UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
14/698,928 12/26/2017 9853898 1014-790USO01/INP2321-US 3930
72689 7590 12/06/2017

SHUMAKER & SIEFFERT, P.A
1625 RADIO DRIVE , SUITE 100
WOODBURY, MN 55125

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 232 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Application Assistance Unit (AAU) of the Office of Data Management
(ODM) at (571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Saravanadas P. Subramanian, San Jose, CA;
Juniper Networks, Inc., Sunnyvale, CA;
Dhiraj D. Ballal, Santa Clara, CA;
Wiladimir Araujo Filho, Santa Clara, CA;
Venkatesh B R Gota, Bangalore, INDIA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
iné)icated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) apers. Each additional paper, such as an assignment or formal drawing, must
Eave its own certificate of mailing or transmission.

CERTIFICATE UNDER 37 CFR 1.8 I hereby certify that this
72689 7590 09/21/2017 . . . . .
SHUMAKER & SIEFFERT. P.A correspondence is being transmitted via the United States Patent
1625 RADIO DRIVE . SUITE 100 and Trademark Office electronic filing system on November 21,
WOODBURY, MN 55125 2017. . .
By:_/Julia A. Ehrreich/
Name: Julia A. Ehrreich
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/698,928 04/29/2015 Saravanadas P. Subramanian 1014-790US01/INP2321-US 3930

TITLE OF INVENTION: DYNAMIC SERVICE CHAIN PROVISIONING

| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/21/2017
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HUANG, WEIBIN 2471 370-392000
1. Change of correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list .
CFR 1.363). 1 Shumaker & Sieffert, P.A.

(1) The names of up to 3 registered patent attorneys
[ Change of correspondence address (or Change of Correspondence or agents OR, alternatively,
Address form PTO/SB/122) attached.

(2) The name of a single firm (having as a member a 2

[ "Fee Address" indication (or "Fee Address” Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 registered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Juniper Networks, Inc. Sunnyvale, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividual X Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
Issue Fee [ A check is enclosed.
[ Publication Fee (No small entity discount permitted) x Payment by credit card.
(] Advance Order - # of Copies (X1 The director is hereby authorized to charge the req7uired fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number _ 501778 (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)

d Applicant certifying micro entity status. See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

| Applicant asserting small entity status. See 37 CFR 1.27 NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

| Applicant changing to regular undiscounted fee status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

i November 17, 2017
Authorized Signature /Michael A. Buschbach/ Date

Typed or printed name Michael A. Buschbach Registration No. 66,307

Page 2 of 3 Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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Electronic Patent Application Fee Transmittal

Application Number:

14698928

Filing Date:

29-Apr-2015

Title of Invention:

DYNAMIC SERVICE CHAIN PROVISIONING

First Named Inventor/Applicant Name:

Saravanadas P. Subramanian

Filer:

Michael A. Buschbach/Julia Ehrreich

Attorney Docket Number:

1014-790US01/JNP2321-US

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 1501 1 960 960

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 3 of 159




Description Fee Code Quantity Amount Sull)j-s'l'g(tsa\)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 960

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 4 of 159




Electronic Acknowledgement Receipt

EFS ID: 31016965
Application Number: 14698928
International Application Number:
Confirmation Number: 3930

Title of Invention:

DYNAMIC SERVICE CHAIN PROVISIONING

First Named Inventor/Applicant Name:

Saravanadas P. Subramanian

Customer Number:

72689

Filer:

Michael A. Buschbach/Julia Ehrreich

Filer Authorized By:

Michael A. Buschbach

Attorney Docket Number:

1014-790US01/JNP2321-US

Receipt Date: 21-NOV-2017
Filing Date: 29-APR-2015
Time Stamp: 15:30:49

Application Type:

Utility under 35 USC 111{(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $960

RAM confirmation Number

112217INTEFSW15311300

Deposit Account

501778

Authorized User

Julia Ehrreich

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 {National application filing, search, and examination fees)

37 CFR 1.17 {Patent application and reexamination processing fees) Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895

EXhibit Z0UZ Page S of 199




37 CFR 1.19 (Document supply fees)
37 CFR 1.20 {Post Issuance fees)

37 CFR 1.21 {Miscellaneous fees and charges)

File Listing:

Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

1424754

1 Issue Fee Payment (PTO-85B) IF_Transmittal.pdf no 1

123a3a949c931eefafa16946fd9e298388155
4ccb

Warnings:

Information:

30942

2 Fee Worksheet (SB06) fee-info.pdf no 2

6cad3d1c6f2ff8e4835bff7c8a3678ed49e3b|

Warnings:

Information:

Total Files Size (in bytes): 1455696

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810}, a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
72689 7590 09/21/2017
SHUMAKER & SIEFFERT, P.A HUANG, WEIBIN
1625 RADIO DRIVE , SUITE 100
WOODBURY, MN 55125 | ART UNIT PAPER NUMBER |
2471
DATE MAILED: 09/21/2017
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/698,928 04/29/2015 Saravanadas P. Subramanian 1014-790US01/INP2321-US 3930

TITLE OF INVENTION: DYNAMIC SERVICE CHAIN PROVISIONING

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/21/2017

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timely payment of maintenance fees when due.

Page 1 of 3Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE

Commlssmner for Patents

P.O.Box 1

Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where
ppropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as
1cated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for

malntenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must
ave its own certificate of mailing or transmission.

Certificate of Mailing or Transmission

72689 7590 09/21/2017 I hereby certify that this Fee(s) Transmittal is being deposited with the United
SHUMAKER & SIEFFERT, P.A States Postal Service with sufficient postage for first class mail in an envelope
1625 RADIO DRIV, SUITE 100 e o o Ml Sop SUE Fl s sho, o bong sl
WOODBURY, MN 55125

(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
14/698,928 04/29/2015 Saravanadas P. Subramanian 1014-790US01/JNP2321-US 3930
TITLE OF INVENTION: DYNAMIC SERVICE CHAIN PROVISIONING
| APPLN. TYPE ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $960 $0 $0 $960 12/21/2017
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
HUANG, WEIBIN 2471 370-392000

1. Change of correspondence address or indication of "Fee Address" (37
CFR 1.363).

| Chan%e of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Eee Address" indication (or "Fee Address" Indication form
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list
1

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively,

(2) The name of a single firm (having as a member a 2

registered attorney or agent) and the names of up to
2 registered patent attorneys or agents. If no name is 3
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ ndividuat Corporation or other private group entity [ Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)

[ Issue Fee
[ Publication Fee (No small entity discount permitted)
[ Advance Order - # of Copies

[ A check is enclosed.
| Payment by credit card. Form PTO-2038 is attached.

(1 The director is hereby authorized to charge the required fee(s), any deficiency, or credits any
overpayment, to Deposit Account Number (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above)
| Applicant certifying micro entity status. See 37 CFR 1.29

| Applicant asserting small entity status. See 37 CFR 1.27

| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature

Date

Typed or printed name

Registration No.

PTOL-85 Part B (10-13) Approved for use through 10/31/2013.

Page 2 of 3 Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.Uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
14/698,928 04/29/2015 Saravanadas P. Subramanian 1014-790US01/INP2321-US 3930
| EXAMINER |
72689 7590 09/21/2017
SHUMAKER & SIEFFERT, P.A HUANG, WEIBIN
1625 RADIO DRIVE , SUITE 100
WOODBURY, MN 55125 | ART UNIT PAPER NUMBER |

2471

DATE MAILED: 09/21/2017

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
request to collect information from the public, OMB (i) provides a valid OMB Control Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (ii) requires the
agency to inform the public about the OMB Control Number’s legal significance in accordance with 5 CFR
1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to
respond to a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination of
proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to
comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes
of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency's
responsibility to recommend improvements in records management practices and programs, under authority
of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive.
Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a
record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the
record was filed in an application which became abandoned or in which the proceedings were terminated
and which application is referenced by either a published application, an application open to public
inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law

enforcement agency, if the USPTO becomes aware of a V}ﬁ)%l%tei)(r)ﬁ at Q&tseqrt]icz}lvyg)r&t&% r%% ;gt% r?wg(}blﬂ&%g%
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Application No. Applicant(s)
14/698,928 SUBRAMANIAN ET AL.
H i i i AlA (First Inventor to File)
Notice of Allowability \I/E\;EgmeHrUANG g;‘#"“ Statue
Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. X This communication is responsive to 07/14/2017.
OaAa declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction
requirement and election have been incorporated into this action.

3. [X] The allowed claim(s) is/are 1-4,6-15 and 17-24. now renumbered as claims 1-22. As a result of the allowed claim(s), you may be
eligible to benefit from the Patent Prosecution Highway program at a participating intellectual property office for the corresponding
application. For more information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[dJ Al b)[Some *c)[] None of the:
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE “MAILING DATE” of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [J CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. [] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1. X Notice of References Cited (PTO-892) 5. [X] Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTO/SB/08), 6. [] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date

3. [ Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTO-413),
Paper No./Mail Date .

W.H./
Examiner, Art Unit 2471

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date
20170807
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Application/Control Number: 14/698,928 Page 2
Art Unit: 2471

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

2.
DETAILED ACTION
EXAMINER’S AMENDMENT
3. An examiner’s amendment to the record appears below. Should the changes

and/or additions be unacceptable to applicant, an amendment may be filed as provided
by 37 CFR 1.312. To ensure consideration of such an amendment, it MUST be
submitted no later than the payment of the issue fee.
4. The application has been amended as follows:
In the claims:
24. (Currently amended) A system comprising:
a first service node configured to apply a first service;
a second service node configured to apply a second service; and
a network device comprising at least one processor coupled to a
memory,
wherein the network device is configured to receive a first ordered

list of MREs virtual private network (VPN) routing and forwarding tables

(VRFs) from the plurality of VRFs, wherein each VRF in the first ordered
list of VRFs represents a start point of a corresponding service from a
plurality of services including a first service and a second service;

wherein the network device is configured to receive a second

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 12 of 159



Application/Control Number: 14/698,928 Page 3
Art Unit: 2471

ordered list of VRFs from the plurality of VRFs, wherein each VRF in the
second ordered list of VRFs represents an end point of a corresponding
service from the plurality of services,

wherein the network device is configured to receive a packet of a
packet flow from the first service node that has applied the first service to
the packet,

wherein the network device is configured to send, based at least on
the first ordered list and the second ordered list the packet to the second

service node configured to apply the second service.

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WEIBIN HUANG whose telephone number is (571)270-
3695. The examiner can normally be reached on Monday to Friday 9:30am-5:30pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, Chi Pham can be reached on (571)272-3179. The fax phone number for the

organization where this application or proceeding is assigned is 571-273-8300.

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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Application/Control Number: 14/698,928 Page 4
Art Unit: 2471

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/W. H./
Examiner, Art Unit 2471

/CHI' H PHAM/
Supervisory Patent Examiner, Art Unit 2471

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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EAST Search History

EAST Search History
EAST Search History (Prior Art)

Ref iHits {Search Query DBs Default iiPlurals jiTime
# Operator Stamp
L72 i1 L71 and VRF$4 same VPN$4 US-PGPUB ADJ ON 2017/09/18
03:59
L71 i1 (US-20140313928-9) .did. US-PGPUB ADJ ON 2017/09/18
03:59
L70 {19 VRF with rout$4 with forward$4 and {US-PGPUB; ADJ ON 2017/09/18
VPN same servic$4 near3 chain$4 USPAT; EPO; 03:59
JPO;
DERWENT
L69 i17 VRF with rout$4 with forward$4 and {US-PGPUB; ADJ ON 2017/09/18
VPN same service near3 chain USPAT; EPG; 03:59
JPO;
DERWENT
L68 {1270 {VRF with rout$4 with forward$4 and {US-PGPUB; ADJ ON 2017/09/18
VPN USPAT; EPO; 03:59
JPO;
DERWENT
Le7 {42 VRF with rout$4 with forward$4 and {US-PGPUB; ADJ ON 2017/09/18
ordered list USPAT; EPG; 03:59
JPO;
DERWENT
L66 {1645 H{VRF with rout$4 with forward$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
Le5 3957 {VRF US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L64 §19 ordered list same VPN US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L63 i1 VRF same ordered list US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
Le2 i1 VRF same ordered list and VPN US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L61 #0 VRF same ordered list same VPN US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L60 i{j1087 HVRF same VPN US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
i i i i i

i i i i
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59 59 ordered list with service and service {US-PGPUB; ADJ ON 2017/09/18
chain USPAT; EPO; 03:59
JPO;
DERWENT
L58 ii66 ordered list same service and service {US-PGPUB; ADJ ON 2017/09/18
chain USPAT; EPO; 03:59
JPO;
DERWENT
L57 {84 ordered list and service chain US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L56 {72 service chain same (VPN or virtual$7 #US-PGPUB; ADJ ON 2017/09/18
adj3 network) and list with service USPAT; EPOG; 03:59
JPO;
DERWENT
L55 {222 service chain same (VPN or virtual$7 {US-PGPUB; ADJ ON 2017/09/18
adj3 network) USPAT; EPOG; 03:59
JPO;
DERWENT
54 i15 ordered list same service control$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
53 i14 ordered list same service control$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L52 {126 L51 and gateway same ordered list US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L51 {17804 {{(HO4L45/745 or HO4L12/1407 or US-PGPUB; ADJ ON 2017/09/18
H04L63/0272 or H04L67/16).CPC. USPAT; 03:59
USOCR
L50 ii22 VPN with VRF same service same list {{US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L49 353 VPN with VRF same service and US-PGPUB; ADJ ON 2017/09/18
gateway USPAT; EPOG; 03:59
JPO;
DERWENT
L48 454 VPN with VRF same service US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L47 {914 VPN with VRF US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L46 {41 servic$4 with ordered list same first US-PGPUB; ADJ ON 2017/09/18
with second and virtual$7 with USPAT; EPO; 03:59
service JPO;
DERWENT
L45 §{{372 servic$4 with ordered list and US-PGPUB; ADJ ON 2017/09/18
virtual$7 with service USPAT; EPO; 03:59
JPO;
DERWENT
L44 {549 servic$4 with order$4 list$4 and US-PGPUB; ADJ ON 2017/09/18
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virtual$7 with service USPAT; EPG; 03:59
JPO;
DERWENT
L43 {1059 iiservic$4 with order$4 list$4 and US-PGPUB; ADJ ON 2017/09/18
virtual$7 USPAT; EPG; 03:59
JPO;
DERWENT
L42 {4 ordered list same packet with US-PGPUB; ADJ ON 2017/09/18
(forward$4 or rout$4 or transmit$4 or USPAT; EPC; 03:59
send$4) same (first or second) JPO;
service DERWENT
L41 4610 ordered list same packet with US-PGPUB; ADJ ON 2017/09/18
(forward$4 or rout$4 or transmit$4 or §USPAT; EPC; 03:59
send$4) JPC;
DERWENT
L40 41286 iHordered list same packet US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
.39 {31533 ijordered list US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L38 #10 servic$4 list$4 with order$4 list$4 US-PGPUB; ADJ ON 2017/09/18
same control$4 USPAT; EPO; 03:59
JPO;
DERWENT
L37 0 servic$4 list$4 with order$4 list$4 US-PGPUB; ADJ ON 2017/09/18
same first with second USPAT; EPG; 03:59
JPO;
DERWENT
36 189 servic$4 list$4 with order$4 list$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L35 43 service list with order$4 list US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L34 i4 L32 and order$4 near3 list$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L33 i{0 32 and order$4 list$4 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L32 22 28 or 29 or L30 or L31 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L31 {7 (("GOTA") near3 ("Venkatesh")).INV. iUS-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L30 ii6 (("FILHO") near3 ("Wladimir")).INV. {US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
29 {12 (("BALLAL") near3 ("Dhiraj")).INV. US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
|L28 §|4 §|(("SUBRAMANIAN") near3 §IUSPGPUB; JADJ §|ON §[2017/09/18§
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("Saravanadas")).INV. USPAT; 03:59
USOCR
L27 i1 "12266298" US-PGPUB; ADJ ON 2017/09/18
USPAT 03:59
L26 i3 "13194571" US-PGPUB; ADJ ON 2017/09/18
USPAT 03:59
L25 {16 service list with ordered list US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L24 229 21 and gateway same forward$4 US-PGPUB; ADJ ON 2017/09/18
with (policy or rule) USPAT; 03:59
USOCR
L23 1434 21 and gateway same forward$4 US-PGPUB; ADJ ON 2017/09/18
same (policy or rule) USPAT; 03:59
USOCR
22 1319 21 and gateway same forward$4 US-PGPUB; ADJ ON 2017/09/18
same policy USPAT; 03:59
USOCR
L21 {17804 {{(HO4L45/745 or HO4L12/1407 or US-PGPUB; ADJ ON 2017/09/18
H04L63/0272 or H04L67/16).CPC. USPAT,; 03:59
USOCR
L20 {2 (policy or rule) with list near5 service {US-PGPUB; ADJ ON 2017/09/18
with packet near3 flow USPAT; EPG; 03:59
JPO;
DERWENT
L19 ii6 ("7184437" | "7215637" | "7990993" | {US-PGPUB; ADJ ON 2017/09/18
"8050559" | "8806058" | USPAT 03:59
"8995305").PN.
L18 {5 L16 and (order$4).cim. US-PGPUB; ADJ ON 2017/09/18
USPAT,; 03:59
USOCR
L17 43 L16 and (list$4).cIm. US-PGPUB; ADJ ON 2017/09/18
USPAT,; 03:59
USOCR
L16 22 L12 or L13 or L14 or L15 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L1537 (("GOTA") near3 ("Venkatesh")).INV. #US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L14 ii6 (("FILHO") near3 ("WIladimir")).INV. #US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L13 §j12 (("BALLAL") near3 ("Dhiraj")).INV. US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L12 ii4 (("SUBRAMANIAN") near3 US-PGPUB; ADJ ON 2017/09/18
("Saravanadas")).INV. USPAT; 03:59
USOCR
L11 318 WO "2013184846" US-PGPUB; ADJ ON 2017/09/18
USPAT; EPO; 03:59
JPO;
DERWENT
L10 ii6 ("7184437" | "7215637" | "7990993" |}US-PGPUB; ADJ ON 2017/09/18
"8050559" | "8806058" | USPAT 03:59
"8995305") .PN.
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L9 22 L5orLBorL7orlL8 US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L8 §7 (("GOTA") near3 ("Venkatesh")).INV. {US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L7 6 (("FILHO") near3 ("Wladimir")).INV. {US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L6 {12 (("BALLAL") near3 ("Dhiraj")).INV. US-PGPUB; ADJ ON 2017/09/18
USPAT; 03:59
USOCR
L5 4 (("SUBRAMANIAN") near3 US-PGPUB; ADJ ON 2017/09/18
("Saravanadas")).INV. USPAT; 03:59
USOCR
EAST Search History (Interference)
Ref Hits {iSearch Query DBs Default Plurals iiTime
# Operator Stamp
S70 {145 {(VRF$4 same VPN$4).clm. US-PGPUB; §ADJ ON 2017/08/21
USPAT 05:02
S72 {135 {(VRF$4 same VPN$4 same US-PGPUB; §ADJ ON 2017/08/21
rout$4).clm. USPAT 05:03
S71 §50  §(VRF$4 same VPN$4 same US-PGPUB; §ADJ ON 2017/08/21
service).clm. USPAT 05:03
2 {0 (VRF$4 same VPN$4 same US-PGPUB; H#ADJ ON 2017/09/18
order).cim. USPAT 03:38
L1 0 (VRF$4 same VPN$4 same second US-PGPUB; HADJ ON 2017/09/18
near3 order).clm. USPAT 03:38
L4 {22 H(VRF$4 same VPN$4 same (destinat$6jUS-PGPUB; H#ADJ ON 2017/09/18
or end$4)).clm. USPAT 03:39
L3 47 (VRF$4 same VPN$4 same (source or {{US-PGPUB; HADJ ON 2017/09/18
start$4)).clm. USPAT 03:39
L75 {135 H(VRF$4 same VPN$4 same US-PGPUB; HADJ ON 2017/09/18
rout$4).cim. USPAT 03:59
L74 50 (VRF$4 same VPN$4 same US-PGPUB; HADJ ON 2017/09/18
service).clm. USPAT 03:59
L73 {145 {(VRF$4 same VPN$4).cim. US-PGPUB; #ADJ ON 2017/09/18
USPAT 03:59
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Examiner: Weibin Huang

Group Art Unit: 2471
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Title: DYNAMIC SERVICE CHAIN PROVISIONING

CERTIFICATE UNDER 37 CFR 1.8 I hereby certify that this correspondence is being transmitted
via the United States Patent and Trademark Office electronic filing system on July 14, 2017.

By: /Renee L. Whittaker/
Name: Renee L. Whittaker

AMENDMENT

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Dear Commissioner:

In response to the Office Action mailed March 16, 2017, the period of response for which

having been extended one month to run through July 16, 2017, please amend the application.

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims which begins on page
3 of this paper.

Remarks begin on page 13 of this paper.
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AMENDMENTS TO THE SPECIFICATION

Please replace paragraph [0079] with the following amended paragraph:

[0079] FIGS. 4A-4B are block diagrams illustrating example services lists for defining a service
chain according to techniques described herein. In these examples, lists of services are
bifurcated into corresponding uplink service lists and a downlink service lists. FIG. 4A
illustrates uplink services list 90 and downlink services list 92. Uplink services list 90 includes
an ordered list of VRF names 90A—90K that correspond to respective start points of services in a
service chain. Downlink services list 92 includes an ordered list of VRF names 92A—92K that
correspond to respective end points of services in the service chain. For example, VRF name
90A (“SVC-VRF-1-IN”) identifies a service VRF-in that includes an attachment circuit for
sending service traffic to a service, and VRF name 92A (“SVC-VRF-1-OUT”) [[902B]]

identifies a service VRF-out that includes an attachment circuit for receiving service traffic from

the same service (e.g., “service 17).
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AMENDMENTS TO THE CLAIMS

This listing of claims will replace all prior versions and listings of claims in the application.

Listing of Claims:

Claim 1 (Currently amended): A method comprising:

receiving, by a service control gateway. configuration data defining a plurality of virtual

private network (VPN) routing and forwarding tables (VRFs):

receiving, by [[a]] the service control gateway, a first ordered list of VRFs from the

plurality of VRFs. wherein each VRF in the first ordered list of VRFs represents a start point of a

corresponding service from a plurality of services including a first service and a second service;

receiving, by the service control gateway. a second ordered list of VRFs from the

plurality of VRFs. wherein each VRF in the second ordered list of VRFs represents an end point

of a corresponding service from the plurality of services:

receiving, by the service control gateway, a packet of a packet flow from a first service
node that has applied the first service to the packet; and
sending, by the service control gateway based at least on the first ordered list and the

second ordered list erdered-Hst-of-serviees, the packet to a second service node that applies the

second service.

Claim 2 (Original): The method of claim 1,

wherein receiving the packet comprises receiving, by the service control gateway via an
incoming interface, the packet from the first service node that has applied the first service to the
packet, and

wherein sending the packet comprises sending, by the service control gateway based at
least on the incoming interface, the packet to the second service node that applies the second

service.
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Claim 3 (Currently amended): The method of claim 2, wherein sending the packet
comprises:

mapping, by the service control gateway in response to receiving the packet via the
incoming interface, an identifier for the incoming interface to the first service to identify the first
service in the first ordered list of VRFs serviees; and

sending, by the service control gateway in response to identifying the first service and

determining the second service is a next service in the second ordered list of VRFs serviees, the

packet to the second service node that applies the second service.

Claim 4 (Currently amended): The method of claim 1, wherein the first ordered list of

VRFs serviees specifies a virtual-routingand-forwardingtable-OVRE) VRF for the first service

and wherein the second ordered list of VRFs specifies a VRF for the second service, the method

further comprising:
installing, to a forwarding plane of the service control gateway in response to receiving

the first ordered list of VRFs and the second ordered list of VRFs servieestist, forwarding

information that includes a mapping from an incoming interface associated with the VRF for the
first service to [[a]] the VRF for the second service,

wherein receiving the packet comprises receiving, by the service control gateway via the
incoming interface, the packet from the first service node that has applied the first service to the
packet, and

wherein sending the packet comprises sending, by the service control in accordance with

the mapping, the packet to the second service node that applies the second service.

Claim 5 (Canceled).
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Claim 6 (Currently amended): The method of claim 1 [[5]], wherein receiving the packet
comprises receiving, by the service control gateway via an incoming interface, the packet from
the first service node that has applied the first service to the packet, the method further
comprising:

determining, by the service control gateway in response to determining an associated
VREF for the incoming interface, an index in the second ordered list of VRFs for the associated
VRF, wherein the associated VRF is a VRF for the first service,

wherein sending the packet comprises forwarding, by the service control gateway in
response to incrementing the index and determining a next VRF at the incremented index in the
first ordered list of VRFs, the packet using the next VRF, wherein the next VRF is a VRF for the

second service.

Claim 7 (Currently amended): The method of claim 1 [[5]], wherein receiving the serviees

st first ordered list of VRFs and the second ordered list of VRFs comprises receiving, by the

service control gateway, a rule installation message comprising the first ordered list of VRFs and

the second ordered list of VRFs.

Claim 8 (Original): The method of claim 7,
wherein the rule installation message comprises a Credit Control Answer message
conforming to a Diameter protocol and extended to include:
an uplink attribute-value pair (AVP) comprising the first ordered list of VRFs; and
a downlink AVP comprising the second ordered list of VRFs.

Claim 9 (Original): The method of claim 7,

wherein the rule installation message further comprises a policy rule that specifies packet
flow definition data, and

wherein sending the packet comprises applying, by the service control gateway in
response to matching the packet to the packet flow definition data, the first ordered list of VRFs
and the second ordered list of VRFs.
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Claim 10 (Original): The method of claim 9,
wherein the policy rule comprises one of a Policy and Charging Control rule and an

Application Detection and Control (ADC) rule.

Claim 11 (Currently amended): The method of claim 1 [[5]], further comprising:

generating, by the service control gateway based on the first ordered list of VRFs and the
second ordered list of VRFs, a lookup table having a plurality of entries that map respective
identifiers for a plurality of incoming interfaces of the service control gateway to respective
VREFs of the second ordered list of VRFs,

wherein receiving the packet comprises receiving, by the service control gateway via an
incoming interface associated with an identifier, the packet from the first service node that has
applied the first service to the packet,

wherein sending the packet comprises:

determining, by the service control gateway based on the lookup table, the VRF of the
second ordered list of VRFs that is mapped to the identifier associated with the incoming
interface on which the packet was received; and

forwarding the packet using the VRF, wherein the VRF is a VRF for the second service.
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Claim 12 (Currently amended): A network device comprising:

at least one memory: and

processing circuitry operably coupled to the at least one memory. wherein the processing

circuitry is configured to:

receive configuration data defining a plurality of virtual private network (VPN) routing

and forwarding tables (VRFs):;
receive a first ordered list of VRFs from the plurality of VRFs, wherein each VRF in the

first ordered list of VRFs represents a start point of a corresponding service from a plurality of

services including a first service and a second service;

receive a second ordered list of VRFs from the plurality of VRFs, wherein each VRF in

the second ordered list of VRFs represents an end point of a corresponding service from the

plurality of services:

o receive a packet of a

packet flow from a first service node that has applied the first service to the packet; and [[,]]

wheretn-the-forwardingunitts-configured-to send, based at least on the ordered list of

services, the packet to a second service node that applies the second service.

Claim 13 (Currently amended): The network device of claim 12, further comprising:

an incoming interface efthe-forwardingeunit,

wherein to receive the packet the ferwarding-untt processing circuitry is configured to

receive, via the incoming interface, the packet from the first service node that has applied the
first service to the packet, and

wherein to send the packet the ferwardingunit processing circuitry is configured to send,

based at least on the incoming interface, the packet to the second service node that applies the

second service.
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Claim 14 (Currently amended): The network device of claim 13, wherein to send the packet

the ferwardinguntt processing circuitry is configured to:

map, in response to receiving the packet via the incoming interface, an identifier for the

incoming interface to the first service to identify the first service in the first ordered list of VRFs
serviees; and
send, in response to identifying the first service and determining the second service is a

next service after-the in the second ordered list of VRFs serviees, the packet to the second service

node that applies the second service.

Claim 15 (Currently amended): The network device of claim 12,

wherein the first ordered list of VRFs serviees specifies a virtoal-routingand-forwarding
table-OVRE) VRF for the first service and wherein the second ordered list of VRFs specifies a

VREF for the second service,

wherein the processing circuitry eentrelunit is configured to install, to the forwarding

plane in response to receiving first ordered list of VRFs and the second ordered list of VRFs

servteesHst, forwarding information that includes a mapping from an incoming interface
associated with the VRF for the first service to [[a]] the VRF for the second service,

wherein to receive the packet the ferwarding-untt processing circuitry is configured to

receive, via the incoming interface, the packet from the first service node that has applied the
first service to the packet, and

wherein to send the packet the ferwardingunit processing circuitry is configured to send,

in accordance with the mapping, the packet to the second service node that applies the second

service.
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Claim 16 (Canceled).

Claim 17 (Currently amended): The network device of claim 12 [[16]],
wherein to receive the packet the ferwarding-untt processing circuitry is configured to

receive, via an incoming interface, the packet from the first service node that has applied the first
service to the packet,

wherein the ferwardingunit processing circuitry is further configured to determine, in

response to determining an associated VRF for the incoming interface, an index in the second
ordered list of VRFs for the associated VRF, wherein the associated VRF is a VRF for the first
service, and

wherein to send the packet the ferwardingunit processing circuitry is further configured

to forward, in response to incrementing the index and determining a next VRF at the incremented
index in the first ordered list of VRFs, the packet using the next VRF, wherein the next VRF is a

VREF for the second service.

Claim 18 (Currently amended): The network device of claim 12 [[16]], wherein to receive

the sesveestist first ordered list of VRFs and the second ordered list of VRFs the processing

circuitry eentrelunit is further configured to receive a rule installation message comprising the
first ordered list of VRFs and the second ordered list of VRFs.

Claim 19 (Original): The network device of claim 18,
wherein the rule installation message comprises a Credit Control Answer message
conforming to a Diameter protocol and extended to include:
an uplink attribute-value pair (AVP) comprising the first ordered list of VRFs; and
a downlink AVP comprising the second ordered list of VRFs.
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Claim 20 (Currently amended): The network device of claim 18,
wherein the rule installation message further comprises a policy rule that specifies packet
flow definition data, and

wherein to send the packet the processing circuitry ferwardinguntt is further configured

to apply, in response to matching the packet to the packet flow definition data, the first ordered
list of VRFs and the second ordered list of VRFs.

Claim 21 (Original): The network device of claim 20, wherein the policy rule comprises one of

a Policy and Charging Control rule and an Application Detection and Control (ADC) rule.

Claim 22 (Currently amended): The network device of claim 12 [[16]],

wherein the processing circuitry eentrelunit is configured to generate, based on the first

ordered list of VRFs and the second ordered list of VRFs, a lookup table having a plurality of
entries that map respective identifiers for a plurality of incoming interfaces of the service control
gateway to respective VRFs of the second ordered list of VRFs,

wherein the processing circuitry eentrelunit is configured to install the lookup table to

the processing circuitry ferwarding-onit,

wherein to receive the packet the processing circuitry ferwarding-unit is configured to

receive, via an incoming interface associated with an identifier, the packet from the first service
node that has applied the first service to the packet,
wherein to send the packet the processing circuitry forwarding-untt is configured to

determine, based on the lookup table, the VRF of the second ordered list of VRFs mapped to the
identifier associated with the incoming interface on which the packet was received and forward

the packet using the VRF, wherein the VRF is a VRF for the second service.

10
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Claim 23 (Currently amended): A non-transitory computer-readable storage medium
comprising instructions for causing one or more programmable processors to:

configure, by a gateway coupled to a plurality of service nodes by respective virtual
private networks (VPNs), a separate input virtual routing and forwarding table (VRF) and output
VREF for each of the VPNs;

receive, by the gateway, an ordered list specifying a service chain for processing packets
of a packet flow through an ordered set of the service nodes, wherein the ordered list specifies
the service chain as sequenees—of a first ordered list of input VRFs from the plurality of the input
VRFs and as a second ordered list of output VRFs from the plurality of output VRFs,

wherein each input VRF in the first ordered list of input VRFs represents a start point of a

corresponding service,

wherein each output VRF in the second ordered list of output VRFs represents an end

point of a corresponding service, and

wherein the first ordered list and the second ordered list define a sequence of [[for]] the

VPNs associated with the service nodes; and

send and receive, by the gateway, packets of the packet flow in accordance with the

speetfied-sequences-of-the-tnput-VREs-and-the-eutputVREs first ordered list and the second

ordered list to forward packets along the service chain.

11
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Claim 24 (Currently amended): A system comprising:
a first service node configured to apply a first service;
a second service node configured to apply a second service; and
a network device comprising at least one processor coupled to a memory,

wherein the network device is configured to receive a first ordered list of VRFs from the

plurality of VRFs. wherein each VRF in the first ordered list of VRFs represents a start point of a

corresponding service from a plurality of services including a first service and a second service;

wherein the network device is configured to receive a second ordered list of VRFs from

the plurality of VRFs, wherein each VRF in the second ordered list of VRFs represents an end
point of a corresponding service from the plurality of services, a-servicestistcompristagan

wherein the network device is configured to receive a packet of a packet flow from the
first service node that has applied the first service to the packet,
wherein the network device is configured to send, based at least on the [[the]] first

ordered list and the second ordered list, the packet to the second service node configured to apply

the second service.

12
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REMARKS
This Amendment is responsive to the Office Action dated March 16, 2017. Applicant has
amended the claims as set forth above and canceled claims 5 and 16. Claims 1-4, 6-15, and 17—

24 are pending upon entry of this communication.

Interview Summary

Applicant thanks the Examiner for the telephonic interview conducted July 5, 2017.
Participating in the interview were Examiner Huang and Applicant’s representative, Michael A.
Buschbach (Reg. No. 66,307). Applicant’s representative proposed amendments to, e.g., claims
1 and 23. The Examiner agreed that the proposed amendments would overcome the rejection of
claim 1 if modified to include the term “virtual private network (VPN) routing and forwarding
tables (VRFs).” The Examiner agreed to that the proposed amendments would overcome the
rejection of claim 23 if modified to recite “wherein each input VRF in the first ordered list of
input VRFs represents a start point of a corresponding service” and “wherein each output VRF in
the second ordered list of output VRFs represents an end point of a corresponding service,” as
recited in claim 5 indicated in the Office Action as including allowable subject matter.

No further agreements were reached during the interview. No exhibits were submitted,

and no demonstrations were performed.

Claim Interpretation Under 35 U.S.C. § 112(f)
The Office Action indicated that 35 U.S.C. § 112(f) was considered to have been invoked

when interpreting claims 12-22. Applicant respectfully disagrees with this invocation of §
112(f) but has amended claims 12-22 to recite “processing circuitry” in lieu of “control unit” and
“forwarding unit.” Support for this amendment is found in Application § [0108] and throughout
the specification. Applicant submits that “processing circuitry” denotes sufficient structure to a
person of skill in the art to preclude application of § 112(f).

Applicant requests an indication in the next action confirming that claims 12-22 are no

longer considered to invoke 35 U.S.C. § 112(f).
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Allowable Subject Matter

In the Office Action, the Examiner objected to claims 4-11 and 15-22 as depending from
a rejected base claim, but indicated that these claims include subject matter that would be
allowable if rewritten in independent form. Applicant thanks the Examiner for this indication of
allowable subject matter. In this amendment, Applicant has amended independent claims 1, 12,
23, and 24 to include subject matter recited by allowable claim 5. Consequently, claims 1, 12,

23, and 24 and the claims dependent therefrom are in condition for allowance.

Objection to the Specification

In the Office Action, the Examiner objected to the specification because the element
number “902B” described in paragraph 79 cannot be found in the corresponding figures 4A and

4B. Applicant has amended the specification to address the objection.

Claim Rejection Under 35 U.S.C. § 102(a)(1)
In the Office Action, the Examiner rejected claims 1-3, 12-14, and 24 under 35 U.S.C.
§ 102(a)(1) as being anticipated by Lefebvre, U.S. Publication No. 2013/0272305 Al

(hereinafter, “Lefebvre”). Applicant respectfully traverses the rejections to the extent the
rejections may be considered applicable to the amended claims. Lefebvre fails to disclose all of
the elements of the amended claims, as required by 35 U.S.C. § 102(a)(1), and provides no
apparent reason for modification to include such features.

As noted above, Applicant has amended independent claims 1, 12, 23, and 24 to include
subject matter recited by allowable claim 5. Consequently, the rejection under § 102 over
Lefebvre is moot and claims 1-3, 12—14, and 24 are in condition for allowance. Applicant

respectfully requests reconsideration and withdrawal of this rejection.

Claim Rejection Under 35 U.S.C. § 103
In the Office Action, the Examiner rejected claim 23 under 35 U.S.C. § 103(a) as
allegedly being unpatentable over Fernando, U.S. Publication No. 2014/0313928 A1

(hereinafter, “Fernando”) in view of Lefebvre. Applicant respectfully traverses the rejections to
the extent the rejections may be considered applicable to the claims as amended. The applied

references, alone or in any combination, fail to disclose or suggest the features defined by
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Applicant’s claims, and there would have been no apparent reason that would have caused one of
ordinary skill in the art to modify the applied references to arrive at the claimed features.

As noted above, Applicant has amended independent claims 1, 12, 23, and 24 to include
subject matter recited by allowable claim 5. Consequently, the rejection under § 103 over
Fernando in view of Lefebvre is moot and claims 23 is in condition for allowance. Applicant

respectfully requests reconsideration and withdrawal of this rejection.

CONCLUSION

All claims in this application are in condition for allowance. Applicant does not
acquiesce as to any assertion in the Office Action with respect to the prior art or to Applicant’s
claims. Applicant’s silence with respect to any assertion in the Office Action should not be
interpreted as Applicant’s acquiescence thereto. Applicant reserves the right to comment further
with respect to the applied references and any pending claim in a future Amendment, Response,
or on appeal. Applicant respectfully requests reconsideration and prompt allowance of all
pending claims.

Please charge any additional fees or credit any overpayment to deposit account number

50-1778. The Examiner is invited to telephone the below-signed attorney to discuss this

application.
Date: By:

July 14, 2017 /Michael A. Buschbach/
SHUMAKER & SIEFFERT, P A. Name: Michael A. Buschbach, Reg No. 66,307

1625 Radio Drive, Suite 300
Woodbury, Minnesota 55125
Telephone: 651.286.8355
Facsimile: 651.735.1102
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Commissioner for Patents
Alexandria, VA 22313-1450

Dear Commissioner:
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Application No. Applicant(s)

. rs , 14/698,928 SUBRAMANIAN ET AL.
Applicant-Initiated Interview Summary i i
Examiner Art Unit
WEIBIN HUANG 2471

All participants (applicant, applicant’s representative, PTO personnel):

(1) WEIBIN HUANG. 3) .

(2) Michael A. Buschbach. (4) .

Date of Interview: 05 July 2017.

Type: [X Telephonic [] Video Conference
[] Personal [copy given to: [] applicant  [] applicant’s representative]

Exhibit shown or demonstration conducted: [] Yes X No.
If Yes, brief description:

Issues Discussed [J101 [112 X102 X103 [JOthers

(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)
Claim(s) discussed: 1 and 23.

Identification of prior art discussed: Lefebvre, Fernando.

Substance of Interview
(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

See Continuation Sheet.

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period of the longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of the
substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

[ Attachment

MW.H./ /CHI H PHAM/
Examiner, Art Unit 2471 Supervisory Patent Examiner, Art Unit 2471

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20170706
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C. 132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to
any alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. Itis the examiner’s responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing
out typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, ho separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
“Contents” section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the
conclusion of the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicant’s correspondence address
either with or prior to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other
circumstances dictate, the Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

— Application Number (Series Code and Serial Number)

—Name of applicant

—Name of examiner

—Date of interview

—Type of interview (telephonic, video-conference, or personal)

—Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

—An indication whether or not an exhibit was shown or a demonstration conducted

— An identification of the specific prior art discussed

— An indication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

—The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview
unless it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the
substance of the interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:

1) A brief description of the nature of any exhibit shown or any demonstration conducted,

2) an identification of the claims discussed,

3) an identification of the specific prior art discussed,

4) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on the

Interview Summary Form completed by the Examiner,

5) a brief identification of the general thrust of the principal arguments presented to the examiner,

(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)

6) a general indication of any other pertinent matters discussed, and

7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed by

the examiner.

Examiners are expected to carefully review the applicant’s record of the substance of an interview. If the record is not complete and
accurate, the examiner will give the applicant an extendable one month time period to correct the record.

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiner’s version of the
statement attributed to him or her. If the record is complete and accurate, the examiner should place the indication, “Interview Record OK” on the
paper recording the substance of the interview along with the date and the examiner’s initials.
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Continuation Sheet (PTOL-413) Application No. 14/698,928

We have discussed the references Lefebvre and Fernando, and the independent claims 1 and 23 of the application.
Applicant’s representative clearly stated the basic concept of the invention. Applicant’s representative also proposed to
amend the independent claim 1 as following: “A method comprising: receiving, by a service control gateway,
configuration data defining a plurality of virtual routing and forwarding tables (VRFs); receiving, by the service control
gateway, a first ordered list of VRFs from the plurality of VRFs, wherein each VRF in the first ordered list of VRFs
represents a start point of a corresponding service; receiving, by the service control gateway, a second ordered list of
VRFs from the plurality of VRFs, wherein each VRF in the second ordered list of VRFs represents an end point of a
corresponding service; receiving, by the service control gateway, a packet of a packet flow from a first service node
that has applied the first service to the packet; and sending, by the service control gateway based at least on the first
ordered list and the second ordered list, the packet to a second service node that applies the second service.”, and
proposed to amend the independent claim 23 as following: “A non-transitory computer-readable storage medium
comprising instructions for causing one or more programmable processors to: configure, by a gateway coupled to a
plurality of service nodes by respective virtual private networks (VPNSs), a separate input virtual routing and forwarding
table (VRF) and output VRF for each of the VPNs; receive, by the gateway, an ordered list specifying a service chain
for processing packets of a packet flow through an ordered set of the service nodes, wherein the ordered list specifies
the service chain as .a first ordered list of input VRFs from the plurality of the input VRFs and as a second ordered list
of output VRFs from the plurality of output VRFs, wherein the first ordered list and the second ordered list define a
sequence of the VPNs associated with the service nodes; and send and receive, by the gateway, packets of the packet
flow in accordance with the first ordered list and the second ordered list to forward packets along the service chain.”
Examiner notified Applicant’s representative that the proposed amended claim 1 will overcome the 35 U.S.C. 102
rejection based on reference Lefebvre if claim 1 also recite limitation “virtual private network (VPN)”. Examiner also
notified Applicant’s representative that the proposed amended claim 23 will overcome the 35 U.S.C. 103 rejection
based on reference Lefebvre and Fernando if claim 23 also include all limitations as recited in claim 5. An update
search will be conducted. No further agreement was reached.
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Application No. Applicant(s)
14/698,928 SUBRAMANIAN ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
WEIBIN HUANG 2471 f(‘;g‘s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
)X Responsive to communication(s) filed on 04/29/2015.
[] A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon ____.
2a)[] This action is FINAL. 2b)[X] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ ;therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5[ Claim(s) 1-24 is/are pending in the application.
5a) Of the above claim(s) is/are withdrawn from consideration.
6)[] Claim(s) ____is/are allowed.
7)X Claim(s) 1-3,12-14.23 and 24 is/are rejected.
8)X] Claim(s) 4-11 and 15-22is/are objected to.
9] Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
hitp/hwww usplo gov/patents/init_events/pph/indax.jsp or send an inquiry to PPHieaedback@uspio.qoy.

Application Papers
10)[X] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 04/29/2015 is/are: a)[X] accepted or b)[[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)J Al b)[] Some** ¢)[] None of the:
1.[] Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) IZI Notice of References Cited (PTO-892) 3) |:| Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.

2) x Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) l:l Other-

Paper No(s)/Mail Date 04/29/2015.

U.S. Patent and Trademark Office . . .
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Application/Control Number: 14/698,928 Page 2
Art Unit: 2471

1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

2.
DETAILED ACTION
Examiner’s Comments
3. Examiner would also like to state for the record the following regarding claims 12-
22.
4. For claims 12-22, claim limitations contain the various “unit”", has/have been

interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph, since
“unit” is generic placeholders / verbal constructs devoid of structure that are being used
as a substitute for the term “means for” and such limitations do not include the
structures necessary to perform the claimed functions. There are also no structural
modifiers and/or the modifiers are non-structural modifiers. Hence, the limitations invoke
the application of 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph.

5. These limitations use alternative phrasing for claiming a programmed computer
performing specialized functions. A specialized function must be supported in the
specification by the computer and the algorithm that the computer uses to perform the
claimed specialized function. The default rule for § 112(f) or pre-AlA 35 U.S.C. 112,
sixth paragraph programmed computer claim limitations is to require disclosure of an
algorithm when special programming is needed to perform the claimed function. The

reason that this is the default rule is that disclosure of the step by step procedure for
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Application/Control Number: 14/698,928 Page 3
Art Unit: 2471

specialized functions establishes clear, definite boundaries and notifies the public of the
claim scope. “Claiming a processor to perform a specialized function without disclosing
the internal structure of the processor in the form of an algorithm, results in claims that

exhibit the ‘overbreadth inherent in open-ended functional claims™ Halliburton Energy
Services v. M-I LLC, 514 F.3d 1244, 1256 n.7 (Fed. Cir. 2008). Disclosing the algorithm
for a specialized function is the quid pro quo for the ability to claim an element in purely
functional terms.

6. Since the claim limitation(s) invokes 35 U.S.C. 112(f) or pre-AIA 35 U.S.C. 112,
sixth paragraph, the claim(s) has/have been interpreted to cover the corresponding
structure described in the specification that achieves the claimed function, and
equivalents thereof.

7. A review of the specification shows that the following appears to be the
corresponding structure described in the specification for the 35 U.S.C. 112(f) or pre-
AlA 35 U.S.C. 112, sixth paragraph limitations.

8. Examiner believes the computer is disclosed in at least, but not limited to
figure 2-3, paragraph 54, 62-64 of the specification and the required algorithm is
disclosed in at least, but not limited to figure 6A-7 and the corresponding
paragraphs of the specification.

9. If applicant wishes to provide further explanation or dispute the examiner’s
interpretation of the corresponding structure, applicant must identify the corresponding
structure with reference to the specification by page and line number, and to the

drawing, if any, by reference characters in response to this Office action.
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10.  If applicant does not intend to have the claim limitation(s) treated under 35
U.S.C. 112(f) or pre-AIA 35 U.S.C. 112, sixth paragraph, applicant may amend the
claim(s) so that it/they will clearly not invoke 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112,
sixth paragraph, or present a sufficient showing that the claim recites/recite sufficient
structure, material, or acts for performing the claimed function to preclude application of
35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph.
11.  For more information, see MPEP § 2173 et seq. and Supplementary Examination
Guidelines for Determining Compliance With 35 U.S.C. 112 and for Treatment of
Related Issues in Patent Applications, 76 FR 7162, 7167 (Feb. 9, 2011).
12.
Specification
13.  The disclosure is objected to because of the following informalities: the element
number "902B” describes in paragraph 79 cannot be found in the corresponding figures
4A and 4B.
Appropriate correction is required.
14.
Claim Rejections - 35 USC § 102
15.  The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that

form the basis for the rejections under this section made in this Office action:

(a)(1) the claimed invention was patented, described in a printed publication, or in public use,
on sale or otherwise available to the public before the effective filing date of the claimed
invention.
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16.  Claim(s) 1-3, 12-14 and 24 is/are rejected under 35 U.S.C. 102(a)(1) as being
anticipated by US_20130272305_A1_Lefebvre.

17.  As per claim 1, Lefebvre teaches a method comprising: receiving, by a service
control gateway (Lefebvre figure 1, perimeter switch PS1, PS2 or PS3), a services
list comprising an ordered list of services (Lefebvre paragraph 115, “In 620, the
received packet is associated with a service set. Associating the packet with the
service set can include assigning an ordered list of services...”. The “service set”
is analogous to the claimed “services list”), the ordered list of services specifying at
least a first service and a second service (Lefebvre paragraph 117, “last service” is
analogous to the claimed “first service”, and "next service” is analogous to the
claimed “second service”); receiving, by the service control gateway, a packet of a
packet flow from a first service node that has applied the first service to the packet
(Lefebvre paragraph 115-118, the node with the “source address” applied the
“last service” to the received packet); and sending, by the service control gateway
based at least on the ordered list of services, the packet to a second service node that
applies the second service (Lefebvre paragraph 115-118, the node with the new
“destination address” applies the “next service” to the received packet).

18.  As per claim 2, Lefebvre teaches the method of claim 1, wherein receiving the
packet comprises receiving, by the service control gateway via an incoming interface,
the packet from the first service node that has applied the first service to the packet
(Lefebvre paragraph 117, “...The position of the packet on the service set can be

determined in accordance with the ingress port the packet was received on. Both
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the last service applied, and thus all previous services applied, can be
determined based on the current position of the packet in the service set and the
direction the packet is heading...”), and wherein sending the packet comprises
sending, by the service control gateway based at least on the incoming interface, the
packet to the second service node that applies the second service (Lefebvre
paragraph 117, “...A next service on the associated service set to be applied to
the packet is selected in step 640. The next service is selected in accordance with
the determined direction and position of the packet...”, and paragraph 118, “...In
step 650, a new destination is assigned to the packet in accordance with the
selected next service...”, and figure 6 step 660).

19.  As per claim 3, Lefebvre teaches the method of claim 2, wherein sending the
packet comprises: mapping, by the service control gateway in response to receiving the
packet via the incoming interface, an identifier for the incoming interface to the first
service to identify the first service in the ordered list of services (Lefebvre paragraph
117, “...The position of the packet on the service set can be determined in
accordance with the ingress port the packet was received on. Both the last
service applied, and thus all previous services applied, can be determined based
on the current position of the packet in the service set and the direction the
packet is heading...”); and sending, by the service control gateway in response to
identifying the first service and determining the second service is a next service in the
ordered list of service, the packet to the second service node that applies the second

service (Lefebvre paragraph 117, “...A next service on the associated service set
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to be applied to the packet is selected in step 640. The next service is selected in
accordance with the determined direction and position of the packet...”, and
paragraph 118, “...In step 650, a new destination is assigned to the packet in
accordance with the selected next service...”, and figure 6 step 660)..

20. As per claim 12, Lefebvre teaches a network device (Lefebvre figure 1,
perimeter switch PS1, PS2 or PS3) comprising: a control unit having at least one
processor coupled to a memory (Lefebvre figure 7), wherein the control unit is
configured to receive a services list comprising an ordered list of services (Lefebvre
paragraph 115, “In 620, the received packet is associated with a service set.
Associating the packet with the service set can include assighing an ordered list
of services...”. The “service set” is analogous to the claimed “services list”), the
ordered list of services specifying at least a first service and a second service (Lefebvre
paragraph 117, “last service” is analogous to the claimed “first service”, and
"next service” is analogous to the claimed “second service”); a forwarding unit
coupled to the control unit and configured to receive a packet of a packet flow from a
first service node that has applied the first service to the packet (Lefebvre paragraph
115-118, the node with the “source address” applied the “last service” to the
received packet), wherein the forwarding unit is configured to send, based at least on
the ordered list of services, the packet to a second service node that applies the second
service (Lefebvre paragraph 115-118, the node with the new “destination address”
applies the “next service” to the received packet).

21.  As per claim 13, Lefebvre teaches all limitations as set forth in claim 2.
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22.  As per claim 14, Lefebvre teaches all limitations as set forth in claim 3.

23.  As per claim 24, Lefebvre teaches a system (Lefebvre figure 1) comprising: a
first service node configured to apply a first service (Lefebvre paragraph 115-118, the
node with the “source address” applied the “last service” to the received packet);
a second service node configured to apply a second service (Lefebvre paragraph 115-
118, the node with the new “destination address” applies the “next service” to the
received packet); and a network device (Lefebvre figure 1, perimeter switch PS1,
PS2 or PS3) comprising at least one processor coupled to a memory (Lefebvre figure
7), wherein the network device is configured to receive a services list comprising an
ordered list of services (Lefebvre paragraph 115, “In 620, the received packet is
associated with a service set. Associating the packet with the service set can
include assigning an ordered list of services...”. The “service set” is analogous
to the claimed “services list”), the ordered list of services specifying at least a first
service and a second service (Lefebvre paragraph 117, “last service” is analogous
to the claimed “first service”, and "next service” is analogous to the claimed
“second service”), wherein the network device is configured to receive a packet of a
packet flow from the first service node that has applied the first service to the packet
(Lefebvre paragraph 115-118, the node with the “source address” applied the
“last service” to the received packet), wherein the network device is configured to
send, based at least on the ordered list of services, the packet to the second service

node configured to apply the second service (Lefebvre paragraph 115-118, the node
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with the new “destination address” applies the “next service” to the received
packet).
24.
Claim Rejections - 35 USC § 103
25.  The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

26.  The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.
27.  This application currently names joint inventors. In considering patentability of the
claims the examiner presumes that the subject matter of the various claims was
commonly owned as of the effective filing date of the claimed invention(s) absent any
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to
point out the inventor and effective filing dates of each claim that was not commonly

owned as of the effective filing date of the later invention in order for the examiner to
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consider the applicability of 35 U.S.C. 102(b)(2)(C) for any potential 35 U.S.C. 102(a)(2)
prior art against the later invention.

28.

29. Claim 23 is/are rejected under 35 U.S.C. 103 as being unpatentable over

US_ 20140313928 A1_Fernando in view of US 20130272305 _A1_Lefebvre.

30. As per claim 23, Fernando teaches non-transitory computer-readable storage
medium comprising instructions for causing one or more programmable processors
(Fernando paragraph 26) to: configure, by a gateway coupled to a plurality of service
nodes by respective virtual private networks (VPNs), a separate input virtual routing and
forwarding table (VRF) and output VRF for each of the VPNs (Fernando figure 1 and
4-5, Service PE1 and Service PE2 coupled to other nodes with different input and
output VRF); a service chain as sequences of the input VRFs and the output VRFs for
the VPNs associated with the service nodes (Fernando figure 4-5, and paragraph 34,
“VPN In_label”, “VPN Out_label”) ; and send and receive, by the gateway, packets of
the packet flow in accordance with the specified sequences of the input VRFs and the
output VRFs to forward packets along the service chain (Fernando figure 4-5, and
paragraph 34, “The SPE 12 in a given service chain is provisioned to accept the
service topology route and re-originate it so that the upstream SPE imports it.
The sequential import and export of the service topology route along the service
chain is controlled by RTs (route targets) provisioned at each SPE.”), but does not

teach receive, by the gateway, an ordered list specifying a service chain for processing
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packets of a packet flow through an ordered set of the service nodes, wherein the
ordered list specifies the service chain.
31.  Lefebvre teaches receive, by the gateway, an ordered list specifying a service
chain for processing packets of a packet flow through an ordered set of the service
nodes (Lefebvre paragraph 115, “In 620, the received packet is associated with a
service set. Associating the packet with the service set can include assighing an
ordered list of services...”. The “service set” is analogous to the claimed
“services list”), wherein the ordered list specifies the service chain (Lefebvre
paragraph 113-118).
32. Thus it would have been obvious to one of ordinary skill in the art before the
effective filing date of the claimed invention to implement the teachings of Lefebvre’s the
received packet is associated with a service set which includes an ordered list in
Fernando’s system to enable the service nodes to route and forward the packets
properly. This method for improving the system of Fernando was within the ordinary
ability of one of ordinary skill in the art based on the teachings of Lefebvre. Therefore, it
would have been obvious to one of ordinary skill in the art to combine the teachings of
Fernando and Lefebvre to obtain the invention as specified in claim 23.
33.

Allowable Subject Matter
34. Claims 4-11 and 15-22 are objected to as being dependent upon a rejected base
claim, but would be allowable if rewritten in independent form including all of the

limitations of the base claim and any intervening claims.
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35.
Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WEIBIN HUANG whose telephone number is (571)270-
3695. The examiner can normally be reached on Monday to Friday 9:30am-5:30pm.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Chi Pham can be reached on (571)272-3179. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.
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/W. H./
Examiner, Art Unit 2471

/CHI H PHAM/
Supervisory Patent Examiner, Art Unit 2471
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO TOT CLAIMSJIND CLAIMS
14/698,928 04/29/2015 2414 2340 1014-790US01/INP2321-US 24 4
CONFIRMATION NO. 3930
72689 FILING RECEIPT
SHUMAKER & SIEFFERT, P.A
S S O L

WOODBURY, MN 55125
Date Mailed: 05/26/2015

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Saravanadas P. Subramanian, San Jose, CA;
Dhiraj D. Ballal, Santa Clara, CA;
Wiladimir Araujo Filho, Santa Clara, CA;
Venkatesh B R Gota, Bangalore, INDIA;
Applicant(s)
Juniper Networks, Inc., Sunnyvale, CA;

Power of Attorney: The patent practitioners associated with Customer Number 72689

Domestic Applications for which benefit is claimed - None.
A proper domestic benefit claim must be provided in an Application Data Sheet in order to constitute a claim for
domestic benefit. See 37 CFR 1.76 and 1.78.

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

If Required, Foreign Filing License Granted: 05/22/2015

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 14/698,928

Projected Publication Date: Request for Non-Publication Acknowledged
Non-Publication Request: Yes

Early Publication Request: No
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Title
DYNAMIC SERVICE CHAIN PROVISIONING
Preliminary Class
370
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.
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PATENT
IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor:  Saravanadas P.

Subramanian
Filed: Herewith Customer No.: 72689
Docket No.: 1014-790US01/INP2321-US
Title: DYNAMIC SERVICE CHAIN PROVISIONING

REQUEST FOR PATENT APPLICATION UNDER 37 C.F.R. § 1.53(b)

Commissioner for Patents
Alexandria, VA 22313-1450

Dear Commissioner:

We are transmitting herewith the attached correspondence relating to this application:

DX] Transmittal sheet.
X Utility Patent Application: Spec. 32 pgs; Claims 8 pgs; Abstract 1 pg.
The fee has been calculated as shown below in the “Claims as Filed” table.
DX 9 sheets of formal drawings.
X] Signed Declaration
X Signed General Power of Attorney
X] Application Data Sheet with Nonpublication Request
X] Information Disclosure Statement
CLAIMS AS FILED
Number of Claims Filed In Excess of: Extra Rate Fee
Basic Filing Fee $280.00
Total Claims
24 20 4 X $80.00 | = $320.00
Independent Claims
4 3 1 X $420.00 | = $420.00
MULTIPLE DEPENDENT CLAIM FEE
EXAMINATION FEE $720.00
SEARCH FEE $600.00
APPLICATION SIZE FEE $0.00
LATE OATH OR DECLARATION SURCHARGE $0.00
TOTAL FILING FEE $2340.00

Submitted herewith is credit card payment in the amount of $2340.00. Please apply any
charges not covered, or any credits, to Deposit Account No. 50-1778.
If this application is found to be incomplete, or if a telephone conference would

otherwise be helpful, please call the undersigned at the telephone number listed below.
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Please send all correspondence to Practitioners at Customer Number 72689.

Date: By:
April 28, 2015 /Michael A. Buschbach/
SHUMAKER & SIEFFERT, P.A. Name: Michael A. Buschbach, Reg No. 66,307

1625 Radio Drive, Suite 300
Woodbury, Minnesota 55125
Telephone: 651.286.8355
Facsimile: 651.735.1102

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 85 of 159



Docket No.: 1014-790US01 /JNP2321-US

DYNAMIC SERVICE CHAIN PROVISIONING

TECHNICAL FIELD
[0001] The invention relates to computer networks and, more specifically, to applying

network services to network traffic traversing computer networks.

BACKGROUND

[0002] A computer network is composed of a set of nodes and a set of links that connect one
node to another. For instance, a computer network may be composed of a set of routers
while the set of links may be cables between the routers. When a first node in the network
sends a message to a second node in the network, the message may pass through many links
and many nodes. The set of links and nodes that the message passes through while traveling
from the first node to the second node is referred to as a path through the network.

[0003] A network operator may deploy one or more network devices to implement service
points that apply network services such as firewall, carrier grade network address translation
(CG-NAT), performance enhancement proxies for video, transport control protocol (TCP)
optimization and header enrichment, caching, and load balancing. In addition, the network
operator may configure service chains that each identifies a set of the network services to be
applied to packet flows mapped to the respective service chains. A service chain, in other
words, defines one or more network services to be applied in a particular order to provide a

composite service for application to packet flows bound to the service chain.

SUMMARY

[0004] In general, techniques for dynamically provisioning service chains are described. For
example, a service control gateway may be provisioned by a policy server with an ordered
list of services to be applied to packet flows. Based on the list of services, the service control
gateway may orchestrate traversal of the ordered list of services by the packets flows and, in
this way, dynamically stitch together a service chain made up of the ordered list of services

for application to the packet flows.
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[0005] In one example implementation, the ordered list of services is bifurcated into an
uplink ordered list (“uplink services list”) of virtual private network (VPN) routing and
forwarding instances/tables (VRFs) of the service control gateway and a downlink ordered
list (“downlink services list”’) of VRFs of the service control gateway. Each VRF of the
uplink services list may specify a matching route for the packet flows to the corresponding
service, and each VRF of the downlink services list may specify a matching route for the
packet flows to a VRF of the uplink services list or a matching route for the packet flows to
the default routing table. The service control gateway may stitch together VRFs of the uplink
services list and downlink services list to implement respective service chains for uplink
packets destined for a packet data network (or “PDN,” e.g., the Internet) and for downlink
packets destined for a subscriber (for instance) and received from the PDN. By enabling the
service control gateway to orchestrate and stitch together different combinations of services
dynamically from an ordered list of services, the techniques may facilitate dynamic service
chaining by a services gateways.

[0006] In one example, a method comprises receiving, by a service control gateway, a
services list comprising an ordered list of services, the ordered list of services specifying at
least a first service and a second service. The method also comprises receiving, by the
service control gateway, a packet of a packet flow from a first service node that has applied
the first service to the packet. The method also comprises sending, by the service control
gateway based at least on the ordered list of services, the packet to a second service node that
applies the second service.

[0007] In another example, network device comprises a control unit having at least one
processor coupled to a memory, wherein the control unit is configured to receive a services
list comprising an ordered list of services, the ordered list of services specifying at least a
first service and a second service. The network device also comprises a forwarding unit
coupled to the control unit and configured to receive a packet of a packet flow from a first
service node that has applied the first service to the packet, wherein the forwarding unit is
configured to send, based at least on the ordered list of services, the packet to a second
service node that applies the second service.

[0008] In another example, a non-transitory computer-readable storage medium comprising

instructions for causing one or more programmable processors of a network device to
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configure, by a gateway coupled to a plurality of service nodes by respective virtual private
networks (VPNs), a separate input virtual routing and forwarding table (VRF) and output
VRF for each of the VPNS; receive, by the gateway, an ordered list specifying a service chain
for processing packets of a packet flow through an ordered set of the service nodes, wherein
the ordered list specifies the service chain as sequences of the input VRFs and the output
VRFs for the VPNs associated with the service nodes; and send and receive, by the gateway,
packets of the packet flow in accordance with the specified sequences of the input VRFs and
the output VRFs to forward packets along the service chain.

[0009] In another example, a system comprises a first service node configured to apply a first
service; a second service node configured to apply a second service; and a network device
comprising at least one processor coupled to a memory, wherein the network device is
configured to receive a services list comprising an ordered list of services, the ordered list of
services specifying at least a first service and a second service, wherein the network device is
configured to receive a packet of a packet flow from the first service node that has applied
the first service to the packet, wherein the network device is configured to send, based at
least on the ordered list of services, the packet to the second service node configured to apply
the second service.

[0010] The details of one or more embodiments of the invention are set forth in the
accompanying drawings and the description below. Other features, objects, and advantages

of the invention will be apparent from the description and drawings, and from the claims.

BRIEF DESCRIPTION OF DRAWINGS

[0011] FIG. 1 is a block diagram illustrating an example network system in accordance with
techniques described herein.

[0012] FIG. 2 is block diagram illustrating, in further detail, an example network device
according to techniques described in this disclosure.

[0013] FIG. 3 is a block diagram illustrating, in detail, components of an example network
device that dynamically stitches a service chain defined by an ordered list of services
according to techniques described herein.

[0014] FIGS. 4A-4B are block diagrams illustrating example services lists for defining a

service chain according to techniques described herein.
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[0015] FIGS. 5A-5B are block diagrams illustrating example internal packet processing
paths executable by a packet processor for dynamic service chaining according to techniques
described herein.

[0016] FIGS. 6A—6C depict a flowchart illustrating an example mode of operation for a
network device according to techniques described herein.

[0017] FIG. 7 is a conceptual diagram illustrating a control flow and packet flow among
network elements of a service provider network according to a dynamically provisioned
service chain, in accordance with techniques described herein.

[0018] Like reference characters denote like elements throughout the figures and text.

DETAILED DESCRIPTION

[0019] FIG. 1 illustrates an example network system in accordance with techniques
described herein. The example network system of FIG. 1 includes a service provider
network 2 that operates as a private network to provide packet-based network services to
subscriber devices 16 A—16N (collectively, “subscriber devices 16”). That is, service
provider network 2 provides authentication and establishment of network access for
subscriber devices 16 such that the subscriber device may begin exchanging data packets
with PDN 12, which may represent an internal packet-based network of the service provider
or an external packet-based network such as the Internet.

[0020] In the example of FIG. 1, service provider network 2 includes access network 6
(“access network 6”) that provides connectivity to packet data network (PDN) 12 via service
provider core network 7 including gateway 8. Service provider core network 7 and PDN 12
provide packet-based services that are available for request and use by subscriber devices 16.
As examples, core network 7 and/or PDN 12 may provide, for example, bulk data delivery,
voice over Internet protocol (VoIP), Internet Protocol television (IPTV), Short Messaging
Service (SMS), Wireless Application Protocol (WAP) service, or customer-specific
application services. Packet data network 12 may comprise, for instance, a local arca
network (LAN), a wide area network (WAN), the Internet, a virtual LAN (VLAN), an
enterprise LAN, a layer 3 virtual private network (L3VPN), an Internet Protocol (IP) intranet
operated by the service provider that operates access network 6, an enterprise IP network, or

some combination thereof. In various embodiments, PDN 12 is connected to a public WAN,
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the Internet, or to other networks. Packet data network 12 executes one or more packet data
protocols (PDPs), such as IP (IPv4 and/or IPv6), X.25 or Point-to-Point Protocol (PPP), to
enable packet-based transport of PDN 12 services.

[0021] Subscriber devices 16 connect to gateway 8 via access network 6 to receive
connectivity to subscriber services for applications hosted by subscriber devices 16. A
subscriber may represent, for instance, an enterprise, a residential subscriber, or a mobile
subscriber. Subscriber devices 16 may be, for example, personal computers, laptop
computers or other types of computing device associated with subscribers. In addition,
subscriber devices 16 may comprise mobile devices that access the data services of service
provider network 2 via radio access network (RAN) 4. Example mobile subscriber devices
include mobile telephones, laptop or desktop computers having, e.g., a 3G wireless card,
wireless-capable netbooks, video game devices, pagers, smart phones, personal data
assistants (PDAs) or the like. Each of subscriber devices 16 may run a variety of software
applications, such as word processing and other office support software, web browsing
software, software to support voice calls, video games, videoconferencing, and email, among
others. Subscriber devices 16 connect to access network 6 via access links that comprise
wired and/or wireless communication links. The term “communication link,” as used herein,
comprises any form of transport medium, wired or wireless, and can include intermediate
nodes such as network devices. Each of access links may comprise, for instance, aspects of
an asymmetric DSL network, WIMAX, a T-1 line, an Integrated Service Digital Network
(ISDN), wired Ethernet, or a cellular radio link.

[0022] A network service provider operates, or in some cases leases, elements of access
network 6 to provide packet transport between subscriber devices 16 and gateway 8. Access
network 6 represents a network that aggregates data traffic from one or more subscribers for
transport to/from service provider core network 7 of the service provider. Access network 6
includes network nodes that execute communication protocols to transport control and user
data to facilitate communication between subscriber devices 16 and gateway 8. Access
network 6 may include a broadband access network, network, a wireless LAN, a public
switched telephone network (PSTN), or other type of access network, and may include or
otherwise provide connectivity for cellular access networks, such as radio access network

(RAN) 4 of FIG. 1. Examples of access network 6 may also include networks conforming to
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a Universal Mobile Telecommunications System (UMTS) architecture, an evolution of
UMTS referred to as Long Term Evolution (LTE), mobile IP standardized by the Internet
Engineering Task Force (IETF), as well as other standards proposed by the 3™ Generation
Partnership Project (3GPP), 3™ Generation Partnership Project 2 (3GGP/2) and the
Worldwide Interoperability for Microwave Access (WiMAX) forum.

[0023] Service provider core network 7 (hereinafter, “core network 7”°) offers packet-based
connectivity to subscriber devices 16 attached to access network 6 for accessing PDN 12.
Core network 7 may represent a public network that is owned and operated by a service
provider to interconnect a plurality of networks, which may include access network 6. Core
network 7 may implement Multi-Protocol Label Switching (MPLS) forwarding and in such
instances may be referred to as an MPLS network or MPLS backbone. In some instances,
core network 7 represents a plurality of interconnected autonomous systems, such as the
Internet, that offers services from one or more service providers. PDN 12 may represent an
edge network coupled to core network 7, e.g., by a customer edge device such as customer
edge switch or router. PDN 12 may include a data center.

[0024] In examples of network 2 that include a wireline/broadband access network, gateway
8 may represent a Broadband Network Gateway (BNG), a Broadband Remote Access Server
(BRAS), MPLS Provider Edge (PE) router, core router or gateway, or a Cable Modem
Termination System (CMTS), for instance. In examples of network 2 that include a cellular
access network as access network 6, gateway 8 may represent a mobile gateway, for
example, a Gateway General Packet Radio Service (GPRS) Serving Node (GGSN), an
Access Gateway (aGW), or a Packet Data Network (PDN) Gateway (PGW). In other
examples, the functionality described with respect to gateway 8 may be implemented in a
switch, service card or other network element or component. Core network 7 may provide
access to multiple different access networks 6 conforming to different access types both
wireline and wireless, e.g., cellular/GPRS/UMTS, broadband or other wireline, and so forth.
[0025] A network service provider that administers at least parts of network 2 typically offers
services to subscribers associated with devices, e.g., subscriber devices 16, which access the
service provider network. Services offered may include, for example, traditional Internet
access, Voice-over-Internet Protocol (VoIP), video and multimedia services, and security

services. As described above with respect to access network 6, core network 7 may support
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multiple types of access network infrastructures that connect to service provider network
access gateways to provide access to the offered services. In some instances, network system
2 may include subscriber devices 16 that attach to multiple different access networks 6
having varying architectures.

[0026] In general, any one or more of subscriber devices 16 may request authorization and
data services by sending a session request to gateway 8. In turn, gateway 8 typically accesses
Authentication, Authorization and Accounting (AAA) server 11 to authenticate the subscriber
device requesting network access. Once authenticated, any of subscriber devices 16 may
send subscriber data traffic toward service provider core network 7 in order to access and
receive services provided by PDN 12, and such packets traverse gateway 8 as part of at least
one packet flow. Flows 27 illustrated in FIG. 1 represent one or more upstream or “uplink”
packet flows from any one or more subscriber devices 16 and directed to PDN 12 via
gateway 8, which is a next hop for PDN 12 for traffic from subscribers. Downstream or
“downlink” flows originated by PDN 12 are directed to subscriber devices 16 (not shown in
FIG. 1).

[0027] The term “packet flow,” “traffic flow,” or simply “flow” refers to a set of packets
originating from a particular source device and sent to a particular destination device.

Service traffic may include multiple different flows. A single flow of packets, in either the
upstream (sourced by one of subscriber devices 16) or downstream (destined for one of
subscriber devices 16) direction, may be identified by the 5-tuple: <source network address,
destination network address, source port, destination port, protocol>, for example. This 5-
tuple generally identifies a packet flow to which a received packet corresponds. An n-tuple
refers to any #» items drawn from the 5-tuple. For example, a 2-tuple for a packet may refer
to the combination of <source network address, destination network address> or <source
network address, source port> for the packet. Moreover, a subscriber device may originate
multiple packet flows upon authenticating to service provider network 2 and establishing a
communication session for receiving data services.

[0028] As described herein, service provider network 2 includes a services complex 9 having
a cluster of service nodes 10A—10B (collectively, “service nodes 10”) that provide an
execution environment for corresponding network services. That is, each of service nodes 10

apply one or more services. As examples, service nodes 10 may apply firewall and security
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services, carrier grade network address translation (CG-NAT), media optimization
(voice/video), IPSec/VPN services, deep packet inspection (DPI), HTTP filtering, parental
control, caching and content delivery services, web awareness / applications, counting,
accounting, charging, and load balancing of packet flows or other types of services applied to
network traffic. Each of service nodes 10 in this way represents a service instance. Although
illustrated with only two service nodes 10, services complex 9 may include many thousands
of such service nodes 10 each providing one or more services to data traffic.

2% ¢

[0029] Each of service nodes 10 may alternatively be referred to as a “service point,” “value-
added service (VAS) point” or node, or “network function virtualization (NFV) node.”
Network function virtualization involves orchestration and management of networking
functions such as a Firewalls, Intrusion Detection or Preventions Systems (IDS / IPS), Deep
Packet Inspection (DPI), caching, Wide Area Network (WAN) optimization, etc. in virtual
machines instead of on physical hardware appliances. Network function virtualization in the
service provider network may provide Value Added Services (VAS) for edge networks such
as business edge networks, broadband subscriber management edge networks, and mobile
edge networks. Access network 6 of FIG. 1 is an example of an edge network for service
provider network 2 of FIG. 1.

[0030] Service control gateway 20 operates as a gateway for the services complex 9 to
anchor the delivery of dynamic service selection and application to packet flows. Service
control gateway 20 may perform traffic detection, policy enforcement, and service steering
according to techniques described herein. Service control gateway 20 may provide
subscriber-aware, device-aware, and/or application-aware traffic detection and granular
traffic steering functionality with policy interfaces. Service control gateway 20 may include
integrated L4-L7 deep packet inspection (DPI), for instance. Service control gateway 20
may in some cases be combined with other embedded networking functions (such as carrier-
grade NAT and firewall/load balancer) to consolidate components of the services complex 9
into a single network element.

[0031] Service control gateway 20 may represent is a physical gateway router or switch that
connects virtual networks of the services complex 9 to physical networks such core network
9, the Internet, a customer VPN (e.g., L3VPN), another data center, or to non-virtualized

servers. In such examples, services complex 9 may include layer two (L2) and layer three
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(L3) switching and routing components that provide point-to-point connectivity between
servers (not shown) that execute one or more of service nodes 10 within a virtual
environment. That is, one or more of service nodes 10 may run as virtual machines in a
virtual compute environment. Moreover, the compute environment may comprise a scalable
cluster of general computing devices, such as x86 processor-based servers. As another
example, service nodes 10 may comprise a combination of general purpose computing
devices and special purpose appliances. In some examples, service control gateway 20
represents a server, process, virtual machine, or controller executing within services complex
9.

[0032] As virtualized, individual network services provided by service nodes 10 can scale
just as in a modern data center, through the allocation of virtualized memory, processor
utilization, storage and network policies, as well as horizontally by adding additional load-
balanced virtual machines. In one example, services complex 9 comprises a set of
interconnected, high-performance yet off-the-shelf packet-based routers and switches that
implement industry standard protocols. In one example, services complex 9 may comprise
off-the-shelf components that provide Internet Protocol (IP) over an Ethernet (IPoE) point-to-
point connectivity.

[0033] In the illustrated example, a software-defined networking (SDN) controller 19 may
provide a high-level controller for configuring and managing routing and switching
infrastructure of service provider network 2 (e.g., gateway 8, service control gateway 20,
core network 7 and service nodes 10). The SDN controller 19 provides a logically and in
some cases physically centralized controller for facilitating operation of one or more virtual
networks within services complex. In some instances, the SDN controller 19 manages
deployment of virtual machines within the operating environment of value-added services
complex 9. The SDN controller 19 communicates with service control gateway 20 to specify
information for implementing service chain 25, such as virtual routing and forwarding
instances configuration. Service chain information provided by an SDN controller 19 may
specify any combination and ordering of value-added services provided by service nodes 10,
traffic engineering information (e.g., labels or next hops) for tunneling or otherwise
transporting (e.g., MPLS or IP tunnels) packet flows along service paths, rate limits, Type Of

Service (TOS) markings or packet classifiers that specify criteria for matching packet flows
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to a service chain. Additional information regarding a SDN controller operating as a virtual
network controller in conjunction with other devices of services complex 9 or other software-
defined network is found in International Application Number PCT/US2013/044378, filed
June 5, 2013, and entitled PHYSICAL PATH DETERMINATION FOR VIRTUAL
NETWORK PACKET FLOWS, which is incorporated by reference as if fully set forth
herein.

[0034] In accordance with techniques described herein and as shown in FIG. 1, service
control gateway 20 receives flows 27 from gateway 8 via link 21 (which may represent one
or more physical links or networks) and steers individual subscriber packet flows 27 through
dynamically provisioned and ordered lists of services provided by service nodes 10. That is,
cach subscriber packet flow may be forwarded through a particular ordered combination of
services provided by service nodes 10, each ordered set being referred to herein as a “service
chain.” Gateway 8 may direct flows 27 to service control gateway 20 via an access virtual
private network (VPN) routing and forwarding table (VRF) configured in gateway 8 and
service control gateway 20.

[0035] In the example of FIG. 1, one or more uplink subscriber packet flows 27 are directed
along a service chain 25 from service control gateway 20, to service node 10A, to service
control gateway 20, to service node 10B, to service control gateway 20. Service chain 25
having been applied to flows 27, service control gateway 20 forwards the flows 27 according
to the default routing table, e.g., to return flows 27 to gateway 8 (in the illustrated example)
or to bypass gateway 8 to forward the flows 27 directly to PDN 12. In this way, subscriber
flows 27 may be processed by service control gateway 20 and service nodes 10 as the packets
flow between access network 6 and PDN 12 according to service chains configured by the
service provider. A particular node 10 may support multiple service chains.

[0036] Whereas a “service chain” defines one or more services to be applied in a particular
order to provide a composite service for application to packet flows bound to the service
chain, a “service tunnel” or “service path” refers to a logical and/or physical path taken by
packet flows processed by a service chain along with the forwarding state for forwarding
packet flows according to the service chain ordering. Each service chain may be associated
with a respective service tunnel, and packet flows associated with each subscriber device 16

flow along service tunnels in accordance with a service profile associated with the respective
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subscriber. The arrows denoted as service chain 25 illustrate the path taken by packet flows
mapped to the service chain 25 by service control gateway. For example, a given subscriber
may be associated with a particular service profile, which in turn is mapped to service chain
25. Similarly, another subscriber may be associated with a different service profile, which in
turn is mapped to a service tunnel associated with service chain. Service control gateway 20,
in some instances after authenticating and establishing access sessions for the subscribers,
may direct packet flows for the subscribers along the appropriate service tunnels, thereby
causing service complex 9 to apply the requisite ordered services for the given subscriber. In
various examples, service control gateway 20 may apply steer traffic to, e.g., service chain
25, based on DPI-based traffic detection, subscriber or device policies, or other basis.

[0037] Service nodes 10 may cooperate with service control gateway 20 to implement
service chain 25 using internally configured forwarding state that directs packets of the
packet flow along the service chain 25 for processing according to the identified set of
service nodes 10. Such forwarding state may specify tunnel interfaces for tunneling between
service nodes 10 and service control gateway 20 using network tunnels such as Internet
Protocol (IP) or Generic Route Encapsulation (GRE) tunnels, or by using Virtual Local Area
Networks (VLANs), Multiprotocol Label Switching (MPLS) techniques, and so forth. In
some instances, real or virtual switches, routers or other network elements that interconnect
connect service nodes 10 may be configured to direct packet flows to the service nodes 10
and service control gateway 20 according to service chain 25. One or more tunnel endpoints
for a service chain 25 may each be associated with a different virtual private network
overlaying a physical underlay network. Such a tunnel endpoint may be logically located
and implemented by a network element that has a routing instance (e.g. a VRF) for the virtual
private network for the tunnel endpoint. Such a network element, whether physical or
virtual, may be considered and alternatively referred to as a provider edge (PE) router for the
virtual private network for the tunnel endpoint. A network element may be a PE router for
multiple virtual private networks. In some examples, network system 2 implements VPNs
using techniques described in Rosen & Rekhter, Request for Comments 4364, February
2006, Internet Engineering Task Force (IETF) Network Working Group, the entire contents

of which is incorporated by reference herein.

11

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 96 of 159



Docket No.: 1014-790US01 /JNP2321-US

[0038] Service provider network 2 may include an Authentication, Authorization and
Accounting server 11 (“AAA server 11). For example, upon detecting a new traffic flow,
service control gateway 20 may authenticate new subscribers to AAA server 11, e.g., by way
of the Radius or Diameter protocols, and, at this time, receive a service profile or other
information that defines the services to be applied to the subscriber or maps the various
traffic expected for the subscriber to one or more service flows. Upon detecting a new flow,
the service control gateway 20 selects the service chain for the flow based on the service
profile and traffic type. For example, service control gateway 20 selects one of the service
chains for the packet based on the service profile received for the subscriber and/or based on
the type of traffic, e.g., HTTP traffic or VoIP traffic.

[0039] In accordance with techniques described herein, SDN controller 19 provisions
components of service provider network 2 with forwarding information to enable service
control gateway 20 and services nodes 20 to direct the components to forward traffic along
service chain 25. In the illustrated example, SDN controller 19 provisions service control
gateway 20 with at least four VRFs: VRF1 IN 26A, VRF1_OUT 26B, VRF2 IN 28A, and
VRF2_OUT 28B. Service control gateway 20 includes VRFs 26, 28 having respective
routing instances that include interfaces for service nodes 10A and 10B. Service control
gateway 20 may also include at least one access routing and forwarding instance for
exchanging traffic with gateway 8. SDN controller 19 may communicate with service
control gateway 20 to manipulate route targets and provision service node 10 servers and/or
advertise routes within the virtual and/or physical networks. In some examples, an operator
may configure IP-VPNs within service control gateway 20 to establish VRFs 26, 28.

[0040] Each of service nodes 10 is associated with two VRFs at service control gateway 20,
an in-VRF for service traffic toward the service node, and an out-VRF for service traffic
from the service node. In the example of FIG. 1, service node 10A is associated with in-VRF
VRF1 IN 26A and with out-VRF VRF_OUT 26B (collectively, “VRFs 26”). Service node
10A is configured to apply a service to service traffic received from service control gateway
20 via VRF_IN 26A and to return the service traffic to the service control gateway 20 via
VRF_OUT 26B. Each of VRFs 26, 28 configured in service control gateway 20 may include
at least one virtual interface, such as an attachment circuit, by which service control gateway

20 may identify VRFs 26, 28 with which to process incoming service traffic. Service node
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10B is associated with in-VRF VRF2 IN 28A and with out-VRF VRF_OUT 28B
(collectively, “VRFs 287). Service node 10B is configured to apply a service to service
traffic received from service control gateway 20 via VRF _IN 28A and to return the service
traffic to the service control gateway 20 via VRF_OUT 28B.

[0041] VRF1 IN 26A sends and VRF1_OUT 26B receives packets exchanged between
service control gateway 20 and service node 10A. VRF2 IN 28A sends and VRF2_OUT
28B receives packets exchanged between service control gateway 20 and service node 10B.
[0042] In some examples, SDN controller 19 automatically configures virtual private
networks to establish a virtual network topology for service nodes 10 to direct service traffic
received from service control gateway 20 back to service control gateway 20. In some
examples, service nodes 10 and service control gateway 20 may be configured with IP-VPNs
to establish respective point-to-point service topologies for the service nodes 10 and service
control gateway 20.

[0043] In accordance with techniques described in this disclosure, policy control server 14
dynamically provisions service control gateway 20 with an ordered list of services for flows
27 to cause the service control gateway 20 to steer flows 27 along a service chain defined by
the ordered list of services and the service nodes 10 corresponding to the services. In other
words, service control gateway 20 orchestrates traversal of the ordered list of services
(applied and represented by service nodes 10), specified by services list 17, by flows 27 and,
in this way, dynamically stitches together service chain 25 made up of the ordered list of
services for application of services to matching traffic.

[0044] In one example, policy control server 14 implements a policy interface (e.g.,
Diameter or Remote Authentication Dial-In User Service (RADIUS) to send services list 17
to service control gateway 20. Services list 17 includes an ordered list of services for service
chain 25 for flows 27.

[0045] For instance, policy control server 14 may represent a Policy Control and Charging
Rules Function (PCRF) device for mobile (e.g., 3GPP) subscriber devices 16 or, alternatively
or in addition, a Broadband Policy Control Framework (BPCF) device for broadband /
wireline subscriber devices 16. Accordingly, service control gateway 20 may in some cases
implement a Policy Charging and Enforcement Function (PCEF) for any or both of the above

functions, or for another function. Policy control server 14 and service control gateway 20
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may communicate according to a Gx reference point that defines a protocol for signaling of
policy and charging control (PCC) rules that determine treatment of matching service data
flows in a Policy and Charging Enforcement Function. A PCC rule includes a rule identifier
that uniquely identifies the rule within a subscriber session, service data flow detection
information, charging information, and/or policy control information.

[0046] Policy control server 14 may install the new (and/or modified) PCC rules for service
sessions to service control gateway using PCC rule installation messages sent over the Gx
reference point between policy control server 14 (operating at least in part as a PCRF/BPCF)
and service control gateway (operating at least in part as a PCEF). The Gx interface may
include a protocol stack that includes, for example, Remote Authentication Dial-In User
Service (RADIUS) or Diameter. Accordingly, PCC rule installation messages may include a
Charging-Rule-Install attribute-value pair (AVP) that specifies a Charging-Rule-Definition
AVP. A PCC rule installation message for a PCC rule may further include services list 17
for dynamically defining a service chain for service data flows that match the PCC rule
(flows 27 in FIG. 1). PCC rules installed to service control gateway 20 by policy control
server 14 may be static or dynamic (e.g., static Gx or dynamic Gx). The PCC rule
installation message may represent a Diameter Credit Control Answer (CCA) that includes
services list 17 as, e.g., one or more AVPs. The Diameter CCA may be responsive to an
carlier Diameter Credit Control Request (CCR) (initial or update) issued by service control
gateway, €.g., in response to detecting a new application or a new subscriber, or receiving a
RADIUS Accounting Request message from gateway 8 for a new application or a new
subscriber.

[0047] Upon receiving a new or modified PCC rule and associated services list 17 included
in a PCC rule installation message, service control gateway 20 applies the ADC rule to traffic
received from gateway 8 to identify packet flows that match the ADC rule. The service
control gateway 20 steers matching packet flows along a service chain that includes the
service of service nodes 10 defined by the services list 17 associated with the PCC rule.
[0048] In some cases, service control gateway 20 implements a traffic detection function
(TDF) to perform application traffic detection and dynamic steering of matching application
traffic along a service chain according to techniques described herein. In such cases, service

control gateway 20 receives rules from policy control server 14 (operating as a PCRF/BPCF)
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that are known as Application Detection and Control (ADC) rules, which policy control
server 14 may provide and activate by an Sd reference point. Service control gateway 20
may in some examples apply, to detected application traffic, enforcement actions such as
gating, redirection, and bandwidth limiting.

[0049] Policy control server 14 may generate ADC rules in association with an ordered list
of services, in accordance with techniques described herein. For instance, policy control
server 14 may generate an ADC rule for a Traffic Detection Function (TDF) session for a
subscriber session for one of subscriber devices 16. The generated ADC rule may include a
rule identifier, TDF application identifier, monitoring key, gateway status, uplink/downlink
maximum bit rates (MBRs), and redirection information. Policy control server 14
additionally generates the services list 17 that specifies the ordered list of services to be
applied to application traffic that match the generated ADC rule (flows 27 in FIG. 1).

[0050] Policy control server 14 installs the ADC rule to service control gateway 20, via an Sd
interface, using an ADC installation message instance. The Sd interface may include a
protocol stack that includes, for example, RADIUS or Diameter. The ADC rule installation
message may thus include an ADC-Rule-Install AVP, for instance. The ADC rule installation
message may further include the services list 17 in association with the ADC rule. ADC
rules installed to service control gateway 20 by policy control server 14 may be static or
dynamic (e.g., static Sd or dynamic Sd).

[0051] Upon receiving an ADC rule and associated services list 17 included in an ADC rule
installation message, service control gateway 20 applies the ADC rule to traffic received
from gateway 8 to identify flows 27 that match the ADC rule. The service control gateway
20 steers matching flows 27 along a service chain 25 that includes the service nodes 10
defined by the services list 17 associated with the ADC rule.

[0052] The ordered list of services may be bifurcated into an uplink ordered list (“uplink
service list) of virtual routing and forwarding table (VRFs) of the service control gateway
and a downlink ordered list (“downlink service list) of VRFs of the service control gateway.
Each VRF of the uplink ordered list may represent a start point of a corresponding service in
a service chain, and each VRF of the downlink ordered list may represent an end point of the
corresponding service in the service chain. The service control gateway 20 stitches together

VREFs of the uplink ordered list and downlink ordered list to implement respective service
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chains for uplink packets issued by a subscriber and destined for PDN 12 and for downlink
packets destined for the subscriber and received from PDN 12.

[0053] In this example of FIG. 1, services list 17 may include an uplink ordered list
specifying, in order, VRF1 IN 26A and VRF2 1IN 28A; services list 17 also includes a
downlink ordered list specifying, in order, VRF1_OUT 26B and VRF2_OUT 28B. Service
control gateway 20 stitches together the combination of service nodes 10 based on services
list 17 including the uplink ordered list and downlink ordered list, as described in example
detail below. In this way, the techniques may facilitate dynamic service chaining by service
provider network 2. The techniques may thus provide the service control gateway 20, and
the administrator / operator thereof, with the capability to dynamically orchestrate any
combination of services, provided by service nodes 10, from a list of services and create
service chains by stitching together the combinations. This may provide advantages over
statically provisioned service chains by, ¢.g., enabling dynamic modification of the service
chain for a packet flow 27 by the policy control server 14 and thus modify the ordering, type,
and/or number of services applied to packets of the packet flow 27.

[0054] FIG. 2 is block diagram illustrating, in further detail, an example network device
according to techniques described in this disclosure. Network device 40 may represent an
example instance of service control gateway 20 of FIG.1. Network device 40 includes a
control unit 50 coupled to one or more network interface card(s) 52 (“NICs 52”), which
transmit and receive packet data via one or more communication links. Control unit 50
includes at least one processor 53 that executes software instructions, such as those used to
define a software or computer program, stored to a tangible computer-readable medium (not
shown in FIG. 2), such as a storage device (e.g., a disk drive, or an optical drive), or memory
(such as Flash memory, random access memory or RAM) or any other type of volatile or
non-volatile memory, that stores instructions to cause a programmable processor to perform
the techniques described herein. Alternatively, or in addition, control unit 50 may comprise
dedicated hardware, such as one or more integrated circuits, one or more Application
Specific Integrated Circuits (ASICs), one or more Application Specific Special Processors
(ASSPs), one or more Field Programmable Gate Arrays (FPGAS), or any combination of one

or more of the foregoing examples of dedicated hardware.

16

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 101 of 159



Docket No.: 1014-790US01 /JNP2321-US

[0055] Control unit 50 configures forwarding unit 54 with VRFs by which network device
40 exchanges service traffic with a plurality of service nodes 10. Forwarding unit 54
includes two separate VRFs for communicating with each service node of service nodes 10,
an “in” VRF having an outgoing interface (OIF) for sending service traffic to the service
node, and an “out” VRF having an incoming interface (IIF) for receiving service traffic from
the service node. Forwarding unit 54 may represent a module executed by processor 53 or a
separate forwarding unit, such as one or more line cards having packet processors for high-
speed packet processing a coupled to control unit 50. Reference herein to incoming and
outgoing interfaces may refer to virtual or software interfaces configured in the device.
[0056] In the illustrated example, forwarding unit 54 is configured with SVC-VRF-1-IN 64A
having OIF 66A and SVC-VRF-1-OUT 64B having IIF 66B. OIF 66A is an interface to an
attachment circuit 68A for SVC-VRF-1-IN 64A and by which forwarding unit 54 can send
service traffic to service node 10A. IIF 66B is an interface to an attachment circuit 68B for
SVC-VRF-1-OUT 64B and by which forwarding unit 54 can receive service traffic from
service node 10A. Forwarding unit 54 is also configured with SVC-VRF-2-IN 70A having
OIF 72A and SVC-VRF-2-OUT 70B having IIF 72B. OIF 72A is an interface to an
attachment circuit 74A for SVC-VRF-2-IN 70A and by which forwarding unit 54 can send
service traffic to service node 10B. IIF 72B is an interface to an attachment circuit 74B for
SVC-VRF-2-OUT 70B and by which forwarding unit 54 can receive service traffic from
service node 10B. VRFs 64, 70 may alternatively be referred to as “service VRFs” in that
they are usable by network device 40 for exchanging traffic with service nodes 10.
Attachment circuits 68, 74 may alternatively be referred to as “VRF attachment circuits.”
[0057] Each of attachment circuits 68, 74 may represent a physical and/or virtual circuit
attaching a service node 10 to one of VRFs 64, 70 and may be, for example, a Frame Relay
data link connection identifier, an asynchronous transfer mode (ATM) Virtual Path Identifier
(VPI)/Virtual Channel Identifier (VCI), an Ethernet port, a VLAN, a Point-to-Point Protocol
(PPP) connection on a physical interface, a PPP session from an L2 Tunneling Protocol
(L2TP) tunnel, or a Multiprotocol Label Switching (MPLS) Label Switched Path (LSP), a
Generic Route Encapsulation (GRE) tunnel, or another interface with bridged

encapsulation. Attachment circuits 68, 74 may each comprise a direct link or an access

network. In at least some examples, packets transported via attachment circuit 68, 74 include
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respective MPLS labels identifying the attachment circuit and the associated VRF, in
accordance with RFC 4364.

[0058] Forwarding unit 54 is further configured with services list 60 specifying an ordered
list of services 62A-62B that defines a set of service nodes 10 as a service chain for
application to at least one packet flow received by network device 40. Services list 60
specifies the services as a list of respective VRF names that identify VRFs 64, 70 with which
network device 40 exchanges services traffic with the corresponding service nodes 10.
Service 62A specifies “SVC-VRF-1" identifying VRFs 64 for exchanging service traffic with
service node 10A, and service 62B specifies “SVC-VRF-2” identifying VRFs 70 for
exchanging service traffic with service node 10B. In this way, forwarding unit 54 is
configured to stitch together a service chain made from service node 10A to service node
10B. Services 62 may identify VRFs using strings, as in the example of FIG. 2, or by
another means.

[0059] Network device 40 receives packets for packet flow 80 and directs the packets along
the service chain defined by services list 60. Forwarding unit 54 includes lookup module 56,
which is configured to determine a next service 62 in the ordered services list 60 for
application to service traffic based on the VRF with which the network device 40 receives the
traffic.

[0060] In the illustrated example, after directing packets of packet flow 80 toward service
node 10A via OIF 66A for attachment circuit 68 A for application of at least one service by
service node 10A, forwarding unit 54 receives the packets from service node 10A via IIF 66B
for attachment circuit 68B. IIF 66B is associated with SVC-VRF-1-OUT. Based on an
identifier for IIF 66B, such as an index value or string, lookup module 56 determines service
62B is the next service for the packets of packet flow 80 according to the ordering of the
services list 60. In other words, because IIF 66B is associated with SVC-VRF-1-OUT 64B
for “SVC-VRF-1” of service 62A and associated packets received with IIF 66B (and
attachment circuit 68A) with SVC-VRF-1-OUT 64B, lookup module 56 is configured to
determine, based on IIF 66B, the next service to applied after service 62A, i.e., service 62B.
[0061] Accordingly and because attachment circuits 68B, 74A are both located on network
device 40 and associated with respective VRFs SVC-VRF-1-OUT 64B, SVC-VRF-2-IN
70A, forwarding unit 54 forwards packets of packet flow 80 received on IIF 66B using SVC-
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VRF-2-IN 70A, which is configured to forwards the packets of packet flow 80 via OIF 72A
for attachment circuit 74 A to service node 10B. The forwarding unit 54 thus identifies the
VRF name from the IIF (associated with received packets as a packet property and in some
cases included in the switch fabric header) on which the packet arrives and steers to the next
VRF name index of the service chain list defined by services list 60. In this way, network
device 40 is configured to steer service traffic to service nodes 10 according to a service
chain defined by services list 60.

[0062] FIG. 3 is a block diagram illustrating, in detail, components of an example network
device that dynamically stitches a service chain defined by an ordered list of services
according to techniques described herein. Network device 100 illustrated in FIG. 3 may
represent an example instance of service control gateway 20 of FIG. 1 or network device 40
of FIG. 2.

[0063] In this example, control unit 140 includes a combination of hardware and software
that provides a control plane 108 operating environment for execution of various user-level
host processes 166A—166L (collectively, “host processes 166”) executing in user space 141.
By way of example, host processes 166 may include a command-line interface and/or
graphical user interface process 166L to receive and respond to administrative directives in
accordance with one or more of protocols 153, a routing process 166A to execute one or
more routing protocols of protocols 153 including Multiprotocol Border Gateway Protocol
(MP-BGP) 153A, a policy process to execute one or more policy interface protocols of
protocols 153 such as RADIUS 153K, and so forth. Control unit 140 may provide routing
plane, service plane, and management plane functionality for network device 100.

[0064] Host processes 166 execute on and interact with kernel 143, which provides a run-
time operating environment for user-level processes. Kernel 143 may represent, for example,
a UNIX operating system derivative such as Linux or Berkeley Software Distribution (BSD).
Kernel 143 offers libraries and drivers by which host processes 166 may interact with the
underlying system. Hardware environment 150 of control unit 140 includes microprocessor
152 that executes program instructions loaded into a main memory (not shown in FIG. 3)
from a storage device (also not shown in FIG. 3) in order to execute the software stack,
including both kernel 143 and user space 141, of control unit 140. Microprocessor 152 may

represent one or more general- or special-purpose processors such as a digital signal
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processor (DSP), an application-specific integrated circuit (ASIC), a field programmable gate
array (FPGA), or any other equivalent logic device. Accordingly, the terms “processor” or
“controller,” as used herein, may refer to any one or more of the foregoing structures or any
other structure operable to perform techniques described herein.

[0065] In this example, routing process 166A executes one or more interior and/or exterior
routing protocols, including MP-BGP 153A, to exchange routing information with other
network devices and store received routing information in routing information base 145
(“RIB 145”). RIB 145 may include information defining a topology of a network, including
one or more routing tables, link-state databases, and/or traffic engineering databases. RIB
145 includes multiple VPN tables 180A—180M for corresponding VRFs configured for
network device 100. The VRFs may define service topologies for multiple different service
nodes, as described above with respect to FIGS. 1-2.

[0066] Routing process 166A resolves the topology defined by routing information in RIB
145 to select or determine one or more active routes through the network and then installs
these routes to forwarding information base 142 (“FIB 142”), which is stored by kernel 143
that is responsible for synchronizing the FIB 142 (the master copy of the network device 100
FIB) with FIBs 148A—148N on respective forwarding units 125A—125N. In some cases, FIB
142 includes a separate FIB copy corresponding to each of FIBs 148 A—18N. FIB 142 may
alternatively be referred to as a “software FIB” or “kernel FIB,” for the FIB 142 is managed
by software components of the control plane, including kernel 143. Each of FIBs 148A—
148N may alternatively referred to as a “hardware FIB,” in that it is stored to memory
accessible to a hardware-based packet processor 159A.

[0067] In some cases, FIB 142 may be generated and managed by user space processes, ¢.g.,
routing process 166A and policy process 166L, which may communicate forwarding
structures to kernel 143 by a socket or other communication channel. Typically, processes
66 generates forwarding structures of FIB 142 to include radix or other lookup trees to map
packet information (e.g., header information having destination information and/or a label
stack) to other forwarding structures or to next hop devices and ultimately to interface ports
of interface cards associated with respective forwarding units 125A—125N. In addition to

generating and providing lookup data structures such as the aforementioned radix or lookup
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tree, processes 66 may generate and provide next hop instructions for installation to FIB 142
and eventual provisioning to FIBs 148A—148N.

[0068] Network device 100 also includes a plurality of forwarding units 125A—125N
(collectively, “forwarding units 125”) and a switch fabric (not shown) that together provide
the data (or “forwarding”) plane 110 for forwarding network traffic. Forwarding units 125
connect to control unit 140 in this example by communication links 151, which may
represent an Ethernet network.

[0069] Each of forwarding units 125 may include substantially similar components
performing substantially similar functionality, said components and functionality being
described hereinafter primarily with respect to forwarding unit 125A illustrated in detail in
FIG. 3. Forwarding unit 125A receives and sends network packets via interfaces of interface
cards (IFCs) 126A, 126B of forwarding unit 125A. Forwarding unit 125A also includes
hardware-based packet processor 159A and memory 157A, which together represent
hardware or a combination of hardware and software that provide high-speed forwarding of
network traffic, as described in further detail below. Likewise, forwarding unit 125B
includes packet processor 159B and memory 157B, and so on. Each of forwarding units 215
includes an instance of forwarding unit processor 162 and interface 163. Forwarding unit
125A may include multiple packet processors 159A that provide a distributed data plane 110
in cooperation with other packet processors 159 on other forwarding units 125. In some
examples, one or more of forwarding units 125 may each include at least one packet
processor substantially similar to packet processor 159. Example instances of forwarding
unit 125A may include flexible programmable integrated circuit (PIC) concentrators (FPCs),
dense port concentrators (DPCs), and modular port concentrators (MPCs). In some
instances, forwarding units 125 may or include represent line cards.

[0070] Each of IFCs 126A, 126B may include interfaces for various combinations of layer
two (L2) technologies, including Ethernet, Gigabit Ethernet (GigE), and Synchronous
Optical Networking (SONET) interfaces located on a PIC (not shown) of forwarding unit
125A, for instance. In various aspects, each of forwarding units 125 may include more or
fewer IFCs. In some examples, each of packet processors 159 is associated with different
IFCs of the forwarding unit on which the forwarding component is located. The switch

fabric (again, not shown) connecting forwarding units 125 provides a high-speed
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interconnect for forwarding incoming transit network packets to the selected one of
forwarding units 125 for output over a network interface of an IFC 126 of the selected
forwarding unit.

[0071] Network device 100 may in some instances represent a multi-chassis router, and the
switch fabric may include a multi-stage switch fabric, such as a 3- or 5-stage Clos switch
fabric, that relays packet-switched communications and circuit-switched communications
between the routing nodes of the multi-chassis router via optical interconnects using
multiplexed communications. An example multi-chassis router that employs optical
interconnects using multiplexed communications is described in U.S. Patent No. 8,050,559,
entitled MULTI-CHASSIS ROUTER WITH MULTIPLEXED OPTICAL
INTERCONNECTS, issued November 1, 2011, the entire contents of which being
incorporated by reference herein.

[0072] Forwarding units 125A—125N of network device 100 demarcate control plane 8 and
data plane 10 of network device 100. That is, forwarding unit 125A performs functions of
both control plane 108 and data plane 110. In general, packet processor 159A and IFCs
126A, 126B implement data plane 110 for forwarding unit 125A, while forwarding unit
processor 162 (illustrated as “fwdg. unit processor 162”’) executes software that implements
portions of control plane 108 within forwarding unit 125A. Control unit 140 also
implements portions of control plane 108 of network device 100. Forwarding unit processor
162 of forwarding unit 125A manages packet processor 159A and executes instructions to
provide an interface 163 to control unit 140 receive process inter-plane communications and
handle host-bound or other local/exception network packets. Interface 163 may further
provide an interface by which forwarding unit 125A receives at least part of FIB 142 for
installation to memory 157A as FIB 148A and maintains FIB 148A. Forwarding unit
processor 162 may represent a general- or special-purpose processor, microprocessor, or
controller capable of executing instructions. Forwarding unit processor 162 may execute a
microkernel for forwarding unit 125A.

[0073] Memory 157A of forwarding unit 125A represents one or more computer-readable
storage media, such as one or more instances of Random Access Memory (RAM), e.g., Static
RAM (SRAM), Dynamic RAM (DRAM), and/or Reduced Latency DRAM (RLDRAM). In

some examples, packet processor 159A and memory 157A may represent or include a
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Content Addressable Memory (CAM) such as Tertiary CAM (TCAM). Although illustrated
as separate from packet processor 159A, at least a portion of memory 157A may in some
cases be internal memory for the packet processor 159A.

[0074] Memory 157A stores FIB 148A including VPN tables 180’and rules 176’ received by
interface 163 from control plane 108. In the illustrated example, kernel 143 installs to
memory 157A at least a part of FIB 142 to FIB 148A including VPN tables 180’and rules
176’.

[0075] Packet processor 159A may represent a packet-forwarding integrated circuit (IC),
¢.g., one or more programmable ASICs or ASIC-based packet processors, that processes
network packets by performing a series of operations on each packet over respective internal
packet forwarding paths as the packets traverse the internal architecture of network device
100. Packet processor 159A processes packets in accordance with next hop instructions. A
next hop is a data structure stored to FIB 148 A that either contains the final result of packet
processing for a packet or acts as a link to another lookup for the same packet.

[0076] Packet processor S9A accesses next hops stored to FIB 148A that, when executed,
cause packet processor 159A to examine the contents of each packet (or another packet
property, ¢.g., incoming interface (IIF) on which the network device received the packet) and
on that basis make forwarding decisions, apply filters, and/or perform accounting,
management, traffic analysis, and load balancing, for example. In one example, packet
processor 159A stores next hops as next hop data chained together (or otherwise arranged) as
a series of next hops along an internal packet forwarding path for the network device 100.
The result of packet processing determines the manner in which a packet is forwarded or
otherwise processed by packet processors 159 from its input interface on one of forwarding
units 125 to its output interface on one of forwarding units 125 (the same forwarding unit 125
may have both the input and output interface for a given packet). Additional details
regarding next hops and an example forwarding architecture are described in U.S. Patent No.
7,215,637, “Systems and methods for processing packets,” issued May &, 2007; in
PLATFORM-INDEPENDENT CONTROL PLANE AND LOWER-LEVEL DERIVATION
OF FORWARDING STRUCTURES, U.S. Application Serial No. 12/266,298, filed
November 6, 2008; and in U.S. Patent No. §,806,058, issued August 12, 2014, and entitled
“PACKET FORWARDING PATH PROGRAMMING USING A HIGH-LEVEL

23

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 108 of 159



Docket No.: 1014-790US01 /JNP2321-US

DESCRIPTION LANGUAGE,” each of which being incorporated herein by reference in its
entirety.

[0077] In accordance with techniques described herein, policy process 166L receives a
policy rule message 167 conforming to a policy protocol such as RADIUS 153K or
Diameter. Policy rule message 167 includes a policy rule that specifies packet flow
definition data for identifying one or more packet flows and further includes a services list
that specifies an ordered list of services to apply to the one or more packet flows that match
the packet flow definition data. Packet flow definition data may include, e.g., a service data
flow (SDF) filter or traffic flow template (TFT) filter. Packet flow definition data may
identify flows according to subscriber, according to application, or by other criteria. Policy
process 166L stores the policy rule as one of policy rules 176, which may include PCC/ADC
rules, for instance, in association with the services list stored as service lists 178. For
instance, rule 176A includes services list 178A as the ordered list of services to apply to
packet flow(s) matching the packet flow definition data for rule 176A.

[0078] Processes 166 install representations of rules 176 including services lists 178 and
VPN tables 180 to FIB 142. Kernel 143 downloads the FIB 142 to the hardware FIBs 148 of
forwarding units 125. VPN tables 180A’ may in some cases represent lookup trees (e.g.
Radix trees) or lookup tables. Packet processors 159 of distributed forwarding units 125
process packets received on incoming interfaces and process the packets by determining,
based on an incoming interface (e.g., an attachment circuit for a VRF/VPN table 180), a next
service in services list 178’ for application to the packets. In response to determining the
next service, the packet processors 159 forward the packets using the VPN table 180A’ that is
an “in” VRF for the next service. In this way, network device 100 is configured to steer
service traffic to services according to service chains defined by services lists 178
dynamically provided by, e.g., a policy control server to network device 100.

[0079] FIGS. 4A-4B are block diagrams illustrating example services lists for defining a
service chain according to techniques described herein. In these examples, lists of services
are bifurcated into corresponding uplink service lists and a downlink service lists. FIG. 4A
illustrates uplink services list 90 and downlink services list 92. Uplink services list 90
includes an ordered list of VRF names 90A—-90K that correspond to respective start points of

services in a service chain. Downlink services list 92 includes an ordered list of VRF names
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92A-92K that correspond to respective end points of services in the service chain. For
example, VRF name 90A (“SVC-VRF-1-IN”) identifies a service VRF-in that includes an
attachment circuit for sending service traffic to a service, and VRF name 902B identifies a
service VRF-out that includes an attachment circuit for receiving service traffic from the
same service (e.g., “service 17).

[0080] K is a variable for the number of services in the service chain. If K > 4, uplink
services list 90 and downlink services 92 will include additional services between 90C, 92C
and 90K, 92K. The number of services may be any non-negative integer.

[0081] Uplink services list 90 may be a value portion of a Service-List-UpLink attribute-
value pair (AVP) (or Vendor-Specific Attribute (VSA)) for communication via a policy
protocol (e.g., RADIUS) on a policy interface (e.g., Sd or Gx). In such instances, the
Service-List-Uplink AVP may be provisioned with an ordered list of VRF names configured
on a service control gateway (or other network device) and representing the start point of
cach service in a service chain. This Service-List-Uplink AVP may be provisioned per rule in
the service control gateway or other network device operating according to techniques
described herein, via PCRF dynamic Gx or Static Gx policy type, or using another policy
protocol and interface (e.g., ADC and Sd).

[0082] Downlink services list 92 may be a value portion of a Service-List-DownLink AVP or
VSA for communication via a policy protocol on a policy interface. In such instances, the
Service-List-Downlink AVP may be provisioned with an ordered list of VRF names
configured on a service control gateway (or other network device) and representing the end
point of each service in a service chain. This Service-List-DownLink AVP may be
provisioned per rule in a service control gateway or other network device operating
according to techniques described herein, via PCRF dynamic Gx or Static Gx policy type, or
using another policy protocol and interface (e.g., ADC and Sd).

[0083] A subscriber created on a service control gateway will associate the uplink services
list 90 and downlink services list 92 in the action for the rule (e.g. PCC-action for a PCC
rule) to steer the traffic towards the VRF names in the order received. The data traffic will be
steered into the first VRF provisioned in the Service-List and upon return from the first
service into the second VRF in the service-list and so on till all the service in the service-list

are exhausted in the uplink and downlink directions corresponding to the uplink services list
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90 and downlink services list 92, respectively. The service control gateway may identify the
VRF name from the ingress iif on which the packet arrives and steer to next VRF name index
of the service chain list. The iif is a packet property may be included in a fabric header for a
packet/cell received by the service control gateway.

[0084] In the example of FIG. 4A, in the uplink direction (e.g., from subscriber devices or
toward a PDN), uplink packets ingressing from SVC-VRF-1-OUT (92A) at the service
control gateway will be steered to SVC-VRF-2-IN (90B) and uplink packets ingressing at
SVC-VRF-2-OUT (92B) will be steered to SVC-VRF-2-IN (90C), and so on until service
control gateway forwards uplink packets ingressing at SVC-VRF-K-OUT (92K) using the
default routing table.

[0085] In the downlink direction (e.g., toward subscriber devices or away from a PDN),
downlink packets ingressing at SVC-VRF-K-OUT (92K) will be steered to SVC-VRF-3-IN
(90C) and downlink packets ingressing at SVC-VRF-3-OUT (92C) will be steered to SVC-
VREF-2-IN (90B), and so on until service control gateway forwards downlink packets
ingressing at SVC-VRF-1-OUT (92A) using the default routing table (or “default VRF”).
[0086] A service control gateway may determine whether a packet is an uplink packet or a
downlink packet based on a destination network address of the packet and routes installed to
the VRFs that specify different actions for packets having different destination network
addresses.

[0087] Subsequent to the service control gateway (or other network device) being
provisioned with a rule that is associated with uplink services list 90 and downlink services
list 92, a policy control server may dynamically modify the rule to provision the service
control gateway with a modified uplink services list 90’ and a modified downlink services list
92’ for a modified services list, as illustrated in FIG. 4B. The modified services list is pared
to include two services in this example. In other examples, services lists may be dynamically
modified by the policy control server to modify the services applied, modify the order of the
services, add or remove services, and so forth.

[0088] Service control gateway receives and installs the modified rule including the modified
uplink services list 90 and a modified downlink services list 92" and steers traffic that
matches the rule according to the modified service chain defined by the modified uplink

services list 90° and a modified downlink services list 92°. Using these techniques, a policy
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control server or other administrative entity or device may dynamically control the services
applied to subscriber and/or application traffic, including by modifying the services applied
while a subscriber session or application is in progress.

[0089] FIGS. 5A-5B are block diagrams illustrating example internal packet processing
paths executable by a packet processor for dynamic service chaining according to techniques
described herein. Internal packet processing path 204 includes forwarding lookup structures
and next hop instructions and may be defined within one or more hardware FIBs of one or
more forwarding units of a network device, such as FIBs 148 of forwarding units 125 of FIG.
3.

[0090] As illustrated in FIG. 5A, a packet processor executes packet processing path 204 to
match packets of a packet flow 210 to rule 176A of rules 176, and to steer the matching
packets along a service chain that is (1) dynamically provisioned within the network device
with uplink services list 90 and downlink services list 92, and (2) implemented in a hardware
FIB by a combination of lookup data structures and next hop instructions. Specifically, path
204 includes lookup table 220 that keys to IIFs of received packets (the IIFs associated with
various VRFs configured on the network device) and resolves to a forwarding table. Lookup
table 220 includes entries 220A—-220F (collectively, “entries 220”) each having an IIF key
value and resolving to different forwarding table that is dependent on whether the received
packets having the IIF key value are uplink packets or downlink packets.

[0091] For instance, packets received on an IIF identified by value ‘168 are received with an
access VRF (e.g., an access VRF connecting gateway 8 to service control gateway 20) and
key to entry 220A. For uplink packets 222, entry 220A resolves to the “SVC-VRF-1-IN”
VRE, which is an entry point for a service and causes the packet processor to forward the
matching uplink packets 222 to a service node providing the service and having a destination
route installed in the “SVC-VRF-1-IN" VRF in the network device. For downlink packets
224, entry 220A resolves to the “SVC-VRF-K-IN” VRF, which is an entry point for a service
and causes the packet processor to forward the matching downlink packets 224 to a service
node providing the service and having a destination route installed in the “SVC-VRF-K-IN”
VREF in the network device.

[0092] To take another example, packets received on an IIF identified by value ‘53’ are

received with a “SVC-VRF-2-OUT” VRF and key to entry 220c. For uplink packets 222,
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entry 222 resolves to the “SVC-VRF-3-IN” VRF, which is an entry point for a service and
causes the packet processor to forward the matching uplink packets 222 to a service node
providing the service and having a destination route installed in the “SVC-VRF-3-IN” VRF
configured in the network device. For downlink packets 224, entry 220C resolves to the
“SVC-VRF-1-IN” VRF, which is an entry point for a service and causes the packet processor
to forward the matching uplink packets 222 to a service node providing the service and
having a destination route installed in the “SVC-VRF-1-IN” VRF configured in the network
device. Each of the VRFs and interfaces illustrated in FIGS. SA-5B may include a
forwarding table having routes that key to destination network addresses of packets and
specify one or more actions for matching packets, e.g., forwarding the matching packets via
an OIF for an attachment circuit to a service node.

[0093] By processing uplink packets 222 and downlink packets 224 based on respective IIFs
on which the network device receives the packets and resolving to next hops according to
lookup table 220, the packet processor is able to determine the next service in the uplink
services list and downlink services list (respectively), and so dynamically stitch together an
uplink service chain for uplink packets 222 and a downlink service chain for downlink
packets 224. In some examples, the network device implements at least one of an uplink
service chain and a downlink service chain.

[0094] FIG. 5B illustrates packet processing path 204’ dynamically modified from packet
processing path 204 to implement the modified uplink services list 90 and modified
downlink services list 92’ of FIG. 4B, and received by the network device. The packet
processor executes packet processing path 204’ to match packets of a packet flow 210 to
modified rule 176A’ of rules 176, and to steer the matching packets along a modified service
chain that is (1) dynamically provisioned within the network device with uplink services list
90’ and downlink services list 92°, and (2) implemented in a hardware FIB by a combination
of lookup data structures and next hop instructions. In this way, the network device may be
dynamically provisioned with a list of services to apply to packets flows.

[0095] FIGS. 6A—6C depict a flowchart illustrating an example mode of operation for a
network device according to techniques described herein. The mode of operation is
described with respect to service control gateway 30 of FIG. 1 and uplink services list 90 and

downlink services list 92 of FIG. 4A.
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[0096] Service control gateway 30 receives configuration information from a policy control
server. Specifically, service control gateway 30 receives a policy rule (302) as well as an
uplink services list 90 for the rule (304) and a downlink services list 92 for the rule (306).
Uplink services list 90 specifies a first ordered list of VRFs, and downlink services list 92
specifies a second ordered list of VRFs. Service control gateway 30 may install the rule and
the services lists to a forwarding plane.

[0097] Service control gateway 30 subsequently receives a packet (308). If the packet is a
downlink packet (YES branch of 310), service control gateway 30 forwards the packet to a
service node using the last VRF in the first ordered list of VRFs specified by the uplink
services list 90 (312). Service control gateway 30 receives a packet at an incoming interface
(314) and maps the incoming interface to an associated VRF at an index in the second
ordered list of VRFs (316). Packets received at step 314 may differ from the packets sent
from the service control gateway 30 due to the application of services at the service nodes. If
the associated VRF is the first VRF in the second ordered list of VRFs (YES branch of 318),
service control gateway 30 forwards the packet using the default routing table (322).
Otherwise (NO branch of 318), service control gateway 20 decrements the index and
forwards the packet to the next service node in the chain using the VRF at the decremented
index in the first ordered list of VRFs (320).

[0098] If the packet is an uplink packet (NO branch of 310), service control gateway 20
forwards the packet to a service node using the first VRF in the first ordered list of VRFs
specified by the uplink services list 90 (332). Service control gateway 20 receives a packet at
an incoming interface (334) and maps the incoming interface to an associated VRF at an
index in the second ordered list of VRFs (336). Packets received at step 334 may differ from
the packets sent from the service control gateway 20 due to the application of services at the
service nodes. If the associated VREF is the last VRF in the second ordered list of VRFs (YES
branch of 338), service control gateway 20 forwards the packet using the default routing
table (342). Otherwise (NO branch of 338), service control gateway 20 increments the index
and forwards the packet to the next service node in the chain using the VRF at the
incremented index in the first ordered list of VRFs (340).

[0099] FIG. 7 is a conceptual diagram illustrating a control flow and packet flow among

network elements of a service provider network according to a dynamically provisioned
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service chain, in accordance with techniques described herein. With regard to the control
flow in this example, gateway 8 issues a RADIUS or Diameter Accounting Request to
service control gateway 20 to initiate policy provisioning for a subscriber device 16. Service
control gateway 20 responds with a corresponding Accounting Response.

[0100] In addition, service control gateway 20 issues, to policy control server 14, a policy
request for policies to be applied to traffic for the new subscriber or application (e.g., flows
27). The policy request in this example is a Diameter CCRI. Policy control server 14 sends
a policy response, in this example a Diameter CCRA, to service control gateway 20.

[0101] The policy response includes an uplink services list specifying one or more “in”
VRFs, as well as a downlink services list specifying one or more “out” VRFs. In this way,
service control gateway 20 may be dynamically provisioned with a service chain 25. Service
control gateway 20 stitches together the in VRFs and out VRFs in order to direct flows 27
along service chain 25. In FIG. 7, “service-list-uplink AVP” indicates the uplink service list,
and “‘service-list-downlink AVP” indicates the downlink service list, both included as
separate AVPs in the CCRA.

[0102] Service control gateway 20 receives uplink packets from gateway 8 via an access
VRE. Service control gateway 20 steers the packets to VRF1 _IN 26A (“first VRF in service-
list-uplink AVP”), which forwards the traffic to service node 10A, which applies a first
service. Service control gateway 20 receives the traffic back on an incoming interface for
VRF1 _OUT 26B (“first VRF in service-list-downlink AVP”). Service control gateway 20
maps the incoming interface for VRF2_OUT 26B to the next VRF, VRF1_IN 28A, and
forwards the traffic accordingly to service node 10B, which applies a second service. Service
control gateway 20 receives the traffic back on an incoming interface for VRF2_OUT 28B.
Service control gateway 20 maps the incoming interface for VRF2_ OUT 26B to the next
VREF, which may be the default routing table. Service control gateway 20 outputs the packets
according to the next VRF and a route lookup toward PDN 12.

[0103] For downlink packets received by service control gateway 20 via, e.g., an access
VRE, service control gateway 20 may apply the uplink service list and downlink service list
in a reverse ordering to apply a service chain that is a reverse of service chain 25.

[0104] The techniques described herein may be implemented in hardware, software,

firmware, or any combination thereof. Various features described as modules, units or
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components may be implemented together in an integrated logic device or separately as
discrete but interoperable logic devices or other hardware devices. In some cases, various
features of electronic circuitry may be implemented as one or more integrated circuit devices,
such as an integrated circuit chip or chipset.

[0105] If implemented in hardware, this disclosure may be directed to an apparatus such a
processor or an integrated circuit device, such as an integrated circuit chip or chipset.
Alternatively or additionally, if implemented in software or firmware, the techniques may be
realized at least in part by a computer-readable data storage medium comprising instructions
that, when executed, cause a processor to perform one or more of the methods described
above. For example, the computer-readable data storage medium may store such instructions
for execution by a processor.

[0106] A computer-readable medium may form part of a computer program product, which
may include packaging materials. A computer-readable medium may comprise a computer
data storage medium such as random access memory (RAM), read-only memory (ROM),
non-volatile random access memory (NVRAM), electrically erasable programmable read-
only memory (EEPROM), Flash memory, magnetic or optical data storage media, and the
like. In some examples, an article of manufacture may comprise one or more computer-
readable storage media.

[0107] In some examples, the computer-readable storage media may comprise non-transitory
media. The term “non-transitory” may indicate that the storage medium is not embodied in a
carrier wave or a propagated signal. In certain examples, a non-transitory storage medium
may store data that can, over time, change (e.g., in RAM or cache).

[0108] The code or instructions may be software and/or firmware executed by processing
circuitry including one or more processors, such as one or more digital signal processors
(DSPs), general purpose microprocessors, application-specific integrated circuits (ASICs),
field-programmable gate arrays (FPGAs), or other equivalent integrated or discrete logic
circuitry. Accordingly, the term “processor,” as used herein may refer to any of the
foregoing structure or any other structure suitable for implementation of the techniques
described herein. In addition, in some aspects, functionality described in this disclosure may

be provided within software modules or hardware modules.
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[0109] Various embodiments have been described. These and other embodiments are within

the scope of the following examples.
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CLAIMS

What is claimed is:

1. A method comprising:

receiving, by a service control gateway, a services list comprising an ordered list of
services, the ordered list of services specifying at least a first service and a second service;

receiving, by the service control gateway, a packet of a packet flow from a first
service node that has applied the first service to the packet; and

sending, by the service control gateway based at least on the ordered list of services,

the packet to a second service node that applies the second service.

2. The method of claim 1,

wherein receiving the packet comprises receiving, by the service control gateway via
an incoming interface, the packet from the first service node that has applied the first service
to the packet, and

wherein sending the packet comprises sending, by the service control gateway based
at least on the incoming interface, the packet to the second service node that applies the

second service.

3. The method of claim 2, wherein sending the packet comprises:

mapping, by the service control gateway in response to receiving the packet via the
incoming interface, an identifier for the incoming interface to the first service to identify the
first service in the ordered list of services; and

sending, by the service control gateway in response to identifying the first service and
determining the second service is a next service in the ordered list of service, the packet to

the second service node that applies the second service.
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4. The method of claim 1, wherein the ordered list of services specifies a virtual routing
and forwarding table (VRF) for the first service and a VRF for the second service, the
method further comprising:

installing, to a forwarding plane of the service control gateway in response to
receiving the services list, forwarding information that includes a mapping from an incoming
interface associated with the VRF for the first service to a VRF for the second service,

wherein receiving the packet comprises receiving, by the service control gateway via
the incoming interface, the packet from the first service node that has applied the first service
to the packet, and

wherein sending the packet comprises sending, by the service control in accordance

with the mapping, the packet to the second service node that applies the second service.

5. The method of claim 1, further comprising:

receiving, by the service control gateway, configuration data defining a plurality of
virtual private network (VPN) routing and forwarding tables (VRFs),

wherein the services list comprises a first ordered list of VRFs from the plurality of
VRFs, wherein each VRF in the first ordered list of VRFs represents a start point of a
corresponding service, and

wherein the services list comprises a second ordered list of VRFs from the plurality of
VRFs, wherein each VRF in the second ordered list of VRFs represents an endpoint of a

corresponding service.
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6. The method of claim 5, wherein receiving the packet comprises receiving, by the
service control gateway via an incoming interface, the packet from the first service node that
has applied the first service to the packet, the method further comprising:

determining, by the service control gateway in response to determining an associated
VREF for the incoming interface, an index in the second ordered list of VRFs for the
associated VRF, wherein the associated VRF is a VRF for the first service,

wherein sending the packet comprises forwarding, by the service control gateway in
response to incrementing the index and determining a next VRF at the incremented index in
the first ordered list of VRFs, the packet using the next VRF, wherein the next VRF is a VRF

for the second service.

7. The method of claim 5, wherein receiving the services list comprises receiving, by the
service control gateway, a rule installation message comprising the first ordered list of VRFs

and the second ordered list of VRFs.

8. The method of claim 7,
wherein the rule installation message comprises a Credit Control Answer message
conforming to a Diameter protocol and extended to include:
an uplink attribute-value pair (AVP) comprising the first ordered list of VRFs; and
a downlink AVP comprising the second ordered list of VRFs.

9. The method of claim 7,

wherein the rule installation message further comprises a policy rule that specifies
packet flow definition data, and

wherein sending the packet comprises applying, by the service control gateway in
response to matching the packet to the packet flow definition data, the first ordered list of

VRFs and the second ordered list of VRFs.

10. The method of claim 9,
wherein the policy rule comprises one of a Policy and Charging Control rule and an

Application Detection and Control (ADC) rule.
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11.  The method of claim 5, further comprising:

generating, by the service control gateway based on the first ordered list of VRFs and
the second ordered list of VRFs, a lookup table having a plurality of entries that map
respective identifiers for a plurality of incoming interfaces of the service control gateway to
respective VRFs of the second ordered list of VRFs,

wherein receiving the packet comprises receiving, by the service control gateway via
an incoming interface associated with an identifier, the packet from the first service node that
has applied the first service to the packet,

wherein sending the packet comprises:

determining, by the service control gateway based on the lookup table, the VRF of the
second ordered list of VRFs that is mapped to the identifier associated with the incoming
interface on which the packet was received; and

forwarding the packet using the VRF, wherein the VRF is a VRF for the second

service.

12. A network device comprising:

a control unit having at least one processor coupled to a memory,

wherein the control unit is configured to receive a services list comprising an ordered
list of services, the ordered list of services specifying at least a first service and a second
service;

a forwarding unit coupled to the control unit and configured to receive a packet of a
packet flow from a first service node that has applied the first service to the packet,

wherein the forwarding unit is configured to send, based at least on the ordered list of

services, the packet to a second service node that applies the second service.

36

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
Exhibit 2002 Page 121 of 159



Docket No.: 1014-790US01 /JNP2321-US

13.  The network device of claim 12, further comprising;:

an incoming interface of the forwarding unit;

wherein to receive the packet the forwarding unit is configured to receive, via the
incoming interface, the packet from the first service node that has applied the first service to
the packet, and

wherein to send the packet the forwarding unit is configured to send, based at least on

the incoming interface, the packet to the second service node that applies the second service.

14.  The network device of claim 13, wherein to send the packet the forwarding unit is
configured to:

map in response to receiving the packet via the incoming interface, an identifier for
the incoming interface to the first service to identify the first service in the ordered list of
services; and

send, in response to identifying the first service and determining the second service is
a next service after the in the ordered list of service, the packet to the second service node

that applies the second service.

15. The network device of claim 12,

wherein the ordered list of services specifies a virtual routing and forwarding table
(VREF) for the first service and a VRF for the second service,

wherein the control unit is configured to install, to the forwarding plane in response to
receiving the services list, forwarding information that includes a mapping from an incoming
interface associated with the VRF for the first service to a VRF for the second service,

wherein to receive the packet the forwarding unit is configured to receive, via the
incoming interface, the packet from the first service node that has applied the first service to
the packet, and

wherein to send the packet the forwarding unit is configured to send, in accordance

with the mapping, the packet to the second service node that applies the second service.
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16. The network device of claim 12,

wherein the control unit is configured to receive configuration data defining a
plurality of virtual private network (VPN) routing and forwarding tables (VRFs),

wherein the services list comprises a first ordered list of VRFs from the plurality of
VRFs, wherein each VRF in the first ordered list of VRFs represents a start point of a
corresponding service, and

wherein the services list comprises a second ordered list of VRFs from the plurality of
VRFs, wherein each VRF in the second ordered list of VRFs represents an endpoint of a

corresponding service.

17. The network device of claim 16,

wherein to receive the packet the forwarding unit is configured to receive, via an
incoming interface, the packet from the first service node that has applied the first service to
the packet,

wherein the forwarding unit is further configured to determine, in response to
determining an associated VRF for the incoming interface, an index in the second ordered list
of VRFs for the associated VRF, wherein the associated VRF is a VRF for the first service,
and

wherein to send the packet the forwarding unit is further configured to forward, in
response to incrementing the index and determining a next VRF at the incremented index in
the first ordered list of VRFs, the packet using the next VRF, wherein the next VRF is a VRF

for the second service.

18. The network device of claim 16, wherein to receive the services list the control unit is
further configured to receive a rule installation message comprising the first ordered list of

VRFs and the second ordered list of VRFs.
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19. The network device of claim 18,
wherein the rule installation message comprises a Credit Control Answer message
conforming to a Diameter protocol and extended to include:
an uplink attribute-value pair (AVP) comprising the first ordered list of VRFs; and
a downlink AVP comprising the second ordered list of VRFs.

20. The network device of claim 18,

wherein the rule installation message further comprises a policy rule that specifies
packet flow definition data, and

wherein to send the packet the forwarding unit is further configured to apply, in
response to matching the packet to the packet flow definition data, the first ordered list of

VRFs and the second ordered list of VRFs.

21.  The network device of claim 20, wherein the policy rule comprises one of a Policy

and Charging Control rule and an Application Detection and Control (ADC) rule.

22. The network device of claim 16,

wherein the control unit is configured to generate, based on the first ordered list of
VRFs and the second ordered list of VRFs, a lookup table having a plurality of entries that
map respective identifiers for a plurality of incoming interfaces of the service control
gateway to respective VRFs of the second ordered list of VRFs,

wherein the control unit is configured to install the lookup table to the forwarding
unit,

wherein to receive the packet the forwarding unit is configured to receive, via an
incoming interface associated with an identifier, the packet from the first service node that
has applied the first service to the packet,

wherein to send the packet the forwarding unit is configured to determine, based on
the lookup table, the VRF of the second ordered list of VRFs mapped to the identifier
associated with the incoming interface on which the packet was received and forward the

packet using the VRF, wherein the VRF is a VRF for the second service.
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23. A non-transitory computer-readable storage medium comprising instructions for
causing one or more programmable processors to:

configure, by a gateway coupled to a plurality of service nodes by respective virtual
private networks (VPNs), a separate input virtual routing and forwarding table (VRF) and
output VRF for each of the VPNs;

receive, by the gateway, an ordered list specifying a service chain for processing
packets of a packet flow through an ordered set of the service nodes, wherein the ordered list
specifies the service chain as sequences of the input VRFs and the output VRFs for the VPNs
associated with the service nodes; and

send and receive, by the gateway, packets of the packet flow in accordance with the
specified sequences of the input VRFs and the output VRFs to forward packets along the

service chain.

24. A system comprising:

a first service node configured to apply a first service;

a second service node configured to apply a second service; and

a network device comprising at least one processor coupled to a memory,

wherein the network device is configured to receive a services list comprising an
ordered list of services, the ordered list of services specifying at least a first service and a
second service,

wherein the network device is configured to receive a packet of a packet flow from
the first service node that has applied the first service to the packet,

wherein the network device is configured to send, based at least on the ordered list of

services, the packet to the second service node configured to apply the second service.
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ABSTRACT

In general, techniques for dynamically provisioning service chains are described. In
one example a network device comprises a control unit having at least one processor coupled
to a memory, wherein the control unit is configured to receive a services list comprising an
ordered list of services, the ordered list of services specifying at least a first service and a
second service. The network device also comprises a forwarding unit coupled to the control
unit and configured to receive a packet of a packet flow from a first service node that has
applied the first service to the packet, wherein the forwarding unit is configured to send,
based at least on the ordered list of services, the packet to a second service node that applies

the second service.
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POCEET NUMBER: 1814-788U80 1 JNPA32L-US

DECLARATION G7TCOFRR 163 FORUTIHATY OR DESIGN PATENT APPLICATION
USING AN APPLICATION BATA »HEET (37 UF.R. L.76) AND ASSIGENMENT

Title of Invention: DYNAMIC SERVICE CHAIN PROVISIONING

As a below named inventor, T hereby declare that:

This declaration is directed to:
20 the attached application, or
Umnited States application or PCT international application number
filed on .

The above-dentified application was made of authowized to be made by me.

T believe that T am the original inventor oran original joint inventor of a claimed invention in the
application.

1 have reviewed and understand the contents of the application, including the dlaims,

T am aware of the duty to disclose tr the United States Patent and Trademark Office all information

known to oie to bematerial to patentability as defined in 37 CFR. 1,56,

1 hereby acknowledge that any willful false statement made in the above declaration is punishable under
18 US.C. 1008 by fine or impriscnment of not'more than five (3)vears, or hoth,

{1y Lezal Name of Inventor: Saravanadas P. Subramanian

ISaravanadas Subramanian/
g ' ' ' Apr 22, 2015
Stgnature: Pate:

{2y Legal Name of Inventor: Dhiraj . Ballal

{Ehirai Ballal Apr 24, 2015

Sgnature: Date?]

{3} Legal Mame of Toventor: Wiadimir Araujo Filhe

Piiadimir de Lara Fithe Araujo / ! =
Signature: Da\;@;‘ﬁ‘pr 23,2015
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POCEET NUMBER: 1814-788U80 1 JNPA32L-US

{4y Legal Name of Invenior; Venkatesh B R Gota

Nenkatesh B R Gotal 2
Signature: ‘ Date:Apr 23,2018
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PTO/AIA/14 (12-13)
Approved for use through 01/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persoens are required to respond to a collection of information unless it contains a valid CMB control number.

) ) Attorney Docket Number | 1014-790US01/JNP2321-US
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention | DYNAMIC SERVICE CHAIN PROVISICNING

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted. The following form contains the
bibliographic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.76.

This document may be completed electronically and submitted to the Office in electronic format using the Electronic Filing System (EFS) or the
document may be printed and included in a paper filed application.

Secrecy Order 37 CFR 5.2

[ Portions or all of the application associated with this Application Data Sheet may fall under a Secrecy Order pursuant to
37 CFR 5.2 (Paper filers only. Applications that fall under Secrecy Order may not be filed electronically.}

Inventor Information:
Inventor 1

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

Saravanadas P. Subramanian
Residence Information (Select One) (¢ US Residency () NonUS Residency () Active US Military Service

City San Jose State/Province CA Country of Residence i| Us

Mailing Address of Inventor:

Address 1 1178 Fairford Way

Address 2

City San Jose | State/Province | CA
Postal Code 95129 | Country i us

Inventor 2

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Dhiraj D. Ballal

Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service

City | Santa Clara State/Province | CA Country of Residence i | US

Mailing Address of Inventor:

Address 1 623 Salberg Avenue

Address 2

City Santa Clara | State/Province | CA
Postal Code 95051 | Country i | us

Inventor 3

Legal Name

Prefix| Given Name Middle Name Family Name Suffix

Wiladimir Araujo Filho
Residence Information (Select One) (¢ US Residency () Non US Residency () Active US Military Service

TN =YV
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

City | SantaClara State/Province | CA | Country of Residence i | US

Mailing Address of Inventor:

Address 1 3760 Benton Street

Address 2

City Santa Clara | State/Province | CA
Postal Code 95051 | Country i us

Inventor 4

Legal Name

Prefix| Given Name Middle Name Family Name Suffix
Venkatesh BR Gota
Residence Information (Select One) (O US Residency (@) Non US Residency () Active US Military Service
City |Bangalore Country of Residence i IN

Mailing Address of Inventor:

Address 1 ‘Nesara', 365, 8th main,

Address 2 Banashankari 3rd stage 4th phase

City Bangalore | State/Province |
Postal Code | 560085 | Country i | us

All Inventors Must Be Listed - Additional Inventor Information blocks may be

generated within this form by selecting the Add button. Add

Correspondence Information:

Enter either Customer Number or complete the Correspondence Information section below.
For further information see 37 CFR 1.33(a).

[ ] An Address is being provided for the correspondence Information of this application.

Customer Number 72689

Email Address pairdocketing@ssiplaw.com | AddEmail | [Remove Email

Application Information:

Title of the Invention DYNAMIC SERVICE CHAIN PROVISIONING
Attorney Docket Number| 1014-790US01/JNP2321-US Small Entity Status Claimed [ |
Application Type Nonprovisional
Subject Matter Utility
Total Number of Drawing Sheets (if any) 9 Suggested Figure for Publication (if any)
Filing By Reference: , _ _
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

Only compete this section when filing an application by reference under 35 US.C. 111(c) and 37 CFR 1.57(a}. Do not complete this section if
application papers including a specification and any drawings are being filed. Any domestic benefit or foreign priority information must be
provided in the appropriate section(s) below (i.e., “Domestic Benefit/National Stage Information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b), the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirements of 37 CFR 1.57(a).

Application number of the previcusly Filing date (YYYY-MM-DD) Intellectual Property Authority or Country i
filed application

Publication Information:

[ ] Request Early Publication (Fee required at time of Request 37 CFR 1.219)

Req uest Not to Publish. I hereby request that the attached application not be published under

35 U.S.C. 122(b} and certify that the invention disclosed in the attached application has not and will not be the
subject of an application filed in another country, or under a multilateral international agreement, that requires
publication at eighteen months after filing.

Representative Information:

Representative information should be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer
Number will be used for the Representative Information during processing.

Please Select One: (e) Customer Number (O US Patent Practitioner (O Limited Recognition (37 CFR 11.9)

Customer Number 72689

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(g), 120, 121, or 365(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required
by 35 U.S.C. 119(e) or 120, and 37 CFR 1.78.

When referring to the current application, please leave the application number blank.

Prior Application Status
Application Number Continuity Type Prior Application Number Filing Date (YYYY-MM-DD)

Additional Domestic Benefit/National Stage Data may be generated within this form

by selecting the Add button. fad

Foreign Priority Information:
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.8.C. 119(b) and 37 CFR 1.55(d). When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) lthe information will be used by the Office to
automatically attempt retrieval pursuant to 37 CFR 1.55(h){1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received hy the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

[ Remove |
Application Number Country i Filing Date (YYYY-MM-DD) Access Code (if applicable)
Additional Foreign Priority Data may be generated within this form by selecting the
Add button. Add

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition
Applications

This application (1) claims priority tc or the benefit of an application filed before March 16, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 16, 2013.

NOTE: By providing this statement under 37 CFR 1.55 cr 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

Authorization to Permit Access:

[ ] Authorization to Permit Access to the Instant Application by the Participating Offices
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),

the Japan Patent Office (JPQ), the Korean Intellectual Froperty Office {(KIPQO), the World Intellectual Froperty Office {WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application

is filed access to the instant patent application. See 37 CFR 1.14(c) and (h). This box should not be checked if the applicant
does not wish the EPQO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect

to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application

claims priority under 35 U.8.C. 119(a)-{d) if a copy of the foreign application that satisfies the cettified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is
sought in the instant patent application.

In accordance with 37 CFR 1.14(c}, access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an
applicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should he

identified in this section.

(&) Assignee (O Legal Representative under 35 U.S.C. 117 (O Joint Inventor

O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventaor :

If the Applicant is an Organization check here.

Organization Name

Juniper Networks, Inc.

Mailing Address Information:

Address 1 1133 Innovation Way

Address 2

City Sunnyvale State/Province CA
Country il us Paostal Code 94089
Phone Number Fax Number

Juniper Networks, Inc. v. Orckit Corporation IPR2024-00895
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button. Add

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not subsitute for compliance with any requirement of part 3 of Title 37 of CFR to
have an assignment recorded by the Office.

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication . An assignee-applicant identified in the "Applicant Information" section will appear on the patent application
publication as an applicant. For an assighee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. []

Prefix Given Name Middle Name Family Name Suffix
Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1

Address 2

City State/Province

Country i Postal Code

Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by e
selecting the Add button.

Signature:

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications

Signature |/Michael A. Buschbach/ Date (YYYY-MM-DD)| 2015-04-28
First Name | Michael A. Last Name | Buschbach Registration Number | 66307
Additional Sighature may be generated within this form by selecting the Add button. Add
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PTO/AIA/14 (12-13)

Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | 1014-790US01/JNP2321-US

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention DYNAMIC SERVICE CHAIN PROVISIONING

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark OCffice, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.5.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S5.C. 552)
and the Privacy Act (& U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or
administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an
individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as
amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U_.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records
management practices and programs, under authority of 44 U.5.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GS8A regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to public inspections or an issued
patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware of a violation or potential violation of law or regulation.
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PTO/AIA/82A (07-12)

Approved for use through 11/30/2014. OMB 0651-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

\.

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B or equivalent) to identify the
application to which the Power of Attorney is directed, in accordance with 37 CFR 1.5. If the Power of Attorney by Applicant form
is hot accompanied by this transmittal form or an equivalent, the Power of Attorney will not be recognized in the application.

Application Number

Filing Date Herewith
First Named Inventor Saravanadas P. Subramanian

Title DYNAMIC SERVICE CHAIN PROVISIONING
Art Unit

Examiner Name

Attorney Docket Number  (1014-790US01/UJNP2321-US

SIGNATURE of Applicant or Patent Practitioner

Signature /Michael A. Buschbach/ Date April 28, 2015
Name Michael A. Buschbach 651-286-8355

Registration Number 66 ;307

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications.

Telephone

IE *Total of ! forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes
to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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PTOIAIAI82B(07-12)
Approved for use through 11/30/2014. OMB 0851-0035
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

POWER OF ATTORNEY BY APPLICANT

I hereby revoke all previous powers of attorney given in the application identified in the attached transmittal letter.

@ | hereby appoint Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and to
transact all business in the United States Patent and Trademark Office connected therewith for the application referenced

in the attached fransmittal letter (form PTO/AIA/82A or equivalent):
. 72689

D | hereby appoint Practitioner(s) named below as my/our attorney(s) or agent(s), and to transact all business in the
" United States Patent and Trademark Office connected therewith for the application referenced in the attached

transmittal letter (form PTO/AIA/82A or equivalent):

Registration

Registration Name
Number

N
ame Number

Please recognize or change the correspondence address for the application identified in the attached

transmittal letter to:
@ The address associated with the above-mentioned Customer Number.

OR
D The address associated with Customer Number:

OR

D Firm or
Individual Name

Address

City | state | | zip |

Country

Telephone

[ am the Applicant:

D inventor or Joint Inventor

DLegal Representative of a Deceased or Legally Incapacitated Inventor

@Assignee or Person to Whom the Inventor is Under an Obligation to Assign
Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was
granted in the application or is concurrently being filed with this document)

| Email |

SIGNATURE of Applicant for Patent - )
Signature Y il - Date SoplenlbeS 2o
Name Mitchelt Gaynor Telephone | & a8~ 4%y . 2eooo
Title and Company | EVP General Counsel ang@eoretary for Juniper Networks, inc.

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and
certifications. Submit multiple forms for more than one signature, see below *.

D *Total of forms are submitted.

This collection of information is required by 37 CFR 1.31, 1.32 and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This coltection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on
the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS

ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
If you need assistance in completing the form, call 1-800-PT(Q-3199 and select option 2.
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Doc code: IDS

Doc description: Information Disclosure Statement (ID3) Filed

PTO/SB/08a (01-10)

Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

INFORMATION DISCLOSU
STATEMENT BY APPLICA

RE
NT

( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor

Saravanadas P. Subramanian

Art Unit

Examiner Name

Attorney Dacket Number

1014-790US01/JNP2321-US

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Ccde! of cited Document )
Figures Appear
1 7184437 B1 2007-02-27 Cole et al.
2 7215637 B1 2007-05-08 Ferguson et al.
3 7990993 B1 2011-08-02 Ghosh et al.
4 8050559 B2 2011-11-01 Sindhu
5 88060358 B1 2014-08-12 Mackie et al.
6 8995305 B2 2015-03-31 Shaik et al.
If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
Examiner| .. Fublication Kind | Publication Name of Patentee or Applicant Pages,Columns Lines where
e Cite No . Relevant Passages or Relevant
Initial Number Code’| Date of cited Document )
Figures Appear

EFS Web 2.1.17
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INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

Application Number

Filing Date

First Named Inventor | Saravanadas P. Subramanian

Art Unit

Examiner Name

Attorney Dacket Number 1014-790US01/JNP2321-US

If you wish to add additional U.S. Published Application citation information please click the Add button. Add

FOREIGN PATENT DOCUMENTS Remove
Name of Patentee or Pages,Columns Lines
Examiner| Cite | Foreign Document Country Kind | Publication Applicant of cited where Relevant Ts
Initial* No | Number3 Code2 j Code4| Date PP Passages or Relevant
Document ;
Figures Appear
1 2013184846 WO A1 2013-12-12 | Juniper Networks, Inc. []
If you wish to add additional Foreign Patent Document citaticn information please click the Add button ~ Add
NON-PATENT LITERATURE DOCUMENTS Remove
. . Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite S . . }
T (book, magazine, journal, serial, symposium, catalog, etc}, date, pages(s), volume-issue number(s)}, TS
Initials No : : .
publisher, city and/or country where published.
1 "3GPP TS 28.212 — Policy and Charging Control (PFCC); Reference Points (Release 11),” Version 11.7.0, February |:|
2012, 196 pp.
2 "3GPP TS 23.203 — Policy and Charging Control Architecture {Release 10)" Version 10.1.0, 3rd Generation |:|
Partnership Project, Technical Specification Group Services and System Aspects, September 2010, 132 pp.
3 Cablelabs et. al, Data-Over-Cable Service Interface Specifications, DOCSIS 1.1, Operations Support System Interface |:|
Specification, SP-0SSI-v1.1, Cable Television Laboratories, Inc., Louisville, CO, March 12, 2003, 70 pp.
4 Cablelabs et. al, Data-Over-Cable Service Interface Specifications, DOCSIS 3.0, MAC and Upper Layer Protocols |:|
Interface Specification, CM-SP-MULPIv3.0, Cable Television Laboratories, Inc., Louisville, CO., August 3, 2007, 69 pp.
5 U.S. Patent application number 14/042 685, by Jerome P. Moisand, filed on September 30, 2013 (Atty docket no. |:|

1014-687US01)

EFS Web 2.1.17
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Application Number

Filing Date

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor | Saravanadas P. Subramanian

Art Unit

Examiner Name

Attorney Dacket Number 1014-790US01/JNP2321-US

FERNANDO et al., "Virtual Topologies for Service Chaining in BGP/IP MPLS VPNs," draft-rfernando-13vpn-service- |:|
chaining-03, Internet-Draft, October 18, 2013, 15 pp.

7 PATEL et al., "BGF vector routing," draft-patel-raszuk-bgp-vector-routing-03, Network Working Group, Internet-Draft, |:|
April 21,2014, 12 pp.

8 KOMPELLA et al., "Signaling Virtual Machine Activity to the Network Virtualization Edge," draft-kompella-nvo3- |:|
serverZnve-02, Network Working Group, Internet-Draft, April 29, 2013, 19 pp.
9 "Service Chaining,” Juniper Networks, September 16, 2013, retrieved from http://juniper.nettechpupbs/en_US/ |:|

contrail1 Q/topics/task/configuration/service-chaining-vinc_html, 3 pp.

"Enabling Service Chaining on Cisco Nexus 1000V Series Introduction White Paper," Cisco, September 27, 2012,
10 retrieved from http://www.cisco.com/c/en/us/products/collateral/switches/nexus-1000v-switch-vmware-vsphere/ |:|
white_paper-C11-716028.pdf, 25 pp.

11 ROSEN, "BGP/MPLS IP Virtual Private Networks (VPNs)," Network Working Group, RFC 4364, February 2006, 47 pp. |:|

12 FAJARADO et al., "Diameter Base Protocol, IETF, RFC 6733, October, 2012, 152 pp. |:|

If you wish to add additional non-patent literature document citation information please click the Add button  Add

EXAMINER SIGNATURE

Examiner Signature Date Considered

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 60%. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). 3 For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.
4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here i
English language translation is attached.
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Application Number

Filing Date

INFORMATION DISCLOSURE

First Named Inventor | Saravanadas P. Subramanian

STATEMENT BY APPLICANT

.. Art Unit
( Not for submission under 37 CFR 1.99)

Examiner Name

Attorney Dacket Number 1014-790US01/JNP2321-US

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of informaticn contained in the information disclosure statement was first cited in any communication
[] from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

[ ] See attached certification statement.
[] The fee setforthin 37 CFR 1.17 (p) has been submitted herewith.

A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Michael A. Buschbach/ Date (YYYY-MM-DD) 2015-04-28

Name/Print Michael A. Buschbach Registration Number 66,307

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.14. This collecticn is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The infarmation on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.5.C. 552} and the Privacy Act (5 U.S5.C. 552a). Records from this system of records may be disclesed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
hegotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of informatioh shall be required to comply with the
requirements of the Privacy Act of 1874, as amended, pursuant to 5 U.S5.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.5.C. 181) and for review pursuant to the Atemic Energy Act (42 U.S.C. 218(¢c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce)} directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

DYNAMIC SERVICE CHAIN PROVISIONING

First Named Inventor/Applicant Name:

Saravanadas P. Subramanian

Filer:

Michael A. Buschbach/Renee Whittaker

Attorney Docket Number:

1014-790US01/JNP2321-US

Filed as Large Entity

Filing Fees for Utility under 35 USC111(a)

Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Basic Filing:
Utility application filing 1011 1 280 280
Utility Search Fee 1111 1 600 600
Utility Examination Fee 1311 1 720 720
Pages:
Claims:
Claims in Excess of 20 1202 4 80 320
Independent claims in excess of 3 1201 1 420 420
Miscellaneous-Filing:
Juniper Nett ;
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Description Fee Code Quantity Amount Sullaj-s'l's(tsa)l in
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 2340
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Electronic Acknowledgement Receipt

EFSID: 22199137
Application Number: 14698928
International Application Number:
Confirmation Number: 3930

Title of Invention:

DYNAMIC SERVICE CHAIN PROVISIONING

First Named Inventor/Applicant Name:

Saravanadas P. Subramanian

Customer Number:

72689

Filer:

Michael A. Buschbach/Renee Whittaker

Filer Authorized By:

Michael A. Buschbach

Attorney Docket Number:

1014-790US01/JNP2321-US

Receipt Date: 29-APR-2015
Filing Date:
Time Stamp: 10:26:54

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type Credit Card
Payment was successfully received in RAM $2340

RAM confirmation Number 9964
Deposit Account 501778

Authorized User

ALBIN, GREGORY J.

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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Charge any Additional Fees required under 37 C.F.R. Section 1.21 (Miscellaneous fees and charges)

File Listing:
Document . . File Size(Bytes Multi Pages
Document Description File Name ( y V . . 9
Number Message Digest | Part/.zip| (ifappl.)
71946
1 Transmittal of New Application Transmittal.pdf no 2
8af96ch8efbd620c78b6f831595e1b4f2750
Warnings:
Information:
191617
2 Application.pdf yes 41
decl9adadab4ce23db1214c0524a7338e9b)
edfad
Multipart Description/PDF files in .zip description
Document Description Start End
Specification 1 32
Claims 33 40
Abstract 41 41
Warnings:
Information:
98353
Drawings-only black and white line .
3 . Figures.pdf no 9
drawings
6154e44f7820dac5bbcf2de80932068b4be|
efc09
Warnings:
Information:
253254
4 Oath or Declaration filed Declaration.pdf no 2
66dd517bb8a1cbbb6c8d2eaadfcd034fb7 3]
ce0ff
Warnings:
Information:
1561351
5 Application Data Sheet ADS.pdf no 8
efbd33fc49dcf17afb24d8be631fae1b2be8
7899
Warnings:
Information:
280921
6 Power of Attorney GeneralPOA.pdf no 2

f01ba38a80f3afbd9e388dd 1c58badfh0143]
33fc
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Warnings:

Information:
Inf tion Discl Stat t (IDS) 613723
nformation Disclosure Statemen
7 IDS.pdf no 5
Form (SB08) P
3a9141b2513948f323c234a8a10ch814424
e4750
Warnings:
Information:
958299
8 Non Patent Literature 23203-a10.pdf no 132
542763f3830cb20d739139dc57¢35eb6449)
caecf
Warnings:
Information:
1349279
9 Non Patent Literature 29212-b70.pdf no 196
456fa153fccf9ca846bbe676204371a10629)
s
Warnings:
Information:
4466064
10 Non Patent Literature Data_Over_.pdf no 26
65bd231e298294d1c04993bd9fc74baladd|
100a4
Warnings:
Information:
45901
. draft-kompella-nvo3-
11 Non Patent Literature no 19
server2nve-02.pdf
268f9c53cb02d495095937e96193756d4b0)]
cd28d
Warnings:
Information:
32552
. draft-patel-raszuk-bgp-vector-
12 Non Patent Literature . no 12
routing-03.pdf
05497f7b7b52d4277a8a497cb5db904518:
8daal
Warnings:
Information:
39406
. draft-rfernando-I3vpn-service-
13 Non Patent Literature L no 15
chaining-03.pdf
bb8d76ed4e10def09ea55df68c5e50094b7|
dbb9
Warnings:
Information:
691973
14 Non Patent Literature NPL_1.pdf no 3
1075a8dfae2fch334¢c3d0cfe55db3992deb!
e836
Warnings:
Information:
1799938
15 Non Patent Literature NPL_2.pdf no 25
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Warnings:

Information:

97562
16 Non Patent Literature rfc4364.pdf no 47

537ca7b5600f3ad6d 1b872801b989d9134§
a3607

Warnings:

Information:

447089
17 Non Patent Literature rfc6733.pdf no 152

6934e0b8031cf7afc809ad6e2b214chbb630

Warnings:

Information:

273361
18 Foreign Reference W02013184846.pdf no 1

2a07145b1602dff19916cbcbfe3106930eeb|
<60d

Warnings:

Information:

626720
19 Non Patent Literature Data_Over_2_.pdf no 69

2074e066efd96339b3611b3f98cf91bf7fa6
85b

Warnings:

Information:

38683
20 Fee Worksheet (SB06) fee-info.pdf no 2

87e746a1251a93e0472ebb1b12b35e9854
90865a

Warnings:

Information:

Total Files Size (in bytes); 13937992

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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