10 MLC storage

L. Crippa' and R. Micheloni*

The obvious advantage of a 2 bit/cell implementation (MLC) with respect to a
I bit/cell device (SLC) is that the area occupation of the matrix is half as much; on
the other hand, the area of the periphery circuits, both analog and digital,
increases. This is mainly due to the fact that the multilevel approach requires
higher voltages for program (and therefore bigger charge pumps), higher precision
and better performance in the generation of both the analog signals and the
timings, and an increase in the complexity of the algorithms.

10.1 MLC coding and programming algorithms

Figure 10.1 shows an example of how 2 bits are associated to the four read threshold
distributions stored in the cell, and how the set of programmed distributions is
built starting from the erased state “E”. In this case the multilevel is achieved in
two distinct rounds, one for each bit to be stored [1, 2].

In the first round, the so-called lower-page (associated to the Least Significant
Bit — LSB) is programmed. If the bit is “1”, the read threshold of the cell Vyyx (see
Definition 8.2) does not change and, therefore, the cell remains in the erased state,
E. If the bit is “0”, Vg is increased until it reaches the D1 state.

Vrur is modified by means of the Incremental Step Pulse Programming (ISPP)
algorithm: a voltage step (whose amplitude and duration are predefined) is applied
to the gate of the cell. Afterwards, a verify operation is performed, in order to
check whether Vyur has exceeded a predefined voltage value (in this case Vypy().
If the verify operation is successful, the cell has reached the desired state and it is
excluded from the following program pulses. Otherwise another cycle of ISPP is
applied to the cell, where the program voltage is incremented by AISPP.

In the second round, the upper-page (associated to the Most Significant Bit —
MSB) is programmed. If the bit is “1”, Vg does not change and, therefore, the
cell remains either in the erased state, E, or in the D1 state, depending on the value
of the lower-page. When MSB is “0”, Vg is programmed as follows:

! Forward Insights, luca.crippa@ieee.org
2 Integrated Device Technology, rino.micheloni@ieee.org

R. Micheloni et al., Iuside NAND Flash Memories, DOI 10.1007/978-90-481-9431-5_10, 261
© Springer Science+Business Media B.V. 2010

Micron Ex. 1025, p. 266

Micron v. YMTC
IPR2024-00911



262 10 MLC storage

— If, during the first round, the cell remained in E state, then Vqug is incremented
to D3.

— If, during the first round, the cell was programmed to D1, then, in the second
round, Vryg reaches D2.

Even in this case, the program operation uses ISPP, and the verify voltages are
Vyryz and Vyeys. Lower-page programming only needs the information related to
LSB, while for the upper-page it is necessary to know both the starting
distribution (LSB) and the MSB.

Because of technological variations, Viur is not perfectly related to the
amplitude of the program pulse (during ISPP): there are “fast” cells which reach
the desired distribution with few ISPP pulses, while other “slow” cells require
more pulses.

The amplitude of the first program pulse (Vpomiseo) of the lower-page should
not allow the threshold Vg of the “fastest” cell to exceed Vypyi. Should it
happen, an undesired widening of distribution D2 occurs or, in the worst case
scenario, Vyyr might reach D2 distribution at once.

Typical Vpgmispo is around 16 V. In case of program of “slow” cells from E to
D1, the last programming step needs values as high as 19 V. Assuming AISPP
equal to 250 mV, it takes 12 steps to move from 16 to 19 V.

Similarly, the starting pulse of the upper-page Vpommsso should have an
amplitude such that the “fastest” cell does not go beyond Vypy,.

Vecaasio = Vearsso + VorraYver1) (10.1)
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Fig.10.1. Two rounds MLC program operation
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10.1 MLC coding and programming algorithms 263

The value of Vypy; — Vypy: is typically around 1 V and, therefore, the initial
voltage is about 17 V. As shown in Fig. 10.1, the upper-page ISPP does not start
from the last voltage used for the lower-page programming, but it begins at a
lower voltage. For example, instead of starting at 19 V, it could start at 17 V, eight
steps below. '

10.1.1 Full-sequence programming

Full-sequence programming [3, 4] is shown in Fig. 10.2; in this case, LSB and
MSB of the same cell are programmed at the same time, and there is no need to
apply the same program voltage twice.

A first drawback of the full-sequence programming is that, after each program
pulse, three different verify operations are needed (at Vygy, Vyryz and Vypys).
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Fig. 10.2. Full-sequence program operation
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264 10 MLC storage

In order to reduce the overall number of verifications, the following algorithm

can be used:

— At the beginning, only verify at Vygy; is performed (A segment of Fig. 10.2).
~ Vypyz verify begins when at least one cell has reached Vyrvq (B segment of Fig.

10.2)

~ Vyrys verify begins when at least one cell has reached Vygy, (C segment of Fig.

10.2).

— Vyry; verify ends when all the cells have reached D1 (D segment of Fig. 10.2).
~ Vyryy verify ends when all the cells have reached D2 (E segment of Fig. 10.2).

- Ol’lly VvEys is used

afterwards.

Let’s now consider a NAND memory with ABL architecture. The programming
of two adjacent logical pages is shown in Fig. 10.3. The first page is made up by
the LSBs of all the memory cells belonging to the addressed wordline; instead, the

second page is composed by the MSBs.

Another drawback of the full-sequence algorithm is evident when we consider
the time needed for the data-load (DL) operation (Sect. 10.3); data-load is the
upload of the pages to be programmed into the NAND Flash (i.e. page buffers).
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Fig. 10.3. MLC programming algorithms with ABL architecture
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10.1 MLC coding and programming algorithms 265

When computing the overall program time, DL has to be definitely taken into
account. Figure 10.3a shows the DL sequence for two distinct program operations.
The programming time of the first page usually lasts more than the DL of the
second page. A way to reduce the overall program time is to load the second page
while the first page is being programmed (cache-program, as shown in Fig. 10.3b).

Full-sequence algorithm starts only if both MSB and LSB pages are available
(Fig. 10.3c); this algorithm can be modified as in Fig. 10.3d. First page
programming starts once the first page has been uploaded; in the meanwhile, the
second page is uploaded as in the cache approach. After the full upload of the
second page, first page program is interrupted and the real Full-Sequence starts.
The risk associated with this technique is that the Full-Sequence might start with a
too high ISPP voltage: some fast cells, whose target is D2, might directly jump to
D3. To overcome this issue, program is interrupted when at least one cell has
reached Vyry;, and the full-sequence starts once the second page has been
uploaded (Fig. 10.3¢).

Programming algorithms described so far are the most commonly used, but
others have been devised. It is not the aim of this chapter to describe all the
possible implementations, since the reader should now be able to derive several
hybrid solutions out of the ones shown in Fig. 10.3. Other interesting techniques
are described in Chap. 16 (XLC storage).

10.1.2 Floating gate coupling reduction

Let’s consider two cells, M; and My, belonging to two adjacent wordlines within
the same NAND string. When programming cell M.y, the Floating Gate Coupling
(FGC) effect on the adjacent cell M; depends on the final state of M;.,. Figure
10.4 represents the worst case: cell M;y is programmed from state E to state D3,
and cell M;’s threshold Vug increases, as shown by the dotted distributions.

D3

-

Fig. 10.4. Floating gate coupling between adjacent cells
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2660 10 MLC storage

Of course, intermediate situations exist; cell M;,, moves either from state E fo
D2 or from E to D1 and the amount of FGC gets smaller and smaller. In the case
where M., remains in state E, no disturb occurs. The amount of coupling depends
depends on the target Vrug of the adjacent cell, which is pattern-dependent. This
fact causes a widening of the distributions and a resulting reduction of read margins.

A program technique [5] which significantly reduces FGC is sketched in Fig.
10.5: also this algorithm calls for two program rounds, one for the lower-page and
one for the upper-page. The first round is similar to the one already discussed. If
the bit of the lower-page is “1”, then Vg does not change and the cell remains in
the E state. If the bit is “0”, then Vyyr is incremented until it reaches D2’,
associated with verify level V’ypys.

State D2’ is an intermediate one, which does not need the MLC accuracy and,
therefore, it can be programmed using a wider AISPP1 step. State D2’ is going to
be re-programmed during the second programming round (uppet-page), as shown
in Fig. 10.5.
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Fig. 10.5. Programming algorithm for floating gate reduction
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10.1 MLC coding and programming algorithms 267

The MSB program is the following:

— If the cell is in the E state and the upper-page is “1”, then the cell remains in E.

— If the cell is in E and the upper-page is “0”, then the cell is programmed to D1,
which corresponds to the verify voltage Vypy.

— If the cell is in the intermediate D2’ state and the upper-page is “1”, then the
cell is programmed to state D2, which corresponds to verify voltage Vygys.

— If the cell is in D2’ and the upper-page is “0”, then the cell is programmed to
state D3, which corresponds to verify voltage Vygys.

It should be noted that Vyryz > V’ypys. In order to reduce the FGC effect, the
above described technique has to be used in conjunction with a specific
programming sequence. Usually, MLLC NAND memories have a restriction on the
addressing during the program operation. Within a block, the pages must be
programmed consecutively, from the least significant page to the most significant
page of the block. Random page address programming is prohibited.

Let’s consider the ABL architecture (without full-sequence) sketched in Fig.
10.6a. Logical page 1 is programmed into the lower-page of cell M. In Fig. 10.6
logical pages are shown with a circled number. Unlike the previous case, logical
page 2 is not programmed into the upper-page of cell My, but rather in the lower-
page of adjacent cell M,. If the state of M, goes from E to B2’, the threshold
voltage of cell My shifts because of FGC: if the Vgr of My belonged to B2’
distribution, the shift is indeed recovered by the program of the upper-page, which
corresponds to the third page. The fourth page is programmed in the lower page of
cell M,. Cell M, sees its threshold shifted because of the floating gate coupling
with M, and M,, but again the threshold shift of M is recovered when the fifth
page is programmed. Such last program is the only one providing the overall
contribution to floating gate coupling towards cell M.

Therefore, the floating gate coupling is caused by the program of the upper-
page only: unlike the previous case where the program of the upper-page in worst
case causes a jump from E state to D3 state, this technique has a worst case where
the jump is reduced to either E state to D1 or D2’ state to D3.
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Fig. 10.6. Cell programming cross-sequence for a) ABL and b} interleaving
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268 10 MLC storage

This technique has been described for an ABL architecture, but it can be also
applied to an interleaving architecture, by means of the sequence shown in Fig.
10.6b: the advantage is that floating gate coupling is reduced in BL-BL direction
as well.

Another interesting type of distribution coding is shown in Fig. 10.7 [6]. Also
in this case, programming of the upper-page has a worst case where the threshold
voltage jump is either E-D2 or D1-D3. When applied to the program sequence
shown in Fig. 10.6, floating gate coupling is statistically reduced even if no
reprogram is performed.

It is worth to mention that a variable coding scheme has been proposed [12].
Depending on the data pattern to be stored, the NAND device selects one out of
four available gray codes in order to minimize the number of cells to be actually
programmed. A reduced number of cells to be programmed means a reduced
bitline precharge current and a tighter cell’s Vyy distribution width.

Chapter 16 deals with reprogramming techniques for XLC storage.

2" round
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E D3
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‘Lowerpage ¥ _ _____ ________ O ______ 1 o ___. 0_:

Fig. 10.7. A third option for MLC coding

10.2 MLC sensing circuit

Aim of the sensing circuit is to determine which distribution the threshold voltage
Vryr of the cell belongs to. Several circuit solutions have been devised and
described in literature. In most cases, the circuits include two elements which are
able to store, either statically (latch) or dynamically (capacitor), the information
derived from the SRO (see Definition 8.1) [6-9].

10.2.1 Read

Thanks to a sequence of SROs, it is possible to determine whether the cell’s Ve
is above or below the three voltage levels Vrgap1, Vreap2 and Vigaps, which are
interleaved between distributions E, D1, D2 e D3 respectively (see Fig. 10.8).
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10.2 MLC sensing circuit 269
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Fig. 10.8. Read voltage levels

&) 0 e

Fig. 10.9. Basic ML.C sensing circuit

The sense amplifier gets the data from the SROs and provides the bit associated
with either the lower-page or the upper-page on the output. Figure 10.9 shows a
circuit that can be used to read the distributions sketched in Fig. 10.1. Only the
elements relevant to read operation are described.

In this schematic, two static latches 1.1 and L2 are able to store the value of
node SO by enabling NMOS M, and M,. Node SO corresponds to the SO node of
an interleaving architecture, or it can be considered as the output of a sense
amplifier SA of an ABL architecture (see Chap. 8). Usually, a single latch
provides the output data: in the case shown in Fig. 10.9, it is L2.

Figure 10.10 shows the sequence of operations needed to discriminate the
upper-page. Only one SRO at Vigap; is required: if cell’s Vg is below Vigapa,
then the upper page is “1” (no matter whether it belongs to E or D1), otherwise it
is “0” (no matter whether it belongs to D2 or D3).

The logic value on the node SO is:

— “0” If Vg belongs to either E or D1 distributions
— “1” If Vyyr belongs to either D2 or D3 distributions

By enabling M», the SO logic data is stored inside the latch L2 and its output
node OUT is equal to “1100” in case of Vyg belonging to distributions E, D1, D2
and D3 respectively (upper-page coding).
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270 10 MLC storage
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SO

Fig. 10.10. MLC upper page read

For a proper read of the lower-page, it is necessary to have two SROs at Vrgap:
and Vggaps: if the distribution is between Vggaps and Vreaps, then the lower-page
is “0”, otherwise it is “1”.

After the SRO at Vrgap; (see Fig. 10.11a), the logic value on the node SO is:

— “0” If V1ug belongs to E distribution
— “1” If Vyyr belongs to D1, D2 or D3

By enabling M,, the SO logic data is stored inside the Jatch L2 and OUT is
“1000”. Figure 10.11b shows the next SRO at Vggap;. SO logic value is:

— “0” If Vg belongs to E, D1 or D2
— “1” If Vg belongs to D3

By enabling M, the SO logic data is stored inside the latch L1 and its node A is
equal to “0001”. The correct value of the lower-page can be derived by means of a
logic OR between OUT and A nodes:

lower — page = A® OUT (10.2)

This operation is carried out by enabling M; (see Fig. 10.11c): the pair of Ms
and M, transistors is conductive, thus forcing node B to ground only if node A is
“1” (Vur in D3). Node OUT goes from “1000” to “1001”, which corresponds to
the coding of the lower-page.

Several different techniques exist to elaborate SROs output data in order to get
the logic value stored inside the cell. It is not possible to describe all these tech-
niques with few pages: the most popular are described in the following sections.
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10.2 MLC sensing circuit 271
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Fig. 10.11. MLC lower-page read

10.2.2 Cache read

Read operation involves a high number of cells in parallel, and each single bit is
stored inside a latch, which corresponds to latch L2 in the previous example. Even
if a high number of bits is available in L2 latches (4-8 KB typically), the output
parallelism of the device is limited to 816 bits.

Micron Ex. 1025, p. 276
Micron v. YMTC
IPR2024-00911



272 10 MLC storage
2 1 Page Read 2" Page Read 1 3" Page Read |
1¥ Page 2" Page
Data Out Data Out
, Tep Too 3 Tur Too
5 Tep TUP. R
b) 1* Page Read 2"¥ Page Read 3" Page Read
1 Page 2" Page 3" Page
Data Out Data Out Data Out

Fig. 10.12. Cache read

Since a new output data is usually available every 25-50 ns, the duration of
data-out operation is in the order of tens of microseconds, i.e. comparable to a SRO.

NAND devices are mostly used for mass storage, and several pages are read in
sequence. Therefore, it is advisable to make read operation independent of data-
out operation, in order to reduce the overall data access time: such architecture is
referred to as cache read.

Figure 10.12a shows a NAND memory device without cache read. Average
page access time is equal to:

Top +Typ
Tp =——""

+Tho (10.3)
where Tp and Typ represent the read time of the lower-page and of the upper-page
respectively, while Tpg is the page data-out time.

In case of a NAND device with cache read (Fig. 10.12b), average page access
time is equal to:

Tip+Typ
2

Whenever Tho is greater than T, and Typ, page access time is equal to Tpo.

Not all sensing circuits are able to manage a cache read: the solution shown in
Fig. 10.9 does not work because both L1 and L2 latches are involved in the read
operation of the lower-page. Of course, a third latch could be added, but it would
not be acceptable because of the consequent area increase of the sensing circuits.

Figure 10.13 shows a solution able to implement a cache read architecture:
latch L1 and the auxiliary circuit composed of M;, M, and Mgo are able to
perform the same operations as the sensing circuit described above, but without
the need of L2, Therefore, L2 can be used as a buffer for data-out operations. Let’s
analyze the behavior in detail.

At the beginning, SET signal is “high” and M drives the node OUT “low”;
SO is “high”, M, is on and, therefore, node A is “high”. Figure 10.14a shows the
sequence of operations performed to read the upper-page. A SRO is done at
VREAD?-

Tp= (10.4)
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Fig. 10.13. MLC with cache read

In the four cases, SO logic value is equal to “0011”. Enabling M,, node A is
forced to ground only if Mgo is on, that is only when node SO is “1”. Therefore
the final state for node A is “1100”.

In order to implement cache read, the data stored in L1 is transferred to L2, by
enabling M3, as shown in Fig. 10.14b: node B toggles from “1111” to “0011”, and
OUT becomes “1100”.

VrEaD2

E b1 : D2 D3

b) L1 to L2 transfer

Fig. 10.14. MLC with cache read: upper-page read
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274 10 MLC storage

While L2 is used for data-output operations, latch L1 can be used to read the
lower-page. Latch L1 is brought back to the conditions shown in Fig. 10.13 where
node A is forced to “1” and two SROs are executed one after another, as shown in
Fig. 10.15a and b.

First SRO is done at Vyeaps: node SO is equal to “0111”, M, is enabled, and
node A changes from “1111” to “1000”, Second SRO is at Vggaps: node SO is
equal to “0001”, M,; is enabled, and node C changes from 0111 to 0110.
Therefore, A is equal to “1001”.

In the meanwhile, latch L2 has finished the data-out phase and it is now
possible to transfer the data from L1 to L2. B is set to “1”. The transfer operation
takes place in the usual way, by enabling M;. The lower-page “100}1” becomes
available on node OUT (Fig. 10.15¢). Latch L1 is now free and can be used to
read the following page; at the same time L2 is busy performing the data-out of
the lower-page.
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EN&"{ M;

¢) L1 to L2 transfer

Fig. 10.15. MLC with cache read: lower page read
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Such sensing circuit can also be used to implement the read operation for other
types of coding, like the one shown in Fig. 10.15. As described in the table of Fig.
10.16 (ENX column indicates the enabling signal), the read of the upper-page is
done by two SROs: the former using Vrgap, and the latter using Vggap,. Read of
the lower-page needs three SROs, at Vreant, Vreapz and Viegaps. In this case as
well, latch L1 is busy doing the read operation while latch 1.2 performs the data-
out, which means that even this structure belongs to the cache read category.

The implementation of the read operation for the type of coding shown in Fig.
10.7 can be easily derived: since the coding of the upper-page and the coding of
the lower-page are swapped, it is sufficient to swap the labels between the upper-
page and the lower-page in the table of Fig. 10.16.

E D1 D2 D3

A

=
9
>

L] i
C ‘E,%j' 111 Bl _{%]_ OUT gogo
A
Ml M; l"‘l My
EN1 EN2
SET'—I Ms
EN3—"| M;
Mse
SO —‘——'i

READ LOWER PAGE

SO ENX A C B ouT
Start XXXX X 11 0000 1111 0000 '
VREADT 0111 EN2 1000 0111 1111 0000
VREAD3 0001 EN1 1001 0110 1111 0000
L1 TO L2 Transfer XXXX EN3 1001 0110 0110 1001
READ UPPER PAGE

SO ENX A C B ouT
Start XXXX X 1111 0000 1111 0000
VReADL 0111 EN2 1000 0111 11 0000
Virean2 0011 EN1 1011 0100 1111 0000
VReAD3 0001 EN2 i010 0101 1111 0000
L1 TO L2 Transfer XXXX EN3 1010 0101 0101 1810

Fig. 10.16. MLC with different distribution coding and cache read

Micron Ex. 1025, p. 280
Micron v. YMTC
IPR2024-00911
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It should be noted that using the solution shown in Fig. 10.13 it is possible to
read both pages using only three SROs, while the example shown in Fig. 10.16
requires five SROs.

It should always be possible to discriminate the position of the threshold
voltage using only three SROs. For instance, the solution shown in Fig. 10.17
implements the simultaneous read of the two pages: the two latches, L1 and L2,
work in parallel during SROs. At the end of three SROs, the lower-page is on
node A, and the upper page is on node OUT.

Di D2 D3

READ LOWER AND UPPER PAGE

SO ENX A C B ouT

Start XXXX X 1111 0000 6000 i111

VRean1 0111 EN2/ENG 1000 0111 0111 1000

VRreAD2 0011 EN1 1011 0100 0111 1000

VREeADs 0001 EN2/ENS | 1010 0101 0110 1001
LOW Eé"AGE UPPER PiE

Fig. 10.17. MLC page buffer for reading two pages

10.2.3 MLC program/verify operations

During program operation, the same program pulse (at a gate voltage equal to
Vrowm) is applied to all the cells belonging to the same wordline. It is responsibility
of the sensing circuit to verify and, if necessary, inhibit those cells which have
reached the desired distribution. In particular, the cell is inhibited and it does not
change its threshold Vyyr any longer if during the program step the corresponding
bitline is biased to a voltage which is high enough to switch off selection transistor
Mgis (Fig, 10.6). The voltage applied to the bitline is typically equal to either Vpp
or Vpp—Vrun. On the other hand, the cell increments its threshold voltage if
during the program step the bitline is biased to a voltage which is low enough to
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10.2 MLC sensing circuit 277

switch on Mpgg. so that it can act as a pass transistor, Typically, the bitline is
biased to ground and the situation just described is shown in Fig. 10.18.

In order to switch-off the transistor Mgg, its gate is biased to the lowest
possible voltage, considering that Mgg; has to be on when the bitline is forced to
ground: typical values lie between 1 and 2 V.

Program of the upper-page is the most complex operation and its analysis
allows us to understand the fundamental elements which must be present inside
the sensing circuit. First of all, in all the coding cases previously seen, two
information are needed in order to program the upper-page propetrly:

- Which is the initial distribution: the state of the lower-page must be known and
stored in the sensing circuit. If the lower-page has already been programmed,
the information must be recovered from the cell.

— Which is the target distribution: this information, given by the value of the bit
of the upper-page, is provided by the user and it must be stored in the sensing
circuit.

Since two pieces of information must be stored, it is evident that at least two
latches are needed inside the sensing circuit. Furthermore, the circuit has to be
interfaced to a logic-unit capable of loading the information that program needs
(the data-load described in Sect. 10.3).
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- PB(n) discharge BL(n) to ground: cell M;, programmed
- PB(n+1) charge BL{n+1) to Vpp: cell M+, inhibited

Fig. 10.18, Celis program and inhibit
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278 10 MLC storage

Since the final state of the cell depends on the combination of the data stored
inside the latches, it is necessary that an information exchange takes place
between L1 and L2. Finally, the sensing circuit is connected to the bitline (through
node SO) not only for the SRO, but also to provide the correct biasing of the
bitline during the ISPP program phase (Chap. 3). Figure 10.19 depicts the features
of the sensing circuit during program/verify operations.

This reference scheme can be used to devise the algorithm and the corresponding
circuit: a possible solution implementing the write operations for a MLC archi-
tecture using the coding of Fig. 10.1 is presented below.

Figure 10.20a shows the flow diagram describing how to program the lower-
page: information is loaded (data-load) in the latch L1:

— L1 =1 means that the cell must be inhibited.
— L1 =0 means that the cell must be programmed.

In the former case, the cell is excluded from following program steps by
forcing the bitline to Vpp: even if the ISPP program step is applied to the gate of
this cell, its Vg does not change.

In the latter case, the bitline is forced to ground and, during the ISPP program
step, its Vyg is incremented. Verify operation follows, which is identical to a
SRO performed at Vypy;:

— If Vour is lower than Vygy, then the cell has not reached D1 distribution. The
latch does not change its state (L1=0): at the next ISPP step, the bitline is
forced to ground again in order to increment Vyg further.

— If Vg is higher than Vygy), then the cell has reached D1. The latch changes its
state (L1 = 0—1): at the next ISPP step, the bitline is forced to Vpp and the cell
is inhibited during the following program steps.

It is important to highlight that, once a cell is inhibited, it remains inhibited
throughout all the following program operations of the lower-page. In other words,
an inhibited cell never takes part in the following program steps.

T It
T =
i 1T

L.OGIC UNIT

Fig. 10.19. Sensing circuit during program/verify operations
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Fig. 10.20. Lower-page and upper-page program operations

Figure 10.20b shows the flow diagram describing how to program the upper-
page: information is loaded (data-load) in the latch L2:

— L2 =1 means that the cell must be inhibited (it remains in either E or D1 state).
— L2 =0 means that the cell must be programmed to either D2 or D3 state.

Micron Ex. 1025, p. 284
Micron v. YMTC
IPR2024-00911



280 10 MLC storage

Meanwhile the lower-page is read and stored in latch L1.

— L1 = 1 means that the starting state is E.
— L1 =0 means that the starting state is D1.

If L2 = 1, no program operation takes place: the bitline is forced to Vpp and the
cell is inhibited. If L2 = 0, VR has to be incremented (bitline forced to ground).
At the end of the [SPP step, the first verify is performed at Vygys:

— If Ve is lower than Vygeys, then the cell has not even reached D1. The latch
does not change its state (L2 = 0): at the next ISPP step, the bitline is forced to
ground again in order to increment Vg further;

~ If Vg is higher than Vygys, then the cell has reached D2 and the latch changes
its state (1.2 = 0—1). If the starting distribution was D1 (L1 = 0), then the cell
has reached the target distribution. Otherwise, if the starting distribution was E
(L1 = 0), then the content of latch L2 is reset to 0 because the cell has to reach
D3.

-

hTo BL

EN1

SLC

Ve

c A -
< ‘
2) VviyiNOT successful

(1) Vyryi successfu

Fig. 10.21. MLC lower-page program
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10.2 MLC sensing circuit 281

Verify at Vyrys is then performed:

— If Vg < Vyrys, then the cell has not reached D3. The latch L2 does not change
its state (L2 = 0): at the next ISPP step, the bitline is forced to either ground (if
L2=0) or Vpp (if L2 =1): the latter case occurs if in the previous verify
(performed at Vyry,) the cell reached D2 starting from D1.

— if Vg > Vypys, then the cell has reached D3 and the latch changes its state
(L2 =0—1).

Figure 10.21 shows the circuit implementing program operation of the lower-
page and the timings of related signals. On node A of latch L1 the data-load of the
lower-page occurs:

— C =0 (A = 1) means that the cell must be inhibited (it remains in the E state).
— C=1(A = 0) means that the cell must be programmed to the D1 state.

At time Ty a SRO at Vypy; starts, and it ends at time T,: the value of node SO is
stored in L1, by enabling M;:

— If Vg < Vypyp (verify at Vypy; NOT successful), then SO =0: the series
Mgo; — M is not conductive and, therefore, the latch keeps its state (dotted line
in Fig. 10.21).

— 1f Vyur > Vygyg (verify at Vypy, successful), then SO = 1: the series Mgo; — M,
is conductive and, therefore, C node is forced to ground (solid line in Fig.
10.21).

At time T3, Mgic is enabled and the bitline forcing (to the voltage of node A)
takes place during the ISPP step:

— If A =0 the bitline is forced to ground: this situation occurs when verify at
Vyry is NOT successful AND data-load C = 1.

— If A =1 the bitline is forced to Vpp: this situation occurs when verify at Vygy;
is successful OR data-load C = 0.

The circuit shown in Fig. 10.21 also implements the permanent-inhibit because
during verify operation node C can only be forced to ground trough Mso; — M; but
never to “1”: therefore, node A (and the bitline) cannot get back to “0” once
forced to “1”. At time Ts the ISPP step ends, and the cycle restarts from Ty; in
every T — Ts cycle the program voltage Vpgy is incremented.

The circuit shown in Fig. 10.21 is also able to implement the program operation
of the upper-page, as shown in Fig. 10.22.

The lower-page is read in a SRO at Vggapi, by enabling M, (node A was
previously forced to “0”). Node A remains at “0” if the lower-page is in E, while it
is forced to “1” if the lower-page is in D1.

Latch L2 stores the information of the upper-page:

— B =0 means that the cell must be inhibited (it remains in either E or D1 state).
— B =1 means that the cell must be programmed to either D2 or D3 state.
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Fig. 10.22. MLC upper-page program

Latch L2 is used to drive the bitline during the ISPP through transistor My c:
node QUT is forced to “1” (forcing B to “0”) if and only if the cell has reached the
desired distribution. Of course, two verify operations are needed, one at Vypy, and
one at Vypys. If the verify at Vypy, is successful, node OUT must be forced to “1”
only if the cell has to move to distribution D2.

Therefore, the forcing to “0” of node B of L2 should be conditioned to the
content of latch L1 by means of the series of transistors Mgo,, M; and My, As
usual, node SO is equal to “1” if the cell has crossed Vygys, otherwise SO = 0:

— If A =0 (the cell should be moved to D3) M, is always off and B cannot be
forced to “0” by node SO in any way (case (2) in Fig. 10.22).

— If A=1 (the cell should be moved to D2) M, is always on: by enabling Ms,
node B is forced to “0” if SO = 1 (case (1) in Fig. 10.22).
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10.2 MLC sensing circuit 283

Verify using Vyrys follows (independently from L1) and it starts enabling Ms:
if the verify is successful, node SO is equal to “1” (case (3) in Fig. 10.22) and
node B is forced to ground, otherwise B remains at “1” (case (4) in Fig. 10.22).

At time T the MLC signal is enabled and the bitline, during the ISPP step, is
forced to the value of node OUT. If the cell has reached the desired distribution,
bitline BL is forced to Vpp (solid line in Fig. 10.22), otherwise to ground (dotted
line in Fig. 10.22).

At time Tg, ISPP step ends and the cycle restarts from To; in every Ty - Ts cycle
the program voltage Vpgy is incremented.

Such scheme can also be used for a MLC program operation featuring the
coding shown in Fig. 10.7: program sequences of lower-page and upper-page are
the same as the one shown in Figs. 10.21 and 10.22, respectively. The difference
is that the lower-page read before upper-page program is performed in a SRO at
Vreap1, by enabling M; instead of M, (C previously forced to “0”).

Concerning the coding shown in Fig. 10.5, a third latch is needed because of
the reprogram of distribution D2’ at Vypy,.

10.2.4 Check circuits

Sensing circuits have to report to the logic-unit of Fig. 10.19 that all the cells
involved in a program operation have reached the desired state. Considering, for
example, the case of the upper-page shown in Fig. 10.22, latch L2 moves its OUT
node to “1” when the cell has reached the target distribution. When all the OUT
nodes of all the sensing circuits go to “1”, program operation has completed
successfully. A simple circuit implementing this kind of control is shown in Fig.
10.23.

1100 1100
i LZI_I__ 10 I_Ivii
1100 1211 1100 1111 B
1100 I_Itl 1100 1#1 Q
—4 I*ll :q

______ PA VEROK_N

VER ——-| %leeak Puli-Down

Fig. 10.23. Check circuit for verify operations
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284 10 MLC storage

Node OUT is connected to the gate of a PMOS which shares a node
(VEROK_N) with all the other PMOS. Node VEROK is connected to a NMOS
My which works as a pull down, weak enough not to defeat a PMOS potentially
on (it is a wired-NAND structure).

At the end of the verify phase, VER signal enables the My tied to the node
VEROK_N:

— If at least one of the PMOS is on, then at least one of the OUT nodes is at
ground: node VEROK N is forced to “1” (program has not finished yet).

— If all the PMOS are off, then all the OUT nodes are at “1”: node VEROK N is
discharged to ground by M. Program phase is completed because all the cells
have reached the desired distribution.

It is possible that some cells don’t reach the target distribution even at the last
ISPP step. If the number of failing cells is small enough (1-4), it is possible to
correct the page content by means of ECC algorithms (Chap. 14). Unfortunately,
the above-mentioned circuit is not able to count the number of failing cells.

Figure 10.24 shows a circuit able to count the number of failing cells. Even in
this case, the PMOS M) are connected in parallel, but their common node enters
into a current mirror. Each of the conductive Mp transistor provides a [gay current
which sums up on node M to generate Isyp-

Isym current is mirrored on node COMP and compared with a reference current
Icount, whose value depends on the combination of “on” transistors Mpg, Mpy,
Mp,. The size (W/L) of transistor Mp; is the same as Mp and Mp, and it is
composed of two Mp in parallel, while the size of My, is chosen in such a away
that when it is on, its current is exactly half as much as Iga;. Signals V<2:0>
enables the different combinations.

Lt At e
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o R N R

Icouml
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] 1
: Muy Mye i
: Esum ] 1 Tsum :
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1
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Fig. 10.24. Faii counter
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10.2 MLC sensing circuit 285

In order to fully understand the behavior, let’s consider the case when only
three OUT nodes are at ground (three failing cells) and therefore Ig current is
three times Ipa; . When all the three PMOS are on (all V<2:0> signals to ground),
Icount is equal to:

Teouwr =35 A gy, (10.5)

Since Icount = Isum, node COMP is “1” and it indicates that the number of
failing cells is less than (or equal to) three. Switching off MP1 (V<1> to Vpp) it
follows that:

Teounr =25 Iy, (10.6)

Since Icount < Isum, node COMP is “0” and it indicates that that the number of
failing cells is greater than 2. Combining the information, it easily follows that the
number of failing cells is 3.

The circuit shown in Fig. 10.24 can be used to determine whether the number
of failing cells is 0, 1, 2 or 3, as shown in the table. Of course, by properly adding
other PMOS to the Icount generator, the number of failing bits that can be
computed increases.

10.2.5 Coarse and fine programming

The width of written distributions is closely related to the step amplitude AISPP of
the program voltage. The small black squares in Fig. 10.25 show the linear
relationship between the increase of the threshold voltage of the cell Vg and the
programming step: 0.2 V increase on Vpgy translates into 0.2 V increase on Vry.
This is true if the bitline voltage is tied to a fixed potential, for instance at 0 V.

Vi BL=0V

BL=0.4V

VA S Viu STEP = 0.2V
b Y STER =0 AV ¥

| ISSPP!

P Vecum

Fig. 10.25. Cell threshold voltage (V1y) vs. ISPP step
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286 10 MLC storage

Because of the amplitude of the program step, the distribution’s width is
exactly 0.2 V. In fact, let’s consider a cell which should be programmed beyond
Vvryn: in the best case scenario, the final step causes the cell to slightly go above
Vyeyy (Fig. 10.26a), while in worst case the cell is slightly below Vypyy, and in
the following step it will get to a distance of 0.2V from Vypyn (Fig. 10.26b).

Figure 10.25 also illustrates the case where the potential of the bitline in point
A is changed (for instance to 0.4 V) and the characteristic with Vg, at 0 V shifts
onto another one (i.e. the one with Vg, = 0.4 V) which is identified by the small
black circles [10]. In the following ISPP step, the threshold voltage step is smaller
than 0.2 V, being approximately 0.1 V. Then, the relationship is again a linear one,
at 0.2 V/step.

By modulating the bitline voltage at 0.4 V when the cell is next to the Vypyy
level (as is the case shown in Fig. 10.26b), it is possible to reduce the Vi step,
introducing another verify level, Vypyr, 0.1 V smaller than Vygyy.

Yveva

a) Best case normal program:
cell ending close to Vypyu

b) Worst case normal program:
cell ending far from Vypyu

>

Vyeve Vypyn ¢) Worst case fine program:
i , cell ending far from Vypyy
X

BL@0.4V

: — >
—
0 0.1V0.1vV
Vveve Vyryw d) Worst case coarse program:

cell ending far from Vyeyy

0.1V 0.1V

|-
Ll

Fig. 10,26. Coarse and fine programming for distribution narrowing
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If the cell lies between Vypyr and Vypyy levels (case shown in Fig. 10.26¢),
the bitline is biased at 0.4 V so that its cell’s Vyy is incremented of 0.1 V during
the following program step. In any case, the cell goes above Vypyy level and, in the
worst case scenario, it is 0.1 V far from Vygyy instead of 0.2 V. Otherwise, if the
threshold voltage is lower than Vypyr (case shown in Fig. 10.26d), a standard
program step, with the bitline biased at 0 V, is applied. In the worst case scenario,
the cell’s threshold is 0.1 V higher than Vygyy.

Therefore, the distribution width of the programmed cell has been decreased by
0.1 V. This coarse and fine programming technique can be used with any of the
three distributions of the multilevel memory. Let’s consider the case where such
technique is only applied to distribution D1 of the lower-page. Figure 10.27 shows
both the implemented circuit and the signal timings which allows a coarse and fine
programming of distribution D1.

As previously explained, latch L1 is used to program the lower-page and it
stores the indication whether the cell needs to reach D1 (A =1) or not (A = 0).
The latch 1.2 stores the information whether the cell has gone above Vypyr (its
node B is equal to “1” at the beginning). The task of the latch L1 is to bias the
bitline to either GND or Vpp = Vrun, While the latch L2 biases the bitline to 0.4 V
when the cell has gone above Vypyr level. Voltage Ve is equal to:

V[’]N[f = 0.4 + V]HN . (10.7)

where Vryy is the threshold of M.

Neglecting transistors My and Mo, used for data transfer between the latches, it
can be seen that the path connecting node C to the bitline depends on the state of
Ms, whose gate is controlled by 1.2, while the path connecting node D to the
bitline depends on the state of M4, whose gate is controlled by L1.

The situation shown in Fig. 10.27 (A =1, B=1) corresponds to the starting
condition when the cell has to be programmed: the bitline has to be forced to
ground before the first step. In fact, nodes D and C are equal to “0”; by enabling
M;, both latches L1 and L2 force the bitline to ground through the pairs of NMOS
M;-Ms and Mg—M,,, respectively. If the cell does not have to be programmed
(A =0), latch L2 is excluded while M; is enabled: therefore, C drives the bitline to
Vop — Vian.

Two consecutive SROs are performed on the cell, one using Vyryr and another
using Vypyn, as shown by the timings in Fig. 10.27. The outcome of the verify at
Vyveyr is stored in latch L2 {enabling M), while the result of the verify at Vypyy is
stored in L1 (enabling M;). At the end, three different cases might occur:

1. The cell has Viyr < Vypyr (SO =0): node B remains at “1” and nothing
changes (obviously the cell is not going to succeed in the following verify at
Vyryn either, and therefore latch 1.1 is not changing its state). This situation is
represented by the dotted line in Fig. 10.27.

2. The cell has Vigg > Vyryr (SO = 1) but Vigr < Vyryn (SO = 0): node B goes to
“0” while node A remains at “1”. Latch L1 is not driving the BL which is
biased at 0.4V by L2 through the series Mg—M;, (D is now a “1”). This
situation is represented by the dotted/dashed line in Fig. 10.27.
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Fig. 10.27. Coarse and fine programming: a circuital solution
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10.3 Data-load 289

3. The cell has Viyr > Vyryy (SO = 1) and, obviously, it is also Vrur > Vyryr:
both nodes A and B are at ground, and therefore both latches are excluded. In
order to avoid such condition, at time T4 there is an information transfer from
L1 to L2, enabling at the same time both M, and M;: node D is forced to “0”
(and node B reverts to “17) if and only if A = 0. This situation is represented by
the solid line in Fig. 10.27.

At time T, the program pulse starts and the bitline is properly biased in each of
the three possible cases. At the end of the program pulse, it is necessary to let-latch
L1 know whether the cell has been fine-programmed with BL at 0.4 V so that the
cell is inhibited in the following steps. For this reason, at time T, it is necessary to
perform an information transfer from L2 to L1 by enabling both My and M,. Only
if node D is “1” (case 2) node A is forced to ground, which is the permanent
inhibit condition (case 3).

This technique can be used for D2 and D3 programming (upper-page) as well,
adding the latch related to the information contained in the lower-page: the
sensing circuit would totally require three latches [11}].

10.3 Data-load

Data to be programmed are made available at the pads of the NAND memory and
are sequentially loaded inside the latches of the sensing circuit SA. Usually, the
number of latches to be loaded corresponds to the size of the page. Data-load
operation needs a high number of cycles since a limited number of data pads (8-
16) are available to upload a page whose size is in the order of some kilobyte.
Some of the most widely used architectures for data-load are presented in this
section. The assumption is that page size is 8§ KB and the number of data pads is 8
(<8 device).

10.3.1 Data-load 1

Sensing circuits and corresponding latches are arranged in eight blocks of 1,024
rows by eight columns, as shown in Fig. 10.28.

For each data PAD, a whole block is allocated and therefore at each data~load
cycle data DQ<i> is stored in one of the 1024 x § latches of Block<i>. 1024 x 8
cycles are needed in order to upload a whole page. A set of address bits ADD<12:0>
are decoded by X-LOGIC and Y-LOGIC circuits and used to univocally identify
the position of the latch inside the block:

— Sub-set ADD<12:10> identify a single row, common to all the blocks, enabling
one of the LX<7:0> signals.

~ Sub-set ADD<9:0> identify a single column, for each block, enabling one of
the LY<1023:0> signals.
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Fig. 10.28. Data-load of a 8 kB page size: first solution (data-load 1)

Figure 10.29 represents data-load process on the latches of column <k> inside
block <i> (only the latches of row 7 and 0 are visible). It is possible to force to
ground either node A or B inside the latch enabling the corresponding signal
LX<n> and one of the signals LY<k> or LY N<k>.

Signals LY N<k> and LY<k> are shared among the eight latches of column
<k> and the polarity depends on the value of data DQ<i> according to the logic
depicted in Fig. 10.29. Neglecting signal SYNC, the result of the decoding of
ADD<9:0> enables signals LY N<k> and LY<k> only for column <k> by
enabling the signal COL<k>=1. In all the columns <j> not equal to <k>, signals
LY N<j> and LY<j> are thus forced to ground because COL<> = 0.

Therefore, inside each block <i> only the latch belonging to row <n> and
column <k> is allowed to change its state depending on the polarity of DQ<i>.
Figure 10.29 shows the timings of a single cycle of data-load. At time T,
addresses ADD<12:0> and data DQ<7:0> are stable. Decoding logic identifies
column <k> (COL<k>=1) and row <n> (LX<n> = 1) of the latch, but no load
operation occurs until the synchronization signal SYNC is equal to “1”. This
signal is mainly needed to mask both the delays associated with signals
ADD<12:0> and data DQ<7:0> (fly time to reach the decoding logic) and the
decoding time itself. The time margin T; — Ty must ensure the stability of all the
logic signals before enabling the actual data-load by means of signals LY N<k>
and LY <k>.

According to the example shown in Fig. 10.29:

- IfDQ<i>= 0, then LY<k>=0, LY_N<k>=1, A =0, B =1 (dotted line).
~ IfDQ<i>= 1, then LY<k>=1,LY N<k>=0, A = |, B=0 (solid line).
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ADD<12:0> X X
EX<0> —t——1r—— | i _._.. ~
pos= XX
COL<k> |
LX<n> [
DX<7> l
2y e T |
LY<k>, B
row<7> LY _N<lk>, A T
LX<7>
LY<k> LY_N<k]
Nn N1 — DO<k>
DD DEC )| COL<Ic> DQ_N<i>
DQ<i>
ADD<9:0>
SYNC

Fig. 10.29. Data-load on column COL<k> (data-load 1)

At time T, only signal SYNC is set to ground and at time T; a new load cycle
starts again, the same way as it happens at time T,. Cycle time usually lasts some
tens of nanosecond. For the sake of completeness, Fig. 10.29 also shows the data-
output path, enabled by one of the DX<n> signals. The value of node B of all the

latches of row <n> is brought on node DO<k> towards col

shown in the picture.

Signal lines LX<n> are some millimeters long and they also have a high gate
load (8192 M, x transistors), while lines LY<k> and LY N<k> are relatively short
(<0.5mm) and their gate load is only 8 MLy. In order to limit power
consumption, it is better to switch as less as possible the lines whose capacitive

umn decoding, not
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292 10 MLC storage

load is higher. Therefore, it is advisable to load data in sequence along the rows
and not along the columns so that the number of switching events of the LX
signals is minimized. For instance, all the latches of row <n> are loaded first,
scanning all the 1,024 column one after another, and then the same is done on row
<n + 1> and so on.

10.3.2 Data-load 2

In this implementation, the 8 DL<7:0> signals are conditioned by the value of the
data DQ<7:0> coming from the pads. All the remaining address signals identify
one of the 8,192 columns (see Fig. 10.30) thanks to 8,192 CSEL signals.

In order to increase the data-load speed and to reduce power consumption, the
use of differential signals (DL<n> and DL_N<n>) is recommended, as shown in
Fig. 10.31 (only the latch of row <n> is depicted).

At time T,, lines DL<n> and DL _N<n> are equalized and forced to ground
enabling the NMOS transistors Mpgq and Mpg by means of signals DEQ and DIS.
Once the signals of the decoder are stable, at time T, the synchronism signal
SYNCO is set, enabling the three-state of all the latches of column <k> (setting the
signal LEN<k>) and the corresponding equalization and forcing to ground of
nodes A and B (through signals RST<k> and DIS<k>).

SYNCO signal also ends the equalization of DL<n> and DL_N<n> and enables
their differential load. In the example shown in Fig. 10.31, DQ<n>=1 and
therefore only line DL<n> is loaded (dotted line) through the signal D<n>=1
which enables the transistor Mp. On the other hand, since D_N<n> = 0, transistor
Mpy is off and the line DL_N<n> remains at ground (solid line).

At time T, signal SYNCI ends the equalization and the forcing of nodes A and
B to ground for all the latches of column <k> and, at the same time, it enables the
corresponding MOS Mp, and Mp_y by setting CSEL<k> = 1.

8192col’s x Srows

|

DL
<7:.0

X-LOGIC

CSEL<8191:0>

Y-LOGIC

ADD<12:0>
DQ<7:0>

Fig. 10,30, Data-load of a 8 kB page size: second solution (data-load 2)
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RST<k>
LEN<k>
I LEQ<k>
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row<n>
> il
=
D_N<n>
- MDN —| MDLN Ml):l-_l I'—
DL_N<n>
- coMp
Vv, Moo
DD DO<n>
DEQ
>_| My
DL <np> &
D<n> DIS —l
( Mpys
CSEL<k>
ADD DEC
DQ<n>
SYNC1
ABD<12:0>
SYNCO
ToTh Tz Ty Ty
ADD<12:0> X
DQ<n> ,/
SYNCO
SYNC1
CSEL<k>
D<n>
D_N<n>
DEQ, DIS
RST<k>,LEQ<k>
DL_N<n> DL<v>
LEN<k>
- B
AB _ i iae=s=s :
A

Fig. 10.31. Data-load on column CSEL<I> (data-load 2)
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294 10 MLC storage

At this point, nodes A and B are connected to the corresponding lines DL N
<n> and DL <n> and they move accordingly. At time T;, signal SYNC1 is set to
ground, CSEL<k>= 0 and NMOS Mp, and Mp;n are switched off, thus isolating
nodes A and B. At the same time the three-state of the latch is released and the
data is regenerated and stored inside the latch. At time T4, a new load cycle starts,
as it happened at Ty, moving on to the next column <k -+ 1>,

Figure 10.31 also shows the data-output path, which is a differential path
enabled by CSEL<k>: at the end of the DL_N<n> and DL<n> lines, a comparator
COMP is used to generate the signal DO<n>.

10.3.3 Data-load 3

Similarly to the first example, also in this case the sensing circuits and related
latches are arranged as eight blocks of 1,024 rows x eight columns, as shown in
Fig. 10.32, and for each data PAD DQ<i> a whole block is allocated. Addresses
ADD<12:10> are used to identify one of the eight rows.

In this implementation of the data-load architecture, data DQ<i> influences the
signals DX<i> and DX N<i> which are common to all the latches of a block.
Furthermore, the existing column decoding of data-out is used to identify column
k. In Fig. 10.32, block DEC enables a single NMOS Mg<k> through the signal
S<ik> which connects node DO<k> to node DOUT.

As represented in Fig. 10.33, during the data-out phase, the IOCTRL circuit
forces node DOUT to ground (enabling Mps) and handles the data flow DQ<i>
(signal DOUTEN disconnects node DOUT from pad DQ<i>). Only two latches of
column k are depicted.

- Block<0> Block<7>
b b
r= P
L = £
&) LX > LX »o—
S <70> b <7.0> - —
o Fov— - —
= -
» —
4 vy &
N DO<1023:0 A DO<1023:0 Y
S 023:0>| Vi <1023:0>]
o 210230 102305 3434 S—9—---| .
= DEC A DEC =
o) 10_CTRL | L
2! < DOUT g { DOOUT
v i T
.l ADD<9:0>
ADD<12:0>
A 4
DQ<0> DQ<7>

Fig. 10.32. Data-load of a 8 kB page: third solution (data-load 3)
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Data-load occurs only in the latch belonging to column <k> (DO<k> forced to
ground) and to row <n> (COM connected to DO<k> through LX<n>). The value

of the data depends on the polarity of signals DX N<k> and DX<k>.

DX<i>
DX N<i>
T, T, T, T
row<(>
ADD<12:0> X ). ¢
LX<0> T B¢
: DQsi> AN i A
DISCH
S<k>
DX<i>
DX_N<i> * IXw> ] =
SYNC
DX<i>,B
row<7> T
DX_N<i>,A
LX<7>
DO<k>
Mg<k>
S<k> ———'! [ POUTEN
pour 10_CTRL
I DX_N<i> ]

SYNC —
DISCH

‘DQ<i>

Fig. 10.33. Data-load on DO<k> line (data-load 3)
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296 10 MLC storage

At time Ty, column (S<k>) and row (LX<n>) are selected, but it is only at time
T,, thanks again to the signal SYNC, that the toggling of signals DX_N<k> and
DX <> occurs, as shown in the timings of Fig. 10.33:

— IfDQ<i> = 0 then DX<k> =0, DX_N<k>=1, A=0, B = 1 (dotted line).
— If DQ<i> = | then DX<k>= 1, DX_N<k>=0, A = 1, B =0 (solid line).

During data-output operations, signal DATAEN connects node DOUT to pad
DQ<i>; furthermore, the forcing to ground is disabled by setting DISCH = 0. By
properly controlling signals LX<n>, DX<i> and S<k>, it is possible to output all
nodes A of all the latches of a block <i> on DOUT, one at a time.

10.4 Moving read voltages

With the continuous shrink of the NAND technology, retention (Sect. 4.3.3) is
becoming more and more important, especially for multi-bit per cell storage.
Retention is defined as the ability of the memory cell to retain its information over
time; in this case, cell’s terminals are not biased. Root cause of the retention issues
is the charge loss from the floating gate, which is particularly sensitive to the
storage temperature and to the number of program/erase cycles. As a result, Viug
distributions shift towards lower values as shown in Fig. 10.34a. Distribution D3
is the most impacted by the retention shift.

a) Vg retention shift

VRean Viean Vieans

E D1 D2 D3

u

\ 4

Vvevs
b) Moving read voltage technique

Vieant-AVI  Vipapr-AV2 Viiaps-AV3

£ ; 1 D2 D3
P . e

v

VV Y3

Fig. 10.34. (a) Vg retention shift, (b) moving read voltages technique
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Usually, read voltages are fixed and, therefore, retention reduces read margins.
In order to cope with retention, a moving read voltages technique has been
proposed [12]. The basic concept is described in Fig. 10.34b: read voltages
Vreapt, Vreapz and Vggaps are trimmed on the fly (through AV1, AV2 and AV3,
respectively) to compensate the Vryg shift.

Program and read algorithms manage together the above mentioned read
voltages adjustment. During the program operation, the embedded logic unit
counts the number NPpy; of cells to be placed in D3: each logic page has extra cells
to store NPp;, as shown in Fig. 10.35. Every following read operation at Vrgaps
gives out the actual number NRp; of cells belonging to D3. The internal
microcontroller compares NPp; and NRp;: if NRp; < NPp3, then depending on the
difference, a proper set of AV1, AV2 and AV3 is selected and a new read is
performed. This algorithm monitors only distribution D3 as the related Vougr
retention shift is supposed to be the highest. Data integrity of NPps is guaranteed
by ECC (Chap. 14).

NPps
~ /-
Extra
DATA SPARE Cello
7 L
d
NRos NPos

Fig. 10.35. Each page has extra cells to store the number NPp; of cells that should be on
distribution D3 after reading ‘
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11 Charge pumps, voltage regulators
and HV switches

R. Micheloni' and L. Crippa®

Modifying or reading the number of electrons stored into the floating gate requires
a big set of voltages. The high voltage (HV) system has to provide all these
voltages with the desired precision, timing and granularity. On top of that,
many voltages have a value greater than the NAND power supply VDD, asking
for an on-chip charge pump. This chapter deals with the HV basic building blocks.

11.1 Charge pumps

In the NAND environment, one of the most used type of charge pumps is the
voltage doubler [1]. The basic stage is shown in Fig. 11.1. It is a feedback system
that can duplicate the input voltage and, essentially, it is made up by two n-channel
transistors (MN1, MN2), two p-channel transistors (MP1, MP2) and two capacitors
(C1, C2) of the same size.

out

Fig. 11.1. Basic stage of a voltage doubler
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306 11 Charge pumps, voltage regulators and HV switches

In order to understand the principle of operation of this circuit, it can be
assumed that, at the beginning, nodes A and B, as well as CK (pump clock) and its
complement (CK#), are at GND. In this way, both transistors MN1 and MN2 are
off. Voltage on the node IN (V) is set to VDD (i.e. the chip power supply).

As soon as CK toggles from GND to VDD, V, becomes VDD, activating
transistor MN2. Since CK# remains at GND, the charge starts flowing from power
supply to capacitor C2 until Vg reaches a value equal to VDD — Vv, When
CK goes to GND, transistor MN2 turns off. At the same time, CK# gets to VDD
and, therefore, Vg becomes (VDD — Vyyvne + VDD), turning on transistor MN1.
As aresult, C1 is charged up to VDD. Of course, when CK# goes to GND again,
Vg is, in principle, equal to VDD — Vryane. Since the signal CK is used as a clock,
each capacitance is continuously charged and discharged between VDD and 2:VDD.
In other words, during each period of the clock either V4 or Vg is at 2:VDD.

At this point, in order to build a real charge pump, voltages on nodes A and B
have to be transferred to the next pump stage. Now MP1 and MP2 come into the
game. When CK is at VDD, V, is 2-VDD and Vy is VDD. Transistor MNI1 is,
therefore, turned off while MP1 is active, transferring the voltage of node A to
node OUT. In the meanwhile MP2 is off, MN2 is on and the capacitor C2 is
charged up. When CK goes back to GND and CK# becomes VDD, then the circuit
behaves in the opposite way: MN1 and MP2 are active (the former charges
capacitor C1, the latter transfers the voltage of node B to the output) while MN2
and MP1 are turned off. It is worth to note that no active direct paths between IN
and OUT are allowed: these paths would result in a loss of charge and, therefore,
in a reduced output voltage.

As usual, when designing a charge pump, one issue to cope with is the biasing
of the transistor body terminals. The easiest solution is to connect the body of the
n-channel transistor to the power supply and the body of the p-channel transistor
to the output node.

Increased Output Voltage

1 CK1 I: VD :H: VD
L o HU D
Voltage
Doubler —L_I—I__"
IN (VD) ouT Increased Output Current
Voltage i CK2 _ _l: YD -
Doubler VD

— alin

Fig. 11,2, Charge pump as a cascade of basic voltage doubler stages

CK2 = CK1+T/4
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11.1 Charge pumps 301

The drawback of this solution is that the output voltage is considerably reduced
by the body-effect of the transistors itself. In Fig. 11.1 a “dynamic biasing” has
been chosen: bodies are continuously switched between V, and Vg. As a result,
the body of the NMOS transistors is always kept at the lowest voltage (through
MN3 and MN4) while the body of the PMOS transistors is always at the highest
voltage (through MP3 and MP4).

The basic stage of Fig. 11.1 can be used to build up more complex structures as
depicted in Fig. 11.2. Usually, two stages are used in parallel in order to decrease
the ripple of the output voltage. In fact, due to the internal switching activity of the
capacitors, the output of the pump can be more or less noisy. When talking about
ripple, we generally refer to the height of the “peaks” that can be found in the
output node waveform.

In order to properly control the output voltage, voltage doubler stages are
inserted in a feedback loop as described in Fig. 11.3. A block called “Hireg” is used
to limit the output voltage. Thanks to a resistive divider (it could also be made by
CMOS diodes), the output voltage is compared with Vggr (usually a band-gap
reference voltage). CK drivers are then enabled/disabled depending on the
comparison result.

VD VD
- —[ :H: - Pump OUT
VD VD 3 *

Voltage Doubler Stages

) ENABLE
CK drivers

Fig. 11.3. Charge pump architecture

Compared with a Dickson charge pump [1], the voltage doubler has several
advantages:

e The possibility of driving the capacitances using only two complemented
phases. This implies a relatively simple phase generator circuit with respect to
the one used in the Dickson pumps.

e The possibility of using only “low voltage” transistors (i.e. transistors that can
sustain a voltage difference at their terminal lower than power supply) since the
voltage difference at the terminals of each transistor does not go above VDD in
any operating phase of the circuit.
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302 11 Charge pumps, voltage regulators and HV switches

* No boost capacitors are required for the pass transistors (since we can use the
one implemented for the charge transfer), thus achieving a reduction of the area
occupation and limiting the dissipated power.

e Reduced ripple of the output voltage.
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Fig. 11.4. Charge pump output voltage as a function of the clock period

Voltage Doubler Stage
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CK drivers Hireg

Fig. 11.5. Layout of a voitage doubler-based charge pump

In order to find the best configuration, the output voltage of the charge pump is
measured varying the CK period, as it is shown in Fig, 11.4 where it is assumed
a DC current load of 150 pA. Optimum CK period is usually in the range of

Micron Ex. 1025, p. 307
Micron v. YMTC
IPR2024-00911



11.2 Read regulator 303

60-80 ns considering an output resistance of around 10 kQ. The voltage doubler
pump can easily achieve voltages above 25V starting from the chip VDD of
2.5 V. Power efficiency #p can be as high as 20-30% if the current load remains in
the range of few hundreds microAmpere.

ql,zf%w;ﬁ_(zﬂ (11.1)
IN "4 IN

From Fig. 11.4 it is clear that the clock period has to be as short as possible.
Faster clock means bigger area of the CK drivers. The right trade-off has to be
found considering that, in most of the NAND applications, silicon cost is the main
driver.

The modular structure of the voltage doubler described above results in a
compact layout of the whole charge pump as sketched in Fig. 11.5 where the main
blocks are highlighted.

11.2 Read regulator

In a 2 bit-per-cell multilevel Flash NAND memory, four different threshold
voltage (V1) distributions exist, as shown in Fig. 11.6. All the cells are in the 11
state after electrical erase. During programming phase, the threshold voltage of the
cells is incremented in small steps until the desired value is reached. At the end of
each program step, a verify operation is performed, in order to evaluate whether
Vru has gone above one of the verify voltages, Veyi, Vryz or Veys. Of course,
verify voltage depends on which bits have to be stored in a given cell. For instance,
in order to reach “00” logic value, threshold voltage has to go above Vgy,. Once
target distribution is reached, further program pulses are not applied to that cell.

Read margins

| l
N
N 7N
11 10 ,;5\%; 00 %% 01 >
TTV[TY] Vryz T Vivs

ViAo Vreani Visam

Fig. 11.6. Cell Vy distributions in a 2bit/cell NAND memory
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304 11 Charge pumps, voltage regulators and HV switches

In order to univocally determine the logic value stored in the selected cell, read
operation uses three voltage values, Vrgapo, Vreaps, and Vegaps @s shown in
Fig.11.6. Each read voltage is centered between two adjacent distributions so that
read margins are maximized. For instance, the distance between Vggap; and the
rightmost side of 10 distribution should be equal to the distance of the leftmost
side of 00 distribution. With multilevel memories, the typical value for such
distances is 300 mV.

In order to achieve the required precision, voltages to be applied to the cells are
generated by means of voltage regulators which exploit band-gap techniques to
generate a precise reference voltage. In this way, the voltages generated on-chip
are independent from temperature, at least to a first approximation. On the other
hand, the V4 distributions of the memory cells are highly sensitive to temperature
variations: as temperature increases, Vyy decreases and vice versa (see Fig. 11.7).

N
.

"ﬁW/ “00”
) T=27°C \

@Rm margins Vi Virn

v

“00” “00”
=90°C T T=40°C
. \ N A/ o
Left read ? % Right read
matgins margins
at 9gC g ) 4 % at -4%(‘
k., N ~ .
V](ﬁ.’\I VRH,\DZT

Fig. 11.7. Vpy variations with temperature

As a result, read margins are reduced when temperature varies, because the tails
of the distributions get nearer and nearer to read voltages. For instance, as shown
in Fig. 11.7, 00 distribution gets nearer to Vrgap; at low temperature, while it gets
nearer t0 Vggap; at high temperature, The same is true for each distribution.
Threshold voltage of the cell typically shifts of —1.5 mV/°C. As a consequence,
overall variation is approximately 200 mV if a temperature range of —40°C to
90°C is considered.

Therefore, a specific type of read voltage regulator is needed [2—4]: that is, the
thermal coefficient of its output voltage has to be as similar as possible to the
coefficient of the cell’s Viu. In this way, read voltages rigidly shift with
distributions, keeping the margins unaltered. (Fig 11.8). A similar constraint is
true for verify voltages.
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Fig. 11.8. Vgpap tracking of Vy variations with temperature

NAND technological process generatly utilizes tunnel oxide to build low-
voltage transistors. The idea is, therefore, to exploit the temperature profile of the
threshold voltage of a NMOS transistor (V). A voltage generator whose output
is independent from temperature could be devised, to which the Vgg of the NMOS
biased at low current is summed, but such a solution would have some limitations:

— Vgs is equal to 0.7 V at 27°C, while Vgy; is typically 0.3 V. A simple voltage
adder would therefore call for the generation of a negative voltage of —0.4 V.

— It is not possible to make a partition of the Vg, because the thermal coefficient
must be the same as the coefficient of Viyn,

— Subtraction of Vg from a temperature-independent voltage cannot be achieved
as well, since resulting thermal coefficient would be +1.5 mV/°C.

A possible solution to the problem is shown in Fig. 11. 9. Vggapin voltage is
generated by a voltage regulator whose input is the band-gap voltage Vgg (which
is temperature-independent). Vrgapiy can result in different values, depending on
the selected switch (SW1-SW35). V'gr voltage is equal to Vgr, since it is derived
through a buffer. Vgr is equal to Vgatg — Vs, where Vg is the gate—source volt-
age of NMOS MO. This transistor is biased with a current of few microAmperes
which is low enough to let Vs be almost the same as its threshold voltage. By
means of a proper selection of RSOURCE, it is easy to bias this transistor as
needed. In order to get such a small current, the value of RSOURCE shall be in
the order of hundreds of kiloOhms. Vgag is temperature-independent as well.
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Resulting equations are as follows:
R

Virean =Verapm + (VRI:'AI)IN - (;r)' 'kg']" (11.2)
2
V(‘;'I‘ =V = VGAH; - VGS (11.3)
By combining Eqgs. (11.2) and (11.3) and assuming that R; = Ry:
Viian =2-Vagane =Voars +Vos (11.4)

It is worth noting that inside Eq. (11.4) the only temperature-dependent term is
Vas. The assumption of R; =R, is needed in order to allow a correct tracking of
the temperature coefficient of the threshold voltage of the cell.

VoD
VDD
Vag
comp M1
— +
Veving ¢ swi
R10
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? Vreaomz ¢ SW2
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é Veving 7(’ Sws
R13
$ Vreaoiv
Rid Sw4
Vreaoint %
RI5 ws
VEeving j
R16
VDD
— Vv
MO
] VDD
- .
V Vv
Vs 2] + v w2 OAHV ,V READ
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Fig. 11.9. Temperature compensated read regulator
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11.2 Read regulator 307

Next thing to do is to choose the proper values for Vggapin and Vgare to
generate the required Vggap values. Typical value for Vyy, is 0.3 V while Vgy; is
usually in the order of 3 V.

Assuming Vgare = 1.8 V and a threshold voltage of M0 at 27°C equal to 0.7 V,
an output value of 0.3 V requires, according to Eq. (11.4), a Vreapy equal to
0.7 V. Similarly, an output value of 3 V requires a Vreapmy equal to 2.05 V. Every
intermediate value required for either read or verify obviously need a Vrgapm
value between 0.7 and 2.05 V.

This example highlights another important topic: assuming a device VDD
between 2.7 and 3.6 V, Vggapiv, Vgare and V'gr voltages can be generated with-
out using charge pumps. A charge pump is only needed to provide supply to the
operational amplifier OAHV (shown as Vyy in Fig. 11.9).

Figures 11.10 and 11.11 show the result of some simulations of the described
circuit designed with a 51 nm NAND process. The threshold voltage of the NMOS
is equal to 0.45 V at 27°C. In Fig. 11.10 Vggap is plotted against time at different
VREAD]N values.

Applying the Vggap shown in Fig. 11.10 to the gate of the written cell, the char-
acteristic of the NAND string becomes the one shown in Fig. 11.11b, while Fig.
11.11a shows the graph in case the temperature compensation is not applied. It is
worth noting that the characteristics get tighter around the characteristic at 27°C.
Thanks to the compensation, threshold voltage spread decreases from 200 mV to
less than 20 mV!

i
, H Viran

......................

Fig. 11.10. Simulation of Vppap variations
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Fig. 11.11. NAND string current without (a) and with (b) compensation of the read voltage

11.3 Double-supply voltage regulator

Both program and erase operations require voltages higher than VDD. For
instance, the programming staircase voltage starts at 14-15 V and arrives at 25 V
and beyond. High voltages are generated by a charge pump and filtered by a
proper voltage regulator: in this way it is possible to reduce the ripple and obtain
the desired output voltage value.

In 1 bit/cell Flash memories, voltage regulator is omitted and the output voltage
of the pump is directly used, regulated by means of an on-off type of control.
Typical ripple values are in the order of 1-2 V. In case of multilevel memories,
the target voltage precision cannot be achieved without a voltage regulator.

NAND technology does not usually provide PMOS HV (High Voltage)
transistor, therefore it is not possible to implement traditional voltage regulators
like the one shown in Fig, 11.12. In fact, the use of a low-voltage transistor for
Mpour would mean that the voltage drop across its terminals must be guaranteed
not to exceed 4--5 V. This must be true both in static and in transient conditions.
On top of that, all the required values for the staircase program pulse must be
generated out of the pump output voltage (~30 V), beginning at 15 V: that is,
Mpoyut must be a HV transistor.

In order to solve the issue it is possible to design a voltage regulator [5] whose
first differential stage is supplied by VDD, while the second one is supplied by a
charge pump so that the HV value can be provided at the output (Fig. 11.13).
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Fig. 11.12. Voltage regulator with high voltage PMOS

FIRST STAGE (LV) SECOND STAGE (HV)
""""""""""" | 25 Bk |
t 1
Vi Voo Y Veuwe !
|| )
11 ]
Mp R {
" ' : SUNK22 Riputup I
OUTFSTG) | '
1 1
. ; N Vour
% My ZH Cu [ ! T
! 1 -t Cromn
' J—-l Muour : i
: v Re -
! i
1 ]
1 1
' )

R

Fig. 11.13. Double-supply voltage regulator
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310 11 Charge pumps, voltage regulators and HV switches

By supplying the first stage with VDD, PMOS LV transistors can be used to
realize the current mirror (Mp; — Mp,). The second stage is instead designed using
an NMOS HV (Myour) together with a resistive pull-up (Rpuiyp)-

One of the main drawbacks of this structure is the current consumption in case
of high capacitive loads (Cjyp). The charge time Trgr of Cioqp can be
approximated by:

Trisi = @ Croan  Rputt-ap (11.5)

where ¢ lies between 3 and 5 depending on the needed precision. Considering a
load in the order of 100 pF, a = 3 and Ty, = 1 uS, Rpuryp is approximately 3 kQ.

Assuming that Vour =10V and Vpyywp =24 V, static current sunk from the
pump fgynx2z 1S equal to:

4-10 _ 5
3KQ
In order to make the current consumption independent from the load, the circuit
of Fig. 11.13 can be modified as shown in Fig. 11.14, i.e. adding a follower stage
which acts as a current buffer.

At the end of the transient, the consumption of the branch which includes the
follower MypoyL is equal to:

Tsuniaz = mA (11.6)

Vs
Tormonn =1 =our (11.7)
SUNK 31 SUNK 12 R] + Rz

i.e. it is the same as the one featured in the circuit of Fig. 11.12.

FOLLOWER STAGE (HV)
(HIGH SLEW RATE STAGE)

FIRST STAGE (LV) SECOND STAGE (HV)

T
-t Croan

.....

R,

Fig. 11.14, Double-supply voltage regulator with follower stage
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11.3 Double-supply voltage regulator 311

At this point Ry is completely independent from the load and it can be sized
properly to reduce the current consumption from the pump. Such resistance must
be anyway able to charge the gate of MypoLL in a reasonable amount of time. The
main difference with the circuit shown in Fig. 11.13 is that the parasitic load
represented by the gate of the follower is many orders of magnitude smaller than
the capacitive load of 100 pF. It is therefore possible to size Rpuiyp up to values in
the order of a hundred of kiloOhm. For instance, with a pull-up resistance of
200 kQ, assuming a voltage drop between gate and source of Mypoy of about 1 V
(threshold voltage) and Vour = 10 V, the current sunk from the pump is equal to:

Q4-11)
AT =65 11.8
200KQ pA (11.8)

Such a current consumption is comparable to the current consumption of the
first stage of the circuit in Fig. 11.12. Of course, Iy ks, decreases if the output
voltage is higher than 10 V.

The circuit shown in Fig. 11.14 can be improved in terms of maximum output
voltage by using triple well transistors (in order to eliminate the body effect on the
follower) and low-Vy transistors (in order to reduce the voltage drop between
gate and source due to the threshold voltage of the follower).

Using the circuits shown above, it is possible to design the regulator which
generates the voltage to be applied to the gate of the cells during program
operations.

In order to perform effective and precise program operations, the best method
for biasing the wordlines is with a linear “staircase” voltage; in such a way, a 1:1
relation exists between gate voltage increment, AVp, and voltage shift after each
program pulse, AV,

To obtain “programmable” gate voltage values, we can split the feedback resistive
divider into a series of smaller resistances, each one having a switch in parallel
(Fig. 11.15). When adopting this solution, two major problems have to be taken
into account: the first concerns the differential linearity of the output voltage as it
impacts the Vy distribution widths of the memory cells.

The second problem concerns the charge injection related to the commutation
of the switches, which leads to voltage overshoot on the feedback node (FEED).
In order to have a fast settling time on the program voltage, these overshoots have
to be reduced as much as possible.

In Fig. 11.15a, where R, is made programmable by means of a series of binary
weighted resistors, each one with a selection switch in parallel; the number of
switches simultaneously open depends on the selected program voltage level,
giving arise to serious linearity problems (as much as £15% of the voltage step).
Furthermore, when many switches commute simultaneously, the node FEED is
subject to high charge injection, especially if the switches are designed with high
aspect ratio to minimize their parasitic resistance. From the linearity point of view,
a better solution is sketched in Fig. 11.15b where R; is split in a series of w equal
resistors of value AR. In both solutions, R, is kept constant.

! SUNK32 =
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Fig. 11.15. Two ways of implementing a programmable resistive feedback divider

The voltage step AV, is achieved at each staircase step by increasing the value
of R, by a fixed amount AR; at the p-th program step the gate program voltage Vp
is equal to:

R +pAR) (11.9)

VJZV o 1
Is B(l( ‘R1

where R*; is the value that R, assumes at the first program step. The program step
voltage AVp is:
A
AVP ZVBG'—R (11.10)
Ry

At each p-th program pulse, a suitable value of resistor AR is shorted by means
of the control logic that produces the w signals to drive the switches from S; to Sy,
thus achieving R, =R*,+ pAR. To avoid introducing parasitic resistances that
may vary from one step to the next, only one switch is active during each program
pulse, while the others are off.

Figure 11.16 shows voltage Voyr at the output of the program regulator. It is
worth noting that the output voltage of the pump Vpymp changes (through the high
regulator of the pump itself) in order to minimize the stress of the HV transistors.
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Fig. 11.16. Staircase voltage for the program operation

The concept of separated power supplies can be extended to other circuits as
well. An example can be found in Fig. 11.17 where a circuit for the controlled
current discharge of a Cyoap capacitor is shown. For instance, this type of circuits
are used inside the Flash to discharge the isolated p-well of the matrix at the end
of an erase operation (p-well is at 22 V).
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i.e, MATRIX WELL)

CURRENT
GENERATOR

(L) \l/

Fig. 11.17. Current-controlled discharge circuit for high capacitive loads
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314 11 Charge pumps, voltage regulators and HV switches

LV section is composed of a LV current generator, a PMOS LV current mirror
and another NMOS LV mirror.

Since the drain of MOS My, cannot be directly connected to the high voltage
node, a standard drain limiter stage is introduced, composed of the inverter IV,
and the MOS HV Mygs. In this way the high voltage node OUT is decoupled from
the drain of My, which, thanks to the voltage limiter, has a voltage value lower
than VDD.
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Fig. 11.18. Discharge circuit without drain limiter
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Fig. 11.19. Charge circuit for high capacitive loads
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11.4 Voltage references 315

The resulting circuit is able to discharge a high voltage node by means of a
constant current; all the control section is designed using L'V transistors, which are
a better choice in terms of reliability, performance, area, consumption, etc. A
slightly different implementation, where My; and My, are HV, is shown in Fig.
11.18.

Another example of the double-supply approach is the circuit shown in Fig.
11.19: it is used to charge the output capacitor Coap by means of a voltage ramp.
VREF is a ramp-shaped voltage (< VDD) which is amplified by the circuit on the
node OUTSSTG. Vour is, therefore, a ramp voltage equal to Voyrsstg minus the
threshold voltage of the transistor Mypriver. This is a open-loop regulation useful
to drive huge capacitive loads without stability issues in the feedback circuit.
A typical application example for such a circuit is the charge of the p-well of the
matrix when electrical erase is performed.

11.4 Voltage references

The band-gap reference circuit [1] is widely used in NAND to control the voltages
during program and erase operations. The main feature of this circuit (Fig. 11.20)
is to produce an output voltage that is stable with respect to both VDD and
temperature variations. The temperature compensation technique is extremely
simplified because only the first order thermal coefficient of V), is compensated,

e

+

comparator P

R3

Q1 Qo

Fig. 11.20. Basic schematic of the band-gap reference circuit

It can be shown that

R, Rl-A kT
Vi =Vao +V, —1In LoV, == (11.11)
BG B0 tR3 RZ-AO t q
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316 11 Charge pumps, voltage regulators and HV switches

where k is Boltzmann’s constant, ¢ is the charge of the electron and T is the
absolute temperature. 4o and 4, are the emitter areas for the transistors Q0 and Q1.

Temperature coefficient of V. can, therefore, be compensated acting on the
values of resistors R1, R2 and R3. The typical plot of Vgs over temperature is
shown in Fig. 11.21. It is important to note that Vg depends on technological
parameters and, therefore, proper values of compensation resistors must be chosen
in order to eliminate dependency from temperature, and not to act on the absolute
value,

On the other hand, voltage regulators multiply Vg by a specific factor:
therefore, the output voltage depends on the absolute value of Vgg. In order to
satisfy this opposite requirements, the architecture shown in Fig. 11.22 is used.
After the circuit of Fig. 11.20 an amplifier is inserted, which generates Vpg;
voltage to be distributed to the voltage regulators.

v
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1.2545 A
1.2540
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Fig. 11.21. Band-gap reference voltage versus temperature
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Fig. 11.22. Band-gap reference architecture
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11.4 Voltage references 317

At this point two separate sets of trimming bits (fuses) are placed:

e TRIMVBG<2:0> used for temperature compensation of the band-gap circuit

e TRIMVBG1<4:0> used to provide the proper reference voltage to the voltage
regulators

Since the gain of the amplifier which generates Vpg; from Vpg cannot be
smaller than 1, the circuit of Fig. 11.22 does not allow Vggy to be smaller than
Vgg: this can represent an issue since Vpg varies from 1V to 1.5V while Vg is
usually centered on 1.25 V. The trick is to modify the resistive divider as shown in
Fig. 11.23. 1n this case the FEED node is tapped in different points depending on
the trimming bits configuration.

Since Vg is used by several circuits inside the chip, it is distributed by means
of different buffers so that potential noise injected on a given Vggpupr voltage is
not impacting the other circuits.

The choice of the trimming values is performed during factory testing (Chap.
15). Vggpurr voltages are fed to a device pad and measured by the test machine. It
is important to note that, in this way, it is possible to compensate offsets, if any, of
the upstream amplifiers.

TRIMVBG1<4:3>

v 1.5V
VBG ) 1

\ / TRIMVBG1<4:0>
Va1 -

1.250M: 12.5mV
Ri+Ry
LJ;LE] Iff}_l
FEED T T Vae
ANALOG ANALOG
MUX MUX

|

TRIMVBG1<2:0>

Fig. 11.23. Modified resistor divider for band-gap trimming
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11.5 Internal supply voltage regulator

In many NAND devices, external supply voltage VDD is not directly applied to all
the circuits [6, 7]. Some of them are powered by an internal supply (Vinr) filtered
by a proper voltage regulator and this solution brings several advantages. For
instance, in case of devices supplied at 3.6 V, a Vyr equal fo 2 V allows the use of
transistors whose oxide thickness is reduced, which are smaller and better
performing. In the case of page buffers, by using Vyr it is possible to mitigate the
dependency of the triggering threshold from VDD (i.e. several tens of millivolt),
which in turn would bring a benefit to the width of the distributions. Of course
inside the NAND memory there can be more than one Viyr regulators, depending
on the design constraints (noise, power consumption, precision required by the
circuits).

Vint regulator is therefore a DC-DC converter. Its conceptual scheme is shown
in Fig. 11.24.

For the sake of simplicity, it can be assumed that the power supply is needed by
logic ports. Voltage drop of Viyr during inverter switching depends on the value
of the filtering capacitance Cry1er, On the value of fan out capacitance (gates,
routing, junctions) and on the cross-conduction current, which in turn depends on
the slope of the signal driving the inverters. Beyond a given maximum switching
frequency of the logic, Vinr dramatically drops. This frequency is directly related
to the cutoff frequency of the regulator. Since the DC-DC converter is designed
using the same technology of the inverters, its cutoff frequency cannot be higher
than the one of the plain inverter.

Let’s now see an example, assuming that three ideal voltage regulators are
available, each of which featuring a different cutoff frequency: 1 GHz, 100 MHz and
10 MHz. Our system includes 35,000 inverters whose average parasitic load is
20 fF. Cgyrpr is equal to 10 nF and only one fourth of the inverters is switching.
The result of the simulation is shown in Fig. 11.25: it can be noted that the voltage
drop is independent from the cutoff frequency of the regulator. The regulator
which exhibits the best behavior is the one whose cutoff frequency is 1 GHz,
which is comparable with the one of the single inverter (2 GHz).
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Fig. 11.24. Conceptual scheme ot a DC-DC converter
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Fig. 11.25. Vit step response for different cutoff frequencies (fr) of the voltage regulator
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Fig. 11.26. Vyr behaviour when logic gates are switching at 20 MHz

Let’s now see what happens when the inverters switch at a 20 MHz frequency.
Figure 11.26 clearly shows the limit of the regulator with 10 MHz cutoff
frequency, which cannot recover in time between consecutive switching events.
The resulting AV depends linearly, in first approximation, on the switching
frequency of the inverters.

Let’s now see which are the most common DC-DC converter architectures used
in NAND memories. Figure 11.27 shows two different configurations which differ in
the output transistor: PMOS PM1 for solution (a) and NMOS PN1 for solution (b).
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Fig. 11.27. DC-DC converter topologies

The latter needs a charge pump which supplies OPAMP, in order to recover the
threshold voltage of PN1; the advantage is that PN1, being of NMOS type, can be
smaller than PM1. In both cases, the pull-down stage can be either resistive or an
active Joad.

Owing to the above-mentioned reasons, solution shown in Fig. 11.27a is usually
the preferred one. Size of PM1 must be chosen in such a way that the current
needed to ensure a proper operation of the connected circuits is guaranteed both in
static and transient conditions. On top of that, it is worth noting that PM1 is also
responsible of the charge of the filter capacitor during NAND power-up. In order
to satisfy all these requirements, PM1 can be some millimeters long.

In case of mobile applications, where power supply is provided by a battery, it
is fundamental to limit consumption as much as possible. Of course, it is possible
to power down the whole device, but the drawback is that a complete power
on sequence is needed to wake it up again, which can take as long as 1 ms to
complete. Therefore a stand-by mode is embedded in the NAND memory, like in
many other devices, which greatly reduces consumption with respect to active
mode. Generally speaking, it is not possible to completely switch off all the
internal circuits, since the transition from stand-by to active mode is specified to
be quite fast. In other words, there is not enough time to switch on circuits like
the DC-DC converter, because of the long time it takes to re-charge the filer
capacitor. Figure 11.28 shows a possible solution for stand-by. A main active DC—
DC converter is designed, which is operational in active mode. When stand-by
mode is entered, the main DC-DC converter is switched off and a secondary one
is switched on, whose task is to refresh the charge lost by Crjpyer, because of the
leakage, and to supply the band-gap circuit.

The size ratio between M1 and M2 is approximately 100:1. The structure shown
for the Vinr regulator needs a pull-down stage composed of a current generator
(indeed a NMOS transistor whose gate is biased at a proper reference voltage).

It is important to note that the transient from the main to the aiternate regulator
should not cause significant variations on Viyr node: in fact, even the first
operations after the recovery from stand-by must be fully functional. Therefore the
management of SW1 and SW2 switches is particularly critical.
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Fig. 11.29. Vyr during the recovery from stand-by

Figure 11.29 shows the simulation of the recovery from stand-by for two
different values of Viyp. Transient lasts some hundreds of nanoseconds, but
voltage drop is limited to 25 mV.
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11.6 High voltage switches

As explained in Chap. 12, NAND memories need several high voltages, i.e.
voltages higher than the device power supply, VDD. Many circuits, like for instance
the row decoder, use HV voltages generated by different circuits. It is therefore
necessary to have analog switches which allow the transfer of such voltages
whenever required.

If the available technology features both NMOS and PMOS HYV, the easiest
structure able to transfer a HV voltage is shown in Fig. 11.30. The voltage swing
of the IN signal is in the VDD/GND range. Transistors M1, M2, M3 and M4 are
placed in a positive feedback loop. When M2 is turned on, the voltage Vsy is
ground and, therefore, Vv and Voyr are equal. Once M2 is turned off (M1 is on),
thanks to the positive feedback, Vsw becomes equal to Vyy and Voyr is independ-
ent from Vyy: M8 is off if Vour < Vyy + Vyims. Scope of transistors MS and M6
is to reduce Vpgon M1 and M2 thus increasing the reliability of the whole structure.
Transistor M7 is used to limit the current consumption when the positive feedback
takes place.

This circuit needs a PMOS HV able to switch when Vg = Vyv. Therefore such
a solution is not feasible when it is necessary to manage the maximum voltages
which are used in a NAND memory (~30 V).

With some NAND processes, a HV PMOS is available: this PMOS transistor
has a thick gate oxide (like HV NMOS) and features limits of 45V on the
operational Vpg. In these cases it is possible to implement the circuit shown in Fig.
11.31 [8].
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Fig. 11.30. CMOS HV switch
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Behavior is as follows. M3 is a native (depletion) NMOS. Threshold voltages
of M2 and M3 are equal to —1 to —0.8 V respectively.

To begin with, let’s consider the case where IN is low and Vgw = GND. M2 is
off and Vgp is equal to 0.8 V (M3 has a negative V). M4 is off and Vgyr is
independent from Vyy. When Vi approaches VDD, M2 turns on rising the
voltage of node SW. Transistor M1 as well contributes to the rise of Vgw until
when the latter equals to VDD — V. It is important to note that, at this point,
M1 is diode-connected and it isolates the low-voltage section of the circuit. On top
of that, the positive feedback between nodes SB and SW (through M2 and M3)
takes voltage Vgw to the value Vyy. One of the main limits of this circuit with
respect to the one of Fig. 11.30 lies in the fact that the switch transistor between
Vyuy and Voyr is now a NMOS type. It means that Voyr voltage is (Vsw - Viva)-
It is important to note that, due to the considerably high body effect, voltage drop
can be as high as 2.5 V. Obviously such a loss must be compensated by rising Vyy
(i.e. exploiting the charge pumps).

Opposite transition, i.e. Vg going from a high value to GND, is not so easy
since it is not possible to switch off M2 using a low voltage signal. It is therefore
necessary either to lower Vyy supply or to insert an all-NMOS type of HV switch
before M3.

Of course switches exclusively based on NMOS HV are the only one that can
be used in all those NAND processes where no PMOS HYV is available.
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Fig. 11.31. Modified CMOS HV swiich
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Fig. 11.32. All NMOS HV switch

Let’s see the circuit in Fig. 11.32 [9]. Capacitors Cg; and Cg, and transistor M2
constitutes a Dickson charge pump driven by the clock signal CK.

When the pump is enabled by toggling ENABLE signal to high, feedback
transistor M1 allows a growing charge on the capacitors, until the condition
Vsw > Vv + Vigms is met.

Figure 11.33 shows a simulation of the circuit of Fig. 11.32. It can be seen that
output voltage Voyr features a ripple of approximately 600 mVpp (peak-peak),
which is due only to the clocking of the signal CK, under the assumption of a
ripple-free HV input voltage. The existence of such ripple on Vgyr is particularly
critical in case of multilevel NAND memories. In fact, it must be reminded that
such circuits are also used inside the row-decoder, i.e. next to the gate of the
memory cells. An excessive ripple on the wordlines would result in a widening of
memory cell’s Vg distributions and a consequent reduction of operating margins.

The circuit shown in Fig. 11.32 can be modified replacing the Dickson pump
with the stage of the voltage doubler described in Sect. 12.1. Basic scheme is
shown in Fig. 11.34 [10].

When the switch is turned off, node SW is kept to ground by My and node IN
is isolated from Vyy by means of transistor M1.

Assuming that all the internal nodes at GND when the circuit starts operating,
the internal node IN gets to VDD — Vqyy through transistor Myp,. As soon as the
clock signal CK starts, voltage of node SW grows up to Vi + VDD. Such voltage,
applied on the gate of M1, increases the voltage of the node IN until when Vour
equals Vyy thanks to the complete switch on of pass transistor M2,
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Fig. 11.33. Simulation of all-NMOS HV switch

Transistors Myy; and Myy; are needed only to discharge to 0 V the nodes IN
and SW when the switch is inactive.

Figure 11.35 shows a simulation of the circuit of Fig. 11.34. When compared
with the scheme of Fig. 11.32, rise timings have not changed, but the peak—peak
ripple has decreased to 200 mVpp.

It is important to highlight that voltage differences at the terminals of the tran-
sistors inside the circuit never go above VDD; the transistors which have to be
high voltage are identified by the “HV” label.
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12 High voltage overview

R. Micheloni' and A. Marelli*

12.1 Program algorithm

Program and erase are the only two operations able to modify the content of the
cells. Since the content of the cells is strictly related to the number v of electrons
inside the floating gate, these operations involve high electric fields (i.e. high
voltages) to exploit the Fowler—Nordheim phenomena (Chap. 3) and change v.
Particular attention must be taken when dealing with high voltages, since a little
variation could have dramatic consequences.

The program algorithm flow is described in Fig. 12.1: programming is achieved
through an incremental staircase voltage Vsg, (ISPP, Chap. 10) applied to the
selected wordline [1]. In this way, the width of the cell’s threshold voltage (Viur,
Chap. 8) distribution, moving from the erased state to the programmed one, is
controlled. For this reason there is a counter K initialized with 1 that counts the
number of program pulses performed; Vgrarrp is the ISPP starting voltage and
can be around 14 V.

After each program pulse a Program Verify (PV) follows. It is basically a read
operation to verify that the cell’s threshold voltage is beyond Viygpy. If all the
cells supposed to be programmed have a Vyug higher than Vyygpy, than the
program operation stops. Otherwise, there are some cells that still need program
pulses. When the number of program pulses is equal to Kyax, then the maximum
possible number of pulses has been reached and the program exits with a fail.
Knmax can be 10 pulses or more depending on the chosen ISPP voltage step AVpp.
A program fail means that either some cells are too “slow” or they are defective
and can’t leave the erased state. If Kyax has not been reached, then another
program pulse must be issued. For this reason, K is increased and the Vg, applied
to the selected wordline is incremented by AVpp. The small AVpp is, the small the
distribution width is, at the cost of a higher number of program pulses and,
therefore, a longet program time.

Since the SLC program time is usually around 200 ps, the target number of
pulses is generally around 6, AVpp is 1 V and Vgrarr is 14 V.

The two main phases, Program Pulse (PP) and Program Verify (PV) have a
very complex behaviour in terms of timings and signals involved.

! Integrated Device Technology, rino.micheloni@jieee.org
2 Integrated Device Technology, alessiamarelli@gmail.com
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Fig. 12.1. Program flow. Incremental Step Programming Pulse (ISPP) technique is used

Since PV is similar to read and has been already described (Chap. 8), in the
following we will focus on the PP phase.

As described in Chap. 3, the main topic that the program pulse must cover is
the Program Inhibit (PIH) scheme. Different schemes can be used and two
possible combinations (Sect. 3.4.4.2), options 1 and 2, are presented in Tables
12.1 and 12.2. In those tables, given a selected WL, each column contains the
corresponding NAND string biasing during the ISPP program pulse. Wordlines
are indicated with the bus WL<63:0>, dummy wordlines with DWL<1:0>.

PIH option 1 needs higher voltages from the power system: the wordline to be
programmed can have its gate biased up to a maximum of 23 V while option 2 is
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12.1 Program algorithm 331

limited to 20 V. If the NAND array includes dummy wordlines, those are biased at
10 V with PIH option 1 and at 8§ V with PIH option 2.

In order to easy the description of the program pulse, the selected wordline is
referred to as WLggy, the next one on the DSL side is WL.; while the next one on
the SSL side is WL_; (Fig. 12.2). For example, if we want to program wordline 60
we have: WLgg, =60, WL+ =61 and WL, =359. Both the above mentioned
inhibit schemes have the same voltages for WL.; and WL_;. Wordlines WL, and
WL,; are biased with the same voltages in both schemes, ie. 2 and 0V,
respectively. All the other wordlines WLynsg;, are biased with 9V in the first
scheme and 8 V in the second one. Observe that the first scheme require a higher
number of different voltage values.

Table 12.1. Program Inhibit option 1. Given a selected WL, the corresponding table
column contains the voltages to be applied on the NAND string. Vg is limited to 23 V.
All voltages are in volt

Vwe [V] Selected Selected Selected Selected Selected Selected
WL<63>  WL<62>  WL<61>  WL<60> WL<59> WL<358>

DWL<I> 10 10 10 10 10 10
WL<63> Ve 10 9 9 9 9
WL<62> 10 Vi 10 9 9 9
WL<61> 2 10 Ver 10 9 9
WL<60> 0 2 10 VseL 10 9
WL<59> 9 0 2 10 Vgt 10
WL<58> 9 9 0 2 10 Ve
WL<0> 9 9 9 9 9 9
DWL<0> 9 9 9 9 9 9

Table 12.2. Program Inhibit option 2. Given a selected WL, the corresponding table
column contains the voltages to be applied on the NAND string. Vgg; is limited 1o 20 V.
All voltages are in volt

Vwe [V] Selected Selected Selected Selected Selected Selected
WL<63>  WL<62>  WL<6l> WL<60> WL<59> WIL<58>

DWL<I1> 8 8 8 8 8 8
WL<63> Vser 8 8 8 8 8
WL<62> 8 VseL 8 8 8 8
WL<61> 2 8 VgL 8 8 8
WL<60> 0 2 8 VsEL 8 8
WL<59> 8 0 2 8 VseL 8
WL<58> 8 8 0 2 8 VsEL
WL<0> 8 8 8 8 8 8
DWL <(0> 8 8 8 8 8 8
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Fig. 12.2. NAND string

In the following we will describe the program pulse using the inhibit scheme of
Table 12.2. The program pulse can last approximately 25 ps and is divided in the
different phases described in Table 12.3. Table 12.4 represents the voltage master
table for the different phases.

During the first phase Ty, the gate of the DSL transistor is biased at 4.5 V.
Bitline precharge is selective, since only the bitlines that need inhibit are
precharged. Also the source line SL and dummy wordlines DWL are precharged
to 1.5 and 8 V, respectively. During T, DSL voltage is reduced to 2 V in order to
completely shut off the DSL transistor. During T,, inhibit begins to take place.
The unselected wordlines are biased to 8 V, WL_; stays at 0 V as the inhibit
scheme requires, while all the others (WL, ;, WLgg, WL_; and WL_;) are biased at
2 V. During Tj, the complete inhibit scheme is enabled: WL.,, WL_; and WL_,
are biased at 8 V, while WLgg is at Vg The WLs rise together to minimize
coupling issues. This is the longer phase, since the voltage on WLgg must rise to
Vser (20 V maximum).

Table 12.3. ISPP program pulse timings

Phase Time (us) Operation

To 5 BL precharge
T, 1.5 DSL shut off
T, 3.5 Inhibit

T 3 11 WLSEL up

T4 1.1 WLSEL down
Ts 3.1 Shut down
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Table 12.4. ISPP program pulse voltages

To T] TZ T3 T4 TS

BLeven 0.7 0.7 0.7 0.7 0.7 0
V)

BLodd 2.5 2.5 2.5 2.5 2.5 0
Q)

DSL (V) 45 2 2 2 2 0
DWL (V) 8 8 8 8 8 0
WLonsge 0 0 8 8 8 0
V)

WLy (V) O 0 2 8 8 0
WLgs, 0 0 2 20 0 0
V)

WL, (V) 0 0 2 8 8 0
WL, (V) 0 0 2 2 2 0
WL, (V) 0 0 0 0 0 0
SSL (V) 0 0 0 0 0 0
SL (V) 1.5 1.5 i.5 1.5 1.5 0

After that, the program pulse is finished and the last two phases are used to
bring back the NAND string to the initial conditions. During T, the voltage on
Wl decreases to 0 V. Finally, during Ts, all the remaining voltages are forced
to0 V.

12.2 Erase algorithm

The erase flow is represented in Figs. 12.3 and 12.4. The erase algorithm is
composed by different phases that can be enabled or not, depending on the NAND
device. The first one is Program Before Erase (PBE). The purpose of this phase is
to have all the cells in the same state, so that they can start the electrical erase
from the same point (even aging).

If PBE is enabled, then the device performs a program over all the wordlines
belonging to the block that must be erased. This program does not require a verify
after every pulse, nor the inhibit scheme, since all the WLs must be programmed
(except dummy WLs). However, also in this case the program follows a voltage
staircase starting from the lowest programming voltage (e.g. 12 V) and incrementing
of 1 V ateach pulse, up to 17 V. Usually, this phase lasts 150 ps.

After PBE the electrical erase can start: it is a sequence of erase pulses and hard
erase verifies (HEV) that pushes cell’s Vryr towards the erased distribution. The
electrical erase is the longest operation and can last 1,000 ps.

Timings and voltages of the erase pulse are shown in Tables 12.5-12.7. During
the erase pulse, all the wordlines belonging to the selected block are kept at
ground, the matrix ip-well must rise (through a staircase) to 23 V and all the other
nodes are floating. Vgrase bias the matrix ip-well for a long period (800 us),
labeled as “erase voltage plateau”, during which the cells are erased.
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Since the matrix ip-well (as well as the surrounding n-well) is common to all
the blocks, it reaches high voltages also for the unselected blocks. In order to
prevent an unintentional erase on those blocks (Sect. 3.5.2), the WLs are left
floating; in this way, their voltage can rise thanks to the capacitive coupling
between the wordline layer and the underneath matrix layer. Of course, the voltage
difference between wordlines and ip-well should be low enough to avoid Fowler—
Nordheim tunneliing (Chap. 3).

After each erase pulse a hard erase verify (HEV) follows. During this phase all
the wordlines are kept at ground. The purpose is verifying if there are some cells
that have a Vyg higher than 0 V, so that another erase pulse can be applied. If
HEV isn’t successful for some columns of the block, there are some columns too
programmed. If the maximum number (Zyax) of erase pulses is reached (typically
4), than the erase exits with a fail. Otherwise, the Verasy applied to the matrix ip-
well is incremented by AVg and another erase pulse follows.

If HEV is successful for all the columns of the block, then the electrical erase is
finished and the Vg of ali the cells is below 0 V. Anyway, we don’t know how
far away from 0V the Vyyr of the erased cells is. In other words, the erased
distribution width and its starting Vryr are unknown.

Table 12.5, Electrical erase pulse timings

Phase Time s Operation

Ty 5 Let nodes floating

Tl 200 Ramp Ip"WC]l o VERASE
T, 800 Erase voltage plateau
Ty 10 ip-well down

Ty 10 Shut down

Table 12.6. Elecirical erase pulse voltages for the selected block

Ty T T, Ty Ty
Bleven Float Float Float Float Float
BLodd Float Float Float Float Float
DSL Float Float Float Float Float
WLs (V) 0 0 0 0 0
SSL Float Float Float Float Float
SL Float Float Float Float Float
ip-well (V) 0 VERAS_E. VERARS;E 0 0

Table 12.7. Electrical erase pulse voltages for unselected blocks

To T, T, T T,

Bleven Float Float Float Float Float
BLodd Float Float Float Float Float
DSL Float Float Float Float Float
WLs Float Float Float Float Float
SSL Float Float Float Float Float
SL Float Float Float Float Float
ip-well (V) 0 Verase Verase 0 0
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Fig. 12.3. Erase flow: Program Before Erase and electrical erase

Since we know that strongly erased cells can be an issue because of the induced
floating gate coupling disturb (Chap. 8), we want to compact the distribution and
push it nearer to 0 V. Program After Erase (PAE) is the phase that have the goal
of compacting the erased distribution and programming the strongly erased cells.

Since PAE is a program operation, it is made up by program pulses (ISPP)
followed by Soft Erase Verifies (SEV).

As seen in Sect. 9.2, negative-Vyg sensing can be done in different ways. With
the classic solution (Sect. 9.2.1), all the wordlines are biased at the same voltage
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(e.g. 0.4 V); therefore, the verify operation can only measure the overall current of
the whole NAND string. In other words, the above mentioned verify technique is
not selective at the memory cell level. As a result, PAE programs all the wordlines
in parallel, and when the first string reaches the SEV level, then PAE stops. This
PAE verify, done at the sector level, can last around 15-20 ps.

Absolute negative verify (Sect. 9.2.2) is cell selective. In fact, the addressed
wordline is biased at ground while the unselected WLs are at Vpags. In this case,
PAE can look for and program only those cells which really contribute to the
string leakage. Of course, this second verify technique is more time consuming
and it can be longer than 30 us.

Fig. 12.2

Program After
Erase (PAE)

VseL = Vstart pag

T=1
v Vser
Vet = VgL + AVppy Program Pulse
T=T+1 (PP)

VstarTPag

4

Negative Verify Operation | Soft Erase Verify

(see Sect. 9.2) (SEV)
PP PP PP PP

Fig. 12.4. Erase flow: Program After Erase (PAE)
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If the maximum number of PAE pulses is reached and SEV is not successful,
then erase operation exits with a fail. Otherwise, a Read All I operation is
performed. In this way, we are sure that the erased distribution hasn’t been too
programmed and the cells can be read as erased. If this last operation is successful,
then the block is correctly erased.

12.3 HV system

The high voltage system is shown in Figs. 12.5 and 12.6: those two figures must
be analyzed together.

On one side there are the charge pumps and voltage regulators able to generate
the voltages described in Tables 12.4 and 12.6; on the other side the HV switches
to carry those voltages on wordlines and selectors.

Let’s start with the selectors DSL and SSL. DSL selector is connected to the
global GDSL through a pass transistor and it can be biased at three different volt-
ages (Table 12.4) depending on the operation and on the specific phase of that
operation [2, 3]. In order to select the right voltage for DSL, there is the SW DSL
block (Fig. 12.6), whose inputs are: GND, Vgsppump used to bias the switch itself,
Vst and Vgpr. Vesiewmp is generated by the pump GSLPMP, while Vqg,, is the
output of the high voltage regulator GSL REG. Vgpy, is generated by the low volt-
age regulator GDL REG. For a detailed description of charge pumps and voltage
regulators, please, refer to Chap. 11.

SW SSL block plays the same role, as SW DSL, for SSL: in this case, 2 V is
not necessary and the block inputs are Vigieap, Vase and GND.

All the pumps and the regulators use a band-gap reference voltage Vgg. Vinr is
the output of the internal power supply regulator (Sect. 11.5). Vi is generated by
two different block: one is used when the NAND device is on (active) while the
other is activated during stand-by in order to reduce the overall power consumption.

A more complex system is needed to bias the wordlines. Looking at the example
shown in Table 12.2, the more sophisticated WL biasing scheme is required during
the inhibit phase of programming when five different voltages are used.

The addressed wordline WLgg; is biased at Vg which has different values
depending on the algorithm. The associated HV switch, sketched in Fig. 12.7, has
the following inputs:

— Vpasspmpr generated by PASSPMPI. 1t is a high voltage, regulated by an
internal HV regulator. Vsg,, has this value during algorithms that require high
voltage on the selected wordlines, typically program operation.

- VGSLPMP generated by GSLPMP.

— Vpereg generated by regulator PE REG. This regulator is used to control the
voltage Vpgpnmp coming from pump PEPMP. It is used during program and PBE.
Vrasspmpr and Vpgrrg can be used together, at least for certain voltages, for
speeding up the WLgg charge transient.

— Vgeap is a low voltage, output of READ REG. It is used during the read algorithm.
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The last two input voltages of SW SEL are Vpasspmpr and Vpgpyp. The latter
one is produced by PEPMP, as already said, while Vpasspmpz is produced by
PASSPMP2 pump; these values are used to bias the HV switches themselves.

During inhibit, WL.; and WL, (Fig. 12.2) are biased with the same voltage
VUNSELI: it can be chosen among VREAD9 VPASSPMPZ and GND. VGSLPMP and VpEpMp
are required by the HV switch for its internal functioning.

WL, is biased with Vynsero. In the inhibit scheme of Table 12.2 this value is
0V. SW VUNSEL2 can choose between two low voltage values GND and
Vieap- As usual, Vg pmp 1S used internally by the switch.

WL_3 is biased with VUNSEL3 it can be either VGSL or GND. VGSLPMP is used
again for the switch.

All the other wordlines inside the NAND string are named WLynsg, and biased
with VUNSELO which can be chosen among VPASSPMPb VSEV and GND. VSEV is the
voltage needed on wordlines during the SEV phase in the erase algorithm. The
voltage is generated by the regulator SEV REG. Other inputs of SW VUNSELO
are Vpgpmp and Vgstpwmp.

From the above description, it is clear how the wordlines are biased in the
inhibit phase of the program operation. In addition it can be easily understood how
the complexity of the HV system mostly derive from the different voltages needed
during programming [4]. Anyway, there are phases and operations where we don’t
need to distinguish among WL, WL_,, WL_, and WL_5. Let’s take, for example,
the read operation when we need 0V on Wlgg, and Vpags (generated by
PASSPMP1) on all the other wordlines. In that case, SW VSEL outputs Vgeap
while SW VUNSELO outputs Vpasspmer- All other HV switches keep their outputs
at GND. The row decoder transfers Vgg, on Wlgg and Vynspro on ail the
unselected wordlines.

During PBE all the wordlines need to be biased at the same voltage Vpass. In
this case there are two possible solutions:

1. Vsgr, equal to Vpagspupr, is used for all WLs.
2. VUNSELO; equal to VPASSPMP], is used for all WLs.

A dedicated switch is used for the dummy wordlines. DWL<0> is biased with
VunseLpo. This voltage can be chosen among GND, Vpasspmer and Vppymenmpe. The
latter voltage is generated by a specific pump PDUMPMP. DWL<1> is biased at
VUNSELD1-

The row decoder enables all these voltages on the wordlines and selectors by
mean of the voltage Vg c. Also this voltage can be chosen, through a switch, among
Vasiemps Veeemp, Veassempr and GND. When Vi ¢ is high enough it opens all the
transistors in the row decoder to bias the wordlines in the proper way.

Finally, we can have a look at the NAND matrix. Source is biased with Vyrsgc,
whose value is chosen by a switch among Vgs1, Vsource and GND. Vgourer 1S
generated by the regulator SOURCE REG. Also Vgspump inputs that switch.
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Fig. 12.6, HV system part 2/2
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Veeres Vpassemp

HV Switch HV Switch
Fig. 11.32 Iﬁ :___“ | Fig. 11.32

VasLpump VREAD

HV Switch HV Switch
Fig. 11.32 | |[:: JI:“ Fig. 11.30

=

Flg. 12.7. VSEL HV Switch

VEerase 18 used to bias matrix wells (ip-well and n-well): it is chosen through a
switch among Vpasspmp1, Veereg and GND. Also Vpasspmpz and Vipgpve input the
switch.

As just described, HV system is very complex since a lot of pumps and regulators
are needed to generate all the voltages. The above description regards a system
with the voltages summarized in Tables 12.4 and 12.6. As we will see in Sect.
12.6, there could be other voltage tables with a corresponding different HV
system. Moreover, this is not the only way to design the HV system, since there
could be more or less pumps depending on the design constraints. For example, in
a dual plane device, it can be necessary to have two PASSPMP1 because of the
capacitive parasitic load when driving all the wordlines at Vyysgro.

12.4 Wordline decoder

One of the most critical circuits of the High Voltage (HV) system is the one used
to bias the WordLine (WL). Actually, when it comes to NAND memories, a single
wordline is not enough: all the wordlines belonging to the same NAND string
must be properly biased at the same time. As a result, the Row Decoder, also
called Wordline Decoder or Wordline Driver [5], has to provide a set of voltages:
these values are defined by the algorithms described in Sects. 12.1 and 12.2 (see
Chap. 8 for the read operation).
The wordline driver comprises:

e A Pass-Transistor (PT) for each wordline. These transistors are used to transfer
voltages from the Global WordLines (GWLs) to the wordlines.
® A circuit to bias the gates of the above mentioned pass-transistors.

The sizing of the components inside the row decoder is particularly critical. On
one hand, the size of the pass-transistors (i.e. their series resistance) must not slow
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342 12 High voltage overview

down the wordline charge/discharge transient too much; on the other hand, all
these transistors must be placed nearby the matrix, where the physical wordline
begins and, therefore, they must occupy as less area as possible.

Table 12.14 contains an example of the voltages needed by the NAND string
during programming; Tables 12.6 and 12.7 do the same for erasing. When NAND
technology provides only NMOS-type HV transistors, a possible implementation
of the wordline driver is shown in Fig 12.8.

The biasing circuit of the gate of PTs consists of only one high voltage NMOS
(MT1). At first, all the gates are biased at a high voltage Vpgrecy through M1. Then,
M1 is switched off and, thanks to the gate-drain parasitic capacitance Cgp (Fig.
12.9), the rising transient of GWL performs a boost of Vpic, as shown in the
simulation of Fig 12.10.

However, there are several critical aspects to consider. First of all, the designer
has to deal with a precharge phase of the PT gates: this phase must occur before
biasing the global wordlines, otherwise the boost effect would be lost.

VPRECH

HV
ENABLE ___l M1 Precharge

Transistor
Vo MATRIX
GWWL<0> F WTTL | weo | . | . | . | . 1| |
I S i sl lake
ower w1 wL<2> | i | |:|JJ:| | rj | i
% 117
o | T | ey el gy
s | =TT | mese || 0 i
o =TT L |y ),
T 11T

Fig. 12.8. All-NMOS wordline driver
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Fig. 12.9. Parasitic capacitors Cgp are used to boost Vg ¢
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S

- Fig. 12.10. Simulation of the circuit described in Fig. 12.8

The precharge voltage Vprpen has to match Vyax, which is the maximum
voltage required during each algorithm. Vyax is not an issue during the read
operation, when the voltages are relatively low, but it ends up being close to the
breakdown voltage during the program operation. The duration of the precharge
phase must be calibrated to allow Vpgpey reaching Vyax: this time increases the
overall operation time, especially during programming.
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344 12 High voltage overview

With reference to the circuit of Fig 12.8, precharge is driven by the ENABLE
signal. In order to fully exploit the precharge benefit, ENABLE has to be biased
with a voltage greater than Vpggen, in order to recover the threshold voltage
Vum of transistor M1.

Particular attention deserves the boost operation. Once the boost has occurred,
Ve must guarantee that, even varying temperature and technological parameters,
each GWL and its corresponding WL are biased with the same voltage.
Unfortunately, process and temperature variations mean that the Vyy of the pass
transistors can vary as much as 100%. Therefore, the risk is to overcome the
breakdown voltage of the oxide in some PVT (Process Voltage Temperature)
corners allowed by the electrical specification of the NAND Flash memory.

A possible solution to this problem is shown in Fig. 12.11 where a diode-
connected transistor M2 has been added to the circuit of Fig. 12.8. M2 acts as a
voltage clamp. When the boost takes place, if the voltage reached by the PT gates
exceeds Vrawm, then M2-diode starts sinking current and, therefore, it clamps
Vgre. As M2 is a MOS transistor, also its threshold voltage Vrum, varies with
process and temperature. In order to reduce the difference between Vi, and the
Vru of pass-transistors, M2 is a NMOS transistor with the same size of PTs. Of
course, more diodes can be placed in series if there is the need of a bigger voltage
drop between Viie and VPRECH-

During the design activity, special care is taken when charging up the GWLs to
their precharge voltage (i.e., GWLs charge transient). Usually, the global
wordlines are very long lines that cross all the matrix without interruption, and
they are connected to a pass transistor in each block.

VpRrecH
| |
ENABLE ——”:V[ M1 MZJﬂ’-—'
VaLc - MATRIX
GWL<0> HY _1::[ WL<0> | —I | .'_] I ._l | "‘l | —'
| 3 ]:j l ﬁ | L,_—| : -

smer- —eJ [t
con —aT[1we 230

g

Fig. 12.11. Diode-connected transistor M2 is added to the circuit of Fig. 12.8
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12.4 Wordline decoder 345

As a result, GWLs are lines with a quite significant parasitic RC: a too slow
charge transient prevents the proper functioning of the boost operation. It is also
appropriate that this charge transient does not vary too much, changing block,
process and temperature, so as to make the entire operation more reliable.

It should be noted that the NAND block is selected through the ENABLE
signal. As already explained, ENABLE must be of type HV. Since, in a typical
NAND device, there are hundreds of blocks, hundreds of ENABLE signals should
be generated (through HV circuits), and then routed from the periphery of the
NAND device to the row decoder. Of course, this straightforward approach cannot
be adopted as it is extremely area consuming.

In order to solve this problem, the circuit of Fig. 12.11 is modified as in Fig.
12.12. M4 plays the role of discharge transistor while M3 is placed in series with
MI. In practice, PT gates are precharged in more than one block. Later on, V¢
of non selected blocks are discharged through M4.

The number of precharged blocks is a trade off between the number of HV
transistors in series with M1 and the number of HV signals to be routed within the
row decoder. Of course, the number of precharged blocks impacts the overall
power consumption of the HV system.

When the NAND process offers a HV PMOS, the HV switch of Fig. 11.31 can
be reused inside the row decoder. Once again, there is a distinction between the
pass transistors PTs and the circuit used to bias their gates as depicted in Fig.
12.13. M2 features a limit of 4-5V on the operational Vpg. M3 is a native
(depletion) NMOS. Threshold voltages of M2 and M3 are equal to —1 and —0.8 V
respectively. For detailed explanation of the positive feedback loop M2-M3,
please, refer to Sect. 11.6.

One of the main advantages of this solution is the fact that Vyy is equal to V¢
without asking for a boost operation. On top of that, the precharge phase can be
removed with the consequent improvement of the program time.

VpRrecH

v

H
ENABLE<0> —|| M3

Hv
ENABLE<1> ——|le1 M2 f_l

DISCHARGE I l%livm
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owezs —wTTT WL<2> | !:l |
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Fig. 12.12. Circuit of Fig. 12.11 is modified adding the discharge transistor M4
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Fig. 12.13. Row decoder with a HV PMOS

12.5 Hierarchical GWL decoder

As we have seen in the previous section, each GWL drives one wordline (through
a pass transistor) per block. In state-of-the-art NAND devices, there are 66
wordlines per NAND string: 64 data wordlines, plus two dummy wordlines to
cope with GIDL on edge wordlines (Sect. 4.5.1). In multi plane memories, like the
one shown in Fig. 12.14, it is common to have a complete set of GWL for each
plane: as explained in Sect. 12.4, this is required in order to decrease the parasitic
RC of the GWL, speeding up the rising transient.

At this point, it is worth noting that each GWL has to properly bias the asso-
ciated wordline during all the algorithms. As a result, the GWL driver is made up by
a number of HV switches (Sect. 11.6) equal to the maximum number of independent
voltages used at the same time. Assuming, for example, five independent voltages
required during programming, 66 wordlines and two planes, the total number of
HV switches for GWLs driving is 660. The area impact of GWL drivers is shown
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12.5 Hierarchical GWL decoder 347

in Fig. 12.15 which is a zoom of the bottom part of Fig. 12.14. It must also be
underlined that adding one more voltage immediately costs 128 HV switches.
Especially with multi-bit per cell technologies, the algorithms (Chap. 16) are
becoming really complex with a lot of different voltages required.

A possible solution for reducing the GWL driver impact has been proposed in
[6]. The basic idea is to exploit all the benefits of a hierarchical architecture [7, §8).

A Super Global Wordiine (SGWL) concept is introduced, as sketched in Fig.
12.16. Each SGWL is tied to a subset of GWL. In this particular example, there
are 24 SGWL. Dummy wordlines have their own specific SGWL. The issue
refated to Fig. 12.16 is that more than one GWLs are driven together, while there
is the need of addressing each GWL independently as in the previous solution.
Therefore, the architecture is modified as in Fig. 12.17 by using a Global Unit
Switch (GSU) and a specific SGWL_UN for unselected GWLs.

The SGWL driver is an analog multiplexer among all the independent voltages
required by the algorithms: in Fig. 12.18, for instance, each SGWL can carry as
much as five different voltages in order to be compliant with the block diagrams
shown in Figs. 12.5 and 12.6.

Fig. 12.14. Dual plane NAND Flash memory
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Let’s consider, for example, a program operation. Based on the selected inhibit
scheme (Sect. 12.1) and on the addressed wordline, we assume that GWL has to
be driven by the voltage available on the SGWL<0> line. In this case, GSU<0>
transfers the voltage of SGWL<0> to GWL<0>, while GSU<24> transfers the
voltage of the SGWL_UN line to GWL<24>.

As a matter of fact, 24 independent voltages can be applied to the NAND string
using only 25 SGWL driver. With the standard approach, as in the HV system of
Figs. 12.5 and 12.6, there are just five independent voltages (Vgzi, Vunseros
Vunsert, Vunserz and Vynsers).

Indeed, with the above described hierarchical approach, adding one more
independent voltage during programming (i.e. in the block of Fig. 12.18) asks only
24 HV switches more (instead of 128 of the previous solution).

Figure 12.17 can be modified adding another SGWL_UN line and a third
switch per GSU. This is the base for developing an inhibit algorithm in which the
unselected WLs on the drain side are biased with a voltage different from the one
of the unselected WLs on the source side. -
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350 12 High voltage overview

The resulting inhibit scheme is very flexible as it is shown in Fig. 12.19. Under-
lined numbers refer to the available 24 voltages: it is worth remembering that each
of these voltages can independently be one out of the available voltages (e.g. 5,
Fig. 12.18) in the SGWL driver.

Therefore, the above described approach is particularly suitable for the complex
inhibit algorithms required by the XLC storage (Chap. 16).

NAND string biasing
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13 Redundancy

A. Marelli' and R. Micheloni*

13.1 Redundancy concept

Redundancy is part of the NAND circuits which take care of its reliability. In
addition to redundancy, modern NAND Flash use error correction codes to
improve device reliability.

Redundancy and ECC have the same goal, but they try to achieve a better
reliability from a very different point of view. Different sources described in
preceding chapters (Chap. 4) produce errors during device’s life. In other words,
the device is error-free when sold, but program-erase cycles or consecutive reads
generate failures in the memory. ECC takes care of errors during device’s life; those
errors depend on the technology used and on the use of the NAND itself [1, 4].

Anyway, it is also usual to have errors due to defects in the devices production
process. The technology used to produce a NAND memory is very complex, so
that it is possible that some bitline contacts are not produced as wished, causing
bitline shorts, or it can happen that some cells cannot move from the erase state.
High productive costs don’t allow the discard of every defective memory and,
therefore, designers must find a way to correct these hard fails occurring in the
production phase. Physical redundancy allows the correction of defective memory
parts.

Physical redundancy was the only way to recover defective parts in former
Flash Memories, when technology was not so complex and ECC use was not
considered.

Conceptually it is very easy: the defect is recognized during Electrical Wafer
Sort (EWS); if it is a repairable error, a redundancy element is set in a permanent
way, in order to substitute the defective element (Chap. 15). It follows that
redundancy requires additional circuits, such as spare bitlines or spare blocks, in
order to be able to substitute the defective parts.

The rest of this chapter will explain how it is possible to understand the
necessary redundancy resources and how the substitution can take place.

Generally speaking, redundancy is divided into row redundancy, block redundancy
and column redundancy.

! Integrated Device Technology, alessiamarelli@gmail.com
2 Integrated Device Technology, rino.micheloni@ieee.org

R. Micheloni et al., Inside NAND Flash Memories, DOIL 10.1007/978-90-481-9431-5_13, 353
© Springer Science+Business Media B.V. 2010
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354 13 Redundancy

Block redundancy is often applied to block 0, because the device specifications
require block 0 to be correct. Every time the defective block is addressed, the
device will read the substitutive block instead.

Due to their particular structure, NAND memories haven’t row redundancy.
When a wordlines short occurs, the block containing those wordlines is marked as
bad. The number of bad blocks in a device is defined in the memory specification
and represents the number of block containing one or more erroneous bits. Blocks
are marked as bad during the production phase and can’t be programmed or
erased. On the contrary, it is necessary to have a mask preventing their write or
read.

The topic of this chapter is column redundancy, i.e. the substitution of bitline
shorts or bitlines containing defective cells. Anyway, before going on, it is
necessary to remind the memory architecture and how redundancy is inserted in it.

13.2 NAND architecture and redundancy

As we will see in the following sections, there could be a lot of redundancy
schemes: some choices are made on probabilistic computation basis, some others
on design complexity, but most of them depend on the device architecture. This is
the reason why it is important to remind the blocks involved and their impact on
redundancy architecture [2, 4, 9, 15, 16].

. Address }
Register/Counter =
ke
3
ALE——n 3 NAND Flash
CLEey) -
RE — Command Algo controller £ Memory Array
Interface 4-H High Voltage ;O
Logic Generator
' Page Buffer
- . - N Column Decoder <=
=P Command Register I >
) 4 F P
ECC [¢ »] /O bus
v

'1 I/0 Buffers & Latches ‘

Data Out

Fig. 13.1. Device logic view
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13.2 NAND architecture and redundancy 355

Figure 13.1 is a device logic view. Data input and data output from device go
through 1/O and represent read data or data to be written or addresses or
commands [6-8].

Command Interface Logic receives some control signals in order to understand
what the device can or must do at a particular moment and communicates with
Microcontroller (Chap. 6). This one is able to drive signals to high voltage circuits
or page buffers.

Every time a read or a program or an erase operation is issued to the matrix, the
address must be indicated. This is the reason why I/O are directly linked with
Address Registers. The address bus goes to wordline decoder and column decoder.
Row and column decoders identify the block, the row and the bitlines involved in
the operation.

Let’s now see how the array is composed. The matrix is made up by all the
cells representing the device size. In other words, 1 Gb device matrix is composed
by 1 giga cells if the device is SLC or half giga cells if the device is MLC (every
cell stores 2 bits). The matrix cells can be organized in a single or multi-plane
architecture.

Figure 13.2 shows a dual plane device. Wordline decoder is in the middle of the
two planes (in some devices there could be one row decoder per plane), while, at
the bottom, there are page buffers and column decoder (in some devices there
could be page buffers also in the upper part).

On the horizontal direction the cells are organized in wordlines and on vertical
direction in bitlines. A block is made up by a group of wordiines (typically 32 or
64) and that is the basic unit that can be erased.

Every time an information is read or written in matrix, it is contained in page
buffers before going to the I/0. Figure 13.3 shows a NAND block.

N
™ NAND Block

)
g
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Q
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o
=
=

Page Buffers Page Buffers

BL decoder BL decoder

Fig. 13.2. Dual plane device
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Fig. 13.3. NAND basic block

Wordlines stack (32 or 64) is bordered by Drain Select Gate (DSG) and Source
Select Gate (SSG) contacted with that block. Bitlines (typically 8 or 16 KB)
contact the whole plane and end in page buffers or sense amplifiers.

The bitline length is a critical parameter to take in account, when dealing with
parasitic effects. Therefore, sometimes bitline is cut in half parts, contacting in this
way only half plane. Bitlines are divided into even and odd. Even bitlines contain
information related to a page, while odd bitlines contain information related to the
consecutive page. In this way every wordline contains two logic pages for an SLC
device and four logic pages for a MLC device [10-14]. Supposing to have an SLC
device with a stack made up by 64 wordlines: each block contains 128 logic pages.

It follows that every time a read or a program operation is issued, only a
number equal to half bitlines (or a quarter in case of bitline cut) is involved at the
same time. Therefore, it is possible to have a number of page buffers equal to half
the number of bitlines, so that one bitline even and one odd end in the same page
buffer. This won’t be true anymore with the All Bitline Architecture (see Chap. 8).

Every time we operate on the array, the address is composed by different fields
(Fig. 13.4):

e One data field is the block address. It is typically composed by at least 10 bits
and is decoded by row decoder.

e One data field is the logic page address. This address involves both row
decoder, that must identify the wordline and column decoder, that must enable
even or odd bitlines. It is typically composed by S or 6 bits depending on the
stack size. WL address length is one bit shorter compared with page address
length. The non-involved bit is used by column decoder to understand if even
or odd bitlines are involved in the operation.

¢ One data field identifies the bytes and regards only column decoder. Usually
we operate with 4 or 8 kB pages, so that it is composed by 16 or 17 bits.
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13.2 NAND architecture and redundancy 357

BL Address

Block Address Page Address

Fig. 13.4. Different data fields composing the address

Suppose we have a single plane device without bitline cut option (Fig. 13.5).
The array is composed by only two blocks made up by four wordlines and 2 bytes
per page.

Suppose we want to address block 1, page 3 and byte 0.

The address generator generates 5 bits going to row and column decoder.

Row decoder uses 3 bits in order to recognized the addressed wordline, in the
figure WL 1 of block 1. Column decoder uses the remaining 2 bits to identify the
byte and even or odd bitlines. In the figure, page buffers of byte 0 and odd bitlines
are enabled. _

Generally speaking, column decoder involves much more bits in respect to row
decoder and is designed in a hierarchical way. In the figure the enabled bitlines are
in bold. We must observe that, in case of a device with bitline cut architecture, we
would have doubled the number of page buffers and only half bitlines would have
been enabled.

Column decoder makes also an electrical-topological scrambling so that
contiguous data won’t be in contiguous places in matrix. In the figure it is possible
to see that data, composing the same byte, are not consecutive. The major effect of
the scrambling is to redistribute noise, in order to decrease the probability of
having catastrophic events that could destroy the whole information of a byte.
This effect is useful both for redundancy that substitutes defective bitlines in the
matrix and for ECC that deals with bytes composing a page.

[ [
EC Q0 Ei Oi

Address N
Generator

Row Decoder

- 5 S N ) A :
P [ F 1
( Column Decoder |

*

Fig. 13.5. Single plane device composed by two blocks, four wordlines and 2 bytes per
page
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Fig. 13.6. Electrical-topological scrambling in a NAND array

In this way matrix is divided in eight different areas: the first area will be
composed by all bit 0 of all bytes, the second one by all bit 1 and so on (Fig. 13.6).

A short among two or more bitlines in the first area involve bit 0 of two or
more different bytes (and not consecutive).

In the following, we will see how redundancy substitutes defective bitlines.
Anyway, it is worth to anticipate that the substitution can involve one or more
bitlines at the same time, but the number of bits necessary to identify them is
different. For the example of Fig. 13.5 the substitution of an even and odd pair
needs 4 bits (there are 16 bitline pairs), while the substitution of a single bitline
needs 5 bits (there are 32 bitlines).

13.3 Process data failure analysis and redundancy
requirements

1t’s not easy to understand how many redundancy resources are necessary for a
given device and how the substitution can be carried out, since the choice involves
many different design aspects. On one hand, the substitution can’t impact over
read and program operations, this requires circuits to be optimized in order to
reduce area and time overhead. On the other hand, we don’t want a too high
number of redundancy resources, because they introduce an area overhead.
Therefore, for a given technology, it is worth to have a probabilistic analysis of
fails, in order to minimize the chip failure probability due to redundancy.
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13.3 Process data failure analysis and redundancy requirements 359

13.3.1 Failure analysis concept

The chip failure probability due to redundancy allows the comparison of different
solutions, before designing them. In the next sections some particular architectures
with their probabilistic analysis will be discussed. Here we will introduce some
basic concepts.

Usually, NAND memories require a redundancy resource in two fail cases:
bitline short and single cell fail. In single cell fails the whole bitline is substituted,
even if only one cell is in error. On the other hand, bitline shorts are due to
problems with metallization deposition and affect all the cells belonging to two or
more bitline.

Figure 13.7 shows a bitline short for a given NAND device.

Let Nc be the cell number in a matrix, Nb the bitline number and p the cell error
probability; it is possible to compute the probability Py of a device failure due to
lack of redundancy resources.

Ne T 13.1
Plf:b[(l—p%} (13.1)

Obviously, this formula is no more valid in case of redundancy substitution.
Given a technology, it is possible to understand which is the cell error probability
and than compute the chip failure probability due to redundancy.

As already explained above, bitlines are divided in even and odd. Every time a
bitline needs to be identified an address x plus a single bit to discriminate between
even and odd is used. Every time a redundancy substitution is performed, a
redundancy address y unable to discriminate between even and odd is associated
with failure address x. In this way one bitline even and one bitline odd is involved
in every substitution.

It is although possible the substitution of only one bitline, with advantages and
disadvantages compared with the bitline-pair choice.

First of all, the pair substitution requires an address shorter of one bit. Suppose
having a device with 32.768 bitlines: 16.384 even and 16.384 odd. Every time the
address indicates a bitline fail, both even and odd bitlines are substituted, so that
the address must be able to identify only 16.384 bitlines.

Fig. 13.7. Picture of a bitline short
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360 13 Redundancy

Note that, in this case, one redundancy resource is composed by one even
bitline and one odd bitline. It follows that a device with 512 redundancy resources
has 1,024 bitlines dedicated to redundancy.

Then, the substitution table is halved in bitline-pair substitution. For the
example taken into consideration, bitline-pair substitution needs 512 matches
before ending resources, while single bitline substitution needs 1,024 matches
before ending resources. In other words, single bitline substitution has a table of
1,024 rows (number of substitutions) and 15 columns (address to identify 32,768
bitlines). Instead, bitline-pair substitution has a table of 512 rows and 14 columns,
with an area gain (in terms of fuses as will be explained after) of more than 50%.

Every constraint increases chip failure probability due to redundancy, so that
this area gain could reflect a reliability decrease.

As already said, redundancy takes care of two error sources: single cell fails
and bitline shorts,

If we analyze single cell fails, the substitution of 512 pairs over 16,384 or 1,024
over 32,768 is very different. Figure 13.8 shows chip failure probability due to
single cell fails for a device (or a part of it) that substitutes 64 bitline pairs over
4,096 pairs or 128 bitlines over 8,192 bitlines,

As it is possible to see, the bitline-pair substitution is worst than single bitline
substitution. The real gap depends on the number of cells belonging to the same
bitline, so that the difference highlighted in the figure have only an explicative
purpose. Anyway, the substitution of single bitline is better for all the probabilities,
because there are less constraints and less resources are “wasted” in comparison
with bitline pairs substitution.

100 ; H H =

Failure Probability

T —s640n4096 |
/ {---1280n8192 ||

1071 ' i
107 107

Celt Error Probabitity

Fig. 13.8. Failure probability due to single cell errors for a device applying bitline pairs
substitution (continuous line) or single bitlines substitution (dashed line)
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Fig. 13.9. Possible position of short between two bitlines in matrix

The situation changes if we analyze failure probability due to bitline shorts.
Supposing a bitline short could affect only two bitlines, cases presented in Fig. 13.9
can oceur.

For cases (a) and (c) the short involves two bitlines (light grey in the figure)
associated to different redundancy resources, so that two resources must be used.
Instead, in case (b) the short is between two bitlines associated to the same
redundancy resource, so that a single substitution takes place.

In case of single bitline substitution, every time two resources are used, while
with bitline-pair substitution a single resource is used in 33% of cases.

It’s not possible to state what is better between a gain in area or a decrease in
failure probability, since it depends on the number of resources needed, on
available area and on failure probability targeted.

Anyway, the trend shown between single bitline or bitline-pair substitution can
be worked up to the substitution of four bitlines at the same time. In that case, there
will be another 50% gain in area, in comparison with bitline-pair substitution.

Figures 13.10 and 13.11 show failure probabilities for these different substitutions
in single cell errors case or bitline shorts case.

The two figures show different behaviour in case of single cell fails or bitline
shorts.

For single cell error source, the substitution of single bitlines is always better
compared to bitline-pair or four bitlines substitution. If the error source is the
bitline short, the substitution of a single bitline is better only for small probabilities.
When bitline short probability grows, we gain more with the substitution of two or
four bitlines, because there are cases in which it is possible to use only one
resource.

In the following we will treat methods in which one substitution involves one
even bitline and one odd bitline.
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Fig. 13.11. Failure probability comparison for bitline shorts in case of single bitline
substitution, bitline-pair substitution and four-bitlines substitution

13.3.2 EWS substitution
Once a device is in production and under test, it is possible to understand how
many redundancy resources are used.
Tests list is very long (Chap. 15) and for every single test executed, a redundancy
substitution is afterwards performed. At the end of the EWS flow we know how
many redundancy resources have been used and we can obtain a figure like the

one depicted in Fig. 13.12b.
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Fig. 13.12. (a) A wafer containing N chips and (b) a wafer where in every chip position the
number of redundancy resources is indicated

Figure 13.12a represents a wafer, where every square is a chip. Figure 13.12b is
the same wafer as Fig. 13.12a, where the numbers indicate the redundancy
resources used by the chip in that position.

It is also possible to perform more accurate analysis, for example we can
understand how many devices are failed due to lack of redundancy resources, after
a specific test.

Figure 13.13 shows the failure probability for a given device, after some
tests indicated as bins. Suppose that bin 140 and bin 120 are redundancy tests;
it follows that the failure probability due to redundancy for that device is
1.77% + 1.56% = 3.33%.

EWS output result can be very complex with details regarding all tests. Even
redundancy structure can be very complex: resources can be split in independent
blocks.

We can have up resources located at the top of the device or down resources
located at the bottom. Otherwise, the resources can be split in right and left
redundancy blocks.

As a consequence, an accurate analysis of redundancy failures can lead to
specific topological tests.

Figure 13.14 represents redundancy analysis for a device having the resources
split in up and down blocks. The redundancy test is called 40 times during EWS
flow. The graph represents a lot, therefore, it is the sum of a high number of dice.
One line represents the number of dice surviving a specific test. For example, tests
5-25 haven’t an impact on the number of surviving dice (around 120), while test
30 generates the fail of 67% of dice.
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Fig. 13.13. Failure probability for a device subjected to a test flow indicated as a sequence
of bins

There are two lines showing the average number of resources used after a
specific test, split in up resources and down resources. Tests 5-25 haven’t an
impact on the number of surviving dice, because redundancy is substituting all the
defective bitlines.

For example, test 25 has the same number of surviving dice compared to test
24, but it requires 10 more up resources and 10 more down resources. Test 30 has
a big impact on the number of surviving dice, but it also requires a significant
increase in the number of redundancy substitutions. It also introduces a topological
difference between up resources that are more used and down resources. Up and
down resources had the same behaviour until test 30.

Finally, this kind of graph underlines some aspects not evident during design
phase, teading to more accurate behavioural and topological analysis.

In the following we will see how the substitution takes place during EWS and
how fails are recognized.

For every device of every wafer the fail map is drawn. The map is basically a
matrix where the defective position is indicated.

Now, we must understand if the defective bitline can be substituted, depending
on redundancy constraints architecture or on redundancy resources number. If
failures can be substituted, we must associate the defective position with the
chosen resource.

In other words, if we want to substitute the fail bitline 3 with the resource 5, we
have to force the device to read/write resource 5 every time the bitline 3 is
addressed. This association is made only one time during the production phase and
is valid for all the device life.
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Fig. 13.14. Redundancy fails analysis during EWS

Basically, fuses, associated to redundancy circuitry, (see Sect. 13.5) are burnt in
a permanent way, so that the association is never lost.

Once the fuses are burnt, previous tests must not have any fails, because now
the device is able to associate redundancy resources to defective bitlines.

13.4 Redundancy architectures

There isn’t a unique method to perform redundancy substitutions. The most suit-
able method depends on the memory architecture, on failure error rate and on
microcontroller structure. Then, some area constraints can be imposed to redundancy
circuitry. There could also be speed constraints to perform one substitution; this
time can be very different in SLC or MLC case.

In multiplane devices usually substitutions are independent from plane to plane.
In the following two different methods, one hardware and one software, will be
described.

13.4.1 Realtime substitution

This substitution method is hardware based. Redundancy resources are not
contiguous inside the matrix and they are mixed with data (Fig. 13.15). Therefore,
there aren’t bitlines more immune to topological defects and the failure probability
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is uniform. This is an important fact, because there aren’t substitutions for the
defective redundancy columns.

Redundancy resources can be split in different independent groups, depending
on the matrix structure.

For example, suppose we have an architecture where row decoder is in the
middle of the matrix, in this case the plane is divided into left half-plane and right
half-plane. Redundancy resources, as well, would be divided in left and right
groups. We can design these groups as completely independent or we can remove
this constraint and use right resources for left half-plane or vice versa.

Redundancy resources can be divided into up and down groups, too. Also in
this case, it is possible to choose between independent groups or shared groups.

It is important to know if the device reads/writes one byte or one word per time,
since the substitution is realtime during read or program and we must know how
many bits are addressed at the same time. Hardware-based method substitutes »
bits for every word addressed. Given:

o Lword the addressed word length (8 or 16 bits)
e 5 the number of bits substituted for every word
¢ RS the number of available resources

the method is able to substitute » bits every Lword bits, till a maximum number of
nRS substitutions.
Let’s take Fig. 13.16 as an example.

NAND
MATRIX

DATA

RED
DATA

RED
DATA

RED
DATA

Fig. 13.15. Redundancy resources location inside matrix
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Fig. 13.16. Architecture for a hardware-based redundancy substitution

In this example the matrix is made up by 2,048 bitline pairs. There are 256
redundancy resources split in four groups of 64 resources each. There are only two
MUX, one in the upper part and one in the lower part, so that left and right
resources are shared, while up and down resources are independent.

The four blocks in the corners contain the addresses of the columns that must
be substituted. Bitline address is an input of these blocks. During every read or
program, we verify if the input address is equal to one of the addresses stored in
these blocks. A match means that that bitline must be substituted and a signal
REDIOEN is enabled.

We can suppose that the address of the bitline 100 is the one stored at the fifth
row of the block in the up-left corner. Once we read or write bitline 100, REDIOEN
signal is enabled and the fifth resource in the up left group is addressed. An
address can enable more than one redundancy resource, depending on how many
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368 13 Redundancy

bits can be substituted for every word. In the example, it is possible to substitute 4
bits (two from left group and two from right group) for every word composed by
16 bits.

Given that structure, it follows that, before data out or before writing in matrix,
the inputs of the MUX are the 16 bits addressed by the operation, 2 bits from left
redundancy resources and 2 bits from right redundancy resources. Other inputs are
the REDIOEN signal, that indicates if the redundancy substitution is enabled and
two signals (one from left and one from right) that indicates the bits that must be
substituted. The multiplexer makes the substitution and data out is composed by
16 bits.

The substitution of b bits for each word is a constraint that has a big impact on
the failure probability due to lack of redundancy resources, in particular when we
analyze single cell fails. In order to understand the mathematical computation of
this probability, we must define the parameters involved:

® NB, i.e. the number of bitline pairs in the device
s NC, i.e. the number of cells in the device

The first computed quantity is », that is the number of cells in a bitline pairs,
i.e. the number of cells substituted during each redundancy replacement. This
variable is computed as

_ne
NB

~ Given x the single cell error probability, the error probability p of a bitline is

n (13.2)

p=1-(1-x)" (13.3)

Other fundamentals parameters are:

e Lword, i.e. the addressed word length, i.e. 8 or 16 or 32 bits.

e Nblock, i.e. the number of the independent groups in which redundancy
resources are split. In the example of Fig. 13.17, Nblock is equal to two, since
left and right resources are shared.

¢ Nword, i.e. the number of words in every group.

¢ #RS, i.e. the number of redundancy resources in every group.

Given those parameters, it is possible to compute the probability p, that a word
doesn’t need substitution:

po=(1=py™ (13.4)
The probability p; that a word contains one fail is

py = Lword - p-(1- p)"*or*! (13.5)
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13.4 Redundancy architectures 369

The probability p, that a word contains two fails is

Lword word—
Pz‘—“[ ) )'pz-(l—p)” < (13.6)

and so on, until the probability that a word contains the & errors that we want
substitute.

Now, it is possible to compute the Chip Error Probability after redundancy for a
device that substitutes 1 bit per word:

nRS wword nblocks
CER =1 —(Z( . Jp{pg‘”"""] (13.7)
I

i=0

while the Chip Error Probability after redundancy for a device that substitutes 2
bits per word is computed as:

{ R S:l nblocks
2 nRS-2h
d nword —h) s
CER=1- Y ("w;r ]péf[ D ( woi )pipé’w"’d " J (13.8)
h=0 ] i=0

and so on, until the substitution of & bits per word.
Figure 13.17 shows the different Chip Error Probabilities with different
parameters.
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Fig. 13.17. Chip Error Probability after redundancy with different parameters
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The devices taken into account have the same size, except for the device whose
CEP is labelled as “D”, which has a size four times smaller and the device whose
CEP is labelled as “A”, which has a size twice smaller.

It is possible to see the effect of size on CEP, by comparing the solution “D”
and the solution “B” that use the same substitution scheme, i.e. 2 bits on a word.
The number of resources of the “B” scheme is doubled, but the failure probability
is much higher.

Even the lines “A” and “E” have the same substitution method (2 bits on a
byte), but the scheme “E”, corresponding to a bigger device, underlines a higher
failure probability.

However, in order to better understand the parameters effect on CEP after
redundancy, it is more interesting to analyze the probabilities referring to the same
size device (i.e. lines “B”, “C”, “E” and “F”).

First observation regards the number of bits on which we perform substitution:
as iword gets smaller, failure probability gets lower. In order to see this effect, it is
possible to compare schemes “E” and “B”, i.e. the substitution of 2 bits on a byte
and 2 bits on a word respectively. Scheme “E” is much better, even if the number
of redundancy resources is the same. Probability “E” shows another interesting
behaviour: it seems composed by two different parts with different slopes. We
have this behaviour because, for smaller probabilities, the fail is mainly due to the
chosen scheme (2 bits on a byte or 2 bits on a word), while the number of
resources doesn’t count since the substitutions aren’t frequent. At one point, the
graph changes its slope: we have reached the point where the number of resources,
instead the used scheme, has a big impact on probability and we begin to feel the
lack of them.

The increase in the number of resources would move the slope-changing-point
towards higher probabilities, while the introduction of a new constraint would
move that point toward smaller probabilities. Solution “C” uses the same scheme
as solution “E”, but there is the constraint of not sharing left and right resources.
The lines have the same behaviour for small probability but the scheme “C”
begins to feel the lack of resources before the scheme “E”.

Summarizing, from a mere probabilistic point of view, the best scheme is the
one used for the solution “E” where Lword is equal to 8 and we don’t have sharing
constraint.

Anyway, it is not possible to use for redundancy an Lword different from the
bus width the device uses. How is it possible to re-gain the lost failure probability
if Lword is 16 bits long?

First of all, it is possible to increase the number of bits substituted per word as
the scheme “F” shows. It represents the CEP after redundancy for a method that
substitutes 4 bits per word. In case of smaller probabilities the CEP is much better,
since it is possible to substitute defects that other schemes weren’t able to
substitute. However, also here we find the point of changing slopes. We can move
this point doubling the number of resources. Anyway, the main problem is that the
second part of the graph, where the lack of resources becomes dominant, is almost
vertical and it is not possible to work on this.
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13.4 Redundancy architectures 371

Finally, it is not possible to decide which is the best solution. Obviously, it is
necessary to have an accurate analysis, since there are a lot of parameters to take
into account. Surely, doubling the number of resources as the device size doubles
is not the right choice. On the contrary, if we don’t choose the right scheme,
doubling the number of resources takes to doubling the area occupied by
resources, without any benefits on the failure probability after redundancy.

There are memory architectures where bitlines are cut. In those architectures
even redundancy resources are cut. From a probabilistic point of view, this is
equivalent to doubling the bitlines and doubling the resources as well. Even in
these case we can’t conclude on the best solution and an accurate analysis of all
the constraints is a must. Anyway, we can state that here we “waste” less redundancy
cells when the fail is due to single defective cells, because we substitute only half
bitline pairs, instead of the whole bitline pairs.

The idea of substituting only some part of bitline leads us to the approach
described in the next section, which is not hardware-based anymore, but software.

13.4.2 Software substitution

The previous method is not convenient in single cell fails case, because it uses a
bitline-pair resource to substitute a defective cell. In that case, it should be better
substituting only the bitline portion the defective cell belongs to.

The following method gives the possibility to divide matrix in many strips
(Fig. 13.18) so that each strip has independent substitutions.

32(64)
strips

(AN RN E RN ]

32 32

Fig. 13.18. Matrix divided in 32 strips useful for software-based redundancy architecture
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372 13 Redundancy

Obviously, a bitline short needs the substitution of the whole bitline, while
single cell fail uses only a part of the redundancy resource.

Suppose Fig. 13.18 represents a matrix split in 32 strips with 64 redundancy
resources. Every strip has 64 resources and can execute substitutions independently
from other strips. It follows that it is possible to have 64 x 32 = 2,048 substitutions
for every plane, which is a higher number compared to previous method, with less
redundancy resources.

By the way, it is not possible to have a simple hardware structure (based on
MUX) and a realtime substitution during data in and data out is no more available.

This approach is software-based and there isn’t an impact on data in and data
out: substitutions are executed when data is already stored in page buffers. Every
substitutions is stored in fuses or in a non-volatile memory and is performed
during reading and writing busy time.

In this method the fuses structure is ROM-like. During every reading or
writing, the address y that has to be substituted is read from this ROM. This
information is used to remap data written by the user in redundancy area. This
approach increases busy time in reading or writing and needs to be careful
analyzed.

Anyway, it has a higher number of substitutions available and more flexibility.
A device with 32 strips and 64 redundancy resources can be easily reconfigured in
64 strips and 32 redundancy resources. In this way we can have a substitution
scheme during ramp up production phase, where there is a higher number of fails
and a substitution scheme during maturity phase, where busy time is a critical
parameter, especially in SLC devices.

The number of independent redundancy resources block depends on the
architecture chosen and on the way software is handled. If the substitutions are
performed by a central block like microcontroller, it is possible to have not
constraints at all. In that case, it should be possible to share redundancy resources
among planes, even if this is not easy from circuital and architectural point of
view. Anyway, if microcontroller has to perform redundancy substitutions, it has
to handle a big amount of information and that could be very hard. First of all, it
must to be able to address every redundancy resources, then it must have some
custom operations to read from fuses and execute substitutions. As explained in
Chap. 7, the introduction of new microcontroller operations is not easy, because
we could be obliged to increase opcode length. Additionally, the information
amount the microcontroller must be able to handle increases as the device size
increases.

In multiplane devices with bitline cut structure it is easier to split redundancy
resources in independent blocks. Substitutions are performed by finite state
machines. With this structure, we introduce a constraint that worsens failure
probability due to redundancy.

A structure composed by four different machines is able to perform four
substitutions at the same time. This is particularly useful, if dealing with a device
with busy time as critical parameter (typically NAND SLC). By using this approach,
busy time is reduced by four times compared to a device with redundancy performed
by microcontroller.
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13.4 Redundancy architectures 373

Before going on, we have to underline that less constraints enables us to reduce
redundancy resources (and gaining area) but the number of substitutions and so
the fuses (with their area) increase substantially.

The redundancy architecture depicted in Fig. 13.19 always substitutes even and
odd bitlines, it has 128 bitline resources and a fuses table composed by 2,048 rows
and 17 columns. In case of byte substitution, i.e. 16 bitlines at the same time, the
table is reduced to 2,048 rows and 14 columns but the number of resources needed
is 1,024.

In the following we will describe the structure of Fig. 13.19, where redundancy
resources are split in four independent groups and substitutions are performed by
finite state machines.

First of all, we must understand if we want to substitute bits (one bitline even
and one odd) or bytes.

All the involved parameters are analysed in Tables 13.1 and 13.2.

The two solutions are equivalent with the exception that the first substitutes the
whole byte, while the second one only the bit.

The number of independent modules »B is the same as the number of strips #S.
The number of bitlines substituted at the same time is 16 on a byte-based architecture
and 2 if the substitution is performed one bit at a time.

FSM1 FSM3

strips

[ X N N N

[ X W NN ]
o
—
=.
T
17

A A

FSMO FSM2

Fig. 13.19. Dual piane device with bitline cut structure. Redundancy resources are split in
four independent blocks and substitutions are performed by finite state machines

Micron Ex. 1025, p. 376

Micron v. YMTC
IPR2024-00911



374 13 Redundancy

Table 13.1. Bitline resources and BL substituted as a function of bit-based or byte-based
substitution

Solution N modules BL resources Strips BLs substituted
Byte nB 8 nBL nS 16
Bit nB nBL nS 2

Table 13.2. Failure probability and fuses number as a function of bit-based or byte-based
substitution

Solution CEP CEP single Time for N fuses
BL shorts cell fail substitution
Byte y X t Add - nB - nS - nBL2
Bit ¥y X t {Add+3) - nB - nS-nBL/2

The total number of bitline resources is nBL on a bit-based structure (nBL =
128 if 64 substitutions are available) and eight times nBL on a byte-based
structure, Therefore, from this point of view the substitution of a byte leads to a
eight times bigger resources area compared to bit-based architecture.

The failure error probability is the same in the two cases, either if we consider
single cell fails or bitline short fails.

The time per substitution is the number of clock pulses needed to execute a
replacement and depends on device architecture and on how substitution blocks
are designed. Anyway, it is certainly easier to substitute a whole byte, because the
device operates with a bus whose width is a multiple of byte. Instead, a bit
substitution requires more time or more area in the logic block that executes the
replacements. Summarizing, from this point of view, byte substitution is more
convenient.

Another parameter that involves area is the number of fuses needed, equal to:

N, = Aa’a’-nB-nS-iq-—‘;—é (13.9)

in byte-based structure, where:

e Add is the address length needed, in order to address every byte, e.g. if the
device is composed by 2,048 bytes, 4dd is equal to 11.

e nB is the number of independent blocks in which redundancy resources are
split.

¢ 1S is the number of strips in which the matrix is divided.

e nBL/2 is the number of available substitutions for every strip (division by 2 is
due to the fact that we substitute an even and an odd bitline at the same time).
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Fig. 13.20. Chip error probability due to bitline shorts varying the number of substitutions

The only difference in case of bit-based substitution is on Add, because now we
must address the bits, e.g. for a device composed by 2,048 bytes, Add is equal to
14.

It follows that the area occupied by fuses is higher in case of bit substitution. It
is not possible to state how much bigger is, because it depends on the device size,
although it can reasonably be around 20-30%.

Finally, also in this case, the choice must be based on the device we are dealing
with.

We have just seen that bit-based instead of byte-based substitutions haven’t an
impact on failure probability, but the change of other parameters can drastically
affect this probability.

The number of independent resources blocks is a constraint that can increase or
decrease failure probability as seen in the previous section.

Figure 13.20 shows different failure probability depending on the number of
strips or on the number of substitutions per strip. The device taken into account is
a dual plane 16 Gbit with bitline cut structure, where redundancy resources are
split in four independent blocks. The page is composed by 4,096 bytes and the
substitution is bit-based (two bitlines: one even and one odd).

Figure 13.21 shows the failure probability due to single cell fails for the same
device. The number of strips is essential in this case, so that there are represented
the lines regarding 64 and 32 substitutions with 64 and 32 strips.

— Fixing the number of resources, we observe that the increase in the number of
strips guarantees a better probability. Anyway, it must be noted that the
increase in the number of strips leads to a higher number of fuses necessary to
store the substitutions.
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- As shown by comparing the failure probability of 32 strips and 64 resources
with the failure probability of 64 strips and 32 resources, fixing the number of
fuses, a higher number of resources gives a better probability. However, it must
be noted that the difference between these two lines is not so high.

Even in this case, we must make an accurate analysis of the specific device,
because the shown probabilities are not parallel fines.

Once we have decided the number of strips and the number of substitutions per
strip, we must design the finite state machines that perform substitutions. Before
this, it is necessary to clarify how data are stored in fuses.

As already said in Sect. 13.2.2, defective data are recognized in EWS and a
corresponding fuse is burnt, so that the information is stored in a permanent way
in the device. In the next section we will see the structure of the fuses and how
they are arranged in the device. At this point, it is important to understand that
fuses contain a table with the addresses of defective bitlines. Let’s now see how
these tables are organized.

First of all, observe how the substitution due to bitline shorts is handled. A
bitline short involves the whole bitline pair (or half in bitline cut case). Therefore,
its address should be repeated for every strip, wasting a big amount of fuses. In
order to avoid this waste, we split the table so that the first part contains bitline
shorts substitutions, while the second part contains single cell fail substitutions.

General structure is represented in Fig, 13.22,

The device in figure is dual plane with bitline cut structure. There are four
redundancy resources independent blocks with four finite state machines.

Every machine has associated two fuses groups containing redundancy
information regarding the corresponding half plane.

10° -
H H - i /. ; i :
F —— 32 strips - 64 substitutions |} /
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Fig. 13.21. Chip error probability due to single cell fails varying the number of strips and
the number of substitutions per strip
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Fuses tables contain:

Pointers table

Bitline shorts table

Strip tables: one for every strip. It has the information of the strip itsetf
Bad block table

Configuration table

¢ @ o o o

Redundancy needs the first three tables.

The use of three tables instead of one guarantees a more compact information
writing. As already said, the first gain is in storing information of bitline shorts.
Then, observe that not all the strips require the maximum number of available

substitutions. On the contrary, most of the strips require less substitutions and some

strips doesn’t require any substitution at all. For this reason, it is not convenient to
keep 32 rows (if 32 is the maximum number of available substitutions) for every
strip.

F-ROM1 F-ROM3
(R EEHEE
FSM1 FSM3

y y
) i = N B

strips

[ N N N N J
[ N NN N

A | A

FSMO Fsm2
FHEEEH R EHHHE B
F-ROMO F-ROM2

Fig. 13.22. Dual plane device with bitline cut structure: it is highlighted the fuses place
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Looking at Fig. 13.23 the tables are described below.

¢ Pointer table: it contains the starting address of the bitline table and the starting
address of each strip table.

e Bitline table: it contains information about bitline shorts belonging the half
plane.

e Strip table: it is composed by a number of tables equal to the number of strips.

¢ Every table contains information on strip substitutions.

Every row of the bitline and strip tables is a binary string that indicates the
defective address and the position (right or left) of the defective bit.

Pointer Table

Bitline Table

Strip Tables

Fig. 13.23. Redundancy tables structure

ROW ADDRESS
SO

Start Addr, BL Table

Start Addr. Strip Table 0

Start Addr. Strip Table 1

Start Addr. Strip Table 2

| start Addr. Strip Table 3

Igtart Addr. Strip Table 4

[Start Addr. Strip Table 5

I Start Addr. Strip Table 31 ]

Fig. 13.24. Pointer table organization
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~~ | Bitlinetoreplace ; Redundancy Resource 15 Left

> Bitline to replace Redundancy Resource 14 Left

Start Address Bitline Table -
> Bitline o replace | Redundancy Resource 15 Right

Bitline to replace Redundancy Resource 14 Right

Bitline to replace Redundancy Resource 13 Left

AR RRARREELASE L] Redundancy Resource 12 Left

Bitline to reptace Redundancy Resource 13 Right

End Address Bitline Table
- —— Bitline to replace Redundancy Resource 12 Right

Start Address A Bitline to replace Redundancy Resource 11 Left
{StripTable) - 1 RS

~ Bitline to replace Redundancy Resource 10 Left

Fig. 13.25. Bitline table structure

With the help of Figs. 13.24-13.26 we will now describe how tables are
handled and how finite state machines work.

Row address selects the address of the row to be read. The first row of the table
is the starting address of the bitline table, while all other rows are the starting
address of every table containing information related to strip.

Every time we execute substitutions on strip i, we begin reading the table
containing information related to that strip, whose address is indicated in Pointer
Table (Start. Addr. Strip Table i). The last substitution of strip / is the one
indicated in row, whose address is (Start. Addr. Strip Table i +1)-1, i.e. it is the
preceding row of the address of the successive strip.

Since the maximum available substitutions are not used by every strip, it could
be possible having strips not using redundancy resources at all. In that case, the
address of strip i is the same of the address of the strip 7 + 1.

Bitline Table contains substitutions due to bitline shorts. Since bitline shorts
regard all the half-plane (or plane if bitline cut structure is not implemented), it is
useful to group all the data in a single table. In this way, we don’t have to rewrite
the same data for all the strips.

Bitline Table is the first table, so that the first substitutions performed are the
ones related to BL shorts. If we are dealing with a device with 32 redundancy
resources, bitline table will have a maximum number of 32 rows. Assuming that
all the substitutions are due to bitline shorts, there won’t be any resources in case
of single cell fails. The balance between bitline short substitutions and single cell
fail substitutions can be estimated on used technology and on the maturity of the
product. In that case, it is possible to reduce the rows number of the bitline table in
respect to the maximum number of the half-plane available resources.

The starting address of the Bitline Table is indicated in the Pointer Table, while
the last address of the Bitline Table is equal to the preceding address of the first
strip.

Every row of the bitline table is the address of a pair of bitlines {one even and
one odd) that needs substitution. A possible association between defective bitline-
pair and redundancy resource is indicated in Fig. 13.25. Bitlines pair indicated in
address 0 is substituted with the 15th resource on the left, while bitlines pair
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indicated in address | is substituted with the 14th resource on the left and so on,
until the end of the table.

When a redundancy resource is defective, it is associated with bitline address
111...11. Since the all 1 address is generally not valid in the matrix, the
substitution with a defective resource never occurs.

The structure of strip tables is very similar to the one of bitline table. As
already said, the starting address of a strip table is indicated in the pointer table,
while the last address of a strip table is the preceding one the starting address of
the next strip table. The association is the one already shown and the same
implementation is taken, in case of defective resources.

Now that it is clear how redundancy assignment is based on different tables, we
can explain how area can be further decreased (in addition to bit/byte schemes).

Increasing the number of rows containing substitutions increases the area
needed to store that information in fuses. In order to reduce the number of rows,
we need to reduce the number of resources or the number of strips, taking us once
again to the issues depicted in Tables 13.1 and 13.2.

By looking at Fig. 13.27, we try to find out the better scheme between one
compact but with a not-so-good yield and one with a good yield but a higher area.

Virtual table concept enables us to have the yield obtained by Sol/l with the
area needed in So/2.

The scheme uses the number of resources of Sol/, but the table is cut to a
number of rows inferior to the maximum number of available substitutions and
equal to the number of rows of Sol2 (Fig. 13.28).

Strip Table 0 .7 | Bitline to replace

Strip Table 1

Strip Table 2

Strip Table 3

Strip Table 31

’ Bitiine to replace

Bitline to replace

Bittine to replace

Bitline to replace

1111114111114

Bitline to replace

Bitline to replace

Bitline to replace

Bitline to replace

Bitline to replace

Bitline to replace

Bitline to replace

Bitline to replace

~
o
-~
~

Redundancy Resource 11 Right
Redundancy Resource 10 Right
Redundancy Resource 9 Left
Redundancy Resource 8 Left
Redundancy Resource 9 Right
Redundancy Resource 8 Right
Redundancy Resource 7 Left
Redundancy Resource 6 Left
Redundancy Resource 7 Right
Redundancy Resource 6 Right
Redundancy Resource 5 Left
Redundancy Resource 4 Left
Redundancy Resource 5 Right
Redundancy Resource 4 Right

Fig. 13.26, Strip tables structure
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It is worth noting that the same yield of Soi! is to be intended in the product
maturity phase when we don’t use all the resources.

Substitutions during data out are shown in Fig. 13.29.

Row address enters the pointer table. This one indicates the table that must be
read (bitline table or a strip table).

Let’s now suppose that Strip Table contains the address of a defective bitlines
pair. This address is associated with a fixed redundancy resource, e.g. the second

on the right.

: Sol1: 32 strips, 32 substitutions |

|

[ 3

! Strip Table 0 1
] 1
1 . 1
I Strip Table 1 "
1 _ o |
1 Strip Table 2 1
[ 1024 rows

1
V. TEErE T |
i 1
! Strip Table 30 ]
| t
! A 1
I Strip Table 31 | »
I
: Sol2: 16 stnps, 32 substitutions :
i . 1
" Strip Table 0 '
[ I
. mmmemes . 512 rows 1
t 1
I Strip Table 15 ]
1 1

rows

512 rows

Fig. 13.28 Virtual table concept
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Pointer Table | Row ADDRESS
Page Buffer Left Page Buifer Right
A User data + spare RR User data + spare RR
E:::::::] llllllmwwmml llllllmmMMwl
YDEC L YDEGCR e o
Bitline Table 3 A ]
1
I
Redundancy Register 1
LT [T T T T | !
1
Strip Tables - LEFT RIGHT - |
e I
o e | 1
1
s i
— 1
.................... l
.................. I
.............. ,
BITLINE TO REPLACE }——— ——————————————————— 1
Fig. 13.29. Redundancy substitutions during data out
Pointer Table ROW ADDRESS
Page Buffer Left Page Buffer Right
¢ User dafa + spare RR User data + spare RR
— ] RN !
YDEC L YDECR _ gm =
Bitline Table s IB
1
Strip Tables u \Redundancy Register

O O

[Crooa o |

LEFT

RIGHT

Fig. 13.30. Redundancy substitutions during data in
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13.5 Fuse ROM 383

The internal registers of finite state machine corresponding to that half-plane
contain already the address of eight right redundancy resources and eight left
redundancy resources. Bitlines pair address to be replaced inputs right YDEC.
This MUX has already downloaded eight right data bits.

At this point, the redundancy machine substitutes the fourth bit of data register
with the second bit of right redundancy resources.

We must observe that this finite state machine needs an update of the internal
registers containing redundancy resources every 16 substitutions.

Redundancy substitutions during data in are shown in Fig. 13.30.

As already said for data out, defective bitline pairs are indicated in strip table
beginning with the address read in the pointer table. The bitline to replace address
inputs left YDEC if that bitlines pair must be replaced by a left resource. Let’s
now suppose that the third data bit must be substituted by first left redundancy
resource. In the internal registers of the FSM it is stored the association, so that
every time the third data bit is addressed, the first left redundancy resource is read
instead.

13.5 Fuse ROM

Fuses contain information for the correct device functioning. FROM is a read-only
memory, programmed via laser-beam during the device production phase. The
information is stored in a non-volatile way and is permanent during the entire
device’s life. This information is composed by:

e Band-gap or circuit settings
e System settings
¢ Bad Block or Column Redundancy information

The column redundancy information reduction has a big impact on the reduction
of fuses area, because 90% of fuses area is occupied by column redundancy
information. The basic cell of a F-ROM (Fig. 13.31) is constituted by a fuse and
a selector transistor. The writing operation consists in destroying the fuse in a
permanent way. In this way, a F-ROM can be programmed only one time (in factory).

BL

| Results |

u| Pre-charge | lRead!

SEL

-
c
[}
®

w
m

SRRV

BL

..........

L 4

Fig. 13.31. Basic F-ROM cell and Read waveform
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F-ROM
Decoder &

Control E>
: . Fuses

circuits

Add’ { : $

ress

registers Sense amps & data latch

Address Data Out

Fig. 13.32. Fuse ROM architecture

The only operation a F-ROM can execute during the device’s life is a read
operation. This operation consists in connecting the fuse to the precharged bitline
(Fig. 13.31). A not-burnt fuse discharges the bitline to 0. A burnt fuse has a high
impedance that keeps the voltage bitline very near to the precharged value, so that
bitline is read as 1.

A F-ROM block scheme is sketched in Fig. 13.32. F-ROM is organized in the
classical matrix way. Based on the selected address, decoders address the proper
fuses. Sense amplifiers read fuses content, then digitalized as F-ROM data out.

There isn’t a univocal way to design fuses. Figure 13.33 represents a poly-
silicon fuse and Fig. 13.34 is its section AA. Surrounding metal layers are used to
isolate burning area, in order to avoid polysilicon parts going in neighbourhood
Zones.

» / poly

Fig. 13.33. Layout view of a polysilicon fuse
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Fig. 13.34. Cross section of fuse in Fig. 13.33
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Fig. 13.35. Layout view of 16 metal fuses

Fuses can be also be realized in metal. Figure 13.35 represents 16 metal fuses
organized in such a way to optimize area. The basic fuse word can be chosen and
generally it is an easily addressable number. The basic cell in figure is made by 4
bits up, 8 bits down and 4 bits up and it is repeated N times. A number of blocks
of Fig. 13.35 can be organized in a matrix 4s depicted in Fig. 13.36.

Fuses cannot be placed and filled up with information in a random way. First of
all, we must be careful with their positioning inside the device, since it is not
possible to have wires over F-ROM.
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386 13 Redundancy

Fig. 13.36. Array of metal fuses (F-ROM)

Supposing to have the floor plan represented in Fig. 13.37 and the software
redundancy structure explained in Sect. 13.4.2, it is useful to split fuses in four
independent blocks.

These blocks can’t be a continuous line in the near of the matrix, otherwise,
they will avoid the addressing of the top and bottom parts of the device.

Therefore, every block is slip in right and left part and the four FSMs handling
the half-plane substitutions are placed in the center.

If the number of substitutions concerning an half-plane cannot be contained in
only one right line and one left line we have to double the number of lines.

Fuses are logically seen as an information table (Fig. 13.38).

The figure represents the half-plane fuses table for a device adopting the
software redundancy substitutions explained in Sect. 13.4.2, with 32 strips, 32
redundancy resources and the virtual table option. The table has 16 columns. The
first part is made up by 64 rows containing bad blocks (BB) information. In other
half-plane tables these rows can contain the Parameter Page instead of the bad
block information. The pointer table is contiguous to the bad block table and has
the features already depicted. Rows indicated as CNF contain data needed for the
device settings or circuitry settings, the number of CNF rows depends on the
device itself. The last rows contain bitline table and strip tables constituted by 32
and 512-32 rows respectively. Observe that, organized in this way, the top part of
the table is always full of data, while the bottom part, containing redundancy
information, can be partially empty.
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Anyway, fuses are not organized as a table, so we need to translate this logical
organization in a physical way (Fig. 13.39).
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Fig. 13.37. A device floor plan, the dashed circles indicate where F-ROMs are located
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Fig. 13.38. F-ROM logical view
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388 13 Redundancy

The information concerning one half-plane are organized in four right rows and
four left rows. The control logic is placed between the first rows pair and the
second rows pair. This organization follows the way the laser machine works.
When the laser machine doesn’t have to burn a fuse, it passes over fuse without
performing any operation. Besides, in order to reduce fusing time, we can group
together a number of fuses that don’t have to be burnt. The laser machine proceeds
by passing over rows 00L-O0OR-O1R-01L-10L-10R-1IR-11L so the proposed
organization groups all the potentially empty fuses together.

The empty fuses can be used to store some algorithm parts or some particular
features required during the device maturity life, when most of the redundancy
resources won’t be used.

80 words 80 words
00| BB or parameter page PT 00 PT I CNF ‘ BT&ST
01 BT & ST 01 BT & ST
LOGIC LOGIC
10 BT & ST 10 BT & ST
11 BT &ST 11 BT & ST
Address(9:8) & Address(6:0) Address(9:8) & Address(6:0)

Fig. 13.39. F-ROM organization for an half plane

13.6 NAND block as OTP for redundancy data concept

The fails substituted by redundancy are mainly due to technological issues. There-
fore, as technology shrinks, the number of fails increase. Besides, as the device
size grows and as the technology shrinks, the number of redundancy resources and
the number of fuses needed to store the information increase a lot. Unfortunately,
the fuse size doesn’t decrease with technology, so that the ratio between matrix
area and device area will became more and more disadvantageous.

We can overcame this limitation by storing redundancy information in an OTP-
like block instead of fuses [3]. OTP structure is based on non-volatile memories,
so it decreases with the matrix as technology shrinks. During device power on, all
the information, already stored in the OTP block, are transferred in the circuitry
configuration latches or in the device RAM (redundancy information). Theoretically,
this transfer is not necessary and the information can be read from the OTP block
every time is needed. Due to the NAND matrix structure, every block suffers from
disturbs coming from all other blocks erase. OTP block can’t be reprogrammed,
so, during all the device’s life, it will suffers erase disturb. It follows that, at some
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13.6 NAND block as OTP for redundancy data concept 389

point, the information won’t be correct anymore and couldn’t be used. This is the
reason why it is useful to transfer the information during power on.

We must carefully choose OTP block inside the matrix, because it contains
essential information for the device functioning. First of all, OTP block can’t be a
fixed block, e.g. block 0, because that block could be bad. The best block, in terms
of parameters, can be chosen as the OTP block. Once the OTP block is chosen
during EWS phase, it is programmed with all the necessary information and it is
marked as bad in order to avoid its addressing for a write or an erase operation.

The address of the OTP block, needed by the memory, can be stored in fuses.
In this way, the amount of necessary fuses is only the ones containing the OTP
block address. During power on, the device reads the OTP address from fuses and
then reads the OTP block in order to transfer and store all the parameters.

Observe that we must read the OTP block without the read parameters, since
they are stored in the block itself.

Anyway, the read operation must be performed every time in the same way,
without the reading parameters stored inside the OTP block and the information
must be the most reliable possible. For these reasons, also the write operation
(performed during EWS) must be executed with proper parameters. Threshold
distributions must be as far away as possible, in order to be able to perform the
reading with relaxed voltages and timings. In addition, it is worth to write in a
SLC way the OTP block, if we are dealing with a MLC device.

Moreover, redundancy substitution is disabled, because column redundancy
information isn’t available during this read.

In order to be able to guarantee the reliability of the information stored in the
OTP block, single cell fails or bitline shorts inside the block itself must be
corrected with an error correction scheme. This particular ECC handles only this
block. Therefore, we require a low circuital complexity even at the cost of a high
number of parity bits. During EWS screening, the possible OTP blocks can only
be those ones with a number of errors less than the ECC correction capability.

Figure 13.40 shows different ECC schemes with different error correction
capabilities, different circuital complexity and different number of parity bits.

Let’s now suppose to have 6,144 bits of information that need ECC protection,
some of the possible schemes are:

e A majority code 1 over 3. Every bit is written three times and the correction
capability is 1 bit over 3 bits. If we suppose to have a 16-bit word, the code
requires 19,664 bits, it has rate 5/16 and a minimal computational complexity.

e A majority code 2 over 5. Every bit is written five times and the correction
capability is 2 bits over 5 bits. If we suppose to have a 16-bit word, the code
requires 32,768 bits, it has rate 3/16 and a minimal computational complexity.

* A majority code 3 over 7. Every bit is written seven times and the correction
capability is 3 bit over 7 bits. If we suppose to have a 16-bit word, the code
requires 49,152 bits, it has rate 2/16 and a minimal computational complexity.

* A majority code 7 over 15. Every bit is written 15 times and the correction
capability is 7 bit over 15 bits. If we suppose to have a 16-bit word, the code
requires 98,304 bits, it has rate 1/16 and a minimal computational complexity.
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¢ An Hamming code corrector of 1 bit over 15. Every word contains 11
information bits and four parity bits. If we suppose to have a 16-bit word, the
code requires 8,944 bits, it has rate 11/16 and a higher computational
complexity.

e A linear block code corrector of 2 bits over 15. Every word contains seven
information bits and eight parity bits. If we suppose to have a 16-bit word, the
code requires 14,048 bits, it has rate 7/16 and an even higher computational
complexity. In this case, the decoding operation is represented by a matrix
containing all the possible syndromes for one or two errors.

e A linear code corrector of 3 bits over 15. Every word contains three
information bits and 12 parity bits. If we suppose to have a 16-bit word, the
code requires 32,768 bits, it has rate 3/16 and a very high computational
complexity.

Majority3 |0 1l | R=516 1 erroron 3

Majoritys [0 0] | R =3/16 2 erroron 5

Majority7 [0011010[(1111010[ | R=2M6 3erroron7
0 1
Majority1s [0 6110100011061 00] ] R=1/16 7 error on 15
0

Hamming1err(0 0 0 00 1000000000f | R=11/16 1 error on 16

0000000060CQ0CO0

Hamming 2err [0 £ 001070000000 00] | R=716  2emoronts
0000000

Hamming 3err{0 1 0 01000001000 0] | R =3/16 3 erroron 16
000

Fig. 13.40. Possible ECC schemes for the OTP block
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Figure 13.41 represents the probability of error for the proposed schemes.

If the cell error probability is near 107, the single error correction (Hamming
scheme or majority scheme) is not enough. If the cell error probability is less than
107, the seven error correction code is too much.

As regarding all the other schemes, it is not possible to state which code is better.
The choice depends on the number of parity bits involved (higher in majority
codes) and on the computational complexity (higher in linear block codes).

Probabitity of error

BER

Fig. 13.41. Probability of error for the schemes proposed in Fig. 13.40
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14 Error correction codes

T. Zhang', A. Marelli*> and R. Micheloni®

14.1 Introduction

As we have seen in Chap. 13, redundancy covers manufacturing defects while
ECC takes care of the failures during the life of the device. This chapter deals with
error correction codes applied to NAND Flash memories. In fact, when the
memory is placed in its final application, different reasons for errors (see Chap. 4)
can damage the written information so that it could happen that the read message
is not equatl to the original anymore [1].

Before proceeding on, it is necessary to introduce some basic definitions.

The error probability p, also known as raw bit error rate (BER), is defined as:

_ Number of bit errors (14.1)
Total number of bits

The Chip Error Probability (CEP) is defined as:

Number of chip errors(p) (14.2)

CEP(p) =
(P) Total number of chips

Considering a memory chip formed by B blocks of 4 bits, the CEP before ECC
(CEP,, ) is given by:

CEP,(p)=1~(1-p)* (14.3)
Assuming to use a block correction code of ¢ errors, the CEP,,, is
CEP,,(p)=1-(1-b)" (14.4)
where 4 is the failure probability of the block to which the ECC is applied

b=1=[Py+P +P+..+P] (14.5)

' Rensselaer Polytechnic Institute, tzhang@ecse.rpi.edu
2 Integrated Device Technology, alessiamarelli@gmail.com
3 Integrated Device Technology, rino.micheloni@ieee.org
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394 14 Error correction codes

P; is the probability of / errors in a block of A bits

AY . .
b :(l.jp'(l—pr“’

In conclusion we have that

(14.6)

B
CEP, (p)=1- [(l - p)* +(ﬂp(l -ty +(f}p'(l ~ p)A_'} (14.7)

Figure 14.1 shows the graphs of CEP,, (indicated as “No ECC”) and CEP,,, as
a function of p for a system with 4 Gbit memory, 2 kB block and ECC able to
correct one, two, three, four or five errors. Assuming a raw BER of 107, 1-error
ECC gives a Chip Error Probability of 100 ppm, while a 2-errors ECC recovers
five orders of magnitude.

10

T ——— T T )it sl
- -~ S
Co G v
Z Wo R o‘gg/ // S 4/
3 - o8 e 4 / 4
4 o &7 S /
[ N e e 7 .
5 7 &80 S
E ; e O & /
u ~ A3 & O
@ e Y VA
X e e @ @ &%)
g & 7 G
o~ - & &) &
- Py &
8 10 7 / s @/
3 p &S
® o e Ly, q;/
=4 s Vs /@
- : e S S L
Q . s
§ 107 .. ye . / . / .
oy /:/ y / :
U] A - /
- / /
SR s / /
£ - / :
© 107l i La ! / ; o ; "
10" 10" 107° 10° 16° 107 107 10°° 10

BER

Fig. 14.1. Graph of the Chip Error Probability for a system with 4 Gbit memory. The CEP
parameters for correction codes of one, two, three, four and five errors are given

14.2 Mathematical background

Error correction codes add redundant terms to the message, such that, on reception, it
is possible to detect the errors and to recover the message that has most probably
been transmitted.

Correction codes are divided into two well separated groups: block codes and
convolutional codes. The first ones are so defined because they treat the information
as separated blocks of fixed length, in contrast with convolutional codes which
work on a continuous flow of information.
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14.2 Mathematical background 395

Another important distinction is between hard decision codes and soft decision
codes. This distinction is not based on the structure of the code itself but on the
way the information is treated by the code. A binary hard decision code treats all
the data in a digital way, i.e. “0” or “1”; in other words, the analog information is
converted into digital format using one fixed reference level. On the other hand, a
soft decision code uses also reliability information about the decision, e. g. 2 “0” is
read with a 90% reliability or a “1” is read with a 10% reliability.

14.2.1 Block codes

Schematically, a block m of k symbols is encoded in a block ¢ of # symbols (n > k)
and written in a memory. Inside the memory, different sources may generate
errors ¢ (see Chap. 4), so that the block message r is read. The block » is then
decoded in d by using the maximum likelihood decoding strategy, so that d is the
message that has most probably been written [2—4].

A Code C (Fig. 14.2) is the set of codewords obtained by associating the ¢*
messages of length % of the space 4 to g" words of length » of the space B in an
univocal way. A code is defined as finear if, given two codewords, also their sum
is a codeword. When a code is linear, encoding and decoding can be described
with matrix operations. ‘

Definition 14.1 G is called generator matrix of a code C when all the code-
words are obtainable as a combination of the rows of G.

Each code has more than one generator matrix, that is all its linear
combinations. Each code has infinite equivalent codes, i.e. all those obtained by
permutation or linear combination of the matrix G.

A encoding c

Fig. 14.2. Representation of the space generated by a code

Therefore, encoding a data message m consists in multiplying the message m by
the code generator matrix G, according to Eq. (14.8).

c=m-G (14.8)
Definition 14.2 G is called in standard form or in systematic form if G = (I, P),

where /; is the identity matrix &£ x k and P is a matrix kx (» — k). If G is in standard
form then the first & symbols of a word are called information symbols.
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396 14 Error correction codes

Theorem 14.1 If a code C/n, k] has a matrix G = (/; ,P) in standard form, then
there is a parity matrix H = (—=P' I,.;) where P’ is the transpose of P and it is a
matrix (n — k) x kand 1, is the identity matrix (» — k) x (n — k).

Systematic codes have the advantage that the data message is visible in the
codeword and can be read before decoding. For codes in non-systematic form the
message is no more recognizable in the encoded sequence and it is necessary to
have the inverse encoding function to recognize the data sequence.

Definition 14.3 The code rate is defined as the ratio between the number of
information bits and the codeword length. ,

Definition 14.4 If C is a linear code with parity matrix H, then x-H is called
syndrome of x.

All the codewords are characterized by a syndrome equal to 0.

The syndrome is the main actor of the decoding. Having received or read the
message r, first of all it is necessary to understand if it is corrupted by calculating:

s=x-H' (14.9)

There are two possibilities:

e s = 0 => the message r is recognized as correct;
o 5# 0 =>the received message contains some errors.

In this second case we use the maximum likelihood decoding procedure, that is
we list all the codewords and we calculate the distance between » and the code-
words. Therefore the vector ¢ that has most likely been sent is the one which has
the smallest distance from r.

Definition 14.5 1t is called minimum distance or Hamming distance d of a code,
the minimum number of different symbols between any two codewords.

We can see that for a linear code the minimum distance is equivalent to the
minimum distance between all the codewords and the codeword 0.

Definition 14.6 A code has detection capability v if it is able to recognize all
the messages, containing v errors at the most, as corrupted.

The detection capability is related to the minimum distance as described in Eq.
(14.10).

v=d-1 (14.10)

Definition 14.7 A code has correction capability t if it is able to correct each
combination of a number of errors equal to ¢ at the most. The correction capability
is calculated from the minimum distance d by the relation:

‘= {kl] (14.11)
2

where the square brackets mean the floor function.
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Between the length » of the codewords, the number & of information symbols
and the number ¢ of correctable errors, there is a relationship known as Hamming
inequality:

57} o
i

f=0

Substantially, the number of parity symbols (n — k) has to be sufficient to
represent ail the possible errors. A code is defined as perfect if the Eq. (14.12) is
an equality. In this case all the vectors of the space are contained in circles of radius

‘= P;l} (14.13)
2

around the codewords. Perfect codes have the highest information rate of all the
codes with the same length and the same correction capability.

Codes are not fixed and they can be manipulated or combined depending on
applications. The possible operation to increase the minimum distance of a code is
the extension.

Definition 14.8 A code C/n,k] is extended to a code C'/n + 1,k] by adding one
more parity symbol.

Generally, for binary codes, the additional parity bit is the total parity of the
message. This is calculated as sum modulo 2 (XOR) of all the bits of the message.
We can observe that, by itself, this type of code, called parity code, is enough to
detect, but not to correct, an odd number of errors.

In a lot of applications there are external factors not subject to error check
which determine the length permitted to an error correction code. Non volatile
memories, for example, operate on codewords that have a length power of 2.

When the “natural” length of the code is not suitable it is possible to change it
with the shortening operation.

Definition 14.9 A C[n k] is shortened into a code C'[n — j k — j] by erasing j
columns of the parity matrix.

Observe that both the shortening operation and the extension are applicable
only to linear codes.

Another operation that can be performed with codes is the concatenation (Fig.
14.3). This operation is based on the combination of two different codes called
inner code (Cjy) and outer code (Cpyr). Concatenated codes were first developed
in 1966 by Dave Forney.

Here is the concept. Cjy is decoded using a maximum-likelihood approach; in
this way, the error probability decreases with increasing length. Cpyy is a block
code of length N and, therefore, it can be decoded in polynomial time of N. The
resulting concatenated code C;y © Cyyy combines together the error probability
property of the inner code and the decoding time property of the outer code.
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Typically, the inner code is a soft-decision convolutional code with a short
length and the outer code is a longer hard-decision block code (e.g. BCH or Reed
Solomon). As the erroneous output of the convolutional code is bursty, the outer
code must be more robust to burst errors. Additionally, an interleaving layer may
be used that spreads burst errors across a wider range.

] 1 1
[ .| t
1 1 13
1 L 1
OUTER - INNER H
.. encoder I encoder H
1] ) 1
i L | v

= Do !

i Cour Vo Cin i | Channel
! o i
! Vo i
H 1o i
< OUTER - INNER :
decoder - decoder ]
1 [} 1
P i
1 1 1

Fig. 14.3. Schematic diagram of the codes concatenation

14.2.2 Convolutional codes

Convolutional codes have been widely used in applications like sateilite com-
munications. The greatest difference in comparison with block codes is that the
encoder has a memory and this means that, at every clock pulse, the bits encoded
depend not only on the Ath information bit but also on the preceding m ones.
Besides, a convolutional encoder converts the whole information string, without
taking into account the length, into a codeword. In this way not all the codewords
have the same length.

The construction of the convolutional codes is not based on the distance
because it is not possible to define a distance for them. For this reason, there aren’t
closed formulas describing the error correcting capability of the code and it must
be simulated. In Fig. 14.4 there is a comparison between the correction capabilities
of convolutional and block codes.

In Fig. 14.5 an example of a convolutional code is represented. The squares are
memory elements. The system is ruled by an external clock that produces a signal
every #, seconds, the effect is that the signals move in the direction of the arrows
toward the following element. The output therefore depends on the current input
and on the two preceding ones.

Given an input ¢ = (..., C., Co, Ch .. ) where [is a second of time, the
outputs are two sequences v and v% ! —( vl vl v, v,,. ) Vv ={(.. VL
Vo, V2., V¥, 0. At time [ the input is ¢; and the output isv = =W, v ,) w1th

v =¢ + ¢ (14.14)
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vi=e 4o te, (14.15)
where the sum is meant as binary addition.

Consequently the code is linear and with memory 2. The codeword is formed
as:

vz 01 2 12 1.2

v= ('"’v—17v~1>v0’V0>Vl=V[ s ViV ,) (14.16)

As for the block codes, the encoding is calculated as v=¢-G. Called D the delay
operator, v and ¢ can be written as:

C(D)Z"'+C_]D_]+Co+01D+CzD2+"’ (14.17)

vi(D)=-+v DV v +viD+viD? 4. (14.18)
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Fig. 14.4. Probability of error occurrence and error correction

Sequence generators, also known as generator polynomials, can be written as
polynomials using the same approach.

Now consider the code of Fig. 14.5. The generator polynomials are:

g =00)=1+D* g, =(11)=1+D+D? (14.19)

The decoding algorithm used in this kind of codes is the algorithm of maximum
likelihood. The discoverer of this algorithm is Andrea Viterbi. The state of the
encoder is defined as the content of memory cells. If X is the number of memory
elements, the number of states is 2K The state diagram consists of knots,
representing the states, and lines, representing the state transitions. Figure 14.6a
shows the state diagram of the code introduced in Fig. 14.5.
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/‘L B
(1)
¢
=T<
. > Vs

Fig. 14.5. Example of convolutional code (2,1,2)

For example, if we are in the state S, and the input is a 0, we reach the state S,
meanwhile the output, following Eqs. (14.14) and (14.15), will be 01. On the other
hand, if the input is a 1, we can reach the state S; and the output will be 10.

A Trellis diagram [2, 3] can be deduced from the state diagram by tracing all
the possible input/output sequences and the state transitions (Fig. 14.6b).

The Viterbi decoding algorithm makes use of the Trellis diagram and describes
a procedure of maximum likelihood decoding. The likelihood is described through
a metric like the Hamming distance (Definition 14.5). Of course, different metrics
are available and the designer has to choose the most suitable depending on the
transmission channel.

Viterbi Algorithm is made up by five steps as describe below.

e Step 1: since it is not possible to wait for the whole word which could be
endless, truncate the word at time b.

e Step 2: beginning at time ¢ = 0, compute the partial metric for the single path
entering each state. Store the survivor path and its metric for each state.

e Step 3: increase £. Compute the partial metric for all the 2 paths entering a
state by adding the branch metric entering that state to the metric of the
connecting survivor at the previous unit.

e Step 4: for each state, compare the metrics of all the 2 paths entering that state,
select the path with the smallest metric (the survivor) and delete all other paths.

e Step 5:if r < b repeat steps 3 and 4, otherwise stop.

The decoding complexity of this algorithm grows exponentially with the
number of memory elements used in the convolutional encoder. The disadvantage
in the use of convolutional codes is that a constructive method to generate them
does not exist; for values K of practical interest the search for good codes must be
carried out in an exhaustive way by trying out all the possible connections, with
some rules to reject the bad solutions as fast as possible.
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14.3 BCH codes 401

Besides, despite the sure advantage of a high hardware parallelism, the decoding
requires a lot of memory to store the surviving paths and it is necessary to wait for
the end of the transmission to decide on all the information bits. Their greatest use
is in concatenated codes and in turbo codes, generally combined with a cyclic
code or with a non-symmetric error channel.

0/00 |
R 11
1/00

0/11 1741

10
Sy @ 32
0/01 01 1"
0/10 110 ‘
o =0 t=1 t=2 t=3

&)

Fig. 14.6. () State Diagram and (b) Trellis diagram of circuit in Fig. 14.5

14.3 BCH codes

BCH codes belong to the most important class of cyclic algebraic codes. They
were found through independent researches by Hocquenghem in 1959 and by
Bose and Ray-Chauduri in 1960 [5, 6].

For BCH codes the minimum distance can be ensured during construction.
Generally speaking, in order to know the minimum distance for a linear code with
generator polynomial g(x), it is necessary to compute the distance between all the
possible codewords. BCH codes, by imposing some constraints on the generator
polynomial, are able to ensure a “designed distance”.

Definition 14.10 Let § be an element of the Galois Field GF(¢"). Let b be a
non-negative integer. A BCH code with "designed" distance d is generated by the
poiynomlal g(x) of minimal degree that has d — 1 consecutive powers of 8: £,

s 8777 as roots. Given ¥ the minimal polynomial of g%/ for 0 <i<d — 1,
g(x) is computed as:

glx)= LM {yo (e )y (x),. 0o ()} (14.20)

and the data carried by the code is £ = n-deg(g(x)).
It is possible to show that the designed d is at least 2¢ + 1, hence the code is
able to correct 7 errors.
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If we assume b=1, and B a primitive element of GF(g™) the code becomes a
narrow-sense and primitive BCH code of length ¢" — 1 able to correct ¢ errors. We
shall now consider narrow-sense primitive BCH codes.

In general, the decoding of a BCH code is at least 10 times more complicated
than the encoding. In the following we will deal only with binary BCH codes,
whose structure is presented in Fig. 14.7.

computation Computation locations

m ¢ ool s A X e m
o}
» encoder E % o] Syndrome A Ervor
i
E

Fig. 14.7. General structure of a binary BCH code

14.3.1 Encoding

Suppose we have a BCH code /n k] with generator polynomial g(x) and a message
m(x) to encode, written as a polynomial of degree £ — 1.

First of all, the message m(x) is multiplied by x™* and subsequently divided by
g(x), obtaining a quotient ¢(x) and a remainder r(x) in accordance with Eqgs.
(14.21) and (14.22).

m(x)-x”_k _ r(x) (]4‘21)
R T
m(x)-x”"k +7(x)=gq(x) g(x) (14.22)

The multiplication of the message m(x) by X" produces, as a result, a
polynomial of degree #» — 1 where the first » — & coefficients, now null, will then
be occupied by parity bits.

Therefore the encoded word c(x) is calculated as:

o(x) = m(x)-x"* + r(x) (14.23)

Practical implementation of Eq. (14.23) is depicted in Fig. 14.8. Note that,
since we are considering binary BCH codes, the sum is actually a XOR, while the
product is an AND.

The structure is formed by »n — k registers and there can be a maximum number
of n-k multiplications by the coefficients of the generator polynomial. The content
of the registers has to be summed to the incoming bit if the corresponding
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14.3 BCH codes 403

coefficient of the generator polynomial is 1, otherwise there will not be any wire
indicating the sum.

For the first & steps, the message inputs the structure and contemporarily goes
out to form the codeword. At the end, the » — k registers contain the parity bits.
The parity bits output in #» — k clock pulses. Note that the latency of this structure
is n.

gate [«
0 1 gz G-kt
bo by by ... o I »{ -+
() ™. Codeword -
Parity
. symbols

Fig. 14.8. Binary BCH encoder

14.3.2 Decoding

The decoding operation follows three fundamental steps, as shown in Fig. 14.7.

¢ Calculation of the syndromes
¢ Calculation of the coefficients of the error locator polynomial (usually done
with Berlekamp—Massey algorithm [1, 6-8])

e Calculation of the roots of the error locator polynomial (usually done with
Chien algorithm [1, 2, 4])

During the transmission or the reading of the encoded message some errors
may occur. Also the errors can be represented by a polynomial that has coefficient
1 in correspondence with every error’s position:

E(x)=Ey+Ex+..+E, x"" (14.24)
Observe that, in order for the code to be corrector of ¢ errors, at most £ non-nulil

coefficients are allowed in Eq. (14.24).
The read vector R(x) is therefore:

R{x)= c(x)+ E(x) (14.25)
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The first decoding step consists in calculating the 2r syndromes for the read
message:

R®) e S i 1cicn (14.26)
v (x) v, (x)
S, (x)=0,(x)-w,;(x)+ R(x) with 1<i<2¢ (14.27)

In accordance with Eqs. (14.26) and (14.27), the received vector is divided by
each minimal polynomial ¥; forming the generator polynomial, thus getting a
quotient Q,(x) and a remainder S(x) called syndrome.

At this point the 2 syndromes must be evaluated into the elements g, 5%, 5°,...,
B* whose ¥, are the minimal polynomials. With reference to Eq. (14.28) this
evaluation is reduced to an evaluation of the message received in 8, £ £°,..., ',

since ¥{(f') = 0 (for 1 <i<2¢) by definition of minimal polynomial.

s')=5,=0,6 }v.ls')+ Rlp' )= rlp') (1428)

Consequently, the ith syndrome can be calculated either as a remainder of the
division between the received message and the minimal polynomial ¥;, then
evaluated in £, or as the evaluation in § of the received message.

Observe that, in case no errors occur, the polynomial received is a codeword:
therefore the remainder of the division of Eq. (14.26) is null and all the syndromes
are identically null. On the other hand, verifying if the syndromes are identically
null is a necessary and sufficient condition to understand if the read message is a
codeword or if some errors occurred.

For binary codes we use the property:

S, =87 (14.29)
2i i

It is therefore necessary to calculate only ¢ syndromes. The syndromes are
linked to the error positions, in fact:

S, =R(@'y=c(a)+ E(a') = E(a') (14.30)

By indicating the error positions with X and the number of errors that have
really occurred with v (for a code corrector of £ errors it must be v <), we get Eq.
(14.31).

S, =E(@)=x% +x +.+x%
, ' ' v (14.31)
=X{+X5+..+X, :ZX,’
=1
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From Eq. (14.31) we get Egs. (14.32) called power-sum symmetric functions:

S;=X1+Xs+...+X,

3, 43
S;=X2+ X34 +X3 (1432)

Szl—-l = X]zl—l +X§l—] +...+X51_1

Each method for solving these equations is a BCH decoding procedure.

Definition 14.11 It is defined as error locator polynomial A(x) the polynomial
whose roots are the inverse of the error positions.

From the definition we have:

Alx)=TIL,(1-xx,) (14.33)

Observe that the degree of the error locator polynomial gives the number of
errors that occurred. The degree of A(x) is ¢ at most, so, in the case more than ¢
errors occur, the polynomial 4(x) could erroneously indicate ¢ or less errors.

For each error X; it must be:

T AX T 4ot A X+ ALX T =0 (14.34)
Multiplying by X/ we get
X+ AXTT e A X ALY =0 (14.35)

then, by summing over j,

v ) v ) L4 ;
DX A X LAY XD =0 (14.36)
J=1 J=1 J=1

Si+l’ +A1S,‘+V_] +... +Aij - 0 (1437)

which rewritten in matricial form becomes:

Sv+1 Sl Sz Sz Sv Av
Sv+2 S2 SB S4 Tt SV+1 AV-1
S, =18 S, o S AL (14.38)
S2v—1 Sv Sv+1 Sv+2 S2v-1 Al

Consequently, once the syndromes are known, it is possible to find the
coefficients of the error locator polynomial.
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406 14 Error correction codes

The last step of the decoding process consists in searching for the roots of the
error locator polynomial. If the roots are separate and they are in the field, then it
is enough to calculate their inverse to have the error positions. If they are not
separate or they are not in the correct field, it means that the word received has a
distance from a codeword greater than ¢. In this case an incorrigible error pattern
occurred and the decoding process fails.

14.4 Reed-Solomon codes

Reed—-Solomon codes were described for the first time in 1960, in the article
“Polynomial codes over certain finite fields” by Reed and Solomon [9]. It is only
later that the close link with BCH codes was understood.

There are a lot of ways to present Reed~Solomon codes; in the following we
will prefer the one that more closely links them to BCH codes. In this way, we
will be able to underline that Reed—Solomon codes are a subset of BCH codes g-ari.

Looking back to the Definition 14.10 of BCH codes we can affirm:

Definition 14.12 Reed-Solomon codes are BCH codes ¢"-ari with n=¢" — 1.

The construction of the generator polynomial g(x) results to be very simple, as
the minimal polynomial in GF(g™) of an element § in GF(¢") is simply x — S.
Generally Reed—Solomon codes correct symbols instead of bits.

Therefore, a generator polynomial of a Reed—Solomon code has the form

g(x)= (x_ﬂb), (x~ﬁ”+‘ )._'(x_ﬂb—ldl-—]) (14.39)

and the code has k=¢" — 1 — 2¢ information symbols.

Similarly to BCH codes, assuming 4 = 1 we get narrow-sense codes, even
though, in applications, the choice b = 0 often simplifies the computational
complexity.

A particular case, and surely the most used in applications, concerns Reed-
Solomon codes in GF(2™), where each symbol is composed by m bits.

Suppose, for example, we search for a code whose symbol is a byte, namely 8 bits.
By definition of Reed—Solomon codes, the codeword length is fixed at 2° — 1 =
255 bytes. In the particular case of a code able to correct two symbols, we need
four parity bytes.

Now, suppose we wish to construct a Reed—Solomon code in GF{(8) corrector
of two error symbols. The primitive polynomial of the field is x > + x + 1. The
code is seven symbols long, three of them are information symbols. The generator
polynomial must have four roots in GF(8):

RN

The code just described corrects two symbols, each composed by 3 bits. It is
however wrong to deduce that such code corrects 6 bits, since, if errors occur in
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14.5 BCH versus Reed-Solomon 407

different symbols, the code is unable to correct them. Thus, the code is able to
correct a number of bits varying from 2 to 6 depending on the position of the
errors inside the symbols. Due to the fact that they were born to correct symbols,
Reed—-Solomon codes are particularly suitable when burst type errors occur.

The general structure of a Reed—Solomon code is that of Fig. 14.9. Reed—
Solomon codes require a further step (Forney algorithm [1-4]) during the
decoding process, compared to binary BCH codes, since it is not enough to know
the error positions but it is also necessary to know their magnitude.

o) Y
Error
maghitude
m
S s ) A E X e m
yndrome p| EfTOr
—31 encoder computation ) Computation locations

Fig. 14.9. Structure of 2 Reed-Solomon code

14.5 BCH versus Reed-Solomon

The choice of the more suitable cyclic code for a particular application is not
simple and it would be useful to know the distribution and the generation of the
errors in details.

For this reason, it is not possible to say whether a Reed-Solomon code is
superior or inferior to a binary BCH code. The greatest difference between the two
codes is the correction basic unit, as BCH code corrects bits, while the Reed—
Solomon code corrects symbols. Therefore, a BCH code corrects ¢ bit errors, while
the Reed—Solomon code corrects ¢ symbols of s bit errors, which can be a variable
number of bits: from ¢ bits if errors occur in different symbols up to s¢ bits in case
errors occur consecutively. At a first glance this may seem an advantage, which
however is fully exploited only if the error source is of burst type which is not the
case for NAND memories (Chaps. 13 and 4).

The choice of a code can also be based on the occupied area. In this case we
have to note that both hardware implementation and the number of parity bits
contribute to increase area. Regarding this last aspect, fixing the same correction
capability, Reed-Solomon codes require a greater number of parity bits, as shown
in Table 14.1.

For what concerns the encoding implementation, the difference is surely that
binary codes require binary operators (AND and XOR), while Reed—Solomon
codes require operators in GF{2") which have a greater computational complexity.
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Besides, since Reed—Solomon codes also require a greater number of parity
bits, also the generator polynomial has a higher degree, and consequently the
number of operators results to be higher. The remainders of the divisions must be
stored into registers. Given the structure of the two codes, while BCH codes
require the storage of bits, for Reed-Solomon codes it is necessary to store
symbols.

Table 14.1. Number of parity bits required by Hamming inequality (minimum), BCH and
RS codes

Data Min BCH RS Min BCH RS Min BCH RS Min BCH RS
bits T=14¢=1 t=1 =2 t=2 (=2 =3 t=3 (=3 t=4 (=4 (=4
2,048 12 12 18 22 24 36 31 36 54 40 48 72
4,096 13 13 18 24 26 36 34 39 54 44 52 72
8,192 14 14 20 26 28 40 37 42 60 48 56 80
16,384 15 15 22 28 30 44 40 45 66 52 60 88
32,768 16 16 24 30 32 48 43 48 72 56 64 96

The hardware structure of the syndromes calculation involves the same consider-
ations made for the encoding: the Reed—Solomon codes require a greater number
of operators with a greater complexity. Besides, Reed-Solomon codes require the
calculation of 2f syndromes, a number doubled if compared to binary BCH codes
which exploit the binary property:

Sy =8} (14.41)

Consequently also the inputs to the Berlekamp algorithm are doubled in
comparison to a BCH code. If the iterative Berlekamp algorithm [1-4] is chosen,
BCH codes require ¢ iterations instead of the 2¢ required by Reed—Solomon codes.

The same considerations made for the encoding implementation apply to the
Chien algorithm. Despite the fact that the number of operators is not actually
greater, their complexity, as well as the registers for the storage, are more onerous
in the case of Reed—Solomon codes compared to BCH ones.

Finally, note that Reed—Solomon codes require a further step in the decoding,
represented by the Forney algorithm. The most onerous operation in this step is
the inversion, which is not simple and it requires an additional ROM in order to be
efficient.

For what said so far, it is evident that if the choice criterion is the occupied
arca, BCH codes are by far superior to Reed—-Solomon codes.

When the choice criterion becomes the latency then the situation changes and
the BCH codes turn out to have inferior performances compared to Reed-Solomon
codes. The difference lies in the fact that BCH codes are serial and process 1 bit at
a time, while Reed—Solomon codes, operating on symbols, are defined with a
parallel structure.

In conclusion, Reed-Solomon codes generally have a greater correction capability
for burst type errors, but they require a bigger area. On the contrary, BCH codes
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14.6 Parallel BCH 409

have a smaller area but a higher latency time. It is also possible to upgrade the
BCH performances using a parallel architecture as shown in the next section.

Usually, NAND memories don’t show a burst behavior of the failed cells;
therefore, BCH is the preferred choice by the NAND users.

14.6 Parallel BCH

In this section we assume to have a system formed by a control unit which
provides and receives data from a NAND memory on an 8-bit bus.

The BCH coding and decoding operations are described in the vast majority of
the cases as a process which operates in a serial way on a sequence of bits. Hence
the difficulty to adopt it in a system that operates on words. The solution consists
in defining machines able to elaborate the received data in a parallel way [10—13].

The serial structure of the parity computation machine can be turned into a
parallel machine following some simple steps. The iterative operation carried out
by the serial divisor to elaborate a word, can be unrolled as shown in Fig. 14.10. In
this way, the following state of the registers is calculated on the basis of all the
operations needed to elaborate a whole message word.

Sequential implementation

g = X%+ Ax* o+ ox® o+ X o+ 0 o+ X

M2y Masy [D DD ¢ G{D‘ D fg!ﬂ_ s

Unrolled implementation
Cr4 Cra Cr2 Cr1 By Co

b
o Ming2),Meng-1)

by
oo sMyn-2y.8-2), Mi-2y8-1) —

Cr4 Crs Cr2 C71 . Co

@ XOR [D]  DFiipFlop

Fig. 14.10. Description of the sequential implementation of the divider and of how it could
be unrolled to get a parallel implementation
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The direct synthesis of the unrolled implementation of the divisor risks causing
some complications to the synthesis tools due to the elevated number of inputs of
the combinatorial logic and the depth of the paths.

The whole combinatorial part of the unrolled implementation can be expressed
by describing each of its outputs as a function of the previous state a,, and of its
inputs ;. Given mt the number of parity bits and z the number of bits processed in
paraliel, we can write:

-1 mi—1

¢; = Zd’fj b+ lef Ay s (14.42)
k=0 w=0

dy.ly €00} V jef0,.,m -1}

The same approach can be used for syndrome computation.

As Berlekamp takes only ¢ iterations, there is no need to extra design effort.

Once the coefficients of the error locator polynomial have been calculated
through the Berlekamp machine, the Chien machine searches all its roots. The
inverses of such roots indicate the error positions.

Alx)=1+Ax+. +A X (14.43)

To determine the roots of the polynomial, the Chien machine orderly evaluates
A(x) in all the elements of the field a’, o', o, &*,... a. For each element 7 of the
field for which the polynomial is null, the corresponding position (2" — 1 — i) is an
error position. A possible implementation of the Chien machine is represented in
Fig. 14.11.

Reg ]| Reg  Reg |

N ps RE
| e B

gg UL

on error

Q
Q
3
Q

Fig. 14.11. Chien machine for a 5-error BCH: sequential implementation

The Chien machine, thus realized, searches the roots one at a time. In this phase
the system is not executing any operation, neither read nor write, towards the
memory but it is waiting for the signal of the error positions. Such operation,
carried out for all the bits of the message, results to be a very onerous operation in
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terms of time. Also in this case it is possible to use a parallel architecture. Unlike
the parity and the syndromes computation machines, which have to operate with a
parallelism equal to the input data parallelism, the Chien machine does not have
particular limits other than the complexity, the area occupied and the consumption.
In the parallel implementation, at each cycle more error positions are contemporarily
evaluated. ‘

The execution time of the Chien algorithm is usually seen by the system as an
additional time to the information transfer time. If the probability to have one or
more errors becomes considerable, the time of search of error positions signific-
antly weights on the system performance. We have seen how a parallel structure
of the Chien machine can increase its parallelism and therefore its speed. The
increase of the Chien machine parallelism inevitably affects the area used for the
BCH machine (Fig. 14.12).

4
300
2
‘g:, 200 2+5 errors Chien machine
&
%
100
1 error Chien machine
o bzooooomommm e T T T T ».
1 10 20
Simultaneously tested elements
Fig. 14.12. Area impact of the Chien parallelism
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Fig. 14.13. Probability of correction for a 2,112-Byte page: single error versus 2—5 errors
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Figure 14.13 shows, for a 2,112-Byte page, the probability of correcting only
one error and the probability of correcting 2—5 errors. Assuming a BER of 107,
we have that the probability of a single error is equal to 1.7-107 and the probability
of 2-5 errors is equal to 1.5-107 respectively. The probability of a single error is
definitely more significant and since the Berlekamp algorithm exactly indicates
the number of errors to correct, it may be useful to exploit this information.

The system derived is therefore composed of a couple of Chien machines with
different parallelisms, one for the correction of the single error and the second for
the correction of 2-5 errors (Fig. 14.14) [11].
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Fig. 14.14. Example of BCH engine including two parallel Chien machines
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14.7 Low-Density Parity-Check (LDPC) code

Since its re-discovery in late 1990s, LDPC code has received a tremendous
amount of attentions because of the excellent error-correction capability and
experienced a widespread use in many real-life data communication and storage
applications.

In 1960s Dr. Gallager invented LDPC codes [14], in which two innovative
ideas were exploited: iterative decoding and constrained random code construction.
However, except for the papers of Zyablov and Pinsker [15], Tanner [16] and
Margulis [17], Gallager’s work was neglected by the majority of the scientific
community for the next 30 years. Few years after the birth of Turbo code [18]
in which both the above ideas are explored, LDPC codes were independently
rediscovered by Wiberg [19] and MacKay and Neal [20].

An LDPC code is defined as the null space of a very sparse M x N parity check
matrix, and typically is represented by a bipartite graph (notice that bipartite graph
is one in which the nodes can be partitioned into two disjoint sets) between N
variable (or message) nodes in one set and A check (or constraint) nodes in
another set, as illustrated in Fig, 14.15. The LDPC code is called (f, k)-regular if
each variable node has a degree of j and each check node has a degree of &. LDPC
codes can be effectively decoded by the iterative belief-propagation (BP) (also
known as sum-product) algorithm.

The structure of BP decoding algorithm directly matches the underlying code
bipartite graph: decoding message is computed on each variable node and check
node and iteratively exchanged through the edges between the neighboring nodes.
It is well known that BP decoding algorithm works well if the underlying code
bipartite graph does not contain too many short cycles. Thus, it is typically
required that the graph should be 4-cycle free, which is easy to achieve, but the
construction of graph with higher order cycle free is typically nontrivial.

check nodes

V \::heck-to-variable messages
‘ X\variable-to-check messages

variable nodes
channel messages

Fig. 14.15. Illustration of LDPC code bipartite graph
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14.7.1 LDPC code decoding algorithm

LDPC codes can be effectively decoded using BP algorithm. Since the direct
implementation of BP algorithm results in computational complexity due to a
large number of multiplications, it is a convention to introduce certain logarithmic
quantities to convert these multiplications into additions, which leads to the Log-
BP algorithm. Before presenting the Log-BP decoding algorithm, we need to
introduce some definitions as follows: Let / denote the M x N parity check matrix
and H;; denote the entry of matrix H at the position (i, j). We define the set of bits
n that participate in parity check m as N(m) = {n : H,,, = 1}, and the set of parity
checks m in which bit » participates as M(n) = {m : H,,, = 1}. We denote the set
N(m) with bit # excluded by N(m) \ n, and the set M(n) with parity check m
excluded by M(n) \ m.

Algorithm 14.7.1 Iterative Log-BP Decoding Algorithm
Input: the log-likelihood ratio (LLLR)

0
Pr for n=12,.,N

n

= log

Output: hard decision

~

X = {il,fz,”.,.ﬁ}v}

Procedure
1. Initialization: for each (m, n) € {(i,j)| H;; = 1}, compute

. 1+e_17n| . +1 nzo
Ay = szgn(y”)log[m} Slgn(}’n) = {_1 v, < 0

2. lterative Decoding
e Horizontal (or check node processing) step: for each m, n, compute

1+e7
ﬂm = =1 g[‘““‘-;:la—J H sign(a, ' ), a= Zn eN(m)\H in | (]444)

n'eN (m¥\n

Vertical (or variable node processing) step: for each m, n, compute

+ e—lr,,, al

. 1
Xy = Slgn(ym,n)log(—]_"__"},:ﬂi‘} Van =¥n + Zm eM (n) \m|ﬂn1 n i (14 45)
__e M .

For each », update the “pseudo-posteriori log-likelihood ratio (LLR)” A, as:
ﬂ'n =Vnt Zﬂm,n' (14.46)

meM (n)
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¢ Decision Step:
(a) Perform hard decision on {A4, ..., Ay} to obtain X = {%,%5,....%y} such that

£,=0if A, >0and £, =1if 4 <0

(b) If the hard decision satisfy the code parity check constraint, then algorithm
terminates, else go to Horizontal step. A failure will be declared if pre-set
maximum number of iterations occurs without successfully decoding. m

The variables ¢, and £, , in the above algorithm are called variable-to-check
extrinsic information and check-to-variable extrinsic information, respectively.
Notice that the function

x|
f(x)= log(He J

1-e M

in the above algorithm is typically implemented as a Look-Up Table (LUT).

In practice, the above BP algorithm may be simplified to a so-called min-sum
decoding algorithm in order to largely reduce the computational complexity at
small decoding performance degradation. The main difference between BP and
min-sum algorithm lies in the check node processing, i.¢., the check node process-
ing in BP algorithm is realized as

By = (ID( Z o(a,, |)j H sign(a,, ), ®X)= —log[tanh (—;—ﬂ

weN{Gm\n n'eN(mNhn

The check node processing in min-sum algorithm is approximated as

ﬁm,n: min (am,n') HSign(am,n‘)'

r'eN(mhn n'eN (m)n

Therefore, the function @(x), which is typically implemented as LUT, is
eliminated in the min-sum decoding algorithm.

Regardless to which specific decoding algorithm is being used, it is clear that
each LDPC code decoding iteration can be performed with a full parallelism by
mapping each check or variable node to one decoding processor as illustrated in
Fig. 14.15: each check node is realized by check node processing unit to compute
the check-to-variable extrinsic information 4, ,, each variable node is realized by
variable node processing unit to compute the variable-to-check extrinsic information
.y PSeudo-posterior LLR A, and generate %, by performing hard decision on A,,.

By also delivering the hard decision from each variable node to its neighboring
check nodes, the parity check operation after each decoding iteration can be
incorporated into Check Node computation Units (CNU). Clearly, under reason-
able codeword lengths, such fully parallel decoders may incur very high and even
prohibitive silicon area cost, although extremely high decoding throughput can be
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achieved. Hence, partially parallel decoder architectures are typically preferable
for practical LDPC code decoder implementation, seeking appropriate trade-off
between silicon cost and decoding throughput.

14.7.2 LDPC code construction and encoder/decoder design

To be a practically promising candidate for Flash memories, LDPC codes must not
only achieve very low decoding error rate with a high code rate, but also be
suitable for high-speed VLSI implementation to meet the high data rate
requirements of Flash memory with minimal silicon and energy cost. It has been
well demonstrated that quasi-cyclic (QC) LDPC codes are one family of such
implementation-oriented LDPC codes. The parity check matrix of a QC-LDPC
code consists of arrays of circulants. A circulant is a square matrix in which each
row is the cyclic shift of the row above it, and the first row is the cyclic shift of the
last row. The parity check matrix H of a QC-LDPC code can be written as

Hl,l HI,Z Hl,n
H H . H
2,1 2,2 2,1
H = . . . . >
Hm,] Hm,2 Hm,n

where each sub-matrix /;; is a binary circulant. Data storage systems such as Flash
memory and hard disk drive typically demand very high code rate (e.g., 8/9 and
higher). Under such high code rates, regular QC-LDPC codes are typically used,
i.e., all the rows have the same number of 1s and all the columns have the same
number of 1s, and all the sub-matrices H;; have the same column weight of 1 or 2.
Since LDPC codes are subject to error floor, the code parity check matrix column
weight is typically 4 or even higher in order to ensure a sufficiently low error floor
(e.g., error floor only occurs below the decoding failure rate of 107'). The regular
and cyclic structure of QC-LDPC code parity check matrix can be leveraged to
largely improve its encoder and decoder implementation efficiency as described
below.

In the context of LDPC encoder design, the straightforward method is to
multiply the information bits with the dense generator matrix derived from the
sparse parity check matrix. The denseness of the generator matrix and typically
large code length make the parallel implementation of generator matrix-vector
multiplication impractical due to very high implementation complexity. Hence, a
partially parallel encoder implementation is indispensable. However, for general
non-QC LDPC codes constructed randomly, their dense generator matrices may
not have any structural regularity that can be used to develop efficient partially
parallel encoder architecture. For QC-LDPC codes, partially parallel encoder
design becomes much more tractable. Assume the QC-LDPC code parity check
matrix is m x n array of circulants and each circulant is p x p, let us consider the
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14.7 Low-Density Parity-Check (LDPC) code 417

simplest scenario, i.e., the matrix has a full rank of m'p. We assume that code
parity check matrix can be column-wise permuted so that the following sub-array
has a full rank of m-p:

Hl,n—m+l Hl,n~m+2 Hl,n
H2,n—m+1 H2,n—-m+2 T H2,n
Hm,n—~1n+l Hm,n—m+2 Hm,n

Suppose the encoding is carried out in the systematic way, i.e., the first n-m bits
in each codeword are the information bits, and the first (# — m)-p. columns of the
parity check matrix correspond to the (» — m)p information bits. Hence, the
corresponding generator matrix can have the following form:

[ O T O Gl,l Gl,z B . Gl’m

o 1! - O Gz 1 GQ 7 R GZ w
G=., . - . 7 . : cop

o 0o - I Gn-—m,] Gn-—mJ v G”“m»m

where I and O represent identity p x p matrix and zero p x p matrix. For G being
the generator matrix, it must satisfies H-G" = 0, which clearly suggests that each
G,; should also be a p x p circulant. It is evident that the generator matrix-vector
multiplication for QC-LDPC encoding can be carried out in a partially parallel
manner by leveraging the inherent cyclic structure of the generator matrix. For
more detailed discussions on QC-LDPC code encoder design, readers are referred
to [21].

In the context of QC-LDPC code decoder, Fig. 14.16 shows the most
straightforward decoder architecture that leverages the code parity check matrix
structural properties to realize efficient partially parallel decoding. It contains m
check node computation units (CNUs) and # variable node computation units
(VNUs), where each CNU; and VNU;, perform the computations, respectively, for
the p consecutive rows (or check nodes) and p consecutive columns (or variable
nodes) in time-division multiplexing fashion. It contains 2» channel message
memory blocks (CMMBs), each CMMB stores the messages associated with p
consecutive columns. Two sets of n CMMBs alternatively store the channel
messages for current decoding and receive the channel messages of the next block
to be decoded.

Let define the set P = {(i, /) | V H,; is non-zero} and |P} denote the total number
of non-zero circulants in the parity check matrix. The |P|-p decoding messages are
stored in |P| decoding message memory blocks (DMMB), each DMMB;; stores the
p messages associated with the p 1’s in H,;. The decoder contains » p-bit hard
decision memory blocks (HDMB) to store the hard decision bits. The access
address of each CMMB,, HDMB; or DMMB,; is simply generated by an
individual binary counter. Each CNU; connects with all the DMMB; s with the
same index i, and each VNU; connects with all the CMMB;, HDMB; and DMMB; ;
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with the same index j. The decoding process consists of an initialization phase and
an iterative decoding phase as described in the following.

Fig. 14.16. A straightforward realization of partially parallel QC-LDPC code decoder

Initialization: Upon the received data, CMMBs are initialized to store the channel
messages associated with all the variable nodes. The content of each CMMB; is
copied to all the DMMB, ;s with the same index j as the initial variable-to-check
messages.

Iterative Decoding: Each decoding iteration is completed in 2p clock cycles, and
the decoder works in check node processing mode and variable node processing
mode during the first and second p clock cycles, respectively.

¢ During the check node processing, the decoder performs the computations of
all the check nodes and realizes the message passing between neighboring
nodes in the code bipartite graph. In each clock cycle, each CNU retrieves one
variable-to-check message from each connected DMMB, converts it to one
check-to-variable message, and sends the check-to-variable message back to
the same DMMB. The memory access address of each DMMB,; is generated
by a binary counter that is initialized to the right cyclic shift value of the non-
zero circulant H;; at the beginning of check node processing.

¢ During the variable node processing, the decoder performs the computations
of all the variable nodes. In each clock cycle, each VNU retrieves one check-to-
variable message from each connected DMMB and one channel message from
the connected CMMB, converts each check-to-variable message to variable-to-
check message, and sends it back to the same DMMB. The memory access
addresses of each memory block are generated by the counters that are set to
zero at the beginning of variable node processing.
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14.7 Low-Density Parity-Check (LDPC) code 419

Many other partially parallel QC-LDPC code decoder architectures have been
developed and interested readers are referred to [22] and references therein.

14.7.3 QC-LDPC code performance evaluation

To demonstrate the error correcting performance of QC-LDPC code as ECC for
NAND Flash memory, this section presents a case study for 2 bits/cell NAND
Flash memory with 4 kB page size. We construct a regular rate-15/16 (34976,
32790) QC-LDPC code with the parity check matrix column weight of 4. The
code parity check matrix contains an array of 2 x 32 circulants, where all the
circulants have a column weight of 2 and are constructed randomly subject to
the 4-cycle free constraint.

Throughout the discussion, we will present corresponding evaluation results
using the following Flash memory cell threshold voltage distribution model. The
erase state has a Gaussian-like distribution, i.e., its probability density function
(PDF) of the threshold voltage distribution can be approximated as

(x=p)’
204

Po(x) = ——e
0 00V27l'

where oy is the standard deviation and  is the mean threshold voltage of the erase
state. All the other states tend to have the same threshold voltage distribution, as
illustrated in Fig. 14.17. It consists of two parts, including a uniform distribution
in the middle and Gaussian distribution tail on both sides. The width of the
uniform distribution equals to the program step voltage AV, and the standard
deviation of the Gaussian tail is denoted as 0. The Gaussian distribution on both
sides models the overall effect of noises in Flash memory.

AVpp

—

b b
Fig. 14.17. Threshold voltage distribution model NAND Flash memory (except the erase
state)
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Let Py and P; denote the probabilities of the uniform distribution and Gaussian
distribution, respectively. The overall probability density function (PDF) £,.(x) can
be written as

c

, b—O.SAVpprSb-I—O.SAVm
oN27

(x=b=0.54V,, )"

e 20, x>b+0.54V,,

C

Jpr(X) =J

oN2rm
(x=b+0.54F )"

T—e 2", x<b-054V,,

el 2

where b is the mean of the threshold voltage (i.e., the center of the distribution as
shown in Fig. 14.18), and the constant ¢ can be solved based on

Bep= [ f =1

Since LDPC code decoding requires soft-input, we assume that each NAND
Flash memory cell is sensed with a 16-level uniform quantization scheme as illustrated
in Fig. 14.18, where the quantization thresholds are represented by the dashed lines.

AEEmEER]
rERE LT R

B saussssnuansavansmne
EEEERENw

> EEEwsEummmEEs AN EEE

TYEFEEYETY

Threshold Voﬁﬁe

Fig. 14.18. The sensing quantization schemes for LDPC coded system

As pointed out earlier, LDPC code decoder requests the log-likelihood ratio
(LLR) of each bit as the decoding input. Hence, soft-decision sensing result of
each multi-level memory cell has to be translated to the LLR value for each
individual bit. Let us consider n-bit/cell (or 2"-level/cell) Flash memory. Lets*
denote the r-bit binary vector represented by the threshold voltage level k& and

sf‘ represent the ith bit within the vector s, and let Jo{x) denote the overall PDF of

Flash memory cell threshold voltage distribution, then given the sensed threshold
voltage R we can calculate the LLR as

\ P(R|x,=0)

P(R|x,_ =1) =InP(R]| x; =O)—]nP(R|xi =1)
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where we have

PRI% =0=— Y (B PRIz =D=on Y (R)
]

sF=0,ke[1,2” sF =1 ke[1,27]

To carry out the simulations, we set the program step voltage AV, as 0.16
while normalizing the distance between the mean of two adjacent threshold voltage
windows as 1. Given the value of program step voltage AV,,, the LDPC code
decoding failure rate (i.e., the sector error rate) will depend on the standard
deviations of the erased state (i.e., oy) and the other three programmed states
(i.e., 0). By fixing the normalized value of o; as 0.2, simulations are carried out
to evaluate the sector error tate versus normalized o. Figure 14.19 shows the
simulation results. For the purpose of comparison, a binary (34976, 32790, 136)
BCH code over GF(2'°) is also considered, where each BCH codeword contains
34976 bits and can correct up to 136-bit errors. The results clearly show that QC-
LDPC codes can largely outperform BCH codes that are being used in current
design practice.

—&— Rate~15/16 length-34976 BCH
—©— Rate-15/16 length~34976 QC-LDPC

Decoding Failure Rate

0.16 0.165 0.17 0.175 0.18 0.185
(9

Fig. 14.19. Performance evaluation and comparison between QC-LDPC and BCH for
2-bit/cell NAND Flash memory
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15 NAND design for testability and testing

Andrea Silvagni'

NAND business requires huge investments in technology developments and
manufacturing. Moreover, leading edge NAND Flash memory costs and yield issues
increase with every new technology node. Addressing test issues is mandatory for
NAND Flash manufacturers to accelerate yield learning and enhancement, maintain-
ing a competitive cost structure. '

This chapter explores NAND Flash testing, with focus on Design for Testability
(DFT) to improve test coverage and cost.

15.1 NAND architecture and testing

Seventy percent of the die size of a leading edge NAND Flash memory device is
occupied by the memory array; row decoders and page buffers are the next most
significant portion of the die area representing the core circuits 1. Most of the
efforts in NAND Flash memory testing are related to screening out defects in the
array, row decoder and page buffers where we have the most aggressive use of
design rules and operating conditions. Nevertheless, the remaining 10% of the
device should be tested as well, in order to verify that the peripheral circuits
comply with the design specifications and guarantee the correct array operation.

Figure 15.1 shows a high level diagram of a NAND Flash memory chip. The
block diagram details the X decoders which are used to select wordlines. X drivers
must deal with the highest voltages in the chip and are subjected to strong voltage
stress during their lifetime. Moreover, wordline drivers must be connected with
the wordlines whose pitch has the tightest design rules.

Page buffers or sense amplifiers are connected to the bitlines. This block makes
use of the most aggressive design rules for metal lines. Generally, there is no
specific sense amplifier redundancy in the product: the only way to correct a defect
in the circuitry is to use column redundancy and the sense amplifier associated
with the spare columns. For a 4 kB page Flash memory, there are 4,096 sensing
circuits connected to the bitlines working in parallel, plus the additional spare/
ECC sensing elements. Y multiplexer selects a data bus out of the 4 k page buffer
outputs.

* Forward Insights, andrea@forward-insights.com

R. Micheloni et al., Inside NAND Flash Memories, DO 10.1007/978-90-481-9431-5_15, 423
© Springer Science+Business Media B.V. 2010
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The high voltage section of the device (comprising charge pumps and regulators)
has to provide precise voltages necessary for reliable array operations during the

whole device’s life.

one block
4Kx8 Bit lines
—15‘45‘4 L
” o) ifirat BN
[72] [0 o @ " H 1 el
Glo|=— . = ::j u; IEHIE
2|2l NAND Fiash Array B _dlisbh
O O \. g IIII! 1"1l
815 Normal+Spare 3 !
A IS °°—+|§-n§—n5 4|§
AR HEHEH
Ay |5 8 Page Buffers (SA)
>0 Y multiplexer
address/ Command —‘J »| /O Logic
commands Interface & [ ‘
— .
Control High Voltage Output /o
Logic generators Drivers

Fig. 15.1. NAND Flash memory block diagram

If we consider a write/erase cycling specification for one block of the array
equal to 10k cycles, we must be aware that the charge pumps, providing the
voltages necessary for the cycling, operate in the worst (unlikely) case for 10k
cycles multiplied by the number of blocks in the array. Even if those reliability
aspects are taken into account during the design phase, the manufacturer must
guarantee that the production is able to maintain the reliability targets from lot to
lot.

Moreover, a control logic section is used to manage all the circuits involved in
memory operations. This section is frequently made up by a microcontroller plus a
mask ROM and a RAM for executing code and storing data. Other implementations
can be based on programmable logic arrays [3]. The digital circuitry in the chip has
the same testability issues as in digital ASICs; testability can be secured by proper
testing tools and accessibility such as digital scan chains in order to enable the
highest quality levels and minimum testing time.

The aim of the following sections is to provide an introductory view of the test
issues related to array architecture and peripheral circuits. For detailed descrip-
tions of the circuits, it is recommended to refer to specific chapters in this book
and bibliography. Specific test mode descriptions will be given in Sect. 15.4.
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15.1 NAND architecture and testing 425

15.1.1 Array testing

The first goal of array testing is to detect and repair array defects by means of
redundancy and bad biocks.

Figure 15.2 shows a picture of a portion of NAND array where it is possible to
identify, in the bitline direction, a 32 cells string ended by the bitline contact.

Bitlines
Bitline
contacts BSL
Bitlines (Metal)
NAND String i
Drain selector - DSL
Wordlines, "'" l";L »
——
wLo | .H '|
¢ ]
WL1 m.|| 1:_” 'l
Wordlines
(polysilicon) |  Wtse! —| -:-|| :| ;
L | S B
|
I
witast —||E -+ EtellE+HI
- -
Source selector - $5L —| [+ [+
Sourceline SL.
well
Sourceling SSL

Fig. 15.2. NAND array layout and schematic

The bitline contact connects the string to the common bitline metal. Every
thirty-two polysilicon wordlines (string boundary), the bigger select lines for drain
and source selectors (DSL, SSL), near the bitline contacts, are shown.

It is worth to note that different array choices can be done in terms of layer
types, number and arrangement used to improve the NAND operations [14-17].
However, they are strictly related to process capabilities and costs. A three metal
level array is common in leading edge MLC devices. New materials for bitlines,
wordlines and dielectrics as well as the already mentioned metal arrangements
for the lines are being researched in order to improve performance. Those new
concepts, when adopted, cause new challenges in the ramp-up and production of
the memory.
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426 15 NAND design for testability and testing

The main causes that reduce the production yield are summarized below.

e Shorts between bitlines
— Caused by metal shorts and bitline contact shorts
— Repairable by column redundancy
¢ Shorts between wordlines
— Caused by poly line shorts
— Repairable by Bad Block Management
e String open
— Caused by bitline contacts open, bitline metal open, AA open
- Repairable by column redundancy
¢ Bitline wordline shorts
— Caused by interlayer defects
— Repairable by Bad Block Management

Secondary factors are related to capacitive coupling structure in the cell leading
to anomalous cross coupling and low cell gain. Those effects are more severe in
multilevel operations and are treated in combination with error correction codes.

Effective defect detection tests are mandatory to have fast technology learning,
yield enhancement and test cost reduction. Some details in array screening test
modes will be described in Sect. 15.4.

15.1.2 High voltage pumps testing

Figure 15.3 sketches a block diagram with the main voltage generators inside the
memory and the related signal path.

All the voltage signals used to bias the wordlines are connected to a switch
block which routes the correct value to the proper wordline in the string. The
outputs of the switch block are Global Wordline (GWL) signals with cardinality
equal to the number of wordiines in a string (e.g. 32 or 64).

The switch block is controlled by the addressing logic. For testing purposes,
it should be possible to apply proper voltage patterns to the GWL in order to
perform specific tests such as activation of even and odd wordlines; therefore,
maximum flexibility is required in the switch block for testing.

Most of the charge pumps and regulators have trimming options and the
voltage outputs are wired (through the switch block in Fig. 15.3) to special test
pads in order to verify and correct their voltage value. In the following Table 15.1
there is an example of the voltages used inside a NAND memory:

The output values of the charge pumps must be tested and, in some cases, can
be trimmed by means of non-volatile registers (Fuse ROM).

Charge pumps are designed to be able to charge/discharge a capacitive load
within a specified time. The stability of such timings is of fundamental importance
in the total program/erase time: those timings are a significant portion of the
program algorithm because the voltages must be stable before performing write
pulses and verify operations. Therefore, appropriate stress acceleration can be useful
to screen out the degradation of the performance of the charge pump circuits.
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Fig. 15.3. Voltage generation and distribution block diagram

Table 15.1. NAND voltages

Value Phase Use Characteristics
vl Read or Prog Erase
verify ‘
Program 16-24 X X WL Sel (prog) High voltage
Well (erase)
Inhibit 4-11 X X WL Unsel High capacitive load
DSL/SSL. 2-5 X X X DSL SSL
SSL 3-3 X X X
VREAD 0—(SLO) X Selected WL.  Precision, temp
0-4 (MLC) dependence

Vprech 1.3 X Selected BL  Very high load

15.1.3 Read circuitry testing

Few words must be spent on the read circuitry called Page Buffer or Sense
amplifier, because its functionality is fundamental in many testing operations
inside the array. Page buffers are covered in Chap. 8.
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As a result of back-end density in the page buffer, metal shorts and open
defects are the most important yield detractors in this part of the device. Detection
of stuck-at faults in the page buffers is a primary concern; therefore, special tests
should be designed to load and read back the page-buffer latches with dedicated
patterns. In ML.C devices the sensing threshold is also fundamental and should be
tested.

Typically, we can have either a SL.C page buffer built with one latch without
cache or two latches with a cache function. In MLC at least two latches are
needed, but usually a third one is adopted.

It is important to highlight, from a test perspective, that a double latch structure
can be used efficiently in testing the memory for data loading and error
accumulation. Some features - such as the ability to move data from one latch to
the other — are fundamental to optimize special test modes (Sect. 15.4).

15.2 NAND Flash memory testing introduction

In this section the NAND Flash testing aspects are analyzed in a design for
testability perspective. Testing is referred to as the group of activities which are
performed on the NAND Flash based products, during the whole productive cycle.
This includes the first silicon testing and the mass production testing, passing
through the ramp-up/yield-enhancement pre-production phase. Test flow design
consists of the definition of testing sequences necessary to screen the defective or
poorly performing devices from wafer level up to the single component level or
even module level. Test flow design aims at obtaining the best coverage to avoid
failures in the final application, improving productivity and reducing the test time
and more generally the test cost. Design for Testability (DFT) efforts are finally
oriented to obtain a better test coverage and lower production test-costs and will
be treated in Sect. 15.3.

15.2.1 Test phases: first silicon, ramp-up, production

Generally, the testing of a new product is divided into three phases.

1. First silicon phase. During this phase, a test flow aims at obtaining initial
process/product assessments; massive use of special test modes can be applied
to perform preliminary characterization of array and circuits and to collect data.
In this phase the testing time is not so important, whereas the accessibility to
the memory is. :

2. Ramp up phase, During this phase, the test parallelism is increased, test flow
has full coverage, redundancy is implemented and dedicated testers are
introduced.

3. Production phase. During this phase, test time reduction and yield enhancement
are addressed.
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The best execution of the three phases is measured by the payback curve of the
product. The three phases have different weights, depending on the three cases
described below.

A. The first case is when a new technology node is developed. Usually in this
case an established architecture or test-chip is used to develop the lead driver
for the technology. Some new DFT features could be added to the memory
but, generally, the product architecture is very close to one already in
production whose test environment can be reused. In this way the test flow
debug time is reduced as much as possible and information on the technology
are gathered earlier.

B. The second case is when a new product architecture is introduced, generally
based on established technology. In this case, newly designed test mode
features are used, during the first silicon phase, to make the device working
and to gather early functionality information.

C. The third case is when a cut-down or derivative product is produced. In this
case the minimum risk should be pursued in order to have first silicon success
and a fast ramp up phase, using the established test environment from the
parent device.

15.2.2 NAND Flash test flow introduction

Test flow is the term we use for a sequence of tests, in order to screen the material
coming from the production and select the devices which are compliant to the
electrical and reliability specifications [2].

NAND test flow is divided into Front End or Wafer Level (also named EWS —
Electrical Wafer Sorting) and Back End or component flow (Final Test). Some
applications require module testing when the memory chips are mounted on
specific modules. A burn-in step is required in order to screen out early life
defects. The basic NAND Flash test flow (Fig. 15.4) will be described in more
details in the following sub-sections.

Front End Component Back End Module Back End
B S @& H- 0 @
1st 2nd Burn module module
EWS bake EWS assembly in ol assembly testing
repair repair

Fig. 15.4. Basic NAND Flash test flow
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Wafer level flow

NAND wafer level test flow or Electrical Wafer Sort (EWS) is generally divided

in two steps with retention bake in between. First EWS is a test flow used to detect

carly defects, to test cell/blocks functionality and to apply stress tests. Repairable

array defects, such as column shorts, will be repaired by column redundancy

whereas other defects, such as wordline shorts, will be handled with bad blocks.
The basic first level flow is summarized below.

DC and contact test

Page Buffer functionality tests
Early cycling

Erase pre conditioning and read
Early defect detection tests
Programmability test and read
VPASS test

Stress tests to activate defects
Checkerboard/Inverse Checkerboard program and verify
10 Redundancy summary and fusing
11. Precondition for bake

VPN W

Since many tests involve array — and test time is proportional to array capacity —
special test modes must be designed in order to reduce the test time. Such tests
will be treated in Sect. 15.4: e.g. parallel program or erase test modes, fast read
test modes, defect detection test modes and fail accumulation.

Good wafers, i.e. wafers with redundancy and bad block number below set
limit, are sent to the bake phase: a proper activation temperature, between 150°C
and 250°C, is used to identify retention failures due to mechanisms with activation
energy higher then 0.6 €V [4, 19, 20].

Afterward, the second electrical wafer sort (EWS2) takes place. It aims at
screening out the retention capability of the cells in the array and performing
additional tests.

The basic second level test flow is summarized below,

. DC and contact tests

. Bake readout

. Diagonal pattern to check for decoder defects
. Basic User Mode test

. Redundancy summary and fusing

Lo W N ==

Back-end flow

The main focus for back-end test or final test is to guarantee that device
parameters are within the specified margins. Moreover, the final test detects
assembly induced failures. Measurements are performed at low temperature and
high temperature according to the specification grade.
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The main steps in component level testing are listed below.

. Measurement of leakage, standby and operating currents. Chip ID readout.

. Functionality and retention tests under extended power supply voltage conditions.

. Dedicated tests to cover design and process stability.

. At high temperature, the AC parameters are tested and the speed grade of the
components is determined.

5. Readout of chip ID for single chip traceability and storing of measurement

results for yield analysis.

R S

Burn-in

Burn-in is a special test section used to induce and detect early life defects and
improve the customer field failure rate (Fig 15.5). Burn-in is usually run at high
temperature, i.e. 125°C, in special ovens with the highest possible parallelism. It is
generally composed of multiple program-verify-erase cycles.

Applying physical acceleration means wsing the device in stress conditions (i.e.,
higher temperature or voltage or humidity or duty cycle, etc.) in order to observe
the degradation effects of the process at an earlier time [10, 19, 20]. Stresses
commonly used are voltage and temperature. The acceleration factor AF is a
constant value that multiplies stress time ty,. returning the equivalent use time
in the standard conditions as shown in Eq. (15.1). Voltage acceleration AFy is the
most important f actor, but thermal acceleration AFt is important to activate some
defects and to accelerate the test time.

AF = AF, (V)  AFp(T); tye = AR, (V) AFp(T) gy (15.1)
A

initial

failure
9
© RS
o wear out *
=
& product life

time >

Fig. 15.5. Screening initial life defects by burn-in
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Table 15.2 shows an example of voltage and temperature acceleration factors.

Table 15.2. Stress acceleration factors example (Arrhenius accelerating temperature model
with Activation Energy 0.8 eV, exponential accelerating voltage model with factor p = 9)

Stress Used
temp temp AFr Stress V Use V AFy AF7 * AFy
125°C 70°C 42 36V 28V 1.340 56,280

Voltage acceleration is much more effective especially in the activation of high
voltage points. Burn-in is fundamental to activate package-related stresses such as
the chemical or mechanical ones.

Burn-in is very expensive; therefore, an effective and correct burn-in strategy is
fundamental in the cost containment of the test equipment and test time.

o Stress voltages and temperatures must be carefully (individually) controlled to
avoid overstress damaging of the circuits and to target the right stress level
achievable considering activation energy for the different goals.

e The voltage stress that obtains sufficient voltage acceleration can be moved to
wafer level test. Burn-in should focus on the packaging process (inducing
mechanical and chemical stresses).

e When voltage/temperature stress levels can only marginally increase from the
nominal values and increased burn-in times are necessary, DFT should focus on
removing those limitations.

e Wafer level burn-in should be considered by leveraging advanced wafer prober
and introducing a third wafer level test step.

Some burn-in addressed failures are associated with electrical opens or shorts
as summarized below:

Metal shorts (line width fluctuations)
Masking of metal lines

Intrinsic defect density

Contact shorts

In addition, there are assembly-related fails due to filler imprints:

¢ Mechanical stress (Temperature cycling)
e Damage of upper metal levels due to filler particles

Burn-in requirement in the test flow is strictly related to the application. For
example, for Flash cards the target defect part per million (dppm) is not so
stringent, and burn-in could be omitted. In Flash for SSDs the dppm is much lower
and burn-in is necessary.

Burn-in flow components are:

» Proper sequence of read, program and erase operations
e Stress on power supply
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e Stress on wordlines
s Stress on bitlines

Since burn-in is usually done with very high parallelism, it is useful to adopt
a Built In Self Test (BIST) strategy so that each device runs the burn-in flow
independently, and there is only the need to perform the final readout of the test
for all the loaded devices after a timeout period. BIST could be easily implemented
and customizable if the NAND product adopts a microcontroller architecture to
control the operations (Sect. 15.3.7 and Chap. 6). In this case, special test flows
can be stored in the ROM, customized by parameters and executed by special test
modes or test commands. Some pre-defined test sequences can also be embedded
in a programmable logic array structure.

Finally, the correct strategy depends on the target application requirements. For
example, defect target for USB/SD Cards is low (e.g. 2,500 dppm) so that ECC
and Bad Blocks can give a sufficient tolerance to “small” defects. Moreover, use
case of application is not so demanding (e.g. Flash cards in Digital Still Cameras
experience some program/erase cycles at room temperature). The above mentioned
considerations can make the delivery without burn-in possible. For SSDs instead,
the high number of dies and the higher MTBF make the target defect lower and
the burn-in strategy is recommended.

15.2.3 Test flow and test time optimization

In the first decade of 2000 the NAND Flash market experienced an acceleration in
the available memory density and number of bits delivered to the market, A big
issue in cost structure was that test costs increased as chip density increased, while
Average Selling Price (ASP) of NAND decreased. Leading edge NAND devices
take days to be tested and test time increases with capacity. Multi Level Cell
(MLC) devices aim at reducing the memory cost by increasing the bit density but
encounter limitations in the reliability and require a more severe and effective test
screening.

Addressing the test time issue is mandatory for NAND manufacturers which
lag behind logic chips manufacturers in terms of Built In Self Test hardware and
standard protocols [7]. In the latest years, NAND manufacturers have been forced
to increase the research in Design for Testability (DFT) in order to improve the
test costs and manufacturability, but those efforts are generally proprietary. Auto-
mated Test Equipments (ATE) systems are customized to support non-volatile
memory testing requirements, leading to the increase of the ATE test costs.

Many steps are necessary to reduce test costs and increase productivity. A big
step in cost reduction comes from the parallelism of testing. High parallelism in
wafer level and component level testing is the primary research field for
manufacturers of ATE suppliers and DFT. Despite probe card manufacturers offer
the possibility to test an entire 300 mm wafer in a few or even single touchdown
[21], the limitations of parallel memory test come from tester resources that have
to keep track of redundancy repair requirements. In addition, the more non-volatile
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memory chips are tested in parallel, the more non-deterministic behaviour of
memory chips becomes important. The programming time varies from page to
page or chip to chip. In fact, the memory testers have to wait for the slowest
memory before proceeding with the next steps {9]. In order to exploit the full
potential of parallel testing, memory manufacturers are increasing the level of
DFT by increasing the internal parallelism (i.e. the ability to perform write/erase
operation on more pages/blocks) and utilization of BIST functions in order to
reduce interaction with the tester (Sect. 15.3.7).

The tester limitations also come from resources and, in this case, the DFT
efforts are allocated to reduce the tester resources needs in terms of electronic
pins. Low Pin Count testing (LPCT) is a testing practice used to enable parallel
die testing. To enable the maximum test parallelism it is necessary to reduce the
number of 1/Os to be tested down, at least, to four [/Os from a byte- or word-
standard user interface (Sect. 15.3.2). Power supply units remain a hot topic in
limiting the further increase of test parallelism. These themes will be described in
next sections.

Test flow analysis is always under research for optimization as well as to
reduce total production costs and many possibilities are offered by new tester
technologies and DFT techniques. The adoption of such technologies can lead
to test flow modification. For example, a way pursued in order to improve cost, is
to move the highest possible number of tests at wafer level. Tests traditionally
performed on packaged parts, if moved to wafer level, would allow early detection
of failures and save further test costs and — more important — the packaging costs.
Stacked memories benefit from this strategy because the yield of a stacked device
is the product of the yield of each die in the package. High temperature tests, once
relegated to packaged devices, are now possible at wafer level with modern
probing technologies. Wafer level burn-in operations can help in saving burn-in
costs and packaging of bad dies.

To reduce the test time further, it is necessary to optimize two principal
components of the test time:

1. Write/erase/read time
2. Data-in time and fail map acquisition time

As far as the first point is concerned, write and erase times are fixed by the
nature of the write/erase mechanism, the minimum write/erase chunks (i.e. page
size, sector size) and the device architecture (double/single plane). By means of
special DFT features and test modes, it is possible to optimize the write/erase
times in several points of the test flow as described in Sects. 15.2.2 and 15.4.
Parallel write/erase and, in some cases, read operations over multiple pages or
blocks are used for this purpose.

As regards the second point, it is possible to use DFT for reducing the test time
by means of Data/Fail compression in order to save most of the data readout time
from the DUT. In Sect. 15.4 it is described a test mode useful to accumulate fails
during verify operations. In this case the compressed fail information is
downloaded to the tester fail memory instead of the whole data page, saving data-
out time.

Micron Ex. 1025, p. 437
Micron v. YMTC
IPR2024-00911



15.2 NAND Flash memory testing introduction 435

15.2.4 KGD testing

Known Good Die (KGD) Testing is an increasing practice; manufacturers deliver
the entire wafer to customers together with the fail map information. The target of
KGD is to deliver memories with greater coverage than generally done at EWS
testing by performing on wafer additional tests, usually done at a later stage. The
first problem with KGD testing is to guarantee speed performances usually tested
at package level, facing issues in signal integrity and measurements. The second
problem is the need for accurate thermal tests on wafer. Both the described issues
require advanced probe technologies and investments but they can be useful in the
perspective of reducing costs, by moving tests as much as possible from the back
end of line, as discussed in Sect. 15.2.3.

15.2.5 BAD Blocks Management

NAND memory devices make use of the so called Bad Blocks Management
(BBM) to obtain the highest silicon yield. When the defects in array are not
repairable by column redundancy (for example, when shorts occur between two
adjacent wordlines or the defect is larger than the column redundancy capability)
then, the entire Block is marked as Bad and managed appropriately. A first
approach in NAND redundancy strategy is to replace the bad block with extra
spare blocks available on chip in a transparent way to the user, adopting a block
redundancy strategy (Fig. 15.6a). This strategy obviously has an area impact
because of the added spare blocks, but it can payoff in certain cases.

a) b) c)
block remapping Bad block marking extended user area
YITLIS IS IS S II IS SILIIIIL LI ILIA SIS 77777, 7777777,

VALILALLLSY. 1 LT A 27 L LLLLLL LT ELLLL

77777 777 I I I 77777, 7 7 7z, 7 777
N ! f""/f/j/‘)_/_}‘/'/’))‘/_}"/}_“
spare blocks [~ AR |
bad block Y7727 777777727 77
user block [ }

Fig. 15.6. Bad Block Management (BBM)
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A common approach in NAND products for data storage application is to
classify the memory devices into classes, according to the number of failing
blocks, and sell them with defective blocks. In this case, a maximum number of
Bad Blocks is guaranteed to the user, and the File System software has to handle
those blocks properly. The last option is to offer additional spare blocks to extend
the addressable memory (Fig. 15.6¢). Those added spare blocks can be treated as
standard blocks by the File System and are offered as extra memory to the
customer.

Bad blocks can be recognized by the system software because they have a
special marking programmed at the factory, manufacturer dependent. For
example, if the first byte of the first or the last page in the block is 00h, then the
block is recognised as bad and properly treated by the File System. Industry
efforts aim at standardizing the Bad Block identification [5].

Bad Blocks (BB) can be identified during the test flow and require proper
management by test programs. Typically, most of the Bad Blocks are detected in
ecarly tests during the first wafer level touch down, when bigger defects are found.
During testing, the bad block table is collected by the tester fail memory in order
to apply the redundancy strategy at the end of the flow and finally mark the bad
blocks. The strategy for BB management in testing is not straightforward because,
for example, it is not possible to mark bad block information in a page when we
don’t know if the page can retain the information. For this reason, the simplest and
most effective strategy must be put in place taking into account the available
hardware on chip and the tester limitations.

During the first wafer level test, the BB map is collected in the tester. At the
end of the flow the tester provides fusing information to be stored permanently in
the device in the following fusing process.

With the second wafer level testing after fusing — when the most important
defects have been screened and first retention tests have been done — the testing
flow proceeds and uses internal memory volatile registers (or SRAM) to update
the bad blocks map that will continue to accumulate new-found bad block fails.
This approach avoids using the tester resources to store information. The ultimate
goal is to avoid multiple fusing processes in order to reduce the test time and to
take advantage of the non-volatile nature of the memory (which is not possible
with DRAM). For this approach it is possible to use a good spare block or a
standard block as support for storing bad block table and possibly other test
information that will be used in the successive test steps. The block identified for
this purpose can be marked as Bad Block and will never be used by the customer.
By using this strategy all the successive testing steps will update the bad block
table.

15.3 NAND DFT

Design for Testability (DFT) concerns all design efforts done to ease testing. Main
objectives of Design for Testability are:
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¢ Improve productivity and gain competitiveness (test time reduction = test cost
reduction)

Increase test parallelism

Yield enhancement

Maximize test coverage to avoid failures at the customer

Production process monitoring and optimization

® & ¢ O

DFT guarantees the appropriate hardware necessary to enable special test
modes in order to:

Evaluate array functionality

Evaluate general product functionality
Accelerate tests and stress patterns
Modify electrical parameters

Identify and investigate product fails
Quantify operational windows
Characterize internal sub-circuit margins
Set burn-in operation conditions
Generally reduce test costs

In the following sub-sections the basic hardware requirements in order to enable
the test flows (Sect. 15.2) and test modes (Sect. 15.4) are described.

15.3.1 Special test pads

In addition to standard pads, special test pads are necessary to enable test mode
features. For example, some pads could be added to enable low pin count testing
at wafer level. At least one extra pad could be used to select between user mode
and test mode without the need to provide special test sequence on the byte wide
interface. When test mode is enabled, special commands can be given to the test
interface to enable the test features.

A fundamental usage of the test mode selection is to enable the low pin count
features (Sect. 15.3.2) directly at wafer level. For example, by setting the x2 1/0
mode, only two pin tester resources are needed instead of eight to probe the DQ
data, thus enabling a greater parallelism and saving touch down time. Table 15.3
shows an example of test pads (TE1, TEO) used to enable test mode in low pin
count configuration.

Table 15.3. Test enable pins example

TE1 TEO

0 0 Test mode x8 enabled
0 1 Test mode x4 enabled
1 0 Test mode x2 enabled
1 1 User mode
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At least one additional pad is required to measure internal voltages with the
purpose of calibration or test coverage. The same pad can also be used to force
some internal analog signals from the tester. This is useful in order to have a
controlled voitage during special tests or to enhance test speed when internal
generators are not able to provide enough current loads. Figures 15.7 and 15.8
show drawings with two test pads: one used to test internal low voltages and the
second one to test high voltages. In some cases it could be convenient to share the
pads with some standard NAND interface pads in order to enable the features on
the packaged parts. The primary function of the low voltage pad is to access the
internal band-gap circuit (Sect. 11.4). The band-gap trimming is a fundamental
operation since the band-gap reference voltage is used to generate all the internal
voltages. The same pad can be used with the purpose of measuring other reference
signals or the output of voltage generators such as the Viyr down-converter (Sect.
11.5) [13]. Many signals (V1, V2, V3 ...) can be monitored for the purpose of
trimming, coverage or debug.

To analog
circuits

Trim
options

ESD TEST
Bandga X
| Bandgap %t X0 papLv

V2 —{><}-
V3>

Fig. 15.7. Low voltage test pad for measurements

vUP
$&l —>1 HV Switch
[F1ESD TEST
VSEL VUP O paD HV
S8 3| HV Switch
S ESD
VUNSEL1 VOF M1
sel ——J HV Switch
— ESD
VUNSEL2 I

Fig. 15.8. High voltage test pads for measurements
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The function of the high voltage pad is to monitor and trim internal voltage
regulators related to the array operation such as the read gate voltage, especially in
MLC devices.

The test pad operation can be reversed in order to force the voltages from
external test equipment in test/debug mode. For example, the internal band-gap
voltage can be replaced by the external pad voltage by disabling pass gate PG1
and enabling pass gate PG2 (Fig. 15.7).

Table 15.4 summarizes the main internal voltages that could be connected to
the external pad with the purposes of monitoring/forcing, trimming or debugging.

Table 15.4. Example of high and low voltage signals measurable with external pad

Name Range Description
[\
Vie 1.25 Band-gap voltage
Vip 0-25 Selected WL in Program , nwell/pwell in Erase
VNt 1.7-2.0  Internal logic supply voltage generated from DC-DC converter

ViNEIBIT 0-15 Unselected WLs in Program (selected string)

Vro 0-5 Selected WL in Read or Verify
Voass 0-8 Unselected WLs in Read

Vst 0-7 Gate of Source switch

Vost 07 Gate of Drain switch

Vsa_precu 0-3.6 Gate of the follower for bitline precharge in Read

Ve precu 0-3.5 Bitline pre-charging in Program during inhibit phase

Moreover, the most important regulated voltage signals (which have an impact
in precision and performance) can be measured and trimmed through the pad.
Tester limitations should be taken into account (i.e. if a maximum 15V can be
measured by the tester equipment then, higher voltage values, such as VPP, cannot
be brought directly to the test pin, but only a fraction could be tested).

15.3.2 Low Pin Count Testing (LPCT)

Low Pin Count Testing (LPCT) is a testing practice widely used in ASICs and
logic chips; it is gaining more and more importance in memories in order to
reduce the test cost by achieving higher testing parallelism. LPCT can be used at
wafer level in combination with high parallelism capability of advanced tester and
probe equipments. Today, advanced memory testers are capable of a single
touchdown testing on 300 mm wafers. To enable this parallelism it is necessary to
reduce the number of I/Os to be tested.
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440 15 NAND design for testability and testing

The low-pin count interface is enabled by means of the test interface or special
test pads (Sect. 15.3.1). The data interface can therefore be reduced to single bit,
double bits or nibble 1/0 interface. The data or commands transfers are executed
in more cycles. Figure 15.9 illustrates an example of x4 /O interface where two
write cycles are needed in order to get the command word/data-in in a byte-
organized NAND Flash memory (Table 15.5). The DIN are then internally re-
aligned with a proper internal clock signal.

DQ<3:0> D Q D Qf—— DIN<7:4>
WE# —-1?
D QF—— DIN<3:0>

Fig. 15.9. LPCT x4 interface

Table 15.5. Data in sequence in LPCT x4

WEH# cycle DQ<3:0> DIN <7:4> DIN<3:.0>
Cycle 0 c7776”5’94’ ‘X”X”X”X’ 57,765555?47
Cycle 1 637’2”13’07 473969557?45 ‘3,,2’71’709

While reducing the number of I/Os, the time to transfer data from the memory
to the tester and vice versa increases (doubles when switching from byte-wide to
nibble-wide). This is an additional reason to avoid data transfer as much as
possible during the test flow and to increase the use of data compression and BIST
techniques that will be analyzed in the next sections.

15.3.3 Voltage regulators and trimming

Many voltage regulators and charge pumps in the NAND product require proper
testing. Section 15.3.1 showed that the principal internal analog signals can be
accessed through a test pad. The trimming procedure is fundamental for the band-
gap circuit, providing a reference voltage for almost every other analog signal in
the NAND memory. Moreover, every other charge pump or important voltage
regulator inside the chip has the possibility to be further adjusted. The example in
Fig. 15.10 shows a charge pump whose regulator is based on a Vggr (band-gap)
reference voltage.
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_VOUT= VREF(1+ R2/R1)

charge pump

on/off
configuration
VREF sighals

R2

R1

Fig. 15.10. Charge pump trimming

Besides, by means of configuration signals it is possible to adjust the resistor
ladder to fine tune the pump output.

Band-gap reference has the capability to provide an excellent voltage reference
which is voltage independent with a precision of few parts per million in the
temperature range of interest. The importance of this circuit is so high that it is
essential that the circuit is verified and trimmed at wafer level testing and that a
Parametric Measurement tester Unit (PMU) is used.

The primary goal of the trimming procedure is to compress the native Gaussian
distribution of the band-gap voltage circuit output into a narrow distribution. The
purpose is to reduce the error when generating the highest voltage signals which
apply a high multiplication factor to the band-gap reference voltage as shown in
Fig. 15.11.

Specific configuration bits are available to properly set the band-gap circuit
with a measure and trim procedure as shown in Fig. 15.12, making use of the
configuration bits as shown.

Multilevel cell architectures require more and more precision as the number of
levels increase. As a consequence, band-gap trimming is required to be more
accurate and finer.

BGCNF 3oV

1.5V

!
1.25V +-12mv x20
v

Fig. 15.11. Band-gap trimming

|| 25V +-240mV

20V

Micron Ex. 1025, p. 444
Micron v. YMTC
IPR2024-00911



442 15 NAND design for testability and testing

BGCNF Offset BGCNF Offset
Test Mode Entry Coarse Fine
I 000 Default 000 Default
010 +100mV 001 +5mV
Enable the 001 +150mv 010 +10mv
external pad and o1l Z100mV 011 +15mV
the external path
100 -150mV 100 +20mV
\ 101 Smv
Connect the PMU 110 -10mV
and measure the 111 15mv
Bandgap voltage
l
Disconnect
external path

Exit and save the
value for later
fusing

Fig. 15.12. Band-gap trimming flow and example of configuration signals

15.3.4 Fuse ROM

In previous sections the necessity to trim the band-gap and other circuits has been
described. After having determined the correct trimming code for the circuit, it is
necessary to store the value in some non-volatile registers in order to restore the
proper setting at the next power-on. This kind of trimming codes, together with
other parameters, can be stored permanently into the fuse ROM (Sect. 13.5). Fuses
are also used to store permanently the redundancy information collected during
EWS. Because of the necessity to optimize the fusing process and test coverage,
the Fuse ROM must be made testable; i.e. it should be possible to read out its
content. An additional DFT feature, helpful in debugging the fusing process, is the
possibility to access some of the fuse elements directly from the test pads (through
DMA).

15.3.5 OTP Blocks

One Time Programmable (OTP) blocks are essential as a temporary (non-volatile)
storage memory during the testing or to store important “fingerprint” information
for the device. Differently from DRAM, where the storage memory is volatile,
NAND Flash is non-volatile and could be used during the test flow to store
information. NAND storing capability suffers error rate which is recovered by
external ECC; therefore, the choice to use or not NAND storage instead of fuses
must be carefully analyzed. A way to cope with those named limitations is to
adopt some proper data correction, for example using majority codes. Anyhow,
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153 NAND DFT 443

OTP blocks can be used efficiently in many cases when the information is
temporary, i.e. during the test flow. An OTP block can be either added to the
memory architecture or a standard block can be used as OTP by marking it as a
bad block, depending on the chosen BB strategy.

15.3.6 Test interface

Test interface (T1) is a special interface to be used during testing in order to select
test mode features, in addition to the standard User Mode (UM) commands (Sect.
15.3).

When a Low Pin Count interface is enabled, the TI manages this option and
also manages the data in‘out sequencing (Sect. 15.3.2). Since Low Pin Count
Testing (LPCT) is used at wafer level to increase the parallelism, it is necessary to
configure the TI to LPCT without using byte-wide commands. This is achieved by
the introduction of a special test pin that, driven by the tester, communicates to the
TI that LPCT has been enabled (Sect. 15.3.2).

15.3.7 Microcontroller as Built In Self Test (BIST) hardware

NAND operations (write, erase and read) are done through complex algorithms
developed to obtain the correct functionality of the memory, coping with array
issues. Algorithms are internally implemented by several macro sequences involv-
ing the circuits and the array. They are, as well, controlled by a finite state machine
FSM or, more generally, by an internal microcontrolier [3] (Sect. 6.5). An internal
microcontroller (uC) is a solution which can enable flexibility to testing. Among
the possibilities offered, Built In Self Test can be easily implemented without the
need of extra hardware. A simple pC hardware for the implementation of BIST
will cost less than 0.5 mm? including a ROM and a SRAM.
Some examples of having a microcontroller for testing are:

* By means of T, it is possible to access the control signals in the same way the
microcontroller does. This means that the test program can control internal
circuitry with maximum flexibility. It is a useful feature in debugging.

* It is possible to load code from the tester into the SRAM in order to perform
special tests or to patch internal algorithms.

o It is possible to use features such as breakpoints.

¢ [t is possible to access memory and logic circuits (as BIST routines).

e It is possible to implement special BIST routines to enhance test time and
parallelism (EWS, burn-in).

15.3.8 Fail counter

It is known that NAND Flash memories can be delivered with some failures in
the array that will be managed by external Error Correction Codes (ECC) [6].
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444 15 NAND design for testability and testing

Therefore, depending on technology reliability and application, manufacturers can
tolerate some single bit errors that will be corrected by ECC. An analog fast fail
counter can be present in the NAND device to implement Pseudo Pass Program
scheme [11]. The same circuit can be used in error tolerant testing routines. A
circuital example is given in Fig. 15.13: the circuit evaluates in one step if the fail
number exceeds a certain value. The fails in the page buffers build up the current
Isum equal to N times [fail, where N is the fail counting. The current [fail is
compared with a reference value properly set by signals RF1 and RF2 according
to the desired fail limit. If the fail current exceeds the reference value, then the fail
signal is set. A fail flag can be made accessible through test registers.

A fail counter can be also implemented through a digital circuit (e.g. micro-
controller) that counts the fails in a page and sets a pass/fail flag. This method is
slower than the analog counterpart but it is more accurate especially when high
fail count number is needed (e.g. in Vth distribution search tests).

pége buffers

........

----------------------------------------- -l
isum TJI————I *Isum

prmcenccsccnans

fail

s N e RH—E —45

i ,
T 1 TP

Fig. 15.13. Analog fail counter circuit

verify

15.4 Fundamental NAND test modes

Array testing is the most time consuming and the most important part in NAND
testing. As NAND memory devices increase their capacity, efficient array testing
is more and more important because test time is proportional to the array size. DFT
should focus particularly on test time reduction using the following guidelines:

e Write, erase operations and read/verify operations should be executed in
parallel at string level, block level or multiple blocks level.

e When testing array, test data-in/data-out transfers should be avoided as much as
possible.

e Test fail information should be provided to the tester in a compressed form in
order to simplify redundancy analysis.
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In this section an overview of the most important test features, to be used
particularly at wafer level, is given.

15.4.1 Parallel tests

Parallel wordline Program

By means of this test, it is possible to activate multiple wordlines in parallel in
order to simultaneously program the entire block. This type of test can be used
in many steps of the test flow, when it is necessary to obtain a preconditioning of
the array with all the cells programmed; in this case, a good control of the pro-
grammed distribution is not required (i.c. program verify is not used). It can be
used to setup a solid pattern (all wordlines programmed) or checkerboard patterns
by applying programming voltage to even wordlines and Vpagg voltage to odd
wordlines.

The capability of internal charge pumps must be checked (in terms of settling
time) to sustain parallel programming, because they are designed to drive a single
wordline during user mode operations. Therefore, the test should be properly
characterized, especially at high temperature. When it is not possible to use the
internal pumps, a possible option is to use an external voltage generator, using
the test pads described in Sect 15.3.1. Limitations in this case derive from the
maximum voltage/current capability during parallel tests.

The Parallel Wordline Program flow is summarized below:

—

. Load program pattern into the page buffer

2. Select the wordlines to be programmed (even/odd, 0:31/32:63, 0:15/16:31/...... )
according to the chosen data pattern

3. Connect the external voltage to the internal Vpp or the internal Vpags according
to the WL programming scheme

4. Apply the programming pulse

5. Exit

Parallel erase

Similarly to parallel program, parallel erase is a test feature that is useful not only
for test time reduction at wafer level but also on packaged parts. For example, the
first step in EWS is an erase operation used to precondition the array which comes
from the factory in an unknown state. Moreover, it is effective in setup of cycling
patterns.

The Parallel Erase flow is:

1. Select the blocks to be erased by means of the appropriate test registers
2. Connect the external voltage to the internal Vggase

3. Apply the erasing pulse

4. Exit
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Parallel read

This special test is used to speed up verification of patterns in the array. To
implement the test, the read voltage must be applied to all the wordlines in a
NAND string by means of special test mode setting. In this condition it is possible
to understand if all the cells are below the verify level, similarly to the erase verify
condition. In fact, if only one cell is above the verify level, it causes the NAND
string to shut-off.

It is possible to discriminate even (odd) wordlines if odd (even) are biased to
VPASS instead of VREAD-

Differently from a standard read, in a parallel read all the cells in the string
have the same voltage applied to the control gate, so that the read current depends
strongly on the state of the cells (in standard read Vpags is used to reduce this
effect on the unselected cells). As a consequence, the test tells that all the cells are
below the verify level, but not how far.

Parallel program of array and redundancy

With the purpose of reducing testing time, it is mandatory a test feature that allows
programming standard and redundancy columns in paraliel. Redundancy columns,
in fact, must always have the same test coverage of the standard array and undergo
the same test flow. This feature is useful at wafer level testing,

15.4.2 Margin read

The purpose of this test mode is to apply more severe conditions during read. This
test is achieved by applying a higher (when reading 0s) or lower (when testing 1s)
wordline voltage. The read voltage can be selected through test registers or it can
be forced through test pins.

15.4.3 Data fail compression

Data compression in digital IC testing is related to compression of the 1/0 data
stream in order to reduce the number of cycles needed to transfer a test sequence
or a test result [7, 8]. For NAND Flash memories, the goal is to reduce the number
of data transactions with the tester and this requirement is becoming more
important as the memory capacity increases. The compression required in the
NAND case does not aim at transfer all the data read from a page or a block in a
compressed form. Instead, it aims to compress, for example, fails occurred in a
bitline into a single bit. This information allows the tester to know that a bitline is
failing and needs a replacement, without reading out all the pages.

To obtain a simple and effective fail compression, the page buffer structure
must have at least two latches for each bit as in Fig. 15.14. This condition is
usually satisfied in leading edge NAND devices [12]. Simpler SLC devices may
use a single latch, but usually a second latch is available to perform pipelined
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read/write operations. The first latch is used to perform the standard verify/read
operation; the second one is used as an error flag to accumulate the failures found
scanning all the columns.

to the bitline
o £
] 1
& 2
A ™

Fig. 15.14. Double Jatch page buffer schematic

In order to use the two latches for error compression it is necessary:

e To set or reset the latches independently

o To transfer data from the first to the second latch

» To read out the second latch output (or transfer the data into the first latch and
read it out)

15.4.4 Internal Vth search

Vth search test mode is fundamental in the analysis of the cell population
behaviour. The test basically analyzes the cell threshold distribution and, in
particular, it finds out the edges of the distribution. This feature is very important
for MLC devices analysis, where compact distributions are fundamental. It is
often used in:

¢ Programmability tests to find out programming characteristics of the array
» Retention check tests

¢ Array behaviour analysis after stress or coupling tests

e Debug analysis

The Vth search is based on multiple read/verify operations where the Vggap
voltage is swept through the search interval. To find out a distribution or a
distribution tail, sometimes the test is run on a subset of the array, in order to
obtain a sample of the device without scanning the entire array.

The algorithm for Vth tail search is summarized below (search of the lower
edge of the distribution).

1. Set the Vgeap voltage level inside the expected distribution (Fig. 15.15).

2. For each page within the specified address range, perform read operation versus
expected data, count fails and update the fail counter. Exit the read routine if
the fail counter exceeds the specified limit.
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3. If the fail counter is lower than the limit, exit the test and save Vrgap as the Vth
distribution edge.
4. Decrease the read voltage level and repeat the scan.

Cell N
count Sweep Vread

read as 0's
read as 1's

Vread

Fig. 15.15. Vth distribution edges search algorithm

The algorithms should be executed internally to save time. In particular, the fail
counting should be performed internally with proper hardware (Sect. 15.3.8).

15.4.5 ROM, RAM, Fuse ROM testing

When the microcontroller structure is present, ROM and RAM must be tested.
Memories Read/Write accesses are provided by the test interface.

Information fused inside Fuse ROM must be accessible for readout: this is
mandatory when the fuse blowing step must be verified and optimized. A fused
checksum value can be used to speed up the verification in mass production.

15.4.6 Internal clock measurement

Internal clock oscillator is one of the analog circuits whose functionality is
fundamental for the correct NAND operations.

The internal oscillator can be tested in many indirect ways by measuring
execution time of some basic operations, but it could be worth to add some
hardware structure dedicated to perform this task with parallelism at wafer level.
For example, an internal frequency measurement block can be designed by means
of a digital counter fed by the internal clock, to count the time periods. The
counter must be reset and driven by means of the test interface. After the testing
time is elapsed, the internal counter is stopped and the value is read out. The
period of the internal oscillator can be easily calculated by dividing the time
elapsed with the counted cycles.
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15.4.7 Tests for defect detection and yield enhancement

One of the early phases of wafer level testing aims at monitoring the production
and early scrapping of bad wafers. ‘

Effective defect detection tests are of great importance also in the yield learning
phase of the technology and repair strategies.

Figure 15.16 shows the localization of typical defect types in the backend
process for a double metal level array with bitlines on the first level. Typically, the
defect detection phase is composed of a set of tests aiming at finding out shorts
and opens in the array with limited use of circuitry. Defect detection tests can be
combined with static stress among layers to activate defects at wafer level.

The requirements list for defect detection tests starts by analyzing the array
architecture and the process architecture and by identifying possible defect sources.

Bitlines

Bitline
contacts ——>»

)

BL Contacts
short
WL short

Wordlines—>»

BL Metal short

Sourceline

Fig. 15.16. Typical array back-end defect types
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In the following sub-sections a description of the test modes for defect detection
in the back-end will be given. Test mode design leverage on the available NAND
structures such as page buffers or ad hoc designed test hardware.

A generic test for defects detection in the back-end makes use of page buffers
in an effective way to detect an improper discharge of the tested bitlines versus
adjacent bitlines or a secondary layer such as wordlines. The test is generally
composed by the steps listed below.

1. Precharge even (odd) bitlines and clamp odd {even) bitlines to GND.

2. Wait for an appropriate time.

3. Read page buffers and check the result. In case of shorts, the bitlines are
discharged and read as 1; otherwise they are read as 0 having deselected the
string by means of DSL.

Using the basic scheme described, it is possible to design the required tests.
The following sub-sections give implementation examples of some fundamental
tests.

Shorts among bit lines detection

Shorts are caused by metal shorts and bitline contacts shorts.
Test flow

1. Precharge even bitlines, clamp to GND odd bitlines

2. Clamp to zero DSL.

3. Wait proper time

4. Latch the value in the page buffer

5. Read out fails: 0s readout indicates a short with adjacent bitlines

Bit lines opens, string open

Opens are caused by bitline contact open, AA opens, Source line opens.
Test tflow

. Select a block preconditioned to Os of 1s

. Pre-charge bitlines

. Apply pass voltage to all wordlines

. Select DSL of a string or group of strings

. Wait proper time

. Latch the value in the page buffer

. Read out fails: Os readout indicates that the string is not able to discharge the
bitline because of opens at the drain and/or source side

~1 SN L W N —

Shorts between wordlines

Shorts are caused by poly lines shorts.
Test flow

Micron Ex. 1025, p. 453
Micron v. YMTC
IPR2024-00911



15.4 Fundamental NAND test modes 451

. Select one block preconditioned to all 0

. Apply Vpass to unselected WLs and Vggap = 0V to selected WL

. Float the selected WL

Wait

. Latch the page buffer

. Read out fails: all 1s indicated that the selected wordline is shorted with adjacent
wordline and charged up to the Vpass level causing the bitline to discharge

The test can be applied to even/odd wordlines in order to detect shorts in one
group of wordlines and proceed with bad block management without having
identified exactly the failed wordline.

15.4.8 Stress modes

Defect activation tests (or stress tests) make use of voltage and/or temperature
acceleration (Sect. 15.2.3) in order to activate defects that will occur later in the
early-life of the product.

First, stress tests are performed at wafer level in order to early detect the
biggest amount of defects and save testing, packaging and fixed costs. Stress tests
at wafer level aim at screening:

Tunnel oxide defects
Other oxides defects
BRack-end of line defects
Active area defects

Voltage acceleration is able to achieve high acceleration factors and it is
suitable to be applied on oxides and back-end in the array.

Stress tests are time consuming and therefore, it is common to apply them
separately from the defect detection tests for the reason of test cost optimization.

It follows a list of main tests for defect activation at wafer level usually
performed at high temperature.

o FErase stress

— Perform some blind program/erase cycling (in the order of 100 cycles) using
worst case conditions. Use a BIST self cycling routine
— Use parallelism as much as possible

o Vpygq Stress

— Apply Vpass voltage plus over voltage to simulate the Vpags/inhibit stress
— Perform all-1 verify

e Pump stress
— Activation of charge pumps forcing their maximum operating output plus

acceleration delta to simulate cycling.
~— Reduce/eliminate burn-in time
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o Wordline stress

— Static activation of odd wordlines versus even wordlines
— Calculate proper acceleration delta to avoid overstress

o Bitline stress

— Static activation of all odd bitlines to VDD (or other internal voltage
available) versus even wordlines to GND.
— The stress should accelerate the stress during program inhibit.

o High VDD stress
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16 XLC storage

R. Micheloni' and L. Crippa®

16.1 Introduction

The obvious advantage of designing NAND devices capable of storing n-bit/cell
(where n is currently 2, 3, and 4) is the resulting reduction in area occupation of
the matrix. However, the benefits of 3-bit/cell (or 8-Level-Cell, 8L.C) and 4-bit/cell
(or 16-Level-Cell, 16LC) technologies don’t come for free.

Programmed levels are limited to the same program threshold window V rypw

(see Fig. 16.1) as any MLC device (referred to as 4L.C throughout this chapter).

a)dLC A Vraew -
VTHR »>
b) 8LC A Viruew
A TTATATATATA
VTHR:
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I
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8 Di0 Di2
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Fig. 16.1. XLC program window Vypw and distribution width
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456 16 XLC storage

In fact, as is the case for a 4L.C device, the highest verification level must be
low enough to prevent bit failures such as program disturb and read disturb. The
more states a memory cell must be able to store, the more finely divided its
program threshold window is. Therefore, it is mandatory to reduce further the
width of programmed distributions (Sect. 16.2).

A reduction in area occupation of the matrix has a drawback in an increment of
the area occupied by the peripheral circuits: in particular, the area of the sensing
circuits. In fact, the number of latches inside a sensing circuit is (as a minimum)
equal to the number » of bits stored inside the cell (Sects. 16.3 and 16.4).

A number n of bits corresponds to a number (2" — 1) of levels of read and verify
(see Fig. 16.2). Therefore, a device with » bits per cell needs (2" — 1) SROs to read
the content of the cell. Moreover, the number of verify operations after a single
program pulse is equal to 2" ~ 1).

Taking into account the last item, we could come to the conclusion that a read
operation of a 16LC device is 15 times slower than a SLC device. Indeed, 15
SROs can read four pages, and therefore the average page access time Tg

2" -1
Tx =T “Tsro (16.1)

is equal to 3.75 Tsro, where Tsgo is the time spent by one SRO.
Therefore, Ty ratio between a 16LC and a SLC device is 3.75 and not 15. This
ratio is as low as 2.5 if a 4L.C device is considered (Tz = 1.5 - Tsro).

Rz 3340536D738D9I?If"l))1]n 2[)13 14D]S

Vyryis

Vvrvi
J 4 ,nrmmﬂmﬂmmmm

Fig. 16.2. 16L.C ISPP and its 15 verify levels
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16.2 Vy distribution width 457

It should also be taken into account that NAND devices are mainly used for
mass-storage and that a considerable number of pages is involved in a read
operation. If the device features cache read (see Chap. 10) and data-output time of
a page Tpo is longer than Ty, then there is no real difference in read performance
between a SLC, 4LC or 16LC device (see Fig. 16.3). Similar considerations apply
to interleaved architectures (e.g. systems where a controller drives several NANDs
in parallel, as described in Chap. 2).

In any case a XLC device is affected by the issue of the exponentially growing

number of verify operations to be performed after each program pulse. The

consequent dramatic drop in program speed is the most relevant weak point of
XLC devices. Both the reduction of overall verify time and other interesting
solutions to increase program speed are discussed in following sections.

Data Out(4) Data Out@

€3 Tp=3.5Tsro

Fig. 16.3. 41.C versus 161L.C with cache read: data-out streaming

16.2 V1 distribution width

Figure 16.4 shows the main parasitic effects responsible for the widening of the
cell’s threshold voltage (Vy and Vryr, Définition 8.2) distributions, as discussed
in Chaps. 8-10. Table 16.1 summarizes the countermeasures described in the
above mentioned chapters.

Most of those effects can be freely minimized: for instance, effect (1) by
reducing AISPP, and effect (4) by using an appropriate number of multi-passes.
The obvious drawback is a drastic increase in both program and read times.

Effect (3) can be reduced as well by the constant Bit-Line (BL) bias. Effects
(5) and (6) are already minimized enough when the solutions above mentioned are
put in place.
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458 16 XLC storage

Table 16.1. Countermeasures adopted to minimize distribution widening

Parasitic effect Solution Reference

(1) AISPP Reduce AISPP

(2) FG-FG coupling ABL program Sect. 8.4 E
Erase distribution compacting Sect. 9.2
Program sequence Sect. 10.1.2

(3) BL-BL coupling ABL sensing Sect. 8.3

(4) SL bias error SL tracking Sect. 9.3.1
Multi-pass sensing Sect. 9.3.2

(5) BPD Low-current bias Sects. 8.4 D-9.1
Erase distribution compacting Sects. 9.1 and 9.2

(6) PGM & Read Disturb ~ ABL Sect. 84 F

The big hurdle to the narrowing of the distributions in XLC devices is the
Floating Gate (FG) coupling with adjacent cells, which becomes more and more
relevant as the shrink of design rules goes on. Figure 16.5 shows the shift of the
programmed distribution Dy of cell M;, due to the FG coupling with neighbor
cells.

It should be noted that cells M; - ; belonging to Word-Line (WL) i — 1 in Fig. 16.5
are not taken into account, since they have already been previously programmed.

The following equation can be used to approximately estimate the shift AVy; of
the distribution Dy due to floating gate coupling:

Crome:
AV, = —EGNC AP, (16.2)
FGTOT
where:
CJ,-(;N(;=2-C'X +CY +2'CXY (163)

AV is the average shift of threshold voltages of neighbor cells, programmed
in state Dyc. Cx is the contribution along bitline direction, Cy along wordline
direction and Cxy is the contribution along diagonal direction. Cggror is the
overall floating gate capacitance which includes all contributions.

Programmed Distribution Dx
El AISPP

,/wr\

Fleating Gate Coupling

H!

Bitline — Bitline Coupling
E Source Line Bias Error
E) BPD

I 2| 3] 4 {516
. E Program & Read disturbs

>

Vrur

Fig. 16.4. Main parasitic contributes to the programmed distribution width
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Y - BL Direction Neighbouring
V& cells

- - - -

e X - WL Direction

E A Dne
AVnc >
v
Dy THR
IA\
|
H ]
1 L]
[] \
t 1)
- >
AV = Ving

Fig. 16.5. Coupling Capacitance contribute and FG coupling

Because of continuous technology shrink, the ratio between Crgne and Crgror
grows bigger and bigger. Such ratio is solely due to technology, and it cannot be
mitigated by design whatsoever. Aim of the design is instead to try and reduce
AVyc as much as possible, as already discussed in Sect. 10.1.2 for the case of 4LC
technologies.

Next two sections describe the solutions implemented to reduce FG coupling in
8LC and 16LC devices, together with the techniques used to increase program
speed.

16.3 8LC

16.3.1 Program sequence

In order to reduce FG coupling effect, the same solution devised for a 4LC device
(Sect. 10.1.2) can be applied to an 8L.C one. In particular, the page program sequence
described in Fig.10.6 can be adapted to an 8LC device as shown in Fig. 16.6 [1].
To this end, a middle-page is introduced, interposed between the upper-page and
the lower-page. Program sequence for the first 15 pages is shown in Fig. 16.6a.
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Mgs

BLS

IINOO©® \ Middle Page
| \ 1\1{ 0 1‘1’\0"' (4LC-like)
] VTlm
AR TR
1 ﬂx@@m@@@ﬁ
Msis | lt Upper Page 0 1 0 6 1 0
SLS ‘ Middle Page 1 1 0 0
1 1 1

Lower Page |

s L g

Fig. 16.6. Page program sequence for an 8LC device

<D o

0
0

e
o -

Programming of the seven levels Dx (X =1,2,...,7) is carried out in three
separate rounds, as shown in Fig. 16.6b. Lower-page is programmed during the first
round, middle-page during the second one and upper-page during the third one.

Distributions D1°, D17, D27, and D3” are Temporary Distributions (TDs),
which are then re-programmed until they reach their final state Dy [5, 6]. The
biggest advantages of this approach are the following:

1. Program-speed increase
2. FG coupling reduction

The first advantage should be evident recalling the discussion developed in
Sect. 10.1.2 (Fig. 10.5): D1°, D17, D2”, and D3” (TDs) do not need the eight
levels precision; therefore, the lower-page can be quickly programmed using the
voltage step AISPP1 of a SLC device (similarly to distribution D2’ of Fig. 10.5).
Middle-page is programmed using the same precision of a 4L.C device, whose
AISPP2 is smaller than the step AISPP3 required by the program operation of the
upper-page.

As far as the second advantage is concerned, TDs greatly reduce floating gate
coupling. An example without TDs can help the explanation. Let’s assume we want
to store “011” (distribution D4, Fig. 16.6) in cell M, and “000” (distribution D7)
in cell M,. Without re-programming, no intermediate distribution exists and, there-
fore, during the first round of the lower-page programming, cell M, is directly shift
to distribution D4 using the precision of an 8LC device. During its following two
program rounds, cell Mg remains in D4, according to the decoding shown in Fig. 16.6.

Micron Ex. 1025, p. 462
Micron v. YMTC
IPR2024-00911
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On the other hand, during its three rounds, cell M; moves from distribution E to
D7 following the steps E->D4->D6->D7. Final result is shown in Fig. 16.7: the
whole Vryg leap AV, from E to D7 is coupled with My, determining maximum
shift AV (see Eq. (16.2)):

AVA/IO = CFGN(V - AVMI (1 6.4)
FGIOT

Let’s see what happens to FG coupling in the same case, but using TDs and
program sequence of Fig. 16.6a. Figure 16.8 shows the reprogramming technique
applied to cell My: The algorithm is described here below.

¢ First round (programming of page 0): cell M, reaches distribution D1’ above
temporary verify level V'yyy.

o Second round (programming of page 3): cell M reaches distribution D2 above
temporary verify level V’ypy,. Cells within dotted area of distribution D1’ are
reprogrammed to D2”.

e Third round (programming of page 6): cell M, reaches distribution D4 above
final verify level Vypys. Cells within dotted area of distribution D2” are
reprogrammed to D4.

Indeed, the first programming round of cell M, is followed by the first
programming round of cell M, (E->D1”), i.e. of page 2, as shown in the sequence
of Fig. 16.6a. Because of FG coupling, distribution D1 shifts (from dotted to solid
distribution) as shown in Fig. 16.9. Thanks to re-programming technique, this shift
can be completely eliminated by the second program round of cell M. In the same
way, the second program round of cell M; (DI°>D3”), that is of page 5, is
recovered by the third program round of cell M. The third round of program of
cell M, (D3”->D7), that is of page 9, is the only one which cannot be recovered
by Mo.

The amount of shift AV, is in any case much smaller than the one for the case
where no re-programming is used.

—
Cell My to D4 (011) m @
>
AV >
Cell M, to D7 (000) E D >

s AVwo

FG coupling M, -M, D 4 D4’

»

VTHR

Fig. 16.7. Worst-case FG coupling without temporary distributions
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Fig. 16.8. Program rounds on cell M, (distribution overview)

FG coup. after M E2D1’

»°FG coup after M, D1’ D3”

VFYZ 1\\_ . A}' coup. after M, D3”>D7

VVFY4 Vv:ws VT“R

Fig. 16.9. M, FG coupling recovery during re-programming

Worst case occurs when M; shifts from level V’ypys to the rightmost level of
distribution D7 (Vpmax), as shown in Fig. 16.10. Without re-programming, AV,
is in the order of 6-7 V, while in this case it is approximately 1 V. Overall
mitigation of the FG coupling is therefore in the order of 70-80%.

Obviously a complete recovery of the intermediate FG coupling requires that
all the verify levels are correctly set. The rule of the thumb is that the right
boundary of the reprogrammed distribution should be greater than the right
boundary of the initial distribution (see Sect. 16.3).

Indeed, cell M could statistically occupy any of the eight possible levels, and
therefore all the possible combinations should be considered: beginning with the
case where M, remains in E (no shift of My), all the way through the worst case
seen so far (M, in D7). Therefore, it is not a rigid shift of the distributions, but
rather a real widening. Figure 16.11 shows the widening scenarios for all the
distributions in any possible situation.
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Fig. 16.10. Worst-case FG coupling with distribution re-programming

After M, program round 1

: >
\ After My program round 2
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Fig. 16.11. Overall view of FG coupling with distribution re-programming

Re-programming technique discussed so far applies to ABL architecture [5] but
it can be easily extended to an interleaving architecture [6]. This technique is the
most efficient in terms of FG coupling recovery, but indeed other methods have
been devised over time: for instance, special sequences where both lower-page
and middle-page are programmed in a single 4LC round (equivalent to a Full-
Sequence MLC, Sect.10.1.1) and the upper-page in a reprogramming round of
8LC, with either ABL or interleaving architecture [4].

Full-Sequence 8LC reprogramming techniques (therefore without re-
programming) have been even used in the first 8LC devices at 56 nm with ABL
architecture [2, 3]. More information can be found in the referenced documents at
the end of this chapter.
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16.3.2 Program: circuits and cache operation

As discussed in Chap. 10, two latches are needed for 4LC programming. Such two
latches not only contain information about target distribution, but they are also
involved in both verify and program/inhibit operations. Therefore, transfers and
logic operations are implemented in order to correctly process the bits inside the
latches.

Of course, the minimum number of latches to program an 8LC device is three.
The combination of bits stored in each latch identifies target distribution. It is not
so easy and immediate to manipulate the content of the three latches in order to
ensure a proper 8L.C programming. In general, another latch is added in both 8LC
and 16LC devices [3], which is used for read-verify operations: in this way, the
sensing circuit is more flexible and easier to manage. In ABL architecture, the
additional latch corresponds to block SA of Fig. 8.26.

Figure 16.12 shows the architecture of the sensing circuit of an 8LC device.
Latch LRV is used for read-verify operations. The three data latches L1, L2, and
.3 hold the 3 bits of data for 8LC operations. Latch L1 is used for Data-Load and
Data-Qutput operations, managed by the Logic Unit. Information exchange among
the four latches occurs across node SO.

Figure 16.13 shows a possible implementation of the sensing circuit.

Each target distribution Dy (X = 1,2,...,7), is coded inside latches L1, L2, and
L3, as shown in Table 16.2, Al, A2, and A3 represent the logic output of latches
L1, L2, and L3, respectively. Node ARV is the output of latch LRV and it is
connected to the bitline through transistor Mprog during program pulses. ARV is
equal to “1” in case of cell inhibit, and therefore it is initially set to “1” only if the
cell must remain in distribution E.

Table 16.12 is valid both in case of Full-Sequence program and in case of
program of the upper-page using re-programming (Fig. 16.6). In the latter case,
latches L2 and L1 are loaded after reading both the lower-page and the middle-
page stored inside the cell.

As usual, the programming algorithm is ISPP based and it is made up by
program pulsed followed by verify operations.

L2 L3
01 0/1
Verify Data-Load
Check Data-Output

LOGIC UNIT

Fig. 16.12. 81.C sensing architecture
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Table 16.2. Logic content of latches 1.1, L2, L3 and LRV of Fig. 16.13

E D1 D2 D3 D4 D5 D6 D7
ARV 1 0 0 0 0 0 0 0
A3 1 0 1 0 [ 0 1 0
A2 1 1 0 0 1 i 0 0
Al 1 | 1 i 0 0 0 0

Figure 16.14 shows the verify sequence following an ISPP program pulse. As
for every SRO (see Chap. 8), after a verify operation performed at level Vypyi,
node SO in Fig. 16.13 can get two possible voltage values:

- if Vrur > Vvryi (VVFYi SUCCCSSﬂl]) then SO = “1” (VDD).
-~ if VTHR < VVFYi (vayi fall) then SO = “()”,

L1 L2 L3
Mpen E-
"

PCH—I My, [EBT EéZl Mpsz l_EPZ Eé}_l Mis; F_E.B?,
Mgl S Mr:a2 Mras
O

E LRV -
SEI\ITSI—'—' [: ) Mpprog ARV BRV
T

ROG

-1

Te BL

Fig. 16.13. 81.C sensing circuit for program/verify operations

-

=

Vepye ¥ VFY7
Vypys V VFYS

.-

Target Distribution Check Points

Fig. 16.14. 8L.C verify sequence following a ISPP program step
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466 16 XLC storage

Before storing the value of node SO inside latch LRV, it must be checked
(Check Points of Fig. 16.14) whether the target level of the cell is either Vygy; or
higher levels. For instance, a cell whose target is D7 goes above levels Vypyy,
Vyey2 etc, but only the overcoming of Vypyy should be considered. If the target is
not Vypy;, then the corresponding verify success should not be considered (case
Jalse-success). If the target is Vyry;, then the cotresponding verify success should
be considered (case true-success). At this point, latches L1, L2, and L3 come in.

From a functional point of view, in case of false-success it is sufficient to force
SO voltage to ground. On the other hand, in case of true-success (or in case of
failed verify as well) node SO should not be conditioned whatsoever.

A first solution which can be applied to the circuit of Fig. 16.13 is to enable one
of the two transistors Mga; or Mgg; (j = 1,2,3), according to the sequence shown in
Table 16.3 and according to the timing shown in Fig. 16.15. Transistors are
enabled biasing their gates to a voltage V.

The value of V| is slightly greater than the threshold voltage Vyun of a NMOS.
For example, let’s assume that V| is 200 mV higher than V.

After a verify operation at Vyry;, transistors of the corresponding column in
Table 16.3 are enabled. If the cell has overcome Vygy; but under a condition of
false-success (SO is “17), node SO is discharged to ground by at least one of the
three latches (case 1, 2 or 3 in Fig. 16.15). If the cell has overcome Vypy; in a
condition of true-success, no latch discharges node SO, which remains at Vpp. If
node SO is “0” (verify fail), it is charged at 200 mV by at least one of the three
latches. As far as the trigger threshold of latch LRV is concerned, 200 mV is
equivalent to “0”.

For example, let’s assume that the cell should reach Vygye: combination “1117
is present on nodes A3, B2, and B1 (see Table 16.2). The only combination which
connects A3, B2, and Bl to SO is indeed the one of column Vypys in Table 16.3.
In all the other cases, Vyry; (i # 6), at least one node at “0” is connected to SO,
and the corresponding verify is ignored, no matter if it is a fail or a false-success.
Finally, in case a fail occurs at Vyryg, node SO is charged from zero to 200 mV.

T, T Tz T
Vop i {

EX1 Vi
EX2 L Vi)
EX3 :

EBRV L Ve

Fig. 16.15. Timing diagram related to Table 16.3
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Table 16.3. Transistors biased (on the gate) to Vi for each verify operation

Vyryi Vvryz Vyrys Vyrys Vyrys Vyeys Vyryr
MExs Mgg; Mgas Mgg; Mgas Meggs Mgas
Mgx Mgaz Mggy Mgg, MEaz Mgz Mgg,
Mey; Mga Mgy, Me4 Mgg, Mg, Mgg,

The last operation is the storing of node SO logic value inside latch ERV, by
enabling Mggry (Figs. 16.13 and 16.15). If SO equals “1”, node ARV goes to “1”
and the cell is inhibited (permanent inhibit), otherwise the state of the latch LRV
does not change.

The use of the analog voltage V, (instead of Vpp) prevents the case where one
of the three latches charges node SO to Vpp — Vyyn, which would be interpreted
as a “1” by the latch ERV. A modified circuit which only uses digital signals is
shown in Fig. 16.16. Node SO can only be discharged to ground, by enabling
transistors Mgg or Mga using a sequence similar to the one shown in Table 16.3.
In this implementation, the signals which enable either Mgg or Mg, are digital,
and they are equal to Vpp. On the contrary, it is not possible to force node SO to
Vp. Transistor My is used to transfer the data inside the latch.

Once D1, D2, and D3 have been done, there are only other four distributions to
be programmed. Latches L2 and L3 are used for this purpose. Therefore latch L1
remains unused, and it can be used to load the following page (cache program).
For the same reason, once levels D4 and D5 have been programmed, latch L2 can
be used to load another page, and latch L3 alone is used to program distributions
D6 and D7. After distribution D6 has been programmed, latch L3 is free as well,
and distribution D7 is programmed using latch LRV only [3].

Figure 16.17 shows the cache program operation: the first 8L.C program starts
after data-load of pages 1, 2, and 3. Once the cells to be programmed have gone
above Vypys, latch L1 can be used to load page 4. Similarly, once Vypys is
overcome, latch 1.2 can be used to load page 5. Finally, page 6 is loaded in L3
once Vygye IS Overcome.

The circuit which controls the successful overcome of the different verify levels
is shown in Fig. 16.18 and it is composed of two PMOS in series, Mpso and
MPARV-

Fig. 16.16. Modified laich scheme using only digital signals
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(Vvrys Ok) L2 cache
(Vvrys OK) LI cache

123\[7 5 6 7 8 9

8LC PROGRAM 8L.C PROGRAM

(Vvrys OK) L3 cache

Fig. 16.17. 8LC cache program operation

The concept is similar to the one discussed in Sect. 10.2.4. Node VOK N is
common to all sensing circuits and it is weakly pulled down by Mcuk.

Let’s neglect for a while transistor Mpary: if all the cells go above level Vypyi,
all SO nodes are at Vpp (before time T, in Fig. 16.17). Therefore, all PMOS Mpgo
are turned off. By enabling Mcyk, node VOK N is forced to ground. Otherwise, if
at least one cell has not overcome level Vygy;, the corresponding Mpso is on and
node VOK_N goes to Vpp.

e If VOK N =“0” then all the cells have gone above level Vygy;.
e If VOK N =“1"then at least one cell has gone above level Vypy;.

MOS transistor Mpary is necessary for those cells which have already been
programmed and therefore would discharge node SO during verify phases. In fact,
during a verify operation at Vypyi, the cells programmed up to the D; - | would
discharge node SO anyway. The node ARV of the corresponding latch LRV of
these cells, which are in permanent inhibit, is set to “1”. By activating Mpary as
shown in Fig. 16.18, gate-controlled by node ARV, the cells which are already
inhibited do not influence VOK N (Mpary off). From a logic point of view,
VOK_N is the wired-nor of nodes ARV and SO of all the sense amplifiers.

Mpcy
PCH Voo

Mpso
SO d

E LRV
SEX\I/JISEL_' [: *u\\/[_mjg AR BRY ARY —q Mpary

EARY M EBRV
ROG __I MnTEzRY I__ !

SO VOK_N
CHK—" Mcrk

e

S S

To BL

Fig. 16.18. 81.C Verify check circuit
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This check is useful not only for the cache program, but also to exclude useless
Vyry; shown in Fig. 16.14. For each level of Vygy; the check of VOK N is
performed. If VOK_N =“0”, then the corresponding verify is excluded from the
following ISPP steps. In this way, the overall verify duration is greatly reduced,
thus speeding-up program operations.

Ina complementary fashion, at the begmmng of the ISPP staircase the highest
Vyry; are useless, since the cells have a Vyugz which is around distribution E.
Specifically, it is useless to perform a verify at Vypy; when no cell has overcome
the previous level, Vypyi-. A smart strategy is to add the verification of level
Vyryi when at least one cell has overcome level Vypyi-; [4]. This check is carried
out adding the MOS Myso shown in Fig. 16.19.

The circuit behaves complementarily to the circuit shown in Fig. 16.18, Node
FOK is common to all the sensing circuits. Mpcyk is a weak pull-up PMOS.
During the verify at Vygyi-, if at least one node SO is at Vpp, the corresponding
MOS Mpso is on and node FOK is forced to ground (Myso is more conductive
than Mpcuk). Vyry; will be added to the next verify sequence. Vice versa, if no cell
has overcome level Vygyi-1, all nodes SO are at ground and all Myso are off: node
FOK is forced to Vpp by Mpcuk. Vvryi should not be added to the next verify
sequence.

Conclusion: combining the circuits shown in Figs. 16.18 and 16.19, the verify
levels are added only when really needed and are eliminated when they become
useless: an ISPP with an optimized number of verify operations is achieved, and
therefore program speed is maximized. Moreover, cache program operations are
implemented.

Mecy
PCH
SO Miso |
LRV !
MsgL Meros '
SEL —‘l :
)
BRY !
PROG Vob :
1
ORI [at
)
To BL FOK

Fig. 16.19. 8L.C Circuit for a minimized number of verify operations

16.3.3 Read: circuits and cache operation

Figure 16.20 shows a circuit which can be used for read operation. Of course,
seven SROs are needed in order to read the content of a cell; such SROs are
carried out using the seven read levels of Vzgap; shown in Fig. 16.21,
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L2 L3

MseL
SEL '_‘I : LRV
) MeroG ARV BRV

To BL

Fig. 16.20. 8L.C read circuit

Viean: Veeanz Veeans Vreaps Veeaps Vreans VREAD?

1 0 Upper-Page
1 i 0 0 i 1 0 0 Middle-Page
1 1 1 1 0 0 0 0 Lower-Page

Fig. 16.21. 8LC read levels

Let’s assume that the eight levels are coded as shown in Fig. 16.21. The three
latches start with the corresponding nodes A1, A2, and A3 set to “1”. At the end
of each SRO, transistors are enabled according to Table 16.4. As usual, node SO is
equal to “0” if Viyr < Vggapi and to “1” if Voyg > Vegapi.

Table 16.4. Enabled transistors after the SRO at Vrgapi

Veeapi  Veeapz  Veeaps  Veeaps  Veeaps  Vreans  VReap7
Mpxs  Mgpaz  Mpas  Mgras Meas Mras Mres Mgas
Mgz Mga2z Mpgga Mga2z
Mgy Mgai
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At the end of the seven SRO operations, nodes Al, A2, and A3 are equal to
lower-, middle- and upper-page, respectively. It is worth noting that a single SRO
at Vreapa is sufficient to read the lower-page.

® If Vrur <Vgeaps then SO =“0”: enabling Mga; the latch keeps its state
(Al =“1").

e If Viur > Vieaps then SO =“17: enabling Mgy, the latch changes its state
(A1 =%0").

Read operation is not necessarily sequential: the read of the lower-page could
be done immediately in a SRO, followed by its data output. In this way, latency
timings in an 8LC device can be minimized, and they become equal to those of a
SLC device (see Fig. 16.3).

For the middle-page, three SRO are enough, at Vireans, Vreans, and Veeaps.

If VTHR < VREADZ then A2 =“1”.
If Vegapz < Viur < Virgaps then A2 = <07,
If Vrgaps < Vrpr < Vegaps then A2 = <17,
If VTHR > VREADG then A2 =0,

For the upper-page all the SROs are needed. Combining read circuit shown in
Fig. 16.20 with program circuit shown in Fig. 16.13, the complete scheme of a
latch can be derived, as shown in Fig. 16.22. Of course, this scheme can be used

for L1, L2, and L3.
L ..............................

B[R, Ve R ] e
Mga

MEA MEB

Mo 4

Fig. 16.22. 3LC complete latch schematic

16.4 16LC

In order to produce a 16LC device, distributions must be narrowed even further.
Taking Fig. 16.1 as a reference, a programming technique which greatly reduces
FG coupling is shown in Fig. 16.23 [7]. Let’s consider again two adjacent cells,
Mg and M. Let’s assume that target distribution for My is a generic distribution D;
at level Vypy; (i=1,2,...,15) of Fig. 16.1, while the target for cell M, is D15
(worst-case FG coupling for My).
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472 16 XLC storage

Cell M, is roughly programmed at a level Vypyrj, which is lower than the target
level Vypy;, Fig. 16.23a. This initial program round is fast, since it is performed
using a wide AISPP.

a) Program M, in temporary distribution DTj (Vyeyr;)

E\ "

DTj

Viug >
VVl;YTj
b) Program M; in temporary distribution DTk (Vypyry)
DTk
>
T 4’
VVFYTk
¢) FG coupling M;-M,
a
>
Vyrvrj
d) Program M, in target distribution Di {Vygy;)
DTj_ _—>» Di
e
E gl’ v Wi
Vyry

Vyryi
e) Program M in target distribution D15 (Vygyis) — (FG coupling M,-M,)

DTk— DIS
m /. AVpreoss [
L -
Vvryri Vvkvis
f) FG coupling M,-M,
i
)
\
'
m |
. —p

VVFYi

Fig. 16.23. 16LC programming scheme
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16.416LC 473

Afterwards cell M; is roughly programmed as well, at a level Vypyr, which is
lower than the target level Vygpygs, Fig. 16.23b. Therefore, the distribution of celi
My (DTj) gets wider because of FG coupling M—M, (Fig. 16.23c).

It should be noted that the figure also shows the case where the target of M, is
distribution E, on top of the worst case whose target is D15: if the target of M, is E,
there is no FG coupling effect (no shift of distributions) between M, and M.
Distribution DTj (solid line) includes such two extreme cases (and therefore also
the intermediate cases M, with target D1-D14).

At this point, cell M is programmed to target distribution D; by means of a
AISPP which is appropriate for a 16L.C programming (Fig. 16.23d). Finally
(Fig. 16.23¢) cell M, is also programmed to target level Vypys in the same way.
Figure 16.23e also shows the widening of distribution DTk due to FG coupling
M»-M, because of roughly-programming of M,. Roughly-programming of cell M,
takes place after programming cell M, to its target distribution D;.

The widening of distribution D; (AVp; in Fig. 16.23f) is only influenced by the
second programming round of M, and it is equal to (according to Eq. (16.2)):

Crome |
AV, =—FE AV ke s (16.5)

FGTOT
where AVpri_,p;s is the maximum threshold leap of M,, in the step shown in
Fig. 16.23e. The reduction of FG coupling M;—M, with respect to a program where
M, is programmed in a single 16LC round from E to D135, is approximately 90%.

The more the temporary levels Vygyr; are close to the target level Vypy;, the
more the FG coupling given by Eq. (16.5) decreases.

Indeed a lower limit exists for the distance between these two levels, given by
the fact that the rightmost limit of D; must be greater than the rightmost limit of
distribution DTj (Fig. 16.23d). Without this condition, programming shown in
Fig. 16.23d would generate distributions similar to the one drawn with solid line
in Fig. 16.24.

Therefore, following condition must be valid:

Wivi + Wpi 2 Vigryyy +Wppy + AV iy (16.6)

where Wp; is the width of target distribution D; and Wpy; is the width of temporary
distribution DTj.

d) Program M in target distribution Di (Vyrv;)

DTj__-> Di
’ ’
E §I’
)
: . —P-
Vvryrj Vvrvi

Fig. 16.24. Temporary level Vypyrj and target level Vygy; too near
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474 16 XLC storage

The value AVqp; is the FG coupling contribution due to the program leap of
cell M, from E to D15 (AVg_p;s), which can be computed using the following
equation:

Crooin
AVpy; = f,;/z;,'AVE-»]ns (16.7)

Once target widths Wp; and Wy are set, the distance between levels Vypyr
and Vygy; i strictly related to the value given by Eq. (16.7). Because of the
ongoing technology shrink, this value is due to increase and therefore the distance
between Vypyrj and Vypy; increases as well. The drawback is that if the distance
between Vygyrj and Vypy; increases, the final contribution of FG coupling (given
by Eq. (16.5)) increases as well. Even if this method is highly efficient, its limits
are more and more highlighted as shrink is performed.

Another disadvantage is that this programming sequence needs a corresponding
data upload sequence which is quite complex:

Upload (to the sensing circuit) of pages 1-4 to perform rough programming of Mg
Upload of pages 5-8 to perform rough programming of M;

Reload of pages 1-4 to perform 16L.C programming of Mg

Upload of pages 9-12 to perform rough programming of M,

Reload of pages 5-8 to perform 161.C programming of M;

Upload of pages 13-16 to perform rough programming of Ms

Reload of pages 9-12 to perform 16L.C programming of M, and so on... so on.

® & ¢ o ¢ @

=

BLe B

e B
—ICE ——IC
—ICE —IC
e

MSLS MSLS J

|
SLS l !

0

= — 1=
5 1N 2|21 [=2li& N

Fig. 16.25. 16LC programming sequence for an even/odd interleaved architecture
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16.4 16LC 475

Unless a sensing circuit including eight latches is developed (four for
programming and four for buffering), this page load sequence should be managed
by the system microcontroller, which is able to act as a buffer for the four latches
of the sensing circuit.

The sequence described above is valid for ABL architecture, but it can also be
used in an interleaved architecture [7]. In this case, the cells belonging to the odd
bitline should be roughly-programmed before performing 16L.C programming on
even cell M,,. ‘

The resulting programming sequence is shown in Fig. 16.25: the number
represents programming order, while the letter “r” represents the “round of rough-
programming” and “f” represents the “round of 16LC programming”.

16.4.1 Three rounds re-programming sequence

A more efficient technique for 16L.C programming, which programs the cells in
three rounds, is shown in Fig. 16.26 [8].

In the first round of M,, the cell is programmed 4LC-like (Fig. 16.26a) in
distributions DTj.

Then the adjacent cell M, is programmed 4LC-like as well (first round of M,).
FG coupling effect on M due to programming of My is shown in Fig. 16.26b.

In the second round, cell M, is roughly-programmed 16L.C-like reprogramming
distributions DTj into distributions D;’ (Fig. 16.26c).

Similarly to what we have seen in the previous 16LC programming, reprogram-
ming of DTj in D;’ should not generate distributions like the ones shown in
Fig. 16.24.

Therefore, the rightmost values Vgpri, Vrpr, and Viprs of distributions DT1,
DT2, and DT3 should be lower than the rightmost values of D’4, D’8, and D’12.
For the same reason, distributions D;’ should be programmed to a level which is
lower than the final target D;.

Afterwards the cells M, and M, are programmed 4LC-like (first round of M,)
and rough-16LC-like (second round of M) respectively. Figure 16.26d shows FG
coupling effect on M, due to these two program operations.

At this point the third round of reprogramming of cell M, (Fig. 16.26¢e) is
performed at target levels D;. Such final program is performed using a fine AISPP,
16LC-like.

Then cells M3, M,, and M, are reprogrammed 4LC-like (first round of Ms),
rough-16LC-like (second round of M,) and 16LC-like (third round of M;)
respectively.

Figure 16.26f shows FG coupling effect on M, due to these three program
operations.

FG coupling effect on M, is mainly due to the third round of reprogramming of
the distributions of M, from Dy’ to D;: FG coupling on M, is minimized.

Figure 16.27 shows program sequence for ABL architecture.
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476 16 XLC storage

a) First Round: 4L.C M, program

DTl DT2 DT3

b) M;-My FG coupling after 4LC M; program

VTHFL_’

D1 TD’jT,D’ST 1')’71 D’9'1 1)"11“)*13 D’15
D2 D4 D6 D'8 D10 D’12 D*14
d) M;-M, FG coupling after rough-16L.C M, program
- -G v - gr-r-dv-dv- g go-gv - gr-g

VTHR >

; VTHR

f) M;-My FG coupling after 16LC M; program
e o e

VTHR
Di',rl)s TDS'T D7 N D9 TDnTm’sT'ms
D2 D4 D6 DS Di0 Di2 Di4

Fig. 16.26. 16L.C three round programming method

Micron Ex. 1025, p. 478
Micron v. YMTC
IPR2024-00911



16.4 16L.C 477

BLS M5} rJ

'
Jﬁﬂ[’
mm e
Moo
Sl ewfen s

SLS Mis l T—Round 3 -16LC-like
Round 2 - rough-16LC-like
Round 1 - 41.C-like

Fig. 16.27. 16LC three rounds programming sequence

16.4.2 Sequential sensing

The sequence of 15 verify steps (Fig. 16.2) significantly impacts overall program
time. Figure 16.28 (upper part) shows the signals applied to the NAND string
terminals in this phase. It is composed of a sequence of 15 SROs performed at
levels VVFYi-

As can be noted (see also Chap. 8), most of this time is wasted waiting for the
operation of both charge transient Tpgrg and discharge transient Tps of the WL, In
addition to that, the biasing of the cells gates at Vp,gs generates a coupling disturb
(Vwrce) on the WL of cell M; biased at Vygy;. The recovery of such disturb lasts
quite a relevant amount of time.

Figure 16.28b is an alternate solution which minimizes these effects [8]. Vpass
has an initial transient, and then it remains constant. Therefore, both charge and
discharge transients of Vpasg and the coupling with Vygy; are eliminated. In the
overall duration of a SRO, the only relevant contributions are given by charge
transients Tprp (smaller than Tere) of Vypy; and evaluation timings Tgya. It is
important to note that in case of ABL architecture Tgya becomes negligible.

Settling time of the SL (source tine) impacts the duration of a SRO as well. One
way to reduce SL noise, (similar to the one described in Sect. 9.3.2) is to exclude
from the verify operation at Vypy; the cells which are below the previous level
Vvryiz [8].

In this way the current injected into the source is greatly reduced, together with
the peak of SL noise.

The same technique can be applied to the read sequence as well, starting from
level Vyeap: up to the level Vipgapis.
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Fig. 16.28. 161.C Conventional sensing vs. sequential sensing
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Read and program circuits used in 16L.C are not described in details, since they
are a logical extension of the ones used in 8LC: in the following, the schematics
are sketched.

Figure 16.29 shows the sensing circuit for program-verify (the additional fourth
latch L4 can be noted). Tables 16.5 and 16.6 show the initial state of the latches.
After a verify operation at Vygy;, transistors of the corresponding column in
Tables 16.7 and 16.8 are enabled.

Mpcu
PCH

Msgr,
SEL

Fig. 16.29. 16LC program circuit

Lt L2 14
L3
Al B1 A2 I Ad B4
EAl Mg} |EBI A3L%:|BS EA4 Mgor] |EB4
—l MEai = I—_ .—I QEM Fot l—_
: LRY
Mrrog ARY BRV
| %
T EARY M EBRYVY
PROG -—I Meaey I—
SO |
To BL |

Table 16.5. Logic content of latches of Fig. 16.29 for 16LC distributions

E D1 D2 D3 D4 D5 D6 D7
ARV 1 0 0 0 0 0 0 0
A4 1 0 1 0 1 0 1 0
A3 1 1 0 0 1 1 0 0
A2 1 1 1 1 0 0 0 0
Al 1 1 1 1 1 1 1 1

Table 16.6. Logic content of latches of Fig. 16.29 for 16LC distributions

4 DIs

D8 D9 D10 DIl DI2 DI3 DI
ARV 0 0 0 0 0 0 0 0
Ad 1 0 1 0 1 0 1 0
A3 i 1 0 0 1 1 0 0
A2 1 1 1 1 0 0 0 0
Al 0 0 0 0 0 0 0 0
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Table 16.7. Transistors biased (on the gate) to Vi, for each verify operation

Vveyi Vveva  Vvrys  Vveva Vveys  Vvevs  Vveys
Mgxs Meps  Mpgas Mpss Mpas Mess Mgpas Mesg
Mexs  Meas Mess Mess Meas Meas Meps Mems
Mgxs Mgaz  Mgaz  Mpa2 Megs Mz Meme Mg
Mexi  Mgair  Mpar Mgay  Mgay Meayy Mgy Mgy

Table 16.8. Transistors biased (on the gate) to Vi, for each verify operation

Vyrvs Vveyos  Vvevie Vveyii Vveyiz Vvevis Vveyus
Mgxa Meas Mpas Mpas Mgps Meas Meps Meas
Mgxs  Mpas  Meas Mess Mess Meas Meas Mg
Mexa Meazs  Meaz  Mpaz Meaz Mesn Mepz Mem
Mex; Megy  Megp Mep; Mgy Mgay  Mepy  Mgpy

Figure 16.30 shows the timings of the enable signals of the transistors during a
verify operation. The circuits of Figs. 16.18 and 16.19 are obviously valid for a
16LC as well.

As far as read is concerned, the corresponding circuit is shown in Fig. 16.31.
Assuming that the coding shown in Fig,16.32 is used, Table 16.7 shows the enable
sequence of the transistors associated with a SRO at Vggapi.

Due to the fact that high storage capacity applications are becoming ubiquitous,
Flash vendors are spending more and more effort on XLC memories. In fact,
technology shrink is facing its physical limits while 3D options (Chap. 5) are still
at R&D level. Given the effort, in the near future we expect some improvements
of performances and reliability to satisfy the needs of the consumer market.

Table 16.9. Enabled transistor after the relative SRO at Vygap;

Vrgapt  Vreapz  Veeans  Vreaps  Veeaps  VReaps  VReap  VREAD
7 §
Mirxs  Mras  Mgps Mrad Mgp4 Mga4 Mgy Mgras  Mgps
Mexs Mgas Mgs; Mras Mgp;
Mgxz Mgaz Mgg2
Mrxi Mpgas
Table 16.10. Enabled transistor after the relative SRO at Vrgap;

Veeapo  Veeabio  Veeapit  Veeapiz  Veeapis  Veeapu  Veeapis
Mrxs  Mpag Mgg4 Mgas Mgps4 Mrag Mggs Mga4
Mexs Mgas Mgg3 Mgas
Mgxa Mga2
Mgx;
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Fig. 16.30. Timing diagram related to Tables 16.7 and 16.8
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Fig. 16.31. 16LC read circuit
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17 Flash cards

A. Ghilardeili' and S. Corno?

17.1 Introduction

Memory cards are solid-state devices engineered to store digital information. They
come in several forms and shapes but nonetheless they have many common char-
acteristics. In this chapter, we will describe memory cards from a user standpoint,
their internal architecture and the algorithms operating within, the difficulties with
relevant counter-stratagems inherent in their design.

Each of us has certainly already dealt with memory cards in our life. Almost
every portable digital device has a slot for housing one of them. Digital still
cameras, handheld computers, MP3 players, mobile phones, digital camcorders
and video game consoles all make use of memory cards. In digital still cameras
they store pictures, in MP3 players music files, in digital camcorders videos, and
their applications are literally endless. Moreover, every computer nowadays has a
card reader slot by means of which the information stored in the memory card can
readily be transferred to it, without the use of cable connections or installation of
dedicated software.

Add to that other indisputable advantages like reliability, affordability, high
capacity, high speed, small size, ruggedness and it is clear why memory cards are
so popular today. Memory cards are in the astounding range of gigabytes nowadays
and they cost just a few dollars. They are tremendously fast, tens of megabytes
transferred per second is a very common capability and sometimes even over
100 Mbyte/s. They are small, sometimes to the point to make their handling a
challenging task, and light, with a weight in the range of the gram. They do not
require particular care, the user can manhandle them, drop them and even subject
them to extreme temperatures and still they will do their job efficiently and
reliably. As they do not have internal moving parts, contrary to hard disk drives
for instance, they can operate trustworthily even when hard shaken. They can be
overwritten over and over again, probably never reaching their cycling life limit
under normal usage.

The market is replete with different kinds of memory cards. The most common
are undoubtedly the MultiMediaCard (MMC) and the Secure Digital (SD) with all
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2 Micron, scorno@micron.com
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484 17 Flash cards

their variations. As in all microelectronics industry, however, this is a fast changing
and evolving condition. Formerly very widespread cards were the CompactFlash
and the SmartMedia, although now rather superseded. More vendor specific cards
are Memory Stick and xD. USB Flash Drive are yet another type of card very
popular today because they have no restrictions on their size like all the afore-
mentioned cards and can thus be very sizeable in available memory.

The foliowing Table 17.1 summarizes the dimensions of the most widespread
memory cards.

Table 17.1. Dimensions of selected memory cards

Card Common varicties Dimengions (mm)
CompactFlash I 36 x43 x 3.3
11 36 x43 x 5.0
SmartMedia 37 x 45 x0.76
MultiMediaCard MMC 24 x32x14
Reduced size 24x18x 1.4
Secure Digital SD 24 x 32 x 2.1
microSD 11 x15x1.0
Memory Stick Standard 215x50x28
Pro 21.5 x50 x 2.8
Duo 20%< 31 x 1.6
xD Standard 25 x20x 1.7
Type M 25x20x 1.7
Type H 25x20x 1.7
USB Flash Drive Arbitrary

Host manufacturers have a muititude of cards to pick from for their applications.
Each card may have its own advantages or disadvantages in terms of form factor,
size, capacity, speed, protocol complexity or pin count. Sometimes, however, more
mundane motives underlie the card choice. These might include licenses and
royalties that come with some cards’ types.

Security is also an increasing decisive factor that may tip the scale toward one
card rather than another. Some cards implement protocol features specifically
devised to limit somehow the access to the card content. These features are known
as digital rights management (DRM) and are mostly used by copyright owners.

17.2 Memory card architecture and assembly

One of the foremost common characteristics of memory cards is their use of
NAND Flash memories as storage devices, although this is not compuisory in
their definition, Indeed, memory cards with NOR Flash memories have been
designed and in the near future even other futuristic memories like the Phase
Change Memories (PCM) might be used, too.
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17.2 Memory card architecture and assembly 483

All memory cards have a similar architecture. A simple block diagram is
represented in Fig. 17.1. The core of the card is a Micro-Controller, which masters
all the card’s activities. A stack of NAND memories constitutes the memory space
where data are actually stored. The Micro-Controller communicates with the stack
of all the NAND memories through a Memory Interface. The Memory Interface
implements the NAND protocol to exchange information with the memory stack.
It must comply with the specifications dictated by the NAND manufacturer, so a
different NAND type usually necessitates a different Memory Interface.

The Micro-Controller must also communicate with the external world. This task
is mandated to the Protocol Interface. Each type of card (MMC, SD, Compact
Flash...) has to obey to its own protocol.

The three blocks Protocol Interface, Micro-Controller and Memory Interface
constitute a single die, the Controller. The NAND memories are separate dice. All
these dice must be assembled in the same package. This is challenging because
the thickness of the card package is very thin (1-3 mm depending on the card).
Different strategies can be applied to the package assembly.

One method is to assemble the Flash, typically in a TSOP or WSOP package,
and the Controller, typically in an LGA package, together through surface mount
technology (SMT). A simple schematic diagram is shown in Fig. 17.2.

Protocol | | Micro- | | Memory __:i: e l
Interface Controller Interface ] NAND
Controller
iCard

Fig. 17.1. Memory card’s architecture

Contillf NAND
\ 7
N 7
3 v
0[0]0/016]0)]

/ AN

PCB Casing frame

Fig. 17.2. Surface mount technology (SMT)
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486 17 Flash cards

A Multi-Chip Package (MCP) is a package containing several dice of the same
type stacked vertically and connected in such a way to form a single bigger
device. In Fig. 17.2, the NAND can be a single die or an MCP of stacked NAND
dice. A System-in-Package (SiP) is a package combining different devices (digital,
analog, passives...) forming a system. The whole card package is thus a SiP.

Another possible approach is to bond the bare chips directly to the substrate,
without putting them in their own package first. This technique is dubbed Chip on
Board (COB) and has the obvious advantage of letting more room within the card
package.

17.3 Memory card specifications

As an example of card protocol and specifications, we can look in deeper details at
a particular card type, the Embedded MultiMediaCard (eMMC). In particular,
we will refer to the JESD84-A44 datasheet (MMCA 4.4), but all that will be
described here still holds true with minor changes for any other version of MMC.
Secure Digital cards are very similar to MMC cards, too.

17.3.1 Pinout

The pin out of the eMMC card is very simple. Apart from the supply voltage pins
there is a reset pin, the ever-present clock (CLK), one command line (CMD) and
eight data lines (DAT<7:0>). The CMD line is used by the host to issue commands
to the card and by the card to send responses to the host. The DAT lines are used
to exchange data between the host and the card.

17.3.2 Commands and responses

Commands are sent by the use of command tokens, whose coding scheme is 48 bit
long and sent via the CMD line one bit at a time:

Start | Transmission | Command | Argument | CRC7 | End
Bit Bit Index Bit

Width 1 1 6 32 7 1
(bits)

The Start Bit, the Transmission Bit and the End Bit have a fixed pattern and
their purpose is simply to signal the start and the end of the command token. The
Command Index is 6 bit long, thus providing 64 possible commands. Further
commands are made available through a special sequence of two command
tokens. The Argument field has a different meaning according to the command
issued.
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The CRC (Cyclic Redundancy Check) is an error detection code. It checks the
integrity of the command, which could be received incorrectly because of trans-
mission errors. The CRC is computed over the command token. Upon reception of
the command it is computed independently by the card and compared with the one
received in the command. If they match, the command is executed otherwise an
error is signaled.

Typical examples of commands are the Read and Write Single Block commands.
Through these commands, a Block (usually 512 byte long) is read from or written
to the card. Please note that the card write command can write both 0 and 1 and
not just 0 as in Flash memories. The Command Index for the Read Single Block
command is 17, while the one for the Write Single Block is 24. In both cases, the
Argument is the data address to be read or written. The Argument field of just 32
bits should not mislead into believing that only 2°* = 4 Gbyte could be addressed,
because for card with a capacity greater than 2 Gbytes the addressing is on a
sector basis. Consequently, any card density can be accessed with a 32-bit field
argument.

The Read and Write Single Block commands are obviously followed by the
data transfer, from the host to the card for the Write Block and from the card to
the host for the Read Block.

Each command is responded to by the card. The response serves the purpose
for the host to have feedback information about the command just issued, like
whether the card has correctly received the command, has executed or aborted it
etc. Sometimes the response itself contains the information requested by the host
through the command. There are a few type of responses, the most common
having a code length of 48 bits and the following structure:

Start | Transmission | Command Card CRC7 | End
Bit Bit Index Status Bit

Width 1 1 6 32 7 1
(bits)

The fields are clearly similar to the command token. Here the Command Index
is the replica of the command being responded to. The Card Status is a card
register stashing a lot of useful information about the card status and the outcome
of the command being executed.

We can now delineate the whole behavior of the host-card communication
during a Read and Write operation.

In a Read Single Block, the host issues the command on the CMD line
(Fig. 17.3). The card sends its response indicating in the Status Register whether
the command has been accepted or declined for any reason (address out of range,
CRC failed...).

Upon reception of the command, the card starts retrieving the requested data.
As soon as the data are fetched and ready to be transmitted, the card sends them
via the DAT line.
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CMD | command [ response
DAT data from card |——
Fig. 17.3. Read Single Block
CMD —— command }—| response
DAT data from host |—| busy |—

Fig. 17.4. Write Single Block

The Write Single Block command is very similar (Fig. 17.4).

This time the data to be programmed are sent by the host to the card. For this to
happen, the host must wait for the card response to ensure the command has been
accepted. After the data have been transmitted, the card signals on the DAT line
that it is busy programming the data, until the programming is over.

We have described just two among the commonest commands, but many others
are available. We report a brief list of the most significant ones.

Command Index Description

0 Reset

5 Sleep

7 Select card

13 Send Status Register

17 Read Single Block

24 Write Single Block

28 Write Protection

35, 36, 38 Erase
42 Lock

Command 0 is self-explanatory: it is a software reset of the card.

In Sleep state, the power consumption is minimized. The Sleep command (CMD 5)
toggles between this state and the standard consumption state.

More than one card could be connected on the same bus. Command 7 selects
which one the host wants to work with out of the many connected to the same bus.

If the host wishes to know the card status at any moment, it can send the Send
Status Register command (CMD 13). This is particularly useful at the end of some
commands, like the Read or Write Single Block, to be informed about the outcome
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of the operation. For instance, the Write command takes a lot of time to complete
and if the card encounters any problem in programming the data, this will not
appear in the card response to the command (see Fig. 17.4). Instead, an error will
develop during the execution of the command (busy phase in Fig. 17.4). The host
can acknowledge that, only at the end of the command through a Send Status
Register command.

The Read and Write Single Block commands have already been described.

An important feature of a card is the capability to protect data against inadvertent
modifications (write and erase). For this reason, a Write Protection command is
provided. The whole memory is divided into Write Protect Groups (whose size is
much greater then a Write block, see Fig. 17.5). Each of these groups can be
independently protected against accidental writing or erasing through the Write
Protection command.

The memory can be explicitly erased by means of the Erase commands. The
command operates on portions of the memory called Erase Group (Fig. 17.5). A
contiguous range of Erase Groups can be erased at a time.

Write Write Write Write
Block Block Block Block
0 1 2 k
Erase Group 0

Erase Group 1

Erase Group n

Write Protect Group 0

Write Protect Group 1

Write Protect Group m

Fig. 17.5, Write Protect Groups
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The erase process is a three steps sequence. First, the host states the start
address of the range through command 35, and then it defines the last address of
the range through command 36. Finally, the actual erase process is initiated
issuing the command 38.

Recently, a Secure Erase operation has been introduced. Applications with high
security requirements may benefit from this feature. The Secure Erase command
differs from the standard Erase command in two respects.

Firstly, it requires that the actual physical erase be executed when the command
is issued. All other operations are halted until the Secure Erase has been
completed. On the contrary, in the standard erase usually the memory is not
physically erased upon reception of the command, but just marked in the file
system ot by the Flash Translation Layer as erased. In the standard erase, the
actual erase will take place when the memory deems it appropriate, at a
convenient time, typically when it needs free space for new incoming data.

Secondly, the Secure Erase command also requires the card to perform a purge
operation on the groups being erased and on any copies of those groups. The
definition of secure purge is technology dependent, for a NAND Flash being
the process of overwriting all the memory locations being erased with a single
character before performing the actual erase.

The purging operation is a sanitization process protecting confidential information
against a laboratory attack (i.e. data recovery attempts on media outside their
normal operating environment).

Command 42 is the Lock command. A locked card cannot be accessed for
retrieving information from it or for writing new data. The Lock command locks
the card and defines a password, which can be later used to unlock the card. Once
unlocked, the card can be accessed normally. This command protects the card
from unintentional or malicious misuse.

17.3.3 Registers

Each card is endowed with a few registers. Some of these registers contain
information about the card useful to the host. Others permit the setting of some
parameters.

An abbreviated list of the internal card registers follows:

Register Description
Card Status Card Status
CID Card Identification
CSD Card Specific Data
EXT CSD Extended CSD
DSR Driver Stage Register

We have already dealt with the 32-bit Card Status register, the one sent back
from the card in its response. We can now peek at its most significant fields:
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Bit

Identifier

Description

32

ADDRESS OUT_OF RANGE

The address in the command was
out of the allowed range.

28

ERASE_SEQ ERROR

The three-step erase sequence
was not carried out correctly.

26

WP_VIOLATION

Attempt to program a write
protected block.,

25

CARD _IS_LOCKED

Indicates that the card is locked.

24

LOCK_UNLOCK_FAILED

E.g. attempting to unlock a card
with the wrong password.

23

COM_CRC_ERROR

Failed CRC check.

19

ERROR

Generic error.

The CID register is 128 bits long and stashes a number unique for each card.
No two cards will ever happen to have the same identification number. To ensure
this uniqueness, each card manufacturer is assigned a manufacturer 1D, 8-bit long,
which is an integral part of the CID. Other fields in the register define the product
name, the product revision, the serial number and the manufacturing date.

The CSD register stores information on how to access the card. It is 128-bit
wide and somewhat complicated. Let us just list a few of its most meaningful fields.

Field Description
SPEC_VERS Specification version supported
TAAC, NSAC Read access time
TRAN_SPEED Maximum clock frequency when not in high
speed mode
READ BL LEN Maximum read data block length
C_SIZE Device size for cards up to 2 GB
C SIZE MULT

VDD R CURR MAX

Maximum read current at maximum VDD

VDD W _CURR MAX

Maximum write current at maximum VDD

ERASE_GRP_SIZE
ERASE GRP MULT

Erase Group size

WP_GRP SIZE

Write Protect Group size

R2W_FACTOR

Write speed factor

WRITE_BL_LEN

Maximum write data block length

The Extended CSD register contains information about advanced card features.

Such features include Double Data Rate (DDR) mode, high-speed mode, high
capacity, security feature support, boot operation mode. The Extended CSD
register is 512 bytes long. Part of it (the Properties segment) defines the card
capabilities, while the other part (the Modes segment) defines the configuration
the card is working in. We will omit a detailed description of the Extended CSD.
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The Driver Stage Register selects the power strength of the output buffer. This
permits to adapt the card’s output stage to the transfer rate and to the bus
capacitance (which varies for instance according to the bus length and the number
of connected cards).

17.4 Flash translation layer

Operating systems usually write data in sectors (e.g. 512 bytes in size).
Unfortunately, Flash memories lack the so-called update-in-place capability. This
means they cannot be altered on a sector (page in NAND nomenclature) basis,
because the erase operation involves a whole block (made up of several
sectors/pages). Therefore, file systems cannot write ones back to zeros in a single
addressed sector. This is awkward for a high-level file system to manage.

In order to alleviate the workload of the operating system, software routines
can be implemented to emulate a NAND Flash behavior where single sectors (or
NAND pages) can be modified independently. Such software is called Flash
Translation Layer (FTL), which is an intermediate layer between the file system
and the storage media (the NAND Flash). The operating system can then write the
NAND memory on a page basis without worrying about the details of its physical
implementation. Usually it is the Controller in Fig. 17.1 taking care of the FTL.

The FTL achieves its task through a logical to physical re-mapping. Hence,
when the file system sends the command to write or update a certain logical page,
the FTL actually writes it in a different available physical page and updates a table
storing the logical to physical mapping (mapping table). The page containing the
older data is marked as invalid; Fig. 17.6 shows an example.

add n
add nt+1 Page 1
add n+2 Page 0
add n+3
add n+4 Page 3
add n+5

add k Page 4
add k+1 Page 2

Fig. 17.6. Logical to physical re-mapping
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Here page 0 has been written first at address n, followed by page 1. Then page
0 has been updated, but instead of overwriting it at address n, the FTL writes it in
another location (n + 2) and marks address n as invalid.

As it is apparent from Fig. 17.6, after a while a great portion of the memory
will be filled with invalid data taking precious unusable space. Eventually, all
these locations will have to be erased to make this memory space available to new
data. This procedure is not trivial, because the erase operation involves a whole
block, comprising several pages, some with valid data, while others with invalid
data. Therefore, valid data must be copied first to a new location, before the erase
operation takes place. All this procedure is called garbage collection. An example
is shown in Fig. 17.7.

All valid pages are copied into new locations (the order does not matter
because the mapping table takes care of the correct correspondence between the
logical and physical address). Then all the memory locations containing the old
data (valid and invalid) are erased, thus creating space accessible to new data.

Garbage collection is very critical for many reasons. Let us start to better
illustrate this point by introducing the notion of garbage collection efficiency.

Garbage collection efficiency is defined as the ratio of the number of invalid
pages in a block to the total number of pages in that block. The higher the invalid
pages within a block, the higher the efficiency. Indeed, when the number of
invalid pages within a block is high we have a twofold benefit. First, only a few
pages must be copied into new locations, thus limiting the program time and
reducing the cycling efforts (greater lifetime) of the memory cells. Moreover,
when erasing such block, a lot of space will be available for new data, because
only few data were valid and still taking memory space.

Before garbage collection After garbage collection

add n Page 1 add m
add n+1 Page 1 / Page 0 add m+1
add n+2 Page 0 / Page 3 add m+2
add n+3 / Page 4 add m+3
add n+4 Page 3 Page 2 add m+4
add n+5 add m+3

add k Page 4
add k+1 Page 2

Fig. 17.7. Garbage collection
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When should the garbage collection be run? A high program throughput calls
for a lot of free space. If the host requires more space than readily available, it will
have to halt its operation and wait for the garbage collection to kick in and erase
enough invalid pages. This will limit the sustainable program throughput. So
apparently, the garbage collection should be run as often as possible. However,
this in turn will limit the garbage collection efficiency. Therefore, an accurate
trade-off will have to be determined to establish the best performance of garbage
collection.

Flash memories’ blocks can only be programmed and erased a limited number
of times. This is the reason why a good FTL should also implement a wear
leveling algorithm. A wear leveling software module makes sure all NAND blocks
are cycled an identical number of times, avoiding some blocks ending their cycle
life while others being cycled only a few times. Were not a wear leveling algorithm
present, blocks with frequently changed data would endure much more cycles than
blocks containing long-lived data.

There are two levels of wear leveling. In the first level wear leveling new data
is programmed into a free block with the fewest write/erase cycles. Two techniques
to achieve this are the chain method and the array method.

In the chain method, the pool of available blocks is organized in a chain
(Fig. 17.8).

A simple round robin algorithm selects one block after another. When a block
is erased, it is added to the chain.

In the array method an age vector stores the number of each block’s program/
erase cycles. This information can be used by the wear leveling algorithm to ensure
a uniform exploitation of all the blocks.

In the second level wear leveling from time to time blocks containing long-
lived data are moved (copied) into other blocks even though they never received
an update command. The original block can then be used to store new incoming
data. The second level wear leveling is triggered when the difference between the
maximum and the minimum number of cycles per block reaches a predetermined
threshold.

Devising an efficient FTL is a taxing job. Two main concerns are the clustering
and the cleaning policy. A few examples of both will be reported, but let start off
by introducing the concepts of hot and cold data.

Hot data are the most frequently updated data. Cold data (or non-hot data) are
seldom updated data. In a given block, it is advantageous to gather (cluster) all hot
data or all cold data, because blocks with hot data will soon become garbage.
Cleaning such blocks is beneficial because they have high garbage collection
efficiency.

How to effectively cluster hot data then? One method is the Dyramic dAta
Clustering (DAC) depicted in Fig. 17.9.

€ blocki & blockj [€— .. <— blockk |[€ block! [&—

Fig. 17.8. Chain method
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Region 1 Region 2 Region 3| .. Region n

Cold Hot
Fig. 17.9. Dynamic dAta Clustering

In the DAC method, the Flash memory is divided into » regions, whose size is
not necessarily identical. Each region is not even necessarily made up of contiguous
memory locations. Region 1 contains the coldest data, Region n the hottest. The
hotter a block becomes, the more it shifts towards Region n. Conversely, the
colder a block becomes, the more it shifts towards Region 1. When a block is
written for the first time, it is put in Region 1. When a block is updated, if it has
been into its Region k for a time shorter than a tyesnolq it is written in Region k + 1,
otherwise it is written again in Region k. The tuyesoa 15 introduced because a
block’s hotness degrades as it ages. Upon the cleaning request of a block, if its
valid data have been in their Region k longer than ty.m42 they are copied in
Region k — 1, otherwise they are still copied in Region k. Each block has
associated with it the number of the Region it belongs to.

The real advantage of this technique is twofold. Firstly, the algorithm does not
require complex calculations and secondly the classification is fine grained (which
in turn improves the performance).

Another clustering method is the Dynamic Striping, illustrated in Fig. 17.10. In
the Dynamic Striping methodology, two registers called LRU (least recently used)
are utilized. Only logical block addresses belonging to the hot list are hot, all the
others are cold. The candidate list contains the logical block addresses recently
written. If a logical block address belongs to the candidate list and is updated after
a short while, it is promoted to the hot list. The last element of the hot list is
demoted to the candidate list.

As a further improvement of the Dynamic Striping, hot data are written in the
bank with the lowest number of erase cycles to enhance the wear leveling.

hot list
b

LIit - TTI1]

'/EIII IlUv\

candidate list

Fig. 17.10. Dynamic striping
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Cold data are written in the bank with the lowest capacity utilization (i.e. the
ratio of the number of live pages to the number of total pages) in order to make the
capacity utilization more uniform (cold data will remain longer in their locations).

Cleaning policies relate to the criterion used to pick up the block to be erased
for garbage collection purposes.

The greedy policy is one of the simplest cleaning policies, in that it selects for
erasing the block with the greatest number of invalid data. Though simple, this
policy is not very efficient because it does not take into account the cycling the
blocks have been subjected to. It has also been proved ineffective in case of
localities of reference (i.e. the fact that if a certain memory location is referenced
at a given time, it is probable that the neighboring memory locations will be
referenced in the near future).

A better cleaning policy is the cost-benefit policy. The block chosen for erase is
the one with the greatest value of the following expression:

age - (1 —valid) (17.1)
2 -valid

where valid is the percentage of valid data in the block, and age is the time
elapsed since the last modification. Note that (1-valid) is the percentage of invalid
data, i.e. the space that ultimately will be freed. The term 2-valid can be con-
ceptually regarded as the cost of reading the valid data and to copy them in another
location (2-valid = valid + valid and the first term is proportional to the time
required to read the valid data while the second term is proportional to the time
required to copy them in a new location). Therefore, the ratio (1-valid)/2-valid in
the above expression can be considered as a benefit over cost ratio. This policy is
better than greedy’s because it takes into account the age of the block.

Yet another cleaning policy is the Cost Age Time (CAT) policy. The block
chosen for erase is the one with the minimum value of the following expression:

vald_ 1. (17.2)

1—-valid age
where valid and age are defined as in the previous case and n; is the number of
cleaning, i.e. the number of times a block has been erased. This cleaning policy is
endowed even with a sort of wear leveling thanks to the term #.

A good FTL must also take care of bad blocks. Bad blocks contain not-working
or unreliable bits and therefore cannot be used. They may be present since the
manufacturing of the device or may develop during its lifetime. The FTL must
store all the necessary information about which blocks can be used and which
cannot. When a program operation in a certain block fails, the FTL acknowledges
that through the NAND Status Register and acts copying the valid data of the
block into a new good block; the block where the fail occurred is then be marked
as bad.

Finally, a FTL must ensure the reliability of data in the event of sudden power
loss. In order to guarantee this, the FTL must wait for the program operation to
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complete successfully before marking the old page as invalid or before erasing a
block. In such a way, if the new data is lost due to a power failure, the old data can
still be recovered.

17.5 Cryptography

Security has become an important part of cards’ characteristics. New protocols
implement commands handling confidential data with the utmost caution. Let us
mention the standard JESD84-A44 (eMMC), which states that every card
complying with it must implement a special memory area called Replay Protected
Memory Block (RPMB), which must be protected against replay attacks. In a
replay attack a valid data transmission is intercepted first, recorded and then
played back again later on by an attacker. Hence, cryptography has become
fundamental even in card design and usage. To protect a portion of the memory
against replay attacks the eMMC protocol employs a key (MAC) and a nonce. To
better understand these concepts, let us briefly review a few pivotal definitions
and notions about cryptography.

A cipher is an algorithm to encrypt and decrypt a plaintext into and from a
ciphertext (Fig. 17.11).

encryption

T

plaintext cipher ciphertext

~

decryption
Fig. 17.11. Cipher

Note that in the everyday vernacular language sometimes the terms cipher and
code are used interchangeably. However, in cryptography a code has a codebook
associating each word or phrase of the plaintext with one or more codewords.
Therefore, the plaintext set is somewhat limited and must be anticipated a priori.
Codes operate according to the meaning while ciphers operate according to a
single letter or bit.

Block ciphers work on blocks whereas stream ciphers work on continuous
streams of data. Each cipher needs a key or cryptovariable. Symmetric key algorithms
have the same key for encryption and decryption. Asymmetric key algorithms have
different keys for encryption and decryption. In symmetric key algorithms, the key
must be known only by the sender and by the recipient.

A cryptographic hash function is a function mapping a message into a message
digest (a.k.a. hash value) as depicted in Fig. 17.12.
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hash

message function digest = hash value

Fig. 17.12. Cryptographic hash function

The digest is a fixed-size bit string (the above-mentioned eMMC protocol
employs a 256 bit digest size). Obviously, the hash function is not injective, but is
a many-to-one mapping (the domain is usually greater than the codomain). A hash
function must possess the following properties:

o Preimage resistance. Given a hash value h, it must be hard to find a message m
such that h = hash(m). This property is required to not be vulnerable to
preimage attacks.

o Second preimage resistance (ak.a. weak collision resistance). Given a message
m; it must be hard to find another message m, such that hash{m;) = hash(m,).
This is necessary to not be vulnerable to second preimage attacks.

s Collision resistance (a.k.a. strong collision resistance). It must be hard to find
two messages m; # m, such that hash(m;) = hash(m,). This is needed against
birthday attacks.

A MAC (message authentication code) is a cryptographic hash function taking
as inputs a secret key and an arbitrary-length message. The output is the MAC
(ak.a. tag). HMAC is the acronym of hash MAC. The cryptographic strength of a
HMAC depends on its hash function, its key and the number of its output bits
(which equals the digest size of its hash function). An HMAC is mathematically
defined as:

HMAC(k,m)= H((k XORopad)& H{(k XORipad)& m)) (17.3)

where:

~ kis the secret key.

— m is the message.

— H is the hash function.

— ipad and opad are constants.

— & is the concatenation operator.

A nonce (number used once) is a random number used to avert a replay attack
that must never be used more than once.

We are now ready to get an insight to the essence of the host and eMMC card
communication protocol regarding the Replay Protected Memory Block. First of
all, a 32-byte long authentication key is programmed inside the card, typically
during the production testing phase. This key is stashed away and cannot be
overwritten, erased or read.
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When the host needs to read or write data from or to this protected area, it
sends a specific command through a dedicated data frame (Fig. 17.13). This data
frame is composed of all the relevant information for the operation under
execution (e.g. address and data) and it also includes a 32-byte-long MAC and a
16-byte-long nonce.

Stuff} Key/ |Data|Nonce| Write |Add|Block|Resultf Req/| CRC
bytes| MAC counter count resp

Length_’
(bytes) 196 | 32 [256] 16 4 2 2 2 2 2

Fig. 17.13. Data frame for accessing the Replay Protected Memory Block

The message authentication code (MAC) is calculated using the HMAC SHA-
256, which is an HMAC applying a Secure Hash Algorithm (SHA) whose digest
size is 256 bit long. The MAC is calculated over the sent data frame by means of
the secret authentication key.

When the host needs to write data into the write protected memory block, it
sends the data frame with the write relevant information (address, data...) together
with the MAC. The eMMC card calculates the MAC over the received data frame
and compares it with the MAC sent over by the host. If the MAC comparison is
successful then the write request is considered authenticated and executed.

Conversely, when the host needs to read data from the card, it sends the data
frame with the pertinent tokens (address...) and the nonce. Then the card responds
with the MAC calculated over the data frame received (and hence also on the
nonce) using the authentication key. The host compares the MAC sent by the card
with the one calculated by itself. If they match, the host is sure that the response is
coming from the card and not from a replay attack.

As a further security improvement, a write counter is also implemented. This
counter keeps track of the total amount of the successfully authenticated data write
requests made by the host. The value of this register will be automatically
incremented by one at each successful programming access. Only an authenticated
host can be privy to this number. At each read or write request the host must send
this number to the card, too. Only upon a perfect matching between the write
counter values of both the host and the card, the command is executed.

17.6 Execute in place

It is sometimes useful to run a software program directly from the Flash memory
instead of RAM. This capability is called Execute in Place (XIP) and it is used
mainly in cell phones. In a XIP application, typically both the code and the data
are stored in the Flash memory.

The alternative usually employed is the so-called Store and Download (SnD).
In such architecture, the code is stored in a non-volatile memory (e.g. a Flash) and
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it is downloaded into a RAM and then executed from the RAM. This approach has
two main disadvantages. The first is high power consumption due to the refresh
operation required by RAM memories. The second drawback is the time lost for
the downloading of the content from the Flash to the RAM, which slows down all
the system.

In the Store and Download methodology, if all the code in the non-volatile
memory is downloaded to the RAM, the architecture is termed Fully Shadowed. In
this case, the boot phase is very sluggish. Conversely, in a Demand Paged
architecture, only a subset of the code is copied from the Flash to the RAM, not all
of it. Obviously, the part copied is the one needed at that specific moment.

Sometimes, in the Demand Paged architecture, the code is also stored in the
Flash in a compress form and it is uncompressed when copied into RAM. On the
contrary, compression is used rarely in Fully Shadowed solutions. Evidently,
compression is incompatible with an Execute in Place technique.

Running the code of an application directly from the Flash memory eludes all
the shortcomings of the Store and Download methodology listed thus far. Even in
this case, however, a small amount of RAM is still needed for variables and the
stack. Only the code and read-only data (constants) are read from the Flash. The
RAM size is thus considerably reduced. This implies both a smaller footprint and
lower power consumption (the refresh takes place in a much smaller memory).
Another contribution to lower power consumption is given by the fact that a Flash
memory can be put in stand-by state when not in use without losing its content,
while this is impossible for a RAM. Usually, the Flash is divided in two areas, one
for the code and the other for the data.

Unfortunately, all that glitters is not gold. In order to implement the Execute in
Place, the Flash must possess a few definite characteristics. The foremost attribute
is random read timing. This holds true in particular for the system code. For this
reason, NOR type memories are ideal for this application. NAND type memories,
on the contrary, are not very apt to it because of their high latency and for this
reason are mostly used with the Store and Download method. A high-speed
buffer, though, can still render NAND memories liable to Execute in Place.

Furthermore, Flash memories are slower than RAM. However, if a micro-
processor’s cache is present it helps to counteract this effect.

17.7 Managed memory

Until few years ago, NAND Flash memories increased their capacity size by
means of technology shrink, even more than Moore’s law could foresee in 1965.
Today, we are getting closer to lithography limits, supposed to be close to 20 nm.
To maintain the current trend and double the number of bit stored per square
millimeter, in an 18-24 months timeframe, a different sotution must be adopted to
pack more bits into the same cell. The choice is a 2-bit/cell device, so called MLC
(Multi Level Cell), a 3-bit/cell device, so called TLC (Triple Level Cell), or more
in general, an n-bit per cell.
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17.7.1 Multibit and shrink technology issues

The increase in the number of bits per cell involves a corresponding increase in
the issue related to the cell size reduction.

A first aspect to be taken into account is that we need to put a greater number
of threshold distributions almost in the same voltage range; as an example, in a
2-bit/cell device we need to put three distributions in a range of about 6 V (cells
erased are on the left of 0 V), while in a 3-bit/cell seven distributions are inside the
same range. In a MLC device, using all the available range between 0 and 6 V, we
have 6 V/3 =2V for each distribution, while if the device is a TLC the space
available for each distribution is less than one half of the MLC: in fact
6 V/7=0.86V (see Fig. 17.14).

The distributions shown in Fig. 17.14 are ideal, because they are still distinct
entities, each of them taking up a well defined space; we can therefore associate
every cell, whatever its Vth value is, with the logic value of the information
contained inside.

In reality, due to multiple phenomena that will be discussed below, distributions
tend to enlarge and to move, producing an overlap of the distributions themselves
(see Fig. 17.15).

These phenomena, as we have seen, are becoming more evident with the
technology shrink and especially with the increase of the number of bits stored
within each cell, as it involves an exponential increase in the number of distributions
to be placed on the axis of the threshold voltages.

This uncertainty about the value contained into some cells involve NAND
memory devices usage; a solution has to be put in place, aimed at eliminating, or
at least minimizing, the causes responsible for the Vth change in respect of the
value assigned during the programming process. The same approach should also
ensure that, even with a Vth change, at least for a limited number of cells, it can
be possible to retrieve the information stored during the program operation.

Number of cells

vth (V)

Fig. 17.14. ldeal distribution of positive Vth in 2 bits/cell case (dotted line) and 3 bits/cell
(solid line)
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Fig. 17.15. Real distributions of positive Vth in 3 bits/cell case

Distributions shown in this chapter are only examples and they don’t refer to a
specific lithographic process.

Read disturb

The read disturb phenomenon (Chap. 4) occurs during reading operations and
affects those cells belonging to all the word-lines (WL) of the block except the
one containing the cells which must be read (see Fig. 17.16). To the unselected
WLs is applied a Vpass voltage, higher than Vread, for a time in the range of tens
of microseconds. In this phase, an electric field is applied to the cells and an
unintended movement of charges to the floating gate occurs.
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GND Vec GND i |Failure density ]
T v 3
Veo lrI u‘j }r‘ DSL ] pass Vi 3 3
T e v2 N 3
3 —— V3 i
Vpass = 1 va _:
= 3 v
c I
Vpass g 3
Vread @ i
= 3
Vpass E 3 E
L g - —~y
]
Vpass + o -
Vee - ~3
Source = GND rr — —r—prr
1 10 100 1000

Time[s]

Fig. 17.16 Read disturb: involved cells (circled) and Failure Density diagram as a function
of stress time and varying applied Vpass
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Every single cell undergoes this phenomenon whenever a read operation is
made within the same block, on cells belonging to different word-lines. So, the
maximum total stress time MaxST(j) affecting the word-line j in the block % is

NWIL-]
MaxST(j) = Tread - Z,u_—o ., Nread(i) (17.4)

— NWIL, is the number of WLs in the block;
— Nread(i) is the number of reads done in the block k on WL i;
— Tread is the duration of the read phase with WLs at Vpass.

The cells most affected by this phenomenon are the erased ones, which have
negative threshold voltage; the phenomenon is additionally accentuated by the
number of W/E cycles and by the increase of Vpass, as shown in the Failure
Density graph of Fig. 17.16.

The final read noise effect is a broadening of the distributions towards higher
Vth. This fact can be mitigated by modifying the process, the Vth window (i.e.
acting on the margins between each distribution and its neighbors) and, finally,
using an Error Correction Code (ECC, Chap. 14).

Pass disturb

As sketched in Fig. 17.17, the pass disturb phenomenon (Chap. 4) involves,
during the program operation, the cells belonging to the same bit line of the cells
to be programmed. In this case, the disturb is caused by the potential drop across
the tunnel oxide, having a Vpass greater than that applied during the read
operation (the channel is connected to GND).

BL
GND Vec Vce
Vee pass Vi N
—— V2 3
Vpass Jp—
o e - V4 ¥
Vpass g /
Vpgm E ] /
2 y
Vpass E '// //‘
e .
Vpass d // //
‘/ A//“//-
GND * T
Source=GND 1 10 100 1000
Stress Time[ms]

Fig. 17.17. Pass disturb: involved cells (circled) and Failure Density diagram as a function
of stress time with different applied Vpass
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The maximum total stress time (MaxST) is:
MaxST = (NWL —1)x Npulse x Tpulse (17.5)

where NWL is the number of WLs in the block; Npuise is the number of
programming pulses applied to those cells belonging to the same BL; Tpulse is the
duration of each pulse.

Pass disturb phenomenon gets even worse with the number of W/E cycles. As
previously seen for the read disturb, the most affected cells are the erased ones.
Also in this case, recovery actions are process modification, Vth window
adjustment and ECC.

Program disturb

Program disturb phenomenon (Chap. 4) happens during the program phase and it
affects those cells belonging to the WL to be programmed (see Fig. 17.18).

Program disturbs effects are the known ones: Vth increase and distributions
broadening. This disturb depends on the number of program pulses, on the maximum
voltage applied to the control gate and on the data pattern. Furthermore, the
disturb increases with the target Vth of the cell to be programmed.

Program disturb failure density trend is similar to the one already seen for the
pass disturb; it increases with program/erase cycling count.
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Vpass ! 001 1™ mva
= 1E-8 1 —y— V4
‘B
Vpass § 1E-4 /'
Vpgm o 1E-5 g
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1E-9 e treer et .
Source =GND 1 10 100 1000
Stress Time [ms]

Fig. 17.18. Program disturb: involved cells are circumscribed and Failure Density

Trapping and Detrapping

During program and erase phases a trap generation can happen in the tunnel oxide
between the floating gate and the substrate (Chap. 4). The root cause is the strong
electric field applied to the oxide, having as effect some holes generation. Rate

Micron Ex. 1025, p. 506
Micron v. YMTC
IPR2024-00911



17.7 Managed memory 505

depends on the applied field and the total charge stocked into the oxide is
functional to the square root of the cycles; average time occurring among further
cycles and device function temperature also impact the phenomenon.

During program operation, electrons may be captured by the oxide traps,
accumulating a negative charge and therefore modifying the cell Vth (see Fig.
17.19). This is the so called trapping phenomenon. Because of thermal heating,
some electrons entrapped into the oxide can reach an activation energy high
enough to overcome the barrier and move away from the oxide itself. With this
charge release, a negative variation of the Vth happens. The total charge lost
because of detrapping is a function of temperature, time elapsed among further
program cycles and number of P/E cycles.

program »
e i
- 8
> e D ) i
0%
¥
Y erase

110 100 1000 10000 10000
#cycles

L) 1 1 T M T L)

v, V]
Fig. 17.19. Threshold voltage variation as a function of cycles in case of program and erase
operations (left) and distribution variation due to detrapping (right)

Coupling

All disturbing phenomena previously described are linked to the technology
shrink: the smaller the cell size is, the higher the negative effects on the cell
themselves are.

In the past years and with previous technologies, threshold difference between
two adjacent distributions corresponded to a difference in the number of electrons
into the floating gate of thousands; nowadays in current devices, this difference is
in the range of hundreds electrons and it is expected in the near future, at the
foreseen technology limits, to be in the range of few tens. The other phenomenon
reducing the difference among various distributions is the number of levels asked
to coexist, as we saw exponentially linked to the number of bits to be included in a
cell.

The effects of the capacitance coupling among the cell’s floating gates (Chap. 4)
contribute as well to the threshold modifications.
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To minimize the negative effects of the technology shrink and to increase the
number of bits stored in each cell, the NAND technology needs to be modified
and Error Correction Codes can help in recovering erroneous data. ECC solutions
used so far are no longer enough; correction capability needs to be increased and a
wider portion of data area is required for parity bits (Chap. 14). Moreover, an
increase in decoding time, due to the complexity of the code, has to be taken into
account.

Other solutions are therefore needed to grant NAND devices evolution in terms
of memory capacity, at the same die size, without compromising too much perform-
ances. An option can be to couple the memory with a microcontroller.

17.7.2 Microcontroller solutions

The microcontroller can internally manage complex calculations in a most
effective way with respect to the internal circuitry of the NAND Flash memory.
The microcontroller can drive multiple Flash memories, connected on the same
data bus with different Chip Enable or, in case it is required by the performances,
on multiple buses. Additional advantage, on top of speed, is therefore the reduced
amount of silicon needed.

Main task of the microcontroller is to elaborate the pattern to be programmed.
As previously seen, disturbs are higher when the threshold value to be programmed
is increasingly far from the erased level. A good solution to reduce disturbs is the
encoding of the page aimed at minimizing the number of cells belonging to the
farther distributions. In the simple SLC case, where cells own logic value 1 for
erased and 0 for programmed, the number of zero to be programmed is computed,
and if it is higher than the number of 1, a complement of data is applied to obtain a
higher number of 1. This complement information needs to be saved so that, during
reading operation, these data can be correctly retrieved and decoded following the
opposite procedure. In the MLC and TLC cases the elaborations are more complex,
depending on associations among distributions and multiple encodings.

To minimize the number of ambiguities in assigning different logic values, in
MLC and TLC devices the microcontroller can elaborate the data to be programmed
and encode the pages by prioritizing some of the farther distributions.

As already argued, those disturbs affecting a correct evaluation of the logic
value inside the cells are related to the distance achievable among various distri-
butions and to the number of block W/E cycles. Coupling capacitance between
neighbor cells is responsible for the distribution modifications. Through algorithms
and settings, the microcontroller is able to minimize these negative effects in order
to not exceed the ECC usage.

The microcontroller is additionally able, using special commands, to send to the
NAND device logic values to be used during programming, reading and erasing
operations. During the device life, the amplitude of the program pulses and the
number of W/E cycles affect the size and the number of the distributions. By using
the method we are going to analyze, knowing the number of cycles per block, the
pulse amplitude and initial voltage values can be properly set; Program Verify
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(PV) levels are modified accordingly. As far as the reading operation is concerned, it
is possible to modify the value of the reference threshold voltage (Chap. 8) to
Read Verify (RV) in order to adapt it to the average distribution shift due to
cycling.

For the erase operation as well, key actions are linked to pulse voltage value
and step height. All operations described above reduce the number of wrong bits
and increase the device life, having the same amount of ECC.,

As seen, with the technology advance and the increase numbers of bits stored in
a single cell, the required ECC code must have an ever increasing correction
capability. A first possible solution, achievable with a microcontroller, is the usage of
two concatenated correction codes (Chap. 14): a inner block code, like BCH or
Reed-Solomon, and a outer code like a convolutional one.

As shown in Fig. 17.20, having the same signal-to-noise ratio, representing the
quantity of distributions overtap, there is a dramatic reduction in the Bit Error
Rate (BER) using a concatenated approach. _

To achieve these goals, according to the current and the future applications
time to market, a strong calculation power is needed, only reachable by means of a
microcontroller, able to get calculations at higher clock frequencies and, if needed,
with a higher parallelism.

Another option, avoiding the usage of a concatenated code, is to use a single
block code with a higher correction capability in respect of the ones used so far.

The basic idea, allowing the improvement in memory reliability, is to increase the
number of bits in respect of those already used and stored in the spare area, aimed
at correcting a higher number of errors. This implies that the spare area, which is
limited, is no longer enough; in this specific case, as we will see later on, it needs
to have specific characteristics. By using an external memory, it is instead possible
to select the most suitable size.
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Fig. 17.20. Uncoded, BCH and code concatenation code comparison
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The memory, in which user data can be stored and the added memory necessary
to implement the code, can be managed through the microcontroller, as shown in
Fig. 17.21.

The microcontroller, apart from managing the two types of memories (they can
be of different types and therefore having dedicated interfaces), is also requested
to manage coding and decoding of the selected code.

The memory which stores the added information of the code, “Auxiliary
Memory” in Fig. 17.21, can be used with different methods. A first approach is to
evaluate the error correction capability needed for the total size of the memory we
need to protect, the minimum codeword length (chunk), type and capability of the
error correction code. Once the choices are made, it is possible to find the minimal
additional memory compatible with the requests.

Using this method it is possible to link a chunk of the memory to be protected
to a portion of the additional memory; this solution allows a fixed error correction
capability for every chunk.

A second approach is based on a “dynamic” error correction capability (i.e. the
error correction capability for a single chunk is increased when an error occurs); in
this way it is possible to read correctly even in the case of further errors.

Specification to be fixed for implementation are, beyond of the size of the
additional memory, the minimum and the maximum error correction capabilities
(Nmin and Nmax).

At the beginning, every chunk of the primary memory is linked to a portion of
the “Auxiliary Memory” needed to correct a minimum number of errors.
Multiplying the total number of chunks by the parity bits needed to correct Nmin
errors, we can calculate the required portion of the memory.

{BE I
Address & FLASH
control signal NAND
<
3¢ -
-

Auxiliary
Memory

Fig, 17.21. Auxiliary memory scheme used to store code bits
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The remaining portion of the memory is then split in two parts (they can be
equal or not), one of them is used to correct one or more additional error; knowing
the size of this portion and the number of bits needed for the new error correction
capability (at which must be subtract the number of bits of the previous error cor-
rection code, because they can be used for the new code), the number of chunks
can be immediately calculated. Now, it can go ahead in the same manner of the
previous step until the maximum value of the error correction capability (Nmax) is
reached.

An aspect to consider is the fact that an error correction code greater than
minimum does not cover all chunks of the primary memory, but only a portion;
this fact forces to store which chunks have an error correction capability greater
than minimum and at which address the additional bits of the code are stored.

Second method has the advantage, compared to the first, to reach a correction
capability greater, when the “Auxiliary memory” is equal, but only a fraction of
the total number of chunks can be corrected with this capability. Otherwise the
first method has an error correction capability greater than minimum of the second
method for all chunk of the NAND.

The choice of which method must be used can be done after an analysis of the
defectiveness characteristics and their distribution within the primary memory’s
matrix.

Another aspect to increase the reliability of the Flash memory involves “wear
leveling” algorithms (Sect. 17.4). Wear leveling, in general, comprise a function
that allows a uniform usage of the blocks of a memory device.

As depicted in Fig. 17.22, NAND memory is composed by a plurality of
blocks. Auxiliary Memory for this example embodiment contains a plurality of
storage locations for storing wear-leveling information. The blocks of wear-
leveling information are associated with the groups of blocks of NAND memory.
Wear-leveling information means the number of times a block of NAND memory
has been erased. If a block is erased, that block’s age counter will be incremented.
The increment may be made by writing a bit of information to the memory. Note
that with Auxiliary memory, there is no need to erase a block before writing it. By
maintaining the wear-leveling information in a proper external memory, the wear-
leveling information is not subject to the long-term reliability issues of the NAND
memory, and more space may be available on the NAND itself. Furthermore, the
use of a different memory to store wear-leveling information related to the NAND
memory avoids the need of storing the wear-leveling information in the NAND,
which would result in a loss of primary storage locations and would result in an
increase in overhead. Using the techniques described herein, the mean age of the
physical NAND blocks may be maintained approximately constant.

Error correction information and wear-leveling information related to a NAND
Flash memory may both be stored on a different external memory. For this embodi-
ment, wear-leveling operations may take advantage of the information on failed
bits to increase a block’s age, thereby extending the useful life of the NAND Flash
memory.
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Fig. 17.22. Auxiliary memory for wear-leveling

17.7.3 Flexible solution

In non volatile memory environment, NOR and NAND addressed so far different
application segments, where different performances and memory capacity were
requested.

Random Read performances of NOR Flash are particularly useful to implement
code Execute In Place (XiP): this kind of memory is used in a system as execution
memory of code or as boot memory.

NAND write throughputs and high densities are the best solution for Mass
Storage applications but the range of applicability has progressively increased
covering also code storage: a NAND device is used to guarantee code (operating
system code, software applications) persistence that is usually downloaded in an
execution memory (typically a RAM) more often in a multichip solution.

As we saw before, NAND technology is classified mainly into two sub-types:
Single Level Cell and Multi Level Cell. Table 17.2 summarizes some differences
between the two classes related to the same cell lithography.

The basic differentiation points highlight that SL.C is more suitable to store and
download code thanks to the higher read performances and endurance, while MLC
NAND is an optimized solution for all applications requiring high densities of
storage.
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Table 17.2. NAND Flash: SLC versus MLC

SLC MLC
Sequential read access time 25ns 25 ns
Random read access time 25 ps 60 us
Program time 200 ps 800 us
Erase time 2 ms 2.5 ms
Power supply — Vdd 1.8/3.0V 3.0V
Program/Erase cycles 100 k 10k
Data refention 10 vears 10 years

Many market applications require both SLC features to reliably store system
code and data and MLC features, to save high density data while requiring lower
reliability

A new solution, we’ll call it flexible, is realized thanks to the microcontroller
and consists on the partitioning of the single NAND cell in two sub sections, the
first of them to be used as SLC, the other one as MLC (see Fig. 17.23).

The partitioning allows the microcontroller to use different algorithms and
settings in memory usage depending on the features of the selected portion. The
partition is dynamic; the space assigned to the code can be modified by the
microcontroller. In the SLC partition program (PV) and read (RV) references are
more relaxed and the pulses can have a wider size due to a single distribution in
the positive side of the threshold voltage values. This minor precision in Vth
values allows speeding up program and read operations, getting closer to native
SLC memories. Additionally, in SLC partition, there is not the need of a high ECC
capability, affecting as well performances and data area to store parity bits.

The same approach can be applied to 3 or more bits per cell devices, where a
portion is reserved for a SLC-mode usage to get better performances in terms of
throughput and reliability.

CODE (SLC)
uC

CODE (SLC)

Fig. 17.23. Flexible solution scheme
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18 Low power 3D-integrated SSD

K. Takeuchi”

18.1 Introduction

With highly scaled 40 or 30 nm technologies, the memory capacity increases to as
much as 32 Gbit as shown in Fig. 18.1. By using gigabit-capacity NAND Flash
memories, SSD, Solid-State Drive that uses NAND as a mass storage of personal
computers and enterprise servers is expected as a next killer application of NAND
Flash memories.
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Fig. 18.1. Memory density trend of a NAND Flash memory

The hardware architecture of SSD is shown in Fig. 18.2. SSD is composed of
NAND Flash memories, DRAMs and a NAND controller. To realize a low power
high speed SSD, the overall performance of the NAND Flash memory and the
NAND controller should be maximized by co-designing NAND Flash memory and
NAND controller circuits [1-3]. Furthermore, an intelligent 3D-integration of
various circuits in SSD such as the NAND controller, the NAND Flash memory
and voltage generators are essential [4].
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516 18 Low power 3D-integrated SSD

18.2 Analysis of SSD performance

As shown in Fig. 18.2, SSD contains more than 8 NAND chips. For example, in
Fig. 18.2, each NAND Flash memory is assumed to have 16 Gbit or 2 GByte
capacity. One SSD is composed of 64 NAND chips and the total capacity is
128 GBytes, which is most suitable for the lap top computers. In Fig. 18.2, 4-
channel configuration is adopted. The NAND controller can operate four channels
independently.

Channel 1
1

g N\ =
NAND NAND . e NAN NAND
Chip1-1 J L Chip1-2J Chip1-15 Chip1- 16

Channel 2
]

r Y[ ) [ [ h
NAND NAND . . NAND NAND
L Chip2-1 )L Chip2-2 | | Chip2-15 LChipZ-E
w

NAND Channel 3

Controller | rmd — L
NAND NanD | . . [ nano | [ nanD

Chip3 | | Chip3-2 Chip3-15 | | Chip3-16
A \_ _J . S \. w,

Channel 4
I

I I 1
{ I r B ' ' { ™
NAND NAND . . NAND NAND
Chip4-1J Chip4-2 Chipd-15 Chip4-16
L . A I A J

DRAM

Fig. 18.2. Hardware architecture of SSD

The NAND controller can issue a write command to four channels, writing four
NAND chips at the same time and improving the system-level write performance.
In a channel, 16 NAND Flash memory chips are connected where I/O signals and
control signals such as the WE (Write Enable)-signal, the RE (Read Enable)-
signal, the CLE (Command Latch Enable)-signal, and the ALE (Address Latch
Enable)-signal are shared to save area for the bonding and the packaging. To
select one NAND chip in a channel, different CE (Chip Enable)-signals and R/B
(Ready/Busy)-signals are assigned to the NAND chips in a channel.

Figure 18.3 shows the software architecture of SSD. The NAND controller is
composed of the host interface, the Flash translation layer (FTL) and the NAND
interface. FTL is the central part of the NAND controller and perform a bad block
management, a logical-physical address translation, a wear-leveling, ECC and an
interleaving. The intelligent write algorithm described in Sects. 18.5 and 18.6 is
also controlled with FTL.
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Fig. 18.3. Software architecture of SSD

In a NAND Flash memory, the programming is slower than the read by one
order of magnitude [1]. The typical random read time of a 2 bit/cell NAND Flash
memory is 50 us while the typical random program time is 800 ps. Considering
the read/write access time of HDD is a few milliseconds, the key design challenge
of SSD is to improve the write performance. To accelerate the write speed of SSD,
an interleaving is proposed where multiple NAND chips in SSD are programmed
at the same time [5]. The write speed of SSD with an interleaving is expressed as
follows:

Performance SSD = N - Performance  NAND (18.1)

N is the number of NAND Flash memories operated simultaneously.
Performace NAND is the program speed of one NAND flash memory. As a
memory cell is scaled down or more bits are stored in a memory cell such as 3 or
4 bit/cell, a more precise control of the memory cell Vyy is required and
accelerating the NAND speed, Performace NAND, becomes difficult. Actually,
the program time of the 56 nm 3 bits/cell is 1.2 ms [6] and that of the 70 nm
4 bit/cell is 6 ms [7] which are much longer than that of the 2 bits/cell. Thus, the
best strategy to improve the SSD speed is to increase the number of NAND chips
in parallel, N. However, if N is maximized and all NAND chips in SSD, for
example 64 NAND chips, are programmed simultancously, 64 times as much
current flows and the current consumption increases to an unacceptable high
value, two Amperes. Therefore, in an actual SSID operation, the maximum number
of N is restricted by the current consumption constraint.
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Fig. 18.4. Schematic diagram of a NAND Flash memory cell array

As the NAND cell is scaled down, the bit-line capacitance drastically increases
[8] and consequently the current consumption increases. Figure 18.4 shows the
schematic diagram of the NAND Flash memory cell array. The bit-line is arranged
with the minimum feature size. Figure 18.5 describes the cross sectional view of
the bit-line and the memory cell. As the design rule is decreased, the space
between the bit-lines is also decreased. On the other hand, the height of the bit-line
is not decreased to keep the low resistance of the bit-line. As a result, the inter bit-
line capacitance, Cpy.g;, shown in Fig. 18.5a increases and the bit-line capacitance
also increases as shown in Fig. 18.6. The total bit-line capacitance in a chip
exceeds 200 nF and the current consumption to precharge the huge bit-line
capacitance increases as shown in Fig. 18.7.

CBL-BL CBL-i:‘sL CBL—BL CBL—BL
Bit-line : i i Scaling__} H H
: coihers ’ : COEthers E

(a)

Bit-line

Floating-gate Select-gate ::::g::

Cjunction

(b)

Fig. 18.5. Cross sectional view of (a) a bit-line and (b) a NAND Flash memory cell
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Since the current consumption increases for sub-30nm generation, the number
of chips in parallel, N should be smaller as shown in Fig. 18.8 and the SSD speed
drastically degrades as shown in Fig. 18.9. To overcome this power consumption
problem, three new circuit technologies are described in the following sections.

18.3 Selective bit-line precharge scheme

A bit-by-bit program algorithm of the NAND Flash memory [9] is shown in
Fig. 18.10a.

Bit-by-bit Program Number,of memory cells
( Algorithm \ Erased statel “A” “B” “cr
Data load § :
v /’| g% : 2t
. <l 1 B8 | »Vth
Program pulse A 7VB 7 Ve
Y 1st page program 2" page program
No Verify-read “A”.program “B”_program
I 8 "A”verify & "B”verify
All cells
programmed ? ‘
“C”-program
! Yes & "Cverify
\ End /
(@ (b)

Fig. 18.10. (a) Program algorithm of a NAND Flash memory, (b) 1st page and 2nd page
program of a multi-level cell

Micron Ex. 1025, p. 521
Micron v. YMTC
IPR2024-00911



18.3 Selective bit-line precharge scheme 521

First, the program data is input to the page buffers. Next, the program pulse is
applied to the memory cells. Then, the verify-read to check if the memory cells are
successfully programmed is performed. The re-program data in the page buffers
are modified so that the re-program pulse is applied only to memory cells which
are insufficiently programmed. The re-program pulse and the verify-read are
repeated until all memory cells are successfully programmed.

In case of the multi-level cell, two bits in a memory cell are assigned to the 1st
and 2nd pages and the two bits are programmed at different operations [10]. In the
Ist page program, the memory cell is programmed from the erased state to the
“A”-state shown in Fig. 18.10b. In the 2nd page program, the memory cell is pro-
grammed to the “B”- or “C”-state. The selective bit-line precharge scheme decreases
the current consumption during the verify-read.

Figure 18.11 compares the conventional verify-read and the selective bit-line
precharge scheme. In the conventional verify-read, all bit-lines are precharged
irrespective of the program data and a lot of current flows. In the selective bit-line
precharge scheme, bit-lines are selectively precharged based on the program data
in the page buffer. By eliminating the unnecessary bit-line precharge, a low current
operation is achieved.
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Fig. 18.11. Conventional and selective bit-line precharge scheme: (a)} Conventional 1st
page verify (“A”-verify); (b) Proposed 1st page verify (“A”-verify); (c) Conventional 2nd
page verify (“B”- and “C”-verify); (d) Proposed 2nd page verify (“B”-~ and “C”-verify)
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This novel operation is realized by adding five transistors shown in Fig. 18.12
to the conventional page buffer [11]. The die size penalty is less than 1% of the
chip size.

In the 1st page verify-read, the data in the page buffer is the program inhibit,
the “A”-program complete or the “A”-program incomplete. The program data
stored in a page buffer for the “A”-program incomplete is updated so that the
program pulse is applied only to the memory cells which are insufficiently “A”-
programmed. In the conventional “A”-verify read, all bit-lines are precharged to
1 V as shown in Fig. 18.11a. On the other hand, in the proposed “A”-verify read,
in case of the “A”-program complete and the program inhibit, the data in the page
buffer does not change and thus the bit-line precharge can be removed. The bias
condition of the proposed page buffer is summarized in Table 18.1. By activating
PRE1- and PRE2-signals in Fig. 18.12, only bit-lines of the “A”-program incomplete
are precharged to 1 V as shown in Fig. 18.11b. Then, the control gate is raised to
V, in Fig. 18.10b and the bit-line is discharged.

Table 18.1. Bias condition of the selective bit-line precharge

PRE1 PRE2
“A”-verify “High” “High”
“B”-verify “High” “Low”
‘CC?’_verify “LOW” ﬁtHighDE

In the 2nd page verify-read, “B”- and “C”-verify read are sequentially
performed. In the conventional “B”-verify read, all bit-lines are precharged to 1 V,
irrespective of the program data as shown in Fig. 18.11c. In the proposed “B”-
verify read shown in Fig. 18.11d, the PRE1-signal is turned-on and only bit-lines
of the “B”-program incomplete are precharged.

Bit;line Bit—!ine
Additional i i
Transistor

-----
e
s

-------

*
““

-------

Fig. 18.12. Intelligent page buffer
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18.4 Advanced source-line program 523

The bit-lines of the “C”-program, the “B”-program complete and the program
inhibit are not precharged to save current. Similarly, in the proposed “C”-verify
read shown in Fig. 18.11d, the PRE2-signal is activated and only bit-lines of the
“C”-program incomplete are precharged.

By removing an unnecessary bit-line precharge, the current consumption
decreases by 23% for sub-30 nm NAND as shown in Fig. 18.7.

18.4 Advanced source-line program

The advanced source-line program reduces the current during the program pulse.
Figure 18.13 compares the conventional program [12] and the source-line program
[13]. In the conventional program shown in Fig. 18.13a, to realize a program
inhibit operation a higher program inhibit voltage, 2.5 V, is applied from the high
capacitance bit-line to the memory cell, consuming a lot of current. Contrarily, in
the source-line program shown in Fig. 18.13b, the current consumption is reduced
by applying a higher voltage, 2.5 V, from the low capacitance source-line.

Bit-fine (2.5V) Bit-line (1V)
SGD SGD
(4.5v) (OV->0.7V)
Vpgm Vpgm
(18v) (18V)
Vpass Vpass
(10v) (iov) inhibit
Inhibit voltage
i voltage
Vpass Vpass
(10v) (10v)
SGS SGS
(ovy (4.5V->5V) l %
Source-line (1V) Source-line (2.5V)

(a) (b}

Fig. 18.13. (a) Conventional program {12], (b) Source-line program [13]

By using Fig. 18.5, the capacitance of the bit-line and the source-line is
compared. The bit-line capacitance, Cl.., and the source-line capacitance,
Csuurce-tine, are expressed as follows:

CBil—/ine = CBL—BL +C Jjunction (182)

CSuuf'ce—lina = CS()urce—line,wire +C Junction (1 83)
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where Cy;p1, Csomrce-tinewire A Cpyneiion are the inter bit-line wiring capacitance, the
source-line wiring capacitance and the junction capacitance, respectively as shown
in Fig. 18.5. The junction capacitance of the bit-line is the same as that of the
source-line.

In the NAND Flash memory, the inter bit-line wiring capacitance, Gy.p;, 18
much larger than the source-line wiring capacitance, Cgource-tine wire» O the junction
capacitance, Cjuucion- As shown in Fig. 18.4, the bit-lines cover all memory cells.
On the other hand, one source-line is arranged every 64 or 128 control gates and
four select gates. Thus, the source-line wiring capacitance, Csyrce-inewires 1S Much
smaller than the inter bit-line capacitance, Cy,.5,. Similarly, the junction capacitance,
Ciunciion, 13 much smaller than the inter bit-line wiring capacitance, Cp_3;, because
one contact is also shared by 64 or 128 memory cells and four select transistors.
As a result, the source-line capacitance, Cg,ypee-iimes 15 @8 small as one tenth of the
bit-line capacitance, Cpjrjine.

The source-line program was demonstrated with a 0.25 pm NAND Flash
memory [13]. Yet, in the sub-50 nm gigabit-capacity NAND Flash memory since
the number of source-lines increases, the total source-line capacitance in a chip
exceeds 20 nF and the current consumption to charge a source-line capacitance
becomes significant.

To solve this problem, the advanced source-line program is introduced [1]. In
this scheme, the source-line is divided to reduce the load capacitance during the
program puilse. As shown in Fig. 18.14, one memory cell array is divided to 16
sub-arrays. The source-line has a hierarchy structure where a local source-line in a
sub-array connects to the global source-line through the source-line decoders.

Sub-aray e Sub-array .
'.‘_ - Bit.line -
Ayt dnlelnl el St
_ i T T _ N Bit-line T ]
&&{. ..... _‘;:ﬂ,f'—':ﬁg_ "l:g‘l_._h_ g_... =-:f_‘::r"_‘::'—gg—_'55”:{ ;Eg_._}::rg‘r
v » Bit-ling
R e F e 1 1 1 e '
! Row decoder I I Row decoder I l Row decoder ] I Row decoder ] [ Row decoder I
Local source-line?

| Source-line g‘l S Local source-line it l Sourcedine 5
decoder - witch 5, decoder 1 S
. A . - ., F o

Global scurce-line

Fig. 18.14. Memory cell array architecture of the advanced source-line program

Note that only the source-line is divided and that the active region, bit-lines,
control gates and select gates are not divided. As the hierarchical source-line
structure is realized by changing the layout of the metals and contacts in the memory
cell array, there is no cell area overhead with this new architecture. The additional
source-line decoders increase the area by less than 1% of the chip size.
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18.5 Intelligent interleaving 525

During the program pulse, the source-line decoder of the selected sub-array is
turned-on and the source-line decoders of the unselected sub-arrays are turned off
as shown in Table 18.2.

Table 18.2. Operation principle of the switch in the source-line decoder in the advanced
source-line program

Selected sub-array Unselected sub-array
Read ON ON
Program ON OFF
Erase ON ON

As a result, only the local source-line of the selected sub-array is biased to
2.5V and the remaining local source-lines of unselected sub-arrays are not
charged. Since the load capacitance of the source-line is reduced by 90%, the total
current decreases by 48% as shown in Fig. 18.7.

On the other hand, during the read and the verify-read operations, all source-
line decoders are turned on and thus all local source-lines are connected to the
global source-line so that the source-line resistance is minimized. Consequently,
the circuit noise caused by the source-line bounce [14] is suppressed.

By using the selective bit-line precharge scheme and the advanced source-line
program, the current consumption reduces by 60% for sub-30 nm generation SSD.
Assuming the same current budget of 250 mA, 2.5 times as many NAND chips
operate simultaneously as shown in Fig. 18.8 and the SSD speed improves by
150% as shown in Fig. 18.9.

18.5 Intelligent interleaving

Figure 18.15 illustrates the current waveform of the NAND Flash memory. A
current peak appears during the bit-line precharge and the charge pump ramp-up
{8]. In the interleaving operation, if the current peak of two or more NAND chips
occurs at the same time, huge current flows in SSD and the power supply drops by
more than 0.3 V. To avoid this power supply noise and realize a both highly-
reliable and high-speed program, an intelligent interleaving is introduced.

In this scheme, the PD (Power Detect)-signal is added. The PD-signal is
connected with wired-or configuration among NAND Flash memories and the
NAND controller as shown in Fig. 18.16. In Fig. 18.16, the NAND chips can
belong to the same channel or the different channels in Fig. 18.2. If one of the
NAND chips starts a bit-line precharge or a charge pump ramp-up that causes a
current peak, the NAND chip pulls down the PD-signal. When PD is low, the
NAND controller does not issue a write command to avoid the power supply
noise.
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Fig. 18.15. Current waveform and operation principle of the intelligent interleaving

To monitor the status of each NAND chip, the R/B (Ready/Busy)-signal is
connected between the NAND controller and each NAND Flash memory chip. The
R/B-signal is low if the NAND chip operates a read, program or erase and
therefore is in the busy state. When both the PD- and the R/B-signals are high,
Program_Enable-signal shown in Fig. 18.17 in the controller becomes low. In that
case, there is no current peak and the NAND chip is ready. Then, the NAND
controller issues a write command to the NAND chip and the program starts.

By using the intelligent interleaving, multiple NAND chips are programmed at
the same time without causing a power supply noise as shown in Fig. 18.15.
Therefore, a highly reliable and high speed operation of SSD is achieved.

CE1, R/B1

CE2, R/B2
CE3,RIB3  cE4 R/B4
| 1
NAND NAND NAND NAND
NAND Chip1 Chip2 Chip3 Chip4

. -

Controller (J_L@ (_,._L@ <_|-_J-.L_$ (._FLL&
. : i
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. . L

ALE, CLE, RE, WE, WP, 10

Fig. 18.16. Block diagram of the NAND Flash memory and the NAND controller with the
intelligent interleaving
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Fig. 18.17. Intelligent interleaving control circuit in the NAND controller

18.6 Sector size optimization

To further improve the write performance of the NAND Flash memory, it is
essential to optimize the sector size. The sector size is the minimum file unit for
the computer system. The data is transferred from the OS, operating system, to the
memory storage such as SSD and HDD with the unit of the sector. With current
operating systems such as Windows, the sector size is optimized for the magnetic
drives and is typically 512 Bytes. The 512 Bytes sector size is much smaller than
the page size of the NAND Flash memory, typically 4-8 kBytes. The discrepancy
between the sector size and the page size significantly degrades the performance
of SSD.

In a NAND Flash memory, all memory cells connected to the same control-gate
belong to the same page and are programmed at the same time as shown in Fig.
18.18a.

s S SV

J—_L“r—‘j

)
<

1 sector write

—+ ==

>80% of the page
as a garbage

(b)

I S

Fig. 18.18. (a) Page of a NAND Flash memory; (b) one sector write operation of a NAND
Flash memory

A page can be written only once to avoid a program disturbance shown in Fig.
18.19. In Fig. 18.19, Cell A is programmed. Cell B and Cell C are unselected and
are under a weak program bias condition [12], which is called the program
disturbance. If a page is programmed more than once, the stress time of the
program disturbance becomes longer and the unselected Cell B or Cell C are
programmed, causing a data failure.
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Considering that a page can be written only once, if one sector write Is
performed, only 512 Bytes of the page is programmed and the remaining more
than 80% of the page are wasted as a garbage as shown in Fig. 18.18b. Since the
NAND Flash memory in SSD is seriously fragmented, in order to efficiently use
SSD, the garbage collection frequently happens. During the garbage collection,
the block copy operation of the NAND Flash memory is performed [8]. The block
copy is composed of the cell-read, cell-program, data transfer between the NAND
Flash memory and the NAND controller, and the ECC caiculation. As the block
copy takes as long as 100 ms, if the block copy happens frequently, the system-
level write performance degrades drastically [1].

To avoid a block copy operation and maximize the system-level write
performance, it is crucial to minimize the data fragmentation by optimizing the
sector size. The sector size should be the same as or multiples of the page size so
that the garbage would not happen in case of the one sector write operation. Figure
18.20 shows the page size trend of the NAND Flash memory. As the memory
capacity increases, the number of memory cells connected to the same control gate
increases and as a result the page size also increases. Furthermore, in case of the
interleaving operation, the effective page size is increased to the number of chips
in parallel, NV times the page size of one NAND Flash memory. Therefore, the
optimal sector size should be 128-256 kBytes.

The most straightforward method to increase the sector size is to change the file
system of the OS [1]. However, the software size of the OS is very large and it
needs huge engineering efforts to change the OS. The OS is usually changed every
about 5 years and it is almost impossible to change the OS in accordance with the
frequent page size change of the NAND Flash memory. Thus, optimizing the
sector size by efficiently using a write buffer in the NAND controller is essential.
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Fig. 18.19. Program disturbance of a NAND Flash memory

Micron Ex. 1025, p. 529
Micron v. YMTC
IPR2024-00911



18.7 Adaptive program-voltage generator for 3D-SSD 529

10000
8000 F | a0
8000

4 25
7000

=
2
e
&
- ]
@
2
E‘ 6000 | {208
b 2
& so00 | 8
® |15 E
4000 | =
=]
& a000 /NANDcapacitytrend | 1o§
‘ oo
2000 | Page size trend o
45 E
1000 z
0 ot . °

40 60 80 100 120 140 160 180 200 220 240 260
Design rule (nm)

Fig. 18.20. Page size and memory capacity trend of a NAND Flash memory

In case of the one sector write operation, one sector program data is transferred
from the OS to the NAND controller. The NAND controller temporarily stores the
program data in the write buffer and the data is not programmed to the NAND
Flash memory. Then, multiple program data are transferred from the OS to the
NAND controller and are accumulated in the write buffer. When the program data
size in the write buffer of the NAND controller becomes comparable with
the page size, the write operation to the NAND Flash memory is performed. By
efficiently using the write buffer in the NAND controller and optimizing the sector
size, the fragmentation of SSD is eliminated and the SSD performance is maximized.

18.7 Adaptive program-voltage generator for 3D-SSD

As mentioned in the previous sections, decreasing power consumption is the key
design issue of SSDs. The best strategy to decrease the power is lowering the
supply voltage, Vpp from 3.3 to 1.8 V. Yet, at 1.8 V Vpp the power consumption
of the conventional charge pumps fo generate the program voltage, Vegy (20 V),
drastically increases and the total power consumption of the NAND only slightly
decreases as shown in Fig. 18.21a. What’s worse, the area of the charge pump
more than doubles, which increases the NAND chip area by 5—10%. To overcome
this dilemma, a low power program voltage generator (PVG) using a boost converter
with an adaptive frequency and duty cycle (AFD) controller is proposed [4].

The 3D-integrated SSD proposed in [4] is shown in Fig. 18.21b. NAND chips,
DRAM, a NAND controller and the proposed PVG are integrated with SiP,
System in Package. The PVG consists of an inductor in an interposer, the high
voltage MOS (HVMOS) and the AFD controller. In the system, the cost is also
minimized. An inductor is available with no area penalty by using wiring in the
interposer connecting the NAND controller, NAND Flash memories and DRAMs.
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530 18 Low power 3D-integrated SSD

The die size of the NAND decreases by 5-10% because no charge pump is
needed. The HVYMOS is fabricated with a matured NAND process and its area is
just 15% of the conventional charge pump. Since the die size of the AFD
controller is only 0.188 mm? with a 0.18 um CMOS process, it can be integrated
in a NAND controller with a negligible area increase.

A PVG using a boost converter was reported for a NOR Flash memory [15]. A
comparison between the PVG for a NOR Flash memory and for a NAND Flash
memory is summarized in Fig. 18.22a. In a NOR Flash memory, the load of the
PVG is resistive. The PVG continuously supplies load current of 20 mA at an
output voltage, 5 V. In such a resistive load and a low output voltage condition, a
conventional PWM is employed [15]. Conversely, in a NAND Flash memory, the
load is capacitive and Vpgy is 20 V. During the program, Vpgy is applied to the
word-line and a DC load current of 20 pA flows. Also, a PVG for a NAND Flash
memory should operate on-and-off to save power. In this condition both switching
frequency and duty cycle must be dynamically optimized and the conventional
PWM changing only the duty cycle cannot be used.
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: AFD controller inductor
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Fig. 18.21. (a) Comparison of the power consumption of NAND Flash memories; (b) structure
of the 3D-integrated SSD
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Fig, 18.22. (a) Comparison of the conventional boost converter [15] and adaptive program
voltage generator [4]; (b) measured optimal switching frequencies and duty cycles for
various Vpgm

To identify the most power efficient frequency and duty cycle, an input supply
current, Ipp is measured with the PVG. As shown in Fig. 18.22b, each Vpgy has
different optimal frequency and duty cycle minimizing Ipp. In other words, the
power efficiency is a function of Vpgy, a switching frequency and a duty cycle
since the PVG operates in a discontinuous mode with a capacitive load. With a
bit-by-bit program verifying scheme, in each program cycle, Vpgy is incremented
by 0.5V from 15 to 25 V [16, 17]. For each Vpgy, the AFD controller adaptively
manages the switching frequency and the duty cycle simultaneously so that the
energy loss is minimized.

Figure 18.23 shows the schematic diagram of the PVG with the AFD controller.
Vpam is monitored with three comparators and the control logic selects the proper
switching frequency and duty cycle from the register sets, Reg.., Reg.y, and
Reg.y. These registers store a table of the frequency and the duty cycle which
minimize both the power and the output voltage fluctuation. The digital controlled
oscillator (DCO) is depicted in Fig. 18.24. The DCO consists of current reference
circuits and a couple of capacitor arrays. The DCO enables the clock shape to be
only determined by the resistor and the capacitor since the reference current Ixgr is
copied to the node Veapa and Veaps With the current mirror [18]. The frequency
and the duty cycle are robust against Vpp fluctuation, transistor global Vg
variation and temperature variation. Switching time of DCO, Toy and Topr are
expressed as R'Caj.a, and R-Cgip,, respectively. Since Cpian and Cgyp, are
independently selected according to the data in the registers, Toy and Togr, that is,
the switching frequency and the duty cycle are independently controlled.

To suppress the Vpgy fluctuation, the AFD controller dynamically changes the
frequency and the duty cycle in three steps as shown in Fig. 18.25.
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Fig. 18.25. Simulation result of the adaptive program voltage generator

In the first step, the power efficient lower frequency is chosen. The AFD
controller outputs pulses with the switching frequency and duty cycle set, f; /Dy
determined by Reg.;. Vpgy rises coarsely and rapidly until Vpgy reaches Viggpy.
With f;/Dy, the voltage increment for each pulse is 5 V. The frequency becomes
higher in the second and the third steps. In the second step, the AFD controller
changes the switching pulse from f/Dy to fi/Dy determined by Reg.y.
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Fig. 18.26. Die microphotograph of 3D-integrated SSD
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Fig. 18.27. Experimental results and key features of 3D-integrated SSD with the adaptive
program voltage generator

Finally, the AFD controller finely raises Vpgy with fi/Dy toward the target
voltage. When Vg reaches the target voltage, the AFD controller stops switching
pulses to save power. As a result, the PVG raises Vpgy more than three times
faster than the conventional charge pump with a minimum power. Vpgy is precisely
controlled with less than 0.3 V fluctuation, which enables a tight memory cell Vyy
distribution.

Figure 18.26 shows the microphotograph of the bread board model of SSD
consisting of the HVMOS chip (0.35 mm x 0.50 mm), the AFD controller chip
(0.67 mm x 0.28 mm), a 270 nH, 0.5 Q inductor in an interposer (5 mm x 5 mm),
and a 56 nm 16 Gb NAND Flash memory chip. Key features are summarized in
Fig. 18.27. The measured waveforms during the program of a 56 nm 16 Gb
NAND Flash memory with the PVG is shown in Fig. 18.27. When a write
command inputs to the NAND, the Ready/Busy-signal turns to low and the
NAND goes into the busy state. The program voltage is supplied from the PVG
and the program pulse is applied to the memory cells. Then, the verify-read
detects that all memory cells are successfully programmed and the Ready/Busy-
signal returns to high.

Micron Ex. 1025, p. 535
Micron v. YMTC
IPR2024-00911



References 535

The measured power consumption of the PVG is 30 nJ, which is only 12% of
the conventional charge pump. Measured rising time of the PVG is 0.92 us (at
Vop, 1.8V and Vpgy, 15 V), while that of the charge pump is 3.45 ps. As the
rising time of the Vpgyu decreases by 2.53 ps, the program pulse width can be
shortened by 2.53 ps. As a result, the total program time of a NAND Flash
memory, a sum of the program pulse width and the verify-read time is 7.8%
shorter than the conventional 1.8 V NAND Flash memory. The area of the
HVMOS chip is just 15% of the charge pump without a control circuit or an
oscillator. By decreasing Vpp from 3.3 to 1.8 V, the total power consumption of a
NAND Flash memory decreases by 68% as shown in Fig. 18.21a.

18.8 Conclusions

In this chapter, circuit technologies co-designing the NAND Flash memory and the
NAND controller are described to best optimize both the NAND Flash memory
and the NAND controller of SSD. As a result, a highly reliable and high speed
operation of SSD is achieved. Two novel low power circuit technologies, the
selective bit-line precharge scheme and the advanced source-line program are
discussed. By eliminating the unnecessary bit-line precharge during the verify-
read and reducing the load capacitance during the program pulse, the operation
current of sub-30 nm NAND Flash memories is reduced by 60%. Moreover, a low
noise circuit technology, the intelligent interleaving, is discussed. By using the
intelligent interleaving, multiple NAND chips are programmed simultaneously
without a power supply noise. With these new circuit technologies, the performance
of sub-30 nm generation SSD improves by 150% without a cost penalty or a
circuit noise. Furthermore, an intelligent 3D-integration of SSD is described.
A PVG using a single-stage boost converter for a NAND Flash memory is
introduced. The PVG with the AED controller brings a voltage scaling merit for a
NAND Flash memory and realizes a drastic power reduction of the 3D-integrated
SSD.

References

1. K. Takeuchi, “NAND successful as a media for SSD”, ISSCC, Tutorial T7, 2008.

2. K. Takeuchi, “Novel Co-design of NAND Flash Memory and NAND Flash Controller
Circuits for Sub-30nm Low-Power High-Speed Solid-State Drives (SSD)”, Symposium
on VLSI Circuits Tech. Dig., pp. 124-125, 2008.

3. K. Takeuchi, “Novel Co-design of NAND Flash Memory and NAND Flash Controller
Circuits for sub-30nm Low-Power High-Speed Solid-State Drives (SSD),” IEEE Journal
of Solid-State Circuits, vol. 44, no. 4, pp. 1227-1234, April 2009.

4. K. Ishida, et. al., “A 1.8V 30n] Adaptive Program-Voltage (20V) Generator for 3D-
Integrated NAND Flash SSD,” ISSCC Tech. Dig., pp. 238-239, 2009.

Micron Ex. 1025, p. 536

Micron v. YMTC
IPR2024-00911



536 18 Low power 3D-integrated SSD

5. C. Park, et. al., “A High Performance Controller for NAND Flash-Based Solid State
Disk (NSSD)”, NVSMW Tech. Dig., pp. 1720, 2006.

6. Y. Li, et. al,, “A 16Gb 3b/cell NAND Flash Memory in 56nm with 8MB/s Write
Rate”, ISSCC Tech. Dig., pp. 506-507, 2008.

7. N. Shibata, et. al., “A 70nm 16Gb l6-level-cell NAND Flash Memory”, Symposium
on VLSI Circuits Tech. Dig., pp. 190~191, 2007.

8. K. Takeuchi, et al., “A 36nm CMOS 99mm?2 8Gbit Multi-level NAND Flash Memory
with 10Mbyte/sec Program Throughput”, IEEE Journal of Solid-State Circuits, vol. 42,
pp- 219-232, 2007.

9. T. Tanaka, et. al, “A Quick Intelligent Program Architecture for 3V-Only NAND
EEPROMSs”, Symposium on VLSI Circuits Tech. Dig., pp. 20-21, 1992,

10. K. Takeuchi, et. al., “A Multipage Cell Architecture for High-Speed Programming
Multilevel NAND Flash Memories”, Symposium on VLSI Circuits Tech. Dig., pp. 67—
68, 1997.

11. T. Hara, et. al., “A 146mm?2 8Gb NAND Flash Memory with 70nm COMS Technology”,
ISSCC Tech. Dig., pp. 44-45, 2005.

12. K. D. Suh, et. al,, “A 3.3V 32Mb NAND Flash Memory with Incremental Step Pulse
Programming Scheme”, ISSCC Tech. Dig., pp. 128129, 1995.

13. K. Takeuchi, et. al., “A Source-line Programming Scheme for Low Voltage Operation
NAND Flash Memories”, Symposium on VLSI Circuits Tech. Dig., pp. 37-38, 1999.

14. K. Takeuchi, et. al., “A Double-Level-Vth Select Gate Array Architecture for Multi-
level NAND Flash Memories”, Symposium on VLS Circuits Tech. Dig., pp. 69-70,
1995.

15. R. Sundaram ¢t al., “A 128Mb NOR Flash Memory with 3MB/s Program Time and
Low-Power Write Using an In-Package Inductor Chrage-Pump,” ISSCC Dig. Tech.
Papers, pp. 50-51, 2005.

16. K. Takeuchi et al., “A 56nm CMOS 99mm2 8Gb Muiti-level NAND Flash Memory
with 10MB/s Program Throughput,” ISSCC Dig. Tech. Papers, pp. 144-145, 2006.

17. K. Kanda, et. al., “A 120mm?2 16Gb 4-MLC NAND Flash Memory with 43nm CMOS
Technology,” ISSCC Dig. Tech. Papers, pp. 430-431, 2008.

18. T. Tanzawa and T. Tanaka, “A Stable Programming Pulse Generator for Single Power
Supply Flash Memories,” IEEE Journal of Solid-State Circuits, vol.32, no. 6, pp. 845—
851, 1997.

Micron Ex. 1025, p. 537
Micron v. YMTC
IPR2024-00911



19 Radiation effects on NAND Flash memories

M. Bagatin', G. Cellere?, S. Gerardin® and A. Paccagnella’

Electronic chips operating at sea level are constantly bombarded by a shower of
high-energy neutrons, which originate from the interactions of cosmic rays with
the outer layers of the atmosphere. The neutron flux changes with altitude,
reaching a peak very close to the cruise altitude of airplanes, posing an even more
serious threat to avionics. In addition, inevitable radioactive contaminants in the
chip materials emit alpha particles, which may reach sensitive device areas and
produce errors. Spacecraft and satellite electronics must operate reliably in a much
harsher environment, characterized by a significant presence of ionizing radiation,
in the form of protons, electrons, and heavy-ions coming from various sources.
Ionizing radiation can cause either permanent or temporary damage to electronic
chips, generating a plethora of effects, from flipping an SRAM memory bit from 1
to 0 or vice versa, to burning-out a power MOSFET.

NAND Flash memories are not immune to radiation effects. On the contrary,
due to their complexity and large number of diverse building blocks, they exhibit
quite complex failure signatures when exposed to ionizing particles. This is
especially true for the space environment, where mitigation strategies are
mandatory due to the severity of the effects. Yet, ionizing radiation issues are
becoming a growing concern also at ground level, due to the ever-decreasing
feature size, which is making floating gate cells sensitive even to small external
disturbances, such as those caused by atmospheric neutrons and alpha particles.

This chapter will first present a brief overview of radiation effects, focusing on
CMOS technology, and then analyze in detail the immediate and long-term effects
of ionizing radiation on NAND Flash memories, both on the floating gate array
and on the peripheral circuitry. Emphasis will be put on effects peculiar of the
space environment, but recent results on the sensitivity to the terrestrial environ-
ment will be presented as well.
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538 19 Radiation effects on NAND Flash memories

19.1 Introduction to radiation effects in CMOS circuits

This section provides the reader with the necessary background to understand
ionizing radiation-related issues in integrated circuits, focusing first on the sources
of radiation in the operating environments of electronic chips, and then analyzing
the interactions of radiation with chip materials and structures.

19.1.1 Environments

Before showing the effects on electronic chips, we illustrate the main sources
of ionizing radiation as a function of the target environment. We start with the
terrestrial environment, we then analyze the space one, which is far more severe
from the radiation standpoint. Shielding is impractical in many situations, because
the amount of material required would be just too large or heavy due to the very
high particle energies.

Radiation-harsh man-made environments, such as high-energy physics experi-
ments and nuclear power plants are also of interest, but are not covered here. The
reader is referred to [ 1] for a discussion.

19.1.1.1 Terrestrial environment

Neutrons, originating from the interaction of cosmic rays with the outer layers of
the atmosphere, and alpha particles, emitted by radioactive contaminants in the
chip materials are the main sources of radiation-induced effects at sea level.

Cosmic rays were discovered by Victor Hess in 1912, using a balloon. Primary
cosmic rays are coming from outside of our solar system. They mainly consist of
protons (85%) and Helium nuclei (12%), but may also contain heavier elements
and electrons [1]. The energy can be extremely high, making them very penetrating.
As cosmic rays reach the atmosphere, they interact with nitrogen and oxygen
atoms, generating a cascade of secondary particles (secondary cosmic rays).
Several reactions are possible, giving rise to many different particles (protons,
pions, muons, neutrons) and an electromagnetic component. In turn, the generated
elements can have enough energy to create further particles. As a result, as cosmic
rays penetrate into the atmosphere, the number of particles initially increases and
then decreases, when the shielding effect of the atmosphere becomes dominant.

From the standpoint of electronic components, atmospheric neutrons are the
most important particles, because, even though they come in a smaller number
than muons, they are able to trigger nuclear reactions inside the chips, giving rise
to charged secondary by-products, that deposit charge and disturb the operation of
integrated circuits.

The neutron flux has some peculiar characteristics. It increases with altitude,
peaking (more than two orders of magnitude larger than at sea level) very close
to the one of commercial airplanes. Thus, avionics is much more threatened by
atmospheric neutrons, than electronics on the ground. The energy spectrum features a
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19.1 Introduction to radiation effects in CMOS circuits 539

characteristic 1/energy dependence. The energy range of interest for radiation
effects includes thermal neutrons (around 25 meV) and neutrons with energy
above about 10 MeV. Thermal neutrons are important, because of their large inter-
action cross section with '°B, which is used for intermetal isolation, even though
many semiconductor manufactures (but not all) have eliminated it because of this
issue. High-energy neutrons (>10 MeV) are capable of triggering nuclear reactions,
for example with silicon atoms, giving rise to charged secondary by-products. The
neutron flux also changes with latitude, atmospheric pressure, and solar activity.
Tables, models, and software tools are available to estimate the neutron flux for a
given location [2]. As a reference, the high-energy atmospheric neutron flux at
New York City is about 13 neutrons/cm™*/hour ™.

Radioactive contaminants inside chip materials are the second important source
of radiation effects at sea level. They tend to be less important at high altitudes
(where the neutron flux is much higher and dominates the error rate), but can be
responsible for a large part of radiation-induced errors on the ground, especially
on deeply scaled technologies. Typical emission levels in a chip are on the order
of 107 alphas/cm */hour' [2].

19.1.1.2 Space

There are three main sources of radiation in space [3], schematically depicted in
Fig. 19.1:

— Galactic cosmie rays coming from outside our solar system
— Particles originating from the Sun during solar particle events
— Particles trapped in planets’ magnetospheres

We already discussed cosmic rays in the previous section. Of course, there is no
shielding from the atmosphere in space, and cosmic rays may directly hit electronic
chips.

The Sun is both a source and a modulator of radiation. Its activity follows a
characteristic 11-year cycle related to its magnetic field, which changes polarity at
every cycle, due to the gaseous nature of the star. There are 7 years of high
activity and 4 years of low activity. One of the most evident manifestation of the
solar cycle is the number of sunspots, recorded since the seventeenth century, that
decreases and increases with the same period. Solar Particle Events (SPE) occur at
higher frequency during the declining phase of the solar maximum. SPE includes
two types of events: solar flares and Coronal Mass Ejections (CME). Solar flares
originate when the coronal magnetic field becomes too large, causing an energy
burst release. CMEs are eruptions of plasma, which give rise to a shock wave and
the outward release and acceleration of particles. The particles emitted by solar
events comprise all naturally-occurring elements of the periodic table, from
protons to uranium. In addition to SPE, a progressive loss of mass from the Sun,
in the form of protons and electrons, continuously takes place, because of the high
temperature of the corona, which provides some particles with enough energy to
escape the gravitational pull. These particles have an embedded magnetic field,
which, as we shall see, interacts with the planets’ magnetic fields.
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540 19 Radiation effects on NAND Flash memories

Besides being a source of radiation, the Sun also has an effect on the other
sources of radiation in space. The solar activity impacts on the galactic cosmic ray
flux in an anticorrelated way: the higher the solar activity, the smaller the cosmic
ray flux, because of the shielding effects produced by the particles emitted by the
Sun. The Sun interacts also with the magnetosphere of the planets (of course, for
those planets which have one). In the following we will discuss the Earth, but
similar considerations can be drawn for other planets as well. The Earth’s
magnetosphere has two components, an internal one, which is approximately a
dipole, and one deriving from the solar wind.

The Earth’s magnetic field is strong enough to capture charged particles. Once
captured, the particles spiral around the field lines, moving from one pole to the
other, where they bounce back. A slower longitudinal movement takes also place,
in opposite directions for positively- and negatively-charged particles. The
particles trapped around the Earth form two belts: the outer belt, consisting mainly
of electrons, and the inner belt, which includes protons and electrons.

Galactic and
extra-galactic

cOSMIC rays \

Solar

events/v

Trapped
particles

Fig. 19.1. Sources of radiation in space

The magnetic field axis forms an angle of about 11° with respect to the North—
South axis, and its center is displaced by more than 500 km from the Earth’s
center. This causes a dip in the magnetic field over the South Atlantic, which is
called the South Atlantic Anomaly (SAA) and is responsible for many problems in
low orbits.

As can be understood from this description of the space weather, the amount of
radiation which hits a spacecraft or a satellite is highly dependent on the orbit, the
Sun activity, and other factors. In addition, the dose received by a specific
component is a function of its position inside a satellite and of the materials
around it.

19.1.2 Overview of radiation effects

19.1.2.1 Radiation—matter interaction

lonizing particles (electrons, protons, heavy ions) impinging on a semiconductor
or insulating material deposit energy as they are stopped by the target material.
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Different energy loss mechanisms exist: Coulomb interactions, either with electrons
or with nuclei, and nuclear reactions [1]. As a result, electron-hole pairs are
created (ionizing component) and lattice atoms are displaced from their lattice
position (non-ionizing energy loss). The ionizing loss is by far the most important
in CMOS circuits and will be treated here in more detail. It can be characterized
by the Linear Energy Transfer (LET), which is the energy deposited per unit length
by the impinging particle in the target material, through ionization processes. 3.6
eV are needed to produce an e-h pair in silicon, while 17-18 eV are required for
an e-h pair in silicon dioxide [4, 5]. The LET is customarily normalized by
the density of the target material, and is measured in units of MeV-cm®mg". The
LET depends on the particle energy, displaying a maximum for intermediate
energies, called the Bragg peak.

Multiplying the LET by the particle fluence of a monochromatic beam, one
obtains the total amount of energy deposited per unit of mass through ionization,
which is called Total lonizing Dose (TID), and is measured in radian, 1 rad = 100
erg/g or Gray, 1 Gy = 1 J/kg in Sl units. LET and TID are the fundamental metrics
in the study of radiation effects in CMOS circuits.

A large part of the produced electron—hole pairs quickly recombine, both in
semiconductors and insulators, soon after generation. The percentage of carriers
that survive recombination, called charge yield, depends on the characteristics of
the impinging particle, on the target material, and on the magnitude of the local
electric field [5-7]. The charge yield decreases for increasing LET, because the
pairs are more dense and escape mutual recombination with more difficulty with
higher LET. On the contrary, increasing the electric field separates electrons from
holes more efficiently and reduces recombination.

Neutral particles such as neutrons, or lowly-charged penetrating ones such as
protons, can trigger nuclear reactions, generating secondary charged by-products
(heavy ions), thus indirectly ionizing the target material.

Energetic heavy particles (atomic number 22) follow a straight trajectory in
matter, being only rarely deflected. For a given energy and species, the distance
traveled in the target material is well defined and almost constant for nominally
identical ions, and is called range. The release of energy associated with the
passage of an ion gives rise to a cylindrical electron—hole pair track, whose size is
on the order of tens of nanometers in silicon, and considerably less in silicon
dioxide [8].

For heavy energetic particles, the loss of energy occurs mostly through ionization,
but as the particles slow down, the contribution of non-ionizing processes becomes
increasingly important, and it is the dominant contribution near the end of the
particle range (i.e., when the particle is about to stop). Light particles, such as
electrons, experience frequent scattering events and describe a zig-zag trajectory.
No range can be defined for such particles.

Photons are not a major concern in space, but can be used for x-ray PCB
inspections at significant levels (doses used at airports check points are very low),
and in addition gamma- and x- rays sources are routinely used for ground TID
testing of electronic components. Photons interact in different ways with matter
depending on their energy. For low-energy photons (such as those produced by
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10-keV x-rays; a standard test source) the photoelectric effect is the dominant
mechanism. For higher-energy photons (such as those produced by Co® gamma
rays; another standard test source), Compton scattering is the dominant mechanism.

19.1.2.2 Categories of radiation effects

The electron-hole pairs generated by the interaction of radiation and chip
materials may induce a variety of effects. They cause charge trapping and defect
generation in insulators. They generate spurious currents in reverse-biased pn
junctions, which may upset memory elements or give rise to voltage transients in
combinatorial logic and analog circuits. As we will see, in floating gate cells they
generate discharge currents that may corrupt the stored information.

Depending on the type and characteristics of the impinging radiation, both
irreversible (i.e., causing permanent damage to the exposed device) and reversible
(loss of information) effects may arise.

In some cases, a single particle, with highly ionizing power, deposits enough
charge to cause malfunctions, which range from the corruption of the information
stored in a single memory bit, to the burn-out of power MOSFETs. This type of
events are called Single Event Effects (SEE). SEEs affect memory, combinatorial,
and analog circuits with destructive or non-destructive effects.

In other cases, damage builds up strike after strike, during a prolonged exposure to
ionizing radiation, that generates drifts in components parameters (such as threshold
voltage shift, power consumption increase, gain decrease, etc.). This second type
of effects can involve damage to both dielectrics layers (gate oxide, lateral isolation,
passivation layers, etc.), resulting in so-called Total Ionizing Dose effects (TID),
and to bulk semiconductor materials, generating Displacement Damage (DD). TID
is responsible for parametric degradation and functional failure of MOSFETs
(e.g., threshold voltage shift) and BJTs (e.g., current gain decrease). DD effects
are due to the generation of point or extended defects in the crystalline semi-
conductor lattice, degrading devices which rely on bulk semiconductor conduction,
such as BJTs, solar cells, etc., but not MOSFETs. Annealing effects can take place,
even at room temperature, causing TID and DD effects to change over time,
resulting in more or less severe degradation.

Low-LET particles, such as electrons, generate TID and DD. Protons give rise
to TID, DD, and SEE. Protons SEEs are usually indirectly generated, i.e., a charged
secondary product, coming from a proton nuclear reaction, is responsible for the
SEE. Recently, bit-flips resulting from proton direct ionization (without the
generation of a secondary particle) have been observed in very scaled SRAMs as
well [9]. Alpha particles (He ions) cause TID and SEE. Heavier ions (Z > 2)
generate SEEs and microdose effects, i.e., effects similar to TID, but localized to
the ion track.

Given the fluxes and types of particles at play (see Sect. 19.1.1), TID and DD
effects occur primarily in space, HEP experiments, and nuclear power plants,
whereas SEEs take place also at sea level. TID effects can degrade circuit
parameters also when high doses of radiation are used for inspection purposes on
the ground.
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19.1 Introduction to radiation effects in CMOS circuits 543

19.1.3 Total ionizing dose effects

Total ionizing dose effects in CMOS devices are due to charge trapping and defect
generation in insulating layers. Historically, the main problems of MOSFETSs with
respect to radiation were shifts in the threshold voltage and degradation in
trasconductance. Thanks to the thinning of the gate oxide, radiation effects in the
gate stack are now much less severe. Nevertheless, damage may still occur in the
thick isolation oxides, which surround the conductive channel.

19.1.3.1 Basic mechanisms

Figure 19.2 depicts the fundamental mechanisms underlying charge trapping and
defect generation in an oxide layer. Radiation generates defects in insulating
layers through indirect processes, i.e., by releasing species, such as holes and
hydrogen ions, which in turn are responsible for the radiation response of the
exposed devices. The first step in the process is the generation of energetic electron—
hole pairs. After thermalization, the electrons, which have a higher mobility, are
quickly swept towards the anode by the applied bias, leaving the heavier and
slower holes to move inside the oxide in the opposite direction [10]. But before
they do that, a large part of the e-h pairs recombine as a function of the electric
field.

The surviving holes migrate towards the cathode under the influence of the
applied field. Holes arriving at the Si/SiO, interface, where the density of defect
sites is higher, can be trapped. The amount of trapped charge is very dependent on
the quality of the oxide, with “hardened” ones showing orders of magnitude less
radiation-induced charge trapping than “soft” oxides.

During the transport and trapping of holes, hydrogen ions (protons) are likely
released. Hydrogen ions arriving at the interface can generate interface traps by
reacting with hydrogen-passivated dangling bonds at the interface. Interface traps
may readily exchange carriers with the channel, and are full or empty depending
on the position of the relevant quasi Fermi level. Interface states are usually donor
(positive when empty, neutral when charged) when their energy position is above
midgap or acceptor (neutral when empty, negative when charged) when below.
The creation of interface traps is much slower (up to thousands of seconds) than
the build-up of trapped charge [11].

Annealing of charge in oxide-traps may start immediately and occurs due to
tunneling or thermal processes. Indeed, the trapped charge can be neutralized by
electrons, either being thermally excited from the valence band, or tunneling
through the oxide barrier 10. In the first case, annealing increases with higher
temperatures and for shallower traps; in the second case, it depends on the
tunneling distance and trap energy spatial position. In contrast, high temperatures
are needed to recover interface traps [12]. As a result, in low-dose rate environ-
ments (such as space), interface traps may play a predominant role.
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Fig. 19.2. Basic mechanisms of total ionizing dose effects

The build-up and anneal mechanisms give rise to a strong time dependence of
TID effects, leading to “apparent” dose-rate effects [13]. For instance, at high dose
rates and short times, anneal of trapped charge has just begun, as well as interface
trap build-up: as a result, charge trapping dominates over interface state generation.
However, given the same time to the trapped charge to anneal and to the interface
traps to build-up, the effects do not depend on the dose rate [14].

19.1.3.2 Effects on MOSFETs

Figure 19.3 shows the effects of radiation exposure on the drain current vs gate
voltage curves for n-channel and p-channel MOSFETs with a thick gate oxide.

IV, curves are rigidly shifted towards lower gate voltages by positive fixed
trapped charge inside the gate oxide. Radiation-induced interface traps affect the
subthreshold swing, hence the threshold voltage, and degrade mobility, because
they increase the scattering rate. The contributions of trapped charge and interface
traps in p-channel MOSFETs are both positive when the transistor is on, and add
up. On the contrary, they tend to cancel out in n-channel MOSFETs, leading to
rebound effects, where the threshold voltage first decreases and then increases with
dose [15]. Annealing reduces the impact of oxide charge trapping on the device
characteristics, making the contribution of interface traps more important for
space applications than for high dose rate applications.
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Fig. 19.3. Total ionizing dose effects in n-channel (a) and p-channel (b) MOSFETSs
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19.1.3.3 Scaling

TID issues in CMOS devices have been strongly mitigated by scaling, and the
associated thinning of the gate oxide. A simple model (valid for low doses and
relatively thick oxides) shows that the amount of radiation-induced threshold
voltage shift quadratically decreases with decreasing oxide thickness [16]. This
decrease is even sharper for ultra-thin gate oxides (<10 nm), due to the short
tunneling distance from the gate and the channel to the oxide bulk [17]. State-of-
the-art silicon oxides for low-voltage MOSFETs are only 1-2 nm thick, and
neither the build-up of oxide trap charge, nor the interface trap generation is
significant even after high radiation doses.

Thinning of the gate oxide has brought about also detrimental effects, in
particular Radiation-Induced Leakage Current (RILC) [18, 19]. This is an increase
in the leakage current of gate dielectrics after exposure to low-LET particles, that
has been explained through inelastic trap assisted tunneling, similar to the well-
known stress-induced leakage current produced by electrical stress [20}. RILC has
been observed after exposure to Co-60 gamma rays, 8-MeV electrons, 10-keV
x-rays, and has been found to increase linearly with dose and depend on the applied
field during irradiation. RILC is not much of a concern in logic circuits, since it
only leads to negligible increases in power consumption. Yet, RILC can be a
show-stopper for those technologies (such as Flash memories) which rely on the
storage of data in an isolated electrode, as we shall see in the last part of this
chapter.

Even though the gate oxide exhibits minimal degradation in deeply scaled
CMOS technology, thick lateral isolation oxides, such as LOCOS in older tech-
nologies and STI in more recent ones [21], are still prone to charge trapping and
interface state generation. Charge trapped in the isolation causes the activation of
parasitic MOSFETs, which act in parallel to the drawn device. The drain current
can be thought of as the superposition of three MOSFETs. Normally, the parasitic
transistors are off and they do not interfere with the operation of the main transistor,
thanks to their high V. However, when radiation-induced charge builds up in the
STI, the threshold voltage of the parasitic devices may strongly decrease. Since
oxide charge trapping is predominantly positive, this effect is visible especially in
n-channel devices.

Leakage can also occur between adjacent devices [21], due to the inversion of
the region below the STI and the consequent formation of conducting paths
between neighbor MOSFETs. As a result, IC static power consumption can greatly
rise, possibly leading to circuit parametric failure.

To overcome the scaling limitations of conventional devices, a number of
innovations have been introduced. First, the gate dielectric has been engineered
through the use of nitridation, to prevent boron penetration from the polysilicon
gate in pMOSFETs. This type of dielectric has been reported to exhibit superior
performance in terms of hot carrier degradation, and also radiation hardness, when
compared to conventional SiO, layers [22].

More recently, the gate stack has been completely revolutionized with the
introduction of high-k materials, such as hafnium oxide, which has been
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commercially employed starting from the 45-nm node. The larger physical
thickness of these oxides coupled with the more complex manufacturing steps
may signify a return to radiation issues in the gate oxide. However, reported
results are quite encouraging [23].

19.1.4 Single event effects

A single ionizing particle crossing a sensitive device area can trigger a spurious
response in the circuit or damage it. These events are classified as soft errors, if
they do not induce any physical damage, but only loss of information (e.g., a bit
flip in a memory array); or as hard errors if they do induce permanent damage
(e.g., the gate oxide rupture following the strike of a heavy ion). Some other
effects may be destructive or not, depending on the intervention of protection
structures, such as the latch-up induced by ionizing particles. The most significant
SEEs are listed in the following [24, 25].

Non-destructive (soft) effects are listed below.

¢ Single Event Upset, SEU, the corruption of a single bit in a memory array

e Multiple Bit Upset, MBU, the corruption of multiple bits due to a single
particle

¢ Single Event Transient, SET, a voltage transient induced by an ionizing particle
in a combinatorial or analog part of a circuit

¢ Single Event Functional Interrupt, SEFI, the corruption in the controlling state
machine of a chip, leading to functional interruption

¢ Destructive (hard) effects

e Single Event Gate Rupture, SEGR, rupture of the gate oxide occurring
especially in power MOSFETs

¢ Single Event Burnout, SEB, burnout of a power device (IGBT, MOSFET, etc.)

Effects that may be destructive or not:

¢ Single Event Latch-up, SEL, the activation of parasitic bipolar structures,
leading to a sudden increase in the supply current

e Single Event Snapback, a regenerative feedback mechanism sustained by
impact ionization in SOI devices

The cross section is used to express the sensitivity of a chip to a particular type
of event, and is defined as:

P numberof events
SEE T particle fluence

The cross section increases for increasing LET, and the cross section versus
LET curve is usually fitted with a Weibull cumulative probability distribution. The
threshold LET is defined as the minimum LET required to experimentally observe
an event, and the saturation LET as the LET above which the cross section does
not increase anymore (or at least is considered to saturate).
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The concept of critical charge is often introduced in the study of single event
effects. The critical charge is the minimum charge that must be deposited to
trigger a certain event, and it is in close relation with the threshold LET,

The SEU in static RAMs is probably the best known SEE and occurs both in
space and on Earth. To cause disturbance in a circuit, the charge generated by a
heavy ion strike must be collected by a sensitive node. Reverse-biased pn
junctions feature a large depletion region and a relatively strong electric field, so
they are one of the most likely candidate to collect charge [24]. The process leading
to a bit-flip in an SRAM is schematically depicted in Fig. 19.4: an ionizing
particle strikes the drain of the off NMOSFET in the cross-coupled inverters,
which form an SRAM cell. The particle generates a cascade of electron-hole pairs
both inside and outside the depletion region of the reverse-biased drain pn junction.
The released charge is collected by the junction, both by drift and diffusion, giving
rise to a transient current. This current is sourced by the on PMOSFET in the same
inverter, which tends to restore the initial state. Unfortunately, since the PMOSFET
has a finite output conductance, the voltage at the struck node decreases, turning
the radiation-induced current into a voltage transient. The current decreases the
potential of the drain node, possibly below the cell switching voltage. If the
radiation-induced transient is long enough, the feedback may cause the cell to flip,
changing its initial state.

[ -== Vgp —= GND - - Intermediate V |

Fig. 19.4. Single event upset in an SRAM cell

Many factors come into play to determine the probability of an upset. The higher
the LET of the impinging particle, the larger the deposited charge. Charge collection
is also of fundamental importance. The drift component is given by the e-h pairs
separated by the electric field in the junction of the depletion region and collected
by the drain node. In addition, particles generated in the neutral region may diffuse
towards the junction. Simulations have shown an even more complex picture,
involving the distortion of the junction potential by the ion track (funnel effect).
The funnel effect greatly extends the region over which charge can be collected by
drift, and increases SEU sensitivity, even though its impact may be minor in
circuits, like SRAM cells, where the junction bias is allowed to change. Indeed, a
Jjunction connected to a PMOSFET may go from reverse bias to zero bias during a
strike, limiting the influence of drift collection.
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The timescale of these phenomena is different: drift is responsible for the shape
of the radiation-induced transient at earlier times; whereas, the slow process of
diffusion determines the response at later times.

Charge collection can be even more complicated than that described so far. An
important mechanism emerging in scaled CMOS nodes and fundamental in SOI
devices is the bipolar amplification of the charge deposited by a heavy-ion strike.
This happens when the carriers released by radiation are confined in a well and
alter the potential of that well, turning on the parasitic bipolar transistor.

The circuit response is fundamental as well. A faster cell will be easier to upset,
since the voltage transient needs to be shorter to trigger the feedback. On the other
hand, the characteristics of the restoring PMOSFET may change the voltage drops
that develop as a consequence of the ion strike: the higher the restoring PMOS
conductance, the lower the SEU sensitivity of the hit node.

Besides memory elements, combinatorial logic can be affected by radiation.
Indeed, reverse-biased junctions inside logic circuits can be struck by ionizing
particles and give rise to transients [26]. These transients, if not masked, can reach
memory elements and be permanently latched.

There are three types of masking: logical, temporal, and electrical [27, 28].
Logical masking occurs when the inputs of a logic gate are set in such a manner
that a glitch to one of its input does not result in a change at the output, because of
the logic function implemented by the gate. For instance, an AND gate with both
inputs low logically masks any transients at its inputs. Temporal masking occurs
when the radiation-induced transient reaches the memory elements at a time when
these are not sensitive (e.g., far from the edges for an edge-triggered flip flop).
Temporal masking is responsible for the linear frequency dependence of SETs.
Finally, electrical masking occurs when the logic gate attenuates the incoming
SET, because of insufficient bandwidth. Due to ever increasing operating
frequency, SETs are expected to become one of the dominant radiation effects in
the coming years [29].

Single event effects have become more complex to study, as the feature size
has been scaled into the deep submicron realm. Indeed, nowadays the feature size
of modern chips has become comparable to the size of the ion track. Phenomena
that were once confined to a single circuit node, can now involve multiple nodes
{30] and charge sharing can occur. This has caused a significant rise in the number
of muitiple bit upsets as technologies have been scaled.

19.2 Radiation effects on NAND Flash memories

Commercial nonvolatile Flash memories are very attractive for space engineers,
due to their high density and low cost. In fact, Components Off The Shelf (COTS)
are arousing increasing interest for radiation harsh environments, due to cost,
performance, and availability reasons. As a result, several studies have been
performed on the radiation sensitivity of NAND Flash, concerning both TID and
SEE. Unfortunately, these devices turned out to be quite sensitive to radiation and
only few commercial NAND memories have been actually flown in space.
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As discussed in this book, NAND Flash memories feature several peripheral
circuits (charge pumps, microcontroller, row decoder, page buffer) that are
transparent to the final user, but critical for the device radiation sensitivity. In the
1990s, the control circuitry was recognized as the most radiation sensitive part of
commercial (i.e., non-radiation hardened) devices [31-34], whereas floating gate
cells were considered a minor problem. Since then, technology evolution has
brought about more and more advanced devices, whose architectural complexity
increased together with memory density and performance. Nowadays, as proven in
several works, floating gate sensitivity is no more a secondary issue.

For instance, concerning SEE, reports in the literature on recent devices show
that prompt [35] and anneal effects [36-38] in the floating gate cells, and issues in
the control circuitry [36] (including transient errors [39], SEFIs [40] and sudden
spikes in the current supply [41]) all combine together, forming an intricate
scenario. A similar trend is observed also for TID: both the peripheral circuitry
and the floating gate cells are sensitive, and, depending on the type of memory and
the operating conditions during exposure, one or the other can cause failure under
exposure to ionizing radiation.

Accurate assessment of radiation sensitivity and identification of root causes
have become increasingly difficult tasks in state-of-the-art Flash memories. Quite
often it is not easy to identify the exact failure mode during radiation testing,
especially when the manufacturer is not willing to provide detailed information.
Specific test procedures have been developed to address these issues. In particular,
radiation exposure under different operating conditions (i.e., during standby, read
loops, program loops, erase/program/read loops) can greatly help to recognize the
failure mode. In addition to irradiations performed with different test loops,
selective exposure to radiation of only some functional block can ease the
identification of the part that is responsible for a given error or malfunction.

It is quite difficult to draw general conclusions and the reader should consider
the following discussion as a catalog of possible issues encountered when these
devices are exposed to radiation. Radiation sensitivity can exhibit large variations
from manufacturer to manufacturer, even when nominally identical features are
specified. In the following we analyze the sensitivity of NAND Flash to TID and
SEE, pinpointing the role of each block, including the FG array (which will
treated in detail from the physical point of view in Sect. 19.3), charge pumps, page
buffer, microcontroller, and row decoder, in determining the device sensitivity.

19.2.1 Total ionizing dose effects

Total ionizing dose effects are peculiar of the space environment, or of some
applications where important sources of man-made radiation exist (e.g., nuclear
power plants), and are of less concern for the terrestrial environment. The failure
dose of a NAND Flash memory can be defined in different ways, that are
symptoms of radiation damage to a specific part of the memory: ability to program
and erase, time to program, number of read errors, standby supply current, access
time, etc. The maximum total dose that can be withstood by a Flash memory not
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only changes from device to device [39, 42], but also depends on the failure
criterion and on the operating conditions during exposure. After TID exposure,
Flash memories may draw excessive supply current [32], fail to read, program
and/or erase [33, 39, 43], or become slower in these operations [32].
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Fig, 19.5. Static and dynamic bit errors as a function of total dose [39} © IEEE, 2006

Figure 19.5 is just an example showing that under dynamic conditions (i.e.,
with parts exercised during exposure) the radiation sensitivity can be much larger
than in static conditions (not exercised parts). The figure reports the results of
static and dynamic TID tests for a 90-nm SLC NAND memory, showing that read
errors in dynamic conditions start at much lower doses than in static ones [39].

In the following sections, radiation effects on the different parts of a NAND
memory will be illustrated through some examples taken from the literature,
showing the peculiarity of the specific damage and the conditions under which it
can be observed. The list is not exhaustive, other examples can be found in the
literature.

19.2.1.1 Floating gate cells

In 43 selective irradiation of the various device blocks (FG array alone, FG array
together with charge pumps or row decoder) was used to understand the peculiar
features of the failure mode of each block. Irradiations were performed in either 1
or 5 krad(Si) steps on idle biased samples. After each step, the devices were
measured performing either a read operation or an erase/program/read loop on one
or more memory blocks (previously programmed or erased). If the device was
exposed to x-rays shielding all the peripheral circuit, errors wete detected only in
programmed cells, i.e., filled with electrons (on the contrary, the erased cells,
filled with holes, do not show any errors). Figure 19.6 depicts the evolution of FG
errors in programmed cells as a function of dose. Starting from 55 krad(Si), read
errors with random physical locations are observed. The number of errors
increases monotonically and saturates around 200 krad(Si) to the number of cells
exposed to radiation; in other words, after 200 krad(Si) all exposed FGs are read
as erased. These errors happen when the Viy of a programmed FG changes
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enough to cross the user mode read level and to enter the erased cells distribution.
The Vpy distribution moves during irradiation because of the progressive
discharge of the FGs, which will be explained in details in Sect. 19.3.

Read Errors [x 10°]
< R s LT B - | N = 0

50 100 150 200 250 300
Dose [krad(Si)}

<

Fig. 19.6. Bit errors during progressive built-up of x-ray dose, shielding the peripheral
circuitry (only FG array exposed) for a programmed block in a SLC NAND [43] © IEEE,
2009

19.2.1.2 Charge pumps

Since about 10 years ago, when the first studies on the radiation sensitivity of
Flash memories were carried out, charge pumps were discovered to be the weakest
part of the device, concerning TID sensitivity. In 1998, experiments on now
obsolete memories, where charge pump circuitry could be disabled through an
external voltage supply, showed that charge pumps were highly sensitive to TID
[32, 33]. Figure 19.7 shows the time required to erase 32 blocks: in case the
charge pump is active during the irradiation, after a dose of 5 krad(Si), the time to
erase rapidly increases; on the contrary, disabling the charge pump, this time stays
constant even after 30 krad(Si). The authors attribute the effect to radiation-
induced Vry shifts in the PMOS fransistors used in the charge pump circuitry,
causing a progressive lowering of the output voltage of the pumps.

This conclusion has been later confirmed for more scaled devices [44], where

charge pumps are reported to fail in providing the sufficient power for the
program voltage at doses lower than 10 krad(Si).
In more recent reports [39, 43], charge pumps are again recognized as a
susceptible part during TID experiments. In [43] irradiations were performed in 10
s steps on idle samples under bias. After each step, corresponding to 1 krad(Si),
the devices were measured performing either a read operation or an erase/program/
read loop on one or more memory blocks (previously programmed or erased).
Also Test Mode routines are used in this work to measure the output voltage
generated by the program pump.
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From 100 krad(Si) on, all the memory cells are read as programmed, regardiess
of their initial program value. A progressive decrease of the output voltage of the
program pump is reported, as shown in Fig. 19.8, together with a failure of
program operation after 50 krad(Si).

This explains why read errors are observed during read loops, as a consequence
of the radiation-induced voltage decrease: in fact, if the voltage provided by the
charge pump is lower than designed (i.e., it is not sufficient to turn on even a
single transistor in one bitline, including Source Selection Line, SSL, and Drain
Selection Line, DSL, selectors), all the cells in the bitline are read as programmed
(no current flows), regardless of their actual program status.
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The reason for the large radiation sensitivity of the charge pump is linked to the
thick gate oxide and the high voltages that these circuits must use, As illustrated in
Sect. 19.1, the damage introduced by TID strongly reduces when oxide layers are
thinned. In addition, higher voltages cause in general more TID degradation,
because a higher electric field increases the amount of charge yield, that is the
amount of charge which can potentially alter the characteristic of the oxide layers.

19.2.1.3 Decoders

Another example of building block that can fail under exposure is the Row
Decoder (RD). In [43], the memory was irradiated with x-rays shielding the
microcontroller and charge pumps and leaving the RD exposed. Figure 19.9
illustrates the number of read errors found in programmed and erased blocks,
respectively, during x-ray irradiation, exposing to radiation only the RD and a
portion of the FG array. Read operations were performed, as described in previous
paragraphs, after 1 or 5 krad(Si) steps on idle samples under bias. At the beginning
of the irradiation and until 150 krad(Si), a gradual increase in the number of raw
bit errors is observed. This behavior is due to the progressive discharging of FG
programmed cells, and is similar to that observed exposing to radiation the charge
pumps and the FG array (Sect. 19.2.1.1). Then, around 150 krad(Si), a sudden
drop in the number of errors is observed for programmed cells, as reported in Fig.
19.9a.

Concerning the erased block, until 150 krad(Si) the situation is similar to what
happens when all the control circuitry is shielded (no errors are detected). On the
contrary, an increase in the number of read errors is observed for erased cells after
150 krad(Si). The abrupt fail and rise of the errors observed in programmed and
erased cells, respectively, is due to damage of the RD. The fact that all the cells
are read as programmed indicates that some transistors that should be turned on
are actually off, or that leakage too rapidly discharges some nodes that were pulled
high, thus impeding current to flow through the bitline.
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Fig. 19.9. Number of read errors during x-ray exposure of FG array and row decoder as a
function of x-ray dose, for a block that was programmed (a) and a block that was erased
(b) prior to irradiation 43 © IEEE, 2009
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Fig. 19.10. Physical map of bit errors after exposure to 75 krad(Si0,) Co®® gamma source
[39] © IEEE, 2006

Also the observed failure in one half-plane and then in the other (step-like
behavior in Fig. 19.9b) is highly indicative of damage in the local RD controlling
each of the two FG matrix half planes.

Other examples can be found in the literature describing radiation damage in
parts of the control circuitry that may be identified with the RD. In [39], where the
memories were irradiated without shields, rows of bad bits have been observed
and attributed to damage in the addressing control circuitry (see Fig. 19.10).

19.2.2 Single event effects

Single event effects occur with high frequency in space, but are possible also at
sea level (although to a lesser extent), due to atmospheric neutrons and alpha
particles. The study of SEEs can be even more complex than TID characterization.
In fact, a plethora of different events can be triggered by the passage of a single
particle: charge loss from FG cells, SEUs in the page buffer, SEFIs due to strikes
in the microcontroller, generating inconsistent states, etc. Each of them can be
characterized by a specific cross section, which expresses the probability of
occurrence of a particular type of effect. Like with TID, large sensitivity variations
are possible from manufacturer to manufacturer, etc.

19.2.2.1 Floating gate cells and page buffer

When a wandering particle hits the floating gate cells or the page buffer latches,
single bit errors can occur, Figure 19.11 illustrates an experiment where a memory
is periodically read under irradiation, after having been written with a given
program pattern (typically all zeroes or checkerboard) prior to exposure. Different
errors are reported [36, 39, 41, 42, 44] in these conditions. Initially raw bit errors
are observed. Some of them appear only in one read cycle and they disappear in
the following one (these events are usually called dynamic errors); some others
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19.2 Radiation effects on NAND Flash memories 355

(called static errors), on the contrary, are present from a given read on and they
remain even after a reset or a power cycle, disappearing only after reprogramming
the device. In a few cases, sudden bursis of errors (SEFI) are detected that usually
end up with a non operating device, until a reset or a power cycle is performed
[36]. Dynamic errors can be traced back to upsets in the Page Buffer (PB) latches,
that are susceptible to SEU, as extensively reported in literature for SRAM cells
and discussed in Sect. 19.1.4. We recall that the PB is a temporary location where
data are stored after being read from a page of the FG array and before being
output to the device pins. To measure the PB sensitivity, one can introduce a delay

between the “read” command and the transfer of the data from the memory to the .

output pins. In this way the data are “frozen” in the PB for an arbitrarily long time
and so they are susceptible to corruption.

Figure 19.11 shows an example of the scenario we described above for a
NAND irradiated with heavy-ions. Static errors (FG errors) and dynamic errors
(PB errors) are observed, their rate depending on many factors, among which the
speed at which the memory is read, the pattern stored in the cells (PB latches may
be asymmetric), the LET of the impinging ions, etc. A SEFI is also observed in the
graph, which gives rise to a burst of errors as we describe in detail in Sect.
19.2.2.2.
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Fig. 19.11. Example of page buffer and floating gate errors build-up as function of fluence
during periodic read of a memory block under Bromine irradiation {36] © IEEE, 2009

19.2.2.2 Single event functional interruptions

In a Flash memory, one of the elements that are susceptible to SEE is the
microcontroller that manages the operations of the device. A SEFI occurs when an
ion hit causes the microcontroller to enter a possibly inconsistent state, bringing
the device to an indefinite condition. This may cause the memory to experience
read errors in whole pages or blocks, to suddenly hait, to unexpectedly go in a test
mode status, and many others. With the lighter ions, the greatest part of SEFIs
usually occurs during program and erase operations, when the device micro-
controller is used more heavily, and the applied voltages reach their maximum
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values. On the other hand, during irradiation with the heavier ions, functional
interruptions are observed during read operations as well [36].

SEFis can also be classified depending on the way the functionality can be
restored after the event: in some cases, a power cycle is necessary to recover the
device from the error condition, in some other cases a reset command is enough,
and in others proper functioning may even be spontaneously restored after a few
seconds without any intervention. Table 19.1 gives an idea of these aspects. Figure
19.12 is an example of how the occurrence of SEFIs varies depending on the ion
LET for a NAND Flash irradiated with heavy ions.

Table 19.1. Functional interruptions observed during heavy ion irradiation for a 16-Mb
Flash Samsung NAND [31] © IEEE, 1997,

Error type Description Recovery method
Row or Same values appear in multiple Reinitialize and
column flips locations for the same bit position rewrite

Reprogramming

Lockups Inability to progress beyond read, . i )
(self clearing) write, or block clear modes (erase/wrlte/read): power
cycle not required
Lockups Inability to exit read, write, or block Power cycle followed
(non-clearing) clear modes by reprogramming
Stuck bits Small number of bits permanently None (permanent
altered effect)
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Fig. 19.12. Example of SEFI cross section as a function of LET for a NAND Flash
irradiated with heavy ions [41] © 1EEE, 2007

19.2.2.3 Power supply current spikes

Another phenomenon that was recently observed in some NAND samples during
heavy-ion exposure is the occurrence of spikes in the power supply current. An
example of this is depicted in Fig. 19.13, which refers to a device irradiated with
Gold in stand-by mode. As shown in the graph, current spikes in the order of
hundreds of milliampere are detected during exposure. These spikes are usually
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19.2 Radiation effects on NAND Flash memories 557

spontaneously restored with no intervention. Interestingly, this phenomenon may
be observed only for some manufacturers and it may be destructive or not, even in
devices produced by the same manufacturer with the same part number. The
physical mechanisms underlying these current spikes has not been precisely
identified, even though some evidence exists on the role of charge pumps circuitry
in determining it.

Current (mA)

0 500 1000 1500 2000 2500 3000 3500
Time (Second)

Fig. 19.13. Standby current detected in a MLC NAND memory during irradiation with Au
[41] © IEEE, 2007

19.2.2.4 Overall cross section

Now that we have presented the main single event effects that a NAND memory
may experience during irradiation, we will show an example of how the different
contributions, such as the page buffer and the floating gate array, can determine
the overall device sensitivity. As briefly mentioned before, the relative importance
of each contribution strongly depends on the operating condition during exposure.
Figure 19.14 compares the floating gate cross section with the page buffer cross
section, in a 90-nm NAND itradiated with heavy ions, as a function of LET. Both
PB and FG cross section feature the typical Weibull behavior. As seen in the
figure, the FG array has a larger threshold LET and a lower saturation cross
section per bit than the PB, but we have to remark that it contains many more bits
compared to PB latches.

To assess the overall device cross section, we have to weigh these two
contributions (neglecting SEFIs). Depending on the ion LET, time spent reading
the device, and pattern, the sensitivity can be dominated either by the FG array or
by the PB. Large variations (up to several orders of magnitude) can occur as a
function of these parameters.

Just to give a few examples, let us consider the best-case scenario in terms of
overall heavy-ion cross section. If the memory is fully erased and sporadically
read, the FG array is not sensitive (being erased) and the susceptibility of the PB is
very low (being scaled by the read activity).
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Fig. 19.14. Weibull curve illustrating the heavy-ion bit cross section for page buffer and
floating gate array in a 90-nm NAND Flash [36] © IEEE, 2009

On the other hand, we can imagine the worst-case condition as the memory
fully programmed, continuously and entirely accessed: in this case, the sensitivity
of both the FG array and the PB latches reach their maximum value, and which of
the two dominates strongly depends on the ion LET.

19.3 Radiation effects on floating gate cells

In this section we will cover the effects of ionizing radiation on the FG array. For
its largest part, this section refers to the work of our research group and is based
on data not usually available to the user. In fact, “user mode” routines give the
information stored in a FG cell in digital terms, that is, as ‘0’or ‘1’in a SLC device
or in a slightly more complex way for MLC devices. Of course, the stored
information by itself is the threshold voltage Vry, and is almost analog in nature,
being its granularity linked to the electron charge [45]. Results presented in this
section were obtained by working in close collaboration with the manufacturers
and by accessing the V1 of the FGs in the array. Other than for the basic physics
aspects, such results are essential to understand the complex failure behaviors
found in more recent technologies and outlined in this section, and also to forecast
what’s behind the corner. Note that part of the results presented here were
obtained with NOR memories; however, they adapt with small or no modification
to the case of NAND since the device architecture is not involved [46, 47].

19.3.1 Total ionizing dose

The effect of a TID irradiation on an FG is its progressive discharge as dose
accumulates. This is illustrated in Fig. 19.15, reporting the Vry probability
densities for FG arrays programmed in the ‘0’ and ‘1’ state before and after
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19.3 Radiation effects on floating gate cells 559

different 10-keV x-ray TID levels [48-50]. Before irradiation, Vy distributions
closely resemble the expected Gaussian shape. After irradiation, the threshold
voltage of all FGs programmed in the ‘0’ state (‘high’ Vi, corresponding to
electrons stored in the FG) uniformly moves toward lower Vyy: the FGs pro-
gressively lose electrons because of irradiation. Conversely, devices programmed
in the ‘1’ state (“low” Vy, holes stored in the FG) experience a Vyy increase, that
is, a positive charge loss from the FG. The Viyy shift (AVry) is lower for the ‘1’
than that for the ‘0’ state, because of the much lower net charge stored in the FG
in that condition. Distributions rigidly shift during irradiation since TID radiation
effects are uniformly distributed over the chip area [10].
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Fig. 19.15. Probability densities of FG MOSFET threshold voltage Vyy before and after
irradiation at 1, 10, and 100 krad(Si), with 10-keV x-rays 51 © IEEE, 2004

A physics mode! to account for these effects has been first developed by Snyder
et al. in 1989 [48] and further developed in recent times to account for the changes
in the technology happened in almost 20 years [S51, 52]. Briefly, charge is
generated in all oxides surrounding the FG. Depending on the oxide electric field,
part of these carriers recombine; after recombination, carriers thermalize, then
electrons are quickly swept away from the oxide thanks to their high mobility,
while holes slowly move toward the FG and may either reach the FG, where they
recombine part of the stored negative charge (mechanism (1) in Fig. 19.16), or
they are trapped in the oxide (mechanism (2) in Fig. 19.16). In both cases, the net
effect is a reduction of the cell Viy. Further, electrons may acquire enough energy
from the incoming radiation [53] to jump over the oxide barrier (mechanism (3) in
Fig. 19.16). There are several aspects which need to be considered when adapting
this model to modern devices, including:

— The above description of different phenomena occurring in a strict sequential
order is not realistic in the tunnel oxide of FG devices, since recombination,
thermalization, and electron transit times are of the same order of magnitude in
the range of the tunnel oxide thickness (<10 nm) proper of modern devices.
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— The interpoly dielectric is an ONO sandwich in all modern devices, not a SiO,
layer as in [48], thus the different dynamics of charge generation and trapping
in the nitride layer has to be carefully considered [54, 55].

— The lateral dimensions of the FGs cannot be neglected.
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Fig. 19.16. Main contributions to threshold voltage degradation in a FG cell during TID
experiments [48] © IEEE, 1989

When these aspects are taken into account, proper modeling can accurately
describe the average Vry shift as a function of dose, as shown in Fig. 19.17 [47,
52]. In this figure, two data sets are reported. The first one was obtained with “°Co
-y rays, and the second with 10-keV x-rays. It is evident that the degradation
induced by x-rays is by far larger, likely due to dose enhancements effects. In fact,
1.25 MeV photons generate high energy Compton electrons, wheteas low energy
photons (<50 keV) generated by the x-ray source interact with the material
through the photoelectric effect, which is enhanced at the Si/SiO; interface [10],
[56,57].
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Fig. 19.17. Average Vyy of sectors of FG devices irradiated with 10-keV x-rays and with
®Co y-rays as a function of total dose [47] © IEEE, 2007
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This effect is particularly effective in presence of interfaces between high-Z
and low-Z materials, which is what often happens in NAND memories, using
refractory matetials such as titanium, tungsten, or cobalt. On the other side,
discharges obtained after irradiation with protons with low-to-average energies
perfectly superimpose to results from “°Co [47, 52]. Yet, very high energy protons
can ftrigger nuclear reactions, resulting in a behavior which is somewhat
intermediate between the TID and the SEE [58].

19.3.2 Single event effects

The effect of single ions on the FG array is, as expected, different from that of
TID since the energy is released by each ion in a small volume. Hence, every
single ion can result in a large but localized effect (SEE). As an example, a chip
with all FG programmed at ‘1’ was irradiated with 2x107 1 ions/cm? [59]. Figure
19.18 shows the Vpy variation over a small part of the irradiated array. Each
square represents a single FG, featuring a gray level related to the AVyy shift: the
darker the square, the larger the threshold variation, which is always negative (Vry
decreases). The FGs with corrupted information are randomly distributed over the
chip surface, and their number roughly corresponds to the number of FGs being
hit by ions, meaning that every time a single FG is hit by a single ion, it
experiences a net charge loss, resulting in a Vpy shift [35, 59-61].

A more informative picture of these same data can be obtained by looking at
the statistical description of Vi (Fig. 19.19): before irradiation, Vry distribution
resembles the expected Gaussian shape, but after irradiation, a secondary peak
appears, corresponding to the FGs hit by ions. Hence, the distance between the
main and the secondary peak can be taken as the average Vyy shift experienced by
hit cells, <AVty>. This parameter is reported as a function of the pre-rad tunnel
oxide electric field and of the ion LET in Fig. 19.20. At least for ions having a
relatively low energy, such as those shown in Fig. 19.20, both relationships are
almost perfectly linear.
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Fig. 19.18. Spatial distribution of Vyy for a small subset of cells from a chip after 2 x 107
iodine jons/cm®. The gray scale (right) indicates the amount of AVy; the two cells indicated by
arrows have AVt > 2 V. Each square represents a FG [591 © 1EEE, 2001
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Fig. 19.19. Probability density of threshold voltages before and after irradiation with 2 x 10
iodine ions/fem?® [59] © IEEE, 2001

Such a linear relationship allows excluding a model similar to that developed
for TID effects, that is, one based on charge generation, recombination, and
transport. In fact, all these phenomena have a strongly non-linear dependence on
the electric field [35]. Further, the amount of charge lost for FGs in Fig. 19.20
exceeds that calculated for those same ions with a generation/recombination/
transport model by a factor of more than 20 [35, 61].

One of the model currently available to explain these results is based on the
idea that the dense electron/hole plasma generated in the tunnel oxide by the
incoming ion acts like a resistance, thus promptly discharging the FG [35, 61].
While the value of this resistance is linked to the ion LET (heavier ions result in
denser track, hence in lower resistance and in larger discharge), the duration of the
path is linked to the presence of electrons in the FG. In fact, since <AVqi> linearly
depends on the number of generated electrons/holes, not on those surviving
recombination, it follows that charge loss happens before recombination.
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Fig. 19.20. Dependence of <AVyy> on the LET (left) and electric field across the tunnel

oxide (right). Experimental data are reported as symbols and calculations as lines [61]
© IEEE, 2004
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Fig. 19.21. Maps of the distribution of “yellow” and “red” ¥Gs above small chip areas, for
devices irradiated with 1217-MeV Xe at different angles: (a) normal incidence vs. (b) 75°.
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The time scale of the phenomena involved actually allows going one step
further, that is, to relate the “on time” of conductive path to the thermalization of
electrons [35]). Thus, the FG discharge is believed to happen in about 10 fs [35].
Lines in Fig. 19.20 are obtained with this model. Note in particular that the
average <AVyy> depends on the FG area, being larger for smaller FGs.

As will be clearer Jater on, this explains why user mode errors in the array were
not detected in old generation Flash memories (<AV 1> was too small to result in
errors). Things get even more complicated when dealing with aggressively scaled
devices. For example, in most modern technologies, some charge loss happens
even from FGs which are just grazed, not hit by ions [62]. This phenomenon is not
covered in details here since a full model is not yet available; however, it is worth
noting that these “grazed” FGs have peculiar characteristics which allow us to
separate them from their “hit” counterparts. Also, in any real world environment
(be it space, high energy physics, or simply the atmosphere) particles do not cross
the devices normally to the silicon surface. It is not totally surprising but of great
interest the fact that, at grazing angles, a single ion can lead to the formation of a
“tail” of FGs with corrupted information (Fig. 19.21) [63]. This has major
implications from the reliability standpoint, for basic physics (it allows studying
the ion track structure [63]), and for more applied physics (the widely used cosine
law [64, 65] does not apply to Fig. 19.21).

19.3.3 Long-term effects

The discussion carried on so far leaves open an important point, that is, if the FGs
hit by ions are permanently damaged or not [66-69]. FGs being hit by single ions
can be easily identified thanks to their large post-irradiation AVy. If the hit cells
are programmed again, one obtains the results shown in Fig. 19.22 [67]. Just one
hour and half after programming the memory array, a tail appears extending down
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to less than 7 V due to FGs changing their Vy and leaking charge. This charge
loss should be related to the ion impact, since no similar effect was observed in
non-hit FGs [66, 67]. The tail increases with time, due to the progressive discharge
of those FGs which were already leaking charge 90 min after programming, and to
new FGs featuring lower leakage current, which progressively add to the tail of
the distribution.

This phenomenon derives from the onset of the RILC [19, 66, 68] and is a
multi-Trap Assisted Tunneling (m-TAT) conduction mechanism through electrically
active defects created, directly or indirectly, by the ion impact. While most studies
agree that the electrically active defects are the product of positive charges
generated by the irradiation [10, 70-73], in this case the damage does not appear
to scale with the pre-irradiation electric field [67], so that the actual physical
mechanism leading to the creation of defects is not clear. A possible explanation,
linked to the non-ionizing energy loss, has been recently proposed [74]. On the
other hand, the resulting defects have a close affinity with those generated by
electrical stress, such as those responsible for SILC, as evidenced by their recovery
after being exposed to Forming Gas Anneal (FGA) after irradiation and before the
electron retention experiment [67]. In fact, neutral traps responsible for parasitic
conduction phenomena such as SILC and RILC across thin oxide layers [19] are
known to anneal at relatively high temperatures [75, 76].

As expected, the resulting localized conductive path becomes more and more
conductive when increasing the impinging ion LET. Despite the large effect on the
FG cell Vg, the average current due to this defect distribution is too small to be
directly measured. In fact, with only few thousands electrons in a programmed
FG, a leakage current of just 1 fA would completely discharge the FG in about 1 s!
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Fig. 19.22. Cumulative distribution of Vg for FGs hit by iodine ions and re-programmed
[67] © IEEE, 2005

19.3.4 Atmospheric neutrons

Atmospheric neutrons are a known source of soft errors in static [77] and dynamic
[78] CMOS memories, Several memories have been tested with both monoenergetic
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[79] and spallation sources [80, 81]. The latter type of source mimics the energy
spectrum of atmospheric neutrons [2]. In both cases, several single bit errors were
found in the arrays, indicating that the number of excess electrons/holes stored in
the FG can be corrupted by neutrons. This aspect is particularly important, despite
the relatively low failure probability, because atmospheric neutrons are everywhere,
so one has to take care of the huge amount of extremely dense devices used in
everyday applications, instead than of a few (expensive) devices used in a niche
application. A closer look at the Vyy distribution gives precious insights into the
physical mechanism leading to such errors (Fig. 19.23). Since the main distribution
does not move due to neutron irradiation, but a tail forms, from the previous
discussion it is clear that neutron interactions with the device nuclei leads to recoils
or nuclear reaction ionizing by-products which can cross a FG and partially
discharge it.

Based on previous discussion on heavy ion effects, several peculiar aspects of
neutron-induced errors can be explained, including the larger sensitivity of MLC
devices with respect to SLC [80, 81], the larger sensitivity of program states
corresponding to farger Vry, and the increasing sensitivity with technology scaling.
For this reason, neutron effects need to be taken into consideration when fore-
casting reliability of future devices, even if the failure rate is still within the
correcting capabilities of ECC algorithms.
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Fig. 19.23. V1 cumulative distribution for devices irradiated with neutrons mimicking the
atmospheric spectrum [81] © IEEE, 2008

19.4 Conclusions

Ionizing radiation effects are a serious threat to the reliability of electronic
devices, especially in space, but also on Earth. There are two broad categories of
radiation effects in CMOS circuits that can cause either parametric degradation
(total ionizing dose effects), related to the build-up of defects and trapped charge
in insulating layers; or stochastic errors, connected with the passage of a singie
particle (single event effects) in the wrong place, at the wrong time.
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NAND Flash memories are multifaceted devices, whose response to ionizing
radiation is complex and has not been completely understood. In older technologies,
the sensitivity (both to total ionizing dose and single event effect) mainly aroused
from the peripheral circuitry, whereas in more modern devices, the floating gate
array also plays a significant role.

Total ionizing dose induces parametric degradation especially in the charge
pumps, where thick oxides and high voltages are used, but can also cause the
discharge of floating gate cells at doses lower than those required for the failure of
the peripheral circuitry. Flash memory radiation sensitivity has not benefited from
Moore’s law, as much as low-voltage CMOS logic did, because the program and
erase voltages can be scaled with much more difficulty (or not at all). As long as
this will remain true, commercial NAND Flash memories will hardly reach failure
doses higher than a few tens/hundreds of krads.

Single event effects may result in the corruption of the data stored in the array,
due to the discharge of floating gate cells; dynamic errors, because of bit-flips in
the page buffer; functional interruptions, when ionizing particles strike the
embedded microcontroller forcing it in an inconsistent state; and excessive current
draw. Scaling of the feature size gate exacerbates the effects of charge loss from
the floating gate due to impinging particles, decreasing more and more the
minimum linear energy transfer needed to produce an error. In the past, these
effects were a concern only in harsh environments, such as space; however, due to
scaling, NAND floating gate cells have become so tiny, that even the indirect
charge deposition caused by atmospheric neutrons can corrupt the stored
information. Luckily, the raw bit error probability at sea level is small enough that
it can be easily handled by current error correction code schemes.
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spikes, 556557
string, 23, 198, 220, 230, 308
threshold, 223, 236, 237, 240, 250, 258
Cyclic redundancy check (CRC), 487
Cipher, 497

D

3D arrays, 115, 126, 127
Data-load (DL), 44, 264, 265, 277-279,
281, 289-296, 464, 467
Datapath, 132, 133, 136, 138, 140-143,
212
Data RAM, 152
Data rate, 177, 178, 182, 416
DAT lines, 486-488
Debug, 143, 152, 157, 429, 438, 439, 447
Decrypt, 497
Density
bitline, 213, 216
BLINT signal, 214, 229, 230
layout, 213
page buffer (PB), 213
sense amplifier (SA), 230
signal, 214, 229, 230
Design for testability (DFT), 423452
Detection capability, 396
Dielectric, 55, 56, 60, 77, 115-120,
122124, 425, 542, 545, 560
Die stacking, 45-50, 193
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Digital controlled oscillator (DCO), 531, 532
Digital rights management (DRM), 484
Din cycles, 33, 34
Displacement damage (DD), 542
Distribution
crased, 26, 197, 229, 238, 240, 255,
258, 333, 335, 337
4LC, 464, 475
8LC, 460
16LC, 479
MLC encoding, 6
programmed, 91, 92, 238, 255, 261,
456, 458, 462
reprogrammed, 462
temporary, 460, 461, 472
3-D memory, 51
Double data rate {(DDR), 36, 37, 44, 43,
142, 143, 161-195, 491
Dout cycle, 30, 31, 37, 38
DQ, 36, 167, 168, 182, 192-194, 289,
290, 292, 204, 296, 437
DQS, 29, 33, 36-38, 139, 167-169, 182
DRAM, 1, 11, 13, 14, 44, 50, 55,
162-164, 167, 170, 442
DSL/DSG, 102, 331, 332, 337, 356, 425,
450
Dual port, 147, 155, 156
DUT, 434
Dynamic data clustering (DAC), 494, 495
Dynamic striping, 495

E

Edge disturb, 73

Electrical erase, 25, 26, 239, 240, 315,
333-335

Electrical-topological scrambling, 357, 358

Electrical wafer sort (EWS), 353, 362365,
376, 389, 429, 430, 435, 442, 445

Embedded MultiMedia Card (eMMC), 13,
161, 486, 497, 498

Encrypt, 497

Endurance, 6, 8, 10, 41, 51, 91-93, 96,
169, 510

Equivalent oxide thickness (EOT), 57, 84,
116, 117, 122, 123

Erase pulse, 26. 77, 120, 238, 244, 333,
334

Erratic bit, 93, 97

Error locator polynomial, 403, 405, 406,
410

ESD, 170, 180, 189--192,.194, 195

Evaluation phase, 203, 204, 207, 220,
221,223, 226, 245, 249, 250

Evaluation time (tgyac), 200, 201, 203,
204, 206, 209, 240, 258

Execute in place (XIP), 1113, 499-500,
510

F

Fail compression, 434, 446-447

Fail counter, 443—444, 447, 448

Failure analysis, 358-363 .

Failure probability, 358363, 368, 370,
371, 374-376, 393, 565

Fermi level, 59, 122, 543

File allocation table (FAT), 40

File system, 14, 40, 436, 492

Final test, 429, 430

Finite state machine, 132-134, 138, 343,
373, 376, 379, 383

Flash card, 38-40, 51, 432, 433, 483-511

Flash transition layer (FTL), 10, 13, 40,
492-494, 496, 516

Flipped die stacking, 46

Floating gate coupling, 26, 105, 228-229,
235, 239, 265-268, 335, 458

Floating gate tunneling oxide (FLOTOX),
56,90

Floorplan, 22, 47, 48, 50, 189, 192, 193

Fowler-nordheim, 24-26, 60-62, 72, 82,
90, 97, 107, 111, 119, 329

Funnel effect, 547

Fuse ROM, 383-388, 426, 442, 448

Fuses, 155, 317, 360, 365, 372-377, 380,
383-389, 442

Fusing, 338, 430, 436, 442

G

Galois field, 401

Gamma-ray, 541, 542, 545, 554

Garbage collection, 40-42, 494, 496, 528

Gate-induced drain leackage (GIDL), 89,
101-103, 304, 346
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Global wordline, 341, 342, 348, 426
Greedy policy, 496

H

Hamming distance, 396, 400

Hard decision, 395, 398, 414, 415, 417

Hard disk drives (HDD), 14-16, 162, 163,
517, 527

Hard erase verify, 333, 334

Hash, 497-499

Helium nuclei, 538

Hierarchical GWL decoder, 346350

High voltage (HV) switch, 299-326

Hot data, 494, 495

Hot hole injection (HHI), 93-95

I

Incremental step pulse programming
(ISPP), 62—64, 261-263, 265, 278,
280, 281, 283-286, 329, 330, 332,
333, 335, 450, 469

Instruction set, 147, 149, 151-153

Interleaving, 164, 209-218, 220, 225-231,
245, 247, 267-269, 378, 463, 516,
525-528, 535

Interpoly, 89, 90, 116, 124, 125, 560

Inter poly dielectric (IPD), 55-57

Interposer, 46, 47, 529, 534

Inter symbol interference (ISI), 183

Inter wordline dielectric (1WD), 56, 75

1/0, 14, 44, 133, 141, 142, 161, 164,
166-170, 172-173, 179-195, 355,
437, 440, 446, 516

lonization, 95, 541, 542, 546

Iterative log-BP decoding algorithm,
414

J

Jitter, 177, 182, 185, 188-189

Junctions, 74, 77, 101, 104, 125, 191, 318,
524, 542, 547, 548

K

Known good die (KGD) testing, 435

L

Latch static characteristic, 206, 208

Layout, 66, 190-195, 213-218, 302, 303,
384, 385, 425, 524

LDPC code. See Low-density parity-
check code

Leakage, 43, 73, 74, 78, 89, 96, 97,
101-104, 117, 124, 126, 172, 320,
336, 431, 545, 553, 564

Least significant bit (LSB), 21, 27, 261
265, 267

8-Level-cell (8L.C), 6-8, 21, 455, 459—
471, 479

16-Level-cell (16LC), 6-8, 21, 455-457,
459, 464, 471-481

Linear energy transfer (LET), 541,
546, 547, 355558, 561, 562,
564, 566

Logical to physical remapping, 492

Low-density parity-check (LDPC) code,
413421

Low pin count testing (LPCT), 434, 437,
439-440, 443

M

MAC. See Message authentication code

Memory interface, 485

Message authentication code (MAC),
497-499

Meta-language, 153158

Metal fuses, 385, 386

Microcontroller, 132, 133, 137, 138,
143-150, 152-155, 157,297, 355,
365, 372, 424, 433, 443, 448, 475,
506-511, 549, 553-555, 566

Microdose effects, 543

MLC. See Multi level cell

Models for cell system interaction
(MCSI), 78, 83~84

Most significant bit (MSB), 21, 140,
261-265, 267

Moving read, 296297

MTBF, 163, 433

Multi-chip package (MCP), 11, 486

Multi-die, 44-45

Multi-level, 5-6, 8, 420, 520, 521
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Multi level cell (MLC), 5-8, 10, 21, 41,
51, 89, 98, 107, 131, 161, 165, 169,
200, 256, 261-297, 303, 353, 356,
365, 389, 425, 428, 433, 439, 441,
447, 455, 463, 500, 501, 506, 510,
511, 520, 521, 557, 558, 565

MultiMediaCard (MMC), 38, 40, 483,
485, 486

Multi-plane, 32, 33, 36, 355

Multi trap assisted tunneling (mTAT), 564

Muons, 538

N

Neutrons, 537539, 541, 554, 564-566

Node processing, 414, 415, 418

NOR, 1-5, 10-13, 20, 45, 80, 90, 97,
105-107, 161, 172, 176, 198, 199,
213, 220, 333, 484, 500, 510, 530,
558

Nuclear reactions, 538, 539, 541, 542,
561, 565

0

Off chip driver (OCD), 170-172, 180-
185, 187, 188, 192-194

On die termination (ODT), 167, 168, 180

One time programmable (OTP), 388~391,
442443

Opcode, 1495, 148, 150, 153, 157,372

Open NAND flash interface (ONF1), 36,
162, 167, 168, 184

Operating system (OS), 492, 527-529

OTP. See One time programmable

QOutput buffer, 140, 142, 172-175, 177,
180, 181, 492

Overprogramming, 97-98, 107

Oxide degradation, 24, 91-98

P

Package, 13, 22, 28, 38, 435, 48, 50, 169,
170, 172, 175, 177, 178, 193, 195,
432, 434, 435, 438, 445, 485, 486,
529

PAD, 192, 252, 289, 294

Page access time, average, 272, 456

Page buffer (PB), 30, 31, 34, 35, 48, 66,
68, 74,777,131, 132, 138, 141-143,
154, 164, 201203, 207, 211-218,
220, 230, 245, 246, 264, 276, 318,
355-357,372, 423, 427, 428, 430,
444-447, 450, 451, 521, 522, 549,
554-555, 557, 558, 566
Page sizes, 13, 36, 66, 67, 161, 164, 165,
289, 290, 292, 419, 527529
Parametric measurement tester unit
(PMU), 441
Parity bits, 43, 389-391, 402, 403, 407,
408, 410, 506, 508, 511
Pass disturbs, 25, 73, 75, 99, 100, 503-504
Pass voltage (Vpass), 98, 99, 204, 229,
338, 445, 450, 451, 502
PCB, 10, 14, 38, 46, 187, 541
P/E cycles, 106, 111, 505
Perfect code, 397
Permanent inhibit, 281, 467, 468
Photons, 541, 542, 560
Pin, 29, 36, 38, 165, 168, 190, 195, 437,
439, 443, 484, 486
Pinout, 28, 36, 37, 486
Plaintext, 497
Plane, 23, 32, 35, 36, 50, 136, 138, 151,
152,209, 341, 346, 347, 355-357,
365, 366, 372, 373, 375-379, 383,
386, 388, 434, 554
Pointer table, 378-381, 383, 386
Polysilicon fuse, 384
Power detect (PD), 525, 526
Precharge phase, 202, 203, 206, 220, 223,
224,226,228, 342, 345
Precondition, 430, 445, 450, 451
Preimage resistance, 498
Production phase, 353, 354, 364, 372,
383,428
Program
counter, 143, 144
disturbs, 25, 7274, 76, 77, 99, 100,
104, 125, 229, 456, 504, 527,
528
inhibit, 55, 67-70, 72~77, 79, 330,
331, 350, 452, 464, 522, 523
41.C, 464, 475
8LC, 460, 464, 467, 468
16L.C, 472, 474477, 479
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pulses, 62-67, 72, 79, 96, 240, 261,
262, 276, 289, 303, 308, 311, 312,
329-333, 335, 456, 457, 464, 465,
504, 506, 521525, 534, 535

rounds, 266, 460, 462, 477

sequence, 34, 135, 136, 268, 283, 459~
463, 475

speed, 457, 460, 469, 517

verify, 62, 79, 276-283, 329, 431, 445,
465, 479, 506, 531

window, 455

Program after erase (PAE), 26, 240, 241,
244, 335-337

Program before erase (PBE), 333, 335,
337,338

Program voltage generator (PVG), 529-
535

Protocol interface, 485

Protons, 537543, 561

Q

Quasi cyclic LDPC code, 416
R

Radiation induced leackage current
(RILC), 545, 564

Ramp up phase, 428, 429

Random access, 3, 19, 43

Random access memories (ROM), 19,
143-146, 150-152, 157, 158, 372,
383-388, 408, 424, 426, 433, 442,
443,448

Random telgraph noise (RTN), 89, 101,
104-167, 109

Raw bit error rate (BER), 393

Raw NAND, 10, 13, 168

RE#. See Read enable signal

Read all 1, 337

Read disturbs, 51, 99, 100, 125, 456, 502—
504

Read enable signal (RE#), 28-30, 36, 38,
133, 142, 168

Read, from source line, 250-252

Read, 41.C, 457

Read, 8L.C, 470

Read, 16LC, 457

Read margins, 229, 239, 255, 266, 297,
304

Read, single operation (SRO), 201, 202,
205, 222, 226, 258, 268-276, 278,
281, 283, 287, 456, 465, 469471,
477, 480

Read voltage (Vrgap), 110, 201, 238, 248,
252,269, 296297, 304, 308, 446—
448

Ready/Busy (R/B), 28, 133, 516, 526

Realtime substitution, 365-371

Redundancy resources, 353, 358-368,
370-376, 379381, 383, 386, 388

Reed-Solomon, 43, 398, 406-409, 507

Replay protected memory data (RPMD),
498, 499

Retention, 7-9, 20, 40, 43, 56, 62, 78, 91,
95-97,99, 107, 117, 118, 120, 123,
124, 204, 296, 297, 430, 431, 436,
447, 564

S

Secure digital (SD), 10, 40, 433, 483, 485,
486
Secure erase, 490
Secure hash algorithm (SHA), 499
Secure purge, 490
Self aligned shallow trench isolation (SA-
STI), 56, 58
Self boosted erase inhibit (SBEI), 77
Self boosted program inhibit (SBPI), 68—
70, 7377
Self-boosting, 24, 25, 100102
Sense ampilifier (SA), 22, 56, 58, 177,
220,221, 224, 225, 229, 230, 259,
269, 289, 356, 384, 423, 464, 468
Sensing
circuits, 197-231, 272, 283, 289, 294,
468, 469
current, 248-250
multipass, 258-259
negative, 238-252
Serial access, 4
Serializer, 181, 182, 192
Shortening, 397
Silicon-oxide—nitride-oxide—silicon
{(SONQOS), 90, 117,122, 188

Micron Ex. 1025, p. 579
Micron v. YMTC
IPR2024-00911



Index 581

Silicon phase, 428, 429

Simultaneous switching noise (SSN), 175,
177-179, 188

Single event effect (SEE), 542, 545549,
554-558, 561366

Single event functional interrupt (SEFI),
546, 555-556

Single event upset (SEU), 546548, 555

Single level cell (SLC), 5-10, 21, 23, 26,
41, 51, 98, 163, 169, 200, 261, 281,
329, 355, 356, 365, 372, 389, 428,
446, 460, 471, 506, 510, 511, 550,
551, 556558, 565

Slew rate, 175178, 180, 185187

Snake die stacking, 48

Soft decision, 395, 398, 420

Soft erase verify (SEV), 335-338

Software substitution, 371383

Solar activity, 539, 540

Solar flare, 539

Solar particle event (SPE), 539

Solid state drives (SSD), 10, 13~16, 39,
40, 142, 163, 165, 166, 169, 170,
193, 515-535

Source fine (SL), 20, 66, 74, 77, 197, 209,
210, 212, 228, 235, 239, 245-247,
249-258, 332, 450, 477, 523-525,
535

Source line noise, 255, 258

Source line noise compensation, 256, 257

Source select gate (SSG), 356

Source synchronous, 36, 37, 168

South atlantic anomaly (SAA), 540

SSG. See Source select gate

SSL. See String select line

Staircase die stacking, 47

Store and download (SnD), 12, 13, 499,
500, 510

Stress acceleration factors, 432

Stress induced leakage current (SILC), 96,
545

String select line (SSL), 66, 75, 101-103,
331, 337, 425, 552

Strip table, 377-381, 383, 386

Sunspot, 539

Super global wordline (SGWL), 347-350

Syndromes, 390, 396, 403-405, 408, 410,
411

Systematic form, 395
System in package (SiP), 170, 486, 529

T

Test flow, 364, 428-436, 440, 442, 443,
446, 450

Test interface (TI), 132, 133, 137140,
440, 443, 448

Thermalization, 543, 559, 563

Threshold voltage, 5, 6, 20, 23, 24, 59, 71,
80, 89, 91-93, 96, 97, 99, 101, 104,
105, 107111, 197, 198, 201, 202,
206, 224, 229, 235, 236, 239, 242
244, 246, 248-253, 268, 276, 285—
287, 303307, 311, 315, 320, 323,
329, 344, 345, 419-421, 457, 458,
466, 501, 503, 505, 507, 511, 542~
343, 558-560, 562

Through silicon vias (TSV), 49, 50, 171

Toggle mode, 36, 37, 167-169

Total ionizing dose (TID), 541546,
549--554, 5653, 566

Trimming, 317, 426, 438-442

TSOP, 28, 38, 169, 175, 178, 195, 485

Tunneling diclectric (TD), 56, 58, 60, 62,
63, 66,70, 72,73,77,78

Tunnel oxide, 25, 89-91, 93, 95, 96, 99,
106, 108, 109, 119-121, 124, 126,
305, 451, 503, 504, 559, 562

U

Usermode, 137, 139
Usertestmode, 137

A%

Valence band (VB), 93, 95, 543
Verify
check circuits, 468
operations, 238, 240, 250, 252, 261,
263, 276283, 303, 386, 426, 434,
444, 447, 456, 457, 464-469, 477,
479, 480
temporary level, 473
Virtual table, 380, 381, 386
Viterbi algorithm, 400
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Voltage

distribution, 197, 198, 253, 419, 420

doubler, 299-303, 324, 326

regulators, 39, 206, 250, 299-326, 337,
440442

double supply, 308-315

internal de-dc, 318-321

program, 312

read, 304

read temperature compensation, 315

stand-by, 320, 321

trimming, 440442

verify level, 286

W
WE#. See Write enable

Wear leveling, 4042, 51, 98, 494496,
509,510,516

Wordline decoder, 341-346, 355

WP. See Write protect

W/R#. See Write/Read

Write enable (WE#), 28, 33, 36, 133, 141,
142

Write protect (WP), 28, 29, 133, 489,
499

Write/Read (W/R#), 36, 168

Write speed, 10, 517

X

X-ray, 541, 542, 545, 550, 551, 553, 559,
560

Y

Yield, 132, 380, 381, 423, 426, 428, 431,
434, 435, 437, 449-451, 453
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Inside NAND Flash Memories

Digital phetography, MP3, digital video, etc. make extensive use of NAND-
based Flash cards as storage media.

To realize how much NAND Flash memories pervade every aspect of
our life, just imagine how our recent habits would change if the NAND
memories suddenly disappeared. To take a picture it would be necessary
to find a film (as well as a traditional camera...), disks or even magnetic
tapes would be used to record a video or to listen a song, and a cellular
phone would return to be a simple mean of communication rather than a
multimedia console. The development of NAND Flash memories will not
be set down on the mere evolution of personal entertainment systems since
a new killer application can trigger a further success: the replacement of
Hard Disk Drives (HDDs) with Solid State Drives (SSDs).

SSD is made up by a microcontroller and several NANDs. As NAND is
the technology driver for IC circuits, Flash designers and technologists
have to deal with a lot of challenges. Therefore, SSD (system) developers
must understand Flash technology in order to exploit its benefits and
countermeasure its weaknesses.

Inside NAND Flash Memories is a comprehensive guide of the NAND world:
from circuits design (analog and digital) to Flash reliability (including
radiation effects), from testing issues to high-performance (DDR) interface,
from error correction codes to NAND applications like Flash cards and
SSDs.

ISBN 978-94-007-9834-2

40017983

) springer.com
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