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ABSTRACT

A control system (300) allows recognized standard premise
electrical outlets, for example NEMA, CEE and BS, among
others to be remotely monitored and/or controlled, for
example, to intelligently execute blackouts or brownouts or to
otherwise remotely control electrical devices. The system
(300) includes a number of smart receptacles (302) that com-
municate with a local controller (304), e.g., via power lines
using the TCP/IP protocol. The local controller (304), in turn,
communicates with a remote controller (308) via the internet.
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SMART ELECTRICAL OUTLETS AND
ASSOCIATED NETWORKS

CROSS-REFERENCE TO RELATED
APPLICATION

[0001] This application is a continuation-in-part of U.S.
patent application Ser. No. 12/531,226, entitled, “SMART
ELECTRICAL OUTLETS AND ASSOCIATED NET-
WORKS,” filed on Sep. 14, 2009, which is the U.S. National
Stage of PCT/US2008/057150, entitled, “ SMART NEMA
OUTLETS AND ASSOCIATED NETWORKS,” which in
turn claims priority to U.S. Provisional Application No.
60/894,846, entitled, “SMART NEMA OUTLETS AND
ASSOCIATED NETWORKS,” filed on Mar. 14, 2007, the
contents of which are incorporated herein as if set forth in full.

FIELD OF INVENTION

[0002] The present invention relates generally to electrical
power distribution and management and, in particular, to an
electrical outlet, or other device associated with a local (e.g.,
single or multiple residential or business premises) circuit, to
intelligently monitor at least a portion of the circuit and con-
trol delivery of electricity over the circuit.

BACKGROUND OF THE INVENTION

[0003] Power distribution and electrical distribution are
monitored and controlled for a variety of purposes. In this
regard, power distribution generally refers to transmission
between a power plant and substations whereas electrical
distribution refers to delivery from a substation to consumers.
Electricity is further distributed within consumer premises
typically via a number of local circuits.

[0004] Power distribution may be monitored and controlled
in relation to addressing actual or potential over capacity
conditions. Such conditions have become increasingly com-
mon in the United States and elsewhere due to increasing
industrial and residential power needs coupled with aging
power infrastructure and practical limitations on new power
generation. Over capacity conditions are often addressed by
reducing or interrupting power provided to standard residen-
tial and commercial consumers, e.g., blackouts or brownouts.
For example, during periods of peak usage, a rolling blackout
may be implemented where power to grid subdivisions is
sequentially interrupted to reduce the overall load on the grid.
[0005] The effects of such power interruptions can be ame-
liorated to some extent. Certain critical or high value custom-
ers may be exempted from rolling blackouts if the structure of
the grid allows. Other critical facilities or equipment may be
supported by generators or redundant, fail-safe power sup-
plies. However, for many standard customers, power inter-
ruptions, and the consequences thereof to data systems and
other vulnerable products, is simply endured. For these con-
sumers, the interruptions are indiscriminate and, in many
cases, total.

[0006] Electrical distribution is also monitored and con-
trolled including at the internal premises level. For example,
fuses, circuit breakers, ground fault indicators, surge protec-
tors and the like are generally employed to interrupt or damp
electricity on a circuit in the event that the current drawn by
the circuit exceeds a prescribed level. These elements are
typically required by code and may be customized to some
extent, for example, with respect to circuits for supplying
high (e.g. dryers, air conditioners) or low (e.g., lighting)
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power devices. However, these elements are generally unin-
telligent and limited to hazard avoidance. They typically do
not recognize devices or device types when connected to a
circuit, do not allow for addressing larger grid needs and are
not sufficiently responsive for addressing certain safety issues
such as potential electrocutions.

SUMMARY OF THE INVENTION

[0007] The present invention relates to intelligent circuit
devices such as electrical outlets, e.g., standard NEMA or
other electrical standard (e.g. CEE, BS, etc.) outlets, and to
customer premises electrical systems, appliances, power dis-
tribution systems and associated processes that may utilize
such smart circuit devices. The smart circuit devices of the
present invention can monitor a load connected to a circuit
and control distribution of power via the circuit. The circuit
devices can also be controlled via a communications interface
s0 as to implement a local or grid policy concerning electrical
delivery or usage. In this manner, power can be distributed
more efficiently, outlet and building wiring safety can be
enhanced and electrical grid capacity problems can be
addressed more effectively. Also, the invention delivers secu-
rity and convenience features.

[0008] Inaccordance with one aspect of the present inven-
tion, a utility (including a system and associated functional-
ity) is provided for enabling network messaging such as
Transmission Control Protocol/Internet Protocol (TCP/IP)
communication to an outlet receptacle, e.g., a standard
NEMA or other standard outlet receptacle. In this manner, the
receptacle effectively becomes a client or data network node.
This enables a wide variety of functionality. For example, the
outlet receptacles can operate as intelligent control points for
electrical distribution, providing feedback concerning the
types of devices that are currently plugged into the recep-
tacles and selectively controlling the delivery of electricity
via the receptacles (including reducing power consumption
by eliminating individual power waveform cycles delivered
via the receptacles via fast on/off switching or otherwise
periodically interrupting or limiting power consumption). In
addition, the receptacles can be controlled via a local area
network, wide area network or other network using network
protocols such as TCP/IP communications or other network
protocols, such protocols transmitted via wired (including
over local premise power wiring, cable TV data network,
DSL, etc.) or wireless (802.11, Bluetooth, satellite, etc.)
means so as to enable remote or intelligent operation of
devices that are not otherwise adapted for data network con-
trol. The receptacle communication technology also provides
a convenient mechanism for intelligent devices to communi-
cate via power lines to a wide area network and facilitates
standardization of such devices.

[0009] In this regard, though any network messaging pro-
tocol could be utilized, TCP/IP currently has a number of
advantages including the following:

[0010] 1. TCP/IP is the preferred protocol for communi-
cating to the receptacles for both technical and economic
reasons.

[0011] 2. TCP/IP is the standard protocol on the internet,
the largest network on the planet. It is an open protocol
and very unlikely to be replaced.

[0012] 3. TCP implementations and supporting infra-
structure continue to improve. In particular, it is now
possible to get very small and lightweight implementa-
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tions of TCP suitable for the processing power that can
be easily embedded in a heat limited small space such as
a receptacle box.

[0013] 4. The overwhelming adoption of TCP/IP is driv-
ing the cost point of TCP infrastructure devices down
and down. This is a very strong reason to choose it. In
accordance with another aspect of the present invention,
autility is provided for controlling delivery of power via
alocal (e.g., on-premises) circuit device such as a recep-
tacle or group of receptacles based on a load analysis.
Specifically, the utility involves monitoring at least one
local circuit device to determine information regarding a
loading of the local circuit device based on an analysis
(e.g., digital processing) of an electrical signal transmit-
ted via the circuit device, and controlling delivery of
power via the circuit device based on the analysis. The
analysis may be implemented by a digital processor at
the circuit device such as at an outlet or at another
location (e.g., at a circuit breaker panel or elsewhere on
a controlled circuit). For example, different electrical
devices or appliances may produce different electrical
signatures that can be detected at a receptacle. Accord-
ingly, the electrical signal can be analyzed to determine
a classification of an electrical device, e.g., to identify
the specific electrical device or the type of electrical
device (or an intelligent device can identify itself), to set
power delivery policies (e.g., based on monitored usage
patterns), to identify power delivery quality issues (in
either the power supplied or the electrical wiring), to
provide virtual Ground Fault Circuit Interruption
(GFCI) functionality in specified receptacles as needed
by comparing summary current measurements to neutral
current, or to identify a loading anomaly or safety issue.
This information may be used to, for example, reduce
the power delivered to the device (e.g., via rapid switch-
ing to eliminate selected cycles of the power signal or by
interrupting power to the device for a given time period
(s)) or to assign the device/receptacle a priority level in
the event of power reduction (e.g., a brownout). Alter-
natively, the digital analysis may indicate a short circuit,
a potential shock or electrocution event or other safety
concern. In such cases, power to the receptacle may be
interrupted. Also, if a device switch is not, supposed to
be on, e.g., if the resident is on vacation and a light is
suddenly turned on, a security alert can be generated as
well as an email alert.

[0014] Relatedly, a fast power switching function can be
implemented to control power delivery. Such fast switching
structure can be used in at least two ways: 1) arc suppression
when turning on/off main relays; and 2) fast switching when
“stealing” cycles. Traditional mechanical switching relays
are generally not viewed as appropriate for the latter function
due to the speed of operation required. Rather, this may be
accomplished by solid state switching such as triacs or MOS
devices. More generally, the desired attributes for this switch-
ing function include: the switch generally needs to handle
high current environments (in contrast to many microelec-
tronic environments); and the switch should present a low
voltage drop thus producing heat at a lower rate. It has been
recognized that heat generation may be problematic, particu-
larly in relation to implementations where the switching func-
tion is executed in an outlet box or in other constrained,
unventilated contexts. In order to minimize heat production, a
fast switching device (e.g., semiconductor power switch)
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may be used in conjunction with a traditional mechanical
relay, each controlled by a combination of analog and digital
circuitry. In this manner, the fast switching times needed to
support the requirements of this system can be attained, while
the mechanical relay provides the necessary low speed
switching and low heat production. The semiconductor
switching devices (e.g., triacs, Metal Oxide Semiconductors,
etc.) are fast but will produce some heat. The mechanical
relays are relatively slow but produce little heat. When oper-
ated in conjunction with each other under microprocessor or
other digital means control, the two switching devices can
provide the necessary fast switching with acceptable levels of
heat production. Alternatively, a fully solid state switching
device may be used while addressing the desired attributes
noted above. It will be appreciated, though, that the desired
switch is faster than traditional mechanical switching
devices, and involves higher power signals than many con-
ventional solid state switches, but also does not require the
speed of some conventional solid state switches. It is expected
that a variety of solutions may thus be devised.

[0015] Relatedly, according to a further aspect of the
present invention, a receptacle can be used either to selec-
tively interrupt power supply or to selectively deliver power
to associated electrical devices or loads. In the latter regard, it
may be desired to selectively deliver power for various rea-
sons including to supply power in accordance with a policy, to
supply power in accordance with an inferred or otherwise
known usage pattern, or to monitor an idle device for any
change in state. In this regard, the previously mentioned fast
switching feature can further be utilized to periodically apply
a short duration application of power, for example, a single
half cycle (or multiple thereof) of AC power, to an otherwise
powered off device or devices. This can be done for the
purpose of sampling a signature response for that half cycle
(or multiple thereof) to determine certain characteristics of
the attached device(s). For example, power may be supplied
for a time interval sufficient to obtain a load signature. It is
expected that, in many cases, this may be accomplished on a
cycle or subcycle basis, e.g., by supplying a half cycle or full
cycle (or other 2 cycle multiple) of parts to take advantage of
switching at zero crossings. This feature is preferably per-
formed in coordination with the aforementioned analysis
capability. During the initial analysis acquisition session, e.g.
when the device is first plugged into a smart receptacle, and an
analysis is performed, the smart receptacle will sample the
power signal applied to acquire the electrical current wave-
form (signature) associated with the new device. The device
can then be turned off by the smart receptacle momentarily,
and after a short wait period, the device is turned on for one
half AC cycle (or other interval). During that one half AC
cycle, the current waveform is again sampled, and a second
“signature” is related to the device.

[0016] This signature can be used to examine the receptacle
every so often as desired when the power to the device is
turned off by the smart receptacles by applying a short dura-
tion of power and sampling the resulting waveform as previ-
ously described and analyzing the resulting signature. This
analysis can be used to determine whether the device is still
present, if the device remains in an off or idle state, or if other
devices are present, i.e., additional loads have been connected
to the smart receptacle being sampled. This is particularly
useful in detecting if receptacle has attached power trans-
formers, or converters, such as are commonly found on con-
sumer electronics, and if they are idle or loaded. In this
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example, a cell phone charger, for example, could be sampled
when it is charging and when it is not charging a cell phone,
and waveforms could be recorded for each of these states.
When in operation, the smart receptacles can then detect if the
cell phone is connected to the charger (which in turn is con-
nected to the smart receptacle) or if the cell phone is not
connected. In either case, the charger would remain con-
nected to the smart receptacle. In the case of the cell phone not
being connected to the charger, it is desirable to not deliver
power to the receptacle, thus reducing the quiescent load.

[0017] This load, although small, is significant when mul-
tiplied by many hundreds of millions throughout the grid. A
significant power savings overall can be realized simply by
shutting down unused wall power adapters. This same feature
of the smart receptacle is useful for a large class of attached
devices. Some examples include: personal computers, lap-
tops, etc., electric shavers, and nearly all rechargeable con-
sumer appliances charged with an external charger. Televi-
sions and consumer audio equipment are also examples of
devices that can be powered off completely when not in use,
but that often have a small quiescent power draw. In the US
alone, it is estimated the average household has at least 10
such devices. If, for example, each of those devices draws 10
one-thousandths of an amp (10 milliamps), and there are 100
million households (for example) the total potential unneces-
sary load is 10 million amps (at 120VAC)=1200 megawatts,
resulting in a significant carbon dioxide output.

[0018] In accordance with another aspect of the present
invention, a local circuit device such as a receptacle module
communicates with a controller via electrical power wiring of
the premises. An associated subsystem includes an electrical
device that receives power through electrical wiring of a
customer premises via an electrical circuit and a switch mod-
ule, associated with the local circuit device, for controlling
delivery of power to the electrical device. The utility further
includes a receptacle controller for controlling operation of
the switch module. The switch module and the receptacle
controller preferably communicate via the electrical wiring
using an internet communication protocol (e.g., UDP and/or
TCP/IP) or use other protocols which a local controller (e.g.,
an internet connected device) can gateway and/or proxy to
TCP/IP such that the switch module and/or a device plugged
into the receptacle of a switch module can communicate via
TCP/IP. The subsystem can be used to coordinate power
delivery via the receptacle in relation to a larger power dis-
tribution system, e.g., the power grid. Alternatively, the sub-
system can be used to allow for monitoring and controlling
operation of the electrical device remotely, e.g., via the inter-
net.

[0019] The present invention can also be implemented in
the context of a data center. Data centers often include a
power strip including outlets associated with two separate
sources. For example, one such power strip product is being
developed by Zonit Structured Solutions. The power strip can
thus implement switching functionality as discussed above so
as to provide redundant power supplies, e.g., for critical data
devices. However, it will be appreciated that it will generally
not be desirable to steal cycles from data devices and that
switching will normally only be implemented in connection
with power interruptions. Accordingly, heat budget concerns
are greatly reduced, and the fast power switching functional-
ity may not be necessary but could be implemented nonethe-
less, if practical.
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[0020] Inaresidential, commercial or data center context, a
controller can communicate with the receptacles by TCP/IP
protocol, as discussed above. When using power lines for
such communications, it is useful to provide some mecha-
nism to avoid cross-talk. That is, because the power lines that
ultimately extend between multiple receptacles effectively
define a single electrical bus or interconnected circuits.
Instructions from the controller intended for a first receptacle
could be received by and acted upon by a second receptacle
absent some mechanism to limit the transmission of messages
or to allow receptacles to discriminate as between received
messages. An addressing mechanism for delivering messages
to specific individual receptacles of a set of controlled recep-
tacles can resolve the issue within a given control domain. A
mechanism to limit the transmission of messages between
central domains can resolve the issue between control
domains. It is also desirable to limit the transmission of mes-
sages via power lines so as to keep the power waveform clean.
This may be accomplished by signal cancellation or attenu-
ation at the control point, e.g., a local controller, for a set of
power receptacles. Specifically, the local controller is associ-
ated with a transceiver for inserting communication signals
directed to the controlled outlets into a power line and receiv-
ing communication signals from the receptacles via the power
line. An attenuation or cancellation device can be provided
external to this transceiver, i.e., between the transceiver and
the power network external to the controlled domain. In this
regard, cancellation involves specifically eliminating particu-
lar signals such as through use of an active cancellation sig-
nal, or passive filtering, based on the signal to be cancelled.
Attenuation relates to employing a frequency dependent filter
to selectively exclude the frequency or frequencies used to
communicate via the internal power wiring from transmis-
sion to the power network external to the controlled domain.
[0021] In addition, it will be appreciated that the control
functionality discussed above can be implemented at an elec-
trical device rather than at an outlet or other local circuit
device (or at an intermediate unit interposed between the
electrical device and the outlet). That is, from a communica-
tions viewpoint, there is little distinction between the device
and the outlet where the device is plugged in; communica-
tions can be transmitted via the power lines all the way to the
device. Thus, the smart switch or other communication and
control technology can alternatively be implemented by cus-
tom manufactured or retrofitted devices. In the context of a
data center, data may be accumulated and viewed (via an
LCD or LED panel or web interface) at a power strip, an
associated controller or remotely. In this regard, the need for
additional cabling to support instruments (such as thermom-
eters, airflow sensors, door lock sensors, light or humidity
sensors, etc.) is reduced, thereby simplifying servicing, con-
serving rack space and enhancing cooling airflow.

[0022] According to a still further aspect of the present
invention, an intelligent electrical outlet is provided. The
outlet includes a receptacle for receiving a standard electrical
plug so as to establish an electrical connection—between a
device associated with the plug and a premises wiring system
associated with the receptacle—and a digital processor for
controlling delivery of power via the receptacle. For example,
the digital processor may be embodied in a circuit board that
can be housed within a standard outlet housing, e.g., to
execute the fast power switching functionality as described
above. In this manner, intelligent monitoring and control can
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be implemented at the individual outlet level or individual
receptacle level of a power distribution system.

[0023] In accordance with a still further aspect of the
present invention, a power distribution system is provided
that allows for greater monitoring or control of power distri-
bution, including control at the customer premises level. The
system includes a power grid for distributing power over a
geographic distribution area, one or more grid controllers for
controlling distribution of power across the power grid and a
number of customer premises (local) controllers. Each of the
customer premises controllers control delivery of power
within a particular customer premises based on communica-
tion between the customer premises controller and at least
one of the grid controllers. For example, the customer pre-
mises controllers may be implemented at the customer pre-
mises level and/or at the individual outlet level within the
customer premises. A customer premise controller can be
replicated for increased reliability and suitable means can be
used to insure that the replicated controllers cooperate prop-
erly in how they manage the receptacles they control. Also, a
local customer premise can have multiple controllers (each of
which can be replicated) that control different subsets of the
set of smart receptacles in the customer premise. This may be
useful in some scenarios such as a multi-tenant office build-
ing, for example. The local controllers can use the network
address space or lists of network addresses or other means to
specify which smart receptacles they control.

[0024] This in conjunction with an appropriate link-level
protocol (such as Ethernet for example) allows all of the local
premise controllers to co-exist and function on the same
customer premise wiring network when communicating with
the receptacles they control or each other. An attenuation or
cancellation device can be used as described previously to
limit all of the customer premise local controllers and smart
receptacle transmissions to only the customer premise wir-
ing. As can be appreciated, it is possible to use a variety of
security methods, such as used in TCP/IP and other network
protocols, to insure that only an authorized set of local con-
trollers can control a desired set or sub-set of local smart
receptacles. Further, it is possible to provide multiple user
accounts on each controller with separate privileges. These
logins can be managed using a variety of authentication,
authorization and accounting features such as are used to
manage user accounts on a variety of modern operating sys-
tems, for example Linux, Unix, VxWorks, etc.

[0025] It is noted in this regard that the local controller
(whether implemented at the outlet and/or elsewhere on the
customer premises) may execute purely local policies, poli-
cies driven by external (e.g., grid) controllers, or combina-
tions thereof. For example, the local controller may control
power delivery based on local policies concerning branch
wiring current limits, security policies, safety policies, or
other policies not requiring communication with or coordi-
nation with a grid controller or other external controller. Con-
versely, the local controller may be utilized to execute a
grid-based or other external policy, such as a brownout oper-
ating mode. In still other cases, the local controller may make
decisions based on both local and external considerations. For
example, a grid controller may instruct local controllers, on a
mandatory or voluntary basis, to operate in conservation
mode. Local controllers may then execute a conservation
mode of operation in accordance with local policies, e.g.,
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concerning which devices may be turned off or operated in
reduced power mode or which devices have priority for con-
tinued operation.

[0026] In accordance with a still further aspect of the
present invention, a method is provided for addressing over-
capacity conditions in a power distribution grid. The method
includes the steps of identifying an over-capacity condition
with respect to at least a portion of a power distribution grid
and addressing the over-capacity condition by controlling
power distribution at a level finer than the finest distribution
subdivision of the power distribution grid. In particular, the
over-capacity condition relates to a condition potentially
requiring reduction of power provided to standard residential
and commercial customers, e.g., conditions that have conven-
tionally resulted in blackouts or brownouts. In some cases,
such conditions have been addressed by a rolling blackout, as
discussed above, where a grid is divided into a number of grid
subdivisions, and power to these grid subdivisions is sequen-
tially interrupted to reduce the overall load on the grid. The
present invention allows for addressing such conditions at a
finer and/or more flexible level than these network subdivi-
sions. In this manner, individual residences, commercial cli-
ents, or any desired set of customer premises can be managed
as a group independent of grid topology. For example, power
distribution may be controlled at the endpoint receptacle and
electrical distribution rather than the power distribution por-
tion of the distribution network. As noted above, power dis-
tribution generally refers to transmission between a power
plant and substations whereas electrical distribution refers to
delivery from a substation to the consumers. For example, in
accordance with the present invention, power distribution
may be controlled at the customer premises level or even at
the outlet level within a customer premises. Moreover, power
distribution may be controlled by reducing the delivery of
power, e.g., by eliminating certain cycles, or by interrupting
power distribution. In this manner, blackouts or brownouts
can be avoided or implemented more intelligently so as to
avoid the harm or inconvenience associated with such black-
outs or brownouts.

[0027] In accordance with a still further aspect of the
present invention, a system is provided for controlling a
device that is plugged into a smart outlet. The system can be
used in a variety of contexts, including data center control, as
well as controlling electrical devices in a residential or busi-
ness environment. The system includes a local controller and
one or more smart outlets. The local controller can commu-
nicate with aremote controller via a first protocol and with the
smart outlet via a second protocol the same or different than
the first protocol. In this regard, the local controller can func-
tion as a protocol gateway to translate messages between the
first and second protocols. For example, the local controller
may communicate with the remote controller via a wide area
network such as the internet. Again, it should be appreciated
that any method of implementing the TCP/IP WAN (wireless,
cable, modem, ISPN, DSL,, satellite, etc.) may be employed.
In addition, the local controller may communicate with the
smart outlet via power lines, wirelessly or via another com-
munications pathway. In this regard, communications
between the local controller and the smart outlet are prefer-
ably conducted in accordance with a TCP/IP protocol adapted
for the local environment. In one implementation, the local
controller is implemented in conjunction with a power distri-
bution unit of a data center. The smart outlet may be imple-
mented in conjunction with a data center power strip. In this
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manner, data center equipment can be conveniently con-
trolled from a remote location. In addition, data center
devices, such as temperature sensors, humidity sensors or
door lock sensors, can report to a remote location as may be
desired.

[0028] In accordance with a still further aspect of the
present invention, a local controller can function as a com-
munications gateway for multiple appliances, smart recep-
tacles or combinations of appliances and smart receptacles
associated with the local controller. In this regard, the local
controller can execute TCP/IP over power wiring functional-
ity or other data protocol. The local controller can then gate-
way all local devices to a WAN. In this manner, all local
appliances can communicate to and be controlled via the
WAN. Some examples of what this enables include: allowing
a smart refrigerator to order food from a market as necessary;
allowing a furnace to report via the WAN that it is leaking
carbon monoxide into the forced air; and an air conditioner
can report via a WAN that the fan motor is about to fail.

[0029] The local controller can gateway such communica-
tions in at least the following ways. First, and preferably from
a standardization standpoint, such communications can be
TCP/IP from end-to-end. The local controller thus acts as a
TCP/IP router (and power line transceiver). The local con-
troller may also act as a firewall. In this case, both endpoints
of the communication “speak”™ TCP/IP. Second, the local
controller may gateway and proxy between TCP/IP and
another communications protocol (over power wiring).
Again, the local controller acts as a gateway router and can act
as a firewall. In this case, the appliance being controlled
speaks in its native communications protocol (which could be
used to encapsulate TCP/IP) to the local controller and the
local controller speaks TCP/IP (which, inversely, can be used
to encapsulate the appliance communication protocol) to the
WAN.

[0030] The TCP/IP gateway provided by the local control-
ler as discussed above has several functions. First the gateway
provides universal and uniform TCP/IP WAN connectivity.
All smart receptacles and electrical devices connected to
them with suitable adapters or internal hardware can commu-
nicate via TCP/IP to a WAN (such as the interne) via the local
controller. This can be done regardless of what protocol is
used to communicate over the power wiring in the facility, but
it is preferred to be via TCP/IP also. The TCP/IP communi-
cation functions offered by the controller are those which are
commonly used to interconnect any two TCP/IP networks.
Some of which include the following:

[0031] 1. Routing. TCP/IP Data transmissions from
smart receptacles and devices on the power-wiring net-
work to the TCP/IP WAN are enabled and vice versa.

[0032] 2. Network Address Translation. Only one public
TCP/IP routable address on the TCP/IP WAN is needed
for complete connectivity.

[0033] 3. Protocol Encapsulation. If one or more non-
TCP protocols are used by smart receptacles and/or
devices on the power-wiring network, they can be bi-
directionally encapsulated and thereby enable end-to-
end communication between the device on the power
wiring network and an endpoint on the TCP/IP WAN.
TCP/IP can be used to encapsulate the protocol(s) used
on the power wiring network and inversely the power
wiring network protocol can be used to encapsulate
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TCP/IP to a receptacle or device on the power-wiring
network. The latter is possible but not a preferred
method.

[0034] 4. Proxy Server Function. If it is desired all
devices on the power-wiring network can be proxied by
the TCP/IP proxy functionality of the controller. This
may be a convenient way to communicate with and
control the receptacles and devices on the power-wiring
network.

[0035] The gateway also provides security and privacy
functionality. The TCP/IP gateway in the local controller also
acts as a firewall to monitor and control the data connections
from the power wiring network smart receptacles and
attached electrical devices to devices on the TCP/IP WAN.
The gateway can also be configured to control all connections
locally between devices using the firewall. Policies can be set
to control, limit and report on this connectivity. In this way the
privacy and security of the homeowner or facility owner can
be safeguarded.

BRIEF DESCRIPTION OF THE DRAWINGS

[0036] For a more complete understanding of the present
invention, and further advantages thereof, reference is now
made to the following detailed description, taken in conjunc-
tion with the drawings in which:

[0037] FIGS. 1A and 1B illustrate front and side views,
respectively, of a smart outlet box in accordance with the
present invention;

[0038] FIG. 2 is a schematic diagram of a smart outlet
system in accordance with the present invention;

[0039] FIG. 3 is a schematic diagram of a smart outlet
system implemented in a wide area network context in accor-
dance with the present invention;

[0040] FIGS. 4A and 4B illustrate a power distribution grid
utilizing smart outlet technology in accordance with the
present invention;

[0041] FIG. 51is a flow chart illustrating a process for con-
trolling electrical devices utilizing a smart outlet system in
accordance with the present invention;

[0042] FIG. 6 illustrates a smart outlet system in accor-
dance with the present invention implemented in a data center
context in accordance with the present invention;

[0043] FIG. 7 is a flow chart illustrating a process for con-
trolling devices in a data center context in accordance with the
present invention;

[0044] FIG. 8 is a schematic diagram of a controlled set of
receptacles showing how signals are inserted into power lines
and prevented from being transmitted to external power lines;
and

[0045] FIG. 9 is a schematic diagram showing GFCI cir-
cuitry in accordance with the present invention.

[0046] FIG. 10 is a schematic diagram showing a alternate
means of implementing a “cycle stealing” switch in accor-
dance with the present invention.

DETAILED DESCRIPTION

[0047] The present invention is directed to intelligent local
circuit devices that can control power delivered to an electri-
cal device via a circuit and/or report information about or
from an electrical device connected to a circuit. This allows
for remotely monitoring and/or controlling electrical devices,
including standard electrical devices that are not specially
adapted for such remote monitoring or control, which could
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be useful in a wide variety of applications. In the following
description, the invention is set forth in the context of stan-
dard NEMA or other recognized electrical standard (e.g.,
CEE, BS, etc.) electrical receptacle outlets provided with
logic for monitoring connected loads and sampling power
waveforms (e.g., electrical appliances and devices) and for
selectively controlling power delivered via the outlets. There-
after, certain systems for taking advantage of this functional-
ity are described. In particular, power grid distribution sys-
tems and data center equipment control and power
distribution systems are described. It will be appreciated that
circuit devices other than electrical receptacle outlets and
applications other than the noted power grid and data center
applications, are supported by the technology of the present
invention. Accordingly, the following description should be
understood as illustrative and not by way of limitation.

[0048] The invention may be more fully understood by
reference to FIGS. 1-4. Referring first to FIGS. 1A and 1B,
front and side views, respectively, of an intelligent outlet in
accordance with the present invention are shown. The illus-
trated outlet 100 includes two standard receptacles 102 acces-
sible through a faceplate 104. Each of the receptacles 102
includes a receptacle body 106 for receiving a standard elec-
trical plug and establishing an electrical connection between
prongs of the plug and wiring 110 associated with the wiring
system of the customer premises, e.g., a residence or busi-
ness. The illustrated receptacle 100 further includes a con-
troller 108 mounted within the outlet housing 112 in the
illustrated embodiment. For example, the controller 108 may
be embodied as an integrated circuit board. As will be dis-
cussed in more detail below, the controller 108 is operative for
monitoring a loading with respect to each of the receptacles
102 and controlling delivery of power to the receptacles 106.
For example, this may be done to classify an electrical device
connected via the receptacles 106 or to identify a safety
hazard. Delivery of power to the receptacles 102 may be
controlled to alleviate a safety concern, to enhance efficiency
of' power distribution, to remotely control an electrical device
connected to one of the receptacles 102, or to address a
potential or actual over capacity condition of a power grid.
The controller 108 may also be operative for communicating
with other controllers, e.g., within the customer premises, at
a separate customer premises or with network controllers
outside of the customer premises. For example, such commu-
nications may be conducted via power lines, wirelessly or via
other communications pathways.

[0049] FIG. 2 is a schematic diagram of a power distribu-
tion system 200 in accordance with the present invention. The
illustrated system 200 includes an electrical device 202 thatis
plugged into an electrical receptacle 204. The receptacle 204
selectively receives power from a power source 208, such as
an electrical grid, via a switch 206. The switch 206 may be
located at the receptacle 204 or at a remote location, such as
at a circuit breaker board or other location associated with a
circuit for providing electricity to the receptacle 204.

[0050] In the illustrated embodiment, the switch 206 is
operated by a processor 212 based on monitoring of an elec-
trical signal at the receptacle 204. For example, the processor
212 may be located at the receptacle, at a separate location on
the customer premises (e.g., a computer configured to control
a number of outlets) or at another location. In this regard, the
signal at the receptacle 204 may be monitored to identify an
electrical signature that identifies the device 202 or the type of
the device 202. It will be appreciated that different types of

Jun. 10, 2010

electrical devices have different characteristics in relation to
how they load the electrical system. For example, an electrical
pump may have a different signature than an electrical light.
This signature may relate to the power drawn, a time-depen-
dent characteristic of the power drawn, or other cognizable
signal characteristic from the power signal delivered via the
receptacle 204. Alternatively, an intelligent device may iden-
tify itself to the receptacles, e.g., by transmitting a standard
identification code.

[0051] The nature of the signature may be. determined
theoretically or empirically. For example, heuristic logic may
be used to learn and parameterize electrical signatures for
different devices of interest. Such signature information can
then be stored in a signature database 214. Accordingly, the
illustrated system 200 includes an analog-to-digital converter
210 for digitally sampling the electrical signal at the recep-
tacle 204 and providing digital information representative of
the signal to the processor 212. This digital information is
then processed by a signature recognition module 216 of the
processor 212 to identify the signature. For example, the input
digital signal may be processed by algorithms to determine a
number of parameters of the signal, which can then be com-
pared to parameters stored in the signature database 214 to
match the input signal to one of the stored signatures. It will
be appreciated that the signature information can also be used
to determine a state of the device 202 or to detect an output
from the device (e.g., in the event that the device 202 is a
sensor that provides an output signal).

[0052] An output from the signature recognition module
216 can then be used by a decision module 218 to control
delivery of power to the receptacle 204. In this regard, the
decision module 218 may also use information input from a
controller 220, which may be disposed at the outlet, else-
where in the customer premises (such as a computer), or at
another location. In one implementation, the controller 220 is
in communication with the larger power distribution system,
e.g., the power grid. For example, if the device 202 is recog-
nized as a device that can function at a reduced power level,
the decision module 218 may operate the switch 206 to reduce
power delivery to the receptacle 204. In this regard, it is
possible to “steal” a certain number or percentage of power
signal cycles without unacceptably affecting the performance
of certain devices. In such applications involving frequent
switching, the fast switching functionality discussed above
allows operation within the available heat budget, as will be
discussed below. Appropriate switching mechanisms are
described in U.S. Provisional Patent Application Ser. No.
60/894,842 and U.S. Patent Application Serial No. PCT/
US2008/057140, which claims priority therefrom, and U.S.
Provisional Patent Application Ser. No. 60/894,848 and U.S.
Patent Application Serial No. PCT/US2008/057144, which
claims priority. therefrom, which are incorporated herein by
reference. The decision module 208 may be programmed to
implement such a power reduction by the customer or a power
provider, such as a public utility.

[0053] In other cases, the controller 220 may direct the
decision module 218 to go into a power saving mode. For
example, this may occur when an over-capacity condition is
identified with respect to the power grid or a portion of the
power grid. In such cases, the decision module 218 may
reduce or eliminate’power delivery to certain classes of
devices.

[0054] As a further example, the signature recognition
module 216 may determine that the device 202 does not

Ex.1006
Cholla Energy LLC & OBM, Inc. / Page 18 of 25



US 2010/0145542 Al

match any signature authorized for use at the receptacle 204.
In such cases, the decision module 218 may operate the
switch 206 to interrupt delivery of power from the source 208
to the receptacle 204. Similarly, the decision module 218 may
interrupt power delivery in the event of a potential short
circuit, a potential shock or electrocution, or other potential
safety hazard event.

[0055] It will be appreciated that the system 200 may be
used for a variety of other purposes. For example, the proces-
sor 212 may operate the switch 206 to turn on lights or operate
other electrical equipment on a periodic or random basis to
create the illusion that the premises are occupied and thereby
discourage crime. In addition, the processor may monitor the
receptacle 204, for example, to identify activities when the
premises are supposed to be vacant, thereby identifying pos-
sible crime or unauthorized use. Moreover, the processor 212
may be used to allow for remote control of the receptacle 204,
for example, to allow an owner to remotely operate electrical
devices via the internet or other WAN. It will be appreciated
that the various functional components noted in this discus-
sion may be combined on a common platform or distributed
across multiple platforms (e.g., at the outlet, a separate cus-
tomer premises platform or other platforms) in any appropri-
ate manner.

[0056] FIG. 3 illustrates a system 300 in accordance with
the present invention for enabling remote monitoring and/or
control of multiple receptacles. In particular, the system 300
includes a number of smart receptacles 302, which may be,
for example, receptacles as discussed above in connection
with FIGS. 1A and 1B. The receptacles 302 communicate
with a local controller 304, which may be, for example, a
computer or internet terminal located at the customer pre-
mises. For example, the smart receptacles 302 and the local
controller 304 may communicate via an internet protocol
(e.g., TCP/IP) or a proprietary protocol that is gatewayed to
the WAN over electrical wires of the customer premises. The
local controller 304 can, in turn, communicate with a remote
controller 308 via a wide area network 306 such as the inter-
net. In this regard, the communication between the local
controller 304 and the remote controller 308 may involve
wireless (e.g., IEEE 802.11, Wi-Fi, telephony or other wire-
less) or other data network links. The remote controller 308
may be operated by a private or public party. For example, the
remote controller may comprise a computer used by an owner
of the customer premises to remotely control the receptacles
302, a computer monitored by a security contractor to moni-
tor activities at the receptacles 302, a controller of the power
grid operated to implement intelligent blackouts or brown-
outs or any other entity.

[0057] FIG.4A illustrates a power distribution network 400
for intelligently controlling power distribution. The illus-
trated network 400 includes a number of customer premises
402 connected to a power grid 403. The power grid 403
receives power from a number of power facilities 408, and
distribution of power across the grid 403 is controlled by a
central grid control system 406 and, optionally, a number of
regional controllers 404, such as substations. As discussed
above, each of the customer premises 402 may include a
number of intelligent outlets. These outlets may be controlled
in response to instructions from the central control system
406 or regional controllers 404. Thus, for example, the cus-
tomers may choose to or be required to install intelligent
outlets that operate in response to such instructions from the
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central control system 406 or regional controllers 404 to
reduce power consumption on a routine basis or in the event
of over-capacity conditions.

[0058] Though the control functionality is discussed in
FIG. 4A inrelation to a grid control system and substations, it
will be appreciated that control messaging need not be via
power lines and that such control is not limited by power
network topology. This is explicitly shown in FIG. 4B. In this
case, control messages are directed to individual customer
premises via a separate network such as the internet 411. In
this manner, a given set of instructions can be delivered to a
subset of residences (shaded) independent of power network
topology associated with substation 404. Moreover, as dis-
cussed above, instructions may be implemented on a scale
finer than individual residences, e.g., on an outlet-by-outlet
basis (as indicated by partially shaded residences). In this
manner, for example, a brownout may be implemented intel-
ligently, e.g., by interrupting power to non-critical devices
and/or stealing power cycles from appropriate types of
devices.

[0059] FIG. 5 illustrates a process 500 for monitoring and
controlling electrical devices in accordance with the present
invention. This process 500 will be described in relation to
applications that enable monitoring and remote control of
electrical devices connected to smart outlets as described
above, including applications for allowing control of electri-
cal devices by the operator of a power grid. The illustrated
process 500 is initiated by establishing (502) network policies
related to power usage within the network. For example, such
policies may be established by an electrical utility in order to
address potential or actual overcapacity situations that have
previously been addressed, for example, by rolling blackouts
or brownouts. It will be appreciated that these policies may be
established in any way that is deemed useful by the power
provider. Some examples are provided below:

1. Efficiency Mode

[0060] In the efficiency mode, individual residences that
are subject to the policy are instructed to reduce power con-
sumption by a certain percentage. This may be implemented
atthe residence by disabling selected devices and/or reducing
power consumption by certain devices, as will be described in
more detail below.

2. Brownout Mode

[0061] In the brownout mode, the highest loads (e.g., air
conditioning, electrical heating, etc.) are identified and seri-
ally shut down for short periods of time (e.g., 5-10 minutes) to
reduce overall peak load. In order to avoid having all homes
and business shut down such loads at once, instructions may
be sent to residences or executed at residences in a random,
pseudo random or otherwise time distributed manner. For
example, a residence may be assigned an identification code
by a random number generator. Thereafter, instructions to
execute the brownout mode may be sent out or executed on a
time dependent basis as a function of code, e.g., at a given
time, the brownout mode may be executed by all residences
having an identification that ends in the number *“5.”” Statisti-
cally, this can be accomplished in a way such that the peak
load will be reduced by the needed percentage, but the impact
to end users is minimized.

3. Blackout Mode

[0062] In the blackout mode, critical loads (e.g., refrigera-
tors, lights, radios, radiant heating circulation pumps, etc.)
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can be identified and allowed on a full power or reduced
power basis as appropriate. Non-critical items may be dis-
abled.

[0063] It will be appreciated that many other modes of
operation and associated policies may be defined. In the illus-
trated process 500, once the network policies have been estab-
lished, local rules are established (504) for implementing the
network policies. This optional implementation allows resi-
dential or business customers to have some input, for at least
some policies, as to how such policies will be implemented.
For example, the customer may define which appliances or
devices are critical for purposes of executing a brownout or
blackout policy. Moreover, a customer may be allowed to
determine whether a prescribed energy reduction will be
executed by disabling devices, reducing power drawn by
devices or some combination thereof. Moreover, in certain
implementations, consumers may be allowed to request time
periods during which energy use will be reduced in order to
achieve the purposes of the policy at issue. Though it may not
be possible, as a practical matter, to accommodate all such
requests, some requests may be accommodated at least to an
extent, thereby reducing the impact on users.

[0064] Additional local policies and rules may be estab-
lished (506) to take advantage of the smart outlets. For
example, a customer may choose to operate in an efficiency
mode at certain times or under certain conditions (e.g., while
on vacation or when the premises are otherwise vacant). In
addition, as noted above, a customer may wish to monitor the
types of devices that are connected at individual receptacles
or power usage, for example, for security purposes. In this
regard, the customer may wish to be notified of certain events,
e.g., when a light is turned on when no one is supposed to be
present at the premises, to have a third party notified of certain
events (e.g., a security or emergency service provider) or to
prohibit certain uses (e.g., to prohibit use of lights, equip-
ment, operation of electronic door locks or the like at certain
times or under certain conditions).

[0065] By way of example, the policies that may be imple-
mented by a customer include the following:

1. Secure Travel Mode

[0066] In the secure travel mode, devices such as lights,
radios and the like may be turned on and off in a random,
pseudo random or selected pattern to make the home or busi-
ness appear occupied. This may be preprogrammed or con-
trolled, for example, by the home/business owner, from a
remote location. In the latter regard, the devices may be
controlled remotely via appropriate messages transmitted via
the internet or another network. In addition, in the secure
travel mode, an email alert may be sent to a selected address
in the event that a device is manually turned on. Alternatively
or additionally, a security or emergency service provider may
be contacted.

2. Living Mode

[0067] Using a local, web or other interface, an occupant
can program when to turn on/off any device. For example,
selected devices may be turned on or off in predetermined
relation to a wake up time, departure for work time, return
from work time or bedtime.

3. Efficiency Mode

[0068] In efficiency mode, the system can automatically
turn off or on or reduce power to lights or other devices during
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preset time periods or by monitoring them to determine if
their state is active or idle. For example, specified receptacles
may be turned off during time periods where the residence is
normally unoccupied or the residents are asleep. As an
enhancement to this mode, devices can be monitored to deter-
mine when they have been manually turned off. When this
occurs, the system may assume the occupant wants to turn the
device back on manually and therefore turn on the receptacle.
It can be appreciated that the system can also store, sum and
display realtime and/or historical power usage data to inform
user of energy usage details.

4. Safety Mode

[0069] In the safety mode, the user can select to disable
certain receptacles that can be reached by small children or
unused receptacles that are in a child’s bedroom.

[0070] Inaddition to the various policies and rules that have
been discussed above, a number of advantages are provided
by the system of the present invention. In particular, since the
system can detect short circuits in very short times (e.g., in Y60
of'a second or less), the potential for serious electrical shocks
is greatly reduced, not to mention the damage caused to
equipment by short circuits. Moreover, the ability to analyze
the power signature at the receptacles and then compare it to
a standard or threshold has a number of benefits, including the
following:

1. Quick Reaction to Shorts

[0071] All supported receptacles become “quick-acting” in
responding to a short circuit and can be deactivated very
quickly, thus enhancing safety to people and equipment.

2. De-Rate Old Wiring or Breakers

[0072] Circuits can be “de-rated” if their wiring is old or
otherwise deteriorating. In this regard, the receptacle or set of
receptacles on a circuit can be programmed to only allow a
certain total current load, which can be set below the code
and/or circuit breaker level(s). In this case, the central unit
monitors the total current load on a branch and can proac-
tively control the load by switching off loads or reducing
power to certain receptacles. The central unit determines
which outlets are connected on which circuit legs via power
signature analysis. The ordering of what receptacles get
switched off or reduced power can be set via policy as to the
load type. This policy can be manually adjusted or overridden
if desired or can be mandatory. This type of active power
management can help make the premises less fire prone. In
this regard, it is noted that many home fires are caused by
electrical wiring problems. Accordingly, this type of system
may be dictated by a code and/or rewarded by insurance
providers.

3. Wiring Leg Monitoring

[0073] This is done by monitoring the current near the input
source via a receptacle near the power input to the house and
monitoring the current farther down a circuit branch. The
difference in power signatures as recognized by the respective
outlets will indicate if the wiring between the outlets is not
functioning properly. If this occurs, a number of actions can
be taken. For example, a receptacle can be instructed to
switch off the panel breaker for the circuit by inducing a short
circuit for a period of time, tripping the breaker or switch off
for all the receptacles on that branch circuit. If this is not
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appropriate to open the breaker, an alert can be sent out via the
communications pathways described above. Such an alert can
be sent out for any life safety condition or other specified
condition.

[0074] Inthe illustrated process 500, after the desired poli-
cies and rules have been established, loads are monitored
(508) to identify load signatures. As discussed above, differ-
ent devices may have different signatures that can be identi-
fied by analyzing the power signal or may communicate an
identification code to the controller. In this manner, the device
(s) plugged into a given outlet, or the general or specific class
of such devices, can be determined. A controller such as a
local controller discussed above can develop (510) and
update a load map for supportive receptacles on the premises.
Thus, at any given time, the local controller may store an
estimate as to what devices or classes of devices are plugged
in via what receptacles of the premises and how much power
they are consuming individually and as a whole. It should be
noted in this regard that only a subset of all receptacles on a
given premises may be smart receptacles or that only a subset
of receptacles (even if all receptacles are smart receptacles)
may be participating receptacles with respect to a system
implementation or with respect to individual policies.

[0075] Moreover, a physical security override mechanism
such as, for example, the turnkey security mechanism
described in PCT Application No. PCT/US2009/038,472,
which claims priority from U.S. Provisional Patent Applica-
tion Ser. No. 61/039,716, (both of which are incorporated
herein by reference), may be employed to allow users “opt
out” of some or all of the noted functionality with respect to
an outlet, receptacle, or set thereof. Generally, this turnkey
security mechanism provides a physical mechanism, such as
a key, that allows this functionality to be turned on or off with
regard to the outlet(s) at issue. When the functionality is
turned off, these outlets may revert to being conventional
outlets without network control. The key could be located at
the local controller or at the outlet and could be a virtual key
(e.g., a password enabled software override feature) or a
physical key. In this manner, the user can override policies or
other network controls, for example to alleviate security con-
cerns. Optionally, certain functions, such as GFI functionality
and/or utility based control for intelligent brownout/blackout
events, may be exempted from this turnkey security mecha-
nism override.

[0076] During operation of the system, a controller such as
a local controller may identify (512) a condition governed by
policy. For example, in the case of an external policy such as
a change in operating mode dictated by the grid power sup-
plier, the condition may be identified based on receipt of an
instruction from the external source. For example, the local
controller may receive a message from the electrical utility
provider specifying transition to an efficiency mode or a
brownout mode. Alternatively, the condition may be identi-
fied based on the occurrence of a programmed policy condi-
tion. For example, if efficiency mode operation requires that
certain receptacles be turned off at certain time periods, the
beginning of such a time period may be identified as a con-
dition governed by policy. As a still further alternative, the
existence of a condition governed by a policy may be identi-
fied based on analysis of load information communicated
from a smart receptacle to the local controller. For example,
over loading of a circuit, manual operation of a device in
contravention of a policy, or other loading based conditions
may be identified.
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[0077] Upon identification of such a condition a controller
such as the local controller may access (514) rules for imple-
menting the relevant policy. Thus, if the electrical utility
provider specifies a conservation mode of operation, local
rules may be consulted to implement the required energy
usage reduction in accordance with customer preferences.
Similarly, during secure vacation mode operation, if an elec-
trical device is manually operated, the owner or a security or
emergency service provider may be contacted according to
rules defined by the owner. It can be appreciated that both the
local premise and remote grid controller can keep a record of
when policies are set and actions that are taken to enforce
those policies by the system. These logs may then be used as
decision criteria for policies themselves. This enables the
system to record and act on various kinds of historical data. In
any event, the rules are applied (516) in relation to all sup-
ported receptacles or a specified subset thereof so as to give
effect to the desired policy. Specifically, instructions may be
transmitted (518) to the affected receptacles by the local
controller. These instructions may, for example, cause a
receptacle to be turned on, to be turned off or to operate in a
reduced power usage mode. The smart receptacle then oper-
ates to execute (520) the instructions.

[0078] In this regard, as noted above, the smart receptacle
may include a fast operating switch operable in conjunction
with a traditional mechanical relay as discussed above. This
switch and associated relay can be operated to turn the recep-
tacle on, to turn it off or to steal cycles from the power signal.
In the last regard, the switch can be controlled by analog or
digital devices to execute such switching at or near a zero
current flow point of the power signal so as to reduce the
potential for arcing. Moreover, such a switch is preferably
designed to function within the heat budget of the application
environment. In this regard, it is noted that receptacle boxes
may, in some cases, be surrounded by insulation such that
heat dissipation is largely limited to heat transfer across the
face plate. The present invention can be implemented within
the associated heat budget. However, if necessary, face plate
structures can be modified to provide a larger heat budget for
operation of the system. For example, the associated electri-
cal boxes can extend some distance from the wall so as to
provide greater heat transfer surfaces or active heat dissipa-
tion, e.g., by miniature fans, can be employed.

[0079] Another application where it may be desired to con-
trol electrical devices in accordance with a policy or to allow
for remote control of such appliances is the data center envi-
ronment. In this regard, it is often useful to be able to control
power to electronic data processing equipment. This capabil-
ity is especially useful for situations where the equipment is
densely packed as in a data center that is far away from the
user who desires to control the equipment.

[0080] FIG. 6 illustrates a system 600 for enabling such
control in a data center environment. In particular, the illus-
trated system 600 includes a number of data center devices
601-609. These devices 601-609 include a number of data
devices 601-606 such as servers, storage devices and the like.
In addition, the devices 601-609 include a number of sensors
607-609 such as temperature sensors, humidity sensors, cage
or cabinet door lock sensors and the like. The devices 601-609
are typically mounted in one or more two- or four-post equip-
ment racks data center racks.

[0081] In the illustrated embodiment, the devices 601-609
are plugged into receptacles 612, 634 and 644 associated with
a number of power strips 610, 630 and 640. As will be dis-
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cussed in more detail below, these receptacles 612, 634 and
644 may be smart receptacles as generally described above.

[0082] Thepower strips 610, 630 and 640 are connected by
power lines to a local controller 650. In this case, the local
controller 650 may be built into a data center power distribu-
tion unit such as marketed by Zonit Structured Solutions.
Generally, the power distribution unit includes a number of
output ports 654 for outputting power from power sources
660 to the power strips 610, 630 and 640. The power distri-
bution unit may be associated with multiple power sources
660 such as an A source and a B source so as to provide
redundant, fail-safe power to critical equipment. In this
regard, different ones of the output ports 654 may be associ-
ated with different ones of the power sources. Moreover,
certain equipment may have connections to multiple power
strips, as generally indicated in phantom by redundant power
strips 620, so as to provide fail-safe operation. In this regard,
such critical equipment may be equipped with multiple power
cords or an appropriate cord assembly with a fast-switching
unit may be provided as described in U.S. Provisional Patent
Application Ser. No. 60/894,842, and U.S. Patent Application
Serial No. PCT/US2008/057140, which claims priority
therefrom, which are incorporated herein by reference.

[0083] The illustrated system 600 includes a number of
elements for enabling remote and/or policy based operation
of'the devices 601-609. Specifically, the local controller 650
includes a processor 655 such as a single board computer for
executing local controller functionality as described above. In
particular, the processor 655 enables wired or wireless com-
munication between the local controller 650 and a remote
controller 670 via a network interface 680. The processor 655
also enables communication between the local controller 650
and the smart receptacles 612, 634 and 644. Such communi-
cations between the local controller 650 and remote control-
ler 670 may be conducted via the internet using a standard
internet protocol involving TCP/IP protocol and utilizing
TCP/IP and UDP packets. Communications between the
local controller 650 and the receptacles 612, 634 and 644 are
also preferably conducted in accordance with a TCP/IP pro-
tocol and may be adapted for the local environment. In this
regard, the communications between the local controller 650
and the receptacles 612, 634 and 644 may be conducted via
the power lines, wirelessly in accordance with an IEEE 802.
11 protocol or in any other appropriate fashion. It will be
appreciated that customized messaging may be provided in
this regard to accomplish the purposes of the system 600.
Accordingly, the processor 655 can function as a protocol
gateway to translate between the protocol for communica-
tions between the remote controller 670 and the local control-
ler 650 and the protocol used for internal messaging between
the local controller 650 and the receptacles 612, 634 and 644.
Devices can be plugged into the smart receptacles and use the
controller as a gateway to the data center LAN (instead of or
in addition to the WAN).

[0084] In the illustrated implementation, communications
between the local controller 650 and the receptacles 612, 634
and 644 are conducted via the power lines therebetween. This
is advantageous in that dedicated communications lines are
not required as is problematic in a data center environment
due to the complexity of additional wiring and potential inter-
ference with cooling airflows. In this regard, each of the
output ports 654 of the local controller 650 may be associated
with a power wire communications interface 651-653. These
interfaces 651-653 are operative to induce messaging signals
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in the power lines as well as to remove incoming messaging
signals from the power lines so as to provide effective elec-
trical isolation of the different communication pathways.
Similar power line messaging interfaces 611, 631-633 and
641-643 are provided in connection with the power strips 610,
630 and 640 for the same reasons.

[0085] Each individual receptacle of a power strip may be
controlled independently or all receptacles of a power strip
may be controlled as a group in accordance with the present
invention. Thus, in the illustrated system 600, all of the recep-
tacles 612 of the strip 610 are associated with a single com-
munications interface 611. Similarly, all of the receptacles
612 of the strip 610 may be associated with a common logical
element for monitoring electrical signatures or receiving
messages from the devices 601-603.

[0086] By contrast, each receptacle 634 and 644 of the
power strips 630 and 640 is associated with its own indepen-
dent communications interface 631-633 and 641-643 in the
illustrated embodiment. For example, each receptacle 634
and 644 may have dedicated wiring or the signals transmitted
through the power wiring may be multiplexed with respect to
the individual receptacles (e.g., time division multiplexed,
frequency division multiplexed, code-division multiplexed,
etc.). In this manner, the devices 604-609 associated with the
receptacles 634 and 644 can be individually controlled, and
the devices 604-609 can independently message the local
controller 650 and intern, in turn, the remote controller 670.
In the latter regard, it will be appreciated that it may be desired
to provide messaging to the remote controller 670 based on
output from the sensors 607-609.

[0087] Alternatively, a single transceiver for each power
source (e.g., A and B sources) may be utilized to induce
signals in the associated wiring and a single signal canceller
or attenuator, as discussed above, may be utilized to substan-
tially prevent transmission of communications to external
power lines. This is generally shown in FIG. 8. In particular,
FIG. 8 shows a control system 800 for a set of receptacles
defining a controlled domain. The receptacles may include a
number of receptacle outlets 802 (typical for home or busi-
ness environments) and/or a number of plug strips 805 or
adaptors (typical for data center environments) that may be
arranged in one or more branch circuits 806.

[0088] The receptacles are controlled by a local controller
808, which may be, for example, embodied in a personal
computer (typical for home or business applications) or in a
single board computer incorporated into a power distribution
unit in a data center. The local controller uses a transceiver
810 to insert signals into the main 812 and branch circuits 806
for communication to the receptacles and to receive signals
from the receptacles. A signal isolation device 814, which
may be a signal canceller or a signal attenuator as described
above, substantially prevents transmission of these signals to
external (outside of the controlled domain) power lines 816.
This structure may be replicated for A and B power sources in
a data center. It will be appreciated that thus disposing all of
the controlled receptacles on a single waveguide (or two
waveguides in the case of a data center with A and B power
sources) is a cost effective implementation. Communications
with separate receptacles can be distinguished by use of an
appropriate addressing scheme.

[0089] FIG. 7 illustrates a process 700 that may be imple-
mented in connection with operation of the present invention
in the data center context. The process 700 is initiated by
establishing (702) rules for devices or classes of devices. For
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example, these rules may define preferences for powering up
or powering down devices, establish groups of devices to be
controlled collectively, determine who may access devices
and at what times, etc. The process 700 further involves
developing (704) a map of output/outlet pairings. In this
regard, it is possible to identify devices or classes of devices
based on a signature analysis as described above. Alterna-
tively, a data center user may define what devices are con-
nected to what receptacles of what power strips and what
power strips are attached to what outlet ports of the power
distribution units. For example, in this manner, the user can
define groups of devices that will be operated collectively
(e.g., by plugging the devices into a power strip that is oper-
ated as a unit) and can specify critical devices for fail-safe
operation. Such operation can then be executed simply by
plugging the devices into the correct outlets of the correct
power strips and plugging the power strips into the correct
output ports of the power distribution unit. Execution of this
power structuring may be facilitated by way of appropriate
indicators, such as LEDs or small display units provided on
the power strips and/or the power distribution unit. In this
manner, the devices can be easily plugged (706) into appro-
priate outlets.

[0090] The power strips or the individual receptacles then
receive (708) an input from the device or the local or remote
controller. For example, an operator of a remote controller
unit may choose to power down or power up a device or set of
devices. An appropriate message is transmitted from the
remote controller to the local controller, and this is in turn
communicated from the local controller to the power strip or
receptacle via the power wiring as discussed above. Alterna-
tively, a signal, such as a power signal for signature analysis
or a sensor output signal, may be received at the receptacle
from one of the devices and communicated to the local con-
troller (and, if appropriate, to the remote controller). Any such
input is then processed (710) using the noted map and appro-
priate rules. Thus, for example, an instruction from a remote
controller to power down certain devices can be executed by
consulting the map to identify the outlets associated with the
appropriate devices and then communicating a power down
signal to those receptacles. Similarly, a signal from a device
such as a sensor may be interpreted by consulting the map to
determine what sensor transmitted the signal and then access-
ing and applying the appropriate rules for processing the
signal.

[0091] In addition, the current interrupting ability of the
receptacle described above permits using a transformer for
sensing unbalanced current in the load and interrupting the
power delivery to the load in certain conditions. This feature
is generally similar to common ground fault circuit interrup-
tion (GFCI) devices. It differs in that it utilizes the general
purpose disconnect relay for the actual disconnection means
in the event an unbalanced current condition exists. It also
differs in that the detection and decision to disconnect is not
performed in the same way as a traditional GFCI, in that the
microprocessor control used for the signature detection also
has the ability to analyze the current sense data from the dual
purpose transformer and in doing so can filter out unwanted or
alias current transients. This can result in fewer GFCI inter-
ruptions on events not actually attributable to real ground
fault events. This condition in general-purpose GFCI circuits
is generally annoying and has resulted in the less than enthu-
siastic reception of GFCI receptacles. Because the Smart
Receptacle already has the processor embedded, much better
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resolution on decision-making can be achieved, and thus
fewer false interruptions initiated.

[0092] Referring to FIG. 9, a dual-purpose wound trans-
former 902 is added in the current path, similar to traditional
GFCI, and the sensed current “differential” is amplified by
the high gain differential amplifier 901. The signal is pre-
sented to the Sense and Control Module 903 where an analog
to digital (A to D) converter converts the incoming analog
signal to a digital signal. The data is processed on an interrupt
basis in the microprocessor. If any data appears at the output
of'the ladder A to D, the processor stops what it is doing and
begins analysis of the incoming data stream from the GFCI
sense transformer. At this point signature analysis algorithms
similar to the algorithms used for general current load analy-
sis are applied to the incoming data. If an event is deemed to
be a probable GFCI triggering event, the power control relays
940, 950 are energized, thus in turn disconnecting the AC
power source from each of the load receptacles 907, 908.
Since the current sense is in the primary power path, both
relays must be energized. The event is recorded temporarily
in the sense and control module 903 and sent to the Central
Command Processor via the current transmitter 909. The
event data is also forwarded to the central command proces-
sor for additional analysis. The Central Command Processor
can determine if the event data was false or true and act
accordingly, or it can wait for user intervention and submit a
reset. At any time, either the Central Command Processor, or
a local user can reset the GFCI interruption condition. This
can be accomplished by either receiving a command from the
Central Command Processor via the Current Receive Modu-
lator 909 or from a manual reset button on the receptacle 906
by direct user intervention.

[0093] Power can be momentarily restored to one recep-
tacle at a time. If the GFCI event still exists, a determination
can be made which receptacle is responsible at this time, and
the associated LED 910 or 911 can be illuminated and/or
flashed.

[0094] In addition, the incorporation of Light Emitting
Diodes (LEDs) 910, 911 allows other useful functions to be
included in the Zonit Smart Receptacle. These LEDS 910,
911 can be controlled from the Central Command Processor.
The user interface there can initiate several functions using
the LEDs 910, 911 located adjacent to each of the receptacles
907, 908. Some of the functions include, but are not limited
to:

[0095] Indication of Ground Fault condition
[0096] Indication of Over Current condition
[0097] Indication of location of the circuit
[0098] Indication of all receptacles on a given circuit
branch
[0099] Night Light
[0100] The LEDs 910, 911 are connected to the Sense and

Control Module 903. It receives information either locally
from the current sense coils in the relays 940, 950 from the
Current Sense Transformer 902, the local manual reset button
906, or from the Central Command Processor via the Current
Receive Modulator 909. The various information associated
with the LED functions is analyzed by the Sense and Control
module and the appropriate LED 910 and 911 is illuminated
or extinguished as needed. The LEDs 910, 911 are high
illumination types, as much as 1 watt each. For general pur-
pose annunciation needs, the Sense and control Module 903
can pulse width modulate the power to the LEDS 910, 911 to
provide a low level output of light, for example, an “indicator
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light” level of output. For Night Light operation, a higher
level of output can be initiated, as much as a continuous on
state (no modulation). The LEDs can also be modulated in a
visible pattern to indicate information to the end user.

[0101] FIG. 10 illustrates a possible method of electroni-
cally providing the single cycle “stealing” function men-
tioned earlier. Instead of a conventional power switch, e.g.
relay or triac or other semiconductor device, the principal
described here allows the AC power to be shut off from the
load 1060 by induction rather than switching. The means by
which this works is via a saturable iron reactor, or inductor
(1000). A combination of two effects is utilized to achieve the
removal of each half cycle or multiples thereof. The first
effect is that of a large inductor in series with the AC power
delivery to the load 1060. If this inductor, or reactor as it is
referred to in this context, is acting as a pure inductor, the AC
to the load 1060 will be restricted by the reactance of the
inductor winding 1140. If the inductor core is saturated by a
DC bias to a second winding 1120 via a switch 1010, the core
will no longer operate as an inductor, but will appear more as
a low impedance short, thus allowing nearly all of the applied
AC voltage to pass through the switch winding 1140 and to
the load 1060. This would be the normal condition of the
inductor switch.

[0102] Whenacommand to steal a half cycleis received via
the modem 1050 and is prepared by the control logic 1040,
the control logic sends a gating signal to the switch 1010
which in turn removes power from the core saturation wind-
ing 1120. This allows the field in the core to be counteracted
by the potential rising of a magnetic field in the switch wind-
ing 1040, and throughout the half cycle of the AC, the switch
winding 1040 appears as an inductor, thus applying a signifi-
cant reduction of the current delivered to the load 1060. To
further aid the negation of the power delivery to the load 1060,
the control logic 1040 sends a programmed set of values to the
D to A 1030, which in turn generates a bias analog signal that
is amplified by amplifier 1020. This amplified signal is intro-
duced into the third winding 1100 ofthe saturable iron reactor
1000. This signal drives the magnetization of the core in the
opposite direction of the naturally occurring magnetization of
the switch winding 1140, and in effect cancels out the poten-
tial for current flow in the switch winding 1140.

[0103] Atthe completion of the half cycle, the control logic
1040 returns the power to the DC bias winding 1120, thus
saturating the core, and removes the bias signal from the bias
winding 1100. At this state, the switch winding is now back
on with very little inductance and supplying full current to the
load. This state will remain until the control logic 1040 deter-
mines it is appropriate to “steal” another half cycle.

[0104] Itshould be appreciated that the inventors are aware
of' the size and weight of using conventional reactor technol-
ogy to restrict the desired frequency and currents associated
with the intent of this invention. It should also be appreciated,
that by applying the dual mode control, and use of modern
materials, it may be possible to reduce the size and weight to
an acceptable level.

[0105] In the forgoing description, certain functionality is
reference either in relation to a data center or a home/office
environment. It should be appreciated that the functionality
described for the data center monitoring and, control is
directly applicable to the home and office power distribution
model, and vice-versa. Moreover, these examples are not
intended to limit the invention to any particular environment.
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[0106] The foregoing description of the present invention
has been presented for purposes of illustration and descrip-
tion. Furthermore, the description is not intended to limit the
invention to the form disclosed herein. Consequently, varia-
tions and modifications commensurate with the above teach-
ings, and skill and knowledge of the relevant art, are within
the scope of the present invention. The embodiments
described hereinabove are further intended to explain best
modes known of practicing the invention and to enable others
skilled in the art to utilize the invention in such, or other
embodiments and with various modifications required by the
particular application(s) or use(s) of the present invention. It
is intended that the appended claims be construed to include
alternative embodiments to the extent permitted by the prior
art.

1. A method for use in power distribution, comprising the
steps of:

monitoring an electrical receptacle to determine load infor-

mation regarding a loading of said electrical receptacle
based on a digital analysis of an electrical signal trans-
mitted via said electrical receptacle; and

controlling delivery of power via said receptacle based on

said digital analysis.

2. A method as set forth in claim 1, wherein said step of
monitoring comprises sampling said signal and comparing
said sampled signal to electrical signature information corre-
sponding to device classifications.

3. A method as set forth in claim 1, wherein said step of
monitoring comprises processing a device identification code
received at said receptacle.

4. A method as set forth in claim 1, wherein said step of
controlling comprises interrupting said delivery of power.

5. A method as set forth in claim 1, wherein said step of
controlling comprises reducing said delivery of power.

6. A method as set forth in claim 5, wherein said reducing
comprises eliminating individual half cycles, or integer mul-
tiples thereof, of a power signal waveform delivered via said
receptacle.

7. A method as set forth in claim 6, wherein said half cycles
are eliminated on a periodic basis to reduce power consump-
tion.

8. A method as set forth in claim 5, wherein said receptacle
is associated with a switch and logic for controlling said
switch, and said step of eliminating comprises cycling said
switch substantially in synchronization with zero potential
crossings of said power signal.

9. A method as set forth in claim 1, wherein said step of
controlling is executed in response to instructions transmitted
to said receptacle.

10. A method as set forth in claim 9, wherein said instruc-
tions are transmitted via a power line.

11. A method as set forth in claim 9, wherein said instruc-
tions are communicated according to the TCP/IP protocol.

12. A method as set forth in claim 9, wherein said instruc-
tions are transmitted via a WAN.

13. An apparatus for use in supplying electricity to one or
more electrical devices, comprising:

a standard outlet receptacle for receiving a plug for pow-

ering said one or more devices; and

a receptacle controller, disposed proximate to said outlet

receptacle, for enrolling operation of said outlet recep-
tacle, said receptacle controller including a TCP/IP
module for enabling communication between said
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receptacle controller and an external control system in
accordance with the TCP/IP protocol.

14. An apparatus as set forth in claim 13, wherein said
outlet is a National Electrical Manufactures Association
(NEMA) or other (e.g., CEE, BS, etc.) standard outlet.

15. An apparatus as set forth in claim 13, Wherein said
receptacle is associated with an outlet housing and said con-
troller is disposed within said housing.

16. An apparatus as set forth in claim 13, wherein said
communication is transmitted via a power line.

17. An apparatus as set forth in claim 16, further compris-
ing a local controller is operative for transferring said com-
munication between said power line and a Wide Area Net-
work (WAN).

18.-24. (canceled)

25. An electrical outlet apparatus, comprising:

areceptacle for receiving a standard electrical plug so as to

establish an electrical connection between a device,
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associated with the plug, and a premises wiring system
associated with the receptacle; and

a digital processor, associated with the receptacle, for con-

trolling delivery of power via the receptacle.

26. An apparatus as set forth in claim 25, wherein said
digital processor controls delivery of power via the receptacle
based an instructions transmitted to the processor from a local
controller.

27. An apparatus as set forth in claim 25, wherein said
digital processor controls delivery of power via the receptacle
based on instructions transmitted to the processor from a
remote controller.

28. An apparatus as set forth in claim 25, wherein said
digital processor is operative for determining a type of said
device and controlling delivery of power based on said deter-
mined type.

29.-41. (canceled)
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