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Preface 
The Secure Sockets Layer (SSL) is by far the most widely deployed security protocol in 
the world. Essentially every commercial Web browser and server supports secure Web 
transactions using SSL. When you buy online using "secure" Web pages (an estimated 
20 billion dollars' worth of such transactions will occur in 2000), you're almost cer­
tainly using SSL. 

Although its most common use is for securing Web traffic, SSL is actually quite a 
general protocol suitable for securing a wide variety of kinds of traffic. File transfer 
(FTP), remote object access (RMI, CORBA, IIOP), e-mail transmission (SMTP), 
remote terminal service (Telnet) and directory access (LDAP) are just some of the appli­
cations that have already been secured with SSL or its successor, Transport Layer Secu­
rity (TLS). 

The effort to secure all these protocols has taught us a number of significant lessons. 
First, doing a good job of using SSL/TLS to secure a protocol requires having a fairly 
deep knowledge of how it works. It is not possible to simply treat SSL/TLS as a black 
box that somehow magically provides security when used. 

Second, although each application is slightly different, there seems to be a set of 
security problems that are common to every application you wish to secure. For 
instance, we usually need to figure out some way for the insecure and secure versions of 
an application protocol to coexist. Although there aren't cookie-cutter solutions to these 
problems, the security community is starting to develop a common set of techniques for 
solving these problems using SSL/TLS. 

These techniques can often be applied to a new application protocol with minimal 
modification. In essence, we've developed a set of design patterns for securing proto­
cols. Much of the work of securing a system is in recognizing which pattern most 
closely matches the system you're working with and then using the appropriate tech­
niques. 

The purpose of this book, then, is to address both of these needs. After reading this 
book, you should know most if not all of what you need to know in order to design 
secure systems using SSL/TLS. You'll know enough about SSL/TLS to understand what 
security features it can deliver and what it can't deliver. Further, you'll be familiar with 
the common design patterns for using SSL/TLS and be ready to apply them to new situ­
ations. 

xvii 
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What This Book Provides 
This book is intended for anyone who wants to understand and use SSL/TLS. 

• 

• 

For designers, it provides information on designing systems that use SSL/TLS as 
well as a library of the techniques that have already been used. 

For programmers who program with SSL/TLS, it provides information on what 
your libraries are doing under the covers and what those functions you're calling are 
really doing. Understanding these details is critical for obtaining acceptable and pre­
dictable application performance. 

For SSL/TLS implementors it acts as an adjunct to the standard, explaining obscure 
sections and describing both common practice and why things are the way they are. 

Intended Audience 
This book assumes a basic familiarity with how the TCP/IP protocols work. Readers 
who are unfamiliar with TCP/IP would be best served to consult one of the many fine 
books describing TCP/IP. TCP/IP Illustrated, Volume 1 [Stevens1994] is a good choice. 
RFC 791 [Poste1199la], RFC 792 [Postel1991b], and RFC 793 [Postel199lc] provide 
the definitive reference for TCP/IP. Although some of this book will be understandable 
without a deep understanding of TCP/IP, much of the discussion of performance will be 
difficult to follow without an understanding of TCP behavior. 

Because SSL/TLS is a cryptographic protocol, properly understanding it requires at 
least basic familiarity with cryptographic algorithms, including public key cryptography, 
symmetric cryptography, and digest algorithms. Chapter 1 provides an introduction to 
cryptography and communications, but space is too limited to do a complete job. We 
attempt to cover the requisite cryptographic details for understanding SSL/TLS; how­
ever, readers interested in a broader understanding of the cryptographic issues should 
consult a cryptography text such as [Schneier1996a] or [Kaufman1995]. 

Organization of the Book 
This book is written in two halves, matching the two primary goals described previ­
ously: understanding the protocol and understanding how to use it. The first half, Chap­
ters 1-6, is devoted to describing SSL and TLS. We concern ourselves with the techni­
cal details of how they work and their security and performance properties in isolation. 

The second half of the book, Chapters 7-11, covers the design of application proto­
cols and systems that use SSL/TLS for security. First we describe general guidelines for 
using SSL/TLS and then we discuss several protocols that have already been secured 
using SSL/TLS. 

Chapter 1 - Security Concepts provides an introduction to cryptography and communi­
cations security, with an eye toward its use in SSL/TLS. If you're already familiar with 
communications security, you may want to skip this chapter. If, on the other hand, 
you're not familiar with security, you'll want to read this chapter carefully so you don't 
get lost later. 
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Chapter 2 - Introduction to SSL is a broad overview of the history of SSL/TLS and 
what sorts of security features it provides. We also provide a snapshot of the status of 
SSL/TLS-secured protocols as of the time of this writing. 

Chapter 3 - Basic SSL covers the most common SSL/TLS operational mode. We 
describe an entire SSL/TLS connnection from start to finish. This chapter should give 
you a very good idea of how SSL/TLS works in practice. All the other operational 
modes can be easily understood once you understand this chapter. 

Chapter 4 - Advanced SSL covers the rest of the major operational modes. We cover 
session resumption, client authentication, and a number of algorithms that are only now 
seeing deployment with SSL/TLS, such as DH/DSS and Kerberos. 

Chapter 5 - SSL Security describes the security benefits that SSL offers as well as 
(even more important) those it doesn't offer. Whereas previous chapters mostly focused 
on describing how things work, this chapter focuses on what you need to do to make a 
system that uses SSL/TLS secure. 

Chapter 6 - SSL Peiformance describes the performance profile of TLS-based systems. 
It's been widely observed that security imposes significant performance demands on 
systems, but it's not widely understood that this impact is limited to certain parts of the 
protocol. We'll discuss these issues with an eye to getting better performance while pre­
serving good security. 

Chapter 7 - Designing with SSL is a guide to using SSL/TLS to secure application 
layer protocols. We focus on identifying the required security properties and on well­
understood design techniques for satisfying these properties. 

Chapter 8 - Coding with SSL discusses the common programming idioms required to 
write software that uses SSL/TLS. We provide complete sample programs in C and Java 
using the OpenSSL and PureTLS toolkits. 

Chapter 9 - HTTP over SSL describes the application that started it all. SSL was origi­
nally designed by Netscape to work with HTTP, and we cover both the traditional way 
of doing things and the replacement that's currently being proposed. 

Chapter IO - SMTP over TLS describes the use of TLS to secure the Simple Mail 
Transport Protocol (SMTP), which is used for transporting e-mail. SMTP is a bad 
match for TLS, and this chapter illustrates some of the limitations of SSL and TLS. 

Chapter I I - Contrasting Approaches is devoted to describing other alternatives to 
securing your applications. SSL/TLS isn't always the best solution and part of knowing 
how to use a protocol is knowing when not to. This chapter tries to give you a perspec­
tive on your other choices. We discuss IPSEC, S-HTTP, and S/MIME as alternatives to 
SSL/TLS. 

How to Read This Book 
This book is suitable for a number of audiences of different technical abilities and 
requirements. You should read any section that interests you, but depending on your 
needs you may want to focus on specific sections. 
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Protocol Designers 

If you're designing a new application-level protocol or securing an existing protocol 
with SSL/TLS, you should read the first parts of Chapters 1-6 so that you have a good 
general understanding of how SSL/TLS works. Then carefully read Chapter 7 for a 
guide to SSL/TLS design principles. You can skip Chapter 8 unless you intend to imple­
ment your design, but be sure to read Chapters 9 and 10 so you can see real-world 
examples of how SSL/TLS should and should not be used in practice. Finally, before 
you start to design, read Chapter 11 to make sure that SSL/TLS is appropriate for your 
design and that you wouldn't be better served by using another security protocol. 

Application Programmers 
If you're writing an application that uses a preexisting SSL/TLS toolkit you can safely 
read only the first parts of Chapters 1-6. You should also read the summaries at the end 
of each chapter. These sections discuss SSL/TLS and SSL/TLS implementation tech­
niques in overview form. This will provide enough information to understand what your 
SSL/TLS toolkit is doing. You should carefully read Chapters 7 and 8, paying special 
attention to the programming techniques discussed in Chapter 8. If you are implement­
ing HTTP or SMTP over SSL, you should also read the chapters that deal with those 
protocols. 

SSUTLS Implementors 
If you 're implementing SSL/TLS from scratch, you should read the entire book. If 
you're already familiar with cryptography you can skip Chapter l; however, if you don't 
have a detailed knowledge of cryptography you should read the entire chapter. You 
should pay particular attention to Chapters 2-6, which provide a detailed description of 
SSL/TLS and of the various implementation techniques required to produce a fast and 
secure implementation. 

Just Curious 
If you just want to learn about SSL/TLS you can skip around in the book. If you don't 
already know about cryptography, read all of Chapter l. Then read Chapters 2-6 so you 
know how SSL/TLS works. Then you can read as much or as little of the rest of the 
book as interests you. It'~ probably worth reading Chapter 11 to get some perspective on 
how SSL/TLS compares to other security protocols. 

SSL/TLS Versions 
By now you've no doubt gotten tired of seeing the name SSL/TLS. We've been using it 
to avoid being specific about exactly which version we mean. There are currently two 
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versions of SSL in wide deployment: SSL version 2 (SSLv2) and SSL version 3 
(SSLv3). TLS, a modification of SSLv3, was standardized by the Internet Engineering 
Task Force (IETF) in 1999. Despite what you might think from the names, SSLv2 and 
SSLv3 are completely differ.ent protocols, and TLS is extremely similar to SSLv3. 
SSLv2 is essentially obsolete, and TLS isn't really in wide deployment as of this writ­
ing. In general, we'll use the term SSL to refer to SSLv3/TLS interchangeably. When 
we mean one or the other, we'll specify it explicitly. In the few instances when we're 
talking about SSL version 2, we'll use SSLv2. 

Typographical Conventions 
This book contains a number of network traces of real SSL or TLS sessions. In the pre­
sentation of such traces, we use a constant-width font to show the output of the program 
(CONSTRUCTED), and an italic font for comments inserted afterwards (Comment). 
Where the network trace displays a hexadecimal representation of the protocol data, we 
render that in a bold constant-width font (01 02 03). When we display encrypted data 
in plaintext form, we'll use an italic constant-width font (data). 

Excerpts from standards (e.g., Internet RFCs) and protocol structure definitions in 
the main text are rendered in a sans serif font: (helvetica). In figures, we use Times for 
readability. Code snippets are rendered in a constant-width font (int). In a few special 
cases we'll need to wrap long lines, in which case we'll use the symbol -l at the end of 
the wrapped line to indicate that the text continues. 

Historical notes and asides will be indented and rendered in this smaller font. 

Network Traces 
The network traces in this book are all traces of real sessions, mostly captured on the 
author's home ethemet. A variety of client and server programs were used, including 
OpenSSL, Netscape Navigator, Internet Explorer, and qmail. The traces were captured 
using the tcpdump program and stored to disk. The author's ssldump SSL decoding 
package was used to generate the traces shown in the text. tcpdump can be obtained 
from http://www. tcpdump. org/. ssldump can be obtained from 
http://www.rtfm.com/ssldump/. 

Source Code 
This book contains a number of snippets of source code. The source code in Chapters 8 
and 9 were written by the author and are Copyright© 1999-2000 Eric Rescorla. They 
may be used and reproduced for any purpose and without fee but no warranty of any 
kind is provided. Machine-readable versions are available from the author's Web site at 
http://www.rtfm.com/sslbook/examples. 
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The Java source code in Chapter 5 is part of the PureTLS Java SSL/fLS implemen­
tation. It may be obtained at http://www. rtfm. com/puretls. This source code 
is covered by the following copyright. 

Copyright (C) 1999, Claymore Systems, Inc. 

All Rights Reserved. 

ekr@rtfm.com Tue May 18 09:43:47 1999 

This package is a SSLv3/TLS implementation written by Eric Rescorla 

<ekr@rtfm.com> and licensed by Claymore Systems, Inc. 

Redistribution and use in source and binary forms, with or without 

modification, are permitted provided that the following conditions 

are met : 

l. Redistributions of source code must retain the above copyright 

notice, this list of conditions and the following disclaimer. 

2. Redistributions in binary form.must reproduce the above copyright 

notice, this list of conditions and the following disclaimer in the 

documentation and/or other materials provided with the distribution. 

3. All advertising materials mentioning features or use of this software 

must display the following acknowledgement: 

This product includes software developed by Claymore Systems, Inc. 

4. Neither the name of Claymore Systems, Inc. nor the name of Eric 

Rescorla may be used to endorse or promote products derived from this 

software without specific prior written permission. 

THIS SOFTWARE IS PROVIDED BY THE REGENTS AND CONTRIBUTORS ''AS IS'' AND 

ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE 

ARE DISCLAIMED. IN NO EVENT SHALL THE REGENTS OR CONTRIBUTORS BE LIABLE 

FOR ANY DIRECT, INDIRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL 

DAMAGES (INCLUDING, BUT NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS 

OR SERVICES; LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, STRICT 

LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) ARISING IN ANY WAY 

OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED OF THE POSSIBILITY OF 

SUCH DAMAGE. 
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The SSL session caching example in Appendix A is from Ralf S. Engelschall's 
(rse's) Mod_ssl package, available at http://www. modssl. org/, The version 
used is 2.6.1-1.3.12. It is subject to the following copyright. 

Copyright (c) l998-1999 Ralf S. Engelschall. All rights reserved. 

Redistribution and use in source and binary forms, with or without 

modification. are permitted provided that the following conditions 

are met: 

1. Redistributions of source code must retain the above copyright 

notice, this list of conditions and the following disclaimer. 

2. Redistributions in binary form must reproduce the above copyright 

notice, this list of conditions and the following 

disclaimer in the documentation and/or other materials 

provided with the distribution. 

3. All advertising materials mentioning features or use of this 

software must display the following acknowledgment: 

"This product includes software developed by 

Ralf S. Engelschall <rse@engelschall.com, for use in the 

mod_ssl project (http: //www.modssl.org/)." 

4. The names "mod_ssl" must not be used to endorse or promote 

products derived from this software without prior written 

permission. For written permission, please contact 

rse@engelschall.com. 

5. Products derived from this software may not be called "mod ssl" 

nor may 11 mod_ssl 11 appear in their names without prior 

written permission of Ralf S. Engelschall. 

6. Redistributions of any form whatsoever must retain the following 

acknowledgment: 

"This product includes software developed by 

Ralf S. Engelschall <rse@engelschall.com> for use in the 

mod ssl project (http://www.modssl.org/) ." 

THIS SOFTWARE IS PROVIDED BY RALF S. ENGELSCHALL ''AS IS'' AND ANY 

EXPRESSED OR IMPLIED WARRANTIES, INCLUDING, BUT NOT LIMITED TO, THE 

IMPLIED WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR 

PURPOSE ARE DISCLAIMED. IN NO EVENT SHALL RALF S. ENGELSCHALL OR 

HIS CONTRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT, INCIDENTAL, 

SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT 

NOT LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; 
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LOSS OF USE, DATA, OR PROFITS; OR BUSINESS INTERRUPTION) 

HOWEVER CAUSED AND ON ANY THEORY OF LIABILITY, WHETHER IN CONTRACT, 

STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENCE OR OTHERWISE) 

ARISING IN ANY WAY OUT OF THE USE OF THIS SOFTWARE, EVEN IF ADVISED 

OF THE POSSIBILITY OF SUCH DAMAGE. 
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1 

Security Concepts 

1.1 Introduction 

This chapter is intended to provide a basic introduction to communications security and 
cryptography. Communications security is a complicated topic and many fine books 
have been written about it. Our intent here is not to provide an exhaustive discussion of 
the topic but rather to teach you enough to understand the concepts and terminology that 
will be used throughout the rest of the book. Readers who are already familiar with 
cryptography and communications security should feel free to skip this chapter entirely. 

We start by explaining the sorts of threats we're concerned about and the various 
sorts of security services we can provide. Next we provide a broad overview of crypto­
graphic algorithms and how to put them together to provide these security services. 
Finally, we discuss some details of the various algorithms which will be relevant when 
we discuss their use in SSL/TLS. 

1.2 The Internet Threat Model 

The first thing that we need to do is define our threat model. A threat model describes 
what resources we expect the attacker to have available and what attacks the attacker 
can be expected to mount. Nearly every security system is vulnerable to some threat or 
another. To see this, imagine that you keep your papers in a completely unbreakable 
safe. That's all well and good, but if someone has planted a video camera in your office 
they can see your confidential information whenever you take it out to use it, so the safe 
hasn't bought you that much. 

Therefore, when we define a threat model, we're concerned not only with defining 
what attacks we are going to worry about but also those we're not going to worry about. 
Failure to take this important step typically leads to complete deadlock as designers try 
to figure out how to counter every possible threat. What's important is to figure out 
which threats are realistic and which ones we can hope to counter with the tools avail­
able to us. 

Designers of Internet security protocols typically share a more or less common 
threat model. First, it's assumed that the actual end systems that the protocol is being 
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executed on are secure. Protecting against attacks where one of the end systems is under 
the control of the attacker is extraordinarily difficult, if not impossible. This assumption 
comes with two caveats. First, compromise of any single end system shouldn't break 
security for everyone. There should be no single point of failure . For instance, if an 
attacker breaks system A, then all communications between B and A may be compro­
mised, but communications between B and C should be safe. If we must have a single 
point of failure it must be possible to harden it against attack. Second, attackers may 
control systems that attempt to pose as legitimate end systems. All we're assuming is 
that users can expect that their own machines haven't been compromised. 

Other than that, we assume that the attacker has more or less complete control of the 
communications channel between any two machines. He can certainly inject packets 
into the network with arbitrary address information, both for the sender and the receiver, 
and can read any packet that is on the network and remove any packet packet he 
chooses. Any packet you receive must be assumed to potentially come from the attacker 
and any packet you send might be modified in transit. An attack that depends on the 
attacker writing data to the network is known as an active attack. An attack that merely 
involves reading data off the network is known as a passive attack. 

An obvious corollary of the assumption that the attacker can modify traffic is that 
the attacker can shut down all communication between any pair of machines simply by 
removing all relevant packets. This is one form of denial-of-service attack. Another 
form would be to force you to use up enormous CPU resources responding to connec­
tions. Conventionally, protocol designers don't worry about denial-of-service attacks, 
not because these attacks aren't important but because they're extraordinarily difficult to 
prevent. 

One of the most important functions of a threat model is to arrange that security 
doesn ' t become more expensive than it is worth. Security measures should be employed 
only up to the point where the cost to implement them doesn't exceed the expected risk. 
Failure to make this judgment correctly can easily lead to a situation where no risk is 
judged acceptable and thus no acceptable system can be designed. 

Part of the risk calculation is the effort required by the attacker to mount a given 
attack, and cost generally increases with each attack prevented. No security system is 
resistant to every attack. The function of a security model is to allow designers to deter­
mine which attacks are worthwhile to prevent. 

However, accurately estimating how much security you need requires accurately 
estimating the attacker's capabilities. If an attack that was originally considered imprac­
tical is discovered to be simple, then there will be a window of vulnerability while peo­
ple adjust their security models and implementations to compensate. 

1.3 The Players 

To make it easier to understand the various examples we'll be discussing in this chapter, 
we'll use the same names repeatedly for the various parties. By convention, the two 
communicating parties are referred to as Alice and Bob, after the names used in the 
original RSA paper [Rivest1979]. The attacker is known merely as "the attacker." 
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1.4 The Goals of Security 

Most people speak of security as if it were a single monolithic property of a protocol, 
but as the previous discussion shows, that's clearly not true. Depending on precisely 
what capabilities the attacker has, he poses different risks to the security of our data. 
Communications security consists of a number of distinct but somewhat related proper­
ties. Exactly how these are partitioned depends on whom you're talking to. The parti­
tioning we've found most useful is to divide them into three major categories: confiden­
tiality, message integrity, and endpoint authentication. 

Confidentiality 
When most people think of security, they think of confidentiality. Confidentiality means 
that your data is kept secret from unintended listeners. Usually, these listeners are eaves­
droppers. When the government taps your phone, that poses a risk to your confidential­
ity. (Incidentally, it's also a passive attack, unless the Fed on the line starts trying to imi­
tate your voice.) 

Obviously, if you have secrets, you're concerned that no one else knows them and 
so at minimum you want confidentiality. When you see spies in the movies go into the 
bathroom and tum on all the water to foil bugging, the property they're looking for is 
confidentiality. 

Message Integrity 
The second primary goal is message integrity. The basic idea here is that we want to be 
sure that the message we receive is the one that the sender sent. In paper-based systems, 
some message integrity comes automatically. When you receive a letter written in pen 
you can be fairly certain that no words have been removed by an attacker because pen 
marks are difficult to remove from paper. However, an attacker could have easily added 
some marks to the paper and completely changed the meaning of the message. 

On the other hand, in the electronic world, since all bits look alike, it's trivial to 
tamper with messages in transit. You simply remove the message from the wire, copy 
out the parts you like, add whatever data you want, and generate a new message of your 
choosing, and the recipient is no wiser. This is the equivalent of the attacker taking a let­
ter you wrote, buying some new paper, and recopying the message with changes. It's 
just a lot easier to do electronically because all bits look alike. 

Endpoint Authentication 
The third property we're concerned with is endpoint authentication. What we mean by 
this is that we know that one of the endpoints in the communication (typically the 
sender) is the one we intended. Without endpoint authentication, it's very difficult to 
provide either confidentiality or message integrity. For instance, if we receive a message 
from Alice, the property of message integrity doesn't do us much good unless we know 
that it was in fact sent by Alice and not the attacker. Similarly, if we want to send a 
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confidential message to Bob, it's not of much value to us if we're actually sending a 
confidential message to the attacker. 

Note that endpoint authentication can be provided asymmetrically. When you call 
someone on the phone, you can be fairly certain that you have the right person-or at 
least that you got a person who's actually at the phone number you called. On the other 
hand, if they don't have caller ID, then the receivers of a phone call have no idea who's 
calling them. Calling someone on the phone is an example of recipient authentication, in 
which you know who the recipient of the call is (it's difficult but not impossible to com­
promise the phone network), but they don't know anything about the sender. 

On the other hand, cash is an example of sender authentication. A dollar bill is like a 
message signed by the government. The government has no idea who's got any given 
dollar bill, but you can be fairly certain that any bill was actually printed by the U.S. 
Mint because currency is difficult to forge. 

A Physical Example 
To make this all a little clearer, let's examine a physical system that provides all three 
properties together and see how the various physical security features interact to provide 
each property. We'll start with a system with no security features and keep making 
changes until we have all the security features we want. 

You receive a postcard in the mail, addressed to you, ostensibly from Alice. What 
can you know about it and its contents? Not much. Any random eavesdropper could 
have read it, and they could have changed it as well. 

One potential improvement might be for Alice to write a letter instead of a postcard 
and put the letter in an envelope. Does this improve the situation? Not much, actually. 
By examining the envelope, you can be fairly confident that it wasn't tampered with (it 
could have been steamed open, but you can get envelopes that are resistant to this), so 
you might think that you've got confidentiality and message integrity for the contents. 
This isn't necessarily true. The attacker could have opened the original envelope, read 
the message or modified the contents, and then resealed it in a new envelope. Sq, in fact, 
you can't have any confidence in the message at all. Both message integrity and confi­
dentiality have collapsed because you don't have sender authentication. 

Note that from Alice's perspective, the situation is even worse. As far as she knows, 
the message was opened as soon as the mail carrier picked it up from her door. We'll 
show how to fix this problem a little later. 

The traditional way to ensure that a letter is not opened in transit is to affix a wax 
seal across the envelope flap. It's possible to open and reattach such seals, but let's 
assume for the moment that it wasn't possible. Another more modem approach is for the 
sender to sign across the flap. Assuming that you recognize either the seal or the 
sender's signature, you can have some confidence that the envelope arrived unopened, 
because signatures are difficult to forge. 

However, we can have this confidence only if we have some way of knowing who 
ought to have sent us the message. What if the attacker opened the envelope and then 
resealed it with his own envelope, and signed his own name across the flap? If we didn't 
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know that the signature should in fact be Alice's, we wouldn't be able to detect this 
attack. 

To see why this would be useful, imagine that the envelope contains an order form 
for something, along with Alice's credit card number. The attacker changes the message 
to have his shipping address but Alice's credit card number and reseals the envelope. 
You incorrectly ship to the attacker and bill Alice. This attack is very difficult to stop 
with the sorts of technology we've discussed so far. 

The mechanisms we've been talking about so far-envelopes, seals, etc, are tamper­
evident. The receiver can tell that the contents were tampered with, but can't stop it from 
happening. The easiest way to stop this new attack is to use packaging that's tamper­
resistant. (The phrase tamper-proof is often used, but that seems overly optimistic.) 
Imagine that instead of sending a letter, Alice sends us a safe containing the letter. The 
only two keys to the safe are in Alice's and our possession. 

This pretty much fixes the problem entirely. Because you have the only other key 
and you know that you didn't send the letter yourself, you can be quite confident that 
Alice sent it, so you have sender authentication. Because no one besides you or Alice 
can open the safe, you know that it hasn't been opened and read or modified in transit, 
so you've got confidentiality and message integrity as well. Similarly, Alice knows that 
no one else but you can open the safe, so she can be assured that she has recipient 
authentication, confidentiality, and message integrity. 

This approach has (at least) one serious problem. You have to exchange one of a 
pair of keys with everyone with whom you might ever want to communicate. If you 
think about how many messages the typical business sends in a day, you'll see that this 
method is inconvenient. 

This example is useful for two purposes. First, it illustrates the various security ser­
vices we might wish to provide. Just as important, it illustrates the concept of the threat 
model. Because it's fairly expensive to go around mailing safes, this isn't a very practi­
cal approach, and people typically settle for lower levels of security and just assume that 
the postal service is trustworthy. For particularly confidential information, they might 
use a courier, but that's about the typical limit of their concern. Attackers who are able 
to open the mail and arbitrarily change it just aren't part of the standard business threat 
model. The cost of providing high security for every message mailed is simply so high 
that no company can afford to do so. 

1.5 Tools of the Trade 

Note that we haven't even mentioned cryptography yet. We're going to get to it now. 
Cryptology is the theory of designing the various algorithms we use to provide security. 
Cryptography is the study of using these algorithms to secure systems and protocols. 
This section is going to provide a broad overview of the types of cryptographic algo­
rithms available to us. The next section will discuss how to use them to provide security 
services. 
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Encryption 

Conceptually, the easiest sort of algorithm to understand is encryption. The idea is sim­
ple: an encryption algorithm takes some data (called plaintext) and converts it to cipher­
text under control of a key. The ciphertext looks like random data and no useful informa­
tion about the plaintext (except possibly the length) can be gathered without knowing 
the key. The key is usually just a short random string, usually on the order of 8-24 
bytes. The relationship between these elements is shown in Figure 1.1. 

Plain text 
Encrypt ___ __,_ Ciphertext Decrypt Plain text 

Figure 1.1 Encryption and decryption 

An encryption algorithm should be viewed as providing pure confidentiality. The 
exact effects on the plaintext of tampering with the ciphertext vary depending on the 
exact encryption algorithm used, but such tampering is often quite difficult to detect. 
Thus, when we receive a message that has only been encrypted, we don't know that it 
hasn't been tampered with. 

A good encryption algorithm should have its security totally determined by the 
number of possible keys. The fastest attack should be exhaustive search: given a cipher­
text, the attacker tries each key one at a time until he finds a key that produces a plausi­
ble decryption. The security of the algorithm should depend solely on the secrecy of the 
key. The algorithm should not need to be secret to be secure. 

An attack in which the attacker knows the plaintext corresponding to the ciphertext 
is called a known plaintext attack. An attack in which the attacker doesn't know the 
plaintext is called a ciphertext only attack. Even if the attacker doesn't know the details 
of the plaintext, he may know something about it, which would allow him to mount a 
ciphertext only attack. For instance, the attacker may know that the plaintext is ASCII, 
in which case any decryption that includes non-ASCII characters must be using the 
wrong key. 

Because the sender and the recipient share the same key (which key must be kept 
secret), what we've just described is sometimes referred to as secret key cryptography, 
as opposed to public key cryptography, which we'll talk about in a little bit. 

Encryption algorithm design has been a very active field, and there are tens if not 
hundreds of available algorithms. The most popular algorithms include the Data 
Encryption Standard (DES) [NIST1993a], Triple-DES (DES repeated three times) 
[ANSI1985] , RC2 [Rivest1998], and RC4 (no official RC4 specification has ever been 
published but see [Schneier1996a] for a description). 

Message Digest 
A message digest is simply a function that takes as an input an arbitrary length message 
and outputs a fixed-length string that is characteristic of the message. The most impor­
tant property of a message digest is irreversibility. It should be extremely difficult to 
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compute a message given its digest. It's easy to show via a counting argument that the 
digest value doesn't give enough data to generate the original message; the number of 
possible messages (of arbitrary length) is far longer then the number of fixed-length 
digests; many messages must map to a single digest, making it impossible to reverse the 
function. However, for a digest to be secure, it must be difficult to generate any of the 
messages that digests to this value. By difficult, we mean that you need to search a mes­
sage space of proportional size to the size of the digest in order to find a matching mes­
sage text. 

The second important property of a message digest is that it should be difficult to 
produce two messages M and M' such that they have the same digest. This property is 
known as collision-resistance. It turns out that the strength of any message digest 
against finding collisions is only half the size of the digest, so a 128-bit digest is only 64 
bits strong against collisions; it requires roughly 264 operations to generate a collision. 
As a consequence, the limiting factor in choosing a digest length is usually strength 
against collisions rather than strength against reversibility. 

The primary uses for message digests are for the computation of digital signatures 
and message authentication codes (MACs), both of which we'll talk about later in this 
chapter. However, there's at least one use of simple digests that's obvious now: they can 
be used to prove possession of a secret without revealing the secret. Imagine that you've 
invented something new and you want to show that you invented it first without actually 
telling anyone what it is. You write the secret down, compute the digest, and publish the 
digest in the newspaper classified ads. Then, if anyone challenges your primacy, you can 
show them the original text and they can independently verify the digest. 

The most widely used message digest algorithms are Message Digest 5 (MD5) 
[Rivest1992] and Secure Hash Algorithm 1 (SHA-1) [NIST1994a]. The term hash algo­
rithm is often used synonymously with the term message digest, because digest algo­
rithms are superficially similar to normal hash algorithms. I'll be using the terms hash 
and digest interchangeably throughout the text. 

Message Authentication Codes 

Imagine that Alice and Bob share a key and Alice wants to send Bob a message that he 
will know is from her. If she wanted to encrypt it, that would be straightforward-she'd 
just use the key they share as an encryption key. But as we said, this doesn't provide any 
real assurance that the message hasn't been tampered with, and only some assurance 
that it's from Alice. What we need is a new tool, the message authentication code 
(MAC). A MAC is sort of like a digest algorithm, but it also incorporates a key into the 
computation, so the MAC is dependent on both the key being used and the message 
being MACed. Actually, MACs are usually constructed from digest algorithms . 

Although there have been a number of attempts to construct MACs based on various 
digest algorithms, the Internet security community seems to be settling on a construct 
called HMAC [Krawczyk1997], which describes how to create a MAC with provable 
security properties based on any digest for which a certain somewhat reasonable set of 
assumptions holds. A variant of HMAC is used in SSLv3, and HMAC itself is used 
in TLS. 
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The Key Management Problem 

With the addition of a MAC to our toolbox, we now have an electronic system equiv­
alent to mailing safes around, as we discussed at the beginning of the chapter. Naively, 
Alice can take our message, encrypt it with our shared key, add a MAC also based on 
the shared key, and send it to Bob. She knows that only Bob can read it because only 
Bob has the shared key needed to decrypt it. Similarly, Bob knows that only Alice could 
have sent the message because only Alice has the shared key needed to create the MAC 
on the message. Thus, he knows that Alice sent the message and that it hasn't been tam­
pered with. 

So, we have everything we need, right? Wrong. Although these messages are lighter 
than safes and thus cheap to mail around, we still have the problem of sharing a key 
with everyone we communicate with. This is inconvenient because it means having all 
those keys floating around. But more important, it means that you must actually meet 
everyone with whom you want to communicate in order to exchange keys. This puts a 
damper on your being able to buy anything over the Internet unless you've personally 
met the vendor. This inconvenience is referred to as the key management problem. 

Key Distribution Centers 

The most popular solution to the key management problem is public key cryptography 
(PKC), which we'll talk about in the next section, but there is also a fix for the key man­
agement problem using only the tools we've talked about so far. The basic idea is that 
we use a trusted third party, which we trust to authenticate other parties to us . The third 
party is usually implemented as a secure machine somewhere on the network. This 
machine is called a key distribution center (KDC). Each person who wants to communi­
cate securely shares a key with the KDC. When Alice wants to communicate with Bob, 
she sends a message to the KDC, protected with the key she shares with the KDC, 
requesting to communicate with Bob. The KDC generates a new encryption key for the 
Alice-Bob communication and returns it in a message called a ticket. 

A ticket consists of two messages in one. The first is a message to Alice with the 
new key. The second is a message to Bob encrypted under Bob's key containing the new 
key. Alice forwards Bob's half of the ticket to Bob and now Alice and Bob share a key. 
The basic version of this protocol was invented by Needham and Schroeder [Need­
ham1978], but the most widely deployed variant is Kerberos, which is used extensively 
for authentication and encryption at MIT, among other places (see [Miller1987]). 

This scheme has two primary drawbacks. First, the KDC must be online all the time 
because no communication can be initiated when it's offline. Second, the KDC can read 
all the traffic sent by any two parties. It can also forge traffic between two parties. Worse 
yet, if the KDC is ever compromised, all traffic sent between any two KDC users is 
compromised. This is not good. Nevertheless, there has been a fair amount of interest in 
this type of protocol for closed systems. 
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Public Key Cryptography 
In 1976, some very smart people at Stanford figured out a better way to solve the key 
management problem. In the article "New Directions in Cryptography" [Diffie1976], 
Whitfield Diffie and Martin Hellman suggested what we now know as public key cryp­
tography. The basic idea is that you have a function in which encryption and decryption 
use different keys. You publish your encryption key (the public key) but keep your 
decryption key (the private key) secret. (Because the public and private keys are differ­
ent, public key cryptography is sometimes called asymmetric cryptography and secret 
key cryptography is sometimes called symmetric cryptography). This means that anyone 
can send you a secret message without ever meeting you. This solves the confidentiality 
part of the equation while eliminating the inconvenience of preshared keys. 

As it turns out, public key cryptography was also invented by one of the British intelli­
gence agencies, the Communications-Electronics Security Group (CESG) during 1970 to 
1974. They referred to the practice as non-secret encryption (NSE). Interestingly, the 
techniques invented include both Diffie-Hellman and a variant of RSA, which implies 
that these methods are somehow fundamental. However, the results were classified and 
the academic community reinvented both techniques independently. The prior existence 
of these techniques in the intelligence community was only revealed in 1998. [Ellis1987] 
details the history of NSE. [Ellis1970] describes a demonstration that NSE was possible. 
[Cocks 1973, Williamson1974, Williamson1976] describe the specific techniques. 

It turns out that PKC has a solution to the authentication part of the problem, too. Your 
private key can be used to create something called a digital signature, which bears the 
same relationship to a MAC that public key encryption bears to secret-key encryption; 
you use your private key to sign a message and the receiver uses your public key to 
verify your signature. Note that a digital signature has one important property that a 
MAC does not: nonrepudiation. Either sender or receiver can generate a MAC, but only 
the signer can generate a signature. Thus, the recipient can prove that the sender signed 
the message and the sender cannot deny it. 

Certification 

Unfortunately, what we have so far doesn't completely solve the key management prob­
lem, though it gives us the tools we need to solve it. The easiest way to see what is still 
wrong is to ask how the parties get each other's public keys. If the keys are published 
electronically or if they're exhanged by the communicating parties, then an attacker can 
tamper with them while they are in transit to the receiver. When two parties want to 
communicate, the attacker intercepts their keys and instead sends his own key to each 
party. Thus, each party encrypts to him and then he reencrypts to the real recipient, as 
shown in Figure 1.2. This is called a man-in-the-middle attack. 
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Alice Attacker 

Data 
trackers 

Figure 1.2 The man-in-the-middle attack 

Chapter 1 

Bob 

However, if keys are published physically, it's a major inconvenience. The solution is 
(again) to have a trusted third party, called a Certificate Authority (CA). The CA pub­
lishes a directory signed with the CA's private key. In actual practice, rather than signing 
a directory, what the CA does is sign individual messages which contain both the name 
of the key owner and his public key. These messages are generally known as certificates, 
hence the name certificate authority. The primary standard for certificates is X.509 
[ITU1988a] profiled for the Internet in RFC 2459 [Housley1999a]. 

The CA's public key is published in some physical form, but there aren't many CAs 
and they don't change their keys often, so it's not such a big problem. In actual practice, 
CA keys are usually compiled into the software that needs them so that they are dis­
tributed with that software. This makes a lot of sense when the software is shipped on 
CD-ROM or floppy, but sometimes that software is just downloaded, in which case 
we're right back where we started-which just goes to show that people often don't act 
rationally. 

Figure 1.3 shows an expanded view of a public key certificate. The details aren't 
that important, but notice the basic structure: The certificate contains an issuer name 
(the name of the signer of the certificate, in this case "Secure Server ... "), subject name 
(the name of the holder of the key that the certificate vouched for, in this case 
"www.amazon.com ... "), the subject public key (the key itself), a bunch of control infor­
mation such as expiry date and serial number, and a signature over the whole data 
object. 
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version: vl 
serial number: 2A 17 EF 73 97 07 74 7B E2 4B FB 

61 95 DB 4D 77 

signature 
algorithm: md5WithRSAEncryption 

issuer: 
C=US 
O=RSA Data Security, Inc. 
OU=Secure Server Certification Authority 

validity 
not before: Sat Jan 2 8 02:21 : 56 1995 
not after: Thu Feb 15 02:21 : 55 1996 

subject: 
C=US 
ST=Washington 
L=Seattle 
O=Amazon.com, Inc . 
OU=Software 
CN=www.amazon.com 

subject public key 
algorithm: rsaEncryption 
modulus 

bit length: 1024 
value: 

00 ca lB BB FA 40 C3 SB E3 46 3F 17 10 56 19 64 C4 F4 F9 
cc AE CA F7 OB 02 lC C3 2D 27 60 91 16 co Al 23 BB CA 90 
77 31 25 CA D9 DE BO 87 FS 25 C9 12 7A 95 DF DC 6C E4 lC 
C3 31 9F 77 BE 69 3E 9F BB 35 BF F3 3D BA 7A 72 DA SD oc 
60 91 29 FB 89 67 so SC 32 46 63 F2 FF 42 9D 24 F2 DC 6F 
ES CA D3 CD 3A AB 9D SF A9 4D BO 82 91 E3 D3 EA AA EF 78 
BA Cl 06 B6 6D EA 56 BB 7E 68 SD AF 4D 85 AF 

public exponent: 
bit length: 2 
value: 03 

signature 
value: 

03 43 60 4B SB 4B Fl 78 56 BF B4 9B 81 E6 EE OD 19 lB 4E 43 BD 
D9 C7 62 62 55 32 C7 15 A4 33 3A CA OE 60 ES FE D7 53 94 C6 AC 
17 DO CE 7B 11 27 oc 3B 26 19 6D 35 55 4C DB 26 F4 SF F0 90 OD 

90 7F FC 39 47 FE EE B4 72 92 93 BF 93 7F SC 56 38 10 FS ES 58 
BS 6C 3E E0 B4 55 SD 74 BE 84 Fl 53 67 49 SB 14 12 E6 A7 59 A9 
97 9E 6C E4 59 A6 BF 4E 7E BS D9 2D 80 3F 38 3C 4C 11 A7 37 

Figure 1.3 A public key certificate 
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Public key solutions involving certification still involve a trusted third party (the CA), 
but they do fix the primary problems we described with KDC-based systems. Because 
the same certificate can be used to prove one's public key to anyone, the CA doesn't 
have to be online in order for Alice and Bob to communicate. And because the CA 
doesn't have access to anyone's private keys, it can' t read any of the messages. 

Distinguished Names 
The subject name and the issuer name in the certificate are X.500 distinguished names 
(DNs) [ITU1988b]. The idea behind a distinguished name is to provide a unique name 
for every network entity. In order to do this, a DN has a hierarchical structure. A DN 
consists of a series of relative distinguished names (RDNs). RDNs are like components 
of DNS names. Each RDN specifies the name of the entity in the namespace of some 
other entity. Thus, the highest-level RDN must be globally unique, but each RDN under 
that must be unique only within the scope of the previous RDNs. RDNs have structure 
as well. Each RDN consists of a series of attribute-value assertions. An AVA is basi­
cally a key/value pair. Figure 1.4 shows a possible sample DN. 

Country= US 

Organization = RTFM 

Organizational Unit = Consulting 

Common Name = Eric Rescorla 

Figure 1.4 A sample DN 

Each box in Figure 1.4 represents an RDN. Thus, the top-level RDN contains one AVA, 
with the attribute being Country and the value being US, and so on. Note that although 
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in theory each RDN may have multiple AVAs, in practice, they almost always have just 
one. Similarly, although in theory any AVA may appear at any level, in practice they go 
from least specific (country) to most specific (common name-roughly corresponding to 
your name-or e-mail address). It's quite common to render distinguished names in text 
form, in which case the attribute names are abbreviated. The name in Figure 1.4 would 
be rendered 

C=US, O=RTFM, OU=Consulting, CN=Eric Rescorla 

Extensions 
Certificates contain a standard set of values, but it's quite common to want to put other 
information in them. X.509 version 3 provides for an arbitrary series of extensions. 
Extensions are simply type-value pairs. Although X.509 allows for private extensions, a 
number of standard extensions have been provided. The three important ones for our 
purposes are 

subjectAltName contains other names for this user. These may be other DNs, but may 
also be other name forms, including dNSName (a DNS hostname) and emailAddress 
(an e-mail address). 

keyUsage contains a bitmask of acceptable uses for this key, including signing, encryp­
tion, etc. 

extendedKeyUsage allows a list of arbitrary object identifiers (OIDs), (see the ASN.1, 
BER, and DER section) listing detailed possible uses for this key. 

Certificate Revocation 
Consider the case where user's key is compromised by being lost or exposed. We'd like 
to have some way to communicate to other users that a public key and the certificate 
verifying it were no longer to be trusted. The most common way to approach this prob­
lem is to use something called a Certificate Revocation List (CRL, pronounced "krill"). 

A CRL is a signed, dated list of all the certificates that have been revoked, that is, 
they are no longer considered to be valid. Assuming that the CA in question issues 
CRLs, verifying a certificate requires obtaining the appropriate (latest) CRL and check­
ing that the certificate doesn't appear on that list. 

Unfortunately, CRLs don't work very well, for two reasons. First, they need to be 
issued periodically, which means that there is a window of vulnerability between the 
time period when a CRL issues and the next CRL is due. The key might have been com­
promised but users can't tell because the CRL on which it would have appeared has not 
been issued. Second, CRL distribution is problematic. CRLs can get rather large and 
either protocols need to carry them around or users need to get them from the CAs, 
which requires the CA to be online. 

If the CA is going to be online, it can also provide online certificate status. This can 
provide completely up-to-date revocation status. The user can make a request of the CA 
for the status of a given certificate and the CA provides a signed response. The Online 
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Certificate Status Protocol (OCSP) [Myers1999] can be used to do this job. However, 
the need to sign these responses creates a high load on the server CPU. Obviously, this 
is undesirable. Some optimizations that reduce this load [Kocher1996a] have been 
described but are not in wide deployment. 

ASN.1, BER, and DER 
ASN.1 falls into the category of "highly unpleasant things that it is sometimes necessary 
to know." A lot of our basic security tools, in particular X.509 certificates, end up being 
defined using ASN.1. ASN. l was designed as part of the International Telecommunica­
tions Union's Open Standards Interconnect (OSI) effort as a description language for 
the OSI protocols. The basic idea was to create a system for describing data structures 
that would allow machine generation of data encoders and decoders (generically, 
codecs). 

This seemed like a good idea at the time: you have a language which can be used to 
describe data formats as structured types, much like that for C structs and Java classes. 
This language is called Abstract Syntax Notation 1 (ASN.I). You also describe how to 
map structures in this language into data encodings on the wire. This allows you to write 
a compiler that does two things: 

1. Generate mappings from ASN.1 structures to whatever language you're using 

2. Automatically generate codecs for the structures 

Unfortunately, ASN.1 is complicated and counterintuitive, making it hard to write the 
ASN .1 specifications themselves as well as making compilers fairly complicated. Worse 
yet, apparently on the theory that more is better, the people who designed ASN.1 
defined not one but upwards of four different sets of encoding rules for laying out the 
data on the wire. Each encoding serves a slightly different set of goals, but the result is a 
confusing mess. 

The two ASN.1 encoding rules we'll be concerned with are Basic Encoding Rules 
(BER) and Distinguished Encoding Rules (DER). Whereas BER allows several ways to 
encode any given piece of data, DER is a subset of BER that picks one and sticks with it 
so that you can be sure that any given structure will be encoded the same way by any 
codec. The advantage of BER is that it is often more efficient to BER encode data than 
to DER encode it. However, if you are digitally signing data, you want semantically 
equivalent messages to always have the same encoding, and so you need DER. 

We're not even going to try to describe how to read ASN.1 in any detail. In order to 
get the general idea, all you really need to know is that it's like C structures except that 
the type definitions are backwards: the name comes first and the data type comes sec­
ond. Figure 1.5 shows a sample ASN.l structure. What it says is that Foo is a sequence 
of two elements, bar and mumble. bar is of type INTEGER and mumble is of type BIT 
STRING. 

Ex.1015 
Askeladden, L.L.C. / Page 42 of 532



Section 1.6 

Foo ::= SEQUENCE { 
bar INTEGER, 
mumble BIT STRING 

Putting It All Together 15 

Figure 1.5 A sample ASN. l structure 

This example should give you enough information to get the general idea of what 
ASN.1 structures mean. If you're interested in the details, your best bet is to refer to 
[RSA1993a]. The actual standard is in [ITU1988c] and [ITU1988d]. 

For the purposes of this book, you only really need to know about one other thing: 
object identifiers (OIDs). OIDs are globally unique byte strings assigned to any kind of 
object, such as algorithms, keyusages, etc. The OID space is federated-ISO has 
assigned sections of the OID space to various entities who can further divide the space 
among other entities. Thus, a large number of organizations can assign OIDs and it's 
possible to get your own OID section (called an arc) if you want to assign private but 
unique OIDs. 

1.6 Putting It All Together 

We now have enough pieces to build some simple security systems. The system we're 
about to describe sounds complicated, but it's important to realize that nearly every 
piece of communcations security technology we'll be discussing is built from one of 
four simple pieces: encryption, digest, public key encryption, and digital signature. 
These pieces are often called security primitives, and primitives can be combined to 
build more complicated structures. 

For instance, public key methods are much slower than secret key methods, so it's 
convenient to combine the two techniques, using public keys to exchange secret keys. 
To encrypt a message, Alice generates a random secret key (variously called a session 
key, message encryption key, content encryption key, or data encryption key) and 
encrypts it under Bob's public key, which she gets from Bob's certificate. She then 
encrypts the message with a symmetric algorithm using the session key. This combina­
tion of public key encryption and symmetric encryption provides fast message encryp­
tion with the benefits of certificate-based key management. 

Similarly, digital signature algorithms are very slow and can only be used with 
small messages. But combined with message digests, they can be used to efficiently sign 
large messages. To sign a message, Alice computes the message digest of the message 
and signs that digest with her private key. The combination of message digests and digi­
tal signatures provides message integrity and sender authentication without shared keys. 
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1. 7 A Simple Secure Messaging System 

Let's start by designing a simple secure messaging system that would be suitable for 
ending secure e-mail messages. A large number of such protocols have been designed, 

including S/MIME [Dus e1998], PGP [Atkin 1996], and PEM [Linn1993 Kentl993, 
Balenson1993, Kaliski1993]. All of them follow the same basic model, which we will 
now describe. 

The sending process, shown in Figure 1.6, closely follows the description of the pre­
vious section. 

1. Alice computes the message digest. 

2. She signs the message digest and attaches the resulting digital signature plus her 
certificate to the message. 

3. She produces a random session key and uses it to encrypt the signed message, 
certificate, and signature. 

4. Finally, she encrypts the session key under Bob's public key and attaches the 
wrapped session key to the message. She now has a message she can send to Bob. 

Message 

i 1. Digest 

Digest 
Value 

2. Sign _ 

t 
Alice's 

Private Key 

Random 
Session Key 

Signed 
Message 

3. Encrypt 
Alice's 

Certificate 

Signature 

Bob's 
Public Key 

• 4. Encrypt 

Wrapped 
Session Key 

Encrypted 
Message 

Encrypted 
Certificate 

Encrypted 
Signature 

Figure 1.6 The message sending process 

Ex.1015 
Askeladden, L.L.C. / Page 44 of 532



Section 1.8 A Simple Secure Channel 

The receiving process, shown in Figure 1. 7, reverses these steps. 

1. Bob uses his private key to decrypt the session key. 

2. He uses the session key to decrypt the message, certificate, and digital signature. 

3. He computes the message digest of the message himself. 

4. He verifies Alice's certificate and extracts Alice's public key. 

5. He uses Alice's public key to verify Alice's digital signature. 

Bob's 
Private Key 

l 
1. Decrypt 

Wrapped 
Session Key 

Encrypted 
Message 

Encrypted 

Session 
Key 

Signed 3. Digest_ 
Message 

t 

-2. Decrypt 

4. Verify 

Digest 

Alice's 

17 

-

Certificate Certificate - Public Key 

Encrypted 
Signature + Signature 5. Verify 

Signature --
t 

Figure 1.7 The message receiving process 

1.8 A Simple Secure Channel 

The system we ve just described works pretty well if all we re doing i sending single 
message around as with e-mail but it rapidly becomes inadequate if what we want is 
to have a communications channel over which we can pass arbitrary messages. We'd 
like to be able to establish a set of secret keys that we could use for the entire connec­
tion. This would let us avoid doing expensive public key operations for every packet, 
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which is especially important for interactive applications where each keystroke might 
generate a packet. 

A second improvement we'd like to add in an interactive protocol is the ability to do 
certificate discovery. In the messaging protocol we described in the previous secion 
Alice needs to be able to get Bob s certificate before she can send him a message. This 
is done either by consulting a directory or by having Bob send a nonencrypted message 
containing his certificate. In an interactive protocol, though, Bob can send Alice his 
certificate as the first thing he does. 

A typical design for such an interactive system is to have a handshake phase where 
Alice and Bob authenticate each other and establish a set of keys. They then move on to 
a data transfer phase where they use those keys to actually transmit the data they're 
interested in. The rest of this section builds a simple protocol that does this job. We'll 
call it Toy Security Protocol (TSP). 

The basic stages in our protocol will be 

Handshake. Alice and Bob use their certificates and private keys to authenticate each 
other and exchange a shared secret. 

Key derivation. Alice and Bob use the agreed upon shared secret to derive a set of cryp­
tographic keys which can be used to protect the traffic. 

Data transfer. The data to be transmitted is broken up into a series of records, each of 
which is individually protected. This allows data to be transmitted as soon as it is ready 
and processed as soon as it is received. 

Connection closure. Special protected closure messages are used to securely close the 
connection. This prevents an attacker from forging closes and truncating the data being 
transferred. 

A Simple Handshake 

The first thing that Alice does is to send Bob a message saying that she's ready to com­
municate. There's no cryptographic content here. It's just a "Hello." Bob responds with 
his certificate. We've now accomplished certificate discovery, so we could go back to 
sending around individual messages like we did before, but there's a better way; what 
we actually want to do is arrange that Alice and Bob share a single secret, which we'll 
call the master secret (MS). Afterwards, Alice should know that only Bob knows the 
MS and vice versa. Then we'll use the MS to create a set of keys that we can use to 
encrypt the data. 

The fir t tep is for Alice to generate a random number to be the MS. Acrually doing 
this requires havfog a cryptographically secure random number generator which is 
trickier than it ound . There are a number of techniques, but they border on magic and 
we won't discuss them here. Once Alice has the master secret, she simply encrypts it 
under Bob's public key to produce the encrypted master secret (EMS). We've now done 
the first half of the job. Alice knows that only she and Bob have the MS. If Bob doesn't 
care about her identity, she could just send the EMS to Bob and they could start 
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communicating. This is called one-way authentication (see Figure 1.8.) This sort of 
authentication would be useful (for example) if Bob were running an Internet store and 
only needs Alice's credit card number. 

Alice Bob 

Hello 

Certificate -
Encrypr(Bob,MS) EMS 

Figure 1.8 A handshake with one-way authentication 

On the other hand, if Bob does care about Alice's identity, we need to add one more 
feature to the protocol to let him have that assurance. If Alice signs the EMS with her 
private key, then Bob can verify the signature and be sure that Alice vouches for the 
EMS she just sent. 

This new protocol also contains one new subtlety: Bob sends Alice a random num­
ber called a nonce along with his certificate (see Figure 1.9.) The idea here is to stop an 
attacker from retransmitting all of Alice's messages to Bob and convincing him that he's 
engaging in a new conversation. This attack is known as a replay attack. We'll use the 
nonce when we make keys to ensure that the keys produced by this handshake are dif­
ferent from the keys produced by any other handshake. 

Alice Bob 

Hello 

► 

Certificate, Nonce 

Sign(Alice,EocryPt(Bob,MS)) 
EMS 

Figure 1.9 A handshake with mutual authentication 
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A Simple Data Transfer Protocol 

At the end of the handshake, Alice and Bob share a master secret, but what good is that? 
The purpose of the exercise is for Alice and Bob to transfer data, not random numbers. 
In order to achieve that goal, we need an entirely different protocol whose job it is to 
arrange that. The rest of this section describes how to build a simplified one. 

Making Some Keys 

The first thing we need to do is to make some keys. In general, it's considered a bad idea 
to use the same key for more than one type of cryptographic operation. We'll see one 
reason for this in the discussion of stream ciphers later on, but you can consider it a 
form of insurance. Imagine that the attacker figured out how to break one algorithm (say 
the encryption algorithm). If you u e the same key for MAC and encryption and the 
encryption is broken then the communication is totally insecure. If you use different 
keys, then the MAC will still be secure even if the encryption is broken. 

In this case we need four keys, one for encryption in each direction and one for 
MACs in each direction. In order to do this we need a tool we haven't seen yet, which is 
typically called a key derivation function (KDF). A KDF takes the master secret and 
(usually) some other random data and creates the appropriate keys out of it. In this case, 
the KDF takes the master secret and the nonce that is transmitted by Bob. KDFs are usu­
ally constructed using message digests and we'll skip the details here. 

For convenience, we'll label these keys as follows: 
£cs-encryption key for data sent from client to server 
Mc,-MAC key for data sent from client to server 
£"-encryption key for data sent from server to client 
M,c -MAC key for data sent from server to client 

Data Records 
The next task is to describe how we're going to package the data. If we're working over 
a reliable protocol like TCP, we might imagine that we could just encrypt the data in a 
constant stream as we write it to the network. But then where would we put the MAC? 
If we simply transmit it at the end, then we don't have any message integrity until we've 
processed all the data. This isn't really any good because we can't safely act on received 
data if we don't know it hasn't been tampered with. 

The solution to this problem is to break up the data into a series of records, each of 
which carries its own MAC. When we've read a record and checked its MAC, then we 
know that it's ok and we can act on it. What we're about to describe is the minimal 
record format that does this job. 

When we read data off the wire, we need to be able to tell which data bytes are the 
encrypted data and which are the MAC. If we were willing to commit to a constant 
amount of data in each record, we could simply know which was which, but this doesn't 
work very well: in some circumstances, we want to be able to transmit one byte at a 
time, and having one-byte-long records would mean that we expanded the data 
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something like twenty times when we transmitted it. This really isn't acceptable if we 
want to transmit a lot of data in bulk. 

Since fixed-length records are so inefficient, we need some way to have variable 
length records. This means that we have to have a length field to tell us where the record 
data ends. This field has to come before the record so we know how much data to read. 
The MAC can come before or after, but it typically comes after to allow it to be 
appended to the message after it's computed. (This is a matter of programming con­
venience). This leaves us with the record format shown in Figure 1.10. 

Length Data MAC 

Figure 1.10 A simple record format 

So, when the client wants to encrypt a data block D of length L , it goes through the fol­
lowing process: 

I. Compute a MAC over the data using Me,· We'll call this MAC M. 

2. Encrypt Dusing Ee,• We'll call this C. We're assuming here that encrypting the data 
doesn't expand it. As we'll see in Section 1.13, this sometimes isn't true. 

3. Transmit LIICIIM (the II stands for concatenation). 

To read the data, the server goes through the reverse process. 

1. Read L from the wire. We now know that D is L bytes long. 

2. Now read C and M from the wire. 

3. Decrypt C using Ee, to recover D. 

4. Compute M' over D using Mc, · 

5. If M' = M then everything is ok. Process the record. Otherwise report an error. 

In other words, the MAC computation is as shown in Figure 1.11 where x is either cs or 
sc depending on which direction we're sending the data. 

Sending: 
M = MAC(Mx_D) 

Receiving: 
M' = MAC(Mx_D) 
compare M to M' 

Figure 1.11 MAC computation 
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Sequence Numbers 
Unfortunately, this simple protocol has a security hole. Because the records aren't 
labelled by the order they're transmitted in, an attacker can take a record off the wire 
and send it again to the receiver. (Remember, this is called a replay attack.) To see why 
a replay attack might be used, consider the case in which the messages are financial 
transactions and the attacker might want to arrange to be paid twice. Without protection 
again t replay attack the attacker could simply replay the me sage requesting payment. 

The current protocol also allow the attacker to remove records or reorder them. It's 
easy to think up situations in which reordering or replay attacks might be useful and 
we'll leave it as an exercise for the reader. In order to fix this problem, we need to use a 
sequence number. The first record that each side transmits is numbered 1, the second 2, 
etc. When you receive a record, you check that its sequence number is the one you 
expect. If it's not, you report an error. 

Of course, the sequence number has to be part of the input to the MAC in order to 
prevent the attacker from changing the sequence number. The easiest way to do this is 
simply to prepend the sequence number to D before it's encrypted and MACed. How­
ever, if we're communicating over a reliable protocol (like TCP), then the sequence 
number is implicit and we don't even have to transmit it. Messages will always be deliv­
ered in order, so we can just maintain a counter on either side and use it as part of the 
MAC computation: 

M = MAC(Mx_SequencellD) 

Note that the sequence number doesn't prevent the attacker replaying all of Alice's mes­
sages. However, because Bob generates a new nonce for each handshake with Alice, if 
the attacker tries this attack, Bob will generate a different set of keys (because his nonce 
will be different) and so when he goes to decrypt the data records, he'll get garbage 
rather than the plaintext, and the MAC check will fail. 

Control Information 
We have one more security problem to deal with. Remember that it's easy for the 
attacker to forge packets. Well, TCP connection closes are just another packet, so it's 
easy for the attacker to forge connection closes. That means that the attacker can mount 
a truncation attack, in which the attacker convinces one side (or both) that there is less 
data than there actually was. In order to fix this problem, we need to have some way for 
Alice to tell Bob (or vice versa) that she's done sending data. Then, if the attacker forges 
a TCP close, the victim can tell that something is wrong because the end of data mes­
sage never arrives. 

There are a number of tricks we could use to prevent this attack. For instance, we 
could say that a zero-length record means that you're done. However, in general it 
would be nice if we had some place to transmit control messages that aren't part of the 
data stream. For instance, we might want to have some way to report errors. An easy 
way to accomplish this is to have each record be typed by what kind of data it carried, 
regular or control. We can do this by adding a type field to each record, and the type 
field has to be MACed in order to protect it, as shown in Figure 1.12. 
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Length 1S~uencel 
Number Type Data MAC 

Figure 1.12 Improved record format 

The MAC would then be computed using: 

M = MAC(M,,SequencellTypellD) 

Of course, the type field isn't much good if we don ' t define some types. We'll go with 
something simple. If the type field is 0, that means just treat the record as if it were ordi­
nary data. If it's 1, that means that this record is control information. The data portion of 
the record needs to be scanned by the protocol to figure out what to do next. We'll adopt 
a simple convention that all control data consists of a simple number. We'll reserve Oto 
indicate that the connection is closing, and use nonzero numbers to indicate errors, as 
shown in Figure 1.13. 

Alice Bob 

Hello -
Certificate Nonce - s· 

ign(Alice,Encryp.t(Bob,MS)) 
EMS 

'fype 0, Seq 1, Data --
'lype 0, Seq 2, Data .. 
Type 0, Seq 1, Data -
Type 0, Seq 3, Data 

TyPe 1, Seq 4, Close -
Type l , Seq 2, Close 

... 
Figure 1.13 Full Toy Security Protocol (TSP) connection 
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Summary 

As the astute reader will probably have guessed, we've now reproduced most of the 
essential features of SSL. We've got handshaking, key exchange, mutual authentication, 
and secure data transfer. What's left? 

First, TSP isn't complete. We haven't specified enough detail for someone to actu­
ally implement it. Some of these details aren't that important. For instance, how long is 
the length field? Two bytes? Three? Variable? This governs the maximum record length, 
so it's not unimportant, but mainly it has to be big enough-and we all have to agree. 
Some of the other details are a little more tricky. Exactly what algorithms are we going 
to use for key exchange, authentication, etc.? In any case, we'd have to fill in a lot of 
detail before this protocol would even work. 

TSP is skimpy on details, but more important, it is missing some desirable features. 
The most important thing it's missing is negotiation. We'd like to be able to support a 
number of different algorithm choices for each essential task. That way, if one algorithm 
is broken, we can switch over easily. We'd also like to be able to choose whether clients 
are authenticated or anonymous. Nevertheless, it's an interesting and instructive toy and 
captures most of the idea. 

1.9 The Export Situation 

Because so much computer software is written in the United States, the U.S. export situ­
ation has had a dramatic impact on the design of communications security systems. 
Export policy in the U.S. has been historically driven by the National Security Agency 
(NSA). NSA has responsibility for securing the government's communications and 
snooping on the communications of others. The actual enforcement of export policy is 
always left to someone else, originally the State Department and now the Bureau of 
Export Administration (BXA) of the Commerce Department, but all the important deci­
sions are made by NSA. 

The Stone Age 
Up until September of 1998, the general idea behind export policy was simple. It was 
legal to export encryption technology for use in authentication, but confidentiality was 
severely restricted. If your product included any confidentiality at all, it had to be 
reviewed before export. The rules for what would pass review were never published but 
it was generally understood that the limits were 40-bit-strong encryption and 512-bit­
strong key exchange. 

Provided you met these criteria, you could get what was called commodities juris­
diction, which basically meant that you could apply to the Department of Commerce for 
a general license to export your software without having to seek approval. If you wanted 
to sell your software widely as a mass market product or have it downloaded over the 
net, this was the approval you needed. Even with this classification, you still couldn't 
export your software to a few embargoed countries: Cuba, Iran, Iraq, Libya, North 
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Korea, Sudan, and Syria. Also, some countries such as France heavily restricted cryp­
tography. 

The NSA also had a special approval process for a few ciphers (RC2 and RC4). If 
you used one of them (in 40-bit mode, of course) with key exchange of no stronger than 
512 bits, then your review went faster and you were almost certain to get approval It 
was possible to get approval for other algorithms and IBM got approval for a reduced­
key DES called CDMF [Johnson1993] but in general things went more smoothly if you 
used RC2 or RC4. It was widely assumed that NSA had done extensive analysis of RC2 
and RC4 and perhaps knew how to break them quickly, either via cryptanalytic attack or 
custom hardware. In any case, NSA made it easy to export RC2 or RC4 and difficult to 
export other ciphers. This is why you see RC2 and RC4 in so many systems. 

There was one notable exception to the general weak cryptography rule. If the sys­
tem you were exporting was solely for financial transactions (this basically meant it 
would be used only by banks), it could use stronger cryptography. 

Medieval Times 
In September of 1998 the encryption rules were amended to allow the export of 56-bit 
encryption and 1024-bit key exchange. Products were still required to undergo review, 
but they could at least use semi-strong algorithms. However, at the time DES was 
known to be weak, so it still wasn't permitted to export really strong algorithms. 

The Modern Age 
Many times after the 1998 relaxation, rumors were floated that the export controls 
would be repealed completely. Finally, in January 2000, they were substantially relaxed. 
Publicly available source code ("open source" software) could be simply posted on the 
net. "Retail" software still had to undergo a one-time technical review (it's not clear 
what this was really for), but in practice the BXA has allowed the export of a number of 
commercial products with strong cryptography. Thus, in practice it is now legal to 
export strong cryptography from the U.S., except to the embargoed seven countries 
mentioned earlier. 

Despite these liberalizations, the impact of export controls lives on. Many protocols 
contain features designed to let them work in an exportable environment. SSL is no 
exception. First, it contains some weak algorithms as well as strong ones so that SSL 
implementations could be exported. Second, it contains a number of hacks such as 
ephemeral RSA and Server Gated Cryptography (both discussed in Chapter 4), which 
are designed to preserve as much security as possible while remaining exportable. 

1.1 O Real Cryptographic Algorithms 

So far, we've been acting as if all cryptographic algorithms of a given type were more or 
less the same. Unfortunately, that's not true. For instance, each digital signature algo­
rithm is slightly different, as is each key exchange algorithm and each symmetric 
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encryption algorithm. These details turn out to be security-relevant, as we'll see in 
Chapter 5. In the rest of this chapter we'll give a brief overview of the most popular 
algorithms so that when they're discussed later in the text you'll be familiar with them. 

If you're not interested in the details, you can completely skip this section and read 
the summary at the end of the chapter. When we talk about security issues in other sec­
tions of the text, you should be able to understand the implications of the discussion 
without understanding the algorithm details. 

1.11 Symmetric Encryption: Stream Ciphers 

Symmetric ciphers come in two major variants, stream ciphers and block ciphers. 
Stream ciphers are the easiest type to understand, so we'll cover them first. The way that 
a stream cipher works is very simple. You have a function that generates a stream of 
data one byte at a time. That data is called the keystream. The input to the function is the 
encryption key, which controls exactly what keystream is generated. Without the key, 
you can't predict the keystream. You take each byte of keystream and combine it with a 
byte of plaintext to get a byte of ciphertext. Exactly how you combine them turns out 
not to matter much, but the most popular way is to use exclusive-or (XOR). 

C[i] = KS[i] EB M[i] 

M[i] = KS[i] EB C[i] 

We'll be using this notation throughout the rest of the chapter, so we'll take this oppor­
tunity to explain it. C[i] refers to the ith unit of ciphertext. (In this case unit means 
byte.) KS[i] refers to the ith unit of the keystream and M[i] refers to the ith unit of mes­
sage. EB is the symbol for exclusive-or. So, what this means is take the ith byte of 
keystream and XOR it with the ith byte of message to get the ith byte of ciphertext. 
A EBB EB A= B, so we can decrypt the plaintext simply by XORing the ciphertext with 
the key. 

Unfortunately, the symmetry of encryption and decryption causes stream ciphers to 
have some dangerous security properties. The worst of these is that you can never ever 
reuse the same section of keystream to encrypt two different messages. Imagine that 
we've encrypted two messages M and M' with the same key. If the attacker learns M, 
he can easily compute KS simply by computing M EB C. Once the attacker knows KS, 
he can compute M' given C': 

M' = (M EB C) EB C' 

This situation occurs surprisingly often because many communications formats contain 
large amounts of predictable and repetitive data which allows the attacker to guess a 
large amount of a given message. If another message is encrypted with the same key, the 
attacker can then leverage this knowledge to recover that message as well. 

Worse yet, the attacker can mount an attack even if he doesn't know plaintext of 
either message. XORing the two ciphertexts together eliminates the effects of the key 
entirely: 
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RC4 

C EB C' = M EB M' 

Because there are well-known methods for decrypting two plaintexts given their XOR, 
having two such ciphertexts is disastrous. If you want to encrypt multiple texts with a 
stream cipher, you must either use separate keys or different sections of keystream. 

Even if you use a keystream only once, it's still trivially easy to tamper with data 
encrypted with a stream cipher. Imagine that you, the attacker, know the text of a mes­
sage M and the ciphertext C, and you want to change the message so that it decrypts to 
a new message M', it's trivial to compute the ciphertext C' that achieves this. 

C' = C EB(M EB M') 

Even if you don't know the plaintext, you can make predictable changes in it because 
each ciphertext bit maps one-to-one with a plaintext bit. Consequently, any plaintext bit 
can be flipped by changing the corresponding bit in the ciphertext. As a consequence, if 
you use a stream cipher, you absolutely must use a strong MAC along with it. 

The only stream cipher to have received widespread attention and use is RC4. RC4 was 
designed by Ron Rivest and was used for quite some time as a proprietary cipher in 
RSA Data Security's (RSADSI) products. In 1994 someone anonymously posted a 
cipher that he claimed to be RC4 to the Cypherpunks mailing list. Subsequent testing 
has demonstrated compatibility between the cipher and RSA's RC4 implementation, and 
it is widely assumed that the cipher was either reverse engineered from a disassembled 
version of RC4 code or that someone leaked RSA's source. Because RSADSI has a 
trademark on the term RC4, the cipher is generally referred to as Alleged RC4 or Arc­
four. 

RC4 is a variable-key-length cipher, with a key that can be anywhere between 8 and 
2048 bits long. Whatever the key length, the key is expanded into an internal state table 
of constant size, and so the algorithm runs equally quickly with any key. SSL and TLS 
always use RC4 with a 128-bit (16 byte) key length. RC4 is extremely fast; a Pentium 
W400 can achieve speeds on the order of 45 MB/s . 

1.12 Symmetric Encryption: Block Ciphers 

The other major type of symmetric cipher is a block cipher. A block cipher can be 
thought of as a huge lookup table. The data to be encrypted is processed in blocks of 
bytes (typically 8 or 16) and each possible plaintext block corresponds to a row in the 
table. The key is used to select a column in the table. So, to encrypt a block, you find the 
column corresponding to the key, run down the table to find the row corresponding to 
the block you want to encrypt, and the entry at that point is the ciphertext. Of course, 
such a table would be unmanageably huge, so in practice you've got a function that does 
the computation for you, but the idea is to have a function that simulates a randomly 
permuted table. 
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Another way to look at this is that a block cipher is a function of two variables, the 
key and the input block. You have two functions E (for encryption) and D (for 
decryption). M is the plaintext and C is the ciphertext. 

C = E(K,M) 

M=D(K,C) 

What we've got so far gives us the ability to encrypt only eight bytes or so. Usually the 
message we want to encrypt is far longer than that, so we've got to find a way to do that. 
The obvious way is what's called Electronic Codebook (ECB) mode. Simply speaking, 
we break the message up into block-sized chunks and individually encrypt it using our 
encryption algorithm: 

C[i] = E(K, M[i]) 

M[i] = D(K, C[i]) 

This is straightforward, but it has an obvious disadvantage. Imagine that we have two 
blocks M[j] and M[k] that are the same. In that case, C[j] and C[k] will also be the 
same. If we've got a pattern that appears frequently, the attacker can detect this and 
learn something about our plaintext. We'd rather not have this property. 

Cipher Block Chaining (CBC) mode fixes this problem. In CBC mode, the encryp­
tion of each plaintext block depends on the ciphertext for the previous block of cipher­
text. This is accomplished by XORing the previous ciphertext block with the plaintext 
before encryption: 

C[i] = E(K, M[i] EB C[i - l]) 

M[i] = D(K, C[i]) EB C[i - l] 

In CBC mode, even if we have two plaintext blocks that are the same, they most likely 
won't encrypt to the same result because the previous ciphertext blocks will be different. 
Consider the case where M[j] and M[k] are equal, but M[j - l] and M[k - l] are not. 
In that case, C[j - l] t:- C[k - l] and so C[j] t:- C[k]. 

The only remaining question is what to do with the first ciphertext block. Since 
there is no preceding block of ciphertext to XOR in, we can't follow our usual proce­
dure. We could just use a block of all zeros, but then attackers would be able to tell if 
the first cipher blocks of two messages were identical. To solve this problem, we gener­
ate a random block, called an initialization vector (IV). The IV is XORed with the first 
cipher block of the message before encryption. Typically the IV is just sent with the 
message, but it can also be generated from some value shared by both sides. IVs do not 
have to be secret, but they should be fresh, which is to say different for each message. 

There are a large number of other modes for operating block ciphers in, including 
Output Feedback (OFB) and Cipher Feedback (CFB), but CBC is by far the most popu­
lar one and is the only one relevant for SSL. 

Block ciphers in CBC mode always expand the data a little bit, whereas stream 
ciphers don't. The reason for this is that the data input must be a multiple of the block 
size. Since most data isn't a multiple of the block size, you need to pad the final block 
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DES 

out until it ends on a block boundary. This is slightly tricky, because when you decrypt 
you want to be able to remove all the padding, but nothing else. The way this is typi­
cally done is to pad the message with a byte value equal to the number of pad bytes 
added. If the message actually ends on a block boundary, you have to pad with a full 
block. The data expansion isn't a problem when encrypting large messages, but if you 
encrypt one byte at a time then you '11 see a lot of data expansion as each byte in pro­
duces an encryption block out. This can waste network bandwidth. 

Block ciphers in CBC mode are easier to use safely than stream ciphers. It's per­
fectly safe to use the same key for different data as long as you change the IV. Even if 
you don't change the IV, pretty much all the attacker learns is that two messages are the 
same, whereas reusing a key would totally compromise a stream cipher. 

Block ciphers perform better under integrity attacks too. The attacker can't make 
predictable changes to the plaintext by changing the ciphertext. Any change damages 
both the block that was changed and the next block. An important exception to this rule 
is the first block. If the IV is in the message and isn't integrity protected, then the 
attacker can make predictable changes to the first block by changing the IV. Because the 
IV is XORed in, the attacker can flip any bit of his choosing by flipping the same bit in 
the IV. In general, it's still important to use a MAC when encrypting with block ciphers. 
However, the attacker can't mount as precise an attack on block cipher-encrypted data 
as on stream cipher-encrypted data. 

When using CBC mode, you need to worry about CBC rollover. Imagine that two 
data blocks M[i] and M[j] encrypt to the same value C. If M[i + 1] = M[j + 1], then 
C[i + 1] = C[j + 1]. Thus, the attacker will be able to know that M[i + 1] = M[j + 1]. 
On average, a cipher with an X-bit blocksize will have two ciphertext values collide 
every 2x'2 (232 for DES) blocks. Thus, it's important not to encrypt more than this 
amount of data with a given key. 

By far the most widely used symmetric cipher is the Data Encryption Standard (DES). 
DES was designed by IBM in the 1970s in response to a request for proposals by the 
National Bureau of Standards (NBS), now the National Institute of Standards and Tech­
nology (NIST). Although IBM had patented DES, they agreed to make it freely avail­
able and it was standardized in [NISTl 993a]. 

DES is a 64-bit block cipher with a 56-bit key. This means that data is encrypted in 
blocks of 8 bytes and the key space is 56 bits. DES keys are actually 64 bits long, how­
ever, with the low order bit of each byte used as a parity check to attempt to detect trans­
mission and key wrapping/unwrapping errors. In practice, because DES keys are usually 
wrapped with public key techniques, the parity check is redundant and the parity bits are 
usually ignored. 

DES is certainly the most widely analyzed public cipher. When it was proposed, it 
was known that NSA had provided design assistance and some of the design decisions 
were both unobvious and unexplained. The IBM cryptographers who developed DES 
were silent on what attacks they knew about, and it was clear that they knew about 
potential weaknesses that the rest of the world didn't. Naturally, there was concern that 
DES had been intentionally weakened. 
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Early attention focused on a particular part of the algorithm called the S-boxes, and 
for a long time there was concern that the S-box structure had been designed to provide 
the NSA a back door for cryptanalysis. Finally, in 1990-1993, Eli Biham and Adi 
Shamir used their differential cryptanalyis technique on DES [Biham1991a, 
Biham1991b, Biham1993a, Bihaml993b] and it became clear that the DESS-boxes had 
been optimized to resist differential attack. Only extremely paranoid people still worry 
about the design of the S-boxes. 

No really good analytic attack has ever been found against DES. However, DES is 
now quite weak, basically as a consequence of having too short a key (56 bits) and of 
computers getting faster. In 1997 a distributed effort (dividing up the search space 
between a large number of machines on the Internet) recovered a single DES key using 
exhaustive search and in 1998 Deep Crack, a custom-built DES search machine, recov­
ered a DES key in 56 hours. As of this writing, the record is below 24 hours. DES is 
now useful only for low-value or short-lived information. 

Because DES has withstood such aggressive analysis, when the key length became too 
short a very attractive prospect was just to run the data through more than once, a pro­
cess called superencryption. Unfortunately, just using DES twice (2DES) turns out not 
to be that much more secure than DES. There's an attack called the meet-in-the-middle 
attack that allows you to break 2DES in the same time as DES if you have 256 blocks of 
memory to work with. As a consequence, people were forced to encrypt the data three 
times (3DES). 3DES has an effective strength of 112 bits, the strength that you would 
naively expect 2DES to have. 

Actually, there's a time-memory tradeoff for the meet-in-the-middle attack. If you're will­
ing to use more CPU time, you can reduce the memory requirement. The time-memory 
product remains at 2' ", however (see [Menezes 1996)). 

What we've just said doesn't completely specify how 3DES works: not all three opera­
tions have to be encryption. The most popular version of 3DES uses what's called 
Encrypt-Decrypt-Encrypt (EDE) mode. What this means is that you encrypt with Key 1, 
Decrypt with Key 2, and Encrypt with Key 3. This turns out to be just as safe as 
Encrypt-Encrypt-Encrypt (EBE) and has one major advantage: If you set all three keys 
equal, this is the same as single DES, which means that 3DES hardware can be made to 
interoperate with DES hardware. This variant is usually referred to as 3DES-EDE. 

3DES is (not surprisingly) about three times slower than DES. DES wasn't very fast 
to start with, and so people are often wary of using 3DES in performance-critical appli­
cations. Also, using 192 bits of keying material (168 bits of key and 24 bits of parity) to 
get 112 bits of security seems unaesthetic to many people. 

It's possible to use 3DES with two keys (the two encrypts are done with one key 
and the decrypt with the second) but there is a known weakness on two-key 3DES that 
requires O(t) space and 2120

-
18

") operations. This attack isn't really practical, but it can't 
be mounted at all against three-key 3DES. Thus, conservative practice is to use three­
key 3DES. 

Ex.1015 
Askeladden, L.L.C. / Page 58 of 532



Section 1.12 Symmetric Encryption: Block Ciphers 31 

RC2 

AES 

RC2 is a block cipher invented by Ron Rivest, who also invented RC4. Like RC4, RC2 
was a trade secret of RSADSI, and like RC4 it was eventually published by persons 
unknown. Subsequently, Ron Rivest published an RFC describing RC2. However, 
because RSADSI holds a trademark on the name RC2, the RFC refers to it as RC2(r). 

RC2 is a variable-length cipher with a twist. It also has a variable effective key 
length. So, you can use it with a 64-bit key but it can be broken with 240 operations. This 
makes it convenient for export reasons. Like DES, it has a 64 bit block size. In SSL, 
RC2 is always used with a 128-bit key and a 128-bit effective key length. 

As mentioned previously, although DES has no known severe cryptographic weak­
nesses, the key length is too short, and it's long past time to replace it. In 1997 NIST put 
out a call for submissions for an Advanced Encryption Standard (AES). The AES is to 
have a minimum block size of 128 bits and three key lengths of 128, 192, and 256 bits, 
making it strong enough for the foreseeable future. Moreover, AES algorithms are sup­
posed to be fast in software and nearly all the submissions are faster than DES. 

As of this writing, NIST has narrowed the field to five finalists, MARS [Bur­
wickl 999], Serpent [Anderson1999], Twofish [Schneier1998], Rijndael [Daemen1999], 
and RC6 [Rivestl 995]. NIST is expected to determine a final standard in 2000. One of 
the requirements for submission is that the algorithm must be offered for use on a roy­
alty-free basis if chosen, so use of the AES will be free. 

Cipher Key Length Speed(MB/s)) 

DES-CBC 56 9 
3DES-CBC 168 3 
RC2-CBC variable .9 
RC2-CBC variable 3* 
RC4 variable 45 

* The faster RC2 benchmark is on Celeron 450 running Windows 2000[Dai2000]. 
The rest of the benchmarks were generated with OpenSSL. 

Figure 1.14 Some common cryptographic algorithms (OpenSSL, FreeBSD, Pentium II 400) 

Summary 

Figure 1.14 summarizes the symmetric algorithms we've discussed. As you can see, 
RC4 is by far the fastest algorithm and 3DES and RC2 are really quite slow. Although 
RC2 and RC4 have variable key sizes, they run at the same speed no matter what key 
size you use. By contrast, 3DES is much slower than DES, but correspondingly more 
secure. Now that 128-bit ciphers have been cleared for export, there really isn't any rea­
son to use RC2, except for compatibility with 40-bit systems, because it has neither 
security nor performance advantages over 3DES. 
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1.13 Digest Algorithms 

As far as protocol design is concerned, all digest algorithms are very similar. The only 
difference is the size of the output. The two most popular algorithms are MD5, which 
was designed by (guess who) Ron Rivest, and SHA-1, designed by NIST (presumably 
with help from NSA). 

MD5 and SHA-1 both derive from a common ancestor, MD4, also designed by 
Rivest. MD5 is basically a stronger version of MD4. It has a 128-bit output, as does 
MD4. SHA-1 is based on MD4, but has a 160-bit output. This makes it somewhat 
stronger. Because of what's called the Birthday Paradox, the difficulty of finding two 
message that dige t to the same vaJue (a collision) is approximately the square root of 
the key pace. Con equently, it require about 264 operations to find a collision with 
MD5 and 280 operation with SHA-J. Recently, there have been some indications that 
there may be an easier way than brute force to find collisions in MD5 [Dobbertin 1996). 
Conservative designs all use SHA-1. 

The name Birthday Paradox comes from a mathematical party trick. If you have more 
than 23 randomly chosen people in a room, the probability that some two will have the 
same birthday is over 50%. This result surprises most people, who expect the required 
number of people to be around 128. The key insight is that we're computing the probabil­
ity that some two people will have the same birthday, not that someone will have a given 
birthday, and that the space of birthdays that have already been assigned to someone gets 
depleted each time you add a person. A similar effect on a larger scale applies with hash 
collisions, where we're interested in the probabiliity that some two messages will have 
the same digest. 

An older MD4-like algorithm called MD2 is sometimes used to sign very old certifi­
cates. No modem systems use it. There also used to be an older version of SHA, but it 
was revised to correct a weakness, creating SHA-1. Figure 1.15 compares MD5 and 
SHA-1. 

Digest Output size (bits) Speed (MB/sec) 

MD5 128 65 
SHA-1 160 31 

Figure 1.15 Digest algorithm comparison (OpenSSL, FreeBSD, Pentium II 400) 

1.14 Key Establishment 

The two primary uses of public key cryptography are key establishment and digital sig­
natures. This section talks about key establishment and the next section talks about digi­
tal signatures. 

There are really two flavors of key establishment. In key exchange or key transport, 
one side generates a symmetric key and encrypts it using the public key of the other 
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side. In key agreement, both sides cooperate to generate a shared key. We'll be talking 
about two algorithms, RSA and Diffie-Hellman (DH). RSA can be used as a key trans­
port algorithm. DH is a key agreement algorithm. 

RSA is the public key algorithm most people think of when they think of public key 
cryptography. It was invented in 1977 by Ron Rivest, Adi Shamir, and Len Adelman 
(hence RSA) [Rivest! 979]. From a high level, RSA is very simple. Each user has a pub­
lic key and a private key. The public key can be distributed freely and the private key 
must be kept secret. 

RSA public keys actually consist of two numbers, the modulus (usually represented 
by the letter n) and the public exponent (usually represented by the letter e). The modu­
lus is the product of two very large prime numbers, conventionally represented by the 
letters p and q. p and q also need to be kept secret. The security of RSA is based on the 
difficulty of factoring n to get p and q. 

The private key is another number, usually called d, which can be computed only if 
you know p, q, and e. When we talk about the key length of an RSA key, we're talking 
about the length of the modulus. The RSA public exponent (e) must be relatively prime 
to e and (p - l)(q - 1). For convenience, e is usually chosen to be one of a few small 
prime numbers (usually 3, 17, or 65537). Having a small e makes operations performed 
with the public key faster. With e chosen, d is computed as 

d = e-1mod((p- l)(q- l)) 

To encrypt a message M using RSA and the public key (e,n), you compute 
C = M'mod n. What the mod n means is that the computation is done modulo n, which 
means that you take M to the eth power and then divide by n and take the remainder. 
Decrypting the message requires the corresponding private key. For example, 
25mod 10 = 2 and 25mod 7 = 4. To decrypt the message, you compute M = C'mod n. 
Just take our word for it that this works. 

One thing that this explanation glosses over is that it assumes that the message is a 
number, when actually it's just a string of bytes. You need some rules to convert the 
message into a number. This number should be more or less the same size as (but not 
greater than) n. The reason for this requirement is that we want to ensure that M' > n. If 
this isn't the case, then C = M'mod n = M' (i.e., the mod n doesn't do anything). It's 
easy for the attacker to recover M by taking the integer e'h root of C. On the other hand, 
if M" > n, then this attack isn't possible. Making M approximately the same size as n 
ensures that M' > n. 

The standard procedure for how to do this conversion is specified in PKCS #1 
[RSA1993b]. We'll summarize it here, because it turns out that there are security prob­
lems with this procedure when applied to SSL. PKCS #1 version 2 [Kaliski1998a] fixes 
these security problems but isn't currently in wide use. 

The first thing to do is to compute how large the formatted encryption block needs 
to be. If n is an L-bit number, then the encryption block is L/8 bytes long (rounded up). 
The first (high order) byte is always 0. The second byte is set to the block type. For 
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encryption, this is 2 and for signature it's 1. This ensures that the number formed is just 
slightly smaller than n. 

The message goes in the low-order bytes of the encryption block and is prepended 
with a zero byte. (Figure 1.16 shows this padding in pictorial form.) The bytes in 
between are filled with pad bytes. For block type 1, the pad bytes have the value 255. 
For block type 2, the pad data consists of random nonzero bytes. The idea here is that 
when a message is signed repeatedly, the signature should be the same, but if you 
encrypt the same message repeatedly, the encryption block should be different. When 
you recover the encryption block, you can find where the data begins by starting at the 
third byte and moving to the right until you find a zero byte. This is the last byte of 
padding. 

There must always be at least 8 bytes of padding for encryption to prevent plaintext 
guessing attacks. Without the padding, the attacker would try encrypting a plaintext 
guess with the public key to see if it produced the given ciphertext. With the padding, 
the attacker must try 264 different padding combinations for each plaintext, which makes 
this attack much harder. 

Once you have the encryption block formatted, you convert it into an integer by tak­
ing the first byte as the most significant and the last byte as the least significant. This is 
the same as big-endian byte order. 

00 01 ff ffff ff ff ... 00 Data 

Block Type 1 

00 02 Pseudo-random nonzero bytes 00 Data 

Block Type 2 

Figure 1.16 PKCS-1 padding 

RSA was patented in the United States; however, the patent expired on September 
20, 2000 [Rivestl983]. The patent was held by RSADSI. Despite this patent, RSA 
became the de facto standard for public key cryptography and has been licensed by 
nearly every company that does public key. 

To use RSA for key transport, generate a random session key and encrypt that 
(appropriately padded) under the recipient's public key. The recipient then decrypts the 
message and removes the padding with the result that you now share a session key. 

Diffie-Hellman 
Diffie-Hellman (DH) is the first public key algorithm ever published [Diffiel976]. DH is 
a key agreement algorithm rather than a key exchange algorithm. Instead of the sender 
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generating a key and encrypting it for the receiver, the sender and receiver collectively 
generate a key that is private to them. The sender and the receiver each have key pairs. 
To compute the agreed key, the sender combines his private key with the receiver's pub­
lic key. The recipient combines his private key with the sender's public key. A DH pub­
lic key is often called a share, because it's one side's share of the key agreement. 

DH also uses modular exponentiation, but the modulus is a large prime (usually 
called p). The modulus is publicly known and has to be shared between the sender and 
the receiver. There is also another number called the generator (g) which must be shared 
between sender and receiver. g is chosen such that for any value Z < p there exists a 
value W so that g"'' mod p = Z. Thus, it "generates" all the numbers from 1 top - 1. To 
generate a key, you generate a random number (X) smaller than p and compute 
Y = gx mod p. Xis the private key and Y is the public key. We'll use Xs and Ys to refer 
to the sender's keys and Xr and Yr to refer to the receiver's keys. 

To compute the shared key (ZZ), the sender computes 

zz = y,-xsmod p = (gx,ysmod p = gXr•Xsmod p 

The recipient computes 

zz = Ysx'"mod p = (gxsl' mod p = gXs•Xl' mod p 

It should be easy to convince yourself that these numbers are the same and that the 
sender and the recipient thus share the same number. It's more difficult to show that an 
attacker can't compute ZZ. In fact, it's not known that this is the case. However, it is 
widely believed that to do so would require having either Xs or Xr, which would require 
computing X given Y, a problem known as discrete logarithm. Currently, there are no 
known efficient ways of computing discrete logarithms. 

The most important operational difference between RSA and DH is that in DH all 
the communicating parties must share g and p (collectively known as the group param­
eters or just group.) Often this means that a community of people will all use the same 
group. However, it is possible for the recipient to simply randomly generate his own 
group, in which case he must arrange to transmit g and p to the sender, often in his 
certificate. The sender generates a temporary key in the recipient's group, which he uses 
to encrypt to the recipient only. This is called ephemeral-static DH. If the recipient also 
makes up a key just for this transaction, it's called ephemeral-ephemeral DH. 

Ephemeral-ephemeral mode has the advantage that if the parties delete their keys 
when they are done communicating, then even if their machines are subsequently bro­
ken into, the attacker cannot read any old traffic, since there won't be any private keys 
on the machine. If one of the keys is static, the attacker might be able to break into the 
machine with that key and recover it. This property is called Peifect Forward Secrecy 
(PFS). Note that with DH, unlike in RSA, the recipient must know the sender's public 
key to decrypt the message. 

The strength of DH keys depends on two values, the size of p and the size of X. X 
is often chosen to be the same general size as p, and so only the size of p is relevant. 
However, X can be chosen to be much smaller than p for performance reasons. In that 
case, the length of X must be chosen to be about twice the length of the symmetric key 
you want to generate from ZZ. For instance, if you're agreeing on DES keys, X must be 
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at least 112 bits long. Note that this doesn't mean that X must be greater than 2 11 2
, but 

merely that it must be randomly chosen over an interval at least as large as 211 2
• It's also 

desirable that X be chosen so that its size makes it as strong against attack as p (see 
[Menezes1996]). Because attacking X is harder than attacking p, X can still be much 
smaller than p, however. For a 1024 bit p, an X of 160 bits would be quite appropriate. 
Note that this statement implies that a 1024-bit DH key is really too short to provide full 
security for a 3DES key. The DH key will be the weakest link in the chain. Similar com­
ments apply to using 1024-bit RSA keys to secure 3DES keys. 

1.15 Digital Signature 

RSA 

Using RSA for digital signature is almost exactly the same as using it for key transport, 
except with the roles of the public and private keys reversed. To sign, one computes a 
message digest and "encrypts" it using one's private key. To verify, the receiver 
"decrypts" the digest and compares it to the message digest he has independently com­
puted on the message. If they match, the signature is valid. 

The only part of RSA signature that's a bit obscure is the block formatting. Rather 
than just encrypting the message digest, you encrypt a DER encoded Digestlnfo struc­
ture [RSA1993b]. The Digestlnfo structure is a combination of the algorithm (e.g., MD5 
or SHA-1) rendered as an algorithm identifier, which is just a specific series of bytes 
and the digest value itself (see Figure 1.17). 

Digestlnfo ::= SEQUENCE { 
digestAlgorithm DigestAlgorithm Identifier, 
digest Digest } 

DigestAlgorithmldentifier ::= Algorithmldentifier 

Digest::= OCTET STRING 

Figure 1.17 Digestlnfo structure 

To see why things are done this way, consider what would happen if we signed the 
digest directly. Imagine that there exists digest algorithm H 1 that was widely used for 
signing. Now, suppose that Hl is catastrophically broken-that is, it became possible to 
generate random messages that digested to a chosen value. Now, suppose further that we 
had signed a message M with a different digest algorithm H2, which was still strong. 
The attacker could generate a new message M' with the property that 
Hl(M') = H2(M). If he attached our signature to his new message M' (labelled as 
being signed with the broken hash Hl) the signature would still verify! Thus, the 
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DSS 

attacker would have succeeded in generating a message of his choice that apparently 
was signed by us. Including the identifier of the digest in the signature itself stops this 
attack. 

The Digital Signature Algorithm (DSA) was invented by NSA and proposed by NIST in 
1991. The idea seems to have been to have an algorithm which could be used for digital 
signature but not for key establishment. This algorithm was intended to replace RSA, 
which could be used for both. This would have satisfied the NSA's goal of having 
widely available authentication technology but restricted encryption technology. The 
DSA was standardized as a Federal Information Processing Standard (FIPS-186) called 
the Digital Signature Standard (DSS), and DSA is now widely known as DSS. 

DSS is based on the same cryptomath as DH: modular exponentiation in a prime 
field. We won't bother to describe it, because it's fairly complicated and the details 
aren't that relevant. The important thing to know is that the keys are more or less the 
same as those for DH with one notable difference: p (the large prime) is constructed 
such that p - l is divisible by another (smaller) prime called q. This allows the algo­
rithm to be made faster. 

DSS signatures consist of two large (160 bit) numbers called r ands. Unlike RSA, 
which can be used with any digest, DSS can be used only with SHA-1. (Actually, it 
could be used with any 160-bit digest, but the standard requires SHA-1). DSA signa­
tures do not include a digest identifier, so allowing multiple digests would open DSA up 
to the substitution attack described previously.) 

It is important to know that DSS differs from RSA in the general way that the signa­
ture is verified. With RSA, you recover the message digest from the signature and com­
pare it to the computed message digest. DSS requires you to perform a computation 
based on the message digest and the signature and returns a yes or no answer. There is 
no way to recover the sender's calculated message digest using DSS. This has led to 
confusion in converting RSA-based protocols and implementations to DSS. 

The patent status of DSS is unclear. NIST claims that it's free, but RSADSI has 
claimed that it's covered by Claus Schnorr's patent [Schnorr1991], to which RSADSI 
happens to have exclusive license rights. 

Summary 

Figure 1.18 summarizes the performance of RSA, DH, and DSS using Wei Dai's 
Crypto++ [Dai2000] on a Celeron 450 running Windows 2000 Beta 3. The first thing to 
notice is that RSA public key operations (encryption and signature verification) are 
much faster than private key operations (decryption and signature). This isn't an inher­
ent property of RSA, but it might as well be. It's actually a property of the way people 
choose RSA keys, but because it makes public key operations much faster, pretty much 
everyone chooses keys the same way. 

DSS performance is much more symmetric, with the performance for private and 
public operations being worse than RSA private operations for small key sizes but better 
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Algorithm Key length ms/operation 

RSA encryption 512 .2 
RSA decryption 512 4 
RSA encryption 1024 1 
RSA decryption 1024 27 
DH agreement 512 5 
DH agreement 1024 19 
RSA signature 512 4 
RSA verification 512 .3 
RSA signature 1024 27 
RSA verification 1024 .7 
DSS signature 512 4 
DSS signature (w/ precomputation) 512 2 
DSS verification 512 5 
DSS signature 1024 15 
DSS signature (w/precomputation) 1024 5 
DSS verification 1024 18 

Figure 1.18 Public key algorithm comparison (Celeron 450) 

for large key sizes. Because DH is the same on both sides, performance is usually sym­
metric (though see a special case in Chapter 6 where it is not). In general, if you're wor­
ried about performance, RSA is a better choice. However, if you're worried about per­
formance, you may well want to purchase cryptographic hardware, in which case the 
speed difference isn't relevant. 

1.16 MACs 

The only MAC algorithm we'll be using is HMAC [Krawczyk1997], which uses digest 
algorithms to construct a MAC with provable security properties. Before HMAC was 
introduced in 1996, protocol designers used a variety of ad hoc MAC constructions, but 
were never very confident of their security. The sole exception to this was an algorithm 
based on DES called DES-MAC [ANSl1986], which was widely analyzed but quite 
slow. HMAC is quickly replacing all those other algorithms in most applicatons. 

HMAC uses a nested keyed digest. What this means is that we compute a digest 
whose input is both the key and the data and then we use that digest value as the input to 
another keyed digest. The actual algorithm is 
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HMAC(K, M) = H(K EB opadllH(K EB ipadllM)) 
H = the digest algorithm we 're using 
ipad = a string consisting of the byte 0x36 
opad = a string consisting of the byte 0x5c 

Key Length 39 

K is 64 bytes long for all common message digests. If your K is shorter than 64 bytes, 
you pad it to the right with zero bytes. 

1.17 Key Length 

The most common way to talk about the strength of an algorithm is by talking about its 
key length. This turns out to be fairly deceptive because not all key lengths mean the 
same thing. Nevertheless, it's a useful metric and it's the one that's most commonly 
used. What we're trying to achieve here is to have an idea of the computational 
resources needed to attack a cipher. The key length provides an upper bound on how 
hard that is. It measures the difficulty of breaking it by brute force, which simply means 
throwing computational power at breaking the system. 

It is important to remember that computers are getting faster, so algorithms gradu­
ally get weaker as the computers used to attack them get better. It is commonly esti­
mated that computer speed doubles every 18 months. This observation is referred to as 
Moore's Law in honor of Gordon Moore, who first noticed the phenomenon. It's widely 
expected that eventually the rule of performance growth will start to slow down, but a 
number of predictions as to when have been wrong and it's certainly not safe to predict 
that speeds will stop increasing any time soon. 

Actually, what Moore observed was that the number of components on a chip doubled 
every 18 months, but Moore's Law has grown to refer to a set of rules of thumb about 
performance trends in computers. 

Symmetric Algorithms 

The only way to attack a well-designed symmetric cipher is to try each key until we find 
one that works. In this case, the length of the key directly controls how strong the cipher 
is. A key length of 40 bits allows 240 different keys and therefore requires 240 crypto­
graphic operations to search through all possible keys. A 56-bit key requires 256 opera­
tions, and so on. 

The most important thing to realize here is that the strength of a cipher increases 
exponentially with key length, not linearly. A 56-bit cipher is roughly 65000 (2 16

) times 
stronger than a 40-bit cipher: it takes 216 times more resources to attack. So, if a 40-bit 
cipher can be cracked with X machines in time Y, and a 56 bit cipher can be cracked 
with aX machines in bY time, then the ab product must equal 216

• 
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In 1996, an expert panel of cryptographers known as the "Group of Seven" (Matt 
Blaze, Whitfield Diffie, Ron Rivest, Bruce Schneier, Tsutomu Shimomura, Eric Thomp­
son, and Michael Weiner) concluded that 90 bits should provide adequate security for 
20 years [Blaze1996] . For information with a shorter lifetime, 75 or 80 bits should be 
enough. Anything shorter than 70 bits is questionable and anything shorter than 56 bits 
is known to be vulnerable to commercial attackers. Several widely used ciphers have 
128-bit keys, which are certainly plenty long, and the new Advanced Encryption Stan­
dard will have a 128-bit key. 

It's very important to remember that key length is not the only determinant of cipher 
strength. Many ciphers with long keys have been broken by new analytic techniques. 
For instance, LUCIFER, the predecessor to DES, had a 128-bit key but was vulnerable 
to differential cryptanalysis. Nevertheless, if you're using a cipher with too short a key, 
then you're definitely in trouble. 

Asymmetric Algorithms 
Key lengths for asymmetric ciphers are not directly comparable to key lengths for sym­
metric ciphers. Because of the math required to make asymmetric ciphers work at all, 
the keys tend to be quite long. For ciphers such as RSA and Diffie-Hellman, key lengths 
will typically be between 512 and 2048 bits. This definitely does not mean that 512-bit 
RSA is stronger than 128-bit RC4. On the contrary, it is likely far weaker. 

Unfortunately, we're not sure how much weaker. With symmetric ciphers, it's fairly 
clear what a brute force attack looks like: You search every key until you find the right 
one. With asymmetric ciphers, this isn't how it's done. With RSA, for instance, the best 
known attack is to factor the RSA modulus. The development of a new factoring algo­
rithm or just an improvement on the current algorithms automatically makes all existing 
keys weaker. 

That said, we've got some rough idea of RSA's strength. RSADSI has a factoring 
challenge where they publish a large number of "challenge numbers" and award cash 
prizes for the factorization. To date, the largest RSA modulus number that is publicly 
known to have been factored was RSA-155 , a 155-digit (512 bit) number. At Eurocrypt 
1999, Adi Shamir described a design for an RSA key breaker called "Twinkle" capable 
of factoring 512-bit numbers [Shamir1999]. These results show that 512 bit RSA keys 
are at the outer edge of breakability using current technology. In general, 768 or 1024 
bits are the minimal acceptable key lengths. DH and DSA keys are about as strong as 
RSA keys of equivalent length. Current information suggests that 1024-bit asymmetric 
keys are about as strong as 80-bit symmetric keys. 

1.18 Summary 

This chapter has provided a basic introduction to communications security. At least 
some comprehension of this material is required to understand the rest of this book. 
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Communications security has three primary objectives: confidentiality, message 
integrity, and endpoint authentication. Confidentiality means that the data you're send­
ing is kept secret. Message integrity means that you can detect when a message was 
tampered with in transit. Endpoint authentication means that you can be confident you 
are speaking to the right person. 

The network cannot be trusted. A basic assumption of Internet security is that the 
attacker may have control of the network. In order to retain security in such an environ­
ment, we use cryptographic techniques. 

We deal in four fundamental types of algorithms: symmetric ciphers, message digests, 
public key ciphers, and digital signatures. All of our more complicated constructs are 
built from these four primitives. There are many different algorithms of each type. 

Public key systems are usually used in tandem with symmetric systems. Public key cryp­
tography provides capabilities that cannot be attained with symmetric cryptography but 
it is too inefficient to be used alone. 

For noninteractive (messaging) applications, we generate self-contained messages. We 
use public key cryptography to wrap the symmetric keys we use to encrypt the message. 
We use message digests in concert with digital signature functions to provide message 
integrity. 

For interactive applications, we establish keys with a handshake and then use symmetric 
algorithms. We use public key cryptography in a handshake to authenticate both sides 
and exchange keys. We then use those keys to protect individual data records using sym­
metric techniques. 

Ex.1015 
Askeladden, L.L.C. / Page 69 of 532



Ex.1015 
Askeladden, L.L.C. / Page 70 of 532



2 

Introduction to SSL 

2.1 Introduction 

This chapter provides an introduction to SSL and TLS as well as background for the rest 
of the book. We first provide a general overview of how SSL works and then we 
describe the history of SSL and its variants, culminating in TLS. We also cover the 
implementation and deployment status of the various versions. 

We then provide a brief overview of the use of SSL with the HyperText Transfer 
Protocol (HTTP), the native protocol of the World Wide Web and the protocol to which 
SSL is best matched. Finally, we describe the movement to deploy other non-Web pro­
tocols over SSL. 

2.2 Standards and Standards Bodies 

Most of the standards we'll be discussing in this book were produced by the Internet 
Engineering Task Force (IETF). IETF documents are easily recognizable because they 
have names of the form RFC#### (RFC 2246 is the TLS document). Note that not all 
IETF RFCs are standards. Some are merely informational documents which are pub­
lished in archival form. This allows vendors to document their protocols in a stable and 
public way. 

IETF Standards Track documents actually go through three stages, Proposed Stan­
dard, Draft Standard, and Standard, and a document can go through changes at any 
point in the cycle. However, the process of progressing a document has started to take so 
long that anything at Proposed level or above is generally treated as a standard by imple­
mentors, and we'll mostly do the same here. 

IETF documents have two useful features that documents produced by other stan­
dards bodies don't have. First, they're typically written either by implementors or by 
their close colleagues, so they usually address immediately relevant problems. Second, 
IETF documents are free and can be downloaded from Web and FTP sites all over the 
world. The main site is at http://www. ietf. org/. 

43 
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The two other sorts of standards that we'll be dealing with are those produced by 
the American National Standards Institute (ANSI) and those produced by the Interna­
tional Telecommunications Union (ITU). ANSI standards typically have names like 
X9.42 (the standard for Diffie-Hellman key exchange). ITU standards have names that 
look like X.509 (the standard for certificates). Being able to identify which is which 
isn't that important unless you want to buy one of the documents; neither organization 
produces free documents. 

Soapbox: It's difficult to overstate the importance of having free documents. It's 
quite common for implementors of IETF protocols to be unwilling or unable to pay for 
the non-free protocol documents that the IETF protocols depend on. As a consequence, 
bootleg copies and summaries of the non-free standards are passed around from hand to 
hand, with the result that implementations of these (often very complex) standards tend 
to be non-standard. 

For this and other cultural reasons, IETFers tend to look down on ANSI and the ITU 
(especially the ITU), but a number of their documents cover important space and have 
been incorporated by reference into IETF documents, so it's important to be aware of 
them. 

2.3 SSL Overview 

Secure Sockets Layer (SSL) is a protocol that provides a secure channel between two 
machines. It has facilities for protecting data in transit and identifying the machine with 
which you are communicating. The secure channel is transparent, which means that it 
passes the data through unchanged. The data is encrypted between client and server, but 
the data that one end writes is exactly what the other end reads. Transparency allows 
nearly any protocol that can be run over TCP to be run over SSL with only minimal 
modification. This is very convenient. 

SSL has gone through a number of revisions, beginning with version 1 and culmi­
nating in its adoption by the IETF as the Transport Layer Security (TLS) standard. All 
the pre-IETF versions of SSL were designed by engineers at Netscape Communications. 
Version 1 was never widely deployed, and so we'll begin our discussion with version 2 
(SSLv2). Appendix B contains a brief discussion of version 1. 

2.4 SSL/TLS Design Goals 

SSLv2 Design Goals 
SSL was originally designed for the World Wide Web environment. Netscape's intent 
was to provide a single solution for all their communications security problems, includ­
ing Web, mail, and news traffic. However, their immediate problem was Web traffic, and 
SSL was designed to fit those needs. This meant that SSL had to work well with the 
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main protocol used by the Web, Hypertext Transfer Protocol (HTTP) [Fielding1999]. 
When SSLv2 was first designed in 1994, the Web security problem that people were 

most worried about was how to pass information from the client to the server without 
disclosing it to attacking third parties. The paradigmatic usage scenario is providing a 
credit card number for online shopping. Consequently, the first major design goal was to 
provide confidentiality for traffic between client and server. 

The credit card case also motivates the second and third design goals. Because 
credit card numbers are inherently valuable, it's important that they be revealed only to 
someone with whom you intend to do business-and it had better be the right person. 
This requires that the customer (the Web browser) be sure that he's sending his credit 
card to the correct merchant (the Web server). On the other hand, there was no need for 
the server to know who the user is because the credit card number is all the identity 
information required to bill him. Thus, the second major design goal: server authentica­
tion. Optionally, SSL also provided client authentication. 

Because customers will often want to do business with merchants with whom they 
have never done business before, it was very important that the protocol be able to han­
dle this situation automatically, with a minimum of hassle to the user. This design goal 
is best referred to as spontaneity. 

Because Netscape wanted to use SSL as a unified security solution, it also had to 
work correctly for other protocols besides HTTP. The designers observed that most pop­
ular Internet protocols ran over TCP connections, so a protocol that provided a secure, 
transparent channel could be used to provide security for all such protocols. This prop­
erty, transparency, is probably the single largest reason for SSL's success, because it 
made it relatively simple to provide some security for almost any protocol merely by 
running it over SSL. Indeed, immediately after introducing SSL, Netscape started using 
it to protect not only HTTP traffic but also Usenet news traffic over Network News 
Transfer Protocol (NNTP). 

Unfortunately, not all protocols require the same security properties, and so the 
results of "just" running a protocol over SSL are often undesirable, either from a secu­
rity or a performance perspective. Much of the purpose of this book is to give you 
enough information to design faster and more secure systems than a naive use of SSL 
would allow. 

SSLv3 Design Goals 

The wide popularity of SSLv2 more or less assured that all of the original SSLv2 design 
goals would be retained in SSLv3 [Freierl 996]. The primary job of the SSLv3 designers 
was to fix a number of security problems in SSLv2 (see Appendix B for more on this). 
This meant designing a system that was both stronger and easier to analyze. In particu­
lar, the SSLv3 designers explicitly wanted to design a mechanism for securely negotiat­
ing multiple cryptographic algorithms. The result is that SSLv3 supported a far greater 
number of algorithms than SSLv2. In the end, these desires led to SSLv3 being com­
pletely different from SSLv2, retaining only the basic protocol flavor. 
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2.5 SSL and the TCP/IP Suite 

All versions of SSL and TLS share the same basic approach: they provide a secure 
channel between two communicating programs over which arbitrary application data 
can be sent. In theory, an SSL connection acts very like a "secured" TCP connection. As 
the name Secure Sockets Layer makes clear, SSL connections are intended to act just 
like sockets connected by TCP connections. 

The primary purpose of having SSL semantics mimic TCP semantics is to make the 
application programmer's life easier. In recognition of this goal, most SSL implementa­
tions provide an application programming interface (API) consciously modeled after 
the most popular networking API, Berkeley sockets. Figure 2.1 provides an example of 
some calls from a typical SSL API (OpenSSL) and the corresponding Unix API calls. 

Sockets API 
int socket(int, int, int) 

int connect(int, canst struct sockaddr *, int) 

ssize_t write(int, canst void*, size_t) 

ssize t read(int, void*, size_t) 

OpenSSL 
SSL *SSL_new(SSL_ CTX *) 

int SSL_connect(SSL *) 

int SSL_write(SSL *, char*, int) 

int SSL_read(SSL *, char*, int) 

Figure 2.1 Sockets API compared to SSL API 

From the application programmer's perspective, in a perfect world, he would be 
able to replace all sockets calls with SSL calls and get security more or less automati­
cally. It would even be possible to secure an application merely by relinking with a 
library that provided secure (but otherwise indistinguishable) versions of the ordinary 
sockets call. Unfortunately, although this is possible to some extent, SSL semantics do 
not precisely match TCP semantics, which can lead to problems and confusion, as we'll 
see in Chapter 8. Figure 2.2 shows SSL's place in the protocol stack, just below the 
application and just above TCP. 

Application 
Application 

SSL 

TCP TCP 

IP IP 

Normal Application With SSL 

Figure 2.2 SSL's place in the protocol stack 
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SSL assumes that the underlying packet delivery mechanism is reliable: data written 
to the network will be delivered to the program on the other end in order, with no data 
being dropped or delivered twice. In theory, there are any number of transport protocols 
that could provide this service, but in practice SSL nearly always runs on top of TCP. 
SSL cannot run over UDP or directly over IP. 

SSL's dependence on a reliable transport protocol to deliver its data has been a point 
of contention in the past and at least two attempts have been made to remove the depen­
dency. In general, what this involves is arranging for acknowledgments and retry time­
outs so that lost messages can be resent. Microsoft's STLP and the Wireless Applica­
tions Forum's WTLS [WAP1999a] are both SSL variants that are intended to work cor­
rectly over a datagram transport such as UDP. 

2.6 SSL History 

PCT 

Figure 2.3 shows the family tree of various SSL variants, with the earliest (SSLv2) at 
the top and the latest (WTLS) at the bottom The original SSLv2 specification was first 
publicly released in November 1994, and deployed in Netscape Navigator 1.1 shortly 
thereafter in March 1995. The primary design was done by Kipp Hickman, a Netscape 
employee, with a minimum of public comment. 

The original Netscape Navigator SSLv2 implementation was badly broken. It seeded its 
pseudo-random number generator from the time of day and a few other sources. Wagner 
and Goldberg [Goldberg1996] showed how to break an SSL connection from Navigator 
1.1 in under an hour. 

Because SSL had been developed with a minimum of vendor input, as other vendors 
started implementing SSL, a number of somewhat incompatible independent variants 
were developed to fix problems with the protocol. The most important of these was 
Microsoft's Private Communications Technology (PCT) [Benaloh1995], published in 
October of 1995. 

PCT's authors (Josh Benaloh, Butler Lampson, Daniel Simon, Terence Spies, and Ben­
net Yee) had significant cryptographic experience and they applied it to the protocol. In 
general, PCT had better-thought-out security properties than SSL, though it was back­
ward compatible with SSL. 

Although SSLv2 had version numbers, Netscape had control of the version number 
space, and behavior of a server upon seeing a newer version number than it supported 
was never well specified. As a consequence, an implementation indicated that it spoke 
PCT by sending a special PCT _SSL_COMPAT cipher in its cipher list. SSLv3's seman­
tics for version upgrading are better defined; however, there is still no way to indicate 
that one supported specific new features, meaning that there was no good way to 
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SSLvl (1994) 
Netscape 
Unreleased 

j 
SSLv2 (1994) 

Netscape 
First release 

PCT (1995) ~ j 
Microsoft SSLv3 (1995) 

Authentication only Netscape 
Rehandshake Authentication only 

Certificate chains DH, DSS 
Closure handshake 

Rehandshake 
Certificate chains 

STLP (1996) 
Microsoft 

/ j 
Shared secret authentication 

Datagram 
Some performance optimizations 

WTLS (1998) 
WAP Forum 

Wireless support 

TLS (1997-1999) 
IETF 

DH, DSS mandatory 
New MAC algorithm 
New key expansion 

Figure 2.3 Family tree of SSL variants 

Chapter 2 

Ex.1015 
Askeladden, L.L.C. / Page 76 of 532



Section 2.6 SSL History 49 

SSLv3 

TLS 

add experimental features. As a result, this hack is occasionally used by TLS and SSLv3 
implementations as well. 

Three significant changes were made. First, PCT included a non-encrypted opera­
tional mode, providing only data authentication. Second, it tightened up the key expan­
sion transform. Due to United States export restrictions, SSLv2 had an export mode in 
which the encryption security was limited to 40 bits. Unfortunately, SSLv2 used the 
same key for encryption and authentication, and thus authentication security was also 
limited to 40 bits. PCT allowed weak encryption to coexist with strong authentication. 
Third, PCT improved performance by decreasing the number of required round trips. 
For more on SSLv2 and PCT, see Appendix B. 

Although an abortive first draft of "SSLv2.1" as a modification of SSLv2 circulated 
around Netscape, Netscape eventually decided to burn everything and start over again. 
They hired Paul Kocher, a noted security consultant, to work with Allan Freier and Phil 
Karlton to develop a new version of SSL, to be called SSL version 3 (SSLv3). SSLv3 
was released in late 1995. 

PCT had preserved the general style of SSLv2 to the extent that it used the same 
specification language and some of the same messages, but SSLv3 invented a com­
pletely new specification language and an all-new record type and data encoding. It also 
addressed some of the same issues as PCT, including adding an authentication-only 
mode and completely redoing the key expansion transform. 

SSLv3 also added a number of new features not in PCT, including a number of new 
ciphers (Digital Signature Standard (DSS), Diffie-Hellman (DH), and the National 
Security Agency's FORTEZZA cryptographic token), and support for a closure hand­
shake to prevent truncation attacks on the data stream. With SSLv2, it was possible for 
an attacker to forge a TCP connection closure and make it appear that less data was 
transmitted than in fact was. SSLv3's closure handshake allows this attack to be 
detected. As with PCT, SSLv3 was backward compatible with SSLv2. 

Backward compatibility in SSL has traditionally been fairly limited. The sense in which 
it's usually meant is that an SSL clienUserver pair can safely interact even if they are dif­
ferent versions, provided that they share a common version. It does not mean that valid 
messages in a previous version are always valid in a newer version, and in fact that has 
traditionally not been the case. 

In May of 1996 the Internet Engineering Task Force (IETF) chartered the Transport 
Layer Security (TLS) working group to try to standardize an SSL-like protocol. 
Although the official working group charter said otherwise, it was widely understood 
that this would be an attempt to harmonize the Microsoft and Netscape approaches, and 
although a number of other approaches were proposed, they received essentially no sup­
port. The intention was to be finished by the end of 1996. 
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Microsoft produced a submission called Secure Transport Layer Protocol which 
was a modification of SSLv3, adding a number of features that Microsoft considered 
critical. Primary among them were support for datagrams (e.g., UDP) and support for 
client authentication using shared secrets. Although it was always possible to send the 
shared secret over an encrypted SSL connection, this meant that in the exportable case, 
the secret was encrypted with only a 40-bit key. STLP incorporated a mode that allowed 
a much stronger shared-secret-based authentication for clients. STLP also incorporated 
some modest performance improvements and improved cipher extensibility as well as 
allowing the TCP "client" to be the STLP "server." 

In late 1996 the major players (and a number of minor ones) met in Palo Alto at a 
rump group meeting chaired by cryptographer Bruce Schneier. Typically, IETF working 
groups meet face to face only three times a year at the IETF meetings, but sometimes 
they'll meet informally when the job is particularly urgent. This was such a meeting. 

It rapidly became clear that there was very little support for changing any of SSLv3, 
except for a few obvious (and minor) bugs. In particular, there was a lot of resistance­
largely in the name of backward compatibility-to the sort of changes Microsoft had 
proposed. The primary open issue seemed to be what the name of the new protocol 
could be, since using either SSL or PCT seemed too much like saying that Microsoft or 
Netscape had won. Whatever the name, however, the new protocol would just be a 
minor cleanup of SSLv3. 

Eventually, after several more working group meetings, the TLS working group 
decided to name the protocol TLS, which all parties were equally unhappy with. A num­
ber of minor changes were made to the document, in the name of security, with the 
effect that the key expansion and the message authentication computations are totally 
incompatible with SSLv3, destroying most backward compatibility. 

By far the most contentious change made in TLS was the decision to require imple­
mentations to support DH, DSS, and Triple-DES (3DES). This was problematic for two 
reasons. First, Netscape had only implemented RSA for authentication and key 
exchange. Because Netscape constituted the vast majority of browsers in the field, inter­
operability with Netscape's SSL implementation was the de facto minimal standard. 
Because interoperation with older clients and servers was required by the market, this 
meant that implementors would have to implement both RSA and DH/DSS. 

Far more inconvenient at the time, however, was the requirement to add 3DES. At 
the time, United States export regulations forbade general export of cryptography 
stronger than 40 bits. Thus, it was illegal to export a TLS implementation containing 
3DES. The result was that an implementation could either be TLS compliant or U.S. 
exportable, but not both. 

To understand why these controversial changes were made, you have to understand 
how the IETF works. The IETF is organized into a number of working groups working 
on specific tasks (e.g., to develop TLS). Each working group is part of one or more gen­
eral areas. Currently, there are eight areas: Applications, General, Internet, Operations 
and Management, Routing, Security, Transport, and General Services. Each area has 
one or more area directors, who oversee work in that area. The area directors collec­
tively form the Internet Engineering Steering Group (IESG), which must approve any 
document before it becomes an Internet archival document, a Request For Comment 
(RFC). 
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At the April 1995 IETF meeting in Danvers, Massachusetts, the IESG adopted what 
came to be known as the Danvers Doctrine, which stated that the IETF would design 
protocols that embodied good engineering principles, regardless of exportability. At the 
time, this doctrine implied support for DES at a minimum and over time it came to 
mean 3DES. Moreover, the IETF had a longstanding preference for unencumbered (i.e., 
free) algorithms when possible. When the Merkle-Hellman patent (covering all of pub­
lic key cryptography) expired in 1998, but RSA was still patented, the IESG began pres­
suring working groups to adopt free public key algorithms. Finally, many IETF .mem­
bers felt it was good practice for protocols to have a mandatory set of options to ensure 
that any two implementations could talk to each other. 

When the TLS working group had finished its work, in late 1997, it sent the docu­
ment off to the IESG, and the IESG sent it back with instructions to add a mandatory 
cipher-DSS for authentication, DH for key agreement, and 3DES for encryption, thus 
solving the above three issues. Much discussion on the mailing list ensued, with 
Netscape in particular resisting mandatory algorithms in general and 3DES in particular. 
After a prolonged standoff between the IESG and the working group, grudging consen­
sus was reached and the document was sent back with the appropriate changes. 

Unfortunately, in the meantime, another obstacle appeared. The IETF Public Key 
Infrastructure (PKIX) working group, which was standardizing a profile for X.509 cer­
tificates, was winding up its work. TLS depended on certificates and hence on PKIX, 
and IETF rules forbid protocols advancing ahead of other protocols on which they 
depend. PKIX finalization took rather longer than expected and added an additional 
delay. Finally, in January of 1999, over two years late, TLS was published as RFC 2246 
[Dierks1999]. As of this writing, deployment has been less than spectacular. Internet 
Explorer supports TLS but Netscape Navigator does not. Most toolkits do support TLS. 

2.7 SSL for the Web 

The primary use of SSL is to protect Web traffic using HTTP. We discuss this topic 
extensively in Chapter 9. Here we do so to provide a brief overview of a typical applica­
tion in order to explain some of the choices that were made in SSL design. 

The process is simple. In HTTP, a TCP connection is created and the client sends a 
request. The server responds with a document. When SSL is used, the client creates a 
TCP connection, establishes an SSL channel on top, and then sends the same HTTP 
request over the SSL channel. The server responds in a similar fashion over the SSL 
connection. 

Because the SSL handshake looks like garbage to an ordinary HTTP server, in order 
for the process to work correctly the client needs some way to know that the server is 
prepared to accept SSL connections, as not all servers do so. A Web address (technically 
known as a Uniform Resource Locator (URL)) beginning with ht tps rather than http 
is used to indicate that SSL should be used, for example 

https://secure.exarnple.corn 

As a consequence, the combination of HTTP running over SSL is often referred to as 
HTTPS. 
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If all goes well and the server and client can communicate, the user is typically 
rewarded with some sort of user interface indication that security is in use. In older ver­
sions of Netscape, a blue bar was displayed below the toolbar and a key appeared in the 
lower left-hand corner of the browser. In newer versions of Netscape, the open lock in 
the lower left-hand corner closes. In Internet Explorer, a lock appears in the lower right­
hand corner of the screen. These are all indications that the current page was fetched 
using SSL. 

Although nearly all modern commercial Web servers implement SSL, initially 
Netscape charged a significantly different price for their SSL-enabled server (Netscape 
Commerce Server) than for their ordinary server. Moreover, due to patent reasons, none 
of tbe free servers in the United States support SSL with RSA. (And since RSA is the de 
facto standard, this might as well mean not at all.) Even if you have a server that imple­
ments SSL, you might choose not to enable security. HTTPS puts a much higher load on 
the server machine than does pure HTTP, and obtaining the required certificate is fairly 
inconvenient. Moreover, certificates aren't cheap. Verisign, the biggest CA as of this 
writing, charges over $300 U.S. for a single certificate. 

In January 2000, Netcraft's survey [Netcraft2000] found about 1.5 million servers 
running SSL, but only about 60,000 of them were certified by a well-known third party. 
The rest were self-signed or issued by a private CA. A client would require special con­
figuration to connect to these servers. 

2.8 Everything over SSL 

Because so many protocols run over TCP, and SSL connections act so much like TCP 
connections, securing a preexisting protocol by layering it over SSL is a very attractive 
design decision. In addition to HTTP over SSL and NNTP over SSL ( often referred to 
as SNEWS), proposals soon appeared for using SSL to secure all the major Internet pro­
tocols, including SMTP [Hoffman1999a], Telnet [Boe1999], and FTP [Ford-Hutchin­
son2000]. Many vendors also use SSL to secure their proprietary protocols. 

In order to accommodate connections from clients who do not use SSL, servers 
must typically be prepared to accept both secured and non-secured versions of the appli­
cation protocol. All of the protocols mentioned in the previous paragraph use one of two 
basic strategies: separate ports and upward negotiation. Both of these strategies have 
advantages and disadvantages, which we'll discuss in Chapter 7. 

In a separate-ports strategy, the protocol designer simply assigns a different well­
known port to the protocol and the server implementor has the server listen both on the 
original port and on the new secure port. Any connections that arrive on the secure port 
are automatically SSL negotiated before application protocol traffic begins. HTTPS uses 
this strategy, as we'll discuss in Chapter 9. Figure 2.4 shows the port assignments for 
some commonly used protocols. 
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Name Port Use 

ftps-data 989/tcp ftp protocol, data, over TLS/SSL 

ftps-data 989/udp ftp protocol, data, over TLS/SSL 

ftps 990/tcp ftp protocol, control, over TLS/SSL 

ftps 990/udp ftp protocol, control, over TLS/SSL 

nntps 563/tcp nntp protocol over TLS/SSL 

nntps 563/udp nntp protocol over TLS/SSL 

Figure 2.4 Port number assignments for SSL-ized protocols 

When using an upward negotiation strategy, the protocol designer modifies the 
application protocol to support a message indicating that one side would like to upgrade 
to SSL. If the other side agrees, an SSL handshake starts. Once the handshake is com­
pleted, application messages resume over the new SSL channel. SMTP over TLS uses 
this strategy, as we'll discuss in Chapter 10. 

2.9 Getting SSL 

By far the easiest way to get an SSL implementation is to download it. The OpenSSL 
Project at http:/ / www. openssl. org/ provides a high-quality, free, source imple­
mentation of SSLv2, SSLv3, and TLS available for worldwide downloading. OpenSSL 
is based on Eric Young's SSLeay library, which was first released in 1995. The code is 
written in more or less ANSI C and has been widely ported. OpenSSL is licensed under 
a BSD-style license and is therefore free for commercial and noncommercial use. Until 
very recently, due to patent reasons, OpenSSL could not be used inside the United 
States in RSA mode. However, since RSA's patent expired in September 2000, it is now 
legal in the U.S . as well. 

The following vendors sell C/C++ SSL/TLS toolkits. 

• Certicom (http: //www. certicorn. corn/) 

• Netscape Communications (http://home . net scape. com/) 

• RSA Security (http://www. rsasecuri ty. com/) 

• SPYRUS/Terisa Systems (http: //www. spyrus. com/) 

Netscape had the first SSL implementation. RSA has hired Eric Young and their toolkit 
is based on SSLeay. Consensus and SPYRUS/Terisa's implementations were both inde­
pendently developed. 
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Full disclosure: The author worked at Terisa for three years and was the primary 
author of Terisa's SSL product. 

Similarly, the easiest way to get a Java implementation is to download it. The 
author's free Java SSLv3/TLS implementation, PureTLS, is available at 
http://www. rtfm. com/puretls. The following vendors also have Java imple­
mentations. 

• Baltimore (http://www. bal ti more. com/) 

• Certicom (http://www. certicom. com/) 

• Phaos Technology Corporation (http://www. phaos. com/) 

• Sun (http://www. j avasoft. com/) 

As of this writing, Sun's is royalty-free for "non-commercial" use but is available in 
binary form only. 

Both Netscape and Internet Explorer implement SSL as do Netscape's Web servers 
and Microsoft's IIS. Microsoft also allows programmers to call their SSL implementa­
tion (SChannel), but that's only an option for Windows programmers. Several free 
source implementations of SSL (based on OpenSSL) for the free HTTP server Apache 
are available. 

• ApacheSSL (http://www. apachessl. com/) 

• mod_ssl (http://www. modssl. org/) 

A number of commercial Apache-based SSL implementations are available. 

• Raven(http://www.covalent.net/) 

• Stronghold (http://www. c2. net/) 

What's Implemented 
Nearly every currently available SSL implementation supports SSLv3 with RSA. A 
notable exception is some installed Web servers (typically old versions of Netscape 
Commerce Server) that support only SSLv2. Most implementations support SSLv2 for 
backward compatibility, though some newer implementations omit SSLv2 support. 
Most SSL toolkits support the TLS protocol changes, but support for DSS and DH isn't 
always available. Microsoft's implementations also support PCT and TLS, and the ver­
sions of IIS and IE shipping with Windows 2000 also support DSS and DH. As of this 
writing, Netscape's products still support only SSLv3 and do not support DSS and DH. 

For maximal compatibility, it's important to support SSLv2 and SSLv3. There are 
essentially no implementations that support only TLS, so support for TLS is not neces­
sary, although it is desirable because it's an IETF standard. 
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2.1 O Summary 

This chapter has provided an overview of SSL and its place in the networking universe, 
providing the context into which the material we'll be discussing for the rest of the book 
fits. 

SSL and TLS provide a generic channel security mechanism on top of TCP. Any proto­
col that can be carried over TCP can be secured using SSL or TLS. 

SSL was originally designed by Netscape. SSLv2 and SSLv3 were basically Netscape­
only productions, but TLS is the product of an IETF working group starting with 
SSLv3. 

SSL provides server authentication, encryption, and message integrity. Optionally, there 
is support for cryptographic client authentication. 

SSL AP ls are typically designed to mimic normal networking AP Is. In C, SSL APis typ­
ically emulate Berkeley sockets, and in Java they emulate the Java socket abstraction. 
This makes it very easy to convert an insecure application to SSL. 

SSL is very widely used for HTTP traffic. However, more and more protocols are now 
being secured with SSL/TLS. TLS is slowly replacing SSL. 

A large number of SSL and TLS implementations are available. There are free imple­
mentations in both C and Java and a number of commercial implementations are avail­
able. 
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Basic SSL 

3.1 Introduction 

This chapter provides a detailed account of SSL operation for the most common case, 
server-only authentication using RSA. By titling this chapter Basic SSL, we mean that 
this is the basic mode of SSL, not that we're not going to go into depth about the proto­
col (we are). This chapter covers only the simplest mode of SSL. The next chapter will 
discuss several more-complicated modes. 

This chapter is organized into two primary sections. The first is an overview of how 
SSL works and how the various pieces fit together. We'll broadly describe each protocol 
message and its general purpose. The second section dissects a sample SSL connection 
in detail. We use an automated tool to generate a session trace and then examine each 
protocol message in detail, seeing how the individual fields fit together to accomplish 
the job of the protocol. If you're reading this as an implementation guide or want a 
really detailed understanding of what's happening, you should read both sections. If 
your primary interest is simply in using SSL, you can probably safely skip the second 
half. 

3.2 SSL Overview 

The basic design of SSL should look fairly familiar from the Toy Security Protocol we 
designed in Chapter 1. A connection is divided into two phases, the handshake and data 
transfer phases. The handshake phase authenticates the server and establishes the cryp­
tographic keys which are used to protect the data to be transmitted. The handshake must 
be completed before any application data can be transmitted. Once this has been done, 
the data is broken up and transmitted as a series of protected records. 

57 
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3.3 Handshake 

The purpose of the SSL handshake is threefold. First, the client and the server need to 
agree on a set of algorithms which will be used to protect the data. Second, they need to 
establish a set of cryptographic keys which will be used by those algorithms. Third, the 
handshake may optionally authenticate the client, as we'll see in Chapter 4. First, we'll 
discuss the handshake process in general terms without discussing specific protocol 
messages and then we'll show how it breaks down into messages. 

The overall process works something like this (see Figure 3.1 for a pictorial repre­
sentation). 

1. The client sends the server a list of the algorithms it's willing to support, along with 
a random number used as input to the key generation process. 

2. The server chooses a cipher out of that list and sends it back along with a certificate 
containing the server's public key. The certificate also provides the server's identity 
for authentication purposes and the server supplies a random number which is used 
as part of the key generation process. 

3. The client verifies the server's certificate and extracts the server's public key. The 
client then generates a random secret string called the pre_master_secret and 
encrypts it using the server's public key. It sends the encrypted public key to the 
server. 

4. The client and server independently compute the encryption and MAC keys from 
the pre_master_secret and the client and server's random values. 

5. The client sends a MAC of all the handshake messages to the server. 

6. The server sends a MAC of all the handshake messages to the client. 

So, what has this process accomplished? Remember that our two goals were, first, 
to agree on a set of algorithms and, second, to establish a set of cryptographic keys. 
Steps 1 and 2 accomplish the first goal. The client gets an opportunity to tell the server 
which algorithms it supports and the server chooses an algorithm. When the client 
receives the message the server sent in step 2, it also knows the algorithm, so both sides 
now know what algorithm to use. 

The second goal, establishing a set of cryptographic keys, is accomplished by steps 
2 and 3. In step 2 the server provides the client with its certificate, which allows the 
client to transmit a secret to the server. After step 3, the client and the server both share 
the pre_master_secret. The client has the pre_master_secret because it generated it, 
and the server has the pre_master_secret because it decrypted it. 

Note that step 3 is the key step in the whole handshake. All the data that is going to 
be protected depends on the security of the pre_master_secret. What's going on is very 
simple: the client uses the server's public key (extracted from the certificate) to encrypt 
a shared key, and the server uses its private key to decrypt the shared key. The rest of the 
handshake is mainly devoted to ensuring that this exchange can happen safely. In step 4 
the client and the server then separately use the same key derivation function (KDF) (see 
Section 3 .11) to generate the master _secret. The master _secret is used to generate the 
cryptographic keys, again using the KDF. 
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Client Server 

(l ) Supported ciphers, Random 

ndom Certificate 
(2) Chosen cipher, Ra , -

(3) Encrypted Master S ecret 

( 4) Compute keys (4) Compute keys 

(5) MAC of hand hak 
e messages ... 

(6) MAC of hand hake messages -
Figure 3.1 Overview of the SSL handshake 

59 

Steps 5 and 6 serve to protect the handshake itself from tampering. Imagine an 
attacker who wished to control the algorithms used by the client and the server. It's quite 
common for the client to offer a range of algorithms, some weak and some strong, so 
that it can communicate with servers that only support weak algorithms. The attacker 
could delete all the strong algorithms from the client's offer in step 1 and thus force the 
server to choose a weak algorithm. The MAC exchange in steps 5 and 6 stops this, 
because the client's MAC will be computed over the original messages and the server's 
MAC will be computed over the messages the attacker modified, and they won't match 
when checked. Because the client- and server-provided random numbers are inputs to 
the key generation process, the handshake is secure from replay attack. These messages 
are the first messages encrypted under the newly encrypted algorithms and keys. 

So, at the end of this process, the client and the server have agreed on the crypto­
graphic algorithms to use and have a set of keys to use with those algorithms. More 
important, they can be sure that an attacker hasn' t interfered with the handshake and that 
therefore the negotiation reflects their true preferences. 

Handshake Messages 

Each step of the description we've just given is accomplished by one or more handshake 
messages . We'll briefly describe here which messages map to which steps and then 
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cover each individual message in detail later in this chapter. Figure 3.2 shows the indi­
vidual messages. 

• Step 1 corresponds to a single SSL handshake message, ClientHello. 

• Step 2 corresponds to a series of SSL handshake messages. The first message the 
server sends is the ServerHello, which contains its algorithm preferences. Next it 
sends its certificate in the Certificate message. Finally, it sends the ServerHelloDone 
message, which indicates that this phase of the handshake is done. The reason that 
the ServerHelloDone is needed is that some of the more complicated handshake 
variants involve other messages being sent after the Certificate message. When the 
client receives the ServerHelloDone message, it knows that no such other messages 
will be arriving and so it can proceed with its part of the handshake. 

• Step 3 corresponds to the ClientKeyExchange message. 

• Steps 5 and 6 correspond to the Finished message. The Finished message is the first 
message that's protected using the just-negotiated algorithms. To protect the hand­
shake from tampering, the content of the message is a MAC of all the previous 
handshake messages. However, since the Finished message is protected using the 
negotiated algorithms, the message itself is also MACed with the newly negotiated 
MAC keys. 

Note: This diagram omits two messages, the ChangeCipherSpecs. We'll cover 
them later, but they're not important at this stage in the discussion. 

Client Server 

Handshake: ClientHello -
Handshake: ServerHello - Handshake: Certificate 

◄ Handshake: ServerHelloDone -
Handsl1ake: ClientKey Exchan c,e 

0 

Handshake: Finished --
Handshake: F1nished 

◄ 

Figure 3.2 SSL handshake messages 
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3.4 SSL Record Protocol 

All we've managed to do so far is to authenticate the server and share some keying 
material. Remember that the point of having SSL in the first place is to be able to 
exchange encrypted and authenticated data. The purpose of the handshake is to set up 
the shared state required to make sending and receiving protected data possible. In SSL 
the actual data transfer is accomplished using the SSL Record Protocol. 

The SSL Record Protocol works by breaking up the data stream to be transmitted 
into a series of fragments, each of which is independently protected and transmitted. On 
the receiving end, each record may be independently decrypted and verified. This 
approach allows data to be transferred from one side of the connection to the other as 
soon as it is ready and processed as soon as it is received. 

Before a fragment can be transmitted, it must be protected against attack. To pro­
vide integrity protection, a MAC is computed over the data. The MAC will be transmit­
ted along with the fragment and must be verified by the receiving implementation. The 
MAC is then appended to the fragment and the concatenated data and MAC are 
encrypted to form the encrypted payload. Finally, a header is attached to the payload. 
The concatenated header and encrypted payload are referred to as a record. Records are 
what is actually transmitted. Figure 3.3 shows the transmission process. 

Record 
Header 

Record Header 

,, 

,, ,, 

I , ,, 

Data 
Fragment 

Encrypted 
Data and MAC 

Data 

,, 

MAC 

I 
>\. ' ' \ 

\ \ 
\ ' \ \ 

\ \ 

Data 
MAC Fragment 

Record Encrypted 
Header Data and MAC 

Figure 3.3 SSL data fragmentation and protection 

The job of the record header is to provide information that is necessary for the receiving 
implementation to interpret the record. In practice, this means three pieces of informa­
tion: the content type, the length, and the SSL version. The length field allows the 
receiver to know how many more bytes to read off the wire before it can process the 

Ex.1015 
Askeladden, L.L.C. / Page 89 of 532



62 Basic SSL Chapter 3 

message. The version number is simply a redundant check to ensure that each side 
agrees on the version. 

The content type field identifies the type of the message. As we discussed in Chap­
ter 1, it's convenient to be able to send other kinds of traffic over the same protected 
channel. In particular, we'd like to be able to send protected messages to indicate errors 
and connection closure termination. The content type field allows implementations to 
distinguish this sort of management traffic from data that is intended for the higher-level 
application. 

Content Types 

SSL supports four content types: application_data, alert, handshake, and 
change_cipher_spec. All data sent and received by software that uses SSL is sent as 
application_data. The other three content types are used for management traffic, such as 
performing the handshake and signaling errors. 

The alert content type is primarily used for signalling various types of error. Most 
alerts signal things that went wrong in the handshake, but some indicate errors that 
occurred when trying to decrypt or authenticate records. The other use of alert messages 
is to signal that the connection is about to close. This is necessary to prevent the trunca­
tion attack discussed in Section 1.8. 

The handshake content type is used (unsurprisingly) to carry handshake messages. 
Even the initial handshake messages that form the connection are carried by the record 
layer as records of type handshake. Because no cryptographic keys have been estab­
lished, these initial messages aren't encrypted or authenticated, but otherwise the pro­
cessing is the same. It is possible to initiate a new handshake over a preexisting connec­
tion (see Section 4.5) in which case the new handshake records are encrypted and 
authenticated just as any other data would be. 

The change_cipher_spec message has a special purpose. It indicates a change in the 
encryption and authentication of records. Once a handshake has negotiated a new set of 
keys, the change_cipher_spec record is sent to indicate that those new keys will now be 
used. This is covered in more detail in Section 3.10. 

3.5 Putting the Pieces Together 

As we've seen, SSL is a layered protocol consisting of a record layer and a number of 
different message types which are carried on top of the record layer. In turn, the record 
layer is carried on top of some reliable transport protocol such as TCP. Figure 3.4 shows 
the structure of the protocol. 

The rest of this chapter is a detailed look at a particular SSL connection. It covers 
similar territory to the first part of the chapter, but at a much deeper level of detail. The 
material covered here is primarily the contents of the specific handshake messages. 
Thus, if you're interested in implementing SSL, analyzing the protocol, or designing an 
SSL variant, you should read on. Otherwise, you can safely skip to Chapter 4 where we 
cover the rest of the handshake modes. First, we discuss the general features of the 
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connection and then move on to discussing the individual messages in detail. 
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As before, we'll cover the handshake first, describing how algorithms are negotiated 
by means of cipher suites and how the server's key is used to establish a shared 
pre_master_secret which can be used to create the cryptographic keys for the connec­
tion. Then we'll cover the cryptographic transformations that the SSL Record Protocol 
uses to protect the data being communicated. 

3.6 A Real Connection 

Figure 3.5 shows a ladder diagram for the connection we'll be studying. As with previ­
ous such diagrams, messages from the client (speedy) to the server (romeo) are 
shown as going from left to right and messages from server to client are shown as going 
from right to left. 

The first message sent is the ClientHello, which contains the client's proposed cryp­
tographic parameters, including the ciphers it's prepared to use. It also contains a ran­
dom value to be used in key generation. The server responds with three messages: first, 
it sends the ServerHello which selects a cipher and a compression algorithm. This mes­
sage contains a random value from the server. 

The reason why SSL includes compression is that encrypted data is random for all 
practical purposes and thus incompressible. Thus, link-level compression such as is 
found in most modems doesn't work on SSL data. If you want to compress the data 
before transmission you must do so before encryption. Unfortunately, due to intellectual 
prope1ty considerations, neither SSLv3 nor TLS defined any compression algorithms. 
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Thus, compression is almost never used with SSL. As an exception, OpenSSL does sup­
port compression, so if both sides are based on OpenSSL and suitably configured, com­
pression can be used. 

Next, the server sends the Certificate message, which contains the server's public 
key, in this case an RSA key. Finally, it sends the ServerHelloDone, which indicates that 
no more messages will be sent in this phase of the handshake. 

The client now sends a ClientKeyExchange message, which contains a randomly 
generated key encrypted under the server's RSA key. This is followed by a Change­
CipherSpec message, which indicates that all messages that the client sends afterwards 
will be encrypted using the just-negotiated cipher. The Finished message contains a 
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check value for the entire connection so that the server can tell that the ciphers were 
securely negotiated. 

Once the server has received the client's Finished message, it sends its own Change­
CipherSpec and Finished messages and the connection is ready to begin sending appli­
cation data. 

The SSLv3 specification allows a party to start sending application data as soon as that 
party's Finished message is sent. However, this creates a security risk for client data if the 
connection has been attacked. If the attacker has changed the handshake to negotiate a 
weaker cipher suite, the client can't detect this until it receives the server's Finished mes­
sage. To fix this; in TLS the client must wait until it has received the server's Finished 
message before it can send its first byte of data. Note that this isn't a security problem if 
the server chose the most secure of the client's ciphers, but rather than trying to detect 
this case, it's safest to simply wait for the other server's Finished message. 

The ,next two messages are application data sent by the client and server, respec­
tively. In this case, these were the result of typing data at the client and server programs, 
but in an actual transaction, this would be when the application protocol data was sent. 

Finally, the client shuts down the connection, but first it sends a close_notify alert to 
indicate that the connection is about to close. The close_notify is followed by a TCP FIN 
(not shown here). The server responds with its own TCP FIN. The FINs indicate that the 
host's TCP implementation has closed its side of the connection and will not send any 
more data. 

Note that the server did not send a close_notify. The SSL specification is a little unclear 
on exactly whether close_notifys are required, but under perfect circumstances, both the 
server and client would send close_notifys. 

3.7 Some More Connection Details 

In order to understand the protocol messages we'll be examining, it's convenient to have 
a piece of software that can break apart the various messages and display their contents. 
We've used the ssldump program for this purpose. 

Figure 3.6 shows an ssldump trace of all the messages in a simple SSL connec­
tion. We'll be talking about each message in detail in a little bit, but here we present a 
trace of the whole connection so you can get a feel for the flavor. 

Since this is the first ssldump trace presented in the book, we'll take a moment to 
describe the output. The first line simply indicates the setup of the underlying TCP con­
nection that the SSL session will use. In this case it's a connection between romeo and 
speedy, two machines on the test network. The name of the host (romeo) that initi­
ated the TCP connection (i.e., the host which called connect ()) is printed first, and 
the host (speedy) that accepted the TCP connection (i.e., the host which called 
accept ( ) ) is printed second. In normal SSL operation, the initiating host takes the 
client role and the accepting host takes the server role. 
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Each numbered line represents an SSL record. Thus, this connection consists of 12 
different records. The first number is the number of the record in the sequence that was 
processed. This is followed by two timestamps, the first being the time since the cre­
ation of the TCP connection and the second being the time since the last record. Both 
times are represented in seconds and to four decimal places. Next is an indication of 
which direction the record was sent: C>S indicates client to server (in this case romeo 
to speedy) and S>C indicates server to client (speedy to romeo). Next is the record 
type, which corresponds to one of the layers described in the previous section. 

New TCP connection : speedy(3266) <-> romeo(4433) 
1 0 . 0456 (0.0456) C>S Handshake 

2 

3 

4 

ClientHello 
Version 3.1 

0 . 0461 

cipher suites 
TLS DHE RSA WITH 3DES EDE CBC SHA - - - - -
TLS DHE DSS WITH 3DES EDE CBC SHA 

TLS RSA WITH 3DES EDE CBC SHA - - - -
TLS RSA WITH IDEA CBC SHA - - - -
TLS RSA WITH RC4 128 SHA - - -
TLS RSA WITH RC4 128 MDS - - -
TLS_DHE_ RSA_WITH_DES_CBC_SHA 
TLS DHE DSS WITH DES CBC SHA - - - - - -
TLS RSA WITH DES CBC SHA - - -
TLS DHE RSA EXPORT WITH DES40 CBC SHA - - - -
TLS DHE DSS EXPORT WITH DES40 CBC SHA 

TLS RSA EXPORT WITH DES40 CBC SHA - - - -
TLS_RSA_EXPORT_ WITH_ RC2_ CBC_ 40_ MD5 

TLS_RSA_ EXPORT_ WITH_ RC4_ 40_ MD5 
compression methods 

NULL 

(0 .0004 ) S>C Handshake 

ServerHello 
session_ id[32)= 

74 6d 09 76 ld 2a c9 02 

27 Sc 18 63 Sa d9 4a 59 

c4 b3 a4 f6 61 ef fS cd 

cipherSuite TLS 

compressionMethod 

0.0461 (0.0000) S>C Handshake 
Certificate 

0.0461 (0. 0000) S >C Handshake 
ServerHelloDone 

4a al a3 4e 

f9 c3 14 as 

RSA WITH DES CBC SHA 

NULL 
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5 0.2766 (0.2304) C>S 
ClientKeyExchange 

Handshake 

6 

7 

8 

9 

EncryptedPreMasterSecret[64]= 
17 4d 00 32 be b2 af 95 09 Oa 

97 dB 34 

c3 fO b4 

bb 05 fl 

00 20 83 

Ob be db 

0.2766 (0.0000) 
0.2766 (0. 0000) 

Finished 
0.2810 (0.0044) 
0.2810 (0.0000) 

Finished 

de 73 20 4d 00 91 as 

fS 32 6f 13 cc ea 41 

b7 e2 c4 fa lb 40 cl 

43 2d Be 2a 53 3b 33 

a2 

C>S ChangeCipherSpec 
C>S Handshake 

S>C ChangeCipherSpec 
S>C Handshake 

45 

Od 

00 

2a 

cc 

10 1.0560 

11 6. 3681 

12 7.3495 

(0.7749) 

(5. 3121) 

(0.9813) 

C>S application_data 
S>C application_data 
C>S Alert 

level 
value 

Client FIN 
Server FIN 

warning 
close_notify 

24 

ed 

Se 
f3 

Sf 

Figure 3.6 A simple SSL connection 
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For some record types, ssldump performs further decoding, and this is shown on 
subsequent indented lines. In particular, if the record type is handshake, s s 1 dump does 
a fair amount of decoding. The next line is the handshake type, and subsequent lines 
contain decodings of some relevant fields. Exactly how much information is conveyed is 
controlled by command line flags. This particular trace was generated with settings that 
show only a moderate amount of detail. The intent in this session is to show message 
flow, so some fields are elided from the trace. Later in the chapter we discuss each mes­
sage in detail and show all fields in each message. 

For example, the first record is a handshake message. The next line shows that it's a 
ClientHello, sent from romeo to speedy. It offers a number of cipher suites, ranging 
from ephemeral Diffie-Hellman with 3DES to RSA with RC4-40, but only one com­
pression method, NULL. 

Because ssldump was written partially in order to generate traces for this book, 
the traces are more or less direct program output, with the occasional addition of com­
ments in italics. The message trace displayed here was generated by using OpenSSL's 
s _ c 1 i en t and s _server programs, which are simple command-line client and 
server programs. Encrypted data is rendered in fixed-width italic. 
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3.8 SSL Specification Language 

It's fairly common practice for protocols to be described in terms of a specification lan­
guage which describes the various fields of the protocol messages and how they appear 
on the wire. This is intended to provide an unambiguous and concise description of the 
protocol. One example of such a language is ASN. l. 

Both TLS and SSLv3 use the same specification language to describe their mes­
sages. Although the syntax is vaguely reminiscent of C type definitions, the language 
was invented for SSLv3 and the only definition is in the specifications. 

Basic types 

The TLS specification describes the syntax as "somewhat casually defined," and although 
most of the specification is obvious, new constructs are introduced several times without 
much introduction. At one point, the author attempted to write a grammar-driven parser 
(using YACC) for the language, with the aim of mechanically generating a decoder, but 
abandoned the project in frustration. 

The specification uses five basic types, opaque, uint8, uint16, uint24, and uint32. opaque 
is simply a single uninterpreted byte. uint8, uint16, uint24, and uint32 are unsigned 8-, 
16-, 24-, and 32-bit integers respectively and are represented on the wire by sequences 
of 1, 2, 3, or 4 bytes. All numbers are represented in "network byte order"-high byte 
first-so the number 1 is represented as a uint32 by the hex bytes 00 00 00 01. The con­
structs /* and * / bracket comments just as in C. 

Vectors 
A vector is simply a sequence of elements of a given type. Vectors come in two flavors, 
fixed-length or variable-length. Fixed-length vectors are represented using [] and vari­
able-length vectors are represented using <>. It is important to note that all lengths are 
in bytes, not in number of elements. As a consequence, the declaration uint16 foo[4] 
refers to two 16-bit integers, not four. This allows the decoder to be layered; it can treat 
structures as opaque strings (since it knows their length) and pass them on to another 
layer for parsing. 

Variable-length vectors can be represented either by specifying both an upper and 
lower length bound or just an upper length bound. For example: 

opaque stuff<1 .. 20> /* A string of between 1 and 20 bytes*/ 
uint32 numbers<16> /* Up to 4 32 bit integers*/ 

Fixed-length vectors are encoded on the wire simply by concatenating their elements 
end-to-end with the first element coming first. Variable-length vectors are encoded in 
the same way, except that a length field is prepended. A length field is an integer type 
just large enough to encode the upper bound length of the vector. For instance, opaque 
vec<300> would require a uint16 length field. 
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Enumerateds 
An enumerated type is simply a field that can assume only a specific series of values. 
Each value is named. For example: 

enum { red(1 ), blue(2), green(3) } colors; 

specifies a type called colors which can take on the values red, blue, and green, which 
are represented on the wire by the integers 1, 2, and 3. When an enum is encoded on the 
wire, it is represented by an integral type just large enough to hold its largest value. So, 
colors would be represented by a uint8, one byte. 

It is possible to specify an explicit maximum size for an enum, by including an 
unnamed value: 

enum { warning(1 ), fatal(2), (255) } Alertlevel; 

As a special case, it is possible to define an enum with no values at all. This is used 
occasionally in the specification to refer to state values that are internal to an implemen­
tation. Obviously, such an enum can never be encoded on the wire, because there are no 
definitions for how to encode the values. 

enum { high, low } security; 

Structures 

Constructed types may be made by using the struct definition, which is very similar to C 
struct syntax: 

struct { 
type1 field1, 
type2 field2, 
type3 field3, 

} name; 

structs are encoded on the wire simply by concatenating the encodings of the various 
fields, in the order that they appear in the struct definition. struct definitions can also be 
nested. The name field of a struct may be omitted if it is directly included in another 
struct. 

Variants 

Structures may be defined with variant contents which change depending upon some 
external information. This is done with a construct that looks superficially like C's 
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switch statement, but is really more like a C union or an ASN.1 CHOICE. 

select (type) { 
case value1: Type1 
case value2: Type2 

} name; 

Chapter 3 

The type that controls the contents of a select is always an enum. Here's an example: 

struct { 
select (KeyExchangeAlgorithm) { 

case rsa: EncryptedPreMasterSecret; 
case diffie_hellman: DiffieHellmanClientPublicValue; 

} exchange_keys; 
} ClientKeyExchange; 

enum { rsa, diffie_hellman } KeyExchangeAlgorithm; 

This switches the definition of the ClientKeyExchange struct based on the value of 
KeyExchangeAlgorithm. If KeyExchangeAlgorithm is rsa, then the value is of type 
EncryptedPreMasterSecret. If it is of diffie_hellman then the value is of type Diffie­
HellmanClientPublicValue. Note that the value of KeyExchangeAlgorithm is not repre­
sented anywhere in the message, but is merely part of the system context. Some vari­
ants, however, refer to other fields in the message. 

3.9 Handshake Message Structure 

Each SSL handshake message consists of a simple header followed by a body which is 
dependent on the message type. Figure 3.7 shows the definition for the message: 

The header is 4 bytes long and consists of a 1-byte type field followed by 3 length 
bytes. The length field refers to the length of the rest of the handshake message (not 
including the type and length fields). The contents of the rest of the message are com­
pletely dependent on the msg_type field. The length field is not strictly necessary 
because the end of the handshake message can be determined from the components. 
However, having an explicit length field makes it much easier to implement the proto­
col. The implementation can break apart sequential handshake messages in one layer 
and then process them in another. Note that the mapping of handshake messages to SSL 
records is not fixed. Multiple handshake messages may appear in a single record. Theo­
retically, a single handshake message might span multiple records, but in practice this 
does not occur. 
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struct { 
HandshakeType msg_type; 
uint24 length; 
select (HandshakeType) { 

case hello_request: HelloRequest; 
case client_hello: ClientHello; 
case server_hello: ServerHello; 
case certificate: Certificate; 
case server _key _exchange: ServerKeyExchange; 
case certificate_request: CertificateRequest; 
case server_hello_done: ServerHelloDone; 
case certificate_verify: CertificateVerify; 
case client_key_exchange: ClientKeyExchange; 
case finished: Finished; 

} body; 
} Handshake; 

enum { 
hello_request(O), client_hello(1 ), server_hello(2), 
certificate(11 ), server_key_exchange (12), 
certificate_request(13), server_hello_done(14), 
certificate_verify(15), client_key_exchange(16), 
finished(20) , (255) 

} HandshakeType; 

Handshake Messages 

Figure 3.7 SSL Handshake Message 

3.1 O Handshake Messages 

71 

The first step in creating an SSL connection is the handshake, which establishes the 
algorithms and keying material for the rest of the connection. This section covers the 
SSL handshake we showed earlier in detail. For each handshake message, we show the 
relevant piece of specification language and the expanded trace of that handshake mes­
sage. Then, we explain the meaning and values of each field. 

There are two ways to read this section. If you want to really understand what's 
going on, then read each piece of specification and match it up with the ssldump trace, 
using the accompanying text as a guide. If all you want to do is get the general idea, 
then just read the text, referring to the structure definitions and the protocol traces as a 
guide. 
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ClientHello 
struct { 

ProtocolVersion client_version; 
Random random; 
SessionlD session_id; 
CipherSuite cipher_suites<2 .. 2A16-1 >; 
Compression Method compression_methods<1 .. 2A8-1 >; 

} ClientHello; 

struct { 
uint8 major; 
uint8 minor; 

} ProtocolVersion; 

struct { 
uint32 gmt_unix_time; 
opaque random_bytes[28]; 

} Random; 

opaque SessionlD<0 .. 32>; 
uint8 CipherSuite[2]; 
enum { null(O), (255) } CompressionMethod; 

ClientHello 
Version 3.1 
random[32]= 

38 f3 cb de 80 4c b4 79 0a 07 9f b3 
51 ba b8 62 69 e3 Sf bf ce c7 ff 25 

3c 3b 84 16 38 b2 Se f7 
cipher suites 

TLS DHE RSA WITH 3DES EDE CBC SHA - - - - - -
TLS DHE DSS WITH 3DES EDE CBC SHA - - - - -
TLS RSA WITH 3DES EDE CBC SHA - -
TLS RSA WITH IDEA CBC SHA - - - - -
TLS RSA WITH RC4 128 SHA - - - - -
TLS RSA WITH RC4 128 MD5 - - - - -
TLS DHE RSA WITH DES CBC SHA 
TLS DHE DSS WITH DES CBC SHA - - - -
TLS RSA WITH DES CBC SHA - - -
TLS DHE RSA EXPORT WITH DES40 CBC SHA - -
TLS DHE DSS EXPORT WITH DES40 CBC SHA - - - - - - -
TLS RSA EXPORT WITH DES40 CBC SHA - - - - - -
TLS RSA EXPORT WITH RC2 CBC 40 MD5 - - - - - --
TLS_RSA_EXPORT_WITH_RC4_40_MD5 

compression methods 
NULL 

Chapter 3 

Ex.1015 
Askeladden, L.L.C. / Page 100 of 532



Section 3.10 Handshake Messages 73 

The first handshake message sent is always the ClientHello message. The main pur­
pose of this message is for the client to communicate its preferences for connection 
parameters. After sending the ClientHello, the client waits for the server to send its hello 
message. In SSLv3 and TLS, the client presents its acceptable parameters and the server 
chooses the final set. The three negotiable parameters are the version, represented by the 
client_version field, the cryptographic algorithms, represented by cipher_suites, and the 
compression algorithm, represented by compression_methods. Figure 3.8 lists the main 
TLS cipher suites. 

The client_version field should contain the highest SSL version number that the 
client is prepared to speak. For SSLv3, this means major=3 and minor=0. For TLS, 
major=3 and minor=l. In this trace, the client has indicated that it speaks TLS. In gen­
eral, it is expected that an implementation speaks all lesser versions. SSL provides no 
facility for indicating that you do not speak previous versions. This means that if a client 
knows that (say) version 2.0 is insecure, there's no way to tell the server: use version 3.0 
or above. You simply have to try out the server and terminate the connection if the 
server chooses version 2. 

All cryptographic selections for a connection are bundled together into Cipher­
Suites, which are represented by arbitrarily chosen 2-byte constants. The CipherSuite 
specifies the server authentication algorithm, the key exchange algorithm, the bulk 
encryption algorithm, and the digest (message integrity) algorithm. The suites are listed 
in the order of descending client preference. Figure 3.8 shows a list of the TLS cipher 
suites. 

The cipher suites marked with a t are not part of the TLS standard. They were intro­
duced in [Banesl999] in response to the liberalization of U.S. export policy that allowed 
1024-bit key agreement and 56-bit symmetric encryption. These cipher suites allow 
1024-bit RSA and DH combined with either DES or 56-bit RC4. [Banesl999] also adds 
support for DSS/DH with RC4-128, which had been omitted in the TLS standard. 
Although these algorithms are widely implemented, the full liberalization of U.S. export 
policy has rendered them unnecessary, so it's unclear if they will ever be standardized. 
Note that because these algorithms are labelled export, they go through the export key 
derivation procedure described in Section 3.11. 

The final negotiable parameter is the compression algorithm. Compression algo­
rithms are represented by I-byte constants. In actual practice, due mainly to patent con­
siderations, no compression algorithms have ever been defined for SSL, and so the only 
supported algorithm is the mandatory NULL algorithm, which does not change the data. 
Some proprietary implementations implement private compression algorithms, as does 
OpenSSL. 

The second parameter in the ClientHello is a 32-byte value, (called random) which is 
used as one of the inputs to the key generation procedure. The first 4 bytes of the value 
are the time of day when the message was generated (in seconds since the Unix epoch, 
12:00 midnight, January 1, 1970 GMT) and the other 28 bytes are supposed to be ran­
domly generated. Note that the protocol will operate correctly even if the first 4 bytes 
are not time. Client and server clocks do not have to be synchronized. The purpose of 
the random data is to ensure that even if the same pre_master_secret is used the gener­
ated encryption and MAC keys will be different. This prevents replay attack. 
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Cipher Suite Auth Key Exchange Encryption Digest Number 

TLS_RSA_ WITH_NULL_MD5 RSA RSA NULL MD5 OxOOO! 

TLS_RSA_ WITH_NULL_SHA RSA RSA NULL SHA Ox0002 

TLS_RSA_EXPORT _ WITH_RC4_ 40_MD5 RSA RSA_EXPORT RC4_40 MDS Ox0003 

TLS_RSA_ WITH_RC4_128_MD5 RSA RSA RC4_ 128 MDS Ox0004 

TLS_RSA_ WITH_RC4_128_SHA RSA RSA RC4_ 128 SHA Ox0005 

TLS_RSA_EXPORT_ WITH_RC2_CBC_ 40_MD5 RSA RSA_EXPORT RC2_40_CBC MD5 Ox0006 

TLS_RSA_ WITH_IDEA_CBC_SHA RSA RSA IDEA_CBC SHA Ox0007 

TLS_RSA_EXPORT _ WITH_DES40_CBC_SHA RSA RSA_EXPORT DES40_CBC SHA OxOOOS 

TLS_RSA_ WITH_DES_CBC_SHA RSA RSA DES_CBC SHA Ox0009 

TLS_RSA_ WITH_3DES_EDE_CBC_SHA RSA RSA 3DES_EDE_CBC SHA OxOOOA 

TLS_DH_DSS_EXPORT _ WJTH_DES40_CBC_SHA RSA DH_DSS_EXPORT DES_40_CBC SHA OxOOOB 

TLS_DH_DSS_ WITH_DES_CBC_SHA DSS DH DES_CBC SHA OxOOOC 

TLS_DH_DSS_ WJTH_3DES_EDE_CBC_SHA DSS DH 3DES_EDE_CBC SHA OxOOOD 

TLS_DH_RSA_EXPORT _ WITH_DES40_ CBC_SHA RSA DH_EXPORT DES_40_CBC SHA OxOOOE 

TLS_DH_RSA_ WITH_DES_CBC_SHA RSA DH DES_CBC SHA OxOOOF 

TLS_DH_RSA_ WITH_3DES_EDE_ CBC_SHA RSA DH 3DES_EDE_CBC SHA OxOOIO 

TLS_DHE_DSS_EXPORT_WJTH_DES40_CBC_SHA DSS DHE_EXPORT DES_40_CBC SHA OxOO!l 

TLS_DHE_DSS_ WJTH_DES_CBC_SHA DSS DHE DES_CBC SHA Ox0012 

TLS_DHE_DSS_ WITH_3DES_EDE_CBC_SHA DSS DHE 3DES_EDE_CBC SHA Ox00!3 

TLS_DHE_RSA_EXPORT_WITH_DES40_CBC_SHA RSA DHE_EXPORT DES_40_CBC SHA Ox0014 

TLS_DHE_RSA_ WITH_DES_CBC_SHA RSA DHE DES_CBC SHA Ox00!5 

TLS_DHE_RSA_ WITH_3DES_EDE_CBC_SHA RSA DHE 3DES_EDE_CBC SHA Ox0016 

TLS_DH_anon_EXPORT _ WITH_RC4_ 40_MD5 DH_EXPORT RC4_40 MDS OxOOl 7 

TLS_DH_anon_ WITH_RC4_!28_MD5 . DH RC4_128 MD5 OxOO!S 

TLS_DH_anon_EXPORT _ WITH_DES40_CBC_SHA - DH DES_40_CBC SHA Ox00!9 

TLS_DH_anon_ WITH_DES_CBC_SHA . DH DES_CBC SHA OxOOIA 

TLS_DH_anon_ WITH_3DES_EDE_CBC_SHA DH 3DES_EDE_CBC SHA OxOO!B 

TLS_RSA_EXPORT1024_ WITH_DES_CBC_SHA t RSA RSA DES_CBC SHA Ox0062 

TLS_DHE_DSS_EXPORT1024_ WITH_DES_CBC_SHA t RSA RSA DES_CBC SHA Ox0063 

TLS_RSA_EXPORT1024_ WITH_RC4_56_SHA t RSA RSA RC4_56 SHA Ox0064 

TLS_DHE_DSS_EXPORTl 024_ WITH_RC4_56_SHA t RSA RSA RC4_56 SHA Ox0065 

TLS_DHE_DSS_ WITH_RC4_128_SHA t RSA RSA RC4_56 SHA Ox0066 

Figure 3.8 Available TLS cipher suites 

The ClientHello also contains a session_id parameter. The session ID is a byte string 
of up to 32 bytes which can be used by the client to indicate that it wishes to reuse the 
cryptographic keying material from a previous connection rather than generate new 
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material. This is typically much faster because public key operations are computation­
ally expensive. In this trace, the client and server had no previous session to resume and 
so the session_id field was zero length. We'll see an example of a resumed session in 
Chapter 4. 

ServerHello 

struct { 
ProtocolVersion server_version; 
Random random; 
SessionlD session_id; 
CipherSuite cipher_suite; 
CompressionMethod compression_method; 

} ServerHello; 

ServerHello 
SSL version 3.1 
random[32)= 

38 f3 cb dl 33 63 le c7 2e Be 56 43 
9e fb 20 70 cc 4b 16 06 4d Sa Sb 15 
e3 9f 0d 47 39 16 Sf Sc 

session id[32)= 
74 6d 09 76 ld 2a c9 02 4a al a3 4e 
27 Sc 18 63 Ba d9 4a 59 f9 c3 14 as 
c4 b3 a4 f6 61 ef fS cd 

cipherSuite TLS RSA WITH DES 
compressionMethod NULL 

CBC SHA 

The ServerHello message is used by the server to choose from the various options 
offered to it by the client. The server_version, cipher_suite, and compression_method 
fields in this message are the version, ciphers, and compression algorithms that will be 
used for this SSL connection. 

In this trace, the client and the server both speak TLS, so the chosen version is 3 .1. 
The server has chosen the cipher suite TLS_RSA_WITH_DES_CBC_SHA: RSA key 
exchange with DES-CBC for message encryption and SHA for message digest. Note 
that the server is under no obligation to choose the client's preferred cipher suite, even if 
it is supported. The SSL specification is silent on how the choice is made among the 
client's supported ciphers. The server is free to defer to the client's preferences or 
impose its own preferences. Common practice, however, is for the server to choose the 
client-supported cipher that it prefers most. This is somewhat inconvenient for client 
implementors because they cannot predict which cipher the server will choose. Among 
other things, this means that they can't give the user feedback about the likely conse­
quences of making a given connection until the connection process has started. 
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Finally, the server has chosen the only available compression algorithm, NULL. The 
server also provides a random value. Together with the client's random value and the 
pre_master_secret (to be discussed later), it is used to generate the keying material to 
be used for this connection. This ensures that even if the client is broken and uses the 
same random value for two handshakes, the final cryptographic keys will be different. 
This also serves to protect against attempts to replay the handshake, as discussed in Sec­
tion 1.8. 

Typically, the server provides a session_id which the client could later use to 
resume the session. If a server doesn't want to resume sessions, a zero-length session ID 
can be provided. In this case, the server has provided one, indicating that it's prepared to 
resume this session. Exactly how session IDs are generated is left up to the implementa­
tion. Although they're often generated purely randomly, it is possible for them to have 
some structure that makes it easier for the server to look up the session in its cache. 

Certificate 

struct { 
ASN.1 Cert certificate_lisk1 .. 2A24-1 >; 

} Certificate; 

opaque ASN.1 Cert<2A24-1 >; 

Certificate 

Subject 

C=AU 
ST=Queensland 
O=CryptSoft Pty Ltd 
CN=Server test cert (512 bit) 

Issuer 

C=AU 
ST=Queensland 
O=CryptSoft Pty Ltd 

CN=Test CA (1024 bit) 

Serial 04 

certificate[493]= 
30 82 01 e9 30 82 01 52 02 01 

Od 06 09 2a 86 48 86 f7 Od 01 

OS 00 30 Sb 31 Ob 30 09 06 03 

06 13 02 41 55 31 13 30 11 06 

04 08 13 Oa 51 75 65 65 6e 73 

6e 64 31 la 30 18 06 03 55 04 

11 43 72 79 70 74 53 6f 66 74 

74 79 20 4c 74 64 31 lb 30 19 

55 04 03 13 12 54 65 73 74 20 

20 28 31 30 32 34 20 62 69 74 

04 30 
01 04 
55 04 
03 55 
6c 61 
Oa 13 
20 so 
06 03 
43 41 
29 30 
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le 17 Od 39 38 30 36 32 39 32 33 35 

32 34 30 Sa 17 Od 30 30 30 36 32 38 

32 33 35 32 34 30 Sa 30 63 31 Ob 30 

09 06 03 55 04 06 13 02 41 55 31 13 

30 11 06 03 55 04 08 13 Oa 51 75 65 

65 6e 73 6c 61 6e 64 31 la 30 18 06 

03 55 04 Oa 13 11 43 72 79 70 74 53 

6f 66 74 20 50 74 79 20 4c 74 64 31 

23 30 21 06 03 55 04 03 13 la 53 65 

72 76 65 72 20 74 65 73 74 20 63 65 

72 74 20 28 35 31 32 20 62 69 74 29 

30 Sc 30 Od 06 09 2a 86 48 86 f7 Od 

01 01 01 05 00 03 4b 00 30 48 02 41 

00 9f b3 c3 84 27 95 ff 12 31 52 Of 

15 ef 46 11 c4 ad 80 e6 36 Sb Of dd 

80 d7 61 Bd eO fc 72 45 09 34 fe 55 
66 45 43 4c 68 97 6a fe as aO a5 df 

Sf 78 ff ee d7 64 b8 3f 04 cb 6f ff 
2a fe fe b9 ed 02 03 01 00 01 30 Od 
06 09 2a 86 48 86 f7 Od 01 01 04 05 

00 03 81 Bl 00 95 be f7 e4 19 27 b6 

18 78 03 15 f9 Se b9 ae 08 b2 36 fd 

25 58 48 99 63 00 4a 23 82 96 46 65 

30 44 83 26 3b 2c ce Of fa f9 df d6 

fb c4 eb 6c e6 el 6b 3a 65 f7 91 62 

bd 70 55 b9 c6 e3 fS db 9d 87 bO De 
21 9b bS 87 53 00 3e Sc a4 9d cf 54 
77 cd 7a bf 3d cs 7a 30 78 aa as 28 
69 78 e7 96 4a cB 80 46 eb fe e9 fb 
8d 24 be e9 63 9e d2 14 61 co 79 09 
15 41 9c 3d 97 fd 34 3d b6 12 d7 3e 

01 

The Certificate message is simply a sequence of X.509 certificates. The certificates are 
presented in order, with the first certificate being the certificate belonging to the server 
and the next certificate (if there is one) containing the key that certifies the server's 
certificate, and so on. In all common SSL and TLS cipher suites, the server must send 
its certificate (there are several rarely used cipher suites where the server remains 
anonymous). The key m the certificate is then either used to encrypt the 
pre_master_secret or to verify the ServerKeyExchange, depending on which cipher 
suite was chosen. 

In this case, the server has sent only one certificate, for Server Test Cert (512 bit). 
It's assumed that the client already has the CA certificate for Test CA (1024 Bit). What's 
presented here is a summary of the most important certificate information. More detail 
about the structure of X.509 certificates can be found in Chapter 1. 
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ServerHelloDone 

struct { } ServerHelloDone; 

The ServerHelloDone is an empty message that indicates that the server has sent all the 
handshake messages it will send in this phase. This is required because there are some 
optional messages that can appear after the Certificate message. We'll see some exam­
ples of that in Chapter 4. 

ClientKeyExchange 

struct { 
select (KeyExchangeAlgorithm) { 

case rsa: EncryptedPreMasterSecret; 
case diffie_hellman: DiffieHellmanClientPublicValue; 

} exchange_keys; 
} ClientKeyExchange; 

struct { 
ProtocolVersion client_version; 
opaque random[46]; 

} PreMasterSecret; 

struct { 
public-key-encrypted PreMasterSecret pre_master _secret; 

} EncryptedPreMasterSecret; 

enum { implicit, explicit } PublicValueEncoding; 

struct { 
select (PublicValueEncoding) { 

case implicit: struct {}; 
case explicit: opaque DH_ Yc<1 .. 2A16-1>; 

} dh_public; 
} DiffieHellmanClientPublicValue; 

ClientKeyExchange 
EncryptedPreMasterSecret[64)= 

17 4d 00 32 be b2 af 95 09 Oa 45 24 

97 d8 34 de 73 20 4d 00 91 as Od ed 

c3 fO b4 fS 32 6f 13 cc ea 41 00 Se 

bb 05 fl b7 e2 c4 fa lb 40 cl 2a f3 

00 20 83 43 2d Sc 2a 53 3b 33 c~ Sf 

Ob be db a2 
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The ClientKeyExchange message provides the client's contribution to the creation of 
the pre_master_secret. When RSA key exchange is being used, this simply means that 
the client generates a PreMasterSecret structure and encrypts it under the server's RSA 
key. The pre_master_secret is a 48-byte quantity consisting of two version number 
bytes followed by 46 randomly generated bytes. It is critical that these bytes be chosen 
using a cryptographically secure RNG (see Chapter 5 for information on RNGs.) RFC 
1750 [Eastlakel994] provides guidance on random number generation. Wagner and 
Goldberg's successful attack on Netscape's SSLv2 implementation [Goldberg1996] was 
based on flaws in Netscape's RNG. We provide some guidance on generating strong 
random numbers in Chapter 5. 

Wagner and Goldberg disassembled the Netscape RNG and observed that the RNG was 
seeded with the time of day and the process ID. Since both of these numbers are fairly 
limited in range, it was fairly easy to search the entire space and recover the SSL session 
key. This process took about an hour at the time and would be faster now. 

The public-key-encrypted operator in the EncryptedPreMasterSecret struct means 
that the pre_master_secret field is to be encrypted using the recipient's public key. The 
encrypted key is then represented as a variable length vector: 

opaque encrypted_data<O .. 2·1 e-1 > 

The ClientKeyExchange message is one of only two messages that are different between 
SSLv3 and TLS. This difference is due to a bug in Netscape's SSLv3 implementation 
that was mimicked by other SSLv3 implementors. When RSA is being used for encryp­
tion, the length of the encrypted data is redundant because the length of the Encrypted­
PreMasterSecret is unambiguously determined both by the length of the Client­
KeyExchange message and by the length of the server's RSA key. As a consequence, 
Netscape's SSLv3 implementation omitted the length bytes when encoding the 
EncryptedPreMasterSecret, and most other SSLv3 implementations followed their 
(incorrect) lead. That is to say that most SSLv3 implementations violate the SSLv3 
specification. An implementation note in the TLS specif cation points out that most 
SSLv3 implementations are broken and requires that TLS implementations correctly 
include the length bytes. The trace we are looking at is from an implementation in TLS 
mode, and therefore the length bytes are included. 

ChangeCipherSpec 

struct { 
ChangeCipherSpecType type; 

} ChangeCipherSpec; 

enum { change_cipher_spec(1 ), (255) } ChangeCipherSpecType; 
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The ChangeCipherSpec message indicates that the sending implementation has 
switched to the newly negotiated algorithms and keying material and that future mes­
sages will be protected using those algorithms. The ChangeCipherSpec message is 
unique in that it is not properly part of the handshake but rather has its own content type. 
This is described as a performance improvement in the specification, which says: 

Note: To help avoid pipeline stalls, ChangeCipherSpec is an independent TLS Protocol 
content type, and is not actually a TLS handshake message. 

However, only one implementation known to the author (Netscape's) makes use of this 
feature in any interesting way. Netscape uses this feature to make sure that the Change­
CipherSpec message is transmitted separately from the Finished message. Because the 
ChangeCipherSpec message must not be encrypted and the Finished message must be 
encrypted, they cannot be transmitted in the same record. Having them in different lay­
ers ensures this. 

This trick is useful only if your implementation attempts to send multiple handshake 
messages in the same record. As we'll see in Chapter 6, it's sometimes a performance 
win to send multiple handshake messages in the same TCP segment, and sending them 
in the same record is one way of doing this. However, many implementations instead 
opt to transmit multiple records in the same TCP segment, which has much the same 
effect. For such implementations, this protocol feature is an inconvenience which com­
plicates the handshake state machine. 

A typical implementation is to have the handshake state machine read only hand­
shake type traffic. However, it also needs to be aware that the ChangeCipherSpec has 
been received, and this information must be carried out of band from the record layer 
processing. If the ChangeCipherSpec message were a handshake message, the hand­
shake layer could simply read it off the network. Instead, the record layer code needs to 
have special support for recognizing the ChangeCipherSpec message and either telling 
the handshake layer or throwing an error depending on whether the handshake is in the 
right state. 

The ChangeCipherSpec message consists only of a single type byte, which is 
mainly a placeholder since it can currently have only a single value of 1. No expansion 
of the use of this message has been publicly proposed. 

Finished 

SSLv3: 
struct { 

opaque md5_hash[16]; 
opaque sha_hash[20]; 

} Finished; 

Ex.1015 
Askeladden, L.L.C. / Page 108 of 532



Section 3.10 

TLS: 
struct { 

opaque verify_data[12]; 
} Finished; 

Finished 

verify_data[l2]= 
03 3b 69 b7 26 e3 De 23 fc 03 79 27 

Handshake Messages 81 

The Finished message is the first message encrypted with the new cryptographic param­
eters. It allows an implementation to verify that none of the handshake messages have 
been tampered with by an attacker. 

Although the details of the SSLv3 and TLS Finished messages are different, the 
general concept is similar. Each side sends a digest of the negotiated master secret and 
the concatenated handshake messages to the other, which compares it to the same result 
computed locally. If they differ, the handshake has been tampered with. 

enum { client(0x434C4E54), server(0x53525652)} Sender; 

md5_hash = MD5(master_secret + pad2 + 
MD5(handshake_messages + 

Sender+ master_secret + pad1 )); 
sha_hash = SHA-1 (master_secret + pad2 + 

SHA-1 (handshake_messages + 
Sender+ master_secret + pad1 )); 

Figure 3.9 SSLv3 Finished computations 

The SSLv3 Finished message is modeled after the popular cryptographic message 
authentication function HMAC [Krawczyk1997], which uses nested hashes to create a 
construction which provably has certain security properties. Figure 3.9 shows the SSLv3 
computation. The plus sign indicates concatenation, so the input to the first invocation 
of MD5 (the inner one) is the string created by concatenating all the handshake mes­
sages, the Sender constant, the master secret, and some pad bytes (pad1 is a string of 
the byte 0x36 repeated 48 times). The input to the second invocation of MD5 is the 
string created by concatenating the master secret, some pad bytes (pad2 is the a string of 
the byte 0x5c repeated 48 times), and the output of the first MD5 computation. 
The SHA-1 computation is identical except that the pad bytes are repeated 40 times 
instead of 48. The purpose of the Sender constant is to ensure that the client and server 
produce different Finished messages. This prevents an attacker from reflecting a Fin­
ished message back to its sender. 

Although the SSLv3 Finished message is based on HMAC, it was modified to be 
usable for SSL. In particular, because the master secret is available only midway 
through the handshake, the handshake messages are the first input to the inner digest, 
whereas in HMAC, the key is always the first input. Consequently, some of the security 
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properties of HMAC may not apply. Comments from the HMAC designers were the pri­
mary reason why the computation was changed in TLS. 

verify_data = 
PRF(master_secret, finished_label, MD5(handshake_messages) + 

SHA-1 (handshake_messages)) [0 .. 11 ]; 

Figure 3.10 TLS Finished computation 

TLS makes wide use of an HMAC-based pseudo-random function (PRF) for a num­
ber of cryptographic computations, including the Finished message (see Figure 3.10). 
(We'll see more of the PRF in the section on key derivation.) This PRF is used to create 
the verify_data value. The inputs are the master secret, an ASCII string for the finished 
label ("client" or "server") and an MD5 and SHA-1 digest of the handshake mes­
sages. The [0 .. 11] indicates that the first 12 bytes of PRF output are used to create the 
verify_data. 

Note that both MD5 and SHA-1 are used in the creation of the Finished message. 
The rationale for this is to provide additional security against weaknesses in the digest 
algorithm. This way, an attacker must break both MD5 and SHA-1 in order to forge a 
Finished message. 

Programming Note: Processing Finished 

Note that although the Finished message must include the digest of all the handshake 
messages so far, it does not include its own digest. However, the second Finished mes­
sage must include a digest of the first. This creates an interesting programming problem 
for implementors. A naive implementation might write its handshake handler something 
like the code in Figure 3 .11. 

Unfortunately, when the recipient goes to compute the Finished value, the digest 
will include the just-received Finished message, and so the values won't match. How­
ever, the server can't just stop digesting because it needs to include the digest of the first 
Finished in its response to the client's Finished. Thus, it must either maintain two sets of 
digests or make a copy of the digest objects before processing the Finished message, as 
shown in Figure 3 .12. 

3.11 Key Derivation 

Once the pre_master_secret has been exchanged, each implementation needs to expand 
it into the individual cryptographic keys that will be used for encryption, authentication, 
etc. This expansion is accomplished using a key derivation function. The SSLv3 and 
TLS key derivation functions are similar, but differ in the precise cryptographic transfor­
mations they use. We'll describe the TLS key derivation function with an aside at the 
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receive_handshake_message(context,message) { 

digest_handshake_message(context,message); 

switch(message.type) { 

case ClientHello: 

handle_client_hello(context,message); 

break; 

case Finished: 

handle_ finished(context,message); 

breaki 

Figure 3.11 Naive Finished handling 

receive_handshake_message(context,message) 

if(message . type==Finished) { 

digests=copy_digests(context); 

digest_handshake_message(context,message); 

switch(message.type) { 

case ClientHello: 

handle_client_hello(context,message); 

break; 

case Finished: 

handle_finished(context,message,digests); 

break; 

Figure 3.12 Correct Finished handling 

Key Derivation 83 

end describing the differences from the SSLv3 process. You can refer to Figure 3.13 for 
a graphical representation of the process. 

The PRF 
The entire TLS key derivation process uses PRF as the key derivation function. The 
point of this is to expand the pre_master_secret into another secret called 
master_secret, and then expand the master_secret into the cryptographic keys that we 
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Figure 3.13 Key derivation 

Chapter 3 

need for the various encryption and MAC algorithms. As with the key derivation func­
tion in Section 1.8, the client and the server each independently use the same key 
derivation function to generate the keys from the shared master_secret. The PRF takes 
three arguments, a secret (presumably random), a fixed ASCII string (the label), and a 
seed (presumably random, but public), as in PRF(secret, label, seed). The purpose of 
the label is to allow you to use the PRF to generate different keys from the same secret 
material simply by using different labels for each key. The label is simply digested as 
the corresponding ASCII string. 

The PRF generates an arbitrary length string of pseudo-random bytes, which are 
referred to by using the TLS vector notation. So, PRF()[0 .. 9] refers to the first 10 bytes 
of the PRF output. The PRF computation is fairly complicated and not that interesting 
except to implementors. We cover it here only for completeness, so feel free to skip over 
this stuff. It won't be on the exam. 

First, the secret part is split into two halves, Sl and S2. Sl is the first half of the 
secret and S2 is the second half. If the original secret is odd-sized, then the last byte of 
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S 1 and the first byte of S2 are the same. 
Each half is used as the secret component in an expansion function P _hash, which 

is based on HMAC. P _hash generates an arbitrary length byte string by the process 
shown in Figure 3.14. 

P _hash(secret, seed) = HMAC_hash(secret, A(1) +seed)+ 
HMAC_hash(secret, A(2) + seed) + 
HMAC_hash(secret, A(3) + seed) + ... 

A() is defined as: 
A(0) = seed 
A(i) = HMAC_hash(secret, A(i-1 )) 

HMAC_hash means HMAC using a given hash algorithm, e.g., 
HMAC_ MD5 means HMAC using MD5. 

Figure 3.14 P _hash function 

Now that we've got these functions defined, we construct PRF by XORing a P _MD5 
and a P _SHA-1: 

PRF(secret, label, seed) = P _MD5(S1, label + seed) EB 
P _SHA-1 (S2, label+ seed); 

Because MD5 digests are 16 bytes long and SHA-1 digests are 20 bytes long, P _MD5 
and P _SHA-1 don't line up. So, if you want to produce an 80-byte output, you have to 
run P _MD5 five times and P _SHA-1 four times. 

The three non-fixed inputs to the key derivation function are the pre_master_secret, 
the client_random, and the server_random. The pre_master_secret is simply a secret 
byte tring. When RSA key exchange is being used, it 's a 48-byte string generated by 
the client. It's encrypted under the server's public key. The pre_master_secret is the 
only source of secret information in this process. The other two inputs, the client_ran­
dom and server_random, are the random values from the ClientHello and ServerHello 
messages. 

The first step in the key derivation is to transform the pre_master_secret into the 
master_secret. This is done by applying the pseudo-random function PRF to the 
pre_master_secret, client_random, and server_random: 

master_secret = PRF(pre_master_secret, "master secret" , 
client_random + server_random) [0 . .47]; 

We now use the PRF with the master_secret to give us enough keying material for all 
the algorithms we'll need. Depending on the cipher suite being used, we might need up 
to six values, an encryption key, a MAC key, and an initializaton vector (IV) for both 
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client and server. First, we add up the lengths of all the values we need and produce that 
many bytes using the PRF. For instance, if we're using DES and MD5, we need 8 bytes 
for each encryption key, 16 bytes for each HMAC-MD5 key, and 8 bytes for each IV, for 
a total of 48 bytes: 

key_block = PRF(master_secret, "key expansion", 
server_random + client_random) 

Note that the order of the client_random and server_random is different here from the 
master_secret computation. 

Once we have the key block, we simply slice and dice it one key at a time, in the 
following order: client_write_MAC_secret, server_write_MAC_secret, client_write_key, 
server_write_key, client_write_lV, server_write_lV. 

Exportable Algorithms 
Due to U.S. export restrictions at the time of the SSLv3 and TLS design, exportable 
ciphers needed to have their encryption keys shortened so that they could be broken 
with no more than 240 operations. In order to do this, we first generate a short intermedi­
ate and then reexpand it u ing the PRF. This approach prevents a precomputation attack 
in which the attacker simply build a big table for all 240 keys . The server and client ran­
dom values act as a salt preventing this attack. The attacker can still attack the key by 
trying all of the intermediate keys but the time/memory tradeoff won't work. 

The export situation has changed since the design of SSUILS. 40-bit keys are essentially 
worthless for data security. Attacking a 40-bit key is easily within the range of the most 
modest commercial attacker. In 1998 a dedicated DES keysearch machine was built 
[Gilmore1998], showing that 56-bit keys could be compromised by a dedicated attacker. 
In response to this, the U.S. government decided that cryptographic systems with 56-bit 
keys would now be exportable. Changes have been proposed to the TLS spec to include 
56-bit exportable ciphers. These ciphers also allow 1024-bit RSA keys instead of 512-bit 
RSA keys. In January 2000 the U.S. government essentially removed all export restric­
tions. However, there is still a lot of old software that has only exportable modes so it's 
important to know about them. The Bureau of Export Administration Web site describes 
them and can be reached at 
http://www.bxa.doc.gov/Encryption/Default.htm/. 

Also, we're required (again for export reasons) to use a non-secret IV (normally the 
SSL IV is generated partially from secret data and is therefore secret) so we derive it 
purely from the public client_randomand server_random values. The first half of the 
iv_block is used to generate the IV that the client uses to encrypt data, and the second 
half for the IV that the server uses to encrypt data (see Figure 3.15). 
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final_client_write_key = 
PRF(client_write_key, "client write key", client_random + server_random) 

final_server_write_key = 
PRF(server_write_key, "server write key", client_random + server_random) 

iv_block = PRF(O, "IV block", client_random + server_random) 

Figure 3.15 Export keying material derivation 

SSLv3 Key Derivation 

87 

SLv3 key derivation is similar to TLS key derivation, except that the PRF i s replaced 
with a series of expansion functions based on a combination of MDS and SHA-1. The 
use of the constants "A","BB" , etc. ensures that the output of each digest i s different, 
even though the secret data is the same. This process is shown in Figure 3 .16. 

master_secret = 
MD5(pre_master_secret + SHA-1 ("A"+ pre_master_secret + 

client_random + server_random)) + 
MD5(pre_master_secret + SHA-1 ("BB" + pre_master_secret + 

client_random + server_random)) + 
MD5(pre_master_secret + SHA-1 ("CCC"+ pre_master_secret + 

client_random + server_random)) 

key_block = 
MD5(master_secret + SHA-1 ("A"+ master_secret + 

server_random + client_random)) + 
MD5(master_secret + SHA-1 ("BB" + master_secret + 

server_random + client_random)) + 
MD5(master_secret + SHA-1 ("CCC"+ master_secret + 

server_random + client_random)) + 

Figure 3.16 SSLv3 key derivation 

Note that the order of the client_random and server_random is opposite for these two 
computations. 

As with TLS, when being used with exportable ciphers, SSLv3 postprocesses the 
keying material to weaken it, as shown in Figure 3.17. 

final_client_write_key = 
MD5(client_write_key + client_random + server_random); 

final_server_write_key = 
MD5(server_write_key + server_random + client_random); 
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client_write_lV = 
MD5(client_random + server_random); 

server_write_lV = 
MD5(server_random + client_random); 

Figure 3.17 SSLv3 export key derivation 

Chapter 3 

Note that even though the SSLv3 key derivation was changed for TLS, no known weak­
nesses exist in the SSLv3 key derivation. 

3.12 Record Protocol 

The SSL record protocol is a fairly sjmple encapsulation protocol. It consists of a series 
of encrypted, integrity-protected records. Each record consists of a small header block 
and an e-ncrypted data block which itself contains the content and a MAC. Figure 3. J 8 
hows an example record. The header is hown in white and the encrypted payload is 

shaded. We 've drawn the various pieces of lhe encrypted payload as they would appear 
if the encryption were removed. 

The record shown has been encrypted with a block cipher such as DES using MD5 
as a MAC. TI1erefore the record needs to be padded out to fit the DES block 1ength. 

ore that although the encrypted data must be a multiple of the block length, the record 
it elf i not aligned on block boundaries. 

In this trace, we have the client and the server writing one record each. The cipher 
suite, as we know from the ServerHello message, is TLS_RSA_WITH_DES_CBC_SHA. 

SSL data is broken up into a serie of fragments . The protocol definition provides a 
maximum fragment size but otherwise doesn t specify how to determine what fragment 
boundaries are, but u ually they're one-to-one with application data write calls. How­
ever, boundaries of calls to SSL_write () (or equivalent) need not be preserved. Con­
sequently, the record layer may break up any given write into multiple records or con­
ver ely aggregate the input from multiple calls into a single record. The maximum frag­
ment data size is 2 14 bytes, so larger writes must be fragmented into pieces of this size or 
smaller. Note that the length field is long enough to indicate records up to 216 

- 1 bytes. 
Indeed, older versions of Internet Explorer incorrectly generated records of greater than 
214 bytes. 

Once the data has been fragmented, it's compressed---or it would be if any compres­
sion algorithms were defined. Because none are, no compression is done. A MAC is 
computed over the compressed data fragment and concatenated with the data. The MAC 
covers the data and the headers, as well as including a sequence number to prevent 
replay and reordeling attacks. Figure 3.19 shows the MAC algorithms. 

TLS MAC = HMAC_hash (MAC_write_secret, seq_num + type + version + 
length + content) 
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i-..------ 8 bytes ------ --1~ 

type version length 

Data 

'"--

HMAC-MD5 

pad 
pad 

length 

Figure 3.18 Diagram of an SSL record 

SSLv3 MAC=hash(MAC_write_secret + pad_2 + 
hash(MAC_write_secret + pad_ 1 + seq_num + content_type + 

length+ content)); 

Figure 3.19 MAC computations 

89 

seq_num is a 64-bit sequence number, which is independent for the client and 
server (i.e. the first message that both the client and server send has sequence number 
zero). The content type here is one of the content types listed in Figure 3.20. The ver­
sion is simply the SSL/TLS version number. The length is the length of the content (i.e., 
the data in the record); it is not the same as the length in the record header, because that 
length includes the MAC and possibly padding. 

The TLS MAC is standard HMAC. The SSLv3 MAC is based on an early draft of 
HMAC. pad_ 1 is the byte 0x36 repeated 48 times for MD5 and 40 times for SHA-1. 
pad_2 is the byte 0x5c repeated the same number of times. The intention of the padding 
is to ensure that the MAC key plus pad fills the entire first block of the message digest. 
Because MD5 and SHA-1 blocks are 64 bytes long, a 16-byte key means a 48-byte pad. 
Note that this implies that the padding for SHA-1 (a 20-byte key) should be 44 bytes, 
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but it's 40 in the specification. This is an error in the SSLv3 specification, but it became 
part of Netscape's implementation and thus the specification was never changed. Once 
again, we can see that Netscape's implementation constituted the real baseline for 
SSLv3. 

struct { 
ContentType type; 
ProtocolVersion version; 
uint16 length; 

} RecordHeader; 

enum { 
change_cipher_spec(20), alert(21 ), handshake(22), 
application_data(23), (255) 

} ContentType; 

struct { 
uint8 major; 
uint8 minor; 

} ProtocolVersion; 

Figure 3.20 The record header 

The sequence number erves to prevent various attacks on the message stream, 
including replay attacks where the attacker repeats a record, and reordering attacks, 
where the attacker exchanges the order of one or more records. Note, however, that 
although the sequence number allows these attacks to be detected, because the sequence 
number isn't in the record, it does not allow them to be corrected. Thus, SSL must be 
run over a transport protocol that provides reliable transport (i.e., it must deliver data to 
the receiving application in the order it was transmitted without duplicates or omis­
sions). TCP meets these requirements (the data may arrive in any order, but the kernel 
ensures that the application sees it in transmission order). However, UDP does not, and 
so SSL cannot be successfully run over UDP, because records might be arbitrarily lost 
or reordered, which would look like an active attack to the SSL implementation. 

Note that the TLS specification describes records somewhat differently, without 
breaking them up into header and body. This presentation is intended to be easier to fol­
low, and is more typical of how network protocols are usually presented. 

The different type values correspond to the different types of data that can be carried 
over the TLS record layer, as shown in Figure 3.4. The length and version fields we've 
seen before. The length in the header is the total length of all the data following in the 
record, including the MAC and padding. 
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Stream Ciphers 
Stream ciphers don't need any padding, so the MAC is simply appended to the data and 
the entire data block is encrypted. Because the stream cipher keystream can never be 
reused, the cipher encryption state must be retained from record to record. Logically, it 
is as if all the data to be encrypted were encrypted in a single pass by the cipher. 

Block Ciphers 
The length of the input to a block cipher must be a multiple of the block size (typically 8 
bytes). Since the input data can be of arbitrary size, the data usually does not line up on 
a block boundary, and it is necessary to add a number of padding bytes. The most 
padding bytes that will ever be needed is 7, but up to 255 bytes can be added to hide the 
plaintext length from sniffers. The number of pad bytes used is recorded in the pad 
length byte. The value of the pad bytes must be equal to the value in the pad length byte. 

For example, if the block length is 8 bytes, the length of the data is 16 bytes, and the 
MAC length is 16 bytes, then the length before padding is 33 bytes, because the length 
byte must always be included at the end. At least 7 bytes of padding will be needed, but 
15, 23, etc., may also be used. Assuming that the minimum pad length of 7 bytes is 
used, the last 8 bytes would be 07 07 07 07 07 07 07 07 (7 pad bytes plus the pad length 
byte) for a total data length of 40 bytes. Note that this padding construct is incompatible 
with standard block cipher padding (see [RSA1993c]) which does not use a pad length 
byte, but merely records the total number of pad bytes in the padding. In the example 
here, the standard algorithm would give the pad 08 08 08 08 08 08 08 08. 

All the current block ciphers use cipher-block chaining (CBC) mode. The chaining 
must be continued from record to record: The last cipher-block of record X is used as 
the IV for record X + 1. 

Null Cipher 

As a special case, the Null cipher simply passes the data untransformed from input to 
output, with no padding. The starting cipher suite TLS_NULL_WITH_NULL_NULL 
doesn't even add a MAC, but simply puts the plaintext directly in the record. Note that 
TLS_NULL_WITH_NULL_NULL is available only during the handshake at the start of a 
connection. It is illegal to negotiate to it. 

3.13 Alerts and Closure 

The alert protocol is designed to allow one side to alert the other to exceptional condi­
tions . Alert messages are very simple, conveying a severity level and a description. On 
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receiving an alert message of level fatal , an implementation must terminate the connec­
tion and the session cannot be resumed. A warning message may be ignored; however, 
an implementation may choose to treat warnings as fatal. Figure 3.21 shows the TLS 
alert message structure. The SSL alert message structure is identical, but fewer alerts are 
defined. See Chapter 4 for detailed coverage of all the alerts. 

enum { warning(1 ), fatal(2), (255) } AlertLevel; 

enum { 
close_notify(0), 
unexpected_message( 10), 
bad_record_mac(20) , 
decryption_failed(21 ), 
record_overflow(22), 
decompression_failure(30), 
handshake_failure(40), 
no_certificate(41 ), SSLv3 only 
bad_certificate(42), 
unsupported_certificate(43), 
certificate_revoked(44), 
certificate_expired(45), 
certificate_unknown(46), 
illegal_parameter( 4 7), 
unknown_ca( 48), 
access_denied(49), 
decode_ error( 50), 
decrypt_error(51 ), 
export_restriction(60), 
protocol_version(70) , 
insufficient_security(71 ), 
internal_error(B0), 
user_cancelled(90), 
no_renegotiation(100), 
(255) 

} AlertDescription; 

struct { 
AlertLevel level ; 
AlertDescription description; 

} Alert; 

Figure 3.21 TLS alert message 
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Closure 
The close_notify alert is used to signal that the sender has sent all the data that it is 
going to send on this connection. The purpose of this alert is to prevent a truncation 
attack in which the attacker inserts a TCP FIN before the sender is finished sending 
data, forcing the receiver to think that all data has been received. As a consequence, 
unless the receiver receives a close_notify it can never be sure that more data wasn't 
forthcoming. If an implementation receives a TCP FIN without first receiving a 
close_notify it must mark the session as not resumable. 

In practice, many protocols contain their own end-of-data markers, and it's fairly 
common practice for an implementation receiving one to simply send a close_notify and 
close the connection immediately without waiting for a close_notify. This behavior is 
implicitly allowed by the SSL and TLS specifications. This is what has happened in the 
trace we provided at the beginning of the chapter, where the client provided a 
close_notify but the server did not. Normally, the closure alert is sent with a level of 
warning. 

Other Alerts 
All the other alerts signal errors of various kinds. Although in theory implementations 
can continue past a non-fatal alert, in practice even such alerts indicate that one side 
requested something that the other side couldn't fulfill and so they result in connection 
closure. The TLS specification provides a complete list of all the available alerts and 
we'll discuss each alert in detail in Chapter 4. 

Figure 3.22 shows an example trace terminating in an alert. The client has been con­
figured to require DSS/DH, and the server only supports RSA. Thus, the server rejects 
the connection with a handshake_failure alert. Note that the server closes the connection 
immediately after sending the alert. 

New TCP connection: speedy(l085) <-> romeo(4433) 
1 0.0168 (0.0168) C>S Handshake 

ClientHello 
Version 3.0 
cipher suites 

TLS_ DHE_ DSS_WITH_DES_CBC_SHA 
compression methods 

NULL 
2 0.0171 (0.0002) S>C Alert 

level 
value 

Server FIN 
Client FIN 

fatal 
handshake failure 

Figure 3.22 A connection ending in an alert 
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3.14 Summary 

This chapter has provided a detailed discussion of the most basic mode of SSL, RSA 
server-only authentication. This provides the background for our discussion of future 
modes, all of which share many features with the basic mode. 

The SSL handshake negotiates cryptographic algorithms and establishes keying mate­
rial between client and server. The client offers a choice of cryptographic algorithms 
and the server selects the algorithms to be used. The server provides its public key using 
a Certificate message. 

The pre_master_secret is encrypted under the server's public key. A key derivation 
function is used to convert the pre_master_secret into the cryptographic keys used for 
the connection. 

A Finished message is used to provide integrity for the entire handshake. The Finished 
message contains a message digest of all the handshake messages, preventing an 
attacker from tampering with the handshake. 

The data stream is segmented into records. Each record is individually encrypted and 
MACed, providing both confidentiality and message integrity. The MAC is computed 
over a sequence number to prevent replay and reordering attacks. 

Errors are signalled via alerts. Alerts are a special type of record distinct from the main 
data stream, and they are used to signal handshake errors or problems with MACing or 
decryption. 

A close_notify alert is used to signal the end of the connection. This prevents truncation 
attacks where the attacker forges a close on the underlying transport layer. 
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Advanced SSL 

4.1 Introduction 

The previous chapter covered the simplest type of SSL connection, server-only authenti­
cation using RSA. This chapter presents the rest of the major operational modes. As 
with the previous chapter, this chapter is divided into two sections. The first section cov­
ers the modes in overview form and the second describes each message in gory detail. 
Most readers will want to read the entire first section and skim the second section. 
Those who wish to challenge themselves should read the entire second section. 

Both sections follow the same order of presentation. First, we discuss session 
resumption, which allows a new SSL connection to be formed without performing a full 
handshake. Next, we cover client authentication, which allows the client to authenticate 
itself using its public key and digital certificate. 

Because United States export regulations restricted the size of keys that could be 
used by applications exported from the U.S., SSL has two modes designed to provide 
maximum security while still remaining exportable, Ephemeral RSA and Server Gated 
Cryptography. Although these modes are no longer necessary, they're still in widespread 
use. We show how these work and describe their benefits. We also show the TLS stan­
dard DH/DSS key exchange and less-used cipher suites that use Elliptic Curves, Ker­
beros, and FORTEZZA. We finish with a detailed discussion of all the SSL alerts and of 
SSLv2 backward compatibility. 

A note on presentation: although the timelines we show will include all the mes­
sages in the handshake, the detailed presentation will only show the messages which are 
new or different from the basic handshake. 

95 
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4.2 Session Resumption 

As we'll see in Chapter 6, the full SSL handshake can be very expensive, both in terms 
of CPU time and in terms of the number of round trips required to execute. In order to 
reduce this performance cost, SSL incorporates a session resumption mechanism. If the 
client and server have already communicated once, they can short-circuit the full hand­
shake and proceed directly to data transfer. 

The most expensive part of the handshake is the establishment of the 
pre_master_secret, which usually (except in the case of Kerberos) requires public key 
cryptography. A resumed handshake allows a new connection to use a master_secret 
established in a previous handshake. This avoids the computationally expensive opera­
tions required by public key cryptography. 

Sessions versus Connections 
SSL makes a distinction between a connection and a session. A connection represents 
one specific communications channel (typically mapped to a TCP connection), along 
with its keys, cipher choices, sequence number state, etc. A session is a virtual construct 
representing the negotiated algorithms and the master_secret. A new session is created 
every time a given client and server go through a full key exchange and establish a new 
master _secret. 

Multiple connections can be associated with a given session. Although all connec­
tions in a given session share the same master_secret, each has its own encryption keys, 
MAC keys, and IVs. This is absolutely necessary for security reasons, because reuse of 
symmetric keying material can be extremely dangerous. Resumption allows the genera­
tion of a new set of symmetric keys and IVs from a common master_secret because the 
keys depend on the random values which are fresh for each connection. The new ran­
dom values are combined with the old master_secret to produce new keys. 

How It Works 
The first time a client and server interact, they create both a new connection and a new 
session. If the server is prepared to resume the session, it gives the client a session_id in 
its ServerHello message and caches the master_secret for later reference. When the 
client initiates a new connection with the server, it uses that session_id in its ClientHello 
message. The server agrees to resume the session by using the same session_id in its 
ServerHello. At this point, the rest of the handshake is skipped and the stored 
master_secret is used to generate all the cryptographic keys. Figure 4.1 shows the time­
line for this process. 

4.3 Client Authentication 

So far, all the handshakes we've discussed authenticate only the server. SSL also pro­
vides a mechanism for cryptographically authenticating the client. This would be useful 
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Client 

--
--

Handshake: ClientHello 

Handshake: ServerHello 

ChangeCipherSpec 

Handshake 

ChangeCipherSpec 

Handsl1ake: Finished 

Figure 4.1 Resumed SSL session timeline 

Ephemeral RSA 97 

Server 

if a server wanted to restrict access to some services to only certain authorized clients 
and could use client authentication to do so. The idea here is that the client uses its pri­
vate key to sign something, thus proving that it has possession of the private key corre­
sponding to the certificate. Client authentication is initiated by the server sending a 
CertificateRequest message to the client. The client responds by sending a Certificate 
message (the same message that the server uses to transmit its certificate) and a 
CertificateVerify message. The CertificateVerify message is a string signed with the pri­
vate key associated with the certificate that it transmitted. Client authentication is 
always initiated by the server. There is no mechanism for the client to unilaterally offer 
client authentication. Figure 4.2 shows the timeline for this process. 

4.4 Ephemeral RSA 

When SSL was designed, United States export regulations limited RSA encryption key 
lengths to 512 bits for exportable applications. Unfortunately, a 512-bit permanent RSA 
key presents an attractive target for attack. Thus, a server that wished to communicate 
with both domestic and exportable clients would have liked to have two key exchange 
keys, one 1024-bit and one 512-bit, assuming that it wanted to have strong cryptography 
when possible. 

Although SSLv2 simply forced such a server to have two certified keys if it wanted 
to communicate at the highest possible security with both export and domestic clients, 
SSLv3 and TLS incorporate a feature called ephemeral RSA which allows 
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Client 

-
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Handshake: ServerHel1o 
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Hand hake: CertificateReqoest 

Handshake: ServerHel1oDone 

Hand hake: Certificate 
Hand hak . Cl· e. ientKeyExchan 

H ge 
andshake: Certificate Verify 

ChangeCipherSpec 

Hand hake: Finished 

ChangeCipherSpec 

Handshake: Fini hed 

Figure 4.2 Client authentication timeline 

Chapter 4 

Server 

.. 
► 

--
► 

communication between an exportable client and a domestic server with a permanent 
strong key. The way this works is that the server generates a temporary 512 bit key 
which it signs with its strong key. When communicating with domestic clients, it simply 
uses its strong key as discussed in Chapter 3. 

The only difference in the handshake between ephemeral RSA mode and normal 
RSA mode is the presence of a single new message: ServerKeyExchange. The server 
uses the ServerKeyExchange message to transmit the signed RSA key. When the client 
receives the ServerKeyExchange message, it verifies the server's signature over the 
ephemeral key and then uses it to wrap the pre_master_secret exactly as described in 
Chapter 3. Figure 4.3 shows the timeline for this process. 
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Client Server 

Handshake: ClieotHello 

► 

Handshake: Serverflello 
.... Handshake: Certificate - Handshake: ServerKeyExchange 
.... Hand hake: ServerHelloDone 
.... 

Handshake: ClientK E ey xchange 

ChangeGpherSpec ► 

Haad hake: Finished --
ChangeCi.pherSpec 

.... Handshake: Finished 

.... 
Figure 4.3 Ephemeral RSA timeline 

4.5 Rehandshake 

Once an SSL connection has been established, it's possible to perform a rehandshake. A 
rehandshake is simply a new SSL handshake performed over the current protected con­
nection. Thus, the handshake messages are encrypted in transit. Once the new hand­
shake has finished, data will be protected using the new session state. 

struct { } HelloRequest; 

The client can initiate a new handshake simply by sending a new ClientHello mes­
sage. If the server wishes to initiate a rehandshake, it must send the empty HelloRequest 
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handshake message. The client responds to a HelloRequest with a ClientHello, after 
which the handshake proceeds normally. There's no requirement that either client or 
server agree to rehandshake. An implementation which does not wish to rehandshake 
can simply ignore the message or send a no_renegotiation alert. The next section shows 
an example of a client-initiated rehandshake. Chapter 8 shows an example of a server­
initated rehandshake. 

4.6 Server Gated Cryptography 

Even before they were liberalized, the United States export regulations provided an 
exception allowing for the use of strong cryptography for certain financial transactions. 
In order to accommodate this, many SSL implementations include a feature that allows 
otherwise weak clients to detect that they're talking to a special server and upgrade to 
strong cryptography. This feature is variously referred to as Server Gated Cryptography 
(SGC) by Microsoft and Step-Up by Netscape. Actually, SGC and Step-Up are different 
variations of SSL. However, the difference isn't relevant at the moment and we'll simply 
refer to them collectively as SGC for the rest of this section. 

SGC relies on the server having a special certificate that indicates that it is allowed 
to engage in strong cryptography with exportable clients. This certificate is tagged in 
two ways . First, it must be issued by one of a very short list of trustworthy CAs. Cur­
rently, Verisign and Thawte are the only permitted issuers. In the non-SGC situation, 
CAs merely need to be trusted by the user. However, in this case the CAs need to be 
trusted by the U.S. government not to issue SGC-capable certificates to non-financial 
servers. Second, the certificate contains an extension indicating that the certificate­
holder is SGC-capable. 

Note that this means that SGC-capable clients must actually contain all the code to 
do strong cryptography. Whether it is used or not actually depends on a simple test in 
the code. Actually, because the key reduction stage happens in the handshake, even 
export-only clients must contain strong versions of the symmetric encryption algo­
rithms. In practice, then, browsers contain all the strong crypto. In Netscape, a com­
piled-in table controls which algorithms are available. In 1998 a program called Fortify 
was released, which takes advantage of this fact to turn on the strong cryptography in an 
exportable Netscape by patching this table in the binary. 

SGC works by using the rehandshake feature of SSL. In the first handshake, the 
client offers only weak ciphers. Once the client has seen the server's certificate and can 
verify that SGC is appropriate, it initiates a second handshake, offering strong ciphers in 
its ClientHello. The messages for the second handshake are transmitted over the current 
protected session. Figure 4.4 shows a timeline of a Netscape client doing Step-Up. 
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4. 7 DSS and DH 

Although RSA is by far the dominant public key algorithm supported by SSLv2 and 
SSLv3 implementations, SSLv3 supports a number of cipher suites based on other algo­
rithms, notably Digital Signature Standard (DSS) and Diffie-Hellman (DH). As dis­
cussed in Chapter 2, support for these ciphers was made mandatory in TLS. The main 
idea here was to avoid patented algorithms-in particular RSA. The patent on Diffie­
Hellman expired in 1997. The patent situation of DSS is unclear in that RSA Data Secu­
rity has claimed that the Schnorr patent (U.S. Patent 4995082) [Schnorr1991] covers 
DSS, but the U.S. National Institute of Standards and Technology claims otherwise. 
With all that in mind, the IETF decided to go with the devil it didn't know and mandate 
DH/DSS. Since the RSA patent has since expired, this motivation is no longer com­
pelling, but support for DH/DSS lingers on. 

Unlike RSA, which can be used for either key exchange or signature, DH can only 
be used for key agreement and DSS can only be used for digital signature. As a conse­
quence, in order to get a complete solution, DH and DSS are typically used together. In 
such a system, the certificates are also usually signed with DSS. 

There are two primary ways to use DH and DSS in SSL. The most common is to 
use ephemeral DH keys, which are analogous to ephemeral RSA keys. In this case, 
however, the server generates a temporary DH key and signs it with its DSS key, trans­
mitting the signed key in the ServerKeyExchange message. The client then uses that DH 
key for key agreement. It is also possible to have a long-term DH key. In this case, the 
server will have a certificate (signed with DSS) containing its DH key. The client then 
uses the key in the certificate for key agreement. 

The process of key agreement is the same no matter how the client gets the server's 
DH key. The client needs a DH key in the same group. Normally it won't have one, in 
which case it will have to generate one. It then transmits the DH key in the Client­
KeyExchange message. At this point, the client and the server each have their own pri­
vate key and the other side's public key, so they can independently compute the DH 
shared secret. This shared secret is used as the pre_master_secret. From there, the rest 
of the connection proceeds exactly as with RSA. Figure 4.5 shows the timeline for a 
handshake using ephemeral DH/DSS. 

Note that the cipher suite numbers for DH/DSS are different from those for RSA, 
even if the symmetric algorithms are identical. Furthermore, the numbers for static 
DH/DSS are different from those for ephemeral DH/DSS. This highlights an unfortu­
nate consequence of specifying all the algorithms together as a single cipher suite: there 
is no guarantee that symmetric algorithm support is 01thogonal to public key algorithm 
support. For instance, RFC 2246 specifies five symmetric ciphers that can be used with 
RSA key exchange (DES, 3DES, RC2, RC4 and IDEA) but only two (DES and 3DES) 
for use with DH/DSS. 

This situation is partially a result of resistance on the part of the working group to 
using proprietary algorithms such as RC4 and IDEA and partly a result of simple omis­
sion. Because positive action had to be taken to provide a full set of symmetric ciphers 
for DH/DSS, the WG only bothered to standardize the ciphers for which there was sig­
nificant support and minimal resistance. 
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Client Server 

Handshake: ClientHelJo 

► 

Handshake: ServerHello - Handshake: Certificate - Handshake: ServerKey Ex.change ... Handshake: ServerBelloDone 
... 

Handshake: CJientKeyBxchange 

ChangeCipherSpec ► 

Handshake: Finished -... 
ChangeCipberSpec 

-- Handshake: Finished 

--
Figure 4.5 DSS/ephemeral DH timeline 

4.8 Elliptic Curve Cipher Suites 

Recently there has been a fair amount of interest in Elliptic Curve (EC) ciphers. To 
grossly oversimplify, EC ciphers replace the prime integer field of DH and DSS with a 
field composed of points on an elliptic curve. The discrete logarithm problem may be 
harder in such a group, so keys can be shorter and the public key operations compara­
tively faster. This is especially useful for smartcards where both memory and processing 
power are extremely limited, but even on fast servers the cost of the modular exponenti­
ations in conventional public key crypto systems is quite high. The idea is that an EC 
system can be dropped in as a replacement for DH and DSS. 

As of this writing, an Internet-Draft has been published for adding several EC-based 
cipher suites, but no such cipher suites have been standardized. One of the primary 
obstacles to standardizing such ciphers is.that the intellectual property situation is rather 
vague. At the very least, Certicom and Apple both hold important patents on efficient 
implementation of EC ciphers, and there is some concern that the ciphers themselves 
may be patent encumbered. 
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4.9 Kerberos 

Kerberos [Miller1987] is a popular symmetric-key-based authentication system devel­
oped at MIT. The general idea is that there is a central server ( called a Ticket Granting 
Server (TGS)) that is trusted by every entity in the system. Each entity shares a symmet­
ric key with the TGS. When a client wishes to communicate with a server, it requests a 
ticket from the TGS. The ticket is encrypted using the target's shared key and contains 
authenticating information for the requestor and a session key to be used for further 
communication between the two entities. The requestor then sends the ticket to the 
target. 

RFC 2712 [Medvinsky1999] describes how to use Kerberos with TLS. The Client­
KeyExchange contains both the ticket and an encrypted pre_master_secret. The shared 
key found in the ticket is used to encrypt the pre_master_secret. The server extracts the 
shared key from the ticket and decrypts the pre_master_secret. From that point on the 
handshake proceeds as usual. The Kerberos cipher suites have not seen wide deploy­
ment. Figure 4.6 shows the Kerberos cipher suites defined in RFC 2712. 

Cipher Suite Authentication Key Exchange Encryption Digest Number 

11..S_KRBS_ WITH_DES_CBC_SHA Kerberos Kerberos DES_CBC SHA 0x00le 

TLS_KRBS_ WITH_3D ES_EDE_CBC_SHA Kerberos Kerberos 3DES_EDE_CBC SHA 0x00lf 

TLS_KRBS_ WITH_RC4_128_SHA Kerberos Kerberos RC4_128 SHA 0x0020 

TLS_KRBS_ WITH_IDEA_CBC_SHA Kerberos Kerberos IDEA_CBC SHA 0x0021 

TLS_KRBS_ WITH_3DES_EDE_CBC_MDS Kerberos Kerberos 3DES_EDE_CBC MOS 0x0022 

TLS_KRBS_ WITH_DES_CBC_SHA Kerberos Kerberos DES_CBC SHA 0x0023 

TLS_KRBS_ WITH_RC4_128_MD5 Kerberos Kerberos RC4_128 MOS 0x0024 

TLS_KRBS_ WITH_IDEA_CBC_MDS Kerberos Kerberos IDEA_CBC MDS 0x002S 

TLS_KRBS_EXPORT_ WITH_DES_CBC_ 40_SHA Kerberos Kerberos DES_40_CBC SHA 0x0026 

TLS_KRBS_EXPORT_ WITH_RC2_CBC_ 40_SHA Kerberos Kerberos RC2_40_CBC SHA 0x0027 

TLS_KRBS_EXPORT_ WITH_RC4_ 40_SHA Kerberos Kerberos RC4_40 SHA 0x0028 

11..S_KRBS_EXPORT_ WITH_DES_CBC_ 40_MD5 Kerberos Kerberos DES_40_CBC MOS 0x0029 

TLS_KRBS_EXPORT_ WITH_RC2_CBC_ 40_MD5 Kerberos Kerberos RC2_40_CBC MD5 0x002A 

TLS_KRB5_EXPORT_ WITH_RC4_ 40_MD5 Kerberos Kerberos RC4_40 MOS 0x002B 

Figure 4.6 The Kerberos cipher suites 

4.10 FORTEZZA 

The FORTEZZA card is a U.S. government-designed cryptographic token in a PCM­
CIA form factor. It uses DSA and SHA for signature and message digests but NSA­
designed key agreement and encryption algorithms. The key agreement algorithm is a 
variant of Diffie-Hellman called Key Exchange Algorithm (KEA) and the encryption 
algorithm is a block cipher called SKIPJACK. 
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FORTEZZA was originally designed by the NSA to provide strong cryptogaphy 
while allowing the NSA to intercept communications. The conflict between these goals 
was resolved by incorporating a key escrow feature into the device. Each card had its 
own key, which was escrowed with the NSA. Thus, when the NSA wished to decrypt a 
communication, it could recover the key for the card used to encrypt it, but the encryp­
tion would be secure against all other attackers. 

The FORTEZZA cipher suites require that the client be authenticated. This can hap­
pen in one of two ways. The client can either have a KEA certificate or it can have a 
DSA certificate and use its DSA key to sign a KEA share. In either case, the client will 
have a certificate to the server. Figure 4.7 shows a FORTEZZA handshake. 

Client Server 

Handshake: ClientHello 

► 

Handshake: ServerHello 

◄ Handshake: Certificate 

◄ Handshake: CertificateRequest - Handshake: ServerKeyExchange 
.... Hand bake: ServerHelloDone -

Handshake· Certifi · care 
Handshake: ClientKeyExchange ► 

ChangeCipherSpec ► 

Handshake: Finished -
► 

ChangeCipberSpec 

◄ Handshake: Finished 
.... 

Figure 4.7 FORTEZZA handshake 

Even though the server's KEA key is in its certificate, the server still sends a 
ServerKeyExchange message. This is used to transmit a random value which is used as 
part of the KEA key agreement process. Also, because the client must be authenticated, 
the server sends a CertificateRequest message. However, since client authentication 
happens via key agreement, no Certificate Verify is sent. 
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When FORTEZZA cards were originally released, SKIPJACK and KEA were clas­
sified. FORTEZZA support was specified in SSLv3 but removed for TLS because IETF 
won't standardize algorithms that aren't fully specified. Netscape did deliver 
FORTEZZA-capable versions of Navigator and Netscape Server, but they never saw 
wide use outside the U.S. government. Nevertheless, using FORTEZZA with SSL pre­
sents some interesting technical challenges so we '11 discuss the details in Section 4.17. 

4.11 The Story So Far 

As we've seen, in addition to the basic RSA server-only authentication mode, SSL sup­
ports a number of other modes with special properties. All of these modes require a dif­
ferent handshake than that required for server-only RSA. The next half of the chapter 
covers these modes in detail, showing the contents of each new message and how they 
work together to provide new handshake functionality. The important thing to remember 
through all this is that, with the exception of FORTEZZA, these variations are simply 
changes to the handshake. Key derivation from the master_secret and data protection at 
the record layer are identical no matter which handshake variant you use. 

4.12 Session Resumption Details 

Session resumption is accomplished using the session_id field of the ClientHello and 
ServerHello messages. On the initial handshake between any client and server pair, the 
client's session_id field is absent because the client has no session cached. If the server 
is willing to allow resumption-it almost always is-it generates a session_id and 
returns it in the session_id field of the ServerHello. When the handshake is finished, 
both the client and the server store the session information (the keying material and 
negotiated ciphers) somewhere that they can get to them later if the session is resumed. 

When a client wishes to resume a session, it uses the appropriate session_id in the 
ClientHello. If the server is willing to resume the session, it responds with the same ses­
sion_id in the ServerHello. The server then skips the rest of the handshake and immedi­
ately sends a ChangeCipherSpec message. The key_block is recomputed using the 
stored master_secret and the new client and server random values, so all the keys are 
different. 

Figure 4.8 shows the detailed handshake messages for a resumed TLS session. Note 
that the session_id field in the ClientHello matches the session_id in the ServerHello. If 
the server did not want to resume the session, it would simply generate a new ses­
sion_id and continue with the handshake as if the client had not attempted to resume. 
Typically this happens because the server no longer remembers the session that the 
client wants to resume, either because it maintains a limited size cache or because the 
session has timed out. 
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When resuming a session, the client is required to offer at least the cipher suite that 
was originally negotiated. If the server agrees to resume, it must choose that cipher 
suite. In this case, the client has offered a full set of cipher suites. If the server were to 
choose not to resume the session, it could choose any of the offered cipher suites. 

New TCP connection: romeo(l300) <-> speedy(4433) 
1 0.0022 (0.0022) C>S Handshake 

2 

ClientHello 

0.0288 

resume [32]= 
6d f3 02 Sa 44 a7 42 94 14 7b 59 ad 

Sf 00 32 71 e9 as dl be 3f co 23 Oc 

50 fa 4f 9f 27 cf 45 c4 

cipher suites 
TLS DHE RSA WITH 3DES EDE CBC SHA 
TLS DHE DSS WITH 3DES EDE CBC SHA 
TLS RSA WITH 3DES EDE CBC SHA - - - -
TLS RSA WITH IDEA CBC SHA - - - -
TLS RSA WITH RC4 128 SHA 
TLS RSA WITH RC4 128 MDS 
TLS DHE RSA WITH DES CBC SHA 
TLS DHE DSS WITH DES CBC SHA 
TLS_RSA_ WITH_DES_ CBC_SHA 
TLS DHE RSA EXPORT WITH DES40 CBC SHA 
TLS DHE DSS EXPORT WITH DES40 CBC SHA - -
TLS RSA EXPORT WITH DES40 CBC SHA - -
TLS RSA EXPORT WITH RC2 CBC 40 MDS 
TLS RSA EXPORT WITH RC4 40 MDS - - -

compression methods 
NULL 

(0.0266) S>C Handshake 
ServerHello 

session_id[32]= 
6d f3 02 Sa 44 a7 42 94 14 7b 59 ad 
Sf 00 32 71 e9 as dl be 3f co 23 Oc 

50 fa 4f 9f 27 cf 45 c4 

cipherSuite TLS RSA WITH RC4 128 SHA 
compressionMethod NULL 

3 0.0288 (0.0000) S>C ChangeCipherSpec 
4 0.0288 (0.0000) S>C Handshake: Finished 
5 0 . 0293 (0.0005) C>S 
6 0. 0293 (0. 0000) C>S 

ChangeCipherSpec 
Handshake: Finished 

Figure 4.8 Resumed TLS session handshake messages 
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Session ID Lookup 

Servers and clients use different information to retrieve sessions. When a client initiates 
an SSL connection, the only available information is the server's hostname (or IP 
address if no hostname was used) and port, so these must be used to look up the session 
ID. However, when a server receives a request for a resumed session for the client, the 
session_id is available and can be used to look up the session. Since the lookup is based 
on the session_id, session resumption will work even when the client is connecting 
from a different IP address and port than the one used for the initial handshake. 

Because initiating TCP ports are sequentially chosen, the client's port will almost 
always be different from the port used for the original connection. Usually the client's 
IP address will be the same for every connection. However, because many clients have 
their IP addresses dynamically assigned via DHCP or similar mechanisms it is quite 
possible for a client to attempt to resume a session using a different IP address than the 
one it used to create it. Servers should support this. 

Although permitting resumption from a client with a different IP address may seem 
dangerous, it is actually secure: first, it's trivial for an attacker to forge messages from a 
given IP address, so checking the IP address offers little value. More important, the 
server checks the client's Finished message at the end of the handshake. In order to cor­
rectly generate the Finished message, the client must have access not only to the new 
encryption and MAC keys (in order to encrypt and MAC the message) but to the 
master_secret in order to compute the Finished hashes. Since an attacker with access to 
the master_secret could easily take over an existing connection, this is equally secure. 
Note that to reduce the effect of compromise of any given master_secret, servers typi­
cally expire sessions after some period of time (a day is common.) 

4.13 Client Authentication Details 

As we've seen, SSL client authentication uses two new messages that we haven't seen 
before, as well as a new usage for an old message. The first new message is the 
CertificateRequest message which is used by the server to request client authentication. 
The client responds by sending the Certificate message (which we previously saw being 
used by the server) to send its certificate and the CertificateVerify message to authenti­
cate itself. 

Certificate Request 

struct { 
ClientCertificateType certificate_types<1 .. 2"8-1 >; 
DistinguishedName certificate_authorities<3 .. 2"16-1 >; 

} CertificateRequest; 
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enum { 
rsa_sign(1 ), dss_sign(2), rsa_fixed_dh(3), dss_fixed_dh(4), 
(255) 

} ClientCertificateType; 

opaque DistinguishedName<1 .. 2"16-1 >; 

CertificateRequest 
certificate_types 
certificate_types 

certificate_authority 

C=AU 
ST=Queensland 

rsa_sign 
dss_sign 

O=CryptSoft Pty Ltd 
CN=Server test cert (512 bit) 

certificate_authority 

C=US 
O=AT&T Bell Laboratories 
OU=Prototype Research CA 

certificate_authority 
C=US 

O=RSA Data Security, Inc. 
OU=Commercial Certification Authority 

certificate_ authority 
C=US 
O=RSA Data Security, Inc. 
OU=Secure Server Certification Authority 

certificate_authority 

C=ZA 

ST=Western Cape 
L=Cape Town 

O=Thawte Consulting cc 
OU=Certification Services Division 

CN=Thawte Server CA 
Email=server-certs@thawte.com 

certificate_authority 
C=ZA 
ST=Western Cape 
L=Cape Town 

O=Thawte Consulting cc 

OU=Certification Services Division 

CN=Thawte Premium Server CA 

Email=premium-server@thawte.com 

109 
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The CertificateRequest message indicates to the client that the client should perform 
client authentication and provides guidance as to what sorts of certificates the server is 
willing to accept. The server is allowed to specify both the cryptographic algorithm that 
should be used and a list of the certificate authorities which it trusts to sign client certifi­
cates. 

The certificate_types field is an array of single byte values, each of which describes 
a permitted signature algorithm. In this case, the server has specified rsa_sign and 
dss_sign, indicating that it is prepared to accept a response signed with either RSA or 
DSS. Note that this value also specifies the algorithm which was used to sign the 
certificate. 

The other two possible values, rsa_fixed_dh and dss_fixed_dh actually do not 
involve a signature at all. Rather, they indicate that the client and server will use fixed 
Diffie-Hellman key pairs to agree on the pre_master_secret. If these methods are cho­
sen, the client does not send a CertificateVerify because the connection is implicitly 
authenticated by the ability to generate the appropriate keys from the 
pre_master_secret. However, see Section 4.16 for an explanation of fixed DH. 

The certificate_authorities field specifies a list of certificate authorities (CAs) from 
which the server is willing to accept certificates. These CAs are specified by using a 
BER encoded version of the CA's distinguished name. See Chapter 1 for more informa­
tion on distinguished names and certificates. It is important to note that if certificate 
chains are being used, then the CA name specified in the CertificateRequest message 
need not refer to the CA that signed the client's certificate, but may instead refer to one 
of the parent CAs. 

Certificate 

struct { 
ASN.1 Cert certificate_lisk1 .. 2"24-1 >; 

} Certificate; 

opaque ASN .1Cert<2"24-1>; 

We saw the Certificate message before when the server used it to provide its certificate 
to the client. Here it is used by the client to send its certificate for client authentication. 
This message has exactly the same structure as the server's Certificate message, 
although the certificates themselves are different. 

Certificate Verify 

select (SignatureAlgorithm) { 
case anonymous: struct { }; 
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case rsa: 
digitally-signed struct { 

opaque md5_hash[16]; 
opaque sha_hash[20]; 

}; 
case dsa: 

digitally-signed struct { 
opaque sha_hash[20]; 

}; 
} Signature; 

struct { 
Signature signature; 

} CertificateVerify; 

CertificateVerify 
Signature[64]= 

Sa a7 6a 48 54 
42 17 45 c7 bf 
69 a6 c7 f3 aO 

17 c9 
de 24 
41 c5 

a3 
Of 
26 

el 02 4f 9d lb d2 17 , 55 

09 87 
4d 73 
fc 6a 
de 4e 

6f 89 7c ed 68 59 70 db b4 e7 
d7 2f f6 83 

Client Authentication Details 111 

90 37 
9b as 
48 Od 
55 11 

fe 11 

The Certificate Verify does all the actual work of client authentication. It contains a digest 
of the handshake messages signed by the client's private key (the one that corresponds 
to the certificate in the client's Certificatemessage). This is what the digitally-signed 
operator means. Because only the holder of the private key corresponding to the 
certificate could sign this message, the server can conclude that the entity named in the 
certificate is connecting. 

In SSLv3, we compute the hashes of the handshake messages as shown: 

Cer!ificateVerify.signature.md5_hash = 
MD5(master_secret + pad2 + 

MD5(handshake_messages + master_secret + 
pad1 )); 

CertificateVerify.signature.sha_hash = 
SHA-1 (master_secret + pad2 + 

SHA-1 (handshake_messages + master_secret + 
pad1 )); 
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Including the master_secret in the messages actually doesn't add much security value 
because it's implied by the other handshake messages. TLS uses a simple digest of the 
handshake messages. 

CertificateVerify.signature.md5_hash = MD5(handshake_messages); 
CertificateVerify.signature.sha_hash = SHA-1 (handshake_messages); 

The details of the signature computation depend on which signature algorithm is 
being used. In this handshake, the client is signing using RSA, so the signed object is 
the concatenation of MD5 and SHA-1 digests of the handshake messages up to this 
point in the handshake. Because DSS requires a 160-bit input, when DSS is being used, 
only the SHA-1 digest of the messages is used. Because the digest covers the server's 
random value, the server can be sure that this signature is fresh (that is, not replayed) as 
long as it used a fresh random value in its ServerHello. 

It is important to note that this form of RSA signature is different from the usual 
RSA signature described in [RSA1993b], which only includes one digest. In PKCS #1, 
the signature is typically computed over a DER encoded Digestlnfo structure which also 
contains the algorithm identifier for the digest. Because the MD5 and SHA-1 digests are 
mandated as part of the SSL protocol, the digest algorithm identifier is unnecessary (and 
because there is no identifier for the MD5 and SHA-1 combination, it is also problem­
atic). As a result, the concatenated hash value is signed directly without being first 
encoded in a Digestlnfo. This can cause problems with hardware implementations or all­
in-one PKI toolkits, which often want to perform the Digestlnfo encoding as part of the 
signature. 

Failure Conditions 
If the client has no suitable certificate, a Certificate message containing no certificates 
should be sent. At this point, the server can either proceed with the connection, using 
some other means of authentication (for instance, prompting for a password in the appli­
cation layer) or no authentication at all. If the server is unwilling to continue, it sends a 
fatal handshake_failure alert. 

4.14 Ephemeral RSA Details 

struct { 
select (KeyExchangeAlgorithm) { 

case diffie_hellman: 
ServerDHParams params; 
Signature signed_params; 

case rsa: 
ServerRSAParams params; 
Signature signed_params; 

}; 
} ServerKeyExchange; 

Ex.1015 
Askeladden, L.L.C. / Page 140 of 532



Section 4.14 

struct { 
opaque RSA_modulus<1 .. 2'16-1>; 
opaque RSA_exponenk1 .. 2'16-1 >; 

} ServerRSAParams; 

select (SignatureAlgorithm) { 
case anonymous: struct { }; 
case rsa: 

digitally-signed struct { 
opaque md5_hash[16]; 
opaque sha_hash[20]; 

}; 
case dsa: 

digitally-signed struct { 
opaque sha_hash[20]; 

}; 
} Signature; 

enum { rsa, diffie_hellman } KeyExchangeAlgorithm; 
enum { anonymous, rsa, dsa } SignatureAlgorithm; 

ServerKeyExchange 

params 

RSA_ modulus[64]= 

c9 61 Se 58 08 6a Sc fO 76 a4 Sd 6e 
ae 99 51 f9 ae c6 2c Ba es 34 le 9d 
a6 cb 68 b4 d6 47 b2 01 d4 Sd 9b 32 
3c 49 2a 90 ac c2 41 cd b4 20 4f 54 
c2 aO 26 e4 bB ee 69 61 04 23 64 72 
f2 40 e3 9f 

RSA_exponent[3]= 

01 00 01 

signature[l28]= 

09 6d 34 ee Bc-2f 14 es 52 05 26 25 
4c 34 72 35 ef 79 lf 07 cl 71 82 cd 
3d f6 7c 67 05 ff eb 02 be da bf Be 
3a e7 cB 37 14 Sc ca 05 4a 69 Sf 09 
f3 bO fa 53 33 50 ab 41 eB 63 6b fS 
Sa Sd cl Sd fO 09 6d aa bd dB Ob e2 
bb 13 Od e6 09 fB 91 11 bl ec 25 58 
lf 7e b3 56 81 4e co 03 71 a4 95 e4 
be lf 2e 10 75 80 75 la 65 ed c4 70 
09 Ob 19 64 3f dd fO 42 4a 32 73 36 
82 bl 2b 24 2c a4 6b 3a 
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The ServerKeyExchange message contains a signed version of the server's ephemeral 
public key. Because this message is also used for ephemeral DH, the specification per­
mits both RSA and DH keys. We'll see an example of ephemeral DH in Section 4.16. 
The message is signed using the server's long-term key, in this case an RSA key. The 
permitted algorithms are RSA signature, DSS, or anonymous, which simply means that 
the message is unsigned. Note that the anonymous mode offers no security at all against 
active attack. The attacker can trivially pose as the server to the client using a man-in­
tbe-middle attack. 

Although the pecification permits cipher suite that mix-and-match key exchange 
and signature algorithm , the common combination are RSA signature with RSA key 
exchange (shown at the beginning of this ection) and DSS signature with DH key 
exchange (TLS implementations must implement DH/DSS). Cipher suites are defined 
for RSA signature with DH key exchange but they are not commonly used. No cipher 
suites are even defined for DSS signature with RSA key exchange. 

The RSA key is presented in the message as a pair of byte strings representing the 
RSA modulus and exponent. Following Internet convention, the large integers are 
mapped to byte strings in ' network" byte order, with the first byte representing the most 
significant byte of the integer. The size of the RSA modulus is the important number, 
and it's 64 bytes long, consistent with a 512-bit key. As we saw in Chapter 1, standard 
practice is to use a very mall public exponent for performance reasons, and here 65537 
has been chosen. See Chapter 1 for more infonnation on RSA keys. 

The RSA signature shown in the message is computed using a pair of hashes as in 
the CertificateVerify message, but the input data to the hashes are different. The 
ServerKeyExchange hash incorporates only the parameters to be signed and the client 
and server random values. The random values serve to prevent replay of a previous 
ServerKeyExchange message in a new handshake: 

md5_hash = 
MD5(client_random + server_random + ServerParams); 

sha_hash = 
SHA(client_random + server_random + ServerParams); 

Because generating RSA keys is computationally expensive, SSL server implemen­
tations typically use the same ephemeral key to service a large number of clients. This 
isn't as secure as generating a fresh key for each client because a large number of trans­
actions (often as much as a day's worth) are protected under the same 512-bit key. How­
ever, the cost of generating a fresh key for each transaction would almost always be pro­
hibitive. 

There are two conditions under which ephemeral RSA can be used: first, the cipher 
suite used must be one of the export cipher suites (i.e., the key exchange algorithm is 
RSA_EXPORT). Second, the signing key must be longer than 512 bits. Otherwise, nor­
mal RSA must be used. 

Before we get too excited about ephemeral RSA, it's worthwhile to do a back-of-the 
envelope computation as to how much security it adds . Typical key lifetimes are on the 
order of a year or two and servers usually generate a new ephemeral RSA key at most 
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once a day (though on a modem CPU it's possible to do it far more frequently, say every 
few minutes). Often, they'll generate it at server startup only, and servers can stay up for 
weeks. So, if you wanted to read all the traffic to a given server, ephemeral RSA would 
increase your workload by less than a thousand times given typical use patterns. On the 
other hand, if you want to read a specific message, and you know when that message 
was sent, ephemeral RSA doesn't make your job any more difficult at all. 

4.15 SGC Details 

The difficulty faced by SGC/Step-Up is that the client must send its ClientHello before it 
knows whether the server is a normal SSL server or an SGC/Step-Up capable server. 
Thus, it must offer only export cipher suites. Otherwise, a normal server might select a 
strong cipher suite that the client couldn't use. Only when the client receives the server's 
Certificate message can it detect that the server is SGC/Step-Up capable. At this point, 
SGC and Step-Up differ. We'll discuss Step-Up first. 

Step-Up 

The server signals to the client that it's willing to do Step-Up by providing a special 
value in the extendedKeyUsage extension. When the client sees this value, it knows that 
it can Step-Up. The browser completes the SSL handshake that it's currently doing 
(which negotiates an export cipher suite) and then immediately rehandshakes to negoti­
ate a strong cipher suite. Figure 4.9 shows a Step-Up connection in action. 

New TCP connection: romeo(4290) <-> romeo(443) 

1 0.0004 (0.0004) C>S SSLv2 compatible client hello 
Version 3.0 
cipher suites 

SSL2 CK RC4 EXPORT40 - - -
SSL2_ CK_ RC2_EXPORT40 
TLS_RSA_EXPORT1024_WITH RC4 56 SHA 
TLS_RSA_EXPORT1024 WITH_DES_CBC SHA 
TLS RSA EXPORT WITH RC4 40 MD5 - - -
TLS RSA EXPORT WITH RC2 CBC 40 MD5 - - - - -

2 0.0058 (0.0053) S>C Handshake 

ServerHello 

session_ id[32)= 

Se ae 37 80 cs 

9b al Ba 73 ad 

45 ac 8d a3 85 

30 

2d 

Sf 

ff 35 

88 30 

ca e9 

59 

59 

65 

9a 

2a 
£9 

Be 
58 

cipherSuite 
compressionMethod 

TLS RSA EXPORT1024 
NULL 

WITH RC4 56 SHA - -
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3 0. 0058 (0. 0000) S>C 

Certificate 
Subject 

C=US 

Handshake 

O=RTFM, Inc. 
CN=romeo . rtfm.com 

Issuer 

C=US 
ST=California 

O=RTFM, Inc. 
CN=Step-Up CA 

Serial 03 

Extensions 
Extension: X509v3 Subject Alternative Name 

<EMPTY> 
Extension: X509v3 Basic Constraints 

CA:FALSE, pathlen:0 
Extension: Netscape Comment 

mod_ssl generated custom server certificate 

Extension: Netscape Cert Type 
SSL Server 

Extension: X509v3 Extended Key Usage 

Netscape Server Gated Crypto 
4 0.0058 (0.0000) S>C Handshake 

ServerHelloDone 
5 0.0248 (0.0189) C>S 

ClientKeyExchange 
Handshake 

EncryptedPreMasterSecret[l28]= 
al 40 7c 99 2f 40 4d 01 dd bO 

f8 Be ee e3 ld fl ed 35 04 ea 

la 3f 62 75 cf 6e be b9 58 cf 

babe 30 3c 63 dO 85 ea a7 a4 

bS dd dl 21 03 el 87 bd cb cf 

8d ed 02 f9 67 d7 be 9a 73 cb 

c2 d6 c2 12 b6 96 06 45 db a3 

40 Oc ea 11 22 09 61 7c 98 85 

ca 4a 51 52 bd e9 14 Oa b3 Sd 

Oa 

56 

ad 

24 

56 

51 

ed 

Bf 

04 

58 79 le 51 cd fd de ae 66 23 b8 

lb ea 68 10 

6 0.2199 (0.1951) C>S 

7 0.2199 (0.0000) C>S 

Finished 

8 0.2223 (0.0023) S>C 
9 0 . 2223 (0.0000) S>C 

Finished 

First handshake completed. 

eb Ba e7 87 

ChangeCipherSpec 

Handshake 

ChangeCipherSpec 
Handshake 

7b 

Sf 

33 

e2 

54 

a6 

dB 

ed 

be 

4f 

Chapter 4 

Ex.1015 
Askeladden, L.L.C. / Page 144 of 532



Section 4.15 SGC Details 

Client initiates a new handshake offering strong cipher suites. 

JO 0.2231 (0.0008) C>S 
ClientHello 

Version 3 . 0 

Handshake 

cipher suites 

TLS_RSA_ WITH_RC4_ 128_ MD5 

value unknown: OxffeO Netscape proprietary cipher suite 

TLS RSA WITH 3DES EDE CBC SHA - -
TLS RSA EXPORT1024 WITH RC4 56 SHA - - -
TLS RSA EXPORT1024 WITH DES CBC SHA 

TLS RSA EXPORT WITH RC4 4 0 MD5 - - - - -
TLS RSA EXPORT WITH RC2 CBC 4 0 MDS 

compression methods 

NULL 
11 0.2271 (0.0039) S>C Handshake 

ServerHello 

session_ id {32] = 
de 59 fc ef 7f b5 59 e0 92 f9 31 20 

da a3 fl 82 bf 78 ba 53 Bb b6 Ba a9 

d6 69 82 af 55 Bb 99 27 

cipherSui te 

compressionMethod 
TLS RSA WITH RC4 128 MD5 

NULL 
12 0.2271 (0 . 0000) S>C Handshake 

Certificate 
Subject 

C=US 

O=RTFM, Inc. 

CN=romeo.rtfm.com 

Issuer 

C=US 

ST=California 

O=RTFM, Inc. 

CN=Step-Up CA 

Serial 

Extensions 
03 

Extension: X509v3 Subject Alternative Name 
<EMPTY> 

Extension: X509v3 Basic Constraints 

CA:FALSE, pathlen:O 

Extension: Netscape Comment 

mod_ssl generated custom server certificate 
Extension: Netscape Cert Type 

SSL Server 

Extension: X509v3 Extended Key Usage 

Netscape Server Gated Crypto 

117 

( continued) 
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Figure 4.9 (continued) 

13 0.2271 (0. 0000) S>C Handshake 

ServerHelloDone 

14 0.2381 (0. 0110} C>S Handshake 

ClientKeyExchange 

EncryptedPreMasterSecret[128]= 

98 29 De 5f 72 bO 46 03 fd 3d ed 62 

c6 fc ec d3 e3 73 d3 f5 c8 aO 60 Oa 
f7 94 de 18 Oa 9c 3c db db 7c f4 9c 
34 65 90 dd 11 fd a2 d3 ae 50 fl d6 

e8 22 79 72 fe 99 b8 el 03 a4 4a 64 
22 4d e8 a5 58 d5 80 22 d5 da d4 de 
fc 42 aO f3 f3 50 a6 56 4f f4 ae 69 

37 7b 9c Be 53 c8 d7 7a ac 9i 2d 7b 

48 8b 10 e5 bO 55 65 45 99 3e ca 69 

f7 c5 9e ae Ob fe fl 36 7b 4c le 6d 

7e 4d 42 96 6b 21 55 d4 
15 0.4199 (O .1818) C>S ChangeCipherSpec 

16 0 .4199 ( 0 .0000) C> S Handshake 

Finished 

17 0 .4215 (0. 0015 ) S >C ChangeCipherSpec 

18 0.4215 (0.0000) S>C Handshake 

Finished 

Figure 4.9 A connection using Step-Up 

Figure 4.9 shows a Step-Up connection between a Netscape client and an Apache server 
with mod_ssl. Note that in the initial message, the client sends an SSLv2-compatible 
hello offering only export cipher suites. It must do this on the initial connection because 
it doesn't yet know that the server is Step-Up capable. On future connections, of course, 
it could offer strong ciphers immediately if it remembered that the server had a Step-Up 
certificate. 

The server's certificate, shown in record 3, contains the Step-Up extension (shown 
here as Netscape Server Gated Crypto), so the client knows it can do Step­
Up. However, the client and the server have already agreed to a set of cipher suites, so 
this information isn ' t immediately useful because there's no way in SSL for the client to 
change its mind at this point. The client could drop the connection and reconnect, but 
that's not the way that Step-Up works. Instead, the client completes the handshake. 

Once the handshake is completed, the client initiates a rehandshake over the newly 
established encrypted channel. The rest of Figure 4.9 shows that rehandshake. In record 
10 the client sends a new ClientHello. This time it offers strong cipher suites as well as 
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SGC 

weak ones and naturally the server accepts one. From there, the handshake completes as 
usual. 

Note that the client does not attempt to resume the session. Most of the export 
cipher suites use ephemeral RSA, in which case resuming is impossible, because we 
need to establish a new master_secret using the server's 1024-bit RSA key. However, 
the new (and still unstandardized) EXPORT1024 cipher suites use the long RSA key for 
key exchange, so this session could technically be resumed. However, the client doesn't 
offer this. As a consequence, an entirely new RSA key exchange must be performed. 
Thus, Step-Up handshakes are (at least) twice as expensive computationally as ordinary 
handshakes. 

This trace also shows the SSL feature of rehandshake. At any time during a connec­
tion, SSL implementations can initiate a new handshake. The new handshake is carried 
over the currently protected channel. Thus, the second handshake is entirely encrypted. 
The reason we're able to read it is that ssldump has been given the server's private key 
and is automatically decrypting the data for us. All the encrypted records are rendered in 
a fixed-width italic font to show that we've decrypted them. At the end of the 
handshake, all traffic switches over to the newly negotiated connection. 

Careful inspection of Figure 4.9 reveals that the server's certificate was signed by 
the author's local CA. However, we said earlier that Step-Up certificates must be signed 
by specific trusted CAs. Surely the author's CA is not one of them! We've taken advan­
tage of a weakness in Netscape's implementation. The CAs are stored in a database and 
being able to issue Step-Up certificates is simply a database attribute. We've changed 
that attribute in our local database, thus allowing ourselves to issue Step-Up certificates. 
We could have just as well connected to a legitimate Step-Up server, but then we 
wouldn't have the server's private key and be able to decrypt the traffic. 

In the previous section, we saw that Step-Up requires two key exchange stages. This is 
expensive and the first stage isn't really adding much security value. Microsoft noticed 
this and SGC used only one key exchange stage. Figure 4.10 shows an SGC connection 
between IE and Internet Information Server (IIS). 

New TCP connection: swagger(l897) <-> 151(443) 

1 0.3679 (0.3679) C>S SSLv2 compatible client hello 

Version 3.0 
cipher suites 

TLS RSA EXPORT WITH RC4 40 MDS - - -
TLS RSA EXPORT WITH DES40 CBC SHA - - - - -
TLS RSA EXPORT WITH RC2 CBC 40 MDS - - - - -
SSL2 CK RC4 EXPORT40 
SSL2 CK RC2 EXPORT40 

( continued) 
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Figure 4.10 ( continued) 

2 0.7508 (0.3829) S>C Handshake 
ServerHello 

session_ id[32]= 
22 00 00 00 4b 66 29 fe 02 a7 f3 cc 
56 38 a6 4e 41 ad d8 fd 55 08 75 Sd 
fe e3 41 02 fe 4e 27 62 

cipherSuite 
compressionMethod 

Certificate 

TLS_ RSA EXPORT WITH_RC4_40_MD5 

Subject 

C=IT 
ST=Milano 
L=Assago 
O=BANCO AMBROSIANO VENETO 

NULL 

OU=INNOVAZIONE TECNOLOGICA 

OU=Terms of use at www.verisign.com 

RPA (c)99 
CN=HB.AMBRO.IT 

Issuer 
O=VeriSign Trust Network 

OU=VeriSign, Inc. 
OU=VeriSign International Server CA - Class 3 

OU=www.verisign.com 
CPS Incorp.by Ref. LIABILITY LTD. (c)_97 VeriSign 

Serial 69 Sa a3 cO dB Be bf ac 6b 64 ca cc 
ce ec lb 59 
Extensions 

Extension: X509v3 Basic Constraints 
CA : FALSE 

Extension: 2.5.29.3 

value omitted 

Extension: Netscape Cert Type 

SSL Server 
Extension: X509v3 Extended Key Usage 

Chapter4 

Netscape Server Gated Crypto, Microsoft Server Gated Crypto 

Extension: 2.16.840.1.113733.l.6.7 
value omitted 

Subject 
O=VeriSign Trust Network 

OU=VeriSign, Inc. 
OU=VeriSign International Server CA - Class 3 

OU=www.verisign.com 
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CPS Incorp.by Ref. LIABILITY LTD. (c)97 VeriSign 

Issuer 
C=US 
O=VeriSign, Inc. 
OU=Class 3 Public Primary Certification Authority 

Serial 23 6c 97 le 2b c6 Od Ob f9 74 60 de 

fl 08 c3 c3 

Extensions 

Extension: X509v3 Basic Constraints 
CA:TRUE, pathlen:0 

Extension: XS09v3 Key Usage 
Certificate Sign, CR~ Sign 

Extension: Netscape Cert Type 
SSL CA, S/MIME CA 

Extension: X509v3 Extended Key Usage 
2.16.840 . 1.113733.l.8.1, Netscape Server Gated Crypto 

Extension: X509v3 Certificate Policies 
Policy: 2.16.840.1.113733.1.7.1.l 
CPS: https://www.verisign.com/CPS 

User Notice: 
Organization: VeriSign, Inc. 

Number: 1 

121 

Explicit Text: VeriSign's Certification Practice Statement, ~ 
www.verisign.com/CPS, governs this certificate & is~ 
incorporated by reference herein. SOME WARRANTIES DISCLAIMED~ 
& LIABILITY LTD. (c)l997 VeriSign 

ServerKeyExchange 
ServerHelloDone 

Client aborts first handshake and initiates a new one on the same connection, offering strong cipher suites. 

3 0.7599 (0.0090) C>S 
ClientHello 

Version 3.0 

cipher suites 

Handshake 

TLS RSA WITH RC4 128 MDS 

TLS RSA WITH RC4 128 SHA 
value unknown: 0xB 0 Microsoft proprietary cipher suite 

value unknown: 0xB 1 Microsoft proprietary cipher suite 
value unknown: 0xB 0 Microsoft proprietary cipher suite 

TLS RSA WITH DES CBC SHA 
TLS RSA EXPORT WITH RC4 40 MDS 
TLS RSA EXPORT WITH DES40 CBC SHA 

TLS RSA EXPORT WITH RC2 CBC 40 MDS 
compression methods 

NULL 

( continued) 
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Figure 4.10 (continued) 

4 1.1402 (0. 3802) S>C Handshake 

ServerHello 

session_ id[32]= 

22 00 00 00 4b 66 29 fe 02 a7 £3 cc 

56 38 a6 4e 41 ad dB fd 55 08 75 5d 

fe e3 41 02 fe 4e 27 62 

cipherSuite 

compressionMethod 

Certificate 

TLS RSA WITH RC4 128 MD5 

Subject 

C=IT 
ST=Milano 

L=Assago 

O=BANCO AMBROSIANO VENETO 

NULL 

OU=INNOVAZIONE TECNOLOGICA 

OU=Terms of use at www.verisign.com 

RPA {c)99 

CN=HB.AMBRO.IT 
Issuer 

O=VeriSign Trust Network 

OU=VeriSign, Inc. 

OU=VeriSign International Server CA - Class 3 

OU=www.verisign.com 

CPS Incorp.by Ref. LIABILITY LTD. (c)97 VeriSign 

Serial 69 Sa a3 cO dB Be bf ac 6b 64 ca cc 

ce ec lb 59 

Extensions 

Extension: X509v3 Basic Constraints 

CA:FALSE 

Extension: 2.5.29.3 

value omitted 

Extension: Netscape Cert Type 

SSL Server 

Extension: X509v3 Extended Key Usage 

Chapter4 

Netscape Server Gated Crypto, Microsoft Server Gated Crypto 

Extension: 2.16.840.1.113733.l.6 . 7 

value omitted 

Subject 

O=VeriSign Trust Network 

OU=VeriSign, Inc. 

OU=VeriSign International Server CA - Class 3 

OU=www.verisign.com 
CPS Incorp.by Ref. LIABILITY LTD . {c)97 VeriSign 
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Issuer 

C=US 
O=VeriSign, Inc. 

SGC Details 

OU=Class 3 Public Primary Certification Authority 

Serial 23 6c 97 le 2b c6 Od Ob f9 74 60 de 
fl 08 c3 c3 
Extensions 

Extension: X509v3 Basic Constraints 
CA:TRUE, pathlen:0 

Extension: X509v3 Key Usage 

Certificate Sign, CRL Sign 
Extension: Netscape Cert Type 

SSL CA, S / MIME CA 

Extension: X509v3 Extended Key Usage 
2 . 16.840.1.113733.1.8.1, Netscape Server Gated Crypto 

Extension: X509v3 Certificate Policies 
Policy: 2.16 . 840 . 1.113733.l.7.1.1 
CPS: https:/ / www.verisign.com/CPS 
User Notice: 
Organization: VeriSign, Inc. 
Number: 1 

123 

Explicit Text: VeriSign's Certification Practice Statement, ~ 
www.verisign . com/CPS, governs this certificate & is~ 
incorporated by reference herein. SOME WARRANTIES DISCLAIMED~ 
& LIABILITY LTD. (c)1997 VeriSign 

ServerHelloDone 
5 1 . 1459 (0 . 0057) C>S 

ClientKeyExchange 
Handshake 

6 1.1459 
7 1 . 1459 
8 1.4361 

9 1.4361 

EncryptedPreMasterSecret[l28]= 
7d 4f fb ae fb 3e Sc Sb 9f 72 
04 c7 7e Se 72 eO 81 d3 Ba la 

97 36 d3 ab Oa Bb dB e3 ba 83 
Be 82 73 
ce 61 13 
94 Sf Ba 
d6 15 c2 
be el 83 
14 ab fa 
b7 84 b3 
2e 3f 21 

( 0. 0000) 
(0.0000) 
(0 . 2901) 

(0.0000) 

34 

cf 
ff 
90 
81 

7c 
60 

09 

C>S 
C>S 
S>C 

S>C 

Oa 4e 74 ec Oc 57 

Bb c2 7b Se Ba 14 
93 42 59 
cl bl df 

cd c7 4e 

80 bl es 

93 12 ee 
2a 73 le 

ec 2c le 

Be 52 9b 
29 cd 50 

57 

98 67 58 

4a 16 aO 

ChangeCipherSpec 
Handshake Finished 

ChangeCipherSpec 

Handshake Finished 

82 86 
aO 10 
lb le 
08 f7 

29 28 

6d d4 
fb 11 

e2 ha 

55 bf 

ab 4d 

Figure 4.10 A connection using SOC 
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The first two records in the handshake are more or less the same as those in Figure 4.10. 
The client offers export cipher suites and the server provides its certificate showing that 
it's SGC-capable. (Although note that IIS transmits all of the handshake messages in a 
single record rather than in separate records as OpenSSL does. This is a matter of taste. 
There's no real technical reason to do one or the other.) However, instead of completing 
the connection, IE immediately responds in record 3 with a new ClientHello offering 
strong cipher suites. At this point, the old handshake is aborted and an entirely new one 
takes place. Note that IE is also offering the proprietary cipher suites 0x0080 and 
0x0081. These are from a precursor to SGC used for Microsoft Money [Banes2000]. 

This seems like a clever trick, and it is. Unfortunately, it also violates the SSL speci­
fication, which has no provision for sending ClientHellos in the middle of a handshake. 
Thus, to preserve interoperability, Microsoft had to use a different extension from 
Netscape to signal that not only was a server allowed to use Step-Up, but that it could 
also do SGC. Note that the certificate in Figure 4.10 contains both the Netscape and 
Microsoft SGC extensions. Thus, when talking to this server, Step-Up only clients will 
do Step-Up but SGC-capable clients will do SGC. OpenSSL only added support for 
SGC in OpenSSL 0.9.5. 

DH/DSS Details 

struct { 
opaque DH_p<1 .. 2A16-1 >; 
opaque DH_g<1 .. 2A16-1 >; 
opaque DH_Ys<1 .. 2A16-1>; 

} ServerDHParams; 

ServerKeyExchange 
params 

DH_p [64) = 
da 58 3c 16 d9 85 22 89 dO e4 af 75 
6f 4c ca 92 dd 4b es 33 b8 04 fb Of 
ed 94 ef 9c Sa 44 03 ed 57 46 50 d3 
69 99 db 29 d7 76 27 6b a2 d3 d4 12 
e2 18 f4 dd le 08 4c f6 dB 00 3e 7c 
47 74 es 33 

DH_g[l]= 
02 

DH_ Ys[64]= 
98 Sa ee fc ce ac cf fl 05 cf 08 07 
63 18 dd 50 53 66 as b8 Ob 88 4d 7e 
7d ea 11 3e 2a 99 63 es 92 7a 56 cb 
fl 36 74 97 36 4a fO 3e 4e 29 3e a2 
e2 53 36 dB 9c ao 40 aa Sc fc eb co 
93 b6 c3 es 
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signature[47]= 
30 2d 02 14 78 bb 87 40 13 e4 8d e9 
73 16 4e Oc dd le 9e a8 bd 58 99 al 
02 15 00 95 10 42 el cb b9 ld 26 34 
d4 Sf bl Od b8 66 ba Sc 61 20 c3 

Ephemeral DH with DSS is conceptually very similar to ephemeral RSA. Only the 
details of the messages are different. 

A DH/DSS ServerKeyExchange message contains Diffie-Hellman parameters 
signed with a DSS key. The provided parameters are the prime modulus (p ), the genera­
tor for the group (g) and the server's public key (Ys). Because DSS requires a 160-bit 
input, the DSS signature is computed over the sha_hash value only. Recall that DSS 
signatures consist of two large integers, called r and s. The SSL representation of these 
in the message is the DER encoding of an ASN.1 structure defined in ANSI X9.57 
[ANSI1995]. 

Dss-Sig-Value ··- SEQUENCE 
r INTEGER, 
s INTEGER 

Note: The description of how to encode DSS signatures in the SSLv3 specification is 
insufficiently specific and Netscape interprets it differently from most other vendors. 
Instead of DER encoding r and s, Netscape merely concatenates them into a single 
40-byte field. Thus, although Netscape implements DSS for client authentication, it is 
not interoperable with other implementations. Despite widespread agreement on the 
"right thing," Netscape has refused to change their implementation, claiming that it 
complies with the SSLv3 specification and citing installed base. The TLS specification 
clears up this issue; all TLS implementations must DER encode DSS signatures. 

ClientKeyExchange 

struct { 
select (KeyExchangeAlgorithm) { 

case rsa: EncryptedPreMasterSecret; 
case diffie_hellman: DiffieHellmanClientPublicValue; 

} exchange_keys; 
} ClientKeyExchange; 

struct { 
select (PublicValueEncoding) { 

case implicit: struct {}; 
case explicit: opaque DH_ Yc<1.Z16-1>; 

} dh_public; 
} DiffieHellmanClientPublicValue; 
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ClientKeyExchange 
DiffieHellmanClientPublicValue[64]= 

14 ea e2 18 cl 69 b3 60 fc ea c7 54 
f7 18 db b9 47 c7 cf 95 80 2a 32 b7 
0c 07 11 ab 7a 9d de 0a le 82 al 35 
23 1f 90 71 2a 94 6d d8 86 b4 e2 84 
e9 a6 a2 00 Se bb 82 09 a3 Ba ba f2 
e8 29 87 61 

Because Diffie-Hellman requires that the client and the server share a common set of 
parameters (g and p, found in the ServerKeyExchange), the client needs to send only its 
public key (Ye) in the ClientKeyExchange message. Ye is represented in the usual SSL 
style for big integers, high byte first. 

Fixed DH Keys 

Because the client has a DH key, it is possible for the client to have a certificate binding 
the key to the client's identity. This certificate can be used to perform client authentica­
tion, using the rsa_fixed_dh and dss_fixed_dh certificate types. These certificates are 
certificates containing DH keys signed with RSA and DSS respectively. The client sends 
its certificate in response to the CertificateRequest but does not send a CertificateVerify. 
Rather, it proves that it possesses the corresponding private key by being able to produce 
the pre_master_secret using its private key. Because the client's public key is present in 
the Certificate message, no public key is present in the ClientKeyExchange message (the 
implicit choice in the DiffieHellmanClientPublicValue structure). 

Similarly, it is also possible for the server to have a static DH key that is contained 
in its certificate. The server's identity is proven by being able to reproduce the 
pre_master_secret. Neither of these operational modes is as common as the ephemeral 
DH modes using DSS. 

4.17 FORTEZZA Details 

The FORTEZZA support described in [Freier1996] does not work. It was apparently 
written without ever being tested. The various changes required for successful operation 
are described in [Relyeal996]. 

The FORTEZZA command interface has a number of properties that make 
FORTEZZA difficult to use with SSL. The most important one is that the card will not 
use arbitrary keys. Thus, keys must either be generated on the card by the card random 
number generator or received encrypted from another card. As a result, it's not possible 
to use the standard SSL key generation procedure to generate the FORTEZZA encryp­
tion keys. 

The second important limitation is that the card must generate the IV. This require­
ment was imposed by the escrow feature. The escrowed session is carried in something 
called the Law Enforcement Access Field (LEAF). The LEAF contained the session key 
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used to encrypt the actual traffic. The session key was wrapped in the card key. In order 
to ensure that the LEAF is carried along with the ciphertext, it was embedded in the IV, 
resulting in a 24-byte IV. The card automatically extracts the actual 8-byte IV from the 
IV given to it. 

In 1997, the NSA bowed to pressure over the escrow issue and removed the LEAF. How­
ever, for compatibility, the 24-byte N remained with a dummy LEAF. Finally, on June 
23, 1998, SKIPJACK and KEA were declassified. 

struct { 
opaque r_s [128]; 

} ServerFortezzaParams; 

struct { 
opaque y_c<D .. 128>; 
opaque r_c[128]; 
opaque y_signature[40]; 
opaque wrapped_client_write_key[12]; 
opaque wrapped_server_write_key[1 ~!]; 
opaque client_write_iv[24]; 
opaque server_write_iv[24]; 
opaque master_secret_iv[24]; 
block-ciphered opaque encrypted_pre_master _secret[ 48]; 

} FortezzaKeys; 

The ServerFortezzaParams structure is used to carry the server's random value r_s to 
the client. The FortezzaKeys structure is carried in the ClientKeyExchange message. It 
contains all the information that the server will need to derive the same keys as the 
client. 

The y_c value contains the client's KEA public key if it's not in the client's 
certificate. If it is, this field is empty. The r_c value contains the client's random value. 
y_signature contains the client's signature over y_c. The specification is unclear on what 
the value of y_signature should be if the client's KEA public key is in its certificate. In 
KEA, the client and server public keys are combined with the random values to generate 
a Token Encryption Key (TEK) which can then be used to encrypt other keys. 

wrapped_client_write_key and wrapped_server_write_key contain the encryption 
keys wrapped under the KEA-generated shared key. client_write_iv and server_write_iv 
contain the IVs for these keys (with the LEAF embedded in them). Finally, the 
FortezzaKeys structure contains the pre_master_secret encrypted under the shared key 
with an IV given in master_secret_iv. The pre_master_secret is used only to generate 
the MAC keys. 

The FORTEZZA command interface imposes one other limitation: IVs are intended 
to be generated by the sender and read by the recipient. Thus, it's possible to load an IV 
onto the card when decrypting but not encrypting. However, both keys and IVs are 
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generated by the client. The result is that the first block of data encrypted by the server 
uses an essentially random IV-which the client has no way of knowing. In order to 
synchronize the CBC state, the server i}rst transmits a dummy encrypted block that is 
discarded by the client. From then on, the cipher states will be synchronized. 

Note that the encryption of this dummy block means that the server never needs to 
use the server_write_iv. [Relyea1996] says that the server implementation should load 
the IV in decryption mode to verify the IV and then change over to encryption mode. 
This step is not required for interoperability. Its purpose is to verify that IV correctly 
matches the key, thereby preventing a rogue client from using a fake IV (with a bogus 
LEAF) and thereby thwarting the escrow provisions. 

The inability to use random keys also means that ordinary session resumption will 
not work, since there is no way to use the newly generated keys. [Relyea1996] describes 
two options: 

• Don't resume sessions at all. 

• Resume but continue encrypting and decrypting as if the data were a continuation of 
the previous session. Note that if this approach is taken it is not possible to have two 
simultaneous connections with a given session, as it ordinarily would be. This is 
problematic for systems such as HTTPS which use a number of simultaneous con­
nections . 

Only two FORTEZZA cipher suites were defined, one with SKIPJACK and one 
with NULL encryption. Figure 4.11 shows them. 

Cipher Suite Authentication Key Exchange Encryption Digest Number 

SSL_FORTEZZA_DMS_ WITH_NULL_SHA DSA KEA NULL SHA 0x00lc 

SSL_FORTEZZA_DMS_ WITH_FORTEZZA_CBC_SHA DSA KEA SK!PJACK SHA 0x00ld 

Figure 4.11 FORTEZZA cipher suites 

4.18 Error Alerts 

In Chapter 3, we discussed alerts in general without discussing the specific alert cases 
other than close_notify. All the other alerts indicate errors of some kind. This section 
presents a detailed discussion of those alerts. 

Recall that alerts may have a level of warning or fatal. A fatal alert always termi­
nates the connection, whereas implementations may continue past a warning alert. 
While in theory implementations can continue past a non-fatal alert, in practice even 
warning alerts indicate that one side requested something that the other side couldn' t 
fulfill and so they usually result in connection closure. 

The specification requires some alerts to be fatal whereas others may be either fatal 
or warning. An implementation which receives an alert which should be fatal but which 
is incorrectly tagged as warning should nevertheless treat it as fatal. In practice, since 
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many implementations treat all alerts as fatal, implementations should refrain from 
sending warning alerts unless they're willing to have the other side terminate the con­
nection. 

This section describes each SSL error alert in detail. Although some of the alerts 
could signal an attack in progress, if you're debugging your SSL implementation, they 
most likely represent bugs. Where appropriate we'll attempt to identify the common 
implementation errors that these alerts might indicate. Reading this section may allow 
you to determine what's happened when your implementation receives or generates one 
of these alerts. See Figure 4.12 for a list of all the alerts. 

Alert Name Level SSL Version Number 

close_notify either either 0 

unexpected_message fatal either 10 

bad_record_mac fatal either 20 

decryption_failed fatal TLS 21 

record_overflow fatal TLS 22 

decompression_failure fatal either 30 

handshake_failure fatal either 40 

no_certificate either SSLv3 41 

bad_certificate either either 42 

unsupported_ certificate either either 43 

certificate_revoked either either 44 

certificate_expired either either 45 

certificate_unknown either either 46 

illegal_parameter fatal either 47 

unknown_ca fatal TLS 48 

access_denied fatal TLS 49 

decode_error fatal TLS 50 

decrypt_error either TLS 51 

export_restriction fatal TLS 60 

protocol_ version fatal TLS 70 

insufficient_security fatal TLS 71 

intemal_error fatal TLS 80 

user_cance!led fatal TLS 90 

no_renegotiation warning TLS 100 

Figure 4.12 All SSLffLS alerts 
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unexpected_message 

The unexpected_message alert signals that an inappropriate message was received. 
This alert almost always signals that one of the implementations is broken and generat­
ing inappropriate messages or sending messages in the incorrect order. You might see 
this message often when debugging an SSL implementation but should never see it in 
working systems. As a special case, a non SGC-capable server might send an unex­
pected_message to a client attempting SGC. This alert must always be sent as fatal. 

bad_record_mac 

The bad_record_mac alert is transmitted if an implementation receives a record with a 
bad MAC. This might represent an attack. Thus, this alert must be treated as fatal. 

If you 're testing your implementation and you receive a bad_record_mac alert, it 
most likely indicates an error in your MAC code. However, if the alert is sent in 
response to a Finished message, it could also represent an error in key derivation. Even 
if the encryption keys are also wrong, the decryption may appear to succeed. However, 
the MAC will fail. In fact, even if the MAC key is correct but the encryption key is 
wrong, the error will still most likely appear in the MAC check (see the 
decryption_error alert for a discussion of decryption errors). 

Finally, some SSLv3 implementations use the bad_record_mac message to signal 
an error in verifying the Finished message itself. In TLS, failure to verify the Finished is 
signalled with the decrypt_error alert. Thus, when debugging a bad_record_mac error, 
it's important to consider other culprits besides the MAC computation itself. 

decryption_failed 

The decryption_failed signals that the ciphertext couldn't be decrypted. This error must 
be fatal. This error is really only relevant with block ciphers. RC4 decryption always 
appears to succeed whatever the decryption key. The output is simply wrong. 

Block cipher decryption can fail in a number of ways. First, the block cipher input 
length can be something other than a mutiple of the block length. This is an obvious 
message formatting error. Also, after the data is decrypted, the padding check may 
reveal errors resulting from incorrect padding or the use of the wrong encryption key. 

If the wrong encryption key is used, the padding bytes will be essentially random. 
However, it's possible that they will still appear correct, particularly if the implementa­
tion chooses to examine only the length byte and then remove the padding without 
examining it. (This procedure is safe because the data is covered by the MAC anyway.) 
Note that the padding does not have to actually be the same as the original padding. It 
merely has to be consistent. 

In this case, the receiver will have the wrong plaintext but this will only be discov­
ered when the MAC check and a bad _ _record_mac alert will be received. Obviously, 
since RC4 decryption always appears to succeed, errors in RC4 keying always show up 
in the MAC check. 
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record_overflow 
This alert indicates that the record was larger than allowed by the SSL specification. 
This message must be fatal. In practice, this message almost always represents a bug in 
the SSL implementation since an attack would likely be caught in the MAC check. Note 
that early versions of Internet Explorer generated incorrectly long records and so it's not 
uncommon to see an unsuspecting implementation generate this alert when talking to 
IE. This alert is new with TLSvl. 

decompression_failure 
This alert indicates that a record could not be decompressed. It is always fatal. However, 
since compression is almost never used, this error will rarely be seen in practice. 

handshake_failure 

The handshake_failure alert is the all-purpose alert used in SSLv3 to indicate problems 
handshaking. TLS introduced a number of finer-grained alerts to indicate what actually 
went wrong. In TLS, the handshake_failure alert is only used when no common cipher 
can be negotiated. 

When debugging a handshake_failure alert, you need to examine which stage of the 
handshake went wrong and from there determine what happened. If you received a 
handshake_failure alert after sending a series of messages at once, it's often useful to 
send each message individually, checking for the alert after each one using a network 
sniffer. This alert must always be fatal. 

no_certificate 

The no_certificate alert is an SSLv3-only alert sent to indicate that "no appropriate 
certificate is available." It has been replaced in TLS with certificate_unknown which 
serves essentially the same purpose. 

bad_ certificate 

The bad_certificate alert indicates that a certificate was corrupt or the signatures were 
wrong or some similar error. In theory this alert may be a warning. An implementation 
might choose to ignore the bad certificate but issue the alert as a warning. However, in 
practice implementations either silently accept the certificate or send an alert. Thus, this 
alert is really always fatal. This comment applies to the next four alerts as well. Interest­
ingly, Internet Explorer doesn't use this alert at all. Instead, it simply closes the connec­
tion. We'll see an example of this in Chapter 8. 
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unsupported_ certificate 

This alert means that the implementation received a certificate which was of an unsup­
ported type. Since SSL only supports X.509 certificates, this alert means that an unsup­
ported algorithm was used. Because the algorithm used to sign certificates is not speci­
fied in the cipher suite, it's possible to have (for instance) a certificate for an RSA key 
signed with a DSA key. An implementation which did not support DSA would send an 
unsupported_certificate error. However, in practice such mixed certificate regimes 
nearly never occur and an unsupported_certificate error represents a bug in one of the 
implementations. 

revoked_certificate 

This alert indicates that the sender received a certificate that was revoked. Most real life 
SSL implementations do not currently support revocation so this alert almost never 
appears. 

certificate_expired 

This alert indicates that one of the certificates has expired. Implementations shouldn't 
send expired certificates, but sometimes they are misconfigured. This alert is the result. 

certificate_unknown 

This alert is a catch-all certificate error introduced in TLSvl. Certificate errors that don't 
fall into any of the previous classes or the unknown_ca class described below generate a 
certificate_unknown error. SSLv3 implementations would generate a bad_certificate 
alert for those conditions. 

illegal_parameter 

The illegal_parameter alert indicates that one of the handshake fields was out of range or 
inconsistent with some other fields . The handshake obviously can't complete so this 
error is fatal. 

unknown_ca 
The unknown_ca alert is sent when an implementation receives a certificate signed by a 
CA it doesn't recognize or can't find the certificate for. This alert must be fatal. Note 
that this treatment is inconsistent with the other certificate errors which can be sent as 
warnings. I know of no reason for the inconsistency. In my opinion, best practice is to 
either silently accept certificates or to reject them with an alert. Note that in this context 
silent refers only to SSL messages. An implementation might accept a bad certificate 
only after prompting the user or sending error messages to a logging facility. The 
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unknown_ca message is new with TLS. SSLv3 implementations send the no_certificate 
alert instead. 

access_denied 
This alert means that although a valid certificate was received the identity in the 
certificate fails access control checks so the connection is being rejected. This alert is 
always fatal. I know of no implementation which generates this alert. 

decode_error 
This alert indicates that a message couldn't be decoded because one of the fields was out 
of range or the length was incorrect. In most cases this represents some sort of imple­
mentation error. This alert is always fatal. decode_error was introduced in TLS and it's 
not clear what to use with SSLv3. OpenSSL and PureTLS both use handshake_failure, 
presumably on the theory that most of these errors occur in the handshake. 

decrypt_error 

The decrypt_error alert indicates that one of the handshake cryptographic operations 
failed. The likely cases are failure to decrypt a ClientKeyExchange, verify a signature, or 
check a Finished message. This alert is always fatal. decrypt_error was introduced with 
TLSvl. SSLv3 implementations usually use handshake_failure instead. Note that if you 
receive a decrypt_error in response to a Finished, this means that your encryption and 
MAC keys and code are correct but that your Finished computation is broken. 

export_restriction 

This alert indicates that one of the implementations tried to violate export restrictions. 
The example provided in RFC 2246 is trying to use a 1024 bit ephemeral key with 
RSA_EXPORT key exchange. This is a new alert type for TLSvl and isn't seen much. 
Note that this is not the alert that you will see when an implementation that supports 
only strong ciphers tries to talk to one that supports only weak ones. That will be either 
insutticient_security or handshake_failure. This alert is always fatal. 

protocol_ version 

The protocol_version alert is sent by the server to indicate that the client used an unrec­
ognized protocol version. Because the client can only supply the maximum version that 
it supports, the server will only send this alert when the client asked for a version older 
than it will support. For instance, if the client offered only SSLv3 and the server sup­
ported only TLS, the server would generate a protocol_version alert. Since essentially 
all TLS implementations are also SSLv3 implementations, this alert is only seen if one 

Ex.1015 
Askeladden, L.L.C. / Page 161 of 532



134 Advanced SSL Chapter 4 

of the sides has been explicitly configured to support only TLS or if there is a bug. 
There is no value in configuring for TLS-only support. 

Note that if the server only supports a version older than the client offers, it will not 
send a protocol_version alert. Instead, it will simply respond with its version in the 
ServerHello. If the client does not want to support the server's version choice, it will 
have to send an alert (presumably protocol_version but the SSLv3 and TLS specs don't 
specify). The protocol_version alert is always fatal. The protocol_version alert was 
added in TLS. SSLv3 implementations usually use handshake_failure for this purpose. 

insufficient_security 
The insufficient_security alert is used to indicate that the cipher suites offered by the 
client were weaker than required by the server. This alert is new with TLS. SSLv3 
implementations use handshake_failure. Since the insufficient_security alert indicates 
failure to negotiate a cipher suite, it is always fatal. 

internal_error 

The internal_error alert is used to indicate that the transmitting implementation encoun­
tered some sort of internal error such as a memory allocation or hardware failure. This 
alert is new with TLS so SSLv3 implementations need to use some other error. The 
internal_error alert is always fatal. 

user _cancelled 
The user_cancelled alert is used when the user cancels the handshake for some reason. 
This alert is new for TLS. RFC 2246 says that it should be used as a warning, which is 
confusing-if the user cancels the handshake then the connection will be unsuccessful 
so the alert should be fatal. 

no_renegotiation 
As we'll see in Chapter 4, SSL allows either client or server to initiate a new handshake 
at any time other than during a handshake. The client initiates renegotiation by sending 
a new ClientHello. The server initiates renegotiation by sending a HelloRequest mes­
sage. RFC 2246 says that the client can silently refuse to renegotiate or send a no_rene­
gotiation alert. RFC 2246 is unclear on how the server should respond to an unwanted 
ClientHello but presumably it should send a no_renegotiation alert as well. 

The no_renegotiation alert is new for TLS. SSLv3 implementations simply ignore 
unwanted renegotiation requests. Since most existing TLS implementations are actually 
upgraded SSLv3 implementations, they typically silently ignore renegotiation rather 
than sending the no_renegotiation alert. In any case, the no_renegotiation alert is always 
a warning. 
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4.19 SSLv2 Backward Compatibility 

SSLv2 had already been widely deployed when SSLv3 was invented. Thus, one of the 
requirements for SSLv3 was for SSLv3 clients and servers to automatically talk to 
SSLv2 clients and servers. However, the message formats were totally different. (See 
Appendix B for a discussion of SSLv2.) It's fairly straightforward for servers to auto­
detect whether they are talking to an SSLv3 or SSLv2 client. The SSLv2 and SSLv3 
length bytes are in different locations and SSLv3 records appear to be unreasonably 
long when interpreted as SSLv2 handshake messages. Thus, the server can wait for the 
client's first message and respond appropriately. 

Clients, however, must speak first and so cannot auto-detect. Thus, the SSLv3 speci­
fication contains support for sending the ClientHello in a format that was backward-com­
patible with SSLv2. In essence, the backward-compatible ClientHello maps all the 
SSLv3 fields onto SSLv2 fields in the SSLv2 CLIENT-HELLO. Thus, when a server 
receives a backward-compatible CLIENT-HELLO, it can either interpret it as an SSLv2 
message and continue with the SSLv2 handshake or translate the fields to SSLv3 values 
and perform the SSLv3 handshake. Figure 4.13 shows the SSLv2 CLIENT-HELLO. 

char MSG-CLIENT-HELLO 
char CLIENT-VERSION-MSB 
char CLIENT-VERSION-LSB 
char CIPHER-SPECS-LENGTH-MSB 
char CIPHER-SPECS-LENGTH-LSB 
char SESSION-1D-LENGTH-MSB 
char SESSION-1D-LENGTH-LSB 
char CHALLENGE-LENGTH-MSB 
char CHALLENGE-LENGTH-LSB 
char Cl PH ER-SPECS-DATA[(MSB«8) I LSB] 
char SESSION-1D-DATA[(MSB«8)1LSB] 
char CHALLENGE-DATA[(MSB<<8)1LSB] 

Figure 4.13 SSLv2 CLIENT-HELLO 

The CLIENT-HELLO shown is in the SSLv2 specification language of [Hick­
manl995]. Unlike SSLv3, SSLv2 places all the object lengths in one part of the mes­
sage and all the objects in another. Also, the high and low bytes of lengths are repre­
sented individually. Thus, the length of the CIPHER-SPECS-DATA field is given by 
computing 

(CIPHER-SPECS-LENGTH-MSB « 8) I CIPHER-SPECS-LENGTH-LSB 

All of the SSLv3 handshake parameters can be mapped to SSLv2 values . 
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Version 

The SSLv2 version number is 2 (MSB==0, LSB=2). To represent SSLv3 or TLS compat­
ibility, we use the appropriate version numbers from the SSLv3 or TLS Version field: 
0x300 and 0x301 for SSLv3 and TLS, respectively. 

Random 

The SSLv2 CHALLENGE value is used as part of the SSLv2 key generation procedure 
in much the same way as the ClientRandom is used by SSLv3. It's randomly generated, 
so it can be used as a ClientRandom value. However, it's allowed to be between 16 and 
32 bytes, whereas the SSLv3/TLS ClientRandom must be 32 bytes . To convert a CHAL­
LENGE to a ClientRandom value, it is padded with zeros on the left. 

Session ID 

Whenever resuming an SSLv3 session, the SSLv3 ClientHello must be used. Thus, the 
SESSION-ID field should always be empty and the length zero. 

Cipher Suites 

SSLv2 CIPHER-SPECSs are analogous to SSLv3 CipherSuites. They specify the 
encryption and digest algorithms. (SSLv2 only supports RSA, so they don 't specify key 
exchange or signature.) Thus, in backward-compatibility mode, the CLIENT-HELLO 
should contain both the SSLv2 and SSLv3/TLS ciphers that the client supports. SSLv2 
CIPHER-SPEC values are 3 bytes, so 2-byte SSLv3 values are represented with a zero 
first byte. 

It's also possible to use SSLv2 ciphers when using the backward compatibility 
handshake. Some of these ciphers correspond to SSLv3/TLS ciphers, but some do not. 
For instance, SSLv2 has an RC2-128 mode. SSLv3 does not define such a cipher suite. 
However, it 's possible for two SSLv3 clients to negotiate it if they are using the SSLv2 
backward compatible handshake. All these cipher suites use RSA for signature and key 
exchange. Figure 4.14 lists these ciphers. 

Cipher Spec Encryption Digest Number 

SSL_CK_RC4_128_ WITH_MD5 RC4_ 128 MD5 Ox010080 

SSL_CK_RC4_128_EXPORT40_ WITH_MD5 RC4_40 MDS Ox020080 

SSL_CK_RC2_128_CBC_ WITH_MD5 RC2_128_CBC MDS Ox030080 

SSL_CK_RC2_128_CBC_EXPORT40_ WITH_MD5 RC2_40_CBC MDS Ox040080 

SSL_CK_IDEA_l 28_CBC_ WITH_MD5 IDEA_CBC MDS Ox050080 

SSL_CK_DES_64_ WITH_MD5 DES_CBC MDS Ox060080 

SSL_CK_DES_l 92_EDE3_CBC_ WITH_MD5 DES_EDE3_CBC MD5 Ox070080 

Figure 4.14 SSLv2 compatibility cipher suites 
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Rollback Protection 
SSL uses PKCS #1 padding to encrypt data using RSA. However, in order to protect 
against an active attack in which the attacker forces negotiation back to SSLv2, SSLv3-
and TLS-capable client implementations must use the value o 3 for the last 8 bytes of 
the padding when doing SSLv2. The server can check this to make sure that it really is 
talking to an SSLv2-only client (which would fill these 8 bytes with random data). Note 
that this unusual padding will not appear and does not need to be checked if doing an 
SSLv3 handshake. The purpose of all this is to prevent an attacker from forcing a 
client/server pair back to the (weaker) SSLv2 from SSLv3fTLS. 

Compatibility 

In order for the backward-compatibility handshake to work correctly, an SSLv2-only 
server must simply negotiate to SSLv2 if it receives a higher version in the CLIENT­
HELLO. Unfortunately, the SSLv2 specification wasn't very clear on how servers should 
handle CLIENT-HELLO messages with version numbers higher than they support. This 
problem was made worse by the fact that Netscape's SSLREF reference implementation 
simply rejected connections with higher version numbers. Thus, it's not guaranteed that 
all SSLv2 servers will respond correctly to the backward-compatible handshake, 
although the vast majority will. 

4.20 Summary 

This chapter concludes our detailed coverage of SSL. Each of these modes offers some 
benefit over the traditional RSA server-only mode discussed in Chapter 3. 

Session resumption allows a client/server pair to reuse keying material between connec­
tions. This makes subsequent handshakes between a client/server pair faster. 

Client authentication uses the client's public key to prove the client's identity to the 
server. Traditionally, SSL connections have anonymous clients, but with client authenti­
cation, clients as well as servers can authenticate using certificates. 

Ephemeral RSA allows a server to have a single long (>512 bits) RSA key but still to 
communicate with exportable clients which require 512-bit RSA keys, by generating a 
temporary 512-bit key and signing it with the long-term key. 

Server Gated Cryptography allows exportable clients to use strong cryptography with 
specifically designated servers. These servers must have special certificates that indicate 
that they are SGC eligible. 

DSS and DH cipher suites make it possible to implement SSL in the United States with­
out infringing on the RSA patent. Support for DSS and DH has been mandated for TLS. 

Elliptic Curve ciphers may be faster than either DH/DSS or RSA, but they have not yet 
been standardized by IETF as part of TLS. 
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Kerberos keys can be used to exchange keying material between client and server, while 
keeping the rest of SSL the same. This makes it possible to bootstrap a Kerberos infra­
structure to authenticate SSL connections. 

SSLv3 is backward-compatible with SSLv2. The SSLv3 ClientHello can be cast as an 
SSLv2 CLIENT-HELLO, thus permitting SSLv3 agents which also speak SSLv2 to com­
municate with SSLv2-only agents. 
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SSL Security 

5.1 Introduction 

This chapter discusses the security properties of SSL. This chapter is divided into three 
sections. The first section of the chapter provides general rules for using SSL securely. 
Understanding this material requires some understanding of cryptography and an under­
standing of SSL approximately equal to that provided by the first halves of the previous 
two chapters. The idea here is to explain the security properties of SSL and how to use it 
securely. 

The second section discusses the security threats discussed in the first part in more 
detail. It's fairly easy to get an interoperable implementation that nevertheless has hid­
den vulnerabilities if you're not careful while writing it. Where the first part provides 
general guidelines, this section covers the attacks that are possible if those guidelines 
aren't followed and discussion of the various implementation techniques that are in 
common use. 

The final part of the chapter covers some more exotic security threats in detail. 
Although there have been no good attacks on the SSL protocol itself, a number of SSL 
implementations have been successfully attacked and some care is required to ensure 
that one's implementation is not vulnerable to these threats. This section is fairly techni­
cal, but you can get a good understanding of the security properties of SSL merely by 
reading the first two-thirds of the chapter. 

5.2 What SSL Provides 

SSL provides channel-level security. What this means is that the two ends of the con­
nection know that the data being transmitted is being kept secret and that it has not been 
tampered with. The server is nearly always authenticated so the client knows who's on 
the other end of the connection. The client can be required to authenticate using his 
certificate as well. SSL also provides for secure notification of exceptional conditions, 
including error alerts and connection closure. 

139 
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All of these protections depend on certain assumptions about the system: we assume 
that the keying material has been correctly generated and is being kept secure. Failure to 
follow careful procedures can result in a significant loss of security. 

5.3 Protect the master _secret 

Nearly all the security of the protocol depends on keeping the master_secret private. If 
the master_secret for a session is compromised, then the session is completely vulnera­
ble to attack. Remember that the master_secret is used to produce all the cryptographic 
keys used to protect the data. An attacker who knows it can therefore mount a large 
number of attacks. 

Section 5.9 discusses the detailed consequences of master_secret compromise, but 
the short description is that if an attacker has the master_secret the data might as well 
be transmitted in the clear. Such an attacker can read all the message traffic and under 
most circumstances can undetectably forge traffic from either side. This is not good. 

5.4 Protect the Server's Private Key 

One obvious way for an attacker to get the master_secret is to acquire the server's pri­
vate key. In order to prevent this, you have to keep the server's private key (surprise!) 
private. This sounds obvious, but it's one of the most widely violated rules and it's also 
surprisingly difficult to accomplish. 

In general, an attacker who has the server's private key constitutes a serious threat to 
the security of the system. If the server is using the common static RSA mode discussed 
in Chapter 3, an attacker with the server's private key can recover the master_secret and 
undetectably read any traffic he can capture, as well as pose as the server at will. If the 
server is using ephemeral modes, the attacker can' t passively read traffic but can mount 
an active attack posing as the server. In either case, compromise of the server private key 
is very dangerous. 

Protecting the private key requires storing it securely. Most implementations encrypt 
the private key on disk and require a password/passphrase to decrypt it. This requires the 
user/administrator to generate and remember a strong passphrase, which turns out to be 
remarkably difficult to do. Other implementations store the key in secured hardware. 
Both approaches require intervention from the administrator to start the server, making 
unattended reboots in case of system crash or power failure problematic. 

5.5 Use Good Randomness 

Nearly all cryptographic protocols require strong random numbers to operate securely 
and SSL is no exception. Random number generators (RNGs) are used primarily to gen­
erate keys but also for key steps in other cryptographic operations. If the attacker can 
predict what numbers your RNG is going to output, then he can guess what your keys 
are, completely compromising the protocol. 
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SSL uses random numbers in a number of places. First, the private keys for the 
server (and optionally the client) need to be randomly generated. Second, the client 
needs to generate random data to perform the key exchange. If RSA is being used, then 
the client must generate the pre_master_secret and if using DH, it must generate an 
ephemeral private key. Third, if DSA is being used for signature, then a random number 
must be generated for each signature. Finally, the client and server both need to generate 
their handshake random values, but those do not in fact need to be securely generated 
because they are public. 

Thus, both client and server need to be able to generate strong random numbers. If 
the server generates weak random numbers, then the attacker can guess the server's pri­
vate key, leading to compromise of the pre_master_secret. If the client generates weak 
random numbers, then the attacker can guess either the pre_master_secret directly (if in 
RSA mode) or the client's ephemeral DH private key and transitively the 
pre_master_secret (if in DH mode). In either case, the protocol is completely compro­
mised. 

Most systems use software based pseudo-random number generators (PRNGs). A 
PRNG is an algorithm that provides a stream of unpredictable (though not random) 
numbers. These PRNGs must be seeded with some random data in order to produce a 
high-quality random stream. The seed data is usually collected from network traffic 
sampling, system internal variables, or user input timing. Hardware random number 
generators based on physical randomness are also available. See Section 5.12 for guid­
ance on generating strong randomness. 

5.6 Check the Certificate Chain 

Let's assume that your SSL implementation is operating correctly, and you receive a 
certificate from the server. That certificate is signed by a Certification Authority (CA) 
that you don't recognize. This provides no assurances about the server's identity. 
Although the server has asserted its identity via its certificate, it's nothing more than a 
certificate because you can' t verify that the assertion is correct. You can still establish a 
secure connection to the server, but you're vulnerable to an active (man-in-the-middle) 
attack where the attacker poses as the server to you and you to the server. Knowing the 
server's identity is absolutely necessary to avoid this attack. 

A server without a certificate server is obviously unauthenticated, but there are more 
subtle ways in which a seemingly good certificate chain can provide less security than 
you might expect. The SSL implementation can help to protect you against these 
attacks, but often having complete security requires that the application get involved. 

The most important countermeasure is to check that the identity being presented in 
the certificate matches the identity that the application expects. Imagine that you 're try­
ing to connect to a server operated by Bob and the server provides you with a certificate 
bearing the name Alice. The certificate is valid, but it's the wrong one. Consequently, 
you need to check that identity in the certificate corresponds to the expected identity of 
the other end of the connection. 

Correctly checking the identity requires interaction with the application-layer 
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protocol and potentially with the user. Only they have all the information as to the 
expected user's identity. Another case in which the user may need to be notified is 
expired certificates. In some cases, organizations may have policies forbidding the use 
of expired certificates, but in others the decision may be up to the user. We'll discuss the 
detailed interaction of the certificate chain with the application-layer protocol in Chap­
ters 7, 9, and 10. 

5.7 Algorithm Selection 

SSL supports a variety of cipher suites, specifying the set of algorithms to be used for 
the connection. These algorithms vary in strength from very weak exportable ciphers 
such as RC4 in 40-bit mode to (hopefully) very strong ciphers such as 3D.ES. Moreover, 
asymmetric key pairs can use keys of a range of lengths. The security of an SSL connec­
tion is naturally totally dependent on the security of the ciphers it uses. It's therefore 
necessary to choose a cipher suite commensurate with the value of your data. 

To do this, limit the set of cipher suites that your application is willing to support. 
Because both client and server have to agree on a common cipher suite in order to com­
municate, this ensures that you will obtain the appropriate level of security. However, a 
possible side effect is that the server and client may not have a common algorithm set 
and not be able to communicate. As a consequence, the best policy is typically to allow 
all cipher suites that provide security above an acceptable minimum level rather than 
merely choosing to support the strongest algorithms exclusively. 

Our recommendation is to use either RSA or DH/DSS with minimum 768-bit keys. 
Use 3DES or RC4-128 for encryption, 3DES if you want maximum security, and 
RC4-128 if you want maximum performance. Use SHA-1 for message authentication. 
See Chapter 1 for performance numbers for these algorithms. 

5.8 The Story So Far 

We've covered a number of generally important rules for using SSL securely. This ought 
to provide some idea of the sorts of measures you need to take in order to achieve 
decent security. This isn't to say that the list is exhaustive-there are an infinite number 
of ways to screw up, mostly by not paying attention to what you're doing-but it covers 
a number of important issues that are easy to get wrong. The author has personally seen 
at least one implementation break each of the previously described rules. 

5.9 Compromise of the master_secret 

Compromise of the master_secret is disastrous. Let's reexamine key derivation for a 
moment to see how master_secret (or pre_master_secret) compromise can lead to 
compromise of the entire system. Figure 5.1 shows the key derivation process. Secret 
information is shaded, all other information is public. 
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Recall that key derivation proceeds in two stages. First, the pre_master_secret is 
converted into the master_secret. The key derivation function (KDF) takes three param­
eters that are different for every handshake: the client_random and server_random val­
ues and the pre_master_secret. However, recall that the client_random and server_ran­
dom values are exchanged before the master_secret is agreed upon, so they must be 
transmitted in the clear in the handshake. Thus, an attacker who can snoop on traffic 
already knows them. The only piece of secret information used to generate the 
master_secret is the pre_master_secret. 

The second stage is to convert the master_secret into the individual cryptographic 
keys. As before, the KDF takes three inputs: the client_random and server_random val­
ues and the master_secret. Again, only the master_secret is a secret. An attacker who 
knows the master_secret can therefore compute all the cryptographic keys that are used 
to protect the connection. Similarly, an attacker who knows the pre_master_secret can 
compute the master_secret and transitively the keys. 

So, if an attacker does recover the master_secret, the results are very bad. From the 
perspective of such an attacker, you might as well be transmitting your messages in the 
clear. 
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Confidentiality Attacks 

A we said earlier an attacker who knows the master_secret can compute all the cryp­
tographic key used for the connection. aturally, thi includes the en ryption keys used 
to encrypt the data. Recall that our tlu·eat model assumes that attackers can read any data 
that is transmitted over the network. Of cour e, when we're using SSL, this data is 
encrypted, but this poses no problem to an attacker with the master _secret. Such an 
attacker has the encryption keys and can easily decrypt each record captured. 

There is one trivial technical problem: If the attacker fails to capture every record, 
some work is needed to decrypt sub equent records. Recall that each record is encrypted 
as if it were part of a continuous stream. For a stream cipher, each record uses a differ­
ent section of keystream. In order to decrypt a record, the attacker needs to know how 
many bytes have already been encrypted. However, even if the attacker misses a record, 
he can usually get a good guess at how many bytes he's mis ed from the TCP sequence 
number and do a little searching to find the exact right section of keystream. 

With block ciphers, the situation is a little trickier. The IV of each record is the last 
cipher block of the previous record. If the attacker has missed that record, then he has 
no way of decrypting the first cipher block of the record, but he can decrypt the rest of 
the record and any records that come after that. 

Note that this attack is completely passive. If the attacker is willing to interfere with 
network traffic, he can work around the missed records problem more easily by aiTang­
ing for retran mits. On the other hand if the attacker is willing to mount an active 
attack he can also mount some significant integrity attacks. We'll discuss that next. 

Integrity Attacks 
Of course, an attacker who has the master_secret can compute the MAC keys. In com­
bination with the encryption keys, such an attacker can mount a wide variety of integrity 
attacks. We'll describe a few here, but this list i not exhau tive. 

The easiest form of attack is simply to take over the connection. The attacker forges 
a close on the underlying connection to one side (typically using TCP RST) and pro­
ceeds to impersonate that side to the other. The attacker can create convincing forgeries 
of whatever traffic it chooses. This attack isn't very subtle, but it can be very effective. 
Note that this sort of attack doesn't require very fine control of the underlying network: 
Techniques for TCP connection hijacking are well known (see [Joncheray1995]). 

A variety of more subtle attacks are possible if the attacker has good control of the 
network. For instance, the attacker might be able to add and delete packets at will while 
preserving the connection. Then it's possible to change any record or even insert or 
remove records. Exactly what capabilities are required depends on what sort of modifi­
cation the attacker wants to make to the traffic and what ciphers are being used. 

If the traffic the attacker is modifying is encrypted using a stream cipher, the 
attacker can make point modifications to individual records simply by decrypting the 
record, changing the message text, generating a new MAC, reencrypting, and sending. 
Note that the attacker can't change the length of the record or all future records will be 
out of synch with the keystream. 

On the other hand, the attacker can make arbitrary changes to any record he likes if 
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he's willing to intercept and modify all subsequent records. There are a number of inter­
mediate forms of attack that require modifying fewer records, but it should be clear by 
now that an attacker who knows the master __ secret can make the traffic look however he 
wants it to look. 

Pretty Scary, Eh? 
We hope that at this point you're convinced that allowing an attacker to get hold of the 
master_secret is disastrous and that it must therefore be vigorously protected. The good 
news is that a correctly written SSL implementation makes recovering the 
master_secret very difficult if not impossible. The next few sections describe a few 
easy-to-make mistakes that allow master_secret recovery. 

5.10 Protecting Secrets in Memory 

Unless the SSL implementation resides largely in hardware, the master_secret will live 
in the host's main memory. This means that any attacker who can read the memory of 
the SSL process can read the master_secret. Thus, it's not possible to protect your SSL 
connection from an attacker who has administrator privileges on your machine. How­
ever, it's possible to make mistakes that potentially allow non-administrators to access 
the master_secret. 

Disk Storage 

In general, implementations should refrain from writing secret data to disk at all. How­
ever, in some circumstances (see Chapter 9), it's necessary. In such cases, the implemen­
tation should take care to set the permissions on the files so that no other users can read 
the data. Moreover, the implementation should ensure that the disk files are deleted 
before it exits. On operating systems which have an undelete function, the program 
should ensure that the files are erased beyond recovery. Good practice is to scrub the 
data by doing three overwrite passes: the first of zeros, the second of random data, and 
the third of zeros. This is of particular concern on single-user operating systems such as 
Windows 95 and 98, where permissions offer no protection and subsequent users can 
read the entire disk. 

Locking Memory 

On operating systems with virtual memory, it may be desirable to ensure that the mem­
ory containing the master_secret (and other secrets) is never swapped to disk. If it is, a 
subsequent user or the administrator might be able to read that data and thus recover the 
secrets. Many operating systems offer subroutine calls to lock sensitive data so it cannot 
be swapped to disk. However, in some cases these calls are actually inactive stubs. Con­
sult your operating system documentation carefully for more information on this topic. 
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Note that locking memory doesn't offer any protection from an administrator who 
reads sensitive data from the process while it's resident in memory. It merely protects 
against an administrator subsequently deciding to recover the data. 

Core Dumps 

On many operating systems (UNIX in particular) when an application generates a mem­
ory error, a core image is written to disk. This image contains the entire memory state of 
the process, including any secret information. Anyone who can read those files can of 
course recover that information. Programmers may wish to install exception handlers 
that detect when the application is about to core dump and zero sensitive information. 

5.11 Securing the Server's Private Key 

The server's private key is the key to the security of the handshake. In static keying 
modes, it is used to protect the pre_master_secret directly. In ephemeral keying modes 
it is used to authenticate the ephemeral key which is in tum used to protect the 
pre_master_secret. Consequently although compromise of the server private key is 
always bad, it's war e when static keying is used because this compromises all the traf­
fic encrypted under that key. 

Static Keying 
The most vulnerable situation is when the server has a static key pair that is used to 
establish the master_secret. The most common case is the one we covered in Chapter 3. 
The server has a single RSA key pair with the public key in its certificate. The client 
uses that public key to encrypt the master_secret so that only the server can read it. 
However, an attacker who has the private key can easily decrypt the master_secret and 
perform all the attacks described previously. 

In this situation, compromise of the server's static private key compromises every 
SSL session that was ever established with that key, because the attacker can recover the 
master_secret offline at a time of his choosing. In other words, the attacker can mount a 
purely passive attack. It's trivial to write a program that takes the server's private key 
and a recorded message trace and outputs the plain text. In fact, the s s 1 dump traces in 
Chapter 4 were generated using exactly this technique. 

Although static keying is mostly used with RSA, SSL also has a number of static 
Diffie-Hellman modes in which the static DH key is in the server's certificate. These 
modes are equally vulnerable to this sort of attack. However, most uses of DH in SSL 
use ephemeral DH. The next section discusses the results of private key compromise 
when ephemeral keying (as described in Chapter 4) is used. 
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Ephemeral Keying 
Consider the case in which the server's private key is not used for key establishment but 
only for signature. The server generates an ephemeral key pair which is used for key 
establishment and uses its static key pair to authenticate the ephemeral public key to the 
client. 

When ephemeral keying is used, there are actually two flavors of private key com­
promise, each with different consequences. Either the static key (used for authentica­
tion) can be compromised or the ephemeral key (used for key establishment) can be 
compromised. First consider the case where the static key is compromised. Knowing the 
static key is of no value for decrypting traffic because no data is ever encrypted under 
this key. It's only encrypted using the ephemeral key. However, the static key is also of 
no use in recovering the ephemeral key. 

Recovering a static authentication key isn't useless, however. An attacker who has 
the server's static authentication key can take over any connection (posing as the server) 
during the handshake phase. He can then either simply act as the server or mount a man­
in-the-middle attack where he poses as the server to the client and the client to the 
server, shuttling data back and forth between them. Figure 5.2 shows this process. 

Figure 5.2 shows this man-in-the-middle attack in action with some of the irrelevant 
messages trimmed. The attacker copies most of the handshake messages directly from 
client to server and vice versa, but changes the ServerKeyExchange message to be a 
signed version of his own ephemeral key rather than the server's. He signs this with the 
compromised private key. He then decrypts all traffic from the client and forwards it 
reencrypted to the server, making whatever changes he wants. There is one subtlety here 
in that the attacker must generate a new Finished message because the handshake hashes 
that the client sees will be different from those the server sees due to the changed 
ephemeral key. 

So, compromise of a static authentication key allows the attacker to actively attack 
any given session during the handshake phase but not afterwards. It's interesting to note 
that the attacker cannot mount this form of attack if client authentication is used. 
Because the client's signature is over all of the handshake messages, the messages that 
the attacker sends to the client are different than the messages that the server thinks it's 
sending to the client. Therefore, the server's signature check will fail. 

Even if the server machine is completely compromised and the server's private 
authentication key is recovered, this knowledge cannot be used to attack any session 
that's already been established and shut down. This property is called perfect forward 
secrecy (PPS). Note that static key establishment keys do not have this property. How­
ever, PPS is obtained only if the traffic keys themselves haven't been stored somewhere. 
For instance, if the keys are in the session cache, then the attacker could still decrypt the 
connection. Deleting unused or expired keying material regularly is critical for PPS. 

By contrast, if the attacker compromises one of the server's ephemeral keys, he can 
use it only to attack connections that were protected using that key. For all such connec­
tions, the attacker can recover the master_secret and mount the attacks described in 
Section 5.9. 
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Figure 5.2 Attack using a compromised signing key 

How many connections are affected depends entirely on the server's behavior. When 
ephemeral RSA is being used, the number of compromised connections can be very 
large. As we discussed in Chapter 4, generating RSA keys is expensive and servers will 
often generate one ephemeral RSA key when they start up and use that key until they're 
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shut down, days or weeks later. Consequently, an enormous amount of traffic might well 
be compromised when one ephemeral key is compromised. Because ephemeral RSA is 
currently used only with exportable RSA encryption keys (<512 bits), and we know 
keys of this size to be at the outer edge of breakability, this is an area of some concern. 

When ephemeral DH is used, it's fairly common to regenerate the ephemeral key 
frequently. Some implementations (OpenSSL for instance) have a mode in which they 
generate a new ephemeral key for every new session. When used this way, compromise 
of one session has no effect on any other session. 

Private Key Storage 
Most SSL servers run on general purpose computers. Like most server programs, they 
use the computer's filesystem to store their permanent data between invocations. This 
usually includes the server's private key. If the server machine is secure against attack 
and only trusted users are allowed on the system, this is a reasonably safe practice. 

However, having a completely trusted server is difficult. Many organizations can't 
devote a machine solely to being an SSL server, and even if they could the machine 
might be compromised or stolen. To partially defend against these eventualities, com­
mon practice is to encrypt the private key on disk. 

At this point, the astute reader will be wondering how this makes the situation any 
better. We've encrypted the private key, but now we need to protect the key to encrypt it 
under. Of course, we could encrypt that key, but then we'd need to protect the new 
encryption key, and so on. So, encryption alone isn't the solution to the problem. 

Of course, we could force the user to memorize the key, but memorizing 128 ran­
dom bytes is really a lot of work and most users won't accept that job. The usual 
approach is to use a password or passphrase to generate the encryption key that we use 
to encrypt the private key. Passwords are easily memorizable and we have a special key 
derivation function that we use to generate the key from the password. 

Password-Based Encryption 

There are a large number of ways to transform passphrases into encryption keys. How­
ever, the strong ones share a number of common features. The reason that these func­
tions must be different from ordinary key derivation functions is that text usually has a 
very low entropy. That is to say that given part of a word or a phrase, the rest isn't com­
pletely unpredictable. (By contrast, cryptographic keys usually are constructed so that 
knowing part of a key provides no information about the rest of the key.) Several tech­
niques have been designed to counter this problem. 

Users are encouraged to choose longer passphrases than the keys to be derived from 
them. For instance, a 128-bit key can be represented in 16 characters, but passphrases 
are often 50 or more characters. This allows them to be both memorable and somewhat 
secure. Nevertheless, passphrases are probably more guessable than keys, particularly 
since users often choose short passwords. In order to provide some protection even if 
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poor passwords are chosen, password-based key derivation functions typically use two 
techniques called salting and iteration. 

Salting includes a public random value as part of the input to the key derivation func­
tion. This value is called a salt. The salt is simply stored with the key file. Even if two 
users use the same password, they won't have the same encryption key because they 
will be using different salt value . Thi prevents two attacks. First, the attacker might 
make a table of all common pa swords and then could break a password merely by 
searching that table. Second, the attacker could collect a series of password files and 
search them all in parallel, thus doing the key derivation stage only once. Neither of 
these attacks works when salting is used. 

Iteration slows down the key derivation function. Password-based key derivation func­
tions are designed to be very slow in order to make earch of the password space expen­
sive. Users won't notice if it takes a half a second to decrypt their private key, but this is 
a substantial burden if each of a hundred million passwords takes a half a second to 
check. Typical functions are designed with a basic primitive which can be applied (iter­
ated) an arbitrary number of times, with the output of one stage being used as the input 
to the next stage. Each iteration takes some time, slowing down the entire process. 
Again, the iteration count is stored with the encrypted file. 

The best-known algorithm for password-based encryption is RSA's PKCS #5 
[RSA1993d], which included both the salt and iteration features. Unfortunately, PKCS 
#5 could generate keys of 160 bits at most, making it useless for 3DES. When Microsoft 
designed the PFX key storage standard (now PKCS #12 [RSA1999a]), they designed a 
new function that could generate arbitrary length keys. RSA has since updated PKCS #5 
to support arbitrary length keys [RSA1999b]. 

Figure 5.3 shows a diagram of the salting and iteration process as used in PKCS #5 
version 1. The process proceeds in two stages. First, the concatenated password and salt 
are hashed to produce T1 • This value is hashed repeatedly (count - 1 times) to produce 
T", which is the output of the function. T,, is simply equal to Hash(T,,_1). Obviously this 
transform cannot produce an output longer than the hash function, which is why it is not 
used to generate keys longer than the 160-bit output of SHA-1. The PKCS #12 and 
PKCS #5 version 2 transforms are similar in spirit but not identical and can produce 
keys of arbitrary length. 

Storageless Key Recovery 
Imagine that you want to run SSL on a device without any user-specific permanent stor­
age whatsoever. There's no place to store a private key on disk, encrypted or otherwise. 
It's nevertheless possible for such a device to have a private key if we can derive the pri­
vate key from the passphrase. 

The simplest case is when using discrete log systems such as DH or DSA. Because 
the private key X is an arbitrary number, it's possible to simply generate it from the 
passphrase using the password-based KDFs we've just discussed. The group parameters 
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g, p, and q can be common to all device users and thus burned into permanent storage 
on the device when it's created. 

This technique is less convenient for systems such as RSA where the key generation 
process is expensive, but it's nevertheless possible to use a passphrase to seed the PRNG 
that is used to generate the RSA key. As long as the passphrase is the same, the same 
RSA key will be generated each time. 

This approach is primarily useful in situations in which a given user might use any 
number of different machines at any given time, such as kiosk machines or shared termi­
nals. Because certificates can be stored in the clear on the network, the user can simply 
walk up to the machine and enter his passphrase. 
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Hardware Cryptography 

Another approach to storing private key is to use a hardware device. The device con­
tain both permanent torage for the plivate key and ome sort of processor capable of 
doing cryptographic computation . The private key i generated on the device, alJ pri­
vate key operations are done on the device, and the private key never comes off the 
device. 

Hardware crypto devices come in two basic flavors, permanent and removable. Per­
manent devices are intended to stay connected to the machine at all times, either as a 
card on the system bus or plugged into the back via a SCSI, parallel, or other interface. 
Removable devices typically are packaged as PCMCIA cards or smartcards (devices 
about the ize of a credit card) . A removable device has the obvious advantage that it 
can be taken away from the machine and locked up for extra security. 

Either sort of device can be tolen, o the p1ivate keys are u ually protected by a 
password or a personal identification number (Pl ). The device won t operate coITectly 
unless the user logs in with the coITect P . Sometimes tbe ptivate key is encrypted a it 
would be on disk and sometimes the device i simply programmed to forbid using the 
key unless the PIN is entered. Furthermore the devi es are typically designed to zeroize 
after some (small) number of incoITect attempts. Zeroizing means that they erase all of 
their sensitive internal state. 

For additional security, hardware devices often incorporate a tamper resistance fea­
ture. The device is designed to detect attempts to open the case and directly access the 
hardware. If such an attempt is detected, the device zeroizes its memory. The idea is that 
even physical possession of the device is useless without the appropriate PIN. 
FIPS-140-1 [NISTl 994b] provides standards for this sort of tamper resistance. 

So, hardware devices have two primary advantages over software key files: Because 
the card zeroize after some number of failed login attempts the attacker cannot simply 
try all possible PINs a be can with the key file o it' not neces ary to choose a really 
good PIN. (This i good becau ·e choosing good PIN is difficult.) 

Second even if the attacker doe get the PIN, he needs physical access to the 
device. Say the attacker breaks into your server machine and guesses the PIN, but your 
key is in hardware. He can use the server to decrypt traffic, but once you discover the 
compromise, you can remove the device or change the PIN and the attack is over. With 
software, the attacker would have the private key and you would have to generate a 
completely new key pair. 

Fixed devices usually are packaged (and marketed) as cryptographic accelerators. 
They're intended to be able to perform cryptographic operations faster than the host 
computer. As a consequence, they typically provide both increased secu1ity and a per­
formance boost. By contrast, remo able devices tend to be very slow (on the order of a 
few RSA operations per second) and therefore not really usable in a server environment, 
though they can provide convenient security and packaging for client-side keying 
material. 

Some cryptographic accelerators have both a fixed and removable component. This 
provides added security because the device cannot be used without the removable key 
but is as fast as an ordinary fixed device. 
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Passphrase Entry 
You may have noticed by now that both encrypted disk files and hardware devices usu­
ally require the operator to enter a passphrase in order to start the server. This is the 
weak link in the security of the entire system. It's extremely desirable for server systems 
to be able to restart cleanly without user intervention, but the requirement to enter 
passphrases to start the secure server makes this impossible. 

There are only two known workable approaches: compromise security or compro­
mise unattended reboot. Compromising unattended reboot is easy: require the operator 
to enter a passphrase to start the server. This means that the machine may restart cor­
rectly but an operator is needed on site to start the secure server portions. 

Compromising security is similarly easy. You simply place the passphrase some­
where in the system startup scripts and arrange for it to be passed to the server when the 
server is started. The obvious disadvantage here is that anyone (for instance the adminis­
trator or attackers) who can read that file can read the password. Typically, such files are 
set to have very restrictive permissions, but most operating systems let the administrator 
read any file. 

There's no known way to work around these two choices. Your organization simply 
has to choose one and accept the consequences. 

Biometrics 

Biometric authentication measures such as fingerprint identification and retinal scans are 
often used as secure access control measures. Although there is some doubt as to 
whether they can be securely implemented, they are nevertheless fairly widely used for 
access to secure environments and computers. 

However, biometrics are singularly inappropriate for protecting private keying mate­
rial. The measures we've talked about so far all depend on encrypting the private key 
based on some piece of data the user inputs. This piece of data must be identical each 
time because it is used to create an encryption key and encryption algorithms are specif­
ically designed so that tiny errors in the key cause large errors in decryption. 

However, biometrics cannot be easily used for this purpose because the characteris­
tic being measured is not identical every time. Therefore, it's difficult if not impossible 
to recreate the same encryption key from the biometric each time. Biometric systems 
therefore have to keep the key in the clear and simply use the biometric to control 
access. This is inferior if the device containing the key is ever compromised, because 
the attacker doesn't need to decrypt the key. If the key is stored on disk somewhere, this 
is catastrophic. 

There are two exceptions to this general rule. First, if the key is stored in trusted 
tamper-resistant hardware, then a biometric is safe because the hardware will zeroize the 
key before allowing it to be recovered. This requires having a lot of faith in your tamper 
resistance! Second, if a passphrase is used in conjunction with a biometric, then the key 
can still be encrypted using the passphrase and biometrics can be used as a secondary 
piece of access control. In this case, biometrics add valuable security. 
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Bottom Line 

Understanding your threat model is critical to understanding which technique to use. 
For instance, if you have strong physical security for your system, you may not need to 
use as strong security to protect the keys. By contrast, if you're worried that your 
machine will be stolen or accessed by an unauthorized user, it's critical to protect the 
keys in hardware in order to limit the cost of compromise. This section gives you the 
information to evaluate various techniques, but you must choose the one that fits your 
security model. 

5.12 Random Number Generation 

The security of an SSL implementation depends completely on the quality of the ran­
dom numbers it generates. Moreover, both the client and the server need to have strong 
random number generation. Exactly what is meant by "strong" random numbers isn't 
that obvious, but it's fairly obvious what it doesn't mean: The "random" number genera­
tors that most programming languages provide don't do the job. Special tools are 
required. 

There are two general approaches to generating random data: you can have true ran­
domness provided by some random or nearly random physical process, or you can have 
pseudo-randomness, which uses some algorithm to produce a stream of random-seem­
ing numbers. In general, good hardware random number generators aren't available on 
most machines, so programmers settle for algorithmic pseudo-random number genera­
tors (PRNGs). 

Whatever strategy we choose, we want to have at least the following properties. 

The stream should be unbiased. The number of zero and one bit should be on average 
equal. 

Output should be decorrelated. Knowing the value of the output of some section of the 
byte stream should not help you know the value of any other section. 

Pseudo-Random Number Generators 

The general idea with a PRNG is that you have some function that produces a stream of 
unpredictable bytes. In theory, this stream should be indistinguishable from a stream of 
bytes generated by a hardware device, such as flipping a coin. 

Of course, this isn't the case because all PRNGs will eventually repeat the stream of 
bytes. The output of a PRNG is a function of the PRNG's internal state. Because their 
internal state can be no larger than the memory of the computer they are running on, 
they must repeat after outputting at most that many outputs. In practice, the internal 
state of the PRNG merely needs to be sufficiently large that an essentially infinite num­
ber of bytes can be generated without the state repeating. 256 bits of internal state is 
easily plenty to achieve this goal. 
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Typically, PRNGs are based on digest or encryption algorithms. A good example is 
described in [Kelsey1999]. There are a number of well-known PRNGs available, and we 
won't discuss the details here. However, they all have one thing in common-they need 
to be seeded with some amount of secret data. That data is used to set up their internal 
state. Knowing the seed data amounts to the same thing as knowing the internal state of 
the PRNG and allows the attacker to predict the bytestream completely. The major prob­
lem with using a PRNG is to seed it correctly. 

In general, PRNGs are constructed so that they can be seeded with a large amount 
of low-quality random data and they will distill the randomness out of it. For instance, 
consider some data like the price of a stock from day to day. If the stock is at 85 on 
Monday, it's very likely that it will be somewhere between 80 and 90 on Tuesday, so the 
10s digit isn't that random, but the ls place is somewhat random and the fractions place 
is very random. A good PRNG can be seeded with this sort of data and collect all the 
good randomness out. This makes the job of collecting seed data somewhat easier. 

A typical strategy for collecting seed data is to look at some fairly volatile piece of 
system state, such as network activity, the process table, or the screen, and distill that 
input into strong randomness. On an active system, this is probably good enough for 
generating keys to protect single sessions. Several operating systems (Windows 2000, 
*BSD, and Linux, at least) provide a kernel device that collects system events to contin­
uously seed a PRNG in the background. 

For high-security applications, such as private key generation, the implementations 
often require user input and measure the time between keystrokes or mouse movements. 
RFC 17 50 [Eastlake 1994] provides some guidance on collecting seed data. 

Although most SSL implementations provide some way of seeding their PRNG 
from system data, they usually expect the application to provide most of the seed data 
and provide their own seeds only as a last-ditch effort. Even if you're using a toolkit, 
you may very well have to seed the PRNG yourself. 

It's critical to note that a strong PRNG produces random-looking output even if it's 
poorly seeded. There are a number of statistical tests that are of some use in determining 
whether the PRNG you are using is strong. They are of little use in determining whether 
it has been well seeded. 

Hardware Random Number Generators 

The other popular strategy is to use a hardware source of randomness. Certain physical 
devices seem to act randomly at the quantum mechanical level, and this can be used to 
produce random data. The most obvious example is radioactive decay, which produces a 
steady stream of signals at random (but predictable on average) intervals. The time 
between signals (or their intensity over a given time window) can be used to produce 
random numbers. 

Although radioactive decay is random, it's not unbiased, because the output clusters 
around a mean value. Some processing is usually needed to make sure that the output is 
unbiased. 
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Imagine that you have a random number generator that is random but biased in a simple 
way, such as an unbalanced coin that returns 60% heads and 40% tails. John von Neu­
mann [Neumannl951] proposed a simple way to unbias it. Collect the output in pairs. 
Any pair that is the same (e.g., {heads, heads} or {tails, tails}) throw away. Any pair that 
is different, output the first one (e.g., {heads, tails} becomes heads.) The choice of first or 
second is arbitrary. It's easy to convince yourself that even if the generator is biased, this 
trick produces a balanced stream of output, because the probability of the sequence 
{ heads, tails} is the same as the probability of the sequence { tails, heads}. 

The easiest way to do this is simply to use the output of a hardware random number 
generator to seed a PRNG. This overcomes the bias problem as well as ensuring that 
you don't have to wait for the hardware device to do its thing whenever you want ran­
dom data. 

Recently, Intel Corporation added a hardware-based random number generation fea­
ture to their Pentium III processors. The RNG works largely as described above. A hard­
ware random number device based on thermal noise is built into the chip. The data is 
post-processed through a mixing function based on SHA-1. Initial evaluations 
[Kocherl 999] indicate that the system is secure, provided, of course, that the machine 
running it has not been compromised by an attacker who is forging RNG output. 

5.13 Certificate Chain Verification 

We've already established that an unverifiable certificate is little better than no 
certificate at all. However, merely being able to construct a certificate chain to some root 
isn't enough to verify a certificate. A number of other checks are required in order to be 
sure that you 're communicating with the entity you think you 're communicating with. 

Server Identity 

As we discussed earlier, the certificate presented by the server must contain an identity 
which is somehow connected to the expected identity of the server. The expected iden­
tity can't be carried over the wire, but must already be known to the client at the time 
the connection is initiated. 

In most cases, when a client wants to connect to an SSL server, the destination is 
specified by a DNS domain name (see [Mockapetris1987a, Mockapetris1987b]) such as 
foo. example. com or by a Uniform Resource Locator (URL) [Bemers-Lee1994] 
that contains a domain name. Thus, the expected identity of the server is the domain 
name and that must match the identity in the certificate. 

Unfortunately, the distinguished names (DNs) in certificates aren't really that com­
patible with domain names. Recall from Chapter 1 that distinguished names are struc­
tured as a series of attribute-value pairs whereas domain names are essentially a single 
string. Moreover, there's no DN attribute for domain names. As a consequence, most 
CAs use the Common Name attribute to represent the domain name. This approach 
requires both client and server to be aware of the convention to work correctly. 
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If you're using X509v3 certificates, which allow extensions, there is another 
approach. Version 3 certificates can contain a subjectAltName extension which contains 
alternate name forms for the subject of the certificate. One such form is the dNSName, 
which is used to represent a domain name. It's permissible to leave the subject DN field 
blank and use only the subjectAltName to convey identity. 

It's important to note that we're not using the server's IP address to denote its iden­
tity. The reason for this is that usually the client doesn't get the IP address from a trusted 
source. Rather, the domain name is trusted but the IP address is looked up using the 
DNS (a process called name resolution), which is easily compromised, as described in 
[Bellovin1995]. Thus, you can't safely compare the IP address to the IP address in the 
certificate. 

Unfortunately, the original BSD sockets API required that clients specify which 
host to connect to using the IP address (forcing them to do name resolution themselves). 
Many SSL APis mimic this behavior. Thus, because the SSL implementation doesn't 
know the domain name, it can't check it against the certificate and this check must 
therefore be done at the application layer. Figure 5.4 provides an example of this proce­
dure using PureTLS. We'll talk more about server identity checking in Chapter 7 when 
we discuss the design of secure protocols. 

public static SSLSocket connect(SSLContext ctx,String host,int port) 

throws IOException { 

II Connect to the remote host 

InetAddress hostAddr=InetAddress.getByName(host); 

SSLSocket s=new SSLSocket(ctx,hostAddr,port); 

II Check the certificate chain 

Vector certChain=s.getCertificateChain(); 

II Length check 

if(certChain.size()>2) 

throw new IOException("Certificate chain too long"); 

II Hostname check (using Common Name) 

Certificate cert=(Certificate)certChain.lastElement(); 

String commonName=dnToCommonName(cert.getSubjectName()); 

if(!commonName.equals(host)) 

throw new IOException("Host name does not match commonName"); 

returns; 

Figure 5.4 Java SSL identity checking example 

Ex.1015 
Askeladden, L.L.C. / Page 185 of 532



158 SSL Security Chapter 5 

Client Identity 

Client identity obviously needs to be verified only when client authentication is used. 
Otherwise the client is completely anonymous. SSL doesn't really have anything to say 
about client identities. The application layer is expected to know how to interpret them. 
That said, the rest of the discussion of certificate chain verification holds as much for 
client certificate chains as for servers. 

Choose Your Roots 

All verified certificate chains must eventually terminate in a root certificate. This root 
certificate is configured into the application either by the application developer or by the 
user (or his system administrator.) For instance, most popular browsers come with 
upwards of 25 root certificates configured into the application. 

These roots must be trusted to accurately certify the identity of the customers whose 
certificates they sign. If they don't, then the system becomes untrustworthy. For instance 
if a root provides an attacker with a certificate bearing Alice's name, then the attacker 
can impersonate Alice when you attempt to make a connection to his server. 

In order to evaluate whether a root is acceptable, you need to evaluate the care with 
which they authenticate users (do they require positive physical ID, etc.) and the care 
with which they protect their keys. Neither Netscape nor Microsoft has published the 
rules that they use to determine which roots are compiled into their browsers. However, 
both Netscape and Microsoft allow the user to install their own roots. This is typically 
done by having the user dereference a Web page with a specific content type labelling it 
as a root certificate. Unless carefully handled, this practice represents a security vulnera­
bility. The roots must be obtained from a trusted location over a trusted link or an 
attacker can convince the user to install a fake root. One common approach is to dis­
tribute a root fingerprint-a digest of the root key-offline and then allow the user to 
check that against the root when installing it. 

Certificate Chain Depth 
For management reasons, it's often convenient to use certificate chains that contain 
more than one certificate. This allows for distributed certification. For instance, imagine 
that Widgets, Inc. wants to issue certificates to all of its 20,000 employees at ten differ­
ent locations. It might be convenient to have each location issue its own certificates. 

One way to do this is to have a single root certificate for all Widgets certificates. 
That root would then sign the certificates for each location's CA. The location CA 
would then sign certificates for employees. Figure 5.5 shows a certificate hierarchy that 
uses this model. 

In this example the Widgets Root CA certifies two location CAs, one for the Palo 
Alto office and one for the Seattle office. Each office has two employees, who are certi­
fied by their local CAs. Alice and Bob both work in Palo Alto and are certified by the 
Palo Alto CA. Charlie and Dave both work in Seattle and are certified by the 
Seattle CA. 
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Figure 5.5 A sample certificate hierarchy 

159 

Realize that we now need to distinguish between two different classes of entities: 
those whom we trust to vouch for others and those whom we do not. For instance, in the 
above example, the certificate for the Widgets Palo Alto CA means "The Root CA 
asserts that this key belongs to the Widgets Palo Alto CA and this CA may in turn issue 
certificates." However, the certificate for Alice means "The Root CA asserts that this key 
belongs to Alice." The Widgets Palo Alto CA is trusted to sign certificates, but Alice is 
not. If Alice were allowed to sign certificates, she could create herself the certificate 
chain shown in Figure 5.6 and impersonate Bob. 

The distinction between the two types of certificates can be made either implicitly 
or explicitly. Before X.509v3 certificates, the only real choice was to make it implicitly 
by controlling the depth of the certificate chain. That is to say, they would declare that 
certificate chains from their roots would be no more than n certificates long. In the cur­
rent example, n would be 2: the location CA (signed by the root), and the user. 

The primary problem with this approach is that it doesn't allow implementations to 
follow a single global policy. One CA might allow a depth of 2 and one might allow a 
depth of 1. Setting one's implementation's maximum depth to 2 allows impersonation 
attacks by individuals certified by the second CA, and setting it to 1 makes it impossible 
to verify certificate chains issued by the first CA. In practice, nearly all CAs use only 
one level deep certificate chains, and it's easy to add the next-level CAs as roots for 
those CAs who use longer certificate chains. 

The newer approach is to use X.509v3 certificate extensions to indicate whether a 
certificate corresponds to a CA or not. In particular, PKIX (the IETF X.509 certificate 
profile described in [Housley 1999a]) requires that the Basic Constraints extension must 
be present in all CA certificates. The Basic Constraints extension specifies whether or 
not a certificate belongs to a CA and how deep the certificate chain may extend from 
that path. 
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Widgets 
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Bob 

Figure 5.6 Impersonation by extending the hierarchy 

Unfortunately, many currently available certificates and CAs do not follow PKIX 
and there are a large number of legacy certificates that don't. Consequently, if you have 
a closed system, you should try to use Basic Constraints, but otherwise you're pretty 
much stuck using hard-coded length constraints. Software that follows PKIX will reject 
otherwise legitimate CAs because they don't have Basic Constraints. 

Key Usage Extensions 

The X.509 key usage extensions restrict the purposes for which a key may be used. 
X.509 defines 8 key usage values that are combined into a bitmask of allowed opera­
tions . The values are: digitalSignature, nonRepudiation, keyEncipherment, dataEnci­
pherment, keyAgreement, keyCertSign, cRLSign, encipherOnly, decipherOnly. No 
browser requires the keyUsage extension to be present but Netscape and Micro~oft both 
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check them if they are. Figure 5.7 shows the required bits for the various types of certi­
cate for each type of operation. 

Usage Netscape Microsoft 

SSL Server key Encipherment keyEncipherment 

SSL Client digita!Signature key Encipherment 

Certificate Signing keyCertSign keyCertSign 

Figure 5.7 Use ofX.509 extensions 

Note that Microsoft and Netscape expect different bits to be set to indicate that client 
authentication is permitted. The confusion as to what bit to use for client authentication 
derives from the fact that SSL client authentication involves signing a string that the 
client never sees. Arguably, the client's key is being used to authenticate the key 
exchange, so keyEncipherment is more appropriate. Netscape took the natural approach 
and used digitalSignature. 

To add to the confusion, Netscape also defined their own certificate usage extension: 
netscape-cert-type. Documentation of Netscape's certificate practices can be found at 
[Netscape1995a]. The netscape-cert-type extension is a bit string. The relevant values 
are SSL Client (bit 0), SSL Server (bit 1 ), and SSL CA (bit 5). There are several other 
values that are used for S/MIME certificates and for something Netscape calls object 
signing. It's not clear how to behave if both extensions are present and disagree. In prac­
tice, however, this is unlikely to happen. 

Certificates for root CAs are compiled into the browser. Certificates for intermediate 
CAs should contain basicConstraints. Netscape will also accept certificates with one of 
the CA bits in netscape-cert-type set as an intermediate CA. Many other implementa­
tions, including older versions of OpenSSL, are far less picky and will take any 
certificate as a CA provided they can construct a chain. As a rule, modem implementa­
tions should either manually limit certificate chain length or insist on some indication in 
the ce1tificate that the certified entity is a CA. 

Not all certificates contain the keyUsage extension. Most browsers will accept such 
certificates for either client or server but not for an intermediate CA. 

Other Certificate Extensions 
Netscape also defined a number of other certificate extensions, as shown in Figure 5.8. 
These extensions are described in [Netscape1999a]. Most of these extensions are URLs 
that the verifier can dereference to get information about the certificate, such as the pol­
icy under which it was issued and its revocation status. These aren't that widely used 
because revocation is actually quite uncommon. There is also a netscape-ssl-server­
name extension. This field can be used instead of the Common Name to identify the 
server to which the certificate belongs. Thus, there are at least three ways to put the 
server's name into a certificate, the Common Name, the subjectAltName extension, and 
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the netscape-ssl-server-name extension. In general, you should avoid using the 
netscape-ssl-server-name since it's completely nonstandard. Instead, use the Common 
Name for maximum compatibility or the subjectAltName for newly designed systems. 

Extension Purpose 

netscape-base-url The base for all URLs in the certificate-allows the other URLs to be shorter. 

netscape-revocation-url Contains a pointer to a URL that will return revocation information. 

netscape-ca-revocation-url Used to check revocation status of CA certificates. 

netscape-cert-renewal-url The URL that the certificate owner can use to renew the certificate. 

netscape-ca-policy-url The policy under which the certificate was issued, in text form. 

netscape-ssl-server-name The name of the SSL server. 

netscape-comment A comment to be displayed to the user. 

Figure 5.8 Other Netscape certificate extensions 

5.14 Partial Compromise 

The security of SSL is completely dependent on the cipher suites used. Each cipher 
suite specifies four algorithms: a digital signature algorithm, a key establishment algo­
rithm, a data encryption algorithm, and a message digest algorithm. Although these 
algorithms are not orthogonally specified, in general there are multiple choices for each 
type of algorithm and these choices vary in strength. Moreover, for both digital signa­
ture and key establishment algorithms, multiple key sizes are possible, and each key size 
represents a different security level. It's quite likely that one algorithm will be broken 
while the others remain secure. This section considers the effect on the security of the 
overall system of such a compromise. 

When we talk about algorithm strength, we need to consider two factors. First, we 
can place an upper bound on the strength of an algorithm based on the best known 
attack against that algorithm. By that metric, RC2-40, RC4-40, DES, and RSA, DH, and 
DSS with 512-bit keys are already dangerously weak. That is to say that with a plausible 
amount of effort, an attacker might be able to recover a single key for such an algorithm. 

The second factor is the possibility that an algorithm might be completely broken 
sometime in the future. That is to say, it might become possible to recover an arbitrary 
number of keys, regardless of key length, with a trivial amount of effort. This has hap­
pened to other algorithms. Most of the ciphers used in SSL have undergone fairly exten­
sive analysis, so it's widely believed that we have some idea of their security properties. 
Nevertheless, the possibility that an algorithm might be catastrophically broken remains 
as a worst-case scenario. 

Ex.1015 
Askeladden, L.L.C. / Page 190 of 532



Section 5.14 Partial Compromise 163 

Digital Signature Algorithms 

SSL uses digital signatures for three purposes: 

1. To authenticate certificates. 

2. To sign ephemeral keys. 

3. To sign CertificateVerify messages for client authentication. 

Total compromise of a digital signature algorithm compromises all of these uses and 
renders the protocol completely vulnerable to active attack. The situation here is worse 
than compromise of a single-server private key, because compromise of a signature 
algorithm means that all certificates signed with that algorithm are also vulnerable. This 
means that any SSL connection where one accepts the compromised algorithm is sub­
ject to active attack. 

Partial compromise of an algorithm is also possible. In some sense this has already 
happened with RSA and DSS keys of 512 bits or less, since recovering such keys is 
within the current capabilities of a wealthy and dedicated attacker. The effect of such a 
compromise depends on which key is compromised. 

Note that DSA keys can also be compromised due to incorrect usage. DSA computations 
require the generation of a random quantity k for each signature. This number must be 
kept secret. If it is revealed, or simply not randomly generated, then the DSA key can be 
totally compromised. 

Compromise of a CA key leads to total compromise of all agents who trust that CA. 
Although the individual private keys corresponding to the certificates that the CA has 
issued are still safe, this is irrelevant because the attacker can mount an active attack and 
impersonate any client or server merely by signing himself a certificate with the appro­
priate CA key. 

Compromise of a server's key allows that server to be actively attacked. We've already 
covered this situation previously in this chapter. 

Compromise of a client's key allows the attacker to pose as the client. Note that this 
does not permit the attacker to take over connections that the client creates, but it does 
permit him to initiate his own connections and client authenticate as the client. 

Key Establishment Algorithms 

Total compromise of a key establishment algorithm means that the attacker can recover 
the master_secret for any connection encrypted with that algorithm and can thus mount 
any of the attacks described in Section 5.9. Similarly, if a key establishment key is com­
promised (even if the algorithm is strong), then the attacker can recover the 
master_secret for any session that uses a key established using that algorithm and can 
similarly mount any attack that involves knowing the master_secret. This is particularly 
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bad when the key is a static key because that means that all traffic to a given server can 
be broken. Figure 5 .9 shows a summary of the consequences of the exposure of various 
kinds of keys. 

Key Type Effect of Compromise 

CA Attacker can impersonate to all agents that trust that CA. 

Key Establishment Total compromise of all traffic to the server. 
(Static Keying) 

Server Authentication Attacker can mount an active attack on any session at 
(Ephemeral Keying) handshake time. 

Key Establishment Total compromise of all traffic exchanged with this key 
(Ephemeral RSA) (typically hundreds of connections). 

Key Establishment Total compromise of all traffic exchanged with this key 
(Ephemeral DH) (typically one connection) . 

Client Signature Key Attacker can impersonate this client. 

Figure 5.9 Summary of effects of private key compromise 

Revocation 

As we saw in Chapter 1, when a private key is compromised, some CAs issue 
Certificate Revocation Lists (CRLs) which can be checked to see if a certificate has been 
revoked. The issue then becomes how to get the CRLs to the end users. Some protocols 
such as S/MIME allow CRLs to be carried along with certificates in messages. SSL 
does not allow this. Agents must get CRLs in some undefined way, which often means 
not at all. This makes compromise of keys particularly problematic for SSL. 

After Goldber and Wagner [Goldberg1996] showed that Netscape's PRNG was 
weakly seeded, servers that had used that PRNG to generate their private keys all had to 
generate key pairs. Since CRLs were not widely deployed, this led to a large number of 
certificates for weak keys floating around with no good way to take them out of service 
other than waiting for them to expire. 

Encryption Algorithms 
The broadest range of algorithm strengths in SSL is found for the encryption algorithms. 
At the strong end of the spectrum, SSL supports 3DES which has an effective key 
length of 112 bits under the best-known attacks. Moreover, DES has undergone far more 
analysis than any other public cipher, so it seems unlikely that a new good attack against 
3DES will be discovered. At the weak end, SSL supports 40-bit RC4, which is break­
able by attackers with minimal resources-a few high-end PCs. 

Imagine that the attacker manages to recover the encryption key for one side of the 
channel (say the client_write_key). Obviously he can now read all traffic encrypted with 
that key (traffic sent from the client to the server), but the scope of the attack is limited 
to the confidentiality of that data. 
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The client_write_key and server_write_key are independently derived from the 
master_secret, so having the client_write_key is insufficient to recover the 
server_write_key. Similarly, you can't backtrack from any given encryption key to the 
master_secret because the master_secret is much larger than the encryption keys it 
generates, so there is a many-to-one relationship between master_secret and encryption 
keys. 

Similarly, confidentiality and message integrity are independently provided. Even if 
the attacker breaks the encryption, he can only mount a passive snooping attack. That is, 
he can recover the encrypted data. He can't use this information to forge traffic. For that, 
he has to break the MAC algorithm. 

The effect of encryption algorithm compromise can be limited by occasionally 
rehandshaking. Even if no new key exchange is performed, just refreshing the random 
values will result in new encryption keys and force the attacker to re-attack the keys in 
order to read the new traffic. Note that because of CBC rollover, if you're using a block 
cipher it's important to rehandshake every 232 blocks or so. Note that doing a new key 
exchange while rehandshaking adds little value, because most attacks on key exchange 
algorithms break the entire private key and not just one exchange. 

Digest Algorithms 
Compromise of a digest algorithm can mean a number of things. In general, because 
message digests destroy information (the message space is larger than the digest space), 
it is impossible to recover a message given the digest. However, it is not known to be 
impossible to produce a message that digests to a given value, although it is not known 
how to do so for any currently used digest. It would totally compromise such a digest if 
such a method were known. 

The effect of being able to produce messages with a given digest would be very bad, 
because it would be possible to forge certificates. The attacker would start with a 
certificate that had a valid signature and attempt to generate a new certificate with a 
name and public key of his choice that digested to the same value. 

Imagine that you have certificates signed with a safe digest but that both sides 
accept a broken digest for message protection. This does not necessarily lead to system 
compromise. First, SSL uses a combination of digests (both SHA-1 and MD5) to protect 
the handshake, so the attacker would need to have broken both in order to actively attack 
the handshake. Thus, you would probably still have confidentiality, even if no message 
integrity. 

Moreover, HMAC is believed to be immune to some forms of compromise of the 
underlying digest [Krawczykl 996] , so a partial compromise of a digest might not even 
lead to message integrity problems. For instance, collisions in a digest do not lead to a 
weakness in HMAC based on that digest. 

One other case is worth mentioning. Because DSS signatures are computed over a 
SHA-1 digest only, if SHA-1 were broken, then any ephemeral key exchanges signed 
with DSS would be subject to active attack, because the attacker could forge the 
ServerKeyExchange. Figure 5.10 summarizes the effects of symmetric algorithm com­
promises. 
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Algorithm Effect of Compromise 

Any digest Attacker can forge certificates for CAs using that algorithm. 
algorithm 

SHA-I Attacker can mount an active attack on anything protected with DSA. 

Any encryption Confidentiality lost. Integrity intact 
algorithm 

Figure 5.10 Summary of effects of symmetric algorithm compromise 

The Weakest Link Principle 
Although SSL provides a check on the handshake to prevent man-in-the-middle down­
grade attacks, this does not provide total protection. Because all security is based on the 
master_secret, no SSL implementation can ever be more secure than the weakest key 
establishment mechanism that it supports. Imagine that a client supports RSA but is 
willing to accept certificates signed with 512-bit RSA keys. It's also willing to accept 
certificates with longer keys, but it doesn' t distinguish between them. 

An attacker who can compromise a 512-bit RSA key can thus attack connections 
such a client makes even though the client would be willing to support a longer key, 
because the client will accept a handshake made with a weaker key. If the attacker can 
break a key establishment (or signature) algorithm that one of the parties accepts, he can 
mount a man-in-the-middle attack. Note that if client authentication is required, then the 
attacker also needs to be able to forge a signature that the server will accept. 

This concern does not apply to encryption algorithms. The check in the handshake 
protects attackers from downgrading the handshake to support a weaker encryption 
algorithm as long as the key establishment mechanism is strong. 

5.15 Known Attacks 

Although no good attacks are known on SSL itself, a number of attacks are known that 
are effective against specific implementations. The next several sections describe these 
attacks and the required countermeasures. 

Of particular note are timing cryptanalysis and the million message attack. Timing 
cryptanalysis was developed in 1996, after SSLv2 was widely deployed and after SSLv3 
had been published. The million message attack was developed after SSLv3 had seen 
wide deployment and TLS had been published. Neither of these attacks is known to 
have been used against production servers, and it's not even known that they are practi­
cal, but conscientious implementors should at least be aware of them and the appropri­
ate countermeasures. 
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5.16 Timing Cryptanalysis 

In 1996, Paul Kocher publicized a technique which he called timing cryptanalysis. The 
technique relies on the observation that cryptographic operations take varying amounts 
of time to complete depending on the keys and data that are being used. The attack is 
actually a general technique which must be tailored for the target cryptosystem. Kocher 
provided examples for RSA, DH, and DSS in his original paper [Kocherl996b] . 

Attack Overview 
Kocher emphasized timing attacks on public key cryptosystems in his paper. To mount 
the timing attack, the attacker needs to time the victim using his private key. With 
enough samples (roughly 2500 for a 1024-bit RSA key) you can recover the entire key. 
The details of the attack are out of the scope of this book. Suffice it to say that Kocher 
describes how to mount timing attacks on RSA, DH, and DSS. 

Naturally, there is some noise in these measurements due to other system activity 
that interferes with timing. Kocher describes how to filter out noise in the measure­
ments, but this technique requires more samples. To be maximally effective, the attacker 
should be able to get accurate times for the operations in question, with as little noise 
added as possible. 

For maximal convenience, the attacker would be on the same machine as the victim 
and be able to time the victim directly. Such favorable circumstances are rarely avail­
able, but network protocols such as SSL often allow the attacker to determine the same 
information by observing network traffic. 

Applicability 

Recall that the server's private key is the most valuable key to attack. Is it potentially 
subject to timing analysis? Yes. Consider first the static RSA case. The time between the 
receipt of the ClientKeyExchange and the sending of the server's ChangeCipherSpec 
message is primarily divided between three primary tasks: decrypting the 
pre_master_secret, using the key derivation function to create the keys, and processing 
the client's Finished message. 

Because the time taken by key derivation and Finished verification is mostly con­
stant-and, more importantly, random with respect to the server's private key opera­
tion-it can be treated as noise and filtered out with enough samples. After these are 
factored out, the attacker has some idea of the time taken for the private key operation 
and can use this to attack the server's private key. 

Ephemeral keying is similarly vulnerable. Although the attacker can't get enough 
samples to attack the ephemeral key, he can attack the static signing key. The time 
between the server's receipt of the ClientHello and sending of the ServerKeyExchange is 
dominated by computing the signature in the ServerKeyExchange message. If DH is 
being used and a new DH key is generated for every session, this provides a source of 
random noise, but this can be filtered out. Ephemeral RSA typically reuses the same 
ephemeral key for every session, making this mode particularly vulnerable. 
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Note that this attack does not require the attacker to be active. He can collect all this 
information merely by monitoring the victim's network connection. The attack can be 
mounted with fewer samples if the attacker mounts an active attack and can therefore 
choose the ciphertexts that the victim decrypts. The timing attack does require the 
attacker to know a fair number of details of the victim's SSL implementation, but these 
are fairly easy to come by, either by downloading the source (e.g., OpenSSL) or reverse 
engineering a binary. 

No reports of hostile timing attacks being mounted against operational servers have 
ever been published. In any case, a number of SSL implementations contain counter­
measures to make this attack difficult. 

Countermeasures 
The most obvious countermeasure is simply to slow down all operations by a random 
time. This is distasteful for performance reasons and it also doesn't work that well. Pre­
cisely because the noise is random, if the attacker collects enough samples the noise can 
be filtered out using basic signal processing techniques. 

A second approach is to make all operations take constant time. This is a feasible 
approach in hardware but not really in software. And again, it has undesirable perfor­
mance consequences. 

The most popular approach is to use blinding techniques. The victim transforms the 
data to be signed (or decrypted) in such a way that the private key operation now oper­
ates on data unknown to the attacker. The victim then unblinds the result to obtain the 
original result that would have been obtained if no blinding had been used. 

5.17 Million Message Attack 

In 1998, Daniel Bleichenbacher published an attack which came to be known as the mil­
lion message attack [Bleichenbacherl 998]. The attack is actually an attack on RSA 
using PKCS #1, but all versions of SSL that use RSA are susceptible to it. The effect of 
this attack is to allow the attacker to recover the pre_master _secret, for a given session. 
We assume that the attacker has captured the ClientKeyExchange message containing 
the relevant encrypted pre_master_secret. He does this by sending a series of chosen 
ciphertexts to the server. That is, he generates a series of messages and observes the 
server's responses. From this, he can recover the pre_master_secret. 

Attack Overview 
The attack proceeds as follows. The attacker generates a series of messages based on the 
encrypted pre_master_secret and then chooses a series of integers s and computes 

c' = cs' mod n 

where c is the encrypted pre_master_secret and e is the RSA public exponent. 
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The attacker then uses the victim's server as an oracle: he probes it with these mes­
sages and examines the responses. The attacker initiates a handshake with the server and 
sends c' in his ServerKeyExchange message. When the server decrypts c' he recovers a 
new message m'. m' can be shown mathematically to be ms where m is the original 
message. However, since the server doesn't send us m', this information isn't directly 
useful. However, it can still be used to attack m. 

The key to the attack is that the attacker needs to be able to use the victim server as 
an oracle to get information about m'. He can use this information to get an accurate 
picture of m. The information that this attack uses is whether m is correctly PKCS #1 
formatted. 

Recall that PKCS #1 (described in Chapter 1) contains as the first 3 bytes a zero and 
a block type indicator. For properly formatted public key encrypted data, these bytes 
will be O O O 2. About one in 216 s values will yield an m' that is properly formatted. 
Figure 5.11 shows the entire padded pre_master_secret for a TLS connection, including 
the version number. 

00 02 Random nonzero bytes 00 03 01 rest of pre_master_secret (46 bytes) 

Figure 5.11 TLS Formatted pre_master_secret 

The attack proceeds by finding a series of s values that produce PKCS #1 conform­
ing plaintexts. These values can be used to narrow down the range of the original mes­
sage m until it is completely determined. The exact details of how this is done are out of 
scope for this book, but suffice to say that around 220 messages are required. (This num­
ber is around a million, hence the name million message attack.) 

Applicability 

The attack depends on the attacker being able to determine the difference between cor­
rectly and incorrectly formatted messages. Conveniently for the attacker, implementa­
tions written before this attack was discovered sent an alert (and then closed the connec­
tion) when they encountered incorrectly fo1matted messages. This makes it very easy to 
mount such an attack against such servers. 

Note that SSL formatted pre_master_secret contains three pieces of verifiable 
information, not one. Aside from the PKCS #1 formatting, the pre_master_secret must 
be 48 bytes long and the first 2 bytes of the pre_master_secret must be the version 
number. The probability of a randomly chosen message getting all three of these right is 
less than 2--4°, so an implementation which rejected all of these errors identically would 
be impractical to attack in this fashion. 

The key word in the above sentence is identically. Some implementations have been 
experimentally determined to reject all of these cases but to behave differently. Such 
implementations are still vulnerable to this attack. 
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There are no known instances of this attack being used against live servers, but Ble­
ichenbacher says that he has tried it experimentally against one of his own servers and 
successfully recovered the pre_master_secret [Bleichenbacher1999]. 

Countermeasures 

The most widely adopted countermeasure (and the one recommended in RFC-2246) is 
to make all three checks but not to send any alerts. If an error is detected, the implemen­
tation fills the pre_master_secret with random data and proceeds with the handshake as 
usual. The server will throw an alert when the client's Finished message is received and 
decrypts to garbage, but this is the behavior it would exhibit if m' were correctly format­
ted but the pre_master_secret were wrong. 

Note that setting the pre_master_secret to a constant value will not work. The 
attacker could then use that value as the pre_master_secret and check to see if the Fin­
ished message is accepted or not. 

A stronger fix is to replace PKCS #1 with a different padding algorithm that is sen­
sitive to any damage to the plaintext. If the plaintext is padded in this way, then all of 
the probe messages used by this attack will automatically be rejected because they fail 
integrity checks. The most widely accepted example, Optimal Asymmetric Encryption 
Padding [Bellare1995] has been included in PKCS #1 version 2 [Kaliski1998a]. Unfor­
tunately, OAEP padding is incompatible with PKCS #1 version 1 padding, so there's lit­
tle incentive for SSL to move to PKCS #1 version 2. 

5.18 Small-Subgroup Attack 

Under certain specialized conditions, it is possible for an attacker to compromise a static 
Diffie-Hellman key that is used for a large number of key exchanges. This attack is gen­
erally called a small-subgroup attack [Lim1997]. 

Attack Overview 
The attack arises out of an optimization that can be made to improve DH performance. 
Recall that the DH shared secret is computed by: ZZ = yx mod p. The smaller X, the 
faster this computation is. Choosing too small an X can compromise security (X should 
be about twice as long as the largest key you want to generate) but X s a lot smaller than 
1024-bits (a typical size for p) are still quite secure. 

The choice recommended in the ANSI X9.42 standard [ANSl1998] is to create p 
such that p = jq + I where q is a large prime. X is then chosen to be smaller than q. g 
must be chosen so that it generates a group of order q. 

Under these circumstances, the attacker can obtain information about X if he 
chooses his public key appropriately. He chooses his Y such that Y « q. If he can con­
vince the victim to send him ZZ, he can obtain information about X. With enough sam­
ples, he can recover all of X. This may take as little as a hundred trials. It turns out that 
it is not necessary for the victim to return ZZ. Simply returning information about 
decryption success or failure is sufficient. 
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Applicability 
Small subgroups are only an issue for a very small number of systems that use Diffie­
Hellman keys for multiple transactions and also use small exponents (X). Because static 
DH is almost unused, this in practice means only those implementations that use 
ephemeral DH keys for multiple transactions. Of those, only some use small Xs . 

Countermeasures 
There are a number of countermeasures available. The simplest is to always use a new 
key for every transaction. This also has the advantage of providing perfect forward 
secrecy. 

If you must use a static DH key, then there are still several countermeasures avail­
able. The simplest is to choose a long exponent, thus avoiding the vulnerability. Choos­
ing p such that p - l = 2qj reduces the risk so that only a single bit of the private key is 
leaked. This is sufficient for most purposes. As a special case, if j = l then p is referred 
to as a strong prime. A more complicated technique called compatible cofactor expo­
nentiation is described in [Kaliski1998b]. 

5.19 Downgrade to Export 

An attacker who can factor 512-bit RSA keys can downgrade a client/server pair into 
512-bit ephemeral RSA mode even if both sides support 1024-bit RSA keys. The fol­
lowing attack was described in [Moeller1998]. The attack requires both sides to also 
support export mode and the attacker to be able to factor the server's ephemeral RSA 
key. 

Attack Overview 

The attack, shown in Figure 5.12, requires the attacker to act as a man-in-the-middle. He 
intercepts the client's ClientHello and removes all but the export ciphers. He transmits 
the modified ClientHello to the server which chooses an export cipher and sends a 
ServerKeyExchange containing his ephemeral RSA key. The handshake sniffs the 
ClientKeyExchange. Because he has factored the server's ephemeral RSA key, he can 
recover the master_secret. He then forges new Finished messages, one to the server 
reflecting the modified ClientHello and one to the client reflecting the original Client­
Hello. Once the handshake has completed, the server can simply sniff traffic. Because he 
has recovered the master_secret the connection is completely compromised. 

Applicability 

This attack requires the client and server to support strong cipher suites but be willing to 
negotiate export cipher suites. If both sides support only strong cipher suites, then the 
attack cannot succeed. If either side supports only export cipher suites, then they would 
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Figure 5.12 Downgrading to 512-bit ephemeral RSA 

negotiate an export algorithm anyway. Moreover, the attacker must be able to factor the 
server's ephemeral RSA key during its lifetime. Thus, servers which frequently regener­
ate their ephemeral RSA keys will be safe. However, as factoring technology gets better, 
the safe lifetime becomes shorter. 

Countermeasures 
The safest countermeasure would be to fix the protocol so that the signature over the 
ServerKeyExchange covered more of the handshake, including the ClientHello. This 
would allow the client to detect that the attacker had modified the ClientHello. This 
change would also serve to strengthen SSL against similar attacks based on downgrad­
ing key exchange algorithms. 

However, it's possible to protect against this attack without a protocol change. The 
ephemeral RSA cipher suites are doubly outdated. They have been replaced with the 
EXPORT_ 1024 cipher suites and strong ciphersuites can now be exported. Thus, there is 
no longer any real reason to support them, except for interoperability with old imple­
mentations. 

In most cases, users can safely configure their browsers to support only strong 
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cipher suites. Nearly all servers support 1024-bit RSA so this should not cause an inter­
operability problem. Server administrators can protect themselves by frequently regen­
erating the ephemeral RSA so that it cannot be factored during its lifetime. 

A Similar Attack 
A similar attack is described in [Schneier1996b]. If the client supports both DH and 
RSA and the server supports DH, the attacker can tamper with the ServerHello to make 
the client believe that the server's ephemeral DH key is actually an RSA key. If the 
client is incautious, it will interpret the DH prime p as the RSA modulus and the DH 
base g as the RSA exponent. It's easy to recover the pre_master_secret from the result­
ing ClientKeyExchange. 

For this attack to succeed the client would have to be quite careless. First, the server 
would likely use a DH modulus of longer than 512 bits, in which case the client should 
abort the handshake when it sees that the "modulus" is likely longer than 512 bits. This 
check is required by SSL to enforce export constraints. Second, the client would have to 
ignore the fact that the ServerKeyExchange contained more data than it should since it 
contains the server's public key Y. The moral of the story is that clients and servers 
should carefully check all protocol values. 

5.20 Summary 

This chapter has provided a description of the security properties of SSL. We start with 
some general guidelines for using SSL securely and then provide some detailed descrip­
tion of various potential attacks and how they are countered. 

The master_secret is everything. Compromise of the master_secret compromises the 
entire protocol. An attacker who knows the master_secret can read traffic and forge 
messages at will. 

Protect the server's private key. In the normal RSA mode and static DH mode, compro­
mise of the server's private key leads to compromise of the master_secret. Even if 
ephemeral modes are used, an attacker who has the server's private key can pose as the 
server and attack traffic in real time. 

Good randomness is essential. If either party doesn't use secure random number genera­
tion, the protocol is at risk. Good random numbers are especially important when gener­
ating long-term secrets such as private keys . 

Just having a certificate isn't good enough. If you care about the identity of the other 
side, you must not only check that it has a valid certificate but that the certificate 
matches the expected identity of the other side. 

Use good enough algorithms to protect your data. SSL supports a variety of algorithms 
with a variety of keylengths. Choose an algorithm such that the cost of breaking it is 
substantially higher than the value of your data. 

There are no good known attacks on SSL. However, there have been a number of pro­
posed attacks on certain implementations. Careful implementation can protect you from 
these. 
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SSL Performance 

6.1 Introduction 

This chapter discusses the performance properties of SSL. As with previous chapters, 
we divide the discussion into two primary parts. The first part discusses the performance 
properties of SSL in general terms and makes fairly broad observations about perfor­
mance of various modes under various circumstances. The second part of the chapter 
covers the same territory in detail, using instrumented network traces and profiled 
implementations to show exactly where the time is going. 

6.2 SSL Is Slow 

The most common complaint that server administrators make about SSL is that it's slow. 
This criticism is not without some justice: Depending on the protocols being used, the 
server hardware, and the network environment, SSL connections can be anywhere 
between 2 and 100 times slower than ordinary TCP connections. 

This performance cost translates directly into increased operational costs. Internet 
servers are usually heavily loaded even when insecure protocols are used. Computation­
ally intensive security protocols necessarily mean that more server machines must be 
purchased and operated to maintain the same quality of service. This transition is partic­
ularly difficult when the original service ran on a single server machine. If security 
necessitates operation of multiple machines, this may mean arranging to share data 
between servers where this was previously unnecessary. 

Unfortunately, some performance degradation is largely unavoidable. Cryptography 
is computationally expensive and the difference between simply writing data to the net­
work and encrypting it before sending is usually nontrivial. However, it is often possible 
to minimize SSL's performance impact with careful systems design and configuration. 

175 
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6.3 Performance Principles 

Before discussing SSL performance, we'll first discus ome general principles of sys­
tem performance, with a special empha is on network protocols. This provides a back­
ground for understanding the contribution the various pieces of SSL make to the perfor­
mance of the protocol as a whole. 

Amdahl's Law 

The most basic rule of performance tuning is Amdahl's Law, described in [Hen­
nesseyl996]. Roughly speaking, the speedup resulting from an optimization is equal to 
the improvement of the speedup multiplied by the fraction of the CPU time spent in the 
code sped up, as shown in Figure 6.1. 

Execution time01d 1 
Speedupoverall = . . = ----------=--.,..-----

Execution t1me
0
cw • Fraction.111w,0c,1 

( 1 - Fractlonenhanced) + ----­
Speedu pcnh,nted 

Figure 6.1 Amdahl's law 

Therefore, it is of crucial importance to determine which sections of the system con­
sume the most time, because they represent prime targets for optimization. Once we 
have a picture of where the time is going, our strategy becomes clear: try to improve the 
performance of these sections of the system, either by making them run faster or using 
them less often. 

As a corrolary, it should be clear that even very expensive operations aren't worth 
speeding up unless they also happen frequently. In the case of a network protocol, this 
means that we're primarily concerned with operations that happen with every transac­
tion or protocol message. We'll ignore time consumed by system startup and shutdown, 
even though it may represent the equivalent of hundreds of transactions, because it's 
insignificant over the life of a server. 

The 90/10 Rule 

Amdahl's law wouldn't be very useful if all parts of a system consumed equal amounts 
of time. In such a system, we'd have to optimize a significant fraction of the system in 
order to see any improvement. This is very infrequently the case. Rather, most of a sys­
tem's time is spent performing a few tasks. 

A useful rule of thumb, the 90/10 rule states that 90% of the execution time of a 
program is spent in 10% of the code. Combining the 90/10 rule with Amdahl's law, we 
can see that optimizing that section of the system would contribute greatly to the perfor­
mance of the system. Focusing on on the other 90% is almost useless. 
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A particular case of this rule is what is termed a bottleneck. A bottleneck occurs 
when a system is performing a lot of different operation , but they all have to go through 
some central point or operation. Any time you see conge tion before a certain point and 
free flow afterwards, suspect a bottleneck. 

The Cost of 1/0 
Program performance tuning is normally accomplished with the aid of profilers (soft­
ware that determines the amount of CPU time consumed by pieces of a program) and 
instrumented software. This allows the person tuning the code to identify sections of 
code that consume large amounts of CPU. Systems that perform extensive input/output 
(I/O) in general, and network protocols in particular, add another dimension to tuning: 
the cost of I/O. This must be balanced against the cost of CPU. 

Consider the problem of transferring a file over a network between two computers. 
Under most circumstances, the factor that limits the performance of this transaction isn't 
the load placed on the CPU by the transmitting and receiving programs but rather the 
performance of the network between the two machines. 

A 10 megabyte (10 MB) file takes roughly 3000 seconds to transmit over a 28.8 
kilobit per second (Kb/s) transmission channel. Provided that the machines at either end 
meet some minimal standard of processing power (essentially any commercially avail­
able machine can do the job) the speed of transmission is constant because it's limited 
by the speed of the communications channel. In this case, then, it might be worth 
expending some CPU power to compress the data before ( or during) transmission in 
order to reduce transmission time. Nearly any machine is fast enough to compress data 
at much faster than 28.8 Kb/s. 

The laptop on which this was written can compress roughly 1 megabyte/second. 
Typical text files can be compressed by a factor of between two and four, so, compress­
ing while encrypting will reduce the transmission time to between 750 and 1500 sec­
onds, raising the effective data transmission rate to about 100 Kb/s----quite an 
improvement. Notice that the bottleneck is still the network: The machine can easily 
compress data faster than it can be transmitted over the network. In fact, compression is 
so much faster that nearly all commercial modems automatically compress the data as 
they transmit it. 

Now, consider the same two machines connected by Fast Ethernet. Such a network 
can transmit roughly 100 megabits/s (Mb/s). In this case, then, the same file can be 
transmitted in about 1 second. By contrast, compressing the file before transmitting it 
will take roughly 10 seconds. In this case, then, we've made the situation far worse: the 
bottleneck is the CPU rather than the network. 

As we can see, it is possible to trade off I/O bandwidth for CPU and vice versa. The 
optimal design and configuration for such a system depends on the relative amounts of 
CPU and I/O bandwidth available. If your system is deployed in a wide variety of envi­
ronments, it may be advantageous to have it probe to see how much I/O and CPU are 
available before deciding which tradeoffs to make. 
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Latency versus Throughput 

"Never underestimate the bandwidth of a station wagon full of tapes." 
-Dr. Warren Jackson 

Recall the problem of data transmission from the previous section. This time, let's con­
sider a somewhat larger file of 100 MB. With compression, that file will take somewhere 
around three hours to transmit over a 28.8 Kb/s channel. With a file this large, it might 
be more efficient to simply write it onto a tape (this can be done in about ten minutes) 
and carry ( or mail) it from machine to machine. 

If we mail it, it will take somewhere between two and five days to move the file 
from machine to machine. This doesn't seem that good when compared to 3 hours, but 
imagine we have many such files to transmit. Over a modem, we can only move about 
eight files a day. If we mail them, we can move them as fast as we can copy them onto 
tape: around 100 files a day. True, the first file won't arrive for a few days, but they'll 
arrive at a steady (and fast) rate afterwards. 

This example illu trates the djfference between latency and throughput. Latency is 
the amount of time it take to process a given transaction from beginning to end. 
Throughput is the number of total transactions you can maintain over a period of time. 
As you can see, they're not always related. 

To make this difference more clear suppo e we Federal Expres the tapes in tead of 
mailing them. We've thu reduced latency to overnight. However, we haven ' t had any 
effect on throughput at all. By contrast, if we buy another machine to write tapes with, 
we can increase throughput without impacting latency. 

With a little thought, it' easy to come up with examples of nearly any combination 
of throughput and latency. Figure 6.2 shows some examples: 

Low Latency High Latency 

Low Throughput Modems Pager 

High Throughput LANs Satellite 

Figure 6.2 Latency/throughput variations 

Servers versus Clients 
As a general rule, network systems have many clients and a few servers. In such sys­
tems, slowdown at the client side generally manifests as increased latency, whereas 
slowdown at the server side manifests as both increased latency and decreased 
throughput. 

Recall our now familiar example of network file transmission, with one twist. Now 
we have a single server serving a large number of clients. The server has a Tl Internet 
connection (capable of carrying roughly 1.5 Mb/s) and each client is served by a 
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28.8 Kb/s modem. In such an environment, the server can service approximately 50 
clients at a time and keep their network connections completely full. As before, each 1 
MB file takes somewhere around 300 seconds to deliver. Thus, our throughput is 
roughly 1.5 Mb/s, and our latency is 300 seconds. 

Now imagine that we double the number of clients. The server tries to service them 
all equally, so they now get only half as much data as before. This doubles the latency to 
600 seconds. Notice, however, that although it takes twice as long to serve each client, 
we're serving twice as many clients at the same time, so throughput is unaffected. 

Next, imagine that we halve the speed of each client's network connection to 14.4 
Kb/s . Again, latency doubles to 600 seconds, but we can serve twice as many clients at 
this speed, so again throughput is unaffected. 

Finally, consider the impact of halving the speed of the server's Internet connection. 
If we keep the number of clients the same, then we can serve them at only half the pre­
vious rate, doubling latency and halving throughput. This sort of effect applies equally 
when the bottleneck is CPU instead of VO. Slow clients leave server resources available 
for other clients. Slow servers simply slow down the system as a whole. 

Note that CPU and bandwidth aren't the only scarce resources for a server. Each 
client consumes some server resources, especially memory, so when the number of 
clients gets really large, the server can be overloaded just from trying to serve them all, 
even if there is plenty. of CPU and bandwidth to go around. 

6.4 Cryptography Is Expensive 

In the first section of this chapter, we established that SSL was slow. In the second sec­
tion, we introduced the concepts necessary to understand the factors that affect perfor­
mance. In this section, we start to apply that general knowledge to SSL. As we hinted in 
the first section, the primary reason why SSL is slow is that cryptography, particularly 
the big number operations required for public key cryptography, is extremely CPU­
intensive. 

Profiling OpenSSL using gprof ( 1) shows this quite clearly. Consider a simple 
SSL connection using TLS_RSA_WITH_3DES_EDE_CBC_SHA. The vast majority of 
the time on both client and server is spent on cryptographic processing. In fact, the vast 
majority of time is spent on a single operation: RSA decryption. 

The two phases of an SSL connection, handshake and data transfer, are worth con­
sidering separately. Handshake happens only once per connection, but is comparatively 
expensive. Each individual data record is comparatively cheap, but for connections 
involving large amounts of data the cost of the data transfer phase eventually dominates 
the cost of the handshake. Nevertheless, the cost of data transfer is mostly due to cryp­
tography. 

The costs of the handshake differ substantially between client and server, but the 
data transfer phase is symmetrical. Therefore, in the rest of this section, we'll first dis­
cuss the handshake for client and server and then the data transfer phase. 
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Server Handshake 

The peiformance profile for the server side of the handshake i comparatively simple. 
Over half of the CPU time goes to a single operation: the RSA private decryption of the 
pre_master_secret. A distanL econd is the computation of the master_secret and the 
key schedules from the pre_master_secret. 

Client Handshake 

The situation on the client is far less straightforward. The client side operations are 
much faster than the server side operations. Thus, in many cases the client spends most 
of its time simply waiting for server messages. 

Once this waiting time is factored out we find that the two most expensive opera­
tions are verifying the server's certificates and encrypting the pre_master_secret. 
Allhough both of these involve RSA operations, these are public key operations and 
therefore are roughly an order of magnitude faster than the private key operations the 
server executes. As a consequence, the client's major computational burdens are two­
fold: RSA computations and the ASN. l decoding of the server's certificate. 

The Bottleneck 
Clearly, in this case, the server's performance limitations control the performance of the 
system as a whole. This situation would change somewhat if client authentication were 
used. In that case, the client would perform an RSA private key operation more or less 
equivalent to that performed by the server and this would become the dominant perfor­
mance cost on the client. The server would incur almost no additional performance cost. 

It's also worth noting that this particular division of labor really only applies to 
RSA. DSA operations are much more symmetrical between client and server, and we 
find that when DSS/DHE cipher suites are used, the computational load is similarly 
symmetrical between client and server. 

However, in most production systems, the server is still the bottleneck. First, client 
authentication and DSS/DH are rarely used. More important, as we discussed previ­
ously, the server is accessed by many clients, whereas any client will have only a small 
number of connections open. Thus, even a very fast server will quickly achieve a load 
that slows it down below the speed of clients. 

Data Transfer 
In the data transfer phase, there are two relevant cryptographic operations, record 
encryption and the record MAC. Together, these account for the majority of the cost of 
data transfer. The relative importance of these depends on which precise algorithms are 
chosen and the implementation details. If a fast encryption algorithm (such as RC4) is 
chosen, then the HMAC will be the dominant cost. If a slow encryption algorithm such 
as 3DES is shown, then encryption and MACing will share the cost somewhat evenly. 
Record assembly and disassembly account for an insignificant amount of time. 
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6.5 Session Resumption 

As we discussed in the previous section, the performance bottleneck in SSL handshakes 
is the public key crypto operations associated with the handshake itself. Most of these 
operations are associated with the exchange of the session key. The encryption and 
decryption of the master_secret are obviously directly related; however remember that 
the only need to verify the server's certificate is in order to use it for key exchange. 

We can conclude from this that if we could do away with these operations, the hand­
shake would be dramatically faster. As we discussed in Chapter 4, session resumption 
provides us with an opportunity to do exactly that. Because resumed sessions use the 
master_secret from a previous connection, we can omit the expensive public key com­
putations. 

As expected, this provides a dramatic performance improvement. In our test har­
ness, using 512-bit RSA keys, we see a performance improvement of roughly a factor of 
20 in the handshake. An even larger improvement would be observed with larger keys. 
More important, this improvement comes almost completely as a result of reduced load 
on the server. Consequently, in an environment where most sessions are resumed, we 
would expect to see a corresponding improvement in throughput. 

Clearly, session resumption can provide a significant performance improvement. 
However, it's not appropriate in all cases. Rather, it's only appropriate when a reason­
able number of clients will reconnect within some reasonable period of time. 

The Cost of Session Resumption 
The cost of session resumption is borne almost entirely by the server. As we indicated 
before, a client will only talk to some very small number of servers, so the cost of main­
taining a cache is minimal. The server, however, needs to retain cache entries for a large 
number of clients, so the load is correspondingly greater. 

Session resumption consumes two primary resources: memory to store the resum­
able sessions and CPU time to check the cache. Obviously, in an environment where 
resumption happens frequently, these resources have been well spent, but in an environ­
ment where sessions are never resumed, they're just waste. 

The state for a resumable session requires somewhere on the order of 50-100 bytes 
in the session cache. This isn't a lot for any individual session, but in a server handling 
hundreds of transactions a minute, this could mean megabytes of data in an hour. 
Clearly, even if resumption pays off, it's worth limiting the size of the cache and timing 
out entries fairly frequently. 

Accessing the cache takes time as well. The relevant issue is that the cache must be 
shared between multiple working threads or processes. This means that the cache must 
be locked, read, and then unlocked. Locking and unlocking are comparatively expensive 
operations. If the cache needs to be shared between processes, as with many UNIX 
servers, every read or write of the cache requires a context switch into the kernel. This is 
even more expensive. Again, if a cache entry is resumed, this time was negligible, but if 
sessions are never resumed, then the CPU time consumed was merely unnecessary over­
head. 
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The moral of the story is that session resumption is nearly always worth doing on 
the client. On the server, however, it' only worth doing i_f there is a lot of repeat busi­
ness wi thin a fairly short period of time. Even in such situations, it's worth a king 
whether the protocol can be converted to simply leave tho e connections up rather than 
incurring even the minimal cost of a resumed handshake. 

6.6 Handshake Algorithm and Key Choice 

As we discussed in Section 6.4, the performance characteristics of an SSL connection 
depend substantially on the algorithms being used. In the handshake phase, this can dra­
matically affect the cost of the handshake, as well as changing the relative loads on the 
client and server. 

RSA versus DSA 
When deploying SSL systems, the choice of signature algorithm often depends on intel­
lectual property or compatibility concerns. However, in cases where performance is the 
dominant concern, RSA is the algorithm of choice over DSS/DH. In general, RSA is 
much faster than DSA for verification and comparable for signature, as -shown in Figure 
6.3. However, this cost is paid primarily by the client, so it affects latency, not 
throughput. 

Algorithm Keysize Signs/s Verifys/s 

RSA 512 342 3287 
DSA 512 331 273 
RSA 1024 62 1078 
DSA 1024 112 94 
RSA 2048 10 320 
DSA 2048 34 27 

Figure 6.3 Digital signature performance (Pentium II 400/OpenSSL) 

However, the DSA cipher suites are nearly always run in ephemeral mode. This 
requires substantial extra work on both sides to generate, sign, and verify the ephemeral 
DH keys. This dramatically reduces throughput. In practice, DSA cipher suites tend to 
be between two and ten times slower than RSA cipher suites of comparable strength. 

Fast or Strong, Choose One 
The performance of public key algorithms declines dramatically with key size. RSA 
with 1024 bits is roughly four times slower than RSA with 512 bits. DSA performance 
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is similarly reduced by longer keys. As a consequence, choosing your private key length 
is a compromise between security and handshake performance. As discussed in Chapter 
I, 512 bits is almost certainly too short for valuable data. However, 768-bit keys are 
probably strong enough for most commercial transactions and are dramatically faster 
than 1024-bit keys. 

Ephemeral RSA 
Recall that when using RSA with a strong (>512) bit key and an export cipher, the stan­
dard requires you to use a 512-bit ephemeral RSA key. In essence, this adds a single 
512-bit RSA operation to each side (a public one on the client side and a private one on 
the server side). This has some negative effect on throughput and latency. 

Note that both sides must still perform all the operations they would have performed 
if ephemeral RSA were not being used. The slower these operations, the smaller the 
proportional effect will be of using ephemeral RSA. For 1024-bit keys, we expect to see 
between a 10% and 25% slowdown. Note that this is not a security/performance trade­
off, as 5I2-bit ephemeral RSA is both weaker and slower than 1024-bit static RSA: 
512-bit keys are much weaker than 1024-bit keys, and because the same 512-bit key is 
used for a large number of transactions, there is no compensating benefit of perfect for­
ward secrecy. 

6.7 Bulk Data Transfer 

Algorithm Choice 

Recall that cryptography consumes the bulk of the time in record processing. Unsurpris­
ingly, the choice of MAC and encryption algorithms affects the performance of the sys­
tem. In short, use RC4 for maximum speed and 3DES for maximum security. RC4 is 
about ten times faster than 3DES. Digest choice is less flexible as MD5 is being phased 
out. SHA-I is fast enough in most real world scenarios, so it's a generally good choice. 
On modem systems, RC4 with SHA-I is fast enough to saturate most networks. 

Optimal Record Size 

A surprising amount of the record computation is insensitive to the size of the data 
being transmitted. There is substantial fixed overhead, both from the cryptographic algo­
rithms and from writing to the network. As a consequence, transmitting the data in small 
records results in bad performance. Up to a certain point, increasing the size of the 
record increases performance. On our test system, this point appears to be roughly 1024 
bytes. Beyond this point, the advantage of using even larger blocks is small. If you're 
transferring bulk data, it pays to buffer it until you can encrypt fairly large records. 
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6.8 Basic SSL Performance Rules 

Asymmetric algorithm choice. Use RSA. 

Private key size. Use the shortest private keys with which you feel safe. 768 is good 
enough for most applications. 

Symmetric algorithm choice. Use RC4 for best performance, 3DES for best security. 
Export versions compromise security without improving performance. 

Digest algorithm choice. MD5 only improves performance about 40% over SHA-1. In 
most cases SHA-I will be fast enough. Stick with SHA-I for security. 

Session resumption. Clients should always use session resumption. Servers should use it 
only if clients tend to reconnect within five to ten minutes. 

Record size. Send data in the largest chunks possible. 

6.9 The Story So Far 

The general idea behind getting good performance is to perform as few operations as 
possible. This means minimizing the number of time-consuming operations and, when­
ever possible, making them faster. As we've seen, the time-consuming operations in 
SSL are mostly cryptographic. Session resumption allows us to remove a number of 
those operations and proper algorithm selection allows us to minimize the ones we still 
have to perform. 

The first part of this chapter was intended to provide enough information to obtain 
good performance out of SSL as a server or client administrator. The rest of this chapter 
is geared toward the programmer and is intended to provide a more complete picture of 
the performance characteristics of SSL. We reexamine some of the material from the 
first part in more detail as well as discussing some of the fine points of the interaction of 
SSL with TCP. 

6.1 O Handshake Time Allocation 

The next several sections provide detailed coverage of a number of different SSL hand­
shakes. The data described in these sections was collected using a specially instru­
mented version of OpenSSL 0.9.4. The instrumentation records the time taken to gener­
ate and/or process each handshake message. 

Test Environment 
The test system is a 300 MHz Pentium running FreeBSD. The client and server pro­
grams are modified versions of the OpenSSL s_client and s_server programs. 
Both client and server are running on the same system, so network latency is insignifi­
cant. The instrumentation does not record the time taken to actually send and receive the 
network messages or to context switch between processes. 
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Serialization 
As discussed in Chapters 3 and 4, the order of SSL messages is completely described by 
the standard. Moreover, at certain times the server must wait for a client message and 
vice versa. OpenSSL buffers network output for increased performance. On modern 
operating systems, network I/O requires a context switch to enter the kernel. This is 
expensive. Thus, it's often computationally cheaper to generate a number of messages 
and transmit them all at once. The traditional approach to buffering is to have a fixed 
size buffer and transmit the data when the buffer gets full. With SSL, it' s also necessary 
to flush the buffer when transmitting the last message before waiting for a reply. Other­
wise the implementations will deadlock. 

Figure 6.4 shows this behavior in a simple RSA handshake (the same one we 
showed in Chapter 3). The ServerHello, Certificate and ServerHelloDone all have the 
same timestamp, meaning that they were transmitted to the network at the same time. 
Similarly, the client's ClientKeyExchange and ChangeCipherSpec were transmitted at 
the same time. 

New TCP connection: speedy (3266) <-> romeo(4433) 
1 0 . 0456 (0.0456) C>S Handshake ClientHello 
2 0.04 61 (0 .0 004) S>C Handsh ake Se rverHello 
3 0.046 1 (0.0000) S>C Handshake Certificate 
4 0.0461 (0 . 0000) S>C Handshake ServerHelloDon e 
5 0.2766 (0 . 2304) C>S Handsh ake ClientKeyExchange 
6 0.2766 (0.0000) C>S ChangeCipherSpec 
7 0.276 6 (0 .0000) C>S Handsh ake Fi n i s h e d 
8 0.2810 (0.0044) S>C ChangeCipherSpec 
9 0.2810 (0 . 0000) S>C Handshake Finished 
10 1. 0560 (0 . 7749) C>S application_data 
11 6.3681 (5.3 1 21) S>C application_data 
12 7. 3 4 95 (0 . 9813) C>S Alert 
Client FIN 
Server FIN 

Figure 6.4 Buffering of SSL handshake messages 

However, when messages are buffered in this way, it's possible that one side is wait­
ing for a message that has already been written by the other side, but is still in the output 
buffer. Thus, processing on the client and the server sometimes take place sequentially 
and sometimes in parallel, depending on whether the handshake messages completely 
fill the buffers or not. If the buffers fill, the messages will be sent immediately, in which 
case the host on the other side can process the message in parallel with the next message 
being generated. If the buffers don' t fill, the messages will only be sent when the send­
ing side stops to wait for a response, in which case the messages will be processed 
sequentially. 

The version of OpenSSL used to generate these traces has had the buffer size 
increased from 1024 to 4096 bytes so that all handshake messages are processed 
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sequentially. This makes the handshake traces much easier to read and allows us to show 
the CPU time used without the impact of context switching. The choice of 1024 bytes in 
OpenSSL is arbitrary and other implementations may use no buffering at all. 

In some cases, this sort of buffering improves latency and in some circumstances it 
makes it worse. We'll discuss this issue in Section 6.23 when we discuss Nagle's algo­
rithm. 

6.11 Normal RSA Mode 

The first mode that we'll be examining is the server-only RSA mode. Figure 6.5 shows 
the time allocation to process the various messages. Time allocated to client processing 
is in the left column and time allocated to server processing is in the right column. 
Indentation is used to indicate instrumentation of pieces of an operation. All times are in 
milliseconds. Thus, reading the server certificate consumed 8.11 ms. This included three 
verifies, each of which took about 2 ms. 

In general, RSA operations come in two flavors: private key operations (digital sig­
nature and private key decryption) and public key operations (signature verification and 
public key encryption). This distinction is important in this context because private key 
operations are much slower than public key operations. However, all private key opera­
tions with a given key size take pretty much the same time, as do all public key opera­
tions with a given key size. We'll be using these terms throughout the discussion of 
RSA to avoid distinguishing between the various instances of each type of operation. 

As we'd expect from the 90/10 rule and the discussion in Section 6.4, the vast 
majority of the CPU time is allocated to processing three messages: on the client side, 
the processing of the server's Certificate message and the generation of the Client­
KeyExchange; on the server side, the processing of the client's ClientKeyExchange mes­
sage. All the- rest of the messages put together account for less than a millisecond of 
CPU time. We'll discuss each of the three important messages in turn. 

When we initially collected these traces, the majority of the time went to the creation of 
the ClientHello message. This was due to the one-time (on-demand) seeding of the 
OpenSSL PRNG. In reality, this is a startup cost and so we moved the seeding to a sec­
tion of the code called before the handshake. 

Certificate (Client) 

Recall that the Certificate message contains the server's certificate chain. In order to pro­
cess it, the client needs to parse and verify each certificate. Primarily this means per­
forming RSA verifies. In this case the certificate chain is three certificates long, so three 
verifies are required. Each verify takes roughly 2 ms. The rest of the time goes mostly to 
ASN.1 parsing. 
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Client Server 
0.07 Write client hello 

0.15 Read client hello 
0.07 Write server hello 
0.20 Write certificate 

Normal RSA Mode 

0.00 Write server hello done 
0.05 Read server hello 
8.11 Read certificate 
2.47 verify 
1 . 95 verify 
2.25 verify 
0.00 Read server hello done - -
2.54 Write client_key_exchange 
2.26 encrypt_premaster 
0 . 15 Write finished 

0.00 Read finished 

Client: 10.95 

31.01 Read client_key_exchange 
30.79 decrypt_premaster 

0.00 Read finished 
0.12 Write finished 

Server: 31.59 

Figure 6.5 RSA server-only mode time allocation (ms) 

187 

This is an u~usually long certificate chain. Normal certificate chains are one 
certificate long (a certificate signed directly by the root), requiring only a single verify. 
Under such circumstances the time taken to process this message is approximately the 
same as the ClientKeyExchange. Also, note that the limiting factor here is the length of 
the CA keys, not the server's key. The server's key isn't really processed in this stage. 

As a performance optimization, it is possible to cache the results of certificate vali­
dation, thus saving the public key verification stage. This doesn't make sense when 
certificate chains are short because the number of server certificates one is likely to 
encounter is too large to be cached. However, when long chains are used, as in this 
handshake, it's often worth caching CA certificates. 

By default, s _client provides a callback to OpenSSL's certificate processing code. 
This callback outputs a lot of certificate debugging information to stderr. We had to 
disconnect this callback because the I/O was consuming significant amounts of CPU time 
and thus skewing the instrumentation results. 
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ClientKeyExchange (Client) 

Recall from Chapter 4 that the ClientKeyExchange contains the pre_master_secret 
encrypted under the server's public key. The dominant operation here is this RSA 
encryption. Thus, the limiting factor is the length of the server's public key. 

ClientKeyExchange (Server) 

Unsurprisingly, the dominant operation here is the server's RSA decryption of the 
pre_master_secret, which takes up essentially all of the time allocated to this message. 
Note that the time this operation takes is directly related to the size of the server's RSA 
key. The longer the key, the longer the decryption takes. Note that this is a much slower 
operation than the encrypts and verifies performed by the client. 

Note that because the decrypt is a server operation, it is the bottleneck in SSL 
throughput. The cost of the decrypt is dependent on the server's choice of key length, 
making the server's RSA key length the most important factor limiting performance in 
this mode. 

6.12 RSA with Client Authentication 

RSA with client authentication mode is basically normal RSA mode with some extra 
steps. From a performance perspective, one takes all the operations that were previously 
performed on the server and also performs them on the client and vice versa. As a con­
sequence, client authentication mode substantially increases the load on the client but 
only slightly increases the load on the server. Figure 6.6 shows an instrumented client 
authentication trace. In this trace, and from now on, the operations that have changed 
from the previous trace will be rendered in bold. 

All the operations we performed in normal mode still consume roughly the same 
amount of CPU time. The new time-consuming operations we've added are the client­
side generation of the CertificateVerify message and the server-side verification of the 
client's Certificate and CertificateVerify message. 

The CertificateVerify message consists of an RSA-signed message. The expensive 
stage here is, of course, the RSA signature. The comments in the previous section about 
the processing of the ClientKeyExchange apply here. 

On the server side, the Certificate message is processed exactly as the client pro­
cesses the server's Certificate message. That is to say that the dominant cost is the verifi­
cation of the digital signatures. Finally, the server needs to process the Certificate Verify. 
This mainly consists of checking the client's digital signature, one public key operation. 

Although the total computational cost of client authentication mode is roughly dou­
ble that of server-only authentication, this cost is borne disproportionately by the client. 
In this case, the cost to the server is roughly 20% of that of the client. As a result, using 
client authentication substantially increases latency but has a much smaller effect on 
throughput. Overall, client authentication adds: 
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+ I Client-side RSA private key operation 
+ I Server-side RSA public key operation 

Ephemeral RSA 

+ 1 Server-side RSA public key operation per client certificate 

Client Server 
0.07 Write client hello 

0.15 Read client hello 
0.17 Write server hello 
0.49 Write certificate 
0.06 Write certificate _request 
0.00 

0.05 Read server_hello 
9.01 Read certificate 
2.44 verify 
1.94 verify 
2.24 verify 

Write 

0.18 Read certificate_request 
0.00 Read server hello done 
0.42 Write certificate 
2.61 Write client_key_exchange 
2.33 encrypt_premaster 
30.56 Write certificate_verify 
0.12 Write finished 

server hello 

8.65 Read certificate 
2. 38 verify 
1.97 verify 
2.24 verify 

done 

30.72 Read client_key_exchange 
30.51 decrypt_premaster 

0.00 Read finished 

Client: 43.075 

2.23 Read certificate_verify 
0.00 Read finished 
0.14 Write finished 

Server: 42.66 

Figure 6.6 RSA client authentication mode time allocation (ms) 

6.13 Ephemeral RSA 

189 

As we discussed in Chapter 4, ephemeral RSA uses a temporary short RSA key to 
encrypt the pre_master_secret. Effectively, this adds one short RSA operation to both 
client and server. However, this is accomplished by adding some operations and sub­
tracting others, as we'll see in this section. In order to do that, we need to look at each 
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message whose contents change in ephemeral mode. Figure 6.7 shows the trace of a 
handshake using ephemeral RSA. 

Client Server 
0.07 Write client hello 

0.15 Read client hello 
0.12 Write server hello 
0.49 Write certificate 

30.45 Write server_key_exchange 
30:43 sign 

0.00 Write server hello done - -
0.05 Read server hello 
8.57 Read certificate 
2.34 verify 
1.94 verify 
2.23 verify 
2.23 Read server_key_exchange 
2.20 verify 
0.00 Read server hello done 
1.12 Write client_key_exchange 
0.86 encrypt_premaster 
0.11 Write finished 

5.81 Read client_key_exchange 
5.59 decrypt_premaster 
0.00 Read finished 
0.11 Write finished 

o.oo Read finished 

Client: 12.2 Server: 37.17 

Figure 6.7 Ephemeral RSA mode time allocation (ms) 

ServerKeyExchange (Server) 
This message doesn't even appear in the normal RSA handshake, so whatever crypto­
graphic processing it entails is new, and as we can see, it's quite an expensive operation. 
The reason for this is that we're signing the ServerKeyExchange using the server's pri­
vate key, which is typically long (1024 bits or more). 

Note that this does not include the time to generate the ephemeral RSA private key. 
On this platform it takes 200-400 ms, which is too expensive to do for each transaction. 
Instead, one conventionally generates the ephemeral key once a day or so. Thus, we 
don't count it in the per-transaction cost. 

The score so far: 
+ 1 server-side long RSA private key operation 
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ServerKeyExchange (Client) 
On the client side we need to process the server's ServerKeyExchange message. The 
only interesting processing here is verifying the server's signature over the message. 
This adds a client side long public key operation. 

The score so far: 
+ 1 server-side long RSA private key operation 
+ 1 client-side long RSA public key operation 

ClientKeyExchange (Client) 
This message existed in the normal RSA case, but in that case the client was doing a 
long RSA encryption. Now the client simply does a 512-bit RSA encryption, which is 
substantially faster. So, we've added a 512-bit RSA operation and subtracted a long 
RSA operation. 

The score so far: 
+ 1 server-side long RSA private key operation 
+I client-side 512-bit RSA public key operation 

ClientKeyExchange (Server) 
As we said above, we've substituted a short RSA operation for a short one with this 
message. This obviously applies on the server side as well. Thus, the final change is: 

+ 1 client-side 512-bit RSA public key operation 
+ 1 server-side 512-bit RSA private key operation 

Because 512-bit operations are roughly 4 times as fast as 1024-bit operations, this isn't 
that big a difference. On this platform it works out to roughly 2 ms on the client side and 
6 ms on the server side. 

6.14 DSS/DHE 

The following series of traces are handshakes using DSS/DHE mode. The DSA signing 
key and the ephemeral DH key are both 1024 bits long. As before, the client and the 
server are the same machine, and we've arranged the buffers so that the handshake hap­
pens sequentially. 

Figure 6.8 shows the time allocation for a normal DSS/DHE handshake. The mes­
sages are the same as those for ephemeral RSA but the processing times are wildly dif­
ferent. This is accounted for by two factors: first, the performance characteristics of 
DSS and DH are dramatically different from those for RSA. Second, both sides are gen­
erating new ephemeral DH keys during the connection. 

We can immediately make two observations: first, the DSS/DHE handshake is dra­
matically more expensive than an RSA handshake; we're spending roughly eight times 
as much CPU time. Second, the majority of the additional cost of the handshake is 
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Client Server 
0.07 Write client hello 

0.18 Read client hello 
0.11 Write server hello 
0.26 Write certificate 

113.90 Write server_key_exchange 
96.67 generate_keys 
17.15 sign 

0.00 Write server hello done 
0.06 Read server hello 
0.48 Read certificate 

21.24 Read server_key_exchange 
21.19 verify 

0.00 Read server hello done - -
196.95 Write client_key_exchange 

96.82 
99.86 

generate_keys 
key_agree 

0.18 Write finished 

0.01 Read finished 

Client: 219 .02 

100.86 Read client_key_exchange 
100.66 key_agree 

0.00 Read finished 

0.15 Write finished 

Server: 215.51 

Figure 6.8 DSS/DHE mode time allocation (ms) 

Chapter 6 

borne by the client. Nevertheless, Figure 6.8 shows that the server consumes signifi­
cantly more CPU (by a factor of five to seven) when using DSS/DHE than when using 
RSA. 

ServerKeyExchange (Server) 
Recall that in the ephemeral RSA ServerKeyExchange nearly all of the time was spent 
signing the message using the server's permanent key. In this handshake, we've added 
something new: the server generates the DH key on the fly, one for each connection. 
The primary cost of generating the ServerKeyExchange message is generating this key. 
In fact, a 1024 bit DSA signature is about twice as fast as the equivalent RSA signature. 

It's worth examining the DH key generation process in more detail. Recall from 
Chapter 1 that DH (unlike RSA) relies on a publicly known group (p and g). The pri­
vate key is simply a random number X. The public key (Y) is gx mod p. The key 
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generation we're talking about here is simply the generation of the pair (X, Y), not the 
generation of the group. 

The generation of the group is extremely slow, because it requires making a 
1024-bit prime (p). Moreover, it is often recommended that that prime have special 
properties which makes it take even longer to generate. On the test machine, OpenSSL 
took ten minutes to generate a 1024-bit DH group. Thus, group generation is done either 
at server startup or (preferably) when the server is originally installed. 

Certificate (Client) 
The client side certificate processing is the same with DSA as with RSA; the only differ­
ence is the algorithm. As we discussed previously, DSA is substantially slower than 
RSA for verification (roughly ten times slower at the 1024-bit ey length). Thus, the 
client processing of the Certificate message is much slower when using DSA. 

ServerKeyExchange (Client) 
As with the Certificate message, client processing of the ServerKeyExchange for 
DSS/DHE differs from RSA only by substituting DSA for RSA. Thus, the processing of 
this message is slower purely because DSA verification is so much slower. 

ClientKeyExchange (Client) 
In this trace, the processing of the ClientKeyExchange message actually consists of two 
operations, each consuming roughly half of the CPU time: generating the client's 
ephemeral DH key and computing the DH shared secret (ZZ). Generating the client's 
ephemeral DH key is exactly the same as generating the server's ephemeral DH key, and 
we see that the time allocated to this operation on the client is roughly the same as that 
on the server. 

We've seen the computation of ZZ before. Recall that we compute 

zz = y sx mod p = (gxslc mod p = gXs-Xc mod p 

As you can see from the trace, this operation takes roughly the same amount of time as 
the generation of the client's DH key. 

Note that we've missed an opportunity for parallelism. The generation of the Client­
KeyExchange does not depend on knowing ZZ. ZZ is never transmitted over the wire 
and is used purely to compute the symmetric message keys. Computing ZZ before we 
send the ClientKeyExchange simply delays transmission of the message, increasing 
latency. 

A better approach would be to send the ClientKeyExchange and then compute ZZ. 
That way the client can be computing ZZ while the ClientKeyExchange is in transit 
and/or the server is itself computing ZZ. Note that this change would primarily affect 
latency; unless the server is unloaded, it would not have much of an effect on 
throughput. 
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ClientKeyExchange (Server) 
ClientKeyExchange processing on the server is simply the dual of processing on the 
client. We compute ZZ using the server's private key and the client's public key. Unsur­
prisingly it takes roughly the same amount of time to compute. 

6.15 DSS/DHE with Client Authentication 

The final handshake we'll cover is DSS/DHE with client authentication. Figure 6.9 
shows that as with RSA client authentication, the only significant difference from the 
non-client authentication mode is the addition of several new messages: the client 
Certificate and the CertificateVerify. 

Client Server 
0.07 Write client hello 

0.06 
0.46 

21. 36 
21. 30 

0.01 
0.00 
0.23 

193.21 
96. 8 7 

96. 07 
17.06 

0.18 

Read 
Read 
Read 

0.17 Read client hello 
0.12 Write server hello 

0.26 Write certificate 
113.96 Write server_ key_exchange 

96. 63 generate_keys 
17.26 sign 

0.02 Write certificate request 
0.00 Write server hello done - -

server hello 
certificate 
server_key_exchange 

verify 
Read certificate _request 
Read server hello done 
Write certificate 
Write client _key_exchange 

generate_keys 
key_agree 

Write certificate _verify 
Write finished 

0.42 Read certificate 
95.98 Read client_ key_exchange 

95.79 key_agree 
21.00 Read certificate_verify 

0.00 Read finished 

0.15 Write finished 

0 .01 Read finished 

Client : 232.69 Server: 232.13 

Figure 6.9 DSS/DHE client authentication mode time allocation (ms) 
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On the client side, the only substantial operation is the DSA signature on the 
Certificate Verify. The server's processing of the client's Certificate message is dominated 
by certificate verification. Because this is a DSS certificate, the verification is fairly 
slow. Similarly, the server's processing of the CertificateVerify is dominated by DSA 
verification. Note that with DSA (unlike RSA) the primary cost of client authentication 
is borne by the server because DSA verification is so slow. 

6.16 Performance Improvements with DH 

As we've seen, DHE performance is much worse than performance with RSA. It would 
be reasonable to ask why anyone would ever use this mode. Until very recently, there 
were two reasons: first, it's free. RSA was still subject to patent in the United States; 
DSA is not. Second, it provides one new feature, Perfect Forward Secrecy. PPS isn't 
practical with RSA due to the high cost of RSA key generation, but it is practical 
(though expensive) with DHE. Now that RSA's patent has expired the only reason is to 
get PPS. PFS is sometimes valuable, so it's worth considering whether we can improve 
DHE performance at all . The answer is yes. 

Use Smaller Private Keys 

Recall that all DH operations require exponentiating some number to X mod p. The 
larger the value of X the slower this operation. A common approach is simply to use an 
X of approximately the same size as p. To be more specific, X is chosen in the interval 
(2, p). It is possible that X will be much less than p, but because Xis randomly chosen 
over this interval, it will be about as long as p. However, if a smaller X is deliberately 
chosen, the operations are much faster. 

This optimization is allowed only under certain specific circumstances, however. 
Otherwise, it is possible to greatly weaken the security of the key exchange. Recall from 
Chapter 1 that g and p must have special properties in order to use a short X . 

However, the client cannot conveniently tell if the server has generated g and p 
appropriately because the server only sends it g and p in the ServerKeyExchange. Thus, 
the client cannot safely use a short X and therefore doesn't experience any speedup at 
all. Under most circumstances, only server performance would matter but if the client is 
a very limited device such as a palmtop or a cell phone, the load on the client from the 
DH operation may be substantial. 

As a demonstration of this optimization, we modified OpenSSL, which chooses X 
over (2, p), to choose a 256-bit X while still using a 1024-bit p. This simple change 
increased the speed of the server-side DH operations by roughly a factor of four, as 
shown in Figure 6.10. 

Recall that we said in Chapter 1 that the length of X should be chosen so that it is 
twice the length of the desired keying material. However, in practice the strength of a 
DH key is also limited by the size of p. The strength of a DH key is governed by the 
minimum of the strength of p and the strength of X. An X of 160 bits is roughly equiv­
alent to a 1024-bit p. Thus, with a 1024-bit prime, a 256-bit X is more than long 
enough. (See [Menezes 1996].) 
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Figure 6.10 Performance effect of short DH keys 

Chapter 6 

Reuse Ephemeral Keys 

We improved performance without a significant effect on security by using shorter pri­
vate keys (X). However, it's possible to improve performance even further by discarding 
Perfect Forward Secrecy. Recall that roughly a third of the server's computational load 
is consumed by generating the ephemeral DH key. Reusing that key reduces the load 
accordingly. Unfortunately, the server must still perform the signature on the 
ServerKeyExchange because the signature is also computed over portions of the hand­
shake. 

Reusing ephemeral keys only reduces server load, not client load. Because the 
group is determined by the server, in most cases each server will have a different group, 
so the client must still generate a new key for each server. Nevertheless, this optimiza­
tion improves both throughput and latency because it makes the server faster. 

Some might object that in order to get this performance improvement, we had to 
give up some security. However, note that RSA mode does not provide PPS at all, so 
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although this sort of reuse is weaker than using a new key for each connection, it is 
comparable in strength to RSA. As a compromise, it's possible to regenerate the server's 
DH key periodically. Regenerating as frequently as every 20 or 30 connections will pro­
vide partial PFS with only a negligible impact on performance. Note that if you use a 
short X and reuse it for a number of connections, you must take care to prevent small 
subgroup attacks, as described in Chapter 5. 

Precomputation for DH Key Generation 
Even if we're not willing to reuse ephemeral keys, it's possible to improve key genera­
tion dramatically. In order to do so, you precompute a table of powers of the generator 
g. Because each public key computation requires exponentiating g, this optimization 
will reduce the time it takes to compute Y from X. Wei Dai [Dai2000] reports a speedup 
of a factor of about three for precomputed DH key generation versus ordinary DH key 
generation. As a special case, if the base is 2 it's possible to compute exponentials very 
quickly simply by left-shifting. 

Static DH 

A final option is to use a static DH key. Recall from Chapter 4 that it is possible to have 
the server's DH key in a certificate, exactly as is usually done with RSA keys. This dis­
penses with the ServerKeyExchange method completely, leaving the only computational 
load on the server as the computation of ZZ. Together with short Xs, this optimization 
reduces the load on the server to roughly comparable to that presented by RSA. The 
load on the client is still significantly greater because DSA verification is so slow. Note 
that if static DH is used, great care must be used to ensure that small subgroup attacks 
are not possible. 

The primary deployment problem with static DH is that it requires static DH certifi­
cates, which are even less widely used than DSA certificates. 

6.17 Record Processing 

Algorithm Choice 

Figure 6.11 shows the performance of OpenSSL on a Pentium 300 using various combi­
nations of encryption and MAC algorithm. These numbers were generated by comput­
ing SSL records but not sending them to the network. Thus, they measure only record 
generation cost, not network overhead. They are intended as representative of the sorts 
of behavior you can expect. Obviously, each system and implementation will perform 
differently. 

In short, RC4 with MD5 provides the best performance and it's roughly eight times 
faster than 3DES with SHA. The moral of the story is that you should use RC4 if you 
want reasonable security and high performance. Using MD5 instead of SHA-1 gets you 
about a 40% improvement. 
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Cipher/HASH KB/s 

RC4-MD5 15034 

RC4-SHA 10831 

DES-CBC-SHA 4758 

DES-CBC3-SHA 2068 

Figure 6.11 SSL record processing speed (Pentium 300) 

Note that the processing time for the slowest cipher (3DES/SHA) is over 2MB/s. 
This is easily fast enough to saturate a 10 Mb Ethernet. The performance of RC4-MD5 
on a reasonable machine is easily fast enough to saturate a 100 Mb Ethernet. On our test 
machine, even RC4 with SHA-1 will generate over 80 Mb/second of traffic. In practice, 
this is enough to saturate a 100 Mb network. A fast machine can easily handle the SSL 
record processing for even the fastest networks if RC4 is used, even with SHA-1 . 

It's important to note that there is no performance benefit from using the export 
variants of each cipher. SSL always uses the same version of each cipher and simply 
expands a shortened key out to the full key length. As a consequence, the export ver­
sions have exactly the same data transfer rate as the strong versions. This is different 
from the behavior with public key ciphers, where the export versions are notably faster. 

Optimal Record Size 

Both SSLv3 and TLS use HMAC (SSLv3 uses a variant, but the performance character­
istics are roughly the same). As we discussed in Chapter 1, HMAC consists of a pair of 
nested digests. The first digest covers the key and the data. The second digest covers the 
key and the output of the first digest. The key is always processed as a separate digest 
block. 

Therefore, the inner digest is dependent on the length of the message, but the outer 
digest isn't. Data is fed to the digests 64 bytes at a time. Up to a digest input of 64 bytes, 
4 digest blocks need to be processed. For each 64 bytes after that, one more digest block 
is required. The point is that there is a lot of fixed overhead for the MAC. 

When we encrypt the record, we need to encrypt both the MAC and the data. If 
we're using SHA, then this means we need to encrypt a minimum of 20 bytes. Again, 
there is significant fixed message overhead. Therefore, it pays to encrypt large payloads 
whenever possible in order to reduce the effect of the overhead. Figure 6.12 shows this 
quite clearly. 
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Figure 6.12 SSL performance at various message sizes (3DES/SHA-1) 

The data for Figure 6.12 was collected using 3DES-CBC and SHA, but we could 
draw a similar picture using any set of ciphers. In order to show the effect at small 
record sizes, we're using a log scale for the X axis. 

As Figure 6.12 shows, the performance with really small record sizes is terrible, and 
it gets progressively better until a point of diminishing returns around 600 bytes or so. 
The exact location of this point will of course depend on the implementation, operating 
system, compiler, etc., but the basic message should be clear. Using record sizes smaller 
than 32 bytes produces really terrible performance. For optimal performance, use record 
sizes of 1024 bytes or greater when possible. 

6.18 Java 

The Java performance situation is far worse than the C performance situation. Java code 
in general is slow, and crypto code is especially CPU intensive and therefore especially 
slow. Recall that on our test platform OpenSSL executes SHA- I at roughly 22 MB/s. 
The fastest code for Java that the authors know of executes at roughly 2.3 MB/s on a 
Pentium IV450. 
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Operating System 

Unfortunately, it's fairly difficult to get a clear picture of the situation since the perfor­
mance of Java crypto code is VM and operating system dependent. DES is probably the 
most common algorithm implemented, and its speed varies from 37 KB/s running under 
Netscape Navigator on FreeBSD to 2.3 MB/s running under Internet Explorer on Win­
dows NT. Figure 6.13 shows the performance of DES on various platforms. 

Processor OS VM Speed (KB/s) 

Pentium II ( 400) FreeBSD 3.4 Netscape 4.7 36 

Pentium II (400) FreeBSD 3.4 JDK 1.1 .8 105 

Pentium II ( 450) Windows NT JDK 1.2.2 2368 

Pentium II (450) Windows NT Netscape 4.61 1856 

Pentium II (450) Windows NT Internet Explorer 5 2334 

Figure 6.13 Java DES performance on various platforms 

Note that the performance of the Windows implementations is dramatically better 
than that of the FreeBSD implementations. Windows is one of the platforms on which 
Sun has delivered official JDKs, whereas the FreeBSD port is unofficial. Clearly, much 
more effort has gone into tuning the Windows implementations. However, even on Win­
dows the difference between IE and Navigator is substantial. 

Native Code Acceleration 
Because the bottleneck in this process is the Java cryptographic primitives, an efficient 
and straightforward way to dramatically improve performance is to replace the Java 
primitives with fast native code. JNI (the Java Native Interface) provides a portable way 
to interface Java with native routines (typically with C code). 

The GoNative Provider (see http: / /www.rtfm.com/ puretls/gona 
ti ve. html) implements one approach to doing this: The Java Development Kit 
(JDK) provides a generic cryptographic provider interface called the Java Cryptography 
Architecture (JCA). Programs that use the JCA call the JCA to get a specific instance (a 
class object) which implements a given algorithm. Providers inform the JCA of which 
algorithms they implement and the JCA automatically arranges to use the right provider. 

The combination of the JCA and JNI is what makes this form of acceleration easy. 
GoNative Provider is a JCA provider which acts as a bridge to OpenSSL (using JNI). It 
can be installed as a provider on a given machine and made accessible to all applications 
transparently without the application making any special effort. Cryptographic algo­
rithms implemented in this fashion are far faster than the standard Java algorithms and 
are only about 10% slower than the equivalent code written directly in C. Note that the 
faster the algorithm, the more significant the overhead from JNI itself. Figure 6.14 
shows the performance properties of some representative algorithms (platform: Pentium 
300, FreeBSD). 
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Algorithm OpenSSL Java GoN ative Provider 

DES (KB/s) 6792 31 5165 

3DES (KB/s) 2392 10 2142 

RC4 (KB/s) 32363 132 13872 

SHA-1 (KB/s) 22838 93 10014 

DSA (sign/s) 60 7 48 

DSA (verify/s) 49 4 40 

Figure 6.14 Relative performance of Java and C 

One observation to make from this table is that there is significant overhead from 
calling into JNI itself. This is why 3DES performance is so close between GoNative 
Provider and C. As a corollary to this observation, it's especially important to use large 
record sizes if you want to get maximum benefit from JNI acceleration. 

It's also important to buffer as much data as possible in Java before passing it into 
the C code. For instance, imagine you're given a large chunk of data to DES. It's impor­
tant to pass it to the DES code all as one block rather than calling DES on the individual 
8 byte blocks. Figure 6.15 shows the effect of input block size on DES encryption with 
GoNative Provider. Note that Figure 6.15 only shows performance for DES, not for SSL 
record encryption, which would include the MAC computation. However, similar block 
size effects hold true for message digests and MACs. 
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Figure 6.15 The effect of block size on JNI encryption 
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The end result of all this tuning is unfortunately still not as fast as pure C code, but it's 
not that far off, either. PureTLS with the GoNative Provider module is roughly half as 
fast as OpenSSL, depending on your algorithm choices. 

6.19 SSL Servers under Load 

Unsurprisingly, under heavy load, the cryptographic computations necessary for SSL 
become the bottleneck for server performance. Thus, a server that is capable of handling 
a given load can quickly become overloaded if those transactions are transitioned over 
to SSL. In order to simulate the impact of a large number of clients, we can use a load 
generator. We have a client machine (or machines) which connects to the server and 
makes requests. Each machine can generate a large number of requests at a given time, 
thus simulating a large number of users connecting to a given site. In this case, our 
client is a Pentium II/400 running FreeBSD 3.4. 

We could perform this experiment using any SSL-enabled protocol, but for con­
venience we'll use HTTP over SSL. The traffic mix we've chosen simulates the behav­
ior of a Web site when a large number of people decide to request a page at more or less 
the same time. In their paper on SSL performance, Abbott and Keung [Abbottl988] 
report that this is the scenario of most concern to their customers. 

To produce this traffic mix, we arrange that each client connects to the server at a 
different arrival time. The arrival times are generated using a Poisson process with a 
mean of 3 seconds. Thus, all of the clients connect somewhere between 0 and 10 sec­
onds after the start of the simulation. 

Figure 6.16 shows the results of such a simulation on an ordinary HTTP server. The 
server is Apache 1.3.12 with mod_ssl 2.6.5 running under Linux 2.2.14-5.0 (Red Hat) 
on a Pentium III/650. The bar graph labelled "arrivals" represents the number of simu­
lated client connections within each I-second window. Thus, 23 connections were initi­
ated in the first second of the simulation. The line graph labelled "queue" is the number 
of clients that were active during this time window. Thus, a client that connects at 1.5 s 
and .disconnects at 2.5 s contributes to the queue during the 1-2 and 2-3 time 
windows. 

When we examine Figure 6.16, we can see that the queue size closely tracks client 
arrivals. This is happening because the server is serving each request more or less as it 
comes in. This is a good indication that the server is handling the load successfully. 

Compare this result to Figure 6.17, which shows the server behavior with 550 simu­
lated HTTP/SSL clients. The cipher suite is TLS_RSA_WITH_3DES_EDE_CBC_SHA 
and the client has been set never to resume sessions, so every handshake requires an 
RSA operation. Initially, the queue size closely tracks the client arrival times, but as the 
number of clients increases during the simulation the queue size starts to increase dra­
matically. Note that although our client is significantly slower than our server, it never­
theless is capable of completely saturating the server machine. This is a nice demonstra­
tion of the asymmetry of SSL. 
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What's happening here is that the server CPU is saturated by the SSL handshakes it 
is already performing. Thus, more clients are arriving than are being successfuliy 
served, creating a backlog of unserved clients. As the number of new arrivals decreases, 
the server is able to work through the backlog of queued but unserviced connections and 
so the queue size slowly decreases . However, the server is only able to clear the queue 
because the number of arrivals trails off. 

The server would not be able to handle the peak load shown in Figure 6.17 on a 
continuous basis. This is demonstrated by Figure 6.18, which shows the server under a 
continuous load of approximately 75 connections a second. Note that the size of the 
queue grows linearly with time, indicating that the server is not keeping up with load. 
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Figure 6.18 A server under continuous high load 

6.20 Hardware Acceleration 

Because the bottleneck in SSL performance is server CPU, it's natural to consider accel­
erating the SSL server by offloading the expensive crypto operations to a separate pro­
cessor. Hardware acceleration not only increases the number of connections that a server 
can handle but also frees the server CPU to perform other tasks, such as interpreting the 
CGI scripts that are used to run many Web sites . 

Typically, hardware accelerators are packaged as boards that may be plugged into 
the server machine, usually via the PCI bus on Intel architecture machines. Accelerators 
can also be attached to the server machine via an Ethernet connection or the SCSI bus. 
Accelerators are available from several manufacturers but the best known are Rainbow 
(http ://www. rainbow. com/ ) and nCipher (ht tp: / /www. nciphe r. com/ ). 
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Figure 6.19 shows the same server as in the previous connection accelerated with a 
Rainbow SSL accelerator, capable of doing 200 RSA operations per second. Again, we 
use 550 simulated clients. However, with acceleration the queue size once again closely 
tracks arrival time. The server is handling the load, and thus no backlog is building up. 
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Figure 6.19 550 HTTP/SSL clients (hardware accelerated) 

10000 

Because the most expensive computation in the SSL handshake is the RSA compu­
tation, accelerating RSA adds the most value. Rainbow and nCipher advertise that their 
high-end boxes can process up to 1000 SSL handshakes per second by accelerating the 
RSA computation. This acceleration is largely independent of the server CPU as long as 
it is reasonably powerful. By contrast, our Pentium III/650 system can perform 95 RSA 
operations per second. In practice, the number of connections per second it can handle 
will be substantially lower, because in real life the CPU would have to be running the 
server as well as performing crypto. Thus, 75 simulated clients per second is enough to 
overload the server. 

Accelerators can also be used to offload symmetric operations. In most circum­
stances, merely offloading the asymmetric operations will be enough but if the network 
connection is very fast, it pays to accelerate the encryption and message digesting as 
well. Keung [Keung] reports that throughput nearly doubles when an accelerator is 
added to a 200 MHz Pentium on a 10 Mb Ethernet. Note that this effect will be less pro­
nounced with modern faster processors. Nevertheless, if your server is handling a lot of 
secure traffic, it may be worth considering an accelerator to increase throughput. It's 
certainly worth accelerating some symmetric cryptography if you already have accelera­
tion for asymmetric cryptography. RC4 is already so fast that it's probably not worth 
accelerating it at all. 
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Typically, the manufacturers of accelerators also provide drivers that allow popular 
servers to use their accelerators. A popular approach is to distribute patches or modified 
versions of OpenSSL that use the hardware device. This allows any OpenSSL-based 
system to be accelerated. 

6.21 lnline Hardware Accelerators 

Another approach to hardware accelerating SSL is to use a separate inline accelerator. 
The accelerator is a hardware device which sits between the clients and the servers. It 
listens for SSL connections from clients and accepts the SSL handshake. It then initiates 
an ordinary TCP connection to the server. This relieves the server of the requirement to 
do SSL. In order for this approach to work, the accelerator needs to have the server's 
keying material. 

The primary virtue of an inline accelerator is that it does not require tampering with 
the server at all. By contrast, hardware acceleration boards must be inserted into the 
server, with the possibility of destabilizing it. The primary disadvantage of inline accel­
eration is that the coupling between the client and the server is broken. This makes it 
difficult for the server to make access control decisions based on the security properties 
of the SSL connection because there is no good way to communicate them from the 
accelerator to the server. 

Inline accelerators are made by a number of manufacturers, including iPivot/lntel 
(http://www.ipivot.com/), F5 (http://www.f5.com/), and Network 
Alchemy/Nokia (http://www. network-alchemy. com/). 

Configuration 
Consider the problem of inserting an inline accelerator into an environment with an 
operational server. We must now arrange for connections from clients to terminate at the 
accelerator rather than the server. One approach would be to give the accelerator its own 
IP address. Then the DNS records could be adjusted to point to the accelerator rather 
than the server. Alternatively, we could give the server a new IP address and leave the 
DNS alone. Note that although the server and the accelerator may be on the same net­
work segment, because traffic between them is unencrypted, that segment must be 
secure. 

A more popular approach is to use a transparent configuration. In such a configura­
tion, the accelerator must sit on a separate network physically between the client and 
server. The accelerator is configured to intercept a certain class of connections as if it 
were the server. However, it allows all other connections to simply pass through, as if it 
were a bridge. The transparent approach has the significant advantage that it does not 
require any changes to address assignments or DNS at all. You simply plug the accelera­
tor into the network and plug the server into the accelerator, as shown in Figure 6.20. 
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to Internet HTTP/SSL Accelerator HTTP Server 

Figure 6.20 An inline SSL accelerator 

Multiple Accelerators 
A really busy server may have more traffic than a single accelerator can handle, even 
with hardware cryptography. In order to serve high loads, administrators may wish to 
use multiple accelerators. An additional benefit of this approach is that if one accelerator 
box fails, the server will still be able to handle requests, although the total number of 
requests it can serve will, of course, be smaller. There are two primary ways to use mul­
tiple accelerators, "chained" and "clustered." 

Chained Accelerators 
The first vendor to provide inline accelerators was iPivot, which has since been acquired 
by Intel, with their Commerce Accelerator. iPivot's box is a transparent proxy only. In 
order to use multiple boxes, one simply connects them in series, as shown in Figure 
6.21. 

to Internet 
Accelerator Accelerator Accelerator 

Server - 1 
-

2 
..__ 

3 
-

Figure 6.21 Chained SSL accelerators 

If the load on a box gets too high, the box simply starts to pass traffic untouched to the 
next box in the chain. This process continues until all clients have been serviced. The 
last box in the chain can be configured to either refuse connections when the load gets 
too high or to pass them on to the server. The server should be configured to support 
SSL in order to allow it to process such requests. 

iPivot's hardware is equipped with a "bypass" feature. If a box fails, the bypass fea­
ture goes into effect and all traffic is passed directly through the box as if it were not 
there. Thus, even if the box fails fairly catastrophically, the server will still be connected 
to the network and able to serve clients. However, because the server must be configured 
to accept raw HTTP, use of the bypass feature can lead to the server accepting HTTP 
connections while thinking that it's accepting decrypted HTTPS connnections. This is 
an obvious security problem. 
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Clustered Accelerators 
Consider the situation where you have multiple chained accelerators and one box fails. 
Although the remaining accelerators will be able to handle new connections, all the SSL 
connections terminated at that box when it failed will be lost. Of course, neither the 
client nor erver wiJI know that this ha happened, so when they attempt to send traffic 
they will get TCP RSTs. The idea behind clu tered accelerators is to allow individual 
connections to fail over between boxes o that no traffic is ever lost. 

Full Disclosure: The author did significant development on Network Alchemy's 
du tered SSL accelerator under contract. Thi has the advantage that I am familiar with 
how it works and that I am able to describe it before it is released. It has the disadvan­
tage that I have a conflict of interest. I have attempted to describe the advantages and 
di advantage of the olution objectively, but the reader would do well to bear this fact 
in mind. 

Network Alchemy/Nokia'· clustered SSL accelerator, due out in QI 2001 attempts 
to olve the problem of failover of active connections. Instead of connecting boxes in a 
cha.in, you connect multiple boxes in parallel, as shown in Figure 6.22. This configura­
tion is caJ1ed a cluster. 

Accelerator 
- -1 

Accelerator - -2 

to Internet Server 

Accelerator - 3 -

Accelerator - -
4 

Figure 6.22 Clustered SSL accelerators 

The entire cluster has a virtual ethemet MAC address and thus behaves as if it were 
a single piece of hardware. Each machine in the cluster listens to all traffic destined for 
that address. The cluster automatically distributes responsibility for handling each sec­
tion of traffic between the machines in the cluster. If a box fails, its traffic is automati­
cally picked up by the other boxes. 
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In order to enable failover, the clustered machines automatically propagate connec­
tion state from the machine handling the connection to the rest of the machines in the 
cluster. Thus, if one of the machines fails, the new machine assigned to handle the con­
nection already has all of the connection state and can pick up where the other machine 
left off. Note that if the machine is handling traffic for a given connection when it fails, 
that IP packet will be dropped. However, when the packet is retransmitted the machine 
that is now handling the connection will automatically process it correctly. All the client 
and server will see is some delay while waiting for the retransmit. 

Note that although a clustered solution handles single box failures more cleanly, it 
handles catastrophic failures less cleanly. As we saw in the previous section, if all the 
iPivot boxes fail, the network simply behaves as if they were not present. Because we 
want another box to pick up the load if a box fails, when individual clustered boxes fail, 
they fail in a disconnected state. Thus, if all the boxes in a cluster fail, the server will be 
denied service. 

However, the probability that all the boxes in a cluster will fail is generally fairly 
low. The most likely situation would be some sort of power glitch that brought them all 
down together. In order to avoid this, the various cluster members must be on separate 
circuits so there is no single point of failure. By contrast, with the iPivot solution, each 
box is a single point of failure. Although the iPivot boxes are designed to fail safe, some 
conceivable problems (a broken internal wire, for instance) would bring down the entire 
system in such a way that bypass would not work. 

The clustered solution has a number of other advantages. Because the cluster auto­
matically shares workload, the load can be more easily and evenly distributed between 
cluster members. This is more difficult to accomplish with a chained solution. Also, the 
cluster can be configured as a single unit. Each individual box does not need to be con­
figured with all the SSL information. You configure it as part of the cluster and the SSL 
configuration propagates automatically. 

6.22 Network Latency 

So far, we've concentrated on how SSL uses the processor, ignoring its interaction with 
the network. However, the characteristics of the network over which the SSL connection 
is running have a substantial effect on its performance characteristics. The rest of this 
chapter focuses on that interaction. 

Although theoretically SSL can be run over any connection-oriented protocol, in 
practice it's nearly always run over TCP/IP. Therefore, we're going to focus almost 
exclusively on the performance characteristics of SSL running over TCP networks, 
although some of this material is also applicable to other types of networks. 

The data we've been collecting so far comes from programs running on a single 
machine and communicating directly through the kernel without any network in the way 
at all. This differs from a real network in that it's much faster. Throughput is very high 
and latency is very low. By contrast, in a real network, throughput will be lower and 
latency will be higher. 
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ISP 1 

Dialup 
PPP 

Connection 

tuno zpO 

mike.rtfm.com 
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Local 
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fxpO 

romeo.rtfm.com 

Figure 6.23 A slow test network 

Chapter 6 

To demonstrate the effects of a slower network, we collected a number of traces on 
the network configuration shown in Figure 6.23. This network has two test machines, 
romeo. rt fm. com and mike. rt fm. com. romeo is connected to the network as 
usual, but mike has been pecially configured to be dual homed. It ha two IP inter­
faces. The primary network connection is the PPP dialup on inte1face tuna. All traffic 
between mike and the local network must go over the PPP interface. 

However, mike is also connected directly to the local network via the Ethernet 
interface zpO. Under normal circumstances, traffic between mike and romeo would 
go through this interface. However, we've deliberately configured zpO with a private 
network to force traffic to go via PPP. 

The point of this configuration is that mike can be configured to capture packets on 
both tunO and zpO. Thus, it can see each packet twice-when it appears on the PPP 
interface and again when it appears on the Ethernet. This allows us to directly observe 
the time it takes for a given packet to transit the network between mike and romeo. 
For instance, when a packet is sent from romeo to mike it is first transmitted from 
romeo to the local router on the Ethernet. The packet sniffer attached to mike's inter­
face zp O captures the packet. The packet is then sent through the DSL line to one ISP, 
through the Internet to another ISP, and finally down the PPP connection to mike. At 
this point the packet sniffer attached to tuno captures the packet. 

Figure 6.24 shows a simple SSL handshake performed between mike (the client) 
and romeo (the server). Again, the cipher suite uses RSA for key exchange. Unlike 
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previous timelines, this one is drawn to scale. The vertical displacement of each arrow 
represents the time that it takes to transit the network. The bars on the left and right of 
each arrow show the actual time from transmission to delivery. Thus, the ClientHello 
took 112 ms to get from mike to romeo. 

mike.rtfm.com romeo.rtfm.com 

} 112 

0.265 

0.669 

0.188 

S ec Finished 
ChangeCipher p , 

::»R~decrypt 

1 .078 

Figure 6.24 SSL handshake over a high-latency connection 

Note that the total time of the handshake is vastly increased. In this case, the time 
from start to finish is 669 ms. A comparable handshake performed on a fast network 
might take 100 ms. However, the vast majority of the time is simple network latency. 
Packets are processed nearly as quickly as they are received. The only piece of computa­
tion that has any noticeable effect at all is the RSA decrypt, which takes perhaps 20 
ms-an insignificant fraction of the total time for the handshake. 

It's interesting to note that the transit time for the various handshake messages is 
wildly different. The combined ServerHello, Certificate, and ServerHelloDone takes 265 
ms, whereas the server's ChangeCipherSpec and Finished take only 78 ms. This result 
is surprising at first but is easily explained: most of the latency in the system is intro­
duced not by the Internet between the ISPs but by the PPP connection between mike 
and the first ISP. On a slow modem link, latency is dominated by transmission time. The 
larger the packet the longer it takes to transmit and thus the higher the latency. The 
Certificate is large and therefore introduces the most latency. 
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Note that although increased network latency slows down individual handshakes, it 
generally doesn t decrease erver throughput. Provided tbat the erver's network link 
isn't saturated, while the server is waiting for a response from one client it can be erv­
ing others. However, this isn't to ay that high handshake latency is unimportant. 
Because it's perceived by the user as poor performance, if we can reduce latency we can 
improve the user experience. 

6.23 The Nagle Algorithm 

Under certain circumstances, SSL interacts poorly with various TCP congestion control 
measures. This interaction can cause the SSL handshake to stall even though both the 
client and server are idle. The culprit is Nagle's algorithm described in [Naglel984]. 

The Nagle algorithm is intended to reduce tinygrams: small packets on the wire. 
The problem is the TCP packet header. TCP segments have a minimum header size of 
40 bytes. Thus, when one character is sent per segment, 41 bytes must be sent to the net­
work. This can rapidly lead to congestion. Under normal circumstances, whenever pro­
grams call write () (or equivalent), the TCP stack simply sends out the data immedi­
ately. However, if programs call write () with small data segments (such as when a 
user is typing) and kernel sends out one packet for each such write, the network can get 
clogged with such packets. 

The Nagle algorithm prevents this 111 a very simple way. When there is outstanding 
data that has been sent but not acknowledged, the TCP implementation does not send 
mall packers. Instead, it buffers the data and sends the entire buffer when it receives the 

ACK. Under normal circumstances, this works very well, but it can cause a problem 
with SSL, as we'll see shortly. 

The second cause of the problem is a technique called delayed ACKs. Rather than 
generating an ACK as soon as a packet is received, the TCP implementation tries to 
piggyback it on a data segment it is already sending out. To facilitate this, the TCP 
implementation will wait for up to 200 ms for data to be written. If none shows up 
within that window, then the ACK will be written to the network anyway. 

A good example of this interaction is what happens when SSL sessions are 
resumed. Figure 6.25 shows a network trace of such a connection. Note that although 
the client and server are on the same machine, the data still goes through the TCP stack 
and so we can observe the behavior of the Nagle algorithm. The important thing to 
notice here is the 148 ms delay between the client sending its Finished message (line 6) 
and the first application data record (line 7). This is far longer than it takes to prepare 
the record. 

What's happened here is that the client TCP stack is waiting for the Finished mes­
sage to be ACKed before it sends out the first application data record (due to the Nagle 
algorithm). The server TCP stack isn't sending out the ACK because it's implementing 
delayed ACK. But the server program isn't writing because it's waiting for the client to 
send its first application data record: We've got a deadlock. 

The deadlock is finally broken at 0.1516 seconds, when the server's delayed ACK 
timer goes off. The server sends the ACK out anyway (between line 6 and 7) even 
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New TCP connection: l ocalhost( 2830) <-> localhost(4433) 
1 0.0003 (0.0003) C>S Handshake ClientHello 
2 0.0028 (0.0024) S>C Handshake ServerHello 
3 0.0028 (0.0000) S>C ChangeCipherSpec 
4 0.0028 (0.0000) S>C Finished 

5 0.0039 (0.00ll) C>S ChangeCipherSpec 
6 0.0039 (O. 0000) C>S Finished 

TCP ACK arrives at 0.1516 

7 0.1517 (0.14777) C>S application_ data 
8 0.1530 (0.0014) S>C application_data 

Figure 6.25 The Nagle algorithm and session resumption 

though it can't piggyback it. The client gets the ACK and at 0.1517 seconds it flushes its 
own buffers and sends the first record of application data. (Note that for clarity we've 
opted not to show the piggybacked ACKs on the data packets.) 

Disabling the Nagle Algorithm 
• It's possible to disable the Nagle algorithm. (The sockets API uses the TCP NODELAY 

option). If we disable it, then data will be written to the network as soon as it's pre­
sented to the TCP stack (provided there's room in the TCP window, of course). The 
effect is to avoid the sort of deadlock we saw in Figure 6.25. Figure 6.26 shows the 
same SSL handshake with the Nagle algorithm disabled on the client. As you can see, 
the client sends the application data immediately after sending the Finished message, 
drastically reducing the time it takes to complete the handshake. 

New TCP connection: localhost(2850) <-> localhost(4433) 
1 0.0006 (0.0060) C>S Handshake ClientHello 
2 0.0016 (0.0010) S>C Handshake ServerHello 
3 0.0016 (0.0000) S>C ChangeCipherSpec 
4 0.0016 (0. 0000) S>C Finished 
5 0.0028 (0.0012) C>S ChangeCipherSpec 
6 0.0028 (0.0000) C>S Finished 
7 0.0046 (0.0018) C>S application_data 
8 0.0059 (0.0013) S>C application_data 

Figure 6.26 Session resumption with the Nagle algorithm disabled 

The Right Layer 

The obvious question to ask at this point is whether it's ever worth using the 
Nagle algorithm for SSL. In general, the answer is probably .no. The purpose of the 
Nagle algorithm is to reduce the TCP overhead associated with the transmission of 
small datagrams. 
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However, SSL records are almost never small. Due to the addition of the header and 
the MAC, the absolute minimum size for an SSL data record is 22 bytes. Thus, if the 
SSL implementation package one byte per record, we've already suffered an expansion 
of twenty-fold before we ever get to the TCP stack. Moreover, as we saw earlier pro­
cessing record one byte at a Lime is very cryptographically expensive. 

Therefore if we want to solve the tinygram problem for SSL we have to arrange to 
buffer data before the SSL implementation packages it into records. Exactly what is 
required depends on which protocol is being run over SSL, and we'll see more about 
that in Chapter 7. 

6.24 Handshake Buffering 

As we discussed in Section 6.10, some implementations buffer parts of the SSL hand­
shake. OpenSSL uses a 1024-byte buffer. Most of the time this works fairly well, but 
there are a number of pathological cases where another strategy would produce signifi­
cantly lower latency. Consider the DSS/DHE handshake hown in Figure 6.27. This 
handshake was carried out over a 10 Mb Ethernet, so transmission latency is minimal. 
However, we can still be hurt by the Nagle algorithm. The ServerHello, Certificate, and 
ServerKeyExchange cannot all fit in a single 1024-byte buffer. Thus, the ServerKeyEx­
change gets split into two pieces. The first piece is transmitted along with the 
Certificate. The second piece is buffered and sent to the operating system when the 
buffer is flushed after the ServerHelloDone. 

mike.rtfm.com romeo.rtfm.com 

0.492 

Delayed 
ACK 

152ms 

DSS/DH 
216 ms 

ClientHello 

}

DHkeygen 
DSS Sign 

---------=,--=--=-___,,,,--..,....,_..---- -- 67 ms 
ServerHello, Certificate 

ACK 

ServerKeyExcbange ServerHelloDone 

ClientKeyExchange CbangeCipherSpec 
Fini hed } DH 

ChangeCipherSpec, Finished 50 ms ------ --='---"--......,__ ___ ____ _ 

Figure 6.27 DSS/DHE with OpenSSL's normal buffers 
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However, because the buff er size is 1024 bytes, the first segment containing the 
ServerHello, Certificate, and part of the ServerHelloDone is also 1024 bytes. This is 
smaller than the Ethernet maximum segment size (MSS) and therefore this is considered 
to be a small packet for the purposes of the Nagle algorithm. Thus, the next segment 
containing the rest of the ServerKeyExchange can't be transmitted until the previous 
segment is ACKed. As described in the previous section, the client delays the ACK for 
152 ms. During this period, both client and server are idle. As soon as the server 
receives the ACK it transmits the rest of the ServerKeyExchange and the ServerHello­
Done. 

Several features of OpenSSL conspire to produce increased latency in this hand­
shake. First, the interaction of OpenSSL's small buffer size and the Nagle algorithm cre­
ate a totally idle period where the server is waiting for an ACK and the client is per­
forming delayed ACKs. The simple fix for this is simply to increase the buffer size. Fig­
ure 6.28 shows the same handshake except that the buffer size has been increased to 
4096 bytes. 

mike.rtfm.com romeo.rtfm.com 

0.352 DSS/DH 
231 ms 

ClientHello 

}

DHkeygen 
DSS Sign 

- - ~--:-,-S_e-=rv=-e_r~H_e_ll_o_, ~C=-e_rt_ifi_c-=a=t-=e-=-==----- 65 ms 
ServerKeyExchange, ServerHelloDone 

ClientKey Exchange, ChangeCipherSpec 
Finished }DH 

ChangeCipherSpec, Finished 54 ms - ----~-~-~--------
Figure 6.28 DSS/DHE with an expanded buffer 

Now that we've increased the buffer size all four server messages fit in the same 
buffer. Thus, they are all sent at the same time. This eliminates the condition where the 
server waits for the client's delayed ACK, thus avoiding the temporary deadlock we saw 
previously. As a consequence, this handshake takes only 352 ms to complete instead of 
the 492 ms that we saw with the smaller buffer size. 

Note that any fixed buffer size is a clumsy solution to this problem. No matter what 
buffer size choice we make, it's possible that the certificate will be large enough to fill it. 
A more tasteful solution would be to use a variable length buffer that automatically 
resizes and then flush the buffer manually after transmitting the ServerHelloDone. Note 
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that it's possible that the data may be so large that it is transmitted in more than one 
TCP segment. However, this will not trigger the Nagle algorithm because all but the 
final segment will be full-sized. 

An alternative to increasing the buffer would be to simply tum off the Nagle algo­
rithm entirely. This has much the same effect as increasing the buffer size. It does 
increase server load very slightly because two calls to write () must be made instead 
of one. However, the high CPU cost of the rest of the SSL handshake renders the cost of 
a single additional context switch insignificant by comparison. 

Increasing Parallelism 

The second factor contributing to the latency of this handshake is a lack of parallelism 
between client and server. Essentially all the time that the server spends in the first 
phase of the handshake is consumed generating the ServerKeyExchange message. Only 
after the ServerKeyExchange is generated are any messages sent from the server. Even 
when we use a 1024-byte buffer, it's the ServerKeyExchange that fills up the buffer and 
forces the ServerHello and Certificate to be transmitted. 

During the generation of the ServerKeyExchange, the client is completely idle. 
However, there is a task that it could be performing during this time: verifying the 
server's certificate. Recall from Section 6.14 that DSA verification costs a significant 
amount of CPU time. We could reduce latency if the client performed this verification 
while the server was generating the ServerKeyExchange. In order to do this, we must 
arrange that the server sends the ServerHello and Certificate before generating the 
ServerKeyExchange. A simple approach would be to modify the server to send each 
message separately. -A more sophisticated approach would be to flush the write buffer 
after writing the Certificate message. In either case, the Nagle algorithm would need to 
be turned off. 

With the server suitably modified, we should expect the client to verify the server's 
certificate entirely before it receives the ServerKeyExchange. Thus, latency should be 
reduced by the time it takes to verify the server's certificate. Experimentation with a 
modified client reveals the expected 20 ms improvement. 

The DSS/DHE case is extreme in that significant processing is required on both 
client and server and thus parallelism offers significant performance gains. However, it 
demonstrates a general principle: SSL implementors need to be carefully aware of the 
interaction between their implementation and the network in order to get maximal per­
formance. In particular, whenever one side is transmitting data that requires significant 
processing by the other side, that data should be written to the network as soon as possi­
ble to maximimize parallelism and thereby reduce latency. A good rule of thumb is to 
flush network buffers before entering any time-consuming operation. 

6.25 Advanced SSL Performance Rules 

Avoid ephemeral keying. Ephemeral DH slows down the server. Don't use it unless you 
need Perfect Forward Secrecy. Even DHE mode with a fixed DH key is an 
improvement. 
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Use short DH exponents. A 256-bit DH exponent improves performance dramatically 
with a trivial reduction in security. 

Nagle algorithm. Always tum off the Nagle algorithm. 

Handshake buffering. Transmit data before entering any significant computation. 
Beware of the interaction of buffer flushes with Nagle. 

6.26 Summary 

This chapter has provided a description of the performance properties of SSL. We 
started with some general observations about the factors controlling SSL performance 
and then covered these points in more detail using instrumented software and network 
traces to illustrate the important points. 

Most of the time goes to cryptography. Cryptographic operations are the dominating fac­
tor in SSL performance. The protocol state machine and VO contribute negligibly to the 
performance of the system. 

Handshakes are very expensive. For sessions that don't transmit a lot of data, the SSL 
handshake consumes most of the CPU time. 

Session resumption can reduce the cost of handshakes. The handshake for a resumed 
session is much faster than the handshake for an ordinary session. If a client/server pair 
are going to communicate repeatedly, resuming sessions pays off. 

Server peiformance is more important than client peiformance. Slow servers increase 
latency and reduce throughput. Slow clients mainly increase latency. 

Use large records. There is a certain minimal amount of cryptographic and network 
overhead consumed to process any record. The larger the record size, the fewer times 
this overhead is incurred. 

Algorithm choice matters. For fast handshake performance, use RSA. For fast data 
transfer use RC4. Digest algorithm performance doesn't make a big difference. 

If you want acceptable pe,formance, use C. Java crypto performance is abysmal. The 
performance of Java implementations can be dramatically improved by calling to C 
using JNI. 

lfyou want high pe,formance, use cryptographic hardware. For high-load servers, hard­
ware cryptographic engines can substantially improve performance. 
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Designing with SSL 

"First, figure out what you are trying to do (this is good advice 
under most circumstances, and it is especially apropos here)." 

-NNTP Installation Guide 

7.1 Introduction 

So far we've focused on the mechanics of SSL itself. However, SSL isn't very useful in 
and of itself. Rather, it's used to carry application-layer protocols. It's these protocols 
that perform services for users. SSL's job is to allow those protocols to do their jobs 
securely while abstracting away as much security functionality as possible. SSL takes 
care of the mechanics of security in a generic fashion and the application-layer proto­
cols run on top and take advantage of the security services it provides. 

In practice, however, simply carrying the application data over an SSL connection 
often gives undesirable security and performance properties. Application-layer protocols 
(and protocol designers) need to know enough about SSL to be able to run on top of it 
securely. This chapter covers what you need to know in order to accomplish this task. 
As usual, we've broken the material up into two parts, with the first covering the basic 
concepts in overview form and the second covering some of the more technical material 
in more detail as well as introducing some fine points that were glossed over in the ini­
tial presentation. 

All the material in this chapter addresses the problem of securing an application 
protocol from a protocol-level perspective. This presentation is aimed at the application 
protocol designer and system architect. Chapter 8 serves as a companion to this chapter 
and covers these techniques from a programmer's perspective, providing sample code 
which uses commonly available SSL implementations. 

219 
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7.2 Know What You Want to Secure 

The first thing you need to figure out is what security services you want to provide. In 
order to do that, you need to evaluate the threat model for your application. If you don't 
remember what a threat model is, go back and reread Chapter 1. With the threat model 
in hand, figure out what are the vulnerabilities of the system you're trying to secure. 
Your aim should be to secure all the vulnerabilities that can be secured economically. 

As a template for this exercise, recall the three security services discussed in Chap­
ter 1: confidentiality, message integrity, and endpoint authentication. Not every applica­
tion will need all of these services (though an application that doesn't need any isn't 
worth securing), and to some extent they can be provided independently. Thus, it's 
important to identify which services you need. Part of this process is identifying the cost 
of providing those services. The cheaper the service, the smaller a need justifies provid­
ing it. 

It's not necessary that all security services be provided by SSL. For instance, it's 
quite common for systems to provide client authentication using a username and pass­
word. Although the password encryption is provided via SSL, the application protocol is 
responsible for transmitting, receiving, and checking it. At this point you want to iden­
tify which security services are best provided by SSL and which are best provided by 
the application protocol. 

Confidentiality 
Confidentiality is useful in most applications . However, as we saw in Chapter 6, it 
comes with a nonzero performance cost, particularly if RC4 is unavailable. Moreover, 
there are some applications that do not need confidentiality. A good example is free soft­
ware download. When you're downloading software, you want to know that it arrives 
unmodified from the vendor, but because anyone else can download it, there's no value 
in keeping the contents secret. 

Message Integrity 

Message integrity is a required part of SSL. Moreover, it's difficult to offer any security 
services without message integrity. Thus, there's really not any question about whether 
to use the message integrity feature of SSL. 

Server Authentication 

The only SSL modes that don't require server authentication are the anonymous DH 
modes. However, it is of course possible to use self-signed (and hence unverified) cer­
tificates and get the effect of an anonymous connection with any SSL mode. This is 
undesirable because it leaves the connection open to a man-in-the-middle attack. There­
fore, in general, server certificates are required for nearly all SSL applications. 

There are certain special cases where a man-in-the-middle attack can be prevented 
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by the application-layer protocol. We'll discuss a technique for doing this in Section 
7.16. These techniques typically require an especially tight integration between the 
application protocol and SSL. 

Client Authentication 
As we've said, using SSL pretty much locks you into certificate-based server authentica­
tion. However, certificates are not the only option for client authentication. Although 
SSL itself provides support only for certificate-based client authentication, many appli­
cation protocols incorporate their own client authentication mechanisms, which can be 
run over SSL. Although these mechanisms may have been insecure when run over the 
net in the clear, they are often far more secure over SSL. The next section discusses 
some of the simpler client authentication options. 

Rule of Thumb 
As we've said, message integrity isn't optional, so there's no choice to be made there. In 
general, it's best to provide confidentiality. Many SSL implementations do not support 
the authentication-only modes, so you'll need to support confidentiality in service of 
interoperability. Moreover, it matches user expectations. Client authentication is in gen­
eral a hassle for users, so avoid it unless you have some data that really needs to be 
restricted to specific users. 

7.3 Client Authentication Options 

Username/Password 
The most traditional way to do client authentication is to use username/password. The 
user supplies a username and password to the network client, which in tum supplies it to 
the server the user wants to access. The server checks the user's password against its 
password database. If the password checks, then the network client is authenticated as 
the user. 

This method is often combined with an Access Control List (ACL) mechanism. An 
ACL is simply a list of users and the permissions each user has. Each resource on the 
server has an ACL associated with it and when a client requests access to a resource the 
server checks whether the user associated with that client has permission in the appro­
priate ACL. 

Usemame/password methods are vulnerable to a simple passive attack: the attacker 
sniffs the password off of the wire and then initiates a new session, presenting the user­
name/password pair as his own. SSL prevents this attack because the password is sent 
over an encrypted channel. However, it's still possible for the attacker to mount an 
active attack by repeatedly guessing passwords, hoping to get a correct one. 
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Username/Password Variants 
Because so many systems have been designed with usemame/password security sys­
tems, a number of complicated schemes have been designed to retain the general user­
name/password model while improving security. The simplest example is one-time 
password schemes such as S/Key or SecureID cards. In general, these schemes are 
designed to make passwords safe in the face of arbitrary passive or active attacks on the 
connection carrying the password. Because SSL prevents such attacks, these schemes 
are generally without advantage in environments where SSL is being used. However, in 
a system with both insecure and secure connections, such schemes may be useful. Two 
examples of such schemes are described in [Jablon1996] and [Wu1998]. 

SSL Client Authentication 

As with server authentication, client authentication in SSL depends on possession of a 
digital certificate. However, because of the large client-to-server ratio, this presents a 
larger operational challenge for client authentication than does server authentication. 
Certifying large numbers of clients often requires a special arrangement with a CA. To 
avoid making such an arrangement, many organizations choose to run their own 
certificate authorities, but this too presents an operational burden. 

An additional problem with certificate-based client authentication is mapping cer­
tificates to user identities. ACLs can be used with certificates provided that you arrange 
to look up ACL entries based on the identities in certificates. This requires particular 
care in cases where certificate-based authentication will be used together with user­
name/password-type authentication schemes, because the system must arrange to map 
both types of identity information into a common user format. 

Rule of Thumb 

In most circumstances it's easier to offer clients usemame/password-style authentica­
tion. Passwords are easier to integrate with most infrastructures and they 're easier for 
users to understand. As an exception to this rule, automated clients are often just as easy 
to manage with certificates, particularly if no access control is required. A good exam­
ple of such a client is a mail server, which runs unattended and should be able to authen­
ticate itself when forwarding messages. 

7.4 Reference Integrity 

Server Identity 

As we discussed in Chapter 5, ensuring a secure connection with SSL absolutely 
requires verifying the server's identity. Without this check, an active attacker can mount 
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a man-in-the-middle attack on the connection. Moreover, it's imperative not only that 
you verify the server's certificate but that you verify that the server is the server you're 
expecting to talk to. Otherwise, it's possible for one server with a valid certificate to 
intercept connections verified for another. 

Naturally, comparing the server's expected identity to the server's actual identity 
requires having some expectation about the server's identity. Thus, whatever application 
protocol you're using must allow you to have some expectation as to the server's iden­
tity. 

Typically, this information comes in the form of the server's domain name, which 
must be matched against the certificate as described in Chapter 5. The domain name is 
usually supplied either directly by the user (e.g., the host name in a Telnet request) or 
indirectly via a URL. In cases where neither of these is possible, the situation becomes 
much more difficult. We'll consider a workable approach for such a case in Section 
7.16. 

Security Properties 
For security reasons, the client needs to verify that the connection properties meet its 
security expectations. The exact details of these expectations will depend on the type of 
reference that the client has for the server. For instance, with a protocol such as Telnet 
the client may simply have the domain name of the server. However, with a protocol 
such as HTTP, the client often has an indication in the URL that the protocol should be 
HTTP over SSL (the URL begins with ht tps: / /). 

If the reference indicates that SSL is to be used, the client needs to check that it in 
fact was used. If a domain name is available, the client needs to check whether the 
domain name in the server's certificate matches the domain name in the reference-if 
the server cannot be authenticated somehow, then a man-in-the middle attack is possi­
ble. 

It's important to note that enforcement of secure connections must generally be 
done on the client side. If the client doesn't enforce it, an attacker can man-in-the-mid­
dle the client's insecure connection and initiate a secure connection to the server. Thus, 
the server thinks it has a secure connection and can't tell that it's to the attacker and not 
to the client. This sort of attack makes server enforcement of security properties 
extremely problematic. The one case in which this can't happen is if the server demands 
SSL client authentication. If SSL client authentication is used, the attacker can make a 
connection to the server but cannot pose as the client. 

Rule of Thumb 
In general, you need to provide a reference that (1) concretely identifies the server the 
client can expect to connect to and (2) indicates that SSL is required. The server's iden­
tity needs to be able to be automatically compared to the server's certificate. Servers 
should be identified via domain name, and that's what should appear in certificates. 
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7 .5 Inappropriate Tasks 

Although SSL is useful for a wide variety of security tasks, there are also a fair number 
of jobs for which it's inappropriate. Recall that SSL provides a secure channel between 
two machines and that this channel is oblivious to the data passing over it. This creates 
some limitations on what can be done with it. This section describes those limitations. 
Chapter 11 provides a brief overview of some other technologies that can fill in these 
pieces of the puzzle. 

Nonrepudiation 
One common task that SSL cannot be used for is to provide nonrepudiation of data. 
Consider making an online purchase. The transaction is performed over an SSL connec­
tion so you can be certain that you are talking to the correct merchant. Typically, the 
merchant gives you a receipt and because that's carried over an SSL connection you can 
be sure that it hasn't been tampered with. However, you can't show the receipt to any­
one else and have them externally verify its contents. Thus, if the merchant claims that 
you forged the receipt you can't prove otherwise. 

End-to-End Security 

Because the SSL handshake is interactive, it's not possible to send encrypted or authen­
ticated data to a machine to which you cannot establish a network connection. Thus, if 
your machine is behind a firewall, you have to punch a hole in the firewall if you want to 
establish an SSL connection to the other end. The other option is to establish an SSL 
connection to the firewall and let it establish its own connection to the end machine. 
This approach has the major drawback that the firewall can now read all your traffic. 

In general, SSL is bad at any task that involves protecting objects in such a way that 
they can be stored with their cryptographic properties intact and then recovered, veri­
fied, etc., at some later time. If you have such an application, you should strongly con­
sider the possibility that using SSL is an inappropriate approach. A better approach is to 
use a message security protocol such as S/MIME. We'll discuss this sort of approach in 
Chapter 11. 

7 .6 Protocol Selection 

Quite commonly, it's desirable to be able to run both an insecure and a secure version of 
the same application protocol at the same time. If this capability is desired for a given 
protocol, there must be some way to differentiate between connections that are going to 
use the native (unsecured) and the secured version of the protocol. 

We have two requirements for parallel secure and insecure operation: first, we must 
be able to unambiguously distinguish secure and insecure connections. Second, secu­
rity-oblivious clients and servers must be able to interoperate correctly with security­
aware clients and servers. 
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The second requirement deserves a little explanation. Naturally, agents that know 
nothing about security cannot interoperate securely with agents that expect security. 
However, an attempt by one agent to use security with a security-oblivious agent must 
not break the oblivious agent. It's obviously permissible for an error to be thrown, but it 
should be an understandable error. 

One approach would simply be to have the server auto-detect based on the first 
bytes sent by the client. This approach depends on the SSL ClientHello and the applica­
tion protocol being sufficiently different that the server can distinguish them. This is not 
the case for all protocols. 

Moreover, even for situations where they are distinct, this approach requires the 
server to be able to auto-detect the difference. This requirement makes retrofitting SSL 
to an application protocol difficult because preexisting servers will not know about the 
SSL handshake and will therefore return errors, or stall, which can be worse. Although 
auto-detection might be acceptable (though tasteless) when designing a new protocol, 
it's completely unacceptable when securing an existing protocol. 

There are two common approaches to protocol selection: the separate ports 
approach and the upward negotiation approach. 

Separate Ports 
Most Internet protocols have what's called a well-known port. For instance, Telnet con­
nections are on port 23 and SMTP (mail) connections are on port 25. See [IANA] for a 
list of all the currently assigned port numbers. This means that traffic for that protocol is 
expected to arrive at the server on that port. The Internet Assigned Numbers Authority 
(IANA) controls registration of these port numbers, thereby ensuring that no two regis­
tered protocols can share the same port. Obviously, if two different protocols were to 
collide on the same port, we could encounter the sort of errors that we discussed in the 
previous section. 

A separate ports strategy, then, means that we assign a different TCP port to the 
secure version of the protocol from the insecure one. A server can figure out whether the 
connection is to be secure or insecure simply by seeing which TCP port the client is 
connecting on. It then knows whether to expect the SSL ClientHello or to start process­
ing the application protocol immediately. 

The separate ports strategy's main problem is that it doesn't scale well. The number 
of available ports is large (around 65000) but not infinite. If we define two ports for each 
protocol the number space will be depleted twice as quickly. Moreover, this sets a dan­
gerous precedent. Imagine that we wish to add some other new feature. Will we define a 
new port for it as well? Do we need to define a nonsecure and secure version of this new 
feature? The potential for combinatoric explosion is substantial. 

Upward Negotiation 
Normally, when we want to add new protocol features to an existing protocol, we find 
some way to introduce them into the existing protocol in a backward-compatible fash­
ion. Only when major protocol changes are afoot do we use a new TCP port. For 
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instance, in SSL we can add new ciphers quite easily simply by defining new cipher 
suite numbers and their associated semantics. The protocol automatically determines 
whether these ciphers are usable or not. 

Many other protocols allow for extensions of this sort. Therefore, it's natural to use 
these mechanisms to introduce security. In a typical such mechanism, one side will indi­
cate that it supports SSL and the other side will indicate that it wants it. The SSL hand­
shake will then occur and the rest of the application protocol will run over the secured 
connection. 

Figure 7 .1 shows a typical such negotiation in abstract form. In the first message, 
the client indicates that it's prepared to speak TLS. In the second message, the server 
agrees to speak TLS and tells the client to go ahead. In the next message, the client 
sends its ClientHello. The client and server complete the handshake and then the client 
sends the first application protocol message over the new TLS connection. This message 
is shown in italics to indicate that it's encrypted. 

Client 

◄ 

Hello (SSL Supported) 

Hello (Start SSL) 

ClientHello 

Rest of SSL Handshake 

First anp· t · · 
r . lCatwn protocol, nessage 

Figure 7.1 Upward negotiation to TLS 

Server 

... 

Upward negotiation requires that the protocol already have some mechanism for 
negotiating extensions. This is a common but by no means universal feature. If the pro­
tocol does not have such a mechanism, one will have to be inserted. Because the 
changeover to SSL happens during a normal protocol exchange, more care must be 
taken to ensure adequate security. No sensitive data should be passed until the SSL ses­
sion has been negotiated and clients and servers may need to be configured to operate 
correctly (and safely) if the other side rejects the switch to SSL. 
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Rule of Thumb 

In general, it's much easier to design and implement a separate ports strategy. If you're 
designing a protocol for largely internal usage or you're working with a protocol you 
can't change (not an uncommon case) use separate ports. The only time when it's really 
worth paying the design and implementation cost for an upward negotiation strategy is 
when you're designing for broad standardization. 

7.7 Reducing Handshake Overhead 

Recall from Chapter 6 that the primary performance cost in most SSL connections is the 
handshake. As an application protocol designer, the primary thing that you can do to 
reduce this overhead is to minimize the number of new SSL handshakes required by 
your protocol. 

If you're designing a new protocol, reducing new connections is a first-order consid­
eration. However, even if you're simply securing a preexisting protocol, it's important to 
bear it in mind. Some protocols (e.g., HTTP and SMTP) can process multiple transac­
tions over the same protocol connection. This is a good idea in general, but is especially 
important with SSL. 

7.8 Design Strategy 

So far, we've discussed the major design considerations in securing a protocol using 
SSL. This section provides a broad overview of the design steps you should be going 
through and the order you should be going through them. 

Identify your threat model. The first step in any security design is to figure out what 
sorts of security threats you're trying to protect against. You need to figure out the ways 
in which your data is sensitive. This procedure leads directly into the next step. 

Figure out what you want to secure. First, figure out which security services you wish to 
provide in the abstract. Next, figure out which ones you can provide using SSL and 
which ones will have to be provided externally. Now is the time to consider the possib­
lity that SSL is inappropriate for your application. 

Choose a protocol selection strategy. The first design decision you need to make is how 
to select secure versus insecure mode. As we've discussed, a separate ports strategy is 
easier to implement, but has some scalability problems. 

Decide how (whether) to offer client authentication. If your threat model involves 
authenticating users, you'll need to use some sort of client authentication. If your appli­
cation already uses username/password authentication, you may want to reuse this 
authentication model. Even if you choose to use certificates, you may want to leverage 
the username/password infrastructure for access control. 

Identify servers and provide reference integrity. The next step is to figure out how 
servers will be authenticated. Almost certainly this will be done with certificates, but the 
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important task is to figure out how to compare references with the identity in the certifi­
cates. This requires identifying what sort of references you have and arranging for the 
certificates to mirror them. 

Optimize connection semantics. Finally, you want to take a look at performance consid­
erations. At this protocol layer most of what you can do is arrange that the number of 
connections is kept to a minimum and that sessions are resumable where possible. 
Moreover, you want to make sure that closure happens correctly, both because this 
reduces rehandshake and to provide security against truncation attacks. 

7 .9 The Story So Far 

The first part of this chapter dicussed general strategy for securing protocols using SSL. 
In general, it's possible to do a very basic job of securing a protocol with little effort, but 
there are a number of important details that should be considered. As we've seen, failure 
to consider some of them leaves substantial security holes while others merely result in 
bad performance. 

The purpose of the first part was to provide an overview of the required tasks. The 
second part of this chapter discusses in detail various strategies for executing them. 
Most of the strategies that we'll discuss have been deployed effectively in one or more 
protocols and are part of the standard SSL design toolbox. 

7 .1 O Separate Ports 

The most popular method of operating parallel secured and unsecured servers is to use 
separate ports for each protocol variant. Implementing a separate ports strategy is trivial. 
You simply assign a new port to the secure variant of your protocol and arrange for your 
server to listen on both the non-secure port and the secure port. This can be imple­
mented by having one server process listen to both ports or one process for each port. 
There's no need to be able to distinguish SSL traffic from ordinary traffic, because any­
thing that comes in on the secure port must be SSL. Any insecure traffic that comes in 
on the secure port results in an error, as does any secure traffic on the non-secure port. 

The only tricky issue is arranging for the client to behave correctly. First, the client 
has to know to use SSL. Second, it has to know to go to the secure port. If the secure 
port is well-known then the choice of port may be obvious, but otherwise the client will 
have to be specially notified. Finally, the client needs to know how to behave if it can't 
negotiate a secure conection. Does it fall back to an insecure connection or report fail­
ure? We'll cover this issue a little later in the chapter when we discuss reference 
integrity. 

The primary advantage of this strategy is that it doesn't require any real modifica­
tion to the application-layer protocol. You need to describe its behavior over SSL but all 
the protocol commands stay the same. Moreover, extant unsecured implementations 
simply work as is. There's no risk of bizarre interactions between secure and insecure 
implementations because they never interact at all. 
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The primary weakness of a separate ports strategy is that it consumes TCP ports 
twice as fast as an upward negotiation strategy. This is of special concern because many 
protocol designers prefer well-known ports with numbers less than 1024. On UNIX 
machines, only processes with effective user ID of O (the root user) can open ports with 
port numbers smaller than 1024. Thus, receiving a packet from a port less than 1024 
was thought to imply that the sender had the permission of the root user. Similarly, con­
necting to a server on a low-numbered port is taken to mean that the server is officially 
sanctioned by the machine's owner because only a process owned by the root user could 
listen on that port. 

Obviously, in the face of the Internet threat model, this is a laughable distinction. 
It's trivially easy to forge packets with low port numbers. Moreover, many other operat­
ing systems do not enforce the low-port-number convention and there's no way to tell 
whether you're talking to a machine with such an OS or not. Nevertheless, many design­
ers have a sentimental attachment to low-numbered ports and worry about depleting 
them. 

Another problem with this strategy is that it requires modifications to some fire­
walls. Many packet filtering firewalls are set not to allow TCP connections except on 
specific ports. Such firewalls will have to be modified to support this strategy. Finally, if 
you're designing a protocol for IETF standardization, you should be wary of a separate 
ports strategy. As of this writing, the IESG was strongly encouraging protocol designers 
to use upward negotiation. 

7.11 Upward Negotiation 

An upward negotiation strategy uses the same port for secure connections as for non­
secure connections. This obviously has the advantage that it doesn't require allocating 
an extra port, eliminating the problems associated with that. 

Furthermore, upward negotiation adds an important new feature: automatic discov­
ery. Either the client or server can offer security, and if the other side accepts, then it can 
be automatically negotiated. By contrast, a separate ports strategy more or less requires 
the client to know that security is available. This feature adds substantial resistance to 
passive sniffing attacks. However, if not carefully implemented, it can make the protocol 
vulnerable to active downgrade attacks, as we'll see later. 

An upward negotiation strategy requires substantial modifications to the code on 
both client and server. If the protocol doesn't have a mechanism for adding extensions, 
one must be added. If it does, support must be added for negotiating security. This 
doesn't always work correctly the first time it's designed; the mechanism in HTTP, 
called Upgrade, had not really been used prior to its use for TLS, and some problems 
were encountered as a result, as we'll discuss in Chapter 8. 

Second, it's important to define the semantics of a failed handshake. Simply because 
both client and server support SSL does not mean that they support compatible cipher 
suites or keying material. If the SSL handshake fails, then the applications can discon­
nect and reconnect insecurely, try to continue with an insecure connection without 
reconnecting, or simply signal an error. The second approach requires being sure that 
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the network buffers on either side are in a well-defined state so that SSL data is not 
inadvertantly processed as application protocol data. 

Upward negotiation can come at a performance cost as well. When secure and inse­
cure protocols run over separate ports, then the first packet of data is the ClientHello. 
However, if upward negotiation is employed, then the client and server must first estab­
lish that SSL is permitted. This can take up to one round-trip time to establish (it might 
be less than one round-trip if you piggyback the SSL ClientHello on the first protocol 
message). 

Finally, although packet filtering firewalls do not need to be modified to support an 
upward negotiation strategy, the effect on application-layer firewall proxies is substan­
tial. Because the application-layer proxy must be able to recognize the upward negotia­
tion commands and get out of the way, this often requires not simply reconfiguration of 
the proxy but a change to the code as well. This can be a substantial deployment barrier. 

7.12 Downgrade Attacks 

Both methods of protocol selection are susceptible to an active downgrade attack. In this 
attack, the attacker convinces the client or the server that an SSL connection is not pos­
sible, thus forcing the parties to fall back and communicate via an insecure channel if 
they are to communicate at all. It's important to note that none of these attacks work by 
downgrading the SSL handshake itself. That's prevented by the digests in the Finished 
message. Rather, they work by making it appear as if it's impossible to negotiate an SSL 
connection. Thus, no SSL protocol measures can protect against them. 

Separate Ports 

The simplest attack to mount on a separate ports negotiation is simply to make it appear 
that the server isn't listening on the appropriate port at all. This is trivial to do for any 
attacker who can inject packets into the network. The attacker simply waits for the client 
to send the TCP SYN to open the connection and then forges an RST packet in 
response. There's no way for the client to detect that the RST came from the attacker 
rather than the legitimate server, so the TCP stack returns an error to the client code. 

Under normal circumstances this would be a simple denial-of-service attack and of 
minimal concern. However, the client's (or user's) behavior can make it something far 
worse. The problem is illustrated by many Web pages for secure servers. Such servers 
want to be able to support SSL but also don't want to deny non-SSL transactions. For 
instance, amazon.corn's Web server contains the following text: 

If you received an error message when you tried to use our secure server, sign in using 
our standard server. If you select the secure server, the information you enter will be 
encrypted. 

If the user follows these directions literally and clicks on the standard server link, an 
attacker can trivially force any connection to an insecure mode by simulating an error 
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when the user tries the secure link. The situation can be made even worse if clients auto­
matically fall back to insecure modes. In either case, the attacker has achieved much 
more than a denial-of-service attack. It's an active confidentiality and integrity attack. 

Naturally, this isn't the only way that an attacker can make it appear that an SSL 
connection cannot be created. Other options would be to forge a ClientHello with no 
cipher suites or a server alert claiming that the negotiation was impossible. 

Upward Negotiation 
Downgrade attack on a protocol that uses an upward negotiation strategy is a little dif­
ferent from one using a separate ports strategy, but the theory is the same. The attacker 
forges a message from the server ( or the client) indicating that it is unwilling to use 
SSL. This means that the attacker must be able to take over the TCP connection, but this 
isn't that difficult. Figure 7.2 shows the flow of protocol messages here. 

Client Attacker Server 

Hello (SSLN 
ot Supported) 

Hello (SSL Not supported) 

Hello (SSL Not Supported) 

rst ap lie . 
Protocol 

Figure 7 .2 A downgrade attack on upward negotiation 

As with the working upward negotiation example shown in Figure 7 .1, the client 
attempts to form a TCP connection to the server. However, this time it forms a connec­
tion to the attacker. In Figure 7 .2 we show the attacker connecting to the server posing 
as the client, but in many cases the attacker can just pose as the server. The client 
requests SSL but the attacker refuses. What happens next depends on how the client is 
configured. 

In many cases, the client will be configured to proceed without SSL if it can't nego­
tiate it. If all goes well, we'll opportunistically negotiate cryptography, but we won't 
worry if we can't negotiate it. In an environment where some but not all servers speak 
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SSL and the client has no prior knowledge about any server, this is the only sensible and 
interoperable way to configure it. 

However, when it's configured this way, the client is completely open to this down­
grade attack. As we show in Figure 7 .2, it simply proceeds with an ordinary transaction. 
Thus, opportunistic cryptography provides excellent protection against passive attack 
but little protection against active attack. One partial solution to this problem (recom­
mended in RFC 2487 [Hoffman1999a]) is to remember servers with which you have 
previously negotiated secure connections and insist on secure connections to them. This 
doesn't help when you're first encountering a new server, but it will protect against this 
downgrade attack against servers you've already contacted. 

Even if the server requires SSL, the attacker can often mount a downgrade attack by 
posing as the server to the client and proxying the client's requests. This will work as 
long as the client doesn't demand SSL. The only case in which the server can enforce 
SSL successfully is if it requires SSL and client authentication. In that case the attacker 
will not be able to pose as the client. However, this requires all clients to have certifi­
cates as well as to support SSL. The result will be that the vast majority of clients will 
not be able to connect, which is often unacceptable. 

Countermeasures 
As we've seen, both protocol selection strategies can be vulnerable to downgrade 
attacks. With a separate ports strategy, all it takes is a little user inattention for security 
to be completely lost. The fact that legitimate servers encourage manual downgrading as 
a response to error makes this attack even easier. 

When an upward negotiation strategy is being used, the situation is even worse. 
Under attack, the primary virtue of upward negotiation-automatic upgrade-becomes 
a weakness-automatic downgrade. Because references do not need to contain an indi­
cation that security is required in order to interoperate, it's quite common not to intro­
duce such references at all. As a consequence, there's no way to automatically enforce 
security, leaving the protocol completely open to a downgrade attack. 

There are two countermeasures required for this sort of attack, one technical and 
one social. The technical measure is straightforward; references to servers must include 
the fact that it is a secure site and some minimal expectations about what sorts of con­
nection you can negotiate. The fact that SSL protects its negotiation provides some 
assistance here. If you can connect to the site and verify its certificate, then you can be 
sure that you have not been subject to a downgrade attack. 

The social problem is harder. Users and programmers must be taught not to make 
insecure connections when secure connections fail. If you see a reference that indicates 
security, it's almost certainly not safe to reference it insecurely. This sort of behavior is 
difficult to teach users, but without it systems are ridiculously vulnerable. 
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7.13 Reference Integrity 

The goal of reference integrity is to ensure that the server that you're connecting to is 
the same one that the user (or the program acting for some user) intended to connect to. 
This is a difficult task for several reasons. 

First, the identities that servers present (distinguished names in certificates) aren't 
very user-friendly. More important, users aren ' t very motivated to pay attention to the 
identity of the servers they're connecting to, so the process has to be automated. Finally, 
many attempts to make software more user-friendly have resulted in representations of 
identity that are inherently difficult for software to parse. For instance, it's very easy for 
software to match domain names. However, software is increasingly hiding the domain 
names in favor of "Internet keywords," the name of the Web page, or a user's personal 
name. These name forms are much more difficult to map to domain names. 

The overriding requirement for reference integrity is that there be a chain of trust 
between the identity that the application layer expects and the application layer that the 
certificate presented by the server. Optimally, this would consist of a single link: the 
identity in the certificate would match the application-layer identity. Unfortunately, this 
is only possible in some cases. 

Failing that, the application-layer identity must be securely linkable to some other 
identity form. This identity form must in tum be linkable to a third identity form. This 
process continues until the identity can be compared to the server's certificate. Natu­
rally, if this chain is at all long, it must be mechanically verifiable; users simply will not 
take the time to verify it. The major alternate forms we need to be concerned with are IP 
addresses (i.e., raw network addresses), alternate DNS names, and human readable 
names. 

IP Addresses 
As we discussed in Chapter 5, the requirement for a chain of verifiable identities is why 
certificates generally should not contain IP addresses. In general, DNS does not provide 
a secure way of mapping names to IP addresses. Secure DNS [Eastlake1999] provides 
some promise of fixing this problem but deployment has so far been underwhelming. 

As a special case, if application-layer identities are expressed in terms of IP 
addresses, it's acceptable for certificates to contain IP addresses, because they can be 
securely compared. However, in general this is bad practice for several reasons. First, IP 
addresses are often obtained by dereferencing DNS names using nslookup or some 
similar tool. As we've just said, that's insecure. Second, they're subject to renumbering 
both when service providers change and when configurations change, so they may not 
be as persistent as domain names. It's difficult for users to know when such renumber­
ings are legitimate and when they are not, so they are easily tricked into accepting 
spoofed connections. 
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Alternate DNS Names 
Mapping domain names to IP addresses is not the only situation in which DNS insecu­
rity comes into play. For a number of reasons, it's common for a single DNS name to 
map to a number of other DNS names. The two most common cases are CNAME and 
MX records. CNAMEs are usually used to provide a layer of indirection between a pub­
lished name and a machine's actual name. MX records are used for e-mail routing, and 
we'll discuss their special problems in Chapter 10 where we discuss SMTP. 

Two of the most common uses for CNAME records are simple aliasing and load bal­
ancing. Imagine that you run a very small company which is big enough to want its own 
Web site but not big enough to run it yourself. Instead, you farm that job out to your ISP. 
Nevertheless, you'd like your customers to be able to refer to your company's Web site 
by your company name, like so: www. example. com. In actuality, though, this 
machine is run by your ISP and it already has a name: webl. isp. com. A CNAME 
provides an alias between these two names. 

CNAME stands for canonical name. The idea here is that webl. isp. com is the canoni­
cal name of the machine and the CNAME record contains the canonical name. 

Now when customers enter www. example. com into their browser, it automatically 
detects that it really needs to talk to webl. isp. com and so looks up its address and 
connects to it. If the ISP decides to move the Web site, it simply changes the target of 
the CNAME. Better yet, if you decide to host the Web site yourself, you just change the 
CNAME to point to the machine you're hosting it on, for instance server. exam­
ple. com. 

Now, imagine that your load gets so high that your single machine can't handle it 
any more. CNAMEs help here too because you can arrange for the name server to return 
a different CNAME every time, thus sharing the load between multiple servers. 

Whenever we have this form of indirection, we need to carefully consider which 
name should appear in the certificate. From a security perspective the answer is clear but 
from an operational perspective it's difficult. Because DNS lookups cannot be trusted, 
it's not possible to create a chain of trust from the name www. example. com to any of 
these names pointed to by CNAMEs. Thus, the address that appears in the certificate 
must be www. example. com. 

Unfortunately, using the original name (the CNAME) in the certificate is opera­
tionally problematic. In the case where the ISP is running your Web server, this would 
require them to obtain multiple certificates (one for each customer) or a single certificate 
with multiple aliases (multiple Common Names or subjectAltNames). In the case where 
you're running multiple servers, you'll need to share your certificate (and private key!) 
between all of those servers, thus increasing your security risk. 

In the Web context, a common fix for this problem is to have an opening page that is 
accessible via HTTP only and have that point to a secure server using a URL that 
matches the ecure erver's one certificate. So, in this example the link that actually 
take you to the secure erver might be a link to https: / /securel. isp. com. Of 
course thi sort of mismatch between URLs and the user's expectations has its own 
security issues which we'll take up partially in the next section and more in Chapter 9 
when we discuss HTTP over SSL. 

Ex.1015 
Askeladden, L.L.C. / Page 262 of 532



Section 7 .14 U semame/Password Authentication 235 

Human Readable Names 

The final form of identity to consider is human readable names. Many application proto­
cols and clients provide references to users that are in themselves representative but are 
nearly meaningless to the software. For instance, it's very common for e-mail clients to 
display user's names instead of their e-mail addresses. Similarly, users who view data in 
Web browsers often look at the title of the document or the content of a link rather than 
at the underlying URL. 

Since this data is not securely bound to the server's certificate, it forms an inade­
quate basis for trust. Occasionally, an implementation will have access to a trustable 
database that maps these names onto network names. (Even Secure DNS would not do 
this, however.) Then and only then can these names be trusted. Otherwise, users need to 
be presented with the opportunity to view the identity that was verified in untranslated 
form. Only then can full security be provided. 

7.14 Username/Password Authentication 

As we stated previously, authenticating users (and clients) presents a difficult problem. 
From a security perspective, it would be ideal to simply deploy certificates for every 
client we wished to authenticate. However, this presents deployment problems in many 
situations, so it's important to have other options available. 

Username/Password 

The most obvious (and commonly used) approach is simple passwords. As we stated 
earlier, transmitting passwords over SSL removes the major problem with passwords­
passive sniffing attacks-but it still leaves open some other more difficult (but still pos­
sible) forms of attack. 

There are three major types of attack worth considering. First, note that the security 
of the channel depends on the client forming a secure connection to the right server. 
This means that the client must carefully check the server's certificate. If this check is 
not performed the channel is subject to a man-in-the-middle attack and the attacker can 
recover the user's password. 

A second variety of attack is a password guessing attack. As we said in Chapter 5, 
users often choose very poor passwords (see [Klein1990]) such as their usemame, first 
name, date of birth, etc. Such passwords are easily guessed. Therefore, an attacker can 
simply initiate a connection to the server and try each of these easily guessed passwords 
in sequence. Such an attack might not succeed with any given user, but if there is a large 
user base, the probability that at least one user will choose a bad password is high. 
There are a number of somewhat effective countermeasures against password guessing, 
including proactive password checking, limited tries, and slowing down each password 
check (to make guessing more time consuming), which we will not discuss here. 

A final weakness with passwords is that they're transferable. When you authenticate 
to a server you give it your password. If you've used the same password on multiple 
machines (many users do) then any one of these servers can impersonate you to another 
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server. As you can see, although passwords are better over SSL than in the clear, they 
still have substantial weaknesses. 

7.15 SSL Client Authentication 

The other obvious approach is to use certificate-based SSL client authentication (SSL 
doesn't have any other kind of client authentication). This approach doesn't have any of 
the weaknesses we've just described for password-based authentication. In particular, 
there is no way that an attacker can use the attacker's client authentication information 
to impersonate the client-although it is of course possible for an attacker to trick the 
client into making an authenticated request for the attacker. 

As we've said, the primary problem with certificate-based client authentication is 
operational. Each client who can authenticate needs to be issued a certificate. Moreover, 
in most cases you still need to maintain a user list on the server side, both to support 
access control and to support user deletion. 

Certificate Issuance 
The primary problem with issuing certificates is arranging to authenticate users before 
you issue them certificates. For obvious reasons, if you really want to map a person's 
physical identity to a certificate, you can' t issue certificates online but rather have to see 
them physically. However, in most circumstances a weaker form of authentication will 
suffice. For instance, users might be required to provide a credit card number. 

Once you've authenticated users, you need to arrange that only that user can get a 
certificate with that user's name. One straightforward approach to certificate issuance is 
to issue temporary passwords through some out-of-band mechanism. For instance, in a 
corporate setting, you might simply call them on the phone to deliver the password, thus 
providing authentication of a sort and password security in one. The password is then 
provided along with the certificate request (encrypted under an SSL connection, natu­
rally). Note that if you already have a usemame/password-type infrastructure in place 
you can simply use those passwords to transition to certificates. 

Access Control 

In some circumstances merely knowing that a user has a certificate is enough, but in 
most cases administrators want to be able to provide different levels of access to differ­
ent classes of users. A number of approaches have been described for embedding this 
information in certificates. [Blaze1999] and [Ellison1999] describe two such systems. 
However, in most cases it's simpler to maintain Access Control Lists (ACLs) that 
describe the actions permitted for each certificate holder. The primary advantage of this 
approach is that permissions can be changed simply by changing ACLs without issuing 
any new certificates to the clients. 
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This approach has the virtue that it permits you to have a mixed certificate and pass­
word infrastructure. In order to do this, all you need is a function that maps users 
authenticated via certificates to users in the usemame/password infrastructure. 

Figure 7.3 shows a simple system that uses this approach. There are actually two 
types of lists: a user list (which also stores passwords) and ACLs. Normally, there would 
be one ACL for each object in the system, but we've shown only one for simplicity. In 
this infrastructure, Alice can authenticate by either password or certificate, Bob can 
authenticate by certificate only, and Charlie can authenticate by password only. ACL 
entries then refer to entries in the user list. 

Alice's 
Certificate 

Bob's 
Certificate 

User List 
User Password 
Alice <alice's password> 

Bob <none> 
Charlie <charlie's password> 

Access Control List 
User Action 
Alice permit 

Bob deny 

Charlie permit 

Figure 7.3 A mixed password and certificate infrastructure 

Note that you can allow such users to authenticate by either method or flag users 
with certificates in such a way that password authentication is not allowed. The primary 
problem with this approach is that it requires user data to be maintained in two loca­
tion : the access control list and the CA. Thus, to create a user you have to both issue a 
certificate and modify the user list. Naturally, these databases can get out of synch, caus­
ing maintenance problems. 
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