EAST Search History

or upshift$3 or downshift$3) with
i(stream$3 or (video with strem$3))

il SRR IRRRRINe,
"709"/230-234.ccls. and (upconvert®3;

H

~|2000/02/09:

17:21

or upshift$3 or downshift$3) with
i{stream$3 or (video with stream$3))

s a2 ok (poomaiss S

{real near2 network).as

zonwuzfua'

122

EGG’QHJZ" ﬂg
17:32 :

1530

1142

....................

H(sure-stream or sure adj stream ar

fisurestream)

;EDDB!DE!UE
17:35 :

if sure-stream or surestream)

200/02/06
17:35 :

200802105,
17:37

1533 |

"7054248".pn. and surestream

(2009102106
7:37 |

"7408527" pn.

2009/02/09;
18:01

1855

{{{mulhple or piuraJIi].r or man',r or
: tthree or two) near5 (version or

USPAT,;

EDUEL"DZ"DE
18:02
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EAST Search History

format$4 or copies or cop$4))) same | '

(stream$3 or (video with straam$3}]
Sdme servear

{((multiple or plurality or many or
three or two) nearS (version or

format$4 or copies or cop$4))) same |

(streams3 or (video with stream$3)) |

same server and708/230-234.cals.

..............................

EHDEL" 02/09:
18:03

07 |

{{{multiple or plurality or many or
three or two) neard (version or
format$4 or copies or cop$4))) same
(stream33 or (video with stream$3)) |
same server and708/231.ccls.

e

LA A At Pl At Pt At

2009/ DEH}Q'
18.03

{1855

"{{{multlple or plura]lty or rnany or

three or two) nearb (version or
format$4 or copies or copl4))) same |

H(stream$3 or (video with stream$3)) !
iisame server and709/231.ccls. and
Hdad< "20040430"

izcrusmzrus'
i18:08 i

({{multiple or plurality or many or

Hthree or two) near5 (version or
Hformat$4 or copies or cop$4))) same |

,_{stream$3 or {video with stream$3)) |
ilsame server and (709/231.ccls. and
{@ad<"20040430")

[2006/02/05,
118:04

1S40

Lrasa Lt

539 and {upmnuens.a or upshlftﬂ:‘ﬁ or
iidownshift$3) with (stream$3 or
H{video with stream§3))

i ]

ECIU'E! 02/ 'EI'Ei
18:08 i

ni b

11539 and (upconvert$3 or Llpshift$3 ur'f
Hdownshift$3)

i12009/02/ IDE!
18:08 :

[sa2 121

H{l ((multiple or plurality or many or
iithree or two) nears (version or

iformat$4 or copies or cop$4)))
iisamed (stream$3 or (video with
Histream$3)) same server and
i{?ﬂEIEM cols. and

_H@ad<"20040430")

l2009/02/09!
119:25

{{(Gynamically neard chang$4) with
H{({multiple or plurality or many or

’ three or two) near5 (version or
ifarmat$4 or copies or cop$4))))
ilsamed (stream$3 or (video with
iistream$3)) same server and

E [708/231.cols. and

2008/ 02/ DE
19:30
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EAST Search History

((dynamically near3 chang$4) with
(((multiple or plurality or many or
three or two) near5 (version or
format$4 or copies or cop$4)}))
samed (stream$3 or (video with
siream$3)) same server

2009/02/09:
19:31 i

{(dynamically) with ({{multiple or i
plurality or many or three or two) |
inear5 (version or format$4 or copies |
or cop$4)))) same3 (stream$3 or

i{video with stream$3)) same server

1546

H((dynamical) with (((multiple or
iplurality or many or three or lwo) ;
inear5 (version or format$4 or copies |
ifor cop®4)))) same3 (stream3$3 or
[video with stream$3)) same server

i
i
i
]
i
i
it

Jrsmapmzmon 1

2009/02/09]
19:33

2008/ 02/09:
19:34

7

i (dynamicss) with (((multiple or
Hplurality or many or three or two) i
finearb (version or format$4 or copies |
flor cop$4}))) same3 (stream$3 or E
Hvideo with stream$3)) same server :

{2009/ 02/08:
19:34 :

I8

1547 not 45

..........................

2000/02/09;
18:36 ;

782

H(((multiple or plurality or many or |
iithree or two) near5 (version or :
(format$4 or copies or cop$4))) :
fisamed (stream$3 or (video with '
iistream$3)) same server and |
{(@ad<"20040430") |

wanial A e L e et it et

L —

T —

112009/02/09
l19:45 |

1146

avrribvsana v ey FINFINFIE I BT FanRE IR aY MMM b by

;"{{{multiple or plurality or many or

ithree or two) near5 (version or '
siformat$4 or copies or cop$4))) g
iisamed (stream$3 or (video with ;
istream$3)) same server and
| @ad<"20040430") and ((dynamic$5

Hlor automatical®s) near3 (upshift$3 or
downshifts3 or upconvert$3 or !
sidowncovnert$3 or chan$4)) i

wwwwwwwwwwwwwwwww 7

12009/02/09;
19:56 :

1561

178

l(((multiple or plurality or many or
ithree or two) nearb (version or

: format®4 or copies or cop$4)))
isamed (stream$3 or (video with
ilsuaam%}} game server and !
i( @ad<"20040430") and ((dynamic35 |
ilor automatical3s) near3 (upshifts3 or

iidownshifts3 or upconvert$3 or

1
|
1
1
:
1
1
:
:
1|
|

iidowncovnert$3 or chan$4)) and

1

i/2009/02/08:
19:58

!
1
i
1
:
1
i
1
i
i
i
1
i
J_
1
1
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EAST Search History

- -

| e ———ty

1552

{29

ML e i

(({multiple or plurality or many or
three or two) nears (version or
format$4 or copies or cop$4)))
same3d (stream$3 or (video with ;
stream$3)) same server and
{(@ad<"20040430") and ((dynamic$5 |
or automatical3s) neard (upshift33 or |
downshifts3 or upconvert®3 or
downcovnert33 or chan$4)) and
"709"/230-234.ccls.

Us-PGPUB; |
IILISPAT: :

FPRS; EPO: |

PO,

DERWENT; |
{IBM_TDB |

2009/ DE!IDQ
20:01

"709""/230-234.ccls,

....... o,

2008/02/09;
20:02 :

i multi-rate and (stream$3 or (video
gwith stream$2)))

{2009/ 02/ ns
20:04

e imrsm e den

f.i{mult! rate and {s*tream:iﬂ or {wden i
Hwith stream$3))).ti. '

?

EDUEF DZ" DE
20:04 ;

6

[("20020174434" | "20030067872" |
{°20040030797"). PN,

520u9mar1 1'
14:44 :

1557

CaoGaorraior | 200o0067e7e | ";

120040030797%) PN, or
{("20020073167" | "20050123058" |
1"20070024705" | "20080028428" |
{20080056373" | *6091775" |
"6091777" | "6510553" | "6731600" I
1"6732183" | “8968387" | *7075986" ||
1'7349976").PN. ,

"~ [2008/02/17;

14:45

21

857 and (stream$3 or (video with
Hstream$3) )

l2009/02/11:
114:45

S&? and {siream$3 ar {wdeu with
stream$3)) and ((plurality or many or
multiple) nears (version or farmat or
cop$3))

EUUQJ'UE."H
14:46
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EAST Search History

En

857 and (stream$3 or (video with

cop$3 or quality or (high and low)))

stream$3)) and ((plurality or many or |
imultiple} nears (version or format or |

...................

.......

2009/02/11;
14:47

561

1670510

{plurality or many or three or two or
multiple) nears (file or cop$3 or
version or format®2 or compress:s)

L1

2000/02/11]
14:51 !

S62

662

((plurality or many or three or two or
multiple} nears (tile or cop®3 or

dversion or format$3 or compress$h))
Hwith ((automatic$4 or dynamic$s)
iinearb (switch$2 or changs3 or
ilupshift$3 or downshift$3 or

2009/02/11:
14:52

€72

{562 and *709°/$8$.ccls.

Ezunsmzm
115:02 :

1565

Ej?

1562 and "709"/$8$.cdls. and

{@ad< "20050408"

EGDQ!DE" 1 1 i
15:05 :

IS62 and "709"/230-234.ccls. and
| @ad< "20050408"

DERWENT; |
1BM TOB

12009/02/11
115:08

1s67

424

H{(plurality or many or three or two or
imultiple) near5 (tile or cop$3 or
iversion or format$3 or compress$s))
iwith ((automatic$4) nearS (switch$3
tor chang$3 or upshift$3 or
idownshifts3 or upconvert®3 or
\downcorverts3))

et Junonassnssss s f L

US-PGPUE; |
USPAT;

2009/02/11;
15:07 |

1425

H( (plurality or man:,r or three or twn or
;.mulnple] near5 (file or cop$3 or
iiversion or format$3 or compress$s or
Hbit adj2 rate or bit-rate))) with
{(automatic®4) nears (switch$3 or
chang$3 or upshift$3 or downshift$a
or upconvert$3 or downconvert$3))

~2009/02/11:

15:08

1
1
1
i
1
1
1

Is69

?5

568 and "709"/230-234.ccls. and
(@ad< "20050408"

2009/02/11!
15:09

file:/ I  sersindonabed /T ocumeniz/e-Red % 20Folder/] 1 16TRIEASTSearchllistory. 111 16783 _AccessibleVersion.him] 703172014 1:20:29 AM|

Ex. 1018-1505




EAST Search History

Thnmassnd davs s v s v s

............................

(stream$3 or {video with stream$3))
and ((plurality or many or multiple)
inearB automats)

12 I

Us-PGPUB:

T

15110

1571

{stream$3 or (video with stream$3))
and ((plurality or many or multiple)
ineard automat$s)

H

I

N 2009;02;11

15:10

572

{08

{tham$q or (video with straam$3]lﬁ

“_n{straam$3 or (video with stream$3))

Hand ((plurality or many or multiple)
g‘nearnl automat®s) and 709/231.ccls.

tfand ((plurality or many or multiple)
iinear4 automat$5s) and 708/231.ccls.
tiand (upshift$3 or downshift$3 or
Hupconvert$3 or downconvert$3)

3

*20{}9;{}2;11
15:11 :

115000/02/ 11
1511

i(stream$3 or {wdeo with stream$3}]|
iiand ((plurality or many or multiple)
iinear4 automat$s) and 709/230-
i1234.cols. and (upshift$3 or
iidownshift$3 or upconvent$3 or
sidownconvert$3)

&

EGDBIDEIH
1512

Ists

[5236

ssnmat s s o sl B

1709/231-234.ccls.

“[5008103/ 11

15:12

T

{4485

[700/231-23d.cds. and
{@ad< "20050408"

EEGEI'BJ"UEH*I'
1512 5

{891

#4576 and ((multiple or plurality or
many or three} nears files)

EE]UBJ"UE."H
15:12

[s78

5ot

S?E and {{I'I‘luliiple ar plurﬂ”i}r -
{many or three) near3 files)

EUDE-L'DE,"H
1514
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EAST Search History

|FPRs; EPO; | :
PO |
{DERWENT; | E
TR AEMTED 3o N

S79 1233 S76 and ((multiple or plurality or ~ {{US-PGPUB; {OR HON 2009/02/11;
imany or three) near3 copies) HUSPAT; 15:14 :
HUSOCR;, ¢ i i

FPAS; EPO; | i

PO, : i

{DERWENT,; | i :

............... . T —— e BMLTOB
S80 i1 S76 and ((multiple or pluralrty or  {US-PGPUB; {OR HON 2009/ 02/11;
many or three) neard copies) near5 [LISPAT; : ! 15:15 :
(encod$3 or bit-rate or qualilty) HUSOCR, ! : :

{FPRS, EPO; | E

PO, : E

{DERWENT; : :

Ly

S81

1576 and ((multiple or plurality or
Eimany or three) near3 (copies or
iifiles)) near5 (encod$3 or bit-rate or
gqualilly}

2008/02/1 1
#15:25

e imrsm s den

imany or three) near3 (copies))with
il encod$3 or bit-rate or qualilty)

------------------------------------

isaz ;s:r'a and ((multiple or plurality or HOR ON  1/2009/02/11;

15:27

83 |

S?E and {{mulhpre or pluraht}r or
iimany or three) near3 (copies)) with
iilencod$3 or bit-rate or qualilty)

EUDEL"DEH‘I'
15:27 :

iimany or three} near3 (copies))

233 {576 and ((multiple or plurality or  JUS-PGPUB; | ON  {2009/02/11;
USPAT, 528 |

1576 and ((multiple or plurality or
imany or three) near3 (copies)) nears
;{Dil adj3 rate)

i
i

12009/02/11.
165:28 :

i
i

@ad< '2G0504=DB“ and ((multiple or
iplurality or many or three) neard
|{mpies}} near5 (bit adj3 rate)

Rt i il

2009/02/11:
15:29

i
]
i
]
i
]
i
i
i
]
i

i{dﬁ"nﬂlﬂlﬂ neﬂf5 SIFEam:;a} tr

[uapepua T

:;F.(.m. kiAot

[2008/02/ 17,
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EAST Search History

15:32

g

ON 2009/02/11;

1566 [169  |(dynamic near5 siream$) ii. and  |JUS-PGPUB; JOR
i 15:34

(@ad-< "20050408" {HUSPAT;

3
ey

Is89 m (dynamic near5 stream$3).ti. and Eusraapus 1OR 1ON 2009/02/11;

@ad<"20050408" and 709/230-  |USPAT; | 15:34
5 234, ccls. HUsoCR; £ g
i #FPAS; EPC;
; PO : :
| DERWENT;

| U — ww e MUz R T—— .
90 2 [5832300".pn 1US-PGPUB; JOR HON gzaumuzmj

{USPAT; | 15:40

3231}9!02.*11
H15:41 ;

E
e

Iso1 1o [(dautomatic$4 near5 stream$3) ti. |US-PGPUB; |

hasmsnamsee lsnsnsmansnsnad huss oo snnenane sesa s s mees msmsnsssna s s sans s s e nass Genansnansst bnsnenssenannes dassassasususod heus e o oecad

592 326 ll(automatic$4 near5 stream33).ti.  |US-PGPUB; {jOR HON 52%9“3'?“1
{UsPAT, | 1541

| e G o3

: ,_ i[2000/02/11}
JUSPAT;, | i115:42 ’

% |
si2
g
g

1993 241 {@ad<"20050408" and S92

..................

S04 o {{automatic$4 near5 stream$3 with  {{US-PGPUB; {OR HON iznumnz*n
{(upshif$3 or downshif§3 or HUSPAT, 15:43 :
i Hupconvert$3 or downconvert$3)) ti. | :

12008/ 02/11;

{automatics4 near5 stream$3 with US-PGPUB; |OR HON
: i15:43

(upshifts3 or downshiit$3 or LISPAT;
upconvert®3 or downconvert$3)).ti. USOCR;

Bkl o Pl i it Pl ok ol P i
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EAST Search History

(automatic$4 with stream$3 with
(upshift$3 or downshift$3 or
upconvertE3 or downconvert$3)).ti.

2009/02/11:
15:43

downconvert$3)).ti.

iistream$3)) ti. and (automatic$4
ineard switch$3 neard different neard
Hquality)

[( stream$3 with (video with

I
I
I
I
I
I
1
I
I

“2000/02/ 11,
15:59

e M T DB S
( stream$3 with {upshift$3 or ON euugmzm
downshifts3 or upconvert$3 or HUSPAT; 15:43

1555

H( stream$3 with (video with
Histream$3)) and (automatic34 neard
Hawitch®3 neard different neard
Jquality)

(5100 {1081374

i
|
|
|
|
|
|
i
i
1
|
| [ :
|
|
|
i
{
1
|
|
|
|
|

Istream$3 or video)

i{dynamic33 and switch$3 and

..........................

2009/ 02/11:
15:52 ;

Boosi087 11
15:57

[271819

i(dynamic33 and switch§3 and
Hstream$3 or video).ti.

L C—

T —

{2009/02/11:
15:58 i

iIs102 o

;‘{dynam@a and sw+td'|$8 and
istream$3 and video).ti.

ED’CI'E.."DEH‘I_
15:58 :

(dynamic$3 and switch$3 and
H{stream$3 and video)).ti.

.........................

(dynamic33 and (switch$3 or shivi$3
or upshift$3) and (stream$3 and
video)) .ti.

...................

EUUQJ'UEH‘I
15:59

5009/02/11:
15:59
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EAST Search History

S105

H(automatic$4 and {swltgh%ur
shivt$3 or upshift$3d) and (stream$3
and video)).ti.

L

£l

“12009/02/11:

15:59

i {aummatm:;aand{mﬁghﬁgr

shift$3 or upshift$3) and (stream$3
jand video)).ti.

i

.............

7 [i08

ifand video))

(automatic$4 and {swutch$3 ar
ushifts3 or upshittd3) and (stream§3

“l2009/02/11:

15:59

“12009/02/11 1

16:00

E{autumatlﬂ“éﬁﬁ {5w1tm$3 or .
iishift$3 or upshift$3) nears {streamm

iiand video))

i

T I | T i...................... eI, ——

2009/02/11:

16:02

Hi{automatic$4 near5 (copies or files or |
versmns} nears (stream$3 and
Edeu]l]l

{2009/02/1 1
16:02 :

{multiple or many or three or
splurality) near5 ((files or version)
Inear5 (quality or bit-rate or bit adj

..........

Himultiple or many or three or
Hplurality} nears ({tiles or version)
iinearb (guality or bit-rate or bit ad
Hrate))

..........................

Furamranrantananananng

2008/02/11:
16:03 :

112008/ 02/1 1
16:04 :

s112 {37

S111 and 709/230-234.ccls.

12000/02/11;
16:04 |

.............

{108249

i{multiple or many o three or
Hplurality) near5 ((files or version))

EDGB!DEJ’H
16:10 '

18114

5113 and 709/230- 234 ocls.

E’UGQI'DEH‘I
16:11

18115 {1038 5113 and 700/230-234.00s. and  [USPGPUB, [OR [oN ;5565}1557?'
I @ad< "20050408" IUSPAT; : et

file:/ I  sersindonabed /T ocumeniz/e-Red % 20Folder/] 1 16TRIEASTSearchllistory. 111 16783 _AccessibleVersion.him] 703172014 1:20:29 AM|

Ex. 1018-1510




EAST Search History

DERWENT; !
|BM_TDB

P P P P P e e e

11

5113 and 700/230-234.cds. and
{upshift$3 or downshift$3 or
upcavert$3 or downconvert$3)

..................

1

20095133*11?
16:12

5117

5113 and 709/230-234 ccls. and

{(upshift$3 or downshift$3 or

upcoverts3 or downconverts3) with
(quality))

i
i
i
i

ek R i R AR

e

LA A At Pl At Pt At

2009/02/11.
16:14

ISICY

E_?GEIIEED 2234 cols. and ((upshift$3 or
iidownshift$3 or upcovert$3 or
sidownconvert$3) with (guality with
idivideo or stream$3)))

4

§2cru9mw11
16:14

H((upshifts3 or downshift$3 or
Hupcovert$3 or downconvert$3) with
HHquality with (video or stream$3)))

...........

gaougfﬂan
:16 4[5 %

15120 50419

.................

{imicrosoft.as

2009/02/11!
16:15 :

snifen

ap

2009/02/1 1
16:16 :

[st22 {650

Imicrosoft.as. and (stream$3).ti. and
|@ad<"20050408"

Il2009/02/11:
i116:16

E’mlcrusofi as. and {streﬁmiﬁa wlth
Hquality).ti. and @ads< "20050408"

20&9!'02!11
16:17
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EAST Search History

[s124

(automatica$3 near5 swilch$3 near5 |

or version))

(different nears qualit$s) nears {h[es

...................

.......

2009/02/11;
168:19

15125 o

or version))

l{automaticds neard switch$3 nearb
(ditferent nearb qualit$s) nears {hlee

2000/02/11]
16:20 !

[s126 1o

(automaticFs nears switch$3 nears
((ditferent nears qualit3s) nears {fleS:
or version)))

2009/02/11:
16:20

15127

il (automatic$s near5 (switch$3 Ur
iupshifi$3 or downshift$3 or
sdupconvert$3)) with ((different near5
Houalitss) nearb (files or version)))

Ezunsmzm
i116:20 :

5123

M (automatic$s nears (switch$3 or
ilupshift$3 or downshift$3 or
iupconvert$3)) with ({qualit$s) nearb
Hi{ files or version)))

EGIDQJ" 02/1 1 i
16:22 :

{"20050262257" pn.

2009/02/13!
17:34 :

Is130

"20080262257".pn.
average)

and (ration or

A A Ak o R L B 8 0 0 0 8 0 0 0 A B B A S K LA K I A1 B LRk LSk LSk LSk Lak ek b

{2009/02/13:
17:38 :

|| 20050262257".pn.
laverage)

and (ratio or

(SE

["20050262257" pn.
iisubparts)

and (sub-parts or |

{{2009/02/ 13

i17:39

1
1
1
i
1
1
1

2009/02/13]
17:39 '

]
i
i
]
i
]
i
i
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EAST Search History

"20050262257".pn. and (safe$3)

............................

2009/02/13!
17:43

-----------------------------

5134

"2002174434" pn.

AN ARttt B

I

2009/ 02/ 13

17:48

15135

Thnsma s

"20020144276" pn.

200201 ?4434' pn
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Uniten States PATENT AND TRADEMARK OFricr:

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address ODMMISSIONER FOR PATENTS

P, B 1450

Alcxausbis, Virgisis 223131450

WAL R

NOTICE OF ALLOWANCE AND FEE(S) DUE

11024 TSiH} NES1 214 | FRRE |
Ingrassia Fisher & Lorenz, P.C. (DISH Digital) DONABED, NINOS
7010 East Cochise Road
Scottsdale, AZ 85253 | ART 1INIT PAPER NIMBER |

2444

DATE MAILED: 08/1 272014

APPLHATHON NO FILING DATE FIRET NAMED INVENTOR ATTORNEY DOCKET NO COMFTRMA TN MO

101/116,783 (4 2R 2005 R Divew Majon e 004 (P 2004-04-01 1) 5515
ITTLE OF INVENTION: APPARATUS, SYSTEM, AND METHOD FOR ADAPFTIVE-RATE SHIFTING OF STREAMING CONTENT

APPLN, TYPE | ENTITY STATUS | 1SS1/E FEE DUE PUBLICATION FEE DUE IE’RFZ‘-". r-,umsa:'Em_-‘] TOTAL FEES) DUE | DATE TATE |

onpovisionl SMALL SARD S S0 SAR0 L1204

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF TI[I‘i NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED.  TILS

3 TENDED. SEE 35 US.C, 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. [IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), TIHE RETURN OF PART B OF TIIS FORM
;ﬂ;l:.l. BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
MUE.

HOW TO REPLY TO THIS NOTICE;

L. Review the ENTITY STATUS shown above, IF the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
cntity status still applies.

Il the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 12 the amount of undiscounted fees, and micro entity fees ane 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your 1SSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Trunsmittal should be completed and an extra copy of the form should be submitted. 11 an equivalent of Part B is liled, a
request o reapply a previously paid issue fee must be clearly made, and delays in processing may oceur due to the difficulty in recognizing
the paper as an cquivalent of Part B,

1. All communications regarding this application must give the application number. Please direct all communieations prior (o issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Ullity patents issuing on applications filed on or after Dece. 12, 1980 may require payment of
maintenance fees, It is patenice's responsibility to ensure timely payment of maintenance fees when due,

Page 1 of 3
PTOL-85 (Rev, D2/11)
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
PO, Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be wsed for transmitting the 1SSUE FEE and PURLICATION FEE (if nu]uin:dh!i]mi:s I thraugh 5 should be completed where
appropriate; All further comespondence including the Pateat, advance ooders and notification of maintenance fees will e mailed wo the current cormespondence address as
indicated unless comected below or directed otherwise in Block 1, by (a) specifying a new cormespondence address; andfor (b) indicating a separate “FEE ADDRESS" for
maintenance fee notifications.

Wote: A certificate of mailing can only be used for domestic mailings of the
Feefs) Transmittal. This certificate cannot be used for any other ACCOMPANYing

CURRENT CORRESPONDENCE ADTYRESS (Notes Use Black | for amy change of address napers. Fach additional paper, such as an assignnent or formal drawing, must
h:wc' its own certificate of mailing or transmission.

Cerlificate of Mailing or Transmission

”“Id'::'_ ; Tt NEN 24 L. T hereby certify that this Fee{s) Tronsmiltal is being deposited with the Uinited
[ngraﬂsm Fisher & Lorenz, P.C. (DISI] ]}lglliﬂ} States Postal Service with sulfwient postage Tor lirst chass mail inan envelope
TFO10 Uast (‘ Thize Road addressed 1o the Mal Stop ISSUE FEE address above, or being facsinile

ash L OChise Roa transimnilled to the TISPTO (57 1) 273- 2885, on thee date indicated below,

Scoltsdale, AY, 83253

(Tepasisars name )

{Signating )

{Diake)

[ AFPLICATION NO. [ FILING DATE [ FIRST NAMED INVENTOR [mwumn-_*.- iJU-:'K.F.]'NU.] CONFIRMATION NO. I

11/116.783 4428/ 2005 R. Drew Major OoG0 141 (P2004-04-01.1) 5535
ITTLE OF INVENTION: APPARATUS, SYSTEM, AND METHOD FOR ADAPTIVE-RATE SHIFTING OF STREAMING CONTENT

| APPLN. TYPE ENTITY STATUS | ISSITE FEE INTE | PITHLKCATION FEE IMTE l PREV, PAID ISSUE FEE I TOTAL FEER) D1TE DATEIMIE
nonpravisional SMaALL S4ER0 50 50 5480 1141272014
| EXAMINER | ART UNIT | crasssumciass |
DONABED, NINOS 144 T00-23 1000
] flulnigu' of correspemdence address or indication of "Fee Addoess™ (37 2. o pranting on the patent from page, 1351
CFR 1.363) (13 The namees of up o 3 registered patent attorneys 1
0 change of comespandence address (or Change of Correspondence of agents OR, alternatively,
Address farm PTOYSRES 22 attached L i b T
: 12} The name of asingle firm (having as a membera =
u "Fee Address™ indication {or "Fee Address” Indication form registered altormey of agent) and the names of up o
FICNSEA T Hew 03-02 or more recent) attached. Use of a Customer 2 repistered patent altarneys or agents, If no name iz g
Mumber is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assigmee is wlentified below, no assignee data will appear on the patent, 17 an assigoee 5 identified below, the document has been [led for
vecordation as sel fogth in 37 CFE 311 Conpletion of this form i NOT a substitule for filing an assignment

{A) NAME OF ASSIGNEE (B RESIDENCE: (CTTY and 5 TATE QR COUNTRY)

Please check the appropriate assigniee catepary or categories (will not be printed on the patent) : O tndividuat O Corpocation or other private group entity O Government

4a. The following feeds) are submilted: Ah. Payment of Feeds): (Please first reapply any previonsly paid issue fee shown abave)
[ tesue Fee [0 A check is enclosed.
[ rublication Tee (No small entity discount permitted ) O Payment by credit card. Form FTO-2038 is atached.
0 Advaners Ovber - #iof Capies e Divector is hereby authorized o charge the required feeds), any deficiency, or credits any
overpayment, 1o Deposit Account Number fenclose an extra copy of this form).
A Change in Entity Statos (Irom status indicated shove)
Applicant centifying micro enlily status, See 37 CFR 1.29 NOTE: Absent a valid certification of Micro Entity Status (see forms PTOVSBALSA and 15B), issoe
fee paymeent in the micro entily amount will ool be accepted at the nsk of application abandonnment
d Applicant asserting small entity stas. See 37 CFR 1.27 MOTE: If the application was previously under micro entity status, checking this box will be taken
, 1 b a povification of loss of entitlement to micro entity stams,
u Applicant changing to regular undiscounted Fee status, MOVTH: Chieking this o will be taken o be o notification of loss of entithement (o small or micro

ety status, as applicable,

NCXTE: This form mwsl be signed in accordance with 37 CFR 1,31 and 1.33. See 37 CFR 1.4 for sienature reguirements and cedifications.

Authorized Signature Drane

Typed or printed paume Registomion No

Page 20f 3
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Uniten States PATent AND TrRADEMARK QFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: ODMMIESIONER FOR PATENTS

P, B 1450

Alcxausbis, Virgisis 223131450

WAL R

I AFPLCATHIN N ] FILING DATH | FIRET NAMEE INVENTOR I ATTORNEY DOCEET MO, -l- CONPIRMATION MO ]
L6783 O/ ZR72005 R. Direw Major 0660141 (P2O04-04-01_1) 5535
[ REFRENY] TS0 DEN M4 | IXAMINER |
Ingrassia Fisher & Lorenz, P.C. (DISH Digital) DONABED, NINOS
7010 East Cochise Road
Scottsdale, AZ 85253 | ART 1INIT PAPER NUMBER |
2444

DATE MAILED: 08/1 272014

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)2) of the AIA Technical Corrections Act amended 35 US.C. 154(B){3)}B)i) to eliminate the
requirement that the Office provide a patent term adjustment determination with the notice of allowance. See
Revisions to Patent Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer
providing an initial patent term adjustment determination with the notice of allowance. The Office will continue to
provide a patent term adjustment determination with the Issue Notification Letter that is mailed to applicant
approximately three weeks prior to the issue date of the patent, and will include the patent term adjustment on the
patent. Any request for reconsideration of the patent term adjustment determination (or reinstatement of patent term
adjustment) should follow the process outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200).

Page 3 of 3
PTOL-85 (Rev, 02/11)

Ex. 1018-1518



OME Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies o obtain (Mfice of Management and
Budget approval before requesting most types of information from the public. When OMB approves an agency
regquest to collect information from the public, OMI (i) provides a valid OMDB Conirol Number and expiration
date for the agency to display on the instrument that will be used to collect the information and (i) requires the
agency o inform the public about the OMB Control Number's legal significance in accordance with 5 CFR

132(.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is o file {and by the USPTO w process) an application. Confidenuality is
governed by 35 US.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form
and/or suggestions for reducing this burden, should be sent o the Chief Information Otficer, 1.5, Patem and
Trademark Office, U.S. Department of Commerce, 0. Box 1450, Alexandria, Virginia 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDEESS. SEND TO: Commissioner [or Patents, P.O. Box
1450, Alexandria, Virginia 22313-1450. Under the Paperwork Reduction Act of 1993, no persons are required 1o
respond o a collection of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.1.. 93-579) requires that you be given certain infonmation in connection with your
submission of the attached form related o a patent application or patent. Accordingly, pursuant 1o the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 1L5.C. 2(b)2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the LS. Patent and Trademark Office is to process and/or examine your submission
related 1o a patent application or patent. 15 you do not Furnish the requested information, the TLS. Patent and
Trademark Office may nol be able 1o process andfor examine your submission, which may resull in lermination of
proceedings or abandonment of the application or expiration of the patent,

The information provided by you in this form will be subject to the following routing vses:

|. The information on this form will be treated confidentially (o the extent allowed under the Freedom of
Information Act (5 1L5.C. 552) and the Privacy Act (5 [1.5.C 552a). Records from this system of records
may be disclosed 1o the Depariment of Justice to determine whether disclosure of these records is required
by the Freedom of Information Act,

2. A record from this sysiem of records may be disclosed. as a rontine vse, in the course of presenting evidence
Lo a court, magistrate, or administrative tribunal, including disclosures o opposing counsel in the course of
settlement negoliations.

3. Arecord in this system of records may be disclosed, as a routine use, 1o a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the ndividual has requested assistance
froom the Member with respeet to the subjeet matter of the recornd.

4. A record in this system of records may be disclosed, as a routine vse, o a contractor of the Agency having
need for the information in order to perform a contracl. Recipients of information shall be required 10
comply with the requirements ol the Privacy Act of 1974, as amended, pursuant to 5 11.5.C. 552a(m).

5. A record related 1o an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Burean of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

0. A record in this system of records may be disclosed, as a routine use, 1o another federal ageney for purposes
of Mational Security review (35 U.S.C. 181} and for review pursuant to the Atomic Energy Act (42 U.5.C.
218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or hisher designee, during an inspection of records conducted by GSA as part of that agency's
responsibility o recommend improvements in records management practices and programs, under authority
of 44 UL5.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations
governing inspection of records for this purpose, and any other relevant (e, GSA or Commeree) direetive.
Such disclosure shall not be used 10 make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication
of the application pursuant to 35 US.C. 122{b) or issuance of a patent pursuant to 35 US.C. 131, urther, a
record may be disclosed, subject to the limitations of 37 CFR 1,14, as a routine vse, to the public if the
record was filed in an application which became abandoned or in which the proceedings were lerminated
and which application is referenced by either a published application, an application open 0 public
nspection or an issued patent,

9. A record [rom this system of records may be disclozed, as a routine vse, to a Uederal, State, or local law
enforcement agency, il the UTSPTO becomes aware of a violation or potential vielation of law or regulation.
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Application No. Applicant(s)
11/118,783 MAJOR ET AL,
Notice of Allowability S MEIE
MNo

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS 15 (OR REMAINS) CLOSED in this application. If not included
herewith (or previously malled), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed In due course, THIS
NOTICE OF ALLOWAREILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. B4 This communication is responsive to board descision dated 7/23/2014.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2. [ An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the restriction

requirement and election have been incorporated into this action.

3. [ The allowed claim(s) isfare 20.21.23-26.35-38 and 40-50. As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectuzal propertly office for the corresponding application. For more
information, please see hiipriwaw uspio govinatents/init_events/pphfindax. isp or send an inguiry to PPHfeedback@Euspio gov .

4, |:I Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119{a)-(d) or {f).
Certified copies:

a)[d Al B[O Some *c) [ None of the:
1. [ Certified copies of the priority documents have been received.
2_[] Certified copies of the priority documeants have been received in Application Mo, __
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified coples not received: _____

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below, Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. [] CORRECTED DRAWINGS ( as “replacement sheets™) must be submitted.

[0 including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper Mo./Mail Date .

ldentitying indicia such as the application number (seée 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheel. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121{d).

&. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICGAL MATERIAL must be submitted. Mote the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL,

Attachment(s)

1. [E] Motice of References Cited (PTO-822) 5. [J Examiner's Amendment/Comment

2. [ Information Disclosure Statements (PTOISE/DE), &. [ Examiner's Statement of Feasons for Allowance
Paper No./Mail Date

3. [ Examinaer's Comment Regarding Requirament for Deposit 7. [ Other .

of Biological Material
4. [ Interview Summary (PTQ-413),
Paper Mo./Mail Date ;

ININOS DONABED/
Primary Examiner, Art Unit 2444

U Paleni and Trademark Cffioe

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No /Mail Date 20140730
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Application/Control Number: 11/116,783 Page 2
Art Unit: 2444

1. The present application is being examined under the pre-AlA first to invent
provisions.
Information Disclosure Statement
= The information disclosure statement filed 7/29/2014 fails to comply with the
provisions of 37 GFR 1.97, 1.98 and MPEP § 609 because prosecution is closed. It has
been placed in the application file, but the information referred to therein has not been
considered as to the merits. Applicant is advised that the date of any re-submission of
any item of information contained in this information disclosure statement or the
submission of any missing element(s) will be the date of submission for purposes of
determining compliance with the requirements based on the time of filing the statement,
including all certification requirements for statements under 37 CFR 1.97(e). See
MPEP § 609.05(a).
REASONS FOR ALLOWANCE

The following is an examiner’s statement of reasons for allowance: Claims
20,21,23-26,35-38 and 40-50 are allowable over the prior art of record: the closest prior
art of record (Bimey “Intelligent Streaming”) does not teach or suggest in detail
"streaming by a media player operating on an end user station a video from a set of one
or more servers, wherein each of a plurality of different copies of the video encoded at
different bit rates is stored as multiple files on the set of servers, wherein each of the
multiple files yields a different portion of the video on playback, wherein the multiple files
across the different copies yield the same portions of the video on playback, each of

said files having a time index such that the files whose playback is the same portion of
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Application/Control Number: 11/116,783 Page 3
Art Unit: 2444

the video for each of the different copies have the same time index in relation lo the
beginning of the video, and wherein the streaming comprises: requesting by the media
player a plurality of sequential ones of the files of one of the copies from the set of
servers over a plurality of Transmission Control Protocol (TCP) connections based on
the time indexes; automatically requesting by the media player from the set of servers
over the plurality of TCP connections subsequent portions of the video by requesting for
each such portion one of the files from one of the copies dependent upon successive
determinations by the media player to shift the playback quality to a higher or lower
quality one of the different copies, said automatically requesting including, repeatedly
generating a set of one or more factors indicative of the current ability to sustain the
streaming of the video using the files from different ones of the copies, wherein the set
of one or more factors relate to the performance of the network; and making the
successive determinations to shift the playback quality based on at least one of the set
of factors to achieve continuous playback of the video using the files of the highest
quality one of the copies determined suslainable al that time; and presenting the video
by playing back with the media player on the end user station the requested files in
order of ascending playback time" in combination with all the elements of the
independent claim as argued by the Applicant.

Birney teaches multiple copies of the same stream being stored on a server at
different bit rates with the same time index used to switch between the stream based on
network bandwidth limitations. Whereas, stated above, Applicant's claimed invention

states "streaming by a media player operating on an end user station a video from a set
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Application/Control Number: 11/116,783 Page 4
Art Unit: 2444

of one or more servers, wherein each of a plurality of different copies of the video
encoded at different bit rates is stored as multiple files on the set of servers, wherein
each of the multiple files yields a different portion of the video on playback, wherein the
multiple files across the different copies yield the same portions of the video on
playback, each of said files having a time index such that the files whose playback is the
same portion of the video for each of the different copies have the same time index in
relation to the beginning of the video, and wherein the streaming comprises: requesting
by the media player a plurality of sequential ones of the files of one of the copies from
the set of servers over a plurality of Transmission Control Protocol (TCP) connections
based on the time indexes; automatically requesting by the media player from the set of
servers over the plurality of TCP connections subsequent portions of the video by
requesting for each such portion one of the files from one of the copies dependent upon
successive determinations by the media player to shift the playback quality to a higher
or lower gquality one of the different copies, said automatically requesting including,
repeatedly generating a set of one or more factors indicative of the current ability to
sustain the streaming of the video using the files from different ones of the copies,
wherein the set of one or more factors relate to the performance of the network; and
making the successive determinations to shift the playback quality based on at least
one of the set of factors to achieve continuous playback of the video using the files of
the highest quality one of the copies determined sustainable at that time; and presenting
the video by playing back with the media player on the end user station the requested

files in order of ascending playback time.” So as indicated in the above statements.
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Applicant's arguments have been considered persuasive, in light of the claims limitation
as well as the enabling portions of the specification.

Examiner also notes the board decision and reversal on 7/23/2014.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled "Comments on
Statement of Reasons for Allowance.”

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to NINOS DONABED whose lelephone number is
(671)272-8757. The examiner can normally be reached on Monday-Friday, 7:30 AM-
5:00 PM EST.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's
supervisor, Peter-Anthony Pappas can be reached on (571) 272-7646. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.

Ex. 1018-1524



Application/Control Number: 11/116,783 Page 6
Art Unit: 2444

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/NINOS DONABED/
Primary Examiner, Art Unit 2444
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STREAMING MEDIA
FIELD OF THE INVENTION

The invention relates lo streaming of media from a streaming server to a mobile

client device aover an air-interface.
BACKGROUND OF THE INVENTION

A packet switched streaming service PSS is currently being standardized for mo-
bile environment by 3GPP (3™ Generation Partnership Project). An example of a
conununications system capable of streaming media (streaming video and/or au-
dio) is shown in Figure 1. The system comprises a streaming server 111 which is
coupled to an IP-network (Internet Protocol) 104, The IP-network 104 may be, for
example, the Internet or a service provider operator’s intranet (an intranet network
belonging to the operator’s domain). The IP-network 104 is coupled to a core
network 103 of a mobile communications network via a G; interface. The maobhile
communications network also has a radio access networl (RAN) 102 coupled to
the core network 103. The radio access network 102 provides mobile communica-
tions devices 101 with access to the mobile communications network over an air-
interface. Said access may be provided either by circuit switched means (circuil
switched voice or data call) or packet switched means or both. In the following,
GPRS (General Packet Radio Service) is used as an example of a packet switched
means to communicate over the air-interface. Concerning GPRS, the generic term
radio access network (RAN) is considered to comprise base (transceiver) stations
(BS) and base station controllers (BSC).

In streaming media a sequence of ‘moving images’ (i.e. video) or sound (i.e. au-
dio) or a sequence of ‘moving images’ together with sound (i.e. multimedia) is
sent in a compressed form from the streaming server 111 to a mobile communica-

tions device 101 (hereinafter referred to as a client device 101). In contrast to the
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technique in which an entire media file has to be arrived at the client before it can
be played, the streaming technique enables sending of media (video and/or audio)
from the streaming server 111 to the client device 101 in a continuous manner and

playing of the media as it arrives at the client.

When media is streamed in cellular mobile communications systems such as the
system presented in Figure 1, new problems specific to the mobile environment
arise. These problems are mostly due to the different restrictions of mobile sys-
tems. One such problem arises in a cell reselection (i.e. handover) situation pre-

sented in Figure 2.

In Figure 2, a first base station BS1 of the radio access network 102 serves the
area of a first cell 201 whereas a second base station BS2 of the radio access net-
work 102 serves the area of a second cell 202, Before cell reselection, the client
device 101 is served by the first base station BS1, i.e. the client device 101 has an
active radio link with the first base station BS1. This situation is shown on the lef
side of the Figure 2. After the cell reselection, the client device 101 is served by
the second base station BS2, The radio link with the first base station BS1, shown
by a dotted line, is dropped. This situation is shown on the right side of the Figure
2.

The cell reselection (CR) can be divided in three periods in time:

a)  Pre-CR period
b) CR period
¢)  Post-CR period.

During the pre-CR period, received signal quality in the first cell weakens and the
client device 101 starts cell reselection signaling. The client device 101 is able to
receive streaming media via the first base station BS1 during that period. During
the CR period, the actual cell reselection is performed. The client device 101 can
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not receive streaming media during that period. During the post-CR period, the
client device 101 is able to receive sireaming media via the second base station
BS2.

The cell reselection may cause a long break in service. For example, a cell rese-
lection (CR period) in a case where GPRS is used as radio bearer may take up to
30-40 seconds. This will affect an ongoing streaming session. For example, part
of the packets carrying streaming media may be lost and/or freezing of the played
media may occur at the client device 101. If the streaming media comprises a
video stream, the freezing means that a still image will appear and stay for a pe-
riod of time on a client device display before the streaming media is again re-
ceived and can be played again, If the streaming media comprises an audio
stream, the freezing means that no sound is played back (i.e. silence) until the CR

period is over,

Accordingly, there is a need to find appropriate means for reducing the effects of

cell reselection on an ongoing streaming session.
SUMMARY OF THE INVENTION

According to a first aspect of the invention, there is provided a method for stream-
ing of media from a streaming server to a mobile client device over an air-
interface, wherein the method comprises:

requesting the streaming server to send streaming media which the mobile client

device is not able to receive due to a cell reselection.
A request requesting the streaming server to send the streaming media may be
sent from the mobile client device to the streaming server before or after the men-

tioned cell reselection.

The mentioned request is not limited to requesting to send only the media which
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the mobile client device is (or was) not able to receive due to the cell reselection
(during a cell reselection period). In an embodiment, the request may be construed
such that what is actually requested is: resending of a portion of a media content

not received as well as sending any remaining portion of the media content.

The term media is considered to mean either video or audio or another media,

such as still image, or any combination thereof, i.e multimedia.

Preferably, a resending request is sent in response to the cell reselection. The re-
sending request is preferably an application layer request sent between a mobile

client device application and a streaming server application.

In a preferred embodiment, the streaming server is requested to send at an in-
creased speed for a determined period of time in order to increase at the client
device a degree of fullness of a temporary store, such as a buffer, in which the
streaming media is temporarily stored before playback. Preferably, this is done by
by requesting the streaming server to switch from sending a higher bit rate media
stream to sending a lower bit rate media stream at an increased speed. The higher

and lower bit rate streams are preferably provided by a multi-rate codec.

According to a second aspect of the invention, there is provided a mobile client
device for receiving streaming media from a streaming server over an air-
interface, the mobile client device comprising:

means for requesting the streaming server to send streaming media which the mo-

bile client device is not able to receive due to a cell reselection.
Preferably, the air-interface couples said mobile client device to a mobile commu-
nications network., The mobile client device preferably comprises a cellular mo-

bile phone.

According to a third aspect of the invention, there is provided a streaming server
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for sending streaming media to a mobile client device over an air-interface, the
streaming server comprising:

means for receiving a request requesting the streaming server to send streaming
media which the mobile client device is not able to receive due to a cell reselec-
tion; and

means for acting upon the received request.

According to a fourth aspect of the invention, there is provided a system compris-
ing a streaming server and a mobile client device, for streaming of media from the
streaming server to the mobile client device over an air-interface, the system com-
prising, at the mobile client device:

means for requesting the streaming server to send streaming media which the mo-
bile client device is not able to receive due to a cell reselection, the system further
comprising, at the streaming server:

means for receiving the request; and

means for acting upon the received request.

According to a fifth aspect of the invention, there is provided a computer program
executable in a mobile client device, the computer program comprising:

program code for causing the mobile client device to request the streaming server
to send streaming media which the mobile client device is not able to receive due

to a cell reselection.

According to a sixth aspect of the invention, there is provided a computer program
executable in a streaming server, the computer program comprising:

program code for causing the streaming server to receive a request requesting the
slreaming server to send streaming media which the mobile client device is not
able to receive due to a cell reselection; and

program code for acting upon the received request,

Dependent claims contain preferable embodiments of the invention. The subject
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matter contained in dependent claims relating to a particular aspect of the inven-
tion is also applicable to other aspects of the invention.

EBRIEF DESCRIPTION OF THE DRAWINGS

Embodiments of the invention will now be described by way of example with

reference to the accompanying drawings in which:

Figure 1 shows a communications system capable of streaming media;
Figure 2 shows a cell reselection situation in the communications system of
Figure 1;

Figure 3 shows a client device buffer in a situation in which the client device
buffer is shorter than the time that cell reselection takes;

Figure 4 shows a client device buffer in a situation in which the client device

buffer is longer than the time that cell reselection takes;

Figure 5 shows another illustration of the situation which is behind Figure 4;

Figure 6 shows preferred action in a preferred embodiment of the invention;

Figure 7 illustrates a preferred embodiment of the invention;

Figure 8 illustrates a preferred embodiment of the invention;

Figure 9 shows a client device according to a preferred embodiment of the

invention;

Figure 10 shows a streaming server according to a preferred embodiment of the
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invention; and

Figure 11 illustrates three ways of sending messages according to preferred

embodiments of the invention.

DETAILED DESCRIPTION

The system shown in Figure 1 can also be used in the preferred embodiments of
the invention (the same applies to Figure 2). Accordingly, the system comprises a
sireaming server 111 which is coupled to an IP-network 104. The IP-network 104
may be, for example, the Internet or a service provider operator’s intranet. The IP-
network 104 is coupled to a core network 103 of a mobile communications net-
work via a G; interface. The mobile communications network also has a radio ac-
cess network (RAN) 102 coupled to the core network 103, The radio access net-
work 102 provides mobile communications devices 101 with access to the mobile
communications networl over an air-interface. Said access may be provided either
by circuit switched means (circuit switched voice or data call) or packet switched
means or both. In the following, GPRS (General Packet Radio Scrvice) is used as

an example of a packet switched means to communicate over the air-interface.

In order to better understand the preferred embodiments of the invention, let us

consider the following example.

In this example, a mobile communications device 101 (again referred to as a client
device 101) has established a streaming session with the streaming server 111
when being served by the first base station BS1, In this example and in the follow-
ing description, mostly a video streaming session is considered. However, a corre-
sponding consideration applies to an audio streaming session as well as to a mul-

timedia (e.g. video with audio) streaming session.

RTSP (Real Time Streaming Protocol) protocol is used in the streaming session
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setup. Once the session has been established, the streaming itself may be per-
formed (i.e. media flow may be sent) according to RTP (Real time Transport Pro-
tocol) or another protocol. However, if it is desired to make a change in the estab-
lished session, this will again be done by using RTSP.

At the beginning of the established streaming session, the received streaming me-
dia {media flow), transmitted in packets (or frames), is buffered (i.e. temporarily
stored) in a buffer at the client device (hereinafier referred to as a client device
buffer). When the client device buffer is full, playing (playback) of the streaming
media is started at one end of the buffer while the buffer is continuously filled at
the other end with received streaming media, Therefore, the buffer should remain
nearly full during normal operation of the system.

The client device now undergoes a cell reselection from the first cell 201 to the
second cell 202 (Fig. 2). It is to be noted that, although the radio access network
(RAN) 102 is illustrated in Figure 2 by a single cloud only, it may comprise dif-
ferent radio access networks. It may comprise a GPRS (GPRS-only) RAN, a 3G
(third generation) RAN or a combination thereof. The first cell 201 (served by the
base station BS1) and the second cell 202 (served by the base station BS2) may
therefore be, for example, cells of the GPRS RAN or 3G EAN. Accordingly, the
cell reselection (handover) can occur, for example, between base stations belong-
ing to GPRS RAN, between base stations belonging to 3G RAN or between a
base station belonging to GPRS RAN and a base station belonging to 3G RAN.

The client device 101 can not receive streaming media during the CR period.
Thercfore, when the CR period begins the client device buffer starls emptying
because the buffer content is further played while the continuous filling is
stopped. Depending on the size of the client device buffer, two different cases can
be identified:

i)} The client device buffer (in time) is shorter than the time that cell reselection
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takes, i.e. the time to empty a full client device buffer is shorter than the
CR period,

ii) The client device buffer (in time) is longer than the time that cell reselection
takes, i.c. the time to empty a full client device buffer is longer than the
CR period.

In the first case (Figure 3), the buffer will become totally empty during the
CR period. Since the buffer becomes empty, the client device 101 has no media to
play anymore. Therefore, the client device 101 starts rebuffering. Rebuffering can
be started during the post-CR period. In order to get the rebuffering started the
client device 101 can use an RTSP PAUSE/PLAY method. In this method, the
client device 101 first sends an RTSP PAUSE message to the streaming server
111. The PAUSE message will cause the server 111 1o pause sending of the media
flow. Subsequently, the client device 101 sends an RTSP PLAY message which
requests the streaming server 111 to start resending the streaming media from the
last received frame onwards. Rebuffering starts when the client again starts re-
ceiving the streaming media. When the client device buffer is full, playing of the
streaming media is restarted from the last received frame onwards, In the mean-
time, the last received frame is shown as a still image on a client device display.
However, in spite of the drawback of showing a still image, no packets are effec-
tively lost since the media flow which is not received at the client device during
the CR period is resent from the server 111 to the client device 101 after the
CR period.

In the second case (Figure 4), the whole content of the buffer has not been played
during the CR period. Therefore, the buffer only becomes partially empty during
the CR period, i.e. there is still streaming media (DATA) in the buffer when the
CR period ends, During the post-CR period (after the CR period) playing of the
streaming media stored in the buffer before the CR period (i.e. DATA") is further
continued at one end of the buffer while the other end is filled with the streaming
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media received afler the CR period (i.e. DATA™). If nothing is done, DATA" will
eventually end and playing is continued with the first frame of data DATA™. No
still image is shown. However, the first frame of DATA™ is not the frame that
should be played right after the last frame of DATA”. Since the client device 101
could not receive sireaming media during the CR period it has not even received
the frame that should be showed after the last frame of DATA", There exists a
temporal gap in the buffered media. As a result, the client device 101 will skip
showing the sequence of streaming media (video) which could not be received
due to the cell reselection Concemning an audio stream, the same effect occurs, i.e

the client device 101 will skip playing sound which could not be received.

The second case is further illustrated with the aid of Figure 5. It is to be noted that
Figure 5 only shows a very simplified case. The time is considered to flow from
left to right in Figure 5. The streaming media sequence that the server sends com-
prises video frames A-S. The frames are received at the client device and buffered
before playing. The playing of the media starting from frame A starts when the
buffer is full (i.e. when the frames A-G have been stored in the buffer), the frames
(moving video picture) are subsequently shown on a client device display. The
buffering of the frames following frame G is not shown in Figure 5 for clarity

ICasons.

The media flow from the server to the client device is not possible during the
CR period. Therefore, the client device does not receive the frames L-O. Other-
wise, the media flow is perfectly received at the client device. Now that the the
CR period is shorter than the buffer size, the showing of the frame (frame K) last
received before the CR period will be followed by the showing of the frame
{(frame P) first received after the CR period. Video frames L-O are not shown at
all. Concerning an audio stream, the same effect occurs, i.e. the user hears a pause
and a temporal gap in the sound.

There exists two type of frames: intra frames and inter frames. The intra frames
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contain all necessary information of an image whereas inter-frames only contain
changes or predicted changes compared to a previous image. The previous image
may be an intra frame or an inter frame. Therefore, if the frame P is an intra frame
the shown picture only warps ahead in time from frame K to frame P. In this case
the frames L-O arc not simply shown to the user. But if the frame P is an inter
frame severe distortion in the shown (moving) picture is likely to occur before the

next intra frame is received and played.

A preferred embodiment of the invention as shown in Figure 6 concentrates on the
above mentioned problem relating to the second case. In this embodiment, the
buffer is longer than the duration of the CR period. Therefore, the buffer does not
become totally empty during the CR period but only partially empty. It is to be
noted that Figure 6 only shows a very simplified case. The time is considered to
flow from left to right in Figure 6. The streaming media sequence that the server
sends comprises frames A-S. The frames are received at the client device and
buffered before playing, The playing of the media starting from frame A starts
when the buffer is full, the frames (moving video picture) are subsequently shown
on a client device display. The buffering of the frames following frame G is not
shown in Figure 6 for clarity reasons. The media flow from the server to the client
device is not possible during the CR period. Therefore, the client device does not
receive the frames L-0. Otherwise, the media flow is perfectly received at the

client device.

When the CR period is over the client device knows exactly what is the last frame
that it has received before the CR period (i.e. during the pre-CR period), In this
embodiment it is frame K. The client device then requests, right after the
CR period has been ended, the streaming server to start resending the streaming
media from the last received frame onwards. Upon receiving the request the
streaming server starts resending the media flow. The first frame to be sent is in
this embodiment frame L. Any frames sent and received after the CR period but
before the resending has started (possibly some frames starting from frame P) are

Ex. 1018-1543



WO 2004/036824 PCT/FIZOO3/AM0OTS2

12

ignored by the client device. When the streaming media (of frames A-K) stored in
the buffer before the CR period ends, then the playing is continued with the first
frame (frame L) of the resent streaming media received after the CR period.
Therefore, no discontinuity in the shown video picture should appear to the user.
In Figure 6, the resent video frames L-O which would have otherwise failed to
have been received at the client device are shown in bold font. Correspondingly,
concerning an audio stream, the streaming server is requested to start resending
the audio streamn at a point at which reception has been stopped in the client de-
vice. Mo discontinuity in playback should appear.

In practice, the resending request can be performed by the RTSP PAUSE/PLAY
method. In this method, the client device first sends, after the CR period has been
ended, an RTSP PAUSE message to the streaming server. The PAUSE message
will cause the server to pause sending of the media flow. However, the playing of
the streaming media received at the client device is not paused unless the buffer
gets empty (which should not be the case). Subsequently, the client device sends
an RTSP PLAY message to the streaming server 111, The PLAY message con-
tains information on the starting point of the resending. At the end of the
CR period the client device knows the time of the last received frame. Based on
that, the client device determines the starting point before sending the PLAY mes-
sage. The PLAY message causes the server to start resending.

An example of the PAUSE message is as follows:
PAUSE risp://example.com/foo RTSP/1.0
CSeq: 6

Session: 354832

The PAUSE message informs the server that a change is coming. An example of
the subsequently sent PLAY message is as follows:
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PLAY rtsp://example.com/foo RTSP/1.0
CSeq: 7

Session: 354832

Range: npt=28.00-

The message field ‘Range’ tells the starting point of resending. In this example,
the starting point is 28 seconds from the start of the streaming media sequence. In
relation to the embodiment shown in Figure 6, this point would be exactly the

time of frame L. in the streaming media sequence.

In the embodiment just described, the frames (packets) that were lost during the
CR period will be resent from the server to the client devide. Also, since the
buffer size is longer than the duration of the CR period, no interruption in the

shown video picture should appear and the user experience is maximized.

However, as the case is such that during normal streaming the degree of fullness
of the buffer does not change, since the buffer is emptied (played) at the same rate
as it is filled, this may canse an additional problem. In the embodiment just de-
scribed, after the cell reselection, the client device buffer stays emptier than be-
fore, for the reasons as described in the foregoing. Therefore if, for example, a
new cell reselection is to be performed in a near future, the emptier buffer may
cause the same drawback as discussed in connection with the first case above (i.e.
the case in which the client device buffer was shorter than the time that cell rese-

lection takes).

A preferred embodiment of the invention concentrates on the above identified
problem. In this embodiment, to ensure smooth behaviour of the shown video
picture (correspondingly: played sound), the client device buffer is filled afier the
CR period, for a period of time, at a higher rate than it is emptied (played). This
period may be called a filling period. When the filling period is over the buffer is

full again and normal streaming in which the buffer is filled at the same rate as
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emptied is resumed.

It is to be noted that normally raising the degree of fullness of the buffer would
require the playing to be paused. In the present embodiment, playing is not paused
but the degree of fullness of the buffer can still be raised due to the clever buffer
management in which the buffer is filled, during playing, at a rate higher than the
playing rate.

To raise the degree of fullness of the buffer without pausing the playback, the cli-
ent device, in this embodiment, requests the server to switch to sending a lower bit
rate streaming media sequence, but to use in the actual sending the same transmis-
sion bit rate (hereinafter referred to as an original transmission bit rate) as before.
In order to reach the original transmission bit rate the client device requests the
server to speed up the transmission of the lower bit rate sequence by a speeding
factor. Speeding up the transmission bit rate causes more data to be written in the
buffer than read out from the buffer. Therefore, the degree of fullness of the buffer

increases as desired.

In other words, the server is asked to switch from sending the original sequence
encoded at a first bit rate to sending a new corresponding sequence encoded at a
second bit rate lower than the first bit rate and to increase the transmission bit rate
of the new sequence in order to reach the original transmission bit rate (band-
width). It is to be noted that the bit rate at which a media stream is encoded (and
will be decoded) is a different concept than the transmission bit rate, The bil rate
at which the media stream has been encoded has an effect on the picture quality. If
the media stream has been encoded at a higher bit rate, this means that more bits
have been used in encoding compared to encoding at a lower bit rate. This typi-
cally results in a better picture quality. The transmission bit rate, on the other
hand, is the bit rate at which the media stream is actually sent and it depends on

the available bandwidth.
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The request to switch to sending a lower bit rate sequence and to speed up the
transmission bit rate can be delivered by using the RTSP PAUSE/PLAY method.
When the client device desires to fill the client device buffer during the post-
CR period, it first sends a PAUSE message, corresponding to the one presented
already in the preceding description, to the server to indicate that a change is com-
ing, Subsequently it generates a PLAY message and sends it to the server.

An example of such a PLAY message is as follows:

PLAY rtsp://example.com/foo RTSP/1.0
CSeq: 7

Session: 354832

Range: npt=28.00-40.00

Bandwidth: 20000

Speed: 1.5

This message contains two optional message fields, namely ‘Bandwidth’ and
‘Speed’ to be understood at the client device and streaming server. These fields
arc already specified as optional fields by the IETF (Internet Engineering Task
Force) in the standard RFC 2326 (Real Time Streaming Protocol).

The message field ‘Bandwidth’ tells the server to change into sending a lower bit
rate sequence (here: a sequence whose bit rate is 20 kbps) and the message field
‘Speed’ tells the server to speed up the sending by a speeding factor (here: 1.5).
The message field ‘Range’ tells the starting point and stopping point in the
streaming media sequence in time units (calculated from the beginning of the

streaming media sequence(s)).
The PLAY message shown would suit for an example in which the server initially

sends a 30 kbps bit rate sequence at an original transmission bit rate of 30 kbps
and in which the server, in order to fill the buffer, is desired to switch into sending
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a sequence whose bit rate is 20 kbps and to speed up the sending at a speeding
factor 1.5 to reach the original transmission bit rate of 30 kbps during a 12 sec-
onds filling period (i.e. between the time instants of 28 and 40 seconds of the me-

dia sequence).

If the client knows the possible bit rate options (they are typically communicated
from the server to the client during session setup, for example, with the aid of a
200 OK response lo an RTSP DESCRIBE message) it can calculate the speeding
factor needed to reach the original bitrate using the following formula:

original fransmission bil rate

Speeding fuctor =

new fransmission bil rate

‘When the buffer is full, the client device sends another RTSP PAUSE and PLAY

message pair to the server. An example of the PLAY message is as follows:

PLAY rtsp:/fexample.com/foo RTSP/1.0
CSeq: 67

Session: 354832

Range: npt=40.00-

Bandwidth: 30000

Speed: 1.0

This exemplary message requests the server to start sending the (original) 30 kbps
bit rate media sequence (Bandwidth: 30000) at the original transmission bit rate
30 kbps (Speed: 1.0) starting from the time instant 40 seconds of the media se-
quence (Range: npt=40.00-).

The client device can calculate the length of the buffer filling period using the
following formulas:
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LowSeqgTime

filling period = ———
speading factor

wherein

ariginal fransmission bit rale

LowSeqTime = ( BufferSize — BufferData) +

arigingl transmission bif rate — new transmission bit rate
In these formulas, LowSegTime indicates the duration of the lower bit rate se-
guence playing time in the client device, BufferSize indicates the size of the buffer
in seconds and BufferData indicates the data lefl in the buffer in seconds.

The filling of the buffer is illustrated in Figure 7. It is to be noted that Figure 7
only shows a very simplified case. All delays, for example, have been ignored.
The time is considered to flow from left to right in Figure 7. It can be seen that the
buffer starts emptying when the CR period starts. Upon receiving the first PLAY
message the server switches to sending a media sequence having a lower bit rate
(here: 20 kbps) and speeds up the sending by a speeding factor (here again: 1.5).
Since the speeding factor is 1.5, the buffer filling takes twice the time that the
emptying period lasted. For example, if the empiying period lasted for 25 seconds,
the filling period should be 50 seconds with this speeding factor. When the buffer
is full the second PLAY message is sent and the server switches to sending the
original media sequence having a higher bit rate (here: 30 kbps) and continues

sending at the original transmission bit rate.

In the foregoing, it has been described that, for example, a video stream typically
comprises both intra and inter frames, wherein the intra frames are *independent
frames® containing all necessary information of an image whereas inter-frames
only contain changes or predicted changes compared to a previous image. In the
following preferred embodiment of the invention, the timing of the switch from

the lower bit rate sequence to the original bit rate sequence is more closely de-
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scribed with this respect.

In this embodiment the purpose is to time, whenever possible, the switch from the
lower bit rate sequence to the original bit rate sequence to take place at the point
of an intra frame of the original bit rate sequence (or, more generally, at the point
of an intra frame of the sequence to which the sending is switched). In this way,
prediction errors and/or jumps in media (frame) flow can be avoided. Figure 8
illustrates this embodiment. It is to be noted that Figure 8 only shows a simplified
case. The time is considered to flow from left to right in Figure 8. In this embodi-
ment, the first switch from the original bit rate sequence to the lower bit rate se-
quence is effected at point 28 seconds with the aid of a first PAUSE/PLAY mes-

sage pair.

As illustrated in Figure 8, the position of intra frames in the original bit rate se-
quence may differ from the ones of the lower bit rate sequence. However, based

on.

¢ the time required to totally fill the buffer, 1.e. ‘filling period’,

e the time distance of two adjacent intra frames in the original sequence, i.e. an
intra frame rate, “IFrameTimeoygina’, and

e the time at which the first switch from the original bit rate sequence to the

lower bit rate sequence is effected, i.e. ‘SwitchTime’,

it can be calculated a suitable point in time for swiching back to the original bit
rate sequence. The parameter ‘[FrameTimegqging’ can be calculated in the client
device from the original bit rate sequence before switching to the lower bit rate
sequence. The calculation of the suitable point in time for swiching back to the
original bit rate sequence can be performed using the following formula:
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SwitchTine + filling pariod J

SeqChangeTime = [FrameTime g, *
g ChangeTim PENE L1NE ol [ IFrameTime ovginay

In this formula, ‘SeqChangeTime’ indicates the point in time for swiching back to
the original bit rate sequence and the brackets indicate a_floor-function (or trunc-
funetion) which truncates the fractional part of the value computed in the brackets.
For example, if the time required to totally fill the buffer, i.e. ‘filling period’ is 16
seconds, the time at which the first switch is effected, i.e. “SwitchTime’ is 28 sec-
onds and the time difference between two adjacent intra frames in the original
sequence, i.e. ‘IFramelimegygma’ 15 5 seconds, then the point in time for swiching
back to the original bit rate sequence is 40 seconds (Se-
gChangeTime=5%floor((28+16)/5) = 40 s). Accordingly, the second
PAUSE/PLAY message pair is sent at point 40 seconds, as indicated in Figure 8.
In this embodiment, the starting point and stopping point to be placed in the mes-
sage feld ‘Range’ of the PLAY message are 28 seconds and 40 seconds, respec-
tively.

It is to be noted that, due to the intra frame rate, it might not in all cases be possi-
ble to totally fill the buffer. For example, in the example just described, it would
have taken 4 seconds more to totally fill the buffer, However, the formula gives
the closest suitable intra frame to the buffer filling period.

In another embodiment, it may well be that, at the point of the last received frame
before the CR period, there is not an intra frame in the lower bit rate media se-
quence. In this embodiment, the starting point of the resending request is adjusted
by a necessary amount of frames (or time) backwards such that there will be an
intra frame in the lower bit rate sequence at the starting point. In this case, a set of
last received frames before the CR period, which belong to a time period subse-
quent to the starting point, are ignored at the client device in order to guarantee a

continuous playbaclk.

Ex. 1018-1551



WO 2004/036824 PCT/FI20003/(HHTS2

20

In another embodiment of the invention, the switches between two different bit
rate sequences are performed without the timing method(s) just described. In this
embodiment, the first switching point (from higher to lower bit rate sequence) is
directly determined by the last received [rame and the second switching point
(from lower to higher bit rate sequence) is directly determined by the the time
required to totally fill the buffer (‘filling period’). The switching points can there-
fore end up being at the point of an intra or inter frame. Should a switching point
end up being at the point of an inter frame (for example a P-frame), a small pre-
diction error may occur in the played media, however, in this embodiment, the
buffer can be totally filled.

Another way to perform switching is to use so called "switch frames". These are
frames which contain “difference” information between corresponding frames in
different bit rate sequences. In this embodiment, a bridge and switch between the
two sequences is performed with the aid of these frames using the difference in-

formation.

Figure 9 shows a client device 101 according to a preferred embodiment of the
invention. The client device may be a mobile station of a cellular radio telephone
networl. The client device 101 comprises a processing unit MCU, a radio fre-
quency part RF, and a user interface UL The radio frequency part RF and the user
interface Ul are coupled to the processing unit MCU. The user interface Ul typi-
cally comprises a display, one or more speaker and a keyboard (not shown) with

the aid of which a user can use the device 101,

The processing unit MCU comprises a processor (not shown), a memory 210 and
computer software. The software has been stored in the memory 210. The afore-
mentioned client device buffer 240 is also comprised in the memory 210. The
processor controls, in accordance with the software, the operation of the client
device 101, such as receiving of the streaming media sent from the server 111 and

sending of requests to the server 111 via the radio frequency part RF, reading and
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writing of received streaming media (video and/or audio) in the buffer 240, and
presenting of the received streaming video on the display and audio on the one or
more speaker of the user interface UlL. A suitable size of the buffer (in time) can

be, for example, 1.5 or 2 times the maximum {(or average) CR period time.

The software comprises a streaming client software application 220 (hereinafter
referred to as client software 220), a protocol stack 230 for implementing the nec-
essary protocol layers such as an RTP layer, an RTSP layer, an SDP (Session De-
scription Protocol) layer, a TCP layer (Transmission Control Protocol), an IP
layer and, below the IP-layer, lower protocol layers. In addition, the software
comprises as a part of the client software 220 a media player for playing the re-

ceived media.

The processor generates, based on the client software 220 the aforementioned
PAUSE and PLAY messages and sends them to the server 111 via the radio fre-
quency part RF. The processor also performs, based on the client software 220,
the necessary calculations relating to the speeding factor, relating to the buffer
filling period and relating to the suitable point in time for swiching from a lower

bit rate sequence back to the original bit rate sequence.

The generation and sending of the resending request (PLAY message) and other
appropriate action is triggered by a cell reselection event occurred in the mobile
client device 10]1. The event can be detected by the client software 220 by recep-
tion of an asynchronous message from an APl (Application Programming Inter-
face) provided by the lower layers of the protocol stack 230. Alternatively or in
addition, the event can be detected by monitoring the buffer level, i.e. the degree
of fullness of the client device buffer 240. In this case, if the buffer 240 does not
receive data for a certain amount X of time (depending on the implementation, the
parameter X can be defined as a constant value, and it is a threshold for the client
software 220 to understand that the cell reselection event has occurred), and if the

client device 101 afterwards starts to receive data after a certain variable amount
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Y of time (wherein Y = X, and Y is the real duration of the CR period), then the

client can trigger the action described in this description.

Figure 10 shows a streaming server 111 according to a preferred embodiment of
the invention. The streaming server 111 comprises a processing unit CPU, a first
memory 310, an IP network interface 350, and a second memory 360. The first
memory 310, the IP network interface 350, and the second memory 360 are cou-
pled to the processing unit CPU.

The processing unit CPU controls, in accordance with computer software stored in
the first memory 310, the operation of the streaming server 111, such as process-
ing of requests received from the client device 101 and the sending of pre-
recorded media streams, stored in the second memory (disk) 360, to the client

device 101 via the IP network interface 350,

The software comprises a streaming server software application 320 (hereinafter
referred to as server software 320), a protocol stack 330 for implementing the
necessary protocol layers such as an RTP layer, an RTSP layer, an SDP layer, a
TCP layer, an IP layer and lower protocol layers.

The PAUSE and PLAY messages sent from the client device 101 are received via
the IP network interface 350, A processor (not shown) of the processing unit CPU
processes the messages according to the server softiware 320 and the protocol

stack 330 and takes appropriate action.

The present invention provides means for reducing the effects of cell reselection
on an ongoing streaming session. It is to be noted that, according to preferable
embodiments of the invention, a request for resending (e.g. a PLAY message) is
sent on the application layer, i.e. between the client software application 220 and
the server software application 320. Preferably RTSP over TCP (Transmission

Control Protocol) or RTSP over another reliable protocol is used in transferring
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application layer requests from the client device to the streaming server. The re-
ception of the messages at the streaming server can therefore basically be guaran-

teed.

Although it has been described that the cell reselection would be performed be-
tween two base stations, it should be noted that a cell reselection can be per-
formed also between two sectors of one and the same base station. Also, it should
be noted that depending on the implemention, it may well be that separate mes-
sages (PAUSE messages) pausing the sending of streaming media are not needed.
In an alternative embodiment, both to stop sending streaming media and to start
resending streaming media is caused by a single appropriate message.

Further, in relation to the buffer filling embadiment, it has been described in the
foregoing that when the server switches to sending a lower bit rate sequence, the
original transmission bit rate would be maintained. However, in an alternative
embodiment of the invention, a transmission bit rate higher than the original
transmission bit rate is used during the filling period in order to fill the buffer
more quickly. In this embodiment, it is assumed that a larger bandwidth can be
requested by the mobile client device and that a larger bandwidth is actually avail-

able in the radio access networlk.

Further, in relation to the buffer filling embodiment, the bandwidth information of
the sequence can be sent to the streaming server 111 also by other means than the
RTSP field ‘Bandwidth’ (for example, by requesting a specific sequence encoded
at a bitrate known to the client device 101). In this case, the ficld *‘Bandwidth’ is
not used, the fields ‘Speed’ and ‘Range’ are recalculated according to the actual

known sequence bit rate.
It is possible that the network (air-interface) bandwidth changes during the buffer

filling period. If the client device 101 supports bandwidth adaptation that involves
bit stream switching, the client device 101 should pause the buffer filling (with an
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RTSP PAUSE message) before sending a bandwidih adaptation message to the
streaming server 111. After the bandwidth adaptation operations are over, the cli-
ent device can start the buffer filling again and recalculate the ‘Bandwidth’,
‘Speed’ and ‘Range’ values according to the bit rate and timing information of the

new media stream.

Also, in relation to the buffer filling embodiment, it should be noted that, in an
alternative embodiment, the second PAUSE/PLAY messages are not sent at all
but the switch back to sending the original media sequence at the original trans-
mission bit rate will be performed automatically by the server based on the stop-
ping point information contained in the first PLAY message.

The resending request mentioned in the various embodiments of the invention
may, in certain cases, actually be a sending request. One such case is considered
as an alternative embodiment of the invention. In this embodiment, the client de-
vice (101) knowing beforehand that a cell reselection is going to occur in a very
near future sends a PAUSE message to the streaming server (111) before the be-
ginning of the cell reselection period (i.e. during the pre-CR period). Sending of
the PAUSE message is triggered by a cell reselection initiation event notified to
the client software 220 by means of the lower layer APL. The PAUSE message
causes the streaming server 111 to stop sending the streaming media. When the
CR-period is over, the client device 101 then sends a PLAY message causing the
streaming server to start sending at the point at which sending was stopped before
the CR period. Playing of the streaming media is not stopped at the client device
101 in between, and if the client device buffer 240 has been selected to be longer
in time than the time that cell reselection takes, the buffer 240 does not become
totally empty during cell reselection and the user does not experience any jumps
or interruption in playback. The PLAY message may contain a request to send at
an increased speed in order to increase the degree of fullness of the buffer 240.

In vet another embodiment, the mobile client device 101 sends, before the
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CR period, to the streaming server 111 an appropriate message requesting the
streaming server 111 to stop sending the streaming media and to start sending
again at a suilable point in time after the CR period. Sending of the message is
triggered, during the pre-CR period, by a cell reselection initiation event notified
to the client software 220 by means of the lower layer APIL. The mobile client de-
vice 101, knowing approximately the time that the cell reselection is going to
take, estimates a suitable point in time at which it is again able to receive data. It
inserts this information to the message so as to prevent the streaming server 111

from starting to send again too early.

An example of the above mentioned message is as follows:

PLAY rtsp://example.com/foo RTSP/1.0

CSeq: 7

Session: 354832

Range: npt=28.00-40,00; time=19970123T153600Z
Bandwidth: 20000

Speed: 1.5

This is an RTSP PLAY message having a header field ‘Time’. The value of that
field schedules the start of the “future” sending of the streaming media.

Figure 11 illustrates (especially relating to the buffer filling embodiments) the
following three ways in which messages may be sent:

Case 1: The first PAUSE and PLAY messages are sent after the CR period. The
second PAUSE and PLAY messages are sent when the buffer 240 is full.

Case 2: The first PAUSE message is sent before the CR period. The associated

PLAY message is sent after the CR period. The second PAUSE and PLAY mes-
sages are sent when the buffer 240 is full,
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Case 3: The first PAUSE message is sent before the CR period. The associated
PLAY message is sent after the PAUSE message but before the CR. period. The
second PAUSE and PLAY messages are sent when the buffer 240 is full.

The sending of the second PAUSE message is not necessary, if the first PLAY

message contains a closed *Range’ field.

Particular implementations and embodiments of the invention have been de-
scribed. It is clear to a person skilled in the art that the invention is not restricted
to details of the embodiments presented above (e.g. message names and message
field names), but that it can be implemented in other embodiments using equiva-
lent means without deviating from the characteristics of the invention. The scope
of the invention is only restricted by the attached patent claims.
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CLAIMS:

1. A method for streaming of media from a streaming server (111) to a maobile
client device (101) over an air-interface, wherein the method comprises:
requesting the streaming server (111) to send streaming media which the

mobile client device (101) is not able to receive due to a cell reselection.

2. A method according to claim 1, wherein the streaming server is provided with
a starting point at which to start sending.

3. A method according to claim 1, wherein streaming server (111) sends the
streaming media which the mobile client device (101) is not able to receive
due to said cell reselection as well as a remaining portion of streaming media

in response to the request.

4. A method according to claim |, wherein the cell reselection comprises a cell
reselection period during which the mobile client device (101) is not able to
receive streaming media, the method comprising:

sending from the mobile client device (101) to the streaming server
(111), after the cell reselection period, a resending request which requests the
streaming server (111) to resend streaming media which the mobile client de-

vice (101) was not able to receive during the cell reselection period.

5. A method according to claim 4, wherein the resending request is generated
according to RTSP protocol (Real Time Streaming Protocol).

6. A method according to claim 4, wherein the resending request is implemented
by an RTSP PAUSE/PLAY message pair.

7. A method according to claim 1, wherein the streaming media is temporarily
stored in a temporary store (240), such as a buffer, al the client device (101)
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before playing,

A method according to claim 7, wherein the temporary store (240) has a size

longer in time than a cell reselection period.

A method according to claim 7, wherein the streaming server is requested to
send streaming media at a rate higher than the playing rate of that media so as
to increase a degree of fullness of the temporary store (240).

A method according to claim 9, wherein a bandwidth or desired transmission
bit rate with speeding factor is communicated to the streaming server (111) in
a request.

A method according to claim 9, wherein the streaming media is stored at the

mobile client device (101) at a rate higher than the playing rate.

. A method according to claim 9, wherein the streaming server (111) is subse-

quently requested to resume an original configuration.

A method according to claim 7, wherein a degree of fullness of the temporary
store (240) decrecases during the cell reselection, and the streaming server is
requested to send the not received streaming media although the temporary
store (240) has not become totally empty, and said requesting is performed
without pausing playback at the mobile client device (101).

A method according to claim 1, wherein the sireaming server has a set of me-
dia streams available for transmission in which the same media content has

been encoded at different bit rates,

A method according to claim 14, wherein information on the available set of

media streams is beforehand communicated to the mobile client device (101)
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in a streaming session setup.

16. A method according to claim 15, wherein the streaming server (111) is re-
quested to switch from sending a higher bit rate media stream to sending a

lower bit rate media stream at an increased speed.

17. A method according to any preceding claim, wherein the streaming media
comprise one of the following: a video stream, an audio stream, another

stream of single media, a multimedia stream.

18. A method according to any preceding claim, wherein the sireaming server
(111) sends streaming media to the mobile client device (101) via a mobile

communications network.

19. A method according to any preceding claim, wherein the mobile communica-

tions network comprises a mobile packet radio network, such as a GPRS

{General Packet Radio Service) network.

20. A method according to any preceding claim, wherein said cell reselection is
performed between two base stations (BS1, BS2) which are selected from a
group comprising: base stations belonging to a GPRS system, base stations be-

longing to a third generation mobile communications system.

21. A mobile client device (101) for receiving streaming media from a streaming
server (111) over an air-interface, the mobile client device (101) comprising:

means (220, 230, MCU) for requesting the streaming server (111) to send

streaming media which the mobile client device (101) is not able to receive

due to a cell reselection.

22. A streaming server (111) for sending streaming media to a mobile client de-

vice (101) over an air-interface, the streaming server (111) comprising:
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23,

24,

23;

30

means (350) for receiving a request requesting the streaming server (111)
to send streaming media which the mobile client device (101) is not able to re-
ceive due to a cell reselection; and

means (320, 330, CPU) for acting upon the received request.

A system comprising a streaming server (111) and a mobile client device
(101), for streaming of media from the streaming server (111) to the mobile
client device (101) over an air-interface, the system comprising, at the mobile
client device (101):

means (220, 230, MCU) for requesting the streaming server (111) to send
streaming media which the mobile client device (101) is not able to receive
due to a cell resclection, the system further comprising, at the streaming server
(11n:

means (350) for receiving the request; and

means (320, 330, CPU) for acting upon the received request.

A computer program executable in a mobile client device (101), the computer
Program comprising:

program code for causing the mobile client device (101) to request the
streaming server (111) to send streaming media which the mobile client device

(101) is not able to receive due to a cell reselection.

A computer program executable in a streaming server (111), the computer
program comprising:
program code for causing the streaming server (111) to receive a request
requesting the streaming server (111) to send streaming media which the mo-
bile client device (101) is not able to receive due to a cell reselection; and
program code for acting upon the received request.
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Description

[0001] The present invention relates ta a mathod of
transmitting data streams between a sending host and
& receiving host using & transpor prolocol such as TGP
[0002] In natwork communications batween a sand-
ing host and a receiving hosl, the transmission of data
packets g moslly done on A besl-eflorl bagis. In lhe
communication link, the available bandwidth and the
current link conditions vary and hence, the end hosls
muet be provided with machanismes to probe and adjust
themsalves 1o the current link conditions,

[0003] With the davelopment of 3rd ganaration net-
works, so-called streaming applications are gaining im-
portance. Slreaming applications are undersiood as a
continuous stream of data, e.q. video or audioc data
which Is typically sensitive to time delays. In order that
the user will be able Lo receive mullimedia dala streams
on a portabla racalver, for axampla a mobila phone, sev-
eral requirements on the transport mechanism will be
imposed in order that the delivered data meets with the
resulting time constraints. These constrainis are difficult
1o meet in a best-effort environment, which Is subject to
bandwidth variationz and delays.

[0004] To cope with the problem of bandwidth adap-
tion, it is common praxis to make several dala streams
with differant ancoding ratas but sama contant available
at the sending host. According to the available band-
width, it is then switched between the data streems in
order 1o adjust the rale o the available bandwidth. In
other words, multi-rate content streams al the sending
host are transmitted and swilching operations baiwean
streams are performed depending on the available
bandwidth. The current stream ig forwarded to the re-
celving host in one piece and consaquently, for every
swilching operation. the ongoing connection must be
torm down and A new one must be =al up. As & rasull
this operation Is inefficient and decreases the data
throughpul.

[0005] Altamativaly, it is possibla to transmit only ona
stream of data te the receiving host and to discard data
packels based on priorty and lime conslreints. Howewv-
er, this leads to a loss of data and is therefore not an
optimal solulion,

[0006] The object subject to tha present invantion is
to minimize the latency of the switching operation and
{o ensure fast recovery from an incorrect swilching de-
cizign.

[000F] This object is solved according to the present
invention with & method as setforth in claim 1. Preferred
embodiments of the method are subsject to various de-
pendent claims.

[0008]) Thamathodof tha prasent invention supposas
the existence of multi-rate content data streams at tho
sending hogt. With the method of the presaent invention,
it is possible to quickly swilch between data streams that
are varably segmented al the application layer as re-
quired during lransmizssion. Insiead of using dala
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streams of fixed segment length, the data segments giv-
en o lhe sockel are made smaller belore, curing and
aftar tha switching. For each content several video
streams encoded with different rates are stored at the
video server. Under normal sending condilions, i.e. the
tranamizsion has reached soemea aquilierium wheare the
bandwidth is enough and the losses are not dominating,
Lthe video conlenl is passed lo lhe sanding TCP scckal
In segments of the same size (Irregardless of the stream
encoding rate, the segment size 15 a Tunclion of the link,
not of the encoding rata). Only when the server ie nofi-
fied (or knows by other means) that a stream switch
might be naeded, then it reduces the size of these saqg-
ments

[0009] Further, wilh the method of the present inven-
tiam, it is nalthar nacessary to modify the originally an-
coded data at the sending host orto medify the transport
prolocol nor o introduce addilional conlrol messages,
making the mathod aasy to implemant.

[0010] Preferably, the swilching is performed be-
tween data streams of different rate and the variable
segmentation of the data streams is performed around
the switching instant, Hengce, a quick stream swilching
from the old to the new data stream can bae performad.
Further, preferably, the segmentation during, before or
afler the swilching instance is made liner, such thal the
switching oparation e mora resilient to an incorract da-
cigion and enables a quicker, further switching opera-
tion.

[0011] Advaniageously, the step of swilching be-
ween sireams involves a feedback message (e.g. an
RTSF command) i.e. communication belwaan hosts
when a switching operationis needed and when to make
the necessary preparations therefor, for example, o
start with finer segmentation.

[0012]) it is furthermore of advanlage il the feedback
meassaga includes al least ona of tha paramaters, which
comprise the length of data segment, an identifier of the
data 1o be senl or a stream conlrol command which
makes tha operation smoothar and less suscaptible to
data losscs.

[0013] Prelerably, the length of the dala segments is
aradually increased after a switching instant to reduce
interface communicabion. |.e. belween application and
TCP sockat.

[0014] The present invention will be more fully under-
siood from the following detailled description with refer-
anca to the accompanying drawings which show:
Figure 1: lhe basic architecture of & sending hosi
and a receiving host connecled by a com-
munications network in which Lthe method
subject to tha present invantion can be
performed,

Figure 2: ablock diagram of a server architecture as
the sending host in which the method of
Lthe presenl invenlion is performed, and
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Figure 3: ablock diagram of a clienl architecture.
[0015] Figure 1 illustrates tha basic architectura of A
communications network for connecting a video servar
&35 & sending hosl lo & video clienl acling 85 & receiving
host. The communications natwerk is, for example, A
UMTS core network, an external nelwork, such as the
internet aran internal intranet ovar which the server and
the clignt communicate by means of a ransporn proto-
col. As ranspaorn protocol TGP 15 selecled as an exam-
ple, but it is clear to a skilled pargon that any other trane-
port protoco! for transmitting data can be employed.
[0016] In a more general way, it will now be expiainaed
how TGP handles the exchange of data between the
server and the client.

[0017] First of all, the video server neads o transfar
its data to the protocol and tell it to send same 1o the
client. To progressively read and send data, lhe prolocol
uses a kind of buffer with addad functionalities, a so-
called TCP socketl. Generally, sockots are unequivocal-
Iy identified by the |P addresses of the correspondents.
the protocols and ports which are used, Once a connec-
tion between two sockels is established, the communi-
cation can be controlled by uze of intarface calls, which
for example may comprise “create a socket®, "bind a
sockel lo & ransporl address”, "sccepl” or "close a con-
naction”, "sand”, "receiva” or "writa® data boatwaan thae
sender and the recoiver.

[0018] Wide-spread sockel implementations are UN-
iX BSD 4.2 and Windows Winsock 2.0, where aquiva-
lent interlace calls are implemeanted.

[0018] Eachinterface call has parameatearzs, 8.g. forthe
“sond" call, parameters of relevance are the socket de-
scriptor, the identifier of the data lo be sent and the
length of the data stream. Once a data stream s passed
in one call, no single bit of this data stream can be mod-
iMed. Thea only way 1o abort transler of (his data stream
is o break down the connection.

[0D20] Neverlheless, inorder lo close lhe connection,
tha applization must explicitly issua a "closa” call. Intar-
faco calls can be queued as, for example, in FTP. When
asked for a file, the FTP server usually issues two inter-
face calls for this transmission, namely a "send" call in-
dicaling the sockel, the identiller of the dala stream and
tha langth thereof &nd A "closa” call identifying tha sock-
at. The twa interace calls ara put into the queus and
when the "send” call is completed, the conneclion is ir-
reversibly broken down bacause tha "closa” call was
next in the guoue.

[0021] Altematively, for example, in case of TELNET,
the connection is eslablished and the sockel is set Lo
wall for incoming date, i.e. commands lyped on the key-
board.

[0022] Of course. the application can be configured
such that the server only issuas a send call and waits
tor the client to close. Howeaver, this is uncommaon.,
[0023] Additionaily, it is assumed thal the TGP proto-
col provides & means lor asynchronously signaling cer-
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tain information aboul events in the sockel. Often in the
specilication, the information will be an error message.
In other cases, there will ba information ralating to the
completion of precessing a SEND or RECEIVE or an-
olher interface call.

[0024] Refarring again to Figura 1, the video server
provides, e.g. an MPEG 4 compressed data stream, i.
e. a given video cantent, which i made available lo the
TCP socket in the form of mono-rate or mult-rate
streams. Mulli-rate streams are defined for the purpose
of this and the following description, a& one or sevaral
data streams with the same video content at differant
encoding rates. The MPEG data streams are forwarded
tothe TCP socket. Subsequently, by means of an IP pro-
locol, data is ransmitled o he video chenl. A slream
control protocol, 8.g9. RTSP, ehould be used lo parform
such operating as PLAY, PALISE or STOP the transmis-
sian.

[0026] With refaranca to Figure 2, which shows the
basic architecture of a video scrver 200, at the MPEG
sarver application 210, video content is made available
in a buffer 211 at different coding rates, A switch 212,
which recelves stream conirol RTSP commands from
RTSP block 220, such az "Play", "Pausa”, "Tear down”
or "Change rate", selects one of the data streams which
iz forwarded lo the TCP socket 230 in lorm of an MPEG
fila.

[0026] itis clear to a skilled person that other stream
control protocols than RTSP could be used &t the server
and the clienl, The siream control prolocal typlcally in-
slructs 1o perform play, lorwarding, rewinding, pause or
stop functionz. Additionally, it multi-rate content is avail-
able, switch to a higher or lower encoding rate can be
instructed.

[0027] Once s server has received a request for a file
containing & chosen content encoded at a desired rate,
the sarver application forwards aach of the segments,
In which the file was previously segmented, one after
anolherio the TCPF sockel by means ol conseculive in-
tarface calls, &.g. congecutive SEND calle. Unlike in cur-
rent FTP applications, the connection is not torn down
afler each dale transmission process is completed. The
data connection remains open, so that there is no need
1o build up & new conneclion every lime a segmenl is
transmitted. Following this, the TCP sockel forms with
these segments packet data units (PDUS) for transmis-
sion 1o the client, as it linds most appropriate

[0028] Uponaestablishingaconnection, the TCP sock-
el selects a sagment size for the data streams which the
server finds meost appropriate for the link under consid-
eration of the channel bandwidth and starts transmitting.
[0029] Inilially, the size of the segments is made small
bafora, during and after A switching oparation in order
to avoid a large waiting time before a further switch op-
aeration can be performed in case the previous swilch
decision was incorrect, Subsequeantly, the size of the da-
la segments can be increased gradually throughoul the
conneclion lime.
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[0030] Eventually, when there is a change in the avail-
able link bandwidth. the video client shall indicale a pos-
sibla swilch oparation by maans of, for exampla, an AT-
8P message and the server will start doing finer seg-
mentalion. Hence, the server swilches belween dala
straams of differant encoding rates, This iz done basad
on initial information and subsequently controtled by
laadback from the client. Allemativaly. this could be de-
termined by the server, which wolld, however, impose
processing requirements on the server. Also a combi-
nation of contralmechanisms at the earver and the client
is possiblo. How the sarver or the client exactly makes
tha decizion to perform a switching operation or indi-
cates a possible anticipated switch is out of the scope
ol the present invention,

[0031] The basic architecture of a TCP streaming cli-
&nt 300 is lustrated in Figure 3. The client 330 typically
consisls ol & TCP sockel 310, an application layer buller
820 and a buffer manager 330 for the application layer
buffer.

[0032] The client 300 processes the data segments
of variable length as they come. In response thereto, it
sends AGKs and performs flow control in order 1o pre-
vant an ovarfliow of tha TCP socket 310 whila axtracling
the maximum bit rate possible from the link. To do this,
the TCP sockel indicales o the server, wilh each ACK,
how much data it can recelve untll the sockat ks full using
awindow field in the header of the TCP protocol. If need-
ed, the TCPclient signals a zero-window lelling the serv-
er lo-enter a "Persist” mode wherain no data is sent until
the client allows to do so while the connection is main-
tained. The Parsist mode and the signaling of a window
field are standard functionalities of the TCP protocol.
When lhe TCP circuit has capacity lor more data, it sig-
nals this 1o the server, Streaming contral commantds are
signalled to the server by means of BTSP commands,
[0033] The application layar buller 320, also callad
“play-out buffer* receives data from the socket and
transmils same Lo the MPEG client application 340. The
managear 330 for tha application layer buffar 320 ra-
coives a frame request from the MPEG client application
and issues a sockel request upon considering the state
of the application layver buffer. The buffer manager 320
therefore insures thal the bit rale with which the TCP
sockal 310 can deliver the new data to the application
layer buffer 320 matches the hit rate at which the apgpli-
cation layer bufler is emplied lo the MPEG client appli-
cation 340. The exact contral machaniesm of tha buffar
manager is out of the scope of the present invention.
[Q034] Finally, irom the MPEG client application, the
data is transferred Lo a display 360 for visualization for
the user.

Claims

1. A method of ransmilting data streams between a
sending host and & receiving hosl using a lransport
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10.

protocol comprising the sleps of:

making Aavailable data streams at the sending
host in form of moneo-rate or multi-rate content
slreams having seme conlant bul diferent en-
coding ratas,

establishing a connection belween the =anding
host and the receiving host for the duration of
transmission,

transmitting data streams of the same contant
with a sslected encoding rate to the recaiving
host, and

saparating the data streams In data segmeants
of vardable length at the sending host as e
quired dunng the established connection.

The method according to claim 1, further comprig-
ing the steps of switching between data streams of
ditferant rate and perfarming the variable segmen-
tation of the data streams around the switching In-
stant.

The method according lo claim 1 or 2, wherein the
data stroams ara finer sagmeantad during, before or
after the switching instant.

The method according te claim 2, wharain the slep
of swilching belween streams involves & leedback
maszaga.

The melhod accerding to claim 4, wherein the feed-
backmessage includes signaliing atleast one of the
parameters which comprise data segment length,
an idantifier of the data to be sanl or a stream cantrof
command.

The mathod according to ane of claims 1-5, wharain
tho rocciving host communicates to the sending
host when & stream swilching 13 needed,

The method according 1o one of cleims 1-8, wherein
the =ending host detarminas the timing of the
switching instant dependent an the available band-
widlh of the communication link.

The method according 1o one of claims 1-7, whorein
the length of the data segmenis is gradually in-
creased alter a swilching instant.

The mathod according to ane of claims 1-8, wherain
the received data streams at the receiving host are

temporarily storad in an internal buifer,

The method according lo one of claims 1-9, wherein
lhe receiving hosl issues slream conlrol commands
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to the sending host depending on the state of the
internal buller.
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Video Stream Switching

The invention is in the field of video streaming over packet networks and in

particular concerns the adaptive transmission of data in response to network

congestion.

In recent yvears, the Internat has experienced a proliferation in transmission of
real-time multimedia, mainly in the form of streamed audio-visual content, either
delivered live or from pre-recorded sources. Furthermaore, traditional forms of
multimedia such as streaming and conferencing are being followed by
applications with richer content such as Internet multi-channel TV and complex
immersive environments. This increase in traffic will put strains on the network
and it is therefore desirable that application programs are designed to respond to
congestion if stability of the network is to be maintained. It is desirable that
network conditions are monitored and output bit-rates adjusted to the available
bandwidth.

There is a more immediate advantage to the user in having an adaptive output
bit-rate which is that the highest possible transmission bit-rate that the network
will allow is used and therefore the user will always receive the best possible
image quality., There are a number of known approaches to adaptive quality
video streaming, one of which is hierarchical coding. In this technique the
original video data is encoded into a number of discreet streams called layers,
where the first layer consists of basic data of a relatively poor quality and where
successive layvers represent more detailed information so that layers can be
added to increase the image quality or layers can be taken away, depending on
the available bandwidth,

As the bit-rate available to a session is subject to significant variations in the
number of layars that are transmitted, quality flugtuations occur in the decoded
image as layers are added or dropped. When layers are added or dropped

frequently the fluctuations in quality may become disturbing to a viewer.

In a first embodiment of the present invention there is provided a method of

operating a multimedia server, said method comprising:
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providing a stream of video data representing a video sequence to an
output of the multimedia server, wherein the output of the media server is
connected to a packet based network,

measuring a property of the video data in order to determine the
occurrence of a scene &hange in the video sequence,

detecting the available bandwidth on the network,

varying the bit-rate of the stream of video data,

wherein the method is characterised in that

variation in the bit-rate of the video data is controlled to occur in response
to variations in the capacity of the network (203} and preferentially with a scene

change in the video sequence.

The term preferentially used herein is meant to indicate that in certain
circumstances (discussed in greater detail below) it may not be practical to wait
for a change of scene to occur in the video sequence before varying the bit-rate
of the video stream, and in such circumstances the bit-rate will be changed at

peints in the video stream which do not correspond to a change of scene,

The term scene change (or change of scene) is intended to refer to a sudden
change in a video sequence within the space of a one or a very few frames such
as typically occurs at a change of scene, whether or not there has been an

actual change of scene.

Embeodiments of the present invention will now be described, by way of example
only, with reference to the following figures, where;

Figure 1 is a schematic diagram of the content-based inter-stream session
bhandwidth sharing architecture.

Figure 2 shows the order of packets in a layered coding system.

Figure 3 is a diagram of a media server.

Figure 4 is a diagram of the network interface of the media server shown in
Figure 3.

Figure b is a diagram of a client.

Figure 6 is a diagram of a client according to a first embodiment of the present

invantion.
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The client/ server arrangement for a known hierarchical streaming technology is
shown in Figure 1. A media server 202 js provided which has access to
compressed audiovisual data 201, which may be fed ‘live’ from an outside
broadcast or may be pre-compressed and stored in a database. The data source
201 may be on the samﬁ premises as the media server 202 and linked via an
intranet. The media server 202 runs on a suitable server computer and which
has access to the Internet 203.

A video viewer, hitherto referred to as the client 204, running on a PC suitably
configured to have access to the Internet 203, may connect to the media server
202 via the Internet 203 and thus the client 204 is able to access content. A

suitable PC terminal is used.

Layered video compression is achieved with the 1998 version of H.263 but
aqually may be any other codec, such as MPEG4. Each layver in the hierarchy is
coded in such a way as to allow the quality of individual pictures to be enhanced
and their resolution to be increased, and additional pictures to be included to
increase the overall picture rate, as explained with reference to Figure 2. Figure
2 lllustrates a typical dependency between pictures in an H.263 scalable layered
coder, with the boxes representing the frames for each layer and arrows
showing the dependency between frames. The lowest row shows ariginal, un-
coded frames. The next row shows the lowast layer (Layer O) of the hierarchy
which is coded at half the frame rate of Layer 1. Frames in Layer O are predicted
from the previously encoded frame, as in conventional video compression.
Frames in Layer 1 may be predicted from the previously encoded frame in Layer
1 and, if present, the temporally simultaneous Layer O encoded frame. Frames in
Layer 2 may be predicted from the previously encoded frame in Laver 2 and, if
present, the temporally simultaneous Layer 1 or Layer O encoded frame. The
H.263 specification allows for 15 layers; in the present embodiment server and
client software is not limited in the number of layers that can be used, but in this

case a database has been generated with video streams containing four layers.

Figure 3 shows the architecture of media server 201. In the present embodiment
the audiovisual source is a database 301 of compressed video data and the
media server 201 is responsible for reading the compressed data from a

database, packstising and distributing it. The data is distributed according to the
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Real-time Transport Protocol (RTP) which provides end-to-end network transport
funections suitable for applications transmitting real-time data such as audio,
video or simulation data. RTP does not address resource reservation and does
not guarantee qualitwnflhaeruica for real-time services. The data transport is
augmented by a control protocol (RTCP) to allow monitering of the data delivery
and to provide minimal control and identification functionality. RTP and RTCP
are designed to be independent of the underlying transport and network layers.
The media server 201 has four major components: database reader 302, video
RTP packetiser 303, audio RTP packetiser 305 and a network interface 304,
Video and audio data are stored as files of compressed bits in the database 301,
The database reader 302 retrieves and synchronises the compressed audio and

video from the database 301.

The audio and video data is then sent to a RTP packetiser 303,305. Audio and
video information is transmitted over the IP network using the User Datagram
Protocol (UDP) and Real-time Transport Protocol (RTP) packetisation. UDP
provides a checksum to detect transmission errors, but does not guarantee data
delivery: packets may be lost, duplicated or re-ordered. RTP provides end-to-end
delivery services, such as payload type identification, sequence numbering, time-
stamping and delivery monitoring. RTP packetisers 303,305 attach the RTP
Header and, in the case of video packets, the H.263 Payload Header which
provides some protection from packet loss. The Payload Header contains
information specific to the video stream, such as motion vector predictors,
which is obtained by decoding the compressed bit stream.

The rate at which data is read from the database 301 is controlled from the
network interface 304, which is illustrated in greater detail in Figure 4. With
raference to Figure 4 the arrangement of the network interface 304 for the video
data will now be described. A packet numbering module 401 assigns a number
to each packet of data. These packet numbers are used by the client to
assemble packets into the sequence required for decoding. The number of bits
produced by compressing a picture is in general not constant, even when the
transmission rate is constant. The first picture of a new scene will usually
produce a larger number of bits than a picture where there is little movement or
detail. The encoding process will use a control strategy together with an output

data buffer to smooth these variations in preparation for transmission at a
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constant bit rate. In the case of layered coding, each layer has its own control
strategy and buffer as it has its own constant bit rate constraint to meet. The
delay across each of these buffers will not be constant and will not be the same
for each layer. Delay variation between the layers is therefore introduced at the

5 source of the data. Transmission across a network may cause this delay
variation to increase. A packet numbering scheme is therefore needed to ensure
that a client can arrange the packets it receives into the order required for
decoding. This scheme is required to handle the cases of the client not receiving
all of the layers and of packet loss in the layers that it does receive,

10 Each layer is transmitted as an independent RTP Session on a separate |P
address by a session handler 403, 405, 407, 409, The rate at which data is
transmitted is controlled by the Transfer Rate Control module 402, whi;::h counts
Layer O bytes to ensure that the correct number are transmitted in a given period
of time. The transmission rate of the other layers is smoothed and locked to the

15 rate of Layer O using First-In First-Out (FIFO) buffer elements 404, 406, 408.

The client 204 of the known hierarchical streaming technology will now be
described with reference to Figure 5. Each RTP/RTCP Session associated with
each layer of encoded data has a session handler 501, 502, 503, 504 at the
20 client which is responsible for receiving RTP packets from the network.
The packets are then passed to a source demultiplex module 505. This receives
packets from all layers and all sources, demultiplexes them by source, and
routes them to a blender module 506, 6807 for that source.
The blender module 506, 507 receives packets from all layers from one source
25  in the order that they were received from the netwaork. This may not be the
order required for decoding because of packet inter-arrival jitter or packet loss.
The blender module 506, 507 uses the packet numbers in the RTP headers to
arrange the packets from each layer in order and then combines the packets
from all layers together. The output of the blender module 506, 507 is a single
30  stream of packets which are in the correct order for decoding. This ig the same

order as they come out of the packet numbering module 401 of the media server
202.
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Packets are then sent to the decoder 508, 609 where the packets are decoded
into 20ms blocks of audio samples or to video pictures. In the case of pictures,

these are rendered to a window on the display 508.

Also provided is a congestion manager 511 to which the session handlers 501-
504 report packet loss. |f packets are being consistently lost, indicating network
congestion, the congestion manager 511 will instruct the session handler
responsible for the highest layer of compressed data to terminate the RTP/RTCP
Session. Periodically the congestion manager 511 will instruct an experimental
joining of a layer via the appropriate session handler to test whether there is
available bandwidth in the network. If this experiment is successful, i.e. that
substantially all of the packets of each layer are getting reaching the client, then

the new layer will be adopted. In this way the maximum available bandwidth is

employed.

It possible for the congestion manager 509 to instruct layers to be dropped and
restored rapidly as the network bandwidth fluctuates. This could be annoying
for a viewer and so a way of 'hiding’ the shift is employed. The layered
encading method described above is adapted so that if a layer is to be dropped
or added, the changeover preferentially occurs during a scene-change in the
video data. A video scene is typically perceived as the number of consecutive
frames within a video sequence that do not show significant changes in the
video content. Within a video scene or shot, the camera action may be fixed or
may exhibit a number of relatively uniform changes like panning, zooming,
tracking ete. Scene changes may be recognised as abrupt transitions of the
camera action or gradual transitions. In order to identify the scenes within a
video sequence the assumption is that the levels of motion energy as well as
those of luminance and colour do not change much between successive frames
within a single scene. Techniques of scene boundary identification include pixel
differencing, motion vector and block matching techniques. A very sudden
change in the content of temporally adjacent frames will thus appear as a
change of scene; clearly it is conceivable that such a change might not actually
relate to a scene change at all, but, for example, may instead be the
consequencea of a large foreground object coming rapidly into view. However,

such an abrupt change will nonetheless be a good place to add or remove a
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session layer and thus the term scene change is meant to cover such large

changes in frame content from one frame to another.

Figure & illustrates a system which detects congestion in the network and also
imposes the extra condition of adding or dropping a layer upon a scene change.
The server 601 comprises the components of the media server 202 of Figure 1
and the unit 603 comprises the components of the client 204 also shown in
Figure 1. Video data from the audiovisual source is also passed to a content
analyser 604 which segments the video sequence into scenes. The segmented
video is then passed to an objective quality assessment module (OQAM) 605
which assesses the contribution to the perceived quality of a scene that each

component layer provides.

These results are then passed to an inter layer adaptation module (ILAM) 607.
The function of the ILAM 807 is to continuously calculate the number of layers
that maximise the perceived quality for the session. The ILAM 807 also receives
input from a sender congestion manager 608 which reports on the bandwidth
available to the session on the network 203. The sender congestion manager
608 receives feedback from a client congestion manager 609 on the number of
packets that have been received. If this matches the number of packets that
were sent then the bandwidth is known to be the current transmission rate. If
packets are being lost then the bandwidth available to the session is less than
the transmission rate, in which case the sender congestion manager 608 informs
the ILAM 807 that a layer should be dropped.

In order to select which layer should be dropped the ILAM 607 couples the
bandwidth required by a layer with its contribution to the quality of the complete
image, as calculated by the O0AM 605. The ILAM 607 performs an exhaustive
search on all of the bandwidth/guality values. When the ILAM G607 has selected
which layer is to be dropped from a particular scene, the timing of the drop is
preferentially set to coincide with the transmission of that particular scene. In
this way the drop in quality occurs with the scene change and is thus much less
noticeable to a viewer than if the guality change had occurred during a scene.

In the case that no packets have been lost for a preset period of time the sender

congestion manager 608 will request the ILAM 607 to add in a layer to test
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whether all of the available bandwidth is being employed. If no packets are lost
during this experiment then the newly added layer is maintained. This process
of experimentation with adding layers is continued until a significant proportion
of packets are lost, in which instance the system can be confident that all of the
available bandwidth is i:;eing employed. Again, the timing of the introduction of
a layer is set to occur preferentially as the scene changes.

Under a given bit-rate allocation the levels of perceived quality do not change
considerably within a scene, but scene cuts cause considerable changes in
perceived quality, especially when the content features (spatial and motion
energy) change a lot between subsequent scanes. As a consequence there will
also be a significant difference in the corresponding quality scores for those
successive scenes which may justify a rescheduling of the number of layers in

tha stream.

The invention is not limited in use to hierarchical encoding schemes. The
invention is suitable for use in any encoding technique where the adaptation of
transmission bit-rate to accommeodate fluctuations in network capacity occurs.
For instance the invention may be applied to a transcoding system where
encoded data streams are transcoded from a high bit-rate to a low bit-rate or
from a low bit-rate to a high bit-rate. The present invention would be suitable to
reduce the impact for the viewer as the output bit-rate shifts in response to
network conditions by timing the transition to occur upon a scene change in the
encoded video sequence. Another example of an adaptive video streaming
technique to which the invention may be applied is where multiple independent
video streams of different bit-rates are transmitted. In this case the client
chooses which stream to accept based on session bandwidth. The client may
switch from one stream to another as bandwidth fluctuates; the present
invention ensures that the switch is timed to coincide with a scene change in the

encoded video stream.

Maturally, there may be times when a change of scene is such a long way away
that it is advantageous to switch from one bit-rate to another other than during a
change of scene. For example, consider the case where multiple independent
video streams at different bit-rates are available for transmission by a media

server to a client as, for example, described in co-pending European patent
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application No. 00310694.7 the contents of which are hereby incorporated
herein by way of reference. In such a case, the server may be capable_of
transmitting a first stream at a bit-rate of 600kbit/s and a second, higher quality
stream at a bit-rate of 1500kbit/s. The client may initially request that the
server transmit the first. stream at a transmission rate of 1000kbit/s. If the
network is not congested and all of the packets transmitted are successfully
received by the client, the receive buffer at the client will start to fill with data at
a rate of 500kbit/s, since the client will only be removing data from the buffer at
a rate of 500kbit/s. After say 10 seconds of filling up the buffer at this rate, the
client will have a buffer of ten seconds worth of data at which point it may
decide it can attempt to receive the higher bit-rate second stream of video data
from the server and thus sends an appropriate request to the server to this
effect. If, however, the server is aware that the client has a receive buffer of 5
Mbytes size, it knows that it may continue sending data from the first stream at
the rate of 1000kbit/s for at least another 150 seconds before the receive buffer
overflows, causing problems for the client. Therefore, the server may attempt to
wait for a specified period to see if a scene change occurs during this interval. If
so, a switch to the second higher bit-rate signal is not made until the change of
scene occurs. Of course, if there is no change of scene within the determined
period, the server switches to the higher rate anyway. In this example, a period

of only ten seconds is deemed appropriate as the waiting time.

Note that instead of simply waiting to see if a change of scene ocecurs in the
specified period and switching at the end of the period if no such change of
scene is detected, an alternative method would be to pre-analyse the video to be
sent (clearly this only applies to pre-stored video data and not live video) and to
note whan changes of scene occur. In such a case, the server, upon receipt of a
request from the client to switch streams, could search to see if a suitable
change of scene will occur within the predetermined period and if not to switch

immediately to the new hit stream.

In the present example, upon switching to the higher rate bit stream, the client
may have requested a transmission rate of 1500kbit/s corresponding to the rate
at which the data will be drawn from the receive buffer by the client. In such a

case, the buffer size of 10 seconds should remain constant so long as all of the
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transmitted packets are successfully received by the client. However, in the
event of congestion on the network, a proportion of packets may fail to arrive at
the client. In such a case, the server will be warned of this via the RTCP. If the
congestion is sufficiently severe, the server may deduce that the buffer is In
danger of emptying u:urhich would cause a break in the video displayed by the
client to occur. To prevent this, the server may switch back to the lower bit
rate stream. Via the notification of how many packets are being lost, the server
can deduce how long it will be before the buffer is emptied. For this time, the
server can wait to see if a change of scene occurs, and if so, the new stream
will be switched to at that point. Note that it would also be possible for the
client to simply request that the new stream be switched to upon detecting that

its receive buffer is emptying at an unsustainable rate.

Note that the amount of data in the buffer is actually of less significance than
the rate of change of the amount of data in the buffer. Thus it is preferably this
quantity which either the server or the client measures in order to determine
whether to change from one bit stream to another (or whether to add or drop a

layer in the first example).
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CLAIMS

T A method of operating a multimedia server (202), said method
comprising; -

providing a stream of video data representing a video sequence to an
output of the multimedia server (202}, wherein the output of the media server
(202) is connected to a packet based network (203),

measuring a property of the video data in arder to determine the
occurrence of a scene change in the video sequence,

detecting the available bandwidth on the network (203),

varying the bit-rate of the stream of video data,

wherein the method is characterised in that

variation in the bit-rate of the video data is controlled to ocecur in response
to variations in the capacity of the network {203) and preferentially with a scene

change in the video sequence.

2 A method of operating a multimedia server (202) in accordance with
claim 1 wherein upon detecting a decrease in the available bandwidth the bit-

rate of the video data is decreased.

3. A method of operating a multimedia server (202) in accordance with
claim 1 wherein the bit-rate of the video data is periodically increased in order to

ensure that all of the available bandwidth is being used.

4. A method of operating a multimedia server 202 in accordance with claims
1 to 3 wherein said stream of video data is comprised of a plurality of

hierarchically encoded layers.
B. A method of operating a multimedia server (202) in accordance with
claim 4 wherein the bit-rate of the video data is varied by adding or dropping

layers from the stream of data transferred to the ocutput port.

6. A method of operating a multimedia server (202) in accordance with

claims 4 or & wherein the objective quality contribution of each layer to the
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overall quality of the video sequence is measured in order to determine which of
the layers is to be added or dropped from the stream of data transferred to the

output port,

Ta A method of operating a multimedia server 202 in accordance with claims
1 to 3 wherein said stream of video data is comprised of a plurality of

independently encoded flows each of which encoded at different bit-rates,

2. A method of operating a multimedia server (202) in accordance with
claim 7 wherein the bit-rate of the video data is varied by switching between

independently encoded flows.

9, A method of operating a multimedia server 202 in accordance with any of
the preceding claims in which the source 201 of video data is stored in encoded

form in a database.

10. A method of operating a multimedia server 202 in accordance with any of

claims 1 to 8 in which the source 201 of video data is encoded in real-time.

11. A method of operating a multimedia server 202 in accordance with any of -
the preceding claims wherein, upon detecting a variation in the capacity of the
network such as to render it appropriate for a change in bit rate to occur, the
server waits for a predetermined time to atternpt to detect a change of scene,

and if such a change of scene is detected within the predetermined time, the
change of bit rate is caused to occur at the time of the change of scene, butif a
change of scene is not detected within the predetermined time, then the change

of bit rate is caused to occur at the expiry of the predetermined time.

12. A method of operating a multimedia server 202 in accordance with any of
the preceding claims wherein, upon detecting a variation in the capacity of the
network such as to render it appropriate for a change in bit rate to occur, the
server determines if there is going to be a change of scene within a
predetermined time, and if it is determined that there will be such a change of
scene within the predetermined time, the change of bit rate is caused to ocour at

the time of the change of scene, but if it is determined that there is not going to
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be a change of scene within the predetermined time, then the change of bit rate
is caused to ocecur substantially immediately after having made such a |

determination,

13. The method of -::iaim 12 further including the step of, prior to providing a
stream of video data to the output of the media server, processing the video
data to determine the positions within the video data in which changes of
scenes occur and making this information available for permitting whether a
scene change will occur within a predetermined period at any point along the

stream of video data.

14. A multimedia server (202) comprising;

a reader (302) for reading video data representing a video sequence from
a source (301),

a scene change detector (604) for detecting changes of scene in the
video seguence,

a bit-rate controller (607) for controlling the rate at which the video data
is transferred from the reader to an output port, wherein the output port is
capable of communicating with a client (204) on a packet network (203);

the media server further comprising means (608) for detecting avasilable
bandwidth between the multimedia server (202} and client (204} on the packet
netwaork,

characterised in that

the bit-rate controller (607) is arranged to vary the bit-rate of the video
data transferred to the output port in dependence on the detected bandwidth
preferentially in correlation with a scene change detected by the scene change
detector (604). '
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METHODR FOR CONNECTION ACCEPTANCE CONTROL AND RAPID DETERMINATION OF OPTTMAIL
MULTT-MEDIA CONTENT DELIVERY OVER NEIT'WORKS

{57) Abstenct: A methd ol Dandwidih
allocation  for delivery of stoned  digital
content from at least one server device
ta-at least one clism device by way of a
netwark is disclosed. The method begins
by prescribing a control variable which
represents A larpel flow rate from the
server device to each client device. Mexr,
time-varying consirainis on the [(ow rate
of the content are determined. A cost
fungtion of the contm| variahle for each
client 15 determined.  The cost [unction
corresponds o o maximized volue of the
control variable.  Finally, bandwidth is
prescribed o cach client based upon the
value of the control variable maximized
by the cost function. In this respect, the
method  achieves optimal  allocation of
handwidth between the server and  the
respective clients,
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METHOD FOR CONNECTION ACCEPTANCE CONTROL AND RAPID
DETERMINATION OF OPTIMAL MULTI-MEDIA CONTENT
DELIVERY OVER NETWORKS

BACKGROUND OF THE INVENTION
Field of the Invention
[0001] This invention relates to the field of delivery of multimedia content over
a variety of networks. More specifically, it pertains to multimedia servers which
service many clients simultaneously for the delivery of multimedia content which
is used and played back at each client. It addresses methods for determining
optimal delivery rates to each client and methods for determining whether new
clients may be accepted without diminishing the guality of service to existing

clients,

Status of the Prior Art

[0002] In the history of multimedia program delivery, some in the industry have
long advocated the use of large clieni-side buffers and faster-than-real-time content
delivery over a network as offering the best of all worlds: a jitter-free viewing
experience and a cost-effective utilization of the network resources at hand. Few
systems, however, go very far in addressing how to schedule clients or a method
for accepting new clients. Real-time systems, often known as streaming systems,
can schedule new clients in a very simple manner -- if sufficient bandwidth
remains for the added real-time stream, then the client may be accepted.

However, such systems do not maximize the number of simultaneous clients. On
the other hand, faster than real-time delivery, sometimes known as store-and-
forward systems, opens up the possibility for more flexible scheduling procedures
to control and optimize the number of simultaneous clients while ensuring a high

level of quality of service.
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[0003] The methods for such call acceptance and flow modularion that have been
proposed in the prior art have been largely ad-hoc and also incomplete. These
have been ad-hoc in the sense that there has been no guiding rationale for their
selection from among many possible and potentially superior alternatives. The
methods have also been incomplete insofar as they did not address the question of
whether any given incoming request for service should be accepted or denied.
Video-on-demand systems, or more generally, any system in which a multimedia
server is designed to serve multiple clients over a network to deliver bounded
content, can benefit from the use of such flow modulation techniques and call

acceptance procedures.

Optimal Content Flow Modulation
[0004] One time-honored way of designing methods of the class required here is

to re-cast the problem to be solved as an optimization problem, in which one sceks
to maximize a designated value function moment-by-moment, subject to a set of
real-world operational constraints which will typically vary over time.
Accordingly, given a set of clients and associated sessions, an optimal delivery
procedure continuously establishes content flow rates from the content server to
each of its clients so as to maximize aggregate value according to the governing

value funcrion.

[0005] This approach holds several advantages: 1) optimization problems are
well understood, and are tractable by a large and diverse collection of
computational methods; 2) if it exists, a global solution that is obtained is arguably

optimal by construction, and thus superior or equal to all other.
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[0006] The present invention teaches the method of optimizing two particular
value functions:
1) total data delivered (maximize throughput).

2) total delivery charges (maximize charges).

[0007] The first value function does not distinguish one customer from another
and will deliver as much data as possible from server to clients irrespective of the
characteristics of the latter. The second value function favors the service of high
paying customers. It can easily be seen that the first function is a special case of

the second one whereby all clients are charged equally.

[0008] As will be seen in this disclosure, optimizing for these functions and
identifying the necessary constraints requires a new and unique perspective that is
specifically designed for the multimedia environment. Moreover, the disclosed
methods are specifically designed to account for and accommodate real-world
scenarios of today's networks, Consequently many variations of the method are

presented 0 accommodate various scenarios.

SUMMARY OF THE INVENTION
Call/Connection Acceptance Control (CAC)
[0009] A CAC procedure is responsible for deciding whether a candidate for
service can be accommodated without jeopardizing sessions already in progress at
the present time or at some time in the future; failing that it must decide whether a

service request should be queued for a time or rejected.
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Flow Modulation

[0010] Flow modulation methods are those portions of the system which manage
the communication and data flow between the server and the clients. Collectively,
these methods provide the multimedia data to the client and provide the server with
the information about the state of the transmission, playback, user status and
network status. These parameters are further used by the present invention in the
CAC procedures. In fact, as will be shown, the proposed CAC procedures are
tightly integrated with the flow modulation methods.

[0011] Operational constraints may change over time. For instance, one might
elect to vary the total bandwidth available for multimedia content delivery
according to the time of day. Alternatively, exogenous data flows on the network
may cause unexpected disturbances by usurping available bandwidth and impeding
the delivery of data along established session channels. The content delivery
strategy of the present invention includes the ability to adapt to scheduled as well

as unexpected disturbances so as to minimize unwanted disruptions of services.

ide the C . I

[0012] The present invention, due to it's faster-than-realtime transmissions (also
know as burst transmissions), which are realized by use of high-bandwidth
networks and large client cache or intermediate storage, provides an opporiunity to
adapt 1o changing network conditions. In contrast real-time (streaming) systems
are essentially designed for worst-case scenarios: each client must be assumed to
constantly use the complete real-time playback bandwidth. Such a system is
unable to adapt to any derivation from this scenario. For example, take the simple
case where the total server bandwidth is 100% utilized by all clients playing back

the streaming video. Should any network condition change, such as a temporary
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decrease in available bandwidth over the network, then one or more clients’
playback is interrupted, and the system can not recover from such a condition until
the bandwidth is regained. Even worse if a single client presses pause either that
unused bandwidth must remain reserved and no more clients can be accepted, or
that paused client is pushed out in order to service the new client. In essence little

or no CAC procedure may be implemented.

[0013] In contrast the present invention burst transmits portions of a program
and immediately ‘gets ahead of itself”, thus allowing headroom for a myriad of
methods to intelligently handle new clients, client interactivity and possible

network fluctuations.

[0014] Mecthods are taught for optimally determining the flow rate to each client,
Methods are also taught for accepting or rejecting new clients; these call-
acceptance methods are tightly coupled with said flow rate modulation methods. A
series of constraint expressions are presented which govern the methods for
determining the flow rates and acceptance of new clients. Linear programming
techniques are used to optimally solve these expressions. Various embodiments
are presented including scenarios for multiple-rate tariffs, and time-of-day

bandwidth variations.

Ex. 1018-1610



10

13

20

25

WO 03/003 760 PCT/USO2/ 16590

&

BRIEF DESCRIPTION OF THE DRAWINGS

[0015] These as well as other features of the present invention will become more
apparent upon reference to the drawings wherein:

Figure 1 depicts the flow of control and/or data between the different
stations of a content delivery session;

Figure 2 illustrates the Entity Data Model;

Figure 3 geometrically illustrates the linear programming problem
statement;

Figure 4a geometrically illustrates an expansion of the flow optimization
problem statement;

Figure 4b geometrically illustrates the method for rapid determination of
flow rates to maximize flow;

Figure 5 illustrates a method for implementing flow modulation to
maximize flow; |

Figure 6 illustrates a method for implementing flow modulation for
maximized charges;

Figure 7 illustrates typical content flow;

Figure 8 illustrates typical server swing capacity;

Figure 9 illustrates a method for call-acceptance and control (CAC);

Figure 10 illustrates planned constraints on maximum flow;

Figure 11 illustrates a method for call-acceptance and control (CAC)
with scheduled flow changes;

Figure 12 illustrates stratification of services;

Figure 13 illustrates a method for call-acceptance and control (CAC) for
maximal charge;

Figure 14 is a system block diagram for a system implementing the

present optimization of client bandwidth;
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Figure 15 is a flowchart showing an algebraic method for calculating the
optimization of client bandwidth;

Figure 16 is a flowchart showing an algebraic method for calculating the
optimization of client costs; and

Figure 17 illustrates optimized viewing of a live event.

DETAILED DESCRIPTION OF THE INVENTION
[0016] Figure 1 depicts the flow of control and/or data between the different
stations of a content delivery session. As shown a client attempts a connection 100
and manifests itself to the Content Selection subsystem by means of a low
bandwidth control channel (not shown). Next the client is authenticated and a
selection is made 110, typically with the aid of browser software. If the client is
not authenticated, it is dismissed from the system 120. If the client has been
authenticated and a program selected for viewing then the rate of service is set at
this point 130, perhaps according to the selection that was made, or some
contractual stipulation. The client is now placed on the service queue of the CAC
subsystem 140, A client that is made to wait too long will evenally balk 150.
Assuming this does not occur, the CAC subsystem 140 will eventually allocate a
channel to the client and open a session 160. Control now devolves upon the
Content Flow Modulator (not shown) which starts the flow of content from server
to client 170. Subsequent capacity changes, whether predictable or not, may force
an abrupt termination of a session in progress 180. Otherwise the session runs to

completion 190,
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Entity Data Model (Ei 3 ligh ble)

[0017] The entities entering into our discussion are depicted in Figure 2. Client
200 maintains certain data associated with this entity; as shown but not labeled,
which includes without limitation, status, id and costOfService. The other entities
also each include unlabeled but depicted data. The diagram further depicts the
relationship between each entity. As shown, client 200 is assigned a session 240,
Client 200 employs a channel 210. Client 200 selects contentSelection 230.
Session 240 delivers content through channel 21(). Server 220 modulates channel
210. Server 200 contains contentSelection 210, Server 220 accepts, defers or

denies client 200 and contentSelection 230 is associated with session 240.

[0018] Furthermore Figure 2 depicts the various one-to-many relationships.
Each client 200 employs one channel 210. Client 200 may or may not receive one
of channel 210, as depicted by the (/1 notation. Similarly, client 200 may or may
not receive a session 240, However, whenever client 200 does receive a session
240, it will always receive a channel 210 since channel 210 and session 240 are
allocated as a pair. One or more (N) of client 200 may select one of
contentSelection 230. And server 220 contains one or more (N) of
contentSelection 230. Each one of contentSelection 230 is associated with 0-N of
session 240. Each session 240 delivers content through one of channel 210. And

server 220 modulates one or more (IN) of channel 210.

[0019] A more detailed list of each entity of Fgure 2, and each one’s associated
description, data elements and function calls is listed below. This listing closely
resembles that of object-oriented programming. As such, ‘methods’ represent the
ability to obtain or modify data, while ‘attributes’ represent data which is directly
associated with that particular entity. The listing also includes information relating

to one embodiment wherein software programming specifics are disclosed, such as
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a variable type (double, int and so forth) and more. The present invention is not
limited to such an embodiment and other implementations are possible without
deviating from the scope and intent of the present invention. The listing, however
detailed, is merely illustrative of the data and functions which are used in the

equations and methods described herein.

[0020] Consequently, data and functions from this listing, associated with the
various entities, will be used in forthcoming equations, flowcharts and methods.
The reader is directed to this listing as reference when reading such equations and

examining such drawings.

--- start of entity data model detailed listing ---
Model: Untitled 1 (public)
Contains:

client, session, channel, server, contentSelection.
Component: client (public Class/Interface)
Comment:

A client entity stands for a client presently requesting or receiving service.
Merhods:

public static lookup (id: in int) : client

public Getld () : const int&

public Setld (val : in int&)

public GetCostOfService () : const double&

public SetCostOfService (val : in double&)
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Anributes:
private status: client <int >

Specifies whether or not a client has been allocated a channel and session.

private id: int
5 Integer-valued identifier that is unique to the client (primary key). Can be

obtained from a monotonically increasing counter.

private costOfService: double
Dollar charge per Mbyte. This value is the same for all customers under flow
optimization. Under cost/charge optimization may be an integer value

10 reflective of the rank; the higher the rank the higher the charge.

Has:
public selected: contentSclection
public assigned a: session

public employs: channel

15 Component: session (public Class/Interface)
Comment:
A session entity holds various state information about the service being

received by an associated customer.

public GetCurrentPosition () : const double&

20 public SetCurrentPosition (val : in double&)
public GetPayloadToGo () : const double&
public SetPayloadToGo (val : in double&)
public GetStatus () : const int&
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public SetStatus (val ; in int&)

public GetMinimumFlowRate () : const double&
public SetMinimumFlowRate (val : in double&)
public GetFlowRateRange () : const double&
public SetFlowRateRange (val : in double&)
public GetMaxFlowRate () : const double&
public SetMaxFlowRate (val ; in double&)

Anribures:

private playTimeToGo: double
Indicates the minutes remaining in the viewing experience. Initialized to

contentSelectiont. playTime (see below).

private currentPosition: double

Pointer into media content from which content is being delivered.

private payloadToGo: double

The amount of media content (in Mbytes) as yet undelivered by the server, Does
not include any content presently stored in the client-side buffer.

private status: int

Indicates whether sesion is active or paused.

private minimumFlowRate: double

This is the minimum flow from server to client required to ensure uninterrupted
service over the remaining playTime, Has a value of zero if playloadToGo is
zero. Given by (pavloadToGo * 8)/(playTimeToGo *60)
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private flowRateRange: double

Specifies the effective range over which the channel content flow serving a
session is constained without consideration for interactions with other flows,
Equals maxFlowRate - minimumFlowRate

private maxFlowRate: double
Effective maximum bound on flow as expressed in formula (8) which must be

re-evaluated periodically.

Has:

public delivers content through: channel

Component: channel (public Class/Interface)

Comment:
A channel represents the network resources from server to client associated
with an ongoing session, encompassing the client-side buffer if any, and its

level.

public GetBufferLevel () : const dnuhle&
public SetBufferLevel (val : in double&)
public GetFlowRate () : const double&
public SetFlowRate (val : in double&)
public GetMaxFlowRate () : const double&
public SetMaxFlowRate (val : in double&)

Artributes:

priviate bufferSize: double
Capacity of the client-side buffer (or equivalent)
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private bufferLevel: double

Current buffer level in MBytes of stored content.

private flowRate: double
Flow rate through channel specified by the relevant optimizing flow

modulator,

private maxFlowRate: double

This value represents the maximum possible flow rate from the server to an
individual client over its "channel”. This value reflects restrictions on flow that
pertain to an individual client. It may be determined by factors such as the
bandwidth of client’s link to the network, or a limit imposed administratively to
ensure balanced network utilization.

Component: server (public Class/Interface)

Comment:
Entity representing the media server and its CAC and flow modulation
activities.
public GetFlowRate () : const double&
public SetFlowRate (val : in double&)
public GetMaxMinFlowRate[] () : const double&
public SetMaxMinFlowRate[] (val : in double&)
Attributes:
private maxFlowRate: double

Maximum possible content flow that is allocated to the server by the network.
private flowRate: double

Aggregate content flow rate, summed over all sessions and their associated

channels.
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private cac_flowSafetyMargin: double
Tunable safety margin used by the CAC algorithm to protect sessions-in-

progress from being affected by changes in available network bandwidth.

private maxMinFlowRate[]: double

Applies when N rate tariffs exist. This array holds the maximum floor level
for each category of service. The value for the costliest category N is stored
in maxMinFlowRate[N-1], and for the least costliest in maxMinFlowRate[0].
[t is the relative magnitude of these ascending values that matters, not their
absolute value. Thus the actual maximum floor flow rate for category K is
given by server.maxFlowRate * (server.maxMinFlowRate[k-1]
[server.maxMinFlowRate[N-1]). Similarly, the maximum floor flow rate for

category N is server. maxFlowRate.

Has:
public contains: contentSelection
public modulates: channel
Component: contentSelection (public Class/Interface)
Comment:
Entity represents a video/sound clip or other bounded unit of content. A

continuous data feed does not qualify.

Attributes:
private averagePlayRate: double
The average rate at which media content is consumed by the client, as
computed by dividing the (payload * 8) by the (playTime * 60)
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private playTime: double
Duration of play of the media content in minutes.

private payLoad: double
total size of the content in Mbytes.

Has:

public is associated with: session

--- end of entity data model detailed listing ---

The following table summarizes the highlights of the previous detailed

description of each entity in Figure 2.

TABLE 1
Entity Description
client 200 Each client is denoted by an associated unique integer

index ,. The set of active clients is denoted by S, ... cionss-
The set of deferred clients is denoted by Sgycin.
Incoming clients are expected to select the content they
wish to view prior to being queued for dispatch by the
CAC sub-system, which requires knowledge of the
client’s bandwidth requirements, duration of play, and
cost of service, all of which may vary according to the

selection.
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Servers sit astride a network and can deliver media
content through the network to their clients up to a
designated maximum flow rate. The server is
responsible for accepting or rejecting clients, launching
sessions and associated channels for the former, and
modulating content flows over all channels in an optimal

manner.
A channel represents the data path between the server

and the client. The channel buffer is typically located
near or within the clients viewing station. The flow of
content through the channel is set by the flow modulator

sub-system.
A server will typically act as a repository for media

content, which it can deliver to clients upon demand. For
our purposes, media content is characterized by its
payload and the play duration, which together imply the
averagePlayRate = (payload*8)/(playTime *60)., The
averagePlayRate is none other than the streaming rate

imposed by real-time just-in-time streaming algorithms.
Every session represents an instance of media content

delivery to an associated client over a designated
channel. The play TimeToGo indicates the time
remaining before the content is fully played out to the
client. The payloadToGo is the amount of content data
as yet undelivered to the channel. A session terminates
when this value reaches zero, at which time
playTimeToGoe may still be large, according to the
capacity, the level of the channel buffer, and the media
play rate.
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Constraints On Content Flow

[0021] Before referring to more Figures, it is imperative to establish some

formulas and problem statements which are used in the methods which follow.

[0022] The flow of content between entities is subject to the following constraints
at all times. Buffer levels are always expressed in Mbytes and data rates in

Mbits/sec.

(1)Z | sactiveciions (Client. lookup(i).channel. flowRate) < = server.maxFlowRate

The sum of all channel flows cannot exceed the imposed maximum throughput

capacity of the server.

(2)client.lookup(i).channel.flowRate < = client.lookup(i).channel.maxFlowRate

for all i € Z . cciems

The data path from server to client is subject to its own constriction.

(3)client.lookup(i).channel .flowRate < =(client.lookup(i).channel.bufferSize -
client.lookup(i).channel.bufferLevel )* 8/60 +

client.lookup(i).session. mediaContent.averagePlayRate, for all i€ E . .ciicns.

The channel buffer is never allowed to overflow.

(4)client.lookup(i).channel.flowRate < = client.lookup(i).session.payloadToGo *
&/60
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for all 1€ X, cuens.

Conient that does not exist cannot be delivered, (Constraint 1 will ordinarily

prevail except af the very end of a session.)

[0023] The constraints listed above are straightforward applications of common
sense in relation to the flow of data through constricted channels, out of finite data
sources, and into and out of bounded buffers. By contrast, the following
constraint, which imposes a minimum channel flow rate instead of a maximum, is
less obvious, The minimum value, termed the minFlowRate is set to the flow rate
which, if sustained over the balance of the play time to go (playTimeToGo),
ensures that all required content will be available when needed -- and no sooner --
until all content is played out. This floor value can be calculated for i € Z__, ciicass

by the formula:

(5)client.lookup(i).session minFlowRate =(client. lookup(i).session.payloadToGo *
8)/ (client. lookup(i).session.playTimeToGo * 60)

Accordingly, the flow rate on the right-hand-side is termed the just-in-time (JIT)

flow rate (f''").

Thus:

(6)client.lookup(i).channel. flowRate > = client.lookup(i).session. minFlowRate

for all i€ Z, i .ctens
[0024] The variable constraint bounds (i.e. the values (o the right of the inequality

symbol) of equations 1 - 4 and 6 are re-evaluated on a periodic basis (e.g. once
per second) prior to the execution of the CAC procedure and optimizer. In
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particular, the minFlowRate value starts out at the beginning of a session equal to
the streaming rate. By construction the minFlowRate rate never exceeds this
initial value so long as constraint 6 is honored. In fact, constraint 5 implies that
the minflowRate value must be a diminishing function of time that may hold its
value for a time but never rises. As seen from equation 6, the actual data rate of
the channel, flowRare, is always greater than or equal to the minFlowRate. By
design, and virtue of the fact the present invention uses faster-than-realtime
transmissions, the system quickly gets ahead of itself and ensures that after initial
conditions, the minFlowRate is always equal to or less than the real-time rate and
that it continues to decrease. As we shall see, the CAC procedure exploits this

monotonic characteristic of the minimum flow rate over time.

[0025] Constraints 2, 3 and 4 are of like kind, each specifying an upper bound on
individual channel flows. Whereas the bound for constraint 2 is typically a
constant, the bounds on 3 and 4 will vary over time. Nevertheless, only one of the
three bounds is effective at any given time, namely the one with the smallest bound
value, given by:

(7) client. Jookup(i).session.maxFlowRate = minimum of

1) client.lookup(i).channel.maxFlowRate,

2) (client.lookup(i).channel. bufferSize -
client.lookup(i).channel. bufferLevel)*

8/60 + client.lookup(i).session.mediaContent. averagePlayRate,
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3) client.lookup(i).session.payloadToGo * 8/60

Consequently, formulas 2, 3, and 4 can be consolidated into a single constraint,
the bound for which is computed at every scan to be the smallest bound of

associated constraints 2, 3 and 4.

(8) client.lookup(i).channel, flowRate < = client.lookup(i).session.maxFlowRate,

whereby for all i e E,, .ciens , maxflowRate is given by equation (7).

At any one time, individual channel flows are constrained over a range, as

follows:

(9) client.lookup(i).session.flowRateRange =

client.lookup(i).session.maxFlowRate - client.lookup(i).session.minimumFlowRate

Value Functions

[0026] The value functions introduced previously can be expressed mathematically

as linear functions of channel flows, as follows:

Ootimizing Ti | Maxi |
(10) value = X, cuctivectens Client.lookup(i).channel. flowRate)
ar imal Char
(11) value = I |, socuvectens (Client.lookup(i).channel flowRate *
client.lookup(i).costOfService)
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[0027] The optimization problem, which in one embodiment is strictly throughput

and in another case is charge, can be stated simply as follows:

Find values for
client.lookup(i).channel.flowRate for all i€ 2, ciens

constrained by inequalities 1 through 5, such that the value obtained by

evaluating expression 10 or 11 assumes a maximum.

[0028] Both of these problem formulations are examples of Lincar Programming
for which a number of well-known and generally effective computational solutions
exist. In linear programming one secks to optimize a linear cost function of

variable x

(12) c*x =" + ...+ %%,

subject to a set of linear inequality constraints

(13) A*x <=0D>
where xT = (X,,....%,), ¢ = {¢,,...,¢,) are the state variable & cost vectors, A is an
n-by-m matrix, b" = (b,,...b,) is the constraint vector, and the operator **’ stands’ ¢

for marrix or scalar multiplication.
[0029] Figure 3 is introduced as illustrative of the problem statement and the

general methods of the prior art, and is not incorporated as an element of the

invention.
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[0030] The linear programming problem as well as its solution can best be
understood with the aid of geometry. Figure 3, depicting a 2-dimensional
Cartesian problem space, inequality constraints (13) define a convex hull H 310
over which a search for an optimum value of x = (x,,x;) is permitted to range.
The cost vector ¢ 350 defines an infinite family of equal cost lines (hyper-planes)
which lie orthogonal to e. Three examples of such lines are shown in L, 360, L,
365, and L, 370., each of progressively higher value. The supreme value of the
cost function is obtained by sliding along ¢ 350 till one can go no further, in this
instance toward vertex V, 340 of hull H 310. Many well-known methods (e.g. the
Simplex Method)} work roughly in this fashion, exploiting the fact that at least one
optimum point must be at a vertex. In particular, the Simplex method algorithm
begins by finding a vertex (e.g. V, 320), and then moves along a sequence of
vertices (e.g. V,330, V, 340) improving itself each time until no further

improvement is possible & the summit is reached.

[0031] Let us suppose instead that V, 330 were placed along L, 370 along with V,
340. According to prior art methods, V, 330 and V, 340 are the two possible
solutions, but the equally valuable points in between them are not. As we shall

soon see, the problem of throughput optimization (6) falls in this category.

[0032] While vertex V, 300 does not factor into this description, it is depicted in

Figure 3 for completeness.

Flow Modulation

Methods for Maximal Flow

The following sections detail two embodiments to optimize total data flow.
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[0033] Figure 4-a depicts a scenario involving two flows. The convex hull is in
this instance bounded by line segments L1, L2, L3, L4 and L5. L6 is a boundary
used in a different embodiment, however the present embodiment uses L5 and not
L6. Flow f, can range over the interval separating line segments L1 from L3,
namely f,;*™ and f,¥**; the range is depicted as f,****. Flow f, can range over the
interval between lines L2 and L4, namely f*" and f***, and depicted as f*",
The sum of flows f, and f, is constrained to lie inside of line segment L5 which, by
construction, is always orthogonal to the cost vector C; . Cost vector C_ is also
illustrated but used in a distinct embodiment. In the present embodiment only C,
is used. In the illustrated example of the present embodiment, the constraint on
total flow is set to 5, and is therefore low enough to cause L5 to intersect L3 and
L4. This would not have been true had the value chosen had been 10 instead of 5.
With L5 safely out of contention, the convex hull would instead be a simple
rectangle bounded by L1 through L4, thereby permitting both flows o assume
their respective maxima without interference. In practice operational constraints
exist intrinsically or are imposed from the outside so as to ensure cost effective

sharing of potentially costly network resources.

[0034] Supposing Figure 4 to be correct, the well-known methods would select
vertex V5, which lies at the intersection of L3 and LS5, or V., which lies at the
intersection of L4 and L5. These solutions, though optimal, are undesirable for
the present invention as they fail to spread available bandwidth over all channels as
fairly as would a centrally located interior point of L5, For this reason, two
alternative optimization methods are taught, which are adapted to the particular
needs of this problem and ensure a fairer allocation of constrained bandwidth

among all channels.
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Iterative Procedie (Fi 5)
[0035] In order to optimize use of all available bandwidth, the following general
method is used, with the details illustrated in Figure 5. This method is a solution
for the problem illustrated in Figure 4-a, which geometrically illustrates the
optimization problem in the limited case of two flows, fl and f2. The following
description expands the problem to an arbitrary number of clients (and therefore

flows) and presents a method for solving this optimization problem.

[0036] Referring to Figure 5, in step 500, values are calculated for the session
maxFlowRate and session.minFlowRate for each client as per the minimum and
maximum constraint bound expressions in equations 6 and 8, respectively. This
step correlates to the determination of fymin, fymax, fymin and f,max from Figure
4-a.

[0037] The difference between these two yields the session. flowRateRange of

each client. Thus:

session.flowRateRange = session maxFlowRate- session.minimumFlowRate

[0038] In step 505, the active clients are sorted in an ascending fashion based
upon their session,flowRateRange. As will be shown this critical step facilitates
allocation of the remaining server bandwidth as evenly as possible among all active
channels, thus maximizing the number of channels that benefit by use of the total
server bandwidth. An arbitrary assignment of remaining bandwidth is likely to
saturate the server before all channels have been assigned extra bandwidth, thereby
favoring certain channels on an ad-hoc basis. This step correlates to keeping the

solution in bounds of the space delinated by line segments L1-L5 of Figure 4-a.
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[0039] In step 510, each client’s channel flow rate is set to the session

mimimumFlowRarte.

[0040] By doing so, it is ensured that the minimum flow constraint is met for each
session and that the minimum flow rate is a non-increasing function of time, which
is critical to the proper functioning of the CAC procedure. This portion of the
process also ensures that the solution, starting from the vertex in Figure 4-a as
defined by the intersection of L1 and L2, moves generally in the direction of

vector ¢, . All clients are also marked as unprocessed.

[0041] In the next step, 520, server.flowRate is set to the sum of each active

client’s session.flowRate.

[0042] Next, the following is iterated over all clients in sorted sequence (during
any given iteration the selected client is given by its id) by performing steps 530
through 570. In step 530 evaluating the following expressions test for possible
server saturation:

delta = (server.maxFlowRate - server.flowRate) / (qty of un-processed clients)
range = client.lookup(id).session.maxFlowRate -

client.lookup(id).session.flowRate

[0043] If range is greater then delta, this implies that the server can be saturated
in this iteration by allocating delta 1o all unprocessed clients (step 540).

[(044] On the other hand, the *no’ path for step 530 implies that the server is not
saturated and that the present client (given by id) will saturate first. Accordingly,
in 550 the delta variable is sct as follows:

delta = range

Ex. 1018-1630



10

15

WO 03/003 760 PCT/USO2/ 16590

-1H-

[0045] To again correlate this process back to the geometry of Figure 4-a, server
saturation is indicated when the solution which is being sought in the direction of

vector ¢, goes beyond line segment LS.

[0046] MNext, the flow rate is incremented for all unprocessed clients by delta,

causing client id to saturate.

[0047] In step 560 the server flow rate is adjusted accordingly:
server.flowRate = server.flowRate + delta * (gty of unprocessed clients)

In step 570 the client given by id, now saturated, is marked as processed.

igures 4- lati
[0048] Referring to Figure 4-b, the iterative method described in the previous
section begins its search for a maximum from vertex V. along the direction
shown by line C,. In contrast, the present method follows the diagonal line
segment L, of the rectangle bounded by lines L1 through L4, starting at vertex
V., and ending at point V..

[0049] Provided it exists, the intersection between Ly, and L5, indicated by Vi, is
optimal on the same basis as any other point lying along the intersection of L5

with the rectangle bounded by L1 through L4, as previously discussed.

[0050] Whenever L35 does not intersect this rectangle, the optimal solution is given

by vertex V3-4 at which f1 and {2 both assume their respective maxima,
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[0051] In the first instance, the coordinates for point V, can be obtained by
elementary vector geometry and algebraic manipulation, as follows:

First, we define a number of abbreviations,

f,:"i" represents client.lookup(k).session.minimum flow rate

£,"™ represents client.lookup(k).session.flow rate range

s

i represents server.maxtlowrate

We seek scale factor x such that the vector sum of
(F""... £+ x (F""°... £""*)intersects an equi-cost hyperplace for capacity c.
The point of intersection is obtained by solving equation:

(" = (8 )

Solving for x, we obtain:

x= [0 - (A E™™ L+ 1)

where £ — (f™" + .. +f™") represents the unused bandwidth beyond the minimum
allocation for each session. For any given session, the optimal flow rate is given
by:
£ =" x £, ifx <1,
or
T R e

[0052] This solution by interpolation is interesting by virtue of the great efficiency
of the calculation, and the fact that no session saturates (x> =1) unless all sessions
saturate. In contrast, the previous method entails considerably more computational

effort, and tends to saturate sessions with the lowest reserve capacity.
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[0053] A block diagram for this algorithm is depicted in Figure 15. Block 1500
establishes the maxim and minima for each flow. For each flow the minimum is
subtracted from the maximum to obtain the range. Available Bandwidth is
calculated in block 1520, as the difference between the aggregate flow capacity
and the sum of flow minima. Factor x is calculated next in block 1540, and tested
against 1 in block 1650, Flow rates for each session are computed in block 1560

if x is less than 1, or 1570 in the contrary case,

A Method for Maximal Charge
[0054] The following sections detail one embodiment to optimize the total
monetary charges within the system. The second method is algebraic in nature,
and thus very efficient.

verview (Figure 4-
[0055] Referring back to Figure 4-a, cost vector C, lies orthogonal to line L6,
which intersects the convex hull at the vertex formed by the intersection of lines
L4 and L5, namely V,,. This cost vector, and the optimal point that it implies,
favors flow {1 over flow f2 . In this example, as the cost of service for fl equals
2, thus exceeding the cost of service of 1 set for 2 . As the number of flows grow
o exceed the number of distinct categories of service (and associated costs of
service) the unique optimal solution, depicted in Figure 4 for the case where every
flow has a distinct cost of service, no longer applies. Once again a plurality of
flows within a service category vie for bandwidth which a method should endeavor
to distribute evenly. This method is derived from the previous one, and optimizes
one cost category after another, starting with the most costly and ending with the

least costly, or when all available capacity is allocated.
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[0056] Let the service categories be denoted by k= 1...N, where k also denotes

the cost of service.

[0057] Let C, ..C be the partition of S_,.cuems that places all clients with cost of
service k in set C,. Partition sets C, can be ordered to form sequence SeqC =

Bl

[0058] Figure 6 depicts the method for implementing the method to maximize the

cost of service (service charge).

[0059] This method is nearly identical to the iterative procedure used to maximize
flow. The principle difference stems from the partitioning of clients according to
their category (cost) of service: clients charged most are allocated handwidth
preferentially. This is accomplished by adding another level of iteration around the
method of Figure 5. The inner iteration (steps 650 through 680) functions exactly
as before, with the difference that its actions are limited to the clients belonging to
the given service category k (i.e. C,,. This difference also holds true of step 640
which sorts category k clients according to their flow ranges prior to entry in the
bandwidth-allocating inner loop. The outer loop proceeds down a sorted sequence
of service categories SeqC (generated in step 630), starting with the category
generating the greatest revenue to the service provider. Given a fairly static set of
service categories, this sort need be performed only when the categories undergo
change. Steps 670, 675 and 680 are identical to their counterparts in the method
of Figure 5 (i.e. 570, 575 and 580).
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[0060] The net effect of this method is preferential allocation of bandwidth
according to category of service, and equitable rreatment of clients within the same

category of service.

[0061] The algebraic method used (0 maximize bandwidth (Figures 4b and 15) can
be viewed as a special case of cost optimization in which all costs are equal. By
construction, all sessions belonging to a given category, starting with the most
expensive category, and ending with the least, and updating available bandwidth
after each step in sequence, we obtain an iterative algebraic method that scales

much better than the preceding method.

[0062] A block diagram for this algorithm is depicted in Figure 16. Block 1600
establishes the maxima and minima for each flow. For each flow, the minimum is
subtracted from the maximum to obtain the range. In block 1610, every session
flow is assigned the minimum allowed value, which value will apply by default
should the iterative procedure run out of bandwidth before all categories can be
considered. Block 1620 computes the initial value for available bandwidth, as the

difference between the aggregate flow capacity and the sum of flow minima.

[0063] Flow values are obtained for each cost category in order of decreasing cost
within blocks 1640 through 1675. Factor x is calculated next in block 1540, and
tested against 1 in block 1650. Flow rates for each sessions of the category under
consideration are computed in block 1660 if x is less than 1, or 1670 in the
contrary case. In the former case there is no more bandwidth to allocated to the

sessions in the category under consideration.
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Call Acceptance Control (CAC)

2 vervie 5
[0064] The CAC procedure applicable to this flow optimization relies on the
essential step of accepting a new client if and only if the added load induced
thereby does not compromise service to existing clients or the new one, This
critical step could not be accomplished without the close integration with
previously- described flow-modulation methods of Figures 5, 6, 15 and 16.

[0065] According to the previous discussion, the minimum flow rate is the
minimum sustained flow rate that guarantees that the associated viewer will not be
subject to interruptions in service due to a shortfall of content from the media
server, It follows that whenever data is being delivered at a rate in excess of the
minimn flow rate, a downward adjustment toward the minimum level could be
accommodated as needed to surrender bandwidth to any newcomer.

[0D66] Figure 7 depicts content flow over a channel for the course of a typical
session, and also how data is delivered under real-time streaming D. The amount
of content delivered is the same in either case, but the manner of delivery differs
considerably. A session is launched at time 0 as the network is lightly loaded, and
the optimizer sets an accordingly high flow rate. Another client emerges at the
end of interval 700, causing a downward adjustment to the flow rate over interval
B, as available bandwidth is shared between two sessions. During both of these
intervals the minimum flow rate 720 drops quickly, as data accumulates in the
client’s media buffers. At the end of interval B, a massive influx of clients
necessitates that flow be dropped to the minimum flow rate, which now lies
substantially below the streaming rate D and is held until all data is delivered at the
end of interval C. Note that the minimum flow rate, shown as element 720,

diminishes monotonically over time.
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[0067] The server swing capacity is defined as the difference between the
maximum capacity of the server and the total minimum flow rates for all active
clients. Therefore:

(14) swingCapacity =

server.maxFlowRate - £ | | o aieciens (Client. lookup(i).session. minFlowRate)

[0068] Given the monotonic decreasing nature of session minimum flow rates,
server swing capacity can readily be seen to be a monotonic increasing function of
time over the intervals separating client admissions, at which point it undergoes a
drop as a new load is taken on. This all-important characteristic implies the
following:

Any client admitted for service based on the present value of swing
capacity is guaranteed to have sufficient bandwidth at its disposal over the entire

Juture course of the session.

[0069] Figure 8 depicts the server swing capacity 800 over the course of the
sessions illustrated in Figure 7. Swing capacity rises quickly over intervals A & B
as data is delivered at high flow rates over the network. [t holds steady over
interval C when all channels flow at their minimum rate then jumps at the end of C

before resuming its monotonic rise once again.

Procedure (Figure 9)
[0070] In this procedure, which executes on a periodic basis, queued clients
awaiting bandwidth are scanned in FIFO order. For each one, the required
bandwidth is computed as per the client’s prior content selection. If the available
swing capacity (reduced by a safety margin) exceeds the amount required, then the
client is activated and swing capacity is adjusted accordingly. Otherwise, two
possible cases are considered: 1) under the FirstFit embodiment, the procedure
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continues scanning clients to the end of the queue, activating clients whose
requirements can be met; 2) under the FIFQ embodiment, the procedure ends with

the first candidate client whose requirements cannot be met,

[0071] In step 900, available server swing capacity is evaluated according to the
formula
swingCapacity =

server.maxFlowRate - £ |, c.cavecuenss (Client. get(i).session. minimumFlowRate)

The bandwidth requirement for client id in Step 920 is obtained as follows:

required bandwidth = client. lookup(id).contentSelection. averagePlayRate

The predicate evaluated in Step 940 is given by the expression:

(required_bandwidth < = swingCapacity - server.cac_flowSafetyMargin)

[0072] In step 950, client activation entails allocation of a session and a channel,
and insertion in the set of actdve clients eligible for bandwidth allocation by the

optimal flow modulator,

[0073] In step 960 the swing capacity is diminished by the amount reserved for the
activated client:

swingCapacity = swingCapacity - required bandwidth;

ndi iati in N
[0074] In the CAC procedure for maximal flow, a safety margin was introduced,
namely server.cac_flowSafetyMargin, to provide the means for ensuring that the

server’'s swing capacity will never fall below a minimal threshold value.
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[0075] According to this procedure, the following inequality always holds true:
(15) swingCapacity > = server.cac_flowSafetyMargin

[0076] In the previous discussion, a server's swing capacity provided the basis for

determining whether or not a prospective client should be allocated bandwidth.

[0077] By holding server.cac flowSafetyMargin in reserve, the CAC algorithm
forces delivery of content at faster than real-time rates among accepted clients,
even under the heaviest load. The net effect is to apply upward pressure on client
side bufter levels, thus promoting continuous accumulation of content and a jitter-

free viewing experience once a session is under way.

[0078] In another embadiment, server swing capacity can also be interpreted as
specifying the maximem amount by which the server.maxFlowRare constraint can
be dropped without affecting service, should such an adjustment prove necessary
due, for instance, to an influx of exogenous network traffic that diminishes the
amount available for multi-media services. Parameter
server.cac_flowSafetyMargin can thus be set 50 as w guarantee a minimum
capacity to tighten the constraint on maximun server flow in response o
unexpected load changes that affect the server's ability to service its existing

clients as well as new ones.

Overview (Figure 10)

[0079] Figure 10 depicts how the constraint on maximum flow might be allowed
Lo vary aéccrding to the time of day, day of the week, and so forth, in expectation
of time-varying traffic flow levels extrapolated from past experience, traffic flow

models, etc. Maximum flow rate 1000 can be seen to vary based upon the time of
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day. In practice, defining the right-hand-side of inequality constraint 1 as a time-
dependent expression can impose such time-varying capacities. According to the
previous description, the opumizer, which executes on a periodic basis, will
automatically seek new flow levels for every active session as the constraint varies.
There is, however, no guarantee that an acceptable operating point will be found
for all sessions (i.e. one that respects the minimal and maximum constraints on
session channel flow). One such example is the case where the server is loaded to
the limit and total capacity is curtailed in excess of the aforementioned safety
margin. Should such a sitwation arise the only recourse may well be the

terminarion of a number of established sessions (i.e. load shedding).

[0080] The goal is to eliminate service disruptions of this sort by allowing the
CAC procedure to look ahead into the future, and accept new clients only if these
can be accommodated without any compromise in service in the midst of
previously anticipated changes in available network capacity. The following CAC
procedure generalizes the previous one: before accepting a client, the test on swing
capacity is repeated over a sequence of time segments that cover the proposed
viewing period.

Definitions -

Let:

(16)  t end(i) = client.lookup(i).session.playTimeToGo + t_now

Let server.maxFlowRate(t) be server tlow capacity as a function of time, as

exemplified in Figure 10.
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‘[0081] Ler Seq,(t_now) = advancing sequence of future times, lead by t_now,

when server.maxFlowRate(t) undergoes a step change. For instance, at 9:15 in

Figure 10 this sequence reads as follows: 9:15, 9:30, 11:30, 13:30, 6:30, 7:30.
[0082] The server swing capacity at a future time t is computed according to the
capacity and worst-case client flows at time €.
(17y  swingCapacity(t) = server.maxFlowRate(t) -

Z | ea » « (client.lookup(i).session. minFlowRare)
[0083] It is noteworthy that the worst-case client flows at time t are expressed in
terms of the present minimum flow rates, which cannot increase over time, but
might hold steady. Finally, a predicate is defined that tests whether a prospective
customer will cause swing capacity to be exceeded at some time t, as follows:
(18) boolean client fits(i ,t) {

if{client. lookup(i).contentSelection. averagePlayRate < =
swingCapacity(r) - server.cac flowSafetyMargin)

remrn rue;

else return false;

i
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Procedure (Figure 11)
[0084] This procedure is an adaptation of the first, which has been extended to
consider swing capacity at times in the fumure when capacity undergoes scheduled
changes. Before accepting a client, its minimal bandwidth requirement (which by
construction of the flow modulator will never increase over time) is checked
against projected swing capaciiy at points in time when total available capacity
undergoes scheduled step changes, provided these times fall within the proposed

content viewing period. A candidate is activated only if all tests succeed.
[0085] Step 1100 builds a sequence of time values (SeqT) at which step capacity
changes are scheduled to occur. The first element of this sequence is t_now,

representing the present.

[0086] Beyond step 1100 the queue of waiting clients is scanned in FIFO order,

vielding a candidate designated by id at each iteration.
[0087] The bandwidth requirement for client #d in Step 1120 is obtained as
follows:

required_bandwidth = client.lookup(id).contentSelection.averagePlayRate

[0088] The worst-case end time for content flow to id is obtained according to the

content selected, as follows:

t end = t_now + client.lookup(id).selected.playTime
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[0089] Steps 1130 through 1150 are executed within an iteration for each time
point t in SeqT falling between t_now and ( end. This ileration is ended in step
1130 if t exceeds the time window of interest, or in step 1150 if the supply of

scheduled capacity changes is exhausted.

[0090] For each time value, step 1140 compares required bandwidth to projected
swing capacity.
Projected swing capacity at time t is:

swingCapacity(t) = server.maxFlowRate(t) -

Z | enay >+ (client.lookup(i).session. minimumFlowRate)

[0091] Note that only active clients whose t end times occur after t are considered

in the sum of minimum flow rates.
[0092] The predicate expression used in step 1140 at time t is thus:
(required_bandwidth < = swingCapacity(t) - server.cac_flowSaferyMargin)

Step 1160 performs the same actions as step 660 in the previous CAC

flowchart
[0093] The first CAC process is a special case of the present one, in which the set

of step change times to server. maxFlowRate is empty (i.e. server.maxFlowRate is

constant), and Seq(t_now) ==t _now.
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[0094] In preparing Seq.(t_now), one need only consider future times that will
pass before the longest possible content is played out if started at t_now. In order
to sidestep problems associated with rollover (at midnight, year 2000, etc.), time is
best expressed as a monotonically increasing value (e.g. seconds since Jan 1

1990),

fi axi

Overview (Figure 13)
[0095] Previously, a method for flow modulation was presented that maximizes
charges to clients with active sessions. The CAC embodiment presented
previously was not sufficient as it does not consider the cost of service as a basis
for connection acceptance. As a result, it may turn away higher paying customers
while granting service to lower paying ones, thereby defeating the purpose for this
particular embodiment, Therefore, another embodiment is defined which offers
the following features:

1. Awaiting clients are serviced in order of their respective service

categories, higher paying clients first.

2. Once accepted, a client is guaranteed to receive acceptable service

irrespective of its service category.

3. Under heavy load conditions higher paying customers are more likely

to be accepted than lower paying ones,

4. Lower paying customers will no be starved for service when higher

paying ones enjoy a surplus.
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5. Awvailable bandwidth is not thrown away needlessly while clients are

being denied service.

[0096] The first objective is easily met by dividing the client queue into as many
bands as there are service categories, resulting in a banded queue. Bands are
ordered within the queue according to their service categories, with the costliest
category in front. As prospective clients arrive and make their selection they are
placed in their respective queue band according to their service category (which

may be set contractually, according to content selection, etc. ).

[0097] Our second objective is met by employing a procedure patterned after
those presented previously & offering the same guarantee. Toward our third and
fourth objectives we propose dividing total available bandwidth in as many strawa
as there are service categories. As depicted in Figure 12, two service categories
are shown, Premium and Basic, each entailing an associated cost of service, A
prospective client is accepted only if there is sufficient swing capacity available
within its given service category. The swing capacity for a given category is given
by the smaller of 1) the difference between its maximum floor flow rate
(corresponding to the op of the stratum for the service category) and the sum of
the minimum rates of all active sessions in its category or below, and 2) available
swing capacity overall, Finally, our fifth objective is met by allowing the flow
optimizer to function freely subject to its operational constraints. The imposed
ceilings on call acceptance by category relate to minimum flow rates, which merely
impose a floor on actual flow rates. For example, basic clients might well
consume all available bandwidth 300 in the absence of any premium customers,
yet could be throttled back toward their floor flow rates (which together cannot
exceed 200 in this example) at any time should any premium customer suddenly

demand service. In contrast, premium customers could consume the entire 300
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bandwidth. As lower paying customers appear these would be admited to the
degree that their quota on minimum flow is not exceeded (i.e. 200) and the

availability of swing capacity on the system.

Procedure
[0098] The present procedure requires a number of ancillary definitions, which
follow:

Let the service categories be denoted by k= 1...N, where k also denotes
the cost of service.

Let server.maxMinFlowRate[k-1] be the top of the stramam for service

category k. Note that server.maxMinFlowRate [N-1] = server.maxFlowRate.

Let S be the set of active client indices with a service category egual to or
less than k. Note that S1 is contained in 82, 82 is contained in 53, and so forth,

and that Sy = S, iecions

Let swingCapacity (K} denote available swing capacity [or service category

k. By construction:

(19  swingCapacity(k) = minimum of:
(server. maxMinFlowRate [k-1] - I ;, g.(client. lookup(i).session.minFlowRate)),

(server. maxFlowRate - £ | _ o i ecienw (Client.lookup(i).session. minFlowRate)))
[0099] Referring to Figure 13, this method is used for CAC when multiple rate

tariffs are in effect, and there 15 a desire (0 maximize economic returns to the

service provider while offering acceptable service o all,
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[00100]  All waiting clients are scanned in FIFO sequence. The aclions taken in
Steps 1320 and 1360 are identical to those described in connection with earlier

CAC flowcharts.

[00101]  Step 1340 evaluares a predicate expression that tests whether the
required bandwidth can be accommodated without exceeding the lesser of 1) swing
capacity available to the client’s category of service, and 2) total available swing
across all categories of service. The latter factor could be determinative if all
available bandwidth were allocated to high paying customers, leaving lower paying
ones such as the proposed client unable to draw from their unfilled quota.
Let us suppose that candidate client éd belongs to rate category k.
We define the swing capacity available in rate category k as:
swingCapacity(k) = least of:
{server. maxMinFlowRate[k-1] - E ., o (client.lookup(i).session. minimumFlowRate))
and

(server.maxFlowRate - £ | | o cnens (client.lookup(i).session. minimumFlowRate))

The predicate expression invoked by step 1340 can now be writien as
follows:

(required_bandwidth < = swingCapacity(k) - server.cac flowSafetyMargin)

[00102] This algorithm processes queued clients in band sequence, and within
every band in FIFO order. If the predicate evaluates to true, the client is
activated. Otherwise two possible cases are considered: 1) under the FirstFir
embodiment, the procedure continues scanning clients to the end of the banded
gqueue, activating clients whose requirements can be met; 2) under the FIFQ
embodiment, the procedure ends with the first candidate client whose requirements
cannot be met. Many other variations on these two embodiments might also be

considered.
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Overview
[00103] The procedure applicable o oprimization of delivery charges is obtained

by blending elements of the CAC method depicted in Figure 13 into the method
depicted in Figure 11, which applies without change. To understand how this
might work it may be useful (o visualize a version of Figure 10 stratified along its
length in the manner of Figure 8. As the maximum flow level undergoes a step

change, so oo do the widths of its constituent strata in equal proportion,

Procedure
[00104] As previously mentioned, the CAC method (Figure 11) applies to this
circumstance also, provided we alter the defmition of two routines, (17) and (18),
upon which that procedure relies, vielding (20 ) and (21 ), and adopt the banded

queue organization outlined in the previous section.

[00105] The server swing capacity at a future time t is computed according to the

capacity and worst-case client flows at time €.

(20) swingCapacity(k, t) = minimum of (
{ server.maxFlowRate(t) * (server.maxMinFlowRale[k-1] /server. maxMinFlowRate[MN-1])
Z e sk & entiiy = o (Client lookup(i). session. minFlowRate) ),

(server.maxFlowRate - I, o i oioms & a_ena > o (Client.lookup(i).session.minFlowRate)))
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Finally, we define a predicate that tests whether a prospective customer will cause
swing capacily to be exceeded at some time t, as follows:
(21) boolean client_fits(i ,t) {
k = client.lookup(i).costOfService;
if(client.lookup(i).contentSelection.averagePlayRate < =
swingCapacity(k,1) - server.cac_flowSafetyMargin)
return true;

else return false;

H
System_Description

[00106] Referring to Figure 14, a block diagram illustrating a preferred

embodiment for a system implementing the methods presented herein is shown.

[00107] Block 1485 depicts plurality of network-based client computers that
receive data from a server over the course of a session. Every client sessions has
an associated session block 1435 within the server by means which a flow rate of
content from client 1o server is effected and regulated w a given flow rate set-
point. The flow optimizer 1430 manages bandwidth utilization across all sessions
that have been admitted by the system call admission control (CAC) and the
bandwidth call admission control blocks, labeled 1400 and 1420 respectively.
Specifically, the flow optimizer 1430 modulates the flow rate set-point of every

active session so as to optimize aggregate flow or, more generally, cost.

Call Admission Control

[00108] Whenever a client contacts a server requesting service, the server must
determine whether or not to admit the client. This admission function is
performed in two separate phases. The system call admission control block 1400

considers whether or not sufficient internal resources exist to support the request.
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Toward this end, the system CAC 1400 estimates the needs of the prospective
client with respect to a set of limited system resources such as 1/O bandwidth,
cache memory, open files, threads, etc. A request is denied if any required
resource cannot be obtained. In the contrary case, the request is passed on to the
Bandwidth CAC, which tests if the client fits and admits or rejects the client
accordingly. The swing capacity is computed by the flow optimizer 1430 on a
perindic basis according to equations (14) and (17) as appropriate. The managed
bandwidth must reflect the true capacity of the attached network and the adapters
leading thereto. This parameter should not be set arbitrarily high to prevent
rejection of client requests. Doing so will cause the system to admit calls that
cannot be properly handled, thereby diminishing the quality of the viewing

experience.

[00109] Having admitted a client, block 1430 creates a client session block 1435,
which then begins to converse with its client-resident counterpart, 1480) during
their launch phase. Thereafter, the flow optimizer 1430 assumes control, and
modulates flow over the session until either all content is delivered, or a failure to
deliver is detected, or one of a number of VCR-like stream control events

intervene (.2, pause, rewind, fast-forward).

Server and Client Session Cantrol Blocks
[00110] Data Transport Channel 1450 is responsible for transporting data packets

originating from the flow regulator 1440 within the server to the former's peer
entity 1460 within the client. The mode of communication between the peer
entities may be connection-oriented (e.g. TCP, which delivers a byte stream in
order, without duplication or loss) or datagram-oriented (c.g. UDP), Best-efforts
datagram service is typically enhanced with acknowledgements to facilitate rapid

recovery from occasional packet loss, out-of-sequence delivery, and duplication.
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[00111] Peered session control channels 1445 and 1465 permit configuration and
status data, together with miscellaneous commands, to be sent from client to server
and vice-versa. A reliable connection-oriented transport service is typically
employed for this purpose (e.g. TCP). Data and commands alike are multiplexed
over this channel in the service of other entities within the clients or server. Thus,
a datagram-oriented data transport channel 1460 within a clicnt 1485 might employ
the session control channel to ferry selective acknowledgements to its peer in the
server, Similarly, the flow meter 1465 within the client 1485 forwards the

measured flow rate to the associated flow regulator 1440 within the server.

[00112] The flow regulator 1440 obtains content data from a cache or disk, at the
current offset into the content file, which it forwards as packets to the data transfer
channel 1450. The size and/or pacing of the packets are determined by the flow
regulator 1440 in order to achieve the flow rate set-point imposed by the flow
optimizer 1430. The flow regulator 1440 is also responsible for determining the
channel flow capacity to the client, which is the least of a configured value
obtained from the client and a measured value. Toward this end, during the
launch phase, the flow regulator 1440 might send content data packets to the client
flow meter 1475 in a series of packet trains at progressively higher peak flow rates
ending with the configured maximum flow rate, it any. The highest measured
flow rate reported by the client flow meter 1475 is accepted as the flow rate
capacity, which is posted for use by the flow optimizer 1430. Subsequently, the
flow regulator 1440 will compare the flow rate set-point with the flow rates
reported by the flow meter 1465, and down grade capacity as needed should the
measured flow rate fall consistently fall below the requested flow rate. Whenever

such a downgrading occurs, the flow regulator 1440 will test for subsequent
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relaxation of a transient constriction by means of the aforementioned series of

packet trains in which the peak packet flow ratc exceeds the delivered flow rate.

[00113] The buffer manager 1470 accepts data from the flow meter 1465, which
data is retained until it is consumed or passed over the content consumer 1480.
The buffer will typically be implemented as a ring buffer in memory or on disk.
The write cursor will lag the read cursor by a no less than a specifiable time
interval so as to permit rewinds of acceptable scope without requiring selective

data re-retrieval from the server.

Flow Optimizer 1430

[00114] The flow optimizer 1430 assumes control over a session once it has been
launched, and its channel capacity has been determined. Subsequently, it
modulates the flow rate set-point of every session such as to optimize aggregate
flow or charges across all active sessions, subject to a variety of min/max
constraints on sessions flows, and a maximum constraint on aggregate session

flow, as previously discussed.

[00115] The flow optimizer 1430 continues to modulate session flow until all
content has been delivered, or one of a number of session anomalies intervene, as

follows:

[00116] A downgraded session flow capacity drops below the minimum session
flow rate. The session is dropped by the optimizer 1430 as a solution involving
this channel does not exist. The user is forced to apply for re-admission, with the
option of accepting slower than real-time delivery at the present encoding rate, or
accepting a degraded viewing experience at a reduced encoding rate better adapted
to the presently available bandwidth.
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[00117] A pause VCR command is received from the client. Flow to the client
can continue until the client-side buffer is topped off, after which time flow drops
to zero. The session is permanently dropped should the pause persists oo long.
Until that time, the CAC safety margin is temporarily increased by the jit (Just-In-
Time) flow rate of the paused session. In this way the session can be resumed
without the need for re-admission and the jit bandwidth is made available to

currently sessions so long as the pause persists.

[00118] A VCR Jump-Forward command is received from the client. This action
is problematic as it causes the just-in-time flow rate (calculated at the new forward
offset) to increase, in violation of the assumptions of the CAC algorithm. It must
be noted that this violation will occur even if the content that is sought has already
been delivered to the client-side buffer. One workable policy is to force the client
to apply for re-admission at the forward offset and with a suitably modified buffer

level.

[00119] A VCR Jump-Backward (Rewind) command is received. This action may
entail the need for re-transmission of content, as previously discussed. The just-
in-time flow rate will decrease as per the new position and adjusted buffer

contents.
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Tunable Mini C -
[00120] A parameterized family of minimum flow constraints can be defined as
follows:

(22)
] wherein: fk(t} = Target content flow rate for session k;
fkm{t} = Just-in-time flow rate for session k;
(RHS of Equation (5))
= Burst tuning factor (positive or zero); and
() = Minimum (reserved) flow rate for session k.

10 [00121] This family converges onf(t) > = £

(1) when ) approaches 0. A B
value of .1, for example, ensures & minimum flow rate that exceeds the JIT flow
rate by 10%. Thus, non-zero values of P force early delivery of content to a

player's media buffer, with beneficial effects on the viewing experience.

Al v Call Adinission € I
15 [00122] The traditional CAC algorithm compares the flow rate requirement of a
prospective client with the unused bandwidth (obtained by subtracting the

aggregate flow target from the server flow capacity) and grants service if unused
bandwidth is not exceeded. This procedure may break down as the optimizer
causes all available bandwidth to be used if it can, thereby reducing unused

20 bandwidth to zero in the best case, even when a new client could be

accommodated with a healthy margin to spare.
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[00123] Nevertheless, a simple variation on this idea can be used. Available
bandwidths can be defined as the difference between server flow capacity and the

sum of minimum flow rates for each session computed according to (22) as

follows:
(23) Lavaitibie ™ f;::: - (f:"m Pt f.:n in}
wherein: f_ ... = Available bandwidth
fo.. = Server aggregate flow capacity; and
f™" = Minimum (reserved) flow rate for session n.

[00124] Service is granted if the computed minimum flow rate of the prospective
client is less than available bandwidth even when unused bandwidth is zero.

Toward a Tunable QOS

[00125] In the preceding discussion it is assumed that all clients share the same
value of . One might also consider a scheme whereby a client receives a f value
according to the class/cost of service that client has signed up for: the greater the
cost (and expected quality of service, or QOS) the greater the value of 3.

[00126] Instead of maximizing charges by the methods described above, a
variation on the algorithm to maximize flow is considered whereby the reserve
flow computation for every session takes into account the individual B value of the
associated client. In this fashion a single algorithm can serve either end. The
optimizer first ensures that every session receives its required minimum bandwidth
(which would now typically depend on P and elapsed session time) before
allocating any excess bandwidth more or less evenly to all by interpolation.

(According to Figure 15.)
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[00127] The scheme is simpler computationally than the iterative interpolation
method shown in Figure 16; it is also arguably more fair and stable with respect

tot he allocation of available bandwidth,

Deadline-Driven Content Distribution
[00128] In delivering viewable or audible content to a player, the optimization
algorithm imposes a minimum flow rate that ensures that all content is delivered
by the implied deadline, which is the last moment of a play session.
Notwithstanding, the optimizer attempts to deliver content earlier according to
bandwidth availability within the server taken as a whole. A similar, though far
simpler scenario arises relative to the distribution of content from an optimized
server to a target device, whenever the delivery must be accomplished by a
designated time, or equivalently, within a given elapsed time, and when

overlapped non-blocking consumption of the content at a fixed rate is not required.

[00129] One example concerns the application where a session bundle comprises a
session associated with the feamred program together with sessions for every
advertisement scheduled to interrupt the feature program at a designated time.
Each session is endowed with a separate media buffer, which, in the case of ads,
would typically be large enough to accommodate the ad in full, thereby permitting

a seamless transition to the ad at the appointed time.

[00130] In adapting the optimizer to the needs of content distribution we must
revisit the formulation of the flow constraints, as follows;

1. Media buffers are not of a concern, let alone buffer overflow, and
it can be assumed that all content received is saved away in a file on disk, or in

memory awaiting further use.
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2. For these same reasons, the value of B may be zero, at which the
minimum flow rate equals the just-in-time rate obtained by dividing the content as
yet undelivered by the time till deadline:

@4 £7@) =L CNT -

s TOGO
wherein: L,

= Content to go for session k, i.e., as yet undelivered
by the server at time t, (client.lookup (k).session.payloadToGao).

Given the arbitrary format of the file to be distributed, T no longer
signifies the "duration of play" at the average play rate (averagePlayRate); rather,
T represents the elapsed time to the deadline measured at the moment the delivery

session was launched, and t represents the elapsed time since session launch.

Session Bundles
[00131] A session bundle is a set of sessions that flow along a shared channel, and
are thus subject to an aggregate flow constraint equal to the capacity of the shared
channel. One important application of session bundles is connected with ad

insertion,

[00132] It is not enough (o treat each of the constituent sessions as independent
with respect to the flow optimizer, for this practice might well result in session
flow targets that do not exceed channel capacity when considered singly, yet

exceed this same shared capacity when summed together.

[00133] A solution to this problem involves two distinct steps:

I: The sessions bundle is treated as a virmal session by the server
optimizer, subject to the minimum flow constraint obtained by summation of the
individual gsession minima, and a maximum constraint that is the least of (a) the

sum of the least of constraints (3) and (4) for each session, and (b) the shared
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channel capacity client, lookup(k).channel. maxFlowRate (7). The flow
optimizer then generates an aggregate flow target for all channels virtal sessions
by interpolation, using:

(25) Cost(t) = f()+..+£,(0

[00134] The cost vector in this instance is the n-dimensional unit vector, where n
is the number of active clients.

{(26) c=(1, 1,.....,1)

[00135] Now it is possible to have an achievable aggregate flow target for the
session bundle k that we must apportion optimally among the constituent sessions.
Fortunately for us, our interpolation procedure of Figure 15 can be applied again
to the sessions in our bundle, but where the aggregate flow target generated above
replaces the aggregate flow constraint f),

Specifically:

For every flow f,,, within session bundle k, the optimal flow rate is
obtained by interpolation between minimum and maximum session flows:

27) £ =62 4 o v (£ - 60"

28) @ = L™ - f7" + G WIET™ - £37) + + F™ - ]
and the value of ff”"'“’ is obtained from a higher level optimization in which
session bundle k is treated as a virtual session for which:

(29) fkmin - f:-?m Y

B0y £ =min(fy, ++fny L)
It must be noted that session bundles are typically dynamic in nature, outliving
many if not all of their constituent sessions. Before a session is added to the
bundle two CAC decisions must be reached:

(1)  establish bandwidth availability within the bundle; and

(2)  bandwidth availability within the server.
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Relati ; laptive Rate C |
[00136] The flow optimization methods should be viewed as constituting the
lowest and perhaps only the first of many supervisory control layers to sit astride
all streaming sessions, which comprise their own hierarchical stack of control
functions; rate adaptive control sitting above a flow rate regulator which relies on

a transport entity.

[00137] Channel capacity is known to vary widely over time. A capacity drop to
below the minimum reserve flow rate is problematic as it causes the latter to risc in
violation of its monotonicity assumption. In a server with available bandwidth to
spare such a rise can be accommodated by the flow optimizer (by bumping the
session's minimum flow reservation to the higher value) provided the flow deficit
can be made up in the near term by draining pre-delivered content from the media
buffer. Should either of these resources approach depletion, stream degradation o
4 lesser bit-rate or frame rate may be the only viable option short of a pause.
Whether up or down, any rate change is a change to fe, which must be preceded
by change to session's reserve flow rate allocation by the optimizer,

[00138] As can be seen, the optimizer and rate adapter must be integrated with
care. One possible approach would be to modify a rate adapter such that it
renegotiates its proposed fe value with the flow optimizer prior to effecting the rate
change it deems appropriate based on information provided by the flow regulator.
Rate increases might well be subject to deferral under heavy load conditions,
awaiting bandwidth availability. The opposite is true of rate flow decreases: these
would be forestalled as long as possible by the optimizer on a system that is not

fully loaded, as previously discussed.
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[00139] Referring to Figure 17, the method of the present application can be
extended to the optimization of "live”, time-shifted "near-live" events, and
cascaded delivery, wherein one server delivers content to another while the latter
accepts clients for the same content. The extension assumes the following
characteristics of the server and (he live performance:

1. The performance is of a fixed duration T known in advance,
encoded at an average rate fe, with a projected content payload of fe*T,

2. The origin server at the point of injection delays the stream by a
small dwell time T°"** on the order of seconds (e.g. 10). Notwithstanding, the
delayed content is available for early delivery to mirrored servers and players with
the aim of providing these with a modicum of isolation from network jitter
affecting the rimely delivery of the live video frames.

3. Throughout the live event, captured content is stored in a file,
thereby permitting late joiners to view the "live event" starting from any point
berween the present and the event start time;

4. At the conclusion of the live event, the encoded content, now fully
captured to a file, is available for viewing over the balance of the admission

window (e.g., 60 minutes in Figure 17).

[00140] The optimisation of live events and video on demand (VOD) differ
principally in one respect, namely in the formulation of the server content
underflow constraint.

For VOD, this constraint is

(31)
Lkmm{t} is initialised to the content size (fe*T) at that start of play, and
decremented as content is delivered to the client. At is the time interval between

successive periodic optimizations (e.g. 1 second). In practice this constraint rides

Ex. 1018-1660



10

15

20

25

WO 03/003 760 PCT/USO2/ 16590

-56-

well above other operative maximum tlow constraints (e.g. bufter overflow,
channel capacity) until the very last calculation of the session flow target by the

optimiser.

[00141] For a live stream, this constraint must additionally reflect the fact that
content is streaming into the server (where it builds up), even as the server streams
it out toward clients, and that the latter activity cannot possibly overtake the

former.

[00142] Referring to Figure 17, (which illustrates how optimised live streams
behave) line L1 depicts the build-up of freshly captured content to the server.

Line L2, which is delayed (time-shifted) relative to L1 by the dwell time T°"&",
represents the live performance as cast and viewable by clients. One such client is
admitted at time A and joins the live session at the live moment B. The dashed
curved line linking points B and C shows a plausible build-up of content in the
client's media buffer in advance of play, as the viewer conlinues its advance along
line L2. Past point C the top of the media buffer tracks the live capmure stream
and thenceforth advances along line 1.1, In this instance, the time shift between
the live performance as cast (L.2) and the live performance as captured (L1)
imposes a maximum on the amount of content that could ever accumulate in a

client media buffer, irrespective of its actual capacity.

[00143] Another client, admitted at time t= 10, is interested in viewing the live
stream from the beginning without missing anything. As before, the dashed line
joining 10 and D depicts a plausible build-up of content in the client's media buffer
in advance of play, as the viewer continues its advance along line L3, which is
time-shifted by (10+T""E-) minutes relative to L1. The greater time shift (now

between L1 and L3) permits more extensive pre-buffering of "near live" content.
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[00144] The present constraints do not impose suitable flow limits at and beyond
points C and D when the client delivery streams finally links up with the live
capture stream, in the live moment. Consequently the optimiser may propose flow

targets that cannot be realized.

[00145] Accordingly, the following modification for use in connection with live or
cascaded streams is made:

(32) £ < = (L) - Live ™%9(1)] / At

for a live event delivered at flow rate fe, we have

(33) Live ™90(t) = max(fe=(T-T PWELL _p) ()

[00146] Live ™%9(1) is the span between projected content size fe *T (level line
LO in Figure 17) and the content capture level line L1, whereas L, "“°(1) is the gap
hetween LO (i.e., fe * T) and the dashed curved line representing the content level
delivered to the media buffer. The latter must always exceed the former. As the
two approach one another this constraint takes effect, causing L,"°%(1) to always

exceed Live'(1) as it decreases at rate fe.

[00147] Viewers joining late and willing to see the live performance with some
delay relative to the live case enjoy higher potential levels of isolation from
network disturbances, and thus QOS, by virtue of their greater effective buffer
capacity. By the same token, such viewers afford the optimizer greater latitude to
optimize the flow of VOD and "live" content across load fluctuations, thereby
enhancing server capacity. Viewers that wish to experience the live event in "real-
time" nevertheless benefit by a modestly enhanced QOS conferred by a dwell

time’s worth of content in their buffers.
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Summary

[00148] A method and system for call/connection acceprance and flow modulation
for network delivery of video/audio programming is thus provided. Although
several embodiments have been illustrated and described, it will be apparent to
those skilled in the art that various changes and modifications may be made

without departing from the spirit of the invention or the scope of the claims.
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CLAIMS:

1. A method of bandwidth allocation for delivery of stored digital
content from at least one server device to at least one client device by way of a
network, the method comprising the steps of:
5 a)  prescribing a control variable which represents a target flow
rate from the server device to each client device;
b)  determining time-varying constraints on the flow rate of the
content;
¢) determining a cost function of the control variables for all
10 clients; and
d) prescribing bandwidth to all clients based upon the value of

the control variables that maximize the cost function.

2.  The method of Claim 1 wherein step (d) comprises performing
periodic computations to update the value of the control variable such that the

15 bandwidth can be continuously allocated to each client.

3. The method of Claim 2 wherein a new client is accepted by:
i)  determining an admission capacity of the bandwidth;
ii)  admitting a prospective client if the clients minimum allowed
value of the control variable is less than the admission capacity; and
20 iii) wherein a client admitted for service is guaranteed to have

sufficient content flow over the entire session.
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4.  The method of Claim 3 wherein:

The admission capacity equals a server swing capacity reduced by a
predetermined safety margin which may be zero, the swing capacity
equaling the difference between the server flow capacity and the sum of

the minimum allowed flow rate for all clients,

5. The method of Claim 4 wherein the minimum allowed value of the

control variable is initialized to the average consumption rate.

6. The method of Claim 4 wherein the minimum allowed value of the
control variable is initialized to the average consumption rate multiplied by a factor

greater than one.

7. The method of Claim 4 wherein the server flow capacity varies in a
step-wise function over time according to a predetermined schedule and the
method of accepting a new client further comprises;

i}  determining a sequence of future step changes of server flow
capacity;

if)  determining at each time in the sequence of future step
changes the value for a future worst swing case capacity, the worst case
swing capacity being obtained from the server flow capacity at the time by
subtracting an extrapolated present minimum allowed flow rate for all
active clients that are potentially active in the future;

iii) admitting a prospective client if a minimum allowed value of
the control variable is less than the capacity obtained from the sequence

and the present capacity.
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iv) whereby a new client can be admitted without compromising
the service to existing clients in the presence of previously scheduled
server flow capacity changes and all clients accumulate content in their

buffers to the extent of their respective buffer capacity.

3 8. The method according to Claim 7 wherein the method of accepting
a new client further compriscs:
i)  partitioning the available bandwidth into partitions
representing a prescribed service charge;
ii) determining a maximum-minimum capacity for a service
10 charge to be the maximum allowed sum of all minimum allowed flow
rates for all clients incurring an equal or lesser service charge, the
maximum-minimum capacity equaling the sum of bandwidth allocations
for all service charges less than or equal to the service charge;
iii) determinating a service-charge-specific swing capacity for a
15 given service charge as the difference between the maximum-minimum
capacity for the service charge and the sum of all minimum allowed flow
rates for all clients incurring the service charge or a lesser service charge;
iv) determining the server swing capacity to be the server flow
capacity minus 2 margin and minus the sum of the minimum allowed flow
20 rate for all clients; and
v} determining the service-charge-specific capacity to be the least

of the server swing capacity and the charge specific swing capacity.
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9.  The method of Claim 8 wherein the method of accepting a new
client further comprises:
i)  determining the sequence of future times of step changes to
server flow capacity over a proposed consumption period;

5 ii)  determining for each time in the sequence of future times, the
future worst-case value for the service-charge-specific capacity, the worst
case value being obtained by using the extrapolated present minimum
allowed flow rate of all presently active clients that are potentially active
at the time in the future; and

10 iii) admitting a client incurring & given service charge if the
minimum flow rate of the client is less than the capacity obtained from the

sequence and the present service-charge-specific capacity.

10. The method of Claim 3 wherein step (b) comprises determining
time-varying constraints wherein:
15 i)  an apgregate flow rate for all clients does not exceed a
predetermined server flow capacity;
ii)  the flow rate from the server to the client does not exceed a
maximum allowed flow rate for the client;
iii) the flow rate to the client will never cause a buffer of the
20 client to overflow;
iv) the flow rate to the client stops when the content is exhausted;
and
v)  the flow rate from the sever will never be less than the client's

minimum allowed flow rate which may vary over time and may be zero.

Ex. 1018-1667



WO 03/003 760 PCT/USO2/ 16590

-63-

11.  The method of Claim 10 wherein the maximum allowed flow rate
to the client is given by the minimum of one selected from the following:
i) a client flow rate ceiling;
ii)  the flow rate required to fill the client buffer before the next
5 periodic computation; and
iii) the flow rate required to complete the delivery of the content

before the next periodic computation.

12, The method of Claim 11 wherein:
i) the minimum allowed client flow rate cannot increase over
10 time, but may decrease such that the initial value of the control rate is no
less than the average consumption rate;
ii)  the control variable for the client is always greater than or
equal to the current minimum allowed client flow rate; and
iti)  the client buffer will never underflow until the content is fully

15 consumed at the average consumption rate.

13.  The method of Claim 12 wherein the minimum client flow rate is
the product of the constant content flow rate from the client to the server that
causes the last piece of content to be delivered at the last possible moment as the
client buffer is being drained at the average consumption rate, with a factor greater

20 or equal to one.

14. The method of Claim 13 wherein the minimum client flow rate is

initialized to the average consumption rate.

15. The method of Claim 13 wherein the minimum client flow rate is

initialized to the average consumption rate multiplied by a factor greater than one.
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16. The method of Claim 13 further comprising the step of calculating

the minimum client flow rate periodically.

17. The methed of Claim 1 wherein the cost function represents an

aggregate flow rate and is the sum of the flow rates for all clients.

18, The method of Claim 1 wherein the cost function represents a
service charge and is the sum of the client flow rates multiplied by the client's cost

of service,

19.  The method of Claim 18 wherein:
step (a) comprises:

1) determining a maximum allowed flow rate and a minimum
allowed flow rate for each client;

1i) determining a flow rate range for each client as the difference
berween the maximum allowed flow rate and the minimum allowed flow
rate: and

iii) initializing a current flow rate for each client as the minimum
allowed flow rate and summing the flow rate into the total server flow
rate; and
step (d) comprises:

i) computing remaining server bandwidth as the difference
berween the maximum server flow capacity and the total server flow rate;
and

Ex. 1018-1669



WO 03/003 760 PCT/USO2/ 16590

-65-

ii)  allocating remaining server bandwidth to remaining clients
wherein all clients with a given cost of service receive bandwidth equally
to the extent of their respective ranges, and no client with a given cost of
service being allocated bandwidth unless all clients with a higher cost of

5 service have received their maximum possible allocation of bandwidth.

20. The method of Claim 17 wherein step (a) prescribing the control
variable comprises:
i)  forming a hyperplane of control variables that aggregate to the
maximum allowed aggregate flow rate;
10 ii) computing a first vector of minimum allowed client flow
rates;
iiiy computing a second vector of maximum allowed client flow
rates;
iv) determining a multi-dimensional shape of which an interior
15 diagonal spans the first and second vectors; and
v) finding a solution of control variables at the point of

intersection between the diagonal and the hyperplane.
21.  The method of Claim 20 wherein step (v) comprises finding a

solution of control variables at the second vector if there is no point of intersection

20 between the diagonal and the hyperplane.
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22. The method of Claim 17 wherein step (a) comprises:

i)  computing the sum of the minimum allowed flow rates to all
active clients;

ii) computing the sum of the flow rate ranges for all active

5 clients;

iii) computing the difference between the maximum allowed
aggregate flow rate and the sum of the minimum;

iv) computing a factor as the rartio of the difference over the sum
of the ranges,;

10 v)  if the factor exceeds 1, the-control variable is set to the

maximum allowed cliem flow rate; and

vi) if the factor is less than |, computing the control variable by
multiplying the client range by the factor and then adding the result to the

minimum allowed client flow rate.

15 23. The method of Claim 17 wherein:
step (a) comprises: ’
i}  determining the maximum allowed flow rate and minimum
allowed flow rate for each client;
ii)  determining the flow rate range for each client as the
20 difference berween the maximum flow rate and the minimum flow rate;

and
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ili)  initializing the control variable for each client as said
minimum allowed flow rate and summing the flow rate into a total server
flow rate; and

step (d) comprises:

5 i)  computing remaining server bandwidth as the difference
between the maximum server flow capacity and the total server flow rate;
and

ii)  allocating remaining server bandwidth to remaining clients to

the extent of their respective ranges.

10 24, The method of Claim 23 wherein the step of allocating remaining
server bandwidth further comprises the clients receiving the bandwidth equally to

the extent of their respective ranges.

25. The method of Claim 17 wherein the maximized value of the
control variable can be determined by;
15 i) determining a maximimum and minimum flow rate for each
client;
ii)  determining a range between the maximimum and mininmum
flow rates in order to find a flow rate range;
iii) determining available bandwidth by finding the difference
20 between an aggregate flow capacity and a sum of the minimum flow rate;
iv) determining a flow variable by dividing the unused bandwidth
by the flow rate range,
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v)  prescribing the control variable to be the minimum flow rate
added to the flow rate range if the flow varible is less than one or
prescribing the control variable to be the minimum flow rate added to the
flow rate range corrected by the flow variable if the flow favorable is
greater than one such that the control variable is easily calculated for each

client.

26. The method of Claim 17 wherein at least one session is a session

bundle and:

1) the minimum flow constraint is computed as the sum of the
minimum flow rate constraints for all bundled sessions:

2} the maximum flow constraint is the least of 1) the sum of the
maximum individual flow rate constraints of each session and 2) the flow
capacity of the channel shared among the bundled sessions; and

3)  the target flow rate is computed for the session is apportioned

among the bundled constituent sessions.

27.  The method of Claim 26 wherein the bundled session is an

advertisement.

28. A system for allocating bandwidth between a server device and at

least one client device, the system comprising:

a call acceptance module operative to receive an incoming request
for service:

a flow regulator configured to deliver content at a modulated target
flow rate, the content being delivered between the server device and a
respective client device when a call is accepted by the call acceptance

module; and
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a flow optimizer configured to modulate the target flow rate of the

flow regulator in order to optimize the aggregate flow of content.

29.  The system of Claim 28 wherein the flow optimizer is configured to
modulate the flow rate of the flow regulator in order to optimize charges for the

5 content.

30. The system of Claim 29 wherein the flow regulator is configured to

deliver the modulated flow rate of content in response to the control variable.

31. The system of Claim 28 wherein the flow optimizer is configured to

determine a control variable which corresponds to an optimized flow rate.

10 32. The system of Claim 31 wherein the flow optimizer is configured to
generate a cost function of the control variable that corresponds (o a maximized

value of the control variable.

33. The system of Claim 28 wherein the flow regulator is configured to

deliver the modulated flow rate of content in response to the control variable.

15 34. The system of Claim 28 wherein the flow optimizer is configured to
determine a maximized value of the control variable by:
i)  determining a maximum and minimum flow rate for each
client;
ii) determining a range between the maximum and minimum
20 flow rates in order to find a flow rate range;
iii) determining unused bandwidth by finding the difference

between an aggregate flow capacity and a sum of the minimum flow rate;
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iv) determining a flow variable by dividing the unused bandwidth
by the flow rate range;
v)  prescribing the control variable to be the minimum flow rate
added to the flow rate range if the flow variable is less than one or
5 prescribing the control variable o be the minimum flow rate added to the
flow rate range corrected by the flow variable if the flow favorable is
greater than one such that the control variable is easily calculated for each

client,

35. The system of Claim 33 wherein the call acceptance module is

10 configured to accept a call based upon the value of the control variable.

36. A method of bandwidth allocation for delivery of stored digital
content from at least one server device to at least one client device by way of a
network, the method comprising the steps of:
a) prescribing a control variable which represents a target flow
15 rate from the server to each client device based upon the amount of buffer
of the client;
b) determining time-varying constraints on the flow rate of the
content;
c) determining a cost function of the control variables for all
20 clients in response to the size of the client's buffer; and
d) prescribing bandwidth to all clients based upon the value of

the control variables that maximized the cost function.

Ex. 1018-1675



WO 03/003 760 PCT/USO2/ 16590

-71-

37. A method for apportioning a given total flow rate (bandwidth)
among a plurality of sessions for clients, the method comprising the steps of:
a) computing a sum of minimum flow rate constraints for each
session:
3 b) computing a sum of flow rate ranges for all active clients;
¢} computing a difference between the given total flow rate and a
sum of the flow rate minima;
d) computing a factor as the ratio of the difference over the sum
of the flow rate ranges;
10 e) if the factor exceeds 1, setting the flow rate to the maximum
allowed client flow rate; and
f)  if the factor is less than 1, computing the flow rate by
multplying the client range by the factor and then adding the result to the

minimum allowed client flow rate.

15 38. The method of Claim 37 wherein the clients are distinguished by
their cost of service and bandwidth is apportioned to clients iteratively, the amount
apportioned to each client in a cost category is the amount remaining from prior

allocations to clients in higher cost categories.
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SYSTEMS FOR DISTRIBUTING DATA OVER A COMPUTER NETWOREK
AND METHODS FOR ARRANGING NODES FOR DISTRIBUTION OF
DATA OVER A COMPUTER NETWORK

FIELD OF THE INVENTTON

This patent application is related to and claims the benefit of the filing date of U.S.
Provisional atent Application Serial No. 60/586,952 for "Systems for Distributing Data
Over A Computer Network And Methods For Arranging Nodes For Distribution Of Data
Over A Computer Network™, filed July 9, 2004.

Various embodiments of the present invention relate to systems for distributing data
(.., content data) over a computer network and methods of arranging nodes for distribution
of data (e.g., content data) over a computer network. In one example (which example is
intended to be illustrative and not restrictive), the systems and methods of the present
invention may be applied to the distribution of streaming audiovisual data over the Internet.

Tor the purposes of the present application the term “node” (e.g., as used in the phrase
a first node communicates with a second node) is intended to refer to a computer system (or
sometimes just “computer’) configured to send and/or receive data over a computer network
(e.g., a computer network including the Internet, a local-areca-network, a wide-area-network, a
wireless network). Since a "node" in a computer network would not exist but for a computer
system being available on such node, the terms "node" and "computer system" (or sometimes
just *computer’) may be used interchangeably (i.e., the term "node" should be understood to
include an available computer system (or sometime just “computer”™).

Further, for the purposes of the present application the term “upstream™ (e.g., as used
in the phrase a first computer svstem sends data via an upstream conmsction to a second
computer system) is intended to refer to the communication path between a first computer
system and the Internet when the first computer system is sending data to a second computer
system via the Internet.

Further still, for the purposes of the present application the term “downstream™ (e.g.,
as used in the phrase a first computer system receives data via a downstream connection from
a second computer system) is intended to refer to the communication path between a first
computer system and the Internet when the first computer system is receiving data from a
second computer system via the Internet.

Further still, for the purposes of the present application the term “uptree” (e.g., as
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used in the phrase a first node sends data via an uplree connection to a second node) is
intended to refer to the network topology communication path between a first node and a
second node when a first node is sending data to a second node which is higher up on the
network topology tree (that is, closer to the root server).

Further still, for the purposes of the present application the term “downtree” (e.g., as
used in the phrase a first node sends data via a downtree connection to a second node) is
intended to refer to the network topology communication path between a first node and a
second node when a first node is sending data to a second node which is lower down on the
network topology tree (that is, closer to the leaves).

Further still, for the purposes of the present application the term “docked” (e.g., as
used in the phrase a child node docks with a parent node) is intended to refer to forming a
connection between nodes via which data may flow in at least one direction (e.g., at least
uptree or downtree).

Further still, for the purposes of the present application the term “apparent available
capacity” (e.g., as used in the phrase apparent available capacity to transmit content data) is
intended to refer to a nominal capacity (e.g., a node’s presumed capacity based upon a design
specification but not necessarily actually tested in the network).

ACKG F THE i !

In a computer network such as the Internet, each node in the network has an address.
A computer system resident at a particular address may have sufficient bandwidth or capacity
to receive data from, and to transmit data to, many other computer systems at other addresses.
An example of such a computer system is a server, many commercial versions of which can
simultaneously exchange data with thousands of other computer systems.

A computer system at another location may have only sufficient bandwidth to
effectively exchange data with only one other computer system. An example of such a system
is an end user's personal computer connected to the Intemet by a very low speed dialup
modem. However, even typical personal computers connected to the Internet by higher speed
dialup modems may have sufficient bandwidth that they may exchange data essentially
simultaneously in an effective manner with several other computer systems. Moreover, an
end user's personal computer system may have even greater bandwidth when connected to the
Internet by ISDN lines, DSL (e.g., ADSL) lines, cable modems, T1 lines or even higher
capacity links, As discussed more fully below, various embodiments of the present invention

Ex. 1018-1694



WO 2006/010113 PCT/USZOO5024517

may take advantage of the availability of such higher capacity end user systems (e.g., those
computer systems capable of essentially simultaneously exchanging data with multiple
computer systems).

In a typical sitnation, as shown in FIG. 1, a content provider distributes its data by
making the data available on a server node 8 simultaneously to a plurality of users at user
nodes 12 (of note, the terms “server”, “root server” and “primary server” may be used
interchangeably throughout the present application to refer (o the same device (i.e., the
highest level parent node in a given network). The double-headed arrows show the two-way
communication between each end user's computer system and the server. Essentially the
content provider's server transmits a separate stream of signals to each receiver node. To
accommodate additional users, the content provider would typically either add equipment to
increase capacity or it would engage a mirror site to accomplish essentially the same result as
adding equipment. The capacities of the end user computers is of virtually no consequence in
such a system.

Another system for distributing data is the Nﬂ]’?ﬁtﬂl’m music file exchange system
provided by Napster, Inc. of Redwood City, Calif. A schematic of the Napster' ™ music file
exchange system (as its operation is presently understood) is illustrated in FIG. 2.

More particularly, it is believed that in the Napster'™ system a copy of the music data
is not kept on the server. The server 9 instead maintains a database relating to the various
music files on the computers of users who are logged onto the server 9. When a first user 12a
sees that a desired music file is available from a second logged on user 12b, the first user
causes his computer to query the server 9 for the second user's node address and a connection
is made between the first and sccond user's computers through which the first user's computer
notifies the second user's computer of the desired file and the second user's computer
responds by transmitting a copy of the desired music file directly to the first user's computer.
It is further believed that a first user attempting to download a particular file from a second
user must start completely over again if the second user cancels its transmission or goes off
line during the data transfer.

In another area, engineers have developed what is known as "streaming media." In
summary, streaming media is a series of packets (e.g., of compressed data), each packet
representing moving images and/or audio,

Ta help understand streaming media in more detail, it is helpful to review the
traditional Intemet distribution method. Each node (whether it is a server node or a user node)
in a computer network has a unique identification (sometimes referred to as an "IP" address)

3
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associated with it. On the Internet, the unique address may be referred to as a Uniform
Resource Locator ("URL™). A user desiring to obtain data from a particular server enters that
server's URL into the user’'s browser program. The browser program causes a connection
request signal to be sent over the Internet to the server, If the server has the capacity to accept
the connection, the connection is made between the server and the user node (files requested
by the user are typically transmitted by the server in full to the user node and the browser
program may store the files in buffer memory and display the content on the user's computer
system monitor - some files may be more permanently stored in the computer system's
memory for later viewing or playing.) The connection with the server is typically terminated
once the files have been received at the user node (or the connection may be terminated a
short time thereafter). Either way, the connection is usually of a very short time duration,

With streaming media, the contact between the server and user nodes is essentially
continuous, When a connection between a server node and user node is made and streaming
media is requested, the server sends streaming media packets of data to the user node. A
streaming media player installed on the user's computer system (e.g., software, such as
RealMedia™ from RealNetworks, Inc. of Seattle, Wash.,) causes the data to be stored in
buffer memory. The player decompresses the data and begins playing the moving images
and/or audio represented by the streaming media data on the user's computer system. As the
data from a packet is played, the buffer containing that packet is emptied and becomes
available to receive a new packet of data. As a result, the memory assets of a user's computer
are not overly taxed. Continuous action content, such as, for example, the display of recorded
motion picture films, videos or television shows may be distributed and played in essentially
"real time," and live events, such as, for example, concerts, football games, court trials, and
political debates may be transmitted and viewed essentially "live" (with only the brief delays
needed for compression of the data being made available on the server, transmission from the
server to the user node, and decompression and play on the user's computer system
preventing a user from seeing the event at the exact same moment in time as a person actually
at the event). And, when the systems are working as designed, the server node and user node
may stay connected to each other until all the packets of data representing the content have
been transmitted.
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5 OF T ON

Various embodiments of the present invention relate to a system for distributing data
(e.g., content data) over a computer network and a method of arranging receiver nodes in a
computer network such that the capacity of a server is effectively increased (e.g., the capacity
of a server may be effectively multiplied many times over; the capacity of the server may be
effectively increased exponentially). Tn one embodiment the present invention may take
advantage of the excess capacity many receiver nodes possess, and may use such receiver
nodes as repeaters. The distribution system may include node(s) having database(s) which
indicate ancestor(s) and/or descendant(s) of the node so that reconfiguration of the
distribution network may be accomplished without burdening the system's primary server. An
embodiment of the present invention may include a process for configuring a computer
information distribution network having a primary server node and user nodes docked (ie.,
connected) in a cascaded relationship, and reconfiguring the network in the event that a user
node departs from the network. In one example (which example is intended to be illustrative
and not restrictive), the process may include the steps of providing a new user node (or
connection requesting user node) with a connection address list of nodes within the network,
having the new user node (or connection requesting user node) go to (or attempt to go to) the
node at the top of the connection address list, determine whether that node is still part of the
distribution network, and connect thereto if it is, and if it is not, to go to (or attempt to go to)
the next node on the connection address list. In another example (which example is intended
10 be illustrative and not restrictive), when a user node departs from the distribution network,
a propagation signal may be transmitted to the nodes below it in the network, causing them to
move up in the network in a predetermined order. In another example (which example is
intended to be illustrative and not restrictive), the present invention may provide a
decentralized approach which provides, to each new user node (or connection requesting user
node) a path back to the root server.

Of note, various embodiments of the present invention may be applied to the
transmission (¢.g., the "appointment” transmission) of audiovisual content such as, for
example (which example is intended to be illustrative and not restrictive), live or pre-
recorded concerts, foothall games, court trials, political debates, motion picture films, videos
or television shows. Such transmission of audiovisual content may be made with acceptable
levels of quality, wherein “acceptable levels of quality” may vary depending upon the end
users and the type of transmission. Further, such transmission of andiovisual content may be

5
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carried out using streaming media transmissions intended to reach large audiences, in much
the way that television shows transmitted over television cable and broadcast media reach
large audiences (in this regard, the present invention may enable a server to transmit
streaming media to the large number of users which would be essentially simultaneously
logging on to view a particular audiovisual presentation under this television-type “large

audience” transmission).
aSC FTHE DRAWINGS

FIG. 1 is a schematic drawing of a prior art computer information distribution
networlc;

FIG. 2 is a schematic drawing of another prior arl computer information éistrihuticn
networlk

FIG. 3 is a schematic drawing of an embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 4 is a schematic drawing of another embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 5 is a schematic drawing of another embodiment of a computer information
distribution network formed pursuant to the present invention;

FIG. 6 is a schematic drawing of a particular topology of a computer information
distribution network formed pursuant to an embodiment of the present invention;

FIG. 7 is a schematic drawing of a particular topology of the computer information
distribution network formed pursuant to an embodiment of the present invention as shown in
FIG. 6 (after the ocourrence of an event);

FIG. 8 is a schematic drawing of another topology of a computer information
distribution network formed pursuant to an embodiment of the present invention;

FIG. 9 is a schematic drawing of the topology of the computer information
distribution network formed pursuant to an embodiment of the present invention as shown in
FIG. 8 (afier the occurrence of an event);

FIG. 10 is a flow diagram of an embodiment of the present invention showing a
Server Connection Routine which may be performed when a prospective child node seeks to
join the distribution network:

FIG. 11 is a flow diagram of an embodiment of the present invention showing a
Prospective Child Node's Request to Server tor a Connection Routine;
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FIGS. 12A-12E are schematic drawings showing varying topologies of the computer
information distribution network formed pursuant to an embodiment of the present invention
under several circumstances;

FIG. 13 is a block diagram of an embodiment of the present invention showing the
memory blocks into which the software used may partition a user node's memory;

FIG. 14 is a flow diagram of an embodiment of the present invention showing a
Prospective Child Node's Connection Routine - the routine which a new user node (or
connection requesting user node) may go through in attempting to connect to a distribution
chain {or tree) after receiving a connection address list;

FIG. 15 is a flow diagram of an embodiment of the present invention showing a
Prospective Child Node's Connection Routine With Return to Server Subroutine;

TIG. 16 is a flow diagram of an embodiment of the present invention illustrating a
Prospective Parent Node's Connection Routine;

FIG. 17 is a flow diagram of an embodiment of the present invention illustrating a
Server's Connection Instruction Routine;

FIG. 18 is a flow diagram of an embodiment of the present invention illustrating a
Fully Occupied Parent's Connection Instruction Routine;

FIG. 19 is a flow diagram of an embodiment otl‘ the present invention illustrating a
Multi-Node Selection Subroutine;

FIGS. 20A and 20B are together a flow diagram of an embodiment of the present
invention illustrating a Universal Connection Address Routine;

FIG. 21 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention before a new node will be added using
the Universal Connection Address Routine:

FIG. 22 is a schemaiic drawing of a topology of the computer information distribution
network of an embodiment of the present invention when a new node is added using the
Universal Connection Address Routine;

FIG. 23 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention before a reconfiguration event;

FIG. 24 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 23 after a reconfiguration

event;
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FIG. 25 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention, slightly different from the topology
shown in FIG. 23, before a reconfiguration event;

FIG. 26 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 25 after a reconfiguration
evenl;

FIG. 27 is a flow diagram of an embodiment of the present invention showing a Child
Node's Propagation Routine;

FIG. 28 is a schematic drawing of another topology of a computer information
distribution network of an embodiment of the present invention before a reconfiguration
event;

FIG. 29 is a schematic drawing of a topology of a computer information distribution
network of an embodiment of the present invention shown in FIG. 28 afler a reconfiguration
event;

FIG. 30 is a schematic drawing of another topology of a computer information
distribution network of an embodiment of the present invention before a "complaint"
regarding communications;

FIG. 31 is a flow diagram of an embodiment of the present invention showing a
Grandparent's Complaint Response Routine.

FIGS. 32, 33A-33C, 34A-34C, 35A, 35B and 36 relate to “Registration Process™
examples according to the present invention;

FIGS. 37 and 38 relate to a “Firewall Roquest / Firewall Status” example according
to the present invention;

FIGS. 394, 39B and 40 relate to a “Propagate Path / Down™ example according to
the present invention;

FIGS. 41A, 41B and 42 relate to a “Propagate NTM / Up” example according to the
present invention;

FIGS. 43 and 44 relate to a “Banned List” example according to the present invention;

FIG. 45 relates to a “Node Interlacing” example according to the present invention;
and

FIGS. 46A-46C relate to various distribution network topology examples according to

the present invention.
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Among those benefits and improvements that have been disclosed, other objects and
advantages of this invention will become apparent from the following description taken in
conjunction with the accompanying figures. The figures constitute a part of this specification
and include illustrative embodiments of the present invention and illustrate various objects
and features thereof (of note, the same reference numeral may be used to identify identical
elements throughout the figures).

DETAILED DESCRIPTION QF THE INVENTION

Detailed embodiments of the present invention are disclosed herein; however, it is to
be understood that the disclosed embodiments are merely illustrative of the invention that
may be embodied in various forms. In addition, each of the examples given in connection
with the various embodiments of the invention are intended to be illustrative, and not
restrictive. Further, the figures are not necessarily to scale, some features may be exaggerated
to show details of particular components, Therefore, specific structural and functional details
disclosed herein are not to be interpreted as limiting, but merely as a representative basis for
teaching one skilled in the art to variously employ the present invention.

Referring now to FIG. 3, an illustration of a linear propagation armangement 10 of'a
computer network according to an embodiment of the present invention is shown, In this
embodiment, the primary server node (or simply, server) 11 provides content data (e.g.,
streaming media) to user nodes 12 connected directly to it (sometimes referred to as "first
level user nodes"). Each first level user node 12 has a second level user node 13 connected to
it and each second level user node 13 has a third level user node 14 connected to it. The
computer system at each first level user node 12 passes a copy of the content data received
from server node 11 to the computer system at the second level user node 13 attached to such
first level user node 12. The computer system at each second level user node 13 in turn passes
the content data onto the computer system at the fourth level user node 14 attached to it.

As more fully discussed below, under this embodiment the computer systems at the
server and user nodes may have distribution software installed in them which enables the
nodes to be arranged as shown and for the computer systems to receive and re-transmit data.

The cascadingly connected amrangement of nodes (i.e., first level nodes are connected
to the server, second level nodes are connected to first level nodes, third level nodes are
comnected to second level nodes and so on) shown in FIG. 3 takes advantage of the
bandwidth available in certain nodes to essentially simultaneously receive and transmit data.

9
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In a linear propagation arrangement, the effective distribution capacity of a server is in
essence multiplied by the number of levels of nodes linked together. In the example of FIG. 3
(which example is intended to be illustrative and not restrictive), the distribution capacity of
the server node is increased from ¥ user nodes to 24 in just three levels.

Of note, many user nodes may have at least sufficient bandwidth (e.z., upstream
bandwidth as well as downstream bandwidth) to receive data from one node and to re-
transmit streams of data essentially simultaneously to two or more other nodes. This capacity
could be used in another embodiment to set up a computer network with a cascadingly
gonnected exponential propagation arrangement 16 (as shown in FIG. 4). As the name
implies, an exponential propagation arrangement effectively increases the distribution
capacity of a server exponentially. For example (which example is intended to be illustrative
and not restrictive), with just three levels of user nodes, sach having the capacity to
retransmit two data streams, the distribution capacity of the server in FIG. 4 is increased from
8 user nodes to 56.

In another embodiment a distribution network may also be set up as a cascadingly
connected hybrid linear/exponential arrangement 18, such as shown in FI1G. 5.

Of note, the effective distribution capacity grows more quickly in a hybnd
linear/exponential arrangement with each new level than does the distribution capacity in a
linear propagation arrangement, and less quickly than does the distribution capacily in a pure
exponential arrangement. However, any of these arrangements allows a server's distribution
capacity to be greatly increased (e.g., with little or no additional investment in equipment for
the server). Further, any other desired hybrid arrangement may be used.

Referring again to FIGS. 1-5, all of the connections between nodes are illustrated with
arrows on each end. This is intended to signify that data flows in both directions between
comnected nodes. For example (which example is intended to be 1llusirative and not
restrictive), a user node connected to a server may transmit data to the server indicating the
identity of the user node, what the user node wants and/or other data, while the server node
may transmits data confirming its identity and containing information and other content to the
user node. In the remaining drawings such arrows may not be shown for the sake of
simplicity. Further, it is noted that the bulk of data which is transmitted may be content (e.g.,
web pages, music files, streaming media), and such content will be understood to flow
downiree fromn node to node in the drawings (i.e., in the direction from the root server to a
first level node, to a second level node, to a third level node, etc.).

10
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As can be understood from the above, an exponential propagation arrangement may
create the most distribution capacity. However, while many (and perhaps even most) user
nodes may have sufficient bandwidth to re-transmit acceptable quality multiple copies of the
data, a number of user nodes may not have sufficient bandwidth to re-transmit more than one
copy of the data with acceptable quality, and some user nodes may not have sufficient
bandwidth to re-transmit even a single acceptable copy. Under these conditions, a distribution
system employing the present invention may be configured, for example, as a hybrid
propagation network. In such a system, a personal computer acting as a server node may
reach many (e.g., hundreds, thousands or more) user nodes, even if the server node itself has
capacity to transmit content data directly to only one other node.

In the following discussion it will be assumed that the system employing the present
invention will take advantage of the capabilily of many user nodes to simultaneously re-
transmit up to two copies of data (e.g., content data). However, it should be understood that
the invention could take advantage of user nodes capable of simultaneouns re-transmission of
even higher numbers of copies.

In one embodiment the length of the distribution chains (i.c., the number of levels of
user nodes linked through each other to the server) may be kept as small as possible to reduce
the probability that the nodes at the ends of the chains will suffer a discontinuity of service.
Thus, under this embodiment, in order to maximize the nwnber of user nodes which may be
conmected to the server while frying to keep the length of the distribution chains as small as
possible, the user nodes having the greatest bandwidth may be placed as far up uptree as
possible (i.e., be placed as close as possible to the server, where “close™ refers (o network
node level and not necessarily to geographical proximity).

In this regard, if an unreliable user node is placed near or at the end of a chain, few or
no other user nodes would be affected by the unreliable user node's leaving the network. In
contrast, if an unreliable user node were placed at or near the beginning of a chain (i.e., be far
uptree), many other nodes would be affected by the unreliable node's departure. Because
various embodiments of the invention may be used for appointment viewing of streaming
media, in which an essentially continuous connection to an audiovisual content source may
essentially be a necessity, it may be important (e.g., for this steaming media use) that the
most reliable user nodes be placed high up in the chain (i.e., high uptree).

A user node may be deemed unreliable for any of a number of reasons. One example
(which example is intended to be illustrative and not restrictive), is that the user node is
connected to the Internet by lines having intermittent failures. Another example (which

11
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example is intended to be illustrative and not restrictive), is that the user is merely sampling
the content available on the network and intentionally disconnects the user node from the
distribution network after discerning that he or she has no interest in the content.

Thus, under an embodiment of the present invention the user nodes may be positioned
in the most advantageous positions, taking into account the dynamic nature of the distribution
network, in which many user nodes may enter and leave the distribution network throughout
the server's transmission of a streaming media show. In addition, the invention may help to
preserve the viewing experience of users at user nodes positioned even at the end of a
distribution chain (the server and/or user nodes may be enabled to perform the operations
required to set up and maintain the distribution network by having data distribution software
installed therein).

Referring now to a “User Node Arrival” example (which example is intended to be
illustrative and not restrictive), it can be seen from FIGS. 3-5 that the distribution chains can
be viewed as a plurality of family trees, each family tree being rooted to the server 11 through
one of the first level nodes 12 (each node in the distribution network may have distribution
software loaded in it which enables the node to perform the functions deseribed below; before
any new node may join the distribution network, such new node may also have such software
loaded in it).

Of note, in the bulk of the examples discussed below, the network topologies have a
branch factor of two (i.e., no user node is assigned more than two child nodes to be connected
directly to it). A network topology with a branch factor of two may be referred to as a binary
tree topology. It should be understood, of course, that the teachings set forth herein may be
extended to network topologies having other branch factors, for example (which example is
intended to be illustrative and not restrictive), branch factors of three, four or more.

In any case, FIG. 6 is a schematic drawing of a distribution network topology useful
for describing the current “User Node Arrival” example. This FIG. 6 shows a distribution
chain or family tree rooted to the server 11 through user node A, a first level user node 12
(ihe dashed lines represent connections from the server to other first level nodes or from node
A to another user node). User node A could be thought of as a child node of the server and as
a parent node for other user nodes connected directly to it. User node B, a second level user
node 13, could be thought of as A's child. User nodes C and D, third level user nodes 14, may
be thought of as B's children and A's grandchildren (and each other’s siblings). User nodes E
and I, fourth level user nodes 15, may be thought of as C's children (and each other’s
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siblings). User node G, also a fourth level user node 15, may be thought of as I's child. And
user nodes E, F and G may be thought of as B's grandchildren and A's great grandchildren.

In the present example, whenever a new user node (or connection requesting user
node) 19, such as node X in FIG. 6, seeks connection to the distribution network, it will first
make a temporary connection to the server node (or a connection server, not shown) in order
to begin the process for connecting to the distribution system. The server (or connection
server) will discern from the user node a bandwidth rating (discussed below) appropriate to
that node and, depending upon the available capacity of the server and any existing
distribution chains, the server will either assign the new user node to a spot directly
connected to the server or will provide the new user node with a connection path through a
tree to the server.

FIG. 10 iz a flow diagram associated with this example showing a Server's
Connection Routine which is performed when a prospective child node seeks to join the
distribution network. In step 101 the server performs the Server's Connection Instruction
Routine (discussed below), in which the server determines what connection instructions to
give to the new user node (or connection requesting user node), The server then goes to step
102 where it determines whether, as a result of the Server's Connection Instruction Routine,
the prospective child node is being instructed to dock with the server. If the prospective child
node is being instructed to dock with the server, then the server goes to step 103 in which the
server would allow the new user node to dock with it, and the server would begin
transmitting data (e.g., streaming media) direetly to the new user node.

Of note, as referred to above, two different servers could be used - one to perform the
server's conmection routine and the other to transmit data (e.g., streaming media) - since both
servers would be performing server functions, they will hereinafter sometimes be considered
a single server for purposes of the description herein.

Of further note, while the prospective child node may be a new usernode or a
conmection requesting user node, to simplify the following discussion such prospective child
node may simply be referred to as a “a new user node™,

In any case, if the new user node is not being instructed to dock directly with the
server, then the server goes to step 104 in which it provides the new user node with an
address connection list and disconnects the new user node from the server,

Essentially contemporaneounsly with the performance by the server of the Server's
Connection Routine, the new user node is performing the Prospective Child Node's Request

to Server for a Connection Routine. FIG. 11 is a flow diagram associated with this example
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illustrating the Prospective Child Node's Request to Server for a Connection Routine. Upon
making the temporary connection to the server, the new user node goes to step 111 in which
it provides bandwidth rating and performance rating information to the server. It then
proceeds to step 112 in which it receives connection instructions from the server, Then the
new user node proceeds to step 113 to determine whether it has been instructed to dock
directly with the server. If the answer is "yes," then the new user node proceeds to step 114 in
which it erases any information which may have been in its ancestor database and, if the
distribution software has a Feturn to Server Subroutine in it, resets the connection attempt
counter to zero. The new user node then proceeds to step 115 in which it docks with the
server and begins receiving data (e.g., streaming media). If the new user node is not being
mstructed to dock directly with the server, then the new user node goes to step 116 in which
it receives the new connection address list from the server and loads such list into the user
node's ancestor database and begins the Prospective Child Node's Connection Routine
(discussed below). If the distribution software has a Return to Server Subroutine in it, the
connection attempt counter is reset to one in step 116.

In the examples discussed in connection with FIGS. 6-9 and 12A-12C (which
examples are intended to be illustrative and not restrictive), the server has determined that the
new user node X will not be allowed to connect directly to the server. Also, for the purposes
of these examples, all of the user nodes are presumed to be equally capable of simultaneously
re-transmitting two copies of the content data and that the tree rooted through node A is the
most appropriate tree through which node X should be connected to the server. In one
embodiment the server may rely on chain length in determining to which particular user
node, already in the distribution network, that node X should connect.

Referring again to the example of FIG. 6, the topology of the distribution network
based on the most recent information available to the server at the moment that node 3 seeks
to join the distribution network is shown. Path D-B-A-S (where "S" is the server) represents
the shortest available path from an end of a chain back to the server (e.g., from a node level
point of view and not necessarily from a geopgraphical proximity point of view), and the
server 11 gives that path information, or connection address list, to node X during step 104 of
FIG. 10 (and node X receives such list during step 116 of FIG. 11). That is, node X will be
given a connection address list with the URLs and/or TP addresses of each of nodes D, B, A
and S. The distribution software in node X causes the path information to be stored in the
ancestor portion (or ancestor database) 132 of node X's topology database 131 shown in FIG.
13. The ancestor database may include an ancestor list, a list of node X's ancestors' addresses
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from node X's parent back to the server node. (FIG. 13 shows an example block diagram
(which example is intended to be illustrative and not restrictive) showing the memory blocks
into which the software used in connection with the present invention may partition a user
node's memory 130.) Node X then attempts to contact node D first, the user node most distant
from server 11 in the path. Note that when the server provides the D-B-A-S connection
address to node X, the server is giving what it "believes"” to be the complete path information
going all the way back to the server. That is, subsequent to the most recent generation of the
topological data, node D may have departed from the network, as may have one or more of
its ancestors, resulting in a reconfiguration (discussed below) of at least a portion of the tree
of which D was a part.

Referring now to FIG. 14 is a flow diagram associated with this example showing the
Prospective Child Node's Connection Routine, the routine which a new user node, here node
X, will go through in attempting to connect to a distribution chain (or tree) after receiving a
connection address list (which node X has stored in the ancestor portion of its topology
database) from the server or from a prospective parent node or during a reconfiguration
event. In step 141, node X attempts to contact the first node on the connection address list.
The first node, and only node, on the connection address list could be the server itself. Here
node D is the first node on the list, Node X then proceeds to step 142 and determines whether
the first node on the connection address list is still on-line and still part of the distribution
network (in one example, if no response is received within a predetermined period of time,
from the first node on the connection address list, the answer to the query in step 142 will be
deemed to be no). If node D is on-line and still part of the disiribution network, node X
proceeds to step 143 in which node X inguires whether node D has room for node X. This
inquiry may need to be made because the distribution network may have gone through a
reconfiguration event resulting in node I's not having sufficient capacity to provide a copy of
the content data to node X. If node D has room for node X, then node X proceeds to step 144
in which it connects (or docks) with node D and begins receiving content data from it. This is
depicted in FIG. 7. Note that node X is now one of several level four nodes 15.

On the other hand, in step 142, if node D is not on-line (e.g., no response is received
from node D within a predetermined period of time) or if node D is on-line but is no longer
part of the distribution system (e.g., subsequent to the server's obtaining its topology data the
user of the system at node D either caused his or her computer system to go off-line or to
leave the distribution system, or there was a line failure causing the computer system to go
off line), as depicted in FIG. 3, then node X goes to step 145 in which it deletes the first
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address from the connection address list in node X's ancestor database (and, in one example,
and for a purpose which will become clear when discussing reconfiguration events below,
sets its reconfiguration flag buffer 136 to the lowest propagation rating). At this time node B,
in the present example, becomes the first node on the connection address list. Then node X
goes back to step 141 and repeats the routine described above. Note that because of node D's
leaving the distribution network, a reconfiguration event was triggered which resulted in node
G changing from a fourth level node 15 to a third level node 14.

In step 143, if the prospective parent node has no room for the new node (e.g., the
capacity of the prospective parent node is fully occupied), the new node goes to step 146, in
which it receives a new connection address list from the prospective parent. The prospective
parent may then perform a Fully Occupied Parent's Connection Instruction Routine, discussed
below in connection with FIG. 18, wherein it creates the new connection address list based on
topology data obtained from its progeny. That new list may include the path back to the
server through the prospective parent just in case, as discussed above, there are user node
departures along the path.

Of note, by having a prospective parent node prepare the new connection address list
as described in this example, the burden on the server is reduced and is distributed among the
user nodes,

Still referring to the example depicted in FIG. 8, when node X gets to step 143, node
B will respond that it has no room and node X will proceed to step 146, When node X
performs step 146, the new connection address list it receives from node B will be G-B-A-S.
Then node X proceeds to step 141 and repeats the routine from that point on. When the
routine is performed on the topology shown in FIG. 8, step 143 will result in node G
responding that it has room for node X. Node X will then perform step 144 and be connected
to the distribution network through node G as shown in FIG. 9. Here, node X becomes a
fourth level node 15.

The distribution software may include a Return to Server Subroutine, comprised of
steps 151, 152 and 153 as shown in FIG. 135, as part of the Prospective Child Node's
Connection Routine. This subroutine reduces the risk that a prospective child node would
enter into an endless cyele of fruitless attempts to dock with nodes in a particular tree. If the
answer to the query in step 143 is "no," then node X goes to step 151 in which it increments
by one the connection attempt counter 135 in node X's memory. Then node X goes to step
152 in which it determines whether the connection attempt limit has been reached, In one

example (which example is intended to be illustrative and not restrictive), the limit may be
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preset at any number greater than onc and may depend upon what the designer of a particular
distribution network determines would be a reasonable amount of time for a node to attempt
to make a connection on a particular tree, or a branch of a tree, before that node should be
given an opportunity to obtain a completely new connection address list directly from the
server. If the connection attempt limit has not been reached, then node X proceeds with step
146 as discussed above. If the connection attempt limit has been reached, then node X goes to
step 153, in which it goes back to the server and begins the connection routine again as
discussed above in connection with FIG. 6, Tf docking with a parent node is successful, then
after step 144 node X performs step 154 in which the connection attempt counter is set to
ZET0,

Referring now to FIG. 16, a flow diagram associated with this example illustrating the
Prospective Parent Node's Connection Routine is shown. Using the example illustrated in
FIGS. 6, 8 and 9, when node X queries node B in step 142 during the Prospective Child
Node's Connection Routine, node B may begin performing the Prospective Parent Node's
Connection Routine. In step 161, in response to node X's query, node B determines whether it
is part of the distribution system node X seeks to join, If node B were not part of the
distribution network, it would respond in the negative to node X's query and node B would be
finished with the Prospective Parent Node's Connection Routine. In the example of FIG. 8,
the answer is "yes" and node B proceeds to step 162.

In step 162 node B determines whether it has room for a new node. If the answer were
ves," node B would proceed to step 163 where it would allow node X to dock with it, and
node B would begin transmitting to node X data (e.g., streaming media) originating from the
server. In the example illustrated in FIG. 8, the answer is "no," and node B, acting as an
instructing node, goes to step 164 where it performs the Fully Occupied Parent’s Connection
Instruction Routine (discussed below) and provides the prospective new child node (here
node X) with a new connection address list. As noted above, the new connection address list
may include the path back to the server through the node B (the prospective parent in this
example) in the event that there are user node departures along the path, which departures
may include node B.

A fler performing step 164 the temporary connection between node B and node X is
terminated, and node X is sent on its way. In the example of FIGS. ¥ and 9, the new
connection address list is G-B-A-S. When node X approaches node G, node G performs the
Prospective Parent Node's Connection Routine discussed above. In the example illustrated in
FIGS. 8 and 9, node G allows node X to dock with it
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Referring now to a “Distribution Network Construction™ example (which example is
intended to be illustrative and not restrictive), it is noted that under this example the length of
the distribution chains (i.e., the number of levels of user nodes linked through each other to
the root server) is aimed to be kept as small as possible,

Assuming that all new user nodes have the same re-transmission capability {(or
disrcgarding the different re-transmission capabilities which different new user nodes may
have), the user nodes would be distributed in this example through the first level until all the
direct connection slots to the server were filled. Then as new user nodes sought connection to
the distribution network, they would be assigned to connections with the first level nodes 12
until all the slots available on the first level nodes were filled. This procedure would be
repeated with respect to each level as more and more new user nodes attempted to conmect to
the distribution network. In other words, the server, acting as an instructing node, would
perform a Server's Connection Instruction Routine in which one step is determining whether
there is room on the server for a new user node and, if so, the server would instruct the new
user node 1o connect directly to the server. If there were no room on the server, then the
server would perform the step of consulting its network topology database and devising a
connection address list having the fewest number of connection links to a prospective parent
user node. After performing the Server's Connection Instruction Routine, the server would
either allow the new user node to dock directly with the server or send the new user node on
its way to the first prospective parent user node on the connection address list,

In this example (which example is intended to be illustrative and not restrictive), a
partially occupied potential parent node in a particular level (i.e., a prospective parent node
already having a child but still having an available slot for an additional child node) may be
preferred over unoccupied (i.e., childless) potential parent nodes on the same level. This may
help to keep the number of interior nodes (i.e., the number of nodes re-tramsmitting data) to a
minimum.

Alternatively, in another example (which example is intended to be illustrative and
not restrictive), nodes that have zero children may be preferred over nodes that already have
one child. While it is true that this may increase the number of repeat nodes, what the
inventors have found is that by filling the frontier in an “interlaced™ fashion, connecting
nodes build up their buffers more quickly (allowing a reduction in the incidence of siream
interruptions),

Referring now to FIGS, 12A-12C, these FIGS. illustrate, in this example, what

happens when a partially occupied parent node is preferred over a parent childless node as a
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destination address for a new user node (assuming all other factors are equal). FIG. 12A is a
schematic diagram associated with this example showing a topology wherein nodes C and D,
both third level nodes 14, have remaining capacity for one or more child nodes. Server 11 has
the choice of sending new user node X to either node C, as shown in FIG. 12B, or node D, as
gshown in FIG. 12C, without increasing the length of the longest chain in the distribution
network. However, user nodes are free to leave the distribution network at any time. With the
topology shown in FIG. 12C, if either of nodes C or DD leaves the network, there would be an
effect on a child node. With the topology shown in FIG. 12B, there is a significant chance
that if one of nodes C and DD leaves the network, there would be no impact on any child
nodes. That is, if it is node D that leaves the network, there is no child which would be made
an orphan.

Of note, in discussing the examples illustrated in FIGS. 6-9 and [2A-12C, it has been
presumed that all of the user nodes are equally capable of simultaneously re-transmitting two
copies of the content data. However, the user nodes actually joining a distribution network
will have various capabilities for re-transmitting data. Some will have no reliable capahility
because of hardware limitations, Other user nodes will have high nominal capability because
of their hardware and type of Internet connection, but may have low reliability because of
poor line conditions or the vagaries of the desires of the humans actually using the user
nodes. For example, a user node having a T1 or faster connection to the Internet has a
significantly large bandwidth, but is not reliable if the user (or viewer) is merely sampling the
content available on the distribution networlk.

As noted above, in one example the user nodes having the greatest reliable capability
should be placed as high up in a distribution chain as possible (i.e., as far uptree as possible)
because they would have the ability to support the greatest number of child nodes, grandchild
nodes and so on.

Thus, to differentiate the reliable capabilities of user nodes, a number of factors may
be considered. Examples of such factors (which examples are intended to be illustrative and

not restrictive), include following;

. One is time, that is, the number of seconds (or other units of time) since the
node made its most recent connection to the network. Everything else being equal, a
user node which has been continuously connected to the distribution network for a
long period of time may be considered under this example to be likely more reliable
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{either because of line conditions or user interest) than a user node which has been

continuously connected to the network for a short period of time.

. Another factor is bandwidth rating, which may be determined, for example, by
actual testing of the user node when it first attempts to connect to the server or a
parent node (e.g., at initial connection time) or determined by the nominal bandwidth
as determined by the type of connection made by the user node to the Internet. In one
example (which example is intended (o be illustrative and not restrictive), we will
describe ratings based on nominal bandwidth as fallows:

o A user node with a 56 Kbits/sec dialup modem connection to the
Internet is essentially useless for re-transmission of content data because of its
small bandwidth. In this example, such a node is assigned a bandwidth rating
of zero (0.0).

0 A user node with a cable modem or DSL (e.g., ADSL) connection to
the Internet may be given, in this example, a bandwidth rating of one (1.0),
because it is a common type of node and has a nominal upstream transmission
bandwidth of 128 Kbits/sec, which is large enough to potentially re-transmit
two acceptable quality copies of the content data it receives (assuming a
50Kbit/sec content data stream). Such capability fits well into a binary tree
topology.

0 A full rate ISDN modem connection nominally has an upstream
bandwidth of 56 Kbita/sec and a downstream bandwidth of 56 Kbita/sec,
which would potentially suppori acceptable quality re-iransmission of a single
copy of the content data stream (assuming a 50Kbit/sec content data stream).
For this reason, a user node with a full rate ISDN modem connection to the
Internet may be given, in this example, a bandwidth rating of one-half (0.5), or
half the tating of a user node conmected to the Internet by a DSL (e.g., ADSL)

or cable modem connection.

o User nodes with T1 or greater links to the Internet should be able to
support more (e.g. at least twice as many) streams as DSL (e.g., ADSL) or
cable modems, and therefore may be given, in this example, a bandwidth
rating of two (2.0). In the event that in a distribution nctwork parent nodes
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may be assigned more than two child nodes directly connected thereto,
bandwidth ratings greater than 2.0 may be assigned under this example to
Tnternet connections having greater bandwidth than T1 connections.

. In another example (which example is intended to be illustrative and not
restrictive), other bandwidth networks (e.g., 50 Kbit/sec and 100 Kbit/sec) may be
supported.

. In another example, the bandwidth needed for a node to be “repeat capable™
may depend on the particular network to which it is attached (upon initial connection
the connecting node may first test its upstream bandwidth and then report that
bandwidih to the network server; the server may determine whether the node is
“repeat capable” or not.

. In another example (which example is intended to be illustrative and not
restrictive), a node may be deemed “repeat capable” if the node is not firewalled (e.g.,
port 1138 i3 open) and the node has sufficient bandwidth to retransmit two copies of
the incoming stream.

. A third facltor is performance. A user node's performance rating may, in one
example, be zero (0.0) if it is disconnected as a result of a Grandparent's Complaint
Response Routine (discussed below in connection with FIG. 31). Otherwise, the user
node's performance rating, in this example, may one (1.0).

Further, in this example (which example is intended to be illustrative and not
restrictive), a user node's utility rating may determined by multiplying connection time by
performance rating by bandwidth rating, That is, in this cxample:

» Ultility Rating = Time x Performance Rating x Bandwidth Rating,.

Referring once again to FIG, 13, it is seen that in this example information regarding
a user node's time connected to the network, bandwidth rating, performance rating, utility
rating and potential re-ttansmission rating (discussed below) may be stored in the user node's
clapsed time buffer 137, bandwidth rating buffer 138, performance rating buffer 139, utility
rating buffer 121 and potential re-transmission rating buffer 122, respectively,

In another example (which example is intended to be illustrative and not restrictive),
nodes entering the network may be judged to be either “repeat capable™ or “non-repeat
capable” (wherein non-repeat capable nodes may be called “bumpable” nodes). Repeat
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capability may be based on: (1) Upstream bandwidth (e.g., tested at initial connection); and
(2) the firewall status, opened or closed, of a node. In one specific example, if a node is
either firewalled or has upstream bandwidth less than (approx.) 2.5 times the video streaming
rate, that node will be deemed bumpable. All nodes joining the network, whether bumpable
or non-bumpable, may be placed as close to the server as possible. However, for the purpose
of placement (as described for example in the Universal Connection Address Routine of
Figure 20), a repeat capable node can bump a bumpable node when being placed in the
network.

Referring now to FIG. 17 a flow diagram associated with this example illustrating the
Server's Connection Instruction Routine is shown. This routine need not necessarily rely on
the new user node's ufility rating, This routine may rely on the potential re-transmission
rating of a user node, which is arrived at by multiplving the user node's performance rating by
its bandwidth rating. That is, in this example:

. Potential Re-fransmission Rating = Performance Rating x Bandwidth Rating.

Thus, in this example, the server would want to put those user nodes with the highest
potential re-transmission rating as close to the server in a distribution chain as possible (i.e.,
as high uptree as possible) because they have the greatest likelihood of being able to re-
transmit one or more copies of content data. On the other hand, a potential re-iransmission
rating of zero in this example indicates that a user node has no ability to (or little expected
reliability in) re-transmitting even one copy of content data (the server in this example would
want to put a user node with a zero rating as far as reasonably possible from the server in a
distribution chain (i.e., as low downtree as possible)). For the purpose of ease of discussion,

. in the flow diagram example of FIG. 17 illustrating the Server's Connection Instruction
Routine, the server is concerned about whether the potential re-transmission rating is zero
(i.e., either one or both of the performance rating and bandwidth rating is zero) or greater
than zero (i.e., both the performance rating and the bandwidth rating are greater than zero).

In step 171 the server node interrogates the new user node (or commection requesting
node) for its bandwidth rating and performance rating. If the new user node is really new to
the distribution network, or if it has returned to the server because all of the user node's
ancestor nodes have disappeared from the network, the new user node's performance memory
will contain, in this example, a performance rating of 1.0 (e.g., the default rating). However,
if the new uscr node has been dispatched to the server for a new connection to the network
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because the new user node had failed to provide content data to one of'its child nodes, then,
in one example, its performance memory will contain a performance rating of zero. .

In step 172, the server determines, in this example, whether the potential re-
transmission rate of the connection requesting node is greater than zero (i.e., whether both the
bandwidth rating and the performance rating are greater than zero, or, if only the bandwidth
rating is considered, whether the bandwidth rating is greater than zero (i.e., the connection
requesting node is a high-bandwidth node)). If the answer is "yes," then the server goes to
step 173 in which the server determines whether it has room for the new user node. If the
answer to the query in stcp 173 18 "yes," then the server goes to step 174 in which it instructs
the new user node to connect directly to the server. Then the server goes to step 102 in the
Server's Connection Routine (see FIG. 10).

If the answer to the query in step 173 is "no"” (i.e., the server does not have the
capacity to serve the new user node directly), then the server goes to step 175, In step 175,
the server, acting as an instructing node, consults its network topology database and devises a
connection address list having the fewest number of connection links to a prospective parent
node, That is, the server checks its information regarding the nodes in the level closest to the
server (i.e., the highest upfree) to determine whether there are any potential parent nodes with
space available for the new user node. If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link further from the
server, and so on until a level is found having at least one potential parent node with space
available for the new user node. That is, the server determines which parent node with unused
capacity for a child node is closest to the server (i.e., in the highest level, with the first level
being the highest), and devises the connection address list from such prospective parent node
to the server. The server then goes to step 102 (shown in FIG. 10).

In another embodiment of the invention, the server could skip step 172 and go directly
to step 173 (or it could go to step 172 and, if the answer to the query in step 172 is "no" (i.e,
either one or both of the bandwidth rating and the performance rating are zero, or, if only the
bandwidth rating is considered, whether the bandwidth rating is zero (i.e., the connection
requesting node is a low-bandwidth node)), the server could go to step 175). However, this
could prevent the server from loading up the highest levels of the distribution chains with
nodes capable of re-transmitting at least one acceptable copy of the content data (in contrast
to if the server does perform step 172 and does goes to step 176 if the answer to the query in
step 172 is "no.").
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In step 176 the server consults its network topology database and devises a connection
address list having the greatest number of connection links to a prospective parent node. That
is, the server checks its information regarding the nodes in the level furthest from the server
(i.e., the lowest downiree) to determine whether there are any potential parent nodes with
space available for the new user node, If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link closer to the
server, and so on until a level is found having at least one potential parent node with space
available for the new user node. In this manner, user nodes having limited or no reliable re-
transmission capability may be started off as far from the server as possible and will have a
reduced effect on the overall capacity of the distribution network,

As indicated above, and as discussed more fully below, one or more reconfiguration
events may have transpired since the server's topology database was last updated. As a result,
the first prospective parent node which is actually present on the distribution network for the
new user node to contact may nol have room for the new user node. By way of example
(which example is intended to be illustrative and not restrictive), when node X tries to join
the distribution network having the topology shown in FIG. 12A, the server provides node X
with the following connection address list: C-B-A-S. If node C had disappeared from the
network between the last update of the server's topology database and node X's attempting io
contact node C, then node E, by virtue of a reconfiguration event, would be connected, in this
example, to node B as shown in FIG, 12D. Then node X, in performing the Prospective Child
Node's Connection Rouline discussed in connection with FIGS. 14 and 15, would contact
node B, Node B, in the Prospective Parent Node's Connection Foutine, discussed in
connection with FIG. 16, would have to answer the query of step 162 in the negative and go
to step 164, in which it performs the Fully Occupied Parent's Connection Instruction Routine.

Referring now to FIG. 18, a flow diagram associated with this example illustrating
that routine is shown. It is similar to the Server's Connection Instruction Routine. Since the
fully occupied parent node has already determined that it has no room for the new user node
(or connection requesting user node), the Fully Occupied Parent's Connection Instruction
Routine does not need to include a step in which a determination is made regarding whether
there is room for the new user node (or connection requesting node). In the Fully Occupied
Parent's Connection Instruction Routine the fully occupied parent node, acting as an
instructing node, first performs step 181 in which it interrogates the new user node for its
bandwidth rating and performance rating. In step 182, the fully occupied parent node
determines whether the potential re-transmission rate of the new user node is greater than
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zero. (1f only the bandwidth rating is considered, then it determines whether the bandwidth
rating is greater than zero (i.e., the connection requesting node is a high-bandwidth node).) If
the answer is "yes," then the fully oceupicd parent node gocs to step 183 in which the fully
occupied parent node consults its topology database, which contains the latest information
available to that node regarding the links from the fully occupied parent node back to the
server and regarding the fully occupied parent node's own progeny (i.c., its children,
grandchildren etc.,) and devises a new connection address list having the fewest number of
connection links to a new prospective parent node. That is, the fully occupied parent node
checks its information regarding the nodes in the level closest to the fully occupied parent
node (but not closer to the server) to determine whether there are any potential parent nodes
with space available for the new user node. If there are no potential parent nodes with space
available, then the database is checked regarding nodes in the level one link further from the
fully occupied parent node (and further from the server), and so on until a level is found
having at least one potential parent node with space available for the new user node. That is,
the fully occupied parent node determines which new prospective parent node with unused
capacity for a child node is closest to the fully occupied parent node, and devises the
connection address list from such new prospective parent node through the fully occupied
parent node and on to the server. The fully cccupied parent node then goes to step 184 in
which it provides the new user node with the new connection address list and disconnects the
new user node from the fully occupied parent.

If the answer to the query in step 182 is no (i.e., either (i) one of the bandwidth rating
and performance rating is zero or (ii) if only the bandwidth rating is considered, the
bandwidth rating is zero (i.e., the connection requesting node is a low-bandwidth node)), the
fully cccupied parent node goes to step 185. In step 185 the fully occupied parent node
consults its network topology database and devises a connection address list having the
greatest number of connection links to a new prospective parent node, That is, the fully
occupied parent node checks its information regarding the nodes in the level furthest from it
{and farther from the server than it is) to determine whether there are any potential parent
nodes with space available for the new user node. If there are no potential parent nodes with
space available, then the database is checked regarding nodes in the level one link closer to
the fully occupied parent node, and 80 on until a level is found having at least one potential
parent node with space available for the new user node. As discussed above, this helps assure
that new user nodes having limited or no reliable re-transmission capability are started off as
far from the server as possible. Afier the fully occupied parent node devises the connection
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address list from such new prospective parent node through the fully occupied parent node
and on to the server, the fully occupied parent node then goes to step 184 where it performs
as discussed above.

In another embodiment of the invention, the distribution software could be designed
such that a fully occupied parent performs an abbreviated Fully Occupied Parent's
Connection Instruction Routine, in which steps 181, 182 and 185 are not performed. That is,
it could be presumed that the server has done the major portion of the work needed to
determine where the new user node should be placed and that the fully occupied parent user
node need only redirect the new user node to the closest available new prospective parent. In
such event, only steps 183 and 184 would be performed.

In the example discussed above in which node C had disappeared from the network
when new user node X had been given, by the server, connection address C-B-A-S, and in
which node B is a fully occupied parent node as shown in FIG, 12D, node B would appear to
have the choice of devising either connection address list D-B-A-S or E-B-A-S regardless of
whether the full or abbreviated Fully Occupied Parent's Connection Instruction Routine were
performed.

In this regard, to determine which connection address list to choose when there are
two or more prospective parent nodes in a particular level having space for a new user node,
the distribution software could have an additional subroutine as part of steps 175, 176, 183
and 185. An example of this subroutine, called the Multi-Node Selection Subroutine is
illustrated in FIG. 19.

In step 191 the server or fully occupied parent node deciding where to send a new
user node determines whether any of the potential new parent nodes is partially occupied. As
discussed earlier, in one example a partially occupied potential parent node may be preferred
over an unoccupied potential parent node. In this case, if any of the potential parent nodes is
partially occupied, then the server or fully occupied parent node goes to step 192. In step 192
the partially occupied prospective parent node with the highest utility rating is selected as the
new prospective parent node. If there were only a single partially occupied potential parent
node, then that node i3 selected.

If in step 191 it is determined that there are no partially occupied potential parent
nodes, then the server or fully occupied parent node goes to step 193, In step 193 the
unoccupied prospective parent node with the highest utility rating is selected as the new

prospective parent node,
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In another example {(which example is intended to be illustrative and not
restrictive),the software engineer could have step 193 follow an affirmative response to the
query in step 191 and step 192 follow a negative response; in such event, unoccupied
prospective parent nodes would be selected ahead of partially occupied prospective parent
nodes (all other things being equal, it may be advantageous to select nodes that have zero
children over nodes that already have one child; while it is true that this may increase the
number of repeat nodes, what the inventors have found is that by filling the frontier in an
“interlaced” fashion, connecting nodes build up their buffers more quickly (allowing a
reduction in the incidence of stream interruptions).

After whichever of steps 192 and 193 is completed, the server or fully occupied
parent node returns to the step from which it entered the Multi-Node Selection Subroutine
(i.e., step 175, 176, 183 or 185), and completes that step.

So, in the example shown in FIG. 12D, where node C left the network thereby leaving
node B with the chore of devising a new connection address list for node X, node B would
perform the Fully Occupied Parent's Connection Instruction Routine. Regardless of the
bandwidth and performance ratings of node X, node B would be choosing between nodes D
and E in the third level. In step 191 node B would determine that neither D nor E is partially
occupied, and therefore node B would go to step 193, Assuming that nodes E and D have
equal bandwidth and performance ratings and that node D was connected to the network
longer than node E, node D would be selected because it would have the higher utility rating
since it was connected to the network longer than node E. Node B would then go to step 194
and then return to the step from which it entered the Multi-Node Selection Subroutine. When
node B retumns to step 183 or 185, it completes that step and moves on to step 184, In that
step, node B provides new user node X with new connection address list D-B-A-S and node
X comneets to the distribution network as shown in FIG, 12E,

Referring now to an “Alternative Distribution Network Construction™ example (which
example is intended to be illustrative and not restrictive), it is noted that under this example
the length of the distribution chains (i.e., the number of levels of user nodes linked through
each other to the server) is aimed to be kept as small as possible.

Also under this example, user nodes having the highest bandwidth capabilities are
aimed to be kept closer to the server (e.g., in order to allow the greatest expansion of the
distribution system). However, it is possible that zero bandwidth rated nodes may
nevertheless appear relatively far uptree (thereby stunting the growth of that chain). The

following method may be used in constructing the distribution network both by servers and
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by prospective parents which are actually completely occupied, either of which may be
thought of as an instructing node (that is, software enabling the routines discussed below
could be installed on servers and user nodes alike).

More particularly, in the distribution system of this example, each child node reports
directly to (or is tested by) its parent node with respect to information relating to the child
node's bandwidth rating, performance rating, potential re-transmission rating and utility
rating. In turn, each parent node reports all the information it has obtained regarding its child
nodes on to its own parent node (a parent node also reports to each of its child nodes the
address list from that parent back lo the scrver, which list forms what may be referred to as
the ancestor portion of the topelogy database — in addition, a parent node reports to each of its
child nodes the addresses of their siblings). The reports occur during what may be referred to
as a utility rating event, Utility rating events may occur, for example, on a predetermined
schedule (e.g., utility rating events may occur as frequently as every few seconds). As a result
of all the reporting, each node stores in its topology database the topology of the tree
(including all its branches) extending below that node, and the server stores in its topology
database the topology of all the trees extending below it. This may be referred to as the
descendant portion (or descendant database) 133 of the topology database (see FIG. 13). The
descendant database of a particular node may include a descendant list, a list of the addresses
of all the nodes cascadingly connected below that particular node, Included in the topology
database information may be the utility ratings of the nodes below the node in which that
particular iopology database resides.

After each reporting event in this example, each parent node (including the server),
acting as an instructing node, devises two lists of prospective (or recommended) parent
nodes. In this example, the first list, or Primary Recommended Parent List ("PRPL"), stored
in the Primary Recommended Parent List buffer 123 (sce FIG. 13), lists all the nodes in the
descendant portion of that node's topology database which have bandwidth available to
support another child node (in one example (which example is intended to be illustrative and
not restrictive), in a binary tree system, all nodes in the descendant portion of the topology
database having (i) a bandwidth rating of at least one and (ii) less than two child nodes would
be listed). They would be listed with those node's which are closest to the node in which that
particular topology database resides at the top of the list, and those nodes which are in the
same level would be ranked such that the node with the highest utility rating would be listed
firet, the node with the second highest utility rating would be listed second and so on. By way
of example (which example is intended to be illustrative and not restrictive), the PRPL of a

28

Ex. 1018-1720



WO 2006010113 PCT/USZINMSN24517

second level node would list a third level node with available bandwidth ahead of a fourth
level node with available bandwidth even if the fourth level node’s utility rating were higher
than that of the third level node.

The second list in this example, or Secondary Recommended Parent List ("SRPL"),
stored in the Secondary Recommended Parent List buffer 124 (see FIG. 13), lists all the
nodes in the descendant portion of that node's topology database which have the ability to re-
transmil content data to child nodes but are fully occupied, and at least one of its child nodes
is incapable of re-transmitting content data to another child node (in one example (which
example is intended to be illustrative and not restrictive), in a binary tree system, all nodes in
the descendant portion of the topology databasc having (i) a bandwidth rating of at least one
and (ii) at least one child node having a bandwidth rating less than one (i.e., being incapable
of re-transmitting content data to two child nodes) would be listed). Like the nodes in the
PRPL, the nodes in the SRPL would be listed with those node's which are closest to the node
in which that particular topology database resides at the top of the list, and those nodes which
are in the same level would be ranked such that the node with the highest utility rating would
be listed first, the node with the second highest utility rating would be listed second and so
On.

Of note, in this example the SRPL lists those parent nodes having the growth of their
branches (i.e., their further progeny) blocked or partially blocked by a low-bandwidth child
node. This may lead to an unbalanced growth of the distribution system, and a limitation on
the total capacity of the system.

Of further note, to the extent that a node (including a server) has room for another
child node or is the parent of a low bandwidth node, it may be listed on its own PRPL or
SRPL.

Referring now to FIGS, 20A and 208, an example flow diagram illustrating what may
be referred to as the Universal Connection Address Routine is shown. As indicated above, a
server or a fully occupied prospective parent node receiving a connection request may be
referred 1o as an "instructing node.” When a new node (here node N) approaches an
instructing node, the instructing node performs step 201, it receives a connection request. It
then goes to step 202 in which it interrogates or tests nade N to determine whether it is a low-
bandwidth node (“low-bandwidth” may mean, for example, either or both: (1) a node that is
incapable of broadcasting two copies of its incoming stream on to its children; and (2) a node
that is incapable of rebroadcasting its stream because it is firewalled). In the binary tree
system of one example, a low-bandwidth node is a node with a bandwidth rating less than
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one, Ifnode M is a low bandwidth node, the instructing node proceeds (o step 203 in which
the instructing node determines whether there are any available prospective parent nodes
which are not fully occupied. Sometimes the distribution network may be fully occupied, If it
is, the instructing node's PRPL will be empty. If it is empty, the response to the query in step
203 would be ves. Then the instructing node goes to step 209 in which the new node is sent
back to the server to start the connection process from the beginning. If the response to the
query in step 203 is no, then the instructing node goes to step 204 in which it selects a
prospective (or recommended) parent node for node N. The instructing node then moves on
to step 205 in which it consults its topology databasc and devises a connection address list
{rom the recommended parent node back to the server, and provides such connection address
list to node N, (If the instructing node is a user node, then the connection address list leads
back to the server through the instructing node.) At this point, node N performs the
Prospective Child Node's Connection Routine discussed above in connection with FIG. 14.

As part of step 205, the instructing node inserts node N into its topology database as a
child of the recommendead parent node. It does this because other new nodes may seek
connection instructions prior to the next utility rating event (i.e., before reports providing
updated information regarding the topology of the distribution network are received by the
instructing node), and such new nodes should not be sent to a prospective parent which the
instructing node could know is fully occupied. In this regard, the instructing node then goes
to step 206 in which it checks its topology database to determine whether the recommended
parent, with node N presumptively docked to it as a child node, is fully occupied (in the
example here of a binary tree network, whether it has twao child nodes). If the answer is no,
then the instructing node has finished this routine. If the answer is yes, then the instructing
node goes to step 207 in which it removes the recommended parent from the PRPL and
inserts it into the SRPL, and the instructing node has finished the routine.

If the answer to the query in step 202 is no (e.g., node N is not a low-bandwidth node;
in the binary tree network example it is a high-bandwidth node capable of re-transmitting
content data to two child nodes), the instructing node moves on to step-208, There it
determines whether both the PRPL and SRPL arc empty (which may occur under certain
circumstances, such as, for example, when the number of levels in a distribution system is
capped and at least all the nodes on all but the last level are fully occupied with high-
bandwidth nodes). If’ so, the instructing node goes to step 209 in which the new node is sent
hack to the server to starl the connection process from the beginning. If the response to the
query in step 208 is no, then the instructing node goes to step 210 in which it selects a '
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prospective (or recommended) parent node for node N from the PRPL and an alternate
recommended parent node from the SBPL (if either the PRPL or SKPL is empty, the
instructing node will make a "nil" selection from that list — the instructing node knows from
step 208 that at least one of the lists will not be empty). The instructing node then goes to step
211 in which it determines whether the aliemate recommended parent node is closer to the
server (i.e., higher uptrec) than the recommended parent node derived from the PRPL. If the
alternate recommended parent node is on the same level as, or on a lower level than the
recommended parent node derived from the PRPL (or if the selection from the SRPL is nil),
then the answer to the query in step 211 is no.

In such event, the instructing node goes to step 212 in which it consults its topology
database and devises a connection address list from the recommended parent node back to the
server, and provides such connection address list to node N (if the instructing node is a user
node, then the connection address list leads back to the server through the instructing node).

As in step 205 discussed above, at this point, node N performs the Prospective Child
Mode's Connection Routine discussed above in connection with FIG. 14, and in step 212, the
instructing node inserts node N into its topology database as a child of the recommended
parent node.

The instructing node moves to step 213 in which it adds node N to an appropriate
position on the PRPL. It does this because, as a result of step 202, it knows that the node N is
capable of re-transmitting content data to its own child nodes.

The instructing node then goes to step 214 in which it checks its topology database to
determine whether the reeonnmended parent, with node N presumptively docked to itasa
child node, is fully occupied (in the example here of a binary tree network, whether it has two
child nodes). If the answer is no, then the instructing node has finished this routine. If the
answer is yes, then the instructing node goes to step 215 in which it removes the
recormnmended parent from the PRPL because it is now deemed to not be an available
prospective parent node.

Then the instructing node goes to step 216 m which it consults its topology database
to determine whether any of the recommended parent node's children is a low-bandwidth
node (in this example. knowing that node N is not a low-bandwidth node and knowing that
the recommended parent node has two child nodes, the question is whether the child node
other than node N is a low-bandwidth node.) If the answer is no (i.e., all the recommended
parent node's children are high-bandwidth nodes), then the instructing node has finished the
routine,
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If the answer is yes, then the growth of the recommended parent node's line of
progeny is partially blocked by a low-bandwidth child node. The instructing node moves on
to step 217 in which it adds the recommended parent to the SRPL.

If the answer to the query in step 211 is yes (i.e., the alternate recommended parent
(selected from the SRPL) is: (i) on a higher level than the recommended parent (selected
from the PRPL) or (ii) the selection from the PRPL is nil), then the instructing node moves to
step 218. In that step the instructing node consulis its topology database to determine: (i)
which of the alternate recommended parent node's child nodes is a low-bandwidth node or (ii)
if they both ave low-bandwidth nodes, which of the child nodes has been connected to the
gystem a shorter period of time, In one example (which example is intended to be illustrative
and not restrictive), the instructing node may send a disconnect signal to that child node with
inztructions to retum to the scrver to start the connection process from the beginning (as a
new user node (or connection requesting user node)). In another example (which example is
intended to be illustrative and not restrictive), the bumped node may climb its path to its
grandparent which gives it a new connection path — rather than returning to the root server
(doing so typically means that the incoming node that bumped the non-repeat-capable node
ends up being that node’s new parent).

The instructing node moves on to step 219 in which it consults its topology database
and devises a connection address list from the alternate recommended parent node back to the
server, and provides such connection address list to node N (if the instructing node is a user
node, then the connection address list leads back to the server through the instructing node).

Asin steps 205 and 212 discussed above, at this point, node N performs the
Prospective Child Node's Connection Routine discussed above in connection with FIG, 14,
and in step 219, the instructing node inserts node N into its topology database as a child of
the alternate recommended parent node.

The instructing node moves to step 220 in which it adds node N to an appropriate
position on the PRPL. It does this because, as a result of step 202, it knows that the node N is
capable of re-transmitting content data to its own child nodes.

The instructing node then goes to step 221 in which it checks its topology database to
determine whether all the child nodes of the alternate recommended parent are high-
bandwidth nodes. If the answer is no, then the instructing node has finished this routine. If the
answer is yes, then the instructing node poes to step 222 in which if removes the alternate
recommended parent from the SRPL because it is now deemed to not be an available
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alternative prospective parent node since the growth of its progeny line is not even partially
blocked by one of its own children. At this point the instructing node has finished the routine.

With the routines discussed in connection with the above examples, the distribution
network will be built with each new node assigned to the shortest tree (or chain), and those
with the fewest number of links between it and the server. However, low-bandwidth nodes,
which would tend to block the balanced growth of the distribution network, would be
displaced by high-bandwidth nodes and moved to the edges of the network where they would
have reduced effect on the growth of the network.

Roferring now to FIG. 21, this FIG. may be used as an example to illustrate how the
Universal Connection Address Routine works. Tt shows primary server 11 with node A as
first level node 12, its child nodes B and C as second level nodes 13, their child nodes D, E, F
and (G as third level nodes 14, node I and G's child nodes H, 1, J and K as fourth level nodes
15, and node I's child nodes L and M as fifth level nodes 17. Assume for this example that all
available docking links directly to the server 11 are occupied by high-bandwidth nodes, and
that all trees are at full capacity other than that rooted to the server 11 through first level node
A. The utility rating for each node is set forth in FIG, 21 under its letter designation. Low-
bandwidth nodes (in this example, those nodes having a bandwidth rating less than one) are
shown with a bandwidth rating of "Q," which indicates in this example that such nodes will
not have any child nodes assigned to them. Nodes A, B, C, D, E, 3, 1, J and K are high-
bandwidth nodes (or repeater nodes (i.e., they are capable of re-transmitting the content data
they receive from their respective parent nodes to their respective child nodes, if any)).

A new user node (or other connection requesting user node), here referred to as "node
N", may be directed to node A as a result of various reconfiguration events. When node A
receives a connection request from node N, node A will, in this example, either consult both
of its PRPL and SRPL buffers, if node N is a high-bandwidth node, or consult just its PRPL
buffer (if node N is a low-bandwidth node).

Nodes F, H, L, and M will not appear on any list in this example since they are low-
bandwidth nodes. Nodes B, C, D, G, I and A itself will not appear on the PRPL in this
example since these nodes are fully occupied. However, nodes C, D, and I will appear on the
SRPL in this example because they each have at least one low bandwidth child node.

Using the rules discussed above (i.e., ranking prospective parent nodes by level and
within levels by utility rating) the PRPL would be as follows in this example:

= TRPL
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o T (the fourth level node with available capacity having the highest

utility rating)
o K (a fourth level node with available capacity)

The SRPL in this example would be as follows:

= SRPL

0 C (the fully occupied second level node with a low-bandwidth child

node)

o D (the fully occupied third level node with a low-bandwidth child

node)

0 I (the fully occupied fourth level node with a low-bandwidth child

node)

If node N is a low-bandwidth node, node A will give, in this example, node N the

following as its new connection address list:

s E-B-A-S.

Since node E would not have two child nodes, it would remain on the PRPL,

Ifnode N is a high-bandwidth node, node A will compare (step 211 of FIG. 20B) the
first node on the PRPL (the recommended parent node) with the first node on the SRPL (the
alternate recommended parent node). Here, node C, the first node on the SRPL is a higher
level node than node E, the first node on the PRPL. So, node A will send a disconnect signal
(step 218 of FIG. 20B) to node F, node C's low-bandwidth child node. Then it will provide
node N with the following new connection address list and add node N to the PRPL (step 219

of FIG. 20B):

= C-A-5,

Since node C would now have two high-bandwidth child nodes (nodes N and G),

node C would be removed from the SRPL, (step 222 of FIG. 20B).

Further, in this example wherein node N is a high-bandwidth node, when node F

returns to the server 11 (or, in another example, goes to Node A) for a new conmection, the
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server (or Node A) will also use the Universal Connection Address Routine (Mode F may go
to Node A rather than the server because (in one example) when a node is “kicked” it may
climb its internal connection path rather than jumping directly to the root server). Since node
F is a low-bandwidth node, the server (or Node A) will give node F the following as its new
connection address list:

s FE-B-A-S.

FIG. 22 illustrates the new topology. As can be seen, absent intervening events, low-
bandwidth node F will end up moving down from the third level to the fourth level and the
bandwidth capacity of the third level will increase from six child nodes to eight (its maximum
in this binary tree example). The potential bandwidth capacity of the fourth level would also
increase, from ten child nodes to twelve,

Referring now to a “Distribution Network Reconfiguration” example (which example
is intended to be illustrative and not restrictive), it is noted that under this example the user
nodes are free to exit the distribution network at will. And, of course, user nodes may exit the
distribution network due to equipment failures between the user node and the communication
network (the Internet in the examples discussed herein). This was first discussed in
conmection with FIGS. 10A-E.

Under this example the present invention may handle the reconfiguration required by
a user node departure by having certain user nodes in the same (ree as the departing node
perform a Propagation Routine. The results of the propagation routine of this example are
illustrated in FIGS. 23 and 24. There a tree rooted to the server through first level user node P
is illustrated. Node P has two child nodes, second level nodes Q and X. Through node X, P
has two grandchild nodes, third level nodes A and B. Based on the relative utility ratings of
nodes Q and X, P has sent signals to its children instructing them to set the color of the flag
represented by the information in their respective reconfiguration flag buffers to "green" and
"red," respectively. The use of colors as designators is merely discretionary. In reality they
represent relative ratings of siblings for purposes of determining their roles in a
reconfiguration event, and may be referred to as "propagation ratings.” In addition, instead of
colors, numbers (e.g., 1 and 2) could be used, as well as any of many other nomenclature
schemes to describe the grades of propagation ratings. The "red" "green" ratings discussed
herein shall be deemed representative of all such schemes. The number of grades of
propagation ratings assigned by a parent node may be equal to the number of children each
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parent node has, For example, for a branch factor "n" system, the maximum number of grades
of propagation ratings may be "n." Since the distribution network in the examples discussed
herein is a hinary tree distribution network, a parent node will be required to assign at most
up to two grades of propagation ratings.

In the example shown in FIG. 23, node P, during the most recent utility rating
measnrement event, discerned that node Q has a higher utility rating than node X, and
therefore P has assigned node (O a green rating, represented by the zolid-lined circle
surrounding the letter Q in FIG. 23. P has assigned node X a red rating, represented by the
dashed-lined circle surrounding the letter X in FIG. 23. In a similar manner, node X has
assigned green and red ratings to third level nodes A and B, respectively. In this example
(which example is intended to be illustrative and not restrictive), at the same time that a
parent node assigns a propagation rating to a child node, it may also provide to such child
node the address of the child node's sibling, if there is any. A child node may store
information about its sibling (or siblings) in the sibling portion (or sibling database) 134 of its
topology database (see FIG. 13). The sibling database includes a sibling list, a list of the
addresses of a node's siblings (the data relating to the siblings' addresses may also contain
information regarding the propagation ratings of the siblings (e.g., in the event that the
distribution system has a branch factor greater than two)). In the example shown in FIG. 23,
nodes O and X know that they are each other's siblings and nodes A and B know that they are
cach other's siblings.

In another example (which example is intended to be illustrative and not restrictive),
nodes do not store information about their siblings. In other words, in this example, a node
generally does not know who its sibling is. Instead, cross connections between a red node and
its green sibling are implemented via a “priority join™ message sent to a red child that
includes the [P address of the green sibling as the first entry in the connection path list.

In the event that node X were to leave the distribution network, nodes A and B would
of course stop receiving content data from pode X. Nodes A and B would consult their
topology databases for the address of their grandparent, and each would interrogate node P
for instructions. Since node X is out of the distribution network, node P would send out a
reconfiguration event signal (sometimes referred to as a "propagation signal") to the nodes
which had been node X's children (i.e., the nodes which were node P's grandchildren through
node X) and node P would send an upgrade propagation rating signal to its remaining child,
here node Q.
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In response to the upgrade propagation rating signal, node P's remaining child, node
(), would set its reconfiguration flag buffer 136 (see FIG. 13) to the next highest available
propagation rating grade. Since in the example illustrated in FIG. 23, node Q's
reconfiguration flag buffer already is set for the highest propagation rating grade (here green),
node Q could either do nothing or reset its propagation rating in response to the upgrade
propagation rating signal. The result would be the same, node 0's propagation rating would
remain green. If node Q's propagation rating were red, then it would set its propagation rating
to green in response to the upgrade propagation rating signal. Node Q would do nothing else
in response to the upgrade propagation rating signal (note that as a matter of design choice,
the software engineer could have the parent of the departed node (here node P is the parent of
departed node X) send no upgrade propagation rating signal to its remaining child node (here
node Q) if its remaining child node already is at the highest propagation rating).

In this example, the recipients of the propagation signal (i.e., the children of the
missing node) would respond thereto as follows, First they would check their own respective
propagation ratings. If the propagation signal's recipient has the highest propagation rating
grade (here green), it would reset its propagation rating to the lowest rating grade (here red);
re-transmit the propagation signal to its own child nodes (if there are any); disconnect the
child node which did not have the highest propagation rating prior to its receipt of the
propagation signal if the propagation signal's recipient with the green rating has more than
one child node; allow its sibling to dock with it as a child node for the purpose of transmitting
content data to that child node; and dock (or remained docked), for purposes of receiving
content data, with the node sending the propagation signal to it (in systems having a branch
factor of more than two, the propagation signal recipient whose propagation rating had been
the highest would disconnect its child nodes which did not have the highest propagation
rating, prior to the receipt of the propagation signal just sent, and it would allow its (i.e., the
formerly green node's) siblings to dock with it as child nodes).

If the propagation signal's recipient has other than the highest propagation rating (i.e.,
Jjust prior to the receipt of the propagation signal), it would upgrade its propagation rating to
the next highest rating grade; dock with its sibling which had the highest rating grade; and
begin receiving content data from it. If the propagation signal's recipient has other than the
highest propagation rating, it does not re-transmit the propagation signal to its own child
nodes.

In the example illustrated in FIG. 23, nodes A and B receive the propagation signal
from node P. Since node A has the highest propagation rating grade, here green, it: (1) sets its
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reconfiguration flag buffer 136 (see FIG. 13) s0 that it has the lowest propagation rating
grade, here red; and (ii) docks with node P (becoming a second level node 13) to begin
receiving content data from node P. Node B changes its propagation rating from red to the
next higher propagation rating (and since this example is a binary tree (or branch factor two)
system, the next higher rating is the highest, green) and docks with node A to receive content
data. The resulting topology is shown in FIG. 24. Note that node B remains a third level node
14.

FIGS. 25 and 26 illustrate what happens in this example when the departing node is
green. In FIG. 25, node X is the departing node and it is green. When node P sends the
upgrade propagation rating signal to node Q, it changes its propagation rating from red to
green. In other respects the reconfiguration event proceeds essentially as described in the
paragraph immediately above, and results in the topology shown in FIG. 26 (which is the
same as the topology in FIG. 24).

FIG. 27 is a flow diagram associated with an example showing the Child Node's
Propagation Routine, the routine which is followed by a child node upon receiving a
propagation signal. Of note, this example is provided for illustration only, and is not
restrictive, and other examples are of course possible (e.g., the color of a node may ﬁs:::igmad
by its parent such that nodes assign and know the color of their children but not of
themselves).

In any case, still referring to FIG. 27, the child node first performs step 271 wherein
it determines whether it has received such a signal. If it has not, then it does nothing. If it has
received a propagation signal, it proceeds to step 272 wherein it checks its propagation rating
grade in reconfiguration flag buffer 136 (see FIG. 13) . If its propagation rating is at the
highest grade (i.e., it is a "green" node in this example), then it proceeds to step 273 where it
sels its reconfiguration flag buffer to the lowest propagation rating grade. It then proceeds to
step 274 in which it re-transmits the propagation signal to its own child nodes, and which
results in the undocking of all its child nodes except for the one with the highest propagation
rating. The child node (i.e., the child node referred to in the second sentence of this
paragraph) then performs step 275 in which it determines whether it is already docked with
the node which sent the propagation signal. If it is not (i.e., it received the propagation signal
from its grandparent), then it proceeds to step 276. In that step it: (1) devises a new
comnection address list, which is the ancestor portion of its topology database with the current
nominal parent node removed, resulting in the grandparent node becoming the first node on

the connection address list; and (ii) then performs the Prospective Child Node's Connection
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Routine (i.e., it goes to step 141 discussed above in connection with FIGS. 14 and 15). The -
Prospective Child Node's Connection Routine is performed because some likelihood exists
that even the grandparent node may have departed from the distribution system between the
moment it sent out the propagation signal and the moment that its highest rated grandchild
from its missing child attempted to dock with it.

If the answer to the query in step 275 is in the affirmative (i.e., the child node is
receiving a propagation signal which has been re-transmitted by its parent), then the child
node does nothing more (or as illustrated in I'IG. 27, it performs step 277 which is to remain
docked to its parent node).

If the answer to the query in step 272 is in the negative (i.e., it does not have the
highest propagation rating (it is a "red" node in this example)), then it proceeds to step 278 in
which it: (i) sets its reconfiguration flag buffer so that its propagation rating is the next higher
grade (in this binary tree system the rating is upgraded from red to green); (i) undocks from
the parent with which it was docked before receiving the propagation signal (if it was docked
with a parent before receiving such signal); and (iii) either (a) waits a predetermined period
of time during which the node's sibling which was green prior to their receipt of the
propagation signal should have re-transmitted the propagation signal to its own child nodes
(thereby causing any red child nodes to undock from 1t) or (b) confirms that the node's sibling
which was green prior to their receipt of the propagation signal actual did re-transmit the
propagation signal to its child nodes (if it has any). Then the child node performs step 279 in
which it: (i) devises a new connection address list, which is the ancestor portion of its
topology database with its sibling node having the highest propagation rating placed in front
of the previous parent as the first node on the connection address list; and (ii) then performs
the Prospective Child Node's Connection Routine (i.e., it goes to step 141 discussed above in
connection with FIGS. 14 and 15). The Prospective Child Node's Connection Foutine is
performed because some likelihood exists that the sibling may have departed from the
distribution system between the moment that the propagation signal had been sent to the child
node and the moment that the child node attempted to dock with its sibling.

In another example (which example is intended to be illustrative and not restrictive),
part (ii1) of step 278 may be handled nsing the “priority join™ mechanism. Maore particularly,
in this example, a priority join from a node X cannot be refused by a target node T — it must
accept (dock) the incoming node. If the target node T already had two children G & R, the
target node T instructs its red child B to connect {via “priority join™) to the green node G. The
node T then disconnects from its red child R immediately prior to accepting the incoming
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node X, The bumped node R then sends a priority join to its own green sibling A as the
target. These actions cause the reconfiguration events to cascade until the edge of the tree is
reached (of note, the algorithm described in this paragraph may have essentially the same
effect as illustrated in Figures 28 and 29 — under certain circumstances the algorithm
described in this paragraph may be somewhat more reliable).

FIG. 28 illustrates an example distribution system comprising node P as a first level
node 12; nodes Q) and X as second level nodes 13; nodes A and B as third level nodes 14;
nodes C, D, E an F as fourth level nodes 15; nodes G and H as fifth level nodes 17; nodes 1
and J as sixth level nodes 20; nodes K and 1. as seventh level nodes 21 and nodes M and N as
eighth level nodes 22, Nodes Q, B, C E, H, I, L and M have red propagation ratings, as
symbolized by the dashed circles, and the remaining nodes have green propagation ratings as
symbolized by the solid circles. As a result of node X's departing from the system, node P
sends out an upgrade propagation rating signal to node () and a propagation signal to the
children of node P's departed child node X (i.e., nodes A and B).

In another example (which example is intended to be illustrative and not restrictive),
during a graceful depart of node x, node x may send out messages to its parent and children
immediately prior to its departure — rather than the parent of node x initiating these messages
as described above.

In any case, continuing the example of FIG. 28, node Q) changes its propagation rating
to green. Further, in this example nodes A and B begin the Child Node's Propagation Routine.
With respect to node A, it answers the query of step 271 in the affirmative. Since its rating is
green, it also answers the query of step 272 in the affirmative. In step 273 node A changes the
setting of its reconfiguration flag buffer to show a red propagation rating. In step 274 it re-
transmits the propagation signal to its child nodes C and D. Tt answers the query of step 273
in the negative because it is not docked for purposes of receiving content data with node P.
Node A then goes to step 276 wherein it consulls the ancestor portion of its topology database

- and creates a new connection address list starting with its grandparent. The new connection
address list is P-S. Then node A performs the Prospective Child Node's Connection Routine,
starting with step 141. (See FIG. 14.) Assuming that no other intervening events have
ocewrred, node A will successfully dock with node P,

Mode B answers the query of step 271 in the affirmative and, because its propagation
rating was red when it received the propagation signal, it answers the query of step 272 in the
negative. From there it goes to step 278 in which it changes its propagation rating to green.
Then in step 279 node B consults the ancestor portion of its topology database and creates a
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new connection address list with its sibling, node A, placed in front of node X as the first
address om the new commection address list. The new connection address list is A-X-P-S. Then
node B performs the Prospective Child Node's Connection Routine, starting with step 141.
Assuming that no other intervening events have occurred, node B will successfully dock with
node A (if node A has disappeared, node B would attempt to dock with node X, but since it is
not there, it would move on to node P.)

MNode A, which had the higher propagation rating of the two child nodes of departed
node X, moves up one level to become a second level node 13. Singce it is a "new" entry to the
second level, its initial utility rating and its propagation rating will be lower than that of node
(). As time goes by, at subsequent utility rating measurement events node A's utility rating -
(and hence its propagation rating) may become higher than that of node Q.

Mode B, which had the lower propagation rating of the two child nodes of departed
node X, does not re-transmit the propagation signal to its child nodes (nodes F and F), and
they will follow B wherever it goes in the distribution system. In the example discussed here,
node B becomes the child of node A while remaining third level node 14. At least initially, it
will be node A's child with the higher utility rating and propagation rating.

As a result of node A's performing step 274, its child nodes C and D (which were
fourth level nodes 15 in FIG. 28 when node X was still in the system) receive a propagation
signal. Since node C has a red propagation rating, it, like node B, will remain in its level,
change its propagation rating to green and dock with its sibling, with the result being that
node D becomes its parent.

Since node D had a green propagation rating when it received the propagation signal,
it answers the queries of steps 271 and 272 in the affirmative and changes its propagation
rating to red in siep 274, Tt answers the query of step 275 in the affirmaltive, and remains
docked with node A. As a result, node D moves up a level and becomes an third level node
14 (with, at least until the next utility rating event, a lower utility rating and propagation
rating than its new sibling, node B).

This process proceeds down the tree, with each child of a node which moves up a
level doing one of the following under this example: (i) if it is a node having a green
propagation rating, it remains docked with its parent, thereby itself moving ;.lp alevel,
changes its propagation rating to red and re-transmits the propagation signal to its child
nodes; or (ii) if it is a node having a red propagation rating, it docks with the node which was
its sibling, thereby staying in the same level, and changes its propagation rating to green.
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The resulting topology afler the reconfiguration event caused by node X's departure is
illustrated in FIG. 29.

Of note, it is believed that reconfiguration using the Child Node's Propagation
Routine of this example when a node departs the system does not necessarily result, in the
long run, in significantly more inter-node reconnection events than any other reconfiguration
method (and may result in fewer reconnection events), Moreover, it is believed that
reconfiguration using the Child Node's Propagation Routine of this example helps assure that
the more reliable nodes are promoted up the distribution network even if many
reconfiguration events occur close in time to each other in a particular tree.

Referring now to a specific example of psendo-code (which example iz intended to be
illustrative and not restrictive), it is noted that a propagation routine may be set forth as
follows (wherein node X is the node departing from the distribution system):

Departs(X)
Begin
1f (X.Parent. GreenChild = X) /* the departing node is green™/
1
X Parent. GreenChild = X Parent. RedChild
X.Parent. RedChild := X.GreenChild
}
Else /* the departing node is already red */
{
X.Parent. RedChild :=X.GreenChild
H
Propagate(2{.GreenChild, X FedChild)
End

Referring now to another specific example of psendo-code (which example is
intended to be illustrative and not restrictive), it is noted that a propagation routine may be set
forth as follows (wherein node promotion during the network reconfiguration event is
precipitated by node X's departure):

Propagate (X, RedSibling)
Begin
OriginalGreenChild = X.GreenChild
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OriginalRedChild ;= X . RedChild
X.RedChild := X.GreenChild
X.GreenChild := RedSibling
If (OriginalGreenChild <= null)
i
Propagate(OriginalGreenChild, OriginalRedChild)

H
End

Referring now to a “Malfunctioning Nodes™ example (which example describes a
voting system between grandchildren and grandparents about a potentially malfunctioning
parent and is intended to be illustrative and not restrictive), it is noted that what happens
when a node leaves the distribution network was discussed in the above example (e.g., when
a node leaves the network, its parent will, at the next utility rating event, report that it has
room for a new node, except when the parent has been contacled about the missing node by
its grandchild node or nodes, in which event, a reconfiguration event will proceed as
described above). Sometimes, however, a node intends to remain in the network, but there is
a failure of communication.

In this regard, each node's topology database may include information regarding that
node's ancestors and descendants. In the event that a child node stops receiving signals from
its parent node, the child may, in one example, send a "complaint" message to its
grandparent. The grandparent may check whether the parent is still there. If it is not, then the
grandparent may send a propagation signal to the child nodes of the missing parent.

Further, if the grandparent detects that the parent node is actually still there, then the
grandparent node may send a disconnect signal to the parent node (e.g., sending it back to the
server to begin the connection process again). This may occur, for example, when one of the
two following conditions is exists: (i) the child node is the only child node of the parent, or
(ii) the child and its sibling(s) are complaining to the grandparent.

In this example, the grandparent would also send a propagation signal to the child
nodes of the disconnected parent, and a reconfiguration event would occur,

However, if the child node has siblings and they are not sending complaint signals to
the grandparent, then the grandparent may assume that the problem is with the complaining
child node. Thus, grandparent may send a disconnect signal to the complaining child node

{e.g., sending it back to the server to begin the connection process again). If the complaining
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child node had its own child nodes, they would contact the departed child node's parent to
complain, starting a reconfiguration event (in another example (which example is intended to
be illustrative and not restrictive), the grandparent would send out signals to the
malfunctioning parent (instructing it to depart) and to the children (instructing the green child
to climb its path to its grandparent and mstructing the red child to eross connect to the green
child).

The foregoing example (which example is intended to be illustrative and not
restrictive) can be described in connection with FIG. 30 (which depicts a tree in a binary
system having a primary server 11, in which node A, a first level node 12, has two child
nodes B and B' (which are second level nodes 13); node B has two child nodes C and C'
(which are third level nodes 14); node C has two child nodes D and D' (which are fourth level
nodez 15); and node D has two child nodes E and E' (which are fifth level nodes 17)) and
FIG. 31 (which is a flow diagram showing an example Grandparent's Complaint Response
Routine).

Who does node C complain to in this example when node C no longer gets
satisfactory service from node B Node C complains to its grandparent, node A, Ifnode C
does not hear back from node A within a predefined amount of time (e.g., if node A has left
the network), node C will then exit the network and immediately reconnect as a new node by
going to the primary server 5 for assignment.

What does node A do in response to a complaint from node C in this example? When
node A receives a complaint from grandchild node C about node C's parent node B (i.e., node
A's child node B), node A will choose to either remove its child node B or its grandchild node
C. A will make this determination based on whether node C alone, or both node C and its
sibling node C' are experiencing problems with node B, together with the knowledge of
whether node A is continuing to receive satisfactory service reports from node B. If node A is
continuing to get satisfactory service reports from node B and there is no indication that node
C!' (the sibling of node C) is experiencing problems with node B, then node A will assign the
"fault” to node C and issue a disconnect order for its removal, At this point the green child of
node C (i.e., node D or D) will move up a level connecting to parent B, and the red child of
node C (the other of node D or D') will connect as a child of its former sibling. The
reconfiguration event will then propagate as discussed above,

If, on the other hand, node A is not getting satisfactory service reports in this example
from node B and/or a complaint from node C's sibling arrives within a *window" of node C's
complaint, then node A will assign the "fault” to node B and issue a disconnect order for its
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removal. At this point the green child of node B (i.e., node C or C') will move up a level
connecting to grandparent node A, and the red child of node B (the other of node C or C'),
will connect as a child of its former sibling. The reconfiguration event will then propagate as
discussed above.

An exception to the above is the case where node C is the only child of node B. Under
these ciroumstances node B may be disconnected in this example by node A based solely on
the recommendation of node C. In another example, the system will not disconnect a node
with one child based solely on the complaint of that child (in this case there may be
insufficient data to accurately assign blame - disconnecting the node being complained
against and promoting the complainer may have the potential to promote a node that is
experiencing problems).

Referring now to FIG. 31 (showing a flowchart associated with this example), node A
receives a complaint from node C about node B in step 311. Node A then goes to step 312 in
which it checks its topology database to determine whether node C is the only child of node
B. If the answer is no (as shown in FIG. 30), then node A goes to step 313 in which node A
determines whether there is a communication problem between it and node B. If the answer is
no, then node A proceeds to step 314 in which it determines whether it has received a similar
complaint about node B from node C' within a predetermined period of time of node A's
having received the complaint from node C. If the answer to that query is no, then node A
goes to step 315 in which it sends a disconnect signal to node C. At that point node A has
completed the Grandparent's Complaint Response Routine (in one example a propagation
signal does not necessarily have to sent by node A to node C's child nodes - if any exist, they
will complain to node B which, upon discemning that node C is no longer in the distribution
network, will send a propagation signal to such complaining nodes).

If the response to any of the queries in steps 312, 313 and 314 is yes in this example,
then node A proceeds to step 316 in which it disconnects node B. Node A then proceeds to
step 317 in which it sends a propagation signal to its grandchild nodes (here nodes C and C")
and a reconfipuration event will oceur as deseribed above.

The method of this example described above takes a "2 out of 3" approach on the
question of node removal. In this regard, it is believed that many interior nodes in a binary
tree distribution network constructed pursuant the present invention will have direct
connections to three other nodes: their parent, their green child, and their red child. The
connections between a node and its three "neighbor” nodes can be thought of as three
separate communications channels. In this example a node is removed from the network
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when there are indications of failure or inadequate performance on two of these three
channels. When there are indications that two of the channels are working normally, the
complaining node is presumed to be "unhealthy" and is removed.

In the case where an interior node has only a single child, the "complaint” of that child
to its grandparent is sufficient, in this example, to remove the parent node - even when the
node to be removed is communicating perfectly well with it's own parent, In other words,
given the communication chain A-B-C where node A is the parent of node B and node B is
the parent of node C, and given that node C has no siblings, then a complaint of node C to
node A will cause node A to remove node B in this example regardless of the fact that node
A and node B are not having communication problems (this course of action may help ensure
that a potentially unreliable node does not move up the hierarchy of nodes, even at the cost of
occasionally sending a "healthy" node back to the edge of the distribution chain based on
uncorroborated complaints of its child). OF course, as mentioned above, there are examples
where the system will not disconnect a node with one child based solely on the complaint of
that child.

In another example of voting (which example is intended to be illustrative and not
restrictive), instead of {or in conjunction with) nodes voting on the behavior of other nodes,
nodes may continually grade their own performance and if they detect that there is
insufficient bandwidth on two or more of their links (links to their parent and their children)
the node will perform a graceful depart from the network (initiating a reconfiguration as
described elsewhere) and then the node will either climb its path to an ancestor node (or go
directly to the server) to request a connection path to the edge of the tree. This system allows
nodes to “step aside” when they detect connection / bandwidth related issues.

Referring now to a “Stepped Delay of Playing Content Data” example (which
example is intended to be illustrative and not restrictive) it is noted that in order to have all
the user nodes experience the playing of the content data at approximately the same time,
regardless of the level in which the node resides, the content data buffer 1235 shown in FIG,
13 of a user node may be larger the higher uptree it is in a distribution chain (i.e., the closer it
is to the root server). The larger the buffer, the greater the amount of time between a
particular event (or from the node's receiving the content data), and the node's actually
playing the content data in its content data buffer. To the extent that the content data buffer of
anode is sized to vary the time that the playing of the content data is started, the content data
buffer is a delay. Alternatively, the delay may be a timer or a delay buffer 126 as shown in
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FIG. 13, or a combination of ¢lemenis. The delay's purpose may be to help assure that all
users experience the play of the content data approximately simultaneously.

For a distribution network having n levels of user nodes cascadingly connected to a
server node, where n is a number greater than one (and therefore the distribution network
comprises the server node and first through nth level user nodes), the period of time (i.e., the
delay time) between:

(1) the moment content data is received by a node or, from a predetermined moment
such as, for example, a reporting event or utility rating event (the occurrence of which may be
based on time periods as measured by a clock outside of the distribution system and would
occur approximately simultaneously for all nodes); and

(ii) the playing of the content data by the node;

is greater for a node the higher uptree the node is on the distribution chain. That is, the
delays in first level nodes create greater delay times than do the delays in second level nodes,
the delays in second level nodes create greater delay times than the delays in third level nodes
and 50 on. Described mathematically, in an n level system, where x is a number from and
including 2 to and including n, the delay time created by a delay in an (x-1) level node is
greater than the delay time created by a delay in an x level node.

By way of example (which example is intended to be illustrative and not restrictive),
first level nodes could have a built in effective delay time in playing content data of one-
hundred-twenty seconds, second level nodes could have a built in effective delay time of one-
hundred-five seconds, third level nodes could have a built in effective delay time of ninety
seconds, fourth level nodes could have a built in effective delay time of seventy-five seconds,
fifth level nodes could have a built in effective delay time of sixty seconds, sixth level nodes
could have a built in effective delay time of forty-five seconds, seventh level nodes could
have a built in effective delay time of thirty seconds, and eighth level nodes could have a
built in effective delay time of fifteen seconds.

The delays may take advantage of the fact that transmission of the packets forming
the content data from one node to another may take less time than the actual playing of such
packets. This may allow for essentially simultaneous playing of the content data throughout
all the levels of the distribution network. The delays may also allow nodes to handle
reconnection and reconfiguration events without any significant loss of content data.

In another example (which example is intended to be illustrative and not restrictive),
the system may not endeavor to have buffers closer to the server contain more data than

buffers of nodes that are further away. Instead, every node may have a buffer that can hold,
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for example, approximately two minutes worth of A/V content. The system may endeavor to
fill every node’s buffer as rapidly as possible, regardless of the node’s distance from the
server, in order to give each node the maximum amount of time possible to deal with network
reconfiguration and uptree node failure events.

Of note, nodes may receive a “current play time index™ when they connect to the
server. This value may be used to keep all nodes at approximately the same point in the
stream — to have all nodes playing approximately the same moment of video at the same time
— by telling them, essentially, begin playing AV content at this time index. The play time
index may be, for example, approximately two minutes behind “real time” — allowing for
nodes to buffer locally up to two minutes of content (the present invention may permil drift
between nodes within the buffer (e.g., two minute buffer) or the present invention may reduce
or eliminate this drift to keep all nodes playing closer to “lock step™).

Turning now to a general description of an example process for Node X to enter a
network including server Node S, Node X must contact Node S to initiate the process. For
illustrative purposes, in the following example (which example is intended to be illustrative
and not restrictive) each node in the network may have no more than two connections, and
the root server (i.e., the highest node in the tree) shall be referred to as Node 5.

The process of this example begins with Node X making a request of Node S to join
the networlk.

If Node S has an open connection (e.g., including one or more connected bumpable
non-repeat-capable nodes which may be replaced due to an incoming connection request
from a repeat-capable node), Mode 5 can accept Node X's request to join the network, and
Node X becomes a child of Node S.

If, on the ather hand, Node § does not have an open connection, Node S may reject
Mode X’s request, and may pmvide to Node X a node-by-node path from Node S to Node P,
which Node S understands to be in the network, and under which, as determined by Node S,
Node X may be able to join the network.

The process of this example continues with Node X making a request of Node P to
join the network.

If Node P does not respond - regardless of why Node P does not respond — Node X
may request connection from the next higher node in the path. For the purpose of this
illustration, thereafter the next higher node is now considered Node P. Node X may make

such a request of successive Node Ps, until Node X receives a response.
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If a particular Node P has an open connection, that Node P can accept Node X's
request to join the network, and Node X becomes a child of that particular Node P.

H, on the other hand, a particular Node P does not have an open connection, that
particular Node P may reject Node X’s request, and may provide to Node X a node-by-node
path from that particular Node P to Node P°, which the instructing Node P understands to be
in the network, and under which, as determined by the instructing Node P, Node X may be
able to join the network.

If Node X receives a further rejection, Node X may then treat the Node P’ as a Node
P and continue the process.

In general, under this example the process is continued until Node X finds a
connection.

Referring now more specifically to a “Registration Process” example involving two
arbitrary Nodes X and N (neither of which is necessarily a server), FIG, 32 shows Node X
sending a request to Node N for acceptance into the distribution network tree (of which Node
N is part).

In this example, Node N (which may be thought of as an instructing node) may
generally return one of three codes (or messages): Accept, Path, or Reject. FIGS. 33A-33C
show example messaging between Node X and Node N under this example, More
particularly:

. FIG. 33A shows MNode X sending a Register message to Node N and Node N

responding to the Register message with an Accept message

. FIG. 33B shows Node X sending a Register message to Node N and Node N

responding to the Register message with a Path message (e.g., identifying a path from

Mode N to a new instructing node)

- FIG. 33C shows Node X sending a Register message to Node N and Node N

responding to the Register message with a Reject message (i.e., rejecting Node X's

request for a connection to Node N).

In ancther example, the registration process may be extended to include some system
maintenance or configuration activities. Such maintenance or comfiguration activities may
include “flood testing” (discussed in detail below), identification of a bad protocol, and/or
Firewall Status (discussed in detail below),

In this regard, FIG. 34A shows the messaging (in conmection with registration with a
flood test) between Node X, a node requesting to join the network, Node S, a server node
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within the network, and Node R (e.g., a random (or predetermined) node that may, but not
need be, within the network).

Further, FIG, 34B shows the messaging (in connection with registration with a bad
protocol version) between Node X and Node S, a server node within the network. Of note,
such a bad protocol message may be sent by the server to a connection requesting node to
inform that node that it is running an obsolete version of the client software and must upgrade
to the current version before being allowed to join the network.

Further still, FIG. 34C shows the messaging (in connection with registration with
standard response) between Mode X and Node S, a server node within the network (wherein
such standard response includes, for example, Accept / Reject / Path). I

Referring now in more detail to the “flood test™ example shown in FIG. 34A, this
example process begins, as above, with Node X making a request to Node S to join the
network. Node S then sends Node X a Meta message (such a Meta message may be sent by
the server to a connection requesting node to inform that node of certain characteristics of the
network such as, for example: the streaming bandwidth rate used by the network, the server’s
public key for authenticating that secure packets originated from this server, and any other
information the architects of the network might deem necessary or desirable for nodes to
know when connecting to the network). Node S may also require that Node X undergo
performance or flood testing before being accepted or placed within the network. In such an
event, Node S responds to Node X's request to join the network with an instruction that Node
X undergo a flood test (e.g., of Node X's upstream channel). Such an instruction may be
accompanied by an address of Node R, the illustrative flood test target. Note that any node
within or without the network may conduct the flood test. One purpose of the flood test may
be to permit Node S to be aware of Node X’s upstream capability before determining where
(or if) to assign Node X in the network.

Where Node 5 requires that Node X undergo performance or flood testing before
being accepted or placed within the network, Node S provides a message 8o informing NMode
X, shown as “DoFlood” in FIG 34A. The DoFlood message may provide to Node X the
address of the flood test target, but the flood test target could be Node S itself, ora
predetermined flood test target.

In response to the DoFlood message, Node X sends an InitFlood message to the flood
test target. In one embodiment, Node X would await an acknowledgement (not shown) of its
InitFlood message, but in anaother embodiment, awaiting an acknowledgement is not
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necessary, Node X would then begin transmitting FloodData messages, as shown in FIG
34A.

Since, in this example, FloodData messages are transmitted for a purpose of
determining Node X's upstream bandwidth, in one embodiment, Mode X would transmit an
amount of FloodData to the flood test target as shown in FIG 34A. Tn various embodiments,
the maximum amount of FloodData may be limited to a fixed number of FloodData
messages, to a fixed amount of data transmitted within FloodData messages, or to
transmission of FloodData or FloodData messages over a fixed period of time,

To protect the flood test target from being inundated with FloodData (e.g., where
Node X has a very high upstream bandwidth capability), Node X may cap (e.g., be s0
directed by Node S) the FloodData transmission to, e.g., 100 Kbits/sec, 200 Kbits/sec, or
some other data rate that would be a desired data transmission rate for a node on the
particular network of interest.

Thus, by receiving the FloodData messages, the flood test target can determine, for
example, an upstream capability rating of Node X (provided that the flood test target has the
same or more bandwidth in the downstream channel compared o the upstream capability of
Node X.

In another example, both the target and the sender will kmow the bandwidth of the
sender at the conclusion of the flood test. More particularly, the present invention may use
TCP/IP (rather than UDP), and all packets sent may receive an acknowledgement. In this
example, Node X, the node sending out the flood packets, sends out the next flood packet
only after receipt of the first packet has been acknowledged by the target of the flood test.
Thus, the number of flood data packets Node X is able to send per unit time (along with the
size of those packets) may allow Node X to calculate its upstream bandwidth.

In another example, the target of the “flood test” may be any node including the
server but excluding any firewalled or low-bandwidth nodes.

After the “flood test”, Mode X may then connect with Node S (or be instructed to go
to another node if Node S can not/will not accept Node X). Of note, if Node X fails the
“flood test”, Node X may be sent far downtree or may be refused entry into the network
entirely. Further, if node N is accepted under these circumstances it will be deemed a
“bumpable’” non-repeat-capable node.

Referring now in more detail to the “Firewall Status” example shown in FIG, 34C,
this example process begins, as above, with Node X making a request to Node 8 to join the
network. Node S then send Node X a Meta message. A firewall status message is a message
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sent over a new connection from (in the case of Figure 34C) Node 5 to Node X. If Node X
receives this message, over a communications channel initiated by Node S, Node X will
know that it is not firewalled. Failure to receive a firewall status message when a node is
expecting such a message allows that node to conclude that it is in fact firewalled. Thus, if
Node X is expecting to receive a firewall status message over new conmection initiated by
some other node and that message does not arrive, Node X can conclude (with a high degree
of likelihood of being correct) that it is firewalled. Also, since (in one example) the present
invention uses the TCP/IP messaging protocol the sender, Node S, will also know whether
the firewall status message was successfully received by Node X and thus Node § will also
know whether Node 2 is or is not firewalled (one or more other nodes may also receive data
regarding the firewall status).

After receiving the firewall status report {(not shown) Node S will then respond with a
standard response (accept, path, reject) as discussed above,

To now give a specific example of the use of both the “flood test” and the “firewall
etatus” mechanisms during registration of a new node, FIG, 35A shows a state of the network
before Node X joins the network and FIG. 35B shows a state of the network after Node X
joins the network. Further, FIG. 36 shows the messaging among Node X, Node S, Node B
and Node R. More particularly:

- MNode X sends a Register message to Node S and Node S responds with
a Meta message (providing Node X with basic information about the network)
and a DoFlood message (which requests Node X to determine ils bandwidth
and report back to Node 5§ when Node X has that information). Node 8 knows
to send a “DoFlood” to Node X because the initial Register message sent by
Node X to Node 8 contains an indication that Node X does not yet know its
current upstream bandwidth capacity. The DoFlood message will contain the

_ address of a target node (Node R), selected by Node S, that Node X should
flood against.
. Node X sends an InitFFlood message to Node E and then “floods™ Node
R with data for some period of time (e.g., 15 seconds). At the conclusion of
this test Node X will be able to compute its upstream bandwidth based on the
number and size of data packets it was able to successfully fransmit to Node
R. '
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. Mode X sends another Register message to Node S and Node 5
responds with a Meta message. Contained within this second Register
message is the result of Node X's “flood test” which gives an indication of
Node X’'s upstream bandwidth capacity.

= Node S now tests whether external nodes can initiate communication
with Node X by sending Node X a Firewall Status message over a new
connection, If this message is successfully received by Node X (and
acknowledgement received by Node 8), both Nodes X and S will know that
MNode X is not firewalled (on a network communication port).

® Mode S sends a Path message to Node X, This message will include a
list of nodes that X should attempt connection with, beginning with the
preferred target node (e.g., Node B). As described elsewhere in the
application, the choice of target node, and hence the contents of the path, may
be influenced by both the current configuration of the network and whether or
not Node X is repeat-capable (based on the results of the “flood test” and
*firewall test™).

. Node X sends a Register message to Node B and Node B responds

with an Accept message.

Referring now to a “Firewall Request / Firewall Status™ example involving two
arbitrary Nodes A and B (neither of which is necessarily a server), FIG. 37 shows a portion of
a network including Node A and Node B, In this example (as shown in FIG. 38), a Firewall
Request message is sent by Node B to request that the recipient of the message, Node A, test
Node B’s Firewall Status. The receiving Node A may send (e.g., over a new connection), the
Firewall Status message to Node B. If Node B timely receives and interprets the Firewall
Status message it can be certain that it is a non-firewalled node. If Node B does not timely
receive a Firewall Status message from Node A then Node B may assume that it is firewalled.

In another example (which example is intended to be illustrative and not restrictive),
if Node A fails to connect to Node B or to send the Firewall Status message no further action
is needed on the part of Node A.

Node B may also angment its assumption about its Firewall Status by using a three
sirikes (i.e., three attempts) method before considering itself to be firewalled (of course, three
strikes is provided as an example only, and any desired number of “sirikes” or attempts may
be used).
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In another example (which example is intended to be illustralive and not restrictive),
the multiple attempts may be carried out within a predetermined time “window” (after which
receiving no Firewall Status message Node B may consider iiself firewalled).

In another example (which example is intended to be illustrative and not restrictive),
Firewall Requests may be sent out by all nodes (e.g., at regular time intervals) in order to
maintain a current and accurate picture of their Firewall Status.

In another example (which example is intended to be illustrative and not restrictive),
Firewall Requests may be sent out by certain node(s) (e.g., at regular time intervals) in order
to maintain a current and accurate picture of their Firewall Status,

In another example (which example is intended to be illustrative and not restrictive),
the Firewall Status message may be sent by the server on initial registration (e.g., without the
need for a Firewall Request message and both the sender (the server) and the receiving node
(the node that is registering) may use the successful delivery of the Firewall Status message
as an indicator of the connecting node’s Firewall Status.

Referring now to a “Propagate Path / Down” example (which example is intended to
be illustrative and not restrictive), FIG. 39A shows a portion of a network including Node A
and Node B. Further, FIG. 39B shows an example of nodes in a tree sending Propagate Path /
Down messages downtree to their children (e.g., at regular time intervals).

In one example (which example is intended to be illustrative and not restrictive), the
Propagate Path / Down message may include topology information containing a path back to
the root server and the time interval for sending such message may be calculated on a node-
by-node and/or level-by-level basis relative to the amount of data to be sent in the Propagate
Path / Down message (wherein the amount of data in the Propagate Path / Down message is
related to a particular node’s (or level’s) downtree position relative to the root server). MNote,
that although this time interval may not be very important for Propagate Path / Down, since
the amount of data for each successive downiree node (or level) may increase relatively
slowly (e.g., linearly), the time period may be of critical impmtance for Propagate NTM / Up
(which is discussed below), since the amount of data for each successive uptree node (or
level) may increase relatively quickly (e.g., exponentially). Of note, the acronym “NTM™
refers to the Network Topology Model.

In any case, FIG. 40 shows the messaging between Node A and Node B in connection
with a Propagate Path / Down message (i.e., Node A sends a Propagate Path message
downtree to Node E).
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Referring now to a “Propagate NTM / Up” example (which example is intended to be
illustrative and not restrictive), FIG. 41 A shows a portion of a network including Node A and
Node B. Further, FIG. 41 B shows an example of nodes in a tree sending Propagate NTM / Up
messages uptree to their parents (e.g., at regular time intervals).

In one example (which example is intended to be illustrative and not restrictive), the
Propagate NTM / Up message may include information containing the topology of the
subtres(s) below a particular node and the time interval for sending such message may be
calculated on a node-by-node and/or level-by-level basis relative to the amount of data being
sent in the Propagate NTM / Up message (wherein the amount of data in the Propagate NTM
{ Up message is related to a particular node’s (or level’s) uptrec position relative to tree
height (e.g., the height of a particular node above its lowest leal level)). Note that in this
example (which example is intended to be illustrative and not restrictive), the NTM data that
the node sends up is rooted at itself and contains both its children.

In any case, FIG. 42 shows the messaging between Node A and Node B in connection
with a Propagate NTM / Up message (i.e., Node B sends a Propagate NTM message upiree
to Node A).

In another embodiment, the following process may be employed when a node enters
the network, More particularly, when the server adds a node X to the system (gives ita
connection path to node Y) the server will add node X to its network topology model as a
child of node Y. In other words, the server will assume that the connection will take place
normally with no errors. The reason why doing so may be critical to the functioning of the
system in this embodiment is that if the server failed to account for the fact that node X is
now (probably) a child of node Y, using the “keep the tree balanced” approach embodied in
the Universal Connection Address Routine, all new nodes connecting to the system would be
assigned as children of node Y up until the point where a propagate up arrives indicating that
node X was successfully added to the tree. If the tree is large and node Y is many levels
ramﬁvad from the server it could be some time (e.g., a minute or more, in very large trees
several minutes) before confirmation arrives that node X truly connected to node Y as its
child.

Now, in addition to simply placing node X into the server’s NTM (Network Topology
Model) and being done with the matter, in this embodiment the system must account for the
fact that it may take a number of propagate NTM/up cycles for the true status of node X to be
reported back to the server. Thus, for some number of propagate cyeles (or some amount of
time) the server may compare the newly propagated (updated) N'TM it is receiving from its
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children to the list of “recently added nodes™, If a recently added node is not in the
propagated NTM it will be re-added to the NTM as a child of node Y. At some point node X
will no longer be considered “recently added™ and the server will cease adding node X back
into its NTM. In other words, the server will assume that, for whatever reason, node X never
successfully connected to the network.

In another embodiment, the following process may be employed when a node
gracefully exits the system. More particularly, when a node (node X) leaves the network by
performing a graceful exit (e.g., the user selects “exit” or clicks the “x™ or issues some other
command to close the application) the node will send signals to its parent and child nodes (if
any} immediately prior to actually shutting down. Upon receipt of such a “depart” message,
the parent of the departing node (node P) will modify its internal NTM (Network Topology
Model) to a configuration that corresponds to the predicted shape of the network after the
departing node exits. In this embodiment, node P will azsume that its NTM is accurate and
that the entire cascade of reconfiguration events initiated by the departure of node X will
happen normally. As such, node P will now expect the former green child of node X (node
X G -- if such a child exists) to connect — essentially taking node X’s place in the network.

Al this point, node P's NTM represents a prediction of the (anticipated) state of the
network rather than the actual reported configuration. In order to indicate that node P does
not (yet) have a physical connection to node XG, node P will mark node XG as “soft” in its
NTM — meaning node XG is expected to take up this position in the network but has not yet
physically done so. Node P will report this “predicted” NTM (along with node XG’s status
as a soft node) up during its propagate NTM/Up cycles, until node P physically accepts a
child connection in node XG's “reserved” spot and receives an actual report of the shape of
the downtree NTM from that child, via propagate NTM/ups.

Of note, the above actions may be taken in order to have the propagated N1M's
reflect, as accurately as possible, the topology of the netwaork.

Of further note, because of the distributed nature of a network according to the
present invention, a complete and accurale picture of the current shape of the network at any
instance in time can never be guaranteed. In fact, though the root server has the “widest™
view of the network, without the heuristics described herein, that view would be the “most
dated” of any node in the network. Thus, heuristics such as those just described may be vital
to producing NTM's that are as close to complete and accurate as possible (e.g., 5o that the
Universal Connection Address Routine can position incoming nodes so as to keep the
distribution iree as nearly balanced as possible).
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Referring now to a “Banned List” example (which example is intended to be
illustrative and not restrictive), it is noted that such a “banned list” (or “banished list™) may
be used for keeping certain nodes off of the network, removing certain nodes from the
network, and/or keeping certain nodes as far downtree as possible (e.g., in the case of a
binary tree network keeping certain nodes as “red” nodes).

More particularly, FIG. 43 shows a portion of a network including Mode A, Node B,
Node C and Node D and FIG. 44 shows the messaging between Node A, Node B, Node C
and Node D in connection with Banned List messages (i.e., in this FIG. 44, Node A sends a
Banned List message to Node B and Node B sends a Banned List message to Nodes C and
D).

In one example (which example is intended to be illustrative and not restrictive),
nodes receiving this message should re-transmit the message downtree to all children in an
unaltered fashion,

In another example (which example is intended to be illustrative and not restrictive),
the Banned List messages may include IP lists and/or URL's,

In another example (which example is intended to be illustrative and not restrictive),
the Banned List messages may originate at the server.

In another example (which example is intended to be illustrative and not restrictive),
Banned List messages may be sent and/or originated by any desired node(s).

In another example (which example is intended to be illustrative and not restrictive),
Banned List messages and may be sent using a Secure Packet format.

In another example (which example is intended to be illustrative and not restrictive),
node(s) may store the content of the message (e.g., the banned list itself) for future use.

In another example (which example is intended to be illustrative and not restrictive),
the server (or any other desired node(s)) may send out and/or originate the Banned List
messages at regular time intervals,

Referring now to a “Bumpable Node” embodiment, it is noted that this “bumpable
node™ mechanism may be used to “bump” (or send downtree) a particular node (e.g., when a
new node is added). More particularly, in one example (which example is intended to be
illustrative and not restrictive), a server may instruct Node X to connect with Node P and
Node P may know to “bump™ its child, Node C, by: (a) instructing Node C to disconnect
from Node P; (b) allowing Node X to connect to Node P; and (c) instructing Node C to re-
connect as a child of Mode X. Of note, such a “bumping” operation may be carried out, for

example (which example is intended to be illustrative and not restrictive), because the
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bumped node is firewalled and/or because the bumped node has failed an upstream and/or
downstream bandwidth test (which test may be carried out by the server or by any other
node(s)).

Of note, as used in this application, the terms “bumpable nodes™ or “bumpable non-
repeat-capable nodes” or “non-repeat-capable nodes™ are nodes which either: (a) have
insufficient bandwidth to act as repeaters in the network or (b) are firewalled.

Of further note, in one example the more inclusive “is bumpable™ test may replace the
“is low bandwidth’ test in the Universal Connection Address Routine of Figure 20.

Referring now to a “Load Manager” embodiment, it is noted that this “load manager™
mechanism may be used to rate limit (i.c., slow or stop) the addition of new nodes to the
network. Such rate limiting may be useful because the larger the network grows, the more
nodes can join per unit of time.

In one example (which example is intended to be illustrative and not restrictive), the
rate limited addition of new nodes may be carried out by a server (or connection server) and
may be based upon the length of time that it takes for the buffers associated with one or more
nodes (or levels) of the existing network to fill (or reach a certain value). In a more specific
example, the rate limited addition of new nodes may be based upon the length of time that it
takes for the buffers associated with potential parents of the new nodes to fill (or reach a
certain value).

In another example (which example is intended to be illustrative and not restrictive),
the rate limited addition of new nodes may be carried out by any desired node(s) (e.g., one or
more user nodes and/or a combination of one or more user nodes and a server (or connection
server) node).

Referring now to a “Node Interlacing” embodiment, it is noted that this “node
interlacing” mechanism may be used to add new nodes to the network by interlacing the new
nodes on a level-by-level basis as shown in FIG. 45,

More particularly, as seen in this FIG. 45, new nodes may be added in the order
indicated (as can be seen below, this example (which example is intended to be illustrative
and not restrictive) relates to a binary tree network). That is, Node 1 may first be added as a
child of the server followed by Node 2 as a child of the server — this will fully populate the
first level; Node 3 may next be added as a child of Node 1, followed by Node 4 as a child of
MNode 2, followed by Node 5 as a child of Node 1, followed by Node 6 as a child of Node 2
— this will fully populate the second level; Node 7 may next be added as a child of Node 3,
followed by Node 8 as a child of Node 3, followed by Node 9 as a child of Node 4, followed
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by Node 10 as a child of Node 6, followed by Node 11 as a child of Node 3, followed by
MNode 12 as a child of Node 5, followed by Node 13 as a child of Node 4, followed by Node
14 as a child of Node 6 — this will fully populate the third level, etc.

Of note, such node interlacing may be used to efficiently fill (or bring to a certain
value) the buffers associated with one or more nodes (or levels) of the existing network while
new nodes are added.

Of further note, such node interlacing may help prevent adding a second child to a
parent until the first child’s buffer is full (or brought to a certain value).

Of still further note, such node interlacing may help to: (a) prevent taxing the parent’s
downiree channel; and/or (b) prevent two children being left with partially filled buffers in
the event that their parent departs.

Of still further note, such node interlacing may be used, for example, in conjunction
with or as an alternative to the load balancing mechanism discussed above.

In another embodiment the present invention may be used when a plurality of
computer systems are connected (e.g., to the Internet) by one or more of an ISDN line, a DSL
(e.g., ADSL) line, a cable modem, a Tl line and/or an even higher capacity link.

In another embodiment a distribution network for the distribution of data from a
server node to a plurality of user nodes connected to the server node, wherein each of the user
nodes has associated therewith a buffer is provided, which distribution network comprises: a
mechanism for rate limiting the addition of new user nodes to the distribution networle,
wherein the rate limited addition of new user nodes to the distribution network is based at
least in part upon the length of time that it takes for at least one buffer associated with at least
one user node to reach a predetermined percentage of capacity, wherein the predetermined
percentage of capacity is greater than zero.

In another embodiment a distribution network for the distribution of data from a
server node to a plurality of user nodes connected to the server node, wherein each of the user
nodes is in one of a plurality of levels located downiree from the server node is provided,
which distribution network comprises: a mechanism for adding new user nodes to the
distribution network in an interlaced manner, wherein the interlacing provides that each
sibling user node in a given level of the distribution network is associated with just one child
before any siblings in the given level are associated with two children.

The following embodiments will now describe a number of additional example
algorithms which may be utilized in whole or in part to implement the present invention:
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In one embodiment a process for docking a connection requesting user node with a
distribution network is provided, said process including the following steps:

(a) having an instructing node receive a connection request from said connection
requesting user node;

(b) forming an instructing node topology database indicating, at a point in time:

(1) which, if any, user nodes are docked with said instructing node as child
nodes; which, if any, user nodes are docked with each of said child nodes as
grandchild nodes of said instructing node; which, if any, user nodes are docked with
cach of said grandchild nodes as great-grandchild nodes of said server node; and so
on; and

(ii) said docked user nodes respective bandwidth capacities;

(c) selecting from a group of nodes including the instructing node and said docked
user nodes a recommended parent node for said connection requesting user node, wherein
said recommended parent node has apparent available capacity to transmit content data to
said connection requesting user node and is at least as close (i.¢., in terms of network
topology) to said instructing node as any other docked user node having apparent available
capacity to transmil content data to said conneetion requesting user node (of note, placement
may also or alternatively depend, as described elsewhere in the present application, in whole
or in part on whether the connection requesting node is repeat-capable or not (i.e., whether it
can support children)); and

{(d) providing a connection address list to said connection requesting user node, said
connection address list listing each node in said instructing node's topology database from
said recommended parent node back to said instructing node.

In one example, the process may further comprise the following steps:

(e) having said connection requesting user node go to (or attempt to go to) the node at
the top of said connection address list;

(f) having said connection requesting user node determine whether the node at the top
of said connection address list is part of the distribution network;

(g) if the node at top of said connection address list is not part of the distribution
network, deleting such node from said connection address list and repeating steps () and (f)
with respect to the next node at the top of said connection address list;

{(h) if the node at the top of said connection address list is part of said distribution
network, having said connection requesting user node dock with said node at the top of said

connection address list.
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In another example, step (d) may further comprise the following step:

(i) if said instructing node is not a server node, including in said connection address
list a list of nodes cascadingly connected with each other from the instructing node back to
said server node.

In another example, the process may further comprise the following steps:

(e) having said connection requesting user node go to (or attempt to go to) the node at
the top of said connection address list;

(f) having said commection requesting user node determine whether the node at the top
of said connection address list is part of the distribution networlk;

(g) if the node at the top of said connection address list is not part of the distribution
network, deleting such node from said connection address list and repeating steps () and (f)
with respect to the next node at the top of said connection address list;

(h) if the node at the top of said connection address list is part of said distribution
network, determining whether said node at the top of said connection address list has
available capacity to transmit content data to said connection requesting user node; and

(i) if the node at the top of said connection address list is part of said distribution
network and has available capacity to transmit content data to said connection requesting user
node, having said connection requesting user node dock with the node at the top of said
connection address list.

In another example, the process may further comprisc the following steps:

(j) if the node at the top of connection address list is part of said distribution network
and said node at the top of said connection address list does not have available capacity to
transmit content data to said connection requesting user node, repeating steps (a)-(d), with
gaid node at the top of connection address list being said instructing node and a new
connection address list being the product of steps (a)-(d).

In another example, the process may further comprise the steps of counting the times
that step (j) is performed and, when step (j) is performed a predetermined number of times,
having said connection requesting user node repeat steps (a)-(d) with said primary server
being the instrueting node.

In another embodiment a process for docking a connection requesting user node with
a distribution network is provided, said process including the following steps:

(a) having an instructing node receive a connection request from said connection
requesting user node;

(b) forming an instructing node topology database indicating, at a point in time:
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(i) which, if any, user nodes are docked with said instructing node as child
nodes; which, if any, user nodes are docked with each of said child nodes as
grandchild nodes of said instructing node; which, if any, user nodes are docked with
each of said grandchild nodes as great-grandchild nodes of said server node; and so
on; and

(ii) said docked user nodes' respective bandwidth capacities;

(c) assigning utility ratings to each of the docked user nodes, said utility ratings being
a function of at least the bandwidth capacity of the docked user node and the clapsed time
that the docked user node has been docked with the distribution network;

(d) selecting trom a group of nodes including the instructing node and said docked
user nodes a recommended parent node for said connection requesting user node, wherein
said recommended parent node has apparent available capacity to transmit content data to
said connection requesting user node and is at least as close (i.e., in terms of network
topology) to said instructing node as any other docked user node having apparent available
capacity to transmit content data to said connection requesting user node, and when the
closest (i.¢., in terms of network topology) docked user node with apparent available capacity
to transmit content data to said connection requesting user node is equidistant (i.c., in terms
of network topology) to said instructing node with at least one other docked user node with
apparent available capacity to transmit content data to said connection requesting user node,
said recommended parent node is the docked user node having the highest utility rating
among such equidistant (i.e., in terms of network topology) docked user nodes with apparent
available capacity; and

(e) providing a connection address list to said connection requesting user node, said
connection address list listing each node in said instructing node's topology database from
said recommended parent node back to said instructing node and, if said instructing node is
not a primary server node, back to said primary server node.

In another embodiment a process for docking a connection requesting user node with
a distribution network is provided, said process including the following steps:

(a) having an instructing node receive a connection request from said connection
requesting user node;

(b) forming an instructing node topology database indicating, at a point in time:

(i) which, if any, user nodes are docked with said instructing node as child
nodes; which, if any, user nodes are docked with each of said child nodes as
grandchild nodes of said instructing node; which, if any, user nodes are docked with
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each of gaid grandchild nodes as great-grandchild nodes of said instructing node; and
so on; and

(ii) said docked user nodes' respective bandwidth capacitics, including a
designation of whether said respective docked user node's bandwidth capacity is
below a predetermined threshold (e.g., said respective docked user node is a low-
bandwidth node) or at least said predetermined threshold (e.g., said respective docked
user node is a high-bandwidth node);

(c) forming a primary recommended parent node list ("PRPL") comprised of the
instructing node (if it has available capacity to transmit content data to said connection
requesting user node) plus those docked user nodes having apparent available capacity to
transmit content data to said connection requesting user node, with said instructing node
being placed first on the PRPL (if it iz on the PRPL) and said docked user nodes having
apparent available capacity to fransmit content date to said connection requesting user node
being ranked with those docked nodes which are closer (i.e., in terms of network topology) to
the instructing node being ranked higher than those docked nodes which are further away
(i.e., in terms of network topology) and with equidistant (i.e., in terms of network topology)
docked user nodes being ranked such that those docked nodes which have the higher utility
ratings being ranked higher than docked nodes having lower utility ratings;

(d) forming a secondary recommended parent node list ("SRPL") comprised of the
instructing node (if it has no available capacity to transmit content data to said connection
requesting user node but does have at least one low-bandwidth node docked directly to it)
plus said docked user nodes which (i) are high-bandwidth nodes with no available capacity to
transmit conient data to said connection requesting user node and (ii) have at least one low-
bandwidth node docked directly to it, with said instructing node being placed first on the
SRPL (if it is on the SRPL) and said docked user nodes on the SRPL being ranked with those
docked nodes which are closer (i.e., in terms of network topology) to the instructing node
being ranked higher than those docked nodes which are further away (i.e., in terms of
network topology) and with equidistant (i.e., in terms of network topology) docked user
nodes being ranked such that those docked nodes which have the higher utility ratings being
ranked higher than docked nodes having lower utility ratings;

(e) determining whether the conneciion requesting user node is a low-bandwidth
node;

(f) if the connection requesting user node is a low-bandwidth node;
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(i) selecting the highest ranked node on the PRPL as a recommended parent
node; and

(ii) providing a connection address list to said connection requesting user
node, said connection address list listing each node in said instructing node's topology
database from said recommended parent node back to said instructing nud& and, if
said instructing node is not a primary server node, back to said primary server node;
and :

(g) if the connection requesting user node is a high-bandwidth node:

(i) selecting the highest ranked node on the PRPL as a recommended parent
node;

(ii) selecting the highest ranked node on the SRPL as an alternate
recommended parent node;

(iii) determining whether the alternate recommended parent node is closer
(i.e., in terms of network topology) to the server node than the recommended parent
node;

(iv) if the alternate recommended parent node is not closer (i.e., in terms of
network topology) to the server node than the recommended parent node, providing a
connection address list to said connection requesting user node, said connection
address list listing each node in said instructing node's topology database from said
recommended parent node back to said instructing node and, if said instructing node
ig not the primary server node, back to said primary server node;

(v) if the alternate recommended parent node is closer (i.e., in terms of
network topology) to the server node than the recommended parent node, (1) forcing
the disconnection of a low-bandwidth node from the alternate recommended parent
node and (2) providing a connection address list to said connection requesting user
node, said connection address list listing each node in said instructing node's topology
database from said alternate recommended parent node back to said instructing node
and, if said instructing node is not the primary server node, back to said primary
server node.

In one example, step (f)(it) may include the following steps:
(1) adding said connection requesting user node to the topology database as a child of

the recommended parent node; and
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(2) if said recommended parent node would have no apparent available capacity to
transmit content data to an additional node with said connection requesting user node docked
with it, deleting the recommended parent node from the PRPL and adding it to the SRPL.

In another example, step (g)(iv) may include the following steps:

(1) adding said connection requesting user node to the topology database as a child of
the recommended parent node;

(2) if said recommended parent node would have no apparent available capacity to
transmit content data to an additional node with said connection requesting user node docked
with it, deleting the recommended parent node from the PRPL; and

(3) if said recommended parent node is deleted from the PRPL but has at least one
low-bandwidth node docked directly (o it, adding the recommended parent node to the SRPL.

In another example, step (g)(v) may include the following steps:

(3) adding said connection requesting user node to the topology database as a child of
the alternate recommended parent node; and

4} if said alternate recommended parent node would have no apparent available
capacity to transmit content data to an additional node with said connection requesting user
node docked with it, deleting the alternate recommended parent node from the SRPL.

In another example, the process may further comprise the following steps:

(h) having said connection requesting user node go to (or attempt to go to) the node at
the top of said connection address list;

(i) having said commection requesting user node determine whether the node at the top
of said connection address list is part of the distribution network;

(i) if the node at top of connection address list is not part of the distribution network,
deleting such node from connection address list and repeating steps (h) and (i) with respect to
the next node at the top of connection address list; and

(k) if the node at top of conmection address list is part of said distribution network,
having said connection requesting user node dock with said nede at the top of connection
address list.

In another example, the process may further comprise the following steps:

(h) having said connection requesting user node go to (or attempt to go to) the node at
the top of connection address list;

(i) having said connection requesting user node determine whether the node at the top

of said comnmection address list i part of the distribution netwaork;
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(j) if the node at top of connection address list is not part of the distribution network,
deleting such node from connection address list and repeating steps (h) and (i) with respect to
the next node at the top of connection address list;

(k) if the node at the top of connection address list is part of said distribution network,
determining whether said node at the top of connection address list has available capacity to
transmit content data to said connection requesting user node; and

(1) if the node at the top of said connection address list is part of said distribution
network and has available capacity to transmit content data to said connection requesting user
node, having said connection requesting user node dock with the node at the top of said
connection address list.

In another example, the process may further comprise the following steps:

{m) if the node at the top of said conmection address list is part of said distribution
network and the node at the top of said connection address list does not have available
capacity to transmit content data to said connection requesting user node, repeating steps (a)-
(g). with the node at the top of said connection address list being said instructing node and a
new commection address list being the product of steps (a)-(g).

In another example, the process may further comprise the steps of counting the times
that step {(m) is performed and, when step (m) is performed a predetermined number of times,
having said connection requesting user node repeat steps (a)-(g) with said primary server
being the instructing node.

In another embodiment a process for docking a connection requesting user node with
a distribution network is provided, said process including the following steps:

(a) having an instructing node receive a connection request from said connection
requesting user nods;

(b) determining whether said connection requesting user node's bandwidth capacity is
below a predetermined threshold (e.g., said connection requesting user node is a low-
bandwidth node) or at least said predetermined threshold (e.g., said connection requesting
user node is a high-bandwidth node),

(c) forming an instructing node topology database indicating, at a point in time:

(i) which, if any, user nodes are docked with said instructing node as child
nodes; which, if any, user nodes are docked with each of said child nodes as
grandchild nodes of said instructing node; which, if any, nser nodes are docked with
each of said grandchild nodes as great-grandchild nodes of said server node; and so
on; and
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(ii) said docked user nodes' respective bandwidth capacities;

(d) if said connection requesting user node is a high-bandwidth user node, selecting
from a group of nodes including the instructing node and said docked user nodes a
recommended parent node for said connection requesting user node, wherein said
recommended parent node has apparent available capacity to transmit content data to said
connection requesting user node and is at least as close (i.e., in terms of network topology) to
said instructing node as any other docked user node having apparent available capacity to
transmit content data to said connection requesting user node;

(¢) if said connection requesting user node is a low-bandwidth user node, selecting
from a group of nodes including the instructing node and said docked user nodes a
recommended parent node for said connection requesting user node, wherein said
recommended parent node has apparent available capacity to transmit content data to said
connection requesting user node and is at least as far (i.e., in terms of network topology) from
said instructing node as any other docked user node having apparent available capacity to
transmit content data to said connection requesting user node; and

(f) providing a connection address list to said connection requesting user node, said
connection address list listing each node in said instructing node's topology database from
said recommended parent node back to said instructing node.

In one example, step (f) may further comprise the following step: (i) if said instructing
node is not a server node, including in said connection address list a list of nodes cascadingly
connected with each other from the instructing node back to said server node.

In another embodiment a process for connecting a connection requesting user node to
a computer information distribution network having a primary server node and user nodes
docked therewith in a cascaded relationship is provided, said process further comprising the
following steps:

(a) providing said connection requesting user node with a connection address list
which sets forth a list of user nodes docked in series with each other back to said primary
SErVer;

(b) having said connection requesting user node go to (or attempt to go to) the node at
top of said conmection address list;

(c) having said connection requesting user node determine whether the node at the top
of said conmection address list is part of the distribution network;
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(d) if the node at the top of said connection address list is not part of the distribution
network, deleting such node from said commection address list and repeating steps (b) and (c)
with respect to the next node at the top of connection address list; and

(¢) if the node at the top of said connection address list is part of said distribution
network, having said connection requesting user node dock with the node at the top of said
connection address list,

In another embodiment a process for connecting a connection requesting user node to
a computer information distribution network having a primary server node and user nodes
docked therewith in a cascaded relationship is provided, said process further comprising the
following steps:

{a) providing said connection requesting user node with a connection address list
which scts forth a list of user nodes docked in series with each other back to said primary
Server,

{b) having said connection requesting user node go to (or attempt to go to) the node at
the top of said connection address list;

(c) having said connection requesting user node determine whether the node at the top
of said connection address list is part of the distribution network:

(d) if the node at the top of said connection address list is not part of the distribution
network, deleting such node from connection address list and repeating steps (b) and (¢) with
respect to the next node at the top of said connection address list;

() if the node at the top of said connection address list is part of said distribution
network, determining whether the node at the top of said connection address list has available
capacity to transmit content data to said connection requesting user node; and

(1) if the node at the top of said connection address list is part of said distribution
network and has available capacity to transmit content data to said connection requesting user
node, having said connection requesting user node dock with the node at the top of said
connection address list.

In another embodiment relating to a computer information distribution network
comprising a primary server node and user nodes docked therewith in a cascaded
relationship, wherein each user node may have no more than a predetermined maximum
number of child nodes docked with it, a process for reconfiguring the network in the event of
a user node's departure therefrom is provided, said process including the following steps:

(a) providing information at a point in time to a node in the distribution network as
follows:
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(i) the node’s propagation rating if it is a user node having a parent node which
is a user node, wherein a propagation rating is one of a predetermined number of
grades ranging from highest to second highest to third highest and so on, with the
number of grades being equal to said predetermined maximum number;

(ii) an ancestor list setting forth the node's ancestor nodes' addresses (if it has
any ancestor nodes) back to the primary server node, with the node's parent node
being atop the ancestor list;

(iii) a sibling list of the node's sibling nodes’ addresses (if it has any sibling
nodes) and their respective propagation ratings (of note, in another example (which
example is intended to be illusirative and not resirictive), nodes may not have data
about their sibling (i.e., nodes do not know who their sibling is); instead, the
mechanism used to get a red nudie to connect to its green sibling may be for the parent
of those two nodes (or a proxy for that parent) to send the red child: (1) a connection
path with that red child’s green sibling at the top of the path; and (2) a command 1o
“priority join™ to that green child - when the green child node accepts the incoming
“priority join” connection request from its former red sibling, the green node will kick
its own red child (if such a child exists) instructing that red child to join as a child of
its own green sibling (these actions will cause a chain reaction of reconfigurations
which will cascade until the edge of the tree is reached)); and

{(iv) a child list of the node's child nodes' addresses (if it has any child nodes)
and their respective propagation ratings;

(b) having a first node send a propagation signal to each former child node of a
departed node, wherein said first node is an ancestor of said former child node of said
departed node;

(c) with respect to each child node receiving the propagation signal which did not
have the highest propagation rating prior to its receiving the propagation signal (hereinafter
referred to as a "red node"), upon its receiving the propagation signal:

(i) setting the propagation rating of the red node to the next higher grade above
the propagation rating of that red node before it received the propagation signal;

(ii) having the red node undock from its parent node (if it was docked with its
parent node before it received the propagation signal); and

(iii) having the red node dock with its sibling node which had the highest
propagation rating prior to the red node's receiving the propagation signal;
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(d) with respect to each child node receiving the propagation signal which had the
highest propagation rating prior to its receiving a propagation signal (hereinafier referred to
as a "green node"), upon its receiving the propagation signal:

(i) setting the propagation rating of that green node to the lowest grade;

(ii) having the green node retransmit the propagation signal to its child nodes
(if it has any); and

(iii) determining whether the green node is docked with the node from which
the green node received the propagation signal and if it is, having the green node
remain docked with said node rom which the green node received the propagation
sigmal, and if it is not, having the green node dock with said node from which the
green node received the propagation signal; and
(&) repeating steps (c) and (d) with respect to each user node which receives a

retransmitted propagation signal.

In another embodiment relating to a compuler information distribution network
comprising a primary server node and user nodes docked therewith in a cascaded
relationship, wherein each user node may have no more than a predetermined maximum
number of child nodes docked with it, a process for reconfiguring the network in the event of
a user node's departure therefrom is provided, said process including the following steps:

{a) providing information at a point in time to a node in the distribution network as
follows:

(i) the node's propagation rating if it is a user node having a parent node which
is a user node, wherein a propagation rating is one of a predetermined number of
grades ranging from highest to second highest to third highest and so on, with the
number of grades being equal to said predetermined maximum number;

(ii) an ancestor list setting forth the node's ancestor nodes' addresses (if it has
any ancestor nodes) back to the primary server node, with the node's parent node
being atop the ancestor list;

(iii) a sibling list of the node's sibling nodes' addresses (if it has any sibling
nodes) and their respective propagation ratings; and

(iv) a child list of the node's child nodes' addresses (if it has any child nodes)
and their respective propagation ratings;

(b) having a first node send a propagation signal to each former child node of a
departed node, wherein said first node is an ancestor of said former child node of said
departed node;
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(c) with respect to each child node receiving the propagation signal which did not
have the highest propagation rating prior to its receiving the propagation signal (hereinafter
referred (o as a "red node"), upon its receiving the propagation signal:

{i) setting the propagation rating of the red node to the next higher grade above
the propagation rating of that red node before it received the propagation signal;

(i) having the red node undock from its parent node (if it was docked with its
parent node before it received the propagation signal);

(iii) devising a first connection address list comprising the address of the red
node's sibling node which had the had the highest propagation rating prior to the red
node's receiving the propagation signal followed by the red node's ancestor list;

(iv) having said red node go to (or attempt to go to) the node at the top of said
first connection address list;

{v) having said red node determine whether the node at the top of said first
connection address list is part of the distribution network:;

(i) if the node at the top of said first connection address list is not part of the
distribution network, deleting such node from said first connection address list and
repeating steps (€)(iv) and (c)(v) with respect to the next node at the top of said first
connection address list;

{(wii) if the node at the top of said first connection address list is part of said
distribution network, determining whether the node at the top of said first connection
address list has available capacity to transmit content data to said red node; and

(viii) if the node at the top of said first connection address list is part of said
distribution network and has available capacity to transmit content data to said red
node, having said red node dock with the node at the top of said first connection
address list (with regard to these steps (vii) and (viii), in another example (which
example is intended to be illustrative and not restrictive), when a red node connects to
a green node as part of a network reconfiguration event, it does not matter whether
there is “available capacity” or not for the green node to accept its incoming red
sibling — the green node has no choice but to accept the node (these actions are
facilitated in this example by the red node issuing a “‘priority join” to the green node;
if the green node does not have “available capacity™ it has to kick its own red child to

make room for the incoming green node));
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(d) with respect to each child node receiving the propagation signal which had the
highest propagation rating prior to its receiving a propagation signal (hereinafter referred to
as a "green node"), upon its receiving the propagation signal:

(i) setting the propagation rating of that green node to the lowest grade;

(ii) having the green node retransmit the propagation signal to its child nodes
(if it has any);

(iii) determining whether the green node is docked with the node from which
the green node received the propagation signal and if it is, having the green node
remain docked with said node from which the green node received the propagation
signal, and if it is not, devising a second connection address list starting with said
node from which the green node received the propagation signal and followed by that
portion of said green node's ancestor list extending back to the primary server from
said node from which the green node received the propagation signal;

(iv) having said green node go to (or attempt to go to) the node at the top of
said second conmection address list;

{v) having said green node determine whether the node at the top of said
second connection address list is part of the distribution network;

{vi) if the node at the top of said second connection address list is not part of
the distribution network, deleting such node from said second connection address list
and repeating steps (d)(iv) and (d)(v) with respect to the next node at the top of said
second connection address list;

(vii} if the node at the top of said second connection address list is part of said
distribution networlk, determining whether said node at the top of said second
connection address list has available capacity to transmit content data to said green
node; and

(viii) if the node at the top of said second connection address list is part of said
distribution network and has available capacity to transmit content data to said green
node, having said green node dock with the node at the top of said second connection
address list; and
(=) repeating steps (c) and (d) with respect to each user node which receives a

retransmitted propagation signal.

In one example, step (c)(iil) may include the following additional step: (1) waiting a
predetermined period of time so as to allow the red node's sibling with the highest
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propagation rating prior to the red node's receipt of the propagation signal (hereinafter the
"green node") to retransmit the propagation signal to the green node's child nodes (if any).

In another embodiment relating to a computer information distribution network
comprising an instructing node having a fist user node docked with said instructing node to
receive content data therefrom and a second user node docked with said first user node to
receive content data therefrom, a process for handling a purported communication
interruption between said first user node and said second user node is provided, said process
including the following steps:

{a) having said instructing node receive a first complaint about said frst user node
from said second user node;

(b) if the second user node is the only user node docked with said first user node at a
point in time, if said instructing node receives another complaint about the first user node
from another user node within a predetermined period of time from when said instructing
node received said Grst complaint or if said instructing node experiences a communication
problem between it and said first user node during said predetermined period of time: (i)
disconnecting said first user node from said instructing node; and

(c) if said instructing node has not experienced a communication problem between it
and said first user node during said predetermined period of time and if a plurality of user
nodes are docked with said first user node at said point in time and said instructing node has
not received another complaint about said first user node from a user node other than said
second user node within said predetermined period of time: (i) disconnecting said second user
node from said first user node.

In one example, step (b) may include the following step: (ii) sending a signal to the
user nodes docked with said first user node indicating the departure of said first user node
from said network,

In another example, each user node may have no more than a predetermined
maximum number of child nodes docked with it, and wherein step (b) may include the
following steps

(ii) providing information at said point in time to each of said second user node, the
other user nodes which had been docked with said first user node (if any) and at least one of
any user nodes cascadingly connected in the distribution network under said first user node
prior to said first user node's being disconnected from said instructing node (if any) as
follows:
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(1) the node's propagation rating, wherein a propagation rating is one of a
predetermined number of grades ranging from highest to second highest to third
highest and so on, with the number of grades being equal to said predetermined
Inaximum number;

(2} an ancestor list setting forth the node’s ancestor nodes' addresses (if it has
any apcestor nodes) back to the instructing node, with the node's parent node being
atop the ancestor list;

(3) a sibling list of the node's sibling nodes' addresses (if it has any sibling
nodes) and their respeclive propagation ratings; and

(4) a child list of the node’s child nodes' addresses (if it has any child nodes)
and their respective propagation ratings;

(iii) having said instructing node send a propapation signal to each of said second user
node and the other user nodes which had been docked with said first user node (if any);

(iv) with respect to each user node receiving the propagation signal which did not
have the highest propagation rating prior to its receiving the propagation signal (hereinafler
referred to as a "red node'), upon its receiving the propagation signal:

(1) setting the propagation rating of the red node to the next higher grade
above the propagation rating of that red node before it received the propagation
signal;

(2) having the red node undock from its parent node (if it was docked with its
parent node before it received the propagation signal); and

(3) having the red node dock with its sibling node which had the highest
propagation rating prior to the red node's receiving the propagation signal;

(v} with respect to each user node receiving the propagation signal which had the
highest propagation rating prior to its receiving a propagation signal (hereinafter referred to
as a "green node"), upon its receiving the propagation signal:

(1) setting the propagation rating of that green node to the lowest grade;

(2) having the green node retransmit the propagation signal to its child nodes
(if it has any); and

(3) determining whether the green node is docked with the node from which
the green node received the propagation signal and if it is, having the green node
remain docked with said node from which the green node received the propagation
signal, and if it is not, having the green node dock with said node from which the
green node received the propagation signal; and
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(vi) repeating steps (iv) and (v) with respect to each user node which receives a
retransmitted propagation signal.

In another embodiment a distribution network for the distribution of content data from
a server node to user nodes, wherein said user nodes are connected to said server and each
other in cascaded relationship is provided, wherein:

(a) at least one of said user nodes is a repeater node connected directly to said server
node, wherein said repeater node retransmits content data received by it to a user node
docked to it for purpose of receiving content data from said repeater node (hereinafter
referred to as a "child node"); and

(b) wherein each repeater node has the ability to provide to a user node which is
attempting to dock with said repeater node connection address instructions.

In one example, cach repeater node may include a descendant database indicating:

(i) which child nodes, if any, at a point in time, are docked with it so as to receive
conlent data from said repeater node, and

(ii) which user nodes, if any, at said point in time, are purportedly docked with each
of said child nodes.

In another example, the connection address instructions may refer said user node
which is attempting to dock with said repeater node to a node in said descendant database,

In another example, each user node may include an ancestor database indicating to
which node said user node is docked so that said user node may receive content data
therefrom (hereinafter referred to as a "parent node"), and to which node, if any, at said point
in time, said parent node is docked so that it may receive content data therefrom.

In another example, if said parent node of said user node departs from said
distribution network, said user node may contact another node on its ancestor database.

In another example, each child node of a repeater node may include a sibling database
indicating which user nodes, if any, are also child nodes of said repeater node.

In another embodiment a distribution network for the disiribution of content data from
a server node to user nodes is provided, wherein n levels of user nodes are cascadingly
connected to said server node, wherein n is a number greater than one, wherein each user
node includes a delay which causes the playving of content data by such node to be delayed a
period of time (hereinafter "delay time") from a point in time, and wherein delays in higher
level nodes create greater delay times than do delays in lower level nodes.

In another embodiment a distribution network for the distribution of content data from

a server node to user nodes is provided, wherein n levels of user nodes are cascadingly
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connected to said server node, wherein n is a number greater than one, wherein each user
node includes a delay which causes the playing of content data by such node to be delayed a
period of time (hereinafter "delay time") from a point in time, wherein x is a number from
and including 2 to and including n, and wherein delays in (x-1) level nodes create greater
-delay times than do delays in % level nodes.

In one example, said point in time is an event experienced approximately
simultaneously by substantially all user nodes.

In another example, said point in time is when said node receives content data.

While a number of embodiments and examples of the present invention have been
described, it is understood that these embodiments and examples are illustrative only, and not
restrictive, and that many modifications may become apparent to those of ordinary skill in the
art, For example, any desired branch factor may be used (see, e.g., FIG. 46A showing a
branch factor of 1 (i.e., each parent node may have only one child node); FIG. 46B showing a
branch factor of 2 (i.e., each parent node may have one or two children nodes); and FIG. 46C
showing a branch factor of 3 (i.e., each parent node may have one, two or three children
nodes)). Of course, other branch factors (e.g., 4, 5, 6, etc) may be used and, as discussed
above, the distribution network may be a hybrid network utilizing subtrees having differemt
branch factors). I'urther still, a modified Utility Rating may be determined as follows: Utility
Rating = Time (of connection) X Bandwidth Rating. Further still, a node ID may be based
upon: (a) an IP address (external/internal/DHCP); (b) a URL; and/or (c) a Port. Further still,
the root server may propagate “its” time upon assignment of a connection and the user node
may get a “delta” (i.e., difference) from its clock to use (in the event of a reset the user node
may re-acquire the time from the server (or from another time-providing source)). Further
still, the various time intervals discussed herein may be predetermined time intervals (e.g., .5
sec., 1 sec, 1 min.) and/or the time intervals may be based upon some varying criteria (e.g.,
flow of data in the network, number of nodes in the network, number of levels in the network,
position of a given node in the network). Further still, partial propagation of data (e.g.,
ancestor data and/or descendent data) from one or more nodes may be permitted. Further still
(as discussed above), one or more of the steps described herein may be omitted (and the
various steps which are performed may not necessarily need to be carried out in the order
described herein (which description was intended to represent a number of examples, and not
be restrictive)). Further still, the root server and each of the user nodes may utilize essentially
identical software for carrying out the network confipuration, reconfiguration and data

transfer operations described herein or the root server may have dedicated server software
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while the user nodes have different, dedicated user node software. Further still, the entire
distribution network (e.g., the root server and all of the user nodes) may have the same
branch factor (e.g., a branch factor of 2) or the user nodes may have a first branch factor (e.g.,
a branch factor of 2) and the root server may have a second branch factor (e.g., the root server
may be capable of acting as a parent to more user nodes than 2). Further still, heuristics may
be employed to drive network configuration, reconfiguration and/or data flow (e.g., based
upon historic network configuration, reconfiguration and/or data flow).
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CLAIMS

4 A method for propagating a network topology model of a binary tree topology
network through the network, the network including a plurality of nodes, including a root
node and at least one leaf node, operatively networked together to provide a communications
path for data, each of the plurality of nodes except the root node being docked downires of a
parent node, the parent node being one of the plurality of nodes, and each of the plurality of
nodes adapted to be docked uptree of a first child node and a second child node, each of the at
least one leaf nodes having none of the plurality of nodes docked downtree of and therewith,

the method comprising the steps of:

each of the at least one leaf nodes providing a propagate network topology
model message containing the address of the providing leaf node to the parent node

docked uptree of and with the providing leaf node;

for each of the plurality of nodes receiving the propagate network topology
model message from each child node docked downiree of and therewith:

forming a network topology model representing one or more paths
from the receiving node to cach one of the plurality of nodes downtree of the

receiving node;

storing in a memory accessible to the receiving node, the network

topology model so formed:

providing to the parent node docked uptree of and with the receiving
node a propagate network topology model message containing the network

topology model so formed,
thereby propagating a network topology model through the network.

2. The method of claim 1, wherein the communications path for data comprises a

downtree communications path,

3. The method of claim 1, wherein the communications path for data comprises a

downires communications path for data and an uptree communications path for data.
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4, The method of claim 1, wherein the step of each of the at least one leaf nodes
providing a propagate network topology model message is carried out a plurality of times.

5. The method of claim 1, wherein the step of each of the at least one leaf nodes
providing a propagate network topology model message is carried out periodically.

6. The method of claim 1, wherein a first node being one of the plurality of
nodes, but not a leaf node, receives a register message from a second node that is not part of
the network, and wherein the first node is docked uptree of a first child node and a second
child node, each of the first child node and the second child node being one of the plurality of
nodes, the method further comprising the steps of:

searching the network topology model stored in the memory of the first
node for a path to an open node, the open node being one of the plurality of
nodes that the network topology model shows as not being docked uptree of
and with two child nodes;

sending a path message to the second node containing at least an

address of the open node.

7. The method of claim 6, wherein the path message comprises a path from the
open node to the first node.

8. The method of claim 6, wherein the searching step comprising finding the
open node such that a connection to the open node keeps the binary topology network
balanced.

9. The method of claim 6, wherein step of searching further comprises the steps
of:

searching consecutively further down hierarchical levels of the binary
tree represented in the network topology model stored in the memory of the
first node:

first to locate a path representing a node not being docked
uptree of and with any child nodes, and if no such path is located,
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then to locale a path representing a node not being docked
uptree of and with two child nodes, and

repeating the searching step until one such path is located; and
designating the located path as a path to the open node.

10. A method for propagating a network topology model of a binary tree topology
network through the network, the network including a plurality of nodes, including a root
node and at least one leaf node, operatively networked together to provide a communications
path for data, each of the plurality of nodes except the root node being docked downtree of a
parent node, the parent node being one of the plurality of nodes, and each of the plurality of
nodes adapted to be docked uptree of a first child node and a second child node, each of the at
least one leaf nodes having none of the plurality of nodes docked downtree of and therewith,
the method comprising the steps of:

providing a propagate path message from the root node to each of the plurality
of nodes that are docked downtree of and with the root node, the propagate path

message indicating an address of the root node;

for each of the plurality of nodes receiving the propagate path message from
the root node or from another one of the plurality of nodes:

storing in a memory accessible to the receiving node, the path to the

root node stored in the propagate path message;

if the receiving node has at least one of the plurality of nodes docked
downtree of and therewith, adding to the propagate path message an address of
the receiving node; and

providing the propagate path message to each of the plurality of nodes
docked downtree of and with the receiving node, the propagate path message a
path to the root node;

thereby propagating a root path of a binary tree topology network through the
network.
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11. The method of claim 10, wherein the communications path for data comprises

a downtree commumnications path for data.

12.  The method of claim 10, wherein the communications path for data comprises

a downtree communications path for data and an uptree communications path for data.

13. The method of claim 10, wherein the step of providing a propagate path
message is carried out a plurality of times.

14.  The method of claim 10, wherein the step of providing a propagate path

message is carried out periodically.

15, A method for propagating a network topology model of a binary tree topology
network through the network, the network including a plurality of nodes, including a root
node and at least one leaf node, operatively networked together to provide a communications
path for data, each of the plurality of nodes except the root node being docked downtree of a
parent node, the parent node being one of the plurality of nodes, and each of the plurality of
nodes adapted to be docked uptree of a first child node and a second child node, each of the at
least one leaf nodes having none of the plurality of nodes docked downtree of and therewith,

the method comprising the steps of:

each of the at least one leaf nodes, providing a propagate network topology
model messape containing the address of the providing leaf node to the parent node

docked uptree of and with the providing leaf node;

for each of the plurality of nodes receiving the propagate network topology
model message from each child node docked downtree of and therewith:

torming a network topology model comprising a path from the
receiving node to each one of the plurality of nodes downtree of the receiving

node;

storing in a memory accessible to the receiving node, the network
topology model so formed;
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providing to the parent node docked uptree of and with the receiving
node a propagate network topology model message containing the network
topology model so formed,

providing a propagate path message from the root node to each of the plurality
of nodes that are docked downtree of and with the root node, the propagate path
message indicating an address of the root node;

for each of the plurality of nodes receiving propagate path message from the
root node or from another one of the plurality of nodes:

storing in a memory accessible to the receiving node, the path to the
root node stored in the propagate path message;

if the receiving node hag at least one of the plurality of nodes docked
downtree of and therewith, adding to the propagate path message an address of

the receiving node; and

providing the propagate path message to each of the plurality of nodes
docked downtree of and with the root node.

16. The method of claim 15, wherein the communications path for data comprises

a downtree communications path for data.

17. The method of claim 15, wherein the communications path for data comprises

a downiree communications path for data and an upirce communications path for data.

18. The method of claim 15, wherein the step of providing & propagate network
topology model message is carried out a plurality of times.

19.  The method of claim 15, wherein the step of providing a propagate network
topology model message is carried out periodically.

20. The method of claim 15, wherein the step of providing a propagate path

message is carried out a plurality of times.

21.  The method of claim 15, wherein the step of providing a propagate path

message is carried out periodically.
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22.  The method of claim 15, wherein a first node being one of the plurality of
nodes, but not a leaf node, receives a register message from a second node that is not part of
the network, and wherein the first node is docked uptree of a first child node and a second

child node, each of the first child node and the second child node being one of the plurality of
nodes, the method further comprising the steps of:

searching the network topology model stored in the memory of the first
node for a path to an open node, the open node being one of the plurality of

nodes that the network topology model shows as not being docked uptree of
and with two child nodes;

sending a path message to the second node containing at least an
address of the open node.

23.  The method of claim 22, wherein the path message comprises a path from the
open node to the first node.

24.  The method of claim 22, wherein the path message comprises a path from the
open node to the root node.

25.  The method of ¢laim 22, wherein the searching step comprising finding the

open node such that a connection to the open node keeps the binary topology network
balanced.

26.  The method of claim 22, wherein step of searching further comprises the steps
of:

searching consecutively further down hierarchical levels of the binary
tree represented in the network topology model stored in the memory of the
first node:

first to locale a path representing a node not being docked
uptree of and with any child nodes, and if no such path is located,

then to locate a path representing a node not being docked
uptree of and with two child nodes, and
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repeating the searching step until one such path is located; and
designating the located path as a path to the open node.

Tl A method for propagating a network topology model of a binary tree topology
network through the network, the network including a plurality of nodes, including a root
node and at least one leaf node, operatively networked together to provide a communications
path for data, each of the plurality of nodes except the root node being docked downtree of a
parent node, the parent node being one of the plurality of nodes, and each of the plurality of
nodes adapted to be docked uptree of a first child node and a second child node, each of the at
least one leaf nodes having none of the plurality of nodes docked downtree of and therewith,

the method comprising the steps of:

providing a banned list message from the root node to each of the plurality of
nodes that are docked downtree of and with the root node, the banned list message
comprising an identifier for each of a plurality of banned nodes;

for each of the plurality of nodes receiving the banned list message from the
root node or from another one of the plurality of nodes:

storing in a memory accessible to the receiving node, the identifiers for

each of the plurality of banned nodes; and

providing the banned list message to each of the plurality of nodes
docked downtree of and with the receiving node;

thereby propagating the list of banned nodes through the network.

28. The method of ¢laim 27, wherein the communications path for data comprises

a downtree communications path for data.

20, The method of claim 27, wherein the communications path for data comprises

a downtree communications path for data and an uptree communications path for data.

30, The method of claim27, further comprising the step of rejecting a register
message from a new node that is not part of the network if the node is identified on the
banned list.
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3. A methed for propagating a network topology model of a binary tree topology
network through the network, the network including a plurality of nodes, including a root
node and at least one leaf node, operatively networked together to provide a communications
path for data, each of the plurality of nodes except the root node being docked downtree of a
parent node, the parent node being one of the plurality of nodes, and each of the plurality of
nodes adapted to be docked uptree of a first child node and a second child node, each of the at
least one leaf nodes having none of the plurality of nodes docked downtree of and therewith,
the method comprising the steps of

the first node sending a request firewall status message over a first channel to
one of the plurality of nodes that is docked with the first node;

the one of the plurality of nodes receiving the request firewall status message

sending at least one response message to the first node over a separate channel; and

the first node determining its firewall status based upon whether it receives the

ICSPONSe MoSsage.

a2, The method of claim 31, wherein the communications path for data comprises
a downtree communications path for data.

33.  The method of claim 31, wherein the communications path for data comprises
a downiree communications path for data and an uptree communications path for data,

34, The method of claim 31, wherein the step of sending at least one response

message comprises the steps of:
sending a first response message to the first node over a separate channel,

waiting a predefined period for an acknowledgement of the first response
message, and if no acknowledgement is received, sending a second response message

to the first node over the separate channel;

waiting a predefined period for an acknowledgement of the second response
message, and if no acknowledgement is received, sending a third response message to
the first node over the separate channel; and ‘
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waiting a predefined period for an acknowledgement of the third response
message, and if no acknowledgement is received, sending a firewall status on message
to the first node over the first channel.
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(67)Abstract:

PROBLEM TO BE SOLVED: Tao provide a technique for

client—side caching of a streaming media content.

SOLUTION: Various functions with respect to streaming

media content are made available to users. Such

functions includes one or more functions for streaming

the media content at a rate independent of the encoded .
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