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(57) ABSTRACT 
Methods, systems, and apparatus for combining preprinted 
information together with coded sensor information within a 
two-dimensional barcode. The sensor information may be of 
an environmental, physical or biological nature, and records 
a change in status of the environmental or biological con 
dition to which the labeled product has been exposed. A 
sensor dye chemistry is employed and when a specified 
condition of the sensed property occurs it causes a change in 
the color state of sensor dye modules embedded within the 
sensor-augmented two-dimensional barcode, encoding sen 
Sor digital information. Sensor information is recovered 
utilizing the error-correction feature during barcode reading. 
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TWO DIMIENSIONAL BARCODE WITH 
DYNAMIC ENVIRONMENTAL DATA 
SYSTEM, METHOD, AND APPARATUS 

BACKGROUND 

0001. A barcode is an optical machine-readable repre 
sentation of data. A two dimensional (2D) barcode (e.g., 
Data Matrix or QR Code), is a two dimensional way to 
represent information in a bar code. The 2D barcodes can 
represent more data per unit area than a one dimensional 
barcode. Bar codes have many uses, including documenting 
inventory, tracking deliveries, matching a product against a 
pricing file, and providing information to the user. For some 
systems, data recovery from barcodes may be system criti 
cal. Many barcode technologies provide robust error cor 
rection capabilities, and typically, using duplicate barcodes 
or larger sized barcodes may increase data recovery capa 
bilities. However, space available for barcodes may be 
limited in many aspects. Moreover, the current barcode 
technology may be improved upon as presently disclosed. 

SUMMARY 

0002 The present disclosure provides a new and inno 
Vative system, methods and apparatus for providing and 
reading 2D barcodes that include dynamic environmental 
data, where modules of the barcode may change state in 
response to environmental conditions. In an exemplary 
aspect of the present disclosure, a sensor-augmented two 
dimensional barcode includes a Substrate; a two-dimen 
sional error-correcting barcode symbol provided on the 
Substrate; a first layer provided on the Substrate in a perma 
nent color state; and a second layer provided on the Sub 
strate. The bar code symbol further includes a plurality of 
modules, the modules optionally being square, rectangular, 
or circulate, each module having one of a first color state or 
a second color State. The second layer is optionally provided 
by overprinting the first layer, in a sensor dye module 
pattern, the sensor dye module pattern containing sensor 
digital information. The second layer further includes a 
sensor dye having a chemistry that is configured, responsive 
to the occurrence of an environmental, physical or biological 
condition, to undergo a chemical or physical State change 
causing a change in the color State of the sensor dye, thereby 
changing the color State of a Subset of the plurality of 
modules. 

0003. In accordance with another exemplary aspect of the 
present disclosure, an article of manufacture includes phar 
maceutical, biological, or food product, preferably a vac 
cine; a container holding the pharmaceutical, biological, or 
food product, preferably a vaccine vial; and a sensor 
augmented two-dimensional barcode symbol provided on or 
in the container, preferably being applied to the outside 
Surface of the container. 

0004. In accordance with another exemplary aspect of the 
present disclosure, a method of reading of a sensor-aug 
mented two-dimensional barcode symbol includes scanning 
and optically processing an image of the sensor-augmented 
two-dimensional barcode symbol, including construction of 
a scan binary bitmap from Scanned modules of the sensor 
augmented two-dimensional barcode symbol. The method 
further includes constructing a symbol codeword sequence 
from the scan binary bitmap. Then, underlying data code 
words are recovered from the symbol codeword sequence, 
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preferably by utilizing error correction process on the sym 
bol codeword sequence, the error correction process pref 
erably being a Reed-Solomon code. Next, the underlying 
data codewords are processed to form the underlying symbol 
codeword sequence. The method further includes construct 
ing an underlying binary bitmap from the scan binary bitmap 
from the underlying symbol codeword sequence, the under 
lying binary bitmap preferably equal in size to the scan 
binary bitmap. At each bit position an exclusive-OR of the 
scan binary bitmap and the underlying binary bitmap may be 
performed to form a sensor digital information bitmap. 
Optionally, the method includes, processing the sensor digi 
tal information bitmap to recover a binary information 
sequence that incorporates binary encoded sensor data, 
preferably by processing the binary information sequence as 
an error-correcting code sequence and utilizing an error 
correction process to recover binary-encoded sensor data. 
The error-correcting code preferably is selected from the 
group consisting of Hamming Codes, Bose-Chaudhuri-Hoc 
quenghem Codes, Golay Codes, Simplex Codes, Reed 
Muller Codes, Fire Codes, Convolutional Codes, and Reed 
Solomon Codes. 

0005. In accordance with another exemplary aspect of the 
present disclosure, a method of generating a 2D barcode, 
includes determining a set of payload data including a set of 
static data and a set of dynamic data, generating a 2D 
barcode which includes an encoded version of the set of 
static data and includes redundant space, designating at least 
part of the redundant space as a dynamic region which is 
adapted to store the set of dynamic data, and printing the 2D 
barcode using a static ink and an encoded version of the set 
of the dynamic data on the dynamic region using a dynamic 
ink which changes states responsive to at least one environ 
mental change. Such that the set of dynamic data is in one of 
a plurality of states. The set of dynamic data is readable by 
a reader of the 2D barcode and the set of static data is 
readable by the reader of the 2D barcode when the set of 
dynamic data is in each one of the plurality of possible 
States. 

0006. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a method of 
providing a 2D barcode, includes determining a set of static 
data, determining a set of dynamic data, generating a first 2D 
barcode, generating a second 2D barcode, comparing the 
first 2D barcode and the second 2D barcode and categorizing 
the information modules into a first group and a second 
group, and printing the 2D barcode in static ink and dynamic 
ink. The set of dynamic data has a first state and a second 
state. The first 2D barcode includes an encoded version of 
the set of static data and the set of dynamic data in the first 
state. The set of static data and the set of dynamic data in the 
first state include a first plurality of information modules and 
a second plurality of information modules. The second 2D 
barcode includes an encoded version of the set of static data 
and the set of dynamic data in the second state. The set of 
static data and the set of dynamic data in the second state 
include a third plurality of information modules and a fourth 
plurality of information modules. The third plurality of 
information modules includes all of the first plurality of 
information modules plus a set of one or more information 
modules. The second plurality of information modules 
includes all of the fourth plurality of information modules 
plus the set of one or more information modules. The first 
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group includes common information modules between the 
first plurality of information modules of the first 2D barcode 
and the third plurality of information modules of the second 
2D barcode. The second group includes unique information 
modules of the third plurality of information modules of the 
second 2D barcode. The first group is printed in the static 
ink, and the second group is printed in the dynamic ink. The 
dynamic ink is adapted to activate in response to the 
occurrence of a specific environmental factor. 
0007. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a method of 
providing a 2D barcode, includes determining a set of static 
data, determining a set of dynamic data, generating a first 2D 
barcode, generating a second 2D barcode, comparing the 
first 2D barcode and the second 2D barcode and categorizing 
the information modules into a first group, a second group, 
and a third group, and printing the 2D barcode using a static 
ink, a first dynamic ink, and a second dynamic ink. The set 
of dynamic data has a first state and a second state. The first 
2D barcode includes an encoded version of the set of static 
data and the set of dynamic data in the first state. The set of 
static data and the set of dynamic data in the first state 
include a first plurality of information modules and a second 
plurality of information modules. The second 2D barcode 
includes an encoded version of the set of static data and the 
set of dynamic data in the second state. The set of static data 
and the set of dynamic data in the second state include a third 
plurality of information modules and a fourth plurality of 
information modules. The first group includes common 
information modules between the first plurality of informa 
tion modules of the first 2D barcode and the third plurality 
of information modules of the second 2D barcode. The 
second group includes unique information modules of the 
third plurality of information modules of the second 2D 
barcode, and the third group includes unique information 
modules of the first plurality of information modules of the 
first 2D barcode. The first group is printed in the static ink, 
the second group is printed in a first dynamic ink, and the 
third group is printed in a second dynamic ink. The first 
dynamic ink is adapted to deactivate in response to the 
occurrence of a specific environmental factor, and the sec 
ond dynamic ink is adapted to activate in response to the 
occurrence of the specific environmental factor. 
0008. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a method of 
providing a 2D barcode, includes determining a set of 
payload data including a set of static data and a set of 
dynamic data having a first state and a second state, gener 
ating a 2D barcode which includes an encoded version of the 
set of static data, a dynamic region which is adapted to store 
the set of dynamic data, and error detection and correction 
data, and printing the 2D barcode using a static ink and an 
encoded set of the dynamic data on the dynamic region using 
a dynamic ink which changes states responsive to at least 
one environmental change. Such that the set of dynamic data 
is in the first state or the second state, and the error detection 
and correction data accommodates for changes in the set of 
dynamic data in the dynamic region Such that the 2D 
barcode is readable by a reader and produces a first output 
when the set of dynamic data is in the first state and the 2D 
barcode is readable by a reader and produces a second output 
when the set of dynamic data is in the second state. 
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0009. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a method of 
reading a 2D barcode includes scanning a set of static data 
included in the 2D barcode, Scanning a set of dynamic data 
included in the 2D barcode, generating a first output of the 
set of static data, and generating a second output of the set 
of dynamic data. The 2D barcode is printed in static ink and 
dynamic ink, and an encoded version of the set of static data 
is printed in the static ink. An encoded version of the set of 
dynamic data is printed in the dynamic ink which changes 
states responsive to at least one environmental change. Such 
that the dynamic data is in one of the plurality of states. The 
set of dynamic data is printed in a redundant space on the 2D 
barcode. The second output indicates on which state of the 
plurality of States the dynamic data is in. 
0010. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a method of 
reading a two dimensional (2D) includes scanning a set of 
static data included in the 2D barcode, Scanning a set of 
dynamic data included in the 2D barcode, and generating an 
output based on the set of static data and the set of dynamic 
data. The 2D barcode includes static ink and dynamic ink. 
An encoded version of the set of static data is printed in the 
static ink. An encoded version of the set of dynamic data is 
printed in the dynamic ink, which changes states responsive 
to at least one environmental change, such that the dynamic 
data is in one of a plurality of states. The set of dynamic data 
is printed in the dynamic region. The output is a first output 
when the set of dynamic data is in a first state of the plurality 
of states, and the output is a second output when the set of 
dynamic data is in a second state of the plurality of States. 
0011 Additional features and advantages of the disclosed 
system, method, and apparatus are described in, and will be 
apparent from, the following Detailed Description and the 
Figures. 

BRIEF DESCRIPTION OF THE FIGURES 

0012 FIG. 1A is a block diagram of an example data 
structure of barcode data of a 2D barcode, according to an 
example embodiment of the present disclosure. 
0013 FIG. 1B is a block diagram of an example data 
structure of the encoded data of a 2D barcode, according to 
an example embodiment of the present disclosure. 
0014 FIG. 1C is a block diagram of an example data 
structure of the content data of a 2D barcode, according to 
an example embodiment of the present disclosure. 
0015 FIG. 1D is a block diagram of an example data 
structure of the reference data of a 2D barcode, according to 
an example embodiment of the present disclosure. 
0016 FIG. 1E is a block diagram of an example data 
structure of the payload data of a 2D barcode, according to 
an example embodiment of the present disclosure. 
0017 FIG. 2A is an example 2D barcode, according to an 
example embodiment of the present disclosure. 
(0018 FIG. 2B is an example of the reference data of a 2D 
barcode, according to an example embodiment of the pres 
ent disclosure. 
0019 FIG. 2C is an example 2D barcode, according to an 
example embodiment of the present disclosure. 
(0020 FIG. 2D is an example of the reference data of a 2D 
barcode, according to an example embodiment of the pres 
ent disclosure. 
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0021 FIG. 3A is a representation of a 2D barcode, 
according to an example embodiment of the present disclo 
SUC. 

0022 FIG. 3B is a representation of a 2D barcode, 
according to an example embodiment of the present disclo 
SUC. 

0023 FIG. 3C is a representation of a 2D barcode, 
according to an example embodiment of the present disclo 
SUC. 

0024 FIG. 3D is a representation of a 2D barcode, 
according to an example embodiment of the present disclo 
SUC. 

0025 FIG. 4 includes a flowchart illustrating an example 
process for providing a 2D barcode, according to an example 
embodiment of the present disclosure. 
0026 FIG. 5 is a flow diagram illustrating a 2D barcode 
printed using an example process for providing a 2D bar 
code, according to an example embodiment of the present 
disclosure. 
0027 FIG. 6A is a textual representation of a set of static 
data and a set of dynamic data, according to an example 
embodiment of the present disclosure. 
0028 FIG. 6B is an example of textual dynamic data 
encoded as binary information modules, according to an 
example embodiment of the present disclosure. 
0029 FIG. 6C is a flow chart diagram illustrating a 2D 
barcode printed using an example process for providing a 
2D barcode, according to an example embodiment of the 
present disclosure. 
0030 FIG. 6D is a flow chart diagram illustrating a 2D 
barcode printed using an example process for providing a 
2D barcode, according to an example embodiment of the 
present disclosure. 
0031 FIG. 7 includes a flowchart illustrating an example 
process for providing a 2D barcode, according to an example 
embodiment of the present disclosure. 
0032 FIG. 8 is a flow diagram illustrating a portion of 2D 
barcode printed using an example process for providing a 
2D barcode, according to an example embodiment of the 
present disclosure. 
0033 FIG. 9 includes a flowchart illustrating an example 
process for providing a 2D barcode, according to an example 
embodiment of the present disclosure. 
0034 FIG. 10A is a block diagram of an example set of 
information modules printed using an example process for 
providing a 2D barcode, according to an example embodi 
ment of the present disclosure. 
0035 FIG. 10B is a block diagram of an example set of 
information modules printed using an example process for 
providing a 2D barcode, according to an example embodi 
ment of the present disclosure. 
0036 FIG. 10C is a block diagram of an example set of 
information modules printed using an example process for 
providing a 2D barcode, according to an example embodi 
ment of the present disclosure. 
0037 FIG. 11 includes a flowchart illustrating an 
example process for providing a 2D barcode, according to an 
example embodiment of the present disclosure. 
0038 FIG. 12 includes a flowchart illustrating an 
example process for reading a 2D barcode, according to an 
example embodiment of the present disclosure. 
0039 FIG. 13 includes a flowchart illustrating an 
example process for reading a 2D barcode, according to an 
example embodiment of the present disclosure. 
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0040 FIG. 14 is a block diagram of a 2D barcode 
providing system, according to an example embodiment of 
the present disclosure. 
0041 FIG. 15A is a block diagram of a 2D barcode 
reading system, according to an example embodiment of the 
present disclosure. 
0042 FIG. 15B is a block diagram of a 2D barcode 
reading system, according to an example embodiment of the 
present disclosure. 
0043 FIG. 16 is a block diagram of a 14x14 Data Matrix 
symbol encoding the data “1234567890, according to an 
example embodiment of the present disclosure. 
0044 FIG. 17 is an illustration of Codeword and utah 
placement and bitmap matrix for a 14x14 Data matrix 
symbol, according to an example embodiment of the present 
disclosure. 

0045 FIG. 18 is a Schematic of the general codeword 
placement within a 10x10 Data Matrix bitmap, according to 
an example embodiment of the present disclosure. 
0046 FIG. 19 is a block diagram of Invariant utah 
placement in all practical sizes of Data Matrix symbols, 
according to an example embodiment of the present disclo 
SU 

0047 FIG. 20 is a representation of a 14x14 bitmap and 
utah placement within a 16x16 Data Matrix symbol, accord 
ing to an example embodiment of the present disclosure. 
0048 FIG. 21 is a representation of Utahs used in the 
GS1 AI (90) string and placement of the 15 BCH(15.5,7) 
encoding bits, according to an example embodiment of the 
present disclosure. 
0049 FIG. 22 is a block diagram of a 16x16 Data Matrix 
using W->X sensor dye chemistry and encoding the GS1 AI 
(90) string, according to an example embodiment of the 
present disclosure. 
0050 FIG. 23 is a Detail of utahs 1-7 in FIG. 7, according 
to an example embodiment of the present disclosure. 
0051 FIG. 24 is a block diagram of the 16x16 Data 
Matrix of FIG. 7 with unactivated, overprinted sensor dye 
modules, according to an example embodiment of the pres 
ent disclosure. 

0052 FIG. 25 is a block diagram of a 16x16 Data Matrix 
using X->B sensor dye chemistry and encoding the GS1 AI 
(90) string, according to an example embodiment of the 
present disclosure. 
0053 FIG. 26 is a Detail of utahs 1-7 in FIG. 25, 
according to an example embodiment of the present disclo 
SUC. 

0054 FIG. 27 is a block diagram of the 16x16 Data 
Matrix of FIG. 25 with unactivated, overprinted sensor dye 
modules, according to an example embodiment of the pres 
ent disclosure. 

0055 FIG. 28 is a Detail of a 16x16 Data Matrix encod 
ing the data of Table 8 showing a 4x4 frame area, according 
to an example embodiment of the present disclosure. 
0056 FIG. 29 is a block diagram of an Underlying 16x16 
Data Matrix encoded using the data on Table 8, according to 
an example embodiment of the present disclosure. 
0057 FIG. 30 is a block diagram of the 16x16 Data 
Matrix of FIG. 29 with an overprinted 4x4 white frame, 
according to an example embodiment of the present disclo 
SUC. 

Abbott Laboratories 
Exhibit 1005 

Page 030



US 2016/029248.6 A1 

0058 FIG. 31 is a block diagram of the 16x16 Data 
Matrix of FIG. 30 showing an overprinted and activated 
sensor dye patch, according to an example embodiment of 
the present disclosure. 

DETAILED DESCRIPTION OF EXAMPLE 
EMBODIMENTS 

0059 Prior approaches have been with one-dimensional 
(linear or 1D) barcodes that either become unreadable or 
change with stimuli. Noteworthy, are the FreshCode smart 
barcode labels supplied by Varcode Ltd. See: http://www. 
Varcode.com/portfolio item/freshcode?). 
0060. There have been a plurality of 1D barcode patent 
applications including Nemet et al., US20140252096 A1. 
While combining environmental measurements into data 
value of 1D barcodes has been generally described, the 
techniques applicable to 1D barcodes do not appear to be 
applicable to two-dimensional (2D) barcodes with environ 
mental monitoring. 
0061 The area taken by 1D barcodes limit their practi 
cality in applications were space is critical, e.g., unit of use 
applications, vials, etc. Two-dimensional barcodes with high 
density encoding technologies, for example Data Matrix, 
could have an encoded area approximately 30 times or more 
Smaller in practice than a 1D barcode representing the same 
data. 

0062 Prior applications involving 2D barcodes have not 
addressed environmental monitoring and focus on high 
density of information stored that is static and not sensitive 
to environmental factors such as temperature, time, time 
temperature product, freezing, nuclear radiation, toxic 
chemicals, or the like. 
0063 Some solutions have addressed having two sets of 
data, primary/secondary or covert/overt data, whereby the 
second set of information is stored into the redundant space 
of the barcode and can be read with a conventional reader or 
independently using a second reader or other decrypting 
methods. While these solutions including the secondary/ 
covert data have addressed matters such as security and 
authenticity, none have addressed environmental monitoring 
where data is dynamic. A pending US Patent Application by 
Porter et al. US 2013.0015236 A1 High-value document 
authentication system and method and references contained 
therein describe primary and secondary information sets and 
the application to document authentication. 
0064. Other solutions have addressed multiple sets of 
data, primary/secondary/tertiary etc., whereby different data 
sets (secondary, tertiary, etc.) are progressively stored over 
the prior set. Multiple information sets are incrementally 
added, for example, by printing over the prior set with 
different color modules and then decrypting the data utiliz 
ing readers configured to interpret various color modules. 
See for example Simske et al., US20140339312 A1. These 
Solutions are progressively introducing static data one layer 
at a time and address matters pertaining to tracking, tracing, 
inspection, quality assurance and not dynamic environmen 
tal data. 

0065. Some example embodiments described in this dis 
closure provide a unique way of combining preprinted data 
together with coded sensor information in a two-dimen 
sional barcode on a media. The preprinted data and coded 
sensor information may be combined in a single step, or the 
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coded sensor information may be added dynamically to the 
preprinted data in a secondary step depending on the actual 
planned sensor usage. 
0066. A sensor dye chemistry may be employed where 
the sensed property is an environmental, physical, or bio 
logical property. A specified condition of the sensed property 
causes activation of a chemical or physical state change 
resulting in a change in the color state of the sensor dye. The 
change in the color state results in sensor digital information 
being revealed in the pattern of sensor dye modules within 
the sensor-augmented two-dimensional barcode. Sensor 
digital information is recovered when the barcode is read 
using an extension of the standard reading and error correc 
tion algorithms for the two-dimensional barcode symbology 
1. SC. 

0067 Examples of environmental sensors include tem 
perature monitors, measuring either cumulative heat expo 
Sure or passing beyond a set high or low temperature 
threshold value(s); time, time-temperature product, nuclear 
radiation exposure monitors; gas or humidity exposure 
monitors each passing above a cumulative exposure thresh 
old or an instantaneous threshold value. Examples of medi 
cal sensors include recording patient thermometers; thresh 
old assays measuring levels to biological toxins such as 
aflatoxin or botulism toxin; and includes colorimetric immu 
noassays for sensing of the presence of biological agents 
Such as prions or biological organisms such as infectious 
bacteria. 

0068 Block diagrams of an example data structure 100 of 
a two dimensional (2D) barcode, an example data structure 
of the encoded data of a 2D barcode, an example data 
structure of the content data of a 2D barcode, and an 
example data structure of the reference data of a 2D barcode 
are shown in FIG. 1A, FIG. 1B, FIG. 1C, and FIG. 1D 
respectively. The 2D barcode includes encoded data 104 and 
reference data 106. The encoded data 104 may include 
content data 108 and format and version data 110. The 
content data 108 may include payload data 112, padding data 
114, error detection and correction data 116, and remainder 
space 118. The format and version data 110 provides infor 
mation needed to decode the content data 108. For example, 
the format and version data 110 may include mask infor 
mation. The reference data 106 is the data required to 
identify which protocol is being used and allows a reader to 
locate and scan the 2D barcode. The reference data 106 may 
include alignment data 124, finder data 126, timing data 128, 
positioning data 130, and orientation data 132. The payload 
data may include static data 134 and dynamic data 136. For 
example, as illustrated in FIGS. 2A, 2B, 2C, and 2D 
discussed in further detail below, the positioning data 130 
may include a position block 138 or positioning modules, 
and the finder data 126 may include a finder pattern 142 or 
finder modules. Additionally, the alignment data 124 may 
include an alignment block 146. The timing data 128 may 
include a timing pattern 148. The reference data 106 may 
also include separators, identification modules, and orienta 
tion modules. 

0069. Example 2D barcodes are shown in FIG. 2A and 
FIG. 2C and their respective reference data 106 and format 
and version data 110 are shown in FIG. 2B and FIG. 2D. 
FIG. 2A includes all the encoded data 104 and reference data 
106 for a 2D barcode 156 (e.g., Data Matrix). FIG. 2B shows 
only the reference data 106 for a 2D barcode 156. For 
example, the reference data 106, which includes the finder 
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pattern 142 and the timing pattern 148, encloses the content 
data 108 of the 2D barcode 156. FIG. 2C includes all the 
encoded data 104 and reference data 106 for a 2D barcode 
158 (e.g., QR code). FIG. 2D shows only the reference data 
106 for a 2D barcode 158. For example, the reference data 
106 may include the position blocks 138, the alignment 
block 146, and the timing patterns 148. 
0070 A representation of a 2D barcode 156 is shown in 
FIG. 3A and FIG. 3B. A representation of a 2D barcode 158 
is shown in FIG. 3C and FIG. 3D. The representation of each 
2D barcode shows the reference data region 160 and the 
encoded data region 162. The encoded data region 162 may 
include static data 134, dynamic data 136, and error detec 
tion and correction data 116. Also, the 2D barcode 156 may 
include a plurality of unused bits which may not be used for 
encoded data 104 or providing reference data 106. The 2D 
barcode 158 may include remainder space 118 which may 
include a plurality of unused bits. 
0071. Some examples described herein employ Data 
Matrix, although it will be appreciated that similar 
approaches may be employed with other two dimensional 
bar codes schemes by varying the approach to conform with 
the applicable 2D barcode standard. Data Matrix is a two 
dimensional error-correcting barcode symbol formed in 
compliance with ISO/IEC 16022 Information technology— 
automatic identification and data capture techniques—Data 
Matrix barcode symbology specification. The ECC 200 Data 
Matrix symbology utilizes Reed-Solomon error correction 
to recover the encoded data from symbols which have 
suffered a limited amount of accidental damage or deliberate 
alternation. All Data Matrix referred to herein are of the 
ECC 200 symbol type, and may be either square or rectan 
gular in shape, and are identified by the number of rows and 
columns respectively. 
0072 Data is encoded in a Data Matrix as a sequence of 
8-bit codewords, or symbol character values. Codewords 
may either contain data or Reed-Solomon error correction 
(RSEC) check character values. It will be appreciated that 
the general approach described herein may use other code 
word sizes, other data layouts, and other forms of error 
correcting codes, and that this common Data Matrix is only 
described as an example. 
0073. Each module is a visual cell in matrix comprising 
the Data Matrix symbol that is used to encode one bit of 
data. Each module is colored either nominally black or 
nominally white. The module matrix is the visual manifes 
tation of the binary bitmap matrix contained with the area of 
the symbol bounded by the Finder Pattern. The Finder 
Pattern may be an L formed by connected solid lines along 
two edges of the symbol module matrix, with an alternating 
pattern of white and black modules along the opposite edges 
of the symbol. See FIG. 16. It will be appreciated that in 
other bar code symbologies, other finder patterns may be 
employed. 
0074 FIG. 16 illustrates a 14x14 square Data Matrix320 
encoding the data “1234567890. This Data Matrix has two 
parts: the Finder Pattern forming an L formed by connected 
solid lines 312a and 312b along two edges of the symbol 
with an alternating pattern of white and black modules 322a 
and 322b along the opposite edges of the symbol. Symbol 
codewords are encoded in the 12x12 module matrix. 330 
interior to the Finder Pattern. 

0075. The detailed structure of the 12x12 module matrix 
330 of the 14x14 Data Matrix 320 is shown as the bitmap 
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matrix 200 in FIG. 17. A 14x14 Data Matrix contains 18 
codewords, each formed of eight modules corresponding to 
the eight bits of the codeword, referred to as a “utah.” The 
12x12 bitmap matrix shows the layout of all the 18 code 
words in a 14x14 Data Matrix. 
0076 A“utah” is an arrangement of 8 modules to encode 
1 codeword. It may be arranged either as a single connected 
group with a pattern frequently in the shape of the State of 
Utah, or formed as two subgroups of connected modules 
split across two patterns. The contiguous utah 270 encoding 
codeword 9 shows the typical arrangement of bits within a 
contiguous utah. Conversely, the utah for codeword 4 con 
sists of two smaller subgroups: Subgroup 272a at the top of 
the bitmap matrix 200 encoding bits 4.3 through 4.8, and 
subgroup 272b at the bottom of the bitmap matrix encoding 
bits 4.1 and 4.2. 
0077. The general layout of codeword utah placement 
within a 10x10 Data Matrix bitmap matrix 300 is shown in 
FIG. 18. Trace lines 310 shows the overall method for 
placing codeword utahs within a bitmap matrix. Note in 
comparing FIGS. 17 and FIG. 18 that the placement of: 
0078 All bits of utah 2 
0079 Utah 3 bits 3.6-3.8 
0080 Utah 4 bits 4.3-4.8 
0081 All bits of utahs 5 and 6 
I0082. These bit positions in identical positions relative to 
the upper left-hand corner (ULC) of the Data Matrix symbol. 
In accordance with ISO/IEC 16022 standard Annex F.3, all 
square Data Matrix symbols up to size 26x26 and all 
rectangular Data Matrix symbols, these bit positions are 
invariant in their placement relative to the ULC of each Data 
Matrix symbol. These bit positions define an “invariant 
bitmap' for Data Matrix symbols. It will be appreciated that 
other barcode standards may have different invariant bit 
maps. In FIG. 19, invariant bitmap 410 is shown in the ULC 
of Data Matrix symbol 405. To define terminology, the 
printed Data Matrix symbol prior to augmentation with 
sensor modules is referred to as the “underlying Data Matrix 
symbol; its codeword sequence as the “underlying symbol 
codeword sequence' encoding “underlying data codewords 
and their RSEC error correction codewords'. It will be 
appreciated that other symbologies have their own underly 
ing symbols, underlying codeword sequences, underlying 
data codewords and error correction codewords, depending 
on the particular type of error correction employed. 
I0083 FIG. 4 includes a flowchart of an example process 
400 of providing a 2D barcode. Although the process 400 is 
described with reference to the flowchart illustrated in FIG. 
4, it will be appreciated that many other methods of per 
forming the acts associated with the process 400 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
I0084. The example process 400 may begin with deter 
mining a set of payload data 112 which includes a set of 
static data 134 and a set of dynamic data 136 (block 402). 
For example, the set of static data 134 may include a serial 
number, a lot number, a batch number, and a threshold 
exposure temperature for a product (e.g., 30° C.). Addition 
ally, the set of dynamic data 136 may include information 
that when decoded by a reader informs a user whether the 
product exceeded the threshold exposure temperature. Next, 
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a 2D barcode which includes an encoded version of the set 
of Static data is generated, and the 2D barcode includes 
redundant space (block 404). In an example embodiment, 
the redundant space may include a plurality of unused bits, 
a padding region, and/or error detection and correction 
region (e.g., remainder space 118). Additionally, the redun 
dant space may include a format information region, a 
version information region, and/or a reference data region. 
Furthermore, the redundant space may include all of the 
remainder space and/or all of the plurality of unused bits. 
Additionally, the redundant space may include a portion of 
the padding data, or may include all of the padding data. The 
redundant space may also include a portion of the content 
data, a portion of the reference data, or a combination of 
various portions and/or all of data included in the content 
data and the reference data. Next, at least part of the 
redundant space is designated as a dynamic region which is 
adapted to store the set of dynamic data 136 (block 406). 
Next, the 2D barcode is printed using a static ink and an 
encoded version of the set of the dynamic data on the 
dynamic region using a dynamic ink which changes states 
responsive to at least one environmental change. Such that 
the set of dynamic data 136 is in one of a plurality of states 
(block 408). In an example embodiment, the set of dynamic 
data 136 is readable by a reader of the 2D barcode and the 
set of static data 134 is readable by the reader of the 2D 
barcode when the set of dynamic data 136 is in each one of 
the plurality of states. In an example embodiment, the 
dynamic ink may be sensitive to an environmental factor 
Such as temperature, time, time and temperature, freezing, 
radiation, toxic chemicals, or a combination of Such factors, 
or the like. In an example embodiment, the ink may be a 
thermochromic ink. For example, the dynamic ink may be a 
water-based irreversible thermochromic ink designed to 
change permanently from white to black at 40° C. Addi 
tionally, the thermochromic ink may be reversible. For 
example, the reversible thermochromic ink may be a liquid 
crystal ink or a leuco dye ink (examples include QCR 
Solutions Reversible Thermochromic Inks and H. W. Sands 
Corporation inks). In an example embodiment, the ink may 
be a photochromic ink which may be either reversible or 
irreversible. For example, the dynamic ink may change 
states based upon exposure to UV light. Additionally, the ink 
may be an ink sensitive to time and temperature (an example 
includes the OnVu indicator). The dynamic ink may change 
from a darker color to a lighter color, a lighter color to a 
darker color, may change levels of transparency or opacity, 
and/or may change levels of reflectivity or absorptivity, or 
may change any other Suitable characteristic allowing the 
barcode to be readable in one or more states by a reader. For 
example, a dynamic ink may change from a lighter color to 
a dark blue, which may be readable by a reader as black. 
Moreover, any suitable combination of colors may be used 
for the states of one or more dynamic inks. 
0085. In an example embodiment, the dynamic ink may 
permanently change or irreversibly change in response to an 
environmental factor. For example, a certain chemical may 
experience thermal degradation when it is exposed to a 
certain temperature. A Supplier may want to know if the 
chemical ever reached a temperature above 30° C. during 
transportation and storage. If the dynamic ink irreversibly 
changes, the set of dynamic data 136 may be decoded to 
inform the Supplier that the chemical was exposed to a 
temperature above 30° C. and that the contents of the 
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container may have experienced thermal degradation. Pro 
viding a 2D barcode with the set of dynamic data 136 in the 
redundant space advantageously allows an individual to use 
a reader to read the 2D barcode both before the dynamic ink 
has activated and after the dynamic ink has activated from 
the set of dynamic data 136 in a first state to represent a set 
of dynamic data 136 in a second state. For example, the 
original 2D barcode is still readable and allows a reader to 
obtain the set of static data 134, such as serial number, lot 
number, and batch number even after the set of dynamic data 
136 is in a second state, this advantageously allows both the 
set of static data 134 and the set of dynamic data 136 to be 
printed on the same 2D barcode without losing the static data 
134 upon the set of dynamic data 136 changing from the first 
state to the second state. 

I0086 A sensor dye chemistry is utilized to detect the 
change in condition of a sensed environmental or medical 
property. Since Data Matrix modules are nominally either 
black or white, 6 types of sensor dye chemistries may be 
utilized as shown in Table 1. Here “B” refers to black color 
state: “W' refers to white color state; and “X” refers to the 
dye being in a transparent color state. 

TABLE 1. 

Types and Color Properties of Selected Sensor Dye Chemistries 

Sensor dye chemistry Unactivated State Activated State 

W-eX White Transparent 
W-eB White Black 
B-sW Black White 
B-six Black Transparent 
X-eW Transparent White 
X-eB Transparent Black 

I0087. It is assumed that black and white dye color states 
are opaque and thus hide the underlying color when in either 
the black or white state. However, when a dye is in the 
transparent color state (X), the underlying color is now 
visible. 

I0088 Since sensor dye module patterns can be either 
overprinted on either black or white modules of the Data 
Matrix symbol, or printed in place of Data Matrix modules, 
the color state of the sensor dye modules in the Data Matrix 
symbol changes upon sensor dye chemistry activation. Dif 
ferent sensor dye chemistry systems have different proper 
ties with respect to encoding sensor data. 
I0089. The sensor dye systems which go from the colored 
to transparent state are typically used with an underlying bit 
pattern that is printed in the Data Matrix, and all of the bits 
in that pattern are covered with sensor dye creating a 
uniform black or white color state covering those modules 
until activated. Once activated, the sensor dye turns trans 
parent and the underlying bit pattern in the Data Matrix 
barcode is visible. Alternately dye systems which go from 
transparent color state to a black or white color state may 
selectively cover modules of a uniform black or white 
pattern printed in the Data Matrix symbol, and upon acti 
Vation, the data encoded in the sensor dye module pattern is 
now visible. This latter system has the advantage that the 
sensor dye encoded data may be determined at the time of 
printing of the sensor dye modules which may be at a 
different time and location than the pre-printing of the Data 
Matrix symbol. 
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0090. In the example, the sensor dye chemistry in use can 
be accurately printed on a module by module basis over a 
preprinted Data Matrix module, or printed in place of Data 
Matrix module. For example, this may be done on a multi 
station printing press. Another method of doing this is 
on-demand through the use of a 2-channel piezoelectric 
inkjet printer, where one channel contains black ink for 
printing the Data Matrix and the other channel contains 
sensor dye to be printed either on top of or in place of Data 
Matrix modules. The final Data Matrix symbol, augmented 
by the addition of sensor modules, is one example of a 
“sensor-augmented two-dimensional barcode symbol'. 
0091) If a 2-channel inkjet printer is used, then the sensor 
dye chemistry in use should be known at the time of printing, 
especially if sensor modules are printed in place of nor 
mally-printed Data Matrix symbol modules. 
0092. In the case of overprinted sensor modules where 
the sensor dye chemistry is known at the time of printing the 
underlying Data Matrix, it is possible to encode indicator 
bits itself which specify the dye system in use. Indicator bits 
in the underlying Data Matrix are over printed with sensor 
dye modules. Use of these indicator bits will enable the Data 
Matrix reader to know what dye system is in use and its 
activation state and thus how to interpret a scanned Data 
Matrix symbol. 
0093. Note that in Table 2, O=white and 1=black for each 
indicator bit. Only the 4 most common dye chemistries, 
where one of the states is transparent and the other is either 
black or white, are coded by the indicator bits. 

TABLE 2 

Indicator Bits for the Most Common SensOr Dye Chemistries 

Sensor Dye Data Matrix Printed Indication. Before Indication. After 
System Bits 3.6 and 3.7 Sensor Activation Sensor Activation 

W-eX 11 OO 11 
B-six OO 11 OO 
X-eB 10 10 11 
X-eW O1 O1 OO 

0094. The value of the printed indicator bits may be 
recovered from the scanned image regardless of whether it 
is before or after sensor activation, and may be compared 
with the indicator bits read from the underlying Data Matrix. 
Then both the dye system and activation state are deter 
mined according to Table 3. 

TABLE 3 

Recovering the Activation State and Indicator Bits from the 
Scanned Image 

Underlying Data Scanned Sensor Dye Sensor Dye 
Matrix Indicator Bits Indicator Bits System State 

OO OO B-six Activated 
OO 11 B-six Unactivated 
O1 OO X-eW Activated 
O1 O1 X-eW Unactivated 
10 10 X-eB Unactivated 
10 11 X-eB Activated 
11 OO W-eX Unactivated 
11 11 X-eW Activated 
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0.095 The colors values of sensor dye modules them 
selves may be used to encode sensor data which either only 
becomes visible or changes due to module color state change 
upon sensor dye activation. 
0096 encoding this sensor data itself in an error correct 
ing code is useful when the sensor color change activation 
threshold is not precise for each sensor dye module; where 
the entire sensor-augmented two-dimensional barcode may 
not have been exposed uniformly to the condition activating 
each sensor dye module; or when sensor modules may be 
missing or damaged. 
0097 Here it is assumed that the sensor module colors 
may be binarised to 0 or 1. For example 5 bits of sensor 
module color data may encode two useful pieces of data: 
The sensor product type and the activation condition. The 
associated parameters may encoded using internal tables 
indexed by the 5-bit data value. 
0098. Many types of error correcting codes may be used 
to encode sensor digital information. Typically encoded is a 
sensor dye bit pattern of binary-encoded sensor data. Useful 
error correcting codes include Hamming Codes, Bose 
Chaudhuri-Hocquenghem Codes, Golay Codes, Simplex 
Codes, Reed-Muller Codes, Fire Codes, Convolutional 
Codes, and Reed-Solomon Codes. 
0099. As an example, Bose-Chaudhuri-Hocquenghem 
BCH (n.k.t) binary error correcting codes are well known for 
encoding a string of binary data; here a string of k bits are 
within an n-bit length code with Terror correction bits. Up 
to (t div 2) bits may be error corrected. For example, the QR 
Code and Ultracode 2-dimensional barcode symbologies use 
a BCH(15.5.7) code which can encode k=5 bits in n=1.5 bits 
and correct up to (7 div 2)=3 bit errors. There are standard 
decoding and error correction techniques for decoding and 
error correcting these codes. Table C.1 in Annex C of 
ISO/IEC 18004 Information technology—Automatic iden 
tification and data capture techniques—QR Code 2005 bar 
code symbology specification gives the complete 15 bit code 
sequences for data values 0, 1... 31. ISO/IEC 18004 Table 
C.1 is summarized in Table 4. Data Values 0 and 31 are 
reserved and not to be encoded, as they represent unacti 
vated dye module states: Data value 0 (all BCH bits=0) for 
W->X and W->B Sensor dye chemistries; data value 31 (all 
BCH bits=1) for B->X and B->W sensor dye chemistries. 

TABLE 4 

BCH (15.5, 3) Encoding of 5 Bits of Sensor Data 

5-Bit Data BCH (15.5, 3) Encoding 

Value Bit 15 BitS 14->8 Bits 7->1 

O O OOOOOOO OOOOOOO 
1 O OOO1010 O110111 
2 O OO10100 1101110 
3 O OO11110 1011 OO1 
4 O O1 OOO11 1101011 
5 O O101001 1011100 
6 O O110111 OOOO101 
7 O O111101 O110010 
8 O 1OOO111 1010110 
9 O 1001101 11 OOOO1 
10 O 1010011 O111OOO 
11 O 1011 OO1 OOO1111 
12 O 1101110 O111101 
13 O 1101110 OOO1010 
14 O 111 OOOO 1010011 
15 O 1111010 1100100 
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TABLE 4-continued 

BCH (15.5, 3) Encoding of 5 Bits of Sensor Data 

5-Bit Data BCH (15.5, 3) Encoding 

Value Bit 15 BitS 14->8 Bits 7->1 

16 OOOO101 OO11011 
17 OOO1111 O101100 
18 OO1OOO1 1110101 
19 OO11011 1110101 
2O O100110 1OOOOOO 
21 O101100 1OOO111 
22 O110010 OO11110 
23 O111 OOO O101001 
24 1OOOO10 1001101 
25 1001 OOO 1111010 
26 1010110 O1 OOO11 
27 1011100 OO10100 
28 11 OOOO1 O1 OO110 
29 1101001 OO1 OOO1 
30 1110101 1001OOO 
31 1111111 1111111 

0100 Recovery of the sensor bit data when BCH(15,5,7) 
is encoded in a Data Matrix symbol (whether the sensor bits 
have been activated or not) may be done by first recovering 
the sensor digital information from Scanning and decoding 
on the sensor-augmented two-dimensional barcode symbol. 
From the particular sensor dye module pattern, extract the 
15-bit BCH-encoded binary number. Note that there are 
many standard methods for decoding and error-correcting 
BCH encoded data. The classic Peterson-Gorenstein Zierler 
Decoder is discussed in R. E. Blahut, “Theory and Practice 
of Error Control Codes (corr: edition)”, 1983 (ISBN-10: 
0-201-10102-5), p. 166. A useful and practical algorithm for 
a BCH(15.5,7) decoding is given by S. A Vanstone and P. C. 
van Oorschot, “An Introduction to Error Correcting Codes 
with Applications'', 1989 (ISBN-10: 0-7923-9017-2), p. 
219. Using any method for decoding and error-correcting 
BCH(15.5.7) encoded data, extract the 5-bit sensor data. 
0101. Other types of sensor digital information may be 
encoded in the sensor dye module pattern. This includes 
visual patterns and images of any type, such as ISO or ANSI 
or ISO warning signs and symbols, or any other type of 
designed graphic. The number of bits which are encoded and 
the number of utahs deliberately damaged in the process 
(which is affected by the physical extent of the visual pattern 
on the underlying Data Matrix symbol) as well as the size of 
the underlying Data Matrix and its available number of 
RSEC codewords all affect the visual pattern and image 
encoding capability. 
0102 Sensor dye module patterns may also be encoded 
after the underlying Data Matrix symbol has been pre 
printed. This allows different technologies to be used for 
printing the underlying Data Matrix and later printing the 
sensor dye module pattern. This also allows different kinds 
of sensor dye chemistries to be used on a previously printed 
Data Matrix without that sensor dye chemistry being known 
at the time that the underlying Data Matrix itself was 
printed. 
0103) In an example embodiment, a non-privileged 
reader may be capable of reading the static data 134 and may 
not be capable of reading the dynamic data 136 of the 2D 
barcode. In another example embodiment, only privileged 
readers may be capable of reading the static data 134 and the 
dynamic data 136 of the 2D barcode. In some cases, having 
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dynamic data 136 on a barcode that cannot be read by 
non-privileged readers may advantageously allow a manu 
facturer or supplier to include information on a 2D barcode 
that they may not want to provide to the public or a 
customer. Additionally, having a privileged reader that may 
read both the static data 134 and the dynamic data 136 
advantageously allows an individual using the privileged 
reader to obtain both the static data 134 and the dynamic 
data 136 without having to use multiple readers. 
0104 FIG. 5 is a flow chart diagram 500 illustrating an 
example 2D barcode printed using process 400. As shown in 
FIG. 5, the 2D barcode is printed by a process 502 with an 
encoded version of the set of dynamic data on the dynamic 
region 192. In this example, the set of dynamic data 136 is 
printed on a plurality of unused bits 120 in the lower right 
hand corner of the 2D barcode. The dynamic ink 198 is used 
on the upper left hand and bottom right hand information 
modules of the plurality of unused bits 120. After the 
dynamic region is printed with the dynamic ink 198, the 
barcode is in a first state 504 (i.e., the dynamic ink 198 has 
not activated yet). The dynamic ink 198 used in the dynamic 
region 192 activates to a solid black color upon exposure to 
a specified environmental change 506. Once the 2D barcode 
is exposed to the environmental change 506, the set of 
dynamic data 136 in the dynamic region 192 changes and the 
2D barcode changes to a second state 508 and conveys the 
information of the environmental change 506 to a reader. 
0105 FIG. 6A is a textual representation of a set of static 
data 134 and a set of dynamic data 136 that may be encoded 
into a 2D barcode, and FIG. 6B is an example of textual 
dynamic data encoded as binary information modules. FIG. 
6C and FIG. 6D are flow chart diagrams illustrating the 
dynamic data of a 2D barcode changing from a first state to 
a second state. For example, the set of static data 134 
includes product information such as serial number (SN), 
batch number (BN), and lot number (LN). In this example, 
the serial number is 498760003, the batch number is 654, 
and the lot number is 35A1. The set of static data 134 does 
not change. Additionally, the set of dynamic data 136 is 
shown in a first state 210 (top) and a second state 212 
(bottom) in FIG. 6A. For example, the set of dynamic data 
136 may be printed with a dynamic ink 198 that changes 
from a first state 210 to a second state 212 upon reaching a 
threshold exposure temperature above 30° C. The textual 
representation of the set of dynamic data 136 in the first state 
210 is “K” (i.e., less than) the threshold exposure tempera 
ture specified in the set of static data 134, and the textual 
representation of the set of dynamic data 136 in the second 
state 212 is “c” (i.e., greater than) the threshold exposure 
temperature specified in the set of static data 134, in this case 
30°C. In an example embodiment, the 2D barcode may be 
encoded using a binary 8-bit representation of the set of 
static data 134 and the set of dynamic data 136, as shown in 
FIG. 6B. For example, the binary representation of "< may 
be "00111100” and the binary representation of “>' may be 
"00111110.” In the present example, binary zero (0) bits are 
colored white and the binary one (1) bits are colored black. 
It should be appreciated that various other color combina 
tions may be used to print the 2D barcode, and various other 
encoding methodologies may be used. The colors of black 
and white and binary (8-bit) encoding have been provided 
for illustrative purposes. FIG. 6C represents a 2D barcode 
with the set of dynamic data 136 in a first state 210 
transitioning to a second state 212 in response to an envi 
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ronmental change such as the temperature rising above 30° 
C. For example, the dynamic ink 198 used in the 2D barcode 
represented in FIG. 6C shows a dynamic ink 198 that 
activates from white to black in response to an a temperature 
greater than the threshold exposure temperature. In another 
example embodiment, shown in FIG. 6D, the dynamic ink 
198 may activate from black to white in response to an 
environmental change 506, Such as freezing or exposure to 
a threshold exposure temperature below 0°C. 
0106 FIG. 7 includes a flowchart of an example process 
420 of providing a 2D barcode as illustrated in FIG. 8, 
discussed in further detail below. Although the process 420 
is described with reference to the flowchart illustrated in 
FIG. 7, it will be appreciated that many other methods of 
performing the acts associated with the process 420 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
0107 The example process 420 may begin with deter 
mining a set of static data 134 (block 422). For example, the 
set of static data 134 may be a serial number, a batch 
number, and/or a lot number, etc. Next, a set of dynamic data 
136 is determined (block 424). In an example embodiment, 
the set of dynamic data 136 may have a first state 210 and 
a second state 212. For example, dynamic data 136 in a first 
state may be unexposed to UV light while the dynamic data 
136 in a second state may be exposed to UV light. Addi 
tionally, dynamic data 136 in a first state may be a tempera 
ture less than 30°C. while the dynamic data 136 in a second 
state may be a temperature greater than 30° C. Then, a first 
2D barcode is generated (block 426). For example, a com 
puter may generate the first 2D barcode based on inputs of 
the set of static data 134 and the set of dynamic data 136 in 
the first state 210. In an example embodiment, the first 2D 
barcode may include an encoded version of the set of static 
data and the encoded version of the set of dynamic data 196 
in the first state 210. Additionally, the set of static data 134 
and the set of dynamic data 136 in the first state 210 may 
include a first plurality of information modules 218 and a 
second plurality of information modules 220. For example, 
the first plurality of information modules 218 may be black 
modules and the second plurality of information modules 
220 may be white information modules. Then, a second 2D 
barcode is generated (block 428). For example, a computer 
may generate the second 2D barcode based on inputs of the 
set of static data 134 and the set of dynamic data 136 in the 
second state 212. In an example embodiment, the second 2D 
barcode may include an encoded version of the set of static 
data and an encoded version of the set of dynamic data 196 
in the second state 212. Additionally, the set of static data 
134 and the set of dynamic data 136 in the second state 212 
may include a third plurality of information modules 224 
and a fourth plurality of information modules 226. For 
example, the third plurality of information modules 224 may 
be black modules and the fourth plurality of information 
modules 226 may be white information modules. It should 
be appreciated that the first plurality of information modules 
218 and the third plurality of information modules 224 may 
be white while the second plurality of information modules 
220 and the fourth plurality of information modules 226 may 
be black. Furthermore, it should be appreciated that the first 
plurality of information modules 218 and the third plurality 
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of information modules 224 and/or the second plurality of 
information modules 220 and the fourth plurality of infor 
mation modules 226 may be various colors, levels of trans 
parency, and/or levels of reflectivity, or may have any other 
suitable characteristic allowing the 2D barcode to be read 
able by a reader. In an example embodiment, the third 
plurality of information modules 224 may include all of the 
first plurality of information modules 218 plus a set of one 
or more information modules 228. Additionally, the second 
plurality of information modules 220 may include all of the 
fourth plurality of information modules 226 plus the set of 
one ore more information modules 228. Then, compare the 
first 2D barcode and the second 2D barcode (block 430). For 
example, the first 2D barcode and the second 2D barcode 
may include binary data having values of Zero (0) or one (1), 
which may correspond to each information module being 
colored white for a binary value of Zero (0) and black for a 
binary value of one (1). Then, categorize the information 
modules 214 into a first group 230 and a second group 232 
(block 432). In an example embodiment, the first group 230 
may include common information modules between the first 
plurality of information modules 218 of the first 2D barcode 
and the third plurality of information modules 224 of the 
second 2D barcode. Additionally, the second group 232 may 
include unique information modules of the third plurality of 
information modules 224 of the second 2D barcode. For 
example, a computer may categorize all the black informa 
tion modules that are common to the first 2D barcode and the 
second 2D barcode into the first group 230. Additionally, the 
computer may categorize all the black information modules 
that are unique to the second 2D barcode (i.e., the informa 
tion modules that were white in the first 2D barcode and are 
black in the second 2D barcode) into the second group 232. 
Then, print the 2D barcode using a static ink 194 and a 
dynamic ink 198 (block 434). In an example embodiment, 
the first group 230 may be printed in the static ink 194, and 
the second group 232 may be printed in the dynamic ink 198. 
Additionally, the dynamic ink 198 may be adapted to 
activate in response to the occurrence of a specific environ 
mental factor. In an example embodiment, the dynamic ink 
198 may be sensitive to an environmental factor such as 
temperature, time, time and temperature, freezing, radiation, 
toxic chemicals, or a combination of Such factors, or the like. 
0108. In an example embodiment, the first plurality of 
information modules 218 and the third plurality of informa 
tion modules 224 may be adapted to be visually distinguish 
able from a printing surface 234 and the third plurality of 
information modules 224 and the fourth plurality of infor 
mation modules 226 may be visually indistinguishable from 
the printing surface 234. It should be appreciated that 
various printing techniques may be used that involve print 
ing with ink, dye, paint, and/or any other Suitable material, 
or the like. Additionally, various other techniques may be 
used to change the visual appearance of the printing Surface 
234 of the 2D barcode Such as etching, burning, melting, 
removing material, and/or any other process adapted to print 
a 2D barcode. For example, a printing Surface 234 may 
include a white substrate covered with a black top layer 
which is etched away to reveal the white substrate under 
neath. Additionally, a printing Surface 234 may include a 
blue substrate covered with a yellow top layer, along with 
various other color combinations. 

0109 FIG. 8 is flow diagram illustrating an example 
portion of a 2D barcode printed using process 420. As shown 
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in FIG. 8, the first 2D barcode portion 216 is a portion of an 
example barcode that includes an encoded version of a 
portion of the set of static data and an encoded version of a 
portion of the set of dynamic data 196 in a first state 210. The 
second 2D barcode portion 222 is the portion of the example 
barcode that includes the encoded version of the portion of 
the set of static data and the encoded version of the portion 
of the set of dynamic data 196 in a second state 212. All of 
the black information modules are the first group 230 of 
common information modules between the first plurality of 
information modules 218 of the first 2D barcode portion 216 
and the third plurality of information modules 224 of the 
second 2D barcode portion 222. Additionally, the informa 
tion modules outlined in dotted lines may be the second 
group 232 of unique information modules of the third 
plurality of information modules 224 of the second 2D 
barcode portion 222. For example, the second group 232 of 
information modules may include all of the information 
modules that are changing from white to black when the set 
of dynamic data 136 transitions from the first state 210 to the 
second state 212. Only using one dynamic ink 198 advan 
tageously allows the 2D barcodes to be printed in a more 
efficient and cost effective manner. Additionally, the use of 
only one dynamic ink 198 advantageously reduces the risk 
of the code becoming unreadable due to an offset or delayed 
activation time of multiple dynamic inks. It should be 
appreciated that the example embodiments disclosed herein 
may translate to various 2D barcodes including an Aztec 
Code, Code 1, CrontoSign, CyberCode, DataGlyphs, Data 
Matrix, Datastrip code, EZcode, High Capacity Color Bar 
code, InterCode, MaxiCode, MMCC, NexCode, PDF417, 
Qode, QR code, ShotCode, SPARQCode, and the like. 
0110 FIG. 9 includes a flowchart of an example process 
440 of generating a 2D barcode. Although the process 440 
is described with reference to the flowchart illustrated in 
FIG. 9, it will be appreciated that many other methods of 
performing the acts associated with the process 440 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
0111. The example process 440 may begin with deter 
mining a set of static data 134 (block 442). For example, the 
set of static data 134 may be a serial number, a batch 
number, and/or a lot number, etc. Next, a set of dynamic data 
136 is determined (block 444). In an example embodiment, 
the set of dynamic data 136 may have a first state 210 and 
a second state 212. The set of dynamic data 136 may have 
more than two states. For example, the set of dynamic data 
136 may have a first state 210, a second state 212 (e.g., 
activated by going above 25° C.), and a third state (e.g., 
activated by going above 40° C.). Then, a first 2D barcode 
is generated (block 446). For example, a computer may 
generate the first 2D barcode based on inputs of the set of 
static data 134 and the set of dynamic data 136 in the first 
state 210. In an example embodiment, the first 2D barcode 
may include an encoded version of the set of static data and 
an encoded version of the set of dynamic data 196 in the first 
state 210. Additionally, the set of static data 134 and the set 
of dynamic data 136 in the first state 210 may include a first 
plurality of information modules 218 and a second plurality 
of information modules 220. For example, the first plurality 
of information modules 218 may be black modules and the 
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second plurality of information modules 220 may be white 
information modules. Then, a second 2D barcode is gener 
ated (block 448). For example, a computer may generate the 
second 2D barcode based on inputs of the set of static data 
134 and set of dynamic data 136 in the second state 212. In 
an example embodiment, the second 2D barcode may 
include an encoded version of the set of static data and an 
encoded version of the set of dynamic data 196 in the second 
state 212. Additionally, the set of static data 134 and the set 
of dynamic data 136 in the second state 212 may include a 
third plurality of information modules 224 and a fourth 
plurality of information modules 226. For example, the third 
plurality of information modules 224 may be black modules 
and the fourth plurality of information modules 226 may be 
white information modules. It should be appreciated that the 
first plurality of information modules 218 and the third 
plurality of information modules 224 may be white while the 
second plurality of information modules 220 and the fourth 
plurality of information modules 226 may be black. Fur 
thermore, it should be appreciated that the first plurality of 
information modules 218 and the third plurality of informa 
tion modules 224 and/or the second plurality of information 
modules 220 and the fourth plurality of information modules 
226 may be various colors, levels of transparency or opacity, 
and/or levels of reflectivity or absorptivity, or may have any 
other suitable characteristic allowing the barcode to be 
readable by a reader. Then, the first 2D barcode is compared 
to the second 2D barcode (block 450). For example, the first 
2D barcode and the second 2D barcode may include binary 
data having values of Zero (0) or one (1), which may 
correspond to each information module being colored white 
for a binary value of Zero (0) and black for a binary value of 
one (1). Then, the information modules are categorized into 
a first group 230, a second group 232, and a third group 
(block 452). In an example embodiment, the first group 230 
may include common information modules between the first 
plurality of information modules 218 of the first 2D barcode 
and the third plurality of information modules 224 of the 
second 2D barcode. Additionally, the second group 232 may 
include unique information modules of the third plurality of 
information modules 224 of the second 2D barcode. In an 
example embodiment, the third group may include unique 
information modules of the first plurality of information 
modules 218 of the first 2D barcode. For example, a com 
puter may categorize all the black information modules that 
are common to the first 2D barcode and the second 2D 
barcode into the first group 230. Additionally, the computer 
may categorize all the black information modules that are 
unique to the first 2D barcode into a third group (i.e. the 
information modules that are black in the first 2D barcode, 
but white in the second 2D barcode). Also, the computer 
may categorize all the black information modules that are 
unique to the second 2D barcode into a second group 232 
(i.e., the information modules that were white in the first 2D 
barcode, but are black in the second 2D barcode). Then, the 
2D barcode is printed using a static ink 194, a first dynamic 
ink, and a second dynamic ink (block 454). In an example 
embodiment, the first group 230 may be printed in the static 
ink 194. Additionally, the second group 232 may be printed 
in the first dynamic ink. The first dynamic ink may be 
adapted to activate in response to the occurrence of a specific 
environmental factor. Furthermore, the third group may be 
printed in a second dynamic ink, and the second dynamic ink 
may be adapted to activate in response to the occurrence of 
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the specific environmental factor. For example, the first 
dynamic ink may be printed in white and active to black 
upon reaching 30° C. and the second dynamic ink may be 
printed in black and activate to white upon reaching 30° C. 
It should be appreciated that the first and second dynamic 
ink may be printed in several color combinations. In an 
example embodiment, the first dynamic ink and the second 
dynamic ink may be sensitive to an environmental factor 
Such as temperature, time, time and temperature, freezing, 
radiation, toxic chemicals, or a combination of Such factors, 
or the like. Additionally, in an example embodiment, the first 
dynamic ink and the second dynamic ink may activate 
simultaneously. For example, the first dynamic ink and the 
second dynamic ink may both activate 72 hours after print 
ing Such that the first dynamic ink changes from white to 
black and the second dynamic ink simultaneously changes 
from black to white. Additionally, the first dynamic ink and 
the second dynamic ink may both simultaneously activate 
after a temperature threshold is met (e.g., precision within 
0.1° C. temperature range). Having the first dynamic ink and 
second dynamic ink active simultaneously advantageously 
allows the 2D barcode to be readable at all times because the 
2D barcode will either be in a first state (i.e., the first 2D 
barcode) or a second state (i.e., the second 2D barcode). 
O112 FIG. 10A, FIG. 10B, and FIG. 10C are block 
diagrams of an example set of information modules of a 2D 
barcode printed using process 440. Specifically, FIG. 10A 
shows the first plurality of information modules 218 and the 
second plurality of information modules 220 of the first 2D 
barcode portion 216 (i.e., the set of dynamic data 136 is in 
the first state 210). FIG. 10B shows the third plurality of 
information modules 224 and the fourth plurality of infor 
mation modules 226 of the second 2D barcode portion 222 
(i.e., the set of dynamic data 136 is in the second state 212). 
FIG. 10C shows the first group 230, the third group 238, and 
the second group 232 of information modules, from top to 
bottom respectively. For example, the first group 230 
includes common information modules between the first 
plurality of information modules 218 of the first 2D barcode 
portion 216 and the third plurality of information modules 
224 of the second 2D barcode portion 222, these information 
modules are depicted as cross-hatched modules. The second 
group 232 includes unique information modules of the third 
plurality of information modules 224 of the second 2D 
barcode portion 222, this group of information modules is 
depicted as a black module in the bottom picture in FIG. 
10C. Additionally, the third group 238 includes unique 
information modules of the first plurality of information 
modules 218 of the first 2D barcode portion 216, and this 
group of information modules is depicted by black modules 
in the middle picture of FIG. 10C. In this example, the first 
group 230 may be printed in a static ink 194, the second 
group 232 may be printed in a first dynamic ink 240, and the 
third group 238 may be printed in a second dynamic ink 242. 
For example, the second group 232 may be printed with a 
first dynamic ink 240 adapted to activate (i.e., transition 
from white to black) in response to the occurrence of a 
specific environmental factor. Additionally, the third group 
238 may be printed with a second dynamic ink 242 adapted 
to activate (i.e., transition from black to white) in response 
to the occurrence of the specific environmental factor. It 
should be appreciated that generating a 2D barcode with 
more than one dynamic ink advantageously allows the 2D 
barcode to be printed with larger portions of changing 
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dynamic data that may include error detection and correction 
data 116. For example, by using multiple dynamic inks, the 
2D barcode is capable of changing several different regions 
of the 2D barcode enabling a non-privileged reader to read 
both the set of static data 134 and the set of dynamic data 
136 in a plurality of states to give a plurality of outputs 
without the error detection and correction data 116 over 
writing a designated output. 
0113 FIG. 11 includes a flowchart of an example process 
460 of generating a 2D barcode. Although the process 460 
is described with reference to the flowchart illustrated in 
FIG. 11, it will be appreciated that many other methods of 
performing the acts associated with the process 460 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
0114. The example process 460 may begin with deter 
mining a set of payload data 112 (block 462). In an example 
embodiment, the set of payload data 112 may include a set 
of static data 134 and a set of dynamic data 136. Addition 
ally, the set of dynamic data 136 may have a first state 210 
and a second state 212. Next, a computer may generate a 2D 
barcode (block 464). In an example embodiment, the 2D 
barcode may include an encoded version of the set of static 
data, a dynamic region 192 which is adapted to store an 
encoded version of the set of dynamic data, and error 
detection and correction data 116. Then, a printer may print 
the 2D barcode using a static ink 194 and the encoded set of 
the dynamic data on the dynamic region 192 using a 
dynamic ink 198 (block 466). In an example embodiment, 
the 2D barcode may be attached to various products such as 
food product, pharmaceutical products, etc. In an example 
embodiment, the dynamic ink 198 may change states 
responsive to at least one environmental change. Such that 
the set of dynamic data 136 is in either the first state 210 or 
the second state 212. Additionally, in an example embodi 
ment, the error detection and correction data 116 may 
accommodate for changes in the set of dynamic data 136 in 
the dynamic region 192 such that the 2D barcode may be 
readable by a reader and may produce a first output when the 
set of dynamic data 136 is in the first state 210 and the 2D 
barcode may be readable by a reader and may produce a 
second output when the set of dynamic data 136 is in the 
second State 212. In an example embodiment, the dynamic 
region 192 may be provided in a padding region. Addition 
ally, the dynamic region 192 may be provided at an end of 
a data region. Providing a 2D barcode that includes error 
detection and correction data 116 that accommodates for 
changes in the set of dynamic data 136 advantageously 
allows an individual to use a non-privileged reader and also 
advantageously allows an individual to obtain two different 
output readings using the non-privileged reader. For 
example, without generating a 2D barcode with error detec 
tion and correction data 116 that accommodates for changes 
in the set of dynamic data 136 in the dynamic region 192, a 
non-privileged reader may only produce the first output 
regardless of whether the 2D barcode included a set of 
dynamic data 136 in the first state 210 or a set of dynamic 
data 136 in the second state 212. 

0115 FIG. 12 includes a flowchart of an example process 
470 of reading a 2D barcode. Although the process 470 is 
described with reference to the flowchart illustrated in FIG. 
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12, it will be appreciated that many other methods of 
performing the acts associated with the process 470 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
0116. The example process 470 may begin with a reader 
reading a set of static data 134 included in the 2D barcode 
(block 472). In an example embodiment, the 2D barcode 
may be printed in static ink 194 and dynamic ink 198. 
Additionally, an encoded version of the set of static data may 
be printed in the static ink 194. Next, a reader may read a set 
of dynamic data 136 included in the 2D barcode (block 474). 
In an example embodiment, an encoded version of the set of 
dynamic data 196 may be printed in the dynamic ink 198. 
Additionally, the set of dynamic data 136 may be printed in 
a redundant space on the 2D barcode. Next, the reader may 
generate a first output of the set of static data 134 (block 
476). Then, the reader may generate a second output of the 
set of dynamic data 136 (block 478). In an example embodi 
ment, the second output may depend on which state of the 
one of a plurality of states the dynamic data is in, Such as 
greater than 30° C. or less than 30° C. 
0117 FIG. 13 includes a flowchart of an example process 
490 of reading a 2D barcode. Although the process 490 is 
described with reference to the flowchart illustrated in FIG. 
13, it will be appreciated that many other methods of 
performing the acts associated with the process 490 may be 
used. For example, the order of many of the blocks may be 
changed, many blocks may be intermittently repeated or 
continually performed, certain blocks may be combined 
with other blocks, and many of the blocks described are 
optional or may only be contingently performed. 
0118. The example process 490 may begin with a reader 
reading a set of static data 134 included in the 2D barcode 
(block 492). In an example embodiment, the 2D barcode 
may be printed in static ink 194 and dynamic ink 198. 
Additionally, an encoded version of the set of static data may 
be printed in the static ink 194. Next, a reader may read a set 
of dynamic data 136 included in the 2D barcode (block 494). 
In an example embodiment, an encoded version of the set of 
dynamic data 196 may be printed in the dynamic ink 198. 
Additionally, the set of dynamic data 136 may be printed in 
a dynamic region 192 of the 2D barcode. Next, the reader 
may generate an output of the set of static data 134 and the 
set of dynamic data 136 (block 496). In an example embodi 
ment, the output may be a first output when the set of 
dynamic data 136 is in a first state 210, and the output may 
be a second output when the set of dynamic data 136 is in 
a second state 212. 

0119 FIG. 14 is a block diagram of a 2D barcode 
providing system. The system may include a computer 292 
and a printer 290. The system may be used to provide 
barcodes 102. The computer 292 may include one or more 
computer programs or components. It will be appreciated 
that all of the disclosed methods and procedures described 
herein can be implemented using one or more computer 
programs or components. These components may be pro 
vided as a series of computer instructions on any conven 
tional computer readable medium or machine readable 
medium, including volatile or non-volatile memory, Such as 
RAM, ROM, flash memory, magnetic or optical disks, 
optical memory, or other storage media. The instructions 
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may be provided as software or firmware, and/or may be 
implemented in whole or in part in hardware components 
such as ASICs, FPGAs, DSPs or any other similar devices. 
The instructions may be configured to be executed by one or 
more processors, which when executing the series of com 
puter instructions, performs or facilitates the performance of 
all or part of the disclosed methods and procedures. Addi 
tionally, the computer 292 may include a display and may 
have a connection to one or more communications channels 
Such as the Internet or some other voice and/or data network, 
including, but not limited to, any Suitable wide area network 
or local area network. 

0.120. The computer 292 may include one or more pro 
cessors electrically coupled by an address/data bus to one or 
more memory devices, other computer circuitry, and one or 
more interface circuits. The processor may be any Suitable 
processor, such as a microprocessor. The memory preferably 
includes Volatile memory and non-volatile memory. Addi 
tionally, the memory may store a software program that 
interacts with the other devices in the barcode providing 
system. This program may be executed by the processor in 
any Suitable manner. The memory may also store digital data 
indicative of documents, files, programs, barcodes, etc. 
received from a computer or a barcode reader. Other com 
puter circuitry may include a wide variety of hardware 
components including ASICs, or other specialized circuitry 
for manipulating data in a specific format, such as barcode 
data. 

I0121 One or more displays, printers 290, and/or other 
output devices may also be connected to the computer 292 
via interface circuits. The display may be a liquid crystal 
display or any other type of display. The printer 290 may 
print a barcode that is generated and received from the 
computer 292. Additionally, one or more storage devices 
may also be connected to the computer 292 via the interface 
circuits. For example, a hard drive, CD drive, DVD drive, 
and/or other storage devices may be connected to the 
computer 292. The storage devices may store any type of 
data, Such as barcode data 100, image data, historical access 
or usage data, etc. 
(0.122 FIG. 15A and FIG. 15B is a block diagram of a 2D 
barcode reading system. The system may include a reader 
200, the system may be used to read barcodes 102. In an 
example embodiment, the reader 200 may be a privileged 
reader or a non-privileged reader. The reader 200 may be a 
dedicated barcode reader or an apparatus configured to read 
barcodes Such as a mobile device, a personal digital assistant 
or PDA, a Smartphone, a laptop, a tablet computer, or a 
desktop computer, as well as any other user devices. The 
reader 200 may be adapted to read 1D and 2D barcodes, or 
may be adapted to read only 2D barcodes. The reader 200 
may also transmit, receive, or exchange data with other 
network devices via a communication network. A network 
device may be a computer 292, a different reader 200, or any 
other device accessible via a communication network. Also, 
certain data may be stored in a reader 200 which is also 
stored on the server, either temporarily or permanently, for 
example in memory or a storage device. The network 
connection may be any type of network connection, such as 
a cellular or wireless connection, an Ethernet connection, 
digital Subscriber line, telephone line, coaxial cable, etc. 
Access to a reader 200 or dynamic data 136 may be 
controlled by appropriate security Software or security mea 
Sures. An individual users’ access may be defined by reader 
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200 and limited to certain data and/or actions. For example, 
a user may only have access to a non-privileged reader 
which may only be capable of reading the static data 134 on 
a barcode 102. Additionally, a user may have access to a 
privileged reader which may be capable of reading just the 
dynamic data or both the dynamic and static data on a 
barcode 102. Accordingly, users and/or administrators of the 
barcode reading system may be required to register with one 
or more readers 200. Additionally, various options for man 
aging data located within a reader 200 and/or in a server may 
be implemented. For example, a management system may 
be implemented in the reader 200 and may update, store, 
and/or back up barcode data 100 locally and/or remotely 
using any suitable method of data transmission. 
0123. The method of reading of a sensor-augmented 
two-dimensional barcode symbol has a number of require 
ments. Reading a sensor-augmented Data Matrix symbol is 
possible 

0.124 1. If only a limited number of modules change 
color state in the sensor dye module pattern, and 

0.125 2. If the changed modules are restricted to a 
Small number of utahs, and 

0.126 3. If there is sufficient Reed Solomon Error 
Correction capability in the underlying Data Matrix, 

0127 then the RSEC process may be utilized to recover 
the underlying codeword data in the underlying Data Matrix 
prior to the color state changes of modules caused by sensor 
activation. 
0128. Table 5 shows the data and RSEC codeword 
capacities of all square Data Matrix symbols up to 26x26 
and all rectangular Data Matrix symbols. 
0129. Each data codeword normally requires two RSEC 
codewords to recover the underlying data. As an example, a 
16x16 square Data Matrix which has a capacity for 12 data 
codewords (12 datautahs) and has 12 RSEC codewords (12 
RSEC utahs). Thus if activated sensor modules change 4 
data utahs in that 16x16 symbol, then eight RSEC code 
words are utilized to recover the data in those for altered 
utahs. This leaves 4 additional RSEC codewords available 
for correction of any other symbol damage. 

TABLE 5 

Oct. 6, 2016 

0.130. Two types of reading processes for the sensor 
augmented two-dimensional barcode are utilized, depending 
on whether or not the structure of sensor dye module pattern 
has been encoded in the underlying Data Matrix. In the first 
case, where the the structure of sensor dye module pattern 
has not been encoded in the underlying Data Matrix of the 
sensor-augmented two-dimensional barcode: 

0131 1. Scan and optically process the image as part 
of the Data Matrix reading process and construct a scan 
binary bitmap of the scanned image. See ISO/IEC 
16022 for one methodology. 

0.132. 2. Process the scan binary bitmap to construct 
the underlying symbol codeword sequence, 

0.133 3. Utilize the Reed-Solomon error correction 
process on the symbol codeword sequence to recover 
the underlying data codewords prior to any alteration 
by activated sensor modules. See ISO/IEC 16022 for 
one methodology. 

0.134 4. Construct an underlying binary bitmap from 
the underlying data codeword sequence equal in size to 
the scan binary bitmap. See ISO/IEC 16022 for one 
methodology. 

0.135 5. At each bit position, Exclusive OR the scan 
binary bitmap and the underlying binary bitmap to form 
a sensor digital information bitmap of the same size as 
the scan binary bitmap. 

0.136 6. Process the sensor digital information bitmap 
according to the situational rules. 

0.137 In the case where the the structure of sensor dye 
module pattern has been encoded in the underlying Data 
Matrix of the sensor-augmented two-dimensional barcode: 

0.138 1. Scan and optically process the image as part 
of the Data Matrix reading process and construct a scan 
binary bitmap of the scanned image. See ISO/IEC 
16022 for one methodology. 

0.139 2. Process the scan binary bitmap to construct 
the underlying symbol codeword sequence, 

0140. 3. Utilize the Reed-Solomon error correction 
process on the symbol codeword sequence to recover 

Total Data and RSEC Codewords for Different Sizes of Data Matrix Symbols 

Maximum Total Error 
Symbol Size Data Capacity Codewords Correction 

Size Rows Cols Digits Alphanum Bytes Data 

SQUARE SYMBOLS 

10 x 10 10 10 6 3 1 3 5 
12 x 12 12 12 10 6 3 5 7 
14 x 14 14 14 16 10 6 8 10 
16 x 16 16 16 24 16 10 12 12 
18 x 18 18 18 36 25 16 18 14 
20 x 20 20 2O 44 31 2O 22 18 
22 x 22 22 22 60 43 28 30 2O 
24 x 24 24 24 72 52 34 36 24 
26 x 26 26 26 88 64 42 44 28 

RECTANGULAR SYMBOLS 

8 x 18 8 18 10 6 3 5 7 
8 x 32 8 32 2O 13 8 10 11 

12 x 26 12 26 32 22 14 16 14 
12 x 36 12 36 44 31 18 22 18 
16 x 36 16 36 64 46 24 32 24 
16 x 48 16 48 98 72 28 49 28 

RSEC Max Cwds 9% EC 

63% 
S8% 
56% 
SO% 
44% 
45% 
40% 
40% 
39% 

S8% 
52% 
47% 
45% 
43% 
36% 
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the underlying data codewords prior to any alteration 
by activated sensor modules. See ISO/IEC 16022 for 
one methodology. 

0.141. 4. Utilize the information encoded in the under 
lying data codewords to determine within the scan 
binary bitmap a sensor dye bit pattern containing the 
sensor digital information and extract the binary infor 
mation sequence in its appropriate bit order. 

0142 5. When the sensor data has been BCH(15.5,7) 
encoded, use standard methods the BCH error-correct 
ing process to recover the 5-bit binary-encoded sensor 
data (or else decode decoding fails). 

0143. The first preferred embodiment utilizes a tempera 
ture threshold-sensitive sensor dye chemistry. The sensor 
dye chemistry is W->X; white dye elements overprinted on 
black modules of the printed underlying Data Matrix on a 
white printing media. It is assumed the sensor dye chemistry 
used is known at the time of printing the Data Matrix 
symbol. 
0144. It is assumed that the data structure encoded in the 
Data Matrix symbol utilizes GS1 Application Identifiers and 
conforms to the GS1 General Specifications, V 15 Issue 2 
(January 2015) (http://www.gs 1.org/docs/barcodes/GS1 
General Specifications.pdf). 
(0145 Here 15-bit BCH(15.5.7) error correction used to 
encode 5 bits of sensor data. Since the overprinted sensor 
dye modules are white, the black modules corresponding to 
1 bits of the 15-bit BCH encoding needs to be printed in 

underlying Data Matrix. 
0146 The sensor data BCH encoding along with 2 indi 
cator bits to indicate the sensor dye chemistry in use utilizes 
only utahs 3, 5 and 6 of the 16x16 ECC 200 Data Matrix 
symbol shown in FIG. 19 for exemplary purposes. Utahs 5, 
6 and utah bits 3.6–3.8 are in the same bitmap position 
relative to the symbol ULC as in the invariant bitmap 410 in 
FIG. 19. 
0147 The indicator utah bits 3.6 and 3.7 indicate which 
of the sensor dye chemistries in Table 1 is in use. It is 
assumed that the sensor dye chemistry to be used is known 
at the time of printing of the Data Matrix. 
0148 Modules of the selected sensor chemistry overprint 
both utah bits 3.6 and 3.7. Depending upon the sensor dye 
chemistry selected, bits 3.6 and 3.7 will appear as in Table 
4 when the sensor dye is in either the unactivated or 
activated State. 
0149 FIG. 20 shows the size 14 Data Matrix bitmap 505 
from ISO/IEC 16022 and identifies utah bit 3.8 and utahs 5 
and 6 of the invariant bitmap 410. These are references 510, 
520 and 530 respectively. The upper 5 bits of utah 3, bits 
3.1-3.5 referenced as 540, which are not in the invariant 

14 
Oct. 6, 2016 

bitmap 410, may be used to encode additional information 
about the sensor dye chemistry in use and/or the sensor dye 
bit pattern. 
0150. In keeping with the GS1 System as defined in the 
GS1 General Specifications, the most widely used system 
for encoding information in Data Matrix, the GS1 Applica 
tion Identifier AI (90) may be used. AI (90) is reserved for 
information mutually agreed upon between trading partners, 
such as the presence of a sensor-enabled Data Matrix. Since 
the Application Identifiers may appear within any sequence 
in a GS1 Data Matrix, AI (90) will appear immediately after 
the FNC1 to ensure that the 15 BCH encoded sensor bits 
B1-B15 are in the invariant bitmap 410. Since only 7-bit 
characters can be encoded in a GS1 application identifier, the 
most significant bit 5.1 of utah 5 at 520 and bit 6.1 of utah 
6 at 530 and their color state both before and after activation 
are unimportant here. 
0151. As shown in FIG. 21, the invariant bitmap 410 
portion of the 16x16 Data Matrix 600 includes 610a, utah 1 
bits 1.5 and 1.8; 620 utah 2: 630a utah 3 bits 3.6-3.8; 6.40a 
utah 4 bits 4.3-4.8: 650 utah 5: 660 utah 6 and 670a utah 7 
bits 7.2, 7.4, 7.5, 7.7 and 7.8. Note that other utah bits 
surrounding these seven utahs are shown in 600 for refer 
ence purposes and easy correspondence with the bitmap of 
FIG. 20. For example, 610butah 1 bits 1.1-1.4, 1.6, and 1.7: 
640butah 4 bits 4.1 and 4.2; and 670b utah 7 bits 7.1, 7.3, 
and 7.6. 
0152 The most significant bit B15 will be encoded in 
630autah bit 3.8 at 630a. Utah 5 at 650 bits 5.2 through 5.8 
will encode B14 through B7 of the BCH encoded sensor 
bits. Utah 6 at 660 bits 6.2 through 6.8 will encode bits B7 
through B1 of the BCH encoded sensor bits. 
0153. Since a white to transparent sensor dye chemistry 
is utilized in the first preferred embodiment, the encoded 
sensor data bit black and white pattern B15-B1 should be 
preprinted in the Data Matrix. The W->X sensor dye is then 
overprinted on these encoded bits; her either all of the bits 
B1-15 or at least those of the black bits B15-B1 in the 
underlying Data Matrix. 
0154 Consider an example when the sensor data value is 
4. From Table 2, the BCH encoding B15-B1 is 
001000111101011. Thus in the Data Matrix size 14 bitmap 
in FIG. 20, utah bits 3.8, 5.2-5.8 and 6.2–6.8 are set to encode 
the black modules corresponding to these bits B15-B1, as 
these modules will be over printed with the white to trans 
parent sensor dye. Utah bits 5.1 and 6.1 are set to 0 to 
ensure white modules are printed. Table 6 shows the AI (90) 
data string is printed in the first seven utahs of the 16x16 
Data Matrix. Recall that each utah encodes one 8-bit code 
word. 

TABLE 6 

AI (90) ASCII and Data Matrix Codeword String Example for 
WPX Sensor Dye 

7-bit ASCII Hexadecimal 
Utah AI (90) Data Input Codeword Notes 

1 FNC1 Printer E8 FNC1 is not a 7-bit ASCII value, so a special 
dependent character string is sent to the printer to include at 
see Notes the start of the GS1 AI string 

2 90 90 DC AI (90) 
3 See Notes 5 36 Indicator bits 3.6, 3.7 = “11, B15 in 3.8 = 0 and 

Bits 3.1-3.4 set to "0011 to flag as an example 
of a W->X sensor dye chemistry product 
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TABLE 6-continued 

15 
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AI (90) ASCII and Data Matrix Codeword String Example for 
WPX Sensor Dye 

7-bit ASCII 
Utah AI (90) Data Input 

Hexadecimal 
Codeword Notes 

4 X X 59 Any 7-bit ASCII. Here X is used as an example 
of an additional data character 

5 Example 23 Sets bits B14-B8 to print 0100011 
6 Example j 6B Sets bits B7-B1 to print “1101011 
7 GS or FNC1 GS 1E Terminates AI (90) string 

O155 Bits 3.1-3.5 of utah 3 at 630 b are not in the 
invariant bitmap 410 as they are on the bottom edge of the 
Data Matrix symbol for all sizes of Data Matrix. However 
data may be encoded here which is useful in communicating 
specific information about the properties of the sensor dye in 
use, and the sensor dye pattern which is encoded in the 
augmented Data Matrix. 
0156 Since only part 64.0a of utah 4 appears in the 
invariant bitmap portion 410, utah 4 is used as a spacer to 
ensure that bits B14-B1 are printed in utahs 5 and 6 at 650 
and 660 respectively. Any 7-bit ASCII character may be 
encoded in utah 4. It is typically used for product-related 
information. 
(O157. A 16x16 Data Matrix 700 printed only with the 
information in Table 6 is shown in FIG. 22. In FIG. 23, Data 
Matrix 800 is shown similar in structure to Data Matrix 600. 
Here however, the appropriate modules in the invariant 
bitmap portion are set to either black or white as per the 
encodation underlying Data Matrix 700 in FIG. 22. The 
remaining Data Matrix codewords (utahs 8-12) are filled 
with pad characters to fill out the 12 available data code 
words. The last 12 codewords in the symbol (utahs 13-24) 
are RSEC error correction codewords. In FIG. 23, for 
convenience the contents of utahs 8-24 are shown in grey, 
since they are not relevant to the encoding of AI (90). 
0158. The visual image of the unactivated sensor-aug 
mented Data Matrix 900 is shown in FIG. 24. Note the white 
sensor dye is overprinted indicator bits 910. The overprinted 
BCH encoding 920 of B15-B1 of the sensor data is shown 
as white dye modules, indistinguishable from the unprinted 
and not-overprinted white modules at utah bits 5.1 and 6.1. 
These have value 00000000000000, indicating the unac 
tivated default sensor data value 0 for B15-B1 in this 
sensor dye chemistry system. Note indicator bits are 00 
indicating the unactivated state of a W->X sensor dye 
chemistry. 
0159. Once activated, all sensor modules become trans 
parent and the visual image reverts to FIG. 22, showing the 
correct 15 bit BCH bit pattern 001000111101011 which is 
decoded using one of the standard methods for BCH (15.5.7) 
described above to recover the sensor data value 4. 
0160 The second preferred embodiment utilizes a tem 
perature threshold sensitive sensor dye chemistry X->B as is 
frequently represented by the thermally-activated leuco dye 
systems used to make thermal paper. Here transparent dye 
modules are overprinted on white (unprinted) modules of the 
underlying Data Matrix printed on a white media. 
(0161 Here also 15-bit BCH(15.5.7) error correction used 
to encode 5 bits of sensor data which are also encoded by 
overprinting sensor dye modules on an underlying printed 
Data Matrix symbol only at bit map locations where a black 

module is to appear upon sensor dye activation. It is also 
assumed here that the sensor dye chemistry used is known 
at the time of printing the Data Matrix symbol. 
0162. With any sensor dye chemistry that is initially 
transparent, different printers may be used to print the 
underlying Data Matrix symbol and later overprint it with 
the sensor dye modules as a separate process, thus augment 
ing the Data Matrix information be known at time the sensor 
modules are overprinted. In an example embodiment, the 
two-dimensional barcode may be attached to various prod 
ucts such as food products, pharmaceutical products, bio 
logics, or any other product that may benefit from environ 
mental, physical, or biological monitoring. For example, the 
bar code may be printed on or applied to a container for Such 
a product. 
(0163 The sensor data 15-bit BCH encoding pattern, 
along with 2 indicator bits, is identical to that of the first 
preferred embodiment. From Table 2, for an X->B sensor 
dye chemistry the printed indicator bits 3.6 and 3.7 will be 
“10'. As in the first preferred embodiment, the upper 5 bits 
of utah 3, bits 3.1-3.5 may be used to encode additional 
information about the sensor dye chemistry in use and/or the 
sensor dye bit pattern. 
0164. In keeping with the most broadly used system for 
encoding information in a Data Matrix, the GS1 Application 
Identifier AI (90) is used. AI (90) is reserved for information 
mutually agreed upon between trading partners, such as the 
presence of a sensor-enabled Data Matrix. AI (90) is used in 
utah 1-7 data structure format as in the first preferred 
embodiment, with the specific data here encoded in Table 7. 
0.165 Consider the same example as in the first preferred 
embodiment when the sensor data value is 4. From Table 4, 
the BCH encoding B15-B1 is 001000111101011. Since a 
transparent-to-black sensor dye chemistry is utilized in this 
second preferred embodiment, the BCH-encoded sensor dye 
modules for what will become black modules in B15-B1 
once active must be selectively overprinted on B15-B1 
white modules in the underlying Data Matrix. The indicator 
bits 3.6 and 3.7 are also overprinted with sensor dye mod 
ules. 
0166 Table 7 shows the AI (90) data string that is printed 
for this second preferred embodiment example in the first 7 
utahs of the 16x16 underlying Data Matrix 1000 in FIG. 25. 
The underlying Data Matrix 1000 printed only with the 
information in Table 7 is shown in FIG. 25. 
(0167 Referring to the ULC detail 1100 in FIG. 26, 
indicator bits 3.6 and 3.7 are set to 1 and 0 respectively. 
Utah bits 3.8, 5.2-5.8 and 6.2–6.8 are white modules corre 
sponding to 0 for all these bits B15-B1. Utah bits 5.1 and 
6.1 are set to 1 as they are not part of the BCH bit encoding 
sequence, and the Data Matrix standard ISO/IEC standard 
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requires every utah to have at least 1 black module. The 
remaining Data Matrix codewords (utahs 8-12) are filled 
with pad characters to fill out the 12 available data code 
words, which are specially encoded as per ISO/IEC 16022. 
The last 12 codewords in the symbol (utahs 13-24) are 
RSEC error correction codewords. In FIG. 26, for conve 
nience the contents of utahs 8-24 are shown in grey, since 
they are not relevant to the encoding of AI (90). 

TABLE 7 

Oct. 6, 2016 

0172 Different printers, or different stations of the same 
printing press, may be used: First to print the underlying 
Data Matrix symbol and later to overprint it with the sensor 
dye patch in a separate process. 
0173. In this example, an X->B sensor dye chemistry is 
illustrated. The sensor dye patch is a square approximately 
2x2 sensor dye modules in size. It is framed by and centered 
in a white area 4x4 modules in size. This 4x4 white frame 

AI (90) ASCII and Data Matrix Codeword String Example for XPB Sensor DYe 

7-bit ASCII Hexadecimal 
Utah AI (90) Data Input Codeword Notes 

1 FNC1 Printer E8 FNC1 is not a 7-bit ASCII value, so a special 
dependent character string is sent to the printer to include at 
See Notes the start of the GS1 AI string 

2 90 90 DC 
3 See Notes C 44 Indicator bits 3.6, 3.7 = 10, B15 in 3.8 = 0 and 

Bits 3.1-3.4 set to "0100 to flag as an example 
of a W->X sensor dye chemistry product 

4 H H 49 Any 7-bit ASCII. Here H is used as an example 
of an additional data character 

5 Example Printer 8O Sets bits B14-B8 to print 0000000 
Dependent ~ is a common printer string as ~ is 7F and 

Data Matrix encodes ASCII value +1 
6 Example Printer 8O Sets bits B7-B1 to print 0000000 

Dependent See note for utah 5 
7 GS or FNC1 GS 1E Terminates AI (90) string 

0.168. The white modules of the underlying Data Matrix 
will be visible when the sensor-augmented Data Matrix 
barcode symbol is in the unactivated state, showing a BCH 
encoding for B15-B1 of 00000000000000, or sensor data 
value 0 as in the sensor-augmented Data Matrix 1000 in FIG. 
25 and the Data Matrix ULC detail 1100 in FIG. 26. 

0169. Once the sensor modules are activated, the visual 
sensor-augmented Data Matrix 1200 ideally will appear, as 
shown in in FIG. 27. The sensor data bit pattern B15-B1 of 
001000111101011 will now show, and through reading of 
the Data Matrix as described above using supplemental 
standard BCH decoding techniques on the sensor dye bit 
pattern the sensor data value 4 will be recovered. Note that 
the Data Matrix 1200 is the same as the underlying Data 
Matrix 1000 with the overprinted sensor dyes modules now 
activated to black (but shown in dark grey as 1220 in FIG. 
27, for clarity) to reveal the sensor data bit pattern B15-B1, 
and the indicator bit pattern 1210 now as 11. 
0170 The third preferred embodiment also utilizes a 
temperature-sensitive sensor dye chemistry. Here sensor dye 
modules in the unactivated color state are overprinted as a 
single sensor dye patch in the invariant bitmap of an 
underlying Data Matrix printed on a white media. 
0171 Any sensor dye chemistry R->S may be used, 
provided the arbitrary color states R and S both have 1) 
Sufficient visual color state change and 2) Sufficient contrast 
under 660 nm reader illumination that the R color state scans 
as W or B and the S color state scans as the complementary 
color, B or W. This enables the sensor dye patch, in either the 
unactivated or activated color state, to be both visually 
discriminable and machine readable to using the aforemen 
tioned Data Matrix reading techniques to recover the sensor 
dye modules as an image and further process it to determine 
the activation state of the sensor dye patch. 

is positioned in the invariant bitmap of a 16x16 Data Matrix, 
to ensure that the 4x4 white frame and its enclosed sensor 
dye patch will always be in the same position relative to 
ULC over broad range of Data Matrix symbol sizes. 
0.174 FIG. 28 shows the position of the 4x4 white frame 
1310 (from bit 3.6 to bit 5.8) within the example 16x16 Data 
Matrix symbol 1300. The 4x4 white frame 1310 contains 4 
rows of utah bits comprised as follows: 
(0175 Row 1: Bits 3.6, 3.7, 3.8, 4.3 
(0176 Row 2: Bits 2.5, 5.1, 5.2, 5.3 
0177 Row 3: Bits 2.8, 5.3, 5.4, 5.5 
0.178 Row 4: Bits 6.2, 5.6, 5.7, 5.8 
(0179. Note that in this third preferred embodiment, bits 
3.6 and 3.7 are not used as indicator bits, as in the first and 
second preferred embodiments but are rather here they are 
part of the 4x4 white frame. 
0180 A naive approach would be to create the underlying 
printed Data Matrix symbol without data restriction and 
simply overprint white modules on the 16 underlying Data 
Matrix modules in the 4x4 white frame 1310. Depending on 
the data encoded, and whether any black modules in 1310 
were deliberately overprinted, up to 5 utahs and their 
encoded codewords could be deliberately damaged by over 
printing. A conventional approach to the use of Reed 
Solomon error correction to recover up to 5 damaged 
codewords during reading a Data Matrix would require the 
use of up to 10 of the 12 available RSEC codewords in a 
16x16 Data Matrix symbol. This would leave few RSEC 
codewords available for other accidental symbol damage. 
0181. As in the examples shown in the first and second 
preferred embodiments, in this example symbol data encod 
ing is also performed using the GS1 Application Identifier 
AI (90) and the utah 1-7 data structure format. Symbol data 
specific to the third preferred embodiment is encoded in 
Table 8. For convenience the contents of utahs 8-24 are 

Abbott Laboratories 
Exhibit 1005 

Page 043



US 2016/029248.6 A1 

shown in grey in Data Matrix 1300, since they are not 
relevant to the encoding of AI (90). 
0182 Utahs 1 and 7 are unaffected by the creation of the 
4x4 white frame 1310, as they have no bits within 1310. 
Utah bits 2.5 and 2.8 are within 1310. In the AI(90) data 
encoding bit 2.5=1, and therefore utah 2 will be deliber 
ately damaged when overwritten by a white module. Utah 5 
is entirely within the 4x4 white frame 1310. Since by the 
way data is encoded with ISO/IEC 16022 Data Matrix there 
will always be at least 1 black module in any valid utah; 
therefore no matter what 7-bit ASCII data character is 
encoded in utah 5 it and its codeword will be deliberately 
damaged by overprinting all utah 5 modules with white 
modules. 
0183 However, is possible to avoid deliberate damage to 

bit positions in utahs 3, 4 and 6 which are within the 4x4 
white frame merely by restricting the data allowed to be 
encoded in these codewords so that there are no black 
modules (1' bits) in utah bits 3.6-3.8, 4.3, 4.6 and 6.2. 
Assuming than 'x' represents a “don’t care' bit position in 
each specific bit position within a utah, the allowable 8-bit 
Data Matrix codeword forms are: 
0184 Utah 3: XXXXX000 
0185. Utah 4: xx0xx0xx 
0186. Utah 6: x0xxxxxx 
0187. Table 8 shows the AI (90) data string for this 3' 
preferred embodiment example in the first 7 utahs of the 
16x16 underlying Data Matrix 1400 in FIG. 29. 

TABLE 8 

Oct. 6, 2016 

to 0 prior to conversion to black and white modules, or 
alternatively setting all modules to white in the 4x4 white 
area 1510 prior to printing Data Matrix 1400. Thus, no black 
modules are ever printed in the 4x4 white area 1510 in the 
first place, requiring no white module overprinting step. 
0190. As in the second preferred embodiment, in the third 
preferred embodiment a secondary printing step is used to 
print an approximately 2x2 sensor dye patch 1620 within the 
4x4 white frame 1510, as shown in FIG. 31. Here the sensor 
dye patch 1602 is shown as activated (for clarity in a purple 
color). 
(0191) One of the objectives of the third preferred embodi 
ment that there is a visible change of the sensor dye patch 
1520 color state within the 4x4 white frame 1510 upon 
sensor dye activation. The second objective is that a sensor 
dye chemistry is employed that has adequate contrast to the 
Data Matrix reader as described above so that the sensor dye 
patch 1620 is read as W or B modules when unactivated and 
read as the complementary color B or W modules when 
activated. Then the presence of both the unactivated and 
activated sensor dye patch can be machine readable to a Data 
Matrix reader using reading methods described above. 
0.192 A further improvement to the third preferred 
embodiment is in the Data Matrix reading process: It is to 
apply the knowledge that the codewords of utahs 2 and 5 
have been deliberately damaged to improve the efficiency of 
the Reed-Solomon error correction process in the symbol 
codeword sequence recovery. Detection and correction of an 

AI (90) ASCII and Data Matrix Codeword String Example for Patch sensor 

7-bit ASCII 
Utah AI (90) Data Input 

Hexadecimal 
Codeword Notes 

1 FNC1 Printer E8 FNC1 is not a 7-bit ASCII value, so a special 
dependent character string is sent to the printer to include at 
See Notes he start of the GS1 AI string 

2 90 90 DC Data Matrix encodes 2 digits codeword 
3 See Notes BEL O8 Binary form: XXXXX000 so bits 3.6-3.8 = 000. 

As an example, here bits 3.1-3.5 are set to 
"00001 to signal a dye patch symbol with an 
X->B sensor dye chemistry 

4 See Notes *Q 52 Binary form: XXOXXOXX 
Here binary form 01 010010 (7-bit ASCII “Q) is an 
example of an additional data character 

5 Product 9 40 Any 7-bit ASCII value. Here ASCII 63 
Related corresponding to 2 is used as an example. 

6 Product 7. 38 Binary form: XOXXXXXX 
Related Any 7-bit ASCII value less than 64 decimal may 

be used. As an example, 7 (ASCII 55) is used. 
7 GS or FNC1 GS 1E Terminates AI (90) string 

0188 In FIG. 29, the underlying Data Matrix 1400 is 
printed only with the information in Table 8. The remaining 
Data Matrix data codewords (utahs 8-12) are filled with Data 
Matrix pad characters. The last 12 codewords in the symbol 
(utahs 13-24) are RSEC error correction codewords. 
(0189 In FIG. 30, a 4x4 white frame 1510 is shown within 
the invariant bitmap of Data Matrix 1400, corresponding to 
the 4x4 white area 1310 in FIG. 28. There are several ways 
of producing this 4x4 white frame 1510, including physi 
cally overprinting white modules on the underlying Data 
Matrix 1400. A better way is a modification to the Data 
Matrix encoding and symbol generation Software for the 
underlying symbol is by altering the Data Matrix’s encoded 
14x14 bitmap to ensure that all bit positions in 1510 are set 

erroneous codeword at an unknown location in the com 
bined data plus RSEC codeword sequence requires the use 
of 2 RSEC characters per damaged codeword. But, if the 
location of the damaged codewords are known prior to 
applying the Reed-Solomon error correction process (in this 
case in codewords 2 and 5) then only 1 RSEC codeword is 
required to recover the correct codeword value of each 
identified damaged codeword. This leaves additional unused 
RSEC codewords available for other accidental Data Matrix 
symbol damage correction. 
0193 Alternative embodiments include use of one or 
more of 

0194 other two-dimensional error correcting barcode 
symbols in place of Data Matrix including QR Code, 
Aztec Code, MaxiCode, PDF417 and Dot Code: 
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0.195 alternate sensor dye chemistries utilizing color 
states other than black, white or transparent; 

0196) underlying printed two-dimensional error cor 
recting barcode symbols where either first color state or 
the second color state of the symbol are colors other 
than black or white 

0.197 underlying two-dimensional error correcting 
barcode symbols where either the first color state may 
be the unmarked media Surface and the second color 
state a directly-marked media Surface change, or vice 
WSa. 

0198 In an exemplary aspect of the present disclosure, a 
sensor-augmented two-dimensional barcode includes a Sub 
strate; a two-dimensional error-correcting barcode symbol 
provided on the substrate; a first layer provided on the 
Substrate in a permanent color state; and a second layer 
provided on the substrate. The bar code symbol further 
includes a plurality of modules, the modules optionally 
being square, rectangular, or circulate, each module having 
one of a first color state or a second color state. The second 
layer is optionally provided by overprinting the first layer, in 
a sensor dye module pattern, the sensor dye module pattern 
containing sensor digital information. The second layer 
further includes a sensor dye having a chemistry that is 
configured, responsive to the occurrence of an environmen 
tal, physical or biological condition, to undergo a chemical 
or physical state change causing a change in the color state 
of the sensor dye, thereby changing the color state of a 
subset of the plurality of modules. 
0199. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the environmental 
condition is selected from the group consisting of time, 
temperature, time-temperature product, light, humidity, gas 
vapor and nuclear radiation, and wherein, preferably, the 
sensor dye permanently changes color state when the envi 
ronmental condition crosses a threshold value. 

0200. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first layer 
forms a readable barcode symbol in the symbology of the 
two-dimensional barcode. 

0201 In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the two-dimen 
sional error-correcting barcode symbol is from the symbol 
ogy group consisting of Data Matrix, QR Code, AZtec Code, 
MaxiCode, PDF417 and Dot Code symbologies. 
0202 In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the two-dimen 
sional error-correcting barcode symbol utilizes Reed-Solo 
mon error correction. 

0203. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the sensor dye is 
initially in a black, white or transparent color state when 
unactivated and changes to a different color State upon 
activation. 

0204. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the sensor dye 
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permanently changes color state when the specified condi 
tion of the sensed property is above or below a threshold 
value. 
0205. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the specified 
condition of the sensed property is the detection of the 
presence of a biological organism, biological agent or bio 
logical toxin, preferably by utilizing a colorimetric immu 
noassay. 
0206. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the second layer 
provides sensor digital information, the sensor digital infor 
mation preferably encoded in an invariant bitmap of the 
two-dimensional symbol, and more preferably encoded as 
binary encoded sensor data, and more preferably the binary 
encoded sensor data is in an error correcting code, preferably 
chosen from the group consisting of Hamming Codes, 
Bose-Chaudhuri-Hocquenghem Codes, Golay Codes, Sim 
plex Codes, Reed-Muller Codes, Fire Codes, Convolutional 
Codes, and Reed-Solomon Codes. 
0207. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the sensor digital 
information encoded in the sensor dye module pattern is a 
visual pattern or image. 
0208. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an article of 
manufacture includes pharmaceutical, biological, or food 
product, preferably a vaccine; a container holding the phar 
maceutical, biological, or food product, preferably a vaccine 
vial; and a sensor-augmented two-dimensional barcode sym 
bol provided on or in the container, preferably being applied 
to the outside surface of the container. 

0209. In accordance with another exemplary aspect of the 
present disclosure, a method of reading of a sensor-aug 
mented two-dimensional barcode symbol includes scanning 
and optically processing an image of the sensor-augmented 
two-dimensional barcode symbol, including construction of 
a scan binary bitmap from Scanned modules of the sensor 
augmented two-dimensional barcode symbol. The method 
further includes constructing a symbol codeword sequence 
from the scan binary bitmap. Then, underlying data code 
words are recovered from the symbol codeword sequence, 
preferably by utilizing error correction process on the sym 
bol codeword sequence, the error correction process pref 
erably being a Reed-Solomon code. Next, the underlying 
data codewords are processed to form the underlying symbol 
codeword sequence. The method further includes construct 
ing an underlying binary bitmap from the scan binary bitmap 
from the underlying symbol codeword sequence, the under 
lying binary bitmap preferably equal in size to the scan 
binary bitmap. At each bit position an exclusive-OR of the 
scan binary bitmap and the underlying binary bitmap may be 
performed to form a sensor digital information bitmap. 
Optionally, the method includes, processing the sensor digi 
tal information bitmap to recover a binary information 
sequence that incorporates binary encoded sensor data, 
preferably by processing the binary information sequence as 
an error-correcting code sequence and utilizing an error 
correction process to recover binary-encoded sensor data. 
The error-correcting code preferably is selected from the 
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group consisting of Hamming Codes, Bose-Chaudhuri-Hoc 
quenghem Codes, Golay Codes, Simplex Codes, Reed 
Muller Codes, Fire Codes, Convolutional Codes, and Reed 
Solomon Codes. 

0210. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the method 
includes processing the sensor digital information bitmap to 
identify a sensor dye patch and determine from a color state 
of the sensor dye patch whether or not activation of a sensor 
dye has occurred in response to an environmental condition. 
0211. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the sensor dye 
patch is located in an invariant area of a Data Matrix barcode 
symbol. 
0212. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the method 
includes recovering a visual pattern or image from the 
sensor digital information bitmap. 
0213. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an apparatus may 
perform a method of generating a 2D barcode, includes 
determining a set of payload data including a set of static 
data and a set of dynamic data, generating a 2D barcode 
which includes an encoded version of the set of static data 
and includes redundant space, designating at least part of the 
redundant space as a dynamic region which is adapted to 
store the set of dynamic data, and printing the 2D barcode 
using a static ink and an encoded version of the set of the 
dynamic data on the dynamic region using a dynamic ink 
which changes states responsive to at least one environmen 
tal change. Such that the set of dynamic data is in one of a 
plurality of states. The set of dynamic data is readable by a 
reader of the 2D barcode and the set of static data is readable 
by the reader of the 2D barcode when the set of dynamic data 
is in each one of the plurality of states. 
0214. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
the preceding aspect, the dynamic ink is responsive to 
environmental factors including at least one of temperature, 
time, radiation, light, and toxic chemicals. 
0215. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic ink 
is responsive to time and temperature. 
0216. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic ink 
is responsive to freezing. 
0217. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic ink 
permanently changes in response to an environmental factor. 
0218. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic ink 
transitions from a first state to a second state in response to 
the occurrence of a specific environmental factor and returns 
to the first state when the specific environmental factor is no 
longer occurring. 

Oct. 6, 2016 

0219. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the redundant 
space includes at least one of a plurality of unused bits, a 
padding region, and an error detection and correction region. 
0220. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, wherein the 
redundant space includes at least one of a format informa 
tion region, a version information region, and a reference 
data region. 
0221. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, a non-privileged 
reader is capable of reading the static data and cannot read 
the dynamic data of the 2D barcode. 
0222. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, only privileged 
readers are capable of reading the static data and cannot read 
the dynamic data of the 2D barcode. 
0223) In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an apparatus may 
perform a method of providing a 2D barcode, includes 
determining a set of static data, determining a set of dynamic 
data, generating a first 2D barcode, generating a second 2D 
barcode, comparing the first 2D barcode and the second 2D 
barcode and categorizing the information modules into a 
first group and a second group, and printing the 2D barcode 
in static ink and dynamic ink. The set of dynamic data has 
a first state and a second state. The first 2D barcode includes 
an encoded version of the set of static data and the set of 
dynamic data in the first state. The set of static data and the 
set of dynamic data in the first state include a first plurality 
of information modules and a second plurality of informa 
tion modules. The second 2D barcode includes an encoded 
version of the set of static data and the set of dynamic data 
in the second state. The set of static data and the set of 
dynamic data in the second state include a third plurality of 
information modules and a fourth plurality of information 
modules. The third plurality of information modules 
includes all of the first plurality of information modules plus 
a set of one or more information modules. The second 
plurality of information modules includes all of the fourth 
plurality of information modules plus the set of one or more 
information modules. The first group includes common 
information modules between the first plurality of informa 
tion modules of the first 2D barcode and the third plurality 
of information modules of the second 2D barcode. The 
second group includes unique information modules of the 
third plurality of information modules of the second 2D 
barcode. The first group is printed in the static ink, and the 
second group is printed in the dynamic ink. The dynamic ink 
is adapted to activate in response to the occurrence of a 
specific environmental factor. 
0224. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first plurality 
of information modules and the third plurality of informa 
tion modules are black modules and the second plurality of 
information modules and the fourth plurality of information 
modules are white modules. 
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0225. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first plurality 
of information modules and the third plurality of informa 
tion modules are adapted to be visually distinguishable from 
a printing Surface and the third plurality of information 
modules and the fourth plurality of information modules are 
visually indistinguishable from the printing Surface. 
0226. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an apparatus may 
perform a method of providing a 2D barcode, includes 
determining a set of static data, determining a set of dynamic 
data, generating a first 2D barcode, generating a second 2D 
barcode, comparing the first 2D barcode and the second 2D 
barcode and categorizing the information modules into a 
first group, a second group, and a third group, and printing 
the 2D barcode using a static ink, a first dynamic ink, and a 
second dynamic ink. The set of dynamic data has a first state 
and a second state. The first 2D barcode includes an encoded 
version of the set of static data and the set of dynamic data 
in the first state. The set of static data and the set of dynamic 
data in the first state include a first plurality of information 
modules and a second plurality of information modules. The 
second 2D barcode includes an encoded version of the set of 
static data and the set of dynamic data in the second state. 
The set of static data and the set of dynamic data in the 
second state include a third plurality of information modules 
and a fourth plurality of information modules. The first 
group includes common information modules between the 
first plurality of information modules of the first 2D barcode 
and the third plurality of information modules of the second 
2D barcode. The second group includes unique information 
modules of the third plurality of information modules of the 
second 2D barcode, and the third group includes unique 
information modules of the first plurality of information 
modules of the first 2D barcode. The first group is printed in 
the static ink, the second group is printed in a first dynamic 
ink, and the third group is printed in a second dynamic ink. 
The first dynamic ink is adapted to deactivate in response to 
the occurrence of a specific environmental factor, and the 
second dynamic ink is adapted to activate in response to the 
occurrence of the specific environmental factor. 
0227. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first dynamic 
ink and the second dynamic ink are responsive to environ 
mental factors including at least one of temperature, time, 
radiation, light, and toxic chemicals. 
0228. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first dynamic 
ink and the second dynamic ink are responsive to time and 
temperature. 
0229. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first dynamic 
ink and the second dynamic ink are responsive to freezing. 
0230. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the first dynamic 
ink and the second dynamic ink activate simultaneously. 
0231. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
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any one or more of the preceding aspects, an apparatus may 
perform a method of providing a 2D barcode, includes 
determining a set of payload data including a set of static 
data and a set of dynamic data having a first state and a 
second state, generating a 2D barcode which includes an 
encoded version of the set of static data, a dynamic region 
which is adapted to store the set of dynamic data, and error 
detection and correction data, and printing the 2D barcode 
using a static ink and an encoded set of the dynamic data on 
the dynamic region using a dynamic ink which changes 
states responsive to at least one environmental change. Such 
that the set of dynamic data is in the first state or the second 
state, and the error detection and correction data accommo 
dates for changes in the set of dynamic data in the dynamic 
region such that the 2D barcode is readable by a reader and 
produces a first output when the set of dynamic data is in the 
first state and the 2D barcode is readable by a reader and 
produces a second output when the set of dynamic data is in 
the second state. 
0232. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic 
region is provided in a padding region. 
0233. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, the dynamic 
region is provided at an end of a data region. 
0234. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an apparatus may 
perform a method of reading a 2D barcode includes scan 
ning a set of static data included in the 2D barcode, Scanning 
a set of dynamic data included in the 2D barcode, generating 
a first output of the set of static data, and generating a second 
output of the set of dynamic data. The 2D barcode is printed 
in static ink and dynamic ink, and an encoded version of the 
set of Static data is printed in the static ink. An encoded 
version of the set of dynamic data is printed in the dynamic 
ink which changes states responsive to at least one environ 
mental change, Such that the dynamic data is in one of the 
plurality of states. The set of dynamic data is printed in a 
redundant space on the 2D barcode. The second output 
indicates on which state of the plurality of states the dynamic 
data is in. 

0235. In accordance with another exemplary aspect of the 
present disclosure, which may be used in combination with 
any one or more of the preceding aspects, an apparatus may 
perform a method of reading a two dimensional (2D) 
includes Scanning a set of Static data included in the 2D 
barcode, Scanning a set of dynamic data included in the 2D 
barcode, and generating an output based on the set of static 
data and the set of dynamic data. The 2D barcode includes 
static ink and dynamic ink. An encoded version of the set of 
static data is printed in the static ink. An encoded version of 
the set of dynamic data is printed in the dynamic ink, which 
changes states responsive to at least one environmental 
change, such that the dynamic data is in one of a plurality of 
states. The set of dynamic data is printed in the dynamic 
region. The output is a first output when the set of dynamic 
data is in a first state of the plurality of states, and the output 
is a second output when the set of dynamic data is in a 
second state of the plurality of states. 
0236. It should be understood that various changes and 
modifications to the example embodiments described herein 
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will be apparent to those skilled in the art. Such changes and 
modifications can be made without departing from the spirit 
and scope of the present Subject matter and without dimin 
ishing its intended advantages. It is therefore intended that 
Such changes and modifications be covered by the appended 
claims. Also, it should be appreciated that the features of the 
dependent claims may be embodied in the systems, methods, 
and apparatus of each of the independent claims. 
0237 Many modifications to and other embodiments of 
the invention set forth herein will come to mind to one 
skilled in the art to which these inventions pertain, once 
having the benefit of the teachings in the foregoing descrip 
tions and associated drawings. Therefore, it is understood 
that the inventions are not limited to the specific embodi 
ments disclosed, and that modifications and other embodi 
ments are intended to be included within the scope of the 
appended claims. Although specific terms are employed 
herein, they are used in a generic and descriptive sense only 
and not for purpose of limitation. 

1. A sensor-augmented two-dimensional barcode, com 
prising: 

a Substrate; 
a two-dimensional error-correcting barcode symbol pro 

vided on the substrate, the bar code symbol further 
comprising a plurality of modules, the modules option 
ally being square, rectangular, or circulate, each mod 
ule having one of a first color state or a second color 
State; 

a first layer provided on the substrate in a permanent color 
state; and 

a second layer provided on the Substrate, optionally by 
overprinting the first layer, in a sensor dye module 
pattern, the sensor dye module pattern containing sen 
Sor digital information, the second layer further com 
prising a sensor dye having a chemistry that is config 
ured, responsive to the occurrence of an environmental, 
physical or biological condition, to undergo a chemical 
or physical state change causing a change in the color 
state of the sensor dye, thereby changing the color state 
of a subset of the plurality of modules. 

2. The sensor-augmented two-dimensional barcode sym 
bol of claim 1 wherein the environmental condition is 
selected from the group consisting of time, temperature, 
time-temperature product, light, humidity, gas vapor and 
nuclear radiation, and wherein, preferably, the sensor dye 
permanently changes color state when the environmental 
condition crosses a threshold value. 

3. The sensor-augmented two-dimensional barcode of 
claim 1, wherein the first layer forms a readable barcode 
symbol in the symbology of the two-dimensional barcode. 

4. The sensor-augmented two-dimensional barcode sym 
bol claim 1 wherein the two-dimensional error-correcting 
barcode symbol is from the symbology group consisting of 
Data Matrix, QR Code, Aztec Code, MaxiCode, PDF417 
and Dot Code symbologies. 

5. The sensor-augmented two-dimensional barcode sym 
bol of claim 1 wherein the two-dimensional error-correcting 
barcode symbol utilizes Reed-Solomon error correction. 

6. The sensor-augmented two-dimensional barcode sym 
bol of any of claim 1 wherein the sensor dye is initially in 
a black, white or transparent color state when unactivated 
and changes to a different color state upon activation. 

7. The sensor-augmented two-dimensional barcode sym 
bol of claim 6 wherein the sensor dye permanently changes 
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color state when the specified condition of the sensed 
property is above or below a threshold value. 

8. The sensor-augmented two-dimensional barcode sym 
bol of claim 1 wherein the specified condition of the sensed 
property is the detection of the presence of a biological 
organism, biological agent or biological toxin, preferably by 
utilizing a colorimetric immunoassay. 

9. The sensor-augmented two-dimensional barcode sym 
bol of claim 1 wherein the second layer provides sensor 
digital information, the sensor digital information preferably 
encoded in an invariant bitmap of the two-dimensional 
symbol, and more preferably encoded as binary encoded 
sensor data, and more preferably the binary encoded sensor 
data is in an error correcting code, preferably chosen from 
the group consisting of Hamming Codes, Bose-Chaudhuri 
Hocquenghem Codes, Golay Codes, Simplex Codes, Reed 
Muller Codes, Fire Codes, Convolutional Codes, and Reed 
Solomon Codes. 

10. The sensor-augmented two-dimensional barcode sym 
bol of claim 1 wherein the sensor digital information 
encoded in the sensor dye module pattern is a visual pattern 
or image. 

11. An article of manufacture, comprising: 
pharmaceutical, biological, or food product, preferably a 

vaccine; 
a container holding the pharmaceutical, biological, or 

food product, preferably a vaccine vial; and 
a sensor-augmented two-dimensional barcode symbol 

provided on or in the container, preferably being 
applied to the outside Surface of the container. 

12. A method of reading of a sensor-augmented two 
dimensional barcode symbol comprising: 

scanning and optically processing an image of the sensor 
augmented two-dimensional barcode symbol, includ 
ing construction of a scan binary bitmap from Scanned 
modules of the sensor-augmented two-dimensional 
barcode symbol; 

constructing a symbol codeword sequence from the scan 
binary bitmap: 

recovering underlying data codewords from the symbol 
codeword sequence, preferably by utilizing error cor 
rection process on the symbol codeword sequence, the 
error correction process preferably being a Reed-Solo 
mon code: 

processing the underlying data codewords to form the 
underlying symbol codeword sequence; 

constructing an underlying binary bitmap from the scan 
binary bitmap from the underlying symbol codeword 
sequence, the underlying binary bitmap preferably 
equal in size to the scan binary bitmap: 

performing at each bit position an exclusive-OR of the 
Scan binary bitmap and the underlying binary bitmap to 
form a sensor digital information bitmap; and 

optionally, processing the sensor digital information bit 
map to recover a binary information sequence that 
incorporates binary encoded sensor data, preferably by 
processing the binary information sequence as an error 
correcting code sequence and utilizing an error correc 
tion process to recover binary-encoded sensor data, 
wherein the error-correcting code preferably is selected 
from the group consisting of Hamming Codes, Bose 
Chaudhuri-Hocquenghem Codes, Golay Codes, Sim 
plex Codes, Reed-Muller Codes, Fire Codes, Convo 
lutional Codes, and Reed-Solomon Codes. 
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13. The method of claim 12, further comprising: process 
ing the sensor digital information bitmap to identify a sensor 
dye patch and determine from a color state of the sensor dye 
patch whether or not activation of a sensor dye has occurred 
in response to an environmental condition. 

14. The method of claim 12, wherein the sensor dye patch 
is located in an invariant area of a Data Matrix barcode 
symbol. 

15. The method claim 12, further comprising: recovering 
a visual pattern or image from the sensor digital information 
bitmap. 

16. A method of providing a two dimensional (2D) 
barcode, comprising: 

determine a set of payload data including a set of static 
data and a set of dynamic data; 

generate a 2D barcode which includes an encoded version 
of the set of static data, wherein the 2D barcode 
includes redundant space; 

designate at least part of the redundant space as a dynamic 
region which is adapted to store the set of dynamic 
data; and 

print the 2D barcode using a static ink and an encoded 
version of the set of the dynamic data on the dynamic 
region using a dynamic ink which changes states 
responsive to at least one environmental change. Such 
that the set of dynamic data is in one of a plurality of 
states, wherein the set of dynamic data is readable by 
a reader of the 2D barcode and the set of static data is 
readable by the reader of the 2D barcode when the set 
of dynamic data is in each one of the plurality of states. 

17. The method of claim 16, wherein the dynamic ink is 
responsive to environmental factors including at least one of 
temperature, time, radiation, light, and toxic chemicals. 
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18. (canceled) 
19. (canceled) 
20. The method of any of claim 16, wherein the dynamic 

ink permanently changes in response to an environmental 
factor. 

21. The method of claim 16, wherein the dynamic ink 
transitions from a first state to a second state in response to 
the occurrence of a specific environmental factor and returns 
to the first state when the specific environmental factor is no 
longer occurring. 

22. (canceled) 
23. (canceled) 
24. The method of claim 16, wherein a non-privileged 

reader is capable of reading the static data and cannot read 
the dynamic data of the 2D barcode. 

25. (canceled) 
26. (canceled) 
27. (canceled) 
28. (canceled) 
29. (canceled) 
30. (canceled) 
31. (canceled) 
32. (canceled) 
33. (canceled) 
34. (canceled) 
35. (canceled) 
36. (canceled) 
37. (canceled) 
38. (canceled) 
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