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(57) ABSTRACT 

Access to a communications network may be provided via a 
data provider that may charge for access. In some cases, the 
access fee may be related to the amount of network resources 
consumed (e.g., amount of data downloaded or bandwidth 
used). In some cases, a user may have access to a particular 
amount of data provider resources and be required to pay an 
additional fee for using resources in excess of the particular 
amount. To assist the user in managing his data resource 
consumption, a resource utilization component may provide 
different alerts and notices informing the user of current 
consumption, expected future consumption, and recommen­
dations for reducing data provider resources consumed ( e.g., 
stopping particular processes or data provider requests, such 
as downloading media). If several electronic devices in a 
network are connected to the same data provider resources, a 
network component may manage the data provider resource 
use among the several electronic devices (e.g., allow only 
particular users or devices access). 
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SYSTEMS AND METHODS FOR 
MONITORING DATA AND BANDWIDTH 

USAGE 

CROSS-REFERENCE TO RELATED 
APPLICATION 

[0001] This application claims the benefit of U.S. Provi­
sional Application No. 61/082, 160, filed Jul. 18, 2008, which 
is incorporated by reference herein in its entirety. 

BACKGROUND OF THE INVENTION 

[0002] This invention relates to metering of data usage in a 
system or device connected to a data service provider. 
[0003] "Data providers," such as cellular network providers 
and Internet Service Providers, charge users to access and to 
post data from remote data resources such as web servers and 
mail servers. Data providers may charge based upon connec­
tion time or as a fixed recurring fee. In these instances, the 
data providers have traditionally allowed unlimited band­
width (i.e. unlimited data size transfer). However, with the 
increase in connection speed affordability and in the size of 
files transferred, users have increased data consumption dra­
matically leading at times to congestion and utilization stress 
on data providers. 
[0004] In addition, different protocols have been developed 
for allowing users to share files or other data between elec­
tronic devices. For example, the advent of peer-to-peer pro­
tocols and applications allowing peer-to-peer transfers of files 
( such as Limewire and Bearshare) have permitted a large 
network of users to transfer increasingly larger and larger 
amounts of data with few limits. 
[0005] Recently, media files which are typically of very 
large relative size are also being increasingly transferred to 
portable electronic devices and computer systems. For 
example, with the advent of electronic purchasing of media, 
such as music and video, many users have stopped purchasing 
physical CDs and DVDs and have instead downloaded 
desired media to their devices. As another example, content 
providers now allow content to be rented electronically by 
enabling time-restricted downloading of media-down­
loaded media expires and can no longer be played back when 
a delay lapses ( e.g., 30 days from date of rental, or 24 hours 
from beginning playback of the media). The portable elec­
tronic media device (e.g. Apple's iPod®) revolution has 
increased significantly the overall consumption of data pro­
vider resources. 
[0006] Because of the wide disparity in types of data trans­
fer some devices or users may use disproportionately more 
data provider resources ( e.g., bandwidth) than others. In fact, 
some data providers have found that a mere 5% of users (e.g., 
power users) may be responsible for 50% of consumed 
resources. 
[0007] The data providers may increasingly alter the 
mechanism for charging users from a fixed or connection time 
based fees to usage-based fees. In such instances, data pro­
viders would charge users for the amount of data transferred 
in a given time window similar to mechanisms employed by 
electric or natural gas utility companies. There may thus be a 
need to monitor data usage and provide users, data providers, 
or both with the means to effectively manage such pricing 
mechanisms. 

SUMMARY OF THE INVENTION 

[0008] The various embodiments of the invention describe 
metering, modeling, alerting a user to, and managing data 
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provider resource utilization by a subscriber. This may 
include providing notifications, scheduling, application con­
trol, and switching or load balancing between different data 
provider resources (where more than one is available). These 
functions may be implemented in a centralized manner, dis­
tributed manner, or both and may also arbitrate among several 
devices accessing the same data provider resources. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0009] The various embodiments of the invention are set 
forth in the following detailed description, taken in conjunc­
tion with the accompanying drawings, in which like reference 
characters refer to like parts throughout, and in which: 
[0010] FIG. 1 is a simplified block diagram of a system in 
accordance with at least one embodiment of the invention; 
[0011] FIG. 2 is a block diagram ofan illustrative electronic 
device for use with the system of FIG. 1 in accordance with at 
least one embodiment of the invention; 
[0012] FIG. 3 is an illustrative screen of a notice of data 
provider resources used in accordance with at least one 
embodiment of the invention; 
[0013] FIG. 4 is an illustrative screen indicating that the 
consumer has reached a limit in data provider resources in 
accordance with at least one embodiment of the invention; 
[0014] FIG. 5 is an illustrative screen prompting a user to 
switch networks in accordance with at least one embodiment 
of the invention; and 
[0015] FIG. 6 is a flowchart of an illustrative process for 
providing an indication of current resource use to a consumer 
in accordance with at least one embodiment of the invention. 

DETAILED DESCRIPTION 

[0016] Data providers may charge for access based on the 
amount of resources consumed ( e.g., the amount of data 
transferred by a subscriber). In some embodiments, the data 
provider may provider tiers or subscriptions by which a sub­
scriber ( e.g., a user or electronic device on a network) may use 
up to a limit of data provider resources for a fixed fee, and pay 
an additional per resource consumed fee in excess of the limit. 
Additionally, the data provider can provide differentiated 
pricing based upon the direction of data transfer ("upstream" 
to the provider, for example uploading, versus "downstream" 
from the provider, for example downloading), time-of-day 
(e.g. peak and non-peak) and even dynamically based upon 
resource availability at the time of transfer. 
[0017] To assist a subscriber in managing their usage under 
such pricing mechanisms, a resource utilization component 
within the subscriber's network ( e.g., downstream of the data 
provider) may monitor their utilization, provide alerts at cer­
tain thresholds, and/or perform utilization shifting actions 
such as application control and scheduling. The resource 
utilization component may include any suitable network 
component or electronic device operative to provide access or 
be used to access data provider resources. The resource uti­
lization component may provide any suitable notification or 
information to subscribers or data provider resource consum­
ers. For example, a subscriber may receive notices of the 
amount of resources utilized and the amount of resources 
remaining during the subscription period. The notices may be 
provided periodically or when particular conditions are met, 
such as for example when the consumer's consumption 
reaches a given threshold or falls within a particular range. 
The threshold or range may be defined using any suitable 
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approach, including for example based on an expected con­
stant use of data provider resources, the day or time within the 
subscription period, known or monitored prior consumption 
of data provider resources by the consumer, or any other 
suitable approach. In some embodiments, the threshold or 
range may be dynamically defined and change based on any 
suitable factor (e.g., resources consumed, resources remain­
ing, time remaining in the subscription period), or may even 
factor in a dynamic allocation by the data provider to the 
subscriber based upon network conditions or availability of 
resources. 
[0018] When the resource utilization component deter­
mines that the subscriber is within a particular range of the 
data provider resource limit, or has reached a particular 
threshold, the resource utilization component may provide 
several options or automate certain actions to assist a sub­
scriber in managing his resource utilization so as to mitigate 
subscription costs. For example, the resource utilization com­
ponent may prevent the subscriber from consuming any fur­
ther resources. As another example, the types of resources 
consumed may be restricted, such that resource consumption 
associated with applications, protocols or data types that 
require significant resources are restricted ( e.g., limit media 
downloads). As still another example, the resource utilization 
component may prompt the subscriber to purchase access to 
or authorize the purchase of additional data provider 
resources. In some embodiments, only the particular con­
sumer (who may not be the subscriber per se) who purchased 
the additional resources may consume the additional 
resources. 
[0019] In other management aspects, when a particular 
subscriber has access to several communications networks, or 
several data providers for accessing the same (or different) 
data (e.g., over a Wi-Fi network and a cellular network), the 
subscriber may switch between networks or data providers 
based on the resources consumed on each network via each 
data provider. For example, if a subscriber has consumed 
significant resources using a first network, but no resources 
using a second network, the subscriber may switch from the 
first network to the second network ( e.g., automatically or in 
response to a user instruction) to continue to consume 
resources, but to avoid exceeding a resource limit on either 
network. In some embodiments, the subscriber may choose to 
dedicate particular networks to different types of resource 
consumptions or data transfers (e.g., use Wi-Fi to download 
media or access web pages, but use a cellular network to 
check e-mail). 
[0020] As is often the case, several electronic devices may 
be connected via a network and together access remote 
sources using the same data provider ( e.g. home or office local 
area networks). To ensure an equitable distribution of 
resources, the data provider resource utilization may be allo­
cated appropriately ( e.g. load balanced) among the electronic 
devices. For example, the resources may be allocated equally, 
or differently ( e.g., based on prior resource consumption, 
expected resource consumption, or the type of device). The 
consumption by each individual electronic device may be 
managed using any suitable mechanism, including any of the 
mechanisms described above in connection with a single 
consumer. 
[0021] FIG. 1 is a simplified block diagram of a system in 
accordance with at least one embodiment of the invention. 
System 100 may include a network 102, a resource utilization 
component 110 and an electronic device 120. Network 102 
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may be connected to resource utilization component 110 
using communications path 105. Resource utilization com­
ponent 110 may be connected to electronic device 120 using 
communications path 115 (which may include an interface 
within electronic device 120 when resource utilization com­
ponent 110 is embedded in electronic device 120). In some 
embodiments, several electronic devices 120 or other net­
work devices may be connected to resource utilization com­
ponent 110, to each other in a local area network, or both. 
Further, electronic device 120 may be connected to several 
resource utilization components 110 to access the same or 
different networks 102. For simplicity, only one of network 
102, resource utilization component 110 and electronic 
device 120 are shown. 
[0022] Resource utilization component 110 may measure 
the resources provided by network 102 that are used by elec­
tronic device 120. For example, resource utilization compo­
nent 110 may measure the amount of data transferred to or 
from electronic device 120 ( e.g., uploads or downloads), the 
bandwidth used by electronic device 120, or any other suit­
able quantity for measuring network resource use. Resource 
utilization component 110 may be operative to monitor the 
resource use and to provide notices or warnings to electronic 
device 120 when particular resource use thresholds are met. 
In some embodiments, resource utilization component 110 
may be operative to adjust the resource consumption of elec­
tronic device 120 (e.g., reduce or prevent access to network 
resources, change networks, modify attributes of transferred 
files or of the transfer of files). 
[0023] Network 102 may include any suitable communica­
tions network or data network to and from which electronic 
device 102 may transfer data. In some embodiments, network 
120 may include a network to which access is on a pay to use 
basis. For example, a pay-to-use network may include a net­
work to which access is provided by an Internet Service 
Provider (e.g., AT & T, Comcast, Earthlink, N etzero, Cablevi­
sion, Time Warner), a cellular service provider (e.g., AT&T, 
Verizon, T-Mobile, Sprint, 02, Rogers, Orange), or any other 
suitable pay to use network. In some embodiments, network 
102 may include an intranet, an extranet, the Internet, or 
combinations of these. Network 102 may be provided for by 
a data provider (not shown) and can include a cellular net­
work, a cable network, a public switched telephone network, 
a satellite network, or any other suitable type of network. 
Network 102 may include a network of any suitable size or 
topology. 
[0024] Network 102 may support any suitable communica­
tions protocol for transmitting data within network 102 or for 
transmitting data to or from electronic devices 120 that are 
coupled to the network ( e.g., over communications link 105). 
In some embodiments, network 102 may support any suitable 
protocol at different layers. For example, network 102 may 
support Layer 1 protocols (Physical layer) such as ISDN, 
PDH, DSL (digital subscriber line) or any other suitable 
Layer 1 Protocol. Network 102 may also support Layer 2 
protocols (Data link layer) such as ARCnet, Dynamic Trunk­
ing Protocol, Ethernet, IEEE 802.11, IEEE 802.16, LLDP, 
PPP, PPTP, or any other suitable Layer 2 protocol. Network 
102 may also support Layer3 protocols (Network layer) such 
as ARP, BGP, EGP, ICMP, IP, IPSec, IPX, MPLS, RIP, or any 
other suitable Layer 3 protocol. Network 102 may also sup­
port Layer 4 protocols (Transport layer) such as AH, ESP, 
SCCP, TCP, UDP, or any other suitable Layer 4 protocol. 
Network 102 may also support Layer 5 protocols (Session 
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layer) such as NCP, NFS, SMB or any other suitable Layer 5 
protocol. Network 102 may also support Layer 7 protocols 
(Application layer) such as AFP, BitTorrent, BOOTP, DNS, 
DHCP, Gnutella, HTTP, IMAP, IRC, MIME, NTP, POP3, 
RTP, SSH, SIP, SMPT, Telnet, TFTP, or any other suitable 
Layer 7 protocol. 
[0025] In some embodiments, network 102 may support 
other communications protocols or connection types, such as, 
for example, CAN, CIP, automation protocols, SOCKS, 
Bluetooth (registered trademark), high frequency systems 
(e.g., 900 MHz, 2.4 GHz, and 5.6 GHz communication sys­
tems), infrared, or any other suitable other protocol or con­
nection type. In some embodiments, network 102 may 
include a cellular network providing for data transfers using 
any suitable network such as, for example, GSM, AMPS, 
GPRS, CDMA, EV-DO, EDGE, 3GSM, DECT, IS-136/ 
TDMA, iDen, LTE or any other suitable cellular network 
providing for data transfers (e.g., voice or other data) at any 
suitable speed. 
[0026] Network 102 may include any suitable hardware for 
providing data transfers to and from electronic device 120. 
For example, network 102 may include one or more repeaters, 
hubs, bridges ( e.g., local bridges, remote bridges and wireless 
bridges), switches, and routers. The various network hard­
ware components may be coupled using any suitable connec­
tion, including for example wired ( e.g., metal or fiber optic 
cables) or wireless connections. 
[0027] To access network 102, resource utilization compo­
nent 110 may act as a gateway to electronic device 120 to 
access the resources of network 102. In some embodiments, 
resource utilization component may be embedded in elec­
tronic device ( e.g., as an electrical component or as software 
operating on the electronic device). Resource utilization com­
ponent 110 may include any suitable component operative to 
provide electronic device 120 with access to resources of 
network 102. For example, resource utilization component 
110 may include a router, modem (e.g., cable modem), net­
work interface controller, communications signal processor, 
or any other suitable component allowing electronic device 
120 to connect to network 102. In some embodiments, 
resource utilization component 110 may include a network 
component provided by the data provider such that the data 
provider may authorize, monitor, and monetize access to 
network 102. The data provider may include any entity opera­
tive to provide access to resources of network 102 such as, for 
example, an Internet Service Provider ( e.g., AT&T, Comcast, 
Earthlink, NetZero, Cablevision, Time Warner), a cellular 
service provider (e.g., AT&T, Verizon, T-Mobile, Sprint, 02, 
Rogers, Orange), or any other suitable data provider. 
[0028] Electronic device 120 may connect to network 102 
using any suitable communications path 115. For example, 
communications path 115 may include any suitable wired or 
wireless communications path. In some embodiments, elec­
tronic device 120 may be coupled to resource utilization 
component 110 via a separate network component, such as 
for example a hub, router, or network interface controller. A 
router, for example, may allow several electronic devices 120 
to simultaneously connect to and access network 102 via 
resource utilization component 110. In some embodiments, 
the several electronic devices may be connected to each other 
(e.g., instead of or in addition to connecting to resource uti­
lization component 110). 
[0029] Electronic device 120 may include any suitable 
electronic device for accessing resources of network 102, for 
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example to transfer data. For example, electronic device 120 
may include a media player such as an iPod® available by 
Apple Inc., of Cupertino, Calif., a cellular telephone ( e.g., an 
iPhone® available from Apple Inc.), personal digital assis­
tants (PD As), a desktop computer, a laptop computer, gaming 
console, set-top box, television system or television system 
component (e.g., a recording device), and any other device 
capable of communicating via a wire or wirelessly (with or 
without the aid of an enabling accessory) with resource uti­
lization component 110. If resource utilization component 
110 is embedded in electronic device 120, electronic device 
120 may be operative to access network 102 directly. Elec­
tronic device 120 may be a mobile device or relatively fixed in 
location or network location. 
[0030] FIG. 2 is a block diagram of an illustrative electronic 
device for use with the system of FIG. 1 in accordance with at 
least one embodiment of the invention. Electronic device 200 
may include processor 202, storage 204, memory 206, com­
munications circuitry 208, input/output circuitry 210. In 
some embodiments, one or more of electronic device com­
ponents 200 may be combined or omitted (e.g., combine 
storage 204 and memory 206). In some embodiments, elec­
tronic device 200 may include other components not com­
bined or included in those shown in FIG. 2 (e.g., a display, 
bus, or input mechanism), or several instances of the compo­
nents shown in FIG. 2. For the sake of simplicity, only one of 
each of the components is shown in FIG. 2. 

[0031] Processor 202 may include any processing circuitry 
operative to control the operations and performance of elec­
tronic device 200. For example, processor 202 may be used to 
run operating system software, firmware, media playback 
applications, media editing applications, communications 
applications, and/or any other application. In some embodi­
ments, processor 202 may be operative to run applications 
and perform operations associated with a resource utilization 
component, including for example monitoring network 
resource usage, adjusting network resource usage, providing 
notices to a user, or any other suitable operation. In some 
embodiments, a processor may drive a display and process 
inputs received from a user interface. 
[0032] Storage 204 may include, for example, one or more 
storage mediums including a hard-drive, flash memory, per­
manent memory such as ROM, any other suitable type of 
storage component, or any combination thereof. Storage 204 
may store, for example, media data ( e.g., music and video 
files), application data (e.g., for implementing functions on 
device 200), firmware, user preference information data ( e.g., 
media playback preferences), lifestyle information data ( e.g., 
food preferences), exercise information data (e.g., informa­
tion obtained by exercise monitoring equipment), transaction 
information data (e.g., information such as credit card infor­
mation), wireless connection information data ( e.g., informa­
tion that may enable electronic device 200 to establish a 
wireless connection), subscription information data (e.g., 
information that keeps track of podcasts or television shows 
or other media a user subscribes to), contact information data 
( e.g., telephone numbers and email addresses), calendar 
information data, and any other suitable data or any combi­
nation thereof. 
[0033] Memory 206 can include cache memory, semi-per­
manent memory such as RAM, and/or one or more different 
types of memory used for temporarily storing data. In some 
embodiments, memory 206 can also be used for storing data 
used to operate electronic device applications, or any other 
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type of data that may be stored in storage 204. In some 
embodiments, memory 206 and storage 204 may be com­
bined as a single storage medium. 
[0034] Communications circuitry 208 can permit device 
200 to communicate with one or more networks or other 
devices using any suitable communications protocol such as 
a resource utilization component(e.g., resource utilization 
component 110 accessing network 102, FIG. 1 ). For example, 
communications circuitry 208 may support Wi-Fi (e.g., a 
802.11 protocol), Ethernet, Bluetooth™ (which is a trade­
mark owned by Bluetooth Sig, Inc.), other radio frequency 
systems, cellular networks (e.g., GSM, AMPS, GPRS, 
CDMA, EV-DO, EDGE, 3GSM, DECT, IS-136/TDMA, 
iDen, LTE or any other suitable cellular network providing 
for data transfers), infrared, TCP/IP, Voice over IP (VOIP), 
any other communications protocol, or any combination 
thereof. 
[0035] Electronic device 200 may include one or more 
instances of communications circuitry 208 for simulta­
neously performing several communications operations 
using different communications networks, although only one 
is shown in FIG. 2 for simplicity. For example, electronic 
device 200 may include a first instance of communications 
circuitry 208 for communicating over a cellular network, and 
a second instance of communications circuitry 208 for com­
municating over Wi-Fi or using Bluetooth. In some embodi­
ments, the same instance of communications circuitry 208 
may be operative to provide for communications over several 
communications networks. 
[0036] Input/output circuitry 210 may be operative to con­
vert (and encode/decode, if necessary) analog signals and 
other signals into digital data. In some embodiments, input/ 
output circuitry can also convert digital data into any other 
type of signal, and vice-versa. For example, input/output 
circuitry 210 may receive and convert physical contact inputs 
(e.g., from a multi-touch screen), physical movements (e.g., 
from a mouse), analog audio signals ( e.g., from a micro­
phone), or any other input. The data can be provided to and 
received from processor 202, storage 204, memory 206, or 
any other component of electronic device 200. Although 
input/output circuitry 210 is illustrated in FIG. 2 as a single 
component of electronic device 200, a plurality of input/ 
output circuitry can be included in electronic device 200. 
[0037] Electronic device 200 may include any suitable 
mechanism or component for allowing a user to provide 
inputs to input/output circuitry 210. For example, electronic 
device 200 may include any suitable input mechanism, such 
as for example, a button, keypad, dial, a click wheel, or a 
touch screen. In some embodiments, electronic device 200 
may include a capacitive sensing mechanism, or a multi­
touch capacitive sensing mechanism such as found in an 
iPhone. The input mechanism may include any of the features 
of the input mechanisms described above in connection with 
electronic devices 120 (FIG. 1) and 200 (FIG. 2). 
[0038] As part of input/output circuitry 210, electronic 
device 200 can include output circuitry associated with output 
devices such as, for example, one or more audio outputs. The 
audio output may include one or more speakers ( e.g., mono or 
stereo speakers) built into electronic device 200, or an audio 
component that is remotely coupled to electronic device 200 
(e.g., a headset, headphones or earbuds that may be coupled to 
communications device with a wire or wirelessly). 
[0039] In some embodiments, I/O circuitry 210 may 
include display circuitry ( e.g., a screen or projection system) 
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for providing a display visible to the user. For example, dis­
play circuitry 212 may include a screen ( e.g., an LCD screen) 
that is incorporated in electronic device 200 and associated 
drivers, graphics processors or other integrated circuits. As 
another example, display circuitry 212 may include a mov­
able display or a projecting system for providing a display of 
content on a surface remote from electronic device 200 ( e.g., 
a video projector). The display circuitry also can include 
display driver circuitry, circuitry for driving display drivers, 
or both. The display circuitry may be operative to display 
content ( e.g., media playback information, application 
screens for applications implemented on the electronic 
device, information regarding ongoing communications 
operations, information regarding incoming communications 
requests, or device operation screens) under the direction of 
processor 202. 

[0040] In some embodiments, the display circuitry can 
include a coder/decoder (Codec) to encode or decode digital 
data into analog signals (and vice versa), or compress and 
decompress data. For example, the display circuitry ( or other 
appropriate circuitry or applications running on electronic 
device 200) may include video Codecs such as H.261, 
MPEG-1, MPEG-2, H.263, MPEG-4, DivX, Xvid, FFmpeg, 
x264, WMV, RealVideo, Sorenson 3, audio Codecs such as 
AIFF, RIFF, WAY, ALAC, DST, MPEG-4, Dolby Digital, 
MP!, MP2, MP3, AAC, or any other suitable type of Codec. 

[0041] In some embodiments, electronic device 200 may 
include a bus operative to provide a data transfer path for 
transferring data to, from, or between control processor 202, 
storage 204, memory 206, communications circuitry 208, 
input/output circuitry 210, and any other component included 
in the electronic device. 

[0042] The data provider associated with the one or more 
electronic devices (e.g., electronic device 120, FIG. 1) may 
monitor (e.g., meter) the amount of data transferred by each 
particular electronic device or user ( collectively identified as 
consumers) associated with each subscriber ( e.g., the one 
paying for the data provider resources). Such monitoring may 
allow the data provider to identify those devices or users that 
use the largest amount of data provider resources. Although 
the following discussion will describe embodiments of the 
invention in the context of a consumer, it will be understood 
that the embodiments may also be applied to a subscriber. To 
discourage or reduce excessive usage of data provider 
resources, the data provider may allocate to each subscriber 
or consumer a particular amount of data provider resources. 
For example, based on the tier or type of service purchased, 
each consumer may be allocated a particular amount of data 
provider resources. The data provider may allocate available 
resources using any suitable approach. For example, the data 
provider may allocate to each consumer particular amounts of 
received data ( e.g., each user may receive 2 GB of data per 
month), an amount of available bandwidth ( e.g., no user may 
use more than 0.01 % of the available bandwidth, or no down­
load at speeds exceeding 500 Mb/s), access to data provider 
resources at particular times or days ( e.g., access only during 
nighttime hours), or any other suitable allocation (e.g., a 
measurable quantity) of data provider resources. The alloca­
tion may be fixed (e.g., a particular amount of data per unit of 
time) or dynamic ( e.g., a percentage of available bandwidth or 
other resources). In some embodiments, the measurable 
quantity may be cumulative, such that the data provider and 
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the user may quantify the amount of resources consumed over 
a particular time period ( e.g., monthly consumption of data 
provider resources). 
[0043] The data provider may provide any suitable number 
or types ofresource consumption tiers or plans. For example, 
the data provider may provide periodic plans by which a user 
may be entitled to a particular amount of data provider 
resources ( e.g., a particular amount of received or transmitted 
data) for a particular period (e.g., one month). In some 
embodiments, the data provider may provide different 
resource consumption tiers based on different measurable 
quantity of data provider resources consumed ( e.g., a data 
plan based on permitted bandwidth and a data plan based on 
amount of data received). The data provider may prevent 
users from exceeding the data provider resource usage set by 
the selected tier or plan, or may instead or in addition charge 
a premium for the consumption of resources in excess of 
those allowed by the selected plan. For example, the data 
provider may allow a user to transfer 1 GB through an Internet 
gateway (e.g., through a cable modem provided by the data 
provider), and may charge a fixed fee per MB of data trans­
ferred within the tier subscription period ( e.g., one month) up 
to 5 GB transferred, at which point the data provider may 
refuse to transfer any more data until the next tier period 
begins. In some embodiments, the data provider may roll over 
unused resources from a prior subscription period ( e.g., 
unused data transfer credits) to a current or future subscrip­
tion period. 
[0044] In some embodiments, a data provider may provide 
different tiers or plans based on the type of network being 
used. For example, a data provider may allow a first amount of 
resources to be consumed through a cable modem, a second 
amount of resources to be consumed through a DSL line, a 
third amount of resources to be consumed over a 3G cellular 
network, and a fourth amount of resources to be consumed 
over an EDGE cellular network. The data provider may asso­
ciate different types of resources and different amounts of 
resources for each network type ( e.g., a total data transfer over 
the DSL line, and a bandwidth limitation over the 3G net­
work). 
[0045] In some embodiments, a data provider may provide 
different tiers for resources based on the type of data received 
or transmitted by the consumer. For example, if data provid­
ers determine that the consumers accounting for the dispro­
portionate share of data provider resources tend to consume a 
particular type of data ( e.g., media), or data using a particular 
protocol or transmission method ( e.g., BitTorrent or peer-to­
peer), data providers may only meter and limit or charge for 
the particular type of data or data transmitted using the par­
ticular protocol or transmission method. For example, data 
providers may provide different tiers of service for accessing 
data provider resources required to consume the determined 
particular type of data or to use the particular protocol or 
transmission method. In some cases, small resource alloca­
tions may be included in a standard tier, so as not to adversely 
affect the casual or occasional consumer of the particular data 
type or consumer of the determined protocol or transmission 
method. As another example, if data providers determine that 
the consumers accounting for the disproportionate share of 
data provider resources tend to consume a particular type of 
data provider resource, such as for example uploading data 
(e.g., due to BitTorrent or peer-to-peer transmission proto­
cols), the data provider may partially or entirely remove the 
particular type of resource from standard data provider 
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resource tiers (e.g., so that users uploading data must pay 
extra). This approach may be of particular interest if, for 
example, consumption of a particular type of resource is 
generally associated with power users or users of the dispro­
portionate share of resources ( e.g., the consumers using 
upstream resources are also those using a disproportionately 
large amount of downstream resources). 
[0046] The data provider may meter the use of each con­
sumer ( e.g., each user or each electronic device) using any 
suitable approach. In some embodiments, because the data 
provider may provide the gateway ( e.g., the resource utiliza­
tion component) to the network (e.g., the Internet) requested 
by the consumer, the data provider may monitor the data 
requests made to the gateway or the data transfers actually 
passing through the gateway ( e.g., downstream, upstream, or 
both) and thus accurately meter the resources consumed by 
each consumer associated with the particular gateway. In 
some embodiments, the data provider may make available to 
each consumer a report that indicates the amount of resources 
used, the amount of resources still available to the user on one 
or more network types, or any other suitable information. 
[0047] In some embodiments, each consumer may instead 
or in addition monitor or meter his personal use of system 
resources. For example, if a consumer has a resource utiliza­
tion component ( e.g., a router, a computer or other electronic 
device) downstream of the data provider gateway (e.g., if the 
resource utilization component is not provided by the data 
provider, or if the consumer can access or control the data 
provider provided resource utilization component), the con­
sumer may monitor the data transfers and other resource uses 
at the resource utilization component to receive an accurately 
monitored view of data provider resources used. The con­
sumer may monitor at any suitable time, including for 
example as a background process ( e.g., running without input 
from the user), a process started and stopped by the user ( e.g., 
to monitor use at particular times), or any other suitable time. 
In some embodiment, the consumer may maintain a log of 
resources consumed, for example to provide reports of 
resource consumption at particular times or by particular 
consumers. 
[0048] The resource utilization component may, in some 
embodiments, include an application or other code operative 
to provide monitored statistics to the user. For example, the 
resource utilization component may be operative to compare 
the resources used with the amount of resources allocated to 
each user (e.g., based on the limits associated with allocated 
data provider resources) and provide reports, notices, remind­
ers, or alarms to the user. It will be understood that in some 
embodiments, the reports, notices, reminders, or alarms may 
be provided to each consumer directly by the data provider 
( e.g., instead of or in addition to the resource utilization 
component). 
[0049] The consumer may receive any suitable type of 
report, notice, reminder or alarm related to data provider 
resource consumption. For example, the consumer may 
receive a notice of the amount ( e.g., in absolute terms, relative 
to allocated amount, or combinations of these) of resources 
consumed for a tier subscription period. As another example, 
the consumer may receive an indication of expected resources 
to be consumed in a particular period based on a rate of 
current consumption. Received notices may include calcula­
tions of expected penalties to be paid ( e.g., if the used 
resources are expected to exceed the allotted resources), 
resources not consumed, amount of roll over resources 
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expected to be consumed, or any other indication of cost or 
expected cost for the period's resource consumption. In some 
embodiments, the consumer may instead or in addition 
receive periodic (e.g., daily, weekly, bi-weekly, monthly) 
notices of current resource use ( e.g., since last report, or 
cumulatively since last period) to allow the consumer to man­
age his resource consumption. If the user's resource alloca­
tion is dynamically determined ( e.g., as a percentage of a 
dynamic quantity), the consumer may receive notices indi­
cating the current resources allocated to the consumer ( e.g., 
the current amount of bandwidth) so that the consumer may 
adjust his consumption ( e.g., perform a more resource inten­
sive process). For example, if the data provider detects an 
unforeseen decrease or increase in available resources, the 
data provider may provide a notice of the change in available 
resources to the consumer. In some embodiments, the con­
sumer may receive a notice only if the change in resources 
exceeds a particular threshold ( e.g., the available resources 
double or decrease by half). 
[0050] FIG. 3 is an illustrative screen of a notice of data 
provider resources used in accordance with at least one 
embodiment of the invention. Screen 300 may be generated 
and transmitted to the consumer by any suitable component, 
including for example a router or network component down­
stream from the resource utilization component, or directly 
from the data provider. Screen 300 may include notifications 
305 with data resource usage information. For example, 
screen 300 may include notification 310 of the data consumed 
for the current period (e.g., current month) and notification 
312 of the data remaining for the current period. In some 
embodiments, the information provided to the consumer may 
include an estimation of expected data usage for the remain­
ing period and a comparison of the estimated usage with the 
allocated data provider resources. Alternatively, the con­
sumer may determine, based on the current time or date and 
data consumed as of that time or date, the expected data 
usage. Screen 300 may include notification 314 of the 
expected excess consumption or carry-over for the period 
(e.g., month). In the example of FIG. 3, at the consumer's 
current rate of resource consumption, a carry-over is 
expected. Screen 300 may also identify the largest consumer 
(notification 316) of data provider resources within a network 
of devices coupled to the data provider (e.g., so that the 
network administrator may modify or re-allocate data pro­
vider resources within the network). Screen 300 may instead 
or in addition include any other information related to the 
consumption of data provider resources, such as for example 
percentages of resources consumed or remaining, instruc­
tions to cut back on resource use (e.g., a personal message 
from a network administrator to the consumer), or any other 
suitable information. Screen 300 may include Close option 
320 to remove or hide screen 300. 
[0051] To assist the consumer in avoiding excess fees or 
penalties, the consumer may receive ( e.g., from the data pro­
vider or from the resource utilization component) reminders 
or alarms that the user is approaching, has reached, or has 
exceeded his allocated data provider resources. For example, 
in response to determining that the consumer is within a 
particular range of the allocated data processor resources 
( e.g., within a particular amount of allocated transferred data, 
or within a particular percentage of the allocated bandwidth) 
or that the consumer has reached an initial limit or threshold 
that is less than the allocated resource limit ( e.g., the user has 
consumed 75% of the allocated resources), the consumer may 
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receive an alert indicating the current status of the consumer's 
resource use. The range may be determined using any suitable 
approach. For example, the consumer may define the range 
( e.g., by providing a suitable input). As another example, the 
resource utilization component may define the range (e.g., 
using a range known to allow consumers to manage their 
resource consumption). In some embodiments, the range may 
change dynamically, for example based on the day within the 
subscription period (e.g., based on a proportional or non­
linear estimation of resource consumption during the period). 
As another example, the user's prior consumption may be 
monitored such that variations to a linear estimation or dis­
cernable patterns of data provider resource consumption may 
be used to dynamically modify the range ( e.g., to provide a 
personalized dynamic range reflecting the consumer's history 
and expected behavior). 

[0052] In response to receive the alert, the consumer may 
modify his resource consumption to avoid exceeding the allo­
cated resource amount. In some embodiments, the alert may 
include an option for restricting or limiting the amount of 
resources subsequently used by the consumer. For example, 
the alert may include an option for preventing the consumer 
from receiving data that would cause the consumer to exceed 
the allocated data provider resources. In response to receiving 
the user selection of the option to limit resource use, the 
consumer may instruct the resource utilization component to 
prevent all data transfers that would exceed the resources 
allocated to the consumer. In some embodiments, the 
resource utilization component may automatically prevent all 
data transfers that would exceed the resources allocated to the 
consumer in response to determining that the data resource 
allocation limit has been met. 
[0053] In some embodiments, the alert may instead or in 
addition include an option for allowing the consumer to 
exceed the allocated resources. For example, the alert may 
include an option permitting the resource utilization compo­
nent to transmit or receive data in excess of the resources 
allocated to the consumer. The option may include one or 
more restrictions to prevent excessive consumption beyond 
the allocated data provider resources. For example, the con­
sumer may restrict unauthorized consumers from exceeding 
the allocated data provider resource limit, or may prevent 
particular types of data transfers ( e.g., large data transfers 
consuming significant data provider resources) from occur­
ring (e.g., if the consumer is an administrator or has sufficient 
privileges within the local network). As another example, the 
consumer may change the properties of the data being down­
loaded, such as by changing the display size of a media file to 
be displayed or by switching from a more resource intensive 
Codec to a less resource intensive Codec for playing back the 
media. The option may include a prompt for a password, other 
authentication information, or payment information (e.g., 
credit card information) to be entered prior to allowing the 
consumer to exceed the allocated data provider resources. In 
some embodiments, the consumer may automatically pur­
chase access to additional data provider resources ( e.g., with­
out requiring a user interaction), but provide a notice that 
additional resources were purchased. In some embodiments, 
the option may only allow the consumer to exceed the 
resource limit by a particular amount before a new alert is 
provided or a new request for authorization or payment is 
displayed ( e.g., can only exceed up to limit of next data 
provider resource tier). 
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[0054] FIG. 4 is an illustrative screen indicating that the 
consumer has reached a limit in data provider resources in 
accordance with at least one embodiment of the invention. 
Screen 400 may include notification 408 indicating that the 
consumer is within a predetermined range of the allocated 
data provider resource limit. The predetermined range may be 
set by the consumer ( e.g., using an appropriate screen or 
selectable option), the data provider, a network component, or 
any other suitable component. In some embodiments, notifi­
cation 408 may instead or in addition indicate that the user has 
reached the allocated resource limit (i.e., the range is zero). 
[0055] Screen 400 may include selectable options for sev­
eral actions that the consumer may take in response to being 
informed that the consumer is within the predetermined range 
of the allocated resource limit. For example, screen 400 may 
include option 410 for preventing particular users or devices 
from using data provider resources. In response to receiving a 
user selection of option 410, the electronic device may dis­
play a listing of users or devices to prevent from accessing 
data provider resources. Alternatively, screen 400 may 
include an option for allowing particular users or devices to 
access data provider resources. Once particular users or 
devices have been selected, the data provider or network 
element downstream from the resource utilization component 
(e.g., resource utilization component 110, FIG. 1) may detect 
when the particular users or devices are requesting data pro­
vider resources and deny the requests. 
[0056] Screen 400 may include option 412 for restricting 
resource usage to stay within the resource allocation. Option 
412 may be displayed when the consumer has not yet reached 
the allocated storage limit, for example when the user is 
within a particular or predetermined range of the allocated 
data provider resource limit. In response to receiving a selec­
tion of option 412, the electronic devices within the consum­
er's network, the network element downstream of the 
resource utilization component, or the resource utilization 
component may restrict the amount of resources used. For 
example, the types of data transmitted over the network may 
be limited to eliminate or reduce data transfers of large file 
types (e.g., media files). As another example, data transfers 
may be restricted based on the protocol or application 
requesting the data transfer. As still another application, data 
transfers may be restricted based on the identity of the con­
sumer requesting the transfer ( e.g., limit the users who have 
consumed a disproportionately large amount of data provider 
resources). As still yet another example, data transfers of 
media files may be changed to use less resource intensive 
Codecs or to reduce the size or resolution of displayed media. 
[0057] Screen 400 may include option 414 for purchasing 
additional data provider resources. For example, in response 
to receiving a selection of option 414, the data provider may 
receive authorization to charge for additional resources. The 
authorization information may be provided using any suitable 
approach, for example by receiving credit card or bank 
account information, a personal pin or passcode associated 
with the consumer's account (e.g., to authorize an additional 
purchase on the consumer's account with the data provider), 
or any other suitable type of authorization information. In 
some embodiments, the data provider may provide additional 
resources only to particular consumers in response to receiv­
ing purchase or authorization information. For example, the 
data provider may provide additional resources only to those 
consumers that provide purchase or authorization informa­
tion ( e.g., only those users that pay can access additional data 
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provider resources, other users must wait for the next period). 
Screen 400 may be removed by selecting close option 420. 
[0058] In response to determining that the consumer is 
nearing or has reached a resource limit, the consumer may 
perform any suitable action to reduce or manage data con­
sumption. The action taken may depend on or be related to the 
manner in which data provider resources are quantified and 
metered. For example, different actions may be taken if the 
limited data provider resource is an amount of data trans­
ferred ( e.g., received or transmitted) or bandwidth used. 
[0059] In some embodiments, the consumer may limit 
requests for data based on the type of request. For example, 
the consumer may prevent the download of media data, but 
allow or permit the download of web pages or other non­
media intensive transfers. To do so, the consumer may limit 
data requests based on the data type of the request ( e.g., as 
identified by a packet header or other metadata associated 
with the request), based on the application requesting the data 
( e.g., a media application such as iTunes or Quick Time), the 
protocol used for the transfer (e.g., BitTorrent), or any other 
suitable criteria. As another example, the consumer may suc­
cessively limit video downloads, MMS and SMS data based 
on the amount by which the consumer is below the allocated 
resource limit. As still another example, the consumer may 
reduce the size of transmitted media files by changing the 
Codec used ( e.g., from lossless to lossy), the resolution or size 
of displayed media, or any other media quality attribute that 
can be reduced to reduce data provider resources consumed. 
Alternatively, or in addition, attributes of the transfer of the 
media file may be changed. In some embodiments, the con­
sumer may further limit the types of data provided in a single 
interface. For example, the consumer, when loading a web 
page that includes video or audio, may not automatically start 
playing back the video or audio but await an instruction from 
the user ( e.g., a user selection of the video or audio), thus 
indicating that the user has an interest in the media (instead of 
indeterminately providing audio). 
[0060] In some embodiments, the consumer may instead or 
in addition reschedule or cancel processes requesting data of 
lesser importance. For example, a consumer may cancel or 
delay auto-update processes ( e.g., virus scan updates), auto­
matic requests for new mail, RSS feed detectors, automati­
cally updating web pages or screens ( e.g., Gamecast screens 
or live biogs for following live sporting or news events), or 
any other suitable process. In some embodiments, the con­
sumer may only enable a particular list of authorized pro­
cesses. For example, the consumer operating system may 
identify essential processes that remain enabled independent 
of the data resource status. As another example, the operating 
system may identify processes of different levels of impor­
tance that are enabled or disabled based on a particular 
amount of data provider resources still available ( e.g., enable 
lower level processes when more data provider resources are 
available). Such an approach may in addition prevent mal­
ware, spyware, or other malicious applications or processes 
from operating properly. In some embodiments, the con­
sumer may include user-selected or user identified processes 
among those to continue ( e.g., with the operating system 
essential processes). This may allow the user to continue to 
operate the device with minimal inconvenience while reduc­
ing the data provider resources used. 
[0061] In some embodiments, the consumer may resched­
ule data transferring intensive processes. For example, if the 
data provider resources are measured or quantified in terms of 
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bandwidth used, the consumer may reschedule or delay band­
width intensive processes for a time when the consumer is not 
performing any other data transfers. As another example, the 
consumer may slow down or reduce the requested bandwidth 
for a particular data transfer to remain within the allocated 
resource limits. As another example, the consumer may 
reschedule or delay scheduled tasks based on detected data 
usage (e.g., reschedule a scheduled auto-update, or delay 
refreshing an application screen). Such an approach may be 
particularly effective when the data provider metering is 
based on the day or time of day ( e.g., re-schedule processes 
for mid-day or late night, when fewer data processing 
resources are used). 
[0062] In some embodiments, the consumer may be opera­
tive to receive and transmit data on different communications 
networks. For example, the consumer may be operative to 
transmit data over a Wi-Fi co1mection provided by a wireless 
router connected to a cable modem and a cellular network 
(e.g. , a 3G network). The consumer may have different data 
provider resource limits based on the particular network used. 
For example, the consumer may have a large resource limit 
associated with the Wi-Fi connection, and no resource limit 
associated with the cellular connection (which may be 
slower). In response to detecting that the consumer is nearing 
the Wi-Fi resource limit, the consumer may switch ongoing 
and subsequent data transfers to the cellular network. For 
example, the consumer may automatically switch the data 
transfer to a different communications network to avoid 
exceeding a data provider resource limit. As another example, 
the consumer may prompt the user to switch to a different 
network. 
[0063] FIG. 5 is an illustrative screen prompting a user to 
switch networks in accordance with at least one embodiment 
of the invention. Screen 500 may include notification 508 
indicating to the user that the allocated data provider resource 
limit for the current network (identified by indication 506) has 
been reached. In response to determining that the limit for the 
current network has been reached, the resource utilization 
component may identify other networks available to the con­
sumer for which allocated data provider resources remain. 
For example, if a consumer has consumed all allocated cel­
lular resources (e.g., 3G resources), the resource utilization 
component may identify a Wi-Fi or Ethernet network for 
which resources are available. Screen 500 may include select­
able options for each identified available network. For 
example, screen 500 may include Ethernet option 510, Wi-Fi 
option 512, 3G cellular network option 514 and EDGE cel­
lular network option 516. In some embodiments, the dis­
played options may identify networks by unique identifiers, 
such as by name ( e.g., so that several networks of the same 
type, such as Wi-Fi, may be available for selection). In 
response to receiving a user selection of a network, the con­
sumer may direct communications circuitry to switch to the 
selected network and perform the data transfer operation 
requested by the consumer. Screen 500 may include any 
suitable information associated with each identified network, 
including for example the amount of resources available for 
each network, the penalty for exceeding the resources on each 
network, or any other suitable information related to particu­
lar networks. 
[0064] To ensure that the most efficient or effective network 
is used, the resource utilization component may recommend 
a particular network to which to switch. The resource utiliza­
tion component may recommend a particular network based 
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on any suitable criteria, including for example the speed of 
available networks ( e.g., recommend the fastest network), the 
available resources on each network (e.g., recommend the 
network with the most resources available), the type of data 
transfer operation requested (e.g. , request a slower network 
for non-intensive transfers), or any other suitable criteria. The 
resource utilization component may further recommend or 
switch to particular networks for specific tasks or based on 
particular applications (e.g., use Wi-Fi for media transfers, 
3G for regular web browsing, and EDGE for checking and 
receiving e-mail). In some embodiments, the resource utili­
zation component may dynamically and automatically switch 
between available networks based on the one or more criteria. 
In some embodiments, particular applications, data transfer 
types (e.g., protocols or file types), or other types of data 
provider resource use may be associated with different net­
works (e.g., check e-mail on cellular network but perform 
BitTorrent transfers over Wi-Fi or Ethernet). 
[0065] If no network is available, screen 500 may not 
include any selectable options but may instead display a 
screen from which the user may purchase additional data 
provider resources for one or more networks. Alternatively, 
screen 500 may indicate to the user that no further data trans­
fers will be available until the next subscription period begins. 
Screen 500 may be removed by selecting close option 520. 
[0066] In some embodiments, a consumer may direct a 
resource utilization component (e.g., a router) to monitor 
received data based on the source or originator of the data. In 
particular, the consumer may direct the resource utilization 
component to distinguish between data received as a result of 
a consumer request to receive data ( e.g., a consumer request 
to check for new email, download media, surf the Internet) 
and unsolicited data transmitted to the user using the data 
provider resources. For example, the resource utilization 
component may be operative to log and quantify the number 
of unsolicited pings or attempted hacks of the consumer. The 
consumer may in turn provide that information to the data 
provider to ensure that data transfers not initiated or requested 
by the consumer are not included in the measured data pro­
vider metering. In some embodiments, the consumer may 
account for unsolicited data transfers when determining the 
amount of data provider resources have been consumed and 
remain available for consumption. 
[0067] To more particularly manage data transfers to dif­
ferent devices owned or operated by a same user ( e.g., differ­
ent computers and mobile devices within a same network 
managed by a consumer of data provider services), the user 
may distribute the data provider resources available to the 
user ( e.g., to the user's account or network) to each of the 
devices or persons using the network. For example, a network 
administrator may allocate a particular amount of data pro­
vider resources (e.g., a particular amount or percentage of 
allocated data transfers) to each device on the network (e.g., 
to each device identified by the network administrator). As 
another example, the network administrator may instead or in 
addition allocate a particular amount of data provider 
resources to each user of the network ( e.g., based on log-in or 
authentication information provided to access the network). 
(0068] The network administrator may determine the 
amount of resources to allocate to each device or user using 
any suitable approach. For example, the network administra­
tor may associate different amounts of resources based on the 
type of device used (e.g., a mobile computing device or a 
computer). As another example, the network administrator 
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may associate different amounts of resources based on the 
type of user or frequency with which the user accesses the 
network ( e.g., a guest user, a regular user, or a system admin­
istrator). In some embodiments, the network administrator 
may monitor the devices and users using the network and data 
provider resource to allocate available resources based on 
prior use. For example, the network administrator may deter­
mine that a particular user or device uses a large or small 
amount of data provider resources, and accordingly allocate a 
small or large amount of resources to the particular user or 
device. As another example, the network administrator may 
determine the percentage of resources used by each device or 
user and allocate available data provider resources based on 
the determined percentages of prior use. If the network 
administrator knows of or detects an anomalous prior usage 
(e.~., a particular user operated a bandwidth intensive appli­
cat10n due to a seasonal or one-time project), or expects an 
anomalous future usage ( e.g., a user is away on vacation for a 
certain amount of time), the network administrator may 
account for the anomalous use when allocating data provider 
resources. 
[0069] As each device or user consumes data provider 
resources, the network administrator may monitor the con­
sumption and provide reports, notices, reminders and alerts to 
each of the devices or users within the network. For example, 
the. network _administrator may provide any of the reports, 
notices, remmders and alerts describe above in connection 
with the consumption of a particular data provider resource 
consumer. When a user or device approaches or reaches the 
allocated limit of data provider resources, the network admin­
istrator may take any suitable action. In some embodiments, 
the _P~icular user o~ device may be prevented from using 
add1t10nal data provider resources until the resources are 
again re-allocated (e.g., during the next tier period). For 
example, the network administrator may ignore or deny all 
requests from the particular user or device for data provider 
resources and may in addition provide a message indicating 
that the user has reached his allocated resource limit. The 
message may invite the user, for example, to request that the 
network administrator re-evaluate the data provider resource 
allocation, or suggest that the user identify another device or 
network with which to access data provider resources. 
[0070] In some embodiments, the network administrator 
may re-allocate resources such that a user or device that has 
reached or is approaching an initial allocation limit may have 
additional resources available. This may require the network 
administrator to reduce the allocation of one or more other 
users or devices, or to maintain an overflow or reserve of 
resources available for such occasions. Alternatively, the net­
work administrator may allow the user or device to exceed the 
allocated resources in exchange for an additional charge ( e.g., 
a payment or penalty). For example, the network administra­
tor may allow the user or device to exceed the allocated 
resources in exchange for an agreement to pay a predeter­
mined penalty or the penalty given by the data provider ( e.g., 
in response to the user selecting an option agreeing to the 
penalty). 
[0071] FIG. 6 is a flowchart of an illustrative process for 
providing an indication of current resource use to a consumer 
in accordance with at least one embodiment of the invention. 
Process 600 may begin at step 602. At step 604, the resource 
utilization component coupled to the electronic device may 
meter data provider resource usage. For example, the 
resource utilization component may detect and monitor the 
data provider resources consumed by a particular consumer. 
In some embodiments, the resource utilization component 
may monitor the data provider resources consumed by several 
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consumers within a network that is connected to a resource 
utilization component providing access to a remote network. 
At step 606, the resource utilization component may deter­
mine whether the usage of the consumer is within a predeter­
mined range of the data provider resource limit. For example, 
the resource utilization component may compare the current 
resource usage of the consumer (e.g., within a particular 
period) with the limits set by the data provider and determine 
whether the difference falls within a predetermined range. 
The range may be determined using any suitable approach, 
and be fixed or change with time ( e.g., based on the amount of 
time left in the period). For example, the range may be a 
percentage or amount of data provider resources still avail­
able. As another example, the range may be zero (e.g., the 
c~nsumer has reached the data provider resource limit). As 
still another example, the range may be determined dynami­
cally based on the rate of use of data provider resources, the 
time left in the period, known or expected variations in data 
resource use ( e.g., based on prior or monitored data resource 
use), combinations of these, or any other suitable criteria for 
dynamically determining a range. 
[0072] If the resource utilization component determines 
that the usage of the consumer is not within the predetermined 
range of the data provider resource limit, process 600 may 
return to step 604 and continue to meter data provider 
resource usage of the consumer. If, at step 606, the resource 
utilization component instead determines that the usage of the 
consumer is within the predetermined range, process 600 may 
move to step 608. At step 608, the resource utilization com­
ponent may provide an indication of current resource use to 
the consumer. For example, the resource utilization compo­
nent may provide to the consumer information related to the 
user's current resource usage, expected resource usage, 
resources remaining for the period, or any other suitable 
information regarding data provider resource use. In some 
embodiments, the resource utilization component may pro­
vide options for managing data provider resources to the 
consumer. For example, options for reducing resource use, 
~urchasing or accessing additional resources, preventing par­
ticular users or electronic devices from consuming resources, 
or any other suitable option for managing data provider 
resource consumption. Process 600 may then end at step 610. 
[0073] Thus it is seen that computers and other network 
devices capable of monitoring data consumption, and meth­
ods and apparatus for scheduling computer activities to con­
sume data during periods of lower data prices, have been 
provide~. It will be understood that the foregoing is only 
1llustrat1ve of the principles of the invention, and that various 
modifications can be made by those skilled in the art without 
departing from the scope and spirit of the invention, and the 
present invention is limited only by the claims that follow. 

What is claimed is: 
1. A method for managing data provider resource con­

sumption, comprising: 
monitoring data provider resource consumption; 
determining that the data provider consumption is within a 

predetermined range of a data provider resource limit; 
and 

automatically providing a notice related to the consumed 
data provider resources in response to determining. 

2. The method of claim 1, wherein: 
monitoring further comprises monitoring during a sub­

scription period; and 
the data provider resource limit comprises a data provider 

resource limit during the subscription period. 
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3. The method of claim 1, further comprising: 
providing an option for preventing consumption of data 

provider resources beyond the data provider resource 
limit. 

4. The method of claim 1, further comprising: 
providing an option for accessing additional data provider 

resources beyond the data provider resource limit. 
5. The method of claim 4, wherein providing further com­

prises receiving purchase information for accessing addi­
tional data provider resources. 

6. The method of claim 1, further comprising: 
automatically limiting access to data provider resources in 

response to determining. 
7. The method of claim 6, wherein limiting further com­

prises: 
identifying a restricted set of data provider resource 

usages; 
detecting that a requested use is within the identified set; 

and 
preventing access to the data provider resources in 

response to detecting. 
8. The method of claim 7, wherein the identified set com­

prises at least one of: 
data provider resource usage by a particular user; 
data provider resource usage by a particular electronic 

device; 
data provider resource usage by a particular application; 
data provider resource usage by a particular process; 
data provider resource usage using a particular communi­

cations protocol; 
data provider resource usage for a particular type of data 

transfer; and 
data provider resource usage for a particular type of data. 
9. The method of claim 8, wherein the particular process 

comprises at least one of a scheduled download, an auto­
update, and a rogue process. 

10. The method of claim 8, wherein the particular applica­
tion is not included in a list of authorized applications. 

11. The method of claim 6, further comprising adjusting 
the quality of transferred media. 

12. The method of claim 11, wherein adjusting further 
comprises at least one of changing the resolution of trans­
ferred media, changing the display size of transferred media, 
and changing the codec used for decoding the transferred 
media. 

13. The method of claim 1 wherein the notice further com­
prises an estimation of expected future data provider resource 
consumption for a particular period. 

14. A system for monitoring resource utilization of data 
provider resources, comprising: 

an electronic device operative to consume data provider 
resources; and 

a resources utilization component coupled to the electronic 
device, the resource utilization component operative to 
monitor the data provider resources consumed by the 
electronic device and operative to adjust the consump­
tion of the electronic device to data provider resources. 

15. The system of claim 14, wherein the resources utiliza­
tion component is further operative to: 

determine that the electronic device has consumed an 
amount of data provider resources that is within a pre­
determined range of a data provider resource limit; and 

indicate to the electronic device the determined consump­
tion amount. 
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16. The system of claim 14, wherein the predetermined 
range comprises a dynamically changing range. 

17. The system of claim 16, wherein the dynamically 
changing range is operative to change based on the current 
day within a subscription period associated with the data 
provider resource limit. 

18. The system of claim 16, wherein the resources utiliza­
tion element is operative to define the dynamically changing 
range based on the expected data provider resource consump­
tion for the time remaining in a subscription period associated 
with the data provider resource limit. 

19. The system of claim 18, wherein the resources utiliza­
tion component is further operative to: 

review data provider resource usage from previous sub­
scription periods associated with the data provider 
resource limit; 

extract variations to linear data provider resource usage 
based on the reviewed usage; and 

define the dynamically changing range based on the 
extracted variations. 

20. The system of claim 14, wherein the data provider 
resource limit comprises at least one of: 

an amount of transferred data; 
an amount of uploaded data; 
an amount of downloaded data; 
a bandwidth limitation; 
an amount of a particular type of transferred data; 
an amount of data transferred using a particular protocol; 

and 
an amount of data transferred using a particular applica­

tion. 
21. A method for managing the consumption of data pro­

vider resources by a plurality of electronic devices, compris­
ing: 

monitoring data provider resource consumption by the plu­
rality of electronic devices; 

determining that the consumed data provider resources 
have reached a predetermined resource limit; and 

automatically indicating to at least one of the plurality of 
electronic devices that the predetermined resource limit 
has been reached. 

22. The method of claim 21, wherein monitoring further 
comprises monitoring the individual data provider resource 
consumption by each of the plurality of electronic devices. 

23. The method of claim 21, further comprising: 
identifying at least one of the plurality of electronic devices 

based on the data provider resources consumed by the at 
least one of the plurality of electronic devices; and 

managing the access to data provider resources of the iden­
tified electronic device. 

24. The method of claim 23, wherein identifying further 
comprises identifying at least one of an electronic device 
consuming a disproportionately large amount of data pro­
vider resources and an electronic devices consuming a dis­
proportionately small amount of data provider resources. 

25. The method of claim 23, wherein managing further 
comprises at least one of: 

reducing the data provider resources available to the iden­
tified electronic device; 

preventing the identified electronic device from consuming 
data provider resources; 

re-allocating data provider resources from other electronic 
devices to the identified electronic device; 

changing the attributes of a transferred media file; 
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changing the attributes of the transfer of a media file; 
restricting particular programs from consuming data pro­

vider resources; and 
receiving purchase authorization from the identified elec­

tronic device to purchase access to additional data pro­
vider resources. 

26. The method of claim 25, wherein reducing further 
comprises at least one of: 

preventing the identified electronic device from transfer­
ring a particular type of data; 

preventing the identified electronic device from transfer­
ring data using a particular communications protocol; 

preventing the identified electronic device from consuming 
data provider resources using a particular application; 
and 

preventing the identified electronic device from consuming 
data provider resources at a particular time of day or 
week. 

27. The method of claim 21, further comprising: 
associating a resource limit with each of the plurality of 

electronic devices; 
detecting that one of the plurality of electronic devices has 

reached the resource limit associated with the detected 
electronic device; and 

automatically providing an indication that the resource 
limit has been reached to the one of the plurality of 
electronic devices. 

28. The method of claim 27 further comprising directing 
the one of the plurality of electronic devices to at least one of: 

limit data provider resources consumed; and 
purchase access to additional data provider resources. 
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29. A system for automatically switching between commu­
nications networks based on monitored usage of the commu­
nications networks comprising: 

a first communications network, wherein a first resource 
limit is associated with the first communications net­
work; 

a second communications network, wherein a second 
resource limit is associated with the second communi­
cations limit; and 

an electronic device operative to consume resources using 
either of the first and second communications networks, 
the electronic device operative to: 
consume resources using the first communications net­

work; 
determine that the resource consumption has reached the 

first resource limit; and 
connect to the second communications network for fur­

ther resource consumption in response to determin­
ing. 

30. The system of claim 29, wherein the electronic device 
is operative to automatically connect to the second commu­
nications network in response to determining. 

31. The system of claim 29, wherein the electronic device 
is further operative to display and indication of the resources 
remaining on the second communications network until the 
second communications limit is met. 

32. The system of claim 31 wherein the electronic device is 
further operative to receive an instruction to switch to the 
second communications network in response to displaying 
the indication. 

* * * * * 




