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CLOUD-BASED VIDEO SURVEILLANCE
MANAGEMENT SYSTEM

BACKGROUND

[0001] Security cameras are commonly used to monitor
indoor and outdoor locations. Networks of security cameras
may be used to monitor a given area. For example, hundreds
of cameras may be used to provide video feeds of sections of
a college campus. Cameras within a security camera network
are typically not aware of their location within the system or
the existence and locations of other cameras in the system.
Thus, a user monitoring video feeds produced by the security
cameras manually analyzes and processes the video feeds to
track and locate objects within the monitored area. Addition-
ally, conventional security camera networks operate as a
closed system, in which networked security cameras provide
video feeds for a single geographic area and a user observes
the video feeds and operates the network from a fixed-loca-
tion user terminal located at the same geographic area.

SUMMARY

[0002] An example of a method of managing a video sur-
veillance system according to the disclosure includes obtain-
ing video content and metadata relating to the video content
from multiple network devices; filtering the metadata accord-
ing to one or more criteria to obtain a filtered set of metadata;
isolating video portions, of the video content, associated with
respective first portions of the filtered set of metadata; and
providing at least some of the filtered set of metadata or the
isolated video portions to a cloud computing service.

[0003] Implementations of the method can include one or
more of the following features. The network devices com-
prise at least one of cameras or video encoders. Respective
ones of the network devices are associated with respective
local networks, and each of the local networks is associated
with distinct geographic locations. Evaluating quality of the
metadata according to the one or more criteria, classifying
second portions of the metadata having a quality below a
threshold as noise metadata, and excluding the noise meta-
data from the filtered set of metadata. Obtaining the metadata
from at least a first network device and a second network
device, where the first network device and the second network
device maintain metadata for overlapping geographic areas.
Identifying a metadata element obtained from the first net-
work device that corresponds to an area for which the first
network device and the second network device maintain
metadata, determining whether a corresponding metadata
element has been obtained from the second network device,
and classifying the metadata element as noise if the corre-
sponding metadata element has not been obtained from the
second network device. Evaluating the quality of the meta-
data based on at least one of spatial relationships within video
content corresponding to the metadata or temporal relation-
ships within the video content corresponding to the metadata.
Identifying a metadata element associated with an object
detected by a network device and classifying the metadata
element as noise if the object disappears within a threshold
amount of time from its appearance or if the object exhibits at
least a threshold degree of change with respect to moving
direction, size or moving speed. The metadata correspond to
at least one of objects tracked within the video surveillance
system or events within the video surveillance system. Pro-
cessing the video content to generate one or more supplemen-
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tary metadata elements. Receiving a query of at least one of
the metadata or the video content and processing the query
according to one or more predefined rules.

[0004] An example of a video surveillance management
system according to the disclosure includes a gateway con-
figured to obtain video content and metadata relating to the
video content from multiple network devices; a metadata
processing module communicatively coupled to the gateway
and configured to filter the metadata according to one or more
criteria to obtain a filtered set of metadata; a video processing
module communicatively coupled to the gateway and the
metadata processing module and configured to isolate video
portions, of video the content, associated with respective first
portions of the filtered set of metadata; and a cloud services
interface communicatively coupled to the gateway, the meta-
data processing module and the video processing module and
configured to provide at least some of the filtered set of
metadata or the isolated video portions to a cloud computing
service.

[0005] Implementations of the system can include one or
more of the following features. The network devices com-
prise at least one of cameras or video encoders. The metadata
processing module is further configured to evaluate quality of
the metadata according to the one or more criteria, to classify
respective second portions of the metadata having a quality
below a threshold as noise metadata, and to exclude the noise
metadata from the filtered set of metadata. The gateway is
further configured to obtain the metadata from at least a first
network device and a second network device, wherein the first
network device and the second network device maintain
metadata for overlapping geographic areas, and the metadata
processing module is further configured to identify a meta-
data element obtained from the first network device that cor-
responds to an area for which the first network device and the
second network device maintain metadata, to determine
whether a corresponding metadata element has been obtained
from the second network device, and to classify the metadata
element as noise if the corresponding metadata element has
not been obtained from the second network device. The meta-
data processing module is further configured to evaluate the
quality of the metadata based on at least one of spatial rela-
tionships within video content corresponding to the metadata
or temporal relationships within the video content corre-
sponding to the metadata. The metadata processing module is
further configured to identify a metadata element associated
with an object detected by a network device and to classify the
metadata element as noise if the object disappears within a
threshold amount of time from its appearance or if the object
exhibits at least a threshold degree of change with respect to
moving direction, size or moving speed. The metadata corre-
spond to at least one of objects tracked within the video
surveillance system or events within the video surveillance
system. The video processing module is further configured to
generate one or more supplementary metadata elements
based on the video content. A rule engine communicatively
coupled to the gateway, the metadata processing module and
the video processing module and configured to receive a
query of at least one of the metadata or the video content and
to process the query according to one or more predefined
rules.

[0006] Another example of a video surveillance manage-
ment system according to the disclosure includes network
interface means for obtaining video content and metadata
relating to the video content from multiple network devices;
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metadata processing means, communicatively coupled to the
network interface means, for filtering the metadata according
to one or more criteria to obtain a filtered set of metadata; and
video processing means, communicatively coupled to the
network interface means and the metadata processing means,
for isolating video portions, of the video content, associated
with respective first portions of the filtered set of metadata;
where the network interface means comprises means for pro-
viding at least some of the filtered set of metadata or the
isolated video portions to a cloud computing service.

[0007] Implementations of the system can include one or
more of the following features. The network devices com-
prise at least one of cameras or video encoders. Means for
evaluating quality of the metadata according to the one or
more criteria, classifying second portions of the metadata
having a quality below a threshold as noise metadata, and
excluding the noise metadata from the filtered set of meta-
data. The metadata correspond to at least one of objects
tracked within the video surveillance system or events within
the video surveillance system. Means for generating one or
more supplementary metadata elements based on the video
content. Query processing means, communicatively coupled
to the network interface means, the metadata processing
means and the video processing means, for receiving a query
of at least one of the metadata or the video content and
processing the query according to one or more predefined
rules.

[0008] Anexample of a computer program product accord-
ing to the disclosure resides on a processor-executable com-
puter storage medium and includes processor-executable
instructions configured to cause a processor to obtain video
content and metadata relating to the video content from mul-
tiple network devices; filter the metadata according to one or
more criteria to obtain a filtered set of metadata; isolate video
portions, of the video content, associated with respective first
portions of the filtered set of metadata; and provide at least
some of the filtered set of metadata or the isolated video
portions to a cloud computing service.

[0009] Implementations of the computer program product
may include one or more of the following features. The net-
work devices comprise at least one of cameras or video
encoders. The instructions configured to cause the processor
to filter are further configured to cause the processor to evalu-
ate quality of the metadata according to the one or more
criteria, classify second portions of the metadata having a
quality below a threshold as noise metadata, and exclude the
noise metadata from the filtered set of metadata. The meta-
data correspond to at least one of objects tracked within the
video surveillance system or events within the video surveil-
lance system. Processor-executable instructions configured
to cause the processor to receive a query of at least one of the
metadata or the video content and process the query accord-
ing to one or more predefined rules.

[0010] TItems and/or techniques described herein may pro-
vide one or more of the following capabilities, as well as other
capabilities not mentioned. Video content and metadata are
provided to and processed by a cloud-based service, enabling
oversight and operation of a security camera network from
any location, including locations remote to the security cam-
era network. Cloud-based security camera network manage-
ment services can be utilized to enable a single consolidated
interface for oversight and operation of multiple security
camera networks in different geographic areas. Video content
and metadata provided to the cloud storage facility are intel-
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ligently selected, significantly reducing the costs associated
with data transfer. Network video and metadata processing
algorithms can be utilized to provide enhanced video analyt-
ics by leveraging relationships between cameras in a system
of managed security camera networks. A rule engine can be
implemented to provide enhanced querying and retrieval of
data provided to a cloud-based service. Other capabilities
may be provided and not every implementation according to
the disclosure must provide any, let alone all, of the capabili-
ties discussed. Further, it may be possible for an effect noted
above to be achieved by means other than that noted, and a
noted item/technique may not necessarily yield the noted
effect.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] FIG. 1 is a block diagram of a security camera
network.
[0012] FIG. 2 is a diagram of a three-tier cloud-based video

surveillance management system.

[0013] FIG. 3 is a diagram illustrating enhanced function-
ality provided by the video surveillance management system
of FIG. 2.

[0014] FIG. 4 is a block diagram of a system for managing
a set of video surveillance networks.

[0015] FIG. 5 is a diagram illustrating cloud computing
services provided by a cloud-based video surveillance man-
agement system.

[0016] FIGS. 6-7 are block flow diagrams of processes for
managing transfer of information associated with a video
surveillance system to a network management service.
[0017] FIG. 8 illustrates a block diagram of an embodiment
of'a computer system.

DETAILED DESCRIPTION

[0018] Described herein are systems and methods for
implementing and operating a cloud-based intelligent video
surveillance management system. The video surveillance
management system applies video analytics to extract meta-
data for video content provided to the system from various
cameras and other associated devices. The video content and
metadata are, in turn, used to assist video management opera-
tions such as event and alarm management and decision assis-
tance.

[0019] Each camera in a camera network has an associated
point of view and field of view. A point of view refers to the
position and perspective from which a physical region is
being viewed by a camera. A field of view refers to the
physical region imaged in frames by the camera. Each camera
is equipped with an imaging module, implemented as a
complementary metal-oxide-semiconductor (CMOS) device
and/or by other means, that generates images from received
light, as well as a computational engine that takes images of
a given resolution at a predefined rate (e.g., 30 images/sec-
ond, etc.), compresses the image data using a visual compres-
sion algorithm and sends the compressed data over a local
connection. A camera further includes, or is associated with,
a digital signal processor (DSP) and associated software that
manages operation of the camera. When the camera is pow-
ered on, the DSP begins to capture images using the func-
tional modules described above. For each pixel in the field of
view of the camera, the DSP maintains a mathematical model
that describes an expected behavior of the particular pixel.
For instance, for a camera mounted such that it captures
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images of a parking lot, one pixel position within the images
captured by the camera may correspond to asphalt on the
surface of the parking lot. The pixel has a static digital value
that changes over time due to noise, lighting changes, and the
like. The DSP models these variations over time as, e.g., a
Gaussian distribution of a given mean and standard deviation.
The DSP can generate similar models for pixels that change in
a more complex manner, such as a pixel corresponding to a
location on the side of a building that is at times obscured by
a tree branch moving in the wind.

[0020] Based on background models for each pixel of a
camera image, the DSP can process frames to determine
whether a moving object is present within its field of view.
The camera associates metadata with images of the moving
object (referred to as an “object” for short). These metadata
define various characteristics of the object. For instance, the
metadata can define the location of the object within the
camera’s field of view, the width or height of the image of the
object (e.g., measured in pixels), the direction the image of
the object is moving, the speed of the image of the object, the
color of the object, and/or a category of object. These are
pieces of information that can be present in metadata associ-
ated with images of the object; other metadata is also pos-
sible. The category of object refers to a category, based on
other characteristics of the object, that the object is deter-
mined to be within. For example, categories can include:
humans, animals, cars, small trucks, large trucks, and/or
SUVs. Metadata regarding events involving moving objects
is also transmitted by the camera to the host computer system.
Such event metadata includes: an object entering the field of
view of the camera, an object leaving the field of view of the
camera, the camera being sabotaged, the object remaining in
the camera’s field of view for greater than a threshold period
of'time (e.g., if a person is loitering in an area for greater than
some threshold period of time), multiple moving objects
merging (e.g., a running person jumps into a moving vehicle),
amoving object splitting into multiple moving objects (e.g., a
person gets out of a vehicle), an object entering an area of
interest (e.g., a predefined area where the movement of
objects is desired to be monitored), an object leaving a pre-
defined zone, an object crossing a tripwire, an object moving
in a direction matching a predefined forbidden direction for a
zone or tripwire, object counting, object removal (e.g., when
anobject s still longer than a predefined period of time and its
size is larger than a large portion of a predefined zone), object
abandonment (e.g., when an object is still longer than a pre-
defined period of time and its size is smaller than a large
portion of a predefined zone), and a dwell timer (e.g., the
object is still or moves very little in a predefined zone for
longer than a specified dwell time).

[0021] Each camera transmits metadata associated with
images of moving objects to a host computer system. Each
camera also transmits frames of a video feed, possibly com-
pressed, to the host computer system. The host computer
system enables a user to view and analyze the video content
and metadata. For instance, using the metadata received from
multiple cameras, the host computer system can determine
whether images of moving objects that appear (either simul-
taneously or non-simultaneously) in the fields of view of
different cameras represent the same object. Ifa user specifies
that this object is to be tracked, the host computer system
displays to the user frames of the video feed from a camera
determined to have a preferable view of the object. This
tracking can also be performed using historical video feeds,
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referring to stored video feeds that represent movement ofthe
object at some point in the past. As another example, a user
can specity one or more rules, in response to which the host
computer system returns video content and/or metadata that
matches the specified rules. For instance, a user can request
all video clips captured by the security camera network within
a given time range that contain objects of a specified color.
Other rules are also possible.

[0022] FIG. 1 illustrates a block diagram of a local security
camera network 10. The security camera network 10 includes
video cameras including fixed position cameras 12, PTZ
(Pan-Tilt-Zoom) cameras 14, slave cameras 16, etc. Security
camera networks may have zero, one, or more than one of
each type of camera such that networks may have one or more
cameras. For example, as shown in FIG. 1, the security cam-
era network 10 includes two fixed position cameras 12, one
PTZ camera 14 and one slave camera 16. Other quantities
and/or configurations of cameras could also be used.

[0023] The security camera network 10 also includes a
router 20. The fixed position cameras 12, PTZ cameras 14,
and slave cameras 16 communicate with the router 20 using a
wired connection (e.g., a local area network (LAN) connec-
tion) or a wireless connection. The router 20 communicates
with a computing system, such as a host computer system 30.
The router 20 communicates with the host computer system
30 using either a wired connection, such as a LAN connec-
tion, or a wireless connection. In some configurations, the
host computer system 30 may be located at a single comput-
ing device and/or multiple computing devices (e.g., as a dis-
tributed computer system).

[0024] A fixed position camera 12 may be set in a fixed
position, such as mounted to the eaves of a building to capture
a video feed of the building’s emergency exit. The field of
view of such a fixed position camera, unless moved or
adjusted by some external force, will remain unchanged. The
fixed position camera 12 includes a digital signal processor
(DSP) and/or one or more other processing entities to com-
press, process, and/or analyze images captured by the fixed
position camera 12. For instance, as frames of the field of
view of the fixed position camera 12 are captured, these
frames are processed by a digital signal processor associated
with the fixed position camera 12 to determine if one or more
moving objects are present. For instance, a Gaussian mixture
model may be used to separate a foreground that contains
images of moving objects from a background that contains
images of static objects, such as trees, buildings, and roads.
The images of these moving objects are then processed to
identify various characteristics of the images of the moving
objects.

[0025] Using the images of respective detected objects, the
fixed position camera 12 creates metadata associated with the
images of each object. Metadata associated with, or linked to,
an object contains information regarding various character-
istics of the images of the object. For instance, the metadata
includes information on characteristics such as: a location of
the object, a height of the object, a width of the object, the
direction the object is moving in, the speed the object is
moving at, a color of the object, and/or a categorical classifi-
cation of the object. Metadata may also include information
regarding events involving moving objects.

[0026] Referring to the location of the object, the location
of'the object in the metadata is expressed as two-dimensional
coordinates in a two-dimensional coordinate system associ-
ated with fixed position camera 12. These two-dimensional
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coordinates are associated with the position of the image of
the object in the frames captured by the fixed position camera
12. The two-dimensional coordinates of the object may be
determined to be a point within the frames captured by the
fixed position camera 12. In some configurations, the coordi-
nates of the position of the object is determined to be the
middle of the lowest portion of the object (e.g., if the object is
a person standing up, the position would be between the
person’s feet). The two-dimensional coordinates have an x
and y component, but no third component. In some configu-
rations, the x and y components are measured in numbers of
pixels. For example, a location of {613, 427} would mean that
the middle of the lowest portion of the object is 613 pixels
along the x-axis and 427 pixels along the y-axis of the field of
view of the fixed position camera 12. As the object moves, the
coordinates associated with the location of the object would
change. Further, because this coordinate system is associated
with the fixed position camera 12, if the same object is also
visible in the fields of views of one or more other cameras, the
location coordinates of the object determined by the other
cameras would likely be different.

[0027] The height ofthe object may also be contained in the
metadata and expressed in terms of numbers of pixels. The
height of the object is defined as the number of pixels from the
bottom of the image of the object to the top of the image of the
object. As such, if the object is close to the fixed position
camera 12, the measured height would be greater than if the
object is further from the fixed position camera 12. Similarly,
the width of the object is expressed in a number of pixels. The
width of the objects can be determined based on the average
width of the object or the width at the object’s widest point
that is laterally present in the image of the object. Similarly,
the speed and direction of the object can also be measured in
pixels.

[0028] The metadata determined by the fixed position cam-
era 12 is transmitted to a host computer system 30 via a router
20. In addition to transmitting metadata to the host computer
system 30, the fixed position camera 12 transmits a video feed
of'frames to the host computer system 30. Frames captured by
the fixed position camera 12 can be compressed or uncom-
pressed. Following compression, the frames are transmitted
via the router 20 to the host computer system 30.

[0029] As further shown in FIG. 1, a security camera net-
work 10 may include multiple fixed position cameras 12,
which may function in a substantially similar manner to that
described above. Fixed position cameras 12, assuming they
are located in positions different from each other, have dif-
ferent points of view and fields of view. Thus, even if the same
objectis observed by multiple fixed position cameras 12 at the
same instant in time, the perceived location, width and height
of the object would vary between the different cameras.
[0030] The security camera network 10 also includes a PTZ
camera 14. A PTZ camera 14 may pan, tilt, and zoom. As with
the fixed position camera 12, the PTZ camera 14 can also
include a digital signal processor and/or other processing
devices. In order for the PTZ camera 14 to identify respective
objects of interest, the PTZ camera 14 may have predefined
points of view at which the PTZ camera 14 has analyzed the
background and can distinguish the foreground containing
moving objects from the background containing static
objects. A user using the host computer system 30 may be
able to control the movement and zoom of the PTZ camera 14.
Commands to control the PTZ camera 14 may be routed from
the host computer system 30 to the PTZ camera 14 via the
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router 20. In some configurations, the PTZ camera 14 follows
a set pan, tilt, and zoom pattern unless interrupted by a com-
mand from the host computer system 30.

[0031] The slave camera 16 may communicate with the
host computer system 30 via the router 20. The slave camera
16 can either be a fixed position camera or a PTZ camera. The
slave camera 16 is configured only to capture images and is
not capable of identifying objects in the captured images.
Instead, the slave camera 16 transmits either raw frames of a
video feed or compressed frames of the video feed (e.g.,
processed via a video compressor) to the host computer sys-
tem 30 via the router 20. The host computer system 30 pro-
cesses frames received from the slave camera 16 to identify
and track moving objects in the frames received from the
slave camera 16.

[0032] The host computer system 30 is configured to pro-
cess information received by the cameras 12-16 via the router
20. For instance, the host computer system 30 can act as a
location server which receives and stores locations of respec-
tive cameras 12-16 and/or other devices within the security
camera network 10. The host computer system 30 computes
locations of devices within the security camera network 10
based on information obtained from a user and/or the devices
themselves, or alternatively devices within the security cam-
era network 10 can compute their own locations and submit
these locations to the host computer system 30. The host
computer system 30 also identifies and tracks locations of
respective objects monitored by the cameras 12-16.

[0033] As discussed above, the host computer system 30
receives and stores compressed and/or uncompressed video
from the cameras 12-16. The host computer system 30 also
receives, stores, and analyzes metadata received from the
cameras 12-16. The host computer system 30 can provide a
user terminal or other mechanisms that allow a user, such as
a security guard, to interact with the frames of the video feeds
received from the cameras and any generated metadata asso-
ciated with the video feeds. A user terminal at the host com-
puter system 30 can display one or more video feeds to the
user at one time. The user can select an object to track using
the user terminal. For example, if the user is viewing frames
of the video feed from a fixed position camera 12 and an
object the user wishes to track appears in the field of view of
the fixed position camera 12, the user can select the image of
the object. The host computer system 30 then leverages the
positions of the cameras 12-16 of the security camera network
10 to track the object as it moves between the fields of view of
the cameras 12-16. If the object is visible in the fields of view
of multiple cameras, a preferable field of view is selected by
the host computer system 30 based on predefined rules. The
user can also control the PTZ camera 14 using the host com-
puter system 30.

[0034] In some configurations, the host computer system
30 may be implemented by one computing device or multiple
computing devices. For example, one computing device may
process and store device locations, video, and function as a
user terminal. Alternatively, a first computing device may
function as a user terminal and interact (e.g., through the
router 20) with a second computing device that processes
location data, video content and/or metadata.

[0035] The local security camera network 10 is associated
with a number of limitations. For instance, the security cam-
era network 10 does not provide mobility of video; video
content and associated data are available only at the host
computer system 30, which is typically physically located in
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alocal control room within the same site at which the cameras
12-16 are deployed. Further, the security camera network 10
operates as an insular system and is not configured to receive
orutilize video content or other information corresponding to
entities outside the local security camera network 10. Within
the security camera network 10, the host computer system 30
may also not be capable of performing analytics for informa-
tion associated with multiple cameras 12-16; instead, the host
computer system 30 may provide only a user interface that
enables an operator of the security camera network 10 to
manually inspect and analyze data associated with multiple
cameras 12-16.

[0036] To increase the mobility and versatility of a video
surveillance network and mitigate at least the shortcomings
stated above, a video surveillance network can be designed
using a multi-tiered structure to leverage cloud-based analy-
sis and management services for enhanced functionality and
mobility. Cloud-based services refers to computing services
that are provided by and accessed from a network service
provider via cloud computing. FIG. 2 illustrates an example
of a three-tier cloud-based system for intelligent video sur-
veillance system management. The first tier 40 of the system
includes edge devices such as routers 20, intelligent encoders
and intelligent cameras 42 with embedded video analytics
algorithms. The cameras 42 in FIG. 2 operate similarly to
cameras 12-16 in FIG. 1. The first tier 40 of the system
connects to the second tier 50 of the system through one or
more LANs 32. The second tier 50 of the system is at the
gateway of the surveillance system and includes one or more
gateway devices 52 that operate as described in further detail
below. The second tier 50 of the system connects via the
Internet 34 to the third tier 60 of the system, which includes
cloud computing services provided via a cloud computing
server 62 and/or other entities. As further shown by FIG. 2, a
computer system 64 can be configured to access information
associated with the system via the LAN(s) 32 and/or the
Internet 34. The computer system 64 includes a user interface
(UI) as well as various functional modules to enable an opera-
tor to query, process and view data associated with the system
in an intelligent manner. As the system is cloud-based and
operates via the Internet 34, the computer system 64 may be
located in any suitable location and need not be co-located
with any particular edge device(s) or gateway(s) associated
with the system.

[0037] Various aspects of the functionality of the system
shown in FIG. 2 are illustrated by diagram 70 in FIG. 3.
Within the intelligent cameras/encoders, a video analytics
algorithm is utilized as a scene analyzer to detect and track
objects in the scene and generate metadata to describe the
objects and their events. The scene analyzer operates as a
background subtraction based algorithm. The scene analyzer
can describe an object with its color, location in the scene,
time stamp, velocity, size, moving direction, etc. The scene
analyzer can also trigger predefined metadata events such as
zone or tripwire violation, counting, camera sabotage, object
merging, object splitting, still objects, object loitering, etc.
Object and event metadata, along with any other metadata
generated by the edge device(s), are sent to the gateway 52.
[0038] The gateway 52 is a storage and processing device in
the local network which stores video and metadata content.
The gateway can be wholly or in part implemented as a
network video recorder or an independent server. As stated
above, metadata generated from edge devices are provided to
their corresponding gateway 52. In turn, the gateway 52
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uploads video captured from the cameras 42 to the cloud
computing server 62 for storage, display, and search. Since
the volume of the video captured by the cameras 42 is sig-
nificantly large, it may be prohibitively expensive in terms of
cost and bandwidth to upload all the video content associated
with the cameras 42. Thus, the gateway 52 is utilized as
described below to reduce the amount of video sent to the
cloud computing server 62. As a result of metadata filtering
and other operations described below, the amount of infor-
mation sent to the cloud computing server 62 from the gate-
way 52 can be reduced significantly (e.g., to a few percent of
the information that would be sent to the cloud computing
server 62 if the system sent all information continuously). In
addition to cost and bandwidth savings, this reduction
improves the scalability of the system, enabling a common
platform for monitoring and analyzing surveillance networks
across a large number of geographic areas from a single
computing system 64 via the cloud computing server 62.

[0039] The metadata provided by the edge devices is pro-
cessed at the gateway 52 to remove noise and reduce dupli-
cated objects. Key frames of video content obtained from the
edge devices can also be extracted based on metadata time
stamps and/or other information associated with the video
and stored as still pictures for post-processing. The recorded
video and still pictures can be further analyzed to extract
information that is not obtained from the edge devices using
enhanced video analytics algorithms on the gateway 52. For
instance, algorithms such as face detection/recognition and
license plate recognition can be executed at the gateway 52 to
extract information based on motion detection results from
the associated cameras 42. An enhanced scene analyzer can
also be run at the gateway 52, which can be used to process
high definition video content to extract better object features.

[0040] By filtering noisy metadata, the gateway 52 reduces
the amount of data uploaded to the cloud computing servers
62. Conversely, if the scene analyzer at the gateway 52 is not
configured correctly, it is possible that a lot of noises will be
detected as objects and sent out as metadata. For instance,
foliage, flags and some shadows and glares can generate false
objects at the edge devices, and it is conventionally difficult
for these edge devices to detect and remove such kinds of
noise in real time. However, the gateway 52 can leverage
temporal and spatial information across all cameras 42 and/or
other edge devices in the local surveillance network to filter
these noise objects with less difficulty. Noise filtering can be
implemented at an object level based on various criteria. For
instance, an object can be classified as noise if it disappears
soon after it appears, if it changes moving direction, size,
and/or moving speed, if it suddenly appears and then stands
still, etc. If two cameras have an overlapped area and they are
registered to each other (e.g., via a common map), an object
identified on one camera can also be identified as noise if it
cannot be found at the surrounding area of the location on the
other camera. Other criteria may also be used. Detection of
noise metadata as performed above can be based on pre-
defined thresholds; for example, an object can be classified as
noise if it disappears within a threshold amount of time from
its appearance or if it exhibits more than a threshold change to
direction, size and/or speed.

[0041] By classifying objects as noise as described above,
the gateway 52 is able to filter out most of the false motion
information provided by the edge devices before it is sent to
the cloud. For instance, the system can register cameras 42 on
amap via a perspective transformation at the gateway 52, and
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the feature points of the scene can be registered with the
corresponding points on the map. This approach enables the
system to function as a cross-camera surveillance monitoring
system. Since objects can be detected from multiple cameras
42 in the areas at which the cameras 42 overlap, it is possible
to use this information to remove noise from metadata
objects.

[0042] As another example, the gateway 52 can leverage
temporal relationships between objects in a scene monitored
by edge devices to facilitate consistency in object detection
and reduce false positives. Referring again to the example of
a camera observing a parking lot, an edge device may gener-
ate metadata corresponding to a person walking through the
parking lot. If the full body of the person is visible at the
camera, the camera generates metadata corresponding to the
height of the person. If subsequently, however, the person
walks between rows of cars in the parking lot such that his
lower body is obscured from the camera, the camera will
generate new metadata corresponding to the height of only
the visible portion of the person. As the gateway 52 can
intelligently analyze the objects observed by the camera, the
gateway 52 can leverage temporal relationships between
observed objects and pre-established rules for permanence
and feature continuity to track an object even if various por-
tions of the object become obscured.

[0043] After filtering noisy metadata objects and perform-
ing enhanced video analytics as described above, the remain-
ing metadata objects and associated video content are
uploaded by the gateway 52 to a cloud computing service. As
a result of the processing at the gateway 52, only video clips
associated with metadata will be uploaded to the cloud. This
can significantly reduce (e.g., by 90% or more) the amount of
data to be transmitted. The raw video and metadata processed
by the gateway 52 may also be locally stored at the gateway 52
as backup. The gateway 52 may also transmit representations
of'video content and/or metadata to the cloud service in place
of, or in addition to, the content or metadata themselves. For
instance, to further reduce the amount of information trans-
mitted from the gateway 52 to the cloud corresponding to a
tracked object, the gateway 52 may transmit coordinates or a
map representation of the object (e.g., an avatar or other
marking corresponding to a map) in place of the actual video
content and/or metadata.

[0044] The video uploaded to the cloud computing server
62 can be transcoded with a lower resolution and/or frame
rate to reduce video bandwidth on the Internet 34 for a large
camera network. For instance, the gateway 52 can convert
high-definition video coded in a video compression standard
to a low-bandwidth video format in order to reduce the
amount of data uploaded to the cloud.

[0045] By utilizing the cloud computing service, users
associated with the system can watch and search video asso-
ciated with the system anywhere at any time via a user inter-
face provided at any suitable fixed or portable computing
device 64. The user interface can be web-based (e.g., imple-
mented via HTML 5, Flash, Java, etc.) and implemented via
a web browser, or alternatively the user interface can be
provided as a dedicated application on one or more comput-
ing platforms. The computing device 64 may be a desktop or
laptop computer, tablet computer, smartphone, personal digi-
tal assistant (PDA) and/or any other suitable device.

[0046] Additionally, use of cloud computing services pro-
vided enhanced scalability to the system. For instance, the
system can be utilized to integrate a wide network of surveil-

Jun. 27,2013

lance systems corresponding to, e.g., different physical
branches of a corporate entity. The system enables a user at a
single computing device 64 to watch and search video being
uploaded to the cloud service from any of the associated
locations. Further, if a system operator desires to search a
large amount of cameras over a long period of time, the cloud
service can execute the search on a cluster of computers in
parallel to speed up the search. The cloud computing server
62 can also be operable to efficiently provide a wide range of
services such as a forensic search service, operational video
service, real-time detection service, camera network service,
or the like.

[0047] FIG. 4 illustrates a system for managing a set of
local video surveillance networks 70 according to the tech-
niques described herein. The local surveillance networks 70
can each include edge devices such as cameras 42, routers 20
or the like as discussed above. The local surveillance net-
works 70 each provide video content and associated metadata
to gateway(s) 52 over local network connections. The gate-
way 52 utilizes a video processing module 80 and a metadata
processing module 82, which can operate as described above
to analyze, filter and/or generate metadata associated with the
local surveillance networks 70. To provide for intelligent
metadata and video analytics, the gateway 52 utilizes a net-
work integration subsystem 84 that integrates data obtained
from various local surveillance networks 70, as well as edge
devices within a given local surveillance network 70. The
gateway 52 additionally utilizes a cloud services interface 86,
which selectively uploads video content and metadata to a
cloud service 90 as described above.

[0048] Uponuploading information to the cloud service 90,
auser can interact with the uploaded data via a remote termi-
nal 92. The centralized nature of the cloud service 90 can
enable enhanced analysis and search operations. For instance,
a user can perform a video forensics search via the remote
terminal 92 based on various criteria. As an example, a user
can query the cloud service 90 for objects detected by the
local surveillance networks 70 corresponding to a man six
feet in height wearing blue jeans and a red shirt between 3:00
PM and 5:00 PM on a given day. In response to the query, the
cloud service 90 searches within its stored metadata to find
matching objects. If matching objects are found, the cloud
service 90 returns data relating to the objects and/or selected
video clips corresponding to the objects.

[0049] The cloud service 90 can operate in combination
with local systems at the local surveillance networks 70. For
instance, in the example above, a local surveillance network
70 can store full video and metadata such that a user desiring
additional information than that available at the cloud service
90 can access more detailed information from a local control
terminal 72 associated with the given local surveillance net-
work 70. While not illustrated in FIG. 4, local control termi-
nals 72 may interact with and/or incorporate some or all
analytical functionality of the gateway(s) 52 to enable
advanced video and/or metadata analytics with respect to
various edge devices within the local surveillance network 70
or other local surveillance networks 70.

[0050] FIG. 5 illustrates a functional hierarchy employed
by the cloud service 90 based on a rule engine 120. The
functionality illustrated by FIG. 5 is one example of a func-
tional implementation of the cloud service 90; other imple-
mentations are also possible. As described above, the cloud
service 90 can implement one or more services such as a
forensic search service 110, a real-time detection service 112,
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an operational service 114, a camera network monitoring
service 116, etc. The cloud service 90 performs one or more
operations with respect to an associated video database
(VDB)102 and/or one or more associated metadata databases
(MDB) 122.

[0051] The rule engine 120 processes rules defined by
users, which can use visual features, time, location, velocity,
moving direction, object relationships, and other criteria to
query associated databases. The rule engine 120 can use
logical expression to combine multiple simple rules to con-
struct a more complicated rule. For example, a rule can be
defined to trigger an alarm if a person crosses a second pre-
defined region of interest within five seconds of touching a
first predefined region of interest. The input features can have
a range for each feature to be searched.

[0052] The services 110-116 implemented within the cloud
service 90 communicate with the rule engine 120 using stan-
dard application programming interfaces (APIs). For the
forensic search service 110, the rule engine 120 determines
the best matched metadata to a given query from MDB(s) 122
stored and indexed on the cloud via searching and sorting.
These searching and sorting operations can be scalable and
hierarchical. For instance, local searching and sorting can be
conducted on different servers with given distributed
datasets, and the selected results can be merged together to be
sorted again on a higher level server. This process continues
until it reaches the top level server, at which time the final
results are given by sorting the final results. The forensic
search service 110 communicates with the rule engine 120 to
obtain query results, retrieve corresponding key frames and
video clips, and deliver the result to a user.

[0053] For the real-time detection service 112, the rule
engine 120 checks associated metadata in real-time to deter-
mine whether events are presently occurring that meet pre-
defined rules. If so, the real-time detection service 112 trig-
gers alarms for the certain types of events that are detected.
For the operational service 114, the rule engine 120 assists in
providing results of statistical data, (e.g., a list of average
counts of objects visiting a specific place, such as a lane in a
department store, in a predefined time period, etc.). For the
camera network monitoring service 116, the rule engine 120
assists in displaying user selected or system identified objects
automatically. The camera network monitoring service 116
manages multiple cameras, which can have overlapping or
non-overlapping monitoring areas. The video on the display
can be switched automatically to track suspects and/or other
objects of interest. Further, moving objects can be labeled on
a map registered with the camera scenes.

[0054] Referring next to FIG. 6, with further reference to
FIGS. 1-5, a process 130 of managing transfer of information
associated with a video surveillance system to a network
management service, such as a cloud service 90, includes the
stages shown. The process 130 is, however, an example only
and not limiting. The process 130 can be altered, e.g., by
having stages added, removed, rearranged, combined, and/or
performed concurrently. Still other alterations to the process
130 as shown and described are possible. The process 130 can
be performed by one or more entities associated with a multi-
tiered surveillance management system, such as a gateway 52
interposed between a cloud service 90 and local surveillance
systems 70. One or more of the operations described in pro-
cess 130 can be performed in hardware and/or in software.
[0055] The process 130 begins at stage 132, wherein video
content and associated metadata are obtained from a plurality
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of network devices (e.g., edge devices such as routers 20,
cameras 42, encoders, etc.). At stage 134, the obtained meta-
data are analyzed and processed, and noise metadata are
identified. “Noise” metadata is defined as any metadata gen-
erated by a network device that does not correspond to an
actual event or object. These can include, e.g., false positives
identified by a network device due to background image
noise, metadata identified by a gateway 52 as extraneous upon
performing inter-camera analytics or temporal relationship
processing, etc. The noise metadata can be identified by, for
example, evaluating quality of the metadata according to one
ormore criteria as described above and classifying portions of
the metadata having a quality below a given threshold as noise
metadata. At stage 136, a filtered set of metadata is generated
by removing the noise metadata identified at stage 134 from
the metadata obtained at stage 132.

[0056] At stage 138, video portions associated with first
portions of the set of filtered metadata generated at stage 136
are isolated from the video content obtained at stage 132. At
stage 140, the video portions isolated at stage 138 and their
associated metadata are uploaded to a network storage entity
(e.g., associated with a cloud service 90).

[0057] Referring to FIG. 7, with further reference to FIGS.
1-5, a second process 150 of managing transfer of informa-
tion associated with a video surveillance system to a network
management service includes the stages shown. The process
150 is, however, an example only and not limiting. The pro-
cess 150 can be altered, e.g., by having stages added,
removed, rearranged, combined, and/or performed concur-
rently. Still other alterations to the process 150 as shown and
described are possible. Similar to the process 130, the process
150 can be performed by one or more entities associated with
a multi-tiered surveillance management system, such as a
gateway 52 interposed between a cloud service 90 and local
surveillance systems 70. One or more of the operations
described in process 150 can be performed in hardware and/or
in software.

[0058] The process 150 begins at stage 152, wherein video
content and associated metadata are obtained from at least
two network devices (e.g., cameras 42, encoders, etc.) having
overlapping coverage areas. At stage 154, an object or event
represented in the metadata obtained at stage 152 is identified.
At stage 156, it is determined whether the object or event is
represented in the metadata of one or more neighboring
devices that also provide coverage for the area of the object or
event. If the object or event is not represented in these meta-
data, the object or event is classified as noise at stage 160.
Otherwise, at stage 158, it is further determined whether the
object or event is a false positive (e.g., based on spatial/
temporal relationships between devices and associated meta-
data, etc.). The object or event is classified as noise at stage
160 if a false positive is detected; otherwise, at stage 162,
enhanced metadata corresponding to the object or event are
generated. The enhanced metadata can be generated using
one or more services associated with a gateway 52 as
described above.

[0059] At stage 164, the enhanced metadata generated at
stage 162 and associated video content are uploaded to a
network storage entity (e.g., associated with a cloud service
90). Once information is uploaded to the network storage
entity, one or more cloud services (e.g., cloud services 110-
116 and/or rule engine 120) can be utilized to generate
enhanced metadata in addition to, or in place of, enhanced
metadata generated at stage 162.
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[0060] To perform the actions of the host computer system
30, the gateway(s) 52, the computing system 64, the remote
terminal 92, various elements of the cloud service 90, or any
other previously described computerized system(s), a com-
puter system as illustrated in FIG. 8 may be used. FIG. 8
provides a schematic illustration of a computer system 200
that can perform the methods provided by various other con-
figurations, as described herein, and/or can function as the
host computer system, a remote kiosk/terminal, a point-of-
sale device, a mobile device, and/or a computer system. FIG.
8 provides a generalized illustration of various components,
any or all of which may be utilized as appropriate. FIG. 8,
therefore, broadly illustrates how individual system elements
may be implemented in a relatively separated or relatively
more integrated manner.

[0061] The computer system 200 is shown comprising
hardware elements that can be electrically coupled via a bus
205 (or may otherwise be in communication, as appropriate).
The hardware elements may include one or more processors
210, including without limitation one or more general-pur-
pose processors and/or one or more special-purpose proces-
sors (such as digital signal processing chips, graphics accel-
eration processors, and/or the like); one or more input devices
215, which can include without limitation a mouse, a key-
board and/or the like; and one or more output devices 220,
which can include without limitation a display device, a
printer and/or the like.

[0062] The computer system 200 may further include (and/
or be in communication with) one or more non-transitory
storage devices 225, which can comprise, without limitation,
local and/or network accessible storage, and/or can include,
without limitation, a disk drive, a drive array, an optical stor-
age device, solid-state storage device such as arandom access
memory (“RAM”) and/or a read-only memory (“ROM”),
which can be programmable, flash-updateable and/or the like.
Such storage devices may be configured to implement any
appropriate data stores, including without limitation, various
file systems, database structures, and/or the like.

[0063] The computer system 200 might also include acom-
munications subsystem 230, which can include without limi-
tation a modem, a network card (wireless or wired), an infra-
red communication device, a wireless communication device
and/or chipset (such as a Bluetooth™ device, an 802.11
device, a Wi-Fi device, a WiMax device, cellular communi-
cation facilities, etc.), and/or the like. The communications
subsystem 230 may permit data to be exchanged with a net-
work (such as the network described below, to name one
example), other computer systems, and/or any other devices
described herein. In many configurations, the computer sys-
tem 200 will further comprise a working memory 235, which
can include a RAM or ROM device, as described above.

[0064] The computer system 200 also can comprise soft-
ware elements, shown as being currently located within the
working memory 235, including an operating system 240,
device drivers, executable libraries, and/or other code, such as
one or more application programs 245, which may comprise
computer programs provided by various configurations, and/
or may be designed to implement methods, and/or configure
systems, provided by other configurations, as described
herein. Merely by way of example, one or more procedures
described with respect to the method(s) discussed above
might be implemented as code and/or instructions executable
by a computer (and/or a processor within a computer); in an
aspect, then, such code and/or instructions can be used to
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configure and/or adapt a general purpose computer (or other
device) to perform one or more operations in accordance with
the described methods.

[0065] A set of these instructions and/or code might be
stored on a computer-readable storage medium, such as the
storage device(s) 225 described above. In some cases, the
storage medium might be incorporated within a computer
system, such as the system 200. In other configurations, the
storage medium might be separate from a computer system
(e.g., a removable medium, such as a compact disc), and or
provided in an installation package, such that the storage
medium can be used to program, configure and/or adapt a
general purpose computer with the instructions/code stored
thereon. These instructions might take the form of executable
code, which is executable by the computer system 200 and/or
might take the form of source and/or installable code, which,
upon compilation and/or installation on the computer system
200 (e.g., using any of a variety of generally available com-
pilers, installation programs, compression/decompression
utilities, etc.), then takes the form of executable code.
[0066] Substantial variations to described configurations
may be made in accordance with specific requirements. For
example, customized hardware might also be used, and/or
particular elements might be implemented in hardware, soft-
ware (including portable software, such as applets, etc.), or
both. Further, connection to other computing devices such as
network input/output devices may be employed.

[0067] As mentioned above, in one aspect, some configu-
rations may employ a computer system (such as the computer
system 200) to perform methods in accordance with various
configurations of the invention. According to a set of configu-
rations, some or all of the procedures of such methods are
performed by the computer system 200 in response to pro-
cessor 210 executing one or more sequences of one or more
instructions (which might be incorporated into the operating
system 240 and/or other code, such as an application program
245) contained in the working memory 235. Such instructions
may be read into the working memory 235 from another
computer-readable medium, such as one or more of the stor-
age device(s) 225. Merely by way of example, execution of
the sequences of instructions contained in the working
memory 235 might cause the processor(s) 210 to perform one
or more procedures of the methods described herein.

[0068] The terms “machine-readable medium” and “com-
puter-readable medium,” as used herein, refer to any medium
that participates in providing data that causes a machine to
operate in a specific fashion. In an embodiment implemented
using the computer system 200, various computer-readable
media might be involved in providing instructions/code to
processor(s) 210 for execution and/or might be used to store
and/or carry such instructions/code (e.g., as signals). In many
implementations, a computer-readable medium is a physical
and/or tangible storage medium. Such a medium may take
many forms, including but not limited to, non-volatile media,
volatile media, and transmission media. Non-volatile media
include, for example, optical and/or magnetic disks, such as
the storage device(s) 225. Volatile media include, without
limitation, dynamic memory, such as the working memory
235. Transmission media include, without limitation, coaxial
cables, copper wire and fiber optics, including the wires that
comprise the bus 205, as well as the various components of
the communication subsystem 230 (and/or the media by
which the communications subsystem 230 provides commu-
nication with other devices). Hence, transmission media can
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also take the form of waves (including without limitation
radio, acoustic and/or light waves, such as those generated
during radio-wave and infrared data communications).

[0069] Common forms of physical and/or tangible com-
puter-readable media include, for example, a floppy disk, a
flexible disk, hard disk, magnetic tape, or any other magnetic
medium, a CD-ROM, any other optical medium, punch cards,
paper tape, any other physical medium with patterns of holes,
a RAM, a PROM, EPROM, a FLASH-EPROM, any other
memory chip or cartridge, a carrier wave as described here-
inafter, or any other medium from which a computer can read
instructions and/or code.

[0070] Various forms of computer-readable media may be
involved in carrying one or more sequences of one or more
instructions to the processor(s) 210 for execution. Merely by
way of example, the instructions may initially be carried on a
magnetic disk and/or optical disc of a remote computer. A
remote computer might load the instructions into its dynamic
memory and send the instructions as signals over a transmis-
sion medium to be received and/or executed by the computer
system 200. These signals, which might be in the form of
electromagnetic signals, acoustic signals, optical signals and/
orthelike, are all examples of carrier waves on which instruc-
tions can be encoded, in accordance with various configura-
tions of the invention.

[0071] The communications subsystem 230 (and/or com-
ponents thereof) generally will receive the signals, and the
bus 205 then might carry the signals (and/or the data, instruc-
tions, etc. carried by the signals) to the working memory 235,
from which the processor(s) 205 retrieves and executes the
instructions. The instructions received by the working
memory 235 may optionally be stored on a storage device 225
either before or after execution by the processor(s) 210.

[0072] The methods, systems, and devices discussed above
are examples. Various alternative configurations may omit,
substitute, or add various procedures or components as appro-
priate. For instance, in alternative methods, stages may be
performed in orders different from the discussion above, and
various stages may be added, omitted, or combined. Also,
features described with respect to certain configurations may
be combined in various other configurations. Different
aspects and elements of the configurations may be combined
in a similar manner. Also, technology evolves and, thus, many
of'the elements are examples and do not limit the scope of the
disclosure or claims.

[0073] Specific details are given in the description to pro-
vide a thorough understanding of example configurations
(including implementations). However, configurations may
be practiced without these specific details. For example, well-
known circuits, processes, algorithms, structures, and tech-
niques have been shown without unnecessary detail in order
to avoid obscuring the configurations. This description pro-
vides example configurations only, and does not limit the
scope, applicability, or configurations of the claims. Rather,
the preceding description of the configurations will provide
those skilled in the art with an enabling description for imple-
menting described techniques. Various changes may be made
in the function and arrangement of elements without depart-
ing from the spirit or scope of the disclosure.

[0074] Further, the preceding description details tech-
niques in the context of a security camera system. However,
the systems and methods described herein may be applicable
to other forms of camera systems.
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[0075] Also, configurations may be described as a process
which is depicted as a flow diagram or block diagram.
Although each may describe the operations as a sequential
process, many of the operations can be performed in parallel
or concurrently. In addition, the order of the operations may
be rearranged. A process may have additional steps not
included in the figure. Furthermore, examples of the methods
may be implemented by hardware, software, firmware,
middleware, microcode, hardware description languages, or
any combination thereof. When implemented in software,
firmware, middleware, or microcode, the program code or
code segments to perform the necessary tasks may be stored
in a non-transitory computer-readable medium such as a stor-
age medium. Processors may perform the described tasks.
[0076] Asused herein, including in the claims, “or” as used
in a list of items prefaced by “at least one of” indicates a
disjunctive list such that, for example, a list of “at least one of
A, B, or C”includes A or B or C or AB or AC or BC or ABC
(i.e., A and B and C), or combinations with more than one
feature (e.g., AA, AAB, ABBC, etc.).

[0077] Having described several example configurations,
various modifications, alternative constructions, and equiva-
lents may be used without departing from the spirit of the
disclosure. For example, the above elements may be compo-
nents of a larger system, wherein other rules may take prece-
dence over or otherwise modify the application of the inven-
tion. Also, a number of steps may be undertaken before,
during, or after the above elements are considered. Accord-
ingly, the above description does not bound the scope of the
claims.

What is claimed is:
1. A method of managing a video surveillance system, the
method comprising:
obtaining video content and metadata relating to the video
content from a plurality of network devices;
filtering the metadata according to one or more criteria to
obtain a filtered set of metadata;
isolating video portions, of the video content, associated
with respective first portions of the filtered set of meta-
data; and
providing at least some of the filtered set of metadata or the
isolated video portions to a cloud computing service.
2. The method of claim 1 wherein the plurality of network
devices comprise at least one of cameras or video encoders.
3. The method of claim 1 wherein respective ones of the
plurality of network devices are associated with respective
ones of a plurality of local networks, and wherein each of the
plurality of local networks is associated with distinct geo-
graphic locations.
4. The method of claim 1 wherein the filtering comprises:
evaluating quality of the metadata according to the one or
more criteria;
classifying second portions of the metadata having a qual-
ity below a threshold as noise metadata; and
excluding the noise metadata from the filtered set of meta-
data.
5. The method of claim 4 wherein:
obtaining the metadata comprises obtaining the metadata
from atleast a first network device and a second network
device, wherein the first network device and the second
network device maintain metadata for overlapping geo-
graphic areas; and
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the filtering further comprises:

identifying a metadata element obtained from the first
network device that corresponds to an area for which
the first network device and the second network
device maintain metadata;

determining whether a corresponding metadata element
has been obtained from the second network device;
and

classifying the metadata element as noise if the corre-
sponding metadata element has not been obtained
from the second network device.

6. The method of claim 4 wherein the filtering comprises
evaluating the quality of the metadata based on at least one of
spatial relationships within video content corresponding to
the metadata or temporal relationships within the video con-
tent corresponding to the metadata.

7. The method of claim 6 wherein the filtering further
comprises:

identifying a metadata element associated with an object
detected by a network device; and

classifying the metadata element as noise if the object
disappears within a threshold amount of time from its
appearance or if the object exhibits at least a threshold
degree of change with respect to moving direction, size
or moving speed.

8. The method of claim 1 wherein the metadata correspond
to at least one of objects tracked within the video surveillance
system or events within the video surveillance system.

9. The method of claim 1 further comprising processing the
video content to generate one or more supplementary meta-
data elements.

10. The method of claim 1 further comprising:

receiving a query of at least one of the metadata or the video
content; and

processing the query according to one or more predefined
rules.

11. A video surveillance management system comprising:

a gateway configured to obtain video content and metadata
relating to the video content from a plurality of network
devices;

a metadata processing module communicatively coupled
to the gateway and configured to filter the metadata
according to one or more criteria to obtain a filtered set
of metadata;

a video processing module communicatively coupled to
the gateway and the metadata processing module and
configured to isolate video portions, of video the con-
tent, associated with respective first portions of the fil-
tered set of metadata; and

a cloud services interface communicatively coupled to the
gateway, the metadata processing module and the video
processing module and configured to provide at least
some of the filtered set of metadata or the isolated video
portions to a cloud computing service.

12. The system of claim 11 wherein the plurality of net-
work devices comprise at least one of cameras or video
encoders.

13. The system of claim 11 wherein the metadata process-
ing module is further configured to evaluate quality of the
metadata according to the one or more criteria, to classify
respective second portions of the metadata having a quality
below a threshold as noise metadata, and to exclude the noise
metadata from the filtered set of metadata.
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14. The system of claim 13 wherein:

the gateway is further configured to obtain the metadata
from atleast a first network device and a second network
device, wherein the first network device and the second
network device maintain metadata for overlapping geo-
graphic areas; and

the metadata processing module is further configured to

identify a metadata element obtained from the first net-
work device that corresponds to an area for which the
first network device and the second network device
maintain metadata, to determine whether a correspond-
ing metadata element has been obtained from the second
network device, and to classify the metadata element as
noise if the corresponding metadata element has not
been obtained from the second network device.

15. The system of claim 13 wherein the metadata process-
ing module is further configured to evaluate the quality of the
metadata based on at least one of spatial relationships within
video content corresponding to the metadata or temporal
relationships within the video content corresponding to the
metadata.

16. The system of claim 13 wherein the metadata process-
ing module is further configured to identify a metadata ele-
ment associated with an object detected by a network device
and to classify the metadata element as noise if the object
disappears within a threshold amount of time from its appear-
ance or if the object exhibits at least a threshold degree of
change with respect to moving direction, size or moving
speed.

17. The system of claim 11 wherein the metadata corre-
spond to at least one of objects tracked within the video
surveillance system or events within the video surveillance
system.

18. The system of claim 11 wherein the video processing
module is further configured to generate one or more supple-
mentary metadata elements based on the video content.

19. The system of claim 11 further comprising a rule engine
communicatively coupled to the gateway, the metadata pro-
cessing module and the video processing module and config-
ured to receive a query of at least one of the metadata or the
video content and to process the query according to one or
more predefined rules.

20. A video surveillance management system comprising:

network interface means for obtaining video content and

metadata relating to the video content from a plurality of
network devices;

metadata processing means, communicatively coupled to

the network interface means, for filtering the metadata
according to one or more criteria to obtain a filtered set
of metadata; and

video processing means, communicatively coupled to the

network interface means and the metadata processing
means, for isolating video portions, of the video content,
associated with respective first portions of the filtered set
of metadata;

wherein the network interface means comprises means for

providing at least some of the filtered set of metadata or
the isolated video portions to a cloud computing service.

21. The system of claim 20 wherein the plurality of net-
work devices comprise at least one of cameras or video
encoders.

22. The system of claim 20 wherein the metadata process-
ing means comprises means for evaluating quality of the
metadata according to the one or more criteria, classifying
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second portions of the metadata having a quality below a
threshold as noise metadata, and excluding the noise meta-
data from the filtered set of metadata.

23. The system of claim 20 wherein the metadata corre-
spond to at least one of objects tracked within the video
surveillance system or events within the video surveillance
system.

24. The system of claim 20 wherein the video processing
means comprises means for generating one or more supple-
mentary metadata elements based on the video content.

25. The system of claim 20 further comprising query pro-
cessing means, communicatively coupled to the network
interface means, the metadata processing means and the
video processing means, for receiving a query of at least one
of'the metadata or the video content and processing the query
according to one or more predefined rules.

26. A computer program product residing on a processor-
executable computer storage medium, the computer program
product comprising processor-executable instructions con-
figured to cause a processor to:

obtain video content and metadata relating to the video

content from a plurality of network devices;

filter the metadata according to one or more criteria to

obtain a filtered set of metadata;

isolate video portions, of the video content, associated with

respective first portions of the filtered set of metadata;
and

Jun. 27,2013

provide at least some of the filtered set of metadata or the

isolated video portions to a cloud computing service.

27. The computer program product of claim 26 wherein the
plurality of network devices comprise at least one of cameras
or video encoders.

28. The computer program product of claim 26 wherein the
instructions configured to cause the processor to filter are
further configured to cause the processor to:

evaluate quality of the metadata according to the one or

more criteria;

classify second portions of the metadata having a quality

below a threshold as noise metadata; and

exclude the noise metadata from the filtered set of meta-

data.

29. The computer program product of claim 26 wherein the
metadata correspond to at least one of objects tracked within
the video surveillance system or events within the video sur-
veillance system.

30. The computer program product of claim 26 further
comprising processor-executable instructions configured to
cause the processor to:

receive a query of at least one of the metadata or the video

content; and

process the query according to one or more predefined

rules.





