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Claim of Priority
[0001] The present application is a continuation of U.S. Application No. 15/344,566, filed on

Nov. 6, 2016 (now U.S. Pat. No. 9,663,067, issued on May 30, 2017) entitled “METHODS

AND SYSTEMS FOR USING CLOUD SERVICES TO ASSIGN E-KEYS TO ACCESS

VEHICLES AND SHARING VEHICLE USE VIA ASSIGNED E-KEYS,” which is a

continuation of U.S. Application No. 15/180,306, filed on June 13, 2016 (now U.S. Pat. No.

9,499,129, issued on Nov. 22, 2016) entitled “METHODS AND SYSTEMS FOR USING

CLOUD SERVICES TO ASSIGN E-KEYS TO ACCESS VEHICLES,” which is a

continuation of U.S. Application No. 14/303,442, filed on June 12, 2014 (now U.S. Pat. No.

9,365,188, issued on June 14, 2016) entitled “METHODS AND SYSTEMS FOR USING

CLOUD SERVICES TO ASSIGN E-KEYS TO ACCESS VEHICLES,” which is a

continuation of U.S. Application No. 14/063,638, filed on October 25, 2013 (now U.S. Pat.

No. 9,189,900, issued on November 17, 2015) entitled “METHODS AND SYSTEMS FOR

ASSIGNING E-KEYS TO USERS TO ACCESS AND DRIVE VEHICLES,” which is a

continuation-in-part of U.S. Application No. 13/842,158 filed on March 15, 2013 (now US.

Pat. No. 9,229,905, issued on Jan. 5, 2016) entitled “METHODS AND SYSTEMS FOR

DEFINING VEHICLE USER PROFILES AND MANAGING USER PROFILES VIA

CLOUD SYSTEMS AND APPLYING LEARNED SETTINGS TO USER PROFILES,”

which claimed priority to U.S. Provisional Patent Application No. 61/745,729, filed on

December 24, 2012, and entitled “METHODS AND SYSTEMS FOR ELECTRIC VEHICLE

(EV) CHARGING, CHARGING SYSTEMS, INTERNET APPLICATIONS AND USER

NOTIFICATIONS,” each of which is herein incorporated by reference.

U.S. Application No. 14/063,638, filed on October 25, 2013 (now U.S. Pat. No.

9,189,900, issued on November 17, 2015) is a continuation-in-part of US Application No.

13/452,882, filed April 22, 2012 (now U.S. Pat. No. 9,123,035, issued on September 1,

2015) and entitled “ELECTRIC VEHICLE (EV) RANGE EXTENDING CHARGE

SYSTEMS, DISTRIBUTED NETWORKS OF CHARGE KIOSKS, AND CHARGE
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LOCATING MOBILE APPS”, which claims priority to US Provisional Application No.

61/478,436, filed on April 22, 2011, each of which is incorporated herein by reference.

Field of the embodiments

[0003] The present invention relates to systems and methods for generating and sharing
electronic keys (e-Keys) with users and cloud-based processing systems, said e-Keys being
sharable for enabling shared use of a vehicle.

BACKGROUND

[0004] Vehicles, such as motorized vehicles and electric vehicles have been around for some

time. Vehicles provide a means that enable humans to drive from place to place. In today’s
world, vehicles have become an indispensable mode of transportation, and provide the

freedom to travel at any time of day and for various distances. Vehicles can be publically
operated or can be privately owned. Humans most commonly operate vehicles, no matter the

type, whether electric or combustion engine based. In recent years, technology has been

advancing to allow for better wireless interfacing and networking with vehicles.

It is in this context that embodiments of the invention arise.

SUMMARY

[0005] The methods, systems and apparatus are provided for connected vehicles and cloud

based processing.

[0006] In one embodiment, a method is for providing access to a vehicle is provided. The

method includes sending, by a server, an access code for the vehicle to a portable device.

The access code is configured to be transferred by the portable device to the vehicle. Then,

receiving, by the server, data from the portable device that is indicative that the portable
device is located outside of the vehicle or proximate thereto. Sending, by the server,

validation to the vehicle that the access code received by the vehicle was sent to the portable
device, and then the vehicle is configured to send an electronic key to the portable device

upon receiving the validation. The electronic key is associated with at least one privilege
associated with use of the vehicle, and the at least one privilege is defined based on the

access code.

[0007] In one embodiment, a vehicle configured to communicate with a server of a cloud

system to enable access to use the vehicle via one or more electronic keys is provided. The

vehicle includes electronics and a subsystem of the vehicle for enabling unlocking of the
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vehicle. The subsystem is interfaced with the electronics and a subsystem of the vehicle for

enabling starting of the vehicle for use of the vehicle. The vehicle further includes

communications circuitry that is interfaced with electronics of the vehicle. The

communications circuitry is programmable to communicate with the server of the cloud

system and communicate with a mobile device. The communications circuitry of the vehicle

is configured to receive a request from the mobile device for unlocking of the vehicle. The

request from the mobile device includes a unique access code obtained by the mobile device

from the server to enable sending the request to the vehicle. The unique access code is

associated with privileges for use of the vehicle. The privileges are defined for the unique
access code, and the vehicle is configured to receive information from the server to

authenticate the request by the mobile device. And, if the request is authentic, the mobile

device is provided with data to enable an electronic key to use the vehicle, and the electronics

of the vehicle instructs the subsystem of the vehicle to enable unlocking of the vehicle and

enable starting of the vehicle for use of the vehicle via the electronic key consistent with the

privileges of the unique access code.

[0008] In another embodiment, a method or processing communication of electronics

associated with a vehicle and a portable device to provide access to the vehicle, is provided.
One method includes receiving, at a server, a request from a user via the portable device to

grant access to use the vehicle via an electronic key (e-key). The vehicle is pre-associated to

a user account that defines use options of the vehicle. The server is configured to generate a

unique access code for the request, and the unique access code is configured with privileges
for use of the vehicle. The privileges are defined for the unique access code based on an

identity of the user and the privileges being active for use of the vehicle. The server is

configured to encrypt the unique access code. The encrypting is predefined for decryption by
the electronics associated with of the vehicle. The unique access code is sent as an encrypted
unique access code to the portable device over a wireless network. The encrypted unique
access code is configured for local wireless transmission to said electronics associated with

said vehicle. The electronics associated with said vehicle is configured to decrypt the

encrypted access code and enable access to use said vehicle in accordance with the privileges
for use defined by said unique access code. The privileges for use further defining a period
of time during which the unique access code is to remain active for use of the vehicle. The

unique access code when active operates as the e-key for the vehicle to enable one or more

functions of unlocking of the vehicle, starting the vehicle, driving the vehicle, or locking the
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vehicle. The enabled functions are accessed via an application executed on said portable
device. The application is configured to communicate with the server for sending the request
to grant access to share use the vehicle and to enable use of said local wireless transmission

with said electronics associated with said vehicle.

[0009] In another embodiment, a method is provided that includes receiving a request to

generate electronic key (e-key) for an identified recipient to use a vehicle. The request
includes identifying information for enabling sending of the e-key to the recipient via an

electronic transmission. The request includes a condition of use of the vehicle. The method

includes generating the e-key. The e-key is associated with the condition of use of the

vehicle. The method includes transmitting the e-key to a device or user account of the

recipient. The method further includes transmitting data to the vehicle to enable use of the

vehicle via the e-key and receiving use data regarding use of the vehicle for when the vehicle

is used via the e-key. The use data identifies information regarding the use of the vehicle.

The information identifies violations of the condition of use.

[0010] In some implementations, the method includes sending a warning notification to the

device of the recipient, or the vehicle, or both the device of the recipient, the vehicle warning
notification identifying the violation of the condition of use.

[0011] In some implementations, the receiving and the transmitting is processed by at least

one server having logic for generating e-keys and receiving data regarding use of the vehicle

when the e-key is used for the vehicle, the server being accessible over the Internet, the

vehicle having wireless communication systems for communicating with the server and for

communicating with devices local to the vehicle; wherein the request to generate the e-key is

received from one of an administrator of the vehicle, or an owner of the vehicle, or a rental

car operator of the vehicle, or a fleet operator for the vehicle, or a user account holder that

has the vehicle associated thereto, or a user authorized to request e-keys for the vehicle.

[0012] In some implementations, the method includes sending data to one or both of the

vehicle and the device of the recipient to notify that the e-key will become disabled due to

the violation of the condition.

[0013] In some implementations, the condition of use is one of a geographic restriction for

where the vehicle is allowed to be used, or a speed restriction, or an occupancy restriction, or

a time frame of use, or a time expiration of use, or combinations thereof.
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[0014] In some implementations, the identifying information includes one or more of an

email address, a phone number, a text, a message address, a notification, a link, a web

address, a social network address, or combinations thereof.

[0015] In some implementations, receiving use data for use of the vehicle for when the

vehicle is used via the e-key includes one or more of a history of where the vehicle has been,

or speeds of the vehicle, or events of the vehicle, or violations of the condition of use, or

combinations thereof.

[0016] In some implementations, the method includes sending messages to one or both of the

vehicle and the device of the recipient regarding warnings of when the use of the vehicle may

exceed, has exceeded, or is about to exceed the condition of use.

[0017] In some implementations, the e-key provide access to at least one of operating
functions of the vehicle, or opening the vehicle, or starting the vehicle, using user interfaces

of the vehicle, or turning-off the vehicle, or combinations thereof.

[0018] In some implementations, the e-key enables graphical icons on a screen of the device

to be active for enabling use of the vehicle, at least one of the graphical icons on the screen

enabling unlocking of the vehicle, or turning on of the vehicle, or locking the vehicle.

[0019] In some implementations, the device is one of a smartphone, or a smartwatch, or

smart glasses, or a portable device, or a computer, or a digital assistant, or a key fob.

[0020] In some implementations, the e-key, once used via the device of the recipient, the e-

key cannot be used via another device or send to another device to enable use of the e-key
without receiving data to reactivate the e-key.

[0021] In some implementations, the method includes receiving a plurality of requests to

generate e-keys for the vehicle from time to time, such that a plurality of e-keys can be

generated for the vehicle and the e-keys that are generated are associated with a user account,

and any one of the generated e-keys are removable from being active via the user account,

the user account being used for making the requests to generate the e-key or e-keys.

[0022] In some implementations, a plurality of e-keys for the vehicle is producible, the

plurality of e-keys can co-exist, and wherein, only one e-key is associated with active use of

the vehicle at one time.
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[0023] In some implementations, a particular e-key in use with the vehicle can be swapped
for another e-key having access to the vehicle, such that each e-key has the same or different

privileges or conditions of use.

[0024] In some implementations, a priority order of e-keys is defined, such that higher level

priority e-keys are placed in use over lower priority e-keys.

[0025] In some implementations, the method includes receiving data indicative that the

device having the e-key remains within a communication distance of the vehicle during use

of the e-key; and sending data to disable the e-key and prevent use of the vehicle after a

period of time when the data indicates that the device is not within the communication

distance of the vehicle for which the e-key is to be used or used; and sending a notification or

a report, or a log to an administrator of the vehicle to report activity of use of the vehicle in

association with use of the e-key.

[0026] In some implementations, the method includes receiving data from the vehicle being
indicative of interface inputs or settings made during use with the e-key, the inputs or settings
being examined to identify patterns, and learning the patterns to provide recommendations, to

the recipient or to an account of the recipient, for settings that should or may be made to the

vehicle when using the e-key.

[0027] In some implementations, the transmitted e-key is encrypted and configured for

decryption to enable use of the vehicle using the e-key.

[0028] In some implementations, the condition of use defines one or more privileges
associated to use of the e-key, and further comprising, receiving a request from the device of

the recipient to expand use, or remove a privilege, or add a privilege of the condition of use.

[0029] In some implementations, the e-key received at the device of the recipient includes

data indicative of a level of monitoring that is to occur of the vehicle when the e-key is used

for the vehicle, wherein a log is made to save the use of vehicle to a cloud storage, or storage
of the vehicle or both, the log including one or more of driving data that took place, or where

the vehicle was driven, or speeds of the vehicle, or damage of the vehicle, or radio stations

listened to, or conversations had, or images of drivers during specific times, or combinations

to two or more thereof.

[0030] In some implementations, the request to generate electronic key e-key for the

identified recipient is made using a template having a set of privileges, wherein the template
is selectable instead of selecting individual privileges to be associated with the e-key.
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[0031] In some implementations, the template is one of a child template, or a teen template,
or a spouse template, or a mechanic template, or a valet attendant template, or a friend

template, or a custom template.

[0032] Methods and systems provide access to cloud services over the Internet for managing
a user profile of a vehicle on a cloud processing system connected to the Internet. One

example method includes receiving requests to access the user profile to define settings for

one or more vehicles. The method includes receiving input for user settings at the vehicle

using the cloud processing system. The method includes processing the input over time to

learn behavior associated with the input to the use settings. The method includes

transmitting settings to the vehicle to be automatically implemented based on the learned

behavior. In one example, the profile is associated with a plurality of vehicle types and the

method includes detecting a violation of a setting or an incompatible setting in the profile
that is user defined via the user account. The method can then automatically send a

notification to a predefined administrator of the profile. The method being executed by a

processor.

[0033] The profile can be transferred to one or more vehicles, can be set for a temporary
period of time, can be set with wireless payment systems, and is accessible over the Internet

to accept changes or updates.

[0034] In one embodiment, a user can assign an ad advisor account to any individual. The

Advisor account can be for any duration, and the duration can be set by the user. In one

embodiment, the advisor account can be assigned to a guest driver of a vehicle. The guest
driver can be, for example, a friend, a known individual, a service person, a valet person or

valet service, etc. The creation of an advisor account can therefore be for a short duration, or

long duration, or permanently, or until the account is canceled, stopped, revoked, expires, or

eliminated by the person/user that issued or created the advisor account. In one embodiment,

the advisor account can act to provide access to a vehicle.

[0035] In one embodiment, access can be by way of electronic keys (e.g., e-keys), which can

be sent by a vehicle owner/admin to some person or entity. For example, the user-owner of

the vehicle can assign a valet with access to the vehicle by going on an application (App or

website) on a computing device (e.g., mobile or non-mobile device), identifying the

recipient, identifying a mode for communicating with the recipient (e.g., text, email,

message, notification, etc.), selecting the advisor account privileges (e.g., what type of
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access, speed limits, geographic restrictions, amount of time the e-keys will be valid (or else

expire), and requesting that e-keys be sent to the recipient.

[0036] In one example, the app on the user’s mobile device can request that a message be

sent to the recipient, so that the recipient can receive the e-keys and be granted access to the

vehicle. In one embodiment, the recipient may have a mobile device or computing device

(e.g., smartphone, tablet computer, laptop computer, personal digital assistant, smartwatch,

computer glasses, or the like), on which a communication can be received that provides
instructions for obtaining/validating/using the e-keys. In one example, a message can be sent

to the recipient, which may provide instructions on how to activate the e-keys. In one

embodiment, the message may havealink to an application that can be launched, which can

be used to complete the activation and access with the vehicle. In another embodiment, a

simple link can be sent, which when selected will link the user to a webpage, which provides
instructions for activating the access for the e-keys.

[0037] In one embodiment, application or webpage can identify that e-keys were sent to the

individual recipient and will also identify the vehicle (e.g., brand, year, model, color, license

plate, or more or less data), may identify the restrictions, and may identify the duration

during which the e-keys will remain active. After the duration (or earlier if the e-keys are

cancelled by the user), the e-keys will discontinue to work. If, for some reason, the recipient
still needs access to the vehicle, the original message or link can provide a method for

allowing the user to request more time. The user (e.g., owner of the vehicle) can therefore,

via the app or website, reactivate the e-keys.

[0038] In some embodiments, the e-keys when active will provide a graphical user interface

on the device of the recipient, which may allow access, such as icon buttons to unlock, lock,

start and stop the vehicle. The app can also send notifications to the recipient; if for example,
the user wishes to provide the recipient with more time or less time. While the e-keys are

active, in one embodiment, the vehicle can report back activity of the vehicle, while under

the care/use of the recipient. The user may have access to audio input or cameras, to

communicate with the driver/recipient. The vehicle use history can also be saved to a server,

such that the recipient’s use activity can be audited, or viewed or accessed.

[0039] In one embodiment, a method is provided. The method includes receiving a request,
at a server, to grant e-keys to a recipient for use of a vehicle, the vehicle being pre-associated
to a user account. The method further includes generating a unique access code, at the
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server, in response to receiving the request. The method then encrypts the access code, at the

server, using a vehicle public key associated with the vehicle; the vehicle public key is

associated with the user account. The method includes sending the encrypted access code to

the recipient for receipt by a device of the recipient. The encrypted access code is defined for

transmission to the vehicle by way of the device of the recipient, and the encrypted access

code is associated with instructions to cause the vehicle to decrypt the access code using a

private key of the vehicle and to transmit the access code after decryption back to the device

of the recipient along with privilege settings for the use of the vehicle. The access code

received from the vehicle functions as e-keys for the vehicle that enable access to use of the

vehicle in accordance with conditions defined in the privilege settings.

[0040] In some embodiments, a device ID of the device of the recipient is caused to be

transferred with the encrypted access code to the vehicle, the device ID being a code that

identifies the recipient’s device, such that access of the vehicle using the access code is

limited to the device of the recipient having the device ID.

[0041] In some embodiments, the access and use of the vehicle using the access code

remains valid while the device of the recipient is detected to be within a communication

range of the vehicle, and when the device of the recipient is detected to be outside of the

communication range of the vehicle the vehicle invalidates the access code and disallows

further use.

[0042] In some embodiments, the e-keys provide access to at least one of operating functions

of the vehicle, or opening the vehicle, or starting the vehicle, using user interfaces of the

vehicle, or turning-off the vehicle.

[0043] In some embodiments, a method may include receiving metadata along with the

request to grant the e-keys, the metadata includes the privileges settings, the privilege
settings defining types of functional access of the vehicle, expiration data for the access code.

[0044] In some embodiments, the e-keys enable graphical icons on a screen of the device to

be active for use of the vehicle, at least one of the graphical icons on the screen enabling
unlocking of the vehicle, turning on of the vehicle, or locking the vehicle.

[0045] In some embodiments, the e-keys enable graphical icons on a screen associated with

an application executed on the device, the e-keys being active enables use of the vehicle via

the application, the application enabling at least unlocking of the vehicle, turning on of the

vehicle, or locking the vehicle.
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[0046] In some embodiments, the device is one of a smartphone, or a smartwatch, or smart

glasses, or a portable device, or a computer, or a digital assistant.

[0047] In some embodiments, the privilege settings include a time code defining a length of

during which the e-keys will remain active.

[0048] In one embodiment, a method, executed by a processor, is used for assigning e-keys
to enable access and use of a vehicle using the e-keys. The method includes receiving, at a

server, a request to generate e-keys for a vehicle associated with a user account, the request
identifying a recipient and metadata defining privileges of use for the e-keys. The method

includes generating an access code for the request, the access code being unique for the

request. The method further includes encrypting the access code and at least part of the

metadata to generate encrypted e-keys and sending the encrypted e-keys to a device of the

recipient. The encrypted e-keys are configured for wireless transfer to the vehicle from the

device of the recipient. The wireless transfer includes transfer of a device ID of the device of

the recipient, and the encrypted e-keys are configured to be decrypted by the vehicle and the

access code is associated with the device ID on the vehicle. The access code is transmitted to

the device of the recipient from the vehicle, such that the vehicle provides access for use to

the device when the access code is used by the device having the device ID. The access code

functions as the e-keys for the vehicle and the metadata includes privileges for use of the

vehicle while using the e-keys.

[0049] In some embodiments, the server receives data during the use of the e-keys, the data

including at least use metrics of the vehicle, the use metrics being stored by the server as

history of use for the e-keys.

[0050] In some embodiments, the server, upon receiving a request to cancel the e-keys, sends

deactivation instructions to one or both of the devices of the recipient and the vehicle.

[0051] In some embodiments, a plurality of requests to generate e-keys for the vehicle is

received by the server from time to time, such that a plurality of e-keys can be generated for

the vehicle and the e-keys that are generated are associated with the user account, and any
one of the generated e-keys are removable from being active via the user account.

[0052] In some embodiments, a plurality of e-keys for the vehicle are producible, the

plurality of e-keys can co-exist. In some embodiments, only one e-key is associated with

active use of the vehicle at one time. In some embodiments, a particular e-key in use with

the vehicle can swapped for another e-key having access to the vehicle, such that each e-key
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has the same or different privileges. In some embodiments, a priority order of e-keys is

defined, such that higher level priority e-keys are placed in use over lower priority e-keys,
when devices associated with the e-keys are within a communication distance of the vehicle.

[0053] In some embodiments, each of a plurality of activated e-keys is associated with

different or same privilege settings, as defined in the request to assign the e-keys.

[0054] In some embodiments, each e-key is associated with an expiration time, and upon

reaching the expiration time, the e-keys are invalidated.

[0055] Some embodiments further include receiving interface data with the vehicle during
use by the recipient, the interface data being examined to determine learned patterns, the

learned patters identifying recommendations to the recipient for settings of the vehicle.

[0056] In one embodiment, a method for gaining access to e-keys for access to a vehicle

using a smartphone is provided. The method includes receiving at the smartphone a message

indicating that e-keys were granted to the user of the smartphone. The message includes

encrypted e-keys that contain a generated access code. The generated access code being
unique for the message. The method includes transmitting the encrypted e-keys to a vehicle

using a wireless protocol, a device ID of the smartphone being sent to the vehicle along with

the encrypted e-keys. The method also includes receiving activated e-keys from the vehicle

at the smartphone. The activated e-keys include the access code, and the access code enables

one or more graphical user interface controls that when selected provide to unlock the

vehicle, start the vehicle, turn-off the vehicle, and lock the vehicle.

[0057] In some embodiments, a plurality of requests to generate e-keys for the vehicle is

received by the server from time to time, such that a plurality of e-keys can be generated for

the vehicle and the e-keys that are generated are associated with a user account, and any one

of the generated e-keys are removable from being active via the user account.

[0058] In one embodiment, the e-keys can be sent to any person, via a communication

message. The e-keys, in one embodiment, are sent to a user in a message so that the recipient
can get a graphical user interface that allows the recipient to activate the e-keys and then

open the car, turn on the car, drive the car, turn off the car, lock the car, etc.

[0059] BRIEF DESCRIPTION OF DRAWINGS

[0060] Figure 1 shows example profiles settings for a vehicle, and association to roles, in

accordance with one embodiment.
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[0061] Figure 2 shows additional role settings for different users, in accordance with one

embodiment.

[0062] Figures 3-5 show additional vehicle profile settings, in accordance with one

embodiment.

[0063] Figures 6-9B show example pairing of a vehicle to a user profile, and examples of a

shared vehicle transfers of profiles for limited use of the profiles on the shared vehicles, in

accordance with one embodiment.

[0064] Figure 10 illustrates validation method for enabling a profile on a vehicle and

biometric validation, in accordance with one embodiment.

[0065] Figure 11 illustrates various settings for a profile and adjustments that can be made

over the Internet via a device, e.g., using a portable device or the vehicle electronics and

displays, and remote controls and settings in accordance with one embodiment.

[0066] Figure 12 describes a system in which a user interacts with a model view controller

software environment useful for processing APPS using APIs on vehicles with vehicle

operating systems capable of processing computer code, in accordance with one

embodiment.

[0067] Figure 13A describes how vehicle on board computer with input output system useful

for accepting input, processing input and displaying results in conjunction with stored

computer readable programs or functions in the forms of APPs may be structured, in

accordance with one embodiment.

[0068] Figure 13B describes one example of how stored data and function declarations may
be compiled to provide intermediary access to a vehicle’s computer controlling vehicle

systems, in accordance with one embodiment.

[0069] Figure 13C describes a set of computer readable and executable code that can be

compiled together by a third party APP developer in the form of an APP, in accordance with

one embodiment.

[0070] Figure 14 describes the stepped flow of events as a user interacts with an APP, in this

case, an HVAC APP, in accordance with one embodiment.

[0071] Figure 15 Describes further ways an APP may take, process and produce results, in

accordance with one embodiment.
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[0072] Figure 16A describes an ecosystem where an APP in conjunction with a vehicle API

may work together to make assumptions, make decisions and take actions, in accordance

with one embodiment.

[0073] Figure 16B describes how one of many types of inputs into an assumption and

reasoning logic module can be compiled over time, in accordance with one embodiment.

[0074] Figure 16C describes one example of what an assumption and reasoning logic module

may produce using the data points collected on an ongoing basis in Figure 16B, in

accordance with one embodiment.

[0075] Figure 16D describes an example list of decision the decision and action engine may
take based on information provided by the assumption and reasoning logic module and sets

of assumptions created, in accordance with one embodiment.

[0076] Figures 17-25 define methods and systems for assigning advisor accounts for

accessing data regarding the vehicle.

[0077] Figures 26-35 illustrate methods and systems for assigning e-keys for enabling access

of a vehicle to a remote user.

DETAILED EMBODIMENTS

[0078] Embodiments of the present invention define methods, systems and apparatus for use

in vehicles. The methods, systems and apparatus include electronics of vehicles that drive

display devices in vehicles and communicate wirelessly with Internet services.

[0079] The Internet services provide access to cloud services. The cloud services provide
access to user accounts and access to settings, configurations, applications and other

customization defined by the user. Customization can include user interface customization

of a vehicle display or displays. The customization can include the ability to select specific
applications (APPS) to be activated by the vehicle and interfaced via the display or displays,
voice input, touch input, etc. The customization is also provided with a learning engine that

learns use behavior by the user or patterns of behavior of multiple users, and automatically
implements settings or programming to aspects of the user interface, or provides
recommendations or notifications with recommendations. The programming can include

automatic programming at certain times, days, months, years, etc., and can be updated or

molded over time as the user continues to use the vehicle UI.
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[0080] In one embodiment, a user can assign and add advisor account to any individual. The

Advisor account can be for any duration, and the duration can be set by the user. In one

embodiment, the advisor account can be assigned to a guest driver of a vehicle. The guest
driver can be, for example, a friend, a known individual, a service person, a valet person or

valet service, etc. The creation of an advisor account can therefore be for a short duration, or

long duration, or permanently, or until the account is canceled, stopped, revoked, expires, or

eliminated by the person/user that issued or created the advisor account. In one embodiment,

the advisor account can act to provide access to a vehicle.

[0081] In one embodiment, access can be by way of electronic keys (e.g., e-keys), which can

be sent by a vehicle owner/admin to some person or entity. For example, the user-owner of

the vehicle can assign a valet with access to the vehicle by going on an application (App or

website) on a computing device (e.g., mobile or non-mobile device), identifying the

recipient, identifying a mode for communicating with the recipient (e.g., text, email,

message, notification, etc.), selecting the account privileges (e.g., what type of access, speed
limits, geographic restrictions, amount of time the e-keys will be valid (or else expire)), and

requesting that e-keys be sent to the recipient.

[0082] In one embodiment, a user can access cloud services for a vehicle manufacturer and

identify the particular vehicle from selected choices. The user can then identify a

customization profile for the vehicle by defining the look and feel of a UI display,
arrangement of vehicle controls on displays, add and associate third party APPS to the

vehicle display, and save the configuration.

[0083] The configuration, in one embodiment, is saved to the profile of the user. In one

embodiment, the profile is saved on a database of a specific vehicle manufacturer that offers

the customization option. In still other embodiments, once a configuration is saved to the

profile account of a user, that configuration can be shared to other vehicles of the user. In

still other embodiments, when a user buys a new car, the custom configuration can be

transferred either entirely or partially to the new vehicle. In some embodiments, if the

vehicle has more or less system functions, the customization can be adjusted automatically or

the user can be provided with options to update the customization to add or delete features.

In one embodiment, the customization will be facilitated via a website. In one embodiment,

the website may be of the vehicle manufacturer. In one embodiment, the website of the

vehicle manufacturer can allow the user to add APPS that are created by third parties. The

third parties can create APPS that communicate with APIs of the system components of
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specific vehicles of the manufacturer. Once APPS are selected, the user can add them to the

custom user interface (UI) display.

[0084] The user can also be allowed to arrange the APPS or icons of APPS in a specific
custom arrangement that is saved to the user’s profile. In one embodiment, the user’s profile
can also be run on various vehicles, other than those owned by the user. For instance, if the

user is renting a vehicle and the vehicle has access to cloud services, the user can enter his

user name and password (or other identifiers), which log the user into the cloud services and

saved profiles. The saved profiles will then enable logic to build a custom UI for the user

based on the vehicle being driven. In one embodiment, the system components and APIs of

the system components of the rented vehicle can be paired or linked to the users saved APP

selections.

[0085] The user’s saved UI configuration may also be transferred to the display of the rented

(or other vehicle) vehicle. A best-fit configuration can also be generated using the user’s

profile selections, so that the configuration provided for the other vehicle will closely
resemble or appear as it does for the configured vehicle. In other embodiments, the user’s

use metrics can be monitored. The use metrics can include use of APPS, use be of system
components of the vehicle, use of the vehicle, environment conditions, and historical actions

taken by the user via the input/output controls of the vehicle (e.g., buttons, levers, keys, fobs,

display selections, display interface actions, communication actions, etc.).

[0086] These historical actions can then be used to define learned actions. The learned

actions can be analyzed to change configuration settings in the user’s saved profile. For

instance, if the user uses a particular APP every day at a particular time, that APP icon can be

surfaced to the display or preset to start. The APP can then provide information to the user at

about the same time the user normally needs the information. Other historical use patterns
can be monitored and such data can be saved to the user’s profile.

[0087] The data can then be used by algorithms that build assumptions based on historical

inputs by a user as well as environmental inputs, location inputs, vehicle diagnostic inputs;
internet connected marketing deals, the user’s calendar, traffic conditions as well as news.

The assumptions the algorithm builds are then processed into decisions and actions by an

additional algorithmic process to activate local or remote audio and visual alerts, change
vehicle systems, display information on a vehicle’s displays and request a decision from a

user locally or remotely to complete an action.

VOLTP018.5.C5.2_APP/ASP 15 Patent Application

EA_KIA-000087

IPR2024-00981 
Emerging Auto EX2019



[0088] A number of embodiments are described below, with reference to specific
implementations that refer to vehicles, but such implementations should be broadly construed

to include any type of vehicle, structure or object. Without limitation, vehicles can include

any type of moving object that can be steered, and can include vehicles that are for human

occupancy or not. Vehicles can include those that are privately owned, owned by
corporations, commercially operated vehicles, such as buses, automobiles, trucks, cars,

buses, trains, trolleys, etc. Example vehicles can include those that are combustion engine
based, electric engine (EV) based, hybrids, or other types of energy source vehicles.

[0089] A cloud processing system, as described herein, will include systems that are operated
and connected to the Internet or to each other using local networking communication

protocols. A cloud processing system can be defined as interconnected and distributed

physical or virtual software defined network that utilizes virtual or physical processing and

storage machines that enable various applications and operating systems to facilitate the

communication with and between various client devices (vehicles, user devices, structures,

objects etc.).

[0090] The communication with and between the various client devices will enable the cloud

processing system to deliver additional processing information, data, and real-time metrics

concerning data obtained from other processing systems as well as client feedback data. The

distributed nature of the cloud processing system will enable users of various vehicles,

structures and objects to access the Internet, and be presented with more flexible processing
power that will provide the requested services in a more effective manner.

[0091] The processing systems can be defined from various data centers that include multiple
computing systems that provide the processing power to execute one or more computer
readable programs. The processing of the computer readable programs can produce
operations that can respond to requests made by other processing systems that may be local

to a vehicle’s electronic system. For example, a vehicle can include electronics that utilize

memory and a processor to execute program instructions to provide services.

[0092] In other embodiments, the electronics of a vehicle can synchronize with a user’s

portable electronics. The user’s electronics can include, for example mobile devices that

include smartphones, tablet computers, laptop computers, general-purpose computers, special
purpose computers, etc. The various computing devices of the vehicle, and or the computing
devices of the user (smart devices) can be connected to the Internet or to each other. Provided
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that a user has access or account access to the cloud service, the cloud processing services on

the Internet can provide additional processing information to the electronics of the vehicle.

[0093] The wireless communication can include cellular tower communication that couples
and communicates through various networks to the Internet, to provide access to cloud

processing 120. Other methods can include providing Wi-Fi communication to local Wi-Fi

transmitters and receivers, which communicate with cloud processing 120. Other types of

communication can include radio frequency communication, such as 802.11.ac, 802.1lad

and subsequent wireless networking protocols, Bluetooth communication or combinations of

Wi-Fi and Bluetooth. It should be understood that vehicle electronics can communicate with

cloud processing 120 via any number of communication methods, so long as exchanges of

data can be made with cloud processing 120 from time to time.

[0094] The communication can be made by vehicle electronics while the vehicle is on or

when the vehicle is off, so long as communication and processing circuitry of vehicle

electronics has a power source. The power source can include battery power that powers
vehicle electronics to communicate with cloud processing 120 when vehicle is turned off.

When vehicle is turned on, the battery that drives vehicle electronics can be recharged.

[0095] Stull further, certain applications can increase in size when being used or decrease in

size to enable selection at a later time. For example, selecting the temperature system
component may expand the system component to a larger space, thus temporarily removing
other displayed components. The user can also select other buttons to access other system
controls, other apps, or modify or add applications or system controls. When modifications

are made, the modifications are saved to a user database and profile of the user, as managed
by cloud services.

[0096] Cloud services will therefore allow any future modifications to be made to the custom

configuration at any time and from any computer connected to the Internet. Still further, the

custom configuration can be transferred to a second vehicle. If the custom configuration is

transferred to a second vehicle, the system can select the system components for the second

vehicle and attempted do a best match of applications available for the second vehicle that

resemble or match the ones used ina first vehicle. Specific settings, arrangements and other

features may also be transferred to a second vehicle, by simply transferring the custom

configuration to a second vehicle.
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[0097] In one embodiment, the functions of the specific applications illustrated in the display
will be monitored and restricted depending on safety considerations while driving. For

example, if the interfacing functionality requires more interactivity with the display, or

requires a reading of text or inputting text, those functions will be disabled during operation
of the vehicle. Once the vehicle comes toa stop, or is placed in Park, certain of these

functions will be activated. In other embodiments, other safety considerations will allow for

applications to shift from outputting text to outputting audio or voice. The input can also be

changed from touchscreen, button touches, selections, and/or voice input. In still other

embodiments, safety considerations can allow certain user interface components to move

about the display to provide easier reading while driving or automatic conversion of text to

audio.

[0098] For example, content being displayed in the center panel display of the vehicle, can

be automatically shown in the dashboard display region of the vehicle, such as in front of the

steering wheel. In still other embodiments, some content or display data can be moved from

the center console or the display in front of the steering wheel to the windshield of the

vehicle in a heads-up display area. Accordingly, algorithms executed by the applications and

applications of the manufacturer, can cooperate to provide functionality to the application
features and interfaces, while maintaining safety parameters defined by rules. The safety
parameters will therefore allow content of the user interface to be shifted around to various

displays of the vehicle, or translated to voice or audio at certain points in time.

[0099] These settings and customizations can be made through the web/cloud services and

tools provided by the website of, for example the manufacturer of the vehicle. In one

embodiment, the cloud services provided by the manufacturer can be provided by a partner
of the manufacturer. The partners of the manufacturer can include software companies that

develop, host, or manage certain functionality provided by the vehicle manufacturer. In other

embodiments, the partner software companies can integrate tools or components with tools

and components of the vehicle manufacturer. This provides for integration with one or more

cloud services, software services, Internet services, and services provided by systems of

vehicles or systems of the vehicle manufacture. In either case, whether the software and logic
is designed and constructed by one or more entities, the cloud services provided by the

vehicle manufacturer or the website that provides the tools for customization will appear as a

unified simple to use interface for the user. As mentioned above, the cloud services can

provide databases for saving the user profile and data associated with the user account.
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The user profile can include settings made by the user, customizations made

by the user, identification of applications purchased or added to the vehicle customizations,

etc. Still further, the user profile data can be part or be associated with the user account. In

this manner, the user that customized a user interface can access the Internet at any time,

whether through the vehicle or through any other computing device having access to the

Internet and make changes, modifications, or access control features of the vehicle remotely.
In one embodiment, the profile of the user can be accessed from any vehicle, such as rented

vehicles or shared vehicles. Settings and profile data can then be shared for a period of time

on any vehicle and use data on that vehicle can be stored.

(00101) When the user is not using the vehicle, the custom configuration can be turned

off or locked out for another session. Once the user wants to start a new session, the user can

log back in and the custom configuration returns. In other embodiments, the custom

configuration will automatically turn off when the user is not driving the vehicle or has not

logged into the vehicle. In other embodiments, the custom configuration can be automatically
turned on when the user is detected. The user can be detected using biometrics, login
credentials, image detection of the face, fingerprint detection, retina scans, etc. In some

embodiments, biometrics can include data used to identify the user, such as face recognition,
fingerprint reading, retina scans, voice detection, or combinations thereof. Still further, the

custom configuration can be transferred to other vehicles.

[00102] If the user wishes to use his or her custom configuration in another vehicle,

the user can login to the custom configuration or user account from another vehicle. If the

other vehicle does not have all the system components needed to define the custom

configuration, the custom configuration can be supplemented with other similar components
automatically. In other embodiments, the custom configuration can be transferred from one

vehicle to another, or when the user buys a new vehicle. In another embodiment, the custom

configuration can be adjusted based on the driver. The custom configuration can also be

preset remotely from the Internet, using the cloud services. The custom configuration can

also be configured to provide limited use of certain systems or the vehicle, such as when a

guest is driving the vehicle. In other embodiments, restrictions can be placed on the vehicle

speed, location of driving, and automatic notifications for the user or the master user of the

vehicle. The master user of the vehicle can have a master account with administrator

credentials.
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[00103] In still another embodiment, the vehicle can be loaned to a child of driving
age (under 21/18 years of age), and the child can be provided with restricted use of the

vehicle. When the child exceeds or does not follow the restrictions of the vehicle, automatic

notifications can be provided to the user that is the administrator of the vehicle. The

notifications can be by cell phone, smartphone, tablet computer, mobile device, text

messages, phone calls, commendations of phone calls and text, audio messages, audible

sounds, vibrations, and commendations thereof. History use of the vehicle can also be

maintained in cloud services. The history use can provide the user with information as to

where the vehicle has been, the speed or events, violations that occurred when use of the

vehicle etc. The configuration can also provide messages to the driver warning the driver of

when the vehicle has exceeded a restriction, or is approachingarestriction in use, driving
area, speed, etc.

The screen displays can have various configurations, placements, sizes,

number of pages, tabs, etc., and the user can provide controls for some or all of the interfaces

and controls in certain locations. The selection can be enabled for third-party applications.
The third-party applications can be selected from the vehicle site, or by providing links to

third-party sites. The third-party applications can be pre-identified by the site and displayed
to the user if they are compatible with the particular vehicle selected. In another embodiment,

the third-party applications can all be shown to the user whether or not they are compatible
with the vehicle. Upon binding/pairing or attempting to find application for the vehicle,

compliance as to whether the applications operate or comply with the particular vehicle can

be made.

[00105] In one embodiment, certain third-party applications can be reviewed by the

vehicle site administrators before they are made available to users for selection. In other

embodiments, the third-party applications can be approved or disapproved. In still other

embodiments, the third-party applications can be augmented with restrictions made by the

vehicle manufacturer, or dictated by law. The restrictions can be applied, based on the

anticipated interfacing with the vehicle interfaces, to ensure safety during driving. For

instance, if a particular application requires entry of text, navigation of controls, or other

activities that would distract the driver during operation of the vehicle, such vehicle controls

or application controls for application interfaces can be temporarily disabled, or can be

automatically transferred to a heads up display, or can switch to take audio vocal input from

the user. In some embodiments, when the vehicle has come to a stop or is place to park,
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certain controls or interfaces can be re-enabled, or moved back to original display location or

converted back from voice input to touch input. In one embodiment, tools provided by the

vehicle site or third-party site can provide for customization of the layout of the display
screens of the user interface.

[00106] The customization can include organizing or laying out system interfaces as

well as application interfaces, such as those interfaces provided by 3rd parties. In one

embodiment, interface rules are applied to determine if the system interfaces can be replaced
with third-party application interfaces, while providing access to the control interfaces via the

APIs of the systems. For example, if the user wants to provide a custom speed indicator, the

speed indicator must be compliant (via APIs and/or mapping) with the system interfaces so

that the speed readings can be populated to the third-party application. In one embodiment,

rules can be integrated with or applied to the applications and system user interfaces for

when the vehicle is moving. As mentioned above, such rules can limit interactivity with

certain user interfaces while the vehicle is moving to prevent unsafe driving. In one

embodiment, the custom user interface is saved to the user profile.

[00107] The user profile may contain settings, such as selections of the user interface

components associated with the system of the vehicle, as well as user interface is provided by
third-party applications. In addition, the user profile can contain and store settings provided
by the user. The settings provided by the user, as mentioned is this disclosure can also be

learned settings based on use. The settings can further include remote access settings, as well

as settings allow the user to control vehicle components from a remote location or a remote

computer. The setting can also include providing access to the user account to view historical

driving patterns, recent driving activities, the performance of the vehicle during specific
driving sessions, the performance of specific vehicle components, etc.

[00108] In one embodiment, the custom user interface configuration can be transferred

to the vehicle. The custom configuration, as mentioned above is stored in the database of the

vehicle manufacturer, or a database held by a 3rd party that cooperates with the vehicle

manufacturer to provide cloud services. The database, in one embodiment, is a network

accessible storage which allows access to the user to program and modify the user interface

using any computer or device having access to the Internet, including the vehicle itself or a

third-party vehicle. The method then proceeds to operation where the custom user interface

can be activated in managed for Internet connectivity for components of the custom interface.

For example, the vehicle’s Internet access protocols can be set, or registered with an Internet
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provider or service provider for the cloud services. The service provider for the cloud

services can be the vehicle manufacturer, a company cooperating with the vehicle

manufacturer, a third-party company, or combinations thereof.

[00109] In one embodiment, the method/logic can also enable local communication

with mobile devices that may be in the vehicle. The enablement may be provided by allowing
synchronization with the computing system of the vehicle, or with the computing
communications of the portable device. For example, the local communication can be paired
automatically, based on a preset pairing process where pairing keys are entered. This

provides for automatic settings and synchronization when the user enters the vehicle with the

portal device. As mentioned above, user interfaces associated with applications loaded on the

user’s portal device can also synchronize to the display screens of the vehicle, as predefined
by the user.

(00110) In one embodiment, vehicle settings are saved to either a memory number

button on the vehicle or synced to a key fob, or accessible via an interface or voice

activation. In one example, a vehicle operator profile is provided to allow users to maintain

their individualized profiles, settings and accounts for vehicles from any internet connected

device or be able to login to their vehicle physically in or near the vehicle by the use of a fob,

thumb print, eye scan and or manual login using an input device that interacts with the

vehicle's login system.

(00111) In one embodiment, the profile can be managed at a user account saved to a

central or cloud distributed system, to manage access. Any vehicle can be abstracted so that

any user can log into any vehicle if they have an account that allows access to that vehicle.

For instance, a vehicle owner with the role of “administrator” (e.g., an administrator of a user

account that has a profile associated therewith or multiple/sub profiles) can create logins for

his or her vehicle(s) for additional users such as his or her children, spouse, mechanic, and

valet driver among other applications. Logins can be created for individuals or for roles such

as the role of “child” where all users with the role “child” would have the same vehicle

specifications applied to the vehicle they will be logging into. Similarly, the role of valet can

be given and shared by any valet driver.

(00112) The purpose of abstracting vehicle operators from the vehicle itself is a shift

from the current state of the art in which settings are vehicle specific- each vehicle typically
only having the ability to store 1-3 sets of settings, to where vehicle settings are user specific
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and 1-n logins can be managed through an access management system. The embodiments

defined herein allow each user to apply his or her settings to any vehicle based on their login
information in which they provide their login and password. Whena user logs into a vehicle,

the vehicle will determine locally on board and/or communicate remotely with a central or

distributed access management system to determine the validity of the login presented to the

system. If the user’s login is recognized, the system will apply settings and use privileges to

the vehicle prescribed by the login.

[00113] Logins can have “role” specific settings and privileges or settings and

privileges set only by the administrator that cannot be overridden by the user of the login. For

instance, an administrator may create a login for “John” their 16-year-old son. The

administrator can apply settings to John’s login that John cannot override such as the

maximum speed the vehicle can travel. For instance, Although the vehicle may have the

ability to travel at a speed of 130 mph, John’s login will only allow the vehicle to travel at a

speed up to 90 mph. Additionally, every login may have settings that the user of the login can

toggle to their liking such as the list of radio stations they would like pre-programed every
time they log in to any vehicle that accepts their login.

[00114] Logins can control all aspects of a vehicle’s behavior and can be attributed to

individuals or roles. These settings can be toggled via a network connected device such as a

computer, web application, smart-phone or directly on the vehicle. Administrators can decide

which settings are locked for specific logins or roles, which are open for the login user to

toggle and which settings are to be enforced depending on the time of year, or time or day
etc., or when a condition or event is detected.

[00115] Login settings that can be set and remotely administered include but are not

limited to, driving characteristics (rate of speed, fuel consumption guidelines) location based

settings (GPS aided travel restrictions, travel radius boundaries, dynamically loading maps,

dynamically loading directions, dynamically loading fuel, charge and battery service and

purchase locations etc.), time of day based use restrictions (day driving only for example),
automatic purchase settings (financial institution linking for automatic purchasing of fuel,

charge time, batteries, car washes, etc.), fuel settings (Electric only, fuel only, hybrid only
etc.), refueling routing and purchase (incentive based re-fueling maps, incentive based

refueling offers etc.) driving characteristic settings (sport, comfortable, soft, off-road, high
performance, economy mode), entertainment system settings (radio memory settings, internet

access or restriction, streaming services settings), comfort & HVAC settings (climate
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control, seat positions, seat heater/cooler, suspension/ride settings, entry lighting, remote

Start, remote stop etc.) tracking/metric settings (camera/video recording guidelines, mileage,
top speed, average speed, MPG, wear and tear settings and notifications, historical travel

maps).

[00116] Automatic purchase settings can be processed in response to requests from the

vehicle. The request can be, for example, to transact a payment is for one of a car wash

service, a fast food service, a toll road service, a goods purchase service, a rental service, a

lease service, or combinations thereof.

(00117) Additionally, combinations of settings or setting profiles (such as “sport”
where your seat moves to sport position for additional support, suspension stiffens, throttle

response becomes aggressive etc.) can be set as well instead of individually setting use

characteristics. In one embodiment, logins are user specific, not vehicle specific, so any

family member can use their login on any family vehicle and the vehicle will perform based

on the metrics and restrictions dictated by the login used to operate the vehicle.

[00118] Companies or entities can create and manage logins to company vehicles for

delivery drivers, car washers, and mechanics among other applications. Each login can be

configured to provide or restrict access based on the user logged into the vehicle. A company

may only allow a delivery vehicle to travel at a maximum speed of 80 mph to limit reckless

driving. A company may create a role of “local delivery only” where a driver with that login
can only drive the vehicle within their territory. Breaches in territory travel will result in a

recorded event and notification to the vehicle administrator as well as the vehicle operator. A

grace period will be given to re-route back into the driver’s territory before more aggressive
vehicle disabling mechanisms are deployed. The driver will be given visual and audio cues as

to how to avoid vehicle disabling.

[00119] A dealership can grant "test drive" logins to potential customers, which allows

them to operate less than 100mph and only within a 5-mile radius. In one embodiment, alerts

or notifications can be automatically triggered if violations in the restrictions are detected. A

dealership may also grant a “demo” login for instance which showcases the vehicle’s

capabilities, available APPS, features and benefits. Variations of the “demo” login can be

used on variations of potential buyers. An “18-24 year old demo” may be useful for enticing
that demographic and showcases the vehicle’s features 18-24 year olds are most receptive to.
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[00120] A valet can be given a password to login only as “Valet” which will impose
restrictions on trunk operation, vehicle speed operation, vehicle location notification settings
etc. A recording option can be provided, which can set a recording within and around the

vehicle when in the valet mode. This way, the user can login to see what the valet driver did

while in possession the car, in case the owner feels that something is not correct when the

vehicle is returned to the owner. Additionally, while the valet is driving the car, a

notification can be provided to the valet that will alert the valet that recording is in progress,
and their face can be shown on the display while the valet parks the car.

[00121] A user may set the valet login to alert the user that left the vehicle with a valet

that the car has traveled beyond the allowed radius or has reached a speed greater than

100mph, for example. This alert can be sent wirelessly to an email address, texted via mobile

phone number or sent to a mobile device having a login-profile mobile application capable of

sharing current vehicle location, speed, fuel status among other metrics. The last logged in

user of the vehicle or vehicle administrator can send visual, audio or auto override

notifications to the valet letting them know they need their car back, they are traveling too

fast or even auto shut down to prevent theft.

[00122] A parent can set up a login to the family vehicle for their child that only
allows the child to drive within a certain radius. For example the vehicle may only be used to

drive between home and school. A map can be outlined on the account management interface

by a parent when setting up the child’s login to support the home to school restriction

intended.

[00123] In one embodiment, a parent or company may give a child or company driver

a login that also carries a financial allowance connected to one or more financial institutions

administered through the access management and/or login management system by
administrators. For instance, a child may have the need to re-fuel the vehicle by purchasing
either traditional fuel, battery units, and or charging time but a parent does not want to give a

general credit card to the child. The parent will set a budget for fuel purchase for the given
login and the login will then allow the vehicle will communicate with the fuel, battery, and or

charge-dispensing unit automatically using wired or wireless communication systems
funding the purchase automatically up to the allotted budget set in the login of the vehicle.

[00124] In one embodiment, these features are useful for fleet vehicles where company
vehicle users currently use a corporate credit card to purchase fuel where fraud may exist in
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the form of using company credit cards, or company fuel accounts to fuel personal vehicles.

The new system ensures only the company owned vehicle is approved to purchase the

traditional fuel, battery, charging time and also maintains metrics on which logged in user

consumed fuel and re-fueled which vehicle.

[00125] In one embodiment, a process is created so that some or all manufacturers use

the same type of login/access management system. By way of example, any user can log into

any vehicle from any brand in so far as they have account creation access or a recognized
login. Once logged in, each vehicle will receive and impose the login-based settings as long
as the manufacturer supports the login/access system.

[00126] Figure 1 shows various methods a user can interact with a vehicle login
system, in accordance with one embodiment. The user may use any network-connected

device ranging from a mobile computer, mobile phone; mobile network device all connecting
to a remote converged or distributed network cloud system. The user may also interact with

the vehicle login system directly on or near the vehicle. The user supplies login credentials to

a vehicle login interface which are sent to the remote distributed or centralized user login
authentication system or onboard vehicle authentication system. The processing logic
receiving the login credentials processes the data and returns an authentication response to

the user attempting to log in. If the authentication is a success, the vehicle the user attempted
to log into has vehicle settings applied to it and the user is allowed to operate the vehicle. If

the authentication is a failure, the user is presented with a failed access notification on the

login interface.

[00127] Figure 2 shows two different types of users and an example of how the user is

organized, in accordance with one embodiment. In this example, User 1 is an administrator

of a vehicle login system over vehicles he or she owns. User 1 has the ability to add or

remove logins, roles and vehicles to his login system. Since User 1 is an administrator, he or

she can add more logins and or roles to the system to allow a family member to have access

to the family vehicles for instance. In this case, a family member “User 2” is shown. The

administrator has given this family member a login named User 2 and has granted two roles

to User 2. User 1 may only want User 2 to have access to a certain vehicle and to certain

roles only. User 1 may only want User 2 to have access to the vehicle for the purposes of

traveling between school and home. In this case User 1 has created a role that is applied to

User 2, which only allows the vehicle to travel within certain restrictions and geographical
locations.
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[00128] In this example, User 2 does not have the ability to alter his or her login, role

or vehicle since they do not have administrator access. However, User 1 can make changes
on behalf of User 2. The full range of settings over a vehicle that applies to a given role or

login is a super set of settings. User 2 may have access to a subset of settings that User 1

allows changes to by User 2.

[00129] Figure 3 shows a graphical representation of an example set of settings an

administrator such as User 1 may have to administer logins, roles, and vehicles. Figure 3

further expands the depth of settings, including but not limited to, vehicle administration,

adding or deleting users and roles, vehicle global settings that apply to all roles and logins,
adding or deleting vehicles among other settings.

[00130] Figure 4 shows one sample of many potential configuration settings for a

given vehicle. In this case, User 2 has a login created for him or her named “CHILD”. This

login containsa set of settings that may or may not be configurable by User 2 since User 2 is

not an administrator, only a subset of settings are open to him or her to alter. The drawing
illustrates the settings that are user editable and admin only or restricted. The left column lists

the type of settings corresponding on the same row on the right column. These settings are

examples and may be altered, added to, or subtracted from in different embodiments. For

instance, fuel use settings allow an admin in this case to choose what type of fuel the user

login CHILD is allowed to use while logged into the vehicle. Similarly, location based

settings allows an administrator to draw out a map of the area the user login CHILD is

allowed to travel within while logged into the vehicle.

[00131] Figure 5 describes extended settings from Figure 4. This figure describes

additional vehicle settings that are configurable by the user with the login “CHILD” and

those that are only configurable by User one being the Administrator. Figure 5 also describes

a subset of settings a user login CHILD in this case is allowed to change. For example, the

user login CHILD is allowed to select his or her radio stations, streaming services, and

Internet access settings for a unified experience in any vehicle they log into using this log in.

Similarly, the user login CHILD can access driving modes and set the vehicle mode to sport
for instance. It should be understood that the example “CHILD” profile is just that, an

example, and any type of user profile may be set with the defined privileges and/or

restrictions.
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[00132] Figure 6 illustrates an example of utilizing a profile of the user, to access

cloud services 120, and a database 115, in accordance with one embodiment of the present
invention. In this example, a user may utilize a connected device 110 to access cloud

services 120. Using the connected device 110, the user, in this case Bob, is accessing his

universal profile settings. His profile settings may include settings that have been selected

before in earlier sessions, or default settings implemented by a vehicle manufacturer, or

another user such as an administrator. In the example, the user may access particular active

settings managed by cloud services 120 which can cause Bob's profile in database 115 to be

updated.

[00133] In one embodiment, Bob's profile can include specific settings, preferences,
use history, and learned settings from earlier uses of one or more vehicles. The profile
settings defined by Bob, are then transferred by cloud services 122 one or more vehicles

utilized by Bob. For example, if the user wishes to utilize his regular everyday car, the

profile settings may already be stored on the vehicle. If the user wishes to utilize a different

vehicle, such as a friend's vehicle, a rented vehicle, a shared vehicle, a temporary vehicle, a

loaner vehicle, a test drive vehicle, a company vehicle, etc., the user’s profiles can also be

transferred to that vehicle.

[00134] The user profiles can include standard settings that may be set at the various

vehicles, or custom settings that can be selected for the user based on learned settings over

time by use of various vehicles. In one embodiment, the user profiles are continuously
updated and store to a database 115, which is accessible by cloud services 120. Database 115

may include data storage, such as cloud storage, data center databases, distributed databases,

local storage on vehicles, network storage, and the like.

[00135] Figure 7 illustrates an example of a user (Bob) that may wish to utilize a car

200, in accordance with one embodiment of the present invention. For example, the car 200

may be a shared vehicle, such as those commonly shared in urban cities. Shared vehicles are

those that belong to a company and where the company provides accounts to users to access

the vehicles for specific trips, specific times, periods of time, etc. Users that share those

vehicles typically park the vehicles at different locations throughout an urban city. Users

wishing to find a vehicle to use can access an application or website having access to an

Internet connected application to find the vehicle closest to the particular user.
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[00136] Once the user has located a proximate vehicle, such as car 200, the user may

approach the vehicle so as to utilize the vehicle 200. In one embodiment, when the user

approaches the vehicle, and comes in close proximity to the vehicle as detected by the geo-
location of the user’s mobile device, a pairing request can be detected. The pairing request
may be triggered once the proximity zone of the car 200 and the proximity zone of the user

substantially or partially overlap. The proximity zones may overlap when the user comes in

close proximity to the vehicle, such as within a few feet, within a mile, or the user has

touched or bumped the vehicle.

[00137] The pairing request may be automatically sent by the user’s device to cloud

services 120. The pairing request can include sending the model of the vehicle 200 that may
have been obtained by the user’s mobile device from the vehicle 200 directly. In the

illustrated example, the pairing request by the user’s mobile device can include identification

of the vehicle that the user has come in close proximity to. A pairing module 170, can then

communicate with a mapping engine 118 that determines information associated with car

200.

[00138] An automaker database 116 can include data regarding a plurality of vehicles,

including standard user interfaces, configuration interfaces, and other information necessary
to provide user Bob with a custom interface for vehicle 200.

[00139] The mapping engine 118, in this example includes a map or that

communicates with the automakers database to identify the settings, applications, APIs, or

modules that allow integration of Bob's user profile from the user profiles database 160 so

that Bob's profile can be sent to car 200. In the illustrated example, the mapping engine, the

of the mapper, will obtain Bob's profile 160 for cloud services and obtain vehicle information

for the user interfaces of the vehicle desired for use by the user.

[00140] The mapping engine 118 will the transfer Bob's profile to vehicle 200. At this

point, the user, Bob, can be provided with an interface on a mobile device to allow access to

the vehicle. The user interface can include a plurality of screens with instructions, check

information, cost information, billing information, etc. As illustrated in figure 7, the users

mobile device can provide various notifications, such as identifying to the user that the user

standing next to a blue model M7 from maker C. The user interface can ask Bob if Bob

wishes to pair settings to the specific vehicle 200. If Bob desires to actually utilize the shared

vehicle 200, the pairing request may be initiated as mentioned above.
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Figure 8 illustrates another embodiment where the user Bob has utilized his

mobile device 100a to define or access a plurality of settings. In one embodiment, the user

may register 214 with a car sharing service, such as via a user interface or application having
access to the Internet and the company providing the service. Cloud services 120 can then

provide access to the profile database 160 where Bob's profile may be stored. The profile
160 may be accessible to 3rd parties, such as car sharing service.

[00142] Also shown in cloud services 120 is the car database 116/115. The car

database can then be provided with information from the car sharing company 210 that

identifies the cars that the company owns and that are shared with the service. The car data

including assigned IDs to the vehicles and cars can be stored in the car database 116/115.

Additional data can be supplemented from vehicle manufacturers 212. The cloud services

120, in accordance with one embodiment, can include logic for profile identification for

vehicles 224, logic for proximity detection 222, user request logic 220, and other managing
logic for receiving request from users, managing databases from a car sharing database,

managing data from vehicle manufacturers, and receiving request to manage profiles an axis

vehicles.

[00143] As illustrated, when the user Bob approaches the vehicle 200, the Bob’s

mobile device 110a can identify the closest car, which may be car A. In this example, Bob is

identified to be proximate to the car having an ID 1528ABC. In one embodiment, when the

user comes in proximity to the car 200, the car can beep or light up when enabled, it can open
the doors to allow the user to access the vehicle when the logic has paired the user to the

vehicle, the profile of the user can be transferred to the vehicle, the use of the vehicle is

managed by the user’s online account (storing historical use data and any billing
information), automatic payment for use can be made from predefined payment arrangements
stored in the profile, and use of the vehicle can be restricted to predefined rules, based on the

profile. Accordingly, the profile database 160 can include both profiles of the user, such as

user settings, as well as profile restrictions that may be set by the car sharing service.

[00144] Figure 9A shows one example process for utilizing user profile settings from a

registered user and utilizing settings of a shared vehicle network, in accordance with one

embodiment of the present invention. In this illustration, operation 300 receives the user

profile settings from a registered user of a shared vehicle network. The registered users

profile can be obtained from a cloud services profile, such as the profile used for a number of

vehicles which may be in or outside of the shared vehicle network.
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[00145] In another embodiment, the profile may be the profile set by the shared

vehicle network, based on the service contract entered by the user. In operation 302, vehicle

IDs for each vehicle assigned to a shared vehicle network are received by cloud services 120.

Cloud services 120 will therefore maintain a user database 160 with a plurality of user

profiles.

[00146] Cloud services can also maintain a vehicle inventory database 310 for the

shared vehicle network. Servers 350, which operate cloud services 120, and therefore

managing access database 160 and 310, as well as provide logic for providing access to

vehicles, unlocking vehicles, and transferring user profiles to specific vehicles. In operation
360, the servers 350 may receive a request to locate a vehicle on a map from a computing
device. The request may be provided with reference to the user’s current location, using GPS

or the like. The request is then processed by servers 350, and servers 350 communicate the

forwardalist of available vehicles proximate to the user or for the users identified area in

operation 362. In operation 364, a selection request is received from the user for a specific
vehicle and a reservation is made for the use of the vehicle for a set period of time.

[00147] In operation 366, a command is sent to the vehicle the signal alert when the

user is detected to approach the vehicle withina particular distance, notifying the user that

the vehicle is the vehicle that the user reserved. This provides for a method of allowing the

user to easily identify the vehicle that the user reserved. For example, if the user is instructed

to go to a specific parking lot to identify the vehicle that was reserved, the user would have a

difficult time identifying which vehicle it is that the user reserved. However, by allowing
cloud services to signal to the vehicle to sound the alarm, turn ona light, beep, for make any
other identifying gesture, the user can easily identify the vehicle in the parking lot.

[00148] In operation 368, a user interface is provided to the user’s mobile device that

will provide a notification to the user indicating that the person/user has arrived at the

vehicle. In operation 370, the users profile is transferred to the vehicle. The transfer of the

profile will allow the settings of the user to automatically be set in the vehicle. The settings
can include, for example, temperature, radio settings, seat settings, meter settings, air

settings, etc.

[00149] In operation 372, the settings that are made by the user when in the vehicle or

adjustment settings can be sent back to the user profile. Thus, when the user offering the

vehicle and making changes to his or her profile, those changes can also be communicated
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back to the profile database in cloud services 120. This provides for a continuous feedback

loop over time, to allow the users profile settings to be managed and maintained current to

the users best liked preferences. The operation then proceeds to B in Figure 9B.

[00150] In operation 374, it is detected that the user has completed use of the vehicle

upon some user entry at a computing device. The computing device may be computing
device of the vehicle, or a mobile device. The entry can be, for example, the user logging out

of the vehicle indicating that the user has terminated use of the vehicle. At logout, the

vehicle's original profile settings will then be returned, and the users custom profile settings
will be terminated.

[00151] In operation 378, a report sent back to the server regarding the use of the

vehicle and the charges to the users account for the use. In one embodiment, the use

reporting can occur continuously while the user is driving vehicle. In operation 380, the

driver’s session log can be saved user profile, keeping a history of the user's travels. In

operation 382, survey data can be requested of the user regarding the vehicle use. Because

the user was utilizing a shared vehicle, feedback from the user can be helpful to potential
future users that may want to rent or utilize vehicles from the same company.

[00152] The user may be provided with options to publish likes and dislikes or

commentary to a social network 390. Ratings can also be transferred to rating companies,
such as those that allow internet users to view user comments, reviews, complaints, etc. The

social network 390 can allow the data to be open data 394, or data that is shared with friends

392. In operation 384, problems with shared vehicle can be reported to the vehicle network

to allow repairs before making the vehicle available for reuse. Cloud services for the shared

vehicle network can then be updated in cloud services 120. For example, if the vehicle has

been identified as having some mechanical malfunction, the cloud services can update that

vehicle as being out of service, so that discovery of that vehicle does not cause users to

access that specific vehicle that may be out of commission.

[00153] Figure 10 illustrates a user (Bob) entering the vehicle, such as a shared vehicle

200, in accordance with one embodiment of the present invention. In this example, the user

has been identified by the vehicle, such as using a camera 402. The camera 402 may use face

detection 406 to automatically identify the user, and set the users preferences and settings for

the vehicle automatically. In some embodiments, this allows verification that the user

driving the vehicle 200, from the shared network, is the driver that unlocked the vehicle from
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a remote location (such as a mobile device). In this example, the vehicle 200 may also

include a plurality of cameras, such as cameras 404, 408, 410, 412, 402, etc. Any one of

these cameras can be accessed from a remote location, if the user’s profile provides access,

or the privacy setting allows such access.

[00154] These cameras can be used to detect and monitor the exterior portions of the

vehicle as the vehicle drives around, as well as interior portions of the vehicle. These

cameras can be used by the vehicle sharing company to monitor the status of the vehicle, and

the location where the vehicle is parked. In one embodiment, the user who has rented the

vehicle can set a privacy setting to disable certain cameras. In one embodiment, a speaker
420 can be activated to allow the vehicle to speak and communicate with the user. Vehicle

electronics and logic 400 can be in communication with cloud services 120.

Cloud services 120 can also be in communication with user profiles 160. In

one embodiment, the user profiles 160 can also include specific profiles for registered users.

In one embodiment, the registered users can include a family of users. A specific family can

have a number of drivers or users that have been registered with a service. For example, the

database can include users ABC123xi (such code is only an example, and any form of

ID/code can be used), and the users can include a particular family or group of people. The

group of people can also be a group associate with a company, a sharing service, a group
established for a particular event, or other types of groupings. The vehicles can therefore be

monitored for use by the specific users in a particular family or group. In one embodiment,

the particular family and groups can be associated with their own profile history settings,
which include data from their previous uses.

[00156] In one embodiment, figure 10 illustrates a process utilize to communicate

between vehicles, users, and cloud services. In operation 450, a vehicle with

communications is provided with cloud services. The cloud services will be in account,

software, or interface that allows communication with cloud services 120. In operation 452,

the user in the vehicle may be detected, and the face of the driver or other biometric data can

be used to identify the specific user sitting in the car. The detection of the user can, in one

embodiment be enabled or restricted based on privacy settings desired by the user.

[00157] In operation 454, the user may be identified and the users profile can be

automatically retrieved from cloud services and the user profile 160. The preferences
settings for the user can be identified from the database in operation 456, and the settings can
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be applied in operation 458. The settings can be applied to the vehicle for the identified user.

When the user terminates use of the vehicle, the settings can be deactivated, or returned to a

neutral setting.

[00158] Figure 11 illustrates an example of particular types of settings that can be set,

or recorded, or accessed, in accordance one embodiment of the present invention. In one

example, cameras 480 can be provided as options for access by the user. The cameras can be

accessed to view historical uses by the user, or can be access to view current and live video

of the vehicle. For example, if the user has rented a vehicle for a period of time, and parked
it in a specific location, the user can monitor the vehicle from a remote device connected to

the Internet.

[00159] Record settings 482 can also be set by the user, the vehicle provider, or cloud

services. A plurality of recording options and access can be set or adjusted by the user from

a remote location. Remote access 484 also provides the user with options to control specific
features of the vehicle. The control the vehicle can be set for a period of time when the users

profile is associated with the vehicle.

[00160] In a car sharing environment, the remote access of the vehicle can be enabled

during the period of time when the user is assigned or the users account is assigned to that

vehicle. In examples where the user owns the vehicle or is more tightly connected to the

vehicle, the remote access can be provided by entering axis control information, credentials,

passwords, usernames, and biometric data or combinations of one or more.

[00161] In still other embodiments, user interfaces are provided to provision
customized data regarding available charge station locations. In one embodiment, users

having other devices, such as smartphones or portable electronics can obtain data, which can

be shared with other user interfaces. The sharing can be by way of a sync operation, that can

be automatic when the user enters the vehicle or on demand by the user. In other

embodiments, the application or program running on the user portable electronic device can

continue to execute the processing, while allowing the display of the vehicle to show all

activity on the display. For example, if the vehicle electronics are not capable for processing
an application or access a cloud service, the portable device can act as the agent for the

vehicle electronics. In one embodiment, the display and I/O of the EV simply acts as a

passive interface, while the processing or accessing to cloud processing is done by the user’s

portable electronics (e.g., smartphone or the like).
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[00162] In some embodiments, the user’s portable device is already programmed with

access codes, passwords, etc., so the user may wish to use the portable electronics instead of

having to program the vehicle. This is important when users share a vehicle. If users share a

vehicle, one user may have the electronics programmed to their likes or dislikes. By
allowing programming, data settings, etc., to be shared or synced (e.g., temporarily or not),
users can more easily share vehicles, while keeping the settings that the user is used to

having.

[00163] In still another embodiment, allowing the user’s smart phone or portable
electronics to sync with an EV, users of rental cars can more easily step into cars with pre-

programmed settings. Thus, users that temporarily use vehicles need not worry about

programming the car’s settings upon entering the car, but simply sync with the vehicle to

allow the vehicle to run display, IO and services based on the custom settings of the user’s

portable device.

[00164] This processing that allows users to sync a vehicle with a user’s custom

settings stored in the user’s portable device can also have application to car sharing
environments. In big cities, companies allow users to locate vehicles in a proximity to their

current location, and simply enter the vehicle using their membership code. In addition to

providing users with access to the vehicle, the user/driver’s settings can be synced to the

vehicle. This can include settings of the seats, the mirrors, the temperature, the radio

stations, and the Internet apps to display on the car’s display, etc. Custom information, such

as prior uses of the car, cost for driving, etc., can be displayed on the car’s display, via the

sync data from the user’s portable device. The sync data can be obtained at any time, such as

by using the user’s portable Internet link, etc.

[00165] In one embodiment, a user’s EV or non-EV vehicle can be in communication

with cloud services, and the cloud services can be interfaced with data from various entities

that provide power for the grid, provide charging units (CUs), provide discounts to charge at

particular CUs, geo location services, mapping services, live traffic data, etc. The user of the

EV can communicate with the vehicles electronics via a display unit and its associated

electronics, can provide input via touch or voice, can request data regarding routs to local

charge stations, cost estimates at the various charge locations, how crowded the charge
stations are at the various locations, etc.
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[00166] The cloud services 120 are also accessible via a computer that has access to

the Internet, a smart device (e.g., smart phone, tablet, etc.), etc. Thus, data can be acquired
from various sources and data can be consumed by various sources. The data that is

acquired, shared or accessed can be launched on the user’s device and then transferred to

share in real-time with the display and/or electronics of the vehicle. Thus, a unified access

display can be customized to the user, regardless of the vehicle that the user chooses to drive.

This is in contrast to current models that customize settings for one vehicle owner or owners.

[00167] In one embodiment, the user’s settings are seamlessly transferred to the

vehicle the user chooses to drive. This is especially useful for cases where a user drives

many cars, but wishes to keep his settings constant. Settings can include cloud services, or

local settings such as seat positions for the size of the user, mirror positions, radio stations,

weather stations, history of routs taken, favorite locations to visit, etc. The application that

allows syncing of a user’s settings on a portable device to the vehicle electronics is especially
useful for car sharing applications, which is common in large cities and may expand in the

future. As car sharing increases, it is most useful to allow a user to save his/her settings in

their mobile device, instead of relying on the fixed settings of the vehicle. In another

embodiment, it is also possible for a user to type in their universal login code (e.g., user name

/ password) into the car display, and all of the user’s settings are transferred to the vehicle

while the user is driving the EV. Once the user stops using the EV, the car can go back to the

normal mode for another user to login. The data regarding the user’s settings would, in this

embodiment, be saved in the cloud.

[00168] In one embodiment, user interfaces of a mobile device can share data with

the vehicle's display and native apps. App unification allows EV system to display APPS on

the user's smartphone device in an opt-in PAIR mode. In one embodiment, this allows one

person to enter another's EV, share apps on the EV display while in the EV, and when the

person leaves the EV, the Apps de-pair. This auto-sync facilitates sharing of data and also

allows users to unify their settings across any number of vehicles the user may drive.

[00169] In one embodiment, the synchronization will enable users to universally
transfer settings from portable devices to electronics of a vehicle. In some embodiments, the

vehicle that the user wishes to drive is not his vehicle. For instance, the vehicle may be a

friend’s vehicle, a rented vehicle or a shared vehicle. If the user has programmed settings in

his or her device, the settings that are useful for the vehicle will be transferred to the vehicle.

Settings can include travel speed restrictions, car seat settings, mirror settings, remote access
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to home controls (e.g., lighting, garage doors, etc.), radio settings, satellite radio settings,
internet settings, etc. In some cases, only some settings are directly transferrable. In other

embodiments, a database can be accessed to find a translation metric. The translation metric

can include mapping tables that allow for settings to be transferred between functions of one

vehicle to other vehicles. In one embodiment, vehicle makers can upload their translation

metric for each model and the mapping tables can be used to provide the sync operation.

[00170] Figure 12 describes a system in which a user interacts with a model view

controller software environment 1800 useful for processing APPS using APIs 130 on

vehicles with vehicle operating systems 129 capable of processing computer code. The

APPS can execute profile retrieval, updates, and sync operations. The model view controller

paradigm 1800 shows basic interaction, control, processing, and updating of data useful for

manipulating and viewing resulting actions by ta vehicle running an APP in such a system.
Such a system useful for running APPS on vehicle operating systems will accept inputs by a

user 121, cloud services 120 via data streams, vehicle systems feedback and data streams

1812 used by a controller 1804 that may constantly poll electrical, capacitive and physical
sensors, and input streams to detect if interactions 1808 such as network passive updates,
network active updates, user touch, user speech, user input, user selection among others has

been triggered.

(00171) Each input 1804 will then trigger manipulation of the system’s model 1802

portion of the APP software paradigm thus invoking stored routines within APPS 104 which

then in turn interact with the vehicle’s API system 130 built upon the vehicle’s operating
system 129. Depending on the app presented to the user 121, the input may trigger stored

routines or functions on APP software or operating system level restricted stored routines or

functions.

[00172] After the processing of stored procedure code is manipulated with arguments
provided by the controller 1804 inputs, visual and or sensory results are presented to the user

in the view 1806 portion of the model view controller paradigm. These sensory outputs, data

streams, electrical signals may all be translated as additional options, results, dynamic
updating, audio or visual graphical user interface changes 1810 on any of the user’s

connected display devices. The user will notice these results visually or audibly but may also

feel or detect changes in the vehicle’s mechanical systems. Updates from the model 1802

may also be used to toggle vehicle settings 1814 which in turn may invoke changes in the

vehicle’s physical, mechanical and electrical systems 128.

VOLTP018.5.C5.2_APP/ASP 37 Patent Application

EA_KIA-000109

IPR2024-00981 
Emerging Auto EX2019



[00173] Finally, the system controller 1804 may receive additional updates from the

vehicle systems affected or additional user 121, cloud services 120, vehicle systems feedback

inputs 1812 to re-engage the user in a cyclical fashion. If no inputs are sensed, the system’s
controller will continue to poll its electrical and data I/O systems for input on a continuous

basis.

[00174] The model view controller paradigm 1800 described is one example of the

software input output lifecycle that may be used to invoke, manipulate, process, update
portions of computer readable code such as APPS 104 using an intermediary API 130 to

communicate with the vehicle’s operating system 130. However, APPS 104 may be run on

physically wired, wirelessly connected or remote devices having processing abilities to

translate the computer readable code in APPS into actionable invocations on one or more

vehicles in order to facilitate or utilize the vehicle’s electrical and mechanical systems in

prescribed or customizable fashions.

[00175] Figure 13A describes how vehicle on board computer with input out put
system 1900 useful for accepting input, processing input and displaying results in

conjunction with stored computer readable programs or functions in the forms of APPs 104

may be structured. Although system 1900 describes one way to provide vehicle on board

computing power to run APPs 104, the arrangement of the vehicle computer 1906 may be

altered or arranged in differing fashions with differing connection routing in order to achieve

the same. In this example, vehicle on board computer 1906 may be comprised of components
such as the network interface 1910, memory 1912, a central processing unit 1914, an input
output buffer useful for streaming data 1916, storage 1908 having the ability to store

computer data in long term or short term fashion useful for stored computer code procedures
in the form of an operating system 129, intermediary stored procedure code in the form of

APIs 130, stored subsets of computer code procedures APPs 104 interacting with API 130 as

an intermediary to the operating system 129.

[00176] In this example, the vehicle computer 1906 has the ability to transmit, receive

and process information using wired or wireless connections. One such wireless connection

is provided by a wireless data sending and receiving antenna 1928 connected to a network

interface 1910 useful for pairing with and communicating data with portable or stationary
wireless devices which may or may not be part of a network 1902. Such wireless devices

include but are not limited to wireless displays 210b, portable smart phones 210a, portable
computers, 210c and even stationary objects, structures, buildings, toll bridges, other vehicles
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etc. The vehicle’s network interface 1910 through antenna 1928 may also communicate with

cloud services 120 to receive instructions from a remote location that invokes stored

programs such as APPs 104 on the vehicle’s computer.

[00177] The vehicle may also send and receive data wirelessly in order to establish a

connection with a peer-to-peer ad-hoc network. Invocations may result in output data streams

interpreted by wireless devices 210b, 210a, 210c as well as wired devices such as wired

displays 210d or vehicle integrated display devices such as windshield heads up projected
display or integrated glass displays 210e. All data streams generated by APPs 104 stored on

the vehicle’s computer may also be triggered by wired devices such as vehicle sensors 1918,

vehicle electrical systems 1920, vehicle electrical systems 1922, engine control systems
1924, vehicle diagnostics systems 1926, user input as well as environmental input.

[00178] A user and or vehicle may find system 1900 useful in one example, where the

user drives the vehicle past an electronic toll bridge where a fee is required to pass the toll

bridge. The vehicle’s computer will communicate wirelessly as it passes the stationary
structure transmitting and receiving information with it as it drives by. The user’s vehicle

may have an APP 104 installed on the vehicle computer 1906 that can process the input using
the computer’s wireless antenna 1928, network interface 1910, input output system, 1916

automatically responding to the toll bridge with payment information. Once the payment is

received and processed, the APP 104 receives information from the stationary wireless toll

taking device which is then stored either locally on the vehicle’s storage 1908 or remotely
using cloud services 120. The results of the transaction are then sent via data stream from the

compute code running on the APP 104 to a display device(s) where the user can visually
confirm that the toll was paid, accepted and show the user’s remaining balance all through
the GUI displayed for APP 104.

[00179] Figure 13B describes one example of how stored data and function

declarations may be compiled to provide intermediary access to a vehicle’s computer
controlling vehicle systems 1950. Such routines, data and functions may be arranged in such

a way that limited access is given to third party code on APPs 104 to manipulate certain

unrestricted operating system functions and vehicle systems. Such a method of providing the

intermediary allowed stored function set to third party code can be referred to as an API 130.

[00180] In this example of an API 130, computer readable code is arranged in such a

fashion that the type of API is described and in this case, an API that allows third party
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control of the vehicle’s HAVC system is declared. A declaration may be useful for reserving
the vehicle’s computer long term and short-term memory in order to run stored procedures.
The shown declaration 1954 describes an example set of data that may reference memory
locations and their contents. The contents of this memory location may be modified by stored

procedures 1956 or functions.

[00181] This HVAC API 130 has the ability to store data relating to the vehicle’s

temperature, status, target temperature, split zone temperate, data from electrical and

mechanical sensors, calendar dates, error information among others. Invocable functions

1956 are the methods by which a third party APP 104 may manipulate data 1954 on board a

computer. Free access is not given to the restricted data on a vehicle’s computer, thus a

structured method or methods are described for user by third party APP developers.

[00182] These functions 1956 that may or may not take arguments in order to execute

may include functions in the example HVAC API that update temperatures for both the left

and right or given zones of the vehicle, toggle are conditioning, allow visual skins on the

APP GUI, manipulate schedules and displays etc. The HVAC API 130 described is one

example of how one API can control one vehicle system. There may be variations of the

APIs for multiple vehicle systems or one superset API that allows access to all of the

vehicle’s systems through stored procedures or methods.

[00183] Figure 13C describes a set of computer readable and executable code 1970

that can be compiled together by a third party APP 104 developer in the form of an APP. The

APP 104 uses structured programming languages to execute stored functions allowed by the

vehicle’s system API 130. In this example, the APP is a third party HVAC app that allows a

GUI to be displayed to a user giving them the option to adjust the temperature on the left or

right side of the vehicle up or down. In this case, the APP’s GUI has provided a data stream

to the APP letting it know that the user has selected to set the temperature on the left side of

the vehicle to 80 degrees and the right side of the vehicle to 76 degrees.

[00184] The APP 104 will then use functions available from the vehicle’s API 130 to

manipulate the data on the vehicle’s storage system which in turn will be electrically polled
by sensors, data streams etc. to manipulate the vehicle’s electrical and mechanical HVAC

systems. The user will notice the result visually by the data provided by the APP to the GUI

as well as environmentally as the temperature is changed in the vehicle.
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[00185] Figure 14 describes the stepped flow of events 2000 as a user interacts with an

APP 104, in this case, an HVAC APP 104. The GUI shown for APP 104 describes the first

step 2002 where a user physically interacts with a sensor, screen, voice system etc. polling to

see if an input has been received. The user’s input in 2002 has been interpreted by the app to

raise the temperature on the left hand side of the vehicle to 80 degrees and maintain the

temperature on the right hand side of the vehicle at 76 degrees. This input invokes step 2004,

which calls a stored function on the APP 104 that is API 130 allowable with arguments. The

stored function may invoke other helper or associate functions within the API 130 in step
2006, which all in tern invokes restricted computer readable code at the operating system and

or kernel level in step 2008. These invocations will then in turn command mechanical and or

electrical systems in step 2005 in order to achieve the requested response in step 2002.

[00186] The results of the commands on the vehicles systems are based back to the

vehicle’s operating system or kernel level in step 2012 which then updates data on the API

130 in step 2014 that the APP 104 is polling, such as updating the display to show the

resulting temperature in step 2016. The results of a function that is invoked at the API 130

level updating the display produces a data stream translatable and displayable by the

vehicle’s screen showing the APP 104’s GUI in 2018.

[00187] Figure 15 describes further example ways an APP 104 may take, process and

produce results 2100. Figure 14 shows a way to interact with an APP 104 locally but a

vehicle computer system may relay data, inputs and information to the APP while connected

to a wide area network, local area network, cloud process 120 or private cloud. A remote

action to invoke change on an APP 1808 may be initiated via a network and pass to the APP

running on the vehicle 160 using the vehicle’s antenna 1928 or wired interface. An APP 104

running virtually on a network or cloud services 120 may also take input remotely and

process the results accordingly.

[00188] Some of the inputs and results 2102 that an APP can take and produce locally
or remotely include but are note limited to the set 2104 that can receive an action, react to an

action, control an action, manipulate data models, report changes to a view or GUI, record

events or incidents, learn the types of requests being submitted, learn the times of request
being submitted over time, learn the days of the year the requests are being submitted over

time, generalize and interpret requests, assume user intent in order to automatically invoke

changes, automatically and pre-emptively act on behalf of a user, fine tune learned user

behavior etc.
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[00189] The learned behavior (e.g., learned settings that provide for automatic

programming) can be assigned to particular applications, particular sub-features of

applications, to particular native system features of the vehicle, or combination of one or

more thereof. The learned settings can also be managed via an interface, which shows to the

user settings that have been learned and provides the user with options to modify learned

settings.

[00190] The modifications of the learned settings can be made via the vehicle display
or any other device having access to cloud services. The learned settings can also be

communicated to the user via notifications. Such as, “We noticed you like your truck

temperature at 3 pm to be 60 degrees? Please confirm,” or “We noticed you like your car

temperature at 8 am to be 75 degrees, this will be presetfor you automatically,” or “We have

detected yourfavorite settings, please login to your account to see settings we have

programmedfor you or make updates,” or other similar notifications via the vehicle or to any
connected device over the Internet.

[00191] In other cases, notifications may not be sent. In some cases, the settings will

just occur automatically. In some examples, notifications can be provided with a link or

access to a user interface of an application. Via the application, the user can manage, set,

control or view any aspect of the connected vehicle. In some cases, the settings can be

manually adjusted by the user way from the auto settings. In such cases, the manual setting
can be learned and can be provided more weighting since the user took the time to correct an

auto setting. Thus, various levels of weighting or importance can be given to learn settings.
In other embodiments, the learned settings can be compared against learned settings of other

vehicle owners having access to cloud processing. Using data from these different user

profiles, learned settings can be obtained or generated.

[00192] Generation or analysis can be by way of overlap processes, cluster analysis
algorithms, Connectivity based clustering, centroid-based clustering, clustering model most

closely related to statistics is based on distribution models, cluster validation, density-based
clustering, KNN/profile similarity, collaborative filtering, content-based filtering, hybrid
recommender systems, mobile recommender systems, cross-sectional analysis, similarities in

particular data types or settings, concentration in similar settings by particular demographics,
and other similarity analysis calculators and aggregators. These settings can then be

recommended to the user or can be automatically added to the profile. Recommender
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systems can the user the analyzed data to generate the custom recommendations for settings
to users’ profiles.

[00193] Figure 16A describes an ecosystem where an APP 104 in conjunction with a

vehicle API 130 may work together to make assumptions, make decisions and take actions

2200. API and APP code together can be arranged in such a fashion that creates an

assumption and reasoning logic module 2216. This Assumption and reasoning logic module

can take inputs from various systems and data streams including but not limited to GPS 2206,

calendars 2208, traffic conditions 2204, local news 2202, past data of user behavior and

interaction 2210, vehicle diagnostics 1926, user preferences 2214, user login profiles 506,

environmental interpretations by sensors 2212, marketing deals 2224 among others. These

inputs can be local and physical or remote and abstract via a network. The assumption and

reasoning logic module 2216 compiles data from these sources to invoke decisions and

actions on a decision and action engine 2218.

[00194] This decision and action engine 2218 has the ability to execute on what the

assumption and reasoning logic module has determined needs to be done. The decision and

action engine has the ability to produce alerts, both local, on screen, audibly, visually or

remotely on a remote display device 210a-e using a data network. The decision and action

engine 2218 also has the ability to change vehicle controls automatically on behalf of a user

without user action based on assumptions made by the assumption and reasoning logic
module 2216. Additionally, the decision and action engine has the ability to request a

decision from the user preemptively in order to change vehicle controls.

[00195] This may be achieved locally or remotely requiring input from a user to

proceed. For instance, the assumption and reasoning logic engine has determined that the

user may want to have his or her car automatically started at 7:55 am because the user

typically starts the car at 8 am. Starting the car at five minutes early will allow the system to

heat the vehicle to the user’s typical liking. However, the assumption and reasoning logic
may have only reached a level of confidence of 75% where 80% confidence is required to act

without user input. Thus, the system, being only 75% sure that the car should be turned on

will automatically send the user an alert requesting a decision on whether or not to turn the

vehicle on. Once the user 121 provides a decision remotely on their remote device 210a, the

decision engine 2218 updates the assumption module 2216 so that it can augment it’s

assumptions for an updated level of confidence on the next action trigger. These actions by
the user automatically and continually update the assumption and reasoning logic module
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2216 in order to fine tune the level of confidence on acting without user input and learn the

user’s behavior for future decisions.

[00196] Figure 16B describes how one of many types of inputs into an assumption and

reasoning logic module 2216 can be compiled over time. Although inputs can come from

many sources, this particular example focuses on input into the assumption and reasoning
logic module 2216 from past data originating and triggered by user behavior in order for

module 2216 to learn. Past actions 2210 are logged into a database either locally on the

vehicle computer or remotely which are fed into to module 2216. In this example, data about

when the user’s actions are stored, along with unique identifiers that will allow assumptions
to be made in the future.

[00197] These identifiers include times, dates, rates, capacities, temperatures,
frequency, degrees, distance, etc. In this example, the system has been keeping track of when

the user has been starting his or her engine in the morning on weekday sand weekends. The

system harvests all data points associated with given events. These data points 2210 are

purely mined data points and no assumptions or reasoning occurs at this point. This data will

be used by the assumption and reasoning logic 2216 to determine future actions.

[00198] Figure 16C describes one example of what an assumption and reasoning logic
module 2216 may produce using the data points collected on an ongoing basis in Figure 16B.

Over time, using inputs that are continually harvested by a user’s action, assumptions are

made and refined to aid in making decisions for a user in advance or behalf. Module 2216

has taken the inputs provided by 2210 past data and behavior to determine that before a

decision can be made, the user’s local or network-stored calendar should be polled to

determine how the user’s schedule might impact the system’s pending actions. For instance,

if the system had determined that the user typically starts his vehicle at 8am but the user’s

calendar shows a meeting at 730am located at a location that does not match the current

location, the vehicle may assume that the car should be started at 725. They system will

determine its level of confidence of the decision and may poll the user for a decision.

[00199] The system, by using prior data points has stored assumptions based on

conditions, the day it is, the temperature of the environment and historical events, that the

user will most likely start the vehicle’s engine between 803am and 805am, and if the

temperature is in the 30s inside the vehicle, the user will most likely set the interior

temperature to between 70 and 80 degrees, it is not likely that the user will use the are
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conditioning unit, if there is ice on the windshield, the user will most likely defrost the

windshield for 7 minutes before departure, the user usually drives between 15 and 18 miles at

this time of day, the user typically starts the vehicle again in the afternoon between 505pm
and 510pm, if the temperature is in the mid 70s, the user usually activates the AC and sets the

temperature to 65 degrees, typical weekend behavior, the user typically makes frequents
stops, does not have a set time the vehicle is started, uses certain APPs at certain times and

has a history of certain destinations as recorded by GPS.

[00200] Figure 16D describes an example list of decision the decision and action

engine 2218 may take based on information provided by the assumption and reasoning logic
module 2216 and sets of assumptions created. The decision and action engine 2218 will

attempt, using a degree of confidence to anticipate what the user will want to do in terms of

engine start and stop, location destinations, preferences of temperature, driving habits and

poll vehicle capacities to ensure the intended path the user usually takes is attainable. For

example, the user usually drives a distance in the morning at a certain time, however, the

vehicle’s fuel supply will not allow for that distance to be traveled. Thus, the decision and

action engine polls the user as a reminder that the user should begin their intended travel

sooner than usual to allow for refueling time.

[00201] In one embodiment, at a remote location, a user is able to access a user

interface for an application, which provides users access to user accounts. A user account

can be for a user and the user can add one or more vehicles, objects, data or appliances for

remote reporting, viewing and control. In one embodiment, a user is an owner or user of a

vehicle. The user can register the vehicle with a remote service.

[00202] The remote service can be accessed over the Internet, such as via a website or

application of a portable device. The remote service can provide a multitude of cloud

services for the user, such as remote control features, remote viewing services, remote alarm

controls, remote camera activation, remote audio/video recording of the vehicle (i.e., areas

around the vehicle and inside the vehicle). In one embodiment, the vehicle is able to

connect to the Internet (e.g., when the vehicle engine is off, on, and/or is occupied or un-

occupied) to allowa user, via a remote cloud service, to access features of the vehicle. The

vehicle can be accessed when running, when parked, when stopped, when moving, etc. The

vehicle and its audio recording devices and video cameras can be accessed from remote

locations, to allow users to remotely communicate with the vehicle or with people riding or

residing inside the vehicle.

VOLTP018.5.C5.2_APP/ASP 45 Patent Application

EA_KIA-000117

IPR2024-00981 
Emerging Auto EX2019



[00203] The remote communication can also allow a person to communicate remotely
with people standing outside (or inside) of a vehicle. For instance, if a user is accessing his

or her vehicle from a remote location, cameras installed in and/or on the vehicle allow the

remote user to see a person standing proximate to the vehicle. The remote user can then

communicate with a person standing proximate to the vehicle using microphones and

speakers of the vehicle.

[00204] In some embodiments described herein, vehicles, structures and objects may
include circuitry and communication logic to enable communication with a cloud processing
system over the Internet.

[00205] In one embodiment, the services provided by the electronic systems of a

vehicle can include services that access the various components or subsystems of a vehicle,

such as door locks, service histories, user profiles, audio settings, entertainment settings,
mapping functions, communications systems, telecommunication synchronization systems,
speakers, heating and cooling functions, auto-engine start/shut-off remotely via smart

devices, remote heating/cooling initiation, remote face-to-face conferencing, etc. The

electronic systems within a vehicle can also provide a user interface, such as a graphical user

interface. The graphical user interface can include a plurality of buttons, controls and

transceivers to receive input from a user.

[00206] The input from a user can also be provided by voice input, facial recognition,
eye-retina scans, fingerprint scans, a combination of biometrics, or via a capacitive or regular
touchscreen contained or displayed within the vehicle, the vehicle’s glass, doors, dashboard,

etc.

[00207] In one embodiment, vehicles can maintain information regarding where they
are, where they are heading and their destination maintained which is maintained by GPS and

navigation systems on board. The information collected and maintained by every vehicle

may be mutually exclusive, meaning that only each individual vehicle is aware of its own

heading, rate of speed and current location. This information, in one embodiment is crowd

sourced and/or crowd shared/consumed for use in for accident avoidance or other

communication. By networking vehicles within a certain radius together, all individually
location-aware vehicles become aware of all other vehicles in their sphere of influence.

Vehicles may network with vehicles in their range using wireless communication systems
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such as but not limited to Wi-Fi, Wi-Gig LTE, cellular, radio, near field communication or

other methods.

[00208] In one embodiment, the communications of the vehicle and electronics of the

vehicle will enable direct communication with a user of the vehicle. The user of the vehicle

can include, for instance, the owner of the vehicle, a driver of the vehicle, or any third party
having access to the vehicle (either to drive the vehicle, to monitor the vehicle remotely, etc.)

[00209] The access to the data can also be encrypted to prevent unauthorized access to

the data. GPS and mapping services can also be in communication with the cloud processing
120 provide data concerning the locations of the vehicles and activities that occurred to the

vehicles when at particular locations. The cloud processing 120 can be access by the

vehicles themselves using their electronics and communications, via mobile devices, from

home, from work, etc.

In some embodiments, the vehicles may establish peer-to-peer links to

facilitate fast transfer of data. In other embodiments, vehicles may link to each other using
pairing algorithms that allow the vehicles to exchange data using WiFi, Bluetooth, near field

communication (NFC), or some other short range communication protocol.

(00211) A user’s APP homepage may also include dynamically updating sections in

which the most important information at a given time may be displayed or surfaced toa user.

If a user has parked in a certain parking area, he or she may want to monitor metrics related

to incidents that may have occurred to his or her vehicle, vehicles around his or her vehicle,

any dynamically received alerts, as well as precaution levels. Additionally, a user may
choose to configure his or her APP homepage to display the most pertinent audio and video

feeds to their needs.

[00212] In one embodiment, the vehicles can communicate directly with each other via

a temporary pairing process. The temporary pairing process can be automatically enabled

when vehicles become too close to each other, for example. When this happens, local

communication between the vehicles, such as a peer-to-peer connection, Wi-Fi connection,

NFC connection, or Bluetooth connection can be established to enable the vehicles to share

information concerning their proximity to one another.

[00213] This local communication will enable one or both vehicles to take correction

actions or alert a driver to change course or trigger automatic collision prevention measures

(e.g., more aggressive notifications to one or both operators, slow the speed of one or more
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vehicles, change the driving direction of one or more vehicles, etc.). Once the close

proximity communication occurs and some corrective action is made, the data regarding the

occurrence and the actions taken can be communicated to the cloud system for storage. The

information can then be viewed by a registered user having access to an account for the

vehicle(s).

[00214] Figures 17-30B define methods and systems for assigning advisor accounts

for accessing data regarding the vehicle, and also describe the use of electronic keys (e-keys),
in accordance with several embodiments.

[00215] In one embodiment, users of vehicles may wish to provide advisors with

access to select data associated with a vehicle. For example, a vehicle owner may decide to

make a user account for an advisor. The advisor, in one embodiment, can be any person or

entity. The advisor, in one embodiment, may be a service person, a dealership service

department, a mechanic, an auto shop, a consultant that provides auto advice, or a fiend of

the vehicle owner. In one embodiment, an owner of a vehicle can define particular aspects of

the vehicle data, as being available for providing or sharing with an advisor. The aspects can

include, for example, maintenance type information or vehicle status.

[00216] Other aspects can include, without limitation, engine indicator data, tire status,

tire air pressure, oil level, transmission fluid level, oil grade level, electric vehicle battery
status, battery charge level, battery faults, temperature over heating data, service date

expiration, mileage data, next service time, coolant level or status, transmission faults, air

filter state, wiper change/status, brake pads, brake fluid, tire rotation, remote diagnostics
requests, history data, etc. In one embodiment, a user of a vehicle can define or establish an

advisory account, which will be provided with limited or select access to specific vehicle

data, so that the advisor can process the data and provide recommendations to the user.

[00217] For instance, certain vehicle data can include data that is not personal or

sensitive. The vehicle data can then be used by the advisor to process the data, examine the

data, and based on some expertise or knowledge, the advisor can provide some

recommendation to the user. The recommendation can include, for example, notifying the

user that the vehicle needs some service or action. The recommendation can include, for

example, sending the user information regarding the recommendation and suggesting
available times, dates, etc., to allow scheduling of an appointment.
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In one embodiment, the communication from the advisor can be in the form of

an email, a notification, a phone call, a text message, or combinations thereof. The

communications can include, for example, icons, links or graphics to allow the user to accept
a schedule time for brining in the vehicle for service. In one embodiment, when the engine
light comes on, the advisor is notified, and the advisor can contact the user to tell the user

that the engine light is critical or not, and the advisor can be allowed to do remote diagnostics
to better define the significance of the engine light warning. The advisor can then provide
more informed advice to the user. In one embodiment, the advisor account is limited to the

predefined data that the user wishes to provide access to.

[00219] In one embodiment, when the advisor is given an advisor account by a user,

the advisor may be provided with an email, link, phone number, text, message, etc., which

will allow the advisor to login to an advisor portal of cloud processing. The advisor portal
will provide the user with a website that shows the current vehicle status for each of the

vehicles that the advisor is monitoring or for which the advisor was provided an advisor

account.

[00220] The advisor portal will allow the advisor to set logic or rules to be alerted

when certain types of important data is received for particular vehicles. For instance, if the

advisor is monitoring a plurality of vehicles, the advisor may wish to know when particular
vehicles see a particular type of fault or error, which may be important enough for the

advisor to handle immediately. The advisor may see that a certain user’s car is running too

hot, the advisor may be notified or alerted so that the advisor can contact the user of the

monitored vehicle. The advisor can execute or cause to execute remote monitoring
procedures to query the vehicle to see what other condition are, so that a proper
recommendation can be provided.

[00221] In one embodiment, the user can add a mechanic or auto repair shop and

assign them an adviser account. The adviser account would get access to specific vehicles

(that pre-allow access), and the user can define specific vehicle data for which access or

privileges are provided. For instance, as a user drives around, the car may detect a fault, and

the adviser may get a message or notification regarding the fault. The adviser can then

communicate with the user to provide his/her technical advice, recommend actions to take,

recommend to come in for service, or the advisor can pre-order a part needed for the service,

or notify the user that a part of the vehicle is defective or is on recall.
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[00222] The adviser account can be defined for auto dealers, mechanics, service

stations, persons having vehicle knowledge or expertise, etc. Dealers that provide service

(e.g., service departments) can receive selected notifications regarding the vehicle health, and

based on the degree of seriousness, the dealer/service center can ask you to bring the car in.

Currently, dealers rely on users to notify them when warning lights go off. If the problem is

serious, and the driver ignores the warning lights the car can get damaged. In one

embodiment, these methods/systems provide ways to share specific vehicle maintenance data

with select entities. The reporting by the car can be saved to a log/database of events that are

reported, and the adviser/dealer can reply to the notices to communicate instructions or

recommendations.

[00223] Figure 17 illustrates a block diagram of a process where a vehicle (CAR-A) is

associated with vehicle data, settings and control 500, and the vehicle is connected or

connectable with the Internet and cloud services 120. In one embodiment, the vehicle can

produce a plurality of types of data, such as vehicle status, vehicle service, vehicle location,

vehicle users, and vehicle control, etc. The type of data that a vehicle produces can

essentially be limitless, and will depend on the type of vehicle, activity of vehicle, the types
of users, the location of the vehicle, features the vehicle, use of the vehicle, etc. Additionally,
various aspects of the vehicle can be controlled remotely via the Internet, and through cloud

services 120 in response to control systems, algorithms, methods, circuits, and the like.

[00224] In one embodiment, cloud services 120 can include a customer account

database that includes a plurality of customers. Customers may be customers that have

registered with a service that manages or provide access to features of a vehicle. The service

may be a separate company from a dealer, or it may be a dealership, it may be a car service

center, a private service, a friend, or an Internet service, etc. In one example, the customer

database has is a plurality of customers that have registered with the service to enable

issuance and management of user accounts for their vehicles that have been registered with

the service(s).

[00225] In this example, the customers include customer A, customer B, customer C

...customer N. In one embodiment, each customer may register one or more vehicles for

the service. For example, customer A is shown to have two vehicles 502 (CAR-A and CAR-

B). For CAR-A, the customer may have user accounts 504. The user accounts 504 can

include different types of accounts. One such account can be those associated with drivers

that may be driving the vehicle. The drivers will each have different roles that defined the
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type of user and associated privileges. For example, one user may be administrator (admin),
wherein administrators are usually the owners, the person that leased the vehicle, or a person
that has some control over the vehicle. In other embodiments, the administrator may be the

dealership for the service provider.

[00226] Other users can be assigned as drivers, such as teenagers of the family, valet

drivers, guest drivers, etc. Each of these drivers can be associated with their own user

account, which provides specific privileges (use capabilities, restrictions, limits, parameters,
etc.). In another embodiment, user accounts viewed as advisors 506 can also be created. As

noted above, advisor accounts are those that provide third parties with access to the vehicle

or access to data about the vehicle. Such parties can include dealerships, mechanics, service

people, personal advisors, friends, etc. Each advisor account can be assigned a different role,

which is linked toa level of privilege. The more privileges that are provided to an advisor

account, the more data that the advisor can receive, access, or control.

[00227] In one embodiment, if the dealer is an advisor having an advisor accounts, the

owner the vehicle can define the level of privileges provided to the dealership. The level of

privileges can identify what aspects of the car the user wishes to allow the dealership to

know or be made aware of. For instance, the advisor account can set that the vehicle will

automatically provide certain data to the dealership. Such data can include the status of the

vehicle, engine light data, health information about the vehicle, malfunctions of the vehicle,

service information of the vehicle, etc. However, because the advisor account can be

specifically tailored to only provide certain information and privileges to the dealer, the

owner or admin of the vehicle can define the specific advisor accounts to share only certain

sub-sets of information.

[00228] For example, certain information that would likely not be shared can include,

location of the vehicle, history of routs of the vehicle, radio station data, Internet

communications, camera data, voice data, or other information that may be private or

sensitive to the user. Of course, this information can be shared if desired. In essence, the

advisor account can be defined to provide only the information that the user wishes to share

with that specific advisor. This allows for information sharing about the vehicle to be spliced
down to the specific feature and data and the specific recipient of the data via the advisor

account.
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[00229] Thus, the information can be parsed to various advisors, by defining multiple
advisor accounts. For instance, the user can define an advisor account for a tire dealership
and a separate advisor account for an oil changing service station (e.g., for the same vehicle).
The vehicle can then automatically transmit data to the service provider, or cloud services,

which can then allow the entities associated with the advisor counts to see the data coming
from the vehicle or posted by the vehicle to a website. The operators of the services for

which the advisor accounts were assigned can then communicate with the user and provide
advice regarding the operation of the vehicle, information about updates, warnings, service

scheduling, or provide for remote access to the vehicle diagnostics and make changes when

necessary.

[00230] Therefore, by providing this level of detail to specific advisor accounts, the

user can predefine what type of data will be shared with the advisor accounts while not

sharing data that is sensitive to the user, administrator, owner, or proprietor of the vehicle.

[00231] In one embodiment, cloud services 120 will be defined by a plurality of

servers, storage, dash-board data websites, graphical user interface APIs, processors, user

interfaces, and the like. The configuration of services offered via cloud services 120 can

depend on the service provider. As noted above, the service providers can include any
number of entities. Entities can include car dealerships, service providers, mechanics, private
entities, individuals, etc.

[00232] In one embodiment, the service provider operating a cloud service 120 can

include a vehicle interface 508. Vehicle interface 508 is logic that will enable cloud services

120 to communicate with the electronics and software with specific vehicles. Different

vehicles have different APIs, systems, software, firmware, etc., and the vehicle interface 508

can facilitate the handshake between cloud services 120 and a specific vehicles. Vehicle

interface 508 can include database 512 for vehicle data. Additionally, the vehicle interface

file a can include or have contact with vehicle control logic 510, which manages the

interfacing with the specific vehicles. For example, if one vehicle type requires a specific
algorithm, packet structure, API, etc., the vehicle interface 508 will utilize that

communication protocol.

[00233] Vehicle control logic 510 can further provide the APIs and commands that

are necessary to provide or obtain information associated with the vehicle. The information

can requests for data from the vehicle, and can include instructions to the vehicle to perform
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certain executable tasks. Executable tasks can include, for example, running diagnostics,
testing component parts or functions, communicating with occupants of the vehicle, etc.

Cloud services 120 can also include logic for managing privileges 514, which can interface

with user account settings 516 and can also manage the access and notification requirements
or privileges 518.

[00234] Accordingly, each of the customer accounts can include a plurality user

accounts, and each of the user accounts can be associated with specific user account settings
that define the privileges for that account, whether it be a driver account or an advisor

account.

[00235] Figure 18 illustrates an example a vehicle being associated with advisor

accounts 506 and driver accounts 520. Advisor accounts 506 can include, for example a

dealership, a mechanic, and other entities that will have restricted access to data of the

vehicle or specific suites of information regarding the vehicle and/or access to communicate

or control features functions or parts of the vehicle from a remote location.

[00236] The drivers 520 can also include a plurality of drivers, which may have

predefined access to the vehicle. Some accounts can also be associated with temporary
drivers, such as valets, mechanics, service people, friends, etc. In one embodiment, the

driver can place the car in the valet account mode when the vehicle is provided to a valet for

parking. In the valet mode, the vehicle will have restricted use parameters, and will also

provide for reporting back to the user in case violations occur in accordance with the

predefined privileges assigned to a valet. Examples of violation can include, driving too fast,

driving out of an area, accelerating too fast, stopping too fast, parking too close to a structure

or other vehicle, coming in contact with a structure or another vehicle, slamming the door,

turning on the radio, changing personal user settings such as seats and mirrors, etc.

[00237] Cloud services 120 can therefore assign the advisor accounts and the driver

accounts accordingly and manage the privileges associated with those accounts. The cloud

services will also enable efficient communication with the vehicle to provide and place/set
the various accounts at different times.

[00238] Figure 19 illustrates an example of a computing device, which may have a

plurality of user interface icons for assigning new driver accounts 532, or advisor accounts

538, in accordance with one embodiment of the present invention. Using Add driver account

532, the user can defined the roles of the driver 534. The roles of the driver can also include a
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set of privileges 536. For example, the driver account can be for a teenager and the role can

be set to limit the speed, or provide notifications when the teenager has driven the car beyond
a particular area or geographic location.

[00239] The privileges can also moderate access to the speed of the vehicle, and used

during specific periods of time. For setting an advisor account, the user can set advisor

account and defined the roles 540, and set the privileges 542. The diagrams on device 530,

maybe part of a user interface that includes icons and buttons that allow the user to select,

edit and add accounts, or management of the accounts that the previously set.

[00240] Accessing the accounts that have been previously set can also allow access to

the history database. The history database can include information regarding the use of the

vehicle when the vehicle was controlled under a specific user account, or the types of actions

taken by an advisor via an advisor account. Access to these user interfaces can also be

through a website provided by the service provider. The website can provide access to the

user by user name and password, or other credentials. This access will therefore be tied to a

user account. The user account can include identifying information of the user, the vehicle,

privileges, encryption keys, etc. The user, upon access, can view the historical use of the

vehicle, assign new accounts, revoke accounts, remove accounts, store historical information,

and communicate with holders of the accounts.

[00241] For instance, the user can log in to website and communicate with their

advisors if advisers had left a message for the user/owner of the vehicle. In one case, the

advisor account of a dealership may have left a message for the owner indicating that the

engine light is on and the vehicle must not be driven due to a recall. Via the website, the

dealership may propose certain dates for the service or an appointment to have the vehicle

picked up or serviced. These messages may also be transferred to the user’s mobile device,

and urgent communications can be sent by e-mail, text, notification, phone calls, voice

messages, or any combination thereof.

[00242] Figure 20 illustrates an example of an advisor account 550, where the user has

selected the type of user for that advisor account 552, in accordance with one embodiment of

the present invention. In this example, the user may select the type of advisor account to be

for a mechanic, a dealer, a service station, service center, a dealer in sales, a third party, etc.

For this illustration, the advisor accounts 550 is for a mechanic, and the user can defined the

role 554 of the advisor account when mechanic. The mechanic may be given access to
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specific features of the car but not access to other features of the car. The features can be

associate with different levels of privileges, and the user can use selection buttons, icons, tick

boxes, radio buttons, touch screens, keyboards, etc., to select some or all or none of the

specific privileges for each of the types of functions or actions or data that may be accessible

or usable by the mechanic using advisor account 550.

[00243] For illustration, the roles 554 can define access the various features, for

example engine light, oil level or pressure, battery status, electric powertrain, phone lists,

temperature, cooling system, charging system, radio settings, entertainment settings, geo-
location data, historical data, advisers history, etc. This listing of features or information

regarding the vehicle is only exemplary, and should be understood that more features can be

accessible depending on the type of vehicle and the type of features provided by the vehicle.

Additionally, the advisor account can be associated with specific ones of the features and for

each feature that is associated with the advisor account, the levels of privileges can also be

defined.

[00244] Figure 21 illustrates an example where a user having an advisor accounts can

communicate with an advisor application to receive advisor data regarding the vehicle. The

advisor data is data that is provided by the advisors in response to the advisor receiving data

from the vehicle. The data from the vehicle, in one embodiment, is automatically sent by the

vehicle over the Internet/cloud services 120. As discussed above, the type of data sent to

cloud services from the vehicle will depend on the advisor account and the privileges for the

specific features and/or control provided to the advisor user. As shown, advisor data 559 is

transferred to cloud services 120. Cloud services will receive the advisor data 560, and it

will process the advisor data using advisor logic 562.

[00245] In one example, the advisor logic 562 will include programs that will define

what will happen to the data that is received. Some of the received data will be processed to

generate recommendations, some data will be processed and added to a log, some data will

be send and processed to automatically notify the vehicle owner about a vehicle event.

Certain of the data will produce or require that action items be reported to the advisor.

Advisors will receive data 566 from the vehicles that were assigned to the advisors, and in

return the advisors can provide feedback to the vehicle owners.

[00246] In some embodiments, an advisor will have advisory accounts from many
vehicles (such as a dealership advisor), and the dealership can provide feedback to the
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different vehicle owners. Advisor responses and advisor feedback is then forwarded to the

user in operation 568. This forwarding of the advice can include automatically generated
notifications, messages, or custom notifications as feedback based on the advisor data 559

received from the vehicle over time or for one event. The vehicle owner or user will then

receive advice 570 from the advisor account reporting back to the user, based on the data

provided by the vehicle automatically, based on the advisor accounts.

[00247] Figure 22 illustrates an example of various vehicles in communication with

cloud services 120. Cloud services 120 is also in communication with vehicle users 586 and

advisors 588. The type of information received from vehicles can include any number of

metrics associated with features, functions, parts, operation, etc. For purposes of example
only, some system features can include engine oil, tire rotation, tire health, oil filter, battery,
brake pads, wipers, coolant, transmission fluid, air filter, remote diagnostics, etc. Cloud

services can include a number of operations and systems and programs that operate on the

data, notify vehicle owners, receive data from vehicles, hold and exchange data between

advisors and vehicle owners, etc. In one example, cloud services can include an operation
where a database storage vehicle state data 574 is managed.

[00248] Additional data can include advisors settings and user defined settings 576.

Also included are privileged verification modules 578 which assign privileges to the various

user accounts and manage enforcement of the privileges defined by the users for each of the

various accounts.

[00249] Advisor account logic 580 is also provided, which allows advisors the custom

defined what programs, actions, or operation will take place either automatically or require
notification to the advisor when vehicle data is received from vehicles placed in their advisor

care. The advisor account logic 580 can also provide access to the advisors via website,

which allows advisors to view, access, communicate, adjust, control, and interface with

features that were provided by the user in the privileges for that advisor account.

[00250] The advisors not having access to certain features, as defined by the advisor

account will not be allowed access via the website and the advisor account logic 580 will

restrict that access. Advisor notification logic 582 is also provided, which provides for

communication modules that will interface between the user, the vehicle, and the advisor.

The communication modules can also include interfaces for communicating with users via
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third-party applications, such as e-mails, notifications, social media, text, web applications,
and general messages.

[00251] Advisors module 584 is also provided, which provides for management of

the advisor accounts, creation of advisor accounts, management of advisor feedback logic,
and historically tracking actions taken or not taken by advisors using the advisor accounts

584 on specific vehicles.

[00252] Figure 23 illustrates an example where a plurality of vehicles 586 exchange
advisor account data 590 with cloud services 120. Cloud services 120 will then communicate

with the various advisors 588. The advisors and be an auto shop, such as Roy’s Auto, a

dealership, a car care service, etc. The various owners of the vehicles can therefore define

specific advisor accounts for different types of features, functions, or parts of the vehicle.

Data seen from the advisors 588 is therefore provided as advisor feedback to the users 592.

The advisor feedback can include recommendations for service, scheduling of appointments,
providing advice, providing remote diagnostics, providing messages and notifications to the

users that assigned the advisor accounts. The communications, messages, notifications from

the advisors will then be sent back to the vehicle users 586.

[00253] Accordingly, data is passively sent from the vehicles to cloud services 120 as

the advisor account data 590, and only specific data is sent to the specific advisor accounts.

The advisor accounts will receive only that data identified by the privileges set in the advisor

accounts assigned to them by the vehicle users. The vehicle users will then receive

information back from the advisors, as set by the owners/admins of the vehicles. Some

owners/admins may only use one advisor account for a limited feature, such as oil changes,
and no more. This is possible as well as the other extreme where many advisor accounts are

set up for different parts or same parts of the vehicle.

[00254] Figure 24 illustrates an example of an advisor portal 600. The advisor portal
600 may be a website provided to an advisor that has been provided an advisor account by a

vehicle owner Bob 604, which is a customer 602. Bob may have various cars set up with

advisor accounts with the same advisor. For the specific cars that Bob has assigned to this

advisor, the advisor can view specific information regarding the car and can provide
communications back to Bob regarding the car. In this example, the advisor can view

current vehicle status 606, vehicle faults 608, warning lights 610, recommended actions 612,

and can interface with the information via graphical user interfaces to expose more data if
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privileges were provided. The advisor can also provide specific communications to the

vehicle owner Bob. A note to Bob 614 can be generated to notify Bob that his car is low on

oil and recommendsa service. Bob can also be notified that the warning light is on and can

provide a recommended/appointment date and time 616. The message can also be sent to

Bob regarding his brakes, along with a recommended scheduling time 618.

[00255] Cloud services 120 can then communicate the advisors responses to Bob, and

the car can communicate car data back to cloud services 120. In this manner, information that

is traditionally only stored in the vehicle and accessible when the vehicle is taken in for

service can now be automatically transferred to those advisors that have knowledge about

the vehicle and can provide feedback in substantial real-time.

[00256] Figure 25 illustrates an example where Bob utilizes cloud services 120 to

assign multiple and different advisor accounts for the same vehicle. In this example, an

adviser account has been set up for an oil service station 620. Advisor account has been set

up for a tire shop 622. And advisor account has been set up for a dealer 624. Because

advisor accounts can be set up for specific parts or functions of vehicle, is possible to assign
specific advisor accounts for specific functions of the vehicle, while excluding other

functions. The advisor account for the oil service station will not have access to the tire

information of the vehicle. In this example, the tire shop will likewise not have access to the

oil service information of the vehicle. Cloud services 120 will manage sending only the

information that relates to that specific advisor account to their advisor accounts, and in

accordance with the privileges. Advisor accounts are assignable 626 to different entities for

different categories of vehicle modes, vehicle parts, vehicle conditions, vehicle states, etc.

[00257] Figure 26 illustrates an example where the vehicle owner Bob has assigned
advisor account to a valet, in accordance with one embodiment of the present invention.

Using cloud services 120, Bob can utilize his mobile device to assign on the spot an advisor

account to the valet, who will utilize his or her mobile device to access the vehicle. It is

example, the advisor account is able to transfer electronic keys (e-keys) to the valet for use

via his mobile device. In operation 628, Bob assigns a temporary advisor account to the valet.

In operation 630, the account will provide the valet with access the vehicle, such as for

unlocking/locking and turning on the vehicle. In this example, metadata sets the level of

privileges for the vehicle during the use of the electronic keys.
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[00258] Figure 27 illustrates an example where electronic keys are assigned to an

advisor account. In operation 632, that entity that is to receive an advisor account is

identified. The identification of the entities can be by way of sending an entity e-mail, a text

message, a notification, a near field communication (NFC) signal, a bump signal, a

Bluetooth signal, a WiFi signal, or some electronic transfer signal or signals. In operation
634, the privileges are set for the advisor account, where specific vehicle aspects are enabled

for the vehicle.

[00259] Information regarding data reporting can be set, remote access privileges can

be set, local access can be set for using the vehicle (such as starting the vehicle opening the

vehicle, locking the vehicle, unlocking the vehicle, restricting speeds, restricting distances,

etc.). In operation 636, the advisor account is generated. The advisor account is then sent to

the target recipient in operation 638. Sending the advisor account to enable use of the

vehicle, in one embodiment includes sending encrypted e-keys to the recipient.

[00260] The target recipients can be the person to which the advisor account is being
set. For example, the advisor account can be for a mechanic, a dealership, a service station, a

valet attendant, a person, a corporation, and entity, etc. In the case of the valet, the advisor

account can be sent to the recipient user or person working at the valet station. The valet

account will then be received operation 639. The valet account will provide access 640 to the

vehicle. As noted above, the access may include unlocking the vehicle, enabling starting of

the vehicle, locking the vehicle, etc. This will allow the valet to drive the vehicle for the

restricted privileges set by the valet account 642. During the use of the valet accounts, the

vehicle will maintain a history of the use of the vehicle and will provide reports or save the

information to a log on a server or on the vehicle. In one embodiment, the vehicle can

provide reporting 644 regarding any potential damage to the vehicle while it was under the

care of the valet.

[00261] In some embodiments, the valet account can be set using the vehicle

electronics. For example, the user can go to a screen of the vehicle, select the type of

account which will enable use of the vehicle under those privileges for a period of time.

[00262] Figure 28 illustrates an example of the assignment of electronic keys
(e-keys) by Bob to a valet. In this example, Bob utilizes his smart phone 652 to transfer

electronic key 652 the valet’s device 651. The valet’s device 651 is the recipient of the

electronic keys. In one embodiment, the electronic keys transferred by Bob are sent to the
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valet by way of cloud services 120. For example, Bob can request that keys be sent to the

valet, and the request is sent to the server operating in cloud services 120. The request can

include information regarding the privileges, limitations, and/or metadata associated with the

request for the electronic keys that are to be sent to the valet. The valet can then use the

electronic Keys to use the vehicle in accordance with the privileges set by the requesting
user (Bob).

[00263] In this example, cloud services can maintain information regarding the

monitored use of the vehicle during the assignment of the electronic keys to the valet. A

history can be regarding the use. The history can include vehicle functionality, vehicle use,

as well as occupant information such as camera data, audio data, exterior conditions, camera

conditions exterior to the vehicle, breach violations, attempted thefts, actual theft, damage
data, etc. while the account is active. The issuing user can also request that the account be

deactivated, deleted, or turned off at any time. Reporting regarding the use of the vehicle can

also be managed by cloud services which will inform Bob of any activity or specific activity
about the vehicle while the valet utilizes the vehicle using the e-keys assigned to the valet.

The assignment of the electronic keys can also have an expiration time, time frame, and an

expiration time or date or combinations thereof.

[00264] Figure 29 illustrates an example where an owner of the vehicle Bob, is able to

assign electronic keys (e-keys) 650 to any number of users. The keys can be assigned to users

with various privilege settings. Additionally, the electronic keys can be sent to users that are

remote from the user. For example, if Bob left his car at home, while at work Bob can e-

mail, text, message, or send electronic keys to a person that may need access to the vehicle

that is remote from Bob. The user (e.g., Bob) can be at a location remote from the vehicle or

can be standing next the vehicle or be in the vehicle when assignment of electronics is made.

In one embodiment, the electronic keys can be assigned to a number of users, where the

privileges are different for the same. The electronic keys for each user can be associated with

a different expiration time and privilege priority level.

[00265] Each e-key, in one embodiment, will include a unique access code or

substantially unique access code. The unique access code can be generated by a server, such

as cloud services 120. In other embodiments, the access code can be generated by the

vehicle electronics/logic/programs or can be generated by a mobile device or other

computing system that is separate from a server. In other embodiments, the access codes can

be generated on a remote device from the server or on the server itself. The unique
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generation of access codes enables each electronic keyed to be different for each user and

each e-key can expire at any time set by a requesting user or can be canceled at any time

from a device having access to the Internet.

[00266] Thus, multiple e-keys can co-exist. In one embodiment, if more than one

person wishing to access or ride in the car has an e-key, one of the e-keys can open and turn

on the car. If a user with an e-key having higher levels of privileges is riding in the car, the

car can either automatically transfer to the higher level or ask for permission to transfer

privileges from higher level e-keys, even if the e-keys that first accessed the vehicle were

lower level in privilege setting.

[00267] Figures 30A and 30B are illustrative examples of having electronic keys
transferred to a guest that requires access to the vehicle. The electronic keys 650 can be

transferred to the vehicle and verified by the vehicle or cloud services or both, before access

is given to the guest. The communication by the guest to the vehicle can be performed using
any number of wireless communications, such as radio communication, Wi-Fi

communication, Bluetooth communication, etc. The device of the guest, who is the recipient
of the electronic keys can be of any type of the device. Example devices can include smart

phones, tablet computers, computer glasses, wristwatch computers, computer chips, thumb

drive computers, or any other device having the capability of storing data, processing data,

and exchanging data either wirelessly or via some wired connection.

[00268] Figures 26-35 illustrate methods and systems for assigning e-keys for enabling
access of a vehicle to a remote user, and related account privileges, as defined in several

exemplary embodiments.

[00269] In one embodiment, a user can assign an ad advisor account to any individual.

The Advisor account can be for any duration, and the duration can be set by the user. In one

embodiment, the advisor account can be assigned to a guest driver of a vehicle. The guest
driver can be, for example, a friend, a known individual, a service person, a valet person or

valet service, etc. The creation of an advisor account can therefore be for a short duration, or

long duration, or permanently, or until the account is canceled, stopped, revoked, expires, or

eliminated by the person/user that issued or created the advisor account. In one embodiment,

the advisor account can act to provide access to a vehicle.

[00270] In one embodiment, access can be by way of electronic keys (e.g., e-keys),
which can be sent by a vehicle owner/admin to some person or entity. For example, the user-

VOLTP018.5.C5.2_APP/ASP 61 Patent Application

EA_KIA-000133

IPR2024-00981 
Emerging Auto EX2019



owner of the vehicle can assign a valet with access to the vehicle by going on an application
(App or website) on a computing device (e.g., mobile or non-mobile device), identifying the

recipient, identifying a mode for communicating with the recipient (e.g., text, email,

message, notification, etc.), selecting the advisor account privileges (e.g., what type of

access, speed limits, geographic restrictions, amount of time the e-keys will be valid (or else

expire)), and requesting that e-keys be sent to the recipient.

[00271] Figure 31A illustrates an example where a user, John, utilizing his mobile

device 702, is able to communicate and send e-keys to another user (Bob). In this example,
the sending of e-keys will include the sending of the request to a server, which may be

operated by cloud services 120. At the server, the server will generate an access code for the

vehicle (car — B). The access code will then be encrypted by the server and then sent as

encrypted e-keys 722 to Bob's device 704. Bob's device 704 may be a mobile device, such as

a smart phone. The mobile device will include screen having interfaces and icons, and the

ability to receive messages, notifications, text messages, and e-mail. In one embodiment, a

notification will be received by Bob indicating that John has provided e-keys to Bob.

[00272] In figure 32, Bob utilizing his mobile device 704 will transfer the encrypted e-

keys 720 to the vehicle that belongs to John (car In one embodiment, the receipt of the

encrypted e-keys 720 will also include code, logic, or program instructions that will request
that the device ID of Bob's device 704 should be transferred to the vehicle along with the

encrypted e-keys 720. At the vehicle, the vehicle will receive the encrypted e-keys and the

device ID of Bob's device 704. The vehicle will hold a private key to unlock and un-encrypt
the encrypted e-keys 720.

[00273] The encryption by the server of the-keys utilize a public key that is associated

with John's car, and held in or associated with an account managed for John. In this manner,

John's car, holding the private key in memory can decrypt the encrypted e-keys 720. At the

vehicle, the decrypted e-keys will be bound, associated, or paired with the device ID that

transferred the e-keys in operation 730.

[00274] Because Bob transferred the encrypted e-keys 720 to the vehicle, Bob's device

ID is associated with the encrypted e-keys that were transferred to the vehicle. This will

assure that future accesses using e-keys that are activated for the car — B will be from the

device 704 that received the e-keys from the owner. The target device that receives the e-

keys is the recipient device that is identified by the user that requested that the e-keys be
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provided to the recipient. In operation 732, as mentioned above, the vehicle private key is

used to decrypt the e-keys to get access to an access code. The access code is the code that

will enable the e-keys to be activated e-keys 724. In operation 734, the access code is bound

to the device ID, as mentioned above. The access code is then sent as activated e-keys 724

back to Bob's device 704. Bob's device 704 can now access the vehicle in accordance with

the privileges set by John, the owner of the vehicle.

[00275] Figure 33 illustrates an example where Bob utilizes his device 704 to activate,

open, lock, turn on, unlock, John's vehicle (car —-B). The access by Bob is facilitated by the

activated e-keys 724, which are used via device 704 having the device ID that is paired or

associated with the access code associated with the activated e-keys 724.

[00276] Figure 31B illustrates an example of operations that may be performed by
cloud services 120 when a request to send e-keys to a recipient is received. Cloud services

can receive the request 741. The request can include identification of the recipient and the

privileges defined by the requester for that issuance of e-keys to the recipient and

identification of the device that will receive the e-keys.

[00277] In one embodiment, the exact device that is to receive the e-keys is not

identified in advance, but only the communication modes to identify the user. For example,
the user may have multiple devices that can receive messages. The device that actually
receives the message and communicates with the vehicle will be the device that will receive

and be able to use the activated e-keys when the transaction to use the e-keys is made with

the vehicle. Once the e-keys are activated on one device, the e-keys cannot be activated on

other devices unless new e-keys are requested again.

[00278] In operation 742, the request is associated with the user account making the

request. The user account will be John's account, which will have predefined information

associated with the vehicles that John is able to assign e-keys for. Additionally, the user

account for John can also include templates that John can use to assign e-keys with various

privileges. Some templates can be assigned to teenage users, spouses, mechanics, valet

attendants, etc. In this manner, the user does not need to assign the specific individual

privileges each time e-keys are assigned, but simply can assign a template of a group of

privileges for the specific assignment.

[00279] In operation 743, the server will generate a unique access code. The unique
access code can be generated by a number generator, and alphanumeric random generator, in
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incremental number generator, or any other generation device that can generate codes that are

unique or substantially unique. In operation 744, the access code is encrypted using the

vehicles public key, which is held by the server. The public key held by the server enables

encryption of the access code and any associated metadata, privileges, or communication

data or codes, which will be sent to the recipient device for accessing of the vehicle. In

operation 745, the encrypted e-keys are sent to the recipient. In this example, the encrypted
e-keys 720 are sent to Bob and received by device 704.

[00280] Figure 34 illustrates examples of various assignments of e-keys 750 and the

generation of unique codes 752, as transactions between users and servers of cloud service

120. In the example shown, various e-keys can be assigned by John to various different

parties. Each e-key assignment can be associate with a different unique code generated by
the server. Each unique code can then be used to associate those e-keys with the same

vehicle, but assigned to different devices/people with different privileges. The different e-

keys having different access codes can then be encrypted and sent to the user for access of

the vehicle.

[00281] In other embodiments, the access codes are not encrypted and will enable

direct access to the vehicle when the e-keys are sent directly to a recipient. In that

embodiment, a user can send e-keys directly from one smart phone to another smart phone or

one device to another device without the need for server involvement. Assignment of e-keys
in this manner may have lower levels of security, but the assignment of e-keys can still be

associate with uniquely associated access codes. The unique access codes can be generated
by the mobile devices using applications, and expiration, cancellation or revoking of

assignee-keys can be made or conducted via the mobile device (or any computing device,

including the electronics of the vehicle). In some embodiments, the mobile device will

communicate with the server and in other embodiments no server communication will be

needed.

[00282] Figure 35 illustrates an example where a request is sent by John via device

702 to cloud services 120. Cloud services 120 can generate the unique access code which is

then encrypted in a message and sent as encrypted e-keys 720 to the recipient, Bob, who

receives it via device 704. The request sent by the requester can include an action request.
The action can be to send e-keys to Bob. The requester will identify Bob's contact data, such

as e-mail, text, notifications, messages, NFC, etc. and can defined privileges for use. The

duration that the e-keys will remain active can also be set by the requester. Metadata
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defining the active state of the e-keys can also be managed by the request, including
deactivating codes or self-destructing access code routines when violations occur.

[00283] In one example, the app on the user’s mobile device can request that a

message be sent to the recipient, so that the recipient can receive the e-keys and be granted
access to the vehicle. In one embodiment, the recipient may have a mobile device or

computing device (e.g., smartphone, tablet computer, laptop computer, personal digital
assistant, smartwatch, computer glasses, or the like), on which a communication can be

received that provides instructions for obtaining/validating/using the e-keys. In one example,
a message can be sent to the recipient, which may provide instructions on how to activate the

e-keys.

[00284] In one embodiment, the message may havealink to an application that can be

launched, which can be used to complete the activation and access with the vehicle. In

another embodiment, a simple link can be sent, which when selected will link the user to a

webpage, which provides instructions for activating the access for the e-keys.

[00285] In one embodiment, application or webpage can identify that e-keys were sent

to the individual recipient and will also identify the vehicle (e.g., brand, year, model, color,

license plate, or more or less data), may identify the restrictions, and may identify the

duration during which the e-keys will remain active. After the duration (or earlier if the e-

keys are cancelled by the user), the e-keys will discontinue to work. If, for some reason, the

recipient still needs access to the vehicle, the original message or link can provide a method

for allowing the user to request more time. The user (e.g., owner of the vehicle) can

therefore, via the app or website, reactivate the e-keys.

[00286] In some embodiments, the e-keys when active will provide a graphical user

interface on the device of the recipient, which may allow access, such as icon buttons to

unlock, lock, start and stop the vehicle. The app can also send notifications to the recipient,
if for example, the user wishes to provide the recipient with more time or less time. While

the e-keys are active, in one embodiment, the vehicle can report back activity of the vehicle,

while under the care/use of the recipient. The user may have access to audio input or

cameras, to communicate with the driver/recipient. The vehicle use history can also be saved

to a server, such that the recipient’s use activity can be audited, or viewed or accessed.

[00287] In one embodiment, the e-keys can be sent to any person, via a

communication message. The e-keys, in one embodiment, are sent to a user in a message so
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that the recipient can get a graphical user interface that allows the recipient to activate the e-

keys and then open the car, turn on the car, drive the car, turn off the car, lock the car, etc.

[00288] For security purposes, e-keys are generated at a server, which may be

managed by a server to execute cloud services. The server may receive requests from

registered users who may wish to assign e-keys to some individual or entity. The request is

associated to the user account, as managed by the service. If the user has multiple vehicles,

the request may further include identification of the vehicle, such as CAR-A or CAR-B, etc.

At the server, the server is configured to execute the generation of access codes for a

particular request. The access codes can be uniquely generated by the server, for each

received request. In one embodiment, the access code format or form is set, so that a vehicle

knows what to expect and reject access codes that do not meet the format or form. Once the

access code is generated for the request, the access code is encrypted using a public key of

the vehicle, which is assigned a public/private key pair.

[00289] In one embodiment, the public/private key pair can be re-generated from time

to time, if the user feels that a security breach has taken place. Usually, however, one

public/private key pair may serve for a life of a vehicle. The server keeps and maintains the

public key and the private key is stored in storage/memory of the electronics of the vehicle.

Although traditional encryption may make the public key freely available, in one

embodiment, the public key is only referred to as “public” for purposes of defining the

encryption logic, but preferably the public key is kept private or securely held by the server.

The private key can be stored or programmed when the vehicle is registered with a service or

at any other time, when the public/private key pair are re-generated for security purposes.
The transfer of the private key to the vehicle can take place over any wired or wireless

network, or by transfer via some connector, plug, memory card, thumb drive, etc. In any

event, the private key is stored and kept secure by the vehicle.

In one embodiment, in addition to the access code being encrypted, other data

can also be encrypted along with the access code. Such other data can include, for instance,

metadata. The metadata may include a number of control information/parameters,
programming information, privileges defined by the requesting user, the expiration time of

the e-keys, code/logic for self-deleting the access code of the e-keys on the recipient’s device

when the expiration time is reached, etc. In some embodiments, the device of the recipient,
once the access code has been activated, can communicate with the server in a background
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mode. The communication can include, for instance, having the server de-activate the access

code if the issuing user decides to cancel the access code.

[00291] For ease of discussion, reference will be made to encrypting the access code,

but it should be understood that other data may also be encrypted. The encrypted access

code is then sent to the recipient, as identified by the requesting user. The recipient will, in

one embodiment, receive the message that tells the recipient that he/she has received e-keys,
and to click ona link or select a button provided or associated with the message when the

recipient is within communication distance to the vehicle. The recipient can then approach
the vehicle, e.g., at wireless communication distance (e.g., WiFi, Bluetooth, NFC, radio,

etc.). The device of the recipient, upon the recipient selecting the button or link, will cause

the device of the recipient to transfer the encrypted access code (e.g., e-keys) to the vehicle.

[00292] In addition, a device ID of the device that sent the encrypted e-keys to the

vehicle will also be received by the vehicle. The vehicle, because it has the private key of the

public/private key pair, will be able to decrypt the access code. The vehicle will then bind

the access code with the device ID. The access code, being bound or associated with the

device ID will be returned to the recipient’s device, which will be the activated e-keys. The

activated e-keys will therefore allow the recipient, using the device with the device ID to use

screens, graphical user interfaces, apps, or buttons on the screen or device to actively use the

vehicle.

[00293] The activated e-keys will, however, only be active for the period of time set

by the vehicle owner that sent the request to grant the e-keys to the user. As used herein, the

device ID can be any type of device identifier, such as a model number, a code,a serial

number, an alphanumeric string, a numeric string, a simple number codes, or any type of

identifying data. In one embodiment, the device ID is a MAC address of the recipient’s
device.

[00294] A cloud services website, which may be managing the generation of e-keys
will set metadata that defines what the limits or restrictions or parameters of the e-keys are,

such as how long the-keys will be active. In one embodiment, the generation of the e-keys
can be for a predefined set period of time, e.g., such as | hour, 1 day, 1 week, 2 weeks, 1

month, | minute, 2 minutes, 30 seconds, or until cancelled or eliminated by the user. For

example, the e-keys can be generated as a spare e-key for a person’s wife or child. In that
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case, the-keys may not expire, until the account is cancelled, thus deleting the key pair
validation and associated encryption.

[00295] In one embodiment, each e-key generated is unique, as the generated access

code was unique for the specific request. A random number generator can be used to

provide access codes. Each unique e-key, being unique, can be cancelled and eliminated

without affecting other issued e-keys. The number of e-keys generated can therefore be

essentially unlimited, as each e-key is unique. In one embodiment, each e-key assigned to a

recipient can be associated with a log of activity. The log can identify what driving took

place, where the vehicle was driven, speeds, damage sustained, radio stations listened to,

conversations had, images of drivers during that time, etc. In some embodiments, the level

of monitoring can be more limited.

[00296] In some embodiments, the level of monitoring can be provided in a message,
at the same time the e-keys are assigned to a recipient. In this manner, each recipient will

know in advance what monitoring is occurring on the vehicle while the vehicle is used with

the issued e-keys associated with the account or advisor account. In some embodiments,

more monitoring will be acceptable, such as when the vehicle is driven by a valet. In some

embodiments, less monitoring is more acceptable, such as when a spouse is driving the

vehicle.

[00297] The recipient user, in one embodiment will have a computing device for

receiving the e-keys. The computing device may be a phone, a watch, a computer chip, or

some processing device or storage. The recipient, once receiving the e-keys from a server

can then access a link or icons on an app or website of his/her device. The recipient is

instructed to press a button or select an icon or link to initiate access with the target vehicle.

The action taken by the recipient will cause data packets to be transferred to the electronics

of the vehicle. The data packets can include, for example, the encrypted e-keys (e.g., having
the access code).

[00298] The encrypted e-keys will be accepted and/or validated by the vehicle, and in

one embodiment, can also include receipt of the device ID of the recipient desiring the

access. Once validated, the recipient will have access to the vehicle. The access may, for

example, be in response to the user selecting buttons, icons or app controls on his device,

e.g., smartphone or the like. Each time the device sends control data to the vehicle, the
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control data (e.g., to open the vehicle, start the vehicle, etc.), in one embodiment, the control

data can be sent with the server as well for tracking use.

[00299] As noted above, the e-keys can be assigned for any period of time, e.g., such

as a very temporary period of time or for a longer period of time. For example, a user can

assign e-keys to a friend if the user is far from home and the friend needs access to the

vehicle that may still be at home. The e-keys can expire, based on the defined period of time

for the e-keys. The e-keys can be managed by the user on a website, such as a site managed
by cloud services. The user can see all e-keys that have been assigned in the past, which e-

keys are active, deactivate any e-keys, see use history associated with any previously
assigned e-keys, etc.

[00300] In another embodiment, a user can also receive notifications when a vehicle is

being accessed, driven or used in a manner that is in violation of the privileges assigned to

the e-keys. For instance, if the e-keys were assigned to a valet and the valet attempts to

speed excessively during the use of the e-keys, the user can be notified of the privilege
breach or violation. In one embodiment, the account associated with the e-keys can act to

automatically deactivate the e-keys upon detecting a violation.

[00301] In one embodiment, instead of waiting for a user to request that e-keys be sent

to a recipient, the recipient may directly request e-keys. For instance, if the vehicle is one

that is from a car sharing entity, the user may wish to access a particular car parked as some

location. The car may be identified by serial number or some other identifier. The user, in

one embodiment, using an application of the car entity can request e-keys. The request can

be processed similar to when a user shares his/her keys with an individual. The requesting
user waits for the server to issue encrypted e-keys, which are transferred to the vehicle for

decryption and verification. The vehicle can then issue activated e-keys to the user for

opening the car, starting the car, locking the car, etc. In one embodiment, the user can

continue using the vehicle until a pre-determined period of time or during a time that the user

wishes to use the vehicle. Vehicle use can be communicated, for the used e-keys, back to the

vehicle sharing entity. The vehicle sharing entity can then bill the user for the time used and

any incidentals.

[00302] Accordingly, it should be understood that the issuing or sharing of e-keys
facilitates access and use of vehicles for any defined duration. It should be further

understood that issued e-keys can also be issued to multiple individuals at one time. For
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example, a vehicle owner can have an active set of e-keys on his/her phone. The vehicle

owner may also haveaset of e-keys active for a child of the home. The vehicle owner may
also activate e-keys for service people, mechanics, valet people, etc. These e-keys can co-

exist and can all be active at any particular point in time. If both there are two users that

wish to ride and/or drive the car, the first user to activate the access via the e-keys will be the

e-keys that are logged as active. More specifically, if a husband and wife wish to go to an

event in the vehicle, and the wife is the first to activate the vehicle using her e-keys, the e-

keys used to activate the vehicle will be the ones that are associated with the active use.

[00303] In one embodiment, if the user that activated the vehicle with his/her e-keys
does not proceed to drive or ride in the vehicle, the e-keys may be disabled in a safe manner.

Thus, in one embodiment, a background signal between the device used to activate the e-keys
will communicate with the vehicle to confirm that the device is in the vehicle. In one

embodiment, the background signal operates as a tether.

[00304] In still another embodiment, if a vehicle is stolen, the owner can access the

website or app, and immediately cancel all e-keys for the vehicle. This will act to safely stop
the vehicle, e.g., by slowing down the vehicle if it is in motion, or lock the vehicle, report
GPS coordinates, etc. The vehicle can, in one embodiment report activity, camera data,

voice data, or any other monitoring data associated with the condition that caused the e-keys
to be violated.

[00305] In other embodiments, the vehicle can also participate and communicate with

the server of cloud services to perform either initial assignment of the access codes,

verification or monitoring.

[00306] Reporting data and history of use can also be logged separately for each e-

key that is active or was active. As noted above, the e-keys can be assigned for particular
privileges. In one embodiment, the privileges can be assigned by selecting tick boxes, icons,

drop down menus, time durations, set limitations, conditions, etc. In some embodiments, a

template can be provided for users. A template can have certain predefined privileges that

match the assignment of the e-keys. For instance, a template can be provided for a valet, a

mechanic, a service store, a child, a spouse. The templates can be pre-defined by the system
and can also be adjusted or customized by the owner of the vehicle or admin of the vehicle.

Furthermore, although specific reference is made to a vehicle, the embodiment can also be
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used for other types of devices, homes, structures, real estate lock boxes, lock boxes, safes,

robots, electronics, etc.

[00307] The various embodiments may be embodied in computer readable media,

which is saved in storage. The storage may be saved on cloud storage, data centers, or the

like, which are accessible over the Internet. The access may be wired or wireless. In

vehicles, the connection to the Internet may be wireless, and the connection can be

continuous or non-continuous depending connection. Code on the vehicle electrons can

execute at least some of the method operations when not connected and other operations are

executed jointly between vehicle electronics (e.g., memory, code and processors of a vehicle)
and cloud processing, which may implement one or more servers, either virtual or not.

[00308] It will be obvious, however, to one skilled in the art, that the present invention

may be practiced without some or all of these specific details. In other instances, well known

process operations have not been described in detail in order not to unnecessarily obscure the

present invention.

[00309] The various embodiments defined herein may define individual

implementations or can define implementations that rely on combinations of one or more of

the defined embodiments. Further, embodiments of the present invention may be practiced
with various computer system configurations including hand-held devices, microprocessor
systems, microprocessor-based or programmable consumer electronics, minicomputers,
mainframe computers and the like. The invention can also be practiced in distributed

computing environments where tasks are performed by remote processing devices that are

linked through a wire-based or wireless network.

[00310] With the above embodiments in mind, it should be understood that the

invention could employ various computer-implemented operations involving data stored in

computer systems. These operations are those requiring physical manipulation of physical
quantities. Usually, though not necessarily, these quantities take the form of electrical or

magnetic signals capable of being stored, transferred, combined, compared and otherwise

manipulated.

[00311] Any of the operations described herein that form part of the invention are

useful machine operations. The invention also relates to a device or an apparatus for

performing these operations. The apparatus can be specially constructed for the required
purpose, or the apparatus can be a general-purpose computer selectively activated or
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configured by a computer program stored in the computer. In particular, various general-
purpose machines can be used with computer programs written in accordance with the

teachings herein, or it may be more convenient to construct a more specialized apparatus to

perform the required operations.

[00312] The invention can also be embodied as computer readable code on a computer
readable medium. The computer readable medium is any data storage device that can store

data, which can thereafter be read by a computer system. The computer readable medium

can also be distributed over a network-coupled computer system so that the computer
readable code is stored and executed in a distributed fashion.

[00313] It should be understood that various examples are shown herein, and the

examples and figures should not limit a claimed embodiment to any specific example or

figure. To the contrary, it should be understood that various embodiments are possible which

can be made by combined features found in the illustrations, description and figures. Thus,

some embodiments are possible for specific combinations of figures and parts taken from the

various drawings, descriptions to define specific implementations, as supported by the

description. Additionally, any of the flow diagrams should not require any embodiments to

include any enumerated step, operation or order. Some operations may be taken in different

orders from that show as examples in the figures, depending on the desired implantation, as

supported by the description.

[00314] Although the foregoing invention has been described in some detail for

purposes of clarity of understanding, it will be apparent that certain changes and

modifications can be practiced within the scope of the appended claims. Accordingly, the

present embodiments are to be considered as illustrative and not restrictive, and the invention

is not to be limited to the details given herein, but may be modified within the scope and

equivalents of the description and claims.

what is claimed is:

VOLTP018.5.C5.2_APP/ASP 72 Patent Application

EA_KIA-000144

IPR2024-00981 
Emerging Auto EX2019



CLAIMS

1. A vehicle configured to communicate with a server of a cloud system to enable access

to use the vehicle via one or more electronic keys, comprising,

electronics of the vehicle;

a subsystem of the vehicle for enabling unlocking of the vehicle, the subsystem being
interfaced with the electronics;

a subsystem of the vehicle for enabling starting of the vehicle for use of the vehicle;

and

communications circuitry of the vehicle interfaced with electronics of the vehicle, the

communications circuitry being programmable to communicate with the server of the cloud

system and communicate with a mobile device;

wherein the communications circuitry of the vehicle is configured to receive a request

from the mobile device for unlocking of the vehicle, the request from the mobile device

including a unique access code obtained by the mobile device from the server to enable

sending the request to the vehicle, wherein the unique access code is associated with

privileges for use of the vehicle, the privileges are defined for the unique access code, the

vehicle is configured to receive information from the server to authenticate the request by the

mobile device, and if the request is authentic, and the mobile device is provided with data to

enable an electronic key to use the vehicle and the electronics of the vehicle instructs the

subsystem of the vehicle to enable unlocking of the vehicle and enable starting of the vehicle

for use of the vehicle via the electronic key consistent with the privileges of the unique
access code.
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2. The vehicle of claim 1, wherein the communications circuity of the vehicle is

configured to receive one or more additional requests from other mobile devices to use the

vehicle, each request is associated with a unique access code generated by the server, such

that each unique access code is associated with a user account having respective privileges

assigned by an administrator of the vehicle that enables assigning of electronic keys to use

the vehicle.

3, The vehicle of claim 2, wherein said vehicle is a shared vehicle.

4. The vehicle of claim 1, wherein said vehicle is identified as available for

sharing and said vehicle is capable of being located based on a geographic location of the

vehicle.

5. The vehicle of claim 1, wherein an application accessed by said mobile device

is configured to enable finding a geo-location of said vehicle and enables requesting use of

said vehicle.

6. The vehicle of claim 1, wherein an application accessed by said mobile device

is configured to enable sending instructions to said server to share the vehicle with a user to

enable use of the electronic key on said vehicle, wherein the electronic key has functions

enabled via graphical user interfaces of the application of the mobile device.

7. The vehicle of claim 1, wherein said privileges define a period of time for use

of said vehicle.
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8. The vehicle of claim 1,

wherein said vehicle is identified as available via an application based on a

geographic location of said vehicle, wherein said vehicle is one or more of a plurality of

vehicles identified as available for shared use and available for receiving requests for use;

wherein each one of said plurality of vehicles is identified for shared use for a

respective period of time, each of said plurality of vehicles has respective unique access

codes and respective privileges.

9. The vehicle of claim 1, wherein said unique access code identifies a user, said

user being one of a friend of an administrator of the vehicle, or a family member of the

administrator of the vehicle, or a public user having a sharing account, or a member of a car

sharing service.

The vehicle of claim 1, further comprising,

the electronics receiving interface input data during use of the vehicle by a user via

the electronic key, the interface input data being examined to determine learned patterns, the

learned patterns used to identify recommendations for settings of the vehicle during the use

or future uses of the vehicle or other vehicles.

The vehicle of claim 1, wherein said privileges associated with the unique

access code defines constraints for use of the vehicle, and said constraints include one or

more of geographic restrictions, age restrictions, time of day restrictions, speed restrictions,

or combinations thereof.
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The vehicle of claim 1, wherein an application of the mobile device provides

graphical user interfaces for use of the electronic key, and the application includes a

reservation function for said vehicle.

13. The vehicle of claim 1,

wherein the vehicle sends data to the server during the use of the electronic key on the

vehicle, the data including at least use metrics of the vehicle, the use metrics being stored by

the server as history of use for the electronic key;

wherein vehicle, after receiving from the server a request to cancel the electronic key,

the vehicle receives deactivation instructions to one or both of the mobile device and the

vehicle.

The vehicle of claim 1, wherein the electronics include decryption logic for

decrypting data associated with the unique access code.

15. The vehicle of claim 1, wherein the vehicle sends data regarding use of the

vehicle to the server, and the vehicle receives instructions from the server regarding a

violation of the privileges associated with the electronic key, the vehicle is configured to

receive at least one notification for displaying or outputting an indication regarding the

violation.

VOLTP018.5.C5.2_APP/ASP 76 Patent Application
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16. —The vehicle of claim 1, wherein the electronic key is associated with a

template, said template defining the privileges for use of the vehicle.

The vehicle of claim 16, wherein the template is one of a child template, or a

teen template, or a spouse template, or a mechanic template, or a valet attendant template, or

a friend template, or a custom template, or a shared user template, and the template selected

is for a type of the user to receive use of the electronic key.

18. The vehicle of claim 1, wherein the mobile device is one of a smartphone, or a

smartwatch, or smart glasses, or a computer, or a digital assistant.

The vehicle of claim 1, wherein the access code for use of the vehicle is

generated in response to a request to generate the electronic key for the mobile device, the

mobile device being identified using information that includes one or more of an email

address, a phone number, a text number, a message address, a notification, a link, a web

address, a social network address, or a combination of two or more thereof.

20. The vehicle of claim 1, wherein the privilege defines one of a geographic

restriction for where the vehicle is allowed to be used, or a speed restriction, or an occupancy

restriction, or a time frame of use restriction, or a time of day use restriction, or a time

expiration of use restriction, or a combination of two or more thereof.

VOLTP018.5.C5.2_APP/ASP 77 Patent Application
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VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY
E-KEYS TO ACCESS USE OF A VEHICLE

Abstract

A vehicle configured to communicate with a server of a cloud system to enable access

to use the vehicle via one or more electronic keys is provided. The vehicle includes

electronics and a subsystem of the vehicle for enabling unlocking of the vehicle. The

subsystem is interfaced with the electronics and a subsystem of the vehicle for enabling
starting of the vehicle for use of the vehicle. The vehicle further includes communications

circuitry that is interfaced with electronics of the vehicle. The communications circuitry is

programmable to communicate with the server of the cloud system and communicate with a

mobile device. The communications circuitry of the vehicle is configured to receive a

request from the mobile device for unlocking of the vehicle. The request from the mobile

device includes a unique access code obtained by the mobile device from the server to enable

sending the request to the vehicle. The unique access code is associated with privileges for

use of the vehicle. The privileges are defined for the unique access code, and the vehicle is

configured to receive information from the server to authenticate the request by the mobile

device. And, if the request is authentic, the mobile device is provided with data to enable an

electronic key to use the vehicle, and the electronics of the vehicle instructs the subsystem of

the vehicle to enable unlocking of the vehicle and enable starting of the vehicle for use of the

vehicle via the electronic key consistent with the privileges of the unique access code.

VOLTP018.5.C5.2_APP/ASP 78 Patent Application
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User 1

User 1 Logins User 1 Roles User 1 Vehicles

e Administrator(edit)
Add New

e Owner(edit)
e Weekend driving(edit)
e Commute driving(edit)
Add New

e Ford SUV(edit)
e Honda Hybrid(edit)
Add New

User 2

User 2 Logins User 2 Roles User 2 Vehicles

Child(edit)
School commute(edit)
Errands(edit)

e Honda Hybrid

User 1

User 2 Logins User 2 Roles User 2 Vehicles

Child(edit)
Add New

e School commute(edit)
e Errands(edit)
Add New

e Honda Hybrid
Add New

FIG. 2
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User 4

User 1 Logins

e Administrator(edit)
Add New

Administrator vehicle

settings
Add user to login
profile

User 1 Roles

e Owner(edit)
e Weekend driving(edit)
e Commute driving(edit)
Add New

Owner settings
New role
Add user to role profile

User 1 Vehicles

e Ford SUV(edit)
e Honda Hybrid(edit)
Add New

Vehicle global settings
Add login to vehicle
Add role to vehicle
Add user to vehicle
New vehicle

FIG. 3
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User 2

User 2's login settings for login: CHILD

Electric battery
Plug in
Fuel

Hybrid
Fuel use settings

e

Driving characteristics Speed restrictions
se Fuel use restrictions
6

GPS aided travel restrictions

Map restrictions
Travel radius boundaries

Dynamically load maps
Dynamically load directions
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Dynamically load charge
Dynamically load battery
Fuel purchase location restrictions
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restrictions
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User 2

User 1's login settings for login: CHILD

Vehicle cameras

=Vehicle event recording
se = Mileage usage characteristics

Tracking & metrics te Top & average speeds
te Driving history maps and graphs
%e Fuel efficiency
%e Wear and tear notifications

Climate
Seats positions
Seat heater / cooler

Suspension/ride settings
Entry lighting

e

e

Comfort
°

e

e

e Remote start/ stop
e Radio Memory

Entertainment e Internet access settings
e Streaming services

Sport
Comfortable
Soft
Off-road
High performance
Economy

Driving Modes

Incentive based fuel finder

Refueling availability maps
Offers
History
Metrics

Refueling routing and

purchase

User editable

Adminor rostncied FIG. 5
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120

118 Auto Maker DB

Mapping 116

Engine Auto MakerA

Mapping
Auto Maker B Cloud

Services
170] Pairing Auto Maker C

Module

Auto Maker D

Request

Bob
M7 Bob MakerCM7|

aN Maker C
~ ) Model (M7)

\/ ey
User _ \

Proximity | / 200
Zone / User |Bob 4

AM\ /
\

/

You are standing next
to a blue model M7

from Maker C, do you
wish to pair your

settings to this
vehicle?

a

NO User’s mobile

—_

Car proximity
Zone

FIG. 7
device or screen

on vehicle
110A

EA_KIA-000157

IPR2024-00981 
Emerging Auto EX2019



User
Bob| User Company

110A i

Bob cPsettinas| onan eredregisters to

car share CI enters car data

service and assigns an
Vehicle

214 CO ID to cars
Manufacturers

\
212

116/115

Profile
Database Database

Keeps Track
of Cars’ ID’s

and info

Profile for Use Request
Identified Car Logic

120

Bob is proximate to
Car A ID: 1528ABC

\ Bob Closest ) 200

Car beeps / lights up when enabled

Opens
Profile transferred to Car A
Use of Car A is Managed in Bob’s online account

Payment for use made direct
Use of Car A is allowed by predefined rules

FIG. 8
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302
300

120

Receive user profile settings
from a registered user of a

shared vehicle network

Receive vehicle ID for each
vehicle assigned to a shared

vehicle network

—
Cloud Services onicle enaVehicle Inventory

User Database Na
310

160 UserA .profile Vehicle ID_
U Efficiency
ser B

Model
Profile

User C Locations

Profile Vehicle ID

Efficiency
\ ) Model

Locations

{
380

Vehicle ID

Efficiency
Model

Servers
.

Locations

A

360 364

Receive request
to locate a

vehicle on a map
from a computing

device

f Forward list of
available vehicles

proximate to user

or for a user

identified area

362

if Receive a selection

asl specific vehicle and

set period of time

request from user for a

reserve for the user for a

370 368 366

Transfer user

profile to vehicle,
settings of user

automatically set
in vehicle

Provide user

interface to
unlock vehicle
once user has

arrived at vehicle

to signal an alert when
user is detected to

particular distance,
notifying User that this

user reserved

an
Serid coMilfiarnd to venice

approach vehicle within a

vehicle is the vehicle the

v an

Save settings made or adjustments
made to settings back to user profile FIG. 9A
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©)
376 WA 374 SL 378

Detecting user completing use of Report to

Complete vehicle upon user entry at server details
vehicle user, computing device (reset settings regarding the

lock vehicle and to default) use of the
add vehicle to vehicle and
list of available charge user’s

vehicles Saving driving session log account for the
to user profile use

Receive survey data from user
Social

Network 394

Report problems to enable
shared vehicle network to repair
before making vehicle available

for re-use

Cloud Services
for shared

vehicle networ

392

FIG.
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200 cameraVehicle ID: 408 406 Vehi402 ehicle

ABC129xi electronics
Facedetection (logic) 400 camera

Ro 412
Inside :

7camera
Q}

7

Camera 2 Welcome Bob
410 Side

Speaker camera
420 404

User
Profiles

160 Cloud Services

Provide vehicle with Users.ABC123x!
_~1 communication with cloud

450 services ©,9 Bob

Detect user in vehicle and OKO) Maryidentify face of driver (or —

452 other bio-metric)

kid
Identify user and retrieve

4547| profile
peev ©

Identify preferences Unknown

ASG settings for identified user NU
Apply settings to vehicle for

A58 the identified user F | G . 1 0

EA_KIA-000161

IPR2024-00981 
Emerging Auto EX2019



480

LZ
482

LZ
484

LZ
Cameras Record Settings Remote Access

Front Camera

Rear Camera

Side Cameras

Inside Cameras

© Record when driving
© Record circular buffer
© Save cloud
© Save cloud and share
© Social network share
O Save after accident
@ Access to video

conference
O Save clip to cloud
© Record after accident to
© save for insurance
© Record selected

cameras on demand
© Record when panic

button is hit, and sound

panic horn while

recording
© Record when car break-

in is detected

FIG. 11

© Access via any
device

© Access after alert or

panic button
detected
Access history clips
on cloud

O Share clips with
friends

© Provide link to

police to view video
after panic event

© Notification sent to
car owner with
video/ images of car

when break-in alert
is set off
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MODEL] 104 104 104

—~
APP 1 APP 2 APP n

1802
Class: Class: Class:
Class: Class: Class:

Class: Class: Class:

Function() Function()}| Function()
Function() Function()
Function() o

y 4 y 4 y 4 ow
130 API a

Restricted Classes & Functions
, A

129 Operating System v

_—1806 _—1804
VIEW Controller

e App Options e Network Passive

e App Results e Updates

e Updates e Updates 1808
e App Audio e User Touch

e App Visual e User Speech
e User Input
e User Selection

Q
A

2 2
1814 a a

£ =

Vehicle Notices Cloud Vehicle
Settings Services SystemsFeedback
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120 1812

Invokes Physical Vehicle Electrical Updates
& Mechanical Systems
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1902

Wireless Wireless PDA / Smart Portable

Display 1]°°°|Display n Phone Computer

120
Ad-Hoc
Network

1900

| \~1928 1906

1910 Storage
Network Interface

1912 Bagi APP|APP APP
— 1 2 n 130

Memory CPU API | 429
Operating System

t t (Vehicle) 1908q

> /O

Vehicle Computer
210d 210d 210e
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.
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y
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y Integrated
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130

Manufacturer API ~~
Class:
HVAC

1950

4_—Data declarations:

currentTempLeft = 60

currentTempRight = 70
StatusAC = True
isAuto = True
isDual = True

displaySkin = modern

scheduleAMtemp(time)
learnedTemp1 = 74

learnedTemp1Time = 803am

learnedTemp1Days = MTWTHF

learnedTemp2 = 60

learnedTemp2Time = 513pm
learnedTemp2Days = MTWTHF

learnedTemp2AC = on

IcePresent = false
fastefrostMode = off
Errors = false

195

4956 Function Declarations

updateTempi(left,right);
getTempRight(temp);
getTempLeft(temp);
setTempLeft(temp);
setTempLeft(temp);
toggleACQ;
toggleAuto();
toggleDual();
toggleSkin(skinID);
scheduleAMTemp(temp, time, date, frequency);
schedulePMTemp(temp,time,date,frequency);
learnTempBackgroundRoutine(temp, time, date, frequency);
updateDisplay()

FIG. 13B
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104

1972

we

EZ FUN HVAC APP

“\updateTemp(80,76):
{

setLeftTo = 80;
setRightTo = 76;
theCurrentTempR = getTempRight(temp);
theCurrenTempL = getTempLeft(temp);
if setLeftTo != theCurrentTempL

setTempLeft(left);
setRightTo != theCurrentTempR

setTempRight(right);
sdateDisplay()

If isError()

return isErrorQ);

FIG. 13C

EA_KIA-000166

IPR2024-00981 
Emerging Auto EX2019



2000

104
Z

EZ FUN HVAC APP!

2002
LEFT ate, RIGHT

O

2004 | 80 76
\ u

Update Temp(80,76) A

setLeftTo(80)setRightTo(76) GUIReacts)
API 2018

130
/

setTempLeft(80) {currentTempL = 80}
setTempLeft(76) {currentTempL = 76}

Updates
2014

Results ©

2006

updateDisplay()
A

Invoke Change 2008

OPERATING SYSTEM KERNEL

A

Command©— 2010

v
HVAC Mechanical & Electrical Systems Instruction

Signal Poling & Execution

2012

128

FIG. 14
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learned Behavior Vehicle Application

Past Actions Data

Average for a Monday in December

Engine start: 803am
Fuel level range: 50 miles

Temp in vehicle at start: 32F
Heat set to after vehicle start: 75F
Ice present on windshield: yes
Defrost activated: yes
How long between defrost process
and vehicle moving: 7 minutes
Vehicle depart time: 810am
AC set to after vehicle start: NA
Miles driven at vehicle shut off: 15
miles

Engine start: 505PM
Fuel level range: 35 miles

Temp in vehicle at start: 76F
Heat Set to after vehicle start: NA
AC set to after vehicle start: 65F
Time to reach 65F: 4 minutes
Miles Driven at vehicle shut off: 15
miles

Average for a Tuesday in December
Engine start: 805am
Fuel level range: 20 miles
Temp in vehicle at start: 30F
Heat set to after vehicle start: 80F
Ice present on windshield: yes
Defrost activated: yes
How long between defrost process
and vehicle moving: 7 minutes
Vehicle depart time: 812am
AC set to after vehicle start: NA
Miles driven at vehicle shut off: 18
miles

Engine start: 510PM
Fuel level range: 5 miles

Temp in vehicle at start: 78F
Heat Set to after vehicle start: NA
AC set to after vehicle start: 65F
Time to reach 65F: 5 minutes
Miles Driven at vehicle shut off: 15
miles

Past Actions Data

Average for a Saturday in December

Engine start: 12:15PM
Fuel level range: 40 miles

Temp in vehicle at start: 65F
Heat set to after vehicle start: NA
Ice present on windshield: no

Defrost activated: no

How long between defrost process and
vehicle moving: NA

Vehicle depart time: 12:16PM
AC set to after vehicle start: NA

Miles driven at vehicle shut off: 5 miles

Engine start: 12:28PM
Fuel level range: 35 miles

Temp in vehicle at start: 65F
Heat Set to after vehicle start: NA

AC set to after vehicle start: NA

Time to reach NAF: NA

Miles Driven at vehicle shut off: 5 miles

2210

2210

FIG. 16B
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learned Behavior Vehicle Application

Learned Behavior Logic Assumptions and Deductive Reasoning

Check the user’s calendar and adjust assumptions based on

when the first meeting is, the meeting’s location, how long it
will take to get the vehicle’s temperature and defrosting if

applicable completed and if the user needs to re-fuel before

arriving at work.

User most likely will start the engine between 803am and
805am

If the temperature is in the 30s inside the vehicle, the user will
most likely heat the vehicle to the mid 70s to 80 degrees. Also
the user is not likely to use the AC.

If there is ice present on the windshield, the user will most likely
activate defrosting measures for 7 minutes before departure.

User usually drives between 15 and 18 miles

The user usually starts the vehicle in the afternoon between
5:05 and 5:10PM

If the temperature is in the mid 70s, the user usually activates
the AC to achieve a temperature of 65 degrees

The user is normally comfortable on Saturdays when the

temperature in the vehicle is 65 degrees. No advance cooling or

heating required. The usually makes frequent stops on Saturday
and may benefit from route prioritization apps and Gas/Time
saving routes, fuel stations, sponsored paths etc.

2216

FIG. 16C
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learned Behavior Vehicle Application

Potential Actions using Logic & Past Data

Vehicle Learning App Decisions:

Tuesday PM:
The user will most likely need to drive ~16.5 miles on Wednesday morning but only has
a range of 5 miles. Email and or text the user that they will need extra time to get to

work in the morning due to re-fueling and that the vehicle will be auto starting 12
minutes earlier than usual. Confirm decision is ok with the user.

Wednesday AM:

Vehicle is usually started at ~804am and defrosted for 7 minutes when ice is present
and usually departs at 811am, but the user needs 12 minutes to refuel. Start vehicle at

752am and defrost until 759am while heating to 77F because when the temperature is
34F like today inside the vehicle, the user likes the temperature to be about 77F. Set
the user’s ratio station to 102.5, the most commonly listened to station at this time.

Display stock information for the most commonly queries stocks at this time. Check
most common commute route in and make sure there aren’t delays, else suggest a

new route in advance. The user typically goes to coffee on the way to work. Launch the
nearest Starbucks coffee location APP. The user usually “one button touch” orders and

pays for a medium coffee. Directly from the app.

Friday PM:
Tell the user Saturdays are normally full of errands. Suggest the user send tomorrow’s
itinerary to the vehicle’s app on the network or directly on the vehicle to report if and
when the user should get started due to traffic, road construction, suggest fuel
locations and ask if 65F degrees is still ok or adjust to a different temperature before
the user enters the car around 12pm. Ask the user what time they will most likely
depart if its not at 12pm like usual. Download specials and coupons for locations the
user typically frequents on Saturdays and display to the user on the vehicle’s interface
on the user’s mobile device.

Saturday PM:
The user said they would like to get started at 10am today but the vehicle interior is
more than 20% lower than the user usually likes it. Turn the vehicle on at 955am and
heat to 65F since 65F seems to be the user’s most commonly used temperature.
Display the specials for the nearest dry cleaner since the user typically gets dry cleaning
done on Saturdays based on GPS data. Show the user lunch specials nearby and deals
to claim since the user usually stops for lunch while out on errands on Saturday.

2218

FIG. 16D
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Vehicle Data / Settings / Control

VehicleStatus 500
Vehicle Service
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120
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User Interfaces
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508
Vehicle Interface

Customer B
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Customer N
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User Role User Role
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Authorization to Permit Access to the Instant Application by the Participating Offices

If checked, the undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO),
the Japan Patent Office (JPO), the Korean Intellectual Property Office (KIPO), the World Intellectual Property Office (WIPO),
and any other intellectual property offices in which a foreign application claiming priority to the instant patent application
is filed access to the instant patent application. See 37 CFR 1.14{c) and (h). This box should not be checked if the applicant
does not wish the EPO, JPO, KIPO, WIPO, or other intellectual property office in which a foreign application claiming priority
to the instant patent application is filed to have access to the instant patent application.

In accordance with 37 CFR 1.14(h){3), access will be provided to a copy of the instant patent application with respect
to: 1) the instant patent application-as-filed; 2) any foreign application to which the instant patent application
claims priority under 35 U.S.C. 119{a)-(d) if a copy of the foreign application that satisfies the certified copy requirement of
37 CFR 1.55 has been filed in the instant patent application; and 3) any U.S. application-as-filed from which benefit is

sought in the instant patent application.

In accordance with 37 CFR 1.14{c), access may be provided to information concerning the date of filing this Authorization.

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 4
If the applicant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be completed.
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.46. If the applicant is an

applicant under 37 CFR 1.46 (assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

Assignee Legal Representative under 35 U.S.C. 117 Joint Inventor

Person to whom the inventor is obligated to assign. Person who shows sufficient proprietary interest

If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor :
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Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.
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have an assignment recorded by the Office.

Assignee |i
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inventor is obligated to assign, or person who otherwise shows sufficient proprietary interest), as the patent application publication will
include the name of the applicant(s).

If the Assignee is an Organization check here.
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collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to
a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection
of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is
used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not
furnish the requested information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552)
and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine
whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or

administrative tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an

individual, to whom the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of
the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in
order to perform a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as

amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed,
as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security
review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee,
during an inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records

management practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the
GSA regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such
disclosure shall not be used to make determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant
to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which became abandoned or in which the proceedings were|

terminated and which application is referenced by either a published application, an application open to public inspections or an issued

patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the
USPTO becomes aware ofa violation or potential violation of law or regulation.
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Title of |VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO
Invention |ACCESS USE OF A VEHICLE

As the below named inventor, | hereby declare that:

This declaration ati

is directed to:
The attached application, or

United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a

patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Angel A. Penilla Date (Optional):
/Angel Penilla/

Inventor:

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to

complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or

abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (6 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

Opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as

amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as

part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.
A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an

issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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PTO/AIA/01 (06-12)
Approved for use through 01/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of |VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO
Invention |ACCESS USE OF A VEHICLE

As the below named inventor, | hereby declare that:

This declaration ati

is directed to:
The attached application, or

United States application or PCT international application number

filed on

The above-identified application was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.

| hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1001
by fine or imprisonment of not more than five (5) years, or both.

WARNING:
Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO
to support a petition or an application. If this type of personal information is included in documents submitted to the USPTO,
petitioners/applicants should consider redacting such personal information from the documents before submitting them to the
USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of the
application (unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application) or issuance of a

patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued patent (see 37 CFR 1.14). Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Albert S. Penilla Date (Optional):
/Albert Penilla/

Inventor:

Signature:

Note: An application data sheet (PTO/SB/14 or equivalent), including naming the entire inventive entity, must accompany this form or must have
been previously filed. Use an additional PTO/AIA/01 form for each additional inventor.

This collection of information is required by 35 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file (and
by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 1 minute to

complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO
THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection
with your submission of the attached form related to a patent application or patent. Accordingly,
pursuant to the requirements of the Act, please be advised that: (1) the general authority for the
collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary;
and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark
Office is to process and/or examine your submission related to a patent application or patent. If you do
not furnish the requested information, the U.S. Patent and Trademark Office may not be able to
process and/or examine your submission, which may result in termination of proceedings or

abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the
Freedom of Information Act (5 U.S.C. 552) and the Privacy Act (6 U.S.C 552a). Records from
this system of records may be disclosed to the Department of Justice to determine whether
disclosure of these records is required by the Freedom of Information Act.
A record from this system of records may be disclosed, as a routine use, in the course of
presenting evidence to a court, magistrate, or administrative tribunal, including disclosures to

Opposing counsel in the course of settlement negotiations.
A record in this system of records may be disclosed, as a routine use, to a Member of
Congress submitting a request involving an individual, to whom the record pertains, when the
individual has requested assistance from the Member with respect to the subject matter of the
record.
A record in this system of records may be disclosed, as a routine use, to a contractor of the
Agency having need for the information in order to perform a contract. Recipients of
information shall be required to comply with the requirements of the Privacy Act of 1974, as

amended, pursuant to 5 U.S.C. 552a(m).
A record related to an International Application filed under the Patent Cooperation Treaty in
this system of records may be disclosed, as a routine use, to the International Bureau of the
World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty.
A record in this system of records may be disclosed, as a routine use, to another federal
agency for purposes of National Security review (35 U.S.C. 181) and for review pursuant to
the Atomic Energy Act (42 U.S.C. 218(c)).
A record from this system of records may be disclosed, as a routine use, to the Administrator,
General Services, or his/her designee, during an inspection of records conducted by GSA as

part of that agency's responsibility to recommend improvements in records management
practices and programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall
be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not
be used to make determinations about individuals.
A record from this system of records may be disclosed, as a routine use, to the public after
either publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent
pursuant to 35 U.S.C. 151. Further, a record may be disclosed, subject to the limitations of 37
CFR 1.14, as a routine use, to the public if the record was filed in an application which
became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspection or an

issued patent.
A record from this system of records may be disclosed, as a routine use, to a Federal, State,
or local law enforcement agency, if the USPTO becomes aware of a violation or potential
violation of law or regulation.
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:
VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO
ACCESS USE OF A VEHICLE

First Named Inventor/Applicant Name: Angel A. Penilla

Filer: Albert S. Penilla

Attorney Docket Number: VOLTP018.5C5.3

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount sasbts) in

Basic Filing:

UTILITY FILING FEE (ELECTRONIC FILING) 4011 1 70 70

UTILITY SEARCH FEE 2111 1 300 300

UTILITY EXAMINATION FEE 2311 1 360 360

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-interference:
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Sub-Total inDescription Fee Code Quantity Amount USD($)

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Miscellaneous:

Total in USD ($) 730

EA_KIA-000203

IPR2024-00981 
Emerging Auto EX2019



Electronic Acknowledgement Receipt
EFS ID: 29331840

Application Number: 15607418

International Application Number:

Confirmation Number: 3362

Title of Invention: VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO
ACCESS USE OF A VEHICLE

First Named Inventor/Applicant Name: Angel A. Penilla

Customer Number: 25920

Filer: Albert S. Penilla

Filer Authorized By:

Attorney Docket Number: VOLTP018.5C5.3

Receipt Date: 26-MAY-2017

Filing Date:

Time Stamp: 22:55:44

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type DA

Payment was successfully received in RAM $730

RAM confirmation Number 05301 7INTEFSW00006589500805

Deposit Account 500805

Authorized User Albert Penilla

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)

37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:
Document sas File Size(Bytes)/ Multi Pages
Number

Document Description File Name Message Digest| Part/.zip| (if appl.)
443305

1 Specification VOLTPO1 8_5_C5_3_App_ffiled no 78
Pp $d011041419072cbi6bd9d49b73804448d3|

deaee

Warnings:
Information:

637195

Drawings-only black and white line VOLTP0185_C5_Formal_drawi2 . no 40drawings ngs_Efiled.pdf €e12bf3363086ad28d77d048e2e927cSal7|

Warnings:
Information:

1433090

3 Application Data Sheet ADS_VOLTP0185C53.pdf no 7
a9df253121b3473d9e4984e44997Sb4

Warnings:
Information:

175669

4 Oath or Declaration filed DEC_AAP.pdf no 2
eblel6c7ae1f$a44d91db13deSe92e4a28e]

Warnings:
Information:

175670

5 Oath or Declaration filed DEC_ASP.pdf no 2
8298048267e1d8c4484 Icb4db

belde?

Warnings:
Information:

34876

6 Fee Worksheet (SB06) fee-info.pdf no 2
34d6fas4chSadf146

Iel2

Warnings:
Information:
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Total Files Size (inbytes)} 2899805

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a

Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.
If a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
if a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DocCode - SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 15607418 Document Date: 05/26/2017

The presence of this form in the IFW record indicates that the following document type was received in
electronic format on the date identified above. This content is stored in the SCORE database.

e Drawings — Other than Black and White Line Drawings

Since this was an electronic submission. there is no physical artifact folder. no artifact folder is recorded in

PALM, and no paper documents or physical media exist. The TIFF images in the IFW record were created
from the original documents that are stored in SCORE.

To access the documents in the SCORE database. refer to instructions below.

At the time of document entry (noted above):
e Examiners may access SCORE content via the eDAN interface.
e Other USPTO employees can bookmark the current SCORE URL

(http://Score.uspto.vov/ScoreAccessWeb/).
e External customers may access SCORE content via the Public and Private PAIR interfaces.

Form Revision Date: September 30. 2013
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Complete if Known

Substitute for form 1449/PTO Application Number 15/607,418
Filing Date May 26, 2017

INFORMATION DISCLOSURE First Named Inventor Angel Penilla

STATEMENT BY APPLICANT Art Unit 2859
(Use as many sheets as necessary) Examiner Name

| | | Attorney Docket Number VOLTPO18.5.C5.3

U.S. Patent Publications

Examiner Publication Date Name of Patentee or

initials Reference Applicant Cite No.
5/30/2002| US20020064258 Charles Schelberg et al. 1

7/4/2002| US20020085043 Amnon Ribak 2
9/19/2002| Larkin Lowrey et al. 3
7/24/2003|US20030137277 lichiro Mori et al. 4
8/14/2003|US20030153278 William Johnson 5
11/6/2003|US20030205619 Steven Terranova et al. 6

12/25/2003| US20030234325 Mark Marino et al. 7
3/11/2004| uS20040046506 Koji Mawai et al. 8
4/1/2004|US20040064235 Colin Cole 9

5/13/2004|US20040092253 Craig Simonds et al. 10
5/13/2004|US20040093155 Craig Simonds et al. 11

12/30/2004| US20040265671 Jan Chipchase et al. 12
1/27/2005| US20050021190 Barry Worrell et al. 13
2/24/2005|US20050044245 Masaki Hoshina 14

10/20/2005| uS20050231119 Yoshinobu Ito et al. 15
6/15/2006|US20060125620 Timothy Smith et al. 16
8/17/2006|US20060182241 Charles Schelberg 17

12/14/2006| US20060282381 Brian Ritchie 18
12/21/2006|US20060287783 Richard Walker 19
3/29/2007|US20070068714 Donald Bender 20

6/7/2007| US20070126395 Michael Suchar 21
12/6/2007|US20070282495 Willett Kempton 22
2/14/2008|US20080039979 Seth Bridges et al. 23
2/14/2008|US20080039989 Seth Pollack et al. 24
2/14/2008|US20080040129 Mark Cauwels et al. 25
2/14/2008|US20080040223 Seth Bridges et al. 26
2/14/2008|US20080040295 David Kaplan et al. 27
2/28/2008|US20080052145 David Kaplan et al. 28
4/10/2008| US20080086411 Robert A. Olsen et al. 29
4/24/2008| US20080097904 Mark T. Volchek 30
6/26/2008|US20080155008 Peter N. Stiles et al. 31
7/31/2008| Koji Matsushita et al. 32
8/28/2008|US20080203973 Allan R. Gale et al. 33
9/18/2008|US20080228613 Daniel Alexander 34

11/13/2008|US20080281663 David Hakim 35
11/27/2008| US20080294283 Ronald Ligrano 36
12/18/2008| US20080312782 Gene Berdichevsky 37

Examiner: Initial if reference is considered, whether or not citation is in conformance with MPEP 609. Draw line
through citation if not in conformance and not considered. Include copy of this form with next communication to
Applicant. Page 1 of 10
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Complete if Known

Substitute for form 1449/PTO Application Number 15/607,418
Filing Date May 26, 2017

INFORMATION DISCLOSURE First Named Inventor Angel Penilla

STATEMENT BY APPLICANT Art Unit 2859
(Use as many sheets as necessary) Examiner Name

| | | Attorney Docket Number VOLTPO18.5.C5.3

1/8/2009|US20090011639 Claudio R. Ballard et al. 38
1/22/2009|US20090021213 Oriz Wickline Johnson 39
1/22/2009|US20090021385 Kurt Kelty et al. 40
1/29/2009|US20090030712 Bradley D. Bogolea 41
2/12/2009|US20090043519 Seth W. Bridges et al. 42

3/5/2009|US20090058355 Keith M. Meyer 43
3/12/2009|US20090066287 Seth B. Pollack et al. 44
3/19/2009|US20090076913 William Douglas Morgan 45
3/26/2009|US20090082957 Shai Agassi et al. 46
4/9/2009|US20090091291 George R. Woody et al. 47
4/9/2009|US20090092864 Gerard F. McLean 48
6/4/2009| US20090144001 Thomas J. Leonard et al. 49
6/4/2009| US20090144001 Thomas J. Leonard et al. 50

6/18/2009|US20090157289 Joshua V. Graessley 51
6/25/2009|US20090164473 Lee Bauer 52

7/9/2009|US20090174365 Richard Lowenthal et al. 53
7/9/2009|US20090177580 Richard Lowenthal et al. 54

8/20/2009| US20090210357 Nikola J. Pudar et al. 55
11/19/2009| US20090287578 Michael Adam Paluszek 56
12/17/2009| US20090312903 James Lee Hafner et al. 57
12/17/2009| US20090313032 James Lee Hafner et al. 58
12/17/2009| James Lee Hafner et al. 59
12/17/2009| US20090313034 Erica Haefner Ferro et al. 60
12/17/2009| US20090313098 James Lee Hafner et al. 61
12/17/2009| US20090313104 James Lee Hafner et al. 62
12/17/2009| James Lee Hafner et al. 63

11/4/2010| US20100280956 Richard J. Chutorash et al. 64
1/21/2010|US20100013434 Taylor-Haw et al. 65
1/21/2010| US20100017045 Clay G. Nesler et al 66
1/21/2010|US20100017249 Carson C. K. Fincham et al. 67
2/25/2010|US20100049396 Erica Haefner Ferro et al. 68
2/25/2010|US20100049533 Erica Haefner Ferro et al. 69
2/25/2010| US20100049610 Ronald Ambrosio et al. 70
2/25/2010|US20100049639 Erica Haefner Ferro et al. 71
2/25/2010|US20100049737 Ronald Ambrosio et al. 72

3/4/2010|US20100057306 Eiichi Ishii et al. 73
5/6/2010|US20100112843 Yoav Heichai et al. 74

6/10/2010|US20100141206 Shai Agassi et al. 75
6/24/2010|US20100161481 Nathan Browman Littrell 76
6/24/2010|US20100161482 Nathan Browman Littrell 77

7/1/2010|US20100169008 Toshiaki Niwa et al. 78
8/5/2010|US20100198508 Ky Tang 79

Examiner: Initial if reference is considered, whether or not citation is in conformance with MPEP 609. Draw line
through citation if not in conformance and not considered. Include copy of this form with next communication to
Applicant. Page 2 of 10

EA_KIA-000209

IPR2024-00981 
Emerging Auto EX2019



Complete if Known

Substitute for form 1449/PTO Application Number 15/607,418
Filing Date May 26, 2017

INFORMATION DISCLOSURE First Named Inventor Angel Penilla

STATEMENT BY APPLICANT Art Unit 2859
(Use as many sheets as necessary) Examiner Name

| | | Attorney Docket Number VOLTPO18.5.C5.3

8/5/2010|US20100198513 Shuging Zeng 80
8/19/2010|US2010021 1340 Richard Lowenthal et al. 81
8/19/2010|US20100211643 Richard Lowenthal et al. 82

9/2/2010|US20100222939 Setu Madhavi Namburu 83
10/21/2010| US20100268426 Rabindra Pathak 84

12/2/2010|US20100304349 Dina Kunin 85
2/10/2011|US20110032110 Shinya Taguchi 86
3/31/2011|US20110074350 Mark J. Kocher 87
3/31/2011 |US20110074351 James S. Bianco et al. 88
3/31/2011|US20110077809 Kevin Walter Leary 89

5/5/2011|US20110106329 Richard B. Donnelly et al. 90
5/12/2011|US20110112969 Sam Zaid et al. 91

6/2/2011|US20110130885 Donald J. Bowen et al. 92
8/4/2011|US20110187521 Cornelia Beruscha et al. 93
8/4/2011| US20110191265 Richard Lowenthal et al. 94

8/11/2011|US20110193522 Kenichiro UESUGI 95
8/18/2011 |US20110202218 Yoshio Yano 96
10/6/2011 |US20110246252 Kenichiro UESUGI 97

11/17/2011| Yasuo Asai 98
12/22/2011| US20110309929 Timothy Myers 99
9/13/2012|US2012/0233077 Edward D. Tate et al. 100
1/19/2012| US20120013300 Ronald Prosser et al. 101
1/26/2012| US20120019204 Shigeru Matsuo 102
2/2/2012|S20120025765 Paul DeWitt Frey et al. 103
2/2/2012|US20120028680 David S. Breed 104

2/16/2012|US20120041624 Sarah G. Stewart et al. 105
3/1/2012|US20120053754 Karen Pease 106

3/29/2012|US20120074903 Yutaka nakashima 107
5/3/2012|US20120105197 Erick Kobres 108

9/17/2012|US20120123670 Robert Uyeki 109
5/31/2012 Charles Michael McQuade et

US20120136743 al. 110
5/31/2012 Charles Michael McQuade et

US20120136802 al. 111
6/21/2012|US20120158244 Timothy J. Talty et al. 112
7/12/2012|US20120179323 Elizabeth Profitt-Brown et al. 113
8/30/2012| US20120218128 Craig A. Tieman et al. 114
9/13/2012|US20120229056 Thomas Bergfiord 115
9/13/2012|US20120229085 David M. K. Lau 116
9/13/2012|US20120232965 Juan F. Rodriquez et al. 117
9/13/2012|US20120233077 Edward D. Tate et al. 118

10/18/2012| Hanspeter Widmer et al. 119
10/25/2012|US20120268068 Chang-Gi Jung et al. 120
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10/25/2012| US20120268076 Carl Lee Danner 121
10/25/2012| Us20120268242 Craig A. Tieman et al. 122

11/8/2012| US20120280654 Bum Youl KIM 123
11/22/2012| US20120296512 Jay Lee etal. 124
11/29/2012| US20120303397 Ronald D. Prosser 125

12/6/2012|US20120306445 Jun Seok Park et al. 126
12/6/2012|US20120310713 Marc E. Mercuri et al 127

12/13/2012|US20120316671 Julius G. Hammersiag et al. 128
1/3/2013|US20130002876 Todd W. Pastrick et al. 129

1/24/2013|US20130020139 Minwook Kim et al. 130
1/24/2013|US20130021162 John DeBoer et al. 131
2/14/2013| US20130037339 Jeffrey M. Hickox 132
4/25/2013|US20130099892 Brian J. Trucker et al. 133
4/25/2013|US20130103236 Behrang Mehrgan 134

5/2/2013| US20130110296 Lin-Zhuang Khoo et al. 135
5/2/2013|US20130110632 Charles Burton Theurer et al. 136
5/2/2013| Cecil Rivers et al. 137

5/23/2013|US20130127247 Won Jin Oh et al. 138
5/30/2013|US20130135093 Teruaki Araki 139

6/6/2013|US20130144520 Christopher P. Ricci 140
6/6/2013|US20130145065 Christopher P. Ricci 141

7/11/2013| US20130179057 Sheldon Fisher et al. 142
8/8/2013|US20130204466 Christopher P. Ricci 143

9/19/2013|US20130241720 Christopher P. Ricci et al. 144
9/26/2013|US20130253746 Yoon Jeong CHO! et al. 145

10/24/2013|UWS20130280018 Leopold Meirer et al. 146
11/14/2013|US20130300554 Jude Braden 147
11/28/2013|US20130317693 Jame E. Jefferies et al. 148
11/28/2013|US20130317694 Patrtick S. Merg et al. 149
12/12/2013|US20130328387 Sagar Venkateswaran 150
12/19/2013| Adrian Corbett et al. 151
12/26/2013|US20130342363 Timothy S. Paek et al. 152

1/2/2014|US20140002015 Manish Tripathi et al. 153
1/16/2014| US20140019280 Sandra W. Medeiros et al. 154
1/23/2014|US20140021908 Jeremy Ryan McCool 155
2/13/2014| US20140042968 Yoshihiko hiroe 156
2/13/2014|US20140047107 Franscisco Maturana et al. 157

3/6/2014| US20140066049 HanGyu CHO et al. 158
3/27/2014|US20140089016 Sylvia Smullin et al. 159
4/17/2014|US20140106726 John Edward Crosbie 160

5/1/2014|US20140118107 Nedal Akram Almomani 161
5/1/2014|US20140120829 PhaniKumar K. Bhamidipati 162
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et al.
5/8/2014|US20140125355 Zeph Grant 163

5/22/2014|US20140142783 Donald K. Grimm et al. 164
6/12/2014 Christopher Joseph

US20140163771 Demeniuk 165
6/12/2014 Christopher Joseph

US20140163774 Demeniuk 166
6/12/2014 Christopher Joseph

US20140164559 Demeniuk 167
6/19/2014|US20140172192 Kenji Kato 168
6/19/2014|US20140172265 Junichiro Funabashi 169
6/19/2014|US20140172727 Raj V. Abhyanker et al. 170
6/26/2014|US20140179353 Sascha Simon 171
7/17/2014| Thomas K. Mauti et al. 172
7/24/2014|US20140203077 Rajit Gadh et al. 173
7/24/2014| Karl Douglas Vandivier et al. 174
7/31/2014 Kumaralingam Ramamoorthy

US20140214261 et al. 175
7/31/2014| US20140214321 Shinya Kawamata et al. 176

8/7/2014 Stephen David FLEMING et
US20140218189 al. 177

8/21/2014|US20140232331 Milenko STAMENIC et al. 178
8/21/2014|US20140236414 Pierre-Yves Droz et al. 179
8/21/2014|US20140236463 Wende Zhang et al. 180
9/11/2014|US20140253018 Hun Kong et al. 181
9/18/2014|US20140277936 Terek A. El Dokor et al. 182
9/18/2014|US20140278089 Gusikhin et al. 183
10/9/2014| US20140300739 Tibet MIMAR 184
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U.S. Patents

Examiner issue Date Name of Patentee or

Initials Reference Applicant Cite No.
9/12/1972|US3690397 Louis W Parker 185
3/26/1974| US3799063 D Reed 186
2/18/1975|US3867682 Masahiro Ohya 187
10/4/1977|US4052655 Joseph Vizza 188
7/25/1978| US4102273 Merkle et al. 189

1/2/1979|US4132174 Barry L. Ziegentfus et al. 190
7/24/1979| US4162445 Scott Campbell 191

1/5/1982|US4309644 Eberhart Reimers 192
8/31/1982|US4347472 Jerome H. Lemelson 193
5/10/1983|US4383210 Rudolph P. Wilkinson 194
6/21/1983|US4389608 Ernest A. Dahl, et al. 195
9/20/1983| US4405891 James H. Galloway 196
2/21/1984| US4433278 Michael W. Lowndes et al. 197
5/22/1984|US4450400 Marion V. Gwyn 198
7/30/1985|US4532418 William G. Meese 199
12/6/1988|US4789047 Peter C. Knobloch 200

Faycal E. K. Benayad-
3/28/1989|US4815840 Cherif, et al. 201
9/17/1991|US5049802 Robert T. Mintus, et al. 202

6/9/1992| US5121112 Hiroshi Nakadozono 203
7/21/1992| US5132666 Glenn Fahs 204

2/2/1993|US5184058 Bradley J. Hesse 205
4/13/1993|US5202617 Jiri K. Nor 206
3/29/1994| Ling-Yuan Tseng et al. 207
4/26/1994| US5306999 Ernest G. Hoffman 208
5/24/1994|US5315227 Mark V. Pierson 209

7/5/1994| Harry F. Smith 210
9/6/1994| US5343970 Alex J. Severinsky
6/6/1995| Harry F. Smith 212

7/18/1995| US5434781 Cornell W. Alofs 213
8/15/1995| US5441122 Masato Yoshida 214
9/12/1995|US5449995 Akira Kohchi 215
1/23/1996|US5487002 Robert W. Diler et al. 216
1/30/1996| US5488283 Thomas J. Doughert et al. 217
2/20/1996|US5492190 Masato Yoshida 218
8/20/1996| US5548200 Jiri K. Nor et al. 219
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8/27/1996| US5549443 Julius G. Hammerslag 220
9/10/1996| US5555502 George E. Opel 221
10/8/1996| Ling-Yuan Tseng 222

12/17/1996| US5585205 Akira Kohchi 223
1/14/1997| Jiri K. Knor 224
1/21/1997| US$5595271 Ling-Yuan Tseng 225
1/21/1997| US5596258 Takashi Kimura et al. 226
3/18/1997|US5612606 David C. Guimarin et al. 227

5/6/1997|US5627752 Michael Buck et al. 228
6/3/1997|US5636145 Carl F. Gorman et al. 229

6/24/1997| US5642270 Ross Martin Green et al. 230
9/9/1997| US5666102 John E. Lahiff 231

11/25/1997| US5691695 John E. Lahiff 232
12/2/1997| US5694019 Shirou Uchida et al. 233

12/30/1997| US5701706 William Kreysler et al. 234
4/7/1998|US5736833 Richard D. Farris 235
6/2/1998|US5760569 Robert B. Chase, Jr. 236

|US5778326 Shuzo Moroto et al. 237
8/4/1998|US5790976 Wolf Boll et al. 238
4/6/1999|US5892598 Shiro Asakawa et al. 239

6/29/1999|US5916285 Cornell W. Alofs et al. 240
10/26/1999| US5974136 Toshio Murai 241

12/7/1999| US5998963 Einar Aarseth 242
1/11/2000|US6014597 Uwe Kochanneck 243
4/11/2000|US6049745 Barry D. Douglas et al. 244
5/23/2000|US6067008 Harry F. Smith 245
6/27/2000| US6081205 Douglas J. Williams 246

7/4/2000|US6085131 Dong-Ho Kim 247
11/21/2000| Ralf Bergholz et al. 248

1/16/2001 |US6175789 Ricahrd D. Beckert et al. 249
5/1/2001|US6225776 Wellmon Chai 250

5/22/2001| US6234932 Shigetaka Kuroda et al. 251
9/22/2001|US6236333 Joseph David King 252
6/26/2001| US6252380 Steven E. Koenck 253
10/9/2001| US6301531 Michael James Pierro 254

10/23/2001|US6307349 Steven E. Koenck, etal. 255
12/11/2001| US6330497 Michael L. Obradovich, et al 256
12/11/2001 |US6330499 Paul Bao-Luo Chou, et al. 257

4/9/2002| US6370475 David S. Breed et al. 258
4/16/2002| US6373380 Karl Robertson, et al. 259

7/9/2002|US6416209 Glenn W Abbott 260
8/13/2002| US6434465 Manfred Schmitt, et al. 261
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9/24/2002| US6456041 Junji Terada, et al. 262
10/15/2002 Charles C. Schelberg, Jr.,

US6466658 et al. 263
11/12/2002| US6480767 Musashi Yamaguchi 264
11/26/2002 Joanne T. Woestmanm et

US6487477 al. 265
12/24/2002| US6498454 Watcharin Pinlam 266
1/28/2003|US6511192 Paul R. Henion 267
7/1/2003|US6586866 Tomoyuki Ikedo 268
9/2/2003|US6614204 Nicholas J. Pellegrino, et al. 269

9/30/2003|US6629024 Atsushi Tabata 270
4/27/2004|US6727809 Harry F. Smith 271
5/25/2004|US6741036 Tomoyuki Ikedo 272
7/20/2004|US6765495 Gilmore J. Dunning, etal. 273
9/14/2004| US6789733 Steven N. Terranova 274
9/21/2004|US6794849 lichiro Mori, etal. 275

2/1/2005|US6850898 Hiroshi Murakami 276
7/12/2005|US6915869 Jean Joseph Botti 277
7/26/2005| US6922629 Kazutaka Yoshikawa, et al. 278
8/30/2005| US6937140 John Steven Outslay 279

9/6/2005|US6940254 Masayuki Nagamine 280
3/14/2006| US7013205 James Lee Hafner 281

5/2/2006| US7039389 William S. Johnson, Jr. 282
8/1/2006|US7084781 Mark D. Chuey 283

4/10/2007| US7201384 George T. Chaney 284
9/11/2007|US7269416 Warren E. Guthrie, et al. 285

10/30/2007|US7289611 Jerry Igguiden 286
5/20/2008| US7376497 leon C. Chen 287
5/27/2008| US7379541 Jerry Igguiden, et al. 288
7/22/2008|US7402978 Bryan K. Pryor 289
5/12/2009| US7532965 James P. Robillard 290
7/21/2009|US7565396 Masaki Hoshina 291
12/8/2009| David S. Breed 292
1/19/2010|US7650210 David S. Breed 293
3/9/2010|US7674536 Jan Chipchase 294

3/23/2010| US7683771 Barry Loeb 295
4/6/2010|US7693609 A. Arthur Kressner, et al. 296

4/13/2010| US7698078 Kurt Kelty, et al. 297
6/22/2010| uS7740092 Donald Arthur Bender 298

7/6/2010|US7751945 Kijuro Obata 299
8/17/2010| US7778746 Paul W. McLeod 300
9/14/2010| uS7796052 Fred Katz 301

12/14/2010| US7850351 Todd W. Pastrick, et al. 302
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1/11/2011|US7869576 Rodkey et al. 303
2/8/2011|US7885893 Daniel Alexander 304

9/24/2011|US7949435 Seth B. Pollack 305
6/7/2011|US7956570 Richard Lowenthal 306

7/12/2011|US7979198 John Y. Kim, et al. 307
7/26/2011 |US7986126 Jonathan P. Bucci 308

8/2/2011| US7991665 James Lee Hafner 309
8/30/2011| US8006793 Yoav Heichal, et al. 310
9/27/2011 |US8027843 Willam Kress Bodin, et al. 311

10/11/2011| David S. Breed 312
11/8/2011| US8054048 George R. Woody 313
12/6/2011| Niall R. Lynam 314
1/24/2012| US8103391 Erica Haefner Ferro, et al. 315
9/4/2012| US8256553 Roberto De Paschoal 316

9/11/2012| US8262268 Todd W. Pastrick, etal. 317
9/11/2012| US8265816 Ryan Marc LaFrance 318
9/11/2012|US8266075 Ronald Ambrosio, et al. 319

10/23/2012| US8294420 Mark J. Kocher 320
12/18/2012| Us8333492 David A. Dingman, et al. 321
12/25/2012| US8336664 Erik Wallace, et al. 322

1/8/2013|US8350526 Christopher K. Dyer, et al. 323
Leonard J. Maniscalco, et

2/5/2013|US8366371 al. 324
3/5/2013| US8392065 Jonathan Louis Tolsteat 325

3/26/2013|US8405347 Allan Roy Gale 326
7/9/2013| US8482255 Dale Scott Crombez 327
7/9/2013| US8483775 Markus Buck, et al. 328
7/9/2013| US8483907 Christopher Tarte 329

7/16/2013|US8490005 Christopher Tarte 330
8/13/2013| US8508188 Joseph G. Murtha, et al. 331
8/27/2013|US8521599 Cecil Rivers, Jr., et al. 332

9/3/2013|US8527135 Larkin H. Lowrey, et al. 333
9/3/2013|US8527146 Dean Kenneth Jackson 334

10/8/2013|US8552686 Chang-Gi Jung 335
11/19/2013| US8589019 Charles L. Wallace, et al. 336

1/7/2014| US8624719 Lee Robert Klose 337
1/14/2014| US8630741 Yoky Matsuoka, et al. 338
1/21/2014| US8635091 Andrew J. Amigo 339
2/4/2014| US8643329 Ronald Prosser, et al. 340

2/25/2014| US8660734 Jiajun Zhu, et al. 341
4/1/2014|US8686864 Marwan Hannon 342
4/8/2014| US8694328 Joseph Gormley 343
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4/22/2014| US8706394 Paul Trepagnier, et al. 344
4/29/2014| US8713121 David Bain 345

5/6/2014|US8717170 Bradley Juhasz 346
5/13/2014| US8725551 Ronald Ambrosio, et al. 347
6/10/2014| US8751065 Kenji Kato 348
6/10/2014| US8751271 Mark Jeffrey Stefik, et al. 349
6/24/2014| US8760432 Joseph Charles Jira, et al. 350

8/5/2014|US8799037 Mark Jeffrey Stefik, et al. 351
8/26/2014|US8816845 Scott J. Hoover, et al. 352
8/26/2014|US8818622 Ralf Bergholz, et al. 353
8/26/2014|US8818725 Christopher P. Ricci 354
8/26/2014| usasi9414 Bhargav R. Bellur et al. 355

9/2/2014 Setu Madhavi Namburu et
US8825222 al. 356

9/16/2014| US8836281 Ronald Ambrosio et al. 357
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

[APPLICATION FILING or GRP ART

NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

15/607,418 05/26/2017 2683 730 VOLTPO18.5.C5.3 20 1
CONFIRMATION NO. 3362

25920 FILING RECEIPT
MARTINE PENILLA GROUP, LLP
M10 LAKEWAY DRIVE
SUITE 200
SUNNYVALE, CA 94085

Date Mailed: 06/06/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Angel A. Penilla, Sacramento, CA;
Albert S. Penilla, Sunnyvale, CA;

Applicant(s)
Angel A. Penilla, Sacramento, CA;
Albert S. Penilla, Sunnyvale, CA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 15/344,566 11/06/2016 PAT 9663067

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http:/Avww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: No

Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as

appropriate.

if Required, Foreign Filing License Granted: 06/05/2017
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The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/607,418

Projected Publication Date: 05/10/2018

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO ACCESS USE
OF A VEHICLE

Preliminary Class

340

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help “toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).
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LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOTGRANTED
No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources

and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/Awww.SelectUSA.gov or call
+1-202-482-6800.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/607,418 05/26/2017 Angel A. Penilla VOLTP018.5.C5.3

CONFIRMATION NO. 3362

25920 IMPROPER CFR REQUEST

TIOLAKEWAY DRIVE COEUTLLELLL
SUITE 200
SUNNYVALE, CA 94085

Date Mailed: 06/06/2017

RESPONSE TO REQUEST FOR CORRECTED FILING RECEIPT

Continuity, Priority Claims, Petitions, and Non-Publication Requests
In response to your request for a corrected Filing Receipt, the Office is unable to comply with your request
because:

* One or more of the benefit claims under 35 U.S.C. § 120 cannot be included on the Filing Receipt since
applicant did not specify whether the application is a continuation, divisional or continuation-in-part of the prior
application. Applicant must submit a new application data sheet (ADS) that sets forth the relationship, and the
ADS must be accompanied by a petition under 37 CFR 1.78 if filed after the time period set forth in 37 CFR
1.78.

Questions about the contents of this notice and the

requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/hnguyen/
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

CORRECTED ADS FORM

Application Number
15607418

Title of Invention

VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO ACCESS USE OF A
VEHICLE

Inventor Information

**If no data is shown, no data has been corrected**

Data of Record Updated Data

Order Number

Name

Residence Information

Residency

City

State

Country of
Residence

Mailing Address of inventor

Address 1

Address 2

City,State/Province,
Postal Code

Country

Corrected ADS 1.0
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

Application Information

Data of Record Updated Data

Title of Invention

VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING
TEMPORARY E-KEYS TO ACCESS USE OF A VEHICLE

Attorney Docket

Number VOLTPO18.5.C5.3

Entity Type
Small

Domestic Benefit/National Stage Information

**If no data is shown, no data has been corrected**

This section allows for the applicant to either claim benefit under 35 U.S.C. 119(e), 120, 121,365(c), or 386(c) or indicate National Stage
entry from a PCT application. Providing this information in the application data sheet constitutes the specific reference required by 35 U.S.
C. 119(e) or 120, and 37 CFR 1.78(a).

Data of Record Updated Data

Prior Application Statrior Application Status
patented

Application Number
15607418

Continuity Type CON

Prior Application
15344566Number

Filing Date

(YYYY-MM-DD) 2016-11-06

Patent Number
9663067

Issue Date

(YYYY-MM-DD) 2017-05-30

Corrected ADS 1.0
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

Data of Record Updated Data

Prior Application Status
patented

Application Number
15344566

Continuity T:ontinuity Type CON

Prior Application
15180306Number

Filing Date

(YYYY-MM-DD) 2016-06-13
Patent Number

9499129

Issue Date

(YYYY-MM-DD) 2016-11-22

Data of Record Updated Data

Prior Application Status
patented

Application Number
15180306

Continuity T:ontinuity Type CON

Prior Application
Number 14303442

Filing Date
2014-06-12

Patent Number 9365188
Issue Date

(YYYY-MM-DD) 2016-06-14

Data of Record Updated Data

Prior Application Status
patented

Application Number
14303442

Continuity T:ontinuity Type CON

Prior Application
14063638Number

Filing Date

(YYYY-MM-DD) 2013-10-25
Patent Number

9189900

Issue Date

(YYYY-MM-DD) 2015-11-17

Corrected ADS 1.0

EA_KIA-000228

IPR2024-00981 
Emerging Auto EX2019



Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

Data of Record Updated Data

Prior Application Status
patented

Application Number
14063638

Continuity Type Ip

Prior Application
13842158Number

Filing Date

(YYYY-MM-DD) 2013-03-15
Patent Number

9229905

Issue Date

(YYYY-MM-DD) 2016-01-05

Data of Record Updated Data

Prior Application Statrior Application Status
expired

Application Number
13842158

Continuity T:ontinuity Type PR

Prior ApplicationNumber 61745729

Filing Date
2012-12-24

Patent Number

Issue Date

Data of Record Updated Data

Prior Application Status
patented

Application Number
14063638

Continuity Type Ip

Prior Application
13452882Number —E—r_res

Filing Date
2012-04-22

Patent Number
9123035

Issue Date

(YYYY-MM-DD) 2015-09-01

Corrected ADS 1.0
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

Data of Record Updated Data

Prior Application Statrior Application Status
expired

Application Number
13452882

Continuity T:ontinuity Type PR

Prior Application
Number 61478436

Filing Date

(YYYY-MM-DD) 2011-04-22
Patent Number

Issue Date

Foreign Priority Information

**If no data is shown, no data has been corrected**

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priority as required by 35 U.S.C. 119(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligible for retrieval under the priority document exchange program (PDX) the information will be used by the Office to

automatically attempt retrieval pursuant to 37 CFR 1.55(i)(1) and (2). Under the PDX program, applicant bears the ultimate
responsibility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55(g)(1).

Data of Record Updated Data

Application Number

Country

Filing Date

Access Code

Applicant Information

**If no data is shown, no data has been corrected**

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR to

have an assignment recorded by the Office.
Data of Record Updated Data

Applicant Type

Corrected ADS 1.0
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

If applicant is the legal
representative, indicate the
authority to file the patent
application, the inventor is

Name of the Deceased or

Legally Incapacitated
Inventor

Applicant is an

Organization

Name

Organization Name

Address 1

Address 2

City,State/Province,Postal
Code

Country

Phone Number

Fax Number

Email Address

Assignee Information including Non-Applicant Assignee Information

**If no data is shown, no data has been corrected**

Providing this information in the application data sheet does not substitute for compliance with any requirement of part 3 of Title 37 of
the CFR to have an assignment recorded in the Office

Data of Record Updated Data

Order

Applicant is an

Organization
Name

Corrected ADS 1.0
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Document Description: Application Data Sheet to update/correct info
Doc Code: ADS.CORR

Organization Name

Mailing Address

Address 1

Address 2

City,State/Province,Postal
Code

Country

Phone Number

Fax Number

Email Address

Signature
NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic entity (e.g., corporation
or association). If the applicant is two or more joint inventors, this form must be signed by a patent practitioner,alljoint inventors who are

the applicant, or one or more joint inventor-applicants who have been given power of attorney (e.g., see USPTO Form PTO/AIA/81) on

behalf ofalljoint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature Registration Number
/Albert Penilla/ 39487

First Name Last Name

Albert Penilla

Corrected ADS 1.0
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Electronic Acknowledgement Receipt
EFS ID: 29460985

Application Number: 15607418

International Application Number:

Confirmation Number: 3362

Title of Invention: VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO
ACCESS USE OF A VEHICLE

First Named Inventor/Applicant Name:

Customer Number: 25920

Filer: Albert S. Penilla

Filer Authorized By:

Attorney Docket Number: VOLTP018.5.C5.3

Receipt Date: 12-JUN-2017

Filing Date: 26-MAY-2017

Time Stamp: 11:47:15

Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no

File Listing:
Document sas File Size(Bytes)/ Multi Pages
Number

Document Description File Name Message Digest| Part/.zip| (if appl.)
105122

1 Application DataSheet to update/ CorrectedADS.pdf no 7
correct info

tadadB6dBsbfSfe6032b00287

Warnings:
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Information:

Total Files Size (in bytes): 105122

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a

Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C.
If a new application is being filed and the application includes the necessary components fora filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this

Acknowledgement Receipt will establish the filing date of the application.
National Stage of an International Application under 35 U.S.C. 371
if a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office
If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

[APPLICATION FILING or GRP ART

NUMBER 371(c) DATE UNIT FIL FEE RECD ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS

15/607,418 05/26/2017 2859 730 VOLTPO18.5.C5.3 20 1
CONFIRMATION NO. 3362

25920 CORRECTED FILING RECEIPT
MARTINE PENILLA GROUP, LLP
MAT AREWaY Drive
SUITE 200
SUNNYVALE, CA 94085

Date Mailed: 06/13/2017

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)
Angel A. Penilla, Sacramento, CA;
Albert S. Penilla, Sunnyvale, CA;

Applicant(s)
Angel A. Penilla, Sacramento, CA;
Albert S. Penilla, Sunnyvale, CA;

Power of Attorney: None

Domestic Priority data as claimed by applicant
This application is a CON of 15/344,566 11/06/2016 PAT 9663067
which is a CON of 15/180,306 06/13/2016 PAT 9499129
which is a CON of 14/303,442 06/12/2014 PAT 9365188
which is a CON of 14/063,638 10/25/2013 PAT 9189900
which is a CIP of 13/842,158 03/15/2013 PAT 9229905
which claims benefit of 61/745,729 12/24/2012
and said 14/063,638 10/25/2013
is a CIP of 13/452,882 04/22/2012 PAT 9123035
which claims benefit of 61/478,436 04/22/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http:/Avww.uspto.gov for more information.) - None.
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: No

page1of4

EA_KIA-000235

IPR2024-00981 
Emerging Auto EX2019



Permission to Access Search Results: No

Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as

appropriate.

if Required, Foreign Filing License Granted: 06/05/2017

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/607,418
Projected Publication Date: 09/21/2017

Non-Publication Request: No

Early Publication Request: No
** SMALL ENTITY **

Title

VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO ACCESS USE
OF A VEHICLE

Preliminary Class

320

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no

effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same

effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of “an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an

application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents”) for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http:/Awww.uspto.gov/web/offices/pac/doc/general/index.html.
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For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http:/Awww.stopfakes.gov. Part of a Department of Commerce initiative,
this website includes self-help “toolkits” giving innovators guidance on how to protect intellectual property in specific
countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER

Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15

GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as

set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOTGRANTED
No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources

and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
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community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/Awww.SelectUSA.gov or call
+1-202-482-6800.
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status

Responsive to communication(s) filed on 5/26/2017.
C) A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on

2a)C) This action is FINAL. 2b) This action is non-final.

3)0) An election was made by the applicant in response to a restriction requirement set forth during the interview on

; the restriction requirement and election have been incorporated into this action.
Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Exparte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-20 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.

6) Claim(s)__ is/are allowed.

7) Claim(s) 1-20 is/are rejected.
8) © Claim(s)___ is/are objected to.

9) Claim(s)___ are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see

uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers

The specification is objected to by the Examiner.

The drawing(s) filed on 5/26/2017 is/are: accepted or objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a)Z) All b)L) Some** None of the:

1.0 Certified copies of the priority documents have been received.

2.0) Certified copies of the priority documents have been received in Application No.

3.02 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action fora list of the certified copies not received.
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1) ¥) Notice of References Cited (PTO-892) 3) Interview Summary (PTO-413)
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2) Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 40 Other: (s)
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DETAILED ACTION

Notice ofPre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent provisions.

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created doctrine grounded

in public policy (a policy reflected in the statute) so as to prevent the unjustified or improper timewise

extension of the “right to exclude” granted by a patent and to prevent possible harassment by multiple

assignees. A nonstatutory double patenting rejection is appropriate where the conflicting claims are not

identical, but at least one examined application claim is not patentably distinct from the reference

claim(s) because the examined application claim is either anticipated by, or would have been obvious

over, the reference claim(s). See, e.g., In re Berg, 140 F.3d 1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re

Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed.

Cir. 1985); In re Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164

USPQ 619 (CCPA 1970); In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d) may be used to

overcome an actual or provisional rejection based on nonstatutory double patenting provided the

reference application or patent either is shown to be commonly owned with the examined application,

or claims an invention made as a result of activities undertaken within the scope of a joint research

agreement. See MPEP § 717.02 for applications subject to examination under the first inventor to file

provisions of the AIA as explained in MPEP § 2159. See MPEP §§ 706.02(I)(1) - 706.02(I)(3) for

applications not subject to examination under the first inventor to file provisions of the AIA. A terminal

disclaimer must be signed in compliance with 37 CFR 1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be used. Please visit

www.uspto.gov/patent/patents-forms. The filing date of the application in which the form is filed
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determines what form (e.g., PTO/SB/25, PTO/SB/26, PTO/AIA/25, or PTO/AIA/26) should be used. A

web-based eTerminal Disclaimer may be filled out completely online using web-screens. An eTerminal

Disclaimer that meets all requirements is auto-processed and approved immediately upon submission.

For more information about eTerminal Disclaimers, refer to

www.uspto.gov/patents/process/file/efs/guidance/eTD-info-l.jsp.

Claim 1-20 rejected on the ground of nonstatutory double patenting as being unpatentable over

all claims of U.S. Patent No. 966306. Although the claims at issue are not identical, they are not

patentably distinct from each other because they are broadening the originally disclosed mater of the

patent through deletion of limitations in a similar configuration.

Claim Rejections - 35 USC § 103

In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102

and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory

basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and

the rationale supporting the rejection, would be the same under either status.

The following is a quotation of pre-AlA 35 U.S.C. 103(a) which forms the basis for all obviousness

rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set

forth in section 102, if the differences between the subject matter sought to be patented and the

prior art are such that the subject matter as a whole would have been obvious at the time the
invention was made to a person having ordinary skill in the art to which said subject matter pertains.
Patentability shall not be negatived by the manner in which the invention was made.

The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148 USPQ 459 (1966),

that are applied for establishing a background for determining obviousness under pre-AlA 35 U.S.C.

103(a) are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.
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3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating obviousness or

nonobviousness.

Claim 1-9, 11, 12, and 14-20 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being

unpatentable over Ehrman US 2014/0156111 Al.

As to claim 1, Ehrman discloses a vehicle configured to communicate with a server of a cloud

system to enable access to use the vehicle via one or more electronic keys [Ehrman: 0049, 0054],

comprising,

electronics of the vehicle [Ehrman: Fig. 3b #220];

a subsystem of the vehicle for enabling unlocking of the vehicle, the subsystem being interfaced

with the electronics [Ehrman: 0054 “the VAC can unlock the doors 420 of the rental vehicle”);

a subsystem of the vehicle for enabling starting of the vehicle for use of the vehicle [Ehrman:

0054 “the VAC can also arm the ignition 420 enabling the user to start the car with a starter button,”];

and communications circuitry of the vehicle interfaced with electronics of the vehicle, the

communications circuitry being programmable to communicate with the server of the cloud system and

communicate with a mobile device [Ehrman: 0049];

wherein the communications circuitry of the vehicle is configured to receive a request from the

mobile device for unlocking of the vehicle [Ehrman: 0052-0053], the request from the mobile device

including a unique access code obtained by the mobile device from the server to enable sending the

request to the vehicle [Ehrman: 0052-0053], wherein the unique access code is associated with

privileges for use of the vehicle, the privileges are defined for the unique access code, the vehicle is

configured to receive information from the server to authenticate the request by the mobile device

(Ehrman: 0055 were privileges are the terms of the rental agreement], and if the request is authentic,

and the mobile device is provided with data to enable an electronic key to use the vehicle and the

EA_KIA-000244

IPR2024-00981 
Emerging Auto EX2019



Application/Control Number: 15/607,418 Page 5
Art Unit: 3667

electronics of the vehicle instructs the subsystem of the vehicle to enable unlocking of the vehicle

(Ehrman: 0054] and enable starting of the vehicle for use of the vehicle via the electronic key consistent

with the privileges of the unique access code [Ehrman: 0054]. It would have been obvious to one of

ordinary skill in the art at the time of filing to combine the embodiments of Ehrman as claimed because

the claim elements are present and disclosed within the same document and they are in the scope of

the invention as suggested to combine [0079.]

As to claim 2, Ehrman discloses wherein the communications circuity of the vehicle is configured

to receive one or more additional requests from other mobile devices to use the vehicle [Ehrman:

discloses a rental vehicle system this portion is inherent to that disclosure.], each request is associated

with a unique access code generated by the server [Ehrman: when the access code is considered to be

the access code and the routing via the paired device 0052-0055], such that each unique access code is

associated with a user account having respective privileges assigned by an administrator of the vehicle

that enables assigning of electronic keys to use the vehicle [Ehrman: 0055 the pairing message through

the mobile device has the privileges of the rental agreement.]. See claim 1 for

teaching/suggestion/motivation to combine.

As to claim 3, Ehrman discloses wherein said vehicle is a shared vehicle [Ehrman: rental vehicle

0052]. See claim 1 for teaching/suggestion/motivation to combine.

As to claim 4, Ehrman discloses wherein said vehicle is identified as available for sharing and said

vehicle is capable of being located based on a geographic location of the vehicle [Ehrman: 0033]. See

claim 1 for teaching/suggestion/motivation to combine.

As to claim 5, Ehrman discloses wherein an application accessed by said mobile device is

configured to enable finding a geo-location of said vehicle and enables requesting use of said vehicle

(Ehrman: 0033]. See claim 1 for teaching/suggestion/motivation to combine.
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As to claim 6, Ehrman discloses wherein an application accessed by said mobile device is

configured to enable sending instructions to said server to share the vehicle with a user to enable use of

the electronic key on said vehicle [Ehrman: 0052], wherein the electronic key has functions enabled via

graphical user interfaces of the application of the mobile device [Ehrman: 0002, 0053 must input the

pairing code]. See claim 1 for teaching/suggestion/motivation to combine.

As to claim 7, Ehrman discloses wherein said privileges define a period of time for use of said

vehicle [Ehrman: 0052, 0055 where the privileges are defined in the rental agreement, it is standard

practice for the rental agreement to have an end.]. See claim 1 for teaching/suggestion/motivation to

combine.

As to claim 8, Ehrman discloses wherein said vehicle is identified as available via an application

based on a geographic location of said vehicle, wherein said vehicle is one or more of a plurality of

vehicles identified as available for shared use and available for receiving requests for use; wherein each

one of said plurality of vehicles is identified for shared use for a respective period of time, each of said

plurality of vehicles has respective unique access codes and respective privileges [Ehrman: 0052-0055].

See claim 1 for teaching/suggestion/motivation to combine.

As to claim 9, Ehrman wherein said unique access code identifies a user, said user being one of a

friend of an administrator of the vehicle, or a family member of the administrator of the vehicle, ora

public user having a sharing account, or a member of a car sharing service [Ehrman: 0052, 0055]. See

claim 1 for teaching/suggestion/motivation to combine.

As to claim 11, Ehrman discloses wherein said privileges associated with the unique access code

defines constraints for use of the vehicle, and said constraints include one or more of geographic

restrictions [Ehrman: 0077], age restrictions, time of day restrictions, speed restrictions [Ehrman: 0077],

or combinations thereof. See claim 1 for teaching/suggestion/motivation to combine.
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As to claim 12, Ehrman wherein an application of the mobile device provides graphical user

interfaces for use of the electronic key [Ehrman: 0002], and the application includes a reservation

function for said vehicle [Ehrman: 0033]. See claim 1 for teaching/suggestion/motivation to combine.

As to claim 14, Ehrman discloses wherein the electronics include decryption logic for decrypting

data associated with the unique access code [Ehrman: 0036]. See claim 1 for

teaching/suggestion/motivation to combine.

As to claim 15, discloses wherein the vehicle sends data regarding use of the vehicle to the

server [Ehrman: location data 0012], and the vehicle receives instructions from the server regarding a

violation of the privileges associated with the electronic key [Ehrman: 0077, 0049 “and can include

many or all of the elements described above relative to the VAC 210.”], the vehicle is configured to

receive at least one notification for displaying or outputting an indication regarding the violation

[Ehrman: 0077 “Disabling the vehicle can also be used when, for example, the user leaves an

authorized area (e.g., crosses a state line)”]. See claim 1 for teaching/suggestion/motivation to

combine.

As to claim 16, Ehrman inherently discloses wherein the electronic key is associated with a

template [Ehrman: 0052, 0055 access to the vehicle is granted after a form rental

agreement/template], said template defining the privileges for use of the vehicle [Ehrman: 0052, 0055

form rental agreement/template where filled in rental agreement is privileges for use.]. See claim 1

for teaching/suggestion/motivation to combine.

As to claim 17, Ehrman disclose wherein the template is one of a child template, or a teen

template, or a spouse template, or a mechanic template, or a valet attendant template, or a friend

template, or a custom template, or a shared user template, and the template selected is for a type of

the user to receive use of the electronic key [Ehrman: 0052, 0055 e.g., a form rental agreement]. See

claim 1 for teaching/suggestion/motivation to combine.
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As to claim 18, Ehrman discloses wherein the mobile device is one of a smartphone [Ehrman:

0002], or a smartwatch, or smart glasses, or a computer, or a digital assistant. See claim 1 for

teaching/suggestion/motivation to combine.

As to claim 19, Ehrman wherein the access code for use of the vehicle is generated in response

to a request to generate the electronic key for the mobile device [Ehrman: 0052], the mobile device

being identified using information that includes one or more of an email address, a phone number, a

text number, a message address, a notification, a link [Ehrman: 0052-0055 e.g., a Bluetooth pairing

linkage], a web address, a social network address, or a combination of two or more thereof. See claim 1

for teaching/suggestion/motivation to combine.

As to claim 20, Ehrman discloses wherein the privilege defines one of a geographic restriction

for where the vehicle is allowed to be used [Ehrman: 0077], or a speed restriction [Ehrman: 0077], or an

occupancy restriction, or a time frame of use restriction, or a time of day use restriction, or a time

expiration of use restriction, or a combination of two or more thereof. See claim 1 for

teaching/suggestion/motivation to combine.

Claim 10 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over Ehrman in

view of Abhyanker US 2016/0027307 A1.

As to claim 10, Ehrman discloses the electronic key being the middle communication device

between the server and vehicle and does not explicitly disclose using history for user preferences.

Abhyanker suggests the electronics receiving interface input data during use of the vehicle by a user via

the electronic key, the interface input data being examined to determine learned patterns, the learned

patterns used to identify recommendations for settings of the vehicle during the use or future uses of

the vehicle or other vehicles [Abhyanker: 0326 Fig. 44 #4412]. It would have been obvious to one of

ordinary skill in the art at the time of invention to modify the data sent through the electronic key of

Ehrman to include preference history data as suggested in Abhyanker as it merely involves using a
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known device in a known way with predictable results for the benefit of a more personalized user

experience.

Claim 13 is/are rejected under pre-AlA 35 U.S.C. 103(a) as being unpatentable over Ehrman in

view of Abhyanker in view of Nordbruch US 2017/0320466 A1.

As to claim 13, Ehrman discloses the key being an intermediary for the server communication

yet does not disclose history information. Abhyanker suggests wherein the vehicle sends data to the

server during the use of the electronic key on the vehicle, the data including at least use metrics of the

vehicle, the use metrics being stored by the server as history of use for the electronic key [Abhyanker:

0326 Fig. 44 #4412] It would have been obvious to one of ordinary skill in the art at the time of

invention to modify the data sent through the electronic key of Ehrman to include preference history

data as suggested in Abhyanker as it merely involves using a known device in a known way with

predictable results for the benefit of a more personalized user experience.

Ehrman in view of Abhyanker discloses disabling a vehicle yet does not disclose the server

controlling the disabling. Nordbruch discloses wherein vehicle, after receiving from the server a request

to cancel the electronic key [Nordbruch: 0040, 0055], the vehicle receives deactivation instructions to

one or both of the mobile device and the vehicle [Nordbruch: 0040, 0055]. It would have been obvious

to one of ordinary skill at the time of invention to modify the shutoff of Enrman in view of Abhyanker to

at least partly be controlled by the server as disclosed in Nordbruch as it merely involves using a knonw

device in a known way with predictable results for the benefit of loss prevention.

Conclusion

The prior art made of record and not relied upon is considered pertinent to applicant's

disclosure. (see references in PTO-892)
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inquiry

Any inquiry concerning this communication or earlier communications from the examiner

should be directed to FREDERICK M BRUSHABER whose telephone number is (313)446-4839. The

examiner can normally be reached on Monday-Friday 8am-Spm.

Examiner interviews are available via telephone, in-person, and video conferencing using a

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,

Faris Almatrahi can be reached on (313) 446-4821. The fax phone number for the organization where

this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application

Information Retrieval (PAIR) system. Status information for published applications may be obtained

from either Private PAIR or Public PAIR. Status information for unpublished applications is available

through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/FREDERICK M BRUSHABER/
Primary Examiner, Art Unit 3667
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9/19/2002| Larkin Lowrey et al. 3
7/24/2003|US20030137277 lichiro Mori et al. 4
8/14/2003|US20030153278 William Johnson 5
11/6/2003|US20030205619 Steven Terranova et al. 6

12/25/2003| US20030234325 Mark Marino et al. 7
3/11/2004| uS20040046506 Koji Mawai et al. 8
4/1/2004|US20040064235 Colin Cole 9

5/13/2004|US20040092253 Craig Simonds et al. 10
5/13/2004|US20040093155 Craig Simonds et al. 11

12/30/2004| US20040265671 Jan Chipchase et al. 12
1/27/2005| US20050021190 Barry Worrell et al. 13
2/24/2005|US20050044245 Masaki Hoshina 14

10/20/2005| uS20050231119 Yoshinobu Ito et al. 15
6/15/2006|US20060125620 Timothy Smith et al. 16
8/17/2006|US20060182241 Charles Schelberg 17

12/14/2006| US20060282381 Brian Ritchie 18
12/21/2006|US20060287783 Richard Walker 19
3/29/2007|US20070068714 Donald Bender 20

6/7/2007| US20070126395 Michael Suchar 21
12/6/2007|US20070282495 Willett Kempton 22
2/14/2008|US20080039979 Seth Bridges et al. 23
2/14/2008|US20080039989 Seth Pollack et al. 24
2/14/2008|US20080040129 Mark Cauwels et al. 25
2/14/2008|US20080040223 Seth Bridges et al. 26
2/14/2008|US20080040295 David Kaplan et al. 27
2/28/2008|US20080052145 David Kaplan et al. 28
4/10/2008| US20080086411 Robert A. Olsen et al. 29
4/24/2008| US20080097904 Mark T. Volchek 30
6/26/2008|US20080155008 Peter N. Stiles et al. 31
7/31/2008| Koji Matsushita et al. 32
8/28/2008|US20080203973 Allan R. Gale et al. 33
9/18/2008|US20080228613 Daniel Alexander 34

11/13/2008|US20080281663 David Hakim 35
11/27/2008| US20080294283 Ronald Ligrano 36
12/18/2008| US20080312782 Gene Berdichevsky 37
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1/8/2009|US20090011639 Claudio R. Ballard et al. 38
1/22/2009|US20090021213 Oriz Wickline Johnson 39
1/22/2009|US20090021385 Kurt Kelty et al. 40
1/29/2009|US20090030712 Bradley D. Bogolea 41
2/12/2009|US20090043519 Seth W. Bridges et al. 42

3/5/2009|US20090058355 Keith M. Meyer 43
3/12/2009|US20090066287 Seth B. Pollack et al. 44
3/19/2009|US20090076913 William Douglas Morgan 45
3/26/2009|US20090082957 Shai Agassi et al. 46
4/9/2009|US20090091291 George R. Woody et al. 47
4/9/2009|US20090092864 Gerard F. McLean 48
6/4/2009| US20090144001 Thomas J. Leonard et al. 49
6/4/2009| US20090144001 Thomas J. Leonard et al. 50

6/18/2009| US20090157289 Joshua V. Graessley 51
6/25/2009|US20090164473 Lee Bauer 52

7/9/2009|US20090174365 Richard Lowenthal et al. 53
7/9/2009|US20090177580 Richard Lowenthal et al. 54

8/20/2009| US20090210357 Nikola J. Pudar et al. 55
11/19/2009| US20090287578 Michael Adam Paluszek 56
12/17/2009| US20090312903 James Lee Hafner et al. 57
12/17/2009| US20090313032 James Lee Hafner et al. 58
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12/17/2009| James Lee Hafner et al. 63

11/4/2010| US20100280956 Richard J. Chutorash et al. 64
1/21/2010|US20100013434 Taylor-Haw et al. 65
1/21/2010| US20100017045 Clay G. Nesler et al 66
1/21/2010|US20100017249 Carson C. K. Fincham et al. 67
2/25/2010|US20100049396 Erica Haefner Ferro et al. 68
2/25/2010|US20100049533 Erica Haefner Ferro et al. 69
2/25/2010| US20100049610 Ronald Ambrosio et al. 70
2/25/2010|US20100049639 Erica Haefner Ferro et al. 71
2/25/2010|US20100049737 Ronald Ambrosio et al. 72

3/4/2010|US20100057306 Eiichi Ishii et al. 73
5/6/2010|US20100112843 Yoav Heichai et al. 74

6/10/2010|US20100141206 Shai Agassi et al. 75
6/24/2010|US20100161481 Nathan Browman Littrell 76
6/24/2010|US20100161482 Nathan Browman Littrell 77

7/1/2010|US20100169008 Toshiaki Niwa et al. 78
8/5/2010|US20100198508 Ky Tang 79
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8/5/2010|US20100198513 Shuging Zeng 80
8/19/2010|US2010021 1340 Richard Lowenthal et al. 81
8/19/2010|US20100211643 Richard Lowenthal et al. 82

9/2/2010|US20100222939 Setu Madhavi Namburu 83
10/21/2010| US20100268426 Rabindra Pathak 84

12/2/2010|US20100304349 Dina Kunin 85
2/10/2011|US20110032110 Shinya Taguchi 86
3/31/2011|US20110074350 Mark J. Kocher 87
3/31/2011 |US20110074351 James S. Bianco et al. 88
3/31/2011|US20110077809 Kevin Walter Leary 89

5/5/2011|US20110106329 Richard B. Donnelly et al. 90
5/12/2011|US20110112969 Sam Zaid et al. 91

6/2/2011|US20110130885 Donald J. Bowen et al. 92
8/4/2011|US20110187521 Cornelia Beruscha et al. 93
8/4/2011| US20110191265 Richard Lowenthal et al. 94

8/11/2011|US20110193522 Kenichiro UESUGI 95
8/18/2011 |US20110202218 Yoshio Yano 96
10/6/2011 |US20110246252 Kenichiro UESUGI 97

11/17/2011| Yasuo Asai 98
12/22/2011| US20110309929 Timothy Myers 99
9/13/2012|US2012/0233077 Edward D. Tate et al. 100
1/19/2012| US20120013300 Ronald Prosser et al. 101
1/26/2012| US20120019204 Shigeru Matsuo 102
2/2/2012|S20120025765 Paul DeWitt Frey et al. 103
2/2/2012|US20120028680 David S. Breed 104

2/16/2012|US20120041624 Sarah G. Stewart et al. 105
3/1/2012|US20120053754 Karen Pease 106

3/29/2012|US20120074903 Yutaka nakashima 107
5/3/2012|US20120105197 Erick Kobres 108

9/17/2012|US20120123670 Robert Uyeki 109
5/31/2012 Charles Michael McQuade et

US20120136743 al. 110
5/31/2012 Charles Michael McQuade et

US20120136802 al. 111
6/21/2012|US20120158244 Timothy J. Talty et al. 112
7/12/2012|US20120179323 Elizabeth Profitt-Brown et al. 113
8/30/2012| US20120218128 Craig A. Tieman et al. 114
9/13/2012|US20120229056 Thomas Bergfiord 115
9/13/2012|US20120229085 David M. K. Lau 116
9/13/2012|US20120232965 Juan F. Rodriquez et al. 117
9/13/2012|US20120233077 Edward D. Tate et al. 118

10/18/2012| Hanspeter Widmer et al. 119
10/25/2012|US20120268068 Chang-Gi Jung et al. 120
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10/25/2012| US20120268076 Carl Lee Danner 121
10/25/2012| Us20120268242 Craig A. Tieman et al. 122

11/8/2012| US20120280654 Bum Youl KIM 123
11/22/2012| US20120296512 Jay Lee etal. 124
11/29/2012| US20120303397 Ronald D. Prosser 125

12/6/2012|US20120306445 Jun Seok Park et al. 126
12/6/2012|US20120310713 Marc E. Mercuri et al 127

12/13/2012|US20120316671 Julius G. Hammersiag et al. 128
1/3/2013|US20130002876 Todd W. Pastrick et al. 129

1/24/2013|US20130020139 Minwook Kim et al. 130
1/24/2013|US20130021162 John DeBoer et al. 131
2/14/2013| US20130037339 Jeffrey M. Hickox 132
4/25/2013|US20130099892 Brian J. Trucker et al. 133
4/25/2013|US20130103236 Behrang Mehrgan 134

5/2/2013| US20130110296 Lin-Zhuang Khoo et al. 135
5/2/2013|US20130110632 Charles Burton Theurer et al. 136
5/2/2013| Cecil Rivers et al. 137

5/23/2013|US20130127247 Won Jin Oh et al. 138
5/30/2013|US20130135093 Teruaki Araki 139

6/6/2013|US20130144520 Christopher P. Ricci 140
6/6/2013|US20130145065 Christopher P. Ricci 141

7/11/2013| US20130179057 Sheldon Fisher et al. 142
8/8/2013|US20130204466 Christopher P. Ricci 143

9/19/2013|US20130241720 Christopher P. Ricci et al. 144
9/26/2013|US20130253746 Yoon Jeong CHO! et al. 145

10/24/2013|UWS20130280018 Leopold Meirer et al. 146
11/14/2013|US20130300554 Jude Braden 147
11/28/2013|US20130317693 Jame E. Jefferies et al. 148
11/28/2013|US20130317694 Patrtick S. Merg et al. 149
12/12/2013|US20130328387 Sagar Venkateswaran 150
12/19/2013| Adrian Corbett et al. 151
12/26/2013|US20130342363 Timothy S. Paek et al. 152

1/2/2014|US20140002015 Manish Tripathi et al. 153
1/16/2014| US20140019280 Sandra W. Medeiros et al. 154
1/23/2014|US20140021908 Jeremy Ryan McCool 155
2/13/2014| US20140042968 Yoshihiko hiroe 156
2/13/2014|US20140047107 Franscisco Maturana et al. 157

3/6/2014| US20140066049 HanGyu CHO et al. 158
3/27/2014|US20140089016 Sylvia Smullin et al. 159
4/17/2014|US20140106726 John Edward Crosbie 160

5/1/2014|US20140118107 Nedal Akram Almomani 161
5/1/2014|US20140120829 PhaniKumar K. Bhamidipati 162
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et al.
5/8/2014|US20140125355 Zeph Grant 163

5/22/2014| US20140142783 Donald K. Grimm et al. 164
6/12/2014 Christopher Joseph

US20140163771 Demeniuk 165
6/12/2014 Christopher Joseph

US20140163774 Demeniuk 166
6/12/2014 Christopher Joseph

US20140164559 Demeniuk 167
6/19/2014|US20140172192 Kenji Kato 168
6/19/2014|US20140172265 Junichiro Funabashi 169
6/19/2014|US20140172727 Raj V. Abhyanker et al. 170
6/26/2014|US20140179353 Sascha Simon 171
7/17/2014| Thomas K. Mauti et al. 172
7/24/2014|US20140203077 Rajit Gadh et al. 173
7/24/2014| US20140207333 Karl Douglas Vandivier et al. 174
7/31/2014 Kumaralingam Ramamoorthy

US20140214261 etal. 175
7/31/2014| US20140214321 Shinya Kawamata et al. 176

8/7/2014 Stephen David FLEMING et
US20140218189 al. 177

8/21/2014|US20140232331 Milenko STAMENIC et al. 178
8/21/2014|US20140236414 Pierre-Yves Droz et al. 179
8/21/2014|US20140236463 Wende Zhang et al. 180
9/11/2014|US20140253018 Hun Kong et al. 181
9/18/2014|US20140277936 Terek A. El Dokor et al. 182
9/18/2014|US20140278089 Gusikhin et al. 183
10/9/2014| US20140300739 Tibet MIMAR 184
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:
Listing of Claims:

1. (Original) A vehicle configured to communicate with a server of a cloud

system to enable access to use the vehicle via one or more electronic keys,

comprising,

electronics of the vehicle;

a subsystem of the vehicle for enabling unlocking of the vehicle, the

subsystem being interfaced with the electronics;

a subsystem of the vehicle for enabling starting of the vehicle for use of the

vehicle; and

communications circuitry of the vehicle interfaced with electronics of the .

vehicle, the communications circuitry being programmable to communicate with the

server of the cloud system and communicate with a mobile device;

wherein the communications circuitry of the vehicle is configured to receive a

request from the mobile device for unlocking of the vehicle, the request from the

mobile device including a unique access code obtained by the mobile device from

the server to enable sending the request to the vehicle, wherein the unique access

code is associated with privileges for use of the vehicle, the privileges are defined for

the unique access code, the vehicle is configured to receive information from the

server to authenticate the request by the mobile device, and if the request is

authentic, and the mobile device is provided with data to enable an electronic key to

use the vehicle and the electronics of the vehicle instructs the subsystem of the
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vehicle to enable unlocking of the vehicle and enable starting of the vehicle for use

of the vehicle via the electronic key consistent with the privileges of the unique
access code.

2. (Original) The vehicle of claim 1, wherein the communications circuity

of the vehicle is configured to receive one or more additional requests from other

mobile devices to use the vehicle, each request is associated with a unique access

code generated by the server, such that each unique access code is associated with

a user account having respective privileges assigned by an administrator of the

vehicle that enables assigning of electronic keys to use the vehicle.

3. (Original) The vehicle of claim 2, wherein said vehicle is a shared

vehicle.

4. (Original) The vehicle of claim 1, wherein said vehicle is identified as

available for sharing and said vehicle is capable of being located based on a

geographic location of the vehicle.

5. (Original) The vehicle of claim 1, wherein an application accessed by

said mobile device is configured to enable finding a geo-location of said vehicle and

enables requesting use of said vehicle.
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6. (Original) The vehicle of claim 1, wherein an application accessed by

said mobile device is configured to enable sending instructions to said server to

share the vehicle with a user to enable use of the electronic key on said vehicle,

wherein the electronic key has functions enabled via graphical user interfaces of the

application of the mobile device.

7. (Original) The vehicle of claim 1, wherein said privileges define a

period of time for use of said vehicle.

8. (Original) The vehicle of claim 1,

wherein said vehicle is identified as available via an application based on a

geographic location of said vehicle, wherein said vehicle is one or more of a plurality

of vehicles identified as available for shared use and available for receiving requests

for use;

wherein each one of said plurality of vehicles is identified for shared use for a

respective period of time, each of said plurality of vehicles has respective unique

access codes and respective privileges.
\

9. (Original) The vehicle of claim 1, wherein said unique access code

identifies a user, said user being one of a friend of an administrator of the vehicle, or

a family member of the administrator of the vehicle, or a public user having a sharing

account, or a member of a car sharing service.
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10. (Original) The vehicle of claim 1, further comprising,

the electronics receiving interface input data during use of the vehicle by a

user via the electronic key, the interface input data being examined to determine

learned patterns, the learned patterns used to identify recommendations for settings
of the vehicle during the use or future uses of the vehicle or other vehicles.

11. (Original) The vehicle of claim 1, wherein said privileges associated

with the unique access code defines constraints for use of the vehicle, and said

constraints include one or more of geographic restrictions, age restrictions, time of

day restrictions, speed restrictions, or combinations thereof.

12. (Original) The vehicle of claim 1, wherein an application of the mobile

device provides graphical user interfaces for use of the electronic key, and the

application includes a reservation function for said vehicle.

13. (Original) The vehicle of claim 1,

wherein the vehicle sends data to the server during the use of the electronic

key on the vehicle, the data including at least use metrics of the vehicle, the use

metrics being stored by the server as history of use for the electronic key;
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wherein vehicle, after receiving from the server a request to cancel the

electronic key, the vehicle receives deactivation instructions to one or both of the

mobile device and the vehicle.

14. (Original) The vehicle of claim 1, wherein the electronics include

decryption logic for decrypting data associated with the unique access code.

15. (Original) The vehicle of claim 1, wherein the vehicle sends data

regarding use of the vehicle to the server, and the vehicle receives instructions from

the server regarding a violation of the privileges associated with the electronic key,

the vehicle is configured to receive at least one notification for displaying or

outputting an indication regarding the violation.

16. (Original) The vehicle of claim 1, wherein the electronic key is

associated with a template, said template defining the privileges for use of the

vehicle.

17. (Original) The vehicle of claim 16, wherein the template is one of a

child template, or a teen template, or a spouse template, or a mechanic template, or

avalet attendant template, or a friend template, or a custom template, or a shared

user template, and the template selected is for a type of the user to receive use of

the electronic key.
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18. (Original) The vehicle of claim 1, wherein the mobile device is one of a

smartphone, or a smartwatch, or smart glasses, or a computer, or a digital assistant.

19. (Original) The vehicle of claim 1, wherein the access code for use of

the vehicle is generated in response to a request to generate the electronic key for

the mobile device, the mobile device being identified using information that includes

one or more of an email address, a phone number, a text number, a message

address, a notification, a link, a web address, a social network address, ora

combination of two or more thereof.

20. (Original) The vehicle of claim 1, wherein the privilege defines one of a

geographic restriction for where the vehicle is allowed to be used, or a speed

restriction, or an occupancy restriction, or a time frame of use restriction, or a time of

day use restriction, or a time expiration of use restriction, or a combination oftwo or

more thereof.
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REMARKS

This paper is in response to the Office Action dated March 4, 2019. The due

date for response extends to June 4, 2019. Reconsideration of the pending claims

is respectfully requested in light of the following remarks.

Amendments were also made to the claims for antecedent basis. No new

matter was added.

Obviousness-Type Double Patenting

Claims 1-20 were rejected on the ground of obviousness-type nonstatutory

double patenting over claims of US 9,663,067. The Applicant is filing a Terminal

Disclaimer with this response, to obviate this rejection.

Rejections under 35 USC 103(a)

Claims 1-9, 11, 12, and 14-20 were rejected under 35 USC 103(a) over

Ehrman (US 2014/0156111 A1). This rejection is respectfully traversed in light of

the following clarifying remarks.

The Examiner cites to paragraphs [0052-0053, and 0055] as teaching the that

communications circuitry of the vehicle is configured to receive a request from the

mobile device for unlocking of the vehicle, and the request from the mobile device

including a unique access code obtained by the mobile device from the server to

enable sending the request to the vehicle. What paragraph [0052] teaches is

providing a user wishing to rent a car a unique vehicle identifier (VID) and a

password.
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Here the VID is unique to the car, not something that is unique to access. As

claimed, the privileges are defined for the unique access code. As Ehrman teaches

in paragraph [0052], the user may need to locate the vehicle by trying to find and

locate the correct VID, i.e., to find the correct car to use for rental. Further, since the

VID is for the car, Ehrman teaches that the VID can be entered in manually. Once

the user enters in the VID or finds the VID (i.e., car), the user can enter a password.

Ehrman teaches that the password, which is like a Bluetooth pairing code.

Additionally, Ehrman does not teach that privileges are defined for the unique

access code. The Office points to paragraph [0054] as teaching this feature, but

nothing is disclosed on how privileges are defined for the unique access code.

Paragraph [0055] also does not teach or suggest these claim features. Citation to a

rental agreement is made by the Office, but nothing is discussed on how the

agreement is related to the claimed unique access code. In fact, only reference to

agreements is found in paragraphs [0009, and 0057]. However, its reference is not

related to the assigned unique access code.

Additionally, since Ehrman does not teach the claimed unique access code, it

also does not teach having the vehicle receive information from the server to

authenticate the request by the mobile device. Once this is done, then the electronic

key is enabled. This is in contrast to Ehrman, who relies on the VID, that is for the

car (no matter who accesses it), and a password. For at least these reasons, the

Applicant submits that Ehrman does not teach nor suggest the claimed embodiment.

The Examiner is therefore respectfully requested to withdraw this Section 103

rejection.

A notice of allowance is respectfully requested.

If the Examiner has any questions concerning the present amendment, the

Examiner is kindly requested to contact the undersigned at (408) 749-6903. If any
Attorney Docket No. VOLTP018.5.C5.3 9
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Appl. No. 15/607,418 PATENT
Response to Office Action Dated March 4, 2019

other fees are due in connection with filing this amendment, the Commissioner is

also authorized to charge Deposit Account No. 50-0805 (Order No

VOLTP018.5.C5.3).

Respectfully submitted,
PENILLA IP, APC

/Albert Penilla/

Albert S. Penilla, Esq.
Reg. No. 39,487

710 Lakeway Drive, Suite 200
Sunnyvale, CA 94085
Telephone: (408) 749-6903
Facsimile: (408) 749-6901
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PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the application of:
Group Art Unit: 2859

Angel A. Penilla
Examiner:

Application No: 15/607,418 Atty. Docket No: VOLTP018.5.C5.3

Filed: May 26, 2017 Date: June 4, 2019

For. VEHICLES AND CLOUD SYSTEMS| Conf. No. 3362
FOR ASSIGNING TEMPORARY E-KEYS
TO ACCESS USE OF A VEHICLE

CERTIFICATE OF MAILING
I hereby certify that this correspondence is being
deposited with the United States Postal Service as First
Class Mail in an envelope addressed to: Commissioner
for Patents, Alexandria, VA 22313-1450 on June 4,
2019.

/Albert Penilla/
Albert Penilla

Albert S. Penilla

TERMINAL DISCLAIMER UNDER 37 C.F.R. § 1.321
Commissioner for Patents
Alexandria, VA 22313-1450
Sir:

The owner(s), Emerging Automotive, LLC, of the entire interest in the above-identified

application hereby disclaims, except as provided below, the terminal part of the statutory term of any
patent granted on the above-identified application, which would extend beyond the expiration date of

the full statutory term defined in 35 U.S.C. 154 and 173 of prior United States Patents 9,663,067
(hereafter “prior patent”), as presently shortened by any terminal disclaimer. The owner(s) hereby
agrees that any patent so granted on the above-identified application shall be enforceable only for
and during such period that it and the prior patent are commonly owned. This agreement runs with

any patent granted on the above-identified application and is binding upon the grantee, its successors

or assigns.
In making the above disclaimer, the owner does not disclaim the terminal part of any patent

granted on the above-identified application that would extend to the expiration date of the full

statutory term as defined in 35 U.S.C. 154 and 173 of the prior patent, as presently shortened by any
terminal disclaimer, in the event that it later: expires for failure to pay a maintenance fee, is held

unenforceable, is found invalid by a court of competent jurisdiction, is statutorily disclaimed in
whole or terminally disclaimed under 37 CFR 1.321, has all claims canceled by a reexamination

certificate, is reissued or is in any matter terminated prior to the expiration of its full statutory term as

presently shortened by any terminal disclaimer.
The undersigned is an agent or attorney of record.
The Commissioner is authorized to charge the fee or credit any overpayment to Deposit

Account No. 50-0805 (Order No. VOLTPO18.5.C5.3).

Respectfully submitted,
PENILLA IP, APC
/Albert Penilla/
Albert S. Penilla
Reg. No.: 39,487

710 Lakeway Drive, Suite 200
Sunnyvale, CA 94085
Tel. (408) 774-6903 fax: (408) 749-6901, Customer No.: 25920
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PTO/SB/06 (09-11)
Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

PATENT APPLICATION FEE DETERMINATION RECORD
Substitute for Form PTO-875

or

15/607,418 17 (To be Mailed

entity: (LARGE smact © micro

APPLICATION AS FILED - PARTI

BASIC FEE N/A

SEARCH FEE N/A

EXAMINATION FEE N/A

CFRI. minus 20 =

*

(37 CFR 1.16(h)) minus 3 =

If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155DAreUcArton SIZE FEE (37 for small entity) for each additional 50 sheets or
fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.1

MULTIPLE DEPENDENT CLAIM PRESENT(37 CFR 1.1

If the difference in column 1 is less than zero, enter "0" in column 2.

APPLICATION AS AMENDED - PART Il

1

REMAINING NUMBER06/11/2019 arrer PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)

AMENDMENT PAID

otal *20 Minus| ** 20 =0 x $50 =

“4 Minus| *** 3 =0 x $230 =

Size Fee (37 CFR 1.1

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.1

TOTAL ADD'L FEE

REMAINING NUMBER

AFTER PREVIOUSLY
AMENDMENT PAID

Minus ** x $0 =

PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)

Minus | *** x $0 =

Size Fee (37 CFR 1.1

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.1

A
M

E
N

D
M

E
N

T

TOTAL ADD'L FEE

LIE

/RENEE M COLLINS/
If the “Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADORESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

ityou needassistance in completing the form, call 1-800-PTO-9199andselect option 2.
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Application Number

* 15/607,418 *

Application/Control No. Applicant(s)/Patent under
Reexamination

Penilla et al.

Examiner

BRUSHABER, FREDERICK M_ | 3667

Art Unit

Document Code - DISQ Internal Document - DO NOT MAIL

TERMINAL
DISCLAIMER

0 APPROVED DISAPPROVED

Date Filed: June 2019
This patent is subject

to a Terminal
Disclaimer

Approved/Disapproved by:
IPAMELA A YOUNG/

Technology Center: PLRC

Telephone:

See Continuation Sheet

U.S. Patent and Trademark Office
TSS-IFW Terminal Disclaimer Part of Paper No. 20190620
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Continuation Sheet (TSS-IFW-Terminal Disclaimer) Application No.

Continuation of Approved/Disapproved Comments: The terminal disclaimer identifies a party who is not the
applicant (only for applications filed on or after September 16, 2012; See FP 14.26.10):

For cases filed on/after 9/16/12, 37 CFR 1.321 specifies that only the applicant can disclaim, and the
terminal disclaimer must specify the extent of the applicant’s ownership.

Below is what needs to be done to correct the defects:

Arequest under 37 CFR 1.46(c) to change the applicant needs to be filed, which is (1) a request, signed
by a 1.33(b) party, (2) a corrected ADS (37 CFR 1.76(c)) that identifies the “new” applicant in the applicant
information, and is underlined since it is new, and (3) a 3.73(c) statement showing chain of title to the new

applicant. Along with the § 1.46(c) request we need a POA that gives power to the attorney who is signing
the TD, along with another copy of the TD, unless they file a TD that is signed by the applicant.
Resubmit TD , Fee due of $160.00
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

25920 7590 06/24/2019 | EXAMINER
MARTINE PENILLA GROUP, LLP BRUSHABER, FREDERICK M

710 LAKEWAY DRIVE
SUITE 200 ART UNIT PAPER NUMBER

SUNNYVALE, CA 94085 3667

DATE MAILED: 06/24/2019

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.

15/607,418 05/26/2017 Angel A. Penilla VOLTPO18.5.C5.3 3362

TITLE OF INVENTION: VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO ACCESS USE OF A VEHICLE

| APPLN. TYPE ENTITY STATUS ISSUE FEEDUE ] PUBLICATION FEE DUE PREV. PAIDISSUEFEE | TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 09/24/2019

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.
If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".
For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a

request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail

Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
£3Page o
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PART B - FEE(S) TRANSMITTAL

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: =Mail Stop ISSUE FEE By fax, send to:
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate “FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

25920 7590 06/24/2019 Certificate of Mailing or Transmission

MARTINE PENILLA GROUP, LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope

710 LAKEWAY DRIVE addressed to the Mail Stop ISSUE FEE address above, or being transmitted to

SUITE 200 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.

SUNNYVALE, CA 94085 (Typed or printed name

(Signature
(Date

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.

15/607,418 05/26/2017 Angel A. Penilla VOLTPO18.5.C5.3 3362

TITLE OF INVENTION: VEHICLES AND CLOUD SYSTEMS FOR ASSIGNING TEMPORARY E-KEYS TO ACCESS USE OF A VEHICLE

| APPLN. TYPE ENTITY STATUS ISSUE FEE DUE | PUBLICATION FEE DUE PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 09/24/2019

| EXAMINER ART UNIT cLass-suscLass |
BRUSHABER, FREDERICK M 3667 701-020000

1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys

or agents OR, alternatively, 1
Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached. (2) The name ofa single firm (having as a member a

Tegistered attorney or agent) and the names of upto 2
2 registered patent att ts. If

i

() "Fee Address” indication (or "Fee Address” Indication form PTO/ listed,no namewillbe printed. agents. mo name

SB/47; Rev 03-09 or more recent) attached. Use of a Customer 3
Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)
PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.
(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropriate assignee category or categories (will not be printed on the patent) : individual Corporation or other private group entity Government

4a. Fees submitted: (issue Fee (Publication Fee (if required) (JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paidfee shown above)

Electronic Payment via EFS-Web Enclosed check Non-electronic payment by credit card (Attach form PTO-2038)

The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)
ip NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issueQO Applicant certifying micro entity status. See 37 CFR 1.29 fee payment in the micro entity amount will not be accepted at the risk of application abandonment.

NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

Applicant asserting small entity status. See 37 CFR 1.27

Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date

Typed or printed name Registration No.

Page 2 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE
UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.

15/607,418 05/26/2017 Angel A. Penilla VOLTPO18.5.C5.3 3362

25920 7590 06/24/2019 | EXAMINER
MARTINE PENILLA GROUP, LLP BRUSHABER, FREDERICK M

710 LAKEWAY DRIVE
SUITE 200 ART UNIT PAPER NUMBER

SUNNYVALE, CA 94085 3667

DATE MAILED: 06/24/2019

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial

patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term

adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to

collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the

agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is

governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not

be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record

may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
15/607,418 Penilla et al.

Notice ofAllowability Examiner Art Unit AIA (FITF) Status
FREDERICK M BRUSHABER_| 3667 No

~ The MAILING DATEofthis communication appears on the coversheet with the correspondence address~
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4] This communication is responsive to Terminal disclaimer filed 6/20/2019.

A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

An election was made by the applicant in response toa restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.4) The allowed claim(s) is/are 1-20 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see

http:/jwww.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a) DAI b)() Some *c) None of the:

1. Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No.

3. Copies of the certified copies of the priority documents have been received in this national stage application from the

International Bureau (PCT Rule 17.2(a)).
* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

CORRECTED DRAWINGS (as “replacement sheets") must be submitted.

OC including changes required by the attached Examiner's Amendment/Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
Notice of References Cited (PTO-892) 5. 0 Examiner's Amendment/Comment

Information Disclosure Statements (PTO/SB/08), 6. 4 Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

Examiner's Comment Regarding Requirement for Deposit 7. CO Other
of Biological Material .

Interview Summary (PTO-413),
Paper No./Mail Date. .
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Primary Examiner, Art Unit 3667

U.S. Patent and Trademark Office
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Notice ofPre-AlA or AIA Status

The present application is being examined under the pre-AlA first to invent provisions.

Allowable Subject Matter

Claims 1-20 are pending and allowed.

The following is an examiner’s statement of reasons for allowance:

Regarding claims 1 the prior art fails to teach or suggest the limitation of claim 1, a vehicle

configured to communicate with a server of a cloud system to enable access to use the vehicle via one

or more electronic keys, comprising, electronics of the vehicle; a subsystem of the vehicle for enabling

unlocking of the vehicle, the subsystem being interfaced with the electronics; a subsystem of the vehicle

for enabling starting of the vehicle for use of the vehicle; and communications circuitry of the vehicle

interfaced with electronics of the vehicle, the communications circuitry being programmable to

communicate with the server of the cloud system and communicate with a mobile device; wherein the

communications circuitry of the vehicle is configured to receive a request from the mobile device for

unlocking of the vehicle, the request from the mobile device including a unique access code obtained by

the mobile device from the server to enable sending the request to the vehicle, wherein the unique

access code is associated with privileges for use of the vehicle, the privileges are defined for the unique

access code, the vehicle is configured to receive information from the server to authenticate the request

by the mobile device, and if the request is authentic, and the mobile device is provided with data to

enable an electronic key to use the vehicle and the electronics of the vehicle instructs the subsystem of

the vehicle to enable unlocking of the vehicle and enable starting of the vehicle for use of the vehicle via

the electronic key consistent with the privileges of the unique access code. The combination taken with

the claims not listed limitations may be patentable emphasizing the underlined limitation.

The closest prior art Ehrman US 20140156111 A1 discloses a system for renting vehicles is

disclosed. The system can comprise a vehicle access communicator ("VAC") capable of interfacing with
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one or more functions of a rental vehicle and a user provided portable electronic device. The VAC can

control various functions of the vehicle including, but not limited to, the door locks and/or

enabling/disabling the vehicle. The VAC can also monitor various functions of the vehicle including, but

not limited to, the fuel level and/or the odometer readings. The VAC can connect to the portable

electronic device using a suitable connection method to access additional functionality such as, for

example and not limitation, locations services, cellular, and/or internet access. The VAC and the

portable electronic device can be used to provide a rental system with reduced infrastructure and

operating costs. The system can enable the use of “Green Zones" to provide permanent or temporary

vehicle rental areas.

All dependent claims are allowable for at least the reasons of claim 1.

Any comments considered necessary by applicant must be submitted no later than the payment

of the issue fee and, to avoid processing delays, should preferably accompany the issue fee.

Such submissions should be clearly labeled “Comments on Statement of Reasons for Allowance.”

Inquire

Any inquiry concerning this communication or earlier communications from the examiner

should be directed to FREDERICK M BRUSHABER whose telephone number is (313)446-4839. The

examiner can normally be reached on Monday-Friday 8am-Spm.

Examiner interviews are available via telephone, in-person, and video conferencing using a

USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,

Faris Almatrahi can be reached on (313) 446-4821. The fax phone number for the organization where

this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the Patent Application

Information Retrieval (PAIR) system. Status information for published applications may be obtained

from either Private PAIR or Public PAIR. Status information for unpublished applications is available

through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic

Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/FREDERICK M BRUSHABER/
Primary Examiner, Art Unit 3667
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Appl. No. 15/607,418 PATENT
1.312 Amendment

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re the application of:
Group Art Unit: 2859

Angel A. Penilla
Examiner:

Application No: 15/607,418 Atty. Docket No: VOLTP018.5.C5.3

Filed: May 26, 2017 Date: July 19, 2019

For: VEHICLES AND CLOUD Conf. No. 3362
SYSTEMS FOR ASSIGNING
TEMPORARY E-KEYS TO ACCESS
USE OF A VEHICLE

CERTIFICATE OF MAILING
I hereby certify that this correspondence is being
deposited with the United States Postal Service as First
Class Mail in an envelope addressed to: Commissioner
for Patents, Alexandria, VA 22313-1450 on July 19,
2019.

/Albert Penilla/
Albert Penilla

AMENDMENT 1.312

Honorable Commissioner for Patents
Alexandria VA 22313-1450

This paper is in response to the Notice of Allowance of June 24, 2019. No

new matter is added by way of this amendment. Please enter this amendment and

remarks.

The claims are reflected in the listing of claims which begin on page 2 of this

paper.

Remarks/Arguments begin on page 8 of this paper.
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IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:
Listing of Claims:

1. (Currently amended) A vehicle configured to communicate with a server of a

cloud system to enable access to use the vehicle via one or more electronic keys,

comprising,

electronics of the vehicle;

a subsystem of the vehicle for enabling unlocking of the vehicle, the

subsystem being interfaced with the electronics;

a subsystem of the vehicle for enabling starting of the vehicle for use of the

vehicle; and

communications circuitry of the vehicle interfaced with electronics of the

vehicle, the communications circuitry being programmable to communicate with the

server of the cloud system and communicate with a mobile device;

wherein the communications circuitry of the vehicle is configured to receive a

request from the mobile device for unlocking of the vehicle, the request from the

mobile device including a unique access code obtained by the mobile device from

the server to enable sending the request to the vehicle, wherein the unique access

code is associated with privileges for use of the vehicle, the privileges are defined for

the unique access code, the vehicle is configured to receive information from the

server to authenticate the request by the mobile device, and if the request is

authentic, [[and]] the mobile device is provided with data to enable an electronic key
to use the vehicle and the electronics of the vehicle instructs the subsystem of the

Attorney Docket No. VOLTP018.5.C5.3 2
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vehicle to enable unlocking of the vehicle and enable starting of the vehicle for use

of the vehicle via the electronic key consistent with the privileges of the unique
access code.

2. (Original) The vehicle of claim 1, wherein the communications circuity
of the vehicle is configured to receive one or more additional requests from other

mobile devices to use the vehicle, each request is associated with a unique access

code generated by the server, such that each unique access code is associated with

a user account having respective privileges assigned by an administrator of the

vehicle that enables assigning of electronic keys to use the vehicle.

3. (Original) The vehicle of claim 2, wherein said vehicle is a shared

vehicle.

4. (Original) The vehicle of claim 1, wherein said vehicle is identified as

available for sharing and said vehicle is capable of being located based on a

geographic location of the vehicle.

5. (Original) The vehicle of claim 1, wherein an application accessed by
said mobile device is configured to enable finding a geo-location of said vehicle and

enables requesting use of said vehicle.

Attorney Docket No. VOLTP018.5.C5.3 3
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Appl. No. 15/607,418 PATENT
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6. (Original) The vehicle of claim 1, wherein an application accessed by
said mobile device is configured to enable sending instructions to said server to

share the vehicle with a user to enable use of the electronic key on said vehicle,

wherein the electronic key has functions enabled via graphical user interfaces of the

application of the mobile device.

7. (Currently amended) The vehicle of claim 1, wherein said privileges
associated with the unique access code define a period of time for use of said

vehicle.

8. (Original) The vehicle of claim 1,

wherein said vehicle is identified as available via an application based on a

geographic location of said vehicle, wherein said vehicle is one or more of a plurality
of vehicles identified as available for shared use and available for receiving requests

for use;

wherein each one of said plurality of vehicles is identified for shared use for a

respective period of time, each of said plurality of vehicles has respective unique
access codes and respective privileges.

9. (Original) The vehicle of claim 1, wherein said unique access code

identifies a user, said user being one of a friend of an administrator of the vehicle, or

Attorney Docket No. VOLTP018.5.C5.3 4
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a family member of the administrator of the vehicle, or a public user having a sharing
account, or a member of a car sharing service.

10. (Original) The vehicle of claim 1, further comprising,

the electronics receiving interface input data during use of the vehicle by a

user via the electronic key, the interface input data being examined to determine

learned patterns, the learned patterns used to identify recommendations for settings
of the vehicle during the use or future uses of the vehicle or other vehicles.

11. (Currently amended) The vehicle of claim 1, wherein said privileges
associated with the unique access code define defines constraints for use of the

vehicle, and said constraints include one or more of geographic restrictions, age

restrictions, time of day restrictions, speed restrictions, or combinations thereof.

12. (Original) The vehicle of claim 1, wherein an application of the mobile

device provides graphical user interfaces for use of the electronic key, and the

application includes a reservation function for said vehicle.

13. (Original) The vehicle of claim 1,

Attorney Docket No. VOLTP018.5.C5.3 5
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Appl. No. 15/607,418 PATENT
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wherein the vehicle sends data to the server during the use of the electronic

key on the vehicle, the data including at least use metrics of the vehicle, the use

metrics being stored by the server as history of use for the electronic key;

wherein vehicle, after receiving from the server a request to cancel the

electronic key, the vehicle receives deactivation instructions to one or both of the

mobile device and the vehicle.

14. (Original) The vehicle of claim 1, wherein the electronics include

decryption logic for decrypting data associated with the unique access code.

15. (Original) The vehicle of claim 1, wherein the vehicle sends data

regarding use of the vehicle to the server, and the vehicle receives instructions from

the server regarding a violation of the privileges associated with the electronic key,
the vehicle is configured to receive at least one notification for displaying or

outputting an indication regarding the violation.

16. (Original) The vehicle of claim 1, wherein the electronic key is

associated with a template, said template defining the privileges for use of the

vehicle.

17. (Original) The vehicle of claim 16, wherein the template is one of a

child template, or a teen template, or a spouse template, or a mechanic template, or

Attorney Docket No. VOLTP018.5.C5.3 6
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a valet attendant template, or a friend template, or a custom template, or a shared

user template, and the template selected is for a type of the user to receive use of

the electronic key.

18. (Original) The vehicle of claim 1, wherein the mobile device is one of a

smartphone, or a smartwatch, or smart glasses, or a computer, or a digital assistant.

19. (Original) The vehicle of claim 1, wherein the access code for use of

the vehicle is generated in response to a request to generate the electronic key for

the mobile device, the mobile device being identified using information that includes

one or more of an email address, a phone number, a text number, a message

address, a notification, a link, a web address, a social network address, ora

combination of two or more thereof.

20. (Currently amended) The vehicle of claim 1, wherein the privileges

privilege defines one of a geographic restriction for where the vehicle is allowed to

be used, or a speed restriction, or an occupancy restriction, or a time frame of use

restriction, or a time of day use restriction, or a time expiration of use restriction, or a

combination of two or more thereof.

Attorney Docket No. VOLTP018.5.C5.3 7
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REMARKS

This paper is in response to the Office Action dated Notice of Allowance of

June 24, 2019. The Issue Fee is being paid on the same date as the filing of this

312 amendment. This 312 amendment is being filed to address antecedent basis

issues and correct minor grammar typos. No new matter is being introduced by way

of this amendment. Entry of this amendment is respectfully requested.

If the Examiner has any questions concerning the present amendment, the

Examiner is kindly requested to contact the undersigned at (408) 749-6903. If any

other fees are due in connection with filing this amendment, the Commissioner is

also authorized to charge Deposit Account No. 50-0805 (Order No

VOLTP018.5.C5.3).

Respectfully submitted,
PENILLA IP, APC

/Albert Penilla/

Albert S. Penilla, Esq.
Reg. No. 39,487

710 Lakeway Drive, Suite 200
Sunnyvale, CA 94085
Telephone: (408) 749-6903
Facsimile: (408) 749-6901
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Application No. Applicant(s)

15/607,418 Penilla et al.

Response to Rule 312 Communication Examiner Art Unit | AIA Status

FREDERICK M BRUSHABER| 3667 No

- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --

1. The amendment filed on 27 July 2019 under 37 CFR 1.312 has been considered, and has been:

entered.

b)O entered as directed to matters of form not affecting the scope of the invention.

disapproved because the amendment was filed after the payment of the issue fee.

Any amendment filed after the date the issue fee is paid must be accompanied by a petition under 37 CFR 1.313(c)(1)
and the required fee to withdraw the application from issue.

disapproved. See explanation below.

e) entered in part. See explanation below.

The changes to claims 7, 11, and 20 do not change the scope in any meaningful way as they correct consistency.
with pluralities, subject verb agreement, and claim 7 the amended portion is already further limited by claim 1. Claim

1 however broadens the scope by removingalimitation from an if-clause through deletion of the “and”. Further
consideration would be requiredin light of the broader claim scope.

/FREDERICK M BRUSHABER/ /FARIS S ALMATRAHI/
Primary Examiner, Art Unit 3667 Supervisory Patent Examiner, Art Unit 3667

U.S. Patent and Trademark Office
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07/29/2019
Appl. No. 15/607,418 PATENT
1.312 Amendment

IN THE CLAIMS

This listing of claims will replace all prior versions, and listings, of claims in the

application:
Listing of Claims:

1. (Currently amended) A vehicle configured to communicate with a server of a

cloud system to enable access to use the vehicle via one or more electronic keys,

comprising,

electronics of the vehicle;

a subsystem of the vehicle for enabling unlocking of the vehicle, the

subsystem being interfaced with the electronics;

a subsystem of the vehicle for enabling starting of the vehicle for use of the

vehicle; and

communications circuitry of the vehicle interfaced with electronics of the

vehicle, the communications circuitry being programmable to communicate with the

server of the cloud system and communicate with a mobile device;

wherein the communications circuitry of the vehicle is configured to receive a

request from the mobile device for unlocking of the vehicle, the request from the

mobile device including a unique access code obtained by the mobile device from

the server to enable sending the request to the vehicle, wherein the unique access

code is associated with privileges for use of the vehicle, the privileges are defined for

the unique access code, the vehicle is configured to receive information from the

server to authenticate the request by the mobile device, and if the request is

authentic, [[and]] the mobile device is provided with data to enable an electronic key
to use the vehicle and the electronics of the vehicle instructs the subsystem of the
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vehicle to enable unlocking of the vehicle and enable starting of the vehicle for use

of the vehicle via the electronic key consistent with the privileges of the unique
access code.

2. (Original) The vehicle of claim 1, wherein the communications circuity
of the vehicle is configured to receive one or more additional requests from other

mobile devices to use the vehicle, each request is associated with a unique access

code generated by the server, such that each unique access code is associated with

a user account having respective privileges assigned by an administrator of the

vehicle that enables assigning of electronic keys to use the vehicle.

3. (Original) The vehicle of claim 2, wherein said vehicle is a shared

vehicle.

4. (Original) The vehicle of claim 1, wherein said vehicle is identified as

available for sharing and said vehicle is capable of being located based on a

geographic location of the vehicle.

5. (Original) The vehicle of claim 1, wherein an application accessed by
said mobile device is configured to enable finding a geo-location of said vehicle and

enables requesting use of said vehicle.
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Appl. No. 15/607,418 PATENT
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6. (Original) The vehicle of claim 1, wherein an application accessed by
said mobile device is configured to enable sending instructions to said server to

share the vehicle with a user to enable use of the electronic key on said vehicle,

wherein the electronic key has functions enabled via graphical user interfaces of the

application of the mobile device.

7. (Currently amended) The vehicle of claim 1, wherein said privileges
associated with the unique access code define a period of time for use of said

vehicle.

8. (Original) The vehicle of claim 1,

wherein said vehicle is identified as available via an application based on a

geographic location of said vehicle, wherein said vehicle is one or more of a plurality
of vehicles identified as available for shared use and available for receiving requests

for use;

wherein each one of said plurality of vehicles is identified for shared use for a

respective period of time, each of said plurality of vehicles has respective unique
access codes and respective privileges.

9. (Original) The vehicle of claim 1, wherein said unique access code

identifies a user, said user being one of a friend of an administrator of the vehicle, or
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Appl. No. 15/607,418 PATENT
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a family member of the administrator of the vehicle, or a public user having a sharing
account, or a member of a car sharing service.

10. (Original) The vehicle of claim 1, further comprising,

the electronics receiving interface input data during use of the vehicle by a

user via the electronic key, the interface input data being examined to determine

learned patterns, the learned patterns used to identify recommendations for settings
of the vehicle during the use or future uses of the vehicle or other vehicles.

11. (Currently amended) The vehicle of claim 1, wherein said privileges
associated with the unique access code define defines constraints for use of the

vehicle, and said constraints include one or more of geographic restrictions, age

restrictions, time of day restrictions, speed restrictions, or combinations thereof.

12. (Original) The vehicle of claim 1, wherein an application of the mobile

device provides graphical user interfaces for use of the electronic key, and the

application includes a reservation function for said vehicle.

13. (Original) The vehicle of claim 1,
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wherein the vehicle sends data to the server during the use of the electronic

key on the vehicle, the data including at least use metrics of the vehicle, the use

metrics being stored by the server as history of use for the electronic key;

wherein vehicle, after receiving from the server a request to cancel the

electronic key, the vehicle receives deactivation instructions to one or both of the

mobile device and the vehicle.

14. (Original) The vehicle of claim 1, wherein the electronics include

decryption logic for decrypting data associated with the unique access code.

15. (Original) The vehicle of claim 1, wherein the vehicle sends data

regarding use of the vehicle to the server, and the vehicle receives instructions from

the server regarding a violation of the privileges associated with the electronic key,
the vehicle is configured to receive at least one notification for displaying or

outputting an indication regarding the violation.

16. (Original) The vehicle of claim 1, wherein the electronic key is

associated with a template, said template defining the privileges for use of the

vehicle.

17. (Original) The vehicle of claim 16, wherein the template is one of a

child template, or a teen template, or a spouse template, or a mechanic template, or
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a valet attendant template, or a friend template, or a custom template, or a shared

user template, and the template selected is for a type of the user to receive use of

the electronic key.

18. (Original) The vehicle of claim 1, wherein the mobile device is one of a

smartphone, or a smartwatch, or smart glasses, or a computer, or a digital assistant.

19. (Original) The vehicle of claim 1, wherein the access code for use of

the vehicle is generated in response to a request to generate the electronic key for

the mobile device, the mobile device being identified using information that includes

one or more of an email address, a phone number, a text number, a message

address, a notification, a link, a web address, a social network address, ora

combination of two or more thereof.

20. (Currently amended) The vehicle of claim 1, wherein the privileges

privilege defines one of a geographic restriction for where the vehicle is allowed to

be used, or a speed restriction, or an occupancy restriction, or a time frame of use

restriction, or a time of day use restriction, or a time expiration of use restriction, or a

combination of two or more thereof.
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AMENDMENT 1.312

Honorable Commissioner for Patents
Alexandria VA 22313-1450

This paper is in response to the Notice of Allowance of June 24, 2019. No

new matter is added by way of this amendment. Please enter this amendment and

remarks.

The claims are reflected in the listing of claims which begin on page 2 of this

paper.

Remarks/Arguments begin on page 8 of this paper.
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