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Abstract

This paper presents a method for measuring signal backscattering from RFID tags, and for calculating a tag’s radar cross
section (RCS). We derive a theoretical formula for the RCS of an RFID tag with a minimum-scattering antenna. We describe
an experimental measurement technique, which involves using a network analyzer connected to an anechoic chamber with
and without the tag. The return loss measured in this way allows us to calculate the backscattered power and to find the tag's
RCS. Measurements were performed using an RFID tag operating in the UHF band. To determine whether the tag was
turned on, we used an RFID tag tester. The tag’'s RCS was also calculated theoretically, using electromagnetic simulation
software. The theoretical results were found to be in good agreement with experimental data.
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1. Introduction scattered signal. At each impedance state, the RFID tag presents a
certain radar cross section. One of the impedance states is usually
high and another is low, to provide a significant difference in the

Radio-frequency identification (RFID) is a rapidly developing backsoatteredizignal

automatic wireless data-collection technology with a long
history [1]. The first multi-bit functional passive UHF RFID sys-
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tems, with a range of several meters, appeared in the early 1970s he data exchange between the Fefiler gndi e tag o
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[2], and continued to evolve through the 1980s [3]. Recently, RFID employ various modulation and coding schemes (e, amplitud

h > A d o e e davel = modulation and Manchester coding). The signal transmitted on the
as experienced a tremendous growin, €ue o EEinpIIEn 8 70 forward link (from the reader to the tag) contains both continuous-

1?1?%;2?1(1;35?18 ::g rz(lil;)rsr;m a:i (E:]e %greased;::lzr:?aﬁoﬁ wave (CW) and modulated commands, as shown in Figure 2. On
try g 5 i 1 the reverse link (from the tag to the reader), the data is sent back

different countries, and include frequencies between 860 MHz and during one of the CW periods, when the tag impedance modulates

S0 e Hhost popular. RFID standards are the 1SO the backscattered signal. More details on RFID system protocol
18000-6B and the recently ratified EPC Gen2. : .
and operation can be found in [17, 18].

There have been numerous publications on antennas for
RFID tags (see, €.g., the bibliography in [5]), but only a few works
have analyzed the tags’ backscattering and radar cross section
(RCS) [6-8]. At the same time, there have been several publica-
tions on the RCS of linearly and nonlinearly loaded antennas [9-
16], not specifically related to RFID. This paper presents a theory RFID reader Power +
and a measurement methodology for determining the RFID tag’s data
RCS. It is an extended version of the conference publication [6]. )> == Chip
A

2. RFID System Operation g
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Figure 1 illustrates the operation of a passive RFID system, [ —ELaR R
which consists of an RFID tag and a base station, called the “RFID iy, Wt
reader.” A typical passive tag consists of an antenna and an appli- B oaalvar -
cation-specific integrated circuit (ASIC) chip, both with complex Modulated \'_'Y_J
impedances. The chip obtains power from the RF signal transmit- backscatter RFID tag
ted by the RFID reader. The tag sends data back by switching its
input impedance between two states and thus modulating the back- Figure 1. An overview of a passive RFID system.
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Figure 2. Data exchange between an RFID reader and a tag.
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Figure 3. The equivalent circuit of an RFID tag.

3. Impedance Matching of an RFID Tag

A proper impedance match between the antenna and the chip
is very important in RFID. It directly influences the RFID system’s
performance characteristics, such as the range of a tag: the maxi-
mum distance at which a reader can either read or write informa-
tion to the tag.

In RFID tags, the antenna is usually directly connected to the
chip, as shown in Figure 3, where the antenna is represented with
its Thevenin equivalent circuit. In Figure 3, Z, =R, + jX, is the
complex antenna impedance, and Z.=R.+jX, is the complex
chip (load) impedance. The antenna impedance is typically
matched to the high-impedance state of the chip, in order to maxi-
mize the collected power.

An RFID chip is a nonlinear load, the complex impedance of
which in each state varies with the frequency and the input power.
The chip circuitry needs a certain minimum voltage or power to
turn on. This threshold, and the impedance dependence on the
input power, are determined by the details of the chip’s RF front
end, and by the power consumption of the specific chip [19]. The
impedance dependence on the frequency is mostly determined by
the chip’s parasitic and packaging effects.

The variation of the chip’s impedance with power and fre-
quency can drastically affect the performance of the tag. Usually,
the antenna impedance is matched to the chip’s impedance at the
minimum power level required for the chip to work, in order to
maximize the tag’s range. In most tag application scenarios, the tag
continues to operate when brought closer to the RFID reader
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antenna, where the power incident on the tag is higher. However, it
is possible to have a situation where a significant variation of the
chip’s impedance with a higher input power results in a severe tag
impedance mismatch, and causes dead spots within the operational
range of the tag.

4. Radar Cross Section of an RFID Tag

Let us understand how an RFID tag’s radar cross section can
be derived from the circuit shown in Figure 3. Although this circuit
has some limitations, recently discussed in the literature [20-25], it
can still be successfully applied to various antenna problems [26,
27]. Below, we show that this simple circuit can be used for cal-
culating the power backscattered by tags with so-called minimum-
scattering antennas [28-30], which represent a large class of RFID-
tag antennas. Our results are consistent with findings by other
authors.

The power scattered back from a loaded antenna can be
divided into two parts. The first part is called the “structural
mode,” and is due to currents induced on the antenna when it is
terminated with the complex-conjugate impedance. The second
part is called the “antenna mode,” and is due to the mismatch
between the antenna’s impedance and the load impedance [10, 15,
16]. This is the approach taken in [8] for the RCS derivation for an
RFID tag.

The total backscattered field can also be written as the field
scattered by the open-circuited antenna plus the re-radiated field
[12]. The re-radiated power can be obtained from the equivalent
circuit shown in Figure 3. This is the approach that we take to
derive an RCS for an RFID tag, According to the circuit in Fig-
ure 3, an open-circuited antenna does not re-radiate any power.
This holds true for minimum-scattering antennas. An antenna that
is not a minimum-scattering antenna may still scatter back some
power. However, for many antennas used in UHF RFID tags, this
amount is typically small compared to the power scattered back by
the same antenna terminated with the complex-conjugate-matched
load (such as an RFID chip in its high-impedance state).

The power density of an electromagnetic wave incident on
the RFID-tag antenna in free space is given by

< M
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S:

where £ is the transmitted power, G, is the gain of the transmit-
ting antenna, and 7 is the distance to the tag. The power, P,, col-

lected by the tag’s antenna is by definition the maximum power
that can be delivered to the complex-conjugate-matched load:

P,=84,, )

a

A, 1s the effective area of the antenna, given by

Ae:—G9 (3)

and G is the tag antenna’s gain. The power re-radiated by an RFID
tag in the direction of the transmitter can be found from the circuit
shown in Figure 3. It is the power dissipated in the antenna resis-
tance, multiplied by the tag antenna’s gain:
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where the factor K is given by
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Equation (5) defines the influence of the load-impedance mismatch

on the amount of re-radiated power. For example, an antenna

loaded with a complex-conjugate impedance load re-radiates the

same amount of power as the load absorbs. Table 1 gives values of

the factor K for several values of antenna-load impedances.

From Table 1, one can see that when the antenna impedance
is real, a short-circuited antenna re-radiates back four times as
much power as the matched antenna [15, 8]. However, when the

antenna impedance becomes sufficiently reactive (lX = Ral >3 s

the complex-conjugate-loaded antenna may re-radiate back more
power than the short-circuited antenna, as illustrated in Figure 4.

For a minimum-scattering-tag antenna, the backscattered
power is given by Equation (4). The radar cross section of the
RFID tag can then be calculated as

a:ﬁej‘;ﬂﬂ:mﬁ oy

Expressing the effective area of the antenna from Equation (3) and
using the expression for the factor K from Equation (5), we can
write the tag RCS as

A%G*R2
- ST e @)
7|z, +Z,|

This expression is derived directly from the simple equivalent cir-
cuit shown in Figure 3, and agrees with the RCS of the antenna
loaded with an arbitrary load derived by other researchers [9,15]); It
is important to remember that the chip impedance in Equations (5)
and (7) depends on the frequency and the input power. Equa-
tion (7) is valid for the reader and tag antennas with matched
polarizations. In general, an RFID-tag RCS also depends on the
polarization mismatch between the reader and the tag antennas
[31].

It should be noted that the power of the modulated backscat-
tered signal received by the RFID reader depends not only on the
scalar difference between the radar cross sections defined by the
two states of the tag chip’s input impedance, but also on the rela-
tive phases of the reflected field components [32]. Two chip
impedance states with equal scalar values of tag RCS may result in
nonzero modulated backscattered signal power. The constant back-

Table 1. The K factor for different antenna load impedances.
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Figure 4. The power re-radiated by a complex-conjugate-
matched antenna, normalized by the power re-radiated by the
same antenna when it is short-circuited, as a function of the
absolute value of the antenna’s reactance-to-resistance ratio.
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Figure 5. The experimental setup for measuring the radar
cross section of an RFID tag.

scattered-field component due to scattering from an open-circuited
antenna does not depend on the antenna’s load, and has no effect
on the power of the differential modulated signal received by an
RFID reader [18].

5. Measurement Methodology

There exist various techniques for measuring the radar cross
section of loaded antennas. These techniques typically involve
separate transmitting and receiving antennas and complex RF
hardware, including decoupling equipment or a two-port automatic
network analyzer [16, 33-35]. We propose a simple method of
measuring the radar cross section of an RFID tag using the experi-
mental setup shown in Figure 5. The method is based on a single-
port network-analyzer measurement.

The return loss of the transmitting antenna is first measured
with the network analyzer for an empty anechoic chamber, without
an RFID tag. The measured value includes the effects of input-port
mismatch and internal reflections inside the anechoic chamber. It is
used as a reference level, and is subtracted from the return loss
measured in the presence of the tag. This standard background-
subtraction procedure in RCS measurements allows us to calculate
the backscattered power and to find the tag’s RCS. We used the
RFID tag tester to determine the minimum power level necessary
for the RFID tag to turn on.
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The return loss measured after the background subtraction
can be approximated as

2 vilB 1
S ~ recerveq . 8
ISi] T ®)
where B, .00 is the power backscattered from the tag and

received by the network analyzer. In the anechoic chamber, it can
be calculated from the classical radar equation [36] as

BG} Ao
(47[)3 P

©)

received =

Using Equations (8) and (9), the RFID-tag cross section can be cal-
culated from the measured return loss as

3.4
s (10)
222

For our measurements, we used the RFID tag in the form of a
small meandered dipole, etched in 0.5 oz copper on a 2 mil poly-
ester substrate with a dielectric permittivity of 3.5. The RFID chip
was mounted directly on the antenna terminals using flip-chip
packaging. This tag was similar to the one used as an example in
[5], but with the loading bar removed to minimize the scattering
from an open-circuited antenna. Photographs of the three antenna
samples used in the measurements (chip-loaded, open-circuited,
and short-circuited) are shown in Figure 6.

For measurement equipment, we used a standard network
analyzer, HP8719C, with an output power level limited to 10 dBm.
We also used the tag tester, which was built on a National Instru-
ments modular hardware platform, and had the same basic archi-
tecture as the RFID reader shown in Figure 1. It consisted of a PXI-
5671 RF vector signal generator, a PXI-5660 RF signal analyzer, a
PXI-8196 computer controller running LabVIEW, a power ampli-
fier, and a circulator. We developed a LabVIEW application that
generated query commands with desired modulation and coding
formats for RFID UHF tags operating under ISO and Gen2 proto-
cols. The commands were sent at specified frequencies. The output

Figure 6. Samples of RFID-tag antennas, used in the measure-
ments: (a) chip-loaded, (b) open-circuited, and (c) short-cir-
cuited.
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Figure 7. The network analyzer.

Figure 8. The RFID tag tester.

Figure 9. The anechoic chamber, with the transmitting antenna
and the RFID tag.
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Figure 10. The antenna return loss, measured in an empty
anechoic chamber, before and after calibration.
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Figure 11. The Antenna return loss, measured in anechoic
chamber with chip-loaded, short-circuited, and open-circuited
RFID-tag antennas.

power was increased until the tag’s response was detected. The
network analyzer and the RFID tag tester are shown in Figure 7
and Figure 8.

For the RF measurement environment, we used a compact
anechoic chamber with a 6.2 dBi linearly polarized transmitting
antenna and a foam stand for the tag. The tag was located at a dis-
tance of approximately 0.5 m away from the transmitting antenna.
The distance was chosen such that the RFID tag was in the far-field
zone, but received sufficient power to turn on. The anechoic cham-
ber is shown in Figure 9. The transmitting antenna was connected
to either the network analyzer or the tag tester with a 3 m long
coaxial cable.

6. Results

Figure 10 shows the measured return loss before and after
calibration (background subtraction), when no RFID tag was pre-
sent. Before the calibration, the return loss was —20dB or less.
After the calibration, the background noise level was —60 dB or
less across the frequency band.

Figure 11 presents the measured return loss after calibration
for chip-loaded, short-circuited, and open-circuited tag antennas.
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One can see that the open-circuited dipole antenna was not an ideal
minimum-scattering antenna, as it still backscattered some power
above the background noise level [16]. However, this amount was
small, and was less than the power scattered back by a short-cir-
cuited antenna. This agreed with the theoretical results given in
Table 1.

We observed that the tag antenna loaded with the chip scat-
tered back more power than the short-circuited antenna. For exam-
ple, at the resonant frequency of 890 MHz, the observed difference
was approximately 15dB. This was due to the fact that the
antenna’s impedance in the frequency band of interest (800-
1000 MHz) was highly reactive. The absolute value of reactance-
to-resistance ratio was |X,/R,|>5 for all frequencies. This can be

seen from Figure 12, which presents the plot of antenna impedance
as a function of frequency obtained from the electromagnetic
simulations using Method of Moments software (Ansoft Designer).

The output power level of the network analyzer was limited
to 10 dBm, at which all RCS measurements were performed. The
tag was not turned on for all frequencies in Figure 11. The mini-
mum power necessary to turn the tag on inside the anechoic cham-
ber was determined with the tag tester. This power is plotted in
Figure 13, in comparison with the output power of the network
analyzer. One can see that the RFID tag received sufficient power
to become energized and turn on only for the frequencies between
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Figure 12. The simulated impedance of the RFID-tag antenna
used in the measurements.
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Figure 13. The minimum power necessary to turn on the RFID
tag in the anechoic chamber, compared to the output power
level of the network analyzer.
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Figure 14. The theoretical and measured values of the RFID
tag’s radar cross section.

approximately 875 MHz and 905 MHz. The minimum power
plotted in Figure 13 can be used to calculate the RFID tag’s range

[5].

Figure 14 shows theoretical and measured RCS values for the
chip-loaded RFID tag antenna shown in Figure 6a. The theoretical
radar cross section was calculated from Equation (7), where the
tag’s antenna impedance and gain were obtained from electromag-
netic simulations, and the chip impedance was measured experi-
mentally. The chip-loaded RFID tag resonated in free-space at a
frequency of approximately 890 MHz, where the antenna gain was
1.8 dBi and the antenna impedance was 70+ j400ohms. The
chip’s impedance (high-impedance state) was measured to be
12— 7400 ohms at that frequency for the power level in the experi-
ment. The experimentally measured RCS was obtained from
Equation (10).

The peak theoretical value of RCS for the RFID tag was
approximately —12.5 dBsqm at 890 MHz, which agreed reasonably
well with the experimentally measured RCS. The observed differ-
ences across the band were most likely due in part to inaccuracy in
the measurement of the chip’s impedance as a function of power
and frequency, in part to the polarization mismatch caused by
antenna misalignment, and in part to errors in determining the
exact distance between the small tag antenna and the large trans-
mitting antenna.

RCS measurements of RFID tags using our method can also
be performed in other RF environments, such as a GTEM cell,
where an appropriate theoretical formulation must be used to relate
the measured return loss to the tag’s radar cross section.

7. Summary

We presented a theory for an RFID tag’s radar cross section.
We described an experimental method of measuring a tag’s RCS
using a single-port network analyzer, connected to an antenna in an
anechoic chamber with the tag inside. Measurements were per-
formed using an RFID tag operating in the UHF band. The theo-
retical results agreed well with experimental data.
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