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Exhibit 12 – U.S. Patent No. 8,667,304 (“’304 Patent”)

Claim 5 Roku Accused Instrumentalities

5[pre.1] A non-transitory machine 
readable medium containing 
executable computer program 
instructions which when executed 
by a data processing system cause a 
client system in a second security 
domain to present content provided 
by a first conditional access server

The Roku Accused Instrumentalities include Roku devices compatible with HDCP, including,
e.g., Roku 4K and 8K TVs.

See, e.g., https://www.roku.com/products/roku-tv

By way of example, the Accused Instrumentalities are configured to play HDCP-protected 
content (including, e.g., 4K Ultra HD and High Dynamic Range Content) via the HDMI 
interface of the Accused Instrumentalities, including e.g., streamed content from a streamed 
media device (e.g., a cable box, or other external streaming equipment).
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Claim 5 Roku Accused Instrumentalities

See, e.g., https://image.roku.com/c3VwcG9ydC1B/Roku-TV-User-Guide-10-0-en-US-.pdf

To the extent the preamble is limiting, the Accused Instrumentalities incorporate a non-
transitory machine readable medium containing executable computer program instructions 
which when executed by a data processing system cause a client system in a second security 
domain to present content provided by a first conditional access server.

For example, the Roku Accused Instrumentalities are client systems in a second security 
domain (e.g., a security domain associated with HDCP). The Roku Accused Instrumentalities
employ memory, such as RAM memory (examples shown in the red box in the below figure),
to store executable program instructions (e.g., the Roku OS operating system and/or other 
firmware for the operation of the Accused Instrumentalities). Each Roku Accused 
Instrumentality includes a data processing system (e.g., a processor such as those shown in
the blue box in the below figure). Executing the computer program instructions by the data 
processing system causes content in a second security domain (e.g., HDCP security domain,
shown in the light green box in the below figure) to be presented (e.g., played or provided for 
playing) by the Roku Accused Instrumentalities. The content originally is provided by a first 
conditional access server (e.g., a streaming content server).
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Claim 5 Roku Accused Instrumentalities

See, e.g., https://developer.roku.com/docs/specs/hardware.md

See, e.g., https://support.roku.com/article/230317588
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Claim 5 Roku Accused Instrumentalities

See, e.g., https://support.roku.com/article/230317588

See, e.g., https://support.roku.com/article/211194548
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Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2

5[pre.2] wherein the first 
conditional access server has 
authenticated a client device of the 
first conditional access server 
through a first authentication 
process using a first root of trust for 
a first security domain and

The Accused Instrumentalities are configured to be connected to streaming media devices 
(e.g., Roku streaming media devices, cable boxes, or other external streaming equipment) via 
an HDMI interface for streaming 4K Ultra HD and High Dynamic Range Content. The 
Accused Instrumentalities are configured to receive high-bandwidth data. Data received by 
the streaming device for use in the Accused Instrumentalities is protected with DRM 
functionality such as PlayReady and/or Widevine: 
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Claim 5 Roku Accused Instrumentalities

See, e.g., https://developer.roku.com/en-gb/docs/developer-program/getting-
started/architecture/content-metadata.md

See, e.g., https://developer.roku.com/en-gb/docs/specs/media/content-protection.md

To the extent the preamble is limiting, the first conditional access server has authenticated a 
client device of the first conditional access server through a first authentication process using 
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Claim 5 Roku Accused Instrumentalities

a first root of trust for a first security domain. For example, the first conditional access server 
(e.g., the streaming content server) authenticated a streaming media device using a PlayReady
root of trust in a first security domain (e.g., PlayReady DRM, in the example shown below).
As another example, the first conditional access server authenticates a streaming media 
device using a Widevine root of trust in the Widevine DRM security domain.

See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12
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Claim 5 Roku Accused Instrumentalities

See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

See, e.g., https://learn.microsoft.com/en-us/playready/overview/certificates

5[pre.3] wherein a second 
conditional access server is 
configured to substitute the first 
security domain with the second 
security domain for client devices 
under a second root of trust, the 
method comprising:

To the extent the preamble is limiting, a second conditional access server is configured to 
substitute the first security domain with the second security domain for client devices under a 
second root of trust.

For example, a second conditional access server (e.g., the streaming media device that serves 
content to the Accused Functionality) decrypts the content in the first security domain (e.g., 
the PlayReady DRM-protected content or Widevine DRM-protected content, shown in the 
orange box in the below figure) and re-encrypts the content in the second security domain 
(e.g., using HDCP encryption, shown in the light green box in the below figure) for client 
devices under a second root of trust (e.g., that support HDCP as shown in the light blue box in 
the below figure).
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Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2; https://learn.microsoft.com/en-
us/playready/overview/playready-and-other-protection-technologies

HDCP employs an established authentication process and root of trust for HDCP client 
devices.
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Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2, pp. 11-12

5[a] receiving, at a second 
conditional access client of the 
second conditional access server, 
an authentication through a second 
authentication process which is 
independent of the first 
authentication process and

The Accused Instrumentalities receive an authentication through a second authentication 
process which is independent of the first authentication process.

For example, the Accused Instrumentalities receive an authentication using the HDCP 
authentication process (shown in the blue boxes in the below figures), which is independent 
of the first authentication process (e.g., DRM).
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Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2, pp. 11-12

5[b] wherein the second 
authentication process uses the 
second root of trust for the second 

The second authentication process uses the second root of trust for the second security 
domain which is independent of and different than the first root of trust.
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Claim 5 Roku Accused Instrumentalities

security domain which is 
independent of and different than 
the first root of trust; and

For example, the HDCP authentication process (shown in the blue boxes in the below figures) 
uses a different root of trust than the PlayReady root of trust (or the Widevine root of trust) 
(shown in the yellow boxes and highlighting in the below figures).

See, e.g., https://download.microsoft.com/download/B/D/4/BD42A75B-5B3E-49C0-B70D-
DD49FA9592F9/DevelopingMicrosoftPlayReadyClients_March2015.pdf, p12

See, e.g., https://learn.microsoft.com/en-us/playready/overview/certificates
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Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2, pp. 11-12

5[c] receiving, at the second 
conditional access client, content 
that is in an access controlled 

The Accused Instrumentalities receive content that is in an access controlled format specified 
by the second conditional access server in the second security domain, the second conditional 
access client being in the second security domain.
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Claim 5 Roku Accused Instrumentalities

format specified by the second 
conditional access server in the 
second security domain, the second 
conditional access client being in 
the second security domain.

For example, the Accused Instrumentalities receive (e.g., using an HDCP Receiver) content 
in an access controlled format (e.g., HDCP encrypted content) in a second security domain
(e.g., as shown in the pink box below), such as a HDCP encrypted security domain.

See, e.g., HDCP on HDMI Specification, Rev. 2.2

Case 1:23-cv-01136-UNA   Document 1-12   Filed 10/11/23   Page 15 of 19 PageID #: 306



15

Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2

Case 1:23-cv-01136-UNA   Document 1-12   Filed 10/11/23   Page 16 of 19 PageID #: 307



16

Claim 5 Roku Accused Instrumentalities

See, e.g., HDCP on HDMI Specification, Rev. 2.2

The access controlled format is specified by the second conditional access server. For 
example, streaming media devices derive HDCP control information from PlayReady (or 
Widevine) licensing information, including for 4K and UHD content.

See, e.g., https://learn.microsoft.com/en-us/playready/overview/license-acquisition

See, e.g., https://learn.microsoft.com/en-us/playready/overview/license-and-policies
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Claim 5 Roku Accused Instrumentalities

The Accused Instrumentalities receive content over the HDMI interface as HDCP encrypted 
content in accordance with engaging the HDCP requirements of the PlayReady (or Widevine) 
HDCP enforcement requirements as specified by the streaming media device during 
engagement of HDCP over HDMI.

See, e.g., https://learn.microsoft.com/en-us/playready/overview/
output-protection-levels
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Claim 5 Roku Accused Instrumentalities

See, e.g., Widevine DRM Proxy Integration
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