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for Device Assisted Services, and U.S. Ser. No. 12/695,980 
filed Jan. 28, 2010, entitled “Enhanced Roaming Services and 
Converged Carrier Networks with Device Assisted Services 
and a Proxy.” claim priority to U.S. provisional Ser. No. 
61/207.393 filed Feb. 10, 2009, entitled “Services Policy 
Communication System and Method.” The following appli 
cations, U.S. Ser. No. 12/380,759 filed Mar. 2, 2009, entitled 
“Verifiable Device Assisted Service Policy Implementation.” 
U.S. Ser. No. 12/380,779 filed Mar. 2, 2009, entitled “Device 
Assisted Service Profile Management with User Preference, 
Adaptive Policy, Network Neutrality, and User Privacy. U.S. 
Ser. No. 12/380,758 filed Mar. 2, 2009, entitled “Verifiable 
Device Assisted Service Usage Monitoring with Reporting, 
Synchronization, and Notification.” U.S. Ser. No. 12/380,778 
filed Mar. 2, 2009, entitled “Verifiable Device Assisted Ser 
Vice Usage Billing with Integrated Accounting, Mediation 
Accounting, and Multi-Account U.S. Ser. No. 12/380,768 
filed Mar. 2, 2009, entitled “Network Based Service Policy 
Implementation with Network Neutrality and User Privacy.” 
U.S. Ser. No. 12/380,767 filed Mar. 2, 2009, entitled “Net 
work Based Service Profile Management with User Prefer 
ence, Adaptive Policy, Network Neutrality and User Privacy.” 
U.S. Ser. No. 12/380,780 filed Mar. 2, 2009, entitled “Auto 
mated Device Provisioning and Activation.” U.S. Ser. No. 
12/380,755 filed Mar. 2, 2009, entitled “Device Assisted 
Ambient Services. U.S. Ser. No. 12/380,756 filed Mar. 2, 
2009, entitled “Network Based Ambient Services. U.S. Ser. 
No. 12/380,770 filed Mar. 2, 2009, entitled “Network Tools 
for Analysis, Design, Testing, and Production of Services.” 
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U.S. Ser. No. 12/380,772 filed Mar. 2, 2009, entitled “Roam 
ing Services Network and Overlay Networks. U.S. Ser. No. 
12/380,782 filed Mar. 2, 2009, entitled “Open Development 
System for Access Service Providers.” U.S. Ser. No. 12/380, 
783 filed Mar. 2, 2009, entitled “Virtual Service Provider 
Systems.” U.S. Ser. No. 12/380,757 filed Mar. 2, 2009, 
entitled “Service Activation Tracking System.” U.S. Ser. No. 
12/380,781 filed Mar. 2, 2009, entitled “Open Transaction 
Central Billing System.” U.S. Ser. No. 12/380,774 filed Mar. 
2, 2009, entitled “Verifiable and Accurate Service Usage 
Monitoring for Intermediate Networking Devices. U.S. Ser. 
No. 12/380,771 filed Mar. 2, 2009, entitled “Verifiable Ser 
vice Billing for Intermediate Networking Devices” (issued as 
U.S. Pat. No. 8,023,425 on Sep. 20, 2011), U.S. Ser. No. 
12/380,773 filed Mar. 2, 2009, entitled “Verifiable Service 
Policy Implementation for Intermediate Networking 
Devices. U.S. Ser. No. 12/380,777 filed Mar. 2, 2009, 
entitled “Simplified Service Network Architecture.” U.S. Ser. 
No. 12/695,019 filed Jan. 27, 2010, entitled “Device Assisted 
CDR Creation, Aggregation, Mediation, and Billing. U.S. 
Ser. No. 12/695,020 filed Jan. 27, 2010, entitled “Adaptive 
Ambient Services. U.S. Ser. No. 12/694,445 filed Jan. 27, 
2010, entitled “Security Techniques for Device Assisted Ser 
vices. U.S. Ser. No. 12/694,451 filed Jan. 27, 2010, entitled 
“Device Group Partitions and Settlement Platform.” U.S. Ser. 
No. 12/694,455 filed Jan. 27, 2010, entitled “Device Assisted 
Services Install, U.S. Ser. No. 12/695,021 filed Jan. 27, 
2010, entitled “Quality of Service for Device Assisted Ser 
vices, and U.S. Ser. No. 12/695,980 filed Jan. 28, 2010, 
entitled “Enhanced Roaming Services and Converged Carrier 
Networks with Device Assisted Services and a Proxy.” claim 
priority to U.S. provisional Ser. No. 61/207,739 filed Feb. 13, 
2009, entitled “Services Policy Communication System and 
Method.” The following applications, U.S. Ser. No. 12/695, 
019 filed Jan. 27, 2010, entitled “Device Assisted CDR Cre 
ation, Aggregation, Mediation, and Billing. U.S. Ser. No. 
12/694.451 filed Jan. 27, 2010, entitled “Device Group Par 
titions and Settlement Platform, and U.S. Ser. No. 12/695, 
980 filed Jan. 28, 2010, entitled “Enhanced Roaming Services 
and Converged Carrier Networks with Device Assisted Ser 
vices and a Proxy.” claim priority to U.S. provisional Ser. No. 
61/270,353 filed Jul. 6, 2009, entitled “Device Assisted CDR 
Creation, Aggregation, Mediation and Billing.” The follow 
ing application, U.S. Ser. No. 12/695,020 filed Jan. 27, 2010, 
entitled Adaptive Ambient Services, claims priority to U.S. 
provisional Ser. No. 61/275,208 filed Aug. 25, 2009, entitled 
“Adaptive Ambient Services.” The following application, 
U.S. Ser. No. 12/695,020 filed Jan. 27, 2010, entitled “Adap 
tive Ambient Services, claims priority to U.S. provisional 
Ser. No. 61/237,753 filed Aug. 28, 2009, entitled “Adaptive 
Ambient Services.” The following applications, U.S. Ser. No. 
12/694,445 filed Jan. 27, 2010, entitled “Security Techniques 
for Device Assisted Services, and U.S. Ser. No. 12/695,021 
filed Jan. 27, 2010 entitled “Quality of Service for Device 
Assisted Services, claim priority to U.S. provisional Ser. No. 
61/252,151 filed Oct. 15, 2009, entitled “Security Techniques 
for Device Assisted Services.” The following applications, 
U.S. Ser. No. 12/694,451 filed Jan. 27, 2010, entitled “Device 
Group Partitions and Settlement Platform, and U.S. Ser. No. 
12/695,021 filed Jan. 27, 2010, entitled “Quality of Service 
for Device Assisted Services.” claim priority to U.S. provi 
sional Ser. No. 61/252,153 filed Oct. 15, 2009, entitled 
“Device Group Partitions and Settlement Platform.” The fol 
lowing application, U.S. Ser. No. 12/694.455 filed Jan. 27. 
2010, entitled “Device Assisted Services Install.” claims pri 
ority to U.S. provisional Ser. No. 61/264,120 filed Nov. 24, 
2009, entitled “Device Assisted Services Install.” The follow 
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ing application, U.S. Ser. No. 12/695,019 filed Jan. 27, 2010, 
entitled “Device Assisted CDR Creation, Aggregation, 
Mediation, and Billing.” claims priority to U.S. provisional 
Ser. No. 61/264,126 filed Nov. 24, 2009, entitled “Device 
Assisted Services Activity Map.” The following applications, 
U.S. Ser. No. 13/134,028 filed May 25, 2011, entitled 
“Device-Assisted Services for Protecting Network Capacity.” 
and U.S. Ser. No. 13/134,005 filed May 25, 2011, entitled 
“System and Method for Wireless Network Offloading.” 
claim priority to U.S. provisional Ser. No. 61/348,022 filed 
May 25, 2010, entitled “Device Assisted Services for Protect 
ing Network Capacity.” The following application, U.S. serial 
No. 13.229,580 filed Sep. 9, 2011, entitled “Wireless Net 
work Service Interfaces, claims priority to U.S. provisional 
Ser. No. 61/381,159 filed Sep. 9, 2010, entitled “Device 
Assisted Services for Protecting Network Capacity.” The fol 
lowing application, U.S. serial No. 13.229,580 filed Sep. 9, 
2011, entitled “Wireless Network Service Interfaces, claims 
priority to U.S. provisional Ser. No. 61/381,162 filed Sep. 9, 
2010, entitled “Service Controller Interfaces and Work 
flows.” The following application, U.S. Ser. No. 13/237,827 
filed Sep. 20, 2011, entitled Adapting Network Policies 
Based on Device Service Processor Configuration, claims 
priority to U.S. provisional Ser. No. 61/384,456 filed Sep. 20, 
2010, entitled “Securing Service Processor with Sponsored 
SIMs.” The following application, U.S. Ser. No. 13/239,321 
filed Sep. 21, 2011, entitled “Service Office Set Publishing to 
Device Agent with On-Device Service Selection, claims pri 
ority to U.S. provisional Ser. No. 61/385,020 filed Sep. 21, 
2010, entitled “Service Usage Reconciliation System Over 
view.” 

All of the above patents and applications are hereby incor 
porated by reference. 

BACKGROUND 

Today, end user devices (such as a mobile phone, tablet 
computer, or notebook computer) sign up for one or more 
mutually exclusive service plans (e.g., text messages, Voice, 
or data) before being allowed to use an access network. The 
service plans usually are either pre-paid or post-pay. Depend 
ing on which service plans a user Subscribes, a cost of using 
the access network can vary. The access network determines 
whether the requested use is for the mutually exclusive cat 
egories of text messages, Voice, or data. Once the appropriate 
service plan is determined, the access network can use a 
policy of the service plan to determine the cost for the use. 
However, a user is limited to selecting one service plan from 
each of these three mutually exclusive categories, and thus the 
user is limited in selecting how he/she wants to use the access 
network. For example, a user cannot select multiple data 
plans for various data services to customize an end user 
device's use of the access network. 
The configuration of the access network to implement a 

particular service plan is also very difficult. For example, to 
create a service plan for data services, employees of the 
carrier that operate the access network will discuss basic 
attributes of the plan (e.g., whether to charge by MB or to be 
unlimited), and the cost of the plan. Then, an employee will 
enter into a network device the policy to track use of the 
access network (e.g., if the former is chosen) for end user 
devices that subscribe to the particular data plan. An 
employee also enters a policy into another network device for 
allowing end user devices that Subscribe to the data plan to use 
the access network. This cumbersome process makes the 
design of the service plan rigid, time-consuming, and prone to 
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8 
errors, thereby taking a long time to complete and have users 
begin selecting the data plan for their data services. 
The foregoing example of trends and issues is intended to 

be illustrative and not exclusive. Other limitations of the art 
will become apparent to those of skill in the relevant art upon 
a reading of the specification and a study of the drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

FIG. 1 depicts an example of a system including an access 
network and a network service plan provisioning system. 

FIG. 2 depicts a conceptual diagram of an example of a 
hierarchical structure useful for understanding service plan 
design and provisioning. 

FIGS. 3A through 3AB depict screenshots of a specific 
implementation of a service design system. 

FIG. 4 depicts a flowchart of an example of a method for 
creating Subscriber groups. 

FIG. 5 depicts a flowchart of an example of a method for 
creating service plan components. 

FIG. 6 depicts a flowchart of an example of a method for 
creating service plans from service plan components. 

FIG. 7 depicts a flowchart of an example of a method for 
creating service plan catalogs from Subscriber groups and 
service plans. 

FIG. 8 depicts an example of system including an access 
network and a network service plan provisioning sandbox 
system. 

FIG. 9 depicts a conceptual diagram of an example of a 
service design system sandbox implementation. 

FIG. 10 depicts a conceptual diagram of an example of a 
service design system sandbox implementation. 
FIG.11 depicts an example of a computer system on which 

techniques described in this paper can be implemented. 

DETAILED DESCRIPTION 

FIG. 1 depicts an example of a system 100 including an 
access network 102 and a network service plan provisioning 
system 104. In the example of FIG. 1, the access network 102 
receives network element provisioning instructions to 
enforce plan policies from the network service plan provi 
Sioning system 104. In a specific implementation, the net 
work service plan provisioning system 104 can receive Ser 
Vice plan selection data from the access network, and provide 
new instructions based upon the selection. 
The access network 102 can include a network that can 

provide network services to a device. The access network 102 
can include a wireless network (e.g., WiFi, cellular, or some 
other wireless technology) and/or a wired network (e.g., LAN 
or DSL). Wireless or wired devices can be referred to as “on” 
the access network 102 when the devices complete relevant 
association, authentication, and/or other procedures that 
enable to devices to obtain the services offered on the access 
network 102 in accordance with applicable known or conve 
nient techniques. Advantageously, the devices can have inter 
network policies that are provided by the network service 
plan provisioning system 104 in accordance with techniques 
described in this paper. Inter-network policies, as the term is 
used in this paper, refer to traffic control, charging, and noti 
fication policies that remain in effect after a device passes 
from one network to another (e.g., by roaming). Intra-net 
work policies, on the other hand, refer to control traffic con 
trol limited to the boundaries of a network (e.g., in-network 
traffic control, charging, and/or notification policies, plus an 
optional traffic control policy that permits or prevents roam 
ing to another network). 
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It is likely that it will be desirable to couple the access 
network 102 to another network. Networks can include enter 
prise private networks and virtual private networks (collec 
tively, private networks), which are well known to those of 
skill in computer networks. As the name suggests, private 
networks are under the control of an entity rather than being 
open to the public. Private networks include ahead office and 
optional regional offices (collectively, offices). Many offices 
enable remote users to connect to the private network offices 
via Some other network, Such as the Internet, a public 
switched telephone network (PSTN), or the like. As used in 
this paper, a private network is intended to mean a network 
that is under the control of a single entity or hierarchy of 
entities. This is typically the case for cellular networks, wire 
less infrastructure networks, company LANs and WANs, and 
the like. 

In the example of FIG. 1, the access network 102 and the 
network service plan provisioning system 104 may or may 
not be on the same private network, or a first entity may own 
or control a portion of the access network 102 and a second 
entity may own or control a portion of the access network 102 
as well as the network service plan provisioning system 104. 
For example, a carrier may include the network service plan 
provisioning system 104, but the access network 102 may 
include a WiFi network owned by a local business entity. 
Advantageously, in a specific implementation, the carrier can 
continue to provide policy control while a subscriber is on the 
access network 102. Where the access network 102 includes 
a cellular network of the carrier in this example, even greater 
policy control may be possible. 

It should be noted that a subscriber can be defined broadly 
to include any applicable device on the access network 102. 
For example, the access network 102 could include parking 
meter devices, food-dispensing machines, and automobile 
onboard computers, as well as Smartphones and other devices 
frequently used by humans. 

In the example of FIG. 1, the network service plan provi 
Sioning system 104 includes a service design engine 106, a 
service plan datastore 108, an optional policy enforcement 
priority rule datastore 110, an enforcement element provi 
Sioning instruction translation engine 112, a network provi 
Sioning instruction set 114, a network element provisioning 
engine 116, and analytics engine 118, a historical datastore 
120 and a service plan selection engine 122. 
The service design engine 106 inputs service plan data 

structures and other related data that is described later in more 
detail into the service plan datastore 108. Engines, as 
described in this paper, refer to computer-readable media 
coupled to a processor. The computer-readable media have 
data, including executable files, that the processor can use to 
transform the data and create new data. An engine can include 
a dedicated or shared processor and, typically, firmware or 
software modules that are executed by the processor. Depend 
ing upon implementation-specific or other considerations, an 
engine can be centralized or its functionality distributed. An 
engine can include special purpose hardware, firmware, or 
software embodied in a computer-readable medium for 
execution by the processor. As used in this paper, a computer 
readable medium is intended to include all mediums that are 
statutory (e.g., in the United States, under 35 U.S.C. 101), and 
to specifically exclude all mediums that are non-statutory in 
nature to the extent that the exclusion is necessary for a claim 
that includes the computer-readable medium to be valid. 
Known statutory computer-readable mediums include hard 
ware (e.g., registers, random access memory (RAM), non 
volatile (NV) storage, to name a few), but may or may not be 
limited to hardware. 
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10 
Datastores, as described in this paper, can be implemented, 

for example, as Software embodied in a physical computer 
readable medium on a general- or specific-purpose machine, 
in firmware, in hardware, in a combination thereof, or in an 
applicable known or convenient device or system. Datastores 
in this paper are intended to include any applicable organiza 
tion of data, including tables, comma-separated values (CSV) 
files, traditional databases (e.g., SQL), or other applicable 
known or convenient organizational formats. Datastore-asso 
ciated components, such as database interfaces, can be con 
sidered “part of a datastore, part of some other system com 
ponent, or a combination thereof, though the physical 
location and other characteristics of datastore-associated 
components is not critical for an understanding of the tech 
niques described in this paper. 
The service plan datastore 108 can store service plan data 

structures. As used in this paper, a data structure is associated 
with a particular way of storing and organizing data in a 
computer so that it can be used efficiently within a given 
context. Data structures are generally based on the ability of 
a computer to fetch and store data at any place in its memory, 
specified by an address, a bit string that can be itself stored in 
memory and manipulated by the program. Thus some data 
structures are based on computing the addresses of data items 
with arithmetic operations; while other data structures are 
based on storing addresses of data items within the structure 
itself. Many data structures use both principles, sometimes 
combined in non-trivial ways. The implementation of a data 
structure usually entails writing a set of procedures that create 
and manipulate instances of that structure. 

In an example of a system where the service plan datastore 
108 is implemented as a database, a database management 
system (DBMS) can be used to manage the service plan 
datastore 108. In such a case, the DBMS may be thought of as 
part of the service plan datastore 108 or as part of the service 
design engine 106 and/or the enforcement element provision 
ing instruction translation engine 112, or as a separate func 
tional unit (not shown). ADBMS is typically implemented as 
an engine that controls organization, storage, management, 
and retrieval of data in a database. DBMSs frequently provide 
the ability to query, backup and replicate, enforce rules, pro 
vide security, do computation, perform change and access 
logging, and automate optimization. Examples of DBMSs 
include Alpha Five, DataFase, Oracle database, IBM DB2, 
Adaptive Server Enterprise, FileMaker, Firebird, Ingres, 
Informix, Mark Logic, Microsoft Access, InterSystems 
Cache, Microsoft SQL Server, Microsoft Visual FoxPro, 
MonetDB, MySQL, PostgreSQL, Progress, SQLite, Tera 
data, CSQL, OpenLink Virtuoso, Daffodil DB, and OpenOf 
fice.org Base, to name several. 

Database servers can store databases, as well as the DBMS 
and related engines. Any of the datastores described in this 
paper could presumably be implemented as database servers. 
It should be noted that there are two logical views of data in a 
database, the logical (external) view and the physical (inter 
nal) view. In this paper, the logical view is generally assumed 
to be data found in a report, while the physical view is the data 
stored in a physical storage medium and available to a spe 
cifically programmed processor. With most DBMS imple 
mentations, there is one physical view and an almost unlim 
ited number of logical views for the same data. 
A DBMS typically includes a modeling language, data 

structure, database query language, and transaction mecha 
nism. The modeling language is used to define the schema of 
each database in the DBMS, according to the database model, 
which may include a hierarchical model, network model, 
relational model, object model, or some other applicable 
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known or convenient organization. An optimal structure may 
vary depending upon application requirements (e.g., speed, 
reliability, maintainability, scalability, and cost). One of the 
more common models in use today is the ad hoc model 
embedded in SQL. Data structures can include fields, records, 
files, objects, and any other applicable known or convenient 
structures for storing data. A database query language can 
enable users to query databases, and can include report writ 
ers and security mechanisms to prevent unauthorized access. 
A database transaction mechanism ideally ensures data integ 
rity, even during concurrent user accesses, with fault toler 
ance. DBMSs can also include a metadata repository; meta 
data is data that describes other data. 

In a specific implementation, the service design engine 106 
inputs policy enforcement priority rule data structures in the 
policy enforcement priority rule datastore 110. An aspect of 
policy control described in this paper entails the Superposi 
tion of a first traffic classification filter of a service plan over 
a second traffic classification filter of the service plan. There 
is more than one way to accomplish this Superposition includ 
ing, for example, ordering the first and second traffic classi 
fication filter such that the first traffic classification filter is 
applied to a traffic event before the second traffic classifica 
tion filter, trapping a match of the first traffic classification 
filter in a kernel until the second traffic classification filter is 
matched (then applying a first relevant action of an action 
list), or applying an explicit policy enforcement priority rule. 
Because implicit policy enforcement priorities can be used, 
the policy enforcement priority rule datastore 110 is optional. 
It should be noted that explicit policy enforcement priorities 
can be mandated in accordance with implementation- and/or 
configuration-specific parameters or a combination of 
implicit and explicit policy enforcement priorities can be 
used. In a specific implementation, explicit priorities trump 
implicit priorities (e.g., ordering). 

In the example of FIG. 1, the enforcement element provi 
Sioning instruction translation engine 112 converts service 
plan data structures in the service plan datastore 108 into 
respective network provisioning instruction set data struc 
tures, which are stored in the network provisioning instruc 
tion set datastore 114. The translation engine 112 can also 
convert the relevant policy enforcement priority rule data 
structures from the policy enforcement priority rule datastore 
110, if applicable, for inclusion in the network provisioning 
instruction set data structures. 

In the example of FIG.1, the networkelement provisioning 
engine 116 provides network element provisioning instruc 
tions to enforce plan policies to the access network 102. The 
network element provisioning instructions are applicable to 
one or more devices that may or may not currently be on the 
access network 102. In a specific implementation, the net 
work element provisioning instructions are sent to the access 
network 102 only when the applicable one or more devices 
are on the access network 102. 

In the example of FIG. 1, the analytics engine 118 receives 
data from the access network 102, which can include sub 
scriber feedback or instructions. For the purposes of this 
example, the data is presumed to include service plan selec 
tion data, which is used by the service plan selection engine 
122. The analytics engine 118 can modify the data in a man 
ner that is useful to the network service plan provisioning 
system 104, which can include triggering actions based upon 
feedback or instructions from the access network 102. The 
data can be stored in the historical datastore 120, which can be 
used by the service design engine 106. For example, the 
service design engine 106 can specify whether more or less 
data should be requested from the device (e.g., based upon 
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12 
network state), determine whether to reduce counts or other 
notifications, specify parameters that are to be recorded 
within classifications, or the like. 

Network state can be associated with a network busy state 
(or, conversely, a network availability state). A network avail 
ability state can include, for example, a state or measure of 
availability/capacity of a segment of a network (e.g., a last 
edge element of a wireless network). A networkbusy state can 
include, for example, a state or measure of the network usage 
level or network congestion of a segment of a network (e.g., a 
last edge element of a wireless network). In some embodi 
ments, network availability state and network busy state are 
inverse measures. As used herein with respect to certain 
embodiments, network availability state and network busy 
state can be used interchangeably based on, for example, a 
design choice (e.g., designing to assign background policies 
based on a network busy state or a network availability state 
yields similar results, but they are different ways to charac 
terize the network performance and/or capacity and/or con 
gestion). In some embodiments, network availability state 
and network busy state are dynamic measures as Such states 
change based on network usage activities (e.g., based on a 
time of day, availability/capacity level, congestion level, and/ 
or performance level). In some embodiments, differential 
network service usage control of a network service usage 
activity is based on a network busy state or network availabil 
ity state. In a specific implementation, there are four levels of 
network busy state (not busy, light, medium, critical). 

In the example of FIG. 1, the service plan selection engine 
122 receives service plan selection data from the analytics 
engine 118. The service plan selection data can be from a 
device on the access network 102, originate from the access 
network 102, or a combination thereof. In a specific imple 
mentation, the service plan selection data is entered at a 
device by a user and forwarded to the service plan selection 
engine 122 through the access network 102. 
Upon receipt of the service plan selection data, the service 

plan selection engine 122 can, if appropriate, select a new 
network provisioning instruction set in the network provi 
Sioning instruction set 114 for provisioning to the access 
network 102 in the manner described previously. (The service 
plan selection engine 122 may or may not be capable of 
triggering the service design engine 106 to modify a service 
plan, which is translated into a network provisioning instruc 
tion set for selection by the service plan selection engine 122.) 

FIG. 2 depicts a conceptual diagram 200 of an example of 
a hierarchical structure useful for understanding service plan 
design and provisioning. The conceptual diagram 200 
includes a collection of datastores associated with service 
plans 202, a collection of datastores associated with subscrib 
ers 204, a plan catalogs datastore 206, and a service design 
engine 208. 
The collection of datastores 202 includes a filters datastore 

210, a components datastore 212, a plans datastore 214, a 
rules datastore 218, a traffic control rule data structure 220, a 
charging data structure 222, and a notification data structure 
224. The filters datastore 210 can include, for example, traffic 
control filter data structures that, when used, allow, block, 
throttle, delay (for a fixed period of time), and defer (until an 
event) a matched traffic event. Aspects of a traffic event to 
which a filter is mapped can include, for example, by remote 
destination, by application, by content (e.g., generic content 
Such as streaming, specific content identifiable using regular 
expressions, etc.), by protocol, by port, by target operating 
system, to name several. In the context of service design, it 
has proven convenient to offer designers filter packages that 
combine a traffic control filter with an action. Such actions 
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can include notify (which triggers a notification to be sent to 
a notification destination), cap (which increments a count), 
trap (which traps a match at the kernel level to see if another 
filter is matched later), and instructions (which can result in 
Some other instruction to be executed). 
The components datastore 212 can include, for example, a 

set of filter packages, including at least one filter, and a set of 
policies. Because components can inherit policy, it is not an 
explicit requirement that a component include at least one 
policy. However, when a component is assembled in a service 
plan offering, the component will have either a policy in the 
set of policies or will inherit a policy. 
The rules datastore 218 includes policy rules. For illustra 

tive purposes, three policy type data structures are depicted as 
directed toward the rules datastore 218: traffic control policy 
data structure 220, charging policy data structure 222, and 
notification policy data structure 224. The traffic control 
policy data structure 220 can include a variety of filter pack 
ages designed to control the flow of traffic, such as allow or 
block, and take certain actions in association with the traffic 
control. Such as cap-and-match. The charging policy data 
structure 222 can be directed to a user or a sponsor (who can 
Subsidize network service usage) and can include a charging 
code. 
The rules datastore 218 includes policy rules. For illustra 

tive purposes, three policy type data structures are depicted as 
directed toward the rules datastore 218, traffic control policy 
data structure 220, charging policy data structure 222, and 
notification policy data structure 224. The traffic control 
policy data structure 220 can include a variety of filter pack 
ages designed to control the flow of traffic, such as allow or 
block, and take certain actions in association with the traffic 
control. Such as cap-and-match. The charging policy data 
structure 222 can be directed to a user or a sponsor (who can 
Subsidize network service usage) and can include a charging 
code. 
The notification policy data structure 224 can be directed to 

a user, a sponsor, or an engine that takes further action in 
accordance with variables or constant parameters in the noti 
fication and can include content for use by the target of the 
notification and a trigger (e.g., a selectable button that results 
in the execution of relevant instructions). Notification types 
include plan limit thresholds (plan has reached a specified 96 
of charging policy cap), plan cap limit (requested network 
activity has been capped because charging policy cap has 
been reached), plan limit overage (overage has reached a 
specified 96; offer the option of overage, new service plan, 
block ongoing usage, etc.), plan expiration (plan expired; 
offer option to buy a new plan), activity block event (activity 
blocked by filter or activity state change), no capable plan 
(plan does not support the requested network activity, which 
has been blocked), marketing interceptor (specific message or 
offer based on current activity or status), promotional mes 
sage (overview of what plan provides), upsell offer (upsell 
tiered plan based on current usage). Notification actions can 
be added to notifications to make them “actionable, which 
means that a recipient of the notification can provide feedback 
or instructions in response to the notification. Notification 
actions can include, for example, OK/dismiss, cancel, 
acknowledge, buy (links to buy workflow), more info (e.g., 
more information regarding why a traffic event was blocked, 
Suggestions for traffic activity changes or service plan pur 
chase), back (call a previous workflow screen), next (call a 
next workflow screen), launch (launch URL or application). 
Notification customizations can include foreground, back 
ground, foreground/background (display in foreground if 
activity is in foreground and in background otherwise), title, 
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subtitle, text, icon, buttons/actions, “do not show again” (will 
not show again for a specified time), default target button 
(specifies a default response action), or the like. 
The collection of datastores associated with subscribers 

204 includes a subscribers datastore 226 and a subscriber 
groups datastore 228. The subscribers datastore 226 includes 
subscriber data structures that include information about sub 
scribers. A minimalist subscriber data structure is likely to at 
least include a subscriber identification that is unique within 
the system 200 or universally, such as an International Mobile 
Subscriber Identity (IMSI). It may also be useful to include 
Such information as a phone number, device type, and/or 
International Mobile Equipment Identity (IMEI). 
The subscriber groups datastore 228 includes subscriber 

group data structures that include groupings of Subscribers. 
The types of groupings that can be done in a system depends 
upon the amount of information that is known about Subscrib 
ers. For example, Subscribers can be grouped by device type, 
device characteristics, demographic characteristics of the 
Subscriber, region, etc. 
The plan catalogs datastore 206 includes plan catalog data 

structures that are available to consumers or providers of 
network service plans. The plan catalog data structures are 
combinations of components from the collection of datas 
tores associated with service plans 202 and the collection of 
datastores associated with subscribers 204. 
The service design engine 208 can manage the datastores 

depicted in the example of FIG. 2. Aspects of service design 
and/or provisioning can be assigned to agents of the system 
200. The amount of control over the system that an agent is 
granted is based upon the role of the agent, which can be 
recorded in the roles datastore 230. Roles can be set to super 
user, portal admin, System admin, or some other role that is 
applicable to the capabilities of the design center (e.g., 
whether it is a carrier design center, or a sandbox for an 
enterprise, applications developer, community-based organi 
zation, gifting organization, Mobile Virtual Network Opera 
tor (MVNO), etc.) and the human agent who is using the 
system. 

Screenshots of a user interface for a specific implementa 
tion of a service design engine. Such as the service design 
engine 208, can be used to illustrate some of the functionality 
of the service design engine 208. FIG. 3 depicts screenshots 
of a User Interface (UI) for a specific implementation of a 
service design system. 

In the example of FIG. 3A, following login, a designer is 
directed to a service design center UI homepage with an open 
tasks field 302, a recent activity field 304, and a menu buttons 
field 306. The open tasks field 302 can include drafts that are 
awaiting approval, beta tests that are awaiting publication/ 
deployment, and deployed plans that are targeted for termi 
nation, or other open tasks. The recent activity field 304 can 
include as much or as little information as is deemed useful to 
designers. 
The menu buttons field 306 includes eight buttons, a sub 

scribers button, a Subscriber group button, a plans button, a 
plan catalogs button, a templates button, a reports button, a 
settings button, and a my profile button. Selecting the my 
profile button brings a designer to screenshot 300B (FIG.3B), 
where the designer can enter information Such as first name, 
last name, password, and role. Roles can be set to Super user, 
portal admin, system admin, or some other role that is appli 
cable to the capabilities of the design center (e.g., whether it 
is a carrier design center, or a sandbox for an enterprise, 
applications developer, community-based organization, gift 
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ing organization, Mobile Virtual Network Operator 
(MVNO), etc.) and the particular designer who is using the 
system. 

Selecting the settings button of the menu buttons field 306 
brings a designer to screenshot 300C (FIG. 3C), where the 
designer can select a roles tab, a users tab, or a presets tab 
from a tabs menu 3.08. Selecting the Roles tab from the tabs 
menu 3.08 enables a designer to add roles, such as component 
editor, plan creator, plan group publisher, plan viewer, report 
viewer, and system admin. It may be noted that a designer will 
not necessarily be able to view all roles in this tab and, in a 
likely implementation, may be unable to create roles with 
rights the designer does not have (e.g., a system admin may 
have fewer rights than a Super user and different rights than a 
portal admin). Selecting the Users tab from the tabs menu 3.08 
enables a designer to add and edit users. In the example of 
FIG. 3D (screenshot 300D), the user das has been selected, 
and das details, such as username (email address), first name, 
last name, whether the user is enabled, roles, and available 
roles are depicted. Selecting the Presets tab from the tabs 
menu 308 enables a designer to choose a default plan icon as 
depicted in the example of FIG.3E (screenshot 300E). 

Selecting the subscribers button of the menu buttons field 
306 and selecting a new subscriber brings a designer to 
screenshot 300F (FIG. 3F). In this specific implementation, 
the subscriberinformation includes a device name, subscriber 
group, owner name, locale, EID, phone number, device type, 
operating system version, CDMA subscriber details, and 
GSM/LTE subscriber details. This information can also be 
edited for subscribers that are already in the subscribers 
datastore. 

Selecting the subscribergroups button of the menu buttons 
field 306 brings a designer to screenshot 300G (FIG. 3G), 
where the designer can select a properties tab oran import tab. 
Choosing to create a new Subscriber group prompts the 
designer to enter a group name and description, and to drag 
subscribers into the group. Selecting the import tab enables 
the designer to import Subscribers from a subscribers datas 
tore in a batch operation. See, e.g., FIG.3H, screenshot 300H. 
Information can also be edited for subscriber groups that are 
already in the Subscriber groups datastore. 

Selecting the plans button of the menu buttons field 306 
and selecting a new plan brings a designer to screenshot 300I 
(FIG. 3I). In this specific implementation, the plan informa 
tion includes a plan icon, a plan name, a plan short descrip 
tion, a plan description, a plan version, a plan type (e.g., 
sponsored, paid, or carrier), an “is default’ checkbox, an "is 
repurchaseable' checkbox, a billing price, and a display price 
(in case the billing price is not the same as the billing price). 
A next screenshot 300J (FIG. 3J) enables entry of further 
information about the plan, including charging policy (e.g., 
based on data used or time spent, usage limits and overage 
allowances), billing policy (e.g., one-time or recurring, usage 
reporting, and pre- or post-billing) It is possible in this spe 
cific implementation to show a policy label on the device and 
include billing identifiers. A charging code can also be cre 
ated or selected by the designer. A next screenshot 300K 
(FIG.3K) includes an option to add components, either by 
creating a new component or cloning an existing component. 
In the example of FIG. 3K, three components have been 
added to the list of components for the plan, with explicit 
priorities 1, 2, and 3. Note that in this specific implementa 
tion, the number of tabs in the tab menu 310 increases as data 
is entered for the plan until the tab menu 310 includes a 
properties tab, a charging & billing tab, a components tab, a 
policy events tab, and a review tab. 
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When the designer selects a component, such as the “Copy 

of No Youtube,” a component screenshot 300L (FIG. 3L) is 
displayed, which includes a tab menu 312 that includes a 
properties tab, a filters tab, and a policy events tab. (The tab 
menu 312 can also include a charging policy tab if a charging 
policy is defined for the component.) Selecting the properties 
tab from the tab menu 312 enables the designer to edit the 
component name, service class (e.g., carrier, network protec 
tion, sponsored, specialized application, market interceptor, 
parental control, open access, and post-bulk), and whether the 
component has a charging policy explicitly defined or inherits 
the charging policy from the plan. It may be noted that the 
service class could be characterized to include an "end-of 
life' service class for when a subscriber has no remaining 
service plan options, but in this specific implementation the 
end-of-life setting is not listed as a service class (described 
later). 

Selecting the filters tab from the tab menu 312 brings the 
designer to screenshot 300M (FIG.3M), where filters can be 
chosen for a selected component (in this example, the “No 
Youtube' component). When the designer selects a filter to 
edit, the designer is brought to screenshot 300N (FIG. 3N), 
which facilitates editing of the filter name, description, 
whether the filter is associative only, whether the filter is 
“no-match, filtering parameters (e.g., filter by remote desti 
nation, filter by application, filter by target operating system, 
filter by content, filter by protocol, filter by port), and whether 
and how to display in a launcher widget. 

Selecting the policy events tab from the tab menu 312 and 
creating a new policy event brings the designer to screenshot 
300O (FIG. 3O) where the designer can select policy events 
based upon network state when certain conditions (e.g., cap & 
no match, cap & match, block for a device, disallow and 
match, disallow and no match, in this network State, transi 
tioning into this network State, and transitioning out of this 
network State) are met. Continuing to the next screenshot 
300P (FIG. 3P), the designer enters event properties, such as 
the name of the policy event, a description, whether to display 
notifications associated with the event in foreground or back 
ground, whether to send notification results to service, maxi 
mum number of times to send the notification, and whether 
the user can suppress future notifications. Note that in this 
specific implementation, the number of tabs in the tab menu 
314 increases as data is entered for the policy event until the 
tab menu 314 includes a policy event tab, a properties tab, a 
messages tab, and a buttons tab. 

Continuing to the next screenshot 300CR (FIG. 3O), the 
designer enters message details, such as title, Subtitle, short 
text, and long text. Clicking on “how to use variables' 
instructs the designer regarding what variables can be added 
to notifications, such as name of service plan, charging code 
name, filter (e.g., blocked, throttled, etc.), percentage of plan 
utilization in bytes or time, application name, overage limit, 
current overage, throttle rate, date when cycle will refresh, 
duration of cycle, name of plan matched after current plan 
reached a cap, name of plan matched after disallow matched, 
current roaming state, current active network, or host or 
domain, to name several. 

Continuing to the next screenshot 300R (FIG. 3R), the 
designer determines whether to display upsell plans and 
enters buttons to enable subscriber responses to the notifica 
tion (in this example, the view catalog and cancel buttons are 
enabled). The phone image 316 is intended to illustrate how 
the message and buttons will appear within a device, though 
the image will not necessarily be a perfect representation. 
When returning to the plan level (see FIG. 3K), the 

designer can select the policy events tab from the tab menu 
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310 to display screenshot 300S (FIG. 3S) and enter policy 
events at the plan level. It may be noted that the policy events 
described with reference to the examples of FIGS. 3O to 3R 
were associated with an individual component. In the 
example of FIG. 3S, a policy event associated with the net 
work state “on a WiFi network” and on a Monday through 
Friday causes a notification to be sent when a cap and match 
is seen. Other policy event parameters can be set in a manner 
similar to those described with reference to FIGS. 3P to 3R. 
Upon completion of the plan described with reference to 

FIGS. 3I to 3S, the designer can select the review tab from the 
tab menu 310 (see, e.g., FIG.3K) to display screenshot 300T 
(FIG.3T). It may be noted that the review screen is “cut off.” 
which prevents observation of policy events, but this is not 
necessary to understand the nature of the review screen. In 
this example, the plan, which is stored as a “draft plan, can be 
published for beta testing (and submitted for approval). 

Referring back to the home page (see, e.g., FIG. 3A), 
selecting the plan catalogs button from the menu buttons field 
306 brings a designer to screenshot 300U (FIG. 3U). There, 
the designer can enter a plan catalog name, a plan catalog 
description, and a plan catalog version (or select a plan cata 
log from plan catalogs in a plan catalogs datastore). When the 
designer clicks “next the tab menu expands into a tab menu 
318, which includes the properties tab, a plans tab, a plan 
priorities tab, a tabs tab, a subscribergroups tab, an LCP error 
tab, an upsells tab, a promotions tab, and a review tab, as is 
illustrated in the example of FIG.3V. Under the plans tab, the 
designer can drag plans into a plan catalog. 
When the designer selects the plan priorities tab from the 

tab menu 318, the designer is brought to screenshot 300 W 
(FIG.3W), where the plans of the plan catalog can be priori 
tized. The plans are prioritized per plan type (e.g., carrier 
plan, paid plan), and if there are multiple plans within a plan 
type, the plans can be prioritized within the plan types, as 
well. Some or all of the plans can also be designated as 
available upon activation. With versioning, subscribers hav 
ing a previous plan version can continue to use the previous 
version, while new subscribers can be offered the most recent 
version. If an old plan expires, a subscriber can be offered the 
most recent version, as well. 
When the designer selects the tabs tab from the tab menu 

318, the designer is brought to screenshot 300X (FIG. 3X), 
where the designer can organize tabs for display of plans. A 
Subscriber's device can display, for example, one or more tabs 
Such as games, social, productivity, media, free, paid, and all, 
and under the tabs the various plans can be listed in an order 
that is determinable by the designer. 
When the designer selects the subscriber groups tab from 

the tab menu 318, the designer is brought to screenshot 300Y 
(FIG. 3Y), where the designer can drag and drop subscriber 
groups. 
A Lacks Compatible Plan (LCP) error occurs when a traffic 

event is received for which there is no active service plan. 
LCP errors can be treated as a particular kind of policy event. 
AS when designating the parameters of policy events, when 
the designer selects the LCPerrors tab from the menu 318, the 
designer has options similar to those described above with 
reference to FIGS. 3P to 3R. That is, the designer can choose 
applicable end-of-life properties, messages, and buttons. 

Upsells occur when offered from a component, plan, or 
plan catalog, and can be responsive to traffic events (e.g., an 
upsell for cheaper network service when using facebook 
applications can occur when a Subscriber consumes more 
expensive network services to use facebook applications) or 
other events. When the designer selects the upsells tab from 
the menu 318, the designer can edit upsell opportunities 
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offered from, e.g., notifications within a plan catalog or any of 
its plans or components. Upsells can be edited much like 
policy events (e.g., properties, messages, and buttons). 

Promotions can be offered once or periodically. When the 
designer selects the promotions tab from the menu 318, the 
designer can edit a frequency of a promotion in screenshot 
300Z (FIG.3Z). Promotions can be edited much like policy 
events (e.g., properties, messages, and buttons). 
When the designer selects the review tab from the menu 

318, the designer can review the plan catalog as is illustrated 
in screenshot 300AA (FIG. 3AA). 

Referring back to the home page (see, e.g., FIG. 3A), 
selecting the templates button from the menu buttons field 
306 enables a designer to work on filter templates. Because 
components can have versions, it can be desirable to create 
templated filters that, when placed in a component, automati 
cally create a copy of the templated filter. That way, when the 
filter is changed for one version, it is not changed for another. 
It is also possible to simply reuse a filter in components, in 
which case if the filter is changed, it is changed for all of the 
components into which it was reused. 

Selecting the reports button from the menu buttons field 
306 enables a designer to review reports. FIG. 3AB depicts a 
screenshot 300AB with reports that are broken into several 
categories including, usage, revenue, popularity, health 
(fraud), per Subscriber, and other. Reports are generated using 
information that is available from datastores of the service 
design system, which can include data in notifications from 
Subscriber devices or, more generally, access networks. 

FIG. 4 depicts a flowchart 400 of an example of a method 
for creating subscribergroups. This flowchart and other flow 
charts are depicted in the figures of this paper as serially 
arranged modules. However, modules of the flowcharts may 
be reordered or arranged for parallel execution as appropriate. 

In the example of FIG.4, the flowchart 400 starts at module 
402 with creating a subscriber record. The term “record as 
used in this paper can refer to a data structure of any appli 
cable format saved in a data store. A subscriber record can 
include such information as device name, owner name, EID 
(e.g., IMSI or Country Code--Operator Code--MIN), device 
type, subscribergroup, locale, phone number (e.g., MSISDN 
or MDN), operating system version, CDMA subscriber 
details (e.g., Device ID/MEID and/or MSID), and GSM/LTE 
subscriber details (e.g., IMSI and/or IMEI). Generally, more 
information will enable designers to group Subscribers 
together in different ways (e.g., by demographic informa 
tion), which can result in improved accept rates for targeted 
notifications. 

In the example of FIG. 4, the flowchart 400 continues to 
module 404 with storing the subscriber record in a service 
design system Subscriber datastore. Datastore is a general 
term that can be applied to almost any data storage receptacle. 
For the purpose of this example, however, a specific format is 
expected. It is possible, and even likely, that the service design 
system Subscriber datastore (and the service design system 
Subscriber group datastore, mentioned later) will have an 
implementation- and/or configuration-specific, though not 
necessarily proprietary, format. The subscriber record is 
expected to have such a format appropriate for storage in the 
expected format of the service design system Subscriber 
datastore. In the event subscriber data is received in the ser 
Vice design system in a format other than the expected format, 
the subscriber record is created (402) in the expected format 
and populated with some or all of the received subscriber 
data, and potentially with additional data that is obtained by 
the service design system (e.g., from a datastore orthrough an 
admin or other input process). 
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In the example of FIG. 4, the flowchart 400 continues to 
decision point 406 where it is determined whether there is 
additional subscriber records to be created. If it is determined 
that there is additional subscriber records to be created (406 
Y), then the flowchart 400 returns to module 402 and contin 
ues as described previously for the next subscriber record. A 
“while loop' 408 comprising the modules 402 and 404 and 
decision point 406 is encompassed in the example of FIG. 4 
with a dotted box. The while loop 408 can be executed in 
batch-mode by importing Subscriber data from a data source. 
The format of the subscriber data can be restricted to the 
format of the service design system Subscriber datastore or 
formats that a service design engine is capable of converting 
into the appropriate format. Alternatively or in addition, the 
while loop 408 can be executed through an input process one 
Subscriberata time, either when receiving data from a poten 
tial or current Subscriber, or from an artificial or human agent 
of the service design system. 

If, on the other hand, it is determined that there are no 
additional subscriber records to be created (406-N), then the 
flowchart 400 continues to module 410 with creating a sub 
scriber group record from subscriber records in the service 
design system Subscriber datastore. A subscriber group 
record may or may not have a substantial amount of metadata. 
For example, a Subscriber group record can be assigned a 
name and description to make it easier to use the Subscriber 
group record when creating service plans for Subscriber 
groups. An alternative field of the Subscriber group record is 
common Subscriber data, though this could also be consid 
ered part of the description. 

In the example of FIG. 4, the flowchart 400 continues to 
module 412 with storing the subscriber group record in the 
service design system Subscribergroup datastore. The issues 
related to format of subscriber group records are similar to 
those described previously with reference to module 404. 

In the example of FIG. 4, the flowchart 400 continues to 
decision point 414 where it is determined whether there is 
additional subscriber group records to be created. If it is 
determined that there is additional subscriber group records 
to be created (414-Y), then the flowchart 400 returns to mod 
ule 410 and continues as described previously for the next 
subscriber group record. A “while loop' 418 comprising the 
modules 410 and 412 and decision points 414 and 416 is 
encompassed in the example of FIG. 4 with a dotted box. The 
while loop 416 can be executed in batch-mode by importing 
subscriber records from the subscribers datastore. Alterna 
tively or in addition, the while loop 418 can be executed 
through an input process one Subscriberata time, either when 
receiving data from a potential or current Subscriber, or from 
an artificial or human agent of the service design system. For 
example, an admin could drag and drop available Subscribers 
into a Subscriber group, and the service design engine can 
create a subscriber group record from available subscribers 
that were added to the subscriber group in this way. 

In a specific implementation, a batch of subscriber data can 
be imported into the service design system and used to popu 
late a subscriber group. It may be noted that the logical flow 
in the flowchart 400 is to create subscriber records (412) and 
store the subscriber records (404) repeatedly (406) and then 
create a subscribergroup (410) from subscriber records in the 
service design system Subscriber datastore. However, it is not 
necessary for the import procedure to create each Subscriber 
record before creating the Subscriber group. 

In a specific implementation, when a Subscriber record 
with a characteristic that identifies the subscriber record as 
part of an existing Subscriber group record is created and 
stored in the service design system subscriber datastore, that 
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subscriber may or may not automatically be added to the 
existing Subscriber group record (or an update procedure 
could add any Subscriber records having the relevant charac 
teristics that were not previously added to the subscriber 
group record when initiated by a subscriber or agent of the 
service design system). 

Referring once again to decision point 414, if it is deter 
mined that there are no additional Subscribergroup records to 
be created (414-N), then the flowchart 400 continues to deci 
sion point 416 where it is determined whether there are addi 
tional subscriber records to be created. If it is determined that 
additional subscriber records are to be created (416-Y), then 
the flowchart 400 returns to module 402 and continues as 
described previously. If, on the other hand, it is determined 
that no additional subscriber records are to be created (416 
N), then the flowchart ends. It may be noted that in a typical 
implementation, the method could be restarted at module 402 
or module 410 if there is an other subscriber record or another 
subscriber group record to be created. Therefore, the end is a 
logical end to the flowchart 400, but the process can continue 
as needed. 

FIG. 5 depicts a flowchart of an example of a method for 
creating service plan components. In the example of FIG. 5, 
the flowchart 500 starts at module 502 with creating a filter 
instance. A filter record is created by this action, but the term 
“instance' is used because of the way in which a filter is used 
in the system. Specifically, a filter can have global character 
istics in the sense that if two service plan components incor 
porate the filter instance and the filter instance is later 
changed, the changes are applied to both of the service plan 
components. Thus, there is a single filter instance that is used 
in multiple components. Alternatively, a filter instance can be 
created from a template in the sense that if two service plan 
components incorporate the filter instance and a change is 
made to one of the filter instances, the changes are not applied 
to the other filter instance. Thus, each application of the filter 
template is a separate filter instance. In a specific implemen 
tation, filter instances can be explicitly set to be either global 
or local. It is also possible to create a global filter template 
(such that changes to the global filter template are applied to 
all instances of the filter) as well as local filter instances that 
can be changed within service plan components without the 
changes cascading through they system. 

In the example of FIG. 5, the flowchart 500 continues to 
module 504 with storing the filter instance in a service design 
system filter datastore. The service design system filter datas 
tore may have explicit data structure requirements for the 
filter instance, but will at least include a traffic instance that 
matches the filter. In a specific implementation, the traffic 
instances can include traffic events that include a specified 
remote destination (e.g., a domain or IP address), a specified 
application (identified by, e.g., name, hash, certificate, signa 
ture, other secure ID, etc.), a specified operating system, 
specified content, a specified protocol (e.g., TCP, UDP, TCP/ 
UDP), or a specified port number. Domain filters can be 
specified to allow references to be loaded and/or to use asso 
ciative filtering (e.g., by seconds or by bytes of data). Appli 
cation filters can be specified to validate applications. Each 
filter instance stored in the service design system filter datas 
tore can include a filter name and description to make use of 
the filter easier for human agents. 

In a specific implementation, filter instances can be speci 
fied to be match or no match filters. A “match filter does not 
prevent attempts to match a traffic event to another filter. A 
“no match filter prevents a network traffic inspection engine 
from attempting to match a traffic event to another filter. In a 
sense, this applies an action to a filter, and the match and no 
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match aspect of a filter can be treated as a filter aspect or an 
associated action aspect, whichever is more applicable in a 
given context. 

In the example of FIG. 5, the flowchart 500 continues to 
decision point 506 where it is determined whether there are 
more filter instances to create. If it is determined that there are 
more filter instances to create (506-Y) then the flowchart 500 
returns to module 502 and continues as described previously 
for a next filter instance. 

If, on the other hand, it is determined that there are no 
additional filter events to be created (506-N), then the flow 
chart 500 continues to module 508 with creating a corre 
sponding policy event rule record. The policy event rule 
enables a service plan component to determine what network 
state (including any network State) is applicable to a policy 
event. It may be noted that in a specific implementation, the 
rules can be created without a corresponding filter (e.g., as a 
stand-alone rule). The policy event rule becomes applicable 
when a filter matches a traffic event in a way that is specified 
by the rule. For example, if a traffic event matches a filter 
instance Such that a network State is detected (e.g., in a net 
work State, transitioning into the network State, or transition 
ing out of the network State), then a rule that specifies these 
conditions is applicable. Other examples of specified condi 
tions are when a traffic event is allowed, blocked, throttled, 
delayed, or deferred, each which could be specified to be 
match or no match. 

Policy rules can also define caps, which are met when a 
count of e.g., time or bytes, reaches the defined cap. (It may 
be noted that a count can be considered part of a notification 
policy.) When a capped policy event has a counter increment 
to its defined cap, the filter can change from, e.g., allow (when 
the cap has not been exceeded) to block, throttle, delay, or 
defer (when the cap has been exceeded). The capped policy 
event could similarly go from, e.g., throttle (when the cap has 
not been exceeded) to throttle more (when the cap has been 
exceeded) or some other combination of filtering activity 
before and after a cap has been exceeded. 

In the example of FIG. 5, the flowchart 500 continues to 
module 510 with storing the corresponding policy event rule 
record in the design system rules datastore. Policy event rules 
records can include one or more of a traffic control policy, a 
notification policy, and a charging policy. Traffic control 
policy rules are associated with the type of filter to which the 
traffic control policy rule corresponds (e.g., allow, block, 
throttle, delay, defer, or take no action). The applicable traffic 
control can be function of network State, device state, service 
plan usage state, etc. 

Notification policy rules are associated with sending infor 
mation to a party, Such as a Subscriber, human or non-human 
agent of a service design system, a program, etc. In a specific 
implementation, a notification policy record can be given a 
name and description, and notification details such as whether 
the notification is in the foreground or background, the des 
tination of the notification (e.g., to a Subscriber, to a server, or 
to Some other party), and interaction that is enabled in asso 
ciation with the notification (e.g., number of times the noti 
fication is displayed before it is no longer displayed to a user 
oran option that enables a user to Suppress the notification in 
the future). Notifications to subscribers and human agents of 
the service design system will typically include human-read 
able content, such as a title, Subtitle, short text, and/or long 
text description. Notifications to non-human agents may or 
may not include the same information, and can include 
instruction sets that make little or no sense when read by a 
human. In a specific implementation, notifications can 
include variables that insert data from datastores, about net 
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work State, or other data that can vary over time. A service 
design agent can include selection options (e.g., buttons) in a 
notification that enable the recipient to provide feedback or 
instructions. Useful selection options might include, for 
example, upsell plans, a service offerings catalog, a request 
for more information, an indication that overage is desired, 
launching a URL, and/or dismiss. In a specific implementa 
tion, a service design system agent can use a graphical user 
interface that displays a mobile device with the notification as 
it would be displayed (perhaps without some icons or other 
features of the mobile device) to make review of the notifica 
tion convenient. 

Charging policy rules are associated with determining how 
much to bill for usage (in time or bytes). In a specific imple 
mentation, a service plan component can inherit charging 
policy from a plan in which the component is integrated. So, 
strictly speaking, in Such an implementation, a service plan 
component record need not have a charging policy rule, 
though when deployed it can have a charging policy rule due 
to inheritance. Where the charging policy is defined for a 
component, the charging policy can be based on data used or 
time, may or may not have an overage allowance (with an 
optional maximum overage usage), and will have a rate, 
which can be specified with a charging code. 

In the example of FIG. 5, the flowchart 500 continues to 
module 512 with creating a service plan component record 
that includes the filter instance from the service design system 
filter datastore and the policy event rule record in the design 
system rules datastore. It may be observed that a service plan 
component will always have a filter and a policy event rule. 
Assuming the traffic control policy is defined to include 
"detect” (in addition to allow, block, throttle, delay, defer, to 
name several), the service plan component can be defined as 
always including a traffic control policy, where “detect does 
nothing more than trigger the policy event when the filter and 
policy event rule matches a traffic event. Assuming the noti 
fication policy is defined to include “none the service plan 
component can be defined as always including a notification 
policy. Assuming the charging policy is defined to include 
“inherit, the service plan component can be defined as 
always including a charging policy, which is determined 
when the component is integrated into a plan from which it 
can inherit the charging policy. 

In the example of FIG. 5, the flowchart 500 continues to 
decision point 514 where it is determined whether more filter 
instances are to be created. If it is determined that more filter 
instances are to be created (514-Y), then the flowchart returns 
to module 502 and continues as described previously (though 
at module 512, instead of creating a service plan component 
record, the service plan component record can be modified). 
If, on the other hand, it is determined that no more filter 
instances are to be created (514-N), then the flowchart 500 
continues to decision point 516 where it is determined 
whether more policy event rule records corresponding to a 
filter record are to be created. 

If it is determined that more policy event rule records 
corresponding to a filter record are to be created (516-Y), then 
the flowchart 500 returns to module 508 and continues as 
described previously (though at module 512, instead of cre 
ating a service plan component record, the service plan com 
ponent record can be modified). If, on the other hand, it is 
determined that no more policy event rule records corre 
sponding to a filter record are to be created (516-N), then the 
flowchart 500 ends. 

It may be noted that in a typical implementation, the 
method could be restarted at module 502, module 508, or 
module 512 if there is an other filter instance, policy event 



US 8,924.543 B2 
23 

rule record, or service plan component record to be created. 
Therefore, the end is a logical end to the flowchart 500, but the 
process can continue as needed. 

FIG. 6 depicts a flowchart 600 of an example of a method 
for creating service plans from service plan components. For 
illustrative purposes, it is assumed that filter instances, policy 
event rule records, and service plan component records that 
are going to be used in a service plan have already been 
created. It may be noted that none, some, or all of the filter 
instances, policy event rule records, and service plan compo 
nent records could be created at any appropriate point (not 
depicted) in the flowchart 600. In a specific implementation, 
the filter instances and policy event rule records can be used at 
both the service plan component level (see, e.g., FIG. 5) and 
at the service plan level. 

In the example of FIG. 6, the flowchart 600 continues to 
module 610 with creating a service plan record. The service 
plan record can include an icon for display on, e.g., Subscriber 
devices, a plan name, a plan short description, a plan descrip 
tion, a plan version, a plan type (e.g., sponsored, paid, or 
carrier), whether the plan is a default plan, whether the plan is 
repurchaseable, a billing price, and a display price. Whethera 
policy label is displayed on a subscriber device can also be 
set. It may be noted that the service plan record could instead 
be created after all or a portion of the information associated 
with the following modules has been provided. 

In the example of FIG. 6, the flowchart 600 continues to 
module 604 with setting charging policy for the service plan. 
The charging policy can be based on data or time usage and 
can have a usage limit, with or without overage of some 
amount, the billing policy cycle can be configured as appro 
priate (e.g., duration, frequency, report usage, pre- or post 
paid billing, etc.). Whether billing identifiers are used (e.g., 
billing name, carrier service ID, etc.) can also be set. If charg 
ing codes are used, charging codes can also be identified and 
set to the default or not as is appropriate for the service plan. 
The charging policy can be inherited by service plan compo 
nents of the plan that are configured to inherit the charging 
policy of the plan. 

In the example of FIG. 6, the flowchart 600 continues to 
module 606 with hierarchically arranging service plan com 
ponents in the service plan. The hierarchical arrangement can 
be explicit (e.g., by indicating priority in a field associated 
with a component) or implicit in the ordering of the compo 
nents. In a specific implementation, the components also have 
service classes. For example, components could fall into the 
service classes carrier, network protection, sponsored, paid, 
parental control, marketing intercept, open access/bulk, post 
bulk, and no applicable service plan?end-of-life. Thus, hier 
archical arrangement of service plan components can refer to 
hierarchical arrangement of the service plan components 
relative to one another, to hierarchical arrangement of the 
service plan components within a service class relative to 
other service plan components in that service class, or to both. 

Depending upon the implementation, service plan compo 
nents can be designated to have a service class upon creation 
(or edit), or the component can be assigned to a service class 
when the component is added to the service plan. For 
example, a service plan component could be assigned to a 
“paid” service class, but could also function appropriately if 
assigned to a marketing intercept service class. Depending 
upon the implementation, the component could be designated 
“paid upon creation and copied to create a similar “market 
ing intercept component, or the component could be desig 
nated either paid or marketing intercept upon creation (or 
have no service class designation), and inserted into the rel 
evant service class when arranged in a service plan. Thus, the 
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hierarchical arrangement can be dynamic by service class 
(e.g., a designer can pick the class into which to arrange a 
component) or static by service class (e.g., the component is 
created within a service class). In a specific implementation, 
a service plan component with a static service class can be 
explicitly arranged by priority relative to other service plan 
components within the service class, a service plan compo 
nent with a dynamically assigned service class can be explic 
itly arranged by priority relative to other service plan compo 
nents within the service class, a service plan component with 
a static service class can be implicitly arranged by priority 
within the service class, and a service plan component with a 
dynamically assigned service class can be implicitly arranged 
by priority within the service class. 

In the examples provided in this paper, the carrier service 
class is generally treated as the highest priority service class. 
Carrier plans will include basic network policy. In a specific 
implementation, carrier plans are automatically enforced on a 
Subscriber device and are not offered in a plan catalog. 

In the examples provided in this paper, the second highest 
priority service class, network protection, can be associated 
with policy designed to protect network resources (e.g., by 
detecting devices that are consuming too many network 
resources and throttling or blocking them). Network protec 
tion services can have variable billing policies that are select 
able by a Subscriber (e.g., to enable foreground processing as 
opposed to background processing, speed, etc.), but a Sub 
scriber may or may not have the ability to modify network 
protection policy, depending upon the implementation. 

In the examples provided in this paper, the third highest 
priority service class, sponsored, can be associated with Ser 
vice plans that are sponsored in whole or in part by an entity 
other than the subscriber. Partially sponsored plans can be 
referred to as subsidized, though the term “sponsored' is 
intended to include subsidized plans unless otherwise indi 
cated by context. Depending upon the implementation and/or 
configuration, sponsored plans may or may not be optional. 
For example, an employee of a company may have a spon 
sored service plan that is applicable when the employee 
accesses the company intranet, and the employee may or may 
not be able to decline the sponsorship. As another example, 
facebook may subsidize network resource consumption when 
a subscriber accesses the facebook website, and the sub 
scriber may or may not be able to decline the subsidy. 

In the examples provided in this paper, the fourth highest 
priority service class, paid, can be associated with service 
plans that a Subscriber purchases. It is generally the case that 
a Subscriber will be given the option to purchase a paid service 
planthrough, e.g., an actionable service offer. (An actionable 
service offer is a notification that includes a feedback mecha 
nism, such as an accept button, that a Subscriber can select to 
accept the service offer.) Service offers can be triggered by 
predefined conditions, such as when a Subscriber attempts to 
do something that a plan would help. (Service offers can also 
be triggered for sponsored services.) 

In the examples provided in this paper, the fifth highest 
priority service class, parental control, can be associated with 
service plans that a subscriberpurchases or modifies inaccor 
dance with an authentication process. Parental control plans 
can be associated with multi- (or single-) device plans for 
which a primary Subscriber can set policy. Depending upon 
the implementation, different devices of a multi-device plan 
can also have different sponsored and paid plans. 

In the examples provided in this paper, the sixth highest 
priority service class, market interceptor, can be associated 
with service plans that are offered to a subscriber before the 
subscriber drops to the bulk policy service class. Market 
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interceptor plans can include service offers that are favorable 
to open access policy in some way. 

In the examples provided in this paper, the seventh highest 
priority service class, open access or bulk, can be associated 
with a catch-all service plan. 

In the examples provided in this paper, the eighth highest 
priority service class, post-bulk, can be associated with Ser 
vice plans that can be activated in the event no other service 
plan is applicable. In a specific implementation, post-bulk 
plans are designed to offer a Subscriber a last chance to 
activate a service plan for something that the Subscriber is 
trying to do, but is unable due to no service plan being avail 
able. If the subscriber responds appropriately to a notifica 
tion, the Subscriber may activate a service plan (e.g., a paid 
service plan) relevant to a present activity. 

In the examples provided in this paper, the ninth highest 
priority service class, end-of-life, is typically associated with 
a notification that no service plan is available for a detected 
traffic event. 

It is not necessary to utilize all service classes to take 
advantage of a service class hierarchy in specific implemen 
tations. It is also possible to move a class up or down relative 
to other classes in the hierarchy. For example, the network 
protection class could be given a priority below paid service 
class. 

In the example of FIG. 6, the flowchart 600 continues to 
module 608 with setting a plan-level policy event associated 
with a network State. As was described previously, each Ser 
Vice plan component can have a traffic control policy, a noti 
fication policy, and a charging policy. Policy events can also 
be set at the plan level. In a specific implementation, the filters 
and rules that were created when creating service plan com 
ponents can be reused at the plan level, and if filters and rules 
are created when creating the service plan (not depicted), then 
those filters and rules can, be used at the service plan com 
ponent level. In a specific implementation, the policy events 
can be associated with a network state. Network state can 
refer to current or historical parameters (e.g., congestion, 
previous number of failed attempts to authenticate on the 
network, time of day, geographic location, type of network, 
device is roaming, etc.) Policy events can also be set to be 
applicable for any (i.e., regardless of) network state. 

In the example of FIG. 6, the flowchart 600 ends at module 
612 with storing the service plan record in a service design 
system service plan datastore. Advantageously, the service 
plan can be used in multiple service plan catalogs without 
modification. Alternatively, the service plan record could be 
cloned for use in various service plan catalogs with or without 
modification. Where versioning is used, deployed service 
plans can either be automatically updated to new versions 
(with a possible grandfathering-in of Subscribers to service 
plan components from prior versions), or the service plans 
can be wholly or partially templated such that new versions of 
the service plan do not impact deployed service plan offer 
ings. Depending upon the implementation, a designer can go 
back to any module to edit parameters (e.g., after reviewing 
the service plan and determining that a parameter should be 
changed). 
A service design engine can use a process. Such as the 

example provided with reference to FIG. 4, to create sub 
scriber groups. The service design engine can also use a 
process, such as the example provided with reference to FIG. 
6, to create service plans. The Subscriber groups and service 
plans can be implemented in service plan catalogs that are 
provided to access networks for automatic or selective imple 
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mentation. FIG. 7 depicts a flowchart 700 of an example of a 
method for creating service plan catalogs from Subscriber 
groups and service plans. 

In the example of FIG.7, the flowchart 700 starts at module 
702 with creating a service plan catalog record. The service 
plan catalog record can include a plan catalog name, a plan 
catalog description, a plan catalog version, or the like. It may 
be noted that the service plan catalog record could instead be 
created after all or a portion of the information associated 
with the following modules has been provided. 

In the example of FIG. 7, the flowchart 700 continues to 
module 704 with adding plans to the service plan catalog 
record. In a specific implementation, the plans are stored as 
records in a service design system service plans datastore. In 
a specific implementation, the plans are represented in a list, 
and a designer can drag plans from the list into a chosen plans 
list using a service design system UI. Plans can be designated 
as available upon activation (or not). 

In the example of FIG. 7, the flowchart 700 continues to 
module 706 with hierarchically arranging the service plans in 
the service plan catalog record. The plans can be arranged by 
priority relative to one another, which results in a higher 
priority plan being displayed and/or used first. The plans can 
also be arranged within a service class relative to other plans 
in the service class. Service class can be statically assigned to 
the plans when they are created (or edited) or dynamically 
assigned during the creation of the service plan catalog. Pri 
orities can be explicit based on a priority indicator, implicit 
based on a relative location of a plan in the list of plans, or 
indicated in some other manner. In a specific implementation, 
a service design system UI enables a designer to drag a plan 
up or down a list of plans within service classes to establish 
priority, which is indicated by a priority number that corre 
sponds to the relative order of a plan within a service class. 

In the example of FIG. 7, the flowchart 700 continues to 
module 708 with optionally arranging plans within tabs for 
display with a service plan catalog offering. Tabs can include 
categories Such as games, social, productivity, media, free, 
paid, all, or the like. An association between a tab and a plan 
can be formed such that the plan will be displayed under the 
associated tab when the service plan catalog offering is dis 
played, e.g., on a Subscriber device. A plan can be associated 
with multiple tabs, and displayed under the multiple tabs. The 
order of the tabs can be configured, as can the order of the 
plans within tabs. In this paper, the order of the plans within 
a tab is not related to the priority of a plan, e.g., within a 
service class, though such a correlation could be made in 
alternative implementations. 

In the example of FIG. 7, the flowchart 700 continues to 
module 710 with adding subscribergroups to the service plan 
catalog record. In a specific implementation, the Subscriber 
groups are represented in a list, and a designer can drag plans 
from the list into a chosen Subscriber groups list using a 
service design system UI. Other methods of adding sub 
scriber groups are anticipated, such as, e.g., by identifying 
Subscriber groups in accordance with Subscriber characteris 
tics. 
When a service plan catalog is published, the subscriber 

groups associated with service plans in the service plan cata 
log identify the subscribers, whether automatically or by 
selecting the plan, that will have the policies of the relevant 
service plan enforced on their devices. Depending upon the 
implementation, publication of a plan can be in beta, which 
generally means the Subscribers to the plan can have the plan 
changed with or without notice, or deployed, which generally 
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means that Subscribers can expect changes to future versions 
of the plan will not impact them until they need to repurchase 
the (new version of) the plan. 

In the example of FIG. 7, the flowchart 700 continues to 
module 712 with configuring upsell offers. Upsell offers have 
notification policy that is associated with network State, 
device state, or subscriber state. For example, if a subscriber 
uses a great deal of streaming media in a bulk plan, it may be 
desirable to offer a streaming media plan that, based upon 
their current or historical usage, will save the subscriber 
money. As another example, a Subscriber who is in a city with 
a wireless Municipal Area Network (MAN) might receive 
upsell offers associated with a using the wireless MAN. As 
another example, a Subscriber who frequently accesses face 
book can be offered a service plan that is sponsored by face 
book, thereby decreasing service costs as long as the access is 
associated with facebook. As another example, a Subscriber 
who frequently accesses a facebook competitor could be 
offered a service plan that is sponsored by facebook in an 
effort to draw the subscriber to facebook (because it is 
cheaper). As another example, if a Subscriber is indicated to 
have a language preference of Japanese, an upsell offer could 
target that demographic (e.g., by offering a sponsored service 
to access an application that is popular among Japanese 
speakers). As another example, a Subscriber who has a par 
ticular device state (e.g., the Subscriber record includes data 
that the Subscriber uses an iphone) can be targeted with an 
upsell offer that is popular with subscribers having such a 
device state. 

Upsell offers can include a suite of all possible choices, or 
can be limited to offers that are more suitable to the specific 
historical usage of a particular Subscriber. For example, if a 
subscriber typically consumes around 5 MB of data per unit 
of time, the system need not provide upsell offers for 10 MB, 
100 MB, 1 GB, 10 GB, and 100 GBallat once (even though 
all might be offered), and instead send an upsell offer of 10 
MB only (or, e.g., 10 MB and 100 MB). If usage for the 
Subscriber increases, the Subscriber can be notified regarding 
the larger-size service plans. 

The upsell offer could alternatively be added to a service 
plan component, but in a specific implementation, it was 
deemed useful to modify upsell offers, even those that might 
be identified within a service plan component, at the service 
plan catalog level. In this way, standard upsell components of 
e.g., a facebook plan, can be modified with appropriate noti 
fication or other configurations for a given service plan cata 
log or for specific Subscriber groups. 

In the example of FIG. 7, the flowchart 700 ends at module 
714 with setting LCPerror policy. An LCP error occurs when 
a traffic event is not matched to an applicable service plan 
policy. Setting an LCPerror for a service plan catalog enables 
the LCP error to be handled in an elegant fashion (e.g., by 
sending a notification to a Subscriber that the traffic event can 
be handled in accordance with an inactive service plan, the 
notification including an option for the Subscriber to activate 
the inactive service plan). The LCP error notification policy 
could alternatively be added to a service plan component, but 
in a specific implementation, it was deemed useful to enable 
LCP error policy settings at the service plan catalog level 
because the LCP error policy always comes at the end of 
attempts to match all active plans in a service plan catalog 
offering. This results in improved service plan design effi 
ciency. Depending upon the implementation, a designer can 
go back to any module to edit parameters (e.g., after review 
ing the service plan catalog and determining that a parameter 
should be changed). 
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FIG. 8 depicts an example of system 800 including an 

access network and a network service plan provisioning sand 
box system. The system 800 includes an access network 802 
and a network service plan provisioning system 804. The 
access network 802 is similar to that described with reference 
to FIG.1. 

In the example of FIG. 8, the network service plan provi 
sioning system 804 includes a service design center 806 and 
a service design sandbox 808. Conceptually, the service 
design center 806 and the service design sandbox 808 share 
design and/or provisioning responsibilities. The service 
design center 806 and the service design sandbox 808 can be 
hierarchically organized. For example, the service design 
center 806 can delegate certain roles to the service design 
sandbox 808 and perhaps retains an oversight capability for 
agents of the service design center 806. For example, the 
service design sandbox 808 can be given the ability to impact 
policy control to a subset of subscribergroups of the network 
service plan provisioning system 804. The network service 
plan provisioning system 804 can be referred to as “distrib 
uted in this example. 
Some examples of entities that might desire to include the 

service design sandbox 808 in their networks include enter 
prises with employees that consume network services, 
MVNOs, application developers, gifters, and community 
based organizations. In the case of enterprises with employ 
ees that consume network services, the service design sand 
box 808 can enable fine-tuned control over traffic control and 
charging policy (as well as notification policy). Assume that 
XYZ company controls the service design sandbox 808. XYZ 
company can create a service plan specific to XYZ company 
network services on the XYZ company intranet, which will 
be referred to as the XYZ plan. Specifically, the XYZ com 
pany can sponsor the XYZ company network services on the 
XYZ company intranet for XYZ company employees. A paid 
plan offered by a carrier that controls the service design center 
806, for example, can still be available for XYZ company 
employees that are using other network services (or XYZ 
company could partially sponsora Subset of the other network 
services). The XYZ plan could also include a component that 
prevents XYZ company employees from accessing certain 
restricted sites through the XYZ company intranet and has 
notification policy associated with the attempted access. Con 
tinuing the example, an agent (e.g., IT manager) of the XYZ 
company can define Subscriber groups that comprise XYZ 
company members and assign different service plans (e.g., 
different traffic control, notification, or charging policies) to 
the different XYZ company subscriber groups. For example, 
employees could get limited usage, managers might get 
access to more usage and additional services (e.g., email), 
members of the sales team might get better roaming services, 
and a CEO might get everything in the carrier's service plan 
offering, perhaps with XYZ company as a sponsor for all 
services. Advantageously, split-billing is possible using these 
techniques, such that XYZ company can pay for sponsored 
services and XYZ employees can pay for unsponsored ser 
vices (or for a portion of subsidized services). 

In the case of MVNOs, an MVNO can purchase bulk data 
from a carrier and offer plans based on the bulk. Advanta 
geously for MVNOs, the service design sandbox 808 enables 
control over Subscribers based on, e.g., network State. Indeed, 
for all subscribers “owned by the MVNO, a great deal of 
policy control can be applied (dependent upon the amount of 
control a carrier is willing to give to the MVNO). Other 
providers that can benefit from the sandbox model include 
mobile virtual network enablers (MVNEs), mobile shared 
spectrum enablers (MSSEs), and service providers (SPs). 
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In the case of application developers, the service design 
sandbox 808 can specify applications that can be covered by 
a service plan. The service design center 806 may or may not 
be responsible for creating the underlying control mecha 
nism. For example, a company like amazon.com can be given 
Some control over sponsorship settings for applications asso 
ciated with amazon.com. 

In the case of gifters, the service design sandbox 808 can 
enable specification of a sponsorship amount that is donated 
to some other organization, Such as a non-profit organization. 
In the case of community-based organizations, the service 
design sandbox 808 can specify free access for a particular 
network service. For example, the San Francisco Giants orga 
nization could have a plan group for fans that grants free 
access to the official site of the San Francisco Giants. As 
another example, AAA could sponsor access to services for 
AAA members. 

Agents of the network service plan provisioning system 
can be given roles that grant access to certain aspects of 
service designand/or provisioning. For example, agents at the 
service design center 806 can have a role system administra 
tor, Super user, or the like, while agents of the service design 
sandbox 808 can have roles such as enterprise IT manager, 
MVNO administrator, or the like. Agents of the service 
design sandbox 808 can subdivide roles further, if applicable, 
depending upon implementation. 

FIG.9 depicts a conceptual diagram 900 of an example of 
a service design system sandbox implementation. The con 
ceptual diagram 900 includes a carrier network 902, existing 
network, IT, and billing infrastructure 904 (referred to as 
infrastructure 904), the Internet 906, a service processor 908, 
a service controller 910, an operator service design center 
(SDC) 912, and a partner SDC sandbox 914. In the example 
of FIG.9, the carrier network is coupled to the Internet 906 via 
the infrastructure 904. 

The service processor 908 can be implemented on a client 
device on the carrier network 902. In a specific implementa 
tion, the service processor 908 includes a service control 
device link. For example, as device based service control 
techniques involving Supervision across a network become 
more Sophisticated, it becomes increasingly important to 
have an efficient and flexible control plane communication 
link between the device agents and the network elements 
communicating with, controlling, monitoring, or verifying 
service policy. In some embodiments, the service control 
device link provides the device side of a system for transmis 
sion and reception of service agent to/from network element 
functions. In some embodiments, the traffic efficiency of this 
link is enhanced by buffering and framing multiple agent 
messages in the transmissions. In some embodiments, the 
traffic efficiency is further improved by controlling the trans 
mission frequency or linking the transmission frequency to 
the rate of service usage or traffic usage. In some embodi 
ments, one or more levels of security or encryption are used to 
make the link robust to discovery, eavesdropping or compro 
mise. In some embodiments, the service control device link 
also provides the communications link and heartbeat timing 
for the agent heartbeat function. The service control device 
link can provide an efficient and secure Solution for transmit 
ting and receiving service policy implementation, control, 
monitoring and Verification information with other network 
elements. 

In a specific implementation, a client dashboard is pre 
sented in a display device by the service processor 908. The 
client dashboard can include the following menus: Services 
(purchased, data usage), statistics (applications consuming 
data, data used in absolute terms or as a %), buy (navigates 
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Subscriberthrough activation, enrollment, plan selection, and 
purchase workflows), help, and settings (preferences, e.g., 
language). 
The service controller 910 can be implemented, e.g., in the 

cloud, and is coupled to the infrastructure 904. 
The operator SDC912 is on the Internet, and is coupled to 

the service controller. The operator SDC 912 can set up 
boundaries for “sandboxed’ service and allow customiza 
tions for partner sets; lock in master tariffs based on negoti 
ated rates for a given partner set or individual partner, create 
custom log-ins for different partner sets or individual part 
ners; and carry out any applicable techniques appropriate for 
a service design system. The operator SDC912 allows autho 
rized agents to manage service plan components and Sub 
scribers. The agents can manage groups (collections of Sub 
scribers, SIMs, or devices) to create groups and group 
directories, assign an identity hierarchy for the operator, asso 
ciated identifiers with groups, etc. The agents can manage 
service plans (including one or more components) including 
plan name and description, groups using the plan, service 
plan components, service activities, network busy states and 
connection types, charging policies (including usage limits, 
thresholds, frequency, time, and payment type), notifications 
(e.g., for plan usage thresholds, plan cap, expiration, block, 
overage, no capable plan, etc.), and events (e.g., for plan 
usage thresholds, plan cap, expiration, block, overage, etc.). 
The agents can manage service components (logical grouping 
of one or more filters and rules), including component name 
and description, plans using the component, network busy 
states and connection types, charging policies (including 
usage limits, thresholds, frequency, time and payment type), 
notifications (e.g., for plan usage thresholds, plan cap, expi 
ration, block, overage, no capable plan, etc.), and events (e.g., 
for plan usage thresholds, plan cap, expiration, block, over 
age, etc.). The agents can manage service activities (e.g., 
activity name, plans using the activity, components using the 
activity, filter name and description, and filter type details 
(e.g., operating system, application, remote, port, protocol, 
etc.). The agents can manage service group plans including 
assign and publish plan group, create activation workflow 
screens, create buy workflow screens. The agents can receive, 
manage, customize, or generate reports for, for example, 
usage reports by destination for a Subscriber over a period of 
time, usage reports by destination for a range of Subscribers 
over a period of time (top destinations). 
The partner SDC sandbox 914 is coupled to the operator 

SDC 912 in an applicable convenient fashion. The partner 
SDC sandbox 914 can provide a secure login environment in 
which a subset of SDC service management controls can be 
designed and/or used; enable selection from bounded service 
customization options for one or more device groups under 
management; customize device UIbranding; access real time 
analytics for service usage, application usage, location, etc.; 
set up service usage alerts, fraud alerts, theft alerts, etc.; and 
carry out any applicable techniques appropriate for a service 
design system that have been delegated to the Sandboxed 
environment. 
The service controller910 includes a service control server 

link. In some a specific implementation, device based service 
control techniques involving Supervision across a network 
(e.g., on the control plane) are more Sophisticated, and for 
Such it is increasingly important to have an efficient and 
flexible control plane communication link between the device 
agents (e.g., of the service processor 908) and the network 
elements (e.g., of the service controller 910) communicating 
with, controlling, monitoring, or verifying service policy. For 
example, the communication link between the service control 
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server link of service controller 910 and the service control 
device link of the service processor 910 can provide an effi 
cient and flexible control plane communication link, a service 
control link; in some embodiments, this control plane com 
munication link provides for a secure (e.g., encrypted) com 
munications link for providing secure, bidirectional commu 
nications between the service processor 908 and the service 
controller 910. In some embodiments, the service control 
server link provides the network side of a system for trans 
mission and reception of service agent to/from network ele 
ment functions. In some embodiments, the traffic efficiency 
of this link is enhanced by buffering and framing multiple 
agent messages in the transmissions (e.g., thereby reducing 
network chatter). In some embodiments, the traffic efficiency 
is further improved by controlling the transmission frequency 
and/or linking the transmission frequency to the rate of Ser 
Vice usage or traffic usage. In some embodiments, one or 
more levels of security and/or encryption are used to secure 
the link against potential discovery, eavesdropping or com 
promise of communications on the link. In some embodi 
ments, the service control server link also provides the com 
munications link and heartbeat timing for the agent heartbeat 
function. In some embodiments, the service control server 
link provides for securing, signing, encrypting and/or other 
wise protecting the communications before sending Such 
communications over the service control link. For example, 
the service control server link can send to the transport layer 
or directly to the link layer for transmission. In another 
example, the service control server link further secures the 
communications with transport layer encryption, such as TCP 
TLS or another secure transport layer protocol. As another 
example, the service control server link can encrypt at the link 
layer, such as using IPSEC, various possible VPN services, 
other forms of IP layer encryption and/or another link layer 
encryption technique. 

In a specific implementation, the service controller 910 can 
include an access control integrity server (e.g., service policy 
security server). In some embodiments, the access control 
integrity server collects device information on service policy, 
service usage, agent configuration, and/or agent behavior. For 
example, the access control integrity server can cross check 
this information to identify integrity breaches in the service 
policy implementation and control system. In another 
example, the access control integrity server can initiate action 
when a service policy violation (e.g., QoS policy violation 
and/or a network capacity controlled services policy viola 
tion) or a system integrity breach is Suspected. 

In a specific implementation, an agent of the service con 
troller 910 (and/or some other agent of the access control 
integrity server) acts on access control integrity agent (e.g., 
service policy security agent) reports and error conditions. 
Many of the access control integrity agent checks can be 
accomplished by the server. For example, the access control 
integrity agent checks include one or more of the following: 
service usage measure against usage range consistent with 
policies (e.g., usage measure from the network and/or from 
the device); configuration of agents; operation of the agents; 
and/or dynamic agent download. 

In a specific implementation, an agent of the service con 
troller 910 (and/or some other agent of the access control 
integrity server) verifies device service policy implementa 
tions by comparing various service usage measures (e.g., 
based on network monitored information, such as by using 
IPDRs or CDRs, and/or local service usage monitoring infor 
mation) against expected service usage behavior given the 
policies that are intended to be in place (e.g., a QoS policy 
and/or a network capacity controlled services policy). For 
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example, device service policy implementations can include 
measuring total QoS data passed, QoS data passed in a period 
of time, IP addresses, data per IP address, and/or other mea 
Sures such as location, downloads, email accessed, URLs, and 
comparing Such measures expected service usage behavior 
given the policies that are intended to be in place. 

In a specific implementation, an agent of the service con 
troller 910 (and/or some other agent of the access control 
integrity server) verifies device service policy, and the verifi 
cation error conditions that can indicate a mismatch in QoS 
service measure and QoS service policy include one or more 
of the following: unauthorized network access (e.g., access 
beyond ambient service policy limits); unauthorized network 
speed (e.g., average speed beyond service policy limit); net 
work data amount does not match QoS policy limit (e.g., 
device not stop at limit without re-up/revising service policy); 
unauthorized network address; unauthorized service usage 
(e.g., VOIP, email, and/or web browsing); unauthorized 
application usage (e.g., email, VOIP, email, and/or web); 
service usage rate too high for plan, and policy controller not 
controlling/throttling it down; and/or any other mismatch in 
service measure and service policy. Accordingly, in some 
embodiments, an agent of the service controller 910 (and/or 
Some other agent of the access control integrity server) pro 
vides a policy/service control integrity service to continually 
(e.g., periodically and/or based on trigger events) verify that 
the service control of the device has not been compromised 
and/or is not behaving out of policy (e.g., a QoS policy and/or 
a network capacity controlled services policy). 

In a specific implementation, the service controller 910 
includes a service history server (e.g., charging server). In 
some embodiments, the service history server collects and 
records service usage or service activity reports from, e.g., an 
access network AAA server and/or a service monitor agent of 
the service controller 910. For example, although service 
usage history from the network elements can in certain 
embodiments be less detailed than service history from the 
device, the service history from the network can provide a 
valuable source for verification of device service policy 
implementation, because, for example, it is extremely diffi 
cult for a device error or compromise event on the device to 
compromise the network based equipment and Software. For 
example, service history reports from the device can include 
various service tracking information, as similarly described 
above. In some embodiments, the service history server pro 
vides the service history on request to other agents of the 
service controller910, other servers, and/or one or more other 
agents. In some embodiments, the service history server pro 
vides the service usage history to the device service history 
(e.g., CDR feed and CDR mediation). In some embodiments, 
for purposes of facilitating the activation tracking service 
functions (described below), the service history server main 
tains a history of which networks the device has connected to. 
For example, this network activity Summary can include a 
Summary of the networks accessed, activity versus time per 
connection, and/or traffic versus time per connection. As 
another example, this activity Summary can further be ana 
lyzed or reported to estimate the type of service plan associ 
ated with the traffic activity for the purpose of bill sharing 
reconciliation. 

In a specific implementation, the service controller 910 
includes a policy management server (e.g., policy decision 
point (PDP) server) for managing service usage policies, such 
as QoS policies and/or a network capacity controlled services 
policies. In some embodiments, the policy management 
server transmits policies to the service processor 908 via the 
service control link. In some embodiments, the policy man 
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agement server manages policy settings on the device (e.g., 
various policy settings as described herein with respect to 
various embodiments) in accordance with a device service 
profile. In some embodiments, the policy management server 
sets instantaneous policies on policy implementation agents 
(e.g., policy implementation agent). For example, the policy 
management server can issue policy settings, monitor service 
usage and, if necessary, modify policy settings. For example, 
in the case of a user who prefers for the network to manage 
their service usage costs, or in the case of any adaptive policy 
management needs, the policy management server can main 
tain a relatively high frequency of communication with the 
device to collect traffic and/or service measures and issue new 
policy settings. In this example, device monitored service 
measures and any user service policy preference changes are 
reported, periodically and/or based on various triggerS/ 
events/requests, to the policy management server. In this 
example, user privacy settings generally require secure com 
munication with the network (e.g., a secure service control 
link). Such as with the policy management server, to ensure 
that various aspects of user privacy are properly maintained 
during such configuration requests/policy settings transmit 
ted over the network. For example, information can be com 
partmentalized to service policy management and not com 
municated to other databases used for CRM for maintaining 
user privacy. 

In some embodiments, the policy management server pro 
vides adaptive policy management on the device. For 
example, the policy management server can issue policy set 
tings and objectives and rely on the device based policy 
management (e.g., service processor 908) for some or all of 
the policy adaptation. This approach can require less interac 
tion with the device thereby reducing network chatter on the 
service control link for purposes of device policy manage 
ment (e.g., network chatter is reduced relative to various 
server/network based policy management approaches 
described above). This approach can also provide robust user 
privacy embodiments by allowing the user to configure the 
device policy for userprivacy preferences/settings so that, for 
example, sensitive information (e.g., geo-location data, web 
site history, and/or other sensitive information) is not com 
municated to the network without the user's approval. In 
Some embodiments, the policy management server adjusts 
service policy based on time of day. In some embodiments, 
the policy management server receives, requests, and/or oth 
erwise obtains a measure of network availability/capacity and 
adjusts traffic shaping policy and/or other policy settings 
based on available network availability/capacity (e.g., a net 
work busy state). 

In a specific implementation, the service controller 910 
includes a network traffic analysis server. In some embodi 
ments, the network traffic analysis server collects/receives 
service usage history for devices and/or groups of devices and 
analyzes the service usage. In some embodiments, the net 
work traffic analysis server presents service usage statistics in 
various formats to identify improvements in network service 
quality and/or service profitability. In some embodiments, the 
network traffic analysis server estimates the service quality 
and/or service usage for the network under variable settings 
on potential service policies. In some embodiments, the net 
work traffic analysis server identifies actual or potential ser 
Vice behaviors by one or more devices that are causing prob 
lems for overall network service quality or service cost. In 
Some embodiments, the network traffic analysis server esti 
mates the network availability/capacity for the network under 
variable settings on potential service policies. In some 
embodiments, the network traffic analysis server identifies 
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actual or potential service behaviors by one or more devices 
that are impacting and/or causing problems for overall net 
work availability/capacity. 

In a specific implementation, the service controller 910 
includes a beta test server (e.g., policy creation point and beta 
test server). In some embodiments, the beta test server pub 
lishes candidate service plan policy settings to one or more 
devices. In some embodiments, the beta test server provides 
Summary reports of network service usage or user feedback 
information for one or more candidate service plan policy 
settings. In some embodiments, the beta test server provides 
a mechanism to compare the beta test results for different 
candidate service plan policy settings or select the optimum 
candidates for further policy settings optimization, such as for 
protecting network capacity. 

In a specific implementation, the service controller 910 
includes a service download control server (e.g., a service 
software download control server). In some embodiments, 
the service download control server provides a download 
function to install and/or update service software elements 
(e.g., the service processor 908 and/or agents/components of 
the service processor 908) on the device, as described herein. 

In a specific implementation, the service controller 910 
includes a billing event server (e.g., micro-CDR server). In 
some embodiments, the billing event server collects billing 
events, provides service plan information to the service pro 
cessor 908, provides service usage updates to the service 
processor 908, serves as interface between device and central 
billing server, and/or provides trusted third party function for 
certain ecommerce billing transactions. 

In a specific implementation, the service processor 908 
provides an additional layer of access control. For example, 
an access network AAA server can provide necessary access 
network AAA services (e.g., access control and authorization 
functions for the device access layer) to allow the devices 
onto the central provider access network and the service 
provider network. In some embodiments, another layer of 
access control is required for the device to gain access to other 
networks. Such as the Internet, a corporate network and/or a 
machine to machine network. In some embodiments, the 
Access Network AAA server also provides the ability to 
Suspend service for a device and resume service for a device 
based on communications received from the service control 
ler 910. In some embodiments, the Access Network AAA 
server also provides the ability to direct routing for device 
traffic to a quarantine network or to restrict or limit network 
access when a device quarantine condition is invoked. In 
some embodiments, the Access Network AAA server also 
records and reports device network service usage. 

In some embodiments, different profiles are selected based 
on the selected network connection (e.g., different service 
profiles/policies for WWAN, WLAN, WPAN, Ethernet and/ 
or DSL network connections), which can be referred to as 
multimode profile setting. For example, service profile set 
tings can be based on the actual access network (e.g., home 
DSUcable or work network) behind the Wi-Fi not the fact that 
it is Wi-Fi (e.g., or any other network, such as DSUcable, 
satellite, or T-1), which is viewed as different than accessing 
a Wi-Fi network at the coffee shop. For example, in a Wi-Fi 
hotspot situation in which there are a significant number of 
users on a DSL or T-1 backhaul, the service controller can sit 
in a service provider cloud or an MVNO cloud, the service 
controls can be provided by a VSP capability offered by the 
service provider or the service controller910 can be owned by 
the hotspot service provider that uses the service controller 
910 on their own without any association with an access 
network service provider. For example, the service processor 
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908 can be controlled by the service controller 910 to divide 
up the available bandwidth at the hotspot according to QoS or 
user sharing rules (e.g., with some users having higher dif 
ferentiated priority (e.g., potentially for higher service pay 
ments) than other users). As another example, ambient Ser 
vices (e.g., as similarly described herein) can be provided for 
the hotspot for verified service processors. 

In some embodiments, the service processor 908 and ser 
vice controller 910 are capable of assigning multiple service 
profiles associated with multiple service plans that the user 
chooses individually or in combination as a package. For 
example, a device starts with ambient services that include 
free transaction services wherein the user pays for transac 
tions or events rather than the basic service (e.g., a news 
service, eReader, PND service, pay as you go session Inter 
net) in which each service is supported with a bill by account 
capability to correctly account for any Subsidized partner 
billing to provide the transaction services (e.g., Barnes and 
Noble may pay for the eReader service and offer a revenue 
share to the service provider for any book or magazine trans 
actions purchased from the device). In some embodiments, 
the bill by account Service can also track the transactions and, 
in Some embodiments, advertisements for the purpose of 
revenue sharing, all using the service monitoring capabilities 
disclosed herein. After initiating services with the free ambi 
ent service discussed above, the user may later choose a 
post-pay monthly Internet, email, and SMS service. In this 
case, the service controller910 would obtain from the billing 
system in the case of network based billing (e.g., or the 
service controller 910 billing event server in the case of 
device based billing) the billing plan code for the new Inter 
net, email and SMS service. In some embodiments, this code 
is cross referenced in a database (e.g., the policy management 
server) to find the appropriate service profile for the new 
service in combination with the initial ambient service. The 
new Superset service profile is then applied so that the user 
maintains free access to the ambient services, and the billing 
partners continue to Subsidize those services, the user also 
gets access to Internet services and may choose the service 
control profile (e.g., from one of the embodiments disclosed 
herein). The superset profile is the profile that provides the 
combined capabilities of two or more service profiles when 
the profiles are applied to the same device service processor. 
In some embodiments, the service processor 908 can deter 
mine the superset profile rather than the service controller910 
when more than one 'stackable' service is selected by the 
user or otherwise applied to the device. The flexibility of the 
service processor 908 and service controller 910 embodi 
ments described herein allow for a large variety of service 
profiles to be defined and applied individually or as a superset 
to achieve the desired device service features. 

In some embodiments, device assisted services (DAS) 
techniques for providing an activity map for classifying or 
categorizing service usage activities to associate various 
monitored activities (e.g., by URL, by network domain, by 
website, by network traffic type, by application or application 
type, and/or any other service usage activity categorization/ 
classification) with associated IP addresses are provided. In 
Some embodiments, a policy control agent, service monitor 
agent (e.g., charging agent), or another agent or function (or 
combinations thereof) of the service processor 908 provides a 
DAS activity map. In some embodiments, a policy control 
agent, service monitor agent, or another agent or function (or 
combinations thereof) of the service processor provides an 
activity map for classifying or categorizing service usage 
activities to associate various monitored activities (e.g., by 
Uniform Resource Locator (URL), by network domain, by 
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website, by network traffic type, by socket (such as by IP 
address, protocol, and/or port), by Socket id (such as port 
address/number), by port number, by content type, by appli 
cation or application type, and/or any other service usage 
activity classification/categorization) with associated IP 
addresses and/or other criteria/measures. In some embodi 
ments, a policy control agent, service monitor agent, or 
another agent or function (or combinations thereof) of the 
service processor determines the associated IP addresses for 
monitored service usage activities using various techniques to 
Snoop the DNS request(s) (e.g., by performing Such Snooping 
techniques on the device 100 the associated IP addresses can 
be determined without the need for a network request for a 
reverse DNS lookup). In some embodiments, a policy control 
agent, service monitor agent, or another agent or function (or 
combinations thereof) of the service processor records and 
reports IP addresses or includes a DNS lookup function to 
report IP addresses or IP addresses and associated URLs for 
monitored service usage activities. For example, a policy 
control agent, service monitor agent, or another agent or 
function (or combinations thereof) of the service processor 
can determine the associated IP addresses for monitored ser 
Vice usage activities using various techniques to perform a 
DNS lookup function (e.g., using a local DNS cache on the 
monitored device). In some embodiments, one or more of 
these techniques are used to dynamically build and maintain 
a DAS activity map that maps, for example, URLs to IP 
addresses, applications to IP addresses, content types to IP 
addresses, and/or any other categorization/classification to IP 
addresses as applicable. In some embodiments, the DAS 
activity map is used for various DAS traffic control and/or 
throttling techniques as described herein with respect to vari 
ous embodiments for providing QoS for DAS and/or for 
providing DAS for protecting network capacity. In some 
embodiments, the DAS activity map is used to provide the 
user various UI related information and notification tech 
niques related to service usage as described herein with 
respect to various embodiments. In some embodiments, the 
DAS activity map is used to provide service usage monitor 
ing, prediction/estimation of future service usage, service 
usage billing (e.g., bill by account and/or any other service 
usage/billing categorization techniques), DAS techniques for 
ambient services usage monitoring, DAS techniques forgen 
erating micro-CDRs, and/or any of the various other DAS 
related techniques as described herein with respect to various 
embodiments. 

FIG. 10 depicts a conceptual diagram 1000 of an example 
of a service design system sandbox implementation. The 
components of FIG.10 are similar to those depicted in FIG.9. 
FIG. 10 is intended to illustrate that various sandboxes can be 
created for a variety of purposes. In the example of FIG. 10, 
the sandboxes 1014 include sponsored apps & websites sand 
boxes 1014-1, enterprise IT manager sandboxes 1014-2, 
machine-to-machine (M2M) & virtual service provider 
(VSP) (MVNO) partner sandboxes 1014-3, device OEM & 
media provider sandboxes 1014-4, parental control & multi 
device sandboxes 1014-5, etc. A common service controller 
cloud service software implemented at the service controller 
1010 and server processor device client software imple 
mented at the service processor 1008 allows operators and 
partners to Scale customized user experiences and service 
plan policies. 

In some embodiments, a network service usage control 
policy is dynamic based on one or more of the following: a 
network busy state, a time of day, which network the service 
activity is connected to, which base station or communication 
channel the service activity is connected to, a user input, a 
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user preference selection, an associated service plan, a ser 
Vice plan change, an application behavior, a messaging layer 
behavior, random back off, a power state of device, a device 
usage state, a time based criteria (e.g., time/day/week/month, 
hold/delay/defer for future time slot, hold/delay/defer for 
scheduled time slot, and/or hold/delay/defer until a busy 
state/availability state/QoS state is achieved), monitoring of 
user interaction with the service activity, monitoring of user 
interaction with the device, the state of UI priority for the 
service activity, monitoring the power consumption behavior 
of the service activity, modem power cycling or power control 
state changes, modem communication session set up or tear 
down, and/or a policy update/modification/change from the 
network. In some embodiments, the network Service usage 
control policy is based on updated service usage behavior 
analysis of the network service usage activity. In some 
embodiments, the network service usage control policy is 
based on updated activity behavior response to a network 
capacity controlled service classification. In some embodi 
ments, the network service usage control policy is based on 
updated user input/preferences (e.g., related to policies/con 
trols for network capacity controlled services). In some 
embodiments, the network service usage control policy is 
based on updates to service plan status. In some embodi 
ments, the network service usage control policy is based on 
updates to service plan policies. In some embodiments, the 
network service usage control policy is based on availability 
of alternative networks. In some embodiments, the network 
service usage control policy is based on policy rules for 
selecting alternative networks. In some embodiments, the 
network service usage control policy is based on network 
busy state or availability state for alternative networks. In 
Some embodiments, the network service usage control policy 
is based on specific network selection or preference policies 
for a given network service activity or set of network service 
activities. 

In some embodiments, associating the network service 
usage activity with a network service usage control policy or 
a network service usage notification policy, includes dynami 
cally associating based on one or more of the following: a 
network busy state, a time of day, a user input/preference, an 
associated service plan (e.g., 25 MB data plan, 5G data plan, 
oran unlimited data plan or other data/service usage plan), an 
application behavior, a messaging layer behavior, a power 
state of device, a device usage state, a time based criteria, 
availability of alternative networks, and a set of policy rules 
for selecting and/or controlling traffic on one or more of the 
alternative networks. 

In some embodiments, a network Service usage control 
policy (e.g., a network capacity controlled services policy) 
includes defining the network service usage control policy for 
one or more service plans, defining network access policy 
rules for one or more devices or groups of devices in a single 
or multi-user Scenarios such as family and enterprise plans, 
defining network access policy rules for one or more users or 
groups of users, allowing or disallowing network access 
events or attempts, modulating the number of network access 
events or attempts, aggregating network access events or 
attempts into a group of access events or attempts, time win 
dowing network access events or attempts, time windowing 
network access events or attempts based on the application or 
function being served by the network access events or 
attempts, time windowing network access events or attempts 
to pre-determined time windows, time windowing network 
access events or attempts to time windows where a measure of 
network busy state is within a range, assigning the allowable 
types of access events or attempts, assigning the allowable 
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functions or applications that are allowed network access 
events or attempts, assigning the priority of one or more 
network access events or attempts, defining the allowable 
duration of network access events or attempts, defining the 
allowable speed of network access events or attempts, defin 
ing the allowable network destinations for network access 
events or attempts, defining the allowable applications for 
network access events or attempts, defining the QoS rules for 
one or more network access events or attempts, defining or 
setting access policy rules for one or more applications, defin 
ing or setting access policy rules for one or more network 
destinations, defining or setting access policy rules for one or 
more devices, defining or setting access policy rules for one or 
more network services, defining or setting access policy rules 
for one or more traffic types, defining or setting access policy 
rules for one or more QoS classes, and defining or setting 
access policy rules based on any combination of device, 
application, network destination, network service, traffic 
type, QoS class, and/or other criteria/measures. 

In some embodiments, a network service usage control 
policy (e.g., a network capacity controlled services policy) 
includes a traffic control policy. In some embodiments, the 
traffic control policy includes a traffic control setting. In some 
embodiments, the traffic control policy includes a traffic con 
trol/tier, and the traffic control/tier includes the traffic control 
setting. In some embodiments, the traffic control policy 
includes one or more of the following: block/allow settings, 
throttle settings, adaptive throttle settings, QoS class settings 
including packet error rate, jitter and delay settings, queue 
Settings, and tag settings (e.g., for packet tagging certain 
traffic flows). In some embodiments, QoS class settings, 
include one or more of the following: throttle level, priority 
queuing relative to other device traffic, time window param 
eters, and hold or delay while accumulating or aggregating 
traffic into a larger stream/burst/packet/group of packets. In 
some embodiments, the traffic control policy includes filters 
implemented as indexes into different lists of policy settings 
(e.g., using cascade filtering techniques), in which the policy 
filters include one or more of the following: a network, a 
service plan, an application, a time of day, and a network busy 
state. For example, a two dimensional traffic control imple 
mentation scheme can be provided using a network busy state 
and/or a time of day as an index into a traffic control setting 
(e.g., a certain application's priority level can be increased or 
decreased based on a network busy state and/or time of day). 
In some embodiments, the traffic control policy is used for 
selecting the network from a list of available networks, block 
ing or reducing access until a connection is made to an alter 
native network, and/or modifying or replacing a network 
stack interface of the device to provide for intercept or dis 
continuance of network Socket interface messages to appli 
cations or OS functions. 

In some embodiments, a traffic control setting is selected 
based on the network service usage control policy. In some 
embodiments, the traffic control setting is implemented on 
the device based on the network service usage control policy. 
In some embodiments, the implemented traffic control setting 
controls traffic/traffic flows of a network capacity controlled 
service. In some embodiments, the traffic control setting is 
selected based on one or more of the following: a time of day, 
a day of week, a special time/date (e.g., a holiday or a network 
maintenance time/date), a network busy state, a priority level 
associated with the network service usage activity, a QoS 
class associated with the network service usage activity (e.g., 
emergency traffic), which network the network service activ 
ity is gaining access from, which networks are available, 
which network the network service activity is connected to, 



US 8,924.543 B2 
39 

which base station or communication channel the network 
service activity is connected to, and a network dependent set 
of traffic control policies that can vary depending on which 
network the service activity is gaining access from (e.g., 
and/or various other criteria/measures as described herein). In 
Some embodiments, the traffic control setting includes one or 
more of the following: allow/block, delay, throttle, QoS class 
implementation, queue, tag, generate a user notification, ran 
dom back off, clear to send received from a network element, 
hold for Scheduled transmission time slot, selecting the net 
work from the available networks, and blocking or reducing 
access until a connection is made to an alternative network. In 
Some embodiments, the traffic control setting is selected 
based on a network capacity controlled services priority state 
of the network service usage activity and a network busy 
state. In some embodiments, the traffic control setting is 
selected based on a network capacity controlled services pri 
ority state of the network service usage activity and a network 
busy state and is global (e.g., the same) for all network capac 
ity controlled services activities or varies based on a network 
service usage activity priority, user preferences or option 
selection, an application, a time based criteria, a service plan, 
a network the device or service activity is gaining access 
from, a redetermination of a network congestion state after 
adapting to a previously determined network busy state, and/ 
or other criteria/measures as described herein. 

In some embodiments, network capacity controlled ser 
vices traffic (e.g., traffic flows) is differentially controlled for 
protecting network capacity. For example, various Software 
updates for an OS and one or more applications on the device 
can be differentially controlled using the various techniques 
described herein. As another example, security/antimalware 
Software (e.g., antivirus, firewall, content protection, intru 
sion detection/prevention, and/or other security/antimalware 
software) can be differentially controlled using the various 
techniques described herein. As yet another example, net 
work backups/imaging, content downloads (e.g., exceeding a 
threshold individually and/or in aggregate, such as for image, 
music, video, eBook content, email attachments, content/ 
media subscriptions, RSS/news feeds, text/image/video chat, 
Software updates, and/or other content downloads) can be 
differentially controlled using the various techniques 
described herein. 

For example, using the DAS for protecting network capac 
ity techniques described herein an adaptive policy control for 
protecting network capacity can be provided. A network 
capacity controlled services list can be generated, updated, 
reported, and/or received by the device and stored on the 
device (e.g., the list can be based on adapted to the service 
plan associated with the device). If a monitored network 
service usage activity is not on the list, then the device can 
report the monitored network service usage activity to a net 
work element (e.g., for a monitored network Service usage 
activity that also exceeds a certain threshold, based on a 
network busy state, based on a time based criteria, and/or 
other criteria/measure). As an example, monitored network 
service usage activity can be reported if/when the monitored 
network service usage activity exceeds a data usage threshold 
(e.g., 50 MB total data usage per day, a socket opening fre 
quency/rate, Velocity of data usage at an instant in time, or 
more complicated thresholds overtime, over peak periods, by 
content and time, by various other parameters/thresholds). As 
another example, the monitored network service usage activ 
ity can be reported based on testing of the network service 
usage behavior and/or application developer characterization 
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input. The report can include information that identifies the 
network service usage activity and various network service 
usage parameters. 

In some embodiments, a notification setting is selected 
based on a service usage notification policy. In some embodi 
ments, a notification setting includes a user notification set 
ting (e.g., various user notifications settings as described 
above with respect to FIG. 18). 

In some embodiments, classifying the network service 
usage activity further includes classifying the network Ser 
Vice usage activity (e.g., using a usage threshold filter and/or 
cascading filter techniques) into one or more of a plurality of 
classification categories for differential network access con 
trol for protecting network capacity. In some embodiments, 
classifying the network service usage activity, further 
includes classifying the network service usage activity into 
one or more network capacity controlled services in which the 
network capacity controlled services include one or more of 
the following: applications requiring data network access, 
application software updates, applications requiring network 
information, applications requiring GPS or physical location, 
operating system Software updates, security Software 
updates, network based backups, email downloads, and a set 
of activities configured as network capacity controlled Ser 
Vice activities based on a service profile and/or user input 
(e.g., and/or various other types of network service usage 
activities as described herein and as will now be apparent to 
one of ordinary skill in the art). For example, network capac 
ity controlled services can include software updates for OS 
and applications, OS background network accesses, cloud 
synchronization services, RSS feeds & other background 
information feeds, browser/application/device behavior 
reporting, background email downloads, content Subscription 
service updates and downloads (e.g., music/video down 
loads, news feeds), text/voice/video chat clients, security 
updates (e.g., antimalware updates), peer to peer networking 
application updates, inefficient network access sequences 
during frequent power cycling or power save state cycling, 
large downloads or other high bandwidth accesses, and 
greedy application programs that constantly/repeatedly 
access the network with Small transmissions or requests for 
information. In some embodiments, a network capacity con 
trolled services list is static, adaptive, generated using a ser 
Vice processor, received from a network element (e.g., service 
controller or service cloud), received from a network element 
(e.g., service controller or service cloud) and based at least in 
part on device activity reports received from the service pro 
cessor, based on criteria set by pre-testing, report of behavior 
characterization performed by the application developer, and/ 
or based at least in part on user input. In some embodiments, 
the network capacity controlled services list includes one or 
more network service activity background (QoS) classes. 

In some embodiments, classifying the network service 
usage activity further includes classifying the network Ser 
Vice usage activity based on one or more of the following: 
application or widget (e.g., Outlook, Skype, iTunes, Android 
email, weather channel weather widget, iCal. Firefox 
Browser, etc), application type (e.g., user application, system 
application/utility/function/process, OS application/utility/ 
function/process, email, browser, widget, malware (such as a 
virus or Suspicious process), RSS feed, device synchroniza 
tion service, download application, network backup/imaging 
application, Voice/video chat, peer to peer content application 
or other peer to peer application, streaming media feed or 
broadcast reception/transmission application, network meet 
ing application, chat application or session, and/or any other 
application or process identification and categorization), 
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OS/system function (e.g., any system application/utility/ 
function/process and/or OS application/utility/function/pro 
cess, such as a OS update and/or OS error reporting), modem 
function, network communication function (e.g., network 
discovery or signaling, EtherType messages, connection 
flow/stream/session set up or tear down, network authentica 
tion or authorization sequences, IP address acquisition, and 
DNS services), URL and/or domain, destination/source IP 
address, protocol, traffic type, socket (e.g., IP address, proto 
col, and/or port), socket address/label/identifier (e.g., port 
address/port number), content type (e.g., email downloads, 
email text, video, music, eBooks, widget update streams, and 
download streams), port (e.g., port number), QoS classifica 
tion level, time of day, on peak or off peak, network time, 
network busy state, access network selected, service plan 
selected, user preferences, device credentials, user creden 
tials, and/or status, modem power cycling or power State 
changes, modem authentication processes, modem link set up 
or tear down, modem management communications, modem 
Software or firmware updates, modem power management 
information, device power state, and modem power state. In 
Some embodiments, classifying the network service usage 
activity further includes associating the classified network 
service usage activity with an ID (e.g., an application ID, 
which can be, for example, a unique number, name, and/or 
signature). In some embodiments, classifying the network 
service usage activity further includes classifying the net 
work service usage activity using a plurality of classification 
parameters, including one or more of the following: applica 
tion ID, remote IP (e.g., URL, domain, and/or IP address), 
remote port, protocol, content type, a filter action class (e.g., 
network busy state class, QoS class, time of day, network 
busy state, and/or other criteria/measures), and access net 
work selected. In some embodiments, classifying the network 
service usage activity further includes using a combination of 
parameters as discussed above to determine the classification 
of the network service usage activity. 

In some embodiments, classifying the network service 
usage activity further includes classifying the network Ser 
Vice usage activity as a network capacity controlled service, a 
non-network capacity controlled service, a blocked or disal 
lowed service, and/or a not yet classified/identified service 
(e.g., unknown/yet to be determined classification or pending 
classification). In some embodiments, an application connec 
tion, OS connection, and/or other service activity is classified 
as a network capacity controlled service activity when the 
device has been inactive (e.g., or in a power save state) for a 
period of time (e.g., when the user has not interacted with it 
for a period of time, when it has not displayed user notifica 
tion policy, and/or a user input has not been received for a 
period of time, and/or when a power save state is entered). In 
Some embodiments, an application connection, OS connec 
tion, and/or other service activity is classified as a network 
capacity controlled service activity when the monitored net 
work service usage activity exceeds a data usage threshold for 
more than one application connection, OS connection, and/or 
other service activity (e.g., aggregated data usage exceeds the 
data usage threshold); or for a specific application connec 
tion. In some embodiments, an application connection, OS 
connection, and/or other service activity is classified as a 
network capacity controlled service activity when the moni 
tored network service usage activity exceeds a data usage 
threshold based on a predetermined list of one or more data 
usage limits, based on a list received from a network element, 
usage time limit (e.g., based on a period of time exceeding a 
usage limit), and/or based on Some other usage related crite 
ria/measures. In some embodiments, classifying the network 
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service usage activity further includes classifying the net 
work service usage activity as a network capacity controlled 
service based on a network peak time, a network busy state, or 
a network connection to the device falls below a certain 
performance level (e.g., higher/lower priorities assigned 
based on various Such criteria/other input/factors). 

In some embodiments, one or more of the network capacity 
controlled services are associated with a different network 
access policy set for one or more networks and/or one or more 
alternative networks. In some embodiments, one or more of 
the network capacity controlled services are associated with a 
different notification policy set for one or more networks 
and/or one or more alternative networks. In some embodi 
ments, the network capacity controlled services list is stored 
on the device. In some embodiments, the network capacity 
controlled services list is received/periodically updated from 
a network element and stored on the device. In some embodi 
ments, the network capacity controlled services list includes 
network capacity controlled services, non-network capacity 
controlled services (e.g., foreground services or services 
based on various possibly dynamic criteria are not classified 
as network capacity controlled services), and an unclassified 
set of services (e.g., grey list including one or more network 
service activities pending classification based on further 
analysis and/or input, such as from a network element, service 
provider, and/or user). In some embodiments, the network 
capacity controlled services list is based on one or more of the 
following: predefined/predesignated (e.g., network, service 
plan, pre-test and/or characterized by an application devel 
oper) criteria; device assisted/based monitoring (e.g., using a 
service processor); network based monitoring (e.g., using a 
DPI gateway); network assisted analysis (e.g., based on 
device reports of DAS activity analysis). For example, the 
device can report device monitored network service usage 
activities (e.g., all monitored network service usage activities 
or a Subset based on configuration, threshold, service plan, 
network, and/or user input) to the network element. As 
another example, the network element can update the net 
work capacity controlled services list and send the updated 
list to the device. As yet another example, the network ele 
ment can perform a statistical analysis of network service 
activities across a plurality of devices based on the device 
based and/or network based network service usage activity 
monitoring/reporting. In some embodiments, a network Ser 
Vice usage activity is determined to be an active application or 
process (e.g., based on a user interaction with the device 
and/or network service usage activity, Such as a pop-up and/or 
other criteria/measures). 

In some embodiments, implementing traffic control for 
network capacity controlled services is provided using vari 
ous techniques. In some embodiments, the device includes a 
service processor agent or function to intercept, block, 
modify, remove or replace UI messages, notifications or other 
UI communications generated by a network service activity 
that whose network service usage is being controlled or man 
aged (e.g., using various measurement points). For example, 
this technique can be used to provide for an improved user 
experience (e.g., to prevent an application that is being con 
trolled for protecting network capacity from generating 
repeated and/or confusing messages/alerts to the user). In 
Some embodiments, a network Stack interface of the device is 
replaced or modified to provide for intercept or discontinu 
ance of network Socket interface messages to applications or 
OS functions or other functions/software. 

In some embodiments, implementing traffic control for 
network capacity controlled services using DAS techniques is 
provided using various techniques in which the network Ser 
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Vice usage activity is unaware of network capacity control 
(e.g., does not support an API or other interface for imple 
menting network capacity control). For example, network 
service application messaging interface based techniques can 
be used to implement traffic control. Example network ser 
Vice application messaging interfaces include the following: 
network stack API, network communication stream/flow 
interface, network Stack API messages, EtherType messages, 
ARP messages, and/or other messaging or other or similar 
techniques as will now be apparent to one of ordinary skill in 
the art in view of the various embodiments described herein. 
In Some embodiments, network service usage activity control 
policies or network service activity messages are selected 
based on the set of traffic control policies or service activity 
messages that result in reduced or modified user notification 
by the service activity due to network capacity controlled 
service policies applied to the network service activity. In 
Some embodiments, network service usage activity control 
policies or network service activity messages are selected 
based on the set of traffic control policies or service activity 
messages that result in reduced disruption of device operation 
due to network capacity controlled service activity policies 
applied to the network service activity. In some embodiments, 
network service usage activity control policies or network 
service activity messages are selected based on the set of 
traffic control policies or service activity messages that result 
in reduced disruption of network service activity operation 
due to network capacity controlled service activity policies 
applied to the network service activity. In some embodiments, 
implementing traffic control for network capacity controlled 
services is provided by intercepting opens/connects/writes. 
In some embodiments, implementing traffic control for net 
work capacity controlled services is provided by intercepting 
stack API level or application messaging layer requests (e.g., 
Socket open/send requests). For example, an intercepted 
request can be copied (e.g., to memory) and queued (e.g., 
delayed or throttled) or dropped (e.g., blocked). As another 
example, an intercepted request can be copied into memory 
and then a portion of the transmission can be retrieved from 
memory and reinjected (e.g., throttled). As yet another 
example, intercepting messaging transmissions can be parsed 
inline and allowed to transmit (e.g., allowed), and the trans 
mission or a portion of the transmission can be copied to 
memory for classifying the traffic flow. In some embodi 
ments, implementing traffic control for network capacity con 
trolled services is provided by intercepting or controlling or 
modulating UI notifications. In some embodiments, imple 
menting traffic control for network capacity controlled Ser 
vices is provided by killing or Suspending the network service 
activity. In some embodiments, implementing traffic control 
for network capacity controlled services is provided by dep 
rioritizing the process(es) associated with the service activity 
(e.g., CPU scheduling deprioritization). 

In some embodiments, implementing traffic control for 
network capacity controlled services using DAS techniques 
for network service usage activities that are unaware of net 
work capacity control is provided by emulating network API 
messaging (e.g., effectively providing a spoofed or emulated 
network API). For example, an emulated network API can 
intercept, modify, block, remove, and/or replace network 
Socket application interface messages and/or EtherType mes 
sages (e.g., EWOULDBLOCK, ENETDOWN, ENETUN 
REACH, EHOSTDOWN, EHOSTUNREACH, EALRADY, 
EINPROGRESS, ECONNREFUSED, EINPROGRESS, 
ETIMEDOUT, and/other such messages). As another 
example, an emulated network API can modify, Swap, and/or 
inject network Socket application interface messages (socket( 
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) connect() read() write() close() and other Such messages) 
that provide for control or management of network service 
activity service usage behavior. As yet another example, 
before a connection is allowed to be opened (e.g., before a 
Socket is opened), transmission, or a flow/stream is initiated, 
it is blocked and a message is sent back to the application 
(e.g., a reset message in response to a sync request or another 
message that the application will understand and can interpret 
to indicate that the network access attempt was not allowed/ 
blocked, that the network is not available, and/or to try again 
later for the requested network access). As yet another 
example, the Socket can be allowed to open but after some 
point in time (e.g., based on network service usage, network 
busy state, time based criteria, and/or some other criteria/ 
measure), the stream is blocked or the socket is terminated. As 
yet another example, time window based traffic control tech 
niques can be implemented (e.g., during non-peak, not net 
work busy state times). Such as by allowing network access 
for a period of time, blocking for a period of time, and then 
repeating to thereby effectively spread the network access out 
either randomly or deterministically. Using these techniques, 
an application that is unaware of network capacity control 
based traffic control can send and receive standard messag 
ing, and the device can implement traffic controls based on 
the network capacity control policy using messaging that the 
network service usage activity (e.g., application or OS or 
Software function) can understand and will respond to in a 
typically predictable manner as would now be apparent to one 
of ordinary skill in the art. 

In some embodiments, implementing traffic control for 
network capacity controlled services using DAS techniques is 
provided using various techniques in which the network ser 
Vice usage activity is aware of network capacity control (e.g., 
the network service usage activity Supports an API or other 
interface for implementing network capacity control). For 
example, a network access API as described herein can be 
used to implement traffic control for network capacity con 
trolled services. In some embodiments, the API facilitates 
communication of one or more of the following: network 
access conditions, network busy state or network availability 
state of one or more networks or alternative networks, one or 
more network capacity controlled service policies (e.g., the 
network service can be of a current network access setting, 
Such as allow/block, throttle, queue, scheduled time/time slot, 
and/or defer, which can be based on, for example, a current 
network, a current network busy state, a time based criteria, a 
service plan, a network service classification, and/or other 
criteria/measures), a network access request from a network 
service activity, a query/polled request to a network service 
activity, a network access grant to a network service activity 
(e.g., including a priority setting and/or network capacity 
controlled service classification, a scheduled time/time slot, 
an alternative network, and/or other criteria/measures), a net 
work busy state or a network availability state or a network 
QoS state. 

In some embodiments, implementing traffic control for 
network capacity controlled services using network assisted/ 
based techniques is provided using various techniques in 
which the network service usage activity is unaware of net 
work capacity control (e.g., does not support an API or other 
interface for implementing network capacity control). In 
some embodiments, DPI based techniques are used to control 
network capacity controlled services (e.g., to block or throttle 
network capacity controlled services at a DPI gateway). 

In some embodiments, implementing traffic control for 
network capacity controlled services using network assisted/ 
based techniques is provided using various techniques in 



US 8,924.543 B2 
45 

which the network service usage activity is aware of network 
capacity control (e.g., does Support an API or other interface 
for implementing network capacity control). In some 
embodiments, the application/messaging layer (e.g., a net 
work API as described herein) is used to communicate with a 
network service activity to provide associated network capac 
ity controlled service classifications and/or priorities, net 
work busy state information or network availability of one or 
more networks or alternative networks, a network access 
request and response, and/other criteria/measures as similarly 
described herein. 

In some embodiments, DAS for protecting network capac 
ity includes implementing a service plan for differential 
charging based on network service usage activities (e.g., 
including network capacity controlled services). In some 
embodiments, the service plan includes differential charging 
for network capacity controlled services. In some embodi 
ments, the service plan includes a cap network service usage 
for network capacity controlled services. In some embodi 
ments, the service plan includes a notification when the cap is 
exceeded. In some embodiments, the service plan includes 
overage charges when the cap is exceeded. In some embodi 
ments, the service plan includes modifying charging based on 
user input (e.g., user override selection as described herein, in 
which for example, overage charges are different for network 
capacity controlled services and/or based on priority levels 
and/or based on the current access network). In some embodi 
ments, the service plan includes time based criteria restric 
tions for network capacity controlled services (e.g., time of 
day restrictions with or without override options). In some 
embodiments, the service plan includes network busy state 
based criteria restrictions for network capacity controlled 
services (e.g., with or without override options). In some 
embodiments, the service plan provides for network service 
activity controls to be overridden (e.g., one time, time win 
dow, usage amount, or permanent) (e.g., differentially charge 
for override, differentially cap for override, override with 
action based UI notification option, and/or override with UI 
setting). In some embodiments, the service plan includes 
family plan or multi-user plan (e.g., different network capac 
ity controlled service settings for different users). In some 
embodiments, the service plan includes multi-device plan 
(e.g., different network capacity controlled service settings 
for different devices, such as smartphone V. laptop v. netbook 
V. eBook). In some embodiments, the service plan includes 
free network capacity controlled service usage for certain 
times of day, network busy state(s), and/or other criteria/ 
measures. In some embodiments, the service plan includes 
network dependent charging for network capacity controlled 
services. In some embodiments, the service plan includes 
network preference/prioritization for network capacity con 
trolled services. In some embodiments, the service plan 
includes arbitration billing to bill a carrier partner or spon 
sored service partner for the access provided to a destination, 
application, or other network capacity controlled service. In 
some embodiments, the service plan includes arbitration bill 
ing to bill an application developer for the access provided to 
a destination, application or other network capacity con 
trolled service. 

In some application scenarios, excess network capacity 
demand can be caused by modem power state changes on the 
device. For example, when an application or OS function 
attempts to connect to the network for any reason when the 
modem is in a power save state wherein the modem is not 
connected to the network, it can cause the modem to change 
power save state, reconnect to the network, and then initiate 
the application network connection. In some cases, this can 
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also cause the network to re-initiate a modem connection 
session (e.g., PPP session) which in addition to the network 
capacity consumed by the basic modem connection also con 
sumes network resources for establishing the PPP session. 
Accordingly, in Some embodiments, network service usage 
activity control policies are implemented that limit or control 
the ability of applications, OS functions, and/or other net 
work service usage activities (e.g., network capacity con 
trolled services) from changing the modem power control 
state or network connection state. In some embodiments, a 
service usage activity is prevented or limited from awakening 
the modem, changing the power state of the modem, or caus 
ing the modem to connect to the network until a given time 
window is reached. In some embodiments, the frequency a 
service usage activity is allowed to awakening the modem, 
changing the power state of the modem, or causing the 
modem is limited. In some embodiments, a network service 
usage activity is prevented from awakening the modem, 
changing the power state of the modem, or causing the 
modem until a time delay has passed. In some embodiments, 
a network service usage activity is prevented from awakening 
the modem, changing the power state of the modem, or caus 
ing the modem until multiple network service usage activities 
require Such changes in modem state, or until network service 
usage activity is aggregated to increase network capacity 
and/or network resource utilization efficiency. In some 
embodiments, limiting the ability of a network service usage 
activity to change the power state of a modem includes not 
allowing the activity to power the modem off, place the 
modem in sleep mode, or disconnect the modem from the 
network. In some embodiments, these limitations on network 
service usage activity to awaken the modem, change the 
power State of the modem, or cause the modem to connect to 
a network are set by a central network function (e.g., a service 
controller or other network element/function) policy commu 
nication to the modem. In some embodiments, these power 
control state policies are updated by the central network func 
tion. 

FIG. 11 depicts an example of a computer system 1100 on 
which techniques described in this paper can be implemented. 
The computer system 1100 may be a conventional computer 
system that can be used as a client computer system, Such as 
a wireless client or a workstation, or a server computer sys 
tem. The computer system 1100 includes a computer 1102, 
I/O devices 1104, and a display device 1106. The computer 
1102 includes a processor 1108, a communications interface 
1110, memory 1112, display controller 1114, non-volatile 
storage 1116, and I/O controller 1118. The computer 1102 
may be coupled to or include the I/O devices 1104 and display 
device 1106. 
The computer 1102 interfaces to external systems through 

the communications interface 1110, which may include a 
modem or network interface. It will be appreciated that the 
communications interface 1110 can be considered to be part 
of the computer system 1100 or a part of the computer 1102. 
The communications interface 1110 can be an analog 
modem, ISDN modem, cable modem, token ring interface, 
satellite transmission interface (e.g. "direct PC), or other 
interfaces for coupling a computer system to other computer 
systems. 
The processor 1108 may be, for example, a conventional 

microprocessor Such as an Intel Pentium microprocessor or 
Motorola power PC microprocessor. The memory 1112 is 
coupled to the processor 1108 by a bus 1170. The memory 
1112 can be Dynamic Random Access Memory (DRAM) and 
can also include Static RAM (SRAM). The bus 1170 couples 
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the processor 1108 to the memory 1112, also to the non 
volatile storage 1116, to the display controller 1114, and to 
the I/O controller 1118. 

The I/O devices 1104 can include a keyboard, disk drives, 
printers, a scanner, and other input and output devices, includ 
ing a mouse or other pointing device. The display controller 
1114 may control in the conventional manner a display on the 
display device 1106, which can be, for example, a cathode ray 
tube (CRT) or liquid crystal display (LCD). The display con 
troller 1114 and the I/O controller 1118 can be implemented 
with conventional well known technology. 

The non-volatile storage 1116 is often a magnetic hard 
disk, an optical disk, or another form of storage for large 
amounts of data. Some of this data is often written, by a direct 
memory access process, into memory 1112 during execution 
of software in the computer 1102. One of skill in the art will 
immediately recognize that the terms “machine-readable 
medium' or “computer-readable medium includes any type 
of storage device that is accessible by the processor 1108 and 
also encompasses a carrier wave that encodes a data signal. 
The computer system 1100 is one example of many pos 

sible computer systems which have different architectures. 
For example, personal computers based on an Intel micropro 
cessor often have multiple buses, one of which can be an I/O 
bus for the peripherals and one that directly connects the 
processor 1108 and the memory 1112 (often referred to as a 
memory bus). The buses are connected together through 
bridge components that perform any necessary translation 
due to differing bus protocols. 

Network computers are another type of computer system 
that can be used in conjunction with the teachings provided 
herein.Network computers do not usually include a hard disk 
or other mass storage, and the executable programs are loaded 
from a network connection into the memory 1112 for execu 
tion by the processor 1108. A Web TV system, which is 
known in the art, is also considered to be a computer system, 
but it may lack some of the features shown in FIG. 11, such as 
certain input or output devices. A typical computer system 
will usually include at least a processor, memory, and a bus 
coupling the memory to the processor. 

In addition, the computer system 1100 is controlled by 
operating system software which includes a file management 
system, such as a disk operating system, which is part of the 
operating system Software. One example of operating system 
Software with its associated file management system Software 
is the family of operating systems known as Windows.(R) from 
Microsoft Corporation of Redmond, Wash., and their associ 
ated file management systems. Another example of operating 
system Software with its associated file management system 
Software is the Linux operating system and its associated file 
management system. The file management system is typi 
cally stored in the non-volatile storage 1116 and causes the 
processor 1108 to execute the various acts required by the 
operating system to input and output data and to store data in 
memory, including storing files on the non-volatile storage 
1116. 
Some portions of the detailed description are presented in 

terms of algorithms and symbolic representations of opera 
tions on data bits within a computer memory. These algorith 
mic descriptions and representations are the means used by 
those skilled in the data processing arts to most effectively 
convey the substance of their work to others skilled in the art. 
An algorithm is here, and generally, conceived to be a self 
consistent sequence of operations leading to a desired result. 
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capable of being stored, transferred, combined, compared, 
and otherwise manipulated. It has proven convenient at times, 
principally for reasons of common usage, to refer to these 
signals as bits, values, elements, symbols, characters, terms, 
numbers, or the like. 

It should be borne in mind, however, that all of these and 
similar terms are to be associated with the appropriate physi 
cal quantities and are merely convenient labels applied to 
these quantities. Unless specifically stated otherwise as 
apparent from the following discussion, it is appreciated that 
throughout the description, discussions utilizing terms such 
as “processing or “computing or "calculating or “deter 
mining or “displaying or the like, refer to the action and 
processes of a computer system, or similar electronic com 
puting device, that manipulates and transforms data repre 
sented as physical (electronic) quantities within the computer 
system's registers and memories into other data similarly 
represented as physical quantities within the computer sys 
tem memories or registers or other Such information storage, 
transmission or display devices. 
The present invention, in Some embodiments, also relates 

to apparatus for performing the operations herein. This appa 
ratus may be specially constructed for the required purposes, 
or it may comprise a general purpose computer selectively 
activated or reconfigured by a computer program stored in the 
computer. Such a computer program may be stored in a com 
puter readable storage medium, Such as, but is not limited to, 
read-only memories (ROMs), random access memories 
(RAMs), EPROMs, EEPROMs, magnetic or optical cards, 
any type of disk including floppy disks, optical disks, CD 
ROMs, and magnetic-optical disks, or any type of media 
Suitable for storing electronic instructions, and each coupled 
to a computer system bus. 
The algorithms and displays presented hereinare not inher 

ently related to any particular computer or other apparatus. 
Various general purpose systems may be used with programs 
in accordance with the teachings herein, or it may prove 
convenient to construct more specialized apparatus to per 
form the required method steps. The required structure for a 
variety of these systems will appear from the description 
below. In addition, the present invention is not described with 
reference to any particular programming language, and vari 
ous embodiments may thus be implemented using a variety of 
programming languages. 

Although the foregoing embodiments have been described 
in Some detail for purposes of clarity of understanding, the 
invention is not limited to the details provided. There are 
many alternative ways of implementing the invention. The 
disclosed embodiments are illustrative and not restrictive. 

Hierarchal Design from Existing Objects (e.g. Service 
Activities) 

1. A method comprising: 
identifying, at a service design system, one or more filters, 

each filter for identifying network data traffic as associated 
with one or more network services; 

generating one or more service objects using the one or 
more filters, each service object for identifying network data 
traffic belonging to a category of one or more network Ser 
vices; 

generating a service plan using the one or more service 
objects, the service plan for managing use of the one or more 
network services or of the one or more categories of one or 
more network services by an end user device; 

associating at least one Sub-plan-level policy with at least 
one of the one or more filters or with at least one of the one or 
more service objects, the at least one Sub-plan-level policy for 
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defining rules of use of a specified network service or of a 
specified category of one or more network services; and 

using the one or more filters of the service plan and the at 
least one sub-plan-level policy to generate computer code for 
assisting a policy implementation element to manage use of 
the particular network service or the particular category of 
one or more network services on the end user device in 
accordance with the at least one sub-plan-level policy. 

2. The method of claim 1, wherein at least one of the one or 
more network services includes a web page. 

3. The method of claim 1, wherein at least one of the one or 
more network services includes a domain. 

4. The method of claim 1, wherein at least one of the one or 
more network services includes an application. 

5. The method of claim 1, wherein at least one of the one or 
more network services includes a tethering function. 

6. The method of claim 1, wherein at least one of the one or 
more network services includes a roaming data networkfunc 
tion. 

7. The method of claim 1, wherein one of the one or more 
categories includes email services. 

8. The method of claim 1, wherein one of the one or more 
categories includes Social networking services. 

9. The method of claim 1, wherein one of the one or more 
categories includes a domain, and the network services of the 
category include a plurality of web pages. 

10. The method of claim 1, wherein one of the one or more 
categories includes a music download service. 

11. The method of claim 1, wherein one of the one or more 
categories includes video game services. 

12. The method of claim 1, wherein one of the one or more 
categories includes multimedia services. 

13. The method of claim 1, wherein the rules include noti 
fication rules defining user notifications triggers. 

14. The method of claim 1, wherein the rules include access 
rules defining access rights. 

15. The method of claim 1, wherein the rules include 
accounting rules defining use-based accounting metrics. 

16. The method of claim 1, wherein the policy implemen 
tation element is on the end user device. 

17. The method of claim 1, wherein the policy implemen 
tation element is on a network element remote from the end 
user device. 

18. The method of claim 1, wherein each of the steps is 
performed via a single interface. 

19. The method of claim 1, wherein the one or more service 
objects include two service objects, and the two service 
objects each include an instance of the same filter. 

20. The method of claim 1, wherein 
at least one of the one or more service objects comprises a 

service activity including a group of one or more filters, and 
comprises a service component including a group of one or 
more service activities, and 

the service plan comprises one or more service compo 
nentS. 

21 The method of claim 20, wherein one of the at least one 
sub-plan-level policy includes at least one of an activity-level 
policy or a component-level policy. 

22. The method of claim 1, further comprising 
creating a device group of one or more end user devices; 

and 
providing the computer code to an element group of one or 

more policy implementation elements to manage the speci 
fied network service or the specified category of network 
services on the one or more end user devices of the device 
group in accordance with the at least one Sub-plan-level 
policy. 
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23. The method of claim 22, wherein the device group 

includes a beta test group of one or more end user devices. 
24. The method of claim 22, 
wherein the beta test group is different than the device 

group, and 
further comprising providing the computer code to a beta 

test element group of one or more policy implementation 
elements to manage the specified network service or the 
specified category of network services on the one or more end 
user devices of the beta test group in accordance with the at 
least one sub-plan-level policy, before providing the com 
puter code to the one or more end user devices of the device 
group. 

25. The method of claim 1, wherein a filter identifies all 
network data traffic as associated therewith. 

25++. The method of claim 1, wherein the computer code 
is generated for a programmable circuit. 

26. A service design system, comprising: 
a first interface mechanism for identifying one or more 

filters, each filter for identifying network data traffic as asso 
ciated with one or more network services; 

a second interface mechanism for generating one or more 
service objects using the one or more filters, each service 
object for identifying network data traffic belonging to a 
category of one or more network services; 

a third interface mechanism for generating a service plan 
using the one or more service objects, the service plan for 
managing use of the one or more network services or of the 
one or more categories of one or more network services by an 
end user device; 

a fourth interface mechanism for associating at least one 
sub-plan-level policy with at least one of the one or more 
filters or with at least one of the one or more service objects, 
the at least one sub-plan-level policy for defining rules of use 
of a specified network service or of a specified category of one 
or more network services; and 

a processor for using the one or more filters of the service 
plan and the at least one Sub-plan-level policy to generate 
computer code for assisting a policy implementation element 
to manage use of the particular network service or the par 
ticular category of one or more network services on the end 
user device in accordance with the at least one Sub-plan-level 
policy. 

27. The system of claim 26, wherein at least one of the one 
or more network services includes a web page. 

28. The system of claim 26, wherein at least one of the one 
or more network services includes a domain. 

29. The system of claim 26, wherein at least one of the one 
or more network services includes an application. 

30. The system of claim 26, wherein at least one of the one 
or more network services includes a tethering function. 

31. The system of claim 26, wherein at least one of the one 
or more network services includes a roaming data network. 

32. The system of claim 26, wherein one of the one or more 
categories includes email services. 

33. The system of claim 26, wherein one of the one or more 
categories includes Social networking services. 

34. The system of claim 26, wherein one of the one or more 
categories includes a domain, and the network services of the 
category include a plurality of web pages. 

35. The system of claim 26, wherein one of the one or more 
categories includes a music download service. 

36. The system of claim 26, wherein one of the one or more 
categories includes video game services. 

37. The system of claim 26, wherein one of the one or more 
categories includes multimedia services. 



US 8,924.543 B2 
51 

38. The system of claim 26, wherein the rules include 
notification rules defining user notifications triggers. 

39. The system of claim 26, wherein the rules include 
access rules defining access rights. 

40. The system of claim 26, wherein the rules include 
accounting rules defining use-based accounting metrics. 

41. The system of claim 26, wherein the policy implemen 
tation element is on the end user device. 

42. The system of claim 26, wherein the policy implemen 
tation element is on a network element remote from the end 
user device. 

43. The system of claim 26, wherein the first, second, third 
and fourth interface mechanism are all portions of a single 
interface. 

44. The system of claim 26, wherein the one or more 
service objects include two service objects, and the two ser 
Vice objects each include an instance of the same filter. 

45. The system of claim 26, wherein 
at least one of the one or more service objects comprises a 

service activity including a group of one or more filters, and 
comprises a service component including a group of one or 
more service activities, and 

the service plan comprises one or more service compo 
nentS. 

46 The system of claim 45, wherein one of the at least one 
sub-plan-level policy includes at least one of an activity-level 
policy or a component-level policy. 

47. The system of claim 26, further comprising 
a fifth interface mechanism for creating a device group of 

one or more end user devices; and 
a transmitter mechanism for providing the computer code 

to an element group of one or more policy implementation 
elements to manage the specified network service or the 
specified category of network services on the one or more end 
user devices of the device group in accordance with the at 
least one sub-plan-level policy. 

48. The system of claim 47, wherein the device group 
includes a beta test group of one or more end user devices. 

49. The system of claim 47, wherein 
the beta test group is different than the device group, and 
wherein the transmitter mechanism is operative to provide 

the computer code to a beta test element group of one or more 
policy implementation elements to manage the specified net 
work service or the specified category of network services on 
the one or more end user devices of the beta test group in 
accordance with the at least one sub-plan-level policy, before 
providing the computer code to the one or more end user 
devices of the device group. 

50. The system of claim 26, wherein a filter identifies all 
network data traffic as associated therewith. 

51. The system of claim 26, wherein the processor gener 
ates the computer code for a programmable circuit. 

Design and Implementation: Order of classifying data 
1. A method comprising: 
identifying filters at a service design system, each filter for 

classifying network data traffic as associated with one or 
more network services; 

generating service objects using the filters, each service 
object for classifying network data traffic as associated with a 
group of the one or more network services; 

generating a service plan using the service objects, the 
service plan for managing use of the network services asso 
ciated with the service objects; 

prioritizing the service objects to avoid conflicting classi 
fications of network data traffic by alternative service objects, 
the alternative service objects capable of classifying the net 
work data traffic as associated therewith: 
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associating policies with the service objects, each policy 

for defining rules of use of the group of the one or more 
network services corresponding to an associated service 
object; and 

using the service objects and the policies to generate com 
puter code for assisting a policy implementation element to 
manage use of the network services on the end user device. 

2. The method of claim 1, wherein the one or more network 
services includes a web page. 

3. The method of claim 1, wherein the one or more network 
services includes a domain. 

4. The method of claim 1, wherein the one or more network 
services includes an application. 

5. The method of claim 1, wherein the one or more network 
services includes a tethering function. 

6. The method of claim 1, wherein the one or more network 
services includes a roaming data network function. 

7. The method of claim 1, wherein the one or more network 
services includes a category of network services. 

8. The method of claim 1, wherein the group includes a 
category of network services. 

9. The method of claim 1, wherein the group includes 
sponsored services. 

10. The method of claim 1, wherein the group of one or 
more services includes the services provided by a single 
entity. 

11. The method of claim 1, wherein the group includes a 
domain, and the network services of the group include a 
plurality of web pages. 

12. The method of claim 1, wherein the rules include noti 
fication rules defining user notifications triggers. 

13. The method of claim 1, wherein the rules include access 
rules defining access rights. 

14. The method of claim 1, wherein the rules include 
accounting rules defining use-based accounting metrics. 

15. The method of claim 1, wherein the policy implemen 
tation element is on the end user device. 

16. The method of claim 1, wherein the policy implemen 
tation element is on a network element remote from the end 
user device. 

17. The method of claim 1, wherein each of the steps is 
performed via a single interface. 

18. The method of claim 1, wherein the service objects 
include two service objects each including an instance of the 
same filter. 

19. The method of claim 1, wherein 
at least one of the service objects comprises a service 

activity including a group of one or more filters, and com 
prises a service component including a group of one or more 
service activities, and 

the service plan comprises one or more service compo 
nentS. 

20 The method of claim 19, wherein at least one of the 
policies includes at least one of an activity-level policy or a 
component-level policy. 

21. The method of claim 1, wherein the computer code is 
generated for a programmable circuit. 

22. The method of claim 1, wherein a filter identifies all 
network data traffic as associated therewith. 

23. The method of claim 1, wherein at least one service 
object is generated using only one filter. 

24. The method of claim 1, wherein the prioritizing 
includes prioritizing sponsored services ahead of unspon 
sored services. 

25. The method of claim 1, 
wherein the service objects includes a first service object 

and a second service object, each of the first and second 
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service objects configured to classify particular network data 
traffic with its associated one or more network services, and 

wherein the prioritizing includes configuring the first ser 
Vice object to apply until a restriction, and the second service 
object to apply after the restriction. 

26. The method of claim 25, wherein the restriction 
includes a state condition. 

27. The method of claim 25, wherein the restriction 
includes a usage threshold. 

28. The method of claim 1, further comprising providing 
the computer code to the policy implementation element. 

29. A method, comprising: 
receiving computer instructions from a service design sys 

tem; 
using the computer instructions to install on an end user 

device prioritized service objects and policies associated with 
the service objects, the prioritized service objects and asso 
ciated policies for managing use of one or more network data 
services; 

receiving network data traffic or a request for network data 
services at an end user device; 

applying, by a policy implementation element, one or more 
of the prioritized service objects to classify the network data 
traffic or the request for network data services as belonging to 
at least one of the one or more network data services and as 
associated with a particular service object; 

applying, by a policy implementation element, a particular 
policy associated with the particular service object to effect 
the rules of use of the at least one of the one or more network 
data services. 

30. The method of claim 29, further comprising: 
determining that the usage of the applicable classification 

has reached a first limit when a first packet belonging to the 
first classification is received; 

applying one or more additional filters to the first packet; 
and 

classifying the packet as belonging to a second classifica 
tion of the at least two different classifications. 

31. The method of claim 29, wherein the one or more 
policies corresponding to the applicable classification 
include a skip policy, the method further comprising: 

stopping of applying any more policies for the applicable 
classification; and 

applying one or more additional filters to the data traffic to 
determine another applicable classification for the data traf 
fic. 

III. Design and Implementation: Policy Modifiers 
A. Classification and at Least One Network Policy Modi 

fier 
35. A method for designing a service plan group including 

a plurality of network data services to be provided by an 
access network to one or more communications devices, the 
method comprising: 

creating each of a plurality of service objects by: 
receiving, at an interface of a service design system, one or 

more filters for a respective service component, each filter 
including a set of one or more parameters, each set of param 
eters adapted to classify data traffic as being associated with 
the respective service object, the data traffic to be communi 
cated on the at least one access network; 

providing, to a user, an interface mechanism to select one 
or more network State categories from a plurality of network 
state categories and at least one network State value for a 
selected network State category, each network State category 
having a plurality of network State values; 
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receiving a selection of the one or more network State 

categories and one or more network State values for the 
selected network State category: 

designating one or more policies to combinations of each 
service object and at least one network State value of a 
selected network State category: 

creating the service plan group based on the plurality of 
service objects, the policies, and the policy designations, 
wherein the policy designations of the service plan group 
facilitates implementing policies for data traffic of a commu 
nications device Subscribing to the service plan based on 
current network state values of the selected network state 
categories; and 

translating the service plan group into instructions capable 
of being used to program one or more policy implementation 
elements to implement the policies for the data traffic of the 
communications device. 

36. The method of claim 35, wherein a service object is a 
service component or a service plan that includes service 
components. 

37. The method of claim 35, further comprising: 
designating one or more policies to each combination of 

service object and each network state value of each selected 
network State category. 

38. The method of claim 35, further comprising: 
providing, to the user, an input mechanism for receiving 

one or more policies for each combination of service object 
and each network state value of each selected network state 
category. 

39. The method of claim 35, further comprising: 
receiving a plurality of usage state values, a usage state 

value indicating an amount of network usage classified to a 
service object, the classification being determined by the one 
or more filters of the service object; and 

designating one or more policies to each combination of 
classification, usage State value, and each network State value 
of each selected network category. 

40. The method of claim 35, wherein the interface mecha 
nism allows selecting the one or more network State catego 
ries separately for each service object. 

41. The method of claim 35, wherein the interface mecha 
nism allows a user to specify one or more network State 
configurations, a first network state configuration including: 

a network State value for each of the network state catego 
ries selected for the first network state configuration; and 

a wildcard symbol for the network state categories not 
selected for the first network state configuration, wherein the 
wildcard symbol matches any network state value for the 
non-selected category, wherein one or more policies are des 
ignated for each network State configuration. 

42. The method of claim 41, further comprising: 
receiving, from the user, one or more policies for each 

network State configuration. 
43. The method of claim 41, further comprising: 
receiving an order of the network State configurations, the 

order being used by the one or more policy implementation 
elements to determine a network State configuration that first 
matches with the current network state values and the corre 
sponding one or more policies to implement for data traffic of 
the communications device. 

44. The method of claim 42, wherein the interface mecha 
nism allows a user to separately specify one or more network 
state configurations for each service object. 

45. The method of claim 35, wherein the policy designa 
tions are arranged in a multidimensional array, wherein each 
selected network category is a separate dimension of the 
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multidimensional array, and wherein the plurality of service 
objects comprise a dimension of the multidimensional array. 

46. The method of claim 35, wherein the plurality of net 
work State categories includes congestion state, location of 
the network, type of network, and network routing identifiers. 

47. The method of claim 46, wherein the network state 
values for the location of the network include home and at 
least one roaming network. 

48. The method of claim 46, wherein the network state 
values for the congestion state are based on at least one of time 
of day, a device measure of network congestion, and a net 
work measure of network congestion. 

49. The method of claim 48, wherein the network state 
values are based on a measure of network congestion, the 
measure of network congestion including at least one of traf 
fic delay, delay jitter, and network packet error rate. 

50. The method of claim 48, further comprising: 
receiving, from a user, a specification of how a network 

state value for the congestion state is to be determined. 
51. The method of claim 46, wherein the network state 

values for the type of network include at least two or more 
selected from a group consisting of 2G, 3G, 4G, and WiFi. 

52. The method of claim 35, wherein each parameter in a 
set is for a respective category of data traffic attributes. 

B. Two Policy Modifiers 
53. A method for designing a service plan group including 

one or more network services to be provided by an access 
network to one or more communications devices, the method 
comprising: 

providing, by a service design system to a user, an interface 
mechanism to select a plurality of network State categories 
and at least one network state value for a selected network 
state category, each network State category having a plurality 
of network state values; 

receiving a selection of the plurality of network State cat 
egories and one or more network State values for each of the 
selected network State categories; 

designating one or more policies to a plurality of combi 
nations of network state values for the selected network state 
categories; 

creating the service plan group based on the policies and 
the policy designations, wherein the policy designations of 
the service plan group facilitates implementing policies for a 
communications device Subscribing to the service plan group 
based on current network state values of the selected network 
state categories; and 

translating the service plan group into instructions capable 
of being used to program one or more policy implementation 
elements to implement the policies for the data traffic of the 
communications device. 

54. The method of claim 53, further comprising: 
designating one or more policies to each combination of 

network State values for the selected network State categories. 
55. The method of claim 53, further comprising: 
creating each of a plurality of service objects by: 
receiving, at an interface of a service design system, one or 

more filters for a respective service object, each filter includ 
ing a set of one or more parameters, each set of parameters 
adapted to classify data traffic as being associated with the 
respective service object, the data traffic to be communicated 
on the at least one access network; and 

designating one or more policies to each combination of 
service object and each network state value of each selected 
network State category. 

56. The method of claim 55, wherein a service object is a 
service component or a service plan that includes service 
components. 
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57. The method of claim 53, further comprising: 
receiving a plurality of usage State values, a usage state 

value indicating an amount of network usage; and 
designating one or more policies to each combination of 

usage state value and each network state value of each 
selected network category. 

C. Implementation With Two Network State Categories 
58. A method of implementing a policy for a communica 

tions devices use of a network service of an access network, 
the method comprising: 

obtaining network state information; 
determining a set of current state values of the access 

network based on the network State information, each current 
state value associated with a respective network State cat 
egory, each network State category having a plurality of net 
work State values; 

using the set of current state values to access an array of 
policies; 

retrieving, from the array, a first policy that corresponds to 
the set of current state values; 

receiving one or more packets of data traffic associated 
with the communications device during the current state of 
the access network; and 

applying, by a policy implementation element, the first 
policy to the one or more packets of the data traffic. 

59. The method of claim 58, wherein using the current state 
values to access an array of policies includes: 

comparing the set of current state values to one or more 
network State configurations to determine a network State 
configuration that matches to the set of current state values, 
each network State configuration associated with one or more 
policies. 

60. The method of claim 59, wherein the comparing is 
performed in a specified order, the method further compris 
ing: 

retrieving the one or more policies associated with the first 
network State configuration that matches to the set of current 
state values. 

61. The method of claim 58, further comprising: 
converting one or more of the current state values to a 

corresponding predetermined network State value of a respec 
tive network State category. 

62. The method of claim 61, wherein the respective net 
work State category corresponds to network congestion, and 
wherein the predetermined network state values correspond 
to different levels of congestion. 

63. The method of claim 58, further comprising: 
converting the set of current state values to a network State 

index of an indexed array of policies; and 
using the network state index to retrieve the first policy. 
64. The method of claim 63, wherein the first policy is 

retrieved from a multidimensional array, wherein each of the 
selected network State categories corresponds to a dimension 
of the multidimensional array. 

65. The method of claim 63, wherein the indexed array 
contains pointers to the policies. 

66. The method of claim 63, further comprising: 
detecting when the network State information changes, 

wherein the converting the network State information to a 
network State index of an indexed array of policies occurs 
when the network State information changes. 

67. The method of claim 58, wherein the respective net 
work State categories include congestion state, location of the 
network, type of network, and network routing identifier. 

68. The method of claim 67, wherein the network state 
values for the location of the network include home and at 
least one roaming network. 
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69. The method of claim 67, wherein the network state 
values for the congestion state are based on at least one of time 
of day, a device measure of network congestion, and a net 
work measure of network congestion. 

70. The method of claim 69, wherein the network state 
values are based on a measure of network congestion, the 
measure of network congestion including at least one of traf 
fic delay, delay jitter, and network packet error rate. 

71. The method of claim 67, wherein the network state 
values for the type of network include at least two or more 
selected from a group consisting of 2G, 3G, 4G, and WiFi. 

IV. Design of a Policy: Events 
A. Event Associated with 2 of 3 Policies 
72. A method for designing a service plan including one or 

more network services to be provided by an access network to 
one or more communications devices, the method compris 
ing: 

providing, by a service design system to a user, an interface 
mechanism to provide input defining an event associated with 
a use of the access network according to the service plan; 

receiving, from the user, the input defining the event; 
receiving, from the user, a plurality of service policies 

associated with the event, the service policies including at 
least two of an access policy that defines rights to access a 
network service, a charging policy that defines charges for 
using the network service, and a notification policy that 
defines when to provide notifications corresponding to the 
network service; and 

creating the service plan based on the event and the plural 
ity of service policies; and 

translating the service plan into instructions capable of 
being used to program one or more policy implementation 
elements to implement the service policies when the event is 
detected for a communications device's use of the access 
network, the communications device Subscribing to the Ser 
Vice plan. 

73. The method of clam 72, further comprising: 
identifying a first group of remote communications devices 

to be bound to the service plan; and 
providing the instructions to a second group of policy 

implementation elements capable of implementing the policy 
for the first group of remote communications devices. 

74. The method of clam 72, wherein the interface mecha 
nism includes one or more picklists for defining the event, 
each picklist including a plurality of options. 

75. The method of clam 74, wherein the one or more 
picklists include: 

a first picklist that includes at least one option that corre 
sponds to a measure for an amount of usage of a network 
service; and 

one or more second picklists that include options for speci 
fying the amount of usage. 

B. Event and Device State Provides Notification 
76. A method for designing a service plan including one or 

more network services to be provided by an access network to 
one or more communications devices, the method compris 
ing: 

providing, by a service design system to a user, a first 
interface mechanism to provide input defining one or more 
events associated with a use of the access network according 
to the service plan; 

receiving, from the user, the input defining the one or more 
events; 

providing a second interface mechanism for specifying one 
or more device States of a communications device, a device 
state being a property of only the communications device; 

receiving the one or more device states; 
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receiving a notification policy associated with the one or 

more events and the one or more device states, the notification 
policy defining a conditional relationship between the one or 
more events and the one or more device states Such that a 
notification message is displayed to a user of a communica 
tions device Subscribing to the service plan; 

creating the service plan based on the one or more events, 
the one or more device states, and the notification policy; and 

translating the service plan into instructions capable of 
being used to program one or more policy implementation 
elements to implement the notification policy when the one or 
more events are detected for the communications device's use 
of the access network and the conditional relationship exists, 
the communications device Subscribing to the service plan. 

77. The method of claim 76, wherein the one or more 
events include a classification of data traffic of the commu 
nications device into a first type of data traffic, the classifica 
tion being determined by one or more filters of the service 
plan. 

78. The method of claim 76, wherein a device state 
includes an application presently running on the device, a 
location of the device, 

79. The method of claim 76, wherein the one or more 
events is only one event, and the conditional relationship 
includes the one or more device states being present when the 
only one event is detected. 

80. The method of claim 76, wherein the conditional rela 
tionship specifies one or more window criteria between when 
one or more of the events was detected and when one of the 
device states was last present on the communications device. 

81. The method of claim 80, wherein the window criteria 
includes a time and/or a usage amount. 

82. The method of claim 76, wherein the conditional rela 
tionship specifies an order of the events. 

83. The method of claim 76, wherein the conditional rela 
tionship specifies an order for when the device states were 
present on the communications device. 

C. Implementation of Event and Device State Induced 
Notification 

84. A method of implementing a notification policy for a 
communications device's use of a network service of an 
access network, the method comprising: 

detecting one or more events associated with a communi 
cations device's use of the access network according to the 
service plan; 

identifying one or more current or recent device States of 
the communications device, a device state being a property of 
only the communications device; 

determining whether a conditional relationship exists 
between the one or more events and the one or more current or 
recent device states according to a notification policy of a 
service plan Subscribed to by the communications device; and 

sending a notification request to a notification agent on the 
communications device when the conditional relationship is 
satisfied. 

85. The method of claim 84, wherein the notification 
request is sent from a network element to the notification 
agent on the communications device. 

86. The method of claim 84, wherein the notification 
request is sent from a policy implementation agent on the 
communications device to the notification agent on the com 
munications device. 
We claim: 
1. A network service plan provisioning system communi 

catively coupled to a wireless end-user device over a wireless 
access network, the network service plan provisioning system 
comprising one or more network elements configured to: 
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obtain and store a first service plan component and a sec 
ond service plan component, 

the first service plan component comprising (1) informa 
tion specifying a first traffic classification filter for fil 
tering a traffic event in a network traffic inspection sys 
tem, the traffic event being associated with the wireless 
end-user device and (2) a first network policy enforce 
ment action that is triggered in a network policy enforce 
ment system when the traffic event possesses a charac 
teristic that matches the first traffic classification filter, 
and the second service plan component comprising (a) 
information specifying a second traffic classification fil 
ter for filtering the traffic event in the network traffic 
inspection system, and (b) a second network policy 
enforcement action that is triggered in the network 
policy enforcement system when the traffic event pos 
sesses a characteristic that matches the second traffic 
classification filter, 

process the first service plan component and the second 
service plan component to create a network provisioning 
instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic 
classification filter, the network provisioning instruction 
set comprising one or more traffic inspection provision 
ing instructions for the network traffic inspection system 
and one or more policy enforcement provisioning 
instructions for the network policy enforcement system, 
the network traffic inspection system and the network 
policy enforcement system implementing one or more 
policies applicable to the wireless end-user device; 

provide the one or more traffic inspection provisioning 
instructions to the network traffic inspection system; and 

provide the one or more policy enforcement provisioning 
instructions to the network policy enforcement system. 

2. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises order traffic inspection comparison 
operations in the one or more traffic inspection provisioning 
instructions such that the one or more traffic inspection pro 
visioning instructions direct the network traffic inspection 
system to determine whether the traffic event possesses the 
characteristic that matches the first traffic classification filter 
before determining whether the traffic event possesses the 
characteristic that matches the second traffic classification 
filter. 

3. The network service plan provisioning system of claim 
2, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter further comprises include in the network provi 
Sioning instruction set one or more instructions directing the 
network traffic inspection system to determine whether the 
traffic event possesses the characteristic that matches the 
second traffic classification filter only if the traffic event does 
not possess the characteristic that matches the first traffic 
classification filter. 

4. The network service plan provisioning system of claim 
2, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter further comprises include in the network provi 
Sioning instruction set one or more instructions directing the 
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network traffic inspection system to determine whether the 
traffic event also possesses the characteristic that matches the 
second traffic classification filter if the traffic event possesses 
the characteristic that matches the first traffic classification 
filter. 

5. The network Service plan provisioning system of claim 
1, further comprising: 

a policy enforcement priority rule datastore including a 
policy enforcement priority rule for determining 
whether the traffic event possesses the characteristic that 
matches the first traffic classification filter before deter 
mining whether the traffic event possesses the charac 
teristic that matches the second traffic classification fil 
ter, 

and wherein process the first service plan component and 
the second service plan component to create a network 
provisioning instruction set in accordance with a priori 
tization of the first traffic classification filter over the 
second traffic classification filter comprises include the 
policy enforcement priority rule in the network provi 
sioning instruction set. 

6. The network service plan provisioning system of claim 
5, wherein the policy enforcement priority rule comprises a 
priority order for a plurality of traffic classification filters, the 
plurality of traffic classification filters including the first traf 
fic classification filter and the second traffic classification 
filter. 

7. The network Service plan provisioning system of claim 
5, wherein the policy enforcement priority rule comprises a 
priority specification for one or both of the first service plan 
component and the second service plan component. 

8. The network service plan provisioning system of claim 
1, wherein at least one of the one or more policies is depen 
dent on a network State. 

9. The network service plan provisioning system of claim 
8, wherein the network State comprises a congestion state of 
the wireless access network, a network location, a type of the 
wireless access network, whether the wireless access network 
is a roaming network, a routing identifier associated with the 
wireless access network, or a combination of these. 

10. The network service plan provisioning system of claim 
9, wherein the congestion state is based on a time of day, a 
measure of network congestion, a measure of a delay, a mea 
Sure of a jitter, a packet error rate, or a combination of these. 

11. The network service plan provisioning system of claim 
5, wherein the one or more network elements are further 
configured to provide a user interface for a service plan design 
environment that provides for entering the policy enforce 
ment priority rule in the design environment by entering a 
priority assignment for the first service plan component, 
entering a priority assignment for the second service plan 
component, positioning the first and second service plan com 
ponents in a priority ordering, defining the first or second 
service plan component as belonging to a service type that has 
an implied or literal ordering, or a combination of these. 

12. The network service plan provisioning system of claim 
1, wherein the information specifying the first traffic classi 
fication filter comprises an inspection criterion selected from 
a group of inspection criteria consisting of specific device 
application, a specific network destination, a specific network 
Source, a specific traffic type, a specific content type, a spe 
cific traffic protocol, and a combination of two or more of the 
inspection criteria. 

13. The network service plan provisioning system of claim 
1, wherein the first or second policy enforcement action is an 
action selected from a group of actions consisting of apply a 
traffic control policy; apply a service usage accounting, 
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charging, or billing policy; apply a service notification policy; 
and a combination of two or more of the actions. 

14. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
set an instruction to assist in enforcing a sponsored charging 
policy. 

15. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
set an instruction to assist in enforcing a classification-based 
charging policy, wherein the classification is selected from 
the group of classification categories consisting of applica 
tion, destination, network, time of day, congestion state, qual 
ity of service, content type, and a combination of two or more 
of the classification categories. 

16. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
set an instruction to assist in presenting a service buy page 
notification with an actionable response. 

17. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
set an instruction to assist in generating a usage notification in 
response to a device state or a network State. 

18. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
set an instruction to assist in generating a marketing intercept 
offer notification specific to a device or a network state. 

19. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to include in the network provisioning instruction 
Setan instruction to assistingenerating a roaming notification 
specific to a device or a network State. 

20. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to provide a user interface for a service plan design 
environment that provides for a hierarchical definition and 
display of one or more of the first service plan component, 
the second service plan component, the first traffic classifica 
tion filter, the second traffic classification filter, the first policy 
enforcement action, or the second policy enforcement action. 

21. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to facilitate reuse of the first service plan compo 
nent, the second service plan component, the first traffic clas 
sification filter, the second traffic classification filter, the first 
policy enforcementaction, or the second policy enforcement 
action in a plurality of service plans by storing the first service 
plan component, the second service plan component, the first 
traffic classification filter, the second traffic classification fil 
ter, the first policy enforcement action, and the second policy 
enforcement action as one or more objects in a catalog. 

22. The network service plan provisioning system of claim 
1, wherein the first service plan component further comprises 
an additional policy enforcement action to augment the first 
policy enforcement action, and wherein the second service 
plan component further comprises the additional policy 
enforcement action to augment the second policy enforce 
ment action. 

23. The network service plan provisioning system of claim 
1, wherein the first service plan component further comprises 
an additional policy enforcement action to over-ride the first 
policy enforcement action, and wherein the second service 
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plan component further comprises the additional policy 
enforcement action to over-ride the second policy enforce 
ment action. 

24. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to facilitate grouping of the first and second ser 
Vice plan components and provide for grouping of the first 
and second service plan components into a larger service plan 
object definition. 

25. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to facilitate grouping of the first and second ser 
Vice plan components and provide for an additional policy 
enforcement action applied at a service plan group level that 
augments the first policy enforcement action and the second 
policy enforcement action. 

26. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to facilitate grouping of the first and second ser 
Vice plan components and provide for an additional policy 
enforcement action applied at a service plan group level that 
over-rides the first policy enforcement action and the second 
policy enforcement action. 

27. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to facilitate grouping of the first and second ser 
Vice plan components and provide one or more service plan 
component group policy enforcement priority rules compris 
ing a specification for how to resolve one or more policy 
enforcement ambiguities at a service plan component group 
level. 

28. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to obtain service plan parameters for multiple 
service plans, combine one or more service policies for the 
multiple service plans into one composite-plan policy set, and 
provision the network policy enforcement system to enforce 
the composite policies for the multiple service plans. 

29. The network service plan provisioning system of claim 
28, wherein the one or more network elements are further 
configured to provide a composite-plan policy enforcement 
priority rule comprising a specification for how to resolve one 
or more policy enforcement ambiguities between traffic clas 
sification or policy enforcement instructions for two or more 
composite-plans. 

30. The network service plan provisioning system of claim 
1, wherein the first service plan component is associated with 
a first priority, and wherein the second service plan compo 
nent is associated with a second priority, the second priority 
being lower than the first priority, and wherein process the 
first service plan component and the second service plan 
component to create a network provisioning instruction set in 
accordance with a prioritization of the first traffic classifica 
tion filter over the second traffic classification filter comprises 
include in the network provisioning instruction set one or 
more first instructions directing the network traffic inspection 
system to determine whether the traffic event possesses the 
characteristic that matches the first traffic classification filter 
and to determine whether the traffic event possesses the char 
acteristic that matches the second traffic classification filter, 
and one or more second instructions directing the network 
policy enforcement system to enforce the first network policy 
enforcement action when the traffic event possesses both the 
characteristic that matches the first traffic classification filter 
and the characteristic that matches the second traffic classifi 
cation filter. 
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31. The network service plan provisioning system of claim 
1, wherein the first service plan component is associated with 
a first priority, and wherein the second service plan compo 
nent is associated with a second priority, the second priority 
being lower than the first priority, and wherein process the 
first service plan component and the second service plan 
component to create a network provisioning instruction set in 
accordance with a prioritization of the first traffic classifica 
tion filter over the second traffic classification filter comprises 
include in the network provisioning instruction set one or 
more first instructions directing the network traffic inspection 
system to determine whether the traffic event possesses the 
characteristic that matches the first traffic classification filter, 
and one or more second instructions directing the network 
policy enforcement system to enforce only the first network 
policy enforcement action when the traffic event possesses 
the characteristic that matches the first traffic classification 
filter. 

32. The network service plan provisioning system of claim 
1, wherein the first service plan component is associated with 
a first priority, and wherein the second service plan compo 
nent is associated with a second priority, the second priority 
being lower than the first priority, and wherein process the 
first service plan component and the second service plan 
component to create a network provisioning instruction set in 
accordance with a prioritization of the first traffic classifica 
tion filter over the second traffic classification filter comprises 
include in the network provisioning instruction set one or 
more first instructions directing the network traffic inspection 
system to determine whether the traffic event possesses the 
characteristic that matches the first traffic classification filter 
and to determine whether the traffic event possesses the char 
acteristic that matches the second traffic classification filter, 
and one or more second instructions directing the network 
policy enforcement system to enforce the first network policy 
enforcement action and the second network policy enforce 
ment action when the traffic event possesses both the charac 
teristic that matches the first traffic classification filter and the 
characteristic that matches the second traffic classification 
filter. 

33. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises order one or more first instructions 
associated with the first traffic classification filter and one or 
more second instructions associated with the second traffic 
classification filter so that the first traffic classification filter is 
applied to the traffic event before the second traffic classifi 
cation filter is applied to the traffic event. 

34. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises include one or more instructions 
directing the network traffic inspection system to trap a match 
of the first traffic classification filter in a kernel until the 
second traffic classification filter is matched. 

35. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises apply an explicit priority rule. 
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36. The network service plan provisioning system of claim 

1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the one or more traffic 
inspection provisioning instructions so that the network traf 
fic inspection system determines whether the traffic event 
possesses the characteristic that matches the first traffic clas 
sification filter before determining whether the traffic event 
possesses the characteristic that matches the second traffic 
classification filter. 

37. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the one or more policy 
enforcement provisioning instructions so that the network 
policy enforcement system applies the first policy enforce 
ment action before applying the second policy enforcement 
action. 

38. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the one or more traffic 
inspection provisioning instructions so that when the traffic 
event possesses the characteristic that matches the first traffic 
classification filter, the network policy enforcement system 
applies the first policy enforcement action, and the network 
traffic inspection system does not determine whether the traf 
fic event possesses the characteristic that matches the second 
traffic classification filter. 

39. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the network provisioning 
instruction set so that when the traffic event possesses the 
characteristic that matches the first traffic classification filter 
and the characteristic that matches the second traffic classifi 
cation filter, the first policy enforcement action has a higher 
priority than the second policy enforcement action. 

40. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the one or more traffic 
inspection provisioning instructions so that when the network 
traffic inspection system determines that the traffic event pos 
sesses the characteristic that matches the first traffic classifi 
cation filter and the characteristic that matches the second 
traffic classification filter, the network policy enforcement 
system applies the first policy enforcement action but does 
not apply the second policy enforcement action. 

41. The network service plan provisioning system of claim 
1, wherein process the first service plan component and the 
second service plan component to create a network provision 
ing instruction set in accordance with a prioritization of the 
first traffic classification filter over the second traffic classifi 
cation filter comprises configure the one or more traffic 
inspection provisioning instructions so that when the network 
traffic inspection system determines that the traffic event pos 
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sesses the characteristic that matches the first traffic classifi 
cation filter and the characteristic that matches the second 
traffic classification filter, the network policy enforcement 
system applies the first policy enforcement action before 
applying the second policy enforcement action. 

42. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system comprises 
a policy decision element. 

43. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system or the 
network traffic inspection system comprises a gateway. 

44. The network service plan provisioning system of claim 
1, wherein at least a portion of the network policy enforce 
ment system is on the wireless end-user device. 

45. The network service plan provisioning system of claim 
1, wherein at least a portion of the network policy enforce 
ment system is in a network system communicatively coupled 
to the wireless end-user device over the wireless access net 
work. 

46. The network service plan provisioning system of claim 
1, wherein the network traffic inspection system or the net 
work policy enforcement system comprises a programmable 
element. 

47. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system or the 
network traffic inspection system comprises a modem or an 
agent on the wireless end-user device. 

48. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system comprises 
a charging element, a billing element, or a mediation element. 

49. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system imple 
ments a charging function. 

50. The network service plan provisioning system of claim 
1, wherein the one or more policies comprise a charging 
policy. 

51. The network service plan provisioning system of claim 
50, wherein the charging policy is associated with a sponsor 
entity Subsidizing a network service usage associated with the 
wireless end-user device. 

52. The network service plan provisioning system of claim 
50, wherein the charging policy is inherited from a service 
plan associated with the first service plan component and the 
second service plan component. 

53. The network service plan provisioning system of claim 
50, wherein the charging policy is based on an amount of 
usage, a time, an overage allowance, or a combination of 
these. 

54. The network service plan provisioning system of claim 
50, wherein the charging policy is associated with a rate or a 
charging code. 

55. The network service plan provisioning system of claim 
50, wherein the charging policy is associated with a cycle 
specified by a duration, a frequency, a usage amount, or a 
combination of these. 

56. The network service plan provisioning system of claim 
50, wherein the charging policy assists in implementing a 
pre-paid billing or a post-paid billing. 

57. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system comprises 
a notification element. 

58. The network service plan provisioning system of claim 
1, wherein the network policy enforcement system imple 
ments a notification function. 

59. The network service plan provisioning system of claim 
58, wherein the one or more network elements are further 
configured to: 
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obtain notification information, the notification informa 

tion at least assisting to specify or identify a notification 
content, a notification trigger, or a notification offer; and 

determine at least a portion of the policy enforcement 
provisioning instructions based on the notification infor 
mation. 

60. The network service plan provisioning system of claim 
1, wherein the one or more policies comprise a notification 
policy. 

61. The network service plan provisioning system of claim 
60, wherein the one or more policy enforcement provisioning 
instructions assist in causing a notification to be delivered to 
a subscriber or to the wireless end-user device. 

62. The network service plan provisioning system of claim 
61, wherein the notification comprises a selection option for 
providing feedback or instructions. 

63. The network service plan provisioning system of claim 
61, wherein the notification indicates that a usage of a service 
plan has reached a particular percentage of a limit, or that a 
requested network activity has been capped because a policy 
limit has been reached. 

64. The network service plan provisioning system of claim 
61, wherein the notification provides information about a 
service plan limit or an overage. 

65. The network service plan provisioning system of claim 
61, wherein the notification provides information about an 
offer. 

66. The network service plan provisioning system of claim 
65, wherein the offer is an offer to allow an overage, an offer 
for a new service plan, or an offer to block an ongoing usage. 

67. The network service plan provisioning system of claim 
61, wherein the notification provides information about a plan 
expiration. 

68. The network service plan provisioning system of claim 
61, wherein the notification provides information about an 
activity of the wireless end-user device that has been blocked, 
or an activity of the wireless end-user device that is not 
allowed. 

69. The network service plan provisioning system of claim 
61, wherein the notification provides a message or an offer 
based on a current activity or a status of the wireless end-user 
device. 

70. The network service plan provisioning system of claim 
69, wherein the current activity or the status of the wireless 
end-user device is based on the traffic event. 

71. The network service plan provisioning system of claim 
61, wherein the notification is an actionable notification 
enabling a user of the wireless end-user device to provide a 
response to the notification. 

72. The network service plan provisioning system of claim 
71, wherein the response comprises a directive to dismiss the 
notification, a directive to cancel the notification, an acknowl 
edgment of the notification, a request for information, or a 
request to make a purchase. 

73. The network service plan provisioning system of claim 
61, wherein the one or more network elements are further 
configured to obtain, from a designer, information specifying 
the notification. 

74. The network service plan provisioning system of claim 
73, wherein the information specifying the notification speci 
fies a title, a Subtitle, text, an icon, a button, an action, whether 
to present the notification in a foreground, whether to present 
the notification in a background, or a combination of these. 

75. The network service plan provisioning system of claim 
1, wherein the one or more policies comprise a notification 
policy, and wherein the one or more network elements are 
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further configured to obtain information specifying the noti 
fication policy from a designer. 

76. The network service plan provisioning system of claim 
75, wherein the information specifying the notification policy 
comprises a name, a description, a notification destination, an 
interaction associated with the notification, whether to 
present the notification in a foreground or in a background, a 
specification of selection options associated with the notifi 
cation, or a combination of these. 

77. The network service plan provisioning system of claim 
76, wherein the notification destination is a subscriber or a 
SeVe. 

78. The network service plan provisioning system of claim 
76, wherein the interaction associated with the notification 
comprises a number of times the notification is presented, an 
option enabling a user to suppress the notification, or a com 
bination of these. 

79. The network service plan provisioning system of claim 
75, wherein the one or more network elements are further 
configured to present, through a user interface of the network 
service plan provisioning system, a representation of the noti 
fication for presentation on the wireless end-user device. 

80. The network service plan provisioning system of claim 
61, wherein the notification comprises an upsell offer. 

81. The network service plan provisioning system of claim 
80, wherein the upsell offer is based on a network state, a 
device state, or a subscriber state. 

82. The network service plan provisioning system of claim 
81, wherein the network state is based on a congestion level of 
the wireless access network, a number of failed attempts to 
authenticate on the wireless access network, a time of day, a 
location, a type of network, a roaming status, or a combina 
tion of these. 

83. The network service plan provisioning system of claim 
80, wherein the upsell offer is based on a current usage or an 
historical usage. 

84. The network service plan provisioning system of claim 
80, wherein the upsell offer provides an offer for a service at 
no cost to the subscriber. 

85. The network service plan provisioning system of claim 
61, wherein the notification comprises information about a 
purchase, a data usage, an application, an amount of data, a 
percentage, or a combination of these. 

86. The network service plan provisioning system of claim 
61, wherein the notification comprises information to assista 
Subscriber in activating the wireless end-user device, select 
ing a service plan for the wireless end-user device, setting a 
preference, or a combination of these. 

87. The network service plan provisioning system of claim 
1, wherein the one or more policies comprise a traffic control 
policy. 

88. The network service plan provisioning system of claim 
87, wherein the control policy specifies to allow, block, 
throttle, delay, or defer the traffic event. 

89. The network service plan provisioning system of claim 
87, wherein the traffic control policy is based on a network 
state, a device State, a service-plan-usage state, or a combi 
nation of these. 

90. The network service plan provisioning system of claim 
1, wherein the traffic event is associated with a particular 
destination, a particular application on the wireless end-user 
device, a content type, a protocol, a port, or an operating 
system of the wireless end-user device. 

91. The network service plan provisioning system of claim 
1, wherein the traffic event is associated with a specified 
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remote destination, a specified application, a specified oper 
ating system, a specified content, a specified protocol, or a 
specified port number. 

92. The network service plan provisioning system of claim 
91, wherein the specified remote destination is identified by a 
domain or an Internet protocol (IP) address. 

93. The network service plan provisioning system of claim 
91, wherein the specified application is identified by a name, 
a hash, a certificate, or a signature. 

94. The network service plan provisioning system of claim 
1, wherein the first network policy enforcement action or the 
second network policy enforcement action comprises send 
ing a notification to a notification destination. 

95. The network service plan provisioning system of claim 
1, wherein the first network policy enforcement action or the 
second network policy enforcement action comprises trap 
ping a match at a kernel level. 

96. The network service plan provisioning system of claim 
1, wherein the first service plan component or the second 
service plan component comprises a carrier component, a 
network protection component, an application component, a 
sponsored component, a subscriber-paid component, a mar 
keting interceptor component, a parental control component, 
a bulk component, a post-bulk component, or an end-of-life 
component. 

97. The network service plan provisioning system of claim 
1, wherein the one or more network elements are further 
configured to obtain, through a user interface of the network 
service plan provisioning system, a hierarchical arrangement 
of the first service plan component and the second service 
plan component, the hierarchical arrangement specifying 
whether the first service plan component has a higher priority 
than the second service plan component. 

98. The network service plan provisioning system of claim 
1, wherein the first service plan component or the second 
service plan component is associated with a service class. 

99. The network service plan provisioning system of claim 
98, wherein the service class is paid, marketing intercept, 
carrier, network protection, sponsored, parental control, open 
access, bulk, post-bulk, or a combination of these. 

100. The network service plan provisioning system of 
claim 1, wherein the first service plan component is associ 
ated with a first service class, and the second service plan 
component is associated with a second service class, and 
wherein the one or more network elements are further con 
figured to obtain, through a user interface of the network 
service plan provisioning system, a specification of whether 
the first service class has a higher priority than the second 
service class. 

101. The network service plan provisioning system of 
claim 1, wherein the one or more network elements are fur 
ther configured to obtain, from a designer, information iden 
tifying the wireless end-user device. 

102. The network service plan provisioning system of 
claim 101, wherein the information identifying the wireless 
end-user device comprises an international mobile Subscriber 
identity (IMSI), a phone number, a device type, an interna 
tional mobile equipment identity (IMEI), a device name, a 
Subscriber group, an owner name, a locale, an operating sys 
tem version, Subscriber information, or a combination of 
these. 

103. The network service plan provisioning system of 
claim 1, wherein the wireless end-user device is a first wire 
less end-user device, and wherein the one or more network 
elements are further configured to obtain, from a designer, 
information identifying a plurality of wireless end-user 
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devices, the plurality of wireless end-user devices including 
the first wireless end-user device. 

104. The network service plan provisioning system of 
claim 103, wherein each wireless end-user device in the plu 
rality of wireless end-user devices is a particular type of 
device, has a particular device characteristic, or is associated 
with a particular demographic characteristic. 

105. The network service plan provisioning system of 
claim 1, wherein the one or more network elements are con 
figured to obtain the information specifying the first traffic 
classification filter or the information specifying the second 
traffic classification filter from a designer. 

106. The network service plan provisioning system of 
claim 1, wherein the one or more network elements are con 
figured to obtain at least a portion of the first service plan 
component and at least a portion of the second service plan 
component from a designer. 

107. The network service plan provisioning system of 
claim 106, wherein the designer is associated with a role. 

108. The network service plan provisioning system of 
claim 107, wherein the role establishes one or more network 
Service plan provisioning system capabilities available to the 
designer. 

109. The network service plan provisioning system of 
claim 106, wherein the designer is associated with a carrier, 
an enterprise, an application developer, or a mobile virtual 
network operator. 

110. The network service plan provisioning system of 
claim 1, wherein the first service plan component and the 
Second service plan component are associated with a service 
plan, and wherein the one or more network elements are 
further configured to obtain, from a designer, information 
about the service plan. 

111. The network service plan provisioning system of 
claim 110, wherein the information about the service plan 
comprises an icon, a name, a description, a version, a type. 
whether the service plan is a default plan, whether a user of 
the wireless end-user device is able to repurchase the service 
plan, a price, a charging policy, a billing policy, a charging 
code, or a combination of these. 

112. The network service plan provisioning system of 
claim 1, wherein the information specifying the first traffic 
classification filter or the information specifying the second 
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traffic classification filter comprises a name, a description, a 
filtering parameter, a launch mechanism, or a combination of 
these. 

113. The network service plan provisioning system of 
claim 112, wherein the filter parameter specifies filtering the 
traffic event by destination, by application, by operating sys 
tem, by protocol, or by port. 

114. The network service plan provisioning system of 
claim 1, wherein the one or more network elements are fur 
ther configured to assista designer in customizing a branding 
for presentation through a user interface of the wireless end 
user device. 

115. The network service plan provisioning system of 
claim 1, wherein the one or more network elements are fur 
ther configured to provide access to a service design sandbox. 

116. The network service plan provisioning system of 
claim 115, wherein the service design sandbox provides for 
policy definition for a subset of subscribers of the network 
Service plan provisioning system. 

117. The network service plan provisioning system of 
claim 115, wherein the service design sandbox is available to 
an enterprise, a mobile virtual network operator (MVNO), or 
an application developer. 

118. The network service plan provisioning system of 
claim 115, wherein the service design sandbox provides for 
definition of a subscribergroup, a service plan, a notification, 
the first service plan component, the second service plan 
component, a service activity, a report, or a combination of 
these. 

119. The network service plan provisioning system of 
claim 115, wherein the one or more network elements are 
further configured to provide access to a service design sand 
box through a secure login environment. 

120. The network service plan provisioning system of 
claim 1, wherein the one or more policies comprise a policy 
associated with a tethering function. 

121. The network service plan provisioning system of 
claim 1, wherein the one or more policies comprise a policy 
associated with a web page, a domain, an application, a roam 
ing network, an e-mail service, a networking service, a music 
download service, a video game service, a multimedia ser 
vice, or a combination of these. 
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