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(57) ABSTRACT 

A Smart router is used to analyze messages and apply pro 
grammable policies to messages based on various diagnos 
tics. Policies can be set by applications or other appropriate 
entities, such as a service layer. The Smart router is able to 
delegate specific tasks, such as various transport (e.g., fire 
wall, network bandwidth/congestion monitoring), service 
(e.g., charging, determine quality of service, identify session, 
filter service level content), and processing (e.g. codec trans 
formation) tasks. Based on the result of the processing, the 
router can bounce, re-direct, route, or otherwise handle the 
network traffic. 
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SERVICE DRIVEN SMART ROUTER 

BACKGROUND OF THE INVENTION 

0001 Embodiments of the present invention generally 
relate to electronic communications, and more particularly 
relate to the processing and routing of traffic across a network. 
0002 Various types of communications networks and 
devices operate in an ever increasing array of different envi 
ronments and underlying or Supporting protocols. For 
example, the HyperText Transfer Protocol (HTTP) is com 
monly used to Support communications across various types 
of networks including the Internet. In another example, the 
Session Initiation Protocol (SIP) is used by various types of 
mobile devices to Support communications between Such 
devices across various wired and/or wireless networks. 
0003. As the variety of devices, protocols, and environ 
ments increases, intercommunication between these varia 
tions becomes more important. Current methods of initiating, 
processing, and Supporting communications between these 
environments are difficult to use at best and, in many cases, do 
not supply a sufficient level of functionality. 
0004. In one example, telecommunication networks have 
developed to a level of intelligence offering sophisticated 
options such as the ability to apply rates and charge for 
network traffic, route traffic, and ensure a quality of service 
for specified traffic using a network level protocol Such as 
resource reservation protocol (RSVP) or IMS, and ensure 
static firewall operations. As networks are incorporating basic 
or less intelligent networks, such as are based on Internet 
technology, it still is desirable to have a minimum level of 
network intelligence. It therefore is desirable to ensure that 
some of the functions provided in the network can now be 
exposed as end points and be controlled. Such as by the 
service layer. 
0005. There currently are two major approaches to deter 
mining an appropriate implementation Solution. In one 
approach, firewalls are configured to Sniff messages, includ 
ing IP packets such as TCP, UDP, and encrypted packets, as 
well as RTP or SIP sessions, and either let through or bounce 
messages according to their settings and a traffic log. Such an 
approach allows the system to run anti-spam and other pro 
cesses before depositing an email in a mail box, etc. In 
another approach, Smart routers are used that are able to 
similarly sniff IP traffic, then route and/or log the traffic 
accordingly. 
0006 Such approaches still are unable to provide a suffi 
cient amount of functionality related to the traffic that is 
taking place. As technology evolves, it is becoming desirable 
to do more clever operations across a network, Such as rating 
and charging for appropriate traffic, ensuring a particular 
quality of service, and maintaining a particular path for cer 
tain traffic through a network. For example, actors in the 
network may wish to reserve a certain quality of service or 
bandwidth for related traffic. An actor also may wish to ensure 
Some protection capabilities such as using a firewall that will 
allow some traffic and block other traffic, for example. 

BRIEF SUMMARY OF THE INVENTION 

0007 Systems and methods in accordance with various 
embodiments of the present invention provide for the pro 
cessing of network traffic using a Smart router. Such as may be 
service or application driven. Such a router can include a 
message inspection module operable to receive a message 
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and determine identification information about that message. 
The router also can include a policy enforcement module 
operable to dynamically determine a policy to enforce on the 
message, based at least in part upon the identification infor 
mation obtained by the message inspection module. A deci 
sion as to which policy to enforce can be set by a service layer 
and/oran application. In another embodiment, the decision as 
to which policy to enforce is determined based on a matching 
algorithm. The policy enforcement module then is able to 
enforce the dynamically determined policy. The policy 
enforcement module also can direct a message enforcing the 
appropriate policy. Such as by bouncing, re-directing, or rout 
ing the message. 
0008. The policy evaluation module or policy enforcer, as 
well as a message inspection module, can be configured to 
delegate functionality to various resources. For example, the 
policy enforcement module can delegate tasks, such as trans 
port, service, and processing tasks, which are needed to 
enforce a policy on a message. The message inspection can be 
configured to delegate inspection of messages an interceptor 
or sniffer operable to perform the inspection and return a 
result to the message inspection module. The message inspec 
tion module also can be configured to detect encryption of a 
message, then delegate decryption and inspection of the mes 
sage to a decryption resource authorized to decrypt the mes 
sage, analyze a content of the message, and return a result of 
the analysis without informing the message inspection mod 
ule about the content. 
0009. In one embodiment, a method of processing net 
work traffic includes receiving a message and determining 
identifying information about the message. A query is then 
generated to dynamically determine the appropriate policy to 
apply to the message. Once an indication of the policy to 
apply is received in response to the query, the policy is 
enforced on the message. As discussed above, the indication 
of the policy to apply can be set a service layer and/or an 
application, as well as based on a matching algorithm. At least 
Some of the policies also can be preloaded into the Smart 
router to improve efficiency. For example, the service layer 
may program the policies at or before the time of processing. 
0010. As discussed above, various tasks can be delegated 
to authorized resources. For example, inspection of a message 
can be delegated to an interceptor and/or a Sniffer operable to 
perform the inspection and return a result. After detecting 
encryption of a message, a router also can delegate decryption 
and inspection of the message to a decryption resource autho 
rized to decrypt the message, analyze a content of the mes 
sage, and return a result of the analysis. 
0011. A further understanding of the nature and the advan 
tages of the inventions disclosed herein may be realized by 
reference of the remaining portions of the specification and 
the attached drawings. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0012 Various embodiments in accordance with the 
present invention will be described with reference to the 
drawings, in which: 
0013 FIG. 1 illustrates a communication path in accor 
dance with one embodiment of the present invention; 
0014 FIG. 2 illustrates a smart router implementation in 
accordance with one embodiment of the present invention; 
(0015 FIG. 3 illustrates steps of a first method that can be 
used in accordance with one embodiment of the present 
invention; 
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0016 FIG. 4 illustrates steps of a second method that can 
be used in accordance with one embodiment of the present 
invention; 
0017 FIG. 5 illustrates components of a computer net 
work that can be used in accordance with one embodiment of 
the present invention; and 
0018 FIG. 6 illustrates components of a computerized 
device that can be used in accordance with one embodiment 
of the present invention. 

DETAILED DESCRIPTION OF THE INVENTION 

0019 Systems and methods in accordance with various 
embodiments overcome the aforementioned and other defi 
ciencies in existing communications networks and devices by 
providing a Smart router 102 to handle communications 
between endpoints such as sending and receiving resources 
104, 106, such as clients or any sender or requester of a 
message at any level of communication, as shown in the 
configuration 100 of FIG.1. The smart router can be part of 
or in communication with, at least one network server 108 
operable to receive and transmit communications between the 
resources over at least one network 110, 112. The smart router 
is capable of analyzing messages and/or packets (or other 
communication protocol levels) and applying programmable 
policies to those messages based on various diagnostics. Poli 
cies can be set before processing or in response to a request 
from the Smart router by applications or other appropriate 
entities, such as a service layer. The Smart router is able to 
delegate specific tasks, such as various transport (e.g., fire 
wall, network bandwidth/congestion monitoring), service 
(e.g., charging, determine quality of service, identify session, 
filter service level content), and processing (e.g. codec trans 
formation) tasks. Based on the result of the processing, the 
router can bounce, re-direct, route, or otherwise handle the 
network traffic. 

0020 Various embodiments utilize a service-oriented or 
service-based approach to message routing and processing, 
wherein operations that are associated with a Smart router can 
be driven by interaction with the service layer, where appli 
cations are running, or by having applications essentially 
make requests to the underlying system to determine the 
appropriate action(s), thus essentially being programmed 
before or at the time of enforcement by the application to have 
a particular behavior. Such an approach differs from those of 
existing systems, which typically have a fixed behavior or 
configuration. For example, a firewall can be used that has a 
set of behaviors. The firewall can let some traffic pass, while 
preventing other traffic from passing. The way in which the 
firewall behaves can be programmed or changed, but in some 
embodiments an administration or configuration stage sets 
the behavior, and when the firewall is running the firewall will 
make those assumptions based on the configuration. This 
behavior is somewhat similar to the operation of existing 
Smart routers and/or charging systems. Most of these systems 
are essentially configured to perform only certain tasks, how 
ever, and these systems perform those tasks in a relatively 
static manner. 

0021. An advantage of various embodiments is that the 
operations of the Smart router can be linked in Sucha way that 
the operations can be related to operations taking place in the 
service layer. The linking is done through the application and 
enforcement of policies that can be loaded from the service 
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layer, or any other appropriate layer, into components that are 
present in the network and that ensure transport and other 
functionality. 
0022. In one embodiment, a smart routerisprovided that is 
capable of inspecting each message passing through the 
router. The Smart router can, in one embodiment, delegate the 
inspection to an interceptor or Sniffers that can perform the 
inspection for specific protocols, etc., and return the result to 
the Smart router. The smart router can be driven, for example, 
by the service layer. It can be ensured that each message is 
inspected through various deployment options or protocol 
settings. Messages can be identified using message diagnos 
tics, for example, to include any of endpoints, ports, address 
ing details, traffic of a certain type (including types such as 
unknown if encrypted and/or not classifiable), time stamps, 
etc. After inspecting each message, an appropriate policy can 
be applied. Policies can be used with the smart router to let 
pass or bounce messages, as well as to fork, broadcast, and 
re-route messages. Policies also can be used to modify and/or 
process messages, as well as to hold messages pending 
completion of policy evaluation and enforcement. Policies 
also are capable or delegating process steps, as well as estab 
lishing a session for future messages or responses in the same 
session based on the message diagnostics. 
0023 Policies can address such processes as security, 
charging, logging, auditing, quality of service (including 
throttling, prioritized routing, etc.), privacy, preferences, and 
anything else specified by a combination of conditions and 
actions. Policies can be further customized to enforce any 
additional clause of interest to the service provider, thus 
behaving as a full orchestration engine. A service gateway 
(SGW) in one example can rely on a flow language Such as 
BPEL Web Service management, and a rule engine. Policies 
are expressible as BPEL flows, rule sets, and other scripts, and 
policies can be authored and/or managed with corresponding 
tools. A SGW can support local (e.g. Java) and WS bindings, 
for example, as well as other protocols with protocol specific 
interceptors. 
0024. As used herein a policy refers to an ordered combi 
nation of policy rules that defines how to administer, manage, 
and control access to resources. A policy contains a combi 
nation of conditions and actions, with a condition being any 
expression that yields a Boolean value and an action (e.g., 
invocation of a function, Script, code, workflow) being asso 
ciated with a policy condition in a policy rule. An action is 
executed when its associated policy condition results in 
“true” from the policy evaluation step. The process of execut 
ing actions, which may be performed as a consequence of the 
output of the policy evaluation process or during the policy 
evaluation process, is referred to as policy enforcement. The 
process of evaluating the policy conditions and executing the 
associated policy actions up to the point that the end of the 
policy is reached is referred to as policy evaluation. Policy 
management refers to the act of describing, creating, updat 
ing, deleting, provisioning, and viewing policies. Policy pro 
cessing refers to policy evaluation or policy evaluation and 
enforcement A policy rule is a combination of a condition and 
actions to be performed if the condition is true. 
0025. While policies can include any combination of 
rules, including any combination of conditions and actions, a 
policy workflow typically refers to the expression of a series 
of conditions, actions, rules, and/or policies to be executed. 
For example, workflows or business processes may describe 
sequences in which rules are executed, or how conditions may 
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be combined with actions to enforce the one or more policies 
on a communication. The concept of using policies as work 
flows is described in further detail in U.S. patent application 
Ser. No. 10/855,999, Ser. No. 10/856,588, and Ser. No. 
11/024,160, which are incorporated by reference above. A 
workflow or business process includes a logical combination 
of one or more conditions to be satisfied and one or more 
actions to be executed to enforce or evaluate the one or more 
policies. In this manner, complex, hybrid, and/or merged 
topologies are possible. 
0026. An exemplary policy can include conditions and 
actions to check the load of a network route or an end point 
and redirect a message accordingly where possible and 
advantageous (i.e., loadbalancing). Another policy can check 
the quality of service (QoS) for the traffic or traffic type and 
route accordingly. Another policy can throttle back traffic 
when maximum capacity is reached, or when other conditions 
are met, Such as receiving more message traffic than is autho 
rized. Another policy can check account Standing and 
charges, such as within the service layer to a charging enabler, 
or to a billing system capable of correlating them with the 
information about the service if available. 
0027. Another policy can determine that traffic may have 
to be filtered, or may require further processing in the service 
layer. For example, apolicy can determine that traffic pertains 
to messaging Such as MMS or email, and can send the traffic 
to a filtering application (e.g. content filtering, anti-spam, 
antivirus, privacy/preference policies of target, etc.) The over 
all flow for such an embodiment can be described with respect 
to the configuration 200 of FIG. 2. 
0028. In this figure, inbound traffic is received to a sniffer 
or message inspection module 204 of the smart router 202. 
The message inspection module also can receive response 
messages. A policy evaluation and enforcement module 206 
of the Smart router then can receive the messages from the 
message inspection module 204, and can apply the appropri 
ate policy or policies to the messages. The application and 
enforcement of policies can include interaction with the Ser 
Vice layer 212 and/or at least one application 210, including 
session management, as well as media processing or other 
functionality that is delegated to other processes. 
0029 Such a smart router can sniff messages and apply 
appropriate programmable policies based on appropriate 
diagnostics. The applicable policies in this embodiment can 
be set by applications or a service layer, either before or 
around the time of enforcement, or in response to a query 
from the Smart router. For example, a Smart router can del 
egate tasks Such as firewall maintenance, network bandwidth, 
and network congestion monitoring to a transport layer, tasks 
Such as charging, quality of service verification, session iden 
tification, and service level content filtering to a service layer, 
and tasks such as codec transformation to a message process 
ing module. Such a Smart router can route traffic based on the 
result of such processing as instructed, such as by bouncing, 
re-directing, or routing the traffic. A Smart router also may 
emulate a target to the sender. 
0030 The policy enforcement module in one embodiment 
includes a rules engine operable to evaluate conditions and 
execute actions in a selected policy. The selection of a policy 
from a set of policies stored in a policy store 208 or other 
accessible location can be part of the evaluation of conditions. 
The policy enforcement module also can utilize a policy 
manager that allows for the updating, editing, and managing 
of the various policies by any authorized principal (e.g., an 
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administrator, user, application, or service layer). The rules 
engine can work with the service layer and or an application 
to decide whether a policy should be applied to a communi 
cation. If apolicy is to be applied, the rules engine can retrieve 
the appropriate policy from the policy store 208. The com 
munication and policy are then processed with other condi 
tions evaluated and actions executed. 

0031. In one embodiment, a smart router is operable to 
Sniff messages, and associate those messages to policies set 
by a service layer or management based on an appropriate 
matching algorithm. The router then can process the mes 
sages based on the resulting policy instructions, and route the 
messages based on the resulting policy instructions. The 
router can hold the message upon instruction, as well as send 
the traffic to the service layer. 
0032. In one example, such a smart router can be driven by 
the service layer. The router in this example can be the single 
most important element to ensure that the service policies 
and/or instructions can be executed by the network, thereby 
truly allowing the service layer to control the network layer in 
the presence of a “dumb' network. The smart router can 
become the only “intelligent' element at the edge of the 
“controlled network, ensuring that a service an be informed 
of any traffic in the network, such as when that information is 
desired by a policy. The service can be able to instruct the 
network as to how to handle any related traffic, Such as via 
policies, in order to request and re-direction or processing, for 
example. Any approach can be used to relate service aspects 
and traffic. The Smart router then also can ensure that any 
traffic, or information about traffic as specified by the poli 
cies, can be exposed and/or passed to the service layer. For 
example, a message can be passed to the service for filtering 
prior to directing the message. In Person to Person messag 
ing, this filtering can occur after the interception of the mes 
Sage. 

0033 For explanation purposes it will be assumed that the 
smart router can identify traffic as inbound traffic and an 
associated response, although it should be clear that the 
notion of inbound traffic is arbitrary. In one example, such as 
might be the case for an edge server, inbound traffic can be 
identified as traffic coming from outside the domain, and 
responses identified as traffic from inside the domain. In other 
examples Such as a local network, however, Some of the traffic 
may be defined as inbound traffic while some is defined as 
being outbound traffic. Any appropriate criteria can be used 
for making that definition, based on any appropriate conven 
tion. In any case, traffic is intercepted by the router and 
identified as incoming or outgoing traffic. The traffic can be 
inspected, such as through a message Sniffing procedure, 
which looks at what is coming in, and infers the type of traffic 
based on a number of criteria. It is possible that messages may 
not be encrypted or may only partially encrypted, such that it 
is possible to actually determine the contents of a message. It 
is also possible that the Smart router is aware of some of the 
encryption and can delegate decryption and inspection, Such 
as to authorized resources that decrypt the message, check the 
content, and return the results to the smart router without 
informing the Smart router about the content. Messages also 
can be encrypted, such that it is not practical to examine the 
contents of the messages. By examining the type of encryp 
tion, the destination, the Source, and/or other similar types of 
information, it is possible to infer the contents of the message. 
A type of behavior can be assigned to that message based on 
the inference. In this way any message can be characterized, 
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Such as a message going between point A and point B having 
a certain size and being encrypted a certain way, etc., so that 
an appropriate policy can be applied 
0034. The policy evaluation and enforcement module 
determines which policy or policies to apply to a message 
based on the inspection and/or inference. The policies can be 
loaded in advance or just prior to the interaction (e.g., by a 
service that knows that the traffic will take place), or can be 
obtained based on a query of the service layer about the 
session. In one approach 300 described with respect to FIG.3, 
a message is intercepted by the smart router 302. The smart 
router can determine identify information for the message 
304. Such as the message being part of a media exchange that 
is taking place between point A and point B. This can be done 
in a number of ways, such as identifying an origin and desti 
nation IP address, addresses of intermediate points in a tunnel 
in the case of VPN, etc. The two endpoints are identified 
because those are the points from which the message is 
received and to where the message is to be delivered. 
0035. After the endpoints are identified, a query can be 
sent to the service layer or another appropriate entity 306. In 
other embodiments, an event can be passed to the service 
layer instead of a query. The query can indicate, for example, 
that the router has received media of a certain type, and can 
include any information determined about the message. The 
sending of the query with a characterization of a stream or 
message that has been intercepted then can result in the 
returning of a response from the service layer indicating any 
relevant information from the service layer, such as the iden 
tification of an associated session or quality of service for the 
message or stream, along with an appropriate policy to be 
applied 308. Alternatively, the service layer could generate a 
response indicating that there is no information associated 
with the message or stream, but still indicating an appropriate 
policy to be enforced based on the information in the query. 
Such a policy could result in, for example, the blocking of the 
message, delivery with a lower quality of service, etc. The 
service layer thus can, in advance or preceding a session, load 
into the policy evaluation and enforcement module informa 
tion indicating that if a session is received having certain 
characteristics, a particular policy should be enforced. Alter 
natively, the policy evaluation and enforcement module can 
query an application regarding a particular session to deter 
mine whether the application requires a particular policy to be 
applied. For purposes of efficiency, it can be preferable to load 
in advance as many policies as possible into the Smart router, 
so that the Smart router can act as a preconfigured router 
where possible, and ask for reactions to events, rather than 
being configured or using the service layer as a PDP. While 
both approaches are acceptable, pre-loading can be prefer 
able in more latency-sensitive cases. A set of instructions then 
is loaded for the appropriate policy 310, which can include 
any combination of any conditions and any actions as for any 
policy. Alternatively, it can be determined whether the appro 
priate policy was programmed or pre-programmed into the 
Smart router, such as by an application or the service layer, 
before or around the time for policy enforcement 316. If the 
policy is pre-loaded, then the policy can simply be applied. 
0036. The program then can execute at that level and result 
in a certain amount of operation according to the policy 312. 
The operation can be to transform or execute a certain type of 
processing of the media, Such as to decrypt the media, trans 
form the media to a different codec, etc. The media that has 
been transformed as a result of that delegated action now can 
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continue to be transferred to a target 314. Various media also 
can have associated actions indicating to route the media to a 
particular target using a particular quality of service. This can 
be ensured, for example, by sending the media on a priority 
path of the network having a large amount of available band 
width, Versus sending the media using a more congested 
network path where there is a lot of traffic and/or less band 
width. The routing can be dictated, in part, by the fact that one 
network path is a premium traffic path and one path is not 
premium. 
0037 Another approach will be described with respect to 
the method 400 of FIG. 4. In this method, a message is again 
intercepted by the Smart router 402. The smart router deter 
mined identify information for the message 404. Such as is 
discussed above. A query is sent to the service layer or another 
appropriate entity 406, which results in a response indicating 
an appropriate policy to be applied 408. Alternatively, it can 
be determined whether the appropriate policy was pro 
grammed or pre-programmed into the Smart router, Such as by 
an application or the service layer, before or around the time 
for policy enforcement 416. If the policy is pre-loaded, then 
the policy can simply be applied. The policy can direct the 
smart router to not only transformand/or direct the traffic 410. 
but also to send information back to the service layer 412, 
Such as to determine an amount of traffic and provide the 
amount of traffic to the service layer so that an appropriate 
charge can be made for the traffic 414. 
0038. In another example, the policy can direct the smart 
router to examine the traffic and if the traffic is of a certain 
type, such as RTSP (real-time streaming protocol) traffic, and 
direct the router to sniff the statistics of the traffic to determine 
whether the stream is acceptable. The RTSP stream thus 
would contain in an un-encrypted manner statistics of the 
quality of video that has been delivered to the client. This 
information can be sniffed by the smart router and provided to 
the service layer, for example. 
0039. A smart router thus can sniff messages at the inter 
ceptor, utilize a policy enforcer to act on that which has been 
sniffed. The policy enforcer can be programmed ahead of 
time by loading policies in advance that will act upon what 
ever has been identified on the characteristics of the traffic. 
Alternatively, the policy enforcer can (based on the traffic) 
interrogate the service layer to obtain instructions, load the 
necessary policies or instructions, and process the traffic 
accordingly. The type of processing can include, for example, 
delegating the modifying of the codec, rerouting or distribut 
ing the media, or sending back information interacting further 
with the service layer. Any appropriate function can be per 
formed, as the processor can delegate any type of operations 
on the media, reroute the media, and interact with the service 
layer, for example. 
0040. While several embodiments are described with 
respect to the service layer, it should be understood that this is 
merely exemplary and is not a limitation on the various 
embodiments. In other examples, the Smart router can work 
with a policy decision point (PDP), which does not involve 
the service layer. Any layer, module, or application that is 
capable of making a decision and instructing the Smart router 
can be used. Embodiments utilizing the service layer can be 
advantageous for various implementations, however, Such as 
where an application or SIP router is driving a session, for 
example, and thus knows very well that it has a session of 
media that is associated, and therefore provide an indication 
of what to do at the media level. In one example, if an appli 
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cation invites a phone or video stream, the application knows 
media will likely be coming between two given endpoints. 
Knowing this, the router may determine (directly or indi 
rectly) that this is a premium communication, so instead of 
utilizing regular bandwidth the traffic should receive high 
quality bandwidth. A policy then can be utilized that indicates 
that when media traffic is intercepted between two endpoints, 
high quality bandwidth should be used to route the traffic. The 
policy can be loaded dynamically just before processing the 
message, or in response to processing the traffic, as discussed 
above. 

0041 FIG.5 is a block diagram illustrating components of 
an exemplary operating environment in which various 
embodiments of the present invention may be implemented. 
The system 500 can include one or more user computers, 
computing devices, or processing devices 512,514,516,518. 
which can be used to operate a client, Such as a dedicated 
application, web browser, etc. The user computers 512, 514, 
516,518 can be general purpose personal computers (includ 
ing, merely by way of example, personal computers and/or 
laptop computers running various versions of Microsoft Win 
dows and/or Apple Macintosh operating systems), cell 
phones or PDAs (running software such as Microsoft Win 
dows Mobile and being Internet, e-mail, SMS, Blackberry, or 
other communication protocol enabled), and/or workstation 
computers running any of a variety of commercially-avail 
able UNIX or UNIX-like operating systems (including with 
out limitation, the variety of GNU/Linux operating systems). 
These user computers 512, 514,516,518 may also have any 
of a variety of applications, including one or more develop 
ment systems, database client and/or server applications, and 
Web browser applications. Alternatively, the user computers 
512, 514, 516,518 may be any other electronic device, such 
as a thin-client computer, Internet-enabled gaming system, 
and/or personal messaging device, capable of communicat 
ing via a network (e.g., the network 510 described below) 
and/or displaying and navigating Web pages or other types of 
electronic documents. Although the exemplary system 500 is 
shown with four user computers, any number of user com 
puters may be supported. 
0042. In most embodiments, the system 500 includes 
some type of network510. The network may can be any type 
of network familiar to those skilled in the art that can support 
data communications using any of a variety of commercially 
available protocols, including without limitation TCP/IP. 
SNA, IPX, AppleTalk, and the like. Merely by way of 
example, the network 510 can be a local area network 
(“LAN”), such as an Ethernet network, a Token-Ring net 
work and/or the like; a wide-area network; a virtual network, 
including without limitation a virtual private network 
(“VPN”); the Internet; an intranet; an extranet; a public 
switched telephone network (“PSTN); an infra-red network; 
a wireless network (e.g., a network operating under any of the 
IEEE 802.11 suite of protocols, the Bluetooth protocol 
known in the art, and/or any other wireless protocol); and/or 
any combination of these and/or other networks. 
0043. The system may also include one or more server 
computers 502,504,506 which can be general purpose com 
puters, specialized server computers (including, merely by 
way of example, PC servers, UNIX servers, mid-range serv 
ers, mainframe computers rack-mounted servers, etc.), server 
farms, server clusters, or any other appropriate arrangement 
and/or combination. One or more of the servers (e.g., 506) 
may be dedicated to running applications, such as a business 
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application, a Web server, application server, etc. Such serv 
ers may be used to process requests from user computers 512, 
514, 516,518. The applications can also include any number 
of applications for controlling access to resources of the serv 
ers 502,504,506. 
0044) The Web server can be running an operating system 
including any of those discussed above, as well as any com 
mercially-available server operating systems. The Web server 
can also run any of a variety of server applications and/or 
mid-tier applications, including HTTP servers, FTP servers, 
CGI servers, database servers, Java servers, business applica 
tions, and the like. The server(s) also may be one or more 
computers which can be capable of executing programs or 
scripts in response to the user computers 512, 514, 516, 518. 
As one example, a server may execute one or more Web 
applications. The Web application may be implemented as 
one or more Scripts or programs written in any programming 
language. Such as Java, C, C# or C++, and/or any scripting 
language. Such as Perl, Python, or TCL, as well as combina 
tions of any programming/scripting languages. The server(s) 
may also include database servers, including without limita 
tion those commercially available from Oracle, Microsoft, 
Sybase, IBM and the like, which can process requests from 
database clients running on a user computer 512, 514, 516, 
S18. 

0045. The system 500 may also include one or more data 
bases 520. The database(s) 520 may reside in a variety of 
locations. By way of example, a database 520 may reside on 
a storage medium local to (and/or resident in) one or more of 
the computers 502, 504, 506, 512, 514, 516, 518. Alterna 
tively, it may be remote from any or all of the computers 502, 
504,506, 512, 514,516,518, and/or in communication (e.g., 
via the network510) with one or more of these. In a particular 
set of embodiments, the database 520 may reside in a storage 
area network (“SAN) familiar to those skilled in the art. 
Similarly, any necessary files for performing the functions 
attributed to the computers 502,504,506, 512, 514,516,518 
may be stored locally on the respective computer and/or 
remotely, as appropriate. In one set of embodiments, the 
database 520 may be a relational database, such as Oracle 
10g, that is adapted to store, update, and retrieve data in 
response to SQL-formatted commands. 
0046 FIG. 6 illustrates an exemplary computer system 
600, in which various embodiments of the present invention 
may be implemented. The system 600 may be used to imple 
ment any of the computer systems described above. The com 
puter system 600 is shown comprising hardware elements 
that may be electrically coupled via a bus 624. The hardware 
elements may include one or more central processing units 
(CPUs) 602, one or more input devices 604 (e.g., a mouse, a 
keyboard, etc.), and one or more output devices 606 (e.g., a 
display device, a printer, etc.). The computer system 600 may 
also include one or more storage devices 608. By way of 
example, the storage device(s) 608 can include devices such 
as disk drives, optical storage devices, solid-state storage 
device such as a random access memory (“RAM) and/or a 
read-only memory (“ROM), which can be programmable, 
flash-updateable and/or the like. 
0047. The computer system 600 may additionally include 
a computer-readable storage media reader 612, a communi 
cations system 614 (e.g., a modem, a network card (wireless 
or wired), an infra-red communication device, etc.), and 
working memory 618, which may include RAM and ROM 
devices as described above. In some embodiments, the com 
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puter System 600 may also include a processing acceleration 
unit 616, which can include a digital signal processor DSP, a 
special-purpose processor, and/or the like. 
0048. The computer-readable storage media reader 612 
can further be connected to a computer-readable storage 
medium 610, together (and, optionally, in combination with 
storage device(s) 608) comprehensively representing remote, 
local, fixed, and/or removable storage devices plus storage 
media for temporarily and/or more permanently containing 
computer-readable information. The communications system 
614 may permit data to be exchanged with the network and/or 
any other computer described above with respect to the sys 
tem 600. 
0049. The computer system 600 may also comprise soft 
ware elements, shown as being currently located within a 
working memory 618, including an operating system 620 
and/or other code 622, such as an application program (which 
may be a client application, Web browser, mid-tier applica 
tion, RDBMS, etc.). It should be appreciated that alternate 
embodiments of a computer system 600 may have numerous 
variations from that described above. For example, custom 
ized hardware might also be used and/or particular elements 
might be implemented in hardware, software (including por 
table software, such as applets), or both. Further, connection 
to other computing devices such as network input/output 
devices may be employed. 
0050 Storage media and computer readable media for 
containing code, or portions of code, can include any appro 
priate media known or used in the art, including storage media 
and communication media, such as but not limited to volatile 
and non-volatile, removable and non-removable media 
implemented in any method or technology for storage and/or 
transmission of information such as computer readable 
instructions, data structures, program modules, or other data, 
including RAM, ROM, EEPROM, flash memory or other 
memory technology, CD-ROM, digital versatile disk (DVD) 
or other optical storage, magnetic cassettes, magnetic tape, 
magnetic disk storage or other magnetic storage devices, data 
signals, data transmissions, or any other medium which can 
be used to store or transmit the desired information and which 
can be accessed by the computer. Based on the disclosure and 
teachings provided herein, a person of ordinary skill in the art 
will appreciate other ways and/or methods to implement the 
various embodiments. 
0051) The specification and drawings are, accordingly, to 
be regarded in an illustrative rather than a restrictive sense. It 
will, however, be evident that various modifications and 
changes may be made thereunto without departing from the 
broader spirit and scope of the invention as set forth in the 
claims. 
0052 The above description is illustrative but not restric 

tive. Many variations of the invention will become apparent to 
those skilled in the art upon review of the disclosure. The 
scope of the invention should, therefore, be determined not 
with reference to the above description, but instead should be 
determined with reference to the pending claims along with 
their full scope or equivalents. 

What is claimed is: 
1. A Smart router for processing network traffic at any 

network level, comprising: 
a message inspection module operable to receive a mes 

Sage and determine identification information about the 
message; and 
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a policy enforcement module operable to dynamically 
determine a policy to enforce on the message based at 
least in part upon the identification information obtained 
by the message inspection module, the policy enforce 
ment module being further operable to process the 
dynamically determined policy, 

wherein a decision as to which policy to enforce based on 
the identification information is set by at least one of a 
Service layer and an application. 

2. A Smart router according to claim 1, wherein the policy 
enforcement module is further operable to delegate tasks in 
enforcing the policy on the message. 

3. A Smart router according to claim 2, wherein the tasks 
are selected from the group consisting of transport, service. 
and processing tasks. 

4. A Smart router according to claim 1, wherein the mes 
Sage inspection module is operable to delegate inspection of 
the message to at least one of an interceptor and a sniffer 
operable to perform the inspection and return a result to the 
message inspection module. 

5. A Smart router according to claim 1, wherein the policy 
enforcement module is further operable to direct the message 
after enforcing the policy. 

6. A Smart router according to claim 1, wherein the policy 
enforcement module directs the message by one of bouncing 
the message, re-directing the message, routing the message, 
and sending information about the message. 

7. A Smart router according to claim 1, wherein the mes 
Sage inspection module is further operable to detect encryp 
tion of the message and delegate decryption and inspection of 
the message to a decryption resource authorized to decrypt 
the message, analyze a content of the message, and return a 
result of the analysis to the message inspection module with 
out informing the message inspection module about the con 
tent. 

8. A Smart router according to claim 1, wherein the mes 
Sage inspection module includes a packet inspection module 
operable to inspect packets. 

9. A Smart router according to claim 1, wherein dynami 
cally determining a policy to enforce on the message includes 
querying at least one of an application and a service layer to 
determine the appropriate policy. 

10. A Smart router according to claim 1, wherein dynami 
cally determining a policy to enforce on the message includes 
preloading the policy from at least one of an application and 
a service layer before or around a time of processing the 
policy. 

11. A smart router for processing network traffic at any 
network level, comprising: 

a message inspection module operable to receive a mes 
Sage and determine identification information about the 
message; and 

a policy enforcement module operable to dynamically 
determine a policy to enforce on the message based at 
least in part upon the identification information obtained 
by the message inspection module, the policy enforce 
ment module being further operable to process the 
dynamically determined policy, 

wherein a decision as to which policy to enforce based on 
the identification information is determined based on a 
matching algorithm. 

12. A method of processing network traffic, comprising: 
receiving a message; 
determining identifying information about the message; 
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generating a query to determine a policy to apply to the 
message; 

receiving an indication of a policy to apply to the message 
in response to the query; and 

processing the policy for the message. 
13. A method according to claim 12, wherein the indication 

of the policy to apply is set by at least one of a service layer 
and an application. 

14. A method according to claim 12, wherein the indication 
of the policy to apply is determined based on a matching 
algorithm. 

15. A method according to claim 12, further comprising 
delegating tasks in applying the policy to the message. 

16. A method according to claim 12, further comprising 
directing the message after enforcing the policy. 

17. A method according to claim 12, further comprising 
pre-loading the policy before or around the time of processing 
the policy. 

18. A method according to claim 12, further comprising 
delegating inspection of the message to at least one of an 
interceptor and a sniffer operable to perform the inspection 
and return a result. 

19. A method according to claim 12, further comprising 
detecting encryption of the message and delegating decryp 
tion and inspection of the message to a decryption resource 
authorized to decrypt the message, analyze a content of the 
message, and return a result of the analysis. 

20. A method of processing network traffic, comprising: 
receiving a message: 
preloading at least one policy operable to be applied to the 

message; 
determining identifying information about the message; 
determining an appropriate policy of the at least one policy 

to apply to the message; and 
processing the appropriate policy for the message. 
21. A computer program product embedded in a computer 

readable medium for processing network traffic, the com 
puter program product comprising: 
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program code for receiving a message; 
program code for determining identifying information 

about the message; 
program code for generating a query to determine a policy 

to apply to the message; 
program code for receiving an indication of a policy to 

apply to the message in response to the query; and 
program code for processing the policy for the message. 
22. A computer program product according to claim 21, 

further comprising program code for delegating inspection of 
the message to at least one of an interceptor and a Sniffer 
operable to perform the inspection and return a result. 

23. A computer program product according to claim 21, 
further comprising program code for detecting encryption of 
the message and delegating decryption and inspection of the 
message to a decryption resource authorized to decrypt the 
message, analyze a content of the message, and return a result 
of the analysis. 

24. A computer program product according to claim 21, 
further comprising program code for delegating tasks in 
applying the policy to the message. 

25. A computer program product according to claim 21, 
further comprising program code for directing the message 
after enforcing the policy. 

26. A computer program product according to claim 21, 
further comprising program code for pre-loading the policy. 

27. A computer program product embedded in a computer 
readable medium for processing network traffic, the com 
puter program product comprising: 

program code for receiving a message; 
program code for preloading at least one policy operable to 

be applied to the message; 
program code for determining identifying information 

about the message; 
program code for determining an appropriate policy of the 

at least one policy to apply to the message; and 
program code for processing the appropriate policy for the 

message. 




