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1. 

POLICES AS WORKFLOWS 

BACKGROUND OF THE INVENTION 

Policies are used for a variety of purposes. For instances, 
polices may be used to authorize or authenticate a user, 
enforce service level agreements, allocate resources, deter 
mine which services a Subscriber/user is allowed to access, 
privacy policies, and usage polices. One example of a policy 
management system is the IETF policy management archi 
tecture. The IETF architecture includes a policy management 
service for administering policies and policy enforcement 
points that enforce policies based on the policy rules. Other 
exemplary environments that use policies include web ser 
Vice activities (e.g., choreography of events, security), Web 
Services-Policy (WS-Policy), Object Management Architec 
ture (OMA) activities, and Third Generation Partnership 
Project (3GPP). 
A policy based system may implement policies by defining 

rules. A rule defines a condition that must be satisfied for an 
action to be executed. For example, a rule may take the form 
“If conditions, then action.” Thus, in the prior art, policies are 
conditions that must be satisfied at the time the condition is 
evaluated. In some instances, multiple conditions may need to 
be simultaneously satisfied. 

BRIEF SUMMARY OF THE INVENTION 

Methods, systems, and machine-readable mediums are dis 
closed for enforcing policies. In one embodiment, the method 
comprises receiving a communication. By way of example, 
the communication may be a Simple Object Access Protocol 
(SOAP) message. A workflow is then executed to apply one or 
more policies to the communication. The workflow includes 
a logical combination of one or more conditions to be satisfied 
and one or more actions to be executed to enforce the one or 
more policies on the communication. In one embodiment, the 
workflow may be a Business Process Express Language 
(BPEL) workflow engine. 

Executing the workflow may comprise executing a first 
action to invoke a policy object (e.g., a BPEL policy object) 
associated with a first one of the policies. The policy object 
may include a second combination of one or more conditions 
and one or more actions associated with the first policy. A 
second action may also be executed to invoke a second policy 
object associated with a second one of the policies. In some 
cases, the first action and the second action may at least 
partially execute in parallel. In another aspect, executing the 
workflow may comprise evaluating one or more conditions to 
determine whether to apply a potential policy to the commu 
nication. 

In some embodiments, receiving the communication may 
comprise intercepting a communication targeted for a 
resource. If the one or more policies are validated, the com 
munication may be transmitted to the resource. In some cases, 
the communication may be modified based on the policy 
enforcement before it is transmitted. Alternatively, the policy 
enforcement may be performed on request. The method may 
then further comprise transmitting a response indicating a 
result of the policy evaluation. 

In a second embodiment, a system that may be used to 
enforce policies is disclosed. The system includes an inter 
face to receive a communication, a policy, and workflow 
logic. The workflow logic includes instructions having a logi 
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2 
cal combination of at least one condition and at least one 
action to execute to enforce one or more policies on the 
communication. 

BRIEF DESCRIPTION OF THE DRAWINGS 

Illustrative embodiments in accordance with the invention 
are illustrated in the drawings in which: 

FIG. 1 illustrates an exemplary embodiment of a system 
that may be used to enforce policies; 

FIG. 2 illustrate an exemplary embodiment of a workflow 
that may be used to enforce policies; 

FIG.3 illustrates an exemplary application of policies to a 
communication; 

FIG. 4 is a block diagram of an exemplary computer system 
upon which a policy enforcement system may be imple 
mented; 

FIG. 5 is a flow diagram of a method for enforcing policies 
according to one embodiment; and 

FIG. 6 is a flow diagram illustrating an exemplary work 
flow. 

DETAILED DESCRIPTION 

In the following description, for the purposes of explana 
tion, numerous specific details are set forth in order to provide 
a thorough understanding of the present invention. It will be 
apparent, however, to one skilled in the art that the present 
invention may be practiced without some of these specific 
details. In other instances, well-known structures and devices 
are shown in block diagram form. 

FIG. 1 illustrates an exemplary embodiment of a system 
that may be used to enforce policies. The policy enforcement 
system 100 may enforce policies by operating as a proxy for 
one or more resources providing services to requesters (e.g., 
a web service). Thus, the policy enforcement system 100 may 
intercept communications to access or use one of the 
resources. As will be described in further detail below, policy 
enforcement system 100 may then apply one or more policies 
to the communication. If the polices are validated, the com 
munication may then be forwarded to the resource for pro 
cessing. In some instances, policy enforcement system 100 
may also enforce policies on responses returned from the 
SOUC. 

In an alternative embodiment, the policy enforcement sys 
tem 100 may be specifically invoked (called) by a requester 
wanting policy enforcement services For instances, before 
providing services, a resource may send a communication to 
policy enforcement system 100 to have policies enforced. 
Other requesters may also invoke policy enforcement system 
1OO. 
The policy enforcement system 100 includes a communi 

cations interface 102. By way of example, communications 
interface 102 may be an interface that may be used to send and 
receive Internet communications, such as web services com 
munications (e.g., SOAP messages). Communications inter 
face 102 may also be used to receive other types of commu 
nications to which policies are applied. In embodiments in 
which policy enforcement system 100 is operating as a proxy, 
communications interface 102 may intercept communica 
tions destined for a resource for which the policy enforcement 
system 100 is providing proxy service. If the policies are 
validated, communications interface 102 may then forward 
the communication to the resource. In some instances, com 
munications interface 102 may also intercept responses from 
the resource and apply policies to the response communica 
tion before forwarding to the user of the resource. 
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Policy system 100 further includes logic 104 communica 
tively coupled with communications interface 102. Logic 104 
may be one or more software programs, one or more compo 
nents of a software program (e.g., function or program 
object), firmware, or other type of machine-executable 
instructions that may be used to process communications 
received from communications interface 402. As one 
example, logic 104 may be a workflow engine using Business 
Process Execution Language (BPEL). 

Logic 104 is also communicatively coupled with one or 
more policies 106, 108. A policy 106, 108 may be a logical 
combination of conditions to be satisfied and actions to be 
executed. Each policy 106, 108 may itself be composed of 
multiple policies, which further evaluate conditions and/or 
perform actions. Policies 106,108 may be programs, program 
components, or other type of machine-executable instruc 
tions. In one embodiment, policies 106, 108 may be program 
objects, such as a BPEL object or a web service. 
As will be described in further detail below, during the 

processing of a communication received on communications 
interface 102, logic 104 may use a workflow to determine that 
one or more policies 106, 108 are to be applied to the com 
munication. For instance, an authorization policy and/or a 
prioritization policy may be applied to a communication 
requesting access or use of a resource. The policies to apply to 
a request or a response may be vary depending on the 
requester of the resource (or the requester of the policy 
enforcement services), the target resource, the nature of the 
request, or the resource initiating a response. Other criteria 
may also be used by logic 104 to determine which policies to 
apply. For example, the policies determined by logic 104 to be 
applicable may at least partially depend on the party affected 
by a communication (e.g., if a resource is used to send mes 
sages to a user, an affected party may be the target user). 

Logic 104 may use a workflow (e.g., a BPEL workflow) to 
perform evaluation of conditions and execute actions to 
enforce applicable policies 106, 108 and/or to determine 
which policies 106, 108 to apply to a communication. 
According to some aspects, logic 104 may evaluate condi 
tions and then request other process or processes (that return 
results to logic 104) to perform actions. Logic 104 may also or 
alternatively invoke other processes (e.g., policies 106, 108) 
that perform evaluation of conditions and perform actions. In 
Some embodiments, logic 104 may itself include policy logic 
for conditions to be satisfied and actions to be executed to 
enforce one or more policies. 

In embodiments in which policy enforcement system 100 
operates as a proxy to a resource, logic 104 may be further 
determine whether to pass the communication to the resource. 
If policies are validated, the communication may be passed to 
the resource for further processing. Logic 104 may modify 
the communication based on the policy enforcement before 
passing it to the resource. If the policies are not validated, 
logic 104 may pass an error message back to the requester. In 
Some instances, logic 104 may first attempt to perform error 
recovery. In alternative embodiments, in which policy 
enforcement system 100 is specifically invoked, logic 104 
may generate a response providing information on the out 
come of the policy enforcement to the requester. 

In the configuration described above, different components 
were described as being communicatively coupled to other 
components. A communicative coupling is a coupling that 
allows communication between the components. This cou 
pling may be by means of a bus, cable, network, wireless 
mechanism, program code call (e.g., modular or procedural 
call) or other mechanism that allows communication between 
the components. Thus, it should be appreciated that commu 
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4 
nications interface 102, logic 104 and policies 106, 108 may 
reside on the same or different physical devices. Additionally, 
it should be appreciated that the policy system 100 may 
contain additional or fewer components that that described in 
FIG 1. 

FIG. 2 illustrates an exemplary embodiment of a workflow 
200 that may be used by a policy enforcement system to 
enforce policies. Workflow 200 includes a plurality of condi 
tions 202, 204, 208 to be satisfied for one or more policies to 
be validated. Additionally, workflow 200 also includes a plu 
rality of actions 206, 210 to be executed for one or more 
policies to be validated. In some instances, there may be 
actions that will only be executed if a condition is not satis 
fied. One or more conditions 202, 204, 208 may depend on 
results of past actions 206, 210. As previously described, 
workflow 200 may delegate execution of actions and/or 
evaluation of conditions to other processes. Thus, in some 
embodiments, an action 206, 210 may be an invocation call to 
a policy that itself may evaluation conditions and perform 
actions to enforce policies. 
The conditions 202, 204, 208 may be logically combined 

with the actions 206, 210 in a variety of different ways. For 
instance, workflow 200 may specify that conditions 202, 204 
must be satisfied and action 206 must be executed for a policy 
to be validated, or that condition 208 must be satisfied and 
action 210 must be executed for the policy to be validated. If 
neither combination is successful, then the policy may fail 
validation. Conditions 202, 204, 208 and actions 206, 210 
may also be combined differently. Workflow 200 may also 
include fewer or additional conditions and actions than that 
shown in FIG. 2. 

It should be appreciated that workflow 200 may provide a 
much more flexible approach to policy implementation than 
prior Solutions. In the prior art, policies are implemented as 
conditions that must be satisfied when evaluated. Thus, if the 
policy condition is not satisfied, the policy is not applied. In 
contrast, by using a workflow 200, policies may be enforced 
using any logical combination of conditions and actions. By 
defining a policies as a workflow, policy enforcement may be 
more dynamic than previous techniques have allowed. For 
instance, workflow 200 may specify that an action 206 be 
performed before a condition 208 is evaluated for satisfac 
tion. As another example, workflow 200 may specify optional 
actions that are to be executed only in the event a condition is 
or is not satisfied. The conditions may also be based on the 
result of previous evaluations and/or actions performed. 
As previously described, workflow 200 may delegate 

execution of actions and/or evaluation of conditions to other 
processes to perform policy enforcement (e.g., a program 
object, such as a BPEL object or web service). The delegated 
processes may have both a public and a private interface. The 
public interface may define parameters that may be passed to 
the process to be used during the policy evaluation. For 
instance, an authentication policy may require a security 
token parameter. The public interface may also include public 
functions of a policy. The policy may also include a private 
interface. Thus, in Some embodiments, the process may be a 
“blackbox” policy, in which the conditions that are evaluated 
for satisfaction and the actions executed are in a private inter 
face and not know to the workflow logic performing policy 
enforcement. 

FIG.3 illustrates an exemplary workflow applying policies 
to a communication. A communication, such as an SOAP 
message, is received. A workflow engine, Script interpreter, or 
other type of logic in an execution environment, enforces a 
policy 302 on the communication by invoking the policy. For 
instance, the communication may be received at a BPEL 
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workflow engine. The policy 302 may be invoked as part of 
commands in an execution flow. 

If the policy 302 executes successfully, it is validated. 
Additional policies 304,306, 308 may then be applied to the 
communication. In some cases, policies 304, 306 may be 
executed in parallel. By way of example, the policies 304,306 
may be invoked as part of a BPEL flow. After all of the 
applicable policies have been validated, the workflow engine, 
or other logic, may proceed with taking actions to process the 
communication. 

In FIG. 3, the policies 302, 304, 306, 308 all executed 
Successfully. In some embodiments, in the event a policy does 
not execute Successfully, error recovery may be applied. For 
example, a BPEL fault handler may specify actions that occur 
if a policy 302,304,306, 308 does not execute successfully. 

FIG. 4 illustrates one embodiment of a computer system 
400 upon which a policy enforcement system or components 
of a policy enforcement system may be implemented. The 
computer system 400 is shown comprising hardware ele 
ments that may be electrically coupled via a bus 455. The 
hardware elements may include one or more central process 
ing units (CPUs) 405; one or more input devices 410 (e.g., a 
mouse, a keyboard, etc.); and one or more output devices 415 
(e.g., a display device, a printer, etc.). The computer system 
400 may also include one or more storage device 420. By way 
of example, storage device(s) 420 may be disk drives, optical 
storage devices, Solid-state storage device Such as a random 
access memory (“RAM) and/or a read-only memory 
(“ROM), which can be programmable, flash-updateable 
and/or the like. 
The computer system 400 may additionally include a com 

puter-readable storage media reader 425; a communications 
system 430 (e.g., a modem, a network card (wireless or 
wired), an infra-red communication device, etc.); and work 
ing memory 440, which may include RAM and ROM devices 
as described above. In some embodiments, the computer sys 
tem 400 may also include a processing acceleration unit 435, 
which can include a DSP, a special-purpose processor and/or 
the like. 

The computer-readable storage media reader 425 can fur 
ther be connected to a computer-readable storage medium, 
together (and, optionally, in combination with storage 
device(s) 420) comprehensively representing remote, local, 
fixed, and/or removable storage devices plus storage media 
for temporarily and/or more permanently containing com 
puter-readable information. The communications system 430 
may permit data to be exchanged with a network and/or any 
other computer. 
The computer system 400 may also comprise software 

elements, shown as being currently located within a working 
memory 440, including an operating system 445 and/or other 
code 450. Such as an application program. The application 
programs may implement a policy enforcement system, com 
ponents of a policy enforcement system, and/or the methods 
of the invention. It should be appreciate that alternate embodi 
ments of a computer system 400 may have numerous varia 
tions from that described above. For example, customized 
hardware might also be used and/or particular elements might 
be implemented in hardware, software (including portable 
Software, such as applets), or both. Further, connection to 
other computing devices Such as network input/output 
devices may be employed. 

FIG. 5 illustrates an exemplary method that may be used to 
enforce policies on a communication. The method may begin 
by receiving 502 a communication, such as a SOAP message. 
In one embodiment, receiving the communication may com 
prise intercepting a communication destined for a target 
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resource. Alternatively, the communication may be transmit 
ted as part of a request to perform policy enforcement. 
A workflow may then be executed 504 to determine one or 

more policies to be applied to the communication. By way of 
example, a determination may be made as to which policies to 
apply based on one or more conditions, such as the requester 
identity, the communication type, or the target of the commu 
nication. Thus, one or more conditions may be evaluated in 
the workflow to determine which policies to apply. In some 
cases, the polices that are applied may depend on the results 
of a previous action. 

Executing 504 the workflow may also comprise enforcing 
the applicable policies. The policies may be enforced by 
executing one or more actions. By way of example, an action 
may be executed to enforce a policy by making a program call 
(invoking) to a function, object, or other program. For 
instances, a BPEL policy object may be invoked by executing 
a statement in the format <invoke policy="policy id'>. In 
Some cases, actions to enforce policies may at least partially 
execute in parallel. 
Parameters may also be specified in the invocation call. The 
invoked process may also invoke other processes to enforce 
Sub-policies. 

If the actions associated with a policy or policies executes 
Successfully, the policy or policies may be considered Vali 
dated 506. The communication may then be transmitted 508 
to a target resource. In some instances, policies may also be 
enforced on return communications from the target resource. 
Alternatively, a response may be transmitted to a requester 
requesting the policy enforcement indicating a result of the 
policy enforcement. 

If the policies are not validated 506, error recovery may be 
performed 510. For instances, program code specified in a 
fault handler may be executed. Alternately, processing of the 
communication may terminate and an error may be returned 
to the initiator of the communication. 

FIG. 6 illustrates an exemplary workflow that may be used 
to enforce applicable policies on a communication. The 
workflow may begin by evaluating 602 a condition to be 
satisfied to determine which policy to apply to a communi 
cation. (condition A). If condition A is satisfied, an action 
(which may be an invocation to a policy object) is executed 
606. After the action has completed, another condition (Con 
dition B) may be evaluated to determine whether to apply 
another policy. In some cases, the results of the action may 
have changed the conditions, so that satisfaction of Condition 
B is different than before execution 606 of the action. Alter 
natively, condition B may be evaluated while the action is 
executed. In some cases, a second action (not shown) may be 
executed so that it executes at least partially in parallel with 
the first action. 

If condition A is not satisfied 604, an alternative action, 
which may invoke a different policy object, is executed 608. 
The workflow may also include additional conditions to be 
evaluated 610 and/or other actions for validation may be 
executed. In some instances, the workflow may itself include 
conditions to be satisfied and actions to executed to enforce a 
policy on a communication. It should be appreciated that FIG. 
6 illustrates a simplified example of policy execution and that 
alternate embodiments may include additional or fewer con 
ditions and actions and may combine the conditions and 
actions in a manner different than that illustrated. 
One example of a policy that may be enforced using a 

policy enforcement system is an authorization policy. The 
authorization policy may include conditions to be satisfied 
and actions to execute to determine whether a requester is 
authorized to access a resource and which services. By way of 
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example, an authorization condition may specify that a cer 
tain type of request to a target must be authenticated with a 
specific level of security and authentication mechanism (e.g., 
token, digital certificate). As another example, a policy may 
be a prioritization policy that may have conditions to evaluate 
and actions to execute to determine a priority of a request 
based on a service level agreement. Other examples of poli 
cies include charging, authentication, quality of service, log 
ging, protection of privacy, or any other type of policy to be 
enforced on communications. 

In the foregoing description, for the purposes of illustra 
tion, methods were described in a particular order. It should 
be appreciated that in alternate embodiments, the methods 
may be performed in a different order than that described. 
Additionally, the methods may contain additional or fewer 
steps than described above. It should also be appreciated that 
the methods described above may be performed by hardware 
components or may be embodied in sequences of machine 
executable instructions, which may be used to cause a 
machine, such as a general-purpose or special-purpose pro 
cessor or logic circuits programmed with the instructions, to 
perform the methods. These machine-executable instructions 
may be stored on one or more machine readable mediums, 
such as CD-ROMs or other type of optical disks, floppy 
diskettes, ROMs, RAMs, EPROMs, EEPROMs, magnetic or 
optical cards, flash memory, or other types of machine-read 
able mediums suitable for storing electronic instructions. 
Alternatively, the methods may be performed by a combina 
tion of hardware and software. 

While illustrative and presently preferred embodiments of 
the invention have been described in detail herein, it is to be 
understood that the inventive concepts may be otherwise vari 
ously embodied and employed, and that the appended claims 
are intended to be construed to include Such variations, except 
as limited by the prior art. 
What is claimed is: 
1. A method of enforcing policies on communications, 

comprising: 
receiving a communication to a processing device; 
analyzing at least one criteria of the received communica 

tion to determine one or more policies to be applied to 
the communication, wherein the at least one criteria 
includes at least one of the following: a requester of the 
received communication, a target resource of the 
received communication, or a responder of the received 
communication; 

prior to passing the target resource the received communi 
cation, modifying the received communication based on 
the one or more policies from the target resource: 

using a workflow to enforce the one or more policies on the 
modified received communication; 

executing the workflow using an interface to apply the 
determined one or more policies to the communication, 
the workflow including a logical combination of one or 
more conditions to be satisfied, wherein executing the 
workflow comprises: 
executing a first action to invoke a policy object associ 

ated with a first one of the policies to be applied to the 
communication, the policy object including a second 
combination of one or more conditions associated 
with the first policy, wherein the executing of the first 
action is performed by a first delegated process, and 

executing a second action to invoke a second policy 
object associated with a second one of the policies to 
be applied to the communication, wherein the execut 
ing of the second action is performed by a second 
delegated process, where at least one of the delegated 
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8 
processes is delegated to a private interface, wherein 
the private interface executes at least one of the 
actions, and where the action executed by the private 
interface is not known to the workflow interface, and 
wherein the first action and the second action are at 
least partially executed in parallel; 

determining that the one or more conditions have been 
satisfied and that the first and second actions have 
been executed; 

in response to the one or more conditions having been 
satisfied and the first and second actions having been 
executed, validating the one or more policies; and 

based upon the applied one or more policies, processing the 
received communication. 

2. The method of claim 1, further comprising validating the 
first policy if the policy object executes successfully. 

3. The method of claim 1, wherein the policy object is a 
Business Process Express Language (BPEL) object. 

4. The method of claim 1, further comprising if the policy 
returns an error result, performing error recovery. 

5. The method of claim 1, wherein executing the workflow 
comprises evaluating one or more conditions to determine 
whether to apply a potential policy to the communication. 

6. The method of claim 1, wherein executing a workflow 
comprises executing a Business Process Express Language 
(BPEL) workflow. 

7. The method of claim 1, wherein receiving the commu 
nication comprises intercepting a communication targeted for 
a SOUC. 

8. The method of claim 7, further comprising if the one or 
more policies are validated, transmitting the communication 
to the resource. 

9. The method of claim 8, further comprising before trans 
mitting the communication, modifying the communication 
based on the workflow execution. 

10. The method of claim 1, further comprising transmitting 
a response indicating a result of the policy evaluation. 

11. The method of claim 1, wherein the workflow com 
prises an authorization policy including one or more condi 
tions to evaluate and one or more actions to execute to enforce 
the authorization policy. 

12. The method of claim 1, wherein the workflow com 
prises a prioritization policy including one or more conditions 
to evaluate and one or more actions to execute to enforce the 
prioritization policy. 

13. The method of claim 1, wherein the workflow com 
prises an authentication policy including one or more condi 
tions to evaluation and one or more actions to execute to 
enforce the authentication policy. 

14. The method of claim 1, wherein receiving a communi 
cation comprises receiving a Simple Object Access Protocol 
(SOAP) message. 

15. The method of claim 1, wherein the private interface 
evaluates at least one of any of the one or more of the condi 
tions, and where the condition evaluated by the private inter 
face is not known to the workflow interface. 

16. A system of enforcing policies on communications 
comprising: 

a processor; 
an interface configured to receive a communication; and 
memory storing instructions that, when executed by the 

processor, provide workflow logic for analyzing at least 
one criteria of the communication received through the 
interface, wherein the at least one criteria includes at 
least one of the following: a requester of the received 
communication, a target resource of the received com 
munication, or a responder of the received communica 
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tion and determining a logical combination of at least 
one condition to evaluate, wherein executing the work 
flow includes executing a first action to invoke a policy 
object associated with a first one of the policies to be 
applied to the communication, the policy object includ 
ing a second combination of one or more conditions 
associated with the first policy, wherein the executing of 
the first action is performed by a first delegated process, 
and executing a second action to invoke a second policy 

5 

10 
processes is delegated to a private interface, wherein 
the private interface executes at least one of the 
actions, and where the action executed by the private 
interface is not known to the workflow interface, and 
wherein the first action and the second action are at 
least partially execute in parallel; 

determining that the one or more conditions have been 
satisfied and that the first and second actions have 
been executed; 

10 in response to the one or more conditions having been 
object associated with a second one of the policies to be satisfied and the first and second actions having been 
applied to the communication, wherein the executing of executed. Validating the one or more policies: d 
the second action is performed by a second delegated s aung ep s based upon the applied one or more policies, process the process, where at least one of the delegated processes is received communication 
delegated to a private interface, wherein the private ... . 15 19. A system of enforcing policies on communications, the 
interface executes at least one of the actions, and where SVStem comprising: 
the action executed by the private interface is not known y SR E. 
to the workflow interface, and wherein the first action a E. cou led to the processor, wherein the memo 
and the second action are at least partially executed in ry coupled p ry 
parallel, determine that the one or more conditions have includes sets of instructions which when executed by the 

'. 2O th tO: been satisfied and that the first and second actions have processor, cause une processor to: 
receive a communication to a processing device; been executed, in response to the one or more conditions 

having been satisfied and the first and second actions analyze at least one criteria of the received communication 
to determi licies to b lied to th having been executed, validate the one or more policies, She WR r is apple R. 

prior to passing the target resource the received commu- s - - - 
nication, modifying the received communication based 25 includes at least one of the following: a requester of the 

s ived icati t t f th on the one or more policies from the target resource and received communication, a larget resource oIune 
using a workflow to enforce the one or more policies on received communication, or a responder of the received 
the modified received communication, the instructions communication; 
further providing logic that processes the communica- prior to passing the target resource of the received COU 

30 nication, modify the received communication based on tion based at least in part upon a result of the one or more 
policies as executed on the communication using an 
interface. 

the one or more policies from the target resource: 
use a workflow to enforce the one or more policies on the 

modified received communication; 17. The system of claim 16, wherein the logic comprises a 
Business Process Execution Language (BPEL) work engine. 

18. At least one non-transitory machine-readable medium, 
having stored thereon sequences of instructions, which, when 
executed by a machine cause the machine to: 

receive a communication; and analyze at least one criteria 

execute the workflow using the interface to apply the one or 
35 more policies to the communication, the workflow 

including a logical combination of one or more condi 
tions to be satisfied, wherein executing the workflow 
comprises: 

of the received communication to determine one or more 

action is performed by a first delegated process, and 
executing a second action to invoke a second policy 
object associated with a second one of the policies to 
be applied to the communication, wherein the execut 
ing of the second action is performed by a second 
delegated process, where at least one of the delegated 

executing a first action to invoke a policy object associ 
40 ated with a first one of the policies to be applied to the 

policies to be applied to the communication, wherein the communication, the policv obiect including a second 
at least one criteria includes at least one of the following: , the pol1cy ob) gase 
a requester of the received communication, a target combination of one or more conditions associated 
RS of the received communication, or a res onder with the first policy, wherein the executing of the first 
of the received communication: s p action is performed by a first delegated process, and 

s 45 executing a second action of the one or more actions to 
prior to passing the target resource the received communi- invok d policv obi iated with 

cation, modify the received communication based on the invoke a second policy object associated with a sec 
one or more policies from the target resource: ond one of the policies tO be applied to the commu 

use a workflow to enforce the one or more olicies on the nication, wherein the executing of the second action is 
modified received communication: p performed by a second delegated process, where at 

execute the workflow using an interface to apply one or 50 least one of the delegated processes is delegated to a 
more policies to the communication, the workflow private interface, wherein the private interface 

s tes at least f the acti d where th including a logical combination of one or more condi- t su (i. Ninetic t W 
tions to be satisfied, wherein executing the workflow by unep comprises: to the workflow interface, and wherein the first action 

prises: 55 and the second action are at least partially executed in executing a first action to invoke a policy object associ- arallel: 
ated with a first one of the policies to be applied to the parallel: 
communication, the policy object including a second determining that the one or more conditions have been 
combination of one or more conditions associated satisfied and that the first and second actions have 

been executed; with the first policy, wherein the executing of the first 60 in response to the one or more conditions having been 
satisfied and the first and second actions having been 
executed, validating the one or more policies; and 

based upon the applied one or more policies, process the 
received communication. 
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