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CHAPTER1
Introduction to Wireless Networks

Over the past five years, the world has become increasingly mobile. As a result, tradi-
tional ways of networking the world have proven inadequate to meet the challenges
posed by our new collective lifestyle. If users must be connected to a network by
physical cables, their movement is dramatically reduced. Wireless connectivity, how-
ever, poses no such restriction and allows a great deal more free movement on the
part of the network user. As a result, wireless technologies are encroaching on the
traditional realm of “fixed” or “wired” networks. This change is obvious to anybody
who drives on a regular basis. One of the “life and death” challenges to those of us
who drive on a regular basis is the daily gauntlet of erratically driven cars containing
mobile phone users in the driver’s seat.

We are on the cusp of an equally profound change in computer networking. Wire-
less telephony has been successful because it enables people to connect with each
other regardless of location. New technologies targeted at computer networks prom-
ise 1o do the same for Internet connectivity. The most successful wireless network-
ing technology this far has been 802.11.

- Why Wireless?

To dive into a specific technology at this point is getting a bit ahead of the story,
though. Wireless networks share several important advantages, no matter how the
- protocols are designed, or even what type of data they carry.

The most obvious advantage of wireless networking is mobility. Wireless network
users can connect to existing networks and are then allowed to roam freely. A mobile
telephone user can drive miles in the course of a single conversation because the
: _p.hone connects the user through cell towers. Initially, mobile telephony was expen-

sive. _Costs restricted its use to highly mobile professionals such as sales managers
and important executive decision makers who might need to be reached at a
moment’s notice regardless of their location. Mobile telephony has proven to be a
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accommodate as many users as needed. Although wireless LANs have somewhat lim-
ited bandwidth, the limiting factor in networking a small hot spot is likely to be the
cost of WAN bandwidth to the supporting infrastructure.

Flexibility may be particularly important in older buildings because it reduces the
need for constructions. Once a building is declared historical, remodeling can be par-
ticularly difficult. In addition to meeting owner requirements, historical preservation
agencies must be satisfied that new construction is not desecrating the past. Wire-
less networks can be deployed extremely rapidly in such environments because there
is only a small wired network to install.

Flexibility has also led to the development of grassroots community networks. With
the rapid price erosion of 802.11 equipment, bands of volunteers are setting up
shared wireless networks open to visitors. Community networks are also extending
the range of Internet access past the limitations for DSL into communities where
high-speed Internet access has been only a dream. Community networks have been
particularly successful in out-of-the way places that are too rugged for traditional
wireline approaches.

Like all networks, wireless networks transmit data over a network medium. The
medium is a form of electromagnetic radiation.” To be well-suited for use on mobile
networks, the medium must be able to cover a wide area so clients can move
throughout a coverage area. The two media that have seen the widest use in local-
area applications are infrared light and radio waves. Most portable PCs sold now
have infrared ports that can make quick connections to printers and other peripher-
als. However, infrared light has limitations; it is easily blocked by walls, partitions,
and other office construction. Radio waves can penetrate most office obstructions
and offer a wider coverage range. It is no surprise that most, if not all, 802.11 prod-
ucts on the market use the radio wave physical layer.

Radio Spectrum: The Key Resource

Wireless devices are constrained to operate in a certain frequency band. Each band
has an associated bandwidth, which is simply the amount of frequency space in the
‘band. Bandwidth has acquired a connotation of being a measure of the data capacity
gf alink. A great deal of mathematics, information theory, and signal processing can
l:{e used to show that higher-bandwidth slices can be used to transmit more informa-
tion. As an example, an analog mobile telephony channel requires a 20-kHz band-
width. TV signals are vastly more complex and have a correspondingly larger
bandwidth of 6 MHz.

* Laser light i
' Laser : : _—
mk“"ﬂ“ Is ;lso used by some wireless networking applications, but the extreme focus of a laser beam
e e ;.me ol:ﬂy for applications in which the ends are stationary. “Fixed wireless” applications, in which
place other access technology such as leased telephone circuits, are a common application.
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that have proven to be quite valuable to DSL and cable modem customers. In spite of
the hype and press from 3G equipment vendors, the rollout of commercial 3G ser-
vices has been continually pushed back.

In contrast to Bluetooth and 3G, equipment based on the IEEE 802.11 standard has
been an astounding success. While Bluetooth and 3G may be successful in the
future, 802.11 is a success now. Apple initiated the pricing moves that caused the
market for 802.11 equipment to explode in 1999. Price erosion made the equipment
affordable and started the growth that continues today.

This is a book about 802.11 networks. 802.11 goes by a variety of names, depending
on who is talking about it. Some people call 802.11 wireless Ethernet, to emphasize
its shared lineage with the traditional wired Ethernet (802.3). More recently, the
Wireless Ethernet Compatibility Alliance (WECA) has been pushing its Wi-Fi (“wire-
less fidelity”) certification program.” Any 802.11 vendor can have its products tested
for interoperability. Equipment that passes the test suite can use the Wi-Fi mark. For
newer products based on the 802.11a standard, WECA will allow use of the Wi-Fi5
mark. The “5” reflects the fact that 802.11a products use a different frequency band
of around 5 GHz.

Table 1-2 is a basic comparison of the different 802.11 standards. Products based on
802.11 were initially released in 1997. 802.11 included an infrared (IR) layer that was
never widely deployed, as well as two spread-spectrum radio layers: frequency hop-
ping (FH) and direct sequence (DS). (The differences between these two radio layers
is described in Chapter 10.) Initial 802.11 products were limited to 2 Mbps, which is
quite slow by modern network standards. The IEEE 802.11 working group quickly
began working on faster radio layers and standardized both 802.11a and 802.11b in
1999. Products based on 802.11b were released in 1999 and can operate at speeds of
up to 11 Mbps. 802.11a uses a third radio technique called orthogonal frequency
division multiplexing (OFDM). 802.11a operates in a different frequency band
entirely and currently has regulatory approval only in the United States. As you can
see from the table, 802.11 already provides speeds faster than 10BASE-T Ethernet
and is reasonably competitive with Fast Ethernet.

Table 1-2. Comparison of 802.11 standards

IEEE standard ~ Speed Frequencyband  Notes
802.11 1 Mbps 2.4 GHz First standard (1997). Featured both frequency-hopping and
2 Mbps direct-sequence modulation techniques.
802.11a upto54Mbps  5GHz Second standard (1999), but products not released until late 2000.
802.11b 5.5 Mbps 2.4 GHz Third standard, but second wave of products. The most common
11 Mbps 802.11 equipment as this book was written.
- 802119 upto54Mbps 2.4 GHz ' Not yet standardized.

* More details on WECA and the Wi-Fi certification can be found at http://www.wi-fi.org/.
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Network Administration

O’REILLY*
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Using a wireless network is a liberating experience. But underneath the experience lies
a complex protocol, and even more complex issues arise when your data isn't limited

to traveling on physical wires. How do you structure your network so mobile users can
move around effectively? How do you extend wireless coverage so it's available every-
where you need it? What kinds of security issues do wireless networks raise? How do you tune your
network for optimal performance? How do you provide enough capacity to support the users you

expect initially, and how do you deal with the problems that arise as more users join the network?

802.11 Wireless Networks: The Definitive Guide discusses all these issues, and more. This book is
for the serious system or network administrator who is responsible for deploying or maintaining a
wireless network. It discusses how the 802.11 protocols work, with a view towards understanding
which options are available and troubleshooting problems that arise. It contains an extensive dis-
cussion of wireless security issues, including the problems with the WEP standard and a look at the
802.1x security standard. Since network monitoring is essential to any serious network administra-
tor, and commercial packet sniffers for wireless applications are scarce and expensive, this book
shows how to create a wireless packet sniffer from a Linux system and open source software.

In addition to the current 802.11b standard, 802.11 Wireless Networks: The Definitive Guide also
looks forward to the newest developments in wireless networking, including the two new 54-Mbps
standards: 802.11a and 802.11g. It also surveys other efforts moving through the standards track,
including work to facilitate mobility between access points, quality of service, spectrum manage-
ment, and power control.

Finally, 802.11 Wireless Networks: The Definitive Guide shows you how to configure wireless cards
and Linux, Windows, and OS X systems, and how to work with access points. Few books in any
field combine the theory you need to know with the practical experience and advice you need to
get things working. 802.11 Wireless Networks: The Definitive Guide is one of those books. If you
are responsible for a wireless network, you need this book.

$44.95 Visit 0’Reilly on the Web at www.oreilly.com
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