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METHOD AND APPARATUS FOR
SELF-LEARNING OF VPNS FROM COMBINATION
OF UNIDIRECTIONAL TUNNELS IN MPLS/VPN
NETWORKS

FIELD OF THE INVENTION

[0001] This invention relates generally to computer net-
works, and, more specifically, to a novel technique for
implementing deep-packet inspection (DPI) services in a
MPLS-VPN configured computer network.

BACKGROUND OF THE INVENTION

[0002] A computer network is a geographically distributed
collection of interconnected subnetworks, such as local area
networks (LLAN) that transport data between network nodes.
As used herein, a network node is any device adapted to send
and/or receive data in the computer network. Thus, in this
context, “node” and “device” may be used interchangeably.
Data exchanged between network nodes is generally
referred to herein as data traffic. The network topology is
defined by an arrangement of network nodes that commu-
nicate with one another, typically through one or more
intermediate nodes, such as routers and switches. In addition
to intra-network communications, data also may be
exchanged between neighboring (i.e., adjacent) networks.
To that end, “edge devices” located at the logical outer-
bound of the computer network may be adapted to send and
receive inter-network communications. Both inter-network
and intra-network communications are typically effected by
exchanging discrete packets of data according to predefined
protocols. In this context, a protocol consists of a set of rules
defining how network nodes interact with each other.

[0003] A data packet is generally any packet, frame or cell,
that is configured to transport data in a computer network.
Each data packet typically comprises “payload” data
prepended (“encapsulated”) by at least one network header
formatted in accordance with a network communication
protocol. The network headers include information that
enables network nodes to efficiently route the packet through
the computer network. Often, a packet’s network headers
include a data-link (layer 2) header, an internetwork (layer
3) header and a transport (layer 4) header as defined by the
Transmission Control Protocol/Internet Protocol (TCP/IP)
Reference Model. The TCP/IP Reference Model is generally
described in more detail in Section 1.4.2 of the reference
book entitled Computer Networks, Fourth FEdition, by
Andrew Tanenbaum, published 2003, which is hereby incor-
porated by reference as though fully set forth herein.

[0004] The data-link header provides information for
transmitting the packet over a particular physical link (i.e.,
a communication medium), such as a point-to-point link,
Ethernet link, wireless link, optical link, etc. To that end, the
data-link header may specify a pair of “source” and “desti-
nation” network interfaces that are connected by the physi-
cal link. Each network interface contains the mechanical,
electrical and signaling circuitry and logic used to couple a
network node to one or more physical links. A network
interface is often associated with a hardware-specific
address, known as a media access control (MAC) address.
Accordingly, the source and destination network interfaces
in the data-link header are typically represented as source
and destination MAC addresses. The data-link header may
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also store flow control, frame synchronization and error
checking information used to manage data transmissions
over the physical link.

[0005] The internetwork header provides information
defining the packet’s logical path through the computer
network. Notably, the path may span multiple physical links.
The internetwork header may be formatted according to the
Internet Protocol (IP), which specifies IP addresses of both
a source and destination node at the end points of the logical
path. Thus, the packet may “hop” from node to node along
its logical path until it reaches the client node assigned to the
destination IP address stored in the packet’s inter-network
header. After each hop, the source and destination MAC
addresses in the packet’s data-link header may be updated,
as necessary. However, the source and destination IP
addresses typically remain unchanged as the packet is trans-
ferred from link to link in the network.

[0006] The transport header provides information for
ensuring that the packet is reliably transmitted from the
source node to the destination node. The transport header
typically includes, among other things, source and destina-
tion port numbers that respectively identify particular soft-
ware applications executing in the source and destination
nodes. More specifically, the packet is generated in the
source node by the application assigned to the source port
number. Then, the packet is forwarded to the destination
node and directed to the application assigned to the desti-
nation port number. The transport header also may include
error-checking information (i.e., a checksum) and other
data-flow control information. For instance, in connection-
oriented transport protocols such as the Transmission Con-
trol Protocol (TCP), the transport header may store sequenc-
ing information that indicates the packet’s relative position
in a transmitted stream of data packets. The TCP protocol is
generally described in more detail in the Request for Com-
ments (RFC) 793, entitled Transmission Control Protocol,
published September 1981, which publication is publicly
available through the Internet Engineering Task Force
(IETF) and is expressly incorporated herein by reference as
though fully set forth herein.

[0007] Multi-Protocol Label Switching/Virtual Private
Network Architecture

[0008] A virtual private network (VPN) is a collection of
network nodes that establish private communications over a
shared backbone network. Previously, VPNs were imple-
mented by embedding private leased lines in the shared
network. The leased lines (i.e., communication links) were
reserved only for network traffic among those network nodes
participating in the VPN. Today, the above-described VPN
implementation has been mostly replaced by private “virtual
circuits” deployed in public networks. Specifically, each
virtual circuit defines a logical end-to-end data path between
a pair of network nodes participating in the VPN.

[0009] A virtual circuit may be established using, for
example, conventional layer-2 Frame Relay (FR) or Asyn-
chronous Transter Mode (ATM) networks. Alternatively, the
virtual circuit may “tunnel” data between its logical end
points using known layer-2 and/or layer-3 tunneling proto-
cols, such as the Layer-2 Tunneling Protocol (L2TP) or the
Generic Routing Encapsulation (GRE) protocol. In this case,
one or more tunnel headers are prepended to a data packet
to appropriately route the packet along the virtual circuit.
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The Multi-Protocol Label Switching (MPLS) protocol may
be used as a tunneling mechanism for establishing layer-2
virtual circuits or layer-3 network-based VPNs through an IP
network.

[0010] MPLS enables network nodes to forward packets
along predetermined “label switched paths” (LSP). Each
LSP defines a logical data path, or virtual circuit, over which
a source node can transmit data to a destination node. As
used herein, a unidirectional tunnel is a logical data path
configured to transmit data traffic in a single direction
between network nodes. Thus, a LSP is an example of a
unidirectional tunnel in a MPLS-configured network. A data
flow is more generally an exchange of data traffic between
network nodes, the data traffic having a common set of
characteristics, such as the same source and destination IP
addresses, source and destination TCP port numbers, and so
forth. A data flow may be unidirectional or bidirectional. For
instance, a bidirectional data flow may “tunnel” through a
MPLS-configured network in the form of opposing unidi-
rectional tunnels established in the network, whereas a
unidirectional data flow may require only a single unidirec-
tional tunnel to traverse the network.

[0011] It is often necessary for a pair of source and
destination nodes to establish more than one LSP between
them, i.e., to support multiple unidirectional tunnels. For
instance, the source and destination nodes may be config-
ured to transport data for an application that requires oppos-
ing unidirectional tunnels—i.e., a first unidirectional tunnel
from the source node to the destination node and a second
unidirectional tunnel from the destination node to the source
node. An example of such an application requiring two-way
communications may be a voice telephone call, in which
opposing unidirectional tunnels must be established in order
to transport voice-over-IP (VoIP) data between the source
and destination nodes.

[0012] Unlike traditional IP routing, where node-to-node
(“next hop”) forwarding decisions are performed based on
destination IP addresses, MPLS-configured nodes instead
forward data packets based on “label” values (or “tag”
values) added to the IP packets. As such, a MPLS-configured
node can perform a label-lookup operation to determine a
packet’s next-hop destination along a LSP. For example, the
destination node at the end of the LSP may allocate a VPN
label value to identify a data flow’s next-hop destination in
an adjacent (“neighboring”) routing domain. The destination
node may advertise the VPN label value, e.g., in a conven-
tional Multi-Protocol Border Gateway Protocol (MP-BGP)
message, to the source node located at the start of the LSP.
Thereafter, the source node incorporates the advertised VPN
label value into each data packet that it transmits over the
LSP to the destination node. The destination node performs
VPN-label lookup operations to render inter-domain for-
warding determinations for the data packets that it receives.

[0013] While the VPN label value may be used by the
destination node to identify a next-hop destination at the end
of the LSP, next-hop destinations along the LSP may be
determined based on locally-allocated interior-gateway pro-
tocol (IGP) label values. Specifically, each logical hop along
the LSP may be associated with a corresponding IGP label
value. For purposes of discussion, assume that the source
node communicates data to the destination node in a “down-
stream” direction, such that every logical hop along the LSP
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consists of an upstream node that forwards data packets to
a neighboring downstream node. Typically, the downstream
node allocates an IGP label value and sends the IGP label
value to the neighboring upstream node using, e.g., the
Label Distribution Protocol or Resource Reservation Proto-
col. Then, the upstream node incorporates the IGP label
value into data packets that it forwards to the downstream
node along the L.SP. Penultimate hop popping (PHP) is often
employed for the LSP’s last logical hop, such that an IGP
label is not included in data packets sent to the destination
node. In this way, the PHP-enabled destination node does
not perform IGP label-lookup operations and uses only VPN
labels to determine the data packets’ next-hop destinations,
thereby reducing the number of label-lookup operations that
it performs.

[0014] A data packet may contain a “stack” of MPLS
labels, such as the above-noted IGP and VPN labels. The
label stack’s top-most label typically determines the pack-
et’s next-hop destination. After receiving a data packet, a
MPLS-configured node “pops” (removes) the packet’s top-
most label from the label stack and performs a label-lookup
operation to determine the packet’s next-hop destination.
Then, the node “pushes” (inserts) a new label value associ-
ated with the packet’s next hop onto the top of the stack and
forwards the packet to its next destination. This process is
repeated for every logical hop along the LSP until the packet
reaches its destination node. The above-described MPLS
operation is described in more detail in Chapter 7 of the
reference book entitled /P Switching and Routing Essentials,
by Stephen Thomas, published 2002, which is hereby incor-
porated by reference as though fully set forth herein.

[0015] Layer-3 network-based VPN services that utilize
MPLS technology are often deployed by network service
providers for one or more customer sites. These networks
are typically said to provide “MPLS/VPN” services. As used
herein, a customer site is broadly defined as a routing
domain containing at least one customer edge (CE) device
coupled to a provider edge (PE) device in the service
provider’s network (“provider network™). The PE and CE
devices are generally intermediate network nodes, such as
routers or switches, located at the edge of their respective
networks. The PE-CE data links may be established over
various physical mediums, such as conventional wire links,
optical links, wireless links, etc., and may communicate data
formatted using various network communication protocols
including ATM, Frame Relay, Ethernet, Fibre Distributed
Data Interface (FDDI), etc. In addition, the PE and CE
devices may be configured to exchange routing information
over their respective PE-CE links in accordance with various
interior and exterior gateway protocols. Non-edge devices
located within the interior of the MPLS/VPN network are
generally referred to as provider (P) devices.

[0016] Inthe traditional MPLS/VPN network architecture,
each customer site may participate in one or more different
VPNs. Most often, each customer site is associated with a
single VPN, and hereinafter the illustrative embodiments
will assume a one-to-one correspondence between customer
sites and VPNs. For example, customer sites owned or
managed by a common administrative entity, such as a
corporate enterprise, may be statically assigned to the enter-
prise’s VPN. As such, network nodes situated in the enter-
prise’s various customer sites participate in the same VPN
and are therefore permitted to securely communicate with
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one another via the provider network. This widely-deployed
MPLS/VPN architecture is generally described in more
detail in Chapters 8-9 of the reference book entitled MPLS
and VPN Architecture, Volume 1, by 1. Pepelnjak et al.,
published 2001 and in the IETF publication RFC 2547,
entitled BGP/MPLS VPNs, by E. Rosen et al., published
March 1999, each of which is hereby incorporated by
reference as though fully set forth herein.

[0017] Deep Packet Inspection Services

[0018] As used herein, an application is any type of
network software that may be used to effectuate communi-
cations in a computer network. For instance, an application
may be a network protocol or other network application that
executes on a first network node and is configured to
communicate with a similar application executing on a
second network node. Examples of applications include,
among other things, conventional web-browsing software,
multimedia and streaming software, peer-to-peer (P2P) soft-
ware, authentication-authorization-accounting (AAA) soft-
ware, VoIP software, network-messaging software, file-
transfer software, and so on. Those skilled in the art will
appreciate that there exists an almost unlimited number of
types of applications within the scope of the present disclo-
sure, far too many to list explicitly. Hereinafter, a subscriber
is a user of an application. Thus, a subscriber may be an
individual or other entity which uses an application to
communicate in the computer network.

[0019] Tt is often desirable to monitor network traffic and
impose various application-level policies for optimizing and
managing resource usage in a computer network. Accord-
ingly, a network administrator may apply application-level
policies that implement predefined rules for controlling
network traffic patterns, e.g., based on application and/or
subscriber-related information. For instance, a network
administrator may select a set of rules for managing the
allocation of available bandwidth among various applica-
tions or subscribers. Yet other rules may be used to filter
certain types of traffic that are known to be unsafe or
unauthorized. The administrator also may select rules for
controlling quality of service, subscriber billing, subscriber
usage, and so forth. In general, the network administrator
may implement almost any type of rule-based policy to
ensure that the network traffic conforms with a desired
pattern of behavior.

[0020] Deep packet inspection (DPI) services provide a
useful means for implementing application-level policies in
a computer network. The DPI services may be configured to
analyze the contents of one or more application-level packet
headers and, in some cases, selected portions of the packet’s
payload data as well. By analyzing the packet’s application-
level headers and/or payload data, the DPI services can
implement a selected set of application-level policies con-
sistent with the packet’s contents. The DPI services may be
configured to apply different application-level policies for
different types of data flows. Thus, a data packet first may be
classified as belonging to a particular data flow, then the DPI
services can select an appropriate set of application-level
policies to apply to the packet based on the packet’s flow
classification. The application-level policies may indicate,
for example, whether the data packet should be dropped,
modified, forwarded, etc. Alternatively, the policies may
collect information, such as packet-related statistics, that
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enable a system administrator to configure (or reconfigure)
aspects of the computer network. Those skilled in the art will
appreciate that the DPI services may employ various differ-
ent types of application-level policies without limitation.

[0021] In practice, when a data packet is received at a
network node, the node may perform a stateful flow-clas-
sification procedure that associates the received data packet
with a particular data flow. The procedure is “stateful” in the
sense that the network node may store state information
associated with one or more known data flows, and then may
“match” the received data packet with a known data flow by
comparing the packet’s contents with the stored state infor-
mation. The conventional flow-classification procedure is
usually performed based on the contents of selected fields in
the packet’s layer-3 and layer-4 (IP and transport layer)
headers. After the packet’s data flow has been identified, the
network node may determine which set of application-level
policies to implement based on the packet’s flow classifi-
cation. Thereafter, the DPI services in the network node
apply the appropriate application-level policies to the
received data packet.

[0022] Most typically, a conventional 5-tuple is used to
classify an IP packet’s data flow. By way of example,
consider the data packet 100 illustrated in FIG. 1. The packet
includes a data-link header 110, IP header 120, transport
header 130, application header(s) 140, payload data 150 and
a cyclic redundancy check (CRC) 160. The data-link, IP and
transport headers are conventional packet headers known in
the art. The headers 110-130 may encapsulate one or more
application headers 140, which store application-specific
information related to the payload data 150. For instance, the
application headers 140 may contain information that is
useful for a particular application to process the payload data
150. The CRC 160 is a data-integrity check value that may
be used to verify that the contents of the data packet 100
were not altered in transit.

[0023] The conventional 5-tuple 170 may be extracted
from the data packet 100, as shown. Specifically, the 5-tuple
includes a protocol field 122, source-IP-address field 124,
destination-IP-address field 126, source-port field 132 and
destination-port field 134. The protocol field 122 contains an
identifier corresponding to the data format and/or the trans-
mission format of the payload data 150. The source-IP-
address field 124 contains a source IP address that identifies
the source node transmitting the data packet. Similarly, the
destination-IP-address field 126 contains a destination
address identifying the packet’s intended destination node.
The source-port and destination-port fields 132 and 134
store values, such as standard TCP port numbers, that
respectively identify software applications executing in the
source and destination nodes. While the fields 122-126 are
extracted from the IP header 120, the fields 132-134 are
typically extracted from the transport header 130.

[0024] In most IP-based networks, the conventional
S-tuple 170 may be used to uniquely associate the data
packet 100 with its particular application. This is generally
because each IP data flow generated by the application
contains the same protocol identifier 122, source and desti-
nation IP addresses 124 and 126 and source and destination
port numbers 132 and 134. For instance, suppose that the
application establishes opposing unidirectional IP data flows
between a pair of network nodes N1 and N2. Further, assume
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that the node N1 executes the application using the protocol
identifier “A”, an IP address “B” and port number “C,” and
the node N2 executes the same application using the proto-
col identifier “A,” an IP address “D” and a port number “E.”
In this case, a unidirectional IP data flow established by the
application from N1 to N2 is associated with the 5-tuple {A,
B, C, D, E}. Likewise, a second IP data flow established by
the application from N2 to N1 is also associated with the
same set of 5-tuple values {A, B, C, D, E}. Notably, the
order of individual values in the 5-tuple does not have to be
identical for the two IP data flows to “match” the applica-
tion.

[0025] Because data packets containing the same 5-tuple
170 usually can be reliably associated with the same appli-
cation, conventional 5-tuple flow-classification procedures
can be used by DPI services for selecting which application-
level policies to apply to received data packets. That is, a
data packet first may be classified as belonging to a particu-
lar data flow based on the packet’s contained 5-tuple. Then,
the DPI services can select an appropriate set of application-
level policies to apply to the packet based on the packet’s
S-tuple flow classification.

[0026] Despite the above-noted advantages, the conven-
tional 5-tuple flow-classification technique is generally inef-
fective in MPLS/VPN networks. Problems arise because
multiple data flows may utilize the same set of 5-tuple values
through the MPLS/VPN network even though the data flows
transport data for different applications. More specifically,
the conventional 5-tuple is not necessarily unique among
applications in the MPLS/VPN network because it is pos-
sible for different VPNs to allocate overlapping IP address
ranges, which in turn may result in the same source and
destination IP addresses being allocated for use by different
applications, i.e., executing in different VPNs. As a result,
the conventional 5-tuple flow-classification procedure may
inadvertently misclassify some data packets in different
VPNs as belonging to the same data flow. This misclassifi-
cation, in turn, may result in the DPI services applying the
wrong set of application-level policies to the misclassified
data packets. For this reason, DPI services typically cannot
be reliably deployed in MPLS/VPN networks.

[0027] Without the benefit of conventional 5-tuple flow-
classification, it is very difficult for DPI services to deter-
mine the application-level relationships of data flows that
establish unidirectional tunnels, or LSPs, in the MPLS/VPN
network. First of all, each unidirectional tunnel is typically
associated with a different set of MPLS label values, which
are locally-allocated by network nodes situated along the
tunnel’s LSP. Thus, multiple unidirectional tunnels may
transport data for the same application, although each of the
tunnels utilizes a different set of IGP and VPN label values.
Current MPLS/VPN deployments do not include mecha-
nisms for associating (or “binding”) the different sets of
locally-allocated MPLS label values with the same VPN or
application. Because MPLS label values cannot be easily
associated with applications, DPI services presently cannot
analyze MPLS label values transported in a unidirectional
tunnel in order to determine which application-level policies
to apply to the data traffic transported through that tunnel. In
short, DPI services currently cannot determine the applica-
tion-level relationships among unidirectional tunnels in a
MPLS/VPN network.
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[0028] Because of the foregoing difficulties, DPI services
are not presently employed in MPLS/VPN networks or in
other similar networks in which conventional 5-tuple flow-
classification cannot reliably identify application-level rela-
tionships among a plurality of unidirectional tunnels. It is
therefore generally desirable to provide a technique for
deploying DPI services in a MPLS/VPN-configured com-
puter network. The technique should enable the DPI services
to apply a set of application-level policies to multiple
unidirectional tunnels associated with the same application.

SUMMARY OF THE INVENTION

[0029] The present invention overcomes the disadvan-
tages of the prior art by providing a technique for imple-
menting deep-packet inspection (DPI) services in a MPLS/
VPN configured computer network. The technique employs
a novel self-learning algorithm that analyzes data packets
belonging to different unidirectional tunnels in the MPLS/
VPN network and determines whether the analyzed data
packets transport data in the same VPN. If so, the unidirec-
tional tunnels containing the analyzed data packets are
associated is with a common layer-2 identification (L.2ID)
value. Unlike conventional flow-classification procedures,
the inventive technique classifies data packets by first asso-
ciating the data packets with corresponding [.21D values and
then classifying the data packets as belonging to particular
data flows based on their associated L2ID values in combi-
nation with other flow-classification information. For
instance, in an illustrative embodiment, a stateful flow-
classification procedure classifies data packets using a novel
6-tuple consisting of a conventional 5-tuple plus the L2ID
value. Because unidirectional tunnels corresponding to the
same application data flow transport data packets having the
same set of 6-tuple values, DPI services can apply applica-
tion-level policies to the classified data packets consistent
with their 6-tuple flow classifications.

[0030] Further to the illustrative embodiment, a network
device is deployed in the MPLS/VPN network to provide
DPI services in accordance with the inventive technique.
Operationally, when the network device detects a data
packet corresponding to a new “upstream” data flow, e.g.,
sent from a first PE device to a second PE device, the
network device attempts to match the detected upstream data
packet with a corresponding “downstream” data packet sent
in the same VPN but in an opposite direction, e.g., from the
second PE device to the first PE device. The network device
determines that the upstream and downstream data packets
match, and thus belong to opposing unidirectional tunnels in
the same VPN, if the upstream and downstream data packets
correspond to opposing unidirectional tunnels established
for use by the same application. To make this determination,
the network device may examine protocol-specific informa-
tion stored in the upstream and downstream data packets.
For example, in a preferred embodiment, the network device
may be configured to match an upstream TCP SYN data
packet with a corresponding downstream TCP SYN/ACK
data packet, e.g., based on the values of their respectively
stored TCP sequence numbers. In such a case, the network
device can conclude that the matching TCP SYN and
SYN/ACK data packets correspond to opposing unidirec-
tional tunnels that are being established for use by the same
application.

[0031] After successfully matching a pair of upstream and
downstream data packets, the network device preferably
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associates the MPLS label values and destination MAC
addresses stored in the matching data packets with a com-
mon L2ID value. For instance, in an illustrative network
configuration, the L.2ID value may be associated with the
VPN label value and destination PE-device MAC address
stored in the downstream data packet, and also may be
associated with the MPLS label stack and destination P-de-
vice MAC address stored in the upstream data packet.
Subsequently, the network device classifies upstream and
downstream data packets by first mapping their contained
MPLS label values and destination MAC addresses to
equivalent [.2ID values, then using the [.2ID values to create
a novel 6-tuple which may be used to classify the packets as
belonging to particular data flows. The network device
implements its DPI services for the classified data packets
based on their respective 6-tuple flow classifications. The
DPI services may include, among other things, application-
level policies for managing applications and/or subscribers
in the MPLS/VPN network. Preferably, the network device
employs an aging mechanism for determining which L2ID
values may be deallocated because their associated data
flows are no longer “active,” i.e., sending and receiving data
over unidirectional tunnels in the MPLS/VPN network.

[0032] Advantageously, the network device may be
embodied as a service control engine (SCE) that is config-
ured to monitor unidirectional tunnels for a predetermined
set of PE devices in the MPLS/VPN computer network. The
SCE may be transparently inserted into the network, and
thus may be configured to perform its management functions
and DPI services for the predetermined set of PE devices
without being directly addressable by the PE devices. The
network device is preferably configured to perform the novel
stateful flow-classification procedure at line speeds. More
generally, the present invention may be implemented in
hardware, software, firmware or various combinations
thereof without departing from the spirit and scope of the
invention. Further, the invention may be deployed in various
network topologies in which conventional 5-tuple flow
classification prevents DPI services from applying a consis-
tent set of application-level policies to unidirectional tunnels
associated with the same application.

BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The above and further advantages of the invention
may be better understood by referring to the following
description in conjunction with the accompanying drawings
in which like reference numerals indicate identically or
functionally similar elements, of which:

[0034] FIG. 1, previously described, is a schematic block
diagram of an exemplary data packet that may be trans-
ported in a MPLS/VPN provider network;

[0035] FIG. 2 is a schematic block diagram of an exem-
plary computer network in which an illustrative embodiment
of the invention may be deployed;

[0036] FIG. 3 is a schematic block diagram of an exem-
plary service control engine (SCE) that may be used to
provide deep-packet inspection (DPI) services in accordance
with the illustrative embodiment;

[0037] FIGS. 4A-B are schematic block diagrams of
exemplary L2ID tables which may be implemented in the
exemplary SCE in accordance with the illustrative embodi-
ment;
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[0038] FIG. 5A is a schematic block diagram of an exem-
plary flow-classification table that may be used to perform
the novel 6-tuple flow-classification procedure in accor-
dance with the illustrative embodiment. The flow-classifi-
cation table includes a “*” entry that may be used to
implement the novel self-learning algorithm in accordance
with the illustrative embodiment;

[0039] FIG. 5B is a schematic block diagram of the
exemplary flow-classification table in which the “*” entry
has been replaced in accordance with the illustrative
embodiment;

[0040] FIG. 6 is a schematic block diagram of an exem-
plary processor-state table that may be used in accordance
with the illustrative embodiment;

[0041] FIGS. 7A-B are a flowchart illustrating a sequence
of steps that may be performed by the exemplary SCE for
implementing the novel self-learning algorithm in accor-
dance with the illustrative embodiment;

[0042] FIG. 8 is a flowchart illustrating a sequence of steps
that may be performed by the exemplary SCE for perform-
ing stateful 6-tuple flow-classification and DPI services in
accordance with the illustrative embodiment; and

[0043] FIG. 9 is a schematic block diagram of an exem-
plary label-aging table that may be used to age upstream
MPLS labels in accordance with the illustrative embodi-
ment.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0044] FIG. 2 illustrates an exemplary computer network
200 in which an illustrative embodiment of the invention
may be deployed. The network 200 includes an exemplary
MPLS/VPN-configured provider network 210 (“provider
network™) that is coupled to a plurality of neighboring
customer sites 220. For example, as shown, the provider
network 210 includes provider-edge devices PE1230a,
PE2230b, PE3230c and PE4230d, which are respectively
coupled to the neighboring customer sites 220a, 22056, 220c¢
and 2204.

[0045] Each of the customer sites 220 may be configured
to participate in one or more VPNs, whereby customer sites
participating in the same VPN can exchange data with one
another via the provider network 210. By way of examples
the exemplary computer network 200 includes the customer
sites 22056 and 2204 that participate in a first VPN (VPN1),
and the customer sites 220a and 220c¢ that participate in a
second VPN (VPN2), which is different than the first VPN.
The provider network 210 may establish a first set of LSPs
for transporting VPN1 data between the customer sites 2205
and 220d, and further may establish a second set of LSPs for
transporting VPN2 data between the customer sites 220a
and 220c. In this context, each LSP is a unidirectional tunnel
used to transport data traffic from a source PE device to a
destination PE device, where both the source and destination
PE devices are coupled to customer sites participating in the
same VPN.

[0046] Although the provider network 210 supports indi-
vidual unidirectional tunnels between pairs of customer
sites, the customer sites often execute applications which
create data flows requiring multiple unidirectional tunnels
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for tunneling the application’s data traffic through the pro-
vider network. For example, the customer sites 2205 and
220d in VPN1 may execute an application, such as VoIP
software, requiring two-way communications at the appli-
cation-level. In the case of VoIP software, the provider
network 210 may establish opposing unidirectional tunnels
for transporting both sides of a voice conversation between
subscribers located in the customer sites 2205 and 2204.
Likewise, other types of applications executing in VPN1 or
VPN2 also may require the provider is network to establish
multiple unidirectional tunnels.

[0047] In current MPLS/VPN provider networks, the
application-level relationships of a plurality of unidirec-
tional tunnels cannot be easily determined, e.g., using con-
ventional 5-tuple flow-classification or MPLS-label analy-
sis. As a result, deep-packet inspection (DPI) services
presently are not employed in MPLS/VPN networks, since
they cannot effectively associate the unidirectional tunnels
with corresponding application-level policies to apply to
data traffic transported in the tunnels. The present invention
solves this problem. Namely, unlike prior implementations,
the invention provides a novel network device, such as the
service control engine (SCE) 300, which can be configured
to perform DPI services in the MPLS/VPN provider network
210. The SCE may be configured to perform DPI services
that provide, inter alia, application-level policies for man-
aging applications and/or subscribers in the provider net-
work 210.

[0048] Inaccordance with the illustrative embodiment, the
SCE 300 is configured to provide DPI services for a prede-
termined set of PE devices 230. For purposes of illustration
and discussion, the exemplary SCE provides DPI services
for the provider-edge devices PE1, PE2 and PE3, which are
located in a “downstream” direction relative to the SCE 300.
The SCE is also coupled to other provider-network devices,
such as the provider device P1290, located in an “upstream”
direction. While the SCE 300 is illustratively inserted seri-
ally (“in-line”) into the data path between P1 and the devices
PE1, PE2 and PE3, alternative embodiments may position
the SCE “off-line,” e.g., such as parallel to the data path. For
example, in an off-line configuration, a line splitter (not
shown) or switch port analyzer (SPAN port) (not shown)
may be used to generate a copy of the data packets for-
warded over the data path between provider device P1 and
the provider-edge devices PE1, PE2 and PE3. In such a case,
the original data packets are forwarded over the data path
between P1 and PE1, PE2 and PE3, and copies of the data
packets are forwarded via the line splitter or SPAN port to
the SCE 300 for DPI processing. Broadly stated, the SCE
may be positioned in any in-line or off-line configuration
consistent with the inventive technique described herein.

[0049] Preferably, the SCE 300 is transparently inserted
into the provider network 210 and, as such, is not directly
addressable by P or PE devices in the network. The SCE may
include a management port for receiving information from a
subscriber manager (SM) 240 in the provider network. The
SM is a network device that is fully-meshed with the
predetermined set of provider-edge devices PE1, PE2 and
PE3 at the Border Gateway Protocol (BGP) level, i.e., by
means of direct connections and/or conventional route
reflectors (not shown). Thus, the SM 240 may receive BGP
update messages directly from PE1, PE2 and PE3 or indi-
rectly from the route reflector. The SM extracts certain
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information, such as VPN label values, from the advertised
BGP update messages that it receives from the PE devices.
The SM may forward the extracted information to the SCE
300 for use by the DPI services.

[0050] Operationally, when the SCE 300 receives a data
packet corresponding to a new upstream data flow, the SCE
attempts to “match” the received upstream data packet with
a corresponding downstream data packet sent in the same
VPN. The SCE determines that the upstream and down-
stream data packets match if they belong to opposing
unidirectional tunnels established for use by the same appli-
cation. To make this determination, the SCE may examine
protocol-specific information stored in the upstream and
downstream data packets. The protocol-specific information
may correspond to any protocol in which an upstream data
packet transports first information that can be correlated
with second information transported in a downstream data
packet sent in response to the upstream data packet. In the
illustrative embodiment, TCP sequence numbers are used to
match the upstream and downstream data packets. However,
those skilled in the art will appreciate that alternative
embodiments may use different protocols and/or different
protocol-specific information for determining that the
upstream and downstream data packets are associated with
the same application.

[0051] Further to the illustrative embodiment, the SCE
300 is configured to identify a new upstream data flow when
it receives a conventional TCP SYN data packet 250 from a
PE device 230 in the SCE’s associated predetermined set of
PE devices, e.g., PE1, PE2 and PE3. As is well-known in the
art and described in the above-incorporated RFC 793, an
application may establish one or more bidirectional TCP
data flows between source and destination nodes using a
conventional 3-way TCP handshake. The TCP handshake
begins when the source node sends the destination node a
TCP SYN data packet 250 having a TCP sequence number
255, e.g., equal to X. In response, the destination node
returns a TCP SYN/ACK data packet 270 having an
“acknowledgment” TCP sequence number 275, e.g., equal to
X+1. When the SCE 300 receives the downstream TCP
SYN/ACK data packet, the SCE attempts to match the TCP
SYN/ACK data packet 270 with the previously-received
TCP SYN data packet 250 by comparing their respectively
contained TCP sequence numbers. If the comparison indi-
cates that the sequence numbers 255 and 275 match, i.e.,
equal X and X+1, then the SCE determines that the TCP
SYN and SYN/ACK data packets 250 and 270 correspond
to opposing unidirectional tunnels that are being established
for use by the same application.

[0052] Further still to the illustrative embodiment, the
SCE 300 associates the MPLS label stacks and destination
MAC addresses of the matching TCP SYN and SYN/ACK
data packets with a common layer-2 identification (L.2ID)
value. In the exemplary provider network 210, the upstream
TCP SYN packet 250 includes an upstream MPLS label
stack 260 including a “top” IGP label value 262, e.g., equal
to 17, and “bottom™ VPN label value 264, e.g., equal to 9.
The downstream TCP SYN/ACK data packet 270 includes
a downstream MPLS label stack 280 having only a VPN
label value 282, e.g., equal to 13. Here, the downstream
MPLS label stack 280 does not include an IGP label value
because it is assumed that PE1, PE2 and PE3 are PHP-
enabled devices. However, it is expressly contemplated that
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the present invention also may be deployed in alternative
embodiments where at least some of the PE devices are not
PHP-enabled.

[0053] For purposes of discussion, suppose that the SCE
300 receives the TCP SYN data packet 250 from the
provider-edge device PE2 and that the destination MAC
address stored in the TCP SYN data packet indicates that the
packet’s next-hop destination is a network interface in the
provider device P1. Because the TCP SYN/ACK data packet
270 is sent in response to the TCP SYN data packet 250, the
destination MAC address stored in the TCP SYN/ACK data
packet corresponds to a network interface in the provider-
edge device PE2. In this scenario, the SCE may associate the
same L.2ID value with both (i) the upstream MPLS label
stack 260 and the destination MAC address (P1-MAC)
stored in the TCP SYN data packet 250 and (ii) the down-
stream VPN label value 282 and the destination MAC
address (PE2-MAC) stored in the TCP SYN/ACK data
packet 270.

[0054] The SCE 300 classifies each data packet that it
receives by first mapping the packet’s contained MPLS label
stack and destination MAC address to an equivalent L2ID
value, then combining the L2ID value with the packet’s
conventional 5-tuple to create a novel 6-tuple which may be
used to classify the packet. Unlike prior S5-tuple flow-
classification procedures, the novel 6-tuple flow-classifica-
tion technique enables the SCE to uniquely classify data
packets on an application-level. That is, data packets trans-
ported in unidirectional tunnels established for use by the
same application are associated with the same set of 6-tuple
values. Because a data packet can be associated with a
particular application based on its identified 6-tuple, the DPI
services in the SCE can select an appropriate set of appli-
cation-level policies to apply to the data packet based on the
packet’s 6-tuple classification.

[0055] FIG. 3 illustrates a schematic block diagram of the
exemplary SCE 300 which may be used to provide DPI
services in the MPLS/VPN provider network 210 in accor-
dance with the illustrative embodiment. The SCE includes,
inter alia, physical access units 310a and 31054, data path
units 320a and 3205, a classifier 340 and one or more packet
processors 350 interconnected by a system bus 370.

[0056] The physical access units 310 comprise standard
mechanical, electrical and signaling circuitry and logic for
sending and receiving data packets in the provider network
210. For instance, the physical access unit 31056 may be
coupled to the predetermined set of PE devices, e.g., PE1,
PE2 and PE3, and the physical access unit 310a may be
coupled to P devices, such as P1, in the provider network.
The SCE 300 also may include other physical access units
(not shown), such as a physical access unit coupled to the
SM 240. Each physical access unit 310 may be adapted to
transfer and acquire data packets over various types of
physical media including, but not limited to, Fast Ethernet
(FE), Gigabit Ethernet (GE), wireless links, optical links,
and so forth.

[0057] The data path units 320a and 3205 input and store
data packets captured by the physical access unit 310a and
3105, respectively. The data path units 320 can be created
from hardware, software, or combinations thereof. In accor-
dance with the illustrative embodiment, each data path unit
320 is configured to associate received data packets with
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their corresponding [.2ID values. To that end, each data path
unit 320 maintains a local L.21D table 400 that may be used
to match a data packet’s destination MAC address and
MPLS label stack with a corresponding [L.2ID value. For
example, the data path unit 320q includes a L.21D table 4004,
and the data path unit 32056 includes a L.2ID table 4005.

[0058] In operation, every time a data path unit 320a,b
receives a valid data packet, the data path unit extracts the
packet’s destination PE address and MPLS label stack and
uses these extracted values to index an entry in the data path
unit’s L2ID table 400a,b. The indexed table entry identifies
the data packet’s corresponding [.21D value. The data pack-
et’s identified L.2ID value then may be forwarded together
with the packet’s conventional 5-tuple 170 to the classifier
340 for further processing. In the event that an indexed
L2ID-table entry cannot be found for the received data
packet, the data path unit may send the packet’s conven-
tional 5-tuple along with a “non-matched” L21ID value to the
classifier 340. The non-matched L2ID value may be a
predetermined L.2ID value indicating that a matching [.21D
value could not be found for the data packet. Alternatively,
the non-matched [.2ID value may be indicated by sending
only the packet’s 5-tuple to the classifier, i.e., without an
accompanying [2ID value.

[0059] The classifier 340 is configured to receive a data
packet’s S-tuple and L.2ID value from the data path units
320q and 32056 and perform a stateful 6-tuple flow-classi-
fication procedure. The classifier combines the packet’s
L2ID value with the packet’s conventional 5-tuple, thereby
generating a novel 6-tuple value. The resulting 6-tuple is
used as an index into a flow-classification table 500 stored
in the classifier 340. The classifier is preferably implemented
in hardware, firmware, software and/or combinations
thereof, so that it can quickly perform lookups in its flow-
classification table and classify received data packets, e.g., at
around line speeds.

[0060] The flow-classification table 500 is configured to
map one or more sets of 6-tuple values with their corre-
sponding flow identifiers (“flow ID”) values. Illustratively,
each flow-ID value identifies a data flow whose data packets
are classified using the flow ID’s associated 6-tuple. For
example, suppose that the flow-classification table 500 cor-
relates a particular 6-tuple with a flow-1D value equal to 1.
Accordingly, any data packet that is classified using this
6-tuple value will be associated with the flow-1D value equal
to 1. Each flow-ID value also may be associated with an
indication of which packet processor 350 has been selected,
e.g., by the classifier 340, to perform DPI services for the
data flow. Thus, after the classifier determines a flow-1D
value for a received data packet, the classifier may forward
the packet’s flow-ID value to the packet processor 350
selected to perform DPI processing for the packet’s data
flow.

[0061] The SCE 300 includes one or more packet proces-
sors 350 that may be configured to perform DPI services for
data flows identified by the classifier 340. Each of the packet
processors PP1, PP2, . . . PPN is designated to perform DPI
services for data packets belonging to a predetermined set of
data flows. For example, a first packet processor (e.g., the
processor PP1) may be designated to process data packets in
data flows associated with a first flow-ID value, and a second
packet processor (e.g., the processor PP2) may be desig-
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nated to process data packets in data flows associated with
a second flow-ID value. In this arrangement, as the number
of data flows processed by the SCE 300 increases (or
decreases), packet processors can be added (or removed) to
accommodate the changing number of data flows.

[0062] Preferably, each packet processor 350 is coupled to
a local processor memory 360. For example, as shown, the
processors PP1350a, PP23505, . . . PPN 350c¢ are respec-
tively coupled to the processor memories 360a, 3605 and
360c. The processor memories 360 may be embodied as
conventional random-access memories (RAM), and may be
implemented as stand-alone memory elements or, alterna-
tively, as logical subsections of one or more larger memory
elements. In accordance with the illustrative embodiment,
each processor memory 360 stores, among other things, a
processor-state table 600 and a label-aging table 900. For
example, the processor memories 360a-c respectively store
processor-state tables 600a-c and label-aging tables 900a-c.

[0063] When a packet processor 350 receives a flow-ID
value from the classifier 340, the packet processor uses the
received flow-ID value to locate a matching entry in its
processor-state table 600. Each processor-state table is con-
figured to store state information associated with one or
more data flows. The state information may include appli-
cation-level and/or subscriber-related information that
enables the packet processor 350 to select an appropriate set
of application-level policies. For instance, after receiving the
flow-ID value for a received data packet, the packet proces-
sor can (1) use the packet’s flow-ID value to identify a
matching entry in its processor-state table, (2) perform DPI
services that inspect the contents of specific packet-header
fields and/or payload data stored in the received data packet,
and (3) select an appropriate set of application-level policies
to apply to the received data packet based on results of the
DPI processing and the state information stored in the
packet’s matching processor-state table entry.

[0064] After the packet processor 350 has finished pro-
cessing the received data packet, the processed packet may
be forwarded over the system bus 370 to a destination data
path unit 320. The data packet then may be forwarded to an
appropriate physical access unit 310 that transmits the
packet to its next logical hop in its data flow. Notably, in
some implementations where the SCE 300 receives only a
copy of the data packet, e.g., from a line splitter, SPAN port,
or the like, the processed data packet may be discarded after
it is processed by the packet processor 350.

[0065] Each packet processor 350 may be configured to
determine when a data flow has been closed due to a normal
“close” flow sequence, such as receiving a conventional
TCP FIN/ACK data packet, or has become “aged,” i.e., and
has not transported data packets to the SCE 300 within a
predetermined period of time. Because the SM 240 receives
BGP update messages from the predetermined set of PE
devices PE1, PE2 and PE3, the SM can communicate which
downstream VPN label values have been withdrawn and are
no longer valid. However, the SM does not inform the SCE
regarding which upstream MPLS label values are no longer
valid. Thus, each packet processor 350a-c preferably main-
tains a local label-aging table 900g-c that associates
upstream MPLS label stacks with timestamps corresponding
to when the upstream MPLS label stacks were last used.

[0066] If an upstream MPLS label stack has not been used
to transport data packets via the SCE 300 for the predeter-
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mined period of time, the packet processor 350 may deter-
mine that the upstream MPLS label stack is no longer being
used in the MPLS/VPN provider network 210. In this
situation, the packet processor 350 may remove, or instruct
the data path unit 3205 to remove, the upstream MPLS label
stack (and its associated L.2ID value) from the L.2ID table
4005. Those skilled in the art will appreciate that the packet
processors 350 may employ various aging algorithms, and
therefore may rely on various metrics in addition to, or in
place of, the illustrative timestamps in order to determine
when an upstream MPLS label stack has become aged.

[0067] FIG. 4A illustrates an exemplary L.21D table 400a
which may be stored in the data path unit 320a. The L.2ID
table 400q includes a plurality of table entries 410, each of
which is configured to store a PE-MAC address 420, a
downstream VPN label 430 and a L2ID value 440. Because
the SM 240 receives BGP update messages from each PE
device in the predetermined set of PE devices PE1, PE2 and
PE3, the SM can “learn” the downstream VPN labels and
loopback IP addresses advertised by these PE devices (or
advertised from a route reflector coupled to the PE devices).
The SM 240 may forward the advertised VPN label values
and loopback IP addresses to the SCE 300. The SCE
resolves the loopback IP addresses with corresponding PE-
MAC addresses, and then allocates a unique L2ID value 440
for each pair of PE-MAC address 420 and downstream VPN
label value 430. The SCE stores each set of values 420-440
in a separate entry 410 in the L.2ID table 400a. For example,
the L.2ID table 400a may contain the illustrative table entries
410a, 41056 and 410c¢ corresponding to exemplary PE-MAC
addresses and downstream VPN label values for the pro-
vider-edge devices PE1, PE2 and PE3.

[0068] When a data packet traveling in a downstream
direction, e.g., from the provider device P1 to the SCE, is
received at the physical access unit 310q, the received data
packet may be forwarded to the data path unit 320a. The data
path unit 320a¢ may extract the downstream data packet’s
destination PE-MAC address 420 and VPN label value 430,
which are then used to lookup the packet’s L.2ID value 440
in the L2ID table 400a. The downstream data packet’s
identified L21D value 440 and its conventional 5-tuple value
170 may be forwarded from the data path unit 320a to the
classifier 340 for further processing.

[0069] FIG. 4B illustrates an exemplary L.21D table 4005
which may be stored in the data path unit 3205. The L.2ID
table 4005 includes a plurality of table entries 450 that are
each configured to store a P-MAC address 460, an upstream
MPLS label stack 470 and a L2ID value 480. Unlike the
L2ID table 400a, entries in the L2ID table 4005 cannot be
determined based on information provided by the SM 240.
Rather, each table entry 450 contains a P-MAC address 460
and upstream MPLS label stack 470 that is dynamically
associated with a L2ID value 480 based on a novel self-
learning algorithm.

[0070] The novel self-learning algorithm is configured to
dynamically associate an upstream data packet’s destination
P-MAC address 460 and upstream MPLS label stack 470
with a corresponding [.21D value 480 that was previously
assigned to a downstream data packet “matching” the
upstream data packet. To that end, the algorithm matches the
upstream and downstream data packets based on protocol-
specific information, such as TCP sequence numbers, stored
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in the upstream and downstream packets. After matching the
upstream and downstream data packets, the L.2ID value 480
for the upstream data packet is set equal to the known L2ID
value 440 of the downstream data packet, i.e., as determined
from the L2ID table 400q. This inventive self-learning
technique is described in more detail below with reference
to FIGS. 7A-B.

[0071] After the L2ID value 480 for the upstream data
packet has been dynamically learned using the novel self-
learning algorithm, the L.2ID value may be used to imple-
ment the inventive 6-tuple flow-classification procedure,
which is described in more detail below with reference to
FIG. 8. Specifically, when a data packet traveling in an
upstream direction, e.g., from one of the provider-edge
devices PE1, PE2 or PE3 to the SCE, is received at the
physical access unit 3105, the received data packet may be
forwarded to the data path unit 3205. The data path unit 3205
may extract the upstream data packet’s destination P-MAC
address 460 and upstream MPLS label stack 470 (e.g., IGP
and VPN label values) which are then used to lookup the
packet’s L2ID value 480 in the L2ID table 4005. The
upstream data packet’s identified L2ID value 480 and its
conventional 5-tuple value 170 may be forwarded from the
data path unit 3206 to the classifier 340 for further process-
ing.

[0072] FIGS. 5A-B illustrate an exemplary flow-classifi-
cation table 500 that the classifier 340 may use to perform
6-tuple flow-classification in accordance with the illustrative
embodiment. The table 500 includes a plurality of entries
510, each entry being configured to store a S5-tuple 520, a
L2ID value 530 and a flow 1D 540. Collectively, the 5-tuple
520 and L2ID value 530 constitute a novel 6-tuple that is
associated with the flow ID 540.

[0073] Ordinarily, when a data packet is received at a
physical access unit 310, the packet is forwarded to an
appropriate data path unit 320. The data path unit looks up
the packet’s associated L.21D value in its L.2ID table 400 and
forwards the packet’s L.2ID value and the packet’s conven-
tional 5-tuple value 170 to the classifier 340. The classifier
combines the packet’s L.2ID value with the packet’s 5-tuple
value to generate a 6-tuple for the received data packet. The
packet’s 6-tuple is then compared with the 6-tuples (fields
520 and 530) stored in the flow-classification table 500 until
a matching table entry 510 can be located for the data packet.
The flow ID 540 stored in the matching table entry identifies
(1) a packet processor 350 that may be used to perform DPI
services for the received data packet and (ii) a flow-ID value
that identifies a particular entry in the packet processor’s
processor-state table 600.

[0074] Suppose that the received data packet is an
upstream data packet corresponding to a new data flow in the
provider network 210. In this case, the data packet is sent
from a PE device and is received by the SCE 300 at the
physical access unit 3105. The upstream data packet is
forwarded from the physical access unit 3105 to the data
path unit 3205. Next, the data path unit 3205 attempts to
locate the packet’s associated L.2ID value by performing a
lookup operation in its [.2ID table 4005. However, because
the upstream data packet corresponds to a new data flow, its
L2ID value is not yet assigned and therefore cannot be
located in the L2ID table 4005.

[0075] According to the illustrative embodiment, when the
data path unit 3205 cannot locate a L.2ID value 480 in its
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L2ID table 4005 for the received upstream data packet, the
data path unit 3205 sends the packet’s conventional 5-tuple
value 170 along with a non-matched L2ID value to the
classifier 340. The classifier generates a 6-tuple by combin-
ing the packet’s 5-tuple and the non-matched L2ID value
and then attempts to locate a flow-classification table entry
510 containing the generated 6-tuple. However, because the
received upstream data packet corresponds to a new data
flow, the classifier will not be able to locate a matching table
entry 510. Accordingly, in response to not being able to
locate a matching table entry in the flow-classification table
500, the classifier 340 determines that the received data
packet corresponds to a new data flow. Then, the classifier
allocates a new flow-ID value 540 and selects a packet
processor 350 to perform DPI services for the new data flow.
Preferably, the flow-ID value 540 identifies a “free”
(unused) entry in the selected packet processor’s processor-
state table 600. For ease of illustration and description, the
illustrative flow-ID values 540 are shown formatted as the
concatenation of a selected packet-processor’s ID value and
an allocated flow-ID value. However, those skilled in the art
will understand that the packet-processor ID and flow-I1D
values alternatively may be stored in separate columns in the
table 500 or in other functionally equivalent formats.

[0076] Next, the received data packet and its flow-ID
value 540 are sent to the selected packet processor 350,
which creates a new “*” entry in the classifier’s flow-
classification table 500. For example, as shown in FIG. 5A,
the selected packet processor may store the upstream data
packet’s S-tuple 520 along with a wildcard L.2ID value 530
(i.e., a “*” value) in the flow-classification table entry 510aq.
Because the L2ID value is unknown for the received
upstream data packet, the wildcard (“*”) L2ID value 530
functions as a temporary L2ID placeholder until the actual
L2ID value 530 for the upstream data packet can be learned
using the novel self-learning algorithm (FIGS. 7A-B).
Accordingly, the “*” table entry 510a ensures that the
classifier 340 will associate the upstream data packet’s
flow-ID value 540, e.g., PP1-6, with any downstream data
packet containing the same S-tuple 520 as the received
upstream data packet, regardless of the downstream data
packet’s L2ID value, e.g., identified in the L2ID table 400a.

[0077] For example, consider a downstream data packet
that is subsequently received by the SCE at the physical
access unit 310a. Assume that the downstream data packet
corresponds to the same application as the previously-
received upstream data packet. As such, the downstream
data packet contains the same 5-tuple 520 as the upstream
data packet, and thus matches the “*” table entry 5104 in the
flow-classification table 500. In this case, the downstream
data packet is classified as having the same flow-ID value
540, e.g., PP1-6, as the previously-received upstream data
packet.

[0078] Although the downstream data packet matches the
“* table entry 510a, the downstream data packet is sent to
the appropriate packet processor, e.g., PP1, which verifies
that the downstream data packet indeed matches the
upstream data packet. To that end, the packet processor may
compare protocol-specific information, such as TCP
sequence numbers, stored in the upstream and downstream
data packets. If the packet processor determines that the
received downstream data packet matches the upstream data
packet, then the processor equates the L.2ID value 480 for
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the previously-received upstream data packet with the
downstream data packet’s L.2ID value 440 identified in the
L2ID table 400q. Then, the packet processor replaces the “*”
table entry 510a with a new table entry 5105, as shown in
FIG. 5B. Specifically, the new table entry 5105 stores the
same S-tuple 520 and flow-ID value 540 as was stored in the
“* table entry 510q, although the wildcard “*” L.2ID value
530 is replaced with the downstream data packet’s L2ID
value 440. Thereafter, the classifier 340 may use the table
entry 5105 to perform 6-tuple flow-classification for data
packets subsequently received at the SCE 300.

[0079] FIG. 6 illustrates an exemplary processor-state
table 600 that may be used to store state information for a
packet processor 350 in accordance with the illustrative
embodiment. The table 600 includes one or more table
entries 610 configured to store, among other things, a
flow-ID value 620, a TCP sequence number 630, a provider-
device MAC (P-MAC) address 640, an upstream MPLS
label stack 650, as well as various state information 660
associated with data flows in the MPLS/VPN provider
network 210. Preferably, at least some of the state informa-
tion stored in the field(s) 660 is used by the packet processor
350 to effectuate DPI services and/or application-level poli-
cies in the provider network.

[0080] The flow-ID value 620 identifies a particular data
flow for which DPI services may be employed in the
provider network 210. When the classifier 340 classifies a
received data packet and identifies the packet’s flow-ID
value 540, the classifier forwards the flow-ID value 540 to
the appropriate packet processor 350 associated with the
flow-ID value. Then, the packet processor uses the received
flow-ID value 540 to locate a matching processor-state table
entry 610 containing the same flow-ID value 620. The
packet processor performs its DPI services and application-
level polices for the received data packet based on state
information 660 stored in the matching processor-state table
entry 610. The TCP sequence number 630 stores a TCP
sequence number 255 identified in a received TCP SYN data
packet 250. The P-MAC address 640 stores a destination
MAC address transported by the TCP SYN data packet 250.
The upstream MPLS label stack 630 stores a MPLS label
stack transported by the TCP SYN data packet 250.

[0081] Each table entry 610 may be configured to store
one or more types of state information 660 that may be used
by the DPI services executed by the packet processor. For
example, such state information may include at least one of:
an application identifier, a subscriber identifier, a pass/block
status, data-flow statistics (such as the number of bytes
received), quality-of-service information (such as subscriber
or application priority levels), bandwidth-shaping informa-
tion (such as minimum or maximum-bandwidth constraints),
subscriber-billing information as well as other types of state
information. The foregoing list is merely representative of
some of the types of state information 660 that may be stored
in the table entry 610 and is not meant to be limiting in any
manner. Of course, there exists many other types of state
information 660 that may be stored in the processor-state
table entry 610 for use by the DPI services.

[0082] FIG. 9 illustrates an exemplary label-aging table
900 that may be used in accordance with the illustrative
embodiment. The table 900 is configured to store one or
more table entries 905 containing, inter alia, a provider-
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device MAC (P-MAC) address 910, an upstream MPLS
label stack 920 and a timestamp 930. More specifically, each
table entry 905 stores a P-MAC address 910 and an upstream
MPLS label stack 920 learned by the SCE in response to
receiving an upstream TCP SYN data packet 250. The entry
905 also stores a timestamp 930 indicating when the last
upstream data packet was received containing both the
P-MAC address 910 and MPLS label stack 920. Preferably,
at least one of the packet processors 350 executes an aging
process (or thread) that manages the contents of the label-
aging table 900 and determines when an upstream MPLS
label stack 920 has not been used to transport data packets
via the SCE 300 for the predetermined period of time. In this
situation, the packet processor may remove, or instruct the
data is path unit 3205 to remove, the upstream MPLS label
stack (and its associated L.2ID value) from the L.2ID table
4005. Those skilled in the art will appreciate that the packet
processors 350 may employ various aging algorithms, and
therefore may rely on various metrics in addition to, or in
place of, the illustrative timestamps 930 in order to deter-
mine when an upstream MPLS label stack 920 has become
aged.

[0083] DPI Services Using 6-Tuple Flow Classification

[0084] In accordance with the illustrative embodiment, the
SCE 300 is configured to perform a novel self-learning
algorithm that analyzes data packets belonging to different
unidirectional tunnels in the MPLS/VPN provider network
210 and determines whether the analyzed data packets
transport data in the same VPN. If so, the unidirectional
tunnels containing the analyzed data packets are associated
with a common layer-2 identification (I.2ID) value. Unlike
conventional flow-classification procedures, the inventive
technique classifies data packets by first associating the data
packets with corresponding [.2ID values and then classify-
ing the data packets as belonging to particular data flows
based on their associated L.2ID values in combination with
other flow-classification information. For instance, in the
illustrative embodiment, a stateful flow-classification pro-
cedure classifies data packets using a novel 6-tuple consist-
ing of a conventional 5-tuple plus the [.2ID value. Because
unidirectional tunnels corresponding to the same application
data flow transport data packets having the same set of
6-tuple values, DPI services can apply application-level
policies to the classified data packets consistent with their
6-tuple flow classifications.

[0085] FIGS. 7A-B illustrates a sequence of steps that the
SCE 300 may perform for dynamically learning (“self
learning”) L.2ID values of upstream unidirectional tunnels in
accordance with the illustrative embodiment. The sequence
starts at step 700 and proceeds to step 705 where the
physical access unit 31056 in the SCE receives an upstream
TCP SYN data packet 250 sent from a PE device 230. The
physical access unit 3105 forwards the TCP SYN data
packet to the data path unit 32056. At step 710, the data path
unit 3205 extracts the packet’s destination P-MAC address
and upstream MPLS label stack 260 (IGP and VPN labels
262 and 264) and attempts to lookup the packet’s associated
L2ID value 480 in the L.2ID table 4005. At step 715, the data
path unit 3205 determines whether a L.2ID value 480 for the
received TCP SYN data packet can be found in the table
4005. If so, the sequence advances to step 720 where 6-tuple
flow-classification and DPI services are performed as set
forth in FIG. 8.
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[0086] Because the received TCP SYN data packet 250
corresponds to a new upstream unidirectional tunnel, e.g.,
being established for use by a new data flow, assume that a
L2ID value 480 cannot be located in the L2ID table 4005 for
the received TCP SYN data packet. In this situation, the data
pathunit 3205 forwards a conventional 5-tuple value 170 for
the packet to the classifier 340 and a non-matched L2ID
value indicating that a L.2ID value could not be found for the
received data packet. The classifier receives the packet’s
S-tuple value and non-matched L2ID value and attempts to
locate a matching table entry 510 for the packet in the
flow-classification table 500. Since the received TCP SYN
data packet corresponds to a new data flow, the classifier
does not locate a matching table entry 510. Thereafter, the
classifier 340 allocates a flow-ID value 540 for the new data
flow and selects a packet processor 350 to perform DPI
services for the data flow, at step 725. The classifier may
select the flow-ID value 540 from a “pool” of available
values, or may employ any other technique for selecting
both the flow-ID value and packet processor. Next, at step
730, the classifier 340 sends the received TCP SYN data
packet 250 and its allocated flow-ID value 540 to the
selected packet processor 350.

[0087] At step 735, the packet processor 350 receives the
flow-1D value 540 from the classifier 340 and creates a new
table entry 610 in its processor-state table 600 for the new
data flow. Alternatively, the packet processor may use the
received flow-ID value 540 to locate an existing, unused
table entry 610 matching the flow-ID value. In either case,
the packet processor updates the contents of the data flow’s
processor-state table entry 610 based on the contents of the
received TCP SYN data packet. For example, the packet
processor may store, among other things, the TCP SYN data
packet’s TCP sequence number 255, destination P-MAC
address and upstream MPLS label stack 260 in appropriate
fields 630-650 of the table entry 610.

[0088] Next, at step 740, the packet processor 350 creates
a new “*” table entry 510q in the flow-classification table
500 for the new data flow. The “*” table entry stores the
conventional 5-tuple 520 extracted from the TCP SYN data
packet 250. The table entry 510a also stores a wildcard (“*”)
L2ID value 530 as well as the flow-ID value 540 allocated
for the data flow. At step 745, the TCP SYN data packet 250
is forwarded to the data path unit 320a, then to the physical
access unit 310a, where the packet is transmitted to its
next-hop destination in the MPLS/VPN provider network
210. Notably, if the SCE 300 is configured to receive a copy
of the TCP SYN data packet 250, e.g., from a line splitter,
SPAN port, or the like, then step 745 may not be necessary.

[0089] At step 750, a downstream TCP SYN/ACK data
packet 270 sent from a provider device, such as P1, is
received at the physical access unit 310a. Here, the TCP
SYN/ACK data packet 270 corresponds to a downstream
unidirectional tunnel used to transport data traffic for the
same application that established the upstream unidirec-
tional tunnel containing the previously-received TCP SYN
data packet 250. The physical access unit 310a forwards the
received TCP SYN/ACK data packet to the data path unit
320a. At step 755, the data path unit 320a extracts the TCP
SYN/ACK data packet’s destination PE-MAC address and
downstream MPLS label stack 280 (VPN label 282) and
uses these extracted values to look up the packet’s associ-
ated L2ID value 440 stored in the L2ID table 400a. The
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L2ID value 440 and the packet’s conventional 5-tuple value
170 may be forwarded to the classifier 340 for processing.

[0090] In response to receiving the TCP SYN/ACK data
packet’s L21D value 440 and 5-tuple value, the classifier 340
generates a 6-tuple by combining the received L2ID and
S-tuple values. At step 760, the classifier uses the generated
6-tuple to index a matching table entry 510 in its flow-
classification table 500. In particular, because the S5-tuple
extracted from the TCP SYN/ACK data packet 270 is the
same as the S-tuple that was extracted from the previously-
received TCP SYN data packet 250, the TCP SYN/ACK
data packet’s 6-tuple matches the “*” table entry 510a in the
flow-classification table. That is, the “*” table entry 510a
stores the 5-tuple 520 stored in the TCP SYN and SYN/ACK
data packets and also stores a wildcard L.2ID value 530 that,
by definition, matches the TCP SYN/ACK data packet’s
L2ID value 440.

[0091] At step 765, the classifier 340 identifies the flow-ID
value 540 and packet processor 350 identified in the “*”
table entry 510a. Then, at step 770, the received TCP
SYN/ACK data packet 270 and its associated flow-1D value
are forwarded to the identified packet processor. After
receiving the flow-ID value 540 for the TCP SYN/ACK data
packet, the packet processor verifies that the downstream
TCP SYN/ACK data packet 270 matches the previously-
received upstream TCP SYN data packet 250, at step 775.
More specifically, the packet processor determines whether
the TCP SYN and SYN/ACK data packets correspond to
opposing unidirectional tunnels in the same VPN. To that
end, the processor compares protocol-specific information,
such as the TCP sequence numbers, stored in the upstream
and downstream data packets 250 and 270. For example, if
the packet processor determines that the downstream TCP
SYN/ACK data packet 270 contains a TCP sequence num-
ber 275 equal to X+1 and the previously-received TCP SYN
data packet 250 stored a TCP sequence number 255 equal to
X, then the TCP SYN and SYN/ACK data packets may be
determined to match.

[0092] After verifying that the TCP SYN and SYN/ACK
data packets 250 and 270 match, at step 780 the packet
processor associates the TCP SYN data packet’s destination
P-MAC address 640 and upstream MPLS label stack 650
with the L2ID value 440 identified for the TCP SYN/ACK
data packet 270. At step 785, the packet processor updates
the L2ID table 4005 to indicate that the L2ID value 440 of
the TCP SYN/ACK data packet 270 has been associated
with the P-MAC address and upstream MPLS label stack of
the TCP SYN data packet 250. Accordingly, the packet
processor may add a new table entry 450 in the L.2ID table
4005, such that the new table entry stores the TCP SYN data
packet’s P-MAC address 460 and upstream MPLS label
stack 470 as well as a L.2ID value 480 equal to the L2ID
value 440 identified for the TCP SYN/ACK data packet 270.
As a result, both of the TCP SYN and SYN/ACK data
packets 250 and 270 are associated with a common [2ID
value.

[0093] At step 790, the packet processor 350 removes the
“* table entry 510a from the flow-classification table 500
and replaces it with a new table entry 5105 that associates
the TCP SYN and SYN/ACK data packet’s conventional
S-tuple with their common L2ID value. Next, at step 795,
the TCP SYN/ACK data packet 270 is forwarded to the data
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path unit 3205, then to the physical access unit 3205, and the
packet is transmitted to an appropriate PE device 230 in the
provider network 210. Notably, if the SCE 300 is configured
to receive a copy the TCP SYN/ACK data packet 270, e.g.,
from a line splitter, SPAN port, or the like, then step 795 may
not be necessary. The sequence ends at step 799.

[0094] FIG. 8 illustrates a sequence of steps that the SCE
300 may employ for performing stateful 6-tuple flow-
classification and DPI services in the exemplary MPLS/VPN
provider network 210. The sequence starts at step 800 and
proceeds to step 810 where a data packet is received at a
physical access unit 310 in the SCE 300. At step 820, a data
path unit 320 in the SCE looks up a L2ID value for the
received packet using an appropriate L.2ID table 400. Spe-
cifically, a destination MAC address and MPLS label stack
may be extracted from the received data packet, and the
extracted MAC address and MPLS label stack together may
be used to identify a L2ID value in the [.2ID table.

[0095] Next, at step 830, the classifier 340 in the SCE
creates a 6-tuple consisting of the received data packet’s
conventional 5-tuple and its identified L2ID value. The
classifier uses the 6-tuple to locate a flow-classification table
entry 510 containing the same set of 6-tuple values. At step
850, the classifier identifies a flow-1D value 540 and a packet
processor 350 based on the contents of the located table
entry 510. At step 860, the flow-ID value 540 and received
data packet are forwarded to the identified packet processor
350. Then, at step 870, the packet processor receives the
flow-ID value 540 and uses the flow-ID value to locate a
matching table entry 610 in its processor-state table 600. The
packet processor performs DPI services for the received data
packet based on state information 660 stored in the matching
processor-state table entry 610. At step 880, the received
data packet is forwarded to its next-hop destination in the
MPLS/VPN provider network 210. The sequence ends at
step 890.

[0096] Advantageously, the present invention may be
implemented in hardware, software, firmware or various
combinations thereof without departing from the spirit and
scope of the invention. Further, the invention may be
deployed in various network topologies in which conven-
tional 5-tuple flow classification prevents DPI services from
applying a consistent set of application-level policies to
unidirectional tunnels established for use by the same appli-
cation.

[0097] The foregoing has been a detailed description of
illustrative embodiments of the invention. Various modifi-
cations and additions can be made without departing from
the spirit and scope of the invention. For example, although
the illustrative embodiment is configured to match an
upstream TCP SYN data packet 250 with a corresponding
downstream TCP SYN/ACK data packet 270 based on their
respective TCP sequence numbers 255 and 275, those
skilled in the art will appreciate that the inventive technique
is more generally applicable for matching upstream and
downstream data packets using various protocols and pro-
tocol-specific information. The protocol-specific informa-
tion may correspond to any protocol in which an upstream
data packet transports first information that can be correlated
with second information transported in a downstream data
packet sent in response to the upstream data packet. For
example, in alternative embodiments, the protocol-specific
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information may correspond to, for example, L2TP session
identifiers and/or tunnel identifiers, UDP sequence numbers,
and so forth.

[0098] Further, while the PE devices described herein are
PHP-enabled devices, those skilled in the art will appreciate
that the inventive principles herein apply equally to non-
PHP enabled implementations. Additionally, although the
illustrative embodiment assumes a one-to-one correspon-
dence between customer sites 220 and VPN, those skilled
in the art will understand that the technique also may be
deployed in networks in which customer sites are permitted
to participate in more than one VPN.

[0099] Tt is expressly contemplated that the teachings of
this invention can be implemented as software, including a
computer-readable medium having program instructions
stored thereon, hardware, firmware, electromagnetic signals
carrying instructions for execution by a processor, or any
combination thereof. More generally, the inventive tech-
nique may be implemented in various combinations of
hardware and/or software. Accordingly, this description is
meant to be taken only by way of example and not to
otherwise limit the scope of the invention.

What is claimed is:

1. A method for applying application-level policies to a
plurality of unidirectional tunnels in a computer network,
the method comprising:

receiving a first data packet from a first unidirectional
tunnel, the first data packet containing first protocol-
specific information;

receiving a second data packet from a second unidirec-
tional tunnel, the second unidirectional tunnel estab-
lished in an opposite direction relative to the first
unidirectional tunnel, the second data packet containing
second protocol-specific information;

determining whether the first and second data packets
transport data in the same virtual private network
(VPN); and

determining, in response to determining that the first and
second data packets transport data in the same VPN,
whether the first and second unidirectional tunnels are
established for use by the same application based on the
first and second data packets’ contained first and sec-
ond protocol-specific information.

2. The method of claim 1, further comprising:

associating the first and second unidirectional tunnels
with a set of application-level policies; and

applying the set of application-level policies to data
packets in the first and second unidirectional tunnels.
3. The method of claim 2, further comprising:

using deep-packet inspection (DPI) services to apply the
set of application-level policies to data packets in the
first and second unidirectional tunnels.

4. The method of claim 1, further comprising:

associating, in response to determining that the first and
second data packets transport data in the same VPN, the
first and second unidirectional tunnels with a common
layer-2 identification (L2ID) value.
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5. The method of claim 4, further comprising:
receiving a third data packet;

associating the third data packet with a corresponding
L2ID value; and

classifying the third data packet as belonging to a par-
ticular data flow based on the L2ID value associated
with the third data packet.

6. The method of claim 5, further comprising:

generating a 5-tuple associated with the third data packet,
the 5-tuple consisting of a protocol identifier, a source
address, a destination address, a source port number
and a destination port number stored in the third data
packet;

combining the generated 5-tuple with the L2ID value
associated with the third data packet, thereby creating
a 6-tuple for the third data packet; and

using the 6-tuple to classify the third data packet as
belonging to the particular data flow.

7. The method of claim 5, further comprising:

applying, in response to classifying the third data packet
as belonging to the particular data flow, a set of
application-level policies to the third data packet, the
set of application-level policies being associated with
the particular data flow.

8. The method of claim 1, wherein the computer network
is a Multi-Protocol Label Switching/Virtual Private Network
(MPLS/VPN) configured computer network.

9. The method of claim 1, wherein the first data packet is
a Transmission Control Protocol (TCP) SYN data packet
and the second data packet is a TCP SYN/ACK data packet.

10. The method of claim 9, wherein the first and second
protocol-specification information are TCP sequence num-
bers.

11. A network node configured to apply application-level
policies to a plurality of unidirectional tunnels in a computer
network, the network node comprising:

means for receiving a first data packet from a first
unidirectional tunnel, the first data packet containing
first protocol-specific information;

means for receiving a second data packet from a second
unidirectional tunnel, the second unidirectional tunnel
established in an opposite direction relative to the first
unidirectional tunnel, the second data packet containing
second protocol-specific information;

means for determining whether the first and second data
packets transport data in the same virtual private net-
work (VPN); and

means for determining, in response to determining that
the first and second data packets transport data in the
same VPN, whether the first and second unidirectional
tunnels are established for use by the same application
based on the first and second data packets’ contained
first and second protocol-specific information.

12. The network node of claim 11, further comprising:

means for associating the first and second unidirectional
tunnels with a set of application-level policies; and
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means for applying the set of application-level policies to
data packets in the first and second unidirectional
tunnels.

13. The network node of claim 11, further comprising:

means for associating, in response to determining that the
first and second data packets transport data in the same
VPN, the first and second unidirectional tunnels with a
common layer-2 identification (L.2ID) value.

14. The network node of claim 13, further comprising:

means for receiving a third data packet;

means for associating the third data packet with a corre-
sponding [.2ID value; and

means for classifying the third data packet as belonging to
a particular data flow based on the L.2ID value associ-
ated with the third data packet.

15. The network node of claim 14, further comprising:

means for generating a 5-tuple associated with the third
data packet, the 5-tuple consisting of a protocol iden-
tifier, a source address, a destination address, a source
port number and a destination port number stored in the
third data packet;

means for combining the generated 5-tuple with the L2ID
value associated with the third data packet, thereby
creating a 6-tuple for the third data packet; and

means for using the 6-tuple to classify the third data
packet as belonging to the particular data flow.
16. A network node configured to apply application-level
policies to a plurality of unidirectional tunnels in a computer
network, the network node comprising:

a first physical access unit adapted to receive a first data
packet from a first unidirectional tunnel, the first data
packet containing first protocol-specific information;

a second physical access unit adapted to receive a second
data packet from a second unidirectional tunnel, the
second unidirectional tunnel established in an opposite
direction relative to the first unidirectional tunnel, the
second data packet containing second protocol-specific
information; and

a packet processor configured to perform the steps of:

determining whether the first and second data packets
transport data in the same virtual private network
(VPN); and

determining, in response to determining that the first
and second data packets transport data in the same
VPN, whether the first and second unidirectional
tunnels are established for use by the same applica-
tion based on the first and second data packets’
contained first and second protocol-specific informa-
tion.
17. The network node of claim 16, wherein the packet
processor is further configured to perform the steps of:

associating the first and second unidirectional tunnels
with a set of application-level policies; and

applying the set of application-level policies to data
packets in the first and second unidirectional tunnels.
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18. The network node of claim 16, wherein the packet
processor is further configured to perform the step of:

associating, in response to determining that the first and
second data packets transport data in the same VPN, the
first and second unidirectional tunnels with a common
layer-2 identification (L2ID) value.

19. The network node of claim 16, further comprising:

a data path unit configured to identify layer-2 identifica-
tion (L2ID) values for data packets received at the first
and second physical access units.

20. The network node of claim 19, further comprising:

a classifier configured to classify a received data packet as
belonging to a particular data flow based on a L2ID
value identified by the data path unit.

May 31, 2007

21. The network node of claim 20, wherein the classifier
is configured to classify the received data packet by per-
forming the steps of:

generating a S-tuple associated with the received data
packet, the 5-tuple consisting of a protocol identifier, a
source address, a destination address, a source port
number and a destination port number stored in the
received data packet;

combining the generated 5-tuple with the L2ID value
identified for the received data packet, thereby creating
a 6-tuple for the received data packet; and

using the 6-tuple to classify the received data packet as
belonging to the particular data flow.
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