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[0020] In one embodiment, the communication hub 202 transmits a page message 204 at
regular intervals, providing its device identification number, e.g., ID1. The page message 204
is transmitted to allow other devices 100 to identify the existence of the transmitting device
at a particular location. A user device 100 can receive the page message 204 as a wireless
communication through its radio system 114, 118, 122, and may wake up the user device
microprocessor 102 and process or store the page message 204 and communication hub
identification. The decision to process or store can be based, for example, on the application
that is being implemented using the communication hub and user devices, such as a stored
value card, a point collection system for a game, or the implementation of a consumer
product information collection system. The communication hub device 202 may also store
the responses from the uscr device 100, which may contain information about the user

device 100.

[0021] Inone embodiment the ID and associated information is automatically collected
and stored as the device 100 moves into and then stays within proximity of the

communication hub 202, for example when browsing at a retail location.

[0022]  Aninput gesture from the user device 100 may flag the stored ID and associated
information as important or particularly relevant to the user, for example when collecting

product information from a product on display at a retailer.

[0023] Inanother embodiment the device 100 being within proximity of the
communication hub device 202 authenticates the user to access the communication hub
device 202 to access the user’s account, for example on an online banking portal or an online

shopping portal.

[0024]  Alternatively, an input gesture from the user device 100 can provide a final level
of authorization to an application being executed on the communication hub device 202
allowing the user to access the user’s account on the communication hub device 202, or
complete a transaction in an online shopping transaction on the communication hub device

202.
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[0025]  Storage in various embodiments is to memory in the user device 100, typically
implemented as EEPROM or flash memory. Upon receipt of the page message 204 the user
device 100 knows that it is within range of the communication hub 202. In various
embodiments, the user device 100 provides a signal to the user to indicate that the device
100 is in communication with the communication hub 202. This may include, for example, a

flash of light from light 108, a buzz from buzzer 126 or a vibration from vibration motor 112.

[0026] Fig. 3 illustrates an embodiment in which the user device 100 responds to the page
message 204 and sends an acknowledgment message 306 to the communication hub 202.
The communication hub 202 responds with a session key and time to live message 308 to be
used to disambiguate future communications. The session key is valid for the amount of
time in the time to live field. The communication hub 202 may perform other actions based
upon the receipt of the acknowledge message 306, such as initiating a transaction in a retail
system, performing a database lookup, unlocking the user device 100, logging into the user’s
account being accessed by the browscer running on the uscr device 100, and recording the
presence of the user device 100 in proximity to the communication hub in a loyalty card
application. The user device 100 has a number of sensors and actuators integrated with one
or more radio transceivers 114, 118, 122. It can be used to provide user interaction to
multiple applications where the application (business) logic is implemented on a computer
system remote to the user device 100. In such embodiments, performing a gesture such as a
double tap (tap-tap), pushing a button 106 or simply being in a particular place or
combination of place and time can cause the business logic to implement a particular action
which is dependent on the user, the location, the gesture performed, the date and time and
the presence or absence of other co-located users. The business logic is responsible for
determining and implementing the required action based on the collection of information
including, for examplc, the location, the gesturc performed, the date and time and the

presence or absence of other co-located users, collectively called the users context.

[0027]  Fig. 4 illustrates an embodiment in which the user device 100 explicitly sends

information 410 to the communication hub 202. This may bec in response to a user gesture
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command, for example. The communication hub 202 may then act on the information 410 in
some way. In one embodiment, the communication hub 202 explicitly acknowledges receipt

or the information with an acknowledge message 412.

[0028]  This example illustrates the use of sequence numbers, which in one embodiment
are monotonically increasing numbers generated by both sides of the communication
starting with the user device 100 in the initial acknowledge message 306. Sequence numbers
are used to detect lost messages. The user device 100 or the communication hub 202
maintains records of the last sequence number transmitted to and the last sequence number
received from the other party. If the series of monotonically increasing sequence numbers is
broken then the party identifying the break knows that a message has been transmitted but
not received. This fact is revealed at the application layer on both devices and any
corrective action is up to the application to implement. Possible corrective action could be to

implement a reliable transport protocol like TCP or TP4 or to ignore the message.

[0029]  Fig. 5 illustrates an embodiment in which, some time after the initial generation of
a session key, the communication hub sends the user device 100 a request message 510. This
could occur in a payment system where the request is a request for payment based on an
out-of-band (human to human) communication. The user device 100 can choose to ignore
the request if, for example, it is not addressed to it or if it is for a transaction that the user
does not wish to complete; or reply to the request with an information message 512
providing the requested information. The structure of the content of the request 510 and the

information messages are application dependent.

[0030] Fig. 6 illustrates a scenario where the user device 100 sends a request message 610
to the communication hub device 202. The message 610 could relate to the user device 100
approving a transaction being executed on the communication hub device. The user device
100 might continue to send this message until it received a message from the communication
hub device 202 that the message had been received. Alternatively, the message could be
related to a retail application and contain a request for a pre-defined order at a coffee shop.

The communication hub 202 would send back a confirmation message 612 confirming the
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request and optionally providing additional information. Additional information could be
cost, expected wait time, advertising material about the product, loyalty points earned, etc.
In some situations the communication hub may send a request 614 to the user device 100
asking for payment. The user device 100 would send back an information message 616

containing the required payment information.

[0031] In various embodiments, communication between the user device and
communication hub is initiated upon user input of a gesture. In various embodiments, and
referring to Fig. 7, recognizing a gesture begins with sampling 702 the parameter that the
sensor measures at intervals higher than the Nyquist rate of the gesture to be captured.
Device 100 then uses a dynamic time warping algorithm (DTW) to correlate 704 the samples
with templates for each gesture to be recognized and determine a correlation coefficient and
error value. If 706 the correlation coefficient exceeds a pre-determined threshold and the
error value is below a pre-determined threshold, then the gesture is classed 708 as
recognized. If 706 none of the classification tests are satisfied then further samples are taken

710 from the sensor and the process repeated until a gesture is matched.

[0032] Ina microprocessor implementation, in one embodiment a wake-on-change
function is used to wake up the microprocessor 102 when the sensor value exceeds a

predefined value, allowing power to be conserved.

[0033] The device 100 may detect a range of different gestures for different actions, e.g.,
tap-tap for retail shopping transactions, a wave to auto-fill web forms, a key-unlock gesture
to approve online payments or get access to secure accounts. In each case it is advantage of
this invention is that a gesture can be defined which relates to the action be actuated and
hence is intuitive for the user, reducing user resistance and providing them with an

increased sense of security.

[0034] The device may also include other sensors for the user to provide additional input
to the device, for example biometric input sensors including but not limited to fingerprint
scanner, microphone with voiceprint analysis, touchpad with signature recognition, retinal

scanner, etc., to further authenticate the user; or push buttons, and actuators for the device
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to provide feedback to the user, for example indicator lights, auditory indicators (buzzers)

and tactilc indicators (vibrators).

[0035] Once a gesture has been recognized the device 100 executes its stored program
logic to respond to the gesture. Operations in response to a recognized gesture may include
one or more of making a noise; flashing a light or using other actuators built into the device;
transmitting information through a wireless link built into the device to a person or another
computer system to effect a change in the environment, for example open a door, make a
payment, or to control the actuators on the device, for example flash a light, make a noise or

vibrate.

[0036] The actuators can be used to provide feedback based on the use of the gesture
recognition, the use of the buttons, or in response to a communication received from the

wireless connection.

[0037] The device can use its radio transceiver 114, 118, 122 to send or listen for periodic
beacon messages and may interact with a remote person or computer system without the
need for a gesture-based Lrigger (the presence of the device in a particular location may be

sufficient to initiate the interaction and can be considered a degenerate gesture “do nothing’).

[0038] A further aspect is the ability to disambiguate user responses in crowded
environments. In retail or other environments ambiguity can arise when two or more

devices are simultaneously within range of a payment terminal.

[0039] Inone embodiment, when a device comes within range of a payment terminal it
communicates with the terminal in response to a terminal broadcast message. The terminal
responds to the device with a session key. Multiple session keys can be active for a vendor
terminal and multiple devices at one time. When a payment is requested by the vendor, the
vendor terminal broadcasts the request including the scssion key. Only the device holding
that matching session key responds to authorize the payment (using an existing stored value
card protocol). If a vendor cannot differentiate between several devices currently enrolled,

the vendor terminal can use the instantaneous relative signal strength of the connections to
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each device to determine the device closest to the vendor terminal (using an algorithm based
on the distribution of relative signal strengths of all the devices with active session keys) and
send the payment request using that devices session key. If there is no clear closest device
then, the vendor can ask the customer currently being served to tap-tap their device, thus
clearly identifying to the vendor terminal the session key associated with the transaction.

The payment request can then be sent to the device with the associated session key.

[0040] Inan alternate disambiguation system the payment request is sent to all devices
with active session keys and only the device that corresponds to the user being served at the
front of the queue responds. If the vendor terminal received multiple responses within a
time window from the payment request then it disregards all responses and re-issues the
payment request and repeats the process until it receives only one response within the time
window. This allows for human social protocols to provide disambiguation and also allows

for ‘someone else to pick up your tab’.

[0041]  In the case of multiple vendor terminals, multiple payment requests can be
received by a single device in a small time window. The disambiguation process takes place
on the device where the device looks at the relative signal strength of the connection with
each vendor terminal and only responds to the payment request with the highest relative
signal strength. If the relative signal strengths are similar then the device responds to none
of the request and waits for the vendor terminal to re-issue the payment request. A human
social protocol can then be used to remove the ambiguity (for example in a crowded market
situation the vendor could ask the customer to move closer to the vendor terminal to remove

the payment ambiguity).

[0042] Alternate disambiguation technologies can be used. For example biometric facial
identification data can be stored on the device and transferred to the vendor terminal when
an enrollment occurs. The vendor terminal uses a low cost video camera to capture the facial
image of the customer immediately in front of the terminal (the one being served). The

biometric is used to match with the biometric supplied by the device and the payment

10

Petitioner Samsung Ex-1004, 0406



WO 2013/093638 PCT/IB2012/003048

request is sent with the matching session key. If no biometrics match then a potential fraud

alert can be generated.
[0043] Examples of applications and services include:
[0044] Examplel

[0045] Inone embodiment, a payment system includes the device 100 located in a credit
card form factor with two user pushable buttons 106 on the card and an audio actuator
(buzzer) 110. The first time a user goes to a retailer, she takes out the card. For the local gas
station, she pushes the “Connect Pay” button 106. The cashier also pushes his Connect Pay
button and completes the first time authorization. From then on, the user can use a tap-tap
or other gesture on her wallet (still in her pocket or hand bag) to pay for transactions.
Through-the-wallet tapping works by using an accelerometer 104 in the card stored in the
wallet to detect the accelerations associated with the displacement of the wallet when
tapped. The dynamic time warping algorithm is then used to match the accelerometer 104
output against a series of templates associated with different gestures (e.g. tap tap-tap, TAP-
tap, tap-tap-tap, tap-tap .... tap, etc.) when a match is found a predefined (application

dependent) action takes place.

[0046] Inanother embodiment, a user may log into their laptop and identify through a
browser application certain goods that they would like to buy, at which point the
application will request that they enter certain personal information such as name, address
and credit card details. The user can then wave their wallet in which is held the user device
100 in a swiping gesture in order to “autofill” the personal data. The browser application
will then ask the user to approve the purchase as a final check before processing payment

and executing an order.

[0047]  The user can then twist the hand holding the wallet in a “key-unlock” gesture as a

means of approval.
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[0048] In another embodiment, the user can wave the device 100 over a tablet or
smartphone to provide personal information such as medical records or a history of recent

personal activity such as exercise routine.

[0049] Inanother embodiment, the user can twist the hand holding the wallet in a “key-
unlock” gesture over a laptop, smartphone or tablet as a means to further provide security
information to the bank for a secure log-on or approval of a transaction. Security
information may include username and password, a secure verifiable code such as a one

time key, or other personal information.

[0050] In another embodiment, a user visits a café, and the first time she pushes the share
button 106, a message is communicated from the user device 110 to the communication hub
202 giving the café permission to track the user’s shopping while at their store, signing them
up to their loyalty program. The user also has to push the Connect Pay button 106 on his
device to complete the authorization process. The user can then tap-tap his wallet to pay for
small transactions, plus he shares his spending and coffee preferences with the cafe, or any
one of the shops in the chain. In one embodiment the user can also pre-order while waiting

in the line.
[0051] Example 2: Exchanging simple information between two friendly devices.

[0052] In this example a user bumps into a colleague while out for a walk in the park and

is introduced to her friend.

[0053] To share user configurable contact information the user makes a tap-tapped
gesture on her purse while it is still in her bag, as does the other party. The two wireless
devices in their wallets or purscs discover cach other and share contact information, such as

social network identities, across the wireless link.

[0054] When the user arrives home, the device 100 communicates with her home
computer system (the communication hub) 202 and records the contact information for later

use. Her new friend does not have a home computer system — her device uses her mobile
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phone to save the contact information for later use. The information is stamped with the

datc of the encounter and if available the location of the encounter.
[0055] Location specific information exchange

[0056] Embodiments also include the option of modifying the environment to alert users
that the device 100 can be used at a particular location. Modifications include a variable
message display triggered by the reception of a radio message from the device or a graphic

symbol and/or words in a sign or logo.

[0057] For example, a “Tap-Tap” symbol sign in a store window or near merchandise
can indicatc that a gesturce to the device 100 (a tap-tap) could initiatc a wircless conncction to

a computer or person associated with the location or merchandise.

[0058]  The activity associated with the gesture is dependent on the context the gesture is
pcrformed in and on pre-stored uscr preferences. For example a tap-tap gesturc when
standing near a product displaying a Tap-Tap symbol could be configured in user
preferences to e-mail information about the associated product to the user for one user; for
another user it could be configured to load product information immediately into the user’s
smart phone; for another user it could be configured to request a sales call between 3:00 PM
and 5:00 PM on the following day. What it does is dependent on the business logic and on

the user’s preferences.

[0059] Inone example a gesture may gather information from the environment about the
product in close proximity to the user (using short range radio location by adjacency, GPS or

some other location technology) to establish his location.

[0060] Inanother example a gesture may request a staff member assist a customer at a

location in a busy store, queuing in the system for the next available shop assistant.

[0061] Inanother example the gesture may provide information to the merchant along
with a request to be contacted later about the product or service. These scenarios can be

generalized to the provision and/or collection of information associated with a location and
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with potential additional context such as user preferences and merchant/provider

preferences based on a gesture performed by the user using the device.

[0062] Inanother example the gesture may provide customer information to a merchant

for use in a loyalty program.
[0063] Feedback

[0064] A further aspect involves using the device to provide feedback to the user based

on context, uscr preferences and other externalities.
[0065] Example3

[0066] When the device is used to make a payment in response to a user gesture, an
audio response is provided to indicate that the payment has been successful or not
successtul. If successful the tone and cadence of the feedback response can be altered to

indicate a low balance in the users account.
[0067] Example4

[0068] Inan industrial setting the device can be used to warn of the presence of
hazardous areas by vibrating or beeping to alert the user when the user moves within a pre-
determined range of a transceiver located in the environment. A gesture to the device can be

uscd to acknowledge the receipt of the warning.

[0069]  Other variations of feedback can be constructed for other applications and other

feedback actuators.

[0070] The present invention has been described in particular detail with respect to a
limited number of embodiments. Those of skill in the art will appreciate that the invention

may additionally be practiced in other embodiments.

[0071]  Within this written description, the particular naming of the components,
capitalization of terms, the attributes, data structures, or any other programming or
structural aspect is not mandatory or significant, and the mechanisms that implement the

invention or its features may have different names, formats, or protocols. Further, the
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system may be implemented via a combination of hardware and software, as described, or
cntirely in hardware clements. Also, the particular division of functionality between the
various system components described herein is merely exemplary, and not mandatory;
functions performed by a single system component may instead be performed by multiple
components, and functions performed by multiple components may instead be performed

by a single component.

[0072] Some portions of the above description present the feature of the present
invention in terms of algorithms and symbolic representations of operations on information.
These algorithmic descriptions and representations are the means used by those skilled in
the art to most effectively convey the substance of their work to others skilled in the art.
These operations, while described functionally or logically, are understood to be
implemented by computer programs. Furthermore, it has also proven convenient at times,
to refer to these arrangements of operations as modules or code devices, without loss of

generality.

[0073] It should be borne in mind, however, that all of these and similar terms are to be
associated with the appropriate physical quantities and are merely convenient labels applied
to these quantitics. Unless specifically stated otherwise as apparcent from the present
discussion, it is appreciated that throughout the description, discussions utilizing terms such
as “selecting” or “computing” or “determining” or the like, refer to the action and processes
of a computer system, or similar electronic computing device, that manipulates and
transforms data represented as physical (electronic) quantities within the computer system

memories or registers or other such information storage, transmission or display devices.

[0074] Certain aspects of the present invention include process steps and instructions
described herein in the form of an algorithm. It should be noted that the process steps and
instructions of the present invention could be embodied in software, firmware or hardware,
and when embodied in software, could be downloaded to reside on and be operated from

different platforms used by real time network operating systems.
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[0075]  The present invention also relates to an apparatus for performing the operations
herein. This apparatus may be specially constructed for the required purposes, or it may
comprise a general-purpose computer selectively activated or reconfigured by a computer
program stored in the computer. Such a computer program may be stored in a computer
readable storage medium, such as, but is not limited to, any type of disk including floppy
disks, optical disks, DVDs, CD-ROMSs, magnetic-optical disks, read-only memories (ROMs),
random access memories (RAMs), EPROMs, EEPROMSs, magnetic or optical cards,
application specific integrated circuits (ASICs), or any type of media suitable for storing
electronic instructions, and each coupled to a computer system bus. Furthermore, the
computers referred to in the specification may include a single processor or may be

architectures employing multiple processor designs for increased computing capability.

[0076] The algorithms and displays presented herein are not inherently related to any
particular computer or other apparatus. Various general-purpose systems may also be used
with programs in accordance with the teachings herein, or it may prove convenient to
construct more specialized apparatus to perform the required method steps. The required
structure for a variety of these systems will appear from the description above. In addition,
the present invention is not described with reference to any particular programming
language. Itis appreciated that a variety of programming languages may be used to
implement the teachings of the present invention as described herein, and any references to
specific languages are provided for disclosure of enablement and best mode of the present

invention.

[0077]  Finally, it should be noted that the language used in the specification has been
principally selected for readability and instructional purposes, and may not have been
selected to delineate or circumscribe the inventive subject matter. Accordingly, the
disclosure of the present invention is intended to be illustrative, but not limiting, of the

scope of the invention.

[0078] We claim:
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CLAIMS

1. A device comprising:

an accelerometer;

a microprocessor, coupled to the accelerometer, configured to identify one of a
plurality of possible gestures according to data received from the accelerometer;

a button, coupled to the microprocessor, for receiving user input; and

a radio transceiver, coupled to the microprocessor, configured to communicate with
a communication hub;

wherein the microprocessor is further configured to transmit an instruction via the
radio transceiver to the communication hub, the instruction selected according to

an identity of the communication hub and the identified gesture.

2. The device of claim 1 further comprising a light coupled to the microprocessor,
and wherein the microprocessor is further configured to illuminate the light in conjunction

with transmitting the instruction.

3. The device of claim 1 further comprising a buzzer coupled to the microprocessor,
and wherein the microprocessor is further configured to sound the buzzer in conjunction

with transmitting the instruction.

4. The device of claim 1 further comprising a vibration motor coupled to the
microprocessor, and wherein the microprocessor is further configured to cause the vibration

motor to vibrate in conjunction with transmitting the instruction.

5. The device of claim 1T wherein the radio transceiver is an ultra-wideband through-

body transceiver.

6. The device of claim 1 wherein the radio transceiver is a 2.4 GHz radio transceiver.

17
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7. The device of claim 1 wherein the identified gesture includes movement of the

device according to a predefined pattern.

8. The device of claim 1 wherein the identified gesture includes a tapping of the

device according to a predefined pattern.

9. A method for providing a service to a device, the method comprising:

receiving at a communication hub an instruction from the device of claim 1, the
instruction including a request for authorization; and

responsive to the request, transmitting a response to the device authorizing the

device to engage in a financial transaction using the communication hub.
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(57) Abstract: Methods, systems and devices for providiug relevant user in-
formation to devices within proximity of a user. A wireless identity transmit-
ter associated with the user periodically broadcasts messages that include ob-
scured identifiers. A proximate proximity broadcast receiver may receive and
relay the broadcast messages to a central server which may process the in-
cluded information. Based on categories related to the proximity broadcast re-
ceiver and the user, the central server may identify subsets of stored profile
information about the user that are relevant to the proximity broadcast receiv-
er. The central server may transmit relevant profile information to devices 1o
assist in activities associated with the proximity broadcast receiver. {n an em-
bodiment, the central server may only wransit relevant profile inlormation that
is authorized by the user via permissions associated with the profile. Further,
the central server may transmit payment authentication profile intormation for
use by point-of-sale devices within proximity of the user.
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SYSTEM FOR DELIVERING RELEVANT USER INFORMATION BASED
ON PROXIMITY AND PRIVACY CONTROLS

RELATED APPLICATIONS

[0001] The present application is a continuation-in-part of and claims priority to
U.S. Patent Application No. 13/773,379, titled “Platform for Wireless Identity
Transmitter and System Using Short-Range Wireless Broadcasts,” filed February
21, 2013 and U.S. Patent Application No. 13/773,336, titled “Preserving Security
By Synchronizing a Nonce or Counter Between Systems,” filed February 21,
2013, each of which claims the benefit of priority to U.S. Provisional Application
No. 61/601,620, filed February 22, 2012, U.S. Provisional Application No.
61/637,834, filed April 24, 2012, U.S. Provisional Application No. 61/693,169,
filed August 24, 2012, U.S. Provisional Application No. 61/670,226, filed July
11, 2012, U.S. Provisional Application No. 61/701,457, filed September 14,
2012, U.S. Provisional Application No. 61/713,239, filed October 12, 2012,
U.S. Provisional Application No. 61/716,373, filed October 19, 2012, U.S.
Provisional Application No. 61/717,964, filed October 24, 2012, U.S. Provisional
Application No. 61/728,677, filed November 20, 2012, and U.S. Provisional
Application No. 61/745,395, filed December 21, 2012, U.S. Provisional
Application No. 61/745,308, filed December 21, 2012, the entire contents of all

of which are hereby incorporated by reference.
BACKGROUND

[0002] Efficient, directed customer service is often difficult for merchants,
retailers, and other businesses to accomplish. For market or service models that
utilize numerous locations and customer service representatives, merchants may
not be able to immediately address and attend to customers with seamless, “high
touch” service. In particular, counter staff, waiters, and attendants may have to
conduct "cold start” interactions with customers to learn the customers’ identities,

preferences, and particular needs. For example, customer service personnel may

1
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have to ask many questions of customers to discover preference information,
such as favorite colors/styles of clothing, sizing information, shoe size, and other
essential data related to the customers’ experience. Merchants may benefit from
an automated process that provides such customer information to expedite,

customize, and improve dining, shopping, and other service experiences.

[0003] Further, when customers do provide essential customer information,
merchants may access non-essential customer information that is unnecessary for
serving the customer. For example, to meet with state alcohol licensing
regulations, a bartender may request to see a customer’s driver’s license to
confirm a legal drinking age and, as a result, may view the customer’s address
and other unrelated personal information. Customers may desire a more
controlled manner of delivering personal information to services that protects

privacy by only disclosing information authorized by the customers.

[0004] Additionally, retailers, merchants, and payment providers are trying to
innovate around new payment technologies and processes utilizing mobile
devices and enhanced foot traffic metrics. A key problem these providers are
trying to solve involves hands-free payment via proximity. Currently providers
are using global positioning systems (GPS) and near-field communication (NFC)
to try to achieve a hands-free payment authentication system, but each
technology has its own advantages and disadvantages. In particular, some
providers may use geofencing GPS technology to establish a virtual fence,
however GPS geofencing requires a much larger radius that what is necessarily
ideal for a payment engagement. For example many providers may use a
geofence radius of 300 feet which may place a customer into a point-of-sale
system for payment engagement when he/she is not even located within the retail
store. Additionally problematic, in an area with numerous closely positioned
retailers (e.g., a mall), retailer geofences may overlap and cause a customer to be
in proximity for payment engagement at many merchants’ stores at the same
time. Further, due to various interferences, GPS does not work well within

buildings. NFC systems may provide more granular proximity detections useful
2
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for hands-free payment engagements. However, NFC may utilize too small a
proximity for hands-free payments (e.g., less than one foot radius), and NFC
devices used in payment engagements may need to be pulled out and bumped or

come very close to point-of-sale devices (e.g., cash registers, etc.).
SUMMARY

[0005] The various embodiments provide systems, devices, and methods for
dynamically providing relevant user information to devices within proximity of a
user, such as a customer within a retail store. In general, a compact wireless
identity transmitter associated with a registered user (or customer) may be
configured to broadcast messages that include a unique and secure identification
code via a short-range wireless radio, such as a Bluetooth® Low Energy (LE)
transceiver. The identification broadcast packets (“broadcast messages™) may be
received by physically proximate proximity broadcast receivers (PBR), which
may be dedicated receivers, smartphones configured with a PBR application,
tablet computers configured with a PBR application, and stationary receivers, to
name just a few examples. The broadcast messages may be received by
proximity broadcast receivers when the wireless identity transmitter is within
reception range (e.g., within 0 to 25 feet). Proximity broadcast receivers may be
mobile (e.g., smartphones configured with a PBR application) or stationary.
Stationary proximity broadcast receivers may be positioned in strategic locations,
such as in a movie theater, in or near stores within a shopping mall, at various
locations within an amusement park, near doors of a house, and near particular
product displays within a retail store. Because the wireless identity transmitter
broadcasts short-range wireless signals, the proximity of the wireless identity
transmitter to the areas may be recognized by reception of the signals by a
proximity broadcast receiver located in the area. As the user travels through the
place (e.g., a retail store), the proximity broadcast receivers may receive

broadcast messages from user’s wireless identity transmitter.
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[0006] Proximity broadcast receivers may relay received broadcast messages,
along with other information (e.g., timestamp data, proximity information, etc.),
to a central server in the form of sighting messages. Such a central server may
use the information received in sighting messages to track the wireless identity
transmitter, and thus a user associated with that device. The central server may
maintain a database of relayed information that may represent both historical and
actively updated information for the customer’s wireless identity transmitter,
such as proximities to proximity broadcast receivers and/or point-of-sale devices
over a period. The central server may use the identification code within the
relayed messages to identify the wireless identity transmitter, and thus the user of

the device.

[0007] Once the user is identified as being within proximity of a proximity
broadcast receiver, the central server may be configured to identify profile
information associated with the user and relevant to the proximity broadcast
receiver and/or a registered service deploying the proximity broadcast receiver.
For example, the central server may identify information indicating the user’s
food preference as relevant to a restaurant deploying the proximity broadcast
receiver. In various embodiments, the central server may compare information
within profiles associated with both the user and the registered service related to
the proximity broadcast receiver to identify relevant or matching profile
information. The central server may transmit such relevant profile information to
the proximity broadcast receiver or another device associated with the proximity
broadcast receiver (e.g., another computing device within the same restaurant).
In this way. the central server may not divulge the entirety or unnecessary
information within the user’s stored profile, and thus third-parties, such as stores
and restaurants, may only gain access to information on a “need-to-know” basis.
In various embodiments, the user may provide permissions (or permissions
settings) that are stored and used by the central server to protect the privacy of
the user. For example, the central server may only identify and transmit profile

information that is authorized by the user for transmission to a particular store or

4
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type of business. Thus, the user may provide his/her information only when a
possible recipient may need the information and is authorized to receive it by the

uscer.

[0008] In another embodiment, the central server may identify and transmit
profile information that may be used to authenticate payments related to the user.
The central server may determine when the user is within proximity of a point-
of-sale device within a place, such as a cash register device within a retail store,
and may transmit payment-related profile information to the point-of-sale device.
For example, the central server may transmit a photograph or signature sample of
the user to a device for verification by a cashier. Transmitting payment
authentication information authorized by the user for delivery may promote
proximity payment authentication services, such as identification confirmation,
queuing for proximity payments, and expedited payment for goods while in line

at a cash register
BRIEF DESCRIPTION OF THE DRAWINGS

[0009] The accompanying drawings, which are incorporated herein and
constitute part of this specification, illustrate exemplary embodiments of the
invention, and together with the general description given above and the detailed

description given below, serve to explain the features of the invention.

[0010] FIG. 1 is a system diagram illustrating network components suitable for

use in various embodiments.

[0011] FIG. 2 is a communication system diagram illustrating network
components of embodiment architectures suitable for use in various

embodiments.

[0012] FIG. 3 is a process flow diagram illustrating an embodiment method for

broadcasting an identifier from a wireless identity transmitter.
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[0013] FIG. 4 is a process flow diagram illustrating an embodiment method for
a wireless identity transmitter receiving configuration settings after performing

boot-up operations.

[0014] FIG. 5 is a process flow diagram of an embodiment method for a
wireless identity transmitter performing two-way wireless communications with

a proximity broadcast receiver.

[0015] FIG. 6 is a component diagram illustrating various modules within a

mobile proximity broadcast receiver suitable for use in various embodiments.

[0016] FIG. 7 is a process flow diagram illustrating an embodiment method of a
mobile proximity broadcast receiver relaying a wireless identity transmitter’s

identifier along with other data such as a time or location.

[0017] FIG. 8 is a call flow diagram for responding to a user request for a

wireless identity transmitter’s location in accordance with various embodiments.

[0018] FIG. 9is a process flow diagram illustrating an embodiment method of

performing code within a received broadcast message.

[0019] FIG. 10 is a process flow diagram illustrating an embodiment method of
receiving an instruction from a central server in response to transmitting a

sighting message based on proximity to a wireless identity transmitter.

[0020] FIG. 11 is a process flow diagram illustrating an embodiment method for
a proximity broadcast receiver relaying a received broadcast message to and

receiving a return message from a central server.

[0021] FIG. 12 is a component diagram illustrating various modules within a

central server suitable for use in various embodiments.

[0022] FIG. 13 is a diagram illustrating a wireless identity transmitter

registration process for use in various embodiments.
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[0023] FIGS. 14A and 14B are process flow diagrams illustrating embodiment
methods for a central server to process sighting messages received from

proximity broadcast receivers.

[0024] FIGS. 15A-B are call flow diagrams illustrating communications
between a wireless identity transmitter, a proximity broadcast receiver, and a

central server in accordance with various embodiments.

[0025] FIG. 16 is a process flow diagram illustrating an embodiment method for
a central server receiving sighting messages from a proximity broadcast receiver

and transmitting return messages including various data.

[0026] FIG. 17 is a process flow diagram illustrating an embodiment method for
a central server determining whether a proximity broadcast receiver has lost a

wireless identity transmitter.

[0027] FIGS. 18A and 18C are communication system diagrams of mobile
proximity broadcast receivers in communication with a wireless identity

transmitter.

[0028] FIGS. 18B and 18D are process flow diagrams illustrating embodiment
methods for determining the location of the wireless identity transmitter in the

communication systems illustrated in FIGS. 18A and 18C, respectively.

[0029] FIG. 19 is a process flow diagram illustrating an embodiment method for

a server handling a rolling identifier.

[0030] FIG. 20 is a process flow diagram illustrating embodiment operations by
a wireless identity transmitter and a central server for transmitting and processing

rolling identifiers encrypted with an encryption algorithm.

[0031] FIG. 21A is a process flow diagram illustrating an embodiment method
for a wireless identity transmitter generating and broadcasting rolling identifier

payloads using an encryption algorithm.

7
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[0032] FIG. 21B a process flow diagram illustrating an embodiment method for
a central server receiving and handling rolling identifier payloads using an

encryption algorithm.

[0033] FIG. 22 is a process flow diagram illustrating embodiment operations by
a wireless identity transmitter and a central server for transmitting and processing

rolling identifiers using a pseudo-random function.

[0034] FIG. 23A is a process flow diagram illustrating an embodiment method
for a wireless identity transmitter generating and broadcasting rolling identifier

payloads using a pseudo-random function.

[0035] FIG. 23B a process flow diagram illustrating an embodiment method for
a central server receiving and handling rolling identifier payloads using a pseudo-

random function.

[0036] FIG. 24A is a process flow diagram illustrating an embodiment method
for a wireless identity transmitter generating and broadcasting messages with

rolling identifiers and encoded counters.

[0037] FIGS. 24B-24C are process flow diagrams illustrating embodiment
methods for a central server receiving and handling messages including rolling

identifiers and encoded counters.

[0038] FIG. 25 is a diagram illustrating an embodiment scenario including a
wireless identity transmitter in communication with a proximity broadcast
receiver, and a mobile device displaying information received from a central

SCTVET.

[0039] FIGS. 26A-26B are process flow diagrams illustrating embodiment
methods for a central server to transmit relevant profile information to a

computing device.
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[0040] FIGS. 27A-27B are diagrams illustrating embodiment data tables that
include a user’s profile information that may be stored by a central server and

transmitted in response to receiving a sighting message.

[0041] FIGS. 28A-28B are diagrams illustrating various proximity broadcast
receivers and a mobile device receiving different authorized information based

on related profiles.

[0042] FIG. 28C is a process flow diagram of an embodiment method for a

central server to identify authorized data to share based on two different profiles.

[0043] FIGS. 29A-29B are diagrams illustrating a first mobile device sharing
authorized profile information in response to receiving short-range wireless

signals from a second mobile device within proximity.

[0044] FIG. 29C is a process flow diagram of an embodiment method for a first
mobile device to share authorized profile information in response to receiving

short-range signals from a second mobile device within proximity.

[0045] FIG. 30 is an illustrative display of payment authentication information

on a local computing device in accordance with an embodiment.

[0046] FIG. 31 is a process flow diagram of an embodiment method for a central
server to transmit payment authentication information in response to receiving a

sighting message from a proximity broadcast receiver within a retail store.

[0047] FIGS. 32A-32C are process flow diagrams of embodiment methods for a
local computing device to utilize payment authentication information to conduct

transactions within a retail store.

[0048] FIGS. 33A-33B are component block diagrams of wireless identity

transmitters in accordance with various embodiments.

[0049] FIGS. 34A-34B are component block diagrams of proximity broadcast
receivers in accordance with various embodiments.
9
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[0050] FIG. 35 is a component block diagram of a mobile device suitable for

use in various embodiments.

[0051] FIG. 36 is a component block diagram of a server device suitable for use

in various embodiments.
DETAILED DESCRIPTION

[0052] The various embodiments will be described in detail with reference to
the accompanying drawings. Wherever possible, the same reference numbers
will be used throughout the drawings to refer to the same or like parts.
References made to particular examples and implementations are for illustrative

purposes, and are not intended to limit the scope of the invention or the claims.

[0053] The word “exemplary™ is used herein to mean “serving as an example,
instance, or illustration.” Any implementation described herein as “exemplary”
is not necessarily to be construed as preferred or advantageous over other

implementations.

[0054] The term “mobile device” is used herein to refer to any one or all of
cellular telephones, smart-phones (e.g., iPhone®), web-pads, tablet computers,
Internet enabled cellular telephones, WiFi enabled electronic devices, personal
data assistants (PDA’s), laptop computers, personal computers, and similar
electronic devices equipped with a short-range radio (e.g., a Bluetooth® radio, a
Peanut® radio, a WiFi radio, etc.) and a wide area network connection (e.g., an
LTE, 3G or 4G wireless wide area network transceiver or a wired connection to
the Internet). Reference to a particular type of computing device as being a
mobile device is not intended to limit the scope of the claims unless a particular

type of mobile device is recited in the claims.

[0055] The term “broadcast message” is used herein to refer to short-range
wireless broadcast signals broadcast by wireless identity transmitters (defined

below) that may include identification information (i.e., identifiers) associated

10
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with the wireless identity transmitters and/or their users. Such identifiers may be
periodically changed and encrypted, encoded, or otherwise obscured (i.e., rolling
identifiers). In various embodiments, broadcast messages may include other
identifying information, such as Bluetooth® MAC addresses and counters, which
may also be encrypted. Additionally, broadcast messages may include metadata
and other data, such as characteristics of the transmitting wireless identity
transmitter (e.g., device type), sensor data, and/or commands or other
instructions. In various embodiments, broadcast messages may be transmitted
via a wireless communication protocol, such as Bluetooth® Low Energy, WiFi,
WiFi Direct, Zigbee®, Peanut®, and other RF protocol. In various
embodiments, because of the high unreliability of certain short-range
transmission channels, broadcast messages may be single packet transmissions
limited to a certain size (e.g., 80 bits, 10 bytes, 20 bytes, etc.). For example, the
payload of an embodiment broadcast message may be 80 total bits, including 4
bits that indicate battery status information and 76 bits that indicate a rolling
identifier. As another example, an embodiment broadcast message may include
20 bits representing a counter and 60 bits representing a rolling identifier, such as

generated with a pseudo-random function or encryption algorithm.

[0056] The term “wireless identity transmitter” is used herein to refer to a
compact device configured to periodically transmit broadcast messages via short-
range wireless transmitters. Wireless identity transmitters may be mobile, such
as when carried or affixed to mobile persons or items, or alternatively may be
stationary, such as when installed within buildings. Wireless identity transmitters
may store and be associated with a unique device identifier (i.e., a “devicelD”),
such as a factory ID. In an embodiment, the unique device identifier may be a
code 56-bits in length. In various embodiments, for security purposes, this
unique device identifier, along with other data (e.g., counter values), may be
encoded, encrypted, or otherwise obfuscated when included within broadcast
messages as a “rolling identifier.” Wireless identity transmitters may be

configured to maintain inaccurate time (e.g., UTC) information, such as by using

11
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a 30 ppm 16 kHz crystal oscillator as a clock. In an embodiment, the wireless
identity transmitter may be within or a mobile device, or alternatively, operations
may be performed by a mobile device that are similar to the operations of the
wireless identity transmitter. For example, a smartphone may execute software
that configures that smartphone to utilize its Bluetooth® radio to transmit
broadcast messages that include a secured, unique identifier. Wireless identity
transmitters are described in more detail below with reference to FIGS. 33A-33B.
In various figures and diagrams of this disclosure, wireless identity transmitters

may be referred to as “WIT” or “WITs”.

[0057] The term “proximity broadcast receiver” is used herein to refer to
devices that are configured to receive broadcast messages, such as transmitted by
wireless identity transmitters. In various embodiments, proximity broadcast
receivers may be stationary devices (or “stationary proximity broadcast
receivers”) permanently positioned throughout places (e.g., buildings, retail
stores, etc.) or alternatively may be mobile devices configured to operate as
proximity broadcast receivers (or “mobile proximity broadcast receivers”). For
example, a smartphone may be configured to receive broadcast messages and
operate as a mobile proximity broadcast receiver. Reference to a particular type
of computing device as being a proximity broadcast receiver is not intended to
limit the scope of the claims unless a particular type of device is recited in the
claims. Further, unless otherwise indicated, references to proximity broadcast
receivers throughout this disclosure are not intended to limit any method or
system to a particular type of proximity broadcast receiver device (e.g., wireless
or stationary). Proximity broadcast receivers are described in more detail below
with reference to FIGS. 34A-34B. In various figures and diagrams of this
disclosure, proximity broadcast receivers may be referred to as “PBR” or
“PBRs,” and mobile proximity broadcast receivers are referred to in the figures

as “MPBR” or “MPBRs.”

[0058] The terms “identity transceiver” and “wireless identity transceiver” are

used herein to refer to devices that are configured to receive and transmit
12
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broadcast messages. In other words, an identity transceiver may function as both
a proximity broadcast receiver and an identity transmitter. For example, a
smartphone may be configured to broadcast short-range signals that include its
unique identifier as well as receive broadcast messages from wireless identity
transmitters within proximity. Throughout this disclosure, various operations
may be described as being distinctly performed by either a wireless identity
transmitter or a proximity broadcast receiver, however, those skilled in the art
should appreciate that a device configured to operate as an identity transceiver
may be configured to perform any or all of the same operations and thus may be
interchangeable with references to either a wireless identity transmitter or a

proximity broadcast receiver.

[0059] The term “sighting message” is used herein to refer to reports, signals,
and/or messages sent by proximity broadcast receivers to a central server in
response to receiving broadcast messages from wireless identity transmitters.
Sighting messages may be transmissions that include part or all of the
information encoded in received broadcast messages, including any obscured or
encrypted information, such as identifiers of wireless identity transmitters.
Additionally, sighting messages may include metadata and other information (or
“associated data”), such as the sending proximity broadcast receivers’
identification information (e.g., device ID, third-party affiliations, etc.), whether
the proximity broadcast receiver paired with a wireless identity transmitter,
transmissions context information (e.g.. a code indicating the sighting message is
related to an alert or a registered service), information regarding software or
applications executing on proximity broadcast receivers (e.g., app IDs), location
information, proximity information with respect to known areas within a place,
and timestamp data. In an embodiment, sighting messages may also include
authentication information (e.g., secret keys, passes, special codes, digital
certificates, etc.) that may be used by a central server to confirm the
identification (or identification information) of proximity broadcast receivers

transmitting the sighting messages. For example, a sighting message may

13
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include a code from a hash function that can be decoded by the central server to
ensure the sending proximity broadcast receiver is associated with a particular
registered service. In various embodiments, sighting messages may be sent
immediately after receipt of broadcasts (e.g., when related to an alert), buffered,

or scheduled along with other scheduled transmissions.

[0060] The various embodiments provide methods, devices, and systems for
dynamically providing user profile information to computing devices within
proximity of a wireless identity transmitter associated with a user in a trusted
architecture. Using a proximity-based signaling system, the embodiments
provide mechanisms for delivering user profile information as permitted by the
user to the organization where the user is standing in a manner that can be trusted
by both the user and the recipient, such as a merchant. For example, when a user
approaches a proximity broadcast receiver, such as at a merchant check out
counter, that proximity broadcast receiver receives signals broadcasted by the
user’s wireless identity transmitter. The proximity broadcast receiver relays
identity information obtained from the received broadcast signal in a sighting
message sent to a central server trusted that by both the user and the merchant.
The central server uses the identity information received in the sighting message
to access a data record that includes user profile information (e.g., photo, name,
address, credit card numbers, etc.). The central server may send a portion of the
user’s profile information, selected based on user privacy settings and
permissions, to a merchant computing device, such as a computing device near or
coupled to the proximity broadcast receiver. Since the central server is trusted by
the merchant and the user profile information is sent to the merchant only when
the user is close to the proximity broadcast receiver, the merchant can rely on the

profile information to complete a transaction with the user.

[0061] In various embodiments, the wireless identity transmitter may be a
compact device configured to transmit a packet with an identification code in a
format that can be received by any proximity broadcast receiver within range of

the short-range wireless broadcast. Since the wireless identity transmitter relies
14
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on relatively short-range wireless signaling (e.g., short-range radio signals,
Peanut®, Zigbee®, RF, WiFi, Bluetooth® Low Energy signals, light signals,
sound signals, etc.) to transmit broadcast messages that include its identifier, only
proximity broadcast receivers within proximity of the transmitter may receive
such broadcast messages. Thus, a proximity broadcast receiver’s own location
may provide an approximate location for the wireless identity transmitter at the
time of receipt of a broadcast message. Wireless identity transmitters may be
deployed by various parties registered with the central server, such as
government agencies, merchants, retailers, and stores. In an embodiment, the
broadcast range of wireless identity transmitters may be three or less to one

hundred feet while within a retail store.

[0062] Proximity broadcast receivers, in particular mobile proximity broadcast
receivers (e.g., smartphones, etc.), may be configured with processor-executable
instructions, such as an application that users may download or that may be
incorporated in the device by the manufacturer. By configuring many mobile
devices with such an application, a wide spread network of proximity broadcast
receivers may be deployed for little or no cost, taking advantage of the popularity
of smartphones. Stationary proximity broadcast receivers may be deployed in
strategic places, such as throughout retail stores, to supplement the network of
smartphones. Proximity broadcast receivers may be located coincident to,
within, or otherwise within proximity of certain areas within a place, such as
merchandise displays in a move theater, point-of-sale devices, or an entrance to a
retail store. For example, a proximity broadcast receiver may be on top of, next
to, or within a product display arranged within a product aisle. Point-of-sale
devices may coincide with either stationary proximity broadcast receivers or
wireless identity transmitters deployed within an area (e.g., a retail store) to
detect nearby customers. For example, a cash register device may coincide with

a wireless identity transmitter that broadcasts messages related to a merchant.

[0063] Each proximity broadcast receiver receiving a broadcast message from

the wireless identity transmitter may pass information to a central server for
15
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processing, such as by transmitting sighting messages including the rolling
identifier of the wireless identity transmitter. Sighting messages transmitted by
proximity broadcast receivers to the central server may include part or all of the
information encoded in received broadcast messages from proximate wireless
identity transmitters, including any rolling, obscured, or encrypted information
related to the wireless identity transmitters. In various embodiments, sighting
messages may be sent immediately after receipt of broadcast message {e.g., when
related to an alert), buffered, scheduled along with other scheduled transmissions,
or otherwise based on characteristics of broadcast message. Sighting messages
may include metadata, header information, or other encodings to indicate various
reported data. For example, a sighting message may contain metadata that
includes a code for a particular merchant, and may therefore indicate that the
sighting message was transmitted by a proximity broadcast receiver within the
merchant’s store. As another example, a sighting message may contain metadata
that includes a code indicating a user’s smartphone and therefore the proximity
broadcast receiver may be a mobile proximity broadcast receiver belonging to the
user. In an alternative embodiment, a local computing device, such as a retail
store server or router, may receive sighting messages from proximity broadcast

receivers and may in turn pass each sighting message to the central server.

[0064] Upon receipt of sighting messages, the central server may decode,
decrypt, or otherwise access obscured information (e.g., rolling identifiers)
within the sighting messages. For example, the central server may decode a
broadcast message within a sighting message and determine the customer
associated with the broadcast message using data stored within a registration
database. Based on the location of a proximity broadcast receiver that
transmitted a sighting message, the central server may determine the proximity of
the related broadcast message, or the approximate proximity. For example, since
a stationary proximity broadcast receiver that transmits a sighting message is
within proximity of a customer’s wireless identity transmitter at the time of

receiving a broadcast message, the central server may determine the customer’s
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wireless identity transmitter is within several feet of the GPS coordinates
indicated in the proximity broadcast receiver’s sighting message or known to the
central server in the case of fixed proximity broadcast receivers. Further, the
central server may be configured to transmit messages in response to receiving
and processing sighting messages. For example, the central server may transmit
return messages to devices associated with a merchant/retailer/store, such as a
store server, a point-of-sale device (e.g., a cash register device), a mobile device
or other computing device used by an employee of the merchant (e.g., a tablet
device used by a waiter/hostess/customer service rep, etc.), and/or a proximity
broadcast receiver associated with the merchant (e.g., a stationary proximity
broadcast receiver that relayed the broadcast signal from the customer’s wireless

identity transmitter).

[0065] In various embodiments, the central server may serve as a trusted
“middle-man” that delivers certain profile information to devices associated with
registered services (e.g., retailers, merchants, marketing services), and only when
the user’s wireless identity transmitter is in proximity with a proximity broadcast
receiver of the registered service. In other words, the central server may act as an
indirection mechanism that transmits subsets of a user’s profile when the user is
within proximity of a registered service’s devices. The central server may store
profiles (or profile information) of users received during registration procedures.
For example, a user may be required to submit personal information to the central
server when activating a wireless identity transmitter and/or a mobile proximity
broadcast receiver. During such a registration, users may indicate various profile
information describe the users’ interests, personal demographics or personal
information (e.g., race, gender, age, etc.), characteristics, issues, needs, wants,
and preferences regarding various topics. For example, profile information may
include a user’s birth date, residence, medical information, health conditions
(e.g.. food allergies), age, customer preferences, and clothing size information
(e.g., shirts, pants, shoes, etc.). As another example, profile information may

indicate preferences for certain products, colors, styles, brands, sellers, stores,
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communities, websites, shopping experiences (e.g., how to be approached by

salespersons), foods, beverages, and automobiles.

[0066] The central server may categorize or otherwise label all profile
information associated within user profiles. For example, individual pieces of
data provided by a customer may be labeled as relating to “Food,” “Clothes,”
“Entertainment,” “Personal,” “Health,” “Politics,” etc. The types of categories
may be simple, discrete headings (e.g., “Shopping”) and/or may include detailed
sub-categories/groups (e.g., Shopping->Shoes->Sandals). In an embodiment, the
central server may obtain (or “‘scrape”) profile information from other databases
or online services users may be affiliated with or use to store personal
information. For example, the central server may perform operations to receive
preference information, shopping history, personal data, and other historical
information about the user from shopping accounts or websites, such as an
Amazon shopping profile/account, or social networking accounts, such as a

Facebook, LinkedIn, MySpace, or FourSquare account.

[0067] In an embodiment, the profile information may be continually updated
based on scheduled operations by the central server (e.g., the central server may
query an Amazon account daily to detect shopping patterns or preferences)
and/or from received sighting messages associated with the user. For example,
the central server may determine the user was last in a certain restaurant based on
broadcast signals being received by stationary proximity broadcast receivers
within that restaurant. Additionally, the central server may determine profile
information based on the user’s behavior over time. For example, the central
server may store indicators that the user prefers a certain sporting team based on

recorded attendance at a sporting event.

[0068] In various embodiments, the central server may determine categories
describing profile information based on predefined relationships. For example, a
certain profile creation question presented to the user during registration may be

related to a “Job” category. Users may also manually modify and/or set
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categories for profile information stored within the central server. Further, the
central server may process stored profile information using natural language
processing to determine the nature or topic of particular data within a profile.
Alternatively, the central server may simply prompt parties registering with the
central server, such as individual users or registered services (e.g., merchants,
retailers, etc.), to provide categories that describe their primary demographics

29 <<

(e.g., “Shoe store,” “customer,” etc).

[0069] The central server may also store permissions corresponding to user
profiles that may indicate how the central server is authorized to share profile
information with third-parties, such as merchants, government entities, and/or
other users (i.e., registered services). The terms “permissions” or “permissions
settings” are used herein to refer to settings, tags, flags, or other information that
indicates whether a user authorizes to have various information stored within a
profile provided to third-parties, merchants, retailers, and other registered
services. Permissions may be set, provided, or otherwise indicated during
procedures initiated and/or participated in by users, such as during registration as
a user with the central server or during configuration of a wireless identity
transmitter. For example, a user may update his/her permission settings to
indicate a certain store may subsequently receive messages including the user’s
preference of cola drink. Permissions may indicate authorizations for individual
recipients (e.g., no information sharing with Restaurant B), general types of
recipients (e.g., information sharing is authorized for all hospitals), individual
pieces of profile information (e.g., birth date is private), or sections of profiles
(e.g., any data related to shopping habits is public), and any combination of
similar authorizations (e.g., birth date is authorized for any recipient EXCEPT
Restaurant B). Alternatively, permissions may include global settings for all

profile information (i.e., an entire profile is private/public).

[0070] During and after registration, users may set profile permissions that may
indicate subsets (e.g., "windows") of the stored profile information that may be

provided to particular registered services or in particular circumstances. For
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example, a user may indicate that all personal information stored within his/her
profile, such as birth date, address, and health information, may be private and
thus may not be disclosed to any merchant. As another example, the user may
indicate that his/her shopping preferences may be shared with merchants who
offer particular products or services. When permissions are stored, the central
server may only transmit profile information that is authorized, regardless of its
relevant to a registered service. With permissions, the central server may provide
profile information that assists third-parties in providing improved services to

users while maintaining relative anonymity of the users.

[0071] In another embodiment, permissions may indicate a hierarchy of profile
information that may be shared with third-parties. Such a hierarchy may indicate
various conditions or categories must be present for certain profile information to
be authorized for transmission to a registered service. For example, a user may
indicate permissions settings that enable the central server to share basic
information with a restaurant hostess (e.g., share the user’s first name), more
specific information with the restaurant’s bartender (e.g., the user’s is above the
legal drinking age), and more information with the restaurant’s waiter (e.g., a

signature or photo for payment authentication).

[0072] In response to receiving a sighting message corresponding to broadcast
messages from a user’s wireless identity transmitter, the central server may
identify profile information within the user’s profile that is relevant to a
registered service related to a received sighting message. Relevant profile
information may be determined by matching categories related to the user and the
registered service. Registered services may be associated with various categories
that describe at least one of the services offered, the products offered. the type of
business, demographics, interests, and/or target audience of the registered
service. For example, a show seller that is registered with the central server may
be associated with the categories of “Shoes,” “Stores,” and “Shopping,” and thus
the central server may identify profile information within the user’s profile that

relate to the categories of “Shoes,” “Clothing,” and/or “Shopping,” such as prior
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sneaker purchases or preferences in sneaker brands or shoe design. In an
embodiment, the central server may find matches of categories related to
information stored in two different profiles corresponding to the sighting
message. For example, the central server may compare a first profile of the
registered service (or another user) and a second profile of the user to find any
similar or matching categories to determine relevant profile information of the

USEer.

[0073] When there is relevant profile information that is authorized for sharing
based on permissions, the central server may transmit a return message including
the relevant profile information. For example, the central server may transmit a
message to a computer within a retail store that instructs customer service
representatives in the retail store to approach the user by name and show him/her
shoes that are in his/her size. As another example, a waiter receiving
food/beverage preferences profile information on a tablet device may offer a
preferred drink or food selection, or alternatively avoid offering food with nuts

when the profile information indicates a customer has a nut allergy.

[0074] In an embodiment, profile information may be shared between mobile
devices without transmitting messages to the central server. For example, in
response to receiving a short-range wireless signal from a first device within
proximity that shares data from a first user’s profile information, a second mobile
device may respond with a transmission that includes certain profile information
of a second user. In another embodiment, the central server may transmit
payment authentication information to a point-of-sale device (e.g., a cash register
computing device) when a user is determined to be within proximity. The term
“payment authentication information” is used herein to refer to information
stored within a user’s profile that may be utilized by third-parties to confirm the
user’s identity and otherwise facilitate a transaction. For example, payment
authentication information may include address information, email addresses,
photographs, audio samples of a user’s voice, and signature samples that may be

used to verify the identity of the user carrying a wireless identity transmitter
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within a retail store. Additionally, payment authentication information may
include financial information, such as a user’s credit card information (e.g.,
number, expiration date, etc.) or information about a preferred banking account.
Store agents (e.g., customer service representatives, managers, cashiers,
salesmen, etc.) may use payment authentication information to approach users
waiting in line to efficiently conduct transactions and provide “high-touch”

service.

[0075] To transmit payment authentication information, the central server may
compare the location of a proximity broadcast receiver that transmitted a
received sighting message to known locations of point-of-sale device within a
place, such as a retail store. For example, the central server may compare the
location of the proximity broadcast receiver indicated within the sighting
message to the locations of all cash register point-of-sale devices within the retail
store. When the proximity broadcast receiver is within a certain proximity
threshold of a point-of-sale device, the wireless identity transmitter related to the
sighting message may be assumed to be near a payment area (e.g., waiting at a
check-out counter, in line at a cash register, etc.), and so the central server may
transmit payment authentication information to the retail store. For example, the
central server may send a photo of the user to a cash register near the user to
assist store employees operating the cash register. Payment authentication
information may only be relevant when users are in a location that is likely to
include payment transactions, such as in a cash register line. Thus, the central
server may use a rather small proximity threshold to ensure data is not sent to
point-of-sale devices when users are merely walking or alternatively when users
are not in a payment area. In an embodiment, the proximity threshold may be

three feet or less to twenty-five feet or more.

[0076] In various embodiments, proximity information of wireless identity
transmitters may be estimated by proximity broadcast receivers and/or a server
(e.g.. a local computing device, a central server, etc.). Based on signal strength

of received broadcast messages or concurrent sighting messages from more than
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one proximity broadcast receiver, a server may determine the proximity
broadcast receiver closest to the wireless identity transmitter. In other words, a
central server may determine the proximity broadcast receiver among a plurality
of proximity broadcast receivers that is closest to a wireless identity transmitter.
‘When the proximity broadcast receivers are placed in strategic places, such as on
a cash register or embedded within aisles of a retail store, determining the
proximity broadcast receiver that is closest to a transmitter possessed by a user
may enable a server to determine the area or point-of-sale device the user intends

to address (e.g., a particular check-out line).

[0077] In various embodiments, the operations to determine whether a wireless
identity transmitter is within proximity of a point-of-sale device may be
performed by a central server as described above, a local computing device, such
as a retail store server, and/or proximity broadcast receivers. For example, a
local computing device within the retail store may compare the location of a
proximity broadcast receiver receiving a broadcast message to the locations of all
cash register computing devices within the retail store to detect whether a

wireless identity transmitter is within a proximity threshold.

[0078] In another embodiment, data within received sighting messages may be
useful in generating statistical information and customer trending data (i.e., foot
traffic information). For example, even when broadcast messages are received
outside of the proximity threshold for a particular area within the retail store
(e.g., the wireless identity transmitter is twenty-five to one hundred feet from a
product aisle or point-of-sale device), data within the sighting message may be
stored by the central server. The central server may store data from sighting
messages in relation to users and collect valuable information about the users’
habits while within places. Such data may include unique visitor counts,
aggregated dwell time, specific customer dwell time, purchase conversions,
passing-by data, and data useful in developing loyalty programs. Over time, the
central server may receive and store proximity information of a particular

customer’s wireless identity transmitter to various areas within a place, and may
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determine paths the customer repeatedly made throughout the place. For
example, the data may describe the customer as walking from the entry of a retail
store to a particular department numerous times over a period of time. As
another example, the data from sighting messages may show that the user went to
a check-out area after visiting a particular department, indicating a completed
transaction. The various statistical information and trending data may be used by
merchants, retailers, and other registered services to create profit equations and

understand customer behaviors.

[0079] In various embodiments, a place, such as a retail store, building, or
location associated with a registered service, may utilize stationary proximity
broadcast receivers to receive and relay broadcast messages from customers’
wireless identity transmitters. Alternatively, the place may deploy stationary
wireless identity transmitters and customers™ mobile proximity broadcast
receivers may receive and relay broadcast messages. In further embodiments, the
place may employ both proximity broadcast receivers and wireless identity
transmitters to receive, relay, and process data from both users carrying wireless
identity transmitters and/or mobile proximity broadcast receivers. Regardless of
the source of broadcast messages, the central server (or a local computing device)
may determine approximate proximities between a proximity broadcast receiver

and a wireless identity transmitter based on received sighting messages.

[0080] Additionally, based on identification of the proximity broadcast receiver
and the wireless identity transmitter related to a received sighting message, the
central server may be configured to determine which device is related to a
registered service (e.g., a retail store) and which is related to a user (e.g., a
customer). The term “registered service” may be used herein to refer to a party
or service that is registered, authenticated, valid, or otherwise known to a central
server and that may be related with sighting messages. Registered services may
include merchants, retailers, services, stores (e.g., big-box retailers, local coffee
shops, etc.), and various other third-parties that are registered with the central

server. Registered services may also include known routines, actions, or services
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managed by the central server, such as particular searches or active alerts, or
alternatively applications that may be executing on a mobile device (e.g., a third-
party app). In an embodiment, registered services may further include any third-
parties that have registered as developers with the central server. For example, a
registered service may correspond to a merchant that has registered proximity
broadcast receivers with the central server. In an embodiment, registered users
(e.g., customers) employing mobile proximity broadcast receivers that transmit
sighting messages in response to receiving broadcast messages from others’
wireless identity transmitters (e.g., a merchant’s stationary identity transmitter
positioned within a retail store) may also be considered registered services by the

central server.

[0081] For illustration purposes, a mobile proximity broadcast receiver (e.g., a
smartphone configured to operate as a proximity broadcast receiver) carried by
the user waiting in the check-out line may receive a broadcast message from a
wireless identity transmitter positioned on top of the cash register point-of-sale
device within the retail store and may transmit a sighting message to the central
server. Upon receive of the sighting message, the central server may determine
that the wireless identity transmitter belongs to the retail store based on the
profile that corresponds to a rolling identifier and that the mobile proximity
broadcast receiver is associated with a customer profile based on an identifier of
the proximity broadcast receiver included within metadata in the sighting
message. From this information, the central server may securely transmit
payment authentication information to a cash register point-of-sale device within

proximity of the customer’s proximity broadcast receiver.

[0082] 1In various embodiments, a wireless identity transmitter may be
configured to periodically generate new identification data (referred to as a
rolling identifier) that may be decoded by a central server to reveal the unique
device identifier and other identifying information of the wireless identity
transmitter. For example, a wireless identity transmitter may be configured to

periodically broadcast a Bluetooth® packet including an encoded version of the
25

Petitioner Samsung Ex-1004, 0446



WO 2013/163326 PCT/US2013/038038

wireless identity transmitter’s device identifier (i.e., devicelD)). Such encryption
of identifiers indicated in broadcast messages may be required to enable the
central server to reliably identify the wireless identity transmitter that sent the
broadcast message while forcing a third-party (e.g., passive attacker) to
determine the origin of the broadcast message by guessing. For example, if the
identifier was static, the third party could sniff the identifier, such as by
impersonating a proximity broadcast receiver, and then use the identifier to track
the wireless identity transmitter. Rolling identifiers may make such an attack
impossible if the third party lacks the means of generating the encrypted

identifiers.

[0083] In various embodiments, a single packet broadcast message may not
support a payload that can fit cipher text of a conventional asymmetric key
encryption, making standard private/public key pair encryption impossible.
Additionally, communications between wireless identity transmitters and various
devices, such as direct transmissions to proximity broadcast receivers or indirect
messages to a central server, may be one-way and not utilize any back channels.
Therefore, in various embodiments, the central server may process encrypted
message payloads by pre-provisioning a shared secret key unique to each
wireless identity transmitter. Such secret keys may be associated with each
wireless identity transmitter’s unique device identifier at the central server and
may be used to decode data (e.g., identifiers) encoded by the each wireless
identity transmitter. Performing an embodiment method, a wireless identity
transmitter may use a streaming-like encryption algorithm (e.g., AES-CTR) to
encrypt its device identifier, shared secret key, and a counter, broadcasting a
payload that includes the encrypted data with and the counter in the clear.
Performing another embodiment method, a wireless identity transmitter may use
a pseudo-random function to encrypt the device identifier, shared secret key, and
a counter, broadcasting a payload that includes the encrypted data without the
counter in the clear. Performing another embodiment method, a wireless identity

transmitter may use a combination of a streaming-like and pseudo-random
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function encryptions to generate a payload to broadcast. In an embodiment, the
wireless identity transmitter and the central server may each have a
cryptographically secure pseudo-random number generator or algorithm that is
used to generate identifiers on a common time scale so that any given moment,
the central server can calculate the identifier being transmitted by a particular

wireless identity transmitter.

[0084] In various embodiments, the wireless identity transmitter may maintain a
counter (or clock data) that periodically increments to represent the passage of
time and that may be used in various encryption methods. When the wireless
identity transmitter is powered on (or the battery is replaced), the counter may be
set to a known initial value, such as 0. As the wireless identity transmitter
functions, the counter may increment periodically (e.g., increment by one every
several minutes/hour). If the wireless identity transmitter encounters inconsistent
power (e.g., the battery is taken out or replaced), the counter may reset. Using
such a counter, a wireless identity transmitter may be configured to periodically
broadcast messages with encrypted payloads that include changing and encrypted
device identification. In an embodiment, an encrypted payload may contain a
concatenation of the device’s unique identifier (i.e., the deviceID) and a current
counter value for that wireless identity transmitter. In an embodiment, the
wireless identity transmitter may encrypt the concatenated data using a secret

key. Payloads may be broadcast at varying frequencies.

[0085] In an embodiment, the central server may be configured to identify
wireless identity transmitters by matching received encrypted payloads with pre-
generated payloads (or model payloads) corresponding to registered wireless
identity transmitters. Based on information obtained during registration
operations between the central server and wireless identity transmitters, the
central server may store unique information about each wireless identity
transmitter. For example, the central server may know the secret key, device
identifier (or devicelD), and initial counter value of a wireless identity transmitter

based on registration communications. Using such stored information, the
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central server may generate a series of model payloads the wireless identity
transmitter is expected (or likely) to broadcast within a time period, such as a 24-
hour period. If the central server receives a payload that matches any of these
model payloads, the central server may determine the identity of the originating
wireless identity transmitter as well as a loosely-accurate counter value within
the wireless identity transmitter. Model payloads may be generated based off of
a current, synched counter for each registered wireless identity transmitter (i.e.,
current model payloads). In an embodiment, the central server may also adjust
for wireless identity transmitter clock skew by keeping a window of model
payloads. For example, the central server may generate payloads using counter
values representing times before and after an expected counter. The central
server may also determine the period of the wireless identity transmitter clock by
monitoring the change in the received payloads over time. In an embodiment,
the central server may track changes of the reported counter values of a wireless
identity transmitter and may report how inaccurate a device clock is for a

particular period of time.

[0086] Model payloads may also be generated based off of initial counter values
reported by each registered wireless identity transmitter during registration
operations (i.e., initial model payloads). When a wireless identity transmitter is
powered off and on again (e.g., rest, battery replaced, etc.), the wireless identity
transmitter may reset to the original or initial counter value. If an encrypted
payload received at the central server does not match any current model payload,
the central server may compare the received encrypted payload to stored initial
model payloads. When the central server finds an initial model payload matches
the received encrypted payload (e.g., the wireless identity transmitter was reset),
the central server may update a database to indicate the corresponding wireless
identity transmitter’s counter was reset, thus re-synchronizing with the reset

wireless identity transmitter's clock.

[0087] In a situation in which a wireless identity transmitter pauses for a period

but does not reset its counter used for generating encrypted payloads, payloads
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subsequently generated by the wireless identity transmitter may not match
expected payloads stored in the central server (e.g., current model payloads and
initial model payloads). Accordingly, the central server may determine that a
pause occurred when model payloads and/or counter values do not match a
received encrypted payload. The central server may identify the wireless identity
transmitter by performing a brute-force search of all known and/or registered
wireless identity transmitters represented in a database and decode the received
encrypted payload based on recorded secret keys and device identifications. In
an embodiment, the brute-force search may include only wireless identity
transmitters that have not broadcast payloads recently received by the central

SCIver.

[0088] Additional precautions may be important to protect against security
breaches, such as hacker attacks against databases associated with a central
server, as well as to provide registered users (e.g., merchants, parents, children,
etc.) peace of mind and confidence their privacy may be fully protected. Such
privacy safeguards may be provided to parties registered with embodiment
systems by storing identifyving information (e.g., names, addresses, financial
information, medical information, etc.) separately from other information related
to tracking devices and/or proximity information of users. In particular, to avoid
unintended leaking of personal information of registered merchants, customers,
children, or individuals, embodiment systems may utilize “double-blind”
architectures. For example, such a double-blind architecture may use a first unit
(e.g., a server, database, or other computing hub) that stores and has access to
information related to the proximity information or other location-based data of
registered users’ devices (e.g., wireless identity transmitters, proximity broadcast
receivers, identity transceivers, mobile devices, etc.). In other words, the first
unit may access information associated with sighting messages that indicate
approximate locations/proximities of various users’ devices. However, the first
unit may not store uniquely identifying personal information, such as user names,

addresses, and/or social security numbers. Instead, a second unit may store the
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identifying personal information without being configured to access any
location/proximity information as used by the first unit. The first and second
units may use anonymous identifiers that connect data stored within the two units
without indicating the protected information stored in either unit. In an
embodiment, the first and second units may be maintained by separate entities
(e.g., service providers), and further, at least one of such entities may be trusted

by registered users who provide identifying information.

[0089] The various embodiments may leverage a large infrastructure of mobile
devices already in place. Many modern mobile devices, such as smartphones, are
already equipped with multiple radios, including short-range radios such as
Bluetooth® radios, and therefore may be configured to perform as mobile
proximity broadcast receivers and receive identification codes from a proximate
wireless identity transmitter. For example, a customer carrying a smartphone
configured to operate as a mobile proximity broadcast receiver (or mobile
identity transceiver) may receive broadcast messages from wireless identity
transmitters within a retail store. Mobile devices are also often equipped with a
clock that may provide a current time and a GPS receiver that may provide a
current location whenever a wireless identity transmitter identifier is received.
The mobile devices may communicate these identification codes, times, and
locations via sighting messages to central servers through longer range network
connections, such as a cellular radio connection. Thus, many of the large number
of mobile devices already in use or soon to be in use may be incorporated as
mobile proximity broadcast receivers to extend the reach of various embodiment

systems.

[0090] By relying on the long range radios and other services of proximity
broadcast receivers to report the location and time of received broadcast message
(or “sightings”) to a central server, wireless identity transmitters can be relatively
small, inexpensive, and simple devices, including little more than a short-range
radio, such as a Bluetocoth® LE transceiver, and a battery. In various

embodiments, wireless identity transmitters may also include additional short-
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range radios, such as Peanut® radios. In various embodiments, the wireless
identity transmitters may not include a user interface, multiple radios, global
positioning system (GPS) receiver, or other features common on mobile devices.
Embodiment wireless identity transmitters may also consume very little power
allowing them to be deployed without needing to be frequently recharged or
replaced. These characteristics make them ideal for a wide variety of uses and
implementation in a variety of physical configurations. For example, wireless
identity transmitters may be easily hidden or incorporated into many different
personal objects, such as buttons, watches, shoes, briefcases, backpacks, ID

badges, clothing, product packaging, etc.

[0091] In further embodiments, wireless identity transmitters and proximity
broadcast receivers may be configured to exchange transmissions using various
wireless technologies, such as LTE-D, peer-to-peer LTE-D, WiFi, and WiFi
Direct. In an embodiment, wireless identity transmitters may be configured to
broadcast messages via a WiFi radio such that proximity broadcast receivers with
WiFi transceivers may receive the broadcast messages. In such embodiments,
wireless identity transmitters may utilize WiFi transmissions to broadcast
identification information similar to WiFi access point broadcasts
advertisements. For example, a wireless identity transmitter including a WiFi
radio may be configured to transmit broadcast messages via WiFi transmissions
with low power so that the reception range is limited, thereby providing a short-
range radio signal with a range similar to that of Bluetooth® LE transmissions.
In utilizing various wireless broadcast technologies and communication protocols
with wireless identity transmitters, proximity broadcast receivers with limited
capabilities may still be capable of receiving and processing broadcast messages
from wireless identity transmitters. For example, a smartphone configured to
operate as a mobile proximity broadcast receiver and including a WiFi
transceiver but not a Bluetooth® LE radio may receive and process broadcast
messages from a wireless identity transmitter configured to broadcast short-range

signals with a WiFi radio. In an embodiment, wireless identity transmitters may
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broadcast over multiple radios, such as a Bluetooth® LE transceiver and a low-
power WiFi transceiver, in order to enable more models of proximity broadcast

receivers (e.g., more types of smartphones) to receive and relay sightings.

[0092] Wireless identity transmitters and proximity broadcast receivers are
described throughout this disclosure as exchanging short-range wireless signals
that include short-range RF signals, such as Bluetooth®, Bluetooth® Low
Energy, Peanut, Zigbee, etc. However, such short-range wireless signals are not
limited to short-range RF signals, and wireless identity transmitters may
broadcast messages using other forms of wireless signaling, such as infrared
light, visible light, vibration, heat, inaudible sound, and audible sound, as well as
combinations of radio frequency (RF) signals and non-RF signals. For example,
wireless identity transmitters may emit heat signals, such as infrared light, using
infrared light-emitting diodes or other components capable of emitting infrared
radiation. Additionally, wireless identity transmitters may emit vibration signals
using vibration motors and other mechanical components capable of generating
controlled vibrations. Wireless identity transmitters may also emit light signals
from a number of common emitters, such as light emitting diodes, incandescent
lights and projectors. Light signals may be received by light sensors (e.g.,
cameras) on proximity broadcast receivers, and may include visuals, such as
lights, colors, and imagery (e.g., photos, projections, videos, symbols, etc.).
Wireless identity transmitters may also or alternatively emit audible or inaudible
(i.e., infrasonic or ultrasonic) sound signals from a speaker (e.g., a piezoelectric
speaker). Sound signals may be received by a microphone of the proximity
broadcast receivers, and may include a variety of sounds, such as beeps, voices,

noise, clicks, ultrasounds, tones, and musical notes.

[0093] Wireless identity transmitters may be configured to broadcast the
various short-range wireless signals in particular sequences, patterns, manners,
durations, or manifestations such that proximity broadcast receivers may convert
the signals into data in a manner similar to how RF signals (e.g., Bluetooth® LE

signals) are interpreted in embodiments described herein. For example, a
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wireless identity transmitter may broadcast particular sequences of modulating
visible or sound signals, such as strings of differing musical notes, changing
images, or flashing lights that a proximity broadcast receiver may receive and
convert into data that includes an identity of the wireless identity transmitter. In
an embodiment, proximity broadcast receivers may convert such wireless signals
into data (and vice versa) based on matching sequences of signals with patterns
within predefined protocols. As an illustrative example, a wireless identity
transmitter affixed to the outside of a child’s clothing may periodically emit a
sequence of flashes using an embedded light source (e.g., an LED bulb) that may
be received, converted to data, and relayed by a proximity broadcast receiver to a
central server for determining identification information related to the child. As
another example, a wireless identity transmitter within a business establishment
may be mounted on the ceiling and may periodically emit a sequence of flashes
using an embedded light source that may be received, converted to data, and
relayed by a proximity broadcast receiver to a central server to obtain coupons,
announcements or customer-incentives tied to the customer being on the

premises.

[0094] The various embodiments are described within this disclosure as
including communication systems for providing intermediary communications
between wireless identity transmitters, proximity broadcast receivers (e.g.,
mobile proximity broadcast receivers and stationary proximity broadcast
receivers) and a central server that utilize short-range messaging (such as with
Bluetooth® LE signaling) that enables proximity detection based simply on
signal reception. However, the various embodiments are not limited to the
described communication systems and methods, and other communication
systems, protocols, devices, methods and messaging protocols may be used to
convey information to a central server to enable identifying when customers are
within proximity of predefined areas to enable the central server to distribute
relevant information without disclosing unauthorized information of customers.

For example, transceivers in a retail store may be configured to monitor for WiFi,
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Zigbee®, Bluetooth®, Peanut®, and/or other radio frequency signaling from
customers’ mobile devices or wireless broadcasting devices within proximity,
and relay proximity information to a central server that delivers coupons to
customers. Further, embodiments may not require determining exact locations
for wireless identity transmitters and/or proximity broadcast receivers but instead
may determine approximate and/or relative locations of devices between each
other. Accordingly, references to determining location and/or distance
throughout the disclosure may be for the purpose of determining proximity

between signaling devices.

[0095] FIG. 1 illustrates an exemplary system 100 that may be used in various
embodiments. In general, a central server 120 may be configured to receive,
store, and otherwise process data corresponding to wireless identity transmitters
110. The central server 120 may be configured to exchange communications
with various devices via the Internet 103, such as proximity broadcast receivers
142, mobile proximity broadcast receivers 138, third-party systems 101, and
other support systems and/or services 102. The wireless identity transmitters 110
may broadcast messages that may be received by nearby proximity broadcast
receivers 142 and/or the mobile proximity broadcast receivers 138 via short-
range wireless signals. The proximity broadcast receivers 142, 138 may utilize
long-range communications to relay received broadcast messages as sighting
messages to the central server 120 via the Internet 103. For example, the
proximity broadcast receivers 142 and mobile proximity broadcast receivers may
utilize a cellular network 121 to transmit sighting messages to the central server
120. The third-party systems 101 may include merchant servers, retail store
computing devices, computing devices associated with emergency services. The
other support systems and/or services 102 may include computing devices
associated with various technologies, such as computing devices utilized by users
to provide registration information, systems that deliver user-relevant content
(e.g., Qualcomm Gimbal™), and services that provide location-specific

information (e.g., Qualcomm IZat™).
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[0096] The central server 120 may include several components 104-109 to
perform various operations to process data, such as received from proximity
broadcast receivers 142, 138, third-party systems 101, or other support systems
and/or services 102. In particular, the central server 120 may include a data
warehouse component 104 that may store long-term data (e.g., archived user
data, past location information, etc.). The central server 120 may also include an
operations, administration and management (or OA&M) component 105 that
may manage, process and/or store software associated with user portal accesses,
scripts, tools (e.g., software utilities, routines, etc.), and any other elements for
administering the central server 120. The central server 120 may also include a
developer portal component 106 that may store developer account data and
perform registration, account management, and alert (or notice) management
routines associated with developers, such as vendors or merchants that register to
interact with users of wireless identity transmitters 110. The central server 120
may also include a rolling identifier (or ID) resolver component 107 that may
store factory keys associated with wireless identity transmitters 110 as well as
perform operations, software, or routines to match encrypted, encoded, rolling, or
otherwise obfuscated identification information within received sighting
messages with affiliated user data. The central server 120 may also include a
user portal component 109 that may store user account data and perform
registration, account management, and search routines associated with users,
such as persons associated with wireless identity transmitters 110. The central
server 120 may also include a core component 108 that may process sighting
messages, execute an alert or notice engine module, handle application
programming interface (API) commands, and exchange data with other
components within the central server 120. The core component 108 is described

below with reference to FIG. 12.

[0097] In various embodiments, the various system components 104-109 may
be computing devices, servers, software, and/or circuitry that is included within,

connected to, or otherwise associated with the central server 120. For example,
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the core component 108 may be a server blade or computing unit included within
the central server 120. As another example, the data warehouse component 104
may be a remote cloud storage device that the central server 120 communicates
with via Internet protocols. In an embodiment, the proximity broadcast receivers
142 and mobile proximity broadcast receivers 138 may be configured to execute
a core client module 115 that may be software, instructions, routines,
applications, operations, or other circuitry that enable the proximity broadcast
receivers 142, 138 to process received broadcast messages from proximate
wireless identity transmitters 110. The core client module 115 may also handle
communications between the proximity broadcast receivers 142, 138 and the
central server 120, such as transmitting sighting messages and receiving return
messages from the central server 120. Further, the mobile proximity broadcast
receivers 138 may be configured to execute third-party applications module 116
that may related to performing software instructions, routines, applications, or
other operations provided by various third-parties (e.g., merchant apps). In an
embodiment, when configured as registered services with the central server 120,
the third-party applications module |16 may receive various data from the core
client module 115. For example, a third-party application that is registered with
the central server 120 may be configured to receive notifications from the core
client module 115 when the user of the mobile proximity broadcast receiver 138
enters, remains, and/or leaves a particular place (e.g., a geofence, a retail store,

etc. ).

[0098] In another embodiment, the mobile proximity broadcast receivers 138
may be configured to receive and transmit broadcast messages and may also be
referred to as “wireless identity transceivers.” For example, a user may employ a
smartphone that is configured to receive broadcast messages from nearby
wireless identity transmitters 110 as well as broadcast signals that include

identifying information associated with the user.

[0099] FIG. 2 illustrates an exemplary communication system 200 that may be

used in various embodiments. The communication system 200 effectively
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enables wireless identity transmitters 110 (e.g., Bluetooth® LE transmitters) to
transmit broadcast messages that include identification information to the central
server 120 via a plurality of mobile proximity broadcast receivers 138 and/or
stationary proximity broadcast receivers 142, without the need to negotiate a
direct communication link. Such broadcast messages may be collected
automatically by any proximity broadcast receiver within proximity (or broadcast
range) of wireless identity transmitters. For example, a mobile proximity
broadcast receiver 138 within a certain proximity may receive a broadcast
message transmitted by a Bluetooth® radio within the wireless identity

transmitter 110.

[0100] The communication system 200 may include a wireless identity
transmitter 110. The wireless identity transmitter 110 may be coupled with
various objects. For example, it may be embedded in a bracelet. The wireless
identity transmitter 110 may transmit a short-range wireless signal 114, such as a
broadcast message as described above. For example, this short-range wireless
signal 114 may be a periodic broadcast of a packet, which includes the wireless
identity transmitter’s identification code. Alternately, the short-range wireless
signal 114 may be an attempt to establish a wireless communication link with
any of a plurality of mobile devices 138 that may be acting as proximity
broadcast receivers. The short-range wireless signal 114 may be received by
proximate proximity broadcast receivers, such as stationary proximity broadcast

receivers 142 and/or mobile proximity broadcast receivers 138.

[0101] The short-range wireless signal 114 may be according to any of a variety
of communication protocols, such as Bluetooth®, Bluetooth® LE®, Wi-Fi,
infrared wireless, induction wireless, ultra-wideband (UWB), wireless universal
serial bus (USB), Zigbee®, Peanut ®, or other short-range wireless technologies
or protocols which have or which can be modified (e.g., by restricting transmit
power) to limit their effective communication range to relatively short range
(e.g.. within about 100 meters). In some embodiments, the wireless identity

transmitter 110 may use the low energy technology standardized in the
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Bluetooth® 4.0 protocol (or later versions). For example, in some embodiment
systems a wireless identity transmitter 110 may periodically broadcast
identification packets configured as an advertiser as described in the Bluetooth®
4.0 protocol, and proximate proximity broadcast receivers 142, 138 may be

configured to act as scanners according to that protocol.

[0102] The Bluetooth® protocol and Bluetooth® devices (e.g., Bluetooth® LE
devices) have a relatively short effective communication range, are widely used
in deployed communication and computing devices, have standard advertising or
pairing procedures that meets the discovery and reporting needs of various
embodiments, and exhibit low power consumption, which make the protocol
ideal for many applications of the various embodiments. For this reason,
Bluetooth® and Bluetooth® LE protocols and devices are referred to in many of
the examples herein for illustrative purposes. However, the scope of the claims
should not be limited to Bluetooth® or Bluetooth® LE devices and protocol
unless specifically recited in the claims. For example, Peanut® transceivers may
be included within wireless identity transmitters 110 and may be used to transmit
two-way communications with proximity broadcast receivers 142, 138 also

configured to utilize Peanut® short-range radio transmissions.

[0103] The communication system 200 may include a plurality of stationary
proximity broadcast receivers 142, which may be deployed by authorities,
merchants, or various third-parties throughout a region, building, or place. Such
stationary proximity broadcast receivers 142 may be designed specifically for
wireless identity transmitters 110 (or include such tracking functions in addition
to other primary functionality, such as traffic lights, utility transformers, etc.).
Stationary proximity broadcast receivers 142 may be located in strategic
locations within a locality, such as forming a perimeter about a community
and/or being located in high traffic areas (e.g., major intersections and highway
on-ramps). The stationary proximity broadcast receivers 142 may be in
communication with a local area network 202, such as a WiFi network, that may

include an Internet access server 140 that provides a connection 148 to the
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Internet 103. Stationary proximity broadcast receivers 142 may be connected to
the local area network 202 by a wired or wireless link 146. In various
embodiments, the stationary proximity broadcast receivers 142 may be contained
within or located nearby the Internet access server 140. For example, the
stationary proximity broadcast receivers 142 may be components within the
Internet access server 140 or alternatively, may be placed on top of or to the sides
of the Internet access server 140. In an embodiment, stationary proximity
broadcast receivers 142 may be located in strategic places within a locality, such
as forming a perimeter about a community and/or being located in high traffic
areas (e.g., along aisles of a retail store, at entry ways to buildings, etc.). In an
embodiment, stationary proximity broadcast receivers 142 may have additional
functionality. For example, stationary proximity broadcast receivers 142 may
also function as or be included within cash registers, point-of-sale devices, and/or

display units within a retail store.

[0104] The communication system 200 may also include one or more mobile
devices configured to act as mobile proximity broadcast receivers 138. The
mobile proximity broadcast receivers 138 may be typical mobile devices or
smartphones communicating with a cellular network 121 via long range wireless
links 136 to one or more base stations 134 coupled to one or more network
operations centers 132 by a wired or wireless connection 158. Such cellular
network 121 may utilize various technologies, such as 3G, 4G, and LTE. The
network operations centers 132 may manage voice calls and data traffic through
the cellular network 121, and typically may include or may be connected to one
or more servers 130 by a wired or wireless connection 156. The servers 130 may
provide a connection 154 to the Internet 103. In the various embodiments, the
mobile proximity broadcast receivers 138 may be mobile devices configured by
an application or other software module to act as proximity broadcast receivers to
relay reports of received broadcast messages from wireless identity transmitters
110 (i.e., sighting messages) to the central server 120 by way of the Internet 103.

In an embodiment, stationary proximity broadcast receivers 142 may also

39

Petitioner Samsung Ex-1004, 0460



WO 2013/163326 PCT/US2013/038038

communicate with the cellular network 121 via long range wireless links 136 to a

base station 134.

[0105] Proximity broadcast receivers 138, 142 may be configured to report
contacts (or sightings) with a wireless identity transmitter 110 to a central server
120 via the Internet 103. For example, the proximity broadcast receivers 142
may transmit a sighting message to the central server 120 that includes a rolling
identifier corresponding to the identity of a user of the wireless identity
transmitter 110. Each time a proximity broadcast receiver 138, 142 receives an
identifier from a wireless identity transmitter 110, the identifier may be
associated with the time of the connection and the location of the proximity
broadcast receiver 138, 142, and this information may be transmitted to the
central server 120, such as within a sighting message. In some embodiments, the
identifier, the time, and the location of the contact may be stored in the memory
of the proximity broadcast receiver 138, 142 (or an intermediary server 130, 140)
for later reporting, such as in response to a query message broadcast or multicast
by the central server 120. Also, the central server 120 may store location
information reported by sighting messages in a database, which may be used for
locating, tracking or otherwise monitoring movements of the wireless identity

transmitter 110.

[0106] In an embodiment, mobile proximity broadcast receivers 138 may be
configured to exchange short-range wireless signals 189 with stationary
proximity broadcast receivers 142. In other words, a mobile proximity broadcast
receiver 138 may be configured to operate as a wireless identity transceiver that
is capable of receiving short-range wireless signals 114 (i.e., broadcast messages)
from the wireless identity transmitter 110 as well as transmitting short-range

wireless signals 189 for receipt by proximity broadcast receivers 142,

[0107] In an embodiment, proximity broadcast receivers 138, 142 may transmit
wireless signals 188 to a wireless router 185, such as part of the local area

network 202, which may provide a connection 187 to the Internet 103. For
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example, the stationary proximity broadcast receivers 142 may transmit sighting
messages that include data from broadcast messages transmitted by the wireless

identity transmitter 110 to a WiFi wireless router 185.

[0108] The central server 120 may also be connected to the Internet 103,
thereby allowing communication between proximity broadcast receivers 142, 138
and the central server 120. As described above, the central server 120 may
include a plurality of components, blades, or other modules to process sighting
messages and data received from proximity broadcast receivers 142, 138.

Further embodiments may provide a direct connection (not shown) between the
central servers 120 and any of the mobile device network components, such as
the network operations centers 132, to more directly connect the proximity

broadcast receivers 142, 138 and the central servers 120.

[0109] The communication system 200 may also include computing terminals
124, such as personal computers at home or work, through which users may
communicate via the Internet 103 with the central server 120. Such terminals
124 may allow users, such as parents, police, fire, medical attendants, and other
authorized authorities to register devices (e.g., wireless identity transmitters 110),
access tracking records on the central servers 120, and/or to request that the
central server 120 initiate a search for a particular wireless identity transmitter
110. In an embodiment, users may use such terminals 124 to register wireless
identity transmitters 110, proximity broadcast receivers 142, 138 (e.g.,
smartphones configured to execute client software associated with the central
server), and/or identity transceivers (not shown), such as by accessing web
portals and/or user accounts associated with the central server 120. Similarly,
third-parties, such as merchants, may use terminals 124 to register wireless
identity transmitters 110, proximity broadcast receivers 142, 138 (e.g., stationary
receivers configured to execute client software and relay broadcast to the central

server), and/or identity transceivers (not shown).
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[0110] Based on the location of the proximity broadcast receivers 138, 142
within a place, multiple proximity broadcast receivers 138, 142 may be within
the broadcast area of the wireless identity transmitter 110 and may concurrently
receive broadcast messages. As described below with reference to FIGS. 28A-
28D, the central server 120 may detect when proximity broadcast receivers 138,
142 concurrently (or within a certain time period) transmit sighting messages that
indicate receipt of broadcast messages from the wireless identity transmitter.
Such concurrent sighting messages may be used to determine more precise
proximity information relating to the wireless identity transmitter at the time of

broadcasting.

[0111] The communication system 200 may operate in a passive information
gathering mode and/or an active search mode. In the passive information
gathering mode, proximity broadcast receivers 138, 142 may continuously listen
for broadcasts from any wireless identity transmitters 110, and report all
identifier reception events via sighting messages (e.g., transmissions including
identifiers, time and location) to the central server 120. When no active search is
underway (i.e., no one is looking for a particular wireless identity transmitter
110), sightings of wireless identity transmitters 110 or received broadcast
messages from wireless identity transmitters 110 may be stored in memory of the
proximity broadcast receivers 138, 142 or the central server 120 for access at a
later time. In order to protect privacy, such stored data may be stored for a
limited period of time, such as a day, a week or a month, depending upon the
person or asset being tracked. Then, if a person or asset is discovered to be
missing, the stored data may be instantly accessed to locate and track the
associated wireless identity transmitter 110, or at least determine its last reported

location.

[0112] In a modification of the passive tracking mode, each proximity broadcast
receiver 138, 142 may store IDs, times and locations corresponding to received
broadcast messages (or contacts) from wireless identity transmitters 110 for a

limited period of time. Alternatively, such information may be stored in servers
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130, 140 connected to such proximity broadcast receivers 138, 142. Then, ifa
person or asset associated with a wireless identity transmitter 110 is discovered
missing, a search can be initiated by the central server 120 querying the
proximity broadcast receivers 138, 142 (or servers 130, 140) to download their
stored data (e.g., databases indicating contacts with wireless identity transmitters

110) for analysis and storage in a database of the central server 120.

[0113] In an embodiment, in order to limit the demands on civilian mobile
devices configured to operate as mobile proximity broadcast receivers 138, the
passive tracking mode may only be implemented on the stationary proximity
broadcast receivers 142. While the fewer number of such devices means the
tracking of wireless identity transmitters 110 may be less effective, this
embodiment may nevertheless enable receiving broadcast messages and thus the
tracking of wireless identity transmitters 110 through high-traffic zones, such as

intersections, highway on/off ramps, bus stations, airports, etc.

[0114] In the passive information gathering mode/embodiment, a user may use
the communication system 200 to request the location of a particular wireless
identity transmitter 110, such as by sending a request from a terminal 124 to the
central server 120. For example, a mother may log in on her home computer
terminal 124 and request the location of the wireless identity transmitter 110 in
her child’s backpack. The request may include a serial number, code, or other
identifier corresponding to the wireless identity transmitter 110. The central
server 120 may search the stored identification messages for the serial number,
code, or other identifier and return any reported locations matching entered
information, along with the times of such locations were reported via sighting
messages. In further embodiments, the serial number or code entered by the
parent may be cross-referenced with the identifier that the requested wireless
identity transmitter 110 communicates in broadcast messages and that are relayed
to the central server 120 in sighting messages submitted by proximity broadcast
receivers 138, 142. In this manner only an authorized user (i.e., someone who

knows the access code, password, or other secret code associated with a
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particular wireless identity transmitter 110) can obtain information regarding a
given wireless identity transmitter 110 even though data is being gathered

continuously.

[0115] In the active search mode/embodiment, the central server 120 may
instruct proximity broadcast receivers 138, 142 to actively search for a particular
wireless identity transmitter 110 (i.e., a “targeted” wireless identity transmitter).
An active search may be initiated in response to a request received from a
terminal 124. Such a request may include the identifier for the particular wireless
identity transmitter 110, or an account number/name that is or can be cross-
linked to the identifier of the wireless identity transmitter 110. The central server
120 may transmit activation messages, such as via broadcast or multicast, to
proximity broadcast receivers 138, 142 that may instruct proximity broadcast
receivers 138, 142 to search for a particular wireless identity transmitter 110 and
that may include an identifier of the targeted wireless identity transmitter 110
(i.e., target device ID). For example, an activation message corresponding to an
active search for a targeted wireless identity transmitter 110 may include a rolling
identifier that the wireless identity transmitter 110 changes periodically in an
unpredictable manner and that is known to the central server 120. In an
embodiment, activation messages transmitted, broadcast or multicast by the
central server 120 may be sent only to proximity broadcast receivers 138, 142
within particular sectors or within a given distance of a particular location.
Alternatively, the activation messages may identify particular sectors or a
distance from a particular location to enable the proximity broadcast receivers
138, 142 to determine whether the activation message is applicable to them based
on their own known location. In this manner the search can be focused on a
given area, such as a sector encompassing the last known location of the wireless
identity transmitter 110 or an eye witness sighting. By focusing the search in this
manner, proximity broadcast receivers 138, 142 not within the sector of search

need not be activated.
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[0116] In the active search mode/embodiment, in response to receiving
activation messages from the central server 120 that include target device IDs
and determining that they are within the identified sector of search, proximity
broadcast receivers 138, 142 may configure their short-range radios (e.g.,
Bluetooth® radio) to listen for broadcast messages having the identifiers. In
other words, the proximity broadcast receivers 138, 142 may be considered
activated for a search and may or pairing attempts with an identifier look for the
identifiers included in the activation message (i.e., target device IDs). In
embodiments that do not rely on pairing with the wireless identity transmitter,
proximity broadcast receivers 138, 142 matching an identifier within a received
broadcast message to a target device 1D within an activation message may
promptly report the event to the central server 120 via sighting messages
transmitted via links 146 or long-range wireless links 136. In embodiments that
rely on pairing or an exchange of messages between the wireless identity
transmitter and proximity broadcast receivers, proximity broadcast receivers 138,
142 may listen for and only complete communication handshaking or pairing
with a device that broadcasts the target device ID, and ignore other pairing
attempts. In this alternative embodiment, proximity broadcast receivers 138, 142
may be protected from pairing with unauthorized devices while in the active
search mode. Also, proximity broadcast receivers 138, 142 may modify the
pairing process in the active search mode to terminate the communication link as
soon as the device ID is received, further protecting against pairing with
unauthorized devices in the active search mode. In the active search
mode/embodiment, proximity broadcast receivers 138, 142 receiving the target
device ID may promptly report that event to the central server 120 via a wired or
wireless link to the Internet 103. As mentioned above, such a report may include
the location of the proximity broadcast receiver 138, 142 and the time when the
identifier was received if the report is not transmitted immediately. In the active
search mode/embodiment, each sighting message received by the central server
120 may be reported to an interested person or authority, such as in the form of a

webpage showing an update location indicator on a map.
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[0117] Further, in the active search mode/embodiment, an authorized user, such
as a police, FBI, fire/rescue or other person of authority may use the
communication system 200 to activate a search for a particular wireless identity
transmitter 110, such as by using a terminal 124 to provide the central server 120
with the target device ID and search location or sectors to be searched. For
example, a mother discovering that her child is missing may call the police and
provide them with an identifier of the wireless identity transmitter 110 concealed
in her child’s clothing. With the search activated, the central server 120 may
transmit an alert (or message that indicates a search for a wireless identity
transmitter has been activated) to proximity broadcast receivers 138, 142 within
the initial targeted search sector. The central server 120 may then activate a
webpage that presents a map of the search area and that may be maintained in
near-real time so, that as relevant sighting messages are received, reported
location information is displayed on the map. Authorized users may then access
the website (or other information provided by the server) to coordinate in-person

search efforts.

[0118] Of course, information gathered and stored in proximity broadcast
receivers 138, 142 or in a database of the central server in the passive mode may
be used upon initiation of an active search, such as to identify an initial search
location or sector, track recent locations and movements, and to provide/display a
history of locations reported by sighting messages that may be combined with

near-real time search reports.

[0119] In another embodiment, the communication system 200 may further
include a plurality of wireless identity transmitters (not shown in FIG. 2) that are
placed throughout a building. In such a situation, the plurality’s broadcast areas
may cover a large portion of the enclosed area of such a building. For example,
the building may be a retail store and the plurality of wireless identity
transmitters may be permanently stationed throughout the sales floor of the
building. As a mobile proximity broadcast receiver 138, such as a smartphone

carried by a customer, moves throughout the building and within the broadcast
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areas of the plurality of wireless identity transmitters, the mobile proximity
broadcast receiver 138 may receive broadcast messages associated with the
building. In another embodiment, the Internet access server 140 may be
configured to store, receive, and otherwise process information relevant to the
building. For example, the Internet access server 140 may be configured to
perform as a local server for a retail store or alternatively a point-of-sale device
that is configured to perform software and operations for conducting transaction
with customers. For example, the Internet access server 140 may be configured
to perform operations related to a customer purchase within a retail store

building.

[0120] FIG. 3 illustrates an embodiment method 300 for implementation in a
wireless identity transmitter 110 (referred to as “WIT” in FIG. 3), a proximity
broadcast receiver 142, and a central server 120. In block 302, a wireless identity
transmitter 110 may broadcast a message that includes an identifier, such as a
broadcast message as described above. For example, the wireless identity
transmitter 110 may broadcast a Bluetooth® LE advertising packet that includes
a rolling identifier as described herein. This may be accomplished in block 302
by a microcontroller within the wireless identity transmitter 110 determining that
it is time to broadcast its identifier, configuring a suitable broadcast message
(e.g., an advertisement packet as specified for Bluetooth® LE devices in the

Bluetooth®4.0 protocol), and transmitting that packet via a short-range radio.

[0121] In various embodiments, the message broadcast by the wireless identity
transmitter (i.e., the broadcast message) may include an identifier segment, such
as arolling identifier. In various embodiments, the broadcast message may also
include additional segments, such as a type segment. The type segment may
indicate the type of wireless identity transmitter. For example, wireless identity
transmitters may be marketed for various purposes, such as child safety devices,
dog collars, or security tags for stores. The wireless identity transmitters may
have a different type segment based on the intended purpose (e.g., one code for

child safety devices, a second code for dog collars, etc.). Type segments may be
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static and set by manufacturers, while the remaining portion of the identifier may
be unique to each device, and may roll as described below. The type segment
may also be changed by a user, such as when a wireless identity transmitter is

reset for a different purpose or application.

[0122] In other embodiments, a broadcast message may also include one or
more static or dynamic segments with instructions or commands to be
implemented by a proximity broadcast receiver. Such command segments may
also be passed along to instruct a central server or other network device.
Command segments may be set or static, similar to type segments, or may vary
over time based on various conditions, such as pairings or data from one or more
proximity broadcast receivers. Such command settings may also be configured
by a user of the wireless identity transmitter. Second or additional segments may
also indicate the status of the wireless identity transmitter. For example, a
second segment may indicate the remaining power or estimated time left before
the battery dies. Proximity broadcast receivers or a central server may interpret

this status and respond accordingly.

[0123] Returning to FIG. 3, in block 304, the wireless identity transmitter 110
may enter a sleep mode. For example, after broadcasting the broadcast message
having the identifier, the wireless identity transmitter 110 may be configured to
enter a power conservation state that may continue for a predetermined period of
time. In various embodiments, the wireless identity transmitter 110 may sleep
for a predetermined time, never sleep, or sleep for varying times determined
based on various inputs. In block 306, the wireless identity transmitter 110 may
wake up from the sleep mode, such as after the predetermined duration expires.
In block 308, the wireless identity transmitter 110 may generate a new device
identifier from an algorithm, such as a rolling identifier algorithm. For example,
the wireless identity transmitter 110 may generate a rolling identifier using a
pseudo-random function or a streaming-like encryption algorithm (e.g., AES-
CTR), as described below. The wireless identity transmitter 110 may then return

to block 302 to broadcast again. In an embodiment, the broadcast message may
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contain timing, counter, count-down, or scheduling information indicating the
availability of the wireless identity transmitter for receiving messages. For
example, the broadcast message may indicate that the wireless identity
transmitter will accept incoming configuration messages within a specified time
window. In various embodiments, the operations in blocks 302-308 may be
performed by an identity transceiver (e.g., a smartphone configured to operate as

both an identity transmitter and a proximity broadcast receiver).

[0124] As mentioned above, the algorithm (or rolling identifier algorithm) used
in block 308 may generate a rolling identifier which is very difficult to predict or
recognize by a device or system that does not know either an identity of the
wireless identity transmitter 110 (e.g., a MAC or Bluetooth® ID), a decode key,
and/or the algorithm used to generate the rolling identifier. As discussed below
with reference to FIG. 19, the central server 120, configured with the algorithm
(or a decoding algorithm) or a decode key, and in possession of the wireless
identity transmitter 110 identities, can use the rolling identifier to determine a
corresponding account or device identity. While method 300 shows the rolling
identifier changing with every wake and broadcast cycle as one example, in other
embodiments the identifier may be changed less frequently, such as once per
minute, once per hour, etc. In such embodiments, the operation of generating a
new identifier in block 308 may be performed only at the designated interval, so
at other times upon waking (i.e., block 306) the wireless identity transmitter 110
may return to block 302 to broadcast the identifier. Various algorithms for
generating rolling identifiers or other encoded identifiers, as well as other
decoding algorithms, are discussed below as well as in related application_U.S.
Patent Application No. 13/773,336, entitled “Preserving Security By
Synchronizing a Nonce or Counter Between Systems,” the entire contents of
which are hereby incorporated by reference for purposes of algorithms for

generating, transmitting and decoding rolling identifiers and other data.

[0125] The method 300 also illustrates operations that may be implemented in

the proximity broadcast receiver 142. In block 312, the proximity broadcast
49

Petitioner Samsung Ex-1004, 0470



WO 2013/163326 PCT/US2013/038038

receiver 142 may receive the broadcast message from the wireless identity
transmitter 110. The proximity broadcast receiver 142 may receive the broadcast
message when within proximity of the wireless identity transmitter 110 (i.e.,
within communication range). When the broadcasted message with included
identifier is received, the proximity broadcast receiver 142 may analyze header or
metadata within the received broadcast message, as well as parse and evaluate
various data within the broadcast message. In an embodiment, the broadcast
message may contain encrypted and non-encrypted data that the proximity
broadcast receiver 142 may or may not be configured to decrypt or otherwise
access. In block 314, the proximity broadcast receiver 142 may transmit a
sighting message to the central server 120 including the identifier, location
information, and time corresponding to the receipt of the broadcast message.
This transmission may be accomplished via a wireless wide area network, such
as a cellular data network coupled to the Internet. In various embodiments, the
operations in blocks 312 and 314 may be performed by a stationary proximity
broadcast receiver, a mobile proximity broadcast receiver, or alternatively, an
identity transceiver (e.g., a smartphone configured to operate as both a

transmitter and a receiver).

[0126] In general, sighting messages may include metadata or header
information that may describe received broadcast messages (e.g., message size,
indicators of subject matter, etc.), the proximity broadcast receiver 142, such as
the proximity broadcast receiver identification (e.g., a code, username, etc.),
indications of services with which the proximity broadcast receiver 142 is
affiliated regarding the server (e.g., the proximity broadcast receiver 142
participates in a tracking program for a particular vendor, merchant, area, etc.), as
well as the conditions at the time of receipt of the broadcast message. For
example, the sighting message may include signal strength information of the
received broadcast message. In an embodiment, sighting messages may each

include codes, flags, or other indicators that describe the general topic, subject
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matter, or reason for the sighting message. For example, the sighting message

may contain a flag that indicates a relation to an active alert.

[0127] Additionally, sighting messages may include location information of the
proximity broadcast receiver 142. In particular, sighting messages may indicate
network-specific information that relates to a location. For example, a sighting
message may indicate the cell site (e.g., cell site ID), cellular network tower (e.g.,
cell tower ID), or other wireless network with which a mobile proximity
broadcast receiver was in communication at the time of receipt of the broadcast
message. Further. sighting messages may include more refined location
information based on data from global positioning systems (GPS) or chips
included within the proximity broadcast receiver 142. For example, the
proximity broadcast receiver 142 may determine GPS information (i.e., GPS
coordinates) of the proximity broadcast receiver 142 at the time of receipt of a
broadcast message, including the coordinates in the corresponding sighting
message. In an embodiment, sighting messages may also include sensor data
from various sensors within the proximity broadcast receiver 142, such as
accelerometers, gyroscopes, and magnetometers. Further, sighting messages may
include authentication information that may confirm the legitimacy of the
sighting message as coming from a known, registered, or otherwise valid
proximity broadcast receiver 142. For example, authentication information
included in a sighting message may include secret codes, certificates, or hash
data that is shared between the proximity broadcast receiver and the central

server 120.

[0128] In various embodiments, the proximity broadcast receiver 142 may
generate sighting messages by appending data and various information to
broadcast messages received from the wireless identity transmitter 110. In an
embodiment, sighting messages may include the entirety of received broadcast
messages or, alternatively, only portions of the received broadcast messages that
the proximity broadcast receiver 142 determines to be of significance. For

example, the proximity broadcast receiver 142 may extract particular header or
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metadata information from a broadcast message before generating a
corresponding sighting message. As another example, the proximity broadcast
receiver 142 may compress, abbreviate, truncate and/or summarize data within
the broadcast message. In another embodiment, the proximity broadcast receiver
142 may simply redirect, relay, or retransmit received broadcast messages to the

central server.

[0129] Sighting messages may be transmitted via a wireless or wired
communication link, such as a wireless cellular network, a local area network
configured to communicate via Internet protocols, a long-range radio
communication link, or a short-range radio. For example, the proximity
broadcast receiver 142 may transmit sighting messages over a cellular network
via the Internet to the central server. As another example, the proximity
broadcast receiver 142 may transmit sighting messages via a wired Ethernet

connection.

[0130] Returning to FIG. 3, the method 300 also illustrates operations that may
be implemented in the central server 120. In block 322, the central server 120
may receive the sighting message from the proximity broadcast receiver 142. In
block 324, the central server 120 may associate an identifier indicated by the
sighting message with the wireless identity transmitter 110. The central server
120 may associate the identifier within the sighting message with an account
registered/created by a user. Associating the identifier with a particular wireless
identity transmitter 110 or user account may be accomplished by comparing the
identifier with a database of codes corresponding to the wireless identity
transmitter 110 or user accounts to determine the database record in which
information from the sighting message (e.g., location info) should be stored.
Since in some embodiments the wireless identity transmitter 110 identifier
changes (rolls) frequently, this process may involve comparing the identifier
received in the sighting message to several possible serial codes generated by a
pseudo-random number generator algorithm, or applying a reverse algorithm

which uses the received identifier as an input and outputs the corresponding
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account number. In block 326, the central server 120 may store data from the
sighting message in a database, such as location information and time data. For
example, the central server 120 may determine the location of the proximity
broadcast receiver 142 when the broadcast message was received based
evaluating the received sighting message, and may store that data in a database

linked to the wireless identity transmitter 110 or its user/owner.

[0131] In block 340, the central server 120 may perform an action in response
to the sighting message, such as transmit a message to a recipient, send a coupon,
and/or calculate rewards. In an embodiment, the central server 120 may transmit
a return message to a recipient, such as the proximity broadcast receiver 142, that
includes instructions, software, or codes indicating how the proximity broadcast
receiver 142 may respond to the received broadcast message. For example, the
return message may direct the proximity broadcast receiver 142 to transmit a link
advertisement message. Recipients of such messages from the central server may
include various devices and parties, including computing devices of registered
services (e.g., merchants, emergency personnel), mobile devices of users, and
proximity broadcast receivers (e.g., the proximity broadcast receiver 142 that
received the broadcast message). In another embodiment, the central server 120
may use the stored data to identity when the wireless identity transmitter 110
enters, is within, and/or leaves a designated area. In other words, the central
server 120 may identify when the wireless identity transmitter 110 comes within
proximity, stays within proximity, or leaves proximity of a proximity broadcast

receiver 142.

[0132] FIG. 4 illustrates an embodiment method 400 for a wireless identity
transmitter (referred to as “WIT” in FIG. 4) receiving configuration settings after
performing boot-up operations. Typically, wireless identity transmitters may
only perform one-way communications, broadcasting signals for receipt by
proximity broadcast receivers. However, wireless identity transmitters may be
configured to selectively engage in two-way communications with other devices

with similar short-range wireless signaling capabilities (e.g., Bluetooth® LE
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transceivers). In particular, upon initialization operations (or “booting-up”), a
wireless identity transmitter may be configured to receive incoming short-range
wireless communications from proximity broadcast receivers. For example,
when a battery is replaced or inserted for the first time, the wireless identity
transmitter may accept incoming Bluetooth® packets for a predefined period of
time, such as sixty seconds. Alternatively, the wireless identity transmitter may
receive incoming messages as part of power-cycling (e.g., receive for the sixty

seconds after a reboot of the wireless identity transmitter).

[0133] Such incoming short-range wireless communications may include
instructions, software, firmware, commands, or other code for setting values for
configuration parameters utilized by the wireless identity transmitter for
performing various functions. In particular, the incoming communications may
include configuration settings (or values) the wireless identity transmitter may
use to set or modify established configuration parameters associated with
transmitting broadcast messages that include identification information of the
wireless identity transmitter. In an embodiment, incoming communications that
include configuration settings may be Bluetooth® signals (e.g., setters or getters)
that may not require pairing operations between the sender and receiver (i.€., the
wireless identity transmitter). In other words, the incoming communications may

be non-pairing Bluetooth® advertisements.

[0134] Configuration parameters may include the transmit interval for
transmitting broadcast messages (i.e., how often the wireless identity transmitter
should broadcast packets that include its identity) and the transmit power for
transmitting broadcast messages (i.e., what signal strength to use when
broadcasting). For example, received configuration settings may vary the
intervals (i.e., broadcasting frequency) at which the wireless identity transmitter
broadcasts its identifier in a manner configured to facilitate accurate tracking of
the wireless identity transmitter while conserving battery power. This may be
important as setting transmit power configuration parameters may affect the

battery service life of the wireless identity transmitter (e.g., a longer interval may
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include a longer sleep mode and thus decreased power consumption). In an
embodiment, configuration parameters may also include a debug parameter that
may be set or modified by a manufacturer or administrative party (e.g., a central
server). The debug parameter may be utilized by software or algorithms
executed by the wireless identity transmitter and may indicate when the wireless
identity transmitter should generate new identifiers to broadcast (e.g., an interval
for generating a new rolling identifier or Bluetooth® MAC address identifier). In
another embodiment, incoming communications with configuration settings may
include commands that instruct the wireless identity transmitter to change the
data represented within broadcast messages, such as by entering/exiting an
encoded mode. Alternatively, incoming communications may include
instructions for the wireless identity transmitter to shorten its broadcast signal

range to emulate near field communications (NFC).

[0135] In block 402, the wireless identity transmitter may boot-up. In other
words, the wireless identity transmitter may be energized, initialized, and
otherwise configured to operate from a hibernating, sleep, dormant, or otherwise
deactivated state. In various embodiments, the boot-up operations may be
performed in response to a user input (e.g., a button press), the insertion of a
battery in the wireless identity transmitter, or receiving a short-range wireless
signal (e.g., an activation signal). In block 403, the wireless identity transmitter’s
short-range radio may be activated. This activation may be accomplished by a
timer or by the microcontroller determining that a duration has expired since the
boot-up operations were performed or concurrently with the boot-up operations.
In an embodiment, the activation of the short-range radio may be a routine within

the boot-up operations in block 402.

[0136] In block 404, the wireless identity transmitter may broadcast a

configuration message indicating there are configuration parameters that can be
set in the wireless identity transmitter. For example, the configuration message
may include the wireless identity transmitter’s identity (or identifier) as well as

an indication that a certain number or type of configuration parameters can be
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set, modified, or initialized by subsequent short-range wireless signals. In an
embodiment, the configuration message may include a list of configuration

parameters available to be set, such as the transmit interval.

[0137] In an alternative embodiment, the configuration message may include an
indicator that the wireless identity transmitter is available to receive
configuration settings. In such an embodiment, any responding devices, such as
proximate proximity broadcast receivers, may transmit responses (e.g.,
Bluetooth® LE signals) that request the list of configuration parameters. In
response to receiving such a request, the mobile proximity broadcast receiver

may transmit a second message that includes the list of configuration parameters.

[0138] In determination block 406, the wireless identity transmitter may
determine whether configuration settings are received, such as in a short-range
wireless signal from a proximate proximity broadcast receiver or identity
transceiver. The wireless identity transmitter may monitor the short-range radio
to determine whether a response is received from a proximate device. A
response may be in the form of a simple response packet or pulse that the
wireless identity transmitter microcontroller can recognize, or alternatively, an
advertisement according to the Bluetooth® LE protocol. If configuration settings
are received (i.e., determination block 406 = “Yes”), in block 408 the wireless
identity transmitter may set parameters based on the received configuration
settings. For example, the wireless identity transmitter may set a value that
indicates how often it transmits broadcast messages. If no configuration settings
are received (i.e., determination block 406 = “No”), or if the wireless identity
transmitter performs the operations in block 408, in determination block 410 the
wireless identity transmitter may determine whether a configuration period has
elapsed. For example, the wireless identity transmitter may evaluate a counter or
timer to determine whether a predefined number of seconds (e.g., 60 seconds)
have elapsed since the boot-up operations were performed. If the configuration
period has not elapsed (i.e., determination block 410 = “No”), in optional block

411 the wireless identity transmitter may wait a period, such as a number of
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milliseconds, seconds, etc., and then may continue with the operations in block
404.

[0139] However, if the configuration period has elapsed (i.e., determination
block 410 = “Yes™), in block 302° the wireless identity transmitter may broadcast
a message including an identifier based on the configuration parameters. For
example, the wireless identity transmitter may transmit a broadcast message at a
signal strength indicated by configuration parameters set in response to receiving
configuration settings (or values) from a nearby proximity broadcast receiver. In
optional block 412, the wireless identity transmitter may go to sleep for a period
based on the configuration parameters, such as a transmit interval configuration
parameter. In block 308, the wireless identity transmitter may generate a new
device identifier (e.g., rolling identifier) from an algorithm, and may continue

with the operations in block 302°.

[0140] In alternate embodiments, the wireless identity transmitter may be
configured to receive incoming messages from proximity broadcast receivers
based on clock timing (or clock signals), detected inputs from a user (e.g., a
detected button press), or information within a previously received signal (e.g., a
received message from a proximity broadcast receiver may instruct the wireless
identity transmitter to become available for subsequent messages at a particular

future time).

[0141] FIG. 5 illustrates an embodiment method 550 for a wireless identity
transmitter performing two-way wireless communications with a proximity
broadcast receiver. As described above, wireless identity transmitters may
typically be used for one-way signaling, such as transmitting broadcast messages
for receipt, use, and relay by proximity broadcast receivers. However, wireless
identity transmitters may be configured to conduct two-way communications in
order to receive firmware, software instructions or trigger signals directing the
transmitter to perform certain operations (e.g., activate sensors), configuration

data, and other information the wireless identity transmitter may use to transmit
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broadcast messages. Such two-way communications may be available to
wireless identity transmitters that include short-range radio transceivers, such as
Bluetooth® radios. However, wireless identity transmitters may be configured to
selectively engage in two-way communications with proximity broadcast
receivers to minimize power consumption and maximize battery service life. In
an embodiment, the wireless identity transmitter may broadcast messages
indicating to proximity broadcast receivers a period of time when the wireless
identity transmitter may be available for receiving messages from proximity
broadcast receivers, and may receive messages for a limited or predefined period

of time.

[0142] 1In block 552, the wireless identity transmitter may reset a counter, such
as a counter variable to indicate the beginning (or initialization) of a period
during which the wireless identity transmitter may not receive messages. The
counter may be reset to a zero value and may be incremented up to a predefined
number during the operations of the method 550. Alternatively, the counter may
be reset or initialized at a predefined number and decremented down to a zero
value. The use of a counter variable is merely a non-limiting example technique
for the wireless identity transmitter determining when to configure itself for
receiving messages. In alternate embodiments, the wireless identity transmitter
may instead determine when to be available for receiving incoming messages
based on clock timing (or clock signals), detected inputs from a user (e.g., a
detected button press), information within a previously received signal (e.g., a
received message from a proximity broadcast receiver may instruct the wireless
identity transmitter to become available for subsequent messages at a particular
future time), or power-cycling (e.g., one such time might be for the sixty seconds

after initial boot-up or reboot of the wireless identity transmitter).

[0143] In an embodiment, the wireless identity transmitter may be roughly in
clock synchronization with or maintain the counter variable that it is known and
roughly tracked by various proximity broadcast receivers (e.g., smartphones,

listening radios throughout a place, etc.) and/or a central server. For example,
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when the wireless identity transmitter is activated (e.g., turned on, initialized by
inserting a battery, etc.), a user may register the wireless identity transmitter with
a central server that stores the wireless identity transmitter identification along
with information that enables the central server to estimate a counter value or
clock timing within the wireless identity transmitter. In an embodiment, such a
counter variable or clock synchronization may be used to disambiguate wireless
identity transmitter identities and/or be used as a decryption key for obfuscated or
encoded messages. Such registration and synchronization operations are

described further below.

[0144] In block 554, the wireless identity transmitter may generate a message
including identification information, counter, and time of availability for
receiving messages. The generated message may include information about the
wireless identity transmitter’s identity (e.g., a serial code/number, a username, or
arolling identifier). In an embodiment, the generated message may be
encrypted, encoded, or otherwise obscured to prevent proximity broadcast
receivers from determining the identity of the wireless identity transmitter and/or
the user thereof. For example, the generated message may employ a rolling
identifier or code known only to the wireless identity transmitter and a central

server but not proximity broadcast receivers.

[0145] The generated message may also include information indicating a time
or condition when the wireless identity transmitter may be available for accepting
communications for proximity broadcast receivers. For example, the message
may describe the current value of the counter or indicate a count-down timer
showing when the wireless identity transmitter may be available. In another
embodiment, the generated message may include instructions for proximity
broadcast receivers to enable successful transmissions to the wireless identity
transmitter. For example, the generated message may contain specifications
(e.g., required codes, content, delivery time, etc.) for any messages transmitted

by proximity broadcast receivers to the wireless identity transmitter.
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[0146] In block 556, the transmitter may broadcast the generated message via
short-range wireless transmissions, such as Bluetooth® LE packets. If within the
range of the short-range broadcasts, a proximity broadcast receiver may receive

and process the broadcasts as described below.

[0147] The wireless identity transmitter may periodically broadcast the same
generated message multiple times for each counter time period. In other words,
the wireless identity transmitter may broadcast the generated message more than
once before modifying the counter variable value. In determination block 558,
the wireless identity transmitter may determine whether the predetermined
counter time period has expired. If the counter time period has not expired (i.e.,
determination block 558 = “No”), the wireless identity transmitter may continue

to broadcast the generated message periodically in block 556.

[0148] If the counter time period has expired (i.e., determination block 558 =
“Yes”), in block 560 the wireless identity transmitter may increment the counter
and, in determination block 562, determine whether the wireless identity
transmitter has become available for receiving messages based on the counter
value. For example, the wireless identity transmitter may compare the current
counter variable value to a predefined maximum (or minimum) counter value.
As stated above, in various other embodiments, the wireless identity transmitter
may determine availability for receiving messages based on other evaluations of

time or instructions stored within the wireless identity transmitter.

[0149] Ifitis not available to receive messages (i.e., determination block 562 =
“No0”), the wireless identity transmitter may continue with the operations in block
554 to generate a new message to broadcast. If the wireless identity transmitter
is available to receive messages (i.e., determination block 562 = ““Yes™), in block
564 the wireless identity transmitter may listen for incoming messages, such as
by monitoring a receiver circuit for incoming short-range radio transmissions,

and in block 566 the wireless identity transmitter may process any received
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incoming messages, such as with software or operations running on a processor

or wireless modem within the wireless identity transmitter.

[0150] In determination block 568, the wireless identity transmitter may
determine whether the receiving time period has expired. In other words, the
wireless identity transmitter may determine whether incoming messages may still
be received. The time period for receiving incoming messages may be based on
a counter variable maintained by the wireless identity transmitter, a clock signal
indication, or information within a received message. If the receiving time
period has not expired (i.e., determination block 568 = “No”), the wireless
identity transmitter may continue to listen for incoming messages in block 564.
However, if the receiving time period has expired (i.e., determination block 568
= “Yes”), the wireless identity transmitter may repeat the process by returning to

block 552.

[0151] FIG. 6 illustrates various modules within a mobile proximity broadcast
receiver 138. As described above, proximity broadcast receivers may include
stationary proximity broadcast receivers, such as dedicated devices placed around
a building, and mobile proximity broadcast receivers 138, such as mobile devices
that are configured to perform operations to receive broadcast messages from
wireless identity transmitters 110 and transmit sighting messages over the
Internet 103 to a central server 120 via long-range communications (e.g., via
WiFi or a cellular network). The various modules and components are described
below in the context of elements within a mobile proximity broadcast receiver
138, however in various embodiments, any proximity broadcast receiver, such as
a stationary proximity broadcast receiver, may include similar modules and/or

components.

[0152] The mobile proximity broadcast receiver 138 may include a core client
module 115 that may be software, instructions, routines, applications, operations,
or other circuitry utilized to process received broadcast messages from proximate

wireless identity transmitters 110. The core client module 115 may also handle
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communications between the proximity broadcast receivers 142, 138 and the
central server 120, such as transmitting sighting messages and receiving return
messages from the central server 120. For example, the core client module 115
may operate as a background service that performs operations, such as uploading

or transmitting sighting messages, without interaction from a user.

[0153] The core client module 115 may include an API component 606 that
corresponds to application programming interface data, code, or other commands
related to broadcast messages and/or sighting messages. For example, the API
component 606 may be utilized by a proximity broadcast receiver when listening
for Bluetooth® LE advertising packets received from the wireless identity
transmitter 110. As another example, the API component 606 may be utilized to
register the mobile proximity broadcast receiver 138 to receive notifications,
alerts, or other communications corresponding to wireless identity transmitters
110. The core client module 115 may also include an authorization system
component 608 for processing received broadcast messages. For example, the
mobile proximity broadcast receiver 138 may support oAuth for authorization
requests and xAuth for approved communication partners. The core client
module 115 may also include a radio specific sightings receiver component 610
(e.g., a component for handling Bluetooth® LE, LTE-D, WiFi, and other
communications), an operations, administration, and management module 612, a
wireless identity transmitter network manager component 614, an event
registration component 616 that relates to stored look-ahead identifiers, and a
sightings manager component 618. In an embodiment, the event registration
component 616 may store numerous rolling identifiers downloaded from the
central server 120 and corresponding to a particular wireless identity transmitter
110, such as a set of rolling identifiers that may match possible rolling identifiers

broadcast by the wireless identity transmitter 110 during a certain time window.

[0154] Like many modern mobile devices, the mobile proximity broadcast
receiver 138 may be configured to execute third-party applications (or “apps™),

and thus may include a third-party applications module 116 that may execute,
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manage, and otherwise perform software instructions and routines related to
applications provided by various third-parties (e.g., merchants). For example, the
third-party applications module 116 may receive various data from the core client
module 115 to be used by various third-party applications. For illustration
purposes, a third-party application related to a department store that is registered
with the central server 120 may be configured to receive notifications from the
core client module 115 when the user of the mobile proximity broadcast receiver
138 enters, remains, and/or leaves the department store (e.g., a geofence of the
store). In an embodiment, for optimization purposes, applications or apps
executing via the third-party applications module 116 may register or otherwise
be configured to received notifications from the core client module 115 when
particular wireless identity transmitters are within proximity, or alternatively,
leave proximity. For example, applications may register in advance with the core
client module 115 to receive event notifications that indicate whether a particular
wireless identity transmitter enters proximity, stays within proximity (e.g.,
standing nearby and not moving), or leaves proximity of a proximity broadcast

receiver.

[0155] The mobile proximity broadcast receiver 138 may also include an
operating system and platform module 620 for performing various operations and
managing circuitry, such as short-range signal receiver circuitry. In particular,
the operating system and platform module 620 may include a Bluetooth® Low
Energy module 624 for processing communications utilizing Bluetooth® LE
protocols, a cellular network module 626 for processing communications
corresponding to various cellular and similar long-range wireless networks (e.g.,
LTE-D, etc.). The operating system and platform module 620 may also include a
time services component 628 that may track time and generate timestamp data, a
location services component 630 that may maintain low-precision location data
or alternatively more precise GPS (or A-GPS) location data, a storage component
632, and a wireless wide area network/ wireless local area network component

622 for enabling communications via WiF1 or other wireless networks.

63

Petitioner Samsung Ex-1004, 0484



WO 2013/163326 PCT/US2013/038038

[0156] In an embodiment, the core client module 115 may request from the
central server sets of wireless identity transmitter identifiers (e.g., rolling
identifiers of all transmitters on an interested list, identifiers for all transmitters
owned by a user, etc.). Such sets may correspond to wireless identity
transmitters that are currently in use and are expected to be in use for some

period of time.

[0157] FIG. 7 illustrates an embodiment method 700 that may be implemented
on a proximity broadcast receiver, such as a stationary proximity broadcast
receiver or a mobile proximity broadcast receiver. In determination block 702,
the proximity broadcast receiver may determine whether a broadcast message is
received. For example, the proximity broadcast receiver may begin listening for
broadcast advertisement packets or pairing attempts by wireless identity
transmitters. As discussed above, in the passive mode/embodiment, the
proximity broadcast receiver may continuously be in a monitoring mode, or
begin listening for particular identifiers in response to an alert (or search
activation message) received from a central server. In embodiments in which
pairing takes place, the pairing may be established automatically if the proximity
broadcast receiver is set to pair with any wireless identity transmitter without
using a key, by using a key saved from a previous pairing with the wireless
identity transmitter, or by using a key received from a central server. If the
proximity broadcast receiver does not receive a broadcast message (i.e.,
determination block 702 = “No”), the proximity broadcast receiver may continue

with the operations in determination block 702.

[0158] If the proximity broadcast receiver receives a broadcast message (i.e.,
determination block 702 = “Yes”), in block 704 the proximity broadcast receiver
may generate a sighting message based on information from the received
broadcast message and other associated data. In particular, the sighting message
may include an identifier specific to the wireless identity transmitter that
transmitted the received broadcast message, such as a rolling identifier (i.e., an

encoded device identitier), MAC address, or other unique code that may be used
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to identify the particular wireless identity transmitter. In alternate embodiments,
the wireless identity transmitter’s identifier may be received as part of a pairing
process. The other associated data may include various information related to the
receipt of the broadcast message, such as the time the proximity broadcast
receiver received the broadcast message, location information, the proximity
broadcast receiver’s identification information, related services (e.g., associated
merchants), and signal strength information. In other words, the proximity
broadcast receiver may associate data about present conditions (e.g., a timestamp,
GPS coordinates, Cell ID of the closest base station, etc.) with the broadcast
message and/or the wireless identity transmitter’s identifier. This data may be
stored in any of various types of data structures, such as an array with one or
more identifiers associated with timestamps and GPS coordinates from when the
sighting corresponding to each identifier occurred. In an embodiment, the
sighting message may include authentication data, such as a digital certiticate or
code, that may be used by a central server to confirm the identity of the proximity
broadcast receiver. For example, within the metadata of the sighting message,
the proximity broadcast receiver may include a special hash code known only to

the proximity broadcast receiver and the central server.

[0159] In block 706, the proximity broadcast receiver may transmit the sighting
message to a central server, such as via a cellular (e.g., an LTE, 3G, or 4G
network) or other network and the Internet as discussed above with reference to
FIGS. 2A-2B. Upon reporting a contact event by transmitting the sighting
message, the proximity broadcast receiver may promptly return to perform the
operations in determination block 702 and await further broadcasts from wireless
identity transmitters. This enables the proximity broadcast receiver to

continuously report contact events to the central server.

[0160] FIG. 8 is a call flow diagram 800 illustrating communications during
various embodiments. A wireless identity transmitter 110 may transmit a short
range broadcast message 802 (e.g., a Bluetooth® LE signal) to a proximity

broadcast receiver, such as a mobile proximity broadcast receiver (e.g., a mobile
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device, cellular phone, etc.) or various other proximity broadcast receivers as
discussed above. The broadcast message 802 may contain an identifier for the
wireless identity transmitter. The proximity broadcast receiver may transmit (or
upload) the wireless identity transmitter’s identifier along with any associated
data (e.g., timestamp, GPS coordinates, Cell ID, etc.) as a sighting message 804
to a central server 120. The central server 120 may receive the sighting message
804 and store many different identifiers from one or more proximity broadcast

receivers.

[0161] In some embodiments, identifiers and the associated data may be
transmitted (or uploaded) to the central server without any of a user’s personal
data to protect privacy. In the various embodiments attempting to leverage
personal mobile phones, the phone users may opt-in as mobile proximity
broadcast receivers. However, these phone users may refuse to opt-in if they fear
that personally identifiable data will also be transmitted to the central server.
Therefore, an application for uploading received identifiers installed on these
personal mobile devices (i.e., mobile proximity broadcast receivers) may prohibit
transmission of personal data or other data that may identify the mobile

proximity broadcast receivers.

[0162] The central server 120 may receive a user request 806 from a user
device, such as a terminal 124 or a mobile device, requesting the location of a
wireless identity transmitter. This request may be sent by a user after logging
into an account associated with a particular wireless identity transmitter. For
example, each wireless identity transmitter may be registered with an
authenticated user such that a request 806 for the registered wireless identity
transmitter’s location can only be transmitted after the authenticated user logs

into a secure account.

[0163] After receiving a user request 806, the central server 120 may search
through the previously reported wireless identity transmitter identifiers that are

received via sighting messages to find any matches with the identifier of the
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requested wireless identity transmitter. Any matches could be reported to the
user in a response 808. The response 808 may also include associated data (e.g.
timestamp, GPS coordinates, Cell ID) within the sighting message 804. A user
may use this associated data to help locate or track the wireless identity
transmitter (e.g., a mother could look for a lost child at the latest location

reported for the child’s wireless identity transmitter).

[0164] FIG. 9 illustrates an embodiment method 900 for including a type or
command segment. In block 902, a proximity broadcast receiver may receive a
broadcast message, such as a broadcast advertising packet, from a wireless
identity transmitter (referred to as “WIT” in FIG. 9). In alternate embodiments,
this message may be sent over a connection established by pairing or as part of
the pairing procedure. The broadcast message may contain an identifier segment,
as well as an additional segment or code, such as a type segment or command
segment. The proximity broadcast receiver may perform an action based on this
code in the received broadcast message in block 904. In various embodiments,
this action may include any operation the proximity broadcast receiver is capable
of performing. For example, the proximity broadcast receiver may assign
different levels of priority to messages or identifiers based on a type segment or
command segment (e.g., child safety devices have higher priority than security
tags from stores). Received messages or identifiers with higher priority may be
transmitted to a central server first or deleted last from a proximity broadcast

receiver’s local log.

[0165] A proximity broadcast receiver may handle the broadcast message or
identifier differently based on a type or command segment. For example, the
message may be stored locally for a certain time (e.g., various times depending
on the value of the segment) prior to being transmitted to a central server.
Alternatively, the message or identifier, along with any associated data such as

timestamps and GPS coordinates, may be transmitted to multiple locations.
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[0166] As another example, a proximity broadcast receiver may initiate various
communications based on the type and/or command segments. The proximity
broadcast receiver may report to particular URLs, transmit an SMS message,
initiate a phone call, or establish new network connections. In various
embodiments, some of these actions may be optionally disabled to protect user

privacy.

[0167] In further embodiments, the proximity broadcast receiver may be
configured to transmit the additional segment or other message to another
network device for the other network device to take some action. For example,
the proximity broadcast receiver may forward the message along with associated
data to the central server. The central server may perform an action based on the
additional segment in the message, such as automatically sending a message to a

user without waiting for a user request.

[0168] FIG. 10 illustrates an embodiment method 1000 for providing content
based on proximity to a wireless identity transmitter. A proximity broadcast
receiver may receive a broadcast message from a wireless identity transmitter
(referred to as “WIT” in FIG. 10) containing an identification code and/or second
segment in block 1002. The proximity broadcast receiver may determine
whether an action associated with the identification code and/or second segment
is stored locally (e.g., in the proximity broadcast receiver’s memory) in
determination block 1005. If an associated action is found locally (i.e.,
determination block 1005 = Yes), the action may be performed by the proximity

broadcast receiver in block 1008.

[0169] If an associated action is not found locally (i.e., determination block
1005 = No), the proximity broadcast receiver may transmit a sighting message
with the identifier and/or second segment to a central server in block 1010. In an
embodiment, the proximity broadcast receiver may transmit a message to another
device, such as a user device. The proximity broadcast receiver may receive an

instruction message in block 1012. This instruction may be sent by the central
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server or other device in response to the sighting message with the identifier
and/or second segment. In block 1014, the proximity broadcast receiver may
perform an action based on the received instruction message, such as access
content by going to a web page or other online resource. In alternate
embodiments, the proximity broadcast receiver may skip the determination block
1005 and automatically proceed to either transmit a sighting message in block

1010 or attempt to perform an action stored locally.

[0170] A proximity-based content publishing system may be used for a wide
range of activities. For example, teens may carry a wireless identity transmitter
with them that they point to their social networking pages (e.g., Facebook®).
When they are proximate to friends, the pages can be quickly accessed on
proximity broadcast receivers (i.e., mobile phones configured to operate as
mobile proximity broadcast receivers). Realtors may setup a web page for a
home and affix to the home’s signpost a wireless identity transmitter pointing to
the web page so that anyone driving by the home can access that information.
Stores may include wireless identity transmitters with products to provide
dynamic displays such as links to coupons, customer reports, or additional
nutritional information. If a lost dog has a wireless identity transmitter on its
collar, instead of trying to wrestle the dog for access to his collar, a proximity
broadcast receiver may simply access the wireless identity transmitter and send a

message or call the owner.

[0171] The various features and alternative actions may enable the system to
have flexible and extensible functionality. The functionality could be added later
as the actions taken are controlled by applications that may be updated in

proximity broadcast receivers over time.

[0172] FIG. 11 illustrates an embodiment method 1100 for a proximity
broadcast receiver relaying a broadcast message to and receiving a return
message from a central server. Proximity broadcast receivers may be connected

to facilities, such as houses, stores, gyms, schools, etc., and may be configured to
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execute various operations relating to those facilities. For example, a proximity
broadcast receiver may be contained within equipment that executes software
routines. Such proximity broadcast receivers may be configured to execute
particular routines in response to receiving broadcast messages from a wireless
identity transmitter (referred to as “WIT” in FIG. 11). For example, the
proximity broadcast receiver may modify the execution of operations to suit

preferences of the user of the wireless identity transmitter.

[0173] However, as discussed above, the wireless identity transmitter may
obscure, encode, or encrypt data within broadcast messages to protect the privacy
and identity of the wireless identity transmitter user. For example, the broadcast
messages may not transmit the user’s identity in the clear. To determine the
identity information related to received broadcast messages, the proximity
broadcast receiver may relay the broadcast messages to the central server, which
may identify the wireless identity transmitter and its user based on information in
the messages (e.g., a disguised, rolled, or encrypted device ID). As discussed
above, the central server may store a secret to decrypt messages transmitted by
the wireless identity transmitter. In response to receiving a sighting message, the
central server may transmit a return message to the proximity broadcast receiver

including identification information of the wireless identity transmitter.

[0174] 1In an embodiment, the central server may also store additional
information relevant to the operations of the facility associated with the
proximity broadcast receiver. For example, the central server may be an
information hub that stores proprietary information related to the operations of
the facility the proximity broadcast receiver is within. As another example, the
central server may contain instructions for the proximity broadcast receiver to
perform based on the identity of the wireless identity transmitter. Accordingly,
the central server may transmit a return message that may not identify the
wireless identity transmitter (or its user) related to a sighting message, but may
instead includes data relevant to the wireless identity transmitter. In various

embodiments, return messages may include or not include either data or
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identification information based on the preferences of the user of the wireless
identity transmitter and/or the services associated with the proximity broadcast
receiver. For example, the proximity broadcast receiver may be registered as
relating to a trusted service for the user of the wireless identity transmitter, and
therefore the central server may transmit return messages that identify the user.
As another example, the user of the wireless identity transmitter may have set
privacy permissions (or settings) during a registration procedure with the central
server that enable anonymous data to be distributed to proximity broadcast

receivers. Privacy permissions are further discussed below.

[0175] In determination block 702, the proximity broadcast receiver may
determine whether a broadcast message is received, such as from a wireless
identity transmitter. If no broadcast message is received (i.e., determination
block 702 = “N0”), the proximity broadcast receiver may continue with the
operations in determination block 702. If a broadcast message is received (i.e.,
determination block 702 = “Yes”), in block 706 the proximity broadcast receiver
may transmit a sighting message to a central server. For example, the sighting
message may include identification information of the wireless identity
transmitter as well as associated data, such as the location of the proximity
broadcast receiver and a timestamp. In determination block 1101, the proximity
broadcast receiver may determine whether a return message from the central
server is received. In an embodiment, the proximity broadcast receiver may
record identification information about the sighting message and may compare
that information to received messages to find a match. If no return message is
received (i.e., determination block 1101 = “No”"), the proximity broadcast
receiver may continue with the operations in determination block 702.
Alternatively, if no return message is received (i.e., determination block 1101 =
“No0”), the proximity broadcast receiver may optionally re-transmit the sighting
message to the central server in block 706. In an embodiment, the proximity
broadcast receiver may retransmit sighting messages a predefined number of

times over a period of time when no return message is received.
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[0176] When a return message is received (i.e., determination block 1101 =
“Yes”), in determination block 1102 the proximity broadcast receiver may
determine whether the return message includes wireless identity transmitter
identification information. For example, identification information may include
user names, addresses, sensitive information (e.g., social security number,
banking information, passwords, etc.), and other data describing the wireless
identity transmitter and/or the user of the wireless identity transmitter. If the
return message does contain identification information (i.e., determination block
1102 = *Yes”), in optional block 1104 the proximity broadcast receiver may
transmit a message to a local device, such as a local server, for processing. In
other words, the proximity broadcast receiver may relay the identification
information in the return message to a local device associated with proximity
broadcast receiver and/or the facility in which the proximity broadcast receiver is
located. For example, the proximity broadcast receiver may transmit the
identification information of the wireless identity transmitter to a local computing
device of a gym, retail store, a school, or other third-party that may in turn
determine instructions for the proximity broadcast receiver based on the
identification information. In an embodiment, the local device may store the
identification information and/or relate the information to database data for

further use with the various related devices of the facility.

[0177] If the return message does not include identification information (i.e.,
determination block 1102 = “No0”) or the proximity broadcast receiver transmits a
message to the local device in optional block 1104, the proximity broadcast
receiver may determine whether the return message includes other data for use,
such as by the proximity broadcast receiver or other devices associated with the
proximity broadcast receiver in determination block 1106. For example, the
return message may include commands or instructions for the proximity
broadcast receiver to perform. Additionally. the data may contain configuration
data (or configuration information) that may be used by various devices to

accommodate the wireless identity transmitter and/or the preferences of the
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wireless identity transmitter’s user. For example, the return message may
contain software instructions for the proximity broadcast receiver to use or
transfer to the local device, the wireless identity transmitter, or various other
associated devices. If the return message includes data for use (i.e.,
determination block 1106 = “Yes”), in block 1108 the proximity broadcast
receiver may use the data within the return message. For example, the proximity
broadcast receiver may execute operations to utilize configuration data from the
return message (e.g., set equipment to suit the user’s preferences). If the return
message does not contain data for use by the proximity broadcast receiver (i.e.,
determination block 1106 = “No”), the proximity broadcast receiver may

continue with the operations in determination block 702.

[0178] As a non-limiting, illustrative example: the proximity broadcast receiver
may be connected to a piece of exercise equipment within a fitness facility that is
registered with a central server (i.e., the facility relates to a registered service).
When the proximity broadcast receiver receives a broadcast message from the
wireless identity transmitter carried by a user intending to work-out on the
exercise equipment, the proximity broadcast receiver may transmit a sighting
message to the central server. The proximity broadcast receiver may receive a
return message from the central server that includes data which may be used to
configure the exercise equipment to suit the anatomical dimensions and
preferences of the user of the wireless identity transmitter without necessarily
sharing the user’s identity. For example, the proximity broadcast receiver may
use the data to adjust the height of the equipment’s seat or pedals. As another
example, the data may define a workout routine to be executed on the exercise
equipment. Alternatively, the return message may include the user’s fitness
facility identification, which the proximity broadcast receiver may transmit to a
local server (e.g., a gym administrative server). The local server may compare
the user’s fitness facility identification to a local database and in response to the
comparison, may transmit personalized configuration instructions to the

proximity broadcast receiver and exercise equipment. Other non-limiting but
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illustrative applications of return message data may include configuring rental
cars (e.g., seat positions, settings, etc.) and computer components (e.g., mouse,
keyboards, etc.) for personalized use by the user of the wireless identity

transmitter.

[0179] In an embodiment, return messages may include identification
information such as photographic imagery useful to identify the user of the
wireless identity transmitter. For example, in response to receiving a return
message identifying the user of the wireless identity transmitter, the proximity
broadcast receiver may display an image of the user or a sample of the user’s
handwriting (e.g., a signature). This functionality may be used by emergency
personnel, citizens on alert, or merchants when attempting to quickly verify the
identity of a person (e.g., a missing child, customer, etc.) equipped with a
wireless identity transmitter. In another embodiment, a merchant’s proximity
broadcast receiver engaged in a business transaction (e.g., a point-of-sale device
with an embedded proximity broadcast receiver) may transmit a sighting message
including information broadcast by a proximate user’s wireless identity
transmitter. The resulting return message may include confirmation that the
identities of the registered user of the wireless identity transmitter and the user
match (i.e., the in-store person matches the user indicated in the central server as
relating to the wireless identity transmitter). Additionally, if the identities are the
same, the return message may include additional information to assist in the
transactions, such as payment information, credit card numbers, or contact

information for follow-up communications.

[0180] In another embodiment, the return message from the central server may
include software instructions and/or data that may cause the proximity broadcast
receiver to modify, adjust, remove, activate, or disable components, sensors,
features, software, and/or functions of the proximity broadcast receiver. For
example, the return message may include software instructions that the proximity
broadcast receiver executes upon receiving the return message, or triggers the

proximity broadcast receiver to execute a pre-loaded routine or enter a particular
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operating mode. Such software instructions may define operations the proxiniity
broadcast receiver may execute that configure the proximity broadcast receiver,
such as activating (or de-activating) a camera component, a cellular network
modem, speaker systems, WiFi transceivers, etc. As another example, the return
message may instruct the proximity broadcast receiver, such as a smartphone
configured to operate as a mobile proximity broadcast receiver, to execute an
application, transmit a message (e.g., email, SMS, short-range radio signal, etc.),
or turn itself off. Software instructions within such return messages may include
timing information that indicates when affected components, sensors, features,
software, and/or functions may be configured and/or re-configured. For
example, the return message may include instructions that cause the proximity
broadcast receiver to disable a microphone for a certain period of time. In an
embodiment, the proximity broadcast receiver may be configured to reverse any
modifications, adjustments, operating mode selections, or other configurations
identified in return message software instructions after a period of time and/or
when the proximity broadcast receiver no longer receives broadcast messages
from wireless identity transmitters related to the return message. For example,
the proximity broadcast receiver may disable the speakers on the proximity
broadcast receiver so long as the proximity broadcast receiver receives broadcast
messages from the wireless identity transmitter. In another embodiment, the
proximity broadcast receiver may modify, adjust, remove, activate, or disable
components, sensors, features, software, and/or functions of the proximity
broadcast receiver based on information within received broadcast messages.
For example, the proximity broadcast receiver may process a received broadcast
message and execute detected software instructions that direct the proximity

broadcast receiver to disable a sensor, such as a camera.

[0181] FIG. 12 illustrates a diagram 1200 of various modules within a central
server 120. The various modules and components are described below in the
context of modules, components, and/or elements within a central server 120.

However, in various embodiments, the central server 120 may include or be
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connected to individual computing devices, server blades, or other units that may
perform the operations associated with the various modules and/or components

described below.

[0182] As described above with reference to FIG. 1, the central server 120 may
be configured to receive, store, and otherwise process data corresponding to
wireless identity transmitters. For example, the central server 120 may be
configured to exchange communications with various devices via the Internet
103, such as proximity broadcast receivers 142 and mobile proximity broadcast
receivers 138 communicating via a cellular network 121, third-party systems 101,

and other support systems and/or services 102.

[0183] The central server 120 may include several components 104-109 to
perform various operations to process data, such as received from proximity
broadcast receivers 142, 138, third-party systems 101, or other support systems
and/or services 102. In particular, the central server 120 may include a core
component 108 that may process sighting messages, execute an alert or notice
engine module, handle application programming interface (API) commands, and
exchange data with other components within the central server 120. The core
component 108 may include a data layer module 1202 that may include units for
storing short-term data and third-party specific data. The core component 108
may also include an alert engine module 1204 for generating alert messages for
transmissions to proximity broadcast receivers and initiating searches of various
target wireless identity transmitters. The core component 108 may further
include a data anonimizer module 1206 that may generate generic, anonymous,
or otherwise processed data based on privacy policies or profile preferences of
users. For example, the data anonimizer module 1206 may strip personal
information from return messages transmitted to a proximity broadcast receiver
associated with a store so that a customer user of a wireless identity transmitter is
not identified to the store, but the fact that the user is within the store is still
reported to the store. The core component 108 may also include a privacy

manager module 1208 that may maintain privacy permission information for
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various users. For example, the privacy manager module 1208 may include a
database of privacy parameters provided by users at registration. In an
embodiment, the data anonimizer module 1206 and/or the privacy manager

module 1208 may utilize the permissions described below.

[0184] The core component 108 may also include a search manager module
1210 for assisting in organizing and administering searches and an authorization
system module 1212. The core component 108 may further include a sightings
resolver module 1214 that may be utilized by the central server 120 for
identifying wireless identity transmitters associated with broadcast messages
reported within received sighting messages from proximity broadcast receivers
142, 138. The core component 108 may include an API module 1216 that may
include functions and interfaces for initiating operations, a sightings aggregator
module 1218 for compounding various sighting messages over a period for
transmissions in consolidated form to merchants, third-parties, and other services.
The core component 108 may also include a network module 1220 for
transmitting and receiving various communications with devices, such as
proximity broadcast receivers 142, 138 and third-party systems 101 via the

Internet.

[0185] The central server 120 may also include a data warehouse component
104 that may store long-term data (e.g., archived user data, past location
information, etc.). The data warehouse component 104 may include various
databases for storing information pertinent to users of wireless identity
transmitters, such as profile information provided by users via registration
websites. The data warehouse component 104 may be configured to exchange
data with the data layer module 1202 of the core component 108. The central
server 120 may also include an operations, administration, and management
component 105 that may process and/or store software associated with user
portal accesses, scripts, and tools (e.g., software utilities, routines, etc.). The
operations, administration, and management component 105 may be configured

to exchange data with the core component 108.
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[0186] The central server 120 may also include a developer portal component
106 that may store developer account data and perform registration, account
management, and alert (or notice) management routines associated with
developers, such as vendors or merchants that register to interact with users of
wireless identity transmitters 110. The central server 120 may also include a user
portal component 109 that may store user account data and perform registration,
account management, and search routines associated with users, such as persons
associated with wireless identity transmitters. The user portal component 109
and developer portal component 106 may be configured to exchange data with
the authorization system module 1212 of the core component 108. The central
server 120 may also include a rolling identifier (or ID) resolver component 107
that may store factory keys associated with wireless identity transmitters 110 as
well as perform operations, software, or routines to match encrypted, encoded,
rolling, or otherwise obtfuscated identification information within received
sighting messages with affiliated user data. The rolling identifier (or ID) resolver
component 107 may be configured to exchange data with the sightings resolver

module 1214 of the core component 108.

[0187] In various embodiments, the modules and components described with
reference to FIG. 12, such as the rolling 1D resolver component 107, may be
performed or otherwise enabled by software instructions, applications, routines,

threads, circuitry, or hardware units.

[0188] FIG. 13 illustrates a wireless identity transmitter registration process for
use in various embodiments. In general, before broadcast messages may be
processed by a central server, the central server may require that wireless identity
transmitters and their users be registered with the central server. For example,
before any tracking, searching, or other location-based activities related to a
wireless identity transmitter can be initiated, the central server must be able to
determine the users associated with the various wireless identity transmitters
circulating in the world. Registration may create links between identifiers

transmitted by wireless identity transmitters in broadcast messages, the wireless
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identity transmitters, and their users. For example, in order to transmit a
notification to a missing child’s parents that the child has been found, relayed
obfuscated (or encoded) identifiers must be matched to account information that
indicates the parents’ cell phone numbers as stored in relation to a registered user

account.

[0189] In particular, through registration, a timing mechanism may be
synchronized between each wireless identity transmitter and the central server
(i.e., a counter). With such a counter, a wireless identity transmitter and the
central server may encode (or roll) and decode identifiers respectively, keeping
the identity associated with the wireless identity transmitter (and its users)
concealed and private. The most appropriate time to synchronize such a timing
mechanism or counter may be during a device registration and/or account
creation process as described below. For the purpose of FIG. 13, a mobile
device, such as a smartphone, is described as being used by a user to perform
account creation and registration operations (e.g., the mobile device accesses a
web portal to register with the central server, etc.). However, any computing
device connected to the Internet and capable of exchanging communications with

the central server via a registration web portal or website may be relevant.

[0190] In block 1302, a user’s mobile device (e.g., an iPhone, Android, tablet
device, etc.) may install an application for use with wireless identity transmitters.
Such an application (or “app”) may execute on the mobile device’s processor as a
background service or alternatively may be activated for selective use by the
user. As described throughout this disclosure, such an application may enable
the mobile device to process short-range broadcast messages from proximate
wireless identity transmitters, such as by identifying received signals as broadcast
messages and relaying sighting messages having location information to the
central server in response. In block 1304, the mobile device may transmit a
registration request with user information (e.g., a device identity or “devicelD”).
The registration request may be sent to the central server via Internet

communications with a web portal, web site, or web server controlled or
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otherwise accessible by the central server. In other words, the mobile device
may invoke the registration process or by providing user information (e.g., device
ID) through the installed app by providing the device ID (devicelD) and other
information the central server may utilize to bind the registration request to an
account. For example, the user’s mobile device may access a registration
website, receive inputs from the user, and transmit the user input as data to the
registration website for use by the central server as described above with
reference to FIG. 12. In an embodiment, the user information may include
personal information about the user, such as name, address, contact information
(e.g., social network sites, cell phone number, email address, telephone number,
etc.) age, and other demographic information, as well as identifying information
about wireless identity transmitters and/or proximity broadcast receivers that may
be associated with the user’s account. For example, the user information
transmitted to the central server may include the serial number on a wireless
identity transmitter and/or a confirmation code produced by the mobile device in
response to installing the application with the operations in block 1302. The user
information may also include preference information, such as the user’s preferred
retails stores, product lines, and areas to eat or consume. The user information
may further include privacy permissions that indicate how personal information
may be distributed or used by the central server, such as discussed below. In an
embodiment, users may register as anonymous users, such that the central server
does not store any identifying information about the users. For example, an
account may be registered that is linked to a non-descript post office box, a
disposable cellular telephone number, or other contact information that does not
directly identify the user or the holder of the account. This may be important for
those who may choose to utilize services provided by the central server, but who
are concerned about leaked private or identifying information. In block 1312, the
user’s mobile device may store account information, such as authentication
information (e.g., codes, messages) from the central server or device ID

associated with an owned wireless identity transmitter.
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[0191] In block 1306, the central server may receive the user information for
account registration. In block 1308, the central server may register an account
for the user. For example, the central server may store the user’s information,
including provided device identifications, in a database of all registered users. In
block 1310 the central server may provide account creation information to the
user. The account creation information may include an authentication code or
other information the user’s mobile device may store for future use. For
example, the central server may display confirmation of account creation on a
website accessible by the user’s mobile device or alternatively may transmit a
confirmation signal, text message, email, or other communication to the user’s

mobile device.

[0192] In block 402, the wireless identity transmitter boots-up, such as in
response to the user inserting a battery. When the wireless identity transmitier
boots, a counter value may be initialized. For example, the wireless identity
transmitter may begin to increment a value that represents the passage of time,
starting from a zero value. In block 1313, the wireless identity transmitter may
broadcast a message (i.e., a broadcast message) that includes an encoded (or
rolling) identifier. For example, the wireless identity transmitter may begin
transmitting broadcast messages every tew seconds. The wireless identity
transmitter may generate rolling identifiers with the embodiment methods
described below. In general, the broadcast message may include a payload that
includes data generated by performing a pseudo-random function. For example,
the wireless identity transmitter may perform a pseudo-random function to
generate encoded data based on input values of the wireless identity transmitter’s
device ID, a counter value, and a secret key, seed, or other value known only to
the wireless identity transmitter and the central server. In an embodiment, the
pseudo-random function may be a polynomial time computable function that may
utilize a randomly selected seed value only known to the wireless identity
transmitter and the central server, such that the pseudo-random function may be

computationally indistinguishable from a random function defined on the same
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domain with output to the same range as the pseudo-random function. In an
embodiment, the keyed—hash Message Authentication Code (HMAC) or the
cipher—based Message authentication Code (CMAC) may be used as the pseudo-

random function.

[0193] In an embodiment, the wireless identity transmitter may be required to
be activated within a predefined number of seconds within the time the mobile
device begins the registration process with the operations in block 1304. In other
words, once the wireless identity transmitter begins incrementing its counter
value, the user must register with the central server within a certain period. This
enables the central server to try at only a certain number of values when trying to
determine the counter value at the wireless identity transmitter during

registration.

[0194] In an embodiment, the wireless identity transmitter may indicate an
initial broadcast by adjusting data within a broadcast message’s payload. For
example, the wireless identity transmitter may change a bit within a broadcast
message that the central server may recognize as indicating an initialization time
period for the wireless identity transmitter. If there are initialization indicators
within payloads, the central server may expedite comparisons between received
payloads and stored payloads by avoiding comparisons to payloads
corresponding to already registered (or recognized) wireless identity transmitters

within a central server lookup data table.

[0195] In block 1314, the user’'s mobile device may receive the broadcast
message. In other words, based on the installed application (or app), the mobile
device may function as a mobile proximity broadcast receiver. An installed
application may, such as the app installed with the operations in block 1302, may
be waiting to receive such a broadcast message in response to initiating
registration operations with the central server via the registration request. In
block 1316, the mobile device may transmit the wireless identity transmitter’s

rolling identifier and other information, such as the stored device ID and
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authentication information. In an embodiment, the mobile device may extract
encoded information from the received broadcast message, such as by using text
comparison and/or parsing operations. For example, the mobile device may

perform a most-significant bit operation.

[0196] In block 1318, the central server may receive the message with the
encoded information, as well as the authentication information and the device 1D.
In block 1320, the central server may validate authentication information, such as
in the received message from the mobile device. In particular, the central server
may compare the authentication information to information generated in the
operations in blocks 1308-1310. In block 1322, the central server may generate a
set of rolling identifiers using the device ID and possible counter values. The
central server may compare the encoded identifiers of the set with the rolling
identifier received from the mobile device. In an embodiment, the central server
may compute a set of encoded data by using a pseudo-random function, such as
described above, along with the device ID and a number of counter values. For
example, the central server may execute the pseudo-random function with a seed
shared with wireless identity transmitters, the device ID indicated by the mobile
device, and many counter values, starting with 0. In block 1324, when the
central server matches the received rolling identifier to one of the rolling
identifiers in the generated set, the central server may store relevant counter
value and time in relation to the WIT. The central server may use the counter
value used to generate the matching rolling identifier to sync with the counter
running on the wireless identity transmitter. In an embodiment, the central server
may store an indicator that describes the wireless identity transmitter as having
been successtully registered and/or synced. In optional block 1326, the central
server may then transmit a registration result message to the user, such as by
transmitting a message to the mobile device. The registration result message
may indicate whether or not the central server was able to match the received
encoded identifier with a generated identifier. In optional block 1328, the mobile

device may receive the registration result message. In an embodiment, the
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registration result message indicates that the registration process failed (e.g., the
received broadcast message received by the mobile device did not correspond to
the user’s wireless identity transmitter), the mobile device may re-attempt the

registration by receiving and relaying another broadcast message.

[0197] The operations described above, particularly within blocks 1313-1324,
assume that message processing operations performed by the various devices, as
well as any propagation delay, may be much smaller than the time required to
increment (or update) the counter value at the wireless identity transmitter. This
ensures that the counter values at the wireless identity transmitter and central

server do not differ by more than 1.

[0198] FIG. 14A illustrates an embodiment method 1400 for a central server to
process sighting messages received from proximity broadcast receivers. As
described above, the central server may be configured to utilize various modules,
components, circuitry, and software to process sighting messages. In
determination block 1402, the central server may determine whether a sighting
message is received. The central server may evaluate a receiving circuit, buffer,
queue or other indicator to determine when messages are received from various
devices, such as proximity broadcast receivers. In an embodiment, the central
server may utilize a network module as described above to determine whether a
sighting message is received. In general, sighting messages may be received via
long-range communications, such as packets transmitted via a cellular network
over the Internet. If the central server does not receive a sighting message (i.e.,
determination block 1402 = “No”), the central server may continue with the

operations in determination block 1402.

[0199] If the central server receives a sighting message (i.e., determination
block 1402 = “Yes”), in block 1404 the central server may identify wireless
identity transmitter information, proximity broadcast receiver information, and
associated data based on the sighting message. The central server may evaluate,

parse, and otherwise make accessible various data and information segments
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within the received sighting message. For example, the central server may parse
the sighting message to identify an included broadcast message from the wireless
identity transmitter. As another example, the central server may identity encoded
data corresponding to a wireless identity transmitter identity (i.e., rolling
identifier), proximity broadcast receiver identification information (e.g., a
receiver ID), location information, timestamp information, sensor data (e.g.,
accelerometer sensor data, etc.), identifiers of applications (or apps) associated
with a proximity broadcast receiver (e.g., a list of installed applications, an
identifier for a relevant app executing on the proximity broadcast receiver, etc.).
In an embodiment, the central server may perform the operations of block 1404

with a sightings resolver module as described above.

[0200] In block 14006, the central server may obtain the wireless identity
transmitter identity based on the rolling identifier within the sighting message.
The central server may perform operations to decode, descramble, decrypt, or
otherwise make accessible the rolling identifier. For example, the central server
may perform operations to apply a secret key or decoding algorithm to obtain the
identity of the wireless identity transmitter. In an embodiment, the operations of
block 1406 may be performed by the central server by way of a rolling ID
resolver component as described above. For example, the central server may
cause a sightings resolver module to exchange data with the rolling ID resolver
component to obtain a decoded wireless identity transmitter identifier.
Embodiment operations to identity the wireless identity transmitter based on a

sighting message that includes a rolling identifier are described below.

[0201] In block 1408, the central server may retrieve the wireless identity
transmitter user information based on the obtained wireless identity transmitter
identity. For example, the central server may retrieve user account information
related to the wireless identity transmitter, such as demographics information,
stored data indicating previous behaviors (e.g., travel paths, location history,
etc.). In an embodiment, the operations of block 1408 may be performed by the

central server by way of an authorization system module as described above. For
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example, the central server may cause the authorization system module to
exchange wireless identity transmitter identity information with a user portal

component to obtain user information as saved within user registration databases.

[0202] 1In block 1410, the central server may retrieve proximity broadcast
receiver identification information, such as proximity broadcast receiver user
information and related services, based on the identified proximity broadcast
receiver information. For example, the central server may retrieve the merchant
identity associated with the proximity broadcast receiver that transmitted the
received sighting message, the tracking services the proximity broadcast receiver
is registered to participate in, as well as any other relevant information to the
proximity broadcast receiver. The central server may retrieve email addresses,
MAC addresses, phone numbers, and other contact information related to a user
of related proximity broadcast receiver based on the information within the
sighting message. For example, the central server may determine the user
contact information associated with a proximity broadcast receiver that may be
used for subsequent transmissions from the central server, such as emails or SMS
text messages that indicate proximity to an item of interest. In an embodiment,
the central server may determine the identity of a user of a smartphone that is
contigured to perform operations ot a mobile proximity broadcast receiver. In an
embodiment, the operations of block 1410 may be performed by the central
server by way of an authorization system module as described above. For
example, the central server may cause the authorization system module to
exchange proximity broadcast receiver information with a developer (or user)
portal component to obtain information about related registered services (e.g.,
merchants, stores, vendors, services, etc.) as saved within developer registration

databases.

[0203] In optional block 1411, the central server may authenticate the sighting
message. Based on authentication information within the received sighting
message, the central server may perform authentication operations that confirm

the legitimacy of the sighting message as coming from a known or otherwise
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valid proximity broadcast receiver. As described above, sighting messages may
include data, such as secret codes, certificates, or hash data, that can be used to
confirm the identities of valid proximity broadcast receivers. As third-parties
may attempt to spoof proximity broadcast receivers associated with registered
services (e.g., a nefarious spammer may attempt to imitate a merchant’s store
proximity broadcast receiver by sending a fraudulent sighting message), the
central server may check for authentication information that confirms the
information within the sighting message is useful and related to a registered
service (e.g., a registered merchant, a valid developer, or other party that deploys
legitimate proximity broadcast receivers). For example, the central server may
detect obscured header information within the sighting message that relates to a
merchant established within the central server as a registered developer. When
the sighting message does not include authentication information expected by the
central server, such as a special code that all proximity broadcast receivers within
a certain building possess, or does include authentication information that does
not match information stored in the central server, the central server may
disregard the sighting message and all included information. For example, a
sighting message with out-of-date or incomplete authentication information may
be disregarded by the central server, or alternatively stored in a list for potentially

fraudulent proximity broadcast receivers.

[0204] In optional block 1412, the central server may generate hashed data
based on the obtained and/or retrieve data. In an embodiment, the operations of
optional block 1412 may be performed by the central server by way of a data
anonimizer module as described above. In block 1414, the central server may
store data based on the sighting message in relation to the wireless identity
transmitter identity. For example, the central server may store identified
associated data from the sighting message in a database in relation to the wireless
identity transmitter’s decoded identity. In an embodiment, the operations of
block 1414 may be performed by the central server by way of a data layer

module as described above.
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[0205] FIG. 14B illustrates an embodiment method 1450 for a central server to
process sighting messages received from proximity broadcast receivers. The
method 1450 is similar to the method 1400 described above, except that the
central server may perform the method 1450 to transmit messages for use by a
third-party application executing on mobile device carried by a user. As
described above, various messages, such as return messages, alerts (or search
activation messages), may be transmitted by the central server to various
recipients, such as mobile devices associated with a user. For example, the
central server may transmit messages to a user’s tablet, smartphone, mobile
proximity broadcast receiver, or other computing device. A recipient may also
include an application or app executing on a mobile device. In an embodiment,
the central server may also transmit messages to other third-party recipients or
devices, such registered services that may include emergency medical technicians
(EMTs), fire, local police, retail store, merchant computing devices, and ad

SCIVErS.

[0206] Messages transmitted by the central server in response to receiving
sighting messages may be transmitted to inform devices, such as a mobile phone
or mobile proximity broadcast receiver carried by a user, of the location of
proximity of known wireless identity transmitters. For example, when a
proximity broadcast receiver, such as a stationary proximity broadcast receiver
within a retail store, relays a broadcast message from a wireless identity
transmitter associated with a user. the central server may respond by transmitting
a message back to a mobile device of the user indicating the user is near the
store’s proximity broadcast receiver. Further, a third-party application running
on the user’s device may use information within the message. For example, a
retail store app running on a user’s smartphone may receive a notice that the user
has moved within proximity of a display area within proximity of a retail store
building. In various other embodiments, the third-party applications may be

utilized to track owned items associated with wireless identity transmitters. For
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example, a particular third-party application may perform a ring tone when the

user is within proximity of a searched for missing child.

[0207] In determination block 1402, the central server may determine whether a
sighting message is received. If the central server does not receive a sighting
message (i.e., determination block 1402 = “No”), the central server may continue
with the operations in determination block 1402. If the central server receives a
sighting message (i.e., determination block 1402 = “Yes”), in block 1404 the
central server may identify wireless identity transmitter information, proximity
broadcast receiver information, and associated data based on the sighting
message. In block 1406, the central server may obtain the wireless identity
transmitter identity based on the rolling identifier within the sighting message. In
block 1408, the central server may retrieve the wireless identity transmitter user
information based on the obtained wireless identity transmitter identity. In block
1410, the central server may retrieve proximity broadcast receiver identification
information, such as proximity broadcast receiver user information and related
services, based on the identified proximity broadcast receiver information. In
optional block 1412, the central server may generate hashed data based on the
obtained and/or retrieve data. In block 1414, the central server may store data
based on the sighting message in relation to the wireless identity transmitter

identity.

[0208] In determination block 1452, the central server may determine whether a
third-party application (or app) is allowed to have obtained proximity broadcast
receiver information. In other words, based on data stored in the central server
that is associated with the user of the wireless identity transmitter, the central
server may detect any registered services or third-party applications that are
associated with the user’s devices. For example, the central server may evaluate
database information to identify the user has installed a third-party application on
his/her smartphone that corresponds to a retail store. The proximity broadcast
receiver information may include proximity broadcast receiver identification

(e.g., an ID code or identifier) and the user identity of the proximity broadcast
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receiver. In an embodiment, the central server may identify whether third-party
applications are allowed such information based on the third-party’s developer
rights, such as indicated when the third-party registered as a developer or
registered service, or alternatively based on the user’s permission settings, as
described below. In an embodiment, the central server may use application
identification information provided within the received sighting message to
determine whether the third-party applications on the user’s device may receive
proximity broadcast receiver information. For example, the sighting message
may contain indicators of applications (e.g., app IDs) that correspond to the
sighting message and thus are allowed to receive any proximity broadcast

receiver information from the central server.

[0209] If the third-party app is not allowed to have the obtained proximity
broadcast receiver information (i.e., determination block 1452 = “No”), in block
1456 the central server may transmit a message to the user’s device that includes
only wireless identity transmitter identification information and associated data
from the sighting message. For example, the message transmitted by the central
server may include the obtained wireless identity transmitter identity, user
information, timestamp data, and location information from the sighting message.
If the third-party app is allowed to have the obtained proximity broadcast
receiver information (i.e., determination block 1452 = “Yes”), in block 1454 the
central server may transmit a message to the user’s device that includes wireless
identity transmitter identification information, proximity broadcast receiver
information, and associated data from the sighting message. For example, the
message transmitted by the central server to the user’s smartphone may include
indicators of the obtained proximity broadcast receiver identification (e.g., serial
code, group affiliation, merchant category, etc.). The central server may then
continue with the operations in determination block 1402. In an embodiment, the
central server may utilize an alert engine module, such as described above with
reference to FIG. 12, to transmit and/or generate messages for transmission to

various devices.
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[0210] FIG. 15A illustrates an embodiment call flow diagram 1500 illustrating
communications between a wireless identity transmitter, a proximity broadcast
receiver, and a central server. As described above, the wireless identity
transmitter may periodically transmit a short-range broadcast message 802 via a
short-range radio. When within signal range of the broadcast message 802, the
proximity broadcast receiver may receive the broadcast message 802 using a
similar short-range radio. The broadcast message 802 may be processed by the
proximity broadcast receiver and related data may be relayed to the central server
as a sighting message 804. In an embodiment, the sighting message 804 may
include the broadcast message, identification information of the proximity
broadcast receiver and/or the wireless identity transmitter, encrypted information
the proximity broadcast receiver is incapable of decoding, and other information
related to the reception of the broadcast message 802. In an embodiment, the
sighting message 804 may be transmitted over various wireless or wired

networks that may be configured to communicate via Internet protocols.

[0211] The central server may receive and process the sighting message 804.
When the central server determines that the sighting message 804 requires a
response based on the information in the sighting messages (e.g., metadata
requesting a response, the sighting message relates to a wireless identity
transmitter that needs to receive upgraded firmware, etc.), the central server may
generate and transmit a return message 1502 to the proximity broadcast receiver.
In various embodiments, the return message 1502 may contain configuration
information, identification information describing the wireless identity
transmitter, or other data as described above. The proximity broadcast receiver
may receive and process the return message 1502. Based on the data within the
return message 1502, the proximity broadcast receiver may optionally transmit a
message 1504 to the wireless identity transmitter that may contain configuration
information and other data from the central server. The wireless identity
transmitter may selectively accept transmissions such as the message 1504 using

operations as described above with reference to FIGs. 4.
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[0212] As another option, the proximity broadcast receiver may transmit a
message 1500 to a local server based on the return message 1502. The message
1506 may contain wireless identity transmitter identification information,
configuration information, software routines, and various other data from the
return message 1502 for storage, processing, and otherwise additional use by the
local server. Based on the message 1506, the local server may in turn transmit an
optional response message 1508 to the proximity broadcast receiver that may
include software instructions, configuration data, or other data generated in

response to receiving the message 1506.

[0213] In an embodiment, the central server may also transmit messages
directly to the local server (not shown) that include configuration information
and other data. For example, the sighting message 804 from the proximity
broadcast receiver may provide the contact information for the local server which

the central server may utilize for subsequent communications.

[0214] FIG. 15B illustrates an embodiment call flow diagram 1550 illustrating
communications between a wireless identity transmitter, a proximity broadcast
receiver, a local computing device, and a central server. The local computing
device may be a local server, such as within a retail store, or alternatively, a
device configured to perform operations of a point-of-sale device (e.g., a cash
register). The proximity broadcast receiver may be a stationary receiver device
associated with and communicates information to the local computing device.
For example, the local computing device and the proximity broadcast receiver
may both be associated with a merchant and/or both communicate over a
common local area network, such as via a WiFi router. For example, the
stationary proximity broadcast receiver may be placed at the cash register of the
retail store and may receive transmissions from wireless identity transmitters

when customers walk within proximity of the cash register.

[0215] As described above, the wireless identity transmitter 110 may

periodically transmit a broadcast message 802 via short-range wireless signals
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(e.g., Bluetooth® LE radio signals). When within signal range of the broadcast
message 802, the proximity broadcast receiver may receive the broadcast
message 802 using a similar transceiver. The broadcast message 802 may be
processed by the proximity broadcast receiver and transmitted to the local
computing device as a first sighting message 804 for processing. The local
computing device may in turn transmit a second sighting message 1552 to the
central server. The second sighting message 1552 may be identical to the first
sighting message 804" or alternatively a new or modified version of the first
sighting message 840°. For example, the second sighting message 1552 may
include identification information of the local computing device in addition to a

representation of the broadcast message 802.

[0216] The central server may receive and process the second sighting message
1552, as described above, and may generate and transmit a return message 1554
to the local computing device. In an embodiment, the local computing device
may be configured to act as a message router and may transmit a message 1556
to the proximity broadcast receiver. The message 1556 may be similar to the
return message 1554 or alternatively may include only portions of the return
message 1554. For example, the message 1556 may contain information (e.g.,
marketing information, payment authentication information, etc.) to be rendered
or otherwise used by the proximity broadcast receiver. In an embodiment, the
message 1556 may include instructions for presenting marketing information,

such as software instructions for rendering an advertising video.

[0217] In an embodiment, the central server may transmit a return message
1502 to the proximity broadcast receiver, which may in turn transmit a message
1560 to the local computing device that reports various information (e.g., the
identification information of the wireless identity transmitter). In an
embodiment, the proximity broadcast receiver may process the return message
1502 and the message 1556 and may store, utilize, and/or evaluate data of the
return message 1502. For example, the stationary proximity broadcast receiver

may detect software instructions within the return message 1502 or the message
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1556, such as an instruction to re-calibrate a radio within the proximity broadcast
receiver, and may perform operations in response to detecting the software
instructions. As another example, the proximity broadcast receiver may store a
list of wireless identity transmitter identities based on the return message 1502 or
the message 1556. In an embodiment, the return message 1502, 1554 may not
include identification information of the wireless identity transmitter, but may
instead include an indicator of whether the wireless identity transmitter is related

to an authorized user.

[0218] FIG. 16 illustrates an embodiment method 1600 for a central server to
process sighting messages received from a proximity broadcast receiver. In
general, based on the information within sighting messages, the central server
may identify a wireless identity transmitter (and related user), determine whether
there is a relationship between the proximity broadcast receiver and the wireless
identity transmitter (i.e., related to a registered service), and transmit return
messages with various data and/or information based on the sighting messages.
Accordingly, return messages may be provided to proximity broadcast receivers
such that no identifying information about the wireless identity transmitter is
included. This may enable the proximity broadcast receiver to anonymously
personalize equipment, devices, or other facilities, as described above, to benefit
the user of the wireless identity transmitter without disclosing his/her identity.
For example, a return message from the central server may include a user’s
configuration data for a piece of equipment but not the user’s identity. In an
embodiment, the method 1600 may be performed by the central server in
connection with the proximity broadcast receiver performing the operations of
the method 1100 as described above with reference to FIG. 11. In various
embodiments, such return messages may be transmitted to any devices related to
received sighting messages and/or the related wireless identity transmitter, such
as third-parties (e.g., emergency services, retailers, etc.) or user devices

associated with the sighting message.
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[0219] In determination block 1402, the central server may determine whether a
sighting message is received. If no sighting message is received (i.e.,
determination block 1402 = “No”), the central server may continue with the
operations in determination block 1402. If a sighting message is received (i.e.,
determination block 1402 = “Yes”), in determination block 1602 the central
server may determine whether the wireless identity transmitter identity is known.
In other words, the central server may perform the operations in block 1404-1410
as described above with reference to FIG. 14A in order to evaluate, decode,
decrypt, and otherwise access the data within the received sighting message to
determine whether it includes a wireless identity transmitter identity (or
identifier) that is associated with a user registered with the central server. For
example, the central server may decrypt a rolling identifier within the received
sighting message to identify a device identifier of a wireless identity transmitter
and may match that identifier to stored information representing all registered
users and/or devices. If the wireless identity transmitter is not known (i.e.,
determination block 1602 = “No™), in block 1603 the central server may ignore
the sighting message and continue to perform the operations in determination
block 1402. If the wireless identity transmitter is known (i.e., determination
block 1602 = “Yes™), in block 1414 the central server may store data based on
the sighting message in relation to the wireless identity transmitter identity, such
as storing location data within the sighting message in a database in relation to

the user of the wireless identity transmitter.

[0220] In determination block 1604, the central server may determine whether
the received sighting message relates to a registered service. In other words, the
central server may compare information obtained from the sighting message to
lists of registered services to determine whether the sighting message is valid (or
authenticated) and corresponding to a third-party, merchant, or other service
registered with the central server. To make the determination, the central server
may analyze the received sighting message and evaluate any metadata or header

information that identifies the proximity broadcast receiver, the subject matter of
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the sighting message, or other descriptive information regarding the proximity
broadcast receiver and/or the wireless identity transmitter that transmitted the
broadcast message reported by the sighting message. For example, the sighting
message may contain metadata that indicates the sighting message was sent by a
proximity broadcast receiver in response to an active alert. Alternatively, the
sighting message may contain header information that indicates relevance to a
particular vendor facility or service. For example, the sighting message may
contain metadata that indicates the proximity broadcast receiver is associated
with a particular third-party application (e.g., a retail store app ID). As another
example, the central server may evaluate metadata within the sighting message to
detect a code that identifies a registered merchant or retail store that is associated
with a marketing service or data collection scheme. A sighting message may not
relate to a registered service if the transmitting proximity broadcast receiver is

not registered, authenticated, or otherwise known to the central server.

[0221] If the sighting message is not related to a registered service (i.e.,
determination block 1604 = “No”), the central server may continue with the
operations in determination block 1402. If the sighting message does relate to a
registered service, such as a valid vendor service or an active alert (i.e.,
determination block 1604 = “Yes”), in block 1606 the central server may
generate a return message. The return message may include information that
indicates the sighting message, the proximity broadcast receiver, related services,
time of receipt of the sighting message, and other informational data. In
determination block 1608, the central server may determine whether the
proximity broadcast receiver is allowed to receive identification info. In other
words, the central server may determine whether the proximity broadcast
receiver has permission or is authorized to receive identification information of
the wireless identity transmitter. For example, based on metadata within the
sighting message indicating that the proximity broadcast receiver is associated
with a vendor or a registered service, the central server may determine that the

identification of the wireless identity transmitter (or its user) may not be included
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within the return message. In an embodiment, the central server may evaluate a
stored database that describes information permissions based on the identity of
the proximity broadcast receiver and its associated services. For example, the
database may indicate that the proximity broadcast receiver is associated with a
service that is allowed to receive identification information about the wireless
identity transmitter. Such permissions or privacy settings are described below
with reference to FIGS. 31-32. For example, using user identification
information obtained based on the sighting message, the central server may look-
up user permissions to identify whether the user authorized user data to be shared

with registered services.

[0222] If the proximity broadcast receiver is allowed to receive identification
information (i.e., determination block 1608 = “Yes™), in block 1610 the central
server may append identification information to the return message. For
example, the return message may include the username, customer 1D, address
and/or name of the user of the wireless identity transmitter. If the proximity
broadcast receiver is not allowed to receive identification information (i.e.,
determination block 1608 = “No”) or if the central server appended identification
information to the return message in block 1610, the central server may
determine whether there is stored data related to the wireless identity transmitter
and the registered service in determination block 1612. The central server may
evaluate a database and identify whether the proximity broadcast receiver, its
associated devices or services (e.g., a local server), and/or the wireless identity
transmitter require data based on the sighting message. Examples of such data
may include firmware, software instructions, configuration information,
proprietary information {e.g., customer ID), activity information (e.g.,
information describing recent wireless identity transmitter activities related to the
proximity broadcast receiver), or any other relevant information. The central
server may query the database using the wireless identity transmitter
identification information in combination with the proximity broadcast receiver

identification information to detect data within the database that may be included
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in the return message. For example, the return message may contain
personalization information for the user of the wireless identity transmitter to be
used by the proximity broadcast receiver. In an embodiment, the database may
indicate that the proximity broadcast receiver is associated with a service (e.g.,
vendor, merchant, etc.) that stores proprietary data within the central server

database.

[0223] If there is stored data related to the wireless identity transmitter and the
registered service (i.e., determination block 1612 =*Yes”), in block 1614 the
central server may append the data regarding registered service and the wireless
identity transmitter to the return message. If there is no stored data related to the
wireless identity transmitter and the registered service (i.e., determination block
1612 = “No”), or if data is already appended, in block 1616 the central server
may transmit the return message, such as to the proximity broadcast receiver.
The central server may then continue to perform the operations in determination

block 1402.

[0224] FIG. 17 illustrates an embodiment method 1700 for a central server
determining whether a proximity broadcast receiver has lost a wireless identity
transmitter. In the central server, the proximity broadcast receiver may be
associated with the wireless identity transmitter. For example, the proximity
broadcast receiver may be a user’s smartphone that is associated with the
wireless identity transmitter within an asset (e.g., wallet, purse, luggage,
medicine bag, clothing, etc.). In response to failing to receive sighting messages
from a proximity broadcast receiver associated with a particular wireless identity
transmitter, the central server may be configured to transmit messages, such as
warnings, indicating that the wireless identity transmitter (and the object it is
connected to) is lost, absent, forgotten, or otherwise non-proximate to the
proximity broadcast receiver. This embodiment method 1700 may be useful for
leashing certain assets, such as possessions, pets, and children. For example,
when a child runs from a parent, broadcast messages from the child’s wireless

identity transmitter may no longer be received by the parent’s proximity
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broadcast receiver. As a result, the parent’s proximity broadcast receiver may
not transmit sighting messages to the central server and the central server may

determine the child has been lost or run away.

[0225] 1In block 1702, the central server may register a relationship between the
proximity broadcast receiver and the wireless identity transmitter, such as by
storing information within a database. In various embodiments, each proximity
broadcast receiver and wireless identity transmitter may be involved in numerous
relationships. Additionally, the relationship information may be stored based on
user input data to the central server via a registration web portal (e.g., the user
may access a website and indicate all of his/her wireless identity transmitters).
During such a registration, the central server may prompt the user to provide
conditions under which the central server should transmit messages when
wireless identity transmitters are lost or otherwise outside of the proximity of the
proximity broadcast receiver. For example, the user may enter configuration data
stored by the central server that indicates that if the proximity broadcast receiver
does not receive broadcast messages from the wireless identity transmitter
between certain hours of the day, the central server should transmit a warning

message.

[0226] In determination block 1704, the central server may determine whether a
sighting message has been received from the proximity broadcast receiver related
to the wireless identity transmitter. In other words, based on whether or not such
a sighting message is received, the central server may detect if the wireless
identity transmitter is close to the proximity broadcast receiver. The central
server may also evaluate sighting messages received over a period to determine
whether the wireless identity transmitter is (or has recently been) within
proximity of the proximity broadcast receiver. In an embodiment, the central
server may determine whether it receives a sighting message for each wireless
identity transmitter registered in the relationship. For example, if the registered
relationship includes multiple wireless identity transmitters, the central server

may expect to receive sighting messages from the proximity broadcast receiver
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regarding all the wireless identity transmitters. If the central server receives a
sighting message related to the wireless identity transmitter (i.e., determination
block 1704 = “Yes™), in optional block 1705 the central server may wait a period
and may continue with the operations in determination block 1704. In various
embodiments, the central server may perform the operations in determination

block 1704 periodically, such as every few seconds, minutes, or hours.

[0227] 1If the central server does not receive a sighting message related to the
wireless identity transmitter (i.e., determination block 1704 = “No™), in block
1706 the central server may transmit a message indicating the wireless identity
transmitter is lost. In various embodiments, the central server may transmit such
a message to the proximity broadcast receiver, other devices associated with the
user of the proximity broadcast receiver (e.g., a smartphone, tablet), and/or any
other device relevant to the wireless identity transmitter. For example, the
central server may transmit a warning message to a police server when the

wireless identity transmitter is lost and associated with a child.

[0228] FIG. 18A illustrates two proximity broadcast receivers 138, 138’
receiving short-range broadcast messages from a wireless identity transmitter
110. In various embodiments, the communication system may provide increased
location or proximity granularity when multiple proximity broadcast receivers
(e.g., mobile proximity broadcast receivers) are able to successfully communicate
with a wireless identity transmitter. As previously discussed, since the wireless
identity transmitter relies on a short-range radio to broadcast its identifier to
proximity broadcast receivers, the location of a proximity broadcast receiver
receiving such a short-range broadcast message provides an approximate location
for the wireless identity transmitter (i.e., the proximity broadcast receiver and
wireless identity transmitter are within proximity of each other when a broadcast
message is received). However, if multiple proximity broadcast receivers receive
the broadcast message from the wireless identity transmitter, the location of the

wireless identity transmitter may be more precisely approximated.
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[0229] In particular, two proximity broadcast receivers 138, 138’ may receive
broadcast messages from a wireless identity transmitter 110. Since the reception
range of signals transmitted by wireless identity transmitters 110 is limited,
proximity broadcast receivers 138, 138" may receive the broadcast messages only
if the wireless identity transmitter 1 10O is within that reception range 1801, 1801°.
Thus, if both proximity broadcast receivers 138, 138 receive the same broadcast
message from the wireless identity transmitter 110, then the wireless identity
transmitter 110 must be located in the overlapping region that is within the
reception range 1801, 1801 of both of the two proximity broadcast receivers
138, 138’. Since the reception range 1801, 1801 will depend upon signal
attenuators (e.g., structures and vegetation) along the transmission path and the
sensitivity of proximity broadcast receivers 138, 138, this variability may be
taken into account by a central server, such as by treating the reception range
1801, 1801 as a statistical parameter (e.g., average range with standard
deviations, which may be determined through field testing). In such an
embodiment, the central server may assign probabilities to different overlapping

region sizes, which may help searchers focus initial search efforts.

[0230] FIG. 18B illustrates an embodiment method 1820 for a central server
providing a finer grained location for a wireless identity transmitter. The central
server may receive multiple sighting messages from proximity broadcast
receivers in block 1822. The central server may determine whether any of the
received sighting messages are concurrent in determination block 1825 (i.e.,
whether broadcast messages from the same wireless identity transmitter are
reported as being received at approximately the same time from two different
proximity broadcast receivers). The central server may not consider sighting
messages concurrent unless they are associated with the same wireless identity
transmitter (i.e., include the same identifier or corresponding rolling identifiers)
and come from different proximity broadcast receivers. Further, the central
server may determine whether sighting messages are concurrent based on the

contents of the messages, such as by comparing and matching timestamps in the
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received sighting messages (i.e., the time the proximity broadcast receivers
received broadcast messages from the same wireless identity transmitter). The
timestamps may be matched without being exactly the same in order to
accommodate differences due to unsynchronized clocks within the proximity
broadcast receivers, transmission delays, etc. In some cases, such as if the
wireless identity transmitter is assumed or determined to be stationary, received
sighting messages may be matched for purposes of refining the position despite
the messages being received at different times. The acceptable time range for
matching may be adjustable. Alternately, if the wireless identity transmitter is
using a rolling identifier that shifts with each broadcast message, the central
server may match received sighting messages based on the rolling identifier
rather than on timestamps. If none of the sighting messages are determined to be
concurrent (i.e., determination block 1825 = “No”), the central server may

continue with the operations in block 1822,

[0231] 1If the central server determines that two or more sighting messages are
concurrent (i.e., determination block 1825 = “Yes™), the central server may
compute the location and area of an overlapping region related to the concurrent
sighting messages in block 1828. For example, based on the locations of each of
the proximity broadcast receivers associated with the concurrent sighting
messages and the known transmission range of the wireless identity transmitter,
the central server may compute the reception radius of each proximity broadcast
receiver to determine the overlapping region. The location of each proximity
broadcast receiver may be included in sighting messages transmitted by each

proximity broadcast receiver.

[0232] 1In block 1830, the central server may associate the overlapping region
(i.e., the computed location and area of the overlapping region) with the wireless
identity transmitter. In other words, the central server may associate a finer
grained location of the wireless identity transmitter by calculating multiple
reception radii for each of the proximity broadcast receivers and identifying an

overlapping region that falls within the reception range of each proximity
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broadcast receiver. This finer grained location may also be associated with the
contents of one or more of the proximity broadcast receiver sighting messages
(e.g., timestamp, sensor data, etc.). Also as part of block 1830, the central server
may identify a number of overlapping area boundaries and assign a probability

value to each based on the average and variability of the transmission range.

[0233] Embodiment method 1820 may be applied to many concurrent sighting
messages received from several proximity broadcast receivers, which may enable
the overlapping area to be more narrowly defined. For example, the central
server may compute the overlapping region between several proximity broadcast
receiver listening ranges or refine a previously computed overlapping region
based on another overlapping report (i.e., compute the overlapping region shared
by a previous overlapping region and another proximity broadcast receiver
listening area). For example, as searchers close in on the wireless identity
transmitter, each of their respective mobile proximity broadcast receivers will
begin to transmit sighting messages related to the wireless identity transmitter,
which the central server may combine to further narrow the search area as
searchers approach from different directions. This capability may be further
leveraged by having some searchers move away from a suspected location of the
wireless identity transmitter until their mobile proximity broadcast receivers are
transmitting sighting messages only intermittently, indicating they are on the
edge of the transmission range. With multiple proximity broadcast receivers
positioned near the apparent maximum transmission range, the overlapping area
computed by the central server can be minimized, thereby helping to further

pinpoint the location of the wireless identity transmitter.

[0234] Further embodiments may provide increased location granularity by
considering the power level of the broadcast messages received by multiple
proximity broadcast receivers. As is well known, the signal strength of a radio
transmission from a point transmitter decreases with distance by a factor
proportional to the inverse of the square of the distance (i.e., 1/R?), with any

intervening structure or vegetation causing further attenuation. Thus, proximity
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broadcast receivers located at different distances from a wireless identity
transmitter will typically receive the broadcast messages with different signal
strengths. For, example, FIG. 18C illustrates a wireless identity transmitter 110
whose transmissions (i.e., broadcast messages) are being received by two
proximity broadcast receivers 138, 138’ at different ranges. Due to the
attenuation of radio signals with distance, the proximity broadcast receiver 138’
at distance 1852 from the wireless identity transmitter 110 may typically receive
the transmissions with a higher signal strength than a more distant proximity
broadcast receiver, such as the proximity broadcast receiver 138 at distance [850.
Thus, by including the signal strength of received transmissions in sighting
messages transmitted by proximity broadcast receivers 138, 138’ to a central
server, the central server may be able to further refine the location of a wireless

identity transmitter 110.

[0235] A proximity broadcast receiver’s distance to the wireless identity
transmitter 110 may be estimated as inversely proportional to the power level.
Distance estimations may also account for channel conditions such as intervening
signal attenuators (e.g., vegetation, buildings, etc.), echoes (i.e., multipath
reception) or other interferences. The distance may be estimated locally on the
proximity broadcast receiver 138,138 or alternately by the central server if the
proximity broadcast receiver 138, 138’ includes the power level in a sighting
message. Each proximity broadcast receiver’s own location and estimated
distance from the wireless identity transmitter 110 may be used to triangulate the
approximate location of the wireless identity transmitter 110. For example, as
searchers close in on the wireless identity transmitter, the signal strength of
received broadcast messages from the wireless identity transmitter may increase,
enabling the central server to further narrow the search area as searchers
approach from different directions. Thus, when proximity broadcast receivers
138, 138’ include signal strength data in sighting messages, the central server can
reduce the overlap area for searching as multiple searchers approach the wireless

identity transmitter 110 (which would not be the case in the circumstances
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similar to illustrated above with reference to FIGs. 18A and 18B as the overlap

area was determined solely upon the maximum reception range).

[0236] FIG. 18D illustrates an embodiment method 1860 for a central server
providing a finer grained location for a wireless identity transmitter based on the
power level of broadcast messages received by proximity broadcast receivers.
The central server may receive multiple sighting messages from proximity
broadcast receivers in block 1822. The sighting messages may include the power
level of a broadcast messages received by the reporting proximity broadcast
receivers, or an estimated distance from the proximity broadcast receiver to the
wireless identity transmitter determined based on the received signal strength.
The central server may determine whether any of the sighting messages are
concurrent in determination block 1825. The central server may not consider
sighting messages concurrent unless they are associated with the same wireless
identity transmitter (i.e., include the same identifier or corresponding rolling
identifiers) and are received from different proximity broadcast receivers.
Further, the central server may determine whether sighting messages are
concurrent based on the contents of the sighting messages as described above
with reference to FIG. 18B. If none of the sighting messages are concurrent (i.c.,
determination block 1825 = “No”7), the central server may continue with the

operations in block 1822.

[0237] If the central server determines that two or more sighting messages are
concurrent (i.e., determination block 1825 = “Yes™), the central server may
compute a finer grained location of the wireless identity transmitter based on the
received signal power levels and the locations of proximity broadcast receivers
transmitting the concurrent sighting messages in block 1868. The central server
may estimate the distance between the proximity broadcast receivers and the
wireless identity transmitter or may receive an estimated distance in the sighting
messages as discussed above. Each proximity broadcast receiver’s location and
estimated distance from the wireless identity transmitter may be used to

triangulate the finer grained location. Triangulation based on information within
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sighting messages received from only two proximity broadcast receivers may
result in two possible locations for the wireless identity transmitter. However,
information in sighting messages from three or more proximity broadcast
receivers may be used to better approximate the wireless identity transmitter’s
location. The central server may associate the finer grained location (i.e., the
triangulated location) with the wireless identity transmitter in block 1870. This
finer grained location may also be associated with the contents of one or more of
the proximity broadcast receiver sighting messages (e.g., timestamp, sensor data,

etc.).

[0238] In optional block 1872, the central server may transmit a return message
to a proximity broadcast receiver that is closest to the wireless identity
transmitter based on signal power information reported in received sighting
messages. In other words, the central server may determine the closest proximity
broadcast receiver to the wireless identity transmitter among the plurality of
proximity broadcast receivers that transmitted the concurrent sighting messages.
Often, a user of a wireless identity transmitter may intend to use a device
associated with a single proximity broadcast receiver within a plurality of
proximity broadcast receivers (¢.£., a point-of-sale device in a line of point-of-
sale devices each connected to proximity broadcast receivers). The central server
may use signal strength or signal power indicators within concurrent sighting
messages, as well as any other relevant data (e.g., location information, direction
of the wireless identity transmitter based on previous sighting messages, etc.) to
determine the single proximity broadcast receiver the user of the wireless identity
transmitter likely intends to interface. The return message may indicate to the
proximity broadcast receiver that the wireless identity transmitter is likely
intending to interface with that proximity broadcast receiver, and may
additionally include instructions, data, or other information for the proximity
broadcast receiver. For example, the return message may include a message
indicating the user of the wireless identity transmitter is near, or alternatively

instructions on how to handle the user.
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[0239] In an embodiment, the return message may indicate information
describing the certainty of the determination that the recipient proximity
broadcast receiver is the closest to the wireless identity wransmitter. Additionally,
the return message may request a confirmation of proximity to the wireless
identity transmitter. For example, the closest proximity broadcast receiver may
confirm that it is the closest proximity broadcast receiver based on subsequent
input data related to the user of the wireless identity transmitter (e.g., the user of
the wireless identity transmitter pressed a ‘confirm’ button on the proximity
broadcast receiver). In another embodiment, the central server may transmit
messages to the proximity broadcast receivers determined to not be the closest
proximity broadcast receiver, indicating that these proximity broadcast receivers
are not closest and/or the identity of the determined closest proximity broadcast
receiver. In response, the proximity broadcast receivers that are not the closest
may modify their subsequent transmission of sighting messages regarding the
wireless identity transmitter. For example, the proximity broadcast receivers
may adjust (i.e., increase or decrease) the frequency of transmitting sighting
messages regarding the wireless identity transmitter (i.e., adjust receiver
thresholds) or alternatively may ignore future broadcast messages from the

wireless identity transmitter for a period of time.

[0240] FIG. 19 illustrates an embodiment method 1900 that may be
implemented within a central server. The method 1900 may be performed by the
central server in response to receiving a sighting message from a proximity
broadcast receiver that includes encoded, rolling, or otherwise protected data
originally broadcast by a wireless identity transmitter. Privacy of users of
wireless identity transmitters may be protected by vsing a rolling or randomly
varying identifier for each wireless identity transmitter so the identifier changes
with time. New identifiers may be generated periodically or based on certain
events, such when a wireless identity transmitter broadcasts an identifier a certain
number of times or for a certain time period (e.g., an hour), or after one or more

pairings. This rolling of identifiers may be coordinated with the central server so
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that the wireless identity transmitter may still be tracked. For example, the
wireless identity transmitter and the central server may each have a
cryptographically secure pseudo-random number generator algorithm that is used
to generate identifiers on a common time scale so that any given moment, the
central server can calculate the identifier being transmitted by a particular

wireless identity transmitter.

[0241] Generating rolling identifiers, or other methods of obfuscating
identifiers, is important in that it may prevent sniffing attacks from a third party.
For example, if the identifier was static, a third party could sniff the identifier,
such as by impersonating a proximity broadcast receiver, and then use the
identifier to track the wireless identity transmitter. A rolling identifier may
hinder such an attack impossible if the third party lacks the pseudo-random

number generator or other means of generating the latest rolling identifiers.

[0242] 1In block 1902, the central server may receive a wireless identity
transmitter’s rolling identifier in a sighting message from a proximity broadcast
receiver. In block 1904, the central server may compare the rolling identifier
with code calculated by an algorithm shared with the wireless identity
transmitter, such as a pseudo-random function or an encryption algorithm with
shared secret keys. The algorithm may be software instructions, routines,
algorithms, circuitry, or modules that are utilized by the central server to
calculate codes that are expected to align with rolling identifiers generated and
broadcast by the wireless identity transmitter over a period. In various
embodiments, the central server may compare the received identifier with the
next several codes in case some identifiers were missed. If the received identifier
matches any codes generated or expected by the central server, in block 1906 the
central server may associate the matching identifier and any associated data with
a serial code corresponding to the wireless identity transmitter. This way, if the
central server later receives a user request with the wireless identity transmitter’s
serial code, such as a request from a parent to locate the wireless identity

transmitter carried by a child, then the central server can find all the prior
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matches and any associated data without having to search for every previous

rolling identifier.

[0243] In an embodiment, when initiating a search for a target wireless identity
transmitter, the central server may use the shared algorithm and information (e.g.,
key) to generate a target device ID that is transmitted in an alert message. In this
embodiment, alert messages may be retransmitted with an updated target device
ID whenever the target wireless identity transmitter is scheduled to roll its
identifier. Various algorithms for generating rolling identifiers or other encoded

identifiers, as well as other decoding algorithms, are discussed below.

[0244] FIGS. 20-23B illustrate various embodiment methods for synchronizing
a counter between a wireless identity transmitter and a central server to enable
transmitting and receiving obscured information. The wireless identity
transmitter may perform various methods for broadcasting messages that include
obscured identifiers and data (i.e., payloads) that identify the wireless identity
transmitter to the central server and provide a relative reading on the wireless
identity transmitter clock. Likewise, the central server may perform various
methods for processing obscured information within received messages
corresponding to the wireless identity transmitter. As described above, the
broadcast messages from the wireless identity transmitter may be sent to the
central server directly or through intermediary devices, such as proximity

broadcast receivers transmitting sighting messages.

[0245] Due to privacy concerns regarding unintended tracking of devices
described above, the wireless identity transmitter may obscure information within
the transmitted messages through obfuscation measures (e.g., encryption or
pseudo-random data generation) known only to the central server and wireless
identity transmitter. In general, the wireless identity transmitter may maintain a
clock or timer mechanism that is represented by a counter value (or a “nonce”)
and that may begin once the device is operational (e.g., activated through the

insertion of a battery). The clock may be relatively low-quality and therefore
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may drift unlike more accurate clocks, such as in the central server (e.g., clocks
calibrated by periodic atomic clock readings). The counter (or nonce) may be a
non-repeating number generated by the wireless identity transmitter, and may be
changed each time wireless identity transmitter encodes its identifier for
broadcasting, such as once every hour or even once every broadcast message. In
various embodiments, counters (or counter values) may be encrypted or encoded
using pseudo-random functions or other encryptions algorithms (e.g., AES). For
example, a wireless identity transmitter may encode a counter value with an
AES-CTR block cipher to create a nonce for use in generating the payload
including a rolling identifier of a broadcast message. As another example, a
nonce may be generated by applying a linear feedback shift register (LFSR) to a

counter value.

[0246] As described throughout the disclosure, the wireless identity transmitter
may also store a unique device identification code or number (i.e., a device
identifier or ‘devicelD)’) and be pre-provisioned with a per-device shared secret
key (or K) which is associated with the unique identifier at the central server. For
example, the central server may store the unique device identifier and the secret
key in a database and may maintain a table of devicelD and K pairs for all
wireless identity transmitters registered with the central server. The central
server may use the device identifier and secret key, along with other information
such as reported counter values, to identify, decrypt and otherwise process
obscured messages from the wireless identity transmitter. In an embodiment, the

device identifier (or devicelD) may be generated sequentially or randomly.

[02471 FIG. 20 illustrates an embodiment method 2000 for a central server to
identify a wireless identity transmitter indicated by encrypted data within a
message broadcast by the wireless identity transmitter. In block 2002, the
wireless identity transmitter may receive a shared secret key (i.e., “K”). In other
words, the wireless identity transmitter may be pre-provisioned with a per-device
shared secret key (K), such as during manufacturing. In another embodiment, the

wireless identity transmitter may receive the secret key in a messages broadcast
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from a proximate proximity broadcast receiver, such as described above with
reference to FIG. 4. The secret key may be associated with the wireless identity
transmitter’s unique device identifier (i.e., devicelID) at the central server. In an

embodiment, the secret key may be a 128 bit secret key.

[0248] In block 2004, the wireless identity transmitter may encode the device
identifier (devicelD), secret key (K), and a counter value via a streaming-like
encryption algorithm (e.g., AES-CTR encryption) to generate a rolling identifier.
“AES-CTR” is one of the confidentiality modes recommended by the National
Institute of Standards and Technology for implementations of the Advanced
Encryption Standard (AES). In an embodiment, the wireless identity transmitter
may include an AES coprocessor that is configured to support the “CTR” mode.
In an embodiment, the rolling identifier may be represented by the following

equation:
Rolling identifier = ( devicelD |l bat_stat) XOR (MSB_N( AES_K()))

[0249] where ¢ is the value of the wireless identity transmitter’s counter (e.g., a
20 bit value), ‘bat_stat’ is the battery status information of the wireless identity
transmitter (e.g., a 4-bit code), ‘I’ means concatenation, “XOR' denotes the
bitwise exclusive-or operation, ‘AES_K()” is the AES block cipher with key ‘K,
and ‘MSB_N()’ means the ‘N’ most significant bits (e.g., 60 bits).

[0250] 1In block 2006, the wireless identity transmitter may then broadcast a
message that includes the counter and the rolling identifier. In an embodiment,
the broadcast message may be a single packet length Bluetooth® LE® chirp
message. In various embodiments, the counter included in the broadcast message
may be 20 bits and the rolling identifier may be 60 bits, so that the entire

broadcast message is 80 bits.

[0251] In an embodiment, the broadcast message (or the payload of the

broadcast message) may be represented by the following equation:
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Payload = ¢ | ( devicelD |l bat_stat) XOR (MSB_N( AES_K(1)))

[0252] where ¢ is the value of the wireless identity transmitter’s counter (e.g., a
20 bit value), ‘bai_stat’ is the battery status information of the blip device (e.g., a
4-bit code), ‘I’ means concatenation, “XOR' denotes the bitwise exclusive-or
operation, ‘AES_K()’ is the AES block cipher with key ‘K”, and “MISB_N()’
means the ‘N’ most significant bits (e.g., 60 bits). In other words, the
embodiment broadcast message may include the counter in the clear (i.e., not
encrypted) in addition to a rolling identifier that includes a battery level indicator.
In another embodiment, the battery level indicator (i.e., bat_star) may not be

encrypted.

[0253] 1In block 2010, the central server may receive the shared secret key (K),
such as during the account creation operations described above with reference to
FIG. 13. For example, the central server may generate the secret key in response
to receiving account registration information from the user of the wireless
identity transmitter (e.g., devicelD and registration request information). In
block 2012, the central server may associate the shared secret key (i.e., K) with
the wireless identity transmitter’s device identifier (i.e., devicelD). For example,
the central server may store the deviceID and K in a data table of registered

devices.

[0254] 1In block 2014, the central server may receive a message including the
counter and the rolling identifier. For example, the received message may be a
sighting message from a proximity broadcast receiver that includes the
information broadcast by the wireless identity transmitter with the operations in
block 2006. In block 2016, the central server may extract the counter from the
received message, and in block 2018 may extract the rolling identifier. In block
2019, the central server may select a wireless identity transmitter (i.e., selected
wireless identity transmitter) to evaluate. In other words, the central server may
obtain a stored devicelID, K, and counter for a registered wireless identity

transmitter known to the central server, such as from the database or data table
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storing such information for all registered wireless identity transmitters. In block
2020, the central server may decode the rolling identifier via the same streaming-
like encryption algorithm (e.g., AES-CTR) with the counter and the selected
wireless identity transmitter’s secret key (K) to generate a decoded device
identifier (or M). For example, the central server may perform a decoding
operation based on the AES-CTR algorithm that uses the rolling identifier as
input along with the selected wireless identity transmitter’s secret key (K) and the

counter indicated in the received message.

[0255] In an embodiment, the decoded device identifier (M) may be represented

by the following equation:
M = (rolling identifier) XOR (MSB_{N-a}( AES_K(#) )),

[0256] where ¢ is the value of the wireless identity transmitter’s counter (e.g., a
20 bit value), " XOR' denotes the bitwise exclusive-or operation, ‘AES_K()’ is the
AES block cipher with key ‘K°, and ‘MSB_{N-a}” means the ‘N-a’ most
significant bits (e.g., 56 bits when « is 4 bits and N is 60 bits).

[0257] In determination block 2022, the central server may determine whether
the decoded device identifier (M) and the devicelID match. In other words, the
central server may compare the decoded device identifier (M) to the devicelD for
the selected wireless identity transmitter whose secret key (K was used with the
AES-CTR algorithm operations to obtain the decoded device identifier (M). If M
and the devicellDD do match (i.e., determination block 2022 = “Yes”), in block
2024, the central server may identify the broadcast message as originating from
the selected wireless identity transmitter. If M and the devicelD do not match
(i.e., determination block 2022 = “No”), in block 2026 the central server may
decode the rolling identifier with secret keys associated with other wireless
identity transmitters. For example, the central server may select the next
registered wireless identity transmitter and use the corresponding stored pair of a
secret key (K) and corresponding devicelDD. In this manner, all K and devicelD

pairs stored for all registered wireless identity transmitters and/or users of the
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system may be tried by the central server until a match is found that indentifies

the originator of the broadcast message.

[0258] FIG. 21A illustrates the embodiment method 2100 for a wireless identity
transmitter generating and broadcasting an encrypted message (i.e., a rolling

identifier) for receipt/use by a central server.

[0259] 1In block 2102, a user of the wireless identity transmitter may register the
device with the central server. The services the wireless identity transmitter
utilizes may require registrations of all active devices employed by users (e.g.,
customers, proprietors, etc.). The registration process may include an initial
synchronization with the central server by the user of the wireless identity
transmitter. For example, the user of the wireless identity transmitter may
register the device with the central server through a Web application, in a mobile
device or a PC able to receive wireless identity transmitter messages and
operated by the user. The wireless identity transmitter may be required to be
registered with the central server within a certain time period from activation of
the device. For example, the wireless identity transmitter may be required to be
registered within the first 24 hours after the device is initiated (e.g., a battery is
placed within the wireless identity transmitter). Registration operations are

further described above with reference to FIG. 13.

[0260] In block 2104, the wireless identity transmitter may initialize an internal
counter, such as by setting the counter to a zero value. The counter initialization
may occur due to a triggering event, such as the placement of a battery or power
source within the wireless identity transmitter. For example, the counter may
begin incrementing once the wireless identity transmitter is activated or powered
on. Alternatively, the initialization may occur in response to registration
operations described above. The counter may begin with ‘0’ (or any other
starting value, such as ‘1”) and may be incremented periodically by the wireless
identity transmitter. In an embodiment, when the battery of the wireless identity

transmitter is replaced (e.g., due to battery failure) or the wireless identity
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transmitter is otherwise reset/ restarted/ rebooted, the counter may return to the
initial value (e.g., ‘0’). The counter may not repeat the value it represents unless
the wireless identity transmitter is reset/ restarted/ rebooted. In an alternative
embodiment, during initialization of the counter, the wireless identity transmitter
may read from flash memory a predefined initial counter value. For example, the
wireless identity transmitter may initialize the counter with a value set ata

factory or updated by an installed application.

[0261] In an embodiment, the counter (or nonce) may be initialized and
adjusted in a random or pseudo-random fashion using methods well known in the
art. The counter may be a pseudo-randomly generated value that can be
replicated in both the wireless identity transmitter and the central server. In
another embodiment, the counter or nonce may be generated by the wireless
identity transmitter using a linear feedback shift register (LFSR) with a proper
period configured to create counter values that do not repeat during the lifetime
of the device. Such counters derived from the LFSR may also be pseudo-

randomni.

[0262] In block 2106, the wireless identity transmitter may encrypt the
concatenated data using a secret key and encryption algorithm known to the
central server. For example, the wireless identity transmitter may encode the
counter and/or the device identifier (i.e., devicelD) using an AES-CTR block
cipher. The encryption algorithm may utilize the secret key for encryption and
decryption purposes, as the secret key is known by both the central server and
wireless identity transmitter. The encryption algorithm may result in encrypted
(or encoded) data of a certain size. For example, using the AES-CTR cipher, the
wireless identity transmitter may generate encoded data of 128-bits. In an
embodiment, the wireless identity transmitter may generate encrypted data

represented by the following equation:

( devicelD || bat_star) XOR (MSB_N( AES_K(7))),
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[0263] where ¢ is the value of the wireless identity transmitter’s counter (e.g., a
20 bit value), ‘bar_stat’ is the battery status information of the wireless identity
transmitter (e.g., a 4-bit code), ‘lI” means concatenation, “XOR' denotes the
bitwise exclusive-or operation, ‘AES_K()’ is the AES block cipher with key ‘K’,
and ‘MSB_N()’ means the ‘N’ most significant bits (e.g., 60 bits). In other
words, the embodiment broadcast message may include the counter in the clear
(i.e., not encrypted) in addition to a rolling identifier that includes a battery level
indicator. In another embodiment, the encrypted data may be represented by the

following equation:
(devicelD) XOR (AES_K(t)),

[0264] where devicelD is a unique device identifier, fis the value of the
wireless identity transmitter’s counter (e.g., a 20 bit value), " XOR' denotes the
bitwise exclusive-or operation, ‘AES_K()” is the AES block cipher with key ‘K’,
and ‘MSB_N()’ means the ‘N’ most significant bits (e.g., 60 bits).

[0265] Due to the limited communication capabilities of the wireless identity
transmitter, the payload of broadcast messages (e.g., the payloads supported by
Bluetooth® LE broadcast packets) may not be able to contain the entire
encrypted message, but instead only include a portion of an encrypted piece of
data. Accordingly, in block 2108, the wireless identity transmitter may truncate
data to generate an indecipherable rolling identifier. In other words, by
truncating the encrypted data, the wireless identity transmitter may create an
identifier to be put in a broadcast message (or payload) such that the identifier’s
size may be supported by the utilized communication format, such as Bluetooth®
LE. For example, the wireless identity transmitter may truncate the encrypted
data to fit within an 80-bit payload maximum size. When encrypted data is
truncated, the decryption of that data within the central server may be impossible.
However, the incomplete encrypted data may still be used by the central server as
described below with reference to FIG. 21B. In an embodiment, truncation may

be accomplished with a function, such as a most-significant-bit operation. In

116

Petitioner Samsung Ex-1004, 0537



WO 2013/163326 PCT/US2013/038038

another embodiment, the truncated data may be represented by the following

equation:
TRUNC (devicelD XOR AES_K(1)),

[0266] where ! is the value of the wireless identity transmitter’s counter (e.g., a
20 bit value), *XOR' denotes the bitwise exclusive-or operation, ‘AES_K()’ is the
AES block cipher with key ‘K”, and “TRUNC ()’ denotes a truncation operations

that may create a certain number of bits or bytes (e.g., 56 bits or 7 bytes).

[0267] In block 2110, the wireless identity transmitter may concatenate the
current counter with the truncated data to make a message payload. For example,
the wireless identity transmitter may combine the current wireless identity
transmitter system clock value (e.g., 20 bits long) with the unique identification
code of the wireless identity transmitter truncated to be 60 bits long. In an
embodiment, the payload may include both encrypted data and unencrypted data
(or “in the clear” data). For example, the payload may contain many bits
representing the encrypted and/or truncated data and several other bits that

represent the battery status of the wireless identity transmitter or a counter value.

[0268] In block 2112, the wireless identity transmitter may periodically transmit
broadcast messages that include the payload with the rolling identifier, such as by
broadcasting via short-range wireless communication techniques as described
above. The frequency of transmissions of the broadcast messages may vary
dependent upon system configurations, user settings, or any other source of
scheduling and timing relevant for wireless identity transmitters communicating
via radio signals. For example, the wireless identity transmitter may broadcast

the rolling identifier every few seconds.

[0269] In determination block 2114, the wireless identity transmitter may
determine whether a predefined counter time period has expired. This counter
time period may be set in a similar manner as the broadcast frequency periodicity

as described above. For example, the manufacturer or may establish the counter
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time period using various techniques, such as hard-coding variables within the

wireless identity transmitter’s processor circuitry.

[0270] If the counter time period has not expired (i.e., determination block 2114
= “No"), the wireless identity transmitter may continue with the operations in
block 2112. For example, the wireless identity transmitter may broadcast the
payload via short-range radio transmissions at a frequency of a few seconds for a

time period of many minutes.

[0271] If the device determines the counter time period has expired (i.e.,
determination block 2114 = “Yes™), in block 2116 the wireless identity
transmitter may increment the counter value, such as by adding 1. In block 2117,
the wireless identity transmitter may reset the counter time period. For example,
after a counter time period has expired, the wireless identity transmitter may
increase the counter by a value of 1 and reset the counter time period to 0. The
wireless identity transmitter may continue with the operations in block 2106
(e.g., the wireless identity transmitter may create a new payload and broadcast it

for another counter time period).

[0272] FIG. 21B illustrates an embodiment method 2150 for a central server
receiving messages and syncing timing counters based on payload information.
In block 2152, the central server may establish a database entry having the device
identifier (i.e., devicelD), counter, and secret key data for the wireless identity
transmitter at its registration. The central server may maintain a database
containing data records for each wireless identity transmitter associated with the
central server and/or the central server’s affiliated services. The database may be
populated with information obtained via registration operations described above.
Thus, there may be a data record for each wireless identity transmitter associated
with the central server, and each record may contain information that represents a
particular device’s identification, its current counter (e.g., clock value), and a
secret key associated with the wireless identity transmitter. In an embodiment,

the secret key may be unique to each wireless identity transmitter registered with
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the central server. In an embodiment, the central server may also store the initial
counter value for each wireless identity transmitter registered with the central

SCIver.

[0273] 1In various embodiments, when a wireless identity transmitter is
registered, the central server may store the initial counter value for the wireless
identity transmitter. Dependent upon the time between the activation of the
wireless identity transmitter (e.g., when the battery was inserted and the device
became operational) and the registration of the device, the initial counter for the
wireless identity transmitter may or may not be 0. For example, if the
registration of the wireless identity transmitter with the central server occurred
several hours after a user inserted a battery in the wireless identity transmitter,
the initial counter may not be 0. In an embodiment, the central server may also
indicate the registration status of the wireless identity transmitter by setting a
registration flag or other indicator and may store information describing wireless
identity transmitters that have yet to be registered in the database. In an
embodiment, the central server may maintain a database with initial values
provided for all known wireless identity transmitter whether or not they have
been registered. For example, based on manufacturing records, the central server
may contain a database having information about every wireless identity

transmitter created.

[0274] The central server may generate and store model payloads using
operations similar to those described above with reference to blocks 2106-2110.
Model payloads may be payloads the central server expects to receive from the
wireless identity transmitter based on stored secret key, device identifier
(devicelD), and counter information. For example, for each registered wireless
identity transmitter, the central server may create a model payload by
concatenating the device’s devicelD to a counter value, encrypting the
concatenated data using an encryption protocol that employs the secret key for
the wireless identity transmitter, and truncating the encrypted data. Each model

payload may be stored in a central server data table (or lookup table) in relation
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to the corresponding devicelD> and counter values used to generate the respective
model payloads. For example, for each model payload for each wireless identity
transmitter, the central server may store in the data table the model payload, a
time offset value (e.g., -2, -1, 1, 2, etc.), and the counter, all in relation to the

devicelID of the wireless identity transmitter.

[0275] 1In block 2154, the central server may generate and store initial model
payloads for the wireless identity transmitter for a defined initialization period.
For example, starting at the initial counter value (e.g., 0 or a pseudo-random
value known to the device and the central server), the central server may generate
model payloads using counter values that are the same, lower, and/or higher than
the actual initial counter of a wireless identity transmitter such that these model
counters cover the initialization period. In an embodiment, the initialization
period may be an hour, several hours, days, etc.). The central server may store
the initial model payloads for use in the event of a registration/reset/reboot of a

wireless identity transmitter.

[0276] 1In block 2155, the central server may also generate and store current
model payloads for wireless identity transmitters expected to be received within a
defined time window. To account for possible clock drift in wireless identity
transmitters, the central server may generate and store model payloads for the
defined time window (or time period) by using multiple derivative counter values
that represent a range of possible counters. In other words, derivative counter
values may be offsets to the current counter value stored for a wireless identity
transmitter. For example, the central server may generate model payloads for
derivative counter values that are lower and higher than the currently stored
counter value in the database. A derivative counter value may be the result of an
offset value (e.g., -2, -1, 1, 2, etc.) added to the stored counter value for a
wireless identity transmitter. The central server may generate model payloads to
represent the stored counter value and derivative counter values that
incrementally represent the window time period. For example, the model

payloads may represent counters increasing by a small time value, such as an
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hour, and covering a large period of time, such as multiple hours. As another
example, the central server may store a payload corresponding to the current
counter value stored for a wireless identity transmitter, a payload corresponding
to the previous counter value for the device, and a payload corresponding to the

next counter value for the device.

[0277] In an embodiment, the first generated current model payloads for a given
wireless identity transmitter may be identical to the initial model payloads for the
wireless identity transmitter as both sets of payloads may be generated by the
central server based on the same initial counter values. In an embodiment, the
initialization period may coincide with the defined time window. For example,
the initialization period may involve a similar number of days, hours, minutes,

etc. as the defined time window.

[0278] In determination block 2156, the central server may determine whether a
counter time period has expired. The central server may initialize the evaluation
of a counter time period at an arbitrary time or, alternatively, upon the receipt of
a wireless identity transmitter registration. The counter time period may be the
same period of time used by the wireless identity transmitters as described above

with reference to determination block 2114.

[0279] 1If the counter time period has expired (i.e., determination block 2156 =
“Yes”), in block 2155’ the central server may generate and store updated current
model payloads for registered wireless identity transmitters. The updated current
model payloads may replace the previous current model payloads and may be
based on the stored counter value in each respective wireless identity

transmitter’s database record.

[0280] If the counter time period has not expired (i.e., determination block 2156
= “No") or if the counter time period has expired and the central server has
generated updated current model payloads, in determination block 2160, the
central server may determine whether any payloads have been received. In an

embodiment, payloads may be delivered directly from wireless identity
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transmitters or alternatively indirectly from proximity broadcast receivers via
sighting messages which include (or relay) rolling identifier payloads from
proximate wireless identity transmitters to the central server. If no payloads have
been received (i.e., determination block 2160 = “No”), the central server may

continue with the operations in determination block 2156.

[0281] If a payload has been received (i.e., determination block 2160 = “Yes”),
in block 2162, the central server may be configured to evaluate the received
payload using stored, current model payloads, such as the current model payloads
stored for each registered wireless identity transmitter. As described above, the
central server may maintain two sets of stored model payloads for each registered
wireless identity transmitter, an initial model payload set that may include model
payloads based on the initial counter and derivative counter values that span the
initialization period, and a current model payload set that is based on the current
counter value stored within the database record for each wireless identity
transmitter. In an embodiment, the central server may set a system variable
indicating the central server should compare the received payload to stored,
current model payloads. The system variable may be set to direct the central
server to evaluate either the current or initial model payloads for wireless identity

transmitters.

[0282] 1In blocks 2164-2172, the central server may perform an operational loop
in which the central server compares the received payload (i.e., data broadcast by
the wireless identity transmitter) to stored model payloads for all registered
wireless identity transmitters until a match is found. In block 2164, the central
server may select a next registered wireless identity transmitter. The central
server may determine the next registered device based on the database of
registered wireless identity transmitters and may sequentially iterate through each
device during the operations in blocks 2164-2172. In block 2166, the central
server may compare the received payload to the stored model payloads for the
selected wireless identity transmitter based on the system configuration, such as

the configuration set in the operations in block 2162. For example, based on the
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system variable set to ‘current’ with the operations in block 2162, the central
server may compare the received payload to stored current model payloads for
the selected wireless identity transmitter. Based on the form of the encrypted
data of the received payload, the comparison may be a pattern-matching routine
in which the central server compares the data of the model payloads against the
received payload. For example, the central server may compare the bit values for

the stored and received payloads.

[0283] In determination block 2168, the central server may determine whether
any of the stored model payloads match the received payload. If none of the
stored model payloads match the received payload (i.e., determination block
2168 = “No”), in determination block 2170, the central server may determine
whether there is another registered wireless identity transmitter to evaluate. In
other words, the central server may determine whether the stored model payloads
of all registered wireless identity transmitters have been evaluated. If there is
another registered wireless identity transmitter to evaluate (i.e., determination
block 2170 = “Yes”), the central server may continue by selecting the next

registered wireless identity transmitter with the operations in block 2164.

[0284] If the central server has evaluated the stored model payloads of all
registered wireless identity transmitters (i.e., determination block 2170 = “No”),
in block 2172, the central server may be configured to evaluate the received
payload using stored, initial model payloads, such as the initial model payloads
stored for each registered wireless identity transmitter at the time of the devices’
registration. For example, the central server may set a system variable indicating
the central server should compare the received payload to stored, initial model
payloads for evaluated registered wireless identity transmitters (e.g., the system
variable may be set to ‘initial’). The operational loop may then continue with the
operations in blocks 2164-2168 wherein the central server may select each
registered wireless identity transmitter and compare the initial model payloads of

that selected device to the received payload.
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[0285] If the central server does find a match between the received payload and
any of the stored model payloads (current or initial) of a registered wireless
identity transmitter (i.e., determination block 2168 = ““Yes™), in block 2174, the
central server may determine a wireless identity transmitter identity based on the
match. In other words, the central server may identify the wireless identity
transmitter corresponding to the received payload based on the identification
information (e.g., devicelD) stored in relation to the matching stored model
payload. In block 2176, the central server may update the database with the
identified wireless identity transmitter’s counter based on the received payload.
Based on the database record corresponding to the matching stored model
payload, the central server may determine the derivative counter value
corresponding to the received payload and may update the stored counter value to
represent the derivative counter value, thus syncing the identified wireless
identity transmitter’s counter and the central server counter. In an embodiment,
the central server may also store in the database the central server counter (or

time) at which the central server received the received payload.

[0286] In an embodiment, the central server may maintain a list (or data table)
of recently received messages and the corresponding wireless identity transmitter
identification. For example, the central server may record within a data table the
devicelD and payload information for messages received within a certain period.
The central server may compare any subsequently received payload to the data
table to determine whether the subsequently received payload is redundant based
on recently received payloads from the same wireless identity transmitter. For
example, a subsequently received payload may represent a certain counter value
from a particular wireless identity transmitter that was already received and
processed by the central server a few minutes ago. This may expedite the
method 2150 process and decrease search times for the operations in blocks
2164-2172. In an embodiment, the central server may expunge (or clear) the data
table of recently identified payloads and wireless identity transmitters and may

schedule the clearing operations similarly as described in block 2176 (e.g., the
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recent data table may be cleaned every time the counter time period is

determined to be expired).

[0287] FIG. 22 illustrates another embodiment method 2200 for a central server
to identify a wireless identity transmitter indicated by encrypted data within a
message broadcast by the wireless identity transmitter. In the operations of the
method 2200, counter values may never be included in broadcast messages to
increase the security with which wireless identity transmitters transmit their
identities. For example, as counter values may differ among different wireless
identity transmitters, an attacker with the ability to capture a broadcast message
may be able to easily predict values within future broadcast messages from the
wireless identity transmitter. However, without counter data transmitted in the
clear, nefarious snoopers may be better thwarted from following broadcasts from

a particular wireless identity transmitter.

[0288] In block 2002, the wireless identity transmitter may receive a shared
secret key (i.e., “K”). For example, each wireless identity transmitter may be
pre-provisioned with a per-device shared secret key which is associated with the
wireless identity transmitter’s unique device identifier (or devicelID) at the central
server. In block 2204, the wireless identity transmitter may synchronize a
counter. The counter may be synchronized with the central server upon
registration of the wireless identity transmitter at the central server. The
synchronized counter value may also be associated with the devicelD and K in a
data table stored in the central server (e.g., a table with stored pairs of IDs and K

values).

[0289] In block 2206, the wireless identity transmitter may increment the
counter to the wireless identity transmitter’s current device time. For example,
the counter may be incremented after a predefined number of seconds (e.g., one
second, one hour, etc.). As another example, every 3600 seconds the wireless
identity transmitter may increment the counter by one value. In this manner, the

counter value may change to the current time as counted by the oscillator on the
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wireless identity transmitter. In block 2208, the wireless identity transmitter may
encode via a pseudo-random function the device identifier (i.e., devicelD), the
shared secret key (i.e., K), and the counter to generate a rolling identifier. In this
manner, the rolling identifier may be generated as the counter value changes. In
an embodiment, the pseudo-random function may be a polynomial time
computable function with a seed (‘s’) and input variable (‘x”), such that when the
seed is randomly selected and not known to observers, the pseudo-random
function (e.g., PRF(s, x)) may be computationally indistinguishable from a
random function defined on the same domain with output to the same range. For
example, the Keyed-Hash Message Authentication Code (HMAC) or the Cipher-
Based Message Authentication Code (CMAC) may be used as the pseudo-

random function.

[0290] 1In block 2210, the wireless identity transmitter may broadcast a message
(e.g.. a Bluetooth® LE chirp message of 1 packet length) that includes the rolling
identifier. In an embodiment, the broadcast message (or the payload of the

broadcast message) may be represented by the following equation:
Payload = MSB_N(PRF( K, (devicelD |l 1)))

[0291] where 7 is the value of the wireless identity transmitter’s counter, ‘I’
means concatenation, ‘PRF ()’ is the pseudo-random function, and ‘MSB_N()’
means the ‘N’ most significant bits (e.g., 80 bits). In other words, the wireless
identity transmitter may intentionally obscure (or skew) the device identifier and
the counter information, thus the broadcast message’s payload may not include

either the device identifier or the counter information in the clear.

[0292] In block 2010, the central server may receive the shared secret key (X).
In block 2212, the central server may synchronize a counter. For example, the
counter may be set to represent a value included in a previous message related to
the wireless identity transmitter, such as a registration message. In block 2214,
the central server may associate the shared secret key (i.e., K) and counter with

the wireless identity transmitter’s device identifier (i.e., devicelD). For example,
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the central server may store the devicelID, K, and counter in a data table of
registered devices (e.g., in a tuple record of a database). In an embodiment, the
central server may also store an indicator or flag indicating whether each wireless

identity transmitter has been registered or activated.

[0293] In block 2216, the central server may receive a message including the
rolling identifier. For example, the received message may be a sighting message
from a proximity broadcast receiver that includes the rolling identifier broadcast
by the wireless identity transmitter with the operations in block 2210. In block
2018, the central server may extract the rolling identifier, such as by parsing the

received message to identify the payload of the rolling identifier.

[0294] 1In block 2019, the central server may select a wireless identity
transmitter (i.e., selected wireless identity transmitter) to evaluate. In other
words, the central server may obtain a stored devicelD, K, and counter for a
registered wireless identity transmitter known to the central server, such as from
the database or data table storing such information for all registered wireless
identity transmitters. In block 2218, the central server may increment the
selected wireless identity transmitter’s counter to the server’s current time. In an
embodiment, the central server may then increment the stored counter value to
account for the time that has elapsed since the stored counter value was
synchronized. As an example, the central server may compare the time of receipt
of the message with the operations in block 2216 to the central server’s current
time (e.g., via a central server clock or time mechanism). Based on a known
periodicity that wireless identity transmitters may increment their individual
counters (e.g., once every hour), the central server may increment the selected

counter value to account for the time difference.

[0295] 1In an embodiment, the central server may only increment the selected
counter an amount that represents the time between broadcasts by a wireless
identity transmitter. In other words, the central server may not increment the

selected counter to include the time between receiving the message within the
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operations in block 2216 and the time a proximity broadcast receiver received the
broadcast message. For example, the proximity broadcast receiver may have
buffered broadcast messages before relaying sighting messages to the central
server. The central server may calculate this time difference based on metadata
within the message received with the operations in block 2216. For example, a
sighting message from a proximity broadcast receiver may indicate when a
broadcast message was received. Thus, the amount the selected counter is
incremented may be based on when the proximity broadcast receiver actually
received the broadcast message and not when the message from the proximity

broadcast receiver was received by the central server.

[0296] 1In block 2220, the central server may encode via a pseudo-random
function the selected wireless identity transmitter’s device identifier, secret key,
and counter to generate a server-encrypted data (i.e., C*). The pseudo-random
function may be the same pseudo-random function utilized in the operations in
block 2208. In an embodiment, the generated server-encrypted data may be

represented by the following equation:
C’ = MSB_N(PRF( sel_K, (sel_devicelD |l sel_t)))),

[0297] where sel_K is the value of the selected wireless identity transmitter’s
secret key, sel_devicelD is the value of the selected wireless identity
transmitter’s unique device identifier, se/_t is the value of the selected wireless
identity transmitter’s counter, ‘II’ means concatenation, ‘PRF ()’ is the pseudo-
random function, and ‘MSB_N()” means the ‘N’ most significant bits (e.g., 60
bits, 74 bits, 80 bits, etc.).

[0298] In determination block 2222, the central server may determine whether
the generated server-encrypted data (C”) is the same as the received rolling
identifier. In other words, the central server may compare the received rolling
identifier to the generated server-encrypted data to determine whether they
match. If the rolling identifier and the generated server-encrypted data match

(i.e., determination block 2222 = “Yes”), in block 2024 the central server may
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identify the received message as originating from the selected wireless identity
transmitter (e.g., corresponding to the selected wireless identity transmitter’s

unique identifier).

[0299] If the rolling identifier and the generated data do not match (i.e.,
determination block 2222 = “No”), in block 2224 the central server may encode
device identifiers, secret keys, and counters for other wireless identity
transmitters to identify the originator of the received message. In other words,
the central server may select the next stored devicelD, counter, and K group from
the database, increment that selected counter value, encode the selected devicelD,
counter, and K, and compare the generated encoded data to the received rolling
identifier until a match is found and the identity of the originator of the rolling

identifier in the received message is known.

[0300] In an embodiment, when the wireless identity transmitter’s battery has
been removed and re-installed, the latest counter value may be persisted in the
non-volatile memory of the wireless identity transmitter, so that the counter value
can be read back from the non-volatile memory of the wireless identity
transmitter when the battery is removed and then put back in. Alternatively, if no
non-volatile memory is available or is not used, the wireless identity transmitter
may fall back to the initial counter value after a battery re-installation. The
central server may be required to be modified slightly to accommodate such a
“counter synchronization”. More specifically, in addition to trying values greater
than the largest counter value for the pre-computed counter (or nonce) list, the
central server may also try values, such as (counter+i) where /=0, ..., n, when a
“counter synchronization” is performed. In this case, a wireless identity
transmitter user may need to be informed that the battery needs to be re-installed

when “counter synchronization” fails multiple times.

[0301] FIG. 23A illustrates an embodiment method 2300 for a wireless identity
transmitter employing a pseudo-random function to generate a rolling identifier

for broadcasting. The operations in the method 2300 may be similar to the
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embodiment method 2100 described above. However, instead of encrypting
data, such as a counter value, with an AES-CTR encryption algorithm, the
method 2300 may generate payloads based on the application of a pseudo-
random function. As described above, the pseudo-random function and secret
keys for each wireless identity transmitter may be known to both the
corresponding wireless identity transmitter and a central server so that both may

generate similar payloads based on similar data.

[0302] In block 2102, a user of the wireless identity transmitter may register the
device with the central server. In block 2104, the wireless identity transmitter
may initialize an internal counter, such as by setting the counter to a zero value.
In block 2302, the wireless identity transmitter may concatenate the current
counter with the wireless identity transmitter’s unique device identifier (i.e.,
devicelID). In block 2304, the wireless identity transmitter may generate a
payload with a rolling identifier using pseudo-random function with the
concatenated data and the secret key. For example, the pseudo-random function
may take as inputs the concatenated data (i.e., the deviceID + counter) and may
use the secret key for the wireless identity transmitter as a randomness seed
variable. The payload with the rolling identifier may include the output data
from the pseudo-random function. In an embodiment, the payload with the
rolling identifier may also include in-the-clear information regarding other
aspects of the wireless identity transmitter. For example, the wireless identity
transmitter may append to the payload several bits (e.g., 4 bits) of information
which describe the battery status of the wireless identity transmitter. In an
embodiment, the pseudo-random function may be a polynomial time computable
function that is computationally indistinguishable from a random function
defined on the same domain with output to the same range as the pseudo-random
function. For example, the keyed hash Message Authentication Code (HMAC)
or the Cipher-based Message Authentication Code (CMAC) may be used as the
pseudo-random function. In an embodiment, the wireless identity transmitter

may or may not perform a truncation operation to the generated rolling identifier
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payload. For example, the payload with the rolling identifier may be the result of
performing a most-significant-bit operation on the results of the pseudo-random

function.

[0303] In block 2112, the wireless identity transmitter may periodically transmit
broadcast messages that include the payload with the rolling identifier, such as by
broadcasting via short-range wireless communication techniques as described
above. In determination block 2114, the wireless identity transmitter may
determine whether a predefined counter time period has expired. If the counter
time period has not expired (i.e., determination block 2114 = “No”), the wireless
identity transmitter may continue with the operations in block 2112. If the device
determines the counter time period has expired (i.e., determination block 2114 =
“Yes”), in block 2116 the wireless identity transmitter may increment the counter
value, such as by adding 1. In block 2117, the wireless identity transmitter may
reset the counter time period, and may continue with the operations in block

2302.

[0304] FIG. 23B illustrates an embodiment method 2350 for a central server
responding to received messages containing pseudo-random function rolling
identifiers. The embodiment method 2350 operations may be similar to the
operations described above with reference to FIG. 21B, with the exception that
the central server may compare outputs of a pseudo-random function with time-
synchronized information stored in the central server to match payloads in

messages received from wireless identity transmitters.

[0305] In block 2352, the central server may establish database records having
device identifier (i.e., devicelID), counter, time, registration status (i.e.,
‘reg_stat’), and secret key (i.e., ‘K’) information for each wireless identity
transmitter in a system. The time may indicate the last time the central server
received a message corresponding to a particular wireless identity transmitter
(e.g., a sighting message relaying a broadcast message), or in other words, the

central server clock value at the moment when the counter value for a wireless
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identity transmitter was received/ recorded in the database. It may be assumed
that the period between when a wireless identity transmitter broadcasts a message
with a rolling identifier (or rolling identifier payload) and when the central server
receives the rolling identifier is very short. Thus, the stored counter and time
values may be assumed to create a roughly accurate clock status of a wireless

identity transmitter.

[0306] Additionally, once a wireless identity transmitter transmits registration
information, the central server may indicate a valid registration by setting a
registration flag in the database for the wireless identity transmitter (e.g.
‘reg_stat’). The central server may query the database for all wireless identity
transmitter records where the reg_star indicates a valid registration has been
conducted and may create data tables that include only registered wireless

identity transmitters based on the reg_star values.

[0307] In block 2354, the central server may receive a rolling identifier payload
via a sighting message from a proximity broadcast receiver. The sighting
message may have time information appended to the payload that describes the
time at which the proximity broadcast receiver encountered the payload via a
broadcast message from the respective wireless identity transmitter. For
example, a payload may be received by a smartphone proximity broadcast
receiver which in turn may append its own system clock reading to the payload
information and transmit the data to the central server as a sighting message. The
time measurement provided by the proximity broadcast receiver may be
approximately synchronized with the central server system time. In an
embodiment, the proximity broadcast receiver may append other additional
information to the sighting message, such as location information (e.g., GPS
coordinates) of the proximity broadcast receiver. In block 2356, the central
server may obtain a proximity broadcast receiver time (i.e., ‘ir_time’) from the
sighting message, such as indicated within the sighting message. For example,

the central server may parse the sighting message and extract a time value
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indicating when the proximity broadcast receiver received a broadcast message

that corresponds to the rolling identifier payload.

[0308] In blocks 2164-2374, the central server may perform an operational loop
in which the central server may evaluate all registered wireless identity
transmitters stored within the central server’s database to find a device record
that matches the received rolling identifier payload. In block 2164, the central
server may select a next registered wireless identity transmitter. For example, the
central server may iteratively select the next wireless identity transmitter
represented in a data table of all wireless identity transmitters that have the
reg_stat variable set to indicate registration occurred. The central server may
sequentially iterate through such a data table or list for each device during the
operations in blocks 2164-2374. In an embodiment, the central server may
access a stored database record corresponding to the selected registered wireless
identity transmitter that contains the current values for the information

established with registration operations in block 2352.

[0309] In block 2360, the central server may compute the time difference (i.e.,
‘t_diff") between the time indicated in the sighting message (ir_time) and the time
stored within the database record of the selected registered wireless identity
transmitter (i.e., ‘sel_time’). For example, the ¢_diff value may be a non-zero or a
zero value. This time difference may be a measure of the expected elapsed time
between instances of the central server receiving payloads from the selected

wireless identity transmitter.

[0310] In block 2362, the central server may set a clock drift offset (i.e.,

‘offser’) to a next value. In general, the central server may account for possible
wireless identity transmitter clock drift (e.g., inaccurate device system clock
readings) by setting the clock drift offset value. The clock drift offset values may
represent offsets that, when applied to counter values, may represent counters
lower, the same, or higher than an expected counter value. In other words, the

clock drift offsets may represent time before, during, or after the time represented
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by the current counter for the selected registered device. The clock drift offset
value may be one of a sequence of clock drift offset values. In an embodiment,
the clock drift offset value may be 0. In an embodiment, possible clock drift
offset values may include numbers within a set {-N, ..., -1, 0, 1, ..., N}, where

N is an arbitrary number.

[0311] 1In block 2364, the central server may compute an expected counter value
(i.e., ‘new_ctr’) using the selected wireless identity transmitter’s stored counter
value, the computed time difference (i.e., z_diff) and the set offset value (i.e.,
offset). As described above, the counter may be stored within the selected
registered wireless identity transmitter database record. For example, the central
server may calculate new_ctr by adding the clock drift offset value to the sum of

the 7_diff value and the stored counter value.

[0312] In determination block 2366, the central server may encode via a
pseudo-random function the selected wireless identity transmitter’s device
identifier, secret key, and computed counter (i.e., rew_c#r) to generate a server-
encrypted data (i.e., C’). The pseudo-random function may be the same pseudo-
random function utilized by a wireless identity transmitter as described above

with reference to FIG. 23A.

[0313] In determination block 2222, the central server may determine whether
the generated server-encrypted data (C’) is the same as the received rolling
identifier. In other words, the central server may compare the received rolling
identifier to the generated server-encrypted data to determine whether they
match. If the rolling identifier and the generated server-encrypted data match
(i.e., determination block 2222 = “Yes”), the central server may identify the
received message as originating from the selected wireless identity transmitter
(e.g., corresponding to the selected wireless identity transmitter’s unique
identifier). In an embodiment, the secret key (K) may be the seed value of the
pseudo-random function. In an embodiment, the central server may concatenate

the selected wireless identity transmitter’s devicelD and the computed new_ctr
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value and provide that concatenated data to the pseudo-random function. The
pseudo-random function may return (or output) encrypted data having a similar

structure as received rolling identifier payload.

[0314] If the rolling identifier, such as received in the sighting message, and the
generated server-encrypted data (i.e., C’) match (i.e., determination block 2222 =
“Yes”), in block 1276 the central server may update the database record of the
selected wireless identity transmitter with the counter and time information, such
as the new_ctr and the ir_time. For example, the central server may update the
database record’s time value to represent the time of receipt of the payload within
the proximity broadcast receiver (e.g., ir_tine) and may also update the stored
counter value to represent the new_ctr value. The central server may continue

with the operations in block 2354.

[0315] If the rolling identifier, such as received in the sighting message, and the
generated server-encrypted data (i.e., C”) do not match (i.e., determination block
2222 = “No”), the central server may determine whether there is a next clock
drift offset value in determination block 2370. In other words, the central server
may determine whether new_crr values have been computed using all possible
clock drift offset values (e.g., -1, 0, 1, etc.). If there is a next clock drift offset
value (i.e., determination block 2370 = ““Yes”), the central server may continue
with the operations in block 2362. However, if there is not a next clock drift
offset value (i.e., determination block 2370 = “No”), in determination block
2170, the central server may determine whether there is another registered
wireless identity transmitter to evaluate. If there is another registered wireless
identity transmitter to evaluate (i.e., determination block 2170 = “Yes”), the
central server may continue with the operations in block 2164. However, if there
is no other registered wireless identity transmitter (i.e., determination block 2170
= “No”), in block 2374 the central server may configure the system to evaluate
initial counter values stored for each registered wireless identity transmitter. In
an embodiment, the registration database described above may further include

data that represents the initial counter value corresponding to each registered
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wireless identity transmitter. This initial counter value may be used if/when the
various wireless identity transmitters are rebooted or otherwise reset their
counters. For example, a wireless identity transmitter may operate and deliver
payloads describing non-initial counters for a period of time before resetting its
internal counter due to battery replacement. In such a scenario, the wireless
identity transmitter may broadcast messages that include rolling identifier

payloads based on reset counter information.

[0316] In another embodiment, the operations in block 2374 may be performed
for individual registered selected devices during the operational loop in blocks
2362-2370, wherein the stored counter value in block 2364 may be replaced with
the initial stored counter value. For example, once the central server determines
a selected registered wireless identity transmitter’s stored counter value with the
various clock drift offset values cannot be used to generate encrypted data that
matches the received rolling identifier payload, the central server may evaluate
the initial stored counter value of the selected wireless identity transmitter before

selecting the next registered wireless identity transmitter.

[0317] FIG. 24A illustrates an embodiment method 2400 for a wireless identity
transmitter generating and broadcasting messages with rolling identifiers and
encoded counters. The method 2400 may have operations performed by a
wireless identity transmitter that are similar to those described above with
reference to FIGS. 20, 21A, 22, and 23A. However, the method 2400 may
involve broadcasting messages that include a rolling identifier (i.e., an encoded
device identifier) as well as an encoded counter that may be evaluated separately
by the central server with the operations described below with reference to FIG.
24B. In this manner, the wireless identity transmitter’s counter value (or nonce)

may not be sent in the clear in the payload of the broadcast message.

[0318] In block 2102, a user of the wireless identity transmitter may register the
device with the central server. For example, the wireless identity transmitter may

provide the unique device identifier (i.e., devicelD) to a central server for storage
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in a database of registered wireless identity transmitters. In block 2402, the
wireless identity transmitter may store a first secret key (K) and a second secret
key (K*) and an initial counter that are known to the central server. For example,
these values may be shared between the central server and the wireless identity
transmitter during registration operations described in this disclosure. In block
2404, the wireless identity transmitter may initialize a current counter by setting

it to the value of the initial counter value.

[0319] Similar to as described above with reference to FIG. 20, in block 2406,
the wireless identity transmitter may encode the device identifier (devicelD), the
first secret key (K), and the current counter via a streaming-like encryption
algorithm (e.g., AES-CTR) to generate a rolling identifier. In block 2408, the
wireless identity transmitter may encode via a pseudo-random function, the
current counter, and the second secret key (K’) to generate an encoded counter
(or nonce). In an embodiment, the encoded counter may be represented by the

following equation:
Encoded counter = MSB_M(PRF(X’, 1)),

[0320] where ‘K’ is a per-device second secret key (usually different from the
first per-device secret key K), ‘¢’ is the current counter, PRF () is the pseudo-
random function, and ‘MSB_M{()’ means the ‘M’ most significant bits (e.g.. 20
bits).

[0321] In block 2410, the wireless identity transmitter may periodically transmit
broadcast messages that include the payload with the rolling identifier and the
encoded counter. In determination block 2114, the wireless identity transmitter
may determine whether a predefined counter time period has expired. If the
counter time period has not expired (i.e., determination block 2114 = “No”), the
wireless identity transmitter may continue with the operations in block 2410. If
the device determines the counter time period has expired (i.e., determination
block 2114 = “Yes™), in block 2412 the wireless identity transmitter may

increment the current counter value, such as by adding 1. In block 2117, the
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wireless identity transmitter may reset the counter time period and may continue

with the operations in block 2406.

[0322] FIG. 24B illustrates an embodiment method 2450 for a central server
receiving and handling messages including rolling identifiers and encoded
counters. The central server may perform the operations of method 2450 in
combination or response to a wireless identity transmitter performing the method
2400 described above. The method may include two passes: a first pass wherein
the central server attempts to identify a wireless identity transmitter based on an
encoded counter within a received message (e.g., a sighting message), and a
second pass wherein the central server attempts the identification based on a

rolling identifier to within the received message

[0323] In block 2452, the central server may establish a database entry having a
device identifier (i.e., devicelD), initial counter, current counter, and secret keys
(K and K”) for all wireless identity transmitters in the system. The current
counter values may be the same as the initial counters at the time of registration
of wireless identity transmitters. In block 2454, the central server may pre-
compute encoded counters using a pseudo-random function, the second secret
key (K’), and current counter values for all wireless identity transmitters. For
example, the central server may generate a plurality of encoded counter values
for each registered wireless identity transmitter, such as one based on the current
counter value, another based on a value one larger than the current counter value,
etc. In an embodiment, the central server may pre-compute 24 encoded counters
for each registered wireless identity transmitter. In an embodiment, the central
server may store a separate list (or data table) of the pre-computed encoded
counters for all registered wireless identity transmitters that also includes the

device identifiers associated with each stored pre-computed encoded counter.

[0324] In block 2456, the central server may receive a message including an
encoded counter and a rolling identifier, such as within a sighting message

transmitted by a proximity broadcast receiver. In block 2458, the central server
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may extract an encoded counter from the received message, and in block 2018
may extract a rolling identifier from the received message. In determination
block 2460, the central server may determine whether the extracted counter (or
‘ctr’) matches any of the pre-computed counters. For example, the central server
may compare the encoded counter value extracted from the received message to
the plurality of central server-encoded counter values for each registered wireless

identity transmitter to identify any matches.

[0325] If the extracted counter matches a pre-computed counter (i.e.,
determination block 2460 = “Yes”), in block 2462 the central server may identity
a candidate wireless identity transmitter based on the matching pre-computed
counter. In other words, the central server may identity the candidate as the
devicelD stored in relation to the pre-computed counter in a data table in the
central server. In block 2464, the central server may decode the rolling identifier
via a streaming-like encryption algorithm (e.g., the same AES-CTR wireless
identity transmitters use when performing the operations in FIG. 24A) using the
candidate wireless identity transmitter’s stored information (e.g., devicelD, secret
key, etc.) to find a decoded device identifier (or M). In determination block
2466, the central server may determine whether the decoded device identifier (M)
matches the candidate wireless identity transmitter’s devicelD. Such a match
may enable the central server to identify the wireless identity transmitter
associated with that received rolling identifier without decoding the rolling

identifier or the encoded counter value.

[0326] If the devicelID and decoded identifier (3) match (i.e., determination
block 2466 = *“Yes™), in block 2470 the central server may identity the received
message as originating from the candidate wireless identity transmitter. In block
2472, the central server may update current counters and pre-computed encoded
counters. For example, the database entry for the wireless identity transmitter
identified as the originator of the received message may be updated with new
current counter information as well as new pre-computed encoded counters.

Additionally, any stored lists of pre-computed encoded counters may have older
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pre-computed encoded counters removed at the same time newly computed
encoded counters corresponding to the identified wireless identity transmitter are

added to the list.

[0327] In another embodiment, if the wireless identity transmitter identified as
the originator of the received message is indicated in the central server’s database
as “not activated” (i.e., a flag is not set), then the central server may also adjust
the database to reflect that the identified wireless identity transmitter is now
activated (e.g., set a flag). The central server may then continue with the

operations in block 2456.

[0328] If the devicelD and decoded identifier (M) do not match (i.e.,
determination block 2466 = “No”), in determination block 2468, the central
server may determine whether there are other candidates, such as other registered
wireless identity transmitters that have not been evaluated by the central server.
If there are other candidates (i.e., determination block 2468 = “Yes”), the central
server may continue with the operations in block 2462, such as by identifying the

next wireless identity transmitter to evaluate regarding the rolling identifier.

[0329] If there are no other candidates (i.e., determination block 2468 = “No”),
or if the extracted counter does not match the pre-computed counter (i.e.,
determination block 2460 = “No0”), the central server may attempt to identify the
originator of the received message by comparing the extracted rolling identifier
to information associated with all registered wireless identity transmitters in the
system. Thus, in determination block 2170 the central server may determine
whether there is another registered wireless identity transmitter to evaluate. For
example, the central server may iteratively use information of all registered
wireless identity transmitters. If there is not another (i.e., determination block

2170 = “No”), the central server may continue with the operations in block 2456.

[0330] If there is another (i.e., determination block 2170 = “Yes™), in block
2164 the central server may select the next registered wireless identity

transmitter. In block 2474, the central server may decode the rolling identifier
140

Petitioner Samsung Ex-1004, 0561



WO 2013/163326 PCT/US2013/038038

via the streaming-like encryption algorithm (e.g., AES-CTR) with the selected
wireless identity transmitter’s initial counter and first secret key (K) to find a
decoded device identifier (M "), similar to as described above with reference to
FIG. 20. In determination block 2476, the central server may determine whether
the decoded device identifier (M’) matches the selected wireless identity
transmitter’s devicelD. If the identifiers do not match (i.e., determination block
2476 = “No”), the central server may continue with the operations in
determination block 2170. However, if the identifiers match (i.e., determination
block 2476 = “Yes”), in block 2478 the central server may identify the received
messages as originating from the selected wireless identity transmitter, and may

continue with the operations in block 2472.

[0331] FIG. 24C illustrates an embodiment method 2480 for a central server
receiving and handling messages including rolling identifiers and encoded
counters. The operations of method 2480 are similar to the operations of method
2450, except that rather than perform a two pass process as discussed above in
FIG. 24B, the central server may perform method 2480 as a one pass process. In
particular, the central server may generate both a plurality of central server
encrypted counter values for each registered wireless identity transmitter and a
plurality of central server-encrypted device identifiers (i.e., devicellD). The
central server may use the data stored in the database for each wireless identity
transmitter (e.g., devicelD, K, K, initial counter, and current counter) and the
plurality of pre-computed counter values for each device to encode a plurality of
central server encrypted counter values and a plurality of server encrypted device
IDs. When the central server receives the sighting message including the rolling
identifier and encoded counter, the central server may compare the plurality of
central server encrypted counter values and the plurality of central server
encoded device IDs to the rolling identifier and encoded counters obtained from
the received sighting message. The device identifier of the wireless identity

transmitter that originated the rolling identifier may then be identified based
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entirely on matching the pre-computed counter values and device identifiers

without requiring actual decoding of the rolling identifier itself.

[0332] In block 2452, the central server may establish a database entry having a
device identifier (i.e., devicelID), initial counter, current counter, and secret keys
(K and K”) for all wireless identity transmitters in the system. In block 2454, the
central server may pre-compute encoded counters using a pseudo-random
function, the second secret key (X”), and current counter values for all wireless
identity transmitters. In block 2482, the central server may pre-compute encoded
device identifiers with a streaming-like encryption algorithm (e.g., AES-CTR
block cipher), the device identifier, current counter, and the first secret key (K)
for all wireless identity transmitters. In other words, the central server may
generate a plurality of encoded device identifiers for each registered wireless
identity transmitter, such as by using the current counter and predefined offset
counter values, or alternatively, only a single encoded device identifier based

only on the current counter stored within the central server.

[0333] In block 2456, the central server may receive a message including an
encoded counter and a rolling identifier, such as within a sighting message
transmitted by a proximity broadcast receiver. In block 2458, the central server
may extract an encoded counter from the received message, and in block 2018
may extract a rolling identifier from the received message. In determination
block 2460, the central server may determine whether the extracted counter (or
‘ctr’) matches any of the pre-computed counters. If the extracted counter
matches a pre-computed counter (i.e., determination block 2460 = “Yes”), in
block 2462 the central server may identity a candidate wireless identity
transmitter based on the matching pre-computed counter. In determination block
2484, the central server may determine whether the extracted rolling identifier
matches any of the pre-computed identifiers, such as the pre-computing device

identifiers for the candidate wireless identity transmitter.
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[0334] If the extracted rolling identifier does match any of the pre-computed
identifiers for the candidate wireless identity transmitter (i.e., determination
block 2484 = “Yes™), in block 2470 the central server may identity the received
message as originating from the candidate wireless identity transmitter. In block
2472’, the central server may update current counters and pre-computed encoded
counters and pre-computed encoded device identifiers. For example, the
database entry for the wireless identity transmitter identified as the originator of
the received message may be updated with new current counter information as
well as new pre-computed encoded counters and pre-computed encoded device
identifiers. Additionally, any stored lists of pre-computed encoded counters may
have older pre-computed encoded counters or encoded device identifiers
removed at the same time newly computed encoded counters or device identifiers
corresponding to the identified wireless identity transmitter are added to the list.
In another embodiment, if the wireless identity transmitter identified as the
originator of the received message is indicated in the central server’s database as
“not activated” (i.e., a flag is not set), then the central server may also adjust the
database to reflect that the identified wireless identity transmitter is now
activated (e.g., set a flag). The central server may then continue with the

operations in block 2456.

[0335] If the extracted rolling identifier does not match any of the pre-computed
identifiers for the candidate wireless identity transmitter (i.e., determination
block 2484 = “No”), in determination block 2468, the central server may
determine whether there are other candidates, such as other registered wireless
identity transmitters that have not been evaluated by the central server. If there
are other candidates (i.e., determination block 2468 = “Yes”), the central server
may continue with the operations in block 2462, such as by identifying the next

wireless identity transmitter to evaluate regarding the rolling identifier.

[0336] If there are no other candidates (i.e., determination block 2468 = “No”),
or if the extracted counter does not match the pre-computed counter (i.e.,

determination block 2460 = “No”), the central server may attempt to identify the
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originator of the received message by comparing the extracted rolling identifier
to information associated with all registered wireless identity transmitters in the
system. Thus, in determination block 2170 the central server may determine
whether there is another registered wireless identity transmitter to evaluate. For
example, the central server may iteratively use information of all registered
wireless identity transmitters. If there is not another (i.e., determination block

2170 = “No”), the central server may continue with the operations in block 2456.

[0337] If there is another (i.e., determination block 2170 = “Yes™), in block
2164 the central server may select the next registered wireless identity
transmitter. In block 2474, the central server may decode the rolling identifier
via the streaming-like encryption algorithm (e.g., AES-CTR) with the selected
wireless identity transmitter’s initial counter and first secret key (K) to find a
decoded device identifier (M’). In determination block 2476, the central server
may determine whether the decoded device identifier (M) matches the selected
wireless identity transmitter’s devicelDD. If the identifiers do not match Gi.e.,
determination block 2476 = “No”), the central server may continue with the
operations in determination block 2170. However, if the identifiers match (i.e.,
determination block 2476 = “Yes”), in block 2478 the central server may identity
the received messages as originating from the selected wireless identity

transmitter, and may continue with the operations in block 2472°.

[0338] FIGS. 25A-32C describe profile information as used within various
embodiments. In general, users registered with a central server (e.g., a party with
a wireless identity transmitter, proximity broadcast receiver, or a wireless identity
transceiver) may provide the central server with various information, such as
during a registration procedure as described above. The information may be
stored by the central server as data within user profiles (or accounts), and may
include information about individual users, such as their preferences (e.g., food,
drinks, restaurants, shops, products, etc.), demographic information (e.g., sex,
age, region of residence, race, etc.), payment authentication information (e.g.,

signature samples, photos, account numbers, etc.), and other personal information
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(e.g., medical information, financial institution memberships, etc.). The central
server may update information within profiles based on subsequent input (e.g.,
editing information via a website connected to the central server) or behaviors
indicated via sighting messages. For example, the central server may update a
user’s profile information to indicate purchase habits, travel routes, preferred
items based on information within sighting messages corresponding to devices

used by the user over a period of time.

[0339] The central server may store such profile information within databases
or other structures and may also include descriptions, codes, tokens, tags,
variables, or other indicators that describe the nature, topic, subject, or
characteristics (referred to below as ‘categories’ or a ‘category’) of the various
information. For example, the central server may store within a data table
associated with a “Restaurants™ category the names of a plurality of eating
establishments that a user indicated were favorites of his/hers. As another
example, the central server may store within a data table associated with a
“Food™ category the types of food (e.g., pizza, hotdogs, etc.), the brands of food
products (e.g., “John’s Cookies,” “Soft Drink X,” etc.), and the providers of food
(e.g., “Store X7) that a user indicated were favorites of his/hers. In other words,
profiles may include information that may be categorized and identified as

relevant to parties related to similar categories.

[0340] In various embodiments, the central server may transmit profile
information stored within a profile (or account) of a registered user in response to
receiving sighting messages corresponding to a device (e.g., wireless identity
transmitter, wireless identity transceiver, mobile proximity broadcast receiver,
etc.) associated with the user. For example, as a customer walks around carrying
a wireless identity transmitter, a retail store’s stationary proximity broadcast
receivers may receive and relay a broadcast message, causing the central server
to transmit relevant profile information. As another example, the central server
may transmit relevant profile information in response to receiving sighting

messages from mobile proximity broadcast receivers carried by customers within
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the retail store configured with stationary wireless identity transmitters. In
various embodiments, registered services, such as government entities or retail
stores, may employ both proximity broadcast receivers and wireless identity
transmitters (or identity transceivers) to receive, relay, and process data from
both users carrying wireless identity transmitters and/or mobile proximity

broadcast receivers.

[0341] Such profile information may be identified as relevant by the central
server when related to the device (e.g., proximity broadcast receiver, mobile
proximity broadcast receiver, etc.) and/or associated registered service (e.g.,
merchants, marketing services, stores, users of mobile proximity broadcast
receivers, etc.) that transmitted the corresponding sighting message. For
example, upon receiving a sighting message from a proximity broadcast receiver
within a restaurant, the central server may identify characteristics or categories
associated with a proximity broadcast receiver (e.g., “Food,” “Dining,
“Restaurants,” etc.) and match those identified categories to a user’s profile to
obtain relevant profile information to return to the proximity broadcast receiver.
In this way, the central server may dynamically grant access to profile
information that is relevant to those registered services within proximity of a

user.

[0342] FIG. 25 illustrates an embodiment scenario in which relevant profile
information is transmitted to a mobile device 2550 when a wireless identity
transmitter 110 is within proximity of a proximity broadcast receiver 142. A user
2504 may carry the wireless identity transmitter |10 within proximity of a table
2502 (labeled in FIG. 25A as “Table #2), such as a bar table within a restaurant.
The proximity broadcast receiver 142 (i.e., a stationary proximity broadcast
receiver) may be collocated with the table 2502. For example, the proximity
broadcast receiver 142 may be within, on top of, or underneath the table 2502. In
other embodiments, the proximity broadcast receiver 142 may be in other places
in the restaurant, such as at the entry way or at the bar. As the proximity

broadcast receiver 142 may be within short-range wireless broadcast range (e.g.,
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a few feet), the proximity broadcast receiver may receive a broadcast message
that includes the wireless identity transmitter’s rolling identifier via short-range
wireless signals 114 from the wireless identity transmitter 110. As described
above, in response to receiving the broadcast message, the proximity broadcast
receiver 142 may transmit a sighting message via a connection 2520 to the
Internet 103 and a central server 120. The central server 120 may process the
sighting message as described above, such as decrypting/decoding the rolling
identifier and identifying the wireless identity transmitter 110 as being within
proximity of the proximity broadcast receiver 142, In various embodiments, the
proximity broadcast receiver 142 may be configured to transmit sighting
messages to the central server 120 via various types of connection 2520, such as
wireless long-range communications via a cellular network, a WiFi connection to

a local WiFi router, and/or a wired local area network connection.

[0343] The mobile device 2550 may also be within the restaurant for use by the
wait staff, the restaurant manager, or other personnel. For example, the mobile
device 2550 may be a tablet device used by a hostess at the front of the
restaurant. The mobile device 2550 may receive a message from the central
server via the Internet 103 through a wired or wireless communications
connection 2522. The message may be received in response to the central server
processing the sighting message transmitted by the proximity broadcast receiver
142, and thus may include relevant profile information corresponding to the user
2504. The mobile device 2550 may render the received information for use by
the restaurant personnel to approach, accommodate, and otherwise provide

effective and efficient customer service to the user 2504.

[0344] For illustration purposes, the mobile device 2550 may display various
notices, statements, messages, or other information based on the received
relevant profile information. In particular, the mobile device 2550 may render a
first notice 2552 that the user (or customer) is near a particular table 2502, such
as Table #2. A second rendered notice 2554 may indicate the customer is a

vegan. A third rendered notice 2555 may be a command to the restaurant staft
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indicating that only vegan items on the restaurant’s menu should be offered to the
user 2504. The third rendered notice 2555 may be generated based on the profile
information of the user 2504 by software executing on the mobile device 2550 or
alternatively by the central server 120. A fourth rendered notice 2556 may
indicate the user 2504 is above the legal drinking age and a fifth rendered notice
2558 may indicate the user 2504 has a preference for beer. A sixth rendered
notice 2559 may include a command or other instructions to the restaurant staff
that they should tell the user 2504 about the beers on tap based on the received
profile information that indicates the user 2504 prefers beer. In various
embodiments, notices rendered by the mobile device 2550 may include varying
specificity and identifying information about the user 2504 based on privacy
permissions or settings stored by the central server, as described below. For
example, the mobile device 2550 may render a notice that includes the name of

the user 2504 for use by wait statt in addressing the user 2504.

[0345] In another exemplary scenario, the proximity broadcast receiver 142 and
mobile device 2550 may be used within a hospital. In such an implementation,
the system may function as a virtual medical alert bracelet by causing the central
server 120 to transmit medical information of the user 2504 for use by the mobile
device 2550 accessed by emergency room staft (e.g., nurses, doctors, EMTs,
etc.). For example, when the user 2504 enters an emergency room, an attendant
carrying the mobile device 2550 may receive a list of medicine allergies and

prior medical procedures related to the user 2504.

[0346] FIG. 26A is a process flow diagram illustrating an embodiment method
2600 for a central server to transmit relevant profile information to a computing
device. In general, as users execute various activities and movements, their
wireless identity transmitters may transmit broadcast messages received by
proximate proximity broadcast receivers associated with registered services, such
as stationary proximity broadcast receivers within a merchant’s restaurant or
retail store. The central server may receive sighting messages from these

proximity broadcast receivers and identify any information within the users’
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profiles that may be relevant to the registered services. In other words, only
profile information that is needed by the registered services to properly assist,
approach, or otherwise engage with the users may be transmitted by the central
server. For example, a computing device associated with a restaurant may never
receive profile information describing a proximate user’s favorite type of

undergarments or high school alma mater.

[0347] In block 2602, the central server may receive profile information from a
user during registration, such as during registration procedures described above.
For example, the central server may receive profile information (e.g., dietary
restrictions and clothing preferences) when a user registers a wireless identity
transmitter via a web portal. In optional block 2604, the central server may
automatically obtain profile information related to the user from online sources,
such as social networking accounts and shopping websites and/or accounts. For
example, the central server may access the user’s Facebook account to get
information about preferred topics or products, or alternatively access the user’s
shopping account on the Amazon website and gather purchase history
information. In block 2606, the central server may store profile information from
the user. For example, the profile information may be stored as a profile or as
data entries within a database. In various embodiments, the profile may be
associated with the unique identity (i.e., device identifier or devicelD) of the
user’s wireless identity transmitter. In other words, the central server may use
the device identifier as a database key to access relevant stored profile
information corresponding to the user. In block 2608, the central server may
assign categories to the profile information. For example, food preference
information may be assigned a “Food” category, medical data may be assigned a
“Personal Info” category, and the names of the user’s favorite shirts may be

assigned a “Clothing” category.

[0348] As described above, in determination block 1402, the central server may
determine whether a sighting message is received, such as a sighting message

transmitted by a proximity broadcast receiver located within a retail store or
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restaurant. For example, as a user carrying a wireless identity transmitter walks
near the entry of a diner, a proximity broadcast receiver located within the diner
may receive broadcast messages from the wireless identity transmitter, create
sighting messages based on the received broadcast messages, and transmit the
sighting messages to the central server. In an embodiment, the sighting message
may also contain indicators of attractions, incentives, point-of-sale devices,
and/or products within proximity of the proximity broadcast receiver transmitting
the sighting message. For example, a proximity broadcast receiver may be
configured to indicate within sighting messages that it is stationed near a wait
staff desk, a bar, a cash register, or a ‘returns’ area in a department store. If the
central server does not receive a sighting message (i.e., determination block 1402
= “No"), the central server may continue with the operations in determination

block 1402.

[0349] However, if the central server does receive a sighting message (i.e.,
determination block 1402 = “Yes”), in determination block 1602 the central
server may determine whether a wireless identity transmitter identity is known
based on the received sighting message. The central server may detect
identification information related to the broadcast message within the sighting
message, such as by parsing the sighting message, decrypting or decoding
identification information related to a wireless identity transmitter (i.e., a rolling
identifier), and matching the identification information to a registered user or
registered wireless identity transmitter. For example, the central server may
compare decrypted (or decoded) identification information from the sighting
message to a list of all rolling identifiers related to registered wireless identity
transmitters. If the wireless identity transmitter identity is not known by the
central server (i.e., determination block 1602 = “No”), in block 1603 the central
server may ignore the sighting message and continue with the operations in

determination block 1402.

[0350] If the wireless identity transmitter identity is known by the central server

(i.e., determination block 1602 = “Yes”), in determination block 1604 the central
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server may determine whether the sighting message is related to a registered
service. For example, the central server may evaluate metadata within the
sighting message to detect a code that identifies a merchant or retail store as
being registered. In an embodiment, registered services may be affiliated with a
profile information delivery service managed by the central server. If the
sighting message is not related to a registered service (i.e., determination block
1604 = “No”), the central server may continue with the operations in block 1603.
If the sighting message is related to a registered service (i.e., determination block
1604 = ““Yes”), in block 1414 the central server may store data based on the
sighting message in relation to the wireless identity transmitter identity. In other
words, the central server may store data in relation to the user of the wireless
identity transmitter. The stored data may be used to update individual customer
accounts, records, or profiles within the central server. For example, the central
server may update a database entry related to the identified wireless identity
transmitter (or its associated customer or user account), indicating the wireless
identity transmitter was within proximity of the proximity broadcast receiver
associated with the sighting message, as well as any other relevant information
indicated in the sighting message (e.g., timestamps, etc.). In various
embodiments, such stored data may be used by the central server to generate foot

traffic reports or statistics for the registered service.

[0351] In block 2612, the central server may identify categories corresponding to
the registered service, such as the registered service associated with the received
sighting message. In an embodiment, the central server may maintain a database
that describes merchants, retailers, and other third-parties in relation to relevant
categories or service labels. For example, the central server may store a database
that indicates that “Tom’s Bar and Grill” relates to “food,” “alcohol,” and
“beverage” categories. Alternatively, the central server may identify categories
based on a stored profile associated with the registered service. For example, the
central server may identify the registered service’s business type, services

offered, products offered, demographics, interests, and/or target audience within
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a business profile stored at the time the registered service registered with the
central server. In block 2614, the central server may identify relevant profile
information associated with the wireless identity transmitter identity by using the
identified categories. In other words, the central server may generate a data table
that includes subsets of relevant information from the stored profile information
corresponding to the user associated with the known wireless identity transmitter.
The relevant information may be the data within the user’s stored profile
information having assigned categories that match the categories identified in the
operations in block 2612. For example, the data table may include data
describing the user’s favorite alcoholic beverage when identifying information
relevant to the category “alcohol. In block 2616, the central server may transmit
a return message that includes the identified relevant profile information to a
local computing device related to the registered service. For example, the central
server may transmit a message to a mobile device carried by a waiter working at
the restaurant associated with the proximity broadcast receiver that transmitted

the received sighting message.

[0352] In optional block 2618, the central server may store data in relation to the
registered service based on the identified relevant profile information, and then
the central server may then continue with the operations in determination block
1402. For example, the central server may update a database entry for a
merchant with the user’s (or customer’s) proximity or location information
determined based on the sighting message. As another example, the central
server may record the type of profile information that was determined to be
relevant to the registered service for particular users. In general, such stored data
may be valuable to stores, merchants, and various services registered with the
central server for generating profit equations, mapping foot traffic, calibrating
building floor plans, and otherwise understanding user trends (e.g., purchase
convergence, number of visits to the retail store per user per time period, etc.).
Stored information may also include indicators of behavioral information of

users, such as where users are moving within a stores, how long users stay in
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particular areas (e.g., how long a shopper was in front of an end cap), movement
routes within evaluated areas (e.g., data showing a user moves from the Toys
department to the Automotive department, etc.). In an embodiment, behavioral
information may include data describing a user’s usage of in-store WiFi provided
in relation to a registered service. For example, the central server may store
information that indicates a user entered a retail store and accessed a free WiFi

local area network to view a website of a competitor store.

[0353] The central server may also update and store statistical information based
on the sighting message and/or the transmitted return message, such as modifying
data that indicates the number of unique users within a building (e.g., a retail
store), the amount of time (i.e., “dwell” time) the user was within a particular
area (e.g., aisle, department, cash register line, etc.), the interests of such users,
and the travel routes users make within observed places, such as a retail store.
The central server may store data that indicates an aggregated amount of time
that all users dwelled within a particular area. In another embediment, the
central server may store information from individual sighting messages and/or
return message or alternatively may only store summary or average data based on
a plurality of messages. For example, each time the central server receives a new
sighting message or transmits a return message associated with a particular user’s
wireless identity transmitter, the central server may store an updated average of

the user’s dwell time within a particular department of a retail store.

[0354] In various embodiments, the data stored in relation to the registered
service may vary based on relevant permissions settings associated with a user’s
registered account or profile. For example, if the user related to the sighting
message and/or wireless identity transmitter does authorize his/her data to be
used by registered services, the central server may store behavioral information
that identifies the user in relation to his/her activities (e.g., user A walked to a
certain area within a local coffee shop, user X bought a coffee and sat in the
lobby for an hour, etc.). However, the central server may act as a shield for the

user’s identity by storing but not providing identifying information to merchants
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without permission or authorization from the users. For example, this stored
information may not be communicated, transmitted, or other made available to
merchants, retailers, or the retail store, but may instead be used exclusively by
the central server. The central server’s use of stored permissions is further

described below.

[0355] FIG. 26B is a process flow diagram illustrating an embodiment method
2650 for a central server to transmit relevant profile information to a computing
device when authorized by permissions indicated in a user profile. The method
2650 is similar to the method 2600 described above, except that the central server
may perform operations to transmit profile information that has been authorized
to be transmitted to a particular registered service by the user. In other words,
relevant profile information may not be transmitted when the user has configured
his profile to disallow sharing of that information. This may be important to
ensure privacy and enable users to finely control the dissemination of their
profile information. For example, based on a prior bad experience with a
particular vendor, a user may provide the central server with permissions settings

that forbid the transmissions of personal information to that vendor.

[0356] In block 2602, the central server may receive profile information from a
user during registration, such as during registration procedures described above.
In optional block 2604, the central server may automatically obtain profile
information related to the user from online sources, such as social networking
accounts and shopping accounts. In block 2606, the central server may store
profile information from the user. In block 2608, the central server may assign

categories to the profile information.

[0357] In block 2652, the central server may receive profile permissions from
the user. As described above, the user may provide identities of third-parties or
registered services (e.g., merchants, marketing services, etc.) that are authorized
to receive categories of profile information or particular data within the user’s

profile. The user may also provide permissions that indicate any merchant or
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third-party (or alternatively no merchant or third-party) may receive information
in certain categories or particular data. In an embodiment, the profile
permissions may indicate whether certain pieces of profile information are public
or private. For example, the central server may store a permission that indicates
that a user’s name is private information not to be shared at large, and another
permission setting that indicates the user’s favorite sporting team is public to be
shared to anyone. In block 2654, the central server may store the profile
permissions. For example, each piece of profile data stored in relation to the user
may have a tag, flag, or indicator that indicates whether the central server may

transmit that data to a particular merchant.

[0358] In determination block 1402, the central server may determine whether a
sighting message is received, such as a sighting message transmitted by a
proximity broadcast receiver located within a retail store or restaurant. If the
central server does not receive a sighting message (i.e., determination block 1402
= “No”), the central server may continue with the operations in determination
block 1402. However, if the central server does receive a sighting message (i.e.,
determination block 1402 = “Yes”), in determination block 1602 the central
server may determine whether a wireless identity transmitter identity is known
based on the received sighting message. If the wireless identity transmitter
identity is not known by the central server (i.e., determination block 1602 =
“N0”), in block 1603 the central server may ignore the sighting message and

continue with the operations in determination block 1402.

[0359] If the wireless identity transmitter identity is known by the central server
(i.e., determination block 1602 = “Yes”), in determination block 1604 the central
server may determine whether the sighting message is related to a registered
service. If the sighting message is not related to a registered service (i.e.,
determination block 1604 = “No”), the central server may continue with the
operations in block 1603. If the sighting message is related to a registered
service (i.e., determination block 1604 = “Yes”), in block 1414 the central server

may store data based on the sighting message in relation to the wireless identity
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transmitter identity. In block 2612, the central server may identify categories
corresponding to the registered service, such as the registered service associated
with the received sighting message. In block 2614, the central server may
identify relevant profile information associated with the wireless identity

transmitter identity by using the identified categories.

[0360] In block 2660, the central server may identify relevant profile
information the registered service is authorized to receive based on stored
permissions. For example, the central server may evaluate permissions indicators
associated with the identified relevant profile information and identify a subset
(or window) of the profile information relevant to the identified categories that
the user has authorized to be delivered to the registered service (e.g., merchant,
retailer, etc.). In an embodiment, all, some, or none of the relevant information
identified in the operations in block 2614 may be authorized to share with the
registered service. For example, although the profile information includes
several pieces of data relevant to the category of “Food,” the central server may
not identify any authorized information to transmit to a restaurant registered
service when the user has indicated the restaurant may not receive any profile

information.

[0361] In determination block 2662, the central server may determine whether
the registered service is authorized to receive any information. If the registered
service is not authorized to receive information (i.e., determination block 2662 =
“No0”), the central server may continue with the operations in determination block
1402. However, if the registered service is authorized to receive the information
(i.e., determination block 2662 = *“Yes”), in block 2664 the central server may
transmit a return message that includes authorized, relevant profile information to
a computing device related to the registered service. For example, the central
server may transmit the return message to a point-of-sale device near the
proximity broadcast receiver that transmitted the sighting message. In an
embodiment, the computing device may display the profile information to an

employee, such as a waiter. In another embodiment, the central server and/or the
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computing device may generate instructions for the employee based on the
identified profile information. For example, the central server and/or the
computing device may generate instructions that direct a waiter to present a
vegetarian menu to the user/ customer when the identified profile information
indicates the user doesn’t eat meat. In optional block 2618, the central server may
store data in relation to the registered service based on the identified relevant
profile information, and then the central server may then continue with the

operations in determination block 1402.

[0362] FIG. 27A shows exemplary data tables 2700, 2720, 2730 that include
various profile information that may be stored by a central server and transmitted
in response to receiving a sighting message in accordance with various
embodiments. For example, the central server may generate the data tables 2700,
2720, 2730 while performing the operations described above with reference to
FIG. 26B. As described above, the user may be associated with a wireless
identity transmitter that has been registered with the central server and that has a
unique identifier. The central server may use such an identifier as a key to
generate data tables of the user’s stored profile information. In various other
embodiments, data tables of the user’s profile information may be generated
based on other unique information or look-up keys, such as the unique device
identifier of a mobile proximity broadcast receiver associated with the user or the
user’s own personal identifier (e.g., a social security number, etc.). Further,
although such exemplary data tables 2700, 2720, 2730 illustrate possible ways of
storing and utilizing profile information, those skilled in the art may appreciate

other manners of storing, organizing, and accessing such information.

[0363] The central server may generate a first data table 2700 that includes
information obtained by the central server by performing the operations in blocks
2602-2654 in FIG. 26B. For example, the first data table 2700 may be the result
of the user providing profile information to the central server during registration
and/or subsequent updates via a web portal or web site associated with the central

server. The first data table 2700 may include a complete set of profile
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information associated with a particular user. For example, the central server
may generate the first data table 2700 by querying a database using only the

device ID of the user’s wireless identity transmitter.

[0364] The first data table 2700 may include numerous data columns 2701-2706
that describe various information stored in the profile. For the purposes of
illustration, the first data table 2700 may include a first data column 2701
(“Description”) that includes descriptive labels for stored profile information.
For example, a description in the first data column 2701 may be a question posed
to the user during registration (““What is your favorite drink?) or a general label
(e.g., “Birthdate™). The first data table 2700 may also include a second data
column 2702 (“Value”) that includes the stored value of a profile entry, and a
third data column 2703 (“Category”) that indicates the general topic, subject
matter, category, or other means of organizing and relating the profile
information stored within a particular data entry. The first data table 2700 may
also include a fourth column 2706 (“Permissions™) that may include information
representing the names and/or categories of registered services (e.g., merchants,
vendors, stores, people, etc.) that are authorized to receive the profile information
within an entry. The fourth column 2706 may also include tokens that indicate
whether related profile information may be available to any recipient (i.e.,

“Public™) or no recipient (i.e., “Private”).

[0365] The first data table 2700 may also include numerous data rows 2710-
2718 that include the stored profile information provided by the user. For
illustration purposes, a first data row 2710 may include profile information that
indicates the user is a vegan, a second data row 2711 may include profile
information that indicates the user’s show size is 11.5”, a third data row 2712
may include profile information that indicates the user’s favorite type of drink is
beer, a fourth data row 2713 may include profile information that indicates the
user’s favorite bar is McCall’s Pub, a fifth data row 2714 may include profile
information that indicates the user’s birth date is June 1, 1978, a sixth data row

2715 may include profile information that indicates the date the user last visited
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any restaurant as August 12, 2012, a seventh data row 2716 may include profile
information that indicates the user’s home country as the United States, an eighth
data row 2717 may include profile information that indicates the user’s name is
John Smith, and a ninth data row 2718 may include profile information that

indicates that the user does not mind if customer service people approach him.

[0366] The central server may also generate a second data table 2720 that
includes information related to the operations in block 2612 in FIG. 26B. In
particular, once a registered service is determined to be related to the sighting
message (e.g., the central server detects identifying information within metadata
of the sighting message), the central server may identify the categories related to
the registered service based on information stored within the central server. For
example, the central server may perform a look-up on a database of all registered
services to find categories relevant to the registered service. Stored information
about registered services may be provided by the various services, such as via a
registration procedure as described above. In an embodiment, the second data
table 2720 may be the result of the central server performing a look-up using a
key that is the registered service’s name (e.g., “Tom’s Bar & Grill”) or other
unique information, such as a unique proximity broadcast receiver device ID.
The second data table 2720 may include only categories (or labels) that define
the services, activities, characteristics, or other indicators of the registered
service. For illustration purposes, the second data table 2720 may include a data
column 2722 (“Registered Service Category”) that includes the categories
relevant to the registered service. The second data table 2720 may include a first
data row 2723 that includes information indicating the categories of “Food,”
“Alcohol,” “Service,” and “Personal.” In other words, the registered service may
be identified as relevant to (or concerned with) any profile information that is
related to personal information of users, food and alcohol products, and the

service industry (i.e., the registered service may be a restaurant).

[0367] The central server may generate a third data table 2730 that includes

profile information from the first data table 2700 based on a comparison with the
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information from the second data table 2720. In other words, the third data table
2730 may be generated by the central server by performing the operations in
block 2660 in FIG. 26B, and may include all of the user’s profile information that
is relevant and authorized to be transmitted to the registered service. For the
purposes of illustration, the third data table 2730 may include a first data column
2731 (“Description”) that includes descriptive labels for stored profile
information, and a second data column 2732 (“Value”) that includes values

related to the descriptions indicated in the first column 273 1.

[0368] The third data table 2730 may include data rows 2741-2746 that include
profile information that are both relevant to the categories of the registered
service indicated within the second data table 2720 and authorized by the user
based on permissions indicated within the first data table 2700. For the purposes
of illustration, a first data row 2741 may include profile information that
indicates the user is vegan because that information is relevant to the “Food”
category and authorized by the “All Food” permission, a second data row 2742
may include profile information that indicates the user’s favorite drink is beer
because that information is relevant to the “Alcohol” category and authorized by
the “Tom’s Bar & Grill” permission, a third data row 2743 may include profile
information that indicates the user’s birth date because that information is
relevant to the “Personal” category and authorized by the “All Food” permission,
a fourth data row 2744 may include profile information that indicates the user’s
country because that information is relevant to the ‘“Personal” category and
authorized by the “Public” permission, a fifth data row 2745 may include protile
information that indicates the user’s name because that information is relevant to
the “Personal” category and authorized by the “All Services” permission, and a
sixth data row 2746 may include profile information that indicates the user does
not mind being approached by customer service agents because that information
is relevant to the “Service” category and authorized by the “All Services”

permission.
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[0369] FIG. 27B shows another exemplary data table 2750 that includes various
profile information that may be stored by a central server and transmitted in
response to receiving a sighting message in accordance with various
embodiments. The data table 2750 may be generated in a similar manner as the
data table 2700 described above, and may include profile information of various
specificity and nature. For example, the data table 2750 may include profile
information indicating that a user is allergic to chocolate, as well as the user’s
specific preferences, such as beer and wine product preferences. Further, the data
table 2750 may include profile information indicating the user’s interests, such as
sports or anime, which may be used by the central server for performing profile
matching. For example, the central server may use the user’s interests to
compare to interests stored in other’s profiles to find matches, such as part of a

dating or friend-finding service.

[0370] FIGS. 28A-28B are diagrams illustrating proximity broadcast receivers
and a mobile device receiving different authorized information based on related
profiles. As described above, a central server may transmit profile information
from stored profiles of registered users. For example, in response to receiving a
sighting message from a proximity broadcast receiver within proximity of a
user’s wircless identity transmitter (or wireless identity transceiver) within a juice
bar, the central server may transmit a return message that includes the user’s
beverage preference. However, it should be emphasized that different profile
information may be transmitted to various registered services, even when the
services are within the same proximity to the user. For example, when a user
carrying a wireless identity transmitter walks within proximity of a movie theater
employing a proximity broadcast receiver, the movie theater proximity broadcast
receiver may receive profile information indicating the user is over 18 and may
watch rated ‘R’ movies. However, when that same user also walks within
proximity of a candy shop employing a proximity broadcast receiver, the candy
shop proximity broadcast receiver may receive profile information indicating the

user is allergic to nuts and may not eat peanut brittle.
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[0371] FIG. 28A illustrates a user’s wireless identity transmitter 110 in
proximity of a plurality of proximity broadcast receivers 142, 142°, 142”°. The
user may also carry a mobile device 2810, such as a smartphone. In various
embodiments, the mobile device 2810 may be configured to operate as a wireless
identity transmitter or transceiver such that the separate wireless identity
transmitter 110 may be unneeded by the user in order to transmit broadcast
messages for receipt by proximate devices of registered services, such as retail

stores.

[0372] For the purposes of illustration, the user and the proximity broadcast
receivers 142, 142°, 142°" may be within a mall or some other place where each
may be within proximity of the wireless identity transmitter 110 at the same time.
Additionally, each proximity broadcast receiver 142, 142°, 142’ may be
associated with different registered services. For example, the first proximity
broadcast receiver 142 may be associated with a “Shop A” (e.g., an electronics
shop), the second proximity broadcast receiver 142 may be associated with a
“Shop B” (e.g., a restaurant), and the third proximity broadcast receiver 142 may

associated with a “Shop C” (e.g., an accounting firm office), all within the mall.

[0373] As the proximity broadcast receivers 142, 142, 142’ are within
proximity of the wireless identity transmitter 110 (i.e., each is within the
broadcast range), broadcast messages may be received by each of the proximity
broadcast receivers 142, 142, 142"’ via short-range wireless signals 114. As
described above, in response, the proximity broadcast receivers 142, 142°, 142"’
may transmit sighting messages 2802, 2804, 2806 via the Internet 103 to a
central server 120 for processing. Each of the sighting messages 2802, 2804, and
2806 may include different information (i.e., metadata or header information)
that indicates the various associated registered services, location information, etc.
However, the sighting messages 2802, 2804, and 2806 may all report similar
information based on the received broadcast message from the user’s wireless

identity transmitter 110. In other words, each of the sighting messages 2802,
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2804, and 2806 may include the same rolling identifier of the wireless identity

transmitter 110.

[0374] FIG. 28B illustrates different information transmitted by a central server
120 in response to receiving sighting messages from a plurality of proximity
broadcast receivers 142, 142°, 142°” concurrently within proximity of a wireless
identity transmitter 110 described above with reference to FIG. 28A. In other
words, FIG. 28B shows how messages 2852, 2854 with differing profile
information may be transmitted to proximate devices in response to the central
server 120 processing sighting messages from proximity broadcast receivers 142,
142°, 142’ associated with various registered services. As indicated above, such
sighting messages may be transmitted based on a user associated with a wireless
identity transmitter 110 being within proximity of the proximity broadcast

receivers 142, 1427, 142",

[0375]1 For illustration purposes, the central server 120 may transmit to a first
proximity broadcast receiver 142 associated with “Shop A” a first message 2852
that includes profile information indicating the user’s customer identity (i.e.,
“customerld™) and photo. Such profile information may be used for
authenticating a payment, purchase, or other transaction within Shop A. The
central server 120 may also transmit to a second proximity broadcast receiver
142 associated with “Shop B” a second message 2854 that includes profile
information indicating the user’s allergies, food preferences, and first name.
Such profile information may be used for expediting food-related customer

service with the user within Shop B.

[0376] In an embodiment, the user may provide the central server 120 with
permissions that disallow transmission of profile information to any registered
service when the user has not explicitly indicated that a particular registered
service (or category of registered service) may receive profile information. For
example, based on performing the method 2650 described above, the central

server 120 may not identify any profile information that the user has authorized
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to be transmitted to the registered service associated with “Shop C,” and thus the
central server 120 may not transmit any message to a third proximity broadcast

receiver 142 associated with Shop C.

[0377] As another illustration, the user carrying the wireless identity transmitter
110 may walk inside of a movie theater that houses a bar, a concessions stand,
and a ticket counter, all of which having a proximity broadcast receiver. In
response to sighting messages sent by the various proximity broadcast receivers,
the central server may transmit a first message to the bar that includes the user’s
age, a second message to the concessions stand that includes the user’s favorite
candy type, and a third message to the ticket counter that indicates the user is

eligible for a student discount.

[0378] In another embodiment, the central server 120 may perform operations as
described above with reference to FIGS. 18A-18D to identify the closest
proximity broadcast receiver 142, 142°, 142’ to the user based on signal strength
information within the sighting messages 2802-2806. In such a case, the central
server 120 may only transmit a signal return message to the closest proximity

broadcast receiver to the user.

[0379] In further embodiments, the central server 120 may also transmit
messages 2860, 2862, 2864 to the user’s mobile device 2810 based on the
sighting messages 2802, 2804, 2806 received from the proximity broadcast
receivers 142, 142°, 142°*. Such messages 2860, 2862, and 2864 may include
information corresponding to the registered services associated with the
proximity broadcast receivers 142, 142°, 142”’. In other words, registered
services may also wish to control their privacy (or information flow), and so the
central server 120 may identify profile information of registered services that is
authorized to be shared with the user. The information within such messages
may be identified using operations similar to those described below with

reference to FIGS. 28C.
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[0380] For illustration purposes, the central server 120 may transmit to the
mobile device 2810 a first message 2860 that includes information indicating
Shop A’s store hours, a second message 2862 that includes information
indicating Shop B’s culinary specialties, and a third message 2864 that includes

information indicating Shop C’s logo and mission statement.

[0381] In other embodiments, the central server 120 may also transmit coupons,
promotions, and marketing information to the mobile device 2810. For example,
the central server may generate coupons that are relevant to the user of the

mobile device 2810 based on his/her profile information.

[0382] FIG. 28C illustrates an embodiment method 2870 for a central server to
identity authorized data to share based on two different profiles. In various
embodiments, the central server may store profiles and related permissions (or
privacy settings) for any party registered with the central server. For example,
vendors, individuals, merchants, and services may provide profile information
that describes their interests, characteristics, qualities, and other identifying
information as well as who may receive such information. By comparing
categories of information within multiple profiles, such as a first profile
associated with a proximity broadcast receiver in a retail store and a second
profile associated with a proximate user’s wireless identity transmitter, the
central server may transmit messages to both parties with relevant, authorized

profile information.

[0383] In block 2602°, the central server may receive profile information from
parties during registration. Such parties may include registered services, user,
vendors, merchants, and any other parties that provide identifying information to
the central server during a registration procedure. For example, a merchant
registering with the central server may provide profile information that indicates
the merchant’s type of business, preferred customer base/demographics,
Securities and Exchange Commission filings information, and any other

identifying information. In block 2606°, the central server may store the profile
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information from the parties, such as by storing profiles within a database. The
central server may store the profiles in different databases based on the type of
party being registered, such as by storing business profiles in a business database
and individual profiles in a users database. In block 2608, the central server may
assign categories to the stored profile information. In block 2652, the central
server may receive profile permissions from the parties. For example, a
merchant registering a profile may indicate to the central server that only other
users who are shareholders of the merchant’s corporation may receive certain
profile information. In block 2654, the central server may store the profile
permissions, such as within data tables associated with the parties as described

above.

[0384] In determination block 1402, the central server may determine whether a
sighting message is received, such as a sighting message transmitted by a
proximity broadcast receiver located within a retail store or restaurant. If the
central server does not receive a sighting message (i.e., determination block 1402
= “No”), the central server may continue with the operations in determination
block 1402. However, if the central server does receive a sighting message (i.e.,
determination block 1402 = “Yes”), the central server may process the sighting
message (e.g., decrypt, decode, access rolling identifiers, etc.) as described
above. In block 2872 the central server may identity a first profile based on the
wireless identity transmitter rolling identifier within the sighting message. For
example, the central server may decode the rolling identifier and identify the
profile corresponding to the user of the wireless identity transmitter. The
operations in block 2872 may be similar to those described above with reference
to determining whether a wireless identity transmitter identity is known by the
central server (e.g., the operations in determination block 1602). In block 2874,
the central server may identify a second profile based on information related to a
proximity broadcast receiver within the sighting message. In other words, the
central server may evaluate the received sighting message to detect the identity of

the proximity broadcast receiver that transmitted the received sighting message
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and may use that identity to identify the second profile. For example, the
sighting message may include metadata that indicates the sighting message was
transmitted by a device within a certain retail store that has registered a profile
with the central server. The operations in block 2874 may be similar to those
described above with reference to determining whether a received sighting
message relates to a registered service (e.g., the operations in determination block

1604).

[0385] In block 2876, the central server may identify authorized, relevant first
profile information to share based on the permissions of the first profile and the
assigned categories of the first and second profiles. The operations in block 2876
may be similar to the operations in blocks 2612, 2614, and 2660 with reference to
FIG. 26B as described above. For example, the central server may find profile
information having assigned categories within the first profile that matches

assigned categories within the second profile.

[0386] In an embodiment, the central server may identify relevant, authorized
first profile information based on public profile information within the second
profile. The central server may only be enabled to match categories of
information within the first profile with categories of information set as “public”
within the second profile. For example, the central server may use the public
information of “favarite sports team” within a second profile to match with the
first profile, but not the second profile’s private information of “religious
affiliation.” In this way, both parties and profiles may be secured from divulging

private information.

[0387] In an embodiment, the central server may determine relevant information
based on various characteristics stored within a profile. For example, the central
server may identify food preferences from the first profile as relevant when the
second profile includes profile information that indicates the user of the second
profile is a waitress and/or affiliated with a restaurant. The central server may

also determine relevance of profile information based on location information
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provided by the received sighting message. For example, the central server may
determine the proximity broadcast receiver that transmitted the sighting message
is within a restaurant based on metadata, and thus may combine that location
information with profile information that indicates a waitress occupation to
conclude that the user of the proximity broadcast receiver is a waitress on-duty

within the restaurant.

[0388] In determination block 2878, the central server may determine whether
there is any first profile information to share. In other words, the central server
may determine whether any authorized and relevant information from the first
profile was identified in the operations in block 2876. If there is first profile
information is to be shared (i.e., determination block 2878 = “Yes™), in block
2880 the central server may transmit a message including the authorized first
profile information to a device associated with the second profile. Such a device
associated with the second profile may be a local server, proximity broadcast
receiver, or mobile device that is indicated in the second profile as being an
appropriate recipient for the first profile information. In various embodiments,
such a device may be the proximity broadcast receiver that transmitted the

received sighting message.

[0389] If no first profile information is to be shared (i.e., determination block
2878 = “N0”), or if the message is transmitted in block 2880, in block 2882 the
central server may identify authorized, relevant second profile information to
share based on the permissions of the second profile and the assigned categories
of the first and second profiles. The operations in block 2882 may be similar to
the operations described above related to identifying authorized, relevant first
profile information. In other words, the central server may compare assigned
categories of the two profiles to identify relevant information of the second
profile and check the second profile’s permissions to determine whether any

relevant information is authorized to be shared from the second profile.
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[0390] In determination block 2884, the central server may determine whether
there is any second profile information to share. In other words, the central
server may determine whether any authorized and relevant information from the
second profile was identified in the operations in block 2882. If there is second
profile information is to be shared (i.e., determination block 2884 = “Yes™), in
block 2886 the central server may transmit a message including the authorized
second profile information to a device associated with the first profile. For
example, the central server may transmit an email, SMS text message, or other
message to a mobile device associated with the first profile as described above
with reference to FIG. 28B. The central server may continue with the operations

in determination block 1402.

[0391] In another illustration, when authorized by permissions, the central server
may transmit medical information from the first profile to a device associated
with the second profile (or vice versa) when the second profile corresponds to a
user with a medical background (e.g., doctor, EMT, nurse, etc.). Due to the
sensitive nature of medical information, the central server may utilize other
determinations before transmitting such medical information, such as whether an
emergency is indicated (e.g., sensor data within the received sighting message
indicates the user of the first profile is sick/injured) and/or whether the user of the
second profile is on active duty and/or within a medical care facility (e.g., the

nurse is on-duty and within a hospital geofence, etc.).

[0392] In an embodiment, the method 2870 may be performed by the central
server to enable speed dating. Based on received sighting messages from one or
both identity transceivers carried by speed dating participants, the central server
may identify related profiles, match the identified profiles, and transmit messages
to the participants when there is matching profile information. For example, the
central server may compare the occupations indicated in two profiles to identify
if they are similar, within the same field, or other measures of commonality.
Alternatively, the central server may simply analyze the two profiles and return

any public profile information that may be of interest to the participants. For
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example, if a user sets permissions to allow her salary range to be a public or
shared piece of information, the central server may transmit a message indicating

the salary to another participant.

[0393] FIGS. 29A-29B illustrate a second device 2902 (referred to as “Device
B”) sharing authorized profile information in response to receiving short-range
signals from a first device 2901 (referred to as “Device A”) within proximity.
The first device 2901 and the second device 2902 may be mobile computing
devices (e.g., smartphones, tablets, etc.) that are configured to perform operations
of wireless identity transceivers and that are associated with various users, such
as a customer, or alternatively a merchant, vendor, or business (e.g., Starbucks,
etc.). Alternatively, either of the devices 2901, 2902 may be proximity broadcast
receivers stationed within a place. For example, the first device 2901 may be a
stationary identity transceiver collocated with a cash register in a coffee shop and
the second device 2902 may be a mobile identity transceiver carried by a
customer. The communications described in FIGS. 29A-B and the method
described below with reference to FIG. 29C may be important as they permit
relevant, public profile information stored on devices to be transmitted by
devices when within proximity. However, as a central server may not be
included with reference to FIGS. 29A-B, the shared information may be less
secure, as broadcasting messages with public information may be received by
any proximate devices and as no authentication (or verification) of the
information or parties may be provided via the central server. Accordingly,
profile information transmitted in various embodiments may only be non-

sensitive data authorized for sharing to the public by users.

[0394] FIG. 29A shows the first device 2901 broadcasting a message 2904 that
includes information related to the first device 2901. The message 2904 may
include public profile information that the user of the first device 2901 has
authorized as open for anyone to receive. For example, the message 2904 may
include indications of the categories, topics of interest, or the businesses or

services relevant to the user of the first device 2901, such as a coffee shop.
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When within proximity of the first device 2901, the second device 2902 may
receive the message 2904 via a short-range transceiver, such as a Bluetooth® LE

radio.

[0395] FIG. 29B shows the second device 2902 transmitting a response message
2914 that includes profile information related to the second device 2902. The
response message 2914 may include public profile information the user of the
second device 2902 has authorized as open for anyone to receive and that is
relevant to the received message from the first device 2901. For example, the
response message 2914 may include public information the user of the second
device 2902 does not mind transmitting in the clear (i.e., authorized via
permissions as ‘public’) and that is relevant based on matching information
received from the first device 2901 with the profile stored on the second device

2902.

[0396] In an embodiment, the profile information within the response message
2914 may be normally set as private by the user of the second device 2902 and
may only be transmitted when the received message from the first device 2901
includes certain information. For example, the second device 2902 may only
transmit the response message 2914 when it receives a message from the first
device 2901 that indicates the first device 2901 is associated with an emergency

service (e.g., an EMT).

[0397] FIG. 29C is a process flow diagram of an embodiment method for a
computing device to share authorized profile information in response to receiving
short-range signals from a device within proximity. In various embodiments, the
method 2950 may be performed by a mobile device, such as those described
above with reference to FIGS. 29A-B. For example, the computing device may
be a smartphone or an identity transceiver (e.g., a smartphone configured to
transmit short-range signals as well as process incoming broadcast messages
from proximate devices). Additionally, the method 2950 may be similar to the

method described above with reference to FIG. 28C, except that the method 2950
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may only include operations for transmitting profile information from a single

profile that is stored locally on the computing device.

[0398] In optional block 2952, the computing device may receive profile
information from user interaction, such as inputs on a smartphone graphical user
interface. For example, a user input may provide text or selections that indicate
personal information, categories of information relevant to the user of the
computing device, as well as permissions for the profile information (e.g.,
indicators of the public/private nature of particular pieces of information,
whether certain third-parties may receive certain data, etc.). In optional block
2954, the computing device may download profile information from a central
server. For example, the computing device may be configured to periodically
download profile information associated with the user of the computing device as
is currently stored in the central server. In other words, users may download
their current profiles from the central server for use with software and services

executing on the computing device (e.g., an app executing on a smartphone).

[0399] In block 2956, the computing device may store profile information
locally, such as in a database within the computing device. The profile
information may also include permissions as described above, such as indicators
whether various pieces of the profile may be shared with certain categories of
third-parties (e.g., public, private, only for sharing with “Tom’s BBQ
Restaurant,” etc.). In an embodiment, the computing device may store the profile
information such that the information is connected to or otherwise accessible to
software executing on the computing device that is in communication with the
central server. In determination block 2957, the computing device may
determine whether a short-range wireless message is received from a proximate
device, such as a broadcast message from a proximate wireless identity
transmitter. In various embodiments, the short-range wireless message may be
transmitted by a wireless identity transceiver or alternatively any device
configured to broadcast signals in a protocol and format recognized by the

computing device. If a message is not received (i.e., determination block 2957 =
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“No”), the computing device may continue with the operations in determination

block 2957.

[0400] If a message is received (i.e., determination block 2957 = “Yes”), in
block 2958 the computing device may identify categories based on an evaluation
of the received message. In particular, the computing device may parse the
received message to detect whether any profile information and/or descriptive
indicators are within the received message. The computing device may evaluate
metadata, header information, or other information appended to or within the
received message. In an embodiment, the computing device may generate
categories for information included in the received message, such as by
performing natural language evaluation routines to determine the content or
meaning of any data within the message. In block 2960, the computing device
may identity relevant, authorized profile information to share based on stored
profile permissions and the identified categories. In other words, the computing
device may match the identified categories related to the received message with
the locally stored profile information to find relevant information, and may use
stored permissions to identify any of such relevant information that may be
shared. For example, in response to the computing device identifying that the
received message includes information regarding a restaurant, the computing
device may identify food-related profile information that has been authorized (or
labeled) by the user to be public information. In determination block 2962, the
computing device may determine whether there is profile information to share,
such as profile information marked with a “public” permissions setting that also
relates to the received message. If there is no profile information to share (i.e.,
determination block 2962 = “No”), the computing device may continue with the

operations in determination block 702.

[0401] If there is profile information to share (i.e., determination block 2962 =
“Yes”), in optional block 2964 the computing device may obscure authorized
profile information based on instructions in the received message. In an

embodiment, received messages may solicit response messages and may include
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instructions, such as encryption requests and transmissions scheduling, that the
computing device may perform prior to transmitting the profile information. For
example, the computing device may detect instructions which indicate a secret
key that may be used to encrypt, encode, or otherwise obscure any authorized
profile information such that only the device that transmitted the received
message may access the profile information. In block 2966, the computing
device may transmit a response message that includes the authorized profile

information, and may continue with the operations in determination block 702.

[0402] FIGS. 30-32C describe the use of profile information to authenticate a
payment. Payment authentication information may be information stored within
a registered user’s profile that may be used by other parties to facilitate and
verify transactions. As described above, payment authentication information
may include profile information stored within a central server that is associated
with a user, such as photographic information (e.g., Facebook imagery, driver’s
license photo, previous security footage from store surveillance, etc.), audio
samples of the user’s voice, signature samples, customer account information,
and purchase history information. Additionally, the payment authentication
information may include financial and/or credit data to facilitate payment
processes. For example, credit card numbers, social security data, addresses,
email addresses, phone numbers, and other personal information may be included
within the payment authentication information received at the point-of-sale

device.

[0403] Once received from the central server, merchants, vendors, and other
registered services may utilize payment authentication to expedite a purchase or
customer service with a registered user. For example, a proximity broadcast
receiver within a retail store may receive payment authentication for a proximate
user and may display photographic information of the user for use by customer
service agents. As another example, a point-of-sale device may receive and
display a list of previous purchases by a user along with a message to a retail

store’s agent instructing him/her to go talk to the user.
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[0404] FIG. 30 illustrates an exemplary display 3090 of various payment
authentication information on a local computing device within a retail store. As
described below, the local computing device may be configured to receive return
messages that include payment authentication information as stored within
profiles and authorized by various permissions or other privacy settings
corresponding to the profiles. The local computing device may be configured to
operate as a point-of-sale device, such as a cash register or store kiosk. As
described below, the local computing device configured to perform as a cash
register may render payment authentication information on a display 3090, such
as a computer screen viewed by store employees. For example, the local
computing device may display information related to a restaurant or a food court

area within the retail store.

[0405] For illustration purposes, the display 3090 may include a food items
section 3096, a pricing section 3097, and a customer section 3091 that may
include payment authentication information based on data within return messages
received from the central server. In particular, the customer section 3091 of the
display 3090 may include an in-line section 3092 that indicates customers (i.e.,
customers who are users registered with a central server) within proximity of the
local computing device as well as an in-store section 3098 that indicates
customers that are within the retail store but not within proximity of the local
computing device. The display 3090 may indicate customer names 3093,
customer photographs 3094, and even prior purchase information 3095, such as
food items previously purchased by the various customers. Such displayed
information may be used by store employees to identify and facilitate payments

and customer interactions.

[0406] FIG. 31 describes an embodiment method 3100 for using wireless
identity transmitters to improve experiences and services within a place (e.g., a
retail store) by providing payment authentication information based on proximity
of users to point-of-sale devices within the place. Additionally, the various

methods may enable registered services (e.g., merchants) associated with the
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place to amass data based on broadcast messages that describes valuable foot

traffic and other user information.

[0407] In general, as users walk around the retail store, they may pause to
browse inventory, exit the retail store, and wait in particular areas of the retail
store. For example, users may wait in line to pay for merchandise, return
products, and/or receive user service assistance. In particular, users’ wireless
identity transmitters may transmit broadcast messages that are received by
proximity broadcast receivers within the retail store. The central server may
receive sighting messages from these proximity broadcast receivers and may
determine whether a point-of-sale device is located near the users. If users are
near point-of-sale devices, such as computing devices configured to perform as
cash registers or user kiosks, the central server may transmit relevant, authorized

payment authentication information for use in the retail store.

[0408] In block 3102, the central server may store profile information that may
include permissions settings from a user. As described above, profile
information, such as personal information (e.g., name, birth date, etc.) may be
stored in databases or other data structures and may also include indicators of
how, when, and/or to whom profile information may be shared. In determination
block 1402, the central server may determine whether a sighting message is
received. As described above, the sighting message may be transmitted by a
proximity broadcast receiver located within the retail store. For example, as a
user carrying a wireless identity transmitter walks within proximity of a point-of-
sale device (e.g., a cash register device), a proximity broadcast receiver located
within the point-of-sale device may receive broadcast messages from the wireless
identity transmitter and transmit sighting messages to the central server based on
the received broadcast messages. If the central server does not receive a sighting
message (i.e., determination block 1402 = “No”), the central server may continue

with the operations in determination block 1402.
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[0409] However, if the central server does receive a sighting message (i.e.,
determination block 1402 = “Yes”), in determination block 1602 the central
server may determine whether a wireless identity transmitter identity is known
based on the received sighting message. If the wireless identity transmitter
identity is not known by the central server (i.e., determination block 1602 =
“No0”), in block 1603 the central server may ignore the sighting message and
continue with the operations in determination block 1402. If the wireless
identity transmitter identity is known by the central server (i.e., determination
block 1602 = “Yes”), in determination block 1604 the central server may
determine whether the sighting message is related to a registered service, such as
the retail store. If the sighting message is not related to a registered service (i.e.,
determination block 1604 = “No”), the central server may continue with the
operations in block 1603. If the sighting message is related to a registered
service (i.e., determination block 1604 = “Yes”), in block 1414 the central server
may store data based on the sighting message in relation to the wireless identity
transmitter identity, such as by updating information within the user’s profile. In
another embodiment, the central server may also store data that may be used by
the registered service (e.g., merchant, retail store, etc.) for generating foot traffic
data. For example, the central server may use the received sighting message to
update and/or modify information describing the number of unique users within

the retail store at a given time, day, week, or month.

[0410] In determination block 3104, the central server may determine whether
the wireless identity transmitter is near a point-of-sale device. For example, the
central server may determine whether the wireless identity transmitter is within a
few inches, feet, or meters of any computing device within the retail store that is
used for performing sales transactions. In various embodiments, the retail store
may include various proximity broadcast receivers that are placed throughout the
retail store (e.g., around show floors, at the entrance, on shelves, etc.). The
central server may store data that indicates the location of such stationary

proximity broadcast receivers within the retail store and well as data that
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indicates the location of various known point-of-sale devices within the retail
store. For example, the central server may maintain a database that describes the
GPS coordinates and/or relative location information of all stationary proximity
broadcast receivers and point-of-sale devices within the retail store. Since the
wireless identity transmitter is within proximity of the proximity broadcast
receiver associated with the received sighting message, the central server may
compare a location (e.g., GPS coordinates) of the proximity broadcast receiver to
stored location data of point-of-sale devices to determine whether the wireless
identity transmitter is near a point-of-sale device. When the distance between the
location of the proximity broadcast receiver and the location of a point-of-sale
device is within a proximity threshold, the wireless identity transmitter may be

considered near to (or within proximity of) the point-of-sale device.

[0411] In various embodiments, proximity broadcast receivers within the retail
store may be positioned near (or collocated) and connected to point-of-sale
devices. For example, a proximity broadcast receiver positioned on top of a
point-of-sale device may transmit text and/or audio data received from the central
server to the point-of-sale device for rendering. Alternatively, proximity
broadcast receivers and point-of-sale devices may be within a common (or same)
device. For example, a cash register point-ot-sale device may include a short-
range wireless transceiver configured to receive short-range broadcast messages

from proximate wireless identity transmitters.

[0412] In various embodiments, the central server may utilize additional
information when determining whether the wireless identity transmitter is near a
point-of-sale device. In particular, the central server may estimate the position of
the wireless identity transmitter as within a circular area of the proximity
broadcast receiver that transmitted the sighting message. The circular area may
have a radius equal to the wireless identity transmitter’s average broadcast range.
The central server may also evaluate signal strength information describing the
broadcast message reported within the sighting message to determine more

precise proximity information of the wireless identity transmitter. For example,
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based on known capabilities of the proximity broadcast receiver and the signal
strength of the associated broadcast message, the central server may determine
that the wireless identity transmitter was within a certain distance from the
proximity broadcast receiver at the time of transmitting the broadcast message
within the sighting message. In an embodiment, the central server may use
received signal strength indication (or “RSSI”) information from within the
sighting message to determine approximate distance of the wireless identity
transmitter to the proximity broadcast receiver. In another embodiment, the
central server may also employ schematics or other floor plan or blueprint data of
the retail store to determine more precise location information of the proximity
broadcast receiver and thus the wireless identity transmitter. For example, the
central server may determine that the wireless identity transmitter is located to
the east or south side of the proximity broadcast receiver based on a floor plan
that indicates the proximity broadcast receiver is surrounded by exterior walls to
the north and west. In an embodiment, the central server may also perform the
operations of the methods 1820 and/or 1860 described above to determine more
precise proximity information for the wireless identity transmitter. For example,
the central server may compare information within concurrent sighting messages
to define a precise proximity of a wireless identity transmitter within the retail

store.

[0413] If the central server determines the wireless identity transmitter is within
proximity of server point-of-sale devices, such as a cluster or line of check-out
terminals, the central server may identify a closest point-of-sale device based on
signal strength information within the sighting message. For example, if the
proximity broadcast receiver (and thus the wireless identity transmitter) is
determined to be within the proximity threshold of more than one cash register
devices within a store, the central server may determine the closest register
device (or the device that is most likely to be the closest) as the device with the
shortest distance to the proximity broadcast receiver’s estimated location. When

point-of-sale devices are proximity broadcast receivers, the central server may
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simply determine the closest point-of-sale device as the device related to a
sighting message indicating the strongest signal strength. In another
embodiment, the central server may utilize dead reckoning and other estimation
routines or algorithms to determine whether the customer (and the wireless
identity transmitter) may be near a point-of-sale device in the near future. For
example, the central server may evaluate recent movement patterns of the
customer to determine within a few seconds he/she may be in front of a product

display.

[0414] Returning to FIG. 31A, if the wireless identity transmitter is not near a
point-of-sale device (i.e., determination block 3104 = “No”), the central server
may continue with the operations in determination block 1402. For example,
the user may be located near an aisle that is within the retail store but not within
proximity of a cash register, so payment authentication information is not likely
needed yet. However, if the wireless identity transmitter is near a point-of-sale
device (i.e., determination block 3104 = “Yes”), the wireless identity transmitter
may be in a position indicating that the associated user is attempting to pay for an
item (e.g., the user is waiting in a check-out line). Thus, in block 3105, the
central server may identify payment authentication information from the user’s
profile that is relevant to the proximate point-of-sale device and that is authorized
for sharing by the profile permissions. In general, the central server may perform
operations as described above to match categories relevant to the retail store to
profile information stored for the user associated with the wireless identity
transmitter. In particular, the central server may identity the profile information
that may be useful for purchases or other transactions relevant to the retail store.
For example, when the retail store is a restaurant, the central server may identify
food-related profile information, such as previous food products purchased at the
retail store, as well as the payment methods used previously used by the user
(e.g., a store rewards card, a credit card, cash, etc.). Further, the central server
may only identify the payment authentication information that is authorized by

the user based on the stored permissions defined within the user’s profile. For
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example, when the user indicates the central server may not provide credit card
information to any registered service, the central server may only be able to
identify payment authentication information that includes the user’s name and
photo. In an embodiment, the identified payment authentication information may
be based on the capabilities of the near point-of-sale device. For example, if the
central server stores information indicating a cash register device is configured to
only display text information, the identified payment authentication information
may only include text information identifying the user and not visual or audible

data (e.g., photo, sound file, etc.).

[0415] In block 3106, the central server may transmit a return message to the
point-of-sale device that includes payment authentication information. For
example, the point-of-sale device may be a computing device that is configured
to receive return messages via Internet protocols from the central server. This
return message may be used by the point-of-sale device to assist in a transaction
between the retail store and the user. In an embodiment, the central server may
generate a return message for transmission to a local computing device within the
retail store which in turn may deliver payment authentication information to the
point-of-sale device near the user. For example, the point-of-sale device may be
a computing device that is configured to receive return messages routed from a
retail store server. Once the payment authentication information is transmitted,

the central server may continue with the operations in determination block 1402.

[0416] In another embodiment, the central server may perform the method 3100
in response to receiving a sighting message transmitted by a mobile proximity
broadcast receiver carried by the user within the retail store. As described above,
instead of deploying proximity broadcast receivers, a retail store may deploy
wireless identity transmitters throughout the building, such as in departments or
at check-out or payment lines. When a user’s mobile proximity broadcast
receiver (e.g., such as smartphone configured to execute software that can relay
broadcast messages to the central server) is within proximity of one of the retail

store’s wireless identity transmitters, the mobile proximity broadcast receiver
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may receive a broadcast message and transmit a sighting message to the central
server. In such a scenario, the central server may identify that the wireless
identity transmitter is a store device and that the proximity broadcast receiver that
transmitted the received sighting message belongs to the user (i.e., the user may
be considered a “registered service” as referred to in FIG. 31). Further, the
central server may determine whether the wireless identity transmitter is near a
point-of-sale device by comparing stored locations of point-of-sale devices to
either location information within the sighting message (e.g., via metadata
indicating the GPS coordinates of the user’s mobile proximity broadcast receiver)
or a stored list of locations of the wireless identity transmitters within the retail
store. For example, the central server may compare a known location within the
retail store corresponding to the wireless identity transmitter indicated in the
received sighting message to all stored locations of cash register devices within

the retail store.

[0417] FIGS. 32A-32C illustrate embodiment methods 3200, 3250, and 3275
for a local computing device to utilize payment authentication information to
facilitate transactions with a user within a retail store. As described above, the
local computing device may be a retail store server, a point-of-sale device,
proximity broadcast receiver, or other computing device within the retail store
that is configured to utilize payment authentication information received from a
central server. For example, the local computing device may be a point-of-sale
device that is configured to be used by store agents when performing payment
and other transaction operations with the user. In other embodiments, the local
computing device may receive return messages from the central server and
transmit payment authentication information to point-of-sale devices within the
retail store. For example, the local computing device may be a local server that
may transmit photographic information of a user to a cash register computing

device at a payment area within the retail store.

[0418] FIG. 32A illustrates an embodiment method 3200 for a local computing

device receiving payment authentication information from a central server. In
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determination block 1101, the local computing device may determine whether a
return message is received from the central server. For example, the local
computing device may monitor a buffer, message queue, communications port,
etc. for incoming Internet protocol communications from the central server. If a
return message is not received (i.e., determination block 1101 = “No”), the local

computing device may continue with the operations in determination block 1101.

[0419] If a return message is received (i.e., determination block 1101 = “Yes”),
in block 3202 the local computing device may parse the return message to detect
data related to a user, such as identification and proximity (or location)
information related to a user’s wireless identity transmitter within the retail store.
For example, the local computing device may evaluate the received return
message and identify wireless identity transmitter identification information, a
data segment that includes software instructions (e.g., firmware update
instructions, etc.), and/or a data segment that contains payment authentication
information associated with the user’s profile stored on the central server. In an
embodiment, the local computing device may also decode, decrypt, or otherwise
access obscured data transmitted by the central server. For example, the local
computing device and central server may share a secret code that may be used by

the local computing device to decode contents of the return message.

[0420] In optional block 3203, the local computing device may store the data
from the return message and/or sighting message in a local database. For
example, payment authentication information for a particular user may be stored
in the local computing device (e.g., a local store server) so that subsequent
transactions may be more efficient without the need for the central server to
retransmit the same data numerous times. In an embodiment, the local
computing device may store data to generate statistical or historical information,
as described above. For example, in addition to or in place of the central server
accumulating data for foot traffic reports (e.g., the number of unique visitors to
the retail store within a certain period, the duration of a particular user’s dwelling

within a certain area of the retail store, etc.), the local computing device may
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maintain similar statistical information. In an embodiment, the local computing
device may be configured to only store data relevant to the particular store
building, or alternatively, to interactions related to the local computing device
itself. For example, when the local computing device is configured to operate as
a proximity broadcast receiver and/or point-of-sale device, payment
authentication information may be stored only when it relates to broadcast

messages directly received by the local computing device.

[0421] In determination block 3204, the local computing device may determine
whether the return message contains payment authentication data. For example,
the local computing device may evaluate metadata associated with various data
segments within the return message. In an embodiment, the return message may
contain metadata and/or header information that indicates when payment
authentication information is contained within the return message. For example,
header information may include a code known by the local computing device to
indicate the presence of payment authentication information. In an embodiment,
the local computing device may determine whether imagery, credit card
information, or other particular data types are contained within the return
message and its data segments. For example, if the return message contains a
photographic image of a face, or alternatively, facial characteristics data as
generated by a facial recognition algorithm, the local computing device may
determine that payment authentication information is contained within the return
message. If the return message does not contain payment authentication
information (i.e., determination block 3204 = *No”), the local computing device

may continue with the operations in determination block 1101.

[0422] However, if the return message does contain payment authentication
information (i.e., determination block 3204 = “Yes™), in block 3206 the local
computing device may utilize the payment authentication information to assist in
a transaction with the user. For example, the local computing device may display
a picture of the user on a connected LCD screen so that a customer service agent

using the local computing device may recognize the user waiting in line. In an
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embodiment, the local computing device may initiate software, applications, or
routines based on receiving the payment authentication information. For
example, upon receiving the return message, the local computing device may
enter a transaction application and auto-fill data to represent the user’s personal
information. Additionally, the local computing device may transmit various
messages to assist in the transaction based on the payment authentication
information. For example, if the payment authentication information indicates
the user is a preferred or rewards member, the local computing device may
display a message for customer service representatives to make certain
promotional offers and/or address the user in a particular manner (e.g., by name
or by rewards zone experience or status indicators, etc.). As another example,
the local computing device may instruct store agents by sending texts to
employees, such as a manager or a particular sales rep, to come greet the user or
try to conduct follow-up communications. After utilizing the payment
authentication information, the local computing device may continue with the

operations in determination block 1101.

[0423] FIG. 32B illustrates an embodiment method 3250 for a local computing
device receiving sighting messages from a proximity broadcast receiver and
receiving payment authentication information from a central server. The method
3250 is similar to method 3200 described above with reference to FIG. 32A,
except that method 3250 includes operations for the local computing device to
receive and transmit sighting messages from associated proximity broadcast
receivers. For example, stationary proximity broadcast receivers within a retail
store may receive broadcast messages from users’ wireless identity transmitters
and transmit sighting messages to the local computing device, which may serve

as a router or communications path to the Internet and thus the central server.

[0424] In determination block 3252, the local computing device may determine
whether a sighting message is received from a proximity broadcast receiver. If
the local computing device does not receive a sighting message (i.e.,

determination block 3252 = “No”), the local computing device may continue
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with the operations in determination block 3252. However, if the local
computing device receives a sighting message (i.e., determination block 3252 =
“Yes”), in optional block 3254 the local computing device may append additional
data to the sighting message. For example, the appended information may
include data identifying the local computing device, such as a local server ID,
relative location information within the store, a registered service code known by
the central server, the store’s name/address/ contact information, etc.). In block
3256, the local computing device may relay the sighting message (and any

additional data) to the central server.

[0425] In determination block 1101, the local computing device may determine
whether a return message has been received from the central server. If a return
message is not received (i.e., determination block 1101 = “No”), the local
computing device may continue to perform the operations in determination block
1101. In an alternative embodiment, if a return message is not received (i.e.,
determination block 1101 = “No”), the local computing device may continue to

perform the operations in determination block 3252.

[0426] However, if a return message is received (i.e., determination block 1101
= “Yes™), in block 3202 the local computing device may parse the return message
to detect data related to a user, and in optional block 3203, the local computing
device may store the data from the return message and/or sighting message in a
local database. In determination block 3204, the local computing device may
determine whether the return message contains payment authentication data. If
the return message does not contain payment authentication information (i.e.,
determination block 3204 = “No”), the local computing device may continue
with the operations in determination block 3252. If the return message does
contain payment authentication information (i.e., determination block 3204 =
“Yes”), in block 3206 the local computing device may utilize the payment
authentication information to assist in a transaction with the user, and may

continue with the operations in determination block 3252.
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[0427]1 FIG. 32C illustrates an embodiment method 3275 for a local computing
device associated with a retail store receiving payment authentication
information from a central server. The method 3275 is similar to method 3200
described above with reference to FIG. 32A, except that method 3275 includes
operations for the local computing device to determine whether the wireless
identity transmitter is within proximity of a point-of-sale device. In other words,
instead of the central server, the local computing device may perform operations
to determine whether the wireless identity transmitter is near a point-of-sale
device within the retail store. For example, the retail store may not provide
location information of all point-of-sale devices within the store to the central
server for storage, and thus may be required to determine to which cash
registered computing device in the store a user’s payment authentication

information should be delivered.

[0428] In determination block 1101, the local computing device may determine
whether a return message is received from the central server. If a return message
is not received (i.e., determination block 1101 = “No”), the local computing
device may continue with the operations in determination block 1101. If a return
message is received (i.e., determination block 1101 = “Yes”), in block 3202 the
local computing device may parse the return message to detect data related to a
users, such as profile information related to the user’s preferred payment methods
and/or proximity information related to a user’s wireless identity transmitter
within the retail store. In optional block 3203, the local computing device may
store the data from the return message. In determination block 3204, the local
computing device may determine whether the return message contains payment
authentication data. If the return message does not contain payvment
authentication information (i.e., determination block 3204 = “No”), the local

computing device may continue with the operations in determination block 1101.

[0429] However, if the return message does contain payment authentication
information (i.e., determination block 3204 = ““Yes™), in block 3276 the local

computing device may identify a proximity broadcast receiver within proximity
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of the user based on the return message. In other words, based on information
within the return message (e.g., metadata, etc.) the local computing device may
obtain the identifier (e.g., a unique code) of the proximity broadcast receiver that
transmitted the sighting message reporting the user’s wireless identity
transmitter. For example, the return message may include data indicating that the
return message was transmitted in response to receiving a sighting message from
a particular proximity broadcast receiver within the retail store. In addition, the
return message may include the identity of the wireless identity transmitter as
well as the signal strength of the broadcast message related to the return message.
In an embodiment, the return message may include the location information of
the proximity broadcast receiver in addition to or instead of the proximity

broadcast receiver identifier.

[0430] In determination block 3278, the local computing device may determine
whether the proximity broadcast receiver is near a point-of-sale device. The
operations in determination block 3278 may be similar to the operations in
determination block 3104 described above with reference to FIG. 31. In
particular, the local computing device may compare the location of the identified
proximity broadcast receiver to locations of known point-of-sale devices within
the retail store. For example, the local computing device may determine the
distance between the identified proximity broadcast receiver’s location
information (as obtained from the return message or alternatively stored within a
data table) to all known point-of-sale device locations within the retail store, and
determine whether the shortest distance is within a proximity or distance
threshold. In an embodiment, the local computing device may also use signal
strength information (e.g., RSSI value) of broadcast messages indicated within
the return message to determine an estimated distance from the proximity
broadcast receiver (and the user’s wireless identity transmitter) to the closest

point-of-sale device.

[0431] In various embodiments, the proximity broadcast receivers of the retail

store may be the same as the point-of-sale devices in the retail store. For
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example, the proximity broadcast receivers may all be cash register computing
devices that are configured to receive and relay broadcast messages from users’
wireless identity transmitters. In another embodiment, the proximity broadcast
receiver related to the return message may be coincident with or the same as the
local computing device. For example, the return message may correspond to a

sighting message generated and transmitted by the local computing device.

[0432] 1If the proximity broadcast receiver is not near a point-of-sale device
within the retail store (i.e., determination block 3278 = “No”), the local
computing device may continue with the operations in determination block 1101.
However, if the proximity broadcast receiver is near a point-of-sale device (i.e.,
determination block 3278 = “Yes”), in block 3206 the local computing device
may utilize the payment authentication information to assist in a transaction with
the user, as described above. In optional block 3280, the local computing device
may transmit a message to a point-of-sale device with payment authentication.
For example, based on the operations in blocks 3276-3278, the local computing
device may identify a cash register computing device that is within proximity of
the user and that is capable of presenting the user’s payment authentication to
customer service agents. The local computing device may then continue with the

operations in determination block 1101.

[0433] FIG. 33A illustrates components of an exemplary wireless identity
transmitter 110. The wireless identity transmitter 110 may include a
microcontroller 3302, a short-range radio 3304 (e.g., a Bluetooth® radio or
transceiver) coupled to an antenna 3306, a memory 3308, and a battery 3310.
Although these components are shown linked by a common connection, they
may be interconnected and configured in various ways. For example, a wireless
identity transmitter 110 may be configured such that the microcontroller 3302
may determine when to transmit a message based on the contents of the memory
3308. In an embodiment, the microcontroller 3302 may be a Bluetooth® system-
on-chip unit. The memory 3308 may also include one or more messages or

message portions to be transmitted by the short-range radio 3304 via the antenna
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3306 based on commands from the microcontroller 3302. The battery 3310 may
supply power as needed by the other components. Also, in some
implementations the microcontroller 3302, the short-range radio 3304 and/or the
memory 3308 may be integrated together as a single integrated circuit. Since
these components may be microchips of standard or off-the-shelf configuration,
they are represented in FIG. 33A as blocks consistent with the structure of an

example embodiment.

[0434] The wireless identity transmitter 110 may be coupled with or built into
various objects, such as a bracelet. For example, an exemplary wireless identity
transmitter 110 may be in a form easily attached to a strap, such as a watchband
or dog collar. Alternate embodiments may incorporate a wireless identity

transmitter 110 into any other mobile objects that may need tracking.

[0435] The wireless identity transmitter 110 may conserve power by
periodically entering a power saving mode or going to sleep, such as regularly
alternating between sleeping and broadcasting of the packet with the wireless
identity transmitter 110’s identification code. Various embodiments may include
different cycles of broadcasting and sleeping, such as some embodiments
broadcasting more or less frequently, such as waking and broadcasting every few

seconds or minutes between periods of sleep.

[0436] In an embodiment, the battery 3310 may be a replaceable coin cell
battery. In another embodiment, the wireless identity transmitter 110 may utilize
the antenna 3306 to receive update software, instructions, or other data for
storage and use in configuration operations, such as configuring transmission
intervals and/or transmissions power. The wireless identity transmitter 110 may
also store and execute software, algorithms, instructions, code, or other routines
for generating rolling codes or identifiers, as described above. In an
embodiment, the wireless identity transmitter may not maintain time (e.g., UTC)

information, but may instead use a 30 ppm 16 kHz crystal as a clock. Such use
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of a crystal as a clock may create a timing drift of approximately 40 seconds per

year.

[0437] FIG. 33B illustrates components of an embodiment wireless identity
transmitter 110. Similar to the embodiment described above with reference to
FIG. 33A, the wireless identity transmitter 110 may include a microcontroller
3302, a short-range radio 3304 (e.g., Bluetooth®, BTLE, Zigbee®, Peanut®,
etc.) connected to an antenna 3306 and coupled to the microcontroller 3302,
memory 3308, and a battery unit 3310. Alternatively the memory 3308 may be
contained within the microcontroller 3302, which may also include a separate
processing unit. The short-range radio 3304 may be a transmitter capable of
broadcasting messages or signals including a device ID or, alternatively, a
transceiver configured to transmit and receive RF signals, enabling
communications with other devices utilizing a communication protocol. For
example, the wireless identity transmitter 110 may be configured to communicate
with other short-range radio enabled devices, such as smartphones. In an
embodiment, the short-range radio 3304 may be configured to communicate via
various low-energy, wireless communication protocols, such as LTE-D, peer-to-

peer LTE-D, and WiFi-Direct.

[0438] In an embodiment, the wireless identity transmitter 110 may include a
speaker (not shown) configured to emit a sound capable of being received by a
proximity broadcast receiver and/or being heard by a heard by a user. For
example, the wireless identity transmitter 110 may emit audible communications
that may indicate its presence to listening proximity broadcast receivers. In
another embodiment, the wireless identity transmitter 110 may be configured to
transmit signals at varying signal strengths, thereby varying the range at which
broadcasts from the wireless identity transmitter 110 may be received by

proximity broadcast receivers.

[0439] Additionally, the wireless identity transmitter 110 may include one or

more sensors for measuring various conditions and variables. In an embodiment,
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the wireless identity transmitter 110 may include an accelerometer 3315 (or any
other motion sensor such as a gyroscope or gravitometer), which may collect data
indicative of motion of an asset associated with the wireless identity transmitter
110. For example, the accelerometer 3315 may generate motion data describing
the movements of a child carrying the wireless identity transmitter 110. Other
sensors that may be included within the wireless identity transmitter 110 include
a temperature sensor 3316 (such as a thermistor), a radiation sensor 3317, a
humidity sensor 3318, and a carbon dioxide (CQO,) sensor 3319. In the various
embodiments, the wireless identity transmitter 110 may include any combination
of these and other sensors. These potential sensors are only examples of the
types of sensors that may be integrated into wireless identity transmitters 110 and
other types of sensors may be included. For example, the wireless identity
transmitter 110 may also include sensors not shown in the various diagrams, such

as a microphone, a camera, a heat sensor, a pressure sensor, and a light sensor.

[0440] FIG. 34A illustrates primary components of an exemplary proximity
broadcast receiver embodiment. The proximity broadcast receiver 142 may
include a short-range radio 3404 (e.g., a Bluetooth radio or transceiver) capable
of communicating with a short-range wireless radio (e.g., a Bluetooth® radio in
the wireless identity transmitter) coupled to an antenna 3406, and a secondary
network device 3408 capable of communicating directly or indirectly back to a
central server via a network, such as the Internet. In some embodiments, the
secondary network device 3408 may be a cellular or wireless radio or a modem
or other wired network device. The proximity broadcast receiver 142 may also
include a processor 3402, a memory 3412, and a battery 3410 either as the
primary power supply or as a backup power supply in the case of proximity
broadcast receiver 142 coupled to utility power. The proximity broadcast
receiver 142 may include a GPS receiver 3414 or other type of location
determining mechanism for determining a current location to associate with any
message received from a wireless identity transmitter. If the proximity broadcast

receiver is not mobile, it may not include a GPS receiver 3414 in some
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embodiments since the location may be known and constant. Although these
components are shown linked by a common connection, they may interconnected
and configured in various ways. Since these components may be microchips of
standard or off-the-shelf configuration, they are represented in FIG. 34A as

blocks consistent with the structure of an example embodiment.

[0441] FIG. 34B illustrates an embodiment proximity broadcast receiver 3475
that can be plugged into a power outlet. Similar to the embodiment described
above with reference to FIG. 34A, the proximity broadcast receiver 3475 may
include a processor 3402, a memory unit 3412, and a short-range radio 3404
(e.g., Bluetooth®, Bluetooth® LE, LTE-D, peer-to-peer LTE-D, Zigbee®,
Peanut®, etc.) connected to an antenna 3406. The proximity broadcast receiver
3475 may also include a WiFi system-on-chip 3478 (referred to as “SOC” in
FIG. 34C) coupled to a second antenna 3476. In another embodiment, the
system-on-chip 3478 may be a Bluetooth® Low Energy system-on-chip. The
proximity broadcast receiver 3475 may utilize the system-on-chip 3478 to
exchange data over a wireless local area network, such as by communicating
with a WiFi router. Additionally, the proximity broadcast receiver 3475 may
include a plug 3482 for interfacing with a power supply or otherwise receiving
power, such as alternating current power (or “AC”). In various embodiments, the
plug 3482 may be configured to connect with different power outlets standards
(e.g., British Standards, National Electrical Manufacturers Association, etc.), and
may include a grounding element (not shown). The plug 3482 may be coupled
to a USB Power supply 3480 that provides power to the various components of
the proximity broadcast receiver 3475, such as the processor 3402. In an
alternative embodiment, the proximity broadcast receiver 3475 may recharge an
internal battery (not shown) using power received from the plug 3482 and/or

USB power supply 3480.

[0442] In an embodiment, the proximity broadcast receiver 3475 may store
software instructions, such as within the memory 3412 or other circuitry that may

be utilized by the processor 3402 and/or the system-on-chip 3478 to perform
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operations to transmit and/or receive short-range and long-range signals,
respectively. In an embodiment, the proximity broadcast receiver 3475 may
utilize the antennas 3406, 3476 to receive update software, instructions, or other
data for storage and use in updating firmware, modifying operating parameters,

and other configuration modifications.

[0443] FIG. 35 is a system block diagram of a smartphone type mobile device
suitable for use with various embodiments. A smartphone 3500 may include a
processor 3501 coupled to internal memory 3502, a display 3503, and to a
speaker 3554. Additionally, the smartphone 3500 may include an antenna 3504
for sending and receiving electromagnetic radiation that may be connected to a
wireless data link and/or cell telephone transceiver 3505 coupled to the processor
3501 and capable of communicating over a wide area wireless communication
network. Smartphones may include a separate short-range radio transceiver 3524
capable of communicating or pairing with wireless identity transmitters.
Smartphones 3500 typically may also include menu selection buttons or rocker

switches 3508 for receiving user inputs.

[0444] FIG. 36 is a system block diagram of a server 3600 suitable for
implementing the various embodiments of this disclosure. The server 3600 may
be a commercially available server device. Such a server 3600 typically includes
a processor 3601 coupled to volatile memory 3602 and a large capacity
nonvolatile memory, such as a disk drive 3603. The server 3600 may also
include a floppy disc drive, compact disc (CD) or DVD disc drive 3606 coupled
to the processor 3601. The server 3600 may also include network access ports
3604 coupled to the processor 3601 for establishing data connections with a
network 3605, such as a local area network coupled to other broadcast system

computers and servers.

[0445] The processors 3501, 3601 may be any programmable microprocessor,
microcomputer or multiple processor chip or chips that can be configured by

software instructions (applications) to perform a variety of functions, including
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the functions of the various embodiments described below. In some mobile
proximity broadcast receivers, multiple processors 3501 may be provided, such
as one processor dedicated to wireless communication functions and one
processor dedicated to running other applications. Typically, software
applications may be stored in the internal memory 3502, 3602 before they are
accessed and loaded into the processor 3501, 3601. The processor 3501, 3601
may include internal memory sufficient to store the application software

instructions.

[0446] The foregoing method descriptions and the process flow diagrams are
provided merely as illustrative examples and are not intended to require or imply
that the steps of the various embodiments must be performed in the order
presented. As will be appreciated by one of skill in the art the order of steps in
the foregoing embodiments may be performed in any order. Words such as

27 <6

“thereafter,” “then,” “next,” etc. are not intended to limit the order of the steps;
these words are simply used to guide the reader through the description of the
methods. Further, any reference to claim elements in the singular, for example,

LIINTs

using the articles “a,” ““an” or “the” is not to be construed as limiting the element

to the singular.

[0447] The various illustrative logical blocks, modules, circuits, and algorithm
steps described in connection with the embodiments disclosed herein may be
implemented as electronic hardware, computer software, or combinations of
both. To clearly illustrate this interchangeability of hardware and software,
various illustrative components, blocks, modules, circuits, and steps have been
described above generally in terms of their functionality. Whether such
functionality is implemented as hardware or software depends upon the particular
application and design constraints imposed on the overall system. Skilled
artisans may implement the described functionality in varying ways for each
particular application, but such implementation decisions should not be

interpreted as causing a departure from the scope of the present invention.
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[0448] The hardware used to implement the various illustrative logics, logical
blocks, modules, and circuits described in connection with the aspects disclosed
herein may be implemented or performed with a general purpose processor, a
digital signal processor (DSP), an application specific integrated circuit (ASIC), a
field programmable gate array (FPGA) or other programmable logic device,
discrete gate or transistor logic, discrete hardware components, or any
combination thereof designed to perform the functions described herein. A
general-purpose processor may be a microprocessor, but, in the alternative, the
processor may be any conventional processor, controller, microcontroller, or state
machine. A processor may also be implemented as a combination of computing
devices, e.g., a combination of a DSP and a microprocessor, a plurality of
microprocessors, one or more microprocessors in conjunction with a DSP core, or
any other such configuration. Alternatively, some steps or methods may be

performed by circuitry that is specific to a given tunction.

[0449] In one or more exemplary aspects, the functions described may be
implemented in hardware, software, firmware, or any combination thereof. If
implemented in software, the functions may be stored on or transmitted over as
one or more instructions or code on a computer-readable medium. The steps of a
method or algorithm disclosed herein may be embodied in a processor-executable
software module, which may reside on a tangible, non-transitory computer-
readable storage medium. Tangible, non-transitory processor-readable storage
medium or non-transitory computer-readable storage media may be any available
media that may be accessed by a computer. By way of example, and not
limitation, such non-transitory processor-readable and computer-readable storage
media may comprise RAM, ROM, EEPROM, CD-ROM or other optical disk
storage, magnetic disk storage or other magnetic storage devices, or any other
medium that may be used to store desired program code in the form of
instructions or data structures and that may be accessed by a computer. Disk and
disc, as used herein, includes compact disc (CD), laser disc, optical disc, digital

versatile disc (DVD), floppy disk, and blu-ray disc where disks usually reproduce
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data magnetically, while discs reproduce data optically with lasers. Combinations
of the above should also be included within the scope of non-transitory
processor-readable storage medium. Additionally, the operations of a method or
algorithm may reside as one or any combination or set of codes and/or
instructions on a tangible, non-transitory machine readable medium and/or
computer-readable medium, which may be incorporated into a computer program

product.

[0450] The preceding description of the disclosed embodiments is provided to
enable any person skilled in the art to make or use the present invention. Various
modifications to these embodiments will be readily apparent to those skilled in
the art, and the generic principles defined herein may be applied to other
embodiments without departing from the spirit or scope of the invention. Thus,
the present invention is not intended to be limited to the embodiments shown
herein but is to be accorded the widest scope consistent with the following claims

and the principles and novel features disclosed herein.
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CLAIMS

What is claimed is:

1. A method for providing profile information associated with a user based on
proximity, comprising:

receiving in a server a sighting message that includes a rolling identifier
of a wireless identity transmitter associated with an individual, wherein the
rolling identifier is generated via an algorithm that uses a unique device identifier
of the wireless identity transmitter, a secret key shared with the server, and a
counter;

determining in the server whether the wireless identity transmitter is
associated with the user based on the rolling identifier;

determining in the server whether the sighting message is related to a
registered service based on information included within the sighting message
regarding a proximity broadcast receiver;

identifying profile information within stored profile information
associated with the user that is relevant to the registered service when the
wireless identity transmitter is associated with the user and the sighting message
is related to the registered service; and

transmitting a message that includes the identified relevant profile

information.

2. The method of claim 1, wherein the relevant profile information includes at
least one of personal demographics, interests, birth date, residence, medical
information, health conditions, customer preferences, and clothing and shoe size

information.

3. The method of claim 1, wherein identifying relevant profile information
within the stored profile information associated with the user that is relevant to

the registered service comprises:
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identifying categories corresponding to the registered service, wherein
categories describe at least one of services offered, products offered, a type of
business, demographics, interests, and target audience of the registered service;
and

matching the identified categories to the profile information associated

with the user.

4. The method of claim 1, further comprising storing profile information

received from the user during a registration process.

5. The method of claim 1, further comprising automatically obtaining the profile
information related to the user from online sources, wherein the online sources

include at least one of social networking accounts and shopping websites.

6. The method of claim 1, further comprising storing profile permissions from
the user, wherein identifying profile information within stored profile
information associated with the user that is relevant to the registered service
when the wireless identity transmitter is associated with the user and the sighting
message is related to the registered service comprises identifying the relevant
profile information associated with the user that is relevant to the registered
service and authorized by the stored profile permissions from the user when the
wireless identity transmitter is associated with the user and the sighting message

is related to the registered service.

7. The method of claim 1, wherein transmitting a message that includes the
identified relevant profile information comprises transmitting the message to a
local computing device associated with the registered service that includes the
identified relevant profile information, wherein the local computing device is at
least one of a point-of-sale device, a mobile device used by an employee of the
registered service, and the proximity broadcast receiver associated with the

registered service.
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8. The method of claim 1, further comprising:

determining whether the wireless identity transmitter is near a point-of-
sale device associated with the registered service when the wireless identity
transmitter is associated with the user and the sighting message is related to the
registered service,

wherein transmitting a message that includes the identified relevant
profile information comprises transmitting the message to the point-of-sale
device that is near the wireless identity transmitter, and

wherein the identified relevant profile information associated with the
user includes payment authentication information for confirming an identity of

the user.

9. The method of claim 8, wherein the payment authentication information
includes at least one of address information, an email address, a photo, a
signature sample, audio samples, credit card information, and preferred banking

account information.

10. A method for sharing profile information of an individual based on
proximity, comprising:

receiving in a server a sighting message that includes a rolling identifier
of a wireless identity transmitter associated with the individual, wherein the
rolling identifier is generated via an algorithm that uses a unique device identifier
of the wireless identity transmitter, a secret key shared with the server, and a
counter;

identifying a first profile based on the rolling identifier of the wireless
identity transmitter;

identifying a second profile based on information related to a proximity
broadcast receiver included within the sighting message;

identifying relevant profile information from the first profile that is

authorized to be shared based on permissions of the first profile;
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identifying relevant profile information from the second profile that is
authorized to be shared based on permissions of the second profile;

transmitting a first message to a first device associated with the second
profile when there is relevant profile information from the first profile that is
identified and authorized to be shared; and

transmitting a second message to a second device associated with the first
profile when there is relevant profile information from the second profile that is

identified and authorized to be shared.

11. A server configured to provide profile information associated with a user
based on proximity, comprising:
a server processor configured with server-executable instructions to
perform operations comprising:
receiving in the server a sighting message that includes a rolling
identifier of a wireless identity transmitter associated with an individual,
wherein the rolling identifier is generated via an algorithm that uses a
unique device identifier of the wireless identity transmitter, a secret key
shared with the server, and a counter;
determining in the server whether the wireless identity transmitter
is associated with the user based on the rolling identifier;
determining in the server whether the sighting message is related to
aregistered service based on information included within the sighting
message regarding a proximity broadcast receiver;
identifying profile information within stored profile information
associated with the user that is relevant to the registered service when the
wireless identity transmitter is associated with the user and the sighting
message is related to the registered service; and
transmitting a message that includes the identified relevant profile

information.
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12. The server of claim 11, wherein the relevant profile information includes at
least one of personal demographics, interests, birth date, residence, medical
information, health conditions, customer preferences, and clothing and shoe size

information.

13. The server of claim 11, wherein the server processor is configured with
server executable instructions to perform operations such that identifying
relevant profile information within the stored profile information associated with
the user that is relevant to the registered service comprises:

identifying categories corresponding to the registered service, wherein
categories describe at least one of services offered, products offered, a type of
business, demographics, interests, and target audience of the registered service;
and

matching the identified categories to the protile information associated

with the user.

14. The server of claim | 1, wherein the server processor is configured with
server executable instructions to perform operations further comprising storing

profile information received from the user during a registration process.

15. The server of claim 11, wherein the server processor is configured with
server executable instructions to perform operations further comprising
automatically obtaining the profile information related to the user from online
sources, wherein the online sources include at least one of social networking

accounts and shopping websites.

16. The server of claim 11, wherein the server processor is configured with
server executable instructions to perform operations further comprising storing
profile permissions from the user, wherein the server processor is configured
with server executable instructions to perform operations such that identifying

profile information within stored profile information associated with the user that
202

Petitioner Samsung Ex-1004, 0623



WO 2013/163326 PCT/US2013/038038

is relevant to the registered service when the wireless identity transmitter is
associated with the user and the sighting message is related to the registered
service comprises identifying the relevant profile information associated with the
user that is relevant to the registered service and authorized by the stored profile
permissions from the user when the wireless identity transmitter is associated

with the user and the sighting message is related to the registered service.

17. The server of claim 11, wherein the server processor is configured with
server executable instructions to perform operations such that transmitting a
message that includes the identified relevant profile information comprises
transmitting the message to a local computing device associated with the
registered service that includes the identified relevant profile information,
wherein the local computing device is at least one of a point-of-sale device, a
mobile device used by an employee of the registered service, and the proximity

broadcast receiver associated with the registered service.

18. The server of claim | 1, wherein the server processor is configured with
server executable instructions to perform operations further comprising:

determining whether the wireless identity transmitter is near a point-of-
sale device associated with the registered service when the wireless identity
transmitter is associated with the user and the sighting message is related to the
registered service,

wherein the server processor is configured with server executable
instructions to perform operations such that transmitting a message that includes
the identified relevant profile information comprises transmitting the message to
the point-of-sale device that is near the wireless identity transmitter, and

wherein the identified relevant profile information associated with the
user includes payment authentication information for confirming an identity of

the user.
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19. The server of claim 18, wherein the payment authentication information
includes at least one of address information, an email address, a photo, a
signature sample, audio samples, credit card information, and preferred banking

account information.

20. A server configured to share profile information of an individual based on
proximity, comprising:
a server processor configured with server-executable instructions to
perform operations comprising:
receiving in the server a sighting message that includes a rolling
identifier of a wireless identity transmitter associated with the individual,
wherein the rolling identifier is generated via an algorithm that uses a
unique device identifier of the wireless identity transmitter, a secret key
shared with the server, and a counter;
identifying a first profile based on the rolling identifier of the
wireless identity transmitter;
identifying a second profile based on information related to a
proximity broadcast receiver included within the sighting message;
identifying relevant profile information from the first profile that is
authorized to be shared based on permissions of the first profile;
identifying relevant profile information from the second profile that
is authorized to be shared based on permissions of the second profile;
transmitting a first message to a first device associated with the
second profile when there is relevant profile information from the first
profile that is identified and authorized to be shared; and
transmitting a second message to a second device associated with
the first profile when there is relevant profile information from the second

profile that is identified and authorized to be shared.

21. A server configured to provide profile information associated with a user

based on proximity, comprising:
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means for receiving in the server a sighting message that includes a
rolling identifier of a wireless identity transmitter associated with an individual,
wherein the rolling identifier is generated via an algorithm that uses a unique
device identifier of the wireless identity transmitter, a secret key shared with the
server, and a counter;

means for determining in the server whether the wireless identity
transmitter is associated with the user based on the rolling identifier;

means for determining in the server whether the sighting message is
related to a registered service based on information included within the sighting
message regarding a proximity broadcast receiver;

means for identifying profile information within stored profile
information associated with the user that is relevant to the registered service
when the wireless identity transmitter is associated with the user and the sighting
message is related to the registered service; and

means for transmitting a message that includes the identified relevant

profile information.

22. The server of claim 21, wherein the relevant profile information includes at
least one of personal demographics, interests, birth date, residence, medical
information, health conditions, customer preferences, and clothing and shoe size

information.

23. The server of claim 21, wherein means for identifying relevant profile
information within the stored profile information associated with the user that is
relevant to the registered service comprises:

means for identifying categories corresponding to the registered service,
wherein categories describe at least one of services offered, products offered, a
type of business, demographics, interests, and target audience of the registered
service; and

means for matching the identified categories to the profile information

associated with the user.
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24. The server of claim 21, further comprising means for storing profile

information received from the user during a registration process.

25. The server of claim 21, further comprising means for automatically obtaining
the profile information related to the user from online sources, wherein the online

sources include at least one of social networking accounts and shopping websites.

26. The server of claim 21, further comprising means for storing profile
permissions from the user, wherein means for identifying profile information
within stored profile information associated with the user that is relevant to the
registered service when the wireless identity transmitter is associated with the
user and the sighting message is related to the registered service comprises means
for identifying the relevant profile information associated with the user that is
relevant to the registered service and authorized by the stored profile permissions
from the user when the wireless identity transmitter is associated with the user

and the sighting message is related to the registered service.

27. The server of claim 21, wherein means for transmitting a message that
includes the identified relevant profile information comprises means for
transmitting the message to a local computing device associated with the
registered service that includes the identified relevant profile information,
wherein the local computing device is at least one of a point-of-sale device, a
mobile device used by an employee of the registered service, and the proximity

broadcast receiver associated with the registered service.

28. The server of claim 21, further comprising:

means for determining whether the wireless identity transmitter is near a
point-of-sale device associated with the registered service when the wireless
identity transmitter is associated with the user and the sighting message is related

to the registered service,
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wherein means for transmitting a message that includes the identified
relevant profile information comprises means for transmitting the message to the
point-of-sale device that is near the wireless identity transmitter, and

wherein the identified relevant profile information associated with the
user includes payment authentication information for confirming an identity of

the user.

29. The server of claim 28, wherein the payment authentication information
includes at least one of address information, an email address, a photo, a
signature sample, audio samples, credit card information, and preferred banking

account information.

30. A server configured to share profile information of an individual based on
proximity, comprising:

means for receiving in the server a sighting message that includes a
rolling identifier of a wireless identity transmitter associated with the individual,
wherein the rolling identifier is generated via an algorithm that uses a unique
device identifier of the wireless identity transmitter, a secret key shared with the
server, and a counter;

means for identifving a first profile based on the rolling identifier of the
wireless identity transmitter;

means for identifying a second profile based on information related to a
proximity broadcast receiver included within the sighting message;

means for identifying relevant profile information from the first profile
that is authorized to be shared based on permissions of the first profile;

means for identifying relevant profile information from the second profile
that is authorized to be shared based on permissions of the second profile;

means for transmitting a first message to a first device associated with the
second profile when there is relevant profile information from the first profile

that is identified and authorized to be shared; and
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means for transmitting a second message to a second device associated
with the first profile when there is relevant profile information from the second

profile that is identified and authorized to be shared.

31. A non-transitory server-readable storage medium having stored thereon
server-executable instructions configured to cause a server to perform operations
for providing profile information associated with a user based on proximity, the
operations comprising:

receiving in the server a sighting message that includes a rolling identifier
of a wireless identity transmitter associated with an individual, wherein the
rolling identifier is generated via an algorithm that uses a unique device identifier
of the wireless identity transmitter, a secret key shared with the server, and a
counter;

determining in the server whether the wireless identity transmitter is
associated with the user based on the rolling identifier;

determining in the server whether the sighting message is related to a
registered service based on information included within the sighting message
regarding a proximity broadcast receiver;

identifying profile information within stored profile information
associated with the user that is relevant to the registered service when the
wireless identity transmitter is associated with the user and the sighting message
is related to the registered service; and

transmitting a message that includes the identified relevant profile

information.

32. The non-transitory server-readable storage medium of claim 31, wherein the
relevant profile information includes at least one of personal demographics,
interests, birth date, residence, medical information, health conditions, customer

preferences, and clothing and shoe size information.
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33. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations such that identifying relevant profile information within the
stored profile information associated with the user that is relevant to the
registered service comprises:

identifying categories corresponding to the registered service, wherein
categories describe at least one of services offered, products offered, a type of
business, demographics, interests, and target audience of the registered service;
and

matching the identified categories to the profile information associated

with the user.

34. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations further comprising storing profile information received from

the user during a registration process.

35. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations further comprising automatically obtaining the profile
information related to the user from online sources, wherein the online sources

include at least one of social networking accounts and shopping websites.

36. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations further comprising storing profile permissions from the user,
and wherein the stored server-executable instructions are configured to cause the
server to perform operations such that identifying profile information within
stored profile information associated with the user that is relevant to the
registered service when the wireless identity transmitter is associated with the

user and the sighting message is related to the registered service comprises
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identifying the relevant profile information associated with the user that is
relevant to the registered service and authorized by the stored profile permissions
from the user when the wireless identity transmitter is associated with the user

and the sighting message is related to the registered service.

37. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations such that transmitting a message that includes the identified
relevant profile information comprises transmitting the message to a local
computing device associated with the registered service that includes the
identified relevant profile information, wherein the local computing device is at
least one of a point-of-sale device, a mobile device used by an employee of the
registered service, and the proximity broadcast receiver associated with the

registered service.

38. The non-transitory server-readable storage medium of claim 31, wherein the
stored server-executable instructions are configured to cause the server to
perform operations further comprising:

determining whether the wireless identity transmitter is near a point-of-
sale device associated with the registered service when the wireless identity
transmitter is associated with the user and the sighting message is related to the
registered service,

wherein the stored server-executable instructions are configured to cause
the server to perform operations such that transmitting a message that includes
the identified relevant profile information comprises transmitting the message to
the point-of-sale device that is near the wireless identity transmitter, and

wherein the identified relevant profile information associated with the
user includes payment authentication information for confirming an identity of

the user.
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39. The non-transitory server-readable storage medium of claim 38, wherein the
payment authentication information includes at least one of address information,
an email address, a photo, a signature sample, audio samples, credit card

information, and preferred banking account information.

40. A non-transitory server-readable storage medium having stored thereon
server-executable instructions configured to cause a server to perform operations
for sharing profile information of an individual based on proximity, the
operations comprising:

receiving in the server a sighting message that includes a rolling identifier
of a wireless identity transmitter associated with the individual, wherein the
rolling identifier is generated via an algorithm that uses a unique device identifier
of the wireless identity transmitter, a secret key shared with the server, and a
counter;

identitying a first profile based on the rolling identifier of the wireless
identity transmitter;

identifying a second profile based on information related to a proximity
broadcast receiver included within the sighting message;

identifying relevant profile information from the first profile that is
authorized to be shared based on permissions of the first profile;

identifying relevant profile information from the second profile that is
authorized to be shared based on permissions of the second profile;

transmitting a first message to a first device associated with the second
profile when there is relevant profile information from the first profile that is
identified and authorized to be shared; and

transmitting a second message to a second device associated with the first
profile when there is relevant profile information from the second profile that is

identified and authorized to be shared.

41. A system, comprising:
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a server;
a wireless identity transmitter; and

a proximity broadcast receiver,

wherein the wireless identity transmitter comprises:

a first memory;

a first transceiver configured to broadcast short-range wireless
signals capable of being received by the proximity broadcast receiver; and

a first processor coupled to the first memory and the first
transceiver, and configured with processor-executable instructions to
perform operations comprising:

generating a rolling identifier periodically via an algorithm
that uses a unique device identifier of the wireless identity
transmitter that is associated with an individual, a secret key shared
with the server, and a counter; and

periodically broadcasting via the first transceiver a short-
range wireless signal including the rolling identifier of the wireless
identity transmitter, and

wherein the proximity broadcast receiver comprises:

a second memory;

a second transceiver configured to exchange short-range wireless signals
with the wireless identity transmitter;

a network device configured to exchange signals with the server;

a second processor coupled to the second memory, the second
transceiver, and the network device and configured with processor-
executable instructions to perform operations comprising:

receiving via the second transceiver the short-range wireless
signal including the rolling identifier broadcast by the wireless
identity transmitter within proximity;

generating a sighting message in response to the received
signal, wherein the sighting message includes the rolling identifier

and associated data; and
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transmitting the sighting message via long-range

communications using the network device, and

wherein the server is configured with server-executable instructions to
perform operations comprising:

storing the profile information associated with a user;

receiving in the server the sighting message that includes the
rolling identifier;

determining in the server whether the wireless identity transmitter
is associated with the user based on the rolling identifier;

determining in the server whether the sighting message is related to
aregistered service based on information included within the sighting
message regarding the proximity broadcast receiver;

identifying relevant profile information within the stored profile
information associated with the user that is relevant to the registered
service when the wireless identity transmitter is associated with the user

and the sighting message is related to the registered service; and

transmitting a message that includes the identified relevant profile

information.

42. The system of claim 41, wherein the relevant profile information includes at
least one of personal demographics, interests, birth date, residence, medical
information, health conditions, customer preferences, and clothing and shoe size

information.

43. The system of claim 41, wherein the server is configured with server-
executable instructions to perform operations such that identifying relevant
profile information within the stored profile information associated with the user
that is relevant to the registered service comprises:

identifying categories corresponding to the registered service, wherein

categories describe at least one of services offered, products offered, a type of
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business, demographics, interests, and target audience of the registered service;
and
matching the identified categories to the profile information associated

with the user.

44. The system of claim 41, wherein the server is configured with server-
executable instructions to perform operations such that storing the profile
information associated with the user comprises storing data received from the

user during a registration that includes the profile information.

45. The system of claim 41, wherein the server is configured with server-
executable instructions to perform operations further comprising automatically
obtaining the profile information related to the user from online sources, wherein
the online sources include at least one of social networking accounts and

shopping websites.

46. The system of claim 41, wherein:

the server is configured with server-executable instructions to perform
operations further comprising storing profile permissions from the user; and

the server is configured with server-executable instructions to perform
operations such that identifying relevant profile information within the stored
profile information associated with the user that is relevant to the registered
service when the wireless identity transmitter is associated with the user and the
sighting message is related to the registered service comprises identifying the
relevant profile information within the stored profile information associated with
the user that is relevant to the registered service and authorized by the stored
profile permissions from the user when the wireless identity transmitter is
associated with the user and the sighting message is related to the registered

service.
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47. The system of claim 41, wherein the server is configured with server-
executable instructions to perform operations such that transmitting a message
that includes the identified relevant profile information comprises transmitting
the message to a local computing device associated with the registered service
that includes the identified relevant profile information, wherein the local
computing device is at least one of a point-of-sale device, a mobile device used
by an employee of the registered service, and the proximity broadcast receiver

associated with the registered service.

48. The system of claim 41, wherein the server is configured with server-
executable instructions to perform operations further comprising:

determining whether the wireless identity transmitter is near a point-of-
sale device associated with the registered service when the wireless identity
transmitter is associated with the user and the sighting message is related to the
registered service, and

wherein the server is configured with server-executable instructions to
perform operations such that transmitting a message that includes the identified
relevant profile information comprises transmitting the message to the point-of-
sale device that is near the wireless identity transmitter, and

wherein the identified relevant profile information associated with the
user includes payment authentication information for confirming an identity of

the user.

49. The system of claim 48, wherein the payment authentication information
includes at least one of address information, an email address, a photo, a
signature sample, audio samples, credit card information, and preferred banking

account information.

50. A system, comprising:
a server;

a wireless identity transmitter; and
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a proximity broadcast receiver,
wherein the wireless identity transmitter comprises:

a first memory;

a first transceiver configured to broadcast short-range wireless
signals capable of being received by the proximity broadcast receiver; and

a first processor coupled to the first memory and the first
transceiver, and configured with processor-executable instructions to
perform operations comprising:

generating a rolling identifier periodically via an algorithm
that uses a unique device identifier of the wireless identity
transmitter that is associated with an individual, a secret key shared
with the server, and a counter; and

periodically broadcasting via the first transceiver a short-
range wireless signal including the rolling identitier of the wireless
identity transmitter, and

wherein the proximity broadcast receiver comprises:

a second memory;

a second transceiver configured to exchange short-range wireless signals
with the wireless identity transmitter;

a network device configured to exchange signals with the server;

a second processor coupled to the second memory, the second
transceiver, and the network device and configured with processor-
executable instructions to perform operations comprising:

receiving via the second transceiver the short-range wireless
signal including the rolling identifier broadcast by the wireless
identity transmitter within proximity;

generating a sighting message in response to the received
signal, wherein the sighting message includes the rolling identifier
and associated data; and

transmitting the sighting message via long-range

communications using the network device, and
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wherein the server is configured with server-executable instructions to
perform operations comprising:
receiving in the server the sighting message that includes the
rolling identifier;
identifying a first profile based on the rolling identifier of the
wireless identity transmitter;
identifying a second profile based on information related to the
proximity broadcast receiver included within the sighting message;
identifying relevant profile information from the first profile that is
authorized to be shared based on permissions of the first profile;
identifying relevant profile information from the second profile that
is authorized to be shared based on permissions of the second profile;
transmitting a first message to a first device associated with the
second profile when there is relevant profile information trom the first
profile that is identified and authorized to be shared; and
transmitting a second message to a second device associated with
the first profile when there is relevant profile information from the second

profile that is identified and authorized to be shared.

51. A method for a mobile device to provide profile information associated with
a user based on proximity, comprising:
storing the profile information locally within the mobile device;
receiving a short-range wireless message from a proximate device;
identifying relevant profile information within the stored profile
information that is authorized to be shared based on the received message; and
transmitting a response message including the identified relevant profile

information that is authorized to be shared.

52. A mobile device configured to provide profile information associated with a

user based on proximity, comprising:
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means for storing the profile information locally within the mobile
device;

means for receiving a short-range wireless message from a proximate
device;

means tor identifying relevant profile information within the stored
profile information that is authorized to be shared based on the received message;
and

means for transmitting a response message including the identified

relevant profile information that is authorized to be shared.

53. A mobile device configured to provide profile information associated with a
user based on proximity, comprising:
a memory; and
a processor coupled to the memory, wherein the processor is configured
with processor-executable instructions to perform operations comprising:
storing the profile information locally within the mobile device;
receiving a short-range wireless message from a proximate device;
identifying relevant profile information within the stored profile
information that is authorized to be shared based on the received message; and
transmitting a response message including the identified relevant profile

information that is authorized to be shared.

54. A non-transitory processor-readable storage medium having stored thereon
processor executable instructions configured to cause a mobile device to perform
operations to provide profile information associated with a user based on
proximity, the operations comprising:
storing the profile information locally within the mobile device;
receiving a short-range wireless message from a proximate device;
identifying relevant profile information within the stored profile

information that is authorized to be shared based on the received message; and

218

Petitioner Samsung Ex-1004, 0639



WO 2013/163326 PCT/US2013/038038

transmitting a response message including the identified relevant profile

information that is authorized to be shared.
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15/854,783 von Badinski et al.
Office Action Summary Examiner Art Unit AlA Status
TRAVIS R HUNNINGS 2689 Yes

-- The MAILING DATE of this communication appears on the cover sheef with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.
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- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 12/27/17.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .
2a){] This action is FINAL. 2b) ¥ This action is non-final.
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4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £Ex parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5) Claim(s)  1-43 is/are pending in the application.
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)

(J Claim(s) are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)¥) The drawing(s) filed on 12/27/17 is/are: a)¥ accepted or b)() objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
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Certified copies:
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1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

6
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©

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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DETAILED ACTION
Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the inventor or a joint inventor regards as the
invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 39 and 40 rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second paragraph,
as being indefinite for failing to particularly point out and distinctly claim the subject matter which the

inventor or a joint inventor, or for pre-AlA the applicant regards as the invention.

Claim 39 recites the limitation "the recognition technique" in lines 1 and 2 of the claim. There is
insufficient antecedent basis for this limitation in the claim.

Claim 40 is similarly rejected for being dependent on claim 39.

Claim Rejections - 35 USC § 102
In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102
and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory
basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and
the rationale supporting the rejection, would be the same under either status.
The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that form the basis
for the rejections under this section made in this Office action:

A person shall be entitled to a patent unless —
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(a)(2) the claimed invention was described in a patent issued under section 151, or in an application
for patent published or deemed published under section 122(b), in which the patent or application, as
the case may be, names another inventor and was effectively filed before the effective filing date of
the claimed invention.

Claim(s) 16, 17, 20, 21, 30, 31, 34, and 35 is/are rejected under 35 U.S.C. 102(a)(2) as being

anticipated by Rahman (US 20120317024).

Regarding claim 16, the claimed obtaining a sensor data indicating a motion of the wearable

computing device; comparing the sensor data to a predetermined pattern is met by the monitoring of
movements, comparing them to stored movements, and initiating action when matched (Rahman:
paragraphs 70-72).

The claimed activating the at least one transceiver to transmit a first data packet and/or receive
a second data packet in response to a confinmation of the sensor data matching the predetermined

pattern is met by the sending of control signals to various types of devices (Rahman: paragraph 68).

Regarding claim 17, the claimed determining an activity of a wearer of the wearable computing

device based at least in part on the sensor data; and detennining that the sensor data matches the
predetermined pattern based at least in part on a completion of the activity is met by the monitoring of
movements, comparing them to stored movements, and initiating action when matched (Rahman:

paragraphs 70-72).

Regarding claim 20, the claimed sensor data further comprises an axial rotation measurement is

met by the accelerometer detecting motion along three axis (Rahman: paragraph 71).
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Regarding claim 21, the claimed sensor data firther comprises a measurement from a light

sensor, a gyroscope, and/or a magnetometer is met by the light sensor for capturing data (Rahman:

paragraph 59).

Regarding claim 30, the claim is interpreted and rejected as claim 16 stated above.

Regarding claim 31, the claim is interpreted and rejected as claim 17 stated above.

Regarding claim 34, the claim is interpreted and rejected as claim 20 stated above.

Regarding claim 35, the claim is interpreted and rejected as claim 21 stated above.

Claim Rejections - 35 USC § 103
In the event the determination of the status of the application as subject to AIA 35 U.S.C. 102
and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any correction of the statutory
basis for the rejection will not be considered a new ground of rejection if the prior art relied upon, and
the rationale supporting the rejection, would be the same under either status.
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections
set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is
not identically disclosed as set forth in section 102, if the differences between the claimed invention
and the prior art are such that the claimed invention as a whole would have been obvious before the
effective filing date of the claimed invention to a person having ordinary skill in the art to which the
claimed invention pertains. Patentability shall not be negated by the manner in which the invention
was made.

Claim 23, 24, 27, 28, 37, 38, 41, and 42 is/are rejected under 35 U.S.C. 103 as being

unpatentable over Rahman.
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Regarding claim 23, the claimed converting the sensor data into a series of samples; comparing

the series of samples to the predetermined pattern; and determining that the sensor data matches the
predetermined pattern if the series of samples matches the predetermined pattern is not specifically
disclosed by Rahman, however, examiner takes official notice that the use of sampling for comparison is
well known to one of ordinary skill in the art and therefore it would have been obvious to one of
ordinary skill in the art to modify Rahman to utilize sampling in comparing the movement patterns as

itwould make the implementation of the device more simple using such a known technique.

Regarding claim 24, the claimed wherein the comparison between the series of samples and the

predetermined pattern is determined by a recognition technique is met by the monitoring of
movements, comparing them to stored movements, and initiating action when matched (Rahman:
paragraphs 70-72). Under the broadest reasonable interpretation of a "recognition technique" one of
ordinary skill in the art would have considered the comparison of one thing to another, when matching,
to be a recognition of that match. If applicant intends for "recognition technique" to include some

additional limitations, examiner suggests that such limitations be placed into the claim language itself.

Regarding claim 27, the claimed wherein the predetermined pattern is a predetermined

waveform comprising a sequence of peaks having different amplitudes is not specifically disclosed by

Rahman, however, examiner takes official notice that the use of comparing predetermined waveforms
with peaks different in amplitude is well known to one of ordinary skill in the art and therefore it would
have been obvious to one of ordinary skill in the art to modify Rahman to utilize such analog amplitude
for comparing the movement patterns as it would make the implementation of the device more simple

using such a known technique.
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Regarding claim 28, the claimed wherein the predetermined pattern is a predetermined

waveform comprising a sequence of peaks different in frequency is not specifically disclosed by Rahman,
however, examiner takes official notice that the use of comparing predetermined waveforms with peaks
different in frequency is well known to one of ordinary skill in the art and therefore it would have been
obvious to one of ordinary skill in the art to modify Rahman to utilize such analog frequency for
comparing the movement patterns as it would make the implementation of the device more simple

using such a known technique.

Regarding claim 37, the claim is interpreted and rejected as claim 23 stated above.

Regarding claim 38, the claim is interpreted and rejected as claim 24 stated above.

Regarding claim 41, the claim is interpreted and rejected as claim 27 stated above.

Regarding claim 42, the claim is interpreted and rejected as claim 28 stated above.

Allowable Subject Matter
Claims 1-15 are allowed.
Claims 18, 19, 22, 25, 26, 29, 32, 33, 36, 39, and 43 are objected to as being dependent upon a
rejected base claim, but would be allowable if rewritten in independent form including all of the

limitations of the base claim and any intervening claims.

Conclusion
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Any inquiry concerning this communication or earlier communications from the examiner
should be directed to TRAVIS R HUNNINGS whose telephone number is (571)272-3118. The examiner
can normally be reached on MTHF 830-430 (Office); W 8-4 (Home).

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Joseph Feild can be reached on 571-272-4090. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/TRAVIS R HUNNINGS/
Primary Examiner, Art Unit 2689
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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
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That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Doc code: IDS PTO/SB/08a (01-10)

s . . . Approved for use through 07/31/2012. OMB 0651-0031
Doc description: Information Disclosure Statement (IDS) Filed U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Application Number 15854783
Filing Date P017-12-27

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.99)

First Named Inventor ‘ Curt C. von Badinski
Art Unit |
Examiner Name ‘

Attorney Docket Number | 67419-US-PA-OP

U.S.PATENTS Remove
Examiner| Cite Kind Name of Patentee or Applicant Pages,Columns, Lines where
e Patent Number Issue Date . Relevant Passages or Relevant
Initial No Code! of cited Document )
Figures Appear
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Application Number 15854783
Filing Date 2017-12-27
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( Not for submission under 37 CFR 1.29)
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If you wish to add additional U.S. Patent citation information please click the Add button. Add
U.S.PATENT APPLICATION PUBLICATIONS Remove
. . . L . Pages,Columns,Lines where
Examiner| .. Publication Kind | Publication Name of Patentee or Applicant
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( Not for submission under 37 CFR 1.29)
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Application Number 15854783
Filing Date 2017-12-27
INFORMATION DISCLOSURE First Named Inventor ’ Curt C. von Badinski
STATEMENT BY APPLICANT

- Art Unit |
( Not for submission under 37 CFR 1.29)

Examiner Name ‘

Attorney Docket Number | 67419-US-PA-OP

5 013163326 (0] 2013-10-31 [QUALCOMM INC

If you wish to add additional Foreign Patent Document citation information please click the Add button | Add

NON-PATENT LITERATURE DOCUMENTS Remove
. .. | Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the item
Examiner| Cite N . . ) 5
Initials* | No (book, magazine, journal, serial, symposium, catalog, etc), date, pages(s), volume-issue number(s), T

publisher, city and/or country where published.

EIAMEDAYFLASH, "SET OF 10 2GB/4GB/8GB/16GB WOODEN BAMBOO FLASH DRIVE-BULK PACK 0 USB 2.0
'O0D BAMBOOD STICK DESIGN-WOOD USB FLASH DRIVE", "www.etsy.com/listing/248051205/sel-
bf-10-2gb4gb8gb16gb-wooden-bamboo?ref+m"”, 2017/12/25, Puslisher: Etsy, Published in :US.

2 | EEF_, "LEEF MAGNET USB 3.0 FLASH DRIVE", "www leefco.com/magnet-copper”, 2017/12/26, Publisher: Leef
[Sroup Limited, Published in :US

If you wish to add additional non-patent literature document citation information please click the Add button| Add
EXAMINER SIGNATURE

Examiner Signature /TRAVIS R HUNNINGS/

Date Considered ‘ 07/20/2018

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line through a
citation if not in conformance and not considered. Include copy of this form with next communication to applicant.

1 See Kind Codes of USPTO Patent Documents at www.USPTO.GOV or MPEP 901.04. 2 Enter office that issued the document, by the two-letter code (WIPO
Standard ST.3). ? For Japanese patent documents, the indication of the year of the reign of the Emperor must precede the serial number of the patent document.

4 Kind of document by the appropriate symbols as indicated on the document under WIPQ Standard ST.16 if possible. 5 Applicant is to place a check mark here if
English language translation is attached.
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sceipt date: 02/05/2018 15/854,783 - GALN: 2689
Application Number 15854783

Filing Date 2017-12-27

INFORMATION DISCLOSURE

STATEMENT BY APPLICANT
( Not for submission under 37 CFR 1.29)

First Named Inventor ’ Curt C. von Badinski
Art Unit |

Examiner Name ‘

Attorney Docket Number | 67419-US-PA-OP

CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection{s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That no item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e){2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.

SIGNATURE
A signature of the applicant or representative is required in accordance with CFR 1.33, 10.18. Please see CFR 1.4(d) for the
form of the signature.

Signature /Belinda Lee/ Date (YYYY-MM-DD) 2018-02-02
Name/Print Belinda Lee Registration Number |46863

This collection of information is required by 37 CFR 1.87 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file {and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Receipt date: 02/05/2018 15/854,783 ~ GAU: 28689

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act

(5 U.S.C. 552} and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS Web 2.1.17 ALL REFERENCES CONSIDERED EXCEPT WHERE LIMED THROUGH. /T.R.H/
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PTO/AIA/80 (07-17)

Approved for use through 01/31/2018. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY TO PROSECUTE APPLICATIONS BEFORE THE USPTO

| hereby revoke all previous powers of attorney given in the application identified in the attached
statement under 37 CFR 3.73(c).

| hereby appoint:
Practitioners associated with Customer Number: 151694
OR

I:l Practitioner(s) named below (if more than ten patent practitioners are to be named, then a customer number must be used):

Registration Registration
g Name g

Name Number Number

As attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (USPTO) in connection with
any and all patent applications assigned only to the undersigned according to the USPTO assignment records or assignment documents
attached to this form in accordance with 37 CFR 3.73(c).

Please change the correspondence address for the application identified in the attached statement
under 37 CFR 3.73(c) to:

The address associated with Customer Number: 151 694
OR

I:I Firm or individual name

Address

City | State Zip

Country

Telephone | Email

Assignee name and address: MOTIV INC.
179 11TH STREET, 3RD FLOOR
SAN FRANCISCO, CALIFORNIA 94103

A copy of this form, together with a statement under 37 CFR 3.73(c) (Form PTO/AIA/96 or equivalent) is required to be
filed in each application in which this form is used. The statement under 37 CFR 3.73(c) may be completed by one of the
practitioners appointed in this form, and must identify the application in which this Power of Attorney is to be filed.
SIGNATURE of Assignee of Record
The individual whose signature and title is supplied below is authorized to act on behalf of the assignee.

Signature (‘M MM Date

Name (CURT VONBADINSIKK] Telephone
Title  cto

This collection of information is required by 37 CFR 1.31, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public, which is to update
(and by the USPTO to process) the file of a patent or reexamination proceeding. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This
collection is estimated to take 18 minutes to complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary
depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should
be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT
SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is
35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which
the information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission
related to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and
Trademark Office may not be able to process and/or examine your submission, which may result in termination
of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in
the course of settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system
of records may be disclosed, as a routine use, to the International Bureau of the World Intellectual
Property Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to
the public if the record was filed in an application which became abandoned or in which the proceedings
were terminated and which application is referenced by either a published application, an application
open to public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or
regulation.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant’/Patent Owner: Motiv Inc.

Application No./Patent No.: 15/854,783 Filed/Issue Date: 12-27-2017

Tited: WEARABLE DEVICE AND DATA TRANSMISSION METHOD

MOTIV INC. _a CORPORATION

(Name of Assignee) (Type of Assignee, e.g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:| There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. |:| The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 044540 , Frame 0945 , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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3. From:

4. From:

5. From:

6. From:

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

STATEMENT UNDER 37 CFR 3.73(c)

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

IJSN/ August 7, 2018
Signature Date

James S. Nolan 53,393

Printed or Typed Name Title or Registration Number
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 33403056

Application Number: 15854783

International Application Number:

Confirmation Number: 1028
Title of Invention: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
First Named Inventor/Applicant Name: Curt C. von Badinski
Customer Number: 31561
Filer: James Scott Nolan

Filer Authorized By:

Attorney Docket Number: 67419-US-PA-OP
Receipt Date: 07-AUG-2018
Filing Date: 27-DEC-2017
Time Stamp: 18:40:26
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes Multi Pages
u Document Description File Name ile Size( y M " I. . 9
Number Message Digest | Part/.zip| (ifappl.)
238275
1 Power of Attorney Executed_MOTIV_GENERAL_P no 5
OA.pdf
bBcb758d33a1eb2f52ce6e37c0b3f20defd3]
ba6f
Warnings:
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Information:

118215
2 Power of Attorney 15854783_373CFR.pdf no 3
0aa95cdfbd8c0169e9eb36c0e45e30aldfbg
f2a6
Warnings:
Information:
Total Files Size (in bytes){ 356490

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS
PQ. Box 1450
Alexandria, Virginia 22313-1450
WWW.USpto.gov

| APPLICATION NUMBER

FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKETNO/IITLE |
15/854,783 12/27/2017 Curt C. von Badinski 67419-US-PA-0OP
CONFIRMATION NO. 1028
31561 POWER OF ATTORNEY NOTICE
JCIPRNET

P.0. Bo 600 Taipel Gutig O O
Taipei City, 10099

TAIWAN

Date Mailed: 08/13/2018

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 08/07/2018.

« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at

(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

[ttran/
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATIONNUMBER | FILING OR 371(C) DATE [ FIRSTNAMED APPLICANT | ATTY. DOCKETNO/IITLE |
15/854,783 12/27/2017 Curt C. von Badinski 67419-US-PA-0OP
CONFIRMATION NO. 1028
151694 POA ACCEPTANCE LETTER

3008 QUIVBY ST A

3033 QUIMBY ST

SAN DIEGO, CA 92106
Date Mailed: 08/13/2018

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 08/07/2018.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

[ttran/
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Application or Docket Number Filing Date
PATENT APPLlcg;rggmtfgigggggwglATION RECORD 151854783 12192017 ()t be Mailed

ENTITY: [ LARGE SsMALL {J MICRO

APPLICATION AS FILED - PART |

(Column 1) (Column 2}
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] BasiC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
] sEARCH FEE
(37 CFR 1.16(K), (i), or (m)) NIA NiA N/A
E] EXAMINATION FEE
(37 CFR 1.16(0), (p), or (q)) NIA NiA N/A
TOTAL CLAIMS . .
(37 CFR 1.16(i)) minus 20 = x 340 -
INDEPENDENT CLAIMS . -
(37 GFR 1.16(h) minus 3 = x $210 =
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
D/C\:IT:;LI?%ION SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s)) fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
D MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
| 10725/2018 | srrer PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * ; *x - —
E (SgcaFR 1.16()) 43 Minus 43 =0 x $50 = 0
E !27dce%e1h%c(ahr)1)t “4 Minus | ** 3 =1 x $230 = 230
< | U Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 230
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
'E AMENDMENT PAID FOR
L | Total * i x - -
= | 37CFR1.160) Minus — x $0 -
2 [ independent . : . — _
E 370FpR1.wgh)) Minus = x $0 =
E Application Size Fee (37 CFR 1.16(s))
] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE
* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE
“* If the "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". Marquita D Jones

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

1/ you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Electronic Patent Application Fee Transmittal

Application Number: 15854783

Filing Date: 27-Dec-2017

Title of Invention: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
First Named Inventor/Applicant Name: Curt C. von Badinski

Filer: James Scott Nolan

Attorney Docket Number: MOTV100.US02-CIP1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—;S:;)I in
Basic Filing:
Pages:
Claims:
INDEPENDENT CLAIMS IN EXCESS OF 3 2201 1 230 230

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Extension-of-Time:
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Electronic Acknowledgement Receipt

EFS ID: 34121532

Application Number: 15854783

International Application Number:

Confirmation Number: 1028
Title of Invention: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
First Named Inventor/Applicant Name: Curt C. von Badinski
Customer Number: 151694
Filer: James Scott Nolan

Filer Authorized By:

Attorney Docket Number: MOTV100.US02-CIP1
Receipt Date: 25-0CT-2018
Filing Date: 27-DEC-2017
Time Stamp: 21:18:31
Application Type: Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $230

RAM confirmation Number 102618INTEFSW21203800

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
166400
1 Amendment’\jReq#.Recl(;nslderatlon—After 15854783_Response.pdf no 16
on-rina eJeCt fdc3cda91521b77dd21796eead6df6c30af6)
3584
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30265
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Application No.15/854,783
Response to Office Action of July 25, 2018

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

APPLICANTS: Curt C. von Badinski EXAMINER: Travis R. Hunnings
SERIAL NO.: 15/854,783 ART UNIT: 2689

FILING DATE: December 27, 2017 CONFIRMATION: 1028

TITLE: Wearable Device And Data Transmission Method

Commissioner for Patents
P.O. Box 1450
Alexandria, VA 222350-1450

RESPONSE TO NON-FINAL REJECTION OF JULY 25,2018

Herein submitted is the Applicants' Response to the Office Action mailed July 25, 2018.
A three-month period of time was given for this response, making this reply timely if filed on or

before October 25, 2018. Accordingly, this response is being timely filed.

A Listing of the Claims begins on page 2 of this paper.

Remarks begin on page 12 of this paper.
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Amendments to the Claims:

Please cancel Claims 1 — 43. Please add the following Claims 44 — 77. This listing of the

claims will replace all prior versions of the claims in the application:

1. (Currently Amended) A wearable computing device, configured as a ring for being worn

around the finger of a user, the wearable computing device comprising:

an interior wall-defining-a-first-eneclosing-strueture enclosure portion for enclosing a

printed circuit board, the printed circuit board including a plurality of components of the

wearable computing device;

an exterior wall-defining-a-second-enelosing enclosure structure for receiving the

printed circuit board and for being coupled with the interior enclosure portion to form a

housing of the wearable computing device;

a curved, rechargable battery, disposed proximate the exterior enclosure, the

rechargeable battery configured for being wirelessly charged;

a flexible printed circuit board disposed between-the-interior-wall-and-the-exterier-wall

proximate the curved battery, the flexible printed circuit board comprising:

atleast-one-component a plurality of components, the plurality of components

disposed on the flexible printed circuit board, the plurality of components comprising

an electromagnetic induction or RF charging mechanism, a microprocessor, a sensor

module, a light emitting diode, and a transciever;

wherein at least one of the interior wall enclosure portion and the exterior wal

enclosure structure defines [[a]] one or more windows that facilitates at least one of

data acquisition, and data transmission, electromagnetic radiation aquistion, and

electromagnetic transmission|[;]].
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hereinatl N ible-viathe-window-

2. (Currently Amended) The wearable computing device of claim 1, wherein the at least one

component comprises:
at least one processor; and
at least one sensor configured to measure a sensor data|[[,]]; and

at least one transciever,

wherein the at least one processor activates the at least one transceiver to transmit a first

data packet and/or receive a second data packet based in part on the sensor data.

3. (Currently Amended) The wearable computing device of claim 2, wherein the sensor

comprises an accelerometer, and the sensor data comprises an acceleration measurement of an

accelerometer disposed on the flexible printed circuit board of the wearable computing device.

4. (Original) The wearable computing device of claim 3, wherein the sensor data further

comprises an axial rotation measurement.

5. (Currently Amended) The wearable computing device of claim [[3]] 1, wherein the sensor

comprises a capacitor, and the sensor data further comprises a capactiive touch and/or the

measurement of one or more gesture eemmaneds inputs.

6. (Currently Amended) The wearable computing device of claim 3, wherein the sensor

comprises one or more of a ligcht sensor, a gyroscope, and a magnetometer, and the sensor

data further comprises one or more of a measurement from a light sensor, a gyroscope and/or a

magnetometer.

7. (Currently Amended) The wearable computing device of claim [[3]] 6, wherein the sensor
data further comprises an orientation measurement based on a received signal strength indicator

(RSSI) signal.

8. (Original) The wearable computing device of claim 3, wherein the acceleration measurement
comprises at least one direction vector, wherein if a polarity of the at least one direction vector

changes, the at least one processor updates a transition count and activates the at least one
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transceiver to transmit the first data packet and/or receive the second data packet if the transition

count is greater than a predetermined threshold.

9. (Original) The wearable computing device of claim 8, wherein the activation of the at least
one transceiver is based at least in part on a transition of the activity of the wearer and/or an

input from the wearer.

10. (Currently Amended) The wearable computing device of claim 9, wherein the sensor data is

printed-eirenit-board;and comprises a series of samples is obtained based on a vibration

generated by an external vibration mechanism.

11. (Currently Amended) The wearable computing device of claim 2, wherein the at least one
processor determines an activity of a wearer based at least in part on the sensor data and activates
the least one transceiver to transmit a first data packet and/or receive a second data packet based

at least in part on the activity of the wearer.

12. (Original) The wearable computing device of claim 2, wherein the at least one processor
processes the sensor data to obtain a series of samples, compare the series of samples to a
predetermined pattern, and activate the at least one transceiver to transmit the first data packet

and/or receive the second data packet if the series of samples matches the predetermined pattern.

13. (Original) The wearable computing device of claim 12, wherein the comparison between the

series of samples and the predetermined pattern is determined by a recognition technique.

14. (Currently Amended) The wearable computing device of claim [[#3]] 1, wherein the

interior enclosure portion comprises potting.

15. (Currently Amended) The wearable computing device of claim [[#3]] 14, wherein the

n potting is transparent.

16. (Currently Amended) A method, adapted to a wearable computing device in the form

factor of a ring for being worn around the finger of a user, the wearble computing device

comprising at least one sensor module having at least one sensor, at least one processor, and at

least one transceiver|[[;]]; the method comprising:

4
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obtaining, by the sensor of the sensor module,[[#]] sensor data indicating a motion of

the finger or a hand adjoined to the finger wearing the wearable computing device;

comparing, by one of the at least one processors, the obtained sensor data to a

predetermined pattern of motion;

determining, by one of the at least one processors, whether the obtained sensor data

matches a predetermined pattern;

determining, by one of the at least one processors, a characteristic of an activity of

the user of the wearable computing device when the obtained sensor data matches the

predetermined pattern; and

activating the at least one transceiver to transmit a first data packet and/or receive a
second data packet in response to a confirmation of the sensor data matching the predetermined

pattern.

17. (Currently Amended) The method of claim 16, further comprising:

determining that the sensor data matches the predetermined pattern based at least in part

on a completion of the activity.

18. (Currently Amended) The method of claim 16, further comprising:

determining that the sensor data matches the predetermined pattern based at least in part

on a start of the activity.

19. (Currently Amended) The method of claim 16, further comprising:
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determining that the sensor data matches the predetermined pattern based at least in part

on a transition between different activities.

20. (Original) The method of claim 16, wherein the sensor data further comprises an axial

rotation measurement.

21. (Currently Amended) The method of claim 16, wherein the at least one sensor module

comprises one or more of a light sensor, a gyroscope, and/or a magnetometer, and the

sensor data further comprises a measurement from one or more of the [[a]] light sensor, a

gyroscope, and/or a magnetometer.

22. (Currently Amended) The method of claim [[#6}] 21, wherein the sensor data further
comprises an orientation measurement based on a received signal strength indicator (RSSI)

signal.
23. (Original) The method of claim 16, further comprising:
converting the sensor data into a series of samples;
comparing the series of samples to the predetermined pattern; and

determining that the sensor data matches the predetermined pattern if the series of

samples matches the predetermined pattern.

24. (Currently Amended) The wearable-computing-deviee method of claim 23, wherein the
eomparison comparing between the series of samples and the predetermined pattern is

determined by a recognition technique.

25. (Currently Amended) The wearable-computing-deviee method of claim [[23]] 24,

wherein the recognition technique comprises one or more calculations of coefficients based on a

neural network.

26. (Currently Amended) The wearable-computing-deviee method device of claim 25,

wherein the recognition technique comprises a frequency domain algorithm.
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27. (Currently Amended) The method of claim 16, wherein the predetermined pattern [[is]]
comprises a predetermined waveform eemprising having a sequence of peaks having different

amplitudes.

28. (Original) The method of claim 16, wherein the predetermined pattern is a predetermined

waveform comprising a sequence of peaks different in frequency.
29. (Currently Amended) The method of claim [[+6}] 21, further comprising:
converting the sensor data into at least one direction vector and;

detecting an orientation change of the wearable computing device based at least in part on

a polarity of the at least one direction vector;
comparing the number of detected orientation changes to the predetermined pattern; and

determining that the sensor data matches the predetermined pattern if the number of the

detected orientation changes matches the predetermined pattern.

30. (Currently Amended) A non-transitory computer readable storage medium storing

computer readable instructions for implementation by a processor of a wearable computing

device, the wearable computing device being in the form factor of a ring for being worn

around the finger of a user and including a sensor module having a sensor and a

transciever, which instructions, when executed by the processor, causes [[a]] the processor to

perform operations comprising:

obtaining, by the sensor of the sensor module, [[a]] sensor data indicating a motion of

the finger or a hand adjoined to the finger wearing the wearable computing device;

comparing, by the processor, the obtained sensor data to a predetermined pattern;

determining, by the processor, whether the obtained sensor data matches a

predetermined pattern;

determining, by the processor, a characteristic of an activity of the user of the

wearable computing device when the obtained sensor data matches the pattern; and
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activating the at least one transceiver to transmit a first data packet and/or receive a
second data packet in response to a confirmation of the sensor data matching the predetermined

pattern.

31. (Currently Amended) The non-transitory computer readable storage medium of claim 30,

wherein the processor further executes an operation comprising;

determining that the sensor data matches the predetermined pattern based at least in part

on a completion of the activity.

32. (Currently Amended) The non-transitory computer readable storage medium of claim 30,

wherein the processor further executes an operation comprising:

determining that the sensor data matches the predetermined pattern based at least in part

on a start of the activity.
33. (Cancelled).

34. (Cancelled).

35. (Currently Amended) The non-transitory computer readable storage medium of claim 30,

wherein the sensor module comprises one or more of a light sensor, a gyroscope, and/or a

magnetometer, and the sensor data further comprises one or more of a measurement from [[a]]

the light sensor, a gyroscope, and/or a magnetometer.
36. (Cancelled).

37. (Currently Amended) The non-transitory computer readable storage medium of claim 30,

wherein the processor further executes an operation comprising;

converting the sensor data into a series of samples;
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omparing the series of samples to the predetermined pattern; and

determining that the sensor data matches the predetermined pattern if the series of

samples matches the predetermined pattern.

38. (Currently Amended) The non-transitory computer readable storage medium of claim [[30]]

37, wherein the processor further executes an operation comprising:

comparisencomparing between the series of samples and the predetermined pattern is

determined by a recognition technique.

39. (Currently Amended) The non-transitory computer readable storage medium of claim [[37]]
38, wherein the recognition technique comprises calculation of coefficients based on a neural

network.

40. (Cancelled).
41. (Cancelled).
42. (Cancelled).

43. (Currently Amended) The non-transitory computer readable storage medium of claim 30,

wherein the processor further executes operations comprising:

converting the sensor data into at least one direction vector ane;

detecting [[an]] a characteristic of an orientation changes of the wearable computing

device based at least in part on a—pelarity-ef the at least one direction vector;

comparing the pumber-of characteristics of the detected orientation changes to the

predetermined pattern; and

determining [[that]] whether the sensor data matches the predetermined pattern i#-the

44. (New) A wearable computing device, configured as a ring for being worn around the finger

of a user, the wearable computing device comprising:
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an exterior enclosure structure forming a first part of a housing for the wearable
computing device, the exterior enclosure structure retaining one or more electronic components,

the one or more electronic components comprising:

a curved printed circuit board comprising a microprocessor, the printed circuit

board disposed proximate the exterior enclosure structure;
a curved battery disposed proximate the printed circuit board,;

one or more sensors disposed within the housing, the one or more sensors for

sesning one or more conditions of the user;
a light emitting diode; and

a transparent interior enclosure portion configured for being coupled to the exterior

enclosure structure, the interior enclosure portion forming a second part of the housing.

45. (New) The wearable computing device of claim 44, wherein the interior enclosure comprises

potting.
46. (New) The wearable computing device of claim 45, wherein the potting comprises an epoxy.

47. (New) The wearable computing device of claim 45, wherein the potting forms a water-

resistant seal against the exterior enclosure for encasing the one or more electronic components.

48. (New) The wearable computing device of claim 47, wherein the one or more electronic

components further comprises a communications module.

49. (New) The wearable computing device of claim 47, wherein the communications module is

configured for sybchonizing with a cellular telephone or a watch.

10
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REMARKS

In view of the following remarks, the Examiner is respectfully requested to allow Claims
1-32, 35,37 -39, and 43 — 49, the only claims pending and currently under examination in this

application.

Claims 33 — 34, 36 and 40 — 42 have been cancelled. Claims 43 to 49 have been added.
Claim 1 was previously allowed, but has been amended. These amendments have been made to
more clearly delineate that the present invention is directed an intelligent ring. As such, the
allowability of Claims 1 — 15 is not affected by these amendments. Additionally, Claims 2 — 3, 6
—-7,10-11, 14 - 19, 21, 22,24 — 27,29, 30 -32, 35, 37 — 39, and 43 have been amended to
better define the claimed invention. Claims 44 — 49 have been added. Support for these
amendments may be found throughout the specification and figures as originally filed.
Accordingly, no new matter has been added. As no new matter has been added by way of these
amendments, their entry is respectfully requested. It is believed that the entered claims of the
present application are patentable. Thus, the Applicants respectfully request a Notice of

Allowance for these claims.

Summary of Examiner Remarks and Rejections. As an initial matter, the Applicants
would like to thank the Examiner for the acknowledgement of allowance for Claims 1 — 15 and
Claims 18 — 19, 22, 25 — 26, 29, 32 — 33, 36, 39, and 43. As indicated herein Claims 1 — 15 have
been amended to clearly delineate that the presently claimed invention is directed to a ring, such
as an intelligent ring. Accordingly, these amendments should not affect the acknowledged
allowability of these claims. Further, Claim 16 has been amended in part to incorporate the
subject matter of Claim 18 (which was acknowledged as allowable), and Claim 30 has been
amended in part to incorporate subject matter of Claim 33 (which also was acknowledged as
allowable). Accordingly, these claims should be allowable. Claims 39 and 40 were rejected
under 35 U.S.C. §112(b), second paragraph; Claims 16, 17, 20, 21, 30, 31, 34 and 35 have been
rejected under 35 U.S.C. §102 (2)(2); and Claims 23 — 24, 27 -28, 37 — 38, and 41 - 42 were
rejected under 35 U.S.C. §103. A response to these rejections is set forth herein below.

11
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Rejections under 35 U.S.C §112(b)

Claims 39 and 40 have been rejected for being indefinite. Claim 39 has been amended to
change its dependency, thereby resolving this issue, and Claim 40 has been cancelled.

Accordingly, this rejection has been obviated.

Rejections under 35 U.S.C. §102

Claims 16 — 17,20 — 21, 30 — 31, and 34 — 35 were rejected under 35 U.S.C. §102(a)(2)
as being anticipated over Rahman, et al. (US 20120317024). This rejection is respectfully

traversed.

To present a valid anticipation rejection under 35 U.S.C. §102, the Office must identify
a single prior art reference in which “each and every element as set forth in the claim is found,
either expressly or inherently described.” MPEP §2131 quoting Verdegaal Bros. v. Union Qil
Co. of California, 814 F.2d 628, 631, 2 USPQ2d 1051, 1053 (Fed. Cir. 1987). The rejection over

Rahman fails to satisfy this burden with regards to the presently pending claims.

Specifically, the rejected claims are directed to either a method or a non-transitory
computer readable storage medium including instructions for performing the method. The
method is adapted to a wearable computing device, such as where the wearable device is in the
form factor of a ring that is configured for being worn around the finger of a user. The wearble
computing device includes a sensor module having a sensor, a processor, and a transceiver. The
method includes obtaining sensor data indicating a motion of the wearable computing device,
where the motion includes a motion of the finger, or a hand adjoined to the finger, wearing the
computing device. The method further includes comparing the obtained sensor data to a
predetermined pattern; determining whether the obtained sensor data matches a predetermined
pattern; and if the obtained sensor data matches the predetermined pattern, then determining a
characteristic of an activity of the wearer of the ring. In such an instance, the method additionally
includes activating the transceiver to transmit a first data packet and/or receive a second data
packet in response to a confirmation of the data matching the pattern. Accordingly, a feature of
the claim is a wearable computing device, where the wearable device is in the form factor of a

ring so as to be worn about the finger.

In a first instance, Rahman does not teach a wearable computing device that has a finger
12
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ring form factor. Secondly, Rahman does not teach the steps of comparing sensor data related to
the movement of a finger or hand to a predetermined pattern so as to determine whether the
obtained data matches the pattern and if the data does match the pattern, then determining a
characteristic of an activity of a wearer of the ring. Rahman does not teach these elements
because Rahman is completely silent in these regards. Specifically, to the extent that Rahman
discloses the determination of movement and/or pattern recognition, the movement is large,
gross motor movements of an entire body moving through space, such as to determine jumping
and the like. This large, gross bodily motion is completely different from determining the small,
fine-detailed movements of a finger, where the movements can be orders of magnitude smaller
and finer than that of the gross movements of an entire body. Rahman simply does not teach a
configuration that is adaptable for detecting and analyzing such small, almost imperceptible
motions. Hence, detecting and interpreting a movement of the body is completely different, and
not equateable to determining a movement of a finger. Accrdingly, Rahman fails to teach each
and every element of the rejected claims, and as such cannot anticipate the claimed invention.

Reconsideration and withdrawal of this rejection is respectfully requested.

Rejections under 35 U.S.C. §103

Claims 23 — 24, 27 — 28, 37 — 38, and 41 — 42 stand rejected under 35 U.S.C. §103(a) as

allegedly being unpatentably obvious over Rahman. These rejections are respectfully traversed.

Establishment of a proper prima facie basis upon which to reject claimed subject matter
as unpatentably obvious requires the Office to consider the Graham factual inquiries, which
include a) determining the scope and content of the prior art, b) ascertaining the differences
between the claimed invention and the prior art, and c) resolving the level of ordinary skill in the
pertinent art." The analysis cannot stop there, however. Rather, “this analysis should be made
explicit,” and “[r]ejections on obviousness grounds cannot be sustained by mere conclusory
statements; instead, there must be some articulated reasoning with some rational underpinning to
support the legal conclusion of obviousness”).> The Office must therefore present a clear and

explicit rationale supporting the assertion that all of the claimed elements were known in the

' Graham v. John Deere Co., 383 U.S. 1 (1966).
* KSR International Co. v. Teleflex Inc., 550 U.S. 398 at 419, quoting with approval In re Kahn,
441 F.3d 977, 988 (C.A. Fed. 2006):

13
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prior art and that one skilled in the art could have combined the elements as claimed by known
methods with no change in their respective functions, to produce a combination yielding nothing
more than predictable results to one of ordinary skill in the art.’> Additionally, “a prior art
reference must be considered in its entirety, i.e., as a whole, including portions that would lead

away from the claimed invention.*

The Office “bears the initial burden of factually supporting any prima facie conclusion of
obviousness” and must therefore present “articulated reasoning with some rational underpinning
to support the legal conclusion of obviousness™ This articulation must include the following
findings: a) that the prior art included each element claimed; b) that one of ordinary skill in the
art could have combined the elements as claimed by known methods, and that in combination,
each element merely performs the same function as it does separately; c) that one of ordinary
skill in the art would have recognized that the results of the combination were predictable; and d)
whatever additional findings based on the Graham factual inquiries may be necessary, in view of
the facts of the case under consideration, to explain a conclusion of obviousness.® Furthermore,
“[t]o support the conclusion that the claimed invention is directed to obvious subject matter,
either the references must expressly or impliedly suggest the claimed invention or the examiner
must present a convincing line of reasoning as to why the artisan would have found the claimed

invention to have been obvious in light of the teachings of the references.”’

It is respectfully submitted that the Office has failed to show how each and every element
of the recited claims is taught, or at least suggested, by the cited art and has further failed to
provide any sufficient rational underpinning why one of ordinary skill in the art would have
modified the teachings of the prior in the manner suggested to produce the subject matter of
Claims 23 — 24,27 — 28,37 — 38, and 41 — 42. Accordingly, the claims are not prima facie

obvious in view of Rahman.

Specifically, these rejected claims depend from independent Claims 16 and 30 above. As

3 See KSR International Co. v. Teleflex Inc., 550 U.S. 398 at 416,

* MPEP §2141.02 quoting W.L. Gore & Associates, Inc. v. Garlock, Inc., 721 F.2d 1540, 220

USPQ 303 (Fed. Cir. 1983), cert. denied, 469 U.S. 851 (1984).

> MPEP §2142.

® MPEP §2143 Section A.

"MPEP §706.02(j) quoting Fx Parte Clapp, 227 USPQ 972, 973 (Bd. Pat. App. & Inter. 1985).
14
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previously explained, a feature of the rejected claims is a wearable device that is in the form
factor of a ring that is configured for being worn around the finger of a user. The wearble
computing ring is employed in a method that includes obtaining sensor data indicating a motion
of the wearable computing device where the motion includes a motion of the finger, or a hand
adjoined to the finger, wearing the computing device. As described above, Rahman does not
teach or suggest a wearable computing device that has the form factor of a ring, nor does
Rahman teach or suggest the steps of comparing sensor data related to the movement of a finger
or hand to a predetermined pattern so as to determine whether the obtained data matches the
pattern such that if the data does match the pattern, then a characteristic of an activity of a wearer
of the ring is determined. Rahman does not teach this or suggest this because Rahman makes no
mention of the form factor of a ring at all, and to the extent that Rahman discloses the
determination of movement and/or pattern recognition, the movement is large, gross motor
movements of an entire body moving through space, such as to determine jumping and the like.
There is simply no disclosure of determining an activity based on the motion of a hand or finger.
Accordingly, Rahman fails to teach each and every element of the rejected claims, and as such
cannot render the claimed invention prima facie obvious. Official Notice is insufficient to correct

these defects. Reconsideration and withdrawal of this rejection is respectfully requested.

New Claims 44 - 49

New Claims 44 — 49 are directed, in part, to a wearable computing device that is
configured as a ring for being worn around the finger of a user. The wearable computing device
includes a first and second enclosure forming a housing for the wearable computing device. The
housing includes a curved printed circuit board having a microprocessor, a printed circuit board,
a curved battery, a sensor, and a light emitting diode. The second enclosure forms an interior
enclosure that is transparent. As Rahman does no teach a device having this configuration, as
explained above, Rahman does not anticipate and/or render these claims obvious. Their entry and

allowance are therefore respectfully requested.

15
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CONCLUSION

On the basis of the foregoing amendments, the pending claims are in condition for
allowance. It is believed that all of the pending claims have been addressed in this paper.
However, failure to address a specific rejection, issue or comment, does not signify agreement
with or concession of that rejection, issue or comment. In addition, because the arguments made
above are not intended to be exhaustive, there may be reasons for patentability of any or all
pending claims (or other claims) that have not been expressed. Finally, nothing in this paper
should be construed as an intent to concede any issue with regard to any claim, except as

specifically stated in this paper.

If there are any questions regarding this reply, the Examiner is encouraged to contact the

undersigned at the telephone number provided below.

Respectfully submitted,

Date:_October 25, 2018 /JSN/

P.O.Box 371710 James S. Nolan

San Diego, California 92137 Attorney for Applicant

858-212-2638 Registration No.: 53393
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to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of

Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5§ U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
] - 15/854,783 von Badinski et al.
Notice of Allowability Examiner Art Unit AlA Status
TRAVIS R HUNNINGS 2689 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.4} This communication is responsive to 10/25/18.
((J A declaration(s)affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.¥] The allowed claim(s) is/are See Continuation Sheet . As a result of the allowed claim(s), you may be eligible to benefit from the
Patent Prosecution Highway program at a participating intellectual property office for the corresponding application. For more
information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to
PPHfeedback@uspto.gov.

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) CJAIl b) JSome  *c) (J None of the:
1. (J Certified copies of the priority documents have been received.
2. (O Certified copies of the priority documents have been received in Application No.
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file areply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5. CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6..] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.(J Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. (J Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.00 Examiner's Comment Regarding Requirement for Deposit 7. [ Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.
/TRAVIS R HUNNINGS/
Primary Examiner, Art Unit 2689

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20181213
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Continuation Sheet (PTOL-37) Application No. 15/854,783

Continuation of 3. The allowed claim(s) is/are: 1-32,35,37-39 and 43-49
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 15/854,783 von Badinski et al.
H“m “m HH“‘H H“ ‘l“ o o
TRAVIS R HUNNINGS 2689
CPC - Searched*
Symbol Date Examiner

CPC Combination Sets - Searched*
Symbol Date Examiner
GO6F 1/163 7/18/18 TRH

US Classification - Searched*

Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the
search.

Search Notes

Search Notes Date Examiner
plus/inventor search 7/18/18 TRH
text search of GO6F 1/163 7/18/18 TRH
EAST history attached 7/20/18 TRH
updated EAST history 12/13/18 TRH

Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
GO6F 1/163 12/13/18 TRH

/TRAVIS R HUNNINGS/
Primary Examiner, Art Unit 2689

U.S. Patent and Trademark Office Part of Paper No.: 20181213
Page 1 of 1
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |sss, 783 von Badinski et al.
H “ “ ||| Examiner Art Unit
TRAVIS R HUNNINGS 2689
CPC
Symbol Type Version
GO6F 1 F 2013-01-01
A61B 5 I 2013-01:01
AB1B 5 | 2013:01:04
H02J 7 I 2013-01-01
G08B 5 I 2013-01:01
GO6F 3 [ 2013-01-01
GO6F 1 | 2013-01-01
H02J 7 | 2013:01:01
G08C 17 I 2013-01:01
G04G 21 I 2013:01:04
GO6F 3 | 2013-01-01
GO6F 3 | 2013-01:01
G06K 9 I 2013:01:01
GO8B 21 | 2013-01-01
GO1P 15 I 2013-01:01
GOBF 3 | 2013:01-01
GO6F 3 | 2013-01-01
GO6F 3 I 2013:01:01"
GO6K 9 I 2013-01-01
A61B 2560 A 2013:01-01
A61B 2562 A 2013-01-01.
A61B 2562 A 2013-01-01:
A61B 2562 A 2013-01-01
A61B 2560 A 2043-01:-01
G09G 2370 A 2013-01-01:
G09G 2380 A 20130101
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 43
gﬁ:&sEza%gyeﬁyliﬁsdnn 2689 13 December 2018 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A
U.S. Patent and Trademark Office Part of Paper No.: 20181213
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |sss, 783 von Badinski et al.

TRAVIS R HUNNINGS 2689

INTERNATIONAL CLASSIFICATION
CLAIMED

GO6F

NON-CLAIMED

US ORIGINAL CLASSIFICATION

CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 43
/TRAVIS R HUNNINGS/ 13 December 2018 . . A
Primary Examiner, Art Unit 2689 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A
U.S. Patent and Trademark Office Part of Paper No.: 20181213
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |sss, 783 von Badinski et al.

TRAVIS R HUNNINGS 2689

Claims renumbered in the same order as presented by applicant (J CPA  (J T.D. (J R1.47
CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original
1 10 19 28 37 46
2 11 20 29 38 47
3 12 21 30 39 48
4 13 22 31 40 49
5 14 23 32 41
6 15 24 33 42
7 16 25 34 43
8 17 26 35 44
9 18 27 36 45
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 43
/TRAVIS R HUNNINGS/ 13 December 2018 . . -
Primary Examiner, Art Unit 2689 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3A
U.S. Patent and Trademark Office Part of Paper No.: 20181213
Page 3 of 3
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EAST Search History

EAST Search History
EAST Search History (Prior Art)

Ref {Hits {{Search Query iDBs Default Plurals {{Time

# Operator Stamp

L1 2032 {§340/539.12.ccls. {jUS-PGPUB; USPAT; EPO; JPO; {OR ON 2018/12/13
DERWENT 09:41

L2 {9630 {g06f1/163.cpc. {{US-PGPUB; USPAT; EPO; JPO; {OR ON 2018/12/13
DERWENT 09:41

EAST Search History (I nterference)

Ref {Hits {Search Query DBs iiDefault Plurals {{Time

7l Operator L tamp

L3 838 1{340/539.12.ccls. USPAT H#OR ON 2018/12/13
09:41

L4 2028 ig06f1/163.cpc. USPAT H#OR ON 2018/12/13
09:41

L5 2862 {3 4 USPAT {#OR ON 2018/12/13
09:41

L6 161 {5 and (window aperture porthole USPAT {OR OFF 2018/12/13
opening) and solar 09:42

12/13/2018 9:42:43 AM
C:\ Users\ thunnings\ Documents\ EAST\ Workspaces\ 15 Series\ 15854783 - Wearable
Device And Data Transmission Method\ 15854783 - 20180718.wsp

file:///C/Users/thunnings/Documents/e-Red%20Folder/15854783/EASTSearchHistory.15854783_Accessible Version.htm[12/13/2018 9:42:48 AM]
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.
Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

151694 7590 12/19/2018 Certificate of Mailing or Transmission
JAMES SCOTT NOLAN I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
P.O. Box 371710 addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
SAN DIEGO. CA 92137 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)l
I APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
15/854,783 12/27/2017 Curt C. von Badinski MOTV100.US02-CIP1 1028
TITLE OF INVENTION: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
| APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 03/19/2019

I EXAMINER | ART UNIT | CLASS-SUBCLASS |
HUNNINGS, TRAVIS R 2689 340-539120
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). (1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1

M| Change of correspondence address (or Change of Correspondence

Address form PTO/SB/122) attached (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2

O e N P 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

|55}

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Motiv Inc. San Francisco, CA

Please check the appropriate assignee category or categories (will not be printed on the patent) : | Individual@ Corporation or other private group entity (J Government

4a. Fees submitted: Xlissue Fee (JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

A Electronic Payment via EFS-Web [ Enclosed check (] Non-electronic payment by credit card (Attach form PTO-2038)

[ The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /JS N/ Date MarCh 1 9, 2019
James Scott Nolan 53,393

Registration No.

Typed or printed name
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PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Petitioner Samsung Ex-1004, 0780



Electronic Patent Application Fee Transmittal

Application Number: 15854783

Filing Date: 27-Dec-2017

Title of Invention: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
First Named Inventor/Applicant Name: Curt C. von Badinski

Filer: James Scott Nolan/Kethya Teuk

Attorney Docket Number: MOTV100.US02-CIP1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount SUB—;S:;)I in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 500 500
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Description Fee Code Quantity Amount SuB—;’g(t;)l in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 500
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Electronic Acknowledgement Receipt

EFS ID: 35471705
Application Number: 15854783
International Application Number:
Confirmation Number: 1028
Title of Invention: WEARABLE DEVICE AND DATA TRANSMISSION METHOD
First Named Inventor/Applicant Name: Curt C. von Badinski
Customer Number: 151694
Filer: James Scott Nolan/KETHYA TEUK
Filer Authorized By: James Scott Nolan
Attorney Docket Number: MOTV100.US02-CIP1
Receipt Date: 19-MAR-2019
Filing Date: 27-DEC-2017
Time Stamp: 19:33:46
Application Type: Utility under 35 USC 111(a)
Payment information:
Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $500
RAM confirmation Number 032019INTEFSW19403000
Deposit Account
Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document s . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (if appl.)
113864
1 Issue Fee Payment (PTO-85B) MOT\”OOT—USOZ—.C'PIL;SUE—FE no 1
e_ ransmitta p db7ec842f16e204a14b0Bac69c1056e075¢
dfo9s
Warnings:
Information:
30313
2 Fee Worksheet (SB06) fee-info.pdf no 2
bac76459fe7b4889d2202ded2e5c3415471
54¢3f
Warnings:
Information:
Total Files Size (in bytes){ 144177

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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e UNITED STATES PATENT AND TRADEMARK OFFICE

ENES UNITED STATES DEPARTMENT OF COMMERCE
R 2 United States Patent and Trademark Office
3 Address: COMMISSIONER FOR PATENTS
P.O.Box 1450
Alexandria, Virginia 22313-1450
WWW.uspto.gov

83

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/854,783 05/07/2019 10281953 MOTV100.US02-CIP1 1028
151694 7590 04/17/2019

JAMES SCOTT NOLAN
P.O. Box 371710
SAN DIEGO, CA 92137

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 0 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants):

Curt C. von Badinski, Valencia, CA;
Motiv Inc., San Francisco, CA;

Peter Miles Twiss, San Mateo, CA;
Daniel Jeffrey Post, Pacifica, CA;
Anthony Ambuehl, El Cerrito, CA;
Michael J. Strasser, San Francisco, CA;
Eric Strasser, San Francisco, CA;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.“SP‘O.gOV

| APPLICATION NUMBER

PATENT NUMBER

GROUP ART UNIT REQUEST ID

15/854,783

10281953

109605

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 170075 on 04/09/2020 via Private PAIR in view

of the certification copied below that authorized the change.

* Correspondence Address

The address for Customer Number 170075 is:

170075

Motiv, Inc.

P.O. Box 371710

SAN DIEGO, CA 92137

1 certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature:

JSN/

Name:

James Scott Nolan

Registration Number:

53393
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UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.“SP‘O.gOV

| APPLICATION NUMBER

PATENT NUMBER

GROUP ART UNIT REQUEST ID

15/854,783

10281953

109605

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 170075 on 04/09/2020 via Private PAIR in view

of the certification copied below that authorized the change.

* Maintenance Fee Address

The address for Customer Number 170075 is:

170075

Motiv, Inc.

P.O. Box 371710

SAN DIEGO, CA 92137

1 certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature:

JSN/

Name:

James Scott Nolan

Registration Number:

53393
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Doc Code: PA..
PTO/AIA/82A (07-13)

Document Description: Power of Attorney Approved for use through 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number 15/854,783

Filing Date 12-27-2017

First Named Inventor Curt C. VON BADINSKI

Title WEARABLE DEVICE AND DATA TRANSMISSION METHOD

Art Unit 2689

Examiner Name HUNNINGS, TRAVIS R

Attorney Docket Number |984SPMO0048US2

SIGNATURE of Applicant or Patent Practitioner
Signature /Steve Y ChO/ Date (Optional) 09_08_2020

Name Steve Y. Cho Registration 44 612

Number

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity) Proxy |nC
, .

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

D *Total of forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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Doc Code: PA..

intion: PTO/AIAB2B (07-13)
Document Description: Power of Attorney Approved for use theough 03/31/2021. OMB 0651-0035

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required to respond to a collection of information unless it displays a valid OMB control number

POWER OF ATTORNEY BY APPLICANT

I hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

{Note: The baxes above may be left blank if information is provided on form PTO/AIA/SZA)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above:

OR 163435

D | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C} as my/four attorney(s) or ageni(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/S2C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR

I:] The address associated with Customer Number: t
OR

[:] Firmor
Individual Name

Address

City | state | fzip |
Country

Telephone I Email I

I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box}.

Proxy, Inc.

D Inventor or Joint inventor (title not required below)
I::] Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign {provide signer’s title if applicant is a juristic entity)

|:] Person Who Otherwise Shows Sufficient Praprietary Interest (e.g., a petition under 37 CFR 1.46{b}(2) was granted in the
application or is concurrently being filed with this document) {provide signer's title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned {(whose titledsstipPlied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature I Date {Optionat) l
Name Denis Mars
Title CEO of Proxy, Inc.

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. {f more than one applicant, use multiple forms,

mTotal of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this fonm andfor suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-3193 and select option 2.
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PTO/AIA/96 (08-12)

Approved for use through 01/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

Applicant/Patent Owner: Proxy; Inc.

Application No./Patent No.: 15/854,783 Filed/Issue Date: 12-27-2017

Titled: WEARABLE DEVICE AND DATA TRANSMISSION METHOD

Proxy, Inc. 3 corporation

(Name of Assignee) (Type of Assignee, .g., corporation, partnership, university, government agency, etc.)

states that, for the patent application/patent identified above, it is (choose one of options 1, 2, 3 or 4 below):
1. The assignee of the entire right, title, and interest.

2. |:| An assignee of less than the entire right, title, and interest (check applicable box):

L] The extent (by percentage) of its ownership interest is %. Additional Statement(s) by the owners
holding the balance of the interest must be submitted to account for 100% of the ownership interest.

|:| There are unspecified percentages of ownership. The other parties, including inventors, who together own the entire
right, title and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

3. |:| The assignee of an undivided interest in the entirety (a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are:

Additional Statement(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.

4. D The recipient, via a court proceeding or the like (e.g., bankruptcy, probate), of an undivided interest in the entirety (a
complete transfer of ownership interest was made). The certified document(s) showing the transfer is attached.

The interest identified in option 1, 2 or 3 above (not option 4) is evidenced by either (choose one of options A or B below):

A. An assignment from the inventor(s) of the patent application/patent identified above. The assignment was recorded in
the United States Patent and Trademark Office at Reel 052419 , Frame 0426 , or for which a copy
thereof is attached.

B. D A chain of title from the inventor(s), of the patent application/patent identified above, to the current assignee as follows:

1. From: To:

The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
2. From: To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

[Page 1 of 2]
This collection of information is required by 37 CFR 3.73(b). The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 12 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark
Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND
TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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PTO/AIA/96 (08-12)
Approved for use through 01/31/2013. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

3. From:

4. From:

5. From:

6. From:

|:] Additional documents in the chain of title are listed on a supplemental sheet(s).

As required by 37 CFR 3.73(c)(1)(i), the documentary evidence of the chain of title from the original owner to the
assignee was, or concurrently is being, submitted for recordation pursuant to 37 CFR 3.11.

[NOTE: A separate copy (i.e., a true copy of the original assignment document(s)) must be submitted to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEP 302.08]

The undersigned (whose title is supplied below) is authorized to act on behalf of the assignee.

STATEMENT UNDER 37 CFR 3.73(c)

To:
The document was recorded in the United States Patent and Trademark Office at
Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.
To:

The document was recorded in the United States Patent and Trademark Office at

Reel , Frame , or for which a copy thereof is attached.

/Steve Y. Cho/ 09-08-2020

Signature Date

Steve Y. Cho 44612

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the
requirements of the Act, please be advised that: (1) the general authority for the collection of this information is 35
U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the
information is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related
to a patent application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark
Office may not be able to process and/or examine your submission, which may result in termination of proceedings
or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records
may be disclosed to the Department of Justice to determine whether disclosure of these records is
required by the Freedom of Information Act.

2. Arecord from this system of records may be disclosed, as a routine use, in the course of presenting
evidence to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the
course of settlement negotiations.

3. Avrecord in this system of records may be disclosed, as a routine use, to a Member of Congress
submitting a request involving an individual, to whom the record pertains, when the individual has
requested assistance from the Member with respect to the subject matter of the record.

4. Arecord in this system of records may be disclosed, as a routine use, to a contractor of the Agency
having need for the information in order to perform a contract. Recipients of information shall be required
to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. Arecord related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. Arecord in this system of records may be disclosed, as a routine use, to another federal agency for
purposes of National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act
(42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General
Services, or his/her designee, during an inspection of records conducted by GSA as part of that agency’s
responsibility to recommend improvements in records management practices and programs, under
authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA
regulations governing inspection of records for this purpose, and any other relevant (i.e., GSA or
Commerce) directive. Such disclosure shall not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either
publication of the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C.
151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the
public if the record was filed in an application which became abandoned or in which the proceedings were
terminated and which application is referenced by either a published application, an application open to
public inspection or an issued patent.

9. Arecord from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Electronic Acknowledgement Receipt

EFS ID: 40510136
Application Number: 15854783
International Application Number:
Confirmation Number: 1028

Title of Invention:

WEARABLE DEVICE AND DATA TRANSMISSION METHOD

First Named Inventor/Applicant Name:

Curt C. von Badinski

Customer Number:

170075

Filer:

Steve Yong Soo Cho/Kyle Routen

Filer Authorized By:

Steve Yong Soo Cho

Attorney Docket Number:

MOTV100.US02-CIP1

Receipt Date: 10-SEP-2020
Filing Date: 27-DEC-2017
Time Stamp: 18:34:26

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:

Document .. . File Size(Bytes Multi Pages
u Document Description File Name ile Size( y M " I. . 9
Number Message Digest | Part/.zip| (ifappl.)

700867
1 Power of Attorney 42J0200.PDF no 2
05565abce6cbb95bae1d6af6ef02bae271e
b652a
Warnings:
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Information:

134799
2 Assignee showing of ownership per 37 42J0202.PDF no 3
CFR3.73
c2cb8d5d%a63e266e0a33791c297a292749)
Warnings:
Information:
Total Files Size (in bytes){ 835666

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NUMBER I FILING OR 371(C) DATE

FIRST NAMED APPLICANT I ATTY. DOCKET NO./TITLE |

15/854,783 12/27/2017

170075

Motiv, Inc.

P.O. Box 371710

SAN DIEGO, CA 92137

Curt C. von Badinski MOTV100.US02-CIP1
CONFIRMATION NO. 1028

POWER OF ATTORNEY NOTICE

A

Date Mailed: 09/15/2020

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 09/10/2020.

« The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).
Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office

of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zabraha/

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/854,783 12/27/2017 Curt C. von Badinski 984SPMO0048US2
CONFIRMATION NO. 1028
163435 POA ACCEPTANCE LETTER
Proxy, Inc.
c/o AMPACG Law Group, PLLC R AP0 L A
000000119839236

6100 219th Street SW, Suite 580

Mountlake Terrace, WA 98043
Date Mailed: 09/15/2020

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY

This is in response to the Power of Attorney filed 09/10/2020.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/zabraha/

page 1 of 1
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Doc Code: MFEE.C.AD
Document Description: Maintenance Fee Address Change
PTG/AIA/AT (11-21}
Appreved for use through 11/30/2024. OMB 065100168
1.5, Patent and Trademark Office; . DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no person is required to respond to a collection of information unless it displays a valid OMB control number,

“FEE ADDRESS” INDICATION FORM

address to:
Mail Stop Maintenance Fee Fax to:
Director of the United States -OR- 571-273-6500

patent and Yrademark Office
P.O. Box 1430
Alexandria, VA 22313-1450

INSTRUCTIONS: The issue fee must have been paid for the application(s) listed on this form. in addition, only an address
represented by a Customer Number can be established as the fee address for maintenance fee purposes {hereafier, fee
address). A fee address should be established when correspondence related to maintenance fees should te mafledtoc a

different address than the corresgondence address for the application.

When to check the first box below: if you have a Customer Number to represent the fee address.

When to check the second hox below: If you have no Customer Number representing the desired fee address, in which case
a completed Request for Customer Number {PTG/SB/125) must be attached to this form. For more information on Customar
Numbers, see the Manual of Patent Examining Procedure {MPEP) § 403,

For the foliowing listed application(s), please recognize as the “Fee Address” under the provisions of 37 CFR 1.363 the
address associated with:

Customer Number: 1 7QO18

OrR

The attached Request for Customer Number form {PTO/SB/125)

PATENT NUNMBER
{if known}

10,281,953 15/854,783

APPLICATION NUMBER

Completed by {check one}: INathan J. Mutter/
. Wil

Applicant/inventor P
i Signature

Attorney or Agent of record /0,107 Nathan J. Mutier

Reg. No. Typed or printed name
Assignee of record of the entire interest. See
37 CFR 3.71. Statement under 37 CFR 3.73{c) 103-473-2700

{Farm PTO/AIA/SE) is enclosed or was filed on -
Requester’s telephone number

{Date)
June 12, 2023

Date
NOTE: Signatures of all the inventors or assignees of record of the entive interest or their representative{s)
Juristic entity, this form must be sig ipie forms if more than one
sjgnature is required, see bhalow™,

e required. if the assighee is a
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U *Total of forms are submitied

A Faderal agency may nat conduct or spanser, 3nd a persen is nat reguired to respond to, nor shall a person be subject te 5 penaity for failure to comply with an
informaticn collection subject to the requirements of the Papen Reduction Act of 1995, unless the infermaticn collection has 3 currently valid OME Centrol
Number, The OM2 Control Number for this information colle 4651-0016. Public burden fur this form is estimated to ave a8 per response,
including the time for reviewing instructions, searching existing data sources, gathering and maintaining the data needed, and completing and reviewing the
information coliection. Send comments rega timate or any other aspect of this information collection, including suggestions for reducing this
wurden to the Chief Administrative Officer, fice, P.0. Box 1450, Alexandria, VA 22313-1450 or

tates Patent and Trademark Off
email informationCollection@uispto.gov. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissicner for Patents, P.O. § 50,
Alexandria, VA 22313-1450.

if you need assistance in completing the form, cail 1-800-FT(-9188 and select option 2.
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Doc Codse: PA.. CTOMAIABZA (7.1
o . AIAZZA (07-13)

Document Description: Power of Altorney Approved for use through 03/31/2021. OMB DA51-0055
U3, Patent and Trademark Office; U.S, DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Adt of 1885, no persons are required to respond fo a colfection of information unless i displays a valid OMB controi number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This formis to be submitted with the Power of Attorney by Applicant form (PTG/AIA/SZE) o identity the appilication to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. if neither form PTO/AIA/BZA nor form PTO/AIAS2B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not pe recognized in the apglicalion.

Application Number 15/854,783

Filing Date 12127712017

First Named inventor von Badinski et al.

Title WEARABLE DEVICE AND DATA TRANSMISSION METHOD

Art Unit 20680

Examiner Name TRAVIS R HUNNINGS

Attorney Docket Number [Q848PMOO048US2

SIGNATURE of Applicant or Patent Practitioner
Signature /Nathan J. Mutter/ cae e | June 12, 2023

Name Nathan J. Mutter Registration 170,107
Number

Title (if Applicant is a Attorney
juristic entity)

Applicant Name (f Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. {f
maore than one applicant, use muifiple forms.

D *Total of forms are submitted.

This coliection of information is required by 37 CFR 1,131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is govemed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This coliection is estimated {0 take 3 minutes {o complete, including gathering, preparing, and submitiing the completed
application form 1o the USPTG. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Comunissioner for Patents, P.O. Box 1480, Alexandria, VA 22313-1480,

if vou need assistance in completing the form, call 1-800-FTO-31989 and sefect option 2.

Petitioner Samsung Ex-1004, 0798



Doc Code: PA,,
Document Description: Power of Altamey

Approved for ‘hr"ugh 87312021, C.VS QGFA»G

RTMF?*."’ oF COMMERCE

Urnider the Papsrwork Reduction Act of 1883, no persons are required to respond fo a colf

POWER OF ATTORNEY BY APPLICANT

{ hereby ravoke all previous powers of altorney given in the application identified in githar the attached transmittal letter or
the poxes below,

Application Number Filing Date

{Note: The boxes above may be left blank if information is provided on form PTO/AIABZA )

i heraby appoint the Patent Praciitioner{s} assaciated with the following Cusiomer Number as mvouwr atiomay(s
to transact all business in the United Stales Patent and Trademark Office connacted therewith for the applicatio
the altached transriiial tetter {form PTO/AIASRA) or identified above:

oR 170018

or agent{s}, and
raferanced in

N
}
*;
Of f

heraby appoint Practiionar{(s} namt—(* in the attached fist {form PTO/AIAB2C) as mylour allarnay{(s) or agent{s), and 1o transaci
aii business in the United States Patent and Trademark Office connected therewith for the patent aopizcataun refarenced in the
aitached transmiital letter form PTC fAiA’BzA) or identified above. (Note: Compilete form PTO/AIAEE

Please recognize or change the correspondence address for the application identified in the attached transmittal
Eetter or the boxes above to:

The address associated with the above-mentioned Custorner Number
OR

The address associated with Custornsr Number:
OR

Fira or
individual Name

Address

City | State | Zi
Country

Telephane l Emait E

{ am the Appilicant (if the Applicant is a juristic entity, list the Apglicant name in the box):

Quraring Inc.

ﬂ invenicr o Jaint inventor {title nol required below)

E] Legal Heprasantative of a Deceased o Legally Incapacitated inventor (litle not required below)

D Assignee of Person i Whom the Inventor is Under ant Obligation to Assign {provide signer's itle if applicant is a juristic entily)

Person Whao Otherwise Shows Sufficient Propristary interest {e.q., @ goést on uﬂdé‘-’ 37 CFR 1,46.{&\}(2} was g
application o is concurrantly baing filed with this document) {pravida signer’s titie if app!:c {is a junstic enti

SIGNATURE of Applicant for Patent
The undersigned {whnse tifle i suppiies below) s authorizad ta act on behalf of the appiicant -’e_g.. where the agplicant is a ju

inted in the

Signature { T bl E Daie {Optiona EMay 26, 2023
Name Thomas Hale
Titie CEQ

ighed by the applicant in accordance with 37 GFR 1.33. See 37 CFR 1.4 for signature requirement

NQTE Signatura - This fo*rr t he
e applicant, use multiple forms.

nd certifications. If more than

D‘Y 0?3& of forras are eubmittéci

o uhn?«h of retain a benetit by the public which is to file {and b
< roﬂex.v. of s es &ed to take 3 minutes 0 comp
3 e the UGRTO.T upen the individual case. Any commentis on the amount
hig burdan, mation Officer, LS. Patant and Trademark Cifice, LS.
2-1459. DO NQT SEND FEES 4R ED FORMS TO THIS ADDRESS. SEND TO: Commissioner

. The information is requ
C. 122 and 37 C‘FR ‘.“'

noe in compieting the form, cail 1-800-FPT(-8188 and seiast option 2.

Petitioner Samsung Ex-1004, 0799



PTO/AIA/9E (08-12)
Approved far use through 11/39/2020. OMB 0651-GC31
1.8, Patent and Trademark Office; U 8. DEPARTMENT OF COMMERGCE

Under the FPaperwork Reduction Act of 1995, no persens are reguired to respond {0 a collection of information uniess it dispiays a valid OMB control number.

STATEMENT UNDER 37 CFR 3.73(c)

von Badinski et al.

Applicant/Patent Owner:

Application No./Patent No.: 15/854,783 Filed/ssue Date: | &/27/2017
Titeg: YVEARABLE DEVICE AND DATA TRANSMISSION METHOD
Quiraring Inc. a corporation

.1,

{Name of Assignee;} {Type of Assignee, e.g., corparation, paninership. univarsity, governmant agency,

states that, for the patent application/patent identified above, it is {choose gne of options 1, 2, 3 or 4 below):
- The assignee of the entire right, title, and interest.

D An assignee of less than the entire right, title, and interest {check applicable box}:
|| The extent (by percentage) of its ownership interest is %. Additional Statement{s) by the owners

holding the balance of the interest must be submitted to account for 100% of the ownearship interest.

[: There are unspecified percentages of ownership. The other parties, including inveniors, who together own the entire
right, title and interest are:

3

Additional Statementi(s) by the owner(s) holding the balance of the interest must be submitted to account for the entire
right, title, and interest.
3. U The assignee of an undivided interest in the entirety {a complete assignment from one of the joint inventors was made).
The other parties, including inventors, who together own the entire right, title, and interest are

Additional Statement{s) by the owner(s} holding the balance of the interest must be submiited to account for the entire

right, title, and interast.

4. D The recipient, via a court proceeding or the like (e.g., bankrupicy, probate), of an undivided interest in the entirety (a
complels transfer of ownership inferest was made). The certified document(s) showing the transier is altachad.

Tha interest identified in opticn 1, 2 or 3 above (not option 4) is evidenced by aither {choose gne of options A or B below):
A, [—E An assignment from the inventor(s) of the patent application/patent identified above. The assignmeant was recorded in

tha United States Patent and Trademark Qffice atRest JFvame , or for which a copy
thereof is attached.

B. I: A chain of title from the inventor(s), of the patent application/patent identified above, {o the current assignee as follows:

i, From: Yon Badinski et al. To: MOTIV INC.
The document was recorded in the United States Patent and Trademark Office at
Reei 044540 , Frame 0845 . Of for which a copy thereof is attached.
5 From: MOTIV INC. To: MOTIVE (ABGC), LLC
The document was recorded in the United States Patent and Trademark Office at
Reei 052304 , Frame 0866 . of for which a copy thereof is attached.
[Page 1 of 2]
This callection of =r‘for":ai on is required by 37 CF "S(bu. The information is required to abtain ar refain a benefit b,/ the public which is to file {and by the LUSPTC to

12 minutes to complete, including
1ents on the amount

identiality is co«er'\cd oy 35 U.8.C. 122 and 37 GFR 1.11 and 1.14. This coilection is

process) an appli
ng the complatad application k)fr.- to the USPTO. Time will vary depending upo

gai.\ﬁ. g, pvepu

of time )OJ require toc complete this form and/or sugge s for reducing this burden, should be sent to the Chief information ¢ L ULS, Patent and Trademark
Office, 1.8, Department of Commerce, 2.0, Box 1450, Alexangria, VA 22313-1450. DO NOT S8END FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND

TO: Commissiuner for Patents, P.O. Box 1450, Alexandria, VA 2253131450,

If you need assistance in completing the form, call 1-800-PT0-9199 and select option 2.

Petitioner Samsung Ex-1004, 0800



PTO/AIA/GS {08-12)
11/30/2020. CMR 6! 031
ARTMENT OF COM CE
on uniess it displays a valid OMB contrel number.

Approved
LiS. Patent and Trademark ©
Under the Paperwork Reduction Act of 1995, no persons are ragquired {0 respend to a collaction of inform

STATEMENT UNDER 37 CFR 3.73(c}

3 From: MOTIV (ABC), LLC PROXY, INC.

To:

The document was recerded in the United States Patent and Trademark Office at
Reel U52419 . Frame 0426 , or for which a copy theredt ig attached.
4. From: PROXY, INC. To: TWVIN MERGER SUB U, LLC

The document was recorded in the United States Patent and Trademark Office at

Ree 063805 . Frame 0053 . or for which a copy thereof is attached.
5 From: [WINMERGER SUBH, LLC To: CURARING INC,

The document was recorded in the United States Patent and Trademark Gffice at

Ree 083803 , Frame geoc . of for which a copy thereof is attached.
&. From: To:

The document was recorded in the United States Patent and Trademark Office at

Peet , Frame . or for which a copy thereof is attached.

H Additional documents in the chain of fitle are lisied on a supplemental sheetis).

m As required by 37 GFR 3.73{c){1}(1), the documentary evidence of the chain of title from the original owner {c the
assignes was, or concurrently is being, submittad for recordation pursuant to 37 CFR 3.11.

INOTE: A separate copy {i.e., a true copy of the original assignment docurnent(s)) must be submittad to Assignment
Division in accordance with 37 CFR Part 3, to record the assignment in the records of the USPTO. See MPEPR 302.08]

The undersigned {whose title is supplied below) is authorized 1o act on behalf ¢of the assignes.

/Nathan J. Mutter/ 2023-06-12

Signature Date

Nathan J. Mutter 70,107

Printed or Typed Name Title or Registration Number

[Page 2 of 2]
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UNITED STATES
PATENT AND TRADEMARK OFFICE T wWeeruSpio. g

Page 1 of 2

, ) P03, Box 1450
Alexandriz, VA 22313 - 1450

ELECTRONIC ACKNOWLEDGEMENT RECEIPT

APPLICATION #

15/854,783

RECEIPT DATE / TIME ATTORNEY DOCKET #

06/12/2023 07:42:16 PM ET 984SPMO0048US2

Title of Invention

WEARABLE DEVICE AND DATA TRANSMISSION METHOD

Application Information

APPLICATION TYPE

CONFIRMATION #
PATENT CENTER #

CUSTOMER #

CORRESPONDENCE
ADDRESS

Documents

DOCUMENTY

Utility - Nonprovisional Application PATENT # 10281953
under 35 USC 111(a)

1028

62254954

163435

158547831028 _F738TMT pat

158547831028_FAC pdi

158547831028 _POA pdi

Digest

DOCUMENT

FILED BY Sherry Soares
FILING DATE 12/27/2017

FIRST NAMED  Curt C. von Badinski
INVENTOR

AUTHORIZED BY  Nathan Mutter
TOTAL DOCUMENTS: 3

FAGES  DESCORIPTION SIZE (KB}

o]

Assignee showing of ownership 104 KB
per 37 CFR 3.73

i Maintenance Fee Address 173 KB
Change
2 Power of Atlomey F22 KB

MESSAGE MGEST{SHA-Z12)

Petitioner Samsung Ex-1004, 0802



Page 2 of 2

158547831028 _3735TMT pdi 7O0B41SFTREESCBESTCIGEFARTIUBFDC4ABESSDEE4BB4358
DOSEFOOBRIDAE1550800RCBRY2A2C0R238181DD3CFARS21ES
CAFoBS247068B7AT4CFTOREATEDDT

158547831028 _FAC pdi TEAAB4EEF4504480D8C388297A05 F'}FAOG@%OEFBGFFBE? 8880
10D360Y7H1A4FEOBBADIAZT7884AR27BO7EIF207AG261 2019
13507 198023EC11780F4030CC0ER48

158547831028 _POA pdi FR72285EDBCEEFASNEZDATRTEZYISADEE2BATEBOCEADTE4TE
DBEFIC08EETDIFEBASATOURFESSE10ATVZLAFEADESZAR4D270
0108248194201 2402401 E1245B0AY

This Acknowledgemant Receipt avidences racaipt on tha notad cate by thes USPTO of the indicated docurnents, characis
oy tha appheant, and including page counts, where appiicabia. It servas as avidence of raceint similar o a Post Gard, as
described in MPE !—‘ 503.

New Applications Under 38 UB.C 1

i a new application is being filed and the application inciudas the necessary companents for fling dale (sea 37 OFR 1.583(b)-{ch
and MPEP 308), a Flling Receipt (37 CFR 1.54) will ba lssued in due courss and the date shown on this Acknowledgement
Receipt will astablish the filing date of the application

National Stage of an international Apphcation under 35 U.S.C, 371

if atimely submission o enter the national Eag of an infernational application is compliant with the conditions of 35 U.S.C
371 and other applicable requirsments a F OGNS Indicaling acceptancs of the application as a national stage
submission under 33 U.B.C. 371 will be issusd in addition {o the Filing Recsipl, in dus course.

New International Application Flled with the USPTO as a Recslving Office

# a new intermational application is being Hed and the Intermalional application includaes the necessary components for an
international filing date (see PCT Articks 11 and MPER 1510}, a Notification of the Intarnational App ior Number and of the
international F g (Form POT/ROM0E) will be issued in dus courss, subject 3 concaming national security,
and tha date shown on this Acknowledger “wi Receipt will sstablish the international mmg «u:a of the application.

M_
Ta«

Petitioner Samsung Ex-1004, 0803



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/854,783 12/27/2017 Curt C. von Badinski 984SPMO0048US2
CONFIRMATION NO. 1028
163435 POWER OF ATTORNEY NOTICE
Proxy, Inc.

c/o AMPACC Law Group, PLLC
6100 219th Street SW, Suite 580
Mountlake Terrace, WA 98043

(AW ]

Date Mailed: 06/15/2023

NOTICE REGARDING CHANGE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/12/2023.

» The Power of Attorney to you in this application has been revoked by the applicant. Future correspondence
will be mailed to the new address of record(37 CFR 1.33).

/sltorres/

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

page 1 of 1
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandria, Virginia 22313-1450

WWW.USpto.gov

APPLICATION NUMBER FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/854,783 12/27/2017 Curt C. von Badinski 984SPMO0048US2
CONFIRMATION NO. 1028
179918 POA ACCEPTANCE LETTER

Holland & Hart LLP/Oura Health Oy
P.O. Box 11583
Salt Lake City, UT 84147

(AW

JI

Date Mailed: 06/15/2023

NOTICE OF ACCEPTANCE OF POWER OF ATTORNEY
This is in response to the Power of Attorney filed 06/12/2023.

The Power of Attorney in this application is accepted. Correspondence in this application will be mailed to the
above address as provided by 37 CFR 1.33.

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/sltorres/

page 1 of 1

Petitioner Samsung Ex-1004, 0805





