Case 1:22-cv-01331-RP Document 14 Filed 12/29/22 Page 1ofl

AO 120 (Rev. 08/10)
TO: Mail Stop 8 . REPORT ON THE
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
Jn Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you arc hereby advised that a court action has been
filed in the U.S. District Count Western District of Texas - Austin Division on the following
] Trademarks ot [ Patents. ( [] the patent action involves 35 U.S.C. §292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT )
1:22-cv-1331 12/19/2022 Western District of Texas - Austin Division
PLAINTIFF DEFENDANT
NETWORK SYSTEM TECHNOLOGIES, LLC QUALCOMM INCORPORATED, et al.
PATENT OR DATE OF PATENT - I .
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR T RADEMARK
1 7,366,818 4/29/2008 Network System Technologies, LLC
7 7,373,449 5/13/2008 Network System Tech nologies, LLC
3 7,594,052 9/22/2009 Network System Technologies, LLC
4 7,769,893 8/3/2010 Network System Technologies, LLC
5 8,072,893 12/8612011 Network System Technologies, LLC
5 8,086,800 12/27/12011 Network System Technologies, LLC
In the above-—entilled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[} Amendment 1 Answer [ Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT . ; . .
TRADEMARE NO. OR TRADEMARK. HOLDER OF PATENT OR [RADEMARK
1
2
3
4
5
In the above—entitled case. the following decision has been rendered or judgement issued:
DECISION/JUDGEMENT
CLERK (BY) DEPUTY CLERK DATE

Copy 1—Upen initiation of action, mail this copy to Director Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy
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Case 1:22-cv-01331-RP Document 3 Filed 12/20/22 Page 1 of 1

AQ 120 (Rev. 08/10)

TO- Mail Stop 8 REPORT ON THE
' Dircctor of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
Tn Compliance with 35 U.8.C. § 290 and/or 15 U.S.C. § 1116 you are hereby advised that a court action has been
filed in the U.S. District Court Woestern District, Austin on the following
[ Trademarks or [ Patents. ( [T the patent action involves 35 U.S.C. § 292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT
1:22-cv-01331-RP 12/19/2022 Western District, Austin
PLAINTIFF DEFENDANT

Network System Technologies, LLC Qualcomm Incorporated et al

PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,366,818 4/29/2008
2 7373,449 5/13/2008
3 7,694,052 9/22/2009
4 7,769,893 8/3/2010
5 8,072,893 12/6/2011
In the above—entitled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[ Amendment O Answer (] Cross Bill O Other Pleading
PATENT OR DATE OF PATENT
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1
2
3
4
5

In the above—entitled case, the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT
CLERK (BY),DEPUTY CLERK .3 . ' DATE
Philip J. Devlin Kokiors A Tl 12/20/2022

Copy 1—Upoen initiation of action, mail this copy to Director  Copy 3—Upon termination of action, mail this copy to Director
Copy 2—Upon filing document adding patent(s), mail this copy to Director Copy 4—Case file copy

e sk = Rese |
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Case 1:22-cv-01331-RP Document 14 Filed 12/29/22 Page 1ofl

AO 120 (Rev. 08/10)

REPORT ON THE

NETWORK SYSTEM TECHNOLOGIES. LLC

TO: Mail Stop 8 .
' Director of the U.S. Patent and Trademark Office FILING OR DETERMINATION OF AN
P.0. Box 1450 ACTION REGARDING A PATENT OR
Alexandria, VA 22313-1450 TRADEMARK
Jn Compliance with 35 U.S.C. § 290 and/or 15 U.S.C. § 1116 you arc hereby advised that a court action has been
filed in the U.S. District Count Western District of Texas - Austin Division on the following
S e
] Trademarks ot ™ Patents.  ( [] the patent action involves 35U.8.C. §292.):
DOCKET NO. DATE FILED U.S. DISTRICT COURT )
1:22-cv-1331 12/19/2022 Western District of Texas - Austin Division
PLAINTIFF DEFENDANT

QUALCOMM INCORPORATED, et al.

PATENT OR DATE OF PATENT B . }
TRADEMARK NO. OR TRADEMARK HOLDER OF PATENT OR TRADEMARK
1 7,366,818 4/29/2008 Network System Technologies, LLC
7 7,373,449 5/13/2008 Network System Tech nologies, LLC
3 7,594,052 9/22/2009 Network System Technologies, LLC
4 7,769,893 8/3/2010 Network System Technologies, LLC
5 8,072,893 12/8612011 Network System Technologies, LLC
5 8,086,800 12/27/12011 Network System Technologies, LLC
In the above-—entilled case, the following patent(s)/ trademark(s) have been included:
DATE INCLUDED INCLUDED BY
[} Amendment 1 Answer [ Cross Bill [] Other Pleading
PATENT OR DATE OF PATENT . s . -
TRADEMARE NO. OR TRADEMARK. HOLDER OF PATENT OR [RADEMARK

In the above—entitled case. the following decision has been rendered or judgement issued:

DECISION/JUDGEMENT

CLERK

(BY) DEPUTY CLERK

DATE

Copy
Copy 2—U

1—Upon initiation of action, mail this eopy te Director
pon filing document adding patent(s), mail this copy to Director

Copy 3—Upon termination of action,

Copy 4—Case file copy

mail this copy to Director

Qualcomm Ex. 1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USP[O,gOV

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
10/530,267 05/13/2008 7373449 NL 021031 3641
24737 7590 04/23/2008
PHILIPS INTELLECTUAL PROPERTY & STANDARDS
P.0. BOX 3001

BRIARCLIFF MANOR, NY 10510

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 270 day(s). Any patent to issue from the above-identified application will
include an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the
Office of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee
payments should be directed to the Customer Service Center of the Office of Patent Publication at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WERB site http://pair.uspto.gov for additional applicants):

Andrei Radulescu, Eindhoven, NETHERLANDS;
Kees Gerard Willem Goossens, Eindhoven, NETHERLANDS;

IR103 (Rev. 11/05)

Qualcomm Ex. 1002
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‘ ' PART B - FEE(S) TRANSMITTAL

vy
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be_used for transmitting the ISSUE FEE and PUBLICATION FEE (if required{). Blocks 1 through 5 should be completed where

apgropnate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as

indicated unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of _maxlmF can only be used for domestic mailings of the

. Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Rapeljs. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission. .

24737 7590 01/09/2008
Certificate of Mailing or Transmission
PHILIPS INTELLECTUAL PROPERTY & STANDARDS - .Lhereb ccrti? that this Fee(s) Transmittal is being deposited with the United
P.O. BOX 3001 ’ States Postal Service with sufficient postage for first class mail in an envelope
el addressed to the Mail Stog ISSUE FEE address above, or being facsimile
BRIARCLIFF MANOR, NY 10510 ‘ transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR l ATTORNEY DOCKET NO. CONFIRMATION NO. |
~ 10/530,267 04/05/2005 Andrei Radulescu NL 021031 3641
TITLE OF INVENTION: INTEGRATED CIRCUIT AND METHOD FOR ESTABLISHING TRANSACTIONS
[ APPLN.TYPE SMALL ENTITY J ISSUE FEE DUE I PUBLICATION FEE DUE I PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE DATE DUE |
nonprovisional NO $1440 $300 $0 $1740 04/09/2008
| EXAMINER g awrowr | crasssuscLass |
PHAN, RAYMOND NGAN 211 710-316000

1. Chzlmfé())f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR (1) the names of up to 3 registered patent attorneys
[ Change of corréspondence address (or Change of Correspondence oor agents OR, altematively,

Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2

(] *Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 r‘i%lStefed patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

KONINKLIJKE PHILIPS ELECTRONICS N.V. ’ EINDHOVEN, THE NETHERLANDS

Please check the appropria:te assignee category or categories (will not be printed on the patent) : O Individuat & Corporation or other private group entity O Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
B Issue Fee ' (] A check is enclosed.
& Publication Fee (No small entity discount permittedy O Payment by credit card. Form PTO-2038 is attached.
(O Advance Order - # of Copies (X The Director is hereby authorized to charge the required fee%s), any deficiency, or credit artl_y
overpayment, to Deposit Account Number _14-1270  (enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above) .
Py Applicant claims SMALL ENTITY status. See 37 CFR 1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attorney or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office. .

Authorized Signature Daniel J. Piotrowski Date April 8, 2008

Typed or printed name Daniel J. Piotrowski Registration No. __ 42,079

This collection of information is required by 37 CFR 1,311. The information is reﬂiqired to obtain or retain a benefit by the public which is to file (and by the USPTO to process)

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and
submitting the completed application form to the USPTO. Time will varz depending upon the individual case. Any comments on the amount of time you require to complete

this form and/or st:&gestxgnq for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. Department of Commerce,%.o.

Box 1450, Alexandria, erfxma 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450,
Alexandria, Virginia 22313-1450.

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010. OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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Electronic Patent Application Fee Transmittal

Application Number:

10530267

Filing Date:

05-Apr-2005

Title of Invention:

APPARATUS AND METHOD FOR COMMUNICATING IN AN

INTEGRATED CIRCUIT

First Named Inventor/Applicant Name:

Andrei Radulescu

Filer:

Daniel J. Piotrowski/Patti DeMichele

Attorney Docket Number:

NL 021031

Filed as Large Entity

U.S. National Stage under 35 USC 371 Filing Fees

Description Fee Code Quantity Amount Sultj-s'l'[c;(t;)l in
Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Utility Appl issue fee 1501 1 1440 1440
Publ. Fee- early, voluntary, or normal 1504 1 300 300

Qualcomm Ex. 1002
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Description Fee Code Quantity Amount SUB'STS(t;)I in
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1740

Qualcomm Ex. 1002
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Electronic Acknowledgement Receipt

EFS ID: 3119656
Application Number: 10530267
International Application Number:
Confirmation Number: 3641

Title of Invention:

APPARATUS AND METHOD FOR COMMUNICATING IN AN

INTEGRATED CIRCUIT

First Named Inventor/Applicant Name:

Andrei Radulescu

Customer Number:

24737

Filer:

Daniel J. Piotrowski/Patti DeMichele

Filer Authorized By:

Daniel J. Piotrowski

Attorney Docket Number: NL 021031
Receipt Date: 08-APR-2008
Filing Date: 05-APR-2005
Time Stamp: 14:42:21

Application Type:

U.S. National Stage under 35 USC 371

Payment information:

Submitted with Payment

yes

Payment Type Deposit Account

Payment was successfully received in RAM $1740

RAM confirmation Number 8273

Deposit Account 141270

Authorized User

File Listing:

Document - . File Size(Bytes) Multi Pages
Number Document Description File Name /Message Digest| Part/.zip| (if appl.)

Qualcomm Ex. 1002
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109572
1 Issue Fee Payment (PTO-85B) NL0210317IF7f2008Apr08.pd no 1
ba1db76ca803eb8233¢cc959d0fde984d
7d406ced
Warnings:
Information:
8346
2 Fee Worksheet (PTO-06) fee-info.pdf no 2
9a0e53fe 1460d57110b16cb6ci2b64dds
c3b7667
Warnings:
Information:
Total Files Size (in bytes); 117918

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt
similar to a Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see
37 CFR 1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date
shown on this Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions
of 35 U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the
application as a national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt,
in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary
components for an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the
International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.

Qualcomm Ex. 1002
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Page 1 of 1

UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto,gov

BIB DATA SHEET
CONFIRMATION NO. 3641

SERIAL NUMBER FILINg e 371(c) CLASS GROUP ART UNIT ATTORNEg.DOCKET
10/530,267 04/05/2005 710 2111 NL 021031
RULE
APPLICANTS

Andrei Radulescu, Eindhoven, NETHERLANDS;
Kees Gerard Willem Goossens, Eindhoven, NETHERLANDS;

** CONTINUING DATA
This application is a 371 of PCT/IB03/04414 10/07/2003

*k FOREIGN APPLICAT'ONS TRREAARAREAR AN RA ARk A hhhd
EUROPEAN PATENT OFFICE (EPO) 02079196.8 10/08/2002

** IF REQUIRED, FOREIGN FILING LICENSE GRANTED **

Foreign Priority claimed s O no v STATE OR SHEETS TOTAL [INDEPENDENT
35 USC 119(a-) conditions met 2 ves O no | O Metafter COUNTRY |DRAWINGS | CLAIMS CLAIMS
nggzngggea Examiners Signature Tnitials NETHERLAN DS 1 7 2
ADDRESS
PHILIPS INTELLECTUAL PROPERTY & STANDARDS
P.O. BOX 3001

BRIARCLIFF MANOR, NY 10510
UNITED STATES

TITLE
w)/ C‘ APPARATUS AND METHOD FOR COMMUNICATING IN AN INTEGRATED CIRCUIT

,},U |EI All Fees |
FEES: Authory has been given i P |0 1.16 Fees (Filing) |

FILING FEE . Authon as been given In Faper N -
RECEIVED |No. to charge/credit DEPOSIT ACCOUNT |0 1.17 Fees (Processing Ext. of time) |

900 No. for following: |CI 1.18 Fees (Issue)
O Other
0 Credit J
BIB (Rev. 05/07).

Qualcomm Ex. 1002
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450
WWW.USPLO.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

24737 7590 01/09/2008 I EXAMINER |
PHILIPS INTELLECTUAL PROPERTY & STANDARDS PHAN, RAYMOND NGAN -
P.0. BOX 3001 i ART UNIT i PAPER NUMBER i

BRIARCLIFF MANOR, NY 10510 2111

DATE MAILED: 01/09/2008

I APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR I ATTORNEY DOCKET NO. | CONFIRMATION NO. I

10/530,267 04/05/2005 Andrei Radulescu NL 021031 . 3641
TITLE OF INVENTION: INTEGRATED CIRCUIT AND METHOD FOR ESTABLISHING TRANSACTIONS

I APPLN. TYPE | SMALL ENTITY ISSUE FEE DUE |PUBLICATION FEE DUE I PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional NO $1440 $300 $0 $1740 04/09/2008

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE
MAILING DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS
STATUTORY PERIOD CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES
NOT REFLECT A CREDIT FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS
PREVIOUSLY BEEN PAID IN THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM
WILL BE CONSIDERED A REQUEST TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW
DUE. -

HOW TO REPLY TO THIS NOTICE:

I. Review the SMALL ENTITY status shown above.

If the SMALL ENTITY is shown as YES, verify your current If the SMALL ENTITY is shown as NO:
SMALL ENTITY status:

A. If the status is the same, pay the TOTAL FEE(S) DUE shown A. Pay TOTAL FEE(S) DUE shown above, or
above.

B. If the status above is to be removed, check box 5b on Part B - B. If applicant claimed SMALL ENTITY status before, or is now
Fee(s) Transmittal and pay the PUBLICATION FEE (if required) claiming SMALL ENTITY status, check box 5a on Part B - Fee(s)
and twice the amount of the ISSUE FEE shown above, or Transmittal and pay the PUBLICATION FEE (if required) and 1/2

the ISSUE FEE shown above.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should . be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recogmzmg
the paper as an equivalent of Part B.

III. All communications regarding this application must give the applxcatlon number. Please direct all communications prior to issuance to
Mail Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Utility patents issuing on applications filed on or after Dec. 12, 1980 may require payment of
maintenance fees. It is patentee's responsibility to ensure timel_y payment of maintenance fees when due.

Page 1 of 3
PTOL-85 (Rev. 08/07) Approved for use through 08/31/2010.
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: : PART B - FEE(S) TRANSMITTAL

[
Complete and send this form, together with applicable fee(s), to: Mail Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450
or Fax (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required{). Blocks 1 through 5 should be completed where

appropriate. All further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current corres ndence address as

ingicatcd unless corrected below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for
maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Note: A certificate of mailing can only be used for domestic mailings of the

Fee(s) Transmittal. This certificate cannot be used for any other accompanying

Eapers. Each additional paper, such as an assignment or formal drawing, must

ave its own certificate of mailing or transmission. .

24737 7590 01/09/2008
Certificate of Mailing or Transmission
PHILIPS INTELLECTUAL PROPERTY & STANDARDS - .1 hereby certify that this Fcc$§’) Transmittal is being deposited with the United
P.O. BOX 3001 ‘ States Postal Service with sufficient postage for first class mail in an envelope
e addressed to the Mail Stog ISSUE FEE address above, or being facsimile
BRIARCLIFF MANOR, NY 10510 , transmitted to the USPTO (571) 273-2885, on the date indicated below.
(Depositor's name)
(Signature)
(Date)
APPLICATION NO. FILING DATE I FIRST NAMED INVENTOR ] ATTORNEY DOCKET NO. l CONFIRMATION NO.
- 10/530,267 04/05/2005 Andrei Radulescu NL 021031 3641
TITLE OF INVENTION: INTEGRATED CIRCUIT AND METHOD FOR ESTABLISHING TRANSACTIONS
[ APPLN. TYPE SMALL ENTITY J ISSUE FEE DUE I PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE
nonprovisional NO $1440 $300 $0 $1740 04/09/2008
{ EXAMINER | arTuwr | cLasssuscLass |
PHAN, RAYMOND NGAN 2111 710-316000

1. Chanf&())f correspondence address or indication of "Fee Address" (37 2. For printing on the patent front page, list

CFR1 (1) the names of up to 3 registered patent attorneys
(3 Change of correspondence address (or Change of Correspondence or agents OR, alternatively,

Address form PTO/SB/122) attached. (2) the name of a single firm (having as a member a 2

(] "Fee Address" indication (or "Fee Address" Indication form registered attorney or agent) and the names of up to
PTO/SB/47; Rev 03-02 or more recent) attached. Use of a Customer 2 r%%lstered patent attorneys or agents. If no name is 3
Number is required. listed, no name will be printed.

w

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document has been filed for
recordation as set forth in 37 CFR 3.11. Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

Please check the appropria:te assigilec category or categories (will not be printed on the patent) : O Individual 3 Corporation or other private group entity O Government

4a. The following fee(s) are submitted: 4b. Payment of Fee(s): (Please first reapply any previously paid issue fee shown above)
U issue Fee ' [ A check is enclosed.
(O Publication Fee (No small entity discount permitted) ) a Payment by credit card. Form PTO-2038 is attached.
(O Advance Order - # of Copies [ The Director is hereby authorized to charge the required fee%s), any deficiency, or credit art!y
overpayment, to Deposit Account Number enclose an extra copy of this form).

5. Change in Entity Status (from status indicated above) .
Qa. Applicant claims SMALL ENTITY status. See 37 CFR '1.27. Ob. Applicant is no longer claiming SMALL ENTITY status. See 37 CFR 1.27(g)(2).

NOTE: The Issue Fee and Publication Fee (if required) will not be accepted from anyone other than the applicant; a registered attomey or agent; or the assignee or other party in
interest as shown by the records of the United States Patent and Trademark Office. .

Authorized Signature Date

Typed or printed name Registration No.

This collection of information is required by 37 CFR 1.311. The information is required to obtain or retain a benefit bg the public which is to file (and by the USPTO to process)

an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, preparing, and

submutting the completed application form to the USPTO. Time will vaa/ dceg§ndm§ upon the individual case. Any comments on the amount of time you require to complete
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Application No. Applicant(s)
. . 10/530,267 RADULESCU ET AL.
Notice of Allowability Examiner Art Unit
Raymond Phan 2111

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1. This communication is responsive to the amendment filed on December 1, 2007.

2. X The allowed claim(s) is/are 1-18.

3. [J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

a)[d Al b)[J Some* ¢)[JNone of the: )
1. [ Certified copies of the priority documents have been received.
2. [ Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage appllcatlon from the

International Bureau (PCT Rule 17. 2(a))
* Certified copies not received: ______
Applicant has THREE MONTHS FROM THE “MAILING DATE" of this communication to file a reply complying with the requirements

noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

4. [] A SUBSTITUTE OATH OR DECLARATION must be submitted. Note the attached EXAMINER'S AMENDMENT or NOTICE OF
INFORMAL PATENT APPLICATION (PTO-152) which gives reason(s) why the oath or declaration is deficient.

5. [[] CORRECTED DRAWINGS ( as “replacement sheets”) must be submitted.
(a) O including changes required by the Notice of Draftsperson’s Patent Drawing Review ( PTO-948) attached
1) [J hereto or 2) [] to Paper No./Mail Date

o O includihg changes required by the attached Examiner's Amendment / Comment or in the Office action of

Paper No./Mail Date
Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of
each sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6. (] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)
1. [ Notice of References Cited (PTO-892) 5. [J Notice of Informal Patent Application
2. [ Notice of Draftperson's Patent Drawing Review (PTO-948) 6. [ Interview Summary (PTO-413),
. Paper No./Mail Date _____ .

3. [0 information Disclosure Statements (PTO/SB/08), 7. [0 Examiner's Amendment/Comment

Paper No./Mail Date
4. [] Examiner's Comment Regarding Requirement for Deposit 8. X Examiner's Statement of Reasons for Allowance

of Biological Material a

9. [] Other . /

Raymond Phan
Patent Examiner
Tech Center 2100

U.S. Patent and Trademark Office
PTOL-37 (Rev. 08-06) Notice of Allowability Part of Paper No./Mail Date 200712221
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Application/Control Number: 10/530,267 Page 2
Art Unit: 2111
Allowable Subject Matter

1. Claims 1-18 are allowable over the prior art of records.
2. The following is an Examiner's statement of reasons for the indication of
allowable subject matter: Claims 1, 7, are allowable over the prior art of record
because the prior arts, cited in its entirety, or in combination, do not teach wherein
the resource manager determines whether the at least one connection with the
communication channels is available based on the connection properties'being
available.

The remaining claims, not specifically mentioned, are allowed for the same

rationale as set for their dependent claims.

3. Any comments considered necessary by applicant must be submitted no later
than the payment of the Issue Fee and, to avoid processing delays, should
preferable accompany the Issue Fee. Such submissions should be élearly labeled

"Comments on Statement of Reasons for Allowance."

4, Any inquiry concerning this communication or earlier communications from the examiner should be directed to
examiner Raymond Phan, whose telephone number is (571) 272-3630. The examiner can normally be reached on Monday-
Friday from 7:30AM-4:00 PM. The Group Fax No. (571) 273-8300.

Communications via Internet e-mail regarding this application, other than those under 35 U.S.C. 132 or which )

. otherwise require a signature, may be used by the applicant and should be addressed to [raymond.phan@uspto.gov].

All Internet e-mail communications will be made of record in the application file. PTO employees do not engage in
Internet communications where there exists a possibility that sensitive information could be identified or exchanged unless the
record includes a properly signed express waiver of the confidentiality requirements of 35 U.S.C. 122. This is more clearly set
forth in the Interim Internet Usage Policy published in the Official Gazette of the Patent and Trademark on February 25, 1997 at
1195 OG 89. :

Information regarding the status of an application may be obtained from the Patent Application Information Retrieval
(PAIR) system. Status information for published applications may be obtained from either Private PAIR or Public PAIR. Status
information for unpublished applications is available through Private PAIR only. For more information about the PAIR system,
see http://pair-direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic Business
Center (EBC) at 866-217-9197 (toll-free).

Any inquiry of a general nature or relating to the status of this application should be directed to the TC2100 central
telephone number is (571) 272-2100.

Raymond Phan
Patent Examiner
Tech Center 2100
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

RADULESCU et al. Examiner: Phan, Raymond N.
Application S/No.: 10/530,267 Group Art Unit: 2111
Filed: April 5, 2005 Confirmation No.: 3641

Attorney Docket No.: NL021031US

For: Integrated Circuit and Method for Establishing Transactions

AMENDMENT
Attn: Mail Stop AMENDMENT
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:

In response to the Office Action mailed on August 23, 2007, Applicants submit

herewith the following amendments and remarks.

Amendments to the Claims are reflected in the listing of claims, which begins on page
2 of this paper.

Remarks/Arguments begin on page 6 of this paper.

{WP449616;1}
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PATENT
Appl. No. 10/530,267 : DocketNo. NL021031US
Response to Office Action of August 23, 2007

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the
application.

Listing of Claims:

1. (Currently Amended) Integrated circuit comprising a plurality of processing modules
(M; I; S; T), anrd-a network (N; RN),_and at least one resource manager (RM) for
managing resources of the network (N), wherein the modules, network and resource

manager are disposed on a chip and arranged for providing at least one connection

between a first and at least one second module, wherein the at least one connection
comprises a set of communication channels each having a set of connection properties,
the connection properties of the different communication channels of said connection
being adjustable independently, wherein said connection supports transactions
comprising at least one of outgoing messages from the first module to the second
module and return messages from the second module to the first module, wherein the

resource manager determines whether the at least one connection with said

communication channels is available based on the connection properties being

available.

2. (Currently Amended) Integrated circuit according to claim 1, further comprising: at
least one communication managering-means (CM) for managing the communication

between different modules:-and-at-least-one-resource-managing-means-{(RM)-for
managing-theresowrces-oi-the-network-(h.

3. (Currently Amended) Integrated circuit according to claim 2, wherein said first module
(M; 1) is adapted to issue a request (REQ) for a connection with at least one of said
second modules to said communication managerirg-means (CM), said communication
managerinrg-means (CM) is adapted to forward said request (REQ) for a connection with
communication channels each having a specific set of connection properties to said

resource managering-means (RM), said resource managering-means- (RM) is-adapted

{WP449616;1} 2
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PATENT
Appl. No. 10/530,267 DocketNo. NL0O21031US
Response to Office Action of August 23, 2007
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with-said-specific-connectionproperties-are-availablerand-te-responding with the

availability of the requested connection to said communication managering-means

o it A <

(CM), wherein a connection between the first and second module is established based

on the available properties of said communication channels of said connection.

4. (Currently Amended) Integrated circuit according to claim 2, wherein said
communication managering-means (CM) is adapted to reject establishing a connection
based on the available connection properties when the available connection properties
are not sufficient to perform the requested connection between said first and second
module (M, I, S, T).

5. (Currently Amended) Integrated circuit according to claim 2, wherein said
communication managering-means- (CM) is adapted to request a reset of the
connection between said first and second module(M, I, S, T), when said modules have
successfully performed their transactions.

6. (Previously Presented) Integrated circuit according to claim 2, further comprising: at
least one network interface means (NI), associated to each of said modules, for
managing the communication between said modules and said network (N).

7. (Currently Amended) Method for exchanging messages in an integrated circuit
comprising a plurality of modules, the messages between the modules being
exchanged over connections via a network, wherein said connections comprises a set
of communication channels each having a set of connection properties, any
communication channel being independently configurable, wherein said connection
through the network supports transactions comprising at least one of outgoing
messages from the first module to the second module and return messages from the

second module to the first module and further comprising the steps of:

{WP449616;1} 3
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PATENT
Appl. No. 10/530,267 DocketNo. NL021031US
Response to Office Action of August 23, 2007

the first module issuing a request for a connection with the second module to a

communication manager, wherein the request comprises desired connection properties

associated with the sets of communication channels:

the communication manager forwarding the request to a resource manager:

the resource manager determining whether a target connection with the desired

connection properties is available:

the resource manager responding with the availability of the target connection to

the communication manager; and

the target connection between the first and second module being established

based on the available properties of said communication channels of said connection.

8. (Previously Presented) The Integrated circuit of claim 1, further comprising at least
one of a switch and a router.

9. (Previously Presented) The Integrated circuit of claim 1, further comprising a chip,
wherein the processing modules and the network are disposed on said chip.

10. (Previously Presented) The method of claim 7, wherein the network manages traffic
utilizing at least one of a switch and a router.

11. (Pre\)iously Presented) The method of claim 7, wherein the processing modules and
the network are disposed on a chip.

12. (New) The Integrated circuit of claim 1, wherein the connection properties comprise

at least one of data transport ordering, flow control, throughput, latency, and lossiness.

13. (New) The method of claim 7, wherein the connection properties comprise at least
one of data transport ordering, flow control, throughput, latency, and lossiness.

{WP449616;1} 4
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PATENT
Appl. No. 10/530,267 DocketNo. NL021031US
Response to Office Action of August 23, 2007

14. (New) The method of claim 7, further comprising the resource manager determining

whether the target connection with the desired connection properties is available based
on reading of a centralized or distributed property table comprising properties

associated with the network.

15. (New) The method of claim 7, further comprising the resource manager reserving
the target connection after determining whether the target connection with the desired
connection properties is available.

16. (New) The method of claim 15, further comprising the communication manager
rejecting establishing a connection based on the available connection properties when
the available connection properties are not sufficient to perform the requested
connection between said first and second modules.

17. (New) The method of claim 16, further comprising the communication manager
sending a release request to the resource manager to release the reservation of the
communication channels associated with the target connection when the target

connection is refused.

18. (New) The method of claim 7, wherein the connection properties comprise at least
one of throughput, latency and jitter.

{WP449616;1) 5
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PATENT
Appl. No. 10/530,267 DocketNo. NL0O21031US
Response to Office Action of August 23, 2007

REMARKS

Claims 1-18 are pending. Claims 12-18 have been added. No new matter has
been added.

The Office Action rejects claims 1-11 under 35 U.S.C. 103 as being obvious over
Emerson (U.S. Patent Application No. 20040103230) in view of Adams (U.S. Patent No.
6,769,046). Applicants respectfully assert that the combination of Emerson and Adams
fail to disclose or suggest the features of claim 1 which include the resource manager
determining whether the at least one connection with the communication channels
being available based on the connection properties being available and the features of
claim 7 which include the first module issuing a request for a connection with the
second module to a communication manager, the resource manager determining
whether a target connection with the desired connection properties is available, and the
resource manager responding with the availability of the target connection to the
communication manager.

The Office Action asserts that Emerson has a communication manager which is
a multi-core module 102 and also has a resource manager which is arbiter 112. The
Arbiter 112 of Emerson is a device for prioritizing which port 120 of the module 102 is to
be utilized:

[0026] If the address received at a port matches that of the
module for that bus, access to multiplexer 122 and the memory
space of FIFO 126 and SRAM 130 is arbitrated by arbiter 132.
Arbiter 132 arbitrates which port has use of multiplexer 122
and of the memory space at a given time. The arbitration
protocol may be any protocol suitable for the system,
including rotation of the priority among the ports or
assigning specific ports a priority over others, or a
combination of both. It is preferred that any given arbitration

{WP449616;1) 6
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PATENT
Appl. No. 10/530,267 DocketNo. NL0O21031US
Response to Office Action of August 23, 2007

cycle prioritizes ports 120 so that if the port with the highest
priority does not have any current requests, the port with the next
highest priority will be serviced. (Emerson par. 0026)(emphasis
added).

The Arbiter 112 of Emerson does not disclose or suggest the features of claim 1 which
include the resource manager determining whether the at least one connection with the
communication channels is available based on the connection properties being

available and the features of claim 7 which include the first module issuing a request for
a connection with the second module to a communication manager, the resource

manager determining whether a target connection with the desired connection

properties is available, and the resource manager responding with the availability of the

target connection to the communication manager.

Adams is relied upon by the Office Action for its configurable registers:

A second method of configuring the system resource router
includes programming a set of configuration registers through a
command port. Such allows changes to be made to memory size,
memory types, and memory timing. These changes are preferably
made after the device has been synthesized and delivered by
simply modifying the intellectual property (IP) software. (Adams
col. 5, line 66 — col. 6, line 6).

Similar to Emerson, Adams also does not disclose or suggest the features of claim 1
which include the resource manager determining whether the at least one connection
with the communication channels is available based on the connection properties being
available and the features of claim 7 which include the first module issuing a request for
a connection with the second module to a communication manager, the resource
manager determining whether a target connection with the desired connection
properties is available, and the resource manager responding with the availability of the

target connection to the communication manager.

{WP449616;1} 7
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PATENT
Appl. No. 10/530,267 DocketNo. NL021031US
Response to Office Action of August 23, 2007

Claims 2-10 and 12-18 depend from claims 1 and 7, respectively, and, thus, are
also not rendered obvious by this combination of art.

Accordingly, for at least the above-described reasons, withdrawal of the
rejections is respectfully requested. Favorable consideration and early issuance of the
Notice of Allowance are respectfully requested.

Resrﬁully spmitted,

Dated: 1] / /9 /O 7 / / /
I/

Andrew C. Gust -~ ‘

Registration No. 47,620

Akerman Senterfitt

for David Barnes, Reg. No. 47,407

Philips Electronics North America Corporation
345 Scarborough Road

Briarcliff Manor, New York 10510

Telephone: 914-333-9693

Facsimile: 914-332-0615

File: NL0O21031US
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International Application Number and of the International Filing Date (Form PCT/RO/105) will be issued in due
course, subject to prescriptions concerning national security, and the date shown on this Acknowledgement
Receipt will establish the international filing date of the application.
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Application No. Applicant(s) v
10/530,267 RADULESCU ET AL.

Office Action Summary Examiner Art Unit
Raymond Phan 2111

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTH(S) OR THIRTY (30) DAYS,
WHICHEVER IS LONGER, FROM THE MAILING DATE OF THIS COMMUNICATION.

- Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- IfNO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status

1X Responsive to communication(s) filed on 06 June 2007.
2a)[_] This action is FINAL. 2b)[X] This action is non-final.
3) Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.
Disposition of Claims

4)X Claim(s) 1-11 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5)] Claim(s) is/are allowed.
6)X] Claim(s) 1-11 is/are rejected.
7)J Claim(s) _____is/are objected to.

8)[J Claim(s) are subject to restriction and/or election requirement.

Application Papers

9)J The specification is objected to by the Examiner.
10)[] The drawing(s) filed on is/are: a)[_] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)J The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)JAIl  b)[]Some * c)[] None of:
1.1 Certified copies of the priority documents have been received.
- 2] Certified copies of the priority documents have been received in Application No. ____
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
* See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) X Notice of References Cited (PTO-892) 4) [ Interview Summary (PTO-413)

2) [[] Notice of Drafisperson’s Patent Drawing Review (PTO-348) Papler No(s)/Mail Date. -

3) [ information Disclosure Statement(s) (PTO/SB/08) 5) ] Notice of Informal Patent Application
Paper No(s)/Mail Date . 6) I:] Other: :

U.S. Patent and Trademark Office ] ]
PTOL-326 (Rev. 08-06) Office Action Summary Part of Paper No./Mail Date 20070810
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Application/Control Number: 10/530,267 Page 2
Art Unit: 2111

Part II DETAILED ACTION

Notice to Applicant(s)
1. This action is responsive to the following communications: amendment
filed on June 6, 2007.
2. This application has been examined. Claims 1-11 are pending.

Claim Rejections - 35 USC § 103
3. The following is a quotation of 35 U.S.C. § 103(a) which forms the basis for

all obviousness rejections set forth in this Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of
this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as
a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said
subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made.

4. Claims 1-11 are rejected under 35 U.S.C. § 103(a) as being unpatentable
over Emerson et al. (US Pub No. 2004/0103230) in view of Adams et al. (US No.
6,769,046).

In regard to claims 1, 7, Emerson et al. disclose the system on chip (i.e. SoC)
comprising numbers o(f processing modules communicating within the chip (see
figure 1, para 16-18) wherein the modules communicate via a SoC, the message
between modules being exchanged over connection via a network (see para 35);
wherein the connection supports transactions comprising at least one outgoing
messages from the first module to the second module and return messages from the
second module to the first module (see para 35). But Emerson et al. do not
specifically disclose wherein the at least one connection comprises a set of
communication channels each having a set of connection properties, the connection
properties of the different communication channels of said connection being
adjustable independently. However Adams et al. disclose the at least one

connection comprises a set of communication channels each having a set of
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Application/Control Number: 10/530,267 Page 3
Art Unit: 2111

connection properties (see col. 5, lines 17-28), the connection properties of the
different communication channels of said connection being adjustable
independently (see col. 5, line 66 through col. 6, line 6). Therefore, it would have
been obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Adams et al. within the system of
Emerson et al. because it would allow different transactions to occur
simultaneously across different M-channels.

In regard to claim 2, Emerson et al. disclose further comprising: at least one
communication maneiging means (CM) 102 for managing the communication
between different modules (see figure 1, para 23); and at least one resource
managing means (RM) 112 for managing the resources of the network (N) (see
figure 1, para 28).

In regard to claim 3, Adams et al. disclose wherein said first module (M; I)
is adapted to issue a request (REQ) for a connection with at least one of said
second modules to said communication managing means (CM), said
communication managing means (CM) is adapted to forward said request (REQ)
for a connection with communication channels each having a specific set of
connection properties to said resource managing means (RM), said resource
managing means (RM) is adapted to determine whether the requested connection
based on said communication channels with said specific connection properties are
available, and to respond the availability of the requested connection to said
communication managing means (CM), wherein a connection between the first and
second module is established based on the available properties of said
communication channels of said connection (see Table I-VI, col. 6, lines 9-17).

Therefore, it would have been obvious to a person of an ordinary skill in the art at
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the time the invention was made to have combined the teachings of Adams et al.
within the system of Emerson et al. because it would allow different transactions to
occur simultaneously across different M-channels.

In regard to claim 4, Adams et al. disclose wherein said communication
managing means (CM) is adapted to reject establishing a connection based on the
available connection properties when the available connection properties are not
sufficient to perform the requested connection between said first and second
module (M, I, S, T) (see col. 4, lines 31-43). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Adams et al. within the system of
Emerson et al. because it would allow different transactions to occur
simultaneously across different M-channels.

In regard to claim 5, Adams et al. disclose wherein said communication
managing means (CM) is adapted to request a reset of the connection between said
first and second module (M, I, S, T), when said modules have successfully
performed their transactions (see col. 9, lines 8-22). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Adams et al. within the system of
Emerson et al. because it would allow different transactions to occur
simultaneously across different M-channels.

In regard to claim 6, Adams et al. disclose further comprising: at least one
network interface means (NI) (see col. 7, lines 30-35), associated to each of said
modules, for managing the communication between said modules and said network
(N) (see col. 7, lines 30-045 Therefore, it would have been obvious to a person of

an ordinary skill in the art at the time the invention was made to have combined the
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teachings of Adams et al. within the system of Emerson et al. because it would
allow different transactions to occur simultaneously across different M-channels.

In regard to claims 8, 10, Adams et al. disclose the SOC including at least
one switch and a router (see col. 4, lines 10-43). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Adams et al. within the system of
Emerson et al. because it would allow different transactions to occur
simultaneously across different M-channels.

In regard to claims 9, 11, Emerson et al. disclose the SOC is a chip wherein
the processing modules and the network are disposed on the chip (see figure 1,
para 16-18).

Response to Amendment
5. Applicant’s amendment and arguments, see on pages 3-6, filed on June 6,
2007, with respect to the rejection of claims 1-7 under 35USC103(a) have been
fully considered and are persuasive. Therefore, the rejection has been withdrawn.
However, upon further consideration, a new ground of rejection is made in view of

Emerson et al. and Adams et al.

Conclusion
6. All claims are rejected.
7. The prior arts made of record and not relied upon are considered pertinent to
applicant's disclosure.
Calvignac et al. (US Pub No. 2003/010339) disclose a chip to chip

interface for interconnecting chips.
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Gadre et al. (US No. 7,165,128) disclose a multi-functional I/O organizer

unit for multiprocessor multimedia chips.

8. Any inquiry concerning this communication or earlier communications from the examiner should
be directed to examiner Raymond Phan, whose telephone number is (571) 272-3630. The examiner can
normally be reached on Monday-Friday from 6:30AM- 4:00PM. The Group Fax No. (571) 273-8300.

Communications via Internet e-mail regarding this application, other than those under 35 U.S.C.
132 or which otherwise require a signature, may be used by the applicant and should be addressed to
[raymond.phan@uspto.gov].

All Internet e-mail communications will be made of record in the application file. PTO
employees do not engage in Internet communications where there exists a possibility that sensitive
information could be identified or exchanged unless the record includes a properly signed express waiver
of the confidentiality requirements of 35 U.S.C. 122. This is more clearly set forth in the Interim Internet
Usage Policy published in the Official Gazette of the Patent and Trademark on February 25, 1997 at 1195
OG 89.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see hop://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free).

Any inquiry of a general nature or relating to the status of this application should be directed to
the TC 2100 central telephone number is (571) 272-2100.

Raymond Phan
Patent Examiner
Tech Center 2100
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re application of:

RADULESCU et al. Examiner: Phan, Raymond N.
Application S/No.: 10/530,267 Group Art Unit: 2111
Filed: April 5, 2005 Confirmation No.: 3641

Attorney Docket No.: NL021031US

For: Integrated Circuit and Method for Establishing Transactions

AMENDMENT
Attn: Mail Stop AMENDMENT
Commissioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450
Sir:
In response to the Office Action mailed on March 2, 2007, Applicants submit

herewith the following amendments and remarks.

Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of claims, which begins on page

3 of this paper.

Remarks/Arguments begin on page 6 of this paper.

(WP400260; 1}
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PATENT
Appl. No. 10/530,267 DocketNo. NL021031US
Response to Office Action of March 2, 2007

Amendments to the Specification:

Please amend the title as follows:

Integrated-cireuitApparatus and Method for establishing-transactionsCommunicating in

an Integrated Circuit

{(WP400260;1} 2
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' PATENT
Appl. No. 10/530,267 DocketNo. NL0O21031US
Response to Office Action of March 2, 2007

Amendments to the Claims:

This listing of claims will replace all prior versions, and listings, of claims in the
application.

Listing of Claims:

1. (Currently Amended) Integrated circuit comprising a plurality of processing modules
(M; I; S; T) and a network (N; RN) arranged for providing at least one connection
between a first and at least one second module, wherein the at least one connection
comprises a set of commuhication channels each having a set of connectidn properties,
the connection properties of the different communication channels of said connection
being adjustable independently, wherein said connection supports transactions
comprising at least one of outgoing messages from the first module to the second

module and/er return messages from the second module to the first module.

2. (Original) Integrated circuit according to claim 1, further comprising: at least one
communication managing means (CM) for managing the communication between
different modules; and at least one resource managing means (RM) for managing the

resources of the network (N).

3. (Original) Integrated circuit according to claim 2, wherein said first module (M; [) is
adapted to issue a request (REQ) for a connection with at least one of said second
modules to said communication managing means (CM), said communication managing
means (CM) is adapted to forward said request (REQ) for a connection with
communication channels each having a specific set of connection properties to said
resource managing means (RM), said resource managing means (RM) is adapted to
determine whether the requested connection based on said communication channels
with said specific connection properties are available, and to respond the availability of
the requested connection to said communication managing means (CM), wherein a

connection between the first and second module is established based on the available

{WP400260:1} 3
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PATENT
Appl. No. 10/530,267 DocketNo. NL021031US
Response to Office Action of March 2, 2007

properties of said communication channels of said connection.

4. (Previously Presented) Integrated circuit according to claim 2, wherein said
communication managing means (CM) is adapted to reject establishing a connection
based on the available connection properties when the available connection properties
are not sufficient to perform the requested connection between said first and second
module (M, I, S, T).

5. (Previously Presented) Integrated circuit according to claim 2, wherein said
communication managing means (CM) is adapted to request a reset of the connection
between said first and second module(M, I, S, T), when said modules have successfully

performed their transactions.

6. (Previously Presented) Integrated circuit according to claim 2, further comprising: at
least one network interface means (NI), associated to each of said modules, for

managing the communication between said modules and said network (N).

7. (Currently Amended) Method for exchanging messages in an integrated circuit
comprising a plurality of modules, the messages betwyeen the modules being
exchanged over connections via a network, wherein said connections comprises a set
of communication channels each having a set of connection properties, any

communication channel being independently configurable, wherein said connection

through the network supports transactions comprising at least one of outgoing
messages from the first module to the second module andfer return messages from the

second module to the first module.

8. (New) The Integrated circuit of claim 1, further comprising at least one of a switch and

a router.

9. (New) The Integrated circuit of claim 1, further comprising a chip, wherein the

processing modules and the network are disposed on said chip.

{WP400260;1} 4
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10. (New) The method of claim 7, wherein the network manages traffic utilizing at least
one of a switch and a router.

11. (New) The method of claim 7, wherein the processing modules and the network are
disposed on a chip.

{WP400260;1} 5
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REMARKS

Claims 1-11 are pending. Claims 8-11 have been added. No new matter has
been added.

The Office Action objects to the title as being non-descriptive. The title has been
amended which obviates this objection.

fhe Office Action rejects claims 1-7 under 35 U.S.C. 103 as being anticipated by
Lin (U.S. Patent No. 4,807,118) in view of Barr (U.S. Patent Application No.
20030182419). Applicants respectfully assert that the combination of Lin and Barr fail
to disclose or suggest the features of claims 1-7 which include an Integrated circuit
comprising a plurality of processing modules (M; I; S; T) and a network (N; RN)
arranged for providing at least one connection between a first and at least one second
module as recited in claims 1-6 and exchanging messages in an integrated circuit
comprising a plurality of modules, where the messages between the modules are being
exchanged over connections via a network. Lin describes a "cluster" which is two or
more separate computer systems. Barr describes a telematics client framework and
does not rectify the shortcomings of Lin as to this rejection.

Newly added claims-8-11 depend from claims 1 and 7, respectively, and, thus,
are also not rendered obvious by this combination of art. Moreover claims 9 and 11
describe the processing modules and the network being disposed on the chip, as
opposed to the cluster of Lin.

{WP400260;1) 6
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Accordingly, for at least the above-described reasons, withdrawal of the
rejections is respectfully requested. Favorable consideration and early issuance of the
Notice of Allowance are respectfully requested.

Re%%miﬂed ‘
Dated: %/é é///O O %/

Ahdrew C. Gust

Registration No. 47,620

Akerman Senterfitt

for David Barnes, Reg. No. 47,407

Philips Electronics North America Corporation
345 Scarborough Road

Briarcliff Manor, New York 10510

Telephone: 914-333-9693

Facsimile: 914-332-0615

File: NL0O21031US
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earned patent term adjustment. See 37 CFR 1.704(b).
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2a)[] This action is FINAL. 2b)[X] This action is non-final.
3)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims

4)X] Claim(s) 1-7 is/are pending in the application.

4a) Of the above claim(s) is/are withdrawn from consideration.
5[] Claim(s) isfare allowed.
6)X] Claim(s) 1-7 is/are rejected.
7)J Claim(s) _____is/are objected to.
8)] Claim{s) ____ are subject to restriction and/or election requirement.

Application Papers

9)[] The specification is objected to by the Examiner.
10)[] The drawing(s) filed on is/are: a)[] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).
11)[C] The oath or declaration is objected to by the Examiner. Note the attached Office Action or form PTO-152.

Priority under 35 U.S.C. § 119

12)IX] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
a)XJ Al b)[] Some * ¢)[_] None of:
1.[X] Certified copies of the priority documents have been received.
2.[]J Certified copies of the priority documents have been received in Application No. ______
3.[] Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
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Application/Control Number: 10/530,267 + Page2
Art Unit: 2111
Part Il DETAILED ACTION

_ Notice to Applicant(s)
1. This application has been examined. Claims 1-7 are pending.
2. The Group and/or Art Unit location of your application in the PTO has
changed. To aid in correlating any papers for this application, all ﬁirther
correspondence régarding this application should be directed to Group Art Unit
2111.

Specification

3. The title of the invention is not descriptive. A new title is required that is

clearly indicative of the invention to which the claims are directed.

Claim Rejections - 35 USC § 103
4. The following is a quotation of 35 U.S.C. § 103(a) which forms the basis for

all obviousness rejections set forth in this'Office action:

(a) A patent may not be obtained though the invention is not identically disclosed or described as set forth in section 102 of
this title, if the differences between the subject matter sought to be patented and the prior art are such that the subject matter as
a whole would have been obvious at the time the invention was made to a person having ordinary skill in the art to which said
subject matter pertains. Patentability shall not be negatived by the manner in which the invention was made.

5. Claims 1-7 are rejected under 35 U.S.C. § 103(a) as being unpatentable over
Lin et al. (US No 4,807,118) in view of Barr et al. (US Pub No. 2003/0182419).

In regard to claims 1, 7, Lin et al. disclose the system comprising a plurality
of processing modules 10, 20 and a network arranged for providing at least one
connection between a first 10 and at least one second 20 modulé, wherein said
connection supports transactions comprising outgoing messages from the first
module to the second modules and return messages from the second modules to the
first module (see figure 3, col. 6, lines 49-67). But Lin et al. do not specifically
disclose wherein the at least one connection comprises a set of communication

channels each having a set of connection properties, the connection properties of
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the different communication channels of said connection being adjustable
independently. However Barr et al. disclose the at least one connection comprises
a set of communication channels each having a set of connection properties, the
connection propertieé of the different communication channels of said connection
beihg adjustable independently (see para 44-45). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Barr et al. within the system of Lin et al.
because it would dynamically manage and assign access to communication
channels between the application and a server application.

In regard to claim 2, Barr et al. disclose further comprising: at least one
communication managing means (CM) (i.e. message manager 517) for managing
the communication between different modules (see figure 6, para 45); and at least
one resource managing means (RM) (i.e. stream manager 519) for managing the
~ resources of the network (N) (see figure 6, para 45). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was
made to have combined the teachings of Barr et al. within the system of Lin et al.
because it would dynamically manage and assign access to communication -
channels between the application and a server application.

In regard to claim 3, Barr et al. disclose wherein said first module (M; I 1s
adapted to issue a request (REQ) for a connection with at least one of said second
modules to said communication managing means (CM), said communication
managing means (CM) is adapted to forward said request (REQ) for a connection
with communication channels each having a specific set of connection properties
to said resource managing means (RM), said resource managing means (RM) is

adapted to determine whether the requested connection based on said
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communication channels with said specific connection properties are available, and
to respond the availability of the requested connection to said communication
managing means (CM), wherein a connection between the first and second module
is established based on the available properties of said communication channels of
said connection (see para 45). Therefore, it would have been obvious to a person
of an ordinary skill in the art at the time the invention was made to have combined
the teachings of Barr et al. within the system of Lin et al. because it would
dynamically manage and assign access to communication channels between the
application and a server application.

In regard to claim 4, Barr et al. disclose wherein said communication
managing means (CM) is adapted to reject establishing a connection based on the
available connection properties when the available connection properties are not
sufficient to perform the requested connection between said first and .second
module (M, I, S, T) (see para 46). Therefore, it would have been obvious to a
person of an ordinary skill in the art at the time the invention was made to have
combined the teachings of Barr et al. within the system of Lin et al. because it
would dynamically manage and assign access to communication channels between
the application and a server application.

In regard to claim 5, Barr et al. disclose wherein said communication
managing means (CM) is adapted to request a reset of the connection between said
ﬁrs;t and second module (M, I, S, T), when said modules have successfully
performed their transactions (see para 62-63). Therefore, it would have been
obvious to a person of an ordinary skill in the art at the time the invention was

made to have combined the teachings of Barr et al. within the system of Lin et al.
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because it would dynamically ménagc and aséign access to communication
channels between the application and a server application.

In regard to claim 6, Lin et al. disclose further compriéing: at least one
network interface means (NI) (i.e. Ethernet), associated to each of said modules,
for managing the communication between said modules and said network (N) (see
col. 8, lines 49-67). Therefore, it would have been obvious to a person of an
ordinary skill in the art at the time the invenﬁon was made to have combined the
teachings of Barr et al. within the system of Lin et al. because it would

" dynamically manage and assign access to communication channels between the
application and a server application.

Conclusion

6. - All claims are rejected.

7. The prior arts made of record and not relied upon are considered pertinent to

applicant's disclosure. ' |
Bixby et al. (US No. 5,317,568) disclose a method and apparatus for
managing and facilitating communications in a distributed heterogeneous
network.
James et al. (US No. 6,539,450) disclose a method and system for adjusting
1sochronous bandwidth on the bus. _
Grun (US No. 6,629,166) discloses the methods and systems for efficient

connection of I/O devices to a channel-based switched fabric.A

8. . Any inquiry concerning this communication or earlier communications from the
examiner should be directed to examiner Raymond Phan, whose telephone number is (571) 272-
3630. The examiner can normally be reached on Monday-Friday from 6:30AM- 4:00PM.

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Mark
Rinehart can be reached on (571) 272-3632 or via e-mail addressed to mark.rinehart@uspto.gov. The fax
phone number for this Group is (571) 273-8300.
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Communications via Internet e-mail regarding this application, other than those under 35 U.S.C.
132 or which otherwise require a signature, may be used by the applicant and should be addressed to
[raymond.phan@uspto.gov].

All Internet e-mail communications will be made of record in the application file. PTO
employees do not engage in Internet communications where there exists a possibility that sensitive

information could be identified or exchanged unless the record includes a properly signed express waiver

of the confidentiality requirements of 35 U.S.C. 122. This is more clearly set forth in the Interim Internet
Usage Policy published in the Official Gazette of the Patent and Trademark on February 25, 1997 at 1195
OG 89. ’

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained from
either Private PAIR or Public PAIR. Status information for unpublished applications is available through
Private PAIR only. For more information about the PAIR system, see hop://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC)
at 866-217-9197 (toll-free).

Any inquiry of a general nature or relating to the status of this application should be directed to
the TC 2100 central telephone number is (571) 272-2100. '

Raymond Phan
February 26, 2007
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Integrated circuit and method for establishing transactions

FIELD OF THE INVENTION
The invention relates to an integrated circuit having a plurality of processing
modules and a network arranged for providing connections between processing modules and

a method for exchanging messages in such an integrated circuit.

BACKGROUND OF THE INVENTION

Systems on silicon show a continuous increase in complexity due to the ever
increasing need for implementing new features and improvements of existing functions. This
is enabled by the increasing density with which components can be integrated on an
integrated circuit. At the same time the clock speed at which circuits are operated tends to
increase too. The higher clock speed in combination with the increased density of
components has reduced the area which can operate synchronously within the same clock
domain. This has created the need for a modular approach. According to such an approach
the processing system comprises a plurality of relatively independent, complex modules. In
conventional processing systems the systems modules usually communicate to each other via
a bus. As the number of modules increases however, this way of communication is no longer
practical for the following reasons. On the one hand the large number of modules forms a too
high bus load. On the other hand the bus forms a communication bottleneck as it enables only
one device to send data to the bus. A communication network forms an effective way to
overcome these disadvantages.

Networks on chip (NoC) have received considerable attention recently as a
solution to the interconnect problem in highly-complex chips . The reason is twofold. First,
NoCs help resolve the electrical problems in new deep-submicron technologies, as they
structure and manage global wires. At the same time they share wires, lowering their number
and increasing their utilization. NoCs can also be energy efficient and reliable and are
scalable compared to buses. Second, NoCs also decouple computation from communication,
which is essential in managing the design of billion-transistor chips. NoCs achieve this
decoupling because they are traditionally designed using protocol stacks, which provide well-

defined interfaces separating communication service usage from service implementation.
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Using networks for on-chip communication when designing systems on chip
(SoC), however, raises a number of new issues that must be taken into account. This is
because, in contrast to existing on-chip interconnects (e.g., buses, switches, or point-to-point
wires), where the communicating modules are directly connected, in a NoC the modules
communicate remotely via network nodes. As a result, interconnect arbitration changes from
centralized to distributed, and issues like out-of order transactions, higher latencies, and end-
to-end flow control must be handled either by the intellectual property block (IP) or by the
network.

Most of these topics have been already the subject of research in the field of
local and wide area networks (computer networks) and as an interconnect for parallel
machine interconnect networks. Both are very much related to on-chip networks, and many
of the results in those fields are also applicable on chip. However, NoC's premises are
different from off-chip networks, and, therefore, most of the network design choices must be
reevaluated. On-chip networks have different properties (e.g., tighter link synchronization)
and constraints (e.g., higher memory cost) leading to different design choices, which
ultimately affect the network services.

NoCs differ from off-chip networks mainly in their constraints and
synchronization. Typically, resource constraints are tighter on chip than off chip. Storage
(i.e., memory) and computation resources are relatively more expensive, whereas the number
of point-to-point links is larger on chip than off chip . Storage is expensive, because general-
purpose on-chip memory, such as RAMs, occupy a large area. Having the memory
distributed in the network components in relatively small sizes is even worse, as the overhead
area in the memory then becomes dominant.

For on-chip networks computation too comes at a relatively high cost
compared to off-chip networks. An off-chip network interface usually contains a dedicated
processor to implement the protocol stack up to network layer or even higher, to relieve the
host processor from the communication processing. Including a dedicated processor in a
network interface is not feasible on chip, as the size of the network interface will become
comparable to or larger than the IP to be connected to the network. Moreover, running the
protocol stack on the IP itself may also be not feasible, because often these IPs have one
dedicated function only, and do not have the capabilities to run a network protocol stack.

The number of wires and pins to connect network components is an order of

magnitude larger on chip than off chip. If they are not used massively for other purposes than
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NoC communication, they allow wide point-to-point interconnects (e.g., 300-bit links). This
is not possible off-chip, where links are relatively narrower: 8-16 bits.

On-chip wires are also relatively shorter than off chip allowing a much tighter
synchronization than off chip. This allows a reduction in the buffer space in the routers
because the communication can be done at a smaller granularity. In the current
semiconductor technologies, wires are also fast and reliable, which allows simpler link-layer
protocols (e.g., no need for error correction, or retransmission). This also compensates for the
lack of memory and computational resources.

Reliable communication: A consequence of the tight on-chip resource
constraints is that the network components (i.e., routers and network interfaces) must be
fairly simple to minimize computation and memory requirements. Luckily, on-chip wires
provide a reliable communication medium, which can help to avoid the considerable
overhead incurred by off-chip networks for providing reliable communication. Data integrity
can be provided at low cost at the data link layer. However, data loss also depends on the
network architecture, as in most computer networks data is simply dropped if congestion
occurs in the network.

Deadlock: Computer network topologies have generally an irregular (possibly
dynamic) structure, which can introduce buffer cycles. Deadlock can also be avoided, for
example, by introducing constraints either in the topology or routing. Fat-tree topologies have
already been considered for NoCs, where deadlock is avoided by bouncing back packets in
the network in case of buffer overflow. Tile-based approaches to system design use mesh or
torus network topologies, where deadlock can be avoided using, for example, a turn-model
routing algorithm. Deadlock is mainly caused by cycles in the buffers. To avoid deadlock,
routing must be cycle-free, because of its lower cost in achieving reliable communication. A
second cause of deadlock are atomic chains of transactions. The reason is that while a
module is locked, the queues storing transactions may get filled with transactions outside the
atomic transaction chain, blocking the access of the transaction in the chain to reach the
locked module. If atomic transaction chains must be implemented (to be compatible with
processors allowing this, such as MIPS), the network nodes should be able to filter the
transactions in the atomic chain. '

Data ordering: In a network, data sent from a source to a destination may
arrive out of order due to reordering in network nodes, following different routes, or
retransmission after dropping. For off-chip networks out-of-order data delivery is typical.

However, for NoCs where no data is dropped, data can be forced to follow the same path
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4
between a source and a destination (deterministic routing) with no reordering. This in-order
data transportation requires less buffer space, and reordering modules are no longer
necessary. '

Network flow control and buffering strategy: Network flow control and
buffering strategy have a direct impact on the memory utilization in the network. Wormhole
routing requires only a flit buffer (per queue) in the router, whereas store-and-forward and
virtual-cut-through routing require at least the buffer space to accommodate a packet.
Consequently, on chip, wormhole routing may be preferred over virtual-cut-through or store-
and-forward routing. Similarly, input queuing may be a lower memory-cost alternative to
virtual-output-queuing or output-queuing buffering strategies, because it has fewer queues.
Dedicated (lower cost) FIFO memory structures also enable on-chip usage of virtual-cut-
through routing or virtual output queuing for a better performance. However, using virtual-
cut-through routing and virtual output queuing at the same time is still too costly.

Time-related guarantees: Off-chip networks typically use packet switching and
offer best-effort services. Contention can occur at each network node, making latency
guarantees very hard to offer. Throughput guarantees can still be offered using schemes such
as rate-based switching or deadline-based packet switching, but with high buffering costs. An
alternative to provide such time-related guarantees is to use time-division multiple access
(TDMA) circuits, where every circuit is dedicated to a network connection. Circuits provide
guarantees at a relatively low memory and computation cost. Network resource utilization is
increased when the network architecture allows any left-over guaranteed bandwidth to be
used by best-effort communication.

Introducing networks as on-chip interconnects radically changes the
communication when compared to direct interconnects, such as buses or switches. This is
because of the multi-hop nature of a network, where communication modules are not directly
connected, but separated by one or more network nodes. This is in contrast with the prevalent
existing interconnects (i.e., buses) where modules are directly connected. The implications of
this change reside in the arbitration (which must change from centralized to distributed), and
in the communication propetties (e.g., ordering, or flow control).

An outline the differences of NoCs and buses will be given below. We refer
mainly to buses as direct interconnects, because currently they are the most used on-chip
interconnect. Most of the bus characteristics also hold for other direct interconnects (eg.,
switches). Multilevel buses are a hybrid between buses and NoCs. For our purposes,

depending on the functionality of the bridges, multilevel buses either behave like simple
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buses or like NoCs. The programming model of a bus typically consists of load and store
operations which are implemented as a sequence of primitive bus transactions. Bus
interfaces typically have dedicated groups of wires for command, address, write data, and
read data. A bus is a resource shared by multiple IPs. Therefore, before using it, IPs must go
through an arbitration phase, where they request access to the bus, and block until the bus is
granted to them.

A bus transaction involves a request and possibly a response. Modules issuing
requests are called masters, and those serving requests are called slaves. If there is a single
arbitration for a pair of request-response, the bus is called non-split. In this case, the bus
remains allocated to the master of the transaction until the response is delivered, even when
this takes a long time. Alternatively, in a split bus, the bus is released after the request to
allow transactions from different masters to be initiated. However, a new arbitration must be
performed for the response such that the slave can access the bus.

For both split and non-split buses, both communication parties have direct and
immediate access to the status of the transaction. In contrast, network transactions are one-
way transfers from an output buffer at the source to an input buffer at the destination that
causes some action at the destination, the occurrence of which is not visible at the source .
The effects of a network transaction are observable only through additional transactions. A
request-response type of operation is still possible, but requires at least two distinct network
transactions. Thus, a bus-like transaction in a NoC will essentially be a split transaction.

Transaction Ordering: Traditionally, on a bus all transactions are ordered (cf.
Peripheral VCI, AMBA, or CoreConnect PLB and OPB. This is possible at a low cost,
because the interconnect, being a direct link between the communicating parties, does not
reorder data. However, on a split bus, a total ordering of transactions on a single master may
still cause performance penalties, when slaves respond at different speeds. To solve this
problem, recent extensions to bus protocols allow transactions to be performed on
connections. Ordering of transactions within a connection is still preserved, but between
connections there are no ordering constraints (e.g., OCP, or Basic VCI). A few of the bus
protocols allow out-of-order responses per connection in their advanced modes (e.g.,
Advanced VCI), but both requests and responses arrive at the destination in the same order as
they were sent.

In a NoC, ordering becomes weaker. Global ordering can only be provided at a
very high cost due to the conflict between the distributed nature of the networks, and the

requirement of a centralized arbitration necessary for global ordering. Even local ordering,
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between a source-destination pair, may be costly. Data may arrive out of order if it is
transported over multiple routes. In such cases, to still achieve an in-order delivery, data
must be labeled with sequence numbers and reordered at the destination before being
delivered. The communication network comprises a plurality of partly connected nodes.
Messages from a module are redirected by the nodes to one or more other nodes. To that end
the message comprises first information indicative for the location of the addressed
module(s) within the network. The message may further include second information
indicative for a particular location within the module, such as a memory, or a register
address. The second information may invoke a particular response of the addressed module.

Atomic Chains of Transactions: An atomic chain of transactions is a sequence
of transactions initiated by a single master that is executed on a single slave exclusively.
That is, other masters are denied access to that slave, once the first transaction in the chain
claimed it. This mechanism is widely used to implement synchronization mechanisms
between master modules (e.g., semaphores). On a bus, atomic operations can easily be
implemented, as the central arbiter will either (a) lock the bus for exclusive use by the master
requesting the atomic chain, or (b) know not to grant access to a locked slave. In the former
case, the time resources are locked is shorter because once a master has been granted access
to a bus, it can quickly perform all the transactions in the chain (no arbitration delay is
required for the subsequent transactions in the chain). Consequently, the locked slave and the
bus can be opened up again in a short time. This approach is used in AMBA and
CoreConnect. In the latter case, the bus is not locked, and can still be used by other modules,
however, at the price of a longer locking time of the slave. This approached is used in VCI
and OCP.

In a NoC, where the arbitration is distributed, masters do not know that a slave
is locked. Therefore, transactions to a locked slaved may still be initiated, even though the
locked slave cannot accept them. Consequently, to prevent deadlock, these other transactions
in the atomic chain must be able to bypass them to be served. Moreover, the time a module
is locked is much longer in case of NoCs, because of the higher latency per transaction.

Media Arbitration: An important difference between buses and NoCs is in the
medium arbitration scheme. In a bus, master modules request access to the interconnect, and
the arbiter grants the access for the whole interconnect at once. Arbitration is centralized as
there is only one arbiter component, and global as all the requests as well as the state of the
interconnect are visible to the arbiter. Moreover, when a grant is given, the complete path

from the source to the destination is exclusively reserved. In a non-split bus, arbitration takes
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place once when a transaction is initiated. As a result, the bus is granted for both request and
response. In a split bus, requests and responses are arbitrated separately.

In a NoC arbitration is also necessary, as it is a shared interconnect. However,
in contrast to buses, the arbitration is distributed, because it is performed in every router, and
is based only on local information. Arbitration of the communication resources (links,
buffers) is performed incrementally as the request or response advances .

Destination Name and Routing: For a bus, the command, address, and data are
broadcasted on the interconnect. They arrive at every destination, of which one activates
based on the broadcasted address, and executes the requested command. This is possible
because all modules are directly connected to the same bus. In a NoC, it is not feasible to
broadcast information to all destinations, because it must be copied to all routers and network
interfaces. This floods the network with data. The address is better decoded at the source to
find a route to the destination module. A transaction address will therefore have two parts:
(a) a destination identifier, and (b) an internal address at the destination.

Latency: Transaction latency is caused by two factors: (a) the access time to
the bus, which is the time until the bus is granted, and (b) the latency introduced by the
interconnect to transfer the data. For a bus, where the arbitration is centralized the access
time is proportional to the number of masters connected to the bus. The transfer latency itself
typically is constant and relatively fast, because the modules are linked directly. However,
the speed of transfer is limited by the bus speed, which is relatively low.

In a NoC, arbitration is performed at each router for the following link. The
access time per router is small. Both end-to-end access time and transport time increase
proportionally to the number of hops between master and slave. However, network links are
unidirectional and point to point, and hence can run at higher frequencies than buses, thus
lowering the latency. From a latency prospective, using a bus or a network is a trade off
between the number of modules connected to the interconnect (which affects access time),
the speed of the interconnect, and the network topology.

Data Format: In most modern bus interfaces the data format is defined by
separate wire groups for the transaction type, address, write data, read data, and return
acknowledgments/ errors (e.g., VCI, OCP, AMBA, or CoreConnect). This is used to pipeline
transactions. For example, concurrently with sending the address of a read transaction, the
data of a previous write transaction can be sent, and the data from an even earlier read
transaction can be received. Moreover, having dedicated wire groups simplifies the

transaction decoding; there is no need for a mechanism to select between different kinds of
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only send data when it has enough credits for the destination slave(s). The slaves grant credits

to the master when they consume data.

SUMMARY OF THE INVENTION

It is an object of the invention to provide an integrated circuit and a method for
exchanging messages in an integrated circuit with a more effective usage of the properties of
the network. A

This object is achieved by an integrated circuit according to claim 1 and a
method for exchanging messages according to claim 7.

Therefore, an integrated circuit comprising a plurality of processing modules
M; I; S; T and a network N; RN arranged for providing at least one connection between a
first and at least one second module is provided. Said connections comprises a set of
communication channels each having a set of connection properties. Said connection
supports transactions comprising outgoing messages from the first module to the second
module and return messages from the second module to the first module. The connection
properties of the different communication channels of said connection can be adjusted
independently.

Therefore, the utilization of the resources of a network on chip is more
efficient, since the connection betwéen modules can be efficiently adapted to their actual
requirement, such that the connection is not over dimensioned and unused network resources
can be assigned to other connections.

The invention is based on the idea to allow connection channels of a
connection with different connection properties.

According to an aspect of the invention, said integrated circuit comprises at
least one communication managing means CM for managing the communication between
different modules; and at least one resource managing means RM for managing the resources
of the network N.

" According to a further aspect of the invention, said first module M; I issues a
request for a connection to at least one of said second modules to said communication
managing means CM. Said communication managing means CM forwards the request for a
connection with communication channels each having a specific set of connection properties
to said resource managing means (RM). Said resource managing means RM determines
whether the requested connection based on said communication channels with said specific

connection properties is available, and responds the availability of the requested connection
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to said communication managing means CM. A connection between the first and second
module is established based on the available properties or available network resources
required to implement the properties of said communication channels of said connection.

According to a still further aspect of the invention, said communication
managing means CM rejects establishing a connection based on the available connection
properties when the available connection properties are not sufficient to perform the
requested connection between said first and second module. The connection properties
require that some network resources are implemented, e.g. a throughput requires slot
reservation and flow control requires buffering. Therefore, a connection requiring some
properties is opened or not depending on the availability of these resources. Accordingly, the
communication manager CM has some control over the minimum requirements for a
connection.

According to a further aspect of the invention, said communication managing
means CM issues a request to reset the connection between said first and second module,
when said modules have successfully performed their transactions, so that the network
resources can be used again for other connections.

According to still a further aspect of the invention, said integrated circuit
comprises at least one network interface means NI, associated to each of said modules, for
managing the communication between said modules and said network N. Hence, the modules
can be designed independent from the network and can therefore be re-used.

The invention also relates to a method for exchanging messages in an
integrated circuit comprising a plurality of modules as described above. The messages
between the modules are exchanged over connections via a network. Said connections
comprises a set of communication channels each having a set of connection properties. Said
connection through the network supports transactions comprising outgoing messages from
the first module to the second module and return messages from the second module to the
first module. The network manages the outgoing messages in a way different from the return
messages, 1.. the connection channels can be configured independently.

Further aspects of the invention are described in the dependent claims.

These and other aspects of the invention are apparent from and will be

elucidated with reference to the embodiment(s) described hereinafter.

BRIEF DESCRIPTION OF THE DRAWINGS

Fig. 1 shows a System on chip according to a first embodiment,
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port) through which the modules communicate with the router network RN or other modules
via the router network RN. The network interface has one or more ports where modules can
be connected. Two different type of ports are available, namely the active network interface
port ANIP, which is connected to masters and the passive network interface port PNIP, which
is connected to slave. The communication between the initiator module I and the target
module T is based on request-response transactions, where the master, i.e. the initiator
module I, initiates a transaction by placing a request, possibly with some data or required
connection properties. The request REQ is delivered to the slave, i.e. the target module T, via
the active network interface port ANIP, the network RN and the passive network interface
port PNIP. The request is executed by the target module T and data is returned as a‘response
RESP if necessary or required. This response RESP may include data and/or
acknowledgement for the master or initiator module 1.

The modules as described in Fig. 1 and 2 can be so-called intellectual property
blocks IPs (computation elements, memories or a subsystem which may internally contain
interconnect modules) that interact with network at said network interfaces NI. Nis provide
NI ports NIP through which the communication services are accessed. A NI can have several
NIPs to which one or more IPs can be connected. Similarly, an IP can be connected to more
than one NI and NIP. '

The communication over the network is performed by the network interfaces
on connections. Connections are introduced to describe and identify communication with
different properties, such as guaranteed throughput, bounded latency and jitter, ordered
delivery, or flow control. For example, to distinguish and independently guarantee
communication of 1Mbs and 25Mbs, two connections can be used. Two NIPs can be
connected by multiple connections, possibly with different properties. Connections as defined
here are similar to the concept of threads and connections from OCP and VCI. Where in OCP
and VCI connections are used only to relax transaction ordering, we generalize from only the
ordering property to include among others configuration of buffering and flow control,
guaranteed throughput, and bounded latency per connection. ‘

Fig. 3 shows a system on chip according to a third embodiment. The system of
the third embodiment is based on the system according to the second embodiment and
additionally comprises a communication manager CM and a resource manager RM. Here, the
communication manager CM and the resource manager RM are arranged in the router

network RN, but they can also be arranged in one or some of the network interfaces NI
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If the initiator module I needs to read or to write data from/to the target
module T, a request REQ for a connection with the target module T is issued. This request
REQ is send to a request port of the active network interface ports ANIP of the network
interface associated to said initiator I. This request can contain information regarding an
identification of at least one target module, i.e. a target ID, as well regarding the properties of
the connection between the initiator module I and the target module T. The properties of the
connection between the two modules may depend on the direction, i.e. the properties of the
request channel can be different of the properties of the response channel.

The communication manager CM request a connection with a set of properties
between two modules from the resource manager RM, after receiving the request REQ from
the active network interface ports ANIP, i.e. the properties of a connection, e.g. throughput,
flow control, are to be requested when asking for a connection setup. The resource manager
RM allocates the necessary resources and enquires if such a connection based on these
resources is possible. The properties require resources to be implemented (e.g., throughput
requires slot reservations, flow control requires buffering). Therefore, a connection requiring
some properties is opened or not depending on the availability of these resources. The
availability of the connection properties correspond to the ability of the network to fulfill or
provide the resources for the connection properties identified in the connection setup request.
The allocation of the resources can be preformed in two ways. First, the resource manager
RM may contain a property table with entries for all the different properties of the channels
and connections. Alternatively, one central property table can be provided containing all
different properties of the network, i.e. the table can either be central or distributed.

After enquiring of the available connection properties, the resource manager
RM reserves the available connection i.e. the required resources, and responds to the
communication manager CM which connection is available, i.e. which connection properties
or the required resources thereof are available for the desired channels. Optionally, the
communication manager CM can accept the connection with the available properties, but on
the other hand the communication manager CM may also refuse the offered connection if the
available properties or the resources thereof are not acceptable. If the communication
manager CM refuses the offered connection, it sends an error message to the initiator module
I (i.e. via the ANIP) and requests the resource module RM to release the reservation of said
connections. Otherwise, the resource manager RM sets the connection properties, and
establishes a connection with accepted properties between said initiator and target modules.

After said two modules I, T have performed the transactions as requested by the initiator
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module, the communication manager CM issues a request to said resource manager RM to
reset the connection or the connection properties.

The connections according to the embodiments of the invention must be first
created or established with the desired properties before being used. This may result in
resource reservations inside the network (e.g., buffer space, or percentage of the link usage
per time unit). If the requested resources are not available, the network RN will refuse the
request. After usage, connections are closed, which leads to freeing the resources occupied
by that connection.

To allow more flexibility in configuring connections, and, hence, better
resource allocation per connection, the outgoing and return parts of connections can be
configured independently. For example, a different amount of buffer space can be allocated
in the NIPs at the master and slaves, or different bandwidths can be reserved for requests and
responses.

An example for the use of differential properties for the outgoing and return
parts is described as follows. Guaranteed-throughput connections can overbook resources in
some cases. For example, when an ANIP opens a guaranteed-throughput read connection, it
must reserve slots for the read command messages, and for the read data messages. The ratio
between the two can be very large (e.g., 1:100), which leads either to a large number of slots,
or bandwidth being wasted for the read command messages.

To solve this problem, the connection properties of the request and response
parts of a connection can be configured independently for all of throughput, latency and jitter.
Consequently, the connection properties of request part of a connection can be best effort,
while the connection properties of response can have guaranteed throughput (or vice versa).
For the example mentioned above, we can use best effort read messages, and guaranteed-
throughput read-data messages. No global connection guarantees can be offered in this case,
but the overall throughput can be higher and more stable than in the case of using only best-
effort traffic.

A connection on which only read commands are executed for large blocks of
data can be considered as further example. In such a case, if flow control is implemented, a
network interface PNIP associated to a slave S, T would require a small buffer, while the
network interface ANTP associated to a master M, I would require a large buffer. In an
alternative example a guaranteed throughput is required. Typically, a guaranteed throughput
are provided by reserving fixed-sized slots from a slot table, where a bandwidth value is

associated to each slot, so that the bandwidth values are summed if more slots are allocated.
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In such a scheme there will be a minimum bandwidth that can be allocated. Therefore,
allocating bandwidth only for read commands would be an inefficient use of the bandwidth
as read commands would only use a small fraction. The return data responses would probably
use enough bandwidth to justify the slow reservation. To prevent such an inefficient
bandwidth utilization, the request part of the connection can be set up as best effort (i.€. no
throughput guarantees) and guaranteed throughput only for the response part. Accordingly,
no overall guarantees will be offered but for a reasonable loaded network, such a connection
will still perform well. For a network with a low load this solution may be even faster as best-
effort data can be transferred faster (e.g. there is no need to wait for the assigned bandwidth
slot).

Depending on the requested services, the time to handle a connection (i.e.,
creating, closing, modifying services) can be short (e.g., creating/closing an unordered, lossy,
best-effort connection) or significant (e.g., creating/closing a multicast guaranteed-
throughput connection). Consequently, connections are assumed to be created, closed, or
modified infrequently, coinciding e.g. with reconfiguration points, when the application
requirements change.

Communication takes place on connections using transaction, consisting of a
request and possibly a response. The request encodes an operation (e.g., read, write, flush,
test and set, nop) and possibly carries outgoing data (e.g., for write commands). The response
returns data as a result of a command (e.g., read) and/or an acknowledgment. Connections
involve at least two NIPs. Transactions on a connection are always started at one and only
one of the NIPs, called the connection's active NIP (ANIP). All the other NIPs of the
connection are called passive NIPs (PNIP).

There can be multiple transactions active on a connection at a time, but more
generally than for split buses. That is, transactions can be started at the ANIP of a connection
while responses for earlier transactions are pending. If a connection has multiple slaves,
multiple transactions can be initiated towards different slaves. Transactions are also pipelined
between a single master-slave pair for both requests and responses. In principle, transactions
can also be pipelined within a slave, if the slave allows this.

A transaction can be composed from the following messages:

- A command message (CMD) is sent by the ANIP, and describes the action to
be executed at the slave connected to the PNIP. Examples of commands are read, write, test
and set, and flush. Commands are the only messages that are compulsory in a transaction.

For NIPs that allow only a single command with no parameters (e.g., fixed-size address-less
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write), we assume the command message still exists, even if it is implicit (i.e., not explicitly
sent by the IP).
- An out data message (OUTDATA) is sent by the ANIP following a command
that requires data to be executed (e.g., write, multicast, and test-and-set).
- A retumn data message (RETDATA) is sent by a PNIP as a consequence of a
transaction execution that produces data (e.g., read, and test-and-set).
- A completion acknowledgment message (RETSTAT) is an optional message
which is returned by PNIP when a command has been completed. It may signal either a ‘
successful completion or an error. For transactions including both RETDATA and RETSTAT
the two messages can be combined in a single message for efficiency. However,
conceptually, they exist both: RETSTAT to signal the presence of data or an error, and
RETDATA to carry the data. In bus-based interfaces RETDATA and RETSTAT typically
exist as two separate signals.

Messages composing a transaction are divided in outgoing messages, namely
CMD and OUTDATA, and response messages, namely RETDATA, RETSTAT. Within a
transaction, CMD precedes all other messages, and RETDATA precedes RETSTAT if
present. These rules apply both between master and ANIP, and PNIP and slave.

Connections can be classified as follows: - )
- A simple connection is a connection between one ANIP and one PNIP.
- A narrowcast connection is a connection between one ANIP and one or more
PNIPs, in which each transaction that the ANIP initiates is executed by exactly one PNIP.
An example of the narrowcast connection, where the ANIP performs transactions on an
address space which is mapped on two memory modules. Depending on the transaction
address, a transaction is executed on only one of these two memories.
- A multicast connection is a connection between one ANIP and one or more
PNIPs, in which the sent messages are duplicated and each PNIP receives a copy of those
messages. In a multicast connection no return messages are currently allowed, because of the
large traffic they generate (i.e., one response per destination). It could also increase the
complexity in the ANIP because individual responses from PNIPs must be merged into a
single response for the ANIP. This requires buffer space and/or additional computation for
the merging itself.

Connecting properties that can be configured for a connection are as follows:
guaranteed message integrity, guaranteed transaction completion, various transaction

orderings, guaranteed throughput, bounded latency and jitter, and connection flow control.
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Data integrity means that the content of messages is not changed (accidentally
or not) during transport. We assume that data integrity is already solved at a lower layer in
our network, namely at the link layer, because in current on-chip technologies data can be
transported uncorrupted over links. Consequently, our network interface always guarantees
that messages are delivered uncorrupted at the destination.

A transaction without a response (e.g. a posted write) is said to be complete
when it has been executed by the slave. As there is no response message to the master, no
guarantee regarding transaction completion can be given.

A transaction with a response (e.g. an acknowledged write) is said to be
complete when a RETSTAT message is received from the ANIP. Recall that when data is
received as a response (RETDATA), a RETSTAT (possibly implicit) is also received to
validate the data. The transaction may either be executed successfully, in which case a
success RETSTAT is returned, fail in its execution at the slave, and then an execution error
RETSTAT is returned, or fail because of buffer overflow in a connection with no flow
control, and then it reports an overflow error. We assume that when a slave accepts a CMD
requesting a response, the slave always generates the response.

In the network, routers do not drop data, therefore, messages are always
guaranteed to be delivered at the NI. For connections with flow control, also NIs do not drop
data. Thus, message delivery and, thus, transaction completion to the IPs is guaranteed
automatically in this case.

However, if there is no flow control, messages may be dropped at the network
interface in case of buffer overflow. All of CMD, OUTDATA, and RETDATA may be
dropped at the NI. To guarantee transaction completion, RETSTAT is not allowed to be
dropped. Consequently, in the ANIPs enough buffer space must be provided to accommodate
RETSTAT messages for all outstanding transactions. This is enforced by bounding the
number of outstanding transactions.

Now the ordering requirements between different transactions within a single
connection are described. Over different connections no ordering of transactions is defined at
the transport layer.

There are several points in a connection where the order of transactions can be
observed:(a) the order in which the master module M, I presents CMD messages to the
ANTIP, (b) the order in which the CMDs are delivered to the slave module T, S by the PNIP,
(c) the order in which the slave module T, S presents the responses to the PNIP, and (d) the
order the responses are delivered to the master by the ANIP. Note that not all of (b), (c), and
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Data integrity means that the content of messages is not changed (accidentally
or not) during transport. We assume that data integrity is already solved at a lower layer in
our network, namely at the link layer, because in current on-chip technologies data can be
transported uncorrupted over links. Consequently, our network interface always guarantees
that messages are delivered uncorrupted at the destination.

A transaction without a response (e.g. a posted write) is said to be complete
when it has been executed by the slave. As there is no response message to the master, no
guarantee regarding transaction completion can be given.

A transaction with a response (e.g. an acknowledged write) is said to be
complete when a RETSTAT message is received from the ANIP. Recall that when data is
received as a response (RETDATA), a RETSTAT (possibly implicit) is also received to
validate the data. The transaction may either be executed successfully, in which case a
success RETSTAT is returned, fail in its execution at the slave, and then an execution error
RETSTAT is returned, or fail because of buffer overflow in a connection with no flow
control, and then it reports an overflow error. We assume that when a slave accepts a CMD
requesting a response, the slave always generates the response.

In the network, routers do not drop data, therefore, messages are always
guaranteed to be delivered at the NI. For connections with flow control, also NIs do not drop
data. Thus, message delivery and, thus, transaction completion to the IPs is guaranteed
automnatically in this case.

However, if there is no flow control, messages may be dropped at the network
interface in case of buffer overflow. All of CMD, OUTDATA, and RETDATA may be
dropped at the NI. To guarantee transaction completion, RETSTAT is not allowed to be
dropped. Consequently, in the ANIPs enough buffer space must be provided to accommodate
RETSTAT messages for all outstanding transactions. This is enforced by bounding the
number of outstanding transactions.

Now the ordering requirements between different transactions within a single
connection are described. Over different connections no ordering of transactions is defined at
the transport layer.

There are several points in a connection where the order of transactions can be
observed:(a) the order in which the master module M, I presents CMD messages to the
ANIP, (b) the order in which the CMDs are delivered to the slave module T, S by the PNIP,
(¢) the order in which the slave module T, S presents the responses to the PNIP, and (d) the
order the responses are delivered to the master by the ANIP. Note that not all of (b), (c), and
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(d) are always present. Moreover, there are no assumptions about the order in which the
slaves execute transactions; only the order of the responses can be observed. The order of the
transaction execution by the slaves is considered to be a system decision, and not a part of the
interconnect protocol. v

At both ANIP and PNIPs, outgoing messages belonging to different
transactions on the same connection are allowed to be interleaved. For example, two write
commands can be issued, and only afterwards their data. If the order of OUTDATA messages
differs from the order of CMD messages, transaction identifiers must be introduced to
associate OUTDATASs with their corresponding CMD.

Outgoing messages can be delivered by the PNIPs to the slaves (see b) as
follows:

- Unordered, which imposes no order on the delivery of the outgoing messages
of different transactions at the PNIPs.

- Ordered locally, where transactions must be delivered to each PNIP in the
order they were sent (a), but no order is imposed across PNIPs. Locally-ordered delivery of
the outgoing messages can be provided either by an ordered data transportation, or by
reordering outgoing messages at the PNIP.

- Ordered globally, where transactions must be delivered in the order they were
sent, across all PNIPs of the connection. Globally-ordered delivery of the outgoing part of
transactions require a costly synchronization mechanism.

Transaction response messages can be delivered by the slaves to the PNIPs (c)
as Ordered, when RETDATA and RETSTAT messages are returned in the same order as the
CMDs were delivered to the slave (b), or as Unordered, otherwise. When responses are
unordered, there has to be a mechanism to identify the transaction to which a response
belongs. This is usually done using tags attached to messages for transaction identifications
(similar to tags in VCI).

Response messages can be delivered by the ANIP to the master (see d) as
follows:

- Unordered, which imposes no order on the delivery of responses. Here, also,
tags must be used to associate responses with their corresponding CMDs.

- Ordered locally, where RETDATA and RETSTAT messages of transactions
for a single slave are delivered in the order the original CMDs were presented by the master
to the ANIP. Note that there is no ordering imposed for transactions to different slaves within

the same connection.
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- Globally ordered, where all responses in a connection are delivered to the
master in the same order as the original CMDs. When transactions are pipelined on a
connection, then globally-ordered delivery of responses requires reordering at the ANIP.

All 3 X 2 X 3 =18 combinations between the above orderings are possible.
Out of these, we define and offer the following two. An unordered connection is a connection
in which no ordering is assumed in any part of the transactions. As a result, the responses
must be tagged to be able identify to which transaction they belong. Implementing unordered
connections has low cost, however, they may be harder to use, and introduce the overhead of
tagging.

An ordered connection is defined as a connection with local ordering for the
outgoing messages from PNIPs to slaves, ordered responses at the PNIPs, and global
ordering for responses at the ANIP. We choose local ordering for the outgoing part because
the global ordering has a too high cost, and has few uses. The ordering of responses is
selected to allow a simple programming model with no tagging. Global ordering at the ANIP
is possible at a moderate cost, because all the reordering is done locally in the ANIP. A user
can emulate connections with global ordering of outgoing and return messages at the PNIPs
using non-pipelined acknowledged transactions, at the cost of high latency.

In the network, throughput can be reserved for connections in a time-division
multiple access (TDMA) fashion, where bandwidth is split in fixed-size slots on a fixed time
frame. Bandwidth, as well as bounds on latency and jitter can be guaranteed when slots are
reserved. They are all defined in multiples of the slots.

As mentioned earlier, the network guarantees that messages are delivered to
the NI. Messages sent from one of the NIPs are not immediately visible at the other NIP,
because of the multi-hop nature of networks. Consequently, handshakes over a network
would allow only a single message be transmitted at a time. This limits the throughput on a
connection and adds latency to transactions. To solve this problem, and achieve a better
network utilization, the messages must be pipelined. In this case, if the data is not consumed
at the PNIP at the same rate it arrives, either flow control must be introduced to slow down
the producer, or data may be lost because of limited buffer space at the consumer NI

* End-to-end flow control may be introduced at the level of connections, which
requires buffer space to be associated with connections. End-to-end flow control ensures that
messages are sent over the network only when there is enough space in the NIP's destination

buffer to accommodate them.
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End-to-end flow is optional (i.e., to be requested when connections are
opened) and can be configured independently for the outgoing and return paths. When no
flow control is provided, messages are dropped when buffers overflow. Multiple policies of
dropping messages are possible, as in off-chip networks. Possible scenarios include: (a) the
oldest message is dropped (milk policy), or (b) the newest message is dropped (wine policy).

One example for flow control is a credit-based flow control. Credits are
associated with the empty buffer space at the receiver NI. The sender’s credit is lowered as
data is sent. When the PNIP delivers data to the slave, credits are granted to the sender. If the
sender's credit is not sufficient to send some data, the NI at the sender stalls the sending.

To illustrate the need for differentiated services on connections, some
examples of traffic are described below. Video processing streams typically require a loss
less, in-order video stream with guaranteed throughput, but possibly allow corrupted samples.
An connection for such a stream would require the necessary throughput, ordered
transactions, and flow control. If the video stream is produced by the master, only write
transactions are necessary. In such a case, with a flow-controlled connection there is no need
to also require transaction completion, because messages are never dropped, and the write
command and its data are always delivered at the destination. Data integrity is always
provided by our network, even though it may be not necessary in this case.

Another example is that of cache updates which require uncorrupted, loss less,
low-latency data transfer, but ordering and guaranteed throughput are less important. In such
a case, a connection would not require any time related guarantees, because a low latency,
even if preferable, is not critical. Low latency can be obtained even with a best-effort
connection. The connection would also require flow control and guaranteed transaction
completion to ensure loss less transactions. However, no ordering is necessary, because this
is not important for cache updates, and allowing out of order transaction can reduce the
response time.

A set of NoC services is defined that abstract from the network details. Using
these services in IP design decouples computation and communication. A request-response
transaction model is used to be close to existing on-chip interconnect protocols. This eases
the migration of current IPs to NoCs. To fully utilize the NoC capabilities, such as high
bandwidth and transaction concurrency, connection-oriented communication are provided.
Connections can be configured independently with different properties. These properties
include transaction completion, various transaction orderings, bandwidth lower bounds,

latency and jitter upper bounds, and flow control.
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The provision of such network on chip NoC services is a prerequisite for
service-based system design which makes applications independent of NoC implementations,
makes designs more robust, and enables architecture-independent quality-of-service
strategies.

In other situations there may be different types of flow control (e.g. you never
want to lose write commands, but don't mind losing read data). If a module can do both read
and write commands, it may be important that write transactions always succeed (e.g. when
writing to an interrupt controller), but that read transactions are not critical because they can
be retried (so the CMD of the read transaction is dropped and the read never executed, or the
RETDATA is dropped after the read has been executed. Another example is that if you know
that writes always succeed if they are delivered, a flow-controlled connection is requested.
Acknowledgements are not necessary in that case. Without flow control acknowledgements
are compulsory, complicating the master and causing additional traffic.

In the integrated circuit according to the invention the decision to drop
messages or not is not decided per transaction but for the outgoing and return parts of
connection as a whole. For example all outgoing messages having the format reads+address
or writes+address+data) may be guaranteed lossless, while for all return messages (whether
read data, write acknowledgements) packets may be dropped.

A connection could be opened as follows:
connid = open (

nofc/fe,

outgoing unordered/local/global,

outgoing buffer size,

~ return unordered/local/global,

return buffer size);

1.e. all outgoing messages have certain properties, and all return messages have certain
properties. Where fc represents flow control and nofc represents no flow control.

An alternative solution for deadlock in NoCs, which takes into consideration

.that modules connecting to the network are either masters (initiating requests and receiving

responses), or slaves (receiving requests and sending back responses), is to maintain separate
virtual networks (with separate buffers) for requests and responses.
According to an embodiment of the invention, a method for exchanging

messages in an integrated circuit comprising a plurality of modules requests for a connection
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with specific properties between two modules, decides if said requested connection with said
properties between said two modules is possible, responds the connection with available
properties, establishes a connection with said properties between said two modules, and
performs transactions between said two modules. Additionally, the available connection may
be accepted and the properties of said connection may be reset. .

According to a further embodiment of the invention, the network has a first
mode wherein a message is transferred within a guaranteed time interval, and a second mode
wherein a message is transferred as fast as possible with the available resources, wherein the
outgoing transaction is a read message, requesting the second module to send data to the first
module, wherein the return transaction is the data generated by the second module upon this
request, and wherein the outgoing transaction is transferred according to the second mode,
and the return transaction is transferred according to the first mode. For acknowledged write
transaction the write command and the outgoing data for the master use guaranteed
throughput, and acknowledgment from the slaves uses best effort. Except for time-related -
guarantees, there is also a distinction on the buffering in the above examples. For data
messages there is potentially more buffering allocated than for commands and
acknowledgments. Consequently, for a read transaction buffers for the return part would be
larger than those for the outgoing part. For the acknowledged write buffers the outgoing part
are larger, and those for acknowledgments are smaller.

According to a further embodiment, it is possible to allocate different
bandwidths for different channels. However, there are also limitations. A slot table is used,
which contains a number of slots in a time window. Bandwidth is reserved allocating these
slots to connections. For example, if a table with 100 slots for a time frame of 1us is used,
each slot will be allocated for 1/100 from lus = 10ns. If the network provides 1Gb/s per link,
the bandwidth per slot will be 1/100 from 1Gbs = 10Mb/s. Therefore, only multiple of
10Mb/s for guaranteed throughput traffic can be allocated. For a read command generating
long bursts, allocating the minimum bandwidth of 10Mb/s would be probably to much, as it
will use only a small fraction of it. The bandwidth can indeed be used by best-effort traffic,
however, not by other guaranteed throughput traffic. As a result, not all the traffic for which
guarantees are needed may fit in the slot table. An alternative is to use more slots, but this
increases the cost of the router. Accordingly, a best effort command may be a better solution.

According to still a further embodiment of the invention, a connection
between a master and two slave is provided, wherein different properties are assigned to the

different channels from the master to the slaves. One of these slaves is a fast memory and the
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other one is a slow memory. A higher throughput is assigned to the channel connecting the
master and the fast memory.

As described above, NoCs have different properties from both existing off-
chip networks and existing on-chip interconnects. As a result, existing protocols and service
interfaces cannot be adopted directly to NoCs, but must take the characteristics of NoCs into
account. For example, a protocol such as TCP/IP assumes the network is lossy, and includes
significant complexity to provide reliable communication. Therefore, it is not suitable in a
NoC where we assume data transfer reliability is already solved at a lower level. On the other
hand, existing on-chip protocols such as VCI, OCP, AMBA, or CoreConnect are also not
directly applicable. For example, they assume ordered transport of data: if two requests are
initiated from the same master, they will arrive in the same order at the destination. This does
not hold automatically for NoCs. Atomic chains of transactions and end-to-end flow control
also need special attention in a NoC interface.

The objectives when defining network services are the following. First, the
services should abstract from the network internals as much as possible. This is a key
ingredient in tackling the challenge of decoupling the computation from communication,
which allows IPs (the computation part), and the interconnect (the communication part) to be
designed independently from each other. As a consequence, the services are positioned at the
transport layer in the OSI reference model, which is the first layer to be independent of the
implementation of the network. Second, a NoC interface should be as close as possible to a
bus interface. NoCs can then be introduced non-disruptively: with minor changes, existing
IPs, methodologies and tools can continue to be used. As a consequence, a request-response
interface is used, similar to interfaces for split buses. Third, the interface extends traditional
bus interfaces to fully exploit the power of NoCs. For example, connection-based
communication which does not only relax ordering constraints (as for buses), but also enables
new communication properties, such as end-to-end flow control based on credits, or
guaranteed throughput. All these properties can be set for each connection individually.

It should be noted that the above-mentioned embodiments illustrate rather than
limit the invention, and that those skilled in the art will be able to design many alternative
embodiments without departing from the scope of the appended claims. In the claims, any
reference signs placed between parentheses shall not be construed as limiting the claim. The
word "comprising” does not exclude the presence of elements or steps other than those listed
in a claim. The word "a" or "an" preceding an element does not exclude the presence of a

plurality of such elements. In the device claim enumerating several means, several of these

Qualcomm Ex. 1002
Page 103



WO 2004/034176 PCT/IB2003/004414
24
means can be embodied by one and the same item of hardware. The mere fact that certain
measures are recited in mutually different dependent claims does not indicate that a
combination of these measures cannot be used to advantage.
Furthermore, any reference signs in the claims shall not be construed as

limiting the scope of the claims.
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CLAIMS:

1. Integrated circuit comprising a plurality of processing modules (M; I; S; T)
and a network (N; RN) arranged for providing at least one connection between a first and at
least one second module,

wherein the at least one connection comprises a set of communication
channels each having a set of connection properties, the connection properties of the different
communication channels of said connection being adjustable independently,

wherein said connection supports transactions comprising outgoing messages
from the first module to the second module and/or return messages from the second module

to the first module.

2. Integrated circuit according to claim 1, further comprising:

at least one communication managing means (CM) for managing the
communication between different modules; and

at least one resource managing means (RM) for managing the resources of the
network (N).

3. Integrated circuit according to claim 2, wherein

said first module (M; I) is adapted to issue a request (REQ) for a connection
with at least one of said second modules to said communication managing means (CM),

said communication managing means (CM) is adapted to forward said request
(REQ) for a connection with communication channels each having a specific set of
connection properties to said resource managing means (RM),

said resource managing means (RM) is adapted to determine whether the
requested connection based on said communication channels with said specific connection
properties are available, and to respond the availability of the requested connection to said
communication managing means (CM),

wherein a connection between the first and second module is established based

on the available properties of said communication channels of said connection.
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4, Integrated circuit according to claim 2 or 3, wherein

said communication managing means (CM) is adapted to reject establishing a
connection based on the available connection properties when the available connection
properties are not sufficient to perform the requested connection between said first and
second module (M, L, S, T).

S. Integrated circuit according to claim 2, 3 or 4, wherein
said communication managing means (CM) is adapted to request a reset of the
connection between said first and second module(M, I, S, T), when said modules have

successfully performed their transactions.

6. Integrated circuit according to claim 2, 3, 4 or 5, further comprising:
at least one network interface means (NI), associated to each of said modules,

for managing the communication between said modules and said network (N).

7. Method for exchanging messages in an integrated circuit comprising a
plurality of modules, the messages between the modules being exchanged over connections
via a network,

wherein said connections comprises a set of communication channels each
having a set of connection properties, any communication channel being independently
configurable,

wherein said connection through the network supports transactions comprising
outgoing messages from the first module to the second module and/or return messages from

the second module to the first module.
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STATEMENT UNDER 37 CFR 3.73(b)

Applicant/Patent Owner: Koninklijke Philips Electronics N.V.

Application No./Patent No.: Concurrently Filed/Issue Date: _Concurrently
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in the United States Patent and Trademark Office at Reel , Frame , or for which a copy thereof is
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below:
1. From: To:
The document was recorded in the United States Patent and Trademark Office at
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[ ] Additional documents in the chain of title are listed on a supplemental sheet.

[ ] Copies of assignments or other documents in the chain of title are attached.
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—
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Date
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including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments
on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent
and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
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Practitioners associated with the CustomeyNumber: 24737
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Number Number
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as attorney(s) or agent(s) to represent the undersigned before the United States Patent and Trademark Office (lTSﬁO) in connection with
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attached to this form in accordance with 37 CFR 3.73(b).

Please change the correspondence address for the application identified in the attached statement under 37 CFR 3.73(b) to:
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comments on the amount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer,
U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED
FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450,

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.
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INTEGRATED CIRCUIT AND METHOD FOR ESTABLISHING TRANSACTIONS
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Alexandria, VA 22313-1450

PRELIMINARY AMENDMENT

Sir:

Prior to calculation of the filing fee and examination, please

amend the above-identified application as follows:
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IN THE CLAIMS

Please amend the claims as follows:

1. (original) Integrated circuit comprising a plurality of
processing modules (M; I; S; T) and a network (N; RN) arranged for
providing at least one connectioﬁ between a first and at least one
second module,

wherein the at least one connection comprises a set of
communication channels each having a set of connection properties,
the connection properties of the different communication channels
of said connection being adjustable independently,

wherein said connection supports transactions comprising
outgoing messages from the first module to the second module and/or

return messages from the second module to the first module.

2. (original) Integrated circuit according to claim 1, further
comprising:

at least one communication managing means (CM) for
managing the communication.between different modules; and

at least one resource managing means (RM) for managing

the resources of the network (N).
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3. (original) Integrated circuit according to claim 2, wherein

said first module (M; I) is adapted to issue a request
(REQ) for a connection with at least one of said second modules to
said communication managing means (CM),

said communication managing means (CM) is adapted to
forward said request (REQ) for a connection with communication
channels each having a specific set of connection properties to
said resource managing means (RM),

said resource managing means (RM) is adapted to determine
whether the requested connection based on said communication
channels with said specific connection properties are available,
and to respond the availability of the requested connection to said
communication managing means (CM),

wherein a connection between the first and second module
is established based on the available properties of said
communication channels of said connection.
4. (currently amended) Integrated circuit according to claim 2—e=
2, wherein '

said communication managing means (CM) is adapted to
reject establishing a connection based on the available connection

properties when the available connection properties are not
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sufficient to perform the requested connection between said first

and second module (M, I, S, T).

5. (currently amended) Integrated circuit according to claim 2+—=

o¥—4, wherein ]
said communication managing means (CM) is adapted to

request a reset of the connection between said first and second

module(M, I, S, T), when said modules have successfully performed

their transactions.

6. (currently amended) Integrated circuit according to claim 2+
3—4—o¥—5, further comprising:

at least one network interface means (NI), associated to
each of said modules, for managing the communication between said

modules and said network (N).

7. (original) Method for exchanging messages in an integrated
circuit comprising a plurality of modules, the messages between the
modules being exchanged over connections via a network,

wherein said connections comprises a set of communication
channels each having a set of connection properties, any

communication channel being independently configurable,
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wherein said connection through the network supports
transactions comprising outgoing messages from the first module to
the second module and/or return messages from the second module to

the first module.
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REMARKS

The foregoing amendments to the claims were made solely to
avoid filing the claims in the multiple dependent form so as to
avoid the additional filing fee.

The claims were not amended in order to address issues of
patentability and Applicant respectfully reserves all rights he/she
may have under the Doctrine of Equivalents. Applicant furthermore
reserves his/her right to reintroduce subject matter deleted herein
at a later time during the prosecution of this application or
continuing applications.

Respectfully submitted,

By
David Barnes, Reg. 47,407
Attorney

(914) 333-9693
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Systems on silicon show a continyous increase jn complexity due to the ever

increasing need for implementing new features and improvements of existing
functions. This is enabled by the increasing density with which components can be
integrated on an integrated cirouit. At the same time the clock speed at which circuits
are operated tends 1o increase too. The higher clock speed in combination with the
Increased density of components has reduced the area which can operate
synchronously within the same clock domain. This has created the need for a modular
approach. According to such an approach the processing system compeises a plurality
of relatively independent, complex modules. In conventional Processing systems the
systems modules usually communicate to each other via a bus. As the namber of
modnles increases however, this way of communication is no longer practical for the
following reasons. On the one hand the large number of modules forms a too high bus
load. On the other hand the bus forms a communication bottleneck as it enables only
one device to send data to the bus. A communication network forms an effective way
to overcome these disadvantages, The communication network comprises a plurality
of partly connected nodes. Messages from a module are redirected by the nodes to one
or more other nodss. To that end the message comprises first information indicative
for the location of the addressed modnle(s) within the network. The message may
further include second information indicative for a particular location within the
module, such as a memory, or a register address. The second information may invoke
a particular response of the addressed module. ' : '

It is an object of the invention to provide an integrated circuit and a method.
according to the introductory paragraph, which provides the modules therein a
relatively simple way of issuing messages.

In order to achieve said object the integrated cirouit is characterized by the ,
characterizing portion of claim 1. ' .

In the integrated circnit according to the invention modules can jssue messages ina,

- simple way, by using a single address. This makes it possible for a module to perform
a write action to a particular memory address without being aware of the destination
which comprises said address is stored.

In this way the network appears to the model issuing the message as a bus, This
makes it relatively simple to incorporate already existing modules designed for a bus
Like architecture in an integrated cirouit according to the invention,

As such, processing systems are known, where a processor is coupled via a bus to
various memories, which each are mapped onto a respective portion of the total
address range. By way of example a ROM and 3 RAM may be mapped to a firstand a
second address range respectively. When the processor performs a read instruction,
the address in the instruction defines at the same time which memory is selected to
read the data from. : : o : :
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In such known processing systems each of the various modnles, such as memories are
directly coupled to the bus. In the integrated circuit according to the invention, - -
selecting one of the modules implies that the one or other memories are set in a state
wherein fhey do not interfere with the bus traffic, Apart front the memory thatis -
addressed no other module is required to perform an action (in fact, they don’t have to
and don’t nced to know that another module is active —i.e. they don’t have to be fset
in a state?), or 2) that multiple concurrent and/or pipelined messages can be active
simultameously in the network as a whole. In an integrated ¢ircnit according to the
invention however, information issued by the active module is transferred as a
message via one or more nodes of the network. As a consequence it followsa -
different route through the network depending on the address, This route is schéduled
by the network. 5

Bxamples of the two picees of information that are arranged as a single address are:
Single logical memory space/map/range mapped to multiple distributed memorics
cach with their own physical memory ranges. S
Virtual memory space mapped to a single logical memory space (distributed or not),
Multiple memory spaces/maps/ranges mapped to muitiple distributed memories.. For
2) and 3) two translations nay take place (vm -> logical -> physical, and multiple >

single -> physical).

The integrated circuit of claim 3 and the method of claim 4 provide another way of
improving data transfer in an integrated circuit comprising a phirality of modules -
connected by a network.  ~ Cot - L.
Theoretically a transaction conld comprise any number of outgoing and/or retmm .
messages. In practice however a transaction is made up of one or two oufgoing .-
messages (from the first to the second module), and zero, one, or two retum messages
(from the second to the first module). By managing the outgoing messages in a way
different from the retum messages the overall efficiency of the network and therewith

the integrated circuit comprising the network is improved. This is further illustrated

with the following embodiments, -

With reference to claim 5 it is remarked that GT connections can overbook resources
in some cases. For example, when an ANIP opens 2 GT read connection, it must
reserve slots for the read command messages, and for the read data messages. The.
ratio between the two can be very large (e.g,, 1:100), which leads either to large slot
tables, or bandwidth being wasted for the read command messages. In order to
prevent as much as possible that a reservation for guaranteed traffic wonld impede
other transactions the bandwidth which can be reserved should be restricted. On the
other hand the best effort traffic may use any resources which are currently available.
As a consequence guaranteed traffic has bounded but on average higher latency than
best-effort traffic which has no fixed upper bound, but is (or should be) fasteron- - -
avernge.

Based on this recognition it has been found that the averall quality of the network
transport could be improved by exploiting BE packets for read command ¢
messages, and GT packets for read data messages. No guarantces can be offered in
this case, but the overall throughput can be higher and more stable than in the cass of
using only BE packets. o
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With reference to claim 6 it is remarked that preferably the outgoing transactions are
handled in a locally ordered and the retumn transactions in a globally ordered .
transaction mode. The one or more adressed modules process the transactions in the
order they have been issued, and the return part of the transastions are all delivered to -
the first module in the order in which it initiated the transactions. Bven if ordered
chamnels are used, the responses from different addressed modules (e.g., in a natrow
cast connection) must be sorted at the first module, This kind of ordering conforms
with AMBA :

To implement global ordering, transactions that are delivered to different second
modules (also referred to as slave) must be ordered exactly as they were sent by the
first module (also referred to as master). This means that the network should either
have a global time indicator, and use ¢,g. deadline-based scheduling in the network -
while in addition assumption on the consumption time of the second models must be
available, An altematively way to intreduce global ordering is to introduce explicit
dependencies between transactions. The latter can be done by using - : .-
acknowledged/tagged transactions, whers proof of delivery to the slave is sent back to
the master using an acknowledgement message, This solution, however, introduces
extra latency because transactions are sequentialised with a round-trip delay/latency
per transaction, (send a message, wait for the acknowledgement, send next message,
wait for next acknowledgement, etc.). By requiring only a local ordering for the .
delivery of the outgoing transactions, the slaves, provided that they are autonomous;
(which is usually the case) can execute messages independently. : ;

With reference to claim 7 it is remarked that in this way buffer space is used in
an efficient way. A particular example is an embodiment wherein a large buffer
space Is reserved for the buffer of the network interface coupled to an active
module, such as a module isning a read command, and a smal} buffer space is -
reserved for the buffer of the network interface coupled to a passive module, e.g.
the one receiving the read message.

In other situations there may be different types of flow cantrel (e.g. you never want
to lose write commands, but don’t mind lasing read data). If a module can do both
read and write commands, it may be important that write transactions always succeed
(e.g..when writing to an interrupt controller), but that read transactions are not critical
because they can be retried (so the CMD of the read transaction is dropped and the
read never executed, or the RETDATA. is dropped after the read has been execnted.
Another example is that if you know that writes always succeed if they are delivered,

a flow-controlled cormection is requested, Acknowledgements are not necessary in

that case; Withont flow control acknowledgements are compulsory, complicating the
master and causing additional traffic,

In the integrated circuit according to the invention the decision to drop messages or
not is not decided per transaction but for the outgoing and return parts of connection
as a whole. For example all outgoing messages having the format reads+address or
writes+address+data) may be guaranteed lossless, while for all return messages -
(whether read data, write acknowledgements) packets may be dropped.

A connection could be opened as follows:
connid = open (
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nofc/fe, : .

outgoing unordered/local/global,

outgoing buffer size,

return unordered/local/global,

return buffer size); )
i.¢. all outgoing messages have certain properties, and all return messages have -
certain properties.

With reference to claim 8 it is remarked that in a processing system with modules
working asynchronously with respect o each other it is usual that 2 module receiving
data issues an acknowledge signal to inform the issuing processor that it has received
a message. In oase that a message is multicast 2 plurality of said acknowledge signals
is generated, which imposes a burden for the issuing processor. In the integrated .
cireuit of the invention the first module receives only a single message, which reduces
this burden. This measure is based on the insight that the network usually can .
relatively easily generate the single return message in response to the plurality of
acknowledge messages of the second modules as a side effect of the functions already
present in the network for other purposes.

With reference to claim 9: Depending on the situation the single return message can

depend an the acknowled messages in various ways. The embodiment of ¢laim 2 is

favarable where the addressed second modules are memories, and the first module

‘attempts to store data therein. In that case it is sufficient that only one copy of the data

is really received and stored. : e = - - e

'With reference to claim 10z In other situations it is compulsory that each of the
addressed second modules has received the data. In the embodiment of ¢laim 10 the
single return message is not generated until this is the case. .
Otherwise the returnn message could be combined as follows.

If each of the write fransaction has been successfully executed by all slaves, all will
return RETSTAT=RETOX, which can be combined by

the ANTP in a single message to be delivered to the master.

If the write transaction has been successfully exeouted only by some slaves, there
will be a mix of RETSTATs (RETOK and RETERROR). They can either be
combined into ) 2
(2) a single RETSTAT=RETERROR, to specify that an error occured, or
(b) a single RETSTAT, but a larger one, more desoriptive, encoding
where there have been errors. All RETSTATS can be bundled together
in a single RETSTAT for the master, or <slave identifiers,error code>
pairs can be bundled to form 2 single RETSTAT for the master.

If the connection has no flow control, messages can be dropped
at the PNIPs, resulting also in RETSTAT=RETLOST messages. Again, combinations

as those above can be made.
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. With reference to claim 11: In this way it is guaranteed that the first module always

receives a response to a transaction, even if the connection has no flow epntrol (ie.
data may be dropped). This is done by only dropping data in the PNIP (the network
interface coupled to the secand, receiving module), and returmning a FAIL/ERROR to
the ANIP (The netwark interface coupled to the first module). This returm status
(RETSTAT) message will never he dropped because the ANIP that initiated the
transaction will reserve space for retarn messages of every transaction that it initiates,
This combination of reserving space and generating an error message whenever a
message is dropped is a way to introduce flow control, Preferably the RETSTAT
message is generated by the interface of the receiving module, although altemativety
it could be generated at the intermediary network nodes too.

The method according to the invention guarantees transaction completion, i.e. it is
always known whether an initiated transaction . '

(a) was delivered and executed successfully at the slave (RETSTAT=0K produced by
the slave), or

(b) was never delivered at the slave (RETSTAT=REQLOST produced by the PNIF),

or .

(c) was delivered at the slave, but not siccessfully executed (RETSTAT=ERROR
produced by the slave), or

(@) was delivered and executed successfully at the slave but the response message was
dropped (RETSTAT=RETLOST produced by the ANIP). :

This is achieved by either o

(i) not dropping messages (flow-controlled connection), in this case RETSTAT is
either OK or ERROR, or '

(ii) by allowing messages to be dropped (on a connection without flow control), but
generating a RESTAT (REQLOST or RETLOST) whenever the message is dropped, -
or aRETOK or RETERROR a3 usual when the message is not dropped,

It is essential however, never to drop RETSTATS, beoause this completes the
transaction. This is realized in that a buffer for the RETSTAT is located at the master's
ANIP. The latter reserves space for RETSTATSs when initiating transactions, and
bounds the number of cutstanding transactions (for finite sized RETSTAT buffers),

The flow control on the outgoing and return connections is in principle independent,
Thus, for outgoing flow control & return flow control, the RETSTAT message is
according to a) or c) above .

In case of outgoing flow control & no return flow control, the RETSTAT message is
a) or c) or d) above. .
In case of no outgoing flow control & retumn flow control, the RETSTAT message is
a) or b) or c) above.

Other embodiments are such an integrated circuit wherein the return message is a
message indicating whether the second module has received a message from the first
module. In this embodiment the return message can be very compact, e,g.. one or two
bits to indicate one of the four options described above.

Altemnatively or in addition a rehnn message comprises an identification of the
message received by the second module.

Page: 7
1. I snggest “efficiensy” instead of “performsnce”, because perforance is just one of the

relis0L
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factms. We may have the option to reduce the cost of the network (e.g., reduce buffer sizes), or
?creasse the parformance (e.g,, by adding more connections for the same resources).
age:

2, This is an example for the use of different proparties for outgoing and retum parts. Howsver,
more can be defined: !
V' Acknowledged writo transaction: write command + outgoing data use guaranteed thronghpnt
(mode one in your example), and acknowledgment uses best effort (mode two fn your exarpls)
Moreover, except time-related gnarentees, there is also a distinetion on the buffering in both you and
the abave example, For data messages there is potentially more buffering allocated than for commands
and acknowledgments. Consequently, for a read transaction (your example) buffers for the return part
would be larger than those for the cutgoing part, For the acknowledged write (the example above),
gﬁfe:ssfor the outgoing part are latger, and those for acknowledgments are smaller.
nge: ;
3. ltisindeed possible to allocate different bandwidths as you suggest. However, there are also
limitations, We use a slot table, which contains a number of slots in 3 time window. Bandwidth is
reserved allocating these slots ta coxmections, For exampls, if we use a table with 100 slots for a time
frame of s, each slot will be allacated far 1/100 from 1ps = 10ns. If the network provides 1Gb/s per
link, the bandwidth per slot will bs 1/100 from 1Gbs = 10Mb/s, We can only aflocate smltiple of
10Mb/s for gnamsnteed throughput traffie.
For a read command generating long bursts, allocating the minimom bandwidth of 10Mb/2 would be
probably to much, as it will use only 2 smzll frection of it. The bandwidth can indeed be used by hests
effort traffic, however, not by ofher guaranteed throughput wraffic. As a result, not all ths traffic for
which guarantees are needed may fit in the slot table,
An alternative is to use more slots, but this increases the cost of the router. This i3 swhy, a best effort
command may be a better solution.
Page: 8
-- - 4. This definition is good for entgoing messages, as there is oune sonrce (ANIFP) and potentially - - - - - --
multiple destinations (PNIPs). Howevar, for return messages, we define globallocal ardering as - :
follows. Global ordering means that responses from all ANIPs/slaves (i.e. sources of measages in this
case) com in the same order as the transactions have been iniriated (i.e., the sams order as the
commands have been issued by the master to the ANIP). Local ardering guarantees the order of
sesponse only if they come from the same slave/PNIP,
8

Slave modules

Page: 8
6. ‘We can anly guarantee the order we offer transactions to the slave muodule, but the order of
processing depends on the module implementadon, It can well decide to process transactions in a
different order (e.g., memory controller), For ordering we only require ths responses are returned in
the same arder a5 the transactions were accepted, :
Page: 8
7. This is only valid for global ordering. Por local ordering (i.e., oxder preserved emly per slave),
if ordeved transport chanmels are used, no sorting is necessary, . :
Pape: 8
8. Global ordering of respouses conforms with AMBA, Local ordering of respanses does not.
Page: 8

"7'9, © 7 Ithink Kees meant write mansactions may be critical and we don’t want to Ioose them, but
read trangactions can be lost, because they ean be tried later. See example below in the text.
Page: 8
10. The two commands (i.e., read and write) can indeed ba sent from the same module. If we set
up 2 comection with flow control for the outgoing part both commands will be delivered. However, if
the retum part has ro flow control, the responses for read eormmands may be lost. In such a cage, the
read transactions will fail. Ithink Rees mneant read transactions being lost, not read commands being
lost.
Page: 8
11, fc = flow controd, nofc = 1o flow control
Page: 8
12, Buffer is regegved only for a retum status messago, such as an acknowledgment, or an error
message. Buffer can be, but is not necessarily reserved algo for retrned data.
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Page: 8 :

13. Data can also be dropped at the ANIP (i.e., RETDATA) when no flow contro] is implemente;
for the return part. In such a case, a RETSTAT=RETLOST will replace the R.BTSTA’P=RuEn‘Il"OK ¢
which accompanied the dropped RETDATA. .

Page: 8 :

14. Has reserved )

Page: 8
15. Yes, this is tye. Betweenmum&thmisalwaysﬁnklevelﬂowcmolaudnodamisnem

lost. Data can be lost only in the network interfaces, if' o end-to-gnd flow control (heve referred ‘
simply as flow cantrol) is implemented. Therefore, here, messages reach the PNIP even when a0 (end-
to-end) flow control is implemented.

These and other aspects are described in more detail in the following three annexes
L Communication Services for Networks on Chip, pages 1-25 by Andrei

Ridulescu and Kees Goossens;’
Further background information useful for implementing the invention can be found
at: ' C ‘ :

2. Networks on Silicon: Blessing or Nightmare? pp 1-5, by Panl Wielage and
Kees Goossens, (published), and
3. Trade-Offs in the Design of a Router with Combined Guaranteed and Best-

Effort Sexvices for Networks on Clrip, pp 1-6, by Edwin Rijpkema, Kees Goossens,
Angm Ridulescuy, Jef van Meerbergen, and Paul Wielage, submitted to and rejected
by ISSS2002. .
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Y. Introduction

Netyworks on chip (NoC) have received considerable atiention recently
15 & sohtion to the interconnect problem in highly-complex chips [3-5,7-
9,15, 19, 22). The reason is twofold, First, NoCs help resolve the electri-
o4l problems in new deep-submicron technologies, as they strusture and
mansge global wires [3-5,7, 8]. At ths same tims they share wires, lower-
ing their mumber and increasing their utilization [7, 8]. NoCs can 8150 be
energry efficient and reliable (4], and are scalable compared to buses [9].
Second, NoCs also decouple computation from eommumication, which is
essential in managing the design of billion-transistor chips [14, 22]. NoCs
schieve this decoupling because they are traditionally designed using pro-
tocol stacks [21], which provids well-defined interfaces separating com-
mumication gervice usage from service implementation [5,22].

Using networks for on~chip conumunieation when dssigning systems on
chip (SoC), however, raises a number of new issues that must be talen
into account. This is because, in contrast 1o existing on-ship interconneats
(e.g., buges, switches, or point-to-point wires), where the communicating
modules are directly commected, in a NoC the modules commnuicate re-
motsly via network nodes. As a result, interoonnect arbitration changes
from centralized to distributed, and issues like our-of order trgnsactions,
higher Iatencies, and end-to-end flow control must be handled either by
the intellectual praperty block (IP) or by the network itself,

Most of these topics have been already the subject of research in the ficld
of computer networks [24] and parallel machine interconnect networks [6].
However, on-chip networks have different properties (e.g., tighter link syn=
mmMzﬁmQMMcmmuﬁms@gthMBmummyMMNawhgmdﬂ&b
e design cholces, which in the end affect the network services.

In this papes, we compare NoCs and off-chip networks showing both
their similarities and differences. We also explore the differences between
NoCs and existing on-chip interconnects. We list new issues that must be
resolved in sysram design due to the multi-hop nature of NoCs, and present
oty interface which takes these issues into consideration, Onr interfoce are
aimed at being gimilar to 2 split-trangaction bus interface, such as VCI [25]
or QCP [17), to allow simple, low-cost wyappers to bus interfaces, and
to allow backward compatibility with existing 1ps. Our interface uses a
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COMMUNICATION SERVICES FORNOCS 3
request-response protocol that provides bagic read and write operations,

. Butmmtexfaceemendsbusintsr&ccsmfuuyexploitthepdwerofour

NoC [8, 19, 20]. For example, it offers connection-based communication
where end-to-end flow control and time-related guarantees (e.g., bounded
latency) can be requested.

The paper is orgonized as follows. In the next two sections we compare
NoCs properties with those of off-chip networks and buses, regpectively.
In Section IV, we present the services wa offer in our network. Pinally, we
present our conclusions.

1. Networks Brought on Chip

- Netwarks have been the subject of research for desades, both in the
contesz of local and wide area natwarks (computer networks) [24], and as
am interconnect for parallel machines [6]. Both are very meh related to qn-
chip networks, and many of the results in thoss fields are also applicahls
on chip. However, NoC’s premises are different from off-chip networks,
and, therefore, most of the network design choices must be reevalnated,

NoCs differ from off-chip networks mainly in their constraints and syn-
chronization. Typically, most on-chip resources have much tighter con-
straints compared to off-chip. Storage (i.e., memory) and computation re-
sources are relatively more expensive, whereas the mmuber of point-to-
point links is larger on chip than off chip [7].

Storage is expensive, because general-purpose on-chip memory, such as
RAMs, occupy @ large area. Having the memory distributed in the network
components in relatively small sizes is even worse, a3 the of overhead area
in the memory then becomes dominant.

Algo compytation for on-chip networks comes at a relatively high cost
¢compared to off-chip networks. An off-chip network interface usually can-
tains a dedicated procesear $o implement the protocol stack up to network
layer or even higher, to off-load the host processor from the cammmnicg-
tion processing. Including a dedicated processor in a network ingerface is
not feagible an chip, as the size of the network interface will become com-
parahlo to or larger thau the IF to be connected ta the netwark. Moreover,
running the protocol stack on the 1P itself may also be not feasible, be-
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cause often these Ips have one dedicated fimction only, and do not have
the capabilities to nm a network protocol stacl,

The number of wires and pins to connect network components i an
arder of magnifude larger on chip than off chip (7). ¥f they are not used
massively for other purpases than NeC, they allow wide point-to-point in-
tarconnects (¢.&-, 300-bit links) [7, 15]. This is not possible off-chip, where
links are relatively narrower: 8-16 bits.

On-chip wires are also relatively short, allowing a much tighter syn-
chronization than off chip, This allows a redaction in the buffer space in
the routers because the communication can be done at a8 smallsr grapn-
lasity. In the current semiconductor rechnolagies, wires are also fast and
relisble, which allows simpler link-layer protocols (e.g., no need for er-
ror correction, or retransmisgion). This also compenastes for the lack of
memory and computational regolces,

Tn the rest of the section, we list five netwark issues that have 8 dirsct
impact on the NoC cost: relinble communication, deadlock, data ordering,
network flow confrol and buffering strategy, aud time-related gnamntees.
For each of them, we discuss the differences and similarities for on- and
off~chip networks.

Relishle commmnication, A cansequence of the tight on-chip re-
source constraints is that the network components (i.e., routers and net-
work interfaces) must be fairly simple to minimizs computation and mem-
ory requirernents. Luckily, on-chip wires provide a reliable communication
medium, which avoids the eonsiderable overhead incurred by the off-chip
networks for providing reliable communication. Data integrity esn be pro-
vided at low cost at the data link layer, However, data 1oss also depends
an the network architecture, as in most computer networks data is sim-
ply dropped if congestion occurs in the netwark [6,24). On-chip, dropping
data may lead to a too costly implementation of reliable communicazion,
‘We show below that a network where na data is droppod ean lead to a much

lowercost solution, at the peril of introducing the possibility of deadlock. -

Deadlock, Computer network topologies have generally an imregular
{possibly dynamic) structure and bidirectional links, which can introduce
buffer cyeles, In such topologies, packet dropping at the network nodes
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COMMUNICATION SERVICES FOR NOCS 5

may be required to avoid deadlocks,

Deadlock can also be avoided without dropping data, far example, by
introducing constraints cither in the topology or routing. Rat-tree topolo~
gles have already been considered for NoCs, where deadlock is avoidad by
bouncing back packets in the network in case of overflow [9). Tile-based
approaches to system design (7, 15,23) use mesh or torus. network topolo-
gies, where deadlock can be avoided using, for example, a turn-medel rout-
ing algorithm [6].

An alternative solution for deadlock in NoCs, which takes into cansider-
ation that madules connecting to the network are ejther masters (initiating
requests and receiving responses), or slaves (receiving requests and send-
ing back ragponsas), is to maintain separate virtual networks (with separate
buffers) for requests and responses [6].

Data ordering. In a netwark, data sent from a gource to a destina-
tion may arrive out of order dus to reardering in netwark nodes, following
different routes, or retransmission after dropping. Por aff-chip networks
our-of-order data delivery is typical. Fowever, for NoCs where no data is
dropped, data can be forced to follow the same path between a souree and
a destination (deterministio routing) with no reordering. This in-order data

transportation requires less buffer space, and reardering modules are no

longer necessary.

Network flow control and boffexing strategy. Network flow con-
trol and buffering strategy have a direct mpsacr on the memory utiliza-
tion in the network. Wormhole routing requires anly a flit buffer in the
router, whereas store-and-forward and virtual-cut-through routing require
at least the buffer space to accommodate a packet. Consequently, an chip,

wormbole routing may be prefixred over virtual-cut-through or store-and-

forward routing. Similarly, input queuing may be a lower memory-cost al-
ternative to virtual-output-quening or oyiput-quening buffering strategias,
because it has fewer queues. Dedicated fifo memory sustures at a low cost
also enable on~chip usage of virtual-cut-through routing or virtnal cutpue
queuing for a better performance [19]. However, using virtual-cut-through
routing and virmal output queuing at the same time is still too costly [19).
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[p] [r] [r]
bus
[ ] ]
Figure 1. A network Figure 2, Abus
interconnect example intercannact example

Time-related gnarantees, Off-chip networks typieally use packet
switching and offer best-effort aervices. Contention can occur at each net-
work nods, making Iatency guarantees very hard to offer, Throughput guar-
antees can still be offered using schemes such as rate-based switching [26]
or deadline-based packet switching [18], but with high buffering costs.

An altemative to provide such time-related guarantees is to use time-
division mnltiple access (TDMA) cironits, where every cireuir is dadieated
to a network connection. Circuits provide guarantees at a relatively low
memory and computation cost. Network resource ntilization is increased
whan the network architecture allows any left-over guaranteed bandwidth
to be used by best-effort communication [10, 19,20]. :

III. From huses to NoCs

Introducing networks (Figore 1) as on~chip intercomnects radically
changes the communication when compared to direct interconnects, such
as buses or switches (Figure 2). This is becanse of the mmulti-hop nature
of a network, where communication modulas are not directly commected,
but separated by one or more hetwork nodes. This is in contrast with the
prevalent existing interconnects (1.e., buses) where modules are directly
connected, The implications of this change reside in the athitration (which
must change from centralized to distributed), sud in the conmmuxnication
properties (e.g., erdering, or flow contral).
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In this section, we list some of these topics, and outline the differ-
ences of NoCs and buses. We refer mainly to buses as direct intercon.
nacts, becauss currentty they are the most used on-chip interconnect, Most
of the bus characteristics also hold for other direct interconnects (e,
switches [16]). Mulrilevel buses are 3 hyhrid between buses and NoCs.
Depending on the functionality of the bridges, for our purposes, multilevel
buses either behave lile simple buses [2) ar Hke NoCs.

" Programming Model. The programming mode] of a bus typically
consists of load and store operations which are implemented ag a se-
quence of primitive bus transactions. Bus interfaces typically have dedi-
cated groups of wires for command, address, write dats, and read data [2,
12,13,17,25). . . . .

A bus s 2 resource shared by multiple 1ps. Therefore, before using it,
Irs must o through an arbitration phage, where they request access to the
bus, and block umtil the bugs is granted to them.

A bus transaction involves a request and possibly a response. Modules
issuing requests are called masters, and those serving requests are called
slaves. If there is a single arbitration for a pair of request-response, the
bus is called non-splir. In this cage, the bus remains allocared to the master
of the fransaction until the response is delivered, even when this takes a
Iong time. Altematively, in a split bus, the bus is released after the request
10 allow transacrions from different masters to be initiated. However, a
new arbitration must be performed for the response such that the slave can
access the bus [11]. '

For both split and non-split buses, both communication parties have di-
fect and immediate access to the stamg of the transaction. In contrast, net-
work transactions are one-way transfers from an outpyt buffer at the source
to an input buffer at the destination that causes some action at the destina-

- - tion, the occurrence of which isnot visible at ths sourcs [6]. The effects of -

a network trangaction are observable only through additional transactions.
A request-response type of operation is still possibls, but requires at least
two distinct network transactions. Thus, a bus-like transaction in a NaQ
will essentially be a split wansaction.
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Transaction Ordering, Traditionally, on a bus all transactions are
ordered (cf. Peripheral VCI [25], AMBA [1], or CoreCormect FLB and
ODB [12,13]). This is possible at a low cost, becauge the interconneet,
being a direct link berween the communicating pasties, does not reorder
of data. However, on a split bus, a total ordering of transactions on a sin-
gle master may still eauss performance penalties, when glaves respond at
different speeds. To solve this problem, recent extensions to bus protocols
allow transactions to be performed on connections. Ordering of transac-
tions within a connection is still preserved, but between cormections there
a7e 1o ordering constraints (e.g., OCP {17], or Basic VCI [25]). A few of
the bus protocols allow out-of-arder responses per connection in their ad-
vaneed modes (a.8., Advanced VCY [25)), but both requests and responses
arrive at the destination in the same order as they were sent.

In a NoC, ordering becomes wesaker. Glohal ordering can ozly be pro-
vided at a very high cost due to the confliet between the distributed nanwe
of the netwarks, and the requirement of a centralized arhitration necessary
for global ordering.

Even loeal ordering, berween a sonrce-destination pair, may be castly.
Data may amive out of order if it is ransported over multiple routes. In
such case, to still achieve an in-order delivery, data must be 1abeled with
sequence numbers and reordered at the destination before being delivered.,

Atomic Chains of Transactions. An atomic chain of trangactions is

a sequence of ansactions initiared by g single master that is exeegted on -

a single slave exclusively. That {s, other masters are denied access to that
slave, once the first transaction in the chain claimed it This mechanism is
widely used to implaments synchronization mechanisms berwesn master
modules (e.g., semaphores).

On a bus, atomic operations can esgily be implemented, as the central
arbiter will either (a) lock the bus for exclusive use by the mastey request-
ingtheammiccmin.ur(b)knuwmu)grmmcesstoalockedslave.

In the former case; the time resources are locked is sharter because cnce

a master has been granted access to a bus, it can quickly perform all the
transactions in the chain (no arhitration delay is required for the subsequent
transactions in ths chain). Consequensly, the locked slave and the bus can
be opened up again in a short time. This approach is used in AMBA, and
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CoreConnect. In the later cass, the bus is not locked, and can still be usad
by other modules, howsver, at the price of a longer locking time of the
slave. This approached is used in VCI and OCE,

In a NaC, where the arbitration is distritrted, masters do not know that
a slave is locked. ‘Therefore, transactions to a locked slaved may still be
initiated, even though the locked slave canmot accept them. Conseguently,
to prevent deadlock, these other transections must be either dropped, or
stored such that transactions in the atomic chain ¢an be filtered and still be
served. Moreover, the time 4 module is Iocked is much langer in case of
NoCs, because of the higher latency per wansgetion.

Deadlock. In buses, the deadlocke are not gexnerally an issue. Dead-
lock can still ocour at the agplication Jevel (e.g., an atomic chain of trans-
actions that locks the bus, which is never finished), but it is not caused by
ths interconnect itself, o

In a network, deadlock becomes & more impaortant issye, and special
care hes to be taken in the network design to avoid deadlock. Deadlock is
mainly eansed by cyeles in the buffars, To gvoid deadlock, either natwork
nodes must drop packets when their buffer are filled, or routing must be
cycle-free. In a NoC, we believe the latter is preferable, because of its
lower cost in achieving reliable communication (see Section m.

A second cause of deadlock are aromic chalns of transactions. The rea-
Bon is thar while a module ig locked, the quenes storing transactions may
e filled with transactions outside the atomio wransaction chatn, blocking
the access. of the transaction in the chain to reach the locked module. If
atomic transaction chains must be implementsad (to be compatibla with
Pprocessors allowing this, such as MIPS), the network nodes shoyld be able
to filter the transactions in the atemic chain, or be allewad to drop those
blocking them,

Mecdia Arbitration. An important difference between buses and

- NoCs is in the media arbitration scheme. In a bus, master modules re- -

quest access to the interconnect, and the arhiter prants the access far the
whole interconnect at once. Avbitration is cantralized as thete is only one
arbiter component, and globa! as all the requests as well as the state of the
inmumee:areﬁm‘blemrhearblmnMoreove:;whenammisgivm the
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complete path from the source to the destination is exclusively reserved.

In & non-gplit bus, arbitration takes place once when a wansaction is
initiated. As a result, the bus is granted for both request and response. In a
gplit bus, requests and respanses are arbitrated sepavately.

In a NoC arbitration is also necessary, as it is a shared interconnect.
However, in contrast to buses, the arbitration is disrrbuted, becanse it is
performed in every router, and is based only on logal information. Arhi-
(ration of the communication resources (Links, buffers) is performed incre-
mentally as the request or responas advances {19].

Destination Name and Routing. For a bus, the command, address,
and data are broadcasted on the interconnect, They arrive at every desrtina-
tion, of which one activates based on the broadoasted address, and exccutes
the requested command. This is possible because all modules are direetly
connected o the same hus,

Tn a NoG, it is not feasible o broadeast information to all destinations,
because it must be copied to all routers and netwark interfaces, This flaods
the network with date, The address is beiter decoded at the source to finda
route to the destination module. A transaction address will therefore have
two parts: (2) & destination identifier, and (b) an intemal address at the
destination.

- - . - ... Lateney Transaction latency is caused by two factors: () the aceess
time to the bus, which is the time until ths bus is granted, and (b) the
latensy introduced by the interconnect to transfer the data,

For a bus, where the arbimation is centralized the access time is pro-
porﬂmalwthemmherofmasterscomecmdmﬂmbus.ﬂemsferhp
teney itsalf typically is cemstant and relatively fast, because the modules
ars linked directly. However, the speed of tranafer ia lmited by the bus
speed, which is relatively slow for buses.

I 2 NoC, arbimation is performed at aach youter for the following link.
The access time per router is small. Both end-to-end accéss time and trans- e
port time increase proportionally to the mxmber of hops berween master
and slave. However, network links are unidirectional and point to point,
and hence can nun at higher frequencies than buaes, thus lowering the la-
tency.
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From a latency prospective, using a bus or a network is a trade off be-
tween the number of modules connested to the interconnect (which affects.
access time), the speed of the interconnest, and the network diameter.

Data Format. In most modem bus interfaces the data format is de-
fined by saparate wire groups for the transactien type, address, write data,
read data, and rotumn acknowledgments/errors (e.g., VCI, OCP, AMBA, or
CoreConnect). This Is used to pipeline transactions. For example, congur-
rently with sending the address of'a read transaction, the data of a previons
write transaction can be sent, and the data from an even earlier read wangs-
action ofm be recelved. Moreover, having dedicated wire groups simplifies
the tranzaction decoding; there is no need for 3 mechaniem to select be-
tween different kindg of data sent over a common set of wires.

-Inside a network, there is typically no distinction between different
kinds of data. Data is freated uniformly, and passed from one router to
another. This is dons to minimize the control overhead and buffering in
Touters. If separate wires would be used for each of the above-mentioned
groups, separate routing, scheduling, and queuing wonld be needed, in-
creasing the cost of rooters.

In addition, in a network at each layer i the protocol smek, control in-
formation must be supplied together with the date (e.g., command type,
address, or data size). This conrrol information is exganized as an eavélope
eround the data. That i3, first a header is sent, followed by tha actual data
(payload), followed possibly by a trailer. Multiple such envelopes may he

provided for the same dats, each carying the corresponding control infor- -

mation for each 1ayer in the nerwork protocol stack [6,24].

Buffering and Flow Control. Buffering dam of a master (output
buffering) {5 used both for buses and NoCs to decouple computation from
commumication, However, for NoCs outpnt buffering i8 also needed to

A ruarshal data, which consists of (a) (optionally) splitting the outgoing daca

in smaller packets which are transported by the- network; and (b) adding
control information for the network around the data (packet header). To
avaid output buffer overfiow the master must not initiate transactions that
generate more data than the currently available space, .

Similarly to output buffering, input buffering is also used to decouple
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computation from communication, In a NoC, input buffering is also re-
quired to womarshal data.

In addition, flow control for input buffers diffors for buses and NoCs.
PFor buses, the source and destination are directly linked, aud, destination
¢an therefore signal directly to a source that it cannot accept data. This
infarmation can even be aveilable to the arbiter, such that the bus is not
granted to s transaction wying to write to 2 full buffer.

In a NoC, however, the destination of a transaction cannot signal di~
rectly to a source that its input buffer is full. Cansequently, trapsactions
to a destination can be started, possibly from multiple sources, after the
destination’s input buffer has filled up. Two policies can be adopted when
an input buffer is fall, The first is not to accept additional incoming transi-
tions, and to store them in the network. However, this approach can easily
lead o netwurk congestion, as the data could be sventually stored all the
way 1o the sourees, blocking the links in between. The second approach is
t0 accept incoming trangactions at & full destination, and drop some data
in the input buffer. Copgestion is avoided but data is lost, which is unde-
sirable.

Ta avoid ontput buffer overflow connections can bo used, together with
end-to-end flow control. At commaection set up between a master and one

.or more slaves, buffer space is allocated at the network interfaces of the

slaves, and the network interface of the master is assigned credits reflecting
the emount of buffer space at the slaves. The master ¢an only sead data
when it has enough credim for the destination slave(s). The slaves grant
credirs to the master when they consums data. )

IV. The Athereal Approach

As described in the previous two sections, NoCs have different prop-
erties from both existing off-chip networks and existing on-chip inter-
connects,-As a result, existing protocols and service interfaces cannot be
adopted directly to NoCs, but mmst take the characteristics of NoCs into
acoount. For example, a protocol such as TCF/IP assumes the network is
lossy, and inclndas significant corplexity to provide reliable commuynica-
ton. Therefore, it is not suitable in a NoC where we assume dat transfer
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reliability is already solved at a lower level. On the other hand, existing
on-chip protacols such as VCI, OCP, AMBA, or CoreConnect ars also not
directly applicable. Far example, they assume ordeced tramsport of data:
if two requests are igitiated from the same master, they will arrive in the
same order at the destination. This doas not hold automatically for NoCs.
Atamic chains of transactions and end-to-end flow control alse nsed spe-
sial attention in a NoC interface,

Our objectives when defining our network serviees are the following.
Firat, tha services abstract from the network internals as much es possible,
This is a key ingredien: in tackling the chellenge of decoupling the com-
putation from communication [14,22], which &llows IPs (the computation
part), and the interconnect (the communication part) to be designed inde.
pendently from each other, As a consequence, our services are positioned
at the transport layer in the ISO-OSI reference model [24], which is the
first Iayer to be independent of the fmplementation of the network,

Second, we aim.at a NoC interface as closs as possible to a bus fnter-
face. NoCs can then be inroduced non~disruptively: with minor changes,
existing IPs, methodologles and tools ¢an continue to be used. As a conse-
quence, W use a request-response Interfice, similar to interfaces for split
buses [1, 12,13, 17,25].

Third, our interface exrends traditional bus interfaces to fully exploit
the power of NoCs. For example, wa offar comection-based communica-
tion which dees not only relax ordering constraints (as for buses), but also
enables new commmunication properties, such as end-to-end flow control
based on crediss, or gusranteed throughput [8, 19,20]. All these properties
can be set for each counection individually.

A. The Zthereal Connection and Transaction Mode}

1Ps interact with our network [8, 19, 20] at so-called network interfaces
(NT). N1s provids NI ports (Nzr) throngh which the communication services
are accessed. As shown in Figure 3, a NI can have several NIps to which one
or more 1Ps (computation elements or memories, but not interconneetion
elements) can be connected. Similarly, an Ip esn be cormected to more than
ane NIs and NIPs,.
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Figure 3. Hxamples of links between NIs and Ies.

Communication between NIPs is performed on conmecrions. Connees
tions are intraduced to describe and idendfy communication with different
properties, such as guaranteed thronghput, bounded latency and jitter, ar-
dered delivery, or flow canwol, For examplo, to distinguish and indepen-
dently guarantee commumication of 1Mbs and 25Mbs, two connections
can ba used. Two NIps can be connected by multiple conneetions, poasi-
bly with different properties. Connections as defined here are similar to the
concept of threads and connectians from OCP and VCI. Where in OCP and
VI connections are used only to relax transaction ordering, we generatize
from only the ordering property to include configuration of buffering and
flow control, guaranteed throughput, and bounded latency per connection.

- Atherea) connections must be creaed with the desired properties before
being used. This msy result I resource reservations insids the network
{e.g., buffer space, or percentage of the link usage per time unit). If the
sequested resources are not available, the network will refuss the request.
After usage, connections ave closed, which leads to freeing the resources
occupied by that cennection.

To allow more fexibility in configuring connestions, and, hence, better
resource allocation per connection, the outgoing and return parts of con-
nections are confignred separately. For example, different buffer space can
be allocated in the ANIP and PNIPs, respectively, or different bandwidths
can be reserved for requasts and respanses.

Depending on the requested services, the time to handle a eonnec-
tion (Le., creating, closing, modifying services) can be short (e.g., creat-
ing/closing an unordered, lossy, best-cffort connection) or significant (e.g.,
creating/cloging 4 multicast guaramteed-throughpnt connection). Conse~
quently, connections are assumed to be created, closed, or modified infre-
quently, coinciding 6.8, with reconfiguration points, when the application
requirements change.

Comnumication takes place on connections using transaction, consist-
ing of a request and a possibly responso, The request encodes an operation
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Figare 4. ‘Transaction composition,

(e.g., read, write, fiugh, test and set, nop) and possibly carries outgoing
data (e.g., for write commands). The responise returns data as a result of a
command (e.g,, read) esdfor an acknowledgment,

Comnections involves at least two NIPs. Transactions on a conmection
are always stareed at cazand only one of the NIPs, called the connection’s
aotive NIP (ANIF). AR other NIPs of the connection are called passive
NIPs (PNIP),

Theére can be multipheteansactions active on a connection at a time (as
for split buses). That is,aansactions can be started at the ANIP of 3 commec-
tion while responses for earlier transactions are pending. If a connection

- has multiple slaves, mobipls teansactions can be initiated towards different

slaves, Transactions are also pipelined betwesn a single pair of a master
and a slave for both reguests and responses. I principle, wansactions can
also be pipelined withinaslave, if the slave allows this,

A tmnsaction is compased from the following massages (see Figurs 4):

* A command message (CMD) is sent by the ANIP, and describes the
action to be excemted at the slave connected to the PNIP. Exarmples
of commands ae read, write, test and set, and flush. Commands
ara the only messages that are compulsery in a transaction. For
NIps that allow only a single command with no paramerers (e.g,,
fixed-size address-less write), we assume tha command message
still exists, evemifit is implicit ({.c., not explicitly sent by the 1p).

s An out data message (OUTDATA) is sent by the ANIP following a
commaxd thatzequires data to be executed (e.g., write, multicast,
and test-and-sa).

s A return data message (RETDATA) i3 sent by a PNIP as a canse-

-- quence of a teemsaction execution that produces data (e.g., read,

» A campletion cxlmowledgmens messags (RETSTAT) i8 an optional
message which i3 returned by PNYP when a command has been
completed. It mry signal either 8 successful completion or an er-
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Figure 3. Examples of links between NIs and Ips.

Commupication between NIPs is performed on connmections. Conneo-
tions are introduced to describe and identfy communicarion with different
propenties, such as guaranteed thronghput, bounded latency and jitter, ar-
dered delivery, or flow cantol. For examplo, to distinguish and indepen-
dently guarantee corvmmication of 1Mbs and 25Mbs, two congections
can be used. Two NIPS can be connacted by muitiple conneetions, poasi-
bly with different properties. Connactions as defined here ere similar to the
concept of threads and conmections from OCP and VCI, Whero in OCP and
VCI connections are used only to relax transaction ordering, we generalize
from only the ordering property to inolude configuration of buffering and
flow control, guaranteed throughput, and bounded latency per connection.

* Atherea) connections must be ereated with the desired properties before
being used. This may result in resource reservations insids the network
(e.g., buffer space, or percentage of the link usage per time unit). If the
requested resources are not available, the network will refuss the request.
After usage, connections ave closed, which leads to freeing the resources
occupied by that eemnection.

To allow mors flexibility in configuring connections, and, henes, better
resource allocation per cennection, the outgoing and return parts of con-
nections are configured separately. For example, diffarent budfer spaca can
be allocated in the ANIP and PNIPs, respectively, or different bandwidths
can be reserved for requests and respanses.

Depending on the requested services, the time to handle a connec-
tion (L.e., creating, closing, modifying services) can be short (e.g., creat-
ing/closing an unordered, lossy, best-cffort connection) or significant {0.8.
creating/closing a nmulticast gusvanteed-throughput connection). Conse~
- . . quently, connections are assumed to be created, closed, or modified infre-

quently, coinciding e.8. with reconfiguration points, whon the application
requirements change,

Cormnumication takes place on connections wsing ransaction, consist-
ing of arequest and a possibly responsa, The request encodes an operation
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Figure 4. Transaction composition.

(e.g., read, write, flush, test and set, nop) and possibly carries outgoing
data (e.g., for write commands). The response returns data as a result of a
command (e.g., read) and/or an acknowledgment,

Connections involves at least two NIPs. Transactions on a connection
are always started at one and only one of the N1Ps, ealled the connection’s
active NIP (ANIF). All tha other NIPs of the comection are ealled passive
NIPs (PNIP),

There can be multiple transactions active on a connection at a time (as
for split tmses). That is, wansactions can be started at the ANIP of a comee-
tion while responses for earlier transactions are pending. If a connection

“has multiple slaves, multiple transactions can be initiated towarda different

slaves, Transactions are also pipelined between a single pair of a master
and a slave for both requests and responses. In principle, tansactions ean
also be pipelined within a slave, if the slave allows this,

A transaction is composed from the following massages (see Figure 4):

o A command meszage (CMD) is sent by the ANIP, and describes the
action to be executed at the slave comnected to the PNIP. Examples
of commands are resd, write, test and set, and flush. Commands
ars the only messages that are compulsory in a transaction. For
NIPs that allow cnly a single command with no paramerers (2.5,
fixed-size address-less write), we assume tha command magsage
still exists, even if it is implcit (1.c., not explicitly sent by the 1p).

* Anowt data message (OUTDATA) is sent by the ANIp following 3
command that requires data to be executed (e.g., write, multicast,
and test-and-set).

¢ A return data messpge (RETDATA) i3 sext by a PNIP as a conse-

-- quence.of & teansaction exeention that produces data (e.g., read,
.and test-and-set). .

* A campletion acknowledgmens messags (RETSTAT) i8 an optional
message which is returned by PNIP when a command has been
completed. It may signal either a successfil completion or an er-
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Figure 5. Transaction examples,

ror. For transactions inclading both RETDATA and RETSTAY the
two messages can be combined in a single message for efficiency.
However, conceptually, they exist both: RETSTAT to signal the
presence of data or an error, and RETDATA to carry the data, In
bus-based interfaces RETPATA and RETSTAT typically exist as two
separate gignals [1, 12,13, 17,25].

Messages composing a transaction are divided in ourgoing messages,
namely CMD and OUTDATA, and response messages, namely RETDATA,
RETSTAT. Within a transaction, CMD precedes 2ll other massagas, and

RETDATA precedes RETSTAT if present. These mules apply both between

master and ANIP, and PNTP and elave. Examples of transactions are shown
in Figure 5,
‘We classify connections as follows (ses Figwe 6); .- . . _ .

A simple connection is 8 connection between ons ANIP and one
PNIP,

A narrowcasr conneotion i5 a connection between one ANIP and
one or move PNIPs, in which the ANKp initiates transactions that
are executed by exactly one PNIP. An example of the nsrow-
cast connection is shown in Figure 7, where the ANIP performs
transzetions on an address space which is mapped on two memn-

ory madules, Depending on the transaction address, a transaction’

ia executed on only one of these two memories,

A multicast connegtion is 4 ¢ormection between one ANIP and
ons ar more BNIP3, in which the sent messages are dnplicated and
each PNIP receives a copy of thoge messages, In a multicast con-
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namoweast  ANIP c{:rmp
PNIP

muldeast  ANIP

Figure 6. Connection types.

nection no refum messages are curcently allowed, because of the
large traffic they generate (i.e., ane response per destination). It
conld also increase the complexity in the ANIP becanse individual
responses from PNIPs must be merged Into a single response for
the ANIP. This requires buffer spaee and/or additional co;

. tion for the merging itself.

B, Connection Properties

In this section we describe the propotties that can be eanfigured for
3 connection: guavanteed message inteprity, guaranteed transaction com-
Ppletion, various transaction orderings, guaranwed throughput, bounded la-
tency and jitter, and connection flow control.

Data Integrity. Data integrity means thar the payload of the message
is not changed (accidentally or not) during transport. We assuroe that dara
integrity is already solved at a lower layer in our network, namely et the
link layer, because in curent an~chip technologies dats can be transpored
uncarrupted over links. Consequently, our network interface always guar-
antees that messages are delivered uncorrnptad at the destination.. .

Trangaction Completion. A transaction without 4 response is said to
be complete when it has been execnted by the slave, As there isno vesponse
wessage to the mastey, no guarantee regarding transaction completion can
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Figure 8. Maessage ordering is observable ata, b, ¢, and d.
be given.

A transaction with a response is said o be complete when 8 RRTSTAT
message ig received from the ANIP!. The transaction may either (a) be
exeouted successfully, in which case 8 success RETSTAT is retumed, (b)
fail in its execntion at the slave, and then an execution error RETSTAT {8
returned, or (c) foil becauss of buffer overflow in a connection with no flow
eontrol, and then it reports an overflow error,
In our network, routers do nor drop data [20], therefore, messages are
always guaranteed to be delivered at the N1, For connections with flaw
control, also NIs do not drop data. Thus, message delivery to the IPs is
puaranteed aytomarically in this case.
However, if there is no fiow control, messages may be dropped at the
netwark interface in ¢ase of buffer overflow (see the paragraph on end-to- .
- .- .- - end flow control below). All of CMD, OUTDATA, and-RETDATA may bs U,
dropped at the NI. To guarantee transaction ¢ompletion, RETSTAT is ot ‘
allawed to be dropped. Consequently, in the ANIPS enough buffer space
must be provided to accommodate RETSTAT messages for all outstand-
ing transactions, This is enfarced by bounding the number of cutstanding
transactions,
Transaction Ordering, In this section, we desoribe the ordering re-
quirements between different transactions within 2 single connection. Over
different connéctions no ordering of transactions is defined at the trausport
layer. '

1Wo dssums that when dam is received ag & responss (RETDATA), 8 RETSTAT (possibly
implicit) ia also recoived to validate the dam.
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There segveral points in 3 connection where order of trausactions can be
observed (see Figure 8): (a) the order in which the master prasents cMD
messages to the ANIP, (b) the order in which the CMDs are delivered to the
slave by the PNIP, (c) the order in which the slave presents the responses
to the PNIP, and (d) the order the responses are delivered to the master by
the ANIP. Note that not all of (b), (¢), and (d) are always present. More-
over, there are no assumptions about the order in which the slaves executs
transactions; we can only observe the arder of the responses. We consider
the order of the transaction execution to be a system decision, and not &
part of the interconnect protocol.

At both ANIP and PNIPs, ourgoing messagss belonging to different
transactions on the same cormection are allowed to be interleaved. Ror
example, two write commands ean be issued, and only aftexrwards their
duta follows. If the order of QUTDATA messages differs from the order
of CMD messages, transaction identifiers must be introduced to associate
OUTDATAS with thsir corresponding cMD, ’

Outgoing messages can be delivered by the PNIPs to ths slaves (sze
Figure 8-b) as followa:

¢ Unordered, which imposes no order an the delivery of the outgo-
ing messages of different transactjons st the PNIPS.

¢ Ondered locally, where transactions mnst be delivered w each
PNIP in the order they were sent, but no order is imposed across
PNIPs, Locally-ordered delivery of the ewtgoing messages can be
provided either by an ordered data transporstation, or by reordesing
of outgoing messages at the PN1e,

» Ordered globally, whets transactions must bs delivered in the or-
dar they were sent, across all PNIPs of the connection. Globally-
ardered delivery of the outgoing part of transactiens require a
costly synchronization mechanism.

‘Transaction yesponse messages can bs delivered by the slaves to the
" PNIPS (see Figure 8-c) as follows:

¢ Ordered, when RETDATA and RETSTAT megsagss are retumed in
the same order as the CMDs were delivered to the slave.
s Unordered, otherwise.

. J34/04L

08.10.2002

Qualcomm Ex. 1002
Page 149



T. W1 OO

PHNLO021031EPP

189+10

FALLLFD Wi N TIL 40 &f 43400 V. 100

035 08.10.2002 18:13:]

20 Riidnlescn and Gaogsons

‘When responses are unordered, there has to be a mechanism to identify
the transaction to which a response belongs. This is usually done using
tags attached to messages for transaction identifications (similar fo tags in
VeI,

Response messages can bs dalivered by the ANIP to the master (see
Figure 8-d) es follows:

» Unordered, which imposes o order on the delivery of responses,
Here, also, tags must be used to associate vesponses with their
corresponding CMDs,

« Ordered locally, where RETDATA and RETSTAT megsages of trans~
actions for a single slave are delivered in the order the original
CMDs wers presented by the master to the ANIP. Note that there is
10 ordering imposed for transactions to different slaves within the
same connection, o '

« Globally ordered, whexe all responses in a comection are deliv~
ored to the mastar in the same order as the original cMDs. When
tramgactions are pipélined on a connection, then globally-ordered
delivery of responses requires reordering at the ANIP,

All 3 x 2 X 3 = 18 cambinaticns between the above orderings are pos-
sible. Out of thosa, we define and offer tha following two, An unordsred
conmaction is a connection in which np ordering is assumed in any part
of the transactions, As a result, the responses must be tagged to be. able
identify to which transaction they belong. Implementing unardered con-
nections has low cost, however, they may be harder o use, and introduce
the overhead of tagging.

An grdered connection is defined as a connection with local erdering
for the oytgoing messages from PNIPs to slaves (Figure 8-b), orderad re-
sponses at the PNIPs (Figure 8-), and global ordering for responses at the
ANIP (Figure 8-d). We choose local ordering for the cutgoing part because
the global ordering has a too high sost, and has few uses. The ordaring of
Tesponges i3 selcted to allow a simple programming modal with no tag-
ging. Global ordering at the ANIP ig possible at a modexate cost, becanse
all the ordering js done locally in the ANIP.

A user can emulate eonnections with global ordering at the PNIPs usmg
non-pipelined acknowledged transactions.
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Connection Ilatency, throughput, and jitter ¥ onr network,
throughput can bo reserved for connections in 4 time-division multiple ac-
cess (TDMA) fashion, whore bandwidth is split in fixed-size slots on a
fixed time frame. Bandwidth, as well as bounds on latency and jitter can
bo guaranieed when slots are reserved, They are alt defined in muliples of
the slots.

Guaranteed-throughput comnsctions can overbook resohrces in some
cases. For exemple, when an ANIP opens a guaranteed-thronghput read
connection, it must reserve slots for the read command messages, and for
the read data messages. The ratio between the two can be very large (0.3,
1:100), which leads either to a large number of slots, or handwidth being
wasted for the read command messages,

To solve this prohlem, we allow the request aud response parts of a
connection be configured independently for all of throughput, lateacy and
jiter, Consequently, the request parc of a connection can be, best effart,
While the response ean have guaranteed throughput (or vies versa). For
the example mentioned above, we can use best effrt yead messages, and
gavanteed-throughput read-data messages. No global connection guaran-
tees can be offered in this case, but the overall throughput can be higher
and mere stable than in the case of using only best-effort traffic.

Cannection flow contrel. As mentioned esrlier, our netwark guaran.
to¢s that messages aro delivered to the NI. Messapes sent from one of the
Nips are not immediately visible at the other N17, becanse of the mulri-hop
nature of networks. Consequently, handshakes over a network would allow
only 8 single message be trangmitted at a time. This limits the throughput
on a connection and adds latency to transactions. To solve this problem,
and achieve a better network tilization, the messages must be pipelined,
In this ¢ase, if the data is not consinmed at the PNIP at the same rate it
arrives, either flow control must be introduced to slow down the producer,
or data may be lnst because of limited buffer space at the consumer NI.

We inrroduce end-to-end flow contyo} at the level of connections, which
requires buffer space to bo assosiated with connections. End-to-end flow
control ensnres that messages are sent over the network only when there is
enough space in the NIp’s destination buffer to asccommodate them.

End-to-end flow is optional (i.e., to be requested when the connections
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opened) and can be configured independently for the outgoimg and re-
tumn paths, When no flow control is provided, messages aro dropped when

‘buffers overflow. Multiple policies of dropping messages are possible, as

in off-chip networks. Possible scenarios include: (8) the oldest message is
dmpp;;l (milk policy), or (b) the newest messsge is dropped (wine pol-
icy) [24).

We opt for a credit-based fiow conwnl, Credits are associated with the
empty buffer space at the receiver N1, The sender’s credit ia lowered as data
is sent, When data is delivered at the receiver NIP, credits are grantsd to
the sender. If the sender’s credit is not sufficlent to send some data, the NI
at the sender stalls the sending.

C. Use Cases

To illustrate the need for differentisted serviees ¢n connections, we
show in this seetion some examples of traffic. We deseribe the propertics
they would use over an /Ethereal canmection to meet their traffic require-
ments.

Video processing steams typically require 2 lossless, in-order video
stream with guarantesd throughpus, but possibly allow corrupted samples,
An AFtherenl connection for such a stream would require the necessary

__ ____throughpu, ordered transactions, and flow cantrol. If the video stream is

“produced by the master, only write transactions are necessary. In such 2
case, with a flow-controlled connection there is no need to also roquire

" transaction complation, because messgges are never dropped, and the write

command and its data are always delivered at the destinadon. Data in-
tegrity is always provided by our nerwork, even though it may be not nec-
essary in this case.’

Another example is that of cache updates which require uncomupted,

lasgless, low-latency data transfer, but ordering and guaranteed through-

put are less important. In such a cass, a connection womdnotreqn{re any
time related guarantees, because a low latenny, even if preferable, is not
critical. Low latancy ¢an be obtained even with a best effort connection.
The connection would also require flow control and guarauteed transac-
tion completion to ensura loss-less transactions, However, no ordeving is
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.

necessary, because thig is not important for cache updates, and allowing
out of order transaction can reduce the response time,

V. Conclusions

In this paper, we compare networks on chip (NoC) to off-chip networks
(e.g., computer networks) and existing on-chip interconnects (¢.8., busses).
‘We show that NoCs have many similarities with off-chip networks, How-
ever, they also differ, espeolally in their resource constraints. For example
on a chip, memory and computation resources are more expensive, while
there are more wires. This makes NoC arohitectures different from off-chip
networks, and requires rethinking of network services.

We also compare NoCs to existing an~chip interconuects, such as buses
and switches. By direcly connecting 1P blocks, existing on~chip intercon-
neets can offer tight coupling between masters and slaves, and global ar-

" bitration. I2 NoCs, masters and slaves are completely decoupled, and the

arbitation is distributed over the network nodes. This make it harder to
provide gnarantees, such as bandwidth lower bounds, and tmncaction or-
derings.

Wa define a set of NoC services that abstract from the network details.
Using these sexvices in the 1P design decouples computation snd communi-
cation. We use a request-response transaction mode] to be close to existing
on-chip interconnect protocols. This eages the migration of current IPs
NoCs. To fully utilize the NoC capabilities, such as high bandwidth and
tramsaction concwrency, our services provide commection-oriented com-
munication, Connections can be configured independently with different
properties. Thege properties include trangaction completion, variqus trans-
action ardering, bandwidth lower bounds, latenoy and jitter upper bounds,

“and flow control. . .
Our sexvices are a prerequisite for gervice-based system design which

makes applications independent of NoC implementations, makes de-

signs more robust, and enables architecture-independent quality-of-service

strategies.
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Networks on Silicon: Blessing or Nightmare?

Paul Wielage and Kees Goossens
Philips Research Laboratores, Eindhoven, The Netherlands
{paul.wielage,kees,goossens) @ philips.com

Abstract

Continuing VLST technology scaling raleas several deep
Submicron (DSM) problems like relatively slow imtorcon-
nech power dissipation and distrilution, and signal ty-
tegrity.  Those problems are encountered partieularly on
long wires for globat irterconnect. As elock frequencies in-
arease, scaled wires become relatively slower, and an-chip
communication will be the Hmifing performance factor of
Jirture chips, We explain why efficlently sharing of the wives
Jorlang distance communication is the solution to this prob-
fem. e introduca networks on silicon (NoS), that route
Ppackets over shared (semi)-global wires. NoS performanae
iz expected 1o be high, but comes a1 a cost. Ralancing the
performance and cost of @ NoS Is a major challepge, and
wao beliave busses til} have a rola play.

1 Technplogy trend

'VLSI technology scaling has Jong followed Moore's Jaw,
No fupdamental barriers have been identified that invalidate
this Iaw for at least another decads [12]. Moore’s aw pre-
dicts that chips in 2010 will count over 4 billion transis.
tors, optrating in the multi-GHz range. Thix abundanee of
transistors will make very complex systems on silicon (SaS)
" possible.

However, challenges at all abstraction levels of desimm
will have to be addressed before such S0Ss will become a
reality. Tha thres most imparrant deep suhmicron (DSM)
challengos, related to all abstraction lovels, are: gubstantial
wite delay, contralling pawar delivery and dissipation, and
apsuring signal incegriry.

Until recootly, on-chip wiring was cheap. Consequently
archifectusal models have beea employed that relied an low-
latency commnnication to globally share expensive compu-
tational resources, Global wire delay stays at best constant
under fechnology scaling and hencs these wires become ef-

fectively slower compared 1o & gate delay. For example, .

for 130 nm rechnology the reachable distance of a repeated
glabal signal in a clock eycle is no more than the length of a
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Figure 1. The number of 50k blacks for future
process technologies. - i

chip (4]. PFor 50 nm teshnology, erossing a chip with highly
optimized interconnest takes between six and ren clock-
cycles, elearly invalidating the low-latoncy assumption of

teday. Hence wa must movs to system-level aschitsetures .

that seals with technology.

A feasibla templats for a fimure-proof architesture is con-
structed from processing nodes vhay do ot grow in com-
plexity with technology, Instead, as technology scales, the
number of thase precessing nodes on ths chip grows. An
on-chip communication network then combines these rodes
into a SoS {4). - :

Various publications show thot the spanning wires in
blocks of 50k gates seale with technology [4, 13). - This
means that the aforementioned DSM issues can be handled
by CAD tools, assuming their evalutionary improvement.
Figure 1 shows the exponentially increasing amount of such
50k blocks for a large dis in subsequent technologles; in
35 nm this number is approximately ten thousang (adapted
from [13} and [4)). It remains to find a commnnication gx
chiteeturo that allows a SoS compased of thess blacks ¢o-
operate efficiontly, :

2 - Networks on silicon are inevitahle .
Given the growing demand for and mpect of Intercon-

nect on System cost and peformance, it is warthwhils to op-
timizo the utilization of wires. Ad-hoc global wiring struc-
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tures often lead to a huge number of wires with an aver-
age usage as low as 10% in time [2}. To controal cost in
this scenario, the wire packing density must be very high,
which is not beneficis! for the power and delay charactaris-
tica. Bfficient mechanisms for sharing (semi)-global wires
mmust splve this cost-performanes dilemma.

In deep submioron technalogios, (semi)-global wires
noed special attention for power, signal-integrity, and per-
fermance reasons. In the disoussion below we show how
special cirenit techniques can handle these issues, Such
techniques only work, bowever, when embedded in ded-
icared communication IP, which proyides a more abstract
interface,

Power is an issuo far global interconnect bocauss it costs
more energy 1o send a bit of infarmation over longer the
wires. To zeduce the communieation delay, the enargy con-
sumption increages dye to bigger drivers. Pmploying low-
swing signaling for the global wires saves up to 3 factor four
in power for theso wires [15]. Implementing low-swing sig-
naling requires special cirenit techniques,

Signal integrity is hampered increasingly by growing ca-
pacitive and indpesive coupling between wires. Capacitive
nodge cowpling i the result of the large aspect ratio of wires
in DSM tachnologies. Indurtive noiss coupling becomes
more of a problem due to the decreasing transition times. IR
drop' in the supply distribution increasingly contribagss to
the noise. The most effective way (o make a connection ro-
bust againstnoise ia application of differential signaling {7).
Differential signaling improves bath the generation of and
Sensitivity ro noiss. ’

Ths signal propagation delay of an mminterrupted wire
grows quardrarically with its length; hence from a cectain
length anwards {t is advantageons 1o partition the wire in
seproents with repeaters in batween, The repeater inserrion
technigue improves bandwigth and latency buv at the cost of
higher powar consumption. Wire delay can be reduced by
fac wires with a lower resistance per unit length at the cost
of lower wire density. Such wires behave like lossy trans«
mission lines apd require drivers with a resistance matched
10 the transmission line.

As a result, we believe that all inter-block communica-
tionn will b¢ implemented by hard-macro tronsmitters and
reaaivers, employing low-swing di ial signaling, with
well-controlled interconnect instead of ad-hoc drivers han-
dled by standard place-and-route tools, In this way, commu-
nication links ean be realized with predictabls performance
and DSM robnstness.

Currently, the prevalent on-chip inter¢omnects are
busses [1). In a bus architecture, devices sharc a single
Tansmission medinm to communicate. At a given tims,

‘Supply valtage dropa npe caused by kigh comreuia () figwlng through
the eesiszance (R) of the supply perwock, Sineo the supply vokiags reducas
under sealing IR drop worsena,

5
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Figure 2, Structural visw of a petwork on 2l
icon consisting of processing nedes (P) and
nhodes supporting communication (R, B).

only ene dsvica hag aceess to the shared mediuym, An ar-
bitration mechanism is sequired ta order simultoneous ac-
cesses, Such finctionality is typically performed by a cen-
tralized bus arbiter.' The performance of a shared-medinm
bus scales badly. For an increasing number of bus elients
(i) individwal clients got Jess baadwidth on average, and (i)
increased capacitive loads and wiro length decrease the tota}
bandwidth.

A solution that pairs sealshls communisation perfor-
mance and minimal interconnect cost ig expectéd fram ner-
works on silicon (NoS) whete the SoS is considered as a
natwork of components [2, 3, 1]. Figure 2 illsccates the
hardwars architecture of this concept. The cuter compo-
nents (marked P) exclusively perform processing and stor-
age functiens, whereas the inner components (marked B and
R) form the NoS and cater to communication needs of the
outar components. Tha basic duilding blocks of a NoS are
routars (R), ;

A romeer forwarda data from its input ports to its out-
put poris in a concurrent fashion. To that end; a router of
ardly N containg a IV X NV swirch matrix. Data packets

" make their way through the network based on the souting

information in their hoaders, A link batween two routers is.

18:15:48

implemented by @ point-to-pajnt counection. The links fyp-

ically span medium © long distances ranging from several
to over more thap twenty millimeters, The actual length da-
pends on tho chosen topology of the network. For 4 mesh
topology the links are relatively short, for a tarus which is
a mesh with wrap-around connections, some links have o
Iength of half the edge of the chip. Links e2n be aptimized

for handwidth, latency, power, or a combination of these, -

depending on performancs reqnirements.

3 NoS requirements

An important characteristic of a ﬁmnﬁ system-level ap-
chitecture is the separation berween compuration and com-
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punication. A NoS allows the computational blocks to
communicate with ane other via 3 uniform intarfacs. A
pniform interfacs is advantageous because (1) it freos the
core daveloper from having to make assumptions about the
system in which the cors will be ysed, and (ij) does not
constrain the development of newer communication archi-
tecturas by detafled interfacing requitements of particular
Iegacy SoC camponeats [6], Sevaral on-chip tms standards
are evolving to realize this goal, most Rotably VCI, put far-
ward by VSIA [14), and more recently, the Open Cars Pro-
tocal [10].

The fundsmental aim of & No$ is to provide flexible and
efficient communication between the thousands of 1P blocks
in a system, with performnnce puarantees, In a typical SoS,
tho communication demands of different IP blocks show
large vasiotions. For example, data rates may be consmant
(e.g. digital video) oz variable (e.g. compressed video), The
importance of latency and jitter also varies gready. Finally,
the data granularity may range from single words to large
tlocks, A Na$ ghould be able to affar diffezent services to
different clients. Bach service class must be implemented
afficiently, using a shared uniform infrastructure,

A high milization of the network comes st a prics. When
the petwork starts 10 samgate, throughput and latency will
shosy hoge variations, which js not acceptable in real-time

ions. Heneea, the network shonld also provide guar-
antees, like loss-loss daw transport, minimal bandwidth,

_and boupded latency, The way packets are tmffered and
scheduled in routers, and the effects on performance guar-~

enteos has been the subject of intense sesearch. Funde-
mentally, sharing and guaraniess ars confiiciing, and eif-
ciently comhining guaranteed traffic with best-effort traffic
is hard [11]. Althongh best-affort services are cheapsr than
guaranreed services we beliave that the latter ar essential
bocanse they enable compositional and scalabls Integration
of the IP blocks [5]. It is up to ths TP inteprevor at design
Gme, and pp o the application at run time, o make 2 gade

4 Performance and cost analysis of NaSs

The vision of previous seations js that the design of fu-
wre SoSs will atlow IP blocks to be plugged in at will to
minimize cammunication costs, buyg without today's prob-
lems like timing closure. In this section we investignie the
costimplications of system design based on a NoS. We hope
the vision cames af acceptable cost. We hope that the over-
all cast of a NoS, including the full protocal stack to nse ir,
tRrm oyt to be acceptable such thar the integration blesaings
of NoSs do not changs into a cost nightmare.
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 and scheduling algorithms hava been
ature. Rar example, a = 0.59 for infinie £if0 input quenes -

nu. 102 F.43701

08.10.2002
4.1 Yerformance

The aggregate bandwidth of a routeris the praductof the
bandwidth per port, BW;or, the arity of the router (number
of parts), IV, and a utilization factor, @ < 1 coresponding
to the rauter arbitration scheme,

BWiouter =& N BWpars o

‘Wo discuss each in um, The bandwidth per port is deter- -

mined by the bandwidth of the link and the router data parh.
In short: .

BWyor: = B mit(BWirirg, BWinpredota_pats) (2

whers B is tho widih of the dar path. The combined band-

width of the B wires of a link is a function of tho layout
characteristics (e.g. total length), chosen signaling tech-

nique, and the budgets for power, delay, and area, A firs;
order axpression for the bandwidth of a repeated global wire |

optimizad for power-delay is

BWoire = (hits/se0) (<)}

1
3:2.2.F04

where FO4 is the delay of an inverter driving four equally

sized inverters [4). In 2 100 nm technology, this yields 5
Gb/s per wire under worst-cass environmental condidons.
Notice that the bandwidth of repeated global wiges sealcs
with technology because such wires allow (wave) pipelining
atthe

aperessive but realistic frequency is 1.23 GHz carrespend-
ing the clock frequency of 50k gates blocks [4). The eritical
fumesion in tha dat path ig tha N % NV switch. For V up
to 20 it meews the 1.25 GH2 data rate, using N 1-out-of-¥
multiplexors, The relaxed demand on the wires of the link
cen bs used to reduce power dissipation and area.

The uotilization factor, «, reflects thn effectiveness of

the router to resolve contention on the links. The queu- -

ing strategy, the queue sizes, and the schedulo algosithm all
strongly infinence «. Accordingly, many queuing policies
in the Hrer-

withuniform and independent traffic. (Virtual) ontputquen-
ing gives ¢ = 1 under tho samo conditions, but at the
cost of larger queues and a more complex scheduling algo-
rithm [8). Statc soheduling technigues liks (time-division-
mulriplexed) circnit switching cap also improve the utiliza-
tion factor.

Hence, in 100 nm technology, the bandwidth of a 32 bit

. routey part is appreodmately 5 GByte/sec.

42 Cost

Three main components contribute to the area cost of 3
router: the switch, the control logie, and the packst quenes,

043 08.10.2002 18:16:2(
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Tho switch allows NV simultaneous connections from the
&V inputs to the N outputs which resulis in B arrays of N x
N wires, giving rise to an O(N?) area cost.

The control Iogic of a rauter is made vp of the switch-
mauix schedulo unit and other configuration fogic, The
delay of a schedule cycle varias greatly per algodithm
(for example, for virtual cutpur quening from O(1) 1o
O(N®/2) [9)); it is important for two reasons, First, it de-
termines the lower bound for latency that a fit2 incurs to
traverss the renter. Second, it affects the sizo of the queues,
The longer a sphedule eyelo, the mare data arrive, given a
fixed bandwidth of a port BWpars. This leads to deeper
quenes, and higher area cost.

The three aforsmentioned quening strategies require
quenes of size O(NV) to O(N?) flits. Scheduling algarithms
pesform bener with decper queues, with 8 decreasing return.

Besides routers, a significant amonnt of areq is consumed
by so-called network imterfaces (NI) modules. These mod-
nles translate the IP transactions for a given connection to

. packots that are scnt over the network, and vice versa. Pack-

eis can be gent once the payload has been complately ac-
cepted by the NI Hence, the buffers mmst be dimensioned
such that, at least a complete packet for every simultane-
ously active connection ¢an be stared.

The trade off between utilization ¢ and the cost iz a com-

" plex one, but of importance 1o to viabiliry of NoSs,

5 The foture rale of busses

In sections 1 and 2 we have argned that No$s are éssen-
tigl ta solve SoS integration in a scalable fashion. While
Section 4.2 raised some general cost issnes, we will now

more concretely constder the trade off between busses -

and NoSs, Will packer-switched NoSs complesely replace
cuprent busses i futere SoSs, or will a hybrid approack
emerge? We believe that shared busses may hava a role
to play in first-level commmuicarion (B in Figure 2) for the
following reasons.
" First, typical IP blocks waderutifize the bandwidth ca-
pacity of an individual router post. All router ports offar the
same bandwidth that is isherent 1o the arehifesture, whareas
the bandwidth requirements of IP blogks varies greatly, A
shared memqry madule needs typically much higher (peak)
bandwirdth than a streaming perpheral device. Single word
transfers, variable bit rates, buzsty 10, and much lower clock
mates for IP dlocks than for the No$ further waste band-
width, This means that the communication needs of a aum.
ber of IP” blocks can be ageregated using a bus before the
capaciry of a notwork link is reached.

Seccond, network interfaces ans more expensive (in terms
of ares) than a bus adaptor. Using a bus 05 a first-leve) traf-

2Bt stands for flow oqairel tigir, the samis porden of duta bandied
per scheduls cyele. A packes I3 decomposed ip (lits,
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Flgure 3. A sharsd-medium bus seems a cost-
eftective way to connect the IP to the packet-
switched network. .

fic concentrator, trading bus adaptors for network intarfaceg
thus reduces the overall cogt of IP-NoS interfacing., We ex-
pect that tho overhead of a bus and its network interface are
outweighed. .

Finally, the number of routess is reduced significantly
when busses ars nsed ag the first-level inferconnect. Ronwers
aro larger than bugses dus to their packet queuss and more
complex scheduling. Wo give an example below.

An example of the hoterogeneous communication archi-
tecture is depicted in Figure 3. A router of arity three supr-

rounded by twelve IP bocks is shown. Two shared-medium -
busses, each connected 1o six 50k gates IP blacks, commu-"
nicate with the router via two.netwosk iaterfaces: Thess

have two functiong: first they schedula the wansactions on

tho bus, and second they given the bus elients access to the -

packat-swirched network. Tho third pot of the romer pro-

vides communication to the remainder of the network. Hig-
ura 4 shows an architecture uzing qnly routers, Now three

ronfers of arity five and ane of arity four aye peeded.
‘The suggested shered-medivm bus has a length of 35k,

where ) is hatf of the length of a minima} transistor. Global -
wires of this Jength will not be the bottla-nack of bus per- *

formance?

Tho feasibility of hyhrid NoSs hinges on the right imple-. -

menration of the busacs. Figst, they muse bo shared wires,
as opposed to switches. Second, their arbiteation muyst he
combined, or st least compatible with, tho scheduling taking
place in the network interfaces, to offer uniform end-to-end
netwark services, o }
We see a futurs far hybrid NoSs, with first-lsve) coma-
nicatjon over a shared-medinm bus, and the higheelevels us-
ing a packet-switched netwark, Perhaps a packer-switched
network can be seen as a distdbuted and sealsbla implemen-
tation of e logical bridge that connacts all the local busses of
the Sa8, Deciding how many IP blocks can use a Jocal bus

Mnlmm-ddnymwmé:nms)mm of 28K, wirs segments
optimized for powerdelny podyct have o Jengrh of 48kA. These lngths
apala with wechnnlogy Hks tho edge of 50k blosks (4).
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Figure 4. IP to IP ecommunication basex on a
homogeneous router hetwork.

befors canpecting to the rauter network is a question that
must be answered foremost.

6 Condusion

We bave argue&inSeﬁion 1 thar fawrs systems on sfli-

" eon (SoS) will be enmposed of large numbers of process-

ing nodes (or IP blocks), Each processing neda is'rela-
tively small (50k gates) to scale with tcchnology, and can
be handled by CAD tools, assuming their evohmionary im-

- provement. The interconnect and communijcation between

these bloeks then becomes an essential function in ftself
(Section 2), leading to netwarks on silicon (NoS). A NoS
is hased on packet switching v flaxihly share link capacity
between the network clients, and to provide pluriform com-
munication services over a uniform infrastructure, Both ofe
ficlency, provided by best-effart maffic, and predictable per-
formance, such as guaranteed throughput and Jatency, aro
imponant (Scction 3), Efficiently eombining them is g chal-
lengs. Section 4 showed rhat the parfarmance of a NoS da-
pends on many factars, but is expected to be high. The cost
of a NoS can be stated in terms of aroa (routers, network in-
texfaces), utilization of wires, and speed (latency). Thoy can
b traded off against ons another, but also, perhaps moro in-
terestingly, against the cost of busses, A hybrid NoS using
shared-wire busses to communicate locally, and accumulat.
ing traffic for a core routor network is a promising architec-
wre that deserves to bs invostigated.
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Trade-Offs in the Desngn of a Router with Combined
Guaranteed and Best-Effort Services for Networks on Chip

Edwm R:jpkema Kees Goossens. Andrel Rédulescu, Jef van Meerbergen, and Paul Wiel
Philips Research Laboratories, Eindhoven, The Neﬂ'lg%lands eage
E-mall: edwin.rijpkemagphilips.com

. ABSTRACT Decoupling the from communicarion requires that

Mmagmgthscmzpwmyofdeﬂgningchiwwmmﬂngbﬂhmsor
tranaistars fequires deconpling computation from communication.
For the commumication, scalable and compositional interconnects
(such a9 netwarks on chip (NoC)) mhst ba used. In this paper we
show . that maranteed seryices are essentisl in achieving this de-
coupling. Guarmntees typically come at the cost of nafficient re-
source utiliziion, To achieve efficiency, they poust be used in com=
bination with beat-affort services. We descaibe a NoC architectare
that efficiently combines guamntoed and best-affort sefvices. The
oy element of our NoC is & router consisting conceptually of two
mma»mguuwdmm(mmmmnM)
roufers, Both offer datn integrity, lossless and in-opder data deliv-
ery. Additiopaily, the GT router offers guarapteed throughput and
latency services, We combine the G and B router architactures of-
ﬁaenﬂybyahaﬂngmwmmm,wnbhnghgblmkmm
The guarantees are never affectad by the BE traffio, and links are
efficiently utilized becasa BR traffic uses a1l bandwidth left over
fmmtﬂ'nﬂis. cmemmmmmmmaduslngnspm
model is robnst, concurrent, and distribated. [t
mﬂumﬂmsmdmmpﬂ&mdmmmmm
nection managemant. Rorall onr architechural chaices, we show the
trade offs batween hardwaxs complexity and efficiency, and moti-
wvate ottr choices.

1. INTRODUCTION
) Rmmmmmmologyraisemechanaugaofmgmg
mpemplmddm@mgchlpsommgbﬂhmsofmﬂstm

¥n this paper, we focus on the coramumication part, BRisting in-
tezconnects (e.g,, brsses) may no Jopger b feasible for chips with
many IPs, because of the diverss and dyaamic communication ro-
Ndmlkcmachb(}rnomemmngasma!m
immcomecnbemmmoy(a)stnme
anammgnﬂabalmmmw&ep-submmtwmom
3, 4, 6], (b) share wires, lowering their mumber and fncrcasing their
utilization (4, 6], (<) can be energy cfficient and reliable [2}, and
() are scalable when compared to traditional busses [7).

monmmhﬂymormmdanwpmdw waork for
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computation
services that IPs use  to communicate () are well-defined, and
(b) hide the implementation details of ths interconnect [9) , see
Figure 1(a). Nn&amhalp,bemmatbeymmﬁomuyde-
signed using layered pratocol- stacks [14], where each layer pro-
interface which decouplas service waage from

Ta paricular, guarzareed Services are essential because ey
make the requirements on the NoC explicit, thus Iimiting the possi-
ble imtaractions (a stricter contracs) of IPs with the communication

envirmmmAsamm.IPdwgz!ssimpler IPs can also ba -
becanse their zervices are not -

degigned independently, guaranteed
affected by the interconnecs or by orhar TPs. This is essential fora
compositional constraction (design apd programming) of systems
on chip. Mereaver, for guaranteed services, failyres are restrictad
1o the IP configuration phass (a setvice request {s ejther granted or
denicd by the NoC) which simplifies the IP programming mode [6].
Wo view the guarnteed sexvices to be offered by an intercommect
a8 3 requirement from the spplications, see Fignre 1(b). :
The drawdack of wsing guarmnmeed garvices is that they yequire
esanree reservation for wopst-case Scenarios. As &

consequence,
resources may not be efficienty utilized, which inay not be. ac-
cemstraints aga '

ceptable in a systern on 8 chip where cost
very tight, ses Figure 1(¢). To overcome this problem, best-¢ffort
services can bs ysed for 1¢s critical communication requircmmts
to fully nrilize the availahle resoorees. Us:ngbuz—eﬂmnm,
however, proyide no goarantess.

A comprornite befween using guarantees only and having an ef-
fielent interconmect is to combine

ﬁc.whﬂaba-eﬁo:;upﬁnwmﬂlhmmm:madhy

*  applicetion vy seqeirementy

T wanslony cansuiass
. YO W . B

Fignre 1: Network services (a) hide the interconnect details and

allow reusable componenis to be bnild on top of them, (b) are -

driven by the applcation requirements, (c) their cficiency re-
lies on technology and network organtzation, and (d) are bnild
ustng a layered approach.

guaranteed and best-effort sex- . .
vices, Guardnteed fraffic shonld not be affected by hest-efforttmf- . -
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guaranteed traffio. Guaranteed sarvices would then be used for the
critieal fraffic requirements, and best-effort services for nen-critical
traffic requirernents,

In this paper, we first st a set of network~-independent commu-
nicarion setvices that are essential in ¢hip design. In the following
gections, ws show the trade~offs between efficiency and cost that
we make in our NoC. In Section 3, we present the frade offe and
take decisions on petwork-selated issues, In Section 4, we zoom
into the intemnals of the key component of our NoC: 4 reiter which
efficiently combines guaranteed aud best-affort services.

2. SERVICES

The increasing complexity of integrated cirruits, and the strong
time-to-market pressure reguire modular designs and IP reuse, De-
coupling computation from commumication in chip design serves
both these two requirements [9). This dzconphing is realized by
defining commmmication interfacas that provids well-defined ser
vices and hide the implementation detafls of ths imerconnect.

We show in Section 1, that misranteed services are essential to
simplify IP design and integration. Examples of such giarantesd
sesviees are data inzegrity, which assumes the data is delivered un-
cormupted, lassless data delivery, whith means no dars is dropped
in tho intercopnect, in-order dara delivery, which specifies that
the onder in which data is delivered is the sams order in which it
hag bezn sent. Other gnarantess offer time-related bounds, such as
shroughput and larency.

Guarantees require resopyee resexvation for worst-¢ase scenar-
ios, which can be expensive. memplc.gumnxedngmmngh
put for a stream of data implies reserving handwidth for its peak
thronghput, even when its nvuagc!smnchlowa-. As a conse-
quence, when using guarantess, resources ars often undeyurilized.

Resonrees are better utilized when best-effort frafiic fs used
Best-ffort services do mot ressgve any resouzces, and heaco provide
1o guarantees. AS a consequense, their performancs is dictated by
boundary c¢onditions, such as intercommeet load. For example, a
connection may become temporarily 1055y in a congested actwork,
if the network resolves congestion by dropping daa.

Best-effort services use resources well becanse they ams typically
designed for average-case scenarios a3 opposed to Worst-case sces
narios. They are also easy =nd fast to use, as they requirs no ro-
source reservation. Their main disadvantage is their unpredictabil~
ity: ane cannot rely on a given performance (i.e., they do not offer
guarantees), In tho best cage, if cartain boundary conditions are
assimed, o statigtical performance can be derived.

‘The requirements for guaranteed services and the efficlency con-
straint (good resoures utilization) are conflicting. Bur & first atep
to 2 predictable and low-cost interconnect is combining the guar-
anteed and best-effort services in the same interconnect. Guaran-
tead services wonld be used for critical traffic requirements, and
best-effort sesvices for non-critical traffic requirements. For exam-
ple a video proccssing IP will typically require a losaless, in-arder
video sixeam with throughpat, but possibly allows cor-

gnaranteed
" yupted samples. Another example is cache updates which require

mncermopted, lossless, Jow-latency data transfer, taxt ordering and
thronghput are leas impartant. In Secdon 4.3 we show

guaranteed throug!
bow combining guaraateed and best-effort servicos efficiently uses -

caomnon resources, In the remainder of this section we analyze the
minimum leve] of abstraction at which the communication services
must bo offered to hide the network intetnals.

Treditionally, network services have been implemented and of-
fered using a layered protocol stack, eypically aligned to the ISO-
OSI reference medel [14]. NoCs also take this spproach (2, 3, 6,
15], hecanse it spuctures and decomposes the service implementa-

FPILLLFD LA 1L TOL 48 CrehIsoD 1V. 100

047 08 10. 2002 18:18:2

47 0L

tion, and tite protocal stack concepts aid positfyRingoD ggfices.

To achisve the decoupling of computation from %;mmcadon.
the commwnication services must be offered at Isast at the level
of the transport ayer in OSI reference model, It is the first Iayer
that offers end-to~end services, hldmg the network details; see Rig-
ure 1(d) [3].

The lowsst three layers in the protocol stack, namely physical,
data-Jink emd network layers, ore nstwork Therefore, these,
services shonld not be visible to tha IPs if decoupling berween com-
putation from communication is desired, However, thess layers ane
esscmfin} in implasmenting the services, becanse congtrocting puar-
antees without guatantess at the layer below is cither very expen-
sive, or even impossibls, For example, implementing a lossless
enmmnnimonontopofalnssysemeerequinsackmwledgmem,
damrcmmxsslon,andmmmgduphmeddm Thisleads toa
significant ipcyeass in traffic, and also a trads off berween large
bufer space requirements and long delays. Even wozse, providing
guarantecs for time-related services is impossible if lower Iayars
do not offer these guarantess. For example, throughpat can not be
guamwednfcmmummunn at g lower layer is lossy. Asa con-

e, guarantees can only be built on rop of guarantees, ses
Figunl(b). Similaxly, a layer’s efficiency Is based on efficient im-
plementations of te layern below it, see Figure 1(c).

The NoC sexvices that we consider esseptial for chip design are:
dare integrity, logsless dam delivery, in-order delivery, thronghput,
and latensy. Data integrity is always guammteed. All the other
segvices can be guaranreed or not, depending on request. In the
next gectinn, we describe briefly how thsse sepvices ars provideg
by oz NoC, and in Section 4 ws descsibe in detall how our router
architecturs emables an efficiont implementation of these sexvicas.

3. NETWORKSONCHIF  _
onmuy,mepmwlmon-chmmmwmmm
switches [10). These are single-hop intepoonmects, meaning that
there is no storage in the interconnect itself, Scalable interconncets
require mmultipls hops with storage in every hop (router). This in-
troduces o qumber of new ismes, which we disensy in this section.
Geneyal computer network rescarch is o mature research
field [16) whigh has many issues in common with NoCs. How-
ever, two significant differences between computer patworks and
on~chip networks moke the trada offs in their design very differ-
ent [4]. Pirst, routers of 8 NoC ara more resource constrained thap
those in compurer network, in particular in the control complexity
and in the amount of memory, Second, communication links of a
NoC are relativaly shorfer than those in computer networks, allow-
mgﬁglnsynnhoﬁmﬂm(nmd:ﬂmmmnbemmm
two chareteristics have a direct impact on the NoC sar-
mnupmmmn. In a NoC, it ig possible to solve the data in-
tegrity at ¢ths data-link layer at a low cost. W, therefors, assume it
solved at the network layer and higher. Lossless transpart of data
i8 guaranteed by our ronters. However, to allow consumers slower
than producers, the network may be allowed to drop data at its edge.

- Consequently, the designer mgy choose either for (a) a lossless con-

nection (l.e., implementing end-to-end fiew control), ar (b) alossy
comection (ie., without Aow confrol). In-order delivery s again
gmnmedbymmma.emmumdomwmm
8 givm ioput port and a given culput port). End-to-and ordering

of datn, however, has to be provided on top of thiz at the netwark
edge when dara is transported on differeat roncas with different do-
1ays, Offering goarantsed and best-effort throughput and latency
serviees {s also implemented by the routars. These router servioes
together with the programming model explained in Section 4.32
aoffer network thronghput and latency sarvices.
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Wo identify four important issues fn the design of the router net-
work acchitecture. Thess are: the swhching mode, routing, con-
zensicn resolusion, end nepwork flow control. Baually importass,
end-to0-end flow comtrol and congestion control ore handled in anr
NoC at the network edge instead of the routers; we therefare omir
their dizcussion here. )

3.1 Switching Mode
The switching mode of a network specifies how data and control
are related. We distinguish cinotdt swirching and packet switching.
In circuit switching data and contro! are separated, Pirst the con-
trol is provided o the network (conneetion set up). This results in
a girewit over which all subsequent dava of the commestion s trans-
pored. In ime-division switching bapdwidth is shared by time-

-+ division multiplexing copnections aver cirenite.  Cireuit-switched

. nstworks inherently affer time-related guaranteed sexvices when
Fesourees are reserved during the connection set up.

* In packet switching data is divided into packets and every packet
-is camposed of a control part (the header), and & dat part (the pay-
* load). Network romers inspect, sud possibly modify, the headers
of incoming packers to switch the packet to the appropriate out-
- put port. Since in packet switching the packets are self contained,
- thers is no need for a set-up phasa to allocate resources, Best-effort-

__services are therefore parally provided by packet switching,

3.2. Rounting

Routing is the datermination of the route (or path) that the data
. follows from sources to destination. There are two basic approachas:
* source routing and destination rousing. In somres souting, the nets
wok interface at the sonrce computes the complets routa o the
destination, In destination routing, only the network gddress of
the destination {s specified, and every router selects the appropriate
ontput based on the address, We refer to [17] for several classes of
routing functions. .

In circuit switching, routing takes place at connsétion setup, L.e.,
ance for all datn in that canmection. fn packez switching, ronting is
dons for every individual packet sent over the network. In both

" cages, sonces and destination ronting are possibls. We currenfy
" comsider sourco routing becauss it is independeat of the router net-
work topology, which is not yat detenmined.

:3.3 Contention Resolntion
. When o router attempts to send rmltipls data itemms over the same
link at the same time contention is sgid to ccexr. As only one dara
item can occupy a link at any point in time 3 selection among the

" contending data must bs made; this process is called contenton
tesolution. Thres approaches exist: avodding contention, dropping
data (one of the contending daga item is traniemitted and the remain-
der aro deleted), and scheduling (or sequentializing) data (all data
itezns are sent in tum; seme data itams aye therefore delayed),

In circuit switching contention resalution tkes place af set up
at the grmanularify of comnections, so that dats sent over different
comnections do not conflict. Thus, theze is no contention during
data transpaont, and time-related guarantees can be given,

In packet switching contention resohmion takos place at the gran-

- nkarity of individual packets. Dropping packers is possible, but for
a lossless serviea (a) it 2dds complexity 1o the natwork (acknow)-
edgmens, refransmission, efe,), and (b) it ultimately increases the
mfficbecauso dropped packets necd to be resent. Thus, scheduling
data is the only remaining option.

FRLLLrFD LLAiF e T3l 40 ar434057
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34 Network Flow Control  08.10.2002

Network flow control, also called routing mode deals with the
Yimited amopnt of buffering in routers gnd data asseptance betwoon
routers. In circuit switching commections are st up. The data gond
over these conmections is always acceptsd by the routers and hence
10 netwark flow control is needed. In packet switching, data must
be buffered at every router before they are sent on. Becapse routars

have a limited amounr of buffering they accept data only when thay

havs enongh space to store the incoming datz.

mmmﬂnmwmofﬂweonmmmﬂymmfmm
virmal cut-shrough, and wormhole routing. In store-and-forward
fonting, an input packet i3 received and stored in its antiroty before
itis farwagded to the next router. This requires storage for the com-
plate packet, and {mplies a per-ronter latency of at least fhe fimo
required for the router to receive ths packet.

In virtual cut-through routing a packet is forwarded. as goon o3
the next router guarantees that the complete packes will be ac-
cepted. Only when no guarantes is given, the whole packet s stored
in the router Thns.vimmlcut-mghmﬁngmqumbuﬁerspaea
for a complete packet, like store and forward routing, but eHows
lower-latency communication. ’ '

In wormhole routing packets ars split in so-~called flies (flow con~

trol digits), A flit is passed o the next routér when that ronter -

ercepts that flit, cven when thers is nat enough buffer space for the
complete packet. As soon a8 a flit of 2 packet is sent over an output
port, that outpur port is reserved for fiits of that packet only. When
the first flit of a packet is blocked the trafling flits-can therefore
bs spread over multiple routers, hlocking the intermediate Hnka.
Wormhole xouting requires ths least buffering (buffer flits instaad
of packets) end 2lzo allows low-latency communication. Howsver,
ir is more seasitive to deadlock and gensrally results in lower link
urilization than virtual cut-through routing. A :
Wo opt for wormbtole routing becanse it offers Iow latency, which
is cne of our targeted gervices, and becayse it has the Jowest cost in
texms of boffering, which is expensive on-chip. :

4. A COMBINED GT-BE ROUTER

Section 2 defines o requirements for NoCs in terms of services
that are to be offered, in particular, bath guaranteed and best-affort
services, The pravions section introduces & munber of general pet-
working issues that will be built upon here, In ths following two
subsections we show thar the guarantsed and best-effart i

services
- can canceprually be dascribed dy two independent router architec~

mres, The combination of these two router architechures js effi-
cient and has a flexible programming model, as dascribed In Sub-
4.1 A GT Router Architecture )

Our guaranteed-throughput (GT) router must gnsrantee nacor-
Tepted, Jossless and erdered data transfes, and both thronghput and
latency over @ finite time interval. As mentioned earlier, data in-
tegrity is solved at the datalink layes; wo do not Address it further.
Nodata is dropped by the GT router becamse we nse a vagiant of cir-
cuit swirching (described in the next section). Dam is transported
in fixed-size blocks, further explained below. As only one block
is stored. per input in the GT Totiter, blocks remaip ordered. We
now tum to the mere challenging time-related guarantees, namsly
throughpur and latency,

4.1.1 Time-related Guarantees

Latency is defined as the tiros a packet spends in the nerwork.
Gnaganesing latency, therefore, means that @ worst-cass vpper
bound must ba given for this tims. Here we define throughput
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for a given producer-consumer pair as the amount of dara trans-
ported by the network over a finite, fixed tims interval. Guarantee-
ing throughput means giving & lower bonad,

- We obsesve that guorantesing latency in a lossless router ia dif-
ficult hecquse contention requires schednling and hence delays.
Guarantecing throughput is less problematic. Rate-boged packet
switching (for 2 overview sec [18]) offers guaranteed thronghpat
over a fintitp perind, and hence a tatency bound. This bound i yery
high, however, and the cost of buffering {s also high. Desdline-
based packet switdhing [13] offers preferential weatment for pack-
ets clase to their deadline, This allows differcntial latency guaran-
tees (under certiin admissible traffic assumptions), but 2lso at high
buffer costs.

Cirenit switehing solves the contention at set up, so patorally
providing guaranteed latency and thronghpur Circnits can be
pipeﬁneﬂmimmunuughpmlsl.MMmstofaddiﬁnml
buffering and Iatency, Time-division multiplexing connections over
pipelined circuits additionally offers Sexibility in bandwid:h allo-

FRALLLFD LLE L TIL L% AL L=~

cation. This requires ¢ notion of youter synchroniedty, which is pos- -

sib!ebpmseaNoClsbemammﬂnblethmngeneml gemoﬂ:.

-Wemp!amﬂ:isvadnﬁnn!nmomdmﬂimhenmm The

assodamdmgmhgmdelhdesmhedmsdmu.z.
4.12 Contention-free Routing

A yonter uses a slof sable to (a) avoid contantion on a link, (O]
divide up bandwidsh per link, and (¢) switch data to the correct OU-
put. Every slot whle R has 8 fixed-size time slots (rows), and N
router outputs (coluxans). There is a logical nation of synchronic-

iw:anmnmsinmcmtwnﬂ:areinmemeslot. Iaslotsat

mmebmkof&nmnbemdfwﬁmwmvompu:pmne
next slot (a-+1)%39, the read blocks are written to thair approptiats
mnpmwmmodmhusgmpagmhasmandfnmtdfnm
memmcynblockinmwmwiseqml tp the duration of a
slo:.Bandwid!hisguamntaadmmumpIsaofhlmkmpersm

The entries of the slot tble map owtpnts to inpnts for every slot:

R(s,0) = % An entry {s cmpiy. 'when there i no reseryation for .

that outpus in that slot, No contention arises bacause there is at most

ans input per cutput. Seadingasingieinpuwmﬂﬂp!anmptm‘

(multicast) is possible,

Tha slots reserved for & block aleng its path from soutes o dosti- -

nation increase by ons (modulo S). If slot 9 is resesved in axonter,
slot (a+1)%5mustbemmdinthenmmnuunmepazh.

- The-gssignment of sJota to connections in the natwork Is an opti-

misation problem, and is described in Section 4.3.3. Section 432
mlniushnwslommmmedmmanemork.bywm‘ofbm-
effort packets.

4.2 A BE Router Architecture

Best<ifort (38) traffip can have a better average performanee
then offered by guarenteed sarvices. This depends on boundary
contfitions, such a6 nstwork load, that are unpredictable, Best-
effort services thus fulfll our efficisncy requirement,
offering time-reloted guarantees, This section describes an archi-
tectuge for a best-sfort servics with uncorrupted, lossless, in-order
data transport.
Ths ronter efficiency i8 infinenced by both its complexity and

its utilization, Tn Section 3 we have justificd aur choice for routs

ing (source routing) aud network flow control (wormhole), Now
wo datarmine the contention resolutjon séhoms that is used. Ip has
WO 0! : buffering aud scheduling, Our router prototypes
chow that tha buffering costs dominate the cost of the ronter, The
maintads off in Secticn 42.1 is therefore between buffer costs and
link utilization, whieh ars both critical resources. For the chosen

U, 10D r.ao7oL

beffering strategy an efficlent scheduling al@@ith(, FOGRcted in

Section 4.2.2, trading off link utilization and schednle complexity.

421 Buffering Strategy

The buffering strategy determines the location of buffers inside
the router. Wo distingnish input quening, oupuz quening, and vir-
tual outpit quewing. In the following, JV is the gumber of inputs
(equal to the number of outputs) of the router. We beliove that in
a balanced solution the ratés at which rowsers and links operate is
equal, Slowar routegs require more huffering, and faster rontess are
not fepsible as links operate at high speed.

In input quening thete i a single quene per inpt, resulting in
the lowest buffar cost (¥ logical quenes in IV physical memories)
of all three approachss. However, due to the so-called head-of-
line Blocking, for large N nexwark urllization saturates ot 59% [8].
Theeefore, input quening results in weak utilization of ths links,

Ourput quening can increase the link urilization to 100% by hav-
ing NV queues at each cutput, or IV queges, with a3 many phyaical
memories. Tt is bettar to have fewer layger. memories than more
smaller mernories becausa the overhezd of small RAMs is very
high. Overclocking the romter by a factar JV to uge IV memorics
is oot possihle, 0 argued previously, So the npmber of memories
depends quadratically on ]V, hence outpat quening is not scalable.
. Vmﬂomqusuinglllgvoo)wmhhesdmadvmmof
mqnquaﬁngmommqmmg.nmmehﬂuingmmp!exhy
of input quening and the link vtilization of omipnt quaning. As for
outpmt queuing, there nze IV? logical auenes, butthey are combined
in IV physical memories ot the. inputs as for input quening. For
every inpmt  there are N queues Q(3, 0), ens foreach output o, see
Egmez.'rhnroisa!mostonewﬂtcmﬂlsequeue& The difference
between output and vOQ s the additional canstraint that thete can
bo af meost ons read from this group of N gueues. (This epabled the

ing of all fmput quenes of the same input to ons wamary.) This

additional constraint has 10 be mken into secount by the scheduling,
100% Iink utilization can still be achieved, when JV is large [12].

Wea select VOQ becauss it combines high lnk utilization with
moderate buffar costs. . .

422 Matrix Scheduling

This section shows how link contention and memory contention
(imposed by voQ) are resolved. Matrix schaduling solves both
kinds of conrention by ensnring that every VOQ memery is read at
most once, and evary-cmtpnt (link) is written to a¢ most ance. The

sebertling problem tan bo modeled as a biparite grph matchivg ©

problem as follows. Bvery input port 4 {s modeled by anode t and
every outpiit port o by . 50¢6 va. There is an edge benwesn 4y and
v, if 208 only if qusue Q(s,0) 1s non-ampty. A match is a suhset
of thesa edges anch that every node is incident m at most oxs edga.
For exanpls, Figure 3(c) is 8 match of Figure 3(a). The mumber of
edges in the match is its sixe; a mateh is maximal when no edges
eam he added to it. A maximum size match 1s 8 Jargest size match.
Althongh optimal, there are two reasons not to consider anly

] i
: .: ) (arniseg .
o) _-.H E ' =
]
IR = oL

Figure 2: Sthematic of 8 ronger using virtaal ontput quening.
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Tignre 3: The three steps of a single iSLIP iteration.

maximym size matches. First, maxinnun sizs matching algorithms

hach(N‘”)compmky Since matrix scheduling is done at fit

rate this is not feasibls for large . Second, maximum Size match-
ing algorithrs can be unfair, which can result in starvarion, ie.,
some quenes are naver setved.

There are several matching slgorithms; see [11] for a tharough
discusgion. We selest the iterative SLIP (iSLTP) mawrix scheduling
.algorithm [11], beeause it has a low complexity, aveids starvation,

" And provides inereasing performance as the number of terarions

grows. It reaches g maximnal match in log, (V) itorations. Even a

gingle iteration ¢onsiderebly outperforms inpt quening, and can be
efficiently implemented in hardware. Multiple iterations increnss
ﬂ:nla!mcyofﬂmwnﬁdpath.mdhemethbﬂnslze(asexplaiud
in Section 4.3.1), We consider using 1-SLIP becanse multipla iter-
ations give only marginal improvemsnt.

A single i SLIPiteration has three steps, illustratad by an exampls
in Figure 3 for N = 4 In the first stage, see Figura 3(a), every non-
empty quese Q(é, 0) requests access to output port o from input
post 6. In the second smge, see Rigure 3(b), every output port o
grants one request, solving Hnk conteation at the output ports. In
umthndsmga,seemgmas(c),:mympmpmmccepaonem:,
to resolve memery contepiion at the input port. We extend ¢SLIP
1o take network fow control into acootnt,

4.3 Combining the GT and BE Routers
The OT and BE router architectures are combined to share re-
mnes.inpmﬂculnrtheﬁuh.mmmﬂas.andswimhes.Mm
best-effort traffic anables & packet-based programming model for
the gnarnteed traffia, as shown later, in Section 4.3.2.
Ths principal constraint for a combined router architecture is that
guaranteed sapvices are nover affected by best-effort sexvices. Fig-
ure 4(a) shows thnt. conceplually, the combiped router canmins

-

§ 5 & &
g

§ 8 35 g

ther the GT arthe BE vonter. The GT traffic (the traffic that is segved
by the G router) has ths higher priority, to maintain gnaranrees,
This is ensured by the arbitration npit, which therefors affects the
brat-effort

scheduling. Purthermore, best-effort packets can pro-

gram the guaranteed routes, as shown by the arrow lzbeled pro-
gram. Thin lines going from ths right to the left indicate network
flaw eontral, which is only required for best-effart packets becauss
guaranteed blocks never encounter ¢ontention.

©On a shared link only ane BB or GT data item ¢ arrive or ba
sent at any point in time, Thus 61 and BE memorics oan be shared,
keeping the mmber of memories at N, with N+-N2 logical quenes
in total. Fignpe 4(b) shows that the data path consisting of memo-
xies and switch marrix i5 shared, aind that the contyol paths of the B
and GT reuters are separate, yet intsrrelated. Moreover, ths arbitra-
tion unir of Bigurs 4(a) has been; absorbad by the 58 ronter. The
following subsaction shows how this czn be done.

43.1 Arbirration and Flit Size

‘When combining GT and BE traffic in a single nerwork the im~

FHLLLED LLF N TOL 64U Cr434907

. DO F.2870L

\ 68782002
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Figure 4: 'lWovlm of the combined GT-BE ronter.

pact on the network flow control scheme mmst ba taken into an- -

count, Recall fromi Section 3.4 that a BE fiit is the smallsst unit gy
which flow confrol is performed. In other words, the BE scheduling,
using sSLIP, can only react to GT blocks at fiit granularity. To aveid

" alignment problems, the black size (B words) is a mulkipls of the

flits (¥ words, with B = £F), £is cqnstant; we prefer a smal} £ and
F to decrease the store-and-forward delay for grarantesd waffie,
Wa extend §SLIP to hanrile the comhination of 6T and BE traffic.

In this combination GT traffic always has priority over BE traffic. )
corrupted,

msistomm:ha:mmnwarema

432 ngrammmgModel
In this section we show how GT connections are set up and tom

. down by means of BE packews. To ensure scalability, pro

must ot requirs glabal or centralized resourcas. Su:uonm.z«m-
plains why our contenticn-freo roniing uses slot tables; we pow see
mmtbeyamrhsmmaovnmmﬁibtseahbﬂi:y;
Imnnllymeﬂozmbleoumywmismpty This teans thar
GT connections monlybasetupus!ngnnpachts.mlessmud-
ditional commmnication infrastructure i3 Introdiced solely far pro-
gramming. Two special packets, Rasat and Start, ars used to reset
and start the NoC, respectively. They progress by flooding, and are

notsubjecttommnaworxﬂowmm We will oot discass

them further. There are thres system packess: SetlUp, TearDown,
and AckSsilp. mymmedwprommeslnnabxemevuy
router on their path.
TheSatUppackntismedmmacumecnonﬂmnnm
10 a destination, and travels in the direction of the data (“down-
siream™). AckSsilp acknowledges a successful set up, and flows

.. Upstream. The TaarDown packet destyoys (partially) existing con- -

asetions, and can travel in either direction. SetUp packets contain
the sonrce of the data, the path o their destination, and a slot mm-
ber. Bvery ronter along the path of the SetUp packet checks if the
onmmwmsnmmmmthepam&ﬁuinmesminﬁcmdhy

the packet. If it is free, the outpot is reserved in that slot, and the

SellUp packet is farwarded with an incrememted (modulo ) slor,
Otherwise, the SatlUp packet is discarded and a2 TaayDawn packet
returns aleng the same path. Thus every path must ba reversible;
this is the only assumption we make about the network topology.
These vpstream TaarDown packets free the slof, and contimie with
adecrémented slot. Downstream TearDown paclkets work similardy,
and rsmove existing commections. A connestion is sccessfally cre-

ated when an AckSotUp is received, else & TearDawn is received.
The progrmmming model ig pipelined and concurrent (multipls
also

" system packets can be active in tho network

simultaneonaly,
from the sams source) and distribnted (active in muldple routers),
szmm&shibuzedmmofmepmgmnmmmodd. ensuring
consistenoy and deferminism is cruclal. Tha onteome of programs
ming may depend on the execution order of system packets, but is
always consistent, The next section shows how to use the program-
mipg model,

050 08.10.2002 18:20:27
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433 Slot Allocation

‘This section explams ways to determins the slots specified in
SetUp packets. A slot allocation for a single connection requires
that, 81 avery router along the path, the required output is free in the
appropriate slot. Therefore, intarference of SatUp packets of mul-
tiple connoctions cm be completely avaider if connections are seg
up with confiict-fres slots or paths. All execution ordess of Setlp
packets then give the same regule.

Computing an optimal slog allocarion is complex and requires 8
global network view, It con be used only for small problem ine
stances, To reduge computational cost, heuristics can be used, but
this probably leads to non-optimal solutions. Compile-tims slot al-
locarions from both approaches can be rocreated deterministically
at run time, concurrently and distributedly (becanse all SotUp pack-
ets are conflict-free).

At run time, a global view requires a cenrralized slot allocation.
This impairs scalability and slows down ing. Run-time
distributed slot allocation is scalable, but lacks a global view. This
typically results in suboptirmal slot allocation. Moreover, SatUp
packets may interfers, making programming more involved, and
perhaps pon-deterministic. However, dynamic contiection man-
sgement at high rates will require distributed slot sllocation. In
a simple digtributed greedy algorithm, all sources repeatedly gen-
" erats random slot numbers fér each set up uatil thefe connection
succeeds.

‘We concluds that onr programming model allows both compile-
time and nn-time siog allosarion, Computational complexity, de-
" tarmipistio results, and scalability con be balanced according to sys-
tem requirements. )

5, CONCLUSIONS

Managing the complexity of designing chips containing billicns
of transistors requires decoupling computation from communicas
ton. For communication, networks on chip (NoC) ars emerging
28 an alterpative for existing inserconnects to salve technological,
perfarmance, and ccalability problems.

In this paper we show that guaranieed services are essential to
provide predictabie interconnacts that ¢nable compasitional system
design and integrarion. However, guarantees typically utilize re~
souyces inefiiciently. Best-effort sarvices overcome this problem
but provide no guarantees. So, combining guaranteed and best-
" effort sexvices allows efficient resouyce utilization, yet still provid-
ing guaranteas for critical traflic.

Time-related guarantecs, such as throughput and latency, can
omly ba construeted on a NoC that mivinsically has these properties.
Wa therefore define a rogter-based NoC architecture that combines
guaranteed and best-effort sexvices. Thus, the rovter architecture
has conceptually two parts; the puaranteed thronghput (G7) and
best-effert (E) romters, Both offer data integrity, lossless dats de-
Tivery, and in-order data delivery. Additimlly, the GT router offers
guaranteed throughppt and latency services using pipelined ciscuit
switohing with time-division multiplexing, This requires a notion
of synctmonicity: at each vime slor at most one block of data is com-
municated over 8 link. The GT router has low latency and moder-
S1a memory requi . The BE router uses packet switching,
wormhole ronting, apd virtual output quening with iSLIP. Tha BR
rontes has 1ow latency, high Link ppilization, and modeyate memory

requirements.

We combine the GT and BE rower architectures efficiently by
sharing router resonrces. The gparantess are never nffected by the
B8 traffic, and links ars efficiently utilized becouse BE traffic uses
all bandwidth left over by GT traflic. Conmections ére programmed

FOLLLED WL L TOL 48 Qf 43402 . . 100
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neing BE packets. The programming model i
end distributed. It enables un-time and comp
tic and adaprive conneation menagement.

For ol our architectirs choices, we show the trads offs between
hardware complexity and efficiency, and motivate our chajces.

In conclusion, ws describe and motivate o combined gumnmd
and best-effart router, which is an essential componpent in a NoC.

It fulfills our requirements by providing gnaranteed services, and
satisfies the efficiency constraiat by good resource utilization.
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1, Integrated circuit comprising a plurality of modules, and a network arranged
for transferring messages between the modules, wherein a message issued by a
module comprises first information indicative for a location of an addressed module
within the network, and second information indicative for a location within the
addressed module,

characterized in that the first.and the second information are arranged as a smgle
address from which the networl determines which module is addressed, and from
which the addressed module determines which of its losations is seleoted.

2. Method for exchanging messages in an integrated circuit comprising a
plurality of modnles, the messages between the modules being exchanged via a
network, wherein a message issued by a module comprises first information indicative
for a location of an addressed modnle within the network, and second information
indicative for a location within the addressed module, -

characterized in that the first and the second information are arranged as a smg]e
address from which the network determines which module is addressed, and from
which the addressed module determines which of its locations is selected. -

3. Integrated cireuit comprising a plurality of processing modules and a network
arranged for providing at least one communication between a first and a second

“mdule, which communication channel supports transactions comprising outgoing .
messages from the first module to the second module and return messages from the -
second module to the first module, characterized in that the network manages the
outpgoing messages in a way different from the retum messages.

4, Method for exchanging messages in an integrated circuit comprising a _
plurality of modules, the messages between the modules being exchanged via a }
network, wherein a communication channel through the network suppotts transactions
comprising outgoing messages from the first modnle to the second module and refurn
messages from the second module to the first module, characterized in thatthe ~
network manages the outgoing messages in a way different from the return messages.

'S, Integrated circuit according to claim 3, wherein the network has a first mode
wherelin a message is transferred within a guaranteed time interval, and a second
mode wherein 2 message is transferred as fast as possible with the available resources,
wherein the ontgoing transaction is a read message, requesting the second module to
send data to the first module, wherein the retumn transaction is the data gmerated by
the second modnle upon this request, and wherein the outgoing transaction is
transferred according to the second mode, and the retum ﬁ'ansachon is trmsfmed
according to the first mode.
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6. Integrated circuit according to claim 3, wherein the network allows at least -
two of the following transaction modes unordered, locally ordered and globally

ordered, wherein an unordered transaction mode of the networlk gives no gnarantees

for the order in which messages will arrive at their destination, a locally ordered
transaction mode gnarantees that messages sent to the same destination will arrive in
the same order as they were sent, a global ordered transaction mode guarantees that-
messages will arrive in the same order as they were sent even if they are sent to
different destinations, wherein outgoing and retumn transactions are handled according
to different transaction mades, _

7. Integrated ¢irouit according to claim 3, wherein the network reserves a fixst
and a second buffer space for the first and the second module respectively, the
bufferspaces having a mutually different size,

8. Integrated circuit comprising a plurality of modnles, which modules are
arranged to communicate to each other via a network, wherein the network is
arranged to distribute 2 message from a first module to two or mare second madules,
and wherein the second modules are aranged to generate an acknowledge message
indicating receipt of the message from the first module, ,
the network being arranged to generate a single returm message to the first module, in
dependence of the acknowledge megsages of the second modules.

9. Integrated circuit according to ¢laim 8, wherein the single returm message
indicates that at least one of the second modules has received the message issned by
the first module. .

10, Integrated circnit according to claim 8, wherein the single return message
indicates that each of the second modules has received the message issued by the first
module, '

11,  Integrated circnit comprising a first plurality of processing modules and a
network, the network comprising a second plurality of nodes and interconnections
‘between nodes, the netwark being arranged for transferring messages between a first
and a second modules via a path through the network, the processing modules coupled
to the network via a network interface having a buffer for receiving incoming
messages, wherein a message from a first to a second module is not initiated until the
buffer has sufficient space for receiving a return message from the second module.
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Abstract

, Networks are emerging as a possible solution for on~

chip interconneets, In this paper, we describe how net-

wotks on chip (NoC) are similar to and differ from

both off-chip networks (e.g., computer networls) and cur- B
rent on-chip interconnects (e.g., buses). We re-examine
-the communication services in the context of NoCs. We -
provide services that abstract from network implementa-

tions enabling a clean separarion between the NoC and Y
IP blocks. Wa define a requost-response transaction model o
gimilar to bus promecols, making our approach back- .
ward compatible, To exploit the full power of NoCs,

we alin provide comection-oriented communication with

differentiated services. Bxamplea are bandwidth gnarsn-

tees, transaction orderings, and end-to-end flow comtrol.

Key Words: Networks on chip, on-chip buses, compurer

networks, communication services, protocol stack,
" transaction, connection.
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RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, T™M, TN, TR,
TT, TZ, UA, UG, US, UZ, VC, VN, YU, ZA, ZM, ZW.

Designated States (regional): ARIPO patent (GH, GM,
KE, LS, MW, MZ, SD, SL, SZ, TZ, UG, ZM, ZW),
Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU, TJ, TM),
European patent (AT, BE, BG, CH, CY, CZ, DE, DK, EE,
ES, FI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT, RO,
SE, SI, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG).

Declaration under Rule 4.17:

as to applicant’s entitlement to apply for and be granted
a patent (Rule 4.17(ii)) for the following designations AE,
AG, Al, AM, AT, AU, AZ, BA, BB, BG, BR, BY, BZ, CA, CH,
CN, CO, CR, CU, CZ, DE, DK, DM, DZ, EC, EE, EG, ES,
Fl, GB, GD, GE, GH, GM, HR, HU, ID, IL, IN, IS, JF, KE,
KG, KP. KR, KZ, LC, LK, LR, LS, LT, LU, LV, MA, MD,
MG, MK, MN, MW, MX, MZ, NI, NO, NZ, OM, PG, PH,
PL, PT, RO, RU, SC, SD, SE, SG, SK, SL, SY, TJ, TM, TN,
TR, TT, TZ, UA, UG, UZ, VC, VN, YU, ZA, ZM, ZW, ARIPO
patent (GH, GM, KE, LS, MW, MZ, SD, SL, SZ, TZ, UG,
ZM, ZW), Eurasian patent (AM, AZ, BY, KG, KZ, MD, RU,
TJ, TM), European patent (AT, BE, BG, CH, CY, CZ, DE,
DK, EE, ES, FlI, FR, GB, GR, HU, IE, IT, LU, MC, NL, PT,
RO, SE, S1, SK, TR), OAPI patent (BF, BJ, CF, CG, CI, CM,
GA, GN, GQ, GW, ML, MR, NE, SN, TD, TG)

Published:

without international search report and to be republished
upon receipt of that report

For two-letter codes and other abbreviations, refer to the "Guid-
ance Notes on Codes and Abbreviations" appearing at the begin-
ning of each regular issue of the PCT Gazette.

(54) Title: INTEGRATED CIRCUIT AND METHOD FOR ESTABLISHING TRANSACTIONS

/T

ANIP

. REQ
<«
RESP

PNIP

REQ

«—

k—/\) RESP

(57) Abstract: An integrated circuit comprising a plurality of processing modules (M; I; S; T) and a network (N; RN) arranged
for providing at least one connection between a first and at least one second module is provided. Said connections comprises a set

of communication channels each having a set of connection properties. Said connection supports transactions comprising outgoing

messages from the first module to the second modulc and return messages from the second module to the first module. The connec-
tion properties of the different communication channcls of said connection can be adjusted independently. Therefore, the utilization

of the resources of a network on chip is more efficient, since the connection between modules can be efficiently adapted to their actual

requirement, such that the connection is not over dimensioned and unused network resources can be assigned to other connections.
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