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SEC. 14 REFERENCE MODELS 35

headers are stripped off one by one as the message propagates up the layers until
it finally arrives at the receiving process.

The key idea throughout is that although actual data transmission is vertical in
Fig. 1-17, each layer is programmed as though it were horizontal. When the send-
ing transport layer, for example, gets a message from the session layer, it attaches
a transport header and sends it to the receiving transport layer. From its point of
view, the fact that it must actually hand the message to the network layer on its
own machine is an unimportant technicality. As an analogy, when a Tagalog-
speaking diplomat is addressing the United Nations, he thinks of himself as
addressing the other assembled diplomats. That, in fact, he is really only speaking
to his translator is seen as a technical detail.

1.4.2. The TCP/IP Reference Model

Let us now turn from the OSI reference model to the reference model used in
the grandparent of all computer networks, the ARPANET, and its successor, the
worldwide Internet. Although we will give a brief history of the ARPANET later,
it is useful to mention a few key aspects of it now. The ARPANET was a
research network sponsored by the DoD (U.S. Department of Defense). It eventu-
ally connected hundreds of universities and government installations using leased
telephone lines. When satellite and radio networks were added later, the existing
protocols had trouble interworking with them, so a new reference architecture was
needed. Thus the ability to connect multiple networks together in a seamless way
was one of the major design goals from the very beginning. This architecture
later became known as the TCP/IP Reference Model, after its two primary pro-
tocols. It was first defined in (Cerf and Kahn, 1974). A later perspective is given
in (Leiner et al., 1985). The design philosophy behind the model is discussed in
(Clark, 1988).

Given the DoD’s worry that some of its precious hosts, routers, and internet-
work gateways might get blown to pieces at a moment’s notice, another major
goal was that the network be able to survive loss of subnet hardware, with existing
conversations not being broken off. In other words, DoD wanted connections to
remain intact as long as the source and destination machines were functioning,
even if some of the machines or transmission lines in between were suddenly put
out of operation. Furthermore, a flexible architecture was needed, since applica-
tions with divergent requirements were envisioned, ranging from transferring files
to real-time speech transmission.

The Internet Layer
All these requirements led to the choice of a packet-switching network based

on a connectionless internetwork layer. This layer, called the internet layer, is
the linchpin that holds the whole architecture together. Its job is to permit hosts to
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SEC. 14 REFERENCE MODELS 37

any other machine in the internet. It fragments the incoming byte stream into
discrete messages and passes each one onto the internet layer. At the destination,
the receiving TCP process reassembles the received messages into the output
stream. TCP also handles flow control to make sure a fast sender cannot swamp a
slow receiver with more messages than it can handle.

The second protocol in this layer, UDP (User Datagram Protocol), is an
unreliable, connectionless protocol for applications that do not want TCP’s
sequencing or flow control and wish to provide their own. It is also widely used
for one-shot, client-server type request-reply queries and applications in which
prompt delivery is more important than accurate delivery, such as transmitting
speech or video. The relation of IP, TCP, and UDP is shown in Fig. 1-19. Since
the model was developed, IP has been implemented on many other networks.

Layer (OS! names)

’ TELNET FTP SMTP DNS Application
Protocols < TCP uDP Transport
P Network
Networks { ARPANET SATNET et LAN f iyl +

Fig. 1-19. Protocols and networks in the TCP/IP model initially.

The Application Layer

The TCP/IP model does not have session or presentation layers. No need for
them was perceived, so they were not included. Experience with the OSI model
has proven this view correct: they are of little use to most applications.

On top of the transport layer is the application layer. It contains all the
higher-level protocols. The early ones included virtual terminal (TELNET), file
transfer (FTP), and electronic mail (SMTP), as shown in Fig. 1-19. The virtual
terminal protocol allows a user on one machine to log into a distant machine and
work there. The file transfer protocol provides a way to move data efficiently
from one machine to another. Electronic mail was originally just a kind of file
transfer, but later a specialized protocol was developed for it. Many other proto-
cols have been added to these over the years, such as the Domain Name Service
(DNS) for mapping host names onto their network addresses, NNTP, the protocol
used for moving news articles around, and HTTP, the protocol used for fetching
pages on the World Wide Web, and many others.
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694 THE APPLICATION LAYER CHAP. 7

Two formats are supported for the news protocol. The first format specifies a
newsgroup and can be used to get a list of articles from a preconfigured news site.
The second one requires the identifier of a specific news article to be given, in this
case AA0134223112@cs.utah.edu. The browser then fetches the given article
from its preconfigured news site using the NNTP protocol.

The gopher protocol is used by the Gopher system, which was designed at the
University of Minnesota and named after the school’s athletic teams, the Golden
Gophers (as well as being a slang expression meaning “go for”, i.e., go fetch).
Gopher predates the Web by several years. It is an information retrieval scheme,
conceptually similar to the Web itself, but supporting only téxt and no images.
When a user logs into a Gopher server, he is presented with a menu of files and
directories, any of which can be linked to another Gopher menu anywhere in the
world.

Gopher’s big advantage over the Web is that it works very well with 25 X 80
ASCII terminals, of which there are still quite a few around, and because it is text
based, it is very fast. Consequently, there are thousands of Gopher servers all
over the world. Using the gopher protocol, Web users can access Gopher and
have each Gopher menu presented as a clickable Web page. If you are not fami-
liar with Gopher, try the example given in Fig. 7-63 or have your favorite Web
search engine look for “gopher.”

Although the example given does not illustrate it, it is also possible to send a
complete query to a Gopher server using the gopher+ protocol. What is displayed
is the result of querying the remote Gopher server.

The last two protocols do not really have the flavor of fetching Web pages,
and are not supported by all browsers, but are useful anyway. The mailto protocol
allows users to send email from a Web browser. The way to do this is to click on
the OPEN button and specify a URL consisting of mailto: followed by the
recipient’s email address. Most browsers will respond by popping up a form con-
taining slots for the subject and other header lines and space for typing the mes-
sage.

The telnet protocol is used to establish an on-line connection to a remote
machine. It is used the same way as the Telnet program, which is not surprising,
since most browsers just call the Telnet program as a helper application. As an
exercise, try the scenario of Fig. 7-60 again, but now using a Web browser.

In short, the URLSs have been designed to not only allow users to navigate the
Web, but to deal with FTP, news, Gopher, email, and telnet as well, making all
the specialized user interface programs for those other services unnecessary, and
thus integrating nearly all Internet access into a single program, the Web browser.
If it were not for the fact that this scheme was designed by a physics researcher, it
could easily pass for the output of some software company’s advertising depart-
ment.

Despite all these nice properties, the growing use of the Web has turned up an
inherent weakness in the URL scheme. A URL points to one specific host. For
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SEC. 7.6 THE WORLD WIDE WEB 701

HTML 3.0. Below we give a very brief introduction to tables, just to capture the
essential flavor.

An HTML table consists of one or more rows, each consisting of one or more
cells. Cells can contain a wide range of material, including text, figures, and even
other tables. Cells can be merged, so, for example, a heading can span multiple
columns. Page authors have limited control over the layout, including alignment,
border styles, and cell margins, but the browsers have the final say in rendering
tables.

An HTML table definition is listed in Fig. 7-66(a) and a possible rendition is
shown in Fig. 7-66(b). This example just shows a few of the basic features of
HTML tables. Tables are started by the <TABLE> tag. Additional information
can be provided to describe general properties of the table.

The <CAPTION> tag can be used to provide a figure caption. Each row is
started with a <TR> (Table Row) tag. The individual cells are marked as <TH>
(Table Header) or <TD> (Table Data). The distinction is made to allow browsers
to use different renditions for them, as we have done in the example.

Numerous other tags are also allowed in tables. They include ways to specify
horizontal and vertical cell alignments, justification within a cell, borders, group-
ing of cells, units, and more.

Forms

HTML 1.0 was basically one way. Users could call up pages from informa-
tion providers, but it was difficult to send information back the other way. As
more and more commercial organizations began using the Web, there was a large
demand for two-way traffic. For example, many companies wanted to be able to
take orders for products via their Web pages, software vendors wanted to distri-
bute software via the Web and have customers fill out their registration cards
electronically, and companies offering Web searching wanted to have their custo-
mers be able to type in search keywords.

These demands led to the inclusion of forms starting in HTML 2.0. Forms
contain boxes or buttons that allow users to fill in information or make choices
and then send the information back to the page’s owner. They use the <INPUT>
tag for this purpose. It has a variety of parameters for determining the size,
nature, and usage of the box displayed. The most common forms are blank fields
for accepting user text, boxes that can be checked, active maps, and SUBMIT but-
tons. The example of Fig. 7-67 illustrates some of these choices.

Let us start our discussion of forms by going over this example. Like all
forms, this one is enclosed between the <FORM> and </FORM> tags. Text not
enclosed in a tag is just displayed. All the usual tags (e.g., <B>) are allowed in a
form. Three kinds of input boxes are used in this form.

The first kind of input box follows the text “Name”. The box is 46 characters
wide and expects the user to type in a string, which is then stored in the variable
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<HTML> <HEAD> <TITLE> AWI CUSTOMER ORDERING FORM </TITLE> </HEAD>
<BODY>
<H1> Widget Order Form </H1>
<FORM ACTION="http://widget.com/cgi-bin/widgetorder" METHOD=POST>
Name <INPUT NAME="customer" SIZE=46> <P>
Street Address <INPUT NAME="address" SIZE=40> <P>
City <INPUT NAME="city" SIZE=20> State <INPUT NAME="state" SIZE =4>
Country <INPUT NAME="country" SIZE=10> <P>
Credit card # <INPUT NAME="cardno" SIZE=10>
Expires <INPUT NAME="expires" SIZE=4>
M/C <INPUT NAME="cc" TYPE=RADIO VALUE="mastercard">
VISA <INPUT NAME="cc" TYPE=RADIO VALUE="visacard"> <P>
Widget size Big <INPUT NAME="product" TYPE=RADIO VALUE="expensive">
Little <INPUT NAME="product" TYPE=RADIO VALUE="cheap">
Ship by express courier <INPUT NAME="express" TYPE=CHECKBOX> <P>
<INPUT TYPE=SUBMIT VALUE="Submit order"> <P>
Thank you for ordering an AWI widget, the best widget money can buy!
</FORM> </BODY> </HTML>

(a)

Widget Order Form

Name | |

Street address | ]

City | | State [ | Country| |
Credit card # | | Expires[ | mic () visa()
Widget size Big(() Little () Ship by express courier ()

Thank you for ordering an AWI widget, the best widget money can buy!
(b)

Fig. 7-67. (a) The HTML for an order form. (b) The formatted page.

cannot hold the next item. Thus it is conceivable that on a 1024 x 768 screen all
three strings and their corresponding boxes will appear on the same line, but on a
640 x 480 screen they might be split over two lines. In the worst scenario, the
word “Country” is at the end of one line and its box is at the beginning of the
next line. There is no way to tell the browser to force the box adjacent to the text.
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704 THE APPLICATION LAYER CHAP. 7

The next line asks for the credit card number and expiration date. Transmit-
ting credit card numbers over the Internet should only be done when adequate
security measures have been taken. For example, some, but not all, browsers
encrypt information sent by users. Even then, secure communication and key
management are complicated matters and are subject to many kinds of attacks, as
we saw earlier.

Following the expiration date we encounter a new feature: radio buttons.
These are used when a choice must be made among two or more alternatives. The
intellectual model here is a car radio with half a dozen buttogs for choosing sta-
tions. The browser displays these boxes in a form that allows the user to select
and deselect them by clicking on them (or using the keyboard). Clicking on one
of them turns off all the other ones in the same group. The visual presentation
depends on the graphical interface being used. It is up to the browser to choose a
form that is consistent with Windows, Motif, OS/2 Warp, or whatever windowing
system is being used. The widget size also uses two radio buttons. The two
groups are distinguished by their NAME field, not by static scoping using some-
thing like <RADIOBUTTON> ... </RADIOBUTTON>.

The VALUE parameters are used to indicate which radio button was pushed.
Depending on which of the credit card options the user has chosen, the variable cc
will be set to either the string “mastercard’’ or the string “visacard”.

After the two sets of radio buttons, we come to the shipping option,
represented by a box of type CHECKBOX. It can be eithet on or off. Unlike
radio buttons, where exactly one out of the set must be chosen, each box of type
CHECKBOX can be on or off, independently of all the others. For example, when
ordering a pizza via Electropizza’s Web page, the user can choose sardines and
onions and pineapple (if she can stand it), but she cannot choose small and
medium and large for the same pizza. The pizza toppings would be represented
by three separate boxes of type CHECKBOX, whereas the pizza size would be a
set of radio buttons.

As an aside, for very long lists from which a choice must be made, radio but-
tons are somewhat inconvenient. Therefore, the <SELECT> and </SELECT>
tags are provided to bracket a list of alternatives, but with the semantics of radio
buttons (unless the MULTIPLE parameter is given, in which case the semantics
are those of checkable boxes). Some browsers render the items between
<SELECT> and </SELECT> as a pop-up menu.

We have now seen two of the built-in types for the <INPUT> tag: RADIO and
CHECKBOX. In fact, we have already seen a third one as well: TEXT. Because
this type is the default, we did not bother to include the parameter TYPE = TEXT,
but we could have. Two other types are PASSWORD and TEXTAREA. A PASS-
WORD box is the same as a TEXT box, except that the characters are not
displayed as they are typed. A TEXTARFEA box is also the same as a TEXT box,
except that it can contain multiple lines.

Getting back to the example of Fig. 7-67, we now come across an example of
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a SUBMIT button. When this is clicked, the user information on the form is sent
back to the machine that provided the form. Like all the other types, SUBMIT is a
reserved word that the browser understands. The VALUE string here is the label
on the button and is displayed. All boxes can have values; we only needed that
feature here. For TEXT boxes, the contents of the VALUE field are displayed
along with the form, but the user can edit or erase it. CHECKBOX and RADIO
boxes can also be initialized, but with a field called CHECKED (because VALUE
just gives the text, but does not indicate a preferred choice).

The browser also understands the RESET button. When clicked, it resets the
form to its initial state.

Two more types are worth noting. The first is the HIDDEN type. This is out-
put only; it cannot be clicked or modified. For example, when working through a
series of pages throughout which choices have to be made, previously made
choices might be of HIDDEN type, to prevent them from being changed.

Our last type is IMAGE, which is for active maps (and other clickable
images). When the user clicks on the map, the (x, y) coordinates of the pixel
selected (i.e., the current mouse position) are stored in variables and the form is
automatically returned to the owner for further processing.

Forms can be submitted in three ways: using the submit button, clicking on an
active map, or typing ENTER on a one-item TEXT form. When a form is submit-
ted, some action must be taken. The action is specified by the parameters of the
<FORM> tag. The ACTION parameter specifies the URL (or URI) to tell about
the submission, and the METHOD parameter tells which method to use. The
order of these (and all other) parameters is not significant.

The way the form’s variables are sent back to the page’s owner depends on
the value of the METHOD parameter. For GET, the only way to return values is
to cheat: they are appended to the URL, separated by a question mark. This
approach can result in URLs that are thousands of characters long. Nevertheless,
this method is frequently used because it is simple.

If the POST method (see Fig. 7-62) is used, the body of the message contains
the form’s variables and their values. The & is used to separate fields; the +
represents the space character. For example, the response to the widget form
might be

customer=John+Doe&address=100+Main+St.&city=White+Plains&
state=NY&country=USA&cardno=1234567890&expires=6/98&cc=mastercard&
product=cheap&express=on

The string would be sent back to the server as one line, not three. If a CHECK-
BOX is not selected, it is omitted from the string. It is up to the server to make
sense of this string.

Fortunately, a standard for handling forms’ data is already available. It is
called CGI (Common Gateway Interface). Let us consider a common way of

Page 44 of 62



706 THE APPLICATION LAYER CHAP. 7

using it. Suppose that someone has an interesting database (e.g., an index of Web
pages by keyword and topic) and wants to make it available to Web users. The
CGI way to make the database available is to write a script (or program) that
interfaces (i.e., gateways) between the database and the Web. This script is given
a URL, by convention in the directory cgi-bin. HTTP servers know (or can be
told) that when they have to invoke a method on a page located in cgi-bin, they
are to interpret the file name as being an executable script or program and start it
up.

Eventually, some user opens the form associated with our widget script and
has it displayed. After the form has been filled out, the user clicks on the SUB-
MIT button. This action causes the browser to establish a TCP connection to the
URL listed in the form’s ACTION parameter—the script in the cgi-bin directory.
Then the browser invokes the operation specified by the form’s METHOD, usu-
ally POST. The result of this operation is that the script is started and presented
(via the TCP connection, on standard input) with the long string given above. In
addition, several environment variables are set. For example, the environment
variable CONTENT_LENGTH tells how long the input string is.

At this point, most scripts need to parse their input to put it in a more con-
venient form. This goal can be accomplished by calling one of the many libraries
or script procedures available. The script can then interact with its database in
any way it wishes. For example, active maps normally use CGI scripts to take
different actions depending on where the user pointed.

CGI scripts can also produce output and do many other things as well as
accepting input from forms. If a hyperlink points to a CGI script, when that link
is invoked, the script is started up, with several environment variables set to pro-
vide some information about the user. The script then writes a file (e.g. an HTML
page) on standard output, which is shipped to the browser and interpreted there.
This mechanism makes it possible for the script to generate custom Web pages on
the spot.

For better or worse, some Web sites that answer queries have a database of
advertisements that can be selectively included in the Web page being con-
structed, depending on what the user is looking for. If the user is searching for
“car” a General Motors ad might be displayed, whereas a search for “vacation”
might produce an ad from United Airlines. These ads usually include clickable
text and pictures.

7.6.4. Java

HTML makes it possible to describe how static Web pages should appear,
including tables and pictures. With the cgi-bin hack, it is also possible to have a
limited amount of two-way interaction (forms, etc.). However, rapid interaction
with Web pages written in HTML is not possible. To make it possible to have
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