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typically found in mid- to high-end microprocessors. It’s standard fa

processors like Intel’s Xeon and found on most application processors such as the
Arm Cortex-A series. Typically, a VM will run any software that runs on the bare
metal hardware while providing isolation from the real hardware. Type 1 hypervisors

run on bare metal, while Type 2s have an underlying operating system (see figure, a).
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VMs and container systems typically target environments where thot
containers are in play. Container systems usually provide service isolation between
containers. As a result, container services such as file systems or network support can

have limited resource access.

There is also something called para-virtualization, which is sort of a mix between the
two approaches. It uses virtual-memory support for isolation, but it requires special
device drivers in the VM that are linked through the hypervisor to the underlying

operating system, which in turn provides the device services.
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isolate the applications using virtual-memory hardware

(b).

In a nutshell, a VM provides an abstract machine that uses device drivers targeting the abstract machine,
while a container provides an abstract OS. A para-virtualized VM environment provides an abstract
hardware abstraction layer (HAL) that requires HAL-specific device drivers. Applications running in a
container environment share an underlying operating system, while VM systems can run different operating
systems. Typically a VM will host multiple applications whose mix may change over time versus a container
that will normally have a single application. However, it’s possible to have a fixed set of applications in a

single container.

Virtual-machine technology is well-known in the embedded community, but
containers tend to be the new kid on the block, so they warrant a bit more coverage in
this article. Containers have been the rage on servers and the cloud, with companies
like Facebook and Google investing heavily in container technology. For example,

each Google Docs service gets a container per user instance.

A number of container technologies are available, with Linux leading the charge. One
of the more popular platforms is Docker, which is now based on Linux libcontainer.
Actually, Docker is a management systen

Linux containers. Ansible is another c«

Hat.
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Containers provide a number of advantages over VMs, although some
addressed using other techniques. One advantage is the low overhead of containers
and, therefore, the ability to start new containers quickly. This is because starting the
underlying OS in a VM takes time, memory, and the space needed for the VM disk
storage. It may be difficult to address the time issue, but the other two can be

addressed.

The easiest is the VM disk storage. Normally, a VM needs at least one unique image
file for every running instance of a VM. It contains the OS and often the application
code and data as well. Much of this is common among similar VMs. In the case of a
raw image, a complete copy of the file is needed for each instance. This could require

copying multiple gigabytes per instance.

0“E ﬁf tl‘lE mGSt pup[“ﬂr ; Best of Power Tips

u Power Topologies Qui
mlcmmmp“tﬂm used > Power Topologies Hai Sub
i i H Like what yo
in teaching basic . o

INSTF

ygramming is the

https://lwww.electronicdesign.com/technologies/embedded/software/article/21801722/whats-the-difference-between-containers-and-virtual-machi...  6/13


https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjstkKUg4L9UxcW7YTQd6sPGBS7gdo-opM38IB5qWFW6M377xM-6OEhtcRlWaMJthWnIq3qT6mIJTLt5InQJUnz2PltPs7fMsJrtGA9rfqx-RVkuJTvpKvZyWrWBjJuwp6YzeIyYvMVMsiENrmwY90i61SXd78LStwV5YFj-DjMLnKkTeFxFmyIIaZvMxIFdGKRlnDLMCC0mU1UVekMkXmZwBnA-zlZ5V_j2MoG13G25u8lZNACUCLIdsS8Lia30Tf20udh1sRnuZHTMl9f4g0JQ6_H4LF91_Ryo4U9b2sgdPj5N-eGfa2OzTloJmXDHGapk7UxqvoIMZQafbDGH8Vr6G-YinS_t1Q0pF0Vt3g_33JlUWjwuHESuOeU-19DY5SZkFxhDIfTYZz6VBtCqh6xe4x20YjrFgo_IhvYhwBnESVMeklssvXJKiUs0pH0ZbfdP22K_1zkPYolkkHRYRObw2GShFt1aoOxuh-CQuddDH8SzMF9sami3XuVYbma5HsA&sai=AMfl-YQhxwzFb-qtWNDd3UhGeflBot1go8kDCiGKYY8WlOXIbQcQMMfClD4ZFYys9hFrJoUsdNpHIx-6v1b-_X75zVyesJaRZ7GfyWQunbvX7YHwzC6vksZIImJiKn-HaOw&sig=Cg0ArKJSzMGSrGYvEJt_&fbs_aeid=%5Bgw_fbsaeid%5D&urlfix=1&adurl=https://www.digikey.com/en/product-highlight/a/amphenol-cables-on-demand/category-6a-shielded-network-patch-cords%3Fdclid%3D%25edclid!
https://adclick.g.doubleclick.net/pcs/click?xai=AKAOjstkKUg4L9UxcW7YTQd6sPGBS7gdo-opM38IB5qWFW6M377xM-6OEhtcRlWaMJthWnIq3qT6mIJTLt5InQJUnz2PltPs7fMsJrtGA9rfqx-RVkuJTvpKvZyWrWBjJuwp6YzeIyYvMVMsiENrmwY90i61SXd78LStwV5YFj-DjMLnKkTeFxFmyIIaZvMxIFdGKRlnDLMCC0mU1UVekMkXmZwBnA-zlZ5V_j2MoG13G25u8lZNACUCLIdsS8Lia30Tf20udh1sRnuZHTMl9f4g0JQ6_H4LF91_Ryo4U9b2sgdPj5N-eGfa2OzTloJmXDHGapk7UxqvoIMZQafbDGH8Vr6G-YinS_t1Q0pF0Vt3g_33JlUWjwuHESuOeU-19DY5SZkFxhDIfTYZz6VBtCqh6xe4x20YjrFgo_IhvYhwBnESVMeklssvXJKiUs0pH0ZbfdP22K_1zkPYolkkHRYRObw2GShFt1aoOxuh-CQuddDH8SzMF9sami3XuVYbma5HsA&sai=AMfl-YQhxwzFb-qtWNDd3UhGeflBot1go8kDCiGKYY8WlOXIbQcQMMfClD4ZFYys9hFrJoUsdNpHIx-6v1b-_X75zVyesJaRZ7GfyWQunbvX7YHwzC6vksZIImJiKn-HaOw&sig=Cg0ArKJSzMGSrGYvEJt_&fbs_aeid=%5Bgw_fbsaeid%5D&urlfix=1&adurl=https://www.digikey.com/en/product-highlight/a/amphenol-cables-on-demand/category-6a-shielded-network-patch-cords%3Fdclid%3D%25edclid!
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/55056826
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281524
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/21281527
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER
https://www.electronicdesign.com/membership/signup/member?pk=BCEDSITEREGMETER

6/21/24, 4:34 PM What's the Difference Between Containers and Virtual Machines? | Electronic Design
Setting up one of these subsequent files takes minimal time and spac
used by a new VM, where changes made to the disk are recorded in the new file.
Typically, the based file will contain information that will not change in the new file,
although doing something like updating the operating system may cause the new file
to grow significantly. This masks the original file to the point where the original will

not be referenced, since all of its data has been overwritten.

The chain of based files can continue so that there may be a starting image with just
the operating system. The next in the chain may add services like a database
application. Another might add a web server. Starting up a new instance of a database
server would build a new file starting from the image with the database in it, while a

web server with database server would start from the database/web-server file.
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system in its own VM. In fact, the management tools can handle this,

collection of services/containers will often be designed to run on a common container

platform.

Finally, there’s the idea of thin VMs. These VMs have a minimal OS and run a single

application. Many times, the OS forwards most of the service requests, such as file

access, to a network server. Stripped-down versions of standard operating systems

like Linux are substantially smaller. In the extreme case, the OS support is actually

linked into the application so that the VM is just running a single program. For

embedded applications, the network communication may be done via shared

memory, providing a quick way to communicate with other VMs on the same system.
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