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COMMUNICATION CONTENT RECORDING
APPARATUS AND METHOD

BACKGROUND OF THE INVENTION

1. Field of the Invention

The present invention relates to communication content
recording apparatus and method of recording communica-
tion contents such as speech data, etc. to be transmitted

2

In the layer 2, information transmission management for
implementing transmission of information to be transmitted/
received through a signal channel between a communication
terminal unit and ISDN is defined. This is called LAPD
(Link Access Procedure on the D-channel). By establishing
the link between the communication terminal unit and ISDN
in the layer 2, “call” of the information channel can be
established on the layer 3 as described later. Specifically, a
frame format, a frame type, an information transmission

through a communication line. 10 procedure, a management procedure of a terminal endpoint
2. Description of Related Art identifier (TEI), etc. are defined. In the frame format, there
Various dealings using telephone lines have been made in are p rovided an 1.nf0r.mat10n frame for carrylng out infor-
financial institutions such as banks, securities, etc., tele- matlor} transmlss.lor.l in the le}yer 3,2 surveying .frame for
hone marketing such as telephone-ordering and public checking transmission/reception of the information frame
En dertakings such as horse racing, ctc. In Such a casc 15 and making a re-transmission request, and an unnumbered
communication contents are usually required to be recorded frame. . . .
in order to check them again or leave them as evidence. FIG. 11 is a diagram showing the structure of an LAPD
Therefore, communication content recording apparatuses frame in ISDN. As shown in FIG. 11, a frame based on the
for recording communication contents without affecting the . LAPD protocol contains an address portion, a control por-
persons using the telephonic communications have been = 100 (containing sequence number), an information portion
hitherto utilized. and a frame check sequence portion for detecting an error,
In this type of communication content recording which are sandw1c.hed betv&.feen flags (9111110?'
apparatuses, the start and stop timings of a communication IP the layer ?% information on an ¥nf0.rmat10n.channf.:l,
recording operation are controlled by surveying the signal ’s which is transmitted between communication terminal units

level on a telephone line or surveying the off-hook/on-hook
operation in order to record communication contents without
affecting the operations of existing communication systems
as in the case of DN-08R and DN-09R models produced by
Nippon Columbia Co., Ltd., or Japanese Laid-open Patent

after the link is established in the layer 2, is defined.
Specifically, the content of the information format, the
control of a line switching connection, a packet communi-
cation procedure, etc. are defined. The line connection and
the link between ISDN (network) and each of communica-

Application No. Hei-5-234247. %0 tion terminal units are es.tab.lished by the layers 1 and 2, and

Recent developments in digital technologies have pro- ‘.‘call” be.tween communication terminal units through ISDN

moted propagation of ISDN (Integrated Services Digital 18 established by the layer 3.
Network) as a communication network in which various In the layer 3, messages indicating call control, etc. are
different services such as telephonic communication ;5 transmitted on the basis of the information frame. As mes-
services, data communication services, etc. can be con- sages indicating the call control, there are provided a call-
nected by using the same digital exchanger and digital bus. setup message, a call proceeding (call-setup reception)
ISDN transmits information while digitizing the message, an alerting message, a connect message and a
information, and thus ISDN can perform higher-speed com- connect acknowledge message, which are to establish a call,
munications with less signal deterioration than analog lines. and disconnect, release and release complete messages,
Here, ISDN will be briefly described. which are to release the call.

ISDN has a signal channel (D channel) for transmitting Next, the frame format used in ISDN will be described.
control information such as call control information, etc. and A transmission sequence number and a reception
an information channel (B channel) for transmitting user sequence number are affixed to an information frame. Each
information. Two types of interface are provided as inter- 45 of these sequence numbers is incremented one by one when
faces of ISDN. One is a basic interface (BRI: Basic Rate transmitted or received. Each of the transmission and recep-
Interface) comprising one D channel and two B channels, tion sequence numbers is modulo (mod) 128 in which
and the other is a primary rate interface (PRI) comprising numerical values of 0 to 127 are repeatedly used (for
plural B channels and a D channel. example, 0,1, 2, ...126,127,0, 1, 2, . . . ). For example,

In a user/network interface (I interface) of ISDN, layer 1 50 an information frame which is first transmitted is allotted
to layer 3 are defined for the connection condition between with a transmission sequence number “0”, and an informa-
a communication terminal unit and ISDN. The layer 1 to tion frame which is secondly transmitted is allotted a trans-
layer 3 are compliant with a 7-layer model serving as a basic mission sequence number “1”. At this time, if the reception
reference model of Open System Interconnection (OSI) side has not yet received any information frame, the recep-
defined by ISO (International Standardization ss tion sequence number of an information frame transmitted
Organization), and based on basic layers of a physical layer, by the reception side is equal to “0”. If the reception side
a data link layer and a network layer which are associated receives an information frame, the reception sequence num-
with control of communication networks, thereby enabling ber of an information frame transmitted by the reception side
communications among various communication equipment. is equal to “1”.

The layer 1 is applied to an information channel and a 60  As the surveying frame, there are provided a reception
signal channel, and an electrical/physical condition to con- ready (RR) frame for notifying the transmission sequence
nect a communication terminal unit to a digital line terminal number of a frame to be next received (the number of frames
unit (DSU: Digital Service Unit) is defined in the layer 1. In which have been received) to a communication partner with
the layer 1 are specifically defined a wiring construction, a which communications are being made when no information
frame structure, a transmission path code, signal channel 65 frames have been generated for a predetermined time period,

access control, frame synchronization, electrical
characteristics, power supply conditions, etc.

and a reject (REJ) frame for detecting, on the basis of the
transmission sequence number of the frame thus received, a

Petitioners’ Exhibit 1009, p. 16
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frame which could not be received due to a transmission
error, and requesting re-transmission of the missing frame.
Like the information frame, a reception sequence number is
also affixed to the surveying frame. In the case of the RR
frame, it represents the transmission sequence number of a
frame to be next received (the number of frames which have
been received), and in the case of the REJ frame, it repre-
sents the transmission sequence number of a frame which
could not be received due to a transmission error.

4

When an error occurs in the data transmission from ISDN
502 to the communication terminal unit 503 or from the
communication terminal unit 503 to ISDN 502 in FIG. 12,
the processing is carried out according to the flow shown in
FIG. 13.

In a case of the signal channel for performing the data
transmission from ISDN 502 to the communication terminal
unit 503, when the receiver 505 receives an LAPD frame
(step S701), the LAPD reception processor 506 first judges

As the unnumbered frame, there are provided a set 10 whether or not the LAPD frame received is an error frame
asynchronous balanced mode extended (SABME) frame, an (step S702). If the LAPD frame received is not any error
unnumbered information (UI) frame, a disconnect (DISC) frame, the processing is carried out according to the content
frame, an unnumbered acknowledgment (UA) frame, etc. of the LAPD frame (step S703).

Next, a conventional communication system using ISDN On the other hand, if the LAPD frame is an error frame,
will be described. 15 the error frame is discarded (step S704). The LAPD trans-

FIG. 12 is a schematic diagram showing a conventional mission processor 508 transmits a re-transmission request
communication system using ISDN. El;c;l]%h the transmitter 5075t(;)6ISDII\I 502. (fstep S705). ghﬁ

AsShon 16 12, commniaion ami w503 LAPD s procesor $06 et ot i
is connected to ISDN 502 through DSU 504. DSU 504 ,, Ing ber ption

. . the error frame until the transmission of the re-transmission
performs a control operation to physically connect the . o
. . . request. ISDN 502 receiving the re-transmission request
communication terminal unit 503 and ISDN 502. The com- . ; ST A
S . . . . re-transmits the information indicated by the re-transmission
munication terminal unit 503 includes a receiver 505, an request as an LAPD frame
LAPD reception processor 506, a transmitter 507, an LAPD q . ’ .
transmission processor 508, a layer 3 protocol processor 509 5 As described .abc.)Vf:, the LAPD reception processor 506
and an information channel processor 510 for processing surveys the. continuity of the transmission sequence numbers
data on the information channel. of the received LAPD frames to detect defectiveness Qf .the
. . . . LAPD frames. If there is any defect, the LAPD transmission
The receiver 505 receives information (data) transmitted . o .
processor 508 transmits a re-transmission request as in the
through DSU 504 from ISDN 502. It outputs the data on the L .
. . case of the error frame. The same processing is carried out
signal channel to the LAPD reception processor 506 and 30 . . : .

; : in ISDN 502 in the case of the signal channel for performing
also outputs the data on the information channel to the P I . :
o i h 1 510 the data transmission from the communication terminal unit
information channe Processor . . 503 to ISDN 502.

f The LAfP D receptlgnf processor 506 N b.tams a f(riame FIG. 14 shows an example of the processing procedure
ormfat, a ;aIEeAgg)ef’ m ormattllon .tranfmtllssmnl procedure, 35 carried out between the communication terminal unit 503
?t(f:' rom the LA P rame on t de Elgna hchanr}e t? rtrllanagle and ISDN 502 according to the flow of FIG. 13. In this case,
information recerve ./ transmitted through the signal channel. the communication terminal unit 503 judges that informa-
) The LAPD re.ceptlon processor 506 performs error detec- tion B is an error frame, and transmits a re-transmission
tion on the basis of a frame check sequence portion .of.an request message to ISDN 502. The communication terminal
LAPD frame, and also surveys continuity .Of transmission 4o unit 503 neglects frames (information picces C, D) which
sequence numbers Of. LAPD frames received to thereby have been received during the time period from reception of
perfor.m defect detection of the LAPD frames. When an an error frame until reception of a frame (information A)
error is detected or an LAPD frame has a defect, the LAPD based on the re-transmission request.

transmission processor 508 transmits a re-transmission Such re-transmission control is defined by ITU-TS Rec-
request through the transmitter 507 to ISDN 502. 45 ommendation 1.441 (Q.921). Others are disclosed in Japa-

The layer 3 protocol processor 509 surveys the commu- nese Laid-open Patent Application No. Hei-5-183644, Japa-
nication status between the communication terminal unit nese Laid-open Patent Application No. Hei-7-143147, and
503 thereof and ISDN 502 to control communications with Japanese Laid-open Patent Application No. Hei-9-200290.
ISDN 502 on the basis of messages such as call-
establishment, call-release, etc. For example, when infor- _, SUMMARY OF THE INVENTION
matlon.ls .transmltted to a communication partqer, the LAPD The conventional communication content recording appa-
transmission processor 508 and the transmitter 507 are ratus records communications which are carried out through
controlled so that control information is generated and analog lines, and it does not support a digital communication
tran§m1tted together with information generated in the infor- in which connection setting is carried out according to a
mation channel processor 510. ss protocol like ISDN as described above. That is, in the

In the conventional communication system using ISDN conventional communication content recording apparatus in
thus constructed, messages are communicated on the signal ~ which the start and stop of the communication recording are
channel between the communication terminal unit 503 and controlled by surveying the signal level on the line and
ISDN 502 to perform establishment or release of call of an on-hook/off-hook, it is difficult to control communication
information channel or selection of an information channel. 4 data such as speech data, etc. to be reliably recorded in
When an error is detected in the communication of a  digital communications with which various services such as
message, the system is restored from the error by telephonic communications, data communications, etc. are
re-transmitting the message. supplied.

FIG. 13 is a flowchart showing the processing in the Further, as described above, in communication based on
above conventional communication system using ISDN 65 LAPD between communication terminal unit and ISDN,

when a communication terminal unit receives an error
frame.

when one communication terminal unit or ISDN receives an
error frame, the communication terminal unit or ISDN
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(which receives the frame concerned) makes a
re-transmission request to the communication terminal unit
or ISDN so that the frame can be re-transmitted from the
communication terminal unit or ISDN.

On the other hand, the communication content recording
apparatus is set so that the transmission to ISDN is inhibited
to prevent the communication content recording apparatus
from affecting concerned parties using the telephonic
communications, as described above. That is, in the com-
munication content recording apparatus, only the receiver
for receiving communication data such as speech data, etc.
from ISDN is provided as an interface of ISDN.

Therefore, there is a possibility that communication will
be performed correctly between communication terminal
units, but the communication content recording apparatus
for recording a communication content between the com-
munication terminal units concerned will receive an error
frame for some reason, so that the communication data
cannot be correctly recorded when the error frame is a frame
indicating the start or end of the recording.

The present invention has been implemented in view of
the above situation, and has an object to provide a commu-
nication content recording apparatus which can support
digital communications such as ISDN, etc.

Further, the present invention has another object to pro-
vide a digital-communication-capable communication con-
tent recording apparatus which can record communication
data correctly even when an error frame is received or a
frame is missing.

In order to achieve the above objects, according to a first
aspect of the present invention, a communication content
recording apparatus for recording the contents of commu-
nications which are carried out between communication
terminal units through a digital communication network,
includes:

receiving means for receiving data on a signal channel

and data on an information channel which are received/
transmitted between the digital communication net-
work and the communication terminal units;

protocol processing means for extracting frames from the

data on the signal channel received by the receiving
means according to a protocol and processing the
frames;

information channel processing means for processing the

data on the information channel received by the receiv-
ing means so that the processed data can be recorded;
and

protocol controlling means for controlling the start and

stop of the processing of the information channel
processing means on the basis of a processing result of
the protocol processing means.

According to the communication content recording appa-
ratus of the first aspect of the present invention, the start/stop
operation of the processing for converting the data on the
information channel to recordable data is controlled accord-
ing to the processing result in the protocol processing means
for the frame on the signal channel received by the receiving
means. With this operation, for example, when the received
frame on the signal channel contains a message for call
establishment, the processing for converting the data on the
information channel to the recordable data can be started,
and when it contains a message for call release, the conver-
sion processing concerned can be stopped. Accordingly, in
communications through a digital communication network,
the communication content can be recorded without affect-
ing concerned parties in communication with each other.
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In the first aspect of the present invention, when a
processing result of the protocol processing means indicates
that the frame received is an error frame, the protocol
controlling means may be designed to presume the content
of the error frame on the basis of a processing result of the
protocol processing means for a frame received immediately
before the error frame if the reception means does not
receive a next frame within a predetermined time lapse after
receiving the error frame, or according to a processing result
of the protocol processing means for the next frame. With
this operation, the communication content can be normally
recorded even when an error frame is received.

For example, when an error frame is received because of
occurrence of troubles between communication terminal
units in communication, the communication terminal unit at
the frame reception side also receives an error frame.
Therefore, a re-transmission-request frame is transmitted
from the communication terminal unit concerned or the
digital communication network to the digital communica-
tion network or the communication terminal unit at the
frame transmission side. Accordingly, when the frame
received subsequent to the error frame is a re-transmission-
request frame, the frame which was judged to be the error
frame is re-transmitted from the digital communication
network or the communication terminal units at the frame
transmission side. Therefore, the error frame can be merely
discarded.

However, when an error frame is received although the
normal communication is performed correctly between the
communication terminal units in communication, the
re-transmission-request frame is not transmitted from the
communication terminal unit or the digital communication
network at the frame reception side to the digital commu-
nication network or the communication terminal unit at the
frame transmission side. Therefore, there may arise such a
case that merely discarding the error frame cannot have the
communication content be correctly recorded when the error
frame contains a message for call establishment or call
release.

Therefore, in a case where a processing result of the
protocol processing means indicates the error frame, the
start/stop of the recording of the communication data can be
performed correctly by presuming the content of the error
frame from a processing result of the frame received imme-
diately before the error frame at the protocol processing
means if the receiving means does not receive a next frame
within a predetermined time period after receiving the error
frame or the frame which is received subsequently to the
error frame by the reception means is not a re-transmission-
request frame.

Further, according to a second aspect of the present
invention, a communication content recording apparatus for
recording the content of communications which are carried
out between communication terminal units through a digital
communication network, includes:

receiving means for receiving data on a signal channel

and data on an information channel which are received/
transmitted between the digital communication net-
work and the communication terminal units;

frame processing means for extracting frames from the

data on the signal channel received by the receiving
means and outputting the extracted frames;
information channel processing means for processing the
data on the information channel received by the receiv-
ing means so that the processed data are recordable;
protocol controlling means for controlling the start/stop of
the processing of the information channel processing
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means according to a message contained in a frame
output from the frame processing means; and

frame missing detection means for surveying continuity
of frames output from the frame processing means to
detect frame missing, wherein the protocol controlling
means controls the start/stop of the processing of the
information channel processing means for the informa-
tion channel concerned in accordance with the progress
of a call establishment or call release procedure of the
information channel when the frame missing is

8

FIG. 10 is a flowchart showing frame continuity check
processing of step S56 shown in FIG. 9;

FIG. 11 is a diagram showing the structure of LAPD
frame in ISDN;

FIG. 12 is a schematic diagram showing a conventional
communication system using ISDN;

FIG. 13 is a flowchart showing the processing when a
communication terminal unit receives an error frame in the
conventional communication system shown in FIG. 12; and

detected by the frame missing detection means. 1 FIG. 14 is a diagram showing a processing procedure
According to the second aspect of the present invention, which is carried out between the communication terminal
the continuity of the frames which are communicated on the unit 503 and ISDN 502 shown in FIG. 12 according to the
signal channel are monitored, and when a frame missing flow of FIG. 13.
occurs, the start{stop of the process.ing of the informatio.n s DETAILED DESCRIPTION OF THE
channel processing means fgr the information channel is PREFERRED EMBODIMENTS
controlled in accordance with the progress of the call
establishment or call release of the information channel Preferred embodiments according to the present invention
which is defined in the protocol between the communication will be described hereunder with reference to the accompa-
terminal unit and the digital communication network. With nying drawings.
this operation, even when a frame missing occurs, the 20 In the following embodiments of the present invention,
start/stop of the recording of the comnunication content can ~ the description will be given on the assumption that the
be performed correctly. communication content recording apparatus of the present
In the second aspect of the present invention, when a mvention is applied to ISDN.
frame extracted from the data on the signal channel received ’s First, a first embodiment according to the present inven-

by the receiving means is an error frame, the frame pro-
cessing means may discard the frame concerned without
delivering it to the protocol controlling means. With this
operation, the treatment of the frame missing and the error
frame can be performed according to the same procedure
with no discrimination therebetween so that the start/stop of
the recording of the communication content can be per-
formed correctly.

BRIEF DESCRIPTION OF THE DRAWINGS

tion will be described.

FIG. 1 is a schematic diagram showing a communication
system to which a communication content recording appa-
ratus of a first embodiment of the present invention is
applied. In FIG. 1, the communication terminal unit 503,
DSU 504 and ISDN 502 are the same as shown in FIG. 12,
and the detailed description thereon is omitted from the
following description.

As shown in FIG. 1, the communication content recording
apparatus 101 of this embodiment is connected across the

FIG. 1is a §chematic diagram showing a comm}mication 33 communication terminal unit 503 and DSU 504. The com-
system to which a communication content reco.rdmg appa- munication content recording apparatus 101 has no trans-
ratus 101 of a first embodiment of the present invention is mission function, but has only the reception function. It
applied; . . . . monitors the communication content transmitted from ISDN

FIG. 2 is a diagram showing a processing procedure from 40 502 to the communication terminal unit 503 or the commu-
a line connection until a line disconnection between com- nication content transmitted from the communication termi-
munication terminal units 503 which is carried out through nal unit 503 to ISDN 502 on the basis of data such as a
ISDN 502 in the communication system shown in FIG. 1; message or the like which is transmitted/received between

FIG. 3 is a flowchart showing the processing of the ISDN 502 and the communication terminal unit 503, and
communication content recording apparatus 101 shown in 45 fecords the communication content thus surveyed into a
FIG. 1; recording medium.

FIG. 4 is a schematic diagram showing a communication The commnmunication content recording apparatus 101
system to which a communication content recording appa- includes a terminal-side receiver 102, a network-side
ratus 201 of a second embodiment of the present invention receiver 103, a first protocol reception processor 104, a
Is applied; sy second protocol transmission processor 105, a protocol

FIG. 5§ is a flowchart showing the processing of the controller 106 and an information channel processor 107.
communication content recording apparatus 201 shown in The terminal-side receiver 102 receives data on the signal
FIG. 4; channel and the information channel which are transmitted

FIG. 6 is a flowchart showing error frame normalizing from the communication terminal unit 503 to ISDN 502, and
processing of step S19 in FIG. 5; 55 outputs the data on the signal channel to the first protocol

FIG. 7 is a schematic diagram showing a communication reception processor 104 while outputting the data on the
system to which a communication content recording appa- information channel to the information channel processor
ratus 301 of a third embodiment of the present invention is 107.
applied; The network-side receiver 103 receives data on the signal

FIG. 8 is a diagram showing a processing procedure from g channel and the information channel which are transmitted

establishment of the link of layer 2 between ISDN 502 and
a communication terminal unit 503 through call establish-
ment and call release of layer 3 until release of layer 2 link
in the communication system shown in FIG. 7;

FIG. 9 is a flowchart showing the processing of the
communication content recording apparatus 301 shown in
FIG. 7,

65

from ISDN 502 to the communication terminal unit 503, and
outputs the data on the signal channel to the second protocol
reception processor 105 while outputting the data on the
information channel to the information channel processor
107.

The first protocol reception processor 104 obtains an
LAPD frame based on the protocol of LAPD from the data
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on the signal channel which are obtained through the
terminal-side receiver 102 and transmitted from the com-
munication terminal unit 503, and identifies a frame format,
a frame type and information transmission procedure thereof
on the basis of the LAPD frame thus obtained. Further, it
judges whether a message is a message for call establish-
ment or call release on the basis of the identification result,
and outputs the content thereof to the protocol controller
106.

The second protocol reception processor 105 obtains an
LAPD frame based on the protocol of LAPD from the data
on the signal channel which are obtained through the
network-side receiver 103 and transmitted from ISDN 502,
and identifies a frame format, a frame type and information
transmission procedure thereof on the basis of the LAPD
frame thus obtained. Further, it judges whether a message is
a message for call establishment or call release on the basis
of the identification result, and outputs the content thereof to
the protocol controller 106.

The protocol controller 106 surveys the communication
status between ISDN 502 and the communication terminal
unit 503 according to the messages of the frame on the signal
channel which are output from the first protocol reception
processor 104 and the second protocol reception processor
105. Further, it outputs an instruction to the information
channel processor 107 to control the recording of the com-
munication content on the information channel.

In response to the instruction from the protocol controller
106, the information channel processor 107 converts the
data on the information channel received by the terminal-
side receiver 102 and the network-side receiver 103 to data
whose format is conformable to the recording into the
recording medium, and then transfers the data thus con-
verted to a recorder (not shown).

Next, the operation of the communication content record-
ing apparatus 101 of this embodiment will be described.

Prior to the description of the operation, the processing
procedure from the line connection between the communi-
cation terminal units 503 until the line disconnection ther-
ebetween which is carried out through ISDN 502 will be first
described.

FIG. 2 is a diagram showing a processing procedure from
the line connection between the communication terminal
units 503 until the line disconnection therebetween which is
carried out through ISDN 502 in the communication system
shown in FIG. 1. In the following description, a user’s
communication terminal unit 503 at a calling side is referred
to as a calling-side terminal unit 503, and a user’s commu-
nication terminal unit 503 at a called side is referred to as a
called-side terminal unit 503.

As shown in FIG. 2, the calling-side terminal unit 503 first
transmits a call-setup (SETUP) message 151 through the
signal channel to ISDN 502. Upon receiving this message
151, ISDN 502 returns a call proceeding (CALL
PROCEEDING) message 152 to the calling-side terminal
unit 503 through the signal channel, and also transmits a
call-setup message 153 to the called-side terminal unit 503.

The called-side terminal unit 503 which receives the
call-setup message 153 transmits a call proceeding message
154 through the signal channel to ISDN 502, and also
transmits an alerting (ALERTING) message 155 for notify-
ing that it is now under alerting. Upon receiving this
message, [SDN 502 transmits an alerting message 156 to the
calling-side terminal unit 503 through the signal channel.

Next, the called-side terminal unit 503 responds to the
alerting message to transmit a connect (CONNECT) mes-
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10
sage 157 to ISDN 502. Upon receiving this message, ISDN
502 transmits a connect message 158 through the signal
channel to the calling-side terminal unit 503 and also
transmits a connect acknowledge (CONNECT ACK) mes-
sage 159 to the called-side terminal unit 503.

According to the above procedure, “call” is set up, and the
communication using the information channel between the
calling-side terminal unit 503 and the called-side terminal
unit 503 can be performed.

In a case where the communication using the information
channel between the calling-side terminal unit 503 and the
called-side terminal unit 503 is completed, for example
when the calling-side terminal unit 503 completes the com-
munication using the information channel with the called-
side terminal unit 503, the completion of the communication
is performed according to the following procedure.

First, the calling-side terminal unit 503 transmits a dis-
connection (DISCONNECT) message 160 requesting dis-
connection through the signal channel to ISDN 502. Upon
receiving this message, ISDN 502 transmits a disconnection
message 161 through the signal channel to the called-side
terminal unit 503.

The called-side terminal unit 503 which receives the
disconnection message 161 transmits a release (RELEASE)
message 162 requesting release through the signal channel
to ISDN 502. Upon receiving this message, ISDN 502
transmits a release complete (RELEASE COMPLETE)
message 163 to the called-side terminal unit 503 through the
signal channel.

At the same time, ISDN 502 transmits a release message
164 through the signal channel to the calling-side terminal
unit 503. Upon receiving this message, the calling-side
terminal unit 503 transmits a release complete message 165
through the signal channel to ISDN 502.

Through the above procedure, the line is disconnected and
the communication is completed.

The communication content recording apparatus 101 of
this embodiment surveys the delivery of messages on the
signal channel between the communication terminal unit
503 and ISDN 502 by using the protocol controller 106, and
it controls the information channel processor 107 in accor-
dance with the content of the messages to control the
start/stop of the recording of the communication content on
the information channel.

FIG. 3 is a flowchart showing the processing of the
communication content recording apparatus 101 according
to the present embodiment.

The protocol controller 106 surveys, through the terminal-
side receiver 102 and the first protocol reception processor
104 or through the network-side receiver 103 and the second
protocol reception processor 105, whether or not a frame on
the signal channel is received (step S1). If the frame on the
signal channel is received, it is judged whether or not the
frame concerned contains a connect message or a connect
acknowledge message (step S2).

If it is judged in step S2 that the frame received contains
a connect message or a connect acknowledge message, the
processing goes to step S3 to output an instruction of starting
the processing to the information channel processor 107.
Upon receiving this instruction, the information channel
processor 107 starts the processing for converting the data
on the information channel received by the terminal-side
receiver 102 and the network-side receiver 103 to data
whose format is conformable to the recording in the record-
ing medium, and then transferring the data thus converted
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into a recorder (not shown), whereby the recording of the
communication content on the information channel is
started. The protocol controller 106 returns to step Si after
the recording of the communication content on the infor-
mation channel is started in step S3, and is kept on standby
until a next frame on the signal channel is received.

On the other hand, if it is judged in step S2 that the frame
received does not contain a connect message or a connect
acknowledge message, the processing goes to step S4 to
judge whether the frame received contains a disconnect
message, a release message or a release complete message.

If it is judged in step S4 that the frame received contains
a disconnect message, a release message or a release com-
plete message, the processing goes to step S5 to output an
instruction of stopping the processing to the information
channel processor 107. Upon receiving this instruction, the
information channel processor 107 stops the processing of
converting the data on the information channel received by
the terminal-side receiver 102 and the network-side receiver

10

15

12

protocol controller 106 is replaced with a protocol controller
106a and that a timer 108 is provided, and the other
constituents are the same as the communication content
recording apparatus 101. Therefore, the same numbers are
affixed to the same constituents and the detailed description
thereof is omitted.

The protocol controller 1064 surveys the communication
status between ISDN 502 and the communication terminal
unit 503 according to the messages of a frame on the signal
channel which are output from the first protocol reception
processor 104 and the second protocol reception processor
105. Further, it outputs an instruction to the information
channel processor 107 to control the recording of the com-
munication content on the information channel. This is the
same as the protocol controller 106 used in the communi-
cation content recording apparatus 101 of the first embodi-
ment.

However, the protocol controller 1064 used in the second
embodiment executes the timer 108 to count the time until

103 to the data whose format is compatible with being 20 a next frame is received if the frame on the signal channel
recorded into the recording medium, and then transferring output from the first protocol reception processor 104 and
the data thus converted into the recorder (not shown), the second protocol reception processor 105 is an error
whereby the recording of the communication content on the frame (the judgment of the error frame is performed by
information channel is stopped. The protocol controller 106 checking the frame check sequence portion of the LAPD
returns to step Si after the recording of the communication 25 frame in the first protocol reception processor 104 and the
content on the information channel is stopped in step S5, and second protocol reception processor 105). If the next frame
is kept on standby until a next frame is received on the signal is not received within a predetermined time period after the
channel. error frame is received, error frame corrective processing as

On the other hand, if it is judged in step S4 that the frame described later is performed, and a message which would be
received does not contain a disconnect message, a release 39 originally contained in the error frame is presumed on the
message or a release Complete message, the protocol con- basis of the frame received immediately before the error
troller 106 returns to step Si to wait until a next frame is frame. Further, even when the next frame is received within
received on the signal channel. the predetermined time period after the error frame is

According to the above-described first embodiment of the . received, the same error frame corrective processing is
present invention, the start/stop of the recording of the f:arrled outifa message cqntamed in the next frame received
communication content of the information channel is con- is out of the re-transmission request, whereby the message
trolled on the basis of the messages on the signal channel which would be originally contained in the error frame is
which are transmitted/received between the communication presumed on the basis of the frame received immediately
terminal unit 503 and ISDN 502. Therefore, the communi- before the error fre.lme. o
cation content can be recorded without affecting the com- Next, the operation of the communication content record-
munication content and without changing the apparatuses  ing apparatus 201 of this embodiment will be described.
constituting an existing communication system. FIG. 5 is a flowchart showing the processing of the

Next, a second embodiment according to the present communication content recording apparatus 201 of this
invention will be described. 45 embodiment.

According to the communication content recording appa- The protocol controller 1064 judges through the terminal-
ratus of the second embodiment, in a case where an error side receiver 102 and the first protocol reception processor
frame is received in the communication content recording 104 or through the network-side receiver 103 and the second
apparatus of the first embodiment, if a next frame is not protocol reception processor 105 whether or not a frame on
received within a predetermined time period after the error s, the signal channel is received (step S11). If any frame is
frame concerned is received, or if the content of a message judged to be received on the signal channel, the processing
contained in the next frame is not a re-transmission request, goes to step S12, and if no frame is received on the signal
a message which would be originally contained in the error channel, the processing goes to step S13.
frame is presumed on the basis of a message contained in the In step S12, it is judged whether or not the frame received
frame received immediately before the error frame, whereby ss in step S11 is an error frame. If the frame is judged to be an
the start/stop of the recording of the communication content error frame, the timer 108 is executed (step S14), and then
on the information channel can be accurately performed. the processing returns to step SI1. On the other hand, if the

FIG. 4 is a schematic diagram showing a communication frame is judged not to be an error frame, the timer 108 is
system to which the communication content recording appa- stopped (if the timer is executed) (step S15), and the
ratus of the second embodiment of the present invention is sy processing then goes to step S16.
applied. In FIG. 4, the communication terminal unit 503, In step S16, it is judged whether or not the frame received
DSU 504 and ISDN 502 are the same as those shown in FIG. in step S11 is a re-transmission-request frame. If the frame
12, and the detailed deSCI‘ipﬁOIl thereof is omitted from the is judged to be the re-transmission-request frame, it may be
following description. presumed that an error frame has occurred in the commu-

The difference between the communication content 65 nication between the communication terminal unit 503 and

recording apparatus 201 and the communication content
recording apparatus 101 shown in FIG. 1 resides in that the

ISDN 502 and therefore the communication terminal unit
503 at the error-frame reception side or ISDN 502 transmits
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are-transmission request to the communication terminal unit
503 at the error frame transmission side or ISDN 502. In this
case, in the communication content recording apparatus 201,
if the error frame is received prior to reception of the
re-transmission-request frame, the error frame concerned is
discarded (step S17), and the processing then returns to step
S11. On the other hand, if the frame received in step S11 is
not the re-transmission-request frame, the processing goes to
step S18.

In step S18, it is judged whether or not a frame received

14

side receiver 103 to data whose format is compatible with
being recorded into the recording medium, and then trans-
ferring the data thus converted to the recorder (not shown),
whereby the recording of the communication content on the
information channel is started. The processing returns to step
S11 after the recording of the communication content on the
information channel is started in the step S21. On the other
hand, if the processing target frame does not contain any one
of the connect message and the connect acknowledge
message, the processing goes to step S22.

10 e :
immediately before the processing target frame (the frame In step S22, it is judged whether or not the processing
which is received through the step S11 executed immedi- target frame contains a disconnect message, a relean.: mes-
ately before), that is, the frame received through the step S11 sage or a release complete message. If the frame contains the
which is executed immediately before the immediately- disconnect message, the rele.ase message or the release
before executed step S11 is an error frame. If the frame 45 corgplete message, the processing goes Lo step 523 1o output
concerned is not any error frame, the processing goes to step an instruction to stop the processing Of. the mfor.matlon
$20. On the other hand, if the frame concerned is an error f:hannel processor 107. Upon receiving this 1nstruct10.n, the
frame, it may be presumed that the delivery of the messages mforma.tlon channel processor 107 stops the processing of
on the signal channel between the communication terminal converting th? data on the information channel ¥ecelveq by
unit 503 and ISDN 502 is performed correctly, but the next the terminal-side receiver 102 and the network-side receiver

frame is transmitted without transmitting any
re-transmission request because the error frame occurs
between the communication content recording device 201
and the communication terminal unit 503 or ISDN 502 for
some reason. In this case, in accordance with the content of
the message which would be originally contained in the
error frame, there may occur a case where the recording of
the communication content on the information channel
cannot be performed correctly. Therefore, the processing
goes to step S19 to perform the error frame corrective

25

103 to data whose format is compatible with being recorded
into the recording medium, and then transferring the data
thus converted to the recorder (not shown), whereby the
recording of the communication content on the information
channel is stopped. The processing returns to the step S11
after the recording of the communication content on the
information channel is stopped in the step S23. On the other
hand, if the processing target frame does not contain any one
of the disconnect message, the release message and the
release complete message, the processing immediately

30

processing to presume the message which would be origi- refurns to step S11. . . L
nally contained in the error frame. The error frame correc- Next, the error frame corrective processing which is
tive processing will be described later. execgted in step S19 of FIG. 5 will .be described. Acs:o.rdmg

In step 13, when the timer 108 is executed, it is judged to th1§ processing, a message which would be orlglnally
whether or not the timer 108 concerned is timed-out. When 35 contained in the error frame is prgsuqu on the basis of a
the timer 108 is not exccuted, or when the timer 108 is message contained in a frame received immediately before
executed, but it is not time-out, the processing goes to step Fhe error frame gccordm.g to the call control procedure stored
S11. On the other hand, when the timer 108 is timed-out, it in the 1nf9rmat10n portion of .the LAPD frame. .
may be presumed that an error frame occurs between the FIG. .6 is a flowchart showmg the error frame corrective
communication content recording apparatus 201 and the 49 Processing of step S19 shown in FIG. 5.
communication terminal unit 503 or between the commu- The protocol controller 1062 judges whether or not the
nication content recording apparatus 201 and ISDN 502 for frame received immediately before the error frame contains
some reason, and a next frame is not received within a a call setup message (step S31). When the frame contains the
predetermined time period (this time period is preferably set  call setup message, the error frame is presumed to contain a
in consideration of the minimum value of communication 45 cal.l proceeding message (step $32), and the prgcessing is
time of a single frame) after the error frame is received finished. On the other hand, if the frame contains no call
because the communication on the information channel has ~ setup message, the processing goes to step S33.
been already executed correctly or completed between the In step S33, it is judged whether or not the frame received
communication terminal units 503 although the timer 108 is ~ immediately before the error frame contains a call proceed-
started in step S14. In this case, with respect to the special sp ing message. If the frame contains the call proceeding
content of the message which would be originally contained ~ message, the error frame is presumed to contain an alerting
in the error frame, there may occur a case where the message (step S34), and the processing is finished. If the
recording of the communication content on the information ~ frame contains no call proceeding message, the processing
channel cannot be performed correctly. Therefore, as in the goes to step S385.
case of the step S18, the processing goes to step S19 to 55 Instep S35, it is judged whether or not the frame received
perform the error frame corrective processing to presume the immediately before the error frame contains an alerting
message which would be originally contained in the error message. If the frame contains an alerting message, the error
frame. frame is presumed to contain a connect message (step S36),

In step S20, it is judged that whether or not the processing and the processing is finished. If the frame contains no
target frame contains a connect message or a connect 60 alerting message, the processing goes to step S37.
acknowledge message. If it contains the connect message or In step S37, it is judged whether or not the frame received
the connect acknowledge message, the processing goes to immediately before the error frame contains a connect
step S21 to output an instruction to start the processing to the message. If the frame contains a connect message, the error
information channel processor 107. Upon receiving the frame is presumed to contain a connect acknowledge mes-
instruction, the information channel processor 107 starts the 65 sage (step S38), and the processing is finished. On the other

processing of converting the data on the information channel
received by the terminal-side receiver 102 and the network-

hand, if the frame contains no connect message, the pro-
cessing goes to step S39.
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In step S39, it is judged whether or not the frame received
immediately before the error frame contains a disconnect
message. If the frame contains a disconnect message, the
error frame is presumed to contain a release message (step
S40), and the processing is finished. On the other hand, if the
frame contains no disconnect message, the processing goes
to step S41.

In step S41, it is judged whether or not the frame received
immediately before the error frame contains a release mes-

16

processor 112, and a frame continuity detector 113 is further
provided. The other constituent elements are the same as
those of the communication content recording apparatus 101
of the first embodiment. These constituent elements are
represented by the same reference numerals, and the detailed
description is omitted from the following description.

The first frame reception processor 109 extracts an LAPD
frame as shown in FIG. 11 by detecting a flag from data on
the signal channel which are received by the terminal-side

sage. If the frame contains a release message, the error frame 10 receiver 102, and outputs the LAPD frame thus extracted to
is presumed to contain a release complete message (step the first error check reception processor 110.
S42), and the processing is finished. On the other hand, if the The second frame reception processor 111 extracts an
frame contains no release message, the error frame is LAPD frame as shown in FIG. 11 by detecting a flag from
presumed to contain no message with regard to the call data on the signal channel which are received by the
establishment and call release, and the processing is fin- 15 petwork-side receiver 103, and outputs the LAPD frame
ished. thus extracted to the second error check reception processor
When the presumption based on the error frame corrective 112.
processing shown in FIG. 6 for the message which would be The first error check reception processor 110 detects a
originally contained in the error frame is completed, the frame error on the basis of a frame check sequence portion
processing goes to step S20 shown in FIG. 5, and the 2% which is added to the LAPD frame received from the first
start/stop of the recording of the communication content on frame reception processor 109. The first error check recep-
the information channel is controlled in accordance with the tion processor 110 discards the LAPD frame (error frame)
content of the presumed message. thus received if a frame error is detected, and delivers the
According to the second embodiment of the present LAPD frame thus received to the protocol controller 1065 if
invention, when an error frame occurs for some reason 2> no frame error is detected.
although correct communication is performed between the The second error check reception processor 112 detects a
communication terminal unit 503 and ISDN 502, the content frame error on the basis of a frame check sequence portion
of the error frame concerned is presumed on the basis of a which is added to the LAPD frame received from the second
message contained in a frame which is received immediately frame reception processor 111. It discards the LAPD frame
before the error frame. Accordingly, even when the error 30 (error frame) thus received if a frame error is detected, and
frame originally contains a message concerning call estab- delivers the LAPD frame thus received to the protocol
lishment and call release, the start and stop operation of the controller 1065 if no frame error is detected.
recording of the communication data can be performed The frame continuity detector 113 detects frame missing
correctly. 35 by using a transmission sequence number, a reception

Next, a third embodiment according to the present inven-
tion will be described.

The communication content recording apparatus of the
third embodiment aims to more accurately control the start/
stop of the recording of the communication content on the
information channel even when an error is detected in a
frame on the signal channel as in the case of the above-
described communication content recording apparatus of the
second embodiment. However, in addition to the effect of
the second embodiment, the third embodiment has an effect

40

sequence number added to the LAPD frame output to the
protocol controller 1065 from each of the first error check
reception processor 110 and the second error check recep-
tion processor 112, thereby checking continuity of frames.

The protocol controller 106b extracts a message from the
LAPD frame received from the first error check reception
processor 110 and the second error check reception proces-
sor 112 on the basis of a frame format, a frame type and the
information transmission procedure, and surveys the com-
munication status between ISDN 502 and the communica-

of more accurately controlling the start/stop of the recording “ tion terminal unit 503 according to the extracted message to
of the communication content on the information channel control the information channel processor 107, thereby
even when a defective occurs in a frame on the signal controlling the recording of the communication content on
channel. Therefore, the construction and operation of the the information channel.
third embodiment are different from those of the communi- s, When a frame output from the first error check reception
cation content recording apparatus of the second embodi- processor 110 or the second error check reception processor
ment. 112 is missed in the frame continuity detector 113 (for
FIG. 7 is a schematic diagram showing a communication example, a frame is discarded because a frame error occurs
system to which a communication content recording appa- in the first error check reception processor 110 or the second
ratus of the third embodiment of the present invention is ss error check reception processor 112, or the terminal-side
applied. In FIG. 7, the communication terminal unit 503, receiver 102 or the network-side receiver 103 cannot receive
DSU 504 and ISDN 502 are the same as those shown in FIG. a frame because the frame itself is missing), the protocol
12, and the detailed description thereof is omitted. controller 106b controls the information channel processor
The difference between the communication content 107 on the basis of a judgment as to whether “call” of the
recording apparatus 301 and the communication content 60 information channel is established or released, thereby con-
recording apparatus 101 shown in FIG. 1 resides in the fact trolling the recording of the communication content on the
that the protocol controller 106 is replaced with a protocol information channel.
controller 106b, the first protocol reception processor 104 is Next, the operation of the communication content record-
replaced with a first frame reception processor 109 and a first ing apparatus 301 of the present embodiment will be
error check reception processor 110, the second protocol 65 described.

reception processor 105 is replaced with a second frame
reception processor 111 and a second error check reception

Before the operation of the communication content
recording apparatus 301 is described, the processing proce-
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dure from the establishment of the link of the layer 2
between the communication terminal unit 503 and ISDN
502 through the establishment and release of “call” of the
layer 3 until the release of the link of the layer 2, which is
partially overlapped with the description made with refer-
ence to FIG. 2, will be described.

FIG. 8 is a diagram showing a processing procedure from
the establishment of the link of the layer 2 between ISDN
502 and the communication terminal unit 503 through the
establishment and release of “call” of the layer 3 until the
release of the link of the layer 2 in the communication
system shown in FIG. 7.

As shown in FIG. 8, when a set asynchronous balanced
mode extended (SABME) frame 251 is transmitted from
ISDN 502 through the signal channel to the communication
terminal unit 503, upon receiving this frame 251, the com-
munication terminal unit 503 transmits an unnumbered
acknowledge (UA) frame 252 through the signal channel to
ISDN 502, whereby the link of the layer 2 on the signal
channel is established and the information transmission is
enabled.

Subsequently, when a call-setup (SETUP) message 253 is
transmitted from ISDN 502 to the communication terminal
unit 503 through the signal channel, the communication
terminal unit 503 notifies ISDN 502 of the reception of the
information frame or the like through the signal channel
with an information frame or a receive-ready (RR) frame
254, and transmits a call proceeding message 255. In the
case of FIG. 8, ISDN 502 is notified with a receive-ready
(RR) frame 254. Upon receiving the RR frame, the fact that
an information frame or the like is received is notified from
ISDN 502 to the communication terminal unit 503 with the
information frame or the RR frame 256.

As described above, the RR frame is used to notify the
communication partner of the number of frames received (a
transmission sequence number of a frame to be received).
The RR frame is generated every time a frame affixed with
a sequence number is received from the communication
partner, and notified to the communication partner.
However, in the case of FIG. 8, only the RR frames which
are first notified from the communication terminal unit 503
and ISDN 502 are shown in order to simplify the descrip-
tion.

Subsequently, the communication terminal unit 503 trans-
mits to ISDN 502 through the signal channel an alerting
(ALERTING) message 257 which notifies that it is now
under alerting for information channel connection. The
communication partner receives the call proceeding mes-
sage 255 through ISDN 502, whereby the information
channel is established between the communication terminal
units 503. Upon responding the altering message, the com-
munication terminal unit 503 transmits a connect
(CONNECT) message 258 to ISDN 502 through the signal
channel.

Subsequently, when a connect acknowledge (CONNECT
ACK) message 259 is transmitted from ISDN 502 through
the signal channel to the communication terminal unit 503,
the “call” of the information channel set is established, and
the communication using the information channel between
ISDN 502 and the communication terminal unit 503 is
enabled.

When a transmission error occurs in the information
frame containing the message instructing such call control as
described above, for example, when the information frames
260 having the transmission sequence numbers “4”, “5” and
“6” are transmitted from the communication terminal unit
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503 to ISDN 502, however, the information frame having
the transmission sequence number “5” is not normally
transmitted to ISDN 502 due to transmission error, ISDN
502 detects the information frame which could not be
normally received, on the basis of the transmission sequence
number “5” of the information frame transmitted from the
communication terminal unit 503, and transmits to the
communication terminal unit 503 a frame 261 of a
re-transmission request (REJ) which requests the
re-transmission of the information frame. Upon receiving
the REJ frame 261, the communication terminal unit 503
transmits to ISDN 502 the information frame having the
transmission sequence number requested.

Next, when the communication using the information
channel is stopped, the communication terminal unit 503
transmits to ISDN 502 a disconnect message 263 requesting
release of “call” of the information channel. Upon receiving
this disconnect message 263, ISDN 502 stops the commu-
nication using the information channel, and also transmits a
release message 264 for releasing the information channel
through the signal channel to the communication terminal
unit 503. Upon receiving the release message 264, the
communication terminal unit 503 transmits a release com-
plete message 265 through the signal channel to ISDN 502,
whereby the “call” of the information channel is released on
the layer 3.

When no “call” exists, ISDN 502 transmits a disconnect
frame 266 through the signal channel to the communication
terminal unit 503. Upon receiving this frame 266, the
communication terminal unit 503 transmits an unnumbered
acknowledgement frame 267 through the signal channel to
ISDN 502, thereby releasing the link of the layer 2 on the
signal channel.

The communication content recording apparatus 301 of
the present embodiment monitors transmission/reception of
messages through the signal channel between the commu-
nication terminal unit 503 and ISDN 502 by using the
protocol controller 106b, and controls the start/stop of the
recording of the communication content on the information
channel by controlling the information channel processor
107 in accordance with the content of the message.

For example, in the case of FIG. 8, the call-setup message
253 which is transmitted from ISDN 502 to the communi-
cation terminal unit 503 when the “call” of the information
channel is established, is received to analyze the content
thereof. In a case where the message 253 contains informa-
tion representing that it is a speech communication, the
information channel processor 107 is controlled so that the
recording of the data on the corresponding information
channel is started when the connect message 258 transmitted
from the communication terminal unit 503 to ISDN 502 or
the connect acknowledge message 259 transmitted from the
communication terminal unit 503 to ISDN 502 is received.

Further, when the disconnect message 263 transmitted
from communication terminal unit 503 to ISDN 502, the
release message 264 transmitted from ISDN 502 to the
communication terminal unit 503 or the release complete
message 265 transmitted from the communication terminal
unit 503 to ISDN 502 is received, the recording of the data
on the corresponding information channel is stopped.

When the communication content recording apparatus
301 of the present embodiment receives an error frame on
the signal channel, the following cases may be considered.
One case is that the frame itself which is communicated
between ISDN 502 and the communication terminal unit
503 is an error frame and thus the error frame is also
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received in the communication content recording apparatus
301, and the other case is that an error occurs only in the
frame received by the communication content recording
apparatus 301 for some reason such as a connection envi-
ronment or the like although the frame reception/
transmission is performed correctly between ISDN 502 and
the communication terminal unit 503. Further, when an error
occurs in the flag for detecting a frame, the frame itself is
missed.

20

not sequential to the sequence number of a frame received
immediately before the frame concerned, etc.

If it is judged in step S53 that the received frame is a
surveying frame, the processing goes to step S54 to judge
whether or not the surveying frame is a re-transmission
request frame. If the surveying frame is the re-transmission
request frame, it is presumed that the communication ter-
minal unit 503 transmits the re-transmission request frame
because the frame communication on the signal channel

As described above, the communication content recording 10 cannot be performed correctly between ISDN 502 and the
apparatus 301 is designed to have no transmission function communication terminal unit 503 and thus an error frame
to ISDN 502 and the communication terminal unit 503 so occurs.
that the communication between ISDN 502 and the com- In this case, in accordance with the reception sequence
munication terminal unit 503 is not affected by the commu- number of the re-transmission request frame, the missing
nication content recording apparatus 301. Accordingly, even 15 frame having the corresponding transmission sequence
when an error frame is received or lack of a frame is number registered in the processing of step S56 (frame
detected, the communication content recording apparatus continuity check processing) of the flow of FIG. 9 which is
301 cannot make a re-transmission request. Therefore, when  executed for the frame output from the second error check
only the frame input to the communication content recording reception processor 112 is released(step S55). Thereafter, the
apparatus 301 is an error frame or the lack of a frame is 20 processing returns to step S51, and waits to receive a next
detected, there may be a case where the normal recording frame.
control cannot be performed if these frames contain mes- On the other hand, if the frame is not a re-transmission
sages associated with the start or stop of the recording. request frame, the processing goes to step S56 to check the

Therefore, in the communication content recording appa- ,5 continuity of the sequence number of the frame (which is

ratus 301 of the present embodiment, error frames and the
lack of frames are detected by monitoring the continuity of
frames, and when they are detected, the establishment or
release of “call” of the information channel is monitored,
whereby the recording control of the information channel
can be performed correctly.

FIG. 9 is a flowchart showing the processing of the
communication content recording apparatus 301 of the
present embodiment. This flow is executed for each of the
frame output from the first error check reception processor
110 and the frames output from the second error check
reception processor 112. That is, the flow shown in FIG. 9
is independently and separately executed for each of the
frame transmission on the signal channel from the commu-
nication terminal unit 503 to ISDN 502 and the frame
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transmitted from the communication terminal unit 503)
which is received through the first error check reception
processor 110, and if there is any missing frame, the frame
continuity check processing which is the processing of
controlling the start and stop of the recording of the infor-
mation channel is performed by surveying the establishment
or release of “call” of the information channel. Thereafter,
the processing returns to step S51 to wait for reception of a
next frame. The frame continuity check processing will be
described later.

If it is judged in step S53 that the frame is not a surveying
frame, that is, the frame received from the first error check
reception processor 110 is neither an unnumbered frame, nor
a surveying frame, this frame is presumed to be an infor-
mation frame containing a message of the layer 3. In this

transmission from ISDN 502 to the communication terminal 0 case, the processing goes to step S57 to control the recording
unit 503. The following description is given of a case where based on the layer 3.
the flow shown in FIG. 9 is executed on the frame output First, it is judged whether the received frame contains a
from the first error check reception processor 110. connect message or a connect acknowledge message (step
The protocol controller 1065 is on standby to receive a 45 S57). If the frame contains a connect message or a connect
frame on the signal channel which is transmitted from the acknowledge message, the processing goes to step S58 to
communication terminal unit 503 through the first error judge whether or not a speech call setup is made in the
check reception processor 110 to ISDN 502 (step S51). corresponding information channel. If the speech call setup
When a frame is received, the processing goes to step S52 is not made, the processing goes to step S56 to perform the
to judge whether or not the frame thus received is an sy frame continuity check processing. This operation is carried
unnumbered frame to which no sequence number is affixed. out to exclude the recording operation when call setup other
If the frame is an unnumbered frame, the processing returns than the speech call setup is made. On the other hand, if the
to step S51 and waits to receive a next frame. On the other speech call setup is made, it is judged whether or not the
hand, if the frame is not an unnumbered frame, that is, the recording of the corresponding information channel has
frame is a frame affixed with a sequence number, the 55 already been started by the frame continuity check process-

processing goes to step S53.

In step S53, it is judged whether or not the received frame
is a surveying frame. As described above, the surveying
frame is a frame for checking the establishment of the link

ing (step S59). If the recording has been already started, the
recording operation is stopped, and also the information
recorded through this recording operation is discarded (step
$60). Thereafter, the processing goes to step S61 to start the

of the layer 2 between ISDN 502 and the communication 6o recording operation of the corresponding information chan-
terminal unit 503. As surveying frames, there are provided nel. If the recording of the corresponding information chan-
a receive-ready (RR) frame for notifying a communication nel is not started, the processing immediately goes to step
partner of the number of received frames (the transmission S61 to start the recording of the corresponding information
sequence number of a frame to be next received), a channel.

re-transmission request (REJ) frame for requesting 65  Further, if it is judged in step S57 that the received frame

re-transmission of a missing frame whose sequence number
is missed when the sequence number of a received frame is

contains no connect message or no connect acknowledge
message, the processing goes to step S62 to judge whether
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or not the received frame contains a disconnect, release or
release complete message (step S62). If the frame contains
a disconnect, release or release complete message, the
information channel processor 107 is controlled so that the
recording of the corresponding information channel is
stopped (step S63), and the processing goes to step S56 to
perform the frame continuity check processing. On the other
hand, if the frame does not contain any disconnect, release
or release complete message, the processing immediately
goes to step S56 to perform the frame continuity check
processing.

Next, the frame continuity check processing which is
executed in step S56 of FIG. 9 will be described.

FIG. 10 is a flowchart showing the frame continuity check

10

22

channel which is on standby for “connect”, it may be
presumed that only the communication content recording
apparatus 301 cannot correctly receive it and the frame
which is registered as a missing frame may contain a connect
message or a call proceeding message.

In this case, the processing goes to step S75 to control the
information channel processor 107 so that the recording of
the corresponding information channel is started. Thereafter,
the processing goes to step S76 to set a flag representing that
frame missing occurs in all the information channels. On the
other hand, if there is no information channel which is on
standby for “connect”, the processing immediately goes to
step S76 to set a flag representing that frame missing occurs
in all the information channels.

processing of the step S56 shown in FIG. 9. The following 15 If the judgment that ISDN 502 does not receive from the
description is made for a case where the frame continuity communication terminal unit 503 the frame having the
check processing is applied to the frame transmission from transmission sequence number which is registered as a
the communication terminal unit 503 to ISDN 502 on the missing frame is made on the basis of the reception sequence
signal channel. number of the frame which is newly received through the
First, a frame continuity detector 113 obtains a transmis- %% second error check reception processor 112 by the protocol
sion sequence number of a frame which is received from the controller 106b, the processing goes to step S77 to judge
first error check reception processor 110 by the protocol whether or not the value obtained by subtracting “1” from
controller 1065, and checks whether or not the number the newly received reception sequence number is larger than
transmission sequence number is sequential to the transmis- 25 the maximum Vah}e of the transmissipn sequence numbers
sion sequence number of the frame received immediately of the frames which have been received through the first
before the frame concerned (step S71). If the transmission error check reception processor 110 by the protocol control-
sequence number of the frame concerned is Sequential to ler 106b (the frames transmitted from the communication
that of the immediately-before received frame, the process- terminal unit 503).
ing goes to step S73. On the other hand, if the transmission 0 Each of the reception and transmission sequence numbers
sequence number of the frame concerned is not sequential to is modulo (mod) 128 in which the numerical values from “0”
that of the immediately-before received frame, the process- to “127” are repeated. Therefore, the above judgment
ing goes to step S72 to register the transmission sequence (comparison) is performed in consideration of the repeat
number of the missing frame. For example, when the frequency of the numeral values (the frequency of reset to
transmission sequence number of the received frame is “4” 35 Z€e10).
and the transmission sequence number of the immediately- If the value obtained by subtracting “1” from the recep-
before frame is “27, the frame of the transmission sequence tion sequence number of the frame (transmitted from ISDN
number “3” is registered as a missing frame. Thereafter, the 502) which is newly received through the second error check
processing goes to step S73. reception processor 112 by the protocol controller 1065 is
As described above, when the frame received through the ,; larger than the maximum value of the transmission sequence

second error check reception processor 112 (the frame
transmitted from ISDN 502) is identified as a
re-transmission request frame in the step S54 of the flow of
FIG. 9 which is executed for the output from the second
error check reception processor 112, the registration of the
missing frame having the transmission sequence number
corresponding to the reception sequence number of the
re-transmission request frame is released by the step S55 of
the flow of FIG. 9.

45

numbers of the frames (transmitted from the communication
terminal unit 503) which have been received through the
first error check reception processor 110 by the protocol
controller 106b, it is resumed that frame missing occurs
between ISDN 502 and the communication terminal unit
503 for some reason. In this case, the processing of the steps
S74 to S76 is carried out as in the case of step S73, and the
recording of the communication content on the information
channel is started if necessary.

In step S73, the protocol controller 106) waits to receive 59  Instep S78, it is judged whether or not the frame received
a new frame (a frame transmitted from ISDN 502) through through the first error check reception processor 110 is an
the second error check reception processor 112. If the information frame for the information channel in which a
protocol controller 1065 receives a new frame, by referring missing flag is set to ON. If the frame is not the information
to the reception sequence number of the frame concerned, it frame for the information channel in which the missing flag
is judged whether ISDN 502 has already received from the 55 is set to ON, the flow is completed.
communication terminal unit 503 the frame having the On the other hand, if the frame is the information frame
transmission sequence number which is registered as a for the information channel in which the missing flag is set
miSSing frame. If the ISDN 502 has already received from to ON, the processing goes to step S79 to judge whether or
the communication terminal unit 503 the frame haVing the not the frame contains a call proceeding message or an
transmission sequence number which is registered as a ey alerting message. If the frame contains the call proceeding
missing frame, it is presumed that only the communication message or the alerting message, the information channel
content recording apparatus 301 cannot normally receive the  processor 107 is controlled so that when the recording of the
frame concerned for some reason. corresponding information channel has already been started,

In this case, the processing goes to step S74 to judge the recording is stopped (step S80), the missing flag of the
whether there is an information channel which is on standby 65 information channel is then set to OFF (step S81), and this

for “connect”, that is, an information channel for which the
call proceeding is completed. If there is any information

flow is then completed. If it is judged in step S79 that the
frame contains no call proceeding message or no alerting

Petitioners’ Exhibit 1009, p. 26
AT&T et al v. Innovative Sonic
IPR2024-01143



US 6,483,855 B1

23

message, the missing flag of the information channel con-
cerned is immediately set to OFF (step S81), and this flow
is completed.

According to the above-described third embodiment, the
continuity of frames is surveyed by the sequence numbers
affixed to the LAPD frames communicated on the signal
channel, and if a frame missing occurs, it is surveyed
whether the re-transmission procedure defined by the pro-
tocol between the communication terminal unit 503 and

24

The present invention is not limited to the above
embodiments, and various modifications may be made with-
out departing from the subject matter of the present inven-
tion.

For example, in the above-described embodiments, the
information on a pair of channels (signal channel and
information channel) between two communication terminal
units 503 is monitored to record communication contents.
However, a modification may be made so that even when
plural pairs of signal and information channels exist, the

ISDN 502 is adopted. 10 R . R
) . . . . respective information on these channels is individually
If a surveying frame or an information frame is transmit- surveyed to record the communication contents.
teq fyom the transmission Qestlnatlon (recepthn side) of the Further, in the above-described embodiments, the infor-
missing frame without using the re-transmission procedure mation channel processor 107 is designed to convert the data
based on the transmission of a re-transmission request  op the information channel in such a data format that the
frame, and a sequence number representing that the normal 5 data thus converted can be recorded in a recording medium,
reception procedure is continued is affixed to this frame, it and then output the data thus converted. However, the
is judged that an error occurs in only the communication  present invention is not limited to this embodiment. The
content recording apparatus 301, and the call proceeding information channel processor 107 may be designed so that
based on voice communication is completed to start the it can convert the data on the information channel and record
recording of the information channel which waits for “con- 2% the data thus converted into the recording medium by itself.
nect”. Still further, the respective constituent elements which
With the above operation, even when a frame containing constitute the communication content recording apparatus of
a connect or connect acknowledge message is partially or each embodiment may be implemented not only by
wholly missing, the recording operation of the communica- hardware, but also by software. For example, in an infor-
tion content of the information channel can be controlled. > mation processing device such as a personal computer
Therefore, the lack of the communication content can be having a reception function, each of the constituent elements
prevented. constituting the communication content recording apparatus
In the present embodiment, the recording operation is of each embodiment may be implemented by executing a
stopped when an information frame containing a call pro- 0 program in which each constituent element is formed as a
ceeding message, an alerting message, a disconnect process. The program may be stored in a storage medium
message, a release message or a release complete message such as FD, CD-ROM or the like from which information
with regard to the information channel under recording is  can be read out by the information processing device.
received. With this operation, wasteful recording can be As described above, according to the present invention,
prevented. 35 there can be provided a communication content recording
In the present embodiment, even when a frame Containing apparatus which is suitable for dlgltal communications such
a disconnect message, a release message or a release com- as ISDN, etc.
plete message cannot be received, the control of the record- What is claimed is:
ing of the telephonic communication is performed on the 1. A communication content recording apparatus for
basis of recepﬁon of a frame Containing a next call proceed_ 40 recording the contents of communications which are carried
ing message or alerﬁng message, Whereby the recording can out through a dlgltal communication network between com-
be controlled on the basis of breaks in the telephonic munication terminal units, comprising:
communication. receiving means for receiving data on a signal channel
Further, in the present embodiment, when an error is and data on an information channel which are received/
detected by the frame check sequence of the LAPD frame, 45 transmitted between said digital communication net-
the error frame is discarded by the first error check reception work and said communication terminal units;
processor 110 and the second error check reception proces- protocol processing means for extracting a frame from the
sor 112 without delivering the error frame to the protocol data on the signal channel received by said receiving
controller 106c, whereby the same processing procedure is means according to a protocol and processing the frame
applied to treat the missing of frames and error frames with sg extracted;
no discrimination in the frame continuity check processing information channel processing means for processing the
of the step S56 in FIG. 9. data on the information channel received by said
In the present embodiment, when the information frame receiving means so that the processed data can be
for controlling the information channel concerned is recorded; and
received on the signal channel for the information channel 55  protocol controlling means for controlling the start and
for which the recording is started by the frame continuity stop of the processing in said information channel
check processing of the step S56 shown in FIG. 9, the processing means on the basis of a processing result in
recording operation is controlled in accordance with the said protocol processing means.
information frame concerned. Particularly when the infor- 2. The communication content recording apparatus as
mation frame concerned contains a connect message or a 60 claimed in claim 1, wherein said protocol controlling means
connect acknowledge message, it is notified to the informa- starts the processing of said information channel processing
tion channel processor 107 that data which are previously means when the processing result of said protocol process-
recorded are invalid, thereby discarding the data which have ing means indicates that the extracted frame contains any
been recorded and re-starting the recording from the time one of a connect message and a connect acknowledge
when the information frame concerned is received. With this 65 message.

operation, the invalid data can be more reliably prevented
from being recorded.

3. The communication content recording apparatus as
claimed in claim 1, wherein the processing of said informa-
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tion channel processing means is stopped when the process-
ing result of said protocol processing means indicates that
the extracted frame contains any one of a disconnect
message, a release message and a release complete message.

26

cerned in accordance with a progress status of establishment
or release procedure of a call of the information channel
when reception procedure is judged to be correctly contin-
ued.

4. The communication content recording apparatus as 5 9. The communication content recording apparatus as
claimed in claim 1, wherein in a case where the processing Clalmed m clalrr} 6, wherein in a case where the processing
result of said protocol processing means indicates an error of said information channel processing means for the infor-
frame, if said reception means does not receive a next frame mation channel is started on the basis of the detection of the
within a predetermined time period after receiving the error frame missing by said frame missing detection means, when
frame, said protocol controlling means presumes content of 10 Said protocol controlling means receives a frame on the
the error frame on the basis of the processing result of said ~ Signal channel to control the information channel concerned
protocol processing means for a frame received immediately from said frame processing means, said protocol controlling
before the error frame. means controls the processing of said information channel

5. The communication content recording apparatus as proces§ing means for the inf.orma.tion channel concerned
claimed in claim 1, wherein in a case where the processing 15 2ccording to a message contained in the frame concerned.
result of said protocol processing means indicates an error 10. The communication content recording apparatus as
frame and the processing result of said protocol processing cle}lmed in claim 6’ wherein Wheg a frame received from
means for a frame received subsequent to the error frame s Said frame processing means contains a connect message or
not a re-transmission request frame, said protocol control- a connect acknowledge message for an information channel
ling means presumes content of the error frame on the basis 20 2fter the processing of said information channel processing
of the processing result of said protocol processing means means for.the information cha.nn.el is startf;d on the ba.51s. of
for a frame received immediately before the error frame. the detection of the frame missing by said frame missing

6. A communication content recording apparatus for detection means, said protocol con?rolhng means dlsca.rds
recording contents of communications which are carried out data generated through the processing of said information
through a digital communication network between commu- 25 channel processing means for the information channel
nication terminal units, comprising: cpncerned, and newly starts the processing of sa.ld informa-

.. .. . tion channel processing means for the information channel
receiving means for receiving data on a signal channel
and data on an information channel which are received/ concerned. L .
transmitted between said digital communication net- 1.1' Th.e communication content recording dpparatus as
work and said communication terminal units; 30 clalmed. in claim 6, WhF:reln in a case th.:rf.: said protocol
. . controlling means receives a frame containing a call pro-
frame processing means for extracting a frame from the ceeding message or an alerting message from said frame
data on the signal channel received by said receiving 5 rocessing means in a state where said protocol controlling
means and outputting the frame thus extracted; means received no frame containing a disconnect message,
mformation channel processing means for processing the .. arelease message and a release complete message from said
data on the information channel received by said frame processing means, when the processing of said infor-
receiving means so that the processed data can be mation channel processing means for the information chan-
recorded; nel corresponding to the message concerned is carried out,
protocol controlling means for controlling start and stop said protocol controlling means stops the processing.
of the processing of said information channel process- 49 12. The communication content recording apparatus as
ing means according to a message contained in the claimed in claim 6, wherein when said pI‘OtOCOl COHtI‘OHing
frame output from said frame processing means; and means receives a frame containing any one of a call pro-
frame missing detection means for surveying continuity ~ c¢eding message, an alerting message, a disconnect
of frames output from said frame processing means to message, a releas.e message and a relea§e complete message
detect a missing frame, wherein when a frame missing 45 for the. information channel from .sald frar.ne.process%ng
is detected by said frame missing detection means, in means in a state. where the. processing Qf said information
accordance with a progress status of establishment or ghannel processing means is started,.sa.ld protoc?ol control-
release procedure of a call of an information channel, ling means stops the processing of §a1d information channel
said protocol controlling means controls start and stop processing means for the information channel concerned.
of the processing of said information channel process- 50 13. A communication content recording method for
ing means for the information channel. recording cc.)n.tents of commuglcatlons which are carried out

7. The communication content recording apparatus as through a digital communication network between commu-
claimed in claim 6, wherein when the frame extracted from nication terminal units, comprising the steps of:
the data on the signal channel received by said receiving receiving data on a signal channel which are transmitted/
means is an error, said frame processing means discards the 55 received between said digital communication network
frame without delivering the frame to said protocol control- and said communication terminal units;
ling means. extracting a frame from the received data on the signal

8. The communication content recording apparatus as channel according to a protocol, and processing the
claimed in claim 6, wherein when a frame missing is frame; and
detected by said frame missing detection means, said pro- 60  controlling start and stop of recording of the data on the
tocol controlling means judges, on the basis of a information channel, which are transmitted/received
subsequently-output frame from said frame processing between said communication terminal units in accor-
means, whether or not a reception procedure is correctly dance with a processing result.
continued between said digital communication network and 14. The communication content recording method as
said communication terminal unit, and controls start and 65 claimed in claim 13, wherein in a case where the processing

stop of the processing of said information channel process-
ing means corresponding to an information channel con-

result of the received frame indicates an error frame, further
comprising the step of presuming content of the error frame
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on the basis of a processing result of a frame which is
received immediately before the error frame when a next
frame is not received within a predetermined time period
after the error frame is received.

28

in a case where frame missing is detected on the basis of
a sequence number of the extracted frame, controlling
start and stop of processing for the information channel
concerned in accordance with a progress status of

1.5' The communication content recording method as s establishment or release procedure of a call of the
claimed in claim 13, wherein in a case where the processing information channel
result of the received frame indicates an error frame, further . . .
- . 17. A storage medium in which a program for recording
comprising the step of presuming content of the error frame L . .
on the basis of a processing result of a frame which is contents of communications which are carried out through a
received immediately before the error frame when a pro- 10 digital communication network between communication ter-
cessing result of a frame received subsequent to the error minal units are stored, wherein said program controls an
frame indicates that the error frame is not a re-transmission information processing apparatus having a reception func-
request frame. o ) tion to execute a function of receiving data on a signal
16. .A communication cor%ten.t recordlng methgd for channel and data on an information channel which are
recording contents of communications which are carried out 15 . . . L .
through a digital communication network between commu- transmitted/received between said communication terminal
nication terminal units, comprising the steps of: units, a function of extracting a frame from the received data
extracting a frame from data on a signal channel which is on the signal channel according to a protocol, and a function
transmitted/received between said digital communica- of controlling start and stop of recording of the received data
tion network and said communication terminal unit; 20 on the information channel on the basis of a processing

controlling start and stop of recording of data on an
information channel in accordance with a message
contained in the frame concerned; and

result of the extracted frame on the signal channel.
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