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DATA UNIT MANAGEMENT IN 
COMMUNICATIONS 

0001. The present invention relates to data unit manage 
ment in communications. It finds particular application in 
the management of data loss by use of status reports in link 
control signalling such as used for the air interface in mobile 
communications. 

0002 Mobile communications provides an access tech 
nology for portable user equipment (“UE') to gain access to 
networks without having to use a wired connection. In 
today's environment, the UE communicates over a radio 
link to one or more network access points, often but not 
always those geographically nearest. One or more networks 
are available via the access points and these networks may 
be either wireless or fixed line. 

0003. An area in which considerable work has been done 
is in development of UMTS (“Universal Mobile Telecom 
munications System') technology. The UMTS network 
architecture can be viewed as two primary parts, the 
UTRAN (“UMTS Terrestrial Radio Access Network”) and 
the core network. The UTRAN looks after the physical 
aspects of providing wireless access for a mobile UE to the 
core network and the core network provides Switching. To 
use a UMTS network, the UE itself must be compatible and 
therefore includes in its operating environment protocols to 
Support that wireless access. 
0004) Referring to FIG. 1, the UTRAN is made up of a 
set of RNSs (“Radio Network Subsystems'). Each RNS 
comprises one RNC (“Radio Network Controller) and one 
or more logical nodes known as "Node Bs. Each Node B 
is a network access point and its associated RNC generally 
controls the radio resources for providing wireless access 
across the air interface between a UE and the UTRAN, using 
the Node B. 

0005. Many protocols have been written in the course of 
mobile communications development. Many of these are 
used in the core network mentioned above. In order to use 
the core network, UMTS networks must be equipped with 
the relevant protocols demanded by the core network inter 
face. However, the main thrust of today’s UMTS networks 
lies in the UTRAN and its protocols to deal with the various 
radiofair interfaces between the RNCs, the Node Bs and the 
UES. In a UMTS network, protocol stacks are used in each 
of the RNCs, the Node Bs and the UEs. One of these 
protocols is the Radio Link Control (“RLC) protocol, 
present in the RNC and the UE. 
0006. One of the groups working on UMTS standards is 
the 3" Generation Partnership Project (“3GPP). An 
example of a technical specification published on the Inter 
net by 3GPP that is relevant to embodiments of the present 
invention is as follows: 

TS 25.322 (Version 3.16.0, Release 1999) 
entitled “Universal Mobile Telecommunications System 
(UMTS); Radio Link Control (RLC) protocol specification'. 
The versions of this specification for Releases 5 and 6 are 
also relevant. 

0007. The RLC protocol provides a number of services in 
Supporting transfer of data units across the radiofair inter 
faces. In particular, it sets out behaviour of a sending entity 
and a receiving entity during the transfer of data units. A list 

Mar. 30, 2006 

of RLC services is set out in Section 5 of the above technical 
specification and includes for example flow and error con 
trol. Data is assembled into blocks (or “units” or “packets’) 
containing data with added control or signalling informa 
tion. 

0008. In wireless communication systems such as 
UMTS, data can be lost or corrupted in the transmission. 
Some applications, such as real time applications, can tol 
erate at least a proportion of missing data packets but other 
applications cannot. The RLC protocol caters for these 
different situations by offering different modes of operation: 
transparent, unacknowledged and acknowledged. Acknowl 
edged mode is designed for applications which require the 
receipt of correct data with no missing blocks. In acknowl 
edged mode, every block to be transmitted has a sequence 
number carried in the control or signalling information and 
they are generally transmitted in ascending order of 
sequence numbers. Every block is checked by the receiving 
entity and status reports are returned to the transmitting 
entity containing positive and/or negative acknowledge 
ments (“ACKs' and “NACKs) with respect to the sequence 
numbers of blocks to be received. ACKs acknowledge 
receipt of correct blocks and NACKS trigger retransmission 
of missing or damaged blocks. However, the status reports 
are equally Subject to the transmission problems of loss and 
corruption. 

0009. Although much has been done to deal with lost 
RLC signalling, such as TIMER POLL to deal with a lost 
poll for a status report and TIMER MRW to deal with a lost 
signal to move an existing transmission window, it has been 
recognised that there is at least one area the current RLC 
protocol doesn't cover adequately. Although TIMER POLL 
will detect lost status reports which were sent in response to 
a poll, there has been nothing in place to detect lost status 
reports which have been triggered at the receiving end of a 
transmission, for example because incoming data blocks are 
corrupted or missing. This is particularly important where 
the status reports contain NACKs. 

0010) An initial solution was known as the “EPC” 
mechanism, standing for Estimated PDU Counter. (PDUs 
are further discussed below but in this context a PDU is a 
data block.) When a status report was sent out, the EPC 
mechanism did two things. It timed a period equivalent to 
the round trip time for a status report to trigger receipt of a 
retransmitted PDU. It also took current transmission rates 
into account by setting a counter to the estimated number of 
missing PDUs and then decrementing the counter at the rate 
of all incoming PDUs. At the end of the period and depend 
ing on the content of the counter, the safe receipt of the 
missing PDUs was checked and updated Status reports were 
sent out for those still missing. The EPC mechanism was 
found unclear however and later abandoned. 

0011) Another, recently proposed solution is as follows. A 
receiving entity monitors the sequence numbers of received 
blocks. If blocks are missing or damaged, it sends a status 
report back to the transmitting entity, the report comprising 
NACKS identifying the missing or damaged blocks. At the 
same time, it sets a timer which times a period equivalent to 
the round trip for a NACK going to the transmitting entity 
and the transmitting entity responding. After the round trip 
period, if a block is now received with a later sequence 
number than any of the blocks subject to a NACK, there has 
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only been a nil or partial response to the status report and the 
status report must have been damaged or lost. The receiving 
entity now sends a fresh status report and the process is 
repeated until all blocks are correctly received. 

0012. Both the EPC mechanism and this known proposed 
solution are not sufficient. Both rely on receiving further 
fresh blocks to be transmitted in order to deal with an error. 
They do not deal with the case where there are no more 
blocks transmitted from the transmitting entity, Such as when 
the last block has been sent for some extended period of 
time. In practice, the proposed solution can, in certain 
circumstances, completely stall the transmission of data. 

0013 In more detail, stalling can arise as follows. The 
transmitting and receiving entities work within a shared, 
sliding transmission window of block sequence numbers. 
The transmitting entity will only send blocks whose num 
bers are in the window and these are the blocks the receiving 
entity expects to receive. When a sequence of blocks at the 
beginning of the window have been correctly received by 
the receiving entity, the transmission window is moved 
along to the next set of sequence numbers. If a status report 
identifying a lost or damaged block has itself been lost, then 
the transmitting entity may have stopped transmitting before 
the round trip time period has expired, simply because it has 
reached the end of the window. In this circumstance, after 
the round trip time period has expired, the receiving entity 
will never receive a block with a later sequence number than 
the blocks subject to a NACK in the lost status report. It will 
not be triggered to repeat the status report but neither will the 
transmission window be moved forward because not all the 
blocks in the current shared set of sequence numbers have 
been received. 

0014. According to a first aspect of embodiments of the 
present invention, there is provided data unit management 
apparatus for use in communications receiving equipment in 
receiving data units over a transmission link, the apparatus 
comprising: 

0.015 i) a data unit reception monitor for monitoring 
receipt of data units: 

0016 ii) a retransmission request sender for triggering 
the sending of at least one retransmission request in respect 
of one or more missing or corrupted data units; and 

0017 iii) a retransmitted data unit monitor for monitoring 
receipt of one or more retransmitted data units, 

0018 wherein the retransmitted data unit monitor com 
prises a timer for timing a predetermined period, and is 
adapted to monitor receipt within the predetermined period 
of retransmitted data units. 

0019. By making a positive check for receipt of at least 
one data unit identified in the retransmission request, 
embodiments of the present invention in its first aspect avoid 
the significant pitfall of the prior art described above which 
can lead to “stalling', ie termination of data transmission. 
That is, embodiments of the present invention only try to 
detect one or more retransmitted data units whereas the prior 
art relies on receiving at least one “fresh, that is transmitted 
for the first time, data unit. Embodiments of the invention 
thus avoid problems such as stalling of the transmission 
window because retransmitted data units are necessarily in 
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the current transmission window of sequence numbers 
whereas a fresh one may not be. 
0020. It has further been recognised in making the 
present invention that it is only necessary to receive cor 
rectly one data unit identified in the retransmission request 
for the receiving entity to “know’ that the retransmission 
request was delivered to the transmitting entity. For example 
in RLC signalling, this is true however many data units were 
identified by NACKs in a status report (that is, the retrans 
mission request). However, where more than one NACK 
was sent in a status report, it may be preferred to monitor 
until at least two or perhaps all the data units identified by 
NACKs in the status report have been received, for 
increased certainty. 
0021. In systems using signalling such as RLC signalling, 
each received data unit may be identifiably distinct and the 
receiving equipment is adapted to assemble said identifiably 
distinct data units in an ordered sequence of data units. The 
retransmitted data unit monitor may than be adapted to 
identify a retransmitted data unit by reference to its position 
in a sequence of data units received by the receiving 
equipment relative to its position in said ordered sequence. 
0022. In one way of doing this, the data unit management 
apparatus may further comprise a sequence reception state 
monitor for monitoring the reception state of said ordered 
sequence by reference to the position in the ordered 
sequence of received data units, the sequence reception state 
monitor being adapted to maintain updatable values for at 
least two variables representing said reception state. The 
retransmitted data unit monitor may then be adapted to 
identify a retransmitted data unit by comparing its position 
in the ordered sequence with current values for said at least 
two variables. A current value for one of these variables may 
be set by the most recently received data unit whose position 
in the ordered sequence is in-sequence (that is, all preceding 
data units in the ordered sequence have been received and 
are not corrupted). A current value for another of these 
variables may be set by the received data unit whose position 
is latest in the ordered sequence. 
0023. An important characteristic of embodiments of the 
present invention is that a nil response to a retransmission 
request is enough for data unit management apparatus to act 
on. Thus, for example, the retransmitted data unit monitor 
may be adapted to trigger at least one repeat retransmission 
request in the event that no data units subject to an earlier 
retransmission request are received within the associated 
predetermined period. 
0024 Perhaps most importantly, embodiments of the 
present invention can take positive action even in the case 
that no data units are received, either retransmitted or fresh, 
during the predetermined period. Thus the retransmitted data 
unit monitor may be adapted to trigger at least one repeat 
retransmission request in the event that no data units, 
whether Subject to an earlier retransmission request or not, 
are received within the associated predetermined period. 
0025 Optionally, the predetermined period is at least 
partially dependent on the number of data units for which a 
retransmission request is made. In different circumstances, 
this dependency may be chosen to be a direct or an inverse 
dependency. 
0026. Embodiments of the invention are particularly rel 
evant to communications involving less dependable forms of 
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transmission link, such as air interfaces, including for 
example radio. However, they may also be found advanta 
geous where there is a link layer in the protocol stack, Such 
as in cable modems and possibly as part of the TCP/IP 
(“Transmission Control Protocol/Internet Protocol) control 
for example in the context of mobile IP. 
0027 According to a second aspect of embodiments of 
the present invention, there is provided a method of receiv 
ing identifiably distinct data units at a receiving entity from 
a transmitting entity, which method comprises the steps of 
0028 a) detecting at the receiving entity one or more lost 
or damaged data units: 
0029 b) sending to the transmitting entity a retransmis 
sion request identifying at least one of said lost or damaged 
unit(s) for retransmission; and 
0030 c) monitoring data units received at the receiving 
entity for receipt of at least one data unit so identified within 
a predetermined time period after sending the retransmission 
request. 

0031 Further advantageous method steps, and preferred 
characteristics of those set out above, are described in the 
following description of embodiments of the present inven 
tion and/or set out in the claims appended hereto. 
0032. A radio link control entity for use in receiving 
apparatus in mobile communications according to embodi 
ments of the present invention will now be described, by 
way of example only, with reference to the following figures 
in which: 

0033 FIG. 1 shows a schematic block diagram of a 
UMTS cellular network in which the radio link control 
entity might be applied; 

0034 FIG. 2 shows a schematic block diagram of pro 
tocol stacks that might be present in relation to the network 
of FIG. 1 to support the radio link control entity; 
0035 FIG. 3 shows a functional block diagram of com 
ponents of the radio link control entity; 
0.036 FIG. 4 shows the format of an acknowledged mode 
data PDU (“AMD PDU); 
0037 FIG. 5 shows the format of a control PDU such as 
a STATUS PDU; 

0038 FIG. 6 shows a bit map constituting a status report 
that might be carried in a STATUS PDU of the format shown 
in FIG. 5; 

0039 FIG. 7 shows in more detail functional blocks of a 
reception buffer and retransmission management function 
that might be present in the radio link entity of FIG. 3; 
0040 FIG. 8 shows a first transmission sequence 
between RLC entities as shown in FIG. 3, illustrating a lost 
status report and the avoidance of stalling; and 
0041 FIG. 9 shows a second transmission sequence 
between RLC entities, illustrating a general recovery mecha 
nism coming into play. 
0.042 Referring to FIG. 1 and as described above, a 
UMTS cellular network usually has two primary parts, the 
UTRAN 100 and the core network 105. The UTRAN 100 
looks after the physical aspects of providing wireless access 
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for a mobile UE 130 to the core network 105 and the core 
network provides switching. The UTRAN and the core 
network communicate with each other via an interface 
known as the “I’110. 
0043. The UTRAN 100 is made up of a set of RNSs 
(“Radio Network Subsystems'). Each RNS comprises a 
RNC (“Radio Network Controller”) 115 and one or more 
logical nodes known as “Node Bs120. The RNC 115 
provides functionality similar to the base station controller 
in GSM (“Global System for Mobile communication') 
networks and each Node B 120 is the access point of a cell 
125, equivalent to the base station in GSM networks. The 
interfaces between these various pieces of equipment are 
known as follows: 

0044) RNC 115 RNC 115: “I” 

0045 RNC 115 Node B 120: “I” 
0046) Node B 120 UE 130: “U” 

0047 Referring to FIG. 2, standardised protocol stacks 
have been developed for use in a UMTS-compatible UE 130 
and in the UTRAN 100. Published technical specifications 
are available to describe these, including TS 25.322 (version 
3.16.0, Release 1999) mentioned above. TS 25.322 
describes the RLC protocol 200 which is particularly rel 
evant to embodiments of the present invention. Entities built 
according to the RLC protocol 200 will be present in the UE 
130 and the RNC 115. The Node B 120 has no functions to 
which the protocol is relevant. In the protocol stacks of the 
UE 130 and the UTRAN 100, the RLC 200 sits just above 
the Medium Access Control (“MAC) protocol 205 and is 
present in both the user and the control planes. That is, both 
control and user data will be subject to the RLC protocol 
2OO. 

0048 Referring to FIG. 3, to support acknowledged 
mode (“AM”) transmissions, a RLC entity 300 has both a 
transmitting side 300t and a receiving side 300r. The trans 
mitting side 300t receives service data units (“SDUs) from 
upper layers through an acknowledged mode service access 
point (“AMSAP) 305. It converts these to PDUs which it 
sends to lower layers for transmission via logical channels 
310. The receiving side 300r conversely receives PDUs via 
the logical channels 310 and converts these to SDUs which 
it sends to the upper layers. 

0049. The area of interest in embodiments of the present 
invention is the management of PDUs being sent and 
received via the logical channels. The conversion to and 
from SDUs is not therefore discussed herein in detail. 
However, SDUs can be either longer or shorter than PDUs 
and the conversion process may include segmentation of an 
SDU between more than one PDU, concatenation of SDUs 
into one shared PDU, and/or padding of a PDU to compen 
sate where the length of a SDU is not equivalent to an 
integral number of PDUs. 

1. Protocol Data Units (PDUs) 
0050 PDUs are data units formatted primarily to transmit 
ongoing user data between peer RLC entities. In acknowl 
edged mode, there are two types of PDU, these being: 
AMD PDUs (acknowledged mode data PDUS) for carry 
ing the user data itself, and 
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Control PDUs—for carrying control signals which originate 
at the peer RLC entities for use in managing the correct 
receipt of the AMD PDUs. 
0051. In practice, certain control signals can also be 
transferred within AMD PDUs. AMD PDUs are of a semi 
static length fixed by the upper layers and may be carrying 
padding if the user data does not fill them. A STATUS PDU 
carrying a status report can be piggybacked in place of Such 
padding. AMD PDUs also include at least one field which 
can be set to carry a control signal. Such as a polling bit field 
which can be set by the transmitting side 300t to request a 
status report of the receiving side 300r. 
0.052 The formats and parameters of RLC PDUs are set 
out in Section 9.2 of TS 25.322 mentioned above. In 
acknowledged mode, there are five types of PDU: AMD; 
STATUS: piggybacked STATUS: RESET; and RESET 
ACK. The first three of these are of interest in embodiments 
of the present invention. 
AMD PDU 

0053 All AMD PDUs carry a sequence number and they 
are transmitted in ascending sequence between the RLC 
entities. 

0054) Referring to FIG. 4, the format of an AMD PDU 
400 is as follows. It is octet-based and has a number of 
fields: 

0.055 Data or control PDU (D/C) 405: specifies 
whether the PDU is a data or a control PDU. This will 
be set to “D’ for AMD PDUS 

0056 Sequence Number 420: the sequence number of 
the AMD PDU 

0057 Polling bit 440: used to request a status report 
from the receiving side 300r of the peer RLC entity 300 

0.058 Header Extension bit 425: indicates whether the 
next octet will be header information or data 

0059) Extension bit 430: indicates whether the next 
octet will be further header information or data 

0060 Length Indicator 415: this optional field can be 
used where concatenation of SDUs or padding has 
taken place. It indicates the end of the last segment of 
a SDU. It can also indicate whether padding or piggy 
backed control information is present in the PDU 

0061 Data 435: data from the higher layers is mapped 
into this field 

0062 PAD 445: padding or a STATUS PDU can be 
carried here if not already filled by data. 

STATUS PDU 

0063 Referring to FIG. 5, the format of a STATUS PDU 
500 again is octet-based and can include variable length 
super-fields (“SUFI's) of different types. Each SUFI how 
ever can include three Sub-fields, these being type informa 
tion (type of Super-field, for example bitmap or list), length 
information and a value. Which SUFI fields are used is 
implementation dependent. The size of a STATUS PDU is 
variable. Padding can be included to match a PDU size used 
by the logical channel on which the control PDUs are sent. 
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A STATUS PDU Includes the Following Fields: 
0064 Data or control PDU (D/C) 405: as above. This 
will be set to “C” for control PDUs 

0065 PDU Type 530: As shown, this field carries the 
value “S” which indicates that the control PDU is a 
status report PDU 

0.066 Super Fields (SUFI) 510, 515, 520 and 525: 
These fields contain the information about ACKed and 
NACKed PDUs. Types of SUFI that can carry ACKs 
and NACKs are: 

0067 Bitmap 510: the bitmap SUFI is a variable 
length parameter containing a start sequence number 
and a bitmap where each bit represents an ACK or 
NACK of PDUs in respect of the start sequence 
number. 

0068 List 515: the List SUFI is a variable length 
parameter containing a start sequence number and a 
list of sequence numbers for NACKed PDUs having 
later sequence numbers 

0069. Rlist 520: the Relative List SUFI is a variable 
length parameter containing a start sequence number 
and a list of relative distances of NACKed PDUs 
having sequence numbers later than the start 
sequence number 

0070 ACK 525: the acknowledgement SUFI has 
just a type identifier field (“ACK) and a last 
sequence number field (“LSN). A sequence number 
in the sequence number field acknowledges the 
reception of all AMD PDUs up to the LSN so far as 
they are not indicated as erroneous in earlier parts of 
the STATUS PDU. The ACK SUFI also indicates the 
end of the data part of the STATUS PDU, being 
followed only by padding 

0071 PAD 535: padding to match a PDU size for the 
logical channel. 

0072 The format of a piggybacked STATUS PDU is the 
same as for the STATUS PDU except that the D/C field 405 
is replaced by a reserved bit “R2. Also the PDU Type field 
530 is set to “OOO’. 

0073 Referring to FIG. 6, in its bitmap form, a status 
report 510 in more detail comprises a set of “1's and “O's. 
Each “1” represents an ACK message, meaning the AMD 
PDU was correctly received, while each “0” represents a 
NACK message, meaning the AMD PDU needs to be 
retransmitted. 

2. PDU Transmission/Reception 
0074 Referring again to FIG. 3, the overall data trans 
mission process is that the transmitting side 300t of a RLC 
entity 300 will receive SDUs from the upper layers via the 
AM-SAP 305. The SDUs are converted, by a segmentation/ 
concatenation process 310 as necessary, to fit the length of 
an integral number of AMD PDUs. If necessary, padding is 
used. An RLC header is added and the PDUs are loaded to 
a retransmission buffer 370 and to a multiplexer 320 for 
delivery to a transmission buffer 325. 
0075. During transmission, status reports are received 
from the peer RLC entity 300 that is receiving the AMD 
PDUs. The status reports contain ACKs and/or NACKs in 
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respect of the individual AMD PDUs. If an ACK is received 
in respect of an AMD PDU, the management function of the 
retransmission buffer 370 will delete it from the buffer 370. 
If, however, a NACK is received in respect of an AMD 
PDU, it must be retransmitted. The management function of 
the retransmission buffer 370 will deliver that AMD PDU to 
the multiplexer 320 for retransmission via the transmission 
buffer 325. AMD PDUs for retransmission are given higher 
priority than AMD PDUs being transmitted for the first time. 
0076 AMD PDUs multiplexed into the transmission 
buffer 325 go next to a field setting function 330. This field 
setting function 330 receives inputs from the RLC control 
unit 360 as to how to set the various fields, for instance 
whether to set the polling bit to request a status report. 
Control PDUs may be added at the field setting function 330. 
These may be separate PDUs or piggybacked in place of 
padding in AMD PDUs. For example, these control PDUs 
may be resynchronisation PDUs triggered by the RLC 
control unit 360 and/or STATUS PDUs received from a 
reception buffer and retransmission management function 
350 on the receiving side 300r of the same RLC entity 300. 
The AMD PDUs and any added control PDUs are then 
submitted via a ciphering function 335 to the lower layers 
for onward transmission via the logical channels 310. 
0077. In acknowledged mode, the RLC entity 300 can be 
configured to use either one or two logical channels 310. The 
use of one logical channel is indicated in FIG. 3 by a solid 
arrow showing the flow of PDUs to and from the lower 
layers while the use of two channels is indicated by two 
broken arrows. Once a transmission is underway, both AMD 
and control PDUs will be transmitted. If one channel is used 
then all the PDUs are carried by that channel. If two 
channels are used, AMD PDUs and control PDUs are carried 
on separate channels. 
0078. At the peer RLC entity, the receiving side 300r 
receives the PDUs from the lower layers, via the logical 
channels 310. If one channel is being used, all the PDUs go 
to the demultiplexing/routing function 365 and are then 
routed appropriately within the receiving side 300r. If two 
channels are being used, only control PDUs go to the 
demultiplexing/routing function 365 while the AMD PDUs 
go via a deciphering function 355 to a reception buffer and 
retransmission management function 350. 
0079. The AMD PDUs are stored in the reception buffer 
of the buffer and retransmission management function 350 
until a complete SDU has been received. The retransmission 
management function automatically creates status reports 
containing ACKs and/or NACKs with respect to the incom 
ing AMD PDUs and these are delivered directly to the field 
setting function 330 on the transmitting side 300t of the 
same RLC entity 300 for transmission back to the peer RLC 
entity 300 which sent the AMD PDUs. 
0080) Any piggybacked STATUS PDU found in an AMD 
PDU is delivered to the retransmission buffer and manage 
ment function 370 on the transmitting side 300t of the RLC 
entity 300 where it is used in purging the buffer 370 of 
positively acknowledged AMD PDUs. 
0081) Once a complete RLC SDU has been received, the 
associated AMD PDUs are reassembled by the reassembly 
unit 340 and delivered to upper layers via the AM-SAP 305. 
0082 Incoming control PDUs are directed as appropriate 
by the demultiplexing/routing function 365. Resynchroni 
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sation reports are delivered to the RLC control unit 360 for 
processing and acting on as necessary. STATUS PDUs are 
delivered to the retransmission buffer and management 
function 370 on the transmitting side 300t of the same RLC 
entity 300 in order to purge the buffer of positively acknowl 
edged AMD PDUs. 

0083. The sending of a status report is controlled by a 
number of parameters. A status report can be triggered by 
any of the following: 

0084 an incoming poll bit on a PDU, such as where a 
transmitting entity 300 is configured to set a poll bit on 
the last PDU in its buffer 370 

0085 a PDU is found missing or corrupt and the RLC 
entity 300 is configured with “missing PDU indicator 

0.086 the periodic status report is configured and the 
corresponding timer has expired. 

0087 (It might be noted that the RLC acknowledged 
mode of transmission can be used without “missing PDU 
indicator being configured but, in that case, a RLC receiv 
ing entity 300 according to the technical specification TS 
25.322 referenced above would not send a status report 
unless polled by the transmitting end or the periodic status 
report timer has expired.) 

0088 To prevent too many status reports being sent in a 
too short period of time, there is also in RLC a status report 
prohibit function that effectively starts a timer when one 
report is sent and the RLC entity 300 is not allowed to send 
another report until the timer expires. Hence a status report 
can be triggered but not transmitted, or at least not trans 
mitted immediately. Many situations can trigger status 
reports but only a few triggered actually get sent immedi 
ately. The status report monitoring of embodiments of the 
present invention however should disregard the status pro 
hibit function when a status report is going to be retrans 
mitted. 

3. RLC State Variables and the Transmission Window 

0089. The following discusses some of the state variables 
used in acknowledged mode communication to specify the 
peer-to-peer protocol. A fuller set of state variables is set out 
in Section 9.4 of TS 25.322 mentioned above. These vari 
ables Support for example the shared, sliding transmission 
window of data block sequence numbers within which the 
RLC entities 300 expect to communicate at any one time. 
Variables “VT are maintained by the transmitting entity 
300 and variables “VR are maintained by the receiving 
entity 300. 

VT(A) Acknowledge State Variable: 

0090 the lowest sequence number for which an AMD 
PDU has been sent but there has not yet been received an 
ACK. This provides the lower end of the transmission 
window. This variable is only updated on receipt of an ACK 
SUFI 525 and not on the basis of other fields of Status 
reports. 

VT(S)—Send State Variable: the sequence number of the 
next in-sequence AMD PDU to be transmitted for the first 
time. 
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VT(MS) Maximum Send State Variable: 

0.091 VT(A) plus the transmission window size. 
VT(MS)-1 is the last sequence number that can be expected 
to be acknowledged by the receiving RLC entity 300 and 
forms the upper limit of the transmission window. 

VR(R) Receive State Variable: 

0092 the expected sequence number of the next in 
sequence AMD PDU to be received. This variable is updated 
whenever a new AMD PDU arrives in sequence. 

VR(MR) Maximum Acceptable Receive State Variable: 

0093 maximum expected sequence number. Equals 
VR(R) plus the transmission window size. 

VR(H) Highest Expected State Variable: 

0094 highest sequence number received so far, plus 1. 

0.095 A novel state variable used in embodiments of the 
present invention is: 

VT(SRR) Status Report Retransmission State Variable: 

0.096 the number of times a status report has been 
retransmitted. 

0097. VT(SRR) is updated by a counter 700 provided on 
the receiving side 300r of a RLC entity 300 and this is 
further discussed below with reference to FIG. 7. 

0098. Two examples are now given of updates in state 
variables on the receiving side (“RX”) for sequences of 
transmission events in which AMD PDUs with sequence 
numbers (“SN) as given are sent from the transmitting side 
(“TX”) of a first RLC entity 300 to the receiving side (“RX”) 
of a second RLC entity 300. Example 1 shows updates in 
state variables where a sequence of AMD PDUs is correctly 
transmitted and received while Example 2 shows updates in 
state variables where an AMD PDU (SN=2) is lost and a 
status report requesting retransmission is also lost. 

EXAMPLE 1. 

0099 Normal Sequence with “Poll-On-Last-PDU’ Con 
figured 
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EXAMPLE 2 

0100 Lost PDU Retransmitted with “Poll-On-Last 
PDU’ Configured 

T 

corrupt PDU discarded 

status report NACK SN=2 lost 

SN=7 => VR(H)=8 
status report NACK SN=2 retransmitted => VT(SRR)=1 
SN=2 => VR(R)=8 VR(H)=8 (PDU SN=2 retransmitted) 
SN=8 => VR(R)=9 VR(H)=9 (poll bit set on PDU) 
ACK SN=9 => VT(A)=9 

0101 (“Poll-on-last-PDU is configured by the UTRAN 
in known manner, dependent on various conditions. It causes 
the transmitting side 300t to request a status report by setting 
a poll bit in the last PDU to leave the transmission buffer 
325.) 
0102) In embodiments of the present invention, the event 
of interest in Example 2 is the loss of the status report 
containing a NACK for the sequence number 2. At this 
point, a timer on the receiving side 300r starts timing a 
predetermined period and a monitoring function starts moni 
toring for receipt of any AMD PDU having a sequence 
number that related to a NACK in the status report. In the 
example, the period times out and AMD PDU (SN=2) has 
not been received. The status report is therefore retransmit 
ted, whereafter AMD PDU (SN=2) is received, VR(R) can 
be updated and the transmission sequence is successfully 
completed. This mechanism is further described below, with 
particular reference to FIGS. 8 and 9. 
4. Status Report Monitoring 

0103) Referring to FIG. 7, in order to avoid problems 
arising with lost status reports, the reception buffer and 
retransmission management function 350 on the receiving 
side 300r of the RLC entity 300 is equipped with monitoring 
and timing functions 705, 710, “MONITOR STATUS and 
“TIMER STATUS, as follows. 

0104. In normal RLC transmission with a status report 
function configured, incoming AMD PDU sequence num 
bers are delivered to a “State Variables Update function 
715. Depending on the sequence numbers of the received 
PDUs, and of corrupted or missing PDUs, state variables of 
the receiving side 300r are updated appropriately. AMD 
PDUs should be received in order, in ascending sequence 
numbers. If this is the case, VR(R) and VR(H) will remain 
equal and be updated in step. If one or more PDUs is 
missing, VR(H) will be updated but VR(R) will not. At this 
point, the RLC entity 300 will trigger a status report, 
identifying the missing PDU(s). Status reports 510, 515, 
520, 525 are sent via the transmitting side 300t, in known 
a. 

0105 RLC protocols dictate that there can only be one 
status report outstanding at one particular moment. A status 
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prohibit function is normally configured to prevent the 
sending of a new status report too soon after having sent the 
previous one. Thus it is possible for a status report to have 
been triggered but not sent. It will be held until the status 
prohibit function allows it to be transmitted. The content of 
a held status report however is updated so that it is accurate 
at the time of sending rather than at the time of triggering. 
Because of the delay, it may be preferred in embodiments of 
the invention that this prohibit function is not acted on when 
sending a retransmitted Status report. The content of retrans 
mitted status reports is not updated and it will usually be 
preferred that they go at the earliest opportunity. 

0106. In embodiments of the present invention, when an 
indication is received from the lower layers on the trans 
mitting side 300t that a status report has been transmitted, 
the monitoring and timing functions 705, 710 are started. By 
waiting for this indication, delay arising in the lower layers 
can be ignored. Once started, the timing function 710 
measures a timed period which is greater than the round trip 
time for a status report to reach the transmitting RLC entity 
300 and for retransmitted PDUs to be received. 

0107. Once the timing function TIMER STATUS 710 
has started timing a period, then the monitoring function 
MONITOR STATUS 705 starts to monitor the sequence 
numbers of AMD PDUs subsequently received against the 
missing PDUs for which the status report contained a 
NACK. It can do this by comparing the incoming sequence 
numbers against VR(R) and VR(H). If the sequence number 
of a PDU received during the timed period is between 
VR(R) and VR(H), then it has almost certainly been retrans 
mitted in response to the status report. This means in turn 
that the status report was safely received at the transmitting 
RLC entity 300 and the timing and monitoring functions 
710, 705 can be terminated. However, if no such PDU is 
received during the timed period, then a repeat status report 
is triggered and the process repeated. 

0108 MONITOR STATUS 705 therefore not only moni 
tors the sequence numbers of incoming PDUs but relates 
these to the state variables, in particular VR(R) and VR(H), 
in order to analyse whether the PDU was retransmitted in 
response to a status report and thus whether it can be inferred 
that the status report was safely received. 
4.1 Worked Example 1 
0109 Referring to FIG. 8, in use of a working embodi 
ment of the present invention, the following sequence of 
events might take place: 

0110. A sending RLC entity 300 (“Sender') transmits a 
sequence of AMD PDUs to a receiving entity 300 
(“Receiver') starting at SN=0. SN=1 and SN=2 are not 
received properly and therefore VR(R) will drop behind 
VR(H). SN=3 is received properly. Since this is greater than 
the current value for VR(R), which is only “1”, a status 
report is triggered, showing NACKS against SN=1 and 
SN=2. TIMER STATUS and MONITOR STATUS are 
started and TIMER STATUS times a period slightly greater 
than the round trip time for a status report to be transmitted 
and for a PDU to be retransmitted in response. However, the 
status report is lost or corrupted and no PDUs are retrans 
mitted. When the TIMER STATUS period expires, the 
status report is retransmitted and VR(SRR) updated to the 
value “1”. TIMER STATUS and MONITOR STATUS are 
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restarted. This time, the status report is safely delivered and 
the missing PDU SN=1 is retransmitted. Receipt of the 
missing PDU stops TIMER STATUS and MONI 
TOR STATUS and the value for VR(SRR) is cleared. 
0.111) To this point, in practice, even without an embodi 
ment of the invention then a further status report would 
eventually be triggered because the transmitting entity 300t 
has continued to send fresh PDUs and these will be out of 
sequence, having sequence numbers greater than VR(R). 
However, particularly if the status prohibit function is not 
acted on, the use of an embodiment of the invention may 
resolve the problem earlier. 
0112 The transmitting entity 300 next sends PDU SN=2, 
the other sequence number showing a NACK in the retrans 
mitted status report. However, the PDU is lost and TIMER 
STATUS and MONITOR STATUS are started afresh. This 

time, the PDU is safely retransmitted and TIMER STATUS 
and MONITOR STATUS are stopped. 
0113 A particular strength of embodiments of the inven 
tion lies in dealing with the following sequence. The trans 
mitting entity 300 continues to send in-sequence PDUs until 
SN=13 is lost. PDU SN=14 is then the last to be sent. (This 
could be because the transmitting RLC entity 300 has filled 
its transmission window, or there are no more data to send, 
or there is a suspension at the transmitting entity 300 
whereby the transmitting entity 300 is not allowed to trans 
mit PDUs with SN>an indicated SN. In the case of suspen 
sion, retransmission would still be allowed. Suspension 
occurs for example when a ciphering configuration is to be 
changed.) A status report showing a NACK against SN=13 
is sent and TIMER STATUS and MONITOR STATUS are 
started but the status report is lost or corrupted and no further 
PDUs are received. In the prior art, this situation could lead 
to stalling of the transmission but MONITOR STATUS 
does not need to receive further PDUs. When the TIMER 
STATUS period expires, MONITOR STATUS will not 

have detected any retransmitted PDUs and therefore triggers 
retransmission of the status report. VR(SRR) is updated to 
the value “1”. This time the status report is safely received 
and PDU SN=13 retransmitted. VR(R) can be updated, 
TIMING STATUS and MONITOR STATUS are stopped 
and VR(SRR) is cleared. 
4.2 Worked Example 2 
0.114) Referring to FIG. 9, it is always possible that the 
retransmitted status reports will also be lost and this situa 
tion is shown. PDU SN=14 and PDU SN=15 are lost and an 
initial status report is sent showing NACKS against them. 
Although the status report is Subsequently retransmitted 
twice, it is lost each time and VR(SRR) reaches its preset 
maximum value, in this case '2'. This triggers a known 
recovery mechanism: a RESET PDU is sent successfully 
and RESET ACK received. 

0.115. In operation, there is a risk that PDUs retransmitted 
by the transmitting entity 300 in response to a status report 
will be received in a following TIMER STATUS period, 
after retransmission of the status report. Although this might 
stop TIMING STATUS and MONITOR STATUS inappro 
priately, either all of the retransmitted PDUs will have been 
received correctly or, if any are still missing, a fresh status 
report will be triggered because out of sequence PDUs have 
been received. 
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0116. The following general points apply to use of 
embodiments of the invention: 

0117 if there are no retransmitted PDUs arriving while 
TIMER STATUS is running, and only new PDUs 
arriving, a status report must have been lost as retrans 
mitted PDUs have priority over non-transmitted PDUs 

0118 however, if there are no PDUs arriving at all 
while TIMER STATUS is running, it cannot be known 
whether a status report was lost or a retransmitted PDU 
was either corrupted or not transmitted at all. 

0119). In either case, it is best to retransmit the status 
report, as will be done using an embodiment of the present 
invention. In the latter case, with no PDUs arriving at all, it 
may be particularly important to retransmit the status report 
and request retransmission of missing PDUs because win 
dow restrictions at the transmitting entity 300 may be 
blocking all fresh PDUs. 
4.3 Period Set by Timer 
0120) The length of the timed period will be configured 
by the UTRAN 100 and sent to the UE 130 in a RRC 
(“Radio Resource Control') protocol message. This follows 
the same known principle as dealing with other RLC con 
figuration data. The actual period set is optional but it might 
for example be made dependent on the number of NACKs 
in the relevant status report. This increases complexity but 
can allow improved detection of a safely delivered status 
report where retransmitted PDUs are also lost. 
0121. It can be seen in FIGS. 8 and 9 that the period set 
by TIMER STATUS 710 affects the number of PDUs that 
MONITOR STATUS 705 will detect. If the period is short, 
MONITOR STATUS 705 will only detect a relatively small 
number of incoming PDU sequence numbers before trig 
gering retransmission of a status report. In practice, this 
might be an advantage since the transmitting RLC entity 300 
would be requested to retransmit earlier than in the case of 
a longer period set by TIMER STATUS 710. 
0122) A status report can contain one or several NACKs 
and thus can request retransmission of one or several PDUs. 
It might be preferred for diagnostic purposes that the period 
set by TIMER STATUS 710 is at least partially dependent 
on the number of NACKS in the relevant status report. It 
might be decided that this dependency should be either 
direct or indirect. 

0123) If the period set by TIMER STATUS 710 is 
directly dependent, it would be greater for a retransmitted 
status report having more NACKs. This means that even if 
the first few PDUs of a retransmitted status report are lost in 
retransmission, then MONITOR STATUS 705 has an 
increased chance of detecting safe receipt of the last four or 
three, thus providing the information that the retransmitted 
status report was safely received. 
0.124. Alternatively, it might be preferred in practice that 
the period set by TIMER STATUS 710 is reduced for a 
retransmitted status report with a greater number of NACKs. 
That is, the period set by TIMER STATUS 710 is inversely 
dependent. This might be preferred because the increased 
number of lost PDUs indicates a sustained transmission 
failure rate. In order for VR(R) to progress, the earliest of the 
missing PDUs has to be successfully retransmitted. This 
may happen earlier with a shorter period set by TIMER 
STATUS 710. 
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5. General Rules 

0.125. A general set of rules can be recognised as repre 
senting behaviour of a RLC entity 300 on receiving PDUs 
when implementing both known status report processes and 
the monitoring process of embodiments of the present 
invention. These are as follows: 

1. If PDU(SN)=VR(R), 
0.126 then in-sequence transmission has been successful. 
Update VR(R) and deliver any SDUs in the PDU to higher 
layers. 

2. If PDU(SN)>VR(R) and VR(R)=VR(H), 
0.127 then there is at least one missing PDU indicated by 
this PDU received out of order. This triggers a status report 
and thus TIMER STATUS 710 followed by MONI 
TOR STATUS 705. VR(H) is updated. 

3. If PDU(SN)>VR(R) and<VR(H), 

0.128 again this PDU is out of order. Since 
VR(H)>VR(R) already, at least one status report will already 
have been triggered. The PDU is almost certainly a PDU 
retransmission in which case a status report has been cor 
rectly received. If TIMER STATUS 710 is running, it will 
be stopped and no immediate action taken. An updated Status 
report will be triggered in the normal course of events 
because there are still missing PDUs. PDUs may already 
have been received with sequence numbers between 
PDU(SN) and VR(R), perhaps due to earlier retransmis 
sions, and these will simply show an ACK in the updated 
status report. 

4. If PDU(SN)<VR(R) 
0.129 then this PDU is probably a belated retransmission. 
Discard PDU. 

5. If PDU(SN)>VR(MR) 
0.130 then there is a problem in the transmitting RLC 
entity 300. Discard PDU. 

0.131. It will usually be preferred that status reports are 
only resent up to a maximum number of times, whereafter 
a different and more general recovery process may be used. 
Preferably, a counter is provided at the receiving side 300r 
to keep track of the number of status report retransmissions: 
VT(SRR). Once VTOSRR) reaches the configured limit, 
MAX SRR, a process such as the known RLC reset proce 
dure (using a RESET PDU as mentioned above) can be 
triggered. MAX SRR can be set by the UTRAN 100 and 
delivered to the UE 130 using radio resource control mes 
sages in known manner. For example, MAX XXX parameters 
for RLC are set out in the Radio Resource Control Technical 
Specification 25.331 to have the following values, and these 
could be applied: MAX XXX Integer (1, 4, 6, 8, 12, 16, 24, 
32). 

0.132. In the above description, no distinction is made 
between piggybacked and independent STATUS PDUs and 
this is consistent with RLC protocols. In practice however, 
piggybacked STATUS PDUs are contained in AMD PDUs. 
These are already Subject to procedures for detecting lost 
data units and, if lost, will trigger a NACK in a standard 
status report sent from the far end of the transmission link. 
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Hence embodiments of the invention may be found to have 
more benefit in dealing with the occurrence of non-piggy 
backed STATUS PDUS. 

0133). It may be noted that although RLC entities 300 as 
described above are capable of assembling received AMD 
PDUs into an ordered sequence, it is not always the case that 
they will be delivered to the higher layers in that ordered 
sequence. There may be an option to configure “out-of 
sequence delivery'. 
0134) The timing and monitoring process described 
above has significant advantages. Firstly, it is not dependent 
on receiving any further PDUs. If no further PDUs are 
received, it will simply trigger an additional set of NACKs 
as appropriate until the general error/recovery process is 
triggered. Secondly, it works for all types of status report, 
whether sent as a control PDU or piggybacked. Thirdly, 
because it monitors all the sequence numbers in the current 
transmission window, more than one NACK can be moni 
tored over the same time period. 
0135) In the description above, a UMTS system is 
described. However, embodiments of the invention could 
find application in any system where a radio link, or other air 
interface, is Subject to control processes. For example, the 
invention might find application in GSM/GPRS (“Global 
System for Mobile communication'/"General Packet Radio 
Service'), or CDMA 2000 (“Code Division Multiple 
Access' 2000). It may also find application in non-air 
interfaces where there is a link layer in the protocol stack, 
such as in cable modems and possibly as part of the TCP/IP 
(“Transmission Control Protocol/Internet Protocol) control 
for example in the context of mobile IP. 
0136. It might be noted that the word “comprising as 
used in this specification is intended to be broadly inter 
preted so as to include for instance at least the meaning of 
either of the following phrases: “consisting solely of and 
“including amongst other things'. 

1. Data unit management apparatus for use in communi 
cations receiving equipment in receiving data units over a 
transmission link, the apparatus comprising: 

i) a data unit reception monitor for monitoring receipt of 
data units; 

ii) a retransmission request sender for triggering the 
sending of at least one retransmission request in respect 
of one or more missing or corrupted data units; and 

iii) a retransmitted data unit monitor for monitoring 
receipt of one or more retransmitted data units, 

wherein the retransmitted data unit monitor comprises a 
timer for timing a predetermined period, and is adapted 
to monitor receipt within the predetermined period of 
retransmitted data units. 

2. Data unit management apparatus according to claim 1, 
wherein the timer is adapted to be triggered to start timing 
by the sending of a retransmission request. 

3. Data unit management apparatus according to claim 1, 
wherein a sent retransmission request comprises a status 
report indicating a reception status for at least one data unit. 

4. Data unit management apparatus according to claim 1 
wherein a sent retransmission request comprises a status 
report indicating a reception status for each of more than one 
data unit. 
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5. Data unit management apparatus according to claim 1, 
wherein each received data unit is identifiably distinct, the 
receiving equipment is adapted to assemble said identifiably 
distinct data units in an ordered sequence of data units, and 
the retransmitted data unit monitor is adapted to identify a 
retransmitted data unit by reference to its position in a 
sequence of data units received by the receiving equipment 
relative to its position in said ordered sequence. 

6. Data unit management apparatus according to claim 5 
wherein the apparatus further comprises a sequence recep 
tion state monitor for monitoring the reception state of said 
ordered sequence by reference to the position in the ordered 
sequence of received data units, the sequence reception state 
monitor being adapted to maintain updatable values for at 
least two variables representing said reception state, and 
wherein the retransmitted data unit monitor is adapted to 
identify a retransmitted data unit by comparing its position 
in the ordered sequence with current values for said at least 
two variables. 

7. Data unit management apparatus according to claim 6 
wherein a current value for one of said variables is set by the 
most recently received data unit whose position in the 
ordered sequence is in-sequence. 

8. Data unit management apparatus according to claim 6 
wherein a current value for one of said variables is set by the 
received data unit whose position is latest in the ordered 
Sequence. 

9. Data unit management apparatus according to claim 1, 
wherein the retransmitted data unit monitor is adapted to 
terminate timing by the timer on receipt of at least one 
retransmitted data unit within the predetermined period 
associated with a retransmission request in respect of that 
data unit. 

10. Data unit management apparatus according to claim 1, 
wherein the retransmitted data unit monitor is adapted to 
trigger at least one repeat retransmission request in the event 
that no data units subject to an earlier retransmission request 
are received within the associated predetermined period. 

11. Data unit management apparatus according to claim 
10 wherein the retransmitted data unit monitor is adapted to 
trigger at least one repeat retransmission request in the event 
that no data units are received within the associated prede 
termined period. 

12. Data unit management apparatus according to claim 
10 wherein the retransmitted data unit monitor is adapted to 
trigger up to a predetermined number of such repeat retrans 
mission requests in respect of said earlier retransmission 
request, and to initiate a different recovery mechanism 
thereafter in the event that no data units subject to the earlier 
retransmission request are received within the associated 
predetermined periods. 

13. Data unit management apparatus according to claim 
12 wherein the retransmitted data unit monitor is adapted to 
trigger up to a predetermined number of such repeat retrans 
mission requests in respect of said earlier retransmission 
request, and to initiate a different recovery mechanism 
thereafter in the event that no data units are received within 
the associated predetermined periods. 

14. Data unit management apparatus according to claim 1 
wherein the predetermined period is at least partially depen 
dent on the number of data units for which a retransmission 
request is made. 
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15. Data unit management apparatus according to claim 
14 wherein the predetermined period is at least partially 
directly dependent on the number of data units. 

16. Data unit management apparatus according to claim 
14 wherein the predetermined period is at least partially 
inversely dependent on the number of data units. 

17. Data unit management apparatus according to claim 1, 
for use in receiving identifiably distinct data units over a 
transmission path that comprises an air interface. 

18. Data unit management apparatus according to claim 
17 wherein said air interface comprises a radio link. 

19. Receiving apparatus for use in communications, com 
prising data unit management apparatus according to claim 
1. 

20. Receiving apparatus for use in receiving a plurality of 
data units and ordering them into a predetermined sequence, 
the receiving apparatus comprising a missing data unit 
detector for detecting data units which are corrupted or 
missing from the sequence, a retransmission request sender 
for requesting retransmission of Such data units and a 
retransmission failure detector for detecting no response to 
a retransmission request. 

21. A method of receiving identifiably distinct data units 
at a receiving entity from a transmitting entity, which 
method comprises the steps of 

a) detecting at the receiving entity one or more lost or 
damaged data units: 

b) sending to the transmitting entity a retransmission 
request identifying at least one of said lost or damaged 
unit(s) for retransmission; and 
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c) monitoring data units received at the receiving entity 
for receipt of at least one data unit so identified within 
a predetermined time period after sending the retrans 
mission request. 

22. A method according to claim 21 wherein said prede 
termined time period starts on sending the retransmission 
request. 

23. A method according to claim 21 wherein said retrans 
mission request comprises a status report indicating a recep 
tion status for each of more than one data unit. 

24. A method according to claim 21, further comprising 
the steps of: 

d) on receipt at the receiving entity within the time period 
of at least one unit identified in stepb), terminating step 
c); and 

e) in the event that no data units Subject to an earlier 
retransmission request are received within the time 
period, repeating steps b) and c). 

25. A method according to claim 24 wherein, in the event 
that no data units are received within the time period, steps 
b) and c) are repeated. 

26. A method according to claim 24 wherein step e) is 
repeated a predetermined number of times whereafter a 
different recovery mechanism is initiated. 

27. A method according to claim 21 wherein the method 
is a method of receiving identifiably distinct data units over 
a transmission link that comprises an air interface. 

28. A method according to claim 27 wherein said trans 
mission link comprises a radio link. 
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