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UNITED STATES PA TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONERFORPATENTS 

APPLICATION NO. ISSUE DATE 

16/535,424 04/04/2023 

27557 7590 03/15/2023 

BLANK ROME LLP 
1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. 

11620621 124452.00122 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

2047 

The Patent Term Adjustment is 70 day(s). Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov). 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (571 )-272-7702. Questions relating to issue and publication fee payments should 
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE), 
Stakeholder Support Division (SSD) at (571)-272-4200. 

INVENTOR(s) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors): 

Robert Evan POLLIN, Rockville, MD; 
Brian Edward DOWNEY JR., Alexandria, VA; 
Sean Allen FLEMING, Germantown, MD; 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Autoscribe Corporation, Gaitherburg, MD; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
IR103 (Rev. 10/09) 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
COMMISSIONER FOR PATENTS 
P.O.BOX 1450 
ALEXANDRIA VA22313-1451 

BLANK ROME LLP 

PRESORTED 
FIRST-CLASS MAIL 

U.S. POSTAGE PAID 
POSTEDIGITAL 

NNNNN 

1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 
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Courtesy Reminder for 
Application Serial No: 16/535,424 

Attorney Docket No: 124452.00122 
Customer Number: 27557 
Date of Electronic Notification: 02/22/2023 

This is a courtesy reminder that new correspondence is available for this 
application. If you have not done so already, please review the 
correspondence. The official date of notification of the outgoing 
correspondence will be indicated on the form PTOL-90 accompanying the 
correspondence. 

An email notification regarding the correspondence was sent to the following 
email address(es) associated with your customer number: 

Patents@Blankrome.com 
jyeddo@BlankRome.com 

To view your correspondence online or update your email addresses, please 
visit us anytime at https://ppair-my.uspto.gov/pair/PrivatePair. 
If you have any questions, please email the Electronic Business Center (EBC) 
at EBC@uspto.gov or call 1-866-217-9197. 
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PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

27557 7590 02/22/2023 

BLANK ROME LLP 
1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

APPLICATION NO. FILING DATE 

16/535,424 08/08/2019 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Robert Evan POLLIN 124452.00122 2047 

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

AZIZ, ABDULMAJEED 3695 

1. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

705-044000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 05/22/2023 

Blank Rome LLP 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE 

Autoscribe Corporation 

(B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Gaithersburg, MD 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual 12!1 Corporation or other private group entity O Government 

4a. Fees submitted: 1:Dissue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

129 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

:[) The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 23-2185 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

/Michael C. Greenbaum/ Authorized Signature _______________________ _ 

Michael C. .Greenbaum 
Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date __ F_eb_r_u_a_r~y_2_8_, _2_02_3 _____ _ 

Registration No. __ 2_8_,_4_1_9 __________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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Page 1 of 2 
PO Bo:< 1450 

Alexand,ia. VA 223, 3 - 1450 
VV'vV""./'/.USpto,go\/ 

ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION # 
16/535,424 

RECEIPT DATE/ TIME ATTORNEY DOCKET# 
124452.00122 02/28/2023 05:16:40 PM ET 

Title of Invention 
ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A 
PAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

PATENT# -

CONFIRMATION# 2047 

PATENT CENTER# 61667223 

CUSTOMER# 27557 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

!ssueFee.pdf 

Digest 

DOCUMENT 

lssueFee.pdf 

FILED BY Cheryl de Lopez 

FILING DATE 08/08/2019 

FIRST NAMED Robert Evan POLLIN 
INVENTOR 

AUTHORIZED BY Michael Greenbaum 

TOTAL DOCUMENTS: 1 

PAGES DESCRIPTION 

lssue Fee Payrnent. (PTO-8Ei8) i2i KB 

3C1839B6BF5E3i52183C91A3C700BB51B92215753931AAi86A 
ADE75475A6E3i Bi 2A732A22CDDD1 FAC5767A4 i OAFEOD0974 
38D2F7CE05F9A55689B6F1E7E3E318 

Tl·1is Ackr.01,vledgement Receipt evidences receipt on tr1e noted date by tr1e USPTO ol the indicated documents. cl1arac!e,ized 
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Page 2 of 2 

by the applicant, and including page counts. where app!icab!e. It serves as evidence of receipt similar to a Post Card. as 

described in MF'EP 503. 

If a new Hpplica!ion is be,ng filed and !he application inc!udes !he necessary components for fi!ing date (see 37 CH~ 1 .53(b)··(d) 

and MPU-' 506), a Hlk1g F."(eceipt (37 CFR 1 .54) wili b::i issued in due cours::i and the oa.te shown on this Acknowledgement 

Receipt will establish the filing date of the application 

N;afa.ma! Stage of an !ntematim,a! Appl!cafam under 35 U.S,C. 371 

If a time\' submission !o enter the national stage of an international appllca.t,on is compliant wl!I, the conditions of 35 U .S.C. 

371 and ot11er applicable requirwnents a Form PCT/DO/E0/903 indicating acceptance of the application as a national stane 

subm,ss,on under 35 US.C. 371 will be issued in Hddition !o the F::ing Receipt, in due course. 

Nmr;,, International AppUcaUon fi!ed wm1 the USPTO as a Receiving Off!ce 

I! a new international app!ication is being filed and the internationa! application includes U-1e necessary components for an 

intemational ming date (see PCT .Article 1 i and MPEP 1810)- a ~JoWication of !he lnterncrtional ApplicHtion Number and of !he 

International Fili no Date (Form PCT/R0/"105) will be issuec in due course, subject to presuiptions concerning national security, 

and the date shown on this .Aclqmwledoernent Receipt 1Nill establish the internationa! filing date of the application. 
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'.: ., PATENT AND TRADEMARK DFRCE 
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ELECTRONIC PAYMENT RECEIPT 

APPLICATION # 

16/535A24 

Title of Invention 

RECEIPT DATE/ TIME 
02/28/2023 05:16:40 PM ET 

ATTORNEY DOCKET# 
124452,00122 

ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A 
PAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
un1jer 35 USC 111 (a) 

CONFIRMATION# 2047 

PATENT CENTER# 616672;?.3 

CUSTOMER# 27557 

CORRESPONDENCE -
ADDRESS 

Payment Information 

PAYMENT METHOD 
CA.RD! 1279 

PAYMENT TRANSACTION ID 
E20232RH17269271 

FEE CODE DESCRIPTION ITEM PRICE($) 

UTILITY ISSUE FEE 480.00 

PATENT# -

FILED BY Cheryl ch~ Lopez 

AUTHORIZED BY Micl1ae! Greenbaum 

FILING DATE 08/08/20rn 

FIRST NAMED Robert Evan POLUN 
INVENTOR 

PAYMENTAUTHOR~EDBY 
Cheryl de Lopez 

QUANTITY ITEM TOT AL($) 

480.00 

TOT AL A.MOUNT: $4SOJlO 

Tl·1is Ackr.01,vledgement Receipt evidences receipt on tr1e noted date by tr1e USPTO ol the indicated documents, cilarac!e,ized 

by Fie appl,cant, w,d includin(J page counts, where app::cab:e. It serves as evidence of receipt sirnfar to a Post Card, as 

descntied in MPF.P 503. 

New Applications Under 35 U,S.C, 111 

ll a new application is being !iled and the applicat:on ir.c,udes the neceSsary componer1!s lor J::ing date (see 37 c,:;R i .53(b)-(d) 

and MPEP 506), a Filing Receipt (:37 CFF{ 1.54) wil! be issued in clue course and t:1e ciate shown on this Acknowledgement 

Receipt 1Nill estab!isl1 the filir.o date of tile application 

National Stage of an !ntemam:ma! Appl!cam:m um:ler 35 LLS.C. 371 

If a timeiy submission to enter the nationa! staqe of an international application is compliant with tl:e conditions of 35 U.S.C. 
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371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a national stage 

sub,,1ission under ~15 U.S.C. 37·1 will b,,, ,ssu,x: in addition to the Fiiing Heceipt in due course. 

New internationi:i! Application Flied with the USPTO as a Receiving omce 

If a new ,nternationai app:ication is being f:led w,d !he interna!iona, application includes the necessa:y components for an 

int1::rna!ional li:,nq dat;:i (see PCT Ar!ic:le 11 and MPEY i 810), a f.,jotilication of the International Appl:cation ~~umber and of the 

lntemational Filinq Date (Fmm PCT/RO/105) will be issueci in due course, subject to prescriptions conce:11ing national security, 

and Fie date sr1own on U1is Acknowledgernent Receipt will establish the internationa, !iling date of the applica!ion. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

16/535,424 

27557 

FILING or 
37l(c)DATE 

08/08/2019 

BLANK ROME LLP 

GRPART 

UNIT 

3695 

1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

FIL FEE REC'D 

1419 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

ATTY.DOCKET.NO TOT CLAIMS IND CLAIMS 

124452.00122 25 3 
CONFIRMATION NO. 2047 

CORRECTED FILING RECEIPT 

1111111111111111111111 m~mll!~l~illilt~ 111111111111111 IIII IIII 

Date Mailed: 02/24/2023 

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for 
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence 
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER, 
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are 
subject to collection. 

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please 
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes 
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or 
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt 
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another 
Filing Receipt incorporating the requested corrections provided that the request is grantable. 

lnventor(s) 

Applicant( s) 

Robert Evan POLLIN, Rockville, MD; 
Brian Edward DOWNEY JR., Alexandria, VA; 
Sean Allen FLEMING, Germantown, MD; 

Autoscribe Corporation, Gaitherburg, MD; 

Power of Attorney: The patent practitioners associated with Customer Number 27557 

Domestic Priority data as claimed by applicant 
This application is a CON of 15/408,185 01/17/2017 PAT 10423940 
which is a CON of 13/679,545 11/16/2012 PAT 9576279 
which claims benefit of 61/655,482 06/05/2012 
and claims benefit of 61/698,574 09/08/2012 

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None. 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1.55 and 1.76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results: No 

page 1 of 4 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Filing License Granted: 08/19/2019 
The country code and number of your priority application, to be used for filing abroad under the Paris Convention, 
is US 16/535,424 
Projected Publication Date: Not Applicable 
Non-Publication Request: No 
Early Publication Request: No 
** SMALL ENTITY ** 
Title 

ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A 
PAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER 

Preliminary Class 

705 

Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES 

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no 
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent 
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international 
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same 
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an 
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ 
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application 
serves as a request for a foreign filing license. The application's filing receipt contains further information and 
guidance as to the status of applicant's license for foreign filing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it 
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html. 

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish 
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific 

page 2 of 4 
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may 
call the U.S. Government hotline at 1-866-999-HAL T (1-866-999-4258). 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, United States Code, Section 184 

Title 37, Code of Federal Regulations, 5.11 & 5.15 

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier 
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The 
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under 
37 CFR 5.13 or 5.14. 

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and 
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of 
Treasury (31 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12, 
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed 
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35 
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b). 

Select USA 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for 
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facilitate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states, 
and regions competing for global investment; and counsels U.S. economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 

page 3 of 4 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call 
+ 1-202-482-6800. 

page 4 of 4 
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UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

NOTICE OF ALLOWANCE AND FEE(S) DUE 

27557 7590 02/22/2023 

BLANK ROME LLP 
1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

APPLICATION NO. FILING DATE 

16/535,424 08/08/2019 

FIRST NAMED INVENTOR 

Robert Evan POLLIN 

EXAMINER 

AZIZ, ABDULMAJEED 

ART UNIT PAPER NUMBER 

3695 

DATE MAILED: 02/22/2023 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

124452.00122 2047 

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

nonprovisional SMALL $480 $0.00 $0.00 $480 05/22/2023 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)". 
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www .uspto.gov/PatentMaintenanceFees. 

Page 1 of 3 

PTOL-85 (Rev. 02/11) 



Ex.1002 / Page 13 of 710 
M&A Ventures, LLC et al

PART B - FEE(S) TRANSMITTAL 

Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 

By mail, send to: Mail Stop ISSUE FEE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 

By fax, send to: (571)-273-2885 

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected 
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications. 

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) 

27557 7590 02/22/2023 

BLANK ROME LLP 
1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

APPLICATION NO. FILING DATE 

16/535,424 08/08/2019 

Note: A certificate of mailing can only be used for domestic mailings of the 
Fee(s) Transmittal. This certificate cannot be used for any other accompanying 
papers. Each additional paper, such as an assignment or formal drawing, must 
have its own certificate of mailing or transmission. 

Certificate of Mailing or Transmission 
I hereby certify that this Fee(s) Transmittal is being deposited with the United 
States Postal Service with sufficient postage for first class mail in an envelope 
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to 
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below. 

(Typed or printed name) 

(Signature) 

(Date) 

FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO. 

Robert Evan POLLIN 124452.00122 2047 

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional SMALL $480 

EXAMINER ART UNIT 

AZIZ, ABDULMAJEED 3695 

1. Change of correspondence address or indication of "Fee Address" (3 7 
CFR 1.363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/AIA/122 or PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use ofa 
Customer Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 

705-044000 

2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
or agents OR, alternatively, 
(2) The name of a single firm (having as a member a 
registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 

$480 05/22/2023 

2 ______________ _ 

3 ______________ _ 

3. ASSIGNEE NAME AND RESIDENCE DA TA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: □Issue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 

4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1.29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. 
NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. 
NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 

Typed or printed name ______________________ _ 

PTOL-85 Part B (08-18) Approved for use through 01/31/2020 
Page 2 of3 

0MB 0651-0033 

Date ____________________ _ 

Registration No. ________________ _ 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 



Ex.1002 / Page 14 of 710 
M&A Ventures, LLC et al

UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

16/535,424 08/08/2019 

27557 7590 02/22/2023 

BLANK ROME LLP 
1825 EYE STREET NW 
WASHINGTON, DC 20006-5403 

FIRST NAMED INVENTOR 

Robert Evan POLLIN 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

124452.00122 2047 

EXAMINER 

AZIZ, ABDULMAJEED 

ART UNIT PAPER NUMBER 

3695 

DATE MAILED: 02/22/2023 

Determination of Patent Term Adjustment under 35 U.S.C.154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1.705. 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571 )-272-4200. 

Page 3 of 3 

PTOL-85 (Rev. 02/11) 



Ex.1002 / Page 15 of 710 
M&A Ventures, LLC et al

0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number's legal significance in accordance with 5 CFR 1320.5(b). 

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
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Notice of Allowability 

Application No. 
16/535,424 
Examiner 
ABDULMAJEED AZIZ 

Applicant(s) 
POLLIN et al. 
Art Unit I AIA (FITF) Status 
3695 No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308. 

1.~ This communication is responsive to the amendment submitted on 1/5/23. 

DA declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on __ . 

2.0 An election was made by the applicant in response to a restriction requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action. 

3.~ The allowed claim(s) is/are 1-4,7, 12-13, 16-19,22,27-28,31-33,35,38,40-42 and 46-50 . As a result of the allowed claim(s), you may 
be eligible to benefit from the Patent Prosecution Highway program at a participating intellectual property office for the 
corresponding application. For more information, please see http://www.uspto.gov/patents/init_events/pph/index.jsp or send an 
inquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f). 

Certified copies: 

a) □All b) 0 Some* c) D None of the: 

1. D Certified copies of the priority documents have been received. 

2. D Certified copies of the priority documents have been received in Application No. __ . 

3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 17.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements 
noted below. Failure to timely comply will result in ABANDONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 

D including changes required by the attached Examiner's Amendment/ Comment or in the Office action of 
Paper No./Mail Date __ . 

Identifying indicia such as the application number {see 37 CFR 1.84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1.121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1. ~ Notice of References Cited (PTO-892) 

2.0 Information Disclosure Statements (PTO/SB/08), 
Paper No./Mail Date . 

3. D Examiner's Comment Regarding Requirement for Deposit 
of Biological Material __ . 

4.~ Interview Summary (PTO-413), 
Paper No./Mail Date. __ . 

/ABDULMAJEED AZIZ/ 
Primary Examiner, Art Unit 3695 

U.S. Patent and Trademark Office 

5. ~ Examiner's Amendment/Comment 

6. ~ Examiner's Statement of Reasons for Allowance 

7. □ Other __ 

PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20230110 
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Application/Control Number: 16/535,424 
Art Unit: 3695 

DETAILED ACTION 

Notice of Pre-A/A or A/A Status 

Page 2 

1. The present application, filed on or after March 16, 2013, is being examined under the 

first inventor to file provisions of the AIA. 

2. Claims 1-4, 7, 12-13, 16-19, 22, 27-28, 31-33, 35, 38, 40-42 & 46-50 (the claimed 

invention) are allowed. 

3. A Terminal Disclaimer has been filed for US 10423940 & US 9576279 on 2/3/23. 

Reasons for Patent Eligibility under 35 USC §101 

4. The claimed invention overcomes 101. Applicant's arguments regarding 101 filed in the 

response on 1/5/23 were fully considered, along with the Examiner's amendment, and are 

persuasive in light of the 2019 Patent Eligibility Guidance (PEG). Related to the analysis: 

Step 1: The claims are directed to a method or system? YES 

Step 2A-PRONG 1: The limitations of Claim 1 (additional elements are emphasized in bold and 

to be removed to identify the abstract idea): 
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1. (Currently Amended): A method of processing a payment transaction from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers to a merchant server providing a 

webpage to a payer computing system used by the payer, an application programming 

interface (API) that: 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction; 

provides access to the financial account registration and token retrieval 

functions to the merchant server; 

receives, from the merchant server via the API, at least one data element 

associated with the payer and a payment amount from the payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generating a uniform resource locator (URL), for establishing a secure 

socket layer connection via the internet between the secure server and the payer computing 

system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 
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a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

Page 4 

establishing the secure socket layer connection, in response to an HTTP 

request received from the merchant server for the generated URL, between the secure server 

and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 

outputting instructions to the payer computing system, in response to 

the HTTP request for the generated URL, to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

outputting instructions to the payer computing system, in response to 

the HTTP request for the generated URL, to encrypt the sensitive financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server via the secure socket layer connection; 

receiving the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more 

information security standards; 

executing a token retrieval function, upon initiation by the merchant server via the API, 

by: 
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providing a non-sensitive electronic data token representing the sensitive 

financial account information to the merchant server without providing the sensitive financial 

account information to the merchant server and without providing the non-sensitive 

electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information by generating and transmitting an electronic request requesting the payment 

amount from the financial account, obtaining the payment amount, and forwarding at least a 

portion of the payment amount to the payee. 

includes a process that under its broadest reasonable interpretation, covers performance of the 

limitation as a Certain method of organizing human activity (fundamental economic practice 

or commercial or legal interaction) of processing a payment from a payer to a payee .. YES, 

the claims are abstract. 

Step 2A-PRONG 2: Is the judicial exception integrated into a practical application? The 

limitations, identified at least by the additional elements in the above analysis, are indicative of 

integration into a practical application. The limitations are an improvement to computing 

security. 
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Arguments presented on 1/5/23 (p. 8-9), provide further nexus to integration into a practical 

application: 

[p. 22-23] "technical challenges of complying with data security standards (such as the 

PCI standard attached as Appendix A) ... thereby reducing the time and cost of 

developing the merchant server 204: [0028] ... Using the methods disclosed herein, in 

preferred embodiments merchants are able to process such transactions without 

transmitting, processing or storing Financial Account data. This reduces the potential 

liability of the merchants for data loss, and avoids placing their customer tracking and 

payment processing systems (such as merchant server 204) within the scope of the 

present Payment Card Industry Data Security Standard (PCI-DSS), thus reducing 

compliance costs, development costs, and accelerating time-to-market." 

[p. 23] "The claimed invention improves the functioning of the prior art merchant server 

itself by eliminating the need for the merchant server to "store financial account 

information in a secure storage location and perform each software process required 

to maintain compliance with one or more information security standards" By 

eliminating the need for merchant servers to receive, store, and transmit financial 

account information, the claimed invention eliminates the need for those merchant 

servers to include the hardware components and perform the software processes 

required to maintain compliance with information security standards, like the PCI Data 
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Security Standard that was in place on the effective filing date of the present 

application42 that is attached as Appendix A." 

[p. 27-28] "By providing a financial account registration request form to payers of 

multiple merchants via an application programming interface (for example, within 

Page 7 

windows or frames that are displayed within the webpages provided by those merchant 

servers), the secure server can provide a single interface that masks that PAN when 

displayed,77 a single process to remove stored card holder data exceeding the 

requirements defined in the secure system's data retention policy,78 and a single process 

to securely delete sensitive authentication data.79 The secure system can protect that 

cardholder data for all of those merchant systems by generating strong data-encrypting 

cryptographic keys, encrypting those data-encrypting cryptographic keys using key­

encrypting cryptographic keys, securely storing the cryptographic keys, and retiring or 

replacing the cryptographic keys when required.80 One particularly beneficial 

improvement provided by the claimed invention is the secure system can perform a 

single key rotation process and ensure that all cryptographic keys used for all merchants 

are changed before they reach the end of their cryptoperiod." 

Therefore, the claimed invention is eligible under step 2a prong 2. 
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EXAMINER'S AMENDMENT 

5. An examiner's amendment to the record appears below. Should the changes and/or 

additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR 

1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the 

payment of the issue fee. 

Authorization for this examiner's amendment was given via email correspondence 

based on an interview with Jonathan King (Applicant's representative) on 1/9/23. 

The application has been amended as follows: 

Claims: 

1. (Currently Amended): A method of processing a payment transaction from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

providing. by the one or more secure servers to a merchant server providing a webpage 

to a payer computing system used by the payer. an application programming interface (API) 

that: 

J3Fm,rides aR API eRd13oiRt tRat FeEeives aR eleEtFORiEall~r geReFated 13ayFReRt 

tFaR53EtioR iRstn,tEtioR fFoFR a FReFERaRt 5eF\'eF J3FO\'idiRg a wel313age to a J33~'eF EOFRJ3bltiRg 

systeFR bl5ed 13y tRe 13ayeF, tRe 13ayFReRt tFaRsaEtioR iRstFblEtioR iRElbldiRg 
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provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction; 

provides access to the financial account registration and token retrieval 

functions to the merchant server; 

receives. from the merchant server via the API. at least one data element 

associated with the payer and s13eEifyiRg the aR=!SblRt e:f the 13ayR=1eRt a payment amount from 

the payer to the payee; 

authenticates the payee; and 

executes the financial account registration function. upon initiation by the 

merchant server. by: 

geReFates a blRiveFsal generating a uniform resource locator (URL)L for 

establishing a secure socket layer connection via the internet between the secure server and 

the payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establishes establishing the secure socket layer connection. in response 

to an HTTP request received from the merchant server for the generated URL. between the 

secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 
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0ut13uts outputting instructions to the payer computing system....lo. 
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response to the HTTP request for the generated URL. to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

0ut13uts outputting instructions to the payer computing system....lo. 

response to the HTTP request for the generated URL. to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, witheut 13r0'a1isiRg the fiRaREial 

aEEeuRt iRferFRatieR te the FRerEhaRt ser'a'er; 

receiving the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more 

information security standards; 

executing a token retrieval function. upon initiation by the merchant server via the API. 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13r0'a1ises sv the 13aver, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 
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processing the payment transaction using the sensitive financial account 
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information 13r0vided 13y tl:1e 13ayer; a Rd by generating and transmitting an electronic request 

requesting the payment amount from the financial account. obtaining the payment amount. 

and forwarding at least a portion of the payment amount to the payee. 

2. (Currently Amended): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the 

second payment transaction instruction including a representation of the non-sensitive 

electronic data token and specifying a second payment amount tRe aFR01mt ef tRe seceRd 

13ayFReRt freFR tRe 13ayer te tRe 13ayee; 

processing the second payment by obtaining the second payment amount using the 

sensitive financial account information represented by the non-sensitive electronic data token; 

and 

forwarding at least a portion of the second payment amount to the payee. 

3. (Currently Amended): The method of claim 2, wherein the representation of the non-

sensitive electronic data token is the non-sensitive electronic data token. 

4. (Currently Amended): The method of claim 1, wherein the 13ayFReRt traRsactieR 

iRstr1:1cti0R is geRerated 13y tRe FRercRaRt sen,1er 1:1siRg tRe a1313licati0R 13r0graFRFRiRg iRterface 

13r0,,,ided 13y tRe secure server non-sensitive electronic data token constitutes a symbolic 

representation of the sensitive financial account information. 
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7. (Currently Amended): The method of ElaiRl q claim 1. wherein the at least one data 

element associated with the payer is a customer identification number generated by the 

merchant server to identify the payer. 

12. (Currently Amended): The method of claim 1, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, 

to receive enrollment data provided by the payer. 

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account 

information includes at least one of a credit card number or bank account number. 

14. - 15. (Cancelled) 

16. (Currently Amended): A secure server that processes a payment transaction from a 

payer to a payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause 

the secure server to: 
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providing a webpage to a payer computing system used by the payer. the API configured to: 

13rovide aR /\Pl eRd130iRt EeRfigblred te reEeive aR eleEtreRiEally geRerated 

13ayFReRt traRsaEtieR iRstrblEtieR freFR a FRerERaRt server 13r0vidiRg a v,e1313age tea 13ayer 

E0FRJ3bltiRg systeFR blSed 13y tl:le 13ayer, tl:le 13ayFReRt traRSaGtieR iRstrblEtieR iRElbtdiRg 

provide financial account registration and token retrieval functions that 

can be executed to process the payment transaction; 

provide access to the financial account registration and token retrieval 

functions to the merchant server; 

receive. from the merchant server via the API. at least one data element 

associated with the payer and s13eEifyiRg aR a FAS bl Rt ef tl:le 13ayFReRt a payment amount from 

the payer to the payee; 

authenticate the payee; 

execute the financial account registration function. upon initiation by the 

merchant server. by: 

geRerate a blRiversal generating a uniform resource locator (URL) 

to establish a secure socket layer connection via the internet between the secure server and 

the payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 
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estal31isl:i establishing the secure socket layer connection....lo. 

response to an HTTP request received from the merchant server for the generated URL. 

between the secure server and the payer computing system within a window or frame that is 

displayed within the webpage provided by the merchant server; 

eut13ut outputting instructions to the payer computing system....lo. 

response to the HTTP request for the generated URL. to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

eut13ut outputting instructions to the payer computing system....lo. 

response to the HTTP request for the generated URL. to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, v,itl:ieut 13reviEliRg tl:ie fiRaREial 

aGESURt iRferFRatieR ts tl:ie FRerGRaRt server; 

receive the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

store the sensitive financial account information in a secure storage location and 

perform each software process required to maintain compliance with one or more information 

security standards; 

execute a token retrieval function. upon initiation by the merchant server by the 

API. by: 
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representing the sensitive financial account information 13r0YiEleEI 13y tl:1e 13ayer, to the merchant 

server without providing the sensitive financial account information to the merchant server and 

without providing the non-sensitive electronic data token to the payer; and 

stare tRe fiRaREial aEE0URt iRfarFRatieR 13r0i,,riE1eEI 13y tRe 13ayer; 

processl.!lg the payment transaction using sensitive the financial account 

information 13r0i,,riE1eEI 13y tRe 13ayer; a REI by generating and transmitting an electronic request 

requesting the payment amount from the financial account. obtaining the payment amount. 

and forwardl.!lg at least a portion of the payment amount to the payee. 

17. (Currently Amended): The secure server of claim 16, wherein the instructions further 

cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein 

the second payment transaction instruction includes a representation of the non-sensitive 

electronic data token and specifies aR aFReuRt ef a second payment amount freFR tRe 13ayer te 

tRe 13ayee; 

process the second payment by obtaining the second payment amount using the 

sensitive financial account information represented by the non-sensitive electronic data token; 

and 

forward at least a portion of the second payment amount to the payee. 



Ex.1002 / Page 31 of 710 
M&A Ventures, LLC et al

Application/Control Number: 16/535,424 
Art Unit: 3695 

Page 16 

18. (Currently Amended): The secure server of claim 17, wherein the representation of 

the non-sensitive electronic data token is the non-sensitive electronic data token. 

19. (Currently Amended): The secure server of claim 16, wherein the 13ayffient 

transaEtien instn,1Etien is generated sv tRe ffierERant ser\1er blsing tRe a1313liEatien 13regraffiffiing 

interfaEe 13re\1ided B~' tRe seEblre server non-sensitive electronic data token constitutes a 

symbolic representation of the sensitive financial account information. 

20. (Cancelled) 

22. (Currently Amended): The secure server of Elaiffi 1Q claim 16. wherein the at least 

one data element associated with the payer is a customer identification number generated by 

the merchant server to identify the payer. 

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, 

to receive enrollment data from the payer. 

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 

29. - 30. (Cancelled) 
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

providing a webpage to a payer computing system used by a payer; 

receiving enrollment data identifying a 13ayer the payer; 

geReratiRg aR electreRic iRstrblctieR fer a secblre server tRat iRclbldes providing. to a 

secure server via an application programming interface (API) provided by the secure server. at 

least one data element associated with the payer, tRe electreRic iRstrblctieR reqblestiRg tRe 

establisRFReRt ef and a payment amount from the payer to the payee; 

displaying a window or frame within the webpage provided to the payer computing 

system; 

providing authentication credentials to the API to establish an authenticated session. 

the authentication credentials identifying the payee and authenticating the payee; 

initiating a financial account registration function of the API during the authenticated 

session. the financial account registration function: 

establishing a secure socket layer connection via tRe iRterRet between the 

secure server and the payer computing system within the window or framca C8FRJ3bltiRg systeFR 

blsed by tRe 13ayer fer tRe secblre server te receive fiRaRcial acceblRt iRferFRatieR 13revided by tRe 

~; 

8bltJ3blttiRg tRe electreRiC iRstrblctieR tea CSFRFRblRicatieRS Retwerk fer 

traRsFRittal te tRe secblre server; 
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outputting instructions to the payer computing system to render a financial 

account registration request form. within the window or frame. that provides functionality for 

the payer to provide sensitive financial account information associated with a financial account; 

outputting instructions to the payer computing system to encrypt the sensitive 

financial account information provided by the payer and transmit the encrypted financial 

account information to the secure server, via the secure socket layer connection. without 

providing the sensitive financial account information to the merchant server; 

reEei'a'ing, frern tRe seEblre ser'a'er, an initiating a token retrieval function of the API 

during the authenticated session. the token retrieval function outputting a non-sensitive 

electronic data token representing the sensitive financial account information reEei'a'es 13y tRe 

seEblre server via tRe seEblre rnnneEtien to the merchant server; 

receiving the non-sensitive electronic data token from the secure server. wherein the 

merchant server does not receive the sensitive financial account information represented by 

the non-sensitive electronic data token and the secure server does not provide the non-

sensitive electronic data token to the payer; 

storing the non-sensitive electronic data token in association with the enrollment data 

identifying the payer; and 

processing a payment from the payer by eleEtreniEally generating a payment 

transaction instruction. using the token retrieval function of the API. that includes a 

representation of the non-sensitive electronic data token and instructs a 13a~·rnent 13reEessing 

system Ra'a'ing aEEess ts tRe finanEial aEESblnt inforrnatien re13resentes 13~· tRe eleEtreniE sata 
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take-A- the secure server to generate and transmit an electronic request requesting the payment 

amount from the financial account. obtain the payment amount. and forward at least a portion 

of the payment amount. 

32. (Currently Amended): The method of claim 31, wherein the representation of the 

non-sensitive electronic data token is the non-sensitive electronic data token. 

33. (Currently Amended): The method of claim 31, wherein tRe eleEtFoRiE iRstn,1EtioR is 

geReFated usiRg aR a1313liEatioR J3FO§FJFRFRiRg iRteFfaEe J3FO'a1ided to tRe FReFERaRt seFveF sv tRe 

seEuFe seFveF the non-sensitive electronic data token constitutes a symbolic representation of 

the sensitive financial account information. 

34. (Cancelled) 

35. (Currently Amended): The method of daiFR 22 claim 31. wherein the at least one 

data element associated with the payer is a customer identifier generated by the merchant 

server to identify the payer. 

37. (Cancelled) 
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection provides access to the secure server using a static or dynamic 1:1niversal uniform 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, 

to receive enrollment data from the payer. 

42. (Currently Amended): The method of claim 31, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 

43. - 45. (Cancelled) 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

comprising: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when 

executed by the one or more computer processors, cause the merchant server to: 

provide a webpage to a payer computing system used by a payer; 

receive enrollment data identifying a-the payer; 
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geReFate aR eleEtreRiE iRstruEtieR for a seEure server tt:lat iREluEles provide. to a 

secure server via an application programming interface (API) provided by the secure server. at 

least one data element associated with the payer, tt:le eleEtreRiE iRstruEtieR requestiRg tt:le 

establisRFReRt ef and a payment amount from the payer to the payee; 

display a window or frame within the webpage provided to the payer computing 

system; 

provide authentication credentials to the API to establish an authenticated 

session. the authentication credentials identifying the payee and authenticating the payee; 

initiate a financial account registration function of the API during the 

authenticated session. the financial account registration function: 

establishing a secure socket layer connection i,,1ia tt:le iRtemet between 

the secure server and [[a]] the payer computing system useEI by tRe 13ayer for tRe seEure server 

te reEeive fiRaREial aGGeuRt iRforFRatieR 13r0viEleEI by tt:le 13ayer within the window or frame; 

0ut13ut tt:le eleEtreRiE iRstruEtieR tea E0FRFRURiEatieRs Retv,erk for traRsFRittal te 

tt:le seEure server; 

outputting instructions to the payer computing system to render a 

financial account registration request form. within the window or frame. that provides 

functionality for the payer to provide sensitive financial account information associated with a 

financial account; and 

outputting instructions to the payer computing system to encrypt the 

sensitive financial account information provided by the payer and transmit the encrypted 

financial account information to the secure server via the secure socket layer connection; 
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receive, froffi the secure server, an initiate a token retrieval function of the API 

during the authenticated session. the token retrieval function outputting a non-sensitive 

electronic data token representing the sensitive financial account information receiveEI 13y the 

secure server 13roviEleEI 13y the 13ayer via the COffiffiunications link to the merchant server; 

receive the non-sensitive electronic data token from the secure server. wherein 

the merchant server does not receive the sensitive financial account information represented 

by the non-sensitive electronic data token and the secure server does not provide the non-

sensitive electronic data token to the payer; 

store the non-sensitive electronic data token in association with the enrollment 

data identifying the payer; and 

process a payment from the payer by electronically generating a payment 

transaction instruction. using the token retrieval function of the API. that includes a 

representation of the non-sensitive electronic data token and electronically transffiitting the 

13ayffient transaction instruction to a 13ayffient 13rocessing systeffi having access to the financial 

account inforffiation re13resenteEI 13y the electronic Elata tol~en instructs the secure server to 

generate and transmit an electronic request requesting the payment amount from the financial 

account. obtain the payment amount. and forward at least a portion of the payment amount. 

47. (Currently Amended): The merchant server of claim 46, wherein secure connection 

is a winElow or fraffie within a wel3site 13ro1,.<iEleEI 13~r the ffierchant server the non-sensitive 

electronic data token constitutes a symbolic representation of the sensitive financial account 

information. 
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48. (Currently Amended): A method of processing a payment transaction from a payer 

to a payee, the method being performed by one or more secure servers, the method 

comprising: 

providing. by the one or more secure servers to a merchant server providing a webpage 

to a payer computing system used by the payer. an application programming interface (API) 

that: 

J3Fm,rides aR API eRd13oiRt tRat FeEeives aR eleEtFORiEall~r geReFated 13ayFReRt 

tFaR53EtioR iRstn,tEtioR fFoFR a FReFERaRt 5eF\'eF J3FO\ridiRg a wel313age to a J33~'eF EOFRJ3bltiRg 

systeFR bl5ed 13y tRe 13a~'eF, tRe 13ayFReRt tFaRsaEtioR iRstFblEtioR iRElbldiRg 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction; 

provides access to the financial account registration and token retrieval 

functions to the merchant server; 

receives. from the merchant server via the API. at least one data element 

associated with the payer and s13eEifyiRg tRe a FR Obi Rt of tRe 13ayFReRt a payment amount from 

the payer to the payee; 

authenticates the payee; and 

executes the financial account registration function. upon initiation by the 

merchant server. by: 
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geneFates a univeFsal generating a uniform resource locator (URL)L for 

establishing a secure socket layer connection via the internet between the secure server and 

the payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establishes establishing the secure socket layer connection. in response 

to an HTTP request received for the generated URL. between the secure server and the payer 

computing system within a windsw SF fFaFAe that is displayed within the web page pFm,rided by 

the FAeFEhant sen,,eF; 

sutputs outputting instructions to the payer computing system....lo. 

response to the HTTP request for the generated URL. to render a financial account registration 

request form, v,ithin the ,uindsw SF fFaFAe that is displayed within the webpage pmvided by the 

FAeFEhant seFveF, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

sutputs outputting instructions to the payer computing system....lo. 

response to the HTTP request for the generated URL. to encrypt the financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection, withsut pFsi,,1iding the finanEial 

aEEsunt infsFFAatisn ts the FAeFEhant seFveF; 
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receiving the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more 

information security standards; 

executing a token retrieval function. upon initiation by the merchant server via the API. 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13re'a1ided sv tRe 13aver, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information 13revided 13y tRe 13ayer; a Rd by generating and transmitting an electronic request 

requesting the payment amount from the financial account. obtaining the payment amount. 

and forwarding at least a portion of the payment amount to the payee. 

50. (New): The method of claim 48, wherein the non-sensitive electronic data token 

constitutes a symbolic representation of the sensitive financial account information. 
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6. The following is an examiner's statement of reasons for allowance: the prior art fails to 

teach or suggest the limitations of the claimed invention. 

The claimed invention is non-obvious as nothing in the prior art of record would suggest that 

the references would be combined the way they are set forth in the rejection to teach the 

claimed invention without knowledge of the applicant's disclosure. 

Most Relevant Prior Art: 

Soman (US 20120005038) provides a system and method for PCl-compliant transactions. 

Tieken (US 20110161233) provides a method for providing secure transactions that include 

receiving an identifier of a financial account at a payment processor system (secure server). 
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Therefore, the claimed invention has been deemed to be allowable over the prior art of record. 

Any comments considered necessary by applicant must be submitted no later than the 

payment of the issue fee and, to avoid processing delays, should preferably accompany the 

issue fee. Such submissions should be clearly labeled "Comments on Statement of Reasons for 

Allowance." 

Conclusion 

7. The prior art made of record, and not relied upon, considered pertinent to applicant's 

disclosure or directed to the state of art is listed on the enclosed PT0-892. 

8. The following is a brief description for relevant prior art that was cited but not applied: 
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Hammad (US 20120259782) provides a method for authenticating a cardholder using multiple 

tokenization authentication. 

Hammad (US 20120136796) provides a method of enrolling a mobile device in a program that 

provides the mobile device with the ability to conduct card-present transactions. 

First Data (NPL) discusses how the TransArmor solution can enable scope reduction and ease 

the burden of PCI compliance. 

Stringfellow (US 20120030066) provides a payment system that processes payment 

authorization requests for payment transactions to be conducted via a data communications 

network on behalf of on line merchants, and is particularly, but not exclusively, suited to the 

processing of orders placed by financial instrument holders. 

Moore (US 20100235286) provides a method and system for generating tokens in a transaction 

handling system. 

Yanni (US 20040098350) provides a framework and system for purchasing of goods and 

services. 

Franklin (US 5883810) provides an electronic online commerce card with transaction proxy 

number for on line transactions. 
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Fleishman (US 20040148252) provides a person-to-person (P2P) payment platform and identity 

management system which facilitates online banking by allowing consumers to send and 

receive money in real-time, with no special registration outside of the users' existing banking 

relationship, and under the security, brand and control of their own respective banks. 

9. Any inquiry concerning this communication or earlier communications from the 

examiner should be directed to ABDULMAJEED AZIZ whose telephone number is (571)270-

5046. The examiner can normally be reached on M-F 7-4:00 PM. 

Examiner interviews are available via telephone, in-person, and video conferencing 

using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is 

encouraged to use the USPTO Automated Interview Request (AIR) at 

http://www.uspto.gov/interviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 

supervisor, Ryan Donlon can be reached on 571-270-3602. The fax phone number for the 

organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the Patent 

Application Information Retrieval (PAIR) system. Status information for published applications 

may be obtained from either Private PAIR or Public PAIR. Status information for unpublished 

applications is available through Private PAIR only. For more information about the PAIR 

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private 
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PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you 

would like assistance from a USPTO Customer Service Representative or access to the 

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ABDULMAJEED AZIZ/ 

Primary Examiner, Art Unit 3695 
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Proposed Claim Amendments (without tracked changes) 

1. (Currently Amended): A method of processing a payment transaction from a payer to a 

payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers to a merchant server providing a webpage to 

a payer computing system used by the payer, an application programming interface (API) that: 

13rovides an API end13oint that receives an electronically generated 13ayment 

transaction instruction from a merehant server 13roviding a 1.ve013age to a 13ayer com13uting system 

used ey the 13ayer, the 13ayment transaction instruction including 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction: 

provides access to the financial account registration and token retrieval functions 

to the merchant server: 

receives, from the merchant server via the APL at least one data element 

associated with the payer and s13ecifying the amount of the 13ayment a payment amount from the 

payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generates a universal generating a uniform resource locator (URL).,_ for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

estaelishes establishing the secure socket layer connection, in response to 

an HTTP request received from the merchant server for the generated URL, between the secure 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 

124452.00122/130485464v.4 
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out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, without 13rovicliHg the ffoaHeia1 

aeeouHt iHformatioH to the merehaHt server; 

receiving the sensitive financial account information provided by the payer via the secure 

socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

executing a token retrieval function, upon initiation by the merchant server via the APL 

QY_ 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13roviclecl by the 13ayer, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information 13roviclecl by the 13ayer; aHcl by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 

2. (Currently Amended): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the non-sensitive electronic data 

token and specifying a second payment amount the amouHt of the seeoHcl 13aymeHt from the 

13ayer to the 13ayee; 

2 
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processing the second payment by obtaining the second payment amount using the 

sensitive financial account information represented by the non-sensitive electronic data token; 

and 

forwarding at least a portion of the second payment amount to the payee. 

3. (Currently Amended): The method of claim 2, wherein the representation of the non­

sensitive electronic data token is the non-sensitive electronic data token. 

4. (Currently Amended): The method of claim 1, wherein the 13aymenttrnnsaction 

instruction is generated by the merchant server using the a1313lication 13rogrnmming interface 

13rovided by the secure server non-sensitive electronic data token constitutes a symbolic 

representation of the sensitive financial account information. 

5. - 6. (Cancelled) 

7. (Currently Amended): The method of claim 4 claim 1, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account 

information includes at least one of a credit card number or bank account number. 

14. - 15. (Cancelled) 

3 
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16. (Currently Amended): A secure server that processes a payment transaction from a 

payer to a payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) to a merchant server 

providing a webpage to a payer computing system used by the payer, the API configured to: 

13rovide aH API eHd13oiHt eoHfigured to reeeive aH eleetroHieally geHerated 

13aymeHt traHsaetioH iHstruetioH from a merehaHt server 13rovidiHg a wee13age to a 13ayer 

eom13utiHg system used ey the 13ayer, the 13aymeHt traHsaetioH iHstruetioH iHeludiHg 

provide financial account registration and token retrieval functions that 

can be executed to process the payment transaction: 

provide access to the financial account registration and token retrieval 

functions to the merchant server: 

receive, from the merchant server via the APL at least one data element 

associated with the payer and s13eeifyiHg aH amouHt of the 13aymeHt a payment amount from the 

payer to the payee; 

authenticate the payee; 

execute the financial account registration function, upon initiation by the 

merchant server, by: 

geHerate a uHiversal generating a uniform resource locator (URL) 

to establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

estaelish establishing the secure socket layer connection.,__!!! 

response to an HTTP request received from the merchant server for the generated URL, between 

the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 

4 
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~outputting instructions to the payer computing system,.__irr 

response to the HTTP request for the generated URL, to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

~outputting instructions to the payer computing system,.__irr 

response to the HTTP request for the generated URL, to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, without 13rovicliHg the ffoaHeia1 

aeeouHt iHformatioH to the merehaHt server; 

receive the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

store the sensitive financial account information in a secure storage location and 

perform each software process required to maintain compliance with one or more information 

security standards; 

execute a token retrieval function, upon initiation by the merchant server by the 

APL by: 

13rovicle aH providing a non-sensitive electronic data token[[,]] 

representing the sensitive financial account information 13roviclecl ey the 13ayer, to the merchant 

server without providing the sensitive financial account information to the merchant server and 

without providing the non-sensitive electronic data token to the payer; and 

store the ffoaHeial aeeouHt iHformatioH 13roviclecl ey the 13ayer; 

processing the payment transaction using sensitive the financial account 

information 13roviclecl ey the 13ayer; aHcl by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 

5 
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17. (Currently Amended): The secure server of claim 16, wherein the instructions further 

cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the non-sensitive electronic 

data token and specifies aH amouHt of a second payment amount from the 13ayer to the 13ayee; 

process the second payment by obtaining the second payment amount using the sensitive 

financial account information represented by the non-sensitive electronic data token; and 

forward at least a portion of the second payment amount to the payee. 

18. (Currently Amended): The secure server of claim 17, wherein the representation of 

the non-sensitive electronic data token is the non-sensitive electronic data token. 

19. (Currently Amended): The secure server of claim 16, wherein the 13aymeHt 

traHsactioH iHstructioH is geHeratecl ey the merehaHt server usiHg the a1313licatioH 13rogrammiHg 

iHterface 13roviclecl ey the secure server non-sensitive electronic data token constitutes a symbolic 

representation of the sensitive financial account information. 

20. - 21. (Cancelled) 

22. (Currently Amended): The secure server of claim 19 claim 16, wherein the at least 

one data element associated with the payer is a customer identification number generated by the 

merchant server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 

6 
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29. - 30. (Cancelled) 

31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

providing a webpage to a payer computing system used by a payer: 

receiving enrollment data identifying a f)ayer the payer; 

genera-ting an eleetronie instruetion for a seeure server tha-t ineludes providing, to a secure 

server via an application programming interface (API) provided by the secure server, at least one 

data element associated with the payer, the eleetronie instruetion requesting the esta13lishment of 

and a payment amount from the payer to the payee: 

displaying a window or frame within the webpage provided to the payer computing 

system: 

providing authentication credentials to the API to establish an authenticated session, the 

authentication credentials identifying the payee and authenticating the payee: 

initiating a financial account registration function of the API during the authenticated 

session, the financial account registration function: 

establishing a secure socket layer connection via the internet between the secure 

server and the payer computing system within the window or framea eomf)uting system used ey 

the f)ayer for the seeure server to reeeive finaneial aeeount information fJFOvided ey the f)ayer; 

outf)utting the eleetronie instruetion to a eommuniea-tions network for transmittal 

to the seeure server; 

outputting instructions to the payer computing system to render a financial 

account registration request form, within the window or frame, that provides functionality for the 

payer to provide sensitive financial account information associated with a financial account: and 

outputting instructions to the payer computing system to encrypt the sensitive 

financial account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

sensitive financial account information to the merchant server: 

reeeiving, from the seeure server, an initiating a token retrieval function of the API 

during the authenticated session, the token retrieval function outputting a non-sensitive electronic 

7 
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data token representing the sensitive financial account information Feeeivecl by the seeme seFVeF 

via the seeurn eoHHeetioH to the merchant server: 

receiving the non-sensitive electronic data token from the secure server, wherein the 

merchant server does not receive the sensitive financial account information represented by the 

non-sensitive electronic data token and the secure server does not provide the non-sensitive 

electronic data token to the payer; 

storing the non-sensitive electronic data token in association with the enrollment data 

identifying the payer; and 

processing a payment from the payer by eleetFoHieally generating a payment transaction 

instruction, using the token retrieval function of the APL that includes a representation of the 

non-sensitive electronic data token and instructs a 13aymeHt 13rneessiHg system haviHg aeeess to 

the fiHaHeial aeeouHt iHfoFmatioH rn13rnseHtecl by the eleetrnHie clata tokeH the secure server to 

generate and transmit an electronic request requesting the payment amount from the financial 

account, obtain the payment amount, and forward at least a portion of the payment amount. 

32. (Currently Amended): The method of claim 31, wherein the representation of the 

non-sensitive electronic data token is the non-sensitive electronic data token. 

33. (Currently Amended): The method of claim 31, wherein the eleetrnHie iHstruetioH is 

geHeFatecl usiHg aH a1313lieatioH 13rngrnmmiHg iHteFfaee 13rnviclecl to the mernhaHt seFveF by the 

seeme seFVeF the non-sensitive electronic data token constitutes a symbolic representation of the 

sensitive financial account information. 

34. (Cancelled) 

35. (Currently Amended): The method of elaim 33 claim 31, wherein the at least one data 

element associated with the payer is a customer identifier generated by the merchant server to 

identify the payer. 

36. - 37. (Cancelled) 

8 
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection provides access to the secure server using a static or dynamic universal uniform 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Currently Amended): The method of claim 31, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 

43. - 45. (Cancelled) 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

compnsmg: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

provide a webpage to a payer computing system used by a payer: 

receive enrollment data identifying athe payer; 

generate an electronic instruction for a secure server that inclucles provide, to a 

secure server via an application programming interface (API) provided by the secure server, at 

least one data element associated with the payer, the electronic instruction requesting the 

estaelishment of and a payment amount from the payer to the payee: 

display a window or frame within the webpage provided to the payer computing 

system: 

9 
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provide authentication credentials to the API to establish an authenticated session, 

the authentication credentials identifying the payee and authenticating the payee: 

initiate a financial account registration function of the API during the 

authenticated session, the financial account registration function: 

establishing a secure socket layer connection via the iHtemet between the 

secure server and [[a]] the payer computing system usecl ey the payer for the seeure server to 

reeeive fiHaHeial aeeouH:t iHformatioH proviclecl ey the payer within the window or frame; 

output the eleetroHie iHstruetioH to a eommuHieatioHs Het>.vork for traHsmittal to 

the seeure server; 

outputting instructions to the payer computing system to render a financial 

account registration request form, within the window or frame, that provides functionality for the 

payer to provide sensitive financial account information associated with a financial account: and 

outputting instructions to the payer computing system to encrypt the 

sensitive financial account information provided by the payer and transmit the encrypted 

financial account information to the secure server via the secure socket layer connection: 

reeeive, from the seeure server, aH initiate a token retrieval function of the API 

during the authenticated session, the token retrieval function outputting a non-sensitive electronic 

data token representing the sensitive financial account information reeeivecl ey the seeure server 

proviclecl ey the payer via the eommuHieatioHs liHk to the merchant server: 

receive the non-sensitive electronic data token from the secure server, wherein the 

merchant server does not receive the sensitive financial account information represented by the 

non-sensitive electronic data token and the secure server does not provide the non-sensitive 

electronic data token to the payer; 

store the non-sensitive electronic data token in association with the enrollment 

data identifying the payer; and 

process a payment from the payer by eleetroHieally generating a payment 

transaction instruction, using the token retrieval function of the APL that includes a 

representation of the non-sensitive electronic data token and eleetroHieally traHsmittiHg the 

paymeH:t traHsaetioH iHstruetioH to a paymeH:t proeessiHg system ha>tiHg aeeess to the fiHaHeial 

aeeouHt iHformatioH represeHtecl ey the eleetroHie clata tokeH instructs the secure server to 
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generate and transmit an electronic request requesting the payment amount from the financial 

account, obtain the payment amount, and forward at least a portion of the payment amount. 

47. (Currently Amended): The merchant server of claim 46, wherein seeure eonneetion is 

a winclow or frame within a wee site pro•ticlecl ey the merehant server the non-sensitive electronic 

data token constitutes a symbolic representation of the sensitive financial account information. 

48. (Currently Amended): A method of processing a payment transaction from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers to a merchant server providing a webpage to 

a payer computing system used by the payer, an application programming interface (API) that: 

provicles an API enclpoint that reeeives an eleetronieally generatecl payment 

transaetion instruetion from a merehant server pro•ticling a weepage to a payer eomputing system 

usecl ey the payer, the payment transaetion instruetion inelucling 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction: 

provides access to the financial account registration and token retrieval functions 

to the merchant server: 

receives, from the merchant server via the APL at least one data element 

associated with the payer and speeifying the amount of the payment a payment amount from the 

payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generates a universal generating a uniform resource locator (URL).,_ for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 
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estaelishes establishing the secure socket layer connection, in response to 

an HTTP request received for the generated URL, between the secure server and the payer 

computing system 1.vithiH a vtimlovt or frame that is dis13layed withiH the we013age 13rovided ey 

the merehaHt server; 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to render a financial account registration request 

form, withiH the wiHdow or frame that is dis13layed withiH the we013age 13rovided ey the merehaHt 

s-er¥ef, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without 13ro•tidiHg the fiHaHeial aeeouHt 

iHformatioH to the merehaHt server; 

receiving the sensitive financial account information provided by the payer via the secure 

socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

executing a token retrieval function, upon initiation by the merchant server via the APL 

QY_ 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13rovided ey the 13ayer, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information 13rovided ey the 13ayer; aHd by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL 

that redirects the payer computing system to the secure server. 

50. (New): The method of claim 48, wherein the non-sensitive electronic data token 

constitutes a symbolic representation of the sensitive financial account information. 
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Proposed Claim Amendments (without tracked changes) 

1. (Currently Amended): A method of processing a payment transaction from a payer to a 

payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers to a merchant server providing a webpage to 

a payer computing system used by the payer, an application programming interface (API) that: 

13rovides an API end13oint that receives an electronically generated 13ayment 

transaction instruction from a merehant server 13roviding a 1.ve013age to a 13ayer com13uting system 

used ey the 13ayer, the 13ayment transaction instruction including 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction: 

provides access to the financial account registration and token retrieval functions 

to the merchant server: 

receives, from the merchant server via the APL at least one data element 

associated with the payer and s13ecifying the amount of the 13ayment a payment amount from the 

payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generates a universal generating a uniform resource locator (URL).,_ for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

estaelishes establishing the secure socket layer connection, in response to 

an HTTP request received from the merchant server for the generated URL, between the secure 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 
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out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, without 13rovicliHg the ffoaHeia1 

aeeouHt iHformatioH to the merehaHt server; 

receiving the sensitive financial account information provided by the payer via the secure 

socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

executing a token retrieval function, upon initiation by the merchant server via the APL 

QY_ 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13roviclecl by the 13ayer, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information 13roviclecl by the 13ayer; aHcl by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 

2. (Currently Amended): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the non-sensitive electronic data 

token and specifying a second payment amount the amouHt of the seeoHcl 13aymeHt from the 

13ayer to the 13ayee; 
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processing the second payment by obtaining the second payment amount using the 

sensitive financial account information represented by the non-sensitive electronic data token; 

and 

forwarding at least a portion of the second payment amount to the payee. 

3. (Currently Amended): The method of claim 2, wherein the representation of the non­

sensitive electronic data token is the non-sensitive electronic data token. 

4. (Currently Amended): The method of claim 1, wherein the 13aymenttrnnsaction 

instruction is generated by the merchant server using the a1313lication 13rogrnmming interface 

13rovided by the secure server non-sensitive electronic data token constitutes a symbolic 

representation of the sensitive financial account information. 

5. - 6. (Cancelled) 

7. (Currently Amended): The method of claim 4 claim 1, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account 

information includes at least one of a credit card number or bank account number. 

14. - 15. (Cancelled) 
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16. (Currently Amended): A secure server that processes a payment transaction from a 

payer to a payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) to a merchant server 

providing a webpage to a payer computing system used by the payer, the API configured to: 

13rovide aH API eHd13oiHt eoHfigured to reeeive aH eleetroHieally geHerated 

13aymeHt traHsaetioH iHstruetioH from a merehaHt server 13rovidiHg a wee13age to a 13ayer 

eom13utiHg system used ey the 13ayer, the 13aymeHt traHsaetioH iHstruetioH iHeludiHg 

provide financial account registration and token retrieval functions that 

can be executed to process the payment transaction: 

provide access to the financial account registration and token retrieval 

functions to the merchant server: 

receive, from the merchant server via the APL at least one data element 

associated with the payer and s13eeifyiHg aH amouHt of the 13aymeHt a payment amount from the 

payer to the payee; 

authenticate the payee; 

execute the financial account registration function, upon initiation by the 

merchant server, by: 

geHerate a uHiversal generating a uniform resource locator (URL) 

to establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

estaelish establishing the secure socket layer connection.,__!!! 

response to an HTTP request received from the merchant server for the generated URL, between 

the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 
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~outputting instructions to the payer computing system,.__irr 

response to the HTTP request for the generated URL, to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

~outputting instructions to the payer computing system,.__irr 

response to the HTTP request for the generated URL, to encrypt the sensitive financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server[[,]] via the secure socket layer connection, without 13rovicliHg the ffoaHeia1 

aeeouHt iHformatioH to the merehaHt server; 

receive the sensitive financial account information provided by the payer via the 

secure socket layer connection; 

store the sensitive financial account information in a secure storage location and 

perform each software process required to maintain compliance with one or more information 

security standards; 

execute a token retrieval function, upon initiation by the merchant server by the 

APL by: 

13rovicle aH providing a non-sensitive electronic data token[[,]] 

representing the sensitive financial account information 13roviclecl ey the 13ayer, to the merchant 

server without providing the sensitive financial account information to the merchant server and 

without providing the non-sensitive electronic data token to the payer; and 

store the ffoaHeial aeeouHt iHformatioH 13roviclecl ey the 13ayer; 

processing the payment transaction using sensitive the financial account 

information 13roviclecl ey the 13ayer; aHcl by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 
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17. (Currently Amended): The secure server of claim 16, wherein the instructions further 

cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the non-sensitive electronic 

data token and specifies aH amouHt of a second payment amount from the 13ayer to the 13ayee; 

process the second payment by obtaining the second payment amount using the sensitive 

financial account information represented by the non-sensitive electronic data token; and 

forward at least a portion of the second payment amount to the payee. 

18. (Currently Amended): The secure server of claim 17, wherein the representation of 

the non-sensitive electronic data token is the non-sensitive electronic data token. 

19. (Currently Amended): The secure server of claim 16, wherein the 13aymeHt 

traHsactioH iHstructioH is geHeratecl ey the merehaHt server usiHg the a1313licatioH 13rogrammiHg 

iHterface 13roviclecl ey the secure server non-sensitive electronic data token constitutes a symbolic 

representation of the sensitive financial account information. 

20. - 21. (Cancelled) 

22. (Currently Amended): The secure server of claim 19 claim 16, wherein the at least 

one data element associated with the payer is a customer identification number generated by the 

merchant server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 
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29. - 30. (Cancelled) 

31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

providing a webpage to a payer computing system used by a payer: 

receiving enrollment data identifying a f)ayer the payer; 

genera-ting an eleetronie instruetion for a seeure server tha-t ineludes providing, to a secure 

server via an application programming interface (API) provided by the secure server, at least one 

data element associated with the payer, the eleetronie instruetion requesting the esta13lishment of 

and a payment amount from the payer to the payee: 

displaying a window or frame within the webpage provided to the payer computing 

system: 

providing authentication credentials to the API to establish an authenticated session, the 

authentication credentials identifying the payee and authenticating the payee: 

initiating a financial account registration function of the API during the authenticated 

session, the financial account registration function: 

establishing a secure socket layer connection via the internet between the secure 

server and the payer computing system within the window or framea eomf)uting system used ey 

the f)ayer for the seeure server to reeeive finaneial aeeount information fJFOvided ey the f)ayer; 

outf)utting the eleetronie instruetion to a eommuniea-tions network for transmittal 

to the seeure server; 

outputting instructions to the payer computing system to render a financial 

account registration request form, within the window or frame, that provides functionality for the 

payer to provide sensitive financial account information associated with a financial account: and 

outputting instructions to the payer computing system to encrypt the sensitive 

financial account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

sensitive financial account information to the merchant server: 

reeeiving, from the seeure server, an initiating a token retrieval function of the API 

during the authenticated session, the token retrieval function outputting a non-sensitive electronic 
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data token representing the sensitive financial account information Feeeivecl by the seeme seFVeF 

via the seeurn eoHHeetioH to the merchant server: 

receiving the non-sensitive electronic data token from the secure server, wherein the 

merchant server does not receive the sensitive financial account information represented by the 

non-sensitive electronic data token and the secure server does not provide the non-sensitive 

electronic data token to the payer; 

storing the non-sensitive electronic data token in association with the enrollment data 

identifying the payer; and 

processing a payment from the payer by eleetFoHieally generating a payment transaction 

instruction, using the token retrieval function of the APL that includes a representation of the 

non-sensitive electronic data token and instructs a 13aymeHt 13rneessiHg system haviHg aeeess to 

the fiHaHeial aeeouHt iHfoFmatioH rn13rnseHtecl by the eleetrnHie clata tokeH the secure server to 

generate and transmit an electronic request requesting the payment amount from the financial 

account, obtain the payment amount, and forward at least a portion of the payment amount. 

32. (Currently Amended): The method of claim 31, wherein the representation of the 

non-sensitive electronic data token is the non-sensitive electronic data token. 

33. (Currently Amended): The method of claim 31, wherein the eleetrnHie iHstruetioH is 

geHeFatecl usiHg aH a1313lieatioH 13rngrnmmiHg iHteFfaee 13rnviclecl to the mernhaHt seFveF by the 

seeme seFVeF the non-sensitive electronic data token constitutes a symbolic representation of the 

sensitive financial account information. 

34. (Cancelled) 

35. (Currently Amended): The method of elaim 33 claim 31, wherein the at least one data 

element associated with the payer is a customer identifier generated by the merchant server to 

identify the payer. 

36. - 37. (Cancelled) 
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection provides access to the secure server using a static or dynamic universal uniform 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure socket layer 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Currently Amended): The method of claim 31, wherein the sensitive financial 

account information includes at least one of a credit card number or bank account number. 

43. - 45. (Cancelled) 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

compnsmg: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

provide a webpage to a payer computing system used by a payer: 

receive enrollment data identifying athe payer; 

generate an electronic instruction for a secure server that inclucles provide, to a 

secure server via an application programming interface (API) provided by the secure server, at 

least one data element associated with the payer, the electronic instruction requesting the 

estaelishment of and a payment amount from the payer to the payee: 

display a window or frame within the webpage provided to the payer computing 

system: 
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provide authentication credentials to the API to establish an authenticated session, 

the authentication credentials identifying the payee and authenticating the payee: 

initiate a financial account registration function of the API during the 

authenticated session, the financial account registration function: 

establishing a secure socket layer connection via the iHtemet between the 

secure server and athe payer computing system usecl ey the 13ayer for the seeure server to reeeive 

fiHaHeial aeeouHt iHformatioH 13mviclecl ey the 13ayerwithin the window or frame; 

out13ut the eleetroHie iHstruetioH to a eommuHieatioHs Het>.vork for traHsmittal to 

the seeure server; 

outputting instructions to the payer computing system to render a financial 

account registration request form, within the window or frame, that provides functionality for the 

payer to provide sensitive financial account information associated with a financial account: and 

outputting instructions to the payer computing system to encrypt the 

sensitive financial account information provided by the payer and transmit the encrypted 

financial account information to the secure server via the secure socket layer connection: 

reeeive, from the seeure server, aH initiate a token retrieval function of the API 

during the authenticated session, the token retrieval function outputting a non-sensitive electronic 

data token representing the sensitive financial account information reeeivecl ey the seeure server 

13roviclecl ey the 13ayer via the eommuHieatioHs liHk to the merchant server: 

receive the non-sensitive electronic data token from the secure server, wherein the 

merchant server does not receive the sensitive financial account information represented by the 

non-sensitive electronic data token and the secure server does not provide the non-sensitive 

electronic data token to the payer; 

store the non-sensitive electronic data token in association with the enrollment 

data identifying the payer; and 

process a payment from the payer by eleetroHieally generating a payment 

transaction instruction, using the token retrieval function of the APL that includes a 

representation of the non-sensitive electronic data token and eleetroHieally traHsmittiHg the 

13aymeH:t traHsaetioH iHstruetioH to a 13aymeH:t 13roeessiHg system ha>tiHg aeeess to the fiHaHeial 

aeeouHt iHformatioH re13reseHtecl ey the eleetroHie clata tokeH instructs the secure server to 
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generate and transmit an electronic request requesting the payment amount from the financial 

account, obtain the payment amount, and forward at least a portion of the payment amount. 

47. (Currently Amended): The merchant server of claim 46, wherein seeure eonneetion is 

a winclow or frame within a wee site pro•ticlecl ey the merehant server the non-sensitive electronic 

data token constitutes a symbolic representation of the sensitive financial account information. 

48. (Currently Amended): A method of processing a payment transaction from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers to a merchant server providing a webpage to 

a payer computing system used by the payer, an application programming interface (API) that: 

provicles an API enclpoint that reeeives an eleetronieally generatecl payment 

transaetion instruetion from a merehant server pro•ticling a weepage to a payer eomputing system 

usecl ey the payer, the payment transaetion instruetion inelucling 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction: 

provides access to the financial account registration and token retrieval functions 

to the merchant server: 

receives, from the merchant server via the APL at least one data element 

associated with the payer and speeifying the amount of the payment a payment amount from the 

payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generates a universal generating a uniform resource locator (URL).,_ for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 
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estaelishes establishing the secure socket layer connection, in response to 

an HTTP request received for the generated URL, between the secure server and the payer 

computing system 1.vithiH a vtimlovt or frame that is dis13layed withiH the we013age 13rovided ey 

the merehaHt server; 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to render a financial account registration request 

form, withiH the wiHdow or frame that is dis13layed withiH the we013age 13rovided ey the merehaHt 

s-er¥ef, that provides functionality for the payer to provide sensitive financial account 

information associated with a financial account; and 

out13uts outputting instructions to the payer computing system, in response 

to the HTTP request for the generated URL, to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without 13ro•tidiHg the fiHaHeial aeeouHt 

iHformatioH to the merehaHt server; 

receiving the sensitive financial account information provided by the payer via the secure 

socket layer connection; 

storing the sensitive financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

executing a token retrieval function, upon initiation by the merchant server via the APL 

QY_ 

providing [[an]] a non-sensitive electronic data token[[,]] representing the 

sensitive financial account information 13rovided ey the 13ayer, to the merchant server without 

providing the sensitive financial account information to the merchant server and without 

providing the non-sensitive electronic data token to the payer; and 

processing the payment transaction using the sensitive financial account 

information 13rovided ey the 13ayer; aHd by generating and transmitting an electronic request 

requesting the payment amount from the financial account, obtaining the payment amount, and 

forwarding at least a portion of the payment amount to the payee. 
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL 

that redirects the payer computing system to the secure server. 

50. (New): The method of claim 48, wherein the non-sensitive electronic data token 

constitutes a symbolic representation of the sensitive financial account information. 
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Proposed Claim Amendments 

1. (Currently Amended): A method of processing a payment t,;ms,tCDO:J from a payer to a 

payee, the method being performed by one or more secure servers, the method comprising: 

;i t>H,;;r ;~01:mti:ltli! ~ystnn ,is;;,1 bv the mvct. an application programming interface (API) that: 

authenticates the payee;.J.n~J 

-gi;;M,,fr<:"c,;~Xn.s:rnn.rm. a tH·i:t'-';c,fhl:l·lillHi2DJ.'\.resource locator (URL),. for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 
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HHi'§H4&mitrn,tti fa' instructions to the payer computing system. it: r(,SDGUS(: 

10 the HTTP rem,est fo, th;: ?(:n<;,r,nd UF.L. to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide sem:il ,,,c financial account 

rn,:;,ii,c:,b,ontnutn rn~ instructions to the payer computing system. ,t: r(:WG rtS(: 

.lSUIW HTTP r'c'SLlJSSt fo, th;: ['.(;JJS,EJK~EJJiL to encrypt the E' .. <:Jl'icltL't~:_financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server; via the secure socket layer 

receiving the S'c'rts,tivr: financial account information provided by the payer via the secure 

socket layer connection; 

storing the ,rnsfrn,e financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

providing mHi no:H(::Ei1t ,''c' electronic data token, representing the ;:e;;;;iti\ e 

financial account information j:>ffr,-idx:'\Ei-i:i:y-,h,-J'li"':)'f,;Ao the merchant server without providing 

the 5.~:111J;,:::1;,Jinancial account information to the merchant server and without providing the n~JJ .. ,: 

S'c't:sit,,e electronic data token to the payer; ;m,~i 

processing the payment ;_;_;1rnsm:, ,on using the E'f.l.,5.lt.i.,;~:_financial account 

forwarding at least a portion of the payment an,rn,n1 to the payee. 

2. (Currently Amended): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the uon-c,umtiv(, electronic data 
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processing the second payment bv ob1a1mrn? the ,cct,nd ,;aymcu, aumu,11 using the 

;;u1:;jfr,c financial account information represented by the non--scm:i1xv;: electronic data token; 

and 

forwarding at least a portion of the second payment amount_to the payee. 

3. (Currently Amended): The method of claim 2, wherein the representation of the mm­

.:itJJ.:0.tl.l'.<;:.electronic data token is the nnn--scnst,JYf .. electronic data token. 

4. (Currently Amended): The method of claim 1, 

5. - 6. (Cancelled) 

7. (Currently Amended): The method Hf-elmm--l cbin,_l, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure s,xk,:, lave, 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Currently Amended): The method of claim 1, wherein the ,crts1:ivc: financial account 

information includes at least one of a credit card number or bank account number. 

14. - 15. (Cancelled) 
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16. (Currently Amended): A secure server that processes a payment ,;·,m:;;Kttnn from a 

payer to a payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) to h i,x,'Ctrn1t s:::v:::· 

authenticate the payee; 

j,;s:,fa,-l'ith~·~::: ,1Ga,11,;I..a m::!'-'<cctiiili··,,DXiD.DX;. re source locator (URL) to 

establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

;,;,,;il;;ii:·,:h{stabbhuw the secure socket layer connectionc.Jx1 
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the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 

iH,i,1mHmtDut:i t::! instructions to the payer computing system,_
0
,!! 

lic.'3t)ons,c to 1.k HTII-· ;·e(111c,st for the f'icltc,rnkd URL, to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide ,;n:.,,ti',e financial account 

iiHtf,H'H.rn!1.mn,n1;.,instructions to the payer computing system.,.1D 

lic.'3t)ons,c to 1.k HTII-· ;·e(111c,st for the f'icltc,rnkd URL to encrypt the ,eusinve financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection,-wfl:l"hH-fH'<:,,'i-Efi,'lcg+h1,-foHHi'ii>±-m,;2,hmi-

receive the :;nmtive_financial account information provided by the payer via the 

secure ,,oekd litqcr connection; 

in a secure storage location and 

perform each software process required to maintain compliance with one or more information 

security standards; 

y,F'>vi,k-m-ic-pro,,;clirtfJ :i _ rton-s;c;n~,th c:_ electronic data token- representing 

the ,eusin,lc financial account information t'"""'l-Eh,il-.\c,y-+h;,-'f,i>Y~*'-to the merchant server without 

providing the sc:n:,iii,e financial account information to the merchant server and without 

providing the nGrt-:,ertSl:JY(' ekctrnn.tc data token to the payer; ;;!Jc~\ 

processi!lg the payment 1.t:1ns,tction using the sernsi1 i,rc financial account 

forwardrng at least a portion of the payment ;;m~1m,L10 the payee. 

17. (Currently Amended): The secure server of claim 16, wherein the instructions further 

cause the secure computing system to: 
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receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the non-:,<;,nsujv(: electronic 

data token and specifies ,ii;,.,;;:,;~;;ii;,H:,.fa second payment ;1ms;_m.:,tfr;rnH-t,;,-1Mym=-HHl~--/lil:','<i'.·t•; 

process the second payment·:, o''t·,·"'l>, ;'y c:ec:,""t° c', ,J"'i:l · .;, tdl"'t using the ,,.m;>, .. 
financial account information represented by the n(m-,1rns1tive electronic data token; and 

forward at least a portion of the second payment arno1ct;; to the payee. 

18. (Currently Amended): The secure server of claim 17, wherein the representation of 

the uon-s,cn,ttiv( electronic data token is the ix,,i.-sem:i1t,•<;, electronic data token. 

19. (Currently Amended): The secure server of claim 16, wherein ,tK: non--sern1i1l,<;, 

20. - 21. (Cancelled) 

22. (Currently Amended): The secure server of<i,lili-rn--1-;, dairn 16 wherein the at least 

one data element associated with the payer is a customer identification number generated by the 

merchant server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure c,Ocke1 bv,cr 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Currently Amended): The secure server of claim 16, wherein the ,1rns1tive financial 

account information includes at least one of a credit card number or bank account number. 

29. - 30. (Cancelled) 
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

receiving enrollment data identifying-'•-:"'''Y"'' ·he ''"\('•· 
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merchant server does not receive the c,en,;ti,e financial account information represented by the 

fa,;1--;;r,;1siti,e electronic data token and the secure server does not provide the fa-;1--;;r,;rnti,e 

electronic data token to the payer; 

storing the non-:,en,1th,~_electronic data token in association with the enrollment data 

identifying the payer; and 

processing a payment from the payer by ;,h,w~,B:tt,HlJ7,-generating a payment transaction 

instruction. ,NW' tb<;, token rurin:tl fonction nt the AJ'I, that includes a representation of the 

fa,;1--;;r,;1siti,e electronic data token and instructs til'c' secure: ;;r,;vr,;· tD ;:rn.em1e mid !fan:,mi, ,:1: 

32. (Currently Amended): The method of claim 31, wherein the representation of the 

Ii!D::g:11'?.i.tl.~s, .. electronic data token is the n.~:n:5 .. ~:m,,Jj_y,;_electronic data token. 

33. (Currently Amended): The method of claim 31, wherein 1he ;ion--sem;i,,,,e <;,lt,cwm.ic 

34. (Cancelled) 

35. (Previously Presented): The method of claim 33, wherein the at least one data element 

associated with the payer is a customer identifier generated by the merchant server to identify the 

payer. 

36. - 37. (Cancelled) 
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38. (Currently Amended): The method of claim 31, wherein the secure ,ocl:,c1 l,n e, 

connection provides access to the secure server using a static or dynamic ,mi¾-s:-,;;;,.\--,i;t,fo rn, 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure ,od:ej_la,e, 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Currently Amended): The method of claim 31, wherein the sr,;1:siti,e financial 

account information includes at least one of a credit card number or bank account number. 

43. - 45. (Cancelled) 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

comprising: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

receive enrollment data identifying-H-j»<'j'iol' the ,n-,er· 
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' . ' . ' ' ~ . . . 
Uu,~;.'L,·.__..-L:-: .__:~~:L•-~~:-•. ,~,:...•.u'S ,~"' d.•G Ud,·C\.. 1._.\.':~ ....... ,~!Lt!n~ ,,.,~,:-:.u: t\.' i .... .iu('.\.. d L.\..:..:~L•'-.•v.:~: 

data token representing 1h,'.Jif1,2HL,&Jinancial account information-H,ffi'°'"'tH:,y-H,1;-,,;~<:tfa,-"':,,'<s,,, 

merchant server does not receive the scm,iit,;c; financial account information represented by the 

no:J··S(::Jc,(1j,,c electronic data token and the secure server does not provide the no;J .. S(::Ei1,,,c 

electronic data token to the payer; 

store the t:0n-sn\,1tivc electronic data token in association with the enrollment 

data identifying the payer; and 

process a payment from the payer by tol~-i,H'<:,m-i,dl7--generating a payment 

transaction instruction Uc,inF 1 k 1.okcn rctnb,al forn;ifon of frt(: AI-·J, that includes a 

representation of the n,, :He rn,iil ,c electronic data token and 1 m: true 1, the ,cn,rc sc "' er to 
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47. (Currently Amended): The merchant server of claim 46, wherein th<:: nm,-:Stci,s,tiw: 

48. (CurrentlyAlllended):.Arnethod.of.processingapayrnent.tJJUL:iiJSJ,m1Jrolllapayerto 

a payee, the method being performed by one or more secure servers, the method comprising: 

;J_paye;- cornputine s,,t(:m ,i;;ed 1w th;: nav<cr, an application programming interface (API) that: 

authenticates the payee;_;J2.1~\ 

i':"'""m,;,;,g_;;:g;:;rntLng a ''""'''"'s-:;;t-1mlXm:m.resource locator (URL)c for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

11 
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a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

~,,ixtf,lics-k;;(•;;ublisht:J:? the secure socket layer connection. irt resnonse tG 

t,u+rm'i'~Q.l!ttL~lttLng instructions to the payer computing system,.JJt.E:':.llD.cn:'& 

tD the HTTP FcCli(c:s. fo, 1 h" 12erncfoUcd i_ RI... to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide ,em:inv" financial account 

mi{gi,,;bmit,mtti fa' instructions to the payer computing system .•.L .... ~L.• ~L,. 

10 the HTTP re,,u<cst fo, Hitc ?(:n<cra1'cd UF.L. to encrypt the :"::s:t\::_financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection,-w-Hl'l'c,;,i,-p,'ff,-,tli-Hg-J,iJ;dirni;,m,al-;i.:2<2-/i,;iHt 

receiving the s;c;n,:tiv(:_financial account information provided by the payer via the secure 

socket layer connection; 

storing the s<crts,tJY(: financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

providing mHi no:H(::Ei1t ,'<c electronic data token, representing the c:ei;:,iti\ e 

financial account information j:ll'H-,"id~<if-h:)"·!;i\:,-fH3:)"toi',•to the merchant server without providing 

the sern,i1 t,;c; financial account information to the merchant server and without providing the r,QJ}: 

2~'J;;;t}_ry;:; __ electronic data token to the payer; s,JJj 

processing the payment trnrn:m:, ,on using the ,:rnsitive financial account 

forwarding at least a portion of the payment an,rn,n1 to the payee. 
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect J)llL 

that redirects the payer computing system to the secure server. 

50. (New): The method of claim 48, wherein the non-sensitive electronic data token 

constitutes a symbolic representation of the sensitive financial account information. 

13 
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Proposed Claim Amendments 

1. (Currently Amended): A method of processing a payment t,;ms,tCDO:J from a payer to a 

payee, the method being performed by one or more secure servers, the method comprising: 

;i t>H,;;r ;~01:mti:ltli! ~ystnn ,is;;,1 bv the mvct. an application programming interface (API) that: 

authenticates the payee;.J.n~J 

-gi;;M,,fr<:"c,;~Xn.s:rnn.rm. a tH·i:t'-';c,fhl:l·lillHi2DJ.'\.resource locator (URL),. for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 
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HHi'§H4&mitrn,tti fa' instructions to the payer computing system. it: r(,SDGUS(: 

10 the HTTP rem,est fo, th;: ?(:n<;,r,nd UF.L. to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide sem:il ,,,c financial account 

rn,:;,ii,c:,b,ontnutn rn~ instructions to the payer computing system. ,t: r(:WG rtS(: 

.lSUIW HTTP r'c'SLlJSSt fo, th;: ['.(;JJS,EJK~EJJiL to encrypt the E' .. <:Jl'icltL't~:_financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server; via the secure socket layer 

receiving the S'c'rts,tivr: financial account information provided by the payer via the secure 

socket layer connection; 

storing the ,rnsfrn,e financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

providing mHi no:H(::Ei1t ,''c' electronic data token, representing the ;:e;;;;iti\ e 

financial account information j:>ffr,-idx:'\Ei-i:i:y-,h,-J'li"':)'f,;Ao the merchant server without providing 

the 5.~:111J;,:::1;,Jinancial account information to the merchant server and without providing the n~JJ .. ,: 

S'c't:sit,,e electronic data token to the payer; ;m,~i 

processing the payment ;_;_;1rnsm:, ,on using the E'f.l.,5.lt.i.,;~:_financial account 

forwarding at least a portion of the payment an,rn,n1 to the payee. 

2. (Currently Amended): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the uon-c,umtiv(, electronic data 

2 
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processing the second payment bv ob1a1mrn? the ,cct,nd ,;aymcu, aumu,11 using the 

;;u1:;jfr,c financial account information represented by the non--scm:i1xv;: electronic data token; 

and 

forwarding at least a portion of the second payment amount_to the payee. 

3. (Currently Amended): The method of claim 2, wherein the representation of the mm­

.:itJJ.:0.tl.l'.<;:.electronic data token is the nnn--scnst,JYf .. electronic data token. 

4. (Currently Amended): The method of claim 1, 

5. - 6. (Cancelled) 

7. (Currently Amended): The method Hf-elmm--l cbin,_l, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure s,xk,:, lave, 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Currently Amended): The method of claim 1, wherein the ,crts1:ivc: financial account 

information includes at least one of a credit card number or bank account number. 

14. - 15. (Cancelled) 
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16. (Currently Amended): A secure server that processes a payment ,;·,m:;;Kttnn from a 

payer to a payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) to h i,x,'Ctrn1t s:::v:::· 

authenticate the payee; 

j,;s:,fa,-l'ith~·~::: ,1Ga,11,;I..a m::!'-'<cctiiili··,,DXiD.DX;. re source locator (URL) to 

establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

;,;,,;il;;ii:·,:h{stabbhuw the secure socket layer connectionc.Jx1 
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the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 

iH,i,1mHmtDut:i t::! instructions to the payer computing system,_
0
,!! 

lic.'3t)ons,c to 1.k HTII-· ;·e(111c,st for the f'icltc,rnkd URL, to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide ,;n:.,,ti',e financial account 

iiHtf,H'H.rn!1.mn,n1;.,instructions to the payer computing system.,.1D 

lic.'3t)ons,c to 1.k HTII-· ;·e(111c,st for the f'icltc,rnkd URL to encrypt the ,eusinve financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection,-wfl:l"hH-fH'<:,,'i-Efi,'lcg+h1,-foHHi'ii>±-m,;2,hmi-

receive the :;nmtive_financial account information provided by the payer via the 

secure ,,oekd litqcr connection; 

in a secure storage location and 

perform each software process required to maintain compliance with one or more information 

security standards; 

y,F'>vi,k-m-ic-pro,,;clirtfJ :i _ rton-s;c;n~,th c:_ electronic data token- representing 

the ,eusin,lc financial account information t'"""'l-Eh,il-.\c,y-+h;,-'f,i>Y~*'-to the merchant server without 

providing the sc:n:,iii,e financial account information to the merchant server and without 

providing the nGrt-:,ertSl:JY(' ekctrnn.tc data token to the payer; ;;!Jc~\ 

processi!lg the payment 1.t:1ns,tction using the sernsi1 i,rc financial account 

forwardrng at least a portion of the payment ;;m~1m,L10 the payee. 

17. (Currently Amended): The secure server of claim 16, wherein the instructions further 

cause the secure computing system to: 
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receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the non-:,<;,nsujv(: electronic 

data token and specifies ,ii;,.,;;:,;~;;ii;,H:,.fa second payment ;1ms;_m.:,tfr;rnH-t,;,-1Mym=-HHl~--/lil:','<i'.·t•; 

process the second payment·:, o''t·,·"'l>, ;'y c:ec:,""t° c', ,J"'i:l · .;, tdl"'t using the ,,.m;>, .. 
financial account information represented by the n(m-,1rns1tive electronic data token; and 

forward at least a portion of the second payment arno1ct;; to the payee. 

18. (Currently Amended): The secure server of claim 17, wherein the representation of 

the uon-s,cn,ttiv( electronic data token is the ix,,i.-sem:i1t,•<;, electronic data token. 

19. (Currently Amended): The secure server of claim 16, wherein ,tK: non--sern1i1l,<;, 

20. - 21. (Cancelled) 

22. (Currently Amended): The secure server of<i,lili-rn--1-;, dairn 16 wherein the at least 

one data element associated with the payer is a customer identification number generated by the 

merchant server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure c,Ocke1 bv,cr 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Currently Amended): The secure server of claim 16, wherein the ,1rns1tive financial 

account information includes at least one of a credit card number or bank account number. 

29. - 30. (Cancelled) 
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

receiving enrollment data identifying-'•-:"'''Y"'' ·he ''"\('•· 
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merchant server does not receive the c,en,;ti,e financial account information represented by the 

fa,;1--;;r,;1siti,e electronic data token and the secure server does not provide the fa-;1--;;r,;rnti,e 

electronic data token to the payer; 

storing the non-:,en,1th,~_electronic data token in association with the enrollment data 

identifying the payer; and 

processing a payment from the payer by ;,h,w~,B:tt,HlJ7,-generating a payment transaction 

instruction. ,NW' tb<;, token rurin:tl fonction nt the AJ'I, that includes a representation of the 

fa,;1--;;r,;1siti,e electronic data token and instructs til'c' secure: ;;r,;vr,;· tD ;:rn.em1e mid !fan:,mi, ,:1: 

32. (Currently Amended): The method of claim 31, wherein the representation of the 

Ii!D::g:11'?.i.tl.~s, .. electronic data token is the n.~:n:5 .. ~:m,,Jj_y,;_electronic data token. 

33. (Currently Amended): The method of claim 31, wherein 1he ;ion--sem;i,,,,e <;,lt,cwm.ic 

34. (Cancelled) 

35. (Previously Presented): The method of claim 33, wherein the at least one data element 

associated with the payer is a customer identifier generated by the merchant server to identify the 

payer. 

36. - 37. (Cancelled) 
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38. (Currently Amended): The method of claim 31, wherein the secure ,ocl:,c1 l,n e, 

connection provides access to the secure server using a static or dynamic ,mi¾-s:-,;;;,.\--,i;t,fo rn, 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure ,od:ej_la,e, 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Currently Amended): The method of claim 31, wherein the sr,;1:siti,e financial 

account information includes at least one of a credit card number or bank account number. 

43. - 45. (Cancelled) 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

comprising: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

receive enrollment data identifying-H-j»<'j'iol' the ,n-,er· 
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' . ' . ' ' ~ . . . 
Uu,~;.'L,·.__..-L:-: .__:~~:L•-~~:-•. ,~,:...•.u'S ,~"' d.•G Ud,·C\.. 1._.\.':~ ....... ,~!Lt!n~ ,,.,~,:-:.u: t\.' i .... .iu('.\.. d L.\..:..:~L•'-.•v.:~: 

data token representing 1h,'.Jif1,2HL,&Jinancial account information-H,ffi'°'"'tH:,y-H,1;-,,;~<:tfa,-"':,,'<s,,, 

merchant server does not receive the scm,iit,;c; financial account information represented by the 

no:J··S(::Jc,(1j,,c electronic data token and the secure server does not provide the no;J .. S(::Ei1,,,c 

electronic data token to the payer; 

store the t:0n-sn\,1tivc electronic data token in association with the enrollment 

data identifying the payer; and 

process a payment from the payer by tol~-i,H'<:,m-i,dl7--generating a payment 

transaction instruction Uc,inF 1 k 1.okcn rctnb,al forn;ifon of frt(: AI-·J, that includes a 

representation of the n,, :He rn,iil ,c electronic data token and 1 m: true 1, the ,cn,rc sc "' er to 
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47. (Currently Amended): The merchant server of claim 46, wherein th<:: nm,-:Stci,s,tiw: 

48. (Currently Amended): A method of processing a payment tr:tm;ac110n from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

;J _ _Daye;- cornputine s,,t(:m ,i;;ed 1w th;: nav<cr, an application programming interface (API) that: 

authenticates the payee;_;J2.1~\ 

i':"'""m,;,;,g_;;:g;:;1_11tLng a ''""'''"'s-:;;l-1mlXm:m.resource locator (URL)c for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

11 
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a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

~,,ixtf,lics-k;;(•;;ublisht:J:? the secure socket layer connection. irt resnonse tG 

<t.,; ;T;- '.' .•.,.,.",:~, ,·,:,.,_;v,.,; : .. •.•. , ~:.: ,,Ct.,.,(\_,_,.: :_:n:"' between the secure server and the payer 

t,u+rm'i'~Q.l!ttL~lttLng instructions to the payer computing system,.JJt.E:':..RD.cn:'& 

tD the HTTP FcCli(c:s. fo, 1 h" ;?erncfoUcd i_ RI... to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide ,em:inv" financial account 

mi{gi,,;bont,mtti fa' instructions to the payer computing system .•.L .... ~L..• ~L,. 

10 the HTTP re,,u<cst fo, Hitc ?(:n<cra1'cd UF.L. to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection -w4h<:>t:1--p,<ih'i-dihg-1-l,('-fo'liH:('i,i-l-iii?il<:>t:ll!' 

receiving the s;c;n,ltiv(:_financial account information provided by the payer via the secure 

socket layer connection; 

storing the s<crts,tJY(: financial account information in a secure storage location and 

performing each software process required to maintain compliance with one or more information 

security standards; 

providing mHi no:H(::Ei1t ,'<c electronic data token, representing the c:ei):,iti\ e 

financial account information j:ll'H-,,\d~-Ef-h:)"·!;i\:,-ffr)"toi'Ao the merchant server without providing 

the sern,i1 t,;c; financial account information to the merchant server and without providing the r,QJ}: 

:':.~'Jtf':11lYf __ electronic data token to the payer; s,JJj 

processing the payment trnrnsm:, ,on using the ,,rnsitive financial account 

forwarding at least a portion of the payment an,rn,n1 to the payee. 

12 
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL 

that redirects the payer computing system to the secure server. 

50. (New): The method of claim 48, wherein the non-sensitive electronic data token 

constitutes a symbolic representation of the sensitive financial account information. 
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Proposed Claim Amendments 

1. (Currently Amended): A method 

payee, the method being performed by one or more secure servers, the method comprising: 

authenticates the payee; .. :.n;) 

·i'.H':,;i:'""'':;:.'.'.'~,'i.t.,/,.:!!. a ,:l'"'"Sfi,,,,.,,.'.'/.'i,'.'X,.resource locator (URL), for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

,,;"-,,,1:,!,sh,;{,;.ub U,: h Clf' the secure socket layer connection _ h_ r:,'~,,,::,~,, _ l,, 

:-~~ _ HITP_ ?'<:(i~(;;:::-;~ _ ~<=(<: ~ -:., (d_ f~;; ~~~ -d~i: _ ~~~i:r(: b:~::.-~t __ si:r,·i:::.·_ r~>?-_ t}~;;::: _ ~zi:r:.<: ~~~~ (:~]_ "~_: RL, between the secure 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 
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1m\n..t~·s!!i.U\,U.U~ instructions to the payer computing system, __ ,,!J,,?:Vi.\,?:,, 

!.'~_;_,_\{:.h.}J.T.!:S~\,.c.'.S~:'.' . .!'~i .. :!:'; .. ts,!'.S~\,!F\; .. \'_\i_;,,. to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

n,0,H-He'\'.'-"i.?1"-'-'-'-'!i. instructions to the payer computing system __ ,_,_'--",fi.1.'_),_,_,;c, 

1(,_ ,_,1( i-3: T}'y<,,:('<J(,:_th.,_,,,:r:(· U1(<i_ UZi _ to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment 1_u,1s=:(_t)(,: _ tA_ ,::;::,, :;):1,;_ ;_k_ ,-,,,, ,:1( :iu,;,·:(,:nt_ using the financial 

account information provided by the payer_;!?\\ ,,,,,,; forwarding at least a portion of the payment 

,,,1-:(,,,1:,_to the payee. 

2. (i-l;;e"''"'"s~;y .. f 1;1<,s",m,,-Et(urn::ntly A ::t,(cncki:\): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the electronic data token and 

specifying .fl~--f,B'll:>!H->i-ffl-H,;~;I second payment !E!!!2 .. m!Lfrom the payer to the payee; 

2 

124452.00122/130485464v. l 



Ex.1002 / Page 108 of 710 
M&A Ventures, LLC et al

Application No. 16/535,424 Docket No.: 124452.00122 

processing the second payment bv ob1a1mrn? th~ ,~ct,nd ,;aym~u, aumu,11 using the 

financial account information represented by the electronic data token; and 

forwarding at least a portion of the second payment h,nount to the payee. 

3. (Previously Presented): The method of claim 2, wherein the representation of the 

electronic data token is the electronic data token. 

4. - 6. (Cancelled) 

7. (J-l,;,·,,,,;;m&ly-,PR,&'<c,Bl;,"'1,(11m,mlv ,c\m~'Jik~'\): The method of claim 41, wherein the at 

least one data element associated with the payer is a customer identification number generated by 

the merchant server to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure,,,,:!,,, _ia;_::, 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Original): The method of claim 1, wherein the financial account information includes 

at least one of a credit card number or bank account number. 
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16. (Currently Amended): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) ,,; _,,_r,,:.,, '"''; f'. '~'. , 

authenticate the payee; 

','i,i'f-l',+, .. ~;;:.'.Ki?.'.,.'.')La ;,-J'c,,•'c"ifai< .. ,,_,_,,r;_,_,;_,_,.,_resource locator (URL) to 

establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

;:,;,;i~jj,,.;,<.~ :;;hli;h,;,? the secure socket layer connection j_:, 

~,::;::~x~~':~ ~\::;:: _ ~ n _~::?_ :-: · ~-· ~J _ ~-~;~~~ :c~.~ :~ >-;_ ..._.:._,~J ~\)l~\ ~ h{' :?~{' :-,~ h~::?~_5::;:: :-'- _::;:: :- _ k~~-- lb.:_~?{'::~;~-:-~~::,~_~ !?.\ .,. between 
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the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 

~-,,i;,;,,,·L\tl\,U!!!?)nstructions to the payer computing system, __ ,n 
,,:,p(,,,,,: :u_ ;.h _;-n \l _ ,q,,(.~.t_for):(· :Tc(.:;,t(.d __ UJU .. to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide financial account 

information; and 

,,;,1-t""-'H_1_1:tp,t_,_;_,_');':_instructions to the payer computing system _,_,_, 

,,:\ix,;,,,: :u ;.h ;-n U ,q,,(.~.t_for_:::(· :;;:,,(_:;,t(.d_UJU .. to encrypt the financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receive the financial account information provided by the payer via the secure 

i,.'!o'."-~,; _ _:_,,,.,O.':.COnnection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 

3',,,c,,,,,~,,-f,.'i\t,Lt.'Lan electronic data token, representing the financial 

account information provided by the payer, to the merchant server without providing the 

financial account information to the merchant server and without providing the data token to the 

payer; ;r:,;j 

process the payment ;_::,,,_,r;ir_,_,,_,_,_1)_~--~'ic'.'_,,,_,_1,_;_:;; __ ;_:s_Q;_;_;._::;,_:r_;_:;c _ _i_?}J;_,_,_,,_,_;__using the 

financial account information provided by the payer_;r:,;;,-;i-,,1; forward at least a portion of the 

payment to the payee. 
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17. (Previously Presented): The secure server of claim 16, wherein the instructions 

further cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the electronic data token and 

specifies an amount of a second payment from the payer to the payee; 

process the second payment using the financial account information represented by the 

electronic data token; and 

forward at least a portion of the second payment to the payee. 

18. (Previously Presented): The secure server of claim 17, wherein the representation of 

the electronic data token is the electronic data token. 

19. - 21. (Cancelled) 

22. (Previously Presented): The secure server of claim 19, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure S(<:h.'t_h,u 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Previously Presented): The secure server of claim 16, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

29. (Previously Presented): The secure server of claim 16, wherein the electronic data 

token enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 
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30. (Previously Presented): The secure server of claim 16, wherein the secure server 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 
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c':{:;X;,;_;_t\.f \,!'.c:;_,,;,_\,.,'.'.\\!:.'.\\!.\l!i! .. '''""'''''·''ic'·-,,+,0+,-,1-,;,-,+,,'i'+,,-,,,,,,,",,',-an electronic data token 

representing :J;;Jinancial account information -;;,,,<l_,,,;,,~·l':,···l'l<l··S~·~-,,K··f'i,'~'i,"·,'''~·l'l~,-•s~·~-,,K· 

:.,."c.:\}C:K_ic,'(: __ "c./i·.,.cr.rc:i' .. '.":'''-'··'·('' :sc, __ :}_:T .. '.'.''° .. ':"c.C.1,_,_;_<,,,,_,_,,,, wherein the merchant server 

does not receive the financial account information i;1,1rn,;;;,;::J£d-hy-i,k-il-i:fa.'fl'm:;,~.,.;J.<'lcW·i;i,[&frand 

the secure server does not provide the electronic data token to the payer; 

storing the electronic data token in association with the enrollment data identifying the 

payer; and 

32. (Previously Presented): The method of claim 31, wherein the representation of the 

.... ·-j Formatted: Indent First line: 1" 

electronic data token is the electronic data'''"'"'", ............................................................................. --

33. (Previously Presented): The method of claim 31, wherein the electronic instruction is 

generated using an application programming interface provided to the merchant server by the 

secure server. 

34. (Previously Presented): The method of claim 33, wherein the application 

programming interface is implemented within a website hosted by the merchant server. 

35. (Previously Presented): The method of claim 33, wherein the at least one data element 

associated with the payer is a customer identifier generated by the merchant server to identify the 

payer. 
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36. - 37. (Cancelled) 

38. (Currently Amended): The method of claim 31, wherein the secure ''>::< , __ :,,,,;,· 

connection provides access to the secure server using a static or dynamic ,,,',h·'!<':c,:i-,,,d,,r,,, 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure'"'':\; ,_l,,,,:,· 
connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Previously Presented): The method of claim 31, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

43. (Previously Presented): The method of claim 31, wherein the electronic data token 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

44. (Previously Presented): The method of claim 31, wherein the secure server enables 

the merchant server to process transactions using the financial account information without 

transmitting, processing or storing the financial account information. 

45. (Previously Presented): The method of claim 31, wherein the payment processing 

system is the secure server. 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

comprising: 
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one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

receive enrollment data identifying a payer; 
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r(.C'.:i". < ,_,,'. _ -:hx_,,'(,'l:( __ ih-:,,_;,;,;,:r:_t:'i'l'c,_ :;\(· .. '<,::cc-: :,,;;-,·,;;-, wherein the merchant 

server does not receive the financial account information--f;,i:i-m,;;,,:,h~;I-.\c,y-th;, . .,,,~~;,1-m't',i;,-<.:\f,;;H,3),.,,,,, 

and the secure server does not provide the electronic data token to the payer; 

store the electronic data token in association with the enrollment data identifying 

the payer; and 

process a payment from the payer by 'i:-,;:',.'''i"'i:i,.,,,H_,,.generating a payment 

transaction instruction. ,,s,:J::_th.'_,,,\(.:,_,,:1,),," ;,! _h:,(_,,,,:J (,: _t!J-:_.:\P!. that includes a 

representation of the electronic data token and s'·k,,,,.,,,,,,,,,;,,.f;'·'-:fr,,s-,,,iH-,,g .. ,i,,, .. r,,,)'''''"''" 
i-H'i:S,-si,,'"';:.,.;:rn:,,,,,.,;,,,,.,,,,..,,,:si_;;,,.,,:_a payment processing system having access to the financial 

account information represented by the electronic data token. 

47. (Cancelled) 

48. (Currently Amended): A method of processing a payment"'"";":,_,,::, _from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

providing~_t_\J~~~t-~':-~~t-~)_LJ~~!~JJ:~ _ ;;::::(~t ~·: >'-~ ~,. '-~ ~~: _ 1 (~ _ ~~- ;·~:(. :<" t =~~n·:: _ ~:(. :\-(. r _t~n~ ,._, ~(! 3_ ~::;_ ;~ _ ~,;_:::h ~:~~ i?\..' _ ~ ~-) 

J.it,>:rx.;;;_'r;Jp;;).;.,K.:.'.\'.S.i;,_;n_,_1_;,;;;5.}i· .. 1rr.J,•,,.'.-.'~L an application programming interface (API) that: 

authenticates the payee;_;r_\'. 
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·fa,'l'l-;i:'~>,,;;:n:;::;;f,1!!- a ,;;:"'"m.-,,'·l,nL2/;2:,_resource locator (URL), for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

•:!"•:0,1:,!,sh,;{,;.ub U,: h Clf' the secure socket layer connection _ h_ r:,'~,,,::,~,, _ l,, 

'-'' .. u·_r_r_r, __ ,y;_:_:~,5:1 __ ,y,;J,_s~;U_',_,_U_'Y,.!;:;_r,q_,_r// .. \ .. )t_,_.,_. between the secure server and the payer 

(,s,''/e"·S;,,r:,,·t'.'-'-'X'~; instructions to the payer computing system,_j, __ '\~ib.'.'-'S 

u: :jJ,: _HT[:-'_,,:::,,, ,:,J"c·_:_l,,._:?,'::c:r,,t:::~ '.T:L to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

1m\n:t~·s!!i.U\,U.U~ instructions to the payer computing system, __ ,,u:,,?:Vi.,:?:,, 
.t.'_,_;);_!JTT?.F;,_,_;_;~\' .. i.'.,i.'.'.'.(; __ :i'.,,.>X~U.t.'x;; __ :)I:'_;_.,_ to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 
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information to the merchant server and without providing the electronic data token to the payer; 

processing the payment 1 tol ,,i.,,( u (," h _ ,;::, :oi, :oi ,,ic,_ ·: [:c: ,:,,, ,· r,,, ,i1 _ ,, ,;.,( -: 1>,t_using the financial 

account information provided by the payer;- and 

forwarding at least a portion of the payment "·'-'.,(,_,_,_r:t_to the payee. 

49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL 

that redirects the payer computing system to the secure server. 

13 
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Proposed Claim Amendments 

1. (Currently Amended): A method of processing a payment tram,itetlon from a payer to a 

payee, the method being performed by one or more secure servers, the method comprising: 

ttrovides flr1ancial ac.c.ount registration and. token rt~tcleva1 func.tions tt~at can be 

executed to nrocess the na.v_n1ent transa.cdor1 

authenticates the payee;_ and 

exec.t:tes the f1na,ncial ac.co11nt re1.:~lstration function unon initiation bv the 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

~ts-hlt"):f+flh*~""estnbli shirn2. the secure socket layer connection. in resoonse to 

an rrr~r P recn.test received frorn the _n-1ercba.nt ser\-'er for the t~enerated l)Rl ... between the secure 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 
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bt+t'}'.H-lt~,outm.ittint'. instructions to the payer computing system, in resnonse 

to the HTTP reouest for tht 12,enerated UHL .. to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

rn.,r{;t'>H{;~H.H.ri.m.lltitw instructions to the payer computing system. in resnorrne 

~-.) t'."' LTTI' ,..:>Jd..::< f~:r ,:ic:. :,,, ... ,::..a~ ... x: LRL. to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

an::.1. 

processing the payment transaction bv obtaininR the navrnent amount using the financial 

account information provided by the payer _ancL-··a+H.f forwarding at least a portion of the payment 

ammmt to the payee. 

2. (Previously Presented): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the electronic data token and 

specifying the amount of the second payment from the payer to the payee; 

2 
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processing the second payment using the financial account information represented by 

the electronic data token; and 

forwarding at least a portion of the second payment to the payee. 

3. (Previously Presented): The method of claim 2, wherein the representation of the 

electronic data token is the electronic data token. 

4. - 6. (Cancelled) 

7. (Previously Presented): The method of claim 4, wherein the at least one data element 

associated with the payer is a customer identification number generated by the merchant server 

to identify the payer. 

8. - 11. (Cancelled) 

12. (Currently Amended): The method of claim 1, wherein the secure ~xx:ket ]aver 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data provided by the payer. 

13. (Original): The method of claim 1, wherein the financial account information includes 

at least one of a credit card number or bank account number. 

14. (Previously Presented): The method of claim 1, wherein the electronic data token 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

15. (Previously Presented): The method of claim 1, wherein the secure server enables the 

merchant server to process transactions using the financial account information without 

transmitting, processing or storing the financial account information. 
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16. (Currently Amended): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) to a rnerchant server 

authenticate the payee; 

f<:.:fl.<:.'ff,+e--w:.,neratin!2, a tm-h,<:.:f'S-fr}··uniforrn resource locator (URL) to 

establish a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the 

payer and the payee; or 

a static URL and a hypertext transport protocol (HTTP) 

parameter used by the secure server to identify the payer and the payee; 

e-s-ht,l.l-lfs-h--e~naNi-;hint'. the secure socket layer connection,._LE 

rt~~Donst 10 an rrr·rri request rtcei'ved frorn the .nlerc.hant ser,/er f()r tlie r:.tenerated tJ}tL., between 

4 
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the secure server and the payer computing system within a window or frame that is displayed 

within the webpage provided by the merchant server; 

>'~H'i:fH+i:··OutmrHirwjnstructions to the payer computing system,._Ln 

re:monse to tht HTTP reouest for the 12,enerated UHL .. to render a financial account registration 

request form, within the window or frame that is displayed within the webpage provided by the 

merchant server, that provides functionality for the payer to provide financial account 

information; and 

<)H-tpHt-outrn.JttinR instructions to the payer computing system,jn 

re:monse to tht HTTP reouest for the 12,enerated UHL .. to encrypt the financial account 

information provided by the payer and transmit the encrypted financial account information to 

the secure server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receive the financial account information provided by the payer via the secure 

socket [aver connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 

exec.ute a token retrie\/t:li functl(n1 uoon initiation bv the _n1erc.hant server bv the 

t,Htv:\d(:.o·J:iroviding_an electronic data token, representing the financial 

account information provided by the payer, to the merchant server without providing the 

financial account information to the merchant server and without providing the data token to the 

payer; ?!.~!,~ 
. ,. . . ' 

f.ttnerat1nf~t a D~~rvrnent tra.rt3a(~t1on 1nstruc.t1on to Df(H.:.ess the D{rv-.n-1er1t 

transa.c,tion usint~ the f'ina.ncial acco11nt lr1f(;r111ation orovid.ed bv tl1e DH\/er 11sint~ the f'ina.ncial 

account ret~istra.tJon ·fl_t11ction~ and 

process the payment transaction bv obtiinint'. the navment amount using the 

financial account information provided by the payer_;,1.n<.i-'··H-H{t forward at least a portion of the 

payment to the payee. 
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17. (Previously Presented): The secure server of claim 16, wherein the instructions 

further cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein the 

second payment transaction instruction includes a representation of the electronic data token and 

specifies an amount of a second payment from the payer to the payee; 

process the second payment using the financial account information represented by the 

electronic data token; and 

forward at least a portion of the second payment to the payee. 

18. (Previously Presented): The secure server of claim 17, wherein the representation of 

the electronic data token is the electronic data token. 

19. - 21. (Cancelled) 

22. (Previously Presented): The secure server of claim 19, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

23. - 26. (Cancelled) 

27. (Currently Amended): The secure server of claim 16, wherein the secure socket )aver 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

28. (Previously Presented): The secure server of claim 16, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

29. (Previously Presented): The secure server of claim 16, wherein the electronic data 

token enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

6 

124452.00122/130485464v. l 



Ex.1002 / Page 125 of 710 
M&A Ventures, LLC et al

Application No. 16/535,424 Docket No.: 124452.00122 

30. (Previously Presented): The secure server of claim 16, wherein the secure server 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

31. (Currently Amended): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

receiving enrollment data identifying--H:·t-M'}'S:.'f the naver; 

' ' ~rt,. ~Jd \ ..:\,. 1,_. u t ,. t.J,1 \ -.>.: . ., 

.nrO\/idint~ auther1tication creder1tia]s to the i\I~~ to ~~~sta.bLish a11 authendcated session, the 

. . . ; 

otH.ptHtt.ng 1nslruct1ons to 1~-le paver cornptJtt.ng s\~~~lt:rn 

naver 10 nro;.:idt: finartcial ac.c.otlnt inforrnation· pre, 
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receh11Et the electronic data token frorn Uw ~,ecure server, wherein the merchant server 

does not receive the financial account information represented by the electronic data token and 

the secure server does not provide the electronic data token to the payer; 

storing the electronic data token in association with the enrollment data identifying the 

payer; and 

processing a payment from the payer by f.'le·r~t.n:m0i{,Hclly--generating a payment transaction 

instruction .. usint~ the toktn retrieval functton of the APL. that includes a representation of the 

electronic data token and instructs a payment processing system having access to the financial 

account information represented by the electronic data token. 

32. (Previously Presented): The method of claim 31, wherein the representation of the 

electronic data token is the electronic data token. 

33. (Previously Presented): The method of claim 31, wherein the electronic instruction is 

generated using an application programming interface provided to the merchant server by the 

secure server. 

34. (Previously Presented): The method of claim 33, wherein the application 

programming interface is implemented within a website hosted by the merchant server. 

35. (Previously Presented): The method of claim 33, wherein the at least one data element 

associated with the payer is a customer identifier generated by the merchant server to identify the 

payer. 

36. - 37. (Cancelled) 
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38. (Currently Amended): The method of claim 31, wherein the secure socket laver 

connection provides access to the secure server using a static or dynamic -u-n-i-v~7f'~d--uniforrn 

resource locator (URL). 

39. (Cancelled) 

40. (Currently Amended): The method of claim 31, wherein the secure socket )aver 

connection is synchronous or asynchronous with a process, performed by the merchant server, to 

receive enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Previously Presented): The method of claim 31, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

43. (Previously Presented): The method of claim 31, wherein the electronic data token 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

44. (Previously Presented): The method of claim 31, wherein the secure server enables 

the merchant server to process transactions using the financial account information without 

transmitting, processing or storing the financial account information. 

45. (Previously Presented): The method of claim 31, wherein the payment processing 

system is the secure server. 

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee, 

compnsmg: 

one or more computer processors; and 
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non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

receive enrollment data identifying a payer; 

the a.uthenticatior1 credentia1s iderrtifvintI the na\;ee and. authentic.atin~1~ the 

oulDUltinfl instruc,ticnts 

; ..... . ; 

f1U\ler to DfO\/t(ie t1nanc.1aJ ' ano 

financ.ia,l 
. ,... ,, 

acc.ount 1ntorn1at1on b,/ the naver ar1d tra.nsr11it the encr\/f)ted t1nar1c.ial 
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server does not receive the financial account information represented by the electronic data token 

and the secure server does not provide the electronic data token to the payer; 

store the electronic data token in association with the enrollment data identifying 

the payer; and 

process a payment from the payer by t,l-e-<:.,ih'.lfl.tf'H-bly--generating a payment 

representation of the electronic data token and -;.ol·e-<:.'iF<J,'l·}<:.,,ifry--trn-n-s,,n-i-Hi•Hf,;-+1w--p,iyrn-e-n-t 

ImHS-i:K'i11.'JH-·+Hc3-t:n:wi+tWt·+e··instructs a payment processing system having access to the financial 

account information represented by the electronic data token. 

47. (Cancelled) 

48. (Currently Amended): A method of processing a payment transaction from a payer to 

a payee, the method being performed by one or more secure servers, the method comprising: 

. . 
to the ~n1erctt1nt ser\/e~c 

authenticates the payee;Jmd 
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t,;{;I'h:~rn-tf.'f%1enen.tting a l,mi-,,-~:~FSitl·unifonn resource locator (URL), for 

establishing a secure socket layer connection via the internet between the secure server and the 

payer computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

-e,s+a.t,.i+i-Ghf.oB-esta.bli~,hinf2, the secure socket layer connection, in resoom,e to 

an HTTP n.,quest received fz.,r tht 12.enerated URL. between the secure server and the payer 

<c¾i+p-~i+soutnutUm~ instructions to the payer computing system. in reln;onse 

to the }ITTP reciue~,t for the Renera.ted URL to render a financial account registration request 

form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

{iu+pu-ssoutnuttint; instructions to the payer computing system, in re~in011se 

to the HTTP nx1uest f:)r the Penen.n\c_:d URL. to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

' ,Jllu 
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. ' . . . . 
t~enera.Ur1~; a. 1Ja,.:n1ent transac.t1on 1r1struct1on to l)roc.ess t~·1e na,/.n1e11t tra11sact1on 

processing the payment transaction bv obtainitrn the navrnent arnount using the financial 

account information provided by the payee··· and 

forwarding at least a portion of the payment mnount to the payee. 

49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL 

that redirects the payer computing system to the secure server. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment transaction from a payer 

to a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers ,,,,,,;-10 a rm:rclnnt :Stcl\'(cr;_?"-'-'-''-'-'-'-'-"':-" 

, ; (· '..' ,;, i'.'. _ 1 '. •. :i ,:,,,, ,;, ~;:_::__,;m,:L,!!2...'.-.~~?,~~;L,,.!Li'f.'LL.\.U:..s,.,!iDS!, an application programming interface 

(API) that: 

provides financial account registration and token retrieval functions that can be 

executed to process the payment transaction; 

provides access to the financial account registration and token retrieval functions 

receives, from the merchant server via the API, at least one data element 

associated with the payer and a payment amount from the payer to the payee; 

authenticates the payee; and 

executes the financial account registration function, upon initiation by the 

merchant server, by: 

generating a universal resource locator (URL), for establishing a secure 

socket layer connection via the internet between the secure server and the payer computing 

system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establishing the secure socket layer connection, in response to an HTTP 

request received from the merchant server for the generated URL, between the secure server and 

the payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputting instructions to the payer computing system, in response to the 

HTTP request for the generated URL, to render a financial account registration request form, 

within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 
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outputting instructions to the payer computing system, in response to the 

HTTP request for the generated URL, to encrypt the financial account information provided by 

the payer and transmit the encrypted financial account information to the secure server, via the 

secure socket layer connection, without providing the financial account information to the 

merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

executing a token retrieval function, upon initiation by the merchant server via the API, 

by: 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

and 

generating a payment transaction instruction to process the payment transaction 

tj1e financial a_c_c_ollllt_ infor:tnatio11 provide~ 

;,;;; ,i\UUi!L!ni'i?iL'.,,.L,;D_)_s~C:.\_j_?,,,_)Jc'_'c_,L;,;JXforwarding at least a portion of the payment 

amount to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

2 
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment transaction from a payer 

to a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers and 1o a rm:rclnnt :Stci\·(cr, an application 

programming interface (API) that: 

provides retrieval function~\ that can be 

executed to process the payment transaction; 

retrieval function.-~: to ;.,.-tJJs .... merchant server providing a webpage to a payer computing system 

used by the pa)1er-H-,;;,,<':iN,,,'<:>•\l•,Ni:,'i':i,H\'•'li':i!\Wi\,?i;fim,;t;"'';Hs.,i\<NH:>lif'::'i"2J:,H'":'S. ....................................... . 

,,:;.:;,,,,,:·,. _h,,:,_::-,;· :,::>::,~,:,! _s,·,\,':_ ,. ::; ;:;,: .:\?i,at least one data element 

associated with the payer and ,,i?''""''"'"--'''+'·d'*"i'*·''+·'-,,;,-;:,:+,"'·"'''"--,,.!:E:.!7.'~~m .. '\T.'~;;,:_::_from the 

payer to the payee; 

authenticates the payee;_,\, 

g;;_, ,u.:tru;_)!!!'i,H<ik ::•a universal resource locator (URL t for establishing a 

secure socket layer connection via the internet between the secure server and the payer 

computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

~,5:,,,U,i.U.,,K,~>,Nh<;,s-\,%-the. secure. socket layer. connection, .. ,D . .EiiI.'lf.I'.: .'.~• 

server and the payer computing system within a window or frame that is displayed within the 

webpage provided by the merchant server; 

;EU\,g,,,JJL(>:,i';r:,,h~nstructions .to the payer computing. system.,.\'. :\ ,: : :n, ,, :. 

,,:, _;:,:: .,-f:'T? r:c::c::,'~'. ;,:, : .' }:,: ).-:c ,:,'u, :c:\. :/t'. , ... to render a financial account registration request 

124452.00122/130191978v.4 

:_commented [JRK1]: [0028] and [0032] ____________________________ ) 

.: Commented [JRK2J: moved down " 
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: secure server "generates a payment t!MSaction instruction'.', I : 
:.t~it'd~e:1ll?t~ a~c11t~tet?t~cit~ tllatst~?t11tt~et~?"'il:.. . 

i Commented [JRK4]: the secure server executes the : 
• "finaocial account registration function'.' (e.g., FIGS. 4a-4g) • 
: upon initiation by the merchant server (see the "request'' : 

:,J>t?Clls~e~~t ste:P~!6! ........................................................ ) 
.. j Commented [JRKS]: Note that this step is part of the • 

: financial account registration function executed by the secure : 

(~efll~r(s)__ ........................................................................... • 

Commented [JRK6]: Note that this step is part of the 
financial account registration function executed by the secure 
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request is 

nnt registration function executed by these 
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form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

~',L\',iLL:,L'.l<')i:l<'Ji''•instructions to. the. payer_ computing systern,,tu:til,'.2I,'.·I 

u, :jJ,: _H ! _[? _,,:::,:, ,:,J,,,·_,_l:,._,?,',:c:r:,t:>~ '.T:L. to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

;,,,__,,,;,,x,,,;,;,--,i.,-t,,,,,,,,,,,'-::f--,i,--,--r,,,)'-:-:,c'"'-,,,,,,,,,,,.::-,\;c:-,,-;,,,,.,,,-,i.,,,-::,,,,-jreceiving the financial 

account information provided by the payer yiathe_secure socket layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

information provided by the payer; and 

:)l<X(:ssrn::: the na,rn,cnt 1 ,ansactiou h,:Jorwarding at least a portion of the payment 

J:fa,,:r,,_to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

2 
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment transaction from a payer 

to a payee, the method being performed by one or more secure servers, the method comprising: 

providing, by the one or more secure servers, an application programming interface (API) 

that: 

provides 

executed to process the payment transaction; 

provides access to 

retrieval function.J;· to a merchant server providing a webpage to a payer computing system used 

by the 

fiXt,,'l,.'3 h,m the meti;ha,11 sene, via ilk, A.Y[ at least one data element 

associated with the payer and ;,1;;,s-1cfa,s--,l1c<c:'-+,m;,,,mt-;:>f-1-h;,-1'l<±y,Tuc,Bl--a :Javmem ::tmount from the 

payer to the payee; 

authenticates the payee;_ aud 

secure socket layer connection via the internet between the secure server and the payer 

computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

system within a window or frame that is displayed within the webpage provided by the merchant 

server; 
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form, within the window or frame that is displayed within the webpage provided by the merchant 

server, that provides functionality for the payer to provide financial account information; and 

to th,c HTTF tl,oue;:, for 1h, ;?<;,fa:rnttcd L RL to encrypt the financial account information 

provided by the payer and transmit the encrypted financial account information to the secure 

server, via the secure socket layer connection, without providing the financial account 

information to the merchant server; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

1r,ms;Ktio1, using the financial account information provided by the payer; and 

forwarding at least a portion of the payment mno,mt to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

2 
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment tfo:Jsactt,m from a payer 

to a payee, the method being performed by one or more secure servers, the method comprising: 

;sroviding.bx:ht '))/ ')i :::m;r ,;;;;;lJf .F)yqJan_applicationprogramnring_interface_(API) 

that: 

element associated with the payer and specifies the amount of the payment from the payer to the 

payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

124452.00122/130191978v.3 

j Commented [AM1]: 0055 "a secure server or combination! 
(~~seiy~rs~olll~risini;: t~e"':P_I en~i~e:'... · 



Ex.1002 / Page 142 of 710 
M&A Ventures, LLC et al

Application No. 16/535,424 Docket No.: 124452.00122 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

account information provided by the payer via the secure socket layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 
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16. (Proposed Amendment): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) configured to: 

merchant server providing a webpage to a payer computing system used by the payer,-,h,·Js~ 

;;<;,m:rnte a payment transaction instruction that incbks i,J'2.-l:u4iB;,;•at least one data element 

associated with the payer and S't»~i2>'i)'Hlf··St)(ci:iti'c', an amount of the payment from the payer to 

the payee; 

authenticate the payee; 

generate a universal resource locator (URL) to establish a secure socket 

layer connection via the internet between the secure server and the payer computing system, the 

URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establish the secure socket layer connection between the secure server and 

the payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

output instructions to the payer computing system to render a financial 

account registration request form, within the window or frame that is displayed within the 

webpage provided by the merchant server, that provides functionality for the payer to provide 

financial account information; and 
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output instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receive the financial account information provided by the payer via the secure 

connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 

provide an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the data token to the payer; 

store the financial account information provided by the payer; 

process the payment using the financial account information provided by the 

payer; and 

forward at least a portion of the payment to the payee. 

19. (Cancelled): The secure server of claim 16, wherein the payment transaction 

instruction is generated by the merchant server using the application programming interface 

provided by the secure server. 

20. (Cancelled): The secure server of claim 19, wherein the payment transaction 

instruction is generated using a token retrieval function of the application programming interface 

provided to the merchant server by the secure server. 

48. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

4 
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providing an application progrannning interface (API) that: 

server providing a webpage to a payer computing system used by the payer,-1h~- to f'.( n<;,tdl'c' ,i 

payment transaction instruction i-nelfa!i0;,g-1.ha1 t;idudes at least one data element associated with 

the payer and S'/l!Nlci:,'-f;Ji,;-srn:;~i Les the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

5 
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providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

6 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment tfo:Jsactt,m from a payer 

to a payee, the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

payment transaction instruction that includes at least one data element associated with the payer 

and specifies the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 
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information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 

16. (Proposed Amendment): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

2 
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provide an application progrannning interface (API) configured to: 

merchant server providing a webpage to a payer computing system used by the payer,-J,iJ;,-jQ_ 

;?:-c:rncrmrc :1 payment transaction instruction t)1;1t inchcb; ifa,il,,fr:cg-at least one data element 

associated with the payer and ,;f~«-il\-i;::,g-;;Drcctftt:s an amount of the payment from the payer to 

the payee; 

authenticate the payee; 

generate a universal resource locator (URL) to establish a secure socket 

layer connection via the internet between the secure server and the payer computing system, the 

URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establish the secure socket layer connection between the secure server and 

the payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

output instructions to the payer computing system to render a financial 

account registration request form, within the window or frame that is displayed within the 

webpage provided by the merchant server, that provides functionality for the payer to provide 

financial account information; and 

output instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receive the financial account information provided by the payer via the secure 

connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 
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provide an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the data token to the payer; 

store the financial account information provided by the payer; 

process the payment using the financial account information provided by the 

payer; and 

forward at least a portion of the payment to the payee. 

19. (Cancelled): The secure server of claim 16, wherein the payment transaction 

instruction is generated by the merchant server using the application programming interface 

provided by the secure server. 

20. (Cancelled): The secure server of claim 19, wherein the payment transaction 

instruction is generated using a token retrieval function of the application programming interface 

provided to the merchant server by the secure server. 

48. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

server providing a webpage to a payer computing system used by the payer;-{h" 1c, pe rncnthc _;1 

payment transaction instruction tt!d""°ii,,ig-1.bd t:Jclwles at least one data element associated with 

the payer and ~t,;~mJ:HBf·•We,:i ties the amount of the payment from the payer to the payee; 

authenticates the payee; 
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generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

transaction instruction '''"·>t::l·H•:Hh:_i:c(. i;(b._at least one data element associated with the payer 

and "f'"'<2+,\-l,'<,~·,2;_c;_\)~{::c:.the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 
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information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 

16. (Proposed Amendment): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

2 
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provide an application progrannning interface (API) configured to: 

merchant server providing a webpage to a payer computing system used by the payerA),,:• 

~/,.'.'.''./T.'c:.::.Payment transaction instruction ,_\:,j;_,c;_:_:y\,f ;,,,,.,,,,"'fa,g·at least one data element 

associated with the payer and ,,,'«,~•ii;::,,,;\·Uls,~.,L,L an amount of the payment from the payer to 

the payee; 

authenticate the payee; 

generate a universal resource locator (URL) to establish a secure socket 

layer connection via the internet between the secure server and the payer computing system, the 

URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establish the secure socket layer connection between the secure server and 

the payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

output instructions to the payer computing system to render a financial 

account registration request form, within the window or frame that is displayed within the 

webpage provided by the merchant server, that provides functionality for the payer to provide 

financial account information; and 

output instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receive the financial account information provided by the payer via the secure 

connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 
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provide an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the data token to the payer; 

store the financial account information provided by the payer; 

process the payment using the financial account information provided by the 

payer; and 

forward at least a portion of the payment to the payee. 

19. (Cancelled): The secure server of claim 16, wherein the payment transaction 

instruction is generated by the merchant server using the application programming interface 

provided by the secure server. 

20. (Cancelled): The secure server of claim 19, wherein the payment transaction 

instruction is generated using a token retrieval function of the application programming interface 

provided to the merchant server by the secure server. 

48. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

server providing a webpage to a payer computing system used by the payer,-+b, i(, .. :c',: ,:c:J°d'c _:, 

payment transaction instruction ,-,,1°k;(,-,,g-1[,,,, c'J;,,,,,,k:c: at least one data element associated with 

the payer and ~--s;;,,:,h-u,:--H/s;rJ;_s~i_the amount of the payment from the payer to the payee; 

authenticates the payee; 
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generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 
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Proposed Claim Amendments 

1. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

server providing a webpage to a payer computing system used by the payer;··-th<;.o to 12.enerate a 

payment transaction instruction icn·du-d+Hg--that includes at least one data element associated with 

the payer and ~,13--e{,i-fyi-ng-,-;_necjfies the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 
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storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is 

generated by the merchant server using the application programming interface provided by the 

secure server. 

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is 

generated using a token retrieval function of the application programming interface provided to 

the merchant server by the secure server. 

16. (Proposed Amendment): A secure server that processes a payment from a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure server to: 

provide an application programming interface (API) configured to: 

merchant server providing a webpage to a payer computing system used by the payer;--i1'1t.,-'._t;2 
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~~e.nerat.e it payment transaction instruction that includes inf.,kidi-ng--at least one data element 

associated with the payer and S·f·ef+t\i-ng--snecifies an amount of the payment from the payer to 

the payee; 

authenticate the payee; 

generate a universal resource locator (URL) to establish a secure socket 

layer connection via the internet between the secure server and the payer computing system, the 

URL comprising either: 

a dynamic URL generated by the secure server for the payer and 

the payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 

used by the secure server to identify the payer and the payee; 

establish the secure socket layer connection between the secure server and 

the payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

output instructions to the payer computing system to render a financial 

account registration request form, within the window or frame that is displayed within the 

webpage provided by the merchant server, that provides functionality for the payer to provide 

financial account information; and 

output instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receive the financial account information provided by the payer via the secure 

connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance with one or more information security 

standards; 

provide an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the data token to the payer; 

store the financial account information provided by the payer; 
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process the payment using the financial account information provided by the 

payer; and 

forward at least a portion of the payment to the payee. 

19. (Cancelled): The secure server of claim 16, wherein the payment transaction 

instruction is generated by the merchant server using the application programming interface 

provided by the secure server. 

20. (Cancelled): The secure server of claim 19, wherein the payment transaction 

instruction is generated using a token retrieval function of the application programming interface 

provided to the merchant server by the secure server. 

48. (Proposed Amendment): A method of processing a payment from a payer to a payee, 

the method being performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

server providing a webpage to a payer computing system used by the payer,--t:t'h':, to %ff,nernte a 

payment transaction instruction f+K,~-Hfl~-Hg--that jndudes at least one data element associated with 

the payer and ·j}'h.~,df:Ang--~pecifies the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 
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a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a window or frame that is displayed within the webpage 

provided by the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain compliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 
Attachments: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Monday, January 9, 2023 4:23 PM 
Aziz, Majeed 
U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
124452-00122 Proposed Claim Amendments(130191978.1 ).docx 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ......................................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff' 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ng(wbhnkrome.cor.1 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 

Aziz, Majeed 
Tuesday, January 10, 2023 12:02 PM 
King, Jonathan R. 

Subject: 
Attachments: 

RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
16535424 - v2 ma.docx 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com> 

Sent: Monday, January 9, 2023 4:23 PM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ................................................................................................................................................................................................................................................................................................................. ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff' 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ng(wbhnkrome.cor.1 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Jonathan 

Jonathan R. King I dL.~\,\!k.,~t),\.-·i,: 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(@blankrome.corn 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 

Aziz, Majeed 
Tuesday, January 10, 2023 3:26 PM 
King, Jonathan R. 

Subject: 

Attachments: 

RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
16535424 - v4 ma.docx 

My comments. I'll follow up with a call. 

From: King, Jonathan R. <jonathan.king@blankrome.com> 
Sent: Tuesday, January 10, 2023 2:52 PM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ......................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

My edits/comments are attached. Please feel free to call me at the number below if you think that'd be helpful. 

Jonathan 

Jonathan R. King I BU\N KHO!\·F: 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.kingcwbhnkrome.cor.1 

From: Aziz, Majeed <!Vlaieed.!\ziz((i:>USPTO.COV'> 

Sent: Tuesday, January 10, 2023 12:02 PM 
To: King, Jonathan R. <ion,:ithan kin~t(i.i.lbbnkron:,~.com> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <ionatt-v,n.kin:~~(cbbi.:.mkrnme.com> 

Sent: Monday, January 9, 2023 4:23 PM 
To: Aziz, Majeed <i\i!ak:i::d.i\)~il(::.1U5PTO.GO\/> 

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' GUi<.:tk ,:,f USH'D. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t .................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Examiner Aziz: 
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Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne"corn 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Friday, January 13, 2023 11 :08 AM 

To: Aziz, Majeed 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
Attachments: 124452-00122 Proposed Claim Amendments 2023-01-13(130214962.1 ).docx 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ................................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Thank you again for taking so much time to move this application toward allowability. Attached are a few requested 
changes. Can I tell the client that the attached claim 1 would be allowable? We have no issue filing a Terminal 
Disclaimer referencing both granted patents. 

If so, I'll get their feedback and prepare a full claim set with mirrored claim language. 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff' 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ng(wbhnkrome.cor.1 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Thursday, January 12, 2023 8:39 PM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

I think we are closer now. I made some small tweaks. Would need to see the full claim set with mirrored claim language 
and we would need to file the two TDs discussed earlier. Let me know how you wish to proceed. 

Best, 

Majeed 

From: King, Jonathan R. <ionatt-v,n.kin:~~(cbbi.:.mkrnme.com> 

Sent: Thursday, January 12, 2023 4:10 PM 
To: Aziz, Majeed <i\.'L:de,:,d.AzizQ~,"lUSPTO.GO\/> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

! L 0\UTiO:\L This email has originated fr(m-, ,.,, ;;oun:.~: Guts!J~: (,f USPTU. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ...................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Majeed: 
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Attached is a claim that I think includes the features you are looking for. Please let me know. I haven't spoken 

to the client technical team yet, but I think my proposed claim is technically accurate. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne.corn 

From: Aziz, Majeed <iV!tiii,:t~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Tuesday, January 10, 2023 3:26 PM 
To: King, Jonathan R. <ionathtin.kinR(ii'lbL,:nh'ome.con-1> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

My comments. I'll follow up with a call. 

From: King, Jonathan R. <ionatl·,.,m.king,:'1.iblankrorne .. con-1> 

Sent: Tuesday, January 10, 2023 2:52 PM 
To: Aziz, Majeed <l\i],,1ieed.Am\i}lUSFTO.C,O\/> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Majeed: 

My edits/comments are attached. Please feel free to call me at the number below if you think that'd be helpful. 

Jonathan 

Jonathan R. King I BLAN l<ROiVlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.k1ng.(ivblankrornesmn 

From: Aziz, Majeed <i\-'L,:ie 1:,dJ\zizQ~,'lUSPTO.GO\/> 

Sent: Tuesday, January 10, 2023 12:02 PM 
To: King, Jonathan R. <ionatt-v,n.kin:~~(l't'lb!.:.mkrnme.com> 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <i,x1,:ithan.kingQ.~1bbnkrorrH~.com> 

Sent: Monday, January 9, 2023 4:23 PM 
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To: Aziz, Majeed <i\ilaie,;.,d.Aziz@USFTO.CiOV> 

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I BLAN l(ROi\/H:: 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingfwblankrorneocon-1 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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To: King, Jonathan R. <ion;:1thanJ:ing@bbnbon-1;:,.rnn-1> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <jonatl·1an.ki!·wiF'blankrurnccrn-r1> 

Sent: Monday, January 9, 2023 4:23 PM 
To: Aziz, Majeed <i\ilaie,;.,d.Aziz@USFTO.CiOV> 

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingfwblankrnrneocon-1 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Jonathan, 

Aziz, Majeed 
Thursday, January 19, 2023 8:53 AM 
King, Jonathan R. 
16535424 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent&. Trademark Office 
(571} 210 5046 I (571} 273-5722 (fax} 
Ma ieed .Aziz fill uspto,gov 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Thursday, January 19, 2023 10:11 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ·································································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ngcwbhnkrome.cor.1 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 
United States Patent & Trademark Office 
{571} 210 5046 I {571} 273-5722 (fax) 

Ma ieed.Aziz@uspto.gov 

************************************************************************************************** 
****** 
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This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Aziz, Majeed 
Thursday, January 19, 2023 10:19 AM 
King, Jonathan R. 
RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <jonathan.king@blankrome.com> 
Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ .................................................................................................................................................................................................................................................................................. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I BI./\N KHO!Vff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <!\,.1aiee(J.i\zil,.ii!USPTO.GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <jonathan.kingi1i.,b!,,nkron,e.con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 

(571) 270 5046 I (571) 273.5722 (fax) 

!\t1aieed.Azi1.(wuspto.gov 
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************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Thursday, January 19, 2023 10:54 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ································································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\)~il(::.1U5PTO,GOV> 

Subject: RE: 16535424 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I BU\i\iKf~Ol\ilE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(a;blankmme.corn 

From: Aziz, Majeed <IV:ai,~ed.1\,'.iz;WU~,PTO.GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
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To: King, Jonathan R. <ion;:1thanJ:ing@bbnbon-1;:,.rnn-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571} 270 5046 I {571} 273~5722 (fax) 
Ma ieed ,Aziz(w uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 

intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Aziz, Majeed 
Thursday, January 19, 2023 12:38 PM 
King, Jonathan R. 
RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <jonathan.king@blankrome.com> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ .................................................................................................................................................................................................................................................................................... ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BI./\N KHO!Vff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <!\,.1aiee(J.i\ziz..-1i!USPTO.GOV> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <jonathan.kingi1i.,b!,,nkron,e.con-1> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <IV!tii;,:i~d.1\ziz(i5.lU~,Vi-U GOV> 

Subject: RE: 16535424 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 
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Jonathan R. King I BU\i\iKf~O!\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(@blankrome.corn 

From: Aziz, Majeed <iV!tii;,:i~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathtin.kingit1bL,:nhrcme.con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571} 270 5046 I {571} 273-5722 (fax) 
Ma ieed .Aziz(w uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Aziz, Majeed 
Thursday, January 26, 2023 8:20 PM 
King, Jonathan R. 
RE: 16535424 

Jonathan, any update? 

Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ ........................................................................................................................................................................................................................................................................................ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BI./\N KHO!Vff 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <IV!tiii,:r~d.1\ziz(i5.lU~,PT'U GOV> 

Subject: RE: 16535424 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 
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Jonathan 

Jonathan R. King I dL.~\,\!k.,~t),\.-·i,: 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(@blankrome.corn 

From: Aziz, Majeed <iV!tii;,:i~d . ..-'.'-,ziz(i5.lU~,PTU GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathtin.kingit1bi;,,nhrcme.con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 

{571} 270 5046 I {571} 273-5722 (fax) 
Ma ieed .Aziz(w uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 

23 



Ex.1002 / Page 185 of 710 
M&A Ventures, LLC et al

Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Monday, January 30, 2023 10:34 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ····································································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 

Sent: Thursday, January 19, 2023 12:38 PM 

To: King, Jonathan R.<jonathan.king@blankrome.com> 

Subject: RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con·1> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\.~~il(::.1U5PTO.GOV> 

Subject: RE: 16535424 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' G:.:i<-:di' ,:,f USHD. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,. 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 

and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BU\i\iKf~Ol\ilE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(a;blankmme.corn 

From: Aziz, Majeed <IV:ai,~ed.1\ziz;WLGPTO.GOV> 

Sent: Thursday, January 19, 2023 10:19 AM 
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To: King, Jonathan R. <ion;:1thanJ:ing@bbnbon-1;:,.rnn-1> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,blankrurnccrn-r1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\ila\e,;.,cLAzi~:(.'c)USVl'O.CiOV> 

Subject: RE: 16535424 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrnrneocon-1 

From: Aziz, Majeed <i\i!ak:t::dJ,~~iz(::.lU5PTOGO\/> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <\onat!-v,n.kin,;~(l't;LJ!.:.mkrnme.com> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
(571) 210 5046 I (571) 273-5722 (fax} 
Ma ieed.Aziz@uspto.gov 

************************************************************************************************** 

25 



Ex.1002 / Page 187 of 710 
M&A Ventures, LLC et al

****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <ionathan.kin;!(ii)biankronw.con,> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <jonathan.king(ii}bi,,nkron,e.um-1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\,.1aiee(J/\ziz,.li!USPTO.GOV> 

Subject: RE: 16535424 

! U\UT!U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'l'G. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ......................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... ... 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I SL.1\Nl<RO\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng(i.i.lblankrome.com 

From: Aziz, Majeed <i\ilaie,;.,cLAziz(i.'c~USF'l'O.CiOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <jonathan.kingfbbiankrurnccorn> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 
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Majeed 

Primary Examiner AU 3695 
United State:; Patent & Tradernark Office 
{.571} 270 5046 I {.571} 2n-sn2 (fax} 
Ma ieed J\ziz@uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Wednesday, February 1, 2023 2:24 PM 

To: Aziz, Majeed 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ·······························································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ngcwbhnkrome.cor.1 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 

Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: 16535424 

Hi Jonathan, 

How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <1onathan.k1n;!(,1b!ankronw.con1> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\)~il(::.1U5PTO.GO\/> 

Subject: RE: 16535424 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' GUi<-:tk ,:,f USHD. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t .................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 
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Jonathan 

Jonathan R. King I BU\i\iKf~O!\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(@blankrome.corn 

From: Aziz, Majeed <iV!tiii,:t~d .. ,'.\ziz(i5.lU~,PT'U GOV> 
Sent: Thursday, January 19, 2023 12:38 PM 
To: King, Jonathan R. <ionathtin.kingit1bL,,nhrcme.con-1> 

Subject: RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <ionatl·,.,m.king,:'1.iblankrorne .. con-1> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <i\.11,,iieed.Am\i}lUSFTO.C,O\/> 
Subject: RE: 16535424 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BLAi\ll(RO!\.'lE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingfwblankrorne.con-1 

From: Aziz, Majeed <i\..'L,:ie 1:,d.A<·:izQ~,'lUSPTO.GO\/> 
Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <ionatt-v,n.kin:~~(l't'lb!,:_mkrome.com> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <i,x,,:ithan.kingq.~,bbnkrorn,~.com> 

Sent: Thursday, January 19, 2023 10:11 AM 

Subject: RE: 16535424 

! U\UT\U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'TG. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ................................................................................................................................................................................................................................................................................................................................................................................................................................................................................. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Hi Majeed: 
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Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne"corn 

From: Aziz, Majeed <iV!tii;,:i~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathtin.kinR(ii~bL,:nh'cme.con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571) 270 5046 I {571) 273--5722 (fax) 

Ma ieed.Aziz@u:;pto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Aziz, Majeed 
Wednesday, February 1, 2023 2:32 PM 
King, Jonathan R. 
RE: 16535424 

Thanks, I'll be awaiting your next update. 

From: King, Jonathan R. <jonathan.king@blankrome.com> 
Sent: Wednesday, February 1, 2023 2:24 PM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ .................................................................................................................................................................................................................................................................................. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 

Jonathan 

Jonathan R. King I BI./\N KHO!Vff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <!\,.1aiee(J.i\zil,.ii!USPTO.GOV> 

Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R. <jonathan.kingi1i.,b!,,nkron,e.con-1> 

Subject: RE: 16535424 

Hi Jonathan, 

How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con1> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\)~il(::.1U5PTO.GO\/> 

Subject: RE: 16535424 
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Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 12:38 PM 
To: King, Jonathan R. <ionathan.kin;!(ii)biankronw.con,> 

Subject: RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <onathan .. kim;(ii}bi,,nkron,e.con-:> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <i\,.1aiee(J/\zizt(i!USPTO.GOV> 

Subject: RE: 16535424 

! U\UT!U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'l'G. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ......................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... ... 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I SL.1\Nl<RO\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng(i.i.lblankrome.rnm 

From: Aziz, Majeed <i\ilaie,;.,cLAziz(i.'c~USF'l'O.CiOV> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <jonathan.kingfbbiankrurnccorn> 
Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <ion;:1than.i•:ing(i\1bbnbon-1;:,.rnn-1> 

Sent: Thursday, January 19, 2023 10:11 AM 

Subject: RE: 16535424 
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Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorneocon-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathan.kin;!(ii)biankronw.con,> 
Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 

(571) 210 5046 I (571) 273-5722 (fax} 
Ma ieed.Aziz@uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Thursday, February 2, 2023 4:42 PM 

To: Aziz, Majeed 
Subject: RE: 16535424 

Attachments: 124452-00122 Full Claim Set 2023-02-02(130485464.1 ).docx 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ................................................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

I spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note 

that: 

• The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: "generating a payment 

transaction instruction, using the token retrieval function of the API, ... " 

• The on IY.~.iff t=rt=~C.t=5.. b.~~\,\/~~r.i .. i~ ~t=p~r.i~~r.1~.C..li:l.iri:1.5..~~.c:11:1~.1. .. a. r~. a.5.. f()llc:,\,\/5. : ... 

estabhshing the sec.ure socket layer connection, in response to an HTTP 

I will file a terminal disclaimer tomorrow. 

I am available if you wish to discuss. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I lonathan.kim:(c'bblankrorne.corn 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 

Sent: Wednesday, February 1, 2023 2:32 PM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 

Subject: RE: 16535424 

Thanks, I'll be awaiting your next update. 

From: King, Jonathan R. <jonathan.king(ii}bi,,nkron,e.com> 

Sent: Wednesday, February 1, 2023 2:24 PM 
To: Aziz, Majeed <i\i1,,1ieed Am:(z'<JUSFTO.C,O\/> 

Subject: RE: 16535424 

! C\UrO:\: This email has originated fr()m a sG;Hu, D,,1:::lde d tr:,?TG PLEASE CONSIDER THE SOURCE before responding, clicking on 
!__links, or opening attachments. 
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Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne.corn 

From: Aziz, Majeed <iV!tii;,:i~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R. <ionathtin.kinR(ii~bL,:nh'ome.con-1> 

Subject: RE: 16535424 

Hi Jonathan, 

How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <jonathan.king(ii.lbl,,nkron,e.com> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <i\.11-,iieed Am:(z'<JUSFTO.C,0\/> 

Subject: RE: 16535424 

Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 

Jonathan 

Jonathan R. King I BLAN l<ROiVlE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.k1ng_(ivblankrornesmn 

From: Aziz, Majeed <i\ilaie,;.,,:LAziz(.'clUSFTO.CiOV> 

Sent: Thursday, January 19, 2023 12:38 PM 
To: King, Jonathan R. <ionathan.kinq<:bblankrurnccorn> 

Subject: RE: 16535424 
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OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,biankrornccrn-r1> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <i\ila\e,;.,cLAzi~:(.'c)USVl"O.CiOV> 

Subject: RE: 16535424 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvbiankrorne.corn 

From: Aziz, Majeed <i\i!ak:t,,dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <ionathan.kin;!(i:,,)b!ankronw.con,> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <jonathan.king(ii}bi,,nkron,e.con-:> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\,.1aiee(J/\zizt(i!USPTO.GOV> 

Subject: RE: 16535424 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I SL.1\Nl<ROi\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng(i.i.lblankrome.com 

From: Aziz, Majeed <i\ila\eHLAziz@USFTO.CiOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
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To: King, Jonathan R. <ion;:1thanJ:ing@bbnbon-1;:,.rnn-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571} 270 5046 I {571} 273~5722 (fax) 
Ma ieed ,Aziz(w uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 

intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Friday, February 3, 2023 10:43 AM 

To: Aziz, Majeed 

Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ··································································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Hi Majeed: 

I got your message. I'll take a look and call you soon, maybe 15 minutes. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: King, Jonathan R. 

Sent: Thursday, February 2, 2023 4:42 PM 

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 

Subject: RE: 16535424 

Majeed: 

I spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note 

that: 

• The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: "generating a payment 

transaction instruction, using the token retrieval function of the API. ... " 

• The on IY.~.if.f.1=r1=~c.1=5.. b.~~\,\/~~r.i .. i~ ~1=p~r.i~~r.1~.C..li:l.ir:r1.5..~~.c:1r.i~.1. .. a. r~. a.5.. f()llc:,\,\/5. : ... 

estabhshing the sec.me socket fayer connection, in response to an HTTP 

I will file a terminal disclaimer tomorrow. 

I am available if you wish to discuss. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~OIVlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ionathan.kim:(c'bblankrorne.corn 
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From: Aziz, Majeed <iV,ai,~ed.i\ziz;WU~,PTO.GOV> 

Sent: Wednesday, February 1, 2023 2:32 PM 
To: King, Jonathan R. <ion;:1thanJ:ing~i,bbnbon-1;:,.rnn-1> 

Subject: RE: 16535424 

Thanks, I'll be awaiting your next update. 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,biankrurne.crn-r1> 

Sent: Wednesday, February 1, 2023 2:24 PM 
To: Aziz, Majeed <i\.'L:de,:,d.Azi .. ,pusvro.GOV> 

Subject: RE: 16535424 

! C..0\UTiO:\L This email has originated fr(HY, ,.:, ;;oun:.~, Guts!J~, (,f USPTU. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ...................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 

Jonathan 

Jonathan R. King I f:3L<',J\JfG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ionathan.kim:(cvbiankrorne.corn 

From: Aziz, Majeed <iV!ak:t::dJ,~:iz(i1USPTO.GO\/> 

Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R. <ionathan.kin;I@biankronw.con,> 

Subject: RE: 16535424 

Hi Jonathan, 

How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <jonathan.king(ii}bi,,nkron,e.con-:> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <!\,.1aiee(U\zizt(i!USPTO.GOV> 

Subject: RE: 16535424 

! U\UT\U,\i: This email has originated :'rn:·n a sG:.m:e cut:;ide d U\!-'TG. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ '''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''''' 
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Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne"corn 

From: Aziz, Majeed <iV!tii;,:i~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathtin.kinR(ii~bL,:nh'cme.con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571) 270 5046 I {571) 273--5722 (fax) 

Ma ieed.Aziz@u:;pto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 

Hi Jonathan, 

Aziz, Majeed 
Friday, February 3, 2023 10:47 AM 
King, Jonathan R. 
RE: 16535424 

I'm in a meeting from 11-1130a, but should be free then until 1. 

Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com> 
Sent: Friday, February 3, 2023 10:43 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ .............................................................................................................................................................................................................................................................................. ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Hi Majeed: 

I got your message. I'll take a look and call you soon, maybe 15 minutes. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: King, Jonathan R. 
Sent: Thursday, February 2, 2023 4:42 PM 
To: Aziz, Majeed <i\i!ak:i::d.i\.~~il(::.1U5PTO,GO\/> 

Subject: RE: 16535424 

Majeed: 

I spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note 
that: 

• The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: "generating a payment 
transaction instruction, using the token retrieval function of the API, ... " 

• The only differences between independent claims 48 and 1 are as follows: 
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establishing the .secure socket fayer connection, in re:spons.e to an HTTP 

r,=,ql'"'·"t' ;i· .... c-0 ·;,re·d·: .i><:<,;<>ci,.ti,,sc.>cl,,.,,::;:,d,e;,«o.l'c,,s_c,>s:,,,,,,._,,_f,,.'f" t1,e o,,o.,,,,.... ... t,"'-'_j TfDT het-<i'-'•"':en. tl· 1e ·<;.e•-1•=· <, . .,..,,,.,,,: ~~,c 
.... ci... J,-'1..,-.3 .:..·, ... , ·~·l. .. ' .............. v .... s:x, ............... h .... ,, ..... ~ .... •.• ................. .il.,'.o. .... .... b._,~-L-.t_ u .._,J:..i ·u .f\...t....:::: v· S,~''!;..... . • - .,._ +2..._, ,,!{'L,Jl .. <l..d.: ... -ui..i...-.... 

I will file a terminal disclaimer tomorrow. 

I am available if you wish to discuss. 
Jonathan 

Jonathan R. King I BU\i\iKf~O!\ilE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingc@blankrome.corn 

From: Aziz, Majeed <!V:ai,~ed.i\ziz;WLGPTO.GOV> 

Sent: Wednesday, February 1, 2023 2:32 PM 
To: King, Jonathan R. <ion;:1thanJ:in~r(ii,bbnbon-1;:,.rnn-1> 

Subject: RE: 16535424 

Thanks, I'll be awaiting your next update. 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,bl,mkrornccrn-r1> 

Sent: Wednesday, February 1, 2023 2:24 PM 
To: Aziz, Majeed <i\ila\e,;.,cLAzi~:(.",~USVl'O.CiOV> 

Subject: RE: 16535424 

Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: Aziz, Majeed <iV!ak:t::dJ,~~iz(i,U5PTOGO\/> 

Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R. <ionathan.kin;!(ii)b!ankronw.con,> 

Subject: RE: 16535424 

Hi Jonathan, 
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How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <jonathan.ki!·wiF'blankrurnccrn-r,> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <i\ilaie,;.,d.Aziz@USFTO.CiOV> 

Subject: RE: 16535424 

Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: Aziz, Majeed <i\i!ak:t,,dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 12:38 PM 
To: King, Jonathan R. <ionat!-v,n.kin:~~(l't'lbi.:.mkrnme.com> 

Subject: RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <onathan .. kim;(ii}bi,,nkrorne.con-:> 

Sent: Thursday, January 19, 2023 10:54 AM 
To: Aziz, Majeed <i\,.1aiee(J/\ziz,.li!USPTO.GOV> 

Subject: RE: 16535424 

! U\UT!U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'TG. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ............................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................. ,,,,,,,,,,,,,,,,,,,,, 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I SL.1\Nl<RO\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I iunathan.ldng(i.i.lblankrome.com 
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From: Aziz, Majeed <iV,ai,~ed.i\ziz;WU~,PTO.GOV> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <ion;:1thanJ:ing~i,bbnbon-1;:,.rnn-1> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,biankrurne.crn-r1> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\.'L:de,:,d.Azi .. ,pusvro.GOV> 

Subject: RE: 16535424 

! C..0\UTiO:\L This email has originated fr(HY, ,.:, ;;oun:.~, Guts!J~, (,f USPTU. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ...................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I f:3L<',J\JfG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 

(215) 569-5432 I ionathan.kim:(cvbiankrorne.corn 

From: Aziz, Majeed <iV!ak:t::dJ,~:iz(i1USPTO.GO\/> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionathan.kin;I@biankronw.con,> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571) 270 5046 I {571) 273--5722 (fax) 

Ma ieed.Aziz@u:;pto.gov 
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************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Friday, February 3, 2023 11 :11 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ···································································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Okay. Give me a call when you are free. 

(A Friday meeting at the Patent Office? That place has changed since I was an examiner.) 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Friday, February 3, 2023 10:47 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: 16535424 

Hi Jonathan, 

I'm in a meeting from 11-1130a, but should be free then until 1. 

Majeed 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con·1> 

Sent: Friday, February 3, 2023 10:43 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\.~~il(::.1U5PTO.GO\/> 

Subject: RE: 16535424 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' G:.:i<-:di' ,:,f USHD. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t .................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Hi Majeed: 

I got your message. I'll take a look and call you soon, maybe 15 minutes. 

Jonathan 

Jonathan R. King I BU\i\iKf~Ol\ilE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingc@blankrome.corn 
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From: King, Jonathan R. 
Sent: Thursday, February 2, 2023 4:42 PM 
To: Aziz, Majeed <i\ilaie,;.,cLAzi~:(.'c)USVl"O.GOV> 

Subject: RE: 16535424 

Majeed: 

I spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note 
that: 

• The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: "generating a payment 
transaction instruction, using the token retrieval function of the API, ... " 

• The differences between independent claims 48 and 1 are as follows: 

es.tahht.hing the secure ""ocket fayer cotmed:ion, in respoma:; to an HTTP 

I will file a terminal disclaimer tomorrow. 

I am available if you wish to discuss. 
Jonathan 

Jonathan R. King I BLAN l<ROi\ilE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng.(ivblankrorne.cmn 

From: Aziz, Majeed <i\.'L::ie<:,dJ\ziz(~.'lUSPTO.GO\/> 

Sent: Wednesday, February 1, 2023 2:32 PM 
To: King, Jonathan R. <ionati'v,n.kin:~~(l't;LJi,:_mkrnme.com> 

Subject: RE: 16535424 

Thanks, I'll be awaiting your next update. 

From: King, Jonathan R. <i,x,,:ithan.kingQ.~1bbnkrorrH~.com> 

Sent: Wednesday, February 1, 2023 2:24 PM 

Subject: RE: 16535424 

! (j\UTiGN: This email has originated frmn a '>(!Ute,, ,)l:t:,id,, d US?TG. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ ........................................................................................................................................................................................................................................................................................................................................................................................................................................................................................ ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Majeed: 

I apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and I imagine they will be 
interested in advancing prosecution. 
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Jonathan 

Jonathan R. King I f:3L<',J\JfG~O!VlE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingc@blankrome.corn 

From: Aziz, Majeed <iV!tiii,:t~d .. ,'.\ziz(i5.lU~,PT'U GOV> 
Sent: Wednesday, February 1, 2023 10:52 AM 
To: King, Jonathan R. <ionathtin.kingit1bL,:nhrcme.con-1> 

Subject: RE: 16535424 

Hi Jonathan, 

How much longer do you anticipate is needed for your client to get in touch with you? I am trying to work with you, but 
if your client is not interested in advancing compact prosecution, I will have to respond with a final rejection. 

Best, 

Majeed 

From: King, Jonathan R. <ionatl·,.,m.king,:'1.iblankrorne .. con-1> 

Sent: Monday, January 30, 2023 10:34 AM 
To: Aziz, Majeed <i\.11,,iieed.Am\i}lUSFTO.C,O\/> 
Subject: RE: 16535424 

Majeed: 

The client has yet to schedule a call to discuss our proposal. I just followed up. 

Jonathan 

Jonathan R. King I BLAN l<ROiVlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.k1ng.(ivblankrornesmn 

From: Aziz, Majeed <i\-'L,:ie,:,dJ\zizQi1USPTO.GO\/> 
Sent: Thursday, January 19, 2023 12:38 PM 
To: King, Jonathan R. <ionatt-v,n.kin:~~(l't'lb!,:_mkrome.com> 
Subject: RE: 16535424 

OK, can you please then give me an update by next Monday? 

From: King, Jonathan R. <i,x1,:ithan.kingQ.~1bbnkrorn,~.com> 

Sent: Thursday, January 19, 2023 10:54 AM 
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To: Aziz, Majeed <i\ilaie,;.,d.Aziz@USFTO.CiOV> 

Subject: RE: 16535424 

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and I put together 
and then I have to prepare a full claim set with mirrored claim language. 

Jonathan R. King I BLAN l(ROi\/H:: 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: Aziz, Majeed <i\i!ak:t,,dJ,~~iz(::.1U5PTOGO\/> 

Sent: Thursday, January 19, 2023 10:19 AM 
To: King, Jonathan R. <ionathan.kin;!(ii)biankronw.con,> 

Subject: RE: 16535424 

Can you get me a response by Monday? 

From: King, Jonathan R. <onathan .. kim;(ii}bi,,nkron,e.con-:> 

Sent: Thursday, January 19, 2023 10:11 AM 
To: Aziz, Majeed <i\,.1aiee(J/\ziz,.li!USPTO.GOV> 

Subject: RE: 16535424 

! U\UT!U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'TG. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ......................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... ... 

Hi Majeed: 

Thank you for following up. I sent our proposed claim to the client and we made plans to discuss, but they haven't 
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our 

response. 

Jonathan 

Jonathan R. King I SL.1\Nl<RO\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng(i.i.lblankrome.rnm 

From: Aziz, Majeed <M.,1ieed .. Aziz@USFTO.C,O\/> 

Sent: Thursday, January 19, 2023 8:53 AM 
To: King, Jonathan R. <ionat\·1.,m.kingfi}biankrorne .. con-1> 

Subject: 16535424 

Jonathan, 

Any update here? I will need to move on the case shortly. 
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Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571} 270 5046 I {571} 273~5722 (fax) 
Ma ieed J\ziz@uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Aziz, Majeed 
Friday, February 3, 2023 12:03 PM 
King, Jonathan R. 
16535424 - vs ma 
16535424 - vs ma.docx 

FYI - for you to incorporate into your next iteration. Thanks. 

Majeed 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Friday, February 3, 2023 2:22 PM 

To: Aziz, Majeed 
Subject: RE: 16535424 - v8 ma 

Attachments: 124452-00122 Full Claim Set 2023-02-03(130485464.2).docx 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ..................................................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Per your feedback, I prepared the attached claims. Please let me know your thoughts. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.ldng_(wbhnkrome.cor.1 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Friday, February 3, 2023 12:03 PM 

To: King, Jonathan R. <jonathan.king@blankrome.com> 
Subject: 16535424 - v8 ma 

FYI - for you to incorporate into your next iteration. Thanks. 

Majeed 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 
Subject: 
Attachments: 

Hi Jonathan, 

Aziz, Majeed 
Saturday, February 4, 2023 3:39 PM 
King, Jonathan R. 
16535424 - v10 ma 
16535424 - v10 ma.docx 

I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primarv Examiner AU 3695 

United States Patent & Trademark Office 
(571) 170 5046 I (571) 173-5722 (fax) 

Ma ieed .Aziz(a.1 uspto,gov 
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Aziz, Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com > 
Monday, February 6, 2023 1 :26 PM Sent: 

To: Aziz, Majeed 
Subject: 16535424 Full Claim Set without Tracked Changes 

124452-00122 Full Claim Set 2023-02-06(130485464.3).docx Attachments: 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ................................................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend 
the claims as we've discussed, but I highly doubt they will have any issue. 

Can I ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under 

section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server: 

• authenticates the payee (merchant); 

• stores the sensitive financial account information in a secure storage location; 

• performs each software process required to maintain compliance with an "information security standard" (e.g., 
the PCI standard, etc.); and 

• provides API functions to the merchant server that: 
o generate the URL for establishing the SSL connection between the secure server and the payer 

computing system; 
o establish the SSL connection (in response to an HTTP request for the URL); 
o output the financial account registration request form, to the payer computing system via the SSL 

connection, that: 
■ encrypts the financial account information; and 
■ transmits the encrypted financial account information; 

o provide a non-sensitive electronic data token (representing the sensitive financial account information) 

to the merchant server (without providing the sensitive financial account information to the merchant 
server or providing the non-sensitive electronic data token to the payer); and 

o process the payment by 
■ generating and transmitting an electronic request requesting the payment amount; 

■ obtaining the payment amount; and 
■ forwarding at least a portion of the payment amount. 

The only differences between claims 1 and 48 are: 

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration 
request form within a window or frame of a webpage provided by the merchant server whereas, in the 
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc. 

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript 
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink 
(pointing to the URL generated by the secure server as recited in the claims). 

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those 
embodiments? Except for claim 1 reciting the formation of a "hybrid webpage" like in DOR, all of the other arguments 
presented in the last Amendment are equally applicable to both embodiments - the actual processing of the payment is 
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a technical process, use of the secure server solves technical problems for the merchant, the combined system 
eliminates redundant computer processing steps, etc. 

I can't thank you enough for taking the time to advance prosecution of claims 1-47 and I look forward to discussing 
claims 48-50. 

Yours sincerely, 
Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne"corn 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Saturday, February 4, 2023 3:39 PM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: 16535424 - vlO ma 

Hi Jonathan, 

I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571) 270 5046 I {571) 273--5722 (fax) 

Ma ieed.Aziz@u:;pto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 
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************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Wednesday, February 8, 2023 10:34 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 Full Claim Set without Tracked Changes 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ···························································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Hi Majeed: 

Thanks again for all the work you've done to advance prosecution. Just following up because I'm curious to hear your 
thoughts regarding claims 48-50 before I reach out to my client to get authorization to amend the claims as we've 

discussed. No rush, though. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.k1ngcwbhnkrome.cor.1 

From: King, Jonathan R. 
Sent: Monday, February 6, 2023 1:26 PM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: 16535424 Full Claim Set without Tracked Changes 

Majeed: 

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend 

the claims as we've discussed, but I highly doubt they will have any issue. 

Can I ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under 

section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server: 

• authenticates the payee (merchant); 

• stores the sensitive financial account information in a secure storage location; 

• performs each software process required to maintain compliance with an "information security standard" (e.g., 
the PCI standard, etc.); and 

• provides API functions to the merchant server that: 
o generate the URL for establishing the SSL connection between the secure server and the payer 

computing system; 
o establish the SSL connection (in response to an HTTP request for the URL); 
o output the financial account registration request form, to the payer computing system via the SSL 

connection, that: 
■ encrypts the financial account information; and 
■ transmits the encrypted financial account information; 
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o provide a non-sensitive electronic data token (representing the sensitive financial account information) 

to the merchant server (without providing the sensitive financial account information to the merchant 
server or providing the non-sensitive electronic data token to the payer); and 

o process the payment by 
■ generating and transmitting an electronic request requesting the payment amount; 
■ obtaining the payment amount; and 
■ forwarding at least a portion of the payment amount. 

The only differences between claims 1 and 48 are: 

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration 
request form within a window or frame of a webpage provided by the merchant server whereas, in the 
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc. 

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript 
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink 
(pointing to the URL generated by the secure server as recited in the claims). 

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those 
embodiments? Except for claim 1 reciting the formation of a "hybrid webpage" like in DOR, all of the other arguments 
presented in the last Amendment are equally applicable to both embodiments - the actual processing of the payment is 

a technical process, use of the secure server solves technical problems for the merchant, the combined system 
eliminates redundant computer processing steps, etc. 

I can't thank you enough for taking the time to advance prosecution of claims 1-47 and I look forward to discussing 
claims 48-50. 

Yours sincerely, 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorneocon-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Saturday, February 4, 2023 3:39 PM 
To: King, Jonathan R. <ionathan.kin;!(i:,,)biankronw.con,> 

Subject: 16535424 - vlO ma 

Hi Jonathan, 

I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
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{571} 210 5046 I {571} 273-5722 (fax) 

Ma ieed.Aziz@uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: Aziz, Majeed 
Sent: 
To: 

Wednesday, February 8, 2023 10:39 AM 
King, Jonathan R. 

Subject: RE: 16535424 Full Claim Set without Tracked Changes 

Jonathan - sorry for the delay here. I think we are in agreement with regard to the claims as you submitted them last to 

me. Once you get final approval, I can then work on the notice of allowability. Can you get that authorization today? 

Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com> 

Sent: Wednesday, February 8, 2023 10:34 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 Full Claim Set without Tracked Changes 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! (j\UTiGN: This email has originated frmn a '>(!Un:,, ,)l:t:,id,, d US?H\ PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
~ .................................................................................................................................................................................................................................................... ,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

Hi Majeed: 

Thanks again for all the work you've done to advance prosecution. Just following up because I'm curious to hear your 
thoughts regarding claims 48-50 before I reach out to my client to get authorization to amend the claims as we've 

discussed. No rush, though. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: King, Jonathan R. 
Sent: Monday, February 6, 2023 1:26 PM 
To: Aziz, Majeed <i\i!ak:i::d.i\.~~il(::.1U5PTO,GO\/> 

Subject: 16535424 Full Claim Set without Tracked Changes 

Majeed: 

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend 
the claims as we've discussed, but I highly doubt they will have any issue. 

Can I ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under 

section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server: 

• authenticates the payee (merchant); 

• stores the sensitive financial account information in a secure storage location; 
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• performs each software process required to maintain compliance with an "information security standard" (e.g., 
the PCI standard, etc.); and 

• provides API functions to the merchant server that: 
o generate the URL for establishing the SSL connection between the secure server and the payer 

computing system; 
o establish the SSL connection (in response to an HTTP request for the URL); 
o output the financial account registration request form, to the payer computing system via the SSL 

connection, that: 
■ encrypts the financial account information; and 
■ transmits the encrypted financial account information; 

o provide a non-sensitive electronic data token (representing the sensitive financial account information) 

to the merchant server (without providing the sensitive financial account information to the merchant 
server or providing the non-sensitive electronic data token to the payer); and 

o process the payment by 
■ generating and transmitting an electronic request requesting the payment amount; 
■ obtaining the payment amount; and 
■ forwarding at least a portion of the payment amount. 

The only differences between claims 1 and 48 are: 

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration 
request form within a window or frame of a webpage provided by the merchant server whereas, in the 

embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc. 
2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript 

or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink 
(pointing to the URL generated by the secure server as recited in the claims). 

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those 
embodiments? Except for claim 1 reciting the formation of a "hybrid webpage" like in DOR, all of the other arguments 
presented in the last Amendment are equally applicable to both embodiments - the actual processing of the payment is 

a technical process, use of the secure server solves technical problems for the merchant, the combined system 
eliminates redundant computer processing steps, etc. 

I can't thank you enough for taking the time to advance prosecution of claims 1-47 and I look forward to discussing 
claims 48-50. 

Yours sincerely, 
Jonathan 

Jonathan R. King I BI./\N KHO!Vff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <!\,.1aiee(J.i\zil,.ii!USPTO.GOV> 

Sent: Saturday, February 4, 2023 3:39 PM 
To: King, Jonathan R. <jonathan.kingi1i.,b!,,nkron,e.con-1> 

Subject: 16535424 - vlO ma 

Hi Jonathan, 
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I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571} 270 5046 I {571} 273-5722 (fax) 
Ma ieed ,Aziz(w uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Wednesday, February 8, 2023 10:55 AM 

To: Aziz, Majeed 
Subject: RE: 16535424 Full Claim Set without Tracked Changes 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments . 
.. ····························································································································································~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Thank you so much. I'm not sure if my client will respond today, but I will let them know that you are hoping they will. 

Jonathan 

Jonathan R. King I BU\N KHO!\·ff 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Wednesday, February 8, 2023 10:39 AM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 

Subject: RE: 16535424 Full Claim Set without Tracked Changes 

Jonathan - sorry for the delay here. I think we are in agreement with regard to the claims as you submitted them last to 

me. Once you get final approval, I can then work on the notice of allowability. Can you get that authorization today? 

Majeed 

From: King, Jonathan R. <ionathan.kin;!(,1blankronw.con1> 

Sent: Wednesday, February 8, 2023 10:34 AM 
To: Aziz, Majeed <i\i!ak:i::d.i\)~il(::.1U5PTO.GO\/> 

Subject: RE: 16535424 Full Claim Set without Tracked Changes 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' GUi<-:tk ,:,f USHD. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t .................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Hi Majeed: 

Thanks again for all the work you've done to advance prosecution. Just following up because I'm curious to hear your 
thoughts regarding claims 48-50 before I reach out to my client to get authorization to amend the claims as we've 

discussed. No rush, though. 

Jonathan 

Jonathan R. King I BU\i\iKf~Ol\ilE 
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One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ioncithan.king(a.lblcinkrome.com 

From: King, Jonathan R. 
Sent: Monday, February 6, 2023 1:26 PM 
To: Aziz, Majeed <i\i!ak:i::d.i\.~~il(::.1U5PTO.GO\/> 

Subject: 16535424 Full Claim Set without Tracked Changes 

Majeed: 

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend 
the claims as we've discussed, but I highly doubt they will have any issue. 

Can I ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under 

section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server: 

• authenticates the payee (merchant); 

• stores the sensitive financial account information in a secure storage location; 

• performs each software process required to maintain compliance with an "information security standard" (e.g., 
the PCI standard, etc.); and 

• provides API functions to the merchant server that: 
o generate the URL for establishing the SSL connection between the secure server and the payer 

computing system; 
o establish the SSL connection (in response to an HTTP request for the URL); 
o output the financial account registration request form, to the payer computing system via the SSL 

connection, that: 
■ encrypts the financial account information; and 
■ transmits the encrypted financial account information; 

o provide a non-sensitive electronic data token (representing the sensitive financial account information) 

to the merchant server (without providing the sensitive financial account information to the merchant 
server or providing the non-sensitive electronic data token to the payer); and 

o process the payment by 
■ generating and transmitting an electronic request requesting the payment amount; 
■ obtaining the payment amount; and 
■ forwarding at least a portion of the payment amount. 

The only differences between claims 1 and 48 are: 

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration 
request form within a window or frame of a webpage provided by the merchant server whereas, in the 
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc. 

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript 
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink 
(pointing to the URL generated by the secure server as recited in the claims). 

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those 
embodiments? Except for claim 1 reciting the formation of a "hybrid webpage" like in DOR, all of the other arguments 
presented in the last Amendment are equally applicable to both embodiments - the actual processing of the payment is 

a technical process, use of the secure server solves technical problems for the merchant, the combined system 
eliminates redundant computer processing steps, etc. 
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I can't thank you enough for taking the time to advance prosecution of claims 1-47 and I look forward to discussing 
claims 48-50. 

Yours sincerely, 
Jonathan 

Jonathan R. King I f:3L<',J\JIG~O!VlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I lonathan.kim:(cvblankrorne"corn 

From: Aziz, Majeed <iV!tii;,:i~d .. ,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Saturday, February 4, 2023 3:39 PM 
To: King, Jonathan R. <ionathtin.kinR(ii~bL,:nh'cme.con-1> 

Subject: 16535424 - vlO ma 

Hi Jonathan, 

I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
{571) 270 5046 I {571) 273--5722 (fax) 

Ma ieed.Aziz@u:;pto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Wednesday, February 8, 2023 6:09 PM 

To: Aziz, Majeed 
Cc: Greenbaum, Michael 
Subject: 
Attachments: 

16535424: Authorization for Examiner's Amendment 
124452-00122 Claim Amendments 2023-02-08(130485464.4).docx 

Majeed: 

Our client has authorized an examiner's amendment. Attached are the claim amendments we've discussed with one 
formatting change (I revised claim 46 to use [[a]] instead of putting a strike-through through a single letter, which is 

frowned upon under 37 CFR 1.121). 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(a.)blankron1e.corn 

From: King, Jonathan R. 
Sent: Wednesday, February 8, 2023 10:55 AM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: 16535424 Full Claim Set without Tracked Changes 

Majeed: 

Thank you so much. I'm not sure if my client will respond today, but I will let them know that you are hoping they will. 

Jonathan 

Jonathan R. King I BU\NKf~O!\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(@blankrome.corn 

From: Aziz, Majeed <iV!tii;,:i~d . .,'.\ziz(i5.lU~,PT'U GOV> 

Sent: Wednesday, February 8, 2023 10:39 AM 
To: King, Jonathan R. <ionathtin.king_~t;bi;,:nhrome.con-1> 

Subject: RE: 16535424 Full Claim Set without Tracked Changes 

Jonathan - sorry for the delay here. I think we are in agreement with regard to the claims as you submitted them last to 

me. Once you get final approval, I can then work on the notice of allowability. Can you get that authorization today? 
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Majeed 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,blankrornccrn-r1> 

Sent: Wednesday, February 8, 2023 10:34 AM 
To: Aziz, Majeed <i\ila\e,;.,cLAzi~:(.",~USVl"O.CiOV> 

Subject: RE: 16535424 Full Claim Set without Tracked Changes 

Hi Majeed: 

Thanks again for all the work you've done to advance prosecution. Just following up because I'm curious to hear your 
thoughts regarding claims 48-50 before I reach out to my client to get authorization to amend the claims as we've 

discussed. No rush, though. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

From: King, Jonathan R. 

Sent: Monday, February 6, 2023 1:26 PM 
To: Aziz, Majeed <!\,.1aiee(J/\ziz,.li!USPTO.GOV> 

Subject: 16535424 Full Claim Set without Tracked Changes 

Majeed: 

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend 
the claims as we've discussed, but I highly doubt they will have any issue. 

Can I ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under 

section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server: 

• authenticates the payee (merchant); 

• stores the sensitive financial account information in a secure storage location; 

• performs each software process required to maintain compliance with an "information security standard" (e.g., 
the PCI standard, etc.); and 

• provides API functions to the merchant server that: 
o generate the URL for establishing the SSL connection between the secure server and the payer 

computing system; 
o establish the SSL connection (in response to an HTTP request for the URL); 
o output the financial account registration request form, to the payer computing system via the SSL 

connection, that: 
■ encrypts the financial account information; and 
■ transmits the encrypted financial account information; 
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o provide a non-sensitive electronic data token (representing the sensitive financial account information) 

to the merchant server (without providing the sensitive financial account information to the merchant 
server or providing the non-sensitive electronic data token to the payer); and 

o process the payment by 
■ generating and transmitting an electronic request requesting the payment amount; 
■ obtaining the payment amount; and 
■ forwarding at least a portion of the payment amount. 

The only differences between claims 1 and 48 are: 

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration 
request form within a window or frame of a webpage provided by the merchant server whereas, in the 
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc. 

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript 
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink 
(pointing to the URL generated by the secure server as recited in the claims). 

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those 
embodiments? Except for claim 1 reciting the formation of a "hybrid webpage" like in DOR, all of the other arguments 
presented in the last Amendment are equally applicable to both embodiments - the actual processing of the payment is 

a technical process, use of the secure server solves technical problems for the merchant, the combined system 
eliminates redundant computer processing steps, etc. 

I can't thank you enough for taking the time to advance prosecution of claims 1-47 and I look forward to discussing 
claims 48-50. 

Yours sincerely, 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorneocon-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Saturday, February 4, 2023 3:39 PM 
To: King, Jonathan R. <ionathan.kin;!(i:,,)biankronw.con,> 

Subject: 16535424 - vlO ma 

Hi Jonathan, 

I want to perform one more review, but can you please provide me a black and white version (no tracked changes) 
against the prior claim set in the wrapper? Please cancel Claims 48-50. 

Best, 

Majeed 

Primary Examiner AU 3695 

United States Patent & Trademark Office 
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{571} 210 5046 I {571} 273-5722 (fax) 

Ma ieed.Aziz@uspto.gov 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 

King, Jonathan R. <jonathan.king@blankrome.com > 
Thursday, January 12, 2023 4:10 PM 

To: Aziz, Majeed 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
Attachments: 124452-00122 Proposed Claim Amendments 2023-01-12(130191978.4).docx 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ............................................................................................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Attached is a claim that I think includes the features you are looking for. Please let me know. I haven't spoken 

to the client technical team yet, but I think my proposed claim is technically accurate. 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff' 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.king(wbhnkrome.cor.1 

From: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Sent: Tuesday, January 10, 2023 3:26 PM 
To: King, Jonathan R.<jonathan.king@blankrome.com> 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

My comments. I'll follow up with a call. 

From: King, Jonathan R. <ionat!-v,n.kin:~~(cbbl.:.mkrome.corn> 

Sent: Tuesday, January 10, 2023 2:52 PM 
To: Aziz, Majeed <i\.'L:de,:,d.AzizQ~,"lUSPTO.GO\/> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

! U\UriCN This email has originated fn:,tYi :~ ,:oun:.<:' GUi'-:d<:' ,:,f USH'D. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
t .................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Majeed: 

My edits/comments are attached. Please feel free to call me at the number below if you think that'd be helpful. 

Jonathan 

Jonathan R. King I f:3L<',J\JfG~OIVlE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.kingc@blankrome.corn 
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From: Aziz, Majeed <iV,ai,~ed.i\ziz;WU~,PTO.GOV> 

Sent: Tuesday, January 10, 2023 12:02 PM 
To: King, Jonathan R. <ion;:1thanJ:ing~i,bbnbon-1;:,.rnn-1> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <1onathan.kin,;;1c'.i.,blankrurne.crn-r1> 

Sent: Monday, January 9, 2023 4:23 PM 
To: Aziz, Majeed <i\ila\e,;.,cLAzi~:(.",~USVl'O.CiOV> 

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

! L 0\UTiO:\i: This email has originated fr(HY, ,.:, ;;oun:.~, Guts!J~, (,f USPTU. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ...................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... . 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 

16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorne.con-1 

************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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Aziz, Majeed 

From: 
Sent: 
To: 

Aziz, Majeed 
Thursday, January 12, 2023 8:39 PM 
King, Jonathan R. 

Subject: 

Attachments: 

RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 
16535424 - v6 ma.docx 

Jonathan, 

I think we are closer now. I made some small tweaks. Would need to see the full claim set with mirrored claim language 
and we would need to file the two TDs discussed earlier. Let me know how you wish to proceed. 

Best, 

Majeed 

From: King, Jonathan R. <jonathan.king@blankrome.com> 

Sent: Thursday, January 12, 2023 4:10 PM 
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV> 
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... 

! CAUrON: This email has originated frc:,n, ,; ~c,,n:,~ ;::,utsick (:::t USt"TO. PLEASE CONSIDER THE SOURCE before responding, clicking on 
! links, or opening attachments. 
.. . ....................................................................................................................................................................................................................................................................................... ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ 

Majeed: 

Attached is a claim that I think includes the features you are looking for. Please let me know. I haven't spoken 

to the client technical team yet, but I think my proposed claim is technically accurate. 

Jonathan 

Jonathan R. King I BLi.\N KFW!vff' 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionJthan.king(wbhnkrome.cor.1 

From: Aziz, Majeed <!Vlaieed.!\ziz((i:>USPTO.COV'> 

Sent: Tuesday, January 10, 2023 3:26 PM 
To: King, Jonathan R. <ion,:ithan kin~t(i.i.lbbnkron:,~.com> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

My comments. I'll follow up with a call. 

From: King, Jonathan R. <ionat!-v,n.kin:~~(cbb!.:.mkrnme.com> 

Sent: Tuesday, January 10, 2023 2:52 PM 
To: Aziz, Majeed <i\iL:de,:,d.AzizQ~)USPTO.GO\/> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

75 



Ex.1002 / Page 237 of 710 
M&A Ventures, LLC et al

Majeed: 

My edits/comments are attached. Please feel free to call me at the number below if you think that'd be helpful. 

Jonathan 

Jonathan R. King I BLAi\ll(ROi\/lE 

One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.king(wblankrorneocon-1 

From: Aziz, Majeed <i\i!ak:i::dJ,~~iz(::.1U5PTOGO\/> 

Sent: Tuesday, January 10, 2023 12:02 PM 
To: King, Jonathan R. <ionathan.kin;!(ii)biankronw.con,> 

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

Jonathan, 

Please see my edits. 

Majeed 

From: King, Jonathan R. <ion,:ithan.kingQ.~1blankrorn,~.com> 

Sent: Monday, January 9, 2023 4:23 PM 

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122 

! U\UT!U,\i: This email has originated :'rn,·n a sGun:e cut:;ide d U\!-'l'G. PLEASE CONSIDER THE SOURCE before responding, clicking on 

! links, or opening attachments. 
~ ......................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................... ... 

Examiner Aziz: 

Thank you for reaching out to me. I really appreciate your willingness to discuss ways that we can advance 
prosecution. 

Before I contact the client, can you look at the attached amendments to the server-side independent claims (1, 
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection? 

Jonathan 

Jonathan R. King I SL,\Nl<RO\ilE 
One Logan Square I 130 N 18th St I Philadelphia, PA 19103 
(215) 569-5432 I ionathan.ldng(i.i.lblankrome.com 
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************************************************************************************************** 
****** 

This message and any attachments may contain confidential or privileged information and are only for the use of the 
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank 
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all 

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is 
prohibited and may be unlawful. 

************************************************************************************************** 
****** 
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PE2E SEARCH - Search History {Prior Art) 
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L1 4 

L2 101 

L3 175 

L4 7 
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02/10/2023 03:04:29 PM 
VVorkspace: 16535424 
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((("AUTOSCRIBE") 
near3 
("CORPORATION"))).A 
S,AANM. 

((("POLLIN") near3 
("Robert")) OR 
(("DOWNEY") near3 
("Brian")) OR 
(("FLEMING") near3 
("Sean"))).INV. 

((("POLLIN") near3 
("Robert")) OR 
(("DOWNEY") near3 
("Brian")) OR 
(("FLEMING") near3 
("Sean"))).INV. 

1 

3AND4 

DBs 

(USPAT) 

(US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 

Default Plurals 
Operator 
OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

British rrime Stamp 
Equivalents 
ON 

ON 

ON 

ON 

ON 

2022/09/23 
03:23 PM 

2022/09/23 
03:23 PM 

2022/09/23 
03:23 PM 

2022/09/23 
03:23 PM 

2022/09/23 
03:23 PM 
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L7 220 

L8 130 

L9 71 

02/10/2023 03:04:29 PM 
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(enroll* register*) 
near1 O (merchant 
vendor retailer) near3 
(comput* server) 

(enroll* register*) 
near1 O (merchant 
vendor retailer) near3 
(comput* server) AND 
(payer AND payee) 

(enroll* register*) 
near1 O (merchant 
vendor retailer) near3 
(comput* server) AND 
token AND (payer AND 
payee) 

(enroll* register*) 
near1 O (merchant 
vendor retailer) near3 

NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/23 
05:37 PM 

2022/09/23 
05:37 PM 

2022/09/23 
05:38 PM 

2022/09/23 
05:38 PM 
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L10 8 

L11 98 

L12 22 
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(comput* server) AND 
token AND (payer AND 
payee) AND stor* nears 
token 

(enroll* register*) 
near1 0 (merchant 
vendor retailer) near3 
(comput* server) AND 
token AND (payer AND 
payee) AND stor* nears 
token AND 
@ad<"2012060S" 

(enroll* register*) 
near1 0 (merchant 
vendor retailer) near3 
(comput* server) AND 
token AND stor* nears 
token AND 
@ad<"2012060S" 

(payer customer 
consumer payor) 
near1 0 (enroll* 
register*) near1 0 
(merchant vendor 
retailer) near3 (comput* 
server) AND token AND 
stor* nears token AND 
@ad<"2012060S" 

CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/23 
0S:40 PM 

2022/09/23 
0S:41 PM 

2022/09/23 
0S:42 PM 
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L13 129 

L14 122 

L15 66 

L16 56 
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(payer customer 
consumer payor) 
near1 0 (enroll* 
register*) near1 0 
(merchant vendor 
retailer) AND (token 
near3 (server vault)) 
AND @ad<"20120605" 

(payer customer 
consumer payor) 
near1 0 (enroll* 
register*) near1 0 
(merchant vendor 
retailer) AND (token 
near3 (server vault)) 
AND @ad<"20120605" 
AND secure 

(payer customer 
consumer payor) 
near1 0 (enroll* 
register*) near1 0 
(merchant vendor 
retailer) AND (token 
near3 (server vault)) 
AND @ad<"20120605" 
AND secure near10 
server 

14 NOT 15 

TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/23 
05:57 PM 

2022/09/23 
05:57 PM 

2022/09/23 
05:57 PM 

2022/09/23 
05:59 PM 
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L17 38 

L18 167 

L19 82 

L20 18 

L21 1 

L22 3 
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14 NOT 15 

(payer customer 
consumer payor) 
near1 O (token near3 
(server vault)) AND 
@ad<"20120605" AND 
secure near10 server 

(payer customer 
consumer payor) 
near1 O (token near3 
(server vault)) AND 
@ad<"20120605" AND 
secure near10 server 

(payer customer 
consumer payor) 
near1 O (token near3 
(server vault)) AND 
@ad<"20120605" AND 
secure near10 server 
AND (G06Q20/10 OR 
G06Q10/107 OR 
G06Q20/102 OR 
G06Q20/12 OR 
G06Q20/305 OR 
G06Q20/40 OR 
G06Q20/4014 OR 
G06Q10/00).cpc. 

"20100235286".pn. 

((US-20120136796-A 1 
OR US-20110161233-
A1 OR US-
20100235286-A 1).did. 
AND PGPB.dbnm.) 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PG PUB) 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/23 
06:02 PM 

2022/09/23 
06:08 PM 

2022/09/23 
06:08 PM 

2022/09/23 
06:09 PM 

2022/09/23 
06:13 PM 

2022/09/23 
06:27 PM 
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L23 45 
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(Artificial Intelligence) 
Similar to: 
16/535,424 with O CPC 
Selections and O Text 
Selections 
Text: 
(US-2008014 7544-A 1 
OR US-20080147565-
A1 OR WO-
2004021130-A9 OR 
US-7280981-B2 OR 
EP-1546956-A2 OR 
US-5677955-A OR CA-
2217593-A1 OR WO-
9631965-A1 OR EP-
0819345-A 1 OR EP-
0819345-M OR US-
7711645-B2 OR US-
8010453-B2 OR WO-
2004021130-A2 OR JP-
2010507151-A OR EP-
164 7952-A2 OR US-
20140279310-A1 OR 
JP-2002543541-A OR 
WO-2014152574-A1 
OR US-7711621-B2 OR 
US-20080103985-A 1 
OR US-20040044621-
A1 OR US-7571141-B2 
OR US-20150006382-
A 1 OR JP-20035254 78-
A OR WO-03091959-
A 1 OR JP-H11503541-
A OR CN-114819927-A 
OR US-8768840-B2 OR 
US-7941373-B1 OR 
US-20110106706-A1 
OR US-7117171-B1 OR 
CA-2848299-A 1 OR 
US-20140304149-A 1 
OR US-20110178923-
A1 OR US-
20150193746-A1 OR 
US-8626652-B2 OR 
US-20070203833-A 1 
OR US-20140201079-
A1 OR US-
20120330839-A1 OR 
US-20020169713-A1 
OR US-20140310167-
A 1 OR US-7941368-B2 
OR CN-1351738-A OR 
US-20150332272-A1 
OR US-20120185316-
A 1 OR WO-03001866-
A1 OR US-
20130117183-A 1 OR 
US-8121945-B2 OR 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

OR ON ON 2022/09/23 
06:37 PM 
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MA 



Ex.1002 / Page 245 of 710 
M&A Ventures, LLC et al

L24 3 

L25 1 

L26 1 

L27 1 

L28 1 

02/10/2023 03:04:29 PM 
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US-8639623-B2 OR 
US-8452703-B2) .did. 

("20120259782" 
"20120030066").PN. 

((US-20110161233-
A1).did. AND 
PGPB.dbnm.) 

25 AND processor 
SAME customer 

25 AND token SAME 
processor SAME 
merchant 

25 AND (token vault) 
near10 customer 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

(US-PG PUB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/24 
02:41 PM 

2022/09/27 
03:54 PM 

2022/09/27 
03:54 PM 

2022/09/27 
04:52 PM 

2022/09/27 
04:58 PM 
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L29 0 

L30 3 

L31 31 

L32 10 

L33 308 

L34 34 

L35 6 
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(payer customer 
consumer payor) near3 
device SAME internet 
near1 0 (payment 
transaction secure) 
near3 server AND 
(token near3 (server 
vault)) AND 
@ad<"20120605" AND 
(G06Q20/10 OR 
G06Q10/107 OR 
G06Q20/102 OR 
G06Q20/12 OR 
G06Q20/305 OR 
G06Q20/40 OR 
G06Q20/4014 OR 
G06Q10/00).cpc. 

(payer customer 
consumer payor) near3 
device SAME internet 
near1 0 (payment 
transaction secure) 
near3 server AND 
(token near3 (server 
vault)) AND 
@ad<"20120605" 

(payer customer 
consumer payor) near3 
device SAME internet 
near1 0 server AND 
(token near3 (server 
vault)) AND 
@ad<"20120605" 

(payer customer 
consumer payor) near3 
device SAME internet 
near1 0 server AND 
(token near3 (server 
vault)) AND 
@ad<"20120605" AND 
secure near10 server 

payee near1 0 payment 
SAME amount AND 
@ad<"20120605" AND 
secure near10 server 

payee near1 0 payment 
SAME amount AND 
@ad<"20120605" AND 
secure near10 server 
near1 0 internet 

payer near1 0 payee 

NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

(US-PGPUB; USPAT) OR 

ON ON 

ON ON 

ON ON 

ON ON 

ON ON 

ON ON 

ON ON 

2022/09/27 
06:06 PM 

2022/09/27 
06:06 PM 

2022/09/27 
06:07 PM 

2022/09/27 
06:08 PM 

2022/09/27 
10:07 PM 

2022/09/27 
10:08 PM 

2022/09/27 
Page 8 of 18 
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L36 45 
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near1 O payment SAME 
amount AND 
@ad<"20120605" AND 
secure near10 server 
near1 O internet 

(Artificial Intelligence) 
Similar to: 
16/535,424 with O CPC 
Selections and O Text 
Selections 
Text: 
(US-2008014 7544-A 1 
OR US-20080147565-
A1 OR WO-
2004021130-A9 OR 
US-7280981-B2 OR 
EP-1546956-A2 OR 
US-5677955-A OR CA-
2217593-A1 OR WO-
9631965-A1 OR EP-
0819345-A 1 OR EP-
0819345-M OR US-
7711645-B2 OR US-
8010453-B2 OR WO-
2004021130-A2 OR JP-
2010507151-A OR EP-
164 7952-A2 OR US-
20140279310-A1 OR 
JP-2002543541-A OR 
WO-2014152574-A1 
OR US-7711621-B2 OR 
US-20080103985-A 1 
OR US-20040044621-
A1 OR US-7571141-B2 
OR US-20150006382-
A 1 OR JP-20035254 78-
A OR WO-03091959-
A 1 OR JP-H11503541-
A OR CN-114819927-A 
OR US-8768840-B2 OR 
US-7941373-B1 OR 
US-20110106706-A1 
OR US-7117171-B1 OR 
CA-2848299-A 1 OR 
US-20140304149-A 1 
OR US-20110178923-
A1 OR US-
20150193746-A1 OR 
US-8626652-B2 OR 
US-20070203833-A 1 
OR US-20140201079-
A1 OR US-
20120330839-A1 OR 
US-20020169713-A1 
OR US-20140310167-
A 1 OR US-7941368-B2 
OR CN-1351738-A OR 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO)) 

OR ON ON 

10:10 PM 

2022/09/28 
06:01 PM 
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L37 490 

L38 94 

L39 18 

L40 11 

L41 9 

L42 6 

L43 51 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

US-20150332272-A1 
OR US-20120185316-
A 1 OR WO-03001866-
A1 OR US-
20130117183-A 1 OR 
US-8121945-B2 OR 
US-8639623-B2 OR 
US-8452703-B2) .did. 

("201210136796" I 
"201210030066" I 
"2011 /0161233" I 
"201010235286" I 
"2004/0148252" I 
"2012/0259782").urpn. 
AND(PGPBIUSPTI 
USOC).dbnm. 

37 AND 
@ad<"20120605" 

37 AND 
@ad<"20120605" AND 
(merchant vendor 
retailer) near3 server 

37 AND 
@ad<"20120605" AND 
(merchant vendor 
retailer) near3 server 
AND token* 

37 AND 
@ad<"20120605" AND 
(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) 

37 AND 
@ad<"20120605" AND 
(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) 

(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server AND PCI 
AND @ad<"20120605" 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PG PUB; USPAT; 
USOCR) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/28 
06:02 PM 

2022/09/28 
06:02 PM 

2022/09/28 
06:02 PM 

2022/09/28 
06:03 PM 

2022/09/28 
06:03 PM 

2022/09/28 
06:04 PM 

2022/09/28 
06:11 PM 
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L44 5 

L45 17 

L46 0 

L47 287905 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server AND PCI 
SAME merchant AND 
@ad<"20120605" 

(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server AND PCI 
SAME secure AND 
@ad<"20120605" 

(merchant vendor 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server AND PCI 
SAME secure AND 
@ad<"20120605" NOT 
wallet 

(G06Q20/10 OR 
G06Q10/107 OR 
G06Q20/102 OR 
G06Q20/12 OR 
G06Q20/305 OR 

TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2022/09/28 
06:12 PM 

2022/09/28 
06:12 PM 

2022/09/28 
06:13 PM 

2023/01/10 
02:31 PM 

Page 11 of 18 
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L48 4 

L49 101 

LSD 7 

L51 7 

L52 1 

L53 18 

L54 12 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

G06Q20/40 OR 
G06Q20/4014 OR 
G06Q10/00).cpc. 

((("AUTOSCRIBE") 
near3 
("CORPORATION"))).A 
S,AANM. 

((("POLLIN") near3 
("Robert")) OR 
(("DOWNEY") near3 
("Brian")) OR 
(("FLEMING") near3 
("Sean"))).INV. 

((("AUTOSCRIBE") 
near3 
("CORPORATION"))).A 
S,AANM. 

50 AND 49 

"20060242058" .pn. 

(merchant vendor 
retailer) near3 server 
AND token* near1 O 
(vault server) AND 
payment near3 (server 
processor) AND PCI 
SAME secure AND 
@ad<"20120605" 

(merchant vendor 
retailer) SAME token* 
near10 (vault server) 
SAME PCI AND 
@ad<"20120605" 

EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(USPAT) 

(US-PGPUB; USPAT; 
USOCR; EPO; JPO; 
DERWENT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 
SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AP, AT, 
AU, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, MC, MD, MY, NL, 
NO, NZ, OA, PH, PL, 
PT, RO, RS, RU, SE, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/01/10 
02:32 PM 

2023/01/10 
02:32 PM 

2023/01/10 
02:32 PM 

2023/01/10 
02:33 PM 

2023/01/10 
02:48 PM 

2023/02/10 
08:53 AM 

2023/02/10 
11 :14 AM 

Page 12 of 18 
MA 
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LSS 46 

L56 20 

L57 2 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

(Artificial Intelligence) 
More like doc: 
US-20120005038-A 1 
Text: 
(US-9092777-B1 OR 
WO-0075749-A2 OR 
WO-0152127-A1 OR 
CA-2678831-A1 OR 
CA-2845602-A 1 OR 
AU-2022200190-B2 OR 
US-20130097081-A1 
OR WO-2013055933-
A2 ORAU-
2018282359-A 1 OR 
US-10937026-B2 OR 
US-11429965-B2 OR 
EP-3859637-A1 OR 
WO-0075843-A 1 OR 
AU-2022200190-A 1 OR 
US-20110307388-A 1 
OR US-20130046655-
A1 OR WO-
2010081218-A1 OR 
AU-2016295391-A1 OR 
JP-6446474-B2 OR JP-
2017517061-A).did. 

(US-9092777-B1 OR 
WO-0075749-A2 OR 
WO-0152127-A1 OR 
CA-2678831-A1 OR 
CA-2845602-A 1 OR 
AU-2022200190-B2 OR 
US-20130097081-A1 
OR WO-2013055933-
A2 ORAU-
2018282359-A 1 OR 
US-10937026-B2 OR 
US-11429965-B2 OR 
EP-3859637-A1 OR 
WO-0075843-A 1 OR 
AU-2022200190-A 1 OR 
US-20110307388-A 1 
OR US-20130046655-
A1 OR WO-
2010081218-A1 OR 
AU-2016295391-A1 OR 
JP-6446474-B2 OR JP-
2017517061-A).did. 
AND @ad<"20120605" 

(US-9092777-B1 OR 
WO-0075749-A2 OR 
WO-0152127-A1 OR 

SG, SI, SK, SU, TH, 
TN, TR, TW, UA, VN, 
WO); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT) 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/10 
11 :41 AM 

2023/02/10 
11 :41 AM 

2023/02/10 
11 :41 AM 

Page 13 of 18 
MA 
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L58 1 

L59 11 

L60 10 

L61 0 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

CA-2678831-A1 OR 
CA-2845602-A 1 OR 
AU-2022200190-B2 OR 
US-20130097081-A1 
OR WO-2013055933-
A2 ORAU-
2018282359-A 1 OR 
US-10937026-B2 OR 
US-11429965-B2 OR 
EP-3859637-A1 OR 
WO-0075843-A 1 OR 
AU-2022200190-A 1 OR 
US-20110307388-A 1 
OR US-20130046655-
A1 OR WO-
2010081218-A1 OR 
AU-2016295391-A1 OR 
JP-6446474-B2 OR JP-
2017517061-A).did. 
AND @ad<"20120605" 

"5883810".pn. 

((US-5883810-A OR 
US-9342832-B2) .did. 
AND USPT.dbnm.) OR 
((US-20120259782-A 1 
OR US-20120136796-
A1 OR US-
20120030066-A1 OR 
US-20120005038-A 1 
OR US-20110161233-
A1 OR US-
20100235286-A1 OR 
US-20060242058-A 1 
OR US-20040148252-
A1 OR US-
20040098350-A 1) .did. 
AND PGPB.dbnm.) 

59 AND (registrat* 
enroll*) 

59 AND (registrat* 
enroll*) nears function 

(US-PGPUB; USPAT) 

(USPAT; US-PGPUB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 

OR ON ON 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/10 
12:01 PM 

2023/02/10 
12:49 PM 

2023/02/10 
12:49 PM 

2023/02/10 
12:49 PM 

Page 14 of 18 
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L62 5 

L63 1 

L64 337 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

59 AND (registrat* 
enroll*) SAME token 

59 AND (registrat* AND 
enroll*) SAME token 

("5903652" "5903880" 
I "6005945" "6182894" 
I "6236981" "6327578" 
I "6385596" "6745936" 
I "6891953" "7032168" 
I "7287692" "7403922" 
I "7603382" "7650314" 
I "7664701" "7757298" 
I "8083137" "8170922" 
I "8381213" "8402555" 
I "8533860" "8571995" 
I "8651374" "8751391" 

CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PGPUB; USPAT; 
USOCR; FIT (AU, AP, 
AT, BE, BG, BR, BY, 
CA, CH, CN, CS, CU, 
CZ, DD, DE, DK, EA, 
EE, EP, ES, Fl, FR, GB, 
HR, HU, ID, IE, IL, IS, 
IT, JP, KR, LT, LU, LV, 
MA, OA, RU, SU, WO, 
MC, MD, MY, NL, NO, 
NZ, PH, PL, PT, RO, 
RS, SE, SG, SI, SK, 
TH, TN, TR, TW, UA, 
VN); FPRS; EPO; 
JPO; DERWENT; 
IBM_TDB) 

(US-PG PUB; USPAT; 
USOCR) 

OR ON ON 

OR ON ON 

OR ON ON 

2023/02/10 
12:49 PM 

2023/02/10 
12:49 PM 

2023/02/10 
01 :21 PM 
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L65 84 

L66 17 

L67 17 

L68 12 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

I "8887308" I "9065643" 
I "20010032878 I 
"20020073045" 
"20030191709" 
"20040073688" 
"20040107170" 
"20040143552" 
"20050027543" 
"20050187873" 
"20060123465" 
"20060167819" 
"20060277148" 
"20070022058" 
"20070050635" 
"20070125840" 
"20070192245" 
"20070294539" 
"20080091617" 
"20080091944" 
"20080103982" 
"20080313264" 
"20090024908" 
"20090037388" 
"20090070583" 
"20090228714" 
"20090248581" 
"20090249082" 
"20090254440" 
"20090288012" 
"201 0025 7612" 
"20100318468" 
"20100327054" 
"20110106710" 
"20110126274" 
"20110154467" 
"20110161233" 
"20110213807" 
"20110246369" 
"20120136789" 
"20120317036") pn. OR 
("201210005038" I 
"9342832" I 
"2011/0161233").urpn. 
AND(PGPBIUSPTI 
USOC).dbnm. 

64AND 
@ad<"20120605" 

64AND 
@ad<"20120605" AND 
token AND PCI 

64AND 
@ad<"20120605" AND 
token AND PCI 

64AND 
@ad<"20120605" AND 
token AND PCI AND 
dss 

(US-PG PUB; USPAT; OR ON 
USOCR) 

(US-PG PUB; USPAT; OR ON 
USOCR) 

(US-PGPUB; USPAT) OR ON 

(US-PGPUB; USPAT) OR ON 

ON 

ON 

ON 

ON 

2023/02/10 
01 :21 PM 

2023/02/10 
01 :22 PM 

2023/02/10 
01 :22 PM 

2023/02/10 
01 :22 PM 

Page 16 of 18 
MA 



Ex.1002 / Page 255 of 710 
M&A Ventures, LLC et al

L69 11 64AND (US-PGPUB; USPAT) 
@ad<"20120605" AND 
token AND PCI AND 
dss AND (merchant 
vendor retailer) 

PE2E SEARCH - Search History {Interference) 

Ref# Hits 

N1 66 

N2 24 

N3 7 

N4 3 

NS 1 

N6 1 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

Search Query DBs 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device)).clm. 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND 
secure).clm. 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server).clm. 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 server 
AND token* AND 
payment near3 (server 
processor) AND 
(consumer customer) 
near3 (computer 
device) AND secure 
near3 server).clm. AND 
@ad<"20120605" 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 server 
AND token* AND API 
AND URL).clm. AND 
@ad<"20120605" 

((merchant vendor (US-PGPUB; USPAT) 
retailer) near3 (system 
server website) AND 
token* AND API AND 
URL).clm. AND 

OR ON 

Default Plurals 
Operator 
OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

OR ON 

ON 2023/02/10 
01 :23 PM 

British Time Stamp 
Equivalents 
ON 

ON 

ON 

ON 

ON 

ON 

2022/09/28 
06:07 PM 

2022/09/28 
06:07 PM 

2022/09/28 
06:07 PM 

2022/09/28 
06:08 PM 

2023/02/10 
02:58 PM 

2023/02/10 
02:58 PM 

Page 17 of 18 
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N7 1 

N8 1 

02/10/2023 03:04:29 PM 
VVorkspace: 16535424 

@ad<"20120605" 

((merchant vendor 
retailer) AND token* 
ANDAPI AND 
URL).clm. AND 
@ad<"20120605" 

N7 AND ( 
(G06Q20/00).cpc.) 

(US-PGPUB; USPAT) OR ON ON 

(US-PGPUB; USPAT) OR ON ON 

2023/02/10 
02:58 PM 

2023/02/10 
02:59 PM 
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Doc Code: DIST.E.FILE 
Document Description: Electronic Terminal Disclaimer - Filed 

PTO/SB/26 
U.S. Patent and Trademark Office 

Department of Commerce 

Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A 
"PRIOR" PATENT 

Application Number 16535424 

Filing Date 08-Aug-2019 

First Named Inventor Robert POLLIN 

Attorney Docket Number 124452.00122 

Title of Invention 

Processing A Payment By A Second Computing System From A Payer To A Payee 
Operating A First Computing System 

l'vl Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding 
iL:::,J Office Action 

~ This electronic Terminal Disclaimer is not being used for a Joint Research Agreement. 

Owner Percent Interest 

AUTOSCRIBE CORPORATION 100% 

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the 
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration 
date of the full statutory term of prior patent number(s) 

10423940 

9576279 

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so 
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly 
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors 
or assigns. 

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant 
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent 
is presently shortened by any terminal disclaimer," in the event that said prior patent later: 
- expires for failure to pay a maintenance fee; 
- is held unenforceable; 
- is found invalid by a court of competent jurisdiction; 
- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321; 
- has all claims canceled by a reexamination certificate; 
- is reissued; or 
- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer. 
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Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request. 

0 
I certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d) 
required for this terminal disclaimer has already been paid in the above-identified application. 

Applicant claims the following fee status: 

@ Small Entity 

Q Micro Entity 

Q Regular Undiscounted 

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and 
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and 
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and 
that such willful false statements may jeopardize the validity of the application or any patent issued thereon. 

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

@ An attorney or agent registered to practice before the Patent and Trademark Office who is of record in 
this application 

Registration Number 65967 

0 A sole inventor 

0 

0 

A joint inventor; I certify that I am authorized to sign this submission on behalf of all of the inventors as evidenced by the 
power of attorney in the application 

A joint inventor; all of whom are signing this request 

Signature 
/Jonathan R. King/ 

Name Jonathan R. King 

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner). 
Form PTO/SB/96 may be used for making this certification. See MPEP § 324. 
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Electronic Patent Application Fee Transmittal 

Application Number: 16535424 

Filing Date: 08-Aug-2019 

Title of Invention: 
Processing A Payment By A Second Computing System From A Payer To A 
Payee Operating A First Computing System 

First Named Inventor/Applicant Name: Robert Evan POLLIN 

Filer: Jonathan R. King/Crystal Corsey 

Attorney Docket Number: 124452.00122 

Filed as Small Entity 

Filing Fees for Utility under 35 USC 111 (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Allowance-and-Post-Issuance: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO($) 170 
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Doc Code: DISQ.E.FILE 
Document Description: Electronic Terminal Disclaimer - Approved 

Application No.: 16535424 

Filing Date: 08-Aug-2019 

Applicant/Patent under Reexamination: POLLIN 

Electronic Terminal Disclaimer filed on February 3, 2023 

[8J APPROVED 

This patent is subject to a terminal disclaimer 

0 DISAPPROVED 

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web 

U.S. Patent and Trademark Office 
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Electronic Acknowledgement Receipt 

EFSID: 47477031 

Application Number: 16535424 

International Application Number: 

Confirmation Number: 2047 

Title of Invention: 
Processing A Payment By A Second Computing System From A Payer To A 
Payee Operating A First Computing System 

First Named Inventor/Applicant Name: Robert Evan POLLIN 

Customer Number: 27557 

Filer: Jonathan R. King/Crystal Corsey 

Filer Authorized By: Jonathan R. King 

Attorney Docket Number: 124452.00122 

Receipt Date: 03-FEB-2023 

Filing Date: 08-AUG-2019 

Time Stamp: 13:28:43 

Application Type: Utility under 35 USC 111 (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfully received in RAM $170 

RAM confirmation Number E202323D28373658 

Deposit Account 022555 

Authorized User Crystal Corsey 

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows: 

37 CFR 1.16 (National application filing, search, and examination fees) 

37 CFR 1.17 (Patent application and reexamination processing fees) 
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37 CFR 1.19 (Document supply fees) 

37 CFR 1.20 (Post Issuance fees) 

37 CFR 1.21 (Miscellaneous fees and charges) 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

41200 

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2 
ddeeed63bd94e617a57 47f0f7 4b6270ce61 

db976 

Warnings: 

Information: 

38239 

2 Fee Worksheet (5B06) fee-info.pdf no 2 
4ad 9b 14d9eef06f7fe ba662b28c5 3 b90 bc3 

ba2e8 

Warnings: 

Information: 

Total Files Size (in bytes) 79439 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 111 
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Agglication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Agglication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 11 and MPEP 181 O), a Notification of the International Application Number 
and of the International Filing Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

USPTO Automated Interview Request (AIR) 

Jan 6 2023 

This paper requesting to schedule and/or conduct an interview is appropriate because: 

This submission is requested to be accepted as an authorization for this 
interview to communicate via the internet. Recognizing that Internet 
communications are not secure, I hereby authorize the USPTO to communicate with 
the undersigned concerning scheduling of the interview via video conference, 
instant messaging, or electronic mail, and to conduct the interview in accordance 
with office practice including video conferencing. 

Name(s): 
Jonathan R King 

S-signature: 
/Jonathan R King/ 

Registration Number: 
65967 

U.S. Application Number: 
16535424 

Confirmation Number: 
2047 

E-mail Address: 
jrking@blankrome.com 

Phone Number: 
+1 2155695432 

Proposed Time of Interview: 
1-17-2023 11:00 AM ET 

Alternative Proposed Time(s) of Interview: 
1-18-2023 11:00 AM ET 

Alternative Proposed Time(s) of Interview: 
1-19-2023 11:00 AM ET 

Prefered Interview Type: 
Telephonic 

I am the applicant or applicant's representative for this application. 

Topic for Discussion: 
Because Applicants representative and Examiners Maccagno and Behncke 
have conflicting interpretations of the subject matter eligibility 
guidelines themselves (and not merely on how those guidelines should 
be applied in this instance), the Applicant respectfully requests 
that a subject matter eligibility expert from the TQAS attend the 

J j }!111!11111 UNITED STATES agreements. If this request cannot ' ' F, I \2 PATENT AND TRADEMARK OFFICElicants representative. 
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Docket No .. 124452.00122 
(PATENT) 

IN TErn lJNrnn> STA'n:s PATENT AND TRADlIMARK OFFlC]I 

In re Patent Application of: 
Robert Evan POLUN et al 

Application No.: l 6/53 5,424 

Filed: August 8, 2019 

Confirmation No.: 204 7 

Art Unit: 3695 

For: ENROLLING A PAYER BY A MERCHANT Examiner: Abdulrnajeed AZIZ 
SER VER OPERATED BY OR FOR THE 
BENEFIT OF A PAYEE AND PROCESSING A 
PA \7J\11ENT FROM THE PA YER BY A 
SECURE SERVER 

RESPONSE TO NON-FINAL OFFICE ACTION 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 22313-1450 

Dear Commissioner: 

INTRODUCTORY COMMENTS 

In response to the Office Action dated October 5, 2022, the Applicant respectfully 

submits the follmving: 

Amendments to the Claims begin on page 2 of this paper. 

Remarks/Arguments begin on page 13 of this paper. 

The Payment Card Industry (PCI) Data Security Standards (DSS) Requirements and 

Security Assessment Procedures, Version 2.0 (October 2010) is attached as Appendix A. 

The PCI Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and 

Attestation of Compliance; Partially Outsourced E-commerce Merchants Using a Third-Party 

Website for Payment Processing, Version 3.2.1 (June 2018) is attached as Appendix R 

124452.00J 22/l30l 71655v. J 
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Application No. 16/535,424 
Amendment dated Janumy 5. 2023 
Reply to Office Action of October 5, 2022 

2 

AMENDMENTS TO THE CLAJMS 

Docket No.: 124452 00122 

1. (Currently Amended): A method of processing a payment from a payer to a payee, the 

method being performed by a secure scrvcrone or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

provides an API endpoint that receives r-eeeiv-iR,g-an electronically-generated 

payrnent transaction instruction from a merchant server providing a webpage to a payer 

computing system used bv the payer, the payment transaction instmction including at least one 

data element associated with the payer and specifying the amount of the payment from the payer 

to the payee; 

authenticates the pavee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and a computing system used by the payer 

to receive financial account information provided by the payer the payer computing system, the 

URL comprising either: 

a dvnamic URL generated bv the secure server for the paver and the 

pavee: or 

a static URL and a hvpertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the pavee: 

establishes the secure socket laver connection between the secure server and the 

paver computing system within a window or frarne that is displayed within the webp<'J,g\';, 

provided bv the merchant server; 

outputs instructions to the payer computing system to render a financial account 

registration request form, within the window or frame that is displaved ,vithin the webpage 

provided bv the merchant server, that provides fi.mctionalitv for the payer to provide financial 

account information: and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the paver and transmit the encrvpted financial account 

infomrntion to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

124452.00J 22/l30l 71655v. J 
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receiving the financial account information provided by the payer via the secure .~.Q~-:Js~~t. 

layer connection; 

storing the financial account infonnation in a secure storage location and performing each 

softvvare process required to maintain compliance with one or more information security 

standards: 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

storing the financial aocoum information provided by the pa:c,,er; 

processing the payment using the financial account information provided by the payer; 

and 

fonvarding at least a portion of the payment to the payee. 

2. (Previously Presented): The method of claim 1, further comprising: 

receiving a second payment transaction instruction from the merchant server, the second 

payment transaction instruction including a representation of the electronic data token and 

specifying the amount of the second payment from the payer to the payee; 

processing the second payment using the financial account infom1ation represented by 

the electronic data token; and 

fonvarding at least a portion of the second payment to the payee. 

3. (Previously Presented): The method of claim 2, wherein the representation of the 

electronic data token is the electronic data token. 

4. (Currently Amended): The method of claim 1, wherein the payment transaction 

instruction is generated by the merchant server using an application programming interface lhf: 

application programming interface provided to the merchant server by the secure server. 

124452.00J 22/l30l 71655v. J 
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5. (Previously Presented): The method of claim 4, wherein the payrnent transaction 

instruction is generated using a token retrieval function of the application programming interface 

provided to the rnerchant server by the secure server. 

6. (Cancelled) 

7. (Previously Presented): The method of claim 4, wherein the at least one data element 

associated with the payer is a customer identification number generated by the merchant server 

to identify the payer. 

8. - l l. (Cancelled) 

12. (Previously Presented): The method of claim l, wherein the secure connection is 

synchronous or asynchronous with a process, performed by the merchant server, to receive 

enrollment data provided by the payer. 

13. (Original): The method of claim 1, \.vherein the financial account information includes 

at least one of a credit card number or bank account number. 

l 4. (Previously Presented): The method of claim 1, wherein the electronic data token 

enables the rnerchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

15. (Previously Presented): The method of claim 1, wherein the secure server enables the 

merchant server to process transactions using the financial account information without 

transmitting, processing or storing the financial account information. 

124452.00J 22/l30l 71655v. J 
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16. (Currently Amended): A secure server that processes a payment frorn a payer to a 

payee, the secure server comprising: 

one or more processors; and 

memory storing instructions that, when executed by the one or more processors, cause the 

secure computing system server to: 

provide an application programming interface {API) configured to: 

provide an API endpoint configured to receive an electronically-generated 

payment transaction instruction from a merchant server providing a webpage to a paver 

computing svstem used bv the payer, the payment transaction instruction including at least one 

data element associated with the payer and specifying an amount of the payrnent from the payer 

to the payee; 

authenticate the payee: 

generate a universal resource locator (URL) to establish a secure socket 

layer connection via the internet between the secure server and a computing system used by the 

payer to receive financial account information pn:Jvided by the payer the paver computing 

svstem, the URL comprising either: 

a dvnamic URL generated bv the secure server for the paver and 

the payee; or 

a static URL and a hypertext transport protocol (EITTP) parameter 

used by the secure server to identify the paver and the payee: 

establish the secure socket laver connection between the secure server and 

the payer computing svstem within a window or frame that is displaved \.Vithin the webpage 

provided bv the merchant server: 

output instructions to the payer computing svstem to render a financial 

account registration request form. within the window or frame that is displayed within the 

webpage provided by the merchant server, that provides functionality for the payer to provide 

financial account information; and 

output instructions to the paver computing system to encrvpt the financial 

account information provided bv the payer and transmit the encrvpted financial account 

124452.00J 22/l30l 71655v. J 
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information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server: 

receive the financial account information provided by the payer via the secure 

connection; 

store the financial account information in a secure storage location and perform 

each software process required to maintain compliance \.Vith one or more infomrntion security 

standards: 

provide an electronic data token, representing the financial account infomrntion 

provided by the payer, to the merchant server without providing the financial account 

infonnation to the merchant server and without providing the data token to the payer; 

store the financial account information provided by the payer; 

process the payment using the financial account information provided by the 

payer; and 

forward at least a portion of the payment to the payee. 

17. (Previously Presented): The secure server of claim 16, wherein the instmctions 

further cause the secure computing system to: 

receive a second payment transaction instruction from the merchant server, wherein the 

second payrnent transaction instruction includes a representation of the electronic data token and 

specifies an amount of a second payment from the payer to the payee; 

process the second payment using the financial account information represented by the 

electronic data token; and 

forward at least a portion of the second payment to the payee. 

18. (Previously Presented): The secure server of claim 17, wherein the representation of 

the electronic data token is the electronic data token. 

19. (Currently Amended): The secure server of clairn 16, wherein the payment 

transaction instruction is generated by the merchant server using aH--ap,pl-1-eatieR--f)fBgFaRH1'l:tHg 

124452.00J 22/l30l 71655v. J 
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interface the.application programming interface provided to the merchant ]en·er by the secure 

server. 

20. (Previously Presented): The secure server of claim 19, ,vherein the payment 

transaction instruction is generated using a token retrieval function of the application 

programming interface provided to the merchant server by the secure server. 

21. (Cancelled) 

22. (Previously Presented): The secure server of claim 19, wherein the at least one data 

element associated with the payer is a customer identification number generated by the merchant 

server to identify the payer. 

23. - 26. (Cancelled) 

27. (Previously Presented): The secure server of claim 16, wherein the secure connection 

is synchronous or asynchronous with a process, performed by the merchant server, to receive 

enrollment data from the payer. 

28. (Previously Presented): The secure server of claim 16, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

29. (Previously Presented): The secure server of claim 16, wherein the electronic data 

token enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

30. (Previously Presented): The secure server of claim I 6, ,vherein the secure server 

enables the merchant server to process transactions using the financial account information 

,vithout transmitting, processing or storing the financial account information. 

124452.00J 22/l30l 71655v. J 
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31. (Previously Presented): A method of enrolling a payer by a merchant server operated 

by or for the benefit of a payee, the method comprising: 

receiving enrollment data identifying a payer; 

generating an electronic instruction for a secure server that includes at least one data 

element associated with the payer, the electronic instruction requesting the establishment of a 

secure connection via the internet between the secure server and a computing system used by the 

payer for the secure server to receive financial account information provided by the payer; 

outputting the electronic instmction to a communications network for transmittal to the 

secure server; 

receiving, from the secure server, an electronic data token representing financial account 

inforrnation received by the secure server via the secure connection, wherein the merchant server 

does not receive the financial account information represented by the electronic data token and 

the secure server does not provide the electronic data token to the payer; 

storing the electronic data token in association with the enrollment data identifying the 

payer; and 

processing a payment from the payer by electronically generating a payment transaction 

instruction that includes a representation of the electronic data token and instructs a payment 

processing system having access to the financial account information represented by the 

electronic data token. 

32. (Previously Presented): The method of claim 31, wherein the representation of the 

electronic data token is the electronic data token. 

33. (Previously Presented): The method of claim 31, wherein the electronic instruction is 

generated using an application programming interface provided to the merchant server by the 

secure server. 

34. (Previously Presented): The method of claim 33, ,vherein the application 

programming interface is implernented within a \.vebsite hosted by the merchant server. 

124452.00J 22/l30l 71655v. J 
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35. (Previously Presented): The method of claim 33, wherein the at least one data element 

associated ,vith the payer is a customer identifier generated by the rnerchant server to identify the 

payer. 

36. (Cancelled) 

37. (Currently Amended): The method of claim 31, wherein the secure connection is a 

,.vidgc:t or ,vindow or frame within a website provided by the merchant server. 

38. (Previously Presented): The method of claim 31, wherein the secure connection 

provides access to the secure server using a static or dynamic universal resource locator (URL), 

39. (Previously Presented): The method of claim 31, wherein the secure connection is 

established by a redirect URL that redirects the computing system used by the payer to the secure 

server. 

40. (Previously Presented): The method of claim 3 l, ,vherein the secure connection is 

synchronous or asynchronous with a process, perfonned by the merchant server, to receive 

enrollment data from the payer. 

41. (Previously Presented): The method of claim 31, wherein the enrollment data 

identifying the payer is received from the payer over a network. 

42. (Previously Presented): The method of claim 31, wherein the financial account 

information includes at least one of a credit card number or bank account number. 

124452.00J 22/l30l 71655v. J 
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43. (Previously Presented): The method of claim 31, wherein the electronic data token 

enables the merchant server to process transactions using the financial account information 

without transmitting, processing or storing the financial account information. 

44. (Previously Presented): The method of claim 31, wherein the secure server enables 

the merchant server to process transactions using the financial account information without 

transmitting, processing or storing the financial account information. 

45. (Previously Presented): The method of claim 3 l, ,vherein the payment processing 

system is the secure server. 

46. (Previously Presented): A merchant server, operated by or for the benefit of a payee, 

compnsmg: 

one or more computer processors; and 

non-transitory computer readable storage media storing instructions that, when executed 

by the one or more computer processors, cause the merchant server to: 

receive enrollment data identifying a payer; 

generate an electronic instruction for a secure server that includes at least one data 

element associated with the payer, the electronic instruction requesting the establishrnent of a 

secure connection via the internet between the secure server and a computing system used by the 

payer for the secure server to receive financial account infonnation provided by the payer; 

output the electronic instruction to a communications network for transmittal to 

the secure server; 

receive, from the secure server, an electronic data token representing financial 

account information received by the secure server provided by the payer via the communications 

link, wherein the merchant server does not receive the financial account infonnation represented 

by the electronic data token and the secure server does not provide the electronic data token to 

the payer; 
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store the electronic data token in association with the enrollment data identifying 

the payer; and 

process a payment frorn the payer by electronically generating a payment 

transaction instruction that includes a representation of the electronic data token and 

electronically transmitting the payment transaction instruction to a payment processing system 

having access to the financial account information represented by the electronic data token. 

47. (Currently Amended): The merchant server of claim 46, wherein secure connection is 

a ,,ividgct or window or frame within a website provided by the merchant server. 

48. (New): A method of processing a payment from a payer to a payee, the method being 

performed by one or more secure servers, the method comprising: 

providing an application programming interface (API) that: 

provides an API endpoint that receives an electronically-generated payment 

transaction instruction from a merchant server providing a webpage to a payer computing system 

used by the payer, the payment transaction instruction including at least one data element 

associated with the payer and specifying the amount of the payment from the payer to the payee; 

authenticates the payee; 

generates a universal resource locator (URL) for establishing a secure socket layer 

connection via the internet between the secure server and the payer computing system, the URL 

comprising either: 

a dynamic URL generated by the secure server for the payer and the 

payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter used by 

the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure server and the 

payer computing system within a ,vindow or frame that is displayed vlithin the webpage 

provided by the merchant server; 
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outputs instructions to the payer computing system to render a financial account 

registration request form, ,vithin the window or frame that is displayed within the webpage 

provided by the merchant server, that provides functionality for the payer to provide financial 

account information; and 

outputs instructions to the payer computing system to encrypt the financial 

account information provided by the payer and transmit the encrypted financial account 

information to the secure server, via the secure socket layer connection, without providing the 

financial account information to the merchant server; 

receiving the financial account information provided by the payer via the secure socket 

layer connection; 

storing the financial account information in a secure storage location and performing each 

software process required to maintain cornpliance with one or more information security 

standards; 

providing an electronic data token, representing the financial account information 

provided by the payer, to the merchant server without providing the financial account 

information to the merchant server and without providing the electronic data token to the payer; 

processing the payment using the financial account information provided by the payer; 

and 

forwarding at least a portion of the payment to the payee. 

49. (New): The method of claim 48, wherein the URL is a redirect URL that redirects the 

payer computing system to the secure server. 
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REMARKS 

The Office Action dated October 5, 2022 (hereinafter, "the pending Office Action") has 

been carefully considered. In response thereto, the Applicant respectfully traverses the stated 

rejection. Accordingly, reconsideration and withdrawal of the outstanding Office Action and 

issuance of a Notice of Allowance are respectfully solicited in view of the following remarks. 

II. STATUS OF THE CLAIMS 

Claims 1-7, 9-22, 24-35, and 37-47 are pending. By way of this Amendment, 

independent claims 1 and 16 are amended to recite features described throughout the 

specification as originally filed, 1 including providing an application programming interface 

(API)2 that authenticates the payee,3 generates universal resource locator (URL) for establishing 

a secure socket layer connection between the secure server and the payer computing system (the 

URL comprising either a dynamic URI} generated by the secure server for the payer and the 

payee or a static URL5 and a hypertext transport protocol (HTTP) parameter6 used by the secure 

server to identify the payer and the payee), establishes the secure socket layer connection within 

a windmv or frame that is displayed within a ,vebpage provided by the merchant server,7 outputs 

instructions to the payer computing system to render a financial account registration request form 

(within the windmv or frame vlithin the webpage provided by the merchant server) that provides 

functionality for the payer to provide financial account information, 8 and outputs instructions to 

the payer computing system to encrypt the financial account information provided by the payer 

and transmit the encrypted financial account information to the secure server (via the secure 

1 The scope of claimed features are not limited by the description in the specification ofvaiious exemplary 
embodiments. Hmvever, citations to the specification are provided to show support for newly-claimed features. 
2 See, e.g., paragraphs l00281, [0032J, l00561 ("APl engine"), FIGS. 4f-41 (PayAPJ"), etc. 
1 See, e.g., FlG. 4f, step 578: paragraph [00721 
4 See, e.g., FlGS. 4b-4c, paragraph [0059] et seq. 
5 See, e.g., FlGS. 4d-4e, paragraph [0066] et seq. 
"For exainple, the "session identifier" of paragraph [0072 J, etc. 
7 See, e.g., paragraphs l0059], [0067J, etc. 

See, e.g., paragraphs [0060], [0067H0068], etc. 
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socket layer connection) ,.vithout providing the financial account infonnation to the merchant 

server. 9 

Independent claims l and 16 are also amended to further recite storing the financial 

account infom1ation in a secure storage location rn and performing each soft\vare process required 

to maintain compliance11 with one or more information security standards. 12 

Dependent claims 6 and 21 are amended for consistency with independent clairns 1 and 

15 and dependent claims 9-11 and 24-26 are cancelled. Nev.r independent claim 48 is added, 

which recites many of the features of independent clairn 16. New dependent clairn 49 is added to 

recite the features previously recited in newly-cancelled dependent claim 26. 

No new matter is added. 

HI. SUMl\ilARY ffF THE OFFICE ACTION 

In the pending Office Action, the pending claims are rejected under 35 U.S.C. § 101 as 

allegedly directed to non-patent eligible subject matter. 

IV. PATENT ELIGIBLE SUB.JECT MATTER REJECTION (35 U.S.C. § 101) 

As described in the previously-filed Amendment, shown in the attached documentary 

evidence, and discussed belm.v, electronic payment processing is a technical process (Section A) 

and the claimed invention improves both the prior art technology itself and the prior art technical 

process by eliminating the need for prior art merchant servers to include numerous cornponents 

and to perform numerous computer processing steps (Section E), eliminating redundant 

computer components and redundant processing steps (Section F), eliminating the need to ensure 

that payment processing components and processes do not negatively impact merchant 

9 See, e.g., paragraphs [0062]-[0063J, [0069H0070], etc. 
lO See, e.g., paragraphs [0011], [0056], etc. 
ll See, e.g., paragraph [0005J (Underlying software applications may require substantial modifications to achieve 
compliance": "security ... measures required to comply") and [0052] ("The secure server 202 or "hosted system" 
preferably meets acknowledged security standards, such as the PCl standard, to safeguard the financial account 
information secured there.") 
ll For example, the Payment Card Industry (PCl) Data Security Standard (DSS) information secmity standard 
described in paragraphs [0004J-[0005]. 
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functionality or customer experience (Section G), and eliminate the need for merchant 

organizations to perform numerous tasks (Section H). 

The pending Office Action repeats those specific factual assertions but does not actually 

address them. Instead, the pending Office Action asserts that the specification does not describe 

a technological problem, 13 argues that electronic payment processing in general (and all but eight 

words of independent claim 1 in particular) is "a method of organizing human activity," 14 asserts 

--- without evidence --- that the claimed ordered combination of processing steps is 

"conventional", 15 and concludes- again, without addressing any of the specific factual assertions 

or documentary evidence to the contrary --- that "there are no improvements to another 

technology or technical field [ and] no improvements to the functioning of the computer itself". 16 

The Applicant respectfully traverses the stated rejection. As described in detail below, 

electronic payment processing is a technical process (Section A), the claimed ordered 

combination of specific processing steps are "additional elements" (Section B) that are not 

"conventional" (Section C), the specification identifies a technical problem and describes a 

technical solution (Section D), and the claimed invention improves both the prior art technology 

itself and the prior art technical process by eliminating the need for prior art merchant servers to 

include numerous components and to perform numerous computer processing steps (Section E), 

eliminating redundant cornputer components and redundant processing steps (Section F), 

eliminating the need to ensure that payment processing components and processes do not 

negatively impact merchant functionality or customer experience (Section GJ and eliminate the 

need for merchant organizations to perform numerous tasks (Section H). 

A. Electronic payment processing is not ··a method of organizing human 
activity" 

The Federal Circuit has held that inventions engineered in the context of serving potential 

customers and merchants are patent eligible if "the invention [is] not claiming a business method 

l", Pages 13-14 
l•l Pages 27-28 
l'.i Pages 7-8 
l6 Page 7 
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per se, but [is] instead clairning a technical way to satisfy an existing problern for website hosts 

and viewers." 17 Similarly, ,vhile the invention at issue is used in service of a business 

transaction, the claims are not directed to a process for marketing or arrangh_rn that business 

transaction. but are instead directed to a system for electronically processing a pavment via the 

internet. 

To that end, independent claims 1 and 16 recite a secure server and application 

programming interface (API) that receive an electronically-generated payment transaction 

instruction from a rnerchant server (providing a \.vebpage to a payer computing system), 

authenticate the merchant, generate a URL for establishing a secure socket layer connection 

between the secure server and the payer computing system, output instructions to the payer 

computing system to render a financial account registration request form (that provides 

functionality for the payer to provide financial account information) within a window or frame 

that is displayed within the webpage provided by the rnerchant server, output instructions to the 

payer computing system to encrypt the financial account infom1ation and transmit the encrypted 

financial account information via the secure socket layer connection, receive the financial 

account information via the secure socket layer connection, provide an electronic data token 

(representing the financial account infonnation provided by the payer) to the merchant server, 

and process the payment using the financial account information. 

Furthem10re, independent claims I and 16 recite that the secure server stores the financial 

account information in a secure storage location and performs each soft\.vare process required to 

maintain compliance with one or more information security standards. Meanwhile, as shown in 

the attached Exhibit A and enumerated in Section E below, in some instances the hardware 

components required for "secure storage'' and the software processes "required to maintain 

compliance" include rendering any primary account number (PAN) unreadable anywhere it is 

stored (by one-way hashing the entire PAN using strong cryptography, using index tokens and 

securely stored pads, or using strong cryptography with associated key-management processes 

and procedures, masking PAN when displayed, generating strong data-encrypting cryptographic 

l
7 BASC0!\1 v. AT&T A1obility, 827 F.3d 1341, 1351 (Fed. Cir. 2016) characte1izing the claims at issue in DDR 

Holdings, v. Hotels.com, 773 F.3d 1245 (Fed. Cir. 2016) 
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keys, encrypting those data-encrypting cryptographic keys using key-encrypting cryptographic 

keys, storing the key-encrypting cryptographic keys separately from the data-encrypting 

cryptographic keys, securely distribute the data-encrypting cryptographic keys, changing 

cryptographic keys that reach the end of their cryptoperiod, functionality to retire or replace 

cryptographic keys when required (for example, by destroying and/or revoking cryptographic 

keys and, if necessary, securely archiving those retired or replaced cryptographic keys, e.g , 

using a key encryption key), managing logical access to disk encryption independently of native 

operating system access control mechanisms, functionality to manage manual clear-text 

cryptographic key management operations using split knowledge and dual control, a 

programmatic process to automatically remove stored cardholder data exceeding the 

requirements defined in the merchant's data retention policy, a process to securely delete 

sensitive authentication data received frorn cardholders, strong cryptography and security 

protocols (e.g., SSUTLS, lPSEC, or SSH) to safeguard sensitive cardholder data transmitted 

over open, public networks, systems configured to accept only trusted cryptographic keys and/or 

certificates, a protocol implemented to use only secure configurations (that did not support 

insecure versions or configurations), use of "the proper encryption strength" (according to vendor 

recommendations/best practices) for the encryption methodology in use, rendering PAN 

unreadable or secured ,vith strong cryptography when sent to end-user messaging technologies, 

wireless net,.vorks that use industry best practices to irnplement strong encryption for 

authentication or transmission ( e.g., Advanced Encryption Standard block cipher, which requires 

a dedicated chip that was not commonly included in most wireless network hardware). 

None of those software processes ( or hardware cornponents) recited in the claims or 

required to maintain compliance organize human activity. The pending Office Action argues 

that the claims are directed to a "fundamental economic practice or conunercial or legal 

interaction". 18 Hmvever, unlike the patent-ineligible claims described in MPEP 

§2106.04(a)(2)(H), the claims at issue are not directed to an economic practice itself (such as 

lS Page 28 
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offer-based price optirnization19 or financial instrurnents designed to protect against the risk20
), 

an "agreement in the form of contacts" (such as managing a stable value protected life insurance 

policy21 or processing insurance claims for a covered loss or policy event under an insurance 

policy22
), a ''legal obligation" (such as hedging,23 mitigating settlement risk,24 or arbitration25

) or 

"advertising, marketing or sales activities or behaviors" (such as structuring a sales force or 

marketing company ,26 or determining the optimal number of visits by a business 

representative27
). In other words, the claims are not directed to a commercial interaction itself: 

but rather to a specific technical process for electronically processing a payment in connection 

with that commercial interaction. 

B. The specific processing steps recited in the claims are "'more than simply 
stating the [concept of processing a payment from a payee to a payer] while 
adding the words 'apply it'" (or an equivalent)28 

The stated rejection is that, except for eight words (server, electronic, secure connection, 

computing system, and communications netvvork), all of the features recited the claims are 

directed to the abstract idea of "processing a payrnent from a payer to a payee." Meanwhile, the 

pending Office Action asserts29 that the ordered combination of specific processing steps recited 

in the claims amounts to "merely reciting the words 'apply it' (or an equivalent) with the judicial 

exception". 30 

Even if the Patent Office asserts that the broad concept of "processing a payment from a 

payer to a payee" is a judicial exception under§ 10 l, the ordered combination of specific 

processing steps recited in the claims --- rather than eight individual ,vords --- are "additional 

19 Qjp Techs., inc. v. Amazon.com, inc., 788 F.3d 1359, 1362-63, l 15 lJSPQ2d 1090, 1092-93 (Fed. Cir. 2015) 
20 ln re Chorna, 656 Fed. App'x 1016, 1021 (Fed. Cir. 2016) (non-precedential) 
21 Bancorp Servs., LLC v_ Sun Life A.ssur_ Co. of Canada 687 F.3d 1266, 1280 (Fed. Cir. 2012) 
12 Accenture Global Services v. Guidewire Software, inc., 728 F.3d 1336, 1338-39 (Fed. Cir. 2013) 
23 Bilski v. Kappos, 561 U.S. 593, 595 (2010): 
21 Alice Corp. Pty. Ltd. v. CLS Bank int 'l, 573 lJS. 208, 218 (2014) 
25 ln re Comiskey, 554 F.3d 967, 981 (Fed_ Cir. 2009)_ 
26 ln re Ferguson, 558 F.3d 1359, 1364 (Fed. Cir. 2009) 
27 ln re lvfa~cm;vs, 609 F.2d 481,485,203 lJSPQ 812, 816 (CCPA 1979): 
28 I\11PEP § 2106.05(1) 
29 Pages 7, 9, and 21, referring to "the 'apply-it' standard" 
10 I\11PEP § 2106.04(d)(I) 
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elements." After all, the ordered combination of specific processing steps recited in the claims is 

not a ''building blocks of human ingenuity" or one of "the basic tools of scientific and 

technological ,.vork." J\foanwhile, those specific processing steps cannot be characterized as "a 

drafting effort designed to monopolize" the broad concept of "processing a payment from a 

payer to a payee." Rather, systems can - and often do - process payments without the use of a 

secure server performing the specific processing steps recited in the claims. 

Nevertheless, in an effort to advance prosecution, independent claims 1 and 16 are 

amended to further recite additional technical processing steps that enable the claimed secure 

server to solve the technical problems and provide the technical benefits outlined below Claim 

1 recites ( emphasis added): 

l. A method of processing a payment from a payer to a payee, the method 
being performed by one or more secure servers, the method comprising: 

providing an application programming interface (A.PI) that: 
provides an A.PI endpoint that receives an electronically-generated 

payment transaction instruction from a merchant server providing a webpage to a 
payer computing device used by the payer, the payment transaction instruction including 
at least one data element associated with the payer and specifying the amount of the 
payment from the payer to the payee; 

authenticates the payee; 
generates universal resource locator (URL) for establishing a secure 

socket layer connection via the internet between the secure server and the payer 
computing system, the URL comprising either: 

a dynamic URL generated by the secure server for the payer and the 
payee; or 

a static URL and a hypertext transport protocol (HTTP) parameter 
used by the secure server to identify the payer and the payee; 

establishes the secure socket layer connection between the secure 
server and the payer computing system within a window or frame that is displayed 
within the webpage provided by the merchant server; 

outputs instructions to the payer computing system to render a 
financial account registration request form, within the window or frame that is 
displayed within the ,vebpage provided by the merchant server, that provides 
functionality for the payer to provide financial account information; and 

outputs instructions to the payer computing system to encrypt the 
financial account information provided by the payer and transmit the encrypted 
financial account information to the secure server, via the secure socket layer 
connection, without providing the financial account information to the merchant server; 
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receiving the financial account information provided by the payer via the secure 
socket layer connection; 

storing the financial account information in a secure storage location and 
performing each software process required to maintain compliam'.e with one or 
more information security standards; 

providing an electnmic data token, rep1·esenting the financial account 
information provided by the payer, to the merchant server without providing the 
financial account information to the merchant server and without providing the electronic 
data token to the payer; 

processing the payment using the financial account information provided by the 
payer; and 

fon.varding at least a portion of the payrnent to the payee. 

The Applicant respectfully submits that, particularly as an ordered combination, the 

specific processing steps shown above (e.g., in bold) were not ''well-understood, routine or 

conventional", would not "monopolize" the broad concept of "processing a payment from a 

payer to a payee" through the grant of a patent, and integrate that broad concept into a practical 

application for at least the reasons described below. 

C. \Vb.ether the processing steps recited in the claims were "conventional" 
should not be considered in Step 2A Prong Two and, in Step 2B, requires 
factual evidence that the ordered combination of processing steps was so 
"'widely prevalent o:r in comrnon use in the relevant industry" that they "need 
not be described in detail in the patent specification" to satisfy the written 
description 1·equi:rement of 35 lJ.S.C. § 112(a) 

The pending Office Action repeatedly argues that a judicial exception has not been 

integrated into a practical application under Step 2A Prong Two because processing steps recited 

in the claims are "conventional'' 31 However, the subject matter eligibility guidelines specifically 

state that examiners should "give weight to all additional elements" in Step 2A regardless of 

'\vhether or not they are conventional". 32 

11 Pages 8 and 14 
12 "Step 2A specifically excludes considermion of whether the additional elements represent well-understood, 
routine, conventional activity. Accordingly, in Step 2A Prong Two, examiners should ensure that they give vveight 
to all additional elements, vvhether or not they are conventional, vvhen evaluating whether a judicial exception has 
been integrated into a practical application. Additional elements that represent vvell-understood, routine, 
conventional activity may integrate a recited judicial exception into a practical application." ~ll1EP § 2106.04( d)(I) 
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Meanwhile, in Step 2B, "a factual determination is required to support a conclusion that 

an additional element (or combination of additional elements) is ,vell-understood, routine, 

conventional activity "33 To support such a conclusion, the subject matter eligibility guidelines 

require factual evidence that the specific "combination"34 of elements recited in the claims were 

so "widely prevalent or in common use in the relevant industry" that they "need not be described 

in detail in the patent specification'' to satisfy the written description requirement of 35 U.S.C. 

§ l 12(a). 35 

The pending Office Action argues that the Examiner did not apply the '\vell-known and 

conventional WURC standard'': 

Per the 101 rejection below, the claims do not recite significantly more. It's not clear 
how the solution overcomes the ''apply-it" standard regarded in the rejection (applicant 
points to the well-known and conventional WURC standard, which the Examiner did not 
apply in the rejection). 36 

Hmvever, the subject matter eligibility guidelines state that "when making a 

determination whether the additional elernents in a claim amount to significantly more than a 

judicial exception, the examiner should evaluate whether the elements define only ,vell­

understood, routine, conventional activity."37 In this instance, the pending Office Action 

provides no evidence that the ordered combination of specific processing steps recited in the 

claims was "conventional" as asserted in the pending Office Action, let alone so "widely 

prevalent'' that they did not need description in a patent specification. 

D. The specification identifies a technical problem and identifies technical 
improveinents realized by the daims over the prior art 

The pending Office Action argues that the ''specification in the instant application does 

not ... describe technological problems with a technological solution" and instead ''describes a 

1
"· I\11PEP § 2106.05(d)(l)(2) citing Berkheimer v. HP, inc., 881 F.3d 1360, 1368 (Fed. Cir. 2018) 

11 I\11PEP § 2106.05(e) citing BASCOA1, 827 F.3d at 1349 
I\11PEP § 2106.05(d)(l)(l) 

16 Pages 8 and 14 
17 I\11PEP § 2106.0S(d)(l) 
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recognized business problem with a solution in the computer arts where a server is used to 

process information and perform computationally-intensive analysis for other locations."rn 

As an initial matter, there is no requirement under § l 0 1 that the claims address a 

technical problem39 or that the technological problem be described in the specification.*1 

Additionally, the problem described in the specification is that maintaining compliance ,vith an 

information security standard like the PCI Data Security Standard requires both organizational 

measures and "software applications" that perform "security ... measures required to comply 

with the PCI standards" and "rnay require substantial rnodifications to achieve compliance": 

[0003] Fraud in credit card and other financial transactions is a major problem, and 
considerable resources are devoted to securing credit card and other account 
information provided to merchants hy payers. 

[0004] The Payment Card Industry Data Security Standard (PCI DSS) is an information 
security standard for organizations that handle cardholder information for the major debit, 
credit, prepaid, e-purse, ATM, and POS cards. 

[0005 J Defined by the Payment Card Industry Security Standards Council, the standard 
\Vas created to increase controls around cardholder data to reduce credit card fraud .... 
The security and organizational measures required to comply with the PCI 
standards, and the cost of the annual audits, are borne hy the individual organization. 
Underlying software applications may rem1ire substantial modifications to achieve 
compliance, and significant changes in organizational structure and operating procedures 
may also be required. Thus, the time, effort, and cost required for merchants and 
processors to obtain PCI certification to receive and use credit card data are 
substantial. 

The specification then goes on to describe an unconventional technical solution, recited 

in the pending clairns, that overcomes that technical problern (by eliminating the need for a 

merchant server 204 to include the components and perform the software processing steps 

:ig Page 14 
:1 9 For instance, inDDR Holdings, v. Hotels.com, 773 F.3d 1245, 1257, the problem addressed by the claimed 
invention was that "upon the click of an advenisement for a third-party product displayed on a host's website," the 
host website vvould lose that visitor as he or she is "transponed to the third party's vvebsite." 
40 "The specification need not explicitly set forth" an improvement to the functioning of a computer or another 
technology or technical field, but rather "it must describe the invention such that the improvement would be 
apparent to one of ordinary skill in the art." MPEP § 2106. 04( d)( 1 ). Here, those of ordinary skill in the art would 
have been aware of the technical challenges of complying with data secmity standards (such as the PCI standard 
attached as Appendix A) referenced in tile specification. 
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required to rnaintain compliance), thereby reducing the time and cost of developing the merchant 

server 204: 

[0028] Using the methods disclosed herein, in preferred embodiments merchants are 
able to process such transactions without transmitting, processing or storing Financial 
Account data. This reduces the potential liability of the merchants for data loss, and 
avoids placing their customer tracking and payment processing systems (such as 
merchant server 204) within the scope of the present Payment Card Industry Data 
Security Standard (PCI-DSS), thus reducing compliance costs, development costs, and 
accelerating time-to-market. 

The pending Office Action argues that "the specification describes a recognized business 

problern".'11 Eiowever, the Applicant respectfully submits that the fact that "underlying sofo.vare 

applications may require substantial modifications" in order to perform the "security . 

measures required to cornply" with an information security standard is a technical problem, as is 

the desire to reduce "development costs'' and "accelerat[e] time-to-market." 

E. The claimed invention improves the functioning of the prior art merchant 
~ itself by eliminating the need for the merchant se1·ver to "store 
financial account information in a secure storage location and perform each 
software process required to maintain compliance with one or more 
infonnation security standards" 

By eliminating the need for merchant servers to receive, store, and transmit financial 

account infom1ation, the claimed invention eliminates the need for those merchant servers to 

include the hardware cornponents and perform the software processes required to maintain 

compliance with information security standards, like the PCI Data Security Standard that was in 

place on the effective filing date of the present application'12 that is attached as Appendix A. 

Instead, in the years since the claimed invention has become available, the Payment Card 

Industry Security Standards Council has published requirements,'13 attached as Appendix B, that 

are applicable to e-commerce merchants with websites that do not receive cardholder data and 

41 Page 14 
42 PCl DSS Requirements and Security Assessment Procedures, Version 2.0 (October 2010) (hereinafter, "PCl DSS 
v2.0") 
40

' PCl Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and Attestation of Compliance; Partially 
Outsourced E-commerce Merchants Using a Third-Party Website for Payment Processing, Version 3 .2.1 (June 
2018) (hereinafter, "PCl DSS v3.2.l SAQ A-EP") 
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outsource their e-commerce payment channel to a PCI DSS validated third-party payment 

processor.44 

To comply with the information security standard of Appendix A prior to the claimed 

invention, prior art merchant systems were required to protect stored cardholder data by 

rendering any primary account number (PAN) unreadable anyvvhere it is stored45 by one-way 

hashing the entire PAN using strong cryptography, using index tokens and securely stored pads, 

or using strong cryptography ,vith associated key-management processes and procedures. 46 

P1ior art merchant systems were required to generate strong data-encrypting 

cryptographic keys,47 encrypt those data-encrypting cryptographic keys using key-encrypting 

cryptographic keys,48 store the key-encrypting cryptographic keys separately from the data­

encrypting cryptographic keys, 49 and securely distribute the data-encrypting cryptographic 

keys. 50 Prior art merchant systems were required to change cryptographic keys that had reached 

the end of their cryptoperiod (e.g., after a defined period of time and/or a defined amount of 

ciphertext had been produced). 5
J Prior art merchant systems were also required to include 

functionality to retire or replace cryptographic keys when required, 52 for example by destroying 

and/or revoking cryptographic keys and, if necessary, securely archiving those retired or replaced 

cryptographic keys (e.g., using a key encryption key). 53 Prior art merchant systems were also 

required to mask PAN when displayed 54 

4'
1 Page iii 

40 in~luding on portable digital media, backup media, and in logs 
46 Requirement 3.4. lfthe "foll PAN is not needed" (page 28), the PCJ Data Security Standard also permitted 
truncation of cardholder data as long as tmncated segment of the PAN was not hashed. However, to process a 
payment, prior art merchant systems needed to store the foll PAN. 
47 Requirement 3.6.1 
48 Requirements 3.5.2, Testing Procedure 3.5.2.a 
49 Ibid. 
50 Requirement 3.6.2 
51 Requirement 3.6.4 
52 The retirement or replacement of a cryptographic key was required if the cryptographic key was suspected of 
being compromised or when the integrity of the cryptographic key had been weakened (for example, if an employee 
with knowledge of a clear-text cryptographic key left the organization) 
50

' Requirement 3.6.5 
5'1 Requirement 3.3 
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If the prior art merchant system used disk encryption, 55 the prior art merchant system was 

required to manage logical access independently of native operating system access control 

mechanisms. 56 A prior art merchant systern was not compliant ,vith the PCl Data Security 

Standard if it used local user account databases or tied decryption keys to user accounts57 

If the prior art merchant system used manual clear-text cryptographic key management 

operations, the prior art merchant system was required to provide functionality to manage those 

operations using split knowledge and dual control. 58 For example, the PCI Data Security 

Standard suggested a system requiring two or three people, each knowing only their own key 

component, to reconstruct the whole key 59 

To avoid the requirement to conduct quarterly manual reviews to verify that stored 

cardholder data did not exceed the requirements defined in the merchant's data retention policy, 

a prior art merchant system ,vas required to include a programmatic process to automatically 

remove stored cardholder data exceeding the requirements defined in the merchant's data 

retention policy. 60 

Except in limited circumstances,61 prior art merchant systems were required to perform a 

process to securely delete sensitive authentication data received frorn cardholders, including the 

full contents of any magnetic stripe or chip,62 any card validation code,63 and any personal 

identification number (PIN) or encrypted PIN block.64 While merchant systems that partially 

outsource their e-commerce payment channel using the claimed invention are still required to 

securely delete any sensitive authentication data they receive,65 the claimed invention allows 

merchant systems to process payments without receiving any sensitive authentication data. 

50 rather than file- or colmm1-level database encryption 
56 Requirement 3.4.1 
s-i Ibid. 
58 Requirement 3.6.6 
59 Ibid. 
60 Requirement 3.1.1, Testing Procedure 3.1.l .d 
61 Issuers and companies that support issuing services were pennitted to securely store sensitive authentication data 
if there vvas "a business justification" to store that sensitive authentication data 
62 Requirement 3.2.1 
"°' Requirement 3.2.2 
0

•
1 Requirement 3.2.3 

65 PCI DSS v3.2.l SAQ A-EP, Requirement 3 
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Prior art rnerchant systems were required to use strong cryptography and security 

protocols to safeguard sensitive cardholder data transmitted over open, public networks such as 

the Internet, wireless networks, and rnobile networks. 66 The PCI Data Security Standard 

suggested using SSL/TLS, IPSEC, or SSH to transmit sensitive cardholder data over open, public 

networks. 67 Prior art merchant systems were required to accept only trusted cryptographic keys 

and/or certificates,68 to use a protocol implemented to use only secure configurations (that did 

not support insecure versions or configurations),69 and to use "the proper encryption strength" 

(according to vendor recommendations/best practices) for the encryption methodology in use. 70 

Prior art merchant systems ,vere required to render PAN unreadable or secured with strong 

cryptography whenever sent to end-user rnessaging technologies such as email, instant 

messaging, or chat programs71 Again, merchants who partially outsource their e-commerce 

payment channel using the clairned invention are still required to safeguard any sensitive 

cardholder data they transmit. 72 However, the claimed invention allows merchant systems to 

process payments without transmitting any sensitive cardholder data. 

Wireless networks transrnitting cardholder data or connected to the cardholder data 

environment were required to use industry best practices to implement strong encryption for 

authentication or transmission.73 The PCI Data Security Standard noted that the use of Wired 

Equivalent Privacy (WEP) as a security control was prohibited and suggested IEEE 802.11 i as an 

example of industry best practices. 74 Note that the IEEE 802.1 li standard makes use of the 

Advanced Encryption Standard (AES) block cipher, which requires a dedicated chip that was not 

commonly included in most wireless network hardware.75 

66 PCl DSS v2.0, Requirement 4.1 
67 Ibid. 
68 Requirement 4.1, Testing Procedure 4.1.b 
69 Requirement 4.1, Testing Procedure 4.1.c 
70 Requirement 4.1, Testing Procedure 4.1.d 
71 Requirement 4.2, Testing Procedure 4.2.a 
72 PCl DSS v3.2.l SAQ A-EP, Requirement 4 
70

• PCl DSS v2.0, Requirement 4.1.1 
7

•
1 Ibid. 

75 See 802. l li, TechTarget June 2006, https://www.techtarget.com/searchmobilecomputingidefinition/8021 li 
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The pending Office Action argues that "outsourcing the processing to another device 

does not meaningfully reduce the processing that needs to occur in maintaining PCI 

compliance."76 However, as described above, the claimed invention reduces the processing that 

needs to be pe1formed bv the merchant server (and components that need to be included in the 

merchant system), thereby improving the functioning of the merchant server. Meanwhile, as 

described below in Section F, outsourcing payment processing to a secure server that provides 

functionality for multiple merchant servers significantly reduces the processing that needs to 

occur. 

F. Additionally, because the secure server :recited in the claims can process 
payrnents for rnuWple merchant servers, the daimed invention improves the 
functioning of the combined system (i.e., both the merchant servers and the 
secure server) by eliminating redundant computer components and 
redundant processing steps 

The claimed invention allows nmltiple merchant systems to outsource the processing of 

cardholder data to the secure server recited in the claims ,vhile maintaining PCI compliance as 

described in the PCI Data Security Standard of Appendix B. Accordingly, rather than each 

merchant system being required to include the required computer components, only the secure 

server is required to include many of the computer components required by the PCI Data 

Security Standard of Appendix A. Additionally, rather than each merchant system being 

required to pe1form each of the software processing steps required by the PCI Data Security 

Standard of Appendix A, many of those sofovare processing steps are only required to be 

performed once by the secure server recited in the claims for each of those merchant systems to 

maintain PCI compliance. 

By providing a financial account registration request form to payers of multiple 

merchants via an application programming interface (for example, ,vi thin windows or frames 

that are displayed within the webpages provided by those rnerchant servers), the secure server 

can provide a single inte1face that masks that PAN when displayed,77 a single process to remove 

76 Page 9 
n PCI DSS v2.0, Requirement 3.3 
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stored cardholder data exceeding the requirernents defined in the secure system's data retention 

policy,78 and a single process to securely delete sensitive authentication data79 

The secure system can protect that cardholder data for all of those merchant svstems by 

generating strong data-encrypting cryptographic keys, encrypting those data-encrypting 

cryptographic keys using key-encrypting cryptographic keys, securely storing the cryptographic 

keys, and retiring or replacing the cryptographic keys when required 80 One particularly 

beneficial improvement provided by the claimed invention is the secure svstem can perform a 

single kev rotation process and ensure that all cryptographic keys used for all merchants are 

changed before they reach the end of their cryptoperiod. 8
J 

While receiving and transmitting sensitive cardholder data for multiple merchants, the 

secure server recited in the claims only requires one set of components that uses strong 

cryptography and security protocols to safeguard that sensitive cardholder data during 

transmission over open, public networks82 (including wireless network hardware with the 

dedicated chip83 required by the IEEE 802.1 li standard84 if needed to transmit cardholder data 

wirelessly). 

Again, the pending Office Action argues that "outsourcing the processing to another 

device does not meaningfully reduce the processing that needs to occur in maintaining PCI 

compliance." However, as desc1ibed above, outsourcing payment processing to a secure server 

that provides functionality for multiple merchant servers significantlv reduces the components 

needed for compliance and the processing that needs to occur. 

78 Requirement 3.1.1, Testing Procedure 3.1. Ld 
79 Requirement 3.2 
80 Requirement 3.4 through Requirement 3.6 
81 Requirement 3.6.4 
82 Requirement 4.1 

See 802. l l i, TechTarget, June 2006, https:i/wvvw.techtarget.com/searchmobilecomputing/definitiou/80211 i 
8

·
1 PCI DSS v2.0, Requirement 4.1.l 
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G. The claimed invention improves the prior art electronic payment processing 
processes by eliminating the need for merchants to ensure that the 
components and processes required to maintain compliance with an 
information security standard do not negatively impact the merchant 
functionalitv and customer experience 

Prior to the claimed invention, merchants were required to integrate their systems with 

the computer components required for compliance described above while ensuring that those 

components did not negatively impact the functions performed by the merchant system, 

including the user experience provided to their custorners. By enabling those merchants to 

outsource the processing of cardholder data to the secure server recited in the claims and simply 

request, via an API, that the claimed secure server provide a financial account registration 

request form (in a window or frame within the webpage provided by the merchant server85 or a 

separate webpage86
), the secure server and merchant server recited in the claims form a hybrid 

system (similar to the hybrid webpage87 at issue in DDR88
) that enables merchants to focus their 

efforts on their own core systems - and the user experience provided to their customers - while 

rnaintaining compliance \Vi th an infonnation secmity standard. 

The pending Office Action argues that "ifs not clear how" the claimed processing steps 

"impose[] a meaningful limit on the judicial exception, such that the claim is more than a 

drafting effort designed to monopolize the judicial exception." First, as described above, those 

specific processing steps are hardly "a drafting effort designed to monopolize the judicial 

exception" of "processing a payment from a payer to a payee", as systems can - and do - process 

payments from a payer to a payee ,vithout the use of a separate secure server, let alone one that 

provides an API, authenticates the payee, generates universal resource locator CURL) for 

as recited in independent claims l and 16 
;;

6 see, e.g., dependent claim 49 
Note that, in the embodiments of claims l and 16, the "secure socket layer connection bet\.veen the secure server 

and the payer computing system within a window or fnm1e that is displayed vvithin the webpage provided by the 
merchant server" is strikingly similar to the solution in DDR in that it is "an automatically-generated hybrid web 
page that combines visual 'look and feel' elements" from the merchant server vvebsite and functionality to provide 
financial account infomiation to the third-party secure server. ln those embodiments, the merchant server sends its 
visitors to a website "tliat l) incorporates 'look and feel' elements from the [merchant server] website, and 2) 
provides visitors with the opportunity" to submit sensitive firiancial account information to the third-party secure 
server '\vithout actlllilly entering" that secure server's website. 
88 DDR, 773 F.3d at 1257-58 

124452.00J 22/l30l 71655v. J 



Ex.1002 / Page 298 of 710 
M&A Ventures, LLC et al

Application No. 16/535,424 
Amendment dated Janumy 5. 2023 
Reply to Office Action of October 5, 2022 

30 Docket No.: 124452 00122 

establishing a secure socket layer connection, etc. Additionally, the claimed invention 

"integrates the judicial exception" by improving the prior art electronic payment processing 

process. In this section in particular, the Applicant points out that the clairned systern eliminates 

the need for merchants to ensure that the components and processes required to maintain 

compliance with an information security standard do not negatively impact the merchant 

functionality and customer experience. Instead, those merchants can focus their efforts on their 

own merchant functionality- and the user experience provided to their customers - and simply 

request, via an API, that the claimed secure server provide the claimed financial account 

registration request form (e.g., in a ,vindow or frame within the webpage provided by the 

rnerchant server89
). 

The pending Office Action also argues that the claims are distinguishable from DDR 

because "the claimed solution is not necessarily rooted in computer technology in order to 

overcome a problem specifically arising in the realm of computer [networks]". 90 Eiowever, the 

Applicant respectfully submits that the need to securefv receive and store sensitive data 11;•hile 

electronical~y processing payments to comp~v ·with ir1formation security standards required.for 

electronic payment processors is a problem "specifically arising in the realm of computer 

networks", as is the specific problern described above of ensuring that those components and 

processes do not negative~v impact the merchantfunctionality and customer experience at an 

01!line retailer. Moreover, the claimed secure server performing the claimed processing steps is 

a solution "rooted in computer technology". 

H. Additionally, the daimed invention improves prior art electronic payment 
processing methods by efoninating the need for each merchant to perform 
numerous organizational tasks to comply with an information security 
standard 

Another way that patent eligible inventions can improve a technological process is by 

reducing the time necessary for humans to maintain that technology. For example, the Federal 

Circuit in BASCOAf held that filtering content at the ISP server (rather than on each end-user's 

89 as recited in independent claims l and 16 
90 Page 15 
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client machine) was patent eligible under§ 101 because it eliminated the "difficult and time 

consuming" process of installing soft\vare "on every end-user's client machine." 91 

In addition to the required computer components and computer processing steps outlined 

above, the PCI Data Security Standard also required that employees or agents of merchants using 

prior art merchant systems perform all of the organizational tasks outlined in detail below. 

As an initial matter, merchants using prior art merchant systems were required to ve1ify 

that the prior art merchant systems complied with each and every one of the requirements above. 

Additionally, protect stored cardholder data, merchants were required to implement data 

retention and disposal policies, procedures, and processes to keep cardholder data storage to a 

minimum. 92 To comply with the PCI Data Security Standard, the data retention and disposal 

policy was required to limit data storage and retention time "to that which is required for legal, 

regulatory, and business requirements."93 Merchants were required to have specific retention 

requirements for all cardholder data94 specifying the time period that cardholder data needed to 

be stored and the legal, regulatory, or business reason \.vhy that cardholder data needed to be 

stored for that time period. 95 The data retention and disposal policy was also required to include 

provisions for secure disposal of data (including disposal of cardholder data) when no longer 

needed for those legal, regulatory, or business reasons. 96 If the merchant system did not include 

the prograrmnatic process to autornatically remove stored card.holder data exceeding the 

requirements defined in the merchant's data retention policy, the merchant was required to 

conduct quarterly reviews to verify that stored cardholder data did not exceed the requirements 

defined in the merchant's data retention policy.97 

Merchants were required to examine data sources --- including incoming transaction data, 

all logs (e.g., transaction logs, history logs, debugging logs, and error logs), history files, trace 

91 BASCOA{ 827 F.3d at 1344 
92 Requirement 3.1 
9

"· Requirement 3.1.1 
9

'
1 Requirement 3.1. 1, Testing Procedure 3.1. l.c 

95 Requirement 3.1. 1, Testing Procedure 3.1. l.a 
96 Requirement 3.1.1, Testing Procedure 3.1. Lb 
97 Requirement 3.1.1, Testing Procedure 3.1.l.d 
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files, several database schemas, and database contents - to verify that the full contents of 

magnetic stripes or chips,98 card validation codes,99 and PINs or encrypted PIN blocks 100 were 

not stored under any circumstance. 

To verify that displayed P.AN was masked, merchants were required to obtain and 

examine writing policies and examine displays of PAN ( e.g., on screen or on paper receipts) to 

verify that the PAN was rnasked 101 and examine documentation about the system, including the 

vendor, the type of system/process, and any applicable encryption algorithms. 102 

To verify that stored PAN was rendered unreadable, merchants were required to examine 

documentation about the system, including the vendor, the type of systern/pmcess, and any 

applicable encryption algorithms. 103 Additionally, merchants were required to confirm that PAN 

was rendered unreadable by examining several tables or files from a sample of data 

repositories, 104 a sample of removable media (e.g., back-up tapes), 105 and a sample of audit 

logs. 106 

To protect cryptographic keys, merchants \Vere required to document and implement key­

management processes and procedures. 107 The key-management processes and procedures were 

required to restrict access to the fewest nmnber of custodians necessary108 and to store 

cryptographic keys in the fewest possible locations and forms. 109 Nierchants ,vere required to 

periodically change cryptographic keys once they reached the end of their cryptoperiod (for 

example, as after a defined period of time had passed and/or after a defined amount of cipher­

text had been produced) as defined by the associated application vendor or key owner and based 

98 Requirement, 3 .2. 1, Testing Procedure 3 .2.1 
99 Requirement, 3.2.2, Testing Procedure 3.2.2 
100 Requirement, 3.2.3, Testing Procedure 3.2.3 
lOl Requirement 3.3, Testing Procedure 3.3 
102 Requirement, 3.4, Testing Procedure 3.4.a 
lOl Requirement, 3.4, Testing Procedure 3.4.a 
l04 Requirement, 3.4, Testing Procedure 3.4.a 
LOS Requirement, 3.4, Testing Procedure 3.4.c 
l
06 Requirement, 3.4, Testing Procedure 3.4.d 

lO? Requirement 3.6 
lOS Requirement 3.5.l 
L0

9 Requirement 3.5.2, Testing Procedure 3.5.2.b 
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on industry best practices and guidelines (e.g., NIST Special Publication 800-57). 110 Merchants 

,vere also required to retire or replace cryptographic keys if the cryptographic key v.ras suspected 

of being cornprornisedm or when the integrity of the cryptographic key had been weakened (for 

example, if an employee with knowledge of a clear-text cryptographic key left the 

organization), 112 for example by destroying and/or revoking cryptographic keys and, if 

necessary, securely archiving those retired or replaced cryptographic keys (e.g., using a key 

encryption key).113 

lf the merchant system used rnanual clear-text cryptographic key rnanagement operations, 

the merchant was required to manage those operations using split knowledge and dual controL 11
4 

For example, the PCI Data Security Standard suggested a system requiring two or three people, 

each knowing only their own key component, to reconstmct the whole key. us The merchant 

key-management procedures were required to prevent unauthorize substitution of cryptographic 

keys. 116 Merchants were required to obtain written or electronic acknm.vledgement from all 

custodians of the cryptographic keys that those custodians understood and accepted their key­

custodian responsibilities. 117 

Merchants were required to observe a sample of transactions as they occurred to verify 

that cardholder data was encrypted during transit. 118 For SSL/TLS implementations, merchants 

were required to verify that EITTPS appeared as a part of the browser Universal Record Locator 

(URL) and that no cardholder data was required v.rhen HTTPS does not appear in the URL. 119 

J\forchants were also required to maintain a policy stating that unprotected PANs \.Vere not to be 

sent via end-user messaging technologies. 120 

110 Requirement 3.6.4 
11 l Requirement 3.6.5, Tesling Procedure 3.6.5.b 
nz Requirement 3.6.5, Testing Procedure 3.6.5.a 
113 Requirement 3.6.5 
ll 4 Requirement 3.6.6 
ll5 ibid. 
ll

6 Requirement 3.5.7, Tesling Procedure 3.6.7 
ll? Requirement 3.5.8, Tesling Procedure 3.6.8 
llS Requirement 4.1, Testing Procedure 4. 1 .a 
ll

9 Requirement 4.1, Testing Procedure 4. 1 .e 
llO Requirement 4.2, Testing Procedure 4.2.b 
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By providing functionality for nmltiple merchants to outsource the processing of 

cardholder data, the claimed invention improves the prior art process of processing a payment by 

eliminating the need for each rnerchant to individually perform each of the organizational tasks 

above. 

The pending Office Action asks "How is this invention like Bascom?" 121 In both 

instances, one prior art solution was to install separate software on multiple, separate computing 

devices (separate internet content filters "on every end-user's client machine" and separate 

information security standard-compliant payment processing devices for each of a number of 

merchants). One problem addressed by the claimed invention in BASCOM was that it \Vas 

"difficult and time consuming" to install the software and update the client database on every 

end-user's client machine. Similarly, to maintain compliance as described above, each merchant 

must each perform all of the required organizational tasks. The claimed solution in BASCOA1 

was to instead use a remote server at the ISP to perfonn internet content filtering for each end­

user client machine, eliminating the time and difficulty of providing and maintaining separate 

software instances for each of a number of end users. Similarly, by providing functionality for 

multiple merchants to outsource the processing of cardholder data, the claimed invention 

eliminates the need for each merchant to individually perform each of the organizational tasks 

identified above. 

Accordingly, the Applicant respectfully submits that the pending claims are patent 

eligible subject matter under§ l 01. 

V. CONCLUSION 

In view of the above Remarks, the Applicant believes the pending application is in 

condition for allowance. 

Please charge any shortage or credit any overpayment of fees to BLANK ROME LLP, 

Deposit Account No. 23-2185, under Order No. 124452.00122 In the event that a petition for an 

extension of time is required to be submitted herewith and in the event that a separate petition 

llt Page 14 
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does not accornpany this Amendment or is insufficient to render this Amendment timely, the 

Applicant hereby petitions under 37 C.F.R. § l.136(a) for an extension of time for as many 

months as required to render this subrnission timely. Any fee due is authorized above. 

Dated: January 5, 2023 

124452.00J 22/l30l 71655v. J 

Respectfully submitted, 

By: /Michael C. Greenbamn/ 
Michael C. Greenbaum 

Registration No.: 28,419 
BLAN'K ROJVIE LLP 
Correspondence Customer Number: 27557 
Attorney for Applicant 
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Document Changes 

Date Version 

October 
2008 

Juiy 
2009 

October 
2010 

1.2 

1.2.1 

2.0 

Description 

To introduce PC/ DSS v1.2 as "PC/ DSS Requirements and Sewrity Assessment ProGedures," eliminating 
redundancy between documents, and make both general and specific changes from PCi DSS Security 
Audit Procedures v1 .1. For wmplete informalior( see PCI Data Secwity S1andard Summary of Changes 
from PCI DSS Version 1.1 to 1.2. 

Add sentem,e that was incorrectly deleted between PCi DSS v1. 1 am1 v1.2. 

Correct "t/Jen" to "tlian" in testing procedures 6. 3. 7. a and 6. 3. 7. Li. 

f?emove grayed-out marking for "in place" and "not in place" columns in testing procedure 6.5.b. 

For Compensating Controls Worksheet- Completed Example. correct wording at top of'page to say '·Use 
this vvorksheet to !'iefine cornpensating controls for any requirernenf noted as 'in plece 1 via cornpenseting 
controls." 

Update and implement changes from v-/.2. 1. For details, please see "PCI DSS - Summary of Changes from 
PCI DSS Version i .2.1 to 2.0.'' 

PC/ DSS Requirements and Security Assessment Procedures, Version 2.0 
Copyright 2010 PC! Security Standan1s CounGil LLC 

Pages 

5 

32 

64 

October 2010 
Page2 
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Introduction and PC! Data Security Standard Overview 

The Payment Card Industry (PCI) Data Security Standard (DSS) was developed to encourage and enhance card holder data security and facilitate 
the broad adoption of consistent data security measures globally. PCI DSS provides a baseline of technicai and operational requirements 
designed to protect card holder data. PCI DSS applies to all entities involved In payment card processing - including merchants, processors, 
acquirers, issuers, and service providers, as well as all other entitles that store, process or transmit cardholder data. PCI DSS comprises a 
m;nimurn set of requ,rernents for protecting cardholder data, and may be enhanced by additional controls and pract,ces to further rn,t,gate risks. 
Below is a l1igh-level overview oft11e 12 PCI DSS requirements. 

BtiHcl and Maintain a 
Se~ur:e Net~'«'Otk 

Protect Cardho!der Data 

Maint~!n s3 Vu!rieraoiU{)' 
Management ?rogram 

1, Msh':l!! wxl rr..aln!i:tin ,i flmwa!l cenflguralkin t◊ pr,::-,Bct can:ih◊!dBr daw 
:2: Do not ~•se vs,,oor-s::ipp:i~d ctetatins fo:· systi:,rn passwc,r,::!s and otiwr 

secu.r~ty param/i>ter:s 

l:J, lJi>s: ;,,.11(J r.,Q,tl,iriy .tifXlsilr:> a;ntl0v;r;,is · s,')ttwa;n,, or ptsJQ''s'1l'l'IS 

6, DevEllopandmainta,n ;secure sy;slemiS and applications 
............................................................................................................................................................................................................................................................................................................................................................................................................... 
lmp!ement Strong Access 
Con1fo! Memmres 

Regul:ar!y Monitor am;l 
Test NeModis 

Ma!ntah1 an !ntormMi(m 
Security Policy 

7, Restrict acce&s to can:Jh<ilder data by busines,;, need to ;,;now 

tt l~t3si:~~1n a uni:que ID to each p>Jn~on \.'Vith cornpuB~r :~ccE:ss 

ft R.estrk:t physk~l acc~2ss Ki cardt1rJidt:tf dt1ta 

HJ. Track and nmn,to:: au acc.,ss to neiwork resourrns an<:: c;,,.rdho,der dat,I 
1:1 ~ Rt:Qula:rty- tt~:.:Si .•securH~t sy-s.ten}s an<l proces~;e B, 

12. Maintain a policy tMt a,:.kiresses :ntonnation sewrity io:· a:: personnel. 

This document, ,OC/ Data Security Standard Requirements and Security Assessment Procedures, combines the 12 PCI DSS requirements and 
corresponding testing procedures into a security assessment tool It is designed ior use during PCI DSS compliance assessments as part of an 
entity's validation process. The fol!owing sections provide detailed guidelines and best practices to assist entities prepare for. conduct, and report 
the results of a PCI DSS assessment. The PCI DSS Requirements and Testing Procedures begin on page i !lo 
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The PCI Security Standards Council (PCI SSC) website (\l\"N\lv.pcisecuritystandards.org) contains a number of additional resources, including: 

Attestations of Compliance 

Navigating PC/ DSS.· Understanding the intent of the Requirements 

The PC/ DSS anci PA-DSS Glossary of Terms, A!Jbreviations and Acronyms 

Frequently Asked Ques1ions (FAQs) 

Information Supplements and Guideiines 

Please refer to www.pcisecuritystandards.org for more information. 
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PCI DSS Applicability Information 

PCI DSS appiies wherever account data is stored, processed or transmitted. Ac:c:ount Data consists of Cardho/der Data plus Sensitive 
Authentication Data, as fol!ows: 

C,mihotaer Data hicludes: 

Primary Account Number (PAN) 

Cardhoider Name 

Expiration Date 

Service Code 

SenSftive Autheriticati<m Data includes: 

Fuil magnetic stripe data or equivalent 
on a ct1ip 

CAV2/CVC2/CVV2/C!D 

PINs/PiN blocks 

The primary account number is the defining factor in the applicability of PCl DSS requirements. PCI DSS requirements are applicable if a 
primary account number (PAN) is stored, processed, ortransmitted. If PAN is not stored. processed or transmitted, PCI DSS requ,rements do not 
apply. 

If card holder name, service code, and/or expiration date are stored. processed or transmitted with the PAN. or are otherwise present in the 
cardholder data environment, they must be protected in accordance with al! PCI DSS requirements except Requirements 3.3 and '.t4, which appiy 
oniy to PAN. 

PCI DSS represents a minimum set of control objectives which may be enhanced by local, regional and sector laws and regulations Additionally, 
leg,slation or regulatory requirements may require specific protect,on of personaliy identifiable information or other data elements (for example. 
cardholder name), or define an entity's disciosure practices related to consumer information. Examples include legislation related to consumer 
data protection, privacy, identity theft, or data security. PCI DSS does not supersede local or regional laws, government regulations, or ott1er legal 
requirements 

The foil owing tabie illustrates commonly used elements of cardt1older and sensitive authentication data, wt1ether storage of eact1 data element is 
permitted or pro~1ibited, and whettier each data element must be protected. Tt1is table Is not ext1austive, but is presented to illustrate the different 
types of requirements that apply to each data element 
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Storage Render Stored Account !Ja.ta 
Data Element Permitted Unreadable per Requirement 3.4 

Primary Account Number (PAN) Yes Yes 

Card holder Cardtlolder Name Yes No 

Data Service Code Yes No 

Expiration Date Yes No 

S<imsitive 
Fuil Magnetic Stripe Data < No Cannot store per Requirement 3 2 

Authentication CAV2iCVC2/CVV2/CID No Cannot store per Requirement :~.2 
Data 1 

Plf'J!PIN Block No Cannot store per Requirement 3.2 

PCI DSS requirements 3.3 and 3.4 apply only to PAN. If PAN is stored with other elements of cardholder data, only the PAN must be rendered 
unreadable according to PCI DSS Requirement 3 4. 

PCI DSS only applies if PANs are stored, processed and/or transmitte(J. 
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Relationship between PCI DSS and PA-DSS 

Use of a PA-DSS compliant application by itseif does not make an entity PCI DSS compliant, since that application must be implemented into a 
PCI DSS compl,ant environment and according to the PA-DSS Implementation Guide provided by the payment application vendor (per PA-DSS 
Requirement 13.1). 

The requirements for the Payment Application Data Security Standard (PA-DSS) are derived from the ,OC/ DSS Requirements and Security 
Assessment Procedures (U1is document). Tt;e PA-DSS details wtiat a payment application must support to facilitate a customer's PCI DSS 
compliance. 

Secure payment applications. when implemented in a PCI DSS-compliant environment, wiil minimize the potential for security breaches leading to 
compromises of fuil magnetic stripe data, card verification codes and values (CAV2. CID, CVC2, CVV2), and PINs and PIN blocks, along with the 
damaging fraud resuiting from these breaches. 

Just a few of the ways payment appiications can prevent compliance include· 

Storage of magnetic stripe data and/or equivalent data from the chip in the customer's network after authorization; 

Applications t~1at require customers to disable other features required by the PCI DSS, iike anti-virus software or firewalls, in order to get 
the payment application to work properly; and 

Vendors' use of unsecured methods to connect to the application to provide support to the customer. 

The PA-DSS appiies to software vendors and others who develop payment applicat,ons that store. process. or transm,t card holder data as part of 
authorization or settlement, where these payment applications are sold, distributed, or licensed to third parties. 

Please note the foilowing regarding PA-DSS applicability: 

PA--DSS does apply to payment applications ttiat are typical!y sold and installed "off the st1elf" without much customization by software 
vendors. 

PA-DSS does not apply to payment appiications developed by merchants and service providers if used only in-house (not sold, 
distributed, or licensed to a third party), since this in-house developed payment application would be covered as pmt of the merct1ant's or 
service provider's nonnai PCI DSS compiiance. 

For deta,led guidance on determ;ning whether PA-DSS applies to a given payment application, please refer to the PA-DSS Requ,rernents and 
Security Assessment Procedures, which can be found at wvvw.pcisecuritystandards.orq. 
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Scope of Assessment for Compliance with PCI DSS Requirements 

The PCI DSS security requirements apply to all system components. In the context of PCI DSS, "system components" are defined as any network 
component, server. or application that is included in or connected to the card holder data environment. "System components" also include any 
virtualizatlon components such as virtual mact1ines, virtual switches/routers, virtual appiiances, vi1tual applications/desktops, and t1ypervisors. The 
cardholder data environment is comprised of people, processes and technology that store, process or transmit card holder data or sensitive 
authent,cation data. Network components include but are not limited to firewalls, switches, routers, wireless access po;nts, network appliances, 
and other security appliances. Server types include, but are not limited to the following: web, application, database, aut~1entication, mail, proxy, 
network time protocol (NTP), and domain name server (m;JS). Applications include all purchased and custom applications, including internal and 
external (for example, Internet) applicat,ons 

The first step of a PCI DSS assessment is to accurately determine the scope of the review. At least annually and p1ior to the annual assessment, 
the assessed entity should confirm the accuracy of their PCI DSS scope by identifying all locations and !lows of cardholder data and ensuring they 
are included in the PCI DSS scope. To confirm the accuracy and appropriateness of PCI DSS scope, perform the following· 

The assessed entity identifies and documents the existence of all cardholder data in tt1eir environment, to verify t~1at no cardholder data 
exists outs,de of the currently defined card holder data environment (COE). 

Once all locations of cardholder data are identified and documented, t~1e entity uses t~1e results to verify that PCI DSS scope is appropriate 
(for example, the results may be a diagram or an inventory of cardholder data locations). 

The entity considers any card holder data found to be in scope of the PCI DSS assessment and part of the COE unless such data is 
deleted or migrated/consolidated into the currently defined COE. 

The entity retains documentation that st1ows how PCI DSS scope was confirmed and tt1e results, for assessor review and/or for reference 
during tt1e next annual PCI sec scope confirmation activity. 

Network Segmentation 

Network segmentation of, or isolating (segmenting), the cardholder data environment from the remainder of an entity's network is not a PCI DSS 
requirement. However, it is strongly recommended as a method that may reduce: 

The scope of the PCI DSS assessment 

The cost of the PCI DSS assessment 

The cost and difficulty of implementing and maintaining PCI DSS controls 

The risk to an organization (reduced by consolidating card holder data into fewer, more controlled locations) 
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Witt1out adequate network segmentation (sometimes called a "flat network") the en1ire network is in scope oftt;e PCi DSS assessment. f'Jetwork 
segmentation can be achieved tt1rough a number of physical or logical means, suc~1 as properly configured internai network firewalls, routers wiU1 
strong access control lists, or other technologies that restrict access to a particular segment oi a network. 

An important prerequisite to reduce the scope of the card~1oider data environment is a clear understanding of business needs and processes 
related to the storage, processing or transmission of card holder data. Restricting card holder data to as few locations as possible by elimination of 
unnecessary data, and consolidation of necessary data, may require reengineering of long .. standing business practices. 

Documenting card holder data flows via a dataflow diagram helps fully understand ail card holder data !lows and ensures that any network 
segmentation is effective at isolating the cardholder data environment. 

If network segmentation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify that t~1e 
segmentation is adequate to reduce the scope of the assessment. At a high level, adequate network segmentation isolates systems that store, 
process, or transmit cardt1older data from those that do no1. However, the adequacy of a specific implementation of network segmentation is higt1ly 
variable and dependent upon a number of factors, suct1 as a given network's configuration, the tect111ologies deployed, and other controls that may 
be implemented. 

Appendix D: Segmentation ant1 Sampling of Business Fat:ilities/System Components provides more information on tt1e effect of network 
segmentation and sampling on the scope of a PCI DSS assessment. 

Wireless 

If wireless technology is used to store. process, or transmit cardholder data (for example, point-of-sale transactions, "line-busting"), or if a wireless 
local area network (WU\N) is connected to, or par1 of, the cardhoider data environment (for example, not cleariy separated by a firewall), tt1e PCI 
DSS requirements and testing procedures for wireless environments apply and must be performed (for example, Requirements 1.2. 3, 2.1.1, and 
4:1.1). Before wireiess technology is implemented, an entity should carefully evaiuate the need forthe technology against the risk Consider 
deploying wireless tectrnology only for non .. sensitive data transmission. 

Third Parties/Outsourcing 

For service providers required to undergo an annual onsite assessment, compliance validation must be performed on all system components in 
the card holder data environment 

A se1vice provider or merct1ant may use a third-party se1vice provider to store, process, or transmit card holder data on their be~1aif, or to manage 
components such as routers, firewalls, databases, physical security, and/or servers. If so, there may be an impact on the security of the card holder 
data env,ronment. 

For those entities that outsource storage, processing, or transmission of cardholder data to t~1ird-paity service prO\,~ders, t~1e Report on 
Compliance (ROC) must document the role of each service provider, clearly identifying which requirements apply to the assessed entity and which 
apply to tt1e service provider. There are two options for third-par1y service providers to vaiidate compliance: 
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1) They can undergo a PCI DSS assessment on their own and provide evidence to their customers to demonstrate their compiiance: or 

2) If they do not undergo tt1eir own PCi DSS assessment, 1hey will need to have tt1eir services reviewed during the course of each of 1heir 
customers' PCI DSS assessments. 

See the builet beginning ''For managed sen.lice provider (MSP) reviews," in Item 3, "Details about Reviewed Environment," in the ''Instructions and 
Content for Repor1 on Compliance" section, below, for more information. 

Additionally, merchants and service providers must manage and monitor the PCI DSS compliance of all associated third-party service providers 
witt1 access to card holder data. Refer to Requirement 12.8 in tf1is ciocument for details. 

Sampling of Business Facilities/System Components 

Sampling is not a PCI DSS requirement. However, after considering t~1e overali scope and complexity of the environment being assessed, the 
assessor may independently select representative samples of business facilitiesisystem components in order to assess PCI DSS requirements. 
These samples mus1 be defined first for business facilities and tt1en for system components within each selected business facility. Sampies must 
be a representative selection of all of tt1e types and locations of business facilities, as well as types of system components within selected 
business facilities. Samples must be sufficiently large to provide the assessor with assurance that controls are implemented as expected. 

Sampling of business facilities/system components for an assessment does no1 reduce tt1e scope of tt1e card holder data environment or the 
applicabiiity of PCI DSS requirements. Whether or not sampling is to be used, PCI DSS requirements appiy to the entire card holder data 
environment. If sampling is used, each sample must be assessed against all appiicable PCI DSS requirements. Sampiing of the PCI DSS 
Requirements ttiernseives is not permitted. 

Examples of business facil,t,es include but are not iimited to: corporate offices, stores, franchise locat,ons. processing faciiities, data centers, and 
ott1er facility 1ypes in different loca1ions. Sampling st1ould include system cornponen1s wi1hin each selected business faciiity. For example, for each 
business facility selected, include a variety of operating systems, functions, and applications that are applicabie to U1e area under review. 

As an example, the assessor may detine a sample at a business facility to include Sun servers running Apache \/V\/vW. Windows servers running 
Oracle, mainframe systems running legacy card processing applications, data transfer servers running HP-UX, and Linux Servers running 
MYSQL. if ail applications run from a single version of an OS (for example, Windows 7 or Solaris 10), then the sample should still include a variety 
of applications (for example, database servers. web servers, data transfer servers). 

W~1en independently selecting samples of business facilities/system components, assessors s~1ould consider ttie following: 

If there are standard, centralized PCI DSS security and operational processes and controls in place tha1 ensure consistency and ttiat each 
business facility/system component must foilow, the sample can be smaller than if ttiere are no standard processesicontrols in place. The 
sampie must be large enough to provide the assessor with reasonabie assurance that ail business facilities/system components are 
configured per the s1andard processes. 

If there is more than one type of standard secu1ity andior operational process in place (for example, for different types of business 
fac,lities/system components), the sample must be large enough to include bus;ness facilities/system components secured with each type 
of process. 
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If there are no standard PCI DSS processes/controls in place and each business facility/system component is managed through non­
standard processes, tt1e sample must be larger for t~1e assessor to be assured ttiat eact1 business facilityisystern component has 
implemented PCI DSS requirements appropriately. 

For each instance wi1ere sampling is used, t~1e assessor must: 

Document the rationale beh;nd the sampling technique and sample size, 

Document and validate the standardized PCI DSS processes and controls used to determine sample 
size. and 

Explain how t11e sample is appropriate and representa1ive of the overall population. 

Assessors must revalidate the sampling rationale for each assessment. If sampling is to be used. different 
samples of business facili1ies and system components must be selec1ed for eaci1 assessment. 

Compensating Controls 

Pfease also refer to: 
Appendix D: Segmentation 
and Sampling of Business 
FaciiitiesiSystem 
Components. 

On an annual basis, any compensating controls must be documented, reviewed and vaiidated by the assessor and included will, the Report on 
Compliance submission, per Appenciix B: Compensating Controis and Appendix C: Compensating Controis Worksheet 

For each and every compensating control, the Compensating Controls Works~1eet (Appendix C) must be completed. ,<\dditionaliy, compensating 
control resuits should be documented in the ROC in the corresponding PCI DSS requirement section. 

See the above-mentioned Appenciices Band C for more details on "compensating controls." 
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Instructions and Content for Report on Compliance 

This document must be used as the template for creating the Report on Compliance. The assessed entity should foil ow each payment brand's 
respective report;ng requirements to ensure each payment brand acknowledges the entity's compliance status. Contact each payment brand to 
determine repo1ting requirements and instructions. 

Report Content and Format 

Follow these instructions for report content and format when completing a Report on Compliance: 

·1. Executive Summary 

Include the following: 

Describe the entity's payment card business, including: 

Tt1eir business role with payment cards, which is t1ow and why they store, process, and/or transmit card holder data 

Nate: This is not intended to be ,3 cut-end-paste from the enfif}''s web site, but shoul!i be a tailored description tfwt shows the 
assessor understends peyment and tlw entity's role. 

How they process payment (directly, indirectly, etc.) 

Wt1at types of payment cl:annels they serve, suc~1 as card-not-present (for example. mail-order-telephone-order (MOTO). e­
Comrnerce), or card-present 

Any entities that they connect to for payment transmission or process;ng_ including processor relationships 

A high-level network diagram (either obtained from the entity or created by assessor) of the entity's networking topography that 
includes: 

Connections into and out of the network 

Critical components witt1in the cardt1older data environment, including POS devices, systems, databases, and web se1vers, as 
applicable 

Other necessary payment components, as applicable 
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2. Description of Scope of Work and Approach Taken 

Describe the scope, per the Scope of Assessment section of this document, including the foilowing: 

Document how the assessor validated t~1e accuracy of ttie PCI DSS scope for the assessment, inciuding: 

Ttie rnetllods or processes used to identify and document ail existences of card holder data 

How the results were evaluated and documented 

How the effectiveness and accuracy of the mett1ods used were verified 

Ttiat the assessor validates that 1he scope of the assessment is accurate and appropriate. 

Environment on which assessment focused (for example, client's Internet access points. ;nternal corporate network, processing 
connections) 

If network segmentation is in place and was used to reduce scope of tt1e PCI DSS review. briefly expiain t~1at segmentation and 
how assessor validated the effectiveness of the segmentat,on 

If sampling is used dunng the assessment, for each sample set selected (of business facilitiesisystem components) document the 
following: 

Total population 

Number sampled 

Rationale for sample selected 

Description of tile standardized PCI DSS security and opern1ional processes and controls used to de1ermine sample size, and 
how the processes/controls were validated 

How tile sample is appropriate and representative of tile overall population 

Description of any locations or environments that store, process, or transmit card holder data that were EXCLUDED from t~1e 
scope of the review, and why these locations/environments were excluded 

L,st any wholly-owned entities that requ,re compliance with the PCI DSS, and whether they are reviewed separately or as part of 
this assessment 

List any international entities that require compliance witt1 the PCI DSS, and whether they are reviewed separately or as part of tllis 
assessment 

List any wireless LANs and/or wireless payment applications (for example, POS terminals) that are connected to, or could impact 
ttie security of U1e card holder data environment, and describe security in place for tllese wireless environments 

The version oft~1e PCI DSS Requirements and Security Assessment Procedures document used to conduct tt1e assessment 
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3. Details about Reviewed Environment 

Include the following details in this section: 

A diagram of each piece of the communication link, including LAN, W,<\N or Internet 

Description of cardholder data environment, for example. 

Document transmission and processing of card holder data, including authorization, capture, settlement, chargeback and o1her 
flows as applicable 

Ust of files and tables that store card holder data, supported by an inventory created (or obtained from the client) and retained 
by the assessor in the work papers. This inventory should include, for each cardholder data store (file, table, etc.): 

List al! of the elements of stored card holder data 

How da1a is secured 

How access to data stores are logged 

L,st oi hardware and critical software in use in the card holder data environment, along with description oi function/use ior each 

L,st oi sen.lice pro1,1ders and other third parties with which the entity shares cardholder data 

Note: These entities are subject to PC/ DSS Requirement -r2. 1:1.) 

List of third-party payment application products and versions numbers in use. including whether each payment application has 
been validated according 1o PA-DSS. Even if a payment application has been PA-DSS validated, the assessor still needs to verify 
that the application has been implemented ;n a PCI DSS compliant manner and environment. and accord;ng to the payment 
application vendo1°s PA-OSS lmpiementation Guide. 

Note: ft is not a PC/ DSS ;'@qu/tem&nt to use PA-OSS validated applications. P/1;1ass consult with 1;1ech peymsnt brand individually 
to understand their PA-DSS compli,1nce requirements) 

List of individuais inter1,1ewed. their organizations, titles, and topics covered 

List of documentation reviewed 

For managed service provider (MSP) reviews, the assessor must clearly identify whic~1 requirements in this document apply to t~1e 
MSP (and are included in U;e review), and which are no1 inciuded in U1e review and are tt1e responsibility of the MSP's cus1orners 
to include in their reviews. Include information about which of the MSP's IP addresses are scanned as part of the MSP's quarterly 
vu!nerabil1ty scans, and whict; IP addresses are U;e responsibility of1he IVlSP's customers to include in tt1eir own quarterly scans. 
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4. Contact Information and Report Dale 

lnciude: 

Con1act information for merchant or service provider and assessor 

Time frame of assessment----specify tt1e duration and the time period over whict; the assessmen1 occurred 

Date of report 

5. Quarterly Scan Results 

Summanze the four most recent quarterly ASV scan resuits in the Executive Summary as well as in comments at Requirement 

11.2.2. 

Nate: It Is not required that four passlnrr quarter1y scans must be completed for initial PC/ DSS compliance if the assessor 
venf1es: 

1) Tr1e most recent smm result was a passing scan, 

2} The entity has documented policies and procedures requiring quarterly scanning going forward. and 

3) Any vulnerabilities noted in the initiai scan h;we been corrected as shovim in a re-scan. 

For subsequ$/1l years after the /11/tlai PC/ DSS rev/1;1w, four passing quarter1.v scaM must have occwred. 

Scan must cover ali extemally accessibie (Internet-facing) IP addresses in existence at U1e entity, in accordance wit11 the PCi 
Approved Scanning Vendors (ASVj Program Guide. 

6. Findings and Observations 

Summarize in the Executive Summary any findings that may not fit into the standard Report on Compl,ance template format. 

An assessors must" 
Use the Detailed PCI DSS Requirements and Security Assessment Procedures template to provide detailed report descriptions 
and findings on each requirement and sub-requirement 

Ensure that all NIA responses are ciearly explained. 

Review and document any compensating controls considered to conclude 1hat a control is in place. 

See "Compensa1ing Con1rols" section above and Appendices B and C for more details on cornpensatinti controls. 

Revalidation of Open Items 

A "controls in place" repo1t is required to verify compliance. Tt1e report is considered non-compliant if it contains "open items," or iterns tllat wiil be 
finished at a future date. The merchant/service provider must address these items before validation is completed. After open items are addressed 
by the merchant/service provider. the assessor will then reassess to val,date that the remediat,on occurred and that all requirements are satisfied. 
After revaiidation, t~1e assessorwili issue a new Report on Cornpiiance, verifying tt1at the cardllolderdata environment is fuily cornpiiant. and 
submit it consistent with instructions (see beiow) 
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PCI DSS Compliance - Completion Steps 

1. Complete the Report on Compliance (ROG) according to the section above entitled "Instructions and Content for Report on Compliance:· 

2. Ensure passing vulnerability scan(s) l1ave been completed by a PCi SSC Approved Scanning Vendor (AS\!';, and obtain evidence of 
passing scan(s) from the ASV. 

3. Complete tt1e Attestation of Compliance for Service Providers or fv1erchants, as applicable, in its entirety. Attestations of Compliance are 
available on the PCI SSC website (www.pcisecuritystandards.org). 

4. Submit the ROC. evidence of a passing scan, and the Attestat,on of Compliance, along with any other requested documentation. to the 
acquirer (for merchants) orto ttie payment brand or ot~1er requester (for service providers). 
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Detailed PC! DSS Requirements and Security Assessment Procedures 

For the PC/ DSS f?equirements and Security Assessment Procedures, the following defines the table coiumn headings: 

PC! DSS Requirements•-· This column defines the Data Security S1andard and lists requiremen1s to achieve PCi DSS compliance; 
compliance will be validated against these requirements. 

Testing Procedures -- This column st1ows processes to be followed by 1he assessor to validate that PCI DSS requirements are •'in place." 

In Place--· This column rnus1 be used by 1he assessor 10 provide a brief descrip1ion of 
1he controls wt1ict1 were vaiidated as "in place'' for eact; requirement, including 
descriptions of controls found to be in place as a result of compensating controls, or as a 
result of a requirement being "Not Applicable." 

Mote: This cowmn must not be used for 
controls that ere not yet in place or for open 
items to b& completed ate future t1ete. 

Not in Place - This coiumn must be used by the assessor to provide a brief description of controls that are not in place. Note that a non­
compliant report should not be submitted to a payment brand or acquire, unless specifically requested .. For further instructions on non­
cornpiiant reports, please refer 10 the Attestations of Compliance, available on tt1e PCI SSC websi1e (wv.w.pcisecuritystandards.org). 

Target Date/Comments - For those controls "Not in Place" the assessor may include a target date that the merchant or service provider 
expects to have controis "in Place:· Any additional notes or comments may be included here as well. 
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Build and Maintain a Secure Network 

Requirement 1: lnstail and maintain a firnwa!I configuration to protect cardflofder data 

Firewal!s are devices ttiat con1rol computer traffic allowed between an entity's networks (internal) and untrusted networks (external), as well as 
traffic into and out of more sensitive areas within an entity's internal trusted networks. The cardholder data environment is an example of a more 
sensitive area within an entity's trusted network. 

A firewall examines al! network traffic and blocks those transmissions that do not meet t~1e specified security criteria. 

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Internet as e-commerce. 
employee lnterne1 access through desktop browsers, employee e .. rnail access, dedicated connections such as business-to-business connec1ions, 
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusted networks can provide unprotected pathways 
into l,ey systems Firewalls are a key protection mechanism for any computer network. 

Other system components may provide firewall functionality, provided ttiey meet the minimum requirements for firewails as provided in 
Requirement 1. Where other system components are used within the cardhoider data environment to provide firewall functionality, these devices 
must be included witt1in the scope and assessment of Requirement 1 

PC! DSS RequiremMIS 

1.1 Establish firewall and router 
contiguration standards that include ti1e 

·1 :1.1 A forma! process lor approving 
and testing all network connections and 
changes to ti1e firewall and router 

1.1.2 Current network diagram with all 
connections to cardholder data, 
including .any wire!ess net1,vorks 

1.1.l Requirements for a firewall 3t 
each Internet connection and between 
any demi!itarized zone (DMZ) and the 
internal network zone 

Testing Procadures 

1.1 Obtain and inspect tt1e firewall and router configuration 
standards and other documentation below to verify that 
standa(ds are 

1.1.1 Verify Hlat tt1ere is a formal process for testing and approval 
of all network connections and changes lo firewall and router 
configurations. 

1.1.2.a Verify that a current network diagram (for example, one 
that shows carclt,older data flows over the network) exists and that 
it rJocurnents all connections to cardholder data, including any 
wireless networks. 

1.1.2.t; Verify that tile diagram is kept current. 

1.1.3.a Verify that fimwali configuration standards inciurJe 
requirements for a firewall at each Internet connect:on and 
between any DMZ and the internal network zone. 

1.1.3.b Verify that the current network diagram is consistent witi1 
the fimwal: standa(ds. 
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1.1.4 Description of groups, roles, anrJ 
responsibilities for logical management 
of network 

1.US Documentation and business 
justitication for use of ali services, 
protocols. and ports allowed, including 
documentation of security features 
implemented for those protocols 
considered to be insecure. 

Exarnp!es of insecure services, 
protocols. or ports include but are not 
limited to FTP. Telnet, POP3. IMAP, 
and SNMP. 

1.1.G Requirement lo review firewall 
and router rule sets at least every six 
months 

configurations that mstdct connect:ons 
behveen untrusted networks and any 
system components in the cardhoider 
data environment. 

Note: An 11untrusted netvvork'' is any 
network that is external to the networks 
belonginu to the entity unc!er review, 
anc/1,,r v,41/ch is out of the entity's abi!fty to 

1.2.1 Restrict inbound and outbound 
trarnc to that which is necessary for tt,e 
carrJho!der data environment 

Testing Procedures 

1.1.4 Verify that firewall and router configuration standards include 
a description of groups, roles, and responsibilities for logical 

of network 

1.1.5.a Verify tt1at firewali and router configuration standards 
include .a documented list of services, protocols and ports 
necessary for business-for example, hypertext transfer protocol 
(HTTP) and Secure Sockets Layer (SSL), Secure Sheil (SSH), 
and Virtuai Private Network 

1.1.6.b identify msecure services, protocols, and ports allowed; 
and verily they are necessary and tt,at security features are 
documented and ,rnplemented by examining firewali and router 
configuration standards and settings for eact1 service. 

1.1.6.a Verify that firewall and router configuration standards 
require review of firewall and router rule sets at least every six 
niontlls 

1.1.6.b Obtain and examine documentation to verify that the rule 
sets are rev,ewed at ieast six months. 

1.2 Examine firewall and router conflgurat!ons to verify that 
connections are restricted between untrusted networks and system 
components in the cerdholder data environment, as follows: 

1.2.1.a Verify tt1at mbound and outbound traffic is iimited to tt,at 
which is necessary for the cardholder data environment, and that 
the restrictions are rJocumented. 

1.2.1.b Verify that all ott1er inbound and outbound traffic is 
specifically denied. for example by using an explicit "deny all" or 
an after allow statement 
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1.2.2 Secure and synchronize router 
configuration files. 

1.2.3 install perimeter flrnwalis between 
any wireless networks and the 
cardholrler d3t3 environment. 3nd 
configure these lirewalls to deny or 
control (if such traff;c is necessary for 
business purposes) any traffic from the 
wireless environment into the 
carrJho!der data environment 

1.3 Prohibit direct public access between 
the internet and any system component 
in the cardholder data environment. 

1.3.1 implement a DMZ lo limit inbound 
traffic to only system components that 
provide authorized publicly accessible 
services, and 

1.3.2 Limit inbound internet traffic to IP 
addresses within tile DMZ. 

1.3.l Do not allow any direct 
connections inbound or outbound for 
trarnc between U,e Internet and the 
cardt,older data environment. 

1 .3.4 Do not ailow internal addresses to 
pass from the Internet into the DMZ. 

1 .3.5 Do not ailow unauthorized 
outbound traffic froni the cardhoider 
data environment to the Internet. 

Testing Procedures 

1.2.2 Verify that router configuration flies are secure and 
syndironizerJ-for ey,ample. running configuration files (used for 
normal running ofl11e routers) and start-up configuration files 
(used when n1achines are re-booted), have the sarne, secure 
configurations. 

1.2.3 Verify that !here are perimeter fire1"mlls inst3lled between 
any \.,Vire!ess networks and systerns that store cardho!der data, 
and that these firewalls deny or control (if such trnffic is necessary 
for business purposes) any traffic lrom the wireless environment 
into the cardhoider data environment. 

1.3 Examine firewall and router conflgurat,ons----including but not 
limited to the ct1oke router at the internet, the DMZ router and 
firewall, the DMZ cardholder segment, tile perimeter router, and the 
internal cardtiolder network segment-to determine ttiat there is no 
direct access behveen the Internet and system components in the 
internal carrlholder network as detailed below. 

1.3.1 Verify tt1at a DMZ is implemented lo limit inbound traffic lo 
only system components tt1at provide autt10r1zed publicly 
accessible services, protocols. and ports. 

1.3.2 Verify that inbound internet traffic is limited to IP addresses 
wittlm the DMZ. 

1.3.3 Verify d!rect connections !nbound or outbound are not 
allowed for traffic between the Internet and the cardhoider data 
environment. 

1.3.4 Verify that internal addresses cannot pass lrom the Internet 
into the DMZ. 

i .3.5 Verify th3t outbound traffic from tile card holder data 
environment to the Internet is explicitly authorized 
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1.33, Implement stateful inspection, 
also known as dynamic packet filtering. 
(Thal is. only "es!ab!ished" connections 
are a!lowed into the network.) 

1.3.7 Place system components that 
store carrJho!der rJat.a (such as a 
database) in an internal network zone, 
sec1reg3ted from the DMZ and other 
untrusted networks. 

i .3.a Do not disclose priv3te iP 
addresses and (Outin(~ info(mation to 
unauthorized parties. 

Note; Methods to obscure IP 
addressing may include, but are not 
iimitedto: 

ll Network Address Translation (NAT) 
0 Placing servers containing 

carciho!c!er data behind proxy 
sen.,·erslfirewa!!s or content caches, 

0 Rernova! or fiifering of route 
advertise,nents for private networks 
that e,n,o!oy registered addressing: 

• !ntemai use of RFC1918 address 
space instead of registered 
addresses. 

1.4 Install personal firewall software on 
any mobile and/or employee-owned 
computers with direct connectivity to the 
internet (for example, laptops used by 
employees), which are used to access 
tt1e organization's network 

Testing Procedures 

1.3.6 Verify that the firewall performs stateful inspection (dynamic 
packet filtering). (Only establisiied connections should be allowed 
in, 3nd oniy if they are associated with a previousiy established 
session) 

1.3.7 Verify tiiat system components that store cardholder data 
are on an internal network zone, segregaterJ from tile DMZ and 
other untrusted networks. 

i .3.8.a Verify that niethods 3re in place lo prevent the disclosure 
of private IP ac!c!msses and routing infom1ation frorn interna! 
networks lo the Internet. 

1.3.8.b Verify that any disciosure of private IP addresses 3nd 
(Ou tin(~ info(mation to external entities is authorized. 

1.4.a Verify !ha! mobile and/or employee-owned computers w!th 
direct connectivity to !he Internet (tor example, laptops used by 
employees), and wt1,ch are used to access tt1e organization's 

t,ave personal firewall software installed and active. 

1.4.b Verify that the personal firewall software is configured by the 
organ!zation to spec!flc standards and is no! alterable by users of 
mobBe and/or ern:plr:)yee-r:)wr1ed ,. ..................... -1- .... ...,... 
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Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

Malicious individuals (external and internal to an entity) often use vendor default passwords and other vendor default settings to compromise 
systems. These passwords and sett;ngs are weii known by hacker communities and are easily determined via public information. 

PCI oss Requirements 

2.1 Always change vendor-supplied 
defaults before installing a system on the 
network, inciuding but not limited to 
passwords, simple network management 
protocol (SNMP) cornrnunity strings, and 
elimination accounts. 

2.1.1 For wireless environments 
connected to the cmdholder data 
environment or transmitting card holder 
data, ct1ange wireless vendor defaults, 
including but not iimited to default 
wlmless encryption keys. passwo(ds, 
and SNMP community strings. 

Testing Procedures 

2,1 Choose a sarnp!e of system components. and attempt to !og on 
(with system administrator help) to the devices using default 
vendor-supplied ao:mmts and passwords, lo verify that default 
accounts and passwords have been changed. (Use vendor manuals 
and sources on the Internet to lind vendor-supplied 

2.1.1 Verify the following regarding vendor default settings for 
wire!ess environments: 

2.1,1,a Verify encryption keys were changed from default at 
instanation. and am chanc~ed anytin1e anyone with knowledge of 
the keys !eaves the company O( chanc~es positions 

2" 1, 1 J.1 Verify default SNMP cornrnunity strings on wireless 
devices were 

2.1.1.c Verify default passwords/passphrases on access points 
\Vere 

2.1.1.d Verify firmware on wireless devices is updated to support 
strong encryption for 3uthentica!ion and transmission over 
wireless networks. 

:u .i .e Verify other security-reiated wireless vendor def au its were 
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PCI DSS Requiremeoti; 

2.2 Develop configuration standards for 
all system components. Assure tt1at 
these standards address all known 
security vulnerabilities and are consistent 
with industry-accepted system hardening 
standards. 

Sources of inrJustry-accepted system 
hardening standards may include, but are 
not lim!ted to: 

Center for Internet Security (CIS) 

International Organ!zation tor 
Standardization (!SO) 

SysAdmin Audit Network Security 
(SANS) Institute 

Nationa! !nstitute ol Standards 

2.2.1 Implement only one primary 
funct,on per server to prevent funct,ons 
that reqrnre d;fferent security levels 
from co-existing on tt1e same server. 
(For example, web servers. database 
servers, and DNS should be 
imp!ernented on separate servers.) 

Note: Where virtualization tecllno!ogies 
are in use,. irnp!emer:t only one pli1na,-y 

Tei;ting Procedures 

2.2.a Examine tt1e organization's system configuration standards for 
all types of system components and verify tile system configuration 
standards are consistent 1Nilh industry-accepted hardening 
standards 

2.2.b Verify that system configuration standarrJs are updated as 
new vuinerability issues are identified, as defined in Requirement 
6.2. 

2.2.c Verify that system configuration standards are applied wt1en 
new 

2.2.d Verify that system conliguration standards ino!ude each item 
below (2.2.1 - 2.2.4). 

2.2.1.a For a sample of system components. verify tt1at only one 
primary Junction is implemented per server. 

2.2.1.b If virtualization technologies are used, verify tt,at only one 
primary function is implemented per virtual system component or 
device. 
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PCI DSS Requiremeoti; 

2.2.2 Enable only necessary and 
secure services, protocols. daemons. 
etc., as required for the function ofl11e 
system. 

Implement security leaiures for any 
requ;red services, proiocols or 
daemons that are considered to be 
insecure-for ex.ample, use secured 
technologies such as SSH. S-FTP, 
SSL, or IPSec VPN to protect :nsecum 
services such as Ne!BIOS, file-sharing, 

FTP, etc. 

2.2.3 Configure system security 
parameters to prevent misuse. 

2.2.4 Remove all unnecessary 
func!ionaliiy, such as scripts, drivers, 
features, subsystems, file systems, and 
unnecessary web se1vers. 

Tei;ting Procedures 

2.2.2.a For a sample of system components, inspect enabled 
system services, daemons, and protocols. Verify that only 

are enabled. 

2.2.2.b Identify any enabled insecure services, daemons, or 
protocols. Verify ltley are Justified and that security features are 
documented and implemented. 

2.2.3.a Interview sysien1 adniinis!ralors amJior security managers 
!o verify that they have knowledge of coninion security parameter 
settings for systeni coniponenis. 

2.2.3J.1 Verify that common security parameter settings are 
inc!urJerJ in tt1e stanrJartis 

2.2.:l.c For a sample of system components, verify that common 

2.2.4.a Fer a sample of systeni coniponenis, verify !hat all 
unnecessary functionality (for example, scripts, drivers, feaiures, 
sulbs1rsl(im,s, file !s removed. 

2.2.<l.b. Verify enabled functions arn documented and suppo1i 
secure 

2.2.4.c. Verily that only documented functionality is present on 
the 
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PCI DSS Requiremeoti; 

2.3 Encrypt a!! non-console 
administrative .access using strong 
cryptography. Use technologies such 
as SSH, VPt..J, or SSL/TLS for \.,VGb­

based management and other non­
console administrative access. 

2.4 Shared hosting providers must 
protect each entity's hosted environment 
and carrJtwlder rJata. These provirJers 
must meet specific requirements as 
detailed !n Appendix A: Additional PC/ 
DSS Requirements for Shared /-lasting 
Providers. 

Ti;i;ting Procedures 

2.3 For a sample of system components, verify that non-console 
administrative access is the 

2.3.a Observe an administrator log on to each system to venfy 
that a strong encryption method is invoked before the 
adrrnnistrator's 

2.3.b Review serv!ces and parameter files on systems to 
determine that Telnet and other remote login commands are not 
available for use 

2.3.c Verify that administrn!or ac,,ess to the web-based 
interfaces is with 

2.4 Perform testing procedures A.1.1 througt1 A.1.4 detailed in 
Appendix A Additional PC/ DSS Requirements for Shared Hosting 
Proviclers for PCI DSS assessrnents of shared hosting providers, to 
verify tllat shared hosting providers protect their entities' (merchants 
and service providers) hosted environrnent and data. 
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Protect Cardholder Data 

Requirnment 3: Protect stornd cardho!der data 

Protection rnet~1ods such as encryption, truncation, masking, and t1as~1ing are critical components of cardllolder data protection. If an intruder 
circumvents ott1er security contro!s and gains access to encrypted data, without the proper cryptograpt1ic keys, U;e data is unreadable and 
unusable to that person. Other effective methods of protecting stored data should be considered as potential risk mitigation opportunities. For 
example, methods for minimizing risk inciude not storing card holder data unless absolutely necessary, truncating card holder data if full PAN is not 
needed, and not sending unprotected PANs using end-user messaging tect111ologies, such as e-mail and instant messaging. 

Please refer to tt1e PCi OSS and PA-DSS Glossary of Terms, Abbreviations, anci Acronyms for definitions of "strong cryptography" and other PC! 
DSS terms 

PC! DSS Requirements 

3.1 Keep carrJtwlder rJata storage to a 
minimum by implementing rJata retention 
and disposal policies, procedures anrJ 

as foliows. 

3.1.1 Implement a data retention anrJ 
disposal policy that includes: 

• Limit!ng data storage amount and 
retention time to that which is 
required for legal, regulatory, and 
business requirements 

• Processes for secure deletion of 
data when no !onger needed 

• Specific retention requirements for 
card holder data 

• A quarterly automatic or manual 
process for identifying and securely 
deleting stored cardllolrJer data tllat 
exceeds defined retention 
requirements 

Testing Procedures 

3.1 Obtain and examine tile policies. procedures and processes for 
data retention and disposal, and perform tile following: 

3.1.1.a Verify that policies and procedures are implemented and 
include lega!, regu!atory, and business requirements for data 
retention. including specific requirements for retention of 
carrJholder data (for example, cardhoider data needs to be heid 
for X for Y business 

3.1.1.b Verify tt1at policies anrJ procedures include provisions for 
secure dispos.a! of data when no longer needed for legal, 
regulatory. or business reasons, including disposal of card holder 
data. 

3.1.1.c Verify tllat policies and procedures include coverage for all 
of carc!ho!der data. 

3:1 :I .d Verify that policies and procedures mclude at least one of 
the followmg: 

A programmatic process (automatic or manual) to reniove, at 
least qua1ierly. stored cardholder data that exceeds requirements 
defined in the data retention policy 

Requirements for a review. conducted at least quarterly, to verify 
that stored cardholrJer data does not exceed requirements defined 
in the data retention 
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PC! DSS Requirements 

3.2 Do not store sensitive authentication 
data after authoriz.ation (even if 
encrypted). 

Sens!tive authentication data !ncludes the 
data as cited in the following 
Requirements 3.2.'1 through 3.2.3: 

Note: It is pennissib!e for issuers and 
cornpanies that support issuing senlices 
to store sensitive authentication data ff 
trlere is a business justification and tfie 
data is sm.r,;r, s,sr:i,rn,,., 

3.2.1 Do not store the fu!I contents of 
any track (lrom the magnetic stripe 
located on the back ol a card, 
equivalent data contamed on a chip. or 
elsewhere). Tt1,s data is alternative!y 
called fu!I track. track. track 1, track 2, 
and magnetic-stripe rJata 

Note: In the normal course of business, 
the fo!toiving data elements from the 
rnagnetJc stripe may need to !Je 
retained· 

ll Ttw cardho!der's na:ne 

• Primary account number (PAN) 

'ii Expiration date 
:11 Service code 

To rnlmrnize risk, store only these data 
e!ernents as needed for business, 

Testing Procedures 

3.1.1.e For a sample of system components tt1at store carrJtwlder 
data, verify that the data stored does not exceed the requirements 
defined in the data retention 

3.2.a For issuers and/or companies tt,at support ,ssuing services 
and store sensitive authentication data. verify there is .a business 
justification for the storage of sensitive authentication data, and tllat 
the data is secured. 

3.2.b For all ott1er entities, i1 sensit,ve authentication data is 
received and deleted, obtain and review the processes for securely 

the data to that the data is unrecoverable. 

3.2.c For eact1 ,tern of sensitive autt1ent,cation data below, perform 
the fol!owing steps: 

3.2.1 For a samp!e of system o:imponents, examine data sources. 
!ncluding but not lim!ted to the following, and ver!fy that the fuli 
contents of any track from the magnetic stripe on the back ol card 
or equiva!ent data on a chip are not stored under any 
circumstance: 

!ncoming transaction data 

• All logs (for example, transact,on, t,istory, debugging. error) 

History tiles 

• Trace files 

• Several database schemas 

D.at.ab.ase contents 
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PC! DSS Requirements 

3.2.2 Do not store the card verification 
code or value (lllree-digil or four-digit 
number printed on tile front or back of a 
payment card) used to verify card-not­
present transactions. 

3.2.3 Do no! store the personal 
identific..~tion nurnbe( (P!N) or the 
encrypted PIN block. 

3.3 Mask PAN when displayerJ (tile first 
six and last four digits are the maximum 
number of digits to be displayerJ). 

Notes: 
c This require1nent does not a,oply to 

employees and other ,oa1tit:s with a 
legitimate business need to see the 
full PAN. 

~ This requirernent does not supersede 
stricter requirernents in place: ft1r 
displays of cardho!cler data-for 
exampie, for point-of-sale (POS) 
mceiots. 

Testing Procedures 

3.2.2 For a sample of system components. examine data sources, 
including but not limited lo the following. and verify lhal the three­
digit or four-digit card verification code or value printed on tile 
front of the card or tile signature panel (CVV2, CVC2, CiD, CAV2 
data) is not stcred under any circumstance: 

, Incoming transaction data 

• Ali logs (fer example, transact!on, history, debugging. error) 

• Histoiy files 

, Trace files 

, Several database schemas 

~ Database contents 

3.2.3 For a samp!e of system components. examine data sources, 
including but not limited to the following and verify that PINs and 
encrypted P!N biocks are no! stored under any circumstance· 

, Incoming transaction data 

• Ali IO(JS (for example, transaction. history, debugging, error) 

• Histoiy files 

, Trace files 

, Several database schemas 

ii! Database contents 

3.3 Obtain anrJ examine written policies and examine displays of 
PAN (for example, on screen, on paper receipts) to verify tiiat 
primary account numbers (PANs) are masked when displaying 
card holder data, ex,,ep! for those with a iegitima!e business need to 
see luil PAN. 
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PC! DSS Requirements 

3A Render P.AN unreadable anywtIere it 
is stored (including on portable digital 
media, backup media, and in legs) by 
using any cf the foilowing approaches· 

• One-way hashes based on strong 
cryptograptIy (tIash must be of the 
entire PAN) 

• Truncation (hashing cannot be used 
to replace the truncated segment of 
PAN) 

• Index tokens and pads (pads must 
be secureiy stored) 

• Strong cryptogmphy with associated 
key-manac~ement processes and 
procedures 

Note: it is a relatively trivial effort for a 
maiicious individuai to reconstruct originai 
PAN c!ata if/hey have access to both the 
truncated and hashed version of a PAN. 
ill/here hashed and truncated versions of 
the sanw PAN are present in an entity's 
environment, additional controls should 
/Je in place to ensure that the hashed and 
truncated versions cannot f;e correlated 
to reconstruct the original PAN 

3.4.1 if disk encryption ;s used (ratt,er 
than file- or column-level database 
encryption), logical access must be 
managed independently of native 
operating systen1 access cont(o! 
mechanisms (for example, by no! using 
local user account databases). 
Decryption keys must not be tied to 
user accounts. 

Testing Procedures 

3.4.a Obtain and examine documentation about the system used to 
protect ttIe P.AN, including the vendor, type of system/process, and 
tile encryption 3lgorithms (if applicabie). Verify that !he PAN is 
rendered unreadabie using any of the following methods: 

• One-way hashes based on strong cryptography 

• Truncation 

, index tokens and pads, with the pads being securely stored 

• Strong cryptography, with associated key-management 
processes and procedures 

3.4.b Examine several tables or files from a sample of data 
repositories to verify !he PAN is rendered unreadabie (!ha! is, not 
stored in plain-text). 

3.4.,~ Examine a sample of removable media (for exaniple, b3ck-up 
tapes) to confirm that the PAN is rendered unreadabie. 

3.4.d Examine a s3mple of audit logs to confirni that tile PAN is 
rendemd unreadable or ren1oved fmn1 the !ogs 

3.4.1.a If disk encryption is used, verify that iogical access to 
encrypted me systenis is ,rnplemented via a mechanism tt,at is 
separate from the native operating systems mechanism (for 
example, not usin,i local user account 

3.4.1.b Verify that cryptographic keys are stored secureiy (for 
example, stored on removable media that is adequately protected 
witl1 1g access controls). 

3.4.1.c Verify that cardhoider data on removable med!a is 
encrypted wherever stored. 

Note: !f disk encryption is nof used to encrypt re,novable rnedia. 
the data stored on this media 1,;vi!! nf:f:c! to be rendered unreadable 
Ihm ugh some other me/hod. 
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PC! DSS Requirements 

:u;; Protect any keys used to secure 
card hokier data against disclosure and 
misuse. 

Note: This requiren1ent also applies to 
key-encryptmg keys used to protect data­
encrypting keys-such key-encrypting 
keys rnusf be at feast as strong as the 

3.5.1 Restnct access to cryptograpt1ic 
keys to the fewest number of 
custodians 

3.5.2 Store cryptographic keys securely 
in the fewest possibie locations and 
fcrms. 

:u; f'uliy document and ,mplement ali 
key-management processes and 
procedures lor cryptograpt,ic keys used 
for encryption of carrJho!der data, 
inciurJing the following: 

Note: Nurnerous industry standards for 
l<ey management are avai!a/Jte frorn 
various resources including NJS 7~ wt11ch 
can be found at http://csrc.nist.gov. 

3.6.1 Generation of strong 

3.6.2 Secure cryptograpt,ic key 
distribution 

3.6.3 Secure cryptographic key storage 

Testing Procedures 

3.5 Verify processes to protect keys used for encryption of 
cardtwlder data against disciosure anrJ misuse by performing the 
fol:owing: 

3.5.1 Examine user access !ists to verify tt,at access to keys is 
restricted to tt1e fewest number of custodians necessary. 

3.5.2.a Examine system configuration files to verify tt1at keys are 
stored in formal and that key-encrypting keys are 
stored 

3.5.2.b Identify key storage locations to verify that keys are stored 
in the fewest possible locations and forms. 

3.6.a Verify tt1e existence of key-management procedures for keys 
used for encryption of card holder data. 

3.6.b For service providers only· if the service provider shares keys 
with their customers for transmission or stomc~e of ca(dholde( data, 
verify that the servicf: provider pmvides documentat:on to 
customers that inciudes guidance on how to securely transmit, store 
and update customer's keys, in accordance with Requirements 
3.6.'1 3.6.8 below. 

3.6.c Examine the key-management procedures and perform the 
foliowing: 

3.6.1 Verify that key-n1anagernent pmcedurns am imp!ernented to 
the 

3.6.2 Verify tt,at key-management procedures are implemented to 
distribution. 

3.6.3 Verify that key-management procedures are implemented to 
require secure key storage. 
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PC! DSS Requirements 

3.6.4 Cryptographic key changes for 
keys that have reached the end of their 
cryptoperiod (for example, after a 
defined period oftirne has passed 
andior after a certain amount of cipher­
text has been produced by a given 
key), as defined by the associated 
application vendor or key owner, and 
baserJ on inrJustry t;est practices and 
(Juidelines ,,v ,-~~ .. ,, .. v NIST Special 
Publication i7). 

3.6.5 Retirement or replacement (for 
example. archiving, destruction, andior 
revocation) of keys as deemed 
necessary when the integrity of the key 
has been weakened (for example, 
departure of an employee with 
knowledge of a clear-text key), or keys 
are suspected of being compromised. 

Note: If retired or replaced 
cryptographic keys need to be retained; 
ttwse keys must bt? securely archived 
(for example, by using a key encryption 
key). Archived cryptograptilc keys 
s/Jou/d only be used for 

purposes. 

Testing Procedures 

3.6.4 Verify that key-management procedures are implemented to 
require periorJic key dianges at tt1e enrJ of tiie defined 
cryptoperiod 

3.6.5.a Verify ttiat key-management procedures are implemented 
to require the retirement of keys wt1en tt1e integrity of the key has 
been weakened. 

3.6.5.b Verify that the key-management procedures are 
,mplernented to reqrnre the replacement of known or suspected 
compromised keys. 

3.6.5.c If retired or replaced cryptographic keys are retained, 
verify that these keys are not used for encryption operations 
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PC! DSS Requirements 

3.6.6 if manual Giear-texl cryptograpt1ic 
key management operations are used, 
these operations must be rnanaged 
using split knowlerlc1e and dual contml 
(tor example, requiring two or three 
people, each knowing only their own 
key component, to reconstruct the 
whole key). 

Note: Examples of rnanual key 
rnanagement operations include, but 
are not limited to: key generation, 
transrnlssion, loading, storage and 
desfrucfion 

3.6.7 Prevention of unauthor!zed 
substitution 

3.6.8 Reqrnrement for cryptographic 
key custodians to forma!ly acknowledge 
that they u_m1erstam1 and accept tiieir 

Testing Procedures 

3.6.6 Verify that manual clear-text key-management procedures 
require split knowledge and dual control of keys 

3.6.7 Verify that key-management procedures are implemented to 
require the preve of unauthorized substitution ol keys 

3.6.8 Verify tt,at key-management procedures are implemented to 
require key custodians to acknowledge (in writmg or electrorncally) 
that they understand and accept their key-custorJian 
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Requirement 4: Encrypt transmission of cardholder data across open, public netvvorks 

Sensitive information must be encrypted during transmission over networks that are easily accessed by malicious individuals. Misconfigured 
wireless networks and vulnerabiiities in legacy encryption and authentication protocols continue to be targets of malicious individuals who exploit 
these vulnerabilities to gain priviieged access to cardt1older data environments. 

PCI OSS Requirements 

4.1 Use sirong cryptography and security 
protocols (lor example, SSL/TLS, !PSEC, 
SSH, etc.) to safeguard sensitive 
cardt1older data during transmission over 
open, public networks. 

Exampies of open, public networks that 
are in scope of'the PC/ DSS include but 
are not !ilnited to: 

• The Internet 

• Wireless technologies. 

o11 G!oba! Systern for Mobi!e 
con1n1unications (GSM) 

• General Packet Radio Service 
(GPRS). 

Testing Procedures 

4.1 Ver!fy the use of security protocols wherever card holder data is 
transrrntted or received over open, public networks. 

Verify that strong cryptoc1raphy is used during data transmission. as 
follows· 

4.1.a Select a sample of transactions as tiiey are received and 
observe transactions as they occur to verify tiiat cardiioirJer data is 
encrypted during transit. 

4.1.b Verify that only trusted keys and/or certiticates are accepted. 

4.1.c Verify that the protocol is implemented to use only secure 
co1r1fi~1ur,aticms, anrJ does not support insecure versions or 

4.1.d Verify that the proper encryption strength is implemented for 
the encryption methodology in use. (Check vendor 
recornrnendationsibest practices,) 

4.1.e For SSL/TLS implementations: 

• Verify th3t HTTPS appe3rs 3S a part ofthe browser Universal 
RecorrJ Locator (lJRl.). 

• Verify that no cardholder data is required wt1en HTTPS does 
not appear in tt1e URL 
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PC! DSS Requirnments 

,t 1.1 Ensure wireless networks 
transmitting cardho!der data or 
connected to the card holder d3t3 
environrnent, use indust:-y best 
practices (fer example, IEEE 802.11 i) io 
,rnplernent sirong encryption lor 
authentication and transmission. 

Note: The use of ltVEP as a security 
control was prohibitc:c! as of 30 June 
20·10. 

4.2 Never semi unprotected PANs by 
end-user messaging tectrnologies (for 
exarnp!e, e-mail, instant messaging. chat, 
etc.). 

Testing Procedui-es 

4.1.1 For wireless networks transmitting cardholder data or 
connecterJ to tlie cardliolrJer data environment, verify that industry 
best prnclices (for example, IEEE ao2.-1 ·1 i) are used lo implement 
strong encryption for authentiC3iion and transmission. 

4.2.a Verify ttIat PAN is rendered unreadable or secured witt1 strong 
it is sent via end-user messaging 

4.2.b Verify tt,e existence of a policy stating that unprotected PANs 
are not to be sent via end-user messaging technologies. 
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Maintain a Vulnerability Management Program 

Requirnment 5: Ust? and regularly update anti-virus software or programs 

Malic,ous software, commonly referred to as "rnalware''-including virJses, worms, and Trojans-enters the network during many business­
approved activities including employee e-mail and use of the internet, mobile computers, and storage devices, resulting in tile exploitation of 
system vulnerabilities. Anti-virus software must be used on all systems commonly affected by maiware to protect systems from current and 
evolving malicious software threats. 

PC! DSS Requirements 

5.1 Deploy anti-virus software on all 
systems commonly affected by ma!icious 
software (particularly personal computers 
and 

5.1.1 Ensure tt,at all anti .. virus 
programs are capable of detecting, 
removing, and protecting against all 
known of malicious software. 

5.2 Ensure that all anti-wus mechanisms 
are current, actively running, and 
generating audit logs. 

5:1 For a sample ol system components including a!I operating 
system types commonly affected by mal,cious software, verify that 
anti-virus software is deployed if applicable ant,-wus technology 
exists. 

5.1.1 For a samp!e of system components, verify that all anti .. virus 
programs detect, remove. and protect against al! known types of 
malicious software (for viruses, Trojans, worms, 

adware. and 

5.2 Verify that all anti-virus software is current, active!y running, and 
the 

5.2.a Obtain and examine the policy and verify that it requires 
of anti-vims software and definitions. 

5.2.b Verify that the master installation of the software is enabled 
for automatic and scans. 

5.2.c For a sample ol system components including a!I operating 
system types commonly affected by mal,cious software, verify that 
automatic updates and period,c scans are enabled. 

5.2.d For a sample of system coniponents. verify that anti-virus 
software !og generation is enabled and that such logs are mtained 
in accordance with PC! DSS 70.7. 
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Requirement 6: Develop and maintain secure systems and applications 

Unscrupulous individuals use secu1ity vulnerabilities to gain privileged access to systems. Many of these vulnerabiiities are fixed by vendor­
provided security patches, which must be instal!ed by the entities that manage the systems. All critical systems must have the most recently 
released, appropriate software patches to protect against exploitation and compromise of cardholder data by malicious individuals and malicious 
software. 

Note: Appropriate software patches are those patches that have been evaluated and tested sufficiently to determine tnat t/ie patcnes do not 
coniiict vvitil existing security configurations. For In-house developet1 applications, Mmerous vulnerabilities can be avoided /Jy using standard 
system development processes and secure coding techniques. 

PC! oss Requirements 

EU Ensure th3t 311 system components 
and software are protected froni known 
vuinerabiiities by having the latest 
vendor-supplied security patches 
installed. Install critical security patct1es 
within one month of release. 

Note: An organization rnay consider 
applying a risk-based approach to 
prioritize their patch lnstaliations. ,c:or 
exarnp!e, by prioritizing critical 
infrasfrucfure (for exarnpfe: public-facing 
devicc:s and systems, clatabases) higher 
than fess-critical internal devices, to 
ensure high-priority systenis and devices 
are addressed vvithin one mcnth, and 
addressing less critical devices and 
systems vvitt:ir: three rnontfis. 

Testing Procedures 

6.i .a For a s3mple of system coniponents 3nd related software, 
comp3re tile list of security patches installed on each system to the 
most recent vendor security patch list, to verify that current vendor 
patches are insta!led. 

Ed J:i Examine policies related to security patch installation to verify 
!hey require install3tion of all critical new security patches within 
one month. 
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PC! OSS Req1.1iremar1ts 

6.2 Establist1 a process to identify and 
assign a risk ranking to newly discovered 
security vu!nerabi!it:es. 

Notes: 
• Ris!i rani,ings should be based on 

ir:dust1y best ,oractices. For exarnpfe. 
criteria for rar:i,ing ''f-figh '' risk 
vufnerabi!ities ma_y include a CVSS 
base score of 4.0 or above, and/or a 
vendor-supp!fed patch classified by 
the vendor as ''critical," and/or a 
vulnera/J1Jity affecting a cntica! 
systern cornponent. 

• The ranking of vulnera/Jilities as 
de tined in 6.2.a is considered a best 
practice until June 301 20121 after 
which it becomes a requirement. 

6.3 Develop software applications 
(mtema! and externa!, and including web­
based administrative access to 
applications) in accordance witt1 PCI DSS 
(fo( examp!e. secure authentication and 
logging), and based on industry best 
practices. Incorporate information 
security througt1out tt1e software 
development iife cycie. These processes 
must include the following: 

6.3.1 Removal of custom application 
accounts, user IDs, and passwords 
before applications become active or 
are released to customers 

Tasting Procedurns 

6.2.a Interview responsible personnel lo verify that processes are 
implemented to identify new security vulnerabilities, and lhal a risk 
ranking is assigned to such vulnerab:lities, (At minirnurn. the rnost 
criticai, lligllest risk vulnerabilities should be ranked as "Hi(1h.'' 

6,2,b Verify !ha! processes to identify new security vuinernbilities 
incJude usin(~ outside sources for security vu!nerabi!ity information, 

6.3.a Obtain and ex.amine 1Nritten soflw.are development processes 
to ver;fy that the processes are based on industry standards and/or 
best 

6.3.b Exarrnne written software development processes to verify 
tt1at ;nformation 

6.3.c Examine written software development processes to verify 
that software applications are developed in accordance with PCI 
OSS. 

and interviews of software 

6.3.1 Custom appiication accounts, user IDs and/or passwords 
are removed before system goes into production or is re!eased to 
customers. 
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PC! OSS Req1.1iremar1ts 

6.3.2 Review of custom code prior to 
release to production or customers in 
order to identify any potent:al coding 
vu!nerabi!ity, 

Note: nus requirement for code 
reviews a,oplies to a!i custorn code 
(both internal and public-facing)) as part 
of the sys-tern c!c:velop;nent life cycle. 

Code revieivs can /Je conducted by 
knowledgeable internal personnel or 
third f.•artic:s. VVeb applications are also 
subjc:ct to additional controls-, if they are 
public facing, to address ongoing 
threats and vulnerabilities after 
implementation, as defined at PC/ DSS 

6.6. 

6.4 Foilow change control processes and 
procedures for ali changes to system 
components. Tile processes must include 
the 

6.4.1 Separate developmenliles! and 
production environments 

6.4.2 Separation of duties beti,veen 
deve!opn1ent/test and production 
environments 

6.4.3 Production data (live PANs) are 
not used for 

6.4.4 Removal of test data and 
accounts before product,on systems 
become active 

Tasting Procedurns 

6.3.2.a Obtain and review policies to confirm that ali custom 
appiication code ct1anges must be reviewed (using eitt1er manual 
or automated processes) as fol:ows: 

• Code changes are reviewed by indiv,duals other than the 
originating code auttwr, and by individuais who are 
knowledgeable in code reviev; techniques and secure coding 
practices. 

Ill Code reviews ensure code is deveioped according to secure 
coding guidelmes (see PCI DSS Requirement 6.5). 

oil Appropriate correct:ons are implemented prior to release. 

• Code review results are reviewed and approved by 
management prior to release 

6.3.2.b Select a sample of recent custom application changes and 
verify that custon1 applk~Htion code is reviewed according to 
6.3.2.a, above. 

6.4 From an examination ol change controi processes, interviews 
with system and network administrators, and examina!!on of 
relevant data (network configuration documentat,on, production and 
test 

6.4.1 The development/test environments are separate from !he 
production environment, with access controi in place to enforce 
!tie ~tilµdld!!>UII. 

6.4.2 There is a separation of duties between personnei assigned 
to the development/test environrnents and those assigned to the 
pmduc!!on environment. 

6.4.3 Production data (iive PANs) 3re not used for testing or 

6.4.4 Test data and accounts are removed before a production 
system becomes active. 
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6.4.5 Ct1ange controi procerJures for the 
irnp!ementation of security patches and 
software modifications, Procf:c!ures 
mus! include the foilowing: 

6.4.5.1 Documentation of impact. 

6.4.5.2 Documented change approval 

6.4.5.3 Functionality testing to verify 
that the chanc~e does not adversely 
irnpact the secu(ity of the system 

6.4.5.4 Back-out procedures. 

6.5 Develop appl!cations based on 
secure cod!ng guidelines. Prevent 
common coding vulnerabi!ities in 
software development processes, to 
include the following: 

Note: The: vulnerabilities fisted at 6. 5. 1 
tl1rough 6.5. 9 were current wit/1 industry 
best practices \;',/hen this version of PCI 
DSS was published. However. as 
indust;y /Jest practices for vulnerability 
rnanagernent are u,odafed ('for exarnp!e, 
the OWASP Guide, SANS CWE Tap 25, 
CERT Secure Godino, etc.), the current 
best practices must bt? used for these 
requfre:nents. 

Tasting Procedurns 

6.4.5.a Verify tt1at change-controi procerJures related to 
implementing security and software modifications are 
docun1ented and 

6.4.5.b For a samp!e of system components and recent 
ct1angesisecurity patct1es, trace ttwse changes back to related 
change control documentation. For each diange examined, 

the 

6.4.5.1 Verily that documentation of impact is included in the 
control documentation for eact1 

S.4.5.2 Verify that documented approval by authorized parties is 
for each 

6.4.5.3.a For each sampled change. verify that functionality 
testing is perfo(med to ve(ify that the change does not adversely 

the oflhe 

6.4.5.3.b For custom code changes, verify tiiat ail updates are 
tested for compliance with PCI DSS Requirement 6.5 before being 

S.4.5.4 Verify that back .. out procedures are prepared lor each 

6.5.a Obtain and review softv-1are development processes. Ver!fy 
that processes require training in secure coding techniques for 
de•;el<)PE>rs, based on best and 

6.5.b Interview a sample of developers and obtain evidence that 
are in secure 

6.5 . .:. Verify tt1at processes are in place to ensure that 
app!ications are not vulnerable to. at a minimum. tlrn following: 
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6.5.1 Injection flaws, particularly SQL 
injection. Also consider OS Command 
Injection. l.DAP 3nd XPath injection 
flaws as wen as othe( injection flaws. 

6.5.2 Buffer overfk.)1N 

6.5.3 Insecure cryptograpt,ic storage 

S.5.4 !nsecure communications 

6.5.5 Improper error handling 

6.5.6 All "High'• vulnerabilities identified 
in the vu!nerability identification process 
(as defined in PCI DSS Requirement 
6.2). 

Note: This requiren;ent is considered a 
best practice until June 30, 2012, after 
vvhich it !Jecornes a rel7w1·en1er1t. 

Nme: Requirements S. 5. 7 throug/J 
6.5.9, he/ow, 8pply lo web appliCfJ!iOM 
f;;)d 8pp!ict:t!D11 i,•1tetb:.1C$S (i;1ten1:2).J Ot 
f: .'<tem<1f): 

6.5.7 Cross-site scripting (XSS) 

6.5.8 Improper Access Control (such as 
insecure direct obiect references, fai!ure 
to restrict URL access, and directory 

6.5.9 Cross-site request forgery (CSRF) 

Tasting Procedurns 

6.5.1 Injection flaws, particularly SQL injection. (Validate input lo 
verify user data cannot modify meaning of cornrnanrJs and 
queries, utilize parameterized queries. etc.) 

6.5.2 Buffer overflow (Validate buffer boundaries and truncate 

6.5.:l Insecure cryptographic storage (Prevent cryptograpt1,c 
flaws} 

6.5.4 Insecure communic3tions (Properly encrypt all authenticated 
and sensitive 

6.5.5 Improper error handling (Do not leak information via error 

6.5.6 All "Hig!r' vulnerabi!ities as identified in PCI DSS 
Requirement 6.2. 

6.5.7 Cross-s,te scripting (XSS) (Validate al! parameters before 
inclusion, ut,lize context-sensitive 

6.5.8 Improper Access Contm!, such as insecure direct object 
references, failure to restrict URL access, and directory traversal 
(Proper!y authenticate users and sanitize input. Do not expose 
interna I references to 

6.5.9 Cross-site request forgery (CSRF) (Do not reply on 
authori2.ation credentials and tokens automatically submitted by 
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6.6 For pubiic-facing web appiications. 
address new tiireats and vulnerabilities 
on an ongoing basis and ensure these 
app!ications are protected against knovm 
attacks by e1t1wr of tt,e following 
meHKtds: 

~ Reviewing pub!ic-fac:ng web 
applications vi3 manuai or 
automated application vuinerability 
security assessment toois m 
methods, at least annually and after 
any changes 

• Installing a web-appiic3tion firewall in 
froni ol pubiic-facing web 
applications 

Tasting Procedurns 

6.6 For ,oublic-facir:g v;eb .app!k;..1tions, ensure that either one of the 
following metlitK1s are in place as foilows: 

• Verify ihat public-facing web applications are reviewed (using 
either manual or automated vulnerability secunty assessment 
tools or methods), as fo!lows: 

At least annually 

- Aft.er any changes 

By an organizat!on that speciaiizes in app:icat!on security 
- That ali vulnerabilities are corrected 

That the application is re-evaiuated after the corrections 

11: Verify th.at a web-.app!k;..1tion firewall is in place in front of 
public-facin(1 web applications to detect and prevent web-based 
attacks. 

Note: "An 01ganizat10n mat specializes in appiica/ion 
security" can be either a fhird-party cornpany or an 
inten1al organization, as long as the revie\:'./ers specialize 
in application security and can dernonstrate independence frorn the 

learn 
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Implement Strong Access Control Measures 

Requirnment 7: Restrict access to cardholde?r data by busine?ss need to know 

To ensure critical data can only be accessed by authonzed personnel, systems and processes must be ,n place to limit access based on need to 
know and according to job responsibilities. 

·Need to knm,v'' is when access rights are granted to only the least amount of data and privileoes needed to perform a job. 

PC! OSS Requirements 

7.1 Limit access to system components 
and cardt1o!der data to only those 
individuals wt,ose job requires such 
access . .Access limitations must include 
the 

7 .1.1 Restriction ol access nghts to 
pnvileged user IDs to least privileges 
necessary to perform job 

7 .1.2 Assignment of pnvileges is based 
on ind!viduai personnei's JOb 
ciassmcation and function 

7.1.3 Requirement for a documented 
approval by authorized parties 

7 .1.4 Implementation of an automated 
accf:ss control 

7.2 Establish an access controi system 
for systems components with multiple 
users tt1at restricts access tJased on a 
user's need to know, and is set to "deny 
all" unless specifically al!owed. 

This access control system must include 
the 

7.2.1 Coverage of al! system 

7.1 Obtain and exarrnne written policy for data contra!, and venfy 
tt,at tt1e po!icy incorporates the fol!owing: 

7 .1.1 Confirm that access rights for privileged user IDs are 
restricted to least privi!eges necessary to perform job 
responsibilities. 

7.1.2 Confirm that privileges are assigned to individua!s based on 
job c!assification and function (also ca!led '•role-based access 
control'· or 

7.1.3 Confirm that documenied approval by authorized parties is 
required (in writing or electronically) tor ali access, and that it must 

7 .1.4 Confirm that access controls are implen1enied via an 
automated access conirol 

7.2 Examine system settings .and vendor documentation to verify 
that an access control system is implemented as follows: 

7.2.1 Confirm that access control systems are in place on all 
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PC! DSS Requiraments 

7.2.2 Assignment of priviieges to 
individuals based on job classification 
and function 

7 .2.3 Oelauit "deny .. ali" setting 

Note: Sarne access control sysfe,ns 
are set b_y c!c:fauft to ua!Jow-al!, '1 thereby 
perrnitting acce~s unless/until a rule is 
written to sp,ecific,i/1;, de·ny 

Testing Procedures 

7.2.2 Confirm that access controi systems are configured to 
enforce privi!eges assigned to individua!s based on job 
classification and function. 

7 .2.3 Confirm that the access contro! systems have a defau!t 
"deny-a Ii" setting. 
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Requirement 8: Assign a unique ID to each person with computer access 

Assigning a unique identification (ID) to each person with access ensures that each individuai is uniquely accountable for his or her actions. When 
such accountabil,ty is in place, actions taken on cnt,cal data and systems are performed by, and can be traced to, known and authorized users. 

Note: These requirements are app!iaa/Jie fora/I accounts, indwiing poinf-of.-sale accounts. with ariminisfrntive capabilities a.mi ail ,wuotmfs used 
to view or access cardho/derdata orto access systems with cardholderdata. However, Requirements 8.1, 8.2 and 8.5.8 tlirough 8.5.15 are not 
intended to apply to user acco,mts wlt/Jln a point-or-sale payment application that only have access to one card Mml>er at a tim1;1 in ort1er to 
facilitate ,3 single irans,3ction (such as cashier accounts}-

PC! oss Requimments 

8.1 Assign all users a unique ID before 
allowing them to access system 
cornp(rnents or cardt101der data. 

8.2 In addition to assigning a unique iD, 
ernpioy at !east one of the following 
methods to authenticate all users: 

• Something you know, such as a 
password or passphrase 

c Something you have, such as a 
token device or srnart card 

c Something you are, such as .a 
biometric 

Testing Procedures 

8.1 Verify that ali users are assigned a unique ID for access to 
system o:imponents or cardholder data. 

8.2 To verify that users are authenticated using unique ID and 
additional authenti,,ation (for example. a password) for aceess to 
the oardholder data environment, perform the fo!lowing: 

• Ol1tain and exaniine documentation describing tile 
authentication method(s) used, 

• For eact1 type of auU1entication method used and for each type 
of system con1ponent. observe an authenticat:on to verify 
authentication is functioning consistent with documented 
authentication method(s). 
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PCI oss Requirements 

8.3 Incorporate two-factor autl1entic3tion 
fo( remote access (network-!eve: access 
originating from outside the network) to 
the network by employees, 
administrators, and third parties. (For 
example, remote autt1entioation and dial­
in service (RADIUS) with tokens; terminal 
access controller access contro! system 
(TACACS) with tokens; or other 
technologies that facilitate two-factor 
autt1ent,oation.) 

Note; Two-factor autt:enticafion requires 
Iha! two of //w three au/hen!ication 
rnethods (see Requirement 8.2 for 
descriptions of authentication rnethocls) 
be used for aut/Jentication. Using one 
factor twice (for example, using two 
separate passwords) is not considered 
tvvo-factor authentication. 

8.4 Render all passwords unreadable 
during transmission and storage on ail 
system components using strong 
cryptograpt1y 

8.5 Ensure proper user identification and 
authentication nianagenient for non­
consumer users and admin!strators on an 

ccrnp<rnents as fo!lows: 

a.5.1 Control addition, deletion. and 
niodification of user IDs, credentials, 
and othe( identifier objects 

Testing Procedums 

a.3 To verify tllat two-factor autllentic3tion is impleniented for ali 
reniote network access, observe an eniployee (for example, an 
administrator) connecting reniotely to the network and verify that 
two of the three authentication methods are used. 

8.4.a For a sample of system components, exam;ne password files 
to verify tt1at passwords are unreadable during transmission and 

8.4.b For service prov,ders only, observe password files to verify 
that customer passwords are encrypted. 

a.5 Review procedures and interview personnel to verify tllat 
procedures 3re inipiemented for user identification and 
authentication management, by performing the following: 

8.5.1 Select a sample of user IDs, including botll administrators 
and general users. Verify that eacll user is authorized to use the 
system according to policy by performing tile following: 

, Obtain and examine an auU1orization form for each ID. 

• Verify that the sampled user IDs are implemented in 
accordance with the authorization form (including with 
privileges as specified and a!I signatures obtained). by tracing 
information from the authorization form to the 
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IUU Verify user identity before 
performing pass"'vord resets 

a.5.3 Set p3sswords for first-time use 
and resets to a unique va!ue for each 
user and change immediaieiy after the 
first use. 

8.5.4 lniniediately revoke access for 
any terrninated users. 

8.5.5 Remove/disable inactive user 
accounts at least every 90 Liays. 

8.5.5 Enable accounts used by vendors 
for remote access only during the time 
period needed. Monitor vendor remote 
access accounts wllen in use 

a.5.7 Communicate authenti,,ation 
procedures and po:icies to au usern 
who have 3ccess to cardholder data. 

8.5.8 Do not use group, siiared, or 
generic accounts and passwords. or 
other authentication methods. 

Testing Procedums 

8.5.2 Examine passwo(diauthentication procedures and observe 
security personnel to verify that, if a user requests a password 
reset by phone, e-mail, web, or other non-face-to-face method, 
the user's identiiy is verified before the password is reset. 

8.5.3 Exarn:ne password procedures and observe security 
personnel to verify that first-time passwords for new users, and 
reset passwords tor existing users, am set to a un!que value for 
each user and changed alter first use. 

8.5.4 Select a sample of users termin3ted in the p3st six nionths. 
and review current user aceess lists to verify that their IDs have 
been deaciivated or renioved. 

8.5.5 Verify that inactive accounts over 90 days o!rJ are either 
removed or disabled. 

8.5,6,a Verify tt1at any accounts used by vendors to access, 
support and maintain system components are disab!ed, and 
enabled liy when needed by vendor. 

8.5.6.b Verify that vendor renioie access accounis are nionitored 
whiie being used. 

8.5.7 Interview the users from a sample of user IDs, to verify that 
they are famiiiar with authentication procedures and poiicies. 

8.5.3.a For a sampie of system components, examine user ID lists 
to verify the following: 

ii' Gener!c user !Os and accounts are disabled or removed 
, Siiared user IDs for system administration activities anrJ ott1er 

critical functions do not exist 

• Shared and generic user IDs are not used to administer any 
system comfJone;its 

8.5.8.b Examine authentication polic!es/procedures to verify that 
group and shared passwords or other authenticat!on methods am 
explicitly prohibited. 

8.5.8.c Interview system administrators to verify that group anrJ 
shared passv;ords or other authentication methods are not 
,,; •. ,,,.,,,,a,, even if requested. 
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8.5.9 Chanc1e user passwords 3t ieast 
every 90 days 

8.5.10 Require a minimum password 
length of at least seven oharacters. 

8:.5.11 Use passwords containing both 
nurriedc and alphabetic characters, 

8.5.12 Do not allow 3r, individual to 
submit a new password that is the 
same as any of the last tour passv-1ords 
he or she has used. 

8.5.13 Umil repe3ted 3ccess attempts 
by locking out the user ID after not 
more than six allempts. 

Testing Procadums 

8.5.9.a For a sample of system components. obtain and inspect 
system configurat:on settings to verify that user password 
parameters are set to require users to change passwords at least 

·ry 90 days. 

8.5.9.b For service providers only. review internal processes and 
customer/user documentat:on to verify that non-consumer user 
passwords are required to change periodicaily and that non­
consumer users are given guidance as to when, and under what 
circumstances. pai,sw·ordls must change 

S.5.10.a For a sample of system components, obtain and inspect 
system configuration settings to verify that password parameters 
are set to require passwords to be at least seven characters long. 

S.5.10.b For service providers only. review interr.31 processes and 
customer/user documentation to verify that that non-consumer 
user passwords are required to meet minimum length 

8.5.i i .a For a sample of system components, obtain and inspect 
system configurat:on settings to verify that password parameters 
are set to require passwords to contain both numeric and 
alphabetic characters. 

S.5.11.b For service providers only. review interr.31 processes and 
customer/user documentat:on to verify that non-consumer user 
passwords are required to contain both numeric and alphabetic 
characters. 

8.5. i 2.a For a sample of system components, obtain and inspect 
system configurat:on settings to verify that password parameters 
are set to require that new passwords cannot be the same as the 
four previously used ____ , .. _,..,, 

S.5.12.b For service providers only. review interr.31 processes and 
customer/user documentat:on to verify that new non-consun1er 
user passwords cannot be the same as the previous four 
passwords. 

8.5. i 3.a For a sample of system components, obtain and inspect 
system configurat:on settings to verify that authentication 
pararneters am set to require that a user's account be locked out 
after not more than six invalid logon attempts. 
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a.5.14 Set the iockout duration to a 
minimum of30 minutes or until 
administrator enables the user ID. 

a.5.15 If a session has been idle for 
more than 15 minutes, require the user 
to re-authenticate to re-activate the 
terminal or session. 

8.5.16 Authenticate all ao:;ess to any 
database containing cardholder data 
This !ncludes access by applications, 
administrators, and all other users. 

Restrict user direct access or queries to 
databases lo database administrators. 

Testing Procedums 

8.5.13.b For service providers only, review internal processes and 
custon1er/user docurnentation to verify that non-consurner user 
accounts are temporarily locked-out after not more than six invalid 
access attempts 

8.5.14 For a sampie of system components, obtain and inspect 
system configuration settings to verify that password paran1eters 
are set to require that once a user account is locked out, it 
remains locked for a minimum of 30 minutes or until a system 
admirnstrator resets tt1e account. 

8.5.15 For a sample of system components, obtain and inspect 
system configuration settings to verify that system/session idle 
time out features have been set to 15 minutes or less. 

8.5.16.a Review database and application configuration settings 
and verify that all users are authenticated prior to access. 

8.5.16.b Verify that database and application configuration 
settings ensure ttIat all user access to, user queries of, and user 
actions on (for exarnp!e, n1ove, copy, delete), the database are 
through pro(l[an1matic methods on!y (for example, through stored 
procedures). 

8.5.16.c Verify tiiat database and application configuration 
settings restrict user direct access or queries to databases to 
database administrators. 

8.5.16.d Review rJatabase applications anrJ tt1e relaterJ application 
IDs to verify that application IDs can only be used by tile 

.. (and not by individual users or otiier 
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Requirement 9: Restrict physical access to cardholder data 

Any physical access to data or systems that house cardhoider data provides the opportunity for individuais to access devices or data and to 
remove systems or hard copies. and should be appropriately restricted For the purposes of Requirement 9, ·'onsite personnel" refers to full-time 
and part-time employees, temporary employees, contractors and consuitants who are physically present on tt1e entity's premises. A "visitor" refers 
to a vendor, guest of any onsite personnel, service workers, or anyone who needs to enter the facility for a short duration, usuaily not more than 
one day. ''Media" refers to ail paper and electronic media containing cardholder data. 

PC! OSS Requirements 

9.1 Use appropriate facility entry controls 
to !imit and monitor physical access to 
sys terns in the card holder data 
environment 

9.1.1 Use video cameras and/or access 
control mechanisms to monitor 
individual physical access to sensitive 
areas. Review collected data and 
correlate with other entries. Store for at 
least three months, unless otherv,-ise 
restricted by law. 

Note: 1'Sens1tive areas'' refers to an_v 
data center, server room or any area 
that houses s_ysterns that store, 
process, or transmit card'1o1der c!ata. 
This excludes the areas \;',/here only 
point-of-sale tennina!s are presenf; 
such as the cashier areas in a retaJ/ 
store. 

9.1.2 Restrict physical access io 
publicly accessible network jacks. 

For example, areas accessible to 
visitors shouid not have network ports 
enabled unless network access is 
explicitly authorized 

Testing Procedures 

9.1 Verify the existence of phys,cal security contro!s for each 
computer room, data center, and other pt1ysical areas with systems 
in the card holder data environment. 

ii! Verify that access !s controlled with badge readers or other 
devices including authorized badges and lock and key. 

• Observe a system administrator's attempt to log into consoles 
for randomly se!ected systems in the card holder environment 
and verify that they are "locked'' to prevent unauthorized use. 

9.1.1.a Verify tt1at video cameras and/or access control 
mect1arnsms are in place to monitor the entry/exit po;nts to 
sensitive areas. 

9.1.1.b Verify that video cameras and/or access control 
mechanisms are protected from tampering or disabling. 

9.1.1.c Verify ihat video cameras anrlior access conirol 
mechanisms are monitored and that data from canieras or other 
mechanisms is stored for at least three months. 

9.1.2 Verify by interviewing network adminisirators and by 
observaiion that neiwork jacks are enabled only when needed by 
authorized onsite personnel. Alternatively, verify that visitors are 
esco1ted at ail times !n areas with active network jacks. 
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PCI oss Requirements 

9.1.l Restrict physica! access to 
wireless access points, gateways, 
handheid devices, 
networking/communications hardware. 
and telecommunication lines. 

9.2 Deve!op procedures to easily 
distinguish between onsite personnei and 
visitors, especiaBy in areas where 
cardt1o!der data is access,ble. 

9.3 Make sure all visitors are handled as 
fo!lows: 

9.,1.1 Authorized before entering areas 
whem ca(dholder data is p(ocessed or 
maintained. 

9.3.2 Given a pt1ysical token (for 
example. a badge or access device) 
that expires and that identifies the 
visitors as not onsite personnel. 

9.3.3 Asked to surrender the physical 
token before ieaving the facility or al the 
date 

Testing Procedums 

9.1.3 Verify that physical access to wire!ess access points. 
gateways, handheid devices, networkingicommunications 
hardware, and telecommunication !ines is appropriately restricted. 

9.2.a Review processes and procedures for assigning badges to 
onsite personne! and visitors, and verify these processes include 
the followmg: 

~ Granting ne\.,v badges, 

Changing access requirements. and 

• Revoking terminated onsite personnei and expired visitor 
badges 

9.2.b Verify tt1at access to the badge system is limited to auttwrized 

9.2.c Examine badges in use to verify that they clearly identify 
v,sitors and it is easy to distinguish between onsite personnel and 
visitors. 

9.3 Verify that visitor controls are in place as follows: 

9.3.1 Observe the use of visito( ID badges to verify that a visitor 
ID badge does not perniit unes,,orlerl access to physical areas 
that store oardholder data. 

9.3.2.a Observe peopie witt1in the facility to verify tile use of visitor 
ID barJges, and tt1at visitors are easily distinguist1able from onsite 

9.3.2.b Verify that visitor badges expire. 

9.3.3 Observe visitors leaving the facility to verily visitors are 
asked to surrender their !D badge upon departure or expiration. 
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PCI oss Requirements 

9.4 Use a visitor log to maintain a 
physical audit trail of visitor aot!vity. 
Document the visitor's name, the firm 
represented, and the onsite personnel 
authorizing physic...1! access on the !og. 
Retain this log for a minimum of tt1ree 
months. unless otherwise restricted by 
law. 

~u, Store media back-ups in a secure 
location, preferably an off-site facility, 
such as an alternate or back-up site. or a 
con1n1ercial storage facility, Review the 
location's security at least annually. 

9J, Physically secure ail media. 

9.7 Maintain strict control over tt1e 
internal or external distribution of any 
kind of media, including tile following 

9.7.1 Classify med!a so the sensitivity 
of the rJ.ata can be determined 

9.7.2 Send the media by secured 
courier or other delivery method that 
can be accurately tracked. 

9.8 Ensure management approves any 
and ail media that is moved from a 
secured area (espeoialiy when media is 
distributed to individuals). 

9.9 Maintain strict control over tile 
storage and a,,cessibility of media. 

9.9. 1 Properly maintain inventory logs of 
all media and conduct media inventories 
at least annually. 

Testing Procedums 

9.4.a Verify that a v!sitor log is !n use to record physical access to 
the facility as well as for computer rooms and data centers where 
card holder data is stored or transmitted. 

9.4.b Verify that the loci contains tile visitor's name, the firm 
represented, and tile onsite personnel authorizing physical aceess, 
and is retained tor at least three months. 

9.5.a Observe the storage location's physic...1! security to contirrn 
tt1at backup media storage is secure 

9.5.b Verily that the storage location security is reviewed at least 
annually. 

9.6 Verify that procedures for protecting cardholder data include 
controls for physically securing ail media (including but not limited to 
computers, removable electronic media. paper receipts, paper 
reports, and faxes). 

9.7 Verify tllat a policy exists to control distribution of media, anrJ 
tllat the policy covers all rJistributed media inciurJing that distributed 
to individuals. 

9.7.1 Verify tt1at all media is classified so tt,e sensitivity ol the data 
can be determined. 

9.7.2 Verify that ail media sent outside the lacil!ty is logged and 
authorized by management and sent via secured courier or other 

livery method that can be tracked. 

9.8 Select a recent sample of sever a! days oi ollsite tracking logs 
for a!I media, and verify the presence in the logs of tracking detai!s 
and proper management authorization. 

9.9 Obtain and examine the policy for controliin(1 storage and 
maintenan,,e of a!I media and verify that the policy requires periodic 
media inventories. 

9.9.1 Obtain and review the media invento1y log to verify that 
periodic media inventories are performed at least annually. 
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PCI oss Requirements 

9.10 Destroy media when it is no !onger 
needed for business or legal reasons as 
loilows: 

9.10.1 Shrnrl, incinerate, or pu!p 
harrl,,opy materials so that card holder 
data cannot be reconstructed. 

9.10.2 Render Cc1rdholder data on 
electronic media unrecoverable so th.at 
cardho!der data cannot be 
reconstructed. 

Testing Procadums 

9.10 Obtain and examine the periodic media destruction poiicy and 
verify that it covers ail media, and confirm the following: 

9.10.1.a Verify that hard-copy materials arn crosscut shredded, 
incinerated. or pulped such that there is reasonable assurance the 
hard-copy materials cannot be reconstructed. 

9.10.1.b Examine storage containers used for information to be 
destroyed to verify that tile containers are secured. For example, 
verify that a "to-be-shrnrlrlerl" container has a lock preventing 
access to its contents. 

9.10.2 Verify tiiat cardllolrJer data on electronic media is rendered 
unrecoverable via a secure wipe program in accordance 1Nilh 
industry-accepted standards for secure deletion, or othen,vise 
physbilly destroying the media ''"' v,.,,.. ''"'' 
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Regularly Monitor and Test Networks 

Requirnment 10: Track and monitor ail access to network resources and cardho!der data 

Logging mechanisms and the ability to track user activities are critical in preventing, detecting, or rninirniz;ng the impact oi a data compromise. The 
presence of logs in all environments al!ows thorough tracking, alerting, and analysis when sornetlling does go wrong. DetenTiining t~1e cause of a 
compromise is very difficult, if not impossible, without system activity logs. 

PC! OS$ Requirements 

10.1 Establist, a process for linking all 
access to system components 
(especially access done witt1 
administrative privileges suet, as root) to 
each individual user. 

10.2 Implement automated audit trails for 
all system components to reconstruct the 

events· 

10.2.1 All individual accesses to 
cardholder data 

10.2.2 A!I actions taken by any 
individual with root or administrative 

10.2.3 Access to all audit trnils 

i0.2.<I Invalid logical access allempts 

10.2 5 Use of identification and 
authentication mechanisms 

10.2.6 Initialization of the audit logs 

10,2.7 Creation anrJ rJeletion of 

10.:l Record at least tt1e fo!lowing audit 
trail entries for a!I system components 
lor each event: 

Testing Procedures 

10.1 Verify tt,rough observatiOn and interviewing tt1e system 
adrrnnistrator, tt,at audit trails are enabled and active for system 
components. 

10.2 Tt1rougt1 interviews, examination of audit logs, and 
examination of audit log settings, perform the following: 

10.2.1 Verify all individual access to card holder data is logged. 

10.2.2 Verily actions taken by any individuai with root or 
administrative privileges are logged. 

10.2.3 Verify ac,,ess to ail audit trails is logc1erl. 

10.2.4 Verify invalid logicai access attenipts are logged 

10.2.5 Verify use of identification and authentication 
mechanisrns is locmecL 

10,2,6 Verify initialization of audit logs is ioggerJ 

10.2.7 Verify creation and deletion of system level objects are 

10.3 Through interviews and observation. ior each auditable 
event (lrorn 10.2), perform the following: 
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PC! OSS Requirements 

Hl.3.1 User identification 

10.3.2 Type of event 

10.3.3 Date and time 

10.3.4 SucCBss or failure indication 

10.3.5 Origmation of event 

Hl.3.6 Identity or name of affected 
data, system component, or resource. 

Hl.4 Using time-synchronization 
tectmology. syndironize all critical 
systen1 clocks and times anrJ ensure 
that the foliowing is implemented for 
acquiring, distributing, and storing lime. 

Note; One exan1,ole of tirne 
sync/Jmniza/ion tecfino!ogy is Netwo!1, 
Tirne f>r1lfn,001111111-'J 

10.4.1 Cntical systems have tile 
correct and consistent tirne. 

10.4.2 Time data is protected. 

Testing Procedui-es 

10.3.1 Verify user identification is included in log entries. 

10.3.2 Verify type of event is included in log entries. 

10.3.3 Verify date and time stamp is included in iog entries. 

10.l.4 Verify success or failure indication is included in log 
entr!es. 

10.J.5 Verify ongination ol event is included in log entries. 

10.3.6 Verify identity or name of affecterJ rJata, system 
component, or resources is mcluded in log entries. 

10.4.a Verify lllal lime-synct1ronization technology is 
implemented and kept current per PCI DSS Requirements 6.1 
;ind 6.2 

10.4.b Obtain anrJ review the process for acquiring, distributing 
and storing the correct lime within the organization, and review 
tt1e time-related system-parameter settings for a sample of 
system components. Verify the following is included in the 
process and irnp!en1ented. 

10.4.1.a Verify that only designated central t,rne servers receive 
tirne signals from external sources, and time signals from 
extemai sources are based on International Atomic Time or 
UTC. 

10.4.1.b Verify that the designated central time servers peer 
with each other to keep accurate time, and other internal servers 
rece,ve time from the central time servers. 

10.4.2.a Review system configurations and time-synchronization 
settings to verify that access to time data is restricted to only 

with a business need to access time data. 

10.4.2.b Review systeni configumtions and lime synchronization 
that any changes to tinie 

mon!tored, and reviewed. 
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PC! OSS Requirements 

Hl.4.3 Time settings are received from 
industry-accepted time sources. 

10.5 Secure audii iraiis so they cannot 
be aliered. 

10.5.1 Limit viewing of 3udit tmils to 
those with 3 need. 

10.5.2 Protect audit trai! files from 
unauthorized modmcations. 

10.5.3 Promptly back up audit traii files 
lo a centralized log server or media 
that is difficuli io aiter. 

10.5.4 Write logs for external-facing 
techno!ogies onto .a log server on the 
internal LAN 

10.5.5 Use fl!e-inlegrily monitoring or 
change-detection software on logs to 
ensure that existing !og data cannot be 
changed without generating aierts 
(although new d3t3 added 
should not cause an 

Testing Procedui-es 

1 OA.l Verify lhal the lime servers accept time updates from 
specific. industry-accepted external sources (to prevent a 
m3licious individual from changing the clock). Optionally. !hose 
updates can be encrypted with a symmetric key, and access 
controi l!sts can be created that specify the IP addresses of 
client machines that will be provided with the time updates (to 

unauihorized use of internal time 

10.5 Interview sysiem administrator and examine permissions io 
ver!fy that audii iraiis are secured so that they cannot be altered 
as follows: 

10.5.1 Verify that only individuals who have a job-rnla!ed need 
can view audit trail flies. 

10.5.2 Verify that current audit trai! files are protecied from 
unauthorized modifications via access control mechanisms, 

sei1re1Jation, and/or network sei1re1Jalion. 

10.5.3 Verify tllat current audit trai! files are promptly b3cked up 
to a centrn!ized log server or n1edi3 th3t is difflcuit to alter 

10.5.4 Verify tllat logs for external-facing technolo(1ies (for 
example, wireless, firewalls, DNS, mail) are ornoarJerJ or copied 
onto a secure cenlrnli2.ed internal server or media. 

10,5.5 Verify tile use of me-integrity monitoring or change­
detection software for iogs by examining system settings anrJ 
monitored files and resuits from monitoring activities. 
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PC! OSS Requirements 

10.6 Review iogs for ail system 
components at !east d.ai!y. Log reviev;s 
must include those srnvers that 
perforni security functions iike 
intrusion-detection systeni (!OS) and 
authentication, authorization, and 
accounting protocol (;\AA) servers (for 
example, RAD!US). 

Note: l.og haNesting, parsing, and 
a!ertir1g l'oo.!s may be used to meet 
co,np.liarJCe with Re·qu.1rn1ne.nt /0.6. 

10.7 Ret3in audil trail history for at least 
one year, with a mininiuni ofthree 
months ininiediately avaiiable for 
analysis (tor exanipie, online, archived, 
or restorable from back-up). 

Testing Procedui-es 

103,.a Obtain and examine security policies anrJ procedures to 
tliat they inc!ude procedures to review logs at 

least and that lo 

10.6.b Through observation and interviews, verify that regular 
log reviews are performed for a!I system components. 

10.7.a Obt3in and examine security policies and procedures and 
verify that they include audit log retention policies and require 
audit lo(~ retention for at :east one year. 

10.7.l.l Verify that audit !ogs are avaiiable for at least one year and 
processes are in place to immediately restore al least tlie iast 
three n1ontlls' 
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Requirememt 11: Re,gufar!y test security systems and processes. 

Vulnerabil,t,es are being discovered continually by malicious ;ndividuals and researchers, and being ;ntroduced by new software. System 
components, processes, and custom software st1ould be tested frequently to ensure security controls continue to reflect a changing environment. 

PC! oss Requirements 

11.1 Test for ihe presence of wireless 
access points and deteci unauthorized 
wireless access points on a quarterly 
basis. 

Note: l\llethods that ;nay be used in the 
process include but are not !frnited to 
wireless network scans, physica!Aogica! 
mspections of system components and 
infrastructure, netwot!( access control 
(NAC), or wireless !DS11PS. 

Wl'liohever methods are used, they must 
be suft:cient to detect and ldentJtjt any 
unaut!wriwd devices. 

Testing Procedures 

11.1.a Verify that the entity has a documented process to detect 
and identify wireless access points on a quarterly basis. 

11.1.b Verify ihai ihe methodology is adequate to detect and 
identify any unauthonzed wireless access po;nts, including at least 
tt1e following: 

• WLAN cards inserterJ into system components 
• Port3ble wireless rJevices conneoterJ to system components 

(for example, by USS, etc.) 
• Wireless devices attached to a network port or network device 

11. i .c Verify that the dooumenterJ process to identify unauthorized 
wire!ess access points is pe(forrned at :east quarterly for all systern 
components and facilities 

11.1,d If automated monitoring is utilized (for example, wireless 
IDS/IPS. NAC, etc), verify the configuration will generate alerts to 
personnei. 

11.1.e Verily the organization's incident response plan 
(Requirement ·12.9) includes a response in the eveni unauthorized 
wireiess devices are detected. 
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11.2 Run intern3I and external network 
vulnerability scans at least qu3rterly 3nd 
after any significant change in the 
network (such as new system component 
installations, changes in network 
topology, firewall rule modifications. 
product upgrades). 

Note: It is not required that four ,oassinu 
quarterly scans must be completed for 
initial PC! DSS cornplfance if the 
assessor verifies 1) tfie rnost recent scan 
result vv·as a passing scan,. 2) the entity 
flas documented poiicies and procedures 
requiring quarterly scanning, and 3) 
vuh:c:rabi!ities noted in the scan results 
'1ave been corrected as shown in a re­
scan. ,c:or subsequent years after the 
mitia! PCl DSS review, four passmg 

occu1red. 

11.2.1 Perform quarterly internal 
vulnerability scans. 

Testing Procedui-es 

11.2 Verify that intern3I and external vulnerability scans are 
performed as follows: 

11.2.1.a Review the scan reports and verify that lour quarterly 
internal scans occurred in the most recent 12-month per!od. 

·11.2.1.b Review the scan reports and verify that tile scan process 
includes rescans until pass;ng results are obtained, or all ''1-ligll" 
vulnerabilities as defmed in PCI DSS Requirement 6.2 are 
resolved. 

11.2.1.c Validate that !tie scan was performed by a qualified 
internal resource(s) or qualified external third party, and if 
applicable, org3nizational independence of the tester exists (not 
required to be a QSA or ASV). 
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11.2.2 Perform quarter!y external 
vulnerability scans via an Approved 
Scanning Vendo( (ASV';. app(oved by 
the Payment Card Industry Security 
Standards Council (PCi SSC). 

Note: Quarterty external vulnerability 
scans must be perfonned by an 
Approved Scanning \iencior (ASVj, 
approved by the Payrnent Card 
Industry Security Standards Council 
(PC/ SSC). Scans conducted after 
netvvork changes rnay be perforrned f;y 
internal slat/ 

11 a:2.3 Perform intemai anrJ exlernai 
scans after any significant diange. 

Note: Scans conciuc!eci afier changes 
:nay be performed by internal staff. 

Testing Procedui-es 

11.2.2.a Review output fmm the four most recent quarters of 
external vu!nerabi!ity scans and verify that four quarterly scans 
occurred in the n1ost recent 12-rnonth pe(iod. 

11 .2.2J, Review tiie resuits of each quarteriy scan lo ensure lhal 
they satisfy the ASV Program Guide requirements (for example. 
no vulnerabi!ilies mted higher than a 4.0 by the CVSS and no 
autornatic failures) 

11.2.2.c Review the scan mports to verify that the scans were 
completed by 3n Approved Scanning Vendor (ASV), 3pproved by 
the PCi SSC. 

11.2.3.a Inspect ct1ange controi documentation and scan reports 
to verify that system components subject lo any significant 
change were scanned. 

11.2.l.b Review scan reports 3nd verify that the scan pmcess 
inciudes res,,ans until· 

• For external scans. no vulnerabil,ties exist tt,at are scored 
greater than a 4.0 by the CVSS. 

• For internal scans, a passing resuit is obta!ned or ail "High" 
vuinerabilit!es as delined in PCI DSS Requirement 6.2 are 
resolved. 

·11.2.J.c Validate that the scan was performed by a qualified 
internal resource(s) or qual,fled external third party, and if 
applicable, organizational imlependence of tt,e tester exists (not 
required lo be a QSA or ASVi. 
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11.3 Perform external and internai 
penetration testing at !east once a year 
and after any significant infrastructure or 
application upgrade or modification (suoh 
as an operating system upgrade, a sub­
network added to tt,e environment, or a 
web se1ver added to the environment). 
These penetration tests must include tile 
fol!owing: 

11.l.1 Network .. layer penetration tests 

11.3.2 Application-layer penetration 
tests 

11.4 Use intrusion-detection systems. 
andior intrusion-prevention systems to 
monitor ali traffic at the perimeter of tile 
,,arrlholder data envimnmenl as well as 
at critical points inside of the card holder 
data enwomnent, and alert personnel to 
suspected compromises. 

Keep all intrusion-detection and 
prevention engines, baselines, and 
signatures up-to-date. 

Testing Procedui-es 

11.3.a Obtain and exaniine the resuits froni the niost recent 
penetration test to verify !ha! penelrntion Jesting is performed at 
!east annually and after any significant chanc~es to the envimnn1ent. 

11.3J.l Verify that noted exploitable vu!nernbi!ities were coffected 
and testing repeated. 

11.3.c Verify that the test was perfornied by a quaiified interna! 
resource or qualified external third party, and if applicable. 
organizational independence of the tester exists (not required to be 
a OS.tl. or r"...SV}. 

·11.:1.1 Verify that the penetration test includes network-layer 
penetration tests. These tests should mclude components that 
suppoit network functions as well as operating systems 

11.3.2 Verify tllat tile penetration lest includes application-layer 
penetration tests. Tile tests st1ould incltK1e, at a minimum, tt1e 
vulnerabilities listed in Requirement 6.5. 

11.4.a Verify tt1e use of intrusion-detection systems andior 
intrusion-prevention systems and tiiat all traffic at the perimeter of 
the cardho!der data environment as well as at critic31 points in tile 
cardhoider data environment is monitored. 

11.4.b Confirm !OS and/or IPS are o:infigured lo alert personnel of 
suspected con1promises 

11.4.c Examine IDSilPS configurations and conlirm IDS/IPS 
devices are configured, maintained, and updated per vendor 
instructions to ensure optimal protection. 
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11.5 Deploy file-integrity monitoring tools 
lo alert personnel !o unauthorized 
modification of critiC31 system flies, 
configuration files, er content files; and 
configure the software to perform critical 
fi!e comparisons at least weekly. 

Note: For fi!e-inteurity monitoring 
purposes, critical fifes are usuafJy those 
tllat do not regularly change, but the 
modification of vvhicl1 could indicate a 
system compromise or risk of 
con1,oromise. File-integrity rnonitoring 
products usua!!y corne pre-configured 
1,;vith critical fifes ft1r the related operating 
s_yste1n. Other critical fifes, such as those 
for custo:n application:.:. .. t; rnust be 
evaluated and defined by t/'ie enll/y (that 
1s, the merchant or service provide;). 

Testing Procedui-es 

11.5.a Verify the use of fi!e-integrity monitoring tools within the 
cardhoider data environment by observing system settinc1s and 
monitored files, as well as reviewing results from monitoring 
activities. 

Examples of files that should be monitored: 

• System executables 

• Application executables 

~ Configuration and parameter mes 
• Centrally stored, i11storical or archived, log and audit files 

11.5.b Verify tt1e too!s are contigured to alert personnel to 
unautt1orized modification of crit,cal files, and to perform critical file 
comparisons at least weekly. 
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Maintain an Information Security Policy 

Requirement 12: Maintain a policy that addresses information security for all personnel. 

A strong security policy sets the security tone for the whole entity and infonns personnel what is expected of them. All personnel should be aware 
of the sensitivity of data and their responsibilities for protecting it For the purposes of Requirement ·12, "personnei'' refers to fuil~time and part-time 
employees, temporary employees, contractors and consultants who are "resident" on tt1e entity's site or otherwise have access to the cardt1older 
data environment 

PCI DSS Requirements 

12.1 Establist,, pub!ish. maintain, and 

12.1.1 Addresses al! PC! DSS 

12. 1.2 lnciudes an annual process that 
identifies threats. ;ind vulnerabilities. 
and results in a formal risk assessment. 

(Exam pies of risk assessment 
methodologies include but are not 
iimited to OCTAVE. ISO 27005 and 
NIST SP 800-30 

12.1.3 Includes a review at least 
annually and wi1en the 
environrnent 

12.2 Develop daily operational security 
procedures that are consistent with 
requirements in this specification (for 
example, user account maintenance 

and revie\.,V 

Testing Procedures 

12.1 Examine the information security policy and verify that tt,e 
is published and disseminated to all relevant personnel 

vendors and business 

·12:1.1 Venfy that the policy addresses all PCI DSS requrrements. 

i 2. i .2.a Verify that an annual risk assessment process is 
rJccumenterJ that identifies threats, vulnernbilities, and results in" 
forma! r!sk assessment. 

12.1.2.b Review risk assessment documentation lo verify tt1at tt1e 
risk assessment process is performed at least annually. 

12.1.3 Verify that the information security policy is reviewerJ at 
least and updated as needed to renect changes to 

or the risk environment 

12.2 Examine tt1e daily operational security procedures. Verify that 
they are consistent with this specification, and include 
arJrninistrative and tecirnical procedures for each ofU1e 
requimments. 
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12.3 Develop usage policies for critical 
tedinologies (for example, remote­
access technolo(~ies, wireless 
technologies. mmovab!e electronic 
media, !aptops, tablets, personal 
data/digital assistants (PDAs), e-mai! 
usage and Internet usage) and define 
proper use of tliese technologies. Ensure 
these usage policies require the 

12.3.1 Explicit approval by auttwrized 

12.3.2 Authentication for use of the 
technology 

i 2.3.3 A iist of a!I such devices and 
personnel w!th access 

1::t3.4 Labeling of rJevices to determine 
owner. contact information anrJ purpose 

12.3.5 AcCBptable uses of the 

12.3.6 Acceptable network locations tor 
the 

12.3.7 List of company-approved 

1::t3.8 Automatic disconnect of 
sessmns for remote-access 
tectmologies after a specific period of 

12.3.9 Activation of remote-access 
tectmologies for vendors and business 
partners only when needed by vendors 
and business pariners, witl1 irnrnerJiate 
deactivation after use 

Testing Procedui-es 

12.3 Obtain and examine the usage policies for critical techno!ogies 
and perform tt1e following: 

12.3.1 Verify that the usage policies require explicit approva! from 
authorized to use tt,e 

12.3.2 Verify that the usage policies require that a!I technology 
use be authenticated with user ID and or other 
authenticat,on item 

12.3.3 Verify that the usage policies require a !ist cf all devices 
and personnel authorized to use the devir,es. 

12.3.4 Verify that the usage policies require labeling of devices 
with information that can be correlated to owner, contact 
infom1ation and 

·12.3.5 Venfy that the usage polic,es require acceptable uses fm 
the tec:hno,logy. 

12.3.6 Verify that the usage policies require acceptable network 
locations for the 

12.3.7 Verify that tile usage policies require a !ist of company-

12.3.8 Verify that the usage policies require automatic disconnect 
of sessions for remote .. acCBss technologies after a specific period 
of inactivity. 

12.3.9 Verify that the usage policies require activation of remote­
access technologies used by vendors and business partners only 
when needed by vendors and business partners, with immediate 
deactivation after use. 
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12.3.10 For personnel accessing 
cardho!rJer data via remote-access 
technologies, prohibit copy. move, and 
storage of cardholder data onto loC3i 
hard drives and removab!e electronic 
media, unless explic,tly authorized for a 
defined business need. 

1VI Ensure that the security pol,cy and 
procedures ciearly define mformation 
security for all personneL 

12.5 Assign to an individual or team the 
following inlormation security 
management responsib,lities: 

i 2.5.1 Est3blisll. document, and 
distribute security policies and 
procedures. 

12.5.2 Monitor and analyze security 
.alerts anrJ information, anrJ distribute to 
appropriate personnel. 

1::U,.3 Establist1, document, and 
distribute security incident response 
and esc..glation prof'.,f:dums to ensure 
timely and effective hanrl!ing of ali 
situations. 

12,5.4 Administer user accounts, 
including 3dditions, deletions, and 
rnodific..'1tions 

1::t5.5 Monitor and control all access to 
data. 

Testing Procedrn'eS 

12.3.10.a Verify that tile usage policies prohibit copying. moving, 
or storing of card hokier data onto local hard drives and removable 
electronic n1edia when accf:ssing such data via rernote-accf:ss 
technologies. 

12.3.10.b For personnel with proper autt10rization. verify that 
usage policies require tiie protection of carrJt10lder data in 
accordance with PCI DSS 

12.4 Verify that information security policies c!ear!y define 
inforrnat,on security responsibilities for al! personnel. 

12.5 Verify the forma! assignment of information seour;ty to a Chief 
Security Officer or other security-knowledgeable member of 
management. 

Obtain and examine information security policies and procedures to 
verify that the following inlormation security responsibilities are 
spe<;!fica"lly and l!y assig 

12.5.1 Verify that responsibility for creating and distributin(1 
security policies and procedures is formally assic1nerl. 

12.5.2 Verify that responsibility for monitoring and analyzing 
security alerts and distributing information to appropriate 
information security and business unit n1anagernent personnel is 
forma!!y assigned. 

12.5.3 Verify that responsibility for creating and distributing 
security incident response and escalation procedures is formally 
assigned. 

i 2.5.4 Verify that responsibility for administering user account and 
authentication n1anagernent is fom1a!ly assigned. 

12.5.5 Verify that responsibility for monitoring and controlling al! 
access to d.ata is ,.... , ..... ::J ........ ,_.,t,• , .... , .. 
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12.6 Implement a formal security 
awareness program to make all 
personnel aware of the in1portance of 
e3rdllolder data security. 

12.6.1 Educate personne! upon hire 
and al least annually. 

Note: Methods can va;y depending on 
the rote of the personnel and their level 
of access to the cardhoider data. 

1::te.2 Require personnel to 
acknowledge at least annually ttIat tt1ey 
have read and understood tile security 

and 

12.7 Screen potential personnel prior to 
!lire to minimize the risk of attacks from 
internal sources. (Examples of 
background checks include previous 
employment history, criminal record, 
credit history, and reference checks.) 

Note: F'or those potential personnel to 
be hired f.Jr cc:rtain positions such as­
store cashiers- vvho only have: access to 
one card nurnbt.:r at a time when 
facilitating a transaction, this requirement 
1s a recommendation 

12.8 If cardllolder data is shared with 
service providers, rnaintain and 
impiemenl policies and procedures to 
manage service providers, to include the 
following: 

12.8.1 Maintain a list of service 
providers. 

Testing Procedrn'eS 

12.6.a Verify tile existence of a formal security awareness program 
for all 

12.6.b Obtain and examine security awareness program 
pr<icedures and documentat,on and tile 

12.6.1.a Verify that the security awareness program provides 
multiple methods of communicating awareness and educating 
personnel (for examp!e, posters, letters, memos, web based 

and pra,rna,1I0,1s). 

12.6.1.b Verify that personne! attend awareness trainin(1 upon hire 
and at least 

12.6.2 Verify that the security awareness program requires 
personnel to acknowledge, in writing or electroniC3lly, at least 
annually that they have read and understand the information 

12.7 Inquire with Human Resource department management and 
verify Hiat background ctIecks are conducte,1 (witt1in ttIe constraints 
of locai laws) on potential personnel prior to hire who wili have 
access lo oarrlholder data or the card holder data environnienl. 

12.8 If !he entity shares cardhoider data with service providers (for 
example. back-up tape storac~e facilities. managed service providers 
such as \Neb hosting companies or security service prov!ders, or 
those that receive data for fraud modeling purposes), through 
observation, review of policies and proCBdures, and review of 

documentation, 

12.8.1 Verify that a list of service providers is maintained. 
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12.6.2 Maintain a w@en agreement 
th.at includes an ackno1,v!ec!gement that 
the service providers are responsible 
for tile security of cardholrler d3t3 the 
service 

i2.6.3 Ensure there is 3n est3blislled 
process for engaging service providers 
including proper due diligence prior to 
engagement. 

12.8.4 Maint3in a program to monitor 
service providers' PCI DSS cornp:iance 
st3tus at least 

12.9 Implement an incident response 
plan. Be prepared lo respond 

to a bread1. 

12.9.1 Create tt1e mcident response 
plan to be implemented in tt,e event of 
system breach. Ensure tlie plan 
addresses the fo1!01,ving. at a minimum: 

ll Ro!es, responsibil!ties, and 
corrnnunication and contact 
strategies in the event of a 
compromise including notification 
of the payment brands. at a 
minimum 

• Specific incident response 
procedures 

ll Business recovery and continuity 
procedures 

• Data back-up processes 

• Ana!ysis of !egal requirements for 
repmting compromises 

'ii Coverage and responses ot ail 
critical system components 

0 Reference or inc!usion of incident 
msponse procedums from the 

brands 

Testing Procedui-es 

12.3.2 Verify that tile written agreement includes an 
acknowledgement by tile se1vice providers of their responsibility 
for securin(1 cardholder data 

12.8.3 Verify that policies and procedures are docurnented and 
were followed inciudin(1 proper due diiigen,,e prior to eng3ging any 
service provider. 

12.8.4 Verify that the entity maintains a program to monitor its 
service providers' PCI DSS compli3nce status at least annually. 

12.9 Obtain and examine ttm Incident Response Plan and related 
procerJures and perform the following: 

'12.9.1.a Ver;fy that the incident response plan ;ncludes: 

~ Roles. responsib:lities, and communic..~tion strategies in the 
event of a compromise including notific3tion of the p3yment 
brands, at a minimum: 

~ Specific incident response procedures 
ii' Business recovery and continuity procedures 
, Data back-up processes 

• Analysis of legal requ!rements for reporting compromises (for 
example, California Bil! 1386 whict1 requires notification of 
allected consumers in tt,e event of an actual or suspected 
compromise for any business with California residents in llleir 
database) 

, Coverage and responses for al! critical system components 

~ Reference or inclusion of:ncident response procedures from 
the bmnds 

12.9.1.b Review documentation from a previously reported 
incident or ale1t to verify lllal tile documented incident response 
plan and procedures were followed. 
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12.9.2 Test the plan at least annually. 

1::t9.3 Designate specific personnel to 
be avail.able on a 24/7 basis to respond 
to aierts 

12.9.4 Provide appropriate training to 
staff with s_ecurity breach response 

12.9.5 Include alerts from intrusion­
detection, intrusion-prevention. and me­
integrity n1onitoring systems. 

12.9.6 Develop a process to modify and 
evolve the incident response plan 
according to lessons iearned and to 
incorporate industry developments. 

Testing Procedui-es 

12.9.2 Verify tllat tile plan is tested at least annually. 

12.9.3 Verify througt1 observation and review of policies, tllat 
designated personne! are avail.able for 24/7 incident response and 
monitoring coverage for any evidence of unauthorized activity, 
detection of unauthorized wireiess access points, critical IDS 
alerts, and/or reports of unauthorized critical system or content file 
changes. 

12.9.4 Verify through observation and review of policies that staff 
with responsibilities for security breach response are periodically 
trained. 

12.9.5 Verify through observation and review of processes that 
monitoring and responding to alerts from security systems 
including detection of unauthorized wireless accf:ss points are 
covered in the Incident Response Plan. 

i 2.9.6 Verify through observation and review of policies that there 
is a pm,,ess to modify and evolve the incident response plan 
according to iessons learned and to incorporate industry 
developments. 
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Appendix A: Additional PCI DSS Requirements for Shared Hosting Providers 

Requirement A. 1: Shared hosting providers must protect the cardho!der data environment 

As referenced in Requirement 12.8, all service providers witl1 access to card~1oider data (including sl1ared hosting providers) must adllere to ttie 
PCI DSS. In addition, Requirement 2.4 states that shared llosting providers must protect each entity's hosted environment and data Therefore, 
shared l1osting providers must addi1ionally comply with t11e requirements in this Appendix. 

Requiremar1ts 

A.1 Protect eact1 entity's (that is 
merchant. service provider, or 
other entity) hosted 
envimnn1ent and data, per A.1.1 
through A:I .4: 

A hosting provider must fu!fin 
these requirements as well as 
all other relevant sections of the 
PCI DSS. 

Note: Even t/Joug/J a /Josling 
provider rnay ;neet these 
requiren;ents, the compliance of 
the entity that uses the hosting 
provider is not guaranteed. 
Eact; enlity must comply wit/J 
the PC! DSS and validate 
ccHTif.•fiance as applicable, 

A.1.1 Ensure tiiat eact1 entity 
only runs processes that have 
access to that entity's 
cardho!der data environrnent. 

A.1 Specifically for a PCI DSS assessment of a st1ared hosting provider, to 
verify that shared hosting provirJers protect entities' (merchants and se1vice 
providers) hosted environnient and data, select a sample of servers 
(Microsoft VVlndows and Unix/Linux) across a representative sample of 
hosted merchants and service providers, and perform A.1 .1 through A.1.4 
below: 

A.1.1 If a sharerJ t10sting provider allows entities (for example, merchants 
or service providers) to run their own applications, verify tt1ese application 
processes run using the unique ID ornie entity. For example: 

No entity on the system can use a shared web server user ID. 

All CGI scripts used by an entity must be created and run as tt1e entity's 
user 10. 
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Req1.1iremar1ts 

A.1.2 Restrict each entity's 
access and privileges to its 
own cardho!der data 
environn1ent on!y 

A.1.3 Ensure iogging and 
audit trails 3re enabled 3nd 
unique to each entity's 
carclt,older data environrnent 
and cons,stent with PCI DSS 
Requirement 10. 

A.1,4 Enab!e processes to 
provide for t:mely forensic 
investic1alion in the event of a 
compromise to any hosted 
merchant or service provider 

A.1.2.a Verify tiie user ID of any application process is not a privileged 
user 

A.1.2.b Verify each entity (merchant, service prov,der) has read, write, or 
execute permissions on!y for files and directories it owns or for necessary 
system files (restricted via fi!e system permissions, access control lists, 
ct1root, jailshell, etc.) 
Important: An entity's fiies may not be shared by group. 

A.1.2.c Verify that an entity's users do not t1ave write access lo shared 
system binaries. 

A.1.2.d Verify that v,ewing of log entries ;s restricted to the ing entity 

A.1.2.e To ensure each entity cannot monopoli2.e server msou(ces to 
exploit vulnerabilities (for example, error, race, and restart conditions, 
resulting in, tor example, builer overflows), verify restrictions are in piace 
tor the use of these system resources: 

• Disk space 

• Bandwidth 

• Memory 
D CPU 

A.1.3 Verify the shared hosting provider has enabled !ogging as loilows, 
for each merchant and service provider environment: 
Logs are enabled for common third-party appiicalions, 

Logs are active by defau!l. 

Logs are available for review by the 01Nning entity. 
Log locations are clearly communicated to the owning entity. 

A.1.4 Verify the shared hosting provider has written policies th3t provide 
for a timely forensics investigation of related servers in tile event of a 
cornpromise. 
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Appendix B: Compensating Controls 

Compensating controls may be considered for most PCI DSS requirements when an entity cannot meet a 
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has 
sufficiently rniti~1ated the risk associated with the requirement through implementation of other, or 
compensating, controls. 

Compensating controls must satisfy the following criteria: 

1. Meet the intent and rigor of the original PCI DSS requirement. 

2. Provide a similar level of defense as the original PCI DSS requirement, such that the cornpensating 
control sufficiently offsets the risk that the original PCI DSS requirernent was designed to defend 
against. (See Navigating PC! DSS for the intent of each PC I DSS requirement.) 

3. Be "above and beyond" other PCI DSS requirements. (Simply bein~1 in compliance with other PCI 
DSS requirements is not a compensating control.) 

When evaluating "above and beyond" for compensating controls, consider the following: 

Note: The items at a) through c) below are intencJed as examples only. AJ! compensating controls must be 
reviewed and validated for sufficiency by the assessor who conducts the PC! DSS review. The 
effectiveness of a compensating control is depencJent on the specifics of the environment in which the 
control is implemented, the surrounding secw1ty controls, and the configuration of the control. Companies 
should be aware tflat a particular compensating control wiff not tJe effective in all environments. 

a) Existing PCI DSS requirements CANNOT be considered as compensating controls if they are 
already required for the item under review. For example, passwords for non-console 
administrative access must be sent encrypted to mitigate the risk of intercepting clear-text 
administrative passwords. An entity cannot use other PCI DSS password requirements (intruder 
lockout, cornplex passwords, etc.) to cornpensate for lack of encrypted passwords, since those 
ottier password requirements do not mitigate the risk of interception of clear-text passwords. Also, 
the other password controls are already PCI DSS requirements for the item under review 
(passwords). 

b) Existing PCI DSS requirements MAY be considered as compensating controls if they are required 
for another area, but are not required for the item under review. For example, two-factor 
authentication is a PCI DSS requirernent for remote access. Two-factor authentication from within 
the internal network can also be considered as a compensating control for non-console 
administrative access when transmission of encrypted passwords cannot be supported. Two­
factor authentication may be an acceptable compensating control if: (1) it meets the intent of the 
original requirement by addressing the risk of intercepting clear-text administrative passwords; 
and (2) it is set up properly and in a secure environment. 

c) Existing PCI DSS requirements may be combined with new controls to become a compensating 
control. For example, if a company is unable to render card holder data unreadable per 
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device 
or combination of devices, applications, and controls that address all of the following: ('1) internal 
network segmentation; (2) IP address or MAC address filtering; and (3) two-factor authentication 
from within the internal network. 

4. Be commensurate with the additional risk imposed by not adhering to the PCI DSS requirement 

The assessor is required to thoroughly evaluate compensating controls during each annual PCI DSS 
assessment to validate that each compensating control adequately addresses the risk the original PCI 
DSS requirement was designed to address, per items 1-4 above. To maintain compliance, processes and 
controls must be in place to ensure compensating controls remain effective after the assessment is 
complete. 
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Appendix C: Compensating Controls Worksheet 

Use this worksheet to define compensating controls for any requirement where compensating controls 
are used to meet a PC/ DSS requirement. Note that compensating controls should also be documented in 
the Report on Compliance in the corresponding PC! DSS requirement section. 

Note: Only companies that have undertaken a risk analysis and have legitimate technological or 
documentecl business constraints can consider the use of compensating controls to achieve @mpfiance. 

Requirement Number and Definition: 

lnformaticm Required Explanation 

1. Constraints List constraints precluding compliance 
with the original requirement 

2. Objective Define the objective of the original 
control; identify ttie objective met by the 
compensating controL 

3. Identified Risk Identify any additional risk posed by the 
lack of the orig in al control. 

4. Definition of Define the compensating controls and 
Compensating explain how they address the objectives 
Controls of the original control and the increased 

risk, if any. 

5, Validation of Define how the compensating controls 
Compensating were validated and tested. 
Controls 

6. Maintenance Define process and controls in place to 
maintain compensating controls. 

PC! DSS Requirements and Security Assessment Procedures, Version 2.0 
Copyright 2010 PC! Security Standanls Council LLC 
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Compensating Controls Worksheet - Completed Example 
Use this worksheet to define compensating controls for any requirement noted as "in place" via 
compensating controls. 

Requirement Number: 8. 1-Are all users identified with a unique user name before a!lowing them to 
access system components or carcftwfcler data? 

Information Required Explanation 

1. Constraints List constraints precluding Company xyz employs stand-alone Unix 
compliance with the original Servers without LDAP. As such, they each 
requirement require a "root" login. ft is not possible for 

Company XYZ to manage the "root" login nor 
is it feasible to log all "root" activity by each 
user. 

2. Objective Define the objective of the The objective of requiring unique logins is 
original control; identify the hvofo!d. First, it is not considered acceptable 
objective rnet by the from a security perspective to share login 
compensating control. credentials. Secondly. having shared logins 

makes it impossible to state cJefinitively that a 
person is responsible for a patticular action. 

3. Identified Risk Identify any additional risk Additional risk is introduced to the access 
posed by the lack of the control system by not ensuring all users have 
original control. a unique ID and are able to be tracked. 

4. Definition of Define Hie compensating Company XYZ is going to require all users to 
Compensating controls and explain how fog into the servers from their desktops using 
Controls they address the objectives the SU command. SU allows a user to access 

of the original control and the "root" account and perform actions under 
the increased risk, if any. the "root" account tJut is atJ!e to tJe !oggecJ in 

the SU-log directory. in this way, each user's 
actions can tJe tracked through the SU 
account. 

5. Validation of Define tiow the Company XYZ demonstrates to assessor that 
Com pe nsati ng compensating controls were the SU command being executed and that 
Controls validated and tested. those individuals utilizing the command are 

fogged to identify that the individual is 
performing actions under root privileges. 

6. Maintenance Define process and controls Company XYZ cJocuments processes ancJ 
in place to maintain procedures to ensure SU configurations are 
compensating controls. not changecJ, afterecJ, or removecJ to a!fow 

individual users to execute root commands 
without tJeing inclividuaf/y trackecJ or foggecJ. 

PC! DSS Requirements and Security Assessment Procedures, Version 2.0 
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Appendix D: Segmentation and Sampling of Business Facilities/System 
Components -
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Document Changes 

Data 
PC!OSS SAQ 

Description version Revision 

N/A 1.0 Not used. 

N/A 2.0 Not used. 

February 2014 3.0 New SAQ to address requirements applicable to e-
commerce merchants with a website(s) that does not itself 
receive card holder data but which does affect the security 
of the payment transaction andior ttie inte~1rity of the page 
that accepts the consumer's card holder data. 

Content aligns with PCI DSS v3.0 requirements and 
testing procedures. 

April 2015 3:1 Updated to align with PCI DSS v3.1. For details of PCI 
DSS changes, see PC/ DSS - Summary of Changes from 
PC/ DSS Version 3.0 to 3.1. 

June2015 3.1 Update Requirement 11.3 to fix error. 

July 2015 3.1 u Updated to remove references to "best practices" prior to 
June 30, 2015, and remove the PCI DSS v2 repo1ting 
option for Requirement 11.3 

April 2016 3.2 1.0 Updated to align with PCI DSS v3.2. For details of PCI 
DSS changes, see PC! DSS - Summary of Changes from 
PC/ DSS Version 3.1 to 3.2. 

Requirements added from PCI DSS v3.2 Requirernents 1, 
5, 6, 7, 8, ·10, 11, and Appendix A2. 

January 2017 3.2 u Updated Document Changes to clarify requirements 
added in the April 2016 update. 

June 2018 3.2.1 1.0 Updated to align with PCI DSS v3.2:1. For details of PCI 
DSS changes, see PC! DSS ~ Summary of Changes from 
PC! DSS Version 3.2 to 3.2.1. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. 
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Before You Begin 

SAQ A-EP has been developed to address requirements applicable to e-commerce merchants with a 
website(s) that does not itself receive card holder data but which does affect the security of the payment 
transaction and/or the integrity of the page that accepts the consumer's card holder data. 

SAQ A-EP merchants are e-commerce merchants who paitially outsource their e-commerce payment 
channel to PCI DSS validated third parties and do not electronically store, process, or transmit any 
cardl1older data on their systems or premises. 

SAQ A-EP merchants confirm that, for this payment channel: 

Your company accepts only e-commerce transactions; 

All processin~1 of card holder data, with Uie exception of the payment page, is entirely outsourced 
to a PCI DSS validated third-party payment processor; 

Your e-commerce website does not receive card holder data but controls how consumers, or their 
card holder data, are redirected to a PCI DSS validated third-party payment processor; 

If merchant website is hosted by a third-party provider, the provider is validated to all applicable 
PCI DSS requirements (e.g., including PCI DSS Appendix A if the provider is a shared hosting 
provider); 

Each element of the payment page(s) delivered to the consumer's browser originates from either 
the merctianfs website or a PCI DSS cornpliant service provider(s); 

Your company does not electronically store, process, or transmit any card holder data on your 
systems or premises, but relies entirely on a third party(s) to handle all these functions; 

Your company has confirmed that all third party(s) handling storage, processing, and/or 
transmission of card holder data are PCI DSS compliant; and 

Any card holder data your company retains is on paper (for example, printed reports or receipts), 
and these documents are not received electronically. 

This SAQ is applicable only to e-commerce channels. 

This shortened version of the SAQ includes questions that apply to a specific type of small merchant 
environment, as defined in the above eligibility criteria. If there are PCI DSS requirements applicable to 
your environment that are not covered in this SAQ, it may be an indication that this SAQ is not suitable for 
your environment Additionally, you must still comply with all applicable PCI DSS requirements in order to 
be PCI DSS compliant. 

Note: For the purposes or fhis SAQ, PC! oss requirements that refer to the "cardhotder data 
environment" are applicable to the merchant website(s). This is because the merchant website directly 
impacts how fhe payment card data is transmitted, even though the website itself does nof receive 
cardhofder data. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0 .lune 2018 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. Page iii 



Ex.1002 / Page 385 of 710 
M&A Ventures, LLC et al

PCI DSS Self-Assessment Completion Steps 

1. Identify the applicable SAQ for your environment-----refer to the Self-Assessment Questionnaire 
Instructions and Guidelines document on PCI SSC website for information. 

2. Confirm that your environment is properly scoped and meets the eligibility criteria for the SAQ you 
are using (as defined in Part 2g of the Attestation of Compliance). 

3. Assess your environment for compliance with applicable PCI DSS requirements. 

4. Complete all sections of this document 

Section 1 (Parts 1 & 2 of the AOC) - Assessment Information and Executive Summary. 

Section 2 - PCI DSS Self-Assessment Questionnaire (SAQ A-EP) 

Section 3 (Pa1is 3 & 4 of the AOC) - Validation and Attestation Details and Action Plan for 
Non-Compliant Requirements (if applicable) 

5. Submit the SAQ and Attestation of Compliance (AOC), along with any other requested 
documentation-such as ASV scan reports-to your acquirer, payment brand or other requester. 

Understanding the SelfMAssessment Questionnaire 
The questions contained in the "PCI DSS Question" column in this self-assessment questionnaire are 
based on the requirements in the PCI DSS. 

Additional resources that provide ~1uidance on PCI DSS requirements and how to complete the self­
assessment questionnaire have been provided to assist with the assessment process. An overview of 
some of these resources is provided below: 

PCIDSS 

(PC! Data Security Standard 
Requirements ancJ Security Assessment 
Procedures) 

SAQ Instructions and Guidelines 
documents 

····································································································i··· 

PC! DSS and PA-DSS Glossary of 
Terms, Abbreviations, ancJ Acronyms 

Guidance on Scoping 

Guidance on the intent of all PCI DSS Requirements 

Details of testing procedures 

Guidance on Compensating Controls 

Information about all SAQs and their eligibility criteria 

How to determine which SAQ is right for your 
organization 

Descriptions and definitions of terms used in the PCI 
DSS and self-assessment questionnaires 

These and other resources can be found on the PCI SSC website (v-1vv1N.pcisecuritystandards.org). 
Organizations are encouraged to review the PCI DSS and other supporting documents before beginning 
an assessment. 

Expected Testing 

The instructions provided in the "Expected Testing" column are based on the testing procedures in the 
PCI DSS, and provide a high-level description of tl1e types of testing activities that should be performed in 
order to verify that a requirement has been met. Full details of testing procedures for each requirement 
can be found in the PCI DSS. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. 
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Completing the SelfNAssessment Questionnaire 
For each question, there is a choice of responses to indicate your company's status regarding that 
requirement. Only one response should be selected for each question. 

A description of the meaning for each response is provided in the table below: 

~~: 
Yes ! The expected testing has been performed, and all elements of the 

................................................... ! ... requirement have been met as stated. 

Yes with CCW 

(Compensating 
Control Worksheet) 

The expected testing has been perforrned, and the requirement has 
been met with the assistance of a compensating control. 

All responses in this column require completion of a Compensating 
Control Worksheet (CCW) in Appendix 8 of the SAQ. 

Information on Uie use of cornpensating controls and ~1uidance on how 
to complete the worksheet is provided in the PCI DSS. 

------------------------------------------------------
No ~ Some or all elements of the requirement have not been met, or are in 

~ the process of being implemented, or require fwiher testing before it will 
! be known if they are in place . 

.................................................. .. 

NIA 

(Not Applicable) 

The requirement does not apply to the organization's environment (See 
Guidance for Non-AppficatJifity of Certain, Specific Requirements below 
for examples.) 

All responses in this column require a supporting explanation in 
Appendix C of the SAQ. 

Guidance for NonNApplicability of Certain, Specific Requirements 
If any requirements are deemed not applicable to your environment, select the "NIA" option for that 
specific requirement, and complete the "Explanation of Non-Applicability" worksheet in Appendix C for 
each "NiA" entry. 

Legal Exception 

If your organization is subject to a legal restriction that prevents the organization from meeting a PCI DSS 
requirement, check the "No" column for that requirement and complete the relevant attestation in Part 3 . 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. 
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Section 1: Assessment Information 

Instructions for Submission 

This document must be completed as a declaration of the results of the merchant's self-assessment with the 
Payment Card Industry Data Security Standard Requirements and Security Assessment Procedures (PCI 
OSS). Complete all sections: The merchant is responsible for ensuring that each section is completed by the 
relevant parties, as applicable. Contact your acquirer (merchant bank) or tile payment brands to determine 
reporting and submission procedures. 

URL: 

flirt jJff@tijij(ifiijij $f¢tij(tt1/ Wi$fijijgt QtjmpijrjyJrjftjtffliU§n Hf ijpp!i~ijijlij) 

Company Name: 
...................................................................................................... 

Lead QSA Contact Name: Title: 
······································································~ .................................................................•................................•... 

E-maii: 
--------------------------------... ----
City: 
................................. • ........................... ~- .. . 

URL: 

D Retailer D Telecommunication D Grocery and Supermarkets 

D Petroleum D E-commerce D Mail order/telephone order (MOTO) 

D others (please specify): 

What types of payment channels does your business Which payment channels are covered by this 
serve? SAQ? 

D Mail order/telephone order (MOTO) D Mail order/telephone order (MOTO) 

D E-commerce D E-commerce 

D Card-present (face-to-face) D Card--present (face-to-face) 

Note: tr yow organization Ms a payment cnanne! or process mat is not coverect by tt?is SAQ, consult yow 
acquirer or payment brand about validation for the other channels, 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 1.· Assessment Information 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. 
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Rlrt ?ij/Qij$ijfiptiQt:l@fRJ&m¢tWJW~ttj f:ltj$if!¢gg 
How and in what capacity does your business 
store, process and/or transmit card holder data? 

List types of lacilities (for example, retail outlets, corporate offices, data centers, call centers, etc.) and a 
summary of locations included in the PCI DSS review. 

Type of facility 
Number of facilities 

Location(s) of facility {city, country) 
of this type 

Example: Retail outlets 3 Boston, MA, USA 

Does the organization use one or more Payment Applications? D Yes D No 

Provide the following information regarding the Payment Applications your organization uses: 

Payment Application Version Application 
Name Number Vendor 

Provide a high-level description of the environment 
covered by this assessment 

For example: 
• Connections into and out of the cardflo!der data 

environment {CDE). 

• Critical system components vvitflin the COE, :wcfl as 
POS devices, databases, web servers, etc., and any 
other necessary payment components, as applicable. 

Is application 
PA~DSS Listed? 

□ Yes □ No 

□ Yes □ No 

□ Yes □ No 

□ Yes □ No 

□ Yes □ No 

Does your business use network segmentation to at"fect tl1e scope of your PCI DSS 
environment? 

(Refer to "Network Segmentation" section of PC/ DSS for guidance on network 
segmentation.) 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 1: Assessment Information 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Reserved. 

PA~DSS Listing Expiry 
date (if applicable) 

D Yes D No 
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R#rt ;u1m~@ifii#f §i®'i¢WPf@@tjit~ 
························································t···················· 

Does your company use a Qualified Integrator & Reseller (QIR)? ! D Yes D No 

If Yes: 

Name of QIR Company: 

QIR Individual Name: 

Description of services provided by QIR: 

Does your company share cardt1older data with any tt1ird-party service providers (for □ Yes □ No 
example, Qualified Integrator & Resellers (QIR), gateways, payment processors, 
payment service providers (PSP), web-hosting companies, airline booking agents, loyalty 
program agents, etc.)? 

If Yes: 

Name of service provider: Description of services provided: 

Note: Requirement 12.8 applies to all entities in t/Jis fist. 

Merchant certifies eligibility to complete this shortened version of the Self-Assessment Questionnaire 
because, for this payment channel: 

□ Merchant accepts only e-commerce transactions: 

□ All processing of cardt1older data, with the exception of the payment page, is entirely outsourced to a 
PCI DSS validated third-party payment processor; 

□ Merchant's e-commerce website does not receive card holder data but controls how consumers, or 
their card holder data, are redirected to a PCI DSS validated third-party payment processor; 

□ If merchant website is hosted by a third-pa1iy provider, tl1e provider is validated to all applicable PCI 
DSS requirements (e.g., including PCI DSS Appendix A if the provider is a shared hosting provider); 

□ Each element of the payment page(s) delivered to the consumer's browser originates from either the 
merchant's website or a PCI DSS compliant service provider(s): 

□ Merchant does not electronically store, process, or transmit any card holder data on merchant 
systems or premises, but relies entirely on a third party(s) to handle all mese functions; 

□ Merchant has confirmed that all third party(s) handling storage, processing, and/or transmission of 
card holder data are PCI DSS compliant; and 

□ Any card holder data me merchant retains is on paper (for example. printed reports or receipts), and 
these documents are not received electronically. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 1: Assessment Information 
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~~l.,co,,,_. 
1.~.~;,:,::,,;•:,,,.,❖::•,c-- ---------------------------------------

Section 2: Self-Assessment Questionnaire A-EP 

Note: The following questions ere numbered according to PC/ OSS requirements and testing procedures, as defined in the PCI DSS 
ReQlliremerits and Security Assessment Proced,ires t1ooument. 

Seif-assessment completion date: 

Build and Maintain a Secure Network 

Requirement 1: install and maintain a firewall configuration to protect data 

1.1 

1.1.1 i Is there a formal process for approving and testing al! 
network connections and changes to the firewall and 
router configurations? 

1.1.2 i (a) Is tt1ere a current network diagram !Ila! documents 
ail connections between !tie cardtiolder data 
environment and other networks, including any wire!ess 
networks? 

(tJ) Is tt1ere a process to ensure tt1e rJiagrarn is kept 
current? 

\ ,c Review current nehvork dlagrarn. 

! • Exarrnne network configurations. 

\ ,c Interview responsible personnel. 

1.1.3 \ (a) Is there .a current diagram that shows al! carc!ho!der \ ,c Review current c!ataflow diagram. 

□ 

□ 

□ 

□ 

□ 

□ 
! data flows across systems and networks? ........ ],. , Exarn!ne network configurations. 

!· (tJ) Is tt1ere a process to ensure tt1e rJiagrarn is kept i ;·····"i"1;t~;;;i~;~·~~;;~~~~i:······························> ·····□·······> ······□-·······> 
! current? 1 

··········;·:1·.4--h~)-- Is a firewall required and impiementerJ at eact1 ·········j· ;···R~~;~;~·fi;~;~;;jj·,~;,·1;fi~~;~ti;,;;····················> ·····□·······> ······□--······> 
i Internet connection and between any demilitarized i standarrJs. 

! zone (DMZ) and the !ntema! network zone? ! , Observe network conligurations to 

! verify that a firewal!(s) is in piace. 

hbj° Is the current network diagram consistent with the 

PC:! DSS v3.2. 1 SAQ A-EP. Rev. -1 .0 -- Section 2: Se/f:.Assessment Questlonna1re 
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□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 

□ 
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~~1-'"'''·' \.~-~ ;,:,::,,;-:,,,.,❖ ::•,c-- ------------------------------------------------

1.2 

1.1.6 (a) Do firew.an and router configuration standards 
include a documented list of services, protocols, 

(b) Are all insecure services, protocols, and pmts 
identified, and are security features documented 
and irnp!en1ented for each identified service? 

1.1. 7 (a) Do firewa!! and router configuration standards 
require review of firewall and router rule sets at 
least every six months? 

Are firev-1an and router rule sets reviewed at least 
every six months? 

Do firewall and router configurations restrict connect,ons i 

~rt~~~;1ri~ J 

• Review firewall and router confic1uration 
standarrJs 

• Review firewall and router configuration 
standards. 

0 Ex.amine fire1.va!! and router 
configurations 

• Review firewall and router configuration 
standards. 

reviews. 

1.2.1 (a) Is inbound and outbound traffic restricted to tt,at • Review firewall and router configuration 

1.2.2 

whict1 ;s necessa1y for the cardholder data 
envircnment? 

I 

standards. 

!I Examine firewan and router 

------------------·t-
is al! other inbound and outbound traffic • Review firewall and router configuration 
specifically denied (for example by using an 
explicit "deny ail" or an implicit deny after aliow 
statement)? 

! Are router conliguraiion files_ secured from unauthorized 
i access and synchron,zed-ror example, the running (or 
i active) configum!ion matches the start-up configuration 
' (used wllen madiines are booted)? 

standards. 

,c Examine firew.an and router 

• Review firewall and muter configuration 
standards. 

• Examine router configuration files and 
router configurations. 

PC:! DSS v3.2. 1 SAQ A-EP. Rev. -1 .0 -- Section 2: Se/f:.Assessment Questlonna1re 
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□ □ □ 

□ □ □ 

□ □ □ 

□ 

□ □ □ 

□ □ □ 

□ 

□ 

□ 

□ 

□ 

[] 

□ 
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~~l.,co,,,_. 
1.~.~;,:,::,,;•:,,,.,❖::•,c-- ------------------------------

1.2.3 i Arn perimeter firewa!ls inslal!ed between 311 wireless ! • Review firewall and router confic1urntion j D 
networks and tl1e cardllolder data environment, and are i standarrJs. 

tt1ese firewalls configured to deny or, ;f traffic is ! , Examine firewa!I and router 
necessary for business purposes, permit only ! configurations 
authorized traffic between the wireless environment and 
the c3rdholder data environment? 

1. 3 i Is rJirect public access prohibited between tl1e Internet : 

.................... .l :.~.~.i;;;:.~t;,';,.~;l7-~~,7r1t·i·n··th.6-.~.rd·h·°-l·d·e·r·~~t~ ........... .l.... . .................. . 
1.3.1 i Is a DMZ in1piernented to limit inbound trnffic to only i • Examine firewa!I and router 

i system components that provide authorized publicly ' configurations 

1.3.2 I Is inbound Internet traffic limited to IP addresses within 
i !he DMZ? configurations. 

1.3.3 Are anti-spoofing measures implemented to detect and i • Examine firewall and router 
i block forged sourced IP addresses from entering tile ' configurations. 
l netv-1ork? 

! (For example, block traffic originating from tile internet 
! with an internal address) 

.......... ; .3:4· 1· 1~~,;;tb~,;;~cii;;iii~r~,;;;iti,; ,;;,idti,;ld~,i ;;;j;·~~;ii,;~;;,;~j· 1··;· Examine firewall and router 

1.3.5 i Are only establ,shed connections permitted mto tt,e i • Examine firewall and router 
i network? configurations . 

□ 

□ 

[] 

□ □ 

□ □ 

□ 

□ 

□ 

□ 

□ □ □ 

l] 

. . . . . . . . . . . . . . . . . . . . . ·'· ............................................................................................. ·'· ...................................................................... -~ ............... , ................. , ................. . 
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1.4 

(a) Are methods in place to prevent tt1e rJisclosure of 
private IP addresses and routing information to the 
Internet? 

Note: t./fetiwds to obscure lP addres::,'ing rnay fnc!ude, 
/.>ut are not iimited to: 

Network Address TmMl&tiO!l (NAT) 
PJEJC!t:g S.tNV$F ... 1 OO,•(f$;'r,Jng cerdhofder d8f8 behind 
ptD xy set\terslf!rewt:!Js, 
Removt:! t1r f!ft$rb1t;J of n1ubt: t:dvc~rHsem1e:11ts rot 
private. networks that ernplo,v registered address!r:g, 

1,•1te:rt:af use of RFC 191 B Address tqJ::100: ;r'isteEJd or 
mgistemd eddmsses. 

I !I Examine firewan and router 
contigurations. 

Is any disclosure of private IP addresses and 1 
• Examine tirewall and router 

routing information to external entities authorized? 

i (a) Is personal firewall sottware (or equivaient 
functionality) installed and active en any pcrtable 
computing devi,,es (including company and/or 
employee-owned) that connect to the Internet when 
outsirJe tt1e network (for example, laptops used by 
employees), and which are also used to access tt,e 
COE? 

i Are security pol,cies and operational procedures for 

1 
• Review pol,cies and configuration 

! standards. 

! • Examine mobile andior employee­
owned devices 

1 
• Review secunty policies and 

..................... 

1, :a~~~:;l:~~:t: 
: • Known to all affected pmties? 

............................................................................................. t ... 

! operational procedures . 

! • Interview personnel. 
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[] 
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Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters 

2.1 

2.2 

(a) Are vendor-supplied defauits a!ways changed before 
instal!ing a system on the network? 

This a,o,o!ies to ALL de(-au!t ,uasswrvds, in;_,'fuding but not 
11rnited to those i1si;c/ /.>y opi;;<Jting systems, softwari; that 
provides aecwity serlict':~-;, applfct3tion ,1nd aystern 
acoourds, point...of~sAle (POS) tenru/18/SJ f,,8ytnt:t!t 
applit:atio,·1s, Sin1,0J0: Netwc:r!f ,Wat:agc~tnt"':t!t PrJtooo/ 
(SNMP} t,ommw11Yy strings, etc.). 

-----------------------------------------------------------------------------------------... 

" Reviev-.• poiides and procedures. 

11: Examine vendo( documentation. 

• Observe system configurations and 
account semngs. 

11: Interview personneL 

I (b) Are unnecessary default accounts removed or I , 
: disabled before instamng a systen1 on the network? ! IC 

Review poiicies and procedures. 

Review vendor docurnentation. 

Examine system configurations and 
account settings. • • ' 

! ............................................................................................... ! !I: 

(a) Are configurnlion standards developed for all system 
components and are they consistent witll inrJustry­
accepted system hardening standards? 

• Review system configuration 
standards. 

Sources of it1dust1y,M@pted system hardening 
standards rnay fnc!ude, but are not iirnited to, ,SysAdmin 
Audit Netvvork $eculiiy (SANS) ir:siifute, National institute 
of Standards Teohnoiogy (NIST), lntemationw 
Organit<1tfon for Standarcflzation (JSO ), <1m1 Center tor 

• Review industry-accepted hardening 
standards" 

11: Review policies and procedures. 

•.. ibi ·;~;;·;~~i;;,~;~ii9~;~;;;~·;i~~;;~;d~-:;rd~i~d-~; ;;;~~----. , 
. ~~~~:;~:~;~~rare identified, as defmed 1n J , 
! (c) Are system configuration standards applied wt1en ! , 

ne\~ ~~st~~s ar~ conligu~~d ~ J , 
Interview personnel. 

Review policies anrJ procedures. 

Interview personnel. 
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2.2 (d) Do system contiguration standards include .a!! of the ~ Revie\.,V systern configuration · D , D D D 
(cont.) fol!ov-.•ing: standards. 

- Changing of ail vendor-supplierJ rJefau!ts and 
e!imination of unnecessary default accounts? 
lmp!ementing only one primary function per 
server to prevent funct,ons that require d;fferent 
security !evels from cc-exist!ng on the same 
server? 
Enabling only necesS,Jrf serv!ces, protocols, 
daemons, etc., as required for the function of 
the system? 

- lmp!emenling additional security features for 
any required services. protocols or daemons 
that are considered to be insecure? 
Configuring system security parameters to 
prevent m!suse? 
Removing all unnecessary functionality, such as 
scripts, drivers, features, subsystems, TIie 
systems, and unnecessary web servers? 

2.2.1 I (a) !s on!y one prirnary funct:on imp!ernented per server, j ii' Examine system configurations. 

to prevent functions that require different security ....... !,',,,,, .. !eve!s from co-existing on the same server? 

j For exarnplei \l..✓ftb at1rvt1rs, d<1t<1t:u1ae server~:.; and D1VS 
I s:J1DuJd be ifnpiemented on seperate servers . 

• (b)jf f i;{[i~f ~~~;;~::::~r::~~~:~:l_~~:::o~~----------1 • Examine system configurat,ons. 
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'·'·' ' '")f ~0]~~7~f ~~~1:rf ~~:r ::~:: !,',,,_ : :::,:;;::":;;;:~:::s . □□-_j: □,□- □,□--- ' □ 
(b) r\re ail enabled insecure services, daemons, or i, Review configuration standards. D 

proiocols justified per documented configuration , lnierview personne!. 
siandards? 

j • Examine configuration settings. 

2 2 3 

! ~{~;j;J,::;::~:~;;::~;~~~~?~~" ! : ~mi;,mfig"""°" ~,io,s 

2.2.4 ' (a) Are system admirnstrators and/or personnel tt1at ' • Interview personnel. 
. configure system components know!edgeable about ! 

__ ;;~~i~:.;ritrity·~-a-,a·~-e-t~r-s·e·ttin·g·s··i·o~-th·o·s·e··s~~tf,~--1. 

(c) Are security parameter settings set appropriately on 
:.''' ... ~~,:;:;,:":;:::::::::~'.:':::~,:'.:t ......... ,,,,,,,,,:· _· 

systeni coniponents? , Examine security parameter settings. 

• Compare settinc1s !o systeni 
configuration standards. 

2.?.5 \~1 • ;';,:::.:.:::;:;mmmesoc 

(c) Is only documented functionality preseni on system j • Review documentation. 

co:ponents? 1 • :;:t:~~~:,:r~
1
~1;;;,t~r;;:rameters on 
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2.3 !. Is non-conso!e adrninistrat:ve access encrypted as j:_ 

: fol!GINS 
'-------------------------------------------------------------------------------------------------". . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . ~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ' ~~~~~~~~ 
I (a) Is all non-console administrative access encrypted I • Examine system components. I D I [] I D ! D 
· with strong cryptography, and is a strong encryption I , Examine system configurations. 

. ;~::1~,:~~:~-tbeforethe ad1T1inistrator's password 1 .. , ... Observe .an .administrator log on. • • 

I (b) Are system serv,ces and parameter files configured to I , Examine system components. I D I [] I D ! D 
I prevent the use ol Telnet and other insecure remote I , Examine services and files. • • : i 

(~) ::g:.~::~~:~:::::s:~~~~i~~~l;:b~~~~i ~;,~;,~~~~~! I ; E;;,;~;;;e system components. • D • D • D i D 
~ ........ mterfaces.encrypted.witt1 strong cryptography? ............. ~ .. • ... Observe an administrator log on. 

I (d) For tiie tectmology in use, is strong cryptograpt1y ! • Examine system components. ! D ! D ~ D ! D 
· ,rnplernented according to industry best pract,ce ! , Review vendor documentation. 

and/or vendor recornrnendat,ons? 
................... 1 ................................................................................................. 1 ' Interview personnel. 
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Protect Cardho!der Data 

Requirement 3: Protect stored cardholder data 

■. 1111111 ■ ..._ 11111111111 
3.2 [ (c) Is sensitive authentication data deleted or [ • Review policies and procedures. [ [] [ L] • [1 [ [1 

rendered unrecoverable upon completion of the j , Examine system configumtions. j I I 

.... ~~t~°.ri~a·ti·o·n··p·r°-°-e·s·s·?···············································i··'.···~·x~.n1.i~~.~~.1~ti~~.P.r~~~~s_e_s_-....................... i ................... i ................. , ........... ! ....... . 
\ (rl) Do all systems adhere to the following j 

requirements regarding non-storage of sensitive j 

authentication data after authorization (even if [ 

.................... , .... ~r.1~r~~t~~J_:_······························································· L,,,:::: 
3.2.2 [ The card verification code or value (three-digit or four- • Examine data sources including: 

l digit number printed on the front or back of a payment __ Incoming transaction data 
: card) is not stored aft.er authorization? __ Ail logs 

-- History Jiles 

-- Trace files 
-- Database schema 
- Database contents 

·········3.2.3·}·-;-:h~ ;;~;;;;;;i,~1~1;lifi~:;;;;;; ;;~;;;;;~;(PIN);f:it;~········ • Examine data sources including: 

l encrypted PIN block is not stored after authorization? _ lno:iming transaction data 

- All logs 

- History tiles 

- Trace tiles 

- Database schema 
- Database contents 
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Requirement 4: Encrypt transmission of cardholder data across open, public networks 

(a) Are strong cryptography and security protocols used to 
safeguard sensitive cardholder data during 
transmission over open, public networks? 

Note: Examp1e1, ot open, pubiio network1, include out are 
not limitftd to the internet; wire!t1~-;s technoior;frta, Including 
802.11 and f3Juetootl1; ool!u!ar tecf1t:tlD{;Jies. for exA;nple. 
Global System for lVJobi!e Ct1mrnw1/0$tions (GSM), Code 
division multipie awess (CDMA); and General Packet 
Radio Service (GPP.$). 

• Rev,ew documented standards. 

~ Review po!icies and procedures, 

• Review a!I locations where CHO is 
transmitted or received. 

• Examine system configurations. 

□ □ 

,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,,................ . ................. . 

□ □ 

(b) Are oniy trusted keys and/or certific3tes accepted? ~', • Observe inbound and outbound D D D D 
transmissions. : l 

................................................................................................ ) • Examine keys and certificates. j j 
(c) Are security protocois imp!ementeli to use only secure : ' Examine system configurations. ·····o······L······o·······> □ □ 

(d;·· :a:::E:::c::;;::;:",,:;::::::~::::' .. l ;·· a;;;;~;;;;;; a;;;~;;;;;~;·.·········· □ ············□··················· ·,,,.· .·.····o······,··· □ 
encryption methodology in use (ct,e·c···.k .. ~.'.e .. n.,. □.·.o .. r ................. !, .•. Examine system configurations. recommendaiionsibest practices)? 

(e) For TLS irnplernentations, is TLS enab!ec! v;henever 
card holder daia is transmitted or received? 

Few ext:mpb:.\ few browse:r,..bASt:d irnpt0:n1e:11t~ti0;1s: 

''NTTPS'' appear~-; as the browser Universal Rt?cord 
Locator (URL) protocol, and 

, Cardho/der data is only requested if "f-/ITPS" appears 
a1, part ofthe VRL. 

~ Exarnine system configurations. □ □ 

.....................................................................................................................• . .............. ~ ...................•... 

□ 

... ~:~ ............ (t;) .. ;;/il1I;i:?;~?~tl~~~1~~a;~rt~~~~l~:r~;.~!.ct~l1.~~~~s ...... 1 .. ~ ... ~~.vi,,;v .. p.o.n~it:s .. a.1.1d .. ;1r,,,~t:d·u·r,,~: ...... i ....... ~ ....... I ...... :............ □ 
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--■ - •-:··································,.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·:··································,·································· 
4.3 ! Arn security policies and operational procedures for j ~ Revie\.,V security po!icies and i D j D j D ; D 

encrypting transmissions of card hokier data: I operational procedures. I I I 
• Documented ! • lnlerJiew personnel. ! ! ! 

: ;n~;1 toa!I affected parties? I J I . 
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Maintain a Vulnerability Management Program 

Requirement 5: Protect all systems against ma/ware and regularly update anti-vims softl.,1mre or programs 

5.1 I Is anti-•virus software dep!oyed on ali systems commoniy • Examine system configurations. 

................ ~ .~ff6.~le·d··~y .. rn.a.!.i~i~~s._s.o.ft~v~r~_? ....................................................................................................................... . 
5.1.1 j Are anti-virus progmms capable of detecting, ren1ovin(1, • Review vendor documentation. 

j and protecting against all known types of malicious , Examine system configurations. 
I software (for example. viruses, Trojans, worms, spyware, 

................ ~ .~~•v·a·r·6.· .. a.n·d··r~~t~i.t.s)_7_ ..................................................................................................................................... . 
5.1.2 j Are periodic evaluations performed to identify and 

I evaluate evolving malware threats in order to confirm 
j whether those systems considered to not be commoniy 
j affected by ma!icious software continue as sud,? 

5.2 l Are ail anti-virus mechanisms maintained as foliows: 

j (a) Are all anti-virus software and definitions kept 

! ~rrem? 

j (b) Are automatic updates and periodic scans enabled 

f and being performed? 

11 Interview personneL 

• Examine anti-virus configurations. 
including the master instailation. 

11 Examine systern components, 

j (c) Are all anti-virus mechanisms generating audit logs, • Examine anti-virus configurations. 
I and are iogs retained in aceordance with PCI DSS 

______________ j Requirement 10.7? 
• Review log retention processes. 
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• Active!y running? • Examine system components. 
0 Unable to be disabled or altered by users? 0 Observe processes. 

Note: Anti-virus soi1Jticns tr1<1y /:le temp,1mri!y disabled ; • interview personne!. 
t1rUy if there fr3 !t:gitin1$tt: te:ohnicEJ! tft"':t:tl: es: twthtirh:t:d by 
rnanagernent on a t.,'ase--by,,case basis. Jf anti.,virus 
protectkm needs to be disal:lled for a ;;,l;ecitic pu;pQsi;, it 
rw.,st De formally authorized. AddrtiQnai secu;ity rw,asures 
may t3h-;o need to be bnp10n10:1ted fortne periodoftftne 
during which ,1nti-virus pmt,1ctfo11 Is not active. 

5.4 j Are security po!icies and operational procedures for x Review security policies anrJ operation.a! ! D ! D 
j protecting systems agamst rnalware: procedures. · 

! 0 Documented II Interview personneL 

! IC In use 

j , Known to all affected parties? 
-------------------------
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Requirement 6: Develop and maintain secure systems and applications 

6.1 

6.2 

Is tt1ere a process to ,dentify security vulnerabilities, 
including tt1e fo!lowing: 

11 Using reputable outside sources for vulnerability 
information? 

• Assigning a risk ranking to vu!nerabiliiies that 
includes identification of a!I "lligh" risk 3nd "criiical'" 
vulnerabilities? 

Not~: Risk mnlifl1gs should be b,1S,1d on indu,,tly Dest 
prActic,t:.s c1s we!! as 00;1sideration of potentie! in1,o$.Of. 
For exarnpfe., crfierfa for rankfr:g vulnerabilities may 
include t,om,ideration of the CV.$$ base scure and/or 
the classification t;y we vendor, and/or type of :,ystems 
atfeW:d. 

ftAethods tar evaluating vufnera!Jilitfes and assigning 
risk ratings will vary based on an orgaruzation's 
er1Vironment and risk assessment strategy. Risk 
rankings ,,11owd, at a minim1Jm, identify al/ 
vuineraW/ilies oonsid,1red to be a "high riSii" to the 
envimnmon!. in eddit/011 to tM 1fak t<>.1:king, 
vulnera!Jilitfe.s ,nay be ;_,unsidered •'1criticat ff they ,uose 
an irnrnfnent threat to the environrneru,. irnpact c.rfiicai 
~-ystems, and/or wouid result in a pot,mtial oomprorr;rse 
if not addressed. Ex:mnp10s cf critical svstt1ma ,"n<1Y 
include: s0011n'f•l syste:n1s, pubfic,.,ffic!t:g dt:vices And 
systems: detebest:s,. ::u:d t1tf1f:r sysf<~;ns that store, 
pmoess or transmit c:ardfio/der data. 
-------------------------------------------------------------------------------------------

" Reviev-.• poiicies and procedures. 

~ Interview personnel 
111 Observe processes. 

(3) Am all system components and software protected • Review po!icies and procedures. 
from known vuinerabilities by ins!a!ling appiicab!e 
vendor-supplied security patdies? 

-------------------------------------------------------------------------------------------, 
(b) Are critical security patches installed within one j , Review poiicies and procedures. 

~i~~ F~;~:~::::~~":'' ! : ;:;:~:%::i:;i~~'"" 
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6.4.5 j (a) A.re ct1ange-control procedures documented and • Review change control processes and □ □ □ □ 
require the fol!owing? procedures. 

. _l~l~I~ 
I (b) Are the following performed and documented for all I 

......................•......... ch~n~~~: ..................................................................... ~ 
6.4.5. ·1 Documentation of impact? I • Trace changes to change control 

! documentation. 
□ □ 

j • Examine change control 
j documentation. 

········s:4·_5·_·2··1 D~~~-~~;~~;t~d-~~;~;~~~~~i·t;~--~-~-th·~-~i;·~-li··~-~-rti~-~-?····················j ~ Trace changes to change control 
□ □ 

j documentation. 

! • Examine change control 

------------------------------------------------------------------------------------------- ! documentation 
6.4.5.3 ' (a) Functionality testing to verify that the change does j , Trace changes to change control 

not adversely impact tile security oflhe system? [ documentation. 

! • Examine diange control 

-------------------------------------------------------------------------------············! docurnentation. 
(b) For custom code changes, testing of updates for .,, , Trace changes io change control 

compliance with PCI DSS Requirement !'LS before documentation. 

being deployed into production? [ , Examine ctiange control 

□ □ 

.................................................................................................................•.... ~~~~rll~~i~ii~~: ......................................... : .................. , ................. , 
6.4.5.4 j Back-out procedures? ! • Trace changes to change control D 

! documentation. 

I • Examine change control 

___________________________________________________________________________________________ ! docurnentat:on 
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•o■.■4•.•·-,,,,,,,,,.11111111r□•□1r□r□1 v Upon con1plet:on of a sic~nificant change, are al: ~ Trace changes to change contra: 
relevant PCI DSS requirements implemented on all documentation. 
new or changed systems and networks. and , Examine change control 
documentation updated as applicable? docunientation 

j • Interview personnel. 

--------------------------------------------------------------------------------------------~ IC 

~;d~:.;~1.~1'.1~;tt0~;i;7~·t·p·ro·c·e·s·s~~.~~~•~~~.~o.~1~10·n···· I· , 

;;~L;~.:v:~~fi~;~:~~;~~~:!!,'~:i~1~~~~•~~;~,i~Oui~~;/ate 1 • ~!;~~~;1:1~L~::::L;:i;::.lopment 

common coding vulnerabilit,es? : , Examine tra!ning records . 

. ''' .. ~~:~:~;:~:;s;;i11:::::;:.::~~.··.· ... I 
□ □ 

.

t_,_a_:_rt_t_:_,~_:_.u_:_

1

_~_~_:_~_~_•_:_~_-_~_;_:_,~_:_,1_i~-~-:_i_; __ ~_~ __ i:_._~_
1

_:_?_~_e_r_~_:_:_r_,_~_n_;_·,_: __ c_:_:_~_1_:_

1

_0_:_:_:_o_,_:_1_

5 

__ L __ D __ A ___ p ___ a __ r_1_a __ · __ I,: : 1~:'.~:::a::~:~~:l~::
1
;:::1~1~~

1

1

1 

)(Path injectfor: flaws as well as other injeciion flav&. 

6.5 2 • ~;"~';':,;,:: oiq,es add,.~ h,ffe, ,wrtlrr•',,,· : 
1

~:~~~::g:;:::~:i~Ir~:l;::r::
1

t 

···········6·.s".·4--: Do coding techniques address insecure • Examine software-development 
communications? poiicies and procedures. 

□ □ 

···········;;:s:s··; ·□;,··,~;,d;~~·;~~;;~;~;;;~~··~·,1·,1·;~;~··i;;;~;;,;·r~·,;;·~;;~;·1;~·1;·l;·1;~~:?··I,,,,. ·:····:::::,i~:•;::;;;:;:i:::~:;:::::;: .................... □ ....... , ······ □--······, 
policies and procedures. 

ii' !nterv!ew responsible personneL 
····························································································❖ 

Do coding techniques address 311 "high risk·, !,,. • 

vulnerabilities identified in tt1e vulnerability irJentitication 

.P_1_~~~s·s·_(3_s .. d.e.flr1~~.i~·~·~l.~.~~ .. ~~~.uir~rr.1~r1t·~·::)·?·········· j , 

Examine soft\.,vare-deve!opment 
po!icies and procedures. 

lnierview responsible personneL 
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Pot web applic1ifa1ns and app!icatiM int,1ffa<;es (inlemal Of (:xt,1fM!), Me ;ipplications deve!op(,d rJa5ed <111 s,1tum 
cmiing guid6iines lo protect applications from th6 following additional vu!nerabi!iti6s: 

6.5 7 Do coding iechniques address cross-site scripting • Examine software-development D D D D 
(XSS) vulnerabi!ities? po!icies and procedures. 

• Interview responsible personnel. 

6.5.8 Do coding techniques address improper access control • Examine software-development D D D D 
such as insecure direct object references, failure to poiicies and procedures. 
restrict URL access. directory traversaL and failure to " Interview responsible personnel. 
restrict user access to functions? 

6.5.9 Do coding techniques address cross-site request • Examine software-development D D D D 
forgery (CSRF)? poiicies and procedures. 

• Interview respons,ble personnel. 

6.5.10 Do coding iechniques address broken authentication • Examine software-development D D D D 
and session management? po!icies and procedures, 

• Interview responsible personnel. 
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6.6 j For public-facing web applic..'1tions, are new threats and 
j vu!ner.abi!ities addressed on .an ongoing b.asis. and are 
I these applicat,ons protected against known attacks by 
I applying either of the follow;ng rnettlods? 

i c Revie1,ving pub!ic-facing web app!ications via 
manual or automated application vulnerability 
security assessment tools or methods, as foBov-.•s: 

- At least annually 

- After 3ny changes 

-- By an organization that specializes in 
application security 

- That. at a minimum, an vu!nerabi!it:es in 
Requirement 6.5 are included in the 
assessrnent 

- That all vulnembilities are corrected 

-- That the application is re-evaluated alter the 
corrections 

1 Not~: Tl1fr3 ASSt~SS;}Je;1t is not the stunt: l:S the~ 
i vulnerability st~ns performed for l~equire,neni 11.2. 

: -OR-

[ • lnstal!ing an automated technical solution that 
detects and prevents web-based attacks (for 
example, a web-application firewall) as loilows: 

Is situated in lront of public-lacing web 
applications to detect and prevent web-based 
attacks. 

Is actively runnin(1 and up to date 3S 

applicable. 

- Is generating audit iogs. 

Is configured to e!ther b!ock web-based 
attacks, or generate an alert that is 
immed,ately invest,gated. 

~ Review documented processes. 

!Ii Interview personneL 

, Examine records of application 
security assessments. 

~ Exarnine system configuration settings 
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--6.7 j Are security policies and operationa! procedures for j ~ Revie\.,V security po!icies and j D ! D I D ! D 
j deveioping and maintaining secure systems and j operational procedures . 

. :ppl§f ::•;,,,ct~pa"''S, ! • ,mec,~ ''"'""" 
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Implement Strong Access Control Measures 

Requirement 7: Restrict access to cardholder data by business need to know 

--7 .1 ! Is access to system components and card holder data · 
I limited to only those individuals whose jobs require 
: such access, as fo!lows: . . 

7 .1.2 I Is access to privileged user !Ds restricted as fo!k.)1Ns: ! 0 Examine written access control policy. ! D ! D l D i D 
I • To least privileges necessary to perlorm job I • lnierview personnel. I I 
I responsibiiilies? : , lnierview management. j ! 

j • Assigned only io roles thai specifically require that ! , Review privileged user iDs. • • 
: privileged access? · ! ! 

.......... 7:; : 3. ·: .. i~ ~;;,~;.;; ·;;~ig;;~;d l;~;;.d· ;;;· i~di~ili;,~I f;~;i~;1;1;,;I:; j;;~; ... : .. ; .. E;;l;;i;;;. ;~;;;;~~ ·;;;;,;;;· ;;~;;;i. ;;;;;;;_ ....•....... ci . . . . . .•. . .. □- ...... T .... -□ .... · :· ..... [] 
: dassification and function? ! l'i Interview management. 

: • Review user IDs 
: : 

7:1 4 ! Is documented approval by authorized parties required, ! • Review user IDs. D ! D ! D • D 
I specifying required privileges? • , Compare witt1 rJocurnented approvals. • 

I • Compare assigned privileges with 
• documented 3pprovais. 
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Requirement 8: Identify and authenticate access to system components 

■■■■■■■■■■■■■■-■■■■■■-■■■■■■■■■■■■■-■■■■■-■·■■-■■■■■~ ■-. -- ■ - !!!!,1!!!!!1!11:!.l!!!!l!!!!!.l!!!I!!!!. 
8.1 Are policies and procedures tor user identilicalion 

management controls defined and in place for non­
consumer users and adniinis!rators on all systeni 
components. as follows: 

a.-1 1 Are all users assigned a unique ID before allowinc1 
them to accf:ss system cornponents or cardho!Lier 
data? 

.: ............................................................................................ : 

• Review password procedures. 

, Interview personnel. 

8.1.2 I Are additions, deletions. and rnodifications of user IDs, ii' Reviev-1 password procedures. 
credentials, and ottmr irJentifier objects controllerJ such , Examine privileged and genera! user 
tt1at user iDs are implemented only as autt1orized IDs and associated authorizations. 
(including with specified privileges)? 

deactivated or mmoved? 

8.1.4 T-A~-~--i-~~~t;~.~-~-~-~r accounts eithe( removed or disabled 
I within 90 days? 

8.1.5 (a) Are accounts used by third parties to access. 
support, or maintain system components via 
remote access enabierJ only during the time period 
needed and disabled when not in use? 

(b) Are lllird-parly remote access accounts monitored 
when in use? 

• Review password procedures. 

, Interview personnel. 

~ Observe prof'.,f:sses 

~ Interview personnel. 

!Ii Observe processes. 

8.1.6 (a) Are repeated access attempts !in1ited by locking ~ Review password procedures, 

□ □ 

□ □ 

□ □ 

□ □ 

□ □ 
out tile user ID after no more tllan six attempts? 

..................... : ............................................................................................. : .'. ... ~.;'.a.rri·i·n~.~Y.~l~!Tl.~:l_n.fi·g·u·ra.li·o·n··s~tt.i~~~: ... • .................. , .................. , .. 
8.1.7 Once a user aceounl is locked out, is the lockout 

duration set lo a minimum of :30 minutes or until an 
~ Review password p(ocedures, 

, Examine system conf,guration settings. 
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■ . - ■ .... i□j l0¢~□•··itj···••1••········N□~ I ~ii 8.1.3 If a session has been idle for more than 15 minutes, are ~ Review password p(ocedures, [] 

8.2 

I users required lo re-autt1enticate (for example, re-enter , Examine system o:infiguration settings. 
I the password) to re-activate the terminai or sess,on? 

In addition to assigning a unique ID, is one or more of 
the following methods employed to authenticate ali 

• Something you know, such as a passwcrd or 
passphrnse 

• Sornett,ing you have, such as a token device or 
smart card 

8.2.1 (a) Is strong cryptography used to render ali 
authent!cation credentials (such as 
passwords/passphrases) unreadable during 
transmission and storage on all system 
components? 

8.2.2 Is user identity verified before mod;fying any 
authentication credential (for example, performing 
password resets, provisioning new tokens, or 
generating new keys)? 

8.2 3 (a) Are user password parnmeters confic1ured to 
require passwords/passphrases meet the 
foilowing? 

A minimum password iength of at ieasl seven 
ct1aracters 
Contain both numeric and alphabetic 
characters 

Alternat:ve!y, the passwo(ds/passphrases must 
have complexity and strength at least equivalent to 
the parameters specified above. 

8.2.4 (a) Are user passwords/passphrases ct,anged at least 
once every 90 days? 

ii' Reviev-1 password procedures. 

~ Observe authentication processes. 

• Review password procedures. 

~ Review vendor documentation. 

!Ii Examine system configuration settings. 

" Observe password fHes. 

• Observe data transmissions 

• Review autt1entication procedures. 

• Observe personnei. 

!Ii Examine system configuration settings 
to verily password parameters. 

• Review password procedures. 

• Examine system configuration settings. 

□ □ 

[] [] 

□ □ 

□ □ 

[] -----,'--- [] 

---------------------------------------------------------------------·-----------------'----
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8.2.5 I (3) Must an individual submit a new passwordlpllmse I • Review password procedures. D D D [J 
tiiat is different from any of tt1e last four 
passwords/passphrases he or she has used? 

• Sample system components. 

8.2 6 I Are passwordsipassphrases set to a unique value for 
I each user for flrst-t!me use and upon reset, and must 

: • Review password procedures. 

I each user change their password immediately after the 
' first use? 

8.3 ' Is all individua! non-console administrative access and 

I , Examine system configuration settings. I 

ali remote access to the COE secured using multi-factor I 

authenti,,ation, as foliows: 

Note: Mu!ti-lactor authentication ;-eqi1ites that a 
rwnirnurn oftwc ct the three authentication methods 
(see PCJ DSS Requfrernent 8.2 for descriptions of 
a1..Jtf1fN1tiOAtlon rnethods) be used for $utl10,·1tlcEJtion. I 

Usi119 011e factor lwic:e ('tor example, using iwo separate ! 

passv,1ords) is not cor:siderett 1nu!fi.-fa;_,'for · 
auttrent1cation. 

□ □ □ 

8.3. ·1 I Is multi-f3ctor authentication incorpornlerl for 311 non- I , Ex3rnine system configurations [J ' [J D · D 
I console access into the COE for personnel with 
' administrative access? 

• Observe administrator logging into 
CDE. 

8.3.2 :··i;·;;;;;lti~"i~·~,t;,;·~·;;i~;~;~;i,",~~t·i~~·i~;;;;~~;~t~d·f;;·~"i"i";emote • ·;····E·;;·1;;·i;;~·;;;i~;;;·~;·1;·fl~·~ii~·i,;,·1;;·.··············'·······□·······t ······ □········,··· D ····!··· [J 

' network access (both user and administrator. and , Obse1ve personnel connecting 
I including U1ird-p~1ty access for support or maintenance) I remotely. 
I originating from outs,de tt,e ent,ty's network? · 
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■ . - ■ .... i
0
j 10¢\wtjl ~~ I ~/, 

8.4 (3) Are authenti,,ation policies and pm,,edures • Review pclicies and procedures. [J 

8.5 

8.6 

documented and communicated to all users? , Review distribution method. 

(b) Do authentication policies and procerJures include 
tt1e fo!lowing? 

Guidance on selecting strong authentication 
credentials 

Guidance for how users should protect their 
authentication credenti3ls 

instructions not to reuse previously used 
passwords 

Instructions tiiat users should change 
passwords if U!ere is any suspicmn the 
password could be compromised 

Are group, shared, or gene(ic accounts, pass\.,vords, or 
ott1er autiientication methods prohibited as follows: 

• Generic user IDs and accounts are disabled or 
removed; 

• Shared user IDs for system adrrnnistration activities 
and other critical functions do not exist; and 

Where other authentication mechanisms are used (for 
example. physical or logical security tokens, sm3rt 
cards, and certificates. etc.), is the use ofthese 
mechanisms .assigned as fo!k)1Ns? 

• Authentication mechanisms must be assigned to an 
individual account and not shared among mu!tiple 
accounts 

• Physical andior logical controls must be in p!ace to 
ensure only the intended account can use that 

11: !nterviev; personneL 

• Interview users 

, Review policies and procedures. 

• Review documentation provided to 
users 

11: Review policies and p(ocedures. 

• Examine user ID lists. 

~ Interview personnel. 

ii' Review policies and procedures. 

i, Interview personnel. 

i, Exan1ine system configuration settings 
anrlior physicai controis. 

□ □ □ 

D 

□ 

~ rnechan:sm to c~ain access ! ! 1 

[J 

[J 

........................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................ , ....................................................... · ............................................. · ............................................... . 
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' ; Areseco,;,l!~!!!!t~d,rnsfo, ,~J!~!!I ; ·~ ,.1 ~ 1, 
: identification and authentication- : operational procedures. 

: • Oocumenied I • Interview personnel. 

: 111 !n use 

I ~ Knovm to au affected parties? 
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Requirement 9: Restrict physical access to cardholder data 

9.1 

9.5 

9.6 

9.8 

Are appropriate lacil,ty entry controls in place to limit and : • Obse1ve physical aooess controls. 
monitor physical access to systems in the card holder data ; , Observe personnel 

i Are all media physically secured (including but not limited 
to computers. removable electronic merJia, paper receipts, 
paper reports, and faxes)? 

Few purposes t1f Requittm1$11t 9,. 'Ynt:di~ ,: refers to A!! 
paper and electronic roedfa containing card/wider data. 

i (b) Do controls ;nclude the following: 

9.6.1 Is media ci3ssifled so the sensitivity oflhe data can be 
determined? 

i Is merJia sent by secured courier or other delivery method 
i that can be accurately tracked? 

9.6.3 i Is management approval obtained prior to moving the 
media (especially when media is distnbuted to 
individuals)? 

,c Review policies and procedures for 
pt1ysically securing media. 

• Interview personnel. 

• Review policies and procedures for 
media classification. 

,c Examine rnedia distribution tracking 
loc~s and docurnentation. 

• Interview personnel. 

• Examine media distribution tracking 
logs and documentation. 
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--8.8.1 ! (a) Are tiarrJcopy materials cross-cut st1redded, ! • Review periodic media destruction [ D i D [ D i D 
incinerated, or pulped so that cardllolder data cannot [ policies anrJ procedures. · ' · ' 

be reo:instructed? ! , Interview personnel. 

: ~ Observe processes. 

i (l~) Ai~ ~t~i~g; ~~~t~i~~;~ 1;~~;i f~i~~t~ii~I~ ih~i ~;~;;;~;;~ ! • Examine security of storage containers. ! D ! D ! D ! D 
information to tie destroyed secured to prevent 
access to the contents? .............. i ................ 1, ........ . .................. ·'· ................................................................................................ : ....................................................................... -~ ................. t • 
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Regularly Monitor and Test Networks 

Requirement 10: Track and monitor all access to network resources and cardholder data 

10.1 j Are audit trails enabled and active for system 
[ components? 

: ~ Observe processes. 

-------·--------------------------------------
: Is access to system components linked to individual : • Observe processes. 
: users? 

! • Interview system adminislrntor. 

10.2 ! Are automated audit trai!s implemented for all system 
: components to reconstruct the following events: 

····················~·-· .................•... 

10.2.2 j All actions t3ken by any individual with root or 
administrative privileges? 

-------------------'-
10.2.3 \ Access to ail audit trni!s? 

: ~ Interview personnel. 

• Observe audit logs. 

: • Interview personnel. 

I c Observe audit logs 

10.2.4 [ Invalid logical access attempts? r: i;;;~;;;~~~;~,;~,;,;~I 
• Observe audit logs. 

\ rnechanisms-inc!uding but not :imited to creation of new ! ~ Observe audit logs. 
! accounts and elevation of privi!eges - and a!I changes, 
\ additions, or deletions to accounts with root or ' Examine audit log settings. 

: administrative privileges? 

10.2.6 j !nitiaiization, stopping, or pausing of the audit logs? : • Interview personnel. 

I c Observe audit logs 

10.2. 7 ! Creation and deletion of sys tern-level objects? I • Interview personnel. 

I c Observe audit logs 

: • Examine audit log settings. 
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10.3 ! Are the fo!!owin(~ audit tmi! entries recorded fo( a!! 
\ system components for each event: 

-------------------~ 
·10 3 .1 j User identification? 

10.3.2 : Type of event? 

[ • Interview personnel. □ • □ • □ ! □ 
I ~ Observe audit logs. 

i • Examine audit log settings. 

: , Interview personnel. □, □ l □ i □ 
! • Observe audit logs. 

i • Examine audit log settings. 
·······1ti_"i"3"\""D~t~ and time? ·······························································1··~----,-l~t;·~~-i~~~-p~-~~~~~~i.- ............................. : ..... □---··r·······o·······r······o······t ·······o········ 

! • Observe audit logs. 

\ • Examine audit log settings 

! • Interview personnel. 

! oil Observe audit logs 

,,,,,,,,,,,,,,,,,,,,,,,,,,,, 

10.3.4 j Success or failure indication? 

: , Examine audit log settings. 

·······~l-o:3:5··i··o~;~~ination Of event? ······················································\··~···;~;~~~~i~·~·~~~·l~~·l~·l~~;·I·. ······························'······o······t·······o········t······o·······t·······o········ 

• : ~::I~~~: :~l:ii: 

1

1~:\ettin(JS. __ : ,,,, __ ,,,,,,,, i,,,,, c--· ____ J __ _ 
10.3.6 : identity or name of affected data, system component, or i , Interview personnel. [J j LJ j U i U 

:m~uro~ : 1 

................... , ......................................................................................... : .. ;;;;;;.;~;ii:.11;~s~~ttin·g·s_-·······················'·····□·········1,. ····□···········1,, ···,--,1.···:1······l11. D 
10.4 \ Are a!! critical system clocks anrJ times synchronized j ~ Review t:me conficwration standa(ds _ 

j through use of time synct1ron1zation technology, and is [ and processes. -
: tt,e technology kept current? 

I Not~: Oru~ exA;nple or time !(Y11Dl1;t..1rUzation technoh1gy ! 

\ is Network Time Protom/ (NTP). ' 
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10.4.1 j Are !he followin(1 prooesses implemented for critic.~! 
' systems to have the correct and consistent time: 

(a) Do only designated central time server(s) receive 
t!me signals from external sources, and are t!me 
sic1nals from external sources based on 
International Atomic Time or UTC? 

(b) Where there is more th3n one designated lime 
server, do the time servers peer witi1 eact1 ott1er lo 
keep accurate time? 

: • Review t!me configuration standards 
and processes. 

: • Examine time-related system 
parameters. 

·••:••·····································································,· 
j oil Review tirne configuration standards 
j and processes. 

' • Examine time-related system 

,,,,,,,,,.;.,,, 

(c) Do systems receive time only from designated I • Review time configuration stanrJards 
central time se1ver(s)? and processes. 

10.4.2 : Is time data is protected as follows: : • Exarrnne system conf,gurations and 

10.4.3 

! (a) Is access to timed.at.a restricted to only personnel time-synchronization settings. 
with a business need to access time data? 

! (b) Are changes to time settings en cril!cal systems 
!ogged. rnonitored, and rnvie\.,ved? 

A.re time settings received from specific, industry­
accepted time sources? (This ls to prevent a rnalicious 
individual lrom changing the clock). 

O,oiionally: those updates can be ent~ypted vvitf: a 
symmetric i<ey, and awess cm1iro/ iists can be created 
that specify tw, IP addresses of olient machines that will 
tw provided with the time upd,1tes (to prevent 

, Examine system configurations. 
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10.5 l Are audit trails secured so they cannot be altered, as 
i fo!k_)INS: 

-------------------~ 
·10 5.1 j is viewing of audit trails limited lo those wiih a job- □ 

: related need? 

,,,,,,,,,,,,,,,,,,,~-----

10.5.2 j Are audit trail fi!es protected from unauthorized j • Interview system administrators. □ □ □ 
: modifications via access controi mechanisms, physical 
\ segregation, and/or network segregation? 

• Exarrnne system configurations and 
permissions. . ............ ..l. ... . 

·······:i"i:i:s:iTAie audit trail flies promptly backed up to a centralized ······•:,,,: ;···i~;~;~;~~·;;;i~;;;·~;j;;;;~,-,-~i;~t,;·I~·.················ □ □ □ i □ 

................... '. .. lt1g server or media that is difticult to alter? : ... ;:.~;~ns~~;t~rr,·~·n·ti·g·u·ra.ti·o·n·s··a·n~............... --!····· ·····!···· .... ] ..... 

10.5.4 j Are logs for external-facing technologies (for example, : , Interview system administrators. D D D D 
\ wire!ess, fire1.va!!s, ONS, rnai!) written onto a secure, 
j centralized, internal log server or media? 

j • Examine system o:infiguralions and 

10.5.5 is tile-integrity monitoring or change-detection software j • Examine settings, monitored files, anrJ D D 
j used on logs to ensure tt1at existing log data cannot be [ results from monitoring activities. 
[ changed without generating alerts (although new data · 
l being added should not cause an alert)? 
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10.6 l Are !ogs and security events for a!! system cornponents 
reviewed to identify anoma!ies or suspicious .activity as 
follows? 

Note; l.og 1ie,ves11ng, p;:;rS:fng. ;:;r,d ;:;/erting tools- mey 
be used to achieve cornp![ar:t~e vvith .~equil-e,ncmi 10, 6. 

·1 O 6 .1 (b) Are the follow!ng logs and security events reviewed , Review secunty polic,es and 
at least daily, either manually or via log tools? procedures. 

All security events 

Logs ol ail sysiem components that store. 
process, or transm!t CHO and/or SAD 

Logs of all critical system components 

Logs of all servers and system components 
that perform security functions (for example, 
firewal:s, int(usion-detection 
systems/intrusion-prevention systems 
(IDS/!PS), auH!entication servers, e .. 
commerce redirect!on servers, etc.) 

10.6.2 l (b) Are logs of all other system components 
periodically reviewed-either manuaily or v!a log 

Ill Observe processes. 

• Interview personnel. 

I • Rev,ew security policies and 
procedures. 

tools-based on the organization's po!iC:es and risk I ~ Reviev; risk assessment 
management strategy? documentation. 

--❖---

l] 

□ 

10.6.3 j (b) Is loilow up to exceptions and anomal,es identified [ • Review security poiicies and □ 

······················································································: ·;····R~~i~;~~·;~~;;;;i;·~;,;"i"i~i~~··~·;;,1························ □ ···!··· 
................... -~ ... 

during the review process performed? procedures. 

~ Observe processes. 

• Interview personnel. 

10.7 : (b) Are audit !ogs retained for at !east one year? 
procedures. 

• Interview personnel. 

Are at least the i3sJ three months' logs imn1edi3tely j , 

availabie for analysis? · 
Interview personnel. 
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Requirement 11: Regularly test security systems and processes 

11.2.2 : (a) Am quarteriy external vulnerability scans performed? • Review results from tt,e four most [J 
~ Note: C;aarleriy external vulnerability st~ns rnust be recent quarters of external 
: performed lly an Approved $oanning Vendor (AS\(), vulnerability scans. 

apprO\fed lly the Payment Cwti indwtw Security Standards 
Council ( 

Refer to the ASV Prograrn Guide pubfi::,'hed r 
wet;s1te for scan ci1~'tomer responsi/Jilitie~~ s 
etc. 

D 

...................................................................................................... 
(b) Do external quarterly scan and rescan results satisfy tile j , 

ASV Program Guide requirements for a passing scan (for j 

example, no vulnerabiiities rated 4.0 or higher by tile I 
CVSS, and no automatic failures)? j 

(c)···;?i_;~~t;;~;;:~1-;,~;~~;;_~;1:,i;a(!{!tr~n-e·d··b~-~---·i , 
11.2.3 I (a) Are internal and externa! scans, and rescans as needed, !,,,,_ , 

! performerJ after any significant ct1ange? 

: Nora: Sc,1ns mur.t tw p,?tforrned bV q1Jaiiffed per,,0111w1. 

' ~, o,1~~~~l'.ig:I~~1~~~::::::: :~,,_1 ___ ,I,,,, ___ · 

"lligt1-risk" vulnerab,lities as defined in PCI DSS 
Requirement 6.'1 are resoived? 

'(c) t~~;f~Jj,~~t;~~::~:~~:~~~:,:::!' ! . 

Review msu!ts of each external 
quarterly sc3n 3nd rescan 

Review scan reporis. 

Interview personnel. 
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• Is based on industry-accepted penetrat,on testing 
approaches (for example, NIST SP800-·1 15) 

• Includes coverage for the entire CDE perimeter and 
critical systems 

• Includes testing from bott1 inside and outside tile network 

• Includes testing to validate any segmentation and scope­
reduct:on controls 

• Defines application-layer penetration tests to include, at 
a rrnnirnurn, the vulnerabilit,es listed !fl Requirement 6.5 

• Defines network-layer penetration tests to include 
components tllat suppmt network functions as well as 
operating systems 

• In dudes review and consideration of threats and 
vulnerabilities experienced in tt1e last 12 months 

o11 Specifies retention of penetration testing results and 
remediat:on activities results 

--------------------------------------------------------------------------------------------------~ 

• Interview responsible personnel. 

·11.3.1 (a) Is external penetration testing perlormed per the j , Examine scope of work. 

[l~t;½~:?~Ii?I~\1:\1~~· r '.~~",~:,;~~~:~,~~~:~. 
! (b) .Are tests performed by a qualified internal resource or !,',,,_ • lnte,view responsible personnel 

qualified external third pmty, and if applicable, does 
organizational independence ol the tester exist (not 
required to be a QSA or ASV)? 

......................................................................................................................... · 
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■. - :-································:·······································:··································,.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·. 
' '·

3
·
3 

! ~'.~r~:;:z~::~:~•:: ::::,::•::~:;;;:~~;;>he !,,. • ::::~ne penetrntion testing [] [] □ □ 

11.3.4 ! If segmentation is used to isolate the COE from other 
: networks 

! (a) Are penetration-test;ng procedures defined to test all (, Examine segmentation controls. ! [] 

· segmentation methods, to confirm they are operational I , Review penetration-testing 
and effective, and isolate all out-of-so:ipe systems from I methodology. 

systems in the COE? ............. L .. . 
! (b) Does penetration testing to verify segmentation 
· controls meet the following? 

Performed al least annually and after any 
changes to segmentation controls/methods 

- Covers all segmentation controls/methods in use. 

- Verifies tt1at segmentation methods are 
operational and effective, and isolate all out-of­
scope systems from systems in the COE. 

• Examine results from the rnosl 
recent penetration test. 

□ 

'"'J~i;;r:J~A:;f ~~~:~:f~~:s:i::o, J · 
Interview responsible personnel. ! D 
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■. - :-········································································:··································,.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·. 
11.4 I (a) Are intrusion-detection anrlior intrusion-prevention j • Exmnine systeni confic11Hations. [] [] D [] 

'.~:~;~~It:::::1::::.:""' io<o '"" 1 • ,~mi"e otlwo,kd"9rnm, 

I (b) Are intrusion-detection and/or intrusion-prevention ! • Examine system conflgurntions. D D [] D 
· techniques contigured to alert personnel of suspect .. e .. L•.· ........ j':, , Interview responsible personneL 

compromises? 

I (c) Are all intrusion-delect!on and prevention engines. ! • Examine IOSilPS configurations. [] D D D 
b3selines, and sign3tures kept up-to-date? ......... ! , Examine vendor documentat,on 

1 ·1 .5 I (3) Is a chanc1e-detection mechanisni (for example, file-
. integrity monitoring tools) deployed to detect 
I unauthorized modification (induding changes. additions, 
I and deletions) of crit,cal system files, configuration files. 
I or content mes? 

I faampies at fifes tt1at should be manitared inc/udi;: 

I • System i;xeoutab!es 
' • App!ioat1on execi1tabfi;s 
' • C-'ontiguratian and parameter Mes 
~ > Centrally ◊'forett historical or archived, h.1g1 am.1 audit files 
I > Attttitionai critfc.a! files de.terrnined by e.ntiiy (fur ex.a,n,o!e, 

througt1 nsi< assessment or ottter means) 

ii' Observe system settings and 
nionitored files. 

• Examine system configuration 
settings. 
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■. - -··.·.·.·.·.·.·.·.·.·.·.·.·.·.,·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·:··································,.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·.·. 
11.5 I (b) Is tiie ct1ange-detection mechanism configured to alert • Observe system se!!ings and [] • [] I D : [] 
(cont.) [ personnel to unauthorized modification (mcluding monitored files. 

: changes, additions, and deletions) of crit!cal system files, , Rev!ew resuits from monitoring 
I conliguration files or content files, and do the toois activities. ' 
I perform critical file comparisons at least weekly? 

: Note: f'or change detection pwpo'.1e6\ cr;t1cai fifes are 
I usuatiy those that do not regwar1y ch,1nge, b1Jt the 
i n1DdifiCEJtion of wJ1ich cou!d b1di08f(3 8 SyStt~rn cDn1,tJF(urt[S$ Ot 
~ risk cd con1,ortunfs0: Change detecth.1t! mectu:tds;ns such l:.S 

~ file.,integrify rnonitoring products usaai!y corne pre-'t'~onfigured 
I with ctitical ti/es for the related C!perating system. Ottter 
I ct//ical ti/e6\ suct1 as tho'-ie fer cwtom app/icatioM, mtt'-11 /Je 
I evai1Jated and defined b;, the entity (that is tlw merc11ant or 

·····;·;·.·;5:1···:··j;·~··~·;;;;,;;·;;;·~;;;;~·1;··;~~·;;;;;~j·;;;·;;;;·;·1~·;;~·~~·~·~·;;·;~d··;;;······:··;···Examine system configuration 

--------------·--[_tile _ct1ange-detection solution? .................................................. ! settings. 
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Maintain an Information Security Policy 

Requirement 12: Maintain a policy that addresses information security for all personnel 

Note: For the putpO$$$ of Requ/remMt 12. "p1;1rsormel" tef$ts to full-tfm$ pert-tim$ 1;1,nploy1;1es, t&mporery 1;1mpioy&es end p$rsonn&I, end 
oonttar::tors and oonsuitants whO ar$ ''r$Sid1;1nt" on tt11;1 entity's sit1;1 or otMrw/s1;1 hav& access to tM oompany·s site car1.1holder data Mvfronment. 

_, -■-

Do security policy and procedures clearly rJeflne 
information security responsibil,ties lor ali personnel? procedures. 

! 11 !ntervie\.,V a sample of responsible 
personnel 

□ □ [J 

[] 

□ 

□ 

--------------------------------------------------------------------------------------------> ............................................................................................................................................ · ........................................................................................................ , ....................................... , 
: (b) Are the following information security management 

respons!bilities formally assigned to an !ndividual or 
team: 

12.5.3 ; Establishing, documenting, and distributing security 
~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~~ ... 

l'i Review information security policy and D 
procedures. 

12.6 

[ incident response and escalation procedures to ensure 
[ timely and effect,ve handling of all situations? 

........................................................................... 

: (a) Is .a formal security awareness program in place to 
make ail personnel aware of tt,e carclt,older data 
secur!ty policy and procedures? 

.... R~~i~~~~~~iii;·~~~;~;;~;~ ~r:;~;~;;;······:·····□ ····I·· □ 

12.8 [ Are policies and procedures maintained and 
[ implemented to manage serv,ce providers witt, whom 
: carclt,older data ;s shared, ortt,at could affect the 
l security of cardho!der data, as fo!lov-1s: 

12"8.1 : Is a list of service providers maintained. including a 
! description of the service(s) provided? 

: 0 Review policies and procedures. 

: l'i Observe processes. 

Review list of service providers. 

PC:! DSS v3.2. 1 SAQ A-EP. Rev. -1 .0 -- Section 2: Se/f:.Assessment Questlonna1re 
© 2006-2018 PCI Security Standards Council, LLC. Ali Rights Reserved. 

• i 

□ □ 

□ 

□ 

□ 

,.}une 20·18 
Page 41 



Ex.1002 / Page 428 of 710 
M&A Ventures, LLC et al

~~l.,co,,,_. 
1.~.~;,:,::,,;•:,,,.,❖::•,c-- ------------------------

-12.8.2 ! is a written agmement maintained that indudes an 
! ackno1,v!ec!gernent that the service providers are 

: 11 Observe written agreements. □ □ [J □ 

: responsibie for the security of card holder data the 
! se1vice providers possess m otherv,ise store, process. 
: or transmit on beha!f of the customer, or to the extent 
j th3t ihey could impact the security of the customer's 
' card hokier data environment? 

! Note: The exact wordb1g of an acknow/t?dg,?tr?t?nt wil! 
\ depend on the agreernent betvvee:1 the two ptHtiesJ the 
! dt"':tt:!fs of the servic,t: bt:Mg pn..1vided,. ::u1d tJ1e: 
\ re~'f)OiV:,'ib!lities assigned io ead! palty. The 
! acknovv!edgernent does not have to in;_,'fude the exact 
, wordmg prowdeo in thi'-1 ;-eqi1itement • 

! • Review policies and procedures. 

...... ,,,,···:::~::f ~F:;::"::":::"::: :::g:-o:":~,::~'00 ·······•··:··:;~:~::::~f :~::;"~,,,,······ ·····o····· 1···· □ 
.................... .............................................................................................. ..................................................................................... : 

12.8.4 : is a program n1aintained to monitor servicf: p(oviders' : 11 Obs.-..rv.-.. procescf•s D : D 
PC:i DSS compliance status at least annually? · . ,, ,, ,. " -- . j 

.................. : • • .. ;;;~?~i~~l~,~~~~~~;~/;t~;dur~s and······'·····□ 1,,,',,.····· D 
12.8.5 : !s information maintained about which PCI DSS : x Observe processes. 

j requirements are managed by ead1 service provider. j , Review policies and procedures and 
l and wt1,ch are managed by tt;e entity? supporting documentation. 

--------------------------------------------------------------------·---------------· 
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--■. - ·-·:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•,-:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•,•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:r:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•:•: 

12.10.1 j (a) Hasanincidentresponsepianbeencrealedlobe j • Reviewtheincidentrnsponseplan. [ D j D j [J i D 
· irnp!emented in the event of system breach? • , ~r:~=~~ir:~dent response plan . . ......... 1......... . ' 

: (b) Does the plan address the foilowing, at a minimum: [ 

- Roles, responsibiiilies, and communication and •..• ·· ~~~;~~ i~;;~~~tr~~p~~~~ pl~n·····················[J···· •...... □·······•······ □····· 1······ □······· 
contact strategies in tt1e event of a compromise • procedures. [ • • ! 
including notificat,on oftt;e payment brands, at : [ j j i 
a minimum? l [ [ i 

- Specific incident response procedures? j , Review incirJent response plan 
: procedures . 

. . . . . . :: ... ·s~;,-~·~·~~. ;~~;_;~~;;;. ~;;d. ~;;;;ii;·~·iiy· p;:~·~~;j"~ii~~·.;- .... r. ·~ ... Review incident response plan 

: procedures. 

- D;:it;:i backup processes? : • Review incident response plan 
l procedures . 

. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . -· ....................................................... . 
- r\nalysis of legal requirements fm reporting j n Review incident response plan 

compromises? · procedures. 

- Coverage and responses of all critical system • , Review incident response plan 
components? : procedures. 

-- Reference m inclusion of inddent response : x Review incident response plan 
procedures from the payment brands? : procedures . 

.................................................................. · ............... · 
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Appendix A: Additional PC! DSS Requirements 

Appendix A 1: Additional PCI DSS Requirements for Shared Hosting Providers 

This appendix is not used for merchant assessments. 

Appendix A2: Additional PCI DSS Requirements for Entitie?s using SSUEarly TLS for Card-Presemt POS POI Terminal 
Connections 

A21 \ For POS POI terminals (at the merchant or payment- \ • Rev,ew documentation (for example. [] 
\ acceptance location) using SSL and/or early TLS: Are · vendor documentation, 
j the devices confirnied to not be susceptible to any system/network configuration det3ils. \ 
\ known exploits for SSL/early Tl.S? etc.) that verifies POS POI devices are ! 

i Note: nus reqwrement ;s intended to app/y to the entity 
! with the POS POI terminal, suc11 as a 11wrc11a11t Tt1is 

reqUire11w11t Is not intended for serv/c,;? pmviders: who 
sc1,v1::~ as tJ1e: te:rmb1tdion ot co1111e:otlon ooint to those 
POS POI terminals .. l:!:equ1reme,1ts A2. 2 Md A2. 3 apply 
to POS POi serv/Ge providers. 

not susceptible to any known exploits 
lor SSL/early TLS. 

Appendix A3: Designated Entities Supplemental Validation (DESV) 

[] [1 [] 

This Appendix app!ies only to entities designated by a payment brand(s) or acquirer as requiring addi1ional validation of existing PCI DSS 
requirements. Entities required to val,date to this Appendix should use the DE.SV Supplemental Reporting Template and Supplemental Attestation 
of Compliance for reporting, and consult with the applicable payment brand and/or acquirer for subm,ssion procedures 

PC:! DSS v3.2. 1 SAQ A-EP. Rev. -1 .0 -- Section 2: Se/f:.Assessment Questlonna1re 
© 2006-2018 PCI Security Standards Council, LLC. Ali Rights Reserved. 

,.}une 20·18 
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Appendix B: Compensating Controls Worksheet 
Use this worksheet to define compensating controls for any requirement where "YES with CCW' was 
checked. 

Note: Only companies that have undertaken a n'sk analysis and have legitimate teclmotogical or 
documented business constraints can consider the use of compensating controls to achieve compliance. 

Refer to AppencJiGes B, C, and D of PC! DSS for information about compensating controls and guicJance 
on how to complete this worksheet. 

Requirement Number and Definition: 

4. Definition of 
Compensating 
Controls 

5. Validation of 
Compensating 
Controls 

• Define the objective of the original 
control; identify the objective met by 
the compensating control. 

• Define the compensating controls and 
• explain how they address the 

objectives of the original control and 
the increased risk, if any . 

• Define how the cornpensating controls 
• were validated and tested. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 2.· Self-Assessment Questionnaire 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Rese1ved. 

June 2018 
Page 45 



Ex.1002 / Page 432 of 710 
M&A Ventures, LLC et al

Appendix C: Explanation of Non~Applicability 
lftfw "NIA" (Not Applicable) column was checked in the questionnaire, use this worksheet to explain why 
the related requirement is not applicable to your organization. 

~-■-~'"'~~~■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■■ ~-
................................................................................................................................. ,, ............................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................................ ... 

3A l Cardho!der data is never stored electronically 
~ --------------------------------------------'l"-----

............................................ 1 .... 

............................................ 1 ... 

i --------------------------------------------·t-----

············································j···· 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 2.· Self-Assessment Questionnaire 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Rese1ved. 
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Page 46 



Ex.1002 / Page 433 of 710 
M&A Ventures, LLC et al

Section 3: Validation and Attestation Details 

This AOC is based on results noted in SAQ A-EP (Section 2), dated (SAQ completion date). 

Based on the results documented in the SAQ A-EP noted above, the signatories identified in Parts 3b-3d, 
as applicable, assert(s) the following compliance status for the entity identified in Part 2 ol this document 
(check one): 

D Compliant: All sections ofihe PCI DSS SAQ are complete, all questions answered affirmatively, 
resulting in an overall COMPLIANT rating: thereby (Merchant Company Name) has demonstrated full 
compliance with 111e PCI DSS. 

D Non-Compliant: Not all sections of the PCI DSS SAQ are complete, or not all questions are answered 
affirmatively, resulting in an overall NON-COMPLIANT rating, thereby (Merchant Company Name) has 
not demonstrated full compliance with the PCI DSS. 

Target Date for Compliance: 

An entity submitting this form with a status of Non-Compliant may be required to complete the Action 
Plan in Part 4 of this document Check with your acquirer or the payment brand(s) before completing 
Part 4. 

D Compliant but with Legal exception: One or more requirements are marked "No" due to a legal 
restriction that prevents the requirement from being met. This option requires additional review from 
acquirer or payment brand. 

If cfleckeci, complete the following: 

• Affected Requirement • Details of how legal constraint prevents requirement being met • 

Signatory{s) confirms: 

(Check all that apply) 

• 
D PCI DSS Self-Assessment Questionnaire A-EP, Version (version of SAQ), was completed according to 

the instructions therein. 

D All information within tl1e above--referenced SAQ and in tl1is attestation fairly represents the results of 
my assessment in all material respects. 

D I have confirmed with my payment application vendor that my payment system does not store sensitive 
authentication data after authorization. 

D I have read the PCI DSS and I recognize that I must maintain PCI DSS compliance, as applicable to 
my environment, at all times. 

D If my environment changes, I recognize I must reassess my environment and implement any additional 
PCI DSS requirements that apply. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 3: Vaiidation ancf Attestation Details 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Rese1ved. 

June 2018 
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Pitt itW!Mtkrt@wlijijg$m$nf 9f $(i\ij${$tjMlmM@) 

D : No evidence offull track data 1, CAV2, CVC2, CID, or CVV2 data2 , or PIN data3 storage after 
I transaction authorization was found on ANY system reviewed during this assessment. 

D I ASV scans are being completed by the PCI SSC Approved Scanning Vendor (ASV Name) 

Signature of Merchant Executive Officer ,'f' 

Merchant Executive Officer Name: 

assessment, describe the role performed: 

Signature of Duly Authorized Officer of QSA Company 1' 

Duly Authorized Officer Name: 

If an iSA(s) was involved or assisted with this 
assessment, identify the !SA personnel and 
describe ttie role performed: 

Date: 

Title: 

Date: 

QSA Company: 

Data encoded in the magnetic stripe or equivalent data on a chip used for authorization during a card-present transaction. Entities 
may not retain full track data after transaction authorization. The only elements of track data that may be retained are primary 
account number (PAN}, expiration dale, and cardl10lder name. 

Tile three- or four-digit value printed by tile signature panel or on tile face of a payment card used to verify card-not-present 
trnnsactions. 

3 Personal identification number entered by cardholder during a card-present transaction, and/or encr;1pted PIN block present 
within tile transaction message. 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 3: Vaiidation ancf Attestation Details 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Rese1ved. 
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Select the appropriate response for "Compliant to PCI DSS Requirements" for each requirement. If you answer 
"No'' to any of the requirements, you may be required to provide the date your Company expects to be compliant 

with me requirement and a brief description of the actions being taken to meet the requirement 

Check vvit/1 your acquirer or the payment brand(s} before completing Part 4. 

Install and maintain a firewall 
□ □ configuration to protect card holder data. 

2 Do not use vendor-supplied defaults for 
system passwords and other security □ □ 
parameters. 

3 Protect stored cardhoider data. □ □ 

4 
Encrypt transmission of card holder data 

□ □ across open, public networks. 

Protect ail systems against malware and 
5 regularly update anti-virus software or □ □ 

programs. 

6 
Develop and maintain secure systems 

□ □ and applications. 

7 
Restrict access to card holder data by 

□ □ business need to know. 

8 
Identify and authenticate access to 

□ □ system components. 

9 
Restrict physical access to card holder 

□ □ data 

10 
Track and monitor all access to network 

□ □ resources and cardho!der data. 

11 
Regularly test security systems and 

□ □ processes. 

12 
Maintain a policy that addresses 

□ □ information security for an personnel. 

Additional PCI DSS Requirements for 

AppendixA2 
Entities using SSL/Early TLS for Card-

□ □ Present POS POI Terminal 
Connections. 

* PC! DSS Requirements indicated here refer to the questions in Section 2 orthe SAQ. 

OISC®VER' 
,-:'@ •11111111111111::: 

masten:ord 

PC/ DSS v3.2.1 SAQ A-EP, Rev. 1.0- Section 3: Vaiidation ancf Attestation Details 
@2006-2018 PC/ Security Standards Council, LLC. All Rights Rese1ved. 
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ELECTRONIC ACKNOWLEDGEMENT RECEIPT 

APPLICATION # 
16/535,424 

Title of Invention 

RECEIPT DATE/ TIME 
01/05/2023 09:47:17 PM ET 

ATTORNEY DOCKET# 
124452.00122 

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First 
Computing System 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
under 35 USC 111 (a) 

CONFIRMATION# 2047 

PATENT CENTER# 61396304 

CUSTOMER# 27557 

CORRESPONDENCE -
ADDRESS 

Documents 

DOCUMENT 

Amendment-. pdf 

Amendrr1ent--A ... pdf 

Amendment--CLM.pdt 

Amendment--REM. pdf 

Digest 

PAGES 

i67 

("!-1) 

(2-12) ·11 

(13-167) ·155 

PATENT# -

FILED BY Tami Day 

FILING DATE 08/08/2019 

FIRST NAMED Robert Evan POLLIN 
INVENTOR 

AUTHORIZED BY Jonathan King 

TOTAL DOCUMENTS: 3 

DESCRIPTION S!ZE (KB) 

1896 KB 

Arnendrnent/Request for 90 KB 

Heconsideration--Atter Non·· 

Final Rejection 

C!airns 108 KB 

Applicant Arguments/Remarks 1874 KB 

Made in an Arnendment 
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DOCUMENT 

Amendment-,pdf 

Amendment ···CLM. pdf 

Amendment~~REM.pdf 

Page 2 of 2 
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0782A13D876341689EB14DAF3BF6EE372507O5FB0C649CF9E 
5E6AFD2FFCF0A36DB1DC4C4842BDA3B 

This Acknovvledgement Receipt eviciences receipt on t:1e noted Cate by t:1e USPTO of tl1e indicated cocuments, chai-actetizec 

by the applicant, and including page counts. where app!icab!e. It serves as evidence of receipt similar to a Post Card. as 

described in MF'EP 503. 

If a new application is beino filed and the application includes the necessary components for fi!ing date (see 37 CFR 1.53(b)-(d) 

and MPU-' 506). a Hlk1g F."(eceipt (37 CFH 1 .54) wili b::i issued in due cours::i and the ca.te shown on this Acknowledqement 

Receipt will estabiish the filing date of the application 

Nafa:ma! Stage of an !ntemationa! A.ppHcation under 35 LLS,C:, 371 

If a time\' submission !o enter the nationai stage of an international applica.!,on is compliant wi!I, the conditions of 35 U .S.C. 

37'1 and other applicable requiretnents a Forni PCT/DO/E0/903 indicatino acceptance of the application as a national stage 

subm,ss,on under 35 US.C. 371 will be issued in Hddition !o the F::ing Receipt, in due course. 

New International AppUcaUon fi!ed wm1 the USPTO as a Receiving Off!ce 

If a new intemationai app!ication is being fileci anc tl1e internationa! application includes tile necessa.ty components for an 

intemational ming date (see PCT .Article 1 i and MPEP i 810)- a ~JoWication of !he lnterncrtional ApplicHtion Number and of !he 

International r--:iling Da!,,, (Form F-CTiHOn 05) will b,,, ,ssu::iC in due cours,,,, subject to pr,,,sc,·i0tions concerning national secur,ty, 

and the date shown on this .Aclqmwledoernent Receipt 1Nill establish the internationa! filing date of the application. 



Ex.1002 / Page 438 of 710 
M&A Ventures, LLC et al

1 _ 1:1.im·· UNITED STATES 
'.: ., PATENT AND TRADEMARK DFRCE 

Page 1 of 2 
PO Bo:< 1450 

Alexand,ia. VA 223, 3 - 1450 
VV'vV""./'/.USpto,go\/ 

ELECTRONIC PAYMENT RECEIPT 

APPLICATION # RECEIPT DATE/ TIME ATTORNEY DOCKET# 
124452,00122 16/535A24 0'1/05/2023 09:47:17 PM ET 

Title of Invention 
Processing A Payrnent By A Second Computing Systern From A Payer To A Payee Operating A First 
Computing System 

Application Information 

APPLICATION TYPE Utility - Nonprovisional Application 
un1jer 35 USC 111 (a) 

PATENT# -

CONFIRMATION# 2047 

PATENTCENTER# 61396:304 

CUSTOMER# 27557 

CORRESPONDENCE -
ADDRESS 

Payment Information 

PAYMENT METHOD 
DA.! 501922 

PRE-AiJTHOR!ZED ACCOUNT 

501922 

FEE CODE DESCRIPTION 

PAYMENT TRANSACTION ID 
E202315l48152537 

FILED BY Tami Day 

AUTHORIZED BY Jonathan King 

FILING DATE 08/08/20rn 

FIRST NAMED Robert Evan POLUN 
INVENTOR 

PAYMENT AUTHORIZED BY 
Tami Day 

PRE-AUTHOFHZED CATEGORY 

37 CFR U6 (Natkmal appllcaHon filing, search, and mrnmination foes}; 37 
CFR U7 (Patent appfo::afa:m and reexamination pmcessing fees); 37 CFR 1.19 
(Document supp!y fees}; 37 CFR 120 {Post Issuance foes}; 37 CFR 1-21 
(Miscellaneous fees .and charges} 

ITEM PRICE($) QUANTITY ITEM TOT AL($) 

2207 EACH l~✓ DEPEt\JDENT CLAIM IN 
EXCF::SS OF THREE 

182.00 

TOTAL 
AMOUNT: 

$384.00 

Tr1is Acknowledgernent Receipt evidences receipt on Fie noted date by Fie USPTO ol the ind,cated documents, ch;:u-ac!e,ized 

oy !he appl:c:ant, ;:1no includin9 page counts, vvhere app,,cab,e. It serves as e11icl::ince of r;:iceipt si,,1ilar to a Post Card, as 

described in MPEP 503. 
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New App!icatkms Under 35 U,S.C, 111 

If a new a.pplica!ion is be,rig filed and !l:::i application inc:!uoes !l:::i necessary components for fi!ing date (see Ti' CF+l 1 S{(b)··(d) 

and [\/1PEP 506), a Filing Receipt (37 CFR 1.54) wili be issued in due course and the Cate sllm,vn on tl1is Acknowledqement 

Receipt 'Nill estab:ish tr1e filinq da!e of the application 

National Stage of an lntematiorml Appl!cation under 35 U,S,C, 371 

If a timeiy submission to enter tl1e nationai stage of an international application is compliant 'J',iitl: the conciitions of ;35 LLS.C. 

371 and otrier applicable requiremen!s a Form PCT/DO/E0/903 ,ndirnt:ng acceptance of !he application as a national stage 

sub,n,ss,on under 35 U .S.C. Ti'1 will be issued iri a.ddition !o H1<:, F-,,ing Rec;:iipt, in cue course. 

New International App!icaUon Fi!ed wm-i the USPTO as a Receiving Office 

ll a new interna!iona, appiication ,s being filed and the internationai Hpplication includes Uie necessary cornponents !or an 

inte,national fiiing oate (see PCT Article ·1 i and MF,EP 18i 0), a Notificatiori of !l:e lriien:a.tional Applica.tion Numb,,,r and of !l:e 

International Fi lino Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning national security, 

and the dH!e shown on this Acl-mowledgernent Receip! will es!ablish the ,nternationai filing dH!e of !he application. 
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PTO/SB/06 (09-11) 
Approved for use through 1/31/2014. 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1995. no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number I Filing Date I Substitute for Form PTO-875 
16/535,424 08/08/2019 □To be Mailed 

ENTITY: D LARGE 0 SMALL D MICRO 

APPLICATION AS FILED - PART I 

Column 1 /Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) 

LJ BASIC FEE N/A N/A N/A 
(37 CFR 1.16(a), (bl, or (cl) 

LJ SEARCH FEE N/A N/A N/A 
(37 CFR 1.16(k), (i), or (m)) 

lJ EXAMINATION FEE N/A N/A N/A 
(37 CFR 1.16(0), (Pl, or (a)) 

TOTAL CLAIMS 
minus 20 = * X $50 = 

(37CFR 1.16(i)) 

INDEPENDENT CLAIMS 
minus 3 = * X $230 = 

(37 CFR 1.16(h)) 

If the specification and drawings exceed 100 sheets 

□APPLICATION SIZE FEE (37 
of paper, the application size fee due is $310 ($155 
for small entity) for each additional 50 sheets or 

CFR 1.16(s)) fraction thereof. See 35 U.S.C. 41 (a)(1 )(G) and 37 
CFR 1.16(s). 

0 MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j)) 

* If the difference in column 1 is less than zero, enter "O" in column 2. TOTAL 

APPLICATION AS AMENDED - PART II 

(Column 1) (Column 2) (Column 3 

CLAIMS HIGHEST 

01/05/2023 REMAINING NUMBER 
PRESENT EXTRA RATE($) ADDITIONAL FEE($) 

I- AFTER PREVIOUSLY z AMENDMENT PAID FOR w 
::iii: Total * 37 Minus ** 45 =0 X $40 = 0 C 137 CFR 1.161ill 

z Independent *4 Minus *** 4 =0 X $192 = 0 w 137 CFR 1.161hll 

::iii: D Application Size Fee (37 CFR 1.16(s)) c( 

0 FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 
1.16(j)) 

TOTAL ADD'L FEE 0 
(Column 1) (Column 2) (Column 3 

CLAIMS HIGHEST 
REMAINING NUMBER 

PRESENT EXTRA RATE($) ADDITIONAL FEE($) 
AFTER PREVIOUSLY 

I- AMENDMENT PAID FOR z w Total * Minus ** = X $0 = 
::iii: 137 CFR 1.161ill 

C Independent * Minus *** = X $0 z (37 CFR 1.16(h)) 
= 

w D Application Size Fee (37 CFR 1.16(s)) ::iii: 
c( 

LJ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 
1.16/i)) 

TOTAL ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. LIE 

** If the "Hiqhest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /BURNELL L ROSS/ 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1. 

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to 
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering, 
preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2. 
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