UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450
Alexandria, Virginia 22313-1450
Www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
16/535.424 04/04/2023 11620621 124452.00122 2047
27557 7590 03/15/2023
BLANK ROME LLP
1825 EYE STREET NW

WASHINGTON, DC 20006-5403

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 70 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should
be directed to the Application Assistance Unit (AAU) of the Office of Patents Stakeholder Experience (OPSE),
Stakeholder Support Division (SSD) at (571)-272-4200.

INVENTORC(S) (Please see PAIR WEB site http://pair.uspto.gov for additional inventors):

Robert Evan POLLIN, Rockville, MD;
Brian Edward DOWNEY JR., Alexandria, VA;
Sean Allen FLEMING, Germantown, MD;

APPLICANT(s) (Please see PAIR WEB site hitp:/pair.uspto.gov for additional applicants):

Autoscribe Corporation, Gaitherburg, MD;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.
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UNITED STATES PATENT AND TRADEMARK OFFICE PRESORTED

COMMISSIONER FOR PATENTS FIRST-CLASS MAIL

P.O.BOX 1450 U.S. POSTAGE PAID
. POSTEDIGITAL

ALEXANDRIA VA 22313-1451 NNNNN

BLANK ROME LLP
1825 EYE STREET NW
WASHINGTON, DC 20006-5403

Courtesy Reminder for
Application Serial No: 16/535,424

Attorney Docket No: 124452.00122
Customer Number: 27557
Date of Electronic Notification: 02/22/2023

This is a courtesy reminder that new correspondence is available for this
application. If you have not done so already, please review the
correspondence. The official date of notification of the outgoing
correspondence will be indicated on the form PTOL-90 accompanying the
correspondence.

An email notification regarding the correspondence was sent to the following
email address(es) associated with your customer number:
Patents@Blankrome.com
jyeddo@BlankRome.com

To view your correspondence online or update your email addresses, please
visit us anytime at https:/ppair-my.uspto.gov/pair/PrivatePair.

If you have any questions, please email the Electronic Business Center (EBC)
at EBC@uspto.gov or call 1-866-217-9197.
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: ~ Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

27557 7590 02/22/2023 Certificate of Mailing or Transmission
BLANK ROME LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
1825 EYE STREET NW addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
WASHINGTON. DC 20006-5403 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/535.424 08/08/2019 Robert Evan POLLIN 124452.00122 2047
TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $480 $0.00 $0.00 $480 05/22/2023

| EXAMINER | ART UNIT | CLASS-SUBCLASS |
AZ1Z, ABDULMAJEED 3695 705-044000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363). E)lr)a;‘:slgacl)rll{saﬁfe rl;pa [[1?/ S[ ;?glstered patent attorneys . Blank Rome LLP

| Change of correspondence address (or Change of Correspondence

Address form PTO/AIA/122 or PTO/SB/122) attached. (2) The name of a single firm (having as a member a

registered attorney or agent) and the names of up to 2

- w4 " e 2 registered patent attorneys or agents. If no name is
Fee Address" indication (or "Fee Address" Indication form PTO/ listed, no name will be printed.

AIA/47 or PTO/SB/47; Rev 03-02 or more recent) attached. Use of a 3
Customer Number is required.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
Autoscribe Corporation Gaithersburg, MD

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual A Corporation or other private group entity [ Government

4a. Fees submitted: Klissue Fee [JPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

X Electronic Payment via EFS-Web () Enclosed check (L] Non-electronic payment by credit card (Attach form PTO-2038)
X1 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 23-2185

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29
| Applicant asserting small entity status. See 37 CFR 1.27

(| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature /Michael C. Greenbaum/ pae  February 28,2023
Typed or printed name Michael C. .Greenbaum Registration No. 28,419
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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UNITED STATES exandsin, VA 22500 1920
PATENT AND TRADEMARK OFFICE Alexandia, VA 22813 1456
ELECTRONIC ACKNOWLEDGEMENT RECEIPT
APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #
16/535,424 02/28/2023 05:16:40 PM ET 124452.00122
Title of Invention
ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A
PAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER
Application Information
APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)
CONFIRMATION # 2047 FILED BY Cheryl de Lopez
PATENT CENTER # 61667223 FILING DATE 08/08/2019
CUSTOMER # 27557 FIRST NAMED Robert Evan POLLIN
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Michael Greenbaum
ADDRESS
Documents TOTAL DOCUMENTS: 1
DOCUMENTY PAGES DESCRIPTION SIEE (KB}
ssuelee.pdt i Issue Fee Paymant (PTO-858) 121 KB
Digest
DOCUMENT MESSAGE INGEST{SHASTS)
ssueFes.pdf 3C1830BOBFEE31H218308TAZCTO0BRETRO221E7E3C3TAATEEA
A{}%?ﬁ»f@?SASFST B12AT32AZ20DDDIFACSTE7A41CAFEQDOYT .

38D2F7CEOSFIARSHBEOBEFTETESESS

Thiz Acknowledgement Receipt evidenses receipt on the noted data by the USPTO of the indicaled documenis, charasierized
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oy the applicant, and ingluding page counts, where appiical
described in MPEP 503,

bia, It serves as evidenes of raceipt simiiar to & Post Card, as

New Applications Under 35 UL.S.C 11

if a new applicalion is being fled and the apo&sra ion includes the necassary componenis for filing date (see 37 CFR 1830 {ch
and MPER 50683, & m a Receipt (37 CGFR 1.54) will ba iasued in dus courss and the gate shown on this Acknowledgement
Feceint will astablish the filing dale of the application

MNational Stage of an infernational Application under 38 US.C. 371

fatimely submission o enter the nationad stage of an international application i compliant with the conditions of 35 L.8.C.
371 and other applicable requiremeants a Form PCT/DO/EC/03 indicaling acceptance of the application as a national stage
sian under 38 UL.8.C. 371 will be issued in addition o the Fiiing Receipt, in dus coursa.

sy

MNew International Application Filed with the USPTO as a Recelving Office

# a new international aupfi(,qhw is bcir filed and e international application incliudes the nacessary componanis for an
internaiima' i ¢ {see POT Article 11 and MPEP 1818), a Notification of the International Application Numbar and of the
international Filing Date (Form Pi_;T RGNS will be issuad in due course, sublject o prescriptions congaring national securty,
and the dals shown on this Acknowledgermend Hecsipt will esiablish the international filing dals of the application.

Ex.1002 / Page 5 of 710
M&A Ventures, LLC et al



Page 1 of 2

UNITED STATES oxandria VA aasi o 1480
PATENT AND TRADEMARK OFFICE A, e oo o

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

16/535,424 Q2252083 051640 PM EY 124482.00182

Title of Invention

ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A
FAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER

Application Information

APPLICATION TYPE  Liility -~ Nonprovisional Application PATENT #
undar 35 USC 111{a)

CONFIRMATION # 2047 FILED BY Charyl de Lopez
PATENT CENTER # 818667223 AUTHORIZED BY  Michae! Greenbaum
CUSTOMER # 27557 FILING DATE {8/08/2118
CORRESPONDENCE - FIRST NAMED Rohert Svan POLLIN
ADDRESS INVENTOR

Payment Information

AR ToassAcTon o EAMEN]fyromzeD By

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)

2501 UTHITY ISBUE FEE 480.00 1 480,00
TOTAL AMOUNT: 3480.80

This Ackrowledgement Receaipt evidences receip! on the noted dale y e LUSPTO of the indicated documents, characierized
oy the applicant, and including page counts, where appiicabla. It servas as avidence of raceipt similar 0 a Post Card, as
descrived in MPEP 503,

New Applications Under 35 US.0, 111
H# a new application is baing Hlsd and the application ncludes the necessary componenis {or fiing dale (ses 37 OFR 183k

and MPEP 508}, a Filing Receipt (37 OFR 1.54) will be issued in due course and the dats shown on this Acknowledgemant
Raceipt will estabiish the filing daie of the application

National Stage of an international Application under 35 UB.C. 3%
i a timely submission (o enter the nalional stags of an internationad appication is compliant with the congitions of 35 U.S.C.
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371 and other applicablg requirements a Form PCT/DO/EQ/S0T indicaling accaptance of the application as a national slags

aubrviasion under 35 ULS.0. 371 will be ssuad in addition o the

S8

g Recelpt, in due course,

MNeaw International Application Filed with the USFTQ as a Rmeiwinq Oftice
if a new international cnp cation is being filed and
AF

the i iag{ ication includes the necessary components for an
intarnaiional fiing date (see PCT Ard ;u 11 and MP ication of the International Apglication Number and of the
international Fm g Date (Form PCT/ARO/T05) will be issued in dus course, subjact 10 presoriptions concermning nalional securily,
and the date shown on this Ackn mwmgm-wer‘i Receaipt will es;abh:sh the intarnmational Hling date of the application.

).
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.USPLO.gov

APPLICATION FILING or GRP ART
NUMBER I 371(c) DATE UNIT I FIL FEE REC'D I ATTY.DOCKET.NO ITOT CLAIMSIIND CLAIMS|
16/535,424 08/08/2019 3695 1419 124452.00122 25
CONFIRMATION NO. 2047
27557 CORRECTED FILING RECEIPT

25 EYE BTREET NW e

WASHINGTON, DC 20006-5403
Date Mailed: 02/24/2023

Receipt is acknowledged of this non-provisional utility patent application. The application will be taken up for
examination in due course. Applicant will be notified as to the results of the examination. Any correspondence
concerning the application must include the following identification information: the U.S. APPLICATION NUMBER,
FILING DATE, NAME OF FIRST INVENTOR, and TITLE OF INVENTION. Fees transmitted by check or draft are
subject to collection.

Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a corrected Filing Receipt, including a properly marked-up ADS showing the changes
with strike-through for deletions and underlining for additions. If you received a "Notice to File Missing Parts" or
other Notice requiring a response for this application, please submit any request for correction to this Filing Receipt
with your reply to the Notice. When the USPTO processes the reply to the Notice, the USPTO will generate another
Filing Receipt incorporating the requested corrections provided that the request is grantable.

Inventor(s)
Robert Evan POLLIN, Rockville, MD;
Brian Edward DOWNEY JR., Alexandria, VA;
Sean Allen FLEMING, Germantown, MD;
Applicant(s)
Autoscribe Corporation, Gaitherburg, MD;

Power of Attorney: The patent practitioners associated with Customer Number 27557

Domestic Priority data as claimed by applicant
This application is a CON of 15/408,185 01/17/2017 PAT 10423940
which is a CON of 13/679,545 11/16/2012 PAT 9576279
which claims benefit of 61/655,482 06/05/2012
and claims benefit of 61/698,574 09/08/2012

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.gov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: No

page 1 of 4
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 08/19/2019

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 16/535,424

Projected Publication Date: Not Applicable

Non-Publication Request: No

Early Publication Request: No

* SMALL ENTITY **

Title

ENROLLING A PAYER BY A MERCHANT SERVER OPERATED BY OR FOR THE BENEFIT OF A
PAYEE AND PROCESSING A PAYMENT FROM THE PAYER BY A SECURE SERVER

Preliminary Class
705
Statement under 37 CFR 1.55 or 1.78 for AlA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent" and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents” (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www.stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or call
+1-202-482-6800.

page 4 of 4
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UNITED STATES PATENT AND TRADEMARK QFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
27557 7590 02/22/2023
BLANK ROME LLP AZIZ, ABDULMAJEED
1825 EYE STREET NW
WASHINGTON, DC 20006-5403 | ARTUNIT PAPER NUMBER |
3695
DATE MAILED: 02/22/2023
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
16/535,424 08/08/2019 Robert Evan POLLIN 124452.00122 2047

TITLE OF INVENTION: Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First Computing System

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $480 $0.00 $0.00 $480 05/22/2023

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 40% the amount of undiscounted fees, and micro entity fees are 20% the amount of
undiscounted fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed. If an equivalent of Part B is filed, a request to reapply a previously paid issue fee must be
clearly made, and delays in processing may occur due to the difficulty in recognizing the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at
www.uspto.gov/PatentMaintenanceFees.

Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: ~ Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

27557 7590 02/22/2023 Certificate of Mailing or Transmission
BLANK ROME LLP I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
1825 EYE STREET NW addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
WASHINGTON. DC 20006-5403 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
(Typed or printed name)
(Signature)
(Date)
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. » 16/535,424 POLLIN et al.
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
ABDULMAJEED AZIZ 3695 No

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
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Application/Control Number: 16/535,424 Page 2
Art Unit: 3695

DETAILED ACTION

Notice of Pre-AlA or AIA Status

1. The present application, filed on or after March 16, 2013, is being examined under the
first inventor to file provisions of the AlA.

2. Claims 1-4, 7, 12-13, 16-19, 22, 27-28, 31-33, 35, 38, 40-42 & 46-50 (the claimed
invention) are allowed.

3. A Terminal Disclaimer has been filed for US 10423940 & US 9576279 on 2/3/23.

Reasons for Patent Eligibility under 35 USC §101

4. The claimed invention overcomes 101. Applicant's arguments regarding 101 filed in the
response on 1/5/23 were fully considered, along with the Examiner’s amendment, and are

persuasive in light of the 2019 Patent Eligibility Guidance (PEG). Related to the analysis:

Step 1: The claims are directed to a method or system? YES

Step 2A-PRONG 1: The limitations of Claim 1 (additional elements are emphasized in bold and

to be removed to identify the abstract idea):
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1. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising:
providing, by the one or more secure servers to a merchant server providing a
webpage to a payer computing system used by the payer, an application programming
interface (API) that:
provides financial account registration and token retrieval functions that can be
executed to process the payment transaction;
provides access to the financial account registration and token retrieval
functions to the merchant server;
receives, from the merchant server via the API, at least one data element
associated with the payer and a payment amount from the payer to the payee;
authenticates the payee; and
executes the financial account registration function, upon initiation by the
merchant server, by:
generating a uniform resource locator (URL), for establishing a secure
socket layer connection via the internet between the secure server and the payer computing
system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and

the payee; or
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a static URL and a hypertext transport protocol (HTTP)

parameter used by the secure server to identify the payer and the payee;

establishing the secure socket layer connection, in response to an HTTP
request received from the merchant server for the generated URL, between the secure server
and the payer computing system within a window or frame that is displayed within the
webpage provided by the merchant server;

outputting instructions to the payer computing system, in response to
the HTTP request for the generated URL, to render a financial account registration request
form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account
information associated with a financial account; and

outputting instructions to the payer computing system, in response to
the HTTP request for the generated URL, to encrypt the sensitive financial account information
provided by the payer and transmit the encrypted financial account information to the secure
server via the secure socket layer connection;

receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;
storing the sensitive financial account information in a secure storage location and

performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

by:
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providing a non-sensitive electronic data token representing the sensitive
financial account information to the merchant server without providing the sensitive financial
account information to the merchant server and without providing the non-sensitive
electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information by generating and transmitting an electronic request requesting the payment
amount from the financial account, obtaining the payment amount, and forwarding at least a

portion of the payment amount to the payee.

includes a process that under its broadest reasonable interpretation, covers performance of the
limitation as a Certain method of organizing human activity (fundamental economic practice
or commercial or legal interaction) of processing a payment from a payer to a payee.. YES,

the claims are abstract.

Step 2A-PRONG 2: Is the judicial exception integrated into a practical application? The
limitations, identified at least by the additional elements in the above analysis, are indicative of
integration into a practical application. The limitations are an improvement to computing

security.
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Arguments presented on 1/5/23 (p. 8-9), provide further nexus to integration into a practical

application:

[p. 22-23] “technical challenges of complying with data security standards (such as the
PCl standard attached as Appendix A) ...thereby reducing the time and cost of
developing the merchant server 204: [0028] ... Using the methods disclosed herein, in
preferred embodiments merchants are able to process such transactions without
transmitting, processing or storing Financial Account data. This reduces the potential
liability of the merchants for data loss, and avoids placing their customer tracking and
payment processing systems (such as merchant server 204) within the scope of the
present Payment Card Industry Data Security Standard (PCI-DSS), thus reducing

compliance costs, development costs, and accelerating time-to-market.”

[p. 23] “The claimed invention improves the functioning of the prior art merchant server

itself by eliminating the need for the merchant server to "store financial account
information in a secure storage location and perform each software process required
to maintain compliance with one or more information security standards" By
eliminating the need for merchant servers to receive, store, and transmit financial
account information, the claimed invention eliminates the need for those merchant
servers to include the hardware components and perform the software processes

required to maintain compliance with information security standards, like the PCI Data
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Security Standard that was in place on the effective filing date of the present

application®? that is attached as Appendix A.”

[p. 27-28] “By providing a financial account registration request form to payers of
multiple merchants via an application programming interface (for example, within
windows or frames that are displayed within the webpages provided by those merchant
servers), the secure server can provide a single interface that masks that PAN when
displayed,” a single process to remove stored cardholder data exceeding the
requirements defined in the secure system's data retention policy,”® and a single process
to securely delete sensitive authentication data.”® The secure system can protect that
cardholder data for all of those merchant systems by generating strong data-encrypting
cryptographic keys, encrypting those data-encrypting cryptographic keys using key-
encrypting cryptographic keys, securely storing the cryptographic keys, and retiring or
replacing the cryptographic keys when required.®° One particularly beneficial
improvement provided by the claimed invention is the secure system can perform a
single key rotation process and ensure that all cryptographic keys used for all merchants

are changed before they reach the end of their cryptoperiod.”

Therefore, the claimed invention is eligible under step 2a prong 2.
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EXAMINER’S AMENDMENT

5. An examiner’s amendment to the record appears below. Should the changes and/or
additions be unacceptable to applicant, an amendment may be filed as provided by 37 CFR
1.312. To ensure consideration of such an amendment, it MUST be submitted no later than the

payment of the issue fee.

Authorization for this examiner’s amendment was given via email correspondence

based on an interview with Jonathan King (Applicant’s representative) on 1/9/23.

The application has been amended as follows:

Claims:

1. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising:

providing, by the one or more secure servers to a merchant server providing a webpage

to a payer computing system used by the payer, an application programming interface (API)

that:
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provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval

functions to the merchant server;

receives, from the merchant server via the AP|, at least one data element

associated with the payer and specifying-the-ameuntefthepaymenta payment amount from

the payer to the payee;
authenticates the payee; and

executes the financial account registration function, upon initiation by the

merchant server, by:

generatesa-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response

to an HTTP request received from the merchant server for the generated URL, between the

secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;
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eutputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connectionwitheut-providing-thefinancial
accountinformationtothe mearchantserver;

receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

providing [[an]] a non-sensitive electronic data token[[,]] representing the
sensitive financial account information previded-by-thepayer-to the merchant server without
providing the sensitive financial account information to the merchant server and without

providing the non-sensitive electronic data token to the payer; and
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processing the payment transaction using the sensitive financial account

information previded-by-thepayerand-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

2. (Currently Amended): The method of claim 1, further comprising:
receiving a second payment transaction instruction from the merchant server, the
second payment transaction instruction including a representation of the non-sensitive

electronic data token and specifying_a second payment amountthe-ameountofthesecond

paymentfrom-the-payerto-thepayee;

processing the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forwarding at least a portion of the second payment amount to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the non-

sensitive electronic data token is the non-sensitive electronic data token.

4. (Currently Amended): The method of claim 1, wherein the-paymentiransaction

provided-by-the-secureserver non-sensitive electronic data token constitutes a symbolic

representation of the sensitive financial account information.
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5. (Cancelled)

7. (Currently Amended): The method of-elaim-4 claim 1, wherein the at least one data
element associated with the payer is a customer identification number generated by the

merchant server to identify the payer.

12. (Currently Amended): The method of claim 1, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)

16. (Currently Amended): A secure server that processes a payment transaction from a
payer to a payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause

the secure server to:
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provide an application programming interface (APl)_to a merchant server

providing a webpage to a payer computing system used by the payer, the API configured to:

provide financial account registration and token retrieval functions that

can be executed to process the payment transaction;

provide access to the financial account registration and token retrieval

functions to the merchant server;

receive, from the merchant server via the API, at least one data element

associated with the payer and specifyingan-ameuntofthepaymenta payment amount from

the payer to the payee;
authenticate the payee;

execute the financial account registration function, upon initiation by the

merchant server, by:

generate-a-universal-generating a uniform resource locator (URL)

to establish a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the
payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)

parameter used by the secure server to identify the payer and the payee;
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establish-establishing the secure socket layer connection, in

response to an HTTP request received from the merchant server for the generated URL,

between the secure server and the payer computing system within a window or frame that is
displayed within the webpage provided by the merchant server;
eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to

the secure server[[,]] via the secure socket layer connection;-witheutproviding-the-financiat
accountinformationtothe merchantserver;

receive the sensitive financial account information provided by the payer via the
secure socket layer connection;

store the sensitive financial account information in a secure storage location and
perform each software process required to maintain compliance with one or more information
security standards;

execute a token retrieval function, upon initiation by the merchant server by the

API, by:
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previdean-providing a non-sensitive electronic data token([,]]

representing the sensitive financial account information previded-by-thepayer-to the merchant
server without providing the sensitive financial account information to the merchant server and

without providing the non-sensitive electronic data token to the payer; and

he financ e : ded byt ;

processing the payment transaction using sensitive the financial account

information previded-by-thepayer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

17. (Currently Amended): The secure server of claim 16, wherein the instructions further
cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein
the second payment transaction instruction includes a representation of the non-sensitive
electronic data token and specifies anameuntefa second payment amount-frem-the-payerto
the-payee;

process the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forward at least a portion of the second payment amount to the payee.
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18. (Currently Amended): The secure server of claim 17, wherein the representation of

the non-sensitive electronic data token is the non-sensitive electronic data token.

19. (Currently Amended): The secure server of claim 16, wherein the-payment

nterface-provided-by-the-secdure-server non-sensitive electronic data token constitutes a

symbolic representation of the sensitive financial account information.

20. (Cancelled)

22. (Currently Amended): The secure server of-elaim-18 claim 16, wherein the at least
one data element associated with the payer is a customer identification number generated by

the merchant server to identify the payer.

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer

connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

29. - 30. (Cancelled)
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

providing a webpage to a payer computing system used by a paver:

receiving enrollment data identifying-a-payer the payer;

genperating-an-electrenicnstructionfora-secureserverthatineludes-providing, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payerthe-electronicinstructionreguestingthe

establishmenteof and a payment amount from the payer to the payee;

displaying a window or frame within the webpage provided to the payer computing

system;

providing authentication credentials to the APl to establish an authenticated session,

the authentication credentials identifying the payee and authenticating the payee;

initiating a financial account registration function of the AP| during the authenticated

session, the financial account registration function:

establishing a secure socket layer connection via-the-internet-between the

secure server and the payer computing system within the window or framea-cemputingsystem
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outputting instructions to the payer computing system to render a financial

account registration request form, within the window or frame, that provides functionality for

the payer to provide sensitive financial account information associated with a financial account;

and

outputting instructions to the payer computing system to encrypt the sensitive

financial account information provided by the payer and transmit the encrypted financial

account information to the secure server, via the secure socket layer connection, without

providing the sensitive financial account information to the merchant server:

receivingfrom-the-secdure-server—an-initiating a token retrieval function of the API

during the authenticated session, the token retrieval function outputting a non-sensitive

electronic data token representing the sensitive financial account information received-by-the

secureservervia-thesecure-connection to the merchant server:;

receiving the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by
the non-sensitive electronic data token and the secure server does not provide the non-
sensitive electronic data token to the payer;

storing the non-sensitive electronic data token in association with the enrollment data
identifying the payer; and

processing a payment from the payer by electronically-generating a payment

transaction instruction, using the token retrieval function of the API, that includes a

representation of the non-sensitive electronic data token and instructs-a-payment-processing

Ex.1002 / Page 33 of 710
M&A Ventures, LLC et al



Application/Control Number: 16/535,424 Page 19
Art Unit: 3695

token the secure server to generate and transmit an electronic request requesting the payment

amount from the financial account, obtain the payment amount, and forward at least a portion

of the payment amount.

32. (Currently Amended): The method of claim 31, wherein the representation of the

non-sensitive electronic data token is the non-sensitive electronic data token.

33. (Currently Amended): The method of claim 31, wherein-the-electronic-instractionis

secure-server the non-sensitive electronic data token constitutes a symbolic representation of

the sensitive financial account information.

34. (Cancelled)

35. (Currently Amended): The method of-ela#w-33 claim 31, wherein the at least one

data element associated with the payer is a customer identifier generated by the merchant

server to identify the payer.

37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection provides access to the secure server using a static or dynamic-aniversat uniform

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server,

to receive enrollment data from the payer.

42. (Currently Amended): The method of claim 31, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

43. - 45. (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising:

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when
executed by the one or more computer processors, cause the merchant server to:

provide a webpage to a payer computing system used by a payer:

receive enrollment data identifying athe payer;
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generate-an-electronicinstructionforasecureserverthatineludesprovide, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payer-the-electrenicinstructionreguestingthe

establishmentef and a payment amount from the payer to the payee;

display a window or frame within the webpage provided to the payer computing

system;

provide authentication credentials to the API to establish an authenticated

session, the authentication credentials identifying the payee and authenticating the payee:

initiate a financial account registration function of the API during the

authenticated session, the financial account registration function:

establishing a secure socket layer connection via-theirternet-between

the secure server and [[a]] the payer computing system-used-by-the-payerforthe-secureserver

toreceive-financial-accountinformation-preovided-by-thepayer within the window or frame;

outputting instructions to the payer computing system to render a

financial account registration request form, within the window or frame, that provides

functionality for the pavyer to provide sensitive financial account information associated with a

financial account; and

outputting instructions to the payer computing system to encrypt the

sensitive financial account information provided by the payer and transmit the encrypted

financial account information to the secure server via the secure socket layer connection;
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receivefrom-thesecureserver—an-initiate a token retrieval function of the API

during the authenticated session, the token retrieval function outputting a non-sensitive

electronic data token representing the sensitive financial account information received-by-the

secure-serverprovided-by-thepayervia-the-communicationstink-to the merchant server;

receive the non-sensitive electronic data token from the secure server, wherein

the merchant server does not receive the sensitive financial account information represented
by the non-sensitive electronic data token and the secure server does not provide the non-
sensitive electronic data token to the payer;

store the non-sensitive electronic data token in association with the enroliment
data identifying the payer; and

process a payment from the payer by electronicathy-generating a payment

transaction instruction, using the token retrieval function of the API, that includes a

representation of the non-sensitive electronic data token and electrenicall-transmitting the

accountinformationrepresented-by-the-electronic-datatoken-instructs the secure server to

generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

47. (Currently Amended): The merchant server of claim 46, wherein-secdureconnection

the non-sensitive

electronic data token constitutes a symbolic representation of the sensitive financial account

information.
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48. (Currently Amended): A method of processing a payment transaction from a payer
to a payee, the method being performed by one or more secure servers, the method
comprising:

providing, by the one or more secure servers to a merchant server providing a webpage

to a payer computing system used by the payer, an application programming interface (API)

that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval

functions to the merchant server;

receives, from the merchant server via the API, at least one data element

associated with the payer and specifying-the-ameuntefthepaymenta payment amount from

the payer to the payee;
authenticates the payee; and

executes the financial account registration function, upon initiation by the

merchant server, by:
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generatesa-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and
the payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response

to an HTTP request received for the generated URL, between the secure server and the payer

computing system-w

the merchantserver;

edtputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form;-wi

merchantserver; that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to

the secure server, via the secure socket layer connectionwitheut-providing-the-financial

i . | :
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receiving the sensitive financial account information provided by the payer via the
secure socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more
information security standards;

executing a token retrieval function, upon initiation by the merchant server via the API,

providing [[an]] a_non-sensitive electronic data token[[,]] representing the
sensitive financial account information previded-by-thepayer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account

information previded-by-the-payerand-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount,

and forwarding at least a portion of the payment amount to the payee.

50. (New): The method of claim 48, wherein the non-sensitive electronic data token

constitutes a symbolic representation of the sensitive financial account information.
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REASONS FOR ALLOWANCE

6. The following is an examiner' s statement of reasons for allowance: the prior art fails to

teach or suggest the limitations of the claimed invention.

The claimed invention is non-obvious as nothing in the prior art of record would suggest that
the references would be combined the way they are set forth in the rejection to teach the

claimed invention without knowledge of the applicant' s disclosure.

Most Relevant Prior Art:

Soman (US 20120005038) provides a system and method for PCl-compliant transactions.

Tieken (US 20110161233) provides a method for providing secure transactions that include

receiving an identifier of a financial account at a payment processor system (secure server).
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Basu (US 9342832) provides a method for securing external systems with account token

substitution.

Therefore, the claimed invention has been deemed to be allowable over the prior art of record.

Any comments considered necessary by applicant must be submitted no later than the
payment of the issue fee and, to avoid processing delays, should preferably accompany the
issue fee. Such submissions should be clearly labeled “Comments on Statement of Reasons for

Allowance.”

Conclusion

7. The prior art made of record, and not relied upon, considered pertinent to applicant's
disclosure or directed to the state of art is listed on the enclosed PTO-892.

8. The following is a brief description for relevant prior art that was cited but not applied:
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Hammad (US 20120259782) provides a method for authenticating a cardholder using multiple

tokenization authentication.

Hammad (US 20120136796) provides a method of enrolling a mobile device in a program that

provides the mobile device with the ability to conduct card-present transactions.

First Data (NPL) discusses how the TransArmor solution can enable scope reduction and ease

the burden of PCI compliance.

Stringfellow (US 20120030066) provides a payment system that processes payment
authorization requests for payment transactions to be conducted via a data communications
network on behalf of online merchants, and is particularly, but not exclusively, suited to the

processing of orders placed by financial instrument holders.

Moore (US 20100235286) provides a method and system for generating tokens in a transaction

handling system.

Yanni (US 20040098350) provides a framework and system for purchasing of goods and

services.

Franklin (US 5883810) provides an electronic online commerce card with transaction proxy

number for online transactions.
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Fleishman (US 20040148252) provides a person-to-person (P2P) payment platform and identity
management system which facilitates online banking by allowing consumers to send and
receive money in real-time, with no special registration outside of the users' existing banking

relationship, and under the security, brand and control of their own respective banks.

9. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to ABDULMAIJEED AZIZ whose telephone number is (571)270-
5046. The examiner can normally be reached on M-F 7-4:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing
using a USPTO supplied web-based collaboration tool. To schedule an interview, applicant is
encouraged to use the USPTO Automated Interview Request (AIR) at
http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Ryan Donlon can be reached on 571-270-3602. The fax phone number for the
organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent
Application Information Retrieval (PAIR) system. Status information for published applications
may be obtained from either Private PAIR or Public PAIR. Status information for unpublished
applications is available through Private PAIR only. For more information about the PAIR

system, see http://pair-direct.uspto.gov. Should you have questions on access to the Private
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PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free). If you
would like assistance from a USPTO Customer Service Representative or access to the

automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/ABDULMAJEED AZIZ/

Primary Examiner, Art Unit 3695
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ABDULMAJEED AZIZ Primary Examiner Telephonic
Jonathan King Attorney of Record

Date of Interview: 09 January 2023

Issues Discussed:

35U.S.C. 101
Examiner and Applicant negotiated agreement on 101 per the Examiner's amendment.

Attachment

/ABDULMAJEED AZIZ/
Primary Examiner, Art Unit 3695

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the
interview. (See MPEP section 713.04). If a reply to the last Office action has already been filed, applicant is given a
non-extendable period of the longer of one month or thirty days from this interview date, or the mailing date of this
interview summary form, whichever is later, to file a statement of the substance of the interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b {Rev. Oct. 2019) Interview Summary Paper No. 20230110
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Application No. 16/535,424 Docket No.: 124452.00122

Proposed Claim Amendments (without tracked changes)

1. (Currently Amended): A method of processing a payment transaction from a payer to a
payee, the method being performed by one or more secure servers, the method comprising:

providing, by the one or more secure servers to a merchant server providing a webpage to

a payer computing system used by the payer, an application programming interface (API) that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval functions

to the merchant server;

receives. from the merchant server via the APL at least one data element

associated with the payer and specifyingthe-amount-of the-payment-a payment amount from the

payer to the payee;

authenticates the payee;_and

executes the financial account registration function, upon initiation by the

merchant server, by:

generates-a-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response to

an HTTP request received from the merchant server for the generated URL, between the secure

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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eutputs-outputting instructions to the payer computing system, in response

to the HTTP request for the generated URL, to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant
server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in response
to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connectionwitheut-providingthefinancial
ik . ] ] :

receiving the sensitive financial account information provided by the payer via the secure
socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information
security standards;

executing a token retrieval function, upon initiation by the merchant server via the APL

by:

providing [[an]] a non-sensitive electronic data token[[,]] representing the
sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information previded-by-the payer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.

2. (Currently Amended): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the non-sensitive electronic data
token and specifying_a second payment amount-the-ameount-of the second-paymentfrom-the
payerto-the-payee;
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processing the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forwarding at least a portion of the second payment amount to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the non-

sensitive electronic data token is the non-sensitive electronic data token.

4. (Currently Amended): The method of claim 1, wherein the-paymenttransaction

provided-by-the-secure-server non-sensitive electronic data token constitutes a symbolic

representation of the sensitive financial account information.

5.-6. (Cancelled)

7. (Currently Amended): The method of-elaim4 claim 1, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant
server to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)
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16. (Currently Amended): A secure server that processes a payment transaction from a
payer to a payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure server to:

provide an application programming interface (API)_to a merchant server

providing a webpage to a payer computing system used by the payer, the API configured to:

provide financial account registration and token retrieval functions that

can be executed to process the payment transaction;

provide access to the financial account registration and token retrieval

functions to the merchant server:

receive, from the merchant server via the APL at least one data element

associated with the payer and speeifying-an-amount-of the-paymenta payment amount from the

payer to the payee;

authenticate the payee;

execute the financial account registration function, upon initiation by the

merchant server, by:

generate-a-universal-generating a uniform resource locator (URL)

to establish a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the
payer and the payee; or
a static URL and a hypertext transport protocol (HTTP)
parameter used by the secure server to identify the payer and the payee;
establish-establishing the secure socket layer connection, in

response to an HTTP request received from the merchant server for the generated URL. between

the secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;
4
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eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connectionwitheut-providingthefinancial
ik . ] ] :

receive the sensitive financial account information provided by the payer via the
secure socket layer connection,;

store the sensitive financial account information in a secure storage location and
perform each software process required to maintain compliance with one or more information
security standards;

execute a token retrieval function, upon initiation by the merchant server by the

APIL by:
provide-anproviding a non-sensitive electronic data token|[[,]]

representing the sensitive financial account information previded-by-the-payer-to the merchant

server without providing the sensitive financial account information to the merchant server and
without providing the non-sensitive electronic data token to the payer; and
he g i k. . dod-bvtl ;
processing the payment transaction using sensitive the financial account
information previded-bythepayer—andby generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.
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17. (Currently Amended): The secure server of claim 16, wherein the instructions further
cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the non-sensitive electronic
data token and specifies an-ameunt-efa second payment amount-from-the-payerto-the-payee,

process the second payment by obtaining the second payment amount using the sensitive
financial account information represented by the non-sensitive electronic data token; and

forward at least a portion of the second payment amount to the payee.

18. (Currently Amended): The secure server of claim 17, wherein the representation of

the non-sensitive electronic data token is the non-sensitive electronic data token.

19. (Currently Amended): The secure server of claim 16, wherein the-payment

representation of the sensitive financial account information.

20. - 21. (Cancelled)

22. (Currently Amended): The secure server of-elatm—19 claim 16, wherein the at least
one data element associated with the payer is a customer identification number generated by the

merchant server to identify the payer.

23.-26. (Cancelled)

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the gensitive financial

account information includes at least one of a credit card number or bank account number.
6
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29. - 30. (Cancelled)

31. (Currently Amended): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

providing a webpage to a payer computing system used by a paver;

receiving enrollment data identifying-a-payer the payer;,
generating-an-electronte-instructionfora-seeureserver-thatineludesproviding, to a secure

server via an application programming interface (API) provided by the secure server, at least one

data element associated with the payer-the-electronte-instructionrequestingthe-establishment-of

and a payment amount from the payer to the pavyee:

displaying a window or frame within the webpage provided to the payer computing

system;

providing authentication credentials to the API to establish an authenticated session, the

authentication credentials identifying the payee and authenticating the payee;

initiating a financial account registration function of the API during the authenticated

session, the financial account registration function:

establishing a secure socket layer connection wia-the-internet-between the secure
server and the payer computing system within the window or framea-cemputing-system-used-by

outputting instructions to the payer computing system to render a financial

account registration request form. within the window or frame. that provides functionality for the

payer to provide sensitive financial account information associated with a financial account; and

outputting instructions to the payer computing system to encrypt the sensitive

financial account information provided by the paver and transmit the encrypted financial account

information to the secure server, via the secure socket layer connection, without providing the

sensitive financial account information to the merchant server:

reeetvingfrom-the secure-server—an-initiating a token retrieval function of the API

during the authenticated session. the token retrieval function outputting a non-sensitive electronic
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data token representing the sensitive financial account information recetved-by-the-secureserver
via-the-seeure-conneetion to the merchant server;

receiving the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by the
non-sensitive electronic data token and the secure server does not provide the non-sensitive
electronic data token to the payer;

storing the non-sensitive electronic data token in association with the enrollment data
identifying the payer; and

processing a payment from the payer by eleetreonically—generating a payment transaction
instruction, using the token retrieval function of the API, that includes a representation of the

non-sensitive electronic data token and instructs-a-payment-processing-system-having-acecess-to

he financial accountinformation represented-by-the electronie-datatoken the secure server to

generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

32. (Currently Amended): The method of claim 31, wherein the representation of the

non-sensitive electronic data token is the non-sensitive electronic data token.

33. (Currently Amended): The method of claim 31, wherein-the-electronicinstructionis

seeure-server the non-sensitive electronic data token constitutes a symbolic representation of the

sensitive financial account information.

34. (Cancelled)
35. (Currently Amended): The method of-elaim33 claim 31, wherein the at least one data
element associated with the payer is a customer identifier generated by the merchant server to

identify the payer.

36. - 37. (Cancelled)

124452.00122/130485464v .4

Ex.1002 / Page 61 of 710
M&A Ventures, LLC et al



Application No. 16/535,424 Docket No.: 124452.00122

38. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection provides access to the secure server using a static or dynamic-untversat uniform

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Currently Amended): The method of claim 31, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

43. - 45. (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising;

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:

provide a webpage to a payer computing system used by a payer;

receive enrollment data identifying athe payer;

senerate-an-eleetrontenstructiontora-seeureserverthatineludes-provide, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payer;-the-eleetronie-instructionrequesting-the

establishment-of and a payment amount from the payer to the payee:

display a window or frame within the webpage provided to the payer computing

system;

124452.00122/130485464v .4

Ex.1002 / Page 62 of 710
M&A Ventures, LLC et al



Application No. 16/535,424 Docket No.: 124452.00122

provide authentication credentials to the API to establish an authenticated session,

the authentication credentials identifying the payee and authenticating the payee:

initiate a financial account registration function of the API during the

authenticated session, the financial account registration function:

establishing a secure socket layer connection via-the-interaet-between the

secure server and [[a]] the payer computing system-used-by-the-payerforthe-secure-serverto
recetve-financial-accountinformationprovided-by-the-payer within the window or frame;

outputting instructions to the payer computing system to render a financial

account registration request form, within the window or frame, that provides functionality for the

paver to provide sensitive financial account information associated with a financial account: and

outputting instructions to the payer computing system to encrypt the

sensitive financial account information provided by the payer and transmit the encrypted

financial account information to the secure server via the secure socket layer connection;

recetve—from-the-secure-server—an-initiate a token retrieval function of the API

during the authenticated session. the token retrieval function outputting a non-sensitive electronic

data token representing the sensitive financial account information reeeived-by-the-secure-server
provided-by-the-payervia-the-communieationstinlkto the merchant server;

receive the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by the
non-sensitive electronic data token and the secure server does not provide the non-sensitive
electronic data token to the payer;

store the non-sensitive electronic data token in association with the enrollment
data identifying the payer; and

process a payment from the payer by eleetrenteally-generating a payment

transaction instruction, using the token retrieval function of the APL that includes a

representation of the non-sensitive electronic data token and eleetronieally-transmittingthe

10
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generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

47. (Currently Amended): The merchant server of claim 46, wherein-seeure-connectionis

server the non-sensitive electronic

data token constitutes a symbolic representation of the sensitive financial account information.

48. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising;

providing, by the one or more secure servers to a merchant server providing a webpage to

a payer computing system used by the payer, an application programming interface (API) that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval functions

to the merchant server;

receives. from the merchant server via the APL at least one data element

associated with the payer and speeifyingthe-amount-of the-payment-a payment amount from the

payer to the payee;

authenticates the payee;_and

executes the financial account registration function, upon initiation by the

merchant server, by:

senerates-a-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;
11
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establishes-establishing the secure socket layer connection, in response to

an HTTP request received for the generated URL, between the secure server and the payer

computing system-wi
the-merchant-server;

eutputs-outputting instructions to the payer computing system, in response

to the HTTP request for the generated URL, to render a financial account registration request

server; that provides functionality for the payer to provide sensitive financial account

information_associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in response
to the HTTP request for the generated URL, to encrypt the financial account information

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer connection-witheut-previding the-financial-account
ok . ] | :

receiving the sensitive financial account information provided by the payer via the secure
socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information
security standards;

executing a token retrieval function, upon initiation by the merchant server via the APL

by:

providing [[an]] a non-sensitive electronic data token][[,]] representing the
sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information previded-bythe-payer—and-by generating and transmitting an electronic request
requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.

12
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL

that redirects the payer computing system to the secure server.

50. (New): The method of claim 48, wherein the non-sensitive electronic data token

constitutes a symbolic representation of the sensitive financial account information.

13

124452.00122/130485464v .4

Ex.1002 / Page 66 of 710
M&A Ventures, LLC et al



Application No. 16/535,424 Docket No.: 124452.00122

Proposed Claim Amendments (without tracked changes)

1. (Currently Amended): A method of processing a payment transaction from a payer to a
payee, the method being performed by one or more secure servers, the method comprising:

providing, by the one or more secure servers to a merchant server providing a webpage to

a payer computing system used by the payer, an application programming interface (API) that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval functions

to the merchant server;

receives. from the merchant server via the APL at least one data element

associated with the payer and specifyingthe-amount-of the-payment-a payment amount from the

payer to the payee;

authenticates the payee;_and

executes the financial account registration function, upon initiation by the

merchant server, by:

generates-a-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishes-establishing the secure socket layer connection, in response to

an HTTP request received from the merchant server for the generated URL, between the secure

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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eutputs-outputting instructions to the payer computing system, in response

to the HTTP request for the generated URL, to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant
server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in response
to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connectionwitheut-providingthefinancial
ik . ] ] :

receiving the sensitive financial account information provided by the payer via the secure
socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information
security standards;

executing a token retrieval function, upon initiation by the merchant server via the APL

by:

providing [[an]] a non-sensitive electronic data token[[,]] representing the
sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information previded-by-the payer—and-by generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.

2. (Currently Amended): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the non-sensitive electronic data
token and specifying_a second payment amount-the-ameount-of the second-paymentfrom-the
payerto-the-payee;
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processing the second payment by obtaining the second payment amount using the

sensitive financial account information represented by the non-sensitive electronic data token;
and

forwarding at least a portion of the second payment amount to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the non-

sensitive electronic data token is the non-sensitive electronic data token.

4. (Currently Amended): The method of claim 1, wherein the-paymenttransaction

provided-by-the-secure-server non-sensitive electronic data token constitutes a symbolic

representation of the sensitive financial account information.

5.-6. (Cancelled)

7. (Currently Amended): The method of-elaim4 claim 1, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant
server to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the sensitive financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)
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16. (Currently Amended): A secure server that processes a payment transaction from a
payer to a payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure server to:

provide an application programming interface (API)_to a merchant server

providing a webpage to a payer computing system used by the payer, the API configured to:

provide financial account registration and token retrieval functions that

can be executed to process the payment transaction;

provide access to the financial account registration and token retrieval

functions to the merchant server:

receive, from the merchant server via the APL at least one data element

associated with the payer and speeifying-an-amount-of the-paymenta payment amount from the

payer to the payee;

authenticate the payee;

execute the financial account registration function, upon initiation by the

merchant server, by:

generate-a-universal-generating a uniform resource locator (URL)

to establish a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the
payer and the payee; or
a static URL and a hypertext transport protocol (HTTP)
parameter used by the secure server to identify the payer and the payee;
establish-establishing the secure socket layer connection, in

response to an HTTP request received from the merchant server for the generated URL. between

the secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;
4
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eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide sensitive financial account

information associated with a financial account; and

eutput-outputting instructions to the payer computing system, in

response to the HTTP request for the generated URL, to encrypt the sensitive financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server[[,]] via the secure socket layer connectionwitheut-providingthefinancial
ik . ] ] :

receive the sensitive financial account information provided by the payer via the
secure socket layer connection,;

store the sensitive financial account information in a secure storage location and
perform each software process required to maintain compliance with one or more information
security standards;

execute a token retrieval function, upon initiation by the merchant server by the

APIL by:
provide-anproviding a non-sensitive electronic data token|[[,]]

representing the sensitive financial account information previded-by-the-payer-to the merchant

server without providing the sensitive financial account information to the merchant server and
without providing the non-sensitive electronic data token to the payer; and
he g i k. . dod-bvtl ;
processing the payment transaction using sensitive the financial account
information previded-bythepayer—andby generating and transmitting an electronic request

requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.
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17. (Currently Amended): The secure server of claim 16, wherein the instructions further
cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the non-sensitive electronic
data token and specifies an-ameunt-efa second payment amount-from-the-payerto-the-payee,

process the second payment by obtaining the second payment amount using the sensitive
financial account information represented by the non-sensitive electronic data token; and

forward at least a portion of the second payment amount to the payee.

18. (Currently Amended): The secure server of claim 17, wherein the representation of

the non-sensitive electronic data token is the non-sensitive electronic data token.

19. (Currently Amended): The secure server of claim 16, wherein the-payment

representation of the sensitive financial account information.

20. - 21. (Cancelled)

22. (Currently Amended): The secure server of-elatm—=19 claim 16, wherein the at least
one data element associated with the payer is a customer identification number generated by the

merchant server to identify the payer.

23.-26. (Cancelled)

27. (Currently Amended): The secure server of claim 16, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.
6
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29. - 30. (Cancelled)

31. (Currently Amended): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

providing a webpage to a payer computing system used by a paver;

receiving enrollment data identifying-a-payer the payer;,
generating-an-electronte-instructionfora-seeureserver-thatineludesproviding, to a secure

server via an application programming interface (API) provided by the secure server, at least one

data element associated with the payer-the-electronte-instructionrequestingthe-establishment-of

and a payment amount from the payer to the pavyee:

displaying a window or frame within the webpage provided to the payer computing

system;

providing authentication credentials to the API to establish an authenticated session, the

authentication credentials identifying the payee and authenticating the payee;

initiating a financial account registration function of the API during the authenticated

session, the financial account registration function:

establishing a secure socket layer connection wia-the-internet-between the secure
server and the payer computing system within the window or framea-cemputing-system-used-by

outputting instructions to the payer computing system to render a financial

account registration request form. within the window or frame. that provides functionality for the

payer to provide sensitive financial account information associated with a financial account; and

outputting instructions to the payer computing system to encrypt the sensitive

financial account information provided by the paver and transmit the encrypted financial account

information to the secure server, via the secure socket layer connection, without providing the

sensitive financial account information to the merchant server:

reeetvingfrom-the secure-server—an-initiating a token retrieval function of the API

during the authenticated session. the token retrieval function outputting a non-sensitive electronic
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data token representing the sensitive financial account information recetved-by-the-secureserver
via-the-seeure-conneetion to the merchant server;

receiving the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by the
non-sensitive electronic data token and the secure server does not provide the non-sensitive
electronic data token to the payer;

storing the non-sensitive electronic data token in association with the enrollment data
identifying the payer; and

processing a payment from the payer by eleetreonically—generating a payment transaction
instruction, using the token retrieval function of the API, that includes a representation of the

non-sensitive electronic data token and instructs-a-payment-processing-system-having-aceess-to

he financial accountinformation represented-by-the electronie-datatoken the secure server to

generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

32. (Currently Amended): The method of claim 31, wherein the representation of the

non-sensitive electronic data token is the non-sensitive electronic data token.

33. (Currently Amended): The method of claim 31, wherein-the-electronicinstructionis

seeure-server the non-sensitive electronic data token constitutes a symbolic representation of the

sensitive financial account information.

34. (Cancelled)
35. (Currently Amended): The method of-elaim33 claim 31, wherein the at least one data
element associated with the payer is a customer identifier generated by the merchant server to

identify the payer.

36. - 37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection provides access to the secure server using a static or dynamic-untversat uniform

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure socket layer
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Currently Amended): The method of claim 31, wherein the sensitive financial

account information includes at least one of a credit card number or bank account number.

43. - 45. (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising;

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:

provide a webpage to a payer computing system used by a payer;

receive enrollment data identifying athe payer;

senerate-an-eleetrontenstructiontora-seeureserverthatineludes-provide, to a

secure server via an application programming interface (API) provided by the secure server, at

least one data element associated with the payer;-the-eleetronie-instructionrequesting-the

establishment-of and a payment amount from the payer to the payee:

display a window or frame within the webpage provided to the payer computing

system;
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provide authentication credentials to the API to establish an authenticated session,

the authentication credentials identifying the payee and authenticating the payee:

initiate a financial account registration function of the API during the

authenticated session, the financial account registration function:

establishing a secure socket layer connection via-the-interaet-between the

secure server and athe payer computing system used-by-the-payerfor-the-secure-servertereceive
finanetal-accountinformationprovided-by-the-payerwithin the window or frame;

outputting instructions to the payer computing system to render a financial

account registration request form. within the window or frame, that provides functionality for the

paver to provide sensitive financial account information associated with a financial account: and

outputting instructions to the payer computing system to encrypt the

sensitive financial account information provided by the payer and transmit the encrypted

financial account information to the secure server via the secure socket layer connection;

recetve—from-the-secure-server—an-initiate a token retrieval function of the API

during the authenticated session. the token retrieval function outputting a non-sensitive electronic

data token representing the sensitive financial account information reeeived-by-the-secure-server
provided-by-the-payervia-the-communteationsHalk-to the merchant server;

receive the non-sensitive electronic data token from the secure server, wherein the

merchant server does not receive the sensitive financial account information represented by the
non-sensitive electronic data token and the secure server does not provide the non-sensitive
electronic data token to the payer;

store the non-sensitive electronic data token in association with the enrollment
data identifying the payer; and

process a payment from the payer by eleetrenteally-generating a payment

transaction instruction, using the token retrieval function of the APL that includes a

representation of the non-sensitive electronic data token and eleetronieally-transmittingthe

10
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generate and transmit an electronic request requesting the payment amount from the financial

account, obtain the payment amount, and forward at least a portion of the payment amount.

47. (Currently Amended): The merchant server of claim 46, wherein-seeure-connectionis

server the non-sensitive electronic

data token constitutes a symbolic representation of the sensitive financial account information.

48. (Currently Amended): A method of processing a payment transaction from a payer to
a payee, the method being performed by one or more secure servers, the method comprising;

providing, by the one or more secure servers to a merchant server providing a webpage to

a payer computing system used by the payer, an application programming interface (API) that:

provides financial account registration and token retrieval functions that can be

executed to process the payment transaction;

provides access to the financial account registration and token retrieval functions

to the merchant server;

receives. from the merchant server via the APL at least one data element

associated with the payer and speeifyingthe-amount-of the-payment-a payment amount from the

payer to the payee;

authenticates the payee;_and

executes the financial account registration function, upon initiation by the

merchant server, by:

senerates-a-universal-generating a uniform resource locator (URL), for

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;
11
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establishes-establishing the secure socket layer connection, in response to

an HTTP request received for the generated URL, between the secure server and the payer

computing system-wi
the-merchant-server;

eutputs-outputting instructions to the payer computing system, in response

to the HTTP request for the generated URL, to render a financial account registration request

server; that provides functionality for the payer to provide sensitive financial account

information_associated with a financial account; and

eutputs-outputting instructions to the payer computing system, in response
to the HTTP request for the generated URL, to encrypt the financial account information

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer connection-witheut-previding the-financial-account
ok . ] | :

receiving the sensitive financial account information provided by the payer via the secure
socket layer connection;

storing the sensitive financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information
security standards;

executing a token retrieval function, upon initiation by the merchant server via the APL

by:

providing [[an]] a non-sensitive electronic data token][[,]] representing the
sensitive financial account information previded-by-the-payer-to the merchant server without
providing the sensitive financial account information to the merchant server and without
providing the non-sensitive electronic data token to the payer; and

processing the payment transaction using the sensitive financial account
information previded-bythe-payer—and-by generating and transmitting an electronic request
requesting the payment amount from the financial account, obtaining the payment amount, and

forwarding at least a portion of the payment amount to the payee.

12
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL

that redirects the payer computing system to the secure server.

50. (New): The method of claim 48, wherein the non-sensitive electronic data token

constitutes a symbolic representation of the sensitive financial account information.

13
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Proposed Claim Amendments

1. (Currently Amended): A method of processing a payment i from a payerto a

payee, the method being performed by one or more secure servers, the method comprising:

establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

.. between the secure

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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: instructions to the payer computing system, i

t.i.. to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account

al acgount; and

information :

instructions to the payer computing system, 3

financial account

ti. to encrypt th

information provided by the payer and transmit the encrypted financial account information to

the secure server: via the secure socket layer connection:

receiving the ; inancial account information provided by the payer via the secure

socket layer connection;

storing the g1

financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information

security standards;

providing & : electronic data token; representing the

financial account information srasdiged-inefhe-payes-to the merchant server without providing

financial account information to the merchant server and without providing the

electronic data token to the payer; ¢

processing the payment ;

information-gses

forwarding at least a portion of the paymen

2. (Currently Amended): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second

payment transaction instruction including a representation of the

token and specifying

second payment 3
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processing the second payment &y oy pethe seg it using the

> financial account information represented by the ; 2 electronic data token;

and

forwarding at least a portion of the second payment s to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the &

clectromc data token.

e electromic data token is the o

4. (Currently Amended): The method of claim 1, wherein

5. - 6. (Cancelled)

7. (Currently Amended): The method &

\, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant

server to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure 3¢
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the s

- financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)
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16. (Currently Amended): A secure server that processes a payment

from a

payer to a payee, the secure server comprising:
one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure server to:

provide an application programming interface (API) i

oY

{ configured to:

resource locator (URL) to
establish a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynannc URL generated by the secure server for the
payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)
parameter used by the secure server to identify the payer and the payee;

the secure socket layer connection

167

R1., between
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the secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;

request form, within the window or frame that is displayed within the webpage provided by the

¢ financial account

merchant server, that provides functionality for the payer to provide

information 3

L. to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to

the secure server; via the secure socket layer connection:

secure
1 in a secure storage location and
perform each software process required to maintain compliance with one or more information

security standards;

de-anprovading 2 nonssensitive electronic data token: representing

financial account information grewvided-by '-t0 the merchant server without

providing the ¢ financial account information to the merchant server and without

providing the

17. (Currently Amended): The secure server of claim 16, wherein the instructions further

cause the secure computing system to:
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receive a second payment transaction instruction from the merchant server, wherein the

second payment transaction instruction includes a representation of the electromic

data token and specifies sx-ameit-af

process the second payment by

financial account information represented by the electromc data token; and

forward at least a portion of the second payment ; o the payee.

18. (Currently Amended): The secure server of claim 17, wherein the representation of

: electromc data token is the

'¢ electronic data token.

20. - 21. (Cancelled)

22. (Currently Amended): The secure server of-i i 1%, wherein the at least

one data element associated with the payer is a customer identification number generated by the
merchant server to identify the payer.

23. - 26. (Cancelled)

27. (Currently Amended): The secure server of claim 16, wherein the secure g

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the ivg financial

account information includes at least one of a credit card number or bank account number.

29. - 30. (Cancelled)
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated

by or for the benefit of a payee, the method comprising:

receiving enrollment data identifying-a
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token representing !

2 sgivey, wherein the

financial account information represented by the

¢ electronic data token and the secure server does not provide the y;

electronic data token to the payer;,

clectromic data token in association with the enrollment data

storing the y;

identifying the payer; and

instruction, nsing the

32. (Currently Amended): The method of claim 31, wherein the representation of the

lectromic data token.

2 electronic data token is the

33. (Currently Amended): The method of claim 31, wherein {1 1o

34, (Cancelled)

35. (Previously Presented): The method of claim 33, wherein the at least one data element

associated with the payer is a customer identifier generated by the merchant server to identify the

payer.

36. - 37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure &

connection provides access to the secure server using a static or dynannc s

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure 3

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Currently Amended): The method of claim 31, wherein the

account information includes at least one of a credit card number or bank account number.

43, — 45, (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising:

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:
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48. (Cuﬁéntljé Amended): A method of processing a payment { .- i Commented [AMG]: Cancel 48:50.

a payee, the method being performed by one or more secure servers, the method comprising:

providing, by

L0E sy

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
11
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a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;

the secure socket layer connection, i 1

vodilac
IR

instructions to the payer computing system, ;

i.. to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide s financial account

ety

information :

instructions to the payer computing system,_

i to encrypt the ; financial account

information provided by the payer and transmit the encrypted financial account information to

receiving the ; ¢ financial account information provided by the payer via the secure
socket layer connection;

storing the financial account information in a secure storage location and

performing each software process required to maintain compliance with one or more information

security standards;

providing &

clectromc data token; representing the

financial account information svevided-in-the-payes-to the merchant server without providing

the segsiiive financial account information to the merchant server and without providing the

¢ electronic data token to the payer

processing the payment ;

information grews:

forwarding at least a portion of the payment
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- iicommented [AMTI: Adds futthicr Gonfusion and best to’
i cancel: Merchant server 204 may provide the customer at
isiter206,:208 of 21k with a widget of rédirected URL that
i provides an:online:window: for direct; preferably secure:
i communicatiof with the seclire sérver 202 for entry of -

i financial account information”

that redirects the payer computing system to the secure server.

50. (New): The method of claim 48, wherein the non-sensitive electromic data token

constitutes a symbolic representation of the sensitive financial account information.

13
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Proposed Claim Amendments

1. (Currently Amended): A method of processing a payment i from a payerto a

payee, the method being performed by one or more secure servers, the method comprising:

establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

.. between the secure

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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: instructions to the payer computing system, i

t.i.. to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account

al acgount; and

information :

instructions to the payer computing system, 3

financial account

ti. to encrypt th

information provided by the payer and transmit the encrypted financial account information to

the secure server: via the secure socket layer connection:

receiving the ; inancial account information provided by the payer via the secure

socket layer connection;

storing the g1

financial account information in a secure storage location and
performing each software process required to maintain compliance with one or more information

security standards;

providing & : electronic data token; representing the

financial account information srasdiged-inefhe-payes-to the merchant server without providing

financial account information to the merchant server and without providing the

electronic data token to the payer; ¢

processing the payment ;

information-gses

forwarding at least a portion of the paymen

2. (Currently Amended): The method of claim 1, further comprising:

receiving a second payment transaction instruction from the merchant server, the second

payment transaction instruction including a representation of the

token and specifying

second payment 3
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processing the second payment &y oy pethe seg it using the

> financial account information represented by the ; 2 electronic data token;

and

forwarding at least a portion of the second payment s to the payee.

3. (Currently Amended): The method of claim 2, wherein the representation of the &

clectromc data token.

e electromic data token is the o

4. (Currently Amended): The method of claim 1, wherein

5. - 6. (Cancelled)

7. (Currently Amended): The method &

\, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant

server to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure 3¢
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Currently Amended): The method of claim 1, wherein the s

- financial account

information includes at least one of a credit card number or bank account number.

14. - 15. (Cancelled)
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16. (Currently Amended): A secure server that processes a payment

from a

payer to a payee, the secure server comprising:
one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure server to:

provide an application programming interface (API) i

oY

{ configured to:

resource locator (URL) to
establish a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynannc URL generated by the secure server for the
payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)
parameter used by the secure server to identify the payer and the payee;

the secure socket layer connection

167

R1., between
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the secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;

request form, within the window or frame that is displayed within the webpage provided by the

¢ financial account

merchant server, that provides functionality for the payer to provide

information 3

L. to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to

the secure server; via the secure socket layer connection:

secure
1 in a secure storage location and
perform each software process required to maintain compliance with one or more information

security standards;

de-anprevading 2 sonssensitive electronic data token: representing

financial account information grewvided-by '-t0 the merchant server without

providing the ¢ financial account information to the merchant server and without

providing the

17. (Currently Amended): The secure server of claim 16, wherein the instructions further

cause the secure computing system to:
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receive a second payment transaction instruction from the merchant server, wherein the

second payment transaction instruction includes a representation of the electromic

data token and specifies sx-ameit-af

process the second payment by

financial account information represented by the electromc data token; and

forward at least a portion of the second payment ; o the payee.

18. (Currently Amended): The secure server of claim 17, wherein the representation of

: electromc data token is the

'¢ electronic data token.

20. - 21. (Cancelled)

22. (Currently Amended): The secure server of-i i 1%, wherein the at least

one data element associated with the payer is a customer identification number generated by the
merchant server to identify the payer.

23. - 26. (Cancelled)

27. (Currently Amended): The secure server of claim 16, wherein the secure g

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Currently Amended): The secure server of claim 16, wherein the ivg financial

account information includes at least one of a credit card number or bank account number.

29. - 30. (Cancelled)
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31. (Currently Amended): A method of enrolling a payer by a merchant server operated

by or for the benefit of a payee, the method comprising:

receiving enrollment data identifying-a
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token representing !

2 sgivey, wherein the

financial account information represented by the

¢ electronic data token and the secure server does not provide the y;

electronic data token to the payer;,

clectromic data token in association with the enrollment data

storing the y;

identifying the payer; and

instruction, nsing the

32. (Currently Amended): The method of claim 31, wherein the representation of the

lectromic data token.

2 electronic data token is the

33. (Currently Amended): The method of claim 31, wherein {1 1o

34, (Cancelled)

35. (Previously Presented): The method of claim 33, wherein the at least one data element

associated with the payer is a customer identifier generated by the merchant server to identify the

payer.

36. - 37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure &

connection provides access to the secure server using a static or dynannc s

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure 3

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Currently Amended): The method of claim 31, wherein the

account information includes at least one of a credit card number or bank account number.

43, — 45, (Cancelled)

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,
comprising:

one or more computer processors; and

non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:

VROVIUE ¢
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47. (Currently Amended): The merchant server of claim 46, wherein

FHRET R VERST RS

FARE

n from a payer to

48. (Currently Amended): A method of processing a payment

a payee, the method being performed by one or more secure servers, the method comprising:

providing, &

¢ pavey, an application programming interface (APT) that:

authenticates the payee; aut

(URL), for

1 resource locator

establishing a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and

the payee; or

11
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a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;

osabish 12 the secure socket layer connection, i i

instructions to the payer computing system, ;

i.. to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide s financial account

ety

information :

instructions to the payer computing system,_

FASRRA

i to encrypt the financial account information

provided by the payer and transnrit the encrypted financial account information to the secure

server, via the secure socket layer connection:-withevit-grow

N

receiving the ; ¢ financial account information provided by the payer via the secure
socket layer connection;

storing the financial account information in a secure storage location and

performing each software process required to maintain compliance with one or more information

security standards;

providing &

clectromc data token; representing the

financial account information »

avided-by-the-paves-to the merchant server without providing

the seggiiive financial account information to the merchant server and without providing the

¢ electronic data token to the payer

processing the payment ;

information grews:

forwarding at least a portion of the payment
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49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL

that redirects the payer computing system to the secure server.

50. (New): The method of claim 48, wherein the non-sensitive electromic data token

constitutes a symbolic representation of the sensitive financial account information.

13
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Proposed Claim Amendments

1. (Currently Amended): A method of

payee, the method being performed by one or more secure servers, the method comprising:

providing, :

_resource locator (URL), for
establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

the secure socket layer connection,

between the secure

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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instructions to the payer computing system, :

i... to render a financial account registration request
form, within the window or frame that is displayed within the webpage provided by the merchant
server, that provides functionality for the payer to provide financial account information; and

instructions to the payer computing system,

i... to encrypt the financial account information

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer comuection, without providing the financial account
information to the merchant server;

receiving the financial account information provided by the payer via the secure socket
layer comuiection,

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electromc data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

processing the payment §:3; ¢ using the financial

account information provided by the payer forwarding at least a portion of the payment

to the payee.

2. (

: The method of claim 1, further comprising:
receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the electromic data token and

specifying the

rom the payer to the payee;
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HESQ niit using the

processing the second payment &y b

financial account information represented by the electromc data token; and

forwarding at least a portion of the second payment &3

i to the payee.

3. (Previously Presented): The method of claim 2, wherein the representation of the

electromic data token is the electronic data token.

4. - 6. (Cancelled)

7. (Reavionsiv-Nresesie 1): The method of claim 43}, wherein the at
least one data element associated with the payer is a customer identification number generated by

the merchant server to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Original): The method of claim 1, wherein the financial account information includes

at least one of a credit card number or bank account number.
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16. (Currently Amended): A secure server that processes a payment from a payer to a
payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the

secure server to:

v resource locator (URL) to

establish a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynannc URL generated by the secure server for the
payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)
parameter used by the secure server to identify the payer and the payee;

the secure socket layer connection, jx

‘1., between
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the secure server and the payer computing system within a window or frame that is displayed

within the webpage provided by the merchant server;

.. to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide financial account

information; and

... to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server, via the secure socket layer connection, without providing the financial account
information to the merchant server,

receive the financial account information provided by the payer via the secure

r.connection,
store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security

standards;

.an electromic data token, representing the financial

account information provided by the payer, to the merchant server without providing the

financial account information to the merchant server and without providing the data token to the

process the payment using the

financial account information provided by the payer ! forward at least a portion of the

payment to the payee.
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17. (Previously Presented): The secure server of claim 16, wherein the instructions
further cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the electromic data token and
specifies an amount of a second payment from the payer to the payee;

process the second payment using the financial account information represented by the
electromc data token; and

forward at least a portion of the second payment to the payee.

18. (Previously Presented): The secure server of claim 17, wherein the representation of

the electronic data token is the electronic data token.

19. - 21. (Cancelled)

22. (Previously Presented): The secure server of claim 19, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant
server to identify the payer.

23.-26. (Cancelled)

27. (Currently Amended): The secure server of claim 16, wherein the secure &

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Previously Presented): The secure server of claim 16, wherein the financial account

information includes at least one of a credit card number or bank account number.
29. (Previously Presented): The secure server of claim 16, wherein the electromc data

token enables the merchant server to process transactions using the financial account information

without transnntting, processing or storing the financial account information.
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30. (Previously Presented): The secure server of claim 16, wherein the secure server
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

31. (Currently Amended): A method of enrolling a payer by a merchant server operated

by or for the benefit of a payee, the method comprising:
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sess-saseassan electromc data token

N R N R

, wherein the merchant server

sivonte-data-teleweand

does not receive the financial account information s
the secure server does not provide the electronic data token to the payer;
storing the electronic data token in association with the enrollment data identifying the

payer, and

: Formatted: Indent: First line: 1"

32. (Previously Presented): The method of claim 31, wherein the representation of the

electronic data token is the electromic data o

33, (Previously Presented): The method of claim 31, wherein the electromic instruction is
generated using an application programming interface provided to the merchant server by the

secure SCrver.

34, (Previously Presented): The method of claim 33, wherein the application

programming interface is implemented within a website hosted by the merchant server.
35. (Previously Presented): The method of claim 33, wherein the at least one data element

associated with the payer is a customer identifier generated by the merchant server to identify the

payer.
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36. - 37. (Cancelled)

38. (Currently Amended): The method of claim 31, wherein the secure

comiection provides access to the secure server using a static or dynamic

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure

comiection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Previously Presented): The method of claim 31, wherein the financial account

information includes at least one of a credit card number or bank account number.

43. (Previously Presented): The method of claim 31, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.
44. (Previously Presented): The method of claim 31, wherein the secure server enables
the merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

45. (Previously Presented): The method of claim 31, wherein the payment processing

system is the secure server.

46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,

comprising:
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one or more computer processors; and
non-transitory computer readable storage media storing instructions that, when executed

by the one or more computer processors, cause the merchant server to:

#-an electronic data token

10
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representing :fx¢ financial account information s

server does not receive the financial account information-ssyss:

and the secure server does not provide the electronic data token to the payer;
store the electromic data token in association with the enrollment data identifying

the payer; and

process a payment from the payer by tv-generating a payment

transaction instruction, i il nkan . that includes a

representation of the electronic data token and

a payment processing system having access to the financial

account information represented by the electromic data token.

47. (Cancelled)

48. (Currently Amended): A method of processing a payment from a payer to

a payee, the method being performed by one or more secure servers, the method comprising:

U

authenticates the payee; .

11
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Tesource locator (URL), for
establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;

: the secure socket layer connection,

instructions to the payer computing system, :

W AWLE

.. to render a financial account registration request
form, within the window or frame that is displayed within the webpage provided by the merchant
server, that provides functionality for the payer to provide financial account information; and

instructions to the payer computing system, :

.. to encrypt the financial account information

provided by the payer and transnnt the encrypted financial account information to the secure
server, via the secure socket layer connection, without providing the financial account
information to the merchant server,

receiving the financial account information provided by the payer via the secure socket
layer connection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electromc data token, representing the financial account information

provided by the payer, to the merchant server without providing the financial account
12
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information to the merchant server and without providing the electronic data token to the payer;

processing the payment §:3 vt using the financial

account information provided by the payer:- and

forwarding at least a portion of the payment to the payee.

49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL

that redirects the payer computing system to the secure server.

13
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Proposed Claim Amendments

1. (Currently Amended): A method of processing a payment from a payer to a

payee, the method being performed by one or more secure servers, the method comprising:

providing, by ihe g

N

; the paver, an application programming interface (API) that:

_resource locator (URL), for
establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

2 the secure socket layer connection,

URL. between the secure

- fhe e 4
LU 3 3

Pl

server and the payer computing system within a window or frame that is displayed within the

webpage provided by the merchant server;
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-
U

.. to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account information; and

10 the HTTE request A4 UK. to encrypt the financial account information

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer connection, without providing the financial account
information to the merchant server;

receiving the financial account information provided by the payer via the secure socket
layer connection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security

standards;

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

processing the payment mount using the financial

account information provided by the payer & forwarding at least a portion of the payment

- to the payee.

2. (Previously Presented): The method of claim 1, further comprising:
receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the electronic data token and

specifying the amount of the second payment from the payer to the payee;
2
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processing the second payment using the financial account information represented by
the electronic data token; and

forwarding at least a portion of the second payment to the payee.

3. (Previously Presented): The method of claim 2, wherein the representation of the

electronic data token is the electronic data token.

4. - 6. (Cancelled)

7. (Previously Presented): The method of claim 4, wherein the at least one data element
associated with the payer is a customer identification number generated by the merchant server

to identify the payer.

8. - 11. (Cancelled)

12. (Currently Amended): The method of claim 1, wherein the secure g
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data provided by the payer.

13. (Original): The method of claim 1, wherein the financial account information includes

at least one of a credit card number or bank account number.

14. (Previously Presented): The method of claim 1, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.
15. (Previously Presented): The method of claim 1, wherein the secure server enables the

merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.
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16. (Currently Amended): A secure server that processes a payment from a payer to a

payee, the secure server comprising;

one or more processors, and

memory storing instructions that, when executed by the one or more processors, cause the

secure server to:

provide an application programming interface (API) {

AP configured to:

SRR R R S e e

RN
fav)

TITTTOTHWTINRTTINOLY

TIFWITUY

authenticate the payee;

1 resource locator (URL) to

establish a secure socket layer connection via the internet between the secure server and the

payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the

payer and the payee; or

a static URL and a hypertext transport protocol (HTTP)

parameter used by the secure server to identify the payer and the payee;
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the secure server and the payer computing system within a window or frame that is displayed
within the webpage provided by the merchant server;

instructions to the payer computing system, in

.. to render a financial account registration

request form, within the window or frame that is displayed within the webpage provided by the
merchant server, that provides functionality for the payer to provide financial account
information; and

g instructions to the payer computing system_ i

i to encrypt the financial account

information provided by the payer and transmit the encrypted financial account information to
the secure server, via the secure socket layer connection, without providing the financial account
information to the merchant server;

receive the financial account information provided by the payer via the secure

' connection;

store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security

standards;

an electronic data token, representing the financial
account information provided by the payer, to the merchant server without providing the

financial account information to the merchant server and without providing the data token to the

process the payment iransacti fanount using the

financial account information provided by the payer

payment to the payee.
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17. (Previously Presented): The secure server of claim 16, wherein the instructions
further cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the electronic data token and
specifies an amount of a second payment from the payer to the payee;

process the second payment using the financial account information represented by the
electronic data token; and

forward at least a portion of the second payment to the payee.

18. (Previously Presented): The secure server of claim 17, wherein the representation of

the electronic data token is the electronic data token.

19. - 21. (Cancelled)

22. (Previously Presented): The secure server of claim 19, wherein the at least one data
element associated with the payer is a customer identification number generated by the merchant

server to identify the payer.

23.-26. (Cancelled)

connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

28. (Previously Presented): The secure server of claim 16, wherein the financial account

information includes at least one of a credit card number or bank account number.
29. (Previously Presented): The secure server of claim 16, wherein the electronic data

token enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.
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-ar, wherein the merchant server

does not receive the financial account information represented by the electronic data token and
the secure server does not provide the electronic data token to the payer;

storing the electronic data token in association with the enrollment data identifying the
payer; and

processing a payment from the payer by e y-generating a payment transaction

TRV AT Vi
A3 P ULLITY A

instruction, ysi

electronic data token and instructs a payment processing system having access to the financial

account information represented by the electronic data token.

32. (Previously Presented): The method of claim 31, wherein the representation of the

electronic data token is the electronic data token.

33. (Previously Presented): The method of claim 31, wherein the electronic instruction is
generated using an application programming interface provided to the merchant server by the

secure server.

34. (Previously Presented): The method of claim 33, wherein the application

programming interface is implemented within a website hosted by the merchant server.

35. (Previously Presented): The method of claim 33, wherein the at least one data element

associated with the payer is a customer identifier generated by the merchant server to identify the

payer.

36. -37. (Cancelled)
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38. (Currently Amended): The method of claim 31, wherein the secure g

7

connection provides access to the secure server using a static or dynamic saivessat

resource locator (URL).

39. (Cancelled)

40. (Currently Amended): The method of claim 31, wherein the secure 3
connection is synchronous or asynchronous with a process, performed by the merchant server, to

receive enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enrollment data

identifying the payer is received from the payer over a network.

42. (Previously Presented): The method of claim 31, wherein the financial account

information includes at least one of a credit card number or bank account number.

43. (Previously Presented): The method of claim 31, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

44. (Previously Presented): The method of claim 31, wherein the secure server enables
the merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

45. (Previously Presented): The method of claim 31, wherein the payment processing

system is the secure server.
46. (Currently Amended): A merchant server, operated by or for the benefit of a payee,

comprising:

one or more computer processors; and
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47. (Cancelled)

from a payer to

48. (Currently Amended): A method of processing a payment }

a payee, the method being performed by one or more secure servers, the method comprising;

aof)
=
°
=
)
=
a

1, an application programming interface (API) that:
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TUIOTT VI

authenticates the payee;
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resource locator (URL), for
establishing a secure socket layer connection via the internet between the secure server and the
payer computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

an SRR YA S L SUPS S
B Y raonies acoyvan Ty & O
Al XL L3 CUUTOL AT VR A0 LT G

eses
[

computing system

B N T
TR RGOV,

URL, to render a financial account registration request

form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account information; and

SEPRE
N

instructions to the payer computing system,

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer connection, without providing the financial account
information to the merchant server;

receiving the financial account information provided by the payer via the secure socket
layer connection,;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security

standards;

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

12
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processing the payment {rang ent amount using the financial

account information provided by the payer:- and

forwarding at least a portion of the payment

49. (Previously Presented): The method of claim 48, wherein the URL is a redirect URL

that redirects the payer computing system to the secure server.

13
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment transaction from a payer

to a payee, the method being performed by one or more secure servers, the method comprising;:

providing, by the one or more secure servers :

:{, an application programming interface

(API) that:

provides financial account registration and token retrieval functions that can be
executed to process the payment transaction;

provides access to the financial account registration and token retrieval functions

to the merchant serverwewasitsg s R < < . N
receives, from the merchant server via the API, at least one data element
associated with the payer and a payment amount from the payer to the payee;
authenticates the payee; and
executes the financial account registration function, upon imtiation by the
merchant server, by:
generating a universal resource locator (URL), for establishing a secure
socket layer connection via the internet between the secure server and the payer computing
system, the URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establishing the secure socket layer connection, in response to an HTTP
request received from the merchant server for the generated URL, between the secure server and
the payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server,
outputting instructions to the payer computing system, in response to the
HTTP request for the generated URL, to render a financial account registration request form,
within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account information; and
1
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outputting instructions to the payer computing system, in response to the

HTTP request for the generated URL, to encrypt the financial account information provided by
the payer and transmit the encrypted financial account information to the secure server, via the
secure socket layer comiection, without providing the financial account information to the
merchant server;

receiving the financial account information provided by the payer via the secure socket
layer comuection,

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

executing a token retrieval function, upon initiation by the merchant server via the API,
by:

providing an electromc data token, representing the financial account information

provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

and

generating a payment transaction instruction to process the payment transaction

using ithie finatic

Commented [JRK2RT]: My concer is that, by this step
i the findncial dccount resisirtion is already complete: My
i read of paragraph [DO40] 18 that “The token is stored inthe
Cfrstcompiting system’™ and that *This [stotage by the: -

i merchant servor] completes the régistration of the payver?
mmented [JRIG]: Ts this sufficicnt to tie the token
‘retrieval function back to the financial acconnt registration:
“furiction: at the top7i(L'd argue " the financiat aceonnt
{infermation” ties it to the top; but T don’t see an issue making
Eeesplicitlikethis) o 0 e e

amount to the payee.

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

securc SCrver.
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment transaction from a payer

to a payee, the method being performed by one or more secure servers, the method comprising;:

providing, by the one or more secure servers aug i a

<y, an application

programming interface (API) that:

provides T sl token retrieval function: t

- commented [JRKT]: [0028] and 032]

executed to process the payment transaction;

provides access 10 & . commented [JRK2]: nioved down

retrieval function: to sthe merchant server prov1d1ng a webpage to a payer computing system

RS Commented {JRKS] Ifltslmportanttorecuethatm; :
. : A payment transaction nstouction” F
A\F{, at least one data element thmk 1t7d be miore accurate 1o resite thiat step firther dowi,

associated with the payer and sgs¢ XS from the
payer to the payee;

authenticates the payee; 2

- Commanted [JRKAJ: (e scciite server executes the
sefimiancial account repistration funciion’ (e 8. FIGS: 4a~4g)
upor initiation by the merchant servar (see ths requcsf* :

- . i plocessedatstep 576)
a universal resource locator (URL), for establishinga =
) : Commented [JRKS] Note that ﬂus step i pazt of the
secure socket layer connection via the internet between the secure server and the payer ﬁnani(la)l acconnt reglstrahon funcuon executed by the secure
iservers :

computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

o Commented [JRKG] Note thatthis stepis paﬂ of the
: financial account xeglshauon function exectited by the securc
fservers)

server and the payer computing system within a window or frame that is displayed within the Commented [JRK7]: If it's important fo yon, “hmkwe
S can specxfy in thls embodiment thatithe IITTP. request §{-3588
i Srecoived from™ (or even reguested:by: ) the: merchant
Server (see, o.g. the request processed at step 406)

webpage provided by the merchant server;

structions to the payer computing system,

1. to render a financial account registration request i‘commented [JRK9]: Note that this sicp'is patt of thié
i ﬁnanmal account reglstmtlon funcnon executad by: the secure
Berver(s) : : : S
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form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account information; and

| commented [JRK10]: Note that this stepiis partof the
. - financial account regismmon fungtion: axecutcd by thc secure
{11, to encrypt the financial account information Servers)

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer comuection, without providing the financial account

information to the merchant server;

| commented [JRK11]: below

scciving the finangial

ageount information provided by the paver via the secure socket layer comiection; Commented [JRK12]: The securs server ggne@tgg th;_

| URL and provides the form (above) and
storing the financial account information in a secure storage location and performlng each and processes the payiient (below) i response o’ anAPI
. . . . . . . i call from the merchant servier, But tho seciire server doesn’t
software process required to maintain compliance with one or more information security i receive the finangtal account informiation wrespoie fo:

: nythmg ather than the payer mputtm.g that mformalmn mto
standards; iheform

4 Commented JRK131: sécnré server(s) exe‘c‘{nes tite tok'eh
srettieval funcioni(see, gig: FIG: 41) upon nitiation by the:
Srierchant server (See; & ¢ The Teqiiest processed at siep 646)

providing an electromc data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

the payment e Comme_nted [IRK14]: Per clain 20; the paymeht.
‘iransaction: is generated by the secure sorver(s) upon:: i
‘initiation of the token remaval funcnon by thz merchant B
i sorverviaofthe APL: : ;

using the financial account

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure SCrver.
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment transaction from a payer
to a payee, the method being performed by one or more secure servers, the method comprising;:

providing, by the one or more secure servers, an application programming interface (API)
that:

provides s

executed to process the payment transaction;

provides access to s

retrieval function;

by the payerta-§s

£1, at least one data element

associated with the payer and s

i from the

payer to the payee;

authenticates the payee;

universal resource locator (URL), for establishinga

secure socket layer connection via the internet between the secure server and the payer

computing system, the URL comprising either:

a dynamic URL generated by the secure server for the payer and
the payee; or

a static URL and a hypertext transport protocol (HTTP) parameter

used by the secure server to identify the payer and the payee;

o3 the secure socket layer connection, i x¢

.. between the secure server and the payer computing

server,

dnstructions to the payer computing system, i
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form, within the window or frame that is displayed within the webpage provided by the merchant

server, that provides functionality for the payer to provide financial account information; and

ated URLL, to encrypt the financial account information

provided by the payer and transmit the encrypted financial account information to the secure
server, via the secure socket layer comuection, without providing the financial account

information to the merchant server;

ERENGHORE-ONE

ia the secure socket layer comection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security

standards;

providing an electromc data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

R

1 using the financial account information provided by the payer; and

forwarding at least a portion of the payment

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure sCrver.
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5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment from a payer

to a payee, the method being performed by one or more secure servers, the method comprising;:

yroviding, ..an application programming interface (API) .

‘ot servers comprising:the APEsnginie ™

& Commented [AM1] 00854 seeure server ot combmatmn '

a payment transaction instruction that includes at least one data

element associated with the payer and specifies the amount of the payment from the payer to the

payee;

authenticates the payee;

server generatssbthe instingtion; also S 0041

generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannc URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial

account information; and
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outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the

financial account information to the merchant server,

i, receiving the financial

account information provided by the payer via the secure socket layer connection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure server.
5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is

generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.

124452.00122/130191978v.3

', Commented [AM7]: Positive recitition corresponds (o
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i filea TD for fhe 9376279 inaddition 1o the 104 patent.

Ex.1002 / Page 142 of 710
M&A Ventures, LLC et al



Application No. 16/535,424 Docket No.: 124452.00122

16. (Proposed Amendment): A secure server that processes a payment from a payer to a
payee, the secure server comprising:
one or more processors; and
memory storing instructions that, when executed by the one or more processors, cause the
secure server to:
provide an application programming interface (API) configured to:

-

provide a-Adtaw

o fenke
W0 ISR ey

arovides
LAY DYOVIGES TR

merchant server providing a webpage to a payer computing system used by the payer:

payment transaction instruction at least one data element

associated with the payer and
the payee;
authenticate the payee;
generate a universal resource locator (URL) to establish a secure socket
layer connection via the internet between the secure server and the payer computing system, the
URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establish the secure socket layer connection between the secure server and
the payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
output instructions to the payer computing system to render a financial
account registration request form, within the window or frame that is displayed within the
webpage provided by the merchant server, that provides functionality for the payer to provide

financial account information; and
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output instructions to the payer computing system to encrypt the financial

account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,

receive the financial account information provided by the payer via the secure
connection;

store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security
standards;

provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer;

store the financial account information provided by the payer;

process the payment using the financial account information provided by the
payer, and

forward at least a portion of the payment to the payee.

19. (Cancelled): The secure server of claim 16, wherein the payment transaction
instruction is generated by the merchant server using the application programming interface

provided by the secure server.
20. (Cancelled): The secure server of claim 19, wherein the payment transaction

instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

48. (Proposed Amendment): A method of processing a payment from a payer to a payee,

the method being performed by one or more secure servers, the method comprising:
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providing an application programming interface (API) that:

provides as-ARbeudpeintit

34

server providing a webpage to a payer computing system used by the payer:-+

payment transaction instruction s cs at least one data element associated with

the payer and « the amount of the payment from the payer to the payee;
authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannc URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,
receiving the financial account information provided by the payer via the secure socket
layer connection;
storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;
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providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment § 1 from a payer
to a payee, the method being performed by one or more secure servers, the method comprising;:

providing an application programming interface (API) that:

payment transaction instruction that includes at least one data element associated with the payer

and specifies the amount of the payment from the payer to the payee;

authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannc URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial

account information provided by the payer and transmit the encrypted financial account
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information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;

receiving the financial account information provided by the payer via the secure socket
layer connection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electromc data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure SCrver.

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.

16. (Proposed Amendment): A secure server that processes a payment from a payer to a
payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the

secure Server to:
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provide an application programming interface (API) configured to:
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merchant server providing a webpage to a payer computing system used by the payer:

& payment transaction instruction i s-at least one data element

associated with the payer and : an amount of the payment from the payer to
the payee;
authenticate the payee;
generate a universal resource locator (URL) to establish a secure socket
layer connection via the internet between the secure server and the payer computing system, the
URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establish the secure socket layer connection between the secure server and
the payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
output instructions to the payer computing system to render a financial
account registration request form, within the window or frame that is displayed within the
webpage provided by the merchant server, that provides functionality for the payer to provide
financial account information; and
output instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,
receive the financial account information provided by the payer via the secure
connection;
store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security
standards;
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provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer;

store the financial account information provided by the payer;

process the payment using the financial account information provided by the
payer; and

forward at least a portion of the payment to the payee.

19. (Cancelled): The secure server of claim 16, wherein the payment transaction
instruction is generated by the merchant server using the application programming interface

provided by the secure server.

20. (Cancelled): The secure server of claim 19, wherein the payment transaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

48. (Proposed Amendment): A method of processing a payment from a payer to a payee,
the method being performed by one or more secure servers, the method comprising:

providing an application programming interface (API) that:

A i A e iy b R RN SR E A

provides &
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Ly fov a merchant

payment transaction instruction s

the payer and 3. the amount of the payment from the payer to the payee;

authenticates the payee;
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generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannic URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server,
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,
receiving the financial account information provided by the payer via the secure socket
layer connection,
storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;
providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electromic data token to the payer;
processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment from a payer to a payee,
the method being performed by one or more secure servers, the method comprising:

providing an application programming interface (API) that:

provides s

< at least one data element associated with the payer

;5 the amount of the payment from the payer to the payee;
authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannc URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial

account information provided by the payer and transmit the encrypted financial account
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information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;

receiving the financial account information provided by the payer via the secure socket
layer connection;

storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electromc data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure SCrver.

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.

16. (Proposed Amendment): A secure server that processes a payment from a payer to a
payee, the secure server comprising:

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the

secure Server to:
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provide an application programming interface (API) configured to:

Provide ssedises bevnbigmederes

at least one data element

associated with the payer and : ¢ an amount of the payment from the payer to

the payee;
authenticate the payee;
generate a universal resource locator (URL) to establish a secure socket
layer connection via the internet between the secure server and the payer computing system, the
URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establish the secure socket layer connection between the secure server and
the payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
output instructions to the payer computing system to render a financial
account registration request form, within the window or frame that is displayed within the
webpage provided by the merchant server, that provides functionality for the payer to provide
financial account information; and
output instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,
receive the financial account information provided by the payer via the secure
connection;
store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security
standards;
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provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer;

store the financial account information provided by the payer;

process the payment using the financial account information provided by the
payer; and

forward at least a portion of the payment to the payee.

19. (Cancelled): The secure server of claim 16, wherein the payment transaction
instruction is generated by the merchant server using the application programming interface

provided by the secure server.

20. (Cancelled): The secure server of claim 19, wherein the payment transaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

48. (Proposed Amendment): A method of processing a payment from a payer to a payee,
the method being performed by one or more secure servers, the method comprising:
providing an application programming interface (API) that:

e

provides s

{xxv a merchant

server providing a webpage to a payer computing system used by the payer:-

N

payment transaction instruction s at least one data element associated with

the payer and sty s the amount of the payment from the payer to the payee;

authenticates the payee;
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generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynannic URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server,
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server,
receiving the financial account information provided by the payer via the secure socket
layer connection,
storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;
providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electromic data token to the payer;
processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.
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Proposed Claim Amendments

1. (Proposed Amendment): A method of processing a payment from a payer to a payee,
the method being performed by one or more secure servers, the method comprising:

providing an application programming interface (API) that:

provides aw-Adt

or a merchant

server providing a webpage to a payer computing system used by the payer;-the

payment transaction instruction i s at least one data element associated with

the payer and s _the amount of the payment from the payer to the payee;

authenticates the payee;

generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:

a dynamic URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HTTP) parameter used by

the secure server to identify the payer and the payee;

establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;

outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and

outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;

receiving the financial account information provided by the payer via the secure socket

layer connection;
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storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;

providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

4. (Cancelled): The method of claim 1, wherein the payment transaction instruction is
generated by the merchant server using the application programming interface provided by the

secure server.

5. (Cancelled): The method of claim 4, wherein the payment transaction instruction is
generated using a token retrieval function of the application programming interface provided to

the merchant server by the secure server.

16. (Proposed Amendment): A secure server that processes a payment from a payer to a
payee, the secure server comprising;

one or more processors; and

memory storing instructions that, when executed by the one or more processors, cause the
secure server to:

provide an application programming interface (API) configured to:
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4 payment transaction instruction : s-at least one data element

associated with the payer and spest§ 3 .an amount of the payment from the payer to
the payee;
authenticate the payee;
generate a universal resource locator (URL) to establish a secure socket
layer connection via the internet between the secure server and the payer computing system, the
URL comprising either:
a dynamic URL generated by the secure server for the payer and
the payee; or
a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;
establish the secure socket layer connection between the secure server and
the payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
output instructions to the payer computing system to render a financial
account registration request form, within the window or frame that is displayed within the
webpage provided by the merchant server, that provides functionality for the payer to provide
financial account information; and
output instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;
receive the financial account information provided by the payer via the secure
connection;
store the financial account information in a secure storage location and perform
each software process required to maintain compliance with one or more information security
standards;
provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer;

store the financial account information provided by the payer;
3
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process the payment using the financial account information provided by the
payer; and

forward at least a portion of the payment to the payee.

19. (Cancelled): The secure server of claim 16, wherein the payment transaction
instruction is generated by the merchant server using the application programming interface

provided by the secure server.

20. (Cancelled): The secure server of claim 19, wherein the payment transaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

48. (Proposed Amendment): A method of processing a payment from a payer to a payee,
the method being performed by one or more secure servers, the method comprising;
providing an application programming interface (API) that:

W
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provides an-AfRtendpointthatrosstvoran-clostrontealiy-gonorated payment

or a merchant

server providing a webpage to a payer computing system used by the payer;-s

payment transaction instruction iw 5 at least one data element associated with

the payer and < . the amount of the payment from the payer to the payee;
authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynamic URL generated by the secure server for the payer and the

payee; or
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a static URL and a hypertext transport protocol (HTTP) parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket layer connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage
provided by the merchant server;
outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
outputs instructions to the payer computing system to encrypt the financial
account information provided by the payer and transmit the encrypted financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchant server;
receiving the financial account information provided by the payer via the secure socket
layer connection;
storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with one or more information security
standards;
providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;
processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Monday, January 9, 2023 4:23 PM

To: Aziz, Majeed

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 124452-00122 Proposed Claim Amendments(130191978.1).docx

3N This email has originated frai & sourss autside ot
links, or opening attachments.

Y. PLEASE CONSIDER THE SOURCE before responding, clicking on

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANKRORME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathanking@blankroms.com
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Tuesday, January 10, 2023 12:02 PM

To: King, Jonathan R.

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 16535424 - v2 ma.docx

Jonathan,

Please see my edits.

Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Monday, January 9, 2023 4:23 PM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

CAUTION: This email has originated i
links, or opening attachments.

3. PLEASE CONSIDER THE SOURCE before responding, clicking on

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANKRORE
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan.king@blankroms.com
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Tuesday, January 10, 2023 2:52 PM

To: Aziz, Majeed

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 124452-00122 Proposed Claim Amendments 2023-01-10(130191978.3).docx

TIQON: This email has originated fram & sourse sutsids af U
links, or opening attachments.

YO PLEASE CONSIDER THE SOURCE before responding, clicking on

A
LR

Majeed:

My edits/comments are attached. Please feel free to call me at the number below if you think that'd be helpful.
Jonathan

Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan king@blankromea.com

From Aziz, Majeed <Majeed Aziz@USPTO. GOV>

Sent: Tuesday, January 10, 2023 12:02 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Jonathan,

Please see my edits.

Majeed

From: King, Jonathan R. <jonat
Sent: Monday, January 9, 2023 4:23 PM
To: Aziz, Majeed <} ; N
Subject: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

N: This email has originated i::
links, or opening attachments.

"3 PLEASE CONSIDER THE SOURCE before responding, clicking on

AR
RN

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?
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Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan. king@blankrome.com

A 3 ok k% ok ok ok ok % ok ok %ok %k ok ok %k ok %k ok ok %k ok %k ok ok sk sk ko ok ok sk sk ok ok ok sk sk ok sk ok ok sk ok ko ok sk ok ko ok sk ok sk ok sk ok sk ok sk ok sk sk ok sk ok ok ok sk ok sk ook sk ok ke sk ok ki ok ook ok ok sk ok kok ok ok

% %k %k % ok

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ok s ok ok ok ok ok ok ko ok sk ok ok o ko sk sk ok ok ok ok ok o sk ok sk ok ok ok ok R ok ok ok sk o ko ok ko ok sk ok ok ok o sk ok R ok ok R ok ko koK ok ok kR Rk ok ok R kR ok Rk ok ok R ok k kok R R ok
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Aziz, Majeed

From: Aziz, Majeed

Sent: Tuesday, January 10, 2023 3:26 PM

To: King, Jonathan R.

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 16535424 - v4 ma.docx

My comments. I'll follow up with a call.

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Tuesday, January 10, 2023 2:52 PM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

THON: This email has originated fvam & souves st tsids of USHYO PLEASE CONSIDER THE SOURCE before responding, clicking on
Iinks, or opening attachments.

Majeed:
My edits/comments are attached. Please feel free to call me at the number below if you think that’d be helpful.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

T
BUSPTOLGOV>

From: Aziz, Majeed <Miajeed,
Sent: Tuesday, January 10, 2023 12 02 PM
To: King, Jonathan R. <igt M
Subject: RE: U.S. Appl. No. 16/535,424; AttyDocket No 124452-00122

Jonathan,

Please see my edits.

From: King, Jonathan R. <ig
Sent: Monday, January 9, 20234 23 PM
To: Aziz, Majeed <)iai
Subject: U.S. Appl. No. 16/535,424; AttyDocket No. 124452-00122

CAUTION: This email has originated frasy: & soivie sutsde af i
links, or opening attachments.

. PLEASE CONSIDER THE SOURCE before responding, clicking on

Examiner Aziz:
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Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANK
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

ok sk ok ok ok ok ok o ok ok ok ok Kk ok ok ok sk ok o ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok o ok ok ok ko Kok ok ok ok ok ok ok ok ok ok o ok ok ok sk ok R ok ok Rk ok ok R ok R Kok Rk ok ok R ok ok R ok R R ok

*kkok ok

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

3 ok e % ok ok ok % ok ok %ok % ok ok %ok %k ok ok %k ok %k ok ok sk ok ko ok sk sk ok sk ok sk 3k ok sk ok sk sk ok 3k ok 3k 3k ok gk ok gk ok sk ok sk ok ok sk ok sk ok ok e ok ok ke ook sk ok e ook sk ok ok 3k ok ook ok sk ok dkok ok ok
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Friday, January 13, 2023 11:08 AM

To: Aziz, Majeed

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 124452-00122 Proposed Claim Amendments 2023-01-13(130214962.1).docx

CAUTION: This email has originated {vam o sourse sutsids 9P USEYN. PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

Majeed:

Thank you again for taking so much time to move this application toward allowability. Attached are a few requested
changes. Can | tell the client that the attached claim 1 would be allowable? We have no issue filing a Terminal
Disclaimer referencing both granted patents.

If so, I'll get their feedback and prepare a full claim set with mirrored claim language.

Jonathan

Jonathan R. King | BLANKRONE
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathanking@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Thursday, January 12, 2023 8:39 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

Jonathan,

| think we are closer now. | made some small tweaks. Would need to see the full claim set with mirrored claim language
and we would need to file the two TDs discussed earlier. Let me know how you wish to proceed.

Best,

Majeed

From: King, Jonathan R. <ign
Sent: Thursday, January 12, 2023 4: 10 PM
To: Aziz, Majeed <)Maisad, 0.6
Subject: RE: U.S. Appl. No. 16/535, 424 AttyDocket No. 124452-00122

SAUTHONL This email has originated fr
lmks or opening attachments.

{: PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:
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Attached is a claim that | think includes the features you are looking for. Please let me know. | haven’t spoken
to the client technical team yet, but | think my proposed claim is technically accurate.

Jonathan

3

Jonathan R. King | BLANKROGH
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <\
Sent: Tuesday, January 10, 2023 3:26 PM

To: King, Jonathan R. <ig: s oom>

Subject: RE: U.S. Appl. No. 16/535, 424 Att'y Docket No. 124452-00122

an.ki

My comments. I'll follow up with a call.

From Klng,Jonathan R <ionati
Sent: Tuesday, January 10, 2023 2 52 PM

To: Aziz, Majeed <\ USPETO.GO>
Subject: RE: U.S. Appl No 16/535 424; Att'y Docket No. 124452-00122

3N: This email has originated
lmks or opening attachments.

3. PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:
My edits/comments are attached. Please feel free to call me at the number below if you think that’d be helpful.

Jonathan
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

From: Aziz, Majeed < Q.
Sent: Tuesday, January 10, 2023 12:02 PM
To: King, Jonathan R. <ig O
Subject: RE: U.S. Appl. No 16/535 424; AttyDocket No 124452-00122

Jonathan,
Please see my edits.

Majeed

From: King, Jonathan R. <
Sent: Monday, January 9, 2023 4:23 PM
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To: Aziz, Majeed <}iaj }
Subject: U.S. Appl. No. 16/535 424 AttyDocket No. 124452-00122

i: This email has originated {rom

i . PLEASE CONSIDER THE SOURCE before responding, clicking on
Imks or opening attachments.

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANK
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

ook ok ok ok ok ok ok ok ok Rk ok sk ok ok ko sk ok ok ok ik ok ok sk ok sk ok ok ok ok R ok R ok sk o ko ko koK sk ok ok ok o sk ok ok ok o ok ko R ok ok ok R kR Rk ok R kR ok R ok ok ok ok k ok R R ok

*kkok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K ok o oKk ok ok ok ok ok ok oK ok ook ok ok ook ok ok ok o ok K ok ok ok ok ok ok o ok ok ok ok ok ok Kok o ok ok sk ok ok ok Rk ok

*okok ok kK
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Aziz, Majeed

From: Aziz, Majeed

Sent: Friday, January 13,2023 11:42 AM

To: King, Jonathan R.

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

Jonathan, looks good. I'll await your approval along with a full claim set with appropriate updates, and the filing of the
TDs.

From: Klng, Jonathan R <Jonathan klng@blankrome com>

Sent: Friday, January 13, 2023 11:08 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

L

QN This email has originated iy
links, or opening attachments.

M LSBT, PLEASE CONSIDER THE SOURCE before respanding, clicking on

Majeed:

Thank you again for taking so much time to move this application toward allowability. Attached are a few requested
changes. Can I tell the client that the attached claim 1 would be allowable? We have no issue filing a Terminal
Disclaimer referencing both granted patents.

If so, I'll get their feedback and prepare a full claim set with mirrored claim language.

Jonathan

Jonathan R. King | BLAN A
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ipnathan king@blankrome.com

From: Aziz, Majeed <}
Sent: Thursday, January 12, 2023 8: 39 PM

To: King, Jonathan R. <ignathan.kis ant
Subject: RE: U.S. Appl. No. 16/535 424; AttyDocket No. 124452-00122

IMR.COD

Jonathan,

| think we are closer now. | made some small tweaks. Would need to see the full claim set with mirrored claim language
and we would need to file the two TDs discussed earlier. Let me know how you wish to proceed.

Best,

10
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From: King, Jonathan R. <ign Ns
Sent: Thursday, January 12, 2023 4:10 PM
To: Aziz, Majeed <} OV
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

{38 This email has originated framy s

2 3. PLEASE CONSIDER THE SOURCE before responding, clicking on
llnks or opening attachments.

Majeed:

Attached is a claim that | think includes the features you are looking for. Please let me know. | haven’t spoken
to the client technical team yet, but | think my proposed claim is technically accurate.

Jonathan
Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

From: Aziz, Majeed <\
Sent: Tuesday, January 10, 2023 3 26 PM
To: King, Jonathan R. <ignatha QM.

Subject: RE: U.S. Appl. No 16/535 424; AttyDocket No. 124452-00122

My comments. I'll follow up with a call.

From Klng,Jonathan R <o
Sent: Tuesday, January 10, 2023 2:52 PM
To: Aziz, Majeed <Majgsd, S
Subject: RE: U.S. Appl. No 16/535 424; Att'y Docket No. 124452-00122

SETQLGO>

SR
NaaRi

{3 This email has originated fvav a sauises guisisls of UASTGL PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

Majeed:
My edits/comments are attached. Please feel free to call me at the number below if you think that’d be helpful.

Jonathan

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan king@blankrome.com

From: Aziz, Majeed< Viale AV
Sent: Tuesday, January 10, 2023 12 02 PM

11
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To: King, Jonathan R. <js 3
Subject: RE: U.S. Appl. No. 16/535, 424 AttyDocket No 124452-00122

Jonathan,
Please see my edits.

Majeed

From: King, Jonathan R. <jgnai
Sent: Monday, January 9, 2023 4:23 PM
To: Aziz, Majeed < N
Subject: U.S. Appl. No. 16/535 424 AttyDocket No. 124452-00122

g coam>

{1 This email has originated §

i . PLEASE CONSIDER THE SOURCE before responding, clicking on
lmks or opening attachments.

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jgnathan.king@blankrome.com

A 3 ok k% ok ok ok ok %k ok ok %ok %k ok ok %k ok %k ok ok %k ok %k ok ok sk sk sk ok ok sk sk ok ok ok ok sk ok sk ok ok sk ok ko ok koK koK ok ko sk ko ko sk ok sk ok sk sk ok sk ok sk sk ok sk ok ke sk ok sk ko sk ok ok ok ok sk ok ok ok ok %k ok kok ok ok

& % ok %k % ok

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ok s ok ok ok ok ok o ok ok sk ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok sk ok ok ok ok R ok ok ok sk o ok ok ko koK sk ok ok ok o ok ok ok ok R ok sk ko koK sk ok kR Rk ok sk R kR ok Rk ok ok R ok ok R ok R R ok

*kkok kK
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Aziz, Majeed

From: Aziz, Majeed

Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R.

Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

Majeed

Majoed Al

Primary Examiner Al 3685

United States Patent & Trademark Office
{571} 2705046 | {571} 373-5722 {fax}
Maiced. Aziziuspio.gov

13
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 19, 2023 10:11 AM

To: Aziz, Majeed

Subject: RE: 16535424

This email has originated fram 8 sourss ou
Ilnks, or opening attachments.

{3. PLEASE CONSIDER THE SOURCE before responding, clicking on

TN

Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Thursday, January 19, 2023 8:53 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

Majeed

Frimary Examiner ALJ 3695

United States Patent & Trademark Office
(571} 270G 5046 | {571} 273-5722 ifax}
Majeed Azizf@@usplo.goy

ook ok ok ok ok ok ok ok ok ok ok ok Kk ok ok ok ok ok o ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok o ok ok ok ok ok Kok ok ok ok ok ok ok ok ok ok o ok ok ok ok ok R ok ok ok ok ok ok R ok ok R ok ok ok R ok ok ok R R ok
*kkok kK
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ok s ok ok kK ok ok ok ok ok ok ok Kk ok sk ok ok ok Kk ok ok ok sk ok sk ok ok ok ok R ok ok sk o Kk Kk ok ok sk ok ok ok ok ok sk ok ok ok o ok ok ok sk ok sk ok oKk ok ok ok ok kR Kok R ok ok ok ok ok ok ok R R ok
*kkok ok
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Aziz, Majeed

From: Aziz, Majeed

Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R.

Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 19, 2023 10:11 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

QN This email has originated fram 3 sau
links, or opening attachments.

af USETL. PLEASE CONSIDER THE SOURCE before respanding, clicking on

L

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.

Jonathan
Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan.king@blankroms.com

From: Aziz, Majeed <
Sent: Thursday, January 19, 2023 8 53 AM
To: King, Jonathan R. <ignathan.kis -
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.

Best,

Pramary anm:ner AL 3685

United States Patent & Trademark Office
(5712705046 | (571} 273-5722 {fax}
Maised Azizfusplogov

16
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ok sk ok ok ok ok ok ok ok ok sk ok ok ko sk ok ok ok ok ok ok ok sk ok sk ok ok ok ok R ok R ok sk o ok o ko ok sk o ok ok ok o ok ok ok ok R ok ko sk ok ok R ok Rk ok ok R kR ok Rk ok kR ok ok ok R R ok
*kkok kK
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 19, 2023 10:54 AM

To: Aziz, Majeed

Subject: RE: 16535424

SN

THON: This email has originated it
links, or opening attachments.

‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

L

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Thursday, January 19, 2023 10:19 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <ig
Sent: Thursday, January 19 2023 10 11 AM
To: Aziz, Majeed <\ W
Subject: RE: 16535424

CAUWTON: This email has originated iv:
links, or opening attachments.

2f LSS PLEASE CONSIDER THE SOURCE before responding, clicking on

Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | BLANKRQO®E
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
ionathan.king@hblankroma.com

From: Aziz, Majeed <M g
Sent: Thursday, January 19, 2023 8:53 AM

18
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To: King, Jonathan R. <
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.

Best,

Primary Examiner AU 3635
United States Patent & Trademark Office
{371 270 5046 | {571} 273-5722 tfax}

Maieed. Aziz@uspto.gov

ok sk ok ok ok ok ok ok o Rk ok sk ok ok o ko sk ok sk ok ok ko ok ok sk ok sk ok ok ok ok R ok R ok sk o ok ok ko ok sk ok ok ok ok sk ok ok R ok ok o ok ko R ok ok ok R kR Rk ok R ok ok ok R ok ok ok ok k ok R R ok

*kkok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

e skok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ok ok ok ok o ok sk ok ok ok ok ok ok ok ok ok oKk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok koK ok o ok ok ok ok ok ok ok ok R ok kok ok ok ok Rk ok
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Aziz, Majeed

From: Aziz, Majeed

Sent: Thursday, January 19, 2023 12:38 PM
To: King, Jonathan R.

Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 19, 2023 10:54 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

L

QN This email has originated fraim 3 saures autsids of USETG. PLEASE CONSIDER THE SOURCE before respaonding, clicking on
links, or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From AZIZ Majeed<\ OV
Sent: Thursday, January 19 2023 10 19 AM
To: King, Jonathan R. <igna
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jun: LK CrOMS
Sent: Thursday, January 19 2023 10:11 AM

To: Aziz, Majeed <\aises 1\
Subject: RE: 16535424

SN

(3N This email has originated i+
links, or opening attachments.

SSET0 PLEASE CONSIDER THE SOURCE before responding, clicking on

L

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.

Jonathan
20
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Jonathan R. King | & it
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan.king@blankrome. com

From AZIZ Majeed <\
Sent: Thursday, January 19, 2023 8 53 AM
To: King, Jonathan R. <is
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

Pramary E,(ammer AU 3695

United States Patent & Trademark Office
(8713270 5046 | {B71) 273-5722 tfax)
Maieced. Aziz@uspto.gov

ko ok ok ok ok ok ok ok ok sk ok ok ok ok ok sk ok ok ok ok ok ok ok ok sk ok ok ok s ok oK sk ok ok oK ok ok ok sk ok s ok oK ok o ok oK sk ok oK ok ok sk ok sk ok ok sk ok ok ok sk ok ok ok ok sk ok ok ok ok ok ok ok kok oKk ok ok ok ok ok ok R ok Kk

& %k %k %k

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Thursday, January 26, 2023 8:20 PM
To: King, Jonathan R.

Subject: RE: 16535424

Jonathan, any update?

Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 19, 2023 10:54 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

\: This email has originated o
links, or opening attachments.

T WSRT(L PLEASE CONSIDER THE SOURCE befare responding, clicking on

L

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

LANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan.king@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Thursday, January 19, 2023 10:19 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <ig
Sent: Thursday, January 19, 2023 10:11 AM
To: Aziz, Majeed <)\ 1\
Subject: RE: 16535424

CAUTION: This email has originated {raye s sourse siside of USETQ. PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t

suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.
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Jonathan

Jonathan R. King | BLANKRONME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan. king@blankrome.com

From: Aziz, Majeed <}\iaj
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <{nnathe

Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.
Best,

Majeed

G

United State< Patent & Trademark Gffice
(871} 270 5046 | {B71) 273-8722 tfax)
Maijeed Aziz@uspto.gov

A ok k% ok ok ok ok %k ok ok %ok %k ok ok %k ok %k ok ok %k ok %k %k ok sk sk ko ok sk sk ok sk ok ok sk ok sk ok ok sk ok ko ok sk ok ok ke koo ok sk ok ok sk ok sk ok ok ok sk sk ok ok ok sk sk ok ok ok ke ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ko ok kok
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is

prohibited and may be unlawful.

ok sk o ok ok ok ok ok ok ok ok sk ok ok ok ko sk ok o ok ok ok ok o ok ok sk ok ok ok ok ok ok ok ok ok o ok ok ko koK ok ok ok ok o ok ok ok ok R kR ok ko koK ok R Kk Rk ok ok R ok R ok R Rk ok R ok ok ok R R ok
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Monday, January 30, 2023 10:34 AM

To: Aziz, Majeed

Subject: RE: 16535424

SN

THON: This email has originated it
links, or opening attachments.

‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

L

Majeed:

The client has yet to schedule a call to discuss our proposal. |just followed up.
Jonathan

Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Thursday, January 19, 2023 12:38 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From Klng,Jonathan R <ionathay nlrome.com
Sent: Thursday, January 19 2023 10 54 AM

To: Aziz, Majeed <\ £
Subject: RE: 16535424

CAUTION: This email has originated fray @ ot

L 1) PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
innathan.king@hblankrome.com

From: Aziz, Majeed <M
Sent: Thursday, January 19, 2023 10:19 AM
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To: King, Jonathan R. <
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jon:
Sent: Thursday, January 19 2023 10 11 AM
To: Aziz, Majeed <)Miajead 3 GOV>
Subject: RE: 16535424

: This email has originated {rom &
Imks or opening attachments.

. PLEASE CONSIDER THE SOURCE before responding, clicking on

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.
Jonathan

AR

Jonathan R. King | BLANKR

One Logan Square | 130 N 18th St | Philadelphia, PA 19103

(215) 569-5432 | jenathanking@blankrome.com

From: Aziz, Majeed <§
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <jonaths
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

Majeed

7
5

\ R
\:\T\\: \\\\\ R

Pramary Examiner Al 3685

United States Patent & Trademark Gffice
{871} 2705048 | (871} 273-5722 {fax)
Maieed Aziz@® usnio.gov
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*okok ok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Wednesday, February 1, 2023 10:52 AM
To: King, Jonathan R.

Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? |am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

Majeed

From Klng, Jonathan R. <Jonathan klng@blankrome com>
Sent: Monday, January 30, 2023 10:34 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

CAUTION: This email has originated ¢ i LISPTY PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Majeed:
The client has yet to schedule a call to discuss our proposal. | just followed up.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankroma.com

From AZIZ Majeed <
Sent: Thursday, January 19, 2023 12: 38 PM
To: King, Jonathan R. <ignathanki far
Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From: King, Jonathan R <onad
Sent: Thursday, January 19 2023 10:54 AM
To: Aziz, Majeed <iiais 0y
Subject: RE: 16535424
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X This email has originated 1o '3 PLEASE CONSIDER THE SOURCE before responding; clicking on

lmks or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathanking@blankrome.com

From AZIZ Majeed <Majus

Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R. <ig <
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <;
Sent: Thursday, January 19, 2023 10 11 AM
To: Aziz, Majeed <)iaiss ISPY

Subject: RE: 16535424

CALY '{3. PLEASE CONSIDER THE SOURCE before responding, clicking on

N: This email has originated ftam & souros oulsile of
links, or opening attachments.

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.

Jonathan

SLAN

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan. king@tblankrome.com

From: Aziz, Majeed
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <jgna
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.

Best,
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United States Patent & Trademark Office
(8571} 270 5046 | {571} 273-5722 {fax}
pMaieed Aziz@uspto.gov

e ok 3k % ok ok ok % ok ok %ok % ok ok %ok % ok ok %k ok %k ok ok 3k sk sk sk ok sk sk ok sk ok sk 3k ok sk ok sk sk ok ok 3k 3k ok sk ok gk 3k ok sk ok sk ok sk ok sk ok sk ok sk ok e sk ok sk ok ke ook sk ok e ook sk ok ke 3k ok ook ok sk ok kok ok ok

% % ok %k % ok

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Wednesday, February 1, 2023 2:24 PM

To: Aziz, Majeed

Subject: RE: 16535424

SN

THON: This email has originated it
links, or opening attachments.

‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

L

Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.

Jonathan

LANKRD
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Wednesday, February 1, 2023 10:52 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

From: King, Jonathan R. <
Sent: Monday, January 30 2023 10 34 AM
To: Aziz, Majeed <\
Subject: RE: 16535424

N This email has originated fray 2 a0t 2. PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Majeed:

The client has yet to schedule a call to discuss our proposal. | just followed up.
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Jonathan

Jonathan R. King | BLANKRONME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan. king@blankrome.com

From: Aziz, Majeed <}\iaj
Sent: Thursday, January 19, 2023 12:38 PM
To: King, Jonathan R. <{nnathe

Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From King, Jonathan R. <ionath
Sent: Thursday, January 19, 2023 10 54 AM
To: Aziz, Majeed <Maigad, !
Subject: RE: 16535424

{: This email has originated

{ . PLEASE CONSIDER THE SOURCE before responding, clicking on
Imks or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan Xing@blankrome.com

From: Aziz, Majeed
Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R. <jonat
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <}
Sent: Thursday, January 19, 2023 10:11 AM

To: Aziz, Majeed <\iajged. Az TO.LG0V>
Subject: RE: 16535424

N: This email has originated from a sguiss ou
links, or opening attachments.

. PLEASE CONSIDER THE SOURCE before responding, clicking on

&

Hi Majeed:
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Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | BLANKR

One Logan Square | 130 N 18th St | Philadelphia, PA 19103

(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <}
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

United States Patent & Trademark Office
{371} 270 5046 | {371} 273-5722 {fax)
Maieed Aziz@usplo.gov

e ok e 3 ok ok ok % ok k3 ok % ok ok %ok % ok ok 3k ok 3k ok ok gk ok ke ko sk 3k ok sk ok sk 3k ok sk ok 3k 3k ok gk 3k 3k ok koK gk ok sk ok sk ok sk ko sk ok sk ok ok e sk ok ok e ook ok e 3k ok ok ke 3k ok ook ok sk ok ok ok ok ok

EETT T T

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is

prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Wednesday, February 1, 2023 2:32 PM
To: King, Jonathan R.

Subject: RE: 16535424

Thanks, I'll be awaiting your next update.

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Wednesday, February 1, 2023 2:24 PM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

QN This email has originated fram 3 sau
links, or opening attachments.

af USETL. PLEASE CONSIDER THE SOURCE before respanding, clicking on

L

Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.

Jonathan
Jonathan R. King | BLANKRGME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan.king@blankroms.com

From AZIZ Majeed< \
Sent: Wednesday, February 1, 2023 10:52 AM

To: King, Jonathan R. <ignathan.kis

Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

Majeed

From: King, Jonathan R. <ia
Sent: Monday, January 30, 2023 10: 34 AM
To: Aziz, Majeed <\ Azizi Q.G
Subject: RE: 16535424
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X This email has originated 1o '3 PLEASE CONSIDER THE SOURCE before responding; clicking on

lmks or opening attachments.

Majeed:
The client has yet to schedule a call to discuss our proposal. | just followed up.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

From A2|z Majeed <N 3 G
Sent: Thursday, January 19, 2023 12 38 PM
To: King, Jonathan R. <ignathan.k

Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From: King, Jonathan R. <jgnatha
Sent: Thursday, January 19, 2023 10 54 AM
To: Aziz, Majeed <Maigys 3

Subject: RE: 16535424

: This email has originated frowm a sgures outssle o S¥{. PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

From Aziz, Majeed <} V>

Sent: Thursday, January 19, 2023 10 19 AM

To: King, Jonathan R. <jgnatl
Subject: RE: 16535424

NEL8Mm>

Can you get me a response by Monday?

From King, Jonathan R. <
Sent: Thursday, January 19, 2023 10 11 AM
To: Aziz, Majeed <Miajsed Y

Subject: RE: 16535424
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i: This email -has originated from
lmks or opening attachments.

i PLEASE CONSIDER THE SOURCE before responding, clicking on

Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | BLANK
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan.king@blankrome.com

From: Aziz, Majeed <} LGN
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <ig
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.
Best,

Majeed

RO
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Primary F,(armn@r Al 3685

United States Patent & Trademark Gifice
(871} 2705048 | (371} 273-5722 {fax)
Maieed. Aziz®uspto.gov

ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok K ok o oKk oK ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ko ok ok ok ok o ok ok ok ok ok ok ok ok o ok kok sk ok ok ok Rk ok

*okokok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Thursday, February 2, 2023 4:42 PM

To: Aziz, Majeed

Subject: RE: 16535424

Attachments: 124452-00122 Full Claim Set 2023-02-02(130485464.1).docx

N: This email has originated from 5 sourss ou (). PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Majeed:

| spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note
that:
e The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: “generating a payment
transaction instruction, using the token retrieval function of the AP, .
e The onIy differences between mdependent claims 48 and 1 are as foIIows

establishing the secure socket laver cannection, in response tovan BHTTP

wfor the generated URL, between the secure server anc

| reguest recerved

P

P the paver compUng ST

| will file a terminal disclaimer tomorrow.

| am available if you wish to discuss.
Jonathan

Jonathan R. King | & {ROBME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan.king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Wednesday, February 1, 2023 2:32 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

Thanks, I'll be awaiting your next update.

From: King, Jonathan R. <;
Sent: Wednesday, February 1, 2023 2 24 PM
To: Aziz, Majeed <Majgad Aziz @ USSP

Subject: RE: 16535424

LAl N: This email has originated from & soug '3 PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

36

Ex.1002 / Page 197 of 710
M&A Ventures, LLC et al



Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.

Jonathan

Jonathan R. King | BLANKR

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed !
Sent: Wednesday, February 1, 2023 10:52 AM
To: King, Jonathan R. <j: han.d ko
Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

Majeed

From: King, Jonathan R. <jonatt
Sent: Monday, January 30, 2023 10:34 AM
To: Aziz, Majeed <Maisad W
Subject: RE: 16535424

(3. PLEASE CONSIDER THE SOURCE before responding, clicking on

LAl &: This email has originated fyor & s
links, or opening attachments.

Majeed:
The client has yet to schedule a call to discuss our proposal. | just followed up.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
athan king@blankrome.com

From: Aziz, Majeed
Sent: Thursday, January 19, 2023 12:38 PM
To: King, Jonathan R. <jonat
Subject: RE: 16535424

MNEL/M>
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OK, can you please then give me an update by next Monday?

From: King, Jonathan R. <}
Sent: Thursday, January 19, 2023 10:54 AM

To: Aziz, Majeed <} :
Subject: RE: 16535424

23N This email has originated fya . PLEASE CONSIDER THE SOURCE before responding, clicking on

Imks or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan king@blankrome.com

From: Aziz, Majeed <\
Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R. <ig:
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jgnatha
Sent: Thursday, January 19, 2023 10 11 AM
To: Aziz, Majeed <Maigys o}

Subject: RE: 16535424

& N: This email has originated frowm a saures ou Y{3. PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.

Jonathan

Jonathan R. King ANKRGAME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan king@blankrome.com

I
0

From: Aziz, Majeed <}
Sent: Thursday, January 19, 2023 8:53 AM
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To: King, Jonathan R. <
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.

Best,

Primary Examiner AU 3635
United States Patent & Trademark Office
{371 270 5046 | {571} 273-5722 tfax}

Maieed. Aziz@uspto.gov

ok sk ok ok ok ok ok ok o Rk ok sk ok ok o ko sk ok sk ok ok ko ok ok sk ok sk ok ok ok ok R ok R ok sk o ok ok ko ok sk ok ok ok ok sk ok ok R ok ok o ok ko R ok ok ok R kR Rk ok R ok ok ok R ok ok ok ok k ok R R ok

*kkok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

e skok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ok ok ok ok o ok sk ok ok ok ok ok ok ok ok ok oKk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok ok ok koK ok o ok ok ok ok ok ok ok ok R ok kok ok ok ok Rk ok

*kokok ok
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Friday, February 3, 2023 10:43 AM

To: Aziz, Majeed

Subject: RE: 16535424

(. PLEASE CONSIDER THE SOURCE before responding, clicking on

N: This email has originated from & sourss outsids ofd
links, or opening attachments.

Hi Majeed:

| got your message. I'll take a look and call you soon, maybe 15 minutes.
Jonathan

Jonathan R. King | BLANKROMYE

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan.king@blankroms.com

From: King, Jonathan R.

Sent: Thursday, February 2, 2023 4:42 PM
To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>
Subject: RE: 16535424

Majeed:

| spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note
that:
e The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: “generating a payment
transaction instruction, using the token retrieval function of the API,
e The onIy differences between independent claims 48 and 1 are as foIIows

5

eatablishing the secure sockel layer connechion, in response toan HTTP

shssswaedfor the generated UKL, between the secure server ane

*eques’t received &

; ,hL DAVEE COMPUTING SUSIE-Y

| will file a terminal disclaimer tomorrow.

| am available if you wish to discuss.
Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan king@blankrome.com

40

Ex.1002 / Page 201 of 710
M&A Ventures, LLC et al



From: Aziz, Majeed <}\ia Y
Sent: Wednesday, February 1 2023 2 32 PM
To: King, Jonathan R. <j At
Subject: RE: 16535424

Thanks, I'll be awaiting your next update.

From: King, Jonathan R. <}
Sent: Wednesday, February 1 2023 2 24 PM
To: Aziz, Majeed < 3
Subject: RE: 16535424

CAUYHAN This email has originated fram &
links, or opening attachments.

3. PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.

Jonathan

AR

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From AZIZ Majeed <iia \
Sent: Wednesday, February 1, 2023 10 52 AM

To: King, Jonathan R. <ig ML
Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

From: King, Jonathan R. <
Sent: Monday, January 30, 2023 10:34 AM
To: Aziz, Majeed <Majesd

Subject: RE: 16535424

CALTION: This email has originated ftov a s
links, or opening attachmients.

'{}. PLEASE CONSIDER THE SOURCE before responding, clicking on
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Majeed:
The client has yet to schedule a call to discuss our proposal. |just followed up.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From AZIZ Majeed <iia .
Sent: Thursday, January 19 2023 12: 38 PM
To: King, Jonathan R. <ig
Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From Klng, Jonathan R. <ions
Sent: Thursday, January 19, 2023 10 54 AM
To: Aziz, Majeed < { DL W
Subject: RE: 16535424

. PLEASE CONSIDER THE SOURCE before responding, clicking on

: This email has originated #
I|nks or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | BLANKROAME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ignathanXing@blankrome.com

From: Aziz, Majeed <Malesd SOV
Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R. <ignat y
Subject: RE: 16535424

Can you get me a response by Monday?

From: Klng,Jonathan R <jpratha @blankroma o>
Sent: Thursday, January 19, 2023 10: 11 AM

To: Aziz, Majeed <Maiged

Subject: RE: 16535424

L M\ This email has originated fvam a s '. PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.
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Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | BLANKR
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.

Best,

United States Patent & Trademark Gifice
{571} 270 5046 | {571) 273-5722 {fax)
Maijeed Aziz@usplo.gov

ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok oKk ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok sk ok ok ok o ok ok ok ok ok ok ok ok R ok kok sk ok ok ok Rk ok

*kokok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

A 3 ok k% ok ok ok ok %k ok ok %ok %k ok ok %k ok %k ok ok %k ok %k k ok ko ko ok sk sk ok sk ok ok sk ok sk ok ok sk ok ok ko koK sk ok ok ok ok ok ko sk ok ok sk ok ok sk sk ko sk ok sk ko sk ok sk sk ok sk ok ke ok ok ok ok ok sk ok ok ok sk ok ko ok kok

& % Kk %k % ok
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Aziz, Majeed

From: Aziz, Majeed

Sent: Friday, February 3, 2023 10:47 AM
To: King, Jonathan R.

Subject: RE: 16535424

Hi Jonathan,
I’'m in a meeting from 11-1130a, but should be free then until 1.

Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Friday, February 3, 2023 10:43 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424

UALTIGN: This email has ariginated from 3 sauvas outaide of USSYG. PLEASE CONSIDER THE SOURCE befare respanding, clicking on

links, or opening attachments.

Hi Majeed:
| got your message. I'll take a look and call you soon, maybe 15 minutes.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jornathan.king@blankroms.com

From: King, Jonathan R.

Sent: Thursday, February 2, 2023 4:42 PM
To: Aziz, Majeed <\ { g K
Subject: RE: 16535424

T Ny

Majeed:

| spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note
that:
e The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: “generating a payment
transaction instruction,_using the token retrieval function of the API, ...”
e The only differences between independent claims 48 and 1 are as follows:

44

Ex.1002 / Page 205 of 710
M&A Ventures, LLC et al



&

establishing the secure socket faver connectson, uf responge toan BT TP

sefor the generated URL. between the securs server and

| will file a terminal disclaimer tomorrow.

| am available if you wish to discuss.
Jonathan

Jonathan R. King | &

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan.king@blankrome. com

From: Aziz, Majeed <}\iajs GOV>
Sent: Wednesday, February 1, 2023 2 32 PM

To: King, Jonathan R. <jg N ank
Subject: RE: 16535424

£.00m>

Thanks, I'll be awaiting your next update.

From: King, Jonathan R. <jgna!

Sent: Wednesday, February 1 2023 2: 24 PM
To: Aziz, Majeed <) 2
Subject: RE: 16535424

3N This email has originated fronys i PLEASE CONSIDER THE SOURCE before responding, clicking on

Imks or opening attachments.

Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathanking@blankrome.com

From AZIZ Majeed < \
Sent: Wednesday, February 1, 2023 10:52 AM
To: King, Jonathan R. < m
Subject: RE: 16535424

Hi Jonathan,
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How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

Majeed

From: Klng,Jonathan R. <ionat
Sent: Monday, January 30, 2023 10 34 AM
To: Aziz, Majeed <Majead Aul Y
Subject: RE: 16535424

: This email has originated { . PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Majeed:
The client has yet to schedule a call to discuss our proposal. | just followed up.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jgnathanking@blankrome.com

From: Aziz, Majeed <\
Sent: Thursday, January 19, 2023 12 38 PM
To: King, Jonathan R. <jonatt
Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From: King, Jonathan R. <
Sent: Thursday, January 19, 2023 10 54 AM
To: Aziz, Majeed <Majesy. & ;
Subject: RE: 16535424

'{3. PLEASE CONSIDER THE SOURCE before responding, clicking on

N: This email has originated from @ saures outainle of
links, or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

Jonathan R. King | SLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jgnathan king@blankrome.com
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From: Aziz, Majeed <)\
Sent: Thursday, January 19,2023 10:19 AM
To: King, Jonathan R. <jgnathan in
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jgna
Sent: Thursday, January 19, 2023 10 11 AM
To: Aziz, Majeed <} GOV
Subject: RE: 16535424

3N This email has originated v
llnks or opening attachments.

3. PLEASE CONSIDER THE SOURCE before responding, clicking on

Hi Majeed:

Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our
response.

Jonathan

Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <)\ial A GOV
Sent: Thursday, January 19, 2023 8:53 AM

To: King, Jonathan R. <ig Han.d
Subject: 16535424

Jonathan,
Any update here? | will need to move on the case shortly.

Best,

Wa :l\ §\\\~ \\\\ N

Primary Examiner Al 3695

United States Patent & Trademark Office
{371} 270 5046 | {371} 273-5722 {fax}

Mualeed Aziz@usnlo. oy
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*kkok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

A 3 ok % ok ok ok ok % ok ok %ok %k ok ok %ok % ok ok %k ok %k ok ok sk sk sk ok ok sk sk ok sk ok sk 3k ok sk ok sk sk ok ok sk 3k ko ko sk ok ke ok sk ok ok sk sk ok koo ko s ko ok ke ki sk ok ke sk ok sk ok ke ook ok ook ok sk ok kok ok ok

% % ok %k % ok

48

Ex.1002 / Page 209 of 710
M&A Ventures, LLC et al



Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Friday, February 3,2023 11:11 AM

To: Aziz, Majeed

Subject: RE: 16535424

SN

THON: This email has originated it
links, or opening attachments.

‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

L

Okay. Give me a call when you are free.

(A Friday meeting at the Patent Office? That place has changed since | was an examiner.)

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Friday, February 3, 2023 10:47 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424

Hi Jonathan,

I'm in a meeting from 11-1130a, but should be free then until 1.

From: King, Jonathan R. <ig 0L
Sent: Friday, February 3, 2023 10: 43 AM
To: Aziz, Majeed <\
Subject: RE: 16535424

CAUTION: This email has originated ivs . PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Hi Majeed:

| got your message. I'll take a look and call you soon, maybe 15 minutes.
Jonathan

Jonathan R. King | BLANKRORME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com
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From: King, Jonathan R.

Sent: Thursday, February 2, 2023 4:42 PM

To: Aziz, Majeed <) N
Subject: RE: 16535424

Majeed:

| spoke to my client and they have authorized me to amend claim 1 as we discussed. Attached is a full claim set. Note
that:
e The merchant-side claims (31 and 46) recite the feature of claims 4-5 you identified: “generating a payment
transaction instruction, using the token retrieval function of the API, ...”
e The only differences between independent claims 48 and 1 are as follows:

establishins the secure socket layer connection, 1n tésponse tean HT TP

for the generated URL, between the secure server anc

. request recerved:

the pAVEr COMIPUTIG STaiefitay

| will file a terminal disclaimer tomorrow.

| am available if you wish to discuss.
Jonathan

Jonathan R. King | SLAN
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jgnathan.king@blankrome.com

From Aziz, Majeed <
Sent: Wednesday, February 1, 2023 2:32 PM
To: King, Jonathan R. <jgns s
Subject: RE: 16535424

Thanks, I'll be awaiting your next update.

From: King, Jonathan R. <

To: A2|z Majeed <M\ajeed.
Subject: RE: 16535424

X

IN: This email has originated from 3 saures ou of USRYG. PLEASE CONSIDER THE SOURCE before respanding, clicking on

links, or opening attachments.

Majeed:

| apologize on behalf of my client for their delay. We a call scheduled for tomorrow afternoon and | imagine they will be
interested in advancing prosecution.
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Jonathan

01 AN

Jonathan R. King | BLANKR
One Logan Square | 130N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan king@blankrome. com

From AZIZ Majeed< \
Sent: Wednesday, February 1, 2023 10 52 AM
To: King, Jonathan R. <{anathan.k

Subject: RE: 16535424

Hi Jonathan,

How much longer do you anticipate is needed for your client to get in touch with you? | am trying to work with you, but
if your client is not interested in advancing compact prosecution, | will have to respond with a final rejection.

Best,

From: King, Jonathan R. <;
Sent: Monday, January 30, 2023 10 34 AM
To: Aziz, Majeed <Majsad B N
Subject: RE: 16535424

: This email has originated

3 . PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

Majeed:
The client has yet to schedule a call to discuss our proposal. | just followed up.
Jonathan

LANY

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ignathan king@blankrome.com

From: Aziz, Majeed GQV
Sent: Thursday, January 19, 2023 12 38 PM
To: King, Jonathan R. <ignat Y
Subject: RE: 16535424

OK, can you please then give me an update by next Monday?

From: King, Jonathan R. <}
Sent: Thursday, January 19, 2023 10:54 AM
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To: Aziz, Majeed <)iai
Subject: RE: 16535424

N1 This email has originated 1 . PLEASE CONSIDER THE SOURCE before responding, clicking on

Imks or opening attachments.

My apologies, but we will not be able to respond by Monday. We still have to discuss the claims you and | put together
and then | have to prepare a full claim set with mirrored claim language.

i

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan.king@blankrome.com

From: Aziz, Majeed <\
Sent: Thursday, January 19, 2023 10:19 AM
To: King, Jonathan R. <ig
Subject: RE: 16535424

Can you get me a response by Monday?

From: King, Jonathan R. <jgnatha
Sent: Thursday, January 19, 2023 10 11 AM
To: Aziz, Majeed <Maigys 3

Subject: RE: 16535424

: This email has originated frowm a sgures outssle o S¥{. PLEASE CONSIDER THE SOURCE before responding, clicking on
links, or opening attachments.

Hi Majeed:
Thank you for following up. | sent our proposed claim to the client and we made plans to discuss, but they haven’t
suggested a time yet. (I think they are busy developing a new feature.) I'll reach out to you as soon as we have our

response.

Jonathan

Jonathan R. King | & N
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan king@blankrome.com

From: Aziz, Majeed <}
Sent: Thursday, January 19, 2023 8:53 AM
To: King, Jonathan R. <jgnat Xix
Subject: 16535424

Jonathan,

Any update here? | will need to move on the case shortly.
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Primary Examiner AU 3695

United States Patent & Trademark Office
{571) 270 5046 | {571 273-5722 tfax)
Maieed AzizE@ usplo.gov

ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ook ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok oKk ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok ok o ok ok sk ok ok ok o ok ok ok ok ok ok ok ok o ok kok sk ok ok ok Rk ok

*okokok kK

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.

ke ok ok ok ok ok ok ok ok ok sk ok ok ok ok ok ok ok ok ok ok ok ok ok ok sk ok ok ok ok oK sk ok ok oK ok koK ok ok s ok ok ok o ok oK sk ok K ok ok sk ok sk ok ok ok s ok ok ok sk ok oK ok ok ok sk ok ok ok ok ok ok ok kok oKk ok ok ok ok ok ok R ok Kk
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Aziz, Majeed

From: Aziz, Majeed

Sent: Friday, February 3, 2023 12:03 PM
To: King, Jonathan R.

Subject: 16535424 - v8 ma

Attachments: 16535424 - v8 ma.docx

FYI —for you to incorporate into your next iteration. Thanks.

Majeed
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Friday, February 3, 2023 2:22 PM

To: Aziz, Majeed

Subject: RE: 16535424 - v8 ma

Attachments: 124452-00122 Full Claim Set 2023-02-03(130485464.2).docx

3N This email has originated frai & sourss autside ot
links, or opening attachments.

Y. PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:
Per your feedback, | prepared the attached claims. Please let me know your thoughts.

Jonathan

Jonathan R. King | 3LAN AR
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Friday, February 3, 2023 12:03 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: 16535424 - v8 ma

FYI —for you to incorporate into your next iteration. Thanks.

Majeed

ok s ok ok ok ok ok ok o ok ok sk ok ok Kk ok sk ok sk ok ko ok ok sk ok sk ok ok ok ok koK R ok sk o Kok Kk ok ok sk oKk ok ok sk ok ok ok o ok ok ok sk ok sk o Kk ok ok R kR ok Rk ok ok ok ok ok R Rk

* Kok ok K

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Saturday, February 4, 2023 3:39 PM
To: King, Jonathan R.

Subject: 16535424 - v10 ma

Attachments: 16535424 - v10 ma.docx

Hi Jonathan,

| want to perform one more review, but can you please provide me a black and white version (no tracked changes)

against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

Primary Examiner AU 3695

United States Palent & Trademark Cffice
(5713705046 | (571} 2735722 {fax}
Maijced Aziz@uspio.gov

56

Ex.1002 / Page 217 of 710
M&A Ventures, LLC et al



Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Monday, February 6, 2023 1:26 PM

To: Aziz, Majeed

Subject: 16535424 Full Claim Set without Tracked Changes
Attachments: 124452-00122 Full Claim Set 2023-02-06(130485464.3).docx

N: This email has originated from & sourss ou
links, or opening attachments.

(. PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend
the claims as we’ve discussed, but | highly doubt they will have any issue.

Can | ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under
section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server:
e authenticates the payee (merchant);
e stores the sensitive financial account information in a secure storage location;
e performs each software process required to maintain compliance with an “information security standard” (e.g.,
the PCI standard, etc.); and
e provides API functions to the merchant server that:

o generate the URL for establishing the SSL connection between the secure server and the payer
computing system;

o establish the SSL connection (in response to an HTTP request for the URL);

o output the financial account registration request form, to the payer computing system via the SSL
connection, that:

® encrypts the financial account information; and
® transmits the encrypted financial account information;

o provide a non-sensitive electronic data token (representing the sensitive financial account information)
to the merchant server (without providing the sensitive financial account information to the merchant
server or providing the non-sensitive electronic data token to the payer); and

o process the payment by

= generating and transmitting an electronic request requesting the payment amount;
= obtaining the payment amount; and
= forwarding at least a portion of the payment amount.

The only differences between claims 1 and 48 are:

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration
request form within a window or frame of a webpage provided by the merchant server whereas, in the
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc.

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink
(pointing to the URL generated by the secure server as recited in the claims).

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those
embodiments? Except for claim 1 reciting the formation of a “hybrid webpage” like in DDR, all of the other arguments
presented in the last Amendment are equally applicable to both embodiments — the actual processing of the payment is
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a technical process, use of the secure server solves technical problems for the merchant, the combined system
eliminates redundant computer processing steps, etc.

| can’t thank you enough for taking the time to advance prosecution of claims 1-47 and | look forward to discussing
claims 48-50.

Yours sincerely,
Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Saturday, February 4, 2023 3:39 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: 16535424 - v10 ma

Hi Jonathan,

| want to perform one more review, but can you please provide me a black and white version (no tracked changes)
against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

Pr:mary Exammer Al 3695

United States Patent & Trademark Gffice
{371} 2705046 | {571} 273-5722 tfax}
Maieed Aziz@®usplo.gov

ok s ok ok ok ok ok ok o ok ok sk ok ok ok ok ok sk ok o ok ok ok ok ok sk ok sk ok ok ok ok ok ok ok ok sk o ok o ok ko ok sk ok ok ok o ok R ok R ok ok R ok ko R ok ok ok R ok Rk ok sk R kR ok Rk ok ok R ok kR ok R R ok
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Wednesday, February 8, 2023 10:34 AM

To: Aziz, Majeed

Subject: RE: 16535424 Full Claim Set without Tracked Changes

CAUWTIQON: This email has originated iv: ‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

links, or opening attachments.

Hi Majeed:

Thanks again for all the work you’ve done to advance prosecution. Just following up because I’'m curious to hear your
thoughts regarding claims 48-50 before | reach out to my client to get authorization to amend the claims as we’ve
discussed. No rush, though.

Jonathan
Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

From: King, Jonathan R.

Sent: Monday, February 6, 2023 1:26 PM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: 16535424 Full Claim Set without Tracked Changes

Majeed:

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend
the claims as we’ve discussed, but | highly doubt they will have any issue.

Can | ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under
section 101? (| left them in the attached document for now.) In both claims 1 and 48, the secure server:
e authenticates the payee (merchant);
e stores the sensitive financial account information in a secure storage location;
e performs each software process required to maintain compliance with an “information security standard” (e.g.,
the PCI standard, etc.); and
e provides API functions to the merchant server that:
o generate the URL for establishing the SSL connection between the secure server and the payer
computing system;
o establish the SSL connection (in response to an HTTP request for the URL);
o output the financial account registration request form, to the payer computing system via the SSL
connection, that:
= encrypts the financial account information; and
= transmits the encrypted financial account information;
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o provide a non-sensitive electronic data token (representing the sensitive financial account information)
to the merchant server (without providing the sensitive financial account information to the merchant
server or providing the non-sensitive electronic data token to the payer); and

o process the payment by

= generating and transmitting an electronic request requesting the payment amount;
= obtaining the payment amount; and
= forwarding at least a portion of the payment amount.

The only differences between claims 1 and 48 are:

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration
request form within a window or frame of a webpage provided by the merchant server whereas, in the
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc.

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink
(pointing to the URL generated by the secure server as recited in the claims).

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those
embodiments? Except for claim 1 reciting the formation of a “hybrid webpage” like in DDR, all of the other arguments
presented in the last Amendment are equally applicable to both embodiments — the actual processing of the payment is
a technical process, use of the secure server solves technical problems for the merchant, the combined system
eliminates redundant computer processing steps, etc.

| can’t thank you enough for taking the time to advance prosecution of claims 1-47 and | look forward to discussing
claims 48-50.

Yours sincerely,
Jonathan

Jonathan R. King | BLANKR

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <\ V¥
Sent: Saturday, February 4, 2023 3:39 PM
To: King, Jonathan R. <ignathan.k
Subject: 16535424 - v10 ma

Hi Jonathan,

| want to perform one more review, but can you please provide me a black and white version (no tracked changes)
against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

United States Patent & Trademark Gffice
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(571} 270 5046 | {571} 273-5722 ifax}
Maijead Ariz@ usplo.gov

e ok 3 3 ok ok ok % ok ok 3ok % ok ok %ok 3 ok ok 3k ok 3k ok ok 3k sk ke sk ok sk sk ok sk ok sk 3k ok sk ok 3k sk ok gk ok 3k 3k ok koK ke ko sk ok sk ok sk ok sk ok sk ook ko e sk ok ok e ook ok e sk ok ok ok ke 3k ok ook ok sk ok ok ok ok ok

A % ok %k % ok

This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Wednesday, February 8, 2023 10:39 AM

To: King, Jonathan R.

Subject: RE: 16535424 Full Claim Set without Tracked Changes

Jonathan — sorry for the delay here. |think we are in agreement with regard to the claims as you submitted them last to
me. Once you get final approval, | can then work on the notice of allowability. Can you get that authorization today?

Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Wednesday, February 8, 2023 10:34 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424 Full Claim Set without Tracked Changes

N

QN This email has originated fram 3 sau
links, or opening attachments.

(3. PLEASE CONSIDER THE SOURCE before responding, clicking on

Hi Majeed:
Thanks again for all the work you’ve done to advance prosecution. Just following up because I'm curious to hear your
thoughts regarding claims 48-50 before | reach out to my client to get authorization to amend the claims as we've

discussed. No rush, though.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan.king@blankrome.com

From: King, Jonathan R.

Sent: Monday, February 6, 2023 1:26 PM
To: Aziz, Majeed <\ 0y
Subject: 16535424 Full Claim Set without Tracked Changes

Majeed:

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend
the claims as we’ve discussed, but | highly doubt they will have any issue.

Can | ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under
section 101? (I left them in the attached document for now.) In both claims 1 and 48, the secure server:

e authenticates the payee (merchant);

e stores the sensitive financial account information in a secure storage location;
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e performs each software process required to maintain compliance with an “information security standard” (e.g.,
the PCl standard, etc.); and
e provides API functions to the merchant server that:

o generate the URL for establishing the SSL connection between the secure server and the payer
computing system;

o establish the SSL connection (in response to an HTTP request for the URL);

o output the financial account registration request form, to the payer computing system via the SSL
connection, that:

= encrypts the financial account information; and
= transmits the encrypted financial account information;

o provide a non-sensitive electronic data token (representing the sensitive financial account information)
to the merchant server (without providing the sensitive financial account information to the merchant
server or providing the non-sensitive electronic data token to the payer); and

o process the payment by

= generating and transmitting an electronic request requesting the payment amount;
=  obtaining the payment amount; and
= forwarding at least a portion of the payment amount.

The only differences between claims 1 and 48 are:

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration
request form within a window or frame of a webpage provided by the merchant server whereas, in the
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc.

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink
(pointing to the URL generated by the secure server as recited in the claims).

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those
embodiments? Except for claim 1 reciting the formation of a “hybrid webpage” like in DDR, all of the other arguments
presented in the last Amendment are equally applicable to both embodiments — the actual processing of the payment is
a technical process, use of the secure server solves technical problems for the merchant, the combined system
eliminates redundant computer processing steps, etc.

| can’t thank you enough for taking the time to advance prosecution of claims 1-47 and | look forward to discussing
claims 48-50.

Yours sincerely,
Jonathan

A
N

Jonathan R. King | & d it
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan.king@blankrome.com

From: Aziz, Majeed <\
Sent: Saturday, February 4, 2023 3:39 PM
To: King, Jonathan R. <jgnaths
Subject: 16535424 - vi0 ma

ANKTAMA QN>

Hi Jonathan,
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| want to perform one more review, but can you please provide me a black and white version (no tracked changes)

against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

asd A

ary Ex
United States Patent & Trademark Gftice
{371) 270 5046 | {571} 273-5722 tfax}
Maiced Aziz@uspto.gov
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank

Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all

attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is

prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Wednesday, February 8, 2023 10:55 AM

To: Aziz, Majeed

Subject: RE: 16535424 Full Claim Set without Tracked Changes

SN

CAUWTIGN: This email has originated iv
links, or opening attachments.

‘0. PLEASE CONSIDER THE SOURCE before responding; clicking on

Majeed:

Thank you so much. I’'m not sure if my client will respond today, but | will let them know that you are hoping they will.
Jonathan

Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Wednesday, February 8, 2023 10:39 AM

To: King, Jonathan R. <jonathan.king@blankrome.com>
Subject: RE: 16535424 Full Claim Set without Tracked Changes

Jonathan — sorry for the delay here. | think we are in agreement with regard to the claims as you submitted them last to
me. Once you get final approval, | can then work on the notice of allowability. Can you get that authorization today?

From: King, Jonathan R. <ig R TOME.CHMm
Sent: Wednesday, February 8, 2023 10 34 AM

To: Aziz, Majeed <\ \
Subject: RE: 16535424 Full Claim Set W|thout Tracked Changes

CAUTION: This email has originated ivs . PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

Hi Majeed:
Thanks again for all the work you’ve done to advance prosecution. Just following up because I’'m curious to hear your
thoughts regarding claims 48-50 before | reach out to my client to get authorization to amend the claims as we’ve

discussed. No rush, though.

Jonathan

Jonathan R. King | BLANKRY
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One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jpnathan king@blankrome.com

From: King, Jonathan R.
Sent: Monday, February6 2023 1: 26 PM

To: Aziz, Majeed <\

Subject: 16535424 Full Clalm Set W|thout Tracked Changes

Majeed:

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend
the claims as we’ve discussed, but | highly doubt they will have any issue.

Can | ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under
section 101? (| left them in the attached document for now.) In both claims 1 and 48, the secure server:
e authenticates the payee (merchant);
e stores the sensitive financial account information in a secure storage location;
e performs each software process required to maintain compliance with an “information security standard” (e.g.,
the PCl standard, etc.); and
e provides API functions to the merchant server that:

)

generate the URL for establishing the SSL connection between the secure server and the payer
computing system;
establish the SSL connection (in response to an HTTP request for the URL);
output the financial account registration request form, to the payer computing system via the SSL
connection, that:

= encrypts the financial account information; and

= transmits the encrypted financial account information;
provide a non-sensitive electronic data token (representing the sensitive financial account information)
to the merchant server (without providing the sensitive financial account information to the merchant
server or providing the non-sensitive electronic data token to the payer); and
process the payment by

= generating and transmitting an electronic request requesting the payment amount;

=  obtaining the payment amount; and

» forwarding at least a portion of the payment amount.

The only differences between claims 1 and 48 are:

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration
request form within a window or frame of a webpage provided by the merchant server whereas, in the
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc.

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink
(pointing to the URL generated by the secure server as recited in the claims).

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those
embodiments? Except for claim 1 reciting the formation of a “hybrid webpage” like in DDR, all of the other arguments
presented in the last Amendment are equally applicable to both embodiments — the actual processing of the payment is
a technical process, use of the secure server solves technical problems for the merchant, the combined system
eliminates redundant computer processing steps, etc.
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| can’t thank you enough for taking the time to advance prosecution of claims 1-47 and | look forward to discussing
claims 48-50.

Yours sincerely,
Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From AZIZ Majeed <\
Sent: Saturday, February 4, 2023 3 39 PM
To: King, Jonathan R. <is
Subject: 16535424 - v10 ma

Hi Jonathan,

| want to perform one more review, but can you please provide me a black and white version (no tracked changes)
against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

Pr:mary Exammer Al 3695

United Siates Patent & Trademark Office
{571) 270 5046 | {571} 273-5722 {fax)
Maieed Aziz@usplo.gov
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Wednesday, February 8, 2023 6:09 PM

To: Aziz, Majeed

Cc: Greenbaum, Michael

Subject: 16535424: Authorization for Examiner's Amendment
Attachments: 124452-00122 Claim Amendments 2023-02-08(130485464.4).docx

Laigde f LISRTOL PLEASE CONSIDER THE SOURCE before responding, clicking on

QN This email has originated iv
I|nks or opening attachments.

Majeed:
Our client has authorized an examiner’s amendment. Attached are the claim amendments we’ve discussed with one
formatting change (I revised claim 46 to use [[a]] instead of putting a strike-through through a single letter, which is

frowned upon under 37 CFR 1.121).

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | innathan.king@blankrome.com

From: King, Jonathan R.

Sent: Wednesday, February 8, 2023 10:55 AM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>

Subject: RE: 16535424 Full Claim Set without Tracked Changes
Majeed:

Thank you so much. I'm not sure if my client will respond today, but | will let them know that you are hoping they will.

Jonathan

AX
SINAN

Jonathan R. King | SLANKR{
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan Xing@blankromse.com

From: Aziz, Majeed <jd \
Sent: Wednesday, February 8, 2023 10: 39 AM

To: King, Jonathan R. <ja: and o
Subject: RE: 16535424 Full Claim Set without Tracked Changes

Jonathan — sorry for the delay here. | think we are in agreement with regard to the claims as you submitted them last to
me. Once you get final approval, | can then work on the notice of allowability. Can you get that authorization today?
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From: King, Jonathan R. <oy
Sent: Wednesday, February 8 2023 10:34 AM
To: Aziz, Majeed < -
Subject: RE: 16535424 Full Clalm Set W|thout Tracked Changes

. PLEASE CONSIDER THE SOURCE before responding, clicking on

N: This email has originated §
links, or opening attachments.

Hi Majeed:
Thanks again for all the work you’ve done to advance prosecution. Just following up because I’'m curious to hear your
thoughts regarding claims 48-50 before | reach out to my client to get authorization to amend the claims as we’ve

discussed. No rush, though.

Jonathan

Jonathan R. King | BLANKRO\AE
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathanking@blankrome.com

From: King, Jonathan R.

Sent: Monday, February 6, 2023 1: 26 PM
To: Aziz, Majeed < TR

Subject: 16535424 Full Claim Set W|thout Tracked Changes

A
R
Y

Majeed:

Attached is a full set of claims without tracked changes. I'll need to go back to my client and get authorization to amend
the claims as we’ve discussed, but I highly doubt they will have any issue.

Can | ask you to give me a call discuss why you believe claims 48-50 are not patent eligible subject matter under
section 101? (| left them in the attached document for now.) In both claims 1 and 48, the secure server:
e authenticates the payee (merchant);
e stores the sensitive financial account information in a secure storage location;
e performs each software process required to maintain compliance with an “information security standard” (e.g.,
the PCl standard, etc.); and
e provides API functions to the merchant server that:
o generate the URL for establishing the SSL connection between the secure server and the payer
computing system;
o establish the SSL connection (in response to an HTTP request for the URL);
o output the financial account registration request form, to the payer computing system via the SSL
connection, that:
= encrypts the financial account information; and
= transmits the encrypted financial account information;
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o provide a non-sensitive electronic data token (representing the sensitive financial account information)
to the merchant server (without providing the sensitive financial account information to the merchant
server or providing the non-sensitive electronic data token to the payer); and

o process the payment by

= generating and transmitting an electronic request requesting the payment amount;
= obtaining the payment amount; and
= forwarding at least a portion of the payment amount.

The only differences between claims 1 and 48 are:

1. Claim 1 recites that the secure server inserts the SSL connection and the financial account registration
request form within a window or frame of a webpage provided by the merchant server whereas, in the
embodiment of claim 48, the form may be displayed in a pop-up window, in a separate tab, etc.

2. Claim 1 recites that the HTTP request for the URL is received from the merchant server (e.g., using Javascript
or whatever) whereas, in the embodiment of claim 48, the payer may access the form by clicking a hyperlink
(pointing to the URL generated by the secure server as recited in the claims).

Given all of the features that are recited in claim 48, is there a meaningful difference under section 101 between those
embodiments? Except for claim 1 reciting the formation of a “hybrid webpage” like in DDR, all of the other arguments
presented in the last Amendment are equally applicable to both embodiments — the actual processing of the payment is
a technical process, use of the secure server solves technical problems for the merchant, the combined system
eliminates redundant computer processing steps, etc.

| can’t thank you enough for taking the time to advance prosecution of claims 1-47 and | look forward to discussing
claims 48-50.

Yours sincerely,
Jonathan

Jonathan R. King | BLANKR

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jenathan king@blankrome.com

From: Aziz, Majeed <\ V¥
Sent: Saturday, February 4, 2023 3:39 PM
To: King, Jonathan R. <ignathan.k
Subject: 16535424 - v10 ma

Hi Jonathan,

| want to perform one more review, but can you please provide me a black and white version (no tracked changes)
against the prior claim set in the wrapper? Please cancel Claims 48-50.

Best,

Majeed

United States Patent & Trademark Gffice
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(571} 270 5046 | {571} 273-5722 ifax}
Maijead Ariz@ usplo.gov
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>

Sent: Thursday, January 12, 2023 4:10 PM

To: Aziz, Majeed

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 124452-00122 Proposed Claim Amendments 2023-01-12(130191978.4).docx

3N: This email has originated frai & sourss autside ot
links, or opening attachments.

Y. PLEASE CONSIDER THE SOURCE before responding, clicking on

Majeed:

Attached is a claim that | think includes the features you are looking for. Please let me know. | haven’t spoken
to the client technical team yet, but | think my proposed claim is technically accurate.

Jonathan
Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ionathan king@blankroms.com

From: Aziz, Majeed <Majeed.Aziz@ USPTO.GOV>

Sent: Tuesday, January 10, 2023 3:26 PM

To: King, Jonathan R. <jonathan.king@blankrome.com>

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

My comments. I'll follow up with a call.

From: King, Jonathan R. <ign
Sent: Tuesday, January 10 2023 2:52 PM

To: Aziz, Majeed < { 3
Subject: RE: U.S. Appl. No. 16/535 424; Att'y Docket No. 124452-00122

i: This email has originated i«
links, or opening attachments.

. PLEASE CONSIDER THE SOURCE before responding, clicking on

&3 SN
N \\\\'

Majeed:
My edits/comments are attached. Please feel free to call me at the number below if you think that’d be helpful.
Jonathan

Jonathan R. King | BLANKROME

One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan king@blankrome.com
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From: Aziz, Majeed <}\ia SOV
Sent: Tuesday, January 10 2023 12 02 PM

To: King, Jonathan R. <j
Subject: RE: U.S. Appl. No. 16/535 424 AttyDocket No. 124452-00122

Jonathan,
Please see my edits.

Majeed

From: Klng,Jonathan R. <iona

Sent: Monday, January 9, 20234 23 PM
To: Aziz, Majeed < a8 SETOLEOV
Subject: U.S. Appl. No. 16/535, 424 AttyDocket No. 124452-00122

N: This email has originated &
links, or opening attachments.

- PLEASE CONSIDER THE SOURCE before responding, clicking on

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jgnathanking@blankrome.com
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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Aziz, Majeed

From: Aziz, Majeed

Sent: Thursday, January 12, 2023 8:39 PM

To: King, Jonathan R.

Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122
Attachments: 16535424 - v6 ma.docx

Jonathan,

| think we are closer now. | made some small tweaks. Would need to see the full claim set with mirrored claim language
and we would need to file the two TDs discussed earlier. Let me know how you wish to proceed.

Best,

Majeed

From: King, Jonathan R. <jonathan.king@blankrome.com>
Sent: Thursday, January 12, 2023 4:10 PM

To: Aziz, Majeed <Majeed.Aziz@USPTO.GOV>
Subject: RE: U.S. Appl. No. 16/535,424; Att'y Docket No. 124452-00122

This email has originated i+ 3. PLEASE CONSIDER THE SOURCE before responding, clicking on

llnks, or opening attachments.

TN

Majeed:

Attached is a claim that | think includes the features you are looking for. Please let me know. | haven’t spoken
to the client technical team yet, but | think my proposed claim is technically accurate.

Jonathan

Jonathan R. King | BLANKRORNE
One Logan Square | 130N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan.king@blankroms.com

From: Aziz, Majeed <M\ia
Sent: Tuesday, January 10, 2023 3:26 PM
To: King, Jonathan R. <ig an.

Subject: RE: U.S. Appl. No. 16/535 424, AttyDocket No. 124452-00122

My comments. I'll follow up with a call.

From: King, Jonathan R. <janathi
Sent: Tuesday, January 10, 2023 2:52 PM
To: Aziz, Majeed < e
Subject: RE: U.S. Appl. No. 16/535,424; AttyDocket No. 124452-00122
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SN This email has originated front @
links, or opening attachments.

'3 PLEASE CONSIDER THE SOURCE before responding; clicking on

Majeed:
My edits/comments are attached. Please feel free to call me at the number below if you think that’d be helpful.

Jonathan

Jonathan R. King | BLANKROME
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | ienathan.king@blankrome.com

From: Aziz, Majeed <\
Sent: Tuesday, January 10, 2023 12:02 PM
To: King, Jonathan R. <ig LS

Subject: RE: U.S. Appl. No. 16/535,424; AttyDocket No. 124452-00122

Jonathan,
Please see my edits.

Majeed

From: King, Jonathan R. <}
Sent: Monday, January 9, 2023 4:23 PM
To: Aziz, Majeed <Magjeed.& SSPTO.GOV>

Subject: U.S. Appl. No. 16/535, 424 Att'y Docket No. 124452-00122

N: This email has originated from a s¢ '{;. PLEASE CONSIDER THE SOURCE before responding, clicking on

links, or opening attachments.

STA
AR

Examiner Aziz:

Thank you for reaching out to me. | really appreciate your willingness to discuss ways that we can advance
prosecution.

Before | contact the client, can you look at the attached amendments to the server-side independent claims (1,
16, and 48) and let me know if you think those changes would overcome the stated 101 rejection?

Jonathan

Jonathan R. King | BLAN S
One Logan Square | 130 N 18th St | Philadelphia, PA 19103
(215) 569-5432 | jonathan.king@blankrome.com
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This message and any attachments may contain confidential or privileged information and are only for the use of the
intended recipient of this message. If you are not the intended recipient, please notify the Blank Rome LLP or Blank
Rome Government Relations LLC sender by return email, and delete or destroy this and all copies of this message and all
attachments. Any unauthorized disclosure, use, distribution, or reproduction of this message or any attachments is
prohibited and may be unlawful.
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PE2E SEARCH - Search History (Prior Art)

Ref #

Hits

[Search Query

DBs

Default
Operator

Plurals

British
Equivalents

Time Stamp

L1

L2

L3

L4

LS

4

101

175

((("AUTOSCRIBE")
near3
("CORPORATION")).A
S,AANM.

(("POLLIN") near3
("Robert")) OR
("DOWNEY") near3
("Brian")) OR
(("FLEMING") near3
("Sean"))).INV.

(("POLLIN") near3
("Robert")) OR
("DOWNEY") near3
("Brian")) OR
(("FLEMING") near3
("Sean"))).INV.

3 AND 4

(USPAT)

(US-PGPUB; USPAT;
USOCR; EPO; JPO;
DERWENT)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
Nz, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT:
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/09/23
03:23 PM

2022/09/23
03:23 PM

2022/09/23
03:23 PM

2022/09/23
03:23 PM

2022/09/23
03:23 PM

02/10/2023 03:04:29 PM
Workspace: 16535424

Page 1 of 18
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L6 8132

L7 220

L8 130

L9 71

(enroll* register®)
near10 (merchant
vendor retailer) near3
(comput* server)

(enroll* register®)
near10 (merchant
vendor retailer) near3
(comput* server) AND
(payer AND payee)

(enroll* register®)
near10 (merchant
vendor retailer) near3
(comput* server) AND
token AND (payer AND

payee)

(enroll* register®)
near10 (merchant
vendor retailer) near3

NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
Cz, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, S, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

2022/09/23
05:37 PM

2022/09/23
05:37 PM

2022/09/23
05:38 PM

2022/09/23
05:38 PM

02/10/2023 03:04:29 PM
Workspace: 16535424

Page 2 of 18
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(comput* server) AND |CA, CH, CN, CS, CU,

token AND (payer AND |CZ, DD, DE, DK, EA,

payee) AND stor* near5 |EE, EP, ES, FI, FR, GB,

token HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L10 8 (enroll* register®) (US-PGPUB; USPAT; |OR ON ON 2022/09/23
near10 (merchant USOCR; FIT (AU, AP, 05:40 PM
vendor retailer) near3 AT, BE, BG, BR, BY,

(comput* server) AND |CA, CH, CN, CS, CU,

token AND (payer AND |CZ, DD, DE, DK, EA,

payee) AND stor* near5 |EE, EP, ES, FI, FR, GB,

token AND HR, HU, ID, IE, IL, IS,

@ad<"20120605" IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L11 98 (enroll* register®) (US-PGPUB; USPAT; |OR ON ON 2022/09/23
near10 (merchant USOCR; FIT (AU, AP, 05:41 PM
vendor retailer) near3 AT, BE, BG, BR, BY,

(comput* server) AND |CA, CH, CN, CS, CU,

token AND stor* near5 |(CZ, DD, DE, DK, EA,

token AND EE, EP, ES, FI, FR, GB,

@ad<"20120605" HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L12 22 (payer customer (US-PGPUB; USPAT; |OR ON ON 2022/09/23
consumer payor) USOCR; FIT (AU, AP, 05:42 PM
near10 (enroll* AT, BE, BG, BR, BY,
register*) near10 CA, CH, CN, CS, CU,

(merchant vendor CZ, DD, DE, DK, EA,
retailer) near3 (comput* |EE, EP, ES, FI, FR, GB,
server) AND token AND (HR, HU, ID, IE, IL, IS,
stor* near5 token AND |IT, JP, KR, LT, LU, LV,
@ad<"20120605" MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
02/10/2023 03:04:290 PM Page 3 of 18
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TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L13 129 (payer customer (US-PGPUB; USPAT; |OR ON ON 2022/09/23
consumer payor) USOCR; FIT (AU, AP, 05:57 PM
near10 (enroll* AT, BE, BG, BR, BY,
register*) near10 CA, CH, CN, CS, CU,

(merchant vendor CZ, DD, DE, DK, EA,

retailer) AND (token EE, EP, ES, FI, FR, GB,

near3 (server vault)) HR, HU, ID, IE, IL, IS,

AND @ad<"20120605" |IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L14 122 (payer customer (US-PGPUB; USPAT; |OR ON ON 2022/09/23
consumer payor) USOCR; FIT (AU, AP, 05:57 PM
near10 (enroll* AT, BE, BG, BR, BY,
register*) near10 CA, CH, CN, CS, CU,

(merchant vendor CZ, DD, DE, DK, EA,

retailer) AND (token EE, EP, ES, FI, FR, GB,

near3 (server vault)) HR, HU, ID, IE, IL, IS,

AND @ad<"20120605" |IT, JP, KR, LT, LU, LV,

AND secure MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L15 66 (payer customer (US-PGPUB; USPAT; |OR ON ON 2022/09/23
consumer payor) USOCR; FIT (AU, AP, 05:57 PM
near10 (enroll* AT, BE, BG, BR, BY,
register*) near10 CA, CH, CN, CS, CU,

(merchant vendor CZ, DD, DE, DK, EA,
retailer) AND (token EE, EP, ES, FI, FR, GB,
near3 (server vault)) HR, HU, ID, IE, IL, IS,
AND @ad<"20120605" |IT, JP, KR, LT, LU, LV,
AND secure near10 MA, OA, RU, SU, WO,
server MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L16 56 14 NOT 15 (US-PGPUB; USPAT; |OR ON ON 2022/09/23
USOCR; FIT (AU, AP, 05:59 PM
AT, BE, BG, BR, BY,
CA, CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
02/10/2023 03:04:29 PM Page 4 of 18
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EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L17 38 14 NOT 15 (US-PGPUB; USPAT) [(OR ON ON 2022/09/23
06:02 PM

L18 167 (payer customer (US-PGPUB; USPAT; [OR ON ON 2022/09/23
consumer payor) USOCR; FIT (AP, AT, 06:08 PM
near10 (token near3 AU, BE, BG, BR, BY,

(server vault)) AND CA, CH, CN, CS, CU,

@ad<"20120605" AND (CZ, DD, DE, DK, EA,

secure near10 server EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L19 82 (payer customer (US-PGPUB; USPAT) [(OR ON ON 2022/09/23
consumer payor) 06:08 PM
near10 (token near3
(server vault)) AND
@ad<"20120605" AND
secure near10 server

L20 18 (payer customer (US-PGPUB; USPAT) [(OR ON ON 2022/09/23
consumer payor) 06:09 PM
near10 (token near3
(server vault)) AND
@ad<"20120605" AND
secure near10 server
AND (G06Q20/10 OR
G06Q10/107 OR
G06Q20/102 OR
G06Q20/12 OR
G06Q20/305 OR
G06Q20/40 OR
G06Q20/4014 OR
G06Q10/00).cpc.

L21 1 "20100235286".pn. (US-PGPUB; USPAT) [(OR ON ON 2022/09/23

06:13 PM

L22 3 ((US-20120136796-A1 | (US-PGPUB) OR ON ON 2022/09/23
OR US-20110161233- 06:27 PM
A1 OR US-
20100235286-A1).did.

AND PGPB.dbnm.)
02/10/2023 03:04:29 PM Page 5 of 18
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L23

45

(Artificial Intelligence)
Similar to:

16/535,424 with 0 CPC
Selections and 0 Text
Selections

Text:
(US-20080147544-A1
OR US-20080147565-
A1 OR WO-
2004021130-A9 OR
US-7280981-B2 OR
EP-1546956-A2 OR
US-5677955-A OR CA-
2217593-A1 OR WO-
9631965-A1 OR EP-
0819345-A1 OR EP-
0819345-A4 OR US-
7711645-B2 OR US-
8010453-B2 OR WO-
2004021130-A2 OR JP-
2010507151-A OR EP-
1647952-A2 OR US-
20140279310-A1 OR
JP-2002543541-A OR
WO-2014152574-A1
OR US-7711621-B2 OR
US-20080103985-A1
OR US-20040044621-
A1 OR US-7571141-B2
OR US-20150006382-
A1 OR JP-2003525478-
A OR WO-03091959-
A1 OR JP-H11503541-
A OR CN-114819927-A
OR US-8768840-B2 OR
US-7941373-B1 OR
US-20110106706-A1
OR US-7117171-B1 OR
CA-2848299-A1 OR
US-20140304149-A1
OR US-20110178923-
A1 OR US-
20150193746-A1 OR
US-8626652-B2 OR
US-20070203833-A1
OR US-20140201079-
A1 OR US-
20120330839-A1 OR
US-20020169713-A1
OR US-20140310167-
A1 OR US-7941368-B2
OR CN-1351738-A OR
US-20150332272-A1
OR US-20120185316-
A1 OR WO-03001866-
A1 OR US-
20130117183-A1 OR
US-8121945-B2 OR

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO))

OR

ON

ON

2022/09/23
06:37 PM

02/10/2023 03:04:29 PM
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L24 3

L25 1

L26 1

L27 1

L28 1

US-8639623-B2 OR
US-8452703-B2).did.

("20120259782"
"20120030066").PN.

((US-20110161233-
A1).did. AND
PGPB.dbnm.)

25 AND processor
SAME customer

25 AND token SAME
processor SAME
merchant

25 AND (token vault)
near10 customer

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, 8I, 8K, SU, TH,
TN, TR, TW, UA, VN,
WO))

(US-PGPUB)

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, 8K, SU, TH,
TN, TR, TW, UA, VN,
WO))

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, 8I, 8K, SU, TH,
TN, TR, TW, UA, VN,
WO))

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/09/24
02:41 PM

2022/09/27
03:54 PM

2022/09/27
03:54 PM

2022/09/27
04:52 PM

2022/09/27
04:58 PM

02/10/2023 03:04:29 PM
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L29

L30

L31

L32

L33

L34

L35

31

10

308

34

6

(payer customer
consumer payor) near3
device SAME internet
near10 (payment
transaction secure)
near3 server AND
(token near3 (server
vault)) AND
@ad<"20120605" AND
(G06Q20/10 OR
G06Q10/107 OR
G06Q20/102 OR
G06Q20/12 OR
G06Q20/305 OR
G06Q20/40 OR
G06Q20/4014 OR
G06Q10/00).cpc.

(payer customer
consumer payor) near3
device SAME internet
near10 (payment
transaction secure)
near3 server AND
(token near3 (server
vault)) AND
@ad<"20120605"

(payer customer
consumer payor) near3
device SAME internet
near10 server AND
(token near3 (server
vault)) AND
@ad<"20120605"

(payer customer
consumer payor) near3
device SAME internet
near10 server AND
(token near3 (server
vault)) AND
@ad<"20120605" AND
secure near10 server

payee near10 payment
SAME amount AND
@ad<"20120605" AND
secure near10 server

payee near10 payment
SAME amount AND
@ad<"20120605" AND
secure near10 server
near10 internet

payer near10 payee

NO, NZ, OA, PH, PL,
PT,RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO))

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/09/27
06:06 PM

2022/09/27
06:06 PM

2022/09/27
06:07 PM

2022/09/27
06:08 PM

2022/09/27
10:07 PM

2022/09/27
10:08 PM

2022/09/27

02/10/2023 03:04:29 PM
Workspace: 16535424
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L36

45

near10 payment SAME
amount AND
@ad<"20120605" AND
secure near10 server
near10 internet

(Artificial Intelligence)
Similar to:

16/535,424 with 0 CPC
Selections and 0 Text
Selections

Text:
(US-20080147544-A1
OR US-20080147565-
A1 OR WO-
2004021130-A9 OR
US-7280981-B2 OR
EP-1546956-A2 OR
US-5677955-A OR CA-
2217593-A1 OR WO-
9631965-A1 OR EP-
0819345-A1 OR EP-
0819345-A4 OR US-
7711645-B2 OR US-
8010453-B2 OR WO-
2004021130-A2 OR JP-
2010507151-A OR EP-
1647952-A2 OR US-
20140279310-A1 OR
JP-2002543541-A OR
WO-2014152574-A1
OR US-7711621-B2 OR
US-20080103985-A1
OR US-20040044621-
A1 OR US-7571141-B2
OR US-20150006382-
A1 OR JP-2003525478-
A OR WO-03091959-
A1 OR JP-H11503541-
A OR CN-114819927-A
OR US-8768840-B2 OR
US-7941373-B1 OR
US-20110106706-A1
OR US-7117171-B1 OR
CA-2848299-A1 OR
US-20140304149-A1
OR US-20110178923-
A1 OR US-
20150193746-A1 OR
US-8626652-B2 OR
US-20070203833-A1
OR US-20140201079-
A1 OR US-
20120330839-A1 OR
US-20020169713-A1
OR US-20140310167-
A1 OR US-7941368-B2
OR CN-1351738-A OR

(US-PGPUB; USPAT;
USOCR; FIT (AP, AT,
AU, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, 8I, 8K, SU, TH,
TN, TR, TW, UA, VN,
WO))

OR

ON

ON

10:10 PM

2022/09/28
06:01 PM

02/10/2023 03:04:29 PM
Workspace: 16535424
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US-20150332272-A1
OR US-20120185316-
A1 OR WO-03001866-
A1 OR US-
20130117183-A1 OR
US-8121945-B2 OR
US-8639623-B2 OR
US-8452703-B2).did.
L37 490 ("2012/0136796" | (US-PGPUB; USPAT; [OR ON ON 2022/09/28
"2012/0030066" | USOCR) 06:02 PM
"2011/0161233" |
"2010/0235286" |
"2004/0148252" |
"2012/0259782").urpn.
AND (PGPB | USPT |
USOC).dbnm.
L38 94 37 AND (US-PGPUB; USPAT; [OR ON ON 2022/09/28
@ad<"20120605" USOCR) 06:02 PM
L39 18 37 AND (US-PGPUB; USPAT; [OR ON ON 2022/09/28
@ad<"20120605" AND |USOCR) 06:02 PM
(merchant vendor
retailer) near3 server
L40 11 37 AND (US-PGPUB; USPAT; [OR ON ON 2022/09/28
@ad<"20120605" AND |USOCR) 06:03 PM
(merchant vendor
retailer) near3 server
AND token*
L41 9 37 AND (US-PGPUB; USPAT; [OR ON ON 2022/09/28
@ad<"20120605" AND [USOCR) 06:03 PM
(merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor)
L42 6 37 AND (US-PGPUB; USPAT; [OR ON ON 2022/09/28
@ad<"20120605" AND [USOCR) 06:04 PM
(merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor) AND
(consumer customer)
near3 (computer
device)
L43 51 (merchant vendor (US-PGPUB; USPAT; [OR ON ON 2022/09/28
retailer) near3 server USOCR; FIT (AP, AT, 06:11 PM
AND token* AND AU, BE, BG, BR, BY,
payment near3 (server |CA, CH, CN, CS, CU,
processor) AND CZ, DD, DE, DK, EA,
(consumer customer) EE, EP, ES, FI, FR, GB,
near3 (computer HR, HU, ID, IE, IL, IS,
device) AND secure IT,JP, KR, LT, LU, LV,
near3 server AND PCI [MA, MC, MD, MY, NL,
AND @ad<"20120605" |NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
02/10/2023 03:04:29 PM Page 10 of 18
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TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L44 5 (merchant vendor (US-PGPUB; USPAT; |OR ON ON 2022/09/28
retailer) near3 server USOCR; FIT (AP, AT, 06:12 PM
AND token* AND AU, BE, BG, BR, BY,
payment near3 (server |CA, CH, CN, CS, CU,
processor) AND CZ, DD, DE, DK, EA,

(consumer customer) EE, EP, ES, FI, FR, GB,

near3 (computer HR, HU, ID, IE, IL, IS,

device) AND secure IT, JP, KR, LT, LU, LV,

near3 server AND PCI [MA, MC, MD, MY, NL,

SAME merchant AND |NO, NZ, OA, PH, PL,

@ad<"20120605" PT, RO, RS, RU, SE,
SG, S, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L45 17 (merchant vendor (US-PGPUB; USPAT; |OR ON ON 2022/09/28
retailer) near3 server USOCR; FIT (AP, AT, 06:12 PM
AND token* AND AU, BE, BG, BR, BY,
payment near3 (server |CA, CH, CN, CS, CU,
processor) AND CZ, DD, DE, DK, EA,

(consumer customer) EE, EP, ES, FI, FR, GB,

near3 (computer HR, HU, ID, IE, IL, IS,

device) AND secure IT, JP, KR, LT, LU, LV,

near3 server AND PCI [MA, MC, MD, MY, NL,

SAME secure AND NO, NZ, OA, PH, PL,

@ad<"20120605" PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L46 0 (merchant vendor (US-PGPUB; USPAT; |OR ON ON 2022/09/28
retailer) near3 server USOCR; FIT (AP, AT, 06:13 PM
AND token* AND AU, BE, BG, BR, BY,
payment near3 (server |CA, CH, CN, CS, CU,
processor) AND CZ, DD, DE, DK, EA,

(consumer customer) EE, EP, ES, FI, FR, GB,
near3 (computer HR, HU, ID, IE, IL, IS,
device) AND secure IT, JP, KR, LT, LU, LV,
near3 server AND PCI [MA, MC, MD, MY, NL,
SAME secure AND NO, NZ, OA, PH, PL,
@ad<"20120605" NOT |PT, RO, RS, RU, SE,
wallet SG, Sl, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L47 287905 (G06Q20/10 OR (US-PGPUB; USPAT; |OR ON ON 2023/01/10
G06Q10/107 OR USOCR; FIT (AU, AP, 02:31 PM
G06Q20/102 OR AT, BE, BG, BR, BY,

G06Q20/12 OR CA, CH, CN, CS, CU,
G06Q20/305 OR CZ, DD, DE, DK, EA,
02/10/2023 03:04:29 PM Page 11 of 18

Workspace: 16535424

MA

Ex.1002 / Page 249 of 710
M&A Ventures, LLC et al




G06Q20/40 OR EE, EP, ES, FI, FR, GB,

G06Q20/4014 OR HR, HU, ID, IE, IL, IS,

G06Q10/00).cpc. IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L48 4 ((("AUTOSCRIBE") (USPAT) OR ON ON 2023/01/10
near3 02:32 PM
("CORPORATION")).A
S,AANM.

L49 101 ((("POLLIN™ near3 (US-PGPUB; USPAT; |OR ON ON 2023/01/10
("Robert")) OR USOCR; EPO; JPO; 02:32 PM
(("DOWNEY") near3 DERWENT)

("Brian")) OR
(("FLEMING") near3
("Sean"))).INV.

L50 7 ((("AUTOSCRIBE") (US-PGPUB; USPAT) |OR ON ON 2023/01/10
near3 02:32 PM
("CORPORATION")).A
S,AANM.

L51 7 50 AND 49 (US-PGPUB; USPAT) |OR ON ON 2023/01/10

02:33 PM

L52 1 "20060242058".pn. (US-PGPUB; USPAT) [(OR ON ON 2023/01/10

02:48 PM

L53 18 (merchant vendor (US-PGPUB; USPAT; |OR ON ON 2023/02/10
retailer) near3 server USOCR; FIT (AP, AT, 08:53 AM
AND token* near10 AU, BE, BG, BR, BY,

(vault server) AND CA,CH,CN, CS, CU,

payment near3 (server |CZ, DD, DE, DK, EA,

processor) AND PCI EE, EP, ES, FI, FR, GB,

SAME secure AND HR, HU, ID, IE, IL, IS,

@ad<"20120605" IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,
SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

L54 12 (merchant vendor (US-PGPUB; USPAT; |OR ON ON 2023/02/10
retailer) SAME token* |USOCR; FIT (AP, AT, 11:14 AM
near10 (vault server) AU, BE, BG, BR, BY,

SAME PCI AND CA,CH,CN, CS, CU,

@ad<"20120605" CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, MC, MD, MY, NL,
NO, NZ, OA, PH, PL,
PT, RO, RS, RU, SE,

02/10/2023 03:04:29 PM Page 12 of 18
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SG, SI, SK, SU, TH,
TN, TR, TW, UA, VN,
WO); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

L55 46 (Artificial Intelligence)  |(US-PGPUB; USPAT; |OR ON ON 2023/02/10
More like doc: USOCR; FIT (AU, AP, 11:41 AM
US-20120005038-A1  |AT, BE, BG, BR, BY,

Text: CA, CH, CN, CS, CU,
(US-9092777-B1 OR  |CZ, DD, DE, DK, EA,
WO-0075749-A2 OR  |EE, EP, ES, FI, FR, GB,
WO-0152127-A1 OR  |HR, HU, ID, IE, IL, IS,
CA-2678831-A1 OR  [IT, JP, KR, LT, LU, LV,
CA-2845602-A1 OR  |[MA, OA, RU, SU, WO,
AU-2022200190-B2 OR [MC, MD, MY, NL, NO,
US-20130097081-A1  |NZ, PH, PL, PT, RO,
OR WO-2013055933- |RS, SE, SG, SI, SK,
A2 OR AU- TH, TN, TR, TW, UA,
2018282359-A1 OR  |VN); FPRS; EPO;
US-10937026-B2 OR  |JPO; DERWENT:;
US-11429965-B2 OR  |IBM_TDB)
EP-3859637-A1 OR

WO-0075843-A1 OR

AU-2022200190-A1 OR

US-20110307388-A1

OR US-20130046655-

A1 OR WO-

2010081218-A1 OR

AU-2016295391-A1 OR

JP-6446474-B2 OR JP-

2017517061-A).did.

L56 20 (US-9092777-B1 OR  |(US-PGPUB; USPAT; |OR ON ON 2023/02/10
WO-0075749-A2 OR  |USOCR: FIT (AU, AP, 11:41 AM
WO-0152127-A1 OR  |AT, BE, BG, BR, BY,

CA-2678831-A1 OR  [CA, CH, CN, CS, CU,
CA-2845602-A1 OR  |CZ, DD, DE, DK, EA,
AU-2022200190-B2 OR |EE, EP, ES, FI, FR, GB,
US-20130097081-A1  |HR, HU, ID, IE, IL, IS,
OR WO-2013055933- |[IT, JP, KR, LT, LU, LV,
A2 OR AU- MA, OA, RU, SU, WO,
2018282359-A1 OR  |MC, MD, MY, NL, NO,
US-10937026-B2 OR  |NZ, PH, PL, PT, RO,
US-11429965-B2 OR  |RS, SE, SG, SI, SK,
EP-3859637-A1 OR  |TH, TN, TR, TW, UA,
WO-0075843-A1 OR  |VN); FPRS; EPO;
AU-2022200190-A1 OR |JPO: DERWENT:;
US-20110307388-A1  |IBM_TDB)

OR US-20130046655-

A1 OR WO-

2010081218-A1 OR

AU-2016295391-A1 OR

JP-6446474-B2 OR JP-

2017517061-A).did.

AND @ad<"20120605"

L57 2 (US-9092777-B1 OR  |(US-PGPUB; USPAT) |OR ON ON 2023/02/10
WO-0075749-A2 OR 11:41 AM
WO-0152127-A1 OR
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CA-2678831-A1 OR
CA-2845602-A1 OR
AU-2022200190-B2 OR
US-20130097081-A1
OR WO-2013055933-
A2 OR AU-
2018282359-A1 OR
US-10937026-B2 OR
US-11429965-B2 OR
EP-3859637-A1 OR
WO-0075843-A1 OR
AU-2022200190-A1 OR
US-20110307388-A1
OR US-20130046655-
A1 OR WO-
2010081218-A1 OR
AU-2016295391-A1 OR
JP-6446474-B2 OR JP-
2017517061-A).did.
AND @ad<"20120605"
L58 1 "5883810".pn. (US-PGPUB; USPAT) |OR ON ON 2023/02/10
12:01 PM
L59 11 ((US-5883810-A OR (USPAT; US-PGPUB) |OR ON ON 2023/02/10
US-9342832-B2).did. 12:49 PM
AND USPT.dbnm.) OR
((US-20120259782-A1
OR US-20120136796-
A1 OR US-
20120030066-A1 OR
US-20120005038-A1
OR US-20110161233-
A1 OR US-
20100235286-A1 OR
US-20060242058-A1
OR US-20040148252-
A1 OR US-
20040098350-A1).did.
AND PGPB.dbnm.)
L60 10 59 AND (registrat* (US-PGPUB; USPAT; |OR ON ON 2023/02/10
enroll*) USOCR; FIT (AU, AP, 12:49 PM
AT, BE, BG, BR, BY,
CA, CH,CN, CS, CU,
CZ, DD, DE, DK, EA,
EE, EP, ES, FI, FR, GB,
HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)
L61 0 59 AND (registrat* (US-PGPUB; USPAT; |OR ON ON 2023/02/10
enroll*) near5 function |USOCR; FIT (AU, AP, 12:49 PM
AT, BE, BG, BR, BY,
02/10/2023 03:04:29 PM Page 14 of 18
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59 AND (registrat*
enroll*) SAME token

59 AND (registrat* AND
enroll*) SAME token

("5903652" | "5903880"
| "6005945" | "6182894"
| "6236981" | "6327578"
| "6385596" | "6745936"
| "6891953" | "7032168"
| "7287692" | "7403922"
| "7603382" | "7650314"
| "7664701" | "7757298"
| "8083137" | "8170922"
| "8381213" | "8402555"
| "8533860" | "8571995"
| "8651374" | "8751391"

CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,

EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,

EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,
IT, JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO:;
JPO; DERWENT:;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR; FIT (AU, AP,
AT, BE, BG, BR, BY,
CA,CH, CN, CS, CU,
CZ, DD, DE, DK, EA,

EE, EP, ES, FI, FR, GB,

HR, HU, ID, IE, IL, IS,
IT,JP, KR, LT, LU, LV,
MA, OA, RU, SU, WO,
MC, MD, MY, NL, NO,
NZ, PH, PL, PT, RO,
RS, SE, SG, SI, SK,
TH, TN, TR, TW, UA,
VN); FPRS; EPO;
JPO; DERWENT;
IBM_TDB)

(US-PGPUB; USPAT;
USOCR)

OR

OR

OR

ON

ON

ON

ON

ON

ON

2023/02/10
12:49 PM

2023/02/10
12:49 PM

2023/02/10
01:21 PM

L62 5

L63 1

L64 337
02/10/2023 03:04:29 PM
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| "8887308" | "9065643"
| "20010032878" |
"20020073045" |
"20030191709" |
"20040073688" |
"20040107170" |
"20040143552" |
"20050027543" |
"20050187873" |
"20060123465" |
"20060167819"
"20060277148" |
"20070022058" |
"20070050635" |
"20070125840" |
"20070192245" |
"20070294539" |
"20080091617" |
"20080091944" |
"20080103982" |
"20080313264" |
"20090024908" |
"20090037388" |
"20090070583" |
"20090228714" |
"20090248581" |
"20090249082" |
"20090254440" |
"20090288012" |
"20100257612" |
"20100318468" |
"20100327054" |
"20110106710"
"20110126274"
"20110154467" |
"20110161233"
"20110213807" |
"20110246369" |
"20120136789" |
"20120317036").pn. OR
("2012/0005038" |
"9342832" |
"2011/0161233").urpn
AND (PGPB | USPT |

USOC).dbnm.

L65 84 64 AND (US-PGPUB; USPAT; [(OR ON ON 2023/02/10
@ad<"20120605" USOCR) 01:21 PM

L66 17 64 AND (US-PGPUB; USPAT; [OR ON ON 2023/02/10
@ad<"20120605" AND |USOCR) 01:22 PM
token AND PCI

L67 17 64 AND (US-PGPUB; USPAT) [(OR ON ON 2023/02/10
@ad<"20120605" AND 01:22 PM
token AND PCI

L68 12 64 AND (US-PGPUB; USPAT) [(OR ON ON 2023/02/10
@ad<"20120605" AND 01:22 PM
token AND PCI AND
dss

02/10/2023 03:04:290 PM Page 16 of 18

Workspace: 16535424
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L69

11

64 AND
@ad<"20120605" AND
token AND PCI AND
dss AND (merchant
vendor retailer)

(US-PGPUB; USPAT)

OR

ON

ON

2023/02/10
01:23 PM

PE2E SEARCH - Search History (Interference)

Ref #

Hits

Search Query

DBs

Default
Operator

Plurals

British
Equivalents

ITime Stamp

N1

N2

N3

N4

N5

N6

66

24

((merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor) AND
(consumer customer)
near3 (computer
device)).cim.

((merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor) AND
(consumer customer)
near3 (computer
device) AND
secure).clm.

((merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor) AND
(consumer customer)
near3 (computer
device) AND secure
near3 server).clm.

((merchant vendor
retailer) near3 server
AND token* AND
payment near3 (server
processor) AND
(consumer customer)
near3 (computer
device) AND secure
near3 server).clm. AND
@ad<"20120605"

((merchant vendor
retailer) near3 server
AND token* AND API
AND URL).clm. AND
@ad<"20120605"

((merchant vendor
retailer) near3 (system
server website) AND
token* AND API AND
URL).cim. AND

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

(US-PGPUB; USPAT)

OR

OR

OR

OR

OR

OR

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

ON

2022/09/28
06:07 PM

2022/09/28
06:07 PM

2022/09/28
06:07 PM

2022/09/28
06:08 PM

2023/02/110
02:58 PM

2023/02/10
02:58 PM

02/10/2023 03:04:29 PM
Workspace: 16535424

Page 17 of 18

MA
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@ad<"20120605"
N7 1 ((merchant vendor (US-PGPUB; USPAT) |OR ON ON 2023/02/110
retailer) AND token* 02:58 PM
AND API AND
URL).cim. AND
@ad<"20120605"
N8 1 N7 AND ( (US-PGPUB; USPAT) [(OR ON ON 2023/02/110
(G06Q20/00).cpc.) 02:59 PM
02/10/2023 03:04:29 PM Page 18 of 18
Workspace: 16535424 MA
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PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 16535424
Filing Date 08-Aug-2019
First Named Inventor Robert POLLIN
Attorney Docket Number 124452.00122

Title of Invention

Processing A Payment By A Second Computing System From A Payer To A Payee
Operating A First Computing System

X Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

AUTOSCRIBE CORPORATION 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

10423940
9576279

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer," in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.
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@ Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.

O | certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

Applicant claims the following fee status:

(® Small Entity
(O Micro Entity

(O Regular Undiscounted

I hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 65967

(O Asole inventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajoint inventor; all of whom are signing this request

Si t
Ignature /Jonathan R. King/

Name Jonathan R. King

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Patent Application Fee Transmittal

Application Number:

16535424

Filing Date:

08-Aug-2019

Title of Invention:

Processing A Payment By A Second Computing System From A Payer To A

Payee Operating A First Computing System

First Named Inventor/Applicant Name:

Robert Evan POLLIN

Filer: Jonathan R. King/Crystal Corsey
Attorney Docket Number: 124452.00122
Filed as Small Entity
Filing Fees for Utility under 35 USC 111(a)
Description Fee Code Quantity Amount Sul:’-s'l'g(t;)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 2814 1 170 170
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:
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Description

Fee Code

Quantity

Amount

Sub-Total in
UsD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

170
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Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer - Approved

Application No.: 16535424
Filing Date: 08-Aug-2019

Applicant/Patent under Reexamination: POLLIN

Electronic Terminal Disclaimer filed on  February 3, 2023

= APPROVED

This patent is subject to a terminal disclaimer

1 DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office
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Electronic Acknowledgement Receipt

EFS ID: 47477031
Application Number: 16535424
International Application Number:
Confirmation Number: 2047

Title of Invention:

Processing A Payment By A Second Computing System From A Payer To A
Payee Operating A First Computing System

First Named Inventor/Applicant Name:

Robert Evan POLLIN

Customer Number:

27557

Filer:

Jonathan R. King/Crystal Corsey

Filer Authorized By:

Jonathan R. King

Attorney Docket Number: 124452.00122
Receipt Date: 03-FEB-2023
Filing Date: 08-AUG-2019
Time Stamp: 13:28:43

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $170

RAM confirmation Number E202323D28373658
Deposit Account 022555

Authorized User

Crystal Corsey

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:

37 CFR 1.16 (National application filing, search, and examination fees)

37 CFR 1.17 (Patent application and reexamination processing fees)
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37 CFR 1.19 (Document supply fees)
37 CFR 1.20 (Post Issuance fees)

37 CFR 1.21 (Miscellaneous fees and charges)

File Listing:

Document L. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)

41200

1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
ddeeed63bd94e617a5747f0f74b6270ce61

Warnings:

Information:

38239

2 Fee Worksheet (SB06) fee-info.pdf no 2

4ad9b14d9eef06f7feba662b28c53b90bc3
baze8

Warnings:

Information:

Total Files Size (in bytes)1 79439

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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UNITED STATES PATENT AND TRADEMARK OFFICE

USPTO Automated Interview Request (AIR)

Jan 6 2023

This paper requesting to schedule and/or conduct an interview is appropriate because:

This submission is requested to be accepted as an authorization for this
interview to communicate via the internet. Recognizing that Internet
communications are not secure, I hereby authorize the USPTO to communicate with
the undersigned concerning scheduling of the interview via video conference,
instant messaging, or electronic mail, and to conduct the interview in accordance
with office practice including video conferencing.

Name (s)
Jonathan R King

S—-signature:
/Jonathan R King/

Registration Number:
65967

U.S. Application Number:
16535424

Confirmation Number:
2047

E-mail Address:
jrking@blankrome.com

Phone Number:
+1 2155695432

Proposed Time of Interview:
1-17-2023 11:00 AM ET

Alternative Proposed Time (s) of Interview:
1-18-2023 11:00 AM ET

Alternative Proposed Time(s) of Interview:
1-19-2023 11:00 AM ET

Prefered Interview Type:
Telephonic

I am the applicant or applicant's representative for this application.

Topic for Discussion:

Because Applicants representative and Examiners Maccagno and Behncke
have conflicting interpretations of the subject matter eligibility
guidelines themselves (and not merely on how those guidelines should
be applied in this instance), the Applicant respectfully requests
that a subject matter eligibility expert from the TQAS attend the

. UNITED STATES agreements. If this request cannot

PATENT AND TRADEMARK OFFICEL1cants representative.
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Docket No.. 124452.00122
(PATENT)

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Patent Application of
Robert Evan POLLIN et al.

Application Ne.: 16/535,424 Confirmation No.: 2047
Filed: August 8, 2019 Art Unit: 3695

For. ENROLLING A PAYER BY A MERCHANT Examiner: Abdulmajeed AZIZ
SERVER OPERATED BY OR FOR THE
BENEFIT OF A PAYEE AND PROCESSING A
PAYMENT FROM THE PAYER BY A
SECURE SERVER

RESPONSE TO MON-FINAL OFFICE ACTION

Commissioner for Patents
P.O. Box 1430

Alexandria, VA 22313-1450
Dear Commntissioner:

INTROBUCTORY COMMENTS

In response to the Office Action dated October S, 2022, the Applicant respectfully

submits the following:
Amendments to the Claims begin on page 2 of this paper.
Remarks/Arguments begin on page 13 of this paper.

The Payment Card Industry (PCI) Data Security Standards (DSS) Requirements and

Security Assessment Procedures, Version 2.0 (October 2010} is aitached as Appendix A

The PCI Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and
Attestation of Compliance; Partially Qutsourced E-commerce Merchants Using a Third-Party

Website for Payment Processing, Version 3.2.1 {June 2018) is attached as Appendix B.

124452 00322/130171655v 3
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Application No. 16/535,424 2 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

AMENDMENTS TOTHE CLAIMS

1. {Currently Amended): A method of processing a payment from a payer to a payee, the

method being performed by a-seeure-serverone or more secure servers, the method comprising:

providing an application programming ionterface (AP that;

provides an API endpoint that receives resetving-an electronically-generated

payment transaction instruction from a merchant server providing a webpage 10 a paver

computing system used by the paver, the payment transaction instruction including at least one

data element associated with the payer and specifying the amount of the payment from the payer

to the pavee;

authenticates the pavee;

URL comprising either:

a dvnamic URL generated by the secure server for the paver and the

pavee, of
a static URL and a hypertext transport protocol (HTTP) parameter used by

the secure server to identify the paver and the pavee;

establishes the secure socket laver connection between the seoure server and the

paver computing system within g window or frame that is displaved within the webpage

provided by the merchant server;

ouiputs instructions to the payer computing sysier to render a linancial account

registration reguest form, within the window or frame that is displaved within the webpage

provided by the merchant server, that provides functionalitv for the paver to provide financial

account information; and

outputs instructions to the payer computing system to encrypt the financial

account information provided by the paver and transmit the encrypted financial account

information to the secyre server, via the secure socket laver connection. without providing the

financial account information to the merchant server:

124452 00322/130171655v 3
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Application No. 16/535,424 3 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

laver connection;

storing the financial account information in a secure storage locaiion and performing each

software process required to maintain compliance with one or more information security

standards;
providing an elecironic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account

information to the merchant server and without providing the electronic data token to the payer;

processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

2. (Previously Presented): The method of claim 1, further corprising:

receiving a second payment transaction instruction from the merchant server, the second
payment transaction instruction including a representation of the electronic data token and
specifying the amount of the second payment from the payer to the payee;

processing the second payment using the financial account information represented by
the electronic data token; and

forwarding at least a portion of the second payment to the payee.

3. {(Previously Presented): The method of claim 2, wherein the representation of the

electronic data token is the electronic data token.

4. {Currently Amended): The method of claim 1, wherein the payment transaction

instruction is generated by the merchant server using alie

application programming interface provided to-the-merehant-server-by the secure server.

124452 00322/130171655v 3
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Application No. 16/535,424 4 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

S. {(Previcusly Presented): The method of claim 4, wherein the payment iransaction
instruction is generated using a token retrieval function of the application programming interface

provided to the merchant server by the secure server.

6. {Cancelled)

7. (Previously Presented): The method of claim 4, wherein the at least one data element
associated with the payer is a customer identification number generated by the merchant server

to identify the payer.

8. - 1. (Cancelled)

12. (Previously Presented): The method of claim 1, wherein the secure connection is
synchronous or asynchronous with a process, performed by the merchant server, to receive

enrollment data provided by the paver.

13. (Original}: The method of claimy 1, wherein the financial account information includes

at least one of a credit card number or bank account number.

14. (Previously Presented): The method of claim 1, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.
15. (Previously Presenied): The method of claim 1, wherein the secure server enables the

merchant server to process transactions using the financial account information without

transruitting, processing or storing the financial account inforration.

124452 00322/130171655v 3
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Docket No.: 124452.00122

(=

Application No. 16/535,424
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

16, (Currently Amended): A secure server that processes a payment from a payerto a
payee, the secure server comprising:

one of ruore processors; and

memory storing instructions that, when executed by the one or more processors, cause the
SECUTE computnRESystent-server to:

provide an application programminge interface (AP configured to:

provide an API endpoint configured to receive an electronically-generated

payment transaction instruction from a merchant server providing a webpage 1o a payer

computing system used by the paver, the payment transaction instruction including at least one

data element associated with the payer and specifying an amount of the payment from the payer
to the payee;

authenticate the pavee:

generate a universal resource locator (URL) io establish a secure socket

system, the URL comprising either:

a dvnamic URL cenerated by the secure server for the paver and

the payee: or

a static URL and a hyvpertext transport protocol (HTTP) parameter

used by the secure server to identify the paver and the pavee;

establish the secure socket laver connection between the secure server and

the payver compuiing svstem within a window or frame that is displaved within the webpage

provided bv the merchant server:

output insiructions to the paver computing svstem to render a financial

account registration request form. within the window or frame that is displayed within the

webpage provided by the merchant server, that provides functionality for the paver to provide

financial account information; and

output instructions to the paver computing svstem to encrvpt the financial

account information provided bv the paver and transmit the encrvpted financial account

124452 00322/130171655v 3
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Application No. 16/535,424 6 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

information to the secure server, via the secure socket laver connection, without providing the

financial account information 1o the merchant server;

receive the financial account information provided by the payer via the secure
connection;

store the financial account information in a secure storage location and perform

each software process required to maintain compliance with one or more information security

standards;

provide an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the data token to the payer,

store the financial account information provided by the payer;

process the payment using the financial account information provided by the
paver; and

forward at least a portion of the payvment to the payee.

17, (Previously Presented): The secure server of claim 16, wherein the instructions
further cause the secure computing system to:

receive a second payment transaction instruction from the merchant server, wherein the
second payment transaction instruction includes a representation of the electronic data token and
specifies an amount of a second payment from the payer to the payee;

process the second payment using the financial account information represented by the
electronic data token; and

forward at least a portion of the second payment to the payee.

18. (Previously Presented): The secure server of claim 17, wherein the representation of

the electronic data token s the electronic data token.

19 {Currently Amended): The secure server of claim 16, wherein the payment

transaction instruction is generated by the merchant server using an-applicationprogramuHng

124452 00322/130171655v 3
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Application No. 16/535,424
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

-

Docket No.: 124452.00122

interfaeethe application programming interface provided to-the-merchant-serverby the secure

SEIvVer.

20. (Previcusly Presented): The secure server of claim 19, wherein the payment
transaction instruction is generated using a token retrieval function of the application

programiming interface provided to the merchant server by the secure server.

21. (Cancelled)

22 (Previously Presented): The secure server of claim 19, whereiu the at least one data
element associated with the payer is a customer identification number generated by the merchant

server to identify the payer.

23. - 26. {Cancelled)

27. (Previously Presented): The secure server of claim 16, wherein the secure connection
is synchronous or asynchronous with a process, performed by the merchant server, to receive

enrollment data from the payer.

28. (Previously Presented): The secure server of claim 16, wherein the financial account

tnformation includes at least one of a credit card number or bank account number,

29 (Previously Presented): The secure server of claim 16, wherein the electronic data
token enables the merchant server 1o process transactions using the financial account information

without transmitting, processing or storing the financial account information.
30. (Previcusly Presented): The secure server of claim 16, wherein the secure server
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

124452 00322/130171655v 3
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Application No. 16/535,424 8 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

31. (Previously Presented): A method of enrolling a payer by a merchant server operated
by or for the benefit of a payee, the method comprising:

receiving enrollment data identifying a payer;

generating an electronic instruction for a secure server that includes at least one data
element associated with the payer, the electronic instruction requesting the establishment of a
secure connection via the internet between the secure server and a computing system used by the
payer for the secure server to receive financial account information provided by the payer;

outputting the electronic instruction to a communications network for transmittal to the
SECUre Server,

receiving, from the secure server, an electronic data token representing financial account
information received by the secure server via the secure connection, wherein the merchant server
does not receive the financial account information represented by the electronic data token and
the secure server does not provide the electronic data token to the payer;

storing the electronic data token in assoctation with the enroliment data identifying the
payer; and

processing a payment from the payer by electronicaily generating a payment transaction
instruction that includes a representation of the electronic data token and instructs a payment
processing system having access to the financial account information represented by the

electronic data token.

32. (Previously Presented): The method of claim 31, wherein the representation of the

electronic data token is the elecironic data token.

33 (Previously Presented): The method of claim 31, wherein the electronic instruction is
generated using an application programming interface provided to the merchant server by the
SeCUre Server.

34, (Previously Presented): The method of claim 33, wherein the application

programming interface is implemented within a website hosted by the merchant server.

124452 00322/130171655v 3
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Application No. 16/535,424 9 Docket No.: 124452.00122
Amendment dated January 5, 2023
Reply t¢ Office Action of October 5, 2022

35. (Previously Presented): The method of claim 33, wherein the at least one data element
associated with the payer is a customer identifier generated by the merchant server to identity the

payer.

36. (Cancelled)

37. (Currently Amended): The method of claim 31, wherein the secure counection is a

widget-er-window or frame within a website provided by the merchant server.

38. (Previously Presented): The method of claim 31, wherein the secure connection

provides access to the secure server using a static or dynamic universal resource locator (URL),

39 (Previously Presented): The method of claim 31, wherein the secure connection 18
established by a redirect URL that redirects the computing system used by the payer {o the secure

server.
40. (Previously Presented): The method of claim 31, wherein the secure connection is
synchronous or asynchronous with a process, performed by the merchant server, to receive

enrollment data from the payer.

41. (Previously Presented): The method of claim 31, wherein the enroliment data

identifying the payer is received from the payer over a network.

42, (Previously Presented): The method of claim 31, wherein the financial account

information includes at least one of a credit card number or bank account number,
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43 (Previously Presented): The method of claim 31, wherein the electronic data token
enables the merchant server to process transactions using the financial account information

without transmitting, processing or storing the financial account information.

44 (Previously Presented): The method of claim 31, wherein the secure server enables
the merchant server to process transactions using the financial account information without

transmitting, processing or storing the financial account information.

45, (Previously Presented): The method of claim 31, wherein the payment processing

syster is the secure server,

46. (Previously Presented): A merchant server, operated by or for the benefit of a payee,
comprising
One Of MOTe COMpUter processors; and
non-transitory computer readable storage media storing instructions that, when executed
by the one or more computer processors, cause the merchant server to:
receive enrollment daia identitying a payer;
generate an electronic instruction for a secure server that includes at least one data
element associated with the payer, the electronic instruction requesting the establishment of a
secure connection via the internet between the secure server and a computing system used by the
payer for the secure server to receive financial account information provided by the payer;
output the electronic instruction to a communications network for transmittal to
the secure server;
receive, from the secure server, an electronic data token representing financial
account information received by the secure server provided by the payer via the communications
link, wherein the merchant server does not receive the financial account information represented
by the electronic data token and the secure server does not provide the electronic data token to

the payer;
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store the electronic data token in association with the enroltment data identifying
the payer; and

process a payment from the payer by electronically generating a payment
transaction instruction that includes a representation of the electronic data token and
electronically transmitting the payment transaction instruction to a payment processing system

having access io the financial account information represented by the electronic data token.

47 (Currently Amended): The merchant server of claim 46, wherein secure connection is

a ¥ window or frame within a website provided by the merchant server.

48. (New): A method of processing a payment from a paver to a payee, the method being
performed by one or more secure servers, the method comprising:
providing an application programming interface (API) that:
provides an AP endpoint that recetves an electronically-generated payment
transaction instruction from a merchant server providing a webpage to a payer compuiing system
used by the payer, the payment transaction instruction including at least one data element
associated with the payer and specifying the amount of the payment from the payer to the payee;
authenticates the payee;
generates a universal resource locator (URL) for establishing a secure socket layer
connection via the internet between the secure server and the payer computing system, the URL
comprising either:
a dynamic URL generated by the secure server for the payer and the
payee; or
a static URL and a hypertext transport protocol (HT TP} parameter used by
the secure server to identify the payer and the payee;
establishes the secure socket laver connection between the secure server and the
payer computing system within a window or frame that is displayed within the webpage

provided by the merchant server;
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outputs instructions to the payer computing system to render a financial account
registration request form, within the window or frame that is displayed within the webpage
provided by the merchant server, that provides functionality for the payer to provide financial
account information; and
cutputs instructions to the paver computing system to encrypt the financial
account information provided by the payer and transmit the encrypied financial account
information to the secure server, via the secure socket layer connection, without providing the
financial account information to the merchani server;
receiving the financial account information provided by the payer via the secure socket
layer connection;
storing the financial account information in a secure storage location and performing each
software process required to maintain compliance with oue or more information security
standards;
providing an electronic data token, representing the financial account information
provided by the payer, to the merchant server without providing the financial account
information to the merchant server and without providing the electronic data token to the payer;
processing the payment using the financial account information provided by the payer;
and

forwarding at least a portion of the payment to the payee.

49 (New): The method of claim 48, wherein the URL is a redirect URL that redirects the

payer computing system io the secure server.
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REMARKS
L INTRODUCTION

The Oftice Action dated October 5, 2022 (hereinafter, “the pending Office Action™) has
been caretfully considered. In response thereto, the Applicant respecttfully fraverses the stated
rejection. Accordingly, reconsideration and withdrawal of the outstanding Office Action and

issuance of a Notice of Allowance are respecttully solicited in view of the following remarks.
i STATUS OF THE CLATMS

Claims 1-7, 9-22, 24-35, and 37-47 are pending. By way of this Amendment,
independent claims 1 and 16 are amended to recite features described throughout the
specification as originally filed,! including providing an application programming interface
(AP that authenticates the payee,’ generates universal resource locator {URL) for establishing
a secure socket layer connection between the secure server and the payer computing system (the
URL comprising either a dynamic URL® generated by the secure server for the payer and the
payee or a static URL’ and a hypertext transport protocol (HTTP) parameter® used by the secure
server to identify the payer and the payee), establishes the secure socket layer connection within
a window or frame that is displayed within a webpage provided by the merchant server,” outputs
instructions to the payer computing system to render a financial account registration request form
(within the window or frame within the webpage provided by the merchant server) that provides
functionality for the payer to provide financial account information,® and outputs instructions to
the payer computing system to encrypt the financial account information provided by the paver

and transmit the encrypted financial account information to the secure server (via the secure

! The scope of claimed features are not Hmited by the description in the specification of vartious exemplary
cmbodiments. However, citations to the specification are provided to show support for newly-claimed features.
% See, e.g., paragraphs {00281, {00321, [0056] (“API engine”), FIGS. 4241 (“Pay APT), ete.

* See, FiG. 41, step 578; paragraph [0072]

4 See, FIGS. 4b-4¢, paragraph [0059] ef seq.

% See, e.g., F1GS. 4d-4e, paragraph [0066] ef seq.

¢ For example, the “session identifier” of paragraph [0072], etc.

7 See, e.g., paragraphs {0039}, {00671, etc.

¥ See, e.g., paragraphs {0060, [0067]-[0068], etc.
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socket layer connection) without providing the financial account information to the merchant
server.’
Independent claims 1 and 16 are also amended to further recite storing the financial

10

account information in a secure storage location'” and performing each software process required

to maintain compliance!! with one or more information security standards.'

Dependent claims 6 and 21 are amended for consistency with independent claims 1 and
15 and dependent claims 9-11 and 24-26 are cancelled. New independent claim 48 is added,
which recites many of the features of independent claim 16. New dependent claim 49 is added to

recite the features previously recited in newly-cancelled dependent claim 26.

No new matter is added.

LLIR SUMMARY OF THE OFFICE ACTION

In the pending Office Action, the pending claims are rejected under 35 U S.C. § 101 as
allegedly directed to non-patent eligibie subject matter,

IV. PATENT ELIGIBLE SUBJECT MATTER REJECTION (35 U.S.C. § 101)

As described in the previously-filed Amendment, shown in the attached documentary
f:vidence, and discussed below, electronic payment processing is a technical process (Section A)
process by eliminating the need for prior art merchant servers to include numerous components
and to perform numerous computer processing steps (Section E), eliminating redundant
computer components and redundant processing steps (Section F), eliminating the need to ensure

that payment processing components and processes do not negatively impact merchant

¢ See, e.g., paragraphs {0062]-{0063], {0069}-[0070], etc.

0 See, e.g., paragraphs {0011}, [0056], etc.

3 See, e.g., paragraph {0005] (*Underlying software applications may require substantial modifications o achieve
compliance”; “security ... measures required to comply”y and {0032} (“The secure server 202 or “hosted svstem”
preferably meets aaknowledg,gd security standards, such as the PCl standard, to safeguard the financial account
information secured there.”)

2 For example, the Payment Card Indusiry (PCL) Data Security Standard (DSS) information security standard
described in paragraphs [0004]-[0005].
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functionality or customer experience (Section G), and eliminate the need for merchant

organizations to perform numerous tasks (Section H}.

The pending Office Action repeats those specitic factual assertions but does not actually
address them. Instead, the pending Office Action asserts that the specification does not describe
a technological probiem,"” argues that electronic payment processing in general (and all but eight
words of independent claim 1 in particular) is “a method of organizing human activity,”* asserts
- without evidence — that the claimed ordered combination of processing steps is
“conventional”,'® and concludes — again, without addressing any of the specific factual assertions
or documentary evidence to the contrary - that “there are no improvements to another

technology or technical field [and] no improvements to the functioning of the computer itself” 16

The Applicant respectfully traverses the stated rejection. As described in detail below,
electronic payment processing is a technical process {Section A), the claimed ordered
combination of specific processing steps are “additional elements” (Section B) that are not
“conventional” {Section C), the specification identifies a technical problem and describes a
technical solution (Section D), and the claimed invention improves both the prior art technology
itself and the prior art technical process by eliminating the need for prior art merchant servers to
include numerous components and to perform numerous computer processing steps (Section E),
eliminating redundant computer compenents and redundant processing steps (Section F),
eliminating the need to ensure that payment processing components and processes do not
negatively impact merchant functionality or customer experience (Section G), and eliminate the
need for merchant organizations to perform numerous tasks (Section H).

A Klectronic payment processing is not “a method of organizing human

activity”

The Federal Circuit has held that inventions engineered in the context of serving potential

customers and merchants are patent eligible if “the invention [is] not claiming a business method

“ Pages 13-14
' Pages 27-28
© Pages 7-8

© Page 7
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per se, but [is] iustead claiming a technical way to satisfy an existing problem for website hosts
and viewers "'’ Similarly, while the invention at issue is used in service of a business

transaction, the ¢laims are not directed to a process for marketing or arranging that business

transaction, but are instead directed to a system for electronically processing a pavment via the

internet.

To that end, independent claims 1 and 16 recite a secure server and application
programming interface {API) that receive an electronically-generated payment transaction
instruction from a merchant server (providing a webpage to a payer computing system),
authenticate the merchant, generate a URL for establishing a secure socket layer connection
between the secure server and the payer computing system, output instructions to the payer
computing system to render a financial account registration request form (that provides
functionality for the payer to provide financial account information) within a window or frame
that is displayed within the webpage provided by the merchant server, cutput instructions to the
payer computing system to encrypt the financial account information and transmit the encrypted
financial account information via the secure socket layer connection, receive the financial
account information via the secure socket layer connection, provide an electronic data token
(representing the financial account information provided by the payer) to the merchant server,

and process the payment using the financial account information.

Furthermore, independent claims 1 and 16 recite that the secure server stores the financial
account information in a secure storage location and performs each software process required to
maintain compliance with one or more information security standards. Meanwhile, as shown in
the attached Exhibit A and enumerated in Section E below, in some instances the hardware
components required for “secure storage” and the software processes “required to maintain
compliance” include rendering any primary account number (PAN) unreadable anywhere it is
stored {(by one-way hashing the entire PAN using strong cryptography, using index tokens and
securely stored pads, or using strong cryptography with associated key-management processes

and procedures, masking PAN when displayed, generating strong data-encrypting cryptographic

7 BASCOM v. AT& 1

T Mobilisy, 827 ¥.3d 1341, 1351 (Fed. Cir. 2016) charactenizing the claims at issue in DDR
Holdings, v. Hotels.c

73 F.3d 1245 (Fed. Cir. 2016)

o, T
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keys, encrypting those data-encrypting cryptographic keys using key-encrypting cryptographic
keys, storing the key-encrypting cryptographic keys separately from the data-encrypting
cryptographic keys, securely distribute the data-encrypting cryptographic keys, changing
cryptographic keys that reach the end of their cryptoperiod, functionality to retire or replace
cryptographic keys when required {for example, by destroying and/or revoking cryptographic
keys and, if necessary, securely archiving those retired or replaced cryptographic keys, e.g.,
using a key encryption key), managing logical access to disk encryption independently of native
operating system access conirol mechanisms, functionality to manage manual clear-text
cryptographic key management operations using split knowledge and dual control, a
programmatic process to automatically remove stored cardholder data exceeding the
requirements defined in the merchant’s data retention policy, a process to securely delete
sensitive authentication data received from cardholders, sirong cryptography and security
protocols (g.g., SSL/TLS, IPSEC, or SSH) to safeguard sensitive cardholder data transmitted
over open, public networks, systems configured to accept only trusted cryptographic keys and/or
certificates, a protocol implemented to use only secure configurations (that did not support
insecure versions or configurations), use of “the proper encryption strength” (according to vendor
recommendatious/best practices) for the encryption methodology in use, rendering PAN
unreadable or secured with strong crypteography when sent to end-user messaging technologies,
wireless networks that use industry best practices to implement sirong encryption for
authentication or transmission {e.g., Advanced Encryption Standard block cipher, which requires

a dedicated chip that was not commonly included in most wireless network hardware).

None of those software processes {or hardware components) recited in the claims or
required to maintain compliance organize human activity. The pending Office Action argues
that the claims are directed to a “fundamental economic practice or commercial or legal
interaction” " However, unlike the patent-ineligible claims described in MPEP

§2106.04(a}2)(ID), the claims at issue are not directed to an economic practice itself (such as

& Page 28
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offer-based price optimization” or financial instruments designed to protect against the risk®®),
an “agreement in the form of contacts” (such as managing a stable value protected life insurance
policy*! or processing insurance claims for a covered loss or policy event under an insurance

25y

policy™), a “legal obligation” (such as hedging,”’ mitigating settlement risk,** or arbitration®) or

“advertising, marketing or sales activities or behaviors” (such as structuring a sales force or

A~

L

marketing company,®® or determining the optimal number of visits by a business
representative’’ ). In other words, the claims are not directed to a commercial interaction itself,
but rather o a specific technical process for electronically processing a payment in connection
with that commercial interaction.

B. The specific processing steps recited in the claims are “more than simply
stating the {concept of processing a payment from a payee to a payer] while
adding the words ‘apply it"” {or an equivalent)?®

The stated rejection is that, except for eight words (server, electronic, secure conngction,

computing system, and communications network), all of the features recited the claims are
directed to the absiract idea of “processing a payment from a payer to a payee.” Meanwhile, the

29

pending Office Action asserts® that the ordered combination of specific processing steps recited

in the claims amounts to “merely reciting the words “apply it” (or an equivalent) with the judicial

» 30

exception”.
Even if the Patent Office asserts that the broad concept of “processing a payment from a
payer to a payee” 13 a judicial exception under § 101, the ordered combination of specific

processing steps recited in the claims — rather than eight individual words — are “additional

Y OIP Techs., Inc. v. Amazon.com, inc., 788 F.3d 1359, 1362-63, 115 USP(2d 1090, 1092-93 (Fed. Cir. 2015)
M Jn re Chorna, 636 Fed. App’x 1016, 1021 (Fed. Cir. 2016) (non-precedential)

B Bancorp Servs., LLC v, Sun Life Assur. Co. of Canada (1.5}, 687 ¥.3d 1266, 1280 (Fed. Cir. 2012)
22 Accenture Global Services v. Guidewire Software, Inc., 728 ¥.3d 1336, 1338-39 (Fed. Cir. 2013)

3 Bilski v. Kappos, 561 U.8. 593, 595 (2010);

2 Alice Corp. Pty. Ld. v. CLS Bank [nt’], 373 U.8. 208, 218 (2014)

B In re Comiskey, 554 F 3d 967, 981 (Fed. Cir. 2009).

% In re Ferguson, 558 ¥.3d 1359, 1364 (Fed. Cir. 2009)

¥ In ve Maucorps, 609 F 2d 481, 485, 203 USPQ 812, 816 (CCPA 1979);

2 MPEP § 2106.05(D)

¥ Pages 7,9, and 21, referring to “the ‘apply-it’ standard”

SOMPEP § 2106.04(d{1)
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elements.” After all, the ordered combination of specific processing steps recited in the claims s
not a “building blocks of human ingenuity” or one of “the basic tools of scientific and
technological work.” Meanwhile, those specific processing steps cannot be characterized as “a
drafting effort designed to monopolize” the broad concept of “processing a payment from a
payer to a payee.” Rather, systems can — and often do — process payments without the use of a

secure server performing the specific processing steps recited in the claims.

Nevertheless, in an effort to advance prosecution, independent claims 1 and 16 are
amended to further recite additional technical processing steps that enable the claimed secure
server to solve the technical problems and provide the technical benefits outlined below. Claim
1 recites (emphasis added):

1. A method of processing a payment from a payer 1o a payee, the method
being performed by one or more secure servers, the method comprising:
providing an application programming interface (API) that:

provides an API endpoini that receives an electronically-generated
payment transaction instruction from a merchant server providing a webpage to a
payer computing device used by the payer, the payment transaction instruction including
at least one data element associated with the payer and specifying the amount of the
payment from the payer to the payee;

authenticates the payee;

generates universal resource locator (URL) for establishing a secure
socket layer connection via the internet between the secure server and the payer
computing system, the URL comprising either:

a dynamic URL generated by the secure server for the paver and the
payee; or

a static URL and a hypertext transport protocol (HTTP) parameter
used by the secure server to identify the payer and the payee;

establishes the secure socket laver connection between the secure
servey and the payer computing system within a window or frame that is displayed
within the webpage provided by the merchant server;

outputs instructions to the payer computing system to render a
financial account registration request form, within the window or trame that is
displayed within the webpage provided by the merchant server, that provides
functionality for the payer to provide financial account information; and

outputs instructions to the payer computing system to encrypt the
financial account information provided by the payer and transmii the encrypted
financial account information to the secure server, via the secure socket layer
connection, without providing the financial account information to the merchant server;
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receiving the financial account information provided by the payer via the secure
socket layer connection;

storing the financial account information in a secure storage location and
performing each software process required to maintain compliance with one or
more information security standards;

providing an electronic data token, representing the financial account
information provided by the payer, to the merchant server without providing the
financial account information to the merchant server and without providing the electronic
data token to the payer;

processing the payment using the financial account information provided by the
payer; and

forwarding at least a portion of the payment to the payee.

The Applicant respectfully submits that, particularly as an ordered combination, the
specific processing steps shown above {e.g., in bold) were not “well-understood, routine or
conventional”, would not “monopolize” the broad concept of “processing a payment from a
payer to a payee” through the grant of a patent, and integrate that broad concept into a practical
application for at least the reasons described below.

. Whether the processing steps recited in the claims were “conventional”
should not be considered in Step 2A Prong Two and, in Step 2B, requires
factual evidence that the ordered combination of processing steps was se
“widely prevalenti or in common use in the relevant industry” that they “need
not be deseribed in detail in the patent specification”™ to satisfy the writien
description reguirement of 35 U.S.C. § 112{a}

The pending Office Action repeatedly argues that a judicial exception has not been
integrated into a practical application under Step 2ZA Prong Two because processing steps recited
in the claims are “conventional” *' However, the subject matter eligibility guidelines specifically
state that examiners should “give weight to all additional elements” in Step 2ZA regardless of

“whether or not they are conventional” ¥

1 Pages 8 and 14

2 =Step 2A specifically excludes consideration of whether the additional elements represent well-understood,
routine, conventional activity. Accordingly, in Step 2A Prong Two, examiners should ensure that they give weight
to all additional ¢lements, whether or not they are conventional, when evaluating whether a judicial exception has
been integrated into a practical application. Additional elements that represent well-understood, routine,
conventonal activity may integrate a recited judicial exception into a practical application.” MPEP § 2106.04(dxD)
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Meanwhile, in Step 2B, “a factual determination is required to support a conclusion that
an additional element {or combination of additional elements) is well-understood, routine,
conventional activity ”>® To support such a conclusion, the subject matter eligibility guidelines
require factual evidence that the specific “combination”* of elements recited in the claims were
so “widely prevalent or in common use in the relevant industry” that they “need not be described
in detail in the patent specification” to satisfy the writien description requirement of 35 U.S.C.

§ 112(a).””

The pending Office Action argues that the Examiner did not apply the “well-known and
conventional WURC standard™

Per the 101 rejection below, the claims do not recite significantly more. It’s not clear

how the solution overcomes the “apply-it” standard regarded in the rejection (applicant

points to the weli-known and conventional WURC standard, which the Examiner did not

apply in the rejection).*

However, the subject matter eligibility guidelines state that “when making a
determination whether the additional elements 1o a claim amount to significantly more than a
judicial exception, the examiner should evaluate whether the elements define only well-

5937

understood, routine, conventional activity.””’ In this instance, the pending Office Action
provides no evidence that the ordered combination of specific processing steps recited in the
claims was “conventional” as asserted in the pending Office Action, let alone so “widely
prevalent” that they did not need description in a patent specification.

B. The specification identifies a technical problem and identifies technical
improvements realized by the claims over the prior art

The pending Office Action argues that the “specification in the instant application does

not ... describe technological problems with a technological solution” and instead “describes a

PMPEP § 2106 05((12) citing Berkheimer v. HP, inc., 881 F 3d 1360, 1368 (Fed. Cir. 2018)
 MPEP § 2106.05(¢) citing BASCOM, 827 F.3d at 1349

55 MPEP § 2106051

¥ Pages 8 and 14

TMPEP § 2106.05(d{D
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recognized business problem with a solution in the computer arts where a server is used to

process information and perform computationally-intensive analysis for other locations ™™

As an initial matter, there is no requirement under § 101 that the claims address a
technical problem®® or that the technological problem be described in the specification. ®
Additionally, the problem described in the specification is that maintaining compliance with an
information security standard like the PCI Data Security Standard requires both organizational

measures and “sottware applications” that perform “security ... measures required to comply

with the PCI standards” and “may require substantial modifications to achieve comphiance™

{0003] Fraud in credit card and other financial transactions is a major problem, and
considerable resources are devoted to securing credit card and other account
infermation provided fo merchants by payers.

{0004] The Payment Card Industry Data Security Standard (PCI DSS) 1s an information
security standard for organizations that handle cardholder information for the major debit,
credit, prepaid, e-purse, ATM, and POS cards.

{0005} Defined by the Payment Card Industry Security Standards Council, the standard
was created to increase conirols around cardholder data to reduce credit card fraud. ...
The security and organizational measures required to comply with the PCI
standards, and the cost of the annual audits, are borne by the individual organization.
Underlving software applications may require substantial modifications to achieve
compliance, and significant changes in organizational structure and operating procedures
may also be required. Thus, the time, effort, and cost required for merchants and
processors to obtain PCY certification to receive and use credit card data are
subsiantial.

The specification then goes on to describe an unconventional technical solution, recited
in the pending claims, that overcomes that technical problem (by eliminating the need for a

~

merchant server 204 to include the components and perform the software processing steps

Y Page 14

¥ For instance, in DDR Holdings. v. Hotels.com, 773 F.34 1245, 1237, the problem addressed by the claimed
invention was that “upon the click of an advertisement for a third-party product displaved on a host’s website,” the
host website would lose that visitor as he or she is “transported to the third party’s website.”

10 =The gpecification need not explicitly set forth” an improvement to the functioning of a compuier or another
technology or techmcal field, but rather “it must describe the invention such that the improvement would be
apparent to one of ordinary skill in the art.” MPEP § 2106.04{d)(1). Here, those of ordinary skill in the art would
have been aware of the technical challenges of comiplying with data secanty standards (such as the PCI standard
attached as Appendix A} referenced in the specification.
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required to maintain compliance), thereby reducing the time and cost of developing the merchant

server 204:

{0028} ... Using the methods disclosed herein, in preferred embodiments merchants are
abie to process such transactions without transmitting, processing or storing Financial
Account data. This reduces the potential Hability of the merchants for data loss, and
avoids placing their customer tracking and payment processing systems (such as
merchant server 204} within the scope of the present Payment Card Indusiry Data
Security Standard (PCI-DSS), thus reducing compliance costs, development cosis, and
accelerating time-to-market.

The pending Office Action argues that “the specification describes a recognized business

2 41

problem™. " However, the Applicant respectfully submits that the fact that “underlying software
applications may require substantial modifications” in order to perform the “security ...
measures required to comply” with an information security standard s a technical problern, as is
the desire to reduce “development costs” and “acceleratfe] time-to-market.”
E. The claimed invention improves the functioning of the prior art merchant
server itself by eliminating the need for the merchant server to “store
financial account information in a secure storage location and perform each

software process required to maintain compliance with one or more
information security standards”

By eliminating the need for merchant servers to receive, store, and transmit financial
account information, the claimed invention eliminates the need for those merchant servers to
include the hardware components and perform the software processes required fo raintain
compliance with information security standards, like the PCI Data Security Standard that was in
place on the effective filing date of the present application™ that is attached as Appendix A.
Instead, in the years since the claimed invention has become available, the Payment Card

43

Industry Security Standards Council has published requirements,”” attached as Appendix B, that

are applicable to e-commerce merchants with websites that do not receive cardholder data and

Y Page 14

2 pC1 PSS Requirements and Security Assessment Procedures, Version 2.0 {Qctober 2010} (hereinafier, “PCI DSS
v2.07)

2 PC Data Security Standard Self-Assessment Questionnaire (SAQ) A-EP and Attestation of Compliance; Partially
Outsourced E-commerce Merchants Using a Third-Party Website for Payvment Processing, Version 3.2.1 (June
2018) (hereinafier, “PCIDSS v3.2.1 SAQ A-EP™)
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outsource their e~coramerce payment channel to a PCI DSS validated third-party payment

processor **

To comply with the information security standard of Appendix A prior to the claimed
invention, pricr art merchant systems were required to protect stored cardholder data by
rendering any primary account number (PAN) unreadable anywhere it is stored®” by one-way
hashing the entire PAN using strong cryptography, using index tokens and securely stored pads,

or using strong cryptography with associated key-management processes and procedures **

Prior art merchant systems were required to generate strong data-encrypting
cryptographic keys," encrypt those data-encrypting cryptographic keys using key-encrypting
cryptographic keys,*® store the key-encrypting cryptographic keys separately from the data-

9

encrypting cryptographic keys,” and securely distribute the data-encrypting cryptographic
ypung cryptograp 3 ¥ yphiog cryplograp

keys.’

Prior art merchant systems were required to change cryptographic keys that had reached
the end of their cryptoperiod (e.g., after a defined peried of time and/or a defined amount of
ciphertext had been produced).’ Prior art merchant systems were also required to include
functionality to retire or replace cryptographic keys when required,™ for example by destroying
and/or revoking cryptographic keys and, if necessary, securely archiving those retired or replaced

cryptographic keys {e.g., using a key encryption key).”” Prior art merchant systems were also

required to mask PAN when displayed ™

 Page il

** including on portable digital media, backup media, and in logs

¢ Requirement 3.4, If the “full PAN is not needed” (page 28}, the PCI Data Secunty Standard also permitted
truncation of cardholder data as long as tincated segment of the PAN was not hashed. However, to process a
payment, prior art merchant systems needed to store the full PAN.

7 Requirement 3.6.1

% Requirements 3.5.2, Testing Procedure 3.5.2.a

9 Ibid.

0 Requirement 3.6.2

3 Requirement 3.6.4

3 The retirement or replacement of a cryptographic key was required if the cryptographic key was suspected of
being compromised or when the integrity of the cryptographic key had been weakened (for example, if an employee
with knowledge of a clear-text cryptographic key left the organization)

* Requirement 3.6.5

~

¥ Requirement 3.3
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If the prior art merchant system used disk encryption,” the prior art merchant system was
required to manage logical access independently of native operating system access control
mechanisms.’® A prior art merchant system was not compliant with the PCI Data Security

Standard if it used local user account databases or tied decryption keys to user accounts.”’

If the prior art merchant system used manual clear-text cryptographic key management
operations, the prior art merchant system was required to provide functionality to ruanage those
operations using split knowledge and dual control. ™ For example, the PCI Data Security
Standard suggested a system requiring two or three people, each knowing ouly their own key

39

component, to reconstruct the whole key.

To avoid the requirement to conduct quarterly manual reviews to venfy that stored
cardholder data did not exceed the requirements defined in the merchant’s data retention policy,
a prior art merchant system was required to include a programmatic process to automatically
remove stored cardholder data exceeding the requirements defined in the merchant’s data

retention policy.®

Except in limited circumstances,® prior art merchant systems were required to perform a
process to securely delete sensitive authentication data received from cardholders, including the
full contents of any magnetic stripe or chip,®* any card validation code,” and any personal
identification number (PIN) or encrypted PIN block.*" While merchant systems that partially
outsource their e~commerce payment channel using the claimed inveuntion are stili required to
securely delete any sensitive authentication data they receive,*® the claimed invention allows

merchant systenis to process payments without recetving any sensitive autheuntication data.

* mather than file- or column-level database encryption

¥ Requirement 3.4.1

3 Ibid.

* Requirement 3.6.6

3 Ibid.

0 Requirement 3.1.1, Testing Procedure 3.1.1.d

®1 {ssuers and companies that support issuing services were permitted to securely store sensitive authentication data
if there was “a business justification” to store that sensitive authentication data
* Requirement 3.2.1

# Requirement 3.2.2

 Requirement 3.2.3

2 PCI PSS v3.2.1 SAQ A-EP, Requirerent 3
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Prior art merchant systems were required to use strong cryptography and security
protocols to safeguard sensitive cardholder data transmitted over open, public networks such as
the Internet, wireless networks, and mobile networks.®® The PCI Data Security Standard
suggested using SSL/TLS, IPSEC, or SSH to transmit sensitive cardholder data over open, public
networks.®” Prior art merchant systems were required to accept only trusted cryptographic keys
and/or certificates,®® to use a protocol implemented to use only secure configurations (that did
not support insecure versions or configurations),*” and to use “the proper encryption strength”
(according to vendor recommendations/best practices) for the encryption methodology in use.”™
Prior art merchant systems were required to render PAN unreadable or secured with strong
cryptography whenever sent to end-~user messaging technologies such as email, instant
messaging, or chat programs.’' Again, merchants who partially cutsource their e-commerce
payment channel using the claimed invention are siill required to safeguard any sensitive
cardholder data they transmit.”* However, the claimed invention allows merchant systems to

process payments without transmitting any sensitive cardholder data.

Wireless networks transmitiing cardbolder data or counecied to the cardholder data
environment were required to use industry best practices to implement strong encryption for
authentication or transmission.”” The PCI Data Security Standard noted that the use of Wired
Equivalent Privacy (WEP) as a security conirol was prohibited and suggested IEEE 802.111 as an
example of industry best practices.” Note that the IEEE 802.111 standard makes use of the
Advanced Encryption Standard {AES) block cipher, which requires a dedicated chip that was not

commonly included in most wireless network hardware.””

% PCL PSS v2.0, Requirement 4.1

1 Ibid.

% Requirement 4.1, Testing Procedure 4.1

% Requirement 4.1, Testing Procedure 4.1.¢

0 Requirement 4.1, Testing Procedure 4.1.d4

7 Requirement 4.2, Testing Procedure 4.2.a

T PCI PSS v3.2.1 SAQ A-RP, Requirement 4

PCL PSS v2.0, Requirernient 4.1.1

7 Ibid.

7 See 802,114, TechTarget, June 2006, hitps://www.techiarget. convsearchmobilecomputing/definition/8021 1
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The pending Office Action argues that “outsourcing the processing to another device
does not meaningfully reduce the processing that needs to occur in maintaining PCH
compliance.”’® However, as described above, the claimed invention reduces the processing that

needs to be performed by the merchant server (and components that need {o be included in the

merchant system), thereby improving the functioning of the merchaunt server. Meanwhile, as

described below in Section F, outscurcing payment processing to a secure server that provides
functionality for multiple merchant servers significantly reduces the processing that needs to

OCCUr.

¥. Additienally, because the secure server recited in the claims can process
payments for multiple merchant servers, the claimed invention improves the
functioning of the combined system {i.e., both the merchant servers and the
secure server} by eliminating redundant computer compeonents and
redundant processing steps

The claimed invention allows multiple merchant systerus to outsource the processing of
cardholder data to the secure server recited in the claims while maintaining PCI compliance as
described in the PCI Data Security Standard of Appendix B, Accordingly, rather than each
merchant system being required to include the required computer components, only the secure
server is required to include many of the computer components required by the PCI Data
Security Standard of Appendix A. Additionally, rather than eac/ merchant system being
required to perform each of the software processing steps required by the PCI Data Security
Standard of Appendix A, many of those software processing steps are only reguired to be
performed once by the secure server recited in the claims for each of those merchant systems to
maintain PCI compliance.

By providing a financial account registration request form to payers of multiple
merchants via an application programming interface (for example, within windows or frames
that are displayed within the webpages provided by those merchant servers), the secure server

can provide a single interface that masks that PAN when displayed,”’ a single process to remove

6 Page 9
TTPCIDSS v2.0, Requirement 3.3
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stored cardholder data exceeding the requirements defined in the secure system’s data retention

policy,”® and a single process to securely delete sensitive authentication data.”

The secure systerm can protect that cardholder data for all of those merchant systems by

generating strong data-encrypting cryptographic keys, encrypting those data-encrypting
cryptographic keys using key-encrypting cryptographic keys, securely storing the cryptographic
keys, and retiring or replacing the cryptographic keys when required * One particularly

beneticial improvement provided by the claimed invention is the secure system can perforn a

single kev rotation process and eusure that all cryptographic keys used for all merchants are

changed before they reach the end of their cryptoperiod.®

While receiving and transmitting sensitive cardholder data for multiple merchants, the

secure server recited in the clairos only requires one set of components that uses strong

i

cryptography and security protocols to safeguard that sensitive cardholder data during
transmission over open, public networks™ (including wireless network hardware with the
dedicated chip® required by the IEEE 802.11i standard®® if needed to transmit cardholder data

wirelessiy).

Again, the pending Office Action argues that “outsourcing the processing to another
device does not meaningfully reduce the processing that needs to occur in maintaining PCl
compliance.” However, as deseribed above, outsourcing payment processing to a secure server
that provides functionality for multiple merchant servers significantly reduces the components

needed for compliance and the processing that needs to occur.

"¢ Requirement 3.1.1, Testing Procedure 3.1.1.d

7 Requirement 3.2

80 Requirement 3.4 through Requirement 3.6

8 Requirement 3.6.4

8 Requirement 4.1

2 See 802.111, TechTarget, June 2006, https:/Avww techiarget com/searchmobilecomputing/definition/802 1 11
8 PCI PSS v2.0, Requirerment 4.1.1
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G. The claimed invention improves the prior art electronic payment processing

processes by eliminating the need for merchants to ensure that the
components and processes required to maintain compliance with an
information security standard do not pegatively impact the merchant
functionality and customer experience

Prior to the claimed invention, merchants were required to integrate their systems with
the computer components required for compliance described above while ensuring that those
components did not negatively impact the functions performed by the merchant system,
including the user experience provided to their customers. By enabling those merchanis to
outsource the processing of cardholder data to the secure server recited in the claims and simply
request, via an APL that the claimed secure server provide a financial account registration
request form (in a window or frame within the webpage provided by the merchant server™ or a
separate webpage™®), the secure server and merchant server recited in the claims form a hybrid
system (similar to the hybrid webpage®’ at issue in 2DR®) that enables merchants to focus their
efforts on their own core systems — and the user experience provided to their customers — while

maintaining compliance with an information secusity standard.

The pending Office Action argues that “it’s not clear how” the claimed processing steps
“impose|] a meaningful limit on the judicial exception, such that the claim is more than a
drafting effort designed to monopolize the judicial exception.” First, as described above, those
specific processing steps are hardly “a drafting effort designed to monopolize the judicial
exception” of “processing a payment from a payer to a payee”, as systems can — and do — process
payments {rom a payer to a payee without the use of a separate secure server, let alone one that

provides an API, authenticates the payee, generates universal resource focator (URL) for

 as recited in independent claims 1 and 16

¥ seg, ¢.g., dependent claim 49

¥ Note that, in the embodiments of claims 1 and 16, the “secure socket layer connection between the secure server
and the payer conputing system within a window or frame that is displayed within the webpage provided by the
merchant server” is strikingly similar to the solution in DR in that it is “an antomatically -generated hybrid web
page that combines visual “look and feel” elements” from the merchant server website and functionality to provide
financial account information to the third-party secure server. In those embodiments, the merchant server sends its
visitors to a webstte “that 1) incorporates ook and feel” elements from the {merchant server] website, and 2)
provides visitors with the opportunity” to submit sensitive financial account information to the third-party secure
server “without actually entering” that secure server’s website.

8 DDR, 773 F3d at 1257-58
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establishing a secure socket layer connection, etc. Additionally, the claimed invention
“integrates the judicial exception” by improving the prior art electronic payment processing
process. In this section in particular, the Applicant points out that the claimed system eliminates
the need for merchants to ensure that the components and processes required to maintain
compliance with an information security standard do not negatively impact the merchant
functionality and customer experience. Insiead, those merchants can focus their efforts on their
own merchant functionality— and the user experience provided to their customers — and simply
request, via an AP that the claimed secure server provide the claimed financial account

registration request form (e.g., in a window or frame within the webpage provided by the
89)

merchant server

The pending Office Action also argues that the claims are distinguishable from DDR
because “the claimed solution is not necessarily rooted in computer technology in order to
overcome a problem specifically arising in the realm of computer [networks]”.”® However, the
Applicant respectfully submits that the need to securely receive and store sensitive data while
electronically processing payments (o comply with information security standards required for
electronic pavment processors 1s a problem “specifically arising in the realim of computer
networks”, as is the specific problem described above of ensuring that those components arnd
processes do not negatively impact the mercham funciionality and customer experience at an
andine retailer. Moreover, the claimed secure server performing the claimed processing steps is
a solution “rooted in computer technology”.

H. Additionally, the claimed invention improves prior art electronic payment
processing methods by eliminating the need for each merchant to perform
numercus grganizational tasks to comply with an information security
standard

Another way that patent eligible inventions can improve a technelogical process is by
reducing the time necessary for humans to maintain that technology. For example, the Federal

Circuit in BASCOAL held that filtering content at the ISP server (rather than on each end-user’s

# as recited in independent claims 1 and 16
%0 Page 15
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client machine)} was patent eligible under § 101 because it eliminated the “difficult and time

consuming” process of instailing software “on every end-user’s client machine ™™

In addition to the required computer components and computer processing steps outlined
above, the PCI Data Security Standard also required that employees or agents of merchants using

prior art merchant systems perform all of the organizational tasks outlined in detail below.

As an initial matter, merchants using prior art merchant systems were required to verify
that the pricr art merchant systems complied with each and every one of the requirements above.
Additionally, protect stored cardholder data, merchants were required to implement data
retention and disposal policies, procedures, and processes to keep cardholder data storage to a
minimum.” To comply with the PCI Data Security Standard, the data retention and disposal
policy was required to limit data storage and retention time “to that which is required for legal,
regulatory, and business requirements.””* Merchants were required to have specific retention
requirements for all cardholder data®™ specifying the time period that cardholder data needed to
be stored and the legal, regulatory, or business reason why that cardholder data needed to be
stored for that time period.” The data retention and disposal policy was also required to include
provisions for secure disposal of data (including disposal of cardholder data) when no longer
needed for those legal, regulatory, or business reasons.”® If the merchant system did not include
the programmatic process to automatically remove stored cardholder data exceeding the
requirements defined in the merchant’s data retention policy, the merchant was required to
conduct quarterly reviews to verity that stored cardholder data did not exceed the requirements

defined in the merchant’s data retention policy.”’

Merchants were required to examine data sources — including incoming transaction data,

all logs {e.g., transaction logs, history logs, debugging togs, and ervor logs}, history files, trace

9 BASCOM, 827 F.3d at 1344

72 Requirement 3.1

7 Requirement 3.1.1

?* Requirement 3.1.1, Testing Procedure 3.1.1.¢
> Requirement 3.1.1, Testing Procedure 3.1.1.a
% Requirement 3.1.1, Testing Procedure 3.1.1b
¥ Requirement 3.1.1, Testing Procedure 3.1.1.d
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files, several database schemas, and database contents — to verify that the full contents of
magnetic stripes or chips,”® card validation codes,”” and PINs or encrypted PIN blocks'® were

not stored under any circumstance,

To verity that displayed PAN was masked, merchants were required to obtain and
examine writing policies and examine displays of PAN {e.g., on screen or on paper receipts) to
verify that the PAN was masked'®? and examine documentation about the system, including the

102

vendor, the type of system/process, and any applicable encryption algorithms.

To verify that stored PAN was rendered unreadable, merchants were required to examine
documentation about the system, including the vendor, the type of system/process, and any
applicable encryption algorithms.'** Additionally, merchants were required to confirm that PAN
was rendered unreadable by examining several tables or files from a sample of data
repositories, '™ a sample of removable media {e.g., back-up tapes),'® and a sample of audit

~ 106
fogs.

To protect cryptographic keys, merchants were required to document and implement key-

07

management processes and procedures.'”’ The key-management processes and procedures were

required to restrict access to the fewest number of custodians necessary ' and to store
cryptographic keys in the fewest possible locations and forms 1% Merchants were required to
periodically change cryptographic keys once they reached the end of their cryptoperiod (for
example, as after a defined period of time had passed and/or after a defined amount of cipher-

text had been produced) as defined by the associated application vendor or key owner and based

* Requirement, 3.2.1, Testing Procedure 3.2.1
¥ Requirement, 3.2.2, Testing Procedure 3.2.2
W Requirement, 3.2.3, Testing Procedare 3.2.3
Wi Requiternent 3.3, Testing Procedure 3.3

@ Requirement, 3.4, Testing Procedure 3.4.a
‘0 Requirement, 3.4, Testing Procedure 3.4.a
04 Requirement, 3.4, Testing Procedure 3.4.a
5 Requirement, 3.4, Testing Procedure 3.4.¢
6 Requiremnent, 3.4, Testing Procedure 3.4.d
7 Requirement 3.6

8 Requirement 3.5.1

{0 Requirement 3.5.2, Testing Procedure 3.5.2.b
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on industry best practices and guidelines (e.g., NIST Special Publication 800-57).1*° Merchants
were also required to retire or replace cryptographic keys if the cryptographic key was suspected

of being compromised!t!

or when the integrity of the cryptographic key had been weakened (for
example, if an employee with knowledge of a clear-text cryptographic key left the
organization),'' for example by destroying and/or revoking cryptographic keys and, if
necessary, securely archiving those retired or replaced cryptographic keys (e.g., using a key

encryption key).!P

If the merchant systemn used manual clear-text cryptographic key management operations,
the merchant was required to manage those operations using split knowledge and dual control '
For example, the PCI Data Security Standard suggested a system requiring two or three people,

s

each knowing only their own key component, to reconstruct the whole key. ' The merchant

key-management procedures were required to prevent unauthorize substitution of cryptographic
16

keys 1% Merchants were requited to obtain written or electronic acknowledgement from all

custodians of the cryptographic keys that those custodians understood and accepted their key-

custodian responsibilities. !’

Merchants were required to observe a sample of transactions as they occurred to verity
that cardholder data was encrypted during transit.!’® For SSL/TLS implementations, merchants
were tequired to verify that HTTPS appeared as a part of the browser Universal Record Locator
(URL) and that no cardholder data was required when HTTPS does not appear in the URL '
Merchants were also required to maintain a policy stating that vuprotecied PANS were not to be

r . e g 120
sent via end-user messaging technologies.

U0 Requirement 3.6.4

U Requirement 3.6.5, Testing Procedure 3.6.5b
2 Requirement 3.6.5, Testing Procedure 3.6.5.a
3 Requirement 3.6.3

U4 Requirement 3.6.6

35 fbid.

U6 Requiretnent 3.5.7, Testing Procedure 3.6.7
97 Requirement 3.5 8, Testing Procedure 3.6.8
U8 Requirement 4.1, Testing Procedure 4.1.a

97 Requirement 4.1, Testing Procedure 4.1.¢

20 Requirement 4.2, Testing Procedure 4.2.b
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By providing functionality for multiple merchants to outsource the processing of
cardholder data, the claimed invention improves the prior art process of processing a payment by
eliminating the need for each merchant to individually perform each of the organizational tasks

above.

The pending Office Action asks “How is this invention like Bascom?”**! In both
instances, one prior art solution was to install separate software on multiple, separate computing
devices {separate internet content filters “on every end-user’s client machine” and separate
information security standard-compliant payrent processing devices for each of a nuraber of
merchants). One problem addressed by the claimed invention in 84SCOM was that it was
“difficult and time consuming” to install the software and update the client database on every
end-user’s client machine. Similarly, to maintain compliance as described above, each merchant
must each perform all of the required organizational tasks. The claimed solution in #ASCOM
was to instead use a remote server at the ISP to perform internet content filtering for each end-
user client machine, eliminating the time and difficulty of providing and maintaining separate
software instances for each of a mumber of end users. Similarly, by providing functionality for
multiple merchants to outsource the processing of cardholder data, the claimed invention
eliminates the need for each merchant to wndividually perform each of the organizational tasks
identified above.

Accordingly, the Applicant respectfully submits that the pending claims are patent
eligible subject matier under § 101,

Y. CONCLUSION

in view of the above Remarks, the Applicant beligves the pending application is in
condition tor allowance.

Please charge any shortage or credit any overpayment of fees to BLANK ROME LLP,
Deposit Account No. 23-2185, under Order No. 124452.00122. In the event that a petition for an

extension of time is required to be submitted herewith and in the event that a separate petition

2t Page 14
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does not accompany this Amendment or is insufficient to render this Amendment timely, the
Applicant hereby petiticns under 37 CF R. §1.136(a) for an extension of time for as many

months as required to render this submission timely. Any fee due is authorized above.
Dated: January 5, 2023 Respectfully submitted,

By: /Michael C. Greenbaum/
Michael C. Greenbaum
Registration No.: 28,419
BLANK ROME LLP
Correspondence Customer Number: 27557
Attorney for Applicant
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Document Changes

Date Version . Deseripton . Pages
; To infroduce PCI DSS vi1.2 as “PCI DSS Requirements and Seowrity Assessment Procedures,” elitninaling 3

i redundancy between documents, and make both general and specific changes from PCI D88 Security

i Audit Procedures vi.1. For complele informalion, see PCI Data Security Standard Summary of Changes

i from PCi DSS Version 1.1 to 1.2

Cetober

2008 12

: Add sentence that was incorreclly defeted between PCi DSS v1.1 and vi.2.

2009 i

i For Compensaling Conirofs Worksheet - Completed Example, correct wording at fop of page fo say “Use )

i this worksheet fo define compensaling cosifrofs for any reqguirement nioled as in place’ via compensaling : &4
controis.” :

i Update and implement changes from v1.2.1. For defaifs, piease see "PCi DS8S - Sumimary of Changes from
¢ PCIDSS Version 1.2.110 2.0

PCI DSS Requiremenis and Security Assessment Frocedures, Version 2.0 Cotober 2010
Copyright 2070 PCI Secuwrily Standards Council LLC Fage 2

Ex.1002 / Page 306 of 710
M&A Ventures, LLC et al



TN

\\\\ S

Table of Contents

Document Changes
introduction and PCI Data Security Standard Overview .
PCI DSS Applicability Information
Relationship between PCI DSS and PA-DSS
Scope of Assessment for Compliance with PCI DSS Requirements
Network Segmentation
Wireless
Third Parties/Outsourcing....
Sampling of Business Faciifies/System COMDONEIMS. ... e e e
Compenisating Controfs
instructions and Content for Report on Compliance
Report Content and Format...............
Revalidation of Open ftems
PCi DSS Compliance — Completion Sfeps .. .
Detailed PCI D88 Reguirements and Secunty Assessment Procedures
Build and Maintain a Secure NetworK .o cnconienencneceneeneenseneens
Requirement 1:  Instali and maintain a firewall configuration to protect cardholder data
Reqguirement 2: Do nof use vendor-supplied defaulfs for systeimn passwords and other securify pararsters.....
Protect CarRolder Dalf. . i e s s re s R s ree 1SR e 86 R E8 S £ 8RS AR £ SR SRR SRR SRR S SRS SRS SRR R SRR SR RS E R AR R SRS

Requirement 3:
Requirement 4:

Maintain a Vuinerabiiiiy Management Program
Requirement 5. Use and requiarly update anti-virus software or programs
Requirement 6. Deveiop and mainfain secure systems and applications

implemerd Strong Access Control Measures
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Introduction and PCI Data Security Standard Overview

The Fayment Card industry {(PCI) Data Security Standard (288) was developead io encourage and enhance cardholder data security and tagilitate
the broad adoption of consistent data security measures globally. PCIDSS provides a baseline of technical and ogerational requirements
designed to protect cardholder daia. PCI DRSS appiies to all entities invoived in pavment card processing — including merchants, processors,
acquirers, issuers, and service providers, as well as all other entitias that store, process or transmit cardholder data. PCI DSS comprises g
minimum set of requirements for proteciing cardholder data, and may be enhanced by additional sonirols and practicss fo further mitigate risks.
Below is a high-ievel overview of the 12 PCI DSS requirements.
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Raintain an information
Becurity Policy

This document, PC! Data Securily Standard Requirements and Securily Assessment Procedures, combines the 12 PCI D88 requirements and
corresponding testing procaduras info a security assessment tool, It is designed for use during F‘"' S8 compliance assessments as part of an
eniity’s validation process. The following sections provide detailed guidelines and best practices to assist entities prepare for, conduct, and repori
the resulis of 3 PCI DSS assessment. The PCI DSS Requirements and Testing Procadures begin on page 18.
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The PCI Seourity Standards Council (PCl SSC) website (www pcissouritystandards.org) contains a nurmber of additional resourses, includi

°  Attestalions of Compiiance

a2 Navigating PC{ DSS: Understanding the Infent of the Requirementis

= The PCI DSS and PA-DSS Glossary of Terms, Abbreviations and Acronyms

= Frequently Asked Questions FA

s Information Supplements and Guideiines

Please refer to www.pcisecuritystandards.org for more information.

Note! information Supglements

somplesient the PO DSS and idently
admnonax m*s:derayom a»d '

FRCOmmendatons for rr@efmg 261 Dfm
reguirements ~ they to naf chanue,

eliminale or supersede the PCIDSS maﬁy' j

‘BEifs requirements.
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PCI D8S Applicability Information

C1 DSS spplies wherever account daia is stored, processed or transmitted. Account Data consists of Cardhoider Data plus Sensitive
Authentication Dala, as liows:

Sé:asitive Auiﬁenficétioﬁ Datéz: irm?ude' ’

Qa:'cflaéfdeﬁ Data iﬁc'(ude:‘:

= Primary Account Nurmber (FAN) i = Fuil magnetic stripe data or equivalent
= Cardhoider Name on a chip

*  Expiration Dats = CAVZ/ICVCRICWNVR/ICID

= Service Code (= PINs/PIN blocks

The primary account number is the defining facior in the applicability of PCI DSS requirements, PCl DSS reguirements are appilicable if a
primary account number (FAN} is stored, processed, or transmitted. If PAN is not stored, processed or transmitted, PGl DSS requirements do not

apply.

if cardholder name, service code, and/or expiration date are stored, processed or iransmittad with the PAN, or are otherwise present in the
cardholder data environment, they must be protected in accordance with all PCI D38 requirements except Requirements 3.3 and 3.4, which apply
oniy to PAN,

PCIDSS represents a minimum set of control objectives which may be enhanced by local, regional and sector laws and reguiations. Additionally,
legislation or regulatory requirements may require specific protection of personally identifiable information or cther data elements (for example,
cardholder name), or define an enlity’s disciosure practices related to consumer information. Exarnples include lagisiation related to consumer
daia protection, privacy, identity thefi, or data security. PCl DSS does not supersede local or regional laws, government reguiations, or sther legail
requiremsants,

The folowing tabie fllustrates comrnonly used elerments of sardholier and sensitive authentisation data, whether storage of sach data element is
permitted or prohibited, and whether each dala slement must be protected. This table is not exhaustive, but is presented to illustraie the different
types of requiraments that apply to each data element.
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Storage | Render Stored Account Data

Permiied - Unreadabie per Requirement 3.4

. Cardtwider
 Daw

. Sensitive |
Chuthentication
. Dag!

 AccountData

CAV2ICVCICVYV2/CID

| ¢ Cannot store per Reguiremeant 3.2
PIN/PIN Blook ‘

i Cannot slore per Reguirement 3.2

PCI DSS requirements 3.3 and 3.4 apply only to PAN. If FAN is stored with other elements of cardhoider data, only the PAN must be rendered
unreadabie ascording to PCI D88 Requirement 3.4,

PCI 0SS only sppiies if PANs are stored, processed and/or transmitied,
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Relationship between PCI D88 and PA-DSS

Use of a PA-DSS compliant application by itseif does not make an entity PCI DSS compliant, since that application must be implemented inio a
PCI DRSS compliant environment and acocording to the PA-DSS Implementation Guide provided by the payment application vendor {per PA-DSS
Requirement 13.1).

The requirements for the Payment Application Data Security Standard (PA-DSS) are derived from the PG DSS Requirements and Security
Assessment Procedures (this document). The PA-DSS details what & payment application must suppori to faciiitate & customer's PCl| DSS
compiiance.

Secure payment applications, when implemented in a PC{ DSS-compliant environment, will minimize the poiential for security breaches leading to
compromises of full magnetic strige data, card verification codes and values (CAVZ, CID, CVC2, CWV2), and FiNs and PIN biocks, along with the
darmaging fraud resuiting from these breacnes.

Just a few of the ways payment appiications scan prevent compliance include:
= Storage of magnetic stripe data and/or equivalent data from the chip in the customer's network after authorization;

o Applications thai reguire cusiomers to disablg other features required by the FCI DSS, like anti-virus software or firewalls, in order to get
the payment gppiication to work properly; and

= Vendors' use of unsecured methods to connect to the application to provide support to the cusiomer.
The PA-DSS applies to softwars vendors and others whe develop payment applications that store, process, or transmit sardhokder data as part of
authorization or settlement, where these payment applications are sold, distributed, or licensed to third pariies.
Please note the following regarding PA-DSS applicability:

= PA-DSS does apply to payrient applisations that are typically sold and installed “off the shell” without much customization by software
vendors.

= PA-DES does not apply to payment applications developed by merchants and service providers if used only in-house {not sold,
distrivuted, or licensed to a third party}, since this in-house developed payrient application woulkd be sovered as part of the merchant's or
service provider's nonmai PCI DSS complisnce.

For detailed guidance on determining whether PA-DSS applies to a given payment application, piease refer to the FA-DES Requirements and
Sesurity Assessment Prosadures, which san be found at www poisecuritystandarnds.om.
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Scope of Assessment for Compliance with PCI DS8 Reguirements

The PCIDSS security requirements apply to all system components. in the context of PCI DSS, “system componenis” are defined as any network
component, server, or apphication that is included in or connected to the cardholder data environment. “System components” also include any
virtualization components such as virtual machines, virtual switches/frouters, virtual appiiances, virtual applications/deskicps, and hypervisors. The
cardholder dats environment is comprised of peopie, processes and technology that store, process or transmit cardhoider data or sensitive
authentication data. Network comporents include but are not limited to firewalls, switchas, routers, wireless ascess points, network appliances,
and other security appliances. Server iypes include, but are not limited ic the following: web, application, datsbase, authentication, mail, proxy,
neiwork time protocol {NTP), and domain name server {DNS). Applications include all purchased and custom applications, including internat and
externai {for example, Internet) applications

The first step of a PCI DSS agsessment is {0 accurately determing the scope of the review. At least annually and prior {o the annual sssessment,
the assessed entity stiould confirm the accuracy of their PCl DSS scope by identifying all locations and flows of cardholder data and ensuring they
are included in the PCIDS8S scope. To confirm the accuracy and appropriateness of PCHDSES scope, perform the following:

o The assessead enlily identifies and documents the existence of ail cardholder data in their environment, to verify thai no cardhioider data
exists outside of the currently defined cardholder data environment (CDE).

s Onoe ail locations of cardhoider data are identified and documented, the entity uses the results to verify that PCI DSS scope is appropriate
{for example, the resufts may be a diagram or an inventory of cardhoider data locations).

= The entity considers any cardhoider data found to be in scope of the PCI D38 assesarment and part of the COE unless such data is
deleted or migrated/consoiidatad into the currently defined CDE.

= The enlily retains desumentiation that shows how PCI DS8 scope was confirmed and the resulls, for assessor review and/or for reference
during the next annual PCI SCC scope confirmation sotivity.

Network Segmentation
Network segmentation of, or isofating (segmentiing), the cardhoider data environment from the remainder of an entity’s network is not a PCIDSS
requiremnent. However, it is strongly recommendsad as a method that may reduce:

»  The scope of the PCI 0SS assessment

= The cost of the PCI DSS assessment

*  The cost and difficuity of impiementing and raintaining PCI DSS controis

=  The risk fo an organization (reduced by consolidating cardholder data into fewer, more controlied incations)
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Without adequate network segrnentation (sometimes called & "fat network”) the entire natwork i8 in scope of the PCI DSS assessment. Network
segmentation can be achieved through a number of physical or logical means, such as properly configured internai network firewalls, roulers with
strong access control lists, or other technolegies that restrict access {0 a particular segment of a network.

An important prerequisite {o reduce the scope of the cardhoider data enviro
refated to the store

unnecessary dat

ment is a clear understanding of business needs and processes
sion of cardhoider data. Restricting cardholder datg to as few locations as possibie by elimination of
iont of nesessary data, may regquire reengineering of long-standing business practices.

Documenting cardhoider data flows via a dataflow diagram helps fully understand il cardholder data flows and ensures that any network
segmentation is effective at isolating the sardhokder data envirenment.

If network segmeniation is in place and being used to reduce the scope of the PCI DSS assessment, the assessor must verify thatl the
segmentation is adequate to reduce the scope of the assessment. At a high fevel, adequate network segmentation isolates systems that store,
grocess, or transrait sardhoelder data from those that do aol, However, the adequacy of a spedcific imglementation of network segrentation is nighly
variable and dependent upon a number of factors, such as a given network's configuration, ihe technologies deployed, and other controis that may
pe implemented.

Appendix D: Segmeniation and Sampiing of Business Faviliies/System Compornients provides more information on the effect of network
segmeniation and sampiing on the scope of a PG D83 assessment.

Wireless

If wireless technology is used io store, proscess, or transmit cardhelder data (for example, point-of-sale transactions, “line-busting”), or if 3 wireless
ncai area network (WLAN) is conneacted to, or part of, the cardholder data environment (for exarmple, not clearly separated by a firewail), the PCI
D88 requirements and testing procedures for wireless environments spply and musi be performed (for exampie, Requirements 1.2.3, 2.1.1, and
4.1.1). Before wireless technology is implemented, an entity should carefufly evaluate the need for the technology against the risk. Consider
deploying wireless technology only for non-sensitive data transmission.

Third Parties/Qutsourcing

For service providers required to undergo an annual onsite assessmeni, compiiance vaiidation must be parformed on ali system components in
the cardholder data environmsnt.

A service provider or merchant may use a third-party senvice provider to store, process, or transmit cardholder data on their behsif, or to manage
components such as routers, firewails, dsiabases, physical security, and/or servers. If so, there may be an impact on the security of the cardholder
data environment.

For those entities that outsource storage, processing, or transmission of cardholder data to third-party service providers, the Repori on
Compliance (ROC) must document the role of each service provider, clearly identifying which requirements apply to the assessad entity and which
apply to the servioe provider. There are two aptions for third-parly service providers to validate cornpliance:
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1) They can undergo a PCi D3S assessment on their own and provide evidence to their customers to demonstrate their compliance; or

2} Ifthey do notundergo their own PCI DSS assessment, they will nead to have thelr senvces reviewed during the course of each of their

}
customers’ PCl DSS assessments.

See the builet beginning “For managed service provider (MSP) reviews,” in ftem 3, “Deatails about Reviewed Environment,” in the “instructions and

Content for Repori on Complianoe” section, below, for more information.

Additionally, merchanis and service providers must manage and monitor the PCI DSS compliance of all associaied third-party service providers
with access to cardholder data. Refer fo Requirement 12.8 in this document for details.

Sampling of Business Facilities/System Components

Sampiing is not a PCI 0SS requirement. However, afier considering the overall scope and complexity of the environment being assessed, the
assessor may independently select representative samples of business facifitiss/system components in order to assess PCH DRSS requirements.
These samples rmust be defined first for business fasilities and then for system components within 2ach selected business facility. Sarmples must
be a representative selection of all of the types and locations of business facilities, as well as types of systern components within selected
business facilities. Samples must be sufficiently large to provide the assassor with assurance thai controls are implemented as expected.

Sampiing of business facilities/system components for an assessment does not reduce the scope of the cardholder data environment or the
applicability of PCI DSS requirements. Whether or not sampiing is to be used, PCi D3SS requiremenis apply io the entire cardholder data
environment. If sampling is used, sample must be assessed against all applicable PCI DSS requirements. Sampiing of the PCIDSS
Reguirements thermselves is not permitied.

Examples of business facifities include but are not limited fo: corporate offices, stores, franchise locations, processing faciiities, data centers, and
other ty types in different locations. Sampling shouid include system components within each selested business facility. For example, for each
pusiness facility selected, include a variety of opersting systems, functions, and appiications that are applicabie to the area under review.

As an example, the assessor may define a sample at a business facility to include Sun servers running Apache YWWW, Windows servers running
Oracle, mainframe systems wnning legacy card processing applications, data transfer servers running HP-UX, and Linux Servers running
MYSQL. i all applications run from a singie version of an O8 {for example, Vvindows 7 or Solaris 19}, then the sample should still include a variety
of applications {for example, database servers, web servers, data transfer servers).

When independently selacting samples of business faciiities/system cornponents, assessors should consider the following:

= f there are standard, centralized PCI DSS security and operational prosesses and controls in place thal ensure consistency and that each
business facility/system compoenent must follow, the sample can be smaller than if there are no standard processes/controls in place. The
samnpie must be farge enocugh to provide the assessor with regsonabie assurance that ail business facilities/system components are
configured per the standard processes,

s |fthere is more than ong type of sfandard secunty and/or operational process in place {for exampis, for different types of business

facilities/system components), the sample must be large ensugh to include business facilities/system componenis secured with easch type
of process.
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= {fthere are po standard PCI DS processes/contrnls in place and each business facility/system cormpoenent is managed through non-
standard processes, the sampie must be larger for the assessor to be assured that each business facifity/system component has
implemented FCI DSS requirements appropriately.

For each inslance where sampiing is used, the assessor musi:

s Document the rationaie behind the sampling technigue and sample size, P{easé aiéq rofer £0,_'
»  Document and validate the standardized PCI DSS processes and conirols used to detemmine sarmple Appsndix [ Sagmemanon
size, and and Sampling of Business
Fachites/System

= Explain how the sampie is appropriate and representative of the overall population. Componeis.

Assassors must revalidate the sampling rationale for each assessment. if sampling is to be used, different
sampies of business facilities and system components must be selected for each assessment.

Compensating Conirols

Cn an annual basis, any compensating controls must be documented, reviewed and validated by the assessor and included with the Report on
Compliance submission, per 8ppendix B: Compensating Conirols and Appendix C: Compensaling Controls Worksheet,

For each and every compensating contro, the Comgensating Controls Worksheet (Appendix C) must be compieted. Additionaily, cornpensating
control resulis should be documented in the ROC in the corrasponding PCI DSS requirement section,

Ses the above-mentioned Appendices B and C for more details on “‘comgpensating sontrols.”
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instructions and Content for Report on Compliance

This document must be used as the template for creating the Report on Compliance. The assessed entity should follow each payment brand’s

respective reporting requirements to e

re each payment brand asknowledges the entity’s compliancs status. Contast each payment brand to

determine reporting requirements and instructions.

Report Content and Format

Foliow these instruciions for report content and format when completing a Report on Compiliance:

1. Executive Summary

Include the following:

= Descrite the antity's payment card business, including:

Their business role with payment cards, which is how and why they store, process, and/or ransmit cardholider data

Nate: This is nof intended & be 3 cul-srd-paste from the erlily's web sife, buf shouly be a failored desariplion that shows the
aeSessor understands payiment and e enilv s fole ; ; ; ; R ; ; ;
How thay process payment {directly, indirectly, efc.)

What types of paymeni channeis they serve, such as card-noi-present {for example, mail-order-ielephong-order (MCTO), -
Comrniarce), or sard-presant

Any entities that they connedt to for payment transmission or processing, including processor relationships

* A high-level network diagram (sither obtained from the entity or created by assessor} of the entity’s networking topegraphy that
includes:

Connections inio and out of the network

Critical components within the cardholder data environment, including POS devices, systems, databases, and web servers, as
applicabie

Other necessary payment componenis, as applicable

PCI DSS Requiremenis and Security Assessment Frocedures, Version 2.0 Gotober 2010
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2. Description of Scope of Work and Approach Taken

Dascribe the scope, per the Scope of Assessment section of this document, including the following:
»  Document how the assessor validated the accuracy of the PCI DSS scope for the assessment, inciuding:
- The rethods or processes used to identify and document ail existences of cardholder data
~-  How the resuits were evaluated and documenied
- How the effe

stiveness and acouracy of the methods used were verified
~  That the assessor validates that the scope of the assessment is accurate and appropriats.
= Environment on which assessment fooused (for example, client's Internet access points, internal corporate network, processing
connactions)
« [ network segmentstion is in place and was used to reduce scope of the PCI DSS review. priefly explain that segmentation and
how assessor validated the effectiveness of the segmentation
« [ sampling is used durning the assessment, {or each sample set selected (of business facilities/system components) dosument the
foliowing:
- Total population
- Number sampled
-~ Rationale for sample selected
- Description of the standardized PCI D88 security and operaticnal processas and contrels used 1o delenmine sample size, and
how the processes/controls were validaied
- How the sampie is appropriate and represeniative of the oversil population
- Description of any locations or environments that store, process, or iransmit cardholder daia that were EXCLUDED from the
scope of the review, and why these locatisns/environments were excluded
= List any wholly-owned entities that require compliance with the PCI DS, and whether thay are reviewed separately or as part of
this assessment
«  List any intemational entities that require compliance with the PC1 BSS, and whether they are reviewed separately or as pari of this
assessment
= List any wireless LANSs and/or wireless payment applications {for exampie, POS terminais) that are connected to, or couid impact
the securily of the cardholder data environment, and describe security in place for ihese wireless environments
o The version of the PCl DSS Requirements and Security Assessment Procedures document used to conduct the assessment
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3. Details about Reviewed Environment
Include the following details in this section:
x A diagram of each piece of the communication link, including LAN, WAN or Internet
x  Description of cardholder data environment, for example:
-~ Document transmission and processing of cardbolder data, including authorization, capture, settlement, chargeback and other
flows as applicable
- Lisiof files and tables that store cardholder data, supporied by an inventory created {(or obtained from the client) and retained
by the assessor in the work papers. This inventory should include, for each cardholder data siore (fite, table, eic.):
o List all of the elements of stored cardholder data
ow data is seoured
ow acoess to data stores are logged
= List of hardware and critical software in use in the cardholder data envirenment, along with description of function/use for each
= List of service providers and other third parties with which the entity shares cargholder data
Notar These entities are éubj&at 10 PGIDES Redifrement 1281
*  List of third-party payment application products and versions numbers in use, including whether each payment appiication has
been validatad according io PA-DSS. Even if 2 payment application has been PA-DSS validated, the assessor still needs to verify
that the appiication has been implemented in 2 PCI DSS compliant manner and environment, and acoording to the payment
appiication vendor's PA-D8S Implermentation Guide.
Note: iy not & PO DSS requirernent 1o use PA-DSS validated applicalions. Pleass consult with ssch pavment trand individualfy
{0 prderstand e PALISS complisnes teganements i : i : : SR
= List of individusais interviewed, their organizstions, titles, and {opics covered
*  List of documentation reviewed
«  Formanaged service provider (MSP) reviews, the assessor must slearly identify which requirernents in this document apply to the
MSF (and are included in the review), and which are not inciuded in the review and are the responsibility of the MSP’s custormers
to include in their reviews. Include information about which of the MSP's IP addresses are scanned as part of the MS8P’'s quarierly
viinerability scans, and which 1P addresses are the responsibility of the MS8P's customers 1o include in thelr own quartery soans.
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4, Contact information and Report Dale
Inciude:
*  Conlact information for merchant or service provider and assessor
*  Timefrare of assessment-specify the duration and the time pericd over which the assessment occured
*  Date of report

5. Quarterly Scan Resuits

= Summarnize the four most recent quarterty ASV scan resuits in the Executive Summary as well as in comments at Requiremeant

i1.2.2.
Woker i s ot fvaquf.é'ad that fa.ur pa&&!n auan“-ﬁy bCBqu musz‘ w CO'I’;J!PI‘&J & o irz.{(ai Dci DSb cof np}!.iance' ifthe gasessor
venf:s*a : : : G

1 Tn<- mosiwce,(t SRat eablx‘ was a pds&:,‘g sos
hﬂ 241 fi;y hm t"OCUﬂ:éﬂIf)'?’ ,’/‘OI{C!"S ang pmf*edui‘ 93 qu!f:?"d qua}?eﬂy S"ahf‘ }i"@' gmnq I'Gf‘h’a’d and
Any vulrsmbtl: Hes noted in the initial scan hﬂ«e' en comected as shown i 8 re-scan.
ror w.;sequsm vears efter z‘he sl Gl D88 review four passing quar tedy Suens m:m‘ have ogour ed
x  Soan must cover aff extemally accessibie (internet-Tacing) IP addresses in existence at the entity, in accordance with the P
Approved Scanning Vendors (ASV} Program Guide.

6. Findings and Observations

Summarize in the Executive Summary any findings that may not fit info the standard Report on Compliance template format.
All assessors must:
s Use the Detailed PCI D38 Requirements and Security Assessment Procedures template to provide detailed report descriptions
and findings on each requirement and sub-requirement
= Ensure that all N/A responses are ciearly explained.
* Review and documeant any cormpensating controis considered to conciude that a control is in plase.

See “‘Compensating Controls” section above and Appendices B and C for more details on cornpensating controls.

Revafidation of Open ftems

A “controls in place” report is required to verify compliance. The report is considered non-compiiant if it contains “open iterns,” or iterns that will be
finished at a future date. The merchant/service provider musi address these items before validation is completed. After open items are addressed
by the merchant/service provider, the assessor will then reassess to validate that the remediation occurred and that all requirements are satisfied.
After revaiidation, the assessor will issue a new Report on Cornpliance, verifying that the cardholder data environment is fully cornpiiant, and
submit it consistent with instrustions (see below).

PCI DSS Requirements and Security Assessment Frocedures, Version 2.0 Cotober 2010
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PCi D88 Compiiance — Compiletion Steps

1. Comglete the Raport on Compliance (ROC) according o the section above entitled “Instructions and Contant for Report on Compliance.”
2. Ensure passing vuinerability scan{s) have been completed by a PCI 8SC Apgroved Scanning Vendor (ASV), and obiain evidence of
passing scan(s) from the ASV.
3. Complete the Altestalion of Corapliance for Service Providers or Merchants, as applicabie, in its entirety. Attestations of Complianse are
available on the PCi SSC website (www.pcisecuritysiandards.org).
4. Submit the ROC, evidense of a passing sean, and the Attestation of Complianice, along with any other requestad dosumentation, to the
acqguirer (for merchanis) or to the payment brand or other requester {for service providers).
PCI DSS Requiremenis and Securify Assessment Frocedures, Version 2.0 Gotober 2010
Copyright 2010 PCI Securily Standards Council LLC Page 18
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Detailed PCI DSS Requirements and Security Assessment Procedures

For the PCI DSS Requirements and Securify Assessment Frocedures, the following defines the table column headings:

= PCiDSS Reguirements — This column defines the Data Security Standard and lists requiremenis to achieve PC
compiiance will be validataed against these reguirements,

i D88 sompliance;

*  Testing Procedures - This columa shows pracesses 1o be Mllowed by the assessor o validate nal PCi DSS recuiremems are “in place.”

= in Place — This column rmust be used by the assessor {o provide a brief descriplion of
the controls which were validated as “in glace” for each reguirement, insluding
descriptions of controls found to be in place a5 a result of compensating controis, oras a
result of a requirement being “Not Applicabig.”

Natet Tn.s msumn st nc-( bo vsed for
‘condrols that are nol yer in plane o for npen
#erna o be wmx):eteu ata wh're i a’e

s Notin Place ~ This column musi be used by the assessor io provide a brief description of controls that are not in place. Noie that a non-
compliant repoert should not be submitted to & payment brand or asquirer unless specitically requested. , For further instructions on non-
compiiant reports, please refer {0 the Atiestations of Comypliance, availabiz on the PCI SSC websile (www.psisecuritystandards.org).

s Target Date/Comments ~ For those controls “Not in Place” the assessor may include a target date that the merchant or service provider
expeacts {0 have controis “in Place.” Any additional notes or comments may be included here as well.

PCI DSS Requireimenis and Security Assessment Frocedures, Version 2.0 Gofober 2010
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Build and Maintain a Secure Nebtwork

Reguirernent 1;  Insfall and maintain a firewall configuration fo protect cardholder data

Firewalls are devices that control comgputer traffic allowed between an entity's networks (intemal) and untrusted networks (extemal), as well as
traffic into and ouf of more sensitive areas within an entity’s internal trusted networks. The cardholder data environment is an example of a more
sensitive area within an entity’s trustad network.

firewall examines all network traffic and blocks those transraissions that do not meet the specified security oriteria.

All systems must be protected from unauthorized access from untrusted networks, whether entering the system via the Intemet as e-commerce,
ermployee Internel access ihrough desklog browsers, employee e-mail access, dedicated connections such as business-to-busin cenaedlicns,
via wireless networks, or via other sources. Often, seemingly insignificant paths to and from untrusied networks can provide unproiected pathways
into key systems. Firewalis are a key protection mechanism for any somputer network.

Cther system cernponents may provide firewall functionality, provided they meet the minimurn requirernents for firewalls as provided in
Reguirement 1. Where other sysiem components are used within the cargholder data environment {o provide firewall funciionality, thess devices
must be included within the scope and assessrient of Requirement 1.

PC§ DSS Requn‘en enls

Testing Procedures

Cammems

1.4 ‘_std sh fir ewa!. L.r‘d mut“r {11 Obtain and inspect the firewall and router configuration
configuration standards that include the § standards and other documentation xp%n’ ed betow to verify that
folowi ; wdards are compl flowing:

144 V-ﬁilfy
and testing all network connections “and of ail network connections 4
changas to the firewall and router i configurations.
configurations :

1.1.2 Current -mwork d:aq'dm wx-h all 1.1.2.a Vnmy tha' a cur'em network c:aqra'n 'ror aexarnple, one
connections to cardhoider data, i that shows cardholder data fiows over the network) exists and tha
including any wireless natworks ¢ itdocuments ait connections to cardholder data, including any

mmie S nc-twu K

1.1.2.!) Ver..y that the diagram is kept cur

1.1.3 Requirements for a firewall 3t 1.1.3.a Verify that firewail configuration standards inciude
each Intemet connection and betwesn | requirements for a firewalt at each Inlernet connection and
any demilitarized zone (DMZ) and the | between any DMZ and the internal network zone.

i . o
interral network zone 11430 \.'er--y that the current ae-v'ork diagram is consistent with

PCI DSS Requirements and Securiy Assessment Frocedures, Version 2.0 Gotober 2010
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. - = - = Lo motin o TargetDatel
PC! DSS Requimmems e Testing Procedures i ‘?:‘a"’*"; Pave 0 commenis

roups, roles, and | 1.4 4 Verify thef firewall and route i standards include
v logical management | a description of groups, roles, and responsibilities for logical
management of netwerk component:

115 Documentatron and business
justification for use of alf services,
tocols, and ports affowed, inciuding
documentation of security featuy
implementad for thoss protocols
considered o be insacure.
Exarmples of i e services,

pmmml‘ -=m* p(,ris
hynert“ transfer pro
s Shell (88H;,

.1.5.b identify insecure ser , and ports aliowed;
and verify they are necessary and that security features are

protocols, or poris include butare not | qacimented and implemented by examining firewall and router
fimited tc FTP, Telnet, FOP3, IMAP,  © copfiguration standards and settings for each service.

and SNMP.
1.1.6 Reqe
and router ru
months

ment 1o review firewall 1.1.6.a Verify that firewail and router configuralion standards
ats at leasi avery six i require review of firewall and router rule sets at least every six
months.

4.2 Build ,
configurations that restrict conneclions | connections are restricted between untrusted networks and systern
between untrusted networks and any | components in the cardholder data environment, as follows:
system components in the cardhoider :

data snvironment.

Note: An “unitrusted network” is any

network that is external io & aliworks
beionging io the eniity under review, :
and/or which is out of the entity’s ability fo

1.2.1 Restrict inbe and outhound
{raffic to thal which is necassary for the
cardholder data environment.

1.2.1.a Verify that inhound and outhound traffic is liv mtecs o that
which is necessary -or 1he cardholder datla environment, and that
the rest

1.

PCI DSS Requirements and Securiy Assessment Frocedures, Version 2.0 Gotober 2010
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CNotin | TargetDate/

| PoiDSSRequiements  Testing Procedures _ PGS Base  Comments
1.2.2 Secure and synchronize router 1.2.2 Verify that router configuration files are sacure and :

canfiguration files. for example, running configuration files (used for
andg start-up configuration files

-hooted), have the same, secure

synchionized
nommal running of the rou
{used when machines are
configurations.

1.2.3 instali perimeter firewalls hetween 1.2.3 Verify that there are perimeler firewalis installed hetween

any wire networks and the ¢ any wireless networks and systems that store cardholder data,
caréholder data environment, and and {hat these firewails deny or conirol (f such trafiic is necessary
configure these firewalls to deny or ¢ for business purposes) any fraffic from: the wireless environment
control (if such traffic is necassary for into the cardnoider data environment.

business purposes) any tra rom the

wireless en\ri-unment into the

1.3 Prohibit dnect pumiﬂ access between
the intemet and any syste pCREnt
in the cardholder data environment.

 fimited to the choke router at the .memet the DMZ router and
irewall, the DMZ cardholder segment, the perimeter router, and the
ternal cardholder network sagment—to determine that there is no
ct access between the internet and system components in the

1.3.1 implement a DMZ to fimit inf : ify th mante Y !
traffic 1o only system components that only system componanis t?‘at pmvsde duti-oi L"d pum:dv
provide authonized publicly accessible | accessible services, protocols, and ports.

Gﬂrvu es, pro .coi> and pons

is fimited to 1P add

1 3 2 Lim:’ -nLoum‘ -memﬂi irai
addresses v :

1 3 3 Verify direct connections inbound or outbound are not
allowed for traffic betwaan the Internet and the cardhoider data
environment.

1.3.3 Do not al Eow 3ny dsiect

conneciions ink

d or outbound for

. that internal addresse:
into the DMZ

1.3.8 Do not ailow unauthorize ¢ 1.3.8 Verify that outbound traffic from the cardholder data
cutbound traffic from the cardhoider ¢ environment o the Intemet is explicitly authorized
data environment to the internat. :

PCI DSS Requirements and Securiy Assessment Frocedures, Version 2.0 Gotober 2010
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s .. :’ - . o Motim . TargetDatel
PCIDSS Requirements . . : Teﬁf_i"g 9?’3‘6‘?@“"9? nPhte | ape L tomments

1.3.8 implement stateful iv
M lrnown e:. d,l 1a m( p

packel filtering)
in, and only if they ar
session.)

1.3.7 Verify

1 3. 7 Place sysk t system components that store (,a-dhokjei ﬁah
store cardholder datz i are on an inlemal network zone, segregated from the DMZ and
database) in an internal network zone, | other untrusted networks.

segregated from the DMZ and other ;

unh thc‘ rftxo*ks

1 3.8 Do not disclose pr\vato iP i 1.3.8.a Verily that methods are in place to prevent the disclosure
addresses and routing information to i of privaie P addresses and routing information from intemat
unauthorized parties. i networks 10 the Intemet.

Note: Mathods {0 obscure 1P
addressing may iriclude, put are riot
ifmited fo: :
= Nefwork Address Transiafion (NAT) s e
o Piacing servers containing : 1. : ) _Ver:fythgt any e o‘ pri'vare P gddr s and
card r data behind proxy routing information to external erdities is authorized.
serversfirewalls or content caches,
o Removal or filfering of rowte H
advertisements for private networks
that employ registered addressing, |
s Internal use of 918 address
space instead of registered
adi
1.4 install nal firew: jare 1.
any mobile and/or employee-owned
compulers with direct conneclivity to the
intemet (for exampie, laptops used by
employaes), which are used to access
the crganization's network.

: a Verify that mobite and/or yee-owned computers
i direct connectivity to the internet (‘Ior aexampie, laptop”
: amployees, and which are used to access
pers nial firewalt softwa '€ |

: that the personat firewalt
¢ organization to specific standards and is not after;
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Reguirement 2: Do not use vendor-supplied defaults For system passwords and other security parameters

Maiicious individuals (external and internal to an entity) offten use vendor default passwords and other vendor default settings to compromise
systems. These passwords and settings are weill known by hacker communities and are easily determined via public information.

,,,,,,,,,,,,,,,,,,,,,, Notm
“Place

Target Date/

InPlace Comments

PCIDSS Requements . Tosting Brotedures

a sample of system components, and atte

2.1 Always change vendor-supplied 2.1 Choose ot 1o jog on
defaults before instafting a systam on the | {with system admirdstrator help) to the devices using default

network, inciuding put not fimited to vendor-supplied accounts and passwords, to verity that detault
passwords, simple network management | accounts and passwords have been changed. (Jse vandor manuals |
protoce! {(SNMP) o and sources on the [nternet to find vendor-suppiied :

2.1.1 Verify the following regarding vendor default settings for
s environments:

2.4.4 For wireless emvdranments H
cenngcted to the cardholder data P wirsies
environment of transiritling cardhoider 1 4 4 4 5 \rarify encryption keys were changed from default at
data, shangs wireless \f:“df’ ;jefaul-.s, i instailation, and are changed anytime anyone with knowiedge of
:n},ludlng but rot fimited to defeult i the keys leaves the company or changas positions

wireless encryplion keys, passwords, ! :

and SNMP community strings.

2.4.1.b Verify defauit SNMP community stiings on wireless
devices were changed.
2.4.1.¢ Verily default
were changed

2.4.4.d Verity firmware on w
strong encryption for authentic
wireless natworks.

2.1.1.e Verify other security-reiated wireless vendor defauits were
changed, if applicable

iess devices is updated to suppert
ion and transmission over

Gotober 2070
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R L Target Date/

. _:PCE‘i:}SS Seqxf;remfntﬁ; L : : _:Tee‘syng PIrm;e:dure_s: ‘ ‘ :in f?ace_: . Place Comments.

2.2 Develop configuration slandards for 2.2.a Examing the organization's systemn configuration siandards for

ali system components. Assure that i all types of systern components and verify the systern configuration

these standards address all known
security vuinerabilities and are consistent |
with industry-accepted system hardening
standards.

Sources of i

¢ with industiy-accepled hardening

i syster: C
tems areg configured.

e Centerior Interet Security {CIS)
s {nternational Crganization for
Standardization (180)

i 2.2.8 Verify that system configuration standards include each item
i below (2.2.1 ~2.2.4).

2.2.4.a For a sample of system components, verify that only one

2.2.4 implement only one primary
function per server to prevent functions  © primary function is implemented per server.

that raquire differant security levels
{rom co-existing on the same server.

(Far example, web servers, database ! mologies are used, verify t My one
servers, and DNS shouid be ¢ primary function is implementad per virtual system compoenent or

implemented on separate servers.) i device.

Nofe: Where virtualization fechnoiogiss

are in use, implement only one primary

PCI DSS Requiremenis and Security Assessment Frocedures, Version 2.0 Cotober 2010
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Target Datel
Commants.

Motin
Place

P(:E DSS &equarementﬁ _: : ‘: : : Teesimq Prosedures it Piacej:

2 2.2 Endble only necessary and i 222aForasa mpi JF syslem components msoeci enabled
secure services, protocols, daemons, system services, daemons, dﬂd protocols. Verify that only

alc., as required for the funclion of the | >Cols are enabled.
system.

2MoNs, ¢
ty features are

i 2.2.2.b Identily any enabled insecure services,
implament security features for any prelecnis. Verily they are justified and that secu
required services, protocols o i documented and implemented.
daemons that are cansidered to be
insecure—{or exampie, use secured
{echnologies such as S8H, 3-FTP,
S8L, or [PSec VPN to protect insecure
services such as NatBIOS, file-sharing,
Teinet FTP eto.

2.2.3 Col 1ﬁgul», wstom f‘orumv : 2 2 3 a h\ierwow ~ys em adm'ms*ramr and/or sorumy MAnNAQsrs
S to prevent misuse. Pt verify that ihev have know!edge of common security parameter

semn

2 2. 3 b \/&my *ha' common :.emniv pasameiex 5eﬂ|-1g> are
inch the system mnrgufa

2.2.4 Remove 3l unnecessary
functionality, such as scripts, drivers,
featuras, subsystems, file systems, and
unnecassary web servers.

224afora sampie of system components, verify that aft
\mnocossary f-mr,nonai ty (for exan‘piﬂ, scripts, drivers, features,

2 2 4 b Ve\nfv onabled functions are flrwum»
secure configura
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Target Datel
Commenis

Motin
Place

i Piacej:

P(:E DSS &equarementﬁ _: : ‘: : :. j"i'eesﬁng Piosé:ﬁ!ures

2 3 En” 'of all non-console i 2.3 For 3 sample of syslem components, verify that non-console
adn rative access using strong P admink oliowing:
cryptography. Use technolegies such 2.3.a Ohserve an ad rator log on to each sy

as S8H, VPN, or SSL/TLS for web-
based management and other non-
conscle administrative access.

that a strong encryption method s invoked before the
istrator’s password is requ{:ated
238R ces and parameter fileson s
determine that Telnet and other remote login commands are not
available for use internal

2.4 Shared hosting providars mus rough A.1.4 detailed
protect each entity’s hosted emvironment | Aooend,)' A Add'imnal PC ID% ."‘equ:; ements for Shared Hosting

and cardholder data, These providers Providers for PCIDSS assessmernts of shared hosling providers, to
must meel specific requiremearts as i verify that shared hosting providers protect their entities’ (merchants
detailed in Appendix A: Additionai PCi and service providers) hosted envionment and data.

DS8S Requiraments for Shared Hosting
Froviders. :

PCI DSS Requirements and Securiy Assessment Frocedures, Version 2.0 Gotober 2010
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Protect Cardholder Data

Reguirement 3;:  Profect stored cardholder data

Protection methods such as encryption, truncation, masking, and hashing are criticai components of cardhoider data protection. if an intruder
circurnvents other security contn nd gains access to encrypted data, without the proper oryptographic keys, the data is unreadable and
unusable to that person. Other effective methods of protecting stored data should be considerad as potential nsk mitigation opportunities. For
example, methods for minimizing risk include not storing cardholder data uniless apsolutely necessary, truncating cardholder data if full PAN is not
needed, and not sending unprotected PANS using end-user messaging technologies, such as e-mait and instant messaging.

Please refer to the PCi DSS and PA-DSS Glossary of Terms, Abbreviations, and Acrosiyms for definitions of “strong crypiegrapny” and other PC
DSS terms.

farge} Dats!
Comments

PCIDSS Requirshionts

3.1 Keep cardholder dats >torage P 3.1 Chtain and examine the pvlaue:. p:ocewrﬂs and proces:
minirmur by implementing data relention ; data retention and disposal, and perform the following

and disposal policies, procedures and ;

proces: 2s foliows.

nplement a data it 3. Verify plemented and

disposal policy that includes: i include fegat, rag ory, and business requirements for data

= Limiting data storage amount and retention, including specific requirerments for retention of
retention time to that which is : mrdhclfinr cata (hrexampio oard'\ er data needs fo be heid
required for legai, regulatory, and N
business regquirements Poal

j that poli
s for secure deletion of i secure disposst of data when no fonger o
data whan no longer nesded ¢ requiatory, or business reasens, including disposat of cardhoide\n

o Specific retention requirements for
cardholder data

ai natic or rmanuatl
process for identifying and securely
deleling stored cardholder dala that
exceeds defined retention

the following:
A programmatic process {automatic or manual) to remove, at
teast quarterly, stored cardholder data that exceeds requirer
defined in the data retention policy

Requirements for a review, conductad al
rhar stored cardholder ca.a does not ex:

I

3t (g Ty, o verify
d requirements defi
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PCIDSS Requirements  Testing Procedures nPlRCe  plags Comments

i 3.1.1.e For a sample of system components that store cardholder
data, verily that the data stored does not exceed the requirerments

R Forissue

3.2 Do not store sensitive authentication .
datla afler authorization (even if i and store sensiliy
sncrypted). :
Sensitive authentication data includes the

daia as cited in the following

Reguirements 3.2.1 through 8.2.3:

Note: It is permissible for issuers and

companies that suppori issuing services |
i store sansitive authenticafion data if the foliowing steps:
thera is a business justification and the :
fefeie rely.

2

3.2.1 Do not store the full contents of i 3.2.1 For a sample of system components, examine data sources,
any track (irom the magnetic stripe i including but not fimited to the following, and y that the full
{ocated on the back of a card, contents of any track from the magnetic stripe on the hack of card

equivalent ainied on a chip, or | or equivalent data on a chip are not stored under any
alsewhere}. data is alternativaly circumstance:

called ful frack, frack 1, track &, 1« incoming iransaction data

and magneatic-stripe data. :

: = Alifogs {for example, transaction, history, debugging, error}
Nota: in the normal course of buginess, s History files

the following data eiaments from the s Trace files
magrietic stripe may naad to be i« Seweral database schemas

retained:

2 The cardholdes’s name

o Primary account number (PAN)
s Expiration date

*  Seyvice code

*  Database contents

To miriimize risk, store only these data
efeiments as needed for b
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PCIDSSRequiements  Testing Procedures nPlRCe  plags Comments

3.2.2 Do not store the card verification 3.2.2 For a sampie of system componernts, examine dala s

%

cade or value (three-digit or four-digit P including but not limited to the following, and verify that the three
number printed on the front or hack of a digit or four-digit card veriii n code or value prinied on the
payment card) used to verify card-not- | front of the card or the signature panel (CVV2, CVCZ, CID, CAVZ
present transactions. data) is not stored under any circumstance:

> [ncoming transaction data
= Ali fogs {for example, transaction, history, debugging, error)
istory files
s Tracs files
* Severyl database schemas
> Dathasecontents
3.2.3 For ase

tore the personal ple of system componants, examine data sour

tion number (FIN) or the including but not limited to the following and verify thal PiNs and
encrypted PIN block. ¢ enarypied PiN biccks are not stored undar any circumsiance:

= {ncoming transaction data
All logs {for exampls, transaction, hisiory, debugging, error}
Hislory files

s Trace files
* Several database schemas

3.3 Mask PAN when displayed (the first 1 3.3 Oblain and exam icies and examine displays of
six and last four digits are the maximum FAN (for exampte, on xan, on papear receipls) 1o verify that

number of digits 1o be displayed). : primary aceount numbers (PANS) are masked when displaying
i cardholder data, except for those with a legitimate husiness need o
i see fuil PAN.

Notes:

«  This requirement does not apply 10

empioyees and other parties with a
fegitimate business need ic sae the
full PAN.

»  This requirernent dogs not supersede
stricter requirements in place for
dispiays of cardholder d
exampia, for point-of-saie (POS)

Uy
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. Notwn | TargetDatel
Plage 1 Commients

PCIDSS Requirements ‘3 j ?> Testing Pmcsdmes In Place

3.4 Render PAN unreadable anywhere it | 3.4.2 Obtain and examine documentation about the s

is stored {(including on portable digitat protect the PAN, including the vendor, type of systernt
media, backup media, and in icgs) by : the encryplion algorithms (if applicable). Verify that the P/AN i5

using any of the following appreaches: rendered unreadable using any of the icliowing methods:
s One-way hashes based on strong *  Cne-way hashes hased on strong aryptography
cryptography (hash must be ofthe | ¢ Trupeation
aentire PAN) ;

* index tokens and pads, with the pads being securely slored

° Truncation (hashing cannot De used © . gyrong cryptography, with associated key-management
to replace the truncated seqment of processes and procedures
PAN) -

i 3.4.b Examine several tables or files from a sampie of data
: repositories to verify the PAN is rendered unreadable (that is, nol
stored in rJ!em *f‘)d\

* ndextokens and pads {pads must
be securely stared)

s Stong cryptography with associated -
key-management processes and P 340 Examine a qampio of '9\1\0\/311!@ mod a (f0' 9\a'npio bacl= up
proceduras i tapes) to confirm that the PAN is rendered umre e

33

Zzﬁ.(j;f:'Zo":z{j:ﬁlfgi:evrl,z,r.i};!r?;:»‘lz:q;na: 5 3.4.? Examine a s_aimpie of audit logs 1o confirm that the PAN is
PAN datz if they have access fo both the | rendered unreadabie or removed from the logs.

truncated and hashed version of a PAN.

Where hashed and truncated versions of

the same PAN are present in an entity's

envirenment, addifional controis shouid

be in place to erisure z‘hd! z‘he ':dsf'ec' and

3.4.1 H disk encrypti X
than file- or column-level database i encrypted file wsxe'ns isim plemented via a mechjnxﬁ-ra
encryption), logical access must be i separate from the native aperating systems mechanism (for
managed independently of native ;
operating system access control

mechanisms (for example, by not using
local user account databases). : .
Decryption kays must not be Hied to : Y
USer ACOGUMS. : 3 4.1.¢c Venfythaf cardholder data on removable madia i

anorypted wherever stored.

& Verify that cryptographic keys are stored securely {for
pie °tored ori r-A-n-wuLi!e media that is adequalely protacta

Note: if disk encryption is nof used {o encrypt remavable media,
the data stored on this media wifl need to be rendered unreadable
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. Notwn | TargetDatel
Plage 1 Commients

Lo bss geqmm-gmsi- o Teding Pmcédnre}é In Place

3 5 Protect any keys used {0 secure 3.8 Verify processe

3 to protect keys used for enc rypmn of
cardhoider data againsi disciosure and i cardholder data against disclosure and misuse by performing the

misuse. : foliowing:

Note: This requirement also applies ta :
key-encrypling keys used to protect data- |
encrypting keys—such key-encry

-t access to Lryptogra
keys to the fewest number of
graphic keys
in the fewest possibie locations and

X ine system
stored in encrypted format and that kay
stored separately from daia-

-encrypting keys are
pling keys.

tions o verify mat

;-management procedures for keys
f cardhoider da?a.

key-manage: processes and
procec.:res for cryptographic keys used
tion of cardholder data,
inciuding the following:

: 3.8.b For ser providers only: i
i with their customers for transmiss!
verify that the service provider p
i customers that includes guidance o

Note: Numerous industy standards for
key management are available from
Various resources inelid NIST, which
can be found at ffpuiesre. n.sr Gov.

3.8.1 Generation of sttong
cryplographic

3.6.28
distribution
3.8.3 Secure cryptographic key sloraqe s that key-management procedures are impiemented to
requnre secure key storage.
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s S Target Date!
PCIDSS Requirements Testing Procedures Comuments

3.8.4 Cryptographic key changes for 3.6.4 Verify that key-m

gement procedures are implemented to
keys that have reached the end of their require pericdic key changes at the end of the defined :

aryptoperiod {(for example, after 3 i crypieperiod.
defined period of time has passed ;

and/or after a certain amount of cipher-

ext has been produced by a given
key), as defined by the associated
appiication vendor or kay owner, and
based on industry best practices and
guidetines (for example, NIST Special

v € impien
exarple, archiving, destruction, and/or ta require the retirement of keys when the integrity of the key has
revocatlion) of keys as d 508 i heen weakened.

necessary when the integrity of the key :
has been weakenad (for example,

departure of an employee with i 3.8.5.b Verify that the key-management procedures are
knowladge of a clear-lext key), of kays | implemented to raquire the replacemeant of known or suspected
are suspected of being compromised. | compromised keys.

Nota: if refired or reglaced H
crypiographic keys need fo be retained, |
these keys must be securely archived |
(for examiple, by using a key ernicryption
key). Archived cryptographic keys

should onfy be used for
decryplion/verification purposes.

3.8.5.c If retired or replaced cryptographic kays are retainad,
verify that these keys are not used for encryption operations.
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o i B i i BR Tﬁfg&?aa’te:’
e e e | Comments
38810 ual clear-text cryptographic | 3.8.8 Verily that manual clear-text key-mansgament procedures
kay managament oparalions are used, require split knowledase and dual control of keys.

thess operations must be man l¢|
using split knowledge and dual controd
(for exampie, requiring two or three
people, each knowing only their own
kev component, to reconstruct the
whole key).

Note: Exampies of manual key
management oparations inciude, buf
are riot fimited to: key gerneration,
transimission, foading, storage and

3.8.7 Pravention of unauthorized

substitution of cryptographic keys.

key custodians to formally acknowledge require key custodians {o acknowiedge (in wriiting or alectronicaily)
that they understand and accept their | that they understand and accept theilr key-custodian :
key-cusiedian respons
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Reguirement 4:  Encrypt transmission of cardholder data across open, public networks

Sensitive information must be encrypted during transmission over networks that are easily accessed by maficious individuals. Misconfigured
wireiess networks and vuinerabiiities in legacy encryption and authentisation protocsls continue {o be targets of malicious individuals who axpioit

these vulnerabililies to gain priviieged access to cardholder data environments.

sti_feg ?}ocaﬁumé’

PCIDSS Requirements.

fy the use of security protocois wherever cardholder data is
nitted or recaived over opern, public networks.

: ver..ymar strong cryptography is used during dala transmission, as

4.1 Use sirong cryptography and security
protocols (for example, SSLITLS, IPSEC,
S8H, ete.) to sateguard sensitive
cardholder data during transmission aver
apen, public networks.

Exampies of apen, public ristwerks that
are ini scepe of the FCI DSS include but
are riot fimited to:

are received and
that cardholder data is

s The Intermet

* \Wirgless lechnologies,

& Global System for Mobile
communications (GSM)

»  General Packet Radio Service
(GPRS).

i 4.4.¢ Verify that the protocol is implemented to use only secure
| configur alm i does not support insecure versions or

implementations:

s Verify that HTTFS appears 35 a pari of the browser Universai
Record Locator (URL).

ﬂﬁ‘{
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iNotin 0 Target Dates

‘ scs D;SS R:equ:srame:ms . o v _‘ijesia:ﬁg Frgtefimes; L in Place: L Pl Comments
4.1.1 Ensuwre wireless networks . 4.4.1 For wireless networks ransmitting cardholder data o

transmitting cardhokder data or connacted to the cardholder datla environment, verify that industry

cennectad {6 the cardholdar data . best practices (for example, IEEE 8C2.111) are used 1o implement

environmerd, use industry best i sirong encryption for authentication and fransmiss
practices {for example, IEEE 802,11 fo |

implement strong encryption for :

authentication and transmission.

.

Notae: The use of WEP as a security
conirol was prohitited as of 30 June
2040 : H
4.2 Never send unprotected PANS by 4.2.a Verify that PAN is rendered unreadabie or secured with strong
end-user messaging technologies {for - cryptography whenever it is sent via end-user messaging :
example, e-mail, instant messaging, chat, | technelogies
efc.).

xistence of a policy stating that unprotected PANs
i are nol {o be sent via end-user messaging technologies.
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Maintain a Vulnerability Management Program

Reguirement 8: Use and regufarly update anti-virus software or programs

Malicious software, commonly referrad to as “malware”—inciuding vinuses, worms, and Trojans——enters the natwork during many business-
approved activities including emplovee e-mail and use of the intermet, mobile cormputers, and sterage devices, resuliing in the exploitation of
system vulnerabilities. Anti-virus software must be used on all systems commoniy affected by malware o protect systems from current and

evoiving maiicious software threats.

Target Date/
Gommems :

?cs Das Requimmgms i fTeatmg érﬁweﬁumé

8.1 For a sampile of systemn components including all operating
fiware, verily that
virus technology

5.1 Deploy anti-virus software on ali
systems commonly affected by matlicicus | system types commonly affected by malicious s
software (particularly personal compiiters anti-virus software is deployed if applicable anti
and servers). | euisis.
sure that all anti- NN E system components, verify that all anti-virus
programs are capable of detecting, i programs detect, remove, and protect against all known typas of
removing, and protecting against ali maiicious sofiware (for example, viruses, Trojans, worms,

known types of ma ftware. ayware, adware, and rootkits).

8.2 Verify that ali anti-virus software is current, acti running, and
g logs by performing the foliowing:

are currant, actively running, and
gar ting audit logs.

i 8.2.a Oblain and examing the policy and verify that it requires
of anti-virus software and definitions.

for autornatic updales

nd pariadic scans

i 8.2.¢ For a sampie of system components including all operating
i system types commonly affected by malicious sofiware, verify that
i automatic updates and periodic scans are enabled.

: 8.2.d For a sample of syslem componenis, verify that anti-vir
i software log generation is enabled and that such logs are retained
in accordance with PCt D88 Requirement 10.7.
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Reguirement §: Devefop and mainiain secure systems and applications

Unscrupulous individuals use security vulnerabiiities {o gain privileged access to ams. Many of these vulnerabiiities are fixed by vendor-
providad security patches, which must be instalied by the entities that manage the systems. All critical systems must have the most recently
released, appro'mafe software paiches to protect against exploitation and compromise of cardholder data by maiicious individuals and malicious
sofiware.

Nofe! Appropnate software patches are those palches thar fave been evaluated and tested sullficiently to determine thatl e pakehes da nof
wonlict with exisiing sesunilyconfigurations. Forin-hnuse developes ao;maf:ons aumer ous ya:nerabd»be» can & ayoided 'w using stendarrf
system dsve!f‘pmpm‘ ocesses 'md S8CUrE So0ING BRChIgUES.

Téééé% Datei
Comments:

PCi DSS R&qusrements Testing Pracedures

8.1 Ensure that alf system corr‘pononf@ i 84.afora sampiﬂ of system componentis ar‘d relaied scitware,
and software are proiected from known compare the iist of secwity paiches instalied on each system {o the
vuinerabilities by having the latest ¢ most recent vendor security pateh lis t to verity that current vendor
vendor-suppliad security paiches iches are instailed

L:;;ﬁ::’fq;Ez‘ri;rot;“r‘:l{fj:é‘my patches ;6. 1.6 Examine policies related to securily patch instadlation to verify
' ) T i they require instaliation of all crilical new security patches within
Note: An organization may consider | one month.
applying a risk-basad approach fo :
pricritize their patoh instal O
example, by prierifizing oril
infrastructure {for example, public-facing
devices and systems, da
than fess-critical infernal devices,
ensure high-priority svstems and devices
are addressed within one monih, and
addressing less critical devices and
systems within three rmonths.
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Target Date/
Comments:

BCI 0SS Requirements Testing Procedures

8.2.a Interview respansible personnet to verify thal processes are

mplemernted to identify new security vulnerabiiities, and that a risk
anking is assigned to such vuinerabilities. (At minimwr, the most

crifical, highest risk vulnerabilities should be ranked as “High.”

8.2 Establish 3 process o identify and
assign a risk ranking to newly discovered
security vuinerabitities.

Notas:

e Risk rankings should be based an
indusiry best praclices. For example,
criteria for ranking “High” risk
vutneratilities may inciude a CVSS
base scare of 4.G or above, and/ora
vendor-supplied patch classified by
the vendor as “critical,” andior a
vulrierability affecting & critical
systein componeit.

e The ranking of vuinerabilities as
defined in 6.2.a is conisidered a best
practice untif June 3@, 2012, affer

ich it he uireme.

6.3 Develop software applications
(intermal and external, and including web

trative access to
applicatio accordance with PCIDSS
(for example, secure authentication and
{ogging), and Based on industry best
practices. Incorperate information
sacurity thros it tha software
development iife cycie. These processas
must include the following:

§.2.b Verify that processes 10 identify new security vulnerabilities
nciude using outside sources for security vuinerahility information.

wihi

written software develop
sses are based on industry stan

n software developmen
security Is included throughout

8.3.¢ Examing wiitten soflware development proce
hat software applications are developed in accordance with PCH
Dss.

8.3.d From an examination of wiitten soflware deveiocpment
nd interviews of software developers, verify tha

ont accounts, usar IDs and/or passwor
are removed befora system goes into production or is releas
customers.

5.3.1 Removal
acoounts, user 1Ds, and passwords

hefore applications become active or
are refeased o cusio
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e Target Datei
pCy a§s Requirements Testing Procedures Comments.

6.3.2.a Obtain and review policies 6 confirm that alf custom
spplication code changes must be reviewad (using either manual
or automated processes) as foliows:
= Code changes are reviewed by individuals other than the
ariginating code author, and by individuals who are
knowiedgesbie in code review technigues and secure cading
practices.
= Code reviews ensure coda is developed acoording to secure
coding guidelinegs {see PCI DSS Requirermnent 6.5).
= Appropriste corrections are implementad prior 6 releass.
= Code review results are reviewed and approved by
management prior to release.

§.3.2 Review of customn code prior to
release to production or customers in
arder to identify any poiential coding
vuinerabitity,

Note: This requiremnernt for code
reviews applies te ail custom code
{botty internal and public-facing), as part
of the system developiment fife cycle.

Code raviews can be conducted by
knowledgeable internal personnel of
third parties. Webh applicalions are also
subject to additionai cantrols, if they are
pubtic facing, to address ongoing
threats and vulnerabilities affer
implementation, as dafined at PC! DSS
Reguirement 6.8
§.4 Follow change control processes and
procedur afi changes to system
components. The processes rrust include

6.3.2.b Select a sample of recent custom application changes and
varify that cusiom application code is reviewed according o i

4 From an exan
with system and network adm
elevant data {(network config

trators, and examin it of
Ation doo ort, production and

5.4.1 Separate developmentftest ar
production environments

4.1 The deval S t environments are separate from the
tion environment, with access controt in place to enforce

s a separation of duties between personnei assigned
o the developmantitest environments and those assigned 1o the
production environment.

6.4.2 Separaticn of duties between

deveiopmentitest and production

environmenis

6.4.3 Production data (live PANs) are
not used for testing or deveiopment

6.4.3 Production data (five PANs) are nol used for tesling or
development

6.4.4 Test data and accounts are ramao
system becomes active.

$.4.4 Removal of test data an
acoounts before production systems
hecome active
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Target Date;
Comments:

Netm
Plare

'Teseing Pioceﬁura‘s}

BCI 058 Reguiremants 3j

6.4.5.a Verify
implementing sec

y thd[(, ange-control procedures re
v patehes and soﬂ ware modifications are

an of security patcl hea and
sofiware medifications. Procedures
must include the following:

ystem components
s, trace those changes back to reisted

change contiel do
perform the following

. umented change appro
by authorized parties.

tionality testing to verify
e doas not adve 1

6.4.5.3.h For
tested for o

6.8 Develop applications basad an 8. reviaw softwe
secure coding guidelines. Prevent that processe“ require fraining in secure coding Aechm ques for
common coding vuineragilities in H developers, based on industry best practices and quxdanoe
software development processes, to P
include the foliowing:

Naote: The vulno,‘abi ies listed at 6.5.1 § S
through 6 rent vath indusiry ions are not vuinerable to. at a minimum, the following:
hest pra s version of PCH

DSS was published. However, as
industiy best practices for vuinerability
managemeit are updated (for exarmple,
the OWASP Guide, SANS CWE Top 25,
CERT Secure Coding, etc.), the current
best practices must be used for thase
requirements.
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Target Date;
Comments:

Netm
Plare

Tesemg Pmceduras

BCI 0SS Requirements

y SQL ;m fuon {Va hda*e -r*put to
anieds and

8.5.1 Injection flaws, particuiarly SQL

inje un Also consider 08 Command

6.8.8 Improper ervor hangdiing

X uiner s identified
in the vuinerability identification process | Requirement 8.2.
(as defined in PCI DSS Requirernent |

8.2).

Note: This requirement is considered a
best practice untit June 30, 2012, after

o

: FCPer Ancess
insecure direct object -'eferencm failure | references, failure to restrict URL access, and directory traversal
to re: str:ct URL access, and directory {Properiy auiheni:cafe users and sanitize input. Do nat axpose

§.5.% Cross-sile request forgery {C8RF). (Do not reply on
authorization credentials and tokens automatically submitied by
3 )

8.8.9 Cross-site reguest forgery (C\xRF‘
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BCI 0SS Requirements

8.6 For public-facing web applications,
address new threats and vulnerabilities
ORn an ongoing basis and enswre these
applications are protected a3gainst known

ttacks by either of the following
mathods:

s Reviewing public-facing web
applications via manuai or
automated application vuinerabifity
security assessment 10ois or
methods, at least annually and after
any changes

= Insiailing & web-application firewall in
front ot public-facing web
applications

Target Date]

Testing Procedurss kol

8.8 For public-facing web applications, ensure thal effher one of the
oilowing methads are in plaee as foilows:

= Verify that public-facing web appiications are reviewed (using

gither rhanuat or automaiad vulnerability security assess
toels or methods), as follows:
-~ Atleast annually
- After any changes
- By an crganizatic at speciaiizes in application security
- That ali vulnerabiiities are corrected
-~ That the application is re-evaluated after the corrections
e Varify thal a web-appilication firewsll is in place in front of :
public-{acing web applications to detect and prevent web-based
attacks. H

Note: “An organization that specializes in appiication

ecurity” can be gither a third-party company or an

nternal organization, as fong as the reviewers specialize

1 application security and can demonsirale independence from the
de 3.
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implement Strong Access Contirol Measures

Reguirement 7:  Restrict access to cardholder data by business need {0 know

To ensure critival data can only be accessed by authorized personnal, systems and processes miust be in place to limit access based on need o
know and accerding to job responsibilities.

‘Need 1o know™ is when access rights are granted o only the east amount of data and privileges needed o perform a job.

g i
Comments

Testmg Procadures

: : : : : Mot
Py QSS Qeqyimmentﬁ- JmPlace . Placs

7.1 Limit acoess to syst iLDmpDnenF 7.1 Obtain and examing writien pol
and cardhoider data to only those ¢ that the policy incorporates the folt ow:nq
individuals whose job reqguires such i

a0Cess. Acoesx liritations must include

7.4, 1 Rastriction of access rights {0 7.4.1 Confirm that acoess rights for privileged user 1Ds are
qed user .Di. tL- Eﬁas‘ orivilegas ¢ restricted to least privileges necessary to perform job
3 responsibilities.

7.4.2 Confirm that privileges are assigned {o individuals based on
job classification and funiction (aiso called “role-based access

7.14.3 Requirement for a documented 7.4.3 Confirm that documented approval by authorized parties &
approval by authorized partias i required (in writing or electronically) for ali access, and that it mqst
specifying reg specify required privitleges

7.4.4 Confirm that access controls are implemenied via an
autcmatec accass aow ol 5ys

y T 2 Examine system 3811:;1_]% and vendor d £ verify
for sys{ems components with mu!'sple : that an access controd system is implemented as follows:
users that restricts access based on a :
user's neead 1o know, and is set {0 “deny
alf” uniess specifically afiowed.
This access control system must include
the following:

7.2.1 Coverage of ali system 7.2.1 Confirm that acoess control systerns are in place on all ) :

COMmponemnts i system components. : g
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Target Datel
Comments:

Testing Procedures

FCIDSS Requirements

ystems are configured {o

7.2.2 Assignment of privileges to i T.2.2 Confir that access contr

individuals based on job classification | enforce privileges assigned 1o individuals based on job

and function i classification and function.

7.2.3 Defau

t “deny-ali” setting 7.2.3 Contirm that the access control systems have a defa

“deny-ail” selling.

Note: Some access control systems :
are set by default to “aflow-all,” thereby
permifting access unless/untit a rufe is
written fo specificaliy deny it. : : : :

Gotober 2070
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Reguirement 8: Assign a unigue 1D to each person with computer access

Assigning a unique identification (1D) fo each person with access ensures that each individual is uniquely accountable for his or her actions. YWhen
such accountability is in place, actions taken on critical data and systems are performed by, and can be traced to, known and authorized users.

Noter These requisrments are gonlicabie for gl accoiinds) nolosing point-0faale Sccounts, With aniiisteaive capsbiifies aniafl atcountaased.

1o view or access cargiolder data G to access systems with carghaider data, However, Reguiremenis 8.1, 8.2 and 8.5 8 thwough 8.5 15 are gt
inipnded 10 GROIV 10 HSer astounis within a polnt-nf-sale pay'ner'? a;spubet'on ﬂ’a’ mw nave BCCLES io Lns v*ard au mber alg ':'ne i um'erm

fa ditate s singie ranssckion (suciias cashier scoountsh:

Target Datel
Domments:

iGN <-!i USers a unique ED be
allowing them to access system
OMmponents or cardholder daiz

i 8.1 \/enfv that ail users are a lgned a unique lD for access to
¢ system components or cardholdar data.

ing unigue D and
word) for access to
following:

1 8.2 To verify that users are authentics
H\N\ of the foilow i additional authentication (for example
sthenticate all usars: i the cardholder data environment, pertorm the
= Something you know, such as a i = Obtain and examine documentation de

cmp Gy ai I
mathads to

bing the
password or passphrase ‘ authentication method(s) used.
= Something you have, such a5 a o For each type of authentication method used and for each lype
token davice or smart card ‘ of systemn component, observe an authentication fo verify

authentication is functioning consistent with documented

«  Something you are, such as a Hantiat
authentication mathod(s}.

biometric
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POIDSS Reguirements Testing Procedurss  Notim | Target Date)
: it : e Plage Comments

8.3 Incorporate two-facior authentication o verify that two-factor authentication is implemented for al

1 8.3
for remofe access (network-level access | remoie network access, observe an employes {(for example, an
originating from outsids the network) to | administrator) conneciing remotely tc the network and verify that
the network by empioyaes, i twe of the three authentication methods are used.
admi :

strators, and third parties. (For
axample, remcte authentication and dk
in sarvice (RADIUS) with tokens; terminal
access conirolier access control system |
{TACACS) with tokens; or cther
technologias that faciiitate two-factor
authantication.)

Note: Twa-factor authertication requires
that two of the three authentication
methods {see Requirement 8.2 for
descriptions of authentication methads)
be used for authenticafion. Using cne
factor twice (for example, using two
separate passwords) is not considered
two-factor authenticatio

words unreadabie i 844 2 sampie of system compenents, ex Passw
during transmission and storage on ail i to verify that passwaords are unreadable during transmission and
system components using stieng storage.

cryptography. ¢ 8.4.1 For senvice p only, observe password files to ver
i that customer passwords are encrypted.

8.5 Ensure proper usey identification and | 8.8 Review procedures and interview personna! to verify that
authentication management for non- i procedures are implemented for user identification and
consumer users and administrators on alt authentication management, by performing the following:
system components :

medification of user D3, credentials, and general users. Verify that each user is authorized i use the
and other identifier object: | system according to policy by performing the foliowing:
; *  Obtain and examine an authorization form for each 1D.

antad in
ng with

s Verify that the sampled user IBs are implem
accordance with the authorization form (inc!

privileges as specified and all signatures obtained;, by tracing
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Target Date!
Comments

: : Ncé §58 ;
Plage

ol ﬁéss éaquiii’eméms :

T&sﬁhg ﬁr:oce:dur&s;:

ty before
performing password resets.

wity personnel o verify that, if a user reguests a password
eset by n’:onu il web ar other non-face-io-face method, :
assword is reset. :

e password procedures and ohserve securily
parsonnet io verify that first-time passwords for new users, and
reset passwords for existing users, ara set to a unique value for
each user and "harqed a:"erf st use.

8.5.48¢z a sampie of users torm:r‘aroc
and ro\,L,w current user access

8.5.3 Sef passwords for first-time use
and resets {6 a unigque value for gach
d change immediately after the

rhe past six months,
fisis 10 verify that their IDs have

8.8.6 Enahle accounts usad by : B 5 6.a Verify that any accounts used by vendo 3
for remote accass only during the time | support and maintain system compenents are disabled, and
period needed. Monitor vendor remote
access accounts when in use.

3

8.5.8.1 Verify that vandor remote access accounts are monitored
while being use

8.5.7 Communicate authentication 8.5.7 interview the users from mple of user IDs, 1o verify that
procedures and policies {o ail users i lhey are familiar with authentication procedures and policies.

whe have 3ccess o cardholder data. :

8.5.8 Do not use group, shared, or i 8.5.8.a For a sampie of syslem components, examing user 1D lists |

generic gecounts and passwords, or i Lo verify the following:
other authentication methods. I user s and accournis are disabled or removed

red user iDs for systern administration activilies and other
critical functions do nof exist
»  Shared and generic user 10s are not used {o administer any

2w system sdming that group and

shafed passwords or other au&hew*mlm-a mathods are not
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$.5.3 Change us sswords at ieast

every 90 days

r and nspe:
system configuration sattings to verify that user password
stars are 58t 1o require users fo change passwords at least
every 90 da
$.5.8.b For sevvice providers only, review internal processes and
customer/user documentation 16 verify that non-consumer user
passwords are required to change pericdicaily and that non-
CONSUMEr users are given guidance as to when, and under what
mstances, passwords rmust change.

8.5.18 Require a minimum passwor i 8.5.10.8 For a sample of system components, obtain and inspact
length of at Izast seven characters. i system configuration settings to verify that password parameters
i are set o require passwords to be at least seven characters fong.

8.5.10.b For service providers only, review intemal processes and
customer/user documentation fo verify that that non-consumer
¥ passwords are requirad to meat minimum length

us:

2 SSWOrds conts

$.5141 Usep ining both 8.5.11.a For a sample of system components, obtain and inspect
numeric and alphabetic characters. i system configuraticn settings to verify that password parameters

are set to raquirs passwords to contain hoth numeric and
alphabetic characiers.

8.5.11.b For service providers only, review intemal processes and
customer/user documentation 1o verify that non-consumer user
passwords are requirad to contain both numeric and aiphabeti
characters.

8.5.12 Do not altow an individual fo

i 8.8.12.a For a sample of system components, obtain and inspect
submit a new password that is the i system configuration settings to verify that password parameters
same as any of the tast four passwords are set to require that new passwords cannot be the same as the
he or sha has used. i four previcusly used passwords.

8.5.12.b For service providers only, review intemal processes and
customer/user documeniation {6 varify that new non-consumer
user passwords cannct be the same as the previous four

i passwords.
$.5.13 Limit repeated access atlempls 8.5.13.a For 3 sample of system components, obtain and inspect
by locking out the user D afler not i system configuration settings to verify that authentication
more than six attempts. ¢ parameters are set to require that 3 user's account be locked out

after not more than six invalid logon attempts.
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: : Ncé §58 ;
Plage

ol ﬁéss éaquiii’eméms : T&sﬁhg ﬁr:oce:dur&;é

cuxton}t‘l/-mm rlfrum»‘ ntation to verify that non-consumer user
accounts are temporaﬂiy focked-out after not more than six invalid

$.5.14 For a sampie of 'sy\tem xompont‘nts, wbia:r an6 -nspect
system configur settings to verify that password parameters
at once 3 user account is locked out, it
remains iockad for 3 minimum of 30 minutes or until a system

8.5.14 Sef the iockout duration to a
minimum of 30 minutes or untit
administrator enables the user iD.

8.5.18 {f a session has been idle for 8.5, 15 Fo-‘a samg systemn components, obtain and inspect
more than 15 minutes, require the user | system configuration settings to verify that systerm/session idle
te re-authenticate to re-activate tha i time out faatures have haan set to 18 minutes or less,
terminal or session.
18 Auth ate all 3

de & conlaining cardholder Gata
o

s includes accass by applications,

trat o alf ofh 8 5 18.0 Verify thal database and app!ar,dtioq oonﬁgm tion
* .mlr.\xs;ra 05, and ail oiner users. : ings ensure that all user access to, user queries of, and user
Restrict user direct access or queries o s on {for example, move, i
Gatabases o database adminisirators. mrm.qh programmatic methods

procedures).

8.5, 16 < Verify "'mi databa% a'wd appiiﬁa‘.iu\ oonfgu"alion

cation 10
Dy individual

iDs to verify that apphi
applical
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Reguirement 8:  Restrict physical access to cardholder data

Any physical access fo data or sysiemns that house cardhoider data provides the opportunity for individuals to access devicas or data and to
remove systems or hardcopies, and should be appropriately restricted. For the purpeses of Requirement 8, “onsite personnal” refers to full-time
and part-time employees, temporary employees, coniracters and consuitants who are physically present on the entity’s premises. A “visiier” refers
{o a vendor, guast of any onsite personnei, service workers, or anyona who needs io entar the facility for a short duration, usuaily not more than
ong day. "Media” refers to all paper and electronic media containing cardholder data.

Targel Date!

PO DSS Requirernents Testing Procedures

: : e : : G : Comments:
Use appropriate facility entry controls 8.1 Verify the existence of physical security controls for each

it and monitor physical access to computar room, data center, and other physical areas with systams
systems in the cardhioider data n the cardholder data environment.
environment. { s Verify that access is conirolied with badge raaders or other
davices including authorized badges and lock and key.
= Observe 3 system administrator's attempt o fog into consoles
for randomiy salected systams in the cardholder environment
and verify that they are * " to prevent unauthorized u

 video cameras and/or aceess |
contret mechanisms to monitor
individual physical access to sensitive
sreas. Review coliected dala and

carrslate with other enlries. Stors for at

isast three months, un othenwise e e e

restricted by law. i 8.4.1.c Verify thal video cameras and/or access control
mechanisms are monitored and that data from cameras or other

Note: "Sensitive areas”refers to any | machanisms is storsd for at least three months.
data center, server room or any area :

ihai houses systems ihai store,
process, oF transmit cardholder data.
This exciudes the areas where oniy
paint-of-safe terminals are preset,

Such as the cashier areas in a retail
store.

9.1.2 Restrict physical access to

9.1.2 Verity by interviawing network administrators and by

publicly accassibie network jacks. observation that network jacks are enabied only when needed by
For example, areas accessibie to i authorized onsite personnel. Alternatively, varify that visitors are
visitors should not have nelwork ports | escorted at alf timas in areas with active networ! S.

enabied unless network aceass is
explicitly authorized
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Target Date!

poiDsa éaquiii’eméms :

erify that physical access to w point:

Comments

t physical access to

wireiess access points, gateways, i gateways, handheid devices, networking/communications
hancheid devices, i hardware, and telecommunication lings is appropriately restri

networking/communications hardware,

telecommunication iin

9.2 Davaiop pr to y i 9.2.a Review processes and procedures for assig
distinguish hetween onsite perscnnei and | onsite personnat and visitars, and varify these processes include

visitors, gspecially in areas where i the folio
cardnoider data is accessible. P

rting new badges,
Changing access requirements, and

& Ravoking lenminaled onsite personnel and expirad visitor
badges

4.2.b Verify that access o {he badge system is limited to authorized

in use to verify that they cleady identify
sitors and it is easy to distinguish between onsite persennel and

9.3 Make sure all visitors are handied as
follows:

8.3 Verify that vi

r controis are in place as foliows

3.3.1 Observe the use of visitor ID badges to verify that a visilor

9.3.1 Authorized before eniering areas

where cardholder ¢ata is processed or 1D badge does not permit unescoriad access fo physical areas
e cardholder data.

maintained. i that

i 9.3.2.a Observe peopie within the facility to verify the use of visitor
device) i 1D hadges, and that visitors are easily distinguishable from onsite

exampie. a badgs or a0

that expires and thal ident
visitors as noi onsite parsonnel.

9.3.3 Qbserve visitors faaving the facility to verity visi
token before ieaving the facility or atthe | asked to surrender their D badge upon departure or expiration.
axpiration. :
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: : G : Com Plage Commients

a visitor fog tc main

i @.4.a Verify that a visitor log P
physical audit trail of visitor activity. i the facility as weli as for computer rooms and data ceniers where
Documant the visiter's name, the firm ¢ cardholder data is stored or tra itted.

rapresented, and the onsite parsonnel
authorizing physi S on the log.
Retain this log for a mi
months, untess otherwise

firm

i 9.4.b Verily that the log © ns the v 2,
represenied, and the onsite perscnnel authorizing physical access,
i and is retained for at least three months.

iocation, preferably an off-site faciiily,
such as an allemate or back-up site, or
commercial storage acility. Review the
's security at

a

a5 verity
i annually.

9.8 Physically secure all media.
controls for phy:
i compulers, removable electrenic
i reports, and faxes).

9.7 Verify thal a policy exists to control di
{hat the policy covers ali distributed media including that disf
{16 individuai

$.7.2 Send the media by secured P 98.7.2 Verily that all media sent cutside the facility is loggad anc
courier or other delivery methed that i authorized by management and sent via secured courier of other
can be accurately (racked. defivery method that can be tracke: :
9.8 Ensure management approves any | 8.8 Select a recent sample of severat days of ofisite tracking logs
and ail media that is moved from a for all media, and verify the presence in the logs of tracking details
i and proper management authorization.

widuals).

t control over the .8 Obiain and examine the pol
~essinilily ¢f media. i maintenance of ait media and verify that the policy requires periodic
: media inventories,

ntory logs of
nvenlories

$.9.1 Propery maintain i
all media and conduct m
at ieast annually.
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Plage

PCi s:fass R:aqu:irem?ms ‘ ﬁT&stﬁng Ffoceidur&é;i in éiace :

$.18 Dastroy media when it is na longe
aadad for businass or legal reasons 33

dic media destruction policy and
¢ varify that it covers alf media, and confirm the following:

atshredded,

. incinerate, or pulp 9.10.1.a Verify that hard-copy materials

hardcopy materials 56 that cardholder | inginerated, or pulped such thal there is reasonabie assurancs the |

data cannet be reconstructed. i hard-copy materials cannot be reconstructed.

9.10.1.b Examine storage containers usad for information o be
destroyed to verify that the conlainers are securad. For example,
verily that 3 “to-be-shredded” containgr has a lock preventing

$.16.2 Render cardholder data on 8.10.2 Verify that f daia on electronic media is rendered
electronic meadia unrecoverable so that unrecoverable via a secure wipe program in accordance with
cardholder data cannot be i industiy-accepled standards for secure deletion, or otheiwise
reconstructed. physically destroying th (for example, degaussing).
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Regularly Monitor and Test Networks

Reguirement 10: Track and monitor alf access {0 network resources and cardholder data

Logging mechanisms and the ability {o track user activities are cnitical in preventing, detecting, or minimizing the impast of a data compromise. The
presence of logs in all environments aliows thorough tracking, alerling, and analysis whean sernething does go wrong. Detenmining the cause of a

compromise is very difficult, if not impossible, without sysiem activity logs.

arget Date/
Comments

PCIDSS Requirements Testing Progedures

10.1 Estabiish a process for linking all
access to system compoenents

55 done with

vileges such as root) 1o

adminisirative
each individus
10.2 implement automaled audit trails for
ali system componenis to reconstruct the
foliowing event

16.2.1 All individual accesses to
cardholder data

18.2.2 Al actions taken by any
individual with root or administrative

16.2.2 Verity actions taken by any individual with roc
administrative privileges are logged.

ails 18.2.3 Verify access 1o all audit trails i5 logged.

coess attempts  © 10.2.4 Verify invalid logical access atiempis are iogged.

18.2 § Use of identification and : 16.2.8 Verily use of ication and authenti
authentication mechanisms i mechanisms is logged

18.2.8 Initialization of the audit logs 18.2.8 Verify initialization of audit logs is logged.

18.3 Record at feast lowing audit
rail entries for all system components
for gach event:

14.3 Through interviews and observation, for each auditable
event (from 10.2), pairform the following:

PCI DSS Requiremenis and Security Assessment Frocedures, Version 2.0 Cotober 2010
Copyright 2070 PCI Securily Standards Council LLC Page 55

Ex.1002 / Page 359 of 710
M&A Ventures, LLC et al



\\\\\\\\“‘
\\\\ 3

Testing Protedums

PCI 0SS Requitements In Place

18.3.1 User identification

1.3, 1 Verify user Menuf(,dhor* is included in Eo) aniries.

18.3.2 Type of ey

19.3.3 Date and time

10 3.8 Verify orgination of evenl is inciuded in fog entiies.

13.3.8 Identity or name of affected ¢ 48.3.6 Verify identity or name of affected data, system

data, system component, or fesource. component, or resources is included in log entries.

18.4 Using
e oGy, synchronize sl critics!
sysiem clocks and times and ensure
that the tfolicwing is implementad for
acquiting, distributing, and storing time. |

time-synchronization 1¢.4.a Verify that time-synchronization technology is
i implemented and kept current per PCI DISS Requirements 8.1

raview the process {or acquiring, distributing
and sloring the carrect time within the organization, and review
tirme-related systerm-paran attings for 3 sample of
qurom components. Verily the foliowing is included in the
process and smp mt\nle :

Note: One example of time
synehrenization technology is Network
Time Protocol (NTP)

1¢.4.1 Critical systemns have the
correct and consistent time. tirne signals f-\Jm exiarnal souicas, and tsma sk qnal; from

ai sources are based on i.aiematmnal Atomic Time ar

14.4.1.b Verify that the designaled central time servers peer
with each other to keep accurate time, and o'hﬁr internal servers
m the central

18.4.2 Time data is proiected. w system configiis ynchronization
settings to verify that access to time data is restricted {6 only :
s need 10 acce: time data.

i0.4.2.0 Re\now syctow\ configurations and time synchronization !
settings and pro as tc verify that any changes {o time
foggad 'nTs Gres 3n1 re.nﬁwed
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Target Date!
Comments:

PCI 058 Roquirements Testing Pm{:edmes In Place

18.4.3 Time settings are receivad from 18.4.3 Verify thal the time seivers aceept time U{Jddi"s from
industry-accepted time sources. i specific, industiy-accepted external sources (1o pravent a

| malicious individual from changing the clock). Optionally, those
upds can be encrypied with a symmeliic key, and access
controf lists can be created that specify the 1P addressas of
client machi'aes that w‘H be provided with the tima updates {o

t ur of intarnal time servers)

18.5 Secure
be aliered.

P 185 !ntﬂrwew ¢ys tem administrater and examine permissions o
§ verify that audit fraiis are secured 50 that they cannoct be altered

viewing o auc.t tra
with 3 job-related need.

10.5.2 Protect audit trait
unauthorized mod ﬁca{.or‘“

Contrr-! mechanisms,
Segieg atm n.

10 5 3 Prcmpt!y hack up aufh{ irail :sk S 10 5 3 wnfv thal curr nm qudsf t-‘ax- files are a"»n\ptly back»ad up

10 a centrafized log server or media i to a centralized log server or media that is difficult to alter
that is difficult to aiter. i

example w:m!eas, {ir ewal!: DNS, i
cntc a secure centralized inlemal log server or media.

techn oiogi'
internal LAN.

i 40.5.8 Verify the use of file-integrity monitoring or changse-
change-detection soflware onlogs to | detection software for logs by examining system sellings and
{hat existing log dala cannot be monitored files and resulls from monitoring activities.
changed without generaling aleris ;

(although new data being added ‘ : ;
sheuld not cause an aleri). : : : :
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Target Datsf
Comments:

| PCIDSS Requitemants Testing Frocedires InPlace  NotinFlace

10.8 Review logs for all system 18.8.2 Obtain and examine s

it

components at least daily. Log reviews | verify thal they inciude procedures to review secudity log
must include those servers that i leastd X

perform security functions fike
intrusicn-detection svstem (58) and
authentioation, authorization, and
accounting protocol {AAA) servers (for
axample, RADIUS).

18.6.b Through observation and interviaws, ve
tog reviews are performed for all system components.

g harvesting, parsing, and
may be used fo meet
withy Regu 2nt 10.6.

16.7 Reiain audit trail history for at least
ane year, with a minimum of three verify that they include
months immediately available for i audit fog retention for al ieast one v
analysis (for example, onling, archived, 10.7.1 Verify that audit iogs are
or restorable from back-up). H 8 ins place 1o imediately 5

a
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Reguirement 11 Regularly test security systems and processes.

Vuinerabifities are being discoverad continually by malicious individuals and researchers, and being introduced by new software. System
components, processes, and custom software shouid be tested frequently to ensure security controis continue to reflect a changing environment.

Target Date/
Comments

11.1 Test for the prasence of wiraless i 11.1.2 Verify that the entity has 3 documented process o datact

access points and detect unauthorized and identify wirsiess access points on a quarterly basis.
wireless acoess points on a quarterly : o _
asis i 14.4.b Verity that the me qQy is adequate to detect an
basis. i 14.1.b Verify that the methodolo deguate to dat I
o . ¢ identify unauthorized wireless access points, including at least
Note: Meihods that may be usedinthe | the followi g
process inciude but are not linited 10 L WLAN cards inserted into system componants
VEE f ik scay i inef : k
wireless nefwark scans, physicalfiogical  + « poriable wireless devices connected 16 system components
:'nspec.f.ro.za of system companeants d{?d 5 {for example, by USB, etc))
infrastructure, netwark access contrel 1 o Wiirslsss devices attached to a network port of network devica

(NAC), or wireless IDSAPS.

hichevar metieds are used, they mus
Whichever metheds are used, they m
nd idernitify any

114.1.¢ Verify that the documented process to identify unauthorized
i wireless access points is performed at ieast quarterdy for all sysiem

IDBAPE, NAC, eic), verify the configuration will genarate alerts to
i personnel.
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| Targstpatel
S Commants

BCI DSS Requirements Testing Frocsdines

11.2 Run intemnal and extemnal network 1 11.2 Verily that internal and external vulnerability scans are
flity scans at least guariedy and | performed as foliows:

afler any significant change in the

network (such as new system component :

installations, changes in network :

topology, firewall rule modifications,

product upgrades).

vutneral

Note: If is not required thai four passing
guarterly scans must be completed for
initial PC! DSS complian i
assessor verifiss 1} the most secent scan |
resuil was a passing scan, 2} the entity !
has documented pofivies and procedures
requiring quarterly scanning, and 3) i
vulnerabififies noled in the scan resuls
have been corrected as shown in & re-
scan. For subsequent years after the
initial PC! DS review, four passinig
riust have oceurred.

11.2.1 Parfcrm guarterly intemal
vulnerability scans.

11.2.1.a Review the scan reports and verity that four quarterly

41.2.1.b Review the scan reports and verify that the so
inciudes rescans until passing results are obtained, or ail "High”
lities as defined in PCl DSS Requirement 6.2

11.2.1.¢ Validate that the scan was pericrmed by a qualified
intemal resource(s) or qualified external third party, and if
applicable, organizational independence of the tester exists (not

i required {0 be a QOSA of ASV).
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Pet D;SS Requirements Testing Protediies Plate 1 Commienis

11.2.2 P

fform quarlerly external i 11.2.2.a Review cutput from the four most recent guariers of
vulnerability scans via an Approved i external vulnerability scans and verify that four quarterly scans
Scanning Vendor (ASV), approved by 1 occurred in the most recent 12-month period.

the Payment Card Indusiry Security
Standards Councll (PCi 85C).

Note: Quarierly external vuinerabiiity P 41.2.2.b Review t its of each quarterly scan o ensure tha
scans must be performed by an : fy the ASY Program Guide requirements (for example,
Approved Scanning Vendor (ASV), bitilies rated higher than a 4.0 by the V83 and no
approved by the Payment Card {ailures)

Industry Security Standards Councit R e

{PCi S5C). Svans conducted affer i 11.2.2.¢ Review the 5 renois 16 verify that the scans were
network changes may be performed By compieied by 3n Approved Scanning Vendor (ASV), approved by
infernal staff, i the PCISSC.

11.2.3 Perform internal and exte ¢ f1.23.a Inspectc > control docurmentation and scan reports
scans after any significani change. to verify that system components subject 1o any significant

- change were scannged.
Nota: Scans conducted after changes g

may ‘med by internal Staf )  var
may be performed by interiial staff. 11.2.3.b Review scan repers and verify that the scan process

inciudes rescans until:
*  For external scans, no vulnerabilities exist that are scorad
greater than a 4.0 by the CVSS,
= for internai scans, a passing result is obtained or ail “High”
vuinerabilities as defined in PCf DSS Requirement €.2 are
reschv

41.2.3.¢ Validate that the scan was performed by a qualitied
internal resource(s) or qualified external third party, and if
applicable, organizational indepandence of the tester exdsts (not
required 10 be 3 Q8A or ASV).
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BCI DSS Requirements Testing Frocsdines i Place

11.23 Perform external and internal i 11.3.a Obtain and examine the resuits from the mest recent
peneiration testing at least once 2 year | penetration test to verify that penetration testing is performed at
and afler any significant infrastructurs or
application upgrade or modification {(such !
as an operating sys upgrade, a sub- | 11.3.b Verify that noted exploitable vuingerabiliies were coectad
network added to the environmernt, or a and testing repeated.

web server added to the environment). i T
These penetration lests must include the
foliowing:

16t was per'ormed by a qualified internat
i qual!ﬁt‘d external third party, and if appiicable.

i organizational independence of the tester exists {not required o be
L aQSA or ASV).

41.3.1 Verity that the penetration test includes natwork-layer
penetration tasts. These tests should inciude compoenents that

11.4 Use intrusion-detection systems,

and/or intrusion-prevention sysiems to : mtm)un prevﬁr-twn syatems a-ad ma- aii lr' ffic at the perimeter of
monitor ali traffic at the perimeter ofthe  : the cadhu:dm data ﬁnvuon-’nfn* S wcH as at critical points in the

cardholder data environment as well as
at critical points inside of the cardholder
data environment, and alest persennel o
suspectad compromises.

Keep all intrusion-detection and
prevention engines, baselines, and
signatures up-to-date.

11.4.c Examing IDS/IPS -,orfqurdtions and contm IDSAPS
i devices are configured, maintained, and updated per vendor
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11.8 Deploy fle-integrily monitoring teols 1 11.8.a Verily the use of file-integrity monitoring 100is within the
tg alert personnel to unauthorized i cardhoider dala environment by cbserving system settings and

modification of critical sysiem fiies, moritored files, as well as reviewing resuits from monitcring
configuration files, or content files; and i activities.

configure the software to perform critical Examoles of files that should be monitored:
file comparisons at feast weekly. i P e = R '
o . o i ¢ System executables

Mote: For file-integrity maonitoring
purposes, critical files are usuaily those
that do not regufarty change, but the :
maodification of which could indicate a i Lentr ored, historical or ar
System compiomise or risk of

= Application executables
s Configuration and paramester files

. I ) o : B.b Ve 5 are Confiqur aledt personne
eomprormise. File-integrity monitoring { 11.5.b Veri s are configured to alert personnetto
¢ unauthorized modification of critical files, and to perform critical file

products usuaily come pre-configurad
with critical files for the refated operaling
system. Ofher critical files, such as thase
for custom applications, must be
evaluated and defined by the eritity (that
is, the merchant or servica provi

Sans at legst waekly.

i compari
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Maintain an Information Security Policy
Requirement 12: Maintain a policy that addresses information security for all personnel.

A strong security poficy sets the security tone for the whole entity and infonms personnet what is expected of them. All personne! should be aware
of the sensitivity of data and their responsibilities for prote it. For the purposes of Requirement 12, “personnetl” refers {o full-lime and par-time
employees, lemporary employses, contractors and sonsultants who are “resident” on the entity’s site or otherwise have access to the cardholder
daia snvironment.

w3

§£i nss ﬁaqu??em?hﬁs =

Target Date/

Tasii&;g P:rbced}usesi et

12.1 Estabiish, pubiish, maintain, and 12.1 Examine the information security policy and varify that the
disseminate a security policy that

12.4.1 Addresses ali PCHDSS

requirements.

12.1.2 Includes an annual process that
identifies threatls, and vulnerabilities, :
and resuits in a farmal risk assessmant. |
{Exampies of 1isk assessmant |
methodoiogies include but are not
limited to OCTAVE, 180 27005 and
NIST §P 800-3C.)
wdes a review at least
annually and updates when the

12.2 Develop daily operationai security 412.2 Examine the daily operationai security procedures. Verify that
procedures thal are consistent with . they are consistent with this specification, and include

i administrative and {echnical procedures for each of the
quirements.

requirements in this specification (for
example, user account maintenance
procedures, and 1og review procedures).
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icies for critical technologies

12.3 Develop u > poticies for
{echnologies {for example, rem
access technologies, wireless
{echnoicgies, removable elecironic
media, lapt tablets, personal
data/digital istants (PDAs), e-mait
usage and internet usage) and define
PIGPEF USe G ¢ techinologies. Ensure
these usage policies require the
o

ine the usage pol

12.3.2 Authentication for use of the
technolcgy

12.3.2 Verify that the usage policies require that all technology
use be authenticated with user ID and password ar cther
mple, token).

12.3.3 Alist of all such devices and
personnel with access

VIGeS

12.3.4 Labeling of devices to delermine
owner, conlact information and purpese

12.3.4 Verily that the usage policies require labeling of devices
with information thal can be correlated o owner, contact
information and pun

of inactivity.

12.3.3 sation of remote-access

12.3.3 Verify that the u S require acti

tachnologies for vendors and business acoess technologias used by vendors and businass partn
partners only when neaded by vendors when needed by vendars and business partners, with immediate

and business pariners, with immediate deactivation after use.
deacti n after use
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BCI DSS Requirements Testing Rrocsdines tn Place

12.3.18.3 Verify that the usage policies prohibit copying, moving,
cardholder dala via remote-a S or storing of cardhoider data onto jocal hard drives and removable |
technotogies, prohibit copy, move, and electronic media when accessing such data via remote-access
storage of cardhoider data onte tocal technologi

hard drives and removabie electronic )
media, unless explicitly authorized for a
defined business need.

12.3.18 For parsonnai accessing

2.4 Verify that information secu carly define
nformation security responsihilities for all personnel.

sure that the security po
proce: dur«:u ciearly define inforr

ssignment of information

Security Offue'or other security-knowledgeanie mamber of

management.

Obtain and examine information security policies and procedures fc

“Tif\,’ Lnai ma foi.cwmg information security responsibilities
d:

follcwing information security
management respensibilities:

12 5 1 Vt‘n.fy ﬂ\ai wwon%-bs!:w fo- crt‘atmg and ﬂ\Str.bufmq
security policies and procedures is formally assigned.

12 1Fsiabi h d ment, and
distribute y policies and
procadures.

12.5.2 Verify that responsibiiily {for monitoring and analyzing
security alerts and distributing information {0 appropriate
information wity and business unit management personnel is
formally a3ssigned.

12.5.2 Monitor and analyze fity
alerls and information, and distribute o
appropriate persennel,

12.5.3 E:.te.bi\)h docurnent, and
distribute

12.8.3 Verily that responsibifity for creating and distiibuting
security incident response and escalation procedure
assigned.

12.5.4 Verify that responsibiiity for administering user account and
authentication management is formally assigned. ;

vister user accounts,
ing additions, delelions, and

titoring and controliing aff

r and control all access &
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12.8 Implement a formal security ] 12 §.3 \J&I ify the existence of a formal securily awareness program
awarenass grogram Lo make all
personne! aware of the importance of

cardholder data qe\.u:r,f

ufity awareness program
i and P m 1he rol!u ng:

12 6 1 Ed onnat upon r ity awareness program provides
and at feast annua!i ! mumple n'eth'wds m‘ uo'n'na'}.catrsg awareness and educating
Nofe: Methods can vary depending on |
the rofe of the personnel and thelr levei
of aceess fe the cardiroider data.

12.6.2 Require personnel to
acknowledge at least annually that they
have read and understood the security

ol

erify that the se program requives
personnel to acknowiedge, in wiiting or electronically, al least
annuatly that they have read and understand the information

12.7 Screen polential personnet pror o 12 7 Inquire with Human Resource department management and

hire {0 minimize the risk of allacks from verify thal background checks are conducled (within the constraints
internal sources. (Examples of : of local laws) on potential personned prior to hire whoe will have
background checks include previous i access to cardholder data or the cardhoider data environment.
amployment history, criminal recard, :

credit ory, and reference checks.)

Note: Forthose potential personnel (o

be hired for ¢ positions such as

store cashiers who oniy have access fo

one card number at a time whey

far‘il;rar‘irq a fransaction, this requirement
recon"rr'endarron onl

12 8 if cardhelder data is sharod \thh : 12.8 if the entity s'nar‘q card'}o Ger data wxih service providers (hr
service providers, maintain and example, back-up t qed service providers
impiement policies and procedures o i such as Web hosimc ccmpame~> ar security service providers, or
manage senice providers, fo include the | those that receive data for fraud modeling purposes), through
foliowing: i chservation, review of policies and procedures, and review of
supporting document: parform the followin:

12.8.1 Verify that a list o

12.8.1 Maintain a list of sarvice
providers.

sarvice providers is ma
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12.8.2 Maintain a written agreament 12.8.2 Verify {thal the written agreament includes an

that includes an acknowledgement that | acknowiedgement by the seivice providers of their responsibility
the service providers are responsible . for securing cardholder data

for the security of carcholder data the
service providers poss

12.8.3 Ensure there is an established

i 12.8.3 Verify that poll and e 20 cumented and ;
process for engaging service providers were followed including proper due d nce prior tC engaging any
including proper due diligence priortc | sarvice provider. ;
engagement. :

12.8.4 Maintain a program to monitor 42.8.4 Verify that the entity mainiains a program to monior iis

service providers’ PCI D88 compiians: service providers’ PCIDSS compliance status at least annualiy.

status at §

12.% implement an incident response
plan. Be prepared to respond

sterm b

telyto a
12.8.1 Cra : incident response
pian to be implemented in vent of | sponsibilities, and communication strategies in the
system breach. Ensure the plan : avent of a compromise including notification of the payment
addresses {he follow t a minimum: | brands, at a minimum:

* Rolas, respon ies, and = Specific incident response procedures
nurication and contact = Business recovery and continuity procedures
x  Dala back-up processes

strategies in the event of a
compromise including notification

of the payment brands, at a - s Analysis of legal requiremeants for reporting compromisas (for
nia Bilt 1386 w equires notification of

minimum : axample, Ca

< Specific incident responsa affected consumers in the ctual or suspecled
f(;oed- ces - compromise for any business with California residents in their |
: o 4 o database) ;
2 Business recovary and continuity U o e g it e .
procadures = Covarage and respenses for ali critical system components

s Reference or inclusion of incidert response procedures from

s Daia back-up processes
payment brands

» Analysis of legal requirements for
reporting compromises

s Coverage and rasponses of aif
criticat system components

o Reference o in ion of incident
response procedures from the
payment brands

12.9.1.b Review documen f ly reporied
incident or alert to verify that the documenied incident response
plan and procedures were followed.
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12.8.2 Test the plan at feast annually. 12.8.2 Verify that the plan is tested at ieast annually.
rate specific personnei to 12.9.3 Verify through observation and review of policies, that
be avatlabie on g 24/7 basis to respond designated personnet are available for 24/7 incident response and
o aieris monitoring coverage for any evidence of unauthorized activity,
detection of unauthorized wireless access peints, critical IDS H
aletts, and/or reports of unauthorized critical system or content file |
| changes. H
12.9.4 Provide appropriate training to 12.9.4 Verify through ohservation and review of pclicies that staff
staff with security breach response with respensibilities for sacurity breach response are periodically
responsibiliti trained. :
12.8.5 Inciude alerts from intrusion- 12.9.5 Verify through observation and review of processes that :
detection, intrusion-prevention, and fite- monitoring and responding 10 alerls from security systems
integrity monitoring systems. including detection of unautherized wireless access points are
covered in the incident Response Plan.
s 0 modify and 12.9.8 Verify through cbservation and review of policies that ther
evolve the incident response plan is a process o modify and evoive the incident response plan
according {6 ons ieamed and o accerding 1o iessons leamed and to incorpora d
incorporate industry developmenis. developmean
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Appendix A:

Additional PCI DSS Requirements for Shared Hosting Providers

Reguirement A.1: Shared hosting providers must protect the cardholder data environment

Asg referenced in Reguirement 12.8, all service providers with access to cardhoider data (including shared hosting providers) must adhere to the

PCIDSS. in addition, Requirement 2.4 states that shared hosting providers mu

shared hosting providers must additicnally comply with the requirements in this Appendix.

Requ;remems

tity's (that
ovider, or

A Prolect e
merchant, service
other entily) hosted
gnvironment and data, per A1
through A.1.4:

A hosting provider must Rifill
these requirements as weli as

all other ralevant sections of the |

PCIDEE.

Note: Even though a hasting
provider may meei these

requirements, the compliance of |

the entity that uses the h
provider is not guarant
Each entity musl comply W:H‘l
i Sl DSS and vaiidate

£nsure that each entity

only runs processes that have |

access to thal entity’s

¢ verify that shared hosting pmvi(jers protect @
i providers) hosted environment and dala, select a sample of servers
i (Microsoft Windows and Unix
hosted merchants and service providers, and parform A1
i below:

Testmg Pmcedums

U} ac

3s8 a representative sample of
A through A4

st protect each entity’s hosied environment and data. Thersforg,

i TRrant Date/
S ormnerds

t of a shared hoxtmg pmv(der to
o5’ (merchants and seivice

A.1.1 If 4 shared hosting provider allows entiti

s {for example, merchants

service providers) 1o run their own applications, verify
processes run using the unique D of the entity. For ex;

npie:

& application

cardhoider dz vironment.

No entity on the system can use a shared web sarver user iD.

Al GGl seripts used by an entity must be created and run as the entity's
unigue user iD.
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Reguiements ¢ Testing Procedures - Comments

access and privileges to it
own cardholder data
environment only

{y each entity (merchant, service provider) has s
wute perrmissions only for files and directories it awns or for nfressarg,
1 files {restricted via file system permissions, access controt lists,
chrool, jafisheli, etc)

important: An eniity’s files may not be shared By group.

AL1.2.¢ Verify that an entity’s users do not have wille aceess to shared

exploit vulnerabiiities (for example, arror, race, and restart conditions,
esuiting in, for exampie, bufier overflows), varify restrictions are in piace
for the use of these systam resourcas:
x  Disk space
*  Bandwidth
s Memory
CcPU
A.1.3 Ensure logging and : A 1 3 Vemv the shamd hostmq prO\.rJer ha enabl»‘ad togging as tolfow:
audit tralls are enabled and for each maerchant and sarvice provider t‘nvar'mment
unique 16 each entity’s i Logs are enabiled for common third-parly
cardholder data gnvimnmem : Logs are aciive by default.
and consistent with PCIDSS
Requirement 10. Logs are available for review by the owning entity.
.09 {ocations are clearly communicated o t ownrs; e’mty

At14E FOGesses to POAL 4 Verify the hosting provider hm written policies ti‘al R ov.dP

provide for timely forensic for a timely forensics investigation of refated servers in the eveniofa

ivestigation in the eventofa | compromise.

compromise {0 any hosted :
ice provider. !
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Appendix B: Compensating Controls

Compensating conirols may be considered for most PCI DSS requirements when an entity cannot meet a
requirement explicitly as stated, due to legitimate technical or documented business constraints, but has
sufficiently mitigated the risk associated with the requirement through implementation of other, or
compensating, controls.

Compensating controls must satisfy the following criteria:
1. Meet the intent and rigor of the original PC DSS requirement.

2. Provide a similar level of defense as the original PCI DSS requirement, such that the compensating
control sufficiently offsets the risk that the original PCI DSS requirement was designed {o defend
against. (See Navigating PCI DSS for the intent of gach PCI DSS requirement.)

3. Be “above and beyond” other PCl DSS requirements. {Simply being in compliance with other PCI
DSS requirements is not a compensating control)

When evaluating “above and beyond” for compensating controls, consider the following:

Note: The Hems at al through ¢) helow are Infeaded as exarmples anly. All comipensating controls st be
revicwed and validated for sufficiancy by the assessor who conducts the PCI DSS review. The ;
effectivenass of a compensating control is dependent on the specifics of the snvironment in which the
conirol is implemented, the surrounding securily conlrols, and the configuration of the control. Companies
shoudd! be aware that a particular comipensating comrolwill not be sffective In all sivironments.

a) Existing PCI D3SS requirements CANNOT be considered as compensating controls if they are
afready required for the item under review. For example, passwords for non-console
administrative access must be sent encrypted to mitigate the risk of intercepting clear-texd
adminisiralive passwords. An entity cannot use other PCI DSS password requirements {(intruder
lockout, complex passwords, eic) to compensate for lack of encryplted passwords, since those
other password requirements do not mitigate the risk of interceplion of clear-text passwords. Also,
the other password controls are already PCHDSS requirements for the item under review
{passwords).

b) Existing PCI DSS requirements MAY be considered as compensating controls if they are required
for ancther area, but are not required for the item under review. For exampie, two-facior
authentication is a PCI DSS requirement for remote access. Two-factor authentication from within
the internal nefwaork can also be considered as a compensating control for non-console
administrative access when transmission of encrypted passwords cannot be supported. Two-
factor authentication may be an accepiable compensating control if: (1) i meets the intent of the
original requirement by addressing the risk of intercepting clear-text administrative passwords;
and (2) it is set up properly and in a secure environment,

¢y Existing PCI DSS requirements may be combined with new controls to become a compensating
control. For example, if a company is unable io render cardholder data unreadabie per
Requirement 3.4 (for example, by encryption), a compensating control could consist of a device
or combination of devices, applications, and controls that address all of the following: (1) intemnal
network segmentation; (2) 1P address or MAC address filtering; and (3) two-factor authentication
from within the internal network.

4. Be commensurate with the additional risk imposed by not adhering to the PCI DSS requirement

The assessor is required to thoroughly evaluate compensating controis during each annual PCIDSS
assessment to validate that each compensating controf adequately addresses the risk the original PCH
DSS requirement was designad 1o address, per items 1-4 above. To maintain compliance, processes and
controls must be in place to ensure compensating coniroils remain effective after the assessment is
complete.
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Appendix C: Compensating Controls Worksheet

Use this worksheet to define compensating conlrols for any requirement where compensaiing controls
are used {o meef a PCI DSS requirement. Note that compensating conirols should also be documented in
the Report on Compliance in the corresponding PCI DSS requirement section.

Note: Only companies that have undertaken a risk analysis and have legifimate technological or
documented husiness constraints can consider the use of compensating contrals o achisve compliance.

Requirement Number and Definition:

| information Required  Explanation |
1. Constrainis . List consirainis preciuding compliance
vith the original requirement.

efine the objective of the original |
i control; identify the objective met by the |
compensating control.

2. Objective

3. ldentified Risk identify any additional risk posed by the
: iack of the original control.

4. Definition of Define the compensating controls and

Compensating i explain how they address the objectives |
Controis | of the original conirol and the increased
! risk, if any.
8. Validation of Define how the compensating controls
Compensating i were validated and tesied.
Conirols

6. Maintenance : Define process and controls in place to
i maintain compensating controls.
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Compensating Controils Worksheet - Completed Example

Use this worksheet to define compensating controls for any requirement noted &s “in piace” via

compensating conirols.

Requirement Number: 8 1—Are all users identified with a unique user name hefore allowing them o
access system components or cardholder data?

1. Consiraints

2. Objective

3. identified Risk

information Re;é:gui;afed:

List constraints preciuding
compliance with the original
| requirement.

Define the objective of the
i original control; identify the
i objective met by the
compensating control.

identify any additional risk
i posed by the lack of the
i original control.

 Explanation

Company XYZ empioys stand-afone Unix

i Servers without LDAP. As such, they sach

! require & “root” fogin. it is not possibie for
Company XYZ to manage the “root” fogin nor
| is it feasible to fog all ‘root” activity by each

i user.

The objective of requiring unique logins is

| twofold. First, it is not considered acceptable
| from a security perspective fo share login

! credentials. Secondly, having shared logins
makes it impossible fo state definitively that a
i person is responsibie for a parficular action.

Additional risk is infroduced fo the access
i controf system by not ensuring &ll users have
i a uniqgue 1D and are able fo be fracked.

4. Definition of
Compensating
Controls

5. Validation of
Compensating
Controls

8. Maintenance

Define the compensating
i controls and explain how
| they address the objectives
of the original control and
| the increased risk, if any.

Define how the
i compensating controls were
i validated and tested.

i Define process and controls
© in place to maintain
i compensating controls.

i Company XYZ documents processes and
i procedures to ensure SU configurations are
i not changed, affered, or removed to alfow

- individual users to execute root commands
i without being individually tracked or fogged.

Company XYZ is going to require all users to

i fog into the servers from their desktops using

| the SU command. SU allows a user fo access
the “root” account and perform actions under

i the “root” account but is able to be logged in

| the SU-log direciory. In this way, each user’s

f actions can be tracked through the SU

- account.

i Company XYZ demonsirates (o assessor that
| the SU command being executed and that

- those individuals utilizing the command are

| fogged fo identify that the individual is

erforming actions under roof privileges.
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Appendix D: Segmentation and Sampling of Business Facilities/System
Components
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Document Changes
Date - EC] E?S% L SAQ . . Deﬂribﬁdn
T - VMersion | Revision o o
N/A 1.0 Not used.
N/A 20 Not used
February 2014 3.0 New SAQ to address requirements applicable to e-
commerce merchanis with a website(s) that does not itself
receive cardholder data but which does affect the security
of the payment transaction and/or the inteqrity of the page
that accepts the consumer’s cardholder data.
Content aligns with PCI DSS v3.0 requirements and
testing procedures.
April 2015 314 Updated to align with PCI DSS v3.1. For details of PC
DS8S changes, see PCI DSS ~ Summary of Changes from
PCIDSS Version 3.0i0 3.1,
June 2015 3.1 Update Requirement 11.3 to fix error.
July 2015 31 14 Updated to remove references ¢ “bast practices” prior to
June 30, 2015, and remove the PCHDSS v2 reporting
option for Requirement 11.3
April 2016 32 10 Updated {o align with PCI DSS v3.2. For details of PCI
DS8S changss, see PCI DSS — Summary of Changes from
RCIDSS Version 3.1 10 3.2,
Requirements added from PCl D88 v3.2 Requirements 1,
5,6,7,8,10, 11, and Appendix A2,
January 2017 32 14 Updated Document Changes to dlarify requirements
added in the April 2016 update.
June 2018 3.2 4 1.0 Updated to align with PCI DSS v3.2.1. For details of PCI

D38 changes, see PO DSS - Surmmary of Changes from
PCIDSS Version 3.2103.2.1.

PCIDSS v3.2.71 SAQ A-EP, Rev. 1.0

© 2006-2018 PCI Securfly Siandards Council, LLC. All Rights Reserved.
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Before You Begin

SAQ A-EP has been developed to address requirements applicable lo e-commerce merchants with a
websike(s) that does not itself receive cardholder data but which does affect the security of the payment
transaction and/or the integrity of the page thal accepts the consumer’s cardholder data.

SAQ A-EP merchants are e-commerce merchants who partially outsource their e-comimerce payment
channel to PCI DSS validated third parties and do not electronically store, process, or transmit any
cardholder data on their systems or prenmiises.

SAQ A-EP merchants confirm that, Tor this payment channel:

= Your company accepts only g-commerce transactions;

= All processing of cardholder data, with the exception of the payment page, is entirely ouisourced
to a PCIDSS validated third-party payment processor;

= Your e-commerce website doas not receive cardholder data but controls how consumers, or their
cardholder data, are redirected 1o a PCI DSS validated third-party payment processor;

= {f merchant website is hosted by a third-party provider, the provider is validated {o ali applicable
PCI DSS requirements (e.q., including PCI DSS Appendix A if the provider is a shared hosiing
provider);

= Fach element of the payment page(s) delivered to the consumer’s browser originates from either
the merchant's website or a PCI DSS compliant service provider(s);

= Your company does not elecironically store, process, or transmit any cardholder data on your
systems or premises, but reliss entirely on a third party(s) to handie all these functions;

= Your company has confirmed that all third party(s) handling storage, processing, and/or
iransmission of cardholder data are PCi DSS compliant; and

= Any cardholder data your company retains is on paper (for example, printed reports or receipis),
and these documents are not received electronicaily.

This SAQ is applicable only to e-commerce channels.

This shortened version of the SAG includes queslions that apply to a specific type of small merchant
environment, as defined in the above eligibility criteria. If there are PCl DSS requirements appiicable to
your environment that are not covered in this SAQ, it may be an indication that this SAQ is not suitable for
your environment, Additionally, you must stilt comnply with ali applicable PCH DSS requirements in order to
be PCI DSS compliant.

Note: Forthe purposes of this SARQ. PGLDSS raquitemenis that refer to the ‘sardhiolder data
environment” are applicable to the merchant websiie(s). This is because the merchant wehsite direclly
impacts how the ,saymmi card da(a s ff@ﬁhmlffhd sven thugh the webs:ie Jisuf doeg Hof rmewe .
cardholder data. '

PCIDSS v3.2.71 SAQ A-EP, Rev. 1.0 June 2018
© 2006-2018 PCI Securfly Siandards Council, LLC. All Rights Reserved. Page i
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PCi DSS Self-Assessment Completion Steps

1. identify the applicable SAQ for your environment-—vefer {o the Seif-Assessment Questionnaire
insiructions and Guidelines document on PCI SSC website for information.

2. Confirm that your envirenment is properly scoped and meets the eligibility criteria for the SAQ you
are using {(as defined in Part 2g of the Altestation of Compliance).

Assess your environment for compliance with applicable PCI DSS requirements.

Complete all sections of this document:
= Section 1 (Parts 1 & 2 of the AQC) — Assessment information and Executive Summary.
= Seclion 2 — PCI DSS Self-Assessment Questionnaire (SAQ A-EP)

= Section 3 (Parts 3 & 4 of the ACC) ~ Validation and Altestation Details and Action Plan for
Non-Compliant Reguirements (if applicable)

5. Submit the SAQ and Atiesiation of Compliance {AOQC), along with any other requested
documentation—such as ASV scan reports—io your acquirer, payment brand or other requester.

Understanding the Self-Assessment Questionnaire

The guestions contained in the “PCI DSS Question” column in this self-assessment questionnaire are
based on the reguirements in the PCI BSS.

Additional resources that provide quidance on PCI BSS requirements and how to complete the seff-
assessment questionnaire have been provided to assist with the assessment process. An overview of
some of these resources is provided below:

e e

PCIDSS i = Guidance on Scoping
(PCI Data Security Standard = Guidance on the intent of all PCl1 DSS Requirements
Reguirements and Security Assessment = Details of testing procedures
Frocedures) i = Guidance on Compensating Controls
SAG Instructions and Guidelines = [nformation about all SAQs and their efigibility criteria
documents i = How to determine which SAQ is right for your

‘ organization
PCIDSS and PA-DSS Glossary of = Descriptions and definitions of terms used in the PCI
Terms, Abbreviations, and Acronyms DSS and self-assessment questionnaires

These and other rescurces can be found on the PGl S8C website (www. peisecuritystandards.org).
Organizations are encouraged 1o review the PCH DSS and other supporting documents before beginning
an assessment.

Expecied Testing

The instructions provided in the “Expected Testing” column are based on the testing procedures in the
PCIDSS, and provide a high-level description of the types of testing activities that shouid be performed in
order to verify that a requirement has been met. Full details of testing proceduras for each requirement
can be found in the PCI DSS.

PCIDSS v3.2.71 SAQ A-EP, Rev. 1.0 June 2018
© 2006-2018 PCI Securfly Siandards Council, LLC. All Rights Reserved. Page iv
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Compieting the Seif-Assessment Questionnaire

For each question, there is a choice of responses o indicate your company’s stalus regarding that
requirement. Only one response should be sefected for sach guestion,

A description of the meaning for each response is provided in the table below:

e e

Y The expecied testing has been performed, and all elemenis of the
requirement have been met as stated.

Yes with CCW The expected testing has been performed, and the requirement has

. been met with the assistance of a compensating control.
{Compensating

Control Worksheet) | All responses in this column require completion of a Compensating
Control Worksheet (CCW) in Appendix B of the SAQ.

information on the use of compensating contrels and guidance on how
o complete the worksheet is provided in the PCI D3SS.

No Some or gll elements of the requirement have not been met, or are in
the process of being implemented, or require further testing before it will
be known if they are in place.

N/A The reguiremeni does not apply {o the organization’s environment. (See
Guidance for Non-Appiicability of Cerfain, Specific Requirements below
for examples.)

All responses in this column require a supporting explanation in
Appendix C of the SAQ.

Guidance for Non-Applicability of Certain, Specific Requirements

if any requirements are deemed not applicable to your environment, select the *N/A” option for that
specific requirement, and complete the “Explanation of Non-Appiicability” worksheet in Appendix C for
gach “N/A” entry.

Legal Exception

if your organization is subject 1o a legal restriction that prevents the organization from meeting a PCIDSS
requirement, check the "“No” column for that requirement and complete the relevant attestation in Part 3.

PCIDSS v3.2.71 SAQ A-EP, Rev. 1.0 June 2018
© 2006-2018 PCI Securfly Siandards Council, LLC. All Rights Reserved. Page v
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Section 1: Assessment Information

instructions for Submission

This document must be completed as a declaration of the resulis of the merchant’s seif-assessment with the
Payment Card Industry Data Security Standard Reguirements and Securily Assessment Procedures (PCI
D85}, Compilete all sections: The merchant is responsible for ensuring that each section is compieted by the
relavani parties, as applicable. Conlact your acguirer {merchant bank} or the payment brands to detarmine
reperting and submission procedures.

e R e

N\

Company Name: i DBA (doing
| business as):

Contact Name:

Telephone:

Teleghone:
s Address:

[ Retailer [ Telecommunication [] Grocary and Supermarkeats

[} Petroleum [} E-Commerce {1 Mail orderftelephone order (MOTO)

Whal types of payment channels does your business VWhich payiment channels are covered by this

serve? | SAQ?

[1 Mail erderftelephone order (MOTO) {1 Mait orderftelephone order (MOTO)
1 E-Commerce [l E-Commerce

[] Card-present (face-to-face) ] Card-present (face-to-face)

 Note: If your organization has a payment channe! or process that is not covered by this SAG, consult your
 acquirer or paymiont brand aboutf validation for the other channals. : SR

PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0 - Secfion 1: Assessment Information June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Righis Reserved. Page 1
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Fate Beammswna e

How and in what capacity does vour business
store, process and/or transmil cardholder daia?

List types of facilities (for example, retail outlets, corporate offices, data centers, call centers, gic.) and
*aummary of Eocai;ons m(‘iuded in me PCE 0S8 review.

Type af faﬁxiity Num;;i:: :;;:;t;es Lscatuen(s} of fammy (csty cuumry)
Examp/e Ret;a.imﬁieﬁ o . swon MA, USA

Payvment Application Version Application is application PA-DES Listing Expiry
Name Number Yendor PA-DSS Listed? date {if applicable}

Provide a high-feve! description of the environment

covered by this assessment.

Forexampls!

* Conneclions into and owd of the cardbolder data
environment (CDES

s Critical systenm componenis withia the CROE, such as
PUOS devices, dalabases, web servers, elc, ang any
otfier ngcessary payment componeals, as gpplicable.

Does your business use network segmentation to affect the scope of your PCi DES [Tves [7No

environment?

{Refer fo "Network Segmeniation” section of PCi DS 8 for quidance on network

segnantation.}
PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0 - Secfion 1: Assessment information June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Righis Reserved. Page 2
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Name of QER Company

QIR individual Name:

Descriplion of services provided by QIR:

Does your company share cardholder data with any third-party service providers (for yes Ino
example, Qualified Integralor & Resellers (QIR), gateways, paymeni processors,
payment service providers (PSP), web-hosting companies, airline booking agenis, ioyalty
program agents, sic)?

Name of service provider: | Description of services provided:

Nxate, Requ:remeni’ 128 apphe% He aﬂ en’itf99 in thm :mt

Merchant certifies eligibility to complele this shortened version of the Self-Assessmeni Questionnaire
because, for this payment channel:

[ | Merchani accepis only e-commerce fransactions;

1 i Al processing of cardhelder data, with the exception of the payment page, is entirely cutsourced to a
PCIDSS validated third-party payment processor;
1

Merchant's e-commerce website does not receive cardholder data but conirols how consumers, or
their cardhoider data, are redirected {o g8 PCI DSS validated third-parly payment processor,

1 | if merchant website is hosted by a third-party provider, the provider is validaied 1o all applicable PCI
0SS requirements (e.g., including PCI DSS Appendix A if the provider is a shared hosting provider);

[ 1 | Each element of the payment page(s) delivered to the consumer's hrowser originates from either the
merchant’s website or a PCI DSS compliant service provider(s);

Merchant does not electronically store, process, or transmit any cardholder data on merchant
systems or premises, bul relies entirely on a third party(s) to handie ali these functions;

cardholder data are PCI DSS compliant; and

£l
1 | Merchant has confirmed that all third party(s) handling storage, processing, andfor transmission of
£

Any cardholder data the merchant retains is on paper (for example, printed reporis or receipts), and
these documenis are not received electrenically.

PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0 Secfion 1: Assessment Information June 2018
© 2008-2018 PCI Security Standards Council, LLC. All Righis Reserved. Page 3
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Section 2; Self-Assessment Questionnaire A-EP

Nofe: The folfowing ghestions we numbered acoording 10 £CHDSS requirs

Reguirgments and Secunily Assassment Procedures document

Buiid and Maintain a Secure Network

Reguirement 1:

router configurations?

3l connections between the cardholder data
environment and other networks, including any wireless

rent diagram that shows
stems and netwo

5yl the curr
firewall co

il process for approving and testing alt
natwork connections and changes to the firewall and B

d s
and between any demii
nternal network zone?

N

Install and maintain a firewall configuration to protect dala

menis and festing rrocedures: as definedin the PCIDSS

Self-assessment compietion date:

tarized

PrOCess.
tnterview perscnnel.
ne network configurations.

Review current network diagram.

Exarmnine network configurations.

standards.
Qbsarva natwork contigurations to
verily thai a firewali(s) is in piacs.

Ex.1002 / Page 390 of 710
M&A Ventures, LLC et al



S

-

Do firewail and router configuration standards
include a documented iist of services, protocols,
and poris, including business justification and
approval for each?

=
>

rvices, protocols, and ports
identifiad, and are security features documented

"
o

%

s Review firewall and router configuration
standards.

Review firewall and router configuration
standards.

Examine firewalt and router
configurations.

wail and rout
x months?

1y
Do firewall and router cordigurations restrict connect
between untrusted networks and any system in the
cardhoider data environment as folfows:

Nowe: An “aridrusted netwank’ s any pstwodithat s
SXeNAti e DRWOTkS BelanGing 1o tha antily under:
FEVEW ANIOE WHICH IS QU e Ihe entity s abiity o

Review firewall and router configuration
standards.

feviews.

)] s Review firewall and rouler configuration [} [} i ]
which is necessary for the cardholder data standards.
i 2 ) .
environmant? » Examine firewail and router
confiqurations.
by is all other inhound and outhound traffic « Review firewall and router configuration ] 1 1 2

ally denied (for exampie by i

active) configuration matches the starl-up configuration
{used when mac s are booted)

standards.
Examine firewall and router
confiqurations.

Review firewal! and router configuration
standards.

Examine router configuration files and

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Self-Ass
© 2008-2618 PCI Security Standards Council, LLC.

Al Rights Reserved.

rauter config
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Are perimeter
networks 2

the ¢

i5 dir

s a DMZ i

biock forged sourced 1P addresses from anter

network?

{Fore

network?

3

e

systern components thal provide authorized publicly

smple,

Are only establish

{irewalls instalied between all wireless

the cardholder data environment, and are
corfigured to deny or, Hiraffic is
business purposes, permit only

ess environment and

n

e5s profibited betwe e fnter
data

component in the cardhoider

emented to limit inbound C {0 only

nd ports?

ssuras implemented to detect and
ing the

block traffic originating from the intemat

s Review firewall and router configuration
standards.

2 Examine firewalt and routar
configurations

rewatt and 1o
configurations

waill and router

configurations.

PCIDSSv3.2.1 SAG

© 2008-2618 PCI Security Standards Counci,

Rev. 1.0 - Seciin
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{a) Are methods in place to prevent the disclosure of
private IP addresses and routing information to the
internat?

Notg: Metioos 1 obscare IP siiressing gy '(f('lude

butare notimited fo: : :

» iNehwork Address: Transtation (l\.A‘T}

3G SYIVErS con.‘a,n.n/' carahnidgardain bo,’).rm’

ProNysenerSAiewals;: :
¢ F‘m‘f‘f)vé’ o ,.itwng ofrcite adverisements for

orivate networks thal eimpioy registered dJJ‘PS.‘:"T‘("
henial use of REG ig 18iaddre s Soase .:‘smad oF

(BGiees d00ressas: ;

of private 1P addresses and
authorizad?

Is any disclo
g information to exiemnat entities

i

/

e

s Examine firewall and router
confiqurations.

ine firewall and router
configurations.
s Interview personnel.

e

PCIDSS

v3.2.1 SAG A-EF, Rev. |
© 2008-2618 PCI Security S.fandards Cmmcn’,

Is personal firewall software (or equivaient
functionality) instalied and active on any poriabie
computing devices (including company and/or
employee-owned) that connect o the intemst when
outside the network (for example, laptops used by
ermployees), and which are also used {0 access the

©
&

5y s the personal firewall software {or eguivaient
functionality) configured to specific configuration
settings, actively running, and not alterabie by

Are security policies and operational procedures for

managing firewalls:
¢ Documented

a {nuse

»  nown to ali affected parties

-- Section 2

I K]
[ X eN

A!t Rights Reserved.

» Review policies and configuration
standards.

Review palicies and configuration
standards.

Examine mobile and/or employee-

operationat prr‘-,edures.

Interview personnet.

June 2018
Page 7
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2.1

(a) Are vendor-supplied defauits always changad bafore
instafiing a systam an the network?
Tris anplics 10 ALL dotault passwards; insluding but not
Himited 16 those used by vpeiatiog systems, software that:
Orovians secunity Sendoes; appicatiaon and - system
QCCOIS, pintolsale (PDS) nent
BPPHCAtONS, SHvi Nelwark Matagement Profocel
(SNMBE commoniy elrings elcy i

=

L
-

Review policies and procedures.
Examine vendor documentation.
Ohserve system configurations and
account settings.

Interview parsonnei.

(1) Are unnecessary default accounts removed or
disabled before instatling 2 system on the network?

system

(a) Are configuration standards developed for a
components and are they consistent with industry-

aocepted system hardening standards?
Satircs sl ndistacce pledi syasm hardening
standacds may inchids but are netimited to. SysAdmn

Aucit Network Secunty (SANS) instiuie, Natfonal istinte
of Sisndards: Techinolony (NIS T tnteraational :
Qrganization i Slandardization 80},
{itgimist Securiv ISk

aod Center for

standards applied v
red?

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section 2: 5
© 2008-2618 PCI Security Standards Council, LLC.

Review policies and procedures.

Review vendor documentation.

£xamine svstem configurations and
account settings.

Review system ¢

standards.
= Review indusiry-accepted hardening
standards

Review policies and procedures.

interview personnel

Review policies and procedures.
interviaw personnel.

Review policies an
inlerview personnel.

i { 3
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22 {d) Do system conliguration standards inchide ail of the s Review system configuration 3 i i 3
{cont.) feliowing: standards.
- Changing of ail vendor-supplied defauits and

elimination of unnecessary default accounts?
impiementing only one primary function per
server 1o prevent functions that require different
security ievels from co-existing on the same
server?

Enabiing only necessary sarvices, protocois,
daemons, efc., as required ior the function of
the system?

- implementing additicnal security festures for
any required services, protocols or daemons
that are considered to be insecura?

- Configuring system security parameters 1o
prevant misuse?

- Removing aliu gsary funclionality, such as
scripts, drivers, ires, subsystems, file
systems, and unnecessary web servers?

only one pri y i !
1o preveni funciions that require different security
fevels from co-axisting on the same server?
Forexamiple; wel neivers; datalane sorvers and ONS

= Examine system condfigurations. i A 7 4

SOt beinipie mentald B Senarate senals;

primary function implemented per virtual system
componenti or device?

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.
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(a) Are only necessary services, protocols, da

) Ave all anabi , daema
protocols justified per documented configi
standards?

Are additional security features documented and
implemented for any required services, protocols or

daemons that are considered {o be insecure?

(a) Are system ad trator

Are common system paramete
includad in the system configuration

Are sacurity param
sysiem compcenents?

ssary functicnality--—suc
drivers, features, subsystems, file systems, and

etc. enabled as required for the function of the systemn
{sanvices and protocols not directly needed to perform
i i i o g3 i j)?

or personnel that

configure system components knowledgeakle about
commoen security parameter settings for th
components?

SMoNS,

0se system

Review configuration standards.

Review configuration standards.

Examine system configura

Review configuration standa
inferview personnal.
Examine configuration sattings.

Examine configuration settings.

Compare settings 1o system
configuration siandards.

curity pararmeter settings.

System Components.

» Review documentation.
support securs cordiguration? s Examine security parameters on
systermn components.
(=) s only documented functionalily present on system * Review docurnentation. 3 i3 i [
components? «  Examine secusity parameters on

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 Section 2: S
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.
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2. is non-console administrative access encrypted as
foliows:

[&]

i non-console adminis ve aceaess encrypted s Examine system com;
with strong cryptography, and is a strong encryption « Exafnine system con
method invoked before the administrator’s password
is requested?

none

igurations.
=  Ohserve an administrater iog on.

(b) Are system sarvices and parameter files configured to { » Exarnine system componants.
prevent the use of Telnet and other insecure remote « Examine services and files.

fogin commands?

ystem components.

s Observe an adminis

{d) For ology in use, is strong cryptograpl stem components.
implemented according to industyy best practice s Review vendor documentation.
and/or vendor recommendations? .

® |nterview peisonnel.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 11
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Protect Cardholder Data

Reguirement 3: Protect stored cardholder data

{c) Is sensitive authentication data deleted or
rendered unrecoverabie upon compiation of the
authorization process?

N\

&y Do 3l systems adhere to the following
nis regarding non-storage of sensitive
tion data after authorization (even if
encrypted):

T ¥ calion code or value (three-digil or four-
Gigit nurnber printed on the front or back of a payment
card) is not stored after authorization?

i ef (PIN} ©
wrypted PIN block is not stored afler authorization?

&\\\

» Review policies and procadures.
s Examine system configurations.
= Examine deletion processas

s Examine data sources including:

Incoming transaction data
All fogs

History files

Trace filas

Datahase schema

incoming transaction data
All fogs

History tiles

Trace filas

Datakbase schema
Database contenis

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section 2: Sel
© 2008-2618 PCI Security Standards Council, LLC.

[ X eN

Al Rights Reserved.

June 2018
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4.1

: {7y Ara strong oryptof

raphy and security protocols used 1o
safeguard sensitive cardholder data during
transmission aver open, public networks?

Note: Exarmples of epen, public netiorks mulude butars.

G0t imited to the infemel wireless T chnoiogies, inciuding:

BOZ AT and RIUSIOoNy Cellitar te ogiss; forexaile]

Giobai System for Mobile comuuncation s (G M Code

drusion mallios aecess (COMA  and Beneral Facket:

Badic Servise (GPRSE : ; : ;

{he proper encryption strength implementad for the
gncryption methodology in use {(check vendor

TLS enabled w
d oF received?

For TLS implementations
cardholder data is transm
FOr G e TOr DI WSSH-based e e iations:

HTTES! appears asine browser Universal Recaid
LosarorURL Y pritotoliand L
Gardhiolder data s oty requesied i HITPS sppears
28081 ofife URLE: : : : : : B

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 - Section 2: Self-A

© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

= Review documented standards.

= Review policies and procedures.

» Review ail locations where CHD is
transmitted or raceived.

Examine system cor

serve inbound and outbound
{ransmissions.

s Review poiicies and procedures.

ssessment Questioninairs
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JRC R

T

ented i Interview pers:

*  Known to all affected parlies?

PCIDSS v3.2.1 SAG A-EF. Rev. 1.0 Secr‘ian 2: Self-Assessment Quastioninaire June 2018
© 2008-2618 PCI Security S d rds Councl, LLC. A Rights Reserved. Page 14
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2
o

Maintain a Vulnerability Management Program

Requirement 5: Protect alf systems against malware and regu!ar!y update anti-virus software or pmgrams

3 e Examing &-ystem conugu;atmns.

affec?ei by
5.1.1 i Are anti-virus programs capable Y R fing, : ew vendor documentation.
and protecting against all known types of malicious U x Examine system configurations.

software {for example. viruses, Trojans, worms, spyware,

evaluaie evolving malware threatls in order to confirm
whether those systems considered b not bn cormrmonty

g Examing policies and procadures.
curran 1"’

Examine anti-virus configurations,
including the master instailation.

Examing system components.

(b) Are automatic updates and periodic scans enabled

Exarmine anti-virus configurations, ] 1 3 {1

and being performed? mciuc:nq the master instatlation.

systemn components.

and are iogs retainad in accordance with PCI 0SS

Requirery 10.77

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section &
© 2008-2618 PCI Security Sfandards Cmmw,, LLC. Al Rights Reserved. Page 15
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//%
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Z
v

N
pe
SO

N 3
) R

%

s Qi

53

Are 3il anti-virus mechanisms: Examing anti-virus configurations

Du
i = Examine

® Activaly rurning? tem components.

> Unable to be disabled or allered by users? o Ohserve processes.
Nate:ant S os interview personnel.

QUi ther
Ranageing
protectian

Are security policies and operational procedures for 1 Review security policies and operational
protecting systems against malware: P procedures.
s JDocumenied s inierview personnet.

= Inuse

x Known lo all affected parties?

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2006-2018 PCI Security Siandards Council, LLC. Al Rights Reserved.
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Reqguirement §: Develop and maintain secure systems and applications

Is thare a process o identify security vulnerabiiitias,
{including the following:
P Using reputable outside sources for vulnarability

* Assigning a risk ranking to viinerabitities that

| WotsRISk ANkl Showaite basE Bn indinty st
| praciices as wellas Sonsideration of poteatial ingsady.
{ G exarape. rifena or Fanking vilherabities may.
| ineiie g

Daffeoredi i : :
| Methods for svaliating vilsrabiliies end assigning
{ ISk ratings Wil vase based OfF B Organizaion’s

| enirorimenit anid ek asseasrmient Strategy. Risk

| vankings ahowid, at aiimim identty &b

| Vinierabiities consid
{andranment i ans
| viilnerahinas may Be consicred hticar RSV poE
L atiinriinent Yirsat i the Enviranmignt inpddt rifival

| Syaterms. andlor would resuit i a potential compromise
| ifior addressed: Exatnples of crtical systers ey

| ineluds secunlycsystons: publiciashig devicss aad:

| Systems datahases :
L pmnsss or lansmil cardholder data.

\\\\\\\\\\\\\\\\

information?

inciuc
vuines

dentification of all “high” risk a3nd “critical”
abilities?

¢

Sideration: of the CVSS Base soare ardlor
o by the vendor. anwr type G aysiems

redione 2 sk o e
(0 e Er raTkings :

‘i aflier gysienys that stors,

e

x Review poiicies and procedures.
= {nterview personnel.
» Observe processes.

6.2

{ay Ara aft system componanis and software protecied

| Note Critical Seninty patohss Shoiig Beinentifed
| ACCording o Hhe risk miiing pionessidenedin:
| ey : : : : :

¢ security paiches instalied within one
maonth of refease?

GOt BT

» Review paticies and procedures.

s Review poi

s and procedures.
x  Examine sysiem componanis.

= Compare list of security patches
instafled to recent vendor patch lists.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-A

© 2006-2018 PC! Security Standards Council, LLC. Al Rights Reserved.

ssessment Questiorinais
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ke s Raview change control procasses and 1 ] ] ]
raquire the foliowing? proceduses.

- Documentation of impact

- Documented change controt approval by
authorized parties

- Functionality testing to verify that the change
does niot adversely impact the security of the
system
Back-out proceduras

) Are the foliowing performed and decumented for alf
changes:

Trace cha
documentation

shange control

Examing change controi

Trace changes to change control
documentation.
Examine change control

Trace changes to change contiol
documentation.

Examine change control
documentation.

ce changes to change controf 1
mientation.

For custorn code changes, testing of updates for
compliance with P#Cl DSS Requirement 8.5 before dos
being deplayed into production?

Examine change controf
documentation.

documentation.

£xamine change controf
documentation

: Sef sessment Q
LLC. Al Rights Reserved.
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3 ARk
5§46 Upon completion of 3 significant change, are all s Trace changes {o change control
i relevant PG DSS requirements implemented on all documentation.

new or changed systems and networks, and .
i+ documeantation updated as applicable?

£xamine change controf
documentation

x Interview personnel.

x Observe affected systems or network:

o software-deveiopment processes adadiess common
i coding vuinaerabilities?

y i up-to-dale Examine sofware-deveiopment
i secure coding lechnigues, including how to avoid palicies and procedures.
H wmaon coding vuinerabilities?

w

and procedures.

Examine ti

i {cy Ase applications devaloped based on secure
coding guidelinas to protect applications frem, 3t 3

minimum, the following vuinerabnilities:

Do coding techniques address injection flaws, x  Exarnine software-development
i particularly SGL injection? policies and procedures.

| Note: Also sonsider OF Comimand injection, LDAR dnd. | » Interview responsible personnel.
§.5.2 | Do coding technigues addres development

i vuinerabilities? policies and procadures.

» interview responsible personnal.

5.4 | Do coding tachnigues address insac = Examine software-development [} I}
! communications? policies and procedures.

855 Examine scitware-development
H oolicies and procedures.

6.5.6 mir ware-development ] ]

policies and procadures.

35 identified in the vu!ner:;biiity identification
as detined in PCl DSS Requirement 8.1)7 =

vuinera
i process

sible personnel.

PCIiDSS v3.2.1 SAG A-EF, Rev. 1.0 Section 2: Se June 2018
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 19
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Forweb appiizations and application inferfaces Galemal or sxistnal), are applications developed hased on secure

coding guidelines to protect applications from the icliowing additional valsiabilities:

e software-development 1 1
5 and procedures.

o coding techniques address cross-site scripting s B
1 {XS8) vuinarabitities?

CCesS O
: vt references, failure to
i restrict URL access, dirsctory
! restrict user acce

£ ne software 2
policies and procedures.

raversal, and faifure 1o * Interview respensible personnel.

£ fiware-davelopment 1 7
policies and procedures.

= Interview responsible personned.

$o coding technigues address broken
i and session management? 00 s and procedures.
H @ int w responsible personnel.

e scitware-development

PCIDSS v3.2.1 SAG A-EF, Rev. 1.0 Seciion 2 Self-Ass sssment Questionnaire June 2018
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 26
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&.6 | For public-facing web appiications, are new threats and §\Fx‘eview fm\\\n\r\@\(\j\\B\\”\}\\

these applications protected against knowr attacks by
i applying either of the {oliowing methods?

interview parsonnel.

x  Examine records of application
security assessmerts.

«  Reviewing public-facing web applications via
manual ar automated application vuinerabilily
security assessment 100ls or methods, as follows:

s Examine system configuration setlings.

~  Atleast annually
After any changes

- By an corganization that spaciaiizes in
application sscurity

t a minimum, ail vuinerabilities in

That att vulnerabifities are corrected
- That the appiication is re-evaluated after the
H corrections
Note! THIS asesspient is not the 5

GG e
perfonmed for Regurement 142

i vaterabity Soar

{ - OR -

» [nstaling an automated technical sclution that
detects and prevents wab-based attacks (for
example, a web-application firewall) as follows:

Is situated in front of public-tacing web
applications to detect and prevent web-based
attacks.

- Is actively running and up to date 35
applicabia.

- s generating sudit logs.
is configured to either block wab-based
attacks, or generate an alert that is
imr > b

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Se June 2018
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 21
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SN
TN

implement Strong Access Conirol Measures

Reqguirement 7. Restrict access to cardholder dala by business need to know

\\\\\\\\\\\\\\\\\\\\s\\\\\\\\

! access to systerm Lomponﬁms and cardhoider data
: ited 10 anly tho dividuals whose jobs require

\\\\\\\\\\\\\

i ! s access to privileged user IDs restricted as follows:

i s Toleast prmmf : necessary o perform job i s interview personnel.

e@p onsibifities i x interview managemant.
i€ uiy 10 roles that speciiically require that H

i » Review privileged user iDs.
access?

s assigned based on individuat personnel'sjob | e
clagsification and function?

Examine written access controi policy.
i s interview management.
i x Review user iDs.

7.14 | Is documented approval by authorized parties required, | = Raview user iDs. 1 ] 3 ]
i specifying required privileges?

i« Compare with documented approvals.
= Compare assigned privileges with
i documented 3pprovais,

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.
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Reguirement 8:  identify and authenticate access 1o system components

=

! management comroi defined and in pla"e ‘or non-
i CONSuMEr users a'\d ad’n:ms“-‘amrs on ali system

\ \\\\\\\\\\\

Review password procadires.

i them to 3ccess system ,onvsponents or La\dhu:det

. * lnterview personnel.
data?

= Review password procedures.

i credentials, and other identifier objects
that user iDs are implemented only as authorized
¢ (including with spacified privilagas)?

» Examine privileged and general user
1Ds and associated authorizations.
= Observe system settings.

5.1.3 | Is access for any terminated users immediately * Review password procedures. ] 7] A i1
i deactivated or removed?

« Examine terminated users accounts.

* Review current access lists.

s Observe relumed physicai
authentication devices.

i Are inactive user accounts aither removed or disabled
i within 90 days?

= Review password procedures, 1 {1 (] H
Observe user acs

i (@) Are accounts us
: support, or maintain system L,UY‘].,(,anH via
ramote access enabied only during the time period

s Review password procedures. 1 1 a ]
= Interview persoennel.

Ve Processes

ded and disabled when not in use?

Are third-party remote access accounts monilored s Interview personnel. 1 ]
when in use?

s {Observe proces.

Review password procedures.

O iSe

s Review password procedures.
Examineg system configuration settings.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section 2 3 o
© 2008-2618 PCI Security Standards Counci, L.’_C A,'i Rights Reserved. Page 24
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s Review password procedures

s Examine system configuration settings.

3.2 ;i addition fo assigning a unique 13, is one or more of = Review passwerd procedures. ] 1 O [
: the following metheds emploved to authenticale ail s Observe authertication processes.

i users?

= Something you know, such as a password or
passphiase

¢ e Something you have, such as & token device or

smart cand

Something you are, sud

3) is strong cryptography used to render ait password
authentication credentials {(such as s Review vendor docurmentation
passwords/passphrases) unreadable during

s Examine system configuration settings.

x  Observe password files.

= Observe data trans

*  Review authentication procedures.

= Observe persennel.

resets, provisioning new tokens, or
v keys)?

8.2.3 i (8) Are user password parameters configured tc £xamine svstem contiguration settings
] require passwords/passphrases meet the to verily password parameters.
foitowing?

A minimum password iength of 3t ieast seven
characters
- Contain both numeric and alphabetic

characters
Alternatively, the passwords/passphrases must

have complexity and strength al least equivatent to
the parameters specifiad sbove.

3.2.4 (a) Ase user passwords/passphrases changed at least | »  Review password procadures. [ 1 O f 0
: once every 86 days? s Examine sysiem configuration setfings. i

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 25
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i each user for first-tin
i each user change their password immediately after the

i (3) Must an individual subimil a new password/phrase

thatl is different from any of the last four
passwords/passphrases he or she has used?

IasSWOrds/pas

ses set to a unique value for
use and upon reseat, and must

i Is all individual non-console administrative ac:
i ali remote access to the CDE secured using mutti-facte
i authentication, as follows:

| NotesMahidacrar authenticativniaquires that a

i ol twa af thei three atheriicat
| {See PSR Recutire et 8.2 for teScriplons af

| ialithanntalion methods) Be iised It atrhenticatian:

mathngs

s Review password procedures.

s Sample system components.

x Examine s

s Review password procedures.

stermn configuration sellings

«  Examine system configuration settings. |
* Observe security personnel. i

¢ console acces
i administrative access?

nelwork access (both user and adrmni

PCIDSS v3.2.1 SAG A-EF, Rev.
© 2008-2618 PCI Security Standards Counci,

ts muiti-factor authentica corporated for all non-
o the CDE for personnel with

]

incorporated for atl remote
ralor, and

5 for support or Maintenanc
's network?

ng third-party
i M outside tl

1.0 - Section 2: e
110

[ X eN

Al Rights Reserved.

Examine sysiem configurations
» Observe administrator logging inte

Examine system configur
= Observe personnel connacting
remotely.

June 2018
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i (8) Are authentication policies and procedures
: documented and communicated to all users? 5

0f1 POlici

the following? 2
Guidance on selecting strong authentication
cradentials
Guidance for how users should protect their
authentication credentials

- instructions not to reuse previously used
passwords

- instructions that users should change
passwords if thare is any suspicion the
password could be compromised

8.5 i Are group, shared, or Counis, passwords, or ®
i other authentication methods prohibited as follows: »
i s Generic usar [Ds and accounts are disadied or s
i removed;
= Shared user s for system administration aclivities
: and other critical functions do not exist; and

3.6 : Where other authentication mechanisms are used (for L]

i example, physical or logical security tokens, smari N
i cards, and cerificates, etc.), is the use of these
mechanisms assigned as foliows?

s Authantication mechanisms must be assigned tc an
: individual account and not shared among muitipie
accounts

Physical andfor logical controis must be in place to
ensure only the inlended account can use that
mechanism 16 gain access

Raview policies and procedures.

Raview di ution meathod.
interview parsonnal.

{nterview users

Review policies and procedures.
Review documentation provided io
users

Rev
Examine user |O lists.

Interview personnel.

Review policies and procadures.
intarview personnel.
Examine system configuration sellings

andfor physical controis.

PCIDSS v3.2.1 SAG A-EF. Rev. 1.0 Seo
© 2008-2618 PCI Security Standards Council, LLC.

Al Rights Reserved.
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T

4.

Reqguirement 8: Restrict physical access to cardhoider dala

AT R

moniter physical acoess to systems in the cardhoiderdata | Cbserve personnel.
environmeni?

» Review policies and procedures for 1 O O 1
physically securing media.

Are ali media physica
to computers, removable elects
paper reporis, and faxes)?
Faripiopnses o Reguirsient G \medial eelarsito alt
vaperand plegtronic redie containing cardhoider datai:

Interview personnet.

ined over the internal or
{ any kind of medi

by Do controls inciude the follow
s media ciassified sc the sensitivity of the data can be Review po
determined? media ssification.

s Interview security pe

5 media sent by secured couiier or other delivery method el
that can be accurately tracked? s Examine media distribution tracking

and documentation.

interview personn

9.58.3 | Is management approval obtained prior to moving the o Interview personnel. O O O O
media (espacially when media is distributed to = Examine media distribution tracking
individuals)? logs and documentation.
9.7 s strict control maintained over the storage and » Review policies and procedures. [ 1 1 7

(&) Is al media destroyed when it is no ol Review peitodic media destruction O O O O
businass or legal reasons? policies and procedures.

PCIDSE v3.2.1 SAG A-EF, Rev. 1.0 Section 2: Self-Asssssment Questionnaics June 2018
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved. Page 29
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Regularly Monitor and Test Networks

Z
'

Reqguirement 10: Track and monitor all access 10 network resources and cardholder dala

s S

101 Ara audit trails enabled and active {or system » Observe procasses.
components? s Interview system administrator,

Observe procasses.
s Interview sysiem administrator.

is acoess to system components finked to individuai
users?

piemented for ail system
he following events:

0.2 Are automated audi
components 1o reconstruct

10.2.2 | Alf actions t3ken by any individual with root or
sdministrative privileges? « Observe audit logs.
o Examine audit loq sellings.

tnterview personnel.

x Interview parsennel.
e Observe audil fogs.
£xamine audit {og settings.

10.2.3 | Access to ail auditirails?

Interview parsonnel.
= Observe audit logs.
Examine audil iog settings.

d changes to identification and authentication = [nterview personnel.
mechanisms—including but notiimited to creation of new | o Obgerve audit logs.
accounts and elevation of privileges ~ and all changes, R o .

) privieg ¢ s Examine audit log settings.

interview personnel.
« Observe audit logs.
Examine audit fog settings.

Interview personnel.

= Qbserve audit logs
Examine audit ing settings.

June 2018
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e

—

Are the following audit trail entries recorded for all
system components for each svent:

interview personnel.

» Ohserve audit logs.
s E

ine audit log settin

interview personnel.
= Observe audit fogs.

x snine audit jog settings.

s Interview parsonnel.
= Observe audit logs.

= Examine audit {og sellings.

Interview personnel. S O I O A [
= Observe audit logs ! : :

Examine audit fog settings

Interview parsennel.

» Observe audit logs.

s Examine audil log settings. :
16.3.8 | identity or name of affected data, systern component, or | » Interview personnel. O T I R S I}
SIP 5 " H : H
FES0Uca? s Observe audit logs. : : :

armine audit log settin

sw time configuration st

through use of ime synch and processes.

the technology kept curent?

ization technology, and is

NOISOne exaimpie BTHMe Spioh e ann s 1Behnsiogy
NNetwark Time FrlodoliiNTEE : ;

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 - Section 2: Self-A

ssessment Questioninaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.
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—

10.4.1

(a) Do only designated central (s) receive * Review time configuration standards
time signals from external sources, and are tima angd processes.

signals from external sources based on M
international Atomic Time or UTC?

Examine time-related system
parameters

= Reviev e configuration standards

server, do the time servers peer with each cther to and processes.
keep accurate time? s Examine time-refated system

paramete

(©y Do systems receive time only from des! e configuration stan
central time seyver(s)? and processes.

Examine time-related system
parameaters,

10.4.2 | s time data is protected as foliows: s Exarmine system configurations and . 3 I}
(s} 15 sccess to lime data restricted 1o only personnel time-synchronization seffings. |

ith 5 business need to a

Examine system
time-synchroni

contigurations and
ion settings 2nd 0gs.

i0.4.3 Are time settings received from specific, industry-
accepted time sources? {This is to pravent a malicious
individual from changing the clock).

Al THese Lodates canhs naypod witi e
sumnmelnic key, and avpess canirol fists can be wreated
et SPECHy the IR A0 dre SSaS pf tlient machina s that will
e DVIdET I The Hmie Lenate s fin prevent
LNAINONZE se DT it ai e SSVErE).

Examine svstem configurations. A T S I R S

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 Section 2: S 2
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10.5 Are audit trails secured 56 they cannot be allered, as
follows:

10.5.1 | is viewing of audit trails limited fo those with a job-
refatad nead?

Interview system administrators [ 3 ] ]
» Examine system configurations and

interview system administrators.

tog server or media that is difficult to alier? Examine systerm configurations and

16.5.4 | Are logs for exterm ing technologias {far example,
wirele irewalls, DNS, mail) wrillen onto a secure,
centralized, internal log server or media?

fi tegrity monitoring or change-detection sofiware . e settings, monilored fi
used on logs to ensura that existing log data cannot be resuls from monitoring activities.
changed without generating aleits (although new data
being added shouid cause an alert)?

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

Page 34

Ex.1002 / Page 420 of 710
M&A Ventures, LLC et al



reviewed o identify anom
follows?

NoterLog havesing: parsing. -and alering toois iy
be psed o schipve complanse wali Regunsmer

—

1061 (D) Arethe fo ing logs and security avents reviewed
alieast daily, either manually or via log tools?
All security events
Logs of all system components that store,
process, or transmit CHD and/or SAD
0gs of all criticat system companents
5 of all servers and system componemts
that perform security functions {for example,
firawalis, intrusion-datection
systemns/intiusion-prevention systems
cation servers, e-

oo

of all other system componen
periodically reviewed-—either manuaily or via log
{oois—based on the crganization’s poficies and risk
management strategy?

10.8.3 | (D) s follow up to exceptions and anomalies identi
during the reviaw process performed?

PCIiDS5v3.2.1 SAG A-EF,. Rev. 1.0-- Section 2: S
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

Review security policies and
procedur

Observe processas.
Interview parsennel.

Review security policies and
piocaduies.

Review risk assessment
documentation.
{interview personnel,
Review securily policies and
piccadures.
Observe process

interview parsonnel
Review security policies and
procedures.

{nterviaw personnel.

Examine audit iogs.

{nterview personnel.

June 2018
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Z
'

Reguirement 11: Regularly lest securily systems and processes

-
| e

11.2.2 1 (2y Ara quarterly extamnal vulnerakility scans performad?
| MoteT Ciaeny SISl VIR srabilty Sean S st e
| pgrvimey by B Apgroved Sranining Yesorjasvl :
| ‘approved oy e Payment Candiindustry Secunty Standards,
CGonnci(poigacy G
| Refer lothe ASY Prograin Guide pubiishedion the PLESSCH
| webafle Yorsean cusibmar re sponsibiies; suan preparation;

(b Do exdermal quanterly scan
H ASVY Program Guide reguirem

Are quarterly external vuinerability scans performed by a
PCI 8SC Approved Scanning Vendor (ASV?

internal nal scans, and rescans as needed,
H performed aiter any significant change?
| HofasiScans must be peranmed by Gualifed persoret

- Farexerai scans, no vuinerabilities exist thal are
scaored 4.¢ or higher by the CVSS,;

- Forinternal scans, a passing result is oblained ar all
“high-risk” vulnerabilities as defined in PCIDSS

ment €.1 are resoived?

organizational independence ¢f the tester exist (not
required to be a Q8A or V?

» Review resuits from the four most
recent quartars of exdernat
viilnerability scans.

= Review rasuits of each extemal
quarterly scan and rescan

= Examine and coireiate change
conirol documentation and scan
reporis.

x  Review scan reports.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
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1.3

e i3 based on industry-accepted penetration testing
approachas (for example, NIST 8P800-115)

includes coverage for the entire CDE perimeter and
critical systems

o includas testing from both inside and outside the natwork

* includes testing to validate any segmentation and scope-
reduction controls

ies application-layer penatration tests to inciude, at
murmn, the vuinerabilities fisted in Requirement 8.5

» Defines network-iayer penatration lests to include
cempenents that support network functions as well as
oparating systems

» includes review and consideration of threats and
vulnerabiities experienced in the last 12 months

= Specifies retention of penetration testing resuits and

Is externial penetration testing performed per
defined methodology, at least annually, and afiar any
significant infrastiucture or appiication changes 1o the
environment (such as an operating system upgrade, a
sub-network added to the environment, or an added
web servern?

Are tests performad by a g ad inlernal rescurce or
qualified external third party, and if applicabie. does
organizationa! independence of the fester exist {not
requirad a QSA or ASVy7

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 Section 2: Self-A

© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

ssessment Questioninaire

—
_—

= Examine penstration-testing
methodology.

s interview responsible personnel.

amineg scope of work.
Examing resuits from the most
recent external penetration test.

e

i3
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re exploitable vulnerabilities found during penetration
sting carrected, followed by repeated testing to verify the
vections?

afined to test all
segmentation methods, to confirm they are operationai
and effective, and isciate alf cut-of-scope svstems from
systems in the CDE?

Does penetr. 1 testing to veri

controls meet the foilowing?
Performed at least annuaily and a
changes to segmentation controls

- Covers all segmentation controls/methods in use.

- Verifies that segmentation methods are
operational and effeclive, and isolate all out-of-
SCOpE SySif fram s s in the Cl

s

Are tests performed by a qualified internal resource of
qualitied external third party, and if appiicabie, does
organizational indapendence of the taster exist {not
required o be a Q8A or ASV)?

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 Section 2: Self-A

© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

e

Examine penetration testing

Exarmine segmentati
Review penetration-testing

Exarming results from the most
recent penetration test.

interview responsible parsonnel.

ssessment Questioninaire
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(2} i r-detection and pravel

Examples of figs that should be menitared molude:

3 iSyMem Bxergtables

i AgNitonal crtioal Tiles determined by entity (farexampls,

Are infrusion-detection andior intrusion-prevention
techniques that detect and/or prevent intrusions into the
network in place to monitor ali traffic:

of the cardhelder daia

environment, and
- Ateriticat points in the cardholder data

on and/or inlrusion-pravention
i of suspecled

rision-

techniques configured to alert pe
COMpromises?

on engines,
baselines, and signatures kept up-lo-date?

i5 3 change-def ranism (for example, file-
integrity manitoring tools) deployed o detect
unauthorized modification {ncluding changes, additions,
and delelions) of critical syster files, configuration files,
or content files?

Apclication executahlos.
Configuration and parametesfles:: B
Cerdraliv:storey Wisiorical oriarchived, 10y ang awdi files

Hhrouah fisk assvasment or othier means)

e
S

¢ Examing sysiem configurations.

®  Examine naetwork diagrams.

onfigurations.

s interview responsibie personnei.

P

Chserve system s&
monitored files.
@ming system configuration

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 - Section 2: Self-A

© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

ssessment Questiorinaire
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SR

11, i (b) Is the change-detection mechanism configured 1o alerd
{oont.} : personnel fo unauthorized modification (ncluding
changes, additions, and deletions) of ¢ i system files,
contiguration filas or content files, and do the toois
; periorm critical file comparisons at least weekiy?
| ‘Nota: far change detectinn puivasasipaiticsi flss arg
| sualiy those ihal donel regularly change, bid ine :
| iodification af Wiich catild [Gdicals 5 Sstelt compraaissior
| K GTOOMBIGIISS [Changs ABImoHGG MeCHANSIIS SUeH &5
Ll dnteonty mionionnG prodicts sl durie preSonfigiired
| W RSCal BIRS fr thS Feiate g aperaling Svstein  Othigr
O Al TSN BReh a8 ISR Tar CUSIam Bnnlicalions; must- g
| ‘evialuniea and defined pyithi entiti (that i e mierRant or |
| isEndgegraviden) i : : i

(&)

i the changa-detect

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section 2: Seif-A
© 2008-2618 PCI Security Standards Council, LLC. A Rights Reserved.

ssessment Questiorinairs

e
e

Chserve system sedtings and
monitored files.

Review resuits from monitoring
activities.

T

i3

seitings.
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Maintain an Infonmation Security Policy

Reqguirement 12: Maintain a poficy that addresses information security for alf personnel

Nuote: Favine parposesiyf Regnirement 12 iparsonnelrefers 10 nlltime pari-ime pmployeey ismporary smipioyess and gersaonel endt
soniracions snd potsulfanis wito are residgent” on the wnlily’s sife vy pinenvise iave Bocess [o e tnmpany's sife cardhiolder data etaronment

.
§:\; a security poficy established, published, maintained i Review tr‘}§\;‘§\§é\§§;\§\\é§\h:

Review the informa security policy.
ible personnei.

the security pi

reviewed &
updated when the enwvire P

ment chan interview respa

Do security policy and procedures ¢ Review information security policy and
information security responsibiities for ali personnel? i procedures.
« interview a sample of responsible

125 (b) Are the foliowing information security management
responsibilitizs formally assigned to an individual or
{ean:

12.5.3 | Establishing, decumenting, and ting security
incident response and escalation proceduias to ensure
timely and effective handiing of all situations?

1286 (ay s a formal
make ail personne! aware ot th
i;

Review information securi
procedures.

ty policy and | [} I ]

CUrity awareness gram in pi
cardholder data

1o

5 and procedures maintained and
ted to manage service providers with whom
er data is shared, or that could affect the

& providers ma Raview polict
descriplion of the service(s) provided? i = Observe processes.

i Review fist of service providers.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 -- Section 2: Seif-Assessment Queastiorinaire
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e providers possess ar otherwise store, process,
of fransmit on bahaif of the customer, of o the extent
that they couid impact the security of the customer’s
cardholder data environment?

Note: The exant wordlig ol alratinowdedgemeat wit
depena ot the agresment betwe e the twn panies, #he
detais of the senice bemg prcvidsd and the
FESpORSHiiies aesionRd 0 Sach paty The
acknowledaerment dogs ot ave faindlude the exact
Wording ;

is thers zstablished process for engaging service i » Observe processes.
providers, including proper dug diligence pricr io . Review policies and procedures and

. " o X
engagement? supporting documentation.

is a program mainiained tc monitor service provide
i Q< ool N I o o) € = M . s

PCIDSS compliance siatus at least annually? ! x Review policies and procedures and

; rHins

umentation.

1ed about which PCIDSS
‘e managed by each service provider,

formation mai
raquirements a

2bserve processes.

= Review policies and procadures and
suppoerting documentation.

RAE :
PSS, P —
§\ a written agreement maintained that includes an i s Observe $\§‘\é\§\§\;\§§\\ 1 7 i 3
oo oo e s |+ Rovewpolces s -

PCIDSS v3.2.1 SAQ A-EF, Rev. 1.0 Section 2: Self-A

ssessment Questioninairs
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Has an incident response pian been created to be
implemernted in the event of systam breach?

, and communication and
avent of a compromise

P
e

Review the incident response plan.

Review incident response plan
procedures.

Review incident respense plan
procedures.

Review incident response plan
procedures.

compromisas?

Review incident response plan
procedures.

ponse plan

Raview incident 1
orocedures.

Coverage and responses of all critical system
components?

B

enca or inclusion of incidernit respon
zdures from the payment brands?

Review incident response plan
procedures.

procedures.

PCIDSSE v3.2.1 SAG A-EF. Rev. 1.0 - Section 2: Seif-Assessment Qu
© 2008-2618 PCI Security Standards Council, LLC. Al Rights Reseive
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Appendix A: Additional PCl DSS Requirements

’///’

R

Appendix A1:  Additional PCI DSS Reguirements for Shared Hosting Providers

This appendix is not used for merchant assessments.

Appendix A2:  Additional PCI DSS Reguirements for Entities using SSi/Early TLS for Card-Present POS POI Terminal

Connections
\\\\ - \\\\\5‘\&\\»\
\ ROREN \\-\"\\ m \\e R u;.-., 'a\ ¢ R
AZA For POS FJ. termzrmls {at the mercham‘ or payment- | * Review documentation ( or °xampie,
accaptance tocation) using SSL and/or earty TLS: Are vendor documentation,

atwork configuration detai
g that verifies POS POl devices a
not susceptible 1o any known exploits
for SSi/eardy TLS.

the devices confirmed 10 not be susceptibie to any
known exploits for SSl/earty TLS?

NOte: ThiS regui Bt (s infendedio applv- i ihs anti
wiAIREPOS PO Temnal Suiias a merchant This
regquinemenit s notintenaed Jor senvine ProVIdETE who
SOV AN NG Ieratation oF Conrening point inithnse
POS POHerminis Requrrements AP Randdn s a,o,). ¥
{6 POS PO Ssnnne providers : :

Appendix A3:  Designated Entities Suppiemental Validation (DESV)
This Appendix applies only to entities designated by a payment brand(s) or acquirer as requining additional validation of existing PCIDSS
Enfities required to validate to this Appendix should use the DESV Supplemental Reporting Template and Supplemental Attestation

requirements
for reporting, and consult with the applicable payment brand and/or acquirer for submission procedures

of Comgpliance

PCIDSEv3.2.1 SAG L Rev. 1.0-- Section 2: Sel
© 2006-2018 PCI Sacurity Sfarzdards Council, LLC. Al Rights Reserved.
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Appendix B: Compensating Controls Worksheet

-

Use this worksheet fo define compensating controls for any requirement where “YES with COW” was
checked,

Note: Only vompanies that have undertaken a nisk analysis and have Jegitimate technological or
documented business consirgints can consider the Use of compensaling contruls fo achisve cormpliance.

Heferfo Abppendsi'(:&s 8 o and D of PCILD
on how fo complete this workshee!,

Requirement Number and Definition:

e

SE for information about compensating cantrols and guidance

1. Constraints List constraints preciuding compliance
| with the original requirement.
2. Obijective Define the objective of the original
i control; identify the objective met by
i the compensating control
3. identified Risk identify any additional risk posed by the
fack of the criginal control.
4. Definition of Define the compensating controls and
Compensating i explain how they address the
Controls objectives of the original control and
i the increased risk, if any.
5. Validation of Define how the compensating controls
Compensating were validated and tesied.
Controls :
6. Maintenance Define process and controls in place to
i maintain compensating controls.
PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0 - Secfion 2; Seif-Assessment Questionnairg June 2018
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Appendix C: Explanation of Non-Applicability

if the "N/A” (Not Applicable) column was checked in the questionnaire, use this worksheel fo explain why
the related requirement is not applicable fo your organization.

R S

34  Cardholder data is never stared electronically

PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0 - Secfion 2; Seif-Assessment Questionnairg June 2018
© 2008-2018 PCI Securily Standards Council, LLC. All Rights Reserved. Page 46
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Section 3: Validation and Attestation Details

P

This ADOC is based on resuils noted in SAQ A-EP {Section 2}, dated (SAQ completion dale).

Based on the results documented in the SAQ A-EP noted above, the signatories identified in Parts 3b-34d,
as applicable, asseri(s) the following compliance status for the entily identified in Pant 2 of this document:
(check onej:

[1 | Compiiant: All sections of ihe PCI DSS SAQ are complete, all questions answered affirmatively,
resulting in an overall COMPLIANT rating; thereby (Merchant Company Name} has demonstrated full
compliance with the PCI DSS.

(1 | Non-Compliant: Not all sections of the PCI DSS SAQ are complete, or not all questions are answersad
affirmatively, resulting in an overali NON-COMPLIANT rating, thereby (Merchant Company Name) has
not demonstrated full compliance with the PCI DSS,

Target Date for Compliance:

An entily submitting this form with a status of Non-Compliant may be required 1o complete the Action
Plan in Par 4 of this document. Check with your acguirer or the paymeat brand(s) before completing
Part 4.

[ | Compliant but with Legal exception: One or more requirements are markad “No” due to a legal
resiriction that prevents the reguirement from being met. This oplion requires additional review from
acquirer or payment brand.

if checked, complete the following:

Affected Reguirement Details of how legal consiraint prevents requirement being met

Signatory(s) confirms
{Check all that appiy)

[ | PCiDSS Self-Assessment Quastionnaire A-EP, Version (version of SAQ), was completed according to
the instructions therein.

(3 | All information within the above-referenced SAQ and in this atiestation fairly represents the resulis of
my assessment in all material respects.

1 | | have confirmed with my payment application vendor that my payment sysiem does not store sensitive
authentication data after authorization.

{3 i 1have read the PCI DSS and | recognize that | must maintain PCI DSS compliance, as applicable to
my environmeant, at all times.

(1 i if my environment changes, | recognize | must reassess my environment and implement any additionat
PCIDSS requiremenis thal apply.

PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0~ Section 3: Validation and Aftestation Details June 2018
© 20086-2018 PCI Security Standards Council, LLC. All Rights Reserved. Page 47
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[T i No evidence of full lrack data', CAV2, CVC2, CID, or CVV2 data?, or PIN daia® storage after
transaction authorization was found on ANY system reviewed during this assessment.

[[] | ASV scans are being compieted by the PCI 88C Approved Scanning Vendor (ASYV Name)

Signature of Merchant Executive Officer P i Date:

RN

Merchant Execufive Officer Name:

if a QSA was involved or assisted with this
assessment, describe the role parformed:

......................................................................................................................................................................................................................................................

Signature of Duly Authorized Officer of QSA Company 7 Date
Duly Authorized Officer Name: QSA Company:

if an ISA(s) was involved or assisted with this
assessment, identify the iSA personnel and
describe the role performed:

* Data encoded in the magnetic stripe or eguivalent data on a chip used for authorization during a card-present transaction. Entities
may not retain fulf track data after transaclion autheorization. The only elemenis of frack data that may be retained are primary
account number (PAN), expiration dale, and cardholder name,

2 The three- or four-digit value prinied by the signature panel or on the face of a payment card used to verify card-not-present
transactions.

® Personal ideniification number entered by cardholder during a card-present transaction, and/or encrypted PIN block preseni
within the trapsaction message.

PCIOSS v3.2.1 SAQ A-EP, Rev. 1.0~ Section 3: Validation and Affestation Details June 2018
© 2008-2018 PCI Securily Standards Council, LLC. All Rights Reserved. Page 48
Ex.1002 / Page 434 of 710

M&A Ventures, LLC et al



N

Pact dctan Plan fothontemplantRequiemene

Salect the appropriale response for "Compliand to PG DSS Reguirements” for each requirament. if you answer
“No” 1o any of the requirements, you may be required o provide the date your Company expedcis to be compliant
will the requiremant and a brief descriplion of the actions being taken to meet the requirement.

Check with your acquirer or the payment brand(s) before complsting Part 4.

¢ Install and maintain a firewall

Do not use vendor-suppli

2 :
i systemn passwords and other security
! parameters.
3 Protect stored cardhoider data.
4 Encrypt fransmission of cardhoider data

i across open, public networks.

| Protect aii systems against malware and |
5 : reguiarly update anti-virus software or :
{ programs.

i Develop and maintain secure systems

6 i and applications.

7 Restrict access o cardholder data by
i business need to know.

s | identify and authenticate access to
| system components,

9 Resirict physical access (o cardhoider

data.

10 i Track and monitor alf access to network
i resources and cardhoider data.

11 Reguiarly test security systems and
| processas.

12 Maintain a policy that addresses

! information security for all personnel.

¢ Additional PCI DSS Requirements for ;
| Entities using SSL/Early TLS for Card- .
i Present POS POI Terminal :

i Connections.

Appendix A2

..............................

DISCOVER

s
._..__.,.““g\}@}.\\\\:&\\t

AN
BN

PCIDSS v3.2.1 SAQ A-EP, Rev. 1.0~ Section 3. Validation and Altestation Details June 2018
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2.0, Box 1450

UNITED STATES i X 1450
PATENT AND TRADEMARK OFFICE A, e ot o

ELECTRONIC ACKNOWLEDGEMENT RECEIPY

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

16/535,424 01/05/2023 09:47:17 PM ET 124452.00122

Title of Invention

Processing A Payment By A Second Computing System From A Payer To A Payee Operating A First
Computing System

Application Information

APPLICATION TYPE  Utility - Nonprovisional Application PATENT # -
under 35 USC 111(a)

CONFIRMATION # 2047 FILED BY Tami Day
PATENT CENTER# 61396304 FILING DATE  08/08/2019
CUSTOMER # 27557 FIRST NAMED  Robert Evan POLLIN
INVENTOR
CORRESPONDENCE - AUTHORIZED BY  Jonathan King
ADDRESS

Documents TOTAL DOCUMENTS: 3
DOCUMENT PAGES  DEBCRIPTION SEE (KB}
Amendment-.paf 167 - 1880 KB

Amendmeni--A...pdf (i-1) i Amendment/Request for 90 KB

Heconsideration-After Non-
Final Rejection

Amendment--CLM pdi {2-12} 11 Claims 108 KB
Amendment--REM. pdf {(13-167)y 155 Applicant Arguments/Remarks 1874 KB

Madea in an Amandment

Digest
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GOCUMENT MESSAGE DIGEST(EHA-312)
Amendment-.pdf TFEETFOCROS2CEC4AE3606FBOCCATCARBABRCDGE4F20DUCE10
BERZBEYVEZIDE88ADHETERDENEACE428COMTERT7400AARE

AZGTF2E0000EES84C4FCO3E0R051954

Amendment--A.pdi 34340581 ESDBCSDFEFSZ2EFO23F7RDOATTRR10AFT80BABOTIF
2D810004FE wAERAQSCSFQwFBaB" 768 14F3{}F628{39F§234G85
BE3635DEA3C2B7825D13DCC3D4AN0

Amendment--CLM . pdf F1785474D0F 1 9ABRDATIGD1 306G CABS03DZDNFDTABEZDIFS
00G46ED00AFE4ADLTARCACETOARZERTBFAST4F2E0EF4ES1048
166CODASEARCB77FROCCTEIRGS16C

Amendment--REM.pdt DBCLOFOADT06EERBDACTEFO4ARDERLBSI 2FELS40FE6085A

%’J- T82A13087034 16089 EBT14DAFIBRGEREIT2EM7DEFBCH480FSE
RECAFD2FFCOFOASEDETIDC4C4842BDASE

This Acknowlsdgemant Receipt avidancas racaipt on the notad date t\,, e USPTO of the indicat ed onuments, characiarizad
oy the applicant, and ingluding page counts, where appiicabla, It sarves as evidencs of receipt similar to a Post Card, as

described in MPER 504

New Applications Under 358 UL.B.C 111

if a naw application is bei 'r} filedd and the application inciudes the necessary comporenis for filing date (see 37 OFR 1.23(b)-(dh
and MPER 508), & Filing Recelpt (37 GFR 1.54) will ba issued in dus courss and the date shown on this Acknowledgement
Feceipt will astablish the f;in:g date of the application

National Stage of an International Application under 353 UE.C. 871

¥ atimely submission o enter the nationad stage of an international gpplication is compliant with the conditions of 35 L.8.C
371 and other applicahle requiraments a Form POT/DO/EGAANE indicaling acceptancs of the application as a national stage
subrnigsion under 35 LLS.C. 371 will he issued in addition o the Filing Recsipt, In dus courss.

MNew International Applivation Filed with the USPTO as a Recelving Office
# a new international application is being fled and the international application includaes the necess
international filing date {(ses POT Article 11 and MPER 1810}, a Notification of the International Ap
international Filing Dade (Form POT/ROMDE) will be issuad in due course, subject to pra

and the date shown on this Acknowladgement Recsipt will eslablish the interns

ry components for an
cation Number and of the
riptions concaning national secunty,
nal filing date of the application.
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2.0, Box 1450

UNITED STATES exandria. VA aaax 1!
PATENT AND TRADEMARK OFFICE Alexandia, VA 22813 1456

ELECTRONIC PAYMENT RECEIPT

APPLICATION # RECEIPT DATE / TIME ATTORNEY DOCKET #

16/535,424 GUO5/20283 04717 PM EY 124482.00182

Title of Invention
Processing A Paymert By A Second Computing System From A Payer To A Payee Operating A First
Computing System

Application Information

APPLICATION TYPE  iiility ~ No iprovig’omi Appiication PATENT #
CONFIRMATION # 2047 FILED BY Tami Day
PATENT CENTER # £1388304 AUTHORIZED BY  gnathan King
CUSTOMER # 275587 FILING DATE  {(8/08/231%
CORRESPONDENCE - FIRST NAMED  Raobert Svan POULLIN
ADDRESS INVENTOR

Payment Information

PAYMENT METHOD PAYMENT TRANSACTION ID PAYMENT AUTHORIZED BY

DA/ E0R22 E202315L.481535837 Tami Day

PRE-AUTHORIZED ACCQUNTY PRE-AUTHORIZED CATEGORY

s01g2z2 37 OFF 1,18 {(National application filing, search, and examination fess); 37

CFR 1,17 (Patent application and reexamination processing fees); 37 CFR 148
{Dooument supply fees); 37 OFR 1.20 (Post issuance feas); 37 COFR 1.21
{Miscsllansous Tees and chargss)

FEE CODE DESCRIPTION ITEM PRICE($) QUANTITY ITEM TOTAL($)
2201 ﬂA(} HOINDEPENDENT CLAIM N 19200 2 384.00
XCESS OF THREE
TOTAL F384.00
AMOUNT:

This Acknowladgemeant Receipt evidences racaipt on the noted date by the USPTO of the indicated documents, characlsrized
oy the apohcant, and including page counts, whera appicabie. It serves as svidance of raceipt similar (o 3
described in MPEP 203,

=)

Poat Card, as
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New Applications Under 38 LSS, 111

i & new applicadion is bemg filed and the application includes tha necessar mporemm for filing date (see 37 CFR 1.583(b{d)
and MPEP 508), a Filing Receipt (37 GFF 1.54) will ba issued in dus cowrss ar*d the date shown on this Acknowledgament
Receipt will eaiablish the filing dals of the application

MNational Stags of an international Application under 35 US.C. &N

i! a timely submission o enter the national stage of an intermnational applicabion is « pi wiii"- the conditions of 35 U.8.C.
371 and other &spncabm requirernenis a Form PCT/DOEGS03 & g cif..t_ptd' oe of the application 83 a national stage

subrussion under 35 LLE.CL 871 will be issued in adaition o the 3 Recaipt, in Cus courss.

New International Application Filed with the USPTO as 2 Recelving Office

H a new intermalional application is being flad and the international application includes the nacessary componants for an
international filing date (see POT Asticle 11 and MPER 1818}, a Notification of the International Application Numbar and of the
international Filing Date (Form PCT/RG/T0S) will be issued in dus course, subject o praseriptions sonceming national seguri
and the dale shown on this Acknowledgement Receipl will eslablish the international filing dale of the application.

1

4
i
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Under the Paperwork Reduction Act of 1995, no persons are req
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