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’659 Patent, Claim 1[b]

What is claimed is:

1. A sub-system of a vehicle, the vehicle having an
on-board computer interfaced with the sub-system for pro-
cessing instructions to enable use of an electronic key
(eKey), the sub-system comprising

memory associated with the on-board computer of the

vehicle having program instructions for instructing
unlocking and starting of the vehicle; and

commumcations circuilry of the velucle nterfaced with

the on-board computer of the vehicle and the sub-

system, the communications circuitry is configured to

process program instructions to enable communication
1[b] with a server, the communications circuitry includes
wireless communication circuitry for enabling local
conncction with a mobile device, the mobile device is
configured to use the eKey for said unlocking and said
starting the vehicle;

communications circuitry of the vehicle interfaced with
the on-board computer of the vehicle and the sub-
system, the communications circuitry is configured to
process program instructions to enable communication
with a server, the communications circuitrv includes
wireless communication circuilry for enabling local
conncction with a mobile device, the mobile device 1s
configured to use the eKey for said unlocking and said
starting the vehicle;

wherein the wireless communications circuitry of the
vehicle is configured to receive coded data from the
mobile device when using the eKey, the coded data
enables functions of said eKey for said unlocking and
use of the vehicle, the coded data is associated to the
eKey for use by the mobile device, and the coded data
includes privilege settings associated with the eKey for
limiting types of use of the vehicle when using the
eKey with the vehicle:

wherein use of the vehicle using the eKey is tracked (o
identify and log actions taken using the vehicle while
the eKey 1s used.
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’659 Patent, Claim 1[c]

What is claimed is:
1. A sub-system of a vehicle, the vehicle having an
on-board computer interfaced with the sub-system for pro-
cessing instructions to enable use of an electronic key
(eKey), the sub-system comprising
memory associated with the on-board computer of the
vehicle having program instructions for instructing
unlocking and starting of the vehicle; and

commumnications circuitry of the vehicle interfaced with
the on-board computer of the vehicle and the sub-
system, the communications circuitry is configured to
process program instructions to enable communication
with a server, the communications circuitry includes
wireless communication circuitry for enabling local
conncction with a mobile device, the mobile device is
configured to use the eKey for said unlocking and said
starting the vehicle;

wherein the wireless communications circuitry of the
vehicle 1s configured to receive coded data from the
mobile device when using the eKey, the coded data
enables functions of said eKey for said unlocking and
use ol the vehicle, the coded data is associated (o the
eKey for use by the mobile device, and the coded data
includes privilege settings associated with the eKey for
limiting types of use of the vehicle when using the
eKey with the vehicle:

wherein the wireless communications circuitry of the

vehicle is configured to receive coded data from the

mobile device when using the eKey, the coded data

enables functions of said eKey for said unlocking and
1[c] use of the vehicle, the coded data is associated to the
eKey for use by the mobile device, and the coded data
includes privilege settings associated with the eKey for
limiting types of use of the vehicle when using the
eKev with the vehicle;

wherein use of the vehicle using the eKey is tracked (o
identify and log actions taken using the vehicle while
the eKey 1s used.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Ex. 1001 ('659 Patent), Claim 1
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’659 Patent, Claim 11[b]

11. A system of a vehicle, the vehicle having an on-board
computer for processing and communicating with the sys-
tem for use of an electronic key (eKey), the system com-
prising:

memory associated with the on-board computer of the

vehicle having program instructions for controlling
unlocking and starting of the vehicle; and

communications circultry of the vehicle mterfaced with

the on-board computer of the vehicle, the communica-

b tions circuitry includes wireless communication cir-

11[ ] cuifry for enabling local connection with a mobile

device, the mobile device is configured to usc the cKey
for said unlocking and said starting, of the vehicle;

communications circuitry of the vehicle interfaced with
the on-board computer of the vehicle, the communica-
tions circuitry includes wireless communication cir-
cuifry for enabling local connection with a mobile
device, the mobile device is configured to usc the cKey
for said unlocking and said starting of the vehicle;

wherein the wireless communications circuitry of the
vehicle is configured to receive coded data from the
mobile device, the coded data is unique for said eKey,
and the coded data includes privilege settings set for
limiting types of use of the vehicle when using the
vehicle via the eKey;

wherein the eKey is associated with a user account, the
user account is accessible via a user interface of an
application executed by the mobile device, the eKey
when aclive enables said unlocking of the vehicle and
said starting of the vehicle.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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’659 Patent, Claim 11]c]

11. A system of a vehicle, the vehicle having an on-board wherein the wireless communications circuitry of the

computer for processing and communicating with the sys- . ] .

tel'u.for use of an electronic key (eKey). the system com- Veh‘lc lE‘ 1S Cﬂl]ﬁg]_ll‘&d 10 receive Cﬂded dﬂtﬂ fmn] fhE

rising: . . . ] - .

F me:%lory assaciated with the on-board computer of the l'ﬂﬂblle dEV]CE, the CU‘dEd data 15 unmqgue for SB]d EKE}',
vehicle having program instructions for controlling and the coded data includes privilege settings set for
unlocking and starting of the vehicle; and L p . eg g .

communications circuitry of the vehicle interfaced with lnmtmg t}rpes (}f use Qf [he veh]cle “’he[]_ using lhe
the on-board computer of the vehicle, the communica- . .
tions circuitry includes wireless communication cir- vehicle via the EKey;
cuitry for enabling local connection with a mobile
device, the mobile deviee 1s configured to usc the cKey Ex. 1001 ('659 Patent), Claim 11

for said unlocking and said starting of the vehicle:
wherein the wireless communications circuitry of the
vehicle is configured to receive coded data from the
mobile device, the coded data is unique for said eKey,
11[c] and the coded data includes privilege settings set for
limiting types of use of the vehicle when using the
vehicle via the eKey:
wherein the eKey is associated with a user account, the
user account is accessible via a user interface of an
application executed by the mobile device, the eKey
when active enables said unlocking of the vehicle and
said starting of the vehicle.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 1, 3-4 5



’659 Patent, Claim 18[b]

18. A vehicle having an on-board computer for processing . . . . . . . . .
and communicating an electronic key (eKey). the vehicle communications circuitry of the vehicle interfaced with
comprising; rohi1 1
memory associated with the on-board computer of the thﬂ' Ull'bﬂﬂr d C‘Jmplltcr C'f tllC ‘bCth]C. thC communica-
vehicle having program instructions for controlling tions circuitry includes wireless communication cir-
unlocking and starting of the vehicle; and X i ) ' " ] ) X

communications circuiiry of the vehicle interfaced with cuitry for enabling local connection with a mobile
the on-board computer of the vehicle, the communica- . . o . - .

18[b] tions circuitry includes wireless communication cir- devlcef the mobile device is CDﬂIlgl]['Ed to use the EKey
cuitry for enabling local connection with a mobile y : ra - . - 3 .
device, the mobile device is configured to use the eKey for said lllllDCl&lIlg and said Staﬂlﬂg ol the VEthlE',
for said unlocking and said starting ol the vehicle;

wheremn the wireless communications circuitry of the Ex. 1001 ('659 Patent) Claim 18
vehicle is configured to receive coded data from the ' !

mobile device, the coded data is unique for said eKey
to be used via the mohile device, and the coded data
includes privilege settings for use of the vehicle when
using the eKey with the vehicle;

wherein the eKey is associated with a user account, the
user account is accessible via a user interface of an
application executed hy the mobile device, the eKey
when active enables said unlocking of the vehicle and
said starting of the vehicle.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 1, 3-4 6



’659 Patent, Claim 18|c]

18. A vehicle having an on-board computer for processing . . . . . .
and communicating an electronic key (eKey). the vehicle wherein the wireless communications circuitry of the
comprising: . . ]
memory associated with the on-board computer of the VCl‘llClC 15 mnﬁgumd o recerve COdCd dﬂtﬂ ffﬂﬂl ﬂ'lC
vehicle having program instructions for controlling mobile device, the coded data is unique for said eKey
unlocking and starting of the vehicle; and . . .
communications circuitry of the vehicle interfaced with to be used via the mobile device, and the coded data
the on-board computer of the vehicle, the communica- . . , . e " vl .
tions circuitry includes wireless communication cir- includes pl‘lVllﬁ‘ge Seulﬂgb for use ol the vehicle when
cuitry for enabling local connection with a mobile : - - .
device, the mobile device is configured to use the eKey using tl].E" EKEY Wlth’ ll]e VEthlB,
for said unlocking and said starting ol the vehicle;

wherein the wireless communications circuitry of the Ex. 1001 (659 Patent), Claim 18
vehicle is configured to receive coded data from the ' !
18[C] mobile dcvicp. the codc_d data .is unique for said eKey
to be used via the mohile device, and the coded data
includes privilege settings for use of the vehicle when
using the eKey with the vehicle;
wherein the eKey 1s associated with a user account, the
user account is accessible via a user interface of an
application executed hy the mobile device, the eKey
when active enables said unlocking of the vehicle and
said starting of the vehicle.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 1, 3-4 7



Petition Failed to Show “Coded Data From the Mobile Device” that “Includes Privilege

Settings” (Recited by All Independent Claims)

All grounds fail because both Kleve and Mikan lack any
“coded data from the mobile device ... the coded data includes privilege settings”

All independent claims recite receipt of:
1. coded data from the mobile device AND
2. the coded data includes privilege settings

wherein the wireless communications circuitry of the
vehicle 1s configured to receive coded data from the
mobile device when using the eKev, the coded data
enables functions of said eKey for said unlocking and
use ol the vehicle, the coded data is associated to the
eKey for use by the mobile device, and the coded data
includes privilege settings associated with the eKey for
limiting types of use of the vehicle when using the
eKey with the vehicle:

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 1, 26-54, 67-79 | 8



All Kleve-Based Grounds Fail to Disclose or Teach

“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

All Kleve-based grounds fail because:

1. Petitioners failed to show any disclosure or teaching of coded data from the mobile device
that includes privilege settings

2. Petitioners’ relied-upon disclosures refer only to the virtual key sent to the vehicle from the
server—not any “coded data from the mobile device,” as recited by all claims

3. Even under Petitioners’ theories to modify Kleve, Petitioners claim the vehicle already has
restrictions—e.g., a rental period—BEFORE the Temporary User’s arrival, therefore no reason
for vehicle to again receive rental period from the mobile device

4. Even under Petitioners’ theories to modify, Petitioners allege it is Kleve’s server that
“simultaneously generates a virtual key and restrictions” which are both “delivered to the
vehicle” from the server — admitting there is no reason for the temporary user’s phone to ‘re-
send’ to the vehicle the already “delivered” restrictions

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 5-53, Sur-Reply at pp. 1-3, 6-16 9



Kleve Does Not Disclose Including Any Rental Agreement Terms in Any Coded Data,

Let Alone a Vehicle Receiving “Coded Data that Includes Privilege Settings”

[0084] At step 812, if the owner decides he has no interest
in accepting the Temporary User’s offer, he may decline and
wait for the vehicle rental authorization system to notify of
any other offers. If the owner has decided to accept the offer
he may begin the process of developing terms and conditions
of the rental period. At step 814, the owner may negotiate
additional terms and conditions based on the specific use and
needs the Temporary User may use the vehicle for. These
additional terms and conditions may include, but not limited
to, cargo load weight restrictions, tow load restrictions, or the
amount of miles that can be driven during the rental period.
The negotiation of the terms and conditions may be done
using the vehicle authorization rental system.

[0085] Atstep 818. once the contract 1s formed, the Owner
and Temporary User may use the vehicle authorization rental
system to accept the terms and conditions. The vehicle autho-
rization rental system may begin the keyless vehicle rental
authorization process at step 820. The owner may complete
the entire vehicle rental process using the vehicle rental
authorization system without meeting the Temporary User.

EX1005 (Kleve), 9 84

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Kleve’s Virtual Key is Nothing More Than a Credential, e.g., a User’s Face,

Fingerprint

@ Temporary ...____JE

User !

- | “eax |

User E E
* A Renal Time Vefide |~ 506 [0062] FIG. 5 shows an illustrative example of an overview
ir 1 Paralidrrerd © e e of how the vehicle rental micro-business may be structured
| & H ——— § Tehc Crpaes G with a keyless transaction between the Owner of the vehicle
| Ceenid ) | - [T OwesRetaCar | inStpSand fltes [0 and the Temporary User. This example illustrates the process
= | ® N o B afier the vehicle Owner and Temporary User have already
BN | mm = setup a user profile within the database and have both agreed
-1 ) Ve Sends | b Wiess |2 o to the rental agreement. At step 502, the vehicle Owner may
il Bl oo poree Fingeprt Readr enter in vehicle authorization credentials based on informa-
| tion received by the Temporary User to set up a virtual key.
m/ Fig-5 | [ ARt Time UEr @ The virtual key may be sent to the vehicle allowing Tempo-

Sg—17) endeaniopues | Reer | rary User access to the Owner’s vehicle.
EX1005 (Kleve), 11 62

EX1005 (Kleve), Fig. 5
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Kleve’s Generation and Distribution of a Virtual Key is Devoid of Any Use

Restriction
[0063] Additional Temporary User identification 504 may
be sent to the vehicle Owner allowing for this information to
@ be entered into the server and used as a virtual key, or in
rwa addition to the virtual key, allowing the Temporary User
i access to the Owner’s vehicle while enabling a keyless drive-
‘ e away. The Temporary User identification and virtual key may
____________ £nial lime venicie & -

] 1 Ower V0] S © g I be sent in an encrypted message to the VCS, Temporary

I | n enicie . . . .
; 7 OV i i o Gt User’s nomadic device, and/or vehicle Owners nomadic
' Coocanild ' W i""\l\:\“f)@{ar_s_ﬂfaﬁteﬁﬁa_r“" ffi"n"‘sf;";mﬂgggf 510 (!evif:e. The Ten?porar_\:f Use‘r’s hlformati(.m for vehicle aut!lo-
IESSEE N © P Aozes D rization credential verification 516 may include, but not lim-
\ A ; 5“% | ited to fingerprint recognition of user, photos of credit cards,

i I * 1 Input Devi . - . . .
wt ceSeds |- W ﬁ“ﬁ.ﬁi N . photo of fprms of ID, facial recggnltl(?n, voice print recogni-
| Vetdewer | 5tz—] CrimaiinBack 01O Dece Fgep R tion, matrix barcode (ex. two-dimensional code), code word
e 1 or code phrase for speech recognition, temporary mobile web
wﬁ/ Fia-5 Nprrem—r— @ login .IDs e?nd p{—,lssword, or other types of unique Temporary

9o gt VehdeandCeptres | Rener | User identification.
-~ Credentil with Vehicle Camera -~~~ -~~~ 4
EX1005 (Kleve), 9 63

EX1005 (Kleve), Fig. 5
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Kleve’s Generation and Distribution of a Virtual Key is Devoid of Any Use

Restriction

i
1
Temporary | o ____J
User |
1 1
Temporary i Lsm E
User ! !
I 1
i i
: L
R _*1 At Rental Time Vehicle [~ 506
| : Owner (VO) Sends = I s
! ! ' Credential to Vehicle ((( )))
i ﬁ S Pe—— % Vehide Compares Credenial
: e : S N from Server and Credental |
| [ Credential J | i \ Owners Rental Car in Step 3 and if Malched 310
i i Server ! Y . .
E > i ) <(( ))) : \ Authorizes Drive
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i i | BN |
| | N i Input Device
I 1 1 ~
1 1 i Vehicle Sends | —+--""" Wireless it
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Fig-5 1| AtRental Time TU Enters f !
0 2972 508 __.'}-~ Vehicle and Captures Renter E
-1 Credential with Vehicie Cameraf- - ——-—--—- .

[0062] FIG.S shows an illustrative example of an overview
ol how the vehicle rental micro-business may be structured
with a keyless transaction between the Owner of the vehicle
and the Temporary User. This example illustrates the process
after the vehicle Owner and Temporary User have already
setup a user profile within the database and have both agreed
to the rental agreement. At step 502, the vehicle Owner may
enter in vehicle authorization credentials based on informa-
tion reccived by the Temporary User to sct up a virtual key.
The virtual key may be sent to the vehicle allowing Tempo-
rary User access Lo the Owner’s vehicle.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1005 (Kleve), Fig. 5
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Patent Owner Response at pp. 8-12
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Temporary User’s Unique Identification is Entered into Server and Used as a

Virtual Key

[0063] Additional Temporary User identification 504 may
; | be sent to the vehicle Owner allowing for this information to
@ e : ; be entered into the server and used as a virtual key, or in
femay | = et addition to the virtual key. allowing the Temporary User
; ' el e I access to the Owner’s vehicle while enabling a keyless drive-
i ——— . ° away. The Temporary User identification and virtual key may
At Rental Time Vehicle [~ . ¥y
. 7 owerO)Sents | v | P |5 be sent in an encrypted message to the VCS, Temporary
i i Credential o Vehicle ((( ))) > : - : r :
| ﬁ | ] § i o Gt User’s nomadic device, and/or vehicle Owners nomadic
| 1 it AN from Server and Credential 1 Q1 3 i -
' Lowena | g o GRS ] ey v, [~ 510 (!EVI(.:e. The "11311?}'_3(}1'211'3:r Use.r S mformatl(.m for vehicle 3111!10
s, © b AuthozesDie rization credential verification 516 may include, but not lim-
\ 514% o ited to fingerprint recognition of user, photos of credit cards,
g : | vesos ] ey photo of forms of ID, facial recognition, voice print recogni-
] : ; T . Mi ~— : - - .
| VetceOwer | 51— CormalnBacko VO | Device ﬁgﬂmam a0 tion, matrix barcode (ex. two-dimensional code), code word
e - | Refina Scanner ' e .
! . or code phrase for speech recognition, temporary mobile web
/! : | _ ﬂ% login IDs and password, or other types of unique Temporary
0 Fig-5 ! | AtRental Tie TU Enters I : . . .
st VehideandCeptves | Renter | User identification.
-~ Credential with Vehicie Camera |- ~—~~~~~~~ 4
EX1005 (Kleve), 9 63

EX1005 (Kleve), Fig. 5
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No Privilege Setting Included in Either Generation or Distribution of Virtual Key

[0062] FIG.S shows an illustrative example of an overview
ol how the vehicle rental micro-business may be structured
with a kevless transaction between the Owner of the vehicle
and the Temporary User. This example illustrates the process
after the vehicle Owner and Temporary User have already
setup a user profile within the database and have both agreed
to the rental agreement. At step 502, the vehicle Owner may
enter in vehicle authorization credentials based on informa-
tion received by the Temporary User to sct up a virtual key.

| Crodentisl o Vetice The virtual key may be sent to the vehicle allowing Tempo-
ﬁ | " ________________ Vehide Compares Credenid rary User access Lo the Owner’s vehicle.
1

At Rental Time Vehicle

e 0 Owner (VO) Sends 518

< S from Server and Credential -
Server \ WEep S s Tt [0063] Additional Temporary User identification 504 may

Authorizes Drive . i o i

| be sent to the vehicle Owner allowing for this information to

be entered into the server and used as a virtual key, or in

Miomone o addition to the virt*ual kf_:}'-* al]qwing lhf:e Temporary User

Fingerpint Reader access to the Owner’s vehicle while enabling a keyless drive-
Retina Scanner . . . i

away. The Temporary User identification and virtual key may

be sent in an encrypted message to the VCS, Temporary

User’s nomadic device, and/or vehicle Owners nomadic

Vehicle Sends
| 512 —1 Confimation Back to VO
L | Over Wireless Network

i
1
o Fig-5 U | AtRenel Time TU Enters @

58—+  Venhicle and Captures Renter

| Credential it Vericie Camera ==~ -~~~ ’ device. The Temporary User’s information for vehicle autho-

rization credential verification 516 may include, but not lim-
ited to ﬁngerprmt recog,mtlon of user, photos of credlt cards

EX1005 (Kleve), Fig. 5, 1962-63
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Virtual Key Sent to Vehicle Enables Driving During Rental Period—

But Vehicle Does Not Receive any Privilege Setting from Mobile Device

AN i eie |
or Nomadic Device
UWPI'O#IGCOIIB(:I
ID Payment ID 204
e
Consent and Agreement |~ 206
'
il [0039] At step 210, once the Temporary User selects the
Fig-2 Do iaiey 210 vehicle, pays the appropriate amount and signs a consent
oo agreement, than the system may generate a virtual key to
e “ distribute to the Temporary User and VCS. The virtual key
L i . may be sent to, but not limited to, the website for the Tempo-
rary User to view, sent through an email, or to the Temporary
e User’s nomadic device at step 212. The virtual key may also
el I be sent to the vehicle configuring the VCS to enable the
T kevless drive svstem for the appropriate Temporary User
g during a given rental period.
No
“ Monii:Usage,
Speed, Contenls, ete.. [ 222
EX1005 (Kleve), 9 39
(Bt I~

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 32-34, Sur-Reply at pp. 1-15 | 16



Petitioners Ask the Board to Interpret Kleve Differently

Depending on the Claims Presented

’659 Petitioners’ Reply:
User’s virtual key includes rental period

Enforcing the rental pefiod before the rental period begins is both common
sense and made clear in Kleve. As the Board found, Kleve’s virtual key is “only
operable during a rental period.” ID 37; EX1005, 439 (“The virtual key ... enable[s]
the keyless drive system for the appropriate Temporary user during a given rental
period.”). Thus, the virtual key and its associated coded data includes (or it would
have been obvious to include) at least the rental period so that access to vehicle is
limited to “a given rental period.” Pet. 15, 20; EX1004, 9996, 111, 139-140.

Kleve elsewhere teaches that restrictions are assigned before the rental period
begins. For example, in Figure 6, Kleve teaches that after restrictions are agreed to,
the server simultaneously “Generate[s] Virtual Key and Vehicle Restrictions.”
EX1005. Fig. 6. The virtual key is then “generated and sent to the Temporary User”
at step 616. and the restrictions are delivered to the vehicle at step 606. Id.. 969.
Afterwards, “when the Temporary User arrives at the vehicle within the scheduled

rental time.” the vehicle “Appl[ies] Restrictions.” /d., 470, Fig. 6.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

’188 Proceeding

Server check to see if user’s key within rental period

L= B~ s B = T ]

10
11
12
13
14
15
16
17
18

I walked through that. I may walk through that one more time. But
setting that aside. this is express disclosure of the E-key being enabled
during the rental pertod. No one disputes that that rental period is a
condition on use. This is. I didn't go through this in the. in the opening. but
this 1s also shown paragraph 71 where the user goes up to the car. he sends a
request to the server requesting access. Ifit is in the scheduled time for
rental. he's given access. This is in connection. I think this, this is in
connection with figure six.

This goes to your point. Judge Galligan, that there is a server lookup
that it. Patent Owner’s counselor kept saying repeatedly that it's the
condition is not included in the E-key. That's not our position. Kleve is
not -- it's not a model of clarity on this point. but it very -- it does very
clearly state that there is a server check to see if that rental period. if that key

1s within that rental period. this is in connection with figure six.

Petitioners’ Reply at p. 3, IPR2024-00981, Paper 35 (Oral Argument Tr.), p. 63

| 17



Virtual Key “Sent to the Vehicle ... to Enable the Keyless Drive System ... During a Given Rental Period”

Does Not Show Vehicle’s Receipt of
“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

’188 Proceeding
Server check to see if user’s key within rental period

[0039] At step 210, once the Temporary User selects the
vehicle, pays the appropriate amount and signs a consent
agreement, than the system may generate a virtual key to
distribute to the Temporary User and VCS. The virtual key
may be sent to, but not limited to, the website for the Tempo-
rary User to view, sent through an email, or to the Temporary
User’s nomadic device at step 212. The virtual key may also
be sent to the vehicle configuring the VCS to enable the
kevless drive system for the appropriate Temporary User
during a given rental period.

EX1005 (Kleve) 91 39

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

A

I walked through that. I may walk through that one more time. But
6 setting that aside. this 1s express disclosure of the E-key being enabled

during the rental period. No one disputes that that rental period is a

8 condition on use. This is. I didn't go through this in the. in the opening. but
9 this 1s also shown paragraph 71 where the user goes up to the car. he sends a
10 request to the server requesting access. Ifitis in the scheduled time for
11 rental. he's given access. This 1s in connection. I think this. this is in
12 connection with figure six.
13 This goes to your point, Judge Galligan, that there is a server lookup
14 that it. Patent Owner’s counselor kept saying repeatedly that it's the
15 condition is not included in the E-key. That's not our position. Kleve is
16 not -- 1t's not a model of clarity on this point, but it very -- it does very
17 clearly state that there is a server check to see if that rental period. if that key
18 is within that rental period. this is in connection with figure six.

IPR2024-00981, Paper 35, p. 63
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Virtual Key “Sent to the Vehicle ... to Enable the Keyless Drive System ... During a Given Rental Period”

Does Not Show Vehicle’s Receipt of
“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

[0044] Another exemplary example of the vehicle rental
micro-business system may include other enhancements
including, but not limited to, matrix barcode (ex. two-dimen-
sional code) used as the virtual key being recognized by the
VCS. The smart phone may be used to communicate the
matrix barcode information to the vehicle rental micro-busi-
ness system directly. The system may be able to communicate
information from the smart phone to the vehicle notifying the
VS of a virtual key. Once the Temporary User has the matrix
barcode scanned by the vehicle, the smart phone may be able
to connect with the VCS and be used to enter and enable the
vehicle drive away event.

’188 Proceeding

Server check to see if user’s key within rental period

EX1005 (Kleve) 9 44

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

A

I walked through that. I may walk through that one more time. But
setting that aside. this 1s express disclosure of the E-key being enabled
during the rental period. No one disputes that that rental period is a
condition on use. This is. I didn't go through this in the. in the opening. but
this 1s also shown paragraph 71 where the user goes up to the car. he sends a
request to the server requesting access. Ifitis in the scheduled time for
rental. he's given access. This 1s in connection. I think this. this is in
connection with figure six.

This goes to your point, Judge Galligan, that there is a server lookup
that it. Patent Owner’s counselor kept saying repeatedly that it's the
condition is not included in the E-key. That's not our position. Kleve is
not -- it's not a model of clarity on this point. but it very -- it does very
clearly state that there is a server check to see if that rental period. if that key

is within that rental period. this is in connection with figure six.

IPR2024-00981, Paper 35, p. 63, Patent Owner Response, pp. 10-11
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’188 Proceeding
Server check to see if user’s key within rental period

Vehicle Owner Nomadic Device Temporary User Nomadic Device 5 I walked through that. I may walk through that one more time. But
m_.-"“
T Wobsie Registraion I Campiete. (| . a
62— Vewste RegttorAgreement Conplete | — Reg :ﬂmﬂﬂ Compiete |~ 577 6 setting that aside, this is express disclosure of the E-key being enabled
| 3 &{3 ) I Submit Renter Credentials H—su 7 during the rental period. No one disputes that that rental period is a
> | Generate Virtual Key and Vehic Resticions =] ¥
i [~ Sener I Receive Vitual Key s 8 condition on use. This 1s, I didn't go through this in the. in the opening. but
[ : 1
i | W'melmm Restcons |~ gt | Erler Virtual Key g1 9 this is also shown paragraph 71 where the user goes up to the car. he sends a
I T
| ! I
| / i { ! 10 request to the server requesting access. Ifitis in the scheduled time for
| g1 I 1] |
621 ! . Ce . . ; C
| ! ik i 11 rental. he's given access. This 1s in connection. [ think this. this is in
| [ |
| L Lo, UseViualKeyioEnlenSinVeicle | f ] \wa 12 connection with figure six.
! Apply Vehice Restricions N . _ _ _
| ' 13 This goes to your point, Judge Galligan, that there 1s a server lookup
i Personal Setfings May be Apgliad lo . . .
! the Vehice Based on VirtualKey | [— 824 14 that it, Patent Owner’s counselor kept saving repeatedly that it's the
: L] co— g g e .
R I - Maritor User Behavior N — g5 Fig-6 15 condition is not included in the E-key. That's not our position. Kleve is
L] . : . . .
| Whnen Rental Complele, Temingte Vitual Key [~ — gog 16 not -- it's not a model of clarity on this point. but it very -- it does very
| Reset Any Private Informaton M a0 17 clearly state that there is a server check to see if that rental period. if that key
InVehide 18 is within that rental period. this is in connection with figure six.

EX1005 (Kleve), Fig. 6, Petitioners’ Reply at p. 3-4, IPR2024-00981, Paper 35, p. 63
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 20
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| ReselAnyPrvale lfomator |
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Vehicle Owner Nomadic Devigs Temporary User Nomadic Device
m_..r"'
| .
—~ Wioasie RegistratonfAgreement Complete [~
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Ly L b somtReerCotetes gy
- | Gengrate Viual Key and Vehicle Resticons L&_w S | i
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| Deliver Virtual Key and Vehide Restricions —~—
| | = ! AR | Eries Waef —ste
i | .
| ( | ! |
i s | 621 & |
I | A ! N
1 1 |
i IL_______}_____ Use Vitud Ky o EnlerSar Vehicke | | | -
! Apply Vehice Resticlons gt
i ¥
i Personal Settings May be Apghied fo
! be Vehicke Based on VirtualKey | [ 624
! [
b = Manior User Behavior N — g2 Fig-6
i
| When Rental Gomplet, Terminale Viual Key —— 25
¥

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1005 (Kleve) , Fig. 6

Petitioners” Reply
U.S. Patent No. 11,738,659

Enforcing the rental pefiod before the rental period begins is both common
sense and made clear in Kleve. As the Board found. Kleve’s virtual key is “only
operable during a rental period.” ID 37; EX1005, 939 (“The virtual key ... enable[s]
the keyless drive system for the appropriate Temporary user during a given rental
period.”). Thus, the virtual key and its associated coded data includes (or it would
have been obvious to include) at least the rental period so that access to vehicle is
limited to “a given rental period.” Pet. 15, 20; EX1004, 996, 111, 139-140.

Kleve elsewhere teaches that restrictions are assigned before the rental period
begins. For example. in Figure 6. Kleve teaches that after restrictions are agreed to.
the server simultaneously “Generate[s] Virtual Key and Vehicle Restrictions.”
EX1005, Fig. 6. The virtual key is then “generated and sent to the Temporary User”
at step 616, and the restrictions are delivered to the vehicle at step 606. Id.. 969.
Afterwards, “when the Temporary User arrives at the vehicle within the scheduled

rental time,” the vehicle “Appl[ies] Restrictions.” Id., 70, Fig. 6.

Patent Owner Sur-Reply at pp. 13-14, Petitioners’ Reply at p. 3
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Signed Using Website
orNomadic Device | 208 Enler Virtual Kay H—s1e
g01

¥
Fig-2 [ Dtioute VitualKey |~ 210
¥
Sent o Vehice,
Webste, or Nomadic Device | ~— 212

Y
Set User Restrictions by
Webstte, or Nomadic Device [ 214

'

E 521—\

I Use Virtual Key to Enter/Siart Vehicle L ] 600

Apply Vehicle Restrictions ~~—g2

L]

Personal Settings May be Applied o
- comlUsase 216 e Vehick Based on Virtual ey | [ 624

_ — []
Display Message in Venicle - :
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EX1005 (Kleve), Fig. 6

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Sur-Reply at pp. 1-22 | 22
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200

N Input from Websie
orNomadicDevice | 22
'
User Profile Collect
~— 204
- [0040] At step 214, the Owner may have access to control
Nt usage of the vehicle being rented by the Temporary User. The
! Owner may set user restrictions by use of the website or
Pl Y nomadic device. The restrictions may be based on, but not

Fig-2 o limited to, the owner’s selection of parameters including, but

- not limited to, speed, global position coordinates, or load

Websle, or Nomad Devie |~ 212 weight restrictions. At step 216, the control parameters use

| Wemimw restrictions may be monitored and if a restriction exceeds a

S [ limit the Temporary User and Owner may be notified. The

— I a6 monitoring information may be sent to the Owner through the

Dipay Message n Vence website, with an email notification, or on the Owner’s

s nasetes | nomadic device at step 220. Email notification, text messages

P or an in-vehicle display message may be sent to notify the

o R e Temporary User if a restriction limit has been exceeded at
i, ] step 218.

EX1005 (Kleve), 9 40

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Sur-Reply at pp. 1-22 | 23
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[0040] At step 214, the Owner may have access to control

in Monitor and Repon Usme —— usage of the vehicle being rented by the Temporary User. The
Beg 702 Owner may set user restrictions by use of the website or
* nomadic device. The restrictions may be based on, but not

. . limited to, the owner’s selection of parameters including, but

704 —_— Wait for Rental Start Time ¢ not limited to, speed, global position coordinates, or load

weight restrictions. At step 216, the control parameters use
restrictions may be monitored and if a restriction exceeds a
limit the Temporary User and Owner may be notified. The
monitoring information may be sent to the Owner through the
website, with an email notification, or on the Owner’s
nomadic device at step 220. Email notification, text messages

706

Rental S;art Time

Yes or an in-vehicle display message may be sent to notify the
Download Geofences or Performance Temporary User if a restriction limit has been exceeded at

- - S - step 218.

708 ———1  Limits Chosen by VO (if Vehicle is Determining
Location Violation) EX1005 (Kleve), 1140

* [0051] At 326, the VCS may implement assigned vehicle
Pel‘hdiwlly MO““Q[ Localion- {Transm‘t control limitations during the use of the rental term by miti-
' gating vehicle performance while preventing the Temporary
GPS Data to VO or Save for Download Laler) User to exceed a limitation set by the Owner. The Owner may
?10_/"" . G@Ofence Eﬂl]Y[EXll (GO NO'GO ZOHGS) have the options to set rental restrictions based on, but not
. ! . limited to, speed, destination location, or load weight limita-
« Vehicle or Cloud Determines Violation tions. Controlling usage to enforce compliance with the rental

agreement terms may be of more importance to a vehicle
rental micro-business owner as this may be the only vehicle
EX1005 (Kleve), Fi g. 7A the Owner possesses. These restrictions can be input using the
vehicle rental website, a smart phone application or the Own-
er’s nomadic device interacting with the VCS.

EX1005 (Kleve), 9 51
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Sur-Reply at pp. 1-22 | 24
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[0043] At step 224, the system may notify the Temporary
User that the agreed upon rental period may expire soon, and
if the rental period has ended the system may prompt the
Temporary User with a message asking if he would like to
purchase additional rental time. The system may allow the
‘Temporary User to purchase additional rental time or decline
the offer with the use of the vehicle touchscreen display or a
nomadic device at step 226. If the rental term has ended, and
no additional time is purchased, the system may begin the
vehicle rental exit process within the VCS at step 228. If the
rental period is still within the agreed upon rental period, the
system may carry on to monitor the vehicle allowing the
Owner continued control of the vehicle with the use of vehicle
restriction limits initially set by the Owner at the beginning of
the rental term. At step 226, if the Temporary User decides
that he may need to purchase additional rental time, the sys-
tem may update the new rental period end time restriction and
continue to monitor usage of the vehicle.

[0075] Inthe illustrative embodiment as shown in FIG. 7 is
an overview of a vehicle rental micro-business monitoring
process integrated with a VCS. At step 702, the VCS may
begin monitoring and report usage of the vehicle to the owner.
The system may wait for the rental period to start at step 704.
Once the Temporary User initiates the rental event, the system
detects a rental time start at step 706. The system may begin
to download performance limitations and restrictions
assigned by the vehicle owner at the start of the rental period
at step 708. The performance limitations and restrictions
downloaded to the VCS may include, but not limited to:
setting a top vehicle speed, limiting the cargo load, and alert-
ing the vehicle owner if the driver enters an area deemed to be
prohibited by the owner.

EX1005 (Kleve), 9 43

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1005 (Kleve), 9 75

Patent Owner Response at p. 5, Sur-Reply at pp. 1-22

Virtual Key “Sent to the Vehicle ... to Enable the Keyless Drive System ... During a Given Rental Period”
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200
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or Nomadic Device

'

User Profile Collect
1D Payment ID

—~— 204

'

Collect Rental
Consent and Agreement

!

Signed Using Website
or Nomadic Device

Y

I

Distribute Virtual Key

[~ 210

Y

Sent to Vehicle,
Website, or Nomadic Device

212

'

—

Set User Restrictions by
Website, or Nomadic Device

214

'

Conirol Usage

I"-‘ 216

Display Message in Vehicle
andior on Temporary
User's Nomadic Device

—~—218

'

Website, Email or
Text Message

—~—220

'

Monitor Usage,
Speed, Contents, etc...

[0040] At step 214, the Owner may have access to control
usage of the vehicle being rented by the Temporary User. The
Owner may set user restrictions by use of the website or
nomadic device. The restrictions may be based on, but not
limited to, the owner’s selection of parameters including, but
not limited to, speed, global position coordinates, or load
weight restrictions. At step 216, the control parameters use
restrictions may be monitored and if a restriction exceeds a
limit the Temporary User and Owner may be notified. The
monitoring information may be sent to the Owner through the
website, with an email notification, or on the Owner’s
nomadic device at step 220. Email notification, text messages
or an in-vehicle display message may be sent to notify the
Temporary User if a restriction limit has been exceeded at
step 218.

[0051] At 326, the VCS may implement assigned vehicle
control limitations during the use of the rental term by miti-
gating vehicle performance while preventing the Temporary
User to exceed a limitation set by the Owner. The Owner may
have the options to set rental restrictions based on, but not
limited to, speed, destination location, or load weight limita-
tions. Controlling usage to enforce compliance with the rental
agreement terms may be of more importance to a vehicle
rental micro-business owner as this may be the only vehicle
the Owner possesses. These restrictions can be input using the
vehicle rental website, a smart phone application or the Own-
er’s nomadic device interacting with the VCS.

EX2023 - DEMONSTRATIVE EXHIBIT— NOT EVIDENCE

EX1005 (Kleve), Fig. 2, 19 40, 51, 43, 75

[0043] At step 224, the system may notify the Temporary
User that the agreed upon rental period may expire soon, and
if the rental period has ended the system may prompt the
Temporary User with a message asking if he would like to
purchase additional rental time. The system may allow the
Temporary User to purchase additional rental time or decline
the offer with the use of the vehicle touchscreen display or a
nomadic device at step 226. If the rental term has ended, and
no additional time is purchased, the system may begin the
vehicle rental exit process within the VCS at step 228. If the
rental period is still within the agreed upon rental period, the
system may carry on to monitor the vehicle allowing the
Owner continued control of the vehicle with the use of vehicle
restriction limits initially set by the Owner at the beginning of
the rental term. At step 226, if the Temporary User decides
that he may need to purchase additional rental time, the sys-

an overview of a vehicle rental micro-business monitoring
process integrated with a VCS. At step 702, the VCS may
begin monitoring and report usage of the vehicle to the owner.
The system may wait for the rental period to start at step 704.
Once the Temporary User initiates the rental event, the system
detects a rental time start at step 706. The system may begin
to download performance limitations and restrictions
assigned by the vehicle owner at the start of the rental period
at step 708. The performance limitations and restrictions
downloaded to the VCS may include, but not limited to:
setting a top vehicle speed, limiting the cargo load, and alert-

GURFE PR R [N R . [N R R [ R

Patent Owner Response at pp. 13-21, Sur-Reply at 1-22
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zoa\ Input from Websie
orNomadic Deice | 22
Useer#laGoHed
1D Payment ID 204
' , : ) :
S - [0051] At 326, the VCS may implement assigned vehicle
i control limitations during the use of the rental term by miti-
Signed Using Website 8 . h- 1 ['f . 'h-l : . h
crMorad oo gating vehicle performance while preventing the Temporary
Fig-2 e 20 User to exceed a limitation set by the Owner. The Owner may
i have the options to set rental restrictions based on, but not
i limited to, speed, destination location, or load weight limita-
Se UsorResriorsy | tions. Controlling usage to enforce compliance with the rental
Webste, or Nomadic Dexice |24 :
— agreement terms may be of more importance to a vehicle
44 Contral . . . .
P w rental micro-business owner as this may be the only vehicle
Display Message in Venicle -y, y . y :
oo |71 the Owner possesses. These restrictions can be input using the
e vehicle rental website, a smart phone application or the Own-
el 2 er’s nomadic device interacting with the VCS.
Moo o 1
Monitor Usage,
% EX1005 (Kleve), 9 51
228

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26, Sur-Reply at pp. 1-22 | 27
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[0039] At step 210, once the Temporary User selects the
vehicle, pays the appropriate amount and signs a consent
agreement, than the system may generate a virtual key to
distribute to the Temporary User and VCS. The virtual key
may be sent to, but not limited to, the website for the Tempo-
rary User to view, sent through an email, or to the Temporary
User’s nomadic device at step 212. The virtual key may also
be sent to the vehicle configuring the VCS to enable the
kevless drive system for the appropriate Temporary User
during a given rental period.

EX1005 (Kleve), 9 39

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

[0009] In a third illustrative embodiment a computer read-
able storage medium for storing instructions that, when
executed by a processor is configured to enable a vehicle
rental transaction. The processer may establish communica-
tion with a wireless device brought within proximity of a
vehicle. The processor 1s able to receive a user identifier from
a vehicle rental administrative system using the wireless
device. The identifier may be used to activate the vehicle
during a prescribed rental period. The processor may receive
user input corresponding to an attempt to activate the vehicle
during the rental period and compare the user input to the
received identifier. If the user input corresponds to the iden-
tifier the processor may enable a keyless drive-away.

EX1005 (Kleve), 9 9

Petition at pp. 16, 19, Sur-Reply at pp. 13-14 | 28
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[0054] At 330, the VCS may continue to monitor the
vehicle for the entire rental period. If the rental period is soon
to expire the system may notify Temporary User at step 338.
If the Temporary User has not returned the vehicle at the time
the rental period has expired, the system may notify the user
if a rental term extension is desired at step 342. If the exten-
sion term is desired, the Temporary User may be prompted to
accept additional rental charges at step 344. The Temporary
User may be charged for the additional rental time at step 346.
If the extension of time is not desired, and/or not allowed by
the Owner, the system may transmit controlling action to
warn and induce remedial actions at step 350. If the extension
of time is not desired. and the Temporary User is within the
allocated time and distance to return the vehicle to the
required parking location at step 348. If the Temporary User
has returned to the required parking spot, the system may
begin to prepare for return to the vehicle Owner. During the
preparation to return vehicle to Owner and end the rental
period, the system may save any enhancements information
based on the Temporary User’s settings at step 352.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1005 (Kleve), Fig. 2

EX1005 (Kleve), 9 54

Patent Owner Response at pp. 13-26, Sur-Reply at pp. 18-19




Termination of Rental Period is Tied to “User Restrictions” Set by Owner,

Independent of Virtual Key

[0053] At 330, the VCS may monitor that a restriction

@—-{ Geneeate and Defver Viual Keys 322

; threshold has been violated indicating that the Temporary
Paonaaon ek s o R Favtseie.| [~ 34 User may be abusing the vehicle. Atstep 332, the Temporary
TG . T s User operating the vehicle unc_ier excessive conditions may
| — : 3343 _ cause the system to send an issue warning to the vehicle
e oty o e O - Y display information center. At step 334, the system may send
= - amessage to 1ssue a warning to the Temporary User notifying
oo e 46 m;m: of unauthorized usage of the vehicle at the display informa-
_ “ tion center, instrument cluster, and/or other driver display
s~ 35~ %ﬁ% device. If the system detects that the usage of the vehicle is
Msboitill > = ] extreme by exceeding a predetermined threshold, the VCS
N ryrre—r— may c'ommax'ld controlling actions to put :[he ve]'nicle in a
¥ remedial action at step 336. The remedial actions may
| TeminsleVralkey  ~— 35

« Wam and recover

include, but not limited to, reduce engine power, engine shut

- Stop Vehicle ~— 350 - s o . ]
[ RsttoyPse nmen |~ 5 down, and immobilization. The VCS may monitor and detect
] e ) e the Temporary User exceeding a restriction limit and may

! notify the Owner while implementing remedial actions that
ey Fig-38 may }{nclude preventing thel,) vehicle f%om being started. The
display message to alert the Temporary User of a restriction
violation may be sent to the vehicle display information con-
sole and/or to the temporary user’s nomadic device.

| End Process |

EX1005 (Kleve), Fig. 3B

EX1005 (Kleve), 1153

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26 30
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®=._ [0079] At step 718, the vehicle owner may also be notified
" if the system has a detected driver behavior event. The vehicle
(W) 71 No @ﬁm owner may be sent information that the Temporary User has
? ' 1 been in an accident or near miss based on airbag deployment,
Yes Yes . . .

Begin AccdeniNear iss Monior accelerometer data, and/or anti-lock brake information. If the
* Aitbag Deployment ‘Temporary User i1s involved in an accident, the system may

70— o ADAS Wamings . . .
« G-Force on Decel High Enough store and save previous recorded data leading up to the acci-
Y ":’- i dent at step 720. For example, if the airbag is deployed the

. L Exit 728 p : . p E N g P y'

| Bnhesdlsh DR | ;l V(S may save three minutes of all monitored data leading up
to the airbag deployment including, but not limited to, a

dashboard camera, accelerator pedal position, speed, and
brake pedal position at step 722. The monitoring system may
continue to check to see if continued usage of the vehicle is
EX1005 (Kleve), Fig. 7B acceptable based on the accident data/near miss data to deter-
mine if the vehicle is safe for continued operation at step 724.
At 726, if the vehicle is in an acceptable condition for con-
tinued usage and rental time has not expired, the system may
continue to monitor the vehicle rental usage. If the vehicle
cannot be used, the VCS may begin the vehicle rental exit
mode process at step 728.

EX1005 (Kleve), 9 79

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26 | 31
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)= [0080] At step 718, if the VCS monitoring detects no acci-
dent, and the rental period has not expired, the system may

(D nm @ﬁm continue to monitor the vehicle rental usage. If the rental
? ‘ ? period has ended, the monitoring and control system of the

Yi . . . . .
Beghn memﬁm Vonior s vehicle rental micro-business may begin to start its Tempo-
] g bemen rary User vehicle rental exit mode process at step 728. The
b amings N . . .
- G ot an D HighErugh exit mode process may include the monitoring system to store
¥ ! additional variables and data to report to the vehicle Owner
in Act | Bd ~— 128 ) . . P .
72— Bevlesnle DR l including, but not limited to, vehicle location, fuel level, and
additional vehicle diagnostic information. The exit mode pro-

cess may also include, but not limited to, terminating the
virtual key while allowing the system (o reset any private
information stored on the vehicle-based computing system.
EX1005 (Kleve), Fig. 7B The system may include a standardized report form that
requires certain information the Temporary User must fill out
when returning the vehicle.

EX1005 (Kleve), 9 80
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N ppr—— [0043] At step 224, the system may notify the Temporary
L “ User that the agreed upon rental period may expire soon, and
apuiocod | if the rental period has ended the system may prompt the

) Temporary User with a message asking if he would like to
Corsmtmigenen [~ purchase additional rental time. The system may allow the
—— ‘Temporary User to purchase additional rental time or decline
Signed Using Website - . . .
et e % the offer with the use of the vehicle touchscreen display or a
Fig-2 [ DovubViaikey 210 nomadic device at step 226. If the rental term has ended, and
smf,em no additional time is purchased, the system may begin the
e . vehicle rental exit process within the VCS at step 228. If the
SetUserRestictonsby | rental period 1s still within the agreed upon rental period, the
RSN Lo p £ p P .
7 system may carry on to monitor the vehicle allowing the
Gt 21 Owner continued control of the vehicle with the use of vehicle
ey | restriction limits initially set b)r the Owner at the begilming of
Lo oo the rental term. At step 226, if the Temporary User decides
el - that he may need to purchase additional rental time, the sys-
Yo o — tem may update the new rental period end time restriction and
o s 2 continue to monitor usage of the vehicle.
EX1005 (Kleve), 9 43
228

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26 33
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200 . . . .
~ gl - [0080] At step 718, if the VCS monitoring detects no acci-
; dent, and the rental period has not expired, the system may
oty o continue to monitor the vehicle rental usage. If the rental
L period has ended. the monitoring and control system of the
Consmn;wmml % vehicle rental micro-business may begin to start its Tempo-
SortUigWesie | rary User vehicle rental exit mode process at step 728. The
Fiom R exit mode process may include the monitoring system to store
== L Dsiode Vi |~ 21 additional variables and data to report to the vehicle Owner
Sert 0 Vohce, including, but not limited to, vehicle location, fuel level, and
Websie, or NomadioDevie |~ 212 4diti gl hicle di .. o on. Tl . de
I additional vehicle diagnostic information. The exit mode pro-
e [~ 4 cess may also include, but not limited to, terminating the
! virtual key while allowing the system to reset any private
[ ot . . : )
— information stored on the vehicle-based computing system.
s K The system may include a standardized report form that
SR requires certain information the Temporary User must fill out
W oo | when returning the vehicle.
ext Message
o "
Monitor Usage,
Soue,Cortns, 0. |22 EX1005 (Kleve), 1 80

EX1005 (Kleve), Fig. 2
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26 34



Termination of Rental Period is Tied to “User Restrictions” Set by Owner,

Independent of Virtual Key

[0054] At 330, the VCS may continue to monitor the

@—-{ Generate and Deiver Virual Keys 32

i vehicle for the entire rental period. If the rental period is soon

Apply Enhancements R .
(Persoalzation Refuring Users, User Recommended Favortes ec.) [~ 324 to expire the system may notify Temporary User at step 338.
T Voge o W,;em[m T s [f the Temporary User has not returned the vehicle at the time
e *m —— 5 334‘;:]& — the rental period has expired, the system may notify the user
R e 0 V0 L Do) 3 w = if a rental term extension is desired at step 342. If the exten-
o Usage ™ No sion term is desired, the Temporary User may be prompted to

Extreme i, e

& accept additional rental charges at step 344. The Temporary
| es User may be charged for the additional rental time at step 346.
B~ . mm’&mw If the extension of time is not desired, and/or not allowed by
e imm the Owner, the system may transmit controlling action to
oo e R warn and induce remedial actions at step 350. [f the extension
¥ of time 1s not desired, and the Temporary User is within the
e allocated time and distance to return the vehicle to the

[__Resethny Prvte ormaion |~ 356 required parking location at step 348. If the Temporary User
- | has returned to the required parking spot, the system may

Users Collect and Exchange After-Pictures (for Damage Reporter)

358— and Usage Regorts . . .
¥ begin to prepare for return to the vehicle Owner. During the
| R 3 Fig-3B preparation to return vehicle to Owner and end the rental
I EndProcss ) period, the system may save any enhancements information

based on the Temporary User’s settings at step 352.

EX1005 (Kleve), Fig 3B

EX1005 (Kleve), 4 54

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 13-26 | 35



Virtual Key Not Always Generated After Rental Agreement

A_. 1 wouldn"t characterize i1t as a clarification. | don"t
think Kleve i1s limited 1n all of 1ts embodiments, where
that a person of skill In the art reading Kleve would
understand that in every embodiment, the only way the
eKey could be generated 1s after the rental agreement.

EX2022 (Dr. Almeroth Deposition — Objection omitted), 27:5-10

Q. Okay. So "always generated after the rental agreement"
encompasses all embodiments of Kleve, correct?

A. No. Not necessarily.

EX2022 (Dr. Almeroth Deposition — Objection omitted), 27:21-28:8

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 47-48 | 36



Virtual Key “Sent to the Vehicle ... to Enable the Keyless Drive System ... During a Given Rental Period”

Kleve Teaches Only That Vehicle Receives Restrictions, But Not the Temporary User

Kleve confirms unilateral direction of its “encrypted message”
from the server to the vehicle, User’s phone 518

[0063] Additional Temporary User identification S04 may rE— e e e
be sent to the vehicle Owner allowing for this information to @ oy | | [ e
® " . 1 000 |
be entered into the server and used as a virtual key, or in " T\ ! |
.- " ¥ TEﬂ'prary I 504 1|~ G H
addition to the virtual key, allowing the Temporary User e | ! -i Theageis ||
* : . : - | i Lended” ||
access to the Owner’s vehicle while enabling a keyless drive- i =
away. The Temporary User identification and virtual key may r— 1 AT =1 T
be sent in an encrypted message to the VCS, Temporary i | 0y L ((g)
- . - : : @ N S —— Vehicle Compares Crecenial
User's nomadic device, and/or vehicle Owners nomadic 1A i b \ fom Serverand Credentl
: P : s Cedenid | &Y 4 [\ OwnersRental Car inStep 3 andif Metched | 5170
device. The Temporary User’s information for vehicle autho- I LN AuhorzesDie
rization credential verification 516 may include, but not lim- '%é?)) TR P |
1ted to fingerprint recognition of user, photos of credit cards, . ) e N s DA
. Vi . . N - | 1 [ s -+ .
photo of forms of ID, facial recognition, voice print recogni- . —— | 0 ConfmatinBakiovO | | Doics e |
. . b d di " a] - d d d L - Over Wireless Network Retina Scanner
tion, matrix barcode (ex. two-dimensional code), code wor ;
or cade phrase for speech recegnition, temporary mobile web / _ @ |
z : 5 Fig-5 At Rental Time TU Enters 1 :
login IDs and password, or other types of unique Temporary syt VohideadCapres | Revlr |
User identification e B J

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Sur-Reply at pp. 7-10 | 37



That Kleve’s Virtual Key “Enables Keyless Drive System ... During a Given Rental Period” Fails to Show

Vehicle Receipt of “Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

= The Petition: only the

virtual key that “the server |
simultaneously generates” ARG — e —

] y ) o ) S e ———— N e - wmmﬂammrqmlwm 12
with “vehicle restrictions ‘ I | o R ol e
. . . ~>{ | Generate Virta Key and Veice Resticsons [/ — ¥
is delivered to the vehicle | il B SR

| | Mrmﬁeymidvmldaﬂammm 06 | G Vat e
= Figure 6 fails to connect 4 » | 7

any “rental period” or | | RE | RN

" . . . P i Lo _— n Use ‘.IE.I; m:mﬁehmle do ] k0D
other “vehicle restriction | . -

. i Personel Selings May be Aprledlo | |

to the virtual key sent to | et mitaly [T
the Temporary User, nor B T T 1 =

. . | Wnen Rental Complele, Teminate Viral Key |—~— 23
anything recelve’d from o
Temporary User’s mobile m
device

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Petitioners’ Reply at pp. 3-4, Sur-Reply at pp. 11-15 | 38



That Kleve’s Virtual Key “Enables Keyless Drive System ... During a Given Rental Period” Fails to Show

Vehicle Receipt of “Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

. e .
The Petition: 0.n|\(/( the [0039] At step 210, once the Temporary User selects the
virtual key that is “sent to vehicle, pays the appropriate amount and signs a consent

the vehicle” that enables a agreement, than the system may generate a virtual key to
key|ess drive ”during 3 distribute to the Temporary User and VCS. The virtual key

) . may be sent to, but not limited to, the website for the Tempo-
given rental period rary User to view, sent through an email, or to the Temporary
User’s nomadic device at step 212. The virtual key may also
= Like Fi gure 6, Para. 39 fails be sent to the vehicle configuring the VCS to enable the

to connect any “rental key}ess dﬁve system fo'r the appropriate Temporary User
period” or other during a given rental period.

“restriction” to the virtual
key sent to the Temporary
User

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 11-15 | 39



Kleve’s Input of a Matrix Barcode—Merely “Ensures the Temporary User is Who They Claim to Be”—But

Fails to Disclose “Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

= The Petition: only the virtual key
that is “sent to the vehicle” that ¥
enables a keyless drive “during a -y
given rental period,” whereas —
input of matrix barcode merely o | S N
“ensure[s] the TU is who they ' *H'm """"""" R e |
claim to be” | == | ® e
= The Petition: the matrix barcode T e | o 5 Eﬁn:"’nf =
input at device 520 is mere y @ |
“credential” to “ensure the @  HgS ] Voobriomes | e
temporary user is who they claim
to be”

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Petitioners’ Reply at pp. 3, 7-12, Sur-Reply at pp. 11-15, 20-22 | 40



Kleve, Hatton Combination Teaches Authentication

Hatton: Vehicle PEPS & PATS Controllers with Encrypted Data

Referring now to FIG. 2A., a system 110 in communication
and/or embedded with the VCS 1 may program Keys to a
vehicle to establish primary and secondary drivers in accor-
dance to one embodiment of the present invention is shown.
The system 110 includes a vehicle interface display 112, a
body electronics controller 114, and a passive anti-theft secu-
rity (PATS) controller 116. The vehicle interface display 112

EX1008 (Hatton), 5:54-5:60

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Referring now to FIG. 2B, a system 150 for programming
keys to a vehicle to establish primary and secondary drivers in
accordance to one embodiment of the present invention is
shown. The system 150 includes the vehicle interface display
112, a passive entry passive start (PEPS) controller 152, and
a backup slot 154. The PEPS controller 152 may be used in
place of the PATS controller 116 as illustrated in FIG. 2A.
While IIG. 2B generally illustrates that the PEPS controller
152 is positioned external to the vehicle interface display 112,
other such implementations may include positioning the
PEPS controller 152 within the vehicle interface display 112
or within any other such controller in the vehicle. The par-
ticular placement of the PEPS controller 152 may vary based
on the desired criteria of a particular implementation.

EX1008 (Hatton), 9:4-17

Patent Owner Response at pp. 54-58
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Kleve, Hatton Combination Fails to Render Claims Obvious

Hatton: Vehicle PEPS & PATS Controllers with Encrypted Data

Prior to starting the vehicle, the key/mobile device serial
number and the encrypted data are compared to known key/
mobile numbers and/or encrypted data in a PEPS look up
table in a manner similar to that described in connection with
FIG. 2A. The manufacturing code is also checked to ensure
the key/mobile device 1s used for a particular manufacturer of
the vehicle. The PEPS LUT may be similar to the PATS LUT
as shown in Table 1 and Table 2. As noted above, additional
operations are performed as exhibited with the handshaking
exercise in addition to matching the data received on the
signal KEY_ID with the data in the LUT (e.g.. key serial
number and encryption data) to ensure that the user is prop-
erly authorized to enter the vehicle and to start the vehicle
with the PEPS implementation. As noted above in connection

EX1008 (Hatton), 9:50-63

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at pp. 54-58 | 42



Kleve, Hatton Combination Teaches Authentication

Hatton Teaches Encrypted Data Is Assigned to a Vehicle During Manufacturing

The LUT in the PATS controller 116 assigns all of the keys
and/or the associated mobile device as primary keys when the
vehicle is manufactured in a default condition. The PATS
controller 116 may update the key status for a key number in
response to the driver changing the key status for a particular
key via operations performed between the primary driver and
the vehicle interface display 112 and/or configuring the soft-
ware application 126 on the mobile device 124. In another
exemplary embodiment, the vehicle interface display 112
updates and changes may be communicated to the mobile
device 124 software application 126 using the communica-

tion established between the mobile device 124 and VCS.

At step 302, the vehicle key may be embedded with secu-
rity codes associated with the vehicle during manufacturing
and/or at a vehicle dealership. A user may initiate the trans-
mission of the security codes from the vehicle key to a hand-
held device by pressing one or more buttons on the vehicle
key at step 304. 'To initiate a vehicle key for transmission of
security codes may be a combination of button inputs
received and recognized by the integrated circuit as the autho-
rization to begin transmission of codes. For example, the
authorization to begin transmission of security codes from the
integrated circuit on the vehicle key may be the holding down
of one or more buttons for a predefined amount of time.

EX1008 (Hatton), 8:24-36

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1008 (Hatton), 14:7-18

Patent Owner Response at pp. 54-58
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All Mikan-Based Grounds Fail to Disclose or Teach

“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

All Mikan-based grounds fail because:

1.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Petitioners failed to show any disclosure or teaching of coded data from the
mobile device that includes privilege settings

Petitioners’ relied upon disclosures for the alleged coded data—the wireless
device’s secure ID—is used only for authentication and does not include any
privilege settings

Petitioners’ relied upon disclosures for the alleged privilege settings—vehicle
operation policy—are stored only in the master database and/or vehicle’s local
database, not stored in the wireless device or at any time received from the
wireless device, let alone in any “coded data from the mobile device”

Petitioners’ theories to modify vitiates existing efficiencies in Mikan’s unmodified
system - Petitioners’ modifications render the data more vulnerable to tampering

Patent Owner Response at pp. 58-79 o



All Mikan-Based Grounds Fail to Disclose or Teach

“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

[0058] Master database 300 may include any number of

‘ . I vehicle records 302. Each record may be associated with

!Ve'"de Record | Vehicle ID 301. Vehicle ID 301 may be an identifier that

312 | Policy set . uniquely defines a vehicle record 302. For example, vehicle

301 77 [\ VehiceID 1 Vehicle Oparation Poiiy | | ID 301 may be a vehicle identification number (VIN), serial
> L Key set \ ‘ L3171 - number, an alphanumeric string, or the like. Vehicle 1D 301
L3100 L33 302 may relate to a physical vehicle that may be within wireless

Veicke ID 2 Vehicie Record vehicle security system 200. In one embodiment, vehicle

: record 302 may include key set 310. policy set 313, and

Vehicle ID n Vehicle Record mapping 312. Key set 310 may include data representing a
collection of keys 205A-C. Policy set 313 may include a

~ L_[300 Master Database collection of vehicle operation policies 311. Mapping 312

may include a collection of one or more relationships linking

individual keys from key set 310 with individual vehicle
operation policies from policy set 313. In one embodiment,
there may be a one-to-one relationship between vehicle 1D
301 and vehicle record 302. Mapping 312 may include a
one-to-many relationship between an individual key of key
set 310 and vehicle operation policies 311. It will be appre-
ciated that other schema may be used to practice master
database 300.

EX1007 (Mikan), Fig. 3A

EX1007 (Mikan), 9 58

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at p. 59 | 45



All Mikan-Based Grounds Fail to Disclose or Teach

“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

[0060] I.ocal database 303 may include vehicle operation
policy 311. Vehicle operation policy 311 may include vehicle
operation feature ID 316 and a related access control rule 317.
Vehicle operation feature 11D 316 may be, for example, a data
field identifying one vehicle operation feature. Vehicle 201
may support various vehicle operation features such as
unlocking a door, opening a trunk, opening a glove box,
engaging an ignition, directing the vehicle from a one geo-
graphic location to another geographic location and acceler-
ating the vehicle, for example. Any aspect of the control, use,
or functionality of vehicle 201 may be considered a vehicle
operation feature. It will be appreciated that one or more
vehicle subsystems that control one or more of such vehicle
operation features may be in operative communication with,
for example, wireless vehicle security system 200 (not shown
in FIGS. 3A-B). A vehicle operation feature may be associ-
ated with vehicle operation feature 11D 316. Access control
rule 317 may include a criterion relating to associated vehicle
operation feature IDD 316. For example, access control rule
317 may operate to enable, partially enable, or disable the

related vehicle operation feature. Access control rule 317 may
include advanced criteria relating to the manner and condi-
tions under which the vehicle may be operated. For example,
access control rule 317 may establish a maximum accelera-
tion for the vehicle, a maximum distance traveled for the
vehicle, a range of time within which the vehicle may be
operated, a geographic range within which the vehicle may be
operated and the like. For illustration, access control rule 317
may indicate that the vehicle’s ignition may not be engaged
between 12 a.m. and 5 a.m., or it may indicate that the vehicle
may not be operated above 65 miles per hour. For example,
access control rule 317 may relate to the number of people in
the car. Weight sensors within the seat may be used to deter-
mine the number of people in the car, for example. For
example, access control rule 317 may relate to the distance
between vehicle 201 and key 205A-C. For illustration, wire-
less network 207 may send the position of a key embedded
within a cellular phone, and using an GPS, control unit 202
may determine the distance between the cellular phone and
vehicle 201.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1007 (Mikan), 9 60

Patent Owner Response at p. 60
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All Mikan-Based Grounds Fail to Disclose or Teach

“Coded Data From the Mobile Device ... the Coded Data Includes Privilege Settings”

The alleged “data” the vehicle receives from the wireless device is “secure ID :
407" (right)—by contrast, it is the vehicle’s _ (left) which includes a 401—2—  Processor
“secure ID 315” associated with the key set, as well as the records of vehicle o
operation policies 311. Id., 99 59, 64, Figs. 3B, 4. d02—  USS Inertace
: Wireless Network
’ 301 403—2_- Communications
! P ) L Module
] _, - _
- ——-1 Vehicke 1D | Memory
] ‘ 311 404 —=_+
310 — Key 1 ; Vehicle Operation Policy 1 I =
- - | Vehicle Operation Feature ID |- 407 — % Secure 1D
i Secure ID Check |—Z U 318
31 5 | Access Control Rule317 l—-\( |
B — 317
Key 2 Vehizle Operation Policy 2 ]
1 B 405—=2 Power Supply
Key n J | Vehicle Operation Policy n
312 = e Keyl | Policy# | Policy# Policy # Policy # ] 406 __2#— Security Module
Key 2 Policy # Policy # _I;:;I-icy # Foliey# | Vehicle Access
=2~ Module
. 408 - —_—
Key n Policy # ‘ Policy # i Policy # Palicy # Security
400 2 _ Application |

EX1007 (Mikan), Fig. 3B EX1007 (Mikan), Fig. 4
EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE Patent Owner Response at p. 67 47



Mikan’s Alleged Coded Data, Secure ID 407,

Does Not Include Any Privilege Settings

—
Synchromze with |~ 502
401 —2— Processor limisiar ciatshass |
500 l
. 504
User Interface Detecting a Key Lz
402 —=— Module ! —
v
Wireless Network Retrieving a vehicle 506
403—2_- Communications operation policy
Module : I -
/\ 508
Memory (
Yes Intended No
404 —>_— corform wit:t'::;:y? -
e |- /] Secure ID i i 510 516
v v o/
- . Blocking / Limiting
. o Permitting operation operation
405—_  Power Supply ' — P
. — B BV Y
] | Nottfylng ‘ ’ Not'rfying
406 —, Security Module ‘ . S
Vehicle Access v v P
ﬂ/ Module 514 '
408 A ||nltlatlng enforcement
Securl — Monitoringx_ action
i . Nonconformance I — J
409 T Appllcatlon ‘
Wireless dewce 400 | Conformance |

EX1007 (Mikan), Fig. 4 EX1007 (Mikan), Fig. 5
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Mikan’s Alleged Coded Data, Secure ID 407,

Does Not Include Any Privilege Settings

[0070] At 504, a user attempt to access or operate vehicle
201 with a key 205A-C is detected, which may initiate the
authentication the detection of key 205A-C may include
receiving secure identifier 407. Secure identifier 407 may be
received, for example, at control unit 202. Where key 205A-C
is an electronic key, such as a key embedded in wireless
device 400 for example, key 205A-C may transmit secure

401—=2— Processor ’

|
wa-asf Vimiahs

Communications

Wireless Network | ‘
Module ‘

identifier 407. Where key 205A-C 1s a metal key for insertion
into a physical lock, the physical lock may authenticate the
key-——by the patterns of grooves and teeth, for example—and
signal a secure identifier within vehicle 201 to control unit
202.

| 405—_~  Power Supply y

[0071] Control unit 202 may authenticate key 205A-C via
secure ID check 315. Fesexamplewhere the secure [Disa

406 —, Security Module

/)Ehicle Accesé

408 b Module
Security

Application

408

IWireIess devic; V 'm I

Mikan’s phone includes secure ID 407, which is merely used by the vehicle to authenticate the key

[0065] Memory 404 may be a subsystem suitable for stor-
ing and retrieving data. Memory 404 may be random access
memory (RAM) or read only memory (ROM), or the like. In
one embodiment, memory 404 may provide non-volatile stor-
age of secure identifier 407 of wireless device 400. In another
embodiment, memory 404 may provide volatile storage of
secure identifier 407 retrieved, for example, via wireless com-
munications module 403 or via user interface module 402
with a user/password prompt, biometric or other user authen-
tication. In one embodiment, secure identifier 407 may
authenticate wireless device 400 as a key 205A-B as dis-
cussed above in connection with FIG. 2. Secure identifier 407
may be a serial number, electronic serial number (ESN), or
other identifier of wireless device 400. In one embodiment,
secure identifier 407 may be a digital signature associated
with wireless device 400. The digital signature may, for
example, be the product of a public key encryption system. In
another embodiment, secure identifier 407 may be a compo-
nent of a challenge and response system, such as the chal-
lenge-handshake authentication protocol (CHAP).

serial number the secure ID check may be a copy of the serial
number. For security, the control unit and key 205A-C may

determine the secure ID from a common hopping code or
rolling code, where the secure 1D changes after each use. The
authentication may include verifying a digital signature and
timestamp, for example.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

| I
! ] -+ m_l!;.l:;_i
310 —- Ky 1 | _\'gugqyaammn_mql T —— 31
L - Vehicko Operaton Feature 1D |-+~
Securo 1D Check ———— ——TTU__ 316
315 Access Coolrol Ruled17 |
 Esm——— vre——— - 317
Key 2 Vehizie Oparation Palicy 2
o Keyn [ \.'a!ﬁacm;j |
32" b Kyl T Ry | Poiys | Polgr | Paiee |
Ky 2 Policy # Polcy # Polcy # Polcy® | |
Keyn | Polcy# | Poloy# | Peieys | Poleys

FIG. 3B
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Mikan’s Vehicle Operation Policy is Never Received From a Mobile Device

Mikan teaches that the master database and/or local database store any vehicle operation policy

The local database of the vehicle is kept consistent with records of the master database through synchronization

Mikan never discloses the wireless device sending any vehicle operation policy to a vehicle

Instead, after authentication the vehicle retrieves the policy from the vehicle itself

‘ /30']
o | [ R
. Vehicle Record I L. ——b—‘— Vahicle 1D i
312 Policy set I 310 — Key 1 ! Vehicle Operaton Potiy 1 || \—— 911
301 = N\~ Vehicle ID 1 Vehicle Cperation Policy ‘ [ - @ _ Vehicle Operation Feature ID F‘—j‘.___ 318
L Key set DA 311 " L 315 . Access Contrel R..-m:sj;__‘l---j 317
1 302 " Key2 | Vehizle Operation Policy 2
310 L 313 -
Vehicle ID 2 Vehicle Record | —' - : _-_'
) Key n Vehicle Operation Policy n |
— Key 1 Policy#  Pol [ Pol oy #
Vehicle ID n Vehicle Recerd 312 — vl | Poly® | Poly¥ | Poloyd | Poloyd | ]
- Key 2 Palicy # Policy # Policy # Pollicy #
L 300 Master Database Keyn | Policy# | Policy# | polioy# Policy #
~303 Local database on vehicle

EX1007 (Mikan), Fig. 3A, 3B
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Mikan’s Vehicle Operation Policy—the Alleged “Privilege Settings” —Are

Retrieved From the Vehicle Itself, Never Received From Any Mobile Device

The vehicle’s control unit 202 retrieves the vehicle operation policy records
by querying the vehicle’s local database

[0072] At 506 vehicle operation policy 311 may be

embodlment the query may 5C st Y y
205A-C. The records queried reflect the Vehjcle operation
policy 311 that may be in effect with relation to the key
205A-C being used. More than one vehicle operation policy

311 record ma s a result of the query. In one
embodiment.(control unit 202 mas—perform the query and
may temporarily e the records for the durationof

the users operation of the vehicle 201.

390 — Ker 1 | vonotz opsrman eyt | —— 311
] s |
| Sacum I Shock |—L315 L 316
- i -
|

EX1007 (Mikan), 9 72 EX1007 (Mikan), Figs. 2, 3B
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Mikan’s Vehicle Operation Policy—the Alleged “Privilege Settings” —Are

Retrieved From the Vehicle Itself, Never Received From Any Mobile Device

[0072](‘ At 506 lechicle operation policy 311 may be

retrieved by; Xamplc; g local database 203. In one ; -
embodiment, the query may be based o icated key | il el
205A-C. The records queried reflect the vehicle operati — | '

policy 311 that may be in effect with relation to the key il 5 .1 50
. . . . atecting a Ke

205A-C being used. More than one vehicle operation policy o a

311 record may be returned as a result of the query. In one v I

embodiment, control unit 202 may perform the query and | Retrieving a vnhfd;_,__z,,/ 505
! " operation policy
may temporarily store or cache the records for the duration of - 4
the users operation of the vehicle 201. P T
Yes _\//;nnndldsm; No

coinfarm wih p-nlq(ff,
e

e

510 e 516
T _(1,’l
00 pa : Blocking / Limitin
= Permitting operation T D;?raﬁnn g
; |
512 J' ﬂf"g
| “venie oprman eyt || — 311 L i
T T Notifvi
|| e Notifying ctifying
‘Viehisie Dyaration Pelicy 2
w»no;uu-l-unu ' ! 520
¢ | caye | poge | oy | ’__.»"\-_\ 514 _'_}'VJ
[ Puloy # Poloy # Foloy# ! ‘// '\-\\/L; Iﬂﬂiaﬁﬂg enfor\camed
Faler ¥ [ poteys Fokcyd | - Mﬂnwn >—_ aﬂﬁﬂh
- ( ‘.<\ g Mancarformance
™ ™, ,.r’J
_ "
FIG. 3B :
‘ Conformance
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Mikan’s Vehicle Control Unit Processes Any Access Request

Based on Locally-Retrieved Vehicle Operation Policy

= Mikan’s vehicle never receives any alleged privilege setting “from the mobile device”
= Mikan’s vehicle control unit 202 processes access requests using the locally stored operation policy

" Synchronize with | .~ 502 [0074] At 508, control unit 202 may process the access
‘_ma"ter damvase | request and compare the access request with retrieved vehicle
500 1 operation policy 311. Where the access request is consistent

[ . 504 . . . . . o .
Detecting a Key Jﬂ/ with retrieved vehicle operation policy 311, control unit 202
may permit the operation of the vehicle at 510. Where the
P— access request is inconsistent with the with the retrieved
operatton policy J// vehicle operation policy 311, then at 516 control unit 202 may
{/ block and/or limit the operation of the vehicle.
Yes /' 1 access . NO .
| ‘?;_wm nhwn::@\/— _l EX1007 (M|kan), 1] 74
510 ANy 516
l ~ ~ . e
Permitting operation ™ Bloclérgr;:[_giting
] 512 512
ot A —*
l’ Notifying | | Notifying [
' 520
X r
// N /1/I ‘lnlllatlng enforcement|
e Monltonng —_— action i
N “Nonconformance L=
N Ve
‘&nformance_

EX1007 (Mikan), Fig. 5
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Mikan’s Vehicle Operation Policy—the Alleged “Privilege Settings” —are Stored in the Master and/or

Vehicle Local Database, Linked by Mapping Function—Not Received From Any Mobile Device

= Mikan’s vehicle never receives any alleged privilege setting “from the mobile device”
= Master database has mapping function to link vehicle operation policy to vehicle keys
= Vehicle’s local database has mapping function to link vehicle-stored vehicle operation policies to

vehicle-stored key set

o o | 301
| L l r i
| C Vehicle Record { o - _.\f’eh;de 0 |
pping
Iﬁ; 312 l ) Policy set 1 | 310 —— Key 1 l Vehicle Operation Policy 1 T —— 311
301 = N\t VehiceID 1 | Vehicle Operation Policy | [ p— @I_L __ Vehicle Operation Feature ID I—jl 318
. L Key set “ s e \ ! L e 315 [ Access Control Ruet? _ H—~ i
) _1_31 0 -L 313 | ] 302 Key 2 | Vehicle Opera;ltlrel:m Policy 2
Vehicle ID 2 Vehicle Record . _
- Key n J Venicle Operation Policy n
| VehiclelDn Vehicle Recerd 32— )l Keyi Policy#  Poicy# | Policy# Polrcy";—l
) Key 2 Policy#  Policy # . Policy # Foliey #
_L 300 Master Database
Key Policy # ‘ Poicy# | Poliey # ~ Policy #
EX1007 (Mikan), Fig. 3A ? >
~ 303 Local database on vehicle

EX1007 (Mikan), Fig. 3B
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Petitioners’ Proposed Modifications to Mikan Undermine Security and Efficiencies of

Existing System and Would In Fact Render Mikan More Vulnerable to Tampering

131. I also disagree with Dr. Almeroth’s statement that a POSITA would 132. T also disagree with Dr. Almeroth’s proposed modification of Mikan

have been motivated “to encrypt or otherwise encode the vehicle operation policy “to transmit the vehicle operation policy” “either as part of or in addition to Mikan’s

for transmission so that users cannot tamper with the vehicle operation policies and secure identifier.” EX1004, 99 221-222. Tt would not make sense to make such a

associated access control rules.” EX1004, § 221. But Mikan does not disclose any modification, since doing so would render Mikan’s local database and its

such transmission. Indeed, by retrieving the vehicle operation policy 311 records synchronization with the master database superfluous. The point of having a local

from its local database 203, the vehicle need not rely on the “transmission” of any database and synchronizing it with the master database in Mikan is to then use it for

vehicle operation policy from the wireless device. retrieving the vehicle operation policy. Mikan discloses an efficient solution, where

vehicle operation policy changes are communicated to a vehicle as part of the

EX2021, 9 131

synchromzation process. Therefore, each policy change 1s communicated only once.
A POSITA would not have modified Mikan as proposed by Dr. Almeroth because
they would have realized it would make the system less efficient. In the modified
system, the vehicle operation policy would need to be sent every time the wireless
device is used to enter the vehicle, even if there has been no change to the vehicle

operation policy.

EX2021, 9 132
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Petitioners’ Proposed Modifications to Mikan Undermine Security and Efficiencies of

Existing System and Would In Fact Render Mikan More Vulnerable to Tampering

133. I also disagree with Dr. Almeroth’s proposed motivation “to transmit
the vehicle operation policy™ “either as part of or in addition to Mikan’s secure
identifier.” since Dr. Almeroth’s proposed modification actually renders the vehicle
operation policy records more vulnerable to “tampering” by the user, not less.
EX1004,99221-222. Mikan teaches that the wireless device does not transmit to the
vehicle any vehicle operation policy that limits the types of use of the vehicle when
the vehicle is accessed using the electronic key. By modifying Mikan to not only
include such vehicle operation policy records in the user’s wireless device itself, but
also to have the user transmit the vehicle operation policies via the wireless device,
would iject additional security vulnerabilities into Mikan’s system. A I discussed
i Section X.C., above, Dr. Almeroth’s concern about tampering and unauthorized
access actually demonstrates why it would not have been obvious to modify Mikan
to include vehicle operation policies as part of Mikan’s “secure 1D 407 because
including the vehicle operation policies on the wireless device and having that device
transmit those policies leads to an additional point of security vulnerability and
would provide a wireless device user an opportunity to modify his or her own device

to tamper with privilege settings.

EX2021, 9 133
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Petitioners’ Proposed Modifications to Mikan Undermine Security and Efficiencies of

Existing System and Would In Fact Render Mikan More Vulnerable to Tampering

134. As I discussed above, the vehicle operation policies are not sent to the 135. While Dr. Almeroth provides no sufficient reason why a POSITA
vehicle from the wireless device. Instead, the local database of the vehicle would have modified Mikan to instead have the wireless device send to the vehicle
synchronizes with the master database, then when the vehicle detects a key, the with the device’s secure ID 407 vehicle operation policies, a POSITA would
vehicle retrieves vehicle operation policy records from its own local database. understand that making such a modification (not taught by the reference) would be

undesirable. By having the wireless device send vehicle operation policies to the
EX2021, 9 134

vehicle, the wireless device user would have an opportunity to “tamper™ with or gain
“unauthorized access™ to the vehicle operation policies—the reason Dr. Almeroth
proposed to do so. EX1004, 9 111, 221. A POSITA would understand Mikan to
already avoid the problems that Dr. Almeroth identified: as the wireless device does

not ever send vehicle operation policies to the vehicle in Mikan, the wireless device

user cannot tamper with or gain unauthorized access to those vehicle operation

policies.

EX2021, 9 135
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Petitioners’ Proposed Modifications to Mikan Undermine

Existing Solutions of Mikan’s System

[0085] In one embodiment, the synchronization data may
be communicated via wireless network 207. Vehicle 201 may
not always be in contact with wireless network 207, such as
when vehicle 201 is parked underground and out of range of
wireless network 207, for example. Where master database
208 pushes the synchronization to local database 203, master
application 209 may establish communication with control
unit 202 before initiating the synchronization. When commu-
nication cannot be established. master application 209 or
master database 208 may queue the request for a later time.

EX1007 (Mikan), 9 85
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Claim 6 Must be Upheld, as Neither Kleve Nor Mikan Discloses the Required

“Application ... Configured to Enable Sharing of Said eKey”

= Petitioners fail to show disclosure or suggestion of an application enabling eKey sharing via a
message from the mobile device.

6. The sub-system of the vehicle of claim 1, wherein an
application associated with said mobile device 1s configured
(0 enable sharing ol said eKey with a recipient user having
a recipient mobile device. the sharing is enabled via a
message 1mtiated from said mobile device.

EX1001 (‘659 Patent), Claim 6
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

= Kleve highlights the Vehicle Owner has the sole ability to exercise complete control over their vehicle.

[0040] At step 214, the Owner may have access to control
usage of the vehicle being rented by the Temporary User. The
Owner may set user restrictions by use of the website or
nomadic device. The restrictions may be based on, but not
limited to. the owner’s selection of parameters including, but
not limited to, speed, global position coordinates, or load
weight restrictions. At step 216, the control parameters use
restrictions may be monitored and if a restriction exceeds a
limit the Temporary User and Owner may be notified. The
monitoring information may be sent to the Owner through the
website, with an email notification, or on the Owner’s
nomadic device at step 220. Email notification, text messages
or an in-vehicle display message may be sent to notify the
Temporary User if a restriction limit has been exceeded at
step 218.

[0051] At 326, the VCS may implement assigned vehicle
control limitations during the use of the rental term by miti-
gating vehicle performance while preventing the Temporary
User to exceed a limitation set by the Owner. The Owner may
have the options to set rental restrictions based on, but not
limited to, speed, destination location, or load weight limita-
tions. Controlling usage to enforce compliance with the rental
agreement terms may be of more importance to a vehicle
rental micro-business owner as this may be the only vehicle
the Owner possesses. These restrictions can be input using the
vehicle rental website, a smart phone application or the Own-
er’s nomadic device interacting with the VCS.

EX1005 (Kleve), 1 40
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

= Kleve highlights the Vehicle Owner’s ability to exercise complete control over their asset.

[0043] At step 224, the system may notify the Temporary
User that the agreed upon rental period may expire soon, and
if the rental period has ended the system may prompt the
Temporary User with a message asking if he would like to
purchase additional rental time. The system may allow the
Temporary User to purchase additional rental time or decline
the offer with the use of the vehicle touchscreen display or a
nomadic device at step 226. If the rental term has ended, and
no additional time is purchased, the system may begin the
vehicle rental exit process within the VCS at step 228. If the
rental period 1s still within the agreed upon rental period, the
system may carry on to monitor the vehicle allowing the
Owner continued control of the vehicle with the use of vehicle
restriction limits initially set by the Owner at the beginning of
the rental term. At step 226, if the Temporary User decides
that he may need to purchase additional rental time, the sys-
tem may update the new rental period end time restriction and
continue to monitor usage of the vehicle.

[0075] Inthe illustrative embodiment as shown in FIG. 7 1s
an overview of a vehicle rental micro-business monitoring
process integrated with a VCS. At step 702, the VCS may
begin monitoring and report usage of the vehicle to the owner.
The system may wait for the rental period to start at step 704.
Once the Temporary User initiates the rental event, the system
detects a rental time start at step 706. The system may begin
to download performance limitations and restrictions
assigned by the vehicle owner at the start of the rental period
at step 708. The performance limitations and restrictions
downloaded to the VCS may include, but not limited to:
setting a top vehicle speed, limiting the cargo load, and alert-
ing the vehicle owner if the driver enters an area deemed to be
prohibited by the owner.

EX1005 (Kleve), 91 43
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

= Kleve teaches that at rental time the Owner sends the credential to the vehicle, and the Temporary
User enters their credential at the vehicle.

[0066] The Temporary User’s information for credential
Temgarary verification may be sent to both the vehicle computer system
lmr La . . - .
oy 1\ and the Temporary User’s nomadic device 518 including, but
User E not limited to, a smart phone. When the scheduled rental
| . : : prone
! period of time begins the vehicle Owner may send the cre-
.t At Rental Time Vetide o dentials to the vehicle with the use of a server 506 and the
i [ Owner (VO) Sends [ . . — . . .
: | cederiatovencs |((Q) — vehicle may be able to receive the information using a wire-
! L . : : . . 8
B[ é’ e \ Vetie Conpaes Crednil less device 514. The wireless device 514 may include, but not
=i - [\ OwefeCr [RRBHERIRRR " limited to, an embedded cellular modem. embedded Wil'i
A @éé?) PR | device, Near Field Communication connected phone,
N T brought-in cellular device like a USB modem, MiFi, smart
2=} e I —’ Wisess E:ﬁmm Lo phone that may bc'c'onncct to the vehicle through SYNC or
b J Over Whokn ek | | Reira Samer__ other Bluetooth pairing device. or a PC (ex. IPAD) that may
Y @ be connected to the vehicle through SYNC or other Bluetooth
Fig-5 U [ AReraiTmeTUENes | T | pairing device. Additional hardware input device 520 for
50 s VehiceadCapures | Rewer | : . : . .

U Credental wih Vetice Cameral -~~~ -~ . credential verification may include but not limited to a cam-
era, microphone, matrix barcode scanner, fingerprint reader,
or retina scanner integrated with the vehicle control system.

EX1005 (Kleve), Fig. 5 EX1005 (Kleve), 9 66
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

= Kleve discourages allowing a Temporary User—whose use is monitored and controlled by the
Owner— to share an e-Key with others.

137. In my opinion, Petitioners and Dr. Almeroth failed to show that any 138. [ disagree with Dr. Almeroth’s opinion that it would have been obvious
reference discloses or suggests claim 6’s recited “application associated with said that the smartphone application of Kleve “may also be used to enable multiple
mobile device is configured to enable sharing of said eKey with a recipient user authorized temporary users to share virtual keys with each other.” In fact, Kleve
having a recipient mobile device, the sharing is enabled via a message initiated from teaches the opposite. As I discussed in Section V, above, Kleve teaches specific
said mobile device.” EX1001, claim 6. features to allow the Vehicle Owner, and the Vehicle Owner alone, full control over

the usage of their vehicle, “as this may be the only vehicle the Owner possesses.”

EX2021, 9 137
EX1005, q 51. Kleve highlights the Vehicle Owner’s ability to exercise complete

control over their asset, e.g. disclosing a solution by which the Owner can set user
restrictions, which will be monitored and controlled by the vehicle’s VCS, thereby
providing the Owner with notifications of the vehicle’s usage and any violations of
set user restrictions. Kleve also teaches that even after a virtual key is distributed to
the Temporary User, the Vehicle Owner sends the “credential” to the vehicle “at
rental time,” and, “at rental time,” the Temporary User inputs their “credential™ at
the vehicle. /d., Fig. 5,4 66. That is, the vehicle must compare and confirm a “match”

between these two credentials before authorizing the Temporary User’s drive. /d.

EX2021, 9 138
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

= Allowing Temporary Users to share e-Keys would nullify Kleve’s requirement that even authorized
users must pass an additional credential match before driving.

139. It i1s my opinion that Kleve discourages any suggestion that a

Temporary User—whose own vehicle use will be specifically monitored and

-
2

controlled by the Vehicle Owner’s actions—can share an eKey for the vehicle with

some other user. Such sharing among Temporary Users would render meaningless
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

Petitioners fail to explain how one user’s unique Temporary User ID could be altered to activate the vehicle for another, given that
Kleve’s user identifiers are individual-specific, and fail to provide any motivation or expectation of success for such modification.

[0069] FIG. 6 is an exemplary embodiment of the vehicle
rental micro-business distributing and controlling virtual
keys using a nomadic device with a vehicle. The vehicle rental
micro-business administrative system may consist of a com-
puter system configured to host one or more websites for
interaction with a vehicle Owner and Temporary User. In the
illustration 600, a server 634 is used to communicate between
a vehicle Owner nomadic device 601, a Temporary User
nomadic device 611, and a vehicle computing system 621.
Using a nomadic device, for example a smart phone. a Tem-
porary User and vehicle Owner may set up user profiles, enter
into an agreement and make a payment to initiate the vehicle
rental process between the two parties at step 602 and 612. At
step 604, the vehicle Owner may then generate a virtual key
based on a password generated by the vehicle Owner that may
include a matrix barcode or a code word that the Temporary
User may enter/send to the vehicle when ready to begin the
rental term. Another exemplary embodiment of generating a
virtual key may be done by using Temporary User’s creden-
tials including fingerprint recognition, photos of credit cards,
photo of forms of ID, facial recognition, voice print recogni-
tion, phrase for speech recognition, temporary mobile web
login IDs and password, or other type of unique Temporary
User identification at step 614. At step 616, the virtual key is
generated and sent to the Temporary User. The Owner may
deliver a virtual key to the vehicle for recognizing the Tem-
porary User having authorization to enable a keyless drive-
away at step 606.

[0037] Atstep 202, the Ownerand Temporary User may set
up a user profile using a website or a nomadic device com-
municating with the site that is stored in a database. The
Owner may set up a user profile by inputting information into
the website or nomadic device including, but not limited to
the make, model and year of the vehicle available for rent. The
Temporary User may also fill out a user profile using the
website or nomadic device to include, but not limited to,
photos of credit cards, photo of forms of ID, facial recogni-
tion, voice print recognition, matrix barcode (ex. two-dimen-
sional code), code word or phrase for speech recognition,
temporary mobile web login IDs and password, or other types
of unique Temporary User identification to validate and pay
for the rental service at step 204.

EX2023 - DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

EX1005 (Kleve), 9 69

EX1005 (Kleve), 9 37
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Claim 6 Must be Upheld, as Kleve Does Not Teach, and Actually Discourages, a

Temporary User Sharing a Virtual Key with Another User

Petitioners fail to explain how one user’s unique Temporary User ID could be altered to activate the vehicle for another, given that
Kleve’s user identifiers are individual-specific, or provide any motivation or expectation of success for such modification.

[0063] Additional Temporary User identification 504 may
be sent to the vehicle Owner allowing for this information to
@ be entered into the server and used as a virtual key, or in
rwa CuiePrse addition to the virtual key, allowing the Temporary User
| e access to the Owner’s vehicle while enabling a keyless drive-
i omroveg s o ——— ’ away. Tlloe Temporary User identification and virtual key may
o Oner(0) S © e il be sent in an .encrypted message to the VCS, Temp()ral:y
7 A ' —— K Ve Copars Gl Use:r’s nomadic device, and.f‘pr vehicﬁle Owners' nomadic
L cedeni ||| g’ N ] et et | s10 device. The Temporary User’s information for vehicle autho-
> ,,S%T;)) L rization credential verification 516 may include, but not lim-
| NN | ited to fingerprint recognition of user, photos of credit cards,
502__,4: 1 s _, e m.;’%:"‘emw . p!hoto of fprms of ID, facial recg:-gnili(;m, voice print recogni-
| edeOwer | 512 ConlmainBacko O | Devica Fgep R tion, matrix barcode (ex. two-dimensional code), code word
, or code phrase for speech recognition, temporary mobile web
m/ Fig-5 e @ login .IDs gnd pgssword, or other types of unique Temporary
sg——  VeldeardCaptues | Rener | User identification.
-~ Credential wih Vehice Camera |~~~ -~~~ 4
EX1005 (Kleve), 9 63
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Claim 6 Must be Upheld Because Mikan Limits Each Phone Having Only One

“Secure ID 407”

= Mikan does not teach that multiple electronic keys can be incorporated into mobile devices for vehicle use
= Each wireless device has its own secure ID 407, which is transmitted to the vehicle for authentication.

140. 1 also disagree that Mikan teaches a “plurality of electronic keys may [0065] Memory 404 may be a subsystem suitable for stor-
ing and retrieving data. Memory 404 may be random access
be incorporated into mobile devices for use with a vehicle.” Pet. 65. Instead, each memory (RAM) or read on]y menory (ROM), or the like. In

one embodiment, memory 404 may provide non-volatile stor-

wireless device includes its own ““secure ID 407, and it is this ““secure 1D 407" that S 5 ; -
age of secure identifier 407 of wireless device 400. In another

is transmitted to the vehicle for authentication. EX1007, 9§ 65. Because Mikan’s embodiment, memory 404 may provide volatile storage of
secure 1dentifier 407 retrieved, for example, via wireless com-
secure ID 407 does not include any privilege settings, as I discussed in Section XI munications module 403 or via user interface module 402
above, the Petition’s proposed combination with Sekivama does not cure Mikan’s with a user/password prompt, biometric or other user authen-
tication. In one embodiment, secure identifier 407 may
failure to disclose or suggest coded data from the mobile device that includes authenticate wireless device 400 as a key 205A-B as dis-

cussed above in connection with FIG. 2. Secure identifier 407
may be a serial number, electronic serial number (ESN), or
would nonetheless lack the requisite privilege settings included in coded data. other identifier of wireless device 400. In one embodiment,
secure identifier 407 may be a digital signature associated
with wireless device 400. The digital signature may, for
EX2021, 9140 | example, be the product of a public key encryption system. In
another embodiment, secure identifier 407 may be a compo-
nent of a challenge and response system, such as the chal-
lenge-handshake authentication protocol (CHAP).

privilege settings. Therefore, any sharing of the key, as proposed in this combination,

EX1007 (Mikan), 9 65
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Claim 6 Must be Upheld Because Any Key Sharing Would Still

Lack Privilege Settings

= Mikan’s vehicle operation policy is stored only in the Master Database or Local Database
= The user’s phone does not store or transmit any privilege settings

= When phone used as key, vehicle retrieves policy from its own local database
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Claims 12, 13 and 20 Must be Upheld as Petitioners Failed to Meet their Burden

Petitioners failed to meet their threshold burden on claims 12, 13, and 20
because:

= Petitioners failed to show any reference discloses or suggests the recited “server
associated with a manufacturer of a vehicle”

= Petitioners likewise failed to show any reference discloses or suggests the
recited mobile device application being “associated with a manufacturer of the
vehicle”

= Petitioners failed to meet the threshold inquiry of the “printed matter doctrine”

2 “printed matter must be matter claimed for what it communicates.”

C R Bard Inc. v. AngioDynamics, Inc., 979 F.3d 1372 (Fed. Cir. 2020)
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Claims 12, 13 and 20 Must be Upheld as Petitioners Failed to Meet their Burden

= Despite Petitioners’ burden, the server and application associated with the vehicle manufacturer don’t implicate
the printed matter doctrine, as the specification shows their functional connection to other system components.

In one embodiment, certain third-party applications can
be reviewed by the vehicle site administrators before they
are made available to users for selection. In other embodi-
ments, the third-party applications can be approved or

disapproved. In still other embodiments, the third-party

applications can be augmented with restrictions made by the
vehicle manufacturer, or dictated by law. The restrictions
can be applied. based on the anticipated interfacing with the
vehicle interfaces, to ensure safety during driving. For
instance, if a particular application requires entry of text,
navigation of controls, or other activities that would distract
the driver during operation of the vehicle, such vehicle
controls or application controls for application interfaces can
be temporarily disabled, or can be automatically transterred

to a heads up display, or can switch to take audio vocal input

from the user. In some embodiments. when the vehicle has
come to a stop or is place to park. certain controls or
interfaces can be re-enabled, or moved back to original
display location or converted back from voice input to touch

input. In one embodiment, tools provided by the vehicle site

or third-party site can provide for customization of the
layout of the display screens of the user interlace.

EX1001 ('659 Patent), 15:15-37
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In one embodiment, the functions of the specific appli-
cations illustrated in the display will be monitored and
restricted depending on safety considerations while driving.
For example, if the interfacing functionality requires more
interactivity with the display, or requires a reading of text or
inputting text, those functions will be disabled during opera-
tion of the vehicle. Once the vehicle comes to a stop, or 1s
placed in Park, certain of these functions will be activated.
In other embodiments, other safety considerations will allow
for applications to shitt from outputting text to outputting
audio or voice. The input can also be changed from touch-
screen, button touches, selections, and/or voice input. In still
other embodiments, safety considerations can allow certain
user interface components to move about the display to
provide easier reading while driving or automatic conver-
sion of text to audio.

For example, content being displayed in the center panel
display ol the vehicle, can be automatically shown in the
dashboard display region of the vehicle, such as in front of
the steering wheel. In still other embodiments, some content
or display data can be moved from the center console or the
display in front of the steering wheel to the windshield of the
vehicle in a heads-up display area. Accordingly. algorithms
executed by the applications and applications of the manu-
facturer, can cooperate to provide functionality to the appli-
cation features and interfaces, while maintaining safety
parameters defined by rules. The safety parameters will
therefore allow content of the user interface to be shifted
around to various displays of the vehicle, or translated to
voice or audio at certain points in time.

EX1001 (‘659 Patent),
13:20-49
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Claims 12, 13 and 20 Must be Upheld as Petitioners Failed to Meet their Burden

= Despite Petitioners’ burden, the server and application associated with the vehicle manufacturer don’t implicate
the printed matter doctrine, as the specification shows their functional connection to other system components.

These settings and customizations can be made through
the web/cloud services and tools provided by the website of,
for example the manufacturer of the vehicle. In one embodi-
ment, the cloud services provided by the manufacturer can
be provided by a partner of the manufacturer. The partners
of the manufacturer can include software companies that
develop, host, or manage certain functionality provided by
the vehicle manufacturer. [n other embodiments, the partner
software companies can integrate tools or components with
tools and components of the vehicle manufacturer. This
provides for integration with one or more cloud services,
software services, Internet services, and services provided
by systems of vehicles or systems of the vehicle manufac-
ture. In either case, whether the soliware and logic 1s
designed and constructed by one or more entities, the clond
services provided by the vehicle manufacturer or the website
that provides the tools for customization will appear as a
unified simple to use interface for the user. As mentioned
above, the cloud services can provide databases for saving
the user profile and data associated with the user account.

EX1001 ('659 Patent), 13:50-14:2
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For security purposes, e-keys are generated at a server,
which may be managed by a server to execute cloud
services. The server may receive requests [rom registered
users who may wish to assign e-keys to some individual or
entity. 'The request is associated to the user account, as
managed by the service. If the user has multiple vehicles, the
request may further include identification of the wvehicle,
such as CAR-A or CAR-B, etc. At the server, the server is
configured to execute the generation of access codes for a
particular request. The access codes can be uniquely gener-
ated by the server. for each received request. In one embodi-
ment, the access code format or form is set. so that a vehicle
knows what to expect and reject access codes that do not
meet the format or form. Once the access code is generated
for the request, the access code is encrypted using a public
key of the vehicle, which is assigned a public/private key
pair.

In one embodiment. the public/private key pair can be
re-generated from time to time, if the user feels that a
security breach has taken place. Usually, however, one
public/private key pair may serve for a life of a vehicle. The
server keeps and maintains the public key and the private
key is stored in storage/memory of the electronics of the
vehicle. Although traditional encryption may make the pub-
lic key freely available, in one embodiment, the public key
is only referred to as “public” for purposes of defining the
encryption logic, but preferably the public key is kept
private or securely held by the server. The private key can be
stored or programmed when the vehicle is registered with a
service or at any other time, when the public/private key pair
are re-generated for security purposes. lhe transfer of the
private key to the vehicle can take place over any wired or
wireless network, or by transfer via some connector, plug,
memory card, thumb drive, etc. In any event, the private key
is stored and kept secure by the vehicle.

EX1001 ('659 Patent),
47:35-48:2

Patent Owner Response at pp. 79-82 ' 71
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