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Summary: Disputed Issues (Independent Claims)

 Kleve disputed issues:

« “the coded data includes privilege settings” (1[e], 11[e], 18]e)):
» |ssue: Whether it would be obvious to send Kleve’s “privilege settings” as coded data
associated with an E-key.
« Kleve discloses an E-key that is transmitted and authenticated using coded data

« Obvious to include the privilege settings as part of the coded data

« Motivation to combine Kleve and Hatton (cls. 1, 11, 18):

« PO argues a POSITA would not combine Kleve and Hatton because Hatton discloses using
encryption for “authentication” and not “confidentiality”

« The Petition relies on Kleve, not Hatton, for disclosure of encryption and coded data

« Hatton adds the use of wireless communication protocols for communicating eKey information
directly between the mobile device and the vehicle

« PO’s argument is also an improper bodily incorporation argument: nothing in Hatton prevents its
encryption teachings from being used to secure privilege settings




Summary: Disputed Issues (Dependent Claims)

 Kleve disputed issues:

« “enable sharing of said eKey with a recipient user” (cl. 6).
» |Issue: Whether Kleve prohibits allowing authorized users to share an eKey with each other

« Kleve discloses sharing an eKey from an owner’s device to a temporary user’s device
« Obvious to use the same techniques to enable sharing from one user’s device to another

« “server” or “application” “associated with a manufacturer of the vehicle” (cls. 12, 13, 20).
« Petition argues these limitations are not entitled to patentable weight, but are nonetheless
disclosed/rendered obvious
« PO argues the limitations should be given weight, but does not rebut obviousness
« Kleve and other contemporaneous references (Xiao, Hatton) disclose servers/applications

associated with vehicle manufacturers




Summary: Disputed Issues (Independent Claims)

 Mikan disputed issues:

« “the coded data includes privilege settings” (1[e], 11[e], 18]e)):
» Issue: Whether Mikan permits or renders obvious transmitting privilege settings via the mobile
device

PO argues Mikan only discloses transmitting privilege settings from the server to the vehicle
« This argument narrowly treats Mikan’s exemplary embodiments as limiting
» Other disclosures in Mikan suggest that privilege settings may be stored as coded data in
the wireless device

« At a minimum, obvious to transmit privilege settings via the mobile device as coded data
 PO’s argument that Mikan “discourages” sending privilege settings via the mobile device is
legally incorrect: disclosure of alternative designs is not a teaching away
« Mikan and PO'’s expert both admit disadvantages that are solved by the proposed
combination




Summary: Disputed Issues (Dependent Claims)

 Mikan disputed issues:

« “enable sharing of said eKey with a recipient user” (cl. 6).
» |ssue: Whether Mikan prohibits allowing authorized users to share an eKey with each other
« Mikan similarly discloses sharing and embedding an eKey in a mobile device
« Obvious to use the same techniques to enable sharing from one user’s device to another

« “server” or “application” “associated with a manufacturer of the vehicle” (cls. 12, 13, 20).
« Petition argues these limitations are not entitled to patentable weight, but are nonetheless
disclosed/rendered obvious
« PO argues the limitations should be given weight, but does not rebut obviousness
« Kleve and other contemporaneous references (Xiao, Hatton) disclose servers/applications
associated with vehicle manufacturers
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Patent Overview

e ’659 Patent, Claim 1: 1. A sub-system of a vehicle, the vehicle having an
on-board computer interfaced with the sub-system for pro-
cessing instructions to enable use of an electronic key
(eKey), the sub-system comprising:
memory associated with the on-board computer of the
vehicle having program instructions for instructing
unlocking and starting of the vehicle; and
communications circuitry of the vehicle interfaced with
the on-board computer of the vehicle and the sub-
system, the communications circuitry is configured to
process program instructions to enable communication
with a server, the communications circuitry includes
wireless communication circuitry for enabling local
connection with a mobile device, the mobile device is
configured to use the eKey for said unlocking and said
starting the vehicle;
wherein the wireless communications circuitry of the
vehicle 1s configured to receive coded data from the
mobile device when using the eKey, the coded data
enables functions of said eKey for said unlocking and
use of the vehicle, the coded data is associated to the
eKey for use by the mobile device, and the coded data
includes privilege settings associated with the eKey for
limiting types of use of the vehicle when using the
eKey with the vehicle;
wherein use of the vehicle using the eKey is tracked to
identify and log actions taken using the vehicle while
the eKey 1s used.

‘659 Patent at Cl. 1
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Summary of Prior Art: Kleve (Ex. 1005)

[0039] “At step 210, once the Temporary User
selects the vehicle, pays the appropriate amount and
signs a consent agreement, than the system may
generate a virtual key to distribute to the Temporary
User and VVCS. The virtual key may be sent to, but
not limited to, the website for the Temporary User
to view, sent through an email, or to the Temporary
User's nomadic device at step 212. The virtual key
may also be sent to the vehicle configuring the VCS
to enable the keyless drive system for the
appropriate Temporary User during a given rental
period.”
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Ex. 1005 (Kleve) at §[39, Fig. 2; Pet. 15, 24-25




Summary of Prior Art: Kleve (Ex. 1005)
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Summary of Prior Art: Kleve (Ex. 1005)

[0070] “At step 622, when the Temporary User
arrives at the vehicle within the scheduled rental
time, he or she may enter the virtual key using
several methods. One method may include
having the Temporary User scan their finger with
the use of a fingerprint scanner integrated with
the VCS to validate authorization to access the
vehicle. The Temporary User's virtual key may
be authorized several ways including, but not
limited to, at the vehicle, communicated back to
the vehicle rental authorization server using a
telecommunications network, or by having the
vehicle Owner verify access using their nomadic
device.”

Ex. 1005 (Kleve) at §[70; Pet. 26



Summary of Prior Art: Kleve (Ex. 1005)
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Ex. 1005 (Kleve) at )[69, Fig. 6; Pet. 24-25



Summary of Prior Art: Kleve (Ex. 1005)

[0051] “At 326, the VCS may implement
assigned vehicle control limitations during the
use of the rental term by mitigating vehicle
performance while preventing the Temporary
User to exceed a limitation set by the Owner.
The Owner may have the options to set rental
restrictions based on, but not limited to, speed,

destination location, or load weight limitations.

Controlling usage to enforce compliance with
the rental agreement terms may be of more
Importance to a vehicle rental micro-business
owner as this may be the only vehicle the
Owner possesses. These restrictions can be
Input using the vehicle rental website, a smart
phone application or the Owner's nomadic
device interacting with the VCS.”
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Ex. 1005 (Kleve) at J[51, Fig. 3B; Reply 3-4




Summary of Prior Art: Kleve (Ex. 1005)
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Summary of Prior Art: Hatton (Ex.
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Ex. 1005 (Kleve) at Fig. 1 and Ex. 1008 (Hatton) at Fig. 1; Pet. 11-12



Summary of Prior Art: Hatton (Ex. 1008)

“The mobile device 124 may a software application 126
running in a processor 128 on the device to transmit a vehicle
control signal using an onboard modem with antenna 128 to
communicate with a vehicle. The PATS controller and/or
VCS may recognize the mobile device associated to a user
using one or more of the key serial number, manufacturing
code in combination with the mobile device transmitted
encrypted data. The PATS and/or VCS may recognize the
paired mobile device from the received KEY ID signal using
one or more wireless communication technologies including,
but not limited to Bluetooth, WiFi, cellular, and/or near field
communication.”

Ex. 1008 (Hatton) at 7:49-60; Pet. 20




Summary of Prior Art: Sekiyama (Ex. 1006)

“The function restriction unit 43 controls the enablement of
execution or disablement of execution of various functions of
the vehicle 40 based on the key information recognized by
the electronic key recognition unit 42. The function
restriction unit 43 outputs command signals to the door lock
control unit 51, controlling the locking and unlocking of the
door lock. ... The function restriction unit 43 outputs
command signals to the trunk lock control unit 53,
controlling the locking and unlocking of the trunk.”

Ex. 1006 (Sekiyama) at {[18; Pet. 38-39




Summary of Prior Art: Sekiyama (Ex. 1006)

“The function restriction unit 43 controls the enablement of
execution or disablement of execution of various functions of
the vehicle 40 based on the key information recognized by
the electronic key recognition unit 42. The function
restriction unit 43 outputs command signals to the door lock
control unit 51, controlling the locking and unlocking of the
door lock. ... The function restriction unit 43 outputs
command signals to the trunk lock control unit 53,
controlling the locking and unlocking of the trunk.”

Ex. 1006 (Sekiyama) at {[18; Pet. 38-39




Summary of Prior Art: Sekiyama (Ex. 1006)

“The electronic key system shown in FIG. 1 1s a
keyless entry system using portable telephones,
allowing for the unlocking of a door lock of a
vehicle 40 using portable telephones 10, 30,
which store key information, without possession
of a dedicated key. As shown in FIG. 2, this
electronic key system has a configuration that
allows key information to be transmitted from
portable telephone A (first terminal) 10, which
functions as a master key, to portable telephone
B (second terminal) 30, which functions as a
duplicate electronic key.

~10

Portable telephone
A —1

A
Restriction setting

unit
—~ 12

Electronic key reception

~13

Electronic key transmission
unit

20

Center server

~—21

Electronic key issuance

22

Wehicle status monitoring
unit

—30
Portable telephone B

3

Electonic key mception unit

A
A0
Vehicle
—41 ~91
¥ i [
Electronic key ECU o« sDoor lock control unit
2 52
[Electromc ]u.'_\,_' recognition " > Engine ECU
il
) 53
Function resiriction unit frunk .
- "1 lock control unit
Vehicle status detection < » On-board unit
unit

Ex. 1006 (Sekiyama) at {11, Fig. 1; Pet. 65



Summary of Prior Art: Mikan (Ex. 1007)

[0060] “Local database 303 may include vehicle
operation policy 311. Vehicle operation policy 311

may include vehicle operation feature ID 316 and a

related access control rule 317. ... Access control L Y -
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may be operated, a geographic range within which
the vehicle may be operated and the like.”

Ex. 1007 (Mikan) at §J60, Fig. 3B; Reply 18-19



Summary of Prior Art: Mikan (Ex. 1007)

[0060] “Local database 303 may include vehicle
operation policy 311. Vehicle operation policy 311

may include vehicle operation feature ID 316 and a

related access control rule 317. ... Access control L Y -

rule 317 may include a criterion relating to : -;7____y_§hfic.em |

associated vehicle operation feature 1D 316. For o) [ s oo T 311
example, access control rule 317 may operate to T | [Lvehick Oporation Featre ©_}-—) -
enable, partially enable, or disable the related L3815 || [ Ao onvolRues [
vehicle operation feature. Access control rule 317 s erisk Operaton Pelev®
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manner and conditions under which the vehicle ST U oyt | Pairs | poers | e |

may be operated. For example, access control rule | ey 2 Polcy# | Poicy# | Policy# | Poloy# |

317 may establish a maximum acceleration for the | S

vehicle, a maximum distance traveled for the r | To? | R | Pod | oo

vehicle, a range of time within which the vehicle ' L

. “ly - . 303
may be operated, a geographic range within which
the vehicle may be operated and the like.”

Ex. 1007 (Mikan) at §J60, Fig. 3B; Reply 18-19



Summary of Prior Art: Mikan (Ex. 1007)

[0085] “Vehicle 201 may not always be in contact with
wireless network 207, such as when vehicle 201 is
parked underground and out of range of wireless
network 207, for example. Where master database 208
pushes the synchronization to local database 203,
master application 209 may establish communication
with control unit 202 before initiating the
synchronization. When communication cannot be
established, master application 209 or master database
208 may queue the request for a later time.”

Ex. 1007 (Mikan) at J[85; Reply 21-22



Summary of Prior Art: Xiao (Ex. 1010)

FIG. 1 illustrates an exemplary wireless
automobile key system 100, consistent with
the disclosed embodiments. System 100
may be associated with an Internet service
provider, a wireless service provider, a
telecommunications service provider, a
content service provider, or another entity
that provides the disclosed wireless
automobile key service. In another
embodiment, system 100 may be associated
with an automobile company that provides
the disclosed wireless automobile key
service.
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Ex. 1010 (Xiao) at 3:12-20, Fig. 1; Pet. 59




Ground 1: Kleve renders obvious an e-key associated with
“coded data” that includes “privilege settings” (All claims)




Ground 1: Kleve renders obvious “coded data” including “privilege settings”

« Undisputed:
« Kleve discloses that owner and renter agree on use conditions, including rental period, In
the rental agreement
« Kleve discloses the eKey is sent to the renter’s mobile device as coded data
« If privilege settings are sent to the renter’s device, it is obvious to use coded data
« Kleve discloses that privilege settings are enforced

 PO:
« POR: Kleve only discloses owner setting privilege settings at start of rental, after e-key is

sent
« Surreply: Kleve discloses privilege settings are only sent from the server to the vehicle

« POisincorrect:

« Kleve expressly discloses “enabl[ing]”’ the key for the “rental period” when it is sent
A POSITA would understand “enabl[ing]” the rental period includes the privilege setting

being sent with the key
« POSITA would have found it obvious for the privilege setting to be included as coded data
to prevent tampering and other improper uses (as found in the ID)

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1: Kleve Summary

« Owner and renter agree to terms and conditions, m__ —
Including rental period: e
Dt [~
[0038] “At step 206, the Owner may collect the =
monetary compensation in exchange for the use of Comstanet 150
his vehicle. The Owner and Temporary User may pr el =
agree to terms and conditions for the rental period Fig-2 G ke 210
using the website or nomadic device. The Owner Wewtseﬁt;:v;z;fbm .
may create a standard rental agreement form, or ——
may develop a custom form based on the type of Wk it in |
use the Temporary User is requesting to use the e
vehicle for. For example, if the Temporary User e Lk N
wants to use the Owner's vehicle to move furniture, bt e e
the Owner can tailor the rental agreement to include 5 etems [~
what can and cannot be transported. The Temporary N
User and Owner can sign the consent and Ly Syut Gk .
agreement using the website or the nomadic device 26 o
at step 208.” ?

Ex. 1005 (Kleve) at [38, Fig. 2; Pet. 24-25; POR 5




Ground 1: Kleve Summary

« Owner and renter sign agreement with use conditions, including rental period:

[0062] “FIG. 5 shows an illustrative example of an

overview of how the vehicle rental micro-business [0064] “The Temporary User's information for credential

may be structured with a keyless transaction verification 516 may be collected and exchanged using several
between the Owner of the vehicle and the methods including . . .”

Temporary User. This example illustrates the

process after the vehicle Owner and Temporary [0065] “An example for applying Temporary User credential
User have already setup a user profile within the verification at a vehicle may include, but not limited to, the use
database and have both agreed to the rental of additional hardware integrated with the VCS to allow
agreement. At step 502, the vehicle Owner may collection and exchange of information to enable a keyless
enter in vehicle authorization credentials based on drive-away rental event. For example the Temporary User may
information received by the Temporary User to set use their credit card at a vehicle with the use of hardware

up a virtual key. The virtual key may be sent to the Integrated with the VCS to collect payment credentials, identify
vehicle allowing Temporary User access to the the user, and/or agree to rental terms.”

Owner's vehicle.” Ex. 1005 (Kleve) at 11164-65; Reply 13, 15

Ex. 1005 (Kleve) at )[62; Pet. 24-25

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1: Kleve Summary

Owner and renter sign agreement with use conditions, including rental period:

[0047] ... When the Temporary User and vehicle
Owner agree to terms 316 the website may
generate the exchange or propose a rental
agreement 318. The agreement between the Owner
and Temporary User can be signed and payment
made through the website at step 320. The
agreement to rental terms and conditions between
the parties may be done with the website using
smart phones or a smart phone application, or any
other type of nomadic device. Rental conditions
may also be displayed on the vehicle's touchscreen
visual display and accepted or rejected through the
touchscreen visual display.”
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Ex. 1005 (Kleve) at J[47, Fig. 3A; Pet. 29

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

30



Ground 1: Kleve Summary

« Virtual key is then sent to the renter N ,
oot |~
[0039] “At step 210, once the Temporary User kT »
. . ID Payment ID =
selects the vehicle, pays the appropriate amount and T
- . Collect Rental
signs a consent agreement, than [sic] the system s -
may generate a virtual key to distribute to the Soiligtese |
Temporary User_an_d VCS. The wrtyal key may be Fig-2 R
sent to, but not limited to, the website for the i
Temporary User to view, sent through an email, or foh e |~
to the Temporary User's nomadic device at step Bkl
212._The_ virtual key may also be sent to the \{ehlcle o
configuring the VCS to enable the keyless drive _
system for the appropriate Temporary User during a s ton |
: . b2 Y
given rental period. Wt o |
& Text M;ssage 20
224
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Ex. 1005 (Kleve) at §[39, Fig. 2; Pet. 15, 24-25
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Ground 1: Kleve Summary

« Virtual key is then sent to the renter

[0069] “Using a nomadic device, for example a smart
phone, a Temporary User and vehicle Owner may set
up user profiles, enter into an agreement and make a
payment to initiate the vehicle rental process between
the two parties at step 602 and 612. At step 604, the
vehicle Owner may then generate a virtual key based
on a password generated by the vehicle Owner that
may include a matrix barcode or a code word that the
Temporary User may enter/send to the vehicle when
ready to begin the rental term. ... At step 616, the
virtual key is generated and sent to the Temporary
User.”

Ex. 1005 (Kleve) at [69; Pet. 25-26




Ground 1: Kleve Summary

* Rental period information is assigned to the virtual m__ —
key and distributed: sk ~ 2
i
[0039] “At step 210, once the Temporary User o
selects the vehicle, pays the appropriate amount and Comstapnet [
signs a consent agreement, than the system may SoedUsighese |
generate a virtual key to distribute to the Temporary Fig-2 T T
User and VCS. The virtual key may be sent to, but Websmt;:v;xfm .
not limited to, the website for the Temporary User ——
to view, sent through an email, or to the Temporary T Ty
User's nomadic device at step 212. The virtual key e
may also be sent to the vehicle configuring the VCS e Lk N
to enable the keyless drive system for the i e
appropriate Temporary User during a given rental . W#’:‘M:"‘SJ -
period ™ R sl G, 22
; hYes 226

Ex. 1005 (Kleve) at §[39, Fig. 2; Pet. 15, 24-25
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Ground 1: Kleve Summary

« Three different use cases for e-key after rental period starts:

* (1) E-key allows renter to unlock and turn on car without further verification needed:

[0048] “At step 322, ... [t]he virtual key may allow a Temporary User temporary granted access to the
Owner's vehicle. The granted access allowed by the virtual key may permit entry of the vehicle; grant a
keyless drive-away of a vehicle, and/or both.”

Ex. 1005 (Kleve) at J[48; Pet. 15

* (2) Renter enters vehicle with e-key and uses credential for verification, or (3) Renter uses
credential for verification at the exterior of car before entering:

[0049] “The system may be further extended to facilitate the virtual key with additional security by
requiring remote credential verification at the vehicle. The remote credential verification at the vehicle
may be done with additional hardware assembled on the exterior of the vehicle or in the vehicle cabin.
The remote credential verification may be done by the VCS, using a server, or allowing the Owner to
verify the Temporary User's request. For example, but not limited to, the Temporary User entering a
credential verification password at the vehicle's touchscreen visual display while having the VCS,
server, or owner compare and verify authorization.”

Ex. 1005 (Kleve) at 49; Pet. 23, 26

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1: Kleve Summary

« Additional terms may be agreed-upon once inside the vehicle:

[0065] “An example for applying Temporary User credential verification at a vehicle may include, but
not limited to, the use of additional hardware integrated with the VVCS to allow collection and exchange
of information to enable a keyless drive-away rental event. For example, the Temporary User may use
their credit card at a vehicle with the use of hardware integrated with the VCS to collect payment
credentials, identify the user, and/or agree to rental terms. Another exemplary embodiment of applying
Temporary User credentials at a vehicle may be with the use of facial recognition done by having a
camera integrated with the VCS.”

Ex. 1005 (Kleve) at §[65; POR 47

[0047] “The agreement to rental terms and conditions between the parties may be done with the
website using smart phones or a smart phone application, or any other type of nomadic device. Rental
conditions may also be displayed on the vehicle's touchscreen visual display and accepted or rejected
through the touchscreen visual display.”

Ex. 1005 (Kleve) at J[47; Pet. 29

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1: Kleve Summary

* Rental period:

[0038] “At step 206, the Owner may
collect the monetary compensation in
exchange for the use of his vehicle. The
Owner and Temporary User may agree to
terms and conditions for the rental period
using the website or nomadic device.”

Ex. 1005 (Kleve) at §]38; POR 5

[0089] “If the owner has decided to accept the offer,
he may begin the process of developing terms and
conditions of the rental period. The owner may input
additional terms and conditions based on the specific
use and needs the Temporary User may have for
renting the vehicle at step 918.”

[0084] “At step 812, if the owner decides he Ex. 1003 (Kleve) at J89; Reply 4
has no interest in accepting the Temporary

User's offer, he may decline and wait for the [0047] The agreement to rental terms and

vehicle rental authorization system to notify of conditions between the parties may be done

any other offers. If the owner has decided to with the website using smart phones or a

accept the offer he may begin the process of smart phone application, or any other type of
developing terms and conditions of the rental nomadic device.

Dﬂl’.lm‘i.” Ex. 1005 (Kleve) at §[47; Pet. 29

Ex. 1005 (Kleve) at J[84; Reply 4

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1: Kleve Summary

* The rental period can be terminated early:

[0053] “If the system detects that the usage of the vehicle Is extreme by
exceeding a predetermined threshold, the VCS may command controlling PTG
actions to put the vehicle in a remedial action at step 336. The remedial S P
actions may include, but not limited to, reduce engine power, engine shut e
down, and immobilization.” oy gmggg:”g%"g‘:“:tgw

Ex. 1005 (Kleve) at J[53; Pet. 26-27

4>| Save Any Enhancement Information |—\_ 352
. . . y
The rental period can be extended by agreement: T ot e
Y

[0054] “If the Temporary User has not returned the vehicle at the time the [ Reset Ay Prielo omaton |~ 356
rental period has expired, the system may notify the user if a rental term
extension is desired at step 342. If the extension term is desired, the
Temporary User may be prompted to accept additional rental charges at
step 344. The Temporary User may be charged for the additional rental
time at step 346. If the extension of time is not desired, and/or not allowed
by the Owner, the system may transmit controlling action to warn and
Induce remedial actions at step 350.

Fig-3B

Ex. 1005 (Kleve) at J[54; Reply 11, 16

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “eKey” includes “privilege settings”

« PO:

POR: Kleve does not disclose distributing the “privilege settings” as coded data
associated with the eKey

« POisincorrect:

Kleve expressly discloses privilege settings such as a rental period associated with an

eKey
A POSITA would consider it obvious to distribute the privilege settings as coded data

associated with the eKey




G1: Kleve’s “coded data” includes “privilege settings” / eKey is coded data

« Kleve’s “virtual key” is sent as coded data:

At Rental Time Vehicle [~ 806

Owner (VO) Sends Phone |~ 518
~ Credental o Vehice ((cl))) —
& |- ,@ Vehicla Compares Credential
"~ ~ - __\;\ _________________ from Server and Credential
NS Sover \ Owners Rental Car in Step 3and f Matched |~ 510
\ Authorizes Drive

A}
N

~‘~\ %?) i 54—~ CAN | i

Input Device
- it Camera
Vehicle Sends -+ Wireless Microphone
512 —] Confimnation Back to VO i Device FingeFr)pri nt Reader 5
Over Wireless Network | 1 Retina Scanner

[0063] “Additional Temporary User identification 504 may be
sent to the vehicle Owner allowing for this information to be
entered into the server and used as a virtual key, or in addition
to the virtual key, allowing the Temporary User access to the
Owner's vehicle while enabling a keyless drive away. The
Temporary User identification and virtual key may be sent in
an encrypted message to the VCS, Temporary User’s nomadic
device, and/or vehicle Owners nomadic device.”

Ex. 1005 (Kleve) at )[63, Fig. 5; Pet. 19-20



G1: Kleve’s “coded data” includes “privilege settings” / eKey is coded data

« Kleve’s “virtual key” is sent as coded data:

Vehicle Owner Nomadic Device ‘Temporary User Nomadic Device
] | Websie Regisraton Compete |
02— Websie Regisaton/Agreement Complete |« o | sit Registratio :9‘99’”9"‘ omplete_[~1— 612
% L L Submil Renter Crederiials 14
|| Generate Virua Key and Vetice Resticions | i
i I~— 604 Server % R eceive\"‘imlal Key |_\h__ 616
| Deiiver Virtual Key ar:d Vehicle Restrictions }-\.f 606 I Enler Virtual Key }\__ 618
| T
|
ﬁgl | 611
|
| i W
L Y Use Virtual Key .tu Enter!\?ta.rt Vehide | [ 1 600
Apply Vehicle Restrictions N 2
[]
Personal Settings May be Applied to
the Vehicle Based on Vidual Key [ |~ 624
]
i []
T — Lot Monior User Behavior 62 Fig-6
[]
| When Rental Complte, Teminate Viual Key |~ 23
| Reset Any Privale Informalion }\-_ 630
In-Vehicle

[0069] “At step 604, the vehicle Owner may then generate a virtual key based
on a password generated by the vehicle Owner that may include a matrix
barcode or a code word that the Temporary User may enter/send to the vehicle
when ready to begin the rental term. ... At step 616, the virtual key is generated
and sent to the Temporary User. The Owner may deliver a virtual key to the
vehicle for recognizing the Temporary User having authorization to enable a
keyless driveaway at step 606. ”

Ex. 1005 (Kleve) at )[69, Fig. 6; Pet 24-26, Reply 3



G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

« Kleve’s “virtual key” is “enable[d]” for the “rental period”: N ]
orNomadic Device |
Usfnrsﬁbefﬁ"[fd ~
[0039] “At step 210, once the Temporary User R
selects the vehicle, pays the appropriate amount and Comsantgonet [
signs a consent agreement, than the system may arsietoin |78
generate a virtual key to distribute to the Temporary Fig-2 v |
User and VVCS. The virtual key may be sent to, but Websiifl‘r‘E:V;ZLifm e
not limited to, the website for the Temporary User S
to view, sent through an email, or to the Temporary A gk s e
User's nomadic device at step 212. The virtual key T I
may also be sent to the vehicle configuring the VCS |
to enable the keyless drive system for the e
appropriate Temporary User during a given rental 4 . W#’:‘M:"‘SJ o
period.™ s | ]
; hYes 226

Ex. 1005 (Kleve) at §[39, Fig. 2; Pet. 15, 24-25




G1l: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

Kleve’s “virtual key” is “enable[d]” for the “rental period”:

Kleve discloses that the virtual key, represented as encrypted data, includes
privilege settings that limit types of use of the vehicle. EX1004, 9Y138-140. For
example, the vehicle’s “Owner” “may set user restrictions ... based on ... parameters
including, but not limited to, speed, global position coordinates, or load weight
restrictions.” EX10035, [0040]. The restrictions may be set in accordance with the
types of use intended by the owner and temporary user. /d., [0083] (owner may
review rental request “based on what the Temporary User 1s looking to use the
vehicle for (e.g., without limitation, for towing, hauling or errands)™), [0076] (VCS
may monitor for “unauthorized objects or cargo ... and/or an unauthorized trailer

tow™).

[0083] “At step 808, the vehicle owner may be
able to review the temporary user's vehicle rental
request. The owner may review the requested
rental based on what the Temporary User is
looking to use the vehicle for (e.g. without
limitation, for towing, hauling, or errands), when
the requested use will be taking place, and where.
The owner may also review the Temporary Users
profile and rental history, to see how they have
ranked with past experiences using the vehicle
rental authorization system at step 810.”

Pet. 20-21

Ex. 1005 (Kleve) at J[83




G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

« Kleve’s “virtual key” is “enable[d]” for the “rental period”:

[0069] At step 604, the vehicle Owner may then generate
a virtual key based on a password generated by the
vehicle Owner that may include a matrix barcode or a
code word that the Temporary User may enter/send to the
vehicle when ready to begin the rental term. . . . At step
616, the virtual key is generated and sent to the
Temporary User.

[0071] At step 618, the Temporary User may send the
virtual key to the server requesting access to the vehicle,
... if it is the scheduled time for the rental, the vehicle
may compare the identity credentials just inputted at the
vehicle and the one previously sent virtual key to the
vehicle from the vehicle Owner to determine
authorization.

Vehicle Owner Nomadic Device

602—

Temporary User Nomadic Device

«-{ Website Registration/Agreement Complete l[—

!
l<

—]l Website Registration/Agreement Complete )—\

‘ Generate Virtual Key and Vehicle Restrictions ™

|| Deliver Virtual Key and Vehicle Restictons
T

Server

Submit Renter Credentials

]_\

[]

Receive Virual Key

H

N S

Enter Virtual Key

H

~— 612

~— 614

— 616

I~ 618

_______________________________

/

601

o

)

j
¢
S

--I Monitor User Behavior |—~

¥
l When Rental Complete, Terminate Virtual Key I—~

| Reset Any Private Information |—~

In-Vehicle

_______

Ex. 1005 (Kleve) at f{]69-70, Fig. 6; Reply 3, 18

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

43



G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

Three different use cases for e-key after rental period starts:

(1) E-key allows renter to unlock and turn on car without further verification needed:

[0048] “At step 322, ... [t]he virtual key may allow a Temporary User temporary granted access to the
Owner's vehicle. The granted access allowed by the virtual key may permit entry of the vehicle; grant a
keyless drive-away of a vehicle, and/or both.”

Ex. 1005 (Kleve) at J[48; Pet. 15

(2) Renter enters vehicle with e-key and uses credential for verification, or (3) Renter uses
credential for verification at the exterior of car before entering:

[0049] “The system may be further extended to facilitate the virtual key with additional security by
requiring remote credential verification at the vehicle. The remote credential verification at the vehicle
may be done with additional hardware assembled on the exterior of the vehicle or in the vehicle cabin.
The remote credential verification may be done by the VCS, using a server, or allowing the Owner to
verify the Temporary User's request. For example, but not limited to, the Temporary User entering a
credential verification password at the vehicle's touchscreen visual display while having the VCS,
server, or owner compare and verify authorization.”

Ex. 1005 (Kleve) at 49; Pet. 23, 26

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

 Dr. Almeroth:

9132: “For example, in one embodiment, Kleve discloses using a
‘matrix barcode (ex. two-dimensional code) ... as the virtual key being .
recognized by the VCS.” Kleve at § [0044]. A matrix barcode may be @ ey | oo
an image, such as a QR code, as shown in Figure 5 of Kleve, annotated Tenﬁp;fq s
below. A ‘smart phone may be used to communicate the matrix |
barcode information to the vehicle rental micro-business system Y e A
directly.” Id. For example, the vehicle may have “input devices which N i Ve @fg@ — L= ﬂl'm |
may be connected to the VCS,” such as “a camera” or “matrix barcode ‘ cﬁm - ' [ | - )
scanner.” Id. at 9§ [0067]. These input devices use wireless =" f}g’)}) Afm:esvn've
communications because they can read coded data from a mobile B A - & -
device without a wired connection—for example, by capturing an - whiz’iﬂ B s R - N
image of a matrix barcode displayed on a mobile device. hoemeneee . kst Relna Seannr

Ex. 1004 (Almeroth Decl.) at [132; Pet. 20 m/ Fig-5 m_i_ N T T fﬁ

-~ Credental with Veficle Camera -~~~ ==-~~~




G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

 Dr. Almeroth:

9133: “Kleve’s matrix barcode is associated to the eKey for use —

by the mobile device and enables functions of the virtual key @9 e 1

for unlocking and use of the vehicle. For example, Kleve e "

discloses that ‘Temporary User identification’ may be ‘used as i e

a virtual key, or in addition to the virtual key, allowing the . ____________ j P o ) — Prore 513
Temporary User access to the Owner’s vehicle while enabling a ‘ cﬁw H ' wﬂmcﬂ*}ﬁfﬁ;ﬁxm
keyless drive-away.’ Id. at § [0063]. The Temporary User’s = %SE(E:;)) | “\ . —
information may include a ‘matrix barcode.’ Id. ‘Once the i @ A mmm ’
Temporary User has the matrix barcode scanned by the vehicle, | 7| o | sAfmmmimeo 1 %2 i, o
the smart phone may be able to connect with the VCSandbe || e
used to enter and enable the vehicle drive away event.’ Id. at o Fgs m_i_ Ao e Tt fﬁ i
[0044] ....” {orsera vinverccoerf.--—-----

Ex. 1004 (Almeroth Decl.) at J[133; Pet. 20



G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

 Dr. Almeroth:

135: “Kleve teaches that ‘Temporary User identification and .
virtual key may be sent in an encrypted message to the VCS.’ T@ =
Kleve at  [0063]. An encrypted message is a type of coded e | 5"“
data—specifically, data encoded according to an encryption i eI
scheme. Because Kleve uses wireless communication circuitry """""" Lo ) il el
(e.g., the modem, Bluetooth transceiver, or wireless router that ‘ cﬁw H %wﬂmcﬂ*}“ﬁﬁ:ﬁ;ﬂww
| discuss above for Limitations 1[b] and 1[c]) to communicate = ﬁ(gf;)) ; ‘\H Afmvm
with a server and a user’s mobile device, a POSITA would | @ A WWM ’
have understood that the wireless communication circuitry " o | s {mmi T e EEE:M ~a
would receive the encrypted message.” ] gr

Ex. 1004 (Almeroth Decl.) at 135; Pet. 19-20 ﬁw/ Fig-> A el B

t-{Credenial with Veficle Camera | - === ==~~~




G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

« Dr. Aimeroth testified that Kleve's virtual key includes “privilege settings”:

9139: “Kleve further discloses that the virtual key includes restrictions on the types of use of
the vehicle by a Temporary User using the virtual key. For example, Kleve discloses that the
‘Owner may set user restrictions,” and ‘[t]he restrictions may be based on, but not limited to,
the owner’s selection of parameters including, but not limited to, speed, global position
coordinates, or load weight restrictions.’ Id. at § [0040]. The selection of restrictions may be
based on the types of use agreed to between the Owner and the Temporary User when
negotiating the terms of the rental. For example, the Temporary User may request to rent a
vehicle for running errands, and not for towing and hauling cargo, and the virtual key may thus
be configured to monitor for unauthorized cargo or an unauthorized trailer tow. Id. at  [0083]
(“The owner may review the requested rental based on what the Temporary User is looking to
use the vehicle for (e.g. without limitation, for towing, hauling, or errands), when the requested
use will be taking place, and where.”), [0076] (“The monitoring done by the vehicle rental
micro-business may include, but not limited to, unauthorized objects or cargo, unauthorized
driving behavior, unauthorized driver, and/or an unauthorized trailer tow.”).”

Ex. 1004 (Almeroth Decl.) at §[139; Pet. 20-21

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

« Dr. Almeroth testified that it would have been obvious to include the privilege settings in
Kleve's “coded data”

9140: “In my opinion, it also would have been obvious to a POSITA to include the restrictions
on types of use of the vehicle as part of the coded data associated with a virtual key—for
example, as part of the encrypted data described in Hatton. See Hatton at 7:33-56. As | explain
above 1n the section titled “Motivation to Combine Kleve and Hatton and Reasonable
Expectation of Success,” a POSITA would have been motivated to include data identifying
restrictions on a Temporary User’s use of the vehicle as part of the encrypted data transmitted
with the electronic key or as part of the electronic key so that the Temporary User cannot
modify those restrictions at his or her mobile device and circumvent the restrictions.”

Ex. 1004 (Almeroth Decl.) at §[140; Pet. 20-21

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings” / E-key includes privilege settings

* 1D “Second, we are persuaded that Petitioner adequately shows Kleve
“At this stage of the proceeding, teaches, or at least suggests, an e-key that includes ‘privilege
we first are persuaded Petitioner settings that limit types of use of the vehicle’ because we are
demonstrates that Kleve’s “virtual persuaded that the distribution of Kleve’s virtual e-key includes a
key” is coded data because it is rental period restriction. For purposes of institution, the rental
wirelessly communicated from a period restriction appears to be a ‘type of use of the vehicle’ and
server to a vehicle in an encrypted delineates the start/stoppage of when the vehicle can be used.
format. See Ex. 1005 9 63.” Specifically, we are persuaded by the Petition’s reliance on Kleve’s

express disclosure that ‘terms and conditions for the rental period’
are agreed to before the virtual key is generated. See Pet. 15 (citing
Ex. 1004 § 138). We preliminarily agree with Petitioner that Kleve
describes an e-key that is only operable during a rental period
because Kleve discloses, ‘The owner may review the requested
rental based on what the Temporary User is looking to use the
vehicle for (e.g., without limitation, for towing, hauling, or errands),

when the requested use will be taking place. and where.”).” Ex. 1004
T 138; see Ex. 1005 4 83.”

ID at 37

ID at 37

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings”: Dr. Almeroth’s testimony

« PO’s Surreply Position:

The Institution Decision credited Dr. Almeroth’s testimony that “the virtual

key in Kleve is always generated after the rental agreement.” Paper 14, at 38.

during a given rental period. ” Id. §119. According to Dr. Almeroth, this
“indicates that rental agreement restrictions were sent with the request so
that the virtual key could be associated with said restrictions.” /d. ¥ 152; see
also Ex. 10039 68 (“Once the rental period has expired the virtual key may
be reset and cleared from the VCS.™)). Dr. Almeroth further testifies that the
virtual key in Kleve is always generated after the rental agreement.
Ex. 1004 99 152. 156 ([Once] “the Temporary User selects the vehicle. pays
the appropriate amount and signs a consent agreement,” then “the system
may generate a virtual key to distribute to the Temporary Userand VCS.™)).
T'hus, after review of the arguments and evidence, we find that
Petitioner has provided adequate explanation and supporting evidence that
Kleve alone or in combination with Hatton teaches the challenged claim

limitation.

On cross-examination, however, Dr. Almeroth admitted his testimony was wrong.

Response, 47-48.

PO Surreply 7



G1: Kleve’s “coded data” includes “privilege settings”: Dr. Almeroth’s testimony

d PO R period” included in the set up or distribution of a virtual key. See sections III.B.-D,
supra.
1. Rental agreement terms are not included in the virtual key
because a Temporary User uses the already-generated,

already-distributed virtual key to access the vehicle and
thereafter, “agree to rental terms.”

Not only does Kleve never disclose rental agreement terms being included in
either the generation or distribution of an electronic key, a POSITA would have
understood from the disclosure of KJeve that they could not be. EX2021, 9 92-98.
Kleve teaches that a Temporary User need not “agree to rental terms™ until affer the
virtual key has been generated and distributed. EX1005, 9 65; EX2021, 1 93.
Petitioners point to Kleve's virtual key in the form of an encrypted message or
matrix barcode as the alleged “coded data,” (Pet. 19-20), and Kleve teaches after
this virtual key is distributed to the Temporary User, “the Temporary User may use
their virtual key credential to access the vehicle” (EX1005, § 67). However, Kleve
explicitly discloses that the Temporary User may “agree to rental terms™ af the
vehicle—affter the virtual key has been distributed to the Temporary User, and affer
the Temporary User has utilized the virtual key to access the Owner’s vehicle.
EXI1005, 9 65, 67.

There can be no dispute that by the time the virtual key is distributed to the

Temporary User the virtual key has already been generated (EX2022, 58:8-59:10),
POR 44



G1: Kleve’s “coded data” includes “privilege settings”: Dr. Almeroth’s testimony

PO Surreply:

Kleve teaches a rental agreement occurring after a user receives a virtual kev,

F"_"'""ﬁ'} — 1 e s |
= i [ 3 H
ﬁ' Torpoay | -end ‘E‘”mfl ﬁ i Here, the Temporary User, who has already used the virtual key to enter the vehicle,
g i T ¥ I
P |
T“‘J’,:f‘” : o = : may “agree to rental terms” using the vehicle’s touchscreen. Jd., 97 65, 47. 67,
s O |
i i 1
; : . Accordingly, the virtual key has already been generated and distributed, all before
e e T Vet [~
i Quwrer (VO) Sency e . - . e
: Cooderiid 1 Ve ,ii,; _ﬂ) there is any rental agreement. /id.; Response, 44-45, Plainly, the alleged “privilege
ﬁ i j—— .‘x Vehucke Corrgeites Cradenial
G || | o " Barers ol oo Tﬁ‘:mﬁm' S settings™ of the rental agreement cannot be placed in any “virtual key” when the
I ¢
| @) . . . : :
& i y **”-’ virtnal key exists before any rental agreement, and Petitioners do not dispute this.
N \
<' T - - : . .
-s ni i mimi?nm il Reply. 15 (characterizing Kleve’s disclosure as an “optional.” “alternative
" [ L
et O 1 T e e
a& : embodiment™).
s Fig-5 _ ”‘ﬁf?&ﬂ“ “'i i There is no basis in fact for accepting Dr. Almeroth’s now discredited
Credeniisl with Venicks Camas) "

testimony that a key 13 “always generated after the rental agreement,” and likewise
Accordingly, this “encrypted message” is not “frem the mobile device,” as required

no basis for relyving on this inaccurate statement to conclude that a request for a
by all claims, and therefore whether or not combined with Harron as proposed, Kleve

virtual key would include rental agreement terms. Paper 14, at 48,
fails for all claims, Pet., 19.

2. For any rental agreement made before a virtual key is
Petitioners further rely on Kleve as disclosing a “matrix barcode.” which thev generated, Petilioners claim the wvehicle already has
restrictions before the Temporary User's arrvival—RJeve
allege *“as the virtual key,” and the alleged “coded data.” Pet,, 20. However, Kleve does not teach to have the Temporary User send them to the
vehicle and doing so would make no sense when the vehicle
does not teach that this “matrix barcode” includes the rental agreement or any of its already has them.
alleged conditions. Response, 5-52. Instead, Kleve provides two different options for When a rental agreement is already in place, it would make no sense to
the server to obtain the rental agreement: (1) before the generation of a virtual key provide the alleged “privilege setting” to the vehicle in coded data from the
and (2) after the generation of a virtual key. EX 1005, 7 62, 65. Temporary User's mobile device, since Petitioners claim that the vehicle already

PO Surreili 9-10



« Kleve Fig. 5 embodiment:

[0062] “FIG. 5 shows an illustrative example of an
overview of how the vehicle rental micro-business
may be structured with a keyless transaction
between the Owner of the vehicle and the
Temporary User. This example illustrates the
process after the vehicle Owner and Temporary
User have already setup a user profile within the
database and have both agreed to the rental
agreement. At step 502, the vehicle Owner may
enter in vehicle authorization credentials based on
information received by the Temporary User to set
up a virtual key. The virtual key may be sent to the
vehicle allowing Temporary User access to the
Owner's vehicle.”

G1: Kleve’s “coded data” includes “privilege settings”: Dr. Almeroth’s testimony

[0064] “The Temporary User's information for credential
verification 516 may be collected and exchanged using several
methods including . . .”

[0065] “An example for applying Temporary User credential
verification at a vehicle may include, but not limited to, the use
of additional hardware integrated with the VCS to allow
collection and exchange of information to enable a keyless
drive-away rental event. For example the Temporary User may
use their credit card at a vehicle with the use of hardware
Integrated with the VCS to collect payment credentials, identify
the user, and/or agree to rental terms.”

Ex. 1005 (Kleve) at [62; Reply 4, 13-15

Ex. 1005 (Kleve) at {[{[64-65; Reply 13-15

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings”: Dr. Almeroth’s testimony

« Kleve Fig. 3 embodiment:

[0047] ... When the Temporary User and vehicle
Owner agree to terms 316 the website may
generate the exchange or propose a rental
agreement 318. The agreement between the Owner
and Temporary User can be signed and payment
made through the website at step 320. The
agreement to rental terms and conditions between
the parties may be done with the website using
smart phones or a smart phone application, or any
other type of nomadic device. Rental conditions
may also be displayed on the vehicle's touchscreen
visual display and accepted or rejected through the
touchscreen visual display.”

Creates Profile - Joins Website

314

* Including Vehicle Description, Specs and Pictures (455
« Webhsite May Pull Specs and Info from Other Sources
Y 300
| Vs Identy 34
L]
I Establishes Community Rating }\ 308
]
| Logs in to Website fo Begin Swap }-\_ 308
|
Y Y Y
Browses Existing Offers Post Offers Browses Other Users and
Proposes Offer Directly
« One Sided Rentals « One Sided Rentals « One Sided Rentals
» Swaps « Swaps « Swaps
+ Offset Swaps « Qffset Swaps « Qffset Swaps
+ Trades 310 » Trades 312 » Trades
» Custom Swaps « Custom Swaps » Custom Swaps
| |
» Agree to Terms iy
| g [
¥ 316
| Website Generates Agreement }—\_ 318
Fig-3A

| Website Collects Any Payment and Agreement Signatures +\_ 320

Ex. 1005 (Kleve) at J[47, Fig. 3A; Pet. 29

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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G1: Kleve’s “coded data” includes “privilege settings”:

Dr. Almeroth’s testimony

« Kleve’s Fig. 3 and Fig 5 embodiments:

[0062] “FIG. 5 shows an illustrative example of an overview of how
the vehicle rental micro-business may be structured with a keyless
transaction between the Owner of the vehicle and the Temporary
User. This example illustrates the process after the vehicle Owner
and Temporary User have already setup a user profile within the
database and have both agreed to the rental agreement.”

Ex. 1005 (Kleve) at [62; Reply 15

[0047] ... When the Temporary User and
vehicle Owner agree to terms 316 the website
may generate the exchange or propose a
rental agreement 318. The agreement between
the Owner and Temporary User can be signed
and payment made through the website at step
320. The agreement to rental terms and
conditions between the parties may be done
with the website using smart phones or a
smart phone application, or any other type of
nomadic device. Rental conditions may also
be displayed on the vehicle's touchscreen
visual display and accepted or rejected
through the touchscreen visual display.”

Ex. 1005 (Kleve) at )[47; Pet. 29

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings”: Settings Not Always Sent to the Vehicle

« PO’s Surreply Position: Server always sends privilege settings to vehicle

I. Introduction

All claims require that a vehicle receives “coded data from the mobile device
when using the eKey, the coded data enables functions of said eKey™ and that “coded
data includes privilege settings associated with the eKey for limiting types of use of
the vehicle.” Even after Reply, Petitioners cannot identify any disclosure of K/eve
or Mikan that teaches or suggests including any “privilege settings” in any alleged
coded data, let alone any coded data including privilege settings which is sent from
a mobile device. For all grounds, Petitioners cannot explain why, if the vehicle
already has the alleged “privilege settings,” there would be any motivation to modify
the references’ disclosures for the vehicle to also “receive coded data from a mobile

device ... the coded data includes privilege settings.”

PO Surreply 1



G1: Kleve’s “coded data” includes “privilege settings”: Settings Not Always Sent to the Vehicle

« PO’s Surreply Position: Server always sends privilege settings to vehicle

B

does nothing to change the lack of disclosure fatal to all K/eve-based grounds.
Reply, 2-3, 12-13, 16.!

Nevertheless, even if all the Reply arguments were true—i.e., “following
agreement, a virtual key is sent to the vehicle,” therefore “to restrict use of the
virtual key to rental time, the rental period would need to be communicated to the
vehicle with the virtual key”—this would still fail to teach or suggest including any

privilege setting in any coded data sent to the vehicle from the mobile device of the

! Petitioners’ reliance on hindsight modifications based on purported
“common sense” fails, as this attorney argument (or at best conclusory expert
testimony) is not based on any prior art document. USPTO Memorandum, July 31,
2025, “Enforcement and Non-Waiver of 37 C.F.R. § 42.104(b)(4) and Permissible
Uses of General Knowledge in Inter Partes Reviews™ (“applicant admitted prior art
(AAPA), expert testimony, common sense, and other evidence that is not ‘prior art
consisting of patents or printed publications” (collectively, ‘general knowledge”)
may not be used to supply a missing claim limitation™); 35 U.S.C. § 312(a)(3)
(Board shall deny any petition that fails to comply with Rule 104(b)(4)); see
Qualcomm Inc. v. Apple Inc., 24 F.4th 1367, 1373-77 (Fed. Cir. 2022) (vacating,
remanding to determine whether AAPA improperly formed “basis™ of petitioner's

patentability challenge).

Temporary User. Reply, 4. Doing so would be nonsensical, as neither Kleve nor
Petitioners offer any reason why after “the restrictions are delivered to the vehicle,”
they would be delivered again “afterwards, when Temporary User arrives at the
vehicle.” Id., 3.
A.  Even if the “rental period” or any other alleged “privilege setting”
were delivered to the vehicle with a virtual key, nothing in Reply

shows any “privilege setting” included in coded data sent from the
Temporary User’s mobile device.

Petitioners offer no evidence to support the Reply’s hollow attorney
arguments, let alone any POSITA-supported evidence of what, Petitioners argue,
“no POSITA would ever find desirable.” Id., 16; id., 2 (*nonsensical,” “makes no
sense”), 8 (“there must be some mechanism™), 16 (“defies common sense™).
Ultimately Petitioners provide only a litany of hindsight excuses to modify Kleve’s
disclosure for “security,” “proper enforcement,” and “preventing a Temporary User
from tampering with the electronic key or otherwise circumventing restrictions and
limits on the use of the electronic key.” Id. 2-3, 8, 15-16. But none of that is based
on any art of record.

Regardless, these arguments ignore the actual claim requirements. as the
Reply provides no reason to include the rental period in any coded data sent from
the Temporary User’s mobile device. To the contrary, there would be no reason

for any data sent by the Temporary User’s mobile device to re-send to the vehicle

PO Surreply 5-6



G1: Kleve’s “coded data” includes “privilege settings”: Settings Not Always Sent to the Vehicle

1. Kleve Teaches Assigning and Enforcing Restrictions Before

* Petitioner’s Reply: the Rental Period

Enforcing the rental period before the rental period begins is both common
sense and made clear in Kleve., As the Board found, Kleve's virtual kev is “only
operable during a rental period.” ID 37; EX1005, 139 (“"The virtual key ... enable[s]
the keyless drive system for the appropriate Temporary user during a given renital
period.”). Thus, the virtual key and its associated coded data includes (or it would
have been obvious to include) at least the rental period so that access to vehicle is
limnited to “a given rental period.” Pet. 15, 20; EX1004, 1196, 111, 139-140.

Kleve elsewhere teaches that restrictions are assigned before the rental period
begins. For example, in Figure 6, Kleve teaches that afier restrictions are agreed (o,
the server simultaneously “Generate[s] Virtual Key and Vehicle Restrictions.”™
EX1005b, Fig. 6. The virtual key is then “generated and sent to the Temporary User”
at step G616, and the restrictions are delivered to the vehicle at step 606. fo., 169.
Afterwards. “when the Temporary User arrives at the vehicle within the scheduled
rental time,” the vehicle “Appl[ies] Restrictions.” fd, 470, Fig. 6.

Similarly, Kleve teaches that “the VC5 may implement assigned vehicle
control limitations during the use of the rental term.” meaning restrictions are
assigned before the rental terim begins, EX1004, 451, Fig. 6 (Muse virtual key™ and
“apply vehicle restrictions™ occur simmltaneounsly in step 622). A restriction that

begins with the rental term, such as “speed,” would have to be assigned before the

Reply 3-5



G1: Kleve’s “coded data” includes “privilege settings”: Settings Not Always Sent to the Vehicle

« Kleve’s disclosure:

[0048] “At step 322, after identification of
- Browses Existing Offers Post Offers Browses Other Users and
the Temporary User with an accepted Proposs Ofer Diecty
. » One Sided Rentals « One Sided Rentals » One Sided Rentals
agreement and payments made, the \Vehicle + Swaps « Swaps + Svaps
rental micro-business system may generate e R e |, Sl
and deliver virtual keys to the Temporary s i i
User. The virtual key may allow a R e 3
—~—316
Temporary User temporary granted access T -\__3;8
to the Owner’s vehicle. The granted access , i _
. . Website Collects Any Payment and Agreement Signatures ~— 399
allowed by the virtual key may permit entry | . — -
of the vehicle; grant a keyless drive-away of —t .
the vehicle and/or both. The Temporary e ———— s
User may enter a virtual key outside or T T T — mm
inside the vehicle, while credential R
authorization may be processed by the VCS,
a server and/or by the Vehicle Owner.”

Ex. 1005 (Kleve) at 748, Fig. 3; Pet. 15,23, 25

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 60



G1: Kleve’s “coded data” includes “privilege settings”: Settings Not Always Sent to the Vehicle

« Kleve’s disclosure:

[0069] “...At step 604, the vehicle Owner may then

generate a virtual key based on a password generated e o e 1
by the vehicle Owner that may include a matrix oL g e [ w | — 1 — F:GZ
barcode or a code word that the Temporary User may ] Lo iy Vo R e Sene j| P h-:m
enter/send to the vehicle when ready to begin the | [osier Vil oy Vet Resters [ g [ et Mo
rental term. Another exemplary embodiment of - ]

generating a virtual key may be done by using " "™ ‘ i
Temporary User's credentials including fingerprint L Vi o S i i_mj N
recognition, photos of credit cards, photo of forms of | o S e

ID, facial recognition, voice print recognition, phrase be Vb n ity [

for speech recognition, temporary mobile web login . LM o Hgob

IDs and password, or other type of unique Temporary N

User identification at step 614. At step 616, the virtual L febyvuesiimen s

key is generated and sent to the Temporary User. The '"'Wm'e

Owner may deliver a virtual key to the vehicle for
recognizing the Temporary User having authorization
to enable a keyless drive-away at step 606.”

Ex. 1005 (Kleve) at )[69, Fig. 6; Pet. 24-25

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 61



G1: Kleve’s “coded data” includes “privilege settings”: Server does not always send priv settings

« Kleve’s disclosure:

[0073] “At step 626, during the rental term the VCS

- i - Vehicle Owner Nomadic Device Temporary User Nomadic Device
may monitor the Temporary User's utilization of the - 1 # 1 O
vehicle including, but not limited to, renter oL g o [ il e
verification, driving behavior, vehicle location, speed, ] Lo iy Vo R M e |, 31 P h-:m
fuel level, and other vehicle information requested by | (oot oy nd Vet Resccirs |~ | el e
the vehicle owner. For example, the system may - ]
monitor that the actual authorized renter is the one T ™ B
driving the vehicle with the use of an interior viewing S W b Vil o e :_mj N
camera embedded with facial recognition software. | o S e
The monitoring information is sent to the vehicle beteaiminaltey | |
owner, and may have other additional parameters that | | ~—— L Motk s Fig-6
may only be sent to the owner if they exceed or N
violate a restriction limit. These additional parameters | Re*‘“"’::‘:‘;rmm"" o

may include, but not limited to speed limits, weight
limits, or “No-Go Zones” which are prohibited areas
where the owner does not want their vehicle to be
used.”

Ex. 1005 (Kleve) at §[73, Fig. 6; Pet. 15




G1: Kleve’s “coded data” includes “privilege settings”: Server does not always send priv settings

« Kleve’s disclosure:

[0075] “In the 1llustrative embodiment as shown in
FIG. 7 is an overview of a vehicle rental micro- |

Begin Moniorand ReportUsege [~ 799

business monitoring process integrated with a . T T P
VCS. At step 702, the VCS may begin monitoring ~ No
and report usage of the vehicle to the owner. The e
. . Downlozd Geofences or Performance
system may wait for the rental period to start at 05— L Chosnty VO e s Dty Fig-7A
step 704. Once the Temporary User initiates the T
- GPS Datato VO or Save for Download Laler

rental event, the system detects a rental time start 10— ¥ i o ot
at step 706. The system may begin to download I J;Z_ ____________________________________________ e i’\ _—
performance Ilmltatlons and restrlctlons aSSIQned i ConﬁnuomlyMani!orUnwlhuﬁzed Monitor Contenls at Key ON and OFF: AtEng’mgStarl-MonilorDrMngPerlommance: i

. : User Bebavlnr During Use forat Rgntal Start/End) {Transmit Data to VO or Save for Download !
by the vehicle owner at the start of the rental |l s o |
period at- stgp 708. The performance limitations g e B S, Tt —-@
and restrictions downloaded to the VCS may || ol ik S « Voo on Vet STt |
. . . . . | . UmuthorMDMr: not the Renter, Minor (e.g- Stolen Radio) » Fuel Economy, Fuel Level !
Include, but not limited to: setting a top vehicle D » et Wah, Otoat |

speed, limiting the cargo load, and alertingthe || *
vehicle owner if the driver enters an area deemed
to be prohibited by the owner..”

Ex. 1005 (Kleve) at §[75, Fig. 7A; Reply 4-5



G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

« PO: Step 214 is the exclusive means for setting and enforcing restrictions

200

N Inp rom Wesste
“Unlike the rental agreement terms, agreed to by both parties, Kleve’s system teaches that S “
only a Vehicle Owner can “set user restrictions” that will be monitored, e.g. load weight el MY
restrictions, rental end time, “no-go zones” or any other restrictions regardless of the terms of -
the rental agreement. ... Kleve’s system allows only these Owner-set “user restrictions,” set e =
at step 214, to be monitored and controlled by the vehicle’s “VCS” (vehicle computing Spvialts |,
system), . .. Fig-2 o
_ POR 5; see also POR 13-18 Sentlo‘vehcb.
« POIs wrong: e
Set Use Restnczons by
_ ] Websie, or Noradic Device | 214
[0039] “At step 210, ... [t]he virtual key may also be sent to the vehicle ——
configuring the VVCS to enable the keyless drive system for the appropriate i
Temporary User during a given rental period.” st |
'
Ex. 1005 (Kleve) at J[39; Pet. 15 . W"::‘;ess“:e“ -

24 1
Monitor Usage,
Speed, Contents, etc.. | 222

« PO admits step 214 is “optional

“Rather than include the parties’ rental agreement terms in the set up or
distribution of a virtual key, Kleve’s system provides a separate, optional operation
to allow only the Owner to “set user restrictions” at step 214.”

POR 13



G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

« PO: Owner can add use conditions “regardless” of the rental agreement:

“Unlike the rental agreement terms, agreed to by both parties, Kleve’s system teaches that only a Vehicle Owner
can “set user restrictions’ that will be monitored, e.g. load weight restrictions, rental end time, “no-go zones” or

any other restrictions regardless of the terms of the rental agreement.”

were also included as rental agreement terms.”

“In Kleve, the Owner can enforce compliance with specific restrictions, whether or not such restrictions

POR 5

POR 9

[0041] “An exemplary example of control usage may
be limiting the Temporary User from driving to
restricted areas defined by the owner based on the
rental terms and conditions. If the Temporary User
enters a restricted area, he may be notified by the
system and the vehicle may enter a remedial actions
limiting vehicle speed.”

[0051] “The Owner may have the options to set
rental restrictions based on, but not limited to, speed,
destination location, or load weight limitations.
Controlling usage to enforce compliance with the
rental agreement terms may be of more importance
to a vehicle rental micro-business owner as this may
be the only vehicle the Owner possesses.”

Ex. 1005 (Kleve) at T[] 41, 51; Reply 3-4

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

PO: If restrictions set during e-key setup, step 214 would be unnecessary

“Specifically, at step 214, shown in Figure 2 below, Kleve’s system allows the Owner to select
parameters that enforce the parties’ agreed-upon terms and conditions and/or add specific restrictions for
the usage of the rental vehicle, such as cargo load weight restrictions, rental end time, or global position
coordinates corresponding to restricted areas. Id. It would not be necessary for Kleve to have such a
solution to “enforce” any rental agreement terms 1f somehow those terms were already included as some

b (19

“privilege setting” in Kleve’s “set up,” creation, or distribution of the virtual key, at step 210.”

POR:

POR 15
o« Kleve:

“Kleve’s system provides a separate, optional
operation to allow only the Owner to “set user
restrictions” at step 214.”

POR 13

[0040] “At step 214, the Owner may have access to control
usage of the vehicle being rented by the Temporary User.
The Owner may set user restrictions by use of the website
or nomadic device. The restrictions may be based on, but
not limited to, the owner's selection of parameters
including, but not limited to, speed, global position
coordinates, or load weight restrictions.

Ex. 1005 (Kleve) at J[40; Reply 7

PO is wrong: Step 214 is “optional”, and can still set restrictions after

setup of key enables it for the rental period

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

« PO: Kleve says all restrictions are “initially” set at start of rental period

“Instead, these restrictions are “initially set by the Owner at the beginning of the rental term,” which
undisputably occurs after distribution of the virtual key credential, as discussed above. Id., 1 43
(emphases added), 40.”

. POR 14
« PO is wrong:

[0043]“At step 224, the system may notify the Temporary User that the agreed upon rental period may expire
soon, and if the rental period has ended the system may prompt the Temporary User with a message asking if
he would like to purchase additional rental time. The system may allow the Temporary User to purchase
additional rental time or decline the offer with the use of the vehicle touchscreen display or a nomadic device
at step 226. If the rental term has ended, and no additional time is purchased, the system may begin the
vehicle rental exit process within the VCS at step 228. If the rental period is still within the agreed upon
rental period, the system may carry on to monitor the vehicle allowing the Owner continued control of the
vehicle with the use of vehicle restriction limits initially set by the Owner at the beginning of the rental term.
At step 226, if the Temporary User decides that he may need to purchase additional rental time, the system
may update the new rental period end time restriction and continue to monitor usage of the vehicle.”

Ex. 1005 (Kleve) at J[43; Reply 9
« Kleve does not suggest that all restrictions are initially set at rental term start

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

 PO’s Surreply: Restrictions always assigned at “start of the rental nerind”
| Begin Monitor and Report Usage [~ 72

During the rental term, therefore, the VCS implements restrictions. ¥
. . . . 704 —1 W for Renta Start Tie e
But Kleve dictates such restrictions are “assigned by the vehicle fl)/*\
owner at the start of the rental period.” Id., 99 75, 43 (“initially set «%ﬁymﬁ//“
by the Owner at the beginning of the rental term.”).” Fes
Download Geofences or Performance
Surreply 18 708——1 Limits Chosen by VO (f Vehies Determining
] . Location Violation)
“Kleve reiterates that these restrictions cannot be set when the rental agreement g
. . « . e . . Periodically Monitor Location: (Transmit
is formed, . . . but are instead “restrictions assigned by the Vehicle Owner at GPS Data 00 o Savefor Dowrioad Lot
.1 o L , . 710—""1 "+ Geofence Entry/Exit (Go, No-Go Zones)
the start of the rental period.” ... The restrictions’ corresponding « Vefice or Gl Defemines Vioation
“performance limitations” for the VCS to monitor and control the vehicle’s
. Ex. 1005 (Kleve) at Fig. 7A; POR 18
usage are downloaded to the VCS at step 708, after “the Temporary User
initiates the rental event,” at step 706.”

« PO is wrong: POR 16

[0075] “Once the Temporary User initiates the rental event, the system

detects a rental time start at step 706. The system may begin to download
performance limitations and restrictions assigned by the vehicle owner at
the start of the rental period at step 708.” Ex. 1005 (Kleve) at 75; Reply 14

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

« PO’s Surreply: Applying restrictions any earlier than step 214 would interfere with other
renters

“Indeed, Kleve teaches the vehicle may not download any restrictions until the Temporary User has
Initiated the rental period, which makes sense, as the vehicle would not be able to apply any
restrictions for an earlier renter.”

Surreply 23




G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

PO: Kleve’s virtual key is a credential that does not contain any restrictions

“The Temporary User 1dentification or “credential” 1s ultimately distributed to be “used as a virtual key.”
... Kleve’s “virtual key credential” does not include any restrictions or other privilege about any agreed
rental period, nor does this “credential” include any of the terms or conditions agreed to and accepted as
the parties’ rental agreement.”

POR 11
PO is wrong: Kleve:

[0063] “Additional Temporary User identification 504 may be sent to the vehicle Owner allowing for this
Information to be entered into the server and used as a virtual key, or in addition to the virtual key,
allowing the Temporary User access to the Owner's vehicle while enabling a keyless drive-away.”

Ex. 1005 (Kleve) at J[63; Reply 4

[0049] “The system may be further extended to facilitate the virtual key with additional security by
requiring remote credential verification at the vehicle. The remote credential verification at the vehicle
may be done with additional hardware assembled on the exterior of the vehicle or in the vehicle cabin.”

Ex. 1005 (Kleve) at [49; POR 24-25

Key is for entering the vehicle, credential is for authenticating the renter

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

 PO: Rental period is enforced by credentials, not by the privilege settings

“Moreover, by sending the authorization “credential” to the vehicle “at Rental Time,” the Owner ensures
“the scheduled rental period of time begins” (id., 9 66, Fig. 5) according to the agreed-upon rental period
via sending the credential (id., § 62, Fig. 5) and via receipt of the credential by the vehicle.”

« PO is wrong: Kleve: POR 36

[0048] “The granted access allowed by the virtual key may permit entry of the vehicle; grant a keyless
drive-away of a vehicle, and/or both.”

Ex. 1005 (Kleve) at §48; POR 48

[0049] “The system may be further extended to facilitate the virtual key with additional security by
requiring remote credential verification at the vehicle. The remote credential verification at the vehicle
may be done with additional hardware assembled on the exterior of the vehicle or in the vehicle cabin.
The remote credential verification may be done by the VCS, using a server, or allowing the Owner to
verify the Temporary User's request. For example, but not limited to, the Temporary User entering a
credential verification password at the vehicle's touchscreen visual display while having the VCS,
server, or owner compare and verify authorization.”

- Credential is optional, cannot enforce rental period Ex. 1005 (Kleve) at f/49; POR 24

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s “coded data” includes “privilege settings”: Step 214 Is Not Mandatory

PO: If virtual key includes “rental period,” credential is unnecessary

“In fact, were the agreed upon “rental period” somehow included in the virtual key credential set up or
distribution as an alleged “privilege setting,” it would not be necessary for the Vehicle Owner to also

2999

send the credential to the vehicle “at rental time.

PO is wrong: Kleve:

POR 12

[0049] “The system may be further extended to
facilitate the virtual key with additional security
by requiring remote credential verification at the

vehicle.”

Ex. 1005 (Kleve) at 49; POR 24

[0067] “Once the Temporary User enters the
vehicle and captures the credentials with one
of the methods mentioned above, the vehicle
may verify that the Temporary User has
approval to use the vehicle.”

Ex. 1005 (Kleve) at fJ67; Reply 5

Kleve expressly says the credential facilitates the key, it is complementary

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s renders obvious “coded data” including “privilege settings”

« Dr. Almeroth testified that it would have been obvious to include the privilege settings in
Kleve's “coded data”

9111: “A POSITA would have also understood that storing and transmitting electronic key
Information using encrypted data has an additional benefit: it prevents a Temporary User from
tampering with the electronic key or otherwise circumventing restrictions and limits on the use
of the electronic key (for example, by circumventing restrictions on use set by the Vehicle
Owner, or by re-distributing the key to additional, unauthorized third parties). In order to make
full use of these benefits, a POSITA would have been motivated to include data identifying
restrictions on a Temporary User’s use of the vehicle as part of the encrypted data transmitted
with the electronic key or as part of the electronic key, so that the Temporary User cannot
modify those restrictions at his or her mobile device.”

Ex. 1004 (Almeroth Decl.) at [111; Pet. 13

* Well-known benefits:
* Prevents tampering with the restrictions
« Associates the restrictions to the v-key

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G1: Kleve’s renders obvious “coded data” including “privilege settings”: PO’s Incorrect Argument

« PO’s argument against obviousness: No benefit over step 214

200

“But Kleve’s solution already provides this benefit, and in a more secure way. h rmiviirgll M
... Kleve teaches that the restrictions used to control and monitor vehicle usage .
o e . . . » tl ~— 204
are “initially set at the beginning of the rental term,” after the virtual key has e
already been created and distributed, and in fact, are never transmitted to the o 2
Temporary User.” ———
orNomadic Device | 208
“Dr. Alm_eroth never (?ff_ers any -bene.ﬁt that would be achieved by modifying Fig-2 BT 1
Kleve to include restrictions in its virtual key and then encrypt those i
restrictions.” ek o
Set User Resinctions by
POR 51-52 Wesi,or s Do |~ 21
« PO is wrong: Dr. Almeroth: T sy P
9111: “In order to make full use of these benefits, a POSITA would have been e L
motivated to include data identifying restrictions on a Temporary User’s use of the e
vehicle as part of the encrypted data transmitted with the electronic key or as part . regl
of the electronic key, so that the Temporary User cannot modify those restrictions ,
. . . ’9 Speed, Contents, ec.. [ 222
at his or her mobile device.
Ex. 1004 (Almeroth Decl.) at J[111; Pet. 13

« No dispute that there is a benefit if the privilege settings are
distributed with the v-key



Ground 3: Mikan renders obvious an e-key associated with
“coded data” that includes “privilege settings” (All claims)




Ground 3: Mikan renders obvious “coded data” including “privilege settings”

« Undisputed:
« Mikan discloses “vehicle operation policies” associated with an eKey
 Mikan’s eKey is transmitted to and embedded in a mobile device
« Mikan’s “vehicle operation policies” are used by the vehicle to restrict uses of the vehicle

« PO:
 POR: Mikan only discloses that the privilege settings are sent directly from a master
database (server) to a local database on the vehicle

« POisincorrect:

« PO attempts to artificially limit Mikan’s disclosure to exemplary embodiments
« PO fails to address obviousness analysis providing motivation to distribute a vehicle
operation policy as coded data to the mobile device along with its associated eKey




Ground 3: Mikan Summary

« Mikan uses eKeys embedded in a wireless device to
control a vehicle.

[0050] “The system may include one or more keys
205A-C control unit 202 and local database 203,
for example. Keys 205A-C may be electronic keys,
traditional metal keys, or a combination of both. In
one embodiment, keys 205A-C may be embedded
In a wireless device such as a cellular telephone or
Personal Digital Assistant (PDA), for example.”

Keys embedded in mobile devices

Ex. 1007 (Mikan) at {J50, Fig. 2; Pet. 40-41

77



Ground 3: Mikan Summary

« eKeys are managed by a security module on the mobile device, which securely stores
Information (i.e., coded data) associated with the eKey

[0067] “Security module 406 may include security application 409 and vehicle access
module 408. Vehicle access module 408 may receive secure identifier 407 from
processor 401, and may communicate with vehicle 201 to send secure identifier 407 to
vehicle 201. Vehicle access module 408 may communicate via any wireless protocol
suitable for the transmission of data. For example, access module 408 may
communicate via Bluetooth protocol, WiFi, RF-ID, cellular, and the like. Bluetooth
protocol may be defined by the Institute of Electrical and Electronics Engineers (IEEE)
specification 802.15.1. Security application 409 may include software relating to the
management of secure identifiers 407. In one embodiment, security application 409
may provide a user with customizable features that may be presented by user interface
module 402. Security application 409 may perform cryptographic functions related to
the secure identifier, an authentication process, or cryptographic key generation, for
example.”

Ex. 1007 (Mikan) at §[67; Pet. 43-44

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 78



Ground 3: Mikan Summary

« Mikan’s eKeys communicate with the vehicle wirelessly using encrypted data

: [0070] “At 504, a user attempt to access or operate vehicle
[0051] “In one embodiment, key 205A-C 201 with a key 205A-C is detected, which may initiate the
may communicate directly with control authentication the detection of key 205A-C may include
unit 202. For example, key 205A-C and receiving secure identifier 407. Secure identifier 407 may
control unit 202 may communicate be received, for example, at control unit 202. Where key
directly via a radio frequency 205A-C is an electronic key, such as a key embedded in
transmission.” wireless device 400 for example, key 205A-C may

Ex. 1007 (Mikan) at § 51; Pet. 43-44 transmit secure 1dentifier 407.”

Ex. 1007 (Mikan) at [ 70; Pet. 43-44

[0059] “Key set 310 may include a secure ID check 315 associated with
a key 205A-C within the set. The secure ID check may be a serial
number, electronic serial number (ESN), or other identifier of a key
205A-C. In one embodiment, secure ID check 315 may be a digital
signature associated with a key 205A-C. For example, the digital
signature may be the product of a public key encryption system.”

Ex. 1007 (Mikan) at [ 59; Pet. 43-44

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 3: Mikan Summary

Mikan’s eKeys also have an associated “vehicle operation policy” (i.e., privilege settings)
that is received and stored at a local database at the vehicle

[0060] “Local database 303 may include vehicle operation policy 311. Vehicle operation policy 311 may
include vehicle operation feature ID 316 and a related access control rule 317. \Vehicle operation feature
ID 316 may be, for example, a data field identifying one vehicle operation feature. Vehicle 201 may
support various vehicle operation features such as unlocking a door, opening a trunk, opening a glove
box, engaging an ignition, directing the vehicle from a one geographic location to another geographic
location and accelerating the vehicle, for example. Any aspect of the control, use, or functionality of
vehicle 201 may be considered a vehicle operation feature. ... A vehicle operation feature may be
associated with vehicle operation feature ID 316. Access control rule 317 may include a criterion
relating to associated vehicle operation feature ID 316. For example, access control rule 317 may operate
to enable, partially enable, or disable the related vehicle operation feature. Access control rule 317 may
include advanced criteria relating to the manner and conditions under which the vehicle may be
operated. For example, access control rule 317 may establish a maximum acceleration for the vehicle, a
maximum distance traveled for the vehicle, a range of time within which the vehicle may be operated, a
geographic range within which the vehicle may be operated and the like.”

Ex. 1007 (Mikan) at [ 60; Pet. 41-42

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Ground 3: Mikan Summary

« Mikan’s eKeys also have an associated “vehicle operation policy” (i.e., privilege settings)
that is received and stored at a local database at the vehicle

[0061] “Mapping 312 may link vehicle operation policy 311 and keys 205A-C. To illustrate this point,
one embodiment may include two keys, first with greater access than the second. The first key, in this
example illustration, may be related via mapping 312 to access control rule 317 that enables all vehicle
operation features. The second key, in this illustration, may be a “valet key” with limited functionality.
For example, the second key may be related to three access control rules 317: a first rule that disables
access to the trunk and glove box, a second rule that limits the maximum speed to 35 miles per hour, and
a third rule that limits the total allowed distance traveled to one mile.”

Ex. 1007 (Mikan) at [ 61; Pet. 41-42

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 81



Ground 3: Mikan Summary

* |n one embodiment, the vehicle operation policy is synchronized from a master database
to a local database

[0058] “Master database 300 may include any number — —L database
of vehicle records 302. Each record may be associated I ) ||~y
with Vehicle ID 301. ... Vehicle ID 301 may relate to e S0 B — -

a physical vehicle that may be within wireless vehicle T T N
security system 200. In one embodiment, vehicle | | Y
record 302 may include key set 310, policy set 313, FIG. 3A

and mapping 312. Key set 310 may include data 0

representing a collection of keys 205A-C. Policy set L[ e | Local
313 may include a collection of vehicle operation sto— | |1 :::6/ o
policies 311. Mapping 312 may include a collection _ S |,
of one or more relationships linking individual keys e

from key set 310 with individual vehicle operation 30—\ Ao rue | s | s
policie from policy set 313 i

sy

FIG. 3B
Ex. 1007 (Mikan) at [ 58, Figs. 3A-3B; POR 60



Ground 3: Mikan Summary

* |n one embodiment, the vehicle operation policy is synchronized from a master database
to a local database

[0069] “At 502 local database 203 may synchronize with master database 208. Control unit 202 or local
database 203 may Iinitiate the synchronization to pull updated data from master database 208.
Alternatively, master application 209 or master database 208 may initiate the synchronization to push
updated data to local database 203. The synchronization may be a partial or complete refresh of the data.
For example, the updated data may represent only the changes in the master database made since the last
synchronization in a partial refresh. In a complete refresh, the updated data may represent the entire
contents of master database 208 that are relevant to vehicle 201.”

Ex. 1007 (Mikan) at §] 69; POR 60

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 83



Ground 3: Mikan Summary

« Dr. Almeroth testified that it would have been obvious to send the vehicle operation policy
as coded data with the eKey

9221: “It would have been obvious to a POSITA to transmit the vehicle operation policy
as additional coded data, either as part of or in addition to Mikan’s secure identifier. The
purpose of the vehicle operation policy is to prevent certain users from taking certain
actions when using the vehicle. If the vehicle operation policy is transmitted in
unencrypted form, a user may be able to access the policy and modify it to enable
unauthorized access to certain vehicle features. A POSITA would thus have been
motivated to encrypt or otherwise encode the vehicle operation policy for transmission
so that users cannot tamper with the vehicle operation policies and associated access
control rules.”

Ex. 1004 (Almeroth Dec.) at [ 221, Pet. 45

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 84



Ground 3: Mikan Summary

« Sending the vehicle operation policy with the eKey allows it to be used even when the
vehicle cannot communicate — a problem Mikan acknowledges

[0085] “In one embodiment, the synchronization data may be communicated via
wireless network 207. Vehicle 201 may not always be in contact with wireless
network 207, such as when vehicle 201 is parked underground and out of range
of wireless network 207, for example. Where master database 208 pushes the
synchronization to local database 203, master application 209 may establish
communication with control unit 202 before initiating the synchronization.
When communication cannot be established, master application 209 or master
database 208 may queue the request for a later time.”

Ex. 1007 (Mikan) at [ 69; Reply 21 60

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 85



G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

- PO:
« POR: Mikan teaches away from including the privilege settings in coded data because it
sends privilege settings from the master database directly to the local database

« POisincorrect:

« PO attempts to artificially limit Mikan’s disclosure to exemplary embodiments, which are
not a discouragement or teaching away from alternatives

« PO does not rebut the Petition’s obviousness analysis or Mikan’s express
acknowledgement of the problem when the vehicle cannot communicate with the server




G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

« Mikan’s eKeys communicate with the vehicle wirelessly using encrypted data

: [0070] “At 504, a user attempt to access or operate vehicle
[0051] “In one embodiment, key 205A-C 201 with a key 205A-C is detected, which may initiate the
may communicate directly with control authentication the detection of key 205A-C may include
unit 202. For example, key 205A-C and receiving secure identifier 407. Secure identifier 407 may
control unit 202 may communicate be received, for example, at control unit 202. Where key
directly via a radio frequency 205A-C is an electronic key, such as a key embedded in
transmission.” wireless device 400 for example, key 205A-C may

Ex. 1007 (Mikan) at § 51; Pet. 43-44 transmit secure 1dentifier 407.”

Ex. 1007 (Mikan) at [ 70; Pet. 43-44

[0059] “Key set 310 may include a secure ID check 315 associated with
a key 205A-C within the set. The secure ID check may be a serial
number, electronic serial number (ESN), or other identifier of a key
205A-C. In one embodiment, secure ID check 315 may be a digital
signature associated with a key 205A-C. For example, the digital
signature may be the product of a public key encryption system.”

Ex. 1007 (Mikan) at [ 59; Pet. 43-44

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

Mikan’s eKeys also have an associated “vehicle operation policy” (i.e., privilege settings)
that is received and stored at a local database at the vehicle

[0060] “Local database 303 may include vehicle operation policy 311. Vehicle operation policy 311 may
include vehicle operation feature ID 316 and a related access control rule 317. \Vehicle operation feature
ID 316 may be, for example, a data field identifying one vehicle operation feature. Vehicle 201 may
support various vehicle operation features such as unlocking a door, opening a trunk, opening a glove
box, engaging an ignition, directing the vehicle from a one geographic location to another geographic
location and accelerating the vehicle, for example. Any aspect of the control, use, or functionality of
vehicle 201 may be considered a vehicle operation feature. ... A vehicle operation feature may be
associated with vehicle operation feature ID 316. Access control rule 317 may include a criterion
relating to associated vehicle operation feature ID 316. For example, access control rule 317 may operate
to enable, partially enable, or disable the related vehicle operation feature. Access control rule 317 may
include advanced criteria relating to the manner and conditions under which the vehicle may be
operated. For example, access control rule 317 may establish a maximum acceleration for the vehicle, a
maximum distance traveled for the vehicle, a range of time within which the vehicle may be operated, a
geographic range within which the vehicle may be operated and the like.”

Ex. 1007 (Mikan) at [ 60; Pet. 41-42

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

« Dr. Almeroth testified that it would have been obvious to send the vehicle operation policy
as coded data with the eKey

9221: “It would have been obvious to a POSITA to transmit the vehicle operation policy
as additional coded data, either as part of or in addition to Mikan’s secure identifier. The
purpose of the vehicle operation policy is to prevent certain users from taking certain
actions when using the vehicle. If the vehicle operation policy is transmitted in
unencrypted form, a user may be able to access the policy and modify it to enable
unauthorized access to certain vehicle features. A POSITA would thus have been
motivated to encrypt or otherwise encode the vehicle operation policy for transmission
so that users cannot tamper with the vehicle operation policies and associated access
control rules.”

Ex. 1004 (Almeroth Dec.) at [ 221, Pet. 45

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 89



G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

 PO: No reason to send the vehicle operation policy to the mobile device because it is
synchronized directly between the master database (server) and local database (vehicle)

« PO is incorrect: Synchronizing the master and local database is an optional step in an

exemplary embodiment and not limiting

[0069] “At 502 local database 203 may synchronize with
master database 208.”

[0084] “At 612, local database 203 and master database
208 may synchronize.”

Ex. 1007 (Mikan) at §J69; Reply 19-20

Ex. 1007 (Mikan) at 84; Reply 19-20

[0068] “FIG. 5 depicts a flow diagram of example
vehicle security process 500. Example process 500 is
merely one embodiment and therefore describes features
and functionality by way of example and illustration.”

[0079] “FIG. 6 depicts a flow diagram of an example
network security process 600. Example process 600 is
merely an embodiment and describes features and
functionality by way of example and illustration.”

Ex. 1007 (Mikan) at §J68; Reply 19-20

Ex. 1007 (Mikan) at §[79; Reply 19-20

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

PO: Mikan’s mobile device only stores a secure identifier

PO is incorrect: Mikan’s disclosure is not so limiting

[0067] “Security module 406 may include security
application 409 and vehicle access module 408.
Vehicle access module 408 may receive secure
identifier 407 from processor 401, and may
communicate with vehicle 201 to send secure
identifier 407 to vehicle 201. ... Security application
409 may include software relating to the
management of secure identifiers 407. ... Security
application 409 may perform cryptographic
functions related to the secure identifier, an
authentication process, or cryptographic key
generation, for example.”

[0065] “In one embodiment, memory 404 may
provide non-volatile storage of secure identifier
407 of wireless device 400. In another
embodiment, memory 404 may provide volatile
storage of secure identifier 407 retrieved, for
example, via wireless communications module
403 or via user interface module 402 with a
user/password prompt, biometric or other user
authentication. In one embodiment, secure
identifier 407 may authenticate wireless device
400 as a key 205A-B as discussed above in
connection with FIG. 2.”

Ex. 1007 (Mikan) at 67; Pet. 43-44

Ex. 1007 (Mikan) at §[54; Reply 20

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE




G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

« Sending the vehicle operation policy with the eKey allows it to be used even when the
vehicle cannot communicate — a problem Mikan acknowledges

[0085] “In one embodiment, the synchronization data may be communicated via
wireless network 207. Vehicle 201 may not always be in contact with wireless
network 207, such as when vehicle 201 is parked underground and out of range
of wireless network 207, for example. Where master database 208 pushes the
synchronization to local database 203, master application 209 may establish
communication with control unit 202 before initiating the synchronization.
When communication cannot be established, master application 209 or master
database 208 may queue the request for a later time.”

Ex. 1007 (Mikan) at [ 69; Reply 21

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE 92



G3: Obvious to send Mikan’s “privilege settings” as “coded data” with eKey

PO:

« POR: No reason to store a “mapping” between keys and vehicle operation policies at the
vehicle if the mobile device sends the vehicle operation policy. POR 74-75

PO is Incorrect: Mikan’s vehicle may have multiple keys and corresponding policies to keep

track of.

[0050] “The system may include one or more keys
205A-C control unit 202 and local database 203,
for example. Keys 205A-C may be electronic keys,
traditional metal keys, or a combination of both. In
one embodiment, keys 205A-C may be embedded
In a wireless device such as a cellular telephone or
Personal Digital Assistant (PDA), for example.”

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE

Ex. 1007 (Mikan) at §[50; Reply 21-22
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Dependent Claim 6: Kleve and Mikan render obvious “sharing
of said eKey with a recipient user”




Ground 1/Claim 6: Kleve renders obvious “sharing of said eKey”

« PO: Kleve discourages allowing a renter to share an eKey with another user, and Kleve's
credential match would render meaningless any eKey sharing. ror so

 POIisincorrect:

« PO does not dispute that the same processes that enable sharing a v-key from an owner’s
device to a renter’s device could be used to share the eKey between two authorized users
(e.g., two members of a family that has rented the vehicle)

« PO does not rebut Dr. Almeroth’s reasons why a POSITA would be motivated to modify
Kleve to enable sharing between two authorized users

« Sharing an eKey between two authorized users is consistent with Kleve’s goal of offering
the owner control over the vehicle

« Kleve's credential check is optional and in only some embodiments, and thus does not
negate the benefits of eKey sharing.

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1/Claim 6: Kleve renders obvious “sharing of said eKey”

 No dispute that Kleve’'s system could be used to share an eKey between two authorized
renters

“Since Kleve’s vehicle rental system is already
configured to use a smartphone application to generate,
authenticate, and distribute keys, a POSITA would have
been capable of implementing sharing between
Temporary Users using the same or similar software
already included in Kleve’s system to allow Owners to
distribute virtual keys to temporary users.”

Ex. 1004 (Almeroth Dec) at J[155; Pet. 25-26




Ground 1/Claim 6: Kleve renders obvious “sharing of said eKey”

PO does not rebut Dr. Almeroth’s motivation to modify Kleve
This does not undermine Kleve’s goal of maintaining owner control over the vehicle, because
only authorized users may share the eKey in the proposed modification.

“In my opinion, it would have been obvious to a POSITA that the same
smartphone application may also be used to allow Temporary Users to share their
virtual keys with other authorized Temporary Users. For example, multiple
members of a family or travel group may collectively rent a single vehicle, and
different members may each need to be able to access the vehicle using their
respective mobile devices. A POSITA would have understood that multiple
Temporary Users could thus be authorized in connection with the same vehicle
rental. A POSITA would thus have been motivated to enable each user to share the
virtual key with other authorized users associated with the same rental request.”

Ex. 1004 (Almeroth Dec) at J[155; Pet. 25-26

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 1/Claim 6: Kleve renders obvious “sharing of said eKey”

Kleve’s credential check does not undermine the combination because it is not always required:

(1) E-key allows renter to unlock and turn on car without further verification needed:

[0048] “At step 322, ... [t]he virtual key may allow a Temporary User temporary granted access to the
Owner's vehicle. The granted access allowed by the virtual key may permit entry of the vehicle; grant a
keyless drive-away of a vehicle, and/or both.”

Ex. 1005 (Kleve) at J[48; Pet. 15

(2) Renter enters vehicle with e-key and uses credential for verification, or (3) Renter uses
credential for verification at the exterior of car before entering:

[0049] “The system may be further extended to facilitate the virtual key with additional security by
requiring remote credential verification at the vehicle. The remote credential verification at the vehicle
may be done with additional hardware assembled on the exterior of the vehicle or in the vehicle cabin.
The remote credential verification may be done by the VCS, using a server, or allowing the Owner to
verify the Temporary User's request. For example, but not limited to, the Temporary User entering a
credential verification password at the vehicle's touchscreen visual display while having the VCS,
server, or owner compare and verify authorization.”

Ex. 1005 (Kleve) at 49; Pet. 23, 26

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Ground 5/Claim 6: Mikan renders obvious “sharing of said eKey”

« PO: Mikan only embeds a “secure ID” in the mobile device, not an eKey that can be shared,;
and Mikan’s key lacks the requisite privilege settings. pror so-s1

 POIisincorrect:

« Mikan expressly teaches that electronic keys (not just secure |IDs) are “embedded” in a

wireless device.
« PO ignores Sekiyama’s disclosure, which expressly teaches sharing eKeys between

devices.
« Claim 6 only requires sharing an eKey, not privilege settings, so PO’s second argument is

iIrrelevant to the claim.




Ground 5/Claim 6: Mikan renders obvious “sharing of said eKey”

« Mikan discloses eKeys that are embedded in a wireless device.

[0050] “The system may include one or more keys
205A-C control unit 202 and local database 203, for
example. Keys 205A-C may be electronic keys,
traditional metal keys, or a combination of both. In one
embodiment, keys 205A-C may be embedded in a
wireless device such as a cellular telephone or Personal
Digital Assistant (PDA), for example.”

Ex. 1007 (Mikan) at §J50; Pet. 52, 65




Ground 5/Claim 6: Mikan renders obvious “sharing of said eKey”

« Sekiyama expressly discloses sharing eKeys between devices
PO does not dispute motivation to combine

[0011] “The electronic key system shown in FIG. 1 is a
keyless entry system using portable telephones, allowing
for the unlocking of a door lock of a vehicle 40 using
portable telephones 10, 30, which store key information,
without possession of a dedicated key. As shown in FIG.
2, this electronic key system has a configuration that
allows key information to be transmitted from portable
telephone A (first terminal) 10, which functions as a
master key, to portable telephone B (second terminal) 30,
which functions as a duplicate electronic key.”

Ex. 1006 (Sekiyama) at [11; Pet. 65-66

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE



Dependent Claims 12, 13, and 20: Kleve and Mikan Disclose
or Render Obvious a “server” or “application” “associated
with a vehicle manufacturer”




Grounds 1&4/Claims 12, 13, 20: Kleve/Xiao/Hatton disclose “server”’/”’application” associated with

“vehicle manufacturer”

 PO: No reference discloses a server or mobile application “associated with a manufacturer of
the vehicle”. rors1

 POIisincorrect:

« Kleve is a Ford reference and its systems would clearly be associated with a vehicle
manufacturer

« Hatton and Xiao also expressly disclose mobile applications and servers associated with a
vehicle manufacturer and render these limitations obvious in combination with Kleve or
Mikan

PO does not address these arguments raised in the Petition




Grounds 1&4/Claims 12, 13, 20: Kleve/Xiao/Hatton disclose “server”’/”’application” associated with

“vehicle manufacturer”

« Kleve/Xiao/Hatton render obvious a server/application associated with the car manufacturer:

“Kleve is a Ford patent; thus, a POSITA reviewing “[S]ystem 100 may be associated with an

Kleve would have understood that the disclosed system automobile company that provides the disclosed
IS a system developed by or for Ford. Kleve even wireless automobile key service.”

Identifies a specific Ford system that may be used as the Ex. 1010 (Xiao) at 11:15-31, 16:6-18; Pet. 31, 59

VCS—specifically, “the SYNC system manufactured by
THE FORD MOTOR COMPANY.” Kleve at § [0021].”

Ex. 1004 (Almeroth Dec) at 176; Pet. 30-31

“The mobile device 210 may receive the security codes from the vehicle key and allow a
software application 212 to be configured to perform one or more vehicle controls using the
mobile device. The vehicle key application 212 may be an application that was developed
and/or associated with the vehicle manufacturer.”

Ex. 1008 (Hatton) at 12:46-51; Pet. 32-33

DEMONSTRATIVE EXHIBIT — NOT EVIDENCE
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Appendix: Kleve

« EX1005, Abstract, Fig. 1
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A vchicle computing system includes a processor pro-
grammed and configured to establish communication with a
wireless device bruught into proximity of a vehicle. The
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processor may use the wireless device to receive an identifier | 5352 : ; T
from a vehicle rental administrative system. The identifier is
configurcd with the processor to activate a vehicle during a " 4-"
prescribed rental period. The processor may receive user *7‘ -

iput to activate the vehicle for a rental period. The processor
may compare the user input to the received identifier and
enable a kevless drive-away of the vehicle if the user input
corresponds to the identificr.
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Appendix: Kleve
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Appendix: Kleve

« EX1005, Fig. 3A
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Appendix: Kleve
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« EX1005, Fig. 5
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EX1005, Fig. 6
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« EX1005, Fig. 7A
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CREDENTIAL CHECK AND
AUTHORIZATION SOLUTION FOR
PERSONAL VEHICLE RENTAL

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] This application is related to Ser. No.
MOBILE AUTOMOTIVE WIRELESS COMMUNICA-
TION SYSTEM ENABLED MICROBUSINESSES filed
concurrently with Ser. No. HARDWARE AND
CONTROLS FOR PERSONAL VEHICLE RENTAL.

TECHNICAL FIELD

[0002] The embodiments described herein generally relate
to a methed and system for authorizing a vehicle rental micro-
business.

BACKGROUND

[0003] RelayRides.com allows car owners to list their car
online in a few minutes to potential Temporary Users. Once
registered, the car owner is notified of any reservation
requests, however the owner is still in charge of who can drive
their car. The car owner will meet the Temporary User to hand
them their car keys, and once the Temporary User is complete
with the car at the end of the trip, the car and keys are returned
to the car owner.

[0004] Ridejoy.com allows a car owner to list available
seats in their car online to potential passengers. The owner,
who already is planning a road trip, may sell their extra seats
to other users. Owners earn money on trips they were plan-
ning on taking anyway and the passenger who rented the
available seat gets to their destination for less than they would
have had to pay riding a bus.

[0005]  As stated in US2011/0213629, an online site allows
owners of assets and borrowers of assets to arrange sharing
transactions with respect to the assets. Assets listed on the
online site may include any kind of land, sea or airborne
vehicle, tools, equipment or other devices subject to being
moved. Online confirmation is provided to the owners and the
borrowers that the arranged sharing transactions have been
covered by insurance provided by the online site. Completion
of the arranged sharing transactions is managed using infor-
mation from electronic devices associated with the assets.
[0006] As stated in U.S. Pat. No. 6,975,997, a system for
sharing a fleet of vehicles among a plurality of users, where in
preferred embodiments of the shared vehicles are electrically
powered. The sharing system comprises a control computer
that assigns vehicles in response to requests by users, and
meonitors system performance of the rented vehicle. The com-
puter subsystem through which users request vehicles for
trips, and a vehicle subsystem within each vehicle that is in
communication with the control computer allowing the con-
trol computer to monitor the location and status of each
vehicle in the vehicle sharing fleet.

SUMMARY

[0007] In a first illustrative embodiment, a processor oper-
ably programmed and configured to establish communication
with a wireless device brought into proximity of a vehicle.
The processor may use the wireless device to receive an
identifier from a vehicle rental administrative system. The
identifier is configured with the processor to activate a vehicle
during a prescribed rental period. The processor may receive

user input to activate the vehicle for a rental period. The
processor may compare the user input to the received identi-
fier; and enable a keyless drive-away of the vehicle if the user
input corresponds to the identifier.

[0008] Inasecond illustrative embodiment, a vehicle rental
method implemented in one or more vehicle processors for
enabling a keyless vehicle drive-away during a scheduled
rental period. The exemplary method performed by the pro-
cessor includes establishing communication with a wireless
device brought within proximity of a vehicle, and receiving a
user identifier from a vehicle rental administrative system
through the wireless device. The processor may use the iden-
tifier to activate the vehicle during a scheduled rental period.
The processor may receive user input to activate the vehicle
during the scheduled rental period. Once the user input is
entered, the processor may compare the user input to the
identifier and enable a keyless-drive away if the user input
corresponds to the identifier.

[0009] Ina third illustrative embodiment a computer read-
able storage medium for storing instructions that, when
executed by a processor is configured to enable a vehicle
rental transaction. The processer may establish communica-
tion with a wireless device brought within proximity of a
vehicle. The processor is able to receive a user identifier from
a vehicle rental administrative system using the wireless
device. The identifier may be used to activate the vehicle
during a prescribed rental period. The processor may receive
user input corresponding to an attempt to activate the vehicle
during the rental period and compare the user input to the
received identifier. If the user input corresponds to the iden-
tifier the processor mayv enable a kevless drive-away.

BRIEF DESCRIPTION OF THE DRAWINGS

[0010] FIG. 1 is an exemplary block topology of a vehicle
infotainment system implementing a user-interactive vehicle
information display system;

[0011] FIG. 2 is a flow-chart illustrating an example
method of a vehicle rental micro-business;

[0012] FIG. 3A is a flow-chart illustrating an example
method of a vehicle rental micro-business having vehicle
monitoring and control features;

[0013] FIG. 3B is a continuation of the flowchart of FIG.
3A illustrating an example method of a vehicle rental micro-
business having vehicle monitoring and control features at A;
[0014] FIG. 4 shows an illustrative example of a commu-
nication system through which a nomadic device can com-
municate with a vehicle according to one of the various
embodiments;

[0015] FIG. 5 illustrates a vehicle drive-away authorization
and monitoring process for a temporary user according to one
of the various embodiments;

[0016] FIG. 6 is a flow-chart illustrating an example
method of the authorization process between a vehicle owner
and temporary user;

[0017] FIGS. 7A & 7B show an illustrative example of
monitoring a vehicle rental micro-business;

[0018] FIG. 8 is a flow-chart illustrating an example
method of a vehicle owner interface with a vehicle rental
authorization system; and

[0019] FIG. 9 is a flow-chart illustrating an example
method of a temporary user interface with a vehicle rental
authorization system.
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DETAILED DESCRIPTION

[0020]  Detailed embodiments of the present invention are
disclosed herein: however, it is to be understood that the
disclosed embodiments are merely exemplary of the inven-
tion that may be embodied in various and alternative forms.
The figures are not necessarily to scale; some features may be
exaggerated or minimized to show details of particular com-
ponents. Therefore, specilic structural and functional details
disclosed herein are not to be interpreted as limiting, bui
merely as a representative basis for teaching one skilled in the
art to variously employ the present invention.

[0021]  FIG. 1 illustrates an example block topology for a
vehicle based computing system 1 (VCS) fora vehicle 31. An
example of such a vehicle-based computing system 1 is the
SYNC system manufactured by THE FORD MOTOR COM-
PANY. A vehicle enabled with a vehicle-based computing
system may contain a visual front end interface 4 located in
the vehicle. The user may also be able to interact with the
interface if 1t is provided, for example, with a touch sensitive
screen. In another illustrative embodiment, the interaction
occurs through, button presses, spoken dialog svstem with
automatic speech recognition and speech synthesis.

[0022] In the illustrative embodiment 1 shown in FIG. 1. a

processor 3 controls at least some portion of the operation of

the vehicle-based computing system. Provided within the
vehicle, the processor allows onboard processing of com-
mands and routines. Further, the processor is connected to
both non-persistent 5 and persistent storage 7. In this illusira-
tive embodiment, the non-persistent storage is random access
memory (RAM) and the persistent storage is a hard disk drive
(HDD) or flash memory.

[0023] The processor is also provided with a number of

different inputs allowing the user to interface with the pro-
cessor. In this illustrative embodiment, a microphone 29, an
auxiliary input 25 (for input 33), a USB input 23, a GPS input
24, wuchscreen visual display 4 and a BLUETOOTH input
15 are all provided. An input selector 51 is also provided. to
allow a user to swap between various inputs. Input to both the
microphone and the auxiliarv connector is converted from
analog to digital by a converter 27 before being passed to the
processor. Although not shown, numerous of the vehicle com-
ponents and auxiliary components in communication with the
VS may use a vehicle network (such as. but not limited to, a
CAN bus) to pass data to and from the VCS (or components
thereof).

[0024]  Outputs to the system can include, but are not lim-
ited 1o, a touchscreen visual display 4 and a speaker 13 or
stereo system outpul. The speaker is connected 1o anamplifier
11 and receives its signal from the processor 3 through a
digital-to-analog converter 9. Output can also be made 1o a
remote BLUETOOTH device such as PND 54 or a USB
device such as vehicle navigation device 60 along the bi-
directional data streams shown at 19 and 21 respectively.
[0025] In one illustrative embodiment, the system 1 uses
the BLUETOOTH transceiver 15 1o communicate 17 with a
user’s nomadic device 53 (e.g., cell phone, smart phone,
PDA, or any other device having wireless remote network
connectivity ). The nomadic device can then be used to com-
municate 39 with a network 61 outside the vehicle 31 through.
for example, communication 55 with a cellular tower 57. In
some embodiments, tower 57 may be a Wil access point.
[0026] Exemplary communication between the nomadic
device and the BLUETOOTH transceiver is represented by
signal 14.

[0027]  Pairing a nomadic device 53 and the BLUETOOTH
transceiver 15 can be instructed through a button 52 or similar
input. Accordingly, the CPU is instructed that the onboard
BLUETOOTH transceiver will be paired with a BLUE-
TOOTH transceiver in a nomadic device.

[0028] Data may be communicated between CPU 3 and
network 61 utilizing, for example, a data-plan, data over
voice, or DTMF tones associated with nomadic device 53.
Alternatively, it may be desirable to include an onboard
modem 63 having antenna 18 in order to communicate 16
data between CPU 3 and network 61 over the voice band. The
nomadic device 53 can then be used to communicate 59 with
a network 61 outside the vehicle 31 through, for example,
communication 55 with a cellular tower 57. In some embodi-
ments, the modem 63 may establish communication 20 with
the tower 57 for communicating with network 61. As a non-
limiting example, modem 63 may be a USB cellular modem
1Lon.

and communication 20 may be cellular communie:

[0029]  Inoneillustrative embodiment, the processor is pro-
vided with an operating system including an APl to commu-
nicate with modem application sofiware. The modem appli-
cation software may access an embedded module or firmware
on the BLUETOOTH transceiver to complete wireless com-
munication with a remote BLUETOOTH transceiver (such as
that found in a nomadic device). Bluetooth is a subset of the
IEEE 802 PAN (personal area network) protocols. IEEE 802
LAN (local area network) protocols include WiFi and have
considerable cross-functionality with TEEE 802 PAN. Both
are suitable for wireless communication within a vehicle.
Another communication means that can be used in this realm
is free-space optical communication (such as IrDA) and non-
standardized consumer IR protocols,

[0030] In another embodiment, nomadic device 53
includes a modem for voice band or broadband data commu-
nication. In the data-over-voice embodiment, a technique
known as frequency division multiplexing may be imple-
mented when the owner of the nomadic device can talk over
the device while data 1s being transferred. At other times,
when the owner is not using the device, the data transfer can
use the whole bandwidth (300 Hz to 3.4 kHz in one example).
While frequency division multiplexing may be common for
analog cellular communication between the vehicle and the
internet, and is still vsed. it has been largely replaced by
hybrids of Code Domain Multiple Access (CDMA), Time
Domain Multiple Access (TDMA), Space-Domain Multiple
Access (SDMA) for digital cellular communication. These
are all ITU IMT-2000 (3G) compliant standards and offer
data rates up to 2 mbs for stationary or walking users and 385
kbs for users in a moving vehicle. 3G standards are now being
replaced by IMT-Advanced (4G) which offers 100 mbs for
users in a vehicle and 1 gbs for stationary users. If the user has
a data-plan associated with the nomadic device. it is possible
that the data-plan allows for broad-band transmission and the
system could use a much wider bandwidth (speeding up data
transfer). In still another embodiment, nomadic device 53 is
replaced with a cellular communication device (not shown)
that is installed 1o vehicle 31. In vet another embodiment, the
NI 53 may be a wireless local area network (LAN) device
capable of communication over, for example (and without
limitation), an 802.11g network (i.e., WiFi) or a WiMax net-
work.

[0031] In one embodiment, incoming data can be passed
through the nomadic device via a data-over-voice or data-
plan. through the onboard BLUETOOTH transceiver and into
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the vehicle's internal processor 3. In the case of certain tem-
porary data, for example, the data can be stored on the HDID
or other storage media 7 until such time as the data is no
longer needed.

[0032]  Additional sources that may interface with the
vehicle include a personal navigation device 54, having, lor
example, a USHE connection 56 and/or an antenna 58, a
vehicle navigation device 60 having a USB 62 or other con-
nection, an onboard GPS device 24. or remole navigation
system {not shown) having connectivity o network 61. USH
15 one of a class of serial networking protocols. IEEE 1394
(FireWire™ (Apple). 1. LINK™ (Sony), and Lynx™ (Texas
Instrumenis)). E1IA (Electronics Indusiry Association) serial
protocols, IEEE 1284 (Centronies Port), S/PDIF (Sony/Phil-
ips Digital Interconnect Format) and USB-1F (USB Imple-
menters Forum) form the backbone of the device-device
serial standards. Most of the protocols can be implemented
for either electrical or optical communication.

[0033]  Further, the CPU could be in communication with a
variety of other auxiliary devices 65, These devices can be
connected through a wireless 67 or wired 69 connection.
Auxiliary device 65 may include, bt are not limited o, per-
sonal media players, wireless health devices, portable com-
puters, and the like.

[0034]  Also, or alternatively, the CPU could be connected
to a vehicle based wireless router 73, using for example a
WiFi (IEEE 803.11) 71 transceiver. This could allow the CPL
to connect o remote networks in range of the local router 73.
[0035]  Inaddition 1o having exemplary processes execuled
by @ vehicle computing system located in a vehicle, in certain
embodiments, the exemplary processes may be executed by a

COMPULING svstem in communication with a vehicle comput-
ing system. Such a system may inclode, but is not limited 1o,
a wireless deviee (e.g.. and without limitation, a cellular
lelephone) or a remote computing system (e.g., and withom
limitation, a server) connected through the wireless device.
Collectively. such systems may be referred (o as vehicle asso-
ciated computing systems (VACS). In certain embodiments
particular components of the VACS may perform particular
portions of a process depending on the particular implemen-

tation of the system. By way ol example and not limitation, il

a process has a step of sending or receiving information with
a paired wireless deviee, then it s likely that the wireless
device is not performing the process, since the wireless device

wistld not “send and recetve” information with itsel 1 One of

ordinary skill in the ant will understand when it is inappropri-
ate o apply a particular VACS 0 a given solution. T all
solutions, it is contemplated that at least the vehicle comput-
ing system (VOS) located within the vehicle itsellNis capable
of performing the exemplary processes,

[0036] In the illusteative embodinent as shown in FIG. 215
an overview of the several steps that may contribute to the
process of a vehicle rental micro-business integrated with a
VOS5, The process of a vehicle rental micro-business inte-
grated with a computing system may be applicd. but no
limited 1o, automobiles, boats, machinery, and equipmem
rentals. The vehicle rental micro-business 200 may include a
wehsile, smart phone application or other nomadic device
that an Owner and Temporary User may use 1o manage their
assets andior user profile. The following elements within a
vehicle rental micro-business 200 may include a process lor
collecting identification and payment from Temporary User
204, collecting remtal consent and agreement 206, distribut-
ing a virtual Key to the Temporary User and YOS 210, giving

the Owner a selection of vehicle parameters to monitor usage
of the vehicle including vehicle speed. load capacity, ete. . ..
222, control temporary user's usage 216, and other features
that may assist the Owner and Temporary User with the
virtual rental experience.

[0037] At step 202, the Ownerand Temporary User may set
up a user profile using a website or a nomadic device com-
municating with the site that 15 stored in a database, The
Crwner may set up a user profile by inputting information intoe
the website or nomadic device including, but not hmted 1o
the make, model and vear ol the vehicle available for rent. The
Temporary User may also fill out a user profile using the
website or pomadic device o include, but not linuated o,
photos of eredit cards, photo of forms of [1, facial recogni-
tion, voice print recognition, matrix barcode (ex, two-dimen-
sional eode), code word or phrase for speech recognition,
temporary niobile web login IDs and password, or other types
of unigue Temporary User identification to validate and pay
for the rental serviee at step 204,

[0038]  Ar step 206, the Owner may collect the monetary
compensation in exchange for the use of his vehicle. The
Owner and Temporary User may agree to terms and condi-
tions for the rental period using the website or nomadic
deviee, The Owner may create o standard rental agreement
form, or may develop a custom form based on the tvpe of use
the Temporary User is requesting 10 use the vehicle for. For
example. if the Temporary User wants to use the Owner's
vehicle 0 move furniture, the Owner can tailor the rental
agreement 10 include what can and cannot be transported. The
[emparary User and Crowner can sign the consent and agree-
ment using the website or the nomadic device at step 208,

[0039] At step 210, once the Temporary User selects the
vehicle, pavs the appropriate amount amnd signs o consen
agreement, than the system may generate a virtual key to
distribute to the Temporary User and VOS5, The virual key
may he sent 1o, but not limited to, the wehsite for the Tempao-
rary User (o view, sent through an email. or to the Temporary
User’s nomadic device at step 212, The virnal key may also
b sent o the vehicle conliguring the VOS 10 enable the
keyless drive system for the appropriate Temporary User
during a given rental period.

[0040] At step 214, the Owner may have access (o control
usage of the vehicle being rented by the Temporary User. The
Owner may sei user resirictions by use of the websiie or
nomadic device. The restrictions may be based on, bul not
limited to, the owner's selection of parmmeters inchsding, but
not limited to, speed. global position coordinates, or load
weight restrictions. At step 216, the control parameters use
restrictions may be monitered and 078 restriction exceeds a
limit the Temporary User and Owner may be notified. The
monitoring information may be sent 1o the Owner through the
wehsite, with an email notification, or on the Owner's
nomadic deviee ot step 220, Email notification, exl messages
or an in-vehicle display message may be sent to notify the
Temporary User il a restriction limit has been exceeded at
step 218,

[0041]  Avstep 222, control use may limit the Temporary
ser from exceeding the restrictions the Chwner has set by
several remedial actions that may reduce or stall vehicle per-
formance. The remedial actions may include, but not limited
to, reduce engine power, engine shut down, and immohiliza-
tion. The reduce engine power remedial action may reduce
engine power, limiting vehicle specd. An exemplary example
of control usage may be limiting the Temporary User from
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driving o restricted areas defined by the Owner based on the
rental terms and conditions. 11 the Temporary User enters a
restricted area, he may be notified by the system and the
vehicle may enter a remedial actions limiting vehicle speed.
[0042]  Another exemplary example of momtering vehicle
parameters may be the wse of the rental vehicle w haul cargo;
if the Temporary User exceeds the max cargo weight limita-
tion et as a numerical value by the Owner, the engine may
enter a remedial action preventing the Temporary User from
starting or stalling the vehicle, Additional vehicle variahles
being monitored by the Chwner may include, but not lmited
1o, vehicle diagnostics, in-vehicle cabin activity, and driver
performance, Vehicle disgnostics may inclede, but not lim-
ited to, tire pressure, fuel level, trailer towing, and additional
vehicle performance vanables monmored by the VOS5, In-
vehicle cabin sctivity variables may include, but not limited
o, unauthorized pet detection, a smoke detector, interior-
viewing video camera, authorzed driver verification, and
audio: control activity. Driver performance variables may
inghode, but not limit to, braking. steering, throttle and aceel-
erator pedal positions.

[0043] At siep 224, the svstem may notily the Temporary
Llser that the agreed upon rental period may expire soon, and
if the rental period has ended the svstem may prompt the
Temporary User with a message asking if’ he would like 1w
purchase additional rental time. The system may allow the
Temporary User 1o purchase additional remal time or decline
the offer with the use of the vehicle wuchsereen display ora
nomadic deviee at step 226. 11 the rental term has ended, and
no additional time is purchased, the svstem may begin the

vehicle rental exit progess within the VO3 at step 228. 11 the
rental peried is soll within the agreed upon rental penod, the
system may camy on W monitor the vehicle allowing the
Owner continued control of the vehicle with the use of vehicle

restriction lmits imbally set by the Owner at the begimming of

the rental term. At step 226, if the Temporary User decides
that he may meed o purchase additional rental time, the sys-
tem may update the new rental period end time restriction and
continue 10 moniter usage of the vehicle.

[044]  Another exemplary example of the vehicle rental
micro-business svstem may include other enhancements
ncluding, but not limited 1o, matnx barcode (ex. two-dimen-
sional code) used as the virlual key being recognized by the
YOS, The smart phone may be used © communicate the
matnx barcode mformation to the vehicle rental micr-busi-
ness system directlv. The system may be able o communicate
information from the smart phone to the vehicle notifving the
VS ofavirtual key. Once the Temporary User has the matrix
barcode scanned by the vehicle, the smant phone may be able
10 connect with the YOS and be vsed 1o enter and enable the
vehicle drive away event.

[0045]  While the vidual key disclosed herein mav be
implemented in the manner as set forth above, it is recognized
that the virtual kKey feature may be implemented as a key
ignition device as set Torth i US. Publication Mo, 2009/
0198445 (the "445 publication) to Miller et al. which is
hereby incorporated by reference in its entirety. For example,
ihe key ignition device generally provides a dnver siatus
signal indicative of whether the driver is a primary driver (e.g.
owner, parent, emplover, etc,) or a secondary driver (e.g.
lemporary user, teenager. emplovee, eie.). A controller as
disclosed in the "445 publication receives the driver status
signal and comroels varions vehicle features andior funetion-
ality based on the identity of the driver as provided on the

driver status signal. In this case, multiple ignition key devices
may be provided. For example, a first igmtion key device may
be provided to transmit # first driver status signal indicating
than the driver is the Owner of the vehicle, In sddition, o
second igmition key device may be provided 1o transmit a
socond driver status signal indicating that the driver 15 the
Temporary User. In the evemt the vehicle detects that the
driver is the Owiner ol the vehicle baged on the lirst daver
status signal, the vehicle may grant vehicle functionality o
the Owner. Inthe event the vehicle detects that the driver is the
Temporary User based on the second driver status signal,

vehicle functionality may be restricted or limited in view of

the teachings as set forth herein.

[o0d46] FIG. 3 s a flow-chart illusteating an example
method of a vehicle rental miero-business having vehicle
moenitoring and control features. For example, and without
limitation, the vehicle rental micro-business method may be
vsed to include other services including, bui not limiied to
laving Temporary User’s offer trades, offset swaps, and one
sided rentals. Al step 302, o vehicle Owner and Temporary
[fser creates a user profile submatted through a website, The
viehicle owner joins the website and may submit vehicle infor-
mation including, but not limited to, vehicle description,
specifications. and pictures al step 302, The website may be
able wo pull in addition vehicle specification and information
from other sources. The velucle Owner may include addi-
tional mformation, mcluding but not limited 1o, seiting up a
deposit account, for example a paypal account. The vehicle
Owner may then update and venty their mlomation and
wentification within the wehsite ot step 304,

[0047)  Adier a Temporary User setups their user identity
within the wehsite, the Temporary User may hegin to use the
vehicle rental services, The Temporary User may establish a
conmunmty rting 306 bazed on past expenences and services
with other vehicle owners that use the site, The Temporary
Llser can log-in 1o the website to begin browsing the database
ol avmlable vehicles w rent at step 308, Once the Temporary
[ser is logged-in they may browse existing rental oflers
available, which may include, but not limited 10, one sided
rentals, swaps, offset swaps., trades, and custom swaps at step
310 A step 312, the Temporary User may also post olTers of
offzet swaps, one sided rentals, and trades, The Temporary
User may also browse oiher wsers and proposes an offer
directly at step 314, When the Temporary User and vehicle
Crwner agree 1o terms 316 the website may generate the
exchange or propose a rental agreement 318, The agreement
hetween the Onwner and Temporary User can be signed and
pavment made through the website at step 3200 The agnee-
ment to rental terms and conditions between the parties may
be done with the website using smar phones ora smart phone
application, or any other tvpe of nomadic device. Rental
conditions may also be displayed on the vehicle’s touch-
screen visual display and accepted or rejected through the
teuchsereen visual display, Acceplance may be sent back 1w
the Orwner over the wireless network, A Temporary User may
also access the Owner’s web page to view and accept rental
terms and conditions online at step 3200

[048]  Ar step 322, afier identification of the Temporary
User with an accepted agreement and payments made, the
vehicle rental micro-business system may generate and
deliver virtual keys to the Temporary User. The virual key
may allow a Temporary User temporary granted access to the
Crwner's vehicle, The granted access allowed by the virual
key may permit eniry of the vehicle: grant a Kevless drive-
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away of a vehicle, and/or both. The Temporary User may
enter a virual key outside or inside the vehicle, while creden-
tial mthorization may be processed by the VOS, a server
and/or by the vehicle Owner.

[0049]  The system may be Turther extended 1o Geilitate the
virtual key with additional security by requiring remote cres
dential verification at the vehicle. The remote credential veri-
fication at the vehicle may be done with additonal hardware
assembled on the exterior of the vehicle or in the vehicle
cabin. The remote credential verification may be done by the
VOB, using a server, or allowing the Owier o venly the
Temporary User’s request. For example, but not limited 1o,
the Temporary User entering a credential verilication pass-
word at the vehicle™s touchscreen visnal display while having
the VOS5, server, or owner compare and verify authorization,
Once the Temporary User has completed the rental period and
returned the vehicle to the appropriate drop ol the virual key
may terminate allowing the sysiem to reset any private infor-
mation stored on the vehicle-based computing system,
[0050] A 324 the Temporary User may have vehicle preset
seftings applicd when renting & vehicle, These enhancements
may include, but not limited to providing the Temporary User
with stored frequent destinations sent 1o the VO3, radio pre-
sefs, seal and miror position, and ambient lighting prefer-
ences. The personalization of returning user’s may also
include a “hread crumb™ feature allowing vsers o mark their
usage o leave foture users recommendations including which
restaurant 10 eal al, or which routes 1o avoid.

[0051] A 326, the VOS may implement assigned vehicle
control limitations during the use of the rental term by miti-
gating vehicle performance while preventing the Temporary
Llser o execed a limitation set by the Owner. The Owner may
have the options 10 ¢ rental restrictions based on, but not
limited to, speed. destination location, or load weight limita-
tions. Controlling usage wenforee complianee with the rental
agreement terms may be of more importance o a vehicle
rental micro-business owner as this may be the only vehicle
(he Crwier possesses. These restrictions can be input using the
vehicle rental website, a smart phone application or the Cwn-
er's nomadic device interacting with the VTS,

[0052] AL 328, ithe conirol usage of ihe vehicle by the Tem-
porary Lser may be monitored by the vehicle owner. The
vehicle may be able 1o monitor and record s location, spead,
and driving behavior while transmitting this mformation to
the vehicle owner. Another exemplary example of the moni-
toring feature may be the nse of RFID tags or CAN network
monitoring of particular components of the vehicle that may
be tampered with or removed. The use of REFID ags and/or
the CAM network may allow the user wo get additnonal vehicle
information during the vehicle rental period or at the end of
the rental period.

[0053]  Av 330, the VOS5 may monitor that a restriction
threshold has been violated indicating that the Temporary
LIser may be abusing the velicle. At step 332, the Temporary
Llser operating the vehicle mnder excessive conditions may
cause the system 10 send an issue wamning to the vehicle
display information center. At step 334, the system may send
a message 1o issue a warning to the Temporary User notifying
of unauthorixed vsage of the vehicle at the display informa-
tion center, instrument cluster, andor other driver display
device. I the svstem detects that the usage of the vehicle is
extreme by exceeding a predetermined threshold, the VCS
may command controlling actions 10 put the vehicle i a
remedial action at step 336, The remedial actions may

include, but not limited (o, reduce engine power. engine shut
down, and immobilization. The ViICS may monitor and detect
the Temporary User exceeding a restriction [imit and may
nodify the Owner while implementing remedial actions that
may nclude preventing the velucle from being started. The
display message 0 alert the Temporary User of a restriction
violation may be sent to the vehicle display information con-
sole and/or 1w the lemporary vser’s nomadic device.

[0054]  Ar 330, the VOS5 may continse to monitor the
vethicle for the entire rental period. [T he rental period is soon
o expire the system may notfy Temporary Liser at step 338,
If the Temporary User has not returned the velicle at the time
the rental pericd has expired, the svstem may notify the user
il a remtal term extension is desired at step 342, IF the exten-
sion1 term 15 desired. the Temporary User may be prompied 1o
accept additional rental changes at step 344, The Temporary
LIser may be charged for the additional rental time at step 346.
I the extension of time 15 nol desired, and/or not allowed by
the Crwner, the svstem may transmit controlling action 1o
warn and induce remedial actions at step 350, IMthe extension
of time is noi desired. and the Temporary User is within the
allocated time and distance 1w retum the vehicle w the
required parking location a step 348, 11 the Temporary User
has returned to the required parking spot. the system may
begin to prepare for return (o the vehicle Owner. During the
preparation to retum vehicle to Owner and end the rental
period. the system may save any enhancements information
based on the Temporary User’s settings at step 332,

[0055]  Ar step 354, once the Temporary User has com-
pleted the rental period and returned the vehicle o the appro-
priate drop ofl, the viriual key may terminate. Once the viriual
key has terminated, the system may reset any private infor-
mation stored on the vehicle-based computing system by the
Temporary User at step 356, The Temporary User may collect
pictures 1o report status of the vehicle 1o the Owner alter the
rental period has ended ot step 358, The system may include
a standardized repori form that requires certain information
the Temporary User must fill out when retuming the vehicle,
including pictures, Aler the rental experience, the Chwner and
Temporary User may rate their experience on the website to
notify others of their satisfaction each person had during the
transaction al step 3640,

[0056]  FIG, 4 shows an illustrative example of o commu-
iication system through which a wireless commuinication
device can communicate with a velucle 421 w enable a
vehicle rental micro-business. In this illustrative embaodi-
ment, a nomadic device {e.g.. without limitation, a cellular
phone, a personal cellular telephone) 403 15 used o send a
communication through a cellular network 407, This commu-
nication is relaved through a network 411 {e.g., withowt limi-
tation, the cellular network., the intemet, etc. ) to a centralized
system 401, In another embodiment, the nomadic deviee 403
may send a communication through network 412 which may
include, but 15 not lmited o, Wil or Wibdax, This commu-
nication is relayved through a network 406 (e.g., withowt limi-
tation, cloud computing. the intermet, ) to a centralized system
401,

[0057]  Inthis illustrative embodiment, the centralized sys-
tem 15 @ server system that includes processing capability for
incoming nomadic device signals designated to interact with
a remoete vehicle 421, For example. the server(s) 401 may
inglude an autemated call server andior web host, Further, the
server(s) 401 mav route an incoming signal from a nomadic
device (N1IY) 403 1o the appropriate remode vehicle o enable
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a Temporary User keyless access and drive away capabilities
of the Owner’s vehicle. Data sent in this fashion may be semt
vsing data-over-voice, a data-plan, or in any other suitable
format.

[0058]  Data can also be sent 1o the vehicle 421 through the
server(s) 401 using a personal computer 405, In this case, the
data is likely, although not necessarily, sent over the internet
409. Once the serven(s) 400 receive the incoming data request
from the remole source 403, 405, the message is processed
and/or relayved to a vehicle 421 and the Temporary Users
nomandic device 402, The vehicle may be identified by a
header asseciated with one or mere inceming data packets, or
may be identifiable based on a database lookup, for example.
[0059]  In one embodiment, o message s relaved w the
remote source 403, 405 as well, For example, as will be
described in further detail below, when an authonzed tempao-
rary user remotely transmits a request from a Temporary
User's nomadic device 402 (2.z.. via a button or key press) o
recerve autherzation o operate and dove away the velicle
421, the servers) 400 may respond by tinsmitting an autho-
rization code to both the Temporary User’s nomadic device
402 and 1o the vehicle control system for input by the autho-
rized Temporary User at the vehicle 421, An suthonzed tem-
porary vser may be any individual recognized by the vehicle
421 as an aumbhorized vser based on a matrix barcode, a fin-
gerprint scan, an atthonzed code tvped in a woichsereen.
voice recognition, and the like. It should be understood that
these examples are non-limiting and other means of author-
#ation for the velucle rental macro-business may be used.

[060]  The relay 1o the vehicle 421 is sent out from the
serven(s) 401 through a network (ez.. withowt hmitation, a
cellular network 113, the nternet, ete.) and passed through a
cellular network 415 1o the vehicle 421, In another cmbodi-
ment. the relay may be passed through network 414 (eg.
Wil 1 or Wibax) and o the vehicle 421, A remote communi-
cation module in the vehicle 421 receives the signal sent from
the server(s) 401 and processes itor relayvs 10 lo an appropriate
processing system within the vehicle 421.

[0&1]  Tnoat least one illustrative embodiment, the velncle
421 is also outfitted with a communieation ransceiver. such
as. but not limited to, a BLUETOOTH transceiver. This trans-
cetver may allow communication with the nomadic device
403 using a direct signal 419, This transceiver may also allow
communication with the Temporary User’s nomadic device
402 1o the vehicle 421 using awireless connection 420 includ-
ing, but pot limited 1o, a smart phone that may connect to the
vehicle throngh SYNC or other Bluetooth pairing device. In
should be understood that the commumication beiween
nomadic device 403, emporary user nomadic deviee 402,
server 401, and vehicle 421 may be performed in a number of
warys and FICG 4 15 presented for illustrative purposes. FIG. 4
illustrates various alternatives for communicating data. For
example, and without limitation, data communication may he
partially or entirely cellular or Wili, or a combination of
cellular and Wik

[0062]  FlG. 5 showsan illustrative example of an overview
of how the vehicle remtal micro-business may be structured
with a keyless transaction between the Owner of the vehicle
and the Temporary User, This example illustrates the process
after the vehicle Crwner and Temporary User have already
setup a user profile within the dotabase and have both agreed
1o the rental agreement. At step 502, the vehicle Owner may
enter in vehicle authorization eredentials based on informa-
tion received by the Temporary User 1o sef up a virtual key.

The virtual key may be sent (o the vehicle allowing Tempo-
rary Ulser access to the Chvner’s vehicle,

[on63]  Additional Temporary User identification S04 may
be sent to the vehicle Crwner allowing for this information to
be entered mo the server and used a5 a virtual key, or in
addition 1o the virual key, allowing the Temporary User
access o the Ovwner’s vehicle while enabling a keyless drive-
wway, The Temporary User identification and virtual key may
be sent in an encrvpled message 1o the VOS, Temporary
User's pmomadic device. and/or vehicle Owners nomadic
device. The Temporary User’s information for vehicle autho-
rization credential verification 516 may include, but not lim-
ited 1o fingerprint recognition of user, photos of credit cards,
photo of forms of 1, facial recognition, volce print recogni-
tion, matrix barcode (ex. two-dimensional code), code word
or code phrase for speech recognition, temporary mobile web
login 113 and password, or other tvpes of unigue Temporary
Lizer identification.

[0064] The Temporary User™s information for credential
verification 16 may be collected and exchanged using sev-
eral metheds mncleding, but not limited to, a websile, at a
vehicle, or through a nomadic device. A website may be
developed 10 have the Temporary User submit information
ineluding, but not limited to, fonms of 10, drver lheense, feial
pictures, fingerprints. code phase and/or credit card informa-
tion. A vehicle may also be equipped to collect and exchange

the Temporary User credential verification with the use of

additional hardware mounted on the outside or inside of the
velucle, The Temporary User may also use thewr nomadic
device to exchange or collect information for the enablement
of a kevless drive-away system.

[0065]  An example for applving Temporary User creden-
tial verification at a vehicle may include, but not limited o,
the use of additional hardware imtegrated with the VCS 10
allow collection and exchange of mformation W0 enable a
kevless drive-away rental event. For example, the Temporary
User may use their credit card at a vehicle with the wse of
hardware imtegrated with the VCS to collect pavinent creden-
tinls, identify the user, andor agree w0 rental lerms. Another
exemplary embediment of applving Temporary User creden-
tials at a vehicle may be with the use of facial recogmition
done by having a camera integrated with the VO3,

[0066] The Temporary User's information for credential
verification may be sent to both the velucle computer system
anl the Temporary User's nomadie device 518 mcluding, but
net limited to, @ smart phone, When the scheduled rental
period of tme begins the vehicle Owner may send the cre-
dentials to the velnele with the use of a server 506 and the
vehicle may be able o receive the infonmation using a wine-
less device 514, The wireless device 514 may include, but not
limited 1o, an embedded cellular modem, embedded Wil
device, Mear Field Communication connected phone,
brought-in cellular device like a USB modem, MiFi, smart
phone that may be connect 1o the vehicle through SYMNC or
other Bluetooth pairing device, or a PC (ex. TPATY) that may
be connected to the vehicle through SYNC orother Bluetooth
pairing device, Additional hardware input deviee 520 for
credential verfication may include but not limited w© a cam-
era, microphone, matrix barcode scanner, fingerpring reader.
or relina scanner integrated with the vehicle control system.
[006T] Al step S08, the Temporary User may wse their vir-
tual kev credential 1o access the vehicle, The virtual key
eredential can be collected via email, phone message orother
established method or in a novel way presented here: or this
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can be collected by the velucle itsell through various mpu
devices wihich may be conmected o the VS using a canera,
matrix harcode scanner, optical scanner, fingerprint scanner
or microphone, Onge the Temporary User enters the vehicle
and captures the credentials with one of the methods men-
tioned above, the vehicle may verily that the Temporary User
as approval to use the vehicle,

[068] At siep 510, the vehicle may venfy the Temporary
Llser’s virtual key by communicating with the server 1o com-
pare the credential and venfy Temporary User’s aceess, The
vehicle using the wireless device to transmit confirmation
back to the vehicle Owner 512 through a telecommunications
network notifving that the Temporary User entered the
vehicle and has commenced the vehicle remtal agreement.
Oieee the rental period has expived the virtual key may be reset
and cleared from the VOS5,

[0069]  FIG, 6 is an exemplary embodiment of the vehicle
rental micro-business distributing and controlling virtual
keyvs using a nomadic device with avehicle. The velucle rental
micro-husiness administrative svstem may consist of a com-
puter system configured 1o host one or more websites for
interaction with a vehicle Owner and Temporary User. In the
il lustration 600, a server 634 is used o communicate between
a vehicle Owner nomadic device 6001, a Temporary User
nomadic deviee 611, and a vehicle computing system 621,
Using a nomadic deviee, for example a smant phone, a Tem-
porary User and vehicle Owner may set up user profiles, enter
into an agreement and make a pavment to anitiate the vehicle
rental process between the two parties at step 602 and 612. A1

step 604, the vehicle Owner may then generate a virtwal kev
based on a password generated by the vehicle Owner that may
inelude o matrix barcode or a code word that the Temporary
User may entensend to the vehiele when ready 1 begin the
rental term. Another exemplary embodiment of generating a
virtwal key may be done by using Temporary User's ereden-
tials including fingerprint recognition, photos of credit cards,
photo of forms of 11, facial recognition, voice print recogni-
tion, phrase for speech recogmition, temporary mobile web
login 1D and password, or other type ol umigue Temporary
Llser identification at step 614, At step 616, the virual kev is
generated and sent o the Temporary User. The Ovwner may
deliver a virtual key to the vehicle for recognizing the Tem-
porary User having authoriztion o enable a kevless drive-
away at step G,

[0070]  Avstep 622, when the Temporary User amives at the
vehicle within the scheduled rental time, he or she mayv enter
the virtwal key using several methods. One method may
include having the Temporary User scan their finger with the
use of @ lingerprnt scanner integrated with the VOCS 1w vali-
date authorization to access the wvehicle. The Temporary
User's virual key may be authorized several ways including,
but not limited to, ot the vehicle, communicated back 1o the
vehicle rental authorization server using a telecommunica-
tions network, or by having the vehicle Chwner verify access
using their nomadic device.

[0071] At step 618, the Temporary User may send the vir-
tual key to the server requesting access o the vehicle, or use
a vehicle input device, like camera, microphone, fingerprim
scanner or retinal scanner integrated with the VOS 1o capture
his identity and/or pavment credentials to enable a keyless
drive-away. I it is the scheduled tme for the rental, the
vehicle may compare the identity credentials just inputted at
the vehicle and the one previously sent virtual key o the
vehicle from the vehicle Owner to determine authorization. 11

the comparison is successful, the vehicle may enable drive-
away access o that Temporary User for the scheduled time
period of the rental agreement, For the duration of the rental
term, the Temporary User may again input the same identi-
fying credentials to unlock and drive.

[0072] At step 624, the Temporary User’s nomadic device
may be paired with the VS and may send personal settings o
the vehicle including, but not limited to, radio station presets,
navigation routes, andfor preferred climate control settings.,
Another exemplary example of seting personal preferences
may include, but not himited to, facial recogmition 1o recog-
nire the driver using a camera mounted in the vehicle cabin on
the dash. Once the camera recognizes the Temporary User,
the VOS may request additional user settings and preferences
including seat adjustment, and climate control wemperatures,
[00T3]  Ar step 626, during the rental term the VS may
moenitor the Temporary User®s utilization of the vehicle
including, but not limited 1o, renter verification. driving
behavior, vehicle location, speed. fuel level, and other vehicle
information requested by the vehicle owner, Forexample, the
system may monitor that the actual suthorized renter is the
one driving the vehicle with the use of an interior viewing
camera embedded with facial recognition sofiware. The
manitoring information is sent 1o the vehiele owner, and may
hawve other additional parameters that may only be sent 1o the
owner il they exceed or violate a resiriction limit. These
additional pammeters may include, but not limited to speed
limits, weight limits, or “Mo-CGo Zenes” which are prohibited
areas where the owner does not want their vehicle 1o be used.

[074] At the end of the rental term., the vehicle may wam
the customer of the time expired either on the vehicle wuch-
sereen visual display or over a remote device while preparing
1o ke @ predetermined action—probably o serics of increas-
ing actions from warning and tracking to slowdown or slun-
down of the vehicle, Ar step 628, once the schedule rental 15
complete the virtual key may be terminated. allowing the
vichicle to be secured for either the Owners entry or the next
temporary wser scheduled to vse the vehicle. Any personal
setlings or private information entered onto or within the VOS
b the Temporary User mav be reset after the schedule rental
period has been complete at step 630,

[0075]  In the illustrative embodiment as shownn FIG. 7 1=
am overview of a vehicle rental micro-business monitoring
process integrated with a VOS5, A step 702, the VUS may
begin momtonng and repont uwsage of the velicle to the owner.
The system may wait for the rental period to stan at step T4,
Once the Temporary User initiates the rental event, the system
detects a rental ime start at step 706, The svsiem may begin
o download  performance  limitations  and  restrictions
assigned by the vehicle owner at the start of the rental peried
at step TOR. The performance himitations and restrictions
downloaded to the VOS5 may include, but not limited 1w
setting a top vehicle speed, limiting the cango load, and alert-
ing the vehicle owner if the driver enters an area deemed o be
prohibited by the owner.

[0076] At step 710, the monitoring of the vehicle's location
may be done to reassure the vehicle owner that their asset 15
being daven m an approved manner and area. The GPS data
may be transmitted (o the server and monitored using the
veehicle owner's nomadic device. The continuous monitoring
ol the Temporary User’s behavior during the remtal period
may he transmitted to the server, sent 10 a nomadic device, or
stored for a later download at step 712, The monitoring done
by the vehicle rental micro-business may inclide, but not
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limited to, unauthoerized objects or cargo, unauthorized driv-
ing behavior, unouthorized driver, andior an unauthorized
trailer tow, The methods o accomplish the monitoring of the
mentioned examples above may include, bt not limited 1o,
using a camera svstem, blometnc recognition, and the YOS
monitoring sensors and subsystems throughout the vehicle.
[0077]  Atstep T14, monitoring may start and end when the
ignition key 15 turned on and ofl. In an exemplary example
when the vehicle ignition is of T, the monitoring may allow the
YOS 10 wake up periodically to check cenain performance
limits and components identified vsing BFIDs. The compo-
nents using an RFID may be parts that could be high lef
items, or easily removed from the vehicle including, but not
limited 1o, radios, navigation systems, catalvtic converiers,
and wheels, When the vehicle ignition is on, the monitoring is
continuons using RFIDs placed on certain vehicle compa-
nents while transmitting data 1o the vehicle owner. The
vehicle owner may have a further sense of scourity Knowing
Inigh theft tems are mtact with intermittent and continuwous
monitoring features no matter i the ignition is on or off,
[00F8] At step 716, once the vehicle igmition 15 on. the
monitoring of drver behavior is done by the VOS. This infor-
mation is transmitted to either the server, directly 1o the
vehicle owner™s nomadic device, or saved on a storage device
for later download. The vehicle owner may review the moni-
tored data st a given time throughout the rental period. The
monitoring of driver behavior events includes, but not limited
1o, vehicle specd, acceleration force, wheel speed, breaking,
steering, vehicle weight, throttle and pedal position. The
viehicle owner may understand based on the data if the Tem-
porary User is using the vehicle under extreme circumstances
or if they are driving responsibly. An example of using the
vihicle under an extreme circumstance may include drving
the vehicle at excessive vehicle speeds.

[00T9] At step T8, the vehicle owner may also be notified
il the svstem has adetected driver behavior event, The velnele
owner mav be sent information that the Temporary User has
been inan accident ar near miss based on airbag deploymaent.
accelerometer data, and'or anti-lock brake miormation. 11 the
Temporary User is invalved in an accident, the system may
store and save previous recorded data leading up to the acci-
dent st step T20. For example, 11 the airbag 15 deploved the
VS may save three minutes of all monitored data leading up
i the airbag deployment including. but not lmited to, a
dashboard camera, accelerstor pedal position, speed. and
brake pedal position at step 722, The monitoring system may
continue to check 1o see il continued usage of the vehicle is
acceplable based on the accident data/near miss data to deter-
mine il the viehicle is safe for continued operation ol step 724,
At 726, if the vehicle is in an acceptable condition for con-
tinued usage and rental time has not expired. the system may
continue o monitor the vehicle rental usage. If the vehicle
cannot be used, the VOS5 may begin the vehicle rental exin
mode process at step 728,

[00E0] At step TIE, i the VOS monitoring detects no acei-
dent, and the rental period has not expired, the svstem may
continue o monitor the veluele rental usage. I the rental
period has ended. the monitonng and control system of the
vichicle rental micro-business may begin to star s Tempo-
rarv User vehicle rental exit mode process at step 728, The
exit mode process may inclisde the moniioring system (o store
additional variables and data to report 1o the vehicle Craner
ineluding, but not limited to, vehicle location, fuel level, and
additional velncle diagnostic information. The exit mode pro-

cess may also include, but not limited w, erminating the
virtual key while allowing the system o reset any privale
informaion stored on the vehicle-based computing system.
The system may include a standardized report form that
requires certain information the Temporary User must fill out
when returming the vehicle.

[O0E1] o the illusteative embodiment shown in FIG. 8 is a
Mow-chart illustrating an example method ofa vehicle owner
interface with o vehicle rental suthorization system. The
owiter may begin by setting up a user profile within the
vehicle rental amhorization system at step 802, The owner
may interact with the vehicle rental authorization system
through a website. The website may be formatted o allow the
owner o input profile information using a personal computer.
smart phone or other nomadic device, The vser profile may
in¢lude owner’s personal information ingluding details about
the vehicle e intends w list as a rental within the vehicle
rental authorization svstem. Information may include, but not
limited 10, owners name. home address, email address, amd
viehicle specifications including pictures. The vehicle rental
authorization system may have one or more databases with a
list of vehicle owners and rental vehicles available.

[082] At step 804, the vehicle rental suthorization system
stores the owner's data, The data may be organized by the
viehicle rental awthorization system to allow potential Tem-
porary Users to view vehicle information. Cnee a Temporary
Lser has selected the owner's vehicle 1o rent, the vehicle
rental authorzation system may notify the owner of a rental
requaest at step B06.

[M0B3] At step BOS, the vehicle owner may be able to review
the temporary user's vehicle rental request. The owner may
review the requested nental based on what the Temporary
Lseris looking w wse the vehicle for (e.g. without limitation,
for towing, hauling, or errands). when the requested use will
be takimg place, and where. The owner may also review the
Temporary Users profile and rental history, to see how they
have ranked wath past experiences using the vehicle rental
atithorization system at step 810

[00s4] At step 812, if the owner decides he has no interest
in accepting the Temporary User’s offer, he may decline and
wait for the vehicle rental authorization svstem to notify of
any other offers. If the owner has decided 1o accept the offer
he may begin the process of developing terms and conditions
of the rental penod. At step 814, the owner may negolale
additional terms and conditions based on the specific vse and
needs the Temporary User may use the vehicle for. These
addditional terms and conditions may include, but not lmied
1o, cargo load weight restrictions, ww load restrictions, or the
amount of miles that can be driven during the rental period.
The negotiation of the terms and conditions may be done
using the vehicle authorizstion rental system.

[DOBS] A step 818, once the contract is formed, the Owner
amd Temporary User may use the velicle authorization rental
system (o accept the terms and conditions. The vehicle autho-
rization rental svstem may begin the kevless vehicle rental
authorization process at step 820. The owner may complete
the eniire vehicle rental process vsing the vehicle rental
authorization system without meeting the Temporary User.
[0s6]  Inthe ilustrative embodiment shown in FIG, 915 a
flow-chart illustrating an example method of a Temporary
User’s interface with a vehicle rental authorization system.
The Temporary User mav begin by setting up a user profile
that is saved in a database within the vehicle rental authori-
2ation system at step 902, The Temporary User may interact
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with the vehicle rental anthorization svstem through a web-
sile. The websie may be formatied to allow the Temporary
User to input profile information vsing 8 personal companer,
smart phone or sther nomadie device, The wser profile may
include Temporary User’s personal information including
detals about the vehicle he imends o rent within the vehicle
rental authorization svstem. Information may include, but not
limited o, Temporary Tser’s name, home address, email
address, daving record. and a driver’s licenses.

[D08T] At step 904, ihe vehicle rental authonzation system
stores the Temporary User’s data in a database. The data may
be organized by the vehicle remtal avthorization syvstem 1o
allow vehicle owner’s to review this information before rent-
ing their valuahle asset o the Temporary User. The vehicle
rental authorization svstem may allow the Temporary User e
be matched with a vehicle based on location, trip tvpe. date.
vehiele tvpe requested. scheduled number of hours needed. a
certain day of the week. and vehicle condition at step 906. For
example, the Temporary User may have a pickup truck
request for this weekend because they need 1o move furniture,
Based on the selection offered by the vehicle rental authori-
wation system, the Temporary User may review the generated
outpant list of vehicles and select the vehicle to rent at step 908,
The Temporary User may decide which vehicle to rent not
only on vehicle needs and performance, but also looking
what the vehicle owner’s community rating is based on pasi
rental experiences al step 210

[088] At step 912, the vehicle rental suthonzstion system
may accept the Temporary User’s selection of which vehicle
he would like to rent, The svstem may output a notification 1o
the owner of the requested vehiele rental by a Temporary
Llser. The owner may review the Temporary User’s requesi
based on severl [actors including, but not limited to, the use,
irip type, and date the Temporary User is requesting 1o rent the
vehicle at step 914, The owner may also review the Tempo-
rary User community ranking todetermine ifhe should rent e
the interested Temporary User,

[0OFD] At step 916, i the owner decides he has no interest
m aceepting the Temporary User’s ofler, therelore declimng,
the Temporary User may 2o hack and select another potential
vehiele to rent. 11 the owner has decided to accept the offer, he

may begin the process of developing terms and conditions of

the rental period. The owner may input additional terms and
conditions based on the specific use and needs the Temporary
User may have lor renting the vehicle at step 918, These
additional terms and conditions may include, but not limited
1o, cargo load weight restrictions, wow load restrictions, or the
amount of miles that can be driven during the rental period.
The negotistion of the terms and conditions may he done
uzing the vehicle authorization rental system. After negotia-
tion of terms and conditions, the anthorization rental system
may output rental terms for the partics 0 eview.,

[0080] At step 920, once the contract {e.g. withowt limita-
tion, 2 rental contract) is formaed, the owner and Temporary
User may wse the vehicle authorization rental system 1o
accept the terms and conditions. The Temporary User may
review the contract and asccept the term using the vehicle
authoriztion rental svstem at step 922, Onee the contract is
accepled, the vehicle authorization rental svstem may begin
the keyless vehicle rental suthonzation process at step 924,
The Temporary User may complete the entire vehicle rental
process using the vehicle rental authorization system withou
physically meeting the owner.

[091]  While exemplary embodiments  are  described
above, it 15 not intended that these embodiments describe all
possible forms of the invention. Rather, the words used in the
specification are words of description rather than limitation,
ardl it 15 understood that varous changes may be made with-
out departing from the spirt and scope of the invention.
Additionally, the features of varions implementing embaodi-
ments may be combined o form further embodiments of the
IvVEention.
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WIRELESS DEVICE AS PROGRAMMABLE
VEHICLE KEY

BACKGROUNDY

[0001]  Auwtomobiles and other vehicles are ofien secured
from unauthorized access and operation via lock and key.
Once locked. the vehicle’s doors and ignition system remain
inoperable until the proper key is used. Keys traditionally
have been made of metal blanks with grooves and teeth
shaped to engage the lock. Electronic keys may provide simi-
lar functionality as their metal key counterparts. In addition,
an electronic key may not require the operator of the vehicle
to physically place the key within the lock. For example, the
electronic key may operate via a proximity sensor within the
car. When the electronic key is within range of the proximity
sensor, the vehicle may shill from an inoperable, “locked™
mode 1o an operable mode.

[0002] In addition to metal and electronic keys that grant
full aceess 1o open and operate a vehicle, some vehicle manu-
factures provide a “valet key™ that grants limited access to the
vehicle. The valet key is typically a metal key that allows the
holder to unlock the driver's side door and operate the ignition
lock. The valet key typically does not provide access to the
vehicle's trunk, glove box, or other secure areas of the
vehicle, With respect to the operation of the vehicle, however,
the valet key does not limit the range or manner in which the
holder operates the vehicle, The holder of a valet key may
operate the vehicle at any speed or over any distance, which
mav not be accentable for the vehicle's owner.

[0003]  Thus, when a vehicle owner wishes to allow another
person (e.g.. child, valet, friend, etc.) 1o operate the owner's
vehicle, conventional metal and electronic keys typically pro-
vide the owner with only two options. The first option 1s to
provide the person with a “regular™ key that provides the
person with full access to all of the vehicle’s features. The
second option 1s 1o provide the person with a valet key that
restricts the person’s access to certain vehicle compartments.
In either case, the owner has no way to restrict the person’s
ability to operate the vehicle.

[0004]  Wireless devices, such as cellular telephones, are
increasingly ubiquitous. They are increasingly able to process
applications and perform digital functions beyond placing
and receiving telephone calls. Their network connectivity
gives them functionality typically not found in other handheld
devices.

SUMMARY

[0005] In view of the foregoing drawbacks and shoricom-
ings. a method and deviee for providing secure operation of a
vehicle is presented. The method includes detecting a key for
accessing a vehicle, retrieving a vehicle operation policy
associated with the key., and permitting operation of the
vehicle consistent with the vehicle operation policy. The key
may be embedded within a wireless device such as a cellular
telephone, The vehicle operation policy may include an
aceess control rule that may indicate to enable, partially
enable, or disable a vehicle operation feature. Where the
intended operation of the vehicle is not consistent with the
access control rule, the operation may not be permitted and an
enforcement action may be taken, such as disabling a feature
of the vehicle for example.

ésidu in a vehicle and the first database may communicate
with the second database via a wireless network, The records
may nclude an access control rule.

[0007] A wireless device for providing secure operation of
avehicle is also presented. The wireless device may include a
user interface module, a wireless communications module, a
memory, a processor, and a vehicle access module. The wire-
less communications module may communicate an request to
update an access control rule via the wireless network. The
vehicle access module may communicate a secure identifier
{0 access the vehicle,

BRIEF DESCRIPTION OF THE DEAWINGS

[0008] FIG. 1A depicts an overview of a network environ-
ment n which aspects of an embodiment may be imple-
mented:

[0009]  FIG. 1B depicts a GPRS network architecture in
which aspects of an embodiment may be implemented;
[0010] FIG. 1C depicts an alternate block diagram of an
example GEM/GPRS/IP mulumedia network architecture in
which aspects of an embodiment may be implemented;
[0011] FIG. 2 depicts a block diagram of an example wire-
less vehicle security system;

[0012] FIGS. 3A-B depicts a block diagram of an example
master database and local database, respectively;

[0013] FIG. 4 depicis a block diagram of an example wire-
less device equipped for use as an electronic key;

[0014] FIG. S depicts a flow diagram of an example vehicle
security process; and

[0015] FIG. 6 depicts a flow diagram of an example net-
work security process.

DETAILED DESCRIPTION

Example Network and Operating Environments

[0016] The following description sets forth some example
telephony radio networks and non-limiting operating envi-
ronments in which a wireless vehicle security system accord-
ing to an embodiment may be used. The below-described
operating environments should be considered non-exhaus-
tive, however, and thus the below-described network archi-
tecture merely shows an example network architecture in
which aspects of various embodiments may be incorporated.
One can appreciate, however, that aspects of an embodiment
may be incorporated into now existing or future alternative
architectures for communication networks,

[0017] The global system for mobile communication
(“GSM™) is one of the most widelv-used wircless access
systems in today’s fast growing communication systems.
GSM provides circuit-switched data services to subscribers,
such as mobile telephone or computer users, for example.
General Packet Radio Service (“"GPRS™), which is an exten-
sion o GSM technology, introduces packet switching 1o
GSM networks. GPRS uses a packet-based wireless commu-
nication technology to transfer high and low speed data and
signaling in an efficient manner. GPRS optimizes the use of
network and radio resources, thus enabling the cost effective
and efficient use of GSM network resources for packet mode
applications. For purposes of explanation. various embodi-
ments are deseribed herein in connection with GSM. The
references to GSM are not exclusive, however, as it should be
appreciated that embodiments may be implemented in con-
nection with any type of wireless access system such as, for
example, CDMA or the like.
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[N018]  As may be appreciated, the example GSM/GPRS
cavironment and services described herein can also be
extended to 3G services, such as Universal Mobile Telephone
System (“UMTS™), Frequency Division Duplexing (“FDIY)
and Time Division Duplexing (*TDD™). High Speed Packet
Data Access (“HSPDA™), cdma2000 1x Evolution Data Opti-
mized (“EVDO”), Code Division Multiple Access-2000
(“edma2000 3x7), Time Division Synchronous Code Divi-
sion Multiple Access (“TD-SCDMA™), Wideband Code
Division Multiple Access (“WCDMA™), Enhanced Data
GSM Environment (“EDGE™), International Mobile Tele-
communications-2000  (“IMT-2000"), Digital Enhanced
Cordless Telecommunications (“DECT™), etc., as well as to
other network services that shall become available in time. In
this regard, the techniques of the various embodiments dis-
cussed below may be applied independently of the method of
data transport, and does not depend on any particular network
architecture, or underlying protocaols.

[0019] FIG. 1A depicts an overall block diagram of an
example packet-based mobile cellular network environment,
such as a GPRS network, in which aspects of an embodiment
may be practiced. In such an environment, there may be any
number of subsystems that implement the functionality of the
environment such as. for example, a plurality of Base Station
Subsystems (“BSS™) 100 (only one is shown in FIG. 1A),
each of which comprises a Base Station Controller (“BSC™)
104 serving a plurality of Base Transceiver Stations (“BTS™)

such as, forexample. BTSs 101, 102 and 103, BTSs 101, 102.
103, ete., are the access points where users of packet-based
mobile devices become connected o the wireless network. In
one embodiment, the packet traffic originating from user
devices is transported over the air interface to BTS 103, and

from BTS 103 to BSC 104, Base station subsystems, such as
BSS 100, may be a part of internal frame relay network 106
that may include Service GPRS Support Nodes (“SGSN™)
such as SGSN 105 and 107. Each SGSN 105, 107, etc. may be
in turn connected to internal packet network 108 through
which SGSN 108, 107, eic. can roule data packets to and from
a plurality of gateway GPRS support nodes (GGSN) 222,
111, 110, ete. As illustrated, SGSN 107 and GGSNs 222, 111
and 110 are part of internal packet network 108. Gateway
GPRS serving nodes 222, 111 and 110 may provide an inter-
face 1o external Internet Protocol ("IP™) networks such as
Public Land Mobile Network (“PLMN™) 115, corporate
intranets 117, Fixed-End System (“FES™), the public Internet
113 or the like. As illustrated, subscriber corporate network
117 may be connected 1o GGSN 111 via firewall 112; and
PLMN 115 may be connected to GGSN 111 via boarder
gateway router 114, Remote Authentication Dial-In User Ser-
vice ("RADIUS™) server 116 may be used for caller authen-
tication when a user of a mobile cellular device calls corpo-
rate network 117, for example.

[0020] Generally, there can be four different cell sizes ina
GSM network—macro, micro. pico and umbrella cells. The
coverage area of each cell is different in different environ-
ments. Macro cells may be regarded as cells where the base
station antenna is installed in a mast or a building above
average roof top level. Micro cells are cells whose antenna
height is under average rooltop level; they are typically used
in urban areas. Pico cells are small cells having a diameter is
a few dozen meters; they are mainly vsed indoors. On the
other hand, umbrella cells are used to cover shadowed regions
of smaller cells and fill in gaps in coverage between those
cells.

[0021] FIG. 1B illustrates the architecture of a typical
GPRS network as segmented into four groups: users 115,
radio access network 120, core network 124 and interconnect
network 137, Users 115 comprise a plurality of end users.
Radio access network 120 comprises a plurality of base sta-
tion subsysiems such as BSSs 123, which include BTSs 121
and BSCs 122. Core network 124 comprises a host of various
network elements. As illustrated here, core network 124 may
comprise Mobile Swilching Center (“MSC™) 125, Service
Control Point (“SCP™) 126, gateway MSC 127, SGSN 130,
Home Location Register (“HLE™) 129, Authentication Cen-
ter (“AuC™) 128, Domain Name Server (“DNS™) 131 and
GGSN 132, Interconnect network 137 also comprises a host
of various networks and other network elements. As illus-
trated in FIG. 1B, interconnect network 137 comprises Public
Switched Telephone Network ("PSTN™) 133, Fixed-End Sys-
tem (“FES™) or Internet 134, firewall 135 and Corporate
Network 136.

[0022] A mobile switching center 125 may be connected o
a large number of hase station controllers. At MSC 125, for
example, depending on the type of traffic, the traffic may be
separated such that voice may be sent to Public Switched
Telephone Network (“PSTN™) 133 through Gateway MSC
(“GMSC™) 127, andfor data may be sent to SGSN 130, which
then sends the data traffic to GGSM 132 for further forward-
ing.

[0023] When MSC 125 receives call wraffic, for example.
from BSC 122, it may send a query to a database hosted by
SCP 126. The SCP 126 processes the request and issues a
response to MSC 125 so that it may continue call processing
as appropriate.

[0024] HLR 129 is a centralized database for users to reg-
ister to the GPRS network., HLR 129 stores static information
about the subscribers such as the Intemnational Mobile Sub-
scriber Identity (“IMSI”), subscribed services, and a key for
authenticating the subscriber. HLR 129 also stores dynamic
subseriber information such as the current location of the
mobile subscriber. Associated with HLR 129 may be AuC
128. AuC" 128 is a database that contains the algorithms for
authenticating subscribers and includes the associated keys
for encryption to safeguard the user input for authentication.
[0025] In the following., depending on context, the term
“mobile subscriber™ may refer to either the end user or to the
actual portable device used by an end user of the mobile
cellular service. When a mobile subscriber turns on his or her
mobile device, the mobile device goes through an attach
process by which the mobile device attaches 1o an SGSN of
the GPRS network. Referring now to FIG. 1B, when mobile
subscriber 119 initiates the attach process by turning on the
netwaork capabilities of the mobile device, an attach request is
sent by mobile subscriber 119 to SGSN 130, The SGSN 130
queries another SGSN, 10 which mobile subseriber 119 was
attached before, for the identity of mobile subscriber 119,
Upon receiving the identity ofmobile subscriber 119 from the
other SGSN, SGSN 130 requests more information from
mohile subscriber 119. This information is used to authenti-
cate mobile subseriber 119 10 SGSN 130 by HLR 129. Once
verified, SGSN 130 sends a location update to HLR 129
indicating the change of location to a new SGSN, in this case
SGSN 130, HLR 129 notifies the old SGSN, o which mobile
subscriber 119 was attached, to cancel the location process
for mobile subscriber 119. HLR 129 then notifies SGSN 130
that the location update has been performed. At this time,
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SGSN 130 sends an Attach Accept message to mobile sub-
scriber 119, which in turn sends an Attach Complete message
to SGSN 130,

[0026]  Alter attaching itself with the network, mobile sub-
scriber 119 then goes through the authentication process. In
the authentication process, SGSN 130 sends the authentica-
tion information to HLR 129, which sends information back
to SGSN 130 based on the user profile that was part of the
user’s initial setup. SGSN 130 then sends a request for
authentication and ciphering 0 mobile subscriber 119,
Mobile subscriber 119 uses an algorithm to send the user
identification (11)) and password to SGSN 130. SGSN 130
uses the same algorithm and compares the result. If a match
oceurs, SGSN 130 authenticates mobile subseriber 119,
[0027] Next, mobile subscriber 119 establishes a user ses-
sion with the destination network, corporate network 136, by
going through a Packet Data Protocol (“PDP™) activation
process. Briefly, in the process, mobile subscriber 119
requests access 1o the Access Point Name (“APN™), for
example, UPS.com (e.g., which can be corporate network
279) and SGSN 130 receives the activation request from
maobile subscriber 119. SGSN 130 then initiates a Domain
Name Service (“DNS™) query to learn which GGSN node has
access 1o the UPS.com APN. The DNS query is sent 1o the
IDNS server within the core network 124, such as DNS 131,
which is provisioned to map to one or more GGSN nodes in
the core network 124. Based on the APN, the mapped GGSN
132 can aceess the requested corporate network 279, The
SGSN 130 then sends to GGSN 132 a Create Packet Data
Protocol (*PDP™) Comtext Request message that contains
necessary information. The GGSN 132 sends a Create PDP
Context Response message to SGSN 130, which then sends
an Activaie PDP Context Accept message to mobile sub-
scriber 119

5

[0028] Once activated, data packets of the call made by
mobile subscriber 119 can then go through radio access net-
work 120, core network 124, and interconnect network 137,
in particular fixed-end system or Internet 134 and firewall
135, to reach corporate network 136.

[0029] Thus, network elements that may implicate the
functionality of the service delivery based on real-time per-
formance requirement(s) in accordance with an embodiment
may meclude but are not hmited to Gateway GPRS Support
Node tables, Fixed End System router tables, firewall sys-
tems, VPN tunnels and any number of other network elements
as required by the particular digital network.

[0030] FIG. 1C shows another example block diagram
view of a GSM/GPRS/IP multimedia network architectiure
138 in which the apparatus and methods for transferring
multimedia content between receiving devices of the below-
discussed embodiments may be incorporated. As illustrated,
architecture 138 of F1G. 1C includes GSM core network 154,
GPRS network 157 and [P multimedia network 159, GSM
core network 154 includes Mobile Station (MS) 140, at least
one Base Transceiver Station (BTS) 141 and Base Station
Controller (BSC) 142, MS 140 is physical equipment or
Mobile Equipment (ME), such as a mobile phone or a laptop
computer that 15 used by mobile subseribers, with a Sub-
scriber identity Module (SIM). The SIM includes an Interna-
tional Mobile Subseriber Idemtity (IMSI), which is a unique
identifier of a subscriber. BTS 141 is physical equipment,
such as a radio tower, that enables a radio interface to coms-
municate with the MS. Each BTS may serve more than one
MS. BSC 142 manages radio resources, including the BTS.

The BSC may be connected o several BTSs. The BSC and
BTS components, in combination, are generally referred o as
a base station (BSS) or radio access network (RAN) 143,
[0031] GSM core petwork 154 also includes Mobile
Switching Center (MSC) 144, Gateway Mobile Switching
Center (GMSC) 145, Home Location Register (HLR) 146,
Visitor Location Register (VLR) 147, Authentication Center
(AuC) 149 and Equipment Idemity Register (E1R) 148. MSC
144 performs a switching function for the network. The MSC
also performs other functions, such as registration, authenti-
cation, location updating, handovers and call routing. GMSC
145 provides a gateway between the GSM network and other
networks, such as an Integrated Services Digital Network
(ISDN) or Public Switched Telephone Networks (PSTNs)
150. In other words, GMSC 145 provides interworking func-
tionality with external networks.

[0032] HLR 146 is a database that contains administrative
information regarding each subscriber registered in a corre-
sponding GSM network. HLR 146 also contains the current
location of each MS. VLR 147 is a database that contains
selected administrative information from HLR 146. The VLR
contains information necessary for call control and provision
of subscribed services for each MS currently located in a
geographical area controlled by the VLR, HLR 146 and VLR
147, 1ogether with MSC 144, provide the call routing and
roaming capabilities of GSM. AuC 148 provides the param-
eters needed for authentication and encryption functions.
Such parameters allow verification of a subscriber’s identity.
EIR 149 stores security-sensitive information about the
maobile equipment.

[0033] Short Message Service Center (SMSC) 151 allows
one-to-one Short Message Service (SMS) messages to be sent
to/from MS 140, Push Proxy Gateway (PPG) 152 is used o
“push” (i.e.. send without a synchronous request) content 1o
MS 102. PPG 152 acts as a proxy between wired and wireless
networks to facilitate pushing of data to MS 140. Short Mes-
sage Peer to Peer (SMPP) protocol router 153 is provided to
converl SMS-based SMPP messages 1o cell broadeast mes-
sages. SMPP is a protocol for exchanging SMS messages
between SMS peer entities such as short message service
centers. [t is often used to allow third parties, e.g.. content
suppliers such as news organizations, to submit bulk mes-
SARCS.

[0034] To gain access 1o GSM services, such as speech,
data, and short message service (SMS), the MS first registers
with the network to indicate its current location by perform-
ing a location update and IMSI attach procedure. MS 140
sends a location update including its current location infor-
mation o the MSC/WVLR, via BTS 141 and BSC 142, The
location information is then sent to the MS’s HLR. The HLR
15 updated with the location information received from the
MSC/VLR. The location update also is performed when the
MS moves 10 a new location area. Typically. the location
update is periodically performed 1o update the database as
location updating evenis oceur,

[0035]  GPRS network 157 is logically implemented on the
(iSM core network architecture by introducing two packet-
swilching network nodes, a serving GPRS support node
(SCr5N) 155 and a cell broadeast and a Gateway GPRS sup-
port node (GGSN) 156. SGSN 155 is at the same hierarchical
level as MSC 144 in the GSM network. The SGSN controls

the connection between the GPRS network and MS 140. The
SGEN also keeps track of individual MS’s locations and
security functions and access controls.
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[0036] Cell Broadeast Center (CBC) 171 communicales
cell broadeast messages that are typically delivered to mul-
tiple users in a specified area. Cell Broadeast is one-to-many
geographically focused service. It enables messages 1o be
communicated to multiple mobile phone customers who are
located within a given part of its network coverage area at the
time the message is broadcast.

[0037]  GGSN 156 provides a gateway between the GPRS
network and a public packet network (PDN) or other [P
networks 158. That is, the GGSN provides interworking func-
tionality with external networks, and sets up a logical link to
the M5 through the SGSN. When packet-switched data leaves
the GPRS network, it is transferred to exiernal TCP-1P net-
work 158, such as an X.25 network or the Intemet. Inorderto
access GPRS services, the MS first attaches itsellto the GPRS
network by performing an attach procedure. The MS then
activates a packet data protoco] (PDP) context, thus activating
a packet communication session between the MS, the SGSN,
and the GGSN.

[0038]  Ina GSM/GPRS network, GPRS services and GSM
services can be used in parallel. The MS can operate in one
three classes: class A, class B, and class C. A class A MS can
attach to the network for both GPRS services and GSM ser-
vices simultaneously. A class A MS also supports simulta-
neous operation of GPRS services and GSM services. For
example, class A mobiles can receive GSM voice/data/SMS
calls and GPRS data calls at the same time.

[0039] A class B MS can attach to the network for both
GPRS services and GEM services simultaneously. However,
aclass B MS does not support simultaneous operation of the
GPRS services and GSM services, That is, a class B MS can
only use one of the two services at a given time.

[0040] A class C MS can attach for only one of the GPRS
services and GSM services al a time. Simultaneous attach-
ment and operation of GPRS services and GSM services is
not possible with a class C MS.

[0041] GPRS network 157 can be designed to operate in
three network operation modes (NOMI, NOM2 and NOM3).
A network operation mode of a GPRS network is indicated by
a parameler in system information messages transmitted
within a cell. The system information messages dictates a MS
where to listen for paging messages and how signal towards
the network. The network operation mode represents the
capabilities of the GPRS network. In a NOM1 network, a MS
can receive pages from a circuit switched domain (voice call)
when engaged ina data call. The MS can suspend the data call
or take both simultaneously, depending on the ability of the
MS. Ina NOM2 network, a MS may not received pages from
a circuit switched domain when engaged in a data call, since
the MS is receiving data and is not listening to a paging
channel In a NOM3 network, a MS can monitor pages for a
circuit switched network while received data and vise versa.
[0042] [P multimedia network 159 was introduced with
3GPP Release 5. and includes 1P multimedia subsystem
(IMS) 160 to provide rich multimedia services to end users. A
representative set of the network entities within IMS 160 are
a call/session control function (CSCF), media gateway con-
trol function (MGCF) 162, media gateway (MGW) 165, and
amaster subscriber database, referred to as a home subscriber
server (HSS) 168. IS5 168 may be common to GSM network
154, GPRS network 157 as well as 1P multimedia network
159,

[0043] 1P multimedia system 160 is built around the call/
session control function, of which there are three types: inter-

rogating CSCF (1-CSCF) 164, proxy CSCF (P-CSCF) 161
and serving CSCF (S-CSCF) 163. P-CSCF 161 is the MS"s
first pomnt of contact with IMS 160. P-CSCF 161 forwards
session initiation protocol (SIP) messages received from the
MS 1o an SIP server in a home network (and vice versa) of the
MS. P-CSCF 161 may also modify an oulgoing request
according toa set of rules defined by the network operator ( for
example, address analysis and potential modification).
[0044] [-CSCF 164 forms an entrance to a home network
and hides the inner topology of the home network from other
networks and provides flexibility for selecting an S-CSCF.
1-CSCF 164 may contact subscriber location function (SLE)
169 1o determine which HSS 168 to use for the particular
subscriber, if multiple HSSs 168 are present. 5-CSCF 163
performs the session control services for MS 140. This
includes routing originating sessions 10 external networks
and routing terminating sessions to visited networks, 5-CSCF
163 also decides whether application server (AS) 167 is
required 1o receive information on an incoming SIP session
request to ensure appropriate service handling, This decision
15 based on information received from HSS 168 {or other
sources, such as application server 167). AS 167 also com-
municates to location server 170 {e.g.. a Gateway Mobile
Location Center (GMLC)) that provides a position (e.g., lati-
tude/longitude coordinates) of M3 140.

[0045] HSS 168 contains a subscriber profile and keeps
track of which core network node is currently handling the
subscriber. It also supports subsenber authentication and
authorization functions (AAA). In networks with more than
one HSS 168, a subscriber location function provides infor-
mation on HSS 168 that contains the profile of a given sub-
seriber.

[0046] The MGCF 162 provides interworking functionality
between SIP session control signaling from IMS 160 and
ISUP/BICC call control signaling from the external GSTN
networks (not shown). It also controls media gateway
(MGW) 165 that provides user-plane interworking function-
ality (e.g., converting between AMR- and PCM-coded voice).
MGW 165 also communicaies with other [P multimedia net-
waorks 166,

[0047] Push to Talk over Cellular (PoC) capable mobile
phones register with the wireless network when the phones
are in a predefined area (eg.. job site, etc.). When the mobile
phones leave the area, they register with the network in their
new location as being outside the predefined area. This reg-
istration, however, may not indicate the actual physical loca-
tion of the mobile phones outside the pre-delined area.
[0048] While the vanous embodiments have been
described in connection with the preferred embodiments of
the various figures, it is to be understood that other similar
embodiments may be used or modifications and additions
may be made to the described embodiment for performing the
same function of the various embodiments without deviatin
therefrom. Therefore, the embodiments should not be limited
to any single embodiment, but rather should be construed in
breadth and scope in accordance with the appended claims.

Example Embodiments

[0049]  FIG. 2 illustrates a block diagram ol an example
wireless vehicle security system 200, Wireless vehicle secu-
rity system 200 may secure access and operation of vehicle
201. Vehicle 201 may be a car. truck, boat, motorcycle or
other mechanism for transporting people or things. Vehicle
201 may support various vehicle operation features such as
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unlocking a door, opening a trunk, opening a glove box,
engaging an ignition, directing the vehicle from a one geo-
graphic location to a another geographic location, and accel-
erating the vehicle, for example. Any aspect of the control,
use, or functionality of vehicle 201 may be considered a
vehicle operation feature.

[0050]  The system may include one or more keys 205A-C
control unit 202 and local database 203, for example. Keys
205A-C may be electronme keys, traditional metal keys, or a
combination of both. In one embodiment, keys 205A-C may
be embedded in a wireless device such as a cellular telephone
or Personal Digital Assistant (PIDA), for example.

[0051]  Control unit 202 may be any combination of hard-
ware and/or software that is in operative communication with
vehicle 201 and keys 205A-C. For example, the control unit
may be an onboard computer. In one embodiment, key
205A-C may communicate directly with control unit 202. For
example, key 205A-C and control unit 202 may communicaie
directly via a radio frequency transmission. In another
embodiment, vehicle 201 may communicate to control unit
202 when key 205A-C is inserted into a key slot of vehicle
201. Control unit 202 may be in operative communication
with local database 203. In one embodiment, control unit 202
and local database 203 may be resident within vehicle 201.
Local database 203 may be any software system or device
sutable for stonng and retnieving data records. In one
embodiment, local database 203 may be a Structured Query
Language (SQL)-compliant database, for example. In
another embodiment, local database 203 may be imple-
mented as a relational database, hierarchical database. or the
like. Local database 203 may include any number of records,
where each record represents a vehicle operation policy. The
vehicle operation policy may relate to vehicle operation fea-
tures and keys 205A-C.

[0052] Control unit 202 may be in communication with
wireless network 207. Wireless network 207 may be any
system suitable for wirelessly sending and receiving data.
Wireless network 207 may be a GSM network, a GPRS
network, an EDGE network, Wideband Integrated Dispatch
Enhanced Network (WiDEM), Wideband Code Ihvision
Multiple Access (W-CDMA) network, Wireless Local Area
Network (WLAN), or a 802.1 1a'b/g/n network, for example.
In one embodiment, wireless network 207 may host master
database 208 and application 209, Wireless network 207 may
interconnect with other networks, such as corporate extra-
nets, private networks, the Internet. or the public switched
telephone network (PSTN). for example.

[0053] Control unit 202 may interface with vehiele 201.
Control unit 202 may control vehicle functions and may sense
operation of vehicle 201. For example, control unit 202 may
signal o lock and unlock the vehicle doors. For example,
control unit 202 may sense vehicle speed and the status of the
ignition. Control unit 202 may interface o a Global Position-
ing System (GPS) unit to sense the position of vehiele 201. In
oneembodiment., any aspect of the vehicle operation that may
be controlled by an electrical signal may be controlled by
control unit 202, and aspect of the vehicle operation that may
be sensed and converted to an electronic signal may be sensed
by control unit 202.

[0054] Master database 208 may be any software system or
device suitable for storing and retrieving data records. For
example, master database 208 may be a Structured Query
Language (SQL)-compliant database. Master database 208
may include any number of records representing a vehicle

operation policy, and master database 208 may include any
number of vehicle operation policies relating o more than
one vehicle. Master database 208 may communicate with
local database 203. In one embodiment, local database 203
may mirror some of the data in master database 208 such that
records within each database are consistent. For example,
local database 203 may regularly poll master database 208 1o
maintain consistent data. In one embodiment, each of local
dmabase 203 and master database 208 may communicate an
update to the other after a record change.

[0055] Master application 209 may be any interface, sofi-
ware, or device suitable for managing communication to and
from master database 208. For example, master application
209 may be sofiware resident on a server platform, may be
integrated into master database 208, may stand alone, etc. In
one embodiment, master application 209 may include a
hypertext transfer protocol (HTTP) server.

[0056] Key 2058 and computer 210 may be in communi-
cation with wireless network 207, In one embodiment, key
2058 and computer 210 may communicate with application
209, with master database 208, or, via wireless network 207,
with control unit 202 and/or local database 203. Both com-
puter 210 and key 2058 may provide a user interface with
wireless vehicle security system 200 1o enable a user 1o man-
age and monitor system 200. For example. where key 2058 is
part of a mobile telephone. the user of the mobile telephone
may use the mobile telephone to send updates to master
database 208 via master application 209,

[0057] FIGS. 3A-B illustrate a block diagram of an
example structure for master database 300 and local database
303, respectively. It will be appreciated that FIGS. 3A-B
depict just one possible embodiment; master database 300
and local database 303 may be structured in accordance with
other database schema. An embodiment of the master d
base 208 is depicted in FIG. 3 as master database 300. Simi-
larly. an embodiment of the local database 203 is depicted in
FIG. 3 as local database 303,

[0058] Master database 300 may include any number of
vehicle records 302, Each record may be associated with
Vehicle 1D 301, Vehicle 11D 301 may be an identifier that
uniquely defines a vehicle record 302. For example, vehicle
1D 301 may be a vehicle identification number (VIN), serial
number, an alphanumene stnng. or the hke. Vehiele 1D 301
may relate 1o a physical vehicle that may be within wireless
vehicle security system 200, In one embodiment, vehicle
record 302 may include key set 310, policy set 313, and
mapping 312. Key set 310 may include data representing a
collection of keys 205A-C. Policy set 313 may melude a
collection of vehiele operation policies 311. Mapping 312
may include a collection of one or more relationships linking
individual keys from key set 310 with individual vehicle
operation policies from policy set 313. In one embodiment,
there may be a one-tw-one relationship between vehicle 1D
301 and vehiele record 302, Mapping 312 may include a
one-to-many relationship between an individual key of key
set 310 and vehicle operation policies 311. It will be appre-
ciated that other schema may be used to practice master
database 300,

[0059] Local database 303 may include vehicle 1D 301, key
set 310, one or more vehicle operation policies, and mapping
312 Vehicle 112 301 in local database 303 may map directly to
that in master database 300. In one embodiment. vehicle 11
301 in local database 303 may be a singular record that
associates particular vehicle 11 301 with physical vehicle
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201. Key set 310 may include a secure 11 check 315 associ-
ated with a key 205A-C within the set. The secure 11 check
may be a serial number, electronic serial number (ESN). or
other identifier of a key 205A-C. In one embodiment, secure
1D check 315 may be a digital signature associated with a key
205A-C. For example, the digital signature may be the prod-
uct of a public key encryption system. In another embodi-
ment, the secure 1D check may be a component of a challenge
and response system such as the challenge-handshake
authentication protocol (CHAP), for example,

[0060] Local database 303 may include vehicle operation
policy 311. Vehicle operation policy 311 mayv include vehicle
operation feature 113 316 and a related access control rule 317,
Wehicle operation feature 11 316 may be, for example, a data
field identifving one vehicle operation feature. Vehicle 201
may support various vehicle operation features such as
unlocking a door, opening a trunk. opening a glove box,
engaging an ignition, directing the vehicle from a one geo-
graphic location to another geographic location and acceler-
ating the vehicle, for example. Any aspect of the control, use,
or functionality of vehicle 201 may be considered a vehicle
operation feature. It will be appreciated that one or more
vehicle subsystems that control one or more of such vehicle
operation features may be in operative communication with,
for example, wireless vehicle security system 200 (not shown
in FIGS. 3A-B). A vehicle operation feature may be associ-
ated with vehicle operation feature 11 316. Access control
rule 317 may include a criterion relating to associated vehicle
operation feature 11D 316. For example, access control rule
317 may operate to enable, partially enable, or disable the
related vehicle operation feature. Access control rule 317 may
include advanced critenia relating to the manner and condi-

tions under which the vehicle may be operated. For example,
access control rule 317 may establish a maximum accelera-
tion for the vehicle, a maximum distance traveled for the
vehicle, a range of time within which the vehicle may be
operated. a geographic range within which the vehicle may be
operated and the like. For illustration, access control rule 317
may indicate that the vehicle’s ignition may not be engaged
between 12 a.m. and 5 a.m., or it may indicate that the vehicle
may not be operated above 65 miles per hour. For example,
access control rule 317 may relate to the number of people in
the car. Weight sensors within the seat may be used to deter-
mine the number of people in the car. for example. For
example, access control rule 317 may relate to the distance
between vehicle 201 and key 205A-C. For illustration, wire-
less network 207 may send the position of a key embedded
within a cellular phone. and using an GPS, control unit 202
may determine the distance between the cellular phone and
vehicle 201.

[0061] Mapping 312 may link vehicle operation policy 311
and keys 205A-C. To illustrate this point, one embodiment
may include two keys, first with greater access than the sec-
ond. The first key. in this example illustration, may be related
via mapping 312 to access control rule 317 that enables all
vehicle operation features. The second key. in this illustration,
may be a “valet key” with limited functionality. For example,
the second key may be related to three access control rules
317: afirst rule that disables access to the trunk and glove box,
a second rule that limits the maximum speed to 35 miles per
hour, and a third rule that limits the total allowed distance
traveled to one mile.

[0062] FIG. 4 illustrates a block diagram of an example
wireless device 400 equipped for use as a key 205A-C within

wireless vehicle secunty system 200, Wireless device 400
may include processor 401, user interface module 402, wire-
less communications module 403, memory 404, power sup-
ply 405, and security module 406, for example. In addition,
the funetions performed by any or all of the components and
modules illustrated in FIG. 4 may be performed by any num-
ber of physical components. Thus, it is possible that in some
embodiments the functionality of more than one component
and/or module illustrated in FIG. 4 may be performed by any
number or types of hardware and/or software.

[0063] User mterface module 402 may include adisplay for
illustrating textual and graphical information 1o a user and a
collection of keys, buttons, or voice controls for receiving
input from the user. For example, the buttons or kevs may
relate to fixed, pre-defined functions (hard keys). or they may
have dynamically defined or context controlled functions
(soft kevs). User interface module 402 may be enabled
receive user requests from the user, such as an update request
and an access request, for example. The update request may
include access control rule 317 from the user. User interface
module 402 may be enabled to receive access control rule 317
from the user, and it may be enabled to display access control
rule 317 1o the user. In an embodiment, the access request
access may relate 1o a vehicle operation feature. In addition,
and in an embodiment, the vser interface module 402 may
include a hard key related to unlocking a vehicle door.
[0064] Wireless communications module 403 may be a
subsystem suitable 1o provide communications between
wireless device 400 and wireless network 207, Wireless com-
munications module 403 may include a modulator, a trans-
mitter, a receiver and an antenna, forexample. In one embodi-
ment, wireless communications module 403 may enable
communication over a GSM or GPRS network for example.
Wireless communications module 403 may communicate the
update request via wireless network 207, Wireless communi-
cations module 403 may support telephony and data services.

[0065]  Memory 404 may be a subsystem suitable for stor-
ing and retrieving data. Memory 404 may be random access
memory (RAM) or read only memory (ROM), or the like. In
one embodiment, memory 404 may provide non-volatile stor-
age of secure identifier 407 of wireless device 400, In another
embodiment, memory 404 may provide volatile storage of
secure identifier 407 retrieved, Tor example, viawireless com-
munications module 403 or via user interface module 402
with a user/password prompt, biometric or other user authen-
tication. In one embodiment, secure identifier 407 may
authenticate wireless device 400 as a key 205A-1 as dis-
cussed above in connection with FIG. 2. Secure identifier 407
may be a sernal number, electronic serial number (ESN), or
other identifier of wireless device 400. In one embodiment,
secure identifier 407 may be a digital signature associated
with wireless device 400. The digital signature may, for
example, be the product of a public key encryption sysiem. In
another embodiment, secure identifier 407 may be a compo-
nent of a challenge and response system, such as the chal-
lenge-handshake authentication protocol (CHAP).

[0066]  Processor 401 may be a microprocessor packaged in
one or more integrated circults with support circuitry. Proces-
sor 401 may be structured as a reduced instruction set com-
puter (RISC), an advanced RISC machine (ARM)and/oras a
gate-level logic circuit, for example. Processor 401 may
include an array processor and/or a digital signal processor
(DSP), forexample. Processor 401 may be in communication
with user interface module 402, wireless communications
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module 403, memory 404, power supply 405, and security
module 400. In one embodiment, processor 401 may operate
responsive to user input, such as a user request, for example.
Thus, and responsive to a user request, processor 401 may
retrieve secure identifier 407 from memory 404, and may
perform one or more operations on secure identifier 407,
Processor 401 may also operate responsive 1o instructions
from security application 409,

[0067] Security module 406 may include security applica-
tion 409 and vehicle access module 408, Vehicle access mod-
ule 408 may receive secure identifier 407 from processor 401,
and may communicate with vehicle 201 to send secure iden-
tifier 407 to vehicle 201. Vehicle access module 408 may
communicate via any wireless protocol suitable for the trans-
mission of data. For example, access module 408 may com-
municate via Bluetooth protocol, WiFi, RF-113, cellular, and

the like. Bluetooth protocol may be defined by the Institute of

Electrical and Electronics Engineers (IEEE) specification
RO2.15.1. Security application 409 may include software
relating to the management of secure identifiers 407. In one
embodiment, security application 409 may provide a user
with customizable features that may be presented by user
interface module 402. Security application 409 may perform
cryptographic functions related to the secure identifier, an
authentication process, or cryplographic key generation, for
example.

[0068] FIG. 5 depicts a flow diagram of example vehicle
security process 500, Example process 500 is merely one
embodiment and therefore describes features and functional-
ity by way of example and illustration. Reference will also be
made to FIGS. 2. 3A-B. and 4 where approoriate.

[0069] At 502 local database 203 may synchronize with
master database 208, Control unit 202 or local database 203
may initiate the synchronization 1o pull updated data from
master database 208. Alternatively, master application 209 or
master database 208 may initiate the synchronization to push
updated data 1o local database 203, The synchronization may
be a partial or complete refresh of the data. For example, the
updated data may represent only the changes in the master
database made since the last synchronization in a partial
refresh. In a complete refresh, the updated data may represent
the entire contents of master database 208 that are relevant to
vehicle 201. To balance design concerns of data integrity and
bandwidth usage, periodic complete refreshes may be supple-
mented by intermediate partial refreshes.

[0070] At 504, a user attempt o access or operate vehicle
201 with a key 205A-C is detected, which may initiate the
authentication the detection of key 205A-C may include
receiving secure identifier 407. Secure identifier 407 may be
received, for example, at control unit 202, Where key 205A-C
is an electronic key. such as a key embedded in wireless
device 400 for example, key 205A-C may transmit secure
identifier 407. Where key 205A-C is a metal key for insertion
into a physical lock, the physical lock may authenticate the
key—by the pattems of grooves and teeth, for example—and
signal a secure identifier within vehicle 201 to control unit
202,

[0071] Control unit 202 may authenticate key 205A-C via
secure [ check 315. For example, where the secure 1D is a
serial number the secure 1D check may be a copy of the serial
number. For security, the control unit and key 205A-C may
determine the secure ID from a common hopping code or

rolling code, where the secure 1D changes after each use. The
authentication may include verifying a digital signature and
timestamp, for example.

[0072] At 506 vehicle operation policy 311 may be
retrieved by, for example, querying local database 203. Inone
embodiment, the query may be based on authenticated key
205A-C. The records queried reflect the vehicle operation
policy 311 that may be in effect with relation to the key
205A-C being used. More than one vehicle operation policy
311 record may be returned as a result of the query. In one
embodiment, control unit 202 may perform the query and

may temporarily store or cache the records for the duration of

the users operation of the vehicle 201.

[0073] Vehicle 201 may receive a user request, such as an
access request for example. The access request may include
unlocking a door, opening a trunk, opening a glove box,
engaging an ignition, directing the vehicle from a first geo-
graphic location to a second geographic location, and accel-
erating the vehicle, for example. To illustrate, the user may
approach the vehicle 201, signal the secure 1D 407 and an
access request to unlock a vehicle door. To illustrate, the user
may be operating the vehicle and press the accelerator of the
vehicle, signaling an access request 1o accelerate the vehicle.
[0074] At 508, control unit 202 may process the access
request and compare the access request with retrieved vehicle
operation policy 311. Where the access request is consistent
with retrieved vehicle operation policy 311, control unit 202
may permit the operation of the vehicle at 510. Where the
access request is inconsistent with the with the retrieved
vehicle operation policy 311, then at 516 control unit 202 may
block and/or limit the operation of the vehicle.

[0075] At 512, the control unite 202 may notify a user or a
system by signaling an indication of whether an access
request conformed with the retrieved vehicle operation policy
311. In one embodiment, the notification need not occur,
particularly if the access did conform with the retrieved
vehicle operation policy 311, Notification may oceur whether
or not the access request was permitted or blocked. The nature
and extent of the notification may depend on the significance
of the access request or related vehicle operation policy 311.
The notification may be an electronic message, an audible
alarm and/or a visual alarm, for example. The electronic
message may be any digital communication such as e-mail, a
database query or update. a text message via Short Message
Service (SMS), and/or appending a text string to a log file, for
example. The electronic message may be sent via wircless
network 207 1o wireless device 400, computer 210, or other
device reachable by network 207. The audible alarm may be
within vehicle 201, at wireless device 400. The visual alarm
may be within vehicle 201, such as a dash board indicator
light for example, at a wireless device 400, or displayed on the
sereen of a computer. The notification may be directed or
redirected to the police or other security officers.

[0076] At 514, the control unit 202 may monitor the status
of a particular vehicle operation feature and confirming its
conformance with vehicle operation policy 311 associated
with the key 205A-C that is currently inuse, Once control unit
202 has permitted a vehicle operation feature, monitoring
ensures that the feature stays in conformance with policy 311.
For example, where vehicle operation policy 311 includes
sefting a maximum speed for the operation of vehicle 201,
monitoring continuously checks the speed of vehicle 201 and
compares it to the maximum imposed by vehicle operation
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policy 311. If vehicle 201°s speed exceeds that delined by
policy 311, notification and‘or enforcement action may be
taken.

[0077] At 516, the control unit 202 may block and/or limit
operation of vehicle 201 may oceur when an access request
does not conform with vehicle operation policy 311 or may
occur when a vehicle operation feature being monitored no
longer conforms with vehicle operation policy 311. Insuch a
situation, and in one embodiment. control unit 202 may dis-
allow the operation. For example, where key 205A-C signals
an access request to vehicle 201 w unlock a door and the
access request is not allowed by vehicle operation policy 311
retrieved for that specific key 205A-C. blocking operation
may include maintaining the locked condition of the doors, or
il the doors were previously unlocked. blocking may include
locking the doors.

[0078] In addition to limiting or blocking. control unit 202
may. at 520, initiate an enforcement action when an access
request does not conform with vehicle operation policy 311 or
when a vehicle operation feature being monitored no longer
conforms with vehicle operation policy 311. An enforcement
action may include sending an electronic message, sounding
an audible alarm, illuminating a visual alarm, gradually low-
ering a maximum speed of the vehicle, disabling an audio
system of the vehicle, and the like. In one embodiment, where
the enforcement action is directed to bringing the vehicle to a
stop, control unit 202 may direct vehicle 201 to gradually
lower the maximum speed while indicating to the driver that
vehicle 201 soon will be inoperable. In another embodiment,
where vehicle 200 may be in operation late in the evening
oultside of a defined time range, the enforcement action may
disable the audio system and/or other comfort features of the
vehicle.

[0079]  FIG. 6 depicts a flow diagram of an example net-
work security process 600, Example process 600 is merely an
embodiment and describes features and functionality by way
of example and illustration. In one embodiment, network
security process 600 may be implemented by a combination
of wireless network 207, master database 208 and master
apphication 209. Network secunty process 600 may, for
example, handle messages and logic related to the overall
management of wireless vehicle security system 200,
[0080] In one embodiment, at 602 mater application 209
may receive an update request. The update request may have
originated at a computing device such as a wireless telephone,
a computer 210, a wireless handheld device, a server. control
unit 202, key 2058, or any other device capable of formulat-
ing and sending a message via wireless network 207, The
update request may include, but is not limited to. a vehicle
identifier, a secure key identifier, and a access control rule, for
example. The update request may be formatted in any accept-
able computer readable format such as an HTTP message, an
SMS message, a protocol related 1o a downloadable web
application (Java and/or ActiveX. for example), a SQL for-
matied query, and the like.

[0081] At 606, master database 208 may be queried. This
may include a request for information from master database
208 via a database query. In one embodiment. the query may
include a vehicle identifier to filter only records relating 1o a
particular vehicle. The query may be generated via master
application 209, computer 210, or other device that may be in
operative communication with wireless network 207. The
query may retrieve and retum query results, which may
include information such as, for example, a vehiele record,

key set 310, vehicle operation policy 311, mapping 312 and
the like. In one embodiment, the query results may support a
display application at computer 210 for providing a user with
a current view of the keys 205A-C and policies related to a
vehicle. In one embodiment, the query may return results to
an application that may process the results. Master applica-
tion 209 processing an update request may query 606 master
database 208 1o locate the records related to the update
request. Master application 209 may extract the vehicle iden-
tifier from the update request and populate a field of the query
with the vehicle identifier.

[0082] Master application 209 may consider the query
results in processing an update request. For example, master
application 209 may compare the secure identifier of the
update request with the key set retrieved vi
authenticate the update request. Master application 209 may
compare the access control rule of the update request with than
comtained in vehicle operation policy 311 retrieved via the
query. On this basis, master application 209 may reject the
update request, defer the update request, or continue to pro-
cess the update request.

[0083] At 610, master database 208 may be updated with
data to supersede or supplement one or more existing records.
Master application 209 may update master database 208
responsive 1o a properly authenticated update request. The
updating may include editing or overwriting one or more
records, deleting one or more records, or adding one or more
records, for example. Where master application 209 receives
an access control rule in the update request, updating may
mnelude making the records in master database 208 reflect the

a the query to

received access control rule.

[0084] At 612, local database 203 and master database 208
may synchronize. This may include sending or receiving data
that, when processed by either local database 203 andior
master database 208, make the records in each consistent with
each other. In one embodiment, consistency may be achieved
by making the data of local database 203 mirror that of cor-
responding vehicle record 302. Master database 208 may
push data to local database 203, or local database 203 may
pull data from master database 208 or some combination
thereof. In one embodiment, master database 208 may push
data to synchronize afier every update request. Master data-
base 208 may maintain an accounting of the changes made to
vehicle record 302 since the last synchronization and include
that data when syachronizing with local database 203, In one
embodiment, local database 203 may request a complete
refresh, where the entire record is synchronized. This
approach may be desirable when some or all data of local
database 203 has become corrupted or lost,

[0085]  In one embodiment, the synchronization data may
be communicated via wireless network 207. Vehicle 201 may
not always be in contact with wireless network 207, such as
when vehicle 201 is parked underground and out of range of
wireless network 207, for example. Where master database
208 pushes the synchronization to local database 203, master
application 209 may establish communication with control
unit 202 before inftiating the synchronization. When commu-
mication cannol be established, master application 209 or
master database 208 may queue the request for a later time.
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policy 311. If vehicle 201°s speed exceeds that delined by
policy 311, notification and‘or enforcement action may be
taken.

[0077] At 516, the control unit 202 may block and/or limit
operation of vehicle 201 may oceur when an access request
does not conform with vehicle operation policy 311 or may
occur when a vehicle operation feature being monitored no
longer conforms with vehicle operation policy 311. Insuch a
situation, and in one embodiment. control unit 202 may dis-
allow the operation. For example, where key 205A-C signals
an access request to vehicle 201 w unlock a door and the
access request is not allowed by vehicle operation policy 311
retrieved for that specific key 205A-C. blocking operation
may include maintaining the locked condition of the doors, or
il the doors were previously unlocked. blocking may include
locking the doors.

[0078] In addition to limiting or blocking. control unit 202
may. at 520, initiate an enforcement action when an access
request does not conform with vehicle operation policy 311 or
when a vehicle operation feature being monitored no longer
conforms with vehicle operation policy 311. An enforcement
action may include sending an electronic message, sounding
an audible alarm, illuminating a visual alarm, gradually low-
ering a maximum speed of the vehicle, disabling an audio
system of the vehicle, and the like. In one embodiment, where
the enforcement action is directed to bringing the vehicle to a
stop, control unit 202 may direct vehicle 201 to gradually
lower the maximum speed while indicating to the driver that
vehicle 201 soon will be inoperable. In another embodiment,
where vehicle 200 may be in operation late in the evening
oultside of a defined time range, the enforcement action may
disable the audio system and/or other comfort features of the
vehicle.

[0079]  FIG. 6 depicts a flow diagram of an example net-
work security process 600, Example process 600 is merely an
embodiment and describes features and functionality by way
of example and illustration. In one embodiment, network
security process 600 may be implemented by a combination
of wireless network 207, master database 208 and master
apphication 209. Network secunty process 600 may, for
example, handle messages and logic related to the overall
management of wireless vehicle security system 200,
[0080] In one embodiment, at 602 mater application 209
may receive an update request. The update request may have
originated at a computing device such as a wireless telephone,
a computer 210, a wireless handheld device, a server. control
unit 202, key 2058, or any other device capable of formulat-
ing and sending a message via wireless network 207, The
update request may include, but is not limited to. a vehicle
identifier, a secure key identifier, and a access control rule, for
example. The update request may be formatted in any accept-
able computer readable format such as an HTTP message, an
SMS message, a protocol related 1o a downloadable web
application (Java and/or ActiveX. for example), a SQL for-
matied query, and the like.

[0081] At 606, master database 208 may be queried. This
may include a request for information from master database
208 via a database query. In one embodiment. the query may
include a vehicle identifier to filter only records relating 1o a
particular vehicle. The query may be generated via master
application 209, computer 210, or other device that may be in
operative communication with wireless network 207. The
query may retrieve and retum query results, which may
include information such as, for example, a vehiele record,

key set 310, vehicle operation policy 311, mapping 312 and
the like. In one embodiment, the query results may support a
display application at computer 210 for providing a user with
a current view of the keys 205A-C and policies related to a
vehicle. In one embodiment, the query may return results to
an application that may process the results. Master applica-
tion 209 processing an update request may query 606 master
database 208 1o locate the records related to the update
request. Master application 209 may extract the vehicle iden-
tifier from the update request and populate a field of the query
with the vehicle identifier.

[0082] Master application 209 may consider the query
results in processing an update request. For example, master
application 209 may compare the secure identifier of the
update request with the key set retrieved vi
authenticate the update request. Master application 209 may
compare the access control rule of the update request with than
comtained in vehicle operation policy 311 retrieved via the
query. On this basis, master application 209 may reject the
update request, defer the update request, or continue to pro-
cess the update request.

[0083] At 610, master database 208 may be updated with
data to supersede or supplement one or more existing records.
Master application 209 may update master database 208
responsive 1o a properly authenticated update request. The
updating may include editing or overwriting one or more
records, deleting one or more records, or adding one or more
records, for example. Where master application 209 receives
an access control rule in the update request, updating may
mnelude making the records in master database 208 reflect the

a the query to

received access control rule.

[0084] At 612, local database 203 and master database 208
may synchronize. This may include sending or receiving data
that, when processed by either local database 203 andior
master database 208, make the records in each consistent with
each other. In one embodiment, consistency may be achieved
by making the data of local database 203 mirror that of cor-
responding vehicle record 302. Master database 208 may
push data to local database 203, or local database 203 may
pull data from master database 208 or some combination
thereof. In one embodiment, master database 208 may push
data to synchronize afier every update request. Master data-
base 208 may maintain an accounting of the changes made to
vehicle record 302 since the last synchronization and include
that data when syachronizing with local database 203, In one
embodiment, local database 203 may request a complete
refresh, where the entire record is synchronized. This
approach may be desirable when some or all data of local
database 203 has become corrupted or lost,

[0085]  In one embodiment, the synchronization data may
be communicated via wireless network 207. Vehicle 201 may
not always be in contact with wireless network 207, such as
when vehicle 201 is parked underground and out of range of
wireless network 207, for example. Where master database
208 pushes the synchronization to local database 203, master
application 209 may establish communication with control
unit 202 before inftiating the synchronization. When commu-
mication cannol be established, master application 209 or
master database 208 may queue the request for a later time.
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UNITED STATESPATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

KIA CORP. and TOYOTA MOTOR CORP.,
Petitioners,

V.

EMERGING AUTOMOTIVELLC,
Patent Owner.

IPR2024-01167
Patent 11,738,659 B2

Before GEORGIANNA W. BRADEN, BARBARA A. PARVIS, and
FRANCES L. IPPOLITO, Administrative Patent Judges.

BRADEN, Administrative Patent Judge.

DECISION
Granting Institution of Inter Partes Review
35USC 5314

[ INTRODUCTION

Kia Corp. and Toyota Motor Corp. (collectively “Petitioner”) filed a
Petition (Paper 3, “Pet.”) requesting inter partes review of claims 1-21 of
U.S. PatentNo. 11,738,659 B2 (Ex. 1001, “the 659 patent”). Emerging
Automotive LL.C (“Patent Owner”) filed a Preliminary Response (Paper 7,
“Prelim. Resp.”).

With our authorization, Petitioner filed a Reply to Patent Owner’s
Preliminary Response (Paper 8, “Prelim. Reply””) and Patent Owner filed a
Sur-reply to Petitioner’s Reply (Paper 9, “Prelim. Sur-reply”) to address
whetherwe should deny institution under 35U.S.C. §§ 314(a), 325(d), and
Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11 (PTAB Mar. 20, 2020)
(precedential) (“Fintiv”). Forreasons provided below, we decide notto
invoke this discretion to deny institution.

Under 35U.S.C. § 314(a)and 37 C.F.R. § 42.4(a), we have authority
to determine whether to institutereview. Basedon the current record and
for the reasons explained below, Petitioner has shown that there is a
reasonable likelihood that it would prevail with respect to at least oneof the
challenged claims. Therefore, pursuant to § 314, we institute an inter partes
review of claims 1-21 in the ’659 patent on all challenges included in the
Petition.

A. Real Parties in Interest

Petitioner identifies Toyota Motor Corp., Toyota Motor North
America, Inc.,and Toyota Motor Sales, U.S.A., Inc., Kia Corp., andKia
Americalnc., as thereal parties-in-interest. Pet. 71. PatentOwner identifies
Emerging Automotive LLC as the real party-in-interest. Paper 5 (Patent
Owner’s Mandatory Disclosures), 2.
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C.  Claims I and 3—21 Allegedly Rendered Obvious by Kleve
and Hatton

Petitioner contends that Kleve in combination with Hatton teaches
every limitation of claims 1 and 3-21. Pet.9-36. Patent Owner disagrees.
Prelim. Resp. 9-26. Patent Owner specifically challenges whether Petitioner
has shown that the combined teachings of Kleve with Hatton teach (a) an
“alleged” “memory” has “program instructions for instructing/controlling
unlocking and starting of the vehicle,” or (b) a “coded data” that “includes
privilege settings,” as required by the challenged independent claims. Id.
at 14, 21. Patent Owner further challenges whether Petitioner has
demonstrated a reason to combine Kleve with Hatton. Id. at 23

1. Analysis of Independent Claim 1

a)  Limitation [1a]

Claim 1 recites the steps:

[la] memory associated with the on-board computer of the
vehicle having program instructions for instructing unlocking
and starting of the vehicle;

Ex.1001,52:16-18.

For this limitation, Petitioner contends that “Kleve discloses memory
associated with the VCS processor.” Pet. 16 (citing Ex. 1005, Fig. 1).
According to Petitioner, Kleve’smemory includes random access memory
(RAM) and a hard disk drive (HDD) or flash memory. Id. (citing Ex. 1005
922). Petitioner asserts that this memory is used to store data. Id. (citing
Ex. 1005 931). According to Petitioner, “Kleve’s processor executes
instructions stored at a ‘storage medium [i.e., memory]’ that ‘enable a

vehicle rental transaction’ by ‘activat[ing] [i.e., starting] the vehicle during a

prescribed rental period’ and, ‘enabl[ing] a keyless driveaway.” Id. (citing
Ex. 1005 999, 71).

Patent Owner disagrees with Petitioner’s reading of Kleve and
contends there is no teaching of a memory having program instructions for
instructing unlocking and starting of the vehicle. Prelim. Resp. 22; Ex. 2001
9 64. According to Patent Owner, Petitionersrely on a particular memory in
Kleve (i.e., theHDD and RAM), as well as Kleve’s processor that enables a
rental transaction by activating the vehicle to enable keyless drive away.
Prelim. Resp. 22 (citing Pet. 16). PatentOwnerarguesthat Petitioner does
“not identify any alleged instructions as being in the previously-identified
memory.” Id.

Patent Owner relies on Dr. Malek’s testimony to support its position.
Specifically, Dr. Malek testifies that a person of ordinary skill in the art
would have understood “that merely ‘activating’ a vehicle is not
‘instructions for unlocking and starting the vehicle’ or ‘instructions for
controlling unlocking and starting of the vehicle.” Ex. 2001 §64.

Dr. Malek further testifies that “POSITA would understand ‘activating’ a
vehicle to mean making the vehicle operative [(e.g.,] such as setting a flag to
indicatethat a particular rental agreement is in effect).” Id. Instead,
according to Patent Owner, Kleve’s vehicle is active “during a prescribed
rental period” but it is “not ‘started’ during the entire rental period or
continuously being started.” Prelim. Resp. 22 (citing Ex. 1005, code (57)).
Patent Owner asserts that a person of ordinary skill in theart wouldnot have
understood instructions “to ‘activate’ a vehicle to be instructions for starting
andunlocking of thevehicle.” Id. Patent Owner further argues that
Petitioner fails toidentifyany instruction in the identified alleged memory

thatunlocks and drives Kleve’s vehicle. Id.
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At thisstageof the proceeding, based on the teachings of Kleve, we
are persuaded that a person of ordinary skill in the art at the critical time
would have understood that Kleve’s memory (including random access
memory (RAM) and a hard disk drive (HDD) or flash memory) wouldhave
included program instructions for instructing unlocking and starting of a
vehicle. Additionally, we credit the testimony of Dr. Almeroth, whose
testimony is consistentwith Kleve’s disclosure. See Ex. 1004 9 120—123.

Kleve states that oneof its embodiments includes a computer readable
storage medium for storing instructions that, when executed by a processor
is configured to enable a vehicle rental transaction. See Ex. 1005 99. Then
Kleve states that after e-key comparison and authorization, “the vehiclemay
enable driveaway access to that Temporary User for the scheduled time
period of the rental agreement™ and for “the duration of the rental term, the
Temporary User may again input the same identifying credentials to unlock
anddrive.” Id. §71. Unlike PatentOwner supposition, we do not
understand thisto mean that the vehicle would be “started” with the engine
running continuously during the entirety of the rental period. Rather, we
understand thisto mean that the vehicle itselfhas program instructions
stored in memory so that the Temporary User can (1) “start” the engine
running at any time during therental period and (2) unlock and drive the
vehicle any time during therental period. See Ex. 1004 9 122-123.

Thus, after review of the arguments andevidence, we find that
Petitioner has provided adequate explanation and supporting evidence that

Kleve in view of Hatton teaches or suggests the challenged claim limitation.

b)  Limitation [1e]

Claim 1 recites the step:

[1d] wherein the wireless communications circuitry of the
vehicle is configured to receive coded data from the mobile
device when using theeKey, the coded dataenables functions of
said eKey for said unlocking and use of the vehicle, the coded
data is associated to the eKey for use by the mobile device,

[Le] and the coded data includes privilege settings associated
with the eKey for limiting types of use of the vehicle when using
the eKey with the vehicle;

Ex. 1001, 52:27-36.

For this limitation, Petitioner first contends Kleve discloses or renders
this limitation obvious because Kleve teaches “a virtual key is wirelessly
communicated to the vehicle using encrypted data,” with the encrypted dated
being the recited “coded data.” Pet. 19 (citing Ex. 1004 9] 131-137;

Ex. 1005 4 63). Petitionernext contendsthat “the virtual key, represented as
encrypted data, includes privilege settings that limit typesof use of the
vehicle.” Id. at 20 (citing Ex. 1004 99 138-140). Petitioner providesthe
example of where “the vehicle’s ‘Owner’ ‘may set user restrictions. . .
based on. . . parameters including, but not limited to, speed, global position
coordinates, or load weight restrictions.”” Id. at 20-21 (citing Ex. 1005
940). According to Petitioner, such restrictions can “be set in accordance
with the types of use intended by the owner and temporary user.” Id. (citing
Ex. 1005 99 76, 83). Therefore, Petitioner concludes thata person of
ordinary skill of art at the critical time would have found it obviousto

include the use restrictions within the encrypted data associated with the

virtual key in order to prevent tampering by a temporary user.
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Patent Owner disagrees with Petitioner’s reading of Kleve and
contends there is no teaching of “the coded dataincludes privilege settings
associated with the eKey for limiting typesof use of the vehicle.” Prelim.
Resp. 14. According to Patent Owner, “Petitioners did not show—and could
not have shown—that Kleve’s ‘restrictions’ are included in Kleve’s ‘virtual
key.”” Id. at 15 (citing Pet. 20-21; Ex. 1003 §]55-62). Patent Owner
argues that for Petitionerrelies on Kleve’s “virtual key” as the “coded data™
and on Kleve’s “restrictions” as thealleged “privilege settings,” but none the
paragraphs in Kleve discussing the “restrictions” disclose the use ofa
“virtual key” and none of the paragraphs discussing the “virtual key” include
any “restrictions.” Id. (citing Pet. 19-21 (relying on Ex. 1005 1940, 76, 83);
Ex. 2001 9 56). According to Patent Owner, Kleve’s‘‘virtual key” is
provided before rental time, and “Kleve is clear any ‘restrictions’ are not
applied provided until therental period has begun.” Id. (citing Ex. 1005
975 (after “the system detectsa rental timestart . . . [tJhe system may
begin to download. . . restrictions.”), 40 (Owner may set restrictions for
“vehicle being rented.”), Fig. 7).

Patent Owner then asserts that Petitioner’s reliance on Hatton to
suggest that modifying Kleve’s virtual key via encryption is misplaced
because Petition does not rely on Hatton to suggest modifying the virtual
key toinclude any “privilege settings.” Id. at 16 (citing Pet. 12-14,20-30).
Nor would it have been obvious, according to Patent Owner, to include any
privilege settings in the virtual key. Id. at 17. Patent Owner relies on the
testimony of Dr. Malek to support its position. Id. Dr. Malek testifiesthat
“[a] POSITA would understand that Kleve teaches to ‘setuser restrictions’
after the virtual key is distributed and after the step in which the virtual key
is “sent to vehicle, website or nomadic device.”” Ex. 1005, Fig. 2, 1939-

40). Therefore, Patent Owner concludes, that no “restrictions”—set after the
virtual key was made and distributed—couldbe included in the key. Prelim.
Resp. 17-20(citing Ex. 10057 57).

At this stage of the proceeding, we first are persuaded Petitioner
demonstrates that Kleve’s “virtual key” is coded data because it is wirelessly
communicated from a server to a vehicle in an encrypted format. See
Ex. 10059 63.

Second, we are persuaded that Petitioner adequately shows Kleve
teaches, or at least suggests, an e-key that includes “privilege settings that
limit typesof use of the vehicle™ because we are persuaded that the
distribution of Kleve’s virtual e-key includes a rental period restriction. For
purposes of institution, the rental period restriction appears to be a “type of
use of the vehicle” and delineates the start/stoppage of when the vehicle can
be used. Specifically, we are persuaded by the Petition’s reliance on Kleve’s
express disclosure that “termsand conditions for the rental period™ are
agreed to before the virtualkey is generated. SeePet. 15 (citing Ex. 1004
9 138). We preliminarily agree with Petitioner that Kleve describes an e-key
that is only operable during a rental period because Kleve discloses, “The
owner may review the requestedrental based on what the Temporary User is
looking to use the vehicle for (e.g., without limitation, for towing, hauling,
or errands), when the requested use will be taking place, and where.”).”

Ex. 1004 9 138; see Ex. 1005  83.

We note Patent Owner’s citations to Kleve’s Figure 7 that indicates
“geofences or performance limits” are added after the rental start time. See
Prelim. Resp. 16. For purposes of institution, however, based on the

disclosure of Kleve we are persuaded the rental period would be included as
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a restriction when the virtual key is created at step 206 of Figure 2 prior to
the distribution of the virtual key at 210. See Ex. 1005 9 38-39.

At this stageof the proceeding, we credit the testimony of Dr.
Almeroth, who opines that Kleve discloses that certain restrictions are sent
with the request to generate a virtual key. Ex. 1004 9] 119—123.
Specifically, Dr. Almeroth testifies that Kleve discloses that the virtual key
“enable[s] the keyless drive system for the appropriate Temporary User
during a given rental period. ” Jd. §119. According to Dr. Almeroth, this
“indicates that rental agreement restrictions were sent with therequest so
that the virtual key could be associated with said restrictions.” Jd. §152; see
also Ex. 1005968 (“Once the rental period has expired the virtual key may
be reset and cleared from the VCS.”)). Dr. Almeroth further testifies that the
virtual key in Kleve is always generated after the rental agreement.

Ex. 1004 9 152, 156 ([Once] “the Temporary User selects the vehicle, pays
the appropriate amount and signs a consent agreement,” then “the system
may generate a virtual key to distribute to the Temporary User and VCS.”)).

Thus, after review of the arguments and evidence, we find that
Petitioner has provided adequate explanation and supporting evidence that
Kleve alone or in combination with Hatton teaches the challenged claim
limitation.

¢)  Limitations [1b] — [1d] and [If]

Claim 1 recites additional steps at limitations [1b] through [1d] and
limitation [1f]. Ex. 1001,52:18-33.

Petitioner provides arguments and evidence regarding each of these
claim limitations. Pet.17-20,21-22. PatentOwnerhas not provided
separate arguments regarding Kleve alone or in combination with Sekiyama

in regards to these challenged claims. See generally Prelim. Resp.

Nonetheless, the burden remains on Petitioner to demonstrate
unpatentability. See Dynamic Drinkware, 800F.3d at 1378.

We have reviewed the Petition’s analysis of the other claimed subject
matter not discussed in the previous sections and determine that the analysis
is sufficient at this stage. Based on our review of the arguments and
evidence submitted for limitations [1b] through [1d] and limitation [1f] and
the reasons presented previously, we are persuaded for purposesof
institution only that Petitioner has sufficiently shown sufficiently that Kleve
alone or in combination with Hatton teaches or suggests these limitations as
recited in independentclaim 1.

d)  Rationaleto Combine

Petitioner contends a person of ordinaryskill in the art at the critical
time would have been motivated to combine Kleve’s system with Hatton’s
teaching of an e-key system for vehicles. Pet. 12 (citing Ex. 1004 §f 109—
115). According to Petitioner, “[t]here were well-known benefits ofusing
encrypted data for wireless communications™ including being able to ensure
that only authorized receivers can view messages that are sent over radio
waves. Id. (citing Ex. 1004 9/110). Petitionerarguesthat “[f]or electronic
key systems, encrypted communications would be particularly effective to
prevent unauthorized access to the vehicle” while “[a]ssociating encrypted
data with specificelectronic keys would further facilitate an owner’s
monitoring and controlof vehicle use by individual users.” Id. at 12—13.
According to Petitioner, a person of ordinary skill in the art would have
“been motivated to bind the virtual key to the receivinguser’smobile device
(e.g., by associating the virtual key with an identifier unique to the mobile
device) to prevent unauthorized distribution to third parties.” Id. at 13
(citing Ex. 10049 111).
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Petitioner explains that a person of ordinary skill in the art would have
been “particularly motivated to look to Hatton’s teachings to improve Kleve
because both Kleve and Hatton are Ford references directed to similar
electronic key systems for use in a vehicle.” Id. (citing Ex. 1004 113).
Petitioner citesas an example the fact that “both Kleve and Hatton describe
an identical architecture for a computing system within a vehicle (the “VCS’
in both references) and a ‘vehicle rental’ businessusing that system.” Id.
at 13—14 (citing Ex. 1005 §21-36, Fig. 1; Ex. 1008, 2:54-5:53, Fig. 1).

Petitioner further argues that a person of ordinary skill in the art
would have had a reasonable expectation of success in applying Hatton to
Kleve because “Kleve already uses its wireless communications circuitry for
encrypted communications (e.g., with a server)” and “[c]onfiguring the
wireless communications circuitry to additionally receive encrypted
messages associated with a virtual key and including use restriction
information directly from a mobile device would have beena
straightforward and routine application of well-known techniques in wireless
communications andencryption.” Id. at 14 (citing Ex. 1004 9 114; Ex. 1005
963). Petition then concludes that it would have been obvioustoa
POSITA to use one of several standard, well-known encryption techniques
(such as public/private key encryption) to implement the encryption schemes
described by Kleve and Hatton, and a POSITA would have been capable of
implementing such encryption techniques within those systems.” Id.

Patent Owner disagrees with Petitioner because it contends that
Hatton is directed to encryption for authentication and not encryption for
confidentiality. Prelim.Resp. 23 (citing Ex. 2001 {67-68). According to
Patent Owner, these are distinct conception so a person of ordinary skill in

theart at the critical time would not have been motivated to modify Kleve in

view of Hatton in order to add encryption for authentication purposes. Id.
at 23-24 (citing Ex. 2001 68).

Patent Owner then contends that Petitioner fails to explain how Kleve
could be modified as proposed because ‘“Hatton does not disclose generating
any encrypted data at amobile device.” Id. at 24-25 (citing Ex. 2001 § 69).
Patent Owner explains that because Hatton’s encrypted datais assigned to a
vehicle at the manufacturing process, it would not havebeen obvious in
view of Hatton to generate encrypted datato includerestrictions foruse in a
rental vehicle because the encrypted data would have already been
generated. Id. at 25 (citing Ex. 1008, 8:24-36, 14:7-18). Patent Owner
argues that “[u]nder Petitioners’ theory, encrypted datawouldneed to be
generated each time ‘restrictions’ were created or modified, but Hatton does
not have a mechanism for doing this.” /d.

Afterreview of the arguments and evidence, we are persuaded at this
stage of the proceeding by Petitioner’s position. Specifically, we are
persuaded that (1) both Kleve and Hatton are directed to use of electronic
key systems for vehicles (see Ex. 1005 997-9, 39, 63; Ex. 1008, 1:48-52,
1:61-2:2, 5:25-34) and (2) encrypted communications would have been
understood to effectivein preventing unauthorized access to the vehicle,
something that is taught explicitly by Hatton (see Ex. 1008, 9:50-63). Given
these disclosures by Kleve and Hatton, we are persuaded by Petitioner thata
person of ordinary skill in the art would have had a reasonable expectation
of success in combining these teachings and arriving at the challenged
claims. Accordingly, for purposes of institution, we find that a person of
ordinary skill in the art at the critical time would have reason to combine the
teachings of Kleve with that of Hatton.
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2. Analysis of Independent Claims 11, 18 and Dependent
Claims 3-10, 12-17, 19-21

Petitioner provides arguments and evidence regarding independent
claims 11 and 18, as well as dependent claims 3-10, 12-17,and 19-21 in
view of Kleve in combination with Hatton. Pet.22-36. Patent Owner has
not provided separate arguments regarding Kleve in combination with
Hatton in regardsto these challenged claims. See generally Prelim. Resp.
Nonetheless, the burden remains on Petitioner to demonstrate
unpatentability. See Dynamic Drinkware, 800 F.3d at 1378.

We have reviewed the Petition’sanalysis of the other claimed subject
matter not discussed in the previous sections and determine that the analysis
is sufficient at this stage. Based on our review of the arguments and
evidence submitted for independent claims 11 and 18, as well as dependent
claims 3-10, 12—17, and 19-21 andthe reasons presented previously, we are
persuaded for purposes of institution only that Petitioner has shown
sufficiently that Kleve in combination with Hatton teaches or suggeststhe
limitations as recited in independent claims 11 and 18, as well as dependent
claims 3-10, 12-17, and 19-21.

3. Summaryregarding Challenged Based on Kleve in
combination with Hatton

Based on the current record, Petitioner has established a reasonable
likelihood that it will prevail in demonstrating that claims 1 and 3-21 would
have been obvious over Kleve in combination with Hatton.

D.  Claim 2 Allegedly Rendered Obvious by Kleve and Hatton in
combination with Sekiyama

Claim 2 recites

The sub-system of the vehicle of claim 1, wherein said privileges
function as restrictions that enable access to specific vehicle

areas that include one or more of vehicle door operation, or trunk
operation.

Ex. 1001, 52:40-43.

Petitioner provides arguments and evidence regarding dependent
claim 2 in view of Kleve in combination with Hatton and with Sekiyama.
Pet. 36-39. Patent Owner hasnot provided separate arguments regarding
Kleve in combination with Hatton and with Sekiyama in regards to this
challenged claim, except to state that “Sekiyama does not cureany of the
deficiencies of the proposed Kleve / Hatton combination.” Prelim. Resp. 26
Nonetheless, the burden remains on Petitioner to demonstrate
unpatentability. See Dynamic Drinkware, 800F.3d at 1378.

We have reviewed the Petition’s analysis and determine that the
analysis is sufficient at this stage. Based on ourreview of the arguments and
evidence submitted for dependent claim 2, we are persuaded for purposes of
institution only that Petitioner has shown sufficiently that Kleve in
combination with Hatton and with Sekiyamateaches or suggests the
limitations as recited in dependent claim 2.

E. Claims 1, 3, 5-7, 9, 11-16, and 1820 Allegedly Anticipated by
or Rendered Obvious in View of Mikan

Petitioner contends that the disclosureand teachings of Mikan either
anticipate or would have rendered the subject matter of claims 1-3, 5, and 8
10 obvious. Pet. 39-49. Patent Owner disagrees. Prelim. Resp. 26-36.
Patent Owner specifically challenges whether Petitioner has shown that
Mikan discloses or teaches “coded date” that includes privilege settings and
is “from a mobile device” as recited in limitations [1d] and [1e] of
independent claims 1, 11, and 11. Accordingly, for purposes of institution,

we will only provide analysis for limitations [ 1d] and [1e].
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L Introduction

The Board’s Institution Decision preliminarily credited Dr. Almeroth’s
testimony that the primary references, Kleve (grounds 1-2) and Mikan (grounds 3-
6). disclose circuitry of a vehicle that 15 configured to “receive coded data from a
mobile device ... the coded data includes privilege settings” As demonstrated
here, however, each ground of the Petition fails because Dr. Almeroth’s testimony
for this claim requirement is incorrect and contrary to the express disclosures of the
references.

For the “coded data™ requirement, Petitioners rely on Kfeve's “virtual key,”
which i1s merely a credential, such as a user’s face, fingerprint, or other identifying
information. Petitioners contend that when this virtual key is encrypted as a
message or matrix barcode, it discloses the claimed “coded data.” However, Kleve s
“virtual key,” in whatever form and whether or not encrypted, is independent of
any alleged “privilege settings.” For the claimed “privilege settings,” Petitioners
rely on Kleve's restrictions, e.g., a rental period agreed to in the rental agreement.
But Kfeve’s “virtual key credential” does not include any restrictions at all. Indeed,

Kleve's system does not, and cannot, incorporate restrictions, including any rental

agreement terms. in the creation or distribution of its virtual key. Thus, Eleve does

not teach or suggest any alleged “privilege settings™ in any alleged coded data. let
alone any “coded data”™ received from a mobile device.

In Kfeve s system, a rental agreement is negotiated and agreed to by both the
Vehicle Owner and the renter. Howewver, Kleve's functionality “to enforce
compliance with rental agreement terms” does not trust @ renfer to put alleged
“prvilege settings” on a virtual key. Unsurprisingly, Kleve makes clear that its
solution is intentionally designed to put its “controlling usage”™ mechanism sofely
1n the hands of the individual who 1s most interested in protecting the vehicle—rfhe
Vehicle Owner. EX1005, 1Y 51, 40, Fig. TA. Were Kleve's system modified to
control vehicle usage according to a vehicle renter’s demands, as Dr. Almeroth
proposes, Kleve's express purpose—aiving the Vehicle Owner total control of their
own vehicle—would be vitiated altogether.

Similarly, the Petition’s reliance on Mikan fails. Petitioners rely on Mikan’s
“secure ID™ as the alleged “coded data™ and Mikan’s “vehicle operation policies™
as the alleged “privilege settings.” But Mikan makes clear that the “secure ID”"—
sent to the vehicle from the wireless device—is used merely for authentication. The
wireless device’s “secure ID 407" includes no vehicle operation policies or any
other privilege settings whatsoever. Instead. the vehicle operation policies are

stored 1n and “retneved” from the vehicle's local database—never from the alleged
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mobile[::q:vice when using the eEey. When the user in Mikan seeks to use a wireless
device as an electronic key to access the vehicle, the vehicle already has any vehicle
operation policy locally stored on the vehicle and therefore never receives, nor has
any need to “receive coded data from a mobile device . the coded data inclndes
privilege seftings.” Indeed, Mikan’s express disclosure of a mapping function links
the vehicle-stored vehicle operation policies to the vehicle-stored key set; the whole
purpose of which 1s that the vehicle does not receive operation policies from the
mobile device. Were any privilege settings included in coded data received by the
vehicle from the wireless device, 1t would be unnecessary for the vehicle to perform
this mapping operation between these two locally stored sets of records.

Unlike Patent Owner’s Preliminary Besponse, which did not delve into the
details of either Kleve or Mikan, Patent Ovwner does so here, demonstrating below
that each of the premises on which Dr. Almeroth and Petitioners base their
anticipation and obviousness conclusions are directly refuted by the references
themselves. All grounds fail.

II.  The *659 patent

The "659 patent describes providing vehicle access to individuals, including

an owner or “guest dnver,” e.g., a fiiend, service person. or valet. EX1001, 10:28-

39 This access can be provided by an electronic key, or eKey, which allows use of

the vehicle. fd., 10:40-42. An eKey may be used by an owner or others, such as a
guest. Id., 40-51. Usage of an eEey, such as nsage by a guest, may be associated
with privilege settings, e g., speed limits, geographic restrictions, amount of time,
etc. Jd. As an example, “the vehicle can be loaned to a cluld of driving age ... and
the child can be provided with restricted use of the vehicle ™ Id | 14:51-53. The "659
patent describes creating profiles for users that have privileges set by an
admumistrator. Id., 17:5-13. For example, accounts for a driver may be created with
“defined roles,” which can “include a set of privileges,” such as speed limit or
geographic privileges. Jd., 38:52-62. In this way, logins of user profiles can be
controlled. For example, “[a]dministrators can decide which settings are locked for
specific logins or roles, which are open for the login user to toggle and which
settings are to be enforced.” Id., 17:18-26. Thus “use of the vehicle can be restricted
to predefined mules.” Id , 22:24-28.

Each independent claim (1, 11, 18) of the 639 patent requires
“communications circuitry of a vehicle™, “the communications circuitry includes
wireless communication circuitry” that 15 “configured to receive coded data from
[a] mobile device™ and “the coded data includes privilege settings.” EX1001,

claims 1, 11, 18
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III. Kieve (EX1005) discloses distinct operations for (1) forming a rental
agreement, (2) setting up and distributing a virtual key, and finally, (3)
setting user restrictions—available to only a Vehicle Owner and only at
the beginning of the rental term, after the virtual kev has been sent to
the vehicle.

Kleve discloses a system to “check”™ a “credential” and use that “credential”
as the “authorization” or “virtual key”™ for use of a “personal vehicle rental ™
EX100%, face page. | 36. Kleve discloses that parties negotiate and form a rental
contract, allowing the parties to exchange identifying information that 1s used as a
credential virtual key. Id., Y 38. Kleve specifies an operation in which the Vehicle
Owner—and only the Vehicle Owner— "may have the options [sic] to set rental
restrictions” to “control[] usage to enforce compliance with the rental agreement
terms.” EX1005, 1 51, 40. However, by using “restriction limits initially set by the
Owner at the beginning of the rental term.” Kleve's solution for controlling vehicle
usage 1s not available until after any generation and distribution of the virtual key.
Id., 743, Fig. 2, EX2021, 7 45.

Unlike the rental agreement terms, agreed to by boith parties, Kleve's system
teaches that only a Vehicle Ovwner can “set user restrictions™ that will be monitored,
e.g. load weight restrictions, rental end time, “no-go zones” or any other restrictions
regardless of the terms of the rental agreement. EX1005, 7740, 43, 51, 75; EX2021,

T 47-48. Kleve's system allows only these Owner-set “user restrictions,” set at step

214, to be monitored and controlled by the vehicle’s “VCS™ (vehicle computing
system), e g.. premature termination of the rental period if the usage of the vehicle
15 “extreme” or updating a new rental period end time restriction if additional time
15 paid for and authorized by the Owner. EX1005, T 41, 43, 51; EX2021, 1 49-

5’3

A.  Kieve's “terms and conditions for the rental period™ reflect the
agreed-to terms of a rental coniract and are independent of any
“virtual key.”

Kleve provides a system whereby the Vehicle Owner and Temporary User
can negotiate and execute a rental agreement. EX1005, 7 38, 84, 89, Fig. 2, steps
206, 208. As shown further below in Section IIL.C., this rental agreement procedure
15 distinct from, and not coextensive with, Kleve's operation to _
-” and thereafter “set user restrictions.” Id., 1Y 38,40, 51, Fig. 2; EX2021, 7Y 47-

52
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EX1005. Fig. 2 (annot.).

To use Kleve's personal vehicle rental system, a Vehicle Owner inputs
personal information into a website, including details about the vehicle for rent. Jd.,
99 81, 38. A Temporary User also uses this website to input “personal information™
(id., Y 86). including a “unique Temporary User identification.” such as “photos of
credit cards, photo of forms of ID, facial recognition, voice print recognition, matrix

barcode [], code word or phrase for speech recognition, temporary mobile web login

ID'hnd password, or other types of unique Temporary User identification” (ie.,
“credentials™) (id., 7 37).

The parties can use the website to negotiate “terms and conditions based on
the specific use and needs the Temporary User may use the vehicle for,” and
ultimately accept terms and sign the agreement. Id., 946, 84-85, 89-90, 38, Figs.
8-0. As part of this rental agreement, the parties can agree to specific conditions for
the vehicle rental, e.g., “cargo load weight restrictions, tow load restrictions, or
[mileage restrictions].” fd_, T 89, §4. The website may thereafter generate a rental

agreement and collect payment and signatures. Jd., 7747, 90, 85, 38, Fig. 3A.

[ 1

g

Id., Fig. 8 (annot.). Here, Kleve teaches nothing more than two parties forming an
agreement. Kleve does not teach that the parties’ agreed-upon conditions are ever

included in the set up or eventual distribution of a virtual key or provided to the
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H

vehicle. EX2021, 7 47-50. Instead, as detailed in Section III.C, below, Kleve's : r—1 Tl
b |- 2] ] Himg) B
system provides an Ovmner the option to separately set any restrictions the Owner . -1l.F T ==, Al - i
- - W O =
chooses—whether or not identified the rental agreement—at the begimning of the L_ f:k_\_{______________i‘:'jj_l_ ann e | i |
. . - i ; Rl Time Velicie |~ %8
rental term, which is independent of, and after the distribution of, the virfual key. prmemme 1 Ml)r«fu?sm ) — - |‘¥5.*.£
| | CrdertializVetice (((70)) -
Id: EX1005. 17 40-41, 43, 51. 75. In Kleve, the Owner can enforce compliance ﬁ LI &= —— A (Vv onpass Credunia
Lo ) = -’"'1"‘"'55»'&11"55"" i'ws:'s“ﬁmd 5t
with specific restrictions, whether or not such restrictions were also included as ] { S | kY - 3 .L-m?h.:m
| @) R
) 8. ' \ '\“&’ PN o
rental agreement terms. Id., 9 40-41, 43, 51, 75. P il : ! % ; oD
w07 Vekased |-t Wigess s R .
B.  Neither the “set up™ of a virtual key nor the distribution of a | VeceOwwe | S| OrimelnBdRi0) | Devrce Figirpts et @
virtual key includes the rental agreement terms or any other ' ! —_— L
restrictions. / | f
, _ . , . e Fig-5 D | ek Tene TU Erkers .{?
Kleve describes that a Vehicle Ovner may “set up a virtual key” to allow a af—t—{ Ve end Capures Renter
= Cdenial il Vepich Camera |~~~ =~~~

Temporary User to use their virtual key credential to access the Owner’'s vehicle.
Id., Fig. 5 (annot) This “credential” is the information collected from the
Id Ty 62, 67
Temporary User, such as “fingerprint recognition,” “photos of credit cards, photo
To setup a virtual key, the Temporary User sends “information for credential
of forms of ID, facial recognition, voice print recognition, matrix barcode [], code
verification” to “the Vehicle Owmner allowing for this information to be entered into
word or code phrase for speech recognition,” or “other types of unique Temporary
the server and used as a virtual key[.]” Id.. 7 63, Fig. 5. 516 (emphasis added). “At
User identification.” Id., 7 63-64.
step 502, the Vehicle Ovner may enter in vehicle authorization credentials based
The Temporary User identification or “credential” is ultimately distributed
on information received by the Temporary User to set up a virtual key.” Jd., 7 62,
to be “used as a virtual key.” Id., ¥ 63; see also id., § 44 (matrix barcode as the

Fig. 5 (emphasis added).

virtual key): id., § 67 (“the virtual key credential™). Kleve’s “virtual key credential”
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does not include any restriction or other privilege about any agreed rental period,

nor does this “credential” include amy of the terms or conditions agreed to and

accepted as the parties” rental agreement. Id., 7 62-64, 44, 67. EX2021, 746 ;ﬁ - - T "r'__'“_l_________________.“ﬂ,*mmi
D Lo ) b ET Owners ol Car inSep 3md I aichet | 50
Instead, “to set up a virtual key,” the Vehicle Owner enters only the velucle i : i v i St
- A P~
authorization credential or “unique Temporary User identification” (EX1005, Fig. NV AP @ b De
FrIe B o I e S
. . . | | gyp ] Conmaion Back o V0| | Davis - [
5: 504, 516), which was received from the Temporary User (id., T 62, Fig. 3). [ VoeaOwe 1 T o W o i b
Moreover, to authorize access, the vehicle compares this credential, sent by the /‘ - fﬁl
e Fig-5 i umrmwam Wi
il | = ,
Onwner, with the credential entered by the Temporary User. Id., Fig. 5, steps 506, “ﬂ:m-ﬁnm-—ﬁﬁ -----

508, 510. The Vehicle Owner sends this same “credential” received from the L
Id, Fig. 5 (annot.).

Temporary User to the vehicle. The Temporary User provides this same credential Kleve does not disclose or suggest that the Owner enter a “rental time period™

to the wehicle, e.g.. captured via camera, microphone, etc. Id., Fig. 5. And, as . . , .
S P ToP g to “set up a virtual key,” nor does Kleve suggest that this “rental time”™ 1s included

illustrated in Figure 5 below, the vehicle compares the credential from the Owner in the transmission of the virtual key credential to the vehicle. Id - see also id . T

and the credential from the Temporary User to authorize the Temporary User. Id., 62, 66: EX2021. 9 62. In fact, were the agreed upon “rental period” included in the

Fig. 5, step 510. virtual key credential as an alleged “privilege setting.” it would not be necessary

for the Vehicle Owner to send the credential to the vehicle “at rental time ™ EX 1005,

Fig. 5,9 66. Kleve instructs: “[a]t rental time Vehicle Owner (VO) sends credential
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to vehicle.” Jd., Fig 5 (emphasis added); see also id., § 66 (“/w]hen the scheduled
rental period of time begins[.] the Vehicle Owner may send the credentials to the
vehicle with the use of a server.”) (emphasis added).

Further, Kleve discloses “ar renfal fime, TU [the Temporary User] enters
[the] wehicle and captures [this] credential ™ Id, Fig. 5 (emphasis added); id, § 67.
As Kleve illustrates, the velicle compares the “credential,” not any “rental time”
mnformation, and based solely on this “matched”™ credential the vehicle “authorizes
[the] drive.” Id., Fig. 5, step 510. Because the vehicle’s match of the two entries of
credentials “authorizes [the] drive,” the Temporary User cannot use the virtual key
to drive away a Vehicle Owner’s vehicle until after, “at rental time[,] vehicle Owner
(VIO) sends [the] credential to [the] vehicle.” Id., Fig. 5,9 66.

C. To monitor and control vehicle usage, a Vehicle Owner may

independently “set user restrictions”—an operation distinct from

the rental agreement and “set up™ and distribution of a virtual
key credential.

Rather than include the parties’ rental agreement terms in the set up or
distribution of a virtual key, Kleve provides a separate, optional operation to allow
only the Owner to “set user restrictions” at step 214 Id . Y 51, Fig. 2; id.,  40;
EX2021, 1Y 47-50. Kleve makes clear that restrictions are set at the begmning of

the rental term, separately from the virtual key. Jd.; EX1005, 97 43, 40, 75, Fig. 2.
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« EX2022, Page 26 _

1 recall. I don't recall that it matters to the claim
2 whether it's automatically gensrated or not, so it's
3 probably not a gquestion I've looked at.

4 Sitting here right now, it seems like it

5 could ke automatically generated or it could not,

6 depending on kind of how the system would be

7 implemented.

8 Q. So with respect to "always generated,” are
9 yvou referring there to, again, that it's a

10 prerequisite as we just discussed, that the rental
11 agreement having been formed by the parties is a

12 prerequisite to the virtual key being generated?

13 MR. LU: Objection. Form.

14 THE WITNESS: I think what I'm saying is
15 basically what's described in the declaration, which
16 is basically a person of skill in the art reading

17 Kleve would understand that there is an embodiment
18 where the virtual key i1s generated after the rental
19 agreement, and always generated after the rental

20 agreement at least in that embodiment.

21 BY MS. ENTZMINGER:

22 Q. Well, it doesn't say "in that embodiment."
23 It says "always generated after the rental

24 agreement."”

25 MR. LU: Objection. Form.

Contact us: CA Production@LexitasLegal com | 855-777-7865  Page 26
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1 BY MS. ENTZMINGER:

2 Q. So are you now clarifying that it's only

3 | when embodiment where it's generated always after

1 the rental agreement?
5 A I wouldn't characterize it as a
5] clarification. 1 don't think Kleve is limited in

all of its embodiments, where that a person of skill
8 in the art reading Kleve would understand that in
9 | every embodiment, the only way the eKey could be
10 | generated is after the rental agreement.
11 Certainly I think it would make sense to a
12 persaon of skill in the art that that's typically

13 what would happen.

14 Q. Well, this says "always.” So always

15 refers to all of the embodiments in Kleve, correct?
LG A I don't see where it says that.

L7 Q. Your sentence says, "Klewve discloses that

18 the virtual key is always generated after the rental

19 | agreement.”

20 A I think you read that sentence correctly.
21 Q. Okay. So "always generated after the
22 rental agreement” encompasses all embodiments of

23 Klewve, correctc?
24 MR. LU: Objection. Form. Asked and

25 answered .

Contact us: CA.Production@LexitasLegal.com | 855-777-7865  Page 27
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¢ EX20221 Page 28 1 THE WITNESS: Neo. Not necessarily.

2 BY MS. ENTZMINGER:

3 Q. So you use typically and always. Sco

4 always does not refer to all of the embodiments of

5 Kleve, is that fair?

[ E. I think a person of skill in the art could
7 read Kleve and understand that there are preobkably

8 multiple ways in which the flow of actions among the

9 parties could occur. 2nd I think thinking about a

10 real world scenario, in most cases you have an

11 agreement before you would gensrate an =Key, but

12 maybe, maybe not. I don't —-- I don't know that the
13 real world is necessarily cut and dry.

14 So reading -- a perscon reading Kleve would
15 understand it's describing embodiments where it's

16 always the case. That might be a pretty common

17 scenario, but I don't know that it would necessarily

18 be a hard and fast rule in every embodiment or in

19 the understanding a person of skill in the art would
20 have.

21 Q. Well, this sentence in paragraph 120 of

22 yvour declaration iz describing Kleve's disclosure.
23 It's not describing the, gqueote, "real world."™ This
24 says, "Kleve discloses that the wvirtual key 1is

25 always generated after the rental agresment.”

Contact us: CA Production@LexitasLegal com | 855-777-7865 Page 28
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