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METHOD AND SYSTEM FOR MANAGING 
BANDWIDTH ON A MASTER-SLAVE BUS 

TECHNICAL FIELD 

This invention relates generally to making adjustments in 
allocation of Bandwidth to peripherals communicating with 
a computer System via a bus, and more particularly, relates 
to devices using the isochronous mode of data transfer on a 
Universal Serial Bus (USB). 

BACKGROUND 

USB is a cable bus that Supports data eXchange between 
a Host computer and a plurality of peripheral devices by 
means of Serial data packets, and interfaces for converting 
these data packets into a format Suitable for use by a 
computer or device connected to the USB. The USB design 
permits a Star topology for connecting up to 127 devices. 
USB comprises a plurality of devices, which include one 
Host, which also functions as a root hub, and additional hubs 
or functions. A USB hub has a number of ports that can be 
used for connecting devices or other hubs. 
USB is not the only standard that allows for extending the 

reach of personal computers. Another well known Standard 
is the FireWire, i.e., IEEE 1394 bus standard, available at 
http://standards.ieee.org/catalog/bus.html#1394-1995, 
which allows for asynchronous and isochronous packet 
based communications with dynamic configuration and a 
provision for powering devices via the bus. An IEEE 1394 
compliant serial bus provides greater bandwidth (100 Mbps 
or more) than the USB (12 Mbps). Still, it is susceptible to 
exhaustion of its bandwidth capability and consequent dif 
ficulties for users as in the case of USB. The discussion 
below focuses on USB for illustrative purposes only and is 
not intended to be a limitation on the Scope of the claims. 

The devices connected to a USB fall into two major 
classes-functions and hubs, which are differentiated by the 
roles they play in the organization and operation of the USB 
System. All hubs have a plurality of downstream ports and 
one upstream port. These ports can be used to connect other 
devices, including hubs. Functions are devices that do not 
possess ports for connecting more devices downstream from 
them, but usually perform taskS. Some examples of tasks 
include collecting data via a video camera, driving Speakers, 
or using a modem. A device may possess downstream ports 
while being able to perform tasks, but Such a device is 
considered by the USB to comprise a hub with functions 
connected to the hub. Of course, all devices have to be USB 
compatible in order to operate Satisfactorily while connected 
to a USB. 

Another notable feature of the USB is that it not only 
Supports data flow, but also allows for powering peripheral 
devices connected to the USB, although it does not require 
that the peripherals, i.e. devices, be powered by the USB. 
Thus, it is possible to have devices that have their own 
Source of power and/or utilize USB Supplied power. 
USB supports data transfer at either a fast or “slow rate 

thereby meaning 12 Megabits/second (Mbps) or 1.5 Mbps 
respectively. Both modes can be supported in the same USB 
due to built in dynamic Switching between transfers. In 
addition, devices connected to the USB are detected and 
configured dynamically and the USB System is designed to 
handle a device being disconnected or connected without 
notice. 
Hubs play a very important role in the operation of the 

USB. A hub includes several downstream ports, usually one 
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upstream port, a repeater, a hub controller and a hub driver. 
Each hub detects the connection or disconnection of a device 
on any one of its ports. In addition, a hub can reset or render 
inactive any of its ports, and consequently the devices 
connected to that port. Some hubs, e.g., “ENTREGA(R) 
USBnet”, may even be connected to two computers in order 
to facilitate communication between two computers. Further 
details on this device are available at www.entrega.com/ 
con usb prodinfo.html. It should be noted that here the 
term 'hub' is used broadly to include devices, e.g., 
“ENTREGA(E) USBnet,” with potentially more than one 
upstream connection. 
One device in particular plays a unique role in the 

operation of the USB, i.e. the Host, which includes a root 
hub, and to which other devices, including other hubs, are 
connected. Each USB has one and only one Host. The Host 
configures other hubs and devices connected to them on the 
USB. It is also responsible for managing the Signaling and 
data transfer on a USB. It generates a Start of Frame (SOF) 
Signal every 1 mS regardless of other activity on the USB, 
which is used by downstream hubs to synchronize their 
clocks. The robustness of USB in data transfer is furthered 
by the requirement that hubs maintain Synchronization with 
the Host even if one SOF is missed. 

Data transmission on the USB is primarily of four types: 
control transfer, bulk transfer, interrupt transfer and isoch 
ronous transfer. These modes differ in the guarantees given 
to the devices requesting the connections. All data transfers 
are targeted to a logical endpoint on a device. A given 
endpoint Supports a particular type of data transfer with 
certain guarantees that are negotiated in the course of device 
configuration. Furthermore, a USB device may Support 
many endpoints. 

Thus, e.g., isochronous data transfer assures data transfer 
at the fast rate with specified bandwidth, and without error 
correction, i.e. in the event of an error the System does not 
attempt to resend a data packet, and naturally, there is no 
acknowledgment of data receipt. On the other hand, inter 
rupt transfer Supports error correction, and in the event of an 
error, a data packet is retransmitted. Interrupt transferS also 
enjoy a System assurance of transmission within a given 
time latency with acknowledgment of uncorrupted data. 
Thus, isochronous data transfer is, for example, Suited for a 
continuous feed from a camera while interrupt transfer is 
better Suited for devices Such as a mouse that need quick 
attention, but may remain idle for unpredictable periods of 
time. Bulk data transfer does not have any assurance of 
when it would be transmitted, but is acknowledged in the 
course of error detection and correction. 

USB offers a flexible method of connecting a plurality of 
devices to a computer Such that the devices can be connected 
and configured (or disconnected) without having to cold 
Start the computer while allowing for reliable data transfer at 
a variety of QoS levels. The benefit to the user of being able 
to use cameras, printers, Scanners, keyboards, mice, displayS 
and the like by merely plugging in the devices cannot be 
understated. 

However, the USB, as presently implemented, has a 
number of limitations that reduce its utility. Some problems 
in connecting devices of interest encountered by users, 
despite the ability to connect as many as 127 devices to a 
USB, are due to the maximum bandwidth of only 12 Mbps 
in the fast mode. The limited bandwidth combined with 
bandwidth consuming devices like cameras, Speakers, etc. 
act as another limitation on the number of devices that can 
be concurrently operated while connected to a USB. 
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When the USB detects and configures a newly connected 
device, it fails to allocate resources if it cannot Support the 
device requirements. In other words, the device being 
plugged is enumerated and presented to the System but will 
not work. This limitation can be particularly Vexing for users 
who are not computer-literate to the extent of routinely 
trouble-shooting problems. Such a user might get frustrated 
or erroneously conclude that a given device is defective. 
Worse, the consumer may return a perfectly functioning 
USB compatible device, or the computer itself not to men 
tion use vast amounts of expensive technical Support time. 
USB is not sufficiently flexible to adjust its resource 

allocation without requiring extensive user input. In addi 
tion, the present specifications for the USB do not address 
the desirability of a certain Set of devices working together 
in preference to other combinations. Furthermore, USB 
often favors the first device configured to run regardless of 
the contextual utility. For example, it may be preferable to 
operate Speakers with a camera as opposed to a Scanner, but 
USB will prefer a Scanner already in use to a new connection 
Sought by Speakers. These limitations are particularly lim 
iting in the case of isochronous devices. 

Bus specifications, other than USB, face similar limita 
tions in accommodating devices with combined bandwidth 
requirements greater than the bandwidth available on the 
bus. This problem is bound to worsen as more devices 
requiring Substantial bandwidth come on the market. 

The rules for operating devices that may be able to 
function acceptably with lower resolution, i.e. lower band 
width, limit efficient dynamic reallocation of bandwidth. For 
example, USB Specification, version 1.1, requires that the 
configuration of a device cannot be dynamically changed 
while data is either being transmitted or received. Since, 
isochronous data pipes provide continuous data throughput, 
with Specified bandwidth, this is a significant limitation on 
dynamic modification of the bandwidth allocation. 

SUMMARY 

The invention described in the instant application over 
comes these limitations and more by providing for a Soft 
ware module, rebalancing-enabler, which permits dynamic 
reallocation of bandwidth resources between devices con 
nected to a USB, including implementation of preferences 
for certain configuration and decision making Strategies. 
Some embodiments of the invention also facilitate better 
designs for devices designed to operate in an isochronous 
manner to enable dynamic bandwidth adjustments. 

Such advantages are achieved using the flexibility in the 
USB Specifications while taking advantage of the dynamic 
device attachment and detachment inherent in the USB 
design. In particular, the fact that devices that are connected 
to the USB but not actually carrying out any functions do not 
use bandwidth can be advantageously used. In addition, 
operating System Specific changes are Suggested to facilitate 
bandwidth resource management Supplemented with a better 
design for devices So that devices are able to change their 
bandwidth requirements dynamically without significantly 
inconveniencing the users. 

It should be understood, as would be apparent to one of 
ordinary skill in the art, that many embodiments of the 
invention are possible, which do not necessarily require 
changes to the operating System, and are not limited to the 
USB. 

Additional features and advantages of the invention will 
be made apparent from the following detailed description of 
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Some of the many possible illustrative embodiments which 
proceeds with reference to the accompanying figures. 

BRIEF DESCRIPTION OF THE DRAWINGS 

While the appended claims set forth the features of the 
present invention with particularity, the invention, together 
with its objects and advantages, may be best understood 
from the following detailed description taken in conjunction 
with the accompanying drawings of which: 

FIG. 1 is a block diagram generally illustrating an exem 
plary computer System on which the present invention 
resides, 

FIG. 2 illustrates a possible USB implementation with a 
plurality of devices connected to a computer System via the 
USB Host; 

FIG. 3 illustrates a high level representation of the 
arrangement of drivers for accessing and operating devices 
connected to a USB; 

FIG. 4 illustrates a possible high level implementation of 
the invention illustrating a user-mode to kernel-mode inter 
face; 

FIG. 5 is a flow chart illustrating some of the steps in 
allocating Bandwidth in accordance with an embodiment of 
the invention; and 

FIG. 6 is a flow chart further illustrating an exemplary 
implementation in the context of adding a device using the 
isochronous data transfer mode to a USB. 

DETAILED DESCRIPTION OF THE 
INVENTION 

Turning to the drawings, wherein like reference numerals 
refer to like elements, the invention is illustrated as being 
implemented in a Suitable computing environment. 
Although not required, the invention will be described in the 
general context of computer-executable instructions, Such as 
program modules, being executed by a personal computer. 
Generally, program modules include routines, programs, 
objects, components, data structures, etc. that perform par 
ticular tasks or implement particular abstract data types. 
Moreover, those skilled in the art will appreciate that the 
invention may be practiced with other computer System 
configurations, including hand-held devices, multi-proces 
Sor Systems, microprocessor based or programmable con 
Sumer electronics, network PCs, minicomputers, mainframe 
computers, and the like. The invention may also be practiced 
in distributed computing environments where tasks are 
performed by remote processing devices that are linked 
through a communications network. In a distributed com 
puting environment, program modules may be located in 
both local and remote memory Storage devices. 
With reference to FIG. 1, an exemplary system for imple 

menting the invention includes a general purpose computing 
device in the form of a conventional personal computer 20, 
including a processing unit 21, a System memory 22, and a 
System buS 23 that couples various System components 
including the System memory to the processing unit 21. The 
System buS 23 may be any of Several types of bus Structures 
including a memory bus or memory controller, a peripheral 
bus, and a local bus using any of a variety of bus architec 
tures. The System memory includes read only memory 
(ROM) 24 and random access memory (RAM) 25. A basic 
input/output System (BIOS) 26, containing the basic routines 
that help to transfer information between elements within 
the personal computer 20, Such as during Start-up, is Stored 
in ROM 24. The personal computer 20 may further include 
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a hard disk drive 27 for reading from and writing to a hard 
disk 28, a magnetic disk drive 29 for reading from or writing 
to a removable magnetic disk 30, and an optical disk drive 
31 for reading from or writing to a removable optical disk 32 
such as a CD ROM or other optical media. 

The hard disk drive 27, magnetic disk drive 29, and 
optical disk drive 31 are connected to the system bus 23 by 
a hard disk drive interface 33, a magnetic disk drive inter 
face 34, and an optical disk drive interface 35, respectively. 
The drives and their associated computer-readable media 
provide nonvolatile Storage of computer readable instruc 
tions, data Structures, program modules and other data for 
the personal computer 20. Although the exemplary environ 
ment described herein employs a hard disk 28, a removable 
magnetic disk 30, and a removable optical disk32, it will be 
appreciated by those skilled in the art that other types of 
computer readable media which can Store data that is 
accessible by a computer, Such as magnetic cassettes, flash 
memory cards, digital Video disks, Bernoulli cartridges, 
random access memories, read only memories, and the like 
may also be used in the exemplary operating environment. 
A number of program modules may be Stored on the hard 

disk 28, magnetic disk 30, optical disk32, ROM 24 or RAM 
25, including an operating System 36, one or more applica 
tions programs 37, other program modules 38, and program 
data 39. A user may enter commands and information into 
the personal computer 20 through input devices Such as a 
keyboard 40 and a pointing device 41. Other input devices 
(not shown) may include a microphone, joystick, game pad, 
Satellite dish, Scanner, or the like. These and other input 
devices are often connected to the processing unit 21 
through a Serial port interface 42 that is coupled to the 
System bus. Increasingly, Such devices are being connected 
by the next generation of interfaces, Such as a universal 
serial bus (USB) 43 with a root hub/Host 44, and to which 
other hubs and devices may be connected. Other interfaces 
that may be used include parallel ports, game ports, and the 
FireWire, i.e., the IEEE 1394 specification available at 
http://standards.ieee.org/catalog/bus.html#1394-1995. A 
monitor 45 or other type of display device is also connected 
to the System buS 23 via an interface, Such as a video adapter 
46. In addition to the monitor, personal computers typically 
include other peripheral output devices. 

The USB connections illustrate its utility. A keyboard 47, 
a pointing device 48 and another hub, hub-1 49, are con 
nected to the root hub/Host 44. Hub-1 49 is further con 
nected to another hub, hub-2, 50, Scanner 51, monitor 52, 
camera-153, and camera-2 54. Monitor 52 preferably uses 
USB for configuration and control rather than Streaming 
input, although later versions may advantageously be used 
for streaming input to monitor 52. USB compatible speakers 
55 are not connected, but may be connected if desired. 

The personal computer 20 may operate in a networked 
environment using logical connections to one or more 
remote computers. The remote computer may be another 
personal computer, a Server, a router, a network PC, a peer 
device or other common network node, and typically 
includes many or all of the elements described above 
relative to the personal computer 20 in FIG. 1. Such net 
working environments are commonplace in offices, enter 
prise-wide computer networks, intranets and the Internet. 
USB provides another way to connect to a network by either 
using a communication link via a modem, an ISDN con 
nection and the like, or even a hub that can be connected to 
two computers, e.g., “ENTREGA(E) USBnet.” Such hubs, 
however, require Special Software. 
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In the description that follows, the invention will be 

described with reference to acts and Symbolic representa 
tions of operations that are performed by one or more 
computer, unless indicated otherwise. AS Such, it will be 
understood that Such acts and operations, which are at times 
referred to as being computer-executed, include the manipu 
lation by the processing unit of the computer of electrical 
Signals representing data in a structured form. This manipu 
lation transforms the data or maintains it at locations in the 
memory System of the computer, which reconfigures or 
otherwise alters the operation of the computer in a manner 
well understood by those skilled in the art. The data struc 
tures where data is maintained are physical locations of the 
memory that have particular properties defined by the format 
of the data. However, while the invention is being described 
in the foregoing context, it is not meant to be limiting as 
those of ordinary skill in the art will appreciate that various 
of the acts and operation described hereinafter may also be 
implemented in hardware or more than one Software mod 
ule. 
When a device Supporting an end point for Sending or 

receiving isochronous data is connected to a USB port the 
hub, to which the port is connected, detects the presence of 
the device. Upon being queried by the Host, the presence of 
the device is revealed to the Host by the hub. The Host 
communicates with the device using control transfer on end 
point 0, which every USB compatible device is required to 
Support. As a result of these communications, the Host 
learns of the configuration modes Supported by the device 
and the nature and number of endpoints it can Support. 

If the USB can Support the requested resources, the device 
is configured with its parameters set and is ready from the 
point of view of the device. This decision may be made by 
the USB Host controller, although, in different embodiments 
other software modules, such as the USB Driver, may make 
the decision as well. Actual use of the device requires 
additional information from the user of the device to specify 
the nature and frequency of data transfers (including band 
width for isochronous transfers) actually intended. It is 
possible to require additional device Specific Setup proce 
dures, but these are not a part of the USB Specifications, and 
are treated as being a private matter. Details of the USB 
Specification version 1.1 can be found at www.usb.org/ 
developers/download.htm. 

Communications with a device connected to a USB can 
be viewed as being via a pipe defined by the endpoints 
available on the device for a particular mode of communi 
cation. For instance, a device that sends and receives iso 
chronous data would need at least two isochronous end 
points, one for Sending data and another for receiving data 
because isochronous data is moved in directional pipes. A 
given end point has an assigned bandwidth and/or other 
relevant parameters for isochronous transferS. Thus, a device 
capable of receiving isochronous data at three bandwidths 
will Support three corresponding endpoints. 
USB usually uses drivers to interact with an operating 

System, in parts to translate operating System queries into 
commands that the USB hardware can understand. Further 
more, the devices connected to the USB need drivers to 
interface them to relevant requests and commands from the 
operating System, which oversees the requests made by 
users or application programs. Not Surprisingly, operating 
Systems are expected to provide drivers, particularly class 
drivers, for the USB and many of the popular USB com 
patible devices. This practice enhances System Stability and 
efficiency Since the device manufacturers only need Supply 
a mini-driver dealing with the hardware details. On the other 
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hand, in case of operating Systems lacking Such Support third 
parties may provide the relevant Software. 
USB specifications require a USB driver to handle I/O 

Request Packet (IRP). Use of an IRP is a well known, but not 
the only Strategy, for an operating System to facilitate drivers 
providing Services to applications and other Software execut 
ing on a computer System. In an embodiment described in 
the instant application, the Standardized format offered by 
IRP and I/O control functions (IOCTL) can be advanta 
geously used to allow addressing drivers, including the USB 
driver and associated devices drivers. Thus, extending the 
capabilities of the USB may be efficiently managed by 
suitably designed interfaces and IRPs to request that USB, 
and devices connected to the USB, behave in a desired 

C. 

In addition, some devices connected to the USB may offer 
additional functionality, which is particularly Suited for 
practicing the instant invention. Such compliant devices 
would recognize commands to reduce their bandwidth, to 
describe the various bandwidth modes in which they can 
operate and may even allow their input and output buffers to 
be cleared on command. The USB specifications prefer that 
a USB compatible device respond with a STALL if it 
receives an invalid request, i.e. a request to which a device 
cannot respond. To the extent bandwidth can be reduced by 
changing an interface, USB Specifications include 
SET INTERFACE in the set of standard device requests. In 
addition, the Standard device requests include 
GET CONFIGURATION, SET CONFIGURATION, 
GET INTERFACE, and GET DESCRIPTOR. Additional 
“WMI' calls may be used to request a device to change its 
bandwidth. Moreover, if the call were to be made by a 
kernel-mode component such as USBD.sys, it would be a 
callback for which a driver would register. 
Some embodiments advantageously use interfaces and 

procedures provided by an operating System to configure 
and control USB. Operating Systems that provide support 
for USB include the “WINDOWS" brand operating systems, 
which include various releases of “Windows 95”, “Windows 
98’, and “Windows 2000” and future versions, “SOLARIS' 
operating Systems, "IMAC operating System and many 
others. Some operating systems, like “LINUX', do not, as of 
yet, Support USB Specifications and, thus, an extensive Set of 
driverS may have to be provided in order to implement an 
embodiment in Such operating Systems. 
One of the embodiments-described herein is based on the 

“WINDOWS" brand operating systems. However, it should 
be understood that the Scope is not restricted to any particu 
lar operating System although different operating Systems 
differ in the ease with which various embodiments can be 
implemented. AS one of ordinary skill in the art will recog 
nize, this does not mean undue experimentation but merely 
the absence of well known Supporting features in Some 
operating Systems. Such shortcomings of Some operating 
Systems make it more labor intensive to provide functional 
equivalents of the missing features. The WINDOWS" brand 
operating Systems implement a layered driver architecture 
with class drivers for well known classes of devices already 
included in the operating System. This feature is particularly 
convenient Since it requires the device manufacturers to 
merely Supply a mini-driver to allow access to the pecu 
liarities of the hardware implementation. An added benefit is 
in the increased Stability of the operating System. The 
Support available for USB makes these operating Systems 
preferable for many embodiments described herein. 

The device drivers, including those for the hubs, are 
loaded and proceSS requests from the System for Services. 
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These requests are usually in the form of (IRPs). An IRP 
includes, in its data-structure, fields for Specifying functions, 
referred to as minor and major function codes, that need to 
be performed by one or more devices to facilitate I/O control 
functions. (IOCTL, a subset of IRPs). In addition, an IRP 
may also provide pointers to input and output buffers as part 
of the I/O Stack locations in their data-structure. 
An IRP is constructed when needed. A given IRP may be 

passed from one driver to another as needed to allow all of 
the requested functions to be completed. Each driver in Such 
a Sequence has its own I/O Stack location. In addition, 
drivers may create an IRP if needed. Thus, while in principle 
a driver may be addressed directly, it is usually preferable to 
use the standardized IRP format to access a driver and 
Services associated with it. 
Many embodiments of the invention may use a software 

module, rebalancing-enabler, and a Policy to make the 
necessary decisions. The Policy used by a rebalancing 
enabler module to make decisions regarding bandwidth 
allocations tailors the System response to user requests. The 
default response of the USB, without the benefit of the 
rebalancing-enabler module, is to deny connection, i.e., 
bandwidth, to the last device requesting bandwidth. In other 
words, priority is on a first-come-first-served basis. The 
Policy generalizes this inflexible response to allow a user or 
even the operating System to Set default preferences. Such 
preferences may include that the application accessed last by 
a user has the highest priority in accessing bandwidth 
resources. Such a Policy should serve to ensure that user 
frustration is at the minimum. Similarly, applications that 
have been minimized may have bandwidth allocations 
retained at a lower priority than applications that are not 
minimized. And, applications in the foreground may trump 
requirements of applications in the background. 

Other criteria possible would allow bandwidth resources 
to be allocated, and possibly lost, depending on the fre 
quency. If a monitoring program is accessed frequently then 
its input resources may retain their bandwidth while devices 
needed by another program in the background may be reset 
in times of a bandwidth crunch. In addition, certain con 
figurations of devices may be preferred. Thus, it may be 
preferable to have both a set of Speakers and a Video camera 
functioning, even if at a lower resolution than to have a no 
win choice between either having Sound or picture. 

The ability to make Such preferences transparently, i.e., 
without requiring input from the user, is a particularly 
important benefit made possible in Some embodiments. In 
the rapidly developing Internet environment it is to be 
expected that a variety of data Streams may be accessed via 
USB devices connected to the Internet or other Sources of 
data. Transparent operation of the rebalancing-enabler mod 
ule would give effect to user preferences to give an impres 
Sion of a tunable SeamleSS experience. Thus, the System 
would automatically focus on the activities of the greatest 
interest to the user. 

This is not to Say that user preferences are always well 
known. In Some embodiments it may be possible to input 
user preferences to be implemented in the Policy by manipu 
lating the Control Panel, in addition to built in defaults. 
Similarly, other embodiments may allow a device-driver to 
provide configuration-related Policy requirements for the 
tasks expected of the corresponding device. The net effect is 
to create a much more responsive computing environment 
that is actually user-friendly and enables users to exploit the 
capabilities of the USB, or another bus, to the fullest extent. 

It should be noted that implementing rebalancing-enabler 
as a user-mode application contributes to System Stability 
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because well known mechanisms are used to communicate 
with the kernel-mode drivers and possible bugs in the 
user-mode application are less likely to be fatal to the 
System. Naturally, it is not an absolute requirement that the 
embodiments be implemented as a user-mode application. 
Consequently, in Some embodiments the Policy may be 
implemented as a user-mode module while the rebalancer 
enabler may be a kernel-mode module that may even be a 
part of, or closely linked to, the USB system or the host 
controller driver (HCD). 

FIG. 2 illustrates a logical high level diagram of exem 
plary USB system software and device drivers interacting 
with a computer system. Block 200 illustrates applications 
requiring input from devices connected via USB or Sending 
output to USB devices or seeking to control/modify USB 
devices via requests to the operating System components. 
Blocks 210 and 220 represent the device drivers that actually 
handle requests directed towards USB devices. Block 210 
represents the class drivers while block 220 represents 
mini-drivers, if any, that are specific for a particular hard 
ware representation. Requests received by the drivers are 
usually in the form of an IRP, with a function code speci 
fying the nature of action Sought. IRPS are usually con 
Structed by operating System components Such as I/O control 
or extensions to the driver management Software Such as the 
“WINDOWS" brand operating system anagement Instru 
mentation (“WMI”) as a result of function calls or by drivers 
and other kernel-mode modules. 

Block 230 shows the next stage of IRP processing. The 
device drivers pass the IRP after performing their share of 
the tasks to the USB system software, which includes the 
Host controller driver, the USB driver and an undefined 
interface between them. This interface is undefined because 
it is Supplied by the Specific operating System-and never 
available directly to the users. Finally, in block 240, the 
request is actually executed at the hardware level. 

Another view of data flow and potential bandwidth related 
decision making is illustrated in FIG. 3. Block 300 includes 
the USB device drivers 310, USB Driver (USBD) and the 
Host Controller Driver (HCD) 320, and the USB Adapter/ 
controller 330. USB wire 340 carries the actual signals from 
the computer (i.e. as provided by the USB Adapter/Control 
ler) to the devices connected to the USB. The signals are 
received by the USB Bus 380 at a BUS interface 350 and 
forwarded to the logical device 360, which in turn, sends 
them on to the actual hardware for performing the requested 
task, the physical device 370. As would be apparent to one 
skilled in the art, this is not the only possible topology and 
other implementations are intended to be within the Scope of 
the invention as well. 

It is important to note that to an application accessing the 
Services of a device connected to the USB, the connection is 
to one of the device specific pipes 390, which is a logical 
connection. 
An Overview of an embodiment of the invention, using a 

rebalancing-enabler software module is illustrated in FIG. 4. 
This embodiment is implemented in a computer System with 
a “WINDOWS" brand operating system, in particular with 
a “WMI” interface. Here, USB hardware 240 is used with 
the aid of the USB system software 400 in course of 
handling IRPs 410 created by the “WMI” 420. The USB 
system block 400, in particular USB hub drivers included 
therein, can make calls 430 to user-mode applications 
through “WMI” 420. “WMI” 420 forwards such requests to 
user-mode applications, e.g., rebalancing-enabler 440, and 
many user-mode applications, including rebalancing-en 
abler 440 can make function calls 450 to request services 
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and information from the USB devices through “WMI” 420, 
which constructs the appropriate IRPS and carries out other 
relate procedures. In addition, rebalancing-enabler 440 can 
acceSS resources Such as the Policy 460 in course of respond 
ing to calls made on it by “WMI” 420. In some embodi 
ments, rebalancer-enabler may be included in the USB 
System and access the Policy through the registry or a 
“WMI interface. 

FIG. 5 illustrates a possible, but not the only, decision 
making paradigm in accordance with an embodiment of the 
invention. If a device requiring isochronous bandwidth is 
connected to the USB, or an application launched that 
requests isochronous data to and/or from a USB device then 
an embodiment of the invention may be used Starting at Step 
500. A new bandwidth request 505 is made to the USB 
System Software monitoring bandwidth allocations at the 
Host. The Host controller informs the requesting hub-driver, 
controlling the device making the request, that the request 
cannot be honored at step 510. In the prior art this denial 
would be forwarded to the device and a silent failure would 
result. In this embodiment, the hub-driver intercepts this 
failure to allocate bandwidth at step 515. The hub-driver 
makes a “WMI' function call to Software module rebalanc 
ing-enabler to request a rebalancing at Step 520. Rebalanc 
ing-enabler responds to this request by obtaining the con 
figuration Settings corresponding to the devices connected to 
the USB at step 530. Rebalancing-enabler calculates 
whether the bandwidth request could be satisfied without 
violating the Policy at step 535. If it is not possible to 
accommodate the request by changing bandwidth alloca 
tions, it stops and informs the hub-driver that the rebalancing 
is finished. 

Since no bandwidth has been freed, the hub-driver for 
wards, at step 540, the previously intercepted failure to 
allocate bandwidth message at step 515. The hub-driver also 
makes a “WMI” call, at step 545, to generate a pop-up box 
to inform the user of the failure to use the device as 
requested due to insufficient bandwidth. 

However, if there is a possibility of accommodating a 
bandwidth request, rebalancing-enabler consults the Policy 
at step 550 to identify devices for which bandwidth alloca 
tions may be reduced. Such reductions may reflect accept 
able tradeoffs in resolution or particular configuration pref 
erences and the like as reflected in the Policy. The Policy 
may be implemented as a database with well-defined 
defaults, or a simple decision making routine and many 
variations that are well known to one of ordinary skill in the 
art. At step 555 rebalancing-enabler requests the devices 
identified in accordance with the Policy to reduce their 
bandwidth using the “WMI” interface. Preferably, the new 
desired bandwidth to be used by the device is explicitly 
Specified. 
AS may be appreciated, particularly by those of ordinary 

skill in the art, not all devices may respond to the request to 
reduce bandwidth due to a variety of reasons. Such reasons 
may include non-compliance with Such requests due to 
incompatibility with embodiments of the invention, propri 
etary reasons since the rebalancing-enabler is an extension 
of, but not in conflict with, the USB specifications. Hence, 
not all devices, particularly older devices may not be able to 
respond to Such requests. 

If a device does not reduce its bandwidth request as 
determined at Step 560, rebalancing-enabler makes a func 
tion call using the “WMI” interface to request the hub-driver 
to reset the device that failed to reduce its bandwidth at step 
565. In some embodiments the request to reset the non 
responsive device may not be made if the Policy does not 
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allow it. In other embodiments the request to reduce band 
width may not be made of devices that cannot be reset under 
the Policy. Such variations would be apparent to one of 
ordinary skill in the art and are intended to be included in the 
Scope of the claims. 
At step 570, when bandwidth has been released due to 

compliance with the request to reduce bandwidth or due to 
a device being reset by the hub-driver in accordance with a 
request by rebalancing-enabler, a rebalance completed mes 
sage is sent to the relevant hub-driver. The hub-driver 
requests bandwidth for the device and is able to obtain 
bandwidth since enough bandwidth has been released as 
described in the previous StepS. 
A more Specific example is presented next to illustrate the 

addition of devices to a USB that is short of bandwidth in 
FIG. 6. Thus, the addition of another device, a set of 
speakers 55, shown in FIG. 1, to the USB may result in 
requiring more bandwidth than the System is capable of 
providing. In particular, devices like camera-153, camera-2, 
54, and speakers 55 may use and/or provide serial data in a 
Steady Stream in the isochronous mode for transferring data 
on the USB, as discussed earlier. 

In a USB there are drivers corresponding to the devices 
Such as the USB Host controller, the various hubs, not all of 
which might have the same manufacturer. A high level 
representation of the decision making System is shown in 
FIG. 4. 
When a USB device is configured, for instance a device 

that is capable of operating isochronously, i.e., with a 
constant Stream of data of negotiated bandwidth, it may be 
able to Support more than one bandwidth. At a higher 
bandwidth the sound quality for a speaker system may be 
Superior, or the picture quality for a camera may be leSS 
grainy, but the device may function acceptably at lower 
bandwidths as well. 

In the case of USB compatible devices the different modes 
of data transfer correspond to defined endpoints on the 
device. For instance, different endpoints are defined by the 
direction of isochronous data transfer, and the bandwidth 
used. Thus, a device driver for a device that is connected to 
the USB and configured accordingly may be able to Support 
a number of endpoints corresponding to different band 
widths. The different alternate settings within an interface 
contain endpoints that are exposed by the device driver upon 
approval by the USB system software, which usually com 
municates with the hub-driver corresponding to the device 
of interest and manages bandwidth allocation. 

If an application is launched that requires the Speakers to 
operate isochronously then a request is Sent to the USB 
System Software for an allocation of the necessary band 
width at step 600 in FIG. 6. This request could be in the form 
of an IRP to select an interface and configure suitable 
endpoints. The system software, which includes the Host 
controller driver, may decide to not provide the bandwidth, 
e.g., at Step 605, because allocating the requested bandwidth 
would exceed System capacity, hence precluding operation 
of the speakers. This would be the end of the story under 
prior art systems and the relevant hub-driver would deny the 
request making the device inoperative. 
One of its embodiments, described here, would allow the 

relevant hub-driver to intercept the failure of the bandwidth 
request, as illustrated at Step 610, in other words Suspend 
acting on the relevant IRP if the request is in the form of an 
IRP. Of course, in Some embodiments a failure of the 
bandwidth request need not be explicit and instead a rebal 
ancing event may be generated and handled in a manner 
analogous to the description in FIG. 6. The hub-driver, 
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instead, at Step 615, makes a function call on a user-mode 
application, named rebalancing-enabler here, although other 
names could be coined as well, to request a rebalance of the 
bandwidth allocation to the devices on the USB. An embodi 
ment of the rebalancing-enabler that is preferred is the 
USBWatch software module compatible with “WINDOWS" 
brand operating Systems. This call is made via a user-mode 
to kernel-mode interface, “WMI”. 

Rebalancing-enabler obtains the configuration Settings for 
devices connected to the USB at step 620. Then rebalancing 
enabler determines the maximum bandwidth that the 
requesting device could obtain at Step 625 based on the 
configuration settings for the devices and the Policy. If this 
bandwidth is less than the requested bandwidth then control 
is returned to the hub-driver with the rebalancing completed 
message at Step 630. Thus, the final outcome is the same as 
the prior art in this Scenario Since the requesting device fails 
to acquire the requested bandwidth. However, in this case, a 
pop-up box appears to inform the user that there was 
insufficient bandwidth to operate the device as requested. 
Thus, the failure is not mysterious. 

In this case, sufficient bandwidth can be released by 
adjusting the bandwidth Settings of other devices So that the 
requested bandwidth may be supported. At step 635 rebal 
ancing-enabler determines the reductions in bandwidth that 
should be requested of other devices in order to accommo 
date the speakers 55 bandwidth request in accordance with 
a Policy. This request may, ultimately, be in the form of an 
IOCTL, resulting in the corresponding device drivers mak 
ing the alternative interfaces available. In actual practice 
Such a request may comprise more than one instruction. For 
instance, before another interface, i.e., an endpoint with a 
different bandwidth, can be made available by a device 
driver, the data queue for the existing endpoint, for receiving 
or Sending data, Should be cleared in keeping with the USB 
Specifications (version 1.1). 

It is possible that the device may be unable to accommo 
date the request and as a consequence not reduce its band 
width. Rebalancing-enabler may, in accordance with the 
Policy, decide to request another device to reduce its band 
width, or to request the hub-driver to reset the device, thus 
releasing its assigned bandwidth. In order to reset the device 
a function call is made to “WMI” which communicates with 
the kernel-mode hub-driver requesting it to reset the par 
ticular device connected to a port managed by the hub 
driver. If the device being reset, was providing data to an 
application then the data Stream would cease and the appli 
cation may terminate. Following the request to reset a 
non-compliant device rebalancing-enabler informs the rel 
evant hub-driver that rebalancing was complete. 
At step 640 rebalancing-enabler requests camera-153 and 

camera-2 54 to reduce their bandwidth usage to Specified 
levels. However, while camera-2 54 complies with the 
request, camera-153 does not reduce its bandwidth usage, as 
depicted at step 645. At step 650, rebalancing-enabler 
requests the hub-driver corresponding to the hub 49, which 
controls the port to which camera-153 is connected, to reset 
camera-1 53. 

It is possible that the Policy may not permit resetting the 
device that was requested to reduce its bandwidth in which 
case either another device is Selected in accordance with the 
Policy for a possible reduction in bandwidth or a rebalancing 
completed message is returned to the requesting hub-driver. 
In the example at hand no Such strictures prevent camera-1 
53 from being reset. Hence, at step 650 the rebalancing 
enabler requests that camera-153 be reset. 
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If bandwidth is available as a consequence of the rebal 
ancing operation the requested bandwidth is allocated, else 
a pop-up box appears to inform the user of the failure to 
Satisfy the request owing to insufficient bandwidth. In Some 
embodiments a pop-up box appears only if there is no 
attempt to acquire a different alternate Setting with lower 
bandwidth requirements. Of course, the requesting device 
may try again with a lower amount of bandwidth if the first 
request did not include Such an acceptable amount of 
bandwidth. Such a new request would Start the process all 
Over again. 

The specific example in FIG. 6 considered a system with 
two cameras Sending data to a computer System. The com 
puter System then tries to use a speaker to play Sounds, 
which results in a bandwidth request being sent, and which 
fails. 

This failure causes the hub-driver to send the request to 
the rebalancing-enabler for a re-balance. Rebalancing-en 
abler consults the Policy and determines that the audio 
request is in accordance with the Policy but the cameras 
need to reduce their bandwidth. Rebalancing-enabler, Sub 
Sequently asks the first Video camera to reduce its band 
width, which is performed. The second video camera, how 
ever, fails to reduce its bandwidth since it does not Support 
reducing bandwidth, which is an option rather than a 
requirement under the USB specification (version 1.1). 

Consequently, rebalancing-enabler requests, in accor 
dance with the Policy, to request a resetting of the non 
compliant camera. This user-mode request is made by a 
function call on the “WMI”. When this request is successful, 
rebalancing-enabler concludes that there is enough band 
width available and sends a “WMI” request to the hub-driver 
initiating the re-balance request to indicate completion of 
rebalancing. The hub-driver resends the bandwidth request 
which, now, Succeeds. Finally, the hub-driver passes the 
Successful bandwidth request to the audio driver. 

Thus, many embodiments include methods for rebalanc 
ing an existing bandwidth allocation to devices connected to 
a bus. A rebalance is initiated after interception of the failure 
of a new bandwidth request. The rebalance includes the 
possibility of requesting devices to Switch to a new band 
width setting based on a pre-established Policy. Further 
more, devices that are unresponsive to Such requests, par 
ticularly devices that may not recognize Such requests as 
legitimate commands, may be reset in order to release the 
bandwidth tied up by them. Finally, the method returns a 
rebalance completed message to release the interception that 
precipitated the rebalance procedure and allow either an 
allowance of the requested bandwidth or a denial with an 
explanatory pop-up box, Voice message and the like to 
indicate that Sufficient bandwidth is not available. Therefore, 
acceptable embodiments are not limited to bandwidth man 
agement in the context of USB or FireWire, but instead 
include a more general Strategy to intelligently manage 
bandwidth allocations. 

In a preferred embodiment, a kernel-mode hub-driver 
makes the request for a rebalance from a user-mode appli 
cation although it is possible that other kernel-mode mod 
ules may make the request instead. An important component 
of the decision-making process is the Policy which specifies 
the constraints on the choices that should be made Such as 
last-come-first-served etc. and may identify more than one 
choice of devices whose bandwidths may be altered. Such an 
output may be ordered or just a list. The user-mode appli 
cation carrying out the rebalancing may request information 
regarding the available configurations of the USB-connected 
devices. Based on the information obtained by the user 
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mode application, it may calculate the maximum bandwidth 
that could be made available to the requesting device in 
accordance with the Policy. If the requested bandwidth is so 
large, i.e., greater than the allowable bandwidth, that rebal 
ancing is unlikely to be effective, the rebalancing is termi 
nated and the rebalancing-complete message Sent. 

It should be noted that although the discussion has 
focused on the USB based embodiments, it is feasible to 
practice the invention in the context of the IEEE 1394 serial 
bus specifications. Unlike the USB system, the IEEE 1394 
Serial bus does not have hubs, and although it uses the tree 
architecture, the root of the tree is not necessarily fixed by 
the physical topology. The relevant details are covered in 
detail in the specifications and the book, FireWire System 
Architecture, 2nd Edition, written by Don Anderson and 
published by MindShare, Inc. (1998)(http://www.mind 
share.com/Mindshare/list of books.html), which is incor 
porated herein by reference. 
The differences between the IEEE 1394 bus and the USB 

are not limiting in practicing the methods taught by the 
invention for making alternative bandwidth allocations, 
although in a IEEE 1394 serial bus the devices may, addi 
tionally, be programmed to directly request bandwidth 
changes from each other. Such an approach could function 
independently of an operating System, for instance, by using 
a bandwidth manager, in a IEEE 1394 bus, undertaking the 
functions of a rebalancing-enabler, and denying bandwidth 
to a device that does not reduce its bandwidth. The role of 
a bandwidth manager may be preferentially be assumed by 
a Suitable device capable of functioning as a rebalancing 
enabler. Such a device would include a Policy or may 
communicate with another device that may provide Policy 
related information. 

All of the references cited herein, including patents, 
patent applications, and publications, are hereby incorpo 
rated in their entireties by reference. 

In view of the many possible embodiments to which the 
principles of this invention may be applied, it should be 
recognized that the embodiment described herein with 
respect to the drawing figures is meant to be illustrative only 
and should not be taken as limiting the Scope of invention. 
For example, those of skill in the art will recognize that the 
elements of the illustrated embodiment shown in Software 
may be implemented in hardware and Vice versa or that the 
illustrated embodiment can be modified in arrangement and 
detail without departing from the Spirit of this disclosure. 
Therefore, this invention contemplates all Such embodi 
ments as may come within the Scope of the following claims 
and equivalents thereof. 
We claim: 
1. A method for rebalancing an existing bandwidth allo 

cation to a plurality of devices connected to a computer 
System via a bus, the method comprising: 

intercepting a failure of a request by a first device to 
obtain bandwidth; 

rebalancing the existing bandwidth allocation to the plu 
rality of devices connected to the bus by requesting that 
a Second device change its bandwidth allocation in 
accord with a policy, wherein the policy is based, at 
least in part, on a preference for allocating bandwidth 
to one device over another, where the preference 
includes one or more rules Selected from a group of 
rules comprising (1) a rule preferencing a currently 
running application, (2) a rule preferencing an appli 
cation running in a foreground, (3) a rule preferencing 
most recently used application, and (4) a rule prefer 
encing a most frequently running application; and 
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if the Second device fails to change its bandwidth alloca 
tion, then resetting the Second device to release the 
Second device's entire bandwidth allocation. 

2. The method of claim 1 where the bus is a Universal 
Serial Bus (USB). 

3. The method of claim 2 wherein a hub driver corre 
sponding to a hub connected to the USB intercepts the 
failure of the first device's request. 

4. The method of claim 2 wherein a host controller 
intercepts the failure of the first device's request. 

5. The method of claim 2 wherein the policy is based, at 
least in part, on a preference for a latest device connected to 
the USB. 

6. The method of claim 1 where the bus is a “FireWire’ 
bus. 

7. The method of claim 1 wherein rebalancing requires no 
input from a user and is transparent to the user. 

8. The method of claim 1 wherein the method is imple 
mented using a user-mode application and a user-mode to 
kernel-mode interface. 

9. The method of claim 8 wherein the interface between 
the user-mode and the kernel-mode is a “WMI' interface. 

10. The method of claim 1 wherein the policy is based, at 
least in part, on a preference Set by a user of the computer 
System. 

1O 

15 

16 
11. A computer readable medium having computer-ex 

ecutable instructions for performing a method for rebalanc 
ing an existing bandwidth allocation to a plurality of devices 
connected to a computer System via a bus, the method 
comprising: 

intercepting a failure of a request by a first device to 
obtain bandwidth; 

rebalancing the existing bandwidth allocation to the plu 
rality of devices connected to the bus by requesting that 
a Second device change its bandwidth allocation in 
accord with a policy, wherein the policy is based, at 
least in part on a preference for allocating bandwidth to 
one device over another, where the preference includes 
one or more rules Selected form a group of rules 
comprising (1) a rule preferencing a currently running 
application, (2) a rule preferencing an application run 
ning in a foreground, (3) a rule preferencing most 
recently used application, and (4) a rule preferencing a 
most frequently running application, and 

if the Second device fails to change its bandwidth alloca 
tion, then resetting the Second device to release the 
Second device's entire bandwidth allocation. 
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