


Synopsis
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It’s no secret that cloud deployments are sky-rocketing globally, with 

organizations of all sizes and industries transitioning at least some of their 

infrastructure and assets to the cloud. Are visibility and security of these 

cloud resources managing to keep up? The answer is no. Conventional 

visibility tools all have 'blind spots' and either don't see all cloud assets or 

can't analyze assets in-depth. There is however a new generation cloud 

asset visibility solution that delivers in-depth, full stack visibility. This 

ultimate guide covers the pros and cons of current solutions and includes a 

comprehensive solutions comparison table. It concludes with what 2019 

and beyond holds for full stack visibility.
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Introduction
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According to the 2018 IDG Cloud Computing Study, 77% of organizations have 
deployed at least a portion of their computing infrastructure in the cloud. First seen 
as a cost saving strategy, the cloud is now leveraged to increase the speed of IT 
service delivery, improve business continuity, provide greater flexibility, and as a result 
provide competitive advantages in changing market conditions.

However, as cloud environments continue to expand at an unprecedented pace, new 
security  risks arise for the organization. Overriding IT and security teams in day to 
day cloud usage is one contributing factor. Security teams are often in the dark as 
they are routinely left out of the loop when it comes to new assets being deployed. 
This is not some sort of calculated plan to sabotage company security, but the ease 
of adoption leads to rapid deployment and use. Speed is of the essence and this 
amplifies the challenge of finding a solution that can manage all assets and their 
associated risks in the company.

Given the very nature of the cloud however, increasing the speed of innovation has 
made organizations feel they need to choose between slowing down innovation or 
accepting the risks.

The basic foundation of securing a cloud environment is full stack visibility into your 
cloud assets. Achieving full stack visibility has become even more crucial, because 

what you can’t see carries the risk of unforeseen and unmanageable risks.

Full stack visibility entails a complete understanding of what goes on inside the 
cloud environment: the cloud infrastructure level, operating systems, 

applications and data.The OS and application layers are the most critical as they are 

the most commonly targeted attack surfaces. 
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Full stack visibility into four layers:

Cloud infrastructure level: All assets run on top of this layer. Clear visibility here 
provides answers to the following questions: which assets are running on which 
networks, who is allowed to access them, etc.

Operating system level: Common issues like remote code execution 
vulnerabilities (e.g. CVE-2019-0708, which was published recently) exist in this 
layer. It is vital to see which OS is in use, and when it was last updated or 
patched; is it secured sufficiently or wide open, and what is the configuration 
setup (i.e. user privileges and patches that need to be fixed). 

Application level: This is where the vast majority of the vulnerabilities reside, the 
Equifax breach provides one example. It is vital to see which applications are 
installed, their configurations, and whether they are patched. 

Data stack level: All data inventory and where it is housed. Clear visibility is 
critical in order to determine where the organization’s crown jewels are, and 
which servers include sensitive data such as PII or payment info. 
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One of the first issues that arises is determining administration of cloud 
resources; i.e. who is in charge around here? The traditional network model no 
longer exists and cloud adoption has created some friction among security 
teams and other departments in the organization. Defining roles and 
responsibilities within the cloud between DevOps, Sys Admins, outsourced staff, 
and any subsidiary organizations can not only create dysfunction but also result 
in security weaknesses from rogue assets, forgotten assets, and misconfigured 
or forgotten user accounts. DevOps teams should be able to innovate without 
waiting for security tools to be integrated to assets deployed in the cloud.

Cloud assets can be very dynamic as they are spun-up and torn-down on 
demand, which makes them difficult to track and manage. Due to the 
tremendous efforts required to deploy them, traditional visibility solutions don’t 
provide complete visibility. As a result, they cannot be relied upon to answer 
basic questions such as, “Do I have servers vulnerable to XXX’?, "How many 
servers running XYZ do I have?", "Do I have sensitive data stored insecurely?", 
"How many databases of this version exist"?  Below are the cloud layers and a 
breakdown of their specific security concerns. 

Cloud infrastructure level

• Defines who can access the machine (its IAM roles), the networks it is   
 connected to, logging policies, and disk level encryption

• Visibility needs: Who has access to the machine (avoiding possible   
 misconfigurations), connections to the wrong or dangerous networks 

• Example: An internal server which is also connected directly to an    
 externanetwork by mistake

Security Risks of Sprawling 
Cloud Deployments
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Operating system level

• Manages, operates and executes processes

• Visibility needs: Into inventory and OS services, as well as vulnerabilities,
including updates and patch status, configurations and misconfigurations

• Example: Weak authentication configuration that puts the machine in
jeopardy or open ports; vulnerabilities residing in operating system   
services, like Eternal Blue or CVE-2019-0708 (recent vulnerability in the RDP  

 service)

Application level

• Applications installed on the machine, like web servers, CRMs, Database

• Visibility needs: Into app inventory, as well as vulnerabilities within all
versions of the apps, configuration or security misconfigurations on the  
apps, and the existence of malicious apps, which would leave you with a  

 compromised machine

• Example: Vulnerable web server, database, or even malware such as
Cryptominer installed on a machine

Data stack

• The data that resides on top of the apps, like database content

• Visibility needs: Ability to answer, ‘ where is my PII stored?’ ‘Which critical
data exists on these assets?”

• Example: Stored credit card information or other PII
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The Orca Security Full Stack 
Cloud Visibility Platform
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Attempts to implement visibility solutions constrained by pre-cloud limitations, 
are futile. No combination of these aforementioned visibility solutions will 
provide full visibility into an enterprise’s resources on the cloud. While some 
solutions provide either broad or in-depth visibility, they don’t provide both. Cloud 
security visibility solutions should provide full stack visibility for all assets, with 
no risk or per-asset integration cost. This is precisely why Orca Security was 
established. 

How it works: The platform utilizes the patent pending SideScanning™ 
technology. After a one time, instant, impact free integration into the cloud 
infrastructure, it scans the configuration, network layout, security configuration 
and reads into virtual machines disks, databases, and datastores, as well as 
cloud logs for all of the cloud assets. It then analyzes the data, building a 
full-stack inventory and automatically assessing the security state of every 
discovered asset throughout the entire technology stack - including both cloud 
I/S, OS, apps and data. It undertakes a comprehensive assessment of the 
security state of every discovered asset, with complete visibility into 
compromised resources, vulnerable software, and misconfigurations without 
impacting performance or availability. 

Maintenance: Orca's platform is integrated once in a matter of minutes to get 
full stack visibility into the security posture of all assets in the entire cloud 
footprint. There is no need to constantly monitor or integrate new systems. As it 
leverages read only integration, there is absolutely no risk involved.
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