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Why Legacy and Point Security  
Solutions Fail in the Cloud 
IT infrastructure has undergone many changes in a relatively short period of time  . On-premises servers 
networked with monolithic storage systems have given way to virtual and ephemeral cloud compute 
instances, containers, and serverless functions networked with infinitely scalable storage and other 
cloud services . A number of security solutions, such as CWPP and CSPM tools, have become available 
as vendors and cloud providers attempt to fill ever-widening cloud security gaps . In addition, some 
legacy vulnerability scanning solutions have been updated for cloud deployment .  

Unfortunately, these solutions suffer many of the same shortcomings as their physical data center 
predecessors . At Orca Security, we believe that relying on agent-based solutions and outdated 
scanning technologies to secure modern cloud environments is fundamentally flawed . Below we list 
some of the shortcomings and weaknesses of these solutions when deployed in the cloud .

 Cloud Workload Protection Platforms
  Cloud Workload Protection Platforms (CWPP) were initially developed directly from 

legacy on-premises host protection solutions to be more cloud-friendly  . They require 
installation of a parasitic agent on each and every VM or compute instance to function, 
and therefore simply cannot scale to meet the operational and security requirements 
of modern dynamic cloud environments . Multiple agents must be installed to support 
different operating systems and versions, and agents must remain connected to the 
backend or the public internet, leaving them vulnerable  . Determined attackers can 
disable and delete agents, or simply go dormant in their presence  . Attempting to  
use agent-based solutions to monitor containers and serverless functions is even  
more problematic  . 

  What’s more, in the fast-paced world of DevOps, developers don’t want to waste time 
installing agents on hosts . And once they are installed, agents must be continually 
updated with the latest virus signatures and patches, leading to a never-ending 
maintenance cycle with high TCO  .
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  Authenticated Network-Based  
Vulnerability Scanners

  Authenticated vulnerability scanners are relatively uncommon these days as they are 
expensive to use and maintain . They attempt to access their target hosts over the 
network using remote protocols such as SSH or RDP . While authenticated scanners 
can successfully discover potential vulnerabilities, they require a privileged account 
on each scanned host . Creation and maintenance of multiple privileged accounts 
creates multiple opportunities for abuse by attackers . Furthermore, authenticated 
scans use significant system resources and require open ports, which also pose a 
security risk .

  Unauthenticated Network-Based  
Vulnerability Scanners

  An unauthenticated scanner only examines publicly visible information . It can’t 
provide detailed information about assets . In addition, an unauthenticated scan can 
easily miss critical assets and vulnerabilities . For example, consider that you maintain 
a website named ‘mydomain .com/email_campaign’ that isn’t connected to your 
main website  . The website won’t be scanned unless the unauthenticated scanner is 
manually configured to do so, but no organization can ensure manual setup for a large 
number of exceptions. This leaves many organizations exposed to vulnerabilities in 
areas where unauthenticated scanners simply can’t reach . Also, unauthenticated 
scanners often get stuck where an attacker would not . For example, a CAPTCHA 
can easily prevent any automatic mechanism (including scanners) from registering .  
However, a CAPTCHA can be bypassed by an attacker who could register as a user and 
take advantage of a vulnerability missed by the scanner  . Unfortunately, all of these 
legacy scanning solutions fall short in the cloud .
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Like an MRI for Your Cloud Estate
A good analogy for  SideScanning is a medical MRI scanner . Instead of using needles and  
scalpels to conduct invasive exploratory surgery, the MRI machine diagnoses health issues through 
non-invasive scanning to obtain a detailed picture of all organs and tissue  . The patient is never 
actually touched by the physician during the procedure  . 

SideScanning is similar in that it visualizes all cloud assets and connectivity to build a complete 
model of your cloud environment . It then uses this model to determine risk in the proper context 
without affecting cloud assets or their functionality in any way  . 

No Impact on Workloads or DevOps
Orca SideScanning doesn’t run on your workloads so it can examine 100% of your cloud  
environment without impacting your workload performance  . And since the  SideScanning process 
doesn’t use agents that require installation, it can be deployed at any time and won’t impact your  
IT or DevOps teams . .

How SideScanning Works

Orca Deployment 
Orca customers can choose from two deployment modes; default Software-as-a-Service (SaaS) 
mode, or in-account (Orca Pod) mode  . For simplicity, all scenarios and explanations below refer to 
our default SaaS deployment mode, and we use AWS cloud terminology throughout the rest of this 
document. Please note that similar concepts apply to both Microsoft Azure and Google Cloud,  
and Alibaba Cloud environments . 

Before the SideScanning process can begin, customers must complete a one-time, three-step  
(with an optional fourth step) onboarding process that takes just a few minutes: 

1 . Login to your AWS account .

2 . Create the required identity and access management (IAM) role and policy. 

 Note: You provide Orca with a role to establish trust between your cloud account and Orca’s production 
account . The role has a few permissions, the most important being read-only permissions to the block  
storage layer  . For AWS, the process is encapsulated within a CloudFormation template, which means  
that an administrator simply clicks once to open the template, and then once more to apply it .
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Orca takes the security and confidentiality of your information seriously and implements  
a number of best practices to ensure that your data remains secure: 

•  Orca extracts lightweight metadata from the snapshots for analysis and  
doesn’t transfer any of the actual snapshots out of your account .

•  Any sensitive data that’s been discovered and triggers an alert, such as PII at risk,  
is masked before the alert is displayed in your Orca dashboard .

•  During the SideScanning process, all customer data is handled securely complying  
with ISO-certified techniques and procedures .

•  As Orca creates snapshots, they are simultaneously tagged for deletion  
when the SideScanning process is complete  . 

Asset Discovery and Enumeration
Orca scans snapshots created for the SideScanning process to discover and enumerate  
all cloud assets including: 

For a full list for each cloud platform, please view the Orca technical documentation . 

After all assets have been identified and mapped, the SideScanning process begins an in-depth 
analysis of the cloud control plane and the data plane to enrich these initial findings with more 
detailed information and context .

• Virtual machines

• Containers

• Kubernetes

• Serverless functions

• Cloud storage

• Databases

• VPCs

• Cryptographic keys

• Secrets

• Images

• Managed Services

• Load balancers

• Network delivery

• Security groups

• Users

• Roles

• Policies
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Data Plane Analysis 
This is where SideScanning does the heavy lifting . For data plane analysis, Orca deploys a dedicated 
“Orca scanner”—typically an ephemeral Amazon EC2 Spot instance—within Orca’s cloud account.  
The Orca scanner inventories and organizes the snapshot volumes and then mounts each snapshot 
in a way that simulates your production environment . Next, Orca subjects each snapshot to intensive 
inspection and analysis across essential categories of discovery to extract the detailed contextual 
metadata that finally brings your risk landscape into sharp focus .  

Vulnerability Scanning 
Orca extracts all OS packages, libraries, and program language libraries such as Java archives, Python 
packages, Go modules, Ruby gems, PHP packages, and Node.js modules. Next, Orca attempts to match 
library information and other identifying characteristics with known vulnerabilities in its vulnerability 
database  . Orca’s comprehensive vulnerability database contains information aggregated from a variety 
of industry-recognized vulnerability sources including: 

Misconfiguration Detection 
During misconfiguration detection, SideScanning examines application-specific and OS-specific 
configurations for Apache, Nginx, SSH, Ubuntu Linux, Red Hat Linux, Amazon Linux, MS Windows,  
and more . Orca combines this with information collected previously during device enumeration, such as 
a machine’s users, services, and password hashes . It’s important to use this data when calculating risk 
as some packages might only be vulnerable when deployed in specific configurations . Orca also uses 
these configuration-specific details to augment vulnerability scanning results .

• National Vulnerability Database (NVD)

• US-CERT

•  OVAL – Red Hat, Oracle Linux, Debian,  
Ubuntu, SUSE

• Japan Vulnerability Notes (JVN)

• Alpine secdb

• Amazon ALAS

• Red Hat Security Advisories

• Debian Security Bug Tracker

• Exploit Database

• JPCERT

• WPVulnDB

• Node.js Security Working Group

• Ruby Advisory Database

• PHP Security Advisories Database

• RustSec Advisory Database

• Microsoft MSRC, KB

• Kubernetes security announcements

• Drupal security advisories
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At-Risk Sensitive Data Detection 
 SideScanning examines your cloud estate to discover PII, including email addresses, physical 
addresses, social security numbers (SSN), and credit card numbers.  SideScanning also searches 
data repository histories for sensitive information . It’s not uncommon for an entire production code 
repository to be cloned before removing sensitive information, and then forgotten . Orca tags such 
repositories as risky, noting their location in a vulnerability report . Orca leverages statistical scans 
and threshold-based heuristics to help reduce false positives . A statistical scan may determine, 
for example, that a single, random nine-digit number in a file is unlikely to be a real Social Security 
number versus a file containing many nine-digit numbers .

Container Scanning 
SideScanning also examines containerized environments, regardless of the orchestration 
mechanism, Kubernetes or other  . When SideScanning encounters a workload that includes 
containers, it reconstructs the container runtime layered file system and recursively runs the data 
plane analysis process mentioned above to detect vulnerabilities, misconfigurations, malware, 
lateral movement risks, sensitive information, etc  .

Orca also reads the container’s network configuration, using the information to update the 
contextual map built during control plane analysis . This means that the final map will also include 
relationships between all discrete and containerized workloads.
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