
c12) United States Patent 
Shua 

(54) VIRTUAL MACHINE VULNERABILITIES

AND SENSITIVE DATA ANALYSIS AND

DETECTION

(71) Applicant: Orea Security LTD., Tel Aviv (IL)

(72) Inventor: Avi Shua, Tel Aviv (IL)

(73) Assignee: Orea Security Ltd., Tel Aviv (IL)

( *) Notice: Subject to any disclaimer, the term ofthis 
patent is extended or adjusted under 35 
U.S.C. 154(b) by O days. 

(21) Appl. No.: 17/361,861

(22) Filed:

(65) 

Jun. 29, 2021 

Prior Publication Data 

(63) 

(60) 

(51) 

(52) 

US 2021/0329019 Al Oct. 21, 2021 

Related U.S. Application Data 

Continuation of application No. 16/585,967, filed on 
Sep. 27, 2019, now Pat. No. 11,431,735. 

Provisional application No. 62/797,718, filed on Jan. 
28, 2019. 

Int. Cl. 
G06F 9/455 

H04L 9/40 

G06F 16111 

G06F 11114 

U.S. Cl. 

(2018.01) 
(2022.01) 
(2019.01) 
(2006.01) 

CPC ...... G06F 9/45558 (2013.01); G06F 1111464

(2013.01); G06F 161128 (2019.01); H04L

63/1416 (2013.01); H04L 63/1433 (2013.01); 
H04L 63/1441 (2013.01); G06F 2009/45562 

(2013.01); G06F 2009/45583 (2013.01); G06F 
2009/45587 (2013.01); G06F 2009/45591 

(2013.01); G06F 2009/45595 (2013.01); G06F 
2201/84 (2013.01) 

I 11111 11111111 111 11111 11111 11111 11111 11111 IIIII IIIII IIIII lll111 1111 1111 1111 

Start 

US011693685B2 

(IO) Patent No.: US 11,693,685 B2 
Jul. 4, 2023 (45) Date of Patent:

(58) Field of Classification Search

(56) 

CPC ............. H04L 63/1416; H04L 63/1433; H04L 

63/1441; G06F 9/45558; G06F 16/128; 
G06F 2009/45562; G06F 2009/45583; 

G06F 2009/45595; G06F 2201/84 

See application file for complete search history. 

References Cited 

U.S. PATENT DOCUMENTS 

9,069,983 Bl 
9,177,145 B2 
9,229,758 B2 
9,268,689 Bl * 
9,519,781 B2 

6/2015 Nijjar 
11/2015 Todorovic 
1/2016 Ammons et al. 
2/2016 Chen ................... G06F 12/1027 

12/2016 Golshan et al. 

(Continued) 

OTHER PUBLICATIONS 

Non-Final Office Action U.S. Appl. No. 16/585,967 dated Feb. 3, 
2022, in the United States Patent and Trademark Office. 

(Continued) 

Primary Examiner - Benjamin C Wu 

(74) Attorney, Agent, or Firm - Finnegan, Henderson,
Farabow, Garrett & Dunner, L.L.P.

(57) ABSTRACT 
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