UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.0. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NO. ISSUE DATE PATENT NO. ATTORNEY DOCKET NO. CONFIRMATION NO.
15/685,6601 03/24/2020 10602448 5750/0472PUS1 6489
60601 7590 03/04/2020
Muncy, Geissler, Olds & Lowe, P.C.
4000 Legato Road
Suite 310

Fairfax, VA 22033

ISSUE NOTIFICATION

The projected patent number and issue date are specified above.

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(application filed on or after May 29, 2000)

The Patent Term Adjustment is 14 day(s). Any patent to issue from the above-identified application will include
an indication of the adjustment on the front page.

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that
determines Patent Term Adjustment is the filing date of the most recent CPA.

Applicant will be able to obtain more detailed information by accessing the Patent Application Information
Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.

APPLICANT(s) (Please see PAIR WEB site http:/pair.uspto.gov for additional applicants):

Yong-Sheng Chen, Taipei, TATWAN;
ThroughTek Technology (ShenZhen) Co., Ltd., Shenzhen, CHINA;
ThroughTek Co., Ltd., Taipei, TATWAN;

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location
for business investment, innovation, and commercialization of new technologies. The USA offers tremendous
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation
works to encourage and facilitate business investment. To learn more about why the USA is the best country in
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.

IR103 (Rev. 10/09)

1 REOLINK 1002



PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginiai22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current'correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by () specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

: Note: A certificate of mailing can only be used for domestic mailings of the

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address) Fee(s) Transmittal. This certificate cannot be used for any other accompanying
\ papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

60601 7590 01/28/2020 ; Certificate of Mailing or Transmission

Muncy Geisslér 0Olds & Lowe, P.C I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ > e States Postal Service with sufficient postage for first class mail in an envelope
4000 Legato Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 310 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Fairfax VA 22033 (Typed or printed name)
(Signature;
' (Date)}
I APPLICATION NO, | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO‘—l
15/685,661 08/24/2017 Yong-Sheng Chen 5750/0472PUS1 6489
TITLE OF INVENTION: REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING APPARATUS HAVING SLEEP MODE
I APPLN. TYPE | ENTITY STATUS I ISSUE FEE DUE | PUBLICATION FEE DUE I PREV. PAID ISSUE FEE I TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 04/28/2020
I EXAMINER l ART UNIT | CLASS-SUBCLASS ]
GEORGE, AYANAH S 2467 370-311000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys 3
or agents OR, alternatively, 1 Muncy, Geissler, Olds &

(2) The name of a single firm (having as a member a Lowe, P.C.
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or ageats. If no name is
listed, no name will be printed.

(| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (prinl or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form 1s NOT a substitute for filing an assignment.

w

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)
THROUGHTEK TECHNOLOGY (SHENZHEN) CO., LTD. SHENZHEN, CHINA
THROUGHTEK CO,, LTD. TAIPEI CITY, TAIWAN

Please check the appropriate assignee category or categories (will not be printed on the patent) : [ Individual Corporation or other private group entity () Government

4a. Fees submitted: @Issuc Fee [ Xpublication Fee (if required) [ JAdvance Order - # of Copies
4b. Method of Payment: {Please first reapply any previously paid fee shown above)

X1 Biectronic Payment via EFS-Web [ Enclosed check () Non-electronic payment by credit card (Attach form PTO-2038)
IXI The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. 50-3828

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue

fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
. . . NOTE: If the application was previously under micro entity status, checking this box will be taken

J Applicant asserting small entity status. See 37 CFR 1.27 tobea no(iﬁcaggn of loss of egtitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entittement to small or micro

entity status, as applicable.

| Applicant certifying micro entity status. See 37 CFR 1.29

I Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordanet with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature ',& T ROBERT F. GNUSE Date February 6, 2020
Typed or printed name IOC Mt‘:Kinney MUHCY Reqistration #27295 Registration No. 32334
Page 2 of 3
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Electronic Patent Application Fee Transmittal

Application Number:

15685661

Filing Date:

24-Aug-2017

Title of Invention:

REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING

APPARATUS HAVING SLEEP MODE

First Named Inventor/Applicant Name:

Yong-Sheng Chen

Filer:

Joe McKinney Muncy/EJ Bernabe

Attorney Docket Number:

5750/0472PUS1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:’-s'l'g(tsa\)l in

Basic Filing:
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:

UTILITY APPL ISSUE FEE 2501 1 500 500




Description

Fee Code

Quantity

Amount

Sub-Total in
USD($)

Extension-of-Time:

Miscellaneous:

Total in USD ($)

500




Electronic Acknowledgement Receipt

EFS ID: 38515578
Application Number: 15685661
International Application Number:
Confirmation Number: 6489

Title of Invention:

REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

First Named Inventor/Applicant Name:

Yong-Sheng Chen

Customer Number:

60601

Filer: Joe McKinney Muncy/EJ Bernabe
Filer Authorized By: Joe McKinney Muncy
Attorney Docket Number: 5750/0472PUS1
Receipt Date: 06-FEB-2020
Filing Date: 24-AUG-2017
Time Stamp: 15:59:07

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $500

RAM confirmation Number E202026F59242717

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:




File Listing:

Document . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
243073
2020-02-06-
1 Issue Fee Payment (PTO-85B) Issue_Fee_Transmittal_Sheet. no 1
pdf d871f620627e9cadfe7a8bfd3272fcd83bed
Warnings:
Information:
30574
2 Fee Worksheet (SB06) fee-info.pdf no 2
5465bfd1344fcbbdbab4eSfeda84f4426934)
42da
Warnings:
Information:
Total Files Size (in bytes){ 273647

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.




UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
60601 7590 01/28/2020
Muncy, Geissler, Olds & Lowe, P.C. GEORGE, AYANAH S
4000 Legato Road
Suite 31 O | ART UNIT PAPER NUMBER |
Fairfax, VA 22033 2467
DATE MAILED: 01/28/2020
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. CONFIRMATION NO.
15/685,661 08/24/2017 Yong-Sheng Chen 5750/0472PUS1 6489

TITLE OF INVENTION: REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING APPARATUS HAVING SLEEP MODE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE

nonprovisional SMALL $500 $0.00 $0.00 $500 04/28/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

II. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail, send to: Mail Stop ISSUE FEE By fax, send to:  (571)-273-2885
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

60601 7590 01/28/2020 Certificate of Mailing or Transmission

Muncy Geissler, Olds & Lowe, P.C. I hereby certify that this Fee(s) Transmittal is being deposited with the United
’ > ’ States Postal Service with sufficient postage for first class mail in an envelope
4000 Legato Road addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
Suite 310 the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.
Fairfax VA 22033 (Typed or printed name)
(Signature)
(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |

15/685,661 08/24/2017 Yong-Sheng Chen 5750/0472PUS1 6489

TITLE OF INVENTION: REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING APPARATUS HAVING SLEEP MODE

| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional SMALL $500 $0.00 $0.00 $500 04/28/2020
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
GEORGE, AYANAH S 2467 370-311000
1. Change of correspondence address or indication of "Fee Address” (37 2. For printing on the patent front page, list
CFR 1.363).

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

[ "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY)

(98]

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity [ Government

4a. Fees submitted: (Jissue Fee (IPublication Fee (if required) [JAdvance Order - # of Copies
4b. Method of Payment: (Please first reapply any previously paid fee shown above)

[ Electronic Payment via EFS-Web [ Enclosed check (I Non-electronic payment by credit card (Attach form PTO-2038)

(] The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

M| Applicant certifying micro entity status. See 37 CFR 1.29
M| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 for signature requirements and certifications.

Authorized Signature Date
Typed or printed name Registration No.
Page 2 of 3
PTOL-85 Part B (08-18) Approved for use through 01/31/2020 OMB 0651-0033 U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
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‘, UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. CONFIRMATION NO. |
15/685,661 08/24/2017 Yong-Sheng Chen 5750/0472PUS1 6489
| EXAMINER |
60601 7590 01/28/2020
Muncy, Geissler, Olds & Lowe, P.C. GEORGE, AYANAH S
4000 Legato Road
Suite 31 O | ART UNIT PAPER NUMBER |
Fairfax, VA 22033 2467

DATE MAILED: 01/28/2020

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number’s legal significance in accordance with 5 CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. Arecord from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
B . 15/685,661 Chen, Yong-Sheng
Notice of Allowability Examiner ArtUnit | AIA (FITF) Status
AYANAH S GEORGE 2467 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included

herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.} This communication is responsive to an RCE filed 12/12/2019.

[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.} The allowed claim(s) is/are 1-25 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4. Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) WAl b) (JSome  *c) [J None of the:
1. Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No.
3. [ Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5.] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.4 Notice of References Cited (PTO-892) 5. ¥} Examiner's Amendment’/Comment

2.0 Information Disclosure Statements (PTO/SB/08), 6. ¥ Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. J Other -

of Biological Material
4.(v] Interview Summary (PTO-413),
Paper No./Mail Date. .
/AYANAH S GEORGE/
Primary Examiner, Art Unit 2467

U.S. Patent and Trademark Office :
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20200115
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DETAILED ACTION
Continued Examination Under 37 CFR 1.114
A request for continued examination under 37 CFR 1.114, including the fee set forth in 37 CFR
1.17(e), was filed in this application after final rejection. Since this application is eligible for continued
examination under 37 CFR 1.114, and the fee set forth in 37 CFR 1.17(e) has been timely paid, the
finality of the previous Office action has been withdrawn pursuant to 37 CFR 1.114. Applicant's

submission filed on 12/12/19 has been entered.

Notice of Pre-AlA or AIA Status
2. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Allowable Subject Matter
3. Claims 1-25 are allowed.
The following is an examiner’s statement of reasons for allowance: Applicant’s claimed
invention teachesa method for remote wakeup. The closest prior arts: Winter, Wu and Siegmund fail to
disclose all the limitations of the independent claims. Specifically, they fail to a segment of data within a

packet that determines whether the entire apparatus is awakened.

EXAMINER’S AMENDMENT
An examiner’s amendment to the record appears below. Should the changesand/or additions
be unacceptable to applicant, anamendment may be filed as provided by 37 CFR 1.312. To ensure

consideration of such an amendment, it MUST be submitted no later thanthe payment of the issue fee.
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Authorization for this examiner’s amendment was given in an interview with Kentaro Higuchion

January 14, 2020.

The application has been amended as follows: Please see attached set of claims

Any comments considered necessary by applicant must be submitted no later than the payment
of theissue fee and, to avoid processing delays, should preferably accompanythe issue fee. Such

submissions should be clearlylabeled “Comments on Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the examiner
should be directedto AYANAH S GEORGE whose telephone number is (571)272-8880. The examiner can
normally be reachedon 7:00 AM - 5:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attemptsto reachthe examiner by telephone are unsuccessful, the examiner’s supervisor,
Hassan Phillips can be reached on 572-272-3940. The fax phone number for the organization where this
application or proceeding is assignhed is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available

through Private PAIR only. For more information about the PAIR system, see http://pair-
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direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

AYANAH S. GEORGE

Primary Examiner

Art Unit 2467

/AYANAH S GEORGE/

Primary Examiner, Art Unit 2467
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EXAMINER'S AMENDMENT

1. {Currently Amended) A remote wakeup method, comprising: a connection server receivinga

wakeup request packet from a first apparatus, whereinthe wakeup reguest packet comprises a
device identifierof a second apparatus, whereinthe first apparatus is connectedto the

connection servervia local area network or internet; the connection serverobtaining wakeup

information stored inthe connection serveraccording to the wakeup request packet, wherein

the wakeup information stored in the connection serveris the same as wakeup information

stored inthe second apparatus; the connection servergenerating an apparatus wakeup packet

according to the wakeup request packet and the wakeup information, whereinthe apparatus

wakeup packet comprises the device identifier of the second apparatus from the wakeup

request packet and the gbtained wakeup information; the ¢connection server obtaininga

network address corresponding to the second apparatus from a storage unit of the connection

serveraccording to the wakeup requestpacket; a

the network address, wherein w3 : 13 a segment of data of the apparatus wakeup packet

iz for determining whether whaiswt-the snitive second apparatus be awoken

2. {Griginal} The remote wakeup method according to claim 1, whereinthe step of generating
the apparatus wakeup packet comprises: combining the wakeup reqguest packet and the
wakeup informationinto an unencrypted packet; and performing an encryption caiculationon
the unencrypted packet to generate the apparatus wakeup packet.

3. {Original) The remote wakeup method according to claim 2, wherein one encryption unit of
the encryption calculation comprises entire data or partial data of the device identifierand the

wakeup information.
4. {Original) The remote wakeup method according to claim 2, whereina sum of data sizesof

the device identifierand the wakeup informationis a multiple of the encryption unit of the
encryptioncalcuiation, and the multiple is a positive integer.
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5. {Original) The remote wakeup method according to claim 2, further comprising: receiving, by
the second apparatus, the apparatus wakeup packet; obtaining, by the second apparatus, a
wakeup feature data from the apparatus wakeup packet, and the wakeup feature packet
comprises entire data or partial data of the device identifierand the wakeup information;
comparing the wakeup feature data with a pre-stored feature data, whereinthe pre-stored
feature data is pre-stored in the second apparatus before the second apparatus sleeps; and
whenthe wakeup feature data is consistent with the pre-stored feature data, wakingup the
entire second apparatus.

6. {Criginal} The remote wakeup method according to claim 5, whereina data size of the
wakeup feature data and a data size of the pre-stored feature data are both atleast one
encryption unit of the encryption calculation.

7. {Previcusly Presented) The remote wakeup method according to caim 1, further comprising:
receiving a sleep login packet from the second apparatus; and recording a running state of the
second apparatus as a sleep state in the storage unitaccording to the sleeplogin packet.

8. {Previcusly Presented) The remote wakeup method according to claim 7, whereinthe sleep
legin packet has a feature flag, and the feature flag indicates that the running state of the
second apparatus is the sleep state.

9. {Previcusly Presented} The remote wakeup method according to claim 1, further comprising:
receiving a connection request packet from the firstapparatus, wherein the connectionrequest
packet is usedio reguest for performing communication connectionto the second apparatus;
determininga runningstate of the second apparatus according to the connection reqguest
packet; and when the running state of the second apparatus is a sleepstate, replying to the first
apparatus that the second apparatus sleeps.

10. {Previously presented) The remote wakeup method according to claim 1, whereinthe steps
of obtaining the wakeup information and the network address comprise: reading the wakeup
information and the network address that correspond to the device identifierfrom a storage

unit.

1, {Cweremtly Amended [JAR]] A connention ssrver, comprising:

a network module; 3 storage unit, which storesa network address and wakeup information that
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correspond to a second apparatus; and a controf unit, which connects to the network module
and storage unit, receives a wakeup request packet from a first apparatus through the network

module, obtains the wakeup information stored in the storage unitand the network address

stored inthe storage unit according to the wakeup request packet, generates an apparatus

wakeup packet according to the received wakeup request packet and the obtained wakeup
information, and sends the generated apparatus wakeup packet to the second apparatus
through the network module according to the network address, wherein the wakeup request
packet comprisesa device identifier of the second apparatus, and the apparatus wakeup packet
comprises the device identifierfrom the wakeup reguest packet and the obtained wakeup

information of the second apparatus, whereinthe wakeup information stored in the connection

serveris the same as wakeup information stored in the second apparatus, sadwhereina

Seddiady
AR

12. {Original} The connection server according to claim 11, wherein the control unit combines
the wakeup request packet and the wakeup information into one unencrypted packet and
performs an encryption calculation on the unencrypted packet to generate an apparatus
wakaup packet.

13. {Original) The connection serveraccording to claim 12, wherein one encryption unit ofthe
encryption calcuiation comprises entire data or partial data of the device identifierand the
wakeup information.

14, {Original} The connection serveraccording to claim 12, wherein a sum of data sizesof the
device identifier and the wakeup information is a multiple of the encryption unit of the
encryption calcuiation, and the multiple isa positive integer.

15. {Previously Presented) The connection server according to claim 13, whereinthe storage

unit further stores a running state of the second apparatus, and the control unit receivesa
sleeplogin packet from the second apparatus through the network module and updates the
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running state of the second apparatus inthe storage unit as a sleep state according to the sieep
login packet.

16. {Previously Presented) The connection server according to claim 15, whereinthe sleeplogin
packet has a feature flag, and the feature flag indicates that the running state of the second
apparatus isthe sleep state.

17. {Previcusly Presented) The connection server according to claim 11, whereinwhen the
control unit receives a connectionrequest packet used to request for performing
communication connection to the second apparatus from the first apparatus through the
network module, the control unit determines arunning state of the second apparatus
according tothe  connectionreqguest packet and when determiningthat the running state of
the second apparatus is a sleep state, repliesto the firstapparatus that the second apparatus
sleeps.

18. {Previously Presented) The connection server according to caim 11, whereinthe storage
unit records the device identifier and correspondences between the device identifier andthe
wakeup information and betweenthe network address and the wakeup information.

19. {Currently Amended) A networking apparatus having a normal running mode and a sleep
made, comprising: a network module; a storage unit, which stores a device identifierand
wakeup information; and a control unit, which connects to the network module and storage
unit, and before enteringthe sleep mode, generates a pre-stored feature data according to the
device identifier and the wakeup information and stores the pre-stored feature data in the
storage unit, wharein the pre-stored feature data comprises entire data or partial data of the
device identifierand the wakeupinformation, wherein: inthe normal running mode, the
control unit sendsa normal login packet through the network module, to provide a network
address of the networking apparatus; in the sleep mode, the control unit sleeps, but the

network module still keeps running and whenreceiving an apparatus wakeup packet sent to

the network address of the networking apparatus from a connectionserver and generated by

the connection server, compares sederm o the pre-stored feature data
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20. {Previously Presented) The networking apparatus having a normal running mode and a
sleep mode according to claim 19, whereinthe control unitgeneratesa comparison packet and
obtains the pre-stored feature data from the comparison packet according to the device
identifier and the wakeaup information.

21. {Previously Presented) The networking apparatus having a normal running mode and a
sleep mode according to claim 20, whereininthe sleep mode, whenthe netwaork module
receives the apparatus wakeup packet from an connection server, the network module
captures a wakeup feature data from the apparatus wakeup packet according to a given data
position and compares the wakeup feature data with the pre-stored feature data, wherein
whenthe wakeup feature data is consistent with the pre-stored feature data, the network
module wakes up the entire networking apparatus.

22. {Previously Presented) The netwaorking apparatus having a normal running mode and a
sleep mode according to claim 18, whereina sum of data sizes of the device identifierandthe
wakeup informationis a multiple of the encryption unit of the encryption calculation, and the

multiple is a positive integer.

23. {Previously Presented) The networking apparatus having a normal runningmoede and a
sleep mode according to claim 19, whereinthe storage unitstores a logindata, before entering
the sleep mode, the control unit generates, according to the login data and a feature flag, &
sleeplogin packet having the login data, and the feature flag indicatesthat a running state of
the networking apparatus is sleep.

24, {Previously Presented) The networking apparatus having a normal running mode and a
steep mode according to claim 23, whereinthe feature flagis located at a headerof the sleep
login packet.

25, {Previously Presented) The networking apparatus having a normal running mode and a

sleep mode according to claim 23, whereininthe sleep mode, the network module periodically
sendsthe sleeploginpacket to the connection server.
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IBM_TDB

OR

OFF

2019/01/02
09:44

523

153

(sleep or doze or (low near2 power))
near3 (status or mode or state) nearb
(packet) same (record$3 or writ$3 or
sav$3) near3 (sleep or doze or (low
near2 power)) near3 (status or mode or
state)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:01

524

39

(sleep or doze or (low near2 power))
near3 (status or mode or state) near2
(packet) same (record$3 or writ$3 or
sav$3) near3 (sleep or doze or (low
near2 power)) near3 (status or mode or
state)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:03

S25

39

(sleep or doze or (low near2 power))
near3 (status or mode or state or flag or
bit) near2 (packet) same (record$3 or
writ$3 or sav$3) near3 (sleep or doze or
(low near2 power)) near3 (status or
mode or state)

US-PGPUB;
USPAT;
USOCR,;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:03

526

{(sleep or doze or (low near2 power))

US-PGPUB;

OR

OFF

2019/01/02
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near3 (flag or bit) near2 (packet)

USPAT;
USQCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

10:04

(record$3 or writ$3) near4 (sleep or doze

or (low near2 power)) near3 (flag or bit
or state) nearb (packet)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:10

528

(record$3 or writ$3) near4 (sleep or doze

or (low near2 power)) near3 (flag or bit
or state or status or mode) nearb
(packet)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
|BM_TDB

OR

OFF

2019/01/02
10:10

529

139

(record$3 or writ$3 or sav$3) near4
(sleep or doze or (low near2 power))
near3 (flag or bit or state or status or
mode) nearb (packet)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:10

S30

34

(sleep or doze or (low near2 power))
near3 (flag or bit) near5 (packet)

US-PGPUB;
USPAT,;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:13

4979

(sleep or doze or (low near2 power))
near3 (flag or bit)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
|IBM_TDB

OR

OFF

2019/01/02
10:15

S32

253

(sleep or doze) near3 (flag or bit) same
(packet or header or field)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:15

S33

141

(sleep or doze) near3 (flag or bit) with
(packet or header or field)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
10:18

S34

(record or save) with (sleep or doze)
near3 (flag or bit) with (packet or header
or field)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;

OR

OFF

2019/01/02
10:18
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YIBM_TDB

i
i

S35

(record or save) with (sleep or doze)
near3 (status) with (packet or header or
field)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
11:45

536

5521

(record or save) with (sleep or doze)
near3 (status or mode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
11:46

74

(record or save) with (sleep or doze)
near3 (status or mode) near5 (packet)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
11:46

S38

101

(record$3 or stor$3) with (sleep or doze)
near3 (status or mode) near5 (packet)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
11:47

S39

8522

(record$3 or stor$3) with (sleep or doze)
near3 (status or mode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT,;
|BM_TDB

OR

OFF

2019/01/02
12:00

$40

7334

(stor$3) with (sleep or doze) near3
(status or mode)

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
12:00

185

(stor$3) with (sleep or doze) near3
(status or mode) with (packet)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
12:00

$42

329

(stor$3) near3 (device or UE or terminal)
near4 (sleep or doze) near3 (status or
mode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
|IBM_TDB

OR

OFF

2019/01/02
12:05

$43

1962

(transmi$b or receiv$3) near3 (device or
UE or terminal) near4 (sleep or doze)
near3 (status or mode)

\JUS-PGPUB;
\USPAT;
JUSOCR;
\FPRS; EPO;

OR

OFF

42019/01/02
J12:24

i
N
N
N
N
N
N
N
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JPO;
DERWENT;
IBM_TDB

S44

24

(transmi$5 or receiv$3) near3 (device or
UE or terminal) near4 (sleep or doze)
near3 (status or mode) same (stor$3)
near3 (status or mode)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
|IBM_TDB

OR

OFF

2019/01/02
12:24

545

922

(stor$4) near3 (device or UE or terminal)
near4 (state or staus or mode) near3
(sleep or doze or (low near2 power))

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
12:28

546

522

(stor$4) near3 (device or UE or terminal)
near4 (state or staus or mode) near3
(sleep or doze)

US-PGPUB;
USPAT,;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
1BM_TDB

(stor$4) near3 (device or UE or terminal)
near4 (state or staus or mode) near3
(sleep or doze) with packet

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
12:29

OR

OFF

2019/01/02
12:29

548

75

(record$4) near3 (device or UE or
terminal) near4 (state or staus or mode)
near3 (sleep or doze)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
12:34

$49

(periodically) near5 (transmi$5 or
send$3) near5 (login) with (server)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
|IBM_TDB

OR

OFF

2019/01/02
16:41

S50

84

(comparison near2 packet) with (pre-
stored or stored) near2 data

US-PGPUB;
USPAT;
USQOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/01/02
16:51

290

(remote) near3 (wakeup or (wake-up) or
(wake adj up)) near5 (request or packet
or message)

US-PGPUB;
USPAT;
USOCR;
FPRS; EPO;
JPO;
DERWENT;
IBM_TDB

OR

OFF

2019/08/07
09:27

552

38

(remote) near3 (wakeup or (wake-up) or
(wake adj up)) near5 (request or packet

US-PGPUB;
USPAT;

OR

OFF

2019/08/07
09:57
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or message) and (address) with (wakeup {{USOCR,;
or wake-up or (wake-up)) near2 (request {{FPRS; EPO;
or packet or message or signal) JPO;
DERWENT;
IBM_TDB
S53 {0 (wakeup) near2 (feature or indicator or {{US-PGPUB; {{OR OFF 2020/01/14
packet) near5 (entire or all or full or total USPAT; 09:26
or complete) nearb (apparatus or device {USOCR,;
or terminal or station or machine) near5 {FPRS; EPO;
(awoken or waken or woke or JPO;
awaken$3) DERWENT;
S54 {0 (wake-up or wakeup) near2 (feature or OFF 2020/01/14
indicator or packet) same(entire or all or 09:26
full or total or complete) nearb
(apparatus or device or terminal or FPRS; EPO;
station or machine) near5 (awoken or JPO;
waken or woke or awaken$3) DERWENT;
|IBM_TDB
S55 {0 (wake-up or wakeup) near2 (feature or {US-PGPUB; {OR OFF 2020/01/14
indicator or packet or request) USPAT; 09:27
same(entire or all or full or total or USOCR;
complete) near5 (apparatus or device or {{FPRS; EPO;
terminal or station or machine) near5 JPO;
(awoken or waken or woke or DERWENT;
awaken$3) IBM_TDB
S56 {0 (wake-up or wakeup) near2 (feature or {US-PGPUB; #OR OFF 2020/01/14
indicator or packet or request) same USPAT; 09:28
(entire or all or full or total or complete) {USOCR;
near5 (apparatus or device or terminal or §{FPRS; EPO;
station or machine) near5 (awoken or JPO;
waken or woke or awaken$3) DERWENT;
|IBM_TDB
S57 {13 (wake-up or wakeup) near2 (feature or {US-PGPUB; {OR OFF 2020/01/14
indicator or packet or request) same USPAT; 09:28
(entire or all or full or total or complete {USOCR;
or portion or fraction) near5 (apparatus {{FPRS; EPO;
or device or terminal or station or JPO;
machine) nearb5 (awoken or waken or DERWENT;
woke or awaken$3 or wake) |IBM_TDB
S59 2 "15685661" US-PGPUB; {OR OFF 2020/01/14
USPAT; 16:28
USOCR;
FPRS; EPOQ;
JPO;
DERWENT;
|IBM_TDB
EAST Search History (I nterference)
Ref {Hits jSearch Query DBs iDefault iPlurals j{Time
# Operator \Stamp
S58 {10 (wake-up or wakeup) near2 (feature or us OR OFF 2020/01/14
indicator or packet or request) same (entire or {{PGPUB; 09:32
all or full or total or complete or portion or USPAT

fraction) nearb (apparatus or device or terminal
or station or machine) near5 (awoken or waken

or woke or awaken$3 or wake) and
H04W52/02.cpc.

1/21/2020 6:02:34 AM

file:///C/Users/ageorge/Documents/e-Red%20Folder/15685661/EASTSearchHistory. 15685661_Accessible Version.htm[1/21/2020 6:02:39 AM]

33




EAST Search History

C:\ Users\ ageorge\ Documents\ EAST\ Workspaces\ 15685661.wsp

file:///C/Users/ageorge/Documents/e-Red%20Folder/15685661/EASTSearchHistory. 15685661_Accessible Version.htm[1/21/2020 6:02:39 AM]

34



Bibliographic Data
Application No: 15/685 ,66 1

Foreign Priority claimed: @ Yes O No
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Verified and Acknowledged: |/AYANAH S GEORGE/

Examiner's Signature
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Doc code: RCEX PTO/SB/30EFS (07-09)

Doc description: Request for Continued Examination (RCE} Approved for use through 07/31/2012. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required 1o respond fo a collection of information uniess it contains a valid OMB coatrol number.

REQUEST FOR CONTINUED EXAMINATION(RCE)TRANSMITTAL
{(Submitted Only via EFS-Web)

Application | b eane61 Filing | bo17.08.24 Dacket Number |\ o004 75pus1 At 1 baer
Number Date (if applicable) Unit

First Named| | |\~ sheng CHEN Examiner GEORGE, Ayanah S.

Inventor Name

This is a Request for Gontinued Examination (RCE} under 37 CFR 1.114 of the above-identified application.
Request for Continued Examination {RCE) practice under 37 CFR 1.114 does not apply to any utility or plant application filed prior ic June 8,
1995, or to any design application. The Instruction Sheet for this form is located at WWW . USPTO.GOV

SUBMISSION REQUIRED UNDER 37 CFR 1.114

Note: If the RCE is proper, any previously filed uneniered amendments and amendmenis enclosed with the RCE will be entered in the order
in which they were filed uniess applicant instruets otherwise. If applicant does not wish to have any previously filed unentered amendment(s)
entered, applicant must request non-entry of such amendmeni(s).

5 Previously submitted. If a final Cffice action is ouistanding, any amendments filed after the final Office action may be considered as a
-~ submission even if this box is not checked.

I:l Consider the arguments in the Appeal Brief or Reply Brief previously filed on

Other

Amendment Afier Final Under 37 GFR 1.116 filed November 15, 2019

[] Enclosed

[[] Amendment/Reply
|:| Information Disclosure Statement (1DS)

|:| Affidavit(sy Declaration{s)

[] Other

MISCELLANEQUS

D Suspension of action on the above-identified application is requested under 37 CFR 1.103{c) for a pernod of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17{i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, fo
Deposit Account No }503828

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

> Patent Practitioner Signature

Applicant Signature

EFS - Web2.1.15
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Doc code: RCEX
Doc description: Request for Continued Examination (RCE}

PTO/SB/30EFS (07-09)

Approved for use through 07/31/2012. OMB 0851-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1985, no persons are required 1o respond fo a collection of information uniess it contains a valid OMB coatrol number.

Signature of Registered U.S. Patent Practitioner

Signature

Joe McKinney Muncy/

Date (YYYY-MM-DD)

P019-12-12

Name

Joe McKinney Muncy

Registration Number

2334

This collection of information is required by 37 CFR 1.114. The information is required to obtain or retain a benefit by the public which is to
file (and by the USPTC fo process) an application. Confidentiality is governed by 35 U S.C. 122 and 37 CFR 1.11 and 1.14. This collection is
estimated to take 12 minutes to complete, including gatherning, preparing, and submitting the completed application form o the USPTQ. Time
will vary depending upon the individual case. Any comments on the amount of time you require to complete this form and/or suggestions for
reducing this burden, should be sent to the Chief information Gfficer, U.S. Palent and Trademark Office, U.S. Department of Commerce,

P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

EFS - Web2.1.15
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Privacy Act Statement

The Privacy Act of 1874 (P.L. 83-579} requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: {1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2}; (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice {o determine whether the Freedom of Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whem the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements cf the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his’/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shali not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.5.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published apglication, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web2.1.15
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Electronic Patent Application Fee Transmittal

Application Number: 15685661

Filing Date: 24-Aug-2017

Title of Invention:

REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

First Named Inventor/Applicant Name: Yong-Sheng Chen
Filer: Joe McKinney Muncy/Tiana Glascoe
Attorney Docket Number: 5750/0472PUS1

Filed as Small Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Miscellaneous:
RCE- 1ST REQUEST 2801 1 650 650
Total in USD ($) 650
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Electronic Acknowledgement Receipt

EFS ID: 38016075
Application Number: 15685661
International Application Number:
Confirmation Number: 6489

Title of Invention:

REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

First Named Inventor/Applicant Name:

Yong-Sheng Chen

Customer Number:

60601

Filer: Joe McKinney Muncy/Tiana Glascoe
Filer Authorized By: Joe McKinney Muncy
Attorney Docket Number: 5750/0472PUS1
Receipt Date: 12-DEC-2019
Filing Date: 24-AUG-2017
Time Stamp: 17:01:35

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $650

RAM confirmation Number E2019BBH01528875

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
697709
1 Request for Continued Examination 2019-12-12-RCE-TRANSMITTALA no 3
(RC E) AS_FI LE Dpdf c4beel3bbabeBe490340f3714b3189f2e54
8ebcl
Warnings:
Information:
30476
2 Fee Worksheet (SB06) fee-info.pdf no 2
181b44874b05e53a1f033292b10b05275aat
4153
Warnings:
Information:
Total Files Size (in bytes){ 728185

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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PTO/SB/06 (09-11)

Approved for use through 1/31/2014. OMB 0651-0032
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD App'ica“C’;‘S%S%Ogg?‘ Number gggg/gg}?
Substitute for Form PTO-875 ’

(7o be Mailed

APPLICATION AS FILED - PART |

ENTITY: (J LARGE sMALL (J MICRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(] Basic FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(L) SEARCH FEE
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Continuation Sheet (PTOL-303) Application No. 15/685,661

Continuation of 3. NOTE: The request for reconsideration has been considered but does NOT place the
application in condition for allowance because: The applicant amended the claims to include "wherein a
segment of data of the apparatus wakeup packet is as wakeup feature data for determining whether whole
of the second apparatus be awoken by the second apparatus” this is a new limitation that requires further
search and consideration

Continuation of REQUEST FOR RECONSIDERATION/OTHER 12. The request for reconsideration has
been considered but does NOT place the application in condition for allowance because: The applicant
amended the claims to include "wherein a segment of data of the apparatus wakeup packet is as wakeup
feature data for determining whether whole of the second apparatus be awoken by the second apparatus”
this is a new limitation that requires further search and consideration
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor: CHEN, Yong-Sheng Examiner: GEORGE, Ayanah S
Application No.: 15/685,661 Art Unit: 2467
Filed: 24 Aug?2017 Confirmation Number: 6489

Title: REMOTE WAKEUP METHOD,
CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

Attorney Docket No.: 5750/0472PUSI

MS AF

Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT AFTER FINAL UNDER 37 CFR 1.116

Dear Sir:
In response to the Final Office Action of 13 Aug 2019, and in view of the Petition for a
one (1) month extension of time being filed concurrently herewith, the following are provided:
Amendments to the Specification;
Amendments to the Claims; and

Remarks.

Attachment:

Petition for Extension of Time
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Attorney Docket No. 5750/0472PUS1

Response to Final Office Action dated 13 Aug 2019
Page 2 of 15

AMENDMENTS TO THE SPECIFICATION

Please replace the paragraph starting at page 3, line 3 with the following paragraph

rewritten in amendment format:

In conclusion, according to the remote wakeup method, connection server, and
networking apparatus having a sleep mode of the present invention, the networking apparatus
(namely, the second apparatus) may be enabled to enter an ultra-low power consumption state
(the sleep state), and a first apparatus can be provided to use a device identifier of the second
apparatus to directly initiate a wakeup request (an-apparatus—a wakeup request packet) to the
remote second apparatus by means of the connection server, so that it is unnecessary to perform
any setting (for example, settings on apparatuses such as a main board, a network card, and a
firewall) or use network broadcasting to wake up the remote second apparatus without reducing a

number of network packets in a local area network (LAN).

Please replace the paragraph starting at page 19, line 28 with the following paragraph

rewritten in amendment format:

In conclusion, according to the remote wakeup method, connection server, and
networking apparatus having a sleep mode of the present invention, the networking apparatus
(namely, the second apparatus) may be enabled to enter an ultra-low power consumption state
(the sleep state), and a first apparatus 110 can be provided to use a device identifier ID of the
second apparatus 130 to directly initiate a wakeup request (an-apparatas-a wakeup request packet
WRP) to the remote second apparatus by means of the connection server 150, so that it is
unnecessary to perform any setting (for example, settings on apparatuses such as a main board, a
network card, and a firewall) or use network broadcasting to wake up the remote second

apparatus without reducing a number of network packets in a local area network (LAN).
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Response to Final Office Action dated 13 Aug 2019
Page 3 of 15

AMENDMENTS TO THE CLAIMS

1. (Currently Amended) A remote wakeup method, comprising:

a connection server receiving a wakeup request packet from a first apparatus, wherein the

wakeup request packet comprises a device identifier of a second apparatus, wherein the first

apparatus is connected to the connection server via local area network or internet;

the connection server obtaining wakeup information stored in the connection server

according to the wakeup request packet, wherein the wakeup information stored in the

connection server is the same as wakeup information stored in the second apparatus;

the connection server generating an apparatus wakeup packet according to the wakeup

request packet and the wakeup information, wherein the apparatus wakeup packet comprises the

device identifier of the second apparatus from the wakeup request packet and the obtained

wakeup information;

the connection server obtaining a network address corresponding to the second apparatus

from a storage unit of the connection server according to the wakeup request packet; and

the connection server sending the apparatus wakeup packet to the second apparatus based

on the network address, wherein a segment of data of the apparatus wakeup packet is as wakeup

feature data for determining whether whole of the second apparatus be awoken by the second

apparatus.

2. (Original) The remote wakeup method according to claim 1, wherein the step of
generating the apparatus wakeup packet comprises:

combining the wakeup request packet and the wakeup information into an unencrypted
packet; and

performing an encryption calculation on the unencrypted packet to generate the apparatus

wakeup packet.
3. (Original) The remote wakeup method according to claim 2, wherein one encryption

unit of the encryption calculation comprises entire data or partial data of the device identifier and

the wakeup information.
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4. (Original) The remote wakeup method according to claim 2, wherein a sum of data
sizes of the device identifier and the wakeup information is a multiple of the encryption unit of

the encryption calculation, and the multiple is a positive integer.

5. (Original) The remote wakeup method according to claim 2, further comprising:

receiving, by the second apparatus, the apparatus wakeup packet;

obtaining, by the second apparatus, a wakeup feature data from the apparatus wakeup
packet, and the wakeup feature packet comprises entire data or partial data of the device
identifier and the wakeup information;

comparing the wakeup feature data with a pre-stored feature data, wherein the pre-stored
feature data is pre-stored in the second apparatus before the second apparatus sleeps; and

when the wakeup feature data is consistent with the pre-stored feature data, waking up the

entire second apparatus.

6. (Original) The remote wakeup method according to claim 5, wherein a data size of the
wakeup feature data and a data size of the pre-stored feature data are both at least one encryption

unit of the encryption calculation.

7. (Previously Presented) The remote wakeup method according to claim 1, further
comprising:

receiving a sleep login packet from the second apparatus; and

recording a running state of the second apparatus as a sleep state in the storage unit

according to the sleep login packet.
8. (Previously Presented) The remote wakeup method according to claim 7, wherein the

sleep login packet has a feature flag, and the feature flag indicates that the running state of the

second apparatus is the sleep state.
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9. (Previously Presented) The remote wakeup method according to claim 1, further
comprising:

receiving a connection request packet from the first apparatus, wherein the connection
request packet is used to request for performing communication connection to the second
apparatus;

determining a running state of the second apparatus according to the connection request
packet; and

when the running state of the second apparatus is a sleep state, replying to the first

apparatus that the second apparatus sleeps.

10. (Previously presented) The remote wakeup method according to claim 1, wherein the
steps of obtaining the wakeup information and the network address comprise: reading the
wakeup information and the network address that correspond to the device identifier from a

storage unit.

11. (Currently Amended) [[An]] A connection server, comprising:

a network module;

a storage unit, which stores a network address and wakeup information that correspond to
a second apparatus; and

a control unit, which connects to the network module and storage unit, receives a wakeup
request packet from a first apparatus through the network module, obtains the wakeup

information stored in the storage unit and the network address stored in the storage unit

according to the wakeup request packet, generates an apparatus wakeup packet according to the
received wakeup request packet and the gbtained wakeup information, and sends the generated
apparatus wakeup packet to the second apparatus through the network module according to the
network address, wherein the wakeup request packet comprises a device identifier of the second

apparatus, and the apparatus wakeup packet comprises the device identifier from the wakeup

request packet and the obtained wakeup information of the second apparatus, wherein the

wakeup information stored in the connection server is the same as wakeup information stored in

the second apparatus. and wherein a segment of data of the apparatus wakeup packet is as a
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wakeup feature data for determining whether whole of the second apparatus be awoken by the

second apparatus.

12. (Original) The connection server according to claim 11, wherein the control unit
combines the wakeup request packet and the wakeup information into one unencrypted packet
and performs an encryption calculation on the unencrypted packet to generate an apparatus

wakeup packet.

13. (Original) The connection server according to claim 12, wherein one encryption unit
of the encryption calculation comprises entire data or partial data of the device identifier and the

wakeup information.

14. (Original) The connection server according to claim 12, wherein a sum of data sizes
of the device identifier and the wakeup information is a multiple of the encryption unit of the

encryption calculation, and the multiple is a positive integer.

15. (Previously Presented) The connection server according to claim 11, wherein the
storage unit further stores a running state of the second apparatus, and the control unit receives a
sleep login packet from the second apparatus through the network module and updates the
running state of the second apparatus in the storage unit as a sleep state according to the sleep

login packet.

16. (Previously Presented) The connection server according to claim 15, wherein the
sleep login packet has a feature flag, and the feature flag indicates that the running state of the

second apparatus is the sleep state.

17. (Previously Presented) The connection server according to claim 11, wherein when
the control unit receives a connection request packet used to request for performing
communication connection to the second apparatus from the first apparatus through the network

module, the control unit determines a running state of the second apparatus according to the
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connection request packet and when determining that the running state of the second apparatus is

a sleep state, replies to the first apparatus that the second apparatus sleeps.

18. (Previously Presented) The connection server according to claim 11, wherein the
storage unit records the device identifier and correspondences between the device identifier and

the wakeup information and between the network address and the wakeup information.

19. (Currently Amended) A networking apparatus having a normal running mode and a
sleep mode, comprising:

a network module;

a storage unit, which stores a device identifier and wakeup information; and

a control unit, which connects to the network module and storage unit, and before
entering the sleep mode, generates a pre-stored feature data according to the device identifier and
the wakeup information and stores the pre-stored feature data in the storage unit, wherein the pre-
stored feature data comprises entire data or partial data of the device identifier and the wakeup
information, wherein:

in the normal running mode, the control unit sends a normal login packet through the
network module, to provide a network address of the networking apparatus;

in the sleep mode, the control unit sleeps, but the network module still keeps running and

when receiving an apparatus wakeup packet sent to the network address of the networking
apparatus from a connection server and generated by the connection server, compares performs
comparisen-accordingte-the pre-stored feature data and a wakeup feature data being a segment of
data of the apparatus wakeup packet to determine whether to ;se-asto-wake up whole of the

networking apparatus.

20. (Previously Presented) The networking apparatus having a normal running mode and
a sleep mode according to claim 19, wherein the control unit generates a comparison packet and
obtains the pre-stored feature data from the comparison packet according to the device identifier

and the wakeup information.
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21. (Previously Presented) The networking apparatus having a normal running mode and
a sleep mode according to claim 20, wherein in the sleep mode, when the network module
receives the apparatus wakeup packet from an connection server, the network module captures a
wakeup feature data from the apparatus wakeup packet according to a given data position and
compares the wakeup feature data with the pre-stored feature data, wherein when the wakeup
feature data is consistent with the pre-stored feature data, the network module wakes up the

entire networking apparatus.

22. (Previously Presented) The networking apparatus having a normal running mode and
a sleep mode according to claim 19, wherein a sum of data sizes of the device identifier and the
wakeup information is a multiple of the encryption unit of the encryption calculation, and the

multiple is a positive integer.

23. (Previously Presented) The networking apparatus having a normal running mode and
a sleep mode according to claim 19, wherein the storage unit stores a login data, before entering
the sleep mode, the control unit generates, according to the login data and a feature flag, a sleep
login packet having the login data, and the feature flag indicates that a running state of the

networking apparatus is sleep.

24. (Previously Presented) The networking apparatus having a normal running mode and
a sleep mode according to claim 23, wherein the feature flag is located at a header of the sleep

login packet.
25. (Previously Presented) The networking apparatus having a normal running mode and

a sleep mode according to claim 23, wherein in the sleep mode, the network module periodically

sends the sleep login packet to the connection server.
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REMARKS
Claims 1-25 remain present in this application.
The specification and claims 1, 11 and 19 have been amended. Favorable consideration of

the application, as amended, is respectfully requested.

Entry of Amendments

By this Amendment, claims 1, 11 and 19 have been amended. Support for amended
claims 1, 11 and 19 may be found in the paragraphs 28, 48, 51, 55 and 64 of the original
specification. It is respectfully submitted that the foregoing amendments do not contain new

matter. As such, the Examiner is respectfully requested to enter the same.

Rejections under 35 USC 103

Claims 1, 10, 11 and 18 are rejected under 35 U.S.C. 103 as being unpatentable over
Winter et al. (Pub. No.: 2015/0074432; hereinafter “Winter”), Wu et al. (Pub. No.:
2015/0172423; hereinafter “Wu”), and Siegmund et al. (Pub. No.: 2007/0050645; hereinafter
“Siegmund”). Claims 2-6, 12-14 and 22 are rejected under 35 U.S.C. 103 as being unpatentable
over Winter, Wu, Siegmund and Engel et al. (Pub. No.: 2008/0034197; hereinafter “Engel”).
Claims 7-9 and 15-17 are rejected under 35 U.S.C. 103 as being unpatentable over Winter, Wu,
Siegmund and Grau (Pub. No.: 2016/0112955; hereinafter “Grau”). Claims 19-21 are rejected
under 35 U.S.C. 103 as being unpatentable over Winter and Siegmund. Claims 23 and 24 are
rejected under 35 U.S.C. 103 as being unpatentable over Winter, Siegmund and Grau. Claim 25
is rejected under 35 U.S.C. 103 as being unpatentable over Winter, Siegmund, Grau and Takao et
al. (Pub. No.: 2014/0072277; hereinafter “Takao”). All of these rejections are respectfully
traversed.

Claim 1 recites:

1. A remote wakeup method, comprising:

a connection server receiving a wakeup request packet from a first apparatus,
wherein the wakeup request packet comprises a device identifier of a second
apparatus, wherein the first apparatus is connected to the connection server via
local area network or internet;

the connection server obtaining wakeup information stored in the
connection server according to the wakeup request packet, wherein the wakeup

55



Application No. 15/685,661

Attorney Docket No. 5750/0472PUS1

Response to Final Office Action dated 13 Aug 2019
Page 10 of 15

information stored in the connection server is the same as wakeup
information stored in the second apparatus;
the connection server generating an apparatus wakeup packet according

to the wakeup request packet and the wakeup information, wherein the

apparatus wakeup packet comprises the device identifier of the second

apparatus from the wakeup request packet and the obtained wakeup
information;

the connection server obtaining a network address corresponding to the
second apparatus from a storage unit of the connection server according to the
wakeup request packet; and

the connection server sending the apparatus wakeup packet to the
second apparatus based on the network address, wherein a segment of data of

the apparatus wakeup packet is as wakeup feature data for determining

whether whole of the second apparatus be awoken by the second apparatus.

(Emphasis added.)

Claims 1 is distinct from the cited art for at least the reason that the cited art fails to
disclose the features emphasized above.

That is, in exemplary embodiments of claim 1 of the present invention, when the
networking apparatus (namely, the second apparatus) is in an ultra-low power consumption state
(the sleep state), a first apparatus 110 can use a device identifier ID of the second apparatus 130
to directly initiate a wakeup request (wakeup request packet WRP) to the remote second
apparatus by means of the connection server 150 (refer to para. 91). Herein, the connection
server 150 generates the apparatus wakeup packet based on the device identifier ID of the second
apparatus 130 in the WRP from the first apparatus 110 and the wakeup information WM pre-sent
by the second apparatus 130, stored in the connection server 150 and being an authorization key
(refer to para. 38, 40, 42, 43 and 64). The second apparatus 130 generates a pre-stored feature
data according to the device identifier and the wakeup information WM stored therein (refer to
para. 57-63), and compares the pre-stored feature data with the wakeup feature data generated
based on the WRP to determine whether it wakes up the whole of the second apparatus 130 (refer
to para. 49 and 50). Therefore, it is unnecessary to perform any setting (for example, settings on
apparatuses such as a main board, a network card, and a firewall) or use network broadcasting to
wake up the remote second apparatus without reducing a number of network packets in a local

area network (LAN) (refer to para. 91).

However, Winter discloses:
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At block 403, method 400 includes determining whether the received frame or
packet is a WOA packet. For instance, IHS 200 may further search the packet
or frame for a WOA unique tag or pattern, immediately after the 16 copies of
the MAC address. Regardless of whether the WOA tag is found, either at
blocks 404 or 405 WOL operations may be performed. Specifically, IHS 200
may transition from the first, lower power state (e.g., S1 through S5) to a
second, higher power state (e.g., S0). If the WOA tag is found, however, control
passes to block 406. Otherwise control returns to block 401 (or method 400 ends).
(See, para. 52)

At block 406, method 400 includes recognizing, within the received frame or
packet, an identification of a receiving application, a receiving virtual machine or
server, a target IHS, a target application, and/or a target virtual machine or server.
For example, IHS 200 may determine which application or virtual server is to
be awoken by the received packet by attempting to match the recognized
identification(s) with IDs stored in local memory (e.g., memory 303). The local
memory may include a table correlating each available application or virtual
server residing within THS 200 with a distinct identification string. Examples of
identification include, but are not limited to, Internet Protocol (IP) addresses,
MAC addresses, virtual MAC addresses, and global application tag (strings
that uniquely identify software applications). (See, para. 53)

At block 407, method 400 includes enabling communications between the source
application/virtual server and the target application/virtual server. For example,
THS 200 may launch a software application or wake up a virtual server. After the
communication ends, the connection may be closed at block 408 and control
returns to block 401. Importantly, in the foregoing example, the entire
communication was set up using a single magic packet. In other words, all
parameters necessary for establishing the communications between source
and target applications or virtual servers may be provided in a single WOA
packet. (See, para. 55)

In Winter, THS 200 performs the WOL operations by searching the packet or frame for a
WOA unique tag or pattern, immediately after the 16 copies of the MAC address, and determines
which application or virtual server is to be awoken by comparing the identification (includes
Internet Protocol (IP) addresses, MAC addresses, virtual MAC addresses, and global application
tag) recognized from the packet or frame with ID stored in local memory, and the single WOA
packet has all parameters necessary for establishing the communications between source and
target applications or virtual servers.

In other words, in Winter, the parameters in the WOA packet is used for establishing the

communications, NOT for awaking the apparatus represented by the identification. That is,

Winter does NOT disclose or teach the wakeup information stored in the server and used for
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awaking the apparatus represented by the identification, and does NOT disclose or teach the ID
of the awaken apparatus (the identification recited by the examiner) and the wakeup
information (the parameters in the WOA packet recited by the examiner) from different
apparatus (i.e. the first apparatus and the connection server) which differs from the
awaken apparatus (i.e. the second apparatus).

Whu discloses:

For example, the bridge processor 407 receives a payload originating from the
external device 101to form a communication link. The  bridge
processor 407 instruct the MICS controller 300 over the communication
bus 201 to initiate a communication link with the IMD 104. The bridge
processor 407 further instructs the SWCN controller 402 to cease outputting to the
SWCN transceiver 405. The MICS processor 301 receives the instructions and
forms a wake-up data signal packet for the IMD 104. The wake-up signal packet
includes three fields, a start sequence (informs the IMD 104 of the packet), a
company and transceiver ID, and a channel setup. The company and
transceiver ID may be stored on the memory module 303 or received by the MICS
processor 301 within the instructions from the bridge processor 407. The channel
setup contains the MIC channel information, modulation modes, and address
data to form a communication link between the IMD 104 and the
communication bridge 200. The channel information may be stored on the
memory module 303, or the cleanest channel parameters determined by the
MICS processor 301 by monitoring MICS channels through the MICS
receiver 305. Optionally, the channel information may be predetermined by
user input from the external device 101. (See, para. 68)

In other words, Wu does NOT disclose or teach the ID of the awaken apparatus (the
transceiver ID recited by the examiner) and the wakeup information (the channel setup
recited by the examiner) from different apparatus (i.e. the first apparatus and the
connection server) which differs from the awaken apparatus (i.e. the second apparatus).

Siegmund discloses:

Hence, what is needed is a method and an apparatus for waking up a sleeping
system from a remote system that is located on a different LAN. (See, para. §)
In an embodiment, the first wake-up packet includes a DHCP (Dynamic Host
Configuration Protocol) reply packet whose header contains a client hardware
address field which is set to the lower-layer-protocol address of the sleeping
target system, a client Internet Protocol (IP) address field which is set to an TP
address associated with the sleeping target system, and a relay agent IP address
field which is set to an IP address associated with the relay agent which is coupled
with the target LAN. (See, para. 12)
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In an embodiment, the second wake-up packet is an Ethernet packet whose

destination address field is set to the lower-layer-protocol address of the sleeping

target system, and whose payload contains the magic bit-pattern. (See, para. 13)

In other words, Siegmund recites the wake-up packet has IP address, but does NOT
disclose or teach the network address of the awaken apparatus (i.e. the second apparatus)
stored in the connection server.

As above, all citations recite the wake-up technology that one device directly wakes up
another device, so they all does NOT discloses or teach the ID of the awaken apparatus and the
wake-up information WM from different apparatus (i.e. the first apparatus and the connection
server), so that the wake-up request for requesting to wake up the second apparatus can be raised
by the first device 110 and the wakeup operation for waking up the second apparatus is
performed by the connection server 150.

That is, all citations fail to discloses or teach “the connection server obtaining wakeup
information stored in the connection server according to the wakeup request packet, wherein
the wakeup information stored in the connection server is the same as wakeup information
stored in the second apparatus”, “the connection server generating an apparatus wakeup
packet according to the wakeup request packet and the wakeup information, wherein the
apparatus wakeup packet comprises the device identifier of the second apparatus from the
wakeup request packet and the obtained wakeup information”, “the connection server
obtaining a network address corresponding to the second apparatus from a storage unit of
the connection server according to the wakeup request packet”, and “the comnection server
sending the apparatus wakeup packet to the second apparatus based on the network
address, wherein a segment of data of the apparatus wakeup packet is as wakeup feature
data for determining whether whole of the second apparatus be awoken by the second
apparatus” recited in claim 1.

Therefore, Applicant respectfully asserts that the combination of Winter, Wu and
Siegmund does not teach each and every recitation of the claim 1. Moreover, the combination of
Winter, Wu and Siegmund in this field also does not render the claim 1 obvious. Applicant

respectfully asserts that independent claim 1 is patentable over the cited arts.
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Claims 2-10 depend from claim 1, and therefore, the rejections of these claims should be
withdrawn for at least the same reasons.

Claims 11 and 19 each contain limitations corresponding to those discussed above in
connection with claim 1, and are therefore allowable for corresponding reasons. Likewise claims
12-18 and 20-25 depend from claim 11 or 19 and are likewise allowable.

In view of the foregoing amendments and remarks, it is respectfully submitted that the
prior art utilized by the Examiner fails to teach or suggest the features of independent claims 1,
11 and 19, as well as their dependent claims. Reconsideration and withdrawal of the 35 USC 103

rejections are respectfully requested.

Conclusion

Favorable reconsideration and an early Notice of Allowance are earnestly solicited.

Because the additional prior art cited by the Examiner has been included merely to show
the state of the prior art and has not been utilized to reject the claims, no further comments
concerning these documents are considered necessary at this time.

Pursuant to 37 C.F.R. §§ 1.17 and 1.136(a), the Applicants respectfully petition for a one
(1) month extension of time for filing a response in connection with the present application.

Applicants have made a diligent effort to place the claims in condition for allowance.
However, should there remain unresolved issues that require action, it is respectfully requested
that the Examiner telephone Joe McKinney Muncy, Applicants' Attorney, at 703.621.7140 so that

such issues may be resolved as expeditiously as possible.
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If necessary, the Commissioner is hereby authorized in this, concurrent, and future replies,
to charge payment or credit any overpayment to Deposit Account No. 50-3828 for any additional

fees required under 37 C.F.R. §§ 1.16 or 1.17; in particular, extension of time fees.
Date: November 15, 2019 Respectfully submitted,

Muncy, Geissler, Olds & Lowe, P.C.
4000 Legato Road, Suite 310
Fairfax, VA 22033 = —
Tel. 703.621.7140 Joe McKiﬁﬁey Muncy
mailroom@mg-ip.com Attorney/Agent for Applicant(s)
Reg. No. 32334
ROBERT F. GNUSE

Registration #27285
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DETAILED ACTION

1. This actionis a response to an amendment filed 1/4/2019 in which claims 1-25 are pending.

Notice of Pre-AlA or AlA Status
2. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AlA.

Claim Objections

3. All claim objections are withdrawn due to applicant’samendmetns.

Claim Interpretation
The following is a quotation of 35 U.S.C. 112(f):

(f) Elementin Claim fora Combination. —An elementin a claimfor a combination may be expressed as
a means or step for performing a specified function without the recital of structure, material, oracts
in support thereof, and such claimshall be construed to cover the correspondingstructure, material,
oracts describedinthe specificationand e quivalents thereof.

The following is a quotation of pre-AlA35 U.S.C. 112, sixth paragraph:

An elementin aclaimfora combination maybe expressed as a means or step for performing a

specified function without the recital of structure, material, or acts in support thereof, and such claim

shall be construed to cover the corresponding structure, material, or acts described in the

specificationand equivalents thereof.

The claims in this application are given their broadest reasonable interpretation using the plain
meaning of the claim language in light of the specification as it would be understood by one of ordinary
skill in the art. The broadest reasonable interpretation of a claim element (also commonly referred to as

a claim limitation) is limited by the description in the specification when 35 U.S.C. 112(f) or pre-AlA 35

U.S.C. 112, sixth paragraph, is invoked.
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As explained in MPEP § 2181, subsection I, claim limitations that meet the following three-prong
test will be interpreted under 35 U.S.C. 112(f) or pre-AIA 35 U.S.C. 112, sixth paragraph:

(A) the claim limitation uses the term “means” or “step” or a termused as a substitute for “means”
thatis a generic placeholder (also calleda nonce termor a non-structural term having no
specific structural meaning) for performing the claimed function;

(B) the term “means” or “step” or the generic placeholder is modified by functional language,
typically, but not always linked by the transition word “for” (e.g., “meansfor”) or another linking
word or phrase, such as “configured to” or “so that”; and

(Q) the term “means” or “step” or the generic placeholder is not modified by sufficient structure,
material, or acts for performing the claimed function.

Use of the word “means” (or “step”)in a claim with functional language creates a rebuttable
presumption that the claim limitation is to be treatedin accordance with 35 U.S.C. 112(f) or pre-AIA 35
U.S.C. 112, sixth paragraph. The presumption that the claim limitation is interpreted under 35 U.S.C.
112(f) or pre-AlA35 U.S.C. 112, sixth paragraph, is rebutted when the claim limitation recites sufficient
structure, material, or acts to entirely perform the recited function.

Absence of the word “means” (or “step”) in a claim creates a rebuttable presumption that the
claim limitation is not to be treatedin accordance with 35 U.S.C. 112(f) or pre-AlA35 U.S.C. 112, sixth
paragraph. The presumption that the claim limitation is not interpreted under 35 U.S.C. 112(f) or pre-
AlA 35 U.S.C. 112, sixth paragraph, is rebutted when the claim limitation recites function without
reciting sufficient structure, material or actsto entirely perform the recited function.

Claim limitations in this application that use the word “means” (or “step”) are being interpreted
under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph, except asotherwise indicated in an

Office action. Conversely, claim limitations in this application that do not use the word “means” (or
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“step”) are not being interpreted under 35 U.S.C. 112(f) or pre-AlA35 U.S.C. 112, sixth paragraph,
except as otherwise indicated in an Office action.

This application includes one or more claim limitations that do not use the word “means,” but
are nonetheless being interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph,
because the claim limitation(s) uses a generic placeholder that is coupled with functional language
without reciting sufficient structure to perform the recited function and the generic placeholder is not
preceded by a structural modifier. Such claim limitation(s) is/are: unit and module in claims 11-25.

Because this/these claim limitation(s) is/are being interpreted under 35 U.S.C. 112(f) or pre-AlA
35 U.S.C. 112, sixth paragraph, it/theyis/are being interpretedto cover the corresponding structure
described in the specification as performing the claimed function, and equivalents thereof.

If applicant does not intend to have this/these limitation(s) interpreted under 35 U.S.C. 112(f) or
pre-AlA 35 U.S.C. 112, sixth paragraph, applicant may: (1) amend the claim limitation(s) to avoid it/them
being interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph (e.g., byreciting
sufficient structure to perform the claimed function); or (2) present a sufficient showing that the claim
limitation(s) recite(s) sufficient structure to perform the claimed function so as to avoid it/them being

interpreted under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph.

Claim Rejections - 35 USC § 103

The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections set forth
in this Office action:

A patentfor a claimed invention may not be obtained, notwithstanding that the claimed invention is not
identically disclosed as set forth in section 102, if the differences between the claimedinventionandthe prior art
aresuch thatthe claimed invention as a whole would have been obvious before the effective filing date of the
claimed invention to a personhavingordinaryskillin the artto whichthe claimed invention pertains. Patentability
shall not be negated by the manner in whichthe invention was made.
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4. Claims 1,10, 11 and 18 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter et
al. (Pub. No.: 2015/0074432), herein Winter, Wu et al. (Pub. No.: 2015/0172423), herein Wu and
Siegmund etal. (Pub. No.: 2007/0050645), herein Siegmund.

As to claim 1, Winter teaches a remote wakeup method, comprising:
receiving a wakeup request packet from a first apparatus, wherein the wakeup request

packet comprises a device identifier of a second apparatus (Winter [0053] [0053] At block 406, method

400 includes recognizing, within the received frame or packet, an identification of a receiving application,

a receiving virtual machine or server, a target IHS, a target application, and/or a target virtual machine

or server. For example, IHS 200 may determine which application or virtual server is to be awoken by the

received packet by attempting to match the recognized identification(s) with |Ds stored in local memory

(e.g., memory 303))

obtaining wakeup information according to the wakeup request packet (Winter [0053]

determine which application or virtual server is to be awoken by the received packet);

generating an apparatus wakeup packet according tothe wakeup request packet and
the wakeup information, wherein the apparatus wakeup packet comprises the wakeup information

(Winter[0055] enabling communications (generating a wakeup packet) between the source

application/virtual server and the target application/virtual server. For example, IHS 200 may launch a

software application or wake up a virtual server);

Winter does not teach

wherein the apparatus wakeup packet comprises the device identifier of the second apparatus
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However Wu does teach
wherein the apparatus wakeup packet comprises the device identifier of the second apparatus

{(Wu [0068] The MICS processor 301 receives the instructions and forms a wake -up data signal packet for

the IMD 104. The wake-up signal packet includes three fields, a start sequence (informs the IMD 104 of

the packet), a company and transceiver ID (device identifier of the second apparatus), and a channel

setugg

It would have been obvious before the effective filing date of the claimed invention to
combine the teachings of Winter and Wu, because Wu [0067] teaches us how to detect high power
signals without the need for a local oscillator and synthesizer in the receiver.

Winter nor Wu teach
Obtaining a network address corresponding to the second apparatus according to the wakeup
information;

Sending the apparatus wakeup packet to the second apparatusbased on the network address.

However Siegmund does teach
Obtaining a networkaddress corresponding to the second apparatus according to the wakeup

information (Siegmund Fig 3 and [0012] first wake-up packet includes address of the sleeping target);

Sending the apparatus wakeup packet to the second apparatus based on the network address

(Siegmund [0013] the second wake-up packet includes a destination address based on the network

address Fig. 3 (312) send the second wake-up packet)
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It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu with Siegmund because Siegmund teaches us a method of waking up a

system from a remote system that is located on a different LAN (Siegmund [0008])

As to claim 11, Winter teaches a connection server, comprising:

a network module (Winter Fig. 2);

a storage unit, which stores a connection information and a wakeup information that

correspond to a second apparatus (Winter Fig. 2 memory); and

a control unit, which connects to the network module and storage unit (Winter Fig. 2 controller),

receives a wakeup request packet from a first apparatusthrough the network module Winter

[0053] [0053] At block 406, method 400 includes recognizing, within the received frame or packet, an

identification of a receiving application, a receiving virtual machine or server, a target |HS, a target

application, and/or a target virtual machine or server. For example, IHS 200 may determine which

application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs stored in local memory (e.q., memory 303))

generatesan apparatuswakeup packet according to the wakeup request packet and the

wakeup information (Winter[0055] enabling communications (generating a wakeup packet) between the

source application/virtual server and the target application/virtual server. For example, |HS 200 may

launch a software application or wake up a virtual server);

the apparatus wakeup packet comprises the wakeup information of the second apparatus

Winter [0053] For example, IHS 200 may determine which application or virtual server is to be awoken by
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the received packet by attempting to match the recognized identification(s) with IDs (connection

information));

Winter does not teach

wherein the apparatus wakeup packet comprises the device identifier of the second apparatus

However Wu does teach
wherein the apparatus wakeup packet comprises the device identifier of the second apparatus

{(Wu [0068] The MICS processor 301 receives the instructions and forms a wake-up data signal packet for

the IMD 104. The wake-up signal packet includes three fields, a start sequence (informs the IMD 104 of

the packet), a company and transceiver |D (device identifier of the second apparatus), and a channel

setugz

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu, for the same reasons stated in claim 1.

Winter nor Wu teach

Obtains the wakeup information and the network address according to the wakeup request
packet

And sends the apparatus wakeup packet to the second apparatus through the network module
according to the network address

However Siegmund does teach

Obtains the wakeup information and the network address according to the wakeup request

packet (Siegmund Fig 3 and [0012] first wake-up packet includes address of the sleeping target);
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And sends the apparatus wakeup packet to the second apparatusthrough the network module

according to the network address (Siegmund [0013] the second wake-up packet includes a destination

address based on the network address Fig. 3 (312) send the second wake-up packet)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Siegmund for the same reasons stated in claim 1.

As to claim 10, the combination of Winter, Wu and Siegmnund teach the remote wakeup
method according to claim 1, wherein the steps of obtaining the wakeup information and the network
address comprise: reading the wakeup information and the network address that correspond to the

device identifier from a storage unit (Winter [0053] For example, IHS 200 may determine which

application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs and Siegmund Fig 3 and [0012] first wake-up packet includes

address of the sleeping target);

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Siegmund for the same reasons stated in claim 1.

As to claim 18, the combination of Winter, Wu and Siegmund teach the connection
server according to claim 11, wherein the storage unit records the device identifier and
correspondences between the device identifier and the wakeup information and between the

connection information and the wakeup information (Winter [0053] For example, IHS 200 may

determine which application or virtual server is to be awoken by the received packet by attempting to
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match the recognized identification(s) with |Ds (connection information) (Wu [0068] The MICS processor

301 receivesthe instructions and forms a wake-up data signal packet for the IMD 104. The wake-up

signal packet includes three fields, a start sequence (informs the IMD 104 of the packet), a company and

transceiver ID (device identifier of the second apparatus), and a channelsetup (connection information)

Siegmund [0013] the second wake-up packet includes a destination address based on the network

address Fig. 3 (312) send the second wake-up packet)

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu, for the same reasons stated in claim 1.
It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Siegmund for the same reasons stated in claim 1

5. Claims 2-6,12-14 and 22 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter,

Wu, Siegmund and Engelet al. (Pub. No.: 2008/0034197), herein Engel.

As to claims 2 and 12, the combination of Winter, Wu and Siegmund teachthe remote wakeup
method according to claim 1 and the connection server of claim 11, wherein the step of generating the
apparatus wakeup packet comprises:

combining the wakeup request packet and the wakeup information into a packet (Winter [0053]

For example, 1HS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs (connection information/request
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packet and wakeup information) and [0055] enabling communications (generating a packet) between

the source application/virtual server and the target application/virtual server. Forexample, IHS 200 may

launch a software application or wake up a virtual server)

Winter, Wu and Siegmnund do not teach
into an unencrypted packet
; and performing an encryption calculation on the unencrypted packet to generate the

apparatus wakeup packet.

However Engel does teach

into an unencrypted packet (Engel [0027] creating an unencrypted coding characteristic for the

plurally encrypted data packet and [0033] segmenting characteristic denoting partial data packets

obtained by segmenting a single data packet and outputting the segmenting characteristic together with
segmented partial data packets to be encrypted.
; and performing an encryption calculation on the unencrypted packet to generate the

apparatus wakeup packet (Engel [0030] output together with the encrypted data packet after encryption

in each encryption operation)

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter, Wu and Siegmund with Engel, because Engel [0014] teaches us a method of
encrypting or decrypting data packetsof a data streamthatis difficult to break by unauthorized third

parties even with increased computer power and thus comprises a particularly high level of security.
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As to claims 3 and 13, the combination of Winter, Wu, Siegmund and Engel teachthe remote
wakeup method according to claim 2 and the connection server of claim 12, wherein one encryption
unit of the encryption calculation comprises entire data or partial data of the device identifier and the

wakeup information (Engel [0033] Adjusting the data packet to be encrypted may preferably include the

following: segmenting the data packet to be encrypted into multiple partial data packets to be

encrypted)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter, Wu and Siegmund with Engel for the same reasons stated in claim 2.

As to claims 4, 14 and 22, the combination of Winter, Wu, Siegmund and Engel teach the
remote wakeup method according to claim 2, the connection server according to claim 12 and the
networking apparatusaccording toclaim 19, wherein a sum of data sizes of the device identifier and the
wakeup information is a multiple of the encryption unit of the encryption calculation, and the multiple is

a positive integer (Engel [0037]-[0038] adjusting the data packet to be encrypted may include the

creation of a data block containing the data packet to be encrypted and a block characteristic, said block

characteristic identifying the data packet to be encrypted in the data block, and use of the data block

instead of the data packet to be encrypted. This procedure is also known as "padding" and produces data

blocks based on a respective formatting instruction of a respective coding algorit hm the size of which is a

multiple of a block size of the respective coding algorithm. A data block to be encrypted can for example

be filled at its end with characters (such as random data or predefined data) until the respective block

size is reached. The number of inserted characters is noted down in the form of the block characteristic.
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The block characteristic may optionally be added, e.q., as the last character (byte) of the data block to

the respective data block)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter, Wu, Siegmund and Engel with Wu for the same reasons stated in claim 1.

As to claim 5, the combination of Winter, Wu, Siegmund and Engel teachthe remote wakeup
method according to claim 2, further comprising:

receiving, by the second apparatus, the apparatus wakeup packet (Wu [0069] Once the wake-up

signal packet is formed, the MICS processor 301 may output the wake-up signal packet to the SWCN

transceiver 405 using the wake-up line 202. The MICS controller 300 may monitor the MICS transceiver

awaiting a confirmation signal from the IMD 104 over the MICS channel. Once the MICS controller 300

receives confirmation of a communication link with the IMD 104, the MICS controller 300 may inform or

output to the bridge controller 401 that communication with the IMD 104 is established);

obtaining, by the second apparatus, a wakeup feature data from the apparatus wakeup
packet, and the wakeup feature packet comprises entire data or partial data of the device identifier and

the wakeup information (Wu [0067] The IMD may exit the sleep mode once a wake-up signal of an

external device is detected by a wake up system on the IMD);

comparing the wakeup feature data with a pre-stored feature data, wherein the pre-stored
featuredatais pre-stored in the second apparatus before the second apparatussleeps (Winter [0053]

For example, |HS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs (connection information)); and

when the wakeup feature datais consistent with the pre-stored feature data, waking up the

entire second apparatus (Wu [0067] The IMD may exit the sleep mode once a wake-up signal of an

external device is detected by a wake up system on the IMD);
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It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter, Siegmund and Engel with Wu for the same reasons stated in claim 1.

As to claim 6, the combination of Winter, Wu, Siegmund and Engel teach the remote wakeup
method according to claim 5, wherein a data size of the wakeup feature data and a data size of the pre-
stored feature data are both at least one encryption unit of the encryption calculation (Engel [0033]

Adjusting the data packet to be encrypted may preferably include the following: segqmenting the data

packet to be encrypted into multiple partial data packets to be encrypted)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachingsof Winter, Wu and Siegmund with Engel for the same reasons stated in claim 2.

6. Claims 7-9 and 15-17 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter,

Wu, Siegmund and Grau (Pub. No.: 2016/0112955), herein Grau.

As to claims 7 and 15, Winter, Wu and Siegmund teach the remote wakeup method according

toclaim 1 and the server accordingto claim 11,

Winter, Wu and Siegmund do not teach

Further comprising:

receiving a sleep login packet from the second apparatus; and

recording a running state of the second apparatus as a sleep statein the storage unit according

to the sleep login packet.
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However Grau does teach

receiving a sleep login packet from the second apparatus (Grau [0009] transmit messages

comprises a sleep flag); and

recording a running state of the second apparatus as a sleep state in the storage unit according

to the sleep login packet (Grau [0021] The sleep flag may indicate the mode of the wireless device aftera

message exchange sequence and [0105] Flash memory 1420 may be used to store data from sensor(s))

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter, Wu and Siegmund with Grau, because Grau [0008] teachesa method where the
wireless station and the access point go into low power states more quickly, and further reducing the

duration of communication.

As to claims 8 and 16, the combination of Winter, Wu, Siegmund and Grau teachthe remote
wakeup method according to claim 7 and the server according to claim 15, wherein the sleep login
packet has a feature flag, and the feature flag indicates that the running state of the second apparatusis

the sleep state (Grau [0009] transmit messages comprises a sleep flag)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter, Wu and Siegmund with Grau for the same reasons stated in claim 7.

As to claim 9, the combination of Winter, Wu, Siegmund and Grau teach the remote wakeup

method according to claim 1, further comprising:
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receiving a connection request packet from the first apparatus, whereinthe connection request
packet is used to request for performing communication connection to the second apparatus (Wu

[0068] The MICS processor 301 receives the instructions and forms a wake-up data signal packet for the

IMD 104. The wake-up signal packet includes three fields, a start sequence (informs the IMD 104 of the

packet), a company and transceiver D (device identifier of the second apparatus), and a channel setup);

determining a running state of the second apparatusaccording to the connection

request packet (Grau [0009] transmit messages comprises d sleep flag and [0022] the request message

comprising a sleep flag); and

when the running state of the second apparatusis sleep, replying to the first apparatus

that the second apparatussleeps (Grau [0022] generating a response message, wherein generating the

response message comprises setting a bit in the header of the response message to indicate the wireless

station is entering a power save mode (the apparatus is asleep));

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu for the same reasons statedin claim 1. It would have been obvious
before the effective filing date of the claimed invention to combine the teachings of Winter, Wu and

Siegmund with Grau for the same reasons stated in claim 7.

As to claim 17, the combination of Winter, Wu, Siegmund and Grau teach connection
server according to claim 11, wherein when the control unit receives a connection request packet used
to request for performing communication connection to the second apparatusfrom the first apparatus
through the network module, the control unit determines a running state of the second apparatus
according to the connection request packet and when determining that the running state of the second

apparatusis a sleep state, replies to the first apparatus that the second apparatus sleeps (Winter [0053]
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At block 406, method 400 includes recognizing, within the received frame or packet, an identification of a

receiving application, a receiving virtual machine or server, a target |HS, a target application, and/or a

target virtual machine or server. For example, I[HS 200 may determine which application or virtual server

is to be awoken by the received packet by attempting to match the recognized identification(s) with IDs

storedin local memory(e.q., memory 303) (Grau [0009] transmit messages comprises a sleep flag and

[0022] the request message comprising a sleep flag and [0022] generating a response message, wherein

generating the response message comprises setting a bit in the header of the response message to

indicate the wireless station is entering a power save mode (the apparatus is asleep));

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter, Wu and Siegmund with Grau for the same reasons stated in claim 7.

7. Claims 19-21 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter and

Siegmund.

As to claim 19, Winter teaches a networking apparatus having a sleep mode and a normal
running mode, comprising:

a network module (Winter Fig. 2);

a storage unit, which stores a device identifier and wakeup information (Winter Fig. 2 memory);

and

a control unit, which connects to the network module and storage unit (Winter Fig. 2 controller),

and
before entering the sleep mode, generatesa pre-stored feature data according to the device

identifier and the wakeup information and stores the pre-stored feature data in the storage unit (Winter
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[0053] [0053] At block 406, method 400 includes recognizing, within the received frame or packet, an

identification of a receiving application, a receiving virtual machine or server, a target |HS, a target

application, and/or a target virtual machine or server. For example, IHS 200 may determine which

application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs stored in local memory (e.q., memory 303).)

wherein the pre-stored feature data comprises entire data or partial data of the device

identifier and the wakeup information, (Winter [0053] [0053] At block 406, method 400 includes

recognizing, within the received frame or packet, an identification of a receiving application, a receiving

virtual machine or server, atarget IHS, a target application, and/or a target virtual machine or server.

For example, |HS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs stored in local memory (e.q.,

memory 303))

wherein: in the sleep mode, the network module still keeps running and when receiving
an apparatus wakeup packet, performs comparison according to the pre-stored feature data and the

apparatus wakeup packet, so as to wake up the networking apparatus (Winter [0053] [0053] At block

406, method 400 includes recognizing, within the received frame or packet, an identification of a

receiving application, a receiving virtual machine or server, a target |HS, a target application, and/or a

target virtual machine or server. For example, IHS 200 may determine which application or virtual server

is to be awoken by the received packet by attempting to match the recognized identification(s) with IDs

storedin local memory(e.q., memory 303) and [0045] During these sleeping states, IHS 200 may appear

to a human user to be off, but may retain enough of its hardware context (e.q., registers, memory

caches, RAM, etc.)toreturn to the working state without rebooting)
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Winter does not teach

In the normal running mode, the control unit sends a normal login packet through the network
module to provide a network address of the networking apparatus

Sent to the network address of the networking apparatus

However Siegmund does teach

In the normal running mode, the control unit sends a normal login packet through the network

module to provide a network address of the networking apparatus (Siegmund Fig 3 and [0012] first

wake-up packet includes address of the sleeping target);

Sent to the network address of the networking apparatus (Siegmund [0013] the second wake-up

packet includes a destination address based on the network address Fig. 3 (312) send the second wake-

up packet)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter with Siegmund for the same reasons stated in claim 1.

As to claim 20, the combination of Winter and Siegmund teach the networking
apparatus having a normal mode and a sleep mode according to claim 19, wherein the control unit
generatesa comparison packet and obtains the pre-stored feature data from the comparison packet

according to the device identifier and the wakeup information (Winter [0053] At block 406, method 400

includes recognizing, within the received frame or packet, an identification of a receiving application, a

receiving virtual machine or server, a target IHS, a target application, and/or a target virtual machine or
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server. For example, IHS 200 may determine which application or virtual server is to be awoken

(generatescomparison packet) by the received packet by attempting to match the recognized

identification(s) with IDs stored in local memory(e.qg., memory 303))

As to claim 21, Winter teaches the networking apparatus having a normal mode and a
sleep mode according to claim 20, wherein in the sleep mode, when the network module receives the
apparatus wakeup packet from an connection server, the network module captures a wakeup feature
data from the apparatus wakeup packet according to a given data position and compares the wakeup
feature data with the pre-stored feature data, wherein when the wakeup feature data is consistent with
the pre-stored feature data, the network module wakes up the entire networking apparatus (Winter

[0053] [0053] At block 406, method 400 includes recognizing, within the received frame

or packet, an identification of a receiving application, a receiving virtual machine or server, a

target |HS, a target application, and/or a target virtual machine or server. For example, IHS 200 may

determine which application or virtual server is to be awoken by the received packet by attempting to

match the recognized identification(s) with |Ds stored in local memory (e.q., memory 303))

8. Claims 23 and 24 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter,

Siegmund and Grau.

As to claim 23, the combination of Winter, Siegmund and Grau teachthe networking apparatus

having a normal running mode and a sleep mode according to claim 19, wherein the storage unit stores

a login data, before entering the sleep mode, the control unit generates, according tothe login data and

89



Application/Control Number: 15/685,661 Page21
Art Unit: 2467

a featureflag, a sleep login packet having the login data, and the feature flag indicates that a running

state of the networking apparatus is sleep (Winter [0053] [0053] At block 406, method 400 includes

recognizing, within the received frame or packet, an identification of a receiving application, a receiving

virtual machine or server, atarget |HS, a target application, and/or a target virtual machine or server.

For example, |HS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with |Ds stored in local memory (e.q.,

memory 303) (Grau [0009] transmit messages comprises a sleep flag (Grau [0021] The sleep flag may

indicate the mode of the wireless device after a message exchange sequence and [0105] Flash memory

1420 may be used to store data from sensor(s));

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Siegmund with Grau for the same reasons stated in claim 7.

As to claim 24, the combination of Winter, Siegmund and Grau teachthe networking apparatus
having a sleep mode according to claim 23, wherein the feature flag is located at a header of the sleep

login packet (Grau [0014] The sleep flag may be in a header of the at least one of the plurality of

transmit messages)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Siegmund with Grau for the same reasons stated in claim 7.

9. Claim 25 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter, Siegmund, Grau

and Takao et al. (Pub. No.: 2014/0072277), herein Takao.
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As to claim 25, the combination of Winter, Siegmund and Grau teachthe networking apparatus

having a sleep mode according to claim 23,

Winter, Siegmund and Graudo not teach
wherein in the sleep mode, the network module periodically sends the sleep login packet to the

connection server.

However Takao does teach
the network module periodically sends the sleep login packet to the connection server (Takao

[0078] the login state of the electronic device is transmitted to the server periodically)

It would have been obvious before the effective filing date to combine the teaching of Winter,
Siegmund and Grau with Takao, because Takao[0078] teachesus this way the server can distinguish

between users connected and not connected to the network.

Response to Arguments
Applicant’s arguments with respect to claims 1, 10, 11, 19 and their dependents have been
considered but are moot because the arguments do not apply to any of the references being used in the

current rejection.
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Conclusion

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time policy as set forth
in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE MONTHS from
the mailing date of this action. Inthe event afirst reply is filed within TWO MONTHS of the mailing date
of this final action and the advisory action is not mailed until after the end of the THREE-MONTH
shortened statutory period, then the shortened statutory period will expire on the date the advisory
action is mailed, and any extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing
date of the advisory action. In no event, however, will the statutory period for reply expire laterthan
SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the examiner
should be directedto AYANAH S GEORGE whose telephone number is (571)272-8880. The examiner can
normally be reachedon 7:00 AM - 5:00 PM.

Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use
the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.

If attemptsto reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Hassan Phillips can be reached on 572-272-3940. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-

direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
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Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer

Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

AYANAH S. GEORGE

Primary Examiner

Art Unit 2467

/AYANAH S GEORGE/

Primary Examiner, Art Unit 2467
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

First Named Inventor: CHEN, Yong-Sheng Examiner: GEORGE, Ayanah S
Application No.: 15/685,661 Art Unit: 2467
Filed: 24 Aug2017 Confirmation Number: 6489

Title: REMOTE WAKEUP METHOD,
CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

Attorney Docket No.: 5750/0472PUS1

MS AMENDMENT
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

AMENDMENT

Dear Sir: ]

In response to the Office Action of 4 Jan 2019, the due date for response having been
extended one (1) month(s), the following are provided:

Amendments to the Claims; and

Remarks.
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PTO/AIA/22 (03-13)

Approved for use through 3/31/2013. OMB 0651-0031

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

Docket Number (Optional)
PETITION FOR EXTENSION OF TIME UNDER 37 CFR 1.136(a) | >/ °%/0472PUS1
Application Number Filed
15/685,661 24 Aug 2017
For
REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING
Art Unit Examiner
2467 GEORGE, Ayanah S

This is a request under the provisions of 37 CFR 1.136(a) to extend the period for filing a reply in the above-identified application.
The requested extension and fee are as follows (check time period desired and enter the appropriate fee below):

Fee Small Entity Fee Micro Entity Fee
X One month (37 CFR 1.17(a)(1)) $200 $100 $50 $ 200.00
] Two months (37 CFR 1.17(a)(2)) $600 $300 $150 $
(] Three months (37 CFR 1.17(a)(3)) $1,400 $700 $350 $
(]  Four months (37 CFR 1.17(a)(4)) $2,200 $1,100 $550 $
[J  Five months (37 CFR 1.17(a)(5)) $3,000 $1,500 $750 $

[] Applicant asserts small entity status. See 37 CFR 1.27.

[] Applicant certifies micro entity status. See 37 CFR 1.29.
Form PTO/SB/15A or B or equivalent must either be enclosed or have been submitted previously.

] A check in the amount of the fee is enclosed.
[] Payment by credit card. Form PTO-2038 is attached.

[[] The Director has already been authorized to charge fees in this application to a Deposit Account.

X The Director is hereby authorized to charge any fees which may be required, or credit any overpayment, to
Deposit Account Number 50-3828.
Payment made via EFS-Web.

WARNING: Information on this form may become public. Credit card information should not be included on this form. Provide
credit card information and authorization on PT0-2038.
| am the

[] applicant.

X attorney or agent of record. Registration number 32,334

[] attorney or agent acting under 37 CFR 1.34. Registration number

e

; y T — May 3, 2019
< Signatare ROBERT F. GNUSE Date
Joe McKinney Muncy Registrati 703-621-7140
Typed or printed name Telephone Number

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements and certifications. Submit
multiple forms if more than one signature is required, see below®*.

X *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.136(a). The information is required to obtain or retain a benefit by the public, which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14. This collection is estimated to take 6 minutes to
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any
comments on the amount of time you require to complete this form and/or suggestions for reducing this burden should be sent to the Chief Information Officer,

U.S. Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS
TO THIS ADDRESS. SEND TO: Mail Stop PCT, Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450
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Electronic Patent Application Fee Transmittal

Application Number: 15685661

Filing Date: 24-Aug-2017

Title of Invention:

REMOTE WAKEUP METHOD, CONNECTION SERVER, AND NETWORKING
APPARATUS HAVING SLEEP MODE

First Named Inventor/Applicant Name: Yong-Sheng Chen
Filer: Joe McKinney Muncy/Tiana Glascoe
Attorney Docket Number: 5750/0472PUS1

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code

Quantity

Amount

Sub-Total in
USD(S)

Basic Filing:

Pages:

Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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REMARKS
Claims 1-25 remain present in this application.
Claims 1, 7-11, 15-25 have been amended. Favorable consideration of the application, as

amended, is respectfully requested.

Entry of Amendments

It is respectfully submitted that the foregoing amendments do not contain new matter.
Amendment to the claim set is based on paragraph 2 in page 5 and paragraph 2 in page 7of the

specification as original filed. As such, the Examiner is respectfully requested to enter the same.

Objections to the Claims

Claims 1, 9 and 17 stand objected to for certain informalities.
Claims 1, 9 and 19 are amended to correct the grammatical errors. In view of the
foregoing amendments, it is respectfully submitted that these informalities have been addressed.

Reconsideration and withdrawal of any objection to the claims are respectfully requested.

Rejections under 35 USC 112
Claims 11-25 stand rejected under 35 USC 112, second paragraph (pre-AlIA) or 35 USC

112(b). This rejection is respectfully traversed.

The “storage unit” is a well-known technical term in the art. To a person having ordinary
skill in the art (PHOSITA), the “storage unit” recites any device that stores digital information.
Paragraph 5, page 19 of the specification as original filed clearly discloses that:

“....each storage unit may be implemented by one or more storage components.

Hence, the storage component may be, for example, a memory or a buffer, which is

not limited herein. The memory may be, for example, a Read-Only Memory (ROM),

a Random Access Memory (RAM), a volatile memory, a non-volatile memory, a static

memory, a volatile storage device, a flash memory, and/or any device that stores

digital information.”
The functions of the “storage device” are also clearly defined by the limitation of “stores

a network address and wakeup information that correspond to a second apparatus”. The
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structure of the location list is also defined by the limitation of “recording a location and an
optimum direction corresponding to the location”.

Therefore, the term “storage device” recites sufficient structure and acts to achieve the
function.

In addition, the first paragraph of DETAILED DESCRIPTION of the specification (the
last paragraph in page 4) as original filed describes that:

“The networking apparatuses (the first apparatus 110 and the second apparatus
130) may be any electronic apparatuses capable of connecting to a network, for
example, a personal computer, a smart phone, a navigation device (PND), a
notebook computer, a tablet computer (a Tablet or a Pad), a video camera, an IP
cam, or an intelligent appliance.”

To a PHOSITA, a personal computer, a smart phone, a navigation device (PND), a
notebook computer, a tablet computer (a Tablet or a Pad), a video camera, an IP cam, , or an
intelligent appliance, inherently includes a memory and/or HDD (“storage device”) storing
computer code segments and cached data, a data processing unit (“control unit”) executing the
computer code segments.

Paragraph 4, page 19 further describes that

“each component may execute a_firmware or software calculation stored in its

storage unit by means of its control unit, so as to perform the foregoing
corresponding step. In other words, the storage unit is configured to store a

relevant software/firmware program, information, data, or a combination thereof.”

The above description inherently discloses that the “control unit” is a data processing
unit such as the CPU in an electronic apparatuses capable of connecting to a network. And the
description discloses that the “control unit’ connects the network module and the “storage

unit”, computer code segments (firmware or software) are executed by the “control unif’, and

then the “control unif’ acts:

obtaining the wakeup information and the network address according to the wakeup

request packet,
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generating an apparatus wakeup packet according to the wakeup request packet and
the wakeup information, and sends the apparatus wakeup packet to the second apparatus

through the network module according to the network address, wherein the wakeup request

packet comprises a device identifier of the second apparatus, in which the apparatus wakeup

packet comprises the device identifier and the wakeup information of the second apparatus.

As discussed above, corresponding structures and acts of the “control unit”’ are described
in the specification, and the specification complies with the requirement for the 35 U.S.C 112(f).

Therefore, corresponding structures and acts of the storage unit and the control unit are
described in the specification, and the specification complies with the requirement for claimed
function for the 35 U.S.C 112 (b).

Accordingly, as discussed above, Claims 11-25 comply with the requirement for the 35
U.S.C 112(b).

In view of the foregoing amendments, it is respectfully submitted that all claims
particularly point out and distinctly claim the subject matter of the instant invention.

Reconsideration and withdrawal of the 35 USC 112 rejection are respectfully requested.

Rejections under 35 USC 102 and 103
Claims 19-21 are rejected under 35 U.S.C. 102(a)(2) as being anticipated by Winter et al.
(US 2015/0074432 Al; hereinafter “Winter”). Claims 1, 10, 11 and 18 are rejected under
35U.S8.C. 103 as be unpatentable over Winter and Wu (US 2015/0172423 Al). Claims 2-6, 12-

14 and 22 are rejected under 235 U.S.C. 103 as being unpatentable over Winter, Wu and Engel
(US2008/0034197 Al). Claims 7-9 and 15-17 are rejected under 35 U.S.C. 103 as being
unpatentable over Winter, Wu and Grau (US 2016/0112955 Al). Claims 23 and 24 are rejected
under 35 U.S.C. 103 as being unpatentable over Winter and Grau. Claim 25 is rejected under 35
U.S.C. 103 as being unpatentable over Winter, Grau and Takao et al. (US 2014/0072277 Al;

hereinafter “Takao™). All of these rejections are respectfully traversed.

112



Application No. 15/685,661

Attorney Docket No. 5750/0472PUS1
Response to Office Action dated 4 Jan 2019
Page 10 0of 17

Regarding to Claim 1

Claim 1 recites a remote wakeup method, the remote wakeup method is executed by a
connector server 150. As disclosed in paragraph 1, page 5 of the specification, it is assumed that
the first apparatus 110 is a client apparatus that, on its initiative, proposes a connection request,
and the second apparatus 130 is a remote apparatus that passively accepts the connection
request. It is assumed that the current network address of the second apparatus 130 is unknown
to the first apparatus 110, and the connection server 150 executes the remote wakeup method
to assist the first apparatus 110 to wake up and establish connection with the second apparatus
130.

To assist the first apparatus 110 to wake up and establish connection with the second
apparatus 130, a wakeup request packet (from the first apparatus 110) is received and analyzed
to generate an apparatus wakeup packet and send to the second apparatus 150, therefore, the
second apparatus 130 is awoken by the connector server 150 and then establish connection
with the first apparatus 110 after receiving a connection request. To assist the first apparatus
110 to wake up the second apparatus 150, the remote wake up method has to:

A. Analyzing the wakeup request packet:

Al. receiving a wakeup request packet from a first apparatus.
A2. obtaining wakeup information according to the wakeup request packet;, wherein
the wakeup request packet comprises a device identifier of a second apparatus 130.

B. Generating an apparatus wakeup packet:

Bl. According to the wakeup request packet and the wakeup information, generating
an apparatus wakeup packet according to the wakeup request packet and the wakeup
information (to wake up the second apparatus 130), wherein the apparatus wakeup packet
comprises the device identifier of the second apparatus 130 and the wakeup information.

B2. obtaining a network address corrvesponding to the second apparatus 150
according to the wakeup request packet.

B3. sending the apparatus wakeup packet to the second apparatus based on the

network address.
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Therefore, the first apparatus 110 does need to record the current network address of
the second apparatus 130, only the device identifier of the second apparatus 130 is required
to be recorded or stored in the first apparatus 110. According to the device identifier, the
remote wake up method obtains the current network address of the second apparatus 130, and
then sending the apparatus wakeup packet to the second apparatus based on the network
address instead of the first apparatus 110 sending the apparatus wakeup packet to the current
network address of the second apparatus 130.

Winter discloses plural applications and/or virtual servers in one information handling
system 200 (IHS 200). Upon receiving a packet with identification, the THS 200 determines
which one applications or virtual server is to be awoken, and connection is established between a
source application/virtual server and target application/virtual server. However, all the
applications and/or virtual servers are software modules executed within the THS 200, and THS
200 directly launches or wakes the applications and/or the virtual servers. A device identifier or a
network address obtained according to the device identifier is not required for launching an
application or a virtual server in the local host (HIS 200). Therefore, Winter fails or suggests the
limitations of “obtaining a network address corresponding to the second apparatus 150
according to the wakeup request packet” and “sending the apparatus wakeup packet to the
second apparatus based on the network address”

In Wu, the MICS processor 301 receives the instructions and forms a wake-up data signal
packet for the IMD 104. The wake-up signal packet includes three fields, a start sequence
(informs the IMD 104 of the packet), a company and transceiver ID, and a channel setup.

[0069] of Wu discloses that once the wake-up signal packet is formed, the MICS
processor 301 may output the wake-up signal packet to the SWCN transceiver 405 using the
wake-up line 202. Fig. 2 shows that the wake-up signal packet is wirelessly broadcasted by the
antenna 408, instead of sending to a designated network address. That is, Wu also fails to teach
or suggest “obtaining a network address corresponding to the second apparatus 150 according
to the wakeup request packet” and “sending the apparatus wakeup packet to the second
apparatus based on the network address”.

Regarding to Engel, Engel only discloses data packet encryption method, and fails to

teach or suggest “obtaining a network address corresponding to the second apparatus 150
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according to the wakeup request packet” and “sending the apparatus wakeup packet to the
second apparatus based on the network address”.

Grau discloses an improved communication protocol between an access point and a
wireless station is disclosed for ultra-low-power wireless communications, and fails to teach or
suggest “obtaining a network address corresponding to the second apparatus 150 according to
the wakeup request packet” and “sending the apparatus wakeup packet to the second apparatus
based on the network address”.

Takao discloses that the login state of the electronic device is transmitted to the server
periodically. Therefore, the server can distinguish between a user not connected to the network,
a user connected to the network, and a user who is connected to the network and is watching the
same program ([0078], and fails to teach or suggest “obtaining a network address corresponding
to the second apparatus 150 according to the wakeup request packet” and “sending the
apparatus wakeup packet to the second apparatus based on the network address”.

Therefore, Applicant respectfully asserts that the combination of cited references
(Winter, Wu, Engel, Grau, Takao) at least fail to teach or suggest the limitations of “obtaining
a network address corresponding to the second apparatus 150 according to the wakeup request
packet” and “sending the apparatus wakeup packet to the second apparatus based on the
network address”. Claim 1 is patentable over the cited references (Winter, Wu, Engel, Grau,

and Takao).

Regarding to Claims 2-10

Claims 2-10 directly or indirectly depend upon Claim 1. Because Claim 1 is patentable,

Claims 2-10 are patentable.

Regarding to Claim 11

Claim 11 recites a connection server 150 to assist a first apparatus 110 to wake up and
establish connection with a second apparatus 130.

To assist the first apparatus 110 to wake up and establish connection with the second
apparatus 130, a wakeup request packet (from the first apparatus 110) is received through the

network module and analyzed by the control unit to generate an apparatus wakeup packet and
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send to the second apparatus 150 through network module, therefore, the second apparatus
130 is awoken by the connector server 150 and then establish connection with the first
apparatus 110 after receiving a connection request. To assist the first apparatus 110 to wake
up the second apparatus 150, the connector server 150 has to:

A. Analvzing the wakeup request packet:

Al. The network module receiving a wakeup request packet from a first apparatus.

A2. The control unit obtaining wakeup information according to the wakeup request
packet in the storage unit;, wherein the wakeup request packet comprises a device identifier
of a second apparatus 130.

B. Generating an apparatus wakeup packet:

B1. According to the wakeup request packet and the wakeup information, the control
unit generating an apparatus wakeup packet according to the wakeup request packet and
the wakeup information (to wake up the second apparatus 130), wherein the apparatus
wakeup packet comprises the device identifier of the second apparatus 130 and the wakeup
information.

B2. The control unit obtaining a network address corresponding to the second
apparatus 150 according to the wakeup vequest packet.

B3. The network module sending the apparatus wakeup packet to the second apparatus

based on the network address.

Therefore, the first apparatus 110 does need to record the current network address of
the second apparatus 130, only the device identifier of the second apparatus 130 is required
to be recorded or stored in the first apparatus 110. According to the device identifier, the
remote wake up method obtains the current network address of the second apparatus 130, and
then sending the apparatus wakeup packet to the second apparatus based on the network
address instead of the first apparatus 110 sending the apparatus wakeup packet to the current
network address of the second apparatus 130.

As discussed above, cited references (Winter, Wu, Engel, Grau, and Takao) fail to
teach or suggest “obtaining a network address corresponding to the second apparatus 150

according to the wakeup request packet” and “sending the apparatus wakeup packet to the
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second apparatus based on the network address”. Claim 11 is patentable over the cited

references (Winter, Wu, Engel, Grau, and Takao).

Regarding to Claims 12-18

Claims 12-18 directly or indirectly depend upon Claim 11. Due to Claim 11 is patentable,
Claims 12-18 are patentable.

Regarding to Claim 19

Claim 19 recites a networking apparatus (the second apparatus 130) having a normal
running mode and a sleep mode. The networking apparatus is able to be awoken by a first
apparatus 110 remotely via a connection server 150.

To be located and awaken, in the normal running mode, the control unit of the
networking apparatus sends a normal login packet through the network module, to provide a
network address of the networking apparatus. Therefore, the connection server can store the
current network address of the storage unit and cotrelates the network address to the device
identifier of the network apparatus.

In addition, in the sleep mode, the network module still keeps running and when
receiving an apparatus wakeup packet sent to the network address of the networking apparatus,
performs comparison according to the pre-stored feature data and the apparatus wakeup packet,
so as to wake up the networking apparatus.

Winter discloses plural applications and/or virtual servers in one information handling
system 200 (IHS 200). Upon receiving a packet with identification, the THS 200 determines
which one applications or virtual server is to be awoken, and connection is established between a
source application/virtual server and target application/virtual server. However, all the
applications and/or virtual servers are software modules executed within the THS 200, and THS
200 directly launches or wakes the applications and/or the virtual servers. The plural applications
and/or virtual servers do not generate or send a network address to the THS 200, and the
network address is not required for launching an application or a virtual server in the local host
(IHS 200). Therefore, Winter fails or suggests the limitations of “in the normal running mode,

the control unit sends a normal login packet through the network module, to provide a network
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address of the networking apparatus” and “receiving an apparatus wakeup packet sent to the
network address”.

In Wu, the wake-up signal packet is wirelessly broadcasted by the antenna 408, instead of
sending to a designated network address. That is, Wu also fails to teach or suggest “in the
normal running mode, the control unit sends a normal login packet through the network module,
to provide a network address of the networking apparatus” and “receiving an apparatus wakeup
packet sent to the network address”.

Regarding to Engel, Engel only discloses data packet encryption method, and fails to
teach or suggest “in the normal running mode, the control unit sends a normal login packet
through the network module, to provide a network address of the networking apparatus” and
“receiving an apparatus wakeup packet sent to the network address”.

Grau discloses an improved communication protocol between an access point and a
wireless station is disclosed for ultra-low-power wireless communications, and fails to teach or
suggest “in the normal running mode, the control unit sends a normal login packet through the
network module, to provide a network address of the networking apparatus” and “receiving an
apparatus wakeup packet sent to the network address”.

Takao discloses that the login state of the electronic device is transmitted to the server
periodically. Therefore, the server can distinguish between a user not connected to the network,
a user connected to the network, and a user who is connected to the network and is watching the
same program ([0078], and fails to teach or suggest “in the normal running mode, the control
unit sends a normal login packet through the network module, to provide a network address of
the networking apparatus” and “receiving an apparatus wakeup packet sent to the network
address”.

Therefore, Applicant respectfully asserts that the combination of cited references
(Winter, Wu, Engel, Grau, Takao) at least fail to teach or suggest the limitations of “in the
normal running mode, the control unit sends a normal login packet through the network module,
to provide a network address of the networking apparatus” and “receiving an apparatus wakeup
packet sent to the network address”. Claim 19 is patentable over the cited references (Winter,

Wu, Engel, Grau, and Takao).
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Regarding to Claims 20-25

Claims 20-25 directly or indirectly depend upon Claim 19. Due to Claim 19 is patentable,
Claims 20-25 are patentable.

In view of the foregoing amendments and remarks, it is respectfully submitted that the
prior art utilized by the Examiner fails to teach or suggest the features of independent claims 1,
11 and 19, and their dependent claims. Reconsideration and withdrawal of the 35 USC 102 and

03 rejections are respectfully requested.

Conclusion

Favorable reconsideration and an early Notice of Allowance are earnestly solicited.

Because the additional prior art cited by the Examiner has been included merely to show
the state of the prior art and has not been utilized to reject the claims, no further comments
concerning these documents are considered necessary at this time.

Pursuant to 37 C.F.R. §§ 1.17 and 1.136(a), the Applicants respectfully petition for a one
(1) month extension of time for filing a response in connection with the present application.

Applicants have made a diligent effort to place the claims in condition for allowance.
However, should there remain unresolved issues that require action, it is respectfully requested
that the Examiner telephone Joe McKinney Muncy, Applicants' Attorney, at 703.621.7140 so that

such issues may be resolved as expeditiously as possible.
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If necessary, the Commissioner is hereby authorized in this, concurrent, and future replies,
to charge payment or credit any overpayment to Deposit Account No. 50-3828 for any additional

fees required under 37 C.F.R. §§ 1.16 or 1.17; in particular, extension of time fees.

Date: May 3, 2019 Respectfully submitted,

Muncy, Geissler, Olds & Lowe, P.C.
4000 Legato Road, Suite 310

Fairfax, VA 22033 Joe McKinney Muncy
Tel. 703.621.7140 Attorney/Agent for Applicant(s)
mailroom@mg-ip.com Reg. No. 32334

ROBERT F. GNUSE

Registration #27295
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AMENDMENTS TO THE CLAIMS

1. (Currently Amended) A remote wakeup method, comprising:

receiving a wakeup request packet from a first apparatus, wherein the wakeup request
packet comprises a device identifier of a second apparatus;

obtaining [[a]] wakeup information according to the wakeup request packet;

generating an apparatus wakeup packet according to the wakeup request packet and the
wakeup information, wherein the apparatus wakeup packet comprises the device identifier of the
second apparatus and the wakeup information;

obtaining a eceonneetion—information network address corresponding to the second

apparatus according to the wakeup request packet; and

sending the apparatus wakeup packet to the second apparatus based on the eenneetion
information network address.

2. (Original) The remote wakeup method according to claim 1, wherein the step of
generating the apparatus wakeup packet comprises:

combining the wakeup request packet and the wakeup information into an unencrypted
packet; and

performing an encryption calculation on the unencrypted packet to generate the apparatus
wakeup packet.

3. (Original) The remote wakeup method according to claim 2, wherein one
encryption unit of the encryption calculation comprises entire data or partial data of the device
identifier and the wakeup information.

4. (Original) The remote wakeup method according to claim 2, wherein a sum of
data sizes of the device identifier and the wakeup information is a multiple of the encryption unit
of the encryption calculation, and the multiple is a positive integer.

5. (Original) The remote wakeup method according to claim 2, further comprising:

receiving, by the second apparatus, the apparatus wakeup packet;

obtaining, by the second apparatus, a wakeup feature data from the apparatus wakeup
packet, and the wakeup feature packet comprises entire data or partial data of the device

identifier and the wakeup information;
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comparing the wakeup feature data with a pre-stored feature data, wherein the pre-stored
feature data is pre-stored in the second apparatus before the second apparatus sleeps; and

when the wakeup feature data is consistent with the pre-stored feature data, waking up the
entire second apparatus.

6. (Original) The remote wakeup method according to claim 5, wherein a data size
of the wakeup feature data and a data size of the pre-stored feature data are both at least one
encryption unit of the encryption calculation.

7. (Currently Amended) The remote wakeup method according to claim 1, further
comprising:

receiving a sleep login packet from the second apparatus; and

recording a running state of the second apparatus as a sleep state in the storage unit
according to the sleep login packet.

8. (Currently Amended) The remote wakeup method according to claim 7, wherein
the sleep login packet has a feature flag, and the feature flag indicates that the running state of the
second apparatus is the sleep state.

9. (Currently Amended) The remote wakeup method according to claim 1, further
comprising:

receiving a connection request packet from the first apparatus, wherein the connection
request packet is used to request for performing communication connection to the second
apparatus;

determining a running state of the second apparatus according to the connection request
packet; and

when the running state of the second apparatus is a sleep state, replying to the first
apparatus that the second apparatus is-inthe-sleep sleeps.

10. (Currently Amended) The remote wakeup method according to claim 1, wherein the
steps of obtaining the wakeup information and the eennection—information network address
comprise: reading the wakeup information and the eonneetion-information network address that

correspond to the device identifier from a storage unit.
11. (Currently Amended) An connection server, comprising:

a network module;
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a storage unit, which stores a cennection-information network address and [[a]] wakeup

information that correspond to a second apparatus; and
a control unit, which connects to the network module and storage unit, receives a wakeup
request packet from a first apparatus through the network module, obtains the wakeup

information and the connection—information network address according to the wakeup request

packet, generates an apparatus wakeup packet according to the wakeup request packet and the
wakeup information, and sends the apparatus wakeup packet to the second apparatus through the

network module according to the eonnection—information network address, wherein the wakeup

request packet comprises a device identifier of the second apparatus, and the apparatus wakeup
packet comprises the device identifier and the wakeup information of the second apparatus.

12. (Original) The connection server according to claim 11, wherein the control unit
combines the wakeup request packet and the wakeup information into one unencrypted packet
and performs an encryption calculation on the unencrypted packet to generate an apparatus
wakeup packet.

13. (Original) The connection server according to claim 12, wherein one encryption unit
of the encryption calculation comprises entire data or partial data of the device identifier and the
wakeup information.

14. (Original) The connection server according to claim 12, wherein a sum of data sizes
of the device identifier and the wakeup information is a multiple of the encryption unit of the
encryption calculation, and the multiple is a positive integer.

15.(Currently Amended) The connection server according to claim 11, wherein the
storage unit further stores a running state of the second apparatus, and the control unit receives a
sleep login packet from the second apparatus through the network module and updates the
running state of the second apparatus in the storage unit as a sleep state according to the sleep
login packet.

16. (Currently Amended) The connection server according to claim 15, wherein the sleep
login packet has a feature flag, and the feature flag indicates that the running state of the second
apparatus is the sleep state.

17. (Currently Amended) The connection server according to claim 11, wherein when the

control unit receives a connection request packet used to request for performing communication
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connection to the second apparatus from the first apparatus through the network module, the
control unit determines a running state of the second apparatus according to the connection
request packet and when determining that the running state of the second apparatus is a sleep
state, replies to the first apparatus that the second apparatus is-in-the-sleep sleeps.

18. (Currently Amended) The connection server according to claim 11, wherein the
storage unit records the device identifier and correspondences between the device identifier and

the wakeup information and between the connection—information network address and the

wakeup information.

19. (Currently Amended) A networking apparatus having a normal running mode and a

sleep mode, comprising:

a network module;

a storage unit, which stores a device identifier and [[a]] wakeup information; and

a control unit, which connects to the network module and storage unit, and before
entering the sleep mode, generates a pre-stored feature data according to the device identifier and
the wakeup information and stores the pre-stored feature data in the storage unit, wherein the pre-
stored feature data comprises entire data or partial data of the device identifier and the wakeup
information, wherein:

in the normal running mode, the control unit sends a normal login packet through the

network module. to provide a network address of the networking apparatus;

in the sleep mode, the network module still keeps running and when receiving an

apparatus wakeup packet sent to the network address of the networking apparatus, performs
comparison according to the pre-stored feature data and the apparatus wakeup packet, so as to
wake up the networking apparatus.

20. (Currently Amended) The networking apparatus having a normal running mode and a

sleep mode according to claim 19, wherein the control unit generates a comparison packet and
obtains the pre-stored feature data from the comparison packet according to the device identifier
and the wakeup information.

21. (Currently Amended) The networking apparatus having a normal running mode and a

sleep mode according to claim 20, wherein in the sleep mode, when the network module receives

the apparatus wakeup packet from an connection server, the network module captures a wakeup
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feature data from the apparatus wakeup packet according to a given data position and compares
the wakeup feature data with the pre-stored feature data, wherein when the wakeup feature data is
consistent with the pre-stored feature data, the network module wakes up the entire networking
apparatus.

22. (Currently Amended) The networking apparatus having a normal running mode and a

sleep mode according to claim 19, wherein a sum of data sizes of the device identifier and the
wakeup information is a multiple of the encryption unit of the encryption calculation, and the
multiple is a positive integer.

23. (Currently Amended) The networking apparatus having a normal running mode and a

sleep mode according to claim 19, wherein the storage unit stores a login data, before entering
the sleep mode, the control unit generates, according to the login data and a feature flag, a sleep
login packet having the login data, and the feature flag indicates that a running state of the
networking apparatus is sleep.

24. (Currently Amended) The networking apparatus having a normal running mode and a
sleep mode according to claim 23, wherein the feature flag is located at a header of the sleep
login packet.

25. (Currently Amended) The networking apparatus having a normal running mode and a
sleep mode according to claim 23, wherein in the sleep mode, the network module periodically

sends the sleep login packet to the connection server.
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8/24/DETAILED ACTION

1. This action is a response to an application filed 8/24/2017 in which claims 1-25 are pending.

Notice of Pre-AlA or AIA Status
2. The present application, filed on or after March 16, 2013, is being examined under the first

inventor to file provisions of the AIA.

Claim Objections
3. Claims 1, 9 and 17 are objected to because of the following informalities: Grammatical errors,
claim 1 “a” should be removed prior to “wakeup information.” Claims 9 and 17 state “in the

sleep”, the examiner suggest changing this to “asleep.” Appropriate correction is required.

Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly pointing out
and distinctly claiming the subject matter which the inventor or a joint inventor regards as the
invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 11-25 rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA), second paragraph, as
being indefinite for failing to particularly point out and distinctly claim the subject matter which the

inventor or a joint inventor, or for pre-AlA the applicant regards as the invention.

Claim limitation “unit” invokes 35 U.S.C. 112(f) or pre-AIA 35 U.S.C. 112, sixth paragraph.
However, the written description fails to disclose the corresponding structure, material, or acts for

performing the entire claimed function and to clearly link the structure, material, or acts to the function.
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Therefore, the claim is indefinite and is rejected under 35 U.S.C. 112(b) or pre-AlA 35 U.S.C. 112, second

paragraph.

Applicant may:

(a) Amend the claim so that the claim limitation will no longer be interpreted as a limitation under
35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph;

(b) Amend the written description of the specification such that it expressly recites what structure,
material, or acts perform the entire claimed function, without introducing any new matter (35
U.S.C. 132(a)); or

(c) Amend the written description of the specification such that it clearly links the structure,
material, or acts disclosed therein to the function recited in the claim, without introducing any
new matter (35 U.S.C. 132(a)).

If applicant is of the opinion that the written description of the specification already implicitly or
inherently discloses the corresponding structure, material, or acts and clearly links them to the function
so that one of ordinary skill in the art would recognize what structure, material, or acts perform the
claimed function, applicant should clarify the record by either:

(a) Amending the written description of the specification such that it expressly recites the
corresponding structure, material, or acts for performing the claimed function and clearly links
or associates the structure, material, or acts to the claimed function, without introducing any
new matter (35 U.S.C. 132(a)); or

(b) Stating on the record what the corresponding structure, material, or acts, which are implicitly or
inherently set forth in the written description of the specification, perform the claimed function.

For more information, see 37 CFR 1.75(d) and MPEP §§ 608.01(o) and 2181.
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Claim Rejections - 35 USC § 102

(a)(2) the claimed invention was described in a patent issued under section 151, or in an application
for patent published or deemed published under section 122(b), in which the patent or application, as
the case may be, names another inventor and was effectively filed before the effective filing date of
the claimed invention.

4. Claim(s) 19-21 is/are rejected under 35 U.S.C. 102(a)(2) as being anticipated by Winter et al.

(Pub. No.: 2015/0074432), herein Winter

As to claim 19, Winter teaches a networking apparatus having a sleep mode, comprising:

a network module (Winter Fig. 2);

a storage unit, which stores a device identifier and a wakeup information (Winter Fig. 2

memory); and

a control unit, which connects to the network module and storage unit (Winter Fig. 2 controller),

and
before entering the sleep mode, generates a pre-stored feature data according to the device identifier
and the wakeup information and stores the pre-stored feature data in the storage unit (Winter [0053]

[0053] At block 406, method 400 includes recognizing, within the received frame or packet, an

identification of a receiving application, a receiving virtual machine or server, a target IHS, a target

application, and/or a target virtual machine or server. For example, IHS 200 may determine which

application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs stored in local memory {e.q., memory 303).)

wherein the pre-stored feature data comprises entire data or partial data of the device identifier

and the wakeup information, (Winter [0053] [0053] At block 406, method 400 includes recognizing,

within the received frame or packet, an identification of a receiving application, a receiving virtual

machine or server, a target |HS, a target application, and/or a target virtual machine or server. For

example, IHS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs stored in local memory (e.q.,

memory 303))

wherein: in the sleep mode, the network module still keeps running and when receiving an

apparatus wakeup packet, performs comparison according to the pre-stored feature data and the
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apparatus wakeup packet, so as to wake up the networking apparatus (Winter [0053] [0053] At block

406, method 400 includes recognizing, within the received frame or packet, an identification of a

receiving application, a receiving virtual machine or server, a target IHS, a target application, and/or a

target virtual machine or server. For example, IHS 200 may determine which application or virtual

server is to be awoken by the received packet by attempting to match the recognized identification(s)

with IDs stored in local memory (e.q., memory 303) and [0045] During these sleeping states, IHS 200

may appear to a human user to be off, but may retain enough of its hardware context (e.q., registers,

memory caches, RAM, etc.) to return to the working state without rebooting)

As to claim 20, Winter teaches the networking apparatus having a sleep mode according to
claim 19, wherein the control unit generates a comparison packet and obtains the pre-stored feature
data from the comparison packet according to the device identifier and the wakeup information

(Winter [0053] At block 406, method 400 includes recognizing, within the received frame or packet, an

identification of a receiving application, a receiving virtual machine or server, a target IHS, a target

application, and/or a target virtual machine or server. For example, IHS 200 may determine which

application or virtual server is to be awoken (generates comparison packet) by the received packet by

attempting to match the recognized identification(s) with IDs stored in local memory (e.q., memory

303))

As to claim 21, Winter teaches the networking apparatus having a sleep mode according to
claim 20, wherein in the sleep mode, when the network module receives the apparatus wakeup packet
from an connection server, the network module captures a wakeup feature data from the apparatus
wakeup packet according to a given data position and compares the wakeup feature data with the pre-
stored feature data, wherein when the wakeup feature data is consistent with the pre-stored feature

data, the network module wakes up the entire networking apparatus (Winter [0053] [0053] At block

406, method 400 includes recognizing, within the received frame

or packet, an identification of a receiving application, a receiving virtual machine or server, a target IHS,

a target application, and/or a target virtual machine or server. For example, IHS 200 may determine

which application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs stored in local memory (e.q., memory 303))
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Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness rejections

set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed invention is
not identically disclosed as set forth in section 102, if the differences between the claimed invention
and the prior art are such that the claimed invention as a whole would have been obvious before the
effective filing date of the claimed invention to a person having ordinary skill in the art to which the
claimed invention pertains. Patentability shall not be negated by the manner in which the invention
was made.

5. Claims 1,10, 11 and 18 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter
and Wu et al. (Pub. No.: 2015/0172423), herein Wu.

As to claim 1, Winter teaches a remote wakeup method, comprising:
receiving a wakeup request packet from a first apparatus, wherein the wakeup request packet

comprises a device identifier of a second apparatus (Winter [0053] [0053] At block 406, method 400

includes recognizing, within the received frame

or packet, an identification of a receiving application, a receiving virtual machine or server, a target IHS,

a target application, and/or a target virtual machine or server. For example, IHS 200 may determine

which application or

virtual server is to be awoken by the received packet by attempting to match the recognized

identification(s) with IDs stored in local memory (e.q., memory 303).)

obtaining a wakeup information according to the wakeup request packet (Winter [0053]

determine which application or virtual server is to be awoken by the received packet);

generating an apparatus wakeup packet according to the wakeup request packet and the
wakeup information, wherein the apparatus wakeup packet comprises the wakeup information

{Winter[0055] enabling communications (generating a wakeup packet) between the source

application/virtual server and the target application/virtual server. For example, IHS 200 may launch a

software application or wake up a virtual server);

obtaining a connection information corresponding to the second apparatus according to the wakeup

request packet (Winter [0053] For example, IHS 200 may determine which application or virtual server
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is to be awoken by the received packet by attempting to match the recognized identification(s) with IDs

(connection information)); and

sending the apparatus wakeup packet to the second apparatus based on the connection information

(Winter[0055] enabling communications (generating a wakeup packet) between the source

application/virtual server and the target application/virtual server. For example, IHS 200 may launch a

software application or wake up a virtual server);

Winter does not teach

wherein the apparatus wakeup packet comprises the device identifier of the second apparatus

However Wu does teach
wherein the apparatus wakeup packet comprises the device identifier of the second apparatus (Wu

[0068] The MICS processor 301 receives the instructions and forms a wake-up data signal packet for the

IMD 104. The wake-up signal packet includes three fields, a start sequence {informs the IMD 104 of the

packet), a company and transceiver ID (device identifier of the second apparatus), and a channel setup)

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu, because Wu [0067] teaches us how to detect high power signals
without the need for a local oscillator and

synthesizer in the receiver.

As to claim 11, Winter teaches a connection server, comprising:

a network module (Winter Fig. 2);

a storage unit, which stores a connection information and a wakeup information that

correspond to a second apparatus (Winter Fig. 2 memory); and

a control unit, which connects to the network module and storage unit (Winter Fig. 2 controller),

receives a wakeup request packet from a first apparatus through the network module Winter [0053]

[0053] At block 406, method 400 includes recognizing, within the received frame or packet, an

identification of a receiving application, a receiving virtual machine or server, a target |HS, a target
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application, and/or a target virtual machine or server. For example, IHS 200 may determine which

application or

virtual server is to be awoken by the received packet by attempting to match the recognized

identification(s) with IDs stored in local memory (e.q., memory 303))

obtains the wakeup information and the connection information according to the wakeup request

packet (Winter [0053] [0053] At block 406, method 400 includes recognizing, within the received frame

or packet, an identification of a receiving application, a receiving virtual machine or server, a target IHS,

a target application, and/or a target virtual machine or server. For example, IHS 200 may determine

which application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs stored in local memory (e.q., memory 303).)

generates an apparatus wakeup packet according to the wakeup request packet and the

wakeup information (Winter/0055] enabling communications (generating a wakeup packet) between

the source application/virtual server and the target application/virtual server. For example, IHS 200

may launch a software application or wake up a virtual server);

and
sends the apparatus wakeup packet to the second apparatus through the network module

according to the connection information (Winter[0055] enabling communications (generating a

wakeup packet) between the source application/virtual server and the target application/virtual server.

For example, IHS 200 may launch a software application or wake up a virtual server);

the apparatus wakeup packet comprises the wakeup information of the second apparatus

Winter [0053] For example, IHS 200 may determine which application or virtual server is to be awoken by

the received packet by attempting to match the recognized identification(s) with IDs (connection

information));

Winter does not teach

wherein the apparatus wakeup packet comprises the device identifier of the second apparatus

However Wu does teach
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wherein the apparatus wakeup packet comprises the device identifier of the second apparatus (Wu

[0068] The MICS processor 301 receives the instructions and forms a wake-up data signal packet for the

IMD 104. The wake-up signal packet includes three fields, a start sequence {informs the IMD 104 of the

packet), a company and transceiver ID (device identifier of the second apparatus), and a channel setup)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu, for the same reasons stated in claim 1.

As to claim 10, the combination of Winter and Wu teach the remote wakeup method according
to claim 1, wherein the steps of obtaining the wakeup information and the connection information
comprise: reading the wakeup information and the connection information that correspond to the

device identifier from a storage unit (Winter [0053] For example, IHS 200 may determine which

application or virtual server is to be awoken by the received packet by attempting to match the

recognized identification(s) with IDs (connection information));

As to claim 18, the combination of Winter and Wu teach the connection server according to
claim 11, wherein the storage unit records the device identifier and correspondences between the
device identifier and the wakeup information and between the connection information and the

wakeup information (Winter [0053] For example, IHS 200 may determine which application or virtual

server is to be awoken by the received packet by attempting to match the recognized identification(s)

with IDs (connection information) (Wu [0068] The MICS processor 301 receives the instructions and

forms a wake-up data signal packet for the IMD 104. The wake-up signal packet includes three fields, a

start sequence (informs the IMD 104 of the packet), a company and transceiver ID (device identifier of

the second apparatus), and a channel setup (connection information))

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu, for the same reasons stated in claim 1.
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6. Claims 2-6,12-14 and 22 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter,
Wu and Engel et al. (Pub. No.: 2008/0034197), herein Engel.

As to claims 2 and 12, the combination of Winter and Wu teach the remote wakeup method
according to claim 1 and the connection server of claim 11, wherein the step of generating the
apparatus wakeup packet comprises:

combining the wakeup request packet and the wakeup information into a packet (Winter [0053]

For example, IHS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs (connection information/request

packet and wakeup information) and [0055] enabling communications (generating a packet) between

the source application/virtual server and the target application/virtual server. For example, IHS 200 may

launch a software application or wake up a virtual server)

Winter and Wu do not teach
into an unencrypted packet
; and performing an encryption calculation on the unencrypted packet to generate the

apparatus wakeup packet.

However Engel does teach

into an unencrypted packet (Engel [0027] creating an unencrypted coding characteristic for the

plurally encrypted data packet and [0033] segmenting characteristic denoting partial data packets

obtained by segmenting a single data packet and outputting the segmenting characteristic together with
segmented partial data packets to be encrypted.
; and performing an encryption calculation on the unencrypted packet to generate the

apparatus wakeup packet (Engel [0030] output together with the encrypted data packet after encryption

in each encryption operation)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Engel, because Engel [0014] teaches us a method of encrypting or
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decrypting data packets of a data stream that is difficult to break by unauthorized third parties even

with increased computer power and thus comprises a particularly high level of security.

As to claims 3 and 13, the combination of Winter, Wu and Engel teach the remote wakeup
method according to claim 2 and the connection server of claim 12, wherein one encryption unit of the
encryption calculation comprises entire data or partial data of the device identifier and the wakeup

information (Engel [0033] Adjusting the data packet to be encrypted may preferably include the

following: seqmenting the data packet to be encrypted into multiple partial data packets to be

encrypted)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Engel for the same reasons stated in claim 2.

As to claims 4, 14 and 22, the combination of Winter, Wu and Engel teach the remote wakeup
method according to claim 2, the connection server according to claim 12 and the networking apparatus
according to claim 19, wherein a sum of data sizes of the device identifier and the wakeup information is
a multiple of the encryption unit of the encryption calculation, and the multiple is a positive integer

(Engel [0037]-[0038] adjusting the data packet to be encrypted may include the creation of a data block

containing the data packet to be encrypted and a block characteristic, said block characteristic

identifying the data packet to be encrypted in the data block, and use of the data block instead of the

data packet to be encrypted. This procedure is also known as "padding" and produces data blocks based

on a respective formatting instruction of a respective coding algorithm the size of which is a multiple of a

block size of the respective coding algorithm. A data block to be encrypted can for example be filled at its

end with characters (such as random data or predefined data) until the respective block size is reached.

The number of inserted characters is noted down in the form of the block characteristic. The block

characteristic may optionally be added, e.q., as the last character (byte) of the data block to the

respective data block)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Engel with Wu for the same reasons stated in claim 1.
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As to claim 5, the combination of Winter, Wu and Engel teach the remote wakeup method
according to claim 2, further comprising:

receiving, by the second apparatus, the apparatus wakeup packet (Wu [0069] Once the wake-up

signal packet is formed, the MICS processor 301 may output the wake-up signal packet to the SWCN

transceiver 405 using the wake-up line 202. The MICS controller 300 may monitor the MICS transceiver

awaiting a confirmation signal from the IMD 104 over the MICS channel. Once the MICS controller 300

receives confirmation of a communication link with the IMD 104, the MICS controller 300 may inform or

output to the bridge controller 401 that communication with the IMD 104 is established);

obtaining, by the second apparatus, a wakeup feature data from the apparatus wakeup packet,
and the wakeup feature packet comprises entire data or partial data of the device identifier and the

wakeup information (Wu [0067] The IMD may exit the sleep mode once a wake-up signal of an external

device is detected by a wake up system on the IMD);

comparing the wakeup feature data with a pre-stored feature data, wherein the pre-stored
feature data is pre-stored in the second apparatus before the second apparatus sleeps (Winter [0053]

For example, IHS 200 may determine which application or virtual server is to be awoken by the received

packet by attempting to match the recognized identification(s) with IDs (connection information)); and

when the wakeup feature data is consistent with the pre-stored feature data, waking up the

entire second apparatus (Wu [0067] The IMD may exit the sleep mode once a wake-up signal of an

external device is detected by a wake up system on the IMD);

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Engel with Wu for the same reasons stated in claim 1.

As to claim 6, the combination of Winter, Wu and Engel teach the remote wakeup method
according to claim 5, wherein a data size of the wakeup feature data and a data size of the pre-stored

feature data are both at least one encryption unit of the encryption calculation (Engel [0033] Adjusting

the data packet to be encrypted may preferably include the following: seqmenting the data packet to be

encrypted into multiple partial data packets to be encrypted)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Engel for the same reasons stated in claim 2.
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7. Claims 7-9 and 15-17 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter, Wu
and Grau (Pub. No.: 2016/0112955), herein Grau.

As to claims 7 and 15, Winter and Wu teach the remote wakeup method according to claim 1

and the server according to claim 11, further comprising:

Winter and Wu do not teach
receiving a sleep login packet from the second apparatus; and
recording a running state of the second apparatus as sleep in the storage unit according to the

sleep login packet.

However Grau does teach

receiving a sleep login packet from the second apparatus (Grau [0009] transmit messages

comprises a sleep flag); and

recording a running state of the second apparatus as sleep in the storage unit according to the

sleep login packet (Grau [0021] The sleep flag may indicate the mode of the wireless device after a

message exchange sequence and [0105] Flash memory 1420 may be used to store data from sensor(s))

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu with Grau, because Grau [0008] teaches a method where the wireless
station and the access point go into low power states more quickly, and further reducing the duration of

communication.

As to claims 8 and 16, the combination of Winter, Wu and Grau teach the remote wakeup
method according to claim 7 and the server according to claim 15, wherein the sleep login packet has a
feature flag, and the feature flag indicates that the running state of the second apparatus is sleep (Grau

[0009] transmit messages comprises a sleep flag)
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It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Grau for the same reasons stated in claim 7.

As to claim 9, the combination of Winter, Wu and Grau teach the remote wakeup method
according to claim 1, further comprising:
receiving a connection request packet from the first apparatus, wherein the connection request packet
is used to request for performing communication connection to the second apparatus (Wu [0068] The

MICS processor 301 receives the instructions and forms a wake-up data signal packet for the IMD 104.

The wake-up signal packet includes three fields, a start sequence (informs the IMD 104 of the packet), a

company and transceiver ID (device identifier of the second apparatus), and a channel setup);

determining a running state of the second apparatus according to the connection request

packet (Grau [0009] transmit messages comprises a sleep flag and [0022] the request message

comprising a sleep flag); and

when the running state of the second apparatus is sleep, replying to the first apparatus that the

second apparatus is in the sleep (Grau [0022] generating a response message, wherein generating the

response message comprises setting a bit in the header of the response message to indicate the

wireless station is entering a power save mode (the apparatus is asleep));

It would have been obvious before the effective filing date of the claimed invention to combine
the teachings of Winter and Wu for the same reasons stated in claim 1. It would have been obvious
before the effective filing date of the claimed invention to combine the teachings of Winter and Wu with
Grau for the same reasons stated in claim 7.

As to claim 17, the combination of Winter, Wu and Grau teach connection server according to
claim 11, wherein when the control unit receives a connection request packet used to request for
performing communication connection to the second apparatus from the first apparatus through the
network module, the control unit determines a running state of the second apparatus according to the
connection request packet and when determining that the running state of the second apparatus is

sleep, replies to the first apparatus that the second apparatus is in the sleep (Winter [0053] At block

406, method 400 includes recognizing, within the received frame or packet, an identification of a

receiving application, a receiving virtual machine or server, a target IHS, a target application, and/or a

target virtual machine or server. For example, IHS 200 may determine which application or virtual

server is to be awoken by the received packet by attempting to match the recognized identification(s)

141



Application/Control Number: 15/685,661 Page 15
Art Unit: 2467

with IDs stored in local memory {e.q., memory 303) (Grau [0009] transmit messages comprises a sleep

flag and [0022] the request message comprising a sleep flag and [0022] generating a response

message, wherein generating the response message comprises setting a bit in the header of the

response message to indicate the wireless station is entering a power save mode (the apparatus is

asleep));

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Grau for the same reasons stated in claim 7.

8. Claims 23 and 24 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter and

Grau.

As to claim 23, the combination of Winter and Grau teach the networking apparatus having a
sleep mode according to claim 19, wherein the storage unit stores a login data, before entering the
sleep mode, the control unit generates, according to the login data and a feature flag, a sleep login
packet having the login data, and the feature flag indicates that a running state of the networking

apparatus is sleep (Winter [0053] [0053] At block 406, method 400 includes recognizing, within the

received frame or packet, an identification of a receiving application, a receiving virtual machine or

server, a target IHS, a target application, and/or a target virtual machine or server. For example, IHS 200

may determine which application or virtual server is to be awoken by the received packet by attempting

to match the recognized identification(s) with IDs stored in local memory (e.q., memory 303) (Grau

[0009] transmit messages comprises a sleep flag (Grau [0021] The sleep flag may indicate the mode of

the wireless device after a message exchange sequence and [0105] Flash memory 1420 may be used to

store data from sensor(s));

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter with Grau for the same reasons stated in claim 7.

As to claim 24, the combination of Winter and Grau teach the networking apparatus having a

sleep mode according to claim 23, wherein the feature flag is located at a header of the sleep login
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packet (Grau [0014] The sleep flag may be in a header of the at least one of the plurality of transmit
messages)

It would have been obvious before the effective filing date of the claimed invention to combine

the teachings of Winter and Wu with Grau for the same reasons stated in claim 7.

9. Claim 25 is/are rejected under 35 U.S.C. 103 as being unpatentable over Winter, Grau and

Takao et al. (Pub. No.: 2014/0072277), herein Takao.

As to claim 25, the combination of Winter and Grau teach the networking apparatus having a

sleep mode according to claim 23,

Winter and Grau do not teach
wherein in the sleep mode, the network module periodically sends the sleep login packet to the

connection server.

However Takao does teach
the network module periodically sends the sleep login packet to the connection server (Takao

[0078] the login state of the electronic device is transmitted to the server periodically)

It would have been obvious before the effective filing date to combine the teaching of Winter
and Grau with Takao, because Takao [0078] teaches us this way the server can distinguish between

users connected and not connected to the network.

Conclusion
Any inquiry concerning this communication or earlier communications from the examiner
should be directed to AYANAH S GEORGE whose telephone number is (571)272-8880. The examiner can
normally be reached on 7:00 AM - 5:00 PM.
Examiner interviews are available via telephone, in-person, and video conferencing using a
USPTO supplied web-based collaboration tool. To schedule an interview, applicant is encouraged to use

the USPTO Automated Interview Request (AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s supervisor,
Hassan Phillips can be reached on 572-272-3940. The fax phone number for the organization where this
application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the Patent Application
Information Retrieval (PAIR) system. Status information for published applications may be obtained
from either Private PAIR or Public PAIR. Status information for unpublished applications is available
through Private PAIR only. For more information about the PAIR system, see http://pair-
direct.uspto.gov. Should you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer
Service Representative or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

AYANAH S. GEORGE
Primary Examiner
Art Unit 2467

/AYANAH S GEORGE/
Primary Examiner, Art Unit 2467
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effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
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issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
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page 2 of 3

158



LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
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license is not retroactive.
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business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop
technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.gov or call
+1-202-482-6800.
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request packet includes unique identification (UID) of the second
device, and the device wake-up packet includes the UID of the second

device and wake-up information.
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%77 (FEENEEEE30) » THE _EFI130EH M EREB120F#
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[0018) 7E—iSFpafith - S REAME - MBS 1504 fE— 1 fl
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FaEHANE -
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BEAR/NNEM BN EZEEUAESE > BEERAFERE - ES—EHHH
o > 0 B RS A R R B FE D2 14 Y BB 5 38 45 55k B BB 1D B i 25 14 Y IR FE 3 AR
WM - 52 - thE0 57 5% ff sk Al 65 1D B f2 3 S WM BY &R RNV 4B D B
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FEER — 30T - AR 133 ERRE(E S — 4 E 130 (25 EES600) - DL
HEF_REBEIBOEFEZE—KEIOENELSE R (BREHEESRD
FREC P E R HITE ) - EMBEFHENEFEEREER R —2F > #
PEREAH133AIREE (ZFE) REXEREHNGEWP - I AEZEE(EE — 48
F130 (FHEES602) -

(0037 fFE—|HFIF » FEARIREXT > ERSIEAH 1335 HEHEEE
EFBETIBITHFNEFETI3STHNEFEREER - DI EEELE133E
TEE ¥ T EE -

[0038) 3 —teE M fEFEIT135 0 EIEE BEEFE T
ToMBZzZAEEEFETURBEFET) - EHETIBUEKREFEREE
Bl ERFFEEREES#ENEI#FE TS - I H - 728 AKRIKRART >
MRS FEAI133 G RMREFRFIER (4 AEEFEHER) REF#FETSE
AZBMEEFEIT 0 UEEREHI33ETEL S MAREE - I H » FRIRER
T WEREHEHIBEMBFEETCHNRSERS (BHE) - Ef - BEFEE
TCH AR AR 4H 133 -

[0039] Z9ER—EFHHlZ BIHIAEE FANE =35 2 RiER -

- [0040] F—EETEHAIG - SEEIE > Pl AKRIRBER AT - 24
BRBIRREFETI3SHEEE B 1300 FEHRFIBIDHEBRESLS
WM (ZEgS710) - W HARIESS 58k Al 65 1D B A B SR WM & g — EE ¥ 54
B (FEES720) - Hp» WE_HEEI30 (HFFETI3S) dPHREERS
WMAHE AR B4R ERES 150 (FEFEET1S55) PRYMREEE AWM -
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[0042) FF—seFHEGId - #EHIETI3 16— ERHD - 3 HH A
BEID AR E R WMAH S i — RINEH B » WET I RINE H BRI E
BEMAKELEEECP » WHEI10EFTR - R > 5 24 E 1308 E G E RS
ISORRAMEBIERMETINEER - b > (1B EE T LUZERAE
BRMETRNEHENERE - jJIFEMaFa - (ERRP L) &R
B EEE AR (Message-Digest Algorithm : MD5) -~ Z2{REEEL
( Secure Hash Algorithm ; SHA) - RSA (Rivest-Shamir-Adleman) #
FHEBEIANILEIN® A (Caesar Cipher) F - F—&EHwHIF - —KE
SRHD’ B 52 A sk AU RS ID 5] i R EL H Ef & CPHYREE F > T MABE EEAWMEAN &
L EHECPHHERE -

[0043] 7TE—EFHMHEFI P > EEFIETIZIFREKRNRNESHEF
B S R ID MR E A WMB BRI A/ N BN T ANKRERNEEE
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By > sk Al BB IDEE R EE HEER WMBYE T B2 RN EE 16 bytes - 7E—
HEHEFIP - REERRAWMBVE R AN/ NARE R — @B - 24
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FAFREER (FBEST30)  MREFLEFEFEEREMEFE T35 (F
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BHELVENEEMHNER - 52 REBHIBERREZEV —@EM
R - BOIKR > ENEEENINEEMU K16 byteshy - FHFREHER
A R EE B CPH 1216 bytesBi32 bytes » FFFIH - RIS FHEFHEE
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o HERHEN T EENERIER A ID A N F R AR EEE
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nE B S - BILEH R IEERR -
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THEEEMERBAFFHER (Bl EEBERZEH BB BTHEFR
=HERD) -

(0049] FE—teFmAIF - HESE KB I30AAEZRAWMA LE
HEZRKBEIBOERLFEFE#FETI3ST - LH > AF KEI0HKE
A HY MR B B SR WM (45 4R (B fR 25 150G S0 #k N 4R E iR 25 1 SO (R 17
Borissd - Bt - ERERSS1S0HEE KB I3 R FHERNEHYIREE

B WM - ESE—EEHA G > HES _EKEIZONWRETAWMA LUE
45 (1 AR 95 1 5042 B 6 38 3 A I 4R (IR 35 L SOMY RE P BB ST 155 » A6 H
REZEEI30HEBLFEGERES 150 ELRRF - ER{EARE3 1507F & AATIR
FEERWMEHSE —KEF130- EMEKSLHNFE LB 1300 FET
13500 - (At - EHEREARR1S0OMEE " REF I3 ESHE N ENRER:S
WM - E—EETmpIh > MEERWMA S —IXESE -

[0050] FE—sbEHEfIt - HERERIBISOTENAMFENRTEIZRESE
THEEBIBNEESSHERAES ZEEIONEFIRGE (IEF ERK
BEGR ) WECERSE I B 1300V E{FiRRR

(0051] FE—HFEHEHIF > E_EHBI30E—RUEEZSHEBER
W5 #R R E AR 25 1508 - HERFEIRES 1S0MVIEFIE T #JI’E%_Z—E
13089 EFIRRE R IEH BERIECHE KB ISONEFREREREERE
{‘Efﬁﬁzlﬁqﬂ REZEKEIZOERRE » ERERS1S0EVEFIEITIS]
RE—BREHEMENREFE_EZIONEE SR - ERBRERFMH
RIFWEIEE B #HHEE > ERERSISONVZERETISIANGHESE =

HREDNEMFRERBAKULHE _EEIBONEFRERBEERERT
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BIL1559 -

(0052] E—LEERI+ - EFETIISHER —BHEH - LB
BRI EAUREHE ZEKEIB0E R ERER2F150 -

[0053] FIIERS —BHAIZE _EEEFRBHIPERTT A8
REE - FR2ER—EHAIZARSEHREENVMEREE -FI3BE—FH
A Z FEEENRIRESE ST EN~EE -

[0054] 2BENZEI13E > PNEARRERZAT > IZEHRIETI31HEHE
FEITI3SHEHEEHERLD (FEES910) - T HIREEZSKERLD KFFE
IEESFA R —IRIR G R EESLP (2P ERS920) - ZHIBEIT13 1K A RKAIIR
IRE R BSLPREGFEMEFEETIIST (FEES930) » AKRE ZEKE130
HEAMRIRIER, (2688S940) - A H » FERIRET » HPEIRLE 1339 ERF
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BT - R EAE I3 ERHEAUIEFR BT B3I HENRE#EFEETI3SP AN
HRZ % B SLP »

(00551 ZE—EHEFIF H #FETISTEEEREGEFETE (L
Tz BERFETURMBFET) - EFRIETI3IERKRIRE &
HESLPR » AR ESLPHEENRIHFETTT - LH » FEA
RERRT - BEREEI3HF SRR HHBSLPRREEFECEHAZMET
BT - DIBLEREIEAH 133 RERE X T B R X RER B 8k T B SLP4&
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(00571 1E 25 BES 940y — Lo B He 61 o - 485 B4R 133 7 LA [ X 65 e
o i R (IR 28 1509 35 (RIR B $ T ELSLP » 7E45 BESO40HY 53— b BT 5 5
o EE AR 130 I RRIRERRS - GEBSA54A 133 7 2L e B i B RO R
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BB AL 5 R BS RIRIRE o T4 55 T A5 1304 R BERS - BREHIAA133
I ¢ 6 O 0% R PTG [ 8 R TS (625 » AE— S SN O o - 4BRBSHL4H 133
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[0058Y 34t {21 B 25 1 506 12 /6 BE 52 15 138 38 48 B A8 4 153 B2 U o 9
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SLP#% - 4R EIAR 5 1 SORYHERI BT 1 5 LIRS (KBRS 6% 51 B SLP o 495
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HHEERIEENR RS B MESE - BHIR - EEGERE1S08 K
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[0060]1 7&—&EiEf+ - FFEUEESF A (L ERIR B 8% 5 G SLPAYIE
BEHD’ #0512 R 13E PR
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MRS RS B 1308YER M EAIEEID -

[0062] 251425 —BHA| 2 EinraEE J7/E5 8o RiZE -

[0063] fE—LeEHEGIH » £HEEIIE > EF—EBEII0EHEF X

EI30ETEMNERE > F—ERKEI0EHEREXIHAUEREE EE
IBOETHEMEBRINERBE R CLEEREMRE150 (FEES450) » LiE

HGEREE150HEE “EFEI30A ESFEMMAE —EEF 13009 EER
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FIBEIDE R (HER) EFEITISSTRLSHNE —KE 13089 EFERE (F
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(00661 ErEREHE _EFI130VEFRBREESG (PERS466) B
REIIRSSISORVIERI BT IS 1 B BPEEEHEHISImE —RKE110EEFEFE 4
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RBREEEG LA ERFHARNLE  F—HEEII0EE_HLEFTII0Z
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[0068] 7 —ibFiEflth - EREARBISOTEEARBE_LE
1300VIEVERRE R IEH EGECRELRIIEE ST - bhEF - EEKFEMRSS150E
F—HBIOEEE _HEBI300EERBRRER (HEES490) B -
—EHENOA S XMEERNCEZEEFERE150 (B » B{THBES5008
HEE&LE) (BEFARm) @ LETEZEEI3ONRERERF -

[0069] ZE15MEE X —EHfl 2 BIGQEE A2 TS RER -

[0070] FE—teEHEGIF - 2HREISE - EXE—EF110THEE 4
BI30ETHYEBMER (EEXRESR) IF > F—EE110FLLUSLATEE
ZECEKEDNEZFENERBEE KB I0ETENAER (ExEK
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B BB (S ES420) - RILHAR S —SEE1100E HE
1302 PR B 48 A B BB 8 B B (B ASTIRIRM I > B—HEE 110
S5 %5 T 1302 [ 49 37 33 45 7 T 2 460 pl 3 4 (PR 95 15038 53 — AR )
B 23619 o 4 48 -

[0071] #B—EBiEHIth - S HGERBEIS0EE—£E10EE
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G RS 1 S0 LRI R H @ (B - KB HITH S S00 8 5% 4
SEER ) 16 LR S T SR 1 30T N - B 5 s Y ([
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[0072] FE—SEEF Ml » 55— 4T 1107 LRI 55 — 45 % 13040 18
(EAREE - TR BB S B 130 » FHTE HIREE R
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SRS TE 2 A S (SR 22 1 ORI TR B2 8 ( /288 ) 1R BE B oK £ (L WRP
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COMBINED DECLARATION AND ASSIGNMENT

Title of Invention: REMOTE WAKEUP METHOD, CONNECTION SERVER, AND
NETWORKING APPARATUS HAVING SLEEP MODE

As a below named inventor, I hereby declare that:

This declaration is directed to:

[X] The attached application; or

[] United States application number or PCT international application number ,
filed on .

The above-identified application was made or authorized to be made by me.

I believe that I am the original inventor or an original joint inventor of a claimed
invention in the application.

I hereby acknowledge that any willful false statement made in this declaration is
punishable under 18 U.S.C. 1001 by fine or imprisonment of not more than five (5) years, or
both.

WHEREAS, ThroughTek Technology (ShenZhen) Co., Ltd. of Room 201, Chaohui
Building, No.173 Baohua Rd., Longhua Street, L onghua New District, Shenzhen, China, and

ThroughTek Co., Ltd. of 7F, Bldg. B, No.209, Sec. 1, Nangang Rd., Nangang Dist.,
Taipei City 115, Taiwan (R.O.C.), its heirs, successors, legal representatives and assigns
(hereinafter designated as the Assignee) is desirous of acquiring the entire right, title and interest
in and to said invention and in and to any Letters Patent(s) that may be granted therefor in the
United States of America and [_] in any foreign countries.

NOW, THEREFORE, in consideration of the sum of Ten Dollars ($10.00) to the
undersigned in hand paid, the receipt of which is hereby acknowledged, and other good and
valuable consideration, the undersigned has (have) sold, assigned and transferred, and by these
presents does sell, assign and transfer unto said Assignee the full and exclusive right to the said
invention in the United States of America, its territories, dependencies and possessions and the
entire right, title and interest in and to any and all Letters Patent(s) which may be granted
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therefor in the United States of America, its territories, dependencies and possessions, and if the
box above is designated, in any and all foreign countries; and to any and all divisions, reissues,
continuations, conversions and extensions thereof for the full term or terms for which the same
may be granted.

The undersigned agree(s) to execute all papers necessary in connection with this
application and any continuing, divisional, conversion or reissue applications thereof and also to
execute separate assignments in connection with such applications as the Assignee may deem
necessary or expedient.

The undersigned agree(s) to execute all papers necessary in connection with any
interference which may be declared concerning this application or continuation, division,
conversion or reissue thereof or Letter Patent(s) or reissue patent issued thereon and to cooperate
with the Assignee in every way possible in obtaining and producing evidence and proceeding
with such interference.

The undersigned agree(s) to execute all papers and documents and to perform any act
which may be necessary in connection with claims or provisions of the International Convention
for the Protection of Industrial Property or similar agreements.

The undersigned agree(s) to perform all affirmative acts which may be necessary to
obtain a grant of a valid United States of America patent(s) or a grant of a valid United States of
America and any foreign patent(s) to the Assignee and to vest all rights therein hereby conveyed
to said Assignee as fully and entirely as the same would have been held by the undersigned if
this Assignment and sale had not been made.

The undersigned hereby authorize(s) and request(s) the Patent and Trademark Office
Officials in the United States of America and in any foreign countries to issue any and all Letters
Patents resulting from said application or any continuing, divisional, conversion or reissue
applications thereof to the said Assignee, as Assignee of the entire interest, and hereby covenants
that he has (they have) the full right to convey the entire interest herein assigned, and that he has
(they have) not executed, and will not execute, any agreement in conflict herewith.

The undersigned hereby covenant(s) that no assignment, sale, agreement or encumbrance
has been or will be made or entered into which would conflict with this assignment.
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In witness whereof, executed by the undersigned on the date(s) opposite the undersigned
name(s).

LEGAL NAME OF FIRST OR SOLE INVENTOR:

Chen, Yong-Sheng

Signature: — ate: ?/ v [ /of
.(Hm,,\t/@ﬂgr S/\w?. 0 /o]

[ Additional inventors are being named on separately numbered sheets attached hereto.
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REMOTE WAKEUP METHOD, CONNECTION SERVER, AND
NETWORKING APPARATUS HAVING SLEEP MODE

CROSS-REFERENCE TO RELATED APPLICATION

This non-provisional application claims priority under 35 U.S.C. § 119(a) to Patent
Application No. 105127737 filed in Taiwan, R.O.C. on August 29, 2016, the entire contents

of which are hereby incorporated by reference.
BACKGROUND
Technical Field

The present invention relates to a network communications system, and in particular, to a
remote wakeup method, a connection server, and a networking apparatus having a sleep

mode.
Related Art

With the progress of sciences and technologies, the Internet of Things (IOT) has been
widely used in family smart facilities, mobile terminal devices, industrial system
environments, and the like. Under the IOT architecture, various apparatuses surrounding
each person may be connected to a network, and a user can perform relevant control, access,
and the like on the apparatuses by means of the network. To provide a service for a long
term, a networking apparatus in the IOT architecture needs to have power-saving and
networking capabilities at the same time. When being idle, the networking apparatus enters
a sleep mode to save power. When the networking apparatus is in the sleep mode, there
must be a method capable of remotely waking up the networking apparatus, so as to continue
to provide services of the apparatus. However, it would not be easy to wake up the network

apparatus by means of the Internet or a router.

However, a great amount of knowledge about the network is necessary for the existing
wakeup technologies, so that settings, such as a main board, a network card, and a firewall,
can be learned, thereby facilitating implementation of a remote wakeup function. Further,

most existing wakeup technologies wake up an apparatus in a router broadcasting manner and
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cannot directly wake up a remote networking apparatus.
SUMMARY

In an embodiment, a remote wakeup method includes: receiving a wakeup request packet
from a first apparatus, obtaining a wakeup information according to the wakeup request
packet, generating an apparatus wakeup packet according to the wakeup request packet and
the wakeup information, obtaining a connection information corresponding to a second
apparatus according to the wakeup request packet, and sending the apparatus wakeup packet
to the second apparatus based on the connection information. The wakeup request packet
includes a device identifier (UID) of the second apparatus, and the apparatus wakeup packet

includes the device identifier of the second apparatus and wakeup information.

In an embodiment, a connection server includes a network module, a storage unit, and a
control unit. The control unit connects to the network module and storage unit, and the
storage unit stores a connection information and a wakeup information that correspond to a
second apparatus. The control unit receives a wakeup request packet from a first apparatus
through the network module, obtains the wakeup information and the connection information
according to the wakeup request packet, generates an apparatus wakeup packet according to
the wakeup request packet and the wakeup information, and sends the apparatus wakeup
packet to the second apparatus through the network module based on the connection
information. The wakeup request packet includes a device identifier (UID) of the second
apparatus, and the apparatus wakeup packet includes the device identifier of the second

apparatus and wakeup information.

In an embodiment, a network apparatus having a sleep mode includes a network module,
a storage unit, and a control unit. The control unit connects to the network module and
storage unit, and the storage unit stores a device identifier (UID) and a wakeup information.
Before entering the sleep mode, the control unit generates a pre-stored feature data according
to the device identifier and the wakeup information and stores the pre-stored feature data in
the storage unit. The pre-stored feature data includes entire data or partial data of the device
identifier and the wakeup information. In the sleep mode, the network module still keeps

running and when receiving an apparatus wakeup packet, performs comparison according to
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the pre-stored feature data and the apparatus wakeup packet, so as to wake up the networking

apparatus.

In conclusion, according to the remote wakeup method, connection server, and
networking apparatus having a sleep mode of the present invention, the networking apparatus
(namely, the second apparatus) may be enabled to enter an ultra-low power consumption state
(the sleep state), and a first apparatus can be provided to use a device identifier of the second
apparatus to directly initiate a wakeup request (an apparatus wakeup packet) to the remote
second apparatus by means of the connection server, so that it is unnecessary to perform any
setting (for example, settings on apparatuses such as a main board, a network card, and a
firewall) or use network broadcasting to wake up the remote second apparatus without

reducing a number of network packets in a local area network (LAN).
BRIEF DESCRIPTION OF THE DRAWINGS

The present invention will become more fully understood from the detailed description
given herein below for illustration only, and thus are not limitative of the present invention,

and wherein:

FIG. 1A and FIG. 1B are schematic diagrams of a network communications system

according to an embodiment of the present invention;

FIG. 2 is a schematic diagram of a network communications system according to another

embodiment of the present invention;
FIG. 3 is a schematic diagram of a networking apparatus according to an embodiment;
FIG. 4 is a schematic diagram of a connection server according to an embodiment;

FIG. 5 is a flowchart of a first part of a remote wakeup method according to an

embodiment;

FIG. 6 is a schematic diagram illustrating an overview of a wakeup request packet

according to an embodiment;

FIG. 7 is a schematic diagram illustrating an overview of an apparatus wakeup packet

according to an embodiment;
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FIG. 8 is a flowchart of a second part of a remote wakeup method according to an

embodiment;

FIG. 9 is a flowchart of a third part of a remote wakeup method according to an

embodiment;

FIG. 10 is a schematic diagram illustrating an overview of a comparison packet according

to an embodiment;

FIG. 11 is a flowchart of a method for identifying a running state of a second apparatus

according to another embodiment;

FIG. 12 is a schematic diagram illustrating an overview of a sleep login packet according

to an embodiment;

FIG. 13 is a schematic diagram of a position of a feature flag in a sleep login packet

according to an embodiment;

FIG. 14 is a partial flowchart of a remote wakeup method according to another

embodiment; and

FIG. 15 is a partial flowchart of a remote wakeup method according to still another

embodiment.
DETAILED DESCRIPTION

FIG. 1A and FIG. 1B are schematic diagrams of a network communications system
according to an embodiment of the present invention. FIG. 2 is a schematic diagram of a
network communications system according to another embodiment of the present invention.
Refer to FIG. 1A, FIG. 1B, and FIG. 2, a network communications system 10 includes two
networking apparatuses (for clear description, hereinafter respectively referred to as a first
apparatus 110 and a second apparatus 130) and a connection server 150. The networking
apparatuses (the first apparatus 110 and the second apparatus 130) may be any electronic
apparatuses capable of connecting to a network, for example, a personal computer, a smart
phone, a navigation device (PND), a notebook computer, a tablet computer (a Tablet or a Pad),

a video camera, an IP cam, or an intelligent appliance.
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In some embodiments, it is assumed that the first apparatus 110 is a client apparatus that,
on its initiative, proposes a connection request, and the second apparatus 130 is a remote
apparatus that passively accepts the connection request. Refer to FIG. 1A and FIG. 2, when
the first apparatus 110 intends to perform P2P (point-to-point or peer-to-peer) connection to
the second apparatus 130, the first apparatus 110 sends a connection request packet to the
connection server 150 through a network, so as to request to perform P2P connection to the
second apparatus 130. The connection request packet includes a device identifier (Unique
Identification, UID) of a connection target (the second apparatus 130) and a network location
indicating a source of the packet (namely, connection information of the first apparatus 110).
After the connection server 150 receives the connection request packet, the connection server
150 reads connection information of the second apparatus 130 from its storage unit according
to the device identifier of the second apparatus 130 and feeds back the connection information
of the second apparatus 130 to the first apparatus 110. In addition, the connection server 150
sends the connection information of the first apparatus 110 to the second apparatus 130 based
on the connection information of the second apparatus 130, so as to notify the second
apparatus 130 of performing P2P connection to the first apparatus 110. Then, the second
apparatus 130 and the first apparatus 110 can form a P2P connection therebetween
respectively according to the connection information of the first apparatus 110 and the
connection information of the second apparatus 130, as shown in FIG. 1B and FIG. 2.
Hence, although a communication connection between the first apparatus 110 and second
apparatus 130 being a P2P connection is used as an example, the present invention is not
limited thereto, and the communication connection between the first apparatus 110 and the
second apparatus 130 may also be a relay connection through a connection server 150 or

another connection server.

Each connection information includes a network address (IP Address) at which a
networking apparatus is located. In some embodiments, Each connection information may

further include a port number and/or a type of an address translator (NAT).

In some embodiments, the first apparatus 110 and the second apparatus 130 may be

located at the same network or different networks. For example, refer to FIG. 1A and FIG.
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1B, the second apparatus 130 is located in a local area network (LAN) 20 formed by an
address translator 120, and the first apparatus 110 and the connection server 150 are located in
an internet 30. Hence, the second apparatus 130 is located behind the address translator 120
(with respect to the internet 30), and the second apparatus 130 is connected to the internet 30
through the address translator 120. However, the present invention is not limited thereto.
In another example, the first apparatus 110 and the second apparatus 130 may be located at
the same LAN. For example, refer to FIG. 2, the first apparatus 110, the second apparatus
130, and the connection server 150 are located at the same LAN 20 and are
communication-connected to each other through one or more network switches or hubs 140.
In still another example, the first apparatus 110 may be located in another LAN (not shown in
the drawing) formed by another address translator, that is, the first apparatus 110 and the

second apparatus 130 are respectively located at two different LANS.
FIG. 3 is a schematic diagram of a networking apparatus according to an embodiment.

In some embodiments, refer to FIG. 3, the second apparatus 130 includes a control unit
131, a network module 133, and a storage unit 135. The control unit 131 is coupled to the
network module 133 and the storage unit 135, and the network module 133 is couple to the
storage unit 135. In some embodiments, the control unit 131, the network module 133, and
the storage unit 135 may be implemented by a network chip. In addition, the second
apparatus 130 may further include a functional module that provides a main function of the
apparatus (not shown in the drawing). For example, when the second apparatus 130 is an IP
cam, the second apparatus 130 may further include a functional module having a
photographing function (namely, a photographing module). In another example, when the
second apparatus 130 is an access control system, the second apparatus 130 may further

include a functional module having an access control function.

In the present invention, the second apparatus 130 is a low power consumption apparatus.
In other words, in addition to a normal running mode, the second apparatus 130 also has a
power-saving mode (namely, a sleep mode). In the power-saving mode, the second
apparatus 130 enters a sleep state to reduce power consumption. However, when the running

state of the second apparatus 130 is the sleep state (that is, in the sleep mode), the network
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module 133 of the second apparatus 130 still keeps running, that is, the network module 133

does not sleep.

In the normal running mode, the second apparatus 130 and the connection server 150 are
in a normal connection state, and the control unit 131 would send a normal login packet to the
connection server 150 as scheduled through the network module 133, so as to provide
connection information of a network location at which the second apparatus 130 is located.
In addition, in the normal connection state, the control unit 131 would also send various
service requests to the connection server 150 through the network module 133, and the
connection server 150 accordingly responds to the various service requests from the second

apparatus 130.
FIG. 4 is a schematic diagram of a connection server according to an embodiment.

In some embodiments, refer to FIG. 4, the connection server 150 includes a control unit
151, a network module 153, and a storage unit 155. The control control unit 151 connects to

the network module 153 and the storage unit 155.

In some embodiments, when the first apparatus 110 intends to perform communication
connection to the second apparatus 130 in the sleep state, the first apparatus 110 may first

wake up the second apparatus 130 by means of the connection server 150.

FIG. 5 is a flowchart of a first part of a remote wakeup method according to an
embodiment. FIG. 6 is a schematic diagram illustrating an overview of an embodiment of a

wakeup request packet.

Refer to FIG. 1 to FIG. 5, to wake up the second apparatus 130, the first apparatus 110
generates a wakeup request packet and sends the wakeup request packet to the connection
server 150 through a network (the internet 30 or the LAN 20 and the internet 30) (step S500).
The wakeup request packet WRP includes a general information HD and the device identifier
ID of the second apparatus 130. In some embodiments, the general information HD and the
device identifier ID of the second apparatus 130 may be located at a header of the wakeup
request packet WRP. In some embodiments, the wakeup request packet WRP may further

include a packet content.
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After the control unit 151 receives the wakeup request packet WRP from the first
apparatus 110 through the network module 153 (step S510), the control unit 151 obtains
wakeup information corresponding to the second apparatus 130 from the storage unit 155
according to the device identifier ID in the wakeup request packet (step S520). In addition,
the control unit 151 generates an apparatus wakeup packet according to the wakeup request

packet WRP and the wakeup information (step S530).

FIG. 7 is a schematic diagram illustrating an overview of an embodiment of an apparatus

wakeup packet.

In some embodiments, the control unit 151 combines the wakeup request packet WRP
(the general information HD and the device identifier ID) and the wakeup information WM
into an unencrypted packet and performs an encryption calculation on the unencrypted packet,
so as to generate an apparatus wakeup packet EWP, as shown in FIG. 7. An encryption
operation may be using an encryption technology to perform encryption processing on the
unencrypted packet. The encryption technology may be, for example (but not limited to):
the Message-Digest Calculation (MDS5), the Secure Hash Calculation (SHA), the

Rivest-Shamir-Adleman (RSA) encryption calculation, or the Caesar Cipher calculation.

In some embodiments, in the unencrypted packet formed on the control unit 151, a sum
of data sizes of the device identifier ID and the wakeup information WM may be greater than
or equal to one encryption unit of the encryption calculation. For example, when the
encryption unit of the encryption calculation is 16 bytes, the sum of the device identifier ID
and the wakeup information WM is greater than or equal to 16 bytes. In some embodiments,
a data size of the wakeup information WM may be smaller than or equal to one encryption
unit. For example, when the encryption unit of the encryption calculation is 16 bytes, the

wakeup information WM is greater than or equal to 16 bytes.

In addition, the control unit 151 may also obtain connection information corresponding to
the second apparatus 130 from the storage unit 155 according to the device identifier ID in the
wakeup request packet WRP (step S540). In other words, the storage unit 155 of the
connection server 150 stores the connection information and the wakeup information WM that

correspond to the second apparatus 130.
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In some embodiments, the storage unit 155 records the device identifier ID, the
connection information AD, and the wakeup information WM of the second apparatus 130
and correspondences between the information, as shown in Table 1 below. The control unit
151 obtains wakeup information WM and connection information AD that correspond to the

device identifier ID from the storage unit 155.

Table 1
Serial No. Device Identifier Connection Information Wakeup Information
1 ID AD WM
. . Connection information . .
2 Device identifier 2 5 Wakeup information 2

In some embodiments, the device identifier ID of the second apparatus 130 and the
information, such as the connection information AD, that corresponds to the second apparatus
130 may be provided to the connection server 150 when the second apparatus 130 performs
communication connection to the connection server 150, so that the information is recorded in

the storage unit 155.

Then, the control unit 151 sends the apparatus wakeup packet EWP to the second
apparatus 130 through the network module 153 based on the obtained connection information
AD (step S550), that is, sends the apparatus wakeup packet EWP through a network to the

second apparatus 130 located at a network address in the connection information AD.

FIG. 8 is a flowchart of a second part of a remote wakeup method according to an

embodiment.

With reference to FIG. 8, because when the second apparatus 130 in the sleep state, the
the network module 133 thereof still keeps running, the network module 133 of the second
apparatus 130 can still receive the apparatus wakeup packet EWP from the connection server

150 (step S560).

When the network module 133 receives the apparatus wakeup packet EWP (step S560),
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the network module 133 obtains a wakeup feature data from the apparatus wakeup packet
EWP according to a given data position (step S570) and reads pre-stored feature data that is
pre-stored before the sleep from the storage unit 135 (step S580). A data size of the wakeup
feature data is smaller than a data size of the apparatus wakeup packet EWP. Hence, the

wakeup feature data is a segment of data of the apparatus wakeup packet EWP.

In some embodiments, a data size of the wakeup feature data may be at least one
encryption unit of the foregoing encryption calculation. In other words, the given data
position is at least one encryption unit at a specific position of the apparatus wakeup packet
EWP. For example, when the encryption unit of the encryption calculation is 16 bytes, the
wakeup feature data is a multiple of 16 bytes. In some embodiments, data of the wakeup
feature data may be data of last at least one encryption unit in the apparatus wakeup packet
EWP. In other words, the given data position is the last at least one encryption unit. For
example, when the encryption unit of the encryption calculation is 16 bytes, the wakeup
feature data is last 16 bytes or 32 bytes in the apparatus wakeup packet EWP. Particularly,
the obtained wakeup feature data includes data with consistency (for example, the device
identifier ID and wakeup information WM) in the apparatus wakeup packet EWP, but does
not include dynamically changing data (for example, the general information HD). The data
with consistency refers to data that would not change with the change of different
environmental parameters with regard to multiple packets sent to the same networking
apparatus. The dynamically changing data refers to data that changes with the change of
environmental parameters with regard to multiple packets sent to the same networking
apparatus, for example, a version, a service request code, and a sending time in the general

information HD.

In some embodiments, the wakeup feature data may include an encrypted device
identifier ID and encrypted wakeup information WM. In other words, a sum of data sizes of
the device identifier ID and the wakeup information WM is a multiple of the encryption unit,
and the multiple is a positive integer. In some embodiments, the wakeup feature data may
include an encrypted partial device identifier ID and encrypted wakeup information WM. In

other words, a sum of data sizes of the partial device identifier ID and the wakeup information
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WM is a multiple of the encryption unit, and the multiple is a positive integer.

Subsequently, the network module 133 compares the wakeup feature data with the
pre-stored feature data (step S590), so as to determine whether the two are the same (step
S592). When the wakeup feature data is consistent with the pre-stored feature data, the
network module 133 wakes up the entire second apparatus 130 (step S600), so as to enable the
second apparatus 130 to accept a communication link demand of the first apparatus 110
(completing formation of a P2P connection or formation of a relay connection). When the
wakeup feature data is inconsistent with the pre-stored feature data, the network module 133
ignores (discards) the apparatus wakeup packet EWP, that is, does not wake up the entire

second apparatus 130 (step S602).

In some embodiments, in the sleep mode, the network module 133 can directly read the
pre-stored feature data that is pre-stored by the control unit 131 into the storage unit 135, so as

to provide it for the network module 133 to perform comparison and wakeup.

In some other embodiments, the storage unit 135 may include a plurality of storage
components (hereinafter respectively referred to as a primary storage unit and a micro storage
unit). After forming the pre-stored feature data, the control unit 131 would store the
pre-stored feature data into the primary storage unit. In addition, before entering the sleep,
the network module 133 would load data needed for wakeup (for example, the pre-stored
feature data) from the primary storage unit to the micro storage unit, so as to provide it for the
network module 133 to perform comparison and wakeup. In addition, in the sleep mode, the
network module 133 and the micro storage unit both still keep running (power supply). The

micro storage unit may be built in the network module 133.

FIG. 9 is a flowchart of a third part of a remote wakeup method according to an

embodiment.

In some embodiments, refer to FIG. 9, before entering the sleep mode, the control unit
131 reads a device identifier ID and wakeup information WM of the second apparatus 130
from storage unit 135 (step S710) and generates a comparison packet according to the device
identifier ID and the wakeup information WM. The wakeup information WM in the second

apparatus 130 (the storage unit 135) is the same as the wakeup information WM in the
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connection server 150 (the storage unit 155).

FIG. 10 is a schematic diagram illustrating an overview of a comparison packet according

to an embodiment.

In some embodiments, the control unit 131 combines general information HD', the device
identifier ID, and the wakeup information WM into an unencrypted packet and performs an
encryption calculation on the unencrypted packet, so as to generate a comparison packet CP,
as shown in FIG. 10. Hence, the second apparatus 130 and the connection server 150
perform encryption calculation by using the same encryption technology. An encryption
operation may be using an encryption technology to perform encryption processing on the
unencrypted packet. The encryption technology may be, for example (but not limited to):
the Message-Digest Calculation (MDS5), the Secure Hash Calculation (SHA), the
Rivest-Shamir-Adleman (RSA) encryption calculation, or the Caesar Cipher calculation. In
some embodiments, the general information HD' and the device identifier ID may be located
in a header of the comparison packet CP, and the wakeup information WM is a packet content

of the comparison packet CP.

In some embodiments, in the unencrypted packet formed on the control unit 131, a sum
of data sizes of the device identifier ID and the wakeup information WM may be greater than
or equal to one encryption unit of the encryption calculation. For example, when the
encryption unit of the encryption calculation is 16 bytes, the sum of the device identifier ID
and the wakeup information WM is greater than or equal to 16 bytes. In some embodiments,
a data size of the wakeup information WM may be smaller than or equal to one encryption
unit. For example, when the encryption unit of the encryption calculation is 16 bytes, the

wakeup information WM is greater than or equal to 16 bytes.

Then, the control unit 131 obtains a pre-stored feature data from a comparison packet CP
according to a given data position (step S730) and stores the pre-stored feature data in the
storage unit 135 (step S740). A data size of the pre-stored feature data is smaller than a data

size of the comparison packet CP.

In some embodiments, a data size of the pre-stored feature data may be at least one

encryption unit of the foregoing encryption calculation. In other words, the given data
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position is at least one encryption unit at a specific position of the comparison packet CP.
For example, when the encryption unit of the encryption calculation is 16 bytes, the pre-stored
feature data is a multiple of 16 bytes. Hence, the data size of the wakeup feature data and
the data size of the pre-stored feature are the same number of encryption units in the same

encryption calculation.

In some embodiments, data of the pre-stored feature data may be data of last at least one
encryption unit in the comparison packet CP. In other words, the given data position is the
last at least one encryption unit. For example, when the encryption unit of the encryption
calculation is 16 bytes, the pre-stored feature data is last 16 bytes or 32 bytes in the
comparison packet CP. Particularly, the obtained pre-stored feature data includes data with
consistency (for example, the device identifier ID and wakeup information WM) in the
comparison packet CP, but does not include dynamically changing data (for example, the
general information HD'). The data with consistency refers to data that would not change
with the change of different environmental parameters with regard to multiple packets sent to
the same networking apparatus. The dynamically changing data refers to data that changes
with the change of environmental parameters with regard to multiple packets sent to the same
networking apparatus, for example, a version, a service request code, and a sending time in

the general information.

In some embodiments, the pre-stored feature data may include an encrypted device
identifier ID and encrypted wakeup information WM. In other words, a sum of data sizes of
the device identifier ID and the wakeup information WM is a multiple of the encryption unit,
and the multiple is a positive integer. In some embodiments, the pre-stored feature data may
include an encrypted partial device identifier ID and encrypted wakeup information WM. In
other words, a sum of data sizes of the partial device identifier ID and the wakeup information

WM is a multiple of the encryption unit, and the multiple is a positive integer.

In another embodiment, the control unit 131 may purely string the device identifier ID
(partially or entirely) and the wakeup information WM and then performs encryption
calculation on the strung data (unencrypted data) to generate pre-stored feature data (that is,

directly producing the generated comparison packet into a pre-stored feature data).
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In some embodiments, the wakeup information WM corresponding to the second
apparatus 130 may be generated and stored into the storage unit 135 by the second apparatus
130. In addition, the second apparatus 130 provides the generated wakeup information WM
to the connection server 150 and records it in the storage unit 155 of the connection server
150. Therefore, the connection server 150 and the second apparatus 130 both have the
wakeup information WM with the same content. In some other embodiments, the wakeup
information WM corresponding to the second apparatus 130 may be generated by the
connection server 150 and recorded in the storage unit 155 of the connection server 150. In
addition, when the second apparatus 130 is in communication connection to the connection
server 150, the connection server 150 provides the generated wakeup information WM to the
second apparatus 130 and further also records it in the storage unit 135 of the second
apparatus 130. Therefore, the connection server 150 and the second apparatus 130 both have
the wakeup information WM with the same content. In some embodiments, the wakeup

information WM may be an authorization key.

In some embodiments, the connection server 150 may determine a running state
(normally connection (online) or offline) of the second apparatus 130 based on whether a
normal login packet from the second apparatus 130 is received and records the running state

of the second apparatus 130.

In some embodiments, when the second apparatus 130 first gets connection by using the
normal login packet and logs into the connection server 150, the control unit 151 of the
connection server 150 determines that the running state of the second apparatus 130 is
normally connection and records the running state of the second apparatus 130 as normally
connection in the storage unit 154. After the login of the second apparatus 130, the control
unit 151 of the connection server 150 detects the normal login packet from the second
apparatus 130 according to a given time. If the normal login packet is not received when the
given time expires, the control unit 151 of the connection server 150 determines that the
running state of the second apparatus 130 is offline and records the running state of the second

apparatus 130 as offline in the storage unit 155.

In some embodiments, the storage unit 135 stores a login data. The login data is
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provided for the second apparatus 130 to log into the connection server 150.

FIG. 11 is a flowchart of a method for identifying a running state of a second apparatus
according to another embodiment. FIG. 12 is a schematic diagram illustrating an overview
of a sleep login packet according to an embodiment. FIG. 13 is a schematic diagram of a

position of a feature flag in a sleep login packet according to an embodiment.

Refer to FIG. 11 to FIG. 13, before entering the sleep mode, the control unit 131 reads
login data LD from the storage unit 135 (step S910) and generates sleep login packet SLP
according to the login data LD and a feature flag SF (step S920). The control unit 131 stores
the generated sleep login packet SLP into the storage unit 135 (step S930), and then, the
second apparatus 130 enters the sleep mode (step S940). Moreover, in the sleep mode, the
network module 133 sends the sleep login packet SLP to the connection server 150 as
scheduled (step S940). In other words, in the sleep mode, the network module 133 can
directly read the sleep login packet SLP that is pre-stored by the control unit 131 in the

storage unit 135.

In some embodiments, the storage unit 135 may include a plurality of storage components
(hereinafter respectively referred to as a primary storage unit and a micro storage unit).
After forming the sleep login packet SLP, the control unit 131 would store the sleep login
packet SLP into the primary storage unit. In addition, before entering the sleep, the network
module 133 would load the sleep login packet SLP from the primary storage unit to the micro
storage unit, so as to provide it for the network module 133 to continue sending the sleep

login packet SLP to the connection server at intervals in the sleep mode.

In some embodiments, the feature flag SF may be located in a header of the sleep login

packet SLP.

In some embodiments of step S940, the network module 133 may send the sleep login
packet SLP to the connection server 150 at a fixed time interval. In some other embodiments
of step S940, if second apparatus 130 is not woken up for a long time, the network module
133 may change from sending the sleep login packet SLP to the connection server 150 at a
fixed time interval to sending the sleep login packet SLP to the connection server 150 at a

gradually increasing time interval. Moreover, when the second apparatus 130 just enters the
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sleep mode, the network module 133 sends the sleep login packet SLP to the connection
server 150 every 25 seconds. If the second apparatus 130 is not woken up for a long time
(for example: entering the sleep mode for one hour), the network module 133 may gradually
prolong a time interval of transmission from 25 seconds. However, when the second
apparatus 130 is woken up, the network module 133 recovers the time interval of transmission
as a default value 25 seconds. In some embodiments, the network module 133 calculates a
time interval of the next transmission by using an calculation, so that the time of transmission

is gradually prolonged with the time of the sleep.

The control unit 151 of the connection server 150 receives the sleep login packet SLP
from the second apparatus 130 through the network module 153 (step S950).  After receiving
the sleep login packet SLP, the control unit 151 of the connection server 15 determines that
the running state of the second apparatus 130 is sleep according to the feature flag SF in the
sleep login packet SLP and records the running state of the second apparatus 130 as sleep in

the storage unit 153 (step S960).

In some embodiments, an essential difference between the sleep login packet SLP and the
normal login packet is merely whether the feature flag SF is possessed. For example, if a
login packet received by the connection server 150 from the second apparatus 130 has a
feature flag SF (that is, the sleep login packet SLP), the control unit 151 of the connection
server 150 determines that the running state of the second apparatus 130 is sleep. Otherwise,
if a login packet received by the connection server 150 from the second apparatus 130 does
not have a feature flag SF (that is, the normal login packet), the control unit 151 of the
connection server 150 determines that the running state of the second apparatus 130 is
normally connection. Further, if the connection server 150 does not receive any login packet
from the second apparatus 130 when a given time expires, the control unit 151 of the

connection server 150 determines that the running state of the second apparatus 130 is offline.

In some embodiments, the feature flag SF may be located in a header HD" of the sleep

login packet SLP, as shown in FIG. 12 and FIG. 13.

In some embodiments, the login data LD may include an account and a password. The

account may be the device identifier ID of the second apparatus 130.
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FIG. 14 is a partial flowchart of a remote wakeup method according to another

embodiment.

In some embodiments, refer to FIG. 14, when the first apparatus 110 intends to perform
communication connection to the second apparatus 130, the first apparatus 110 sends a
connection request packet used to request for performing communication connection to the
second apparatus 130 to the connection server 150 through a network (step S450), so as to
inquire the connection server 150 for the connection information of the second apparatus 130
and the running state of the second apparatus 130. The control unit 151 of the connection
server 150 receives the connection request packet from the first apparatus 110 through the
network module 153 and searches for (determines) the running state of the second apparatus
130 recorded in the storage unit 155 according to the device identifier ID of the second

apparatus 130 in the connection request packet (step S460).

When determining that the running state of the second apparatus 130 is normally
connection (step S462), the control unit 151 of the connection server 150 reads connection
information of the second apparatus 130 from the storage unit 155 (step S470) and feeds back
the connection information of the second apparatus 130 to the first apparatus 110 through the
network module 153 (step S472), so as to enable the first apparatus 110 to perform
communication connection to the second apparatus 130 according to the connection

information of the second apparatus 130 (step S474).

When determining that the running state of the second apparatus 130 is sleep (step S464),
the control unit 151 of the connection server 150 replies through the network module 153 to
the first apparatus 110 that the running state of the second apparatus 130 is sleep (step S480),
so as to enable the first apparatus 110 to send a wakeup request packet (step S500).

When determining that the running state of the second apparatus 130 is offline (step
S466), the control unit 151 of the connection server 150 replies through the network module
153 to the first apparatus 110 that the running state of the second apparatus 130 is offline (step
S490), so as to enable the first apparatus 110 to request for a communication connection again

after a period of time.

Hence, although a communication connection between the first apparatus 110 and second
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apparatus 130 being a P2P connection is used as an example, the present invention is not
limited thereto, and the communication connection between the first apparatus 110 and the
second apparatus 130 may also be a relay connection through a connection server 150 or

another connection server.

In some embodiments, the connection server 150 may merely have a capability of
identifying that the running state of the second apparatus 130 is normally connection or
offline. In this way, when the connection server 150 replies to the first apparatus 110 that the
running state of the second apparatus 130 is offline (step S490), the first apparatus 110 may
send a wakeup request packet to the connection server 150 (that is, performing step SS00 and
subsequent steps thereof) (not shown in the drawing), to carry out a wakeup procedure of the

second apparatus 130.

FIG. 15 is a partial flowchart of a remote wakeup method according to still another

embodiment.

In some embodiments, refer to FIG. 15, when the first apparatus 110 intends to perform
P2P connection to the second apparatus 130 (which is not the first connection), the first
apparatus 110 may try to perform communication connection to the second apparatus 130 by
using the previously obtained connection information of the second apparatus 130 (trying to
form a P2P connection between the two) (step S410). Only when the communication
connection fails (for example, no response from the second apparatus is received), the first
apparatus 110 sends a wakeup request packet to the connection server 150 (step S450).
When the communication connection succeeds, a P2P connection between the first apparatus
110 and the second apparatus 130 is formed (step S420). Hence, although a communication
connection between the first apparatus 110 and second apparatus 130 being a P2P connection
is used as an example, the present invention is not limited thereto, and the communication
connection between the first apparatus 110 and the second apparatus 130 may also be a relay

connection through a connection server 150 or another connection server.

In some other embodiments, when the connection server 150 replies to the first apparatus
110 that the running state of the second apparatus 130 is offline, the first apparatus 110 may

send a wakeup request packet to the connection server 150 at a fixed time interval (that is,
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repeatedly performing step S500 and subsequent steps thereof) and continuously try to
perform communication connection to the second apparatus 130 until the communication

connection succeeds (not shown in the drawing).

In some embodiments, the first apparatus 110 may ignore the running state of the second
apparatus 130, and each time the first apparatus 110 tries to perform communication
connection to the second apparatus 130, the first apparatus 110 sends a wakeup request packet
at the same time (that is, performing step S500 and subsequent steps thereof) (not shown in
the drawing). If the running state of the second apparatus 130 is normally connection, the
connection server 150 disregards (ignores) the wakeup request packet WRP (which does not

produce any effect).

It should be noted that although the steps are described in sequence in the preceding
embodiments, this sequence is not a limitation to the present invention. Persons skilled in
the art should understand that in a proper situation, execution sequences of some steps may be
the same or exchanged. For example, wakeup information and connection information that
correspond to a second apparatus are obtained at the same time, that is, step S520 and S540

are performed at the same time.

In some embodiments, in a network communications system 10, each component may
execute a firmware or software calculation stored in its storage unit by means of its control
unit, so as to perform the foregoing corresponding step. In other words, the storage unit is
configured to store a relevant software/firmware program, information, data, or a combination

thereof.

In some embodiments, each storage unit may be implemented by one or more storage
components. Hence, the storage component may be, for example, a memory or a buffer,
which is not limited herein. The memory may be, for example, a Read-Only Memory
(ROM), a Random Access Memory (RAM), a volatile memory, a non-volatile memory, a
static memory, a volatile storage device, a flash memory, and/or any device that stores digital

information.

In conclusion, according to the remote wakeup method, connection server, and

networking apparatus having a sleep mode of the present invention, the networking apparatus
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(namely, the second apparatus) may be enabled to enter an ultra-low power consumption state
(the sleep state), and a first apparatus 110 can be provided to use a device identifier ID of the
second apparatus 130 to directly initiate a wakeup request (an apparatus wakeup packet WRP)
to the remote second apparatus by means of the connection server 150, so that it is
unnecessary to perform any setting (for example, settings on apparatuses such as a main board,
a network card, and a firewall) or use network broadcasting to wake up the remote second

apparatus without reducing a number of network packets in a local area network (LAN).

Although the present invention has been described in considerable detail with reference to
certain preferred embodiments thereof, the disclosure is not for limiting the scope of the
invention. Persons having ordinary skill in the art may make various modifications and
changes without departing from the scope and spirit of the invention. Therefore, the scope of
the appended claims should not be limited to the description of the preferred embodiments

described above.
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CLAIMS

What is claimed is:

1. Aremote wakeup method, comprising:

receiving a wakeup request packet from a first apparatus, wherein the wakeup request

packet comprises a device identifier of a second apparatus;
obtaining a wakeup information according to the wakeup request packet;

generating an apparatus wakeup packet according to the wakeup request packet and the
wakeup information, wherein the apparatus wakeup packet comprises the device identifier of

the second apparatus and the wakeup information;

obtaining a connection information corresponding to the second apparatus according to

the wakeup request packet; and

sending the apparatus wakeup packet to the second apparatus based on the connection

information.

2. The remote wakeup method according to claim 1, wherein the step of generating the

apparatus wakeup packet comprises:

combining the wakeup request packet and the wakeup information into an unencrypted

packet; and

performing an encryption calculation on the unencrypted packet to generate the

apparatus wakeup packet.

3. The remote wakeup method according to claim 2, wherein one encryption unit of
the encryption calculation comprises entire data or partial data of the device identifier and the

wakeup information.

4. The remote wakeup method according to claim 2, wherein a sum of data sizes of the
device identifier and the wakeup information is a multiple of the encryption unit of the

encryption calculation, and the multiple is a positive integer.

5. The remote wakeup method according to claim 2, further comprising:
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receiving, by the second apparatus, the apparatus wakeup packet;

obtaining, by the second apparatus, a wakeup feature data from the apparatus wakeup
packet, and the wakeup feature packet comprises entire data or partial data of the device

identifier and the wakeup information;

comparing the wakeup feature data with a pre-stored feature data, wherein the pre-stored

feature data is pre-stored in the second apparatus before the second apparatus sleeps; and

when the wakeup feature data is consistent with the pre-stored feature data, waking up

the entire second apparatus.

6. The remote wakeup method according to claim 5, wherein a data size of the wakeup
feature data and a data size of the pre-stored feature data are both at least one encryption unit

of the encryption calculation.
7.  The remote wakeup method according to claim 1, further comprising:
receiving a sleep login packet from the second apparatus; and

recording a running state of the second apparatus as sleep in the storage unit according to

the sleep login packet.

8. The remote wakeup method according to claim 7, wherein the sleep login packet
has a feature flag, and the feature flag indicates that the running state of the second apparatus

is sleep.
9. The remote wakeup method according to claim 1, further comprising:

receiving a connection request packet from the first apparatus, wherein the connection
request packet is used to request for performing communication connection to the second

apparatus;

determining a running state of the second apparatus according to the connection request

packet; and
when the running state of the second apparatus is sleep, replying to the first apparatus

that the second apparatus is in the sleep.
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10. The remote wakeup method according to claim 1, wherein the steps of obtaining the
wakeup information and the connection information comprise: reading the wakeup
information and the connection information that correspond to the device identifier from a

storage unit.
11. An connection server, comprising:
a network module;

a storage unit, which stores a connection information and a wakeup information that

correspond to a second apparatus; and

a control unit, which connects to the network module and storage unit, receives a wakeup
request packet from a first apparatus through the network module, obtains the wakeup
information and the connection information according to the wakeup request packet, generates
an apparatus wakeup packet according to the wakeup request packet and the wakeup
information, and sends the apparatus wakeup packet to the second apparatus through the
network module according to the connection information, wherein the wakeup request packet
comprises a device identifier of the second apparatus, and the apparatus wakeup packet

comprises the device identifier and the wakeup information of the second apparatus.

12. The connection server according to claim 11, wherein the control unit combines the
wakeup request packet and the wakeup information into one unencrypted packet and performs

an encryption calculation on the unencrypted packet to generate an apparatus wakeup packet.

13. The connection server according to claim 12, wherein one encryption unit of the
encryption calculation comprises entire data or partial data of the device identifier and the

wakeup information.

14. The connection server according to claim 12, wherein a sum of data sizes of the
device identifier and the wakeup information is a multiple of the encryption unit of the

encryption calculation, and the multiple is a positive integer.

15. The connection server according to claim 11, wherein the storage unit further stores
a running state of the second apparatus, and the control unit receives a sleep login packet from

the second apparatus through the network module and updates the running state of the second
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apparatus in the storage unit as sleep according to the sleep login packet.

16. The connection server according to claim 15, wherein the sleep login packet has a
feature flag, and the feature flag indicates that the running state of the second apparatus is

sleep.

17. The connection server according to claim 11, wherein when the control unit receives
a connection request packet used to request for performing communication connection to the
second apparatus from the first apparatus through the network module, the control unit
determines a running state of the second apparatus according to the connection request packet
and when determining that the running state of the second apparatus is sleep, replies to the

first apparatus that the second apparatus is in the sleep.

18. The connection server according to claim 11, wherein the storage unit records the
device identifier and correspondences between the device identifier and the wakeup

information and between the connection information and the wakeup information.
19. A networking apparatus having a sleep mode, comprising:
a network module;
a storage unit, which stores a device identifier and a wakeup information; and

a control unit, which connects to the network module and storage unit, and before
entering the sleep mode, generates a pre-stored feature data according to the device identifier
and the wakeup information and stores the pre-stored feature data in the storage unit, wherein
the pre-stored feature data comprises entire data or partial data of the device identifier and the

wakeup information, wherein:

in the sleep mode, the network module still keeps running and when receiving an
apparatus wakeup packet, performs comparison according to the pre-stored feature data and

the apparatus wakeup packet, so as to wake up the networking apparatus.

20. The networking apparatus having a sleep mode according to claim 19, wherein the
control unit generates a comparison packet and obtains the pre-stored feature data from the

comparison packet according to the device identifier and the wakeup information.
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21. The networking apparatus having a sleep mode according to claim 20, wherein in
the sleep mode, when the network module receives the apparatus wakeup packet from an
connection server, the network module captures a wakeup feature data from the apparatus
wakeup packet according to a given data position and compares the wakeup feature data with
the pre-stored feature data, wherein when the wakeup feature data is consistent with the

pre-stored feature data, the network module wakes up the entire networking apparatus.

22. The networking apparatus having a sleep mode according to claim 19, wherein a
sum of data sizes of the device identifier and the wakeup information is a multiple of the

encryption unit of the encryption calculation, and the multiple is a positive integer.

23. The networking apparatus having a sleep mode according to claim 19, wherein the
storage unit stores a login data, before entering the sleep mode, the control unit generates,
according to the login data and a feature flag, a sleep login packet having the login data, and

the feature flag indicates that a running state of the networking apparatus is sleep.

24. The networking apparatus having a sleep mode according to claim 23, wherein the

feature flag is located at a header of the sleep login packet.

25. The networking apparatus having a sleep mode according to claim 23, wherein in
the sleep mode, the network module periodically sends the sleep login packet to the

connection server.
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ABSTRACT

A remote wakeup method includes: receiving a wakeup request packet from a first
apparatus, obtaining a wakeup information according to the wakeup request packet,
generating an apparatus wakeup packet according to the wakeup request packet and the
wakeup information, obtaining a connection information corresponding to a second apparatus
according to the wakeup request packet, and sending the apparatus wakeup packet to the
second apparatus based on the connection information. The wakeup request packet includes
a device identifier (UID) of the second apparatus, and the apparatus wakeup packet includes

the device identifier of the second apparatus and wakeup information.
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is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information sclicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.5.C. 552) and the Privacy
Act {5U.5C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

A record from this system of records may be disclosed, as a routine usg, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiaticns.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organizaticn, pursuant to the Patent CooperationTreaty.

A record in this systermn of records may be disclosed, as a routine use, to ancther federal agency for purposes of National Security review (35 U.5.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.5.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
pregrams, under authority of 44 U.5.C. 2604 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpese, and any other relevant (i.e., G5A or Commerce) directive. Such disclosure shall not be used te make determinations about
individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 US.C. 151. Further, a record may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.
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