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INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Related applications

This application claims the benefit of U.S. provisional application serial number 61/436,932 filed

on January 27, 2011, which is herein incorporated by reference in its entirety.

Field of Invention

This invention relates to the protection of compuier systems from injurious software that can be
encountered while browsing or accessing the Internet, and also to the protection of local Internet networks

(LANS) that have access to the Internet.

Description of the Prior Ari

The Internet provides access to a large number of computer systems from which beneficial or
harmful data may be retrieved by a computer atiached to and communicating over the Internet. Harmful
data that can be accessed through the Internet includes a variety of viral software constructs, generally
referred to as malicious software or malware. Malware normally is downloaded to a computer completely

unintentionally and without the knowledge of the individual computer user.

The results of an infection of the compuier system are possible malfunctions or inetficiency. In
addition, there are possible security losses, such as the loss of all data that is accessible to that computer
system and the insiallation of various types of subservient software on the infecied system that allows for
the control of Internet operations or other activities of the computer from a remote location unlaown by

the user.

One typical way that such malware is delivered to an uninfected computer sysiem is that the user
of the system accesses a website through an Internet browser such as Internet Explorer or Firefox, or any

of a variety of other well-known programs configured for browsing on the Iniernet, and receives from that
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website a data packet that contains malicious code. This malicious code may be automatically
downloaded to a user’s computer through a webpage, the website URL of which may have been emailed
to the user, or the user may have purposely accessed the website because the user is familiar with it. In
either case, the website has secretly been hacked to carry the malicious code in its HTML coding. The
hacked webpage has code that redirects the user to a mothership server hosting the real exploit. If the

exploit is successtul due to a vulnerability, etc., a toolset is then silently installed on the user’s computer,

with results that will be described below.

Another typical exploit that is used to attempt to introduce malicious software to a system is via
an attachment (typically a PDF) that is either received or downloaded trom a website. When opened, the
attachment starts a hidden stub code that exploits a vulnerability in, for example, the application Adobe
Reader where the attack is via a PDF exploit. The stub code is a small piece of code that when opened by
the browser initiates on the host computer a software operation that listens to a specified remote Internet
server via a port of the host computer. The port is usually port 80 or Port 443, both of which are normally
universally allowed ports on ordinary computer systems through which the Internet can be accessed. The
stub code program downloads a secondary payload sofiware module, commonly an .exe file, from the
remote Internet server. This secondary payload is loaded into the host computer. which is at this point
infecied. The secondary payload file then executes and staris performing various functions according to a

toolset.

The toolsets of either exploit technique comprise software that may do any of the following

functions:

i. the toolset performs and reports a recon of the system to assess what is available there as

aresource and the files, etc., siored at the computer or accessible to it over its LAN;

ii. the ioolset makes a determination of and reporis the user’s system privileges, which can

be then used to access data on any associated network or LAN, local files stored on the infected
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machine are then also accessed and potentially transmiited over the Internet to a remote site. This
may include an upload of the local security database, from which the malware controllers can
derive the credentials of any privileged user that ever logged into the intected host computer
system. Also the malicious software allows its creators to simply capture and reuse directly from
random access memory of the infected host computer, or from a network data stream, the security
token or hash of the user, where the user is privileged, and use that token or hash io gain

privileged access to other resources on the LAN.

iii. the toolset creates a door tbat provides remote control and access to the infected system,
which allows a remote system unknown to the user of the infected system to control all operations
of the host system and have it perform whatever tasks are desired, which may vary between
simply downloading data on the infected system to access other websites for dcnial of service
Internet attacks, or a variety of other alternative uses that an enslaved, infected computer can do.
This control also allows the remote malicious entity to make a variety of uses of the infecied host
system. It may even convert the infected host into a source of malicious software itself, causing it
to act as another mothership server from which toolsets or secondary payloads are downloaded to

other subsequently infected computer systems.

The security and privacy of ihe user and all confidential information on the user’s computer and
any associated LAN resources are available to access at this point by the remote entity that controls the
operation of the toolset. Even apart from the breach of security, however, the malware, at a minimurn,
results in a reduciion in efficiency of the system due to additional processor demand incurred by the

executing malware.

Security systems of various designs have been developed to try to address the problem. For
instance, it is possible to use two separate computers, one accessing the Internet and the other connected

only with a LAN that is compleiely isolated from the Intemnet. This results in a double cost of equipment,
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and also there is a problem transferring legitimate data between ihe machines when necessary and
appropriate. Other more software-intensive methods of restricting have also been tried, but these usually
expand the demand for bandwidth undesirably, or else do not provide airtight protection against loading

of malware.

Summary of the Invention

It is accordingly an object of the present invention to provide a system for a computer that will

allow safe browsing without a risk ot such infection.

It is further an object of the invention to eliminate the ability of trusted internal host systems on a
secure LAN to access the Internet, but to provide access to the Internet through a secure isolated service

that can access the Internet, but not the internal trusted LAN sites.

It is further an object of the invention to provide a method for secure file exchange to transfer

data between the Internet and the trusted hosts of the trusted LAN.

It is still further an object of the invention io allow Internet access from only the bare minimum of

servers or devices in the LAN that require it, and to restrict where they can go.

It is further an object of the invention to provide a system that rigorously monitors any
exceptions, including DNS and SMTP exceptions, which might indicate a compromise ot any trusted host

system on the LAN.

It is also an object of the invention to provide a scalable system that can be applied to a variety of

host system architectures or hardware configurations, supporting both laptop and deskiop host systems.

According to an aspect of the invention, this 15 accomplished by a system in which a host
computer supports a virtual guest system running thereon. The host sysiem has a firewall thereon such

that the host computer cannot communicate directly with the iniernet, except with predetermined trusted
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sites stored in an internal whitelist data. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the intermet freely via an internet access
connection that is completely separate from the host computer connection, such as a dedicated network
termination point with its specific internet IP address, or by tunneling through the host machine
architecture to reach the internet without exposing the host system. The guest is separated and completely
isolated by an internal firewall from the host, and the guest cannot access any of the resources of the host
computer, except that the guest can initiate cui, copy and paste operations that reach the host, and the
guest can also request print of documents. The host can transfer files to and from a virtual data storage

area accessible by the guest by manual operator action. INo other interaction is permnitted.

According to another aspect of the invention, a networked computer system comprises a local
neiwork configured to carry electronic communicaiion signals between computers connected therewith. A
connection on the local area network communicates with the Intemet, and a plurality of computer stations
are each connected with the local network so as to communicate thereacross. Each computer station
operates as a host system according to stored data corresponding to an operating system and one or more
program applications. The host system communicates over the local network but is restricted against
communication with the Internet, except with predetermined Internet sites that have been identified as
safe to access. Each compuier station also supports operation of a respective virtual computer system
thereon. The virtual computer system communicates via a virtual conduit connection over the local area
network with the connection to the Internet, but wherein the virtual computer system is isolated against
any other communication over the local area network. Each computer station is isolated against any
communication of data to or from the respective virtual computer system operating thereon, except for a

limited set of types of permitted data transfers.

According to another aspect of the invention, a method of safely browsing the Internet comprises
providing a host computer system operating according to a stored operating system and one or more

stored program applications, and having operating thereon a firewalled virtual computer system with

Ex.1002
CISCO SYSTEMS, INC. / Page 6 of 517



10

15

WO 2012/103517 PCT/US2012/023027

which the host computer system has restricted communication of data. The method further comprises

accessing the Internet using a first browser program running on the virtual computer system.

According to another aspect of ithe invention, a computerized work station comprises a computer
operatively connected with one or more user-accessible data entry devices, a display device viewable by
the user, and computer-accessible data storage providing for the computer an operating system and one
or more applications programs that run on said operating system, and supporting a virtual computer
system operating on the computer. The computer is able to access the Internet using a browser program
running on the virtual computer system such that the browser displays information obtained from the
Internet on the display. Data transfers to and from the virtual computer system are limited to a set of types
of transfers that limit the possibility of malicious data from the Internet moving from the virtual computer

system to another portion of the computer system.

According to still another aspect of the invention, a computer system for browsing the Internet
while connected with a local area network comprises a computer having a computer-accessible data
storage, an input device connected therewith and a display viewable by a user of the computer. The
computer has stored thereon software causing the computer to operate as a host computer system
executing application programs and accessing other computerized devices on the local area network, and
as a virtual guest computer system operating independently of the host computer system. The host and
guest computer systems are able to communicate therebetween only according to a predetermined set of
limited interaction processes. The host system has access to the Internet wholly or partially blocked, such
that the host system can only communicate with sites that are identified in stored whitelist data. The
virtual guest computer system has access blocked to the host computer system and to the local area
neiwork. The virtual guest computer system accesses the Internet through the local area network via a

virtual conduit to an Internet connection point linked to the local area network.
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The above architecture is preferably implemented by commercial-off-the-shelf (COTS) hardware,
all of which is readily available. The computers described herein and the networks, both local area and the
internet, rely on the standard well known network hardware now in common use. The separate internet
access for the virtual guest is preferably provided by a COTS system used in virtual private networks
(VPNs). The firewalls and other commmunmnication restrictions of the system are implemented preferably by
software, i.e., using computer-readable instructions stored on the computer systems that cause those
comiputer systems to operate according to the firewall and communications architecture as described

herein.

According to an aspect of the invention, this is accomplished by providing a host computer that is
surrounded by a host based firewall. The firewall allows the host to access addresses on the LLAN but
blocks any access to any address on the Internet, except for Internet addresses that are specifically
whitelisted, i.e., predetermined to be trusted sites. In the preferred embodiment, the firewall inzer alia
prevents or disables any access to the usual Internet access ports, e.g.. ports 80 and 443, which are also
the ports that are usually used by executing stub code of an infection to access the Internet without
knowledge of the user. Because these are also the usual ports used to access the Internet by a browser in
ordinary use in the prior art, the host computer consequently does not have any direct contact to and
cannot communicaie with the Internei through its ports, except that the host computer is permitted to
access other sites on the secure LLAN itself through these ports, anid also trusted Internet sites that are

predetermined and stored in whitelist data accessible to the host computer (or to the LAN firewall).

Also operating on the host computer is a hypervisor system that creates a virtual machine
environment that is separate from the host computer’s operating system. This virtual machine has a virtual
guest operating system on which a modified browser is run. The browser is activaied by a desk-top
shortcut or application on the host system that allows the user to link io the isolated Internet access of the
virtual guest system by launching the virtual guest web browser, which operates transparently to the user

in the virtual guest system.
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The virtual guest system browser is configured to access the Intemet ealy through a specific and
unique Internet access point identified by a unique IP address, e.g., 10.1.xxx.xxx, or 255.255.2xx.xxx, for
that specific virtual guest system. The virtual guest system has, as part of its virtual architecture, ports 80
and 443, and generally operates internally as a normal browser, except that it relies on a dedicated
connection to ger to the Internet. Because it is exposed to potentially malicious software as it browses the
Internet, the virtual guest system browser and its virtual operating system may be a hardened version that
is exceptionally resistant to corruption, or it may have enhanced anomaly deiection to aid in noting when
dangerous data has been encountered by the browser. The virtual guest system also has no connection

whatsoever to the LAN, and cannot access any address on the LAN.

In the preferred embodiment, the unique IP address is provided by a virtual private network
(VPN) termination point device on the LAN that is connected io the virtual guest system and its browser
through the LAN by a VPN. In this LAN embodiment, the host computer firewall allows the host
computer to communicate only with IP addresses on the LAN, and the host computer can only
communicate with the Internet through the virtual guest system communicating through the VPN to the
VPN terinination point. The VPN termination point is connected by a local hardwired connection to the
firewall between the LAN and the Internet, and it connects directly to the firewall without passing
through the LAN. Consequently all Internet traffic from the host computer is restricted to run only from
the virtual guest system through the sealed conduit of the VPN, and then through the firewall and into the

Internet at large. There is no contact between the Internet traffic and the LAN.

The virtual guest system browser may alternatively be connected to the Internet access point
directly as a local hardware device connected directly to the host computer without an intervening
network or LAN. In this embodiment, a single computer connected directly to an Internet access point

may be provided with protection against malware in the absence of a trusted local network.
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The guest computer and the host computer communicate with each other by a limited permissible
internal host-based firewall in the host system that is provided by the hypervisor or some other local
program. Communications across this internal firewall between the guest system and the host system are
limited to cut and paste of displayed documents or files, commands to print documents, and file transfer

requested manually by the host (i.e., directed intentionally by the human user of the given system).

As a result of this arrangement, should the guest browser system access a website that returns
some malware stub code over the Internet, the stub code is executed on the guest browser. The guest
browser will then access the “mother ship™ site with the secondary malware payload via its virtual ports
80 or 443 as directed to by the stub code software, and it will download the secondary payload executable
module onto the virtual guest machine, which is configured by the hypervisor as essentially a blank PC
with a browser and isolated from the real host computer. The secondary payload will then run on and
access the virtual or pseudo guest machine, which has no files or system assets that are usable for the

infection of a system.

The guest system is compromised at this point. However, the guest computer in the virtual
machine has no access to the other computers on the network or even to the system assets or files of the
host system itself, except to cut, paste, or print. This is the limit of the infection, and there is no

compromise to the host system security.

The compromised guest system may start to encounter problems, and might even become
inoperable with the malware running if it is forced to function as a netbot or remote controlled device
working for the mother ship site. However, the hypervisor stores a pristine copy or clean slate of the
entire virtual guest system. and that pristine copy can be reloaded in place of the existing virtual guest
machine, either periodicaliy, e.g., once a day or once an hour, or on command of the user when there
might be an infection. The infected virtual guest system therefore can be cleared immediately and

reveried to its original condition without any harm to the actual host computer.
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Even if malware were to get through the firewall and initiate an executable module on the host
operating system instead of the virtual guest system, such as by a virus attached to an email or
contamination by a USB memory stick or other hardware device that introduces a virus to the host
operating sysiem behind the host firewalls, nonetheless the malware module would not be able to access
the Internet because the ports on the host machine are disabled for Internet access. With the malware
unable to communicate outside the local area network, there would be no exfiltration of data, and
malware beaconing, or any possibility of remote command and control. Furthermore, the blocked
attempts to access the generally disabled or blocked ports 80 or 443 (or whatever other ports may
appropriately be disabled or blocked) can be detected as an indication that the host computer is infected.
If an infection is detected, then the host system could then be scrubbed or rebuili. and the security

compromise would have had only minimal effiect.

Other advantages of this invention will become apparent from the foregoing specification.

Brief Description of the Drawings

Figure 1 is a diagram of an exemplary system on a local area network using the Internet isolation

system of the present invention.

Figure 2 is a diagram of a stand-alone computer system that is protected from infection from

Internet sites by an architecture according to the present invention.

Detailed Disclosure of the Invention

Referring to Figure 1, a networked computer system generally indicated at 1 is linked to the
Internet 5 via a firewall 3 and a rouier 2 of conventional configuration that is well-known in the art. A
proxy/ web-content filter 4 is connected with and cooperates with the firewall hardware 3 to control the
type of data permitted to pass from the Internet 5 into the local system 1, filtering e.g., pornographic

material or data not intended for the system 1, and also blocks communications from users on the LAN

10
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trying to reach disallowed sites, e.g., requests to access www.onlinecasino.com.The local system 1
includes a trusted local area network (L AIN) 7 that transmits electrical data signals between a plurality or
large number (not shown) of computer systems each identified by a unique L AN address. The computers
include at least one workstation or laptop generally indicated at 9. Each of the computers on the LAN 7 is

configured similarly to the computer system 9 to prevent malware intrusion from the Internet.

The workstation 9 can be virtually any host computer system, including a PC or a laptop or any of
a variety of other computer systems with electronically accessible data storage, a user visible display, and
input devices such as a keyboard and a mouse. As an exarnple, the system may be a PC sold by Dell, with
4GB RAM and 146 GB hard disk storage, a monitor, a keyboard and a mouse. The host system 9 stores
thereon data providing an operating system that allows the host sysiem 9 to function, e.g., a Windows or
Linux operating system, as is well known in the art. It also stores data corresponding to all of the software
needed for operation of the computerized workstation 9 in common operation, e.g., word processing
programs, accounting programs, or any application that is supported on a computer. Also, the host
computer system has a browser program that may be modified to enhance operation with a guest system,

as will be discussed below.

The host system 9 also has stored data in the form of software instructions that cause the host
system to have a host-based firewall 11 that provides resirictive cgress fiom the computer 9. This host-
based firewall 11 may be implemented using software such as, for example, that sold under the names

Symantec Endpoint Protection or MacAfee Host-Based Security Sysiems.

This host based firewall 11 blocks all communications from the computer 9 except that it permits
passage through it only of communications to the IP addresses of other computers on the trusted network
7. The firewall 11 specifically does not permit the computer 9 to access ports 80 or 443, and potentially
also prevents access to ports 27 and to 77, and to any other ports that may or may become vulnerable to

malware or security threats at some point in the future. This firewall 11 may allow the computer 9 only

11
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some limited use of these ports if the communication is purely with pre-determined trusted Internet sites,
as will be described below. This firewall 11 is therefore a preventive barrier to any access of the Internet

from host system 9 through its ports or directly io the firewall 3 via the LAN.

Host system 9 stores data defining software that when executed creates a hypervisor on the
computer system 9. The hypervisor may be one of a variety of types of hypervisor, either software that
executes directly as a separate operating system on the hardware of computer 9, or as a software module
that operates based on the underlying operating system, e.g.,. Windows 7, of the computer 9. In either
case, the hypervisor effectively creates a virtual machine operating on the host computer ihat has a virtual
configuration different from the real hardware and software configuration of the computer 9. The
hypervisor employed may include software packages or modules such as Med-V from Microsoft,
Invincea, Microsoft - Virtual PC 2007 or Hyper-V, VMWare Player or ESX, or SUN Microsystems
XVM Virtual Box. The virtual machine created by the hypervisor is illustrated in the diagrain of FIG. 1

as the virtual guest system or guest OS 13.

In addition to forming the virtual guest system 13, the hypervisor also provides an additional
internal host-supported firewall indicated at 15 that separates and restricts interaction between virtual
guest system 13 and the trusted-host operating system 17, which is the standard operating system running
the host computer 9, e.g., Windows 7 or another system that will support or cooperate with the
hypervisor. Communications between the trusted host OS 17 and the guest OS 13 pass through the

hvpervisor firewall 15, and are limited to:

1. Cutting or copying of text visible on the screen;

2. Pasting of ihe text that has been cut or copied from what is visible on the screen;

3. Receiving a queued request lodged with the hypervisor by the guest OS 13 that the host

system print files on a printer (noi shown) connected with the workstation or laptop 9 , and;

[y
N
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4. Transfer of files, when direcied by the host computer OS 17, between a computer memory
area (such as a respective desktop) or virtual data storage accessible to the virtual guest OS

13 and a computer memory area (such as a respective desktop) or data storage accessible to

the host OS 17.

The guest OS pseudo machine or virtual guest system 13 is has its own virtual architecture and
configuration. It preferably has virtual architecture of a very simple or gutted PC with a desktop area that
can be accessed manually by a user of the computer system 9 to transfer files to be accessed by the virtual
guest browser, but few if any associated system assets or 1/0 devices. The only files in the virtual
machine 13 are those in its own desktop. The virtual guest system 13 shows no software installed except
for a browser and possibly some relaied supportive software, such as Adobe or Windows Media Player
that cooperate with the browser when certain types of files are accessed on the Internet, and potentially an

email program such as Microsoft Outlook for certain configurations.

File transfer to and from the virtual guest system is very restricted, and can only occur in response
to a user input directing the transfer. This allows for download and upload of documents, but the process

requires slightly more user action than in an unprotected system of the prior art.

If a user is browsing and wishes io download é file from the Internet, the user will left click for
download, as is standard in the art, and a dialog box will open in the browser in the guest system, asking
the user where to store the file and under what name. The area available to store is a virtual data storage
space that can be organized with folders by the user, as is well-krnown in the art. The user selects a tile
name and downloads the file into that virtual area. The user then goes to the Start Menu on his host
computer, and this will offer him as one of the application choices “File Transfer”. When selected and
clicked, this will open a window similar to Windows Explorer displaying the files of the virtual data
storage area of the virtual guest system. The user can select the file and copy it to any data storage area of

the host system. The file then becomes available to the host and for access over the trusted LAN.

13
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If a user wishes to upload a file to an Intemnet site, the user again accesses the File Transfer
application running on the host system, and then copies the file form the data location in the host system
into the virtual data storage of the virtual guest system. The browser than can be opened and when the
browser dialog box opens in the guest system, the virtual data storage area of the guest is visible, and the

file is visible there to be selected for uploading by the browser.

The host OS 17 has a desktop displayed to the user that includes an icon corresponding to the
browser that runs in the virtual guest system 13. When this icon is clicked on by the user, it initiates the
browser program runnimng in the virtual guest system 13. The browser may be Firefox or Iniemet Explorer
6, 8 or whatever version of these is available, and other browsers may also be used with similar
advantage. The virtual guest system 13 includes in its virtual architecture ports 80 and 443, access to
which is permiited in the virtual guesi system 13. These ports function to access the Internet, but the
tratfic does not go through real hardware ports on the host computer 9. Kather, the traffic between the
Intemet and the browser of the virtual guest system 13 is routed through a sealed *“virtual conduit™ 19
passing through the L AN. The virtual guest system 13 is able to communicate using its browser through
only one mechanism, i.e. the virtual private network connection indicated at 19 that allows for the guest
operating system to communicate over the trusted network 7 to a VPN termination point that is located

adjacent the enterprise firewall 3.

This virtual conduit is really a software-generated Virtual Private Network (VPN) tunnel that
encrypts data passing to and from the Internet and ensures that it is received or delivered to the virtual
guest system 13 at one end and at VPN termination point 21 atthe other end, without the possibility that
the data thereof can reach any other location in the LAN except those two locations. The virtual guest
system 13 uses Network Address Translation to support a captive VPN session to the VPN termination
point 21. The VPN 19 is basically a tamper-proof conduit through the local area network 7 that prevents

any contamination passing from the Internet to the guest OS or back outward from reaching any other

14
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system on the local area network. It can be analogized to a pipe full of toxin passing through an otherwise

clean water supply.

The VPN termination point may be connected with the firewall 3 or integrated into it.
Appropriate VPN termination point hardware devices are off-the-shelf systems such as the Check Point
UTM-1 570, the Cisco ASA 5510 or Juniper Networks NetScreen. The VPN transmits data packets that
are encrypted according io an IPSEC or SSL. VPN tunnel construct protocol. The data in the VPN is
transmitted over the LAN from the virtual guest system 13 on the host computer 9 in this encrypted form
to the VPN termination point 21, where it is decrypted for transmission to the Internet. The VPN
termination point includes hardware that is physically connected with the firewall device 3 outside of the
LAN, not connecting with the firewall 3 through the LAN, and the VPN termination point includes in the
data transmitted data defining a unique IP address for the specific virtual guest system 13, ¢.g.,
10.1.xxx.xxx, or 255.255. 2xx.xxx. This gives the appearance to the receiving Internet server that the

virtual guest system 13 is not an IP address on a LAN, but a solitary P without a LAN.

Similarly, data packets received from the Internet directed to the viriual guest system 13 pass
through the firewall 3 and other standard prior art security measures applied where the Internet meets the
LAN, such as filter 4, and these packets are then encrypted at the VPN termination point and then sent
encrypted through the LAN to the host computer 9. At the host computer @ at the other end ofthe VPN
they are received and passed to the virtual guest system 13, where the data is decrypted and displayed by

the browser.

The guest OS 13 can be easily infected or compromised and made unusable by the malware or
other threats that it is exposed to. Tlie browser is consequently preferably hardened to reduce its volatility
in the face of such attacks. In addition, the hypervisor retains a virtual image of the virtual guest system
13 in its original pristine state free of any infections or history, so that the virtual guest system 13 can

easily be reset to its pristine clean state, i.e., a clean slate, by reloading the data defining the uninfected

[
n
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virtual guest system 13. This is preferably done frequently in the system, e.g. once a day, so that there

are no persistent infections that may develop in the virtual guest system 13.

It may occur that software installed on the host machine 17 requires live access to the Internet for
proper operation of the software. For example, some software requires access to a certificate online to be
executable. Similarly, access to online help from a software module requires that the host computer
access the relevant websites. In either case, the host OS 17, not the guest OS 13 must access the Internet.
To allow for this, the firewall 11 around the host OS 17 selectively enables the host OS 17 to access the
Internet directly through poris 80 or 443, which are otherwise disabled, provided that the websites being
accessed are on a whitelist of predetermined trusted sites with which the host OS 17 is permitted to

communicate with.

The email program for the workstation 9 may be operated as a sort of browser application in the
virtual guest system, with emails retained in the virtual guest system. Alternaiively, where the LAN

includes a server inside the LAN for email, the email program may be run on the host OS.

The host computer system can in some cases be disconnected from the LAN and connected with a
different network, as when a laptop is taken by a user to a remote location, such as, for example, to a hotel
where it accesses the Internet using a different neiwork. The host based firewall 11 (HBFW) remains on
the computer system 9, but performs multiple predetermined functions based on whether the computer 9
is “home™ (attached to the LAN) or “roaming” (disconnected from the LAN and connected via a non-

secure network to the Internet).
At home on the LAN:

The guest system, when the host is “home” on the trusted LAN network, is allowed by the HBFW

only to egress the network through the VPN endpoint via a specified IP address using a predetermined

port/protocol (i.e. UDP 500 or TCP 10000)
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The home system, when the host is “home™ on the trusted LLAN network, is allowed by the
HBFW to cominunicate to other LAN resources as well as any whitelisted sites outside the LAN on the
Internet. All other egress poris/protocols/paths are blocked. If not, a malicious program could try and
connect to a “mothership” via port 21, which is a well known port often allowed for access the internet for
file transfers. It is possible for the IT personnel to configure the system to specifically allow or whitelist

other ports or websites for necessary or reasonablv permitied file transfiers to known entities.
When roaming;:

The guest, when off the trusted neiwork, is allowed by the HBFW to freely communicate on
whatever network it is connected to. As a result, if the system is a laptop connecting to the Intemnet in a
hotel room or via a Wi-Fi network, the computer sysiem 9 can still connect to the Internet without

requiring the VPN.
The host, when roaming on a nonsecure network, has all egress blocked by the HBFW.
LAXN Firewall:

In addition to the HBFW, the [LAN has LAN firewall 3, which further secures the local area
network. On the network, it is not possible to determine if it is the guest or the host trving to
communicate, because since both the host and the guest use the host IP address. {The guest uses the

NATd TCP/IP network address assigned to the host).

This LAN firewall device 3 is configured to block gil host-based egress for all ports, protocols

and destinations, with the exception of the following:

i. the guest system can access the VPN endpoint using the host’s NAT’d TCP-IP network address

and will use a predetermined port/protocol (i.e. LJIZP 500 or TCP 10000)
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ii. Host egress is permitted via specified ports/protocols (80, 443) to any predetermined

whitelisted sites that are required by host.

The LAN firewall does not address LAN access because the firewall is usually installed at the
edge of the LAN to filter egress/ingress from the LAN, and is not between the host and any other IP

address on the LAN.

FIG. 2 shows an alternate embodiment of the invention with a single system attached to the
internet without a LAN. FIG. 2 shows a number of components similar to those in FIG. 1, and in FIG. 2

similar parts have the same reference character numbers as in FIG. 1.

In the embodiment of FIG. 2, a computer system 23, such as a standard PC sold by Dell as
described above, is connect=d with the Internet 5 through a router 2 and a firewall 3 as described above.
Proxy content filter 4 may optionally be used to screen undesirable or inappropriate incoming or outgoing

data, as above.

Computer system 23 has an internal architecture similar to the system 9 of the first embodiment.
The system 23 includes a host system 25 running on the resident operation system, such as Windows or
Linux, and a virtual guest system 27 defined by a hypervisor prograin running on the computer 23. The
host and guest systems 25 and 27 are separated by an internal firewall 29 defined by the hypervisor that
restricts the interaction between the host and guest in the same way that the firewall 15 of the first

embodiment restricts communication between its host and guest systems.

The computer sysiem 23 is also provided with a firewall 31 that limits communications from the
host system 25. The host system 25 is blocked from communicating with any IP address, excepr that host
system can communicate through the firewall 31 via a local hardwired connection to firewall 3 and
through router 2 to access any sites on the Internet 3 that have been predetermined to be whitelisted or

trusted sites, such as software certificate sites or software online help sites, as discussed above.
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Because there is no LAN, the system 23 does not make use of a VPN. Virtual guest system 25
communicates over a hardwired connection to a VPN termnination point device that gives the guest an 1P
address when browsing on the Internet. The firewall 31 allows the guest system 27 to communicate

without restriction with any site on the Internet 5.

The hypervisor of the system 23 has a refresh or clean slate restoration process that restores the
viriual guest sysiem 27 to its original pristine state periodically, e.g., every 24 hours, or when an infection
is detected or suspected, or simply responsive to a manual directive input from the user at the user’s

discretion.

This embodiment also provides protection against Intermet malicious software threats by its

isolation of the host system.

In a particularly preferred embodiment, the host and guest systems each have browser programs
installed that facilitate access to the Interet without risk to the separation of the host from the virtual

machine.

The host 17 runs a browser, which may be any typical browser, such as e.g., Intemei Explorer,
Mozilla Firefox, etc. The host browser has access to stored data defining a whitelist of trusted destination
resources, usually IP addresses or sites, including the other accessible sites on the secure LAN and trusted
sites on the Internet. An add-on checks for each address or site accessed whether it is on the whitelist. If
so, the host browser accesses that address or site, and that is permitted by the host firewall 11 and the
LAN firewall 3 if it is on the Intemnet. If the address that the host browser is trying to access is not a
trusted LAN or Internet site in the whitelist data, the host browser immediately transfers the address or

site to which access is sought to the guest browser.

The guest browser may be already running or it may be started by the host browser add-on. The
guest browser will open to display the site to the user to be viewed in the guest browser, and then go to

the non-whitelist site as discussed above, via the VPN or the non-firewalled connection to the Internet.
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Any malware or other deleterious data or code on the non-trusted site will be processed as above,
remaining isolated in the guest computer system, unable to cross over the firewall back into the host

computer.

The host monitors the guest browser at all times and screens any destination resource or address
that the guest browser tries to access. If the there is an attempt to access a trusted whitelist site in the guest
browser, then the host browser takes over the request clears the request in the guest browser. The host
browser then opens on the user’s display, and the request to access the trusted site will be processed from
the host browser. Careful screening of the DNS, SMTP or other aspects of the communication is
monitored by the firewalls to ensure that the system is not misled into communicating with an unsafe site

directly from the host computer 17.

All the other aspects of the firewall 15 described previously are fully maintained to keep the
systems isolated. Specifically, data from sites that are opened by the virtual guest system browser remains
isolated in the virtual system behind the internal firewall 15, and can only be moved by the limiied types

of iransfer described above, i.e., cut, copy, paste, print, etc.

While the present system relies on software implementations of many of the aspects of the
invention, it will be understood that hardware analogues of the software implementations may also be

employed.

The terms used herein should be seen to be terms of description rather than of limitation, as those
of skill in the art with this disclosure before them will be able to make modifications and revisions thereto

without departing from the spirit of the invention.

N
[ J

Ex.1002
CISCO SYSTEMS, INC. / Page 21 of 517



DOCKET NO.: LCOM ISO _USe2 PATENT
Application No.: Not Yet Assigned
Preliminary Amendment - First Action Not Yet Received

This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1-27. (Cancelled)

28. (New) A networked computer system comprising;

a network;

at least one computer system configured to connect to the network, the computer system
comprising a host system and a virtual system, wherein the virtual system is a separate operating
system or a software module operating on the computer system, wherein an internal firewall is
configured to separate the host system from the virtual system in the computer system, and a
host-based firewall executed on the computer system is configured to implement network
isolation between the computer system and the network; and

at least one device configured to implement at least one of a network firewall or a web
proxy, wherein the device comprises a processor and a memory configured to implement
network isolation between one or more untrusted network destinations and the networked

computer system.

29. (New) The networked computer system of claim 28, wherein the internal firewall is
configured to prevent data from being communicated between the virtual system and the host

system without an explicit user input.

30. (New) The networked computer system of claim 28, wherein the host system is
configured to store data in a host memory space and the virtual system is configured to store data

in a virtual memory space that is segregated from the host memory space.

31.  (New) The networked computer system of claim 28, wherein malware introduced to the
computer system is prevented from moving to another computer system of the networked

computer system.
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32. (New) The networked computer system of claim 28, wherein the computer system is
configured to:

communicate with the one or more untrusted network destinations via a first
communication connection,

communicate with one or more trusted network destinations via a second communication
connection; and

enforce separation of the first communication connection from the second

communication connection.

33.  (New) The networked computer system of claim 28, wherein the host-based firewall is
configured to prevent lateral communication and movement of malware between the computer

system and other devices on the networked computer system.

34.  (New) The networked computer system of claim 28, wherein the device is configured to
prevent unauthorized communication between the computer system and the one or more

untrusted network destinations.

35. (New) The networked computer system of claim 28, wherein the host-based firewall is
configured to implement a first policy when the computer system is connected to the network
and a second policy when the computer system is connected to another network, wherein the first
policy permits one or more communications between the host system of the computer system and
one or more resources on the network and the second policy blocks communications egressing
from the host system of the computer system but allows communications egressing from the

virtual system.

36.  (New) The networked computer system of claim 28, wherein one or more applications or
processes are configured to run in the virtual system, and wherein the one or more applications
or processes running in the virtual system are configured to communicate with the one or more

untrusted network destinations.
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37.  (New) The networked computer system of claim 28, wherein one or more applications or
processes are configured to run in the host system, and wherein the one or more applications or
processes running in the host system are configured to communicate with one or more devices on

the network.

38.  (New) A method of network isolation in a networked computer system, the method
comprising;

providing a network and at least one computer system that is configured to connect to the
network, the computer system comprising a host system and a virtual system, wherein the virtual
system is a separate operating system or a software module operating on the computer system;

separating the host system from the virtual system using an internal firewall executed on
the computer system;

implementing network isolation between the computer system and the network using a
host-based firewall executed on the computer system;

providing at least one device configured to implement a network firewall or a web proxy;
and

implementing network isolation, between one or more untrusted network destinations and

the networked computer system, via the at least one device.

39. (New) The method of claim 38, wherein the internal firewall is configured to prevent data
from being communicated between the virtual system and the host system without an explicit

user input.

40.  (New) The method of claim 38, further comprising;
the host system storing data in a host data storage; and

the virtual system storing data in a virtual data storage.
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41. (New) The method of claim 38, further comprising preventing malware introduced to the

computer system from moving to another computer system of the networked computer system.

42.  (New) The method of claim 38, further comprising:

communicating with the one or more untrusted network destinations via a first
communication connection;

communicating with one or more trusted network destinations via a second
communication connection; and

enforcing separation of the first communication connection from the second

communication connection.

43, (New) The method of claim 38, further comprising preventing, via the host-based
firewall, lateral communication and movement of malware between the computer system and

other devices on the networked computer system.

44, (New) The method of claim 38, further comprising the at least one device preventing
unauthorized communication between the computer system and the one or more untrusted

network destinations.

45.  (New) The method of claim 38, further comprising;

implementing a first policy for the host-based firewall when the computer system is
connected to the network, the first policy for the host-based firewall permitting one or more
communications between the host system of the computer system and one or more resources on
the network; and

implementing a second policy for the host-based firewall when the computer system is
connected to another network, the second policy for the host-based firewall blocking
communications egressing from the host system of the computer system but allowing

communications egressing from the virtual system.
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46.  (New) The method of claim 38, further comprising running one or more applications or
processes in the virtual system that are configured to communicate with the one or more

untrusted network destinations.

47. (New) The method of claim 38, further comprising running one or more applications or
processes in the host system that are configured to communicate with one or more devices on the

network.
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WHAT IS CLAIMED IS:

A networked computer system comprising:

a local network configured to carry electronic communication signals between computers

connected therewith; and
a connection on the local area network communicating with the Internet; and

a plurality of computer stations each connected with the local network so as to communicate

thereacross;

each computer station operating as a host system according to stored data corresponding to an
operating system and one or more program applicaiions, said host system communicating
over the local network but being restricted against communication with any destination
resource, except with predetermined destination resources that have been identified as safe to

access;

each computer station also supporting operation of a respective virtual computer system
thereon, said virtual computer system communicating via a virtual conduit connection over
the local area network with the connection to the Internet, but wherein the virtual computer

system is isolated against any other cominunication over the local area network;

each computer station being isolated against any communication of data to or from the
respective virtual computer system operating thereon, except for a liniited set of iypes of

permitted data transfers.

The networked computer system of claim 1. wherein the connection communicating with the

Intermet includes for each computer station a respective virtual private network termination
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device that gives the virtual computer svstem an IP address on the Internet that indicates it to

be a single computer system having fewer resources than the corresponding computer station.

The networked computer system of claim 2, wherein a firewall is interposed between the
Internet and the virtual private network termination device and the local area network, and
said firewall blocks communications with the Internet via the LAN, but does not interfere

with communications between the virtual private network termination device and the Internet.

The networked computer system of claim 1, whereimnthe computer station is a computer work

station or a laptop computer.

The networked computer system of claim 1, wherein the host system is blocked against
communicaiing with any site over the Internet except for sites defined by predetermined

whitelist data identifying trusted sites on the Internet.

The networked computer system of claim 1, wherein the host system is at least partially
blocked against communicating via specified ports of said computer station by a firewall
between the host system and the local network, or a firewall between the local network and

the Iniernet.

The networked computer system of claim 1, wherein the host system is blocked against
communicating via ports 80 or 443 with any destination resource except for destination
resources defined by predetermined whitelist data identifying trusted destination resources on

the Internet.

The networked computer system of claim 1, wherein the virtual computer system is defined
by a hypervisor program running on the computer station that isolates the virtual computer

system from the host computer system.
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15 12.
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The networked computer system of claim 1, wherein the user of the computer station
activates the virtual computer system by starting an intemet browser program that runs in the

virtual computer system.

The networked computer system of claim 1, wherein the computer station stores data defining
a pristine version of the virtual computer system, and ihe user of the computer station can
interface therewith and instruct the computer station to restore the virtual computer system to

the pristine version.

The networked computer system of claim 1, wherein the set of permitted data transactions is

aset of one or more elements selected from the group consisting of

a. cutting or copying text displayed on the display;

b. pasting text that has been cut or copied from the display;

c. receiving a request to print a file on a local printer; and

d. transferring files between a data area associated with the host and a data area

associated with the virtual computer system.

A method of safely browsing the internet, said method comprising:

providing a host computer system operating according to a stored operating system and one
or more stored program applications, and having operating thereon a firewalled virtual
computer system with which the host computer system has restricted communication of data;

and

accessing tiie Iniernet using a first browser program running on the virtual computer system.

3. The method of claim 12, wherein said host computer system is firewalled against access via

predetermined ports of the host computer system to any sites on the Internet, except for
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15.
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predetermined trusted sites identified in whitelist data siored so as to be accessible to the host

computer system, said method further comprising

determining possible infection of the host computer system responsive to a deiection of the
host computer system accessing one or more of said predetermined ports. The method of
claim 12, wherein the virtual computer system is created by a hypervisor program stored as

data accessible to and running on the host computer system, said method further comprising:

storing an original version of data defining the virtual computer system and software running

thereon; and

restoring the virtual computer system to said original version thereof responsive to input

instruction from a hurnan user or periodically.

The method of claim 12, wherein the communication of data between the host and virtual
computer systems is restricted so as to be litnited to transfers of data selected from the group

consisting of

a. cutting or copying text displayed on a display connected with the host computer

system;
b. pasting text that has been cut or copied from the display;

c. receiving a request to print a file on a local printer connected with the host computer

system; and

d. transferring files between a data area associated with the host computer system and a

data area associated with the virtual computer system.
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16.

17.

18.

19.

The method of claim 12, wherein said accessing of the Iniemet is via a virtual conduit
through a local area network between the virtual computer system and a VPN termination

point linked to the Internet.

The method of claim 12, wherein the host computer system is connected with a display
device viewable by a human user thereof, said method further comprising displaying images

derived trom the Internet by the first browser program on said display device.

The method of claim 17, wherein a second browser program runs on the host computer
system and receives input from the user thereof directing the second browser program to

access sites in the local network or on the Iniernet, said method further comprising:

determining, responsive to a directive of the user to access a specified site, whether or not the
site is one of a predeterinined set of whitelisted sites detined by data accessible to the second

browser program; and

responsive to said determination, accessing the specitied site with the first browser program
running on the virtual computer system if the site is not one of said set of whitelisted sites, or
accessing the specified site with the second browser program running on the host computer

system if the site is one of said set of whitelisted sites; and
displaying the data obtained to the user using the browser program used.
A computerized work station comprising:

a computer operatively connected with one or more user-accessible data entry devices, a
display device viewable by the user, and computer-accessible data storage providing for the
computer an operating system and one or more applications programs that run on said

operating system, and supporting a virtual computer system operating on the computer;
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20.

21.

22,

23.

24.

said computer being able 1o access the Internet using a browser program running on the
virtual computer system such that the browser displays information obtained from the

Internet on the display; and

wherein data transfers to and from the viriual computer system are limited to a set of types of
transfers that limit the possibility of malicious data trom the Intemet moving from the virtual

computer system to another portion of the computer system.

The computerized work station according to claim 19, wherein the workstation is a laptop

computer.

The computerized work station according to claim 19, wherein, apart from access via the
browser of the virtual computer system, access of the computer to any sites on the Internet

except for sites identified by a predetermined set of trusted sites is blocked by a firewall.

The computerized work station according io claim 19, wherein any communications via ports
80 and 443 of the computer are blocked, except for communications with sites that are

identified by a predetermined set of trusted sites in stored whitelist data.

The computerized work station according to claim 19, wherein the virtual computer system is

operated as a virtual machine of a hypervisor machine.

The computerized work station according to claim 19, wherein the computer accesses the
internet via a virtual conduit through a local area network leading to a VPN terrnination point

linked to the Internet.

. The computerized work station according to claim 19, wherein the data transfers are limited

to cut instructions, copy instructions, paste instructions, print requests and file transfer

instructions initiated by a user accessing the computer manually.
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26. A computer system for browsing the Internet while connected with a local area network, said

computer system comprising:

a computer having a computer-accessible data storage, an input device connected therewith

and a display viewable by a user of the computer;

said computer having stored thereon software causing the computer to operate as a host
compuier system executing application programs and accessing other computerized devices
on the local area network, and as a virtual guest computer system operating independently of
the host computer system, said host and guest computer systems being able to communicate

therebetween only according to a predetermined set of limited interaction processes;

said host system having access to the Internet wholly or partially blocked, such thai the host

system can only communicate with sites that are identified in stored whitelist data;

said virtual guest computer system having access blocked to the host computer system and to

the local area network, and

said virtual guest computer system accessing the Internet through the local area network via a

virtual conduit to an Intemet connection point linked to the local area network.

27. The computer system of claim 26, wherein access of the host system to the Intemet is

blocked by a firewall that prevents access to all Internet siies except predetermined trusted sites,
and that disables communications over ports 80 and 443, and data iransfer between the host and
guest computer systems is limited to cutting text. copying text, pasting text, transmitting files to
be printed at a printed locally aitached to the compuier system, and manual transfer of files into

and out of a virtual storage area of the guest computer system.
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DOCKET NO.: LCOM_ISO US02 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 TECHNOLOGIES, INC.

For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Commussioner for Patents
P.O. Box 1450
Alexandria, VA 22313-1450

AUTHORIZATION TO TREAT A REPLY AS
INCORPORATING AN EXTENSION OF TIME UNDER C.F.R. § 1.136(a)(3)

Sir/Madame:

The Commissioner is hereby requested to grant an extension of time for the appropriate length of time,

should one be necessary, in connection with this filing or any further filing submitted to the U.S. Patent
and Trademark Office in the above-identified application during the pendency of this application. The

Commissioner is further authorized to charge any fees related to any such extension of time to Deposit

Account No. 50-5519.

Date: March 2, 2018 /Joseph R. Klinicki/

Name: Joseph R. Klinicki
Registration No.: 68,505

Page 1 of 1
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DOCKET NO.: LCOM _ISO USe2 PATENT
Application No.: Not Yet Assigned
Preliminary Amendment - First Action Not Yet Received

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: Confirmation No.: Not Yet Assigned

L3 TECHNOLOGIES, INC.

Application No.: Not Yet Assigned Group Art Unit: Not Yet Assigned

Filing Date: Herewith Examiner: Not Yet Assigned

For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY
THREATS

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
PRELIMINARY AMENDMENT PURSUANT TO 37 CFR § 1.115
Preliminary to examination of the above-captioned patent application, please amend the
application as follows:
Amendments to the Specification begin on page 2 of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins on page
3 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an attached
replacement sheet.

Remarks begin on page 8 of this paper.

XX O XX

The Commissioner is hereby authorized to charge any fee deficiency, charge any additional
fees, or credit any overpayment of fees, associated with this application in connection with
this filing, or any future filing, submitted to the U.S. Patent and Trademark Office during
the pendency of this application, to Deposit Account No. 50-5519.

Page 1 of 8
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PTO/AIAT4 (11-15)

Approved for use through 04/30/2017. ONB 06 932

U.3. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Actof 1995, no persons are required to respond to a collection of information uniess it contains a valid OMB conirol number.

) . Attorney Docket Number | LCOM_ISO_US02
Application Data Sheet 37 CFR 1.76

Application Number

Title of invention INTERNET iSCLATION FOR AVOIDING INTERNET SECURITY THREATS

The application data sheet is part of the provisional or nonprovisional application for which it is being submitted, The following form contains the
biblisgraptic data arranged in a format specified by the United States Patent and Trademark Office as outlined in 37 CFR 1.78

This document may be completed electronically and submitted to the Office in electionic format using the Electronic Filing System (EFS) or the
document may be printed and included in 3 paper filed application.

Secrecy Order 37 CFR 5.2:

] Poriions or all of ihe application associalad with this Application Data Sheet may fall under a Secrecy Order pursuant to
-~ 37 CFR 5.2 (Paper filers only. Applications that fail under Secrecy Order may not be filed electronicaily.)

Inventor information:

inventor 1%

Legal Name

Prefix| Given Name Middie Name Family Name Suffix
Robert B. Hoy

Residence Information (Select One} (& US Residency (& Non US Residency () Active US Miiitary Service

City | Sewell State/Province | NJ ECountry of Residencé | US

Mailing Address of Inventor:

Address 1 600 Third Avenue

Address 2

City New York State/Province NY

Postal Code 10016 | Countryi us

inventor 2

iegal Mame

Prefix| Given Name Middie Name Family Name Suffix
Mark Fenkner

Residence Information {Select One} (® USResidency (O Non US Residency () Active US Miiitary Service

City | Marlion | State/Province | N.J Country of Residencd | US

Mailing Address of Inventor:

Address 1 800 Third Avenue

Address 2

City New York State/Province NY

Postal Code 10816 | Country us

inventor 3

Legal Name

Prefix| Given Mame Middie Name Family Name Suffix
Sean W Farren

Residence Information (Select One) (&) US Residency () Non US Residency () Active US Miiitary Service

EFS Web 2.2.12

Ex.1002
CISCO SYSTEMS, INC. / Page 38 of 517



PTO/AIA4 (11-15)

Approved for use through 04/39/2017. OMB 0851-0832

U.3. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Uncder the Paperwork Reduction Act of 1995, no persons are required te respond to a collection of information uniess it contains a valid OMB control number.

Attorney Docket Number | LCOM_ISO_US02

Application Data Sheet 37 CFR 1.76

Appiication Number

Titie of Invention INTERNET ISCLATION FOR AVOIDING INTERNET SECURITY THREATS

City | Newburyport StatefProvince | MA | Country of Residencd éus

Mailing Addrass of inventor:

Address 1 800 Third Avenue

Address 2

City New York StatefProvince [ NY
Postal Code | 10018 | Countryi us

All inventors Must Be Listed - Additional Inventor information blocks may be
generated within this form by selecting the Add button.

Correspondence Information:

Enter either Customer Number or complete the Correspondance Information section below.
For further information see 37 CFR 1.33{a).

[[] An Address is baing providad for the corrsspondance information of this application.

Customer Number 15027
Email Addrass

Application Information:

Title of the invention INTERNET ISOLATION FOR AVOIRING INTERNET SECURITY THREATS

Attorney Bockst Number| LCOM_ISO_US02 Small Entity Status Claimed [ ]

Application Type Nonprovisiornal

Subject Matter Utility

Total Number of Drawing Sheets {if any) 2 Suggested Figure for Publication {if any)} | 1

Filing By Reference:

OGnly complete this section when filing an appiication by reference under 35 U.S.C. 111{c) and 37 CFR 1.57(a). Do not complete this section if
application papers including a specification and any drawingsare being filed. Any domestic benefit or fareign priority information must be
provided in the appropriate section{s} below {i.e, "Domestic Benefit/MNational Stage information” and “Foreign Priority Information”).

For the purposes of a filing date under 37 CFR 1.53(b}, the description and any drawings of the present application are replaced by this
reference to the previously filed application, subject to conditions and requirermnents of 37 CFR 1.57{a).

i
Application number of the previously Filing date (YYYY-MM-DD) Intellectual Property Authority or Country
filed application

Publication Information:
[[] Request Early Fublication (Fee required at time of Request 37 CFR 1.219)

Request Not to Publish. 1 nereby request that the attached application not be published under

" 35 1L.8.C. 122(b} and certify that the invention disclosed in the attached application has not and will not be the
subject of an appilication filed in another country, or under a muitilateral international agreement, that requires
publication at eighteen months after filing.

EFS Web 2.2.12
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PTO/AIA/ 4 (11-15)

Approved for use through 04/30/2017. OMB 06818032
U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE
Uncier the Paperwork Reduction Act of 1995, no persons are required te respond to & coilection of information uniess it contains a valid OMB conirol number.

Application Data Sheet 37 CFR 1.76

Attorney Docket Number

LCOM_ISO_US02

Application Number

Title of Invention

INTERNET ISCLATION FOR AVOIDING INTERNET SECURITY THREATS

Representative information:

Representative information shouid be provided for all practitioners having a power of attorney in the application. Providing
this information in the Application Data Sheet does not constitute a power of attorney in the application (see 37 CFR 1.32).

Either enter Customer Number or complete the Representative Name section telow. [f hoth sections are completed the customer
Number will be used for the Representative information during processing.

Please Select One:

(® Customer Number

: (O Us Patent Practitioner | (O Limited Recognition {37 CFR 11.9)

Customer Number

15027

Domestic Benefit/National Stage Information:

This section allows for the applicant to either claim benefit under 35 UU.S.C. 118(e), 120, 121, 385(c), or 388(c) or indicate
National Stage entry from a PCT application. Providing benefit claim information in the Application Data Sheet constitutes
the specific reference reguired by 35 U.S.C. 119(e) or 12{3, and 37 CFR 1.78.
When referring to the current application, please leave the “Application Number” field blank.

Prior Application Status | Pending
Filing or 371(c) Date
Application Number Continuity Type Frior Application Number (YYYY-MM-DD)
Continuation of 13881896 2013-07-29

Prior Application Status | Pending g
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
13981896 a 371 of internationai PCT/US2012/023027 2012-01-27
Prior Application Status | Expired
Filing or 371(c) Date
Application Number Continuity Type Prior Application Number (YYYY-MM-DD)
PCT/US2012/023027 Claims benefit of provisional 81438932 2011-01-27
Additional Domestic Benefit/National Stage Data may be generated within this form
by selecting the Add bution.
Foreign Priority Information:
EFS Wep 2212
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PTO/AIA 4 (11-15)

Approved for use through 04/39/2017. OMB 0651-8032

U.S. Patent and Trademark Oifice; U.S. DEPARTMENT OF COMMERCE

Uncier the Paperwork Reduction Act of 1995, no persons are required e respond to & coilection of information uniess it contains a valid GMB control number.

Attorney Docket Number | LCOM_ISO_US02

Application Data Sheet 37 CFR 1.76

Application Number

Title of invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

This section allows for the applicant to claim priority to a foreign application. Providing this information in the application data sheet
constitutes the claim for priorily as reguired by 35 U.S.C. 118(b) and 37 CFR 1.55. When priority is claimed to a foreign application
that is eligibie for retrieval under the priority document exchange program (F-‘l’.‘:)()1 the information wiii be used by the Office to
automatically attempt retrievai pursuant to 37 CFR 1.55()(1) and (2). Under the P0X program, applicant tears the uitimate
responsipility for ensuring that a copy of the foreign application is received by the Office from the participating foreign intellectual
property office, or a certified copy of the foreign priority application is filed, within the time period specified in 37 CFR 1.55{g)(1).

Application Number Countfyi Filing Date {(YYYY-MM-DD) Access Code' (if applicable)

Additional Foreign Priority Data may be generated within this form by selecting the
Add button.

Statement under 37 CFR 1.55 or 1.78 for AlA {First inventor to File} Transition
Applications

This application {1) claims priority to or the benefit of an application filed before March 18, 2013 and (2) also

contains, or contained at any time, a claim to a claimed invention that has an effective filing date on or after March
[] 8, 2013.

NOTE: By providing this statement under 37 CFR 1.55 or 1.78, this application, with a filing date on or after March

16, 2013, will be examined under the first inventor to file provisions of the AlA.

=
[

N
[£s]

Wep 2.2.12
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PTO/AIA/T4 (11-15)

Approved for use through 04/39/2017. OMIB 0651-0032

U.8. Patent and Trademark Oifice; U.8. DEPARTMENT OF COMMERCE

Undder the Paperwork Reduction Act of 1995, no persons are required Lo respond to a coilection of information uniess it contains a valid <MB control number.

Attorney Docket Number | LCOM_ISO_USD2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Authorization or Opt-Out of Authorization to Permit Access:

When this Application Data Sheet is properly signed and filed with the application, applicant has provided written
authority to permit a participating foreign intellectual property (iP) office access to the instant application-as-filed (see
paragraph A in subsection 1 below) and the European Patent Office (EPO) access {0 any search resuits from the instant
application (see paragraph B in subsection 1 below).

Should applicant choose not to provide an authorization identified in subsection 1 below, applicant must opt-cut of the
authorization by checking the corresponding box A or B or both in subsection 2 below.

application. After the initial filing of an application, an Application Data Sheet cannot be used to provide or rescind
authorization for access by a foreign P office(s). instead, Form PTO/SBE/39 or PTO/SB/68 must be used as appropriate.

1. Authorization to Permit Access by a Foreign Intellectual Property Office(s)

A. Priority Bocument Exchange (PDX) - Unless box A in subsection 2 (opt-out of authorization) is checked, the
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO), the Jdaparn Patent Office
(JPO), the Korean Intellectual Property Office (KiPO}, the State inteflectual Property Office of the People’s Republic of
China (SIPOj}, the World intellectual Property Organization (WiPO), and any other foreign intellectual property office
participating with the USPTO in a bitateral or multilaterai priority document exchange agreement in which a foreign
application claiming priority to the instant patent application is filed, access to: (1} the instant patent application-as-filed
and its related bibliographic data, (2) any foreign or domestic application to which priority or benefit is claimed by the
instant application and its related bibliographic data, and (3} the date of filing of this Authorization. See 37 CFR 1.14(h}
(1.

B. Search Results from U.8. Application to EPO - Unless box B in subsection 2 (opt-out of authorization) is checked,
the undersigned hereby grants the USPTO autherity 1o provide the EPO access to the bibliographic data and search
results from the instant patent application when a European patent application claiming priority to the instant patent
application is filed. See 37 CFR 1.14(h)2).

The applicant is reminded that the EPO’s Rule 141(1) EPC (Eurcpean Patent Convention) requires applicants to submit a
copy of search resuits from the instant application without delay in a European patent application that clairms priority to
the instant application.

2. Opt-Out of Authorizations to Permit Access by a Foreign intellectual Property Office(s)

A. Applicant BOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant
[] application-as-filed. If this box is checked, the USPTO will not be providing a participating foreign iP office with
any documents and information identified in subsection 1A above.

B. Applicant DOES NOT authorize the USPTO to transmit to the EPO any search results from the instant patent
[7] appiication. If this box is checked, the USPTO will not be providing the EPO with search resuits from the instant
application.
NOTE: Ornce the application has published or is otherwise publicly available, the USPTO may provide access to the
apptication in accordance with 37 CFR 1.14.

EFS Wep 2.2.12
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PTO/AIA/T4 (11-15)

Approved for use through 04/39/2017. OMIB 0851.0032

U.8. Patent and Trademark Office; U.8. DEPARTMENT OF COMMERCE

Uncder the Paperwork Reduction Act of 1995, no persons are required Lo respond to a coilection of information uniess it contains a valid MB control number.

Attorney Docket Number | LCOM_ISO_USD2

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Applicant Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR
to have an assignment recorded by the Office.

Applicant 1

If the applicant is the inventor {or the remaining joint inventor or inventors under 37 CFR 1.45), this section should not be compieted.
The information to be provided in this section is the name and address of the iegal representative whao is the applicant under 37 CFR
1.43; or the name and address of the assignee, person to whom the inventor is under an ohligation to assign the invention, or person
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1.48. {i the apglicant is an
appiicant under 37 CFR 1.46 {assignee, person to whom the inventor is obligated to assign, or person who otherwise shows sufficient
proprietary interest) together with ane or more joint inventors, then the joint inventor or inventors who are also the applicant should be
identified in this section.

(® Assignee () Legai Representative under 35 U.S.C. 117 (O Joint inventor

(O Person to whom the inventor is obligated to assign. O Person who shows sufficient proprietary interest

if appiicant is the legal representative, indicate the authority 1o file the patent application, the inventor is:

Name of the Deceased or Legally incapacitated tnventor:

if the Applicant is an Organization check here. <

Organization Name | | 3 +ecuNOLOGIES, INC.

Mailing Address information For Applicant:

Addrzss 1 800 Third Avenue

Address 2

City New York State/Province NY
Coumnf | Us Postal Code 100186
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add bution.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.

EFS Web 2.2.12
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PTO/AIAM4 (11-15)

Approved for use through 04/39/2017. OMB 08510332

U.8. Patent and Trademark Oifice; U.S. DEPARTMENT OF COMMERCE

Uncier the Paperwork Reduction Act of 1995. no persons are required te respond to a collection of information uniess it contains a valid OMB control number.

. . Attorney Docket Number | LCOM_ISO_USO2
Application Data Sheet 37 CFR 1.76

Application Number

Title of invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Assignss 1

Complete this section if assignee information, inciuding non-applicant assignee information, is desired to be inciuded on the patent
appiication publication. An assignee-applicant identified in the "Applicant information” section wili appear on the patent application

publication as an appiicani. For an assignee-applicant, compiete this section only if ideniification as an assignee is also desired on the
paient application pubilication.

if the Assignee or Non-Applicant Assignee is an Organization check here.
Organization Name

L3 TECHNOLOGIES, INC.

Mailing Address information For Assignee including Non-Applicant Assignse:

Address 1 800 Third Avenue

Address 2

City : New York State/Province NY
Country Us Postal Code 10018

Phone Number

Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). Howevwaer, if this Application
Cata Sheet is submitted with the INFTIAL filing of the application and sithar box A or B is not checkad in

subsection 2 of the “Authorization or Opt-Cut of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14{c).

power of attorney (2.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.
See 37 CFR 1.4(d) for the manner of making signatures and cerfifications.

Signature |/Joseph R Klinicki/ Date (YYVYY-MM-DD)| 2018-03-02

First Name | Joseph R. fast Name EKiinicki

Registration Number | 68,505

Additional Signature may be generated within this form by selecting the Add button.

EFS Web 2.2.12
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Approved for use through 94/30/2017. OMB 065
U.S. Patent and Trademark Oifice; U.S. DEPARTMENT OF COMMERCE

Uncier the Paperwork Reduction Act of 1995. no persons are required e respond to a coilection of information uniess it contains a valid GMB conirol number.
. . Attorney Docket Number | LCOM_ISO_USO2
Application Data Sheet 37 CFR 1.76 —
Application Number

Titie of Invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to fiie (and hy the USPTO to process) an appiication. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes io compiete, including gathering, preparing, and submitiing the completed appiication data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, #.0. Box 1450, Alexandria, VA 22313-1450. DONOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, YA 223131450,

Web 2212
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Privacy Act Statement

e

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: {1) the general au th rity for the collection of this information
is 35 US.C. 2(b)(2); (2) furnishing of the information soficited is voluntary; and (3} the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to wrocess and/or examine your submission related to a patent application or patent. if you do not furnish the requested information, the US.
Patent and Trademark Office may not be able to process andfor examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

-

The information provided by you in this form will be subject to the following routine uses:

1 The information on this form will be treated wm.denfsali to the extent allowed under the Freedom of Information Act {511.5.C. 552} and the Privacy
Act{5US.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom o
information Act requires disclosure of these records.

]

Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settiement negotiations.

3 Avrecordin this system of records may be disciosed, as a routine use, to a Member of Congress submitting a request invoiving an individual, to whom
the record pertains, when the individual hasrequested ds,lsiancefron‘. the Member with respect to the subject matter of the record.

4. Arecord in this system ofrecords may be disclosed, as a routine use, to a contractor of the Agency having needior the information in order to perform
a contract. Recipients of information shali be reqmred to commly with the requirements of the Privacy Act of 1974, as amended, pursuant to 5115.C.
552Za(m).

5. Avrecord related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,

to the international Bureau of the World intellectual Property Orgar

ion, pursuant to the Patent CooperationTreaty.

6. Arecordin this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181}
and for review pursuant to the Atomic Energy Act {42 U.S.C. 218{(c)).

7. Arecordfrom this system of records m be disciosead, as a routine use, to the Ads nerat Services, or his/her designee, during an
inspection of records conducted by G aswartofthatagency's responsibility to recommend improvements in records management practices and
wrograms, under authority of 4411.5.C. 934 and 29045, Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant{i.e., GSA or Commerce) directive. Such disclosure shali not be used to make determinations about
individuals.

o

Arecordfrom this system of records may be disciosed, as a routine use, to the public after either publication of the appiication wursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 3511.5.C. 151. Further, arecord may be disciosed, subject to the limitations 4 as a routine use,
to the public if therecord was filed in an application which became abandoned or in which the proceedings were terminated and which application is
ections or anissued patent.

referenced by either a published application, an application open to publici

9. Arecordfrom this system of records may be disciosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTD becomes
aware of a violation or potential violation of law or regulation
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Electronic Acknowledgement Receipt

EFS ID: 31947060
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

15027

Filer:

Joseph R. Klinicki/Darleen Yacovone

Filer Authorized By:

Joseph R. Klinicki

Attorney Docket Number:

LCOM_ISO_UsS02

Receipt Date: 02-MAR-2018
Filing Date:
Time Stamp: 16:45:51

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type DA
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RAM confirmation Number
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Deposit Account
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Document i . File Size(Bytes)/ Multi Pages
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1 Application Data Sheet LCOM_ISO_USOjf_ADS_as_flIed no 9
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beael
Warnings:
Information:
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Specification 2 2
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76714
LCOM_ISO_US02_Communicat

5 Miscellaneous Incoming Letter ion_Pursuant_to_37CFR155h_a no
s_filed.pdf 933276310d80d2368da24b3bedea40a
4c7a7
Warnings:
Information:
1393535
LCOM_ISO_US02_Specification
6 ) yes
_as_filed.pdf
9a33e1c0490e49707be7d3bd2f1accab0c9
628c5

Multipart Description/PDF files in .zip description

Document Description Start End
Specification 1 20
Claims 21 27
Abstract 28 29
Warnings:
Information:
52622
Drawings-only black and white line LCOM_ISO_US02_Drawings_as
/ drawi filed.pdf no
rangS - le p 637eeSbd17d8cc3d403b0717acac02c9a3b|
Warnings:
Information:
36828
8 Fee Worksheet (SB06) fee-info.pdf no
£791391b733¢97a109d6bdf 7954 1fcal 7ffa6)
Warnings:
Information:
Total Files Size (in bytes): 2048011
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111,

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C.371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Doc Code: PA.. PTO/AIA/82A (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned

Filing Date Herewith

First Named Inventor Robert B. Hoy

Title INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Art Unit Not Yet Assigned

Examiner Name Not Yet Assigned

Attorney Docket Number |L.COM_ISO US02

SIGNATURE of Applicant or Patent Practitioner
Signature /Joseph R. Klinicki/ Pate (Optonad 1 201 8-03-02

Name Jospeh R. Klinicki Registration | 68,505

Number

Title (if Applicant is a
juristic entity)

Applicant Name (if Applicant is a juristic entity)

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

*Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Doc Code: PA..

iotion: PTO/AIA/828 (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

\ POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office connected therewlth for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above: [~ T T

OR 15027

l:l I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number

I:l The address associated with Customer Number:

OR
Firm or
Individual Name

Address

City [ state | Zip
| Country

Telephone

| Email [
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name: in the box):

L3 Technologies, Inc.

I:l Inventor or Joint Inventor (title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer’s title if applicant is a juristic entity)

|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).

Signature s = = | Date (Optional) | 7-29-/2
Name Donald L. Letizia
Title VP, Gonoval (CW ~l (S&

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

-Total of 1 forms are submitted.

Thls collection of infomaation is required by 37 CFR 1.131,1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 14560, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, cafl 1-800-PT0O-9199 and select option 2.
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DOCKET NO.: LCOM _ISO USe2 PATENT
Application No.: Not Yet Assigned

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

L3 TECHNOLOGIES, INC. Confirmation No.: Not Yet Assigned

Application No.: Not Yet Assigned Group Art Unit: Not Yet Assigned
Filing Date: Herewith Examiner: Not Yet Assigned
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY
THREATS
VIA EFS
Sir/Madam:

COMMUNICATION PURSUANT TO 37 CFR § 1.55(h)
STATEMENT OF SUBMISSION OF
CERTIFIED PRIORITY DOCUMENT IN PARENT PATENT APPLICATION

The present application for patent is a continuation of U.S. Patent Application No.
13/981,896, filed July 29, 2013, which is a National Stage Entry under 35 U.S.C. § 371 of Patent
Cooperation Treaty Application No. PCT/US2012/023027, filed January 27, 2012, which claims
priority from Application No. 61/436,932, filed January 27, 2011.

Applicant respectfully affirms that a certified copy of the priority document for Patent
Application No. 61/436,932 was electronically retrieved by the USPTO in the corresponding
parent patent application (U.S. Patent Application No. 13/981,896) on July 25, 2013 (and
acknowledged by the Examiner in the Non-Final Rejection mailed February 2, 2015).
Accordingly, Applicant has satisfied claim for priority in the present application for patent

pursuant to 37 CFR § 1.55(h).

Date: March 2, 2018 (oseph R Klinicki/
Joseph R. Klinicki
Registration No. 68,505

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5727
Facsimile: (215) 558-5676

Page 1 of 1
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DOCKET NO.: LCOM ISO_USe2 PATENT
Application No.: Not Yet Assigned
Preliminary Amendment - First Action Not Yet Received

REMARKS

Claims 28-47 will be pending in the application upon entry of the foregoing amendments.
No claims have been amended. Claims 1-27 have been canceled. Claims 28-47 have been
added. Support for the amendments can be found throughout the specification such as at pp. 10-
19 of the as-filed specification, for example.

The specification has been amended to update the related applications.

No new matter has been added.

Conclusion
Applicants respectfully request that the foregoing amendments be entered, and that the

present application be afforded substantive examination.

Date: March 2, 2018 Uoseph R Klinicki/
Joseph R. Klinicki
Registration No. 68,505

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676

Page 8 of 8
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Electronic Patent Application Fee Transmittal

Application Number:

Filing Date:

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Filer:

Joseph R. Klinicki/Darleen Yacovone

Attorney Docket Number:

LCOM_ISO_US02

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:l-;l'g(t :)I in
Basic Filing:
UTILITY APPLICATION FILING 1011 1 300 300
UTILITY SEARCH FEE 111 1 660 660
UTILITY EXAMINATION FEE 1311 1 760 760
Pages:
Claims:
Miscellaneous-Filing:
LATE FILING FEE FOR OATH OR DECLARATION 1051 1 160 160
Petition:
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Description

Fee Code

Quantity

Amount

Sub-Total in

UsD($)
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
Extension-of-Time:
Miscellaneous:
Total in USD ($) 1880
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PTO/SB/06 (09-11)
Approved for use through 1/31/2014. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

PATENT APPLICATION FEE DETERMINATION RECORD | Application or

Substitute for Form PTO-875 15/910,734 03/02/2018 | [ To be Mailed

Docket Number Filing Date

APPLICATION AS FILED - PART |

eNTITY:  [X] LARGE [] smALL [] MicrO

* If the entry in column 1 is less than the entry in column 2, write “0” in column 3.
** If the “Highest Number Previously Paid For” IN THIS SPACE is less than 20, enter “20”.
*** |f the “Highest Number Previously Paid For” IN THIS SPACE is less than 3, enter “3”.

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
p—
L Basc Fee N/A N/A N/A
(37 CFR 1.16(a) (b), or (c))
[ seARcH FEE N/A N/A N/A
(37 CFR 1.16(k) (i), or (m))
] exAMmINATION FEE
(37 CFR 1.16(0), (p), or (q)) N/A N/A N/A
TOTAL CLAIMS ) R
(37 CFR 1.16(1)) minus 20 = X $ =
INDEPENDENT CLAIMS ) R
(37 CFR 1.16()) minus 3 = X $ =
If the specification and drawings exceed 100 sheets
n of paper, the application size fee due is $310 ($155
éF;PéF'%ﬁwg:))S'ZE FEE for small entity) for each additional 50 sheets or
‘ fraction thereof. See 35 U.S.C. 41(a)(1 )(G) and 37
CFR 1.16(s).
p—
|:| MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
* If the difference in column 1 is less than zero, enter “0” in column 2. TOTAL
APPLICATION AS AMENDED - PART Il
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
— 03/02/2018 AFTER PREVIOUSLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
= Jotal 7 TR - 20 Minus | = 20 -0 x $100 - 0
z | ey -2 vinos | -3 -0 x_$460 - 0
<§t [ Application Size Fee (37 CFR 1.16(s))
D FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)
TOTAL ADD’L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REMAINING NUMBER
AFTER PREVIOUSLY PRESENT EXTRA RATE (%) ADDITIONAL FEE ($)
— AMENDMENT PAID FOR
Total (37 cFr . ; *x
5 1 16() Minus = X $ =
Independent . ;
g (27%F;;n1 1esn[n)) Minus = X $ =
p—
& | L Appication size Fee (37 GFR 1.16(s)
>
< |:| FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1.16(j)
TOTAL ADD’L FEE

The “Highest Number Previously Paid For” (Total or Independent) is the highest number found in the appropriate box in column 1.

LIE
SHERRY DAVIS

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,

preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the

individual case. Any comments on the amount of time you

require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DONOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT O-9199 and select option 2.
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ.Box 1450

Alexandria, Virginia 22313-1450

Www uspto.gov

APPLICATION FILING or GRP ART
NUMBER 371(c) DATE UNIT FIL FEE REC'D ATTY.DOCKET.NO [TOT CLAIMS JIND CLAIMS
15/910,734 03/02/2018 2447 1880 LCOM_ISO_US02 20 2
CONFIRMATION NO. 2365
15027 FILING RECEIPT
Condo Roccia Koptiw LLP
1800 JFK Boulevard AR EAR LA ME A AW
Suite 1700

Philadelphia, PA 19103
Date Mailed: 03/28/2018

Receipt is acknowledged of this non-provisional patent application. The application will be taken up for examination
in due course. Applicant will be notified as to the results of the examination. Any correspondence concerning the
application must include the following identification information: the U.S. APPLICATION NUMBER, FILING DATE,
NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection.
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Filing Receipt, please
submit a written request for a Filing Receipt Correction. Please provide a copy of this Filing Receipt with the
changes noted thereon. If you received a "Notice to File Missing Parts"” for this application, please submit
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply
to the Notice, the USPTO will generate another Filing Receipt incorporating the requested corrections

Inventor(s)

Raobert B. Hoy, Sewell, NJ;

Mark Fenkner, Marlton, NJ;

Sean W. Farren, Newburyport, MA;
Applicant(s)

L3 Technologies, Inc., New York, NY;
Assignment For Published Patent Application

L3 Technologies, Inc., New York, NY

Power of Attorney: The patent practitioners associated with Customer Number 15027

Domestic Priority data as claimed by applicant
This application is a CON of 13/981,896 07/29/2013 PAT 9942198
which is a 371 of PCT/US2012/023027 01/27/2012
which claims benefit of 61/436,932 01/27/2011

Foreign Applications for which priority is claimed (You may be eligible to benefit from the Patent Prosecution
Highway program at the USPTO. Please see http://www.uspto.qov for more information.) - None.

Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to
foreign priority. See 37 CFR 1.55 and 1.76.

Permission to Access Application via Priority Document Exchange: Yes

Permission to Access Search Results: Yes

page 1 of 4
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as
appropriate.

If Required, Foreign Filing License Granted: 03/28/2018

The country code and number of your priority application, to be used for filing abroad under the Paris Convention,
is US 15/910,734

Projected Publication Date: 07/05/2018
Non-Publication Request: No

Early Publication Request: No
Title

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS
Preliminary Class

709
Statement under 37 CFR 1.55 or 1.78 for AIA (First Inventor to File) Transition Applications: No

PROTECTING YOUR INVENTION OUTSIDE THE UNITED STATES

Since the rights granted by a U.S. patent extend only throughout the territory of the United States and have no
effect in a foreign country, an inventor who wishes patent protection in another country must apply for a patent
in a specific country or in regional patent offices. Applicants may wish to consider the filing of an international
application under the Patent Cooperation Treaty (PCT). An international (PCT) application generally has the same
effect as a regular national patent application in each PCT-member country. The PCT process simplifies the filing
of patent applications on the same invention in member countries, but does not result in a grant of "an international
patent” and does not eliminate the need of applicants to file additional documents and fees in countries where patent
protection is desired.

Almost every country has its own patent law, and a person desiring a patent in a particular country must make an
application for patent in that country in accordance with its particular laws. Since the laws of many countries differ
in various respects from the patent law of the United States, applicants are advised to seek guidance from specific
foreign countries to ensure that patent rights are not lost prematurely.

Applicants also are advised that in the case of inventions made in the United States, the Director of the USPTO must
issue a license before applicants can apply for a patent in a foreign country. The filing of a U.S. patent application
serves as a request for a foreign filing license. The application's filing receipt contains further information and
guidance as to the status of applicant's license for foreign filing.

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadlines for filing foreign
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9199, or it
can be viewed on the USPTO website at http://www.uspto.gov/web/offices/pac/doc/general/index.html.

For information on preventing theft of your intellectual property (patents, trademarks and copyrights), you may wish
to consult the U.S. Government website, http://www .stopfakes.gov. Part of a Department of Commerce initiative,

this website includes self-help "toolkits" giving innovators guidance on how to protect intellectual property in specific
page 2 of 4
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countries such as China, Korea and Mexico. For questions regarding patent enforcement issues, applicants may
call the U.S. Government hotline at 1-866-999-HALT (1-866-999-4258).

LICENSE FOR FOREIGN FILING UNDER
Title 35, United States Code, Section 184

Title 37, Code of Federal Regulations, 5.11 & 5.15
GRANTED

The applicant has been granted a license under 35 U.S.C. 184, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" followed by a date appears on this form. Such licenses are issued in all applications where
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as
set forth in 37 CFR 5.15. The scope and limitations of this license are set forth in 37 CFR 5.15(a) unless an earlier
license has been issued under 37 CFR 5.15(b). The license is subject to revocation upon written notification. The
date indicated is the effective date of the license, unless an earlier license of similar scope has been granted under
37 CFR 5.13 or 5.14.

This license is to be retained by the licensee and may be used at any time on or after the effective date thereof unless
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1.53(d). This
license is not retroactive.

The grant of a license does not in any way lessen the responsibility of a licensee for the security of the subject matter
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national
security or the export of technical data. Licensees should apprise themselves of current regulations especially with
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of
State (with respect to Arms, Munitions and Implements of War (22 CFR 121-128)); the Bureau of Industry and
Security, Department of Commerce (15 CFR parts 730-774); the Office of Foreign AssetsControl, Department of
Treasury (31 CFR Parts 500+) and the Department of Energy.

NOT GRANTED

No license under 35 U.S.C. 184 has been granted at this time, if the phrase "IF REQUIRED, FOREIGN FILING
LICENSE GRANTED" DOES NOT appear on this form. Applicant may still petition for a license under 37 CFR 5.12,
if a license is desired before the expiration of 6 months from the filing date of the application. If 6 months has lapsed
from the filing date of this application and the licensee has not received any indication of a secrecy order under 35
U.S.C. 181, the licensee may foreign file the application pursuant to 37 CFR 5.15(b).

SelectUSA

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location for
business investment, innovation, and commercialization of new technologies. The U.S. offers tremendous resources
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to
promote and facilitate business investment. SelectUSA provides information assistance to the international investor
community; serves as an ombudsman for existing and potential investors; advocates on behalf of U.S. cities, states,
and regions competing for global investment; and counsels U.S. economic development organizations on investment
attraction best practices. To learn more about why the United States is the best country in the world to develop

page 3 of 4
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technology, manufacture products, deliver services, and grow your business, visit http:/www.SelectUSA.qov or call
+1-202-482-6800.

page 4 of 4
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(54) CUCTEMA BE30QITACHOCTU BUPTVYAJIM30BAHHON KOMITBIOTEPHON CUCTEMBI

(57) Pedepar:

M3o0perenue OTHOCHUTCS K o0.JracTi
0€3001aCHOCTH KOMIIBIOTEPHBIX CHCIEM, d MMEHHO
K cucreMaMm O€30ITaCHOCTH BHPTYAIM30BAHHbBIX
KOMITBIOTEPHBIX Texnmueckum
pe3ylibTaToM SIBIISICTCS BbICOKAsl
IIPOM3BOHTEILHOCTE M yYMEHBIIEHHE BpPEMEHH
OTKJIHKA. Cucrema 0€e30I1aCHOCTH
BHPTYQJIH30BAHHOH  KOMIIBIOTEPHOM  CHCTEMBI

CUCTEM.

Crp.. 1

COZAEPKUT allNapaTHYIO0 YacThb, CBA3AHHYIO C, 110
MEHBIIEH Mepe, OJHOH BHUPTYAJILHOH MAIIMHON
4epes MOHHTOP BUPTYA1bHONH MAIIMHBL, KOTOPbIA
COACOKUT  MOAYy:.Ib  YIPABJICHHA  IIOJHTHKAMH
0€30IacHOCTH, COEIUHENNBIA ¢  II0ACHCTEMOI
0e30I1aCHOCTH, colepKallel coeIMHEHHbIe MeXK1y
co0oif HaCTPOEUHBIH MOYJIb H, IT0 MEHBIIeH Mepe,
0e30ITaCHOCTH,  COE/IHHEHHBIH ¢
BHPTYAJIBHON MAIIHHOM. 3 HIL

OJIHH  MOJIyJIhL
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(54) SECURITY SYSTEM FOR VIRTUAL COMPUTER SYTEM

(57) Abstract:

FIELD: information technology.

SUBSTANCE: security system for a virtual
computer system having a hardware part connected to
at least one virtual machine through a virtual
machine monitor which has a sccurity policy control
module, connected to a security subsystem having
connected adjustment module and at least one
security module connected to the virtual machine.

EFFECT: high efficiency and short response time.

3 dwg

Ctp.. 3

2 ‘ Bupryannrast Bupryansuas BupryamsHas
‘ Mauma 1 Maimna 2 matmta N
{
3 \
MoHNTOP BUPTYAITHHO} MALIKHBE
4 5
\ 4

\ TleacHcTeMa OesomacHoCM

MO}I)’M YNpaB.1CHHA TIO/IHTHKAMIT
6csonacrocTH

Annapatas 4&CTh cueTembl ([TPOLIECCOP, NAMS [6, XKECIKAH AMCK 1 'L 1) ]
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M300peTeHe OTHOCUTES K 00J1acTH 0€3011aCHOCTH KOMIThIOTEPHBIX CUCTEM, 2 UMEHHO K
cUCcTeMaM Oe30I1aCHOCTH BUPTYAIM30BAHHBIX KOMITBIOTEPHBIX CUCTEM, U MOKET
[IPUMEHSATHCS B KOMIIBIOTEPHBIX YCTPOUCTBAX Pa3JIUYHOrO TUIIA C PA3HBIMHU
APXUTEKTYPHBIMU U OTNIEPAIIMOHHBIMU CUCTEMAMHU, KOTOPbIE [TOJASPKUBAIOT BO3MOKHOCTU
BUPTYaTH3aIMH.

TTonxon k BO3BMOAKHOCTSIM BUPTYIH3AIUH, CBSI3AHHBIA ¢ MOHUTOPOM BUPTYaJTbHON
MaiuHbl (VMM - virtual machine monitor), pakTHYecKu SBJISETCS TUMUUHBIM yTEM IS
CO3JaHUS HECKOIBKUX BUPTYAJIBHBIX MalllMH HA €UHON peasibHOM alimapaTHON 1u1aThopMe.
MOHUTOP BUPTyaJbHON MAIIMHBI - 3TO KOMIIBIOTEPHAS IPOrpaMMa, KoTopas
OCYILECTBJISIET LIOJIHBIN UJIM YACTUYHBII KOHTPOJIb PECYPCOB PEAJIbHON KOMIIBIOTEPHOMH
cuctembl. OHa 1Tpe1OCTABJISIET U30JMPOBAHHOE OKPYIKEHHUE IIYTEM BUPTYAIU3AIMU JAHHbBIX
armnapaTHbIX PecypcoB. BUpTya/IM30BaHHOE OKPYKEHUE HA3bIBACTCS BUPTYAJTbHOMN
MannHo# (VM - virtual machine). BupTyajibHast MariimHa MOKeT 0OpamaThes K
BUpPTYyalibHbIM pecypcaM. ITonbITkH 0OpallleHUs BUPTYaabHbIX MAIIIMH K BUPTYaJIbHBIM
pecypcaM KOHTPOJIMPYIOTCS 1TOACUCTeMOMR Oe3o1tacHocTU. [1pu 3TOM, € TOUKH 3peHus
MOJCUCTEMBI OE301TACHOCTH, BUPTYaJIbHAS MallliHA ABISETCS CYOBEKTOM OITepalin
0o0palLeHHs, a pecype, K KOTOpoMy oHa oOpainaetcs, 00bekToM. IToacucTteMa 6e3011aCHOCTH
COAEPKUT HECKOJIBKO (OOMH WM 00JIee) pa3)IMUHbBIX 3JIEMEHTOB, HA3bIBAEMBIX MOIYJISIMU
Oe3omacHocTH. Korma MOHUTOp BUPTYaJIBHOMN MallIMHBI OPTaHU30BBIBAET JOCTYIT K
pecypcaM CUCTEMbI, MOYJIH O€3011aCHOCTH TIPUHUMAIOT pellIeHHe O JOCTYTe CYOBEKTOB K
00BEKTaM Ha OCHOBE 3aTPY>KEHHOH OJUTHKHU Oe3oriacHocTU. Tloacuctema Ge3011acHOCTH
1101y 4a€T 3TU PEILICHUSI B OIIPEACIICHHOM MOCIEA0BATEIbHOCTH U IIPUHUMAET HA UX OCHOBE
OKOHYATEJIbHOE pellleHHe. B cyliecTByIOmMuUX CUCTEMaxX BUPTYAJIU3aIUU
MOC/IeI0BATEIBHOCTD OIIpOca MOAYJIel Oe30I1aCHOCTH KECTKO 3aKOAUPOBaHA. ACNEKT
IPOU3BOAUTEIBHOCTH HE YUUTHIBACTCS WJIM OHA OMPEACIISIETCS SMITUPUUECKH 11PH
ONpene/ieHUH JaHHOM 110C)IeA0BaTEIbHOCTH. T10CKOJIBKY pellieHHs MOTYT NPUHUMAThCS
O4YEHb YACTO U TIOCJIEIOBATEIBHOCTh OTIPOca MO1yJieit 0e3011aCHOCTH MOKET ObITh
HEOIITUMAJIbHOM, TO 3TO MOXET MPUBECTH K 3HAYUTEABHOMY YXYIUIEHUIO XaPAKTEPUCTUK
CHUCTEMBI: YMEHBIIIEHHUIO OOIIEH MPOU3BOANUTEIBHOCTH U BPEMEHU OTKIIMKA.

M3BecTHa cucTema BupTyamsaiuu Xen ¢ sHype noacucteMoii 6e3onacHocT,
paspaboTaHHoit pupmoit IBM (cM. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez,
R.Perez, S.Berger, J.L Griffin, L. van Doorn: Building a MAC-based Security Architecture for
the Xen Opensource Hypervisor [1] u Research Report RC23511: R.Sailer, E.Valdez, T.Jaeger,
R.Perez, L. van Doorn, J.L.Griffin, S.Berger: sHype: Secure Hypervisor Approach to Trusted
Virtualized Systems [2]). ApxurekTypa sHype (bupmbi IBM) nioaaepkuBaeT peaau3anuio
pa3auuHbBIX MoayJieit Oe3onacHocTu (Chinese Wall, Biba, Bell-LaPadula u T.1.).

HawuGoJree 613Kk 0i K 3asBIIECHHOMY U300PETEHHUIO ABIIIETCS CHCTeMa 0e3011aCHOCTH
BUPTYAITU30BAHHON KOMIIBIOTEPHOH CUCTEMBI, onicaHHas B riateHTe EP 2037657 [3],
codepiKallas annapaTHyio YacTh, CBSI3AaHHYIO, 1O MEHBILIEN, C OTHOM BUPTYaJIbHOMI
MAIIIMHOM YePe3 MOHUTOP BUPTYATbHON MAaIlIMHbI, PU 3TOM BUPTYaJIbHAST MAILIMHA
BBIIIOJIHEHA C BO3MOXHOCTbIO HAIIpABJIEHUS 3alIpoca AOCTyNa B MOHUTOP BUPTYaJIbHON
MAaIIIMHbI, BBINIOJTHEHHBIN ¢ BOZMOXHOCTBIO 00pabOTKM 3ampoca AocTyna. JaHHast cucTeMa
BbIOpAaHA B KAUECTBE IIPOTOTUIIA 3AABJIEHHOTO H300PETEHMUSL.

O1McaHHas BbIIIIE aPXUTEKTYpa CUCTEM aHAJIOra U NPOTOTHUIIA NPEAMNOJIATraET, YTO
110CI€0BATEbHOCTD IIOJIYYEHUS PEIICHUH OT Moayjelt 6e3011aCHOCTH OCHOBAHA Ha
TpebyeMolt 6€3011aCHOCTH U JKECTKO 3aKOIUPOBAHA. ACTIEKT NMPOU3BOIUTELHOCTH He
YUUTBIBAECTCS UM OHA OMPEACISIECTCS IMITUPUUECKH, YTO MOKET HE COOTBETCTBOBATH
pearbHOMY cocTosTHU0. B ccTeMax ¢ Takol apXuTeKTYpOil MOXET TTPOU3OMTH yXy AlIEHHE

Crp.: 4
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00111e#f IPOU3BOIUTEIILHOCTH CUCTEMBI U BPEMEHH OTKJIMKA CUCTEMbI, OCOOEHHO €Cin
UCIIOJIBb3YETCS] HECKOJIBKO CJIOKHBIX MoayJielt 6e3o11acHocTU. Kpome Toro, 1aHHas
apXUTEKTypa He 00ecTieunBaeT PyHKUMOHAJIBHOCTH IS pETUCTPALUU COOBITHIA,
ITPOUCXOIAIIMX B CUCTEME O€30TTaCHOCTH.

3agaueit 3aIBIEHHOTO U300PETEHUST SIBITSIETCA CO3TaHHE CUCTEMbI OE30TTaCHOCTH
BUPTYaTM30BAHHON KOMM bIOTEPHOI CUCTEMBI C YBEJIMUEHHOH MTPOU3BOIUTEIILHOCTBIO U
YMEHBLUIEHHbIM BPEMEHEM OTKJIHKA.

ITocTaBiieHHas 3agayva pelieHa 3a c4eT GOPMHPOBAHUS OTITUMH3HPOBAHHON
MOCJIEAOBATEJIBHOCTH OTIpOca MOAYJIel O€30TIaCHOCTH U OTIpOca MOAYJIeH B TaHHOI
110CJIeI0BATEIbHOCTH, IIPU 3TOM OITPOC BCeX MOAYJIeH He TpedyeTcs, eciu 110ciie oI1poca
HEKOTOPBIX MOAYJIEH 110J1y eHHOM HHDOPMALUN TOCTATOUHO AJIST ITPUHSITUS PELLEHUSL.
Kpome Toro, B 11oacucteMy 0€3011aCHOCTH 100aBJ/IeHA BO3MOKHOCTb PETUCTpALMH
ITPOUCXOISTIIMX B Helt cOObITHI. DYHKIMU PErUCTpalii COOBITHIT 00JIETYatoT
aJIMUHUCTPUPOBAHHE TIOACHCTEMbI OE30I1TaCHOCTH.

TexHUueCKHii Pe3yJIbTaT JOCTUraeTCs 0J1aroaapst CO34aHUIO CUCTEMbI OE€30TIACHOCTH
BUPTYASTU30BAHHOI KOMITBIOTEPHOI CUCTEMBIL, COAepIKaLIel annmapaTHYIO YacTh, CBI3aHHYIO
C, IO MEHbIIIEN MEPE, OJHON BUPTYATbHON MAILUUHON 4epPe3 MOHUTOP BUPTYAJIbHOM
MAIIIUHBI, KOTOPbIH COAEPKUT MOAYJIb YIIpABJIEHUS TTOJIUTUKAMU Oe30TTIaCHOCTH,
COEIMHEHHBIH € TIOACUCTEMOI 6E30ITACHOCTH, COAEPIKalllel CoeIMHEHHbIE MEX Y OO0
HACTPOCUHBII MOYJIb U, 110 MeHbIIIeH Mepe, OAWH MOTYJIb Oe30TIaCHOCTH, COETUHEHHBIH C
BUPTYAJIbHOM MAIIIMHOM, ITPUUEM BUPTYaJIbHASI MAIIIMHA BbIIIOJIHEHA C BO3MOYXXHOCTbIO
HaIlpaBJIEHUS 3aITpoca JOCTYI1a B MOHUTOP BUPTYaAJIbHOH MAIIIMHbI, BBIIIOJTHEHHBIH C
BO3MOYHOCTbIO 0OPaOOTKH 3al1poca JOCTyIa, Py 3TOM HOICUCTEMa Oe3011aCHOCTH
BBINIOJTHEHA C BO3MOYKHOCTBIO OTIpOca MOAYJieH Oe3011aCHOCTH, TIOJIyUYEeHHUS OT HUX PELICHUIH
0 AOTTYCKE H C BO3MOHOCTBIO ITPUHSITUS HA OCHOBE I10JIYUYEHHBIX PELIEHUI O AOIYCKE
OKOHYATEJIbHOTO PELICHUS O AOIYCKE, 4 HACTPOEUHbII MOAYJIb BBITIOJIHEH C BO3MOXKHOCTBIO
peayu3zauuu GyHKUMHA HACTPOUKU cOOpa MHGOPMALUU O KOJUYECTBE ONMPOCOB KakKI0TO
MoayJis O€30TTACHOCTH U BPEMEHH, H3PACXOA0BAHHOM Ha KaKIBIH U3 OTIPOCOB, U C
BO3MOXHOCTBIO OITPEAS/IEHUSI HA OCHOBE COOpaHHON HH(pOpMAIKU OTITUMAJTBHOM
MOCJIEA0OBATEJIBHOCTH OITpOca MOAYJIel Oe30T1aCHOCTH, TIPU KOTOPOii 4YaCTO BbI3bIBAEMbIE
MOJYJIM U MOAYJIM, HA KOTOPbIE TPATUTCS MAJIO BPEMEHH, BbI3bIBAIOT B UHUCJIE TIEPBBIX.

JLJ1s JTyd1Iero 1MoHUMAaHHUS 3asBJICHHOTO H300peTeHUs TaJiee TIPUBOIUTCS €ro 110 poOHOe
OIIMCAHHE C COOTBETCTBYIOIIMMH YEPTEKAMHU.

@ur.1. O011ast cxeMa CUCTEMbI O€3011aCHOCTH BUPTYaIM30BaAHHON KOMITBIOTEPHOMN
CHCTEMbI COTJIACHO H300PETEHHUIO.

®ur.2. [ToapobHas cxeMa CHCTEMbI O€301TACHOCTH BUPTYAJU30BAHHON KOMITBIOTEPHOMH
CHCTEMbBI COTJIACHO U300PETEHMUIO.

@ur.3. Anroput™ paboThl CHCTEMbI O€30TTACHOCTH BUPTYAJIM30BAHHON KOMITLIOTEPHOI
CUCTEMbI COTJIACHO H300PETEHHIO.

PacemoTpuM nipuHIUI GyHKUHOHUPOBAHUS 3aIBJIEHHOTO H300pEeTeHUS. 3asiBJICHHAS
cucTeMa 0e30TIaCHOCTH BUPTYaJTM30BAHHON KOMITBIOTEpHOM cHcTeMbI (DU, 1-3) coaepKuT
anrapaTHyo 4acTh 1, CBI3aHHYIO C, II0 MEHBIIIEH Mepe, OAHON BUPTYAJIbHON MAIIIMHOM 2
Yepe3 MOHUTOP 3 BUPTYaAJIbHOM MAalllMHbI, KOTOPBIA COAEP>KUT MOAYJIb 4 YITpaBJICHUS
MOJIMTHKAMH 0€3011aCHOCTH, COSAUHEHHBIH C TIOJICHCTEMON 5 O€3011aCHOCTH, CoAepIKalllei
COEeIMHEHHBIE MEXAY COOOM HAaCTPOSUHBIH MOAYJIb 6 H, 110 MEHBIIIEH Mepe, OOHH MOAYJIb 7
0e301TaCHOCTH, COEAMHEHHBIH ¢ BUPTYaJIbHOM MallimHo 2. HacTpoeunslit moay.is 6
o0ectieunBaeT GYHKIUH HACTPOHKH H PETHCTpalud coObITUI. DYHKIUU 00OOUX THIIOB MOTYT
ObITh HE3aBUCUMO AKTUBUPOBAHBI WIH J€AKTUBUPOBAHBI MOTYJIEM 4 yIIPaBJICHUS

Ctp.: 5
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MOJIMTUKAMH OezonacHOCTH. DyHKIMH HACTPOHKH UMEIOT HECKOJIBKO PENCUMOB.

BeIkmioueH - moacucteMa S 6e30MacHOCTH padoTaeT B OOBIYHOM peXUME (KaK €ciiv Obl B
CHCTEME He CYLLECTBOBAJIO BYHKIUI HACTPOIKH).

BxittoueH - moacuctema 5 0€30MacHOCTU TIOCTOSTHHO BbIIIOJIHAET CAMOHACTPOHKY
(OTIMCaHHYIO HUKE B 3TOM paszelie).

ABTOMATHYECKHUI PEXUM - H3HAYAITBHO BKJIIOUEHA CAMOHACTPOMKA MOJACUCTEMBI 5.
HacTpoeuHslit MOayJb 6 TPOBEPSAET HaKJIaAHble PACXOIbI HA BBIIIOJTHEHHE CAMOHACTPONKH.
Eciin HakJ1agHbIe pacxoabl CAMOHACTPOMKHU MPEBBIIAIOT €€ BbIroay ( TO €CTh ONMPEALIITIOT
11eJ1ecO00Pa3HOCTb UCTIOJIb30BAHHUS CAMOHACTPOMKH), TO CAMOHACTPOHKY BBIKJIIOUAIOT
COBCEM HWJIM Ha ONPENEJIEHHbII NEPUO BPEMEHH.

Ha xaxapiit 3anpoc gJoctyna MoayJim 7 6e30MaCHOCTH BO3BPALLAIOT PELIeHHE O AOCTYIIE.
Koraa dbyHkuus 3acTpoiiku BKIIIOYEHA, HACTPOEUHbIH MOAyJib 6 cobupaeT nHdOpMAIUIO O
3ampocax pellieHHs o Joctyne. i1 Kakaoro BO3BpalleHHOrO PElLeHUs O JOCTYTEe AaHHAs
uHpopManusI COTEPKUT KOJIMUECTBO OTIPOCOB MOIYJIeH O€30TaCHOCTH U BpeMH,
U3PACX0AOBAHHOE KaXIbIM MOIYJIEM HA BhIPAOOTKY €ro pellleHus. 3aTeM Mo 3ampocy Wil
4epe3 OrpeaesieHHbIH BpeEMEHHON UHTEPBAJT (TO eCTh MEPUOAUYECKH) HACTPOSUHBII MOAYJIb
OTIPeEIIAET OTITUMAJIBHYIO ITOC/IEA0BATEIbHOCTD ONpoca MOIyei 7 6€30ITaCHOCTH,
KOTOpast UMeeT MMHUMAaJIbHOE OKMUIaeMOe BpeMs BbIIToJIHEHUA. Takum oOpa3oM, yacTo
BbI3bIBAEMbIE MOAYJIM 7 OE€30MACHOCTH U MOAYJIM, HA BBIIIOJIHEHHE KOTOPBIX TPATUTCS MAJIO
BpeMeHH, OyayT BbI3BAHBI B UKCJIE MEPBBIX B TIOCAEA0BATEIbHOCTH OMIPOCca MOAy el
Oe3onacHocTU. IIpu 3TOM Ha nepecTaHOBKY MOAyJiel 7 6e30MacHOCTH B
MOC/IE0BATEJIBHOCTH ONPOCca MOTYT HaKJIaIbIBATHCS ONpeAe/IEHHbIE OTPAHHIEHUSI.

DyHKIMH PETUCTpAUH COOBITHI TTOACUCTEMBI S5 O€30MaCHOCTH MOTYT OBITh BKJIFOUEHBI
WJIM BBIKJIIOYEHBI B 3aBUCUMOCTH OT MOTPEOHOCTEH. ITO JaeT BO3ZMOKHOCTh cOOUPATh
HEKOTOPYIO HHpOpMaLHIO: CyObEKTbI, 0ObEKTHI, PEllIEHUS MOIYJIeH U OKOHYATE/IbHbIE
peuienus. Januast uHbopMaIys MOKET ObITh UCTIOIB30BAHA LIS TPOPUITUPOBAHUS U
TPACCUPOBKHU TOICUCTEMbI OE€30TTACHOCTH, a TAKKE /TSt ONPEIeIeHUs TPaBUIIbHOM
KOH(pUrypaiuu noACHCTEMbl OE30TIACHOCTH U €€ TTPOBEPKHL.

PaccMOTpUM NMpeanoYTHTENbHBIH BAPUAHT BBIIIOJHEHUS 3aIBJIEHHOTO U300 PETEHUS.
Cuctema suptyanusanuu (dur.1) npeactasiiseT coOoit HAOOP BUPTYaTBHBIX MAILIMH 2,
paboTaromux Ha JJI000M 000PYAOBAHUU C JITOOOH apXUTEKTYPOl | 1 B JIIOOBIX
ONepalMOHHBIX chcTeMax. Kaxkaas BUpTyasibHasi MallIMHa 2 HE3aBUCHMA U 3alUIIIEHA OT
OCTaJIbHBIX. MOHUTOD 3 BUPTYaJIbHON MAIlIMHbI OOECTIEUMBAET MPABUIBHYIO PabOTy
JaHHOTO HaOopa BUPTYaIbHBIX MallMH 2. Bes nHpopmaius no 6e30nacHoCTH,
NpeaHa3HAYeHHAsd WIS BUPTYyaJIbHbIX MAlllMH 2 U APYTHX PECYPCOB, HAXOAUTCSA BHYTPU
MOHHUTOPA 3 BUPTYaJIbHOM MAIIIMHbI U 3alLIMIIEHa OT BUPTYaJIbHbIX MAIIIUH 2.

Kaxnast BupTyasibHas MallliHa 2 MOXeT MOJYYUTb JOCTYT K PA3JIMUHBIM OOBEKTAM
(BUPTYaJIbHBIM pecypcaM), KOTOpbIe COOTBETCTBYIOT PeaIbHBIM pecypcaM annapaTHOH
uyacTu | cucreMbl. Koraa BupTyasibHas MallldHa 2 TbITAETCS MOAYUYUTb JOCTYT K OOBEKTY,
3aMpoc AOCTYyTa MOChUIAIOT B MOACUCTEMY S 0€30MaCHOCTH MOHUTOPA 3 BUPTYaJIbHOM
MatHbl (Dur.2). [loacuctema 5 0€30MacHOCTH OMPAILIMBAET MOAYJIH 7 6€30MACHOCTH U
NPUHUMAET OKOHUATEeJIbHOE pellieHne. Onpoc Beex MoayJieH 7 Oe30MacHOCTH B
OTIpeIe/ICHHO MOCIeA0BATEIbHOCTH MOXKET He TPeOOBaThCS - OKOHYATE/IbHOE pellleHHe
JOCTYITHO ¢ TOTO MOMEHTA, KOTAa HHGDOPMALMHU, TTOTYYEHHON OT OMPOIIIEHHBIX MOyJiel 7
0e30MacHOCTH, CTAHOBUTCA AOCTATOYHO AJIS IIPUHATUSI OKOHYATEJIbHOTO PELIICHHUS.

IToacucTtema 5 6€30MaCHOCTH COAEPIKUT HACTPOCUHBINH MOAY b O, KOTOPBIi BBIIOJIHIET
HacTpoeyHble (BYHKIMH (4151 CAMOHACTPOHKH MOJICUCTEMbI O€30MACHOCTH) U (HYHKIIUU
perucTpanuu CoObITHI (Ut TPOGUITHPOBAHUI/TPACCUPOBKH T110ICHCTEMBI O€3011aCHOCTH).
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OYHKIUH 0OOMX TUIIOB MOTYT OBITh HE3aBUCHMO aKTHUBUPOBAHbI MJIM J€AKTUBUPOBAHBI
MOJIyJIEM YTIpaBJIeHHS MOJMTHKAMH Oe30MaCHOCTH.

Ha xasx ap1it 3amipoc 10CTyMa MOIYJTH 7 Ge30MacHOCTH BO3BpAIaioT pellieHHe O OCTYTIE.
Korma HacTpoeuHble (YHKI[HH BKJTFOYEHBI, HACTPOEUHBII MOIYJIb 6 cOOHMpaeT HHHOPMALHIO
0 3aTpocax pelleHns o JocTyre. Jng KaxIoro BO3BPaLeHHOTO PEIIEHUS O JOCTYTIE 3Ta
HHPOPMAIHST COIEPKUT KOJIMUECTBO OMPOCOB MOIYJIeH 7 OE30MacHOCTH U BpeMH,
3aTpaueHHOe KaKbIM MOIYJIEM Ha BbIPAOOTKY peleHHs. 3aTeM TI0 3aMpoCy UM Yepes
BPEMEHHOM HHTEPBAJI (TO €CTh TIEPHOIMYECKH) HACTPOEUHBIH MOIYJIb OMPEaCITIeT
ONTUMAJIBHYIO MOCNIEAOBATEIBHOCT OIPOca MOyl 7 O€30MaCHOCTH, KOTOPAs HMEET
MHUHHMMAaJIbHOE O’KHAAEMOE BPEMS BbIITOJIHEHHS. TakuM 00pa30M, 4aCTO BbI3bIBAEMbIE
MOJIYJIHM 7 U MOAYJIM 7, Ha BBIIOJIHEHHE KOTOPBIX TPATHTCH MAJIO BpeMeHH, OyIyT
ONpPAIIMBATLCA B YKC/IE TIEPBBIX B TIOC/IEIOBATEILHOCTH OIIPOCa MOOyJIel O€30IIACHOCTH.
IIpu 3TOM Ha MepecTaHOBKY MOIYJIeH 7 O€30MaCHOCTH B TIOC/IEI0BATEIbHOCTH OIIPOCca
MOTYT HaKJaIbIBaThCS OTNpeae/ieHHbIe OTpaHHUCHHS.

TakuM 00pa30M, HACTPOEUHbIe (PYHKIMH MOBBIIIAIOT MPOU3BOAUTEIIBHOCTD MOICHCTEMbI
0E301TaCHOCTH.

Ecimi perictpanis cOObITHIH aKTUBUPOBAHA, TO OHA T4€T BO3MOKHOCTh COOMPATH
HHpOpMAIHIO: CYOBEKTBI, 00'bEKThI, PEIIEHHS MOIyJIeH H OKOHUATEJIbHbIE perleHHs. JanHas
HH(pOpMAIUA MOKET ObITh HCIOJIB30BaHA TS MTPOQHITHPOBAHHSA H TPACCHPOBKH
MOACHCTEMbI OE30MACHOCTH, a TAK)Ke MOKET MOMOUb MPH CO3IaHHH MTPABHIIBHOM
KOH(PUI'YpaLH TIOACHCTEMbI OE30TIACHOCTH.

[pemsioskeHHas cucTeMa 0OecTeunBaeT BbICOKYIO MPOU3BOIUTEILHOCTD MOACHCTEMBI
OezonmacHocTh. Kpome TOro, oHa npe aiaraeTt OMOTHUTENbHYIO (Y HKIIHOHAJIBHOCTH -
BO3MOKHOCTb PECHUCTPALMH COOBITHI TTOACUCTEMBI Oe30macHocTd. JdanHas uHhopMaIus
MOJKET ObITh OUEHb TIOJIE3HA TS ITPABUILHOI'O KOH(MUIYPUPOBAHUS TI0,ICHCTEMBI
0€e30MacHOCTH B CHCTEME BUPTYAJIH3AIHH,

XOTs yKa3aHHBIN BbIIIIE BAPUAHT BBITIOJTHEHUS M300PETEHHMST ObLJT M3JTOKEH C NETBIO
WUTIOCTPALMH HACTOSILIETO H300PETEHHS, CTICLHMAIMCTAM SICHO, YTO BO3MOKHbI pa3Hble
Mo AupHKaAIUH, 100aBJICHUSA U 3aMEHbI, He BBIXOISAIIHE U3 00'beMa U CMBICIIA HACTOSIIETO
U300pETEHNS, PACKPBITOTO B MpHIaATaeMO GopMyJie H300PETEHHUS.

dopmMyna H300peTeHUS

Cuctema 0€30TaCHOCTH BUPTYAJTU30BAHHON KOMITBIOTEPHOMN CUCTEMBI, COIep Kallast
anmnapaTHylo 4acTh, CBI3aHHYIO C, IO MEHbIIIEH MEPE, OAHON BUPTYaJIbHON MallIMHON YEPE3
MOHUTOP BUPTYaAJIbHOH MAalIMHbI, KOTOPBIHA COAEPKUT MOAYJIb YIIPABJICHUS TTOJIUTUKAMHU
0e30MacHOCTH, COe TUMHEHHBIN C MOJCUCTEMON 0€30MMacHOCTH, COAePIKALLEH COeANHEHHbIE
MEK Iy OO0 HACTPOEUYHBIN MOIYJIb U, IO MEHbIIIEH Mepe, OIMH MOAYJIb O€30MaCHOCTH,
COEIMHEHHBIN C BUPTYaJIbHON MaIlIMHOM, IPUYEM BUPTYyasIbHAs MallIMHA BBITIOJIHEHA C
BO3MOJKHOCTBIO HAIlPABJIEHUS 3aIIpoca JOCTYIa B MOHUTOP BUPTYaJIbHOM MAUIHUHbI,
BBIIIOJIHEHHBIH ¢ BO3MOXHOCTBIO 00pabOTKHU 3ampoca JOCTyIa, TPH 3TOM TIOACUCTEMA
0e30MacHOCTH BBITTOJTHEHA ¢ BO3MOXHOCTBIO OTIpoca Moy el 0€30MacHOCTH, MOTYUYEHUS OT
HHUX PELIEHUI O JOTYCKE U C BO3ZMOXHOCTBIO MPUHATUS HA OCHOBE TOJIYUEHHBIX PEILIEHUH O
JOTyCKE OKOHUATEIIBHOT'O PEILIEHU O JOMYCKE, a HACTPOEUHBINH MOAYJIb BBIIIOJIHEH C
BO3MOXXHOCTBIO peasiu3aiui QyHKIUN HACTPOMKU: cOOpa HHPOPMALUU O KOJIMIECTBE
OTPOCOB KAk JOTO MOAYJII OE30MaCHOCTH U BPEMEHH, U3PACXOI0BAHHOM Ha KaXIblii U3
OTPOCOB, U ¢ BO3MOKHOCTBIO OTIPeIe/ICHUSI Ha OCHOBE COOPaHHOM HHHOPMAIUU
OTNITUMAJTBHOI TTOCITE TOBATEILHOCTH ONpOca MOIyJiel 0e30MaCHOCTH, ITPU KOTOPOI YacTO
BBI3bIBAEMbIE MOLYJIM U MOYJIH, HA KOTOPBIE TPATUTCS MAJIO BPEMEHH, BbI3bIBAIOT B YHCIIE
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INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Complete if Known

Application Number

15/910,734

Filing Date March 2, 2018
First Named Inventor Robert B. Hoy
Art Unit 2498

Examiner Name Not Yet Assigned

Sheet 1 of 2 Attorney Docket Number | LCOM_ISO_US02
U. S. PUBLICATION AND PATENT DOCUMENTS
Ei‘a.’T“"er Cite No. Docun_qem Num.ber Pétr)gﬁ?goaq; ' Name of Patentee or Applicant of Cited Document
nitials Number — Kind Code (if known) MM-DD-YY'YY
1 7,478,330 B1 01-13-2009 Branson et al.
2 7,698,442 B1 04-13-2010 Krishnamurthy et al.
3 2002/0069369 A1 06-06-2002 Tremain, Geoffrey Donald
4 2006/0070066 A1 03-30-2006 Grobman, Steven L.
5 2007/0220187 A1 09-20-2007 Kates, Lawrence
6 2007/0260873 A1 11-08-2007 Hatfalvi et al.
7 2008/0028401 A1 01-31-2008 Geisinger, Nile Josiah
8 2008/0201711 A1 08-21-2008 Amir Husain, Syed M.
9 2008/0256536 A1 10-16-2008 Zhao et al.
10 2009/0172781 A1 07-02-2009 Masuoka et al.
11 2009/0328038 A1 12-31-2009 Yamada et al.
12 2010/0138829 A1 06-03-2010 Hanquez et al.
13 2010/0138830 A1 06-03-2010 Astete et al.
14 2010/0223613 A1 09-02-2010 Schneider, James P.
15 2010/0251329 A1 09-30-2010 Wei, Coach
16 2012/0023593 A1 01-26-2012 Puder et al.
FOREIGN PATENT DOCUMENTS
Examiner | .. Foreign Patent Document | pypjication Date . .
nitials Cite No. Country Code- Number - MM-DD-YYYY Name of Patentee or Applicant of Cited Document
Kind Code (if known)
17 RU 2406138 C1 12-10-2010 Samsung Electronics Co. Ltd.
NON PATENT LITERATURE DOCUMENTS
Rl R e e At o A P A A
18 BARNET, MARK, “Praktikum Po Zaschite Seti Kompanii”’, Windows IT Pro/RE, November-
December 2006, pp. 79-81
Examiner Date
Signature Considered
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Complete if Known

Application Number 15/910,734

INFORMATION DISCLOSURE Filing Date March 2, 2018
STATEMENT BY APPL|CANT First Named Inventor Robert B. Hoy
Art Unit 2498
(use as many sheets as necessary) Examiner Name Not Yet Assigned
Sheet 2 of 2 Attorney Docket Number | LCOM_ISO_US02
U. S. PUBLICATION AND PATENT DOCUMENTS
E)I(a_mmer Cite No. Document Number Pé?gﬁ?goarl:r Name of Patentee or Applicant of Cited Document
nitials Number — Kind Code (if known) MM-DD-YYYY
19 BURNETT, MARK, “How | Secured One Company's Network”, Using Log Parser,
Virtualization, and A Little Psychology, September 17, 2006, 4 pages
20 LAVERICK, MIKE, “Hypervisor Management and Optimization for Advanced Virtualization”,
E-book, Techtarget, November 2010, 13 pages
Ll et al.,, “VSITE: A Scalable and Secure Architecture for Seamless L2 Enterprise
21 Extension in the Cloud”, 6th IEEE Workshop on Secure Network Protocols (NPSec),
October 2010, 6 pages
22 REUBEN, JENNI SUSAN, “A Survey on Virtual Machine Security”, TKK T-110.5290
Seminar on Network Security, October 11-12, 2007, 5 pages
23 VILLENEUVE, NART, “Command and Control in the Cloud”, Malware Explorer, October
22,2010, pp. 1-3
2 WIKIPEDIA, “Computer Network”, Online Available at
hitgs /len.wikinedia. org/wiki/fCompuler netwaork | retrieved on December 2010, 6 pages
25 WIKIPEDIA, “Computer Security”, Online Available at
htips./fen wikipedia. org/wiki/Computer security |, retrieved on December 2010, 11 pages
WIKIPEDIA, “Cyber Security Standards”, Online Available at
26 hitps//en. wikipedia. org/wikifCyher security standards |, retrieved on December 2010, 5
pages
27 WIKIPEDIA, “HTTP Secure”, Online Available at hitps://en.wikipedia. org/wiki/HTTRES |
retrieved on December 2010, 6 pages
28 WIKIPEDIA, “Hypervisor”, Online Available at htips://en wikigedia. .o/ wikiHyparvisor |
retrieved on December 2010, 6 pages
29 WIKIPEDIA, “Internet Protocol”, Online Available at
hitps /len.wikinedia org/wiki/intemet Protocol |, retrieved on December 2010, 4 pages
WIKIPEDIA, “Multiprotocol Label Switching”, Online Available at
30 htips://en.wikipedia.org/wiki/Multiprotocol Label Switching , retrieved on December 2010,
8 pages
WIKIPEDIA, “Network Address Translation”, Online Available at
31 https:/fen.wikipedia.org/wiki/Network  address transiation |, retrieved on December 2010, 9
pages
WIKIPEDIA, “Security-Focused Operating System”, Online Available at
32 hitps ffen.wikipedia.org/wiki/Security-focused operating system , retrieved on December
2010, 4 pages
33 WIKIPEDIA, “Virtual Desktop”, Available at hitos://en wikipedia.orgfwiki/Vitual deskiop
retrieved on December 2010, 6 pages
WIKIPEDIA, “Virtual Private Network”, Online Available at
34 htips/en.wikipedia. ora/wiki/Virtual private netwaork , retrieved on December 2010, 7
pages
Examiner Date
Signature Considered
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PO Box 1450

Alexandnia, Virginia 22313-1450

Www uspto.gov

| APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRSTNAMED APPLICANT |  ATTY. DOCKET NOJ/TITLE |
15/910,734 03/02/2018 Robert B. Hoy LCOM_ISO_US02
CONFIRMATION NO. 2365
15027 INFORMAL NOTICE

Condo Roccia Koptiw LLP ‘

1800 JFK Boulevard RN TR
Suite 1700 000000098388863
Philadelphia, PA 19103

Date Mailed: 03/28/2018

INFORMATIONAL NOTICE TO APPLICANT

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's
oath or declaration, the applicant must file an oath or declaration in compliance with 37 CFR 1.63, or a substitute
statement in compliance with 37 CFR 1.64, executed by or with respect to each actual inventor no later than the
expiration of the time period set in the "Notice of Allowability” to avoid abandonment. See 37 CFR 1.53(f).

The item(s) indicated below are also required and should be submitted with any reply to this notice to avoid
further processing delays.

* A properly executed inventor's oath or declaration has not been received for the following inventor(s):
Robert B. Hoy
Mark Fenkner
Sean W. Farren

Questions about the contents of this notice and the
requirements it sets forth should be directed to the Office
of Data Management, Application Assistance Unit, at
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101.

/cma/

page 1 of 1
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Electronic Acknowledgement Receipt

EFS ID: 32187682
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

15027

Filer:

Joseph R. Klinicki/melissa overline

Filer Authorized By:

Joseph R. Klinicki

Attorney Docket Number:

LCOM_ISO_Us02

Receipt Date: 28-MAR-2018
Filing Date: 02-MAR-2018
Time Stamp: 17:44:18

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document .. . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (ifappl.)
104548
LCOM_ISO_US02_AS_FILED_ID
1 Transmittal Letter T - - no 3
S_TRANSpdf 3193a17972fa37935cce97faeba0Sd2bcSa
2e76
Warnings:
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Information:

135142
5 Information Disclosure Statement (IDS) | LCOM_ISO_US02_AS_FILED_ID no 2
Form (SBOS) S_1 449pdf af02335834e3a8531€a2c925b509d975157
032b8
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
2817442
3 Foreign Reference RU_2406138.pdf no 15
36e9aceb5347e29864bcf7dda2f8ded2e74
2b163
Warnings:
Information:
Total Files Size (in bytes); 3057132

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C.371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ISO_US02 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:

L3 Technologies, Inc. Confirmation No.: 2365
Application No.: 15/910,734 Group Art Unit: 2498
Filing Date: March 02,2018 Examiner: Not Yet Assigned
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY
THREATS
Filed Via EFS

INFORMATION DISCLOSURE STATEMENT

Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to

the above-identified application is hereby disclosed. Inclusion of information in this statement is not to be

construed as an admission that this information is material as that term is defined in 37 CFR § 1.56(b).

X

IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either
within three months of the filing date of the above-identified application, within three months
of the date of entry into the national stage of the above identified application as set forth in §
1.491, before the mailing date of a first Office Action on the merits of the above-identified
application, or before the mailing date of a first Office Action after the filing of request for

continued examination under § 1.114, no additional fee is required.

IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the
period set forth in § 1.97(b) above but before the mailing date of either a Final Action under §
1.116 or a Notice of Allowance under § 1.311, or before an action that otherwise closes
prosecution in the application, therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

[] The fee of $240.00 as set forth in § 1.17(p) is attached.
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[l

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the
mailing date of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but
before, or simultaneously with, the payment of the Issue Fee, therefore included are:

Certification in Accordance with § 1.97(e); and the submission fee of $240.00 as set forth in §
1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copies of reference numbers 01-16 listed on the attached Form PTO-1449 are not required to
be submitted pursuant to 37 CFR § 1.98(a)(2)(i1).

Copy of reference number 17 listed on the attached Form PTO-1449 is enclosed herewith.

Copies of reference numbers 18-34 are not being submitted because they were previously cited
by or submitted to the U.S. Patent and Trademark Office in patent application number
13/981,896, filed July 29, 2013 for which a claim for priority under 35 U.S.C. § 120 has been

made in the instant application.

The month of publication for reference numbers is not available. However, the year of
publication for these references is sufficiently earlier than the effective US filing date and any
foreign priority date so that the particular month of publication is not in issue pursuant to 37
CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

X

The following documents are not in the English language. Accordingly, a concise explanation
of the relevance of the document was incorporated in the specification passages identified
below, the document was identified in a foreign communication as identified below or an

English language counterpart application has been provided as indicated below.

Foreign Language

Cite No Pages of Reference in Specification or
Document ' Relevance of Document
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Cited in Intemational Search Report dated May 24, 2012,
RU 2406138 C1 17 issued in related PCT Application No.
PCT/US2012/023027
Foreign Language Document | Cite No. English Language Counterpart Cite No.

] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

I hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in
any communication from a foreign patent office in a counterpart foreign application not more

than three months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a
communication from a foreign patent office in a counterpart foreign application, and, to the
knowledge of the person signing the certification after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any individual
designated in § 1.56(c) more than three months prior to the filing of this information disclosure

statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: March 28,2018 /Joseph R. Klinicki/
Joseph R. Klinicki
Registration No. 68,505

CONDO ROCCIA KOPTIW LLP
1800 JFK BOULEVARD

SUITE 1700
PHILADELPHIA, PA 19103
Telephone:  (215) 558-5740
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PATENT APPLICATION FEE DETERMINATION RECORD

Application or Docket Number

Substitute for Form PTO-875 15/910,734
APPLICATION AS FILED - PART | OTHER THAN
(Column 1) (Column 2) SMALL ENTITY OR SMALL ENTITY
FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($)
BASIC FEE
(37 GFR 1.16(a), (b), ot (6) N/A N/A N/A N/A 300
SEARCH FEE
(37 CFR 1.16(K), i, o () N/A N/A N/A N/A 660
EXAMINATION FEE
(37 CFR 1.16(0). (p). of (q)) N/A N/A N/A N/A 760
TOTAL CLAIMS . *
(37 CFR 1.16(i)) 20 minus 20 = OR |x 100 - 0.00
INDEPENDENT CLAIMS ' *
(37 CFR 1.16(h) 2 minus 3 = x 460 = 0.00
If the specification and drawings exceed 100
APPLICATION SIZE | sheets of paper, the application size fee due is
FEE $310 ($155 for small entity) for each additional 0.00
(37 CFR 1.16(s)) 50 sheets or fraction thereof. See 35 U.S.C.
41(a)(1)(G)and 37 CFR 1.16(s).
MULTIPLE DEPENDENT CLAIM PRESENT (37 GFR 1.16(j)) 0.00
* |f the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1720
APPLICATION AS AMENDED - PART Il
OTHER THAN
(Column 1) (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY
CLAIMS HIGHEST
REMAINING NUMBER PRESENT ADDITIONAL ADDITIONAL
< AFTER PREVIOUSLY | EXTRA RATE®) FEE($) RATE(®) FEE($)
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Application No. Applicant(s)
15/910,734 HOY ET AL.

Office Action Summary Examiner Art Unit AIA (First Inventor to File)
WAYNE AN 2498 ﬁl‘g‘”s

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING DATE OF
THIS COMMUNICATION.

Extensions oftime may be available under the provisions 0f37 CFR 1.136(a). In no event, however, may a reply be timely filed

after SIX (6) MONTHS from the mailing date of this communication.
- If NO period forreply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).

Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any

earned patent term adjustment. See 37 CFR 1.704(b).

Status
1) Responsive to communication(s) filed on 3/2/2018.
[ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were fledon _____ .
2a)[]] This action is FINAL. 2b)X] This action is non-final.

3)[] An election was made by the applicant in response to a restriction requirement set forth during the interview on
___ therestriction requirement and election have been incorporated into this action.

4)[] Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under Ex parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*

5 Claim(s) 28-47 is/are pending in the application.

5a) Of the above claim(s) is/are withdrawn from consideration.

6)[] Claim(s) _____is/are allowed.

7)X Claim(s) 28-47 is/are rejected.

8)[] Claim(s) _____is/are objected to.

9] Claim(s) are subject to restriction and/or election requirement.
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
hitp/Aawww . uspto.gov/eatenis/init events/peh/index.jsp or send an inquiry to PPH{eedback@uspto.aov.

Application Papers
10)[]] The specification is objected to by the Examiner.
11)X] The drawing(s) filed on 3/2/2018 is/are: a)[X] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)[X] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a)XJ Al b)[J Some** ¢)[] None of the:
1. Certified copies of the priority documents have been received.
2. Certified copies of the priority documents have been received in Application No. 13/981896.
3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).
** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) E Notice of References Cited (PTO-892) 3) [:l Interview Summary (PTO-413)
. . Paper No(s)/Mail Date.
2) & Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4 D Other-
Paper No(s)/Mail Date 3/28/2018. ) ther:
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20180416
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DETAILED ACTION

Notice of Pre-AlA or AIA Status
1. The present application is being examined under the pre-AlA first to invent
provisions. In the event the determination of the status of the application as subject to
AlA 35 U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is
incorrect, any correction of the statutory basis for the rejection will not be considered a
new ground of rejection if the prior art relied upon, and the rationale supporting the
rejection, would be the same under either status.

2. Claims 28-47 are pending for examination.

Information Disclosure Statement
3. The following Information Disclosure Statement(s) in the instant application
submitted in compliance with the provisions of 37 CFR 1.97, and thus, have been fully
considered:
a. IDS filed on 3/28/2018 is NOT compliant.
I Examiner notes that none of the Non-Patent Literature documents
listed were considered because Applicant failed to provide copies for

Examiner’s consideration.

Drawings
4. The submitted drawing filed on 3/2/2018, for the instant application is acceptable

for examination purposes.
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Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness
rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102 of this title, if the
differences between the claimed invention and the prior art are such that the claimed
invention as a whole would have been obvious before the effective filing date of the
claimed invention to a person having ordinary skill in the art to which the claimed
invention pertains. Patentability shall not be negated by the manner in which the
invention was made.

5. Claim 28-47 rejected under 35 U.S.C. 103 as being unpatentable over
Hatfalvi (US 2007/0260873), and in view of Reuben (“A Survey on Virtual Machine
Security”).

All references were cited in Applicant’s IDS filed on 3/28/2018.

6. As per claim 28, Hatfalvi discloses a networked computer system (Fig. 2, 200
Protected Network) comprising:

a network (Fig. 1 and Fig. 2, external networks 150; [0026] external networks
150...provides its Internet-access services);

at least one computer system configured to connect to the network (Fig. 2, 210
protected computer(s) all of which are located inside their respective Protected
Networks 100 and 200),

the computer system comprising a host system (Fig. 2, 210 protected computer)

and a virtual system (Fig. 2, 220 SVM or special virtual machine); and
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at least one device configured to implement at least one of a network firewall or a
web proxy, wherein the device comprises a processor and a memory configured to
implement network isolation between one or more untrusted network destinations and
the networked computer system ([0038] simple firewall; [0028] restricted router between
the two; [0049]-[0050] border module 240... encapsulates and tunnels inbound external
network communications to the end-user workstations SVMs... tunnel restrictor module

250).

Hatfalvi does not disclose wherein the virtual system is a separate operating
system or a software module operating on the computer system, wherein an internal
firewall is configured to separate the host system from the virtual system in the
computer system, and a host-based firewall executed on the computer system is
configured to implement network isolation between the computer system and the
network

However, Reuben discloses wherein the virtual system is a separate operating
system or a software module operating on the computer system, wherein an internal
firewall is configured to separate the host system from the virtual system in the
computer system, and a host-based firewall executed on the computer system is
configured to implement network isolation between the computer system and the
network (1. Introduction: multiple of these virtual machines can be run on a host
computer, each processing its own operating system and application; 4.1

Communication between VMs or between VMs and host,... shared clipboard in virtual
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machine...allows data to be transferred between VMs and the host...; 4.2 VM Escape,

This problem can be solved by properly configuring the host/guest interaction; 4.3 VM
monitoring from the host, it is more necessary to strictly protect the host machines...the

host can view, copy...data stored in the virtual disks...isolation should be provided

which avoids the host being a gateway for attacking...enough isolation should be
provided; Examiner notes that isolating the host machines from the virtual computer will
protect the host machines and the host machine would receive input (keystrokes) from a
user in order to view and/or copy data from the VM)

It would have been obvious to a person having ordinary skill in the art at the time
the invention was made to implement the teachings of Reuben because it would prevent
the host's file system from becoming vulnerable in case the virtual machine is

compromised.

7. As per claim 29, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the internal firewall is configured to prevent data from being
communicated between the virtual system and the host system without an explicit user
input (Reuben, Part 1, Paragraph 1, virtual machines (VM) or guest machines...multiple
operating systems to use the hardware of the physical machine is called a hypervisor;
4.3 VM monitoring from the host, it is more necessary to strictly protect the host

machines...the host can view, copy...data stored in the virtual disks...isolation should

be provided which avoids the host being a gateway for attacking...enough isolation

should be provided).
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8. As per claim 30, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host system is configured to store data in a host memory space
and the virtual system is configured to store data in a virtual memory space that is
segregated from the host memory space (Reuben, 3 Background, Paragraph 8, every
guest machines appears to be an independent computer; Fig. 1 each guest OS takes
up a portion of the hardware and has to share computer resources with other guest

OSes).

9. As per claim 31, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein malware introduced to the computer system is prevented from
moving to another computer system of the networked computer system (Reuben, 4.3
Paragraph 2, the host can view, copy...data stored in the virtual disks...isolation should

be provided which avoids the host being a gateway for attacking).

10.  As per claim 32, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the computer system is configured to: communicate with the one or
more untrusted network destinations via a first communication connection,
communicate with one or more trusted network destinations via a second
communication connection; and enforce separation of the first communication
connection from the second communication connection (Hatfalvi, Fig. 2, protected

network, 220 SVM or special virtual machine; 240 Border Module and 250 Tunnel
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Restrictor Module; [0046] each protected computer comprises a special virtual machine
(SVM) having a browser...communicates with the external network, such as the
internet; [0048] lines 9-12, communications protocol...are modified so that all
communications are tunneled and authenticated to the border module 240 for
transmission to/from the external network; Examiner notes that the SVM would be

accessing all websites which would include websites not in the whitelist).

11.  As per claim 33, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host-based firewall is configured to prevent lateral
communication and movement of malware between the computer system and other
devices on the networked computer system (Reuben, 4.3 Paragraph 2, the host can
view, copy...data stored in the virtual disks...isolation should be provided which avoids

the host being a gateway for attacking).

12.  As per claim 34, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the device is configured to prevent unauthorized communication
between the computer system and the one or more untrusted network destinations
(Hatfalvi, [0048] lines 9-12, communications protocol...are modified so that all
communications are tunneled and authenticated to the border module 240 for

transmission to/from the external network).
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13.  As per claim 35, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host-based firewall is configured to implement a first policy
when the computer system is connected to the network and a second policy when the
computer system is connected to another network, wherein the first policy permits one
or more communications between the host system of the computer system and one or
more resources on the network and the second policy blocks communications egressing
from the host system of the computer system but allows communications egressing
from the virtual system (Hatfalvi, Fig. 2, protected network, 220 SVM or special virtual
machine; 240 Border Module and 250 Tunnel Restrictor Module; [0046] each protected
computer comprises a special virtual machine (SVM) having a browser...communicates
with the external network, such as the internet; [0048] normal network communications
ability of the VM would traditionally allow an application direct local network and internet
access... communications protocol...are modified so that all communications are
tunneled and authenticated to the border module 240 for transmission to/from the
external network; Examiner notes that the SVM would be accessing all websites which
would include websites not in a whitelist policy while the host is restricted to access

certain websites on another palicy).

14.  As per claim 36, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein one or more applications or processes are configured to run in the
virtual system, and wherein the one or more applications or processes running in the

virtual system are configured to communicate with the one or more untrusted network
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destinations (Hatfalvi, Fig. 2, 240, 250; [0038] browser isolator module 130 and browser
module 140...firewall; [0046] protected computer 210 comprises a special virtual
machine (SVM) 220 having a browser 230... communicates with the external network

150; [0049] outbound traffic from the SVMs... forwarded to the external network 150).

15.  As per claim 37, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein one or more applications or processes are configured to run in the
host system, and wherein the one or more applications or processes running in the host
system are configured to communicate with one or more devices on the network
(Hatfalvi, [0020] one or more protected computers 110... all connected by links 5; [0021]
various components of these systems can be located at distant portions of a distributed
network, such as a local area network, a wide area network, a telecommunications

network, an intranet and/or the Internet).

16.  As per claim 38, Hatfalvi discloses a method of network isolation in a networked
computer system (Fig. 2, 200 Protected Network), the method comprising:

providing a network and at least one computer system that is configured to
connect to the network (Fig. 1 and Fig. 2, external networks 150; [0026] external
networks 150...provides its Internet-access services),

providing at least one device configured to implement a network firewall or a web
proxy ([0038] simple firewall; [0028] restricted router between the two; [0049]-[0050]

border module 240... encapsulates and tunnels inbound external network
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communications to the end-user workstations SVMs... tunnel restrictor module 250);
and

implementing network isolation, between one or more untrusted network
destinations and the networked computer system, via the at least one device (Fig. 2,
210 protected computer(s) all of which are located inside their respective Protected

Networks 100 and 200).

Hatfalvi does not disclose the computer system comprising a host system and a
virtual system, wherein the virtual system is a separate operating system or a software
module operating on the computer system; separating the host system from the virtual
system using an internal firewall executed on the computer system; implementing
network isolation between the computer system and the network using a host-based
firewall executed on the computer system;

However, Reuben discloses the computer system comprising a host system and
a virtual system, wherein the virtual system is a separate operating system or a
software module operating on the computer system; separating the host system from
the virtual system using an internal firewall executed on the computer system;
implementing network isolation between the computer system and the network using a
host-based firewall executed on the computer system (1. Introduction: multiple of these
virtual machines can be run on a host computer, each processing its own operating
system and application; 4.1 Communication between VMs or between VMs and host,...

shared clipboard in virtual machine...allows data to be transferred between VMs and
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the host...; 4.2 VM Escape, This problem can be solved by properly configuring the
host/guest interaction; 4.3 VM monitoring from the host, it is more necessary to strictly
protect the host machines);

It would have been obvious to a person having ordinary skill in the art at the time
the invention was made to implement the teachings of Reuben because it would prevent
the host's file system from becoming vulnerable in case the virtual machine is

compromised.

17.  As per claims 39-47, they are method claims of system claims 29-37,
respectively. Therefore, they are rejected for the same reasoning as claims 29-37,

above.

Conclusion
18.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WAYNE AN whose telephone number is (571)272-2028.
The examiner can normally be reached on Monday-Friday, 8am-5pm EST.
Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http://www.uspto.gov/interviewpractice.
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If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Yin-Chen Shaw can be reached on (571) 272-8593. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/WAYNE AN/
Examiner, Art Unit 2498

/CATHERINE THIAW/
Primary Examiner, Art Unit 2493
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office

Address: COMMISSIONER FOR PATENTS
PQ.Box 1450

Alexandria, Virgiia 22313-1450
‘www.uspto.gov

| APPLICATION NUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
15/910,734 03/02/2018 Robert B. Hoy LCOM_ISO_US02
CONFIRMATION NO. 2365
15027 PUBLICATION NOTICE
Condo Roccia Koptiw LLP
1800 JFK Boulevard U OO OO
000000100758398

Suite 1700
Philadelphia, PA 19103

Title:INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Publication No.US-2018-0191684-Af1
Publication Date:07/05/2018

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuantto 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID

15/910,734 2498 73874

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 158266 on 10/17/2018 via Private PAIR in view
of the certification copied below that authorized the change.

» Maintenance Fee Address

The address for Customer Number 158266 is:
158266

Condo Roccia Koptiw LLP

1800 JFK Boulevard

Suite 1700

Philadelphia, PA 19103

I certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature: Joseph R. Klinicki/
Name: Joseph R. Klinicki
|Registrati0n Number: 68505
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

Www.uspto.gov

| APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID

15/910,734 2498 73874

PAIR Correspondence Address/Fee Address Change

The following fields have been changed to Customer Number 158266 on 10/17/2018 via Private PAIR in view
of the certification copied below that authorized the change.

e Correspondence Address

The address for Customer Number 158266 is:
158266

Condo Roccia Koptiw LLP

1800 JFK Boulevard

Suite 1700

Philadelphia, PA 19103

I certify, in accordance with 37 CFR 1.4(d)(4) that I am:

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given
power of attorney in this application

Signature: Joseph R. Klinicki/
Name: Joseph R. Klinicki
|Registrati0n Number: 68505
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: June 5, 2018

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re App llcat.lon of: Confirmation No.: 2365
L3 Technologies, Inc.

Application No.: 15/910,734 Group Art Unit: 2498
Filing Date: March 2, 2018 Examiner: Wayne An
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated June 5, 2018, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page N/A of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 2 of this paper.

XX 0O OO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.

Page 1 of 5
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Electronic Acknowledgement Receipt

EFS ID: 34479602
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Joseph R. Klinicki/MELISSA OVERLINE

Filer Authorized By:

Joseph R. Klinicki

Attorney Docket Number:

LCOM_ISO_UsS02

Receipt Date: 04-DEC-2018
Filing Date: 02-MAR-2018
Time Stamp: 14:42:23

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1400

RAM confirmation Number

120618INTEFSW14475600

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document . . File Size(Bytes)/ Multi Pages
Document Description File Name A . .
Number Message Digest Part/.zip| (ifappl.)
124847
LCOM_ISO_US02_AS_FILED_Re
1 ply_to_NFOA_Dated_06_05_1 yes 5
8.pdf 1d6d30df43d2f286e541365ea7842d1782a)
Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Applicant Arguments/Remarks Made in an Amendment 2 5
Warnings:
Information:
132933
) Extension of Time LCOM_ISO_US02_AS_FILED_E no 2
OT pdf
615960cde5898d856466134d916a889¢66)
7aff1
Warnings:
Information:
841873
3 Oath or Declaration filed LCOM—ISO—USQZ—AS—HLED—D no 2
eclarations.pdf
39cc8a534294a0aabSba32725¢903febcl 9|
f9ac
Warnings:
Information:
2925170
4 Oath or Declaration filed LCOM—ISO—USOZ—AS—FILED—SU no 2
bstitute_Statement_Hoy.pdf
9196fec96701d87a0792dfab434da76142d
dosce
Warnings:
Information:
31003
5 Fee Worksheet (SB06) fee-info.pdf no 2
d6ac6595657e69f8d01cSd 187bd97ae2ee7|
88ab7
Warnings:
Information:
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Total Files Size (in bytes)4 4055826

This Acknowledgement Receipt evidencesreceipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR

1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/R0O/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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LCOM_ISO_USH2

Sukshtuts Ferm for PTOMA/CY

DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
APPLICATION DATA SHEET (37 CFR 1.76)

Title of INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS
nvenion

As the below naimed inventor, | hereby declare that:

This declaration
is dirscted to 1 The attached application, or

F United States application or PCT internationa! application number 15/910,734

filed on March 2 2018

The above-identified application was made #r authorized o be mada by me.

I believe that | am the original invenior or an ordginal joint inventor of a claimed invention in the application.
| fisve raviewed and understand the contents of the above-identified application, including the claims.

I acknowledgs the duty lo disciese o the United Slates Pateni and Trademark Office aif information known o me to be material
to pateriability ae defined in 37 CFR 1,88, including for continuation-in-part applications, materfal infermation which became
available between the filing date of the prior application and the national or PCT international filing date of the continuation -in-
part application.

| hareby acknswiadye that any willhul false statement made o this declaration is punishable undar 18 U.S.C, 1001
by fine or imprisonment efnot more than five {5} vears, or both,

WARNING:

Patitioner/apglicant is cautionad ta aveid submitiing personal information in documents filed in a paterd application that may
sontribute to identity thefl, Perscnal information such as sacial security numbers, bank account numbiers, or cradit card numbers
{olher than a check or cradit card authorization form FTO-203% submitted for payment purposes) is never raquired by the
USPTO to support a petition or an spplication. [{this type of parsonal information is included in documents submittes {e the
USPTO, patitiensrsiapplicants shauld consider redacting such personal information from the desuments kefore submitling them
o the USPTO. Pelitioner/applicant is advised that the record of 2 patent application is available to the public after publication of
the application {uniess a non-publication reguest in compliance with 37 CFR 1.213(a1) is made in the application) or issuance of a
patent, Furthermore, the record from an abandoned application may also be availabls to the public if the application is
referenced in g published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization formsa
PT(O-2038 submitied for payment purpeses are not relained in the application file and therefore are nat publicly available.

LEGAL NAME OF INVENTOR

inventor: Mark Fenkner

i
s C 7
Signature: / &/‘Mfﬁ -\E) Mf( {/LV\_/

Neiz: An application data sheet (PTOIAIA14 or eguivalent}, including naming the entire inventive entity, must accempany this fom.
Use an additional Substitute Fomm for PTO/SB/AIAGT for each additional invanter.

This coliection «f informaiion is required by 38 UW.S.C. 115 and 37 CFR 183, The information is recuired 1o ahtain or retain a beaskit by the public which is to file
{and by the USFT( o procuss) an application. Candldentiality is govemed by 35 U.S.C. 122 and 37 CFR 1.11 snd 1.14.
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Doc code: Qath
Document Description: Oath or deciaration fied
PTO/AIA/GZ (07-13)
Approved for use through 11/30/202¢. T:MB 0651-0032
L.8. Patent and Trademark Offic DEPARTMENT OF COMMERCE
Undsr the Papsrwork Reduction Act of 1885, no persons are required to respend to a collection of information unless it displays a valid OMB contrel number.

SUBSTITUTE STATEMENT IN LIEU OF AN OATH OR DECLARATION FOR UTILITY

oo

Title of {INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

invention

This statement is directed to:
F The attached appiication,
OR

15/910,734 __03-02-2018

@ United States appiication or PCT international application number

LEGAL NAME of inventor to whom this substitute statement applies:
{E.g., Given Name (first and middie (if any}} and Family Name or Surname}

Robert B. Hoy

Residencs {except for a deceased or legally incapacitated inventor):
City S@W@ ” Staie N J Country

Mailing Address {axcept for a deceased or legally incapacitated inventor):

800 Third Avenuse

oy NEW YOrk NY ,, 10016 US

State

| beiieve the above-named inventor or joint inventor to be the original inventor or an originai joint inventor of a claimed invention
in the appiication,

The apove-identified application was made or authorized to be made by me.

i hereby acknowledge that any willfui faise statement made in this statement is punishable under 18 U.S.C. 1001 by fine or
imprisonment of not more than five {5} years, or both.

Relationship to the inventor to whom this substitiite statement appiies:

by the USPTO to procsss) an applicati X
complete, including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual cass. Any
comments on the armount of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chisf Information Officer, U.S.
Patent and Trademark Offics, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450, DO NOT SEND FEES OR COMPLETED FORMS TO

THIS ADDRESS. SEND TQ: GCommissioner for Patents, R.Q. Box 1480, Alexandria, YA 22313-1450.
Ifyouneed assistance in comipleting the form, cali 1-800-PTO-57198 and sslect option 2.
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PTO/SB/AIAG2 (07-13)

Approved for tise through '11/30/2020. OMB 0851-0032

U.S. Patent and Trademark Office; 1J.8. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Actof 1995, no persons are required to respond to a collection of information uniess it displays a vaiid OMB control number.

SUBSTITUTE STATEMENT

Circumstances permitting execution of this substitute statement:

ES? Inventor has refused to execute the oath or declaration under 37 CFR 1.63.

If there are joint inventors, piease check the appropriate box belowy:

oris currently submitted.
OR

:] An application data sheet under 37 CFR 1.76 {PTO/AIA/14 or equivalent} has not heen submiited. Thus, a Substitute
Statement Supplemental Sheet (PTC/AIA/11 or eguivaleni) naming the entire inventive entity and providing inventor
information is attached. See 37 CFR 1.G4(b).

WARRING:

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
(other than a check or credit card authorization form PTO-2038 submitied for payment purposes} is never required by the USPTQO
to support a petition or an application. if this type of personal infermation is included in documentis submitied to the USPTO,
petitioners/appiicants should consider redacting such personal information from the documents before submitting them to the
LSPTO. Petitioner/applicant is advised that the record of a patent appiication is available to the public after publication of the
application {unless a non-publication reguest in compliance with 37 CFR 1.213{a} is made in the application) or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the pubiic if the application is
referenced in a published application or an issued pateni {see 37 CFR 1.14}. Checks and credit card authorization forms
PTO-2038 submitted for payment purposes are not retained in the appiication fiie and therefore are not publiciy availabie.

PERSON EXECUTING THIS SUBSTITUTE STATEMENT:

Name: Donaﬁ} Letlizia

Date (Optional):

Signatu: g
APPLICANT NAME AND TITLE OF PERSON EXECUTING THIS SUBSTITUTE STATEMENT:
if the applicant is a juristic entity, list the applicant name and the title of the signer:

L3 Technologies, Inc.

Applicant Name:

Title of Person Executing
This Substitute Staiement: VP! General Counsel C5G

The signer, whose titie is supplied above, Is authorized to act on behaii of the appiicant.
Residence of the signer {uniess provided in an application data sheet, PTO/AIA/14 or equivaient):

oy INEw York s NY counry U

Mailing Address of the signer {unless provided in an application data sheet, PTO/AIA/14 or equivalent)

800 Third Avenue

oy New York e ,, 10016 | US

Note: Use an additional PTO/AIA/QZ form far each inventor whe is deceased, legally incapacitated, cannot be found or reached
after diligent effort, or has refused to execute the oath or deciaration under 37 CFR 1.83.

[Page 2 of 2}
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: June 5, 2018

REMARKS

Claims 28-47 are pending in the application, of which claims 28 and 38 are independent.
No claims have been amended. No claims have been added or cancelled. No new matter has
been added.

In view of the following remarks, reconsideration of the pending rejections is respectfully

requested.

Applicant Initiated Interview Summary
Applicant thanks Examiner An for participating in a telephonic interview with
Applicant’s undersigned representative on December 3, 2018. During the interview, the
references cited in the Office Action and the pending claims were discussed. Although no
formal agreement was reached, Examiner An indicated that claim 33 appeared to further

prosecution, but that he would need to re-visit the references and perform an additional search.

Claim Rejections —35 U.S.C. § 103
Claims 28-47 stand rejected under 35 U.S.C. § 103 as allegedly being unpatentable over
“Hatfalvi” (U.S. Patent Publication No. 2007/0260873) in view of NPL “Reuben” (“A survey on
Virtual Machine Security”). Applicant respectfully requests reconsideration of the pending

rejections in view of the following remarks.

Independent Claims 28 and 38
The Office Action admits that Hatfalvi does not disclose “wherein the virtual system is a
separate operating system or a software module operating on the computer system, wherein an
internal firewall is configured to separate the host system from the virtual system in the computer
system, and a host-based firewall executed on the computer system is configured to implement
network isolation between the computer system and the network,” as independent claim 28
recites in part (Office Action, p. 4). Claim 38 recites similar subject matter. Instead, the Office

Action relies on Reuben for allegedly teaching such subject matter.

Page 2 of 5
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: June 5, 2018

However, such functionality for a local host-based firewall used on a computer system
having a virtual system operating thereon is nowhere taught or suggested by Reuben. For at least
this reason, the rejections to claims 28 and 38 under 35 U.S.C. § 103 should be withdrawn.

For example, Reuben generally discloses implementing one or more virtual machines
(VMs) on a host machine (Reuben, Section 4.1). And, Reuben defines several security
vulnerabilities associated with the virtual machines including communications between VMs,
communications between VM(s) and host, VM escape, VM monitoring from host, VM
monitoring from another VM, Denial of Service, Guest-to-Guest attack, external modification of
a VM, and external modification of the hypervisor (Reuben, Sections 4.1-4.8). But, Reuben does
not contemplate the VM being installed on a host machine that is located on a network with other
devices, much less a host-based firewall executed on the host machine that is configured to
implement network isolation between the host machine and the network. Simply stated, Reuben
does not contemplate isolation of the host machine and virtual machines from a network on
which the host machine is located. Rather, Reuben is wholly concerned with isolation of the
virtual machines from each other on a single host system.

Thus, Reuben cannot be said to teach or suggest a host-based firewall executed on the
computer system is configured to implement network isolation between the computer system

and the network, as recited in claim 28 and similarly in claim 38.

Dependent Claims 33 and 43
Dependent claim 33 recites in part wherein the host-based firewall is configured to
prevent lateral communication and movement of malware between the computer system and
other devices on the networked computer system. Dependent claim 43 recites similar subject
matter. Neither Hatfalvi nor Reuben teach or suggest such subject matter.
As discussed above, a local host-based firewall used on a computer system having a
virtual system operating thereon is nowhere taught or suggested by Hatfalvi or Reuben. Further,

neither Hatfalvi nor Reuben disclose a host-based firewall configured to prevent lateral
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communication and movement of malware between a computer system and other devices on a
networked computer system.

Rather, Hatfalvi generally discloses two embodiments. The first, related to FIG. 1,
utilizes a browser module outside of a protected network to perform browsing on behalf of one
or more computers utilizing a Browsing Client within the protected network (See e.g., Hatfalvi,
paragraphs [0020] — [0032]). In the second embodiment, related to FIG. 2, “[e]ach protected
computer 210 comprises a special virtual machine (SVM) 220 having a browser 230. The
browser 230 for each protected computer 210 communicates with the external network 150, such
as the Internet by means of a border module 240” (Hatfalvi, paragraph [0046]).

However, the system of Hatfalvi nowhere teaches or suggests that either 1) there may be
communications to be sent by the protected computer system that arise from applications outside
of the SVM, or 2) that some communications may be between resources on a local area network
rather than the Internet. Moreover, there is absolutely no mention in Hatfalvi about use of a

host-based firewall on the protected computer systems, let alone a host-based firewall that is

configured to prevent lateral communication and movement of malware between the computer
system and other devices on the networked computer system. Thus, Hatfalvi cannot be said to
teach or suggest wherein the host-based firewall is configured to prevent lateral communication
and movement of malware between the computer system and other devices on the networked
computer system, as recited in claim 33 and similarly in claim 38.

And as discussed above, Reuben does not contemplate the VM being installed on a host

machine that is located on a network with other devices, much less a host-based firewall

executed on the host machine that is configured to prevent lateral communication and
movement of malware between the computer system and other devices on the networked
computer system. Thus, Reuben cannot be said to teach or suggest wherein the host-based
firewall is configured to prevent lateral communication and movement of malware between the
computer system and other devices on the networked computer system, as recited in claim 33

and similarly in claim 38.
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Dependent Claims 29-32, 34-37, 39-42, and 44-47
Insofar as dependent claims 29-32, 34-37, 39-42, and 44-47 depend either directly or
indirectly from an allowable independent claim and further recite patentable subject matter,
Applicant respectfully submits that the dependent claims are also allowable over the asserted
references. As such, Applicants request that the rejections to dependent claims 29-32, 34-37, 39-

42, and 44-47 under 35 U.S.C. § 103 also be withdrawn.

CONCLUSION
The rejections set forth in the Office Action being adequately addressed, a Notice of
Allowance is respectfully requested. Should Examiner An identify any outstanding issues that
would prevent such an allowance, he is urged to contact Applicant’s undersigned representative

using the contact information contained below.

Date: December 4, 2018 Uoseph R Klinicki/
Joseph R. Klinicki
Registration No. 68,505

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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DETAILED ACTION

Notice of Pre-AlA or AlIA Status
1. The present application is being examined under the pre-AlA first to invent
provisions. The text of those sections of Title 35, U.S. Code not included in this action
can be found in a prior Office action. In the event the determination of the status of the
application as subject to AIA 35 U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C.
102 and 103) is incorrect, any correction of the statutory basis for the rejection will not
be considered a new ground of rejection if the prior art relied upon, and the rationale

supporting the rejection, would be the same under either status.

Response to Arguments
2. Applicant’s argument, filed 12/4/2018, regarding the claims have been fully
considered but they are not persuasive.
3. In the remarks, applicant argued the following:
a. Reuben cannot be said to teach or suggest a host-based firewall executed
on the computer system is configured to implement network isolation between
the computer system and the network, as recited in claim 28 and similarly in
claim 38. Such functionality for a local host-based firewall used on a computer
system having a virtual system operating thereon is nowhere taught or suggested
by Reuben. For at least this reason, the rejections to claims 28 and 38 under 35
U.S.C. § 103 should be withdrawn.
b. Dependent claim 33 recites in part wherein the host-based firewall is

configured to prevent lateral communication and movement of malware between
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the computer system and other devices on the networked computer system.
Dependent claim 43 recites similar subject matter. Neither Hatfalvi nor Reuben
teach or suggest such subject matter.

4. Examiner respectfully disagrees with applicant’s arguments.
a. As to point a. above, Examiner thanks Applicant for clarifying the claim
limitations in an interview conducted on December 3, 2018. After further search
and consideration, Examiner believes that Hatfalvi does teach the limitations that
the Applicant is arguing. In Hatfalvi's system, there is a protected computer that
is utilized to comprise a browser module. The protected computer is further
protected by using border and browser modules which can be integrated with the
computer itself. Furthermore, host-based is a term that can be interpreted as
being a part of the host but not necessarily inside the host and therefore under
BRI, Hatfalvi teaches the host-based firewall that is claimed (See Hatfalvi [0021],
[0024], [0025])).
b. As to point b. above, it is similar to point a. above where Hatfalvi teaches
the firewall protecting the computers on network. It is also well known in the field
of endeavor that a firewall is on a host computer in order to protect the host from
any malicious computers on the same network (See Hatfalvi [0003], [0005],

[0024], [0025], [0026]).

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all obviousness

rejections set forth in this Office action:
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A patent for a claimed invention may not be obtained, notwithstanding that
the claimed invention is not identically disclosed as set forth in section 102
of this title, if the differences between the claimed invention and the prior
art are suchthat the claimed invention as a whole would have been
obvious before the effective filing date of the claimed invention to a person
having ordinary skill in the art to which the claimed invention pertains.
Patentability shall not be negated by the manner in which the invention
was made.

5. Claim 28-47 rejected under 35 U.S.C. 103 as being unpatentable over
Hatfalvi (US 2007/0260873), and in view of Reuben (“A Survey on Virtual Machine
Security”).

All references were cited in Applicant’s IDS filed on 3/28/2018.

6. As per claim 28, Hatfalvi discloses a networked computer system (Fig. 2, 200
Protected Network) comprising:

a network (Fig. 1 and Fig. 2, external networks 150; [0026] external networks
150...provides its Internet-access services);

at least one computer system configured to connect to the network (Fig. 2, 210
protected computer(s) all of which are located inside their respective Protected
Networks 100 and 200),

the computer system comprising a host system (Fig. 2, 210 protected computer)
and a virtual system (Fig. 2, 220 SVM or special virtual machine) and a host-based
firewall executed on the computer system is configured to implement network isolation
between the computer system and the network ([0021] systems can be located at ...
local area network, a wide area network, a telecommunications network, an intranet
and/or the Internet or within a dedicated browser interface system or restricted tunneling
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system. ...components of these systems can be combined into one or more devices or
collocated on a particular node of a distributed network, such as a protected network. ...
the components of these systems can be arranged at any location within a distributed
network without affecting the operation of the system; [0024] firewalls; [0025] protected
network 100 includes a plurality of protected computers 110; [0028] The protected
computer's 110 access to the protected network is limited to those communications
specifically necessary for the remote operation... Other communications are generally
prohibited. This isolation can be accomplished in hardware and/or software... damage to
computers on the protected network is further prevented in the case of a compromised
browser module); and

at least one device configured to implement at least one of a network firewall or a
web proxy, wherein the device comprises a processor and a memory configured to
implement network isolation between one or more untrusted network destinations and
the networked computer system ([0038] simple firewall; [0028] restricted router between
the two; [0049]-[0050] border module 240... encapsulates and tunnels inbound external
network communications to the end-user workstations SVMs... tunnel restrictor module

250).

Hatfalvi does not disclose wherein the virtual system is a separate operating
system or a software module operating on the computer system, wherein an internal
firewall is configured to separate the host system from the virtual system in the
computer system,

However, Reuben discloses wherein the virtual system is a separate operating
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system or a software module operating on the computer system, wherein an internal
firewall is configured to separate the host system from the virtual system in the
computer system (1. Introduction: multiple of these virtual machines can be run on a
host computer, each processing its own operating system and application; 4.1
Communication between VMs or between VMs and host,... shared clipboard in virtual

machine...allows data to be transterred between VMs and the host...; 4.2 VM Escape,

This problem can be solved by properly configuring the host/guest interaction; 4.3 VM
monitoring from the host, it is more necessary to strictly protect the host machines...the

host can view, copy...data stored in the virtual disks...isolation should be provided

which avoids the host being a gateway for attacking...enough isolation should be
provided; Examiner notes that isolating the host machines from the virtual computer will
protect the host machines and the host machine would receive input (keystrokes) from a
user in order to view and/or copy data from the VM)

It would have been obvious to a person having ordinary skill in the art at the time
the invention was made to implement the teachings of Reuben because it would prevent
the host's file system from becoming vulnerable in case the virtual machine is

compromised.

7. As per claim 29, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the internal firewall is configured to prevent data from being

communicated between the virtual system and the host system without an explicit user
input (Reuben, Part 1, Paragraph 1, virtual machines (VM) or guest machines... multiple

operating systems to use the hardware of the physical machine is called a hypervisor;
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4.3 VM monitoring from the host, it is more necessary to strictly protect the host

machines...the host can view, copy...data stored in the virtual disks...isolation should

be provided which avoids the host being a gateway for attacking...enough isolation

should be provided).

8. As per claim 30, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host system is configured to store data in a host memory space
and the virtual system is configured to store data in a virtual memory space that is
segregated from the host memory space (Reuben, 3 Background, Paragraph 8, every
guest machines appears to be an independent computer; Fig. 1 each guest OS takes

up a portion of the hardware and has to share computer resources with other guest

OSes).

9. As per claim 31, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein malware introduced to the computer system is prevented from
moving to another computer system of the networked computer system (Reuben, 4.3
Paragraph 2, the host can view, copy...data stored in the virtual disks...isolation should

be provided which avoids the host being a gateway for attacking).

10.  As per claim 32, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the computer system is configured to: communicate with the one or
more untrusted network destinations via a first communication connection,

communicate with one or more trusted network destinations via a second
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