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27, 2011, which [[is]] are herein incorporated by reference in [[its]] their entirety. 

Page 2 of 8 

Ex.1002 
CISCO SYSTEMS, INC. / Page 1 of 517



WO 2012/103517 PCT/0S2012/023027 

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY TifR.EATS 

Related applications 

This application claims the benefit of U.S. pro\eisional application serial number 61i436,932 filed 

S on January 27. 2011, which is herein incorporated by reference in its entirety. 

10 

Field of Invention 

This invention relates to the protection of computer systems from injurious software that can be 

encountered while browsii---ig or accessing the Internet, and also to the protection of local Internet networks 

(LANS) that have access to the Internet. 

Description of the Prior Art 

The Lntemet pro\eides access io a large number of computer systems from which beneficial or 

harmful data may be retrieved by a computer attached to and communicating over the Internet. Harmful 

data that can be accessed through the Internet includes a variety of viral softv1are constrncts, generally 

referred to as malicious software or malware. Malware normally is downloaded to a computer completely 

15 unintentionally and without the knowledge of the indi\eidual computer user. 

The results of an infection of the computer system are possible malfunctions or inefficiency. In 

addition, there are possible security losses, such as the loss of all data Lhat is accessible to that computer 

system and the installation of various types of subservient software on the infected systera that allows for 

the control of Internet operations or other acthiities of the computer from a remote location unknown by 

20 the user. 

One typical way that such malware is delivered to an uninfected computer system is that the user 

of the system accesses a website through an Internet browser such as Internet Explorer or Firefox, or any 

of a variety of other well-knovm programs configured for browsing on the Internet, and receives from that 
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website a data packet that contains malicious code. This malicious code may be automatically 

downloaded to a user's computer through a webpage, the website URL of which may have been emailed 

to the user, or the user may have purposely accessed the website because the user is familiar with it. In 

either case, the website has secretly been hacked to carry the malicious code in its HTML coding. The 

5 hacked webpage has code that redirects the user to a motliership server hosting the real exploit. If the 

exploit is successful due to a vulnerability, etc., a toolset is then silently installed on the user's computer, 

with results that will be described below. 

Another typical exploit that is used to attempt to introduce malicious software to a system is via 

an attachment (typically a PDF) that is either received or downloaded from a website. When opened, the 

10 attachment starts a hidden stub code that exploits a vulnerability in, for example, the application Adobe 

Rc:ader where the attack is via a PDF exploit. The stub code is a small piece of code that when opened by 

the browser initiates on the host computer a software operation that listens to a specified remote internet 

server via a port of the host computer. The port is usually port 80 or Port 443, both of which are normally 

universally allowed ports on ordinary computer systems through which the Internet can be accesse.d. The 

15 stub code program downloads a secondary payload software module, commonly an .exe file, from the 

remote Internet server. This secondary payload is loaded into the host computer, which is at this point 

infected. The secondary payload file then executes and starts performing various functions according to a 

toolset. 

The toolsets of either exploit technique comprise software that may do any of the following 

20 functions: 

1. the toolset performs and reports a recon of the system to assess what is available there as 

a resource and the files, etc., stored at the computer or accessible to it over its LAN; 

ii. the ioolset ma.k.es a determination of and reports the user's system pri"ileges, which can 

be then used to access data on any associated network or LAN, local files stored on the infected 
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machine are then also accessed and potentially transmitted over the Internet to a remote site. This 

may include an upload of the local security database, from which the malware controllers can 

derive the credentials of any privileged user that ever logged into the infected host computer 

system. Also the malicious software allows its creators to simply capture and reuse directly from 

random access memory of the infected host computer, or from a network data stream, the security 

token or hash of the user. where the user is privileged, and use that token or hash to gain 

privileged access tu other resources on the LAN. 

iii. the toolset creates a door that provides remote control and access to the infected system. 

which allows a remote system unknown to the user of the infected system to control all operations 

of the host system and have it perform whatever tasks a.re desired, which may vai-y between 

simply downloading data on the infected syster.n to access other websites for denial of service 

Internet attacks, or a variety of other alternative uses that an enslaved, infected computer can do. 

This control also allows the remote malicious entity to make a variety of uses of the infec-ted host 

system. Ii may even convert the infected host into a source of malicious software itsel:(. causing it 

to act as another mothership server from which toolsets or secondary payloads are downloaded to 

other subsequently infected computer systems. 

The security and privacy of the user ai--id all confidential information on the user's computer and 

any associated LAN resources are available to access at this point by the remote entity that controls the 

operation of the toolset. Even apart from the breach of security, however, the malware, at a minimwn, 

20 results in a reduction in efficiency of the system due to additional processor demand incurred by the 

executing rnalware. 

Security systems of various designs have been developed to try to address the problem. For 

instance, it is possible to use two separate computers. one accessing the Internet and the other connected 

only with a LAN that is completely isolated from the Internet. This results in a double cost of equipment, 
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and also there is a problem transferring legitimate data between the machines when necessary and 

appropriate. Other more software-intensive methods of restricting have also been tried, but these usually 

expand the demand for bandwidth undesirably, or else do not pro"ide airtight protection against loading 

ofmalware. 

Summary of th� I.i.vention 

Ii is accordingly an object of the present invention to provide a system for a computer that will 

allow safe browsing without a risk of such infection. 

It is further an object of the invention to eliminate the ability of trusted internal host systems on a 

secure LAN to access the Internet, but to provide access to the Internet through a secure isolated service 

10 that can access the Internet, but not the internal trusted LAN sites. 

It is further an object of the invention to provide a method for secure file exchange to tr"cllSfer 

data between the Internet and the trusted hosts of the trusted LA.N. 

It is still further an object of the invention to allow Internet access from only the bare minimwn of 

servers or devices in the LAJ:-.J that require it, and to restrict where they can go. 

15 It is further an object of the invention to provide a system that rigorously monitors any 

20 

exceptions, including DNS ai,d SMTP exceptions. which might indicate a compromise of any trusted host 

system on the LAN. 

It is also an object of the invention to provide a scalable system that can be applied to a variety of 

host system architectures or hardware configurations, supporting both laptop and desktop host systems. 

According to an aspect of the invention, this is accomplished by a system in which a host 

computer supports a virtual guest system running thereon. The host system has a firewall thereon such 

that the host computer cannot communicate directly with the internet, except with predeterr.nined trusted 
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sites stored in an internal whitelist data. The virtual guest runs on a hypervisor. and the virtual guest 

comprises primarily a browser program that is allowe.d to contact the internet freely via an internet access 

connection that is completely separate from the host computer connection, such as a dedicated network 

termination point with its specific internet IP address, or by tunneling through the host machine 

5 architecture to reach the internet without exposing the host system. The guest is separated and completely 

isolated by an internal firewall from the host, and the guest cannot access any of the resources of the host 

computer, except that the guest can initiate cue, copy and paste operations that reach the host, and the 

guest can also request print of documents. The host can transfer files to and from a virtual data storage 

area accessible by the guest by manual operator action. No other interac.1:ion is pennitted. 

10 According to another aspect of the invention, a networked computer system comprises a local 

network configured to carry electronic communication sjgoals between computers connected therewith. A 

connection on the local area network communicates with the Internet, and a plurality of computer stations 

are each connected with the local network so as to communicate thereacross. Each computer station 

operates as a host system according to stored data corresponding to an operating system and one or more 

15 program applications. The host system communicates over the local network but is restricted against 

communication with the Internet, except with predetennined Internet sites that have been idei:---itified as 

safe to access. Each computer station also supports operation of a respective virtual computer system 

thereon. The virtual computer system communicate.s via a vir""tual conduit connection over the local area 

network with the connection to the Internet, but wherein the virtual computer system is isolated against 

20 any other conununication over the local area network. Each computer station is isolated against any 

communication of data to or from the respective virtual computer system operating thereon. except for a 

limited set of types of permitted data transfers. 

According to another aspect of the invention, a method of safely browsing the Internet comprises 

providing a host computer system operating according to a stored operating system and one or more 

25 stored program applications, and having operating thereon a firewalled virtual computer system with 
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which the host computer system has restricted communication of data. The method further comprises 

accessing the Internet using a first browser program running on the virtual computer system. 

According to another aspect of the invention. a computerized work station comprises a computer 

operatively connected with one or more user-accessible data entry devices, a display device viewable by 

5 the user, and computer-accessible data storage pro"iding for the computer an operating system and one 

or more applications programs that run on said operating system, and supporting a virtual computer 

system operating on the computer. The computer is able to access the Internet using a browser program 

mnning on the virtual computer system such that the browser displays information obtained from the 

Internet on the display. Data transfers to and from the virtual computE"T system are limited to a set of types 

10 of transfers that limit the possibility of malicious data from the Internet moving from the virtual computer 

system to another portion of the computer system. 

According to still another aspect of the invention, a computer system for browsing the Internet 

while connected with a local area network comprises a computer having a computer-accessible data 

storage. an input device connected therewith and a display "iewable by a user of the computer. The 

15 computer has stored thereon software causing the computer to operate as a host computer system 

executing application programs and accessing other computerize-d devices on the local area network. and 

as a "irtual guest computer system operaiing independently of the host computer system. The host a_nd 

guest computer systems are able to communicate therebetween only according to a predetermined set of 

limited interaction processes. The host system has access to the Internet wholly or partially blocked, such 

20 that the host system can only communicate with sites that are identified in stored whitelist data. The 

virtual guest computer system has access blocked to the host computer system and to the local area 

network. The virtual guest computer system accesses the Internet through the local area network via a 

virtual conduit to an Internet connection point linked to the local area network. 
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The above architecture is preferably implemented by commercial-off-the-shelf (COTS) hardware, 

all of which is readily available. The computers described herein and the networks, both local area and the 

internet, rely on the standard well lamwn network hardware now in common use_ The separate internet 

access for the virtual guest is preferably provided by a COTS system used in virtual private networks 

5 (VPNs). The firewalls and other c01mmmication restrictions of the system are implemented preferably by 

software, i.e., using computer-readable instructions stored on the computer systems that cause those 

computer systems to operate according to the fi.rewall and communications architecture as described 

herein. 

According to an aspect of the invention, this is accomplished by providing a host computer that is 

10 surrormded by a host based firewall. The firewall allows the host to access addresses on the LAN but 

blocks any access to any address on the Internet, except for futei:m:t addresses that are specifically 

whitelisted, i.e., pre.determined to be trusted sites. In the preferred embodiment, the firewall inter alia 

prevents or disables any access to the usual Internet access ports, e.g .• ports 80 and 443, which are also 

the ports that are usually used by executing stub code of an intection to access the Internet without 

15 knowledge of the user. Because these are also the usual ports used to access the Internet by a browser in 

ordinary use in the prior art, the host computer consequently does not have any direct contact to and 

cannot communicate with the Intemei through its ports, except that the host computer is pemritted to 

access other sites on the secure L.t\N itself through these ports, and also tmsted Internet sites that are 

predetermined and stored in whitelist data accessible to the host computer (or to the LAsN firewall). 

20 Also operating on the host computer is a hypervisor system that creates a virtual machine 

environment that is separate from the host computer's operating system. This virtual machine has a virtual 

guest operating system on which a modified browser is run. The browser is activated by a desk-top 

shortcut or application on the host system that allows the user to link to the isolated Internet access of the 

virtual guest system by launching the virtual guest web browser, which operates transparently to the user 

25 in the virtual guest system. 
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The virtual guest system browser is configured to access the Internet only through a specific and 

unique Internet access point identified by a unique IP address, e.g., 10.1.xxx.xxx, or 255c255.2xx.xxx, for 

that specific vutual guest system. The virtual guest system has, as part of its virtual architecture, ports 80 

and 443, and generally operates internally as a normal browser. except that it relies on a dedicated 

5 connection to get to the Internet. Because it is exposed to potentially malicious software as it browses t_he 

Internet, the virtual guest system browser and its virtual operating system may be a hardened version that 

is exceptionally resistant to corruption, or it may have enhanced anomaly ddection to aid in noting when 

dangerous data has been encountered by the browser. The virtual guest system also has no connection 

whatsoever to the LAN, and cannot access any address on the LAN. 

10 In the preferred embodiment, the unique IP address is provided by a virtual private network 

(VPN) tennination point device on the LA1� that is connecte.d to the -virtual guest system and its browser 

through the LAN by a VPN. In this LAN embodiment, the host computer firewall allows the host 

computer to communicate only with IP addresses on the LAN, and the host computer can only 

communicate with the Internet through the virtual guest system communicating through the \lPN to the 

15 ·vPN tennination point. The VPN termination point is connected by a local hardwired connection to the 

firewall between the LAN and the Internet, and it connects directly to the firewall without passing 

20 

through the LAN. Consequently all Internet traffic from the host computer is restricted to run only from 

the virtual guest system through the sealed conduit of the VPN, and then through the firewall and into the 

Internet at large. There is no contact between the Lnternet traffic and the LAN. 

The virtual guest system browser may alternatively be connected to the Internet access point 

directly as a local hardware device connected directly to the host computer without an interveni.r,g 

network or LAN. In this embodiment, a single computer connected directly to an Internet access point 

may be provided with protection against malware in the absence of a trusted local network. 
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The guest computer and the host computer communicate with each other by a li..'lrited permissible 

internal host-based firewall in the host system that is provided by the hypervisor or some other local 

program. Communications across this internal firewall between the guest system and the host system are 

limited to cut and paste of displayed documents or files, commands to print documents, and file transfer 

5 requested manually by the host (i.e., directed intentionally by the human user of the given system). 

As a result of this arrangement, should the guest browser system access a website that retums 

some malware stub code over the Internet, the stub code is executed on the guest browser. The guest 

browser will then access the .. mother ship" site with the secondary malware payload via its virtual ports 

80 or 443 as directed to by the stub code software, and it will download the secondary payload executable 

10 module onto the virtual guest machine, which is configured by the hypervisor as essentially a blank PC 

with a browser and isolate.cl from the re.al host computer. The secondary payload will then run on and 

access the virtual or pseudo guest machine. which has no files or system assets that are usable for the 

infection of a system. 

The guest system is compromised at this point. However, the guest computer in the virtual 

15 machine has no access to the other computers on the network or even to the system assets or files of the 

host system itself, except to cut, paste, or print. This is the limit of the infection, and there is no 

compromise to the host system security. 

The compromised guest system may start to encounter problems, and might even become 

inoperable with the malware running if it is forced to function as a netbot or remote controlled device 

20 working for the mother ship site. However, the hypervisor stores a pristine copy or clean slate of the 

entire virtual guest system. and that pristine copy can be reloaded in place of the existing virtual guest 

machine, either periodicaliy, e.g., once a day or once an hour, or on command of the user when there 

might be an infection. The infected virtual guest system therefore can be cleared immediately and 

reverted to its original condition without any hann to the actual host computer. 
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Even if malware were to get through the firewall and initiate an executable module on the host 

operating system instead of the virtual guest system, such as by a virus attached to an email or 

contamination by a USB memory stick or other hardware device that introduces a virus to the host 

operating system behind the host firewalls, nonetheless the malware module would not be able to access 

5 the Internet because the ports on the host machine are disabled for Internet access. With the malware 

unable to communicate outside the local area network, there would be no exfiltration of data. and 

malware beaco11ing, or any possibility of remote command and control. Furthermore, the blocked 

attempts to access the generally disabled or blocked ports 80 or 443 {or whatever other ports may 

appropriately be disabled or blocked) can be detected as an indication that the host computer is infected. 

10 If an infection is detected, then the host system could then be scrubbed or rebuilt, and the security 

compromise would have had only minimal effect. 

Other advantages of this invention will become apparent from the foregoing specification. 

Brief Description of the Drawings 

Figure 1 is a diagrai.11 of an exemplai--y system on a local area network using the Internet isolation 

15 system of the present invention. 

Figure 2 is a diagram of a stand-alone computer system that is protected from infection from 

Internet sites by an architecture according to the present invention. 

Detailed Disclosure of the fuvention 

Referring to Figure l ,  a networked computer system generally indicated at 1 is linked to the 

20 Internet 5 via a firewall 3 and a router 2 of conventional configuration that is well-known in the ai-t:. A 

proxy/ web-content filter 4 is connected with and cooperates with the firewall hardware 3 to control the 

type of data permitted to pass from the Internet 5 into the local system 1 ,  filtering e.g., pornographic 

material or data not intended for the system 1 ,  and also bloclr.s communications from users on the LAN 
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trying to reach disallowed sites, e.g,, requests to access www.onlinecasino.com.The local system 1 

includes a trusted local area network (LAN1 7 that transmits electrical data signals between a plurality or 

large number (not shown) of computer systems each identified by a unique LAN address. The computers 

include at least one workstation or laptop generally indicated at 9. Each of the computers on the LAN 7 is 

5 configured similarly to the computer system 9 to prevent m__alware intrusion from ti'le Lntemet. 

1he workstation 9 can be virtually any host computer system, including a PC or a laptop or any of 

a variety of other computer systems with electronically accessible data storage, a user -...isible display, a..'ld 

input devices such as a keyboard and a mouse. As an example, the system may be a PC sold by Dell, with 

4GB R.,-1\:i.\tl and 146 GB hard disk storage, a monitor, a keyboard and a mouse. The host system 9 stores 

10 thereon data providing an operating system that allows the host system 9 to function, e.g., a Windows or 

Linux operating system, as is well known in the art. It also stores data corresponding to all of the software 

needed for operation of the computerized workstation 9 in common operation, e.g., word processing 

programs, accounting programs, or any application that is supported on a computer. Also, the host 

computer system has a browser program that may be modified to enhance operation with a guest system, 

15 as will be discussed below. 

20 

The host system 9 also has stored data in the form of software instructions that cause the host 

system to have a host-base.cl firewall 1 1  that provides restrictive egress from the computer 9. This host­

based firewall 11 may be implemented using software such as, for example, that sold nnder the names 

Symantec Endpoint Protection or MacA.fee Host-Based Security Systems. 

This host based firewall 1 1  blocks all communications from the computer 9 exc!emt that it permits 

passage through it only of communications to the IP addresses of other computers on the trusted network 

7. The firewall 1 1  specifically does not permit the computer 9 to access ports 80 or 443, and potentially 

also prevents access to ports 27 and to 77, and to any other ports that may or may becomt: vulnerable to 

malware or security threats at some point in the future. This firewall 11 may allow the computer 9 only 
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some limited use of these ports if the communication is purely with pre-determined trusted Internet sites, 

as will be described below. This firewall 1 1  is therefore a preventive barrier to any access of the futernet 

from host system 9 through its ports or directly to the firewall 3 via the LAN. 

Host system 9 stores data defining software that when executed creates a hypervisor on the 

5 computer system 9. The hypervisor may be one of a variety of types ofhypervisor, either software that 

executes directly as a separate operating system on the hardware of computer 9, or as a software mudult: 

that operates based on the underlying operatLng system, e.g.,. Windows 7, of the computer 9. In either 

case, the hypervisor effectively creates a vii---tual machine operating on the hosi compuier that has a virtual 

configuration different from the real hardware and software configuration of the computer 9. The 

10 hypervisor employed may include software packages or modules such as Med-V from Microsoft, 

Invincea, Microsoft --- Virtual PC 2007 or Hyper-V, \l�fWare Player or ESX, or SUN Microsystems 

XVM Virtual Box. The virtual machine created by the hypervisor is illustrated in the diagra1n of FIG. 1 

as the virtual guest system or guest OS 13. 

In addition to forming the virtual guest system 1 3, the hypen.-isor also provides an additional 

15 internal host-supported firewall indicated at 1 5  that separates and restricts interaction between virtual 

guest system 1 3  and the trusted- host operating system 1 7, which is the standard operating system running 

the host computer 9, e.g., Windows 7 or another system that will support or cooperate with the 

hypervisor. Communications between the trusted host OS 1 7 and the guest OS 13 pass through the 

hypervisor firewall 1 5, and are limited to: 

20 1 .  Cutting or copying of text visible on the screen; 

2. Pasting of the text that has been cut or copied from what is visible on the screen; 

3. Receiving a queued request lodged with the hypervisor by the guest OS 1 3  that the host 

system print files on a printer (noi sho�n) connected with the workstation or laptop 9 , and; 

12 

Ex.1002 
CISCO SYSTEMS, INC. / Page 13 of 517



5 

WO 2012/103517 PCT/US2012/023027 

4. Transfer of files, when directed by the host computer OS 1 7, between a computer memory 

area (such as a respective desktop) or virtual data storage accessible io the virtuai guest OS 

13 and a computer memory area (such as a respective desktop) or data storage accessible, to 

th� host OS 17. 

The guest OS pseudo machine or virtual guest system 1 3  is has its own virtual architecture and 

configuration, It preferably has vfrtual architecture of a very simple or gutted PC with a desk-top area that 

can. be accessed manually by a user of the computer system 9 to transfer files to be accessed by the virtual 

guest browser, but few if any associated system assets or 110 devices. The only files in the virtual 

machine 1 3  are those in its own desktop. The virtual guest system 13 shows no software installed except 

10 for a browser and possibly some related supportive software, such as Adobe or Windows Media Player 

that cooperate with the browser when certain types of files are accessed on the Internet, and potentially an 

email program such as Microsoft Outlook for certai.c---i configurations. 

File transfer to and from the virtual guest system is very restricted, and can only occur in response 

to a user input directing the transfer. This allows for download and upload of documents, but the process 

15 requires slightly more user action than in an unprotected system of the prior a.rt. 

If a user is browsing and wishes io download a file from the Internet, the user will left click for 

download, as is standard in the a.rt, and a dialog box will open in the browser in the guest system, asking 

the user where to store the file and under what name. The area available to store is a virtual data storage 

space that can be organized with folders by the user, as is well-known in the art. The user selects a file 

20 name and downloads the file into that virtual area. The user then goes to the Start Menu on his host 

computer, and this will offer him as one of the application choices "File Transfer". \\''hen selected and 

clicked, this will open a window similar to Windows Explorer displaying the files of the viJtua] data 

storage area of the virtual guest system. The user can select the file and copy it to �my data storage area of 

the host system. The file then becomes available to the host and for access over the trusted LA.N. 

13 

Ex.1002 
CISCO SYSTEMS, INC. / Page 14 of 517



WO 2012/103517 PCT/US2012/023027 

If a user wishes to upload a file to an Internet site, the user again accesses the File Transfer 

application running on the host system, and then copies the file form the data location in the host system 

into the virtual data storage of the virtual guest system. The browser than can be opened and when the 

browser dialog box opens in the guest system, the virtual data storage area of the guest is visible, and the 

5 file is visible there to be selected for uploading by the browser. 

The host OS 1 7 has a desktop displayed to the user that includes an icon corresponding to the 

browser that runs in the virtual guest system 13 .  V/hen this icon is clicked on by the user, it initiates the 

browser program running in the virtual guest system 13 .  The browser may be Firefox or Internet Explorer 

6, 8 or whatever version of these is available, and other browsers may also be used with similar 

10 advantage. The virtual guest system 13 includes in its virtual architecture ports 80 and 443, access to 

which is permitted in the virtual guest system 13 .  These ports function to access the Internet, but the 

traffic does not go through real hardware ports on the host computer 9. Rather, the traffic beiween the 

Internet and the browser of the virtual guest system 13 is routed through a sealed "vi.i-tual conduit" 19 

passing through the LAN. The virtual guest system 1 3  is able to communicate using its browser through 

15 only one mechanism, i.e. the virtual private network connection indicated at 1 9  that allows for the guest 

operating system to communicate over the trusted neiwork 7 to a VPN termination point that is located 

adjacent the enterprise firewall 3. 

This virtual conduit is really a softwa_re-generated Virtual Private Network (VPJ\T) tunnel that 

encrypts data passing to and from the Internet and ensures that it is received or delivered to the virtual 

20 guest system 13 at one end and at VPN termination point 21 at the other end, without the possibility that 

the data thereof can reach any other location in the LAN except those two locations. The virtual guest 

system 1 3  uses Neiwork Address Translation to support a captive VPN session to the VPN termination 

point 2 1 .  The VPN 1 9  is basically a tamper-proof conduit through the local area network 7 that prevents 

any contamination passing from the Internet to the guest OS or back out'nard from reaching any other 
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system on the local area network. It can be analogized to a pipe full of toxin passing through an otherwise 

clean water supply. 

The VPN tennii--i.ation point may be connected with the firewall 3 or integrated into it. 

Appropriate VPN termination point hardware devices are off-the-shelf systems such as the Check Point 

5 UfM-1 570, the Cisco ASA 5510 or Juniper Netv..-ork.s NetScreen. The \lPN trdllSmits data packets that 

are encrypted according to an IPSEC or SSL ·vPN tunnel construct protocol. The data in the VPN is 

transmitted over the LAN from the virtual guest system 1 3  on the host computer 9 in this encrypted form 

to the VPN termination point 21 ,  where it is decrypted for transmission to the Internet- The VPN 

termination point includes hardware that is physically connected with the firewall device 3 outside of the 

10 L-'\_l\J", not connecting with the firewall 3 through the LAsN, and the VPN termination point includes in the 

data transmitted data defining a unique IP address for the: specific virtual guest system 1 3,. e.g., 

1 0. 1.xxx.xxx, or 255.255. 2xx.xxx. This gives the appearance to the receiving Internet server that the 

virtual guest system 13 is not an IP address on a LAN, but a solitary PC without a LAN. 

Similarly, data packets received from the hitemet directed to the virtual guest system 1 3  pass 

15 through the firewall 3 and other standard prior art security measures applied where the Internet mecis the 

LAN, such as filter 4, and these packets are then encrypted at the VPN termination point and then sent 

encrypted through the LAN to the host computer 9. At the host computer 9 at the other end of the VPN 

they are received and passed to the virtual guest system 13, where the data is decrypted and displayed by 

the browser. 

20 The guest OS 13 ca_11. be easily infected or compromised and made unusable by the malware or 

other threats that it is exposed to. TI1e browser is consequently preferably hardened to reduce its volatility 

in the face of such attacks. In addition, the hypervisor retains a vin-"--ual image of the virtual guest system 

1 3  in its original pristine state free of any infections or history, so that the virtual guest system 13  can 

easily be reset to its pristine de.an state, i.e., a clean slate, by reloading the data defining the UI1infected 
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virtual guest system 1 3. This is preferably done frequently in the system,, e.g. once a day, so that there 

are no persistent infections that may develop in the virtual guest system 1 3. 

It may occur that software installed on the host machine 1 7 requires live access to the Internet for 

proper operation of the software. For exan1ple, some software requires access to a certificate online to be 

5 executable. Similarly, access to online help from a software module requires that the host computer 

access the relevant websites. In either case, the host OS 1 7, not the guest OS 1 3  must access the Internet. 

To allow for this, the firewall 1 1  around the host OS 1 7  selectively enables the host OS 1 7 to access the 

Internet directly through ports 80 or 443, which are otherwise disabled, provided that the websites being 

accessed are on a whitelist of predetermined trusted sites with which the host OS 1 7  is perrllitted to 

10 communicate with. 

The email program for the workstation 9 may be operated as a sort of browser application in the 

virtual guest system, with emails retained in the virtual guest system. Alternatively, where the L.A_N 

includes a server inside the LAN for email, the email program may be nm on the host OS. 

The host computer system can in some cases be disconnected from the LAN and connected with a 

15 different network, as when a laptop is taken by a user to a remote location, such as, for example, to a hotel 

where it accesses the L--itemet using a different network. The host based firewall I I (HBFW) remains on 

the computer system 9, but performs multiple predetermined functions based on whether the computer 9 

is "home" (attached to the LA_N) or "'roaming" (disconnected from the LAN and connected via a non­

secure network to the Internet). 

20 At home on the LA.i'J: 

The guest system, when the host is ""home" on the trusted LAN network, is allowed by the HBFW 

only to egress the network through the VPN endpoint via a specified IP address using a predetermined 

port/protocol (i.e. UDP 500 or TCP 1 0000) 
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The home system, when the host is "home" on the trusted LAN network, is allowed by the 

HBFW to coITu--nunicate to other LAN resources as well as any whitelisted sites outside the LAN on the 

Internet. All other egress ports/protocols/paths are blocked. If not, a malicious program could try and 

connect to a "mothership'' "ia port 2 1 ,  which is a well known port often allowed for access the internet for 

5 file transfers. It is possible for the IT personnel to configure the system to specifk-ally allow or whitelist 

other ports or websites for necessary or reasonably permitted file transfers to known entities. 

When roamii,g: 

The guest. when off the trusted network, is allowed by the HBFW to freely communicate on 

whatever network it is connected to. As a result, if the system is a laptop connecting to the Internet in a 

10 hotel room or via a Wi-Fi network, the computer system 9 can still connect to the Internet without 

requiring the VPN. 

The host, when roaming on a nonsecure network, has all egress blocked by the HBFW. 

LAN Firewall: 

In addition to the HBFW, the LAN has LA.J."\J firewall 3, which fo__rther secures the local area 

15 network. On the network. it is not possible to determine if it is the guest or the host trying to 

communicate, because since both the host and the guest use the host IP address. (The guest uses the 

NAT'd TCP/IP network address assigned to the host). 

20 

This LAN firewall device 3 is configured to block all host-based egress for all ports, protocols 

and destinations, with the exception of the following: 

i. the guest system can access the VPN endpoint using the host's NAT'd TCP/JP network address 

and will use a predetermined port/protocol (i.e. 1JDP 500 or TCP 1 0000) 

17 

Ex.1002 
CISCO SYSTEMS, INC. / Page 18 of 517



WO 2012/103517 PCT/US2012/023027 

ii. Host egress is permitted via specified ports/protocols (80, 443) to any predetermined 

whitelisted sites that are required by host. 

The LAN firewall does not address LAN access because the firewall is usually installed at the 

edge of the LAN to filter egress/ingress from the LAN, and is not between the host and any other IP 

5 address on the LAN. 

FIG. 2 shows an alternate embodiment of the ii�vention with a single system attached to the 

internet without a LAN. FIG. 2 shows a number of components similar to those in FIG. 1 ,  and in FIG. 2 

similar parts have the same reference character numbers as in FIG. 1 .  

In the embodiment of FIG. 2 ,  a computer system 23, such as a standard PC sold by  Dell as 

10 described above, is connected with the Lnternet 5 through a router 2 and a firewall 3 as described above. 

Proxy content filter 4 may optionally be used to screen undesirable or inappropriate incoming or outgoing 

data, as above. 

Computer system 23 has an internal architecture similar to Lhe system 9 of the first embodimenL 

The system 23 includes a host system 25 running on the resident operation system, such as Windows or 

15 Linux, and a virtual guest system 27 defined by a hypervisor program running on the computer 23. The 

host and guest systems 25 and 27 are separated by an internal firewall 29 defined by the hypervisor that 

restricts the interaction between the host and guest in the same way that the firewall 15  of the first 

embodiment restricts communication between its host and guest systems. 

The computer system 23 is also provided with a firewall 3 1  that limits communications from the 

20 host system 25. The host system 25 is blocked from communicaiing with any IP address, except that host 

system can communicate through the firewall 3 1  via a local hardwired connection to firewall 3 and 

through router 2 to access any sites on the Internet 5 that have been predetemrine,d to be wbiielisted or 

trusted sites, such as software certificate sites or software online help sites, as discussed above. 
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Because there is no LAN, the system 23 does not make use of a v'PN. Virtual guest system 25 

communicates over a hardwired connection to a VPN tennination point device that gives the guest an IP 

address when browsh---ig on the Internet. The firewall 3 1  allows the guest system 27 to communicate 

without restriction with any site on the Internet 5. 

The hypervisor of the system 23 has a refresh or clean slate restoration process that restores the 

virtual guest system 27 to its original pristine state periodically, e.g., every 24 hours, or when an infection 

is detected or suspected, or simply responsive to a manual directive input from the user at the user's 

discretion. 

This embodiment also provides protection against Internet malicious software threats by its 

10 isolation of the host system. 

In a particularly preferred embodiment, the host and guest systems each have browser programs 

installed that facilitate access to the Internet without risk to the separation of the host from the virtual 

machine. 

The host 1 7  runs a browser, which may be any typical browser, such as e.g., Internet Explorer, 

15 Mozilla Firefox, etc. The host browser has access to stored data defining a whitelist of trusted destination 

resources. usually IP addresses or sites. including the other accessible site-s on the secure LAN and trusted 

sites on the Internet. An add-on checks for each address or site accessed whether it is on the whitelist. If 

so, the host browser accesses that address or site, and that is permitted by the host firewall 11 and the 

LAN firewall 3 if it is on the Internet If the address that the host browser is trying to access is not a 

20 trusted LAN or Internet site in the whitelist data, the host browser immediately transfers the address or 

site to which access is sought to the guest browser. 

The guest browser may be already fU.Ih7.ing or it may be started by the host browser add-on. The 

guest brows.er will open to display the site to the user to be viewed in the guest browser, and then go to 

the non-whitelist site as discussed above, via the VPN or the non-firewalled com1ection to the Internet. 
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Any malware or other deleterious data or code on the non-trusted site will be processed as above, 

remaining isolated in the guest computer system, unable to cross over the firewall back into the host 

computer. 

The host monitors the guest browser at all times and screens any destination resource or address 

5 that the guest browser tries to access. If the there is an attempt to access a trusted whitelist site in the guest 

browser, then the host browser takes over the request clears the request in the guest browser. The host 

browser then opens on the user's display, and the request to access the trusted site will he processed from 

the host browser. Careful screening of the DNS, SMTP or other aspects of the communication is 

monitored by the firewalls to ensure that the system is not misled into communicating with an unsafe site 

10 directly from the host computer 1 7. 

15 

All the other aspects of the firewall 1 5  described previously are fully maintained to keep the 

systems isolated. Specifically, data from site:-;; that are opened by the virtual guest system browser remains 

isolated in the virtual system behind the internal firewall 15, and can only be moved by the linrited types 

of transfer described above, i.e., cut, copy, paste, print, etc. 

While the present system relies on software implementations of many of the aspects of the 

invention, it will be understood that hardware analogues of the software ii---nplementations may also be 

employed. 

The terms used herein should be seen to be terms of description rather than of limitation, as those 

of skill in the art with this disclosure before Lhem will be able to make modifications and revisions thereto 

20 without departing from the spirit of the invention. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims: 

1 -27. (Cancelled) 

28 .  (New) A networked computer system comprising: 

a network; 

at least one computer system configured to connect to the network, the computer system 

comprising a host system and a virtual system, wherein the virtual system is a separate operating 

system or a software module operating on the computer system, wherein an internal firewall is 

configured to separate the host system from the virtual system in the computer system, and a 

host-based firewall executed on the computer system is configured to implement network 

isolation between the computer system and the network; and 

at least one device configured to implement at least one of a network firewall or a web 

proxy, wherein the device comprises a processor and a memory configured to implement 

network isolation between one or more untrusted network destinations and the networked 

computer system. 

29. (New) The networked computer system of claim 28, wherein the internal firewall is 

configured to prevent data from being communicated between the virtual system and the host 

system without an explicit user input. 

30 .  (New) The networked computer system of claim 28, wherein the host system is 

configured to store data in a host memory space and the virtual system is configured to store data 

in a virtual memory space that is segregated from the host memory space. 

3 1 .  (New) The networked computer system of claim 28, wherein malware introduced to the 

computer system is prevented from moving to another computer system of the networked 

computer system. 
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32.  (New) The networked computer system of claim 28, wherein the computer system is 

configured to : 

communicate with the one or more untrusted network destinations via a first 

communication connection, 

communicate with one or more trusted network destinations via a second communication 

connection; and 

enforce separation of the first communication connection from the second 

communication connection. 

3 3 .  (New) The networked computer system of claim 28, wherein the host-based firewall is 

configured to prevent lateral communication and movement of malware between the computer 

system and other devices on the networked computer system. 

34.  (New) The networked computer system of claim 28, wherein the device is configured to 

prevent unauthorized communication between the computer system and the one or more 

untrusted network destinations .  

35 .  (New) The networked computer system of claim 28, wherein the host-based firewall is 

configured to implement a first policy when the computer system is connected to the network 

and a second policy when the computer system is connected to another network, wherein the first 

policy permits one or more communications between the host system of the computer system and 

one or more resources on the network and the second policy blocks communications egressing 

from the host system of the computer system but allows communications egressing from the 

virtual system. 

36 .  (New) The networked computer system of claim 28, wherein one or more applications or 

processes are configured to run in the virtual system, and wherein the one or more applications 

or processes running in the virtual system are configured to communicate with the one or more 

untrusted network destinations .  
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37 .  (New) The networked computer system of claim 28, wherein one or more applications or 

processes are configured to run in the host system, and wherein the one or more applications or 

processes running in the host system are configured to communicate with one or more devices on 

the network. 

38 .  (New) A method of network isolation in a networked computer system, the method 

compnsmg: 

providing a network and at least one computer system that is configured to connect to the 

network, the computer system comprising a host system and a virtual system, wherein the virtual 

system is a separate operating system or a software module operating on the computer system; 

separating the host system from the virtual system using an internal firewall executed on 

the computer system; 

implementing network isolation between the computer system and the network using a 

host-based firewall executed on the computer system; 

providing at least one device configured to implement a network firewall or a web proxy; 

and 

implementing network isolation, between one or more untrusted network destinations and 

the networked computer system, via the at least one device. 

39. (New) The method of claim 38, wherein the internal firewall is configured to prevent data 

from being communicated between the virtual system and the host system without an explicit 

user input. 

40. (New) The method of claim 38, further comprising: 

the host system storing data in a host data storage; and 

the virtual system storing data in a virtual data storage. 
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4 1 .  (New) The method of claim 38, further comprising preventing malware introduced to the 

computer system from moving to another computer system of the networked computer system. 

42. (New) The method of claim 38, further comprising: 

communicating with the one or more untrusted network destinations via a first 

communication connection; 

communicating with one or more trusted network destinations via a second 

communication connection; and 

enforcing separation of the first communication connection from the second 

communication connection. 

43 . (New) The method of claim 38, further comprising preventing, via the host-based 

firewall, lateral communication and movement of malware between the computer system and 

other devices on the networked computer system. 

44. (New) The method of claim 38, further comprising the at least one device preventing 

unauthorized communication between the computer system and the one or more untrusted 

network destinations. 

45 .  (New) The method of claim 38, further comprising: 

implementing a first policy for the host-based firewall when the computer system is 

connected to the network, the first policy for the host-based firewall permitting one or more 

communications between the host system of the computer system and one or more resources on 

the network; and 

implementing a second policy for the host-based firewall when the computer system is 

connected to another network, the second policy for the host-based firewall blocking 

communications egressing from the host system of the computer system but allowing 

communications egressing from the virtual system. 
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46. (New) The method of claim 38, further comprising running one or more applications or 

processes in the virtual system that are configured to communicate with the one or more 

untrusted network destinations .  

47. (New) The method of claim 38, further comprising running one or more applications or 

processes in the host system that are configured to communicate with one or more devices on the 

network. 
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1 .  A networked computer system comprising: 
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a local network configured to carry electronic communication signals between computers 

connected therewith; and 

a connection on the local area network communicating with the Internet; and 

a plurality of computer stations each connected with the local network so as to communicate 

thereacross; 

each computer station operating as a host system according to stored data corresponding to an 

operating system and one or more program applications, said host system communicating 

over the local network but being restricted against communication with any destination 

resource, except with predetermined destination resources that have been identified as safe to 

access; 

each computer station also supporting operation of a respective virtual computer system 

thereon, said virtual computer system communicating via a virtual conduit connection over 

the local are-a network with the connection to the Internet, but wherein the virtual computer 

system is isolated against any other corrununication over the local area network; 

each computer station being isolated against any communication of data to or from the 

respective virtual computer system operating thereon, except for a liniited set of types of 

permitted data transfers. 

2. The networked computer system of claim 1 .  wherein the connection communicating with the 

Internet includes for each computer station a respective virtual private network termination 
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device that gives the virtual computer system an IP address on the hlternet that indicates it to 

be a single computer system having fewer resources than the corresponding computer station. 

3. The networked computer system of claim 2, wherein a firewall is interposed between the 

Internet and the virtual private network termination device and the local area network, and 

said firewall blocks communications with the Internet via the LA_N, but does not interfere 

with communications between the virtual private network termination device and the Internet. 

4. The networked computer system of claim 1 ,  w herei.1� the computer station is a computer work 

station or a laptop computer. 

5. The networked computer system of claim 1, wherein the host system is blocked against 

communicating with any site over the Internet except for sites defined by predetemrined 

whitelist data identifying trusted sites on the Internet. 

6. The networked computer system of claiI---n 1, wherein the host system is at least partially 

blocked against communicating via specified ports of said computer station by a firewall 

between the host system and the local network, or a firewall between the local network and 

the Internet. 

7. The networked computer system of claim 1, wherein the host system is blocked against 

communicating via ports 80 or 443 with any destination resource except for destination 

resources defined by predetermined whitelist data identif-ying trusted destination resources on 

the Internet. 

8. The networked computer system of claim I. wherein the virtual computer system is defined 

by a hypervisor program running on the computer station that isolates the virtual computer 

system from the host computer system. 

22 

Ex.1002 
CISCO SYSTEMS, INC. / Page 28 of 517



5 

10 

15 

20 

WO 2012/103517 PCT/US2012/023027 

9. The networked computer system of claim 1 ,  wherein the user of the computer station 

activates the virtual computer system by starting an internet browser program that runs in the 

virtual computer system. 

10. The networked computer system of claim 1 ,  wherein the computer station stores data defining 

a pristine version of the virtual computer system, and the user of the computer station can 

interface therewith and instruct the computer station to restore the virtual computer system to 

the pristine version. 

1 1 . The networked computer system of claim 1 ,  wherein the set of permitted data transactions is 

a set of one or more elements selected from the group consisting of 

a. cutting or copying text displayed on the display; 

b. pasting text that has been cut or copied from the display; 

c. receiving a re.quest to print a file on a local printer; and 

d. transferring files between a data area associated with the host and a data area 

associated with the virtual computer system. 

12. A method of safely browsing the internet, said method comprising: 

providing a host computer system operating according to a stored operating system and one 

or more stored program applications, and having operating thereon a firewalled virtual 

computer system with which the host computer system has restricted communication of data; 

and 

accessing the Internet using a first browser program running on the vim-1al computer system. 

1 3. The method of claim 12, wherein said host computer system is firewalled against access via 

predetermined ports of the host computer system to any sites on the Internet, except for 
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predetermined trusted sites identified in whitelist data stored so as to be accessible to the host 

computer system, said method further comprising 

14. determining possible infection of the host computer system responsive to a detection of the 

host computer system accessing one or more of said predetermined ports. The method of 

claim 12, wherein the virtual computer system is created by a hypervisor program stored as 

data accessible to and running on the host computer system, said method further comprising: 

storing an original version of data defining the virtual computer system and software running 

thereon; and 

restoring the virtual computer system to said original version thereof responsive to input 

instruction from a hwnan user or periodically. 

1 5 . The method of claim 12, wherein the communication of data between the host and virtual 

computer systems is restricted so as to be limited to transfers of data selected from the group 

consisting of 

a. cutting or copying text displayed on a display connected with the host computer 

15 system; 

20 

b. pasting text that has been cut or copied from the display; 

c. receiving a request to print a file on a local prii---iter connected with the host computer 

system; and 

d. transferring files between a data area associated with the host computer system and a 

data area associated with the virtual computer system. 
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16. The method of claim 12, wherei_n said accessing uf the Internet is via a vittual conduit 

through a local area network between the virtual computer system and a VPN termh1.ation 

point linked to the Internet. 

1 7" The method of claim 1 2, wherein the host computer system is connected with a display 

device viewable by a human user thereof, said method further comprising displaying images 

derived from the Internet by the first browser program on said display device. 

1 8. The method of claim 1 7, wherein a second browser progran1 nms on the host computer 

system and receives input from the user thereof directing the second browser program to 

access sites i_n lhe local network or on the Internet, said method further comprising: 

determining, responsive to a directive of the user to access a specified site, wheiher or not the 

site is one of a predetermined set of whitelisted sites defined by data accessible to the second 

browser program; and 

responsive to said determination, accessing the specified site with the first browser program 

running on the virtual computer system if the site is not one of said set of whitelisted sites, or 

accessing the specified site with the second browser program running on the host computer 

system if the site is one of said set of wh.itelisted sites; and 

displaying the data obtained to the user using the browser program used. 

1 9. A computerized work station comprising: 

a computer operatively connected with one or more user�accessible data entry devices, a 

display device viewable by the user, and computer-accessible data storage providing for the 

computer an operating system and one or more applications programs that run on said 

operating system, and supporting a virtual computer system operating on the computer; 
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said computer being able to access the Lntemet using a browser program running on the 

virtual computer system such that the browser displays information obtained from the 

Internet on the display; and 

wherein data transfers to and from the virtual computer system are limited to a set of types of 

transfers that limit the possibility of malicious data from the Internet moving from the virtual 

computer system to ai-iother portion of the computer system. 

20. The computerized work station according to claim 1 9, whereLn the workstation is a laptop 

computer. 

2 1 .  The computerized work station according to claim 1 9, wherein, apart from access via the 

browser of the virrual computer system, access of the computer to any sites on the Internet 

except for sites identified by a predetermined set of trusted sites is blocked by a firewall. 

22. The computerized work station according to claim 1 9, wherein any communications via ports 

80 and 443 of the computer are blocked, except for communications with sites that are 

identified by a predetemrined set of trusted sites in stored whitelist data. 

23. The computerized work station according to claim 1 9, wherein the virtual computer system is 

operated as a virtual machine of a hypervisor machine. 

24. The computerized work station according to claim 1 9, wherein the computer accesses the 

internet via a virtual conduit through a local area network leading to a V---PN tennination point 

linked to the Internet. 

25. The computerized work station according to claim 1 9, wherein the data transfers are limited 

to cut instructions, copy instructions, paste instructions, print requests and file transfer 

instructions initiated by a user accessing the computer manually. 
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26. A computer system for browsi.11g the Internet while connected with a local area network, said 

computer system comprising: 

a computer having a computer-accessible data storage, an input device connected therewith 

and a display viewable by a user of the computer; 

said computer having stored thereon software causing the computer to operate as a host 

computer system executing application programs and accessing other computerized devices 

on the local area network, and as a virtual guest computer system operating independently of 

the host computer system, said host and guest computer systems being able to communicate 

therebetween only according to a predetermined set of limited interaction processes; 

said host system having access to the Internet wholly or partially blocked, such that the host 

system can only communicate with sites that are identified in stored whitelist data; 

said virtual guest computer system having access blocked to the host computer system and to 

the local area network, and 

said virtual guest computer system accessing the Internet through the local area network via a 

virtual conduit to an Internet connection point linked to the local area network. 

27. The computer system of claim 26, wherein access of the host system to the fatemet is 

blocked by a firewall that prevents access to all Internet sites except predetermined trusted sites, 

and that disables communications over ports 80 and 443, and data transfer between the host and 

guest computer systems is limited to cutting text, copying text, pasting text. transmitting files to 

be printed at a printed locally attached to the computer syste:m, and manual transfer of files into 

and out of a virtual storage area of the guest computer system. 
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(57) Abstract: A host computer supports a virtual guest system nmning 
thereon. The host system has a firewall that prevents it from communicating 
directly with the Internet, except with predetermined tmsted sites. The virtual 
guest nms on a hypcrvisor, and the virtual guest comprises primarily a 
browser program that is allowed to contact the Internet freely via an Internet 
access connection that is completely separate from the host computer connec -
tion, such as a dedicated network termination point with its specific Internet 
IP address, or by tumieling through the host machine architecture to reach the 
Internet without exposing the host system. The virtual guest system is separ­
ated and completely isolated by an internal firewall from the host, and the 
guest cannot access any of the resomces of the host computer, except that the 
guest can initiate cut, copy and paste operations that reach the host, and the 
guest can also request print of documents. The host can transfer files to and 
from a virtual data storage area accessible by the guest by manual operator ac­
tion. No other transfer of data except these user initiated actions is permitted. 
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DOCKET NO.: LCOM ISO US02 - - PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 
L3 TECHNOLOGIES, INC. 

For: INTERNET ISOLATION FOR A VOIDING INTERNET SECURITY THREATS 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13- 1450 

AUTHORIZATION TO TREAT A REPLY AS 
INCORPORATING AN EXTENSION OF TIME UNDER C.F.R. § 1.136(a)(3) 

Sir/Madame: 

The Commissioner is hereby requested to grant an extension of time for the appropriate length of time, 

should one be necessary, in connection with this filing or any further filing submitted to the U.S .  Patent 

and Trademark Office in the above-identified application during the pendency of this application. The 

Commissioner is further authorized to charge any fees related to any such extension of time to Deposit 

Account No. 50-55 19. 

Date : March 2, 20 18  

Page 1 of 1 

/Joseph R. Klinicki/ 
Name: Joseph R. Klinicki 
Registration No. :  68,505 
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DOCKET NO.: LCOM ISO US02 
Application No.: Not Yet Assigned 

PATENT 

Preliminary Amendment - First Action Not Yet Received 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Confirmation No. : Not Yet Assigned 

Group Art Unit: Not Yet Assigned 

Examiner: Not Yet Assigned 

L3 TECHNOLOGIES, INC. 

Application No. : Not Yet Assigned 

Filing Date: Herewith 

For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY 
THREATS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13- 1450 

Sir: 

PRELIMINARY AMENDMENT PURSUANT TO 37 CFR § 1.115 

Preliminary to examination of the above-captioned patent application, please amend the 

application as follows: 

IZI Amendments to the Specification begin on page 2 of this paper. 

IZI Amendments to the Claims are reflected in the listing of the claims which begins on page 
3 of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an attached 
replacement sheet. 

IZI Remarks begin on page 8 of this paper. 

IZI The Commissioner is hereby authorized to charge any fee deficiency, charge any additional 
fees, or credit any overpayment of fees, associated with this application in connection with 
this filing, or any future filing, submitted to the U.S .  Patent and Trademark Office during 
the pendency of this application, to Deposit Account No. 5 0-5 5 19. 

Page 1 of 8 
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U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
Under tile Paperwork Reduction Act of 1 995, no persons are required to respond !o a co!lection of information unless it contains a valid 011118 con!rol number. 

Attorney Docket Number LCOM --- ISO ---US02 
Appl ication Data Sheet 37 CFR 1 .  76 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

The application data sheet is part of the provisional or nor.provisional application for wt1ich it is being sutJmitted The following form contains tt1e 
bitJliogrnpt;ic data arranged in a format specified tiy the United States Patent and Trademark Office as outlined in 37 CFR 1 . 76 
This document may tie completed electronically and sutJmitted to the Office in electronic format using the Electronic Filing System (EFS) or tt1e 
document may be printed and included in a paper filed application. 

Secrecy Order 37 CFR 5.2 :  

D Portions o r  al l  o f  tile application associated with tllis Application Data Sheet may fa l l  under a Secrecy Order pursuant to 
· 37 CFR 5.2 (Paper fi lers on ly .  Applications that fa l l  under Secrecy Order may not be filed electron ica l ly.) 

I nventor I nformation : 

Inventor ! Rirrii�i!i Jl 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Robert 8. Hoy 
Residence Information (Select One) ® US Residency n Non US Residency 0 Active US Mi i itary Service ..._,, 

City Sewell I State/Province I NJ I Country of Residencd I us 

Mailing Address of Inventor: 

Address 1 600 Third Avenue 

Address 2 

City I New York I State/Province I NY 

Postal Code I 1 00 1 6  ! Country i I us 

Inventor 1 @ijrn�mf l 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Mark Fenkner 
Residence Information (Select One) @ US Residency 0 Non US Residency 0 Active US Mi i itary Service 

City Marlton I State/Province I NJ I Country of ResidencJ I us 

Mailing Address of Inventor: 

Address 1 600 Third Avenue 

Address 2 

City I New York I State/Province I NY 

Postal Code I 1 00 1 6  ! Country i I us 

Inventor ! Rirrii�i!i l 
Legal Name 

Prefix Given Name Middle Name Family Name Suffix 

Sean w Farren 

Residence Information (Select One) @) US Residency n Non US Residency 0 Active US Mi i itary Service ..._,, 
EFS Web 2.2. 1 2  
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PTO/AiA/1 4 (1 1 - 1 5) 
Approved for use through 04/30/201 7 .  0MB 065 1 --0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1 995. no persons are requireti to respond to a coilection of information un less it contains a valid 0MB control number. 

Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

City I Newburyport I State/Province I MA I Country of Residencd I us 

Mail i ng Address of I nventor: 

Address 1 600 Third Avenue 

Address 2 
City I New York I State/Provi nee I NY 

Postal Code I 1 00 1 6  ! Country i I us 

All I nventors Must Be listed - Addit ional Inventor I nformation blocks may be I t generated with in  this form by selecting the Add button .  

Correspondence Information : 

Enter either Customer Number or complete the Correspondence Information section below. 
For further information see 37 CFR 1 .33(a). 

D An Address is being provided for the correspondence I nformation of this appl ication. 

Customer Number 1 5027 

Email Address 

Appl ication Information : 

Title of the I nvention INTERNET ISOLATION FOR AVOiD ING INTERNET SECURITY THREATS 

%@ 

Attorney Docket Number LCOM ISO_ US02 I Small Entity Status Claimed □ 

Appl ication Type Non provis ional 

Subject Matter Utility 

ti 

Total Number of Drawing Sheets {if any) I 2 I Suggested Figure for Publ ication (if any) I 
Fi l ing By Reference: 

1 

Only complete this section when fi l ing an appl ication by reference under 35 U.S.C 1 1 1  (c) and 37 CFR 1 .57(a). Do not complete this section if 
appl ic:a!ion papers i nc l udin;J a specification and any drawin�is are, be,in;J filed. Any dorne,stic benefit or forei�Jn priority i nformation must b,, 
provided in the appropriate section(s) below (Le., "Domestic Benefit/National Stage I nformation" and "Foreign Priority I nformation"). 

For the purposes of a fi l ing date under 37 CFR 1 .53(b), the description and any drawings of the present application are replaced by this 
re,ferenc:e to !he prE;viously filed appl ication, subject to conditions and requi rerm;nts of 37 CFR 1 .57(aj. 

Appl ication number of the previously Fi l ing date (YYYY-MM-DD) 
filed appl ication 

Publ ication Information :  

D Request Early Publ ication (Fee required at time of Request 37 CFR 1 .21 9) 

I ntellectual Property Authority or Country 

Request Not to Publ ish .  I hereby request that the attached appl ication not be publ ished under 

□ 
35 U .S .C .  1 22(b) and certify Urnt the invention d isclosed in the attached application has not and wi l l  not be the 
subject of an appl ication filed in another country, or under a multi lateral international agreement, that requ i res 
publ ication at eighteen months after fi l ing .  

EFS \/Veb 2.2. 1 2  

, _  
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Approved for use through 04/30/201 7 .  0MB 065 1 --0032 

U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1 995. no persons are requireti to respond to a coilection of information un less it contains a valid 0MB control number. 

Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

Representative Information : 

Representative information shou ld be provided for al l  practitioners having a power of attorney in the appl ication .  Providing 
this information in the Appl ication Data Sheet does not constitute a power of attorney in the appl ication (see 37 CFR 1 .32). 
Either enter Customer Number or complete the Representative Name section below. If both sections are completed the customer 
Number will be used for the Representative I n formation during processing .  

Please Select One: ® Customer Number I 0 US Patent Practit ioner I 0 Limited Recognition (37 CFR 1 1 .9) 

Customer Number 1 5027 

Domestic Benefit/Nationa l  Stage Information : 
Th is section a l lows for the appl icant to e ither claim benefit under 35 U .S .C .  1 1 9(e) , 1 20 ,  1 21 , 365(c) , or 386(c) or ind icate 
National Stage entry from a PCT application .  Providin�1 benefit claim information in the Application Data Sheet constitutes 
the specific reference required by 35 U .S .C .  1 1 9(e) or 1 20 ,  and 37 CFR 1 .78. 
When referring to U1e current appl ication ,  please leave the "Application Number" field blank. 

Prior Appl ication Status Pending ! RMt@@I 
Fil ing or 371 (c) Date 

Application Number Continu ity Type Prior Appl ication Number (YYYY-MM-DD) 

Continuation of 1 3981 896 201 3-07-29 

Prior Appl ication Status Pending [Rijffi�i�J 
Fil ing or  371 (c) Date 

Application Number Continu ity Type Prior Appl ication Number (YYYY-MM-DD) 

1 3981 896 a 371 of internationa l  PCT/US201 2/023027 201 2-01 -27 

Prior Appl ication Status Expired ! Rii\@tW I 
Fil ing or  371 (c) Date 

Application Number Continu ity Type Prior Appl ication Number (YYYY-MM-DD) 

PCT/US201 2/023027 Claims benefit of provis ional 6 1 436932 201 1 -0 1 -27 

Additiona l  Domestic Benefit/National  Stage Data may be generated within this form 
by selecting Hie Add button .  

Foreign Priority Information :  

EFS \/Veb 2.2. 1 2  
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U.S. Patent and Trademark Oilice; U.S. DEPARTMENT OF COMMERCE 
UnrJer the Paperwork Reduction Act of 1 995. no persons are requireti to respond to a coilection of information un less it contains a valid 0MB control number. 

Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Nu mber 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

This section a l lows for the appl icant to claim priority to a foreign appl icat ion .  Providing th is information in the appl ication data sheet 
constitutes the claim for priority as requ i red by 35 U .S .C .  1 1 9(b) and 37 CFR 1 .55. When priority is claimed to a foreign appl ication 
that is e l ig ible for retrieval under the priority document exchange program (PDX) i the information wi i i  be used by the Office to 
automatically attempt retrieval pursuant to 37 CFR 1 .55(i) ( 1 ) and (2) . U nder the POX program,  appl icant bears the u ltimate 
responsibi l ity for ensuring that a copy of the foreign appl ication is rece ived by the Office from the participat ing foreign i ntel lectual 
property office, or a certified copy of the foreign priority appl ication 1s fi led , with i n  the t ime period specified in 37 CFR 1 .55(g)(1 ) .  

! R�ffiM% 1 
Application Number Country i Fil in�1 Date (YYYY-MM-DD) Access Codei (if a pplicable) 

Addit ional  Foreign Priority Data may be generated with in this form by selecting the 
Add button .  

Statement under 37 CFR 1 .55 or 1 .78 for AIA (F irst Inventor to Fi le) Transition 
Appl ications 

This a pplication (1 ) cla ims priority to or U1e benefit of  an appl ication filed before March 1 6 , 20 1 3  and (2) a lso 
contains, or contained at any time, a claim to a claimed invention that has an effective fi l ing date on or after March 

0 1 6 , 201 3 .  
NOTE: By providing th is statement under  37 CFR 1 .55 or 1 .78, th is appl ication ,  with a fi l ing date on or  after March 
1 6 , 201 3 ,  wi l l  be examined under the first inventor to fi le provisions of the AIA 
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Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

Authorization or Opt-Out of Authorization to Permit Access : 

When this Application Data Sheet is properly signed and filed with the application ,  applicant has provided written 
authority to permit a participating foreign intellectual property (IP) office access to U1e instant application-as-filed (see 
paragraph A in subsection 1 below) and the European Patent Office (EPO) access to any search results from the instant 
application (see pa ragraph B in subsection 1 below) . 

Should applicant choose not to provide an  auU1orization identified in subsection 1 below, applicant must opt-out of the 
authorization by checking the correspond ing box A or B or both in subsection 2 below. 

!\.! _Q_It;: This section of the Application Data Sheet is QN_LY reviewed and processed with the IN ITIAL fi l ing of an 
appl ication .  After the in it ial fi l ing of an appl ication ,  an Application Data St1eet cannot be used to provide or  rescind 
authorization for access by a foreign IP office(s) . Instead , Form PTO/SB/39 or  PTO/SB/69 must be used as appropriate. 

1 .  Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A.  Priority Document Exchange (PDX) - Un less box A in  subsection 2 (opt-out of authorization) is checked , the 
undersigned t1ereby grants the USPTO authority to provide the European Patent Office (EPO) ,  the Japan Patent Office 
(JPO) , the Korean I ntellectual Property Office (KIPO) , the State I ntellectual Property Office of the People's Republic of 
Ct1 ina (SIPO) , the World Intellectua l  Property Organ ization (WIPO) , and any 0U1er foreign inte llectual property office 
participating with the USPTO in a bi lateral or multilateral priority document exchange agreement in which a foreign 
application claiming priority to U1e instant patent application is fi led , access to: (1 ) tt1e instant patent application-as-filed 
and its related bibliog raphic data , (2) any foreign or domestic application to which priority or benefit is claimed by the 
instant application and its related bibliog rapt1ic data , and (3) the date of fi l ing of this Authorization. See 37 CFR 1 . 1 4(t1) 
(1 ) .  

B. Search Results from U .S.  Appl ication to EPO - Un less box B in subsection 2 (opt-out o f  authorization) i s  checked , 
the undersigned t1ereby grants the USPTO authority to provide U1e EPO access to the bibliograpt1 ic data and searct1 
resu lts from the instant patent appl ication when a European patent application cla iming priority to the instant patent 
application is fi led . See 37 CFR 1 . 1 4(h)(2) . 

The applicant is reminded that U1e EPO's Rule 1 41 ( 1 )  EPC (European Patent Convention) requires applicants to submit a 
copy of search resu lts from the instant appl ication without delay in a European patent appl ication that claims priority to 
tt1e instant application .  

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D appl ication-as-fi led . l f tt1is box is checked , U1e USPTO wil l  not be providing a participating foreign IP  office with 

any documents and information identified in subsection 1 A  above.  

B ,  Appl icant DOES NOT authorize the USPTO to transmit to the EPO any search resu lts from the instant patent 
D application .  If this box is checked , the USPTO wil l  not be providing the EPO with search resu lts from the instant 

application .  
NOTE: Once the  appl ication has  publ ished or is othervvise publ icly avai lable, the  USPTO may provide access to  the 
appl ication in accordance with 37 CFR 1 . 1 4 . 
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Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

Appl icant Information : 

Provid ing ass ignment information in this section does not substitute for compl iance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Appl icant 1 
If the appl icant is the i nventor (or the remain ing joint inventor or inventors under 37 CFR 1 .45) , this section should not be completed . 
The information to be provided in this section is the name and address of the legal  representative who is the appl icant under 37 CFR 
1 43;  or the name and address of the assignee, person to whom the inventor is under an obl igation to assign the invention ,  or person 
who otherwise shows sufficient proprietary interest in the matter who is the appl icant under 37 CFR 1 .46. If the applicant is an 
appl icant under 37 CFR 1 .46 (assignee, person to whom the inventor is obl igated to assign ,  or person who otherwise shows sufficient 
proprietary interest) together with one or more joint i nventors, then the joint i nventor or  inventors who are a lso the appl icant should be 
identified in this section .  tr @faw t i 
@ Assignee l o  Legal  Representative under 35 U .S .C .  1 1 7  l o  Joint I nventor 

"' Person to whom the i nventor is obl igated to ass ign. lo Person who shows sufficient proprietary interest 

If applicant is the legal representative, ind icate the authority to fi le the patent appl ication ,  the inventor is: 

I 
Name of the Deceased or Legal ly Incapacitated I nventor: I 
lf tt1e Applicant is an Organ ization ct1eck here .  � 
Organization Name I L3 TECHNOLOG IES, INC .  

Mailing Address Information For Applicant: 

Address 1 600 Tll i rd Avenue 

Address 2 

City New York State/Province NY 

Country I us Postal Code 1 00 1 6  

Phone Number Fax Number 

Email Address 

Additiona l  Applicant Data may be generated with in  this form by selecting the Add button "  

Assignee I nformation i nc luding Non-Appl icant Ass ignee I nformation : 

Provid ing assignment information in this section does not substitute for compliance with any requ irement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ISO_US02 

Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

Assignee 1 

Complete this section if assignee i nformation ,  including non-appl icant assignee information ,  is desired to be inciuded on the patent 
appl ication publ ication .  An assignee-appl icant identified in the "Applicant I nformation" section wi l l  appear on the patent appl i cation 
publ ication as an appi icant For an assignee-applicant, complete th is section only if identification as an assignee is also desired on the 
patent appl ication publ ication .  

If the Assignee or Non-Applicant Assignee is an Organ ization check here. � 
Organization Name 

I L3 TECHNOLOGI ES ,  INC .  

Mailing Address I nformation For Assignee including Non-Appl icant Assignee: 

Address 1 600 Third Avenue 

Address 2 
City I New York State/Province NY 

Country i I us Postal Code 1 00 1 6  

Pt1one Number Fax Number 

Email Address 

Add itional Assignee or Non-Applicant Assignee Data may be generated with in this form by 
selecting tt1e Add button .  

Signature : 
NOTE: Tt1is Appl ication Data St1eet must be signed in accordance with 37 CFR 1 .33(b) . However, if this Application 
Data Sheet is submitted with the INITIAL fi l ing of the appl ication and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed i n  accordance with 37 CFR 1 .1 4(c). 

This Appl ication Data Sheet _m_y�j; be signed by a patent practit ioner if one or more of tt1e appl icants is a juristic 
entity (e .g . ,  corporation or association) . If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, �Jj_ joint inventors wt10 are the applicant, or one or more joint inventor-applicants wt10 t1ave been g iven 
power of attorney (e .g . ,  see USPTO Form PTO/AIA/81 )  on behalf of al! joint inventor-applicants. 

See 37 CFR 1 .4(d) for U1e manner of making signatures and certifications. 

Signature /Joseph R. Kl in icki/ Date (YYYY-MM-DD) 201 8-03-02 

First Name Joseph R.  I Last Name I Kiin icki Reg istration Number 68,505 

Additional Signature may be generateci within th is form by selecting the Add button .  
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Appl ication Data Sheet 37 CFR 1 .  76 
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Application Number 

Title of Invention INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

This col lection of information Is requ i red by 37 CFR 1 .  76 . The information is requ i red to obta in or retain a benefit by the publ ic which 
is to file (and by tile USPTO to process) an appl ication .  Confidentia l ity is governed by 35 U .S .C .  1 22 and 37 CFR 1 . 1 4  This 
collection is estimated to take 23 minutes to complete, including gathering ,  preparing , and submitting the completed application data 
sheet form to tile USPTO. Time wi l l  vary depending upon the individual  case. Any comments on the amount of time you requ ire to 
complete this form and/or suggestions for reducing this burden ,  should be sent to the Ch ief I nformation Officer, U .S .  Patent and 
Trademark Office, U .S .  Department of Commerce, P.O. Box 1 450, Alexandria , VA 2231 3- 1 450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1 450, Alexandria, VA 2231 3-1 450. 

EFS \/Veb 2.2. 1 2  
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Privacy Act Statement 

The Privacy Act of 1 974 (PL 93-579) requires that you be given certain information in connection with your submission of the attached fom1 related to a patent 

appl ication or patent. Accordingly. pursuant to the requirements of the Act, please be advised that: ( 1 )  the general authority for the collection of this information 

is 35 U.5,C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 

Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S. 

Patent and Trademark Of11ce may not be able to process andior examine your submission, which may result in termination of proceedings or abandonment of 

the appl ication or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentialiy to the extent al lowed under the Freedom of lnfom1ation Act (5 IJ.S.C. 552) and the Privacy 

Act (5 U.S,C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 

Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, ma9istrate, or administrative 

tribunal, including disclosures to opposin9 counsel in the course of settiement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submittin9 a request involving an individual, to whom 

the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record, 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency havin9 need for the information in order to perform 

a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1 974, as amended, pursuant to 5 IJ.S.C. 

552a(m). 

5. A record related to an International Application iiled under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 

to the international Bureau of the World intellectual Property Organization, pursuant to the Patent CooperationTreaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal a9ency for purposes of l,ational Security review (35 U.S.C. 1 8 1 )  

and for review pursuant to the Atomic Ener�w Act (42 U.5,C. 2 1 8(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee. dur in9 an 

inspection of records conducted by GSA as part of that agency's responsibil ity to recommend improvements in records management practices and 

programs, under authority of 44 IJ.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA re9ulations governing inspection of 

records for this purpose. and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 

individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the appl ication pursuant to 35 U.S.C. 

1 22(b) or issuance of a patent pursuant to 35 IJ.S.C. 1 5 1 .  Further, a record may be disclosed, subject to the limitations of 37 CFR 1 ,  1 4, as a routine use, 

to the public if the record was filed in an application which became abandoned or in which the proceedin9s were terminated and which appl ication is 

referenced by either a published application, an application open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the IJSPTO becomes 

aware of a violation or potential violation of law or re9ulation. 

EFS Web 2.2. 1 2  
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Electronic Acknowledgement Receipt 

EFS ID: 31 947060 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 5027 

Filer: Joseph R. Kl inicki/Darleen Yacovone 

Filer Authorized By: Joseph R. Kli nicki 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 02-MAR-201 8  

Filing Date: 

Time Stamp: 1 6:45:51 

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type DA 

Payment was successfu l ly received in RAM $ 1 880 

RAM confi rmation Number 03051 8INTEFSW000030505055 1 9  

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 1 2436 

1 Appl ication Data Sheet LCOM_ISO_US02_ADS_as_fi led no 9 
.pdf 

cbd826d 2 4 75 b035 9225 c4a2c2f7b9cc3 a26 

beae1 

Warnings: 

Information: 

This is  not an USPTO supplied ADS fi l lable form 

2 1 7808 

2 Power of Attorney LCOM_ISO _ US02_POA_as_fi led no 2 .pdf 
c78f9e6948f61 da4531 baa91 62d626f33365 

3b04 

Warnings: 

Information: 

90002 

3 
LCOM_ISO_US02_Prel iminary_ yes 8 

Amendment_as_fi led.pdf 
283f8a 7a20f8977 cd 944 7 6f96692bdc9e857 

beb1 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Prel iminary Amendment 1 1 

Specification 2 2 

Claims 3 7 

Applicant Arguments/Remarks Made in an Amendment 8 8 

Warnings: 

Information: 

68066 

4 
Authorization for Extension of Time a l l  LCOM_ISO_US02_EOT_Authori 

1 replies zation_as_fi led.pdf no 
97ce67723922f27c95075Se7fad02f57aac2 

b419 

Warnings: 

Information: 
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767 1 4  
LCOM_ISO_US02_Communicat 

5 Miscellaneous I ncoming Letter ion_Pursuant_to_37CFR1 55h_a no 1 
s_fi led.pdf 93c3c27631 0d80d2368da24b3be4e9a40a 

4c7a7 

Warnings: 

Information: 

1 393535 

6 LCOM_I SO_ US02_Specification yes 29 _as_fi led.pdf 
9a33e1 c0490e49707be7d3bd2f1 accab0c9 

628c5 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Specification 1 20 

Claims  2 1  27  

Abstract 28 29 

Warnings: 

Information: 

52622 

7 Drawings-on ly black and white l i ne LCOM_ISO_US02_Drawings_as no 2 drawings _fi led.pdf 
637ee5bd1 7d8cc3d403b0717acac02c9a3b 

f70d3 

Warnings: 

Information: 

36828 

8 Fee Worksheet (SB06) fee-i nfo.pdf no 2 
f791 391 b733c97a109d6bdf79541fca 1 7ffa6 

988 

Warnings: 

Information: 

Total Files Size (in bytes) 204801 1 
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This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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Doc Code: PA. .  
Document Description :  Power o f  Attorney PTO/AIA/82A (07-1 3) 

Approved for use through 1 1 /30/2014 .  0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORN EY TO ONE OR MORE 

REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the appl ication to wh ich the 
Power of Attorney is d i rected , in accordance with 37 CFR 1 . 5 ,  un less the appl ication number and fi l ing date are identified in the Power of 
Attorney by Applicant form. If  neither form PTO/AIA/82A nor form PTO/AIA82B identifies the appl ication to which the Power of Attorney is 
d i rected , the Power of Attorney wil l  not be recogn ized in the appl ication .  

Appl ication N umber Not Yet Assigned 

Fi l ing  Date Herewith 

First Named I nventor 
Robert B. Hoy 

Tit le INTE RNET ISOLATION FOR AVOID ING INTERNET SECUR ITY THREATS 

Art Un it Not Yet Assigned 

Exam iner Name Not Yet Assigned 

Attorney Docket Number LCOM ISO US02 - -

SIGNATURE of Appl icant or Patent Practitioner 

Signature /Joseph R .  Kl i n icki/ Date (Optional) 20 1 8-03-02 
Name Jospeh R. Kl in icki Registration 68 ,505 

Number 

Title (if Applicant is a 
juristic entity) 

Applicant Name (if Applicant is a juristic entity) 

NOTE: This form must be sig ned i n  accordance with 37 CFR 1 .33. See 37 CFR 1 .4(d) for signature requirements and certifications. If 
more than one appl icant, use multiple forms. 

lvl *Total o f  1 forms are submitted . 

This collection of information is requ i red by 37 CFR 1 . 1 3 1 ,  1 .32, and 1 .33. The information is requ i red to obtain or retain  a benefit by 
the publ ic wh ich is to file (and by the USPTO to process) an appl ication .  Confidentia l ity is governed by 35 U .S .C .  1 22 and 37 CFR 
1 . 1 1  and 1 . 1 4 . This collection is estimated to take 3 minutes to complete, includ ing gathering , preparing, and submitting the completed 
appl ication form to the USPTO. Time wil l  vary depending upon the ind ividual case. Any comments on the amou nt of time you requ i re 
to complete this form and/or suggestions for reducing this burden,  should be sent to the Chief I nformation Officer, U .S .  Patent and 
Trademark Office , U .S .  Department of Commerce, P.O. Box 1 450, Alexandria, VA 2231 3- 1 450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1 450, Alexandria, VA 2231 3-1 450. 

ff you need assistance in completing the form, ca/1 1-800-PTO-9199 and select option 2. 
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Doc Code: PA . .  
Document Description:  Power of Attorney PTO/AIA/82B (07-13) 

Approved for use through 1 1 /30/2014. 0MB 0651-0051 
U.S. Patent and Trademark Office: U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number 

POWER OF ATTORNEY BY APPLICANT 

I hereby revoke al l  previous powers of attorney given in the application identified in either the attached transmittal letter or 
the boxes below. I AppUcaUon Number I FIiing Date I 

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.) 

0 I hereby appoint the Patent Practitioner(s) associated with the fol lowing Customer Number as my/our  attorney(s) or agent(s), and 
to transact all business in the United States Patent and Trademark Office connected therewith for the application referenced in  
the attached transmittal letter (form PTO/AIA/82A) or identified above: 1· ·· · · - -
OR 1 5027 

-- ~ -- �-----

I 
□ I hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact 

all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the 
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.) 

Please recognize or change the correspondence address for the application identified in the attached transmittal 
letter or the boxes above to: 

[l] The address associated with the above-mentioned Customer Number 
OR 

□ The address associated with Customer Number: I OR 
Firm or 
Individual Name 

Address 
City 
Country 
Telephone 

I State 

--� -----��-

I 

I Email 

- --�-----

I 
I am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box): 

I L3 Technologies, I nc. 
□ Inventor or Joint I nventor (title not required below) 

.. ·1 

I Zip 

□ Legal Representative of a Deceased or Legally I ncapacitated Inventor (title not required below) 

I 

Assignee or Person to Whom the Inventor is U nder an Obligation to Assign (provide signer's title if applicant is a juristic entity) 

□ Person Who Otherwise Shows Sufficient Proprietary Interest (e.g. ,  a petition under 37 CFR 1 .46(b)(2) was granted in the 
application or is concurrently beinq filed with this document) (provide siqner's title if applicant is a juristic entity) 

SIGNATURE of Applicant for Patent 
The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity). 
Signature 

•· 

-� - ,--;:;7· --> I Date (Optional) I 7-2 7-/ 7 
Name Donald L. Letizia 
Title VP c;.;c.,__//(,..,;,,,"l',l C.ct,..,i.,t rt: l c SG 
NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1 .33. See 37 CFR 1 .4 for signature requirements 
and certifications. If more than one applicant, use multiple forms. 

0Total of 1 forms are submitted. 
This collection of 1nfomnat1on Is required by 37 CFR 1 . 131 , 1 .32, and 1 .33. The ,nformatIon Is required to obtain or retain a benefit by the public which Is to file (and by the 
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 1 22 and 37 CFR 1.1 1 and 1 . 14 .  This collection is estimated to lake 3 minutes to complete, 
including gathering, preparing, and submitting the completed application form to the US PTO. Time will vary depending upon the individual case. Any comments on the amount 
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S. 
Department of Commerce. P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner 
for Patents, P.O. Box 1450, Alexandria, VA 22313-1450. 

/fyou need assistance in completing the form, ca/1 1-800-PTO-9199 and select option 2. 

I 

l 
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DOCKET NO.: LCOM ISO US02 
Application No.: Not Yet Assigned 

PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 
L3 TECHNOLOGIES, INC. 

Application No.: Not Yet Assigned 
Filing Date: Herewith 

Confirmation No.: Not Yet Assigned 

Group Art Unit: Not Yet Assigned 
Examiner: Not Yet Assigned 

For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY 
THREATS 

VIA EFS 

Sir/Madam: 

COMMUNICATION PURSUANT TO 37 CFR § 1.55(h) 

STATEMENT OF SUBMISSION OF 

CERTIFIED PRIORITY DOCUMENT IN PARENT PATENT APPLICATION 

The present application for patent is a continuation of U .S .  Patent Application No. 

1 3/98 1 ,896, filed July 29, 20 13 ,  which is a National Stage Entry under 3 5  U.S .C .  § 371  of Patent 

Cooperation Treaty Application No. PCT/US20 12/023027, filed January 27, 20 12, which claims 

priority from Application No. 61/436,932, filed January 27, 20 1 1 . 

Applicant respectfully affirms that a certified copy of the priority document for Patent 

Application No. 61/436,932 was electronically retrieved by the USPTO in the corresponding 

parent patent application (U. S .  Patent Application No. 1 3/98 1 ,896) on July 25, 20 13  (and 

acknowledged by the Examiner in the Non-Final Rej ection mailed February 2, 20 1 5). 

Accordingly, Applicant has satisfied claim for priority in the present application for patent 

pursuant to 37  CFR § l . 55(h). 

Date : March 2, 20 1 8  

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5727 
Facsimile: (2 1 5) 558-5676 

/Jasepb R K)iuicki/ 
Joseph R. Klinicki 
Registration No. 68,505 

Page 1 of 1 
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DOCKET NO.: LCOM ISO US02 
Application No.: Not Yet Assigned 
Preliminary Amendment - First Action Not Yet Received 

REMARKS 

PATENT 

Claims 28-47 will be pending in the application upon entry of the foregoing amendments. 

No claims have been amended. Claims 1 -27 have been canceled. Claims 28-47 have been 

added. Support for the amendments can be found throughout the specification such as at pp. 10-

19  of the as-filed specification, for example. 

The specification has been amended to update the related applications. 

No new matter has been added. 

Conclusion 

Applicants respectfully request that the foregoing amendments be entered, and that the 

present application be afforded substantive examination. 

Date : March 2, 20 1 8  

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 

Page 8 of 8 

/Jasepb R K)iuicki/ 
Joseph R. Klinicki 
Registration No. 68,505 
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Electronic Patent Appl ication Fee Transmittal 

Application Number: 

Filing Date: 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Filer: Joseph R. Kl inicki/Darleen Yacovone 

Attorney Docket Number: LCOM_ISO_US02 

Fi led as Large Entity 

Filing Fees for Util ity under 35 USC 1 1 1  (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

UTILITY APPLICATION FIL ING 1 01 1 1 300 300 

UTILITY SEARCH FEE 1 1 1 1  1 660 660 

UTILITY EXAMINATION FEE 1 3 1 1 1 760 760 

Pages: 

Claims: 

Miscellaneous-Filing: 

LATE FILING FEE FOR OATH OR DECLARATION 1 05 1  1 1 60 1 60 

Petition: 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-Issuance: 

Extension-of-Time: 

Miscellaneous: 

Total in USO ($) 1 880 
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PTO/SB/06 (09- 1 1 )  
Approved for use through 1/31/2014. 0MB 0651 -0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number Fil ing Date 

Substitute for Form PTO-875 1 5/9 1 0 ,734 03/02/201 8 □ To be Mailed 

ENTITY: [8J LARGE 0 SMALL 0 MI CRO 

APPLICATION AS FILED - PART I 
(Column 1 )  (Column 2) 

FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($) 

0 BASIC FEE N/A N/A N/A 
(37 CFR 1 . 1 6(a), (b), or (c)) 

□ SEARCH FEE N/A N/A N/A 
(37 CFR 1 . 1 6(k) , (i) , or (m)) 

□ EXAMINATION FEE 
(37 CFR 1 . 1 6(0), (p) , or (q)) N/A N/A N/A 

TOTAL CLAIMS minus 20 = * 
(37 CFR 1 . 1 6( i ) )  X $ = 

INDEPEN DENT CLAIMS 
minus 3 = * 

(37 CFR 1 . 1 6(h)) X $ = 

If the specification and drawings exceed 1 00 sheets 

□APPLICATION SIZE FEE 
of paper, the application size fee due is $31 O ($1 55 
for small entity) for each additional 50 sheets or (37 CFR 1 . 1 6(s)) fraction thereof. See 35 U.S.C.  41 (a)(1 )(G) and 37 
CFR 1 . 1 6(s). 

□ MULTIPLE DEPEN DENT CLAIM PRESENT (37 CFR 1 . 1 6(j)) 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL 

APPLICATION AS AMENDED - PART I I  

(Column 1 )  (Column 2) (Column 3) 

CLAIMS H I G H EST 

03/02/201 8 
REMAIN ING N U MBER P RESENT EXTRA RATE ($) ADDITIONAL FEE ($) f-- AFTER P REVIOUSLY z AMENDMENT PAID FOR w Total (37 CFR � 1 . 1 6(i)) · 20 Minus ** 20 = 0 X $1 00 = 0 

0 Independent z 
(37 CFR 1 . 1 6(h)) * 2 Minus ***3 = 0 X $460 = 0 w 

� D Application Size Fee (37 CFR 1 . 1 6(s)) 
<( 

□ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 . 1 6(j)) 

TOTAL ADD'L FEE 0 

(Column 1 )  (Column 2) (Column 3) 

CLAIMS H I G H EST 
REMAINING N U MBER P RESENT EXTRA RATE ($) ADDITIONAL FEE ($) AFTER P REVIOUSLY 

f-- AMENDMENT PAID FOR 
z Total (37 CFR * Minus ** = X $ = w 1 . 1 6(i)) 

� Independent * Minus *** = X $ = 0 (37 CFR 1 . 1 6(h)) 

z D Application Size Fee (37 CFR 1 . 1 6(s)) w 
� □ FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 . 1 6(j)) <( 

TOTAL ADD'L FEE 

* If the entry in column 1 is less than the entry in column 2, write "0" in column 3. L IE  
** If the "Highest Number Previously Paid For" I N  THIS SPACE i s  less than 20, enter "20". SHERRY DAVIS 
*** I f  the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1 .  

This collection of 1nformat1on Is required by 37 CFR 1 . 1 6. The 1nformat1on Is required to obtain or retain a benefit by the public which Is to file (and by the US PTO to 
process) an application. Confidentiality is governed by 35 U .S.C.  1 22 and 37 CFR 1 . 1 4. This collection is estimated to take 1 2  minutes to complete, including gathering, 
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you 
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U .S. Patent and Trademark Office, U .S .  
Department o f  Commerce, P .O.  Box 1 450, Alexandria, VA 22313 - 1450.  DO NOT SEND FEES OR COMP LETED FORMS TO THIS 
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1 450, Alexandria, VA 22313-1 450. 

If you need assistance in completing the form, ca/1 1 -800-PTO-9199 and select option 2. 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION 
NUMBER 

15/9 10,734 

1 5027 

FILING or 
37l (c) DATE 

03/02/2018  

Condo Roccia Koptiw LLP 
1 800 JFK Bou levard 

Su ite 1 700 
Phi ladelphia, PA 1 9 1 03 

GRP ART 
UNIT 

2447 
FIL FEE REC'D 

1 880 

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
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Date Mai led : 03/28/20 1 8  

Receipt is acknowledged of this non-provisional patent appl ication. The application wil l be taken u p  for examination 
in due course. Applicant will be notified as to the results of the examination .  Any correspondence concerning the 
application must include the following identification information: the U .S .  APPLICATION NUMBER, F IL ING DATE, 

NAME OF APPLICANT, and TITLE OF INVENTION. Fees transmitted by check or draft are subject to collection .  
Please verify the accuracy of the data presented on this receipt. If an error is noted on this Fi l ing Receipt, please 
submit a written request for a Fil ing Receipt Correction. Please provide a copy of this Fi l ing Receipt with the 
changes noted thereon. If you received a "Notice to File Missing Parts" for this application, please submit 
any corrections to this Filing Receipt with your reply to the Notice. When the USPTO processes the reply 
to the Notice, the USPTO will generate another Fil ing Receipt incorporating the requested corrections 

lnventor(s) 
Robert B. Hoy, Sewel l ,  NJ ; 
Mark Fenkner, Marlton,  NJ; 
Sean W. Farren ,  Newburyport, MA; 

Appl icant( s) 
L3 Technologies, I nc . ,  New York, NY; 

Assignment For Publ ished Patent Appl ication 
L3 Technologies, I nc . ,  New York, NY 

Power of Attorney: The patent practitioners associated with Customer Number 1 5027 

Domestic Priority data as claimed by applicant 
This application is a CON of 1 3/98 1 ,896 07/29/20 1 3  PAT 9942 1 98 
which is a 371 of PCT/US201 2/023027 0 1 /27/20 1 2  
which claims benefit of 6 1 /436,932 0 1 /27/20 1 1 

Foreign Appl ications for which priority is claimed (You may be el igible to benefit from the Patent Prosecution 
Highway program at the USPTO. Please see http://www.uspto .gov for more information.) - None . 
Foreign application information must be provided in an Application Data Sheet in order to constitute a claim to 
foreign priority. See 37 CFR 1 .55 and 1 .76. 

Permission to Access Application via Priority Document Exchange: Yes 

Permission to Access Search Results : Yes 
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Applicant may provide or rescind an authorization for access using Form PTO/SB/39 or Form PTO/SB/69 as 
appropriate. 

If Required, Foreign Fil ing License Granted : 03/28/20 1 8  

The country code and number of your priority appl ication, to be used for fi l ing abroad under the Paris Convention, 
is US 1 5/91 0, 734 

Projected Publ ication Date: 07/05/20 1 8  

Non-Publication Request: No 

Early Publ ication Request: No 
Title 

I NTERNET ISOLATION FOR AVOID ING INTERNET SECUR ITY TH REATS 

Prel iminary Class 

709 

Statement under 37 CFR 1 .55 or 1 .78 for AIA (First Inventor to Fi le) Transition Applications: No 

PROTECTING YOUR INVENTION OUTSIDE THE U NITED STATES 

Since the rights granted by a U .S .  patent extend only throughout the territory of the Un ited States and have no 
effect in a foreign country, an inventor who wishes patent protection in  another country must apply for a patent 
in a specific country or in regional patent offices. Appl icants may wish to consider the f i l ing of an international 
application under the Patent Cooperation Treaty (PCT) . An international (PCT) application generally has the same 
effect as a regu lar national patent application in  each PCT-member country. The PCT process simplifies the f i l ing 
of patent applications on the same invention in member countries, but does not result in a grant of "an international 
patent" and does not el iminate the need of applicants to fi le additional documents and fees in countries where patent 
protection is desired. 

Almost every country has its own patent law, and a person desiring a patent in a particu lar country must make an 
application for patent in that country in accordance with its particu lar laws. Since the laws of many countries differ 
in various respects from the patent law of the Un ited States, applicants are advised to seek gu idance from specific 
foreign countries to ensure that patent rights are not lost prematurely. 

Applicants also are advised that in  the case of inventions made in the United States, the Director of the US PTO must 
issue a license before applicants can apply for a patent in a foreign country. The f i l ing of a U .S .  patent application 
serves as a request for a foreign fi l ing l icense. The application's f i l ing receipt contains further information and 
gu idance as to the status of applicant's license for foreign fi l ing. 

Applicants may wish to consult the USPTO booklet, "General Information Concerning Patents" (specifically, the 
section entitled "Treaties and Foreign Patents") for more information on timeframes and deadl ines for fi l ing foreign 
patent applications. The guide is available either by contacting the USPTO Contact Center at 800-786-9 1 99 ,  or it 
can be viewed on the USPTO website at http://www.uspto .gov/web/offices/pac/doc/general/index. html .  

For information on preventing theft of your intellectual property (patents, trademarks and copyrights) ,  you may wish 
to consult the U .S .  Government website, http ://www.stopfakes.gov. Part of a Department of Commerce initiative, 
this website includes self-help "toolkits" giving innovators gu idance on how to protect intel lectual property in specific 
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countries such as China, Korea and Mexico . For questions regarding patent enforcement issues, applicants may 
call the U .S .  Government hotl ine at 1 -866-999-HAL T ( 1 -866-999-4258) . 

GRANTED 

LICENSE FOR FOREIGN FILING UNDER 

Title 35, Un ited States Code, Section 1 84 

Title 37, Code of Federal Regulations, 5.1 1 & 5.1 5 

The applicant has been granted a l icense under 35 U .S .C .  1 84, if the phrase " IF  REQU IRED,  FOREIGN FIL ING 
LICENSE GRANTED" fol lowed by a date appears on this form. Such l icenses are issued in a l l  applications where 
the conditions for issuance of a license have been met, regardless of whether or not a license may be required as 
set forth in 37 CFR 5 . 1 5 . The scope and l im itations of this l icense are set forth in 37 CFR 5 . 1 5(a) unless an earlier 
l icense has been issued under 37 CFR 5 . 1 5(b) . The license is subject to revocation upon written notification .  The 
date ind icated is the effective date of the license, un less an earlier license of similar scope has been granted under 
37 CFR 5 . 1 3  or 5 . 1 4. 

This l icense is to be retained by the licensee and may be used at any time on or after the effective date thereof un less 
it is revoked. This license is automatically transferred to any related applications(s) filed under 37 CFR 1 .53(d) .  This 
license is not retroactive. 

The grant of a license does not in any way lessen the responsibil ity of a l icensee for the security of the subject matter 
as imposed by any Government contract or the provisions of existing laws relating to espionage and the national 
security or the export of technical data. Licensees should apprise themselves of current regulations especially with 
respect to certain countries, of other agencies, particularly the Office of Defense Trade Controls, Department of 
State (with respect to Arms, Munitions and Implements of War (22 CFR 1 2 1 - 1 28)) ; the Bureau of Industry and 
Security, Department of Commerce ( 1 5  CFR parts 730-774) ; the Office of Foreign AssetsControl ,  Department of 
Treasury (3 1 CFR Parts 500+) and the Department of Energy. 

NOT GRANTED 

No license under 35 U .S .C .  1 84 has been granted at this time, if the phrase " IF  REQUIRED,  FOREIGN F ILING 
LICENSE GRANTED" DOES NOT appear on this form. Applicant may sti l l  petition for a license under 37 CFR 5 . 1 2 , 
if a l icense is desired before the expiration of 6 months from the fi l ing date of the appl ication .  If 6 months has lapsed 
from the fi l ing date of this application and the licensee has not received any indication of a secrecy order under 35 
U .S .C .  1 8 1 , the l icensee may foreign file the application pursuant to 37 CFR 5 . 1 5(b) . 

Select USA 

The United States represents the largest, most dynamic marketplace in  the world and is an unparal leled location for 
business investment, innovation,  and commercialization of new technologies. The U .S .  offers tremendous resources 
and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation works to 
promote and facil itate business investment. SelectUSA provides information assistance to the international investor 
community; serves as an ombudsman for existing and potential investors ; advocates on behalf of U .S .  cities , states, 
and regions competing for global investment; and counsels U .S .  economic development organizations on investment 
attraction best practices. To learn more about why the United States is the best country in the world to develop 
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technology, manufacture products, deliver services, and grow your business, visit http://www.SelectUSA.gov or cal l 
+ 1 -202-482-6800. 
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I13o6peTeHHe 0THOCllTC51 K o6rraCTll 

6e:ionacHOCTH K0MIIblOTepHb!X CllCTCM, a llMeHH0 
K CllCTe;\llaM 6e30ITaCHOCTll BllPTY3JTll30BUHHbIX 

KOMITbIOTepHI,IX 

pe3yJThTaTOM 

CllCTeM. 

5IBJI5IeTC5I 

TeXHlllJeCKllM 

BbICOKa5I 
ITP0II3B0iJ:HTe.:IbHOCTb ll yMeHhIIIeHIIe BpeMeHII 

OTKJTHKa. CrrcTeMa 6emITaCHOCTH 

BllPTY3JTH30BaHHOH KOMIIbIOTepHolt CHCTeMbI 

Grp.: 1 

co,n:ep)l(HT aITrrapaTHYIO lJaCTb, CB5I3aHHYIO c, ITO 
MeHLIIIett Mepe, o,ri:Hott BrrpryarrLnott MaIIIrrHott 

4epe3 M0HHT0p BI!pTya.:1bHOH MaIIIIIHbl, KOTOpb!H 
co,n:ep)KllT M0iJ:Yiib yrrpaBrremrn II0JTHTHKUMH 

6e3orracHOCTH, coe,ri:11HeHHbIH C ITO,[(CllCTeMott 

6e3orracHocrrr. co,ri:ep:11rnmelt coe;:i:nHeHHhre MeJK,ri:y 
co6oti nacrpoe'-IHbIH M0J1YITb ll, ITO MeHhIIIeH Mepe, 

OJ111H Mori:ym, 6e30ITaCHOCTH, coe/:(HHeHHbIH C 

BllpTyaJThHOil MaIIIHHOil. 3 HIT. 
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BHpT)'aJibHruI 
MarnHHa I 

4 

BHpTyarr1>Ha» 
MalIIHHa 2 

MoHHmp BHpTyaJI1>Hoii MaIIIBHbI 

Ilo.n;cHCTeMa 6e3orraCHOCTH 

Mo,n;ym, yrrpaBJieHIDI rrmrttrnKaMH 
6eJorracHOCTH 

BHpT)'aJibHruI 
Manmtta N 

5 

ArrnapaTHM qacTb CHCTeMbl (Ilpoueccop, rraMSITb, )KeCTKHH /l,HCK H T. ,n;.) 

«l>ur. 1 

Grp.: 2 
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(54) SECURITY SYSTEM FOR VIRTUAL COMPUTER SYTEM 

(57) Abstract: 
FIELD: information technology. 
SUBSTANCE: security system for a virtual 

computer system having a hardware part connected to 
at least one virtual machine through a virtual 
machine monitor which has a security policy control 
module, connected to a security subsystem having 
connected adjustment module and at least one 
security module connected to the virtual machine. 

EFFECT: high efficiency and short response time. 
3 dwg 

Grp.: 3 
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MauIMHa 2 Marnutta N 
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I13o6peTeHIIe 0TH0CHTC5I K o6rracTH 6e30IIaCHOCTH K0MIIhIOTepHhIX CHCTeM, a HMeHH0 I( 

CHCTeMaM 6e30IIaCHOCTH BHPTYaJIH30BaHHhIX K0MIIhIOTepHhIX CHCTeM, H M0)KeT 

rrpHMeH5IThC5I B K0MIIhIOTepHhIX ycTpOHCTBax pa3JIHqHoro THIIa C pa3HhIMH 

apXHTeKTYPHhIMH H orrepaIIH0HHbIMH CHCTeMaMH, K0T0pbie II0,ll.ll,ep)KHBaIOT B03M0)KH0CTH 

BttpTyamf3aIImL 

Tio,uxo,u K B03M0)KH0CT5fM BHpTyaJIIT3aIIHIT, CB5f3aHHbTH C M0HHT0p0M BHpTyaJibHOH 

MalllHHhl (VMM - virtual machine monitor), <paKnr'-leCKH 5IBJrneTC5I THTIWIHhlM rryTeM ,UJI5I 

C03,UaHH5I HecK0JihKHX BHPTYaJihHhIX MalllHH Ha e,UHHOH peaJihHOH arrrrapaTHOH IIJiaT<pOpMe. 

10 MoHHTOp BHpTyaJihHOH MaIIIHHhI - 3T0 K0MIIhIOTepHa5I rrporpaMMa, K0T0pa5I 

ocyrn:ecTBJI5IeT IIOJIHhIH HJIH qacTHqHI,IH K0HTp0Jih pecypcoB peaJihHOH KOMIIhIOTepHOH 

CHCTeMhI . OHa rrpe,uocTaBJI5IeT H30JIHp0BaHH0e 0KPY)KeHHe rryTeM BHpTyaJIH3aIIHH ,uaHHhIX 

arrrrapaTHbIX pecypcoB. BHpTyarrmoBaHHOe 0Kpy)KeHHe H a3bIBaeTC5I BHpTyaJihHOH 

MaIIIHHOH (VM - virtual machine).  B11pTyarr1,Ha5I MaIIIHHa M0)KeT o6parn:aThC5I K 
15 

BHpTyaJibHbIM pecypcaM . IlOIIbITKH o6parn:eHH5I BHPTYaJihHbIX MaIIIHH K BHPTYaJihHbIM 

pecypcaM K0HTporr11pyIOTC5I IIO,UCHCTeMOH 6e30IIaCHOCTH. IlpH 3T0M, C ToqKH 3peHH5I 

TI0,UCHCTeMbT 6e30ITaCHOCTH, BHpTyaJTbHa5f JviaIIIHHa 5fBmieTC5f cy6neKTOM orrepaIIITH 

o6parn:eHH5I, a pecypc, K K0T0p0MY 0Ha o6pall\aeTC5I, o6neKTOM. IIo,ucHCTeMa 6e30IIaCHOCTH 

20 co;:i;ep)l{HT HeCK0JihK0 ( 0,UHH HJIH 6orree) pa3JIHqHI,IX 3JieMeHT0B, Ha3hIBaeMhIX M0,UYJI5IMH 

6e30IIaCHOCTH. Kor,ua M0HHT0p BHpTyaJihHOH MaIIIHHhI opraHH30BhIBaeT ,U0CTYII K 

pecypcaM CHCTeMhI, M0,UYJIH 6e30IIaCHOCTH rrpHHHMaIOT peIIIeHHe 0 ,Il;0CTyrre cy6neKTOB K 

o6neKTaM Ha 0CH0Be 3arpy)l{eHHOH II0JIHTHKH 6e30IIaCHOCTH. IIo,ucHCTeMa 6e30IIaCHOCTH 

II0JIY'-IaeT 3TH peIIIeHH5I B orrpe,uerreHHOH rrocrre,uonaTeJihH0CTH H rrpHHHMaeT Ha HX 0CH0Be 
25 0K0HqaTeJihH0e peIIIeHHe. B cyrn:ecTBYIOll.(HX CHCTeMax BHpTyaJIH3aIIHH 

rrocrre,uoBaTeJihH0CTb orrpoca Mo,uyrre11 6e30IIaCHOCTH )l{eCTK0 3aK0,UHp0BaHa. AcrreKT 

30 

rrp0H3B0,UHTeJihH0CTH He yqITTbIBaeTC5I HJIH 0Ha orrpe;i:err5IeTC5I 3MIIHpHqecKH rrpH 

orrpe,uerreHHIT ,.::i;aHHOH rrocrre,uoBaTeJihH0CTIT. IIocKOJihKY peIIIeHIT5I MoryT rrpHHHMaThC5I 

oqeHb qacT0 H TI0CJTe,U0BaTeJTbH0CTb orrpoca MO,IJ;yJTeH 6e30ITaCHOCTH M0)KeT 6bITb 

HeOIITHMaJThHOl1, TO 3TO MO)l{eT npHBeCTH K 3HalJ J1TeJihHOMY yxy,ullleHHlO xapaKTepHCTHK 

CHCTeMhI : yMeHhIIIeHHIO o6rn:eti rrpOH3B0,J;HTeJThHOCTH H BpeMeHH 0TKJTHKa. 

1-faBeCTHa cHcTeMa BHPTYaJIH3aIIHH Xen c sHype rro,ucHcTeMoti 6e3orracHOCTH, 

pa3pa6oTaHHOH <pHpMoti IBM (CM. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez, 
35 R.Perez, S .B erger, J.L Griffin, L. van Doom: Building a MAC-based Security Architecture for 

the Xen Opensource Hypervisor [ 1 1  H Research Report RC235 1 l :  R.Sailer, E.Valdez, T.Jaeger, 

R.Perez, L. van Doorn, J.L.Griffin, S .Berger: sHype: Secure Hypervisor Approach to Trusted 

Virtualized Systems [2] ) .  ApxmeKTypa sHype (<pHpMbI IBM) rro)])].ep)KHBaeT peaJTmaIIHIO 

40 pa3JIHqH1,rx Mo,uyJTen 6e3orracHocrn (Chinese Wall, B iba, Bell-LaPadula H T.,u.).  

Ha1160JTee 6JTH3KOl1 K 3a5IBJTeHH0MY H306peTeHHIO 5IBJT5IeTC5I CITCTeMa 6e30IIaCHOCTH 

BHpTyaJTH30BaHHOl1 KOMITbfOTepHOH CHCTeMbT, 0TIITCaHHa5f B rraTeHTe EP 2037657 [3] ,  

CO,J,ep)Kall.la5I anrrapaTHYlO '-laCTh, CB5l3aHHYIO, n o  MeHhllleti, C O,UHOl1 BHpTyaJThHOl1 

MaIIIHHOH qepe3 MOHHT0p BHPTYaJihHOH MaIIIHHhI, rrpH 3T0M BHpTyaJThHa5I MaIIIHHa 
45 BhIIIOJTHeHa C B03MO)l{H0CThIO HarrpaBJTeHH5I 3arrpoca ,U0CTyrra B M0HHT0p BHPTYaJihHOH 

MaIIIHHhI, BhIIIOJTHeHHhIH C B03M0)l{HOCThIO o6pa60TKH 3arrpoca ,UOCTyrra. �aHHa5I CHCTeMa 

BhI6paHa n Ka'IeCTBe rrpOT0THIIa 3a5IBJTeHH0ro H306peTemrn. 

OIIHCaHHa5I BbIIIIe apXHTeKTypa CHCTeM aHaJTora H rrp0TOTHIIa rrpe;:i;rroJTaraeT, qTo 

50 
II0CJTe,UOBaTeJThH0CTh II0JiyqeHH5I peIIIeHHH OT MO,UyJTeti 6e30IIaCHOCTH 0CHOBaHa Ha 

Tpe6yeMOH 6e30IIaCHOCTH H )l{eCTK0 3aK0,UHp0BaHa. AcrreKT rrp0H3B0,UHTeJThHOCTH He 

yqITTbIBaeTC5I HJTH OHa orrpe,ueJT5IeTC5I 3MIIHpHqecKH, qTo M0)KeT He C00TBeTCTB0BaTh 

peaJThHOMY cocT05fHHfO. B c11cTeMax c TaKoH apxttTeKTypo11 MO)KeT rrpott30HTIT yxy,urneHHe 

Grp.: 4 
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061.[(eH TipOH3BO,!JJITeJihHOCTH CHCTeMhI H BpeMeHH OTl(JIHKa CHCTeMhl, oco6eHHO eCJIH 

HCTIOJih3yeTC5I HeCKOJihKO CJIO)KHhIX MO,JJ,yJieH 6e30TIUCHOCTH. KpoMe Toro, ,n;aHHa5I 

apXHTeKTypa He 06ecTieq0naeT cpyHKQHOHaJihHOCTH ,JJ,JI5I perHCTpaQHH co6hITHH, 

TipOHCXO,JJ,5!1.[(JIX B CHCTeMe 6e30TiaCHOCTH. 

3a;i:aqe11 Ja�rnrrettHoro 1no6peTemur �rnmreTcR coJ,n;amie cttcTeMhI 6eJonacttocTrr 

BHpTyam130BaHHOH KOMTibIOTepHOH CHCTeMbI C yneJIHqeHHOH np0H3B0,JJ,HTeJTbH0CTbIO TT 

yMeHhllleHHhIM BpeMeHeM OTKJIJIKa. 

IIocTaBJieHHa5I 3a,n;aqa perneHa 3a cqeT q:>OpMJipOBaHJI5I OTITJIMJI3JipOBaHHOH 

10 TIOCJie,JJ,OBaTeJihHOCTH OTipoca MO,JJ,yJieH 6e30TiaCHOCTH H OTipoca MO,JJ,yJieH B ,n;aHHOH 

TIOCJie,JJ,OBaTeJihHOCTH, TIPH 3TOM OTipoc ncex MO,JJ,yJieH He Tpe6yeTC5I, eCJIH TIOCJie OTipoca 

HeKOTOphIX MO;J:yJieH TIOJIY'IeHHOH HHq:>OpMaQHH ,JJ,OCTaToqHo ,JJ,JI5I TipHH5ITH5I perneHH5I. 

KpoMe Toro, B TIO,!l;CHCTeMy 6e30TiaCHOCTH ,n;o6aBJieHa B03MO)KHOCTh perHCTpau;m1 

TipOHCXO,JJ,5!1.[(JIX n Hell co6hITJIH. <DyHKQJIH perHCTpaQJIH co6hITHH o6JierqaroT 
15 

a,JJ,MHHHCTpttpoBaHJie TIO,JJ,CJICTeMhI 6e30TiaCHOCTJI. 

TeXHJiqecKHH pe3yJihTaT ,!J;OCTJiraeTC5I 6Jiaro,n;ap5I C03,JJ,aHJIIO CHCTeMhI 6e30TiaCHOCTH 

BHpTyaJTH30BaHHOH KOMITbIOTepHOH CHCTeMbI, co,n;ep)Karne11 aTinapaTHYIO l.faCTb, CBH3aHHYIO 

c, no MeHhllleH Mepe, O,JJ,HOH BHPTYaJihHOH MaWHHOH '-Iepe3 M0HHTop BttpTyaJihHOH 

20 MaIIIHHhI, KOTOphIH co,n;ep)l(HT MO;J:YJih yTipaBJieHH5I TI0JIHTHKaMH 6e30TiaCHOCTH, 

coe;i:ttHeHHhIH C TIO,JJ,CHCTeMOH 6e30TiaCHOCTH, co,n;ep)l(aI._[(eH coe,JJ,HHeHHhie Me)l(,!l;)' co6011 

HaCTpoeqHhIH MO,JJ,YJih H, TIO MeHhIIIeH Mepe, O,JJ,HH MOAYJih 6e30TiaCHOCTH, coe,n;HHeHHhIH C 

BHPTYaJihHOH MaIIIHHOH, TipwreM BHpTyaJihHa5I MaIIIHHa BhIIIOJIHeHa C B03MO)l(HOCThIO 

HaTipanJieHH5I 3aTipoca ,!J;OCTyTia B MOHHTOp BHPTYaJihHOH MaIIIHHhI, BhIIIOJIHeHHhIH C 
25 B03MO)KHOCThIO o6pa60TKH 3aTipoca ;i:ocTyTia, TIPH 3TOM TIO,JJ,CHCTeMa 6e30TiaCHOCTH 

BhIIIOJIHeHa C B03MO)KHOCThIO OTipoca Mo,n;yJieH 6e30TiaCHOCTH, TIOJiyqeHH5I OT HHX perneHHH 

0 ,JJ,OTIYCKe JI C B03MO)KHOCThIO TIPJIH5ITH5I Ha OCHOBe TIOJiyqeHHhIX perneHHH O ,!J;OTIYCKe 

OKOHqaTeJihHOro perneHH5I O ,JJ,OTIYCKe, a H aCTpoeqHhIH MOAYJih BhIII0JIHeH C B03M0)KH0CThIO 

30 peaJTH3aQHH q:>yHKQHH HaCTpOHKH c6opa HHq:>OpMaQHH 0 K0JIHl.feCTBe onpocoB K a)K,JJ,0ro 

M0,JJ,YJI5I 6e3onacHOCTJI H npeMeHJI, JI3paCXO)],OBaHHOM Ha Ka)K,JJ,hIH Jl3 onpocon, JI C 

B03MO)KH0CThIO 0Tipe,n;eJieHH5I Ha 0CHOBe co6paHHOH HHq:>OpMaQHH OTITHMaJihHOH 

TI0CJie,JJ,OBaTeJihHOCTH 0Tipoca MO,JJ,yJieH 6e30TiaCHOCTH, TIPH KOTOpOH qacT0 BhI3hIBaeMhie 

35 

40 

M0,JJ,YJIH H MOAYJIH, Ha KOTOphie TpaTHTC5I MaJIO npeMeHH, BhI3hIBaIOT B qHcJie TiepBhIX. 

,IJ:JI5I Jiyqrnero TIOHHMaHH5I 3a5IBJieHHoro tt3o6peTeHH5I ,n;aJiee Tipttno,n;HTC5I ero TI0,n;po6Hoe 

OTIHCaHHe C CO0TBeTCTBYIOI..[(HMH '"IepTe)KaMH. 

<Dnr. 1 .  O61.[(a5I cxel\rn CHCTeMhI 6e30TiaCHOCTJI BHPTYaJIH30BaHHOl1 KOMTihIOTepHOH 

CHCTeMhI corJiaCHO H306peTeHHIO. 

<Dnr.2. Ilo,n;po6Ha5I cxeMa CJICTeMhI 6e30TiaCHOCTH BJipTyaJIH30BaHHOl1 KOMTihIOTepHOH 

CHCTeMhI corJiaCHO H306peTeHHIO. 

<Dttr.3 .  ArrropHTM pa60TbI CHCTeMbI 6e30TiaCHOCTH BHPTYaJIH30BaHHOH KOMTibIOTepHOH 

CJICTeMhI corJiaCH0 Jl306peTeHHlO. 

PacCMOTpHM TipHHQHTI cpyHKQHOHHpOBaHH5I 3a5IBJieHHOro mo6peTeHH5I. 3a5IBJieHHa5I 
45 CHCTeMa 6e30TiaCHOCTH BHPTYaJIH30BaHHOH KOMTihIOTepHOH CHCTeMhI (<l>ttr. 1-3)  co,n;ep)KHT 

aTITiapaTHYIO qacTh 1 ,  CB5I3aHHYIO c, TIO MeHhIIIeH Mepe, O,!l;HOH BHpTyaJihHOH MaIIIHHOH 2 

qepe3 MOHHTOp 3 BHPTYaJihHOH MaIIIHHhI, KOTOphIH co,n;ep)KHT MO,JJ,YJih 4 yTipaBJieHH5I 

TI0JIHTJIKaMJI 6e30TiaCHOCTH, coe,JJ,HHeHHhIH C TIO,JJ,CJICTeMOH 5 6e30TIUCHOCTH, CO,JJ,ep)KaI._[(eH 

50 
coe,,::i:ttHeHHhie Me)K,JJ,y co6011 HaCTpoeqHhill M0,JJ,YJih 6 JI, TIO MeHhIIIeH Mepe, O,JJ,JIH MOAYJih 7 
6e3oTiacHocTJI, coe,n;ttHeHHhIH c BHPTYaJihHOH MaIIIHHOH 2. HacTpoeqHhIH Mo,n;yJih 6 
06ecTieq0naeT cpyHKQHJI HaCTpOHKJI JI perJICTpaQHJI co6hITHl1. <DyHKQJIH 0600x TJITI0B MoryT 

6bITb He3aBHCHMO aKTHBHp0BaHbI HJTH ,n;eaKTHBJipOBaHhI Mo,n;yneM 4 ynpaBJTeHJI5I 

Grp.: 5 
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noJIHTHKaMH 6eJonacHOCTH. <DyHKIJ;HH HaCTpOHKH HMeIOT HeCKOJihKO pe)I<HMOB. 

BhIKJIIoqeH - no,IJ;CHCTeMa 5 6e3onacHOCTH pa6oTaeT B 061,rqHoM pe)KHMe (KaK eCJIH 61,r B 

CHCTeMe He cyr.u:ecTBOBaJIO cpyHKIJ;HH HaCTpOHKH). 

BKmoqeH - no;:I,CHCTeMa 5 6e3onacHOCTH nocT05IHHO BhIIIOJIH5leT caMOHaCTpOHKY 

(omICaHHYJO HH)Ke B 3TOM pa3,IJ;eJTe) . 

ABTOManP-IeCKHH pe)KHM - H3HaqaJihHO BKmoqeHa caMOHaCTpOHKa no,IJ;CHCTeMhI 5 .  
HacTpOe'-lHhli11 MO,iJ,YJib 6 npoBep5IeT HaKJia,1..1,Hhie paCXO,Il;hI Ha BhIIIOJIHeHHe caMOHaCTpoi11KH. 

EcJIH HaKJia,IJ;Hhie paCXO,IJ;hI caMOHaCTpOHKH npeBhIIIIaIOT ee BhirO,IJ;Y ( TO eCTh onpe,n;eJI5IIOT 

10 u;errecoo6pa3HOCTh HCnOJih30BaHH5l caMOHaCTpOHKH), TO caMOHaCTpOHKY BhIKJIJOqaJOT 

COBCeM HJIH Ha onpe.D,eJieHHhIH nepHO,Il; BpeMeHH. 

15 

Ha Ka)I{,Il;hIH Janpoc ,Il;OCTyna MO,IJ;YJIH 7 6eJonacHOCTH B03Bpar.u:aIOT peIIIeHHe O ,Il;OCTyne. 

Kor,n;a cpyHKIJ;H5l 3aCTpOHKH BKJIJOqeHa, HaCTpoeqHI,IH MO;J;YJih 6 co6HpaeT HHcpOpMaIJ;HIO 0 

3anpocax peIIIemrn o ,n;ocTyne . .ll:rr5l Ka)K,n;oro B03Bpar.u:eHHoro peIIIeHH5l o ,n;oCTyne ,n;aHHa5l 

HH<pOpMaIJ;H5l co,r:i:ep)KHT KOJIHqecTBO onpocoB Mo,r:i;yrreH 6e3onacHOCTH H BpeM5l, 

H3paCXO;J;OBaHHOe Ka)K,Il;bIM MO.IJ,yJieM Ha Bbipa6oTKY ero peIIIeHH5l. 3aTeM no 3anpocy HJIH 

qepe3 onpe,;J;eJTeHHhTH BpeMeHHOH HHTepBaJT (TO eCTh nepHO,n;HqecKH) HaCTpoeqHI,IH MOAYJTh 

onpe,n;eJI5leT OilTHMaJihHYIO ITOCJie,J,OBaTeJihHOCTh onpoca Mo,n;yrreH 7 6e30ITaCHOCTll, 

20 KOTOpa5I HMeeT MHHHMaJihHOe O)KH,IJ;aeMoe BpeM5l BhIIIOJIHeHH5l. TaKHM o6pa30M, qacTO 

BhI3hIBaeMbie MO,IJ;YJIH 7 6e3onacHOCTH H MO.IJ,YJIH, Ha BhIIIOJIHeHHe KOTOpbIX TpaTHTC5l Marro 

BpeMeHH, 6yp;yT BhI3BaHhI B qHcJie nepBbIX B nocrre,n;oBaTeJibHOCTH onpoca Mo,n;yrreti 

6e3onacHOCTH. IlpH 3TOM Ha nepecTaHOBKY MO;J;yJieH 7 6e3onacHOCTH B 

25 

nocrre,n;onaTeJihHOCTH onpoca MoryT Harma,r:i:1,rnaT1,c51 onpe,n;erreHHhie orpaHwreHH5l. 

<DyHKIJ;HH perHCTpau;HH co6hITHH nop;CHCTeMhI 5 6e3onacHOCTH MoryT 61,rr1, BKJIJOqeHhI 

HJIH BbIKJIJOqeHbI B 3aBHCHMOCTH OT noTpe6HOCTeH. 3To ,n;aeT B03MO)KHOCTh co6HpaTh 

HeKOTopyIO HH<pOpMau;HIO: cy6oeKTbI, o6oeKThI, peIIIeHH5l MO.IJ,yJieH H OKOHqaTeJihHhie 

peIIIeHH5l. �aHHa5l HH<pOpMaIJ;H5l MO)KeT 61,rr1, HCnOJih30BaHa AJI5I npocpHJIHpOBaHH5l H 

30 TpaccttpOBKH TIO,Il;CHCTeMhI 6e30TiaCHOCTH, a TaK)I{e .Il,JT5l onpe,n;eJTeHH5l npaBHJThHOH 

KOHcpttrypaJJ,HH no,IJ;CHCTeMhl 6e3onacHOCTH H ee npoBepKH. 

PacCMOTpHM npe,;J;noqTHTeJibHhIH BapHaHT BhIIIOJIHeHH5l 3a5IBJTeHHOro H306peTeHH5l. 

CHCTeMa BHpTyarrH3aIJ;HH (<DHr. 1 )  npep;cTaBJI5leT co6oti Ha6op BHPTYaJihHhIX MaIIIHH 2,  
pa6oTaIOIT(HX Ha JII060M o6opy.D,oBaHHH C JII060H apXHTeKTypoH 1 H B JII06hIX 

35 onepau;HOHHhIX CHCTeMax. Ka)K,IJ;a5l BHPTYaJihHa5l MaIIIHHa 2 He3aBHCHMa H 3all(HIT(eHa OT 

OCTaJihHbIX. MoHHTOp 3 BHpTyaJihHOH MaIIIHHhI 06ecne1.rnnaeT npaBHJibHYIO pa6oTy 

,n;aHHOro Ha6opa BHPTYaJihHhIX MaIIIHH 2. Bc5l HHcpOpMaIJ;H5l no 6e3onacHOCTH, 

npe.D,Ha3HaqeHHa5l ;J;Jl5l BHpTyaJihHhIX MaIIIHH 2 H ,r:i:pyrHX pecypcoB, HaXO.Il,HTC5l BHYTPH 

40 MOHHTOpa 3 BHPTYaJihHOH MaIIIHHhI H 3all(HIT(eHa OT BHpTyaJihHbIX MaIIIHH 2.  
Ka)K)J;a5l BHpTyaJihHa5l MaIIIHHa 2 MO)KeT norryqHTI, )J;OCTyn K pa3JIHqHI,IM o6oeKTaM 

(BHpTyaJThHhIM pecypcaM), KOTOphre COOTBeTCTBYIOT pearrhHhTM pecypcaM annapaTHOH 

qacTH 1 CHCTeMhl. Kor,1..1,a BHpTyaJihHa5l MallrnHa 2 IlhlTaeTC5l nonyqHTh ,lJ,OCTyn K o6beKTY, 

3anpoc ,Il;OCTyna noc1,maIOT B no.IJ,CHCTeMy 5 6e3onacHOCTH MOHHTOpa 3 BHPTYaJibHOH 
45 MaIIIHHhI ((J)Hr.2). IIo,n;cncTeMa 5 6e3onacHOCTH onpaIIIHBaeT MO;:I,YJIH 7 6e3onacHOCTH H 

npHHHMaeT OKOWiaTeJibHOe peIIIeHHe. Onpoc Bcex MO;J;yJieH 7 6e3onacHOCTH B 

onpe,n;erreHHOH nocrre,n;onaTeJihHOCTH MO)KeT He Tpe6onaThC5l - OKOHqaTeJibHOe peIIIeHHe 

,Il;OCTynHO c Toro MOMeHTa, KOr,;J;a HHcpOpMau;nn, norryqeHHOH OT onpoIIIeHHhIX l\iO,IJ;YJieH 7 

50 
6e3onacHOCTH, CTaHOBHTC5l ;J;OCTaToqHo )J;JI5l npHH5ITH5l OKOHqaTeJihHOro peIIIeHH5l. 

IIo,n;CHCTeMa 5 6e3onacHOCTH co,n;ep)I{HT HaCTpoeqHI,IH Mo,n;yrr1, 6, KOTOpbIH BhIIIOJIH5leT 

HaCTpOeqtthie cpyHKIJ;HH (,iJ,JI5l caMOHaCTpOHKH no,r:i:CHCTeMhI 6e3onacHOCTH) H cpyHKIJ;HH 

perHCTpau;tttt co6hITHH (.IJ,JT5f npo<pHJTHpOBaHmr/TpaccnpoBKH TIO,Il;CHCTeMhI 6e30TiaCHOCTH) . 

Grp.: 6 
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<DyHKI.\IIII o60IIX TIInOB MoryT 6hITh He3amICIIMO aKTIIBIIpOBaHhI HJIH ,ueaKTHBIIponaHhI 

Mo,uyrreM ynpanrremrn noJIIITIIKaMII 6e3onacHOCTII. 

Ha Ka)K,UhIH 3anpoc ,UOCTyna MO,UYJIII 7 6e3onacHOCTII B03Bparn:aIOT peIIIeHIIe O ,UOCTyne. 

Kor,ua HaCTpoeqHhie cpyHKI.\IIII BKJIJOqeHhI, HaCTpoeqHhIH MO,UYJih 6 co6IIpaeT IIHq:>OpMau;IIIO 

o 3arrpocax peIIIeHII5f o ,uocTyrre. ,II:mr Ka)K,uoro B03Bparn:ettttoro peIIIeHII5f o ,uocTyne :na 

IIHq:>OpMau;mr co,uep)KIIT Ko.rrnqecTBO onpocoB Mo,uyne11 7 6e30TiaCHOCTII II BpeMH, 

3aTpa'-leHHoe Ka)K,LI,hlM Mo,uyrreM Ha Bhrpa6oTKY perneHII5l. 3aTeM no 3anpocy mrn '-lepe3 

BpeMeHHOH IIHTepBaJI (TO eCTh nepIIO,UIIqecKII) HaCTpOe'-lHhIH MO,UYJih onpe,uemreT 

onTIIMaJihHYIO nocrre,uoBaTeJihHOCTh onpoca Mo,uyrre11 7 6e3onacHOCTII, KOTOpa5I IIMeeT 

MIIHIIMaJihHOe O)!(H,UaeMoe BpeM5I BhIIIOJIHeHII5I. TaKIIM o6pa30M, '-laCTO BhI3hIBaeMhie 

MO,UYJIII 7 II MO,UYJIII 7, Ha BhIIIOJIHeHIIe KOTOphIX TpaTIITC5I Marro npeMeHII, 6y,uyT 

onpaIIIIIBaThC5I B qIIcrre nepBhIX B nocrre,uoBaTeJihHOCTII onpoca Mo,uyrre11 6e3onacHOCTII. 

IlpII 3TOM Ha nepecTaHOBKY Mo,uyrre11 7 6e3onacHOCTII B nocrre,uoBaTeJihHOCTII onpoca 

MoryT HaKrra,uhrnaThC5I onpe,uerreHHhre orpaHII'-leHH5I. 

TaKIIM o6pa30M, HaCTpOe'-lHhie cpyHKI.\IIII nOBhIIIIaIOT npOII3BO,UIITeJihHOCTh no,UCIICTeMhI 

6e30TiaCHOCTII. 

Ecm1 perIICTpaU,II5l co6hlTIIH aKTIIBHpOBaHa, TO OHa ,uaeT B03MO)KHOCTh co6HpaTh 

20 IIHq:>OpMau;IIIO: cy6'heKThI, o6'heKThI, peIIIeHII5I Mo,uyrre11 II OKOH'-laTeJihHhie peIIIeHII5I . .Il:aHHa5I 

IIHq:>OpMau;II5I MO)KeT 6hITh IICnOJih30BaHa M5I npoq:>IIJIIIpOBaHII5I II TpaccIIpOBKII 

no,UCIICTeMhI 6e3onacHOCTII, a TaK)l{e MO)KeT noMO'-lh npII C03,UaHIIII npaBHJihHOH 

KOHcpIIrypau;IIII no,UCIICTeMhI 6e3onacHOCTII. 

IIpe,UJIO)KeHHa5I CIICTeMa o6ecne'-lIIBaeT BhICOKYIO npOII3BO,UIITeJihHOCTh no,UCHCTeMhI 
25 6e3onacHOCTH. KpoMe Toro, OHa npe,urraraeT ,uonoJIHHTeJihHYIO cpyHKI.\HOHUJihHOCTh -

B03MO)KHOCTh perncrpau;nn co6hITHH no,UCHCTeMhI 6e3onacHOCTH . .Il:aHHa5I HHq:>OpMau;H5I 

MO)KeT 6hITh oqeHh norre3Ha M5I npaBHJihHOro KOHcpnrypnpoBaHH5I no,UCHCTeMhl 

6e3onacHOCTH B CHCTeMe BHPTYaJIH3au;nn. 

30 

35 

40 

XoTH YKa3aHHhIH BhIIIIe BapnaHT BhITIOJIHeHH5f H3o6peTeHH5f 6hIJI H3JIO)l(eH C u;eJihl-0 

HJIJilOCTpau;1rn HaCT05Irrt:ero H306peTemrn, cneu;HaJIHCTaM 5ICHO, '-lTO B03MO)KHhl pa3Hhle 

MO,UHq:>HKau;nn, ,uo6aBJieHH5I H 3aMeHhI, He BhIXO,U5Irrt:He H3 o6'heMa H CMhICJia HaCT05Irrt:ero 

mo6peTeHH5I, pacKphrToro B npnrraraeMOH cpopMyrre mo6peTeHH5I. 

<DopMyrra mo6peTeHH5I 

CncTeMa 6e3onacHOCTH BHpTyaJIH30BaHI-IOH KOMnhIOTepHOH CHCTeMhI, co,uep)Karn:a5I 

annapaTHYIO qacTh, CB5I3aHHYIO c, no MeHhIIIeH Mepe, o,r:i:HOH BHpTyarrhHOH MaIIIHHOH qepe3 

MOHHTOp BHpTyaJihHOH MaIIIHHhI, KOTOphIH CO,UCp)KHT MO,UYJih ynpaBJICHH5I noJIHTHKaMH 

6e3onacHOCTH, coe,UHHeHHhIH C no,UCHCTeMOH 6e3onacHOCTH, co,uep)I{arn:e11 coe,r:i:HHeHHhie 

Me)K,Uy co6011 HaCTpoeqHhIH MO,UYJih H, no MeHhIIIeH Mepe, O,UHH MO,UYJih 6e3onacHOCTH, 

coe,UHHeHHhIH C BHpTyaJihHOH MaIIJHHOH, nprr'-leM BHpTyaJihHaH MaIIJHHa BhITIOJIHeHa C 

B03MO)KHOCThIO HanpaBJieHH5I 3anpoca ,l.l,OCTyna B MOHHTOp BHpTyaJihHOH MaillHHhI, 

BhIIIOJIHeHHhIH C B03MO)l{HOCThlO o6pa60TKH 3anpoca ,[(OCTyna, npH 3TOM no,UCHCTel\rn 
45 6e3onacHOCTH BhIIIOJIHeHa C B03MO)l{HOCThlO onpoca Mo,uyrreH 6e3onacHOCTH, norry'-leHH5I OT 

HHX peIIIeHHH O ,uonycKe H C B03MO)l{HOCThIO npHH5ITH5I Ha OCHOBe norry'-IeHHhIX peIIIeHHH 0 

,uonycKe OKOH'-IaTeJihHOro peIIIeHH5I O µ;onycKe, a HaCTpOe'-IHhIH MO,[(YJih BhIIIOJIHeH C 

B03MO)I{HOCThlO pearrmau;nn cpyHKI.\HH HaCTpOIIKH: c6opa HHq:>OpMau;nn O KOJIH'-IeCTBe 

50 
onpocoB Ka)K,[(Oro MOJJ:YJI5I 6e3onacHOCTH H BpeMeHH, H3pacxo,uoBaHHOM Ha Ka)K,UhIH H3 

onpocoB, H C B03MO)KHOCThlO onpe,r:i:eJICHH5I H a  OCHOBe co6paHHOH HHq:>OpMau;nn 

onTHMaJihHOH nocrre,uoBaTeJihHOCTH onpoca Mo,uyrre11 6e3onacHOCTH, npH KOTOpOH qacTO 

BhI3hIBaeMhie Mo,uyrrrr H MO,UYJIH, Ha KOTOphre TpaTHTC5f MaJIO BpeMeHrr, BbI3bIBaIOT B qrrcne 
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WIKIPEDIA, " Internet Protocol" ,  Onl ine Available at 
https :/ien .wikiped ia.org/wiki/lntemet Protocol , retrieved on December 201 0 ,  4 pages 
WIKIPEDIA, "Multiprotocol Label Switch ing", Onl ine Available at 
https ://en .1NikiQed ia.org/wiki/Mu ltiprotocol Label Switching , retrieved on December 201 0 ,  
8 pages 
WIKIPEDIA, "Network Address Translation", Onl ine Avai lable at 
https ://en .wikiQed ia .org/wiki/Network address translation , retrieved on December 201 0 ,  9 
pages 
WIKIPEDIA, "Security-Focused Operating System", Onl ine Avai lable at 
https ://en .wikiQ.ed ia.org/wiki/Security-focused ogeratin_g sv_stem , retrieved on December 
20 1 0 , 4 pages 
WIKIPEDIA, "Virtua l  Desktop", Available at hUps:/ien .wikiped ia.org/vviki/Virtual desktog , 
retrieved on December 201 0 ,  6 pages 
WIKIPEDIA, "Virtua l  Private Network", Onl ine Avai lable at 
https :i/en .wikiQec! ia .orq/wiki!Vitiual Qrivate network , retrieved on December 201 0 ,  7 
pages 

I 
Date 
�onsidered 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

15/9 10,734 

1 5027 
Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Su ite 1 700 
Phi ladelphia, PA 1 9 1 03 

FILING OR 3 71 (C) DATE 

03/02/2018  

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Robert B .  Hoy LCOM_ISO_US02 
CONFIRMATION NO. 2365 

INFORMAL NOTICE 

1 11111111 11111111 lllll ll]�!l]!�l!�l!�UHIHHlll lllll 11111 11111 111 1 1111 

Date Mai led : 03/28/20 1 8  

INFORMATIONAL NOTICE TO APPLICANT 

Applicant is notified that the above-identified application contains the deficiencies noted below. No period for 
reply is set forth in this notice for correction of these deficiencies. However, if a deficiency relates to the inventor's 
oath or declaration, the applicant must fi le an oath or declaration in compliance with 37 CFR 1 .63, or a substitute 
statement in compliance with 37 CFR 1 .64, executed by or with respect to each actual inventor no later than the 
expiration of the time period set in the "Notice of Allowability" to avoid abandonment. See 37 CFR 1 .53(f) . 

The item(s) indicated below are also required and shou ld be submitted with any reply to this notice to avoid 
further processing delays. 

• A properly executed inventor's oath or declaration has not been received for the following inventor(s) : 
Robert B. Hoy 
Mark Fenkner 
Sean W. Farren 

/cma/ 

Questions about the contents of this notice and the 
requirements it sets forth should be directed to the Office 

of Data Management, Application Assistance Unit, at 
(571) 272-4000 or (571) 272-4200 or 1-888-786-0101. 

page 1 of 1 
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Electronic Acknowledgement Receipt 

EFS ID: 321 87682 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 5027 

Filer: Joseph R. Kl inicki/melissa overl ine 

Filer Authorized By: Joseph R. Kli nicki 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 28-MAR-201 8  

Filing Date: 02-MAR-201 8  

Time Stamp: 1 7:44: 1 8  

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 04548 

1 Transmittal Letter LCOM_ISO _ US02_AS_FI LED _ID no 3 S_ TRANS.pdf 
3 1 93a 1 7972fa3793Scce97faeba0Sd2bc5a0 

2e76 

Warnings: 
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Information: 

1 35 1 42 

2 I nformation Disclosure Statement (IDS) LCOM_ISO _ US02_AS_FI LED _ID no 2 Form (SB08) S_1 449.pdf 
af02335834e3a8531 ea2c92Sb509d9751 57 

032b8 

Warnings: 

Information: 

This is  not an USPTO supplied IDS fi l lable form 

281 7442 

3 Foreign  Reference RU_24061 38.pdf no 1 5  
3 6e9aceb5 34 7 e2 9864 bd7 dd a2f8ded 2e 7 4 

2b163 

Warnings: 

Information: 

Total Files Size (in bytes) 30571 32 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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DOCKET NO.: LCOM ISO US02 PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Application of: 

L3 Technologies, Inc. 

Application No.: 15/910,734 

Filing Date: March 02, 2018 

Confirmation No.: 2365 

Group Art Unit: 2498 

Examiner: Not Yet Assigned 

For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY 
THREATS 

Filed Via EFS 

INFORMATION DISCLOSURE STATEMENT 

Pursuant to 37 CFR § 1 .56 and in accordance with 37 CFR §§  1 .97- 1 .98, information relating to 

the above-identified application is hereby disclosed. Inclusion of information in this statement is not to be 

construed as an admission that this information is material as that term is defined in 37 CFR § l .56(b). 

� IDS Filed Under 37 CFR 1.97(b) 

In accordance with § l .97(b), since this Information Disclosure Statement is being filed either 

within three months of the filing date of the above-identified application, within three months 

of the date of entry into the national stage of the above identified application as set forth in § 

1 .49 1 ,  before the mailing date of a first Office Action on the merits of the above-identified 

application, or before the mailing date of a first Office Action after the filing of request for 

continued examination under § 1 . 1 14, no additional fee is required. 

0 IDS filed Under 37 CFR 1.97(c) 

In accordance with § l .97(c), this Information Disclosure Statement is being filed after the 

period set forth in § l .97(b) above but before the mailing date of either a Final Action under § 

1 . 1 16 or a Notice of Allowance under § 1 .  3 1 1 , or before an action that otherwise closes 

prosecution in the application, therefore: 

D Certification in Accordance with § l .97(e) is attached; or 

D The fee of $240.00 as set forth in § l .  l 7(p) is attached. 

1 
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DOCKET NO.: LCOM ISO US02 PATENT 

0 IDS filed Under 37 CFR 1.97(d) 

In accordance with § l .97(d), this Information Disclosure Statement is being filed after the 

mailing date of either a Final Action under § 1 . 1 1 3 or a Notice of Allowance under § 1 .3 1 1  but 

before, or simultaneously with, the payment of the Issue Fee, therefore included are : 

Certification in Accordance with § l .97(e); and the submission fee of $240.00 as set forth in § 

l . 17(p). 

CONTENT OF IDS PURSUANT TO 37 CFR 1.98 

� Copies of reference numbers O 1 - 16  listed on the attached Form PTO-1449 are not required to 

be submitted pursuant to 37 CFR § l .98(a)(2)(ii). 

� Copy of reference number 17  listed on the attached Form PTO-1449 is enclosed herewith. 

� Copies ofreference numbers 1 8-34 are not being submitted because they were previously cited 

by or submitted to the U.S .  Patent and Trademark Office in patent application number 

13/98 1 ,896, filed July 29, 20 13 for which a claim for priority under 35 U.S .C.  § 120 has been 

made in the instant application. 

□ The month of publication for reference numbers is not available . However, the year of 

publication for these references is sufficiently earlier than the effective US filing date and any 

foreign priority date so that the particular month of publication is not in issue pursuant to 3 7 

CFR § 1 .98(b). 

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH 

� The following documents are not in the English language. Accordingly, a concise explanation 

of the relevance of the document was incorporated in the specification passages identified 

below, the document was identified in a foreign communication as identified below or an 

English language counterpart application has been provided as indicated below. 

Foreign Language 
Document 

Cite No. 

2 

Pages of Reference in Specification or 
Relevance of Document 
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DOCKET NO.: LCOM ISO US02 PATENT 

Cited in International Search Report dated May 24, 20 12, 
RU 2406 138 C l  17 issued in related PCT Application No. 

PCT/US20 12/023027 

Foreign Language Document Cite No. Engl ish Language Counterpart 

0 CERTIFICATION IN ACCORDANCE WITH § 1.97(e) 

I hereby certify that: 

Cite No.  

D Each item of information contained in this information disclosure statement was first cited in 

any communication from a foreign patent office in a counterpart foreign application not more 

than three months prior to the filing of this information disclosure statement. 

D No item of information contained in this information disclosure statement was cited in a 

communication from a foreign patent office in a counterpart foreign application, and, to the 

knowledge of the person signing the certification after making reasonable inquiry, no item of 

information contained in this information disclosure statement was known to any individual 

designated in § 1 .  5 6( c) more than three months prior to the filing of this information disclosure 

statement. 

Please charge any deficiency or credit any overpayment to Deposit Account No. 5 0-5 5 19 .  

Date: March 28, 20 1 8  

CONDO ROCCIA KOPTIW LLP 
1 800 JFK BOULEY ARD 
SUITE 1700 

PHILADELPHIA, PA 19 103 
Telephone: (2 1 5) 558-5740 

3 

/Joseph R. Klinicki/ 
Joseph R. Klinicki 
Registration No. 68,505 
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PATENT APPLICATION FEE DETERMINATION RECORD Application or Docket Number 

Substitute for Form PTO-875 1 5/91 0,734 

APPLICATION AS F ILED - PART I OTHER THAN 

(Column 1 )  (Column 2) SMALL ENTITY OR SMALL ENTITY 

FOR NUMBER FILED NUMBER EXTRA RATE($) FEE($) RATE($) FEE($) 

BASIC FEE N/A N/A N/A N/A 300 (37 CFR 1 . 1 6(a), (b), or (c)) 
SEARCH FEE N/A N/A N/A N/A 660 (37 CFR 1 . 1 6(k), (i), or (m)) 
EXAMINATION FEE N/A N/A N/A N/A 760 (37 CFR 1 . 1 6(0), (p), or (q)) 
TOTAL CLAIMS 20 (37 CFR 1 . 1 6(i)) minus 20 = OR X 1 00 = 0.00 

INDEPENDENT CLAIMS 2 minus 3 = X 460 = 0.00 (37 CFR 1 . 1 6(h)) 

If the specification and drawings exceed 1 00 
APPLICATION SIZE sheets of paper, the application size fee due is 
FEE $31 O ($1 55 for small entity) for each additional 0.00 
(37 CFR 1 . 1 6(s)) 50 sheets or fraction thereof. See 35 U .S.C. 

41 (a)(1 )(G) and 37 CFR 1 . 1 6(s). 

M U LTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1 . 1 6(j)) 0.00 

* If the difference in column 1 is less than zero, enter "0" in column 2. TOTAL TOTAL 1 720 

APPLICATION AS AM ENDED - PART I I  

OTHER THAN 
(Column 1 )  (Column 2) (Column 3) SMALL ENTITY OR SMALL ENTITY 

CLAIMS HIGHEST 
REMAINING NUMBER PRESENT RATE($) ADDITIONAL RATE($) ADDITIONAL 

<( AFTER PREVIOUSLY EXTRA FEE($) FEE($) 
I- AMENDMENT PAID FOR z w Total Minus 

.. = 
OR � (37 CFR 1 . 1 6(i)) 

X = X = 

0 Independent ... = z Minus 
X = OR X = w (37CFR 1 . 1 6(h)) 

� Application Size Fee (37 CFR 1 . 1 6(s)) <( 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 . 1 6(j)) OR 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

(Column 1) (Column 2) (Column 3) 
CLAIMS HIGHEST 

REMAINING NUMBER PRESENT RATE($) ADDITIONAL RATE($) ADDITIONAL 
AFTER PREVIOUSLY EXTRA FEE($) FEE($) 

I- AMENDMENT PAID FOR z w Total Minus 
.. = 

X = OR � (37 CFR 1 . 1 6(i)) 
X = 

0 Independent Minus 
... = z X = OR X = w (37CFR 1 . 1 6(h)) 

� Application Size Fee (37 CFR 1 . 1 6(s)) <( 
OR 

FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR 1 . 1 6(j)) 

TOTAL OR TOTAL 
ADD'L FEE ADD'L FEE 

* If the entry in  column 1 is less than the entry in column 2, write "0" in column 3 .  
**  If the  "H ighest Number Previously Paid For" IN  THIS SPACE is less than 20,  enter "20". 

*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3 ,  enter "3". 
The "Highest Number Previously Paid For" (Total or Independent) is the highest found in the appropriate box in column 1 .  
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Application/Control No. Appl icant(s)/Patent Under 
Reexamination 

1 5/91 0,734 HOY ET AL. 
Notice of References Cited Examiner Art Un it 

WAYNE AN 2498 Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number Date Name CPC Classification US Classification Country Code-Number-Kind Code MM-YYYY 

A US-

B US-

C US-

D US-

E US-

F US-

G US-

H US-

I US-

J US-

K US-

L US-

M US-
FOREIGN PATENT DOCUMENTS 

* Document Number Date 
Country Code-Number-Kind Code MM-YYYY Country Name CPC Classification 

N 

0 

p 

Q 

R 

s 

T 
NON-PATENT DOCUMENTS 

* Include as applicable : Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u Reuben, Jenni  Susan, "A Survey on Virtual Machine Security", TKK T-1 1 0.5290 Seminar on Network Security, October 1 1 -1 2, 
2007, 5 Pages 

V 

w 

X 

*A copy of this reference 1s not being furnished with this Office action. (See MPEP § 707. 05(a) .) 
Dates in  MM-YYYY format are publ ication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 
PTO-892 (Rev. 01 -2001 ) Notice of References Cited Part of Paper No. 201 8041 6  
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Receipt date : 0 3 / 2 8 / 2 0 1 8  15/ 91 0 , 734  - GAU : 2 4 98 

Substitute for 1 449/PTO 
Complete if Known 

Appl ication Number 1 5/9 1 0 ,734 

I NFORMATION DISCLOSURE Fi l ing Date March 2 ,  201 8 

STATEMENT BY APPLICANT First Named Inventor Robert B. Hoy 

Sheet 

Examiner 

I n itials 

Examiner 
I n itials 

Examiner 
In itials 

Examiner 

Si nature 

Art Un it 2498 

(use as many sheets as necessary) Examiner Name Not Yet Ass igned 

I 1 I of I 2 Attorney Docket Number LCOM_ISO_US02 

U . S. PUBLICATION AND PATENT DOCUM ENTS 

Document Number Publication or 

Cite No. Grant Date Name of Patentee or Applicant of Cited Document 
Number - Kind Code (if known) MM-DD-YYYY 

1 7 ,478 ,330 81  0 1 - 1 3-2009 Branson et a l .  

2 7 ,698 ,442 81  04-1 3-20 1 0  Krishnamurthy et a l .  

3 2002/0069369 A 1 06-06-2002 Tremain , Geoffrey Donald 

4 2006/0070066 A 1 03-30-2006 Grobman , Steven L. 

5 2007 /02201 87 A 1 09-20-2007 Kates , Lawrence 

6 2007 /0260873 A 1 1 1 -08-2007 Hatfalvi et a l .  

7 2008/0028401 A 1 0 1 -31 -2008 Geisinger, N i le Josiah 

8 2008/020 1 71 1  A1 08-21 -2008 Amir H usa i n ,  Syed M .  

9 2008/0256536 A 1 1 0- 1 6-2008 Zhao et a l .  

1 0  2009/0 1 72781 A1 07-02-2009 Masuoka et a l .  

1 1  2009/0328038 A 1 1 2-31 -2009 Yamada et a l .  

1 2  201 0/0 1 38829 A 1 06-03-201 0 Hanquez et a l .  

1 3  201 0/0 1 38830 A 1 06-03-201 0 Astete et a l .  

14 201 0/022361 3  A 1 09-02-201 0 Schne ider, James P .  

15  201 0/025 1 329 A1  09-30-201 0 Wei ,  Coach 

1 6  201 2/0023593 A 1 0 1 -26-20 1 2  Puder et a l .  

FOREIGN PATENT DOCU M ENTS 

Foreign Patent Document 
Publication Date 

Cite No. Country Code- Number - MM-DD-YYYY 
Name of Patentee or Applicant of Cited Document 

Kind Code (if known) 

1 7  RU 24061 38 C1  1 2- 1 0-20 1 0 Samsung Electron ics Co. Ltd . 

NON PATENT LITERATU RE DOCU M ENTS 

Cite No .  
Include name of the author, title of the article (when appropriate), title of  the item (book, magazine ,  journal ,  seria l ,  

symposium,  catalog , etc.) ,  date, page(s) , Volume-issue Number(s), publ isher, city and/or country where publ ished .  

1 Sl  
BARNET, MARK, "Praktikum Po Zasch ite Seti Kompan i i " ,  Windows IT Pro/RE ,  November-

uecemoer .zuuo , pp.  r �Hn 

/Wayne An/ Date 

Considered 
4 / 1 6/2018  

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH . /WA/ 

T 

X 

T 
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Receipt date : 0 3 / 2 8 / 2 0 1 8  15/ 91 0 , 734  - GAU : 2 4 98 

Substitute for 1 449/PTO 
Complete if Known 

Appl ication Number 1 5/9 1 0 ,734 

I NFORMATION DISCLOSURE Fi l ing Date March 2 ,  201 8 

STATEMENT BY APPLICANT First Named Inventor Robert B. Hoy 

Sheet 

Examiner 

In itials 

Examiner 

Si nature 

Art Un it 2498 

(use as many sheets as necessary) Examiner Name Not Yet Ass igned 

I 

Cite No. 

_.. .... 
, ..,  

........ 
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.,,. 

"'"' 

23 

.... " 
- . 
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_.., 
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--

---· 
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2 I of I 2 Attorney Docket Number LCOM_ISO_US02 

U . S. PUBLICATION AND PATENT DOCUM ENTS 

Document Number Publication or 

Grant Date Name of Patentee or Applicant of Cited Document 
Number - Kind Code (if known) MM-DD-YYYY 

BURNETT MARK "How I Secured One Comoanv's Network" Usina Loa Parser 
Virtual ization , and A Little Psycho logy, September 1 7 , 2006 , 4 pages 

LAVERICK, M I KE ,  "Hvpervisor Manaoement and Optimization for Advanced Virtual ization" ,  
E-book, Techtarget, November 201 0 ,  1 3  pages 

L I  et a l . , "VSITE : A Scalable and Secure Architecture for Seamless L2 Enterprise 
C: . - i .-. -1- h �  f"' I � , rl "  a+h I C: C:: C::  \ l\ /� �11,.. h � �  �� c- � ,..  , ,..,... II.. .... - 1- Fl. I ,...._ ......_  __ _  '\ 

I ' ., 

October 201 0 ,  6 pages 

REUBEN,  JENN I  SUSAN , "A Survey on Virtual Mach ine Security" , TKK T-1 1 0 .5290 
seminar on NetworK security , octooer 1 1 - 1  L, LUU 1 ,  o pages 

VI LLENEUVE, NART, "Command and Control  in  the Cloud" ,  Malware Explorer, October 
- - - - l"'I. _., ,.. 
.._.._ , ,._..., I V

1 
t-' t-' •  I · v  

WIKI PEDIA, "Computer Network" , On l ine Avai lable at 
https ://en .vviki[ied ia .org/\,v ikUComputer network , retrieved on December 201 0 ,  6 pages 

WIKI PEDIA "Comouter Securitv" Onl ine Avai lable at 
httQs ://en c\AdkiQed ia corg/wiki/ComQuter security , retrieved on December 201 0 ,  1 1  pages 

WIKI PEDIA, "Cyber Security Standards", On l ine Avai lable at 
.. � ' i • •  • ·  C .• C '  .. , ' . . '.-. . � . . .. , . ,  . - -' - ..... _ -- ,.,._ r 

• 'I. l,._..._ ... � I -....., · "  ,..-,.,ii ; ,;,..- � 1J ... .,,. 'lf";,. .......... "l,- "1. ,1  ... ., ,_.,,__...,_,,-.. . ..-; ; ,;, V .._ ,.,..._ ._,.. ' 1 - ._■ l ,._. V __ '\J' I I - - -- I ,  __ -- • """ , .._, 

pages 

WIKI PEDIA "HTTP Secure" Onl ine Avai lable at httos ://en .wikioed ia . om/\.v ikl/HTTPS 
retrieved on December 201 0 ,  6 pages 

WIKI PEDIA, "Hypervisor" ,  Onl ine Ava i lable at httQs ://en c\vlkiQec! ia .orq/wiki/Hypervisor , 

retrieved on December 201 0 ,  6 pages 

WIKI PEDIA " I nternet Protocol "  Onl ine Avai lable at 
https ://en .vviki(ied ia .org/wikUl nternet Protoco l , retrieved on December 201 0 ,  4 pages 

WIKI PEDIA, "Mu ltiprotoco l Label Switch ing" ,  On l ine Avai lab le at 
, , 

. .  , ,  I 
< • ,� 0 ' ' , ..... .I ..... __ __. ,.,,  

, -...<t.-...__., LT f V � il L l"'i' �.._  � ...._.-.-� zr.;,..;, L v �  .ji, YlJ  ..... .:- "t.,,1 V ...._-.. ,t.-...;--....., _� ,r_.__.�--..- �  1--_..-.l" � 'l" i <t.-.....,- 5 il l 5 f....-j ' I __ ._ I V Y --'-" V I I - -- ---- 1 1--- '- V I V , 

8 pages 

WIKI PEDIA, "Network Address Translation" ,  Onl ine Ava i lable at 
a C C 0 - - - - -

i , n u� . I ,  'vC L V'J " ,... . U l U, v·'f , ,..._ ,, , � v � \''l U l l\ di UU , t:_: .:,,::, l l Q I  ;c, , u 1  I I I C' l l  l v v'C'U U I  I UC'l..,C"I I I U C' I  £. U  I u ,  .:J 

pages 

WIKI PEDIA, "Security-Focused Operating System" ,  Onl ine Ava i lable at 
. .  • • -i� ....... ,. .... 

� - t ',._ ... ..,. �f f ·:i.. .. • '  � ■ "i""l .... ,...,,... .. � �u � ;._.(:' il UI �'l ..._�,.. '-""' .._..,,..,*_..., , -._ 'Cf  , ,._.c� .. , .� . ..... ,..,. ._,. ... :;_:,1; �� ...;) v .._., , V � � - , I V- I. I I V v '-'""-11 V I I ....,- ,_.. """""' 1 1 ....,-""' 

20 1 0 , 4 pages 

WIKI PEDIA "Virtua l  Desktop" Avai lable at ri itps ://en wikiped ia .orq/vvikUVlrtua! desktop 
retrieved on December 201 0 ,  6 pages 

WIKI PEDIA, "Virtua l  Private Network" , On l ine Ava i lable at 
' - ·  , , 

++J � --

pages 
c <  

_ . , . - �c · - l ':O " /l -"'" 
....,--._. : .... -.. �  ...,_.. �:!',r Y U'  c:c :-...o 'JO' 

- 1  ,_ .:. 

,... 

� -� _ ... , 
- -

., 

� , ,  
.I - �  F""\ 

-- .. ■ I- __ _.. ._ - -- ---

I - ,.. ,... _., n "'7 
· - - -- .... , 

/Wayne An/ 
Date 

Considered 
0 4 / 1 6/ 2 0 1 8  

ALL REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH . /WA/ 
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UNITED STA TES p A TENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

1 5/9 10,734 03/02/2018  

15027 7590 06/05/2018  
Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

FIRST NAMED INVENTOR 

Robert B. Hoy 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria., Virginia 22313-1450 
www .uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LCOM_ISO _ US02 2365 

EXAMINER 

AN, WAYNE 

ART UNIT PAPER NUMBER 

2498 

MAIL DATE DELIVERY MODE 
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Notice of Pre-A/A or AJA Status 

1 .  The present appl ication is being examined under the pre-AIA fi rst to i nvent 

Page 2 

provis ions. I n  the event the determination of the status of the appl ication as subject to 

AIA 35 U .S.C. 1 02 and 1 03 (or as subject to pre-AIA 35 U .S.C. 1 02 and 1 03) is 

incorrect, any correction of the statutory basis for the rejection wi l l  not be considered a 

new ground of rejection if the prior art rel ied upon ,  and the rationale supporting the 

rejection ,  would be the same under either status. 

2 .  Claims 28-47 are pending for examination . 

Information Disclosure Statement 

3 .  The fo l lowing I nformation Disclosure Statement(s) i n  the instant appl ication 

submitted in  compl iance with the provisions of 37 CFR 1 .97, and thus, have been ful ly 

considered : 

a. I DS fi led on 3/28/20 1 8  is NOT compl iant. 

i .  Examiner notes that none o f  t he  Non-Patent Literature documents 

l isted were considered because Appl icant fai l ed to provide copies for 

Examiner's consideration .  

Drawings 

4. The submitted drawing fi led on 3/2/20 1 8, for the instant appl ication is acceptable 

for examination purposes. 
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The fol lowing is a quotation of 35 U .S.C. 1 03 which forms the basis for al l  obviousness 

rejections set forth in th is Office action :  

A patent for a claimed i nvention may not be obtained, notwithstand ing that the claimed 
invention is not identically d isclosed as set forth in  section 1 02 of this title ,  if the 
d ifferences between the claimed i nvention and the prior art are such that the claimed 
invention as a whole would have been obvious before the effective f i l ing date of the 
claimed i nvention to a person having ord inary ski l l  i n  the art to which the claimed 
invention pertains. Patentabi l ity shal l  not be negated by the manner i n  wh ich the 
invention was made. 

5. Claim 28-47 rejected under 35 U.S.C. 1 03 as being unpatentable over 

Hatfalvi (US 2007/0260873), and in view of Reuben ("A Survey on Virtual Machine 

Security").  

All references were cited in Appl icant's IDS fi led on 3/28/201 8. 

6. As per claim 28, Hatfalvi d iscloses a networked computer system (Fig .  2 ,  200 

Protected Network) compris ing : 

a network (F ig .  1 and Fig .  2, external networks 1 50 ;  [0026] external networks 

1 50 . . .  provides its I nternet-access services) ; 

at least one computer system configured to connect to the network (Fig .  2 ,  2 1 0 

protected computer(s) al l of which are located inside their respective Protected 

Networks 1 00 and 200) ,  

the computer system comprising a host system (Fig .  2 ,  2 1 0 protected computer) 

and a virtual system (F ig .  2, 220 SVM or special virtual mach ine) ; and 
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at least one device configured to implement at least one of a network fi rewal l or a 

web proxy, wherein the device comprises a processor and a memory configured to 

implement network isolation between one or more untrusted network desti nations and 

the networked computer system ([0038] s imple fi rewal l ;  [0028] restricted router between 

the two ;  [0049]- [0050] border modu le 240 . . .  encapsu lates and tunnels inbound external 

network communications to the end-user workstations SVMs . . .  tunnel restrictor modu le 

250) . 

Hatfalvi does not d isclose wherein the virtual system is a separate operating 

system or a software modu le operati ng on the computer system, wherein an internal 

fi rewal l is configured to separate the host system from the virtual system in  the 

computer system, and a host-based fi rewal l executed on the computer system is 

configured to implement network isolation between the computer system and the 

network 

However, Reuben d iscloses wherein the virtual system is a separate operating 

system or a software modu le  operating on the computer system, wherein an internal 

fi rewal l is configured to separate the host system from the virtual system in the 

computer system, and a host-based fi rewal l executed on the computer system is 

configured to implement network isolation between the computer system and the 

network ( 1 . I ntroduction : multi ple of these virtual mach ines can be run on a host 

computer, each processing its own operating system and appl ication ;  4. 1 

Commun ication between VMs or  between VMs and host, . . .  shared cl ipboard i n  virtual 
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mach ine . . .  a l lows data to be transferred between VMs and the host. . .  ; 4 .2 VM Escape, 

This problem can be solved by properly configur ing the host/guest interaction ; 4.3 VM 

mon itor ing from the host, it is more necessary to strictly protect the host mach ines . . .  the 

host can view, copy . . .  data stored in the virtual d isks . . .  isolation should be provided 

wh ich avoids the host being a gateway for attacking . . .  enough isolation should be 

provided ; Examiner notes that isolating the host machines from the virtual computer wi l l  

protect the host mach ines and the host machine would receive input (keystrokes) from a 

user in  order to view and/or copy data from the VM) 

I t  would have been obvious to a person havi ng ord inary ski l l  i n  the art at the time 

the invention was made to implement the teachings of Reuben because it would prevent 

the host's fi l e  system from becoming vu lnerable in case the virtual mach ine is 

compromised . 

7.  As per claim 29, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the internal fi rewal l is configured to prevent data from being 

communicated between the virtual system and the host system without an expl icit user 

input (Reuben ,  Part 1 ,  Paragraph 1 ,  virtual mach ines (VM)  or  guest mach ines . . .  mu lt ip le 

operating systems to use the hardware of the physical mach ine is  cal led a hypervisor; 

4 .3 VM monitor ing from the host, it is more necessary to strictly protect the host 

mach ines . . .  the host can view, copy . . .  data stored in the virtual d isks . . .  isolation should 

be provided which avoids the host being a gateway for attacking . . .  enough isolation 

should be provided) .  
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8 .  As per  claim 30, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the host system is configured to store data in a host memory space 

and the virtual system is configured to store data in a virtual memory space that is 

segregated from the host memory space (Reuben, 3 Background, Paragraph 8 ,  every 

guest machi nes appears to be an independent computer; F ig .  1 each guest OS takes 

up a portion of the hardware and has to share computer resources with other guest 

OSes) . 

9 .  As per  claim 31 , Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein malware introduced to the computer system is prevented from 

movi ng to another computer system of the networked computer system (Reuben, 4 .3 

Paragraph 2 ,  the host can view, copy . . .  data stored i n  the virtual disks . . .  isolation should 

be provided which avoids the host being a gateway for attacking) .  

1 0 . As per claim 32, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the computer system is configured to : communicate with the one or 

more untrusted network destinations via a fi rst communication connection ,  

communicate with one or more trusted network destinations v ia a second 

communication connection ; and enforce separation of the fi rst communication 

connection from the second communication connection (Hatfalvi , F ig .  2 ,  protected 

network, 220 SVM or special virtual mach ine ;  240 Border Module and 250 Tunnel 
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Restrictor Modu le ;  [0046] each protected computer comprises a special virtual mach ine 

(SVM) having a browser . . .  commun icates with the external network, such as the 

internet; [0048] l i nes 9- 1 2, commun ications protocol .  . .  are mod ified so that §.!! 

communications are tunneled and authenticated to the border modu le 240 for 

transmission to/from the external network; Examiner notes that the SVM would be 

accessing §.!! websites which would include websites not in the whitel ist) . 

1 1 .  As per claim 33, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the host-based fi rewal l is configured to prevent lateral 

communication and movement of malware between the computer system and other 

devices on the networked computer system (Reuben , 4.3 Paragraph 2 ,  the host can 

view, copy . . .  data stored in the virtual d isks . . .  isolation should be provided wh ich avoids 

the host being a gateway for attacki ng) .  

1 2 . As per claim 34, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the device is configured to prevent unauthorized communication 

between the computer system and the one or more untrusted network destinations 

(Hatfalvi , [0048] l i nes 9-1 2 ,  commun ications protocol . . .  are mod ified so that §.!! 

communications are tunneled and authenticated to the border modu le 240 for 

transmission to/from the external network) . 
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1 3 . As per claim 35, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein the host-based fi rewal l is configured to implement a fi rst pol icy 

when the computer system is connected to the network and a second pol icy when the 

computer system is connected to another network, wherein the fi rst pol icy permits one 

or more communications between the host system of the computer system and one or 

more resources on the network and the second pol icy blocks communications egressing 

from the host system of the computer system but al lows commun ications egressing 

from the vi rtual system (Hatfalvi , Fig .  2 ,  protected network, 220 SVM or special vi rtual 

mach ine ;  240 Border Modu le and 250 Tunnel Restrictor Modu le ;  [0046] each protected 

computer comprises a special virtual mach ine (SVM) having a browser . . .  communicates 

with the external network, such as the i nternet; [0048] normal network communications 

abil ity of the VM would tradit ional ly al low an appl ication d i rect local network and internet 

access . . .  commun ications protocol . . .  are mod ified so that .ill! communications are 

tunneled and authenticated to the border module 240 for transmission to/from the 

external network; Examiner notes that the SVM wou ld be accessing .ill! websites which 

would i nclude websites not in  a whitel ist pol icy whi le the host is restricted to access 

certain websites on another pol icy) . 

1 4. As per claim 36, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein one or more appl ications or processes are configured to run in the 

virtual system, and wherein the one or more appl ications or processes runn ing in  the 

virtual system are configured to communicate with the one or more untrusted network 
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desti nations (Hatfalvi , Fig .  2 ,  240 , 250 ; [0038] browser isolator module 1 30 and browser 

modu le 1 40 . . .  fi rewal l ;  [0046] protected computer 21 0 comprises a special vi rtual 

mach ine (SVM) 220 having a browser 230 . . .  commun icates with the external network 

1 50 ;  [0049] outbound traffic from the SVMs . . .  forwarded to the external network 1 50) .  

1 5 . As per claim 37, Hatfalvi and Reuben d isclose the networked computer system 

of clai m 28, wherein one or more appl ications or processes are configured to run in the 

host system, and wherein the one or more appl ications or processes runn ing in  the host 

system are configured to communicate with one or more devices on the network 

(Hatfalvi , [0020] one or more protected computers 1 1 0 . . .  all connected by l i nks 5 ;  [002 1 ]  

various components of these systems can be located at d istant port ions of a d istributed 

network, such as a local area network, a wide area network, a telecommunications 

network, an i ntranet and/or the I nternet) . 

1 6 . As per claim 38, Hatfalvi d iscloses a method of network isolation i n  a networked 

computer system (F ig .  2, 200 Protected Network) , the method compris ing : 

provid ing a network and at least one computer system that is configured to 

connect to the network (Fig .  1 and Fig .  2, external networks 1 50 ;  [0026] external 

networks 1 50 . . .  provides its I nternet-access services) , 

provid ing at l east one device configured to implement a network fi rewal l or a web 

proxy ( [0038] s imple fi rewal l ;  [0028] restricted router between the two ; [0049]-[0050] 

border modu le 240 . . .  encapsulates and tunnels inbound external network 
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communications to the end-user workstations SVMs . . .  tunnel restrictor module 250) ; 

and 

implementi ng network isolation ,  between one or more untrusted network 

desti nations and the networked computer system, via the at least one device (Fig .  2 ,  

2 1 0 protected computer(s) a l l  o f  which are located inside thei r respective Protected 

Networks 1 00 and 200) .  

Hatfalvi does not d isclose the computer system comprising a host system and a 

virtual system, wherein the virtual system is a separate operating system or a software 

modu le operating on the computer system ; separating the host system from the virtual 

system using an internal fi rewal l executed on the computer system ;  implementing 

network isolation between the computer system and the network using a host-based 

fi rewal l executed on the computer system ;  

However, Reuben d iscloses the computer system compris ing a host system and 

a virtual system, where in the virtual system is a separate operati ng system or a 

software modu le operating on the computer system ;  separating the host system from 

the virtual system using an internal fi rewal l executed on the computer system ;  

implementi ng network isolation between the computer system and the network using a 

host-based fi rewal l executed on the computer system ( 1 . I ntroduction : mult ip le of these 

virtual machi nes can be run on a host computer, each processing its own operat ing 

system and appl ication ;  4.1 Communication between VMs or  between VMs and host, . . .  

shared cl ipboard in virtual mach ine . . .  a l lows data to be transferred between VMs and 
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the host. . .  ; 4.2 VM Escape, Th is problem can be solved by properly configuring the 

hosVguest interaction ;  4 .3 VM mon itoring from the host, it is more necessary to strictly 

protect the host mach ines) ; 

It would have been obvious to a person havi ng ord inary ski l l  i n  the art at the time 

the invention was made to implement the teachings of Reuben because it would prevent 

the host's fi l e  system from becoming vu lnerable in case the virtual mach ine is 

compromised . 

1 7. As per claims 39-47, they are method claims of system clai ms 29-37, 

respectively. Therefore, they are rejected for the same reason ing as claims 29-37, 

above. 

Conclusion 

1 8 . Any inqu i ry concern ing this communication or earl ier commun ications from the 

examiner should be d i rected to WAYNE AN whose telephone number is (571 )272-2028. 

The examiner can normally be reached on Monday-Friday, 8am-5pm EST. 

Examiner interviews are avai lable via telephone, i n-person ,  and video 

conferencing using a USPTO suppl ied web-based col laboration tool .  To schedu le an 

interview, appl icant is encouraged to use the USPTO Automated I nterview Request 

(AI R) at http ://www.uspto .gov/interviewpractice. 
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If attempts to reach the examiner by telephone are unsuccessfu l ,  the exam iner's 

supervisor, Yin-Chen Shaw can be reached on (571 ) 272-8593. The fax phone number 

for the organization where this appl ication or proceeding is assigned is 571 -273-8300 . 

I nformation regarding the status of an appl ication may be obtained from the 

Patent Appl ication I nformation Retrieval (PAI R) system. Status information for 

publ i shed appl ications may be obtained from either Private PAI R or Publ ic PA I R. 

Status information for unpubl ished appl ications is avai lable through Private PAI R only. 

For more information about the PAI R  system,  see http ://pair-d i rect. uspto .gov. Should 

you have questions on access to the Private PAI R system, contact the Electronic 

Business Center (EBC) at 866-21 7-9 1 97 (to l l -free) . I f  you would l i ke assistance from a 

USPTO Customer Service Representative or access to the automated information 

system, cal l 800-786-91 99 ( I N  USA OR CANADA) or 571 -272- 1 000. 

/WAYN E AN/ 
Examiner, Art Un it 2498 

/CATH E R I N E  TH IAW/ 
Primary Examiner, Art Un it 2493 
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UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NUMBER 

15/9 10,734 

1 5027 
Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Su ite 1 700 
Phi ladelphia, PA 1 9 1 03 

FILING OR 3 71 (C) DATE 

03/02/2018  

Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

Robert B .  Hoy LCOM_ISO_US02 
CONFIRMATION NO. 2365 

PUBLICATION NOTICE 

1 11111111 1111 111 111111 11]�!1]i�1i�1! �i�1i11i1,u11 11111 11111 11111 1111 1111 

Title : INTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 

Publication No.US-20 1 8-0 1 9 1 684-A 1 
Publication Date:07/05/20 1 8  

NOTICE O F  PUBLICATION O F  APPLICATION 

The above-identified application wi l l  be electronically published as a patent application publ ication pursuant to 37 
CFR 1 .2 1 1 ,  et  seq. The patent application publ ication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
I nternet at www.uspto .gov. The di rect link to access the publ ication is currently http://www.uspto .gov/patft/. 

The publication process establ ished by the Office does not provide for mail ing a copy of the publ ication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1 . 1 9(a) ( 1  ). Orders for copies of patent application publ ications are handled by the USPTO's 
Public Records Division .  The Public Records Division can be reached by telephone at (57 1 )  272-3 1 50 or (800) 
972-6382, by facsimi le at (571 ) 273-3250 , by mail addressed to the United States Patent and Trademark Office, 
Public Records Division ,  Alexandria, VA 223 1 3- 1 450 or via the Internet. 

In addition ,  information on the status of the appl ication ,  including the mailing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the I nternet through 
the Patent Electronic Business Center at www.uspto .gov using the public side of the Patent Application 
I nformation and Retrieval (PAI R) system .  The direct link to access this status information is currently 
https ://portal .uspto .gov/pair/PublicPair. Prior to publication ,  such status information is confidential and may only 
be obtained by applicant using the private side of PAI R .  

Fu rther assistance in  electronically accessing the publ ication, or about PAIR ,  is  available by cal l ing the Patent 
Electronic Business Center at 1 -866-2 1 7-9 1 97. 

Office of Data Managment, Application Assistance Unit (57 1)  272-4000, or (57 1)  272-4200, or 1 -888-786-0101  

page 1 o f  1 
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UNIIBD STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 

United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID 

15/910,734 2498 73874 

PAIR Correspondence Address/Fee Address Change 

The following fields have been changed to Customer Number 1 58266 on 1 0/17/201 8  via Private PAIR in view 
of the certification copied below that authorized the change. 

• Maintenance Fee Address 

The address for Customer Number 1 58266 is :  
1 5 8266 
Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19103 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given 
power of attorney in this application 

Signature: 1Joseph R. Klinicki/ 
Name: Joseph R. Klinicki 
Registration Number: 68505 
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UNIIBD STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 

United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 
P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

APPLICATION NUMBER PATENT NUMBER GROUP ART UNIT REQUEST ID 

15/910,734 2498 73874 

PAIR Correspondence Address/Fee Address Change 

The following fields have been changed to Customer Number 1 58266 on 1 0/17/201 8  via Private PAIR in view 
of the certification copied below that authorized the change. 

• Correspondence Address 

The address for Customer Number 1 58266 is :  
1 5 8266 
Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19103 

I certify, in accordance with 37 CFR 1.4(d)(4) that I am: 

An attorney or Agent of Record registered to practice before the Patent and Trademark Office who has been given 
power of attorney in this application 

Signature: 1Joseph R. Klinicki/ 
Name: Joseph R. Klinicki 
Registration Number: 68505 
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DOCKET NO.: LCOM ISO US02 
Application No.: 15/910,734 

PATENT 

Office Action Dated: June 5, 2018 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re Application of: Confirmation No. : 2365 
L3 Technologies, Inc. 

Application No.: 15/910,734 

Filing Date: March 2, 2018 

Group Art Unit: 2498 

Examiner: Wayne An 

For: INTERNET ISOLATION FOR A VOIDING INTERNET SECURITY THREATS 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13- 1450 
Sir: 

REPLY PURSUANT TO 37 CFR § 1 . 111  
In response to the Official Action dated June 5 ,  2018, reconsideration is respectfully 

requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI A of this paper. 

D Amendments to the Claims are reflected in the listing of the claims which begins 
on page NI A of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

r8] Remarks begin on page 2 of this paper. 
r8] The Commissioner is hereby authorized to charge any fee deficiency, charge any 

additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-55 19 .  

Page 1 of 5 
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Electronic Acknowledgement Receipt 

EFS ID: 34479602 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 58266 

Filer: Joseph R. Kl inicki/MELISSA OVERLINE  

Filer Authorized By: Joseph R. Kli nicki 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 04-DEC-201 8  

Filing Date: 02-MAR-201 8  

Time Stamp: 1 4:42:23 

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 1 400 

RAM confi rmation Number 1 2061 SINTEFSWl 4475600 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 24847 
LCOM_ISO_US02_AS_FILED_Rc 

1 ply _to_NFOA_Dated_06_05_ 1 yes 5 
8.pdf 1 d6d30df43d2f286e54136Sea7842d1 782a 

4f12d 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Amendment/Req. Reconsideration-After Non-Final Reject 1 1 

Applicant Arguments/Remarks Made in an Amendment 2 5 

Warnings: 

Information: 

1 32933 

2 Extension of Time LCOM_ISO _ US02_AS_FI LED _E no 2 OT.pdf 
61 5960cde5898d85646f61 34d91 6a889c66 

7aff1 

Warnings: 

Information: 

841 873 

3 Oath or Declaration filed LCOM_ISO_US02_AS_FILED_D no 2 
eclarations.pdf 

39cc8a5 342 94a0aab5 ba32 725c903febc1 91 

f9ac 

Warnings: 

Information: 

2925 1 70 

4 Oath or Declaration filed LCOM_ISO_US02_AS_FILED_Su no 2 bstitute_Statement_Hoy.pdf 
91 96fec96701 d87a0792dfab434da76142d 

d08ce 

Warnings: 

Information: 

3 1 003 

5 Fee Worksheet (5B06) fee-info.pdf no 2 
d6ac6595657e69f8d01 cSd 1 87bd97ae2ee7 

88ab7 

Warnings: 

Information: 
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Total Files Size (in bytes) 4055826 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Application under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Application Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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LCOM_ISO ... uso2 

Swbsi1tulo Form for PTOl/\!A/0'1 

DECLARATION (37 CFR 1 ,63) FOR UTIUTY OR DESlGN APPUCAT!ON UStNG AN 
APPUCATlON DATA SHEET (37 CFR 1 .76) 

Title of 
Invention 

!NTERNH iSOLATlON FOR AVOID ING INTERNET SECURITY THRE.t..TS 

A.s the below m,;med inventor, I hereby declare lnat: 

This declaration 
is direc!,�d to: '.J The attached applicallon, or 

SJ United States application or PCT inlema!kma! application number �1=5,'-"19'--'1�0�-7�3�4�----� 

filed on March 2. 20m 

The above-identified application was rnade or authorin,d J-o be made by me. 

l believe !hat 1 am \he original inventor or an original joint inventor of a claimed invention in the application. 

I h,we reviewed and understand the contents of the above-identified application. induding the claims . 

I acknowledge the duty to disclose to the United States Patent and Trademark Office a!! lnformation known to me to be rnaieriaf 
to patentabHity as defined in 37 CFR 1 ,56, including for continuation-in-part applications, material infomiation which became 
available between the fiilng date of the prior application and the nal!onai or PCT international filing date of the continuation -in­
part application. 

I hereby acknowledge that any willful false statement made in 1his declaration is punishable under i 8 U.S. C. 1 007 
by fine or imprisonment of not more than five (5) years, or both. 

WARNlNG:  

Petitioner/applicant i s  cautioned to avoid submit!ln;J personal information i n  documents filed i n  a patent application !hat may 
contribute to identily theft. Personal information such as social security numbers. bank account r1umbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payrrnmt purposes) is never requlred by the 
US PTO lo support a petition or an application .  !f this typ,? of personal information is included ln documents submitted to the 
USPTO. petitionersiapplicants should consider re,..'.lacting such personal information from the documents b,¾forn submitling them 
to the USPTO. Pelilioner/applicanl is advised !hat the record of a patent application is available to the public after publication of 
the application (unless a non.publication request in compliance with 37 CFR 1 .21 3(,l) is made in !he application) or issuance of a 
patent. Furthermore, the record from an abandorrnd application rnay also be available to the public if the application is 
referenced in a published application or an issued patent {see 37 CFR 1 . 14  ). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in UH, application file and therefore are not publiciy available. 

LEG.Al NAME OF INVENTOH 

Da� :_7_(_r�_,_I L_b ---

Note: An application data sheet {PTO/AI.A/14  or equivalent}, including naming 1he entire inventive entity, must accompany !his form. 
Use en additional Subslilute Forni for PTO/SE!/AIA0 ·I for each additional inventor. 

Ttiis ,,oliecfon of informalion is required by 35 U.S.C. 1 1 5  and 37 CFR 1 .63. The information ,s required to obtsiin or re!�in a \JenGfit by the public wf;ir.h is to tile 
{and by tile USPTO lo process) an appllcaUon. Co�fidenti□lity is governed by 35 U.S.C. 1 22 and 37 CFR 1 .1 1  �r.d 1 .  14. 
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Title of 
inv0ntic:,n 

INTERN ET ISOLATION FOR AVOlD!NG lNTtRNET SECURffY THREATS 

This oeclar:ation 
:s dl:0cted to: CJ The :attached application, or 

f:ied on tvfard, 2 2018 

; ,:jcknowledg� ihe ikity to disc,a�;e to the United States Patent cii:d Trnden-:ark Office all information kr:o�\11 to me to be material 
to patentabi!ity as defined in 37 CFR i ,56, including fer ccntimmtinn-in-part appHcation:s, m::iterial irrfor:1,stic:-n which became 
::1vai!sb!e between the filing date of the p,-!or appiic,alion and tt;e n,ilional rn PCT intenwtion,i! fd,:19 dale of th0 c.c:,nt::1uati0n-k,­
pHrt BppHcalion. 

i h�:reby 0c.know:t,dg0 that any w:ilfu! fa:se statement made in this decla.-atior, is prn1ishabie ,;nder 1 8  U.S.C 1 001 
by fine or- irnprisGrn1-mnt ,}f net mom tha:: five (5) years. or both. 

VVARN!NG: 
Petitione;1app!,cant 1s  cautionsn to a�'oi,j m,brniaing p€if30n,il i:,formatic;n ,:1 iloc:ument.s f;!,id ifl a patent applica!ior, th2.t may 
cor:tribute to ,aer.t,ty theft ?ersc,,w! ,nforrnation swch as soc-ial security ,iumb<c,m. tnrnk ,ic:rnunt numl:mrn, nr credii canj n;;rnb,:>rs 
(cit ha tr,an a ched� or credit card aulhmizaticn form PT0-2038 subrnit1.€d for payment p,,rposes} ls ne\'er required by U�E, 
USP TO to support a petilior: or an ,lppEc,�tion if this type of persor:<1! lnfonnation is ind;;ded ir: documents swbn1itt0d to the 
USPTO, petiti<:n,ersiapp!,cants show!::! consider ri:,d,icting s,,ch pernona! infonna,i:m from th;� cbc::.urnent2- bef◊:e sub:1, ;tting !herr. 
to tt,e USPTO, Petitioner!app,,cant is advised tnat th<,, record of a patent application is aval!abii� tc; lh�, pd}lic aft0r put;Hcat:on of 
the app!icalior, (unie:sl?, a n(1n--put:, lit:;iti0n request iri compi:afloe witn Jr CFR. -, .2'1 3{a) ;s made ,n the application) or issuance Gf ;2. 
p::i,;mt. Furthermore, me ,ecoro from an :ab"1ndo::ed app!k:.,Uon m,;y also b,, :iv<iHab,e to tt1;;, public ;f the ar,p:icanor, is 
rnf,�r@c:�,d in a pub:ished appHcatiofl or sn !se,ied pat�nt (see 37 CFF{ -1 .  ·; 4)_ Checks mH-i c;edit car;) autt1eri;rn!io:: forrns 
PTO-W38 submiited for pay,nm1t purposB3 <ff0 not r·etained in t1'1e appiication fiie snd therefore are ;�ot publidy avaiiab:<:i. 

LEGAL NAME OF INVENTOR 

Nof:�� Ar: app:lr.aUan :..i8.t� S:19f3f (PTO/fa.lAl'jl� o:- �qulv.aWnt.} ( inchJ:J;ng n;.:;:n)ing the entff•3 l:v,..-en1i\''t"? �r:Hfy, must. acccn1par:y tf:ts k:rm. 
Use an mwitional S\.!bstill.:te h�•rm to,- PTOISF.!IAIAO'! fer eeth "1\i,'!:ti,1n;;:: inventor_ 

,.._----------------------------······--·----·········------------------------' 
T:':is ,::;e,!fo;:>.:�:•�<n of i:·:f,.xmot:u:i :s 1�q�:1:f::•i by 3� ;; S C. 1 :  s �n'-1 :r; G�=R -� rs:>. 1"ha m'f'crm�?1cr1 ;s req:..;l:-ec to ,:.btatri or rernm � OOn-.:-f!:: bf th& put:•l:-:.-which :s t!-.. fi:13 {a;:d by �� UBPr() tc pr,:.f;,ess} ::):": �P::•!:c-at:cn. Cc1lfiderHl&!i�y :� 1JOV-:-:-ff:t:d by J�) :J.S.C. � ::�?. BfH� �1 GFE 1 :1 ·1 �nd -� 'l4. 
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Doc code: Oath 
Document Description: Oath or dec!aration fiied 

PTO/AiA/02 (07-13) 
Approv,�d for use through 1 1i30i2020. 0MB 0651 '-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a co!lection of information unless it displays a valid 0MB control number. 

SUBSTITUTE STATEMENT IN  LIEU OF AN OATH OR DECLARATION FOR UTILITY 
OR DESIGN PATENT APPLICATION {35 U .S.C. 1 1 5(d) AND 37 CFR 1 .64) 

Title of I NTERNET ISOLATION FOR AVOID ING INTERNET SECURITY THREATS 
Invention 

This statement is directed to: 

D The attached application, 

OR 

Ii] United States application or PCT international application number 
1 5/9 1 0 ,734 

filed on 

LEGAL NAME of inventor to whom this substitute statement applies: 
(E.g., Given Name (first and m iddle (if any}) and Family Name or Surname) 

Robert B .  Hoy 
Residence (except for a deceased or legal ly incapacitated i nventor): 

Citv S ewe l l  

i 
NJ !state 

Mailing Address (except for a deceased or legally incapacitated inventor): 

600 Third Avenue 

city N ew York lstate NY 

lcountr✓ 

lzio 

us 

1 00 1 6 

03-02-20 1 8  

CountrJ US 
I bei ieve the above-named inventor or joint inventor to be the original inventor or an orig inal joint inventor of a claimed i nvention 

in  the appiication, 

The above--identified application was made or authorized to be made by me. 

I hereby acknowledge that any willful false statement made in  this statement is punishable under 1 8  U .S .C.  1 001  by fine or 
imprisonment of not more than five (5) years, or both. 

Relationship to the i nventor to whom this substitute statement applies: 

□ Legal Representative (for deceased or legally i ncapacitated inventor only), 

□ J\ssignee, 

[i] Person to whom the inventor is under an obi itJation to assign, 

□ Person who otherwise shows a sufficient proprietary interest in the matter (petition under 37 CFR i .46 is requ i red), or  

□ Joint I nventor. 

[Page 1 of 2] 
This collection of information is required by 35 U.S.C. 1 15  and 37 CFR 1 .63. The inionnation is required to obtain or retain a benefit by the public wt,ich is to file (and 
by tt,e USPTO to processi an application. Confiden!ial ity is governed by 35 U.S.C. 1 22 and 37 CFR 1 . 1 1  and 1 . 14. This coiiect!on is estimated to take 1 minute to 
complete, including gathering, preparing, and swbmiiiing the completed app!icaiion form to the USPTO. Time will va1y de1pending upon !he individual case. Any 
comments on the ammJnt of time you require to complete this form end/or st,ggestions for redt1cing this burden, shou!d be sent to the Chief Information Officer, U.S. 
Patent and Trademark Office, U .S. Department of Commerce, P.O. Box 1450, Alexandria, VA 2231 3--1450. DO NOT SEND FEES OR COMPLETED FORMS TO 
TH!S ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1 450. 

ff you need assistance in completing the form, ca!i '1·800--PTO-fJ•/99 and select option 2. 
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PTO/SB/AiA02 (07-13) 
Approved for use through '1'1 /30/2020, 0MB 0651-0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
Under the Paperwork Reducticn Act of i 995, no persons are required to respond to a collection of information unless it displays a vaiid 0MB control number. 

( SUBSTITUTE STATEMENT 
J 

Circumstances permitting execution of this substitute statement: 

□ Inventor is deceased, 

□ Inventor is under legal incapacity, 

□ I nventor cannot be found or reached after di l igent effort, or 

[il I nventor has refused to execute the oath or declaration under 37 CFR 1 .63 

If there are joint i nventors, please check the appropriate box below: 

[i] An application data sheet under 37 CFR 1 .76 (PTO/A!A/14 or equivalent) naming the entire i nventive entity has been 
or is currently s ubm itted. 

OR 

D An application data sheet under 37 CFR 1 .  76 (PTO/AlA/1 4 or equivalent) has not been submitted. Thus, a S ubstitute 
Statement Supplemental Sheet (PTO/A!A/1 1 or equivalent) naming tl1e entire inventive entity and providing inventor 
information is attached. See 37 CFR 1 .64(b). 

WARNING: 

Petitioner/applicant is cautioned to  avoid submitting personal information in documents filed in a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the USPTO 
to support a petition or an appl ication. If this type of personal information is included in documents submitted to the US PTO, 
petitioners/appl icants should consider redacting such personal information from the documents before submitting them to the 
USPTO, Petitioner/applicant is advised that the record of a patent appl ication is avai lable to the publ ic after publ ication of the 
appl ication (unless a non-publ ication request in compl iance with 37 CFR 1 .21 3(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned appl ication may also be available to the pubi ic if the appl ication i s  
rMerenced i n  a publ ished appl ication or an issued patent (see 37 CFR 1 .  1 4) Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publ icly avai labie. 

�ERSON EXECUTING THIS SUBSTITUTE STATEMENT: 

Name: Donald L. Letizia 

Signature: -ii:...- -- ="� 
APPLICANT NAME AND TITLE OF PERSON EXECUTING THIS SUBSTITUTE STATEMENT: 
If the appl icant is a juristic entity, i ist the applicant name and the title of the signer: 

L3 Technologies, I nc. 
Applicant Name: 
Title of Person Executing 

G This Substitute statement: VP, eneral Counsel CSG 
The signer, whose title is supplied above, is authorized to act on behaif of the applicant. 

Date (Optional) :  

Residence of the signer (unless provided in an application data sheet, PTO!AIA/14 or equivalent): 

City New York State NY Country LJS 
Mailing Address of the signer {unless provided in a n  application data sheet, PTO/AIA/14 or equivalent) 
600 Third Avenue 

city New York !state NY Zip 1 00 1 6 Countrv LJS 
Note: Use an additional PTO/AIA/02 form for each inventor who is deceased, legally incapacitated, cannot be found or reached 
after di l igent effort, or has refused to execute the oath or declaration under 37 CFR 1 .63. 

[Page 2 of 2] 
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DOCKET NO.: LCOM ISO US02 
Application No.: 15/910,734 
Office Action Dated: June 5, 2018 

PATENT 

REMARKS 

Claims 28-47 are pending in the application, of which claims 28 and 3 8  are independent. 

No claims have been amended. No claims have been added or cancelled. No new matter has 

been added. 

In view of the following remarks, reconsideration of the pending rej ections is respectfully 

requested. 

Applicant Initiated Interview Summary 

Applicant thanks Examiner An for participating in a telephonic interview with 

Applicant' s undersigned representative on December 3 ,  20 18 .  During the interview, the 

references cited in the Office Action and the pending claims were discussed. Although no 

formal agreement was reached, Examiner An indicated that claim 33 appeared to further 

prosecution, but that he would need to re-visit the references and perform an additional search. 

Claim Rejections - 35 U.S. C § 103 

Claims 28-47 stand rej ected under 3 5  U.S .C .  § 103 as allegedly being unpatentable over 

"Hatfalvi" (U. S .  Patent Publication No. 2007/0260873) in view ofNPL "Reuben" ("A survey on 

Virtual Machine Security"). Applicant respectfully requests reconsideration of the pending 

rej ections in view of the following remarks. 

Independent Claims 28 and 38 

The Office Action admits that Hatfalvi does not disclose "wherein the virtual system is a 

separate operating system or a software module operating on the computer system, wherein an 

internal firewall is configured to separate the host system from the virtual system in the computer 

system, and a host-based firewall executed on the computer system is configured to implement 

network isolation between the computer system and the network," as independent claim 28 

recites in part (Office Action, p .  4). Claim 38 recites similar subj ect matter. Instead, the Office 

Action relies on Reuben for allegedly teaching such subj ect matter. 
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However, such functionality for a local host-based firewall used on a computer system 

having a virtual system operating thereon is nowhere taught or suggested by Reuben. For at least 

this reason, the rej ections to claims 28 and 3 8  under 3 5  U.S .C .  § 103 should be withdrawn. 

For example, Reuben generally discloses implementing one or more virtual machines 

(VMs) on a host machine (Reuben, Section 4. 1) .  And, Reuben defines several security 

vulnerabilities associated with the virtual machines including communications between VMs, 

communications between VM(s) and host, VM escape, VM monitoring from host, VM 

monitoring from another VM, Denial of Service, Guest-to-Guest attack, external modification of 

a VM, and external modification of the hypervisor (Reuben, Sections 4 . 1 -4 .8). But, Reuben does 

not contemplate the VM being installed on a host machine that is located on a network with other 

devices, much less a host-based firewall executed on the host machine that is configured to 

implement network isolation between the host machine and the network. Simply stated, Reuben 

does not contemplate isolation of the host machine and virtual machines from a network on 

which the host machine is located. Rather, Reuben is wholly concerned with isolation of the 

virtual machines from each other on a single host system. 

Thus, Reuben cannot be said to teach or suggest a host-based firewall executed on the 

computer system is configured to implement network isolation between the computer system 

and the network, as recited in claim 28 and similarly in claim 38 .  

Dependent Claims 33 and 43 

Dependent claim 33 recites in part wherein the host-based firewall is configured to 

prevent lateral communication and movement of malware between the computer system and 

other devices on the networked computer system. Dependent claim 43 recites similar subj ect 

matter. Neither Hatfalvi nor Reuben teach or suggest such subj ect matter. 

As discussed above, a local host-based firewall used on a computer system having a 

virtual system operating thereon is nowhere taught or suggested by Hatfalvi or Reuben. Further, 

neither Hatfalvi nor Reuben disclose a host-based firewall configured to prevent lateral 
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communication and movement of malware between a computer system and other devices on a 

networked computer system. 

Rather, Hatfalvi generally discloses two embodiments. The first, related to FIG. 1 ,  

utilizes a browser module outside of a protected network to perform browsing on behalf of one 

or more computers utilizing a Browsing Client within the protected network (See e.g. , Hatfalvi, 

paragraphs [0020] - [0032]). In the second embodiment, related to FIG. 2, " [e]ach protected 

computer 2 10  comprises a special virtual machine (SVM) 220 having a browser 230. The 

browser 230 for each protected computer 2 10  communicates with the external network 1 50, such 

as the Internet by means of a border module 240" (Hatfalvi, paragraph [0046]). 

However, the system ofHatfalvi nowhere teaches or suggests that either 1) there may be 

communications to be sent by the protected computer system that arise from applications outside 

of the SVM, or 2) that some communications may be between resources on a local area network 

rather than the Internet. Moreover, there is absolutely no mention in Hatfalvi about use of! 

host-based firewall on the protected computer systems, let alone a host-based firewall that is 

configured to prevent lateral communication and movement of malware between the computer 

system and other devices on the networked computer system. Thus, Hatfalvi cannot be said to 

teach or suggest wherein the host-based firewall is configured to prevent lateral communication 

and movement of malware between the computer system and other devices on the networked 

computer system, as recited in claim 3 3  and similarly in claim 38 .  

And as discussed above, Reuben does not contemplate the VM being installed on a host 

machine that is located on a network with other devices, much less a host-based firewall 

executed on the host machine that is configured to prevent lateral communication and 

movement of malware between the computer system and other devices on the networked 

computer system. Thus, Reuben cannot be said to teach or suggest wherein the host-based 

firewall is configured to prevent lateral communication and movement of malware between the 

computer system and other devices on the networked computer system, as recited in claim 33  

and similarly in  claim 38 .  
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Insofar as dependent claims 29-32, 34-37, 39-42, and 44-47 depend either directly or 

indirectly from an allowable independent claim and further recite patentable subj ect matter, 

Applicant respectfully submits that the dependent claims are also allowable over the asserted 

references. As such, Applicants request that the rej ections to dependent claims 29-32, 34-37, 39-

42, and 44-47 under 3 5  U.S .C .  § 103 also be withdrawn. 

CONCLUSION 

The rej ections set forth in the Office Action being adequately addressed, a Notice of 

Allowance is respectfully requested. Should Examiner An identify any outstanding issues that 

would prevent such an allowance, he is urged to contact Applicant' s undersigned representative 

using the contact information contained below. 

Date : December 4, 20 1 8  

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 
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Registration No. 68,505 
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Notice of Pre-A/A or A/A Status 

1 .  The present application is being exam ined under the pre-AIA first to invent 

Page 2 

provisions. The text of those sections of Title 35, U.S. Code not included in this action 

can be found in a prior Office action. In the event the determ ination of the status of the 

application as subject to AIA 35 U.S.C.  1 02 and 1 03 (or as subject to pre-AIA 35 U.S.C.  

1 02 and 1 03) is incorrect, any correction of the statutory basis for the rejection wi l l  not 

be cons idered a new ground of rejection if the prior art relied upon, and the rationale 

supporting the rejection, would be the same under either status . 

Response to Arguments 

2 .  Applicant's argument, fi led 1 2/4/201 8, regarding the claims have been fully 

cons idered but they are not persuasive. 

3 .  In the remarks , applicant argued the following : 

a. Reuben cannot be said to teach or suggest a host-based firewall executed 

on the com puter system is configured to im plement network isolation between 

the com puter system and the network, as recited in c laim 28 and s im i larly in 

claim 38. Such functionality for a local host-based firewall used on a computer 

system having a virtual system operating thereon is nowhere taught or suggested 

by Reuben . For at least this reason, the rejections to claims 28 and 38 under 35 

U.S.C.  § 1 03 should be withdrawn. 

b. Dependent claim 33 recites in part wherein the host-based firewall is 

configured to prevent lateral com munication and movement of malware between 
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the com puter system and other devices on the networked computer system . 

Dependent claim 43 recites s im i lar subject matter. Neither Hatfalvi nor Reuben 

teach or suggest such subject matter. 

4. Exam iner respectfu l ly disagrees with appl icant's argum ents . 

a. As to point a. above, Exam iner thanks Applicant for clarifying the claim 

l im itations in an interview conducted on December 3, 201 8. After further search 

and cons ideration , Exam iner believes that Hatfalvi does teach the l im itations that 

the Applicant is arguing. In Hatfalvi's system , there is a protected com puter that 

is uti l ized to com prise a browser module. The protected computer is further 

protected by using border and browser modules which can be integrated with the 

computer itself. Furthermore, host-based is a term that can be interpreted as 

being a part of the host but not necessarily inside the host and therefore under 

BR I, Hatfalvi teaches the host-based firewall that is c laimed (See Hatfalvi [0021 ] ,  

[0024] , [0025]) . 

b. As to point b. above, it is s im i lar to point a. above where Hatfalvi teaches 

the firewall protecting the computers on network. It is also well known in the field 

of endeavor that a firewall is on a host computer in order to protect the host from 

any malicious com puters on the same network (See Hatfalvi [0003] , [0005] , 

[0024] , [0025] , [0026]) .  

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C.  1 03 which forms the bas is for all obviousness 

rejections set forth in this Office action : 
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A patent for a claimed invention may not be obtained, notwithstanding that 

the claimed invention is not identically disclosed as set forth in section 1 02 
of this title, if the differences between the claimed invention and the prior 

art are such that the claimed invention as a whole would have been 
obvious before the effective fi l ing date of the claimed invention to a person 

having ordinary ski l l  in the art to which the claimed invention pertains . 

Patentabil ity shall not be negated by the manner in which the invention 
was made. 

5. Claim 28-47 rejected under 35 U .S.C. 1 03 as being unpatentable over 

Page 4 

Hatfalv i (US 2007/0260873), and in view of Reuben ("A Survey on Virtual Machine 

Security''). 

All references were cited in Applicant's IDS fi led on 3/28/201 8. 

6. As per claim 28, Hatfalvi discloses a networked computer system (Fig .  2,  200 

Protected Network) compris ing: 

a network (Fig .  1 and Fig. 2,  external networks 1 50 ;  [0026] external networks 

1 50 . . .  provides its Internet-access services) ;  

at least one com puter system configured to connect to the network (Fig .  2 ,  2 1 0 

protected computer(s) all of which are located inside their respective Protected 

Networks 1 00 and 200), 

the com puter system com pris ing a host system (Fig. 2, 2 1 0 protected com puter) 

and a virtual system (Fig .  2, 220 SVM or special virtual machine) and a host-based 

fi rewall executed on the com puter system is configured to im plement network isolation 

between the computer system and the network ( [002 1 ]  system s can be located at . . .  

local area network, a wide area network, a telecomm unications network, an intranet 

and/or the Internet or with in a dedicated browser interface system or restricted tunneling 
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system . . . .  com ponents of these systems can be com bined into one or more devices or 

collocated on a particu lar node of a distributed network, such as a protected network. . . .  

the components of these systems can be arranged at any location with in a distributed 

network without affecting the operation of the system ; [0024] fi rewalls ; [0025] protected 

network 1 00 includes a plurality of protected computers 1 1  O ;  [0028] The protected 

computer's 1 1 0 access to the protected network is l im ited to those communications 

specifically necessary for the rem ote operation . . .  Other com m unications are generally 

prohibited. This isolation can be accom plished in hardware and/or software . . .  damage to 

computers on the protected network is further prevented in the case of a com promised 

browser module) ; and 

at least one device configured to im plement at least one of a network firewall or a 

web proxy, wherein the device comprises a processor and a memory configured to 

im plement network isolation between one or more untrusted network destinations and 

the networked computer system ([0038] s im ple fi rewal l ;  [0028] restricted router between 

the two; [0049]-[0050] border m odule 240 . . .  encapsulates and tunnels inbound external 

network com munications to the end-user workstations SVMs . . .  tunnel restrictor module 

250) . 

Hatfalvi does not disclose wherein the virtual system is a separate operating 

system or a software module operating on the computer system , wherein an internal 

fi rewall is configured to separate the host system from the virtual system in the 

computer system , 

However, Reuben discloses wherein the virtual system is a separate operating 
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system or a software module operating on the computer system , wherein an internal 

fi rewall is configured to separate the host system from the virtual system in the 

computer system ( 1 . Introduction: m ultiple of these virtual machines can be run on a 

host com puter, each processing its own operating system and application; 4. 1 

Com m un ication between VMs or between VMs and host, . . .  shared cl ipboard in virtual 

machine . . .  al lows data to be transferred between VMs and the host. . .  ; 4 .2 VM Escape, 

This problem can be solved by properly configuring the host/guest interaction ;  4.3 VM 

m on itoring from the host, it is more necessary to strictly protect the host machines . . .  the 

host can view, copy . . .  data stored in the virtual disks . . .  isolation should be provided 

which avoids the host being a gateway for attacking . . .  enough isolation should be 

provided ; Exam iner notes that isolating the host machines from the virtual computer wil l 

protect the host machines and the host machine would receive input (keystrokes) from a 

user in order to view and/or copy data from the VM) 

It would have been obvious to a person having ordinary ski l l  in the art at the t ime 

the invention was made to im plement the teachings of Reuben because it would prevent 

the host's file system from becoming vulnerable in case the virtual machine is 

comprom ised. 

7. As per claim 29, Hatfalvi and Reuben disclose the networked computer system 

of claim 28, wherein the internal firewall is configured to prevent data from being 

communicated between the virtual system and the host system without an explicit user 

input (Reuben, Part 1 ,  Paragraph 1 ,  virtual machines (VM) or guest machines . . .  m ultiple 

operating systems to use the hardware of the physical machine is cal led a hypervisor; 
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machines . . .  the host can view, copy . . .  data stored in the virtual disks . . .  isolation should 

be provided which avoids the host being a gateway for attacking . . .  enough isolation 

should be provided) . 

8 .  As per claim 30, Hatfalvi and Reuben disclose the networked computer system 

of claim 28, wherein the host system is configured to store data in a host memory space 

and the virtual system is configured to store data in a virtual memory space that is 

segregated from the host memory space (Reuben, 3 Background, Paragraph 8, every 

guest machines appears to be an independent computer; Fig. 1 each guest OS takes 

up a portion of the hardware and has to share com puter resources with other guest 

OSes) .  

9 .  As per claim 31 , Hatfalvi and Reuben disclose the networked computer system 

of claim 28, wherein malware introduced to the computer system is prevented from 

moving to another computer system of the networked com puter system (Reuben , 4. 3 

Paragraph 2 ,  the host can view, copy . . .  data stored in the virtual disks . . .  isolation should 

be provided which avoids the host being a gateway for attacking) . 

1 0 . As per claim 32, Hatfalvi and Reuben disclose the networked computer system 

of claim 28, wherein the computer system is configured to : comm unicate with the one or 

more untrusted network destinations via a first com munication connection, 

communicate with one or more trusted network destinations via a second 
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