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communication connection; and enforce separation of the first communication
connection from the second communication connection (Hatfalvi, Fig. 2, protected
network, 220 SVM or special virtual machine; 240 Border Module and 250 Tunnel
Restrictor Module; [0046] each protected computer comprises a special virtual machine
(SVM) having a browser...communicates with the external network, such as the
internet; [0048] lines 9-12, communications protocol...are modified so that all
communications are tunneled and authenticated to the border module 240 for
transmission to/from the external network; Examiner notes that the SVM would be

accessing all websites which would include websites not in the whitelist).

11.  As per claim 33, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host-based firewall is configured to prevent lateral
communication and movement of malware between the computer system and other
devices on the networked computer system (Hatfalvi, [0028] The protected computer's
110 access to the protected network is limited to those communications specifically
necessary for the remote operation... Other communications are generally prohibited.
This isolation can be accomplished in hardware and/or software... damage to computers
on the protected network is further prevented in the case of a compromised browser

module).

12.  As per claim 34, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the device is configured to prevent unauthorized communication

between the computer system and the one or more untrusted network destinations
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(Hatfalvi, [0048] lines 9-12, communications protocol... are modified so that all
communications are tunneled and authenticated to the border module 240 for

transmission to/from the external network).

13.  As per claim 35, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein the host-based firewall is configured to implement a first policy
when the computer system is connected to the network and a second policy when the
computer system is connected to another network, wherein the first policy permits one
or more communications between the host system of the computer system and one or
more resources on the network and the second policy blocks communications egressing
from the host system of the computer system but allows communications egressing
from the virtual system (Hatfalvi, Fig. 2, protected network, 220 SVM or special virtual
machine; 240 Border Module and 250 Tunnel Restrictor Module; [0046] each protected
computer comprises a special virtual machine (SVM) having a browser...communicates
with the external network, such as the internet; [0048] normal network communications
ability of the VM would traditionally allow an application direct local network and internet
access... communications protocol...are modified so that all communications are
tunneled and authenticated to the border module 240 for transmission to/from the
external network; Examiner notes that the SVM would be accessing all websites which
would include websites not in a whitelist policy while the host is restricted to access

certain websites on another policy).
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14.  As per claim 36, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein one or more applications or processes are configured to run in the
virtual system, and wherein the one or more applications or processes running in the
virtual system are configured to communicate with the one or more untrusted network
destinations (Hatfalvi, Fig. 2, 240, 250; [0038] browser isolator module 130 and browser
module 140...firewall; [0046] protected computer 210 comprises a special virtual
machine (SVM) 220 having a browser 230... communicates with the external network

150; [0049] outbound traffic from the SVMs... forwarded to the external network 150).

15.  As per claim 37, Hatfalvi and Reuben disclose the networked computer system
of claim 28, wherein one or more applications or processes are configured to run in the
host system, and wherein the one or more applications or processes running in the host
system are configured to communicate with one or more devices on the network
(Hatfalvi, [0020] one or more protected computers 110... all connected by links 5; [0021]
various components of these systems can be located at distant portions of a distributed
network, such as a local area network, a wide area network, a telecommunications

network, an intranet and/or the Internet).

16.  As per claim 38, Hatfalvi discloses a method of network isolation in a networked
computer system (Fig. 2, 200 Protected Network), the method comprising:

providing a network and at least one computer system that is configured to
connect to the network (Fig. 1 and Fig. 2, external networks 150; [0026] external

networks 150...provides its Internet-access services),
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implementing network isolation between the computer system and the network
using a host-based firewall executed on the computer system ([0021] systems can be
located at ... local area network, a wide area network, a telecommunications network,
an intranet and/or the Internet or within a dedicated browser interface system or
restricted tunneling system. ...components of these systems can be combined into one
or more devices or collocated on a particular node of a distributed network, such as a
protected network. ... the components of these systems can be arranged at any location
within a distributed network without affecting the operation of the system; [0024]
firewalls; [0025] protected network 100 includes a plurality of protected computers 110;
[0028] The protected computer's 110 access to the protected network is limited to those
communications specifically necessary for the remote operation... Other
communications are generally prohibited. This isolation can be accomplished in
hardware and/or software... damage to computers on the protected network is further
prevented in the case of a compromised browser module);

providing at least one device configured to implement a network firewall or a web
proxy ([0038] simple firewall; [0028] restricted router between the two; [0049]-[0050]
border module 240... encapsulates and tunnels inbound external network
communications to the end-user workstations SVMs... tunnel restrictor module 250);
and

implementing network isolation, between one or more untrusted network
destinations and the networked computer system, via the at least one device (Fig. 2,
210 protected computer(s) all of which are located inside their respective Protected

Networks 100 and 200).

Ex.1002
CISCO SYSTEMS, INC. / Page 135 of 517



Application/Control Number: 15/910,734 Page 12
Art Unit: 2498

Hatfalvi does not disclose the computer system comprising a host system and a
virtual system, wherein the virtual system is a separate operating system or a software
module operating on the computer system; separating the host system from the virtual
system using an internal firewall executed on the computer system;

However, Reuben discloses the computer system comprising a host system and
a virtual system, wherein the virtual system is a separate operating system or a
software module operating on the computer system; separating the host system from
the virtual system using an internal firewall executed on the computer system (1.
Introduction: multiple of these virtual machines can be run on a host computer, each
processing its own operating system and application; 4.1 Communication between VMs
or between VMs and host,... shared clipboard in virtual machine...allows data to be
transferred between VMs and the host...; 4.2 VM Escape, This problem can be solved
by properly configuring the host/guest interaction; 4.3 VM monitoring from the host, it is
more necessary to strictly protect the host machines);

It would have been obvious to a person having ordinary skill in the art at the time
the invention was made to implement the teachings of Reuben because it would prevent
the host's file system from becoming vulnerable in case the virtual machine is

compromised.

17.  As per claims 39-47, they are method claims of system claims 29-37,
respectively. Therefore, they are rejected for the same reasoning as claims 29-37,

above.
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Conclusion
18. THIS ACTION IS MADE FINAL. See MPEP § 706.07(a). Applicant is reminded
of the extension of time policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to WAYNE AN whose telephone number is (571)272-2028.
The examiner can normally be reached on Monday - Friday 9-5 EST.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http//www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, YIN-CHEN SHAW can be reached on (571)272-8593. The fax phone
number for the organization where this application or proceeding is assigned is 571-

273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/WAYNE AN/
Examiner, Art Unit 2498

/ITHANHNGA B TRUONG/
Primary Examiner, Art Unit 2498

March 18, 2019
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: March 19, 2019

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re App llcat.lon of: Confirmation No.: 2365
L3 Technologies, Inc.

Application No.: 15/910,734 Group Art Unit: 2498
Filing Date: March 2, 2018 Examiner: Truong, Thanhnga B.
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Mail Stop RCE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:

REPLY PURSUANT TO 37 CFR § 1.114
In response to the Official Action dated March 19, 2019, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page N/A of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 2 of this paper.

XX O OO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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Privacy Act Statement
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request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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DOCKET NO.: LCOM _ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: March 19, 2019

REMARKS

Claims 28-47 are pending in the application, of which claims 28 and 38 are independent.
No claims have been amended. No claims have been added or cancelled. No new matter has
been added.

In view of the following remarks, reconsideration of the pending rejections is respectfully

requested.

Applicant Initiated Interview Summary
Applicant thanks Examiner Truong for participating in a telephonic interview with
Applicant’s undersigned representative on June 13, 2019. During the interview, the references
cited in the Office Action and the pending claims were discussed. No formal agreement was

reached.

Claim Rejections —35 U.S.C. § 103
Claims 28-47 stand rejected under 35 U.S.C. § 103 as allegedly being unpatentable over
“Hatfalvi” (U.S. Patent Publication No. 2007/0260873) in view of NPL “Reuben” (“A survey on
Virtual Machine Security”). Applicant respectfully requests reconsideration of the pending

rejections in view of the following remarks.

Independent Claims 28 and 38

Independent claim 28 recites a networked computer system comprising...at least one
computer system configured to connect to the network, the computer system comprising a host
system and a virtual system, wherein the virtual system is a separate operating system or a
software module operating on the computer system, wherein an internal firewall is configured
to separate the host system from the virtual system in the computer system, and a host-based
firewall executed on the computer system is configured to implement network isolation
between the computer system and the network; and at least one device configured to implement

at least one of a network firewall or a web proxy, wherein the device comprises a processor
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and a memory configured to implement network isolation between one or more untrusted
network destinations and the networked computer system. Independent claim 38 recites
similar subject matter. Simply stated, none of the asserted references, either alone or in
combination, teach or suggest three distinct methods of isolation through a combination of an
internal firewall, a host-based firewall, and a network firewall or web proxy as claimed.

For example, none of the references teach or suggest that & host-based firewall executed

on the computer system is configured to implement network isolation between the computer
system and the network. Independent claim 38 similarly recites in part implementing network

isolation between the computer system and the network using a host-based firewall executed

on the computer system. Such functionality for a host-based firewall executed on a computer
system that is configured to implement network isolation between the computer system and the
network is nowhere taught or suggested by either Hatfalvi or Reuben. For at least this reason,
the rejections to claims 28 and 38 under 35 U.S.C. § 103 should be withdrawn.

Hatfalvi is completely silent with respect to & host-based firewall. Hatfalvi generally

discloses two main embodiments. The first, related to FIG. 1, utilizes a browser module 140
outside of a protected network 100 to perform browsing on behalf of one or more computers 110
utilizing a Browsing Client 120 within the protected network 100 (Hatfalvi, paras. [0020]-
[0032]). Inthe second embodiment, related to FIG. 2, “[e]ach protected computer 210 comprises
a special virtual machine (SVM) 220 having a browser 230. The browser 230 for each protected
computer 210 communicates with the external network 150, such as the internet by means of a
border module 240” (Hatfalvi, para. [0046]).

However, Hatfalvi nowhere teaches or suggests that either communications may be sent
by the protected computer system that arise from applications outside of the SVM, or that some
communications may be sent from the protected computer system to other resources on a local
area network rather than to the Internet. Moreover, there is no mention in either embodiment of
Hatfalvi that the protected computer systems include a host-based firewall, let alone that a host-
based firewall executed on a protected computer system is configured to implement network

isolation between the protected computer system and the protected network.
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Thus, Hatfalvi cannot be said to teach or suggest that & host-based firewall executed on

the computer system is configured to implement network isolation between the computer
system and the network, as recited in claim 28 and similarly in claim 38. Since Hatfalvi does
not even teach or suggest the use of a host based firewall, it certainly cannot be said to teach or
suggest a networked computer system comprising...at least one computer system configured to
connect to the network, the computer system comprising a host system and a virtual system,
wherein the virtual system is a separate operating system or a software module operating on the
computer system, wherein an internal firewall is configured to separate the host system from
the virtual system in the computer system, and a host-based firewall executed on the computer
system is configured to implement network isolation between the computer system and the
network; and at least one device configured to implement at least one of a network firewall or
a web proxy, wherein the device comprises a processor and a memory configured to implement
network isolation between one or more untrusted network destinations and the networked
computer system.

Reuben does not cure the deficiencies of Hatfalvi. For example, Reuben is also
completely silent with respect to a host-based firewall. Instead, Reuben just generally discloses
implementing one or more virtual machines (VMs) on a host machine (Reuben, Section 4.1).
And, Reuben defines several security vulnerabilities associated with the virtual machines
including communications between VMs, communications between VM(s) and host, VM escape,
VM monitoring from host, VM monitoring from another VM, Denial of Service, Guest-to-Guest
attack, external modification of a VM, and external modification of the hypervisor (Reuben,
Sections 4.1-4.8). But, Reuben does not contemplate the VM being installed on a host machine
that is located on a network with other devices, much less a host-based firewall executed on the
host machine that is configured to implement network isolation between the host machine and
the network. Further, like Hatfalvi Reuben nowhere contemplates how isolation can be achieved
through a combination of an internal firewall, a host-based firewall, and a network firewall or

web proxy.
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Thus, Reuben does not correct the deficiencies of Hatfalvi. For example, Reuben, like
Hatfalvi nowhere contemplates isolation of the host machine and virtual machines from a
network on which the host machine is located. Rather, Reuben is wholly concerned with
isolation of the virtual machines from each other on a single host system.

Thus, Reuben cannot be said to teach or suggest that a host-based firewall executed on

the computer system is configured to implement network isolation between the computer
system and the network, as recited in claim 28 and similarly in claim 38. Moreover, Reuben
cannot be said to teach or suggest a networked computer system comprising...at least one
computer system configured to connect to the network, the computer system comprising a host
system and a virtual system, wherein the virtual system is a separate operating system or a
software module operating on the computer system, wherein an internal firewall is configured
to separate the host system from the virtual system in the computer system, and a host-based
firewall executed on the computer system is configured to implement network isolation
between the computer system and the network;, and at least one device configured to implement
at least one of a network firewall or a web proxy, wherein the device comprises a processor
and a memory configured to implement network isolation between one or more untrusted
network destinations and the networked computer system.

As the asserted references fail to teach or suggest at least the above-referenced subject
matter of independent claims 28 and 38. Accordingly, reconsideration and withdrawal of the

rejection of claims 28 and 38 under 35 U.S.C. § 103 are respectfully requested.

Dependent Claims 33 and 43
Dependent claim 33 recites in part wherein the host-based firewall is configured to
prevent lateral communication and movement of malware between the computer system and
other devices on the networked computer system. Dependent claim 43 recites similar subject
matter. As explained above, since neither Hatfalvi nor Reuben teach or suggest a host-based

firewall at all, they also fail to teach or suggest these dependent claim features.
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As discussed above, a local host-based firewall used on a computer system having a
virtual system operating thereon is nowhere taught or suggested by Hatfalvi or Reuben. Further,
neither Hatfalvi nor Reuben disclose a host-based firewall configured to prevent lateral
communication and movement of malware between a computer system and other devices on a
networked computer system.

And, as discussed above, the system of Hatfalvi nowhere teaches or suggests that some
communications may be sent between resources on a local area network rather than simply with
the Internet. Because Hatfalvi does not contemplate such communications between resources on
a local area network, Hatfalvi also does not contemplate preventing movement of malware
between a computer system and other devices on a networked computer system. Thus, Hatfalvi
cannot be said to teach or suggest wherein the host-based firewall is configured to prevent
lateral communication and movement of malware between the computer system and other
devices on the networked computer system, as recited in claim 33 and similarly in claim 43.

And as discussed above, Reuben does not contemplate the VM being installed on a host
machine that is located on a network with other devices, much less & host-based firewall
executed on the host machine that is configured to prevent lateral communication and
movement of malware between the computer system and other devices on the networked
computer system. Thus, Reuben cannot be said to teach or suggest wherein the host-based
firewall is configured to prevent lateral communication and movement of malware between the
computer system and other devices on the networked computer system, as recited in claim 33
and similarly in claim 43.

As the asserted references fail to teach or suggest at least the above-referenced subject
matter of dependent claims 33 and 43. Accordingly, reconsideration and withdrawal of the

rejection of claims 33 and 43 under 35 U.S.C. § 103 are respectfully requested.

Dependent Claims 29-32, 34-37, 39-42, and 44-47
Insofar as dependent claims 29-32, 34-37, 39-42, and 44-47 depend either directly or

indirectly from an allowable independent claim and further recite patentable subject matter,
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Applicant respectfully submits that the dependent claims are also allowable over the asserted
references. As such, Applicants request that the rejections to dependent claims 29-32, 34-37, 39-

42, and 44-47 under 35 U.S.C. § 103 also be withdrawn.

CONCLUSION
The rejections set forth in the Office Action being adequately addressed, a Notice of
Allowance is respectfully requested. Should Examiner Truong identify any outstanding issues
that would prevent such an allowance, he is urged to contact Applicant’s undersigned

representative using the contact information contained below.

Date: June 19, 2019 Ryan A_Peddle/
Ryan A. Peddle
Registration No. 77,970

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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15/910,734 Hoy et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
THANHNGA B TRUONG 2498 No

-- The MA/LING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing

date of this communication.
- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.
- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)™ Responsive to communication(s) filed on 6/19/19.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) M This action is non-final.

3)J An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)O Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-47 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.
6) (J Claim(s) ___ is/are allowed.
7) Claim(s) 28-47 is/are rejected.
8) (J Claim(s) ____is/are objected to.
9) (J Claim(s) _____ are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a

participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.
Application Papers

10)(J The specification is objected to by the Examiner.

11) The drawing(s) filed on 3/2/18 is/are: a)l¥) accepted or b)(]) objected to by the Examiner.

Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)(J All b)(J Some** ¢)(J None of the:
1.(J Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No. __

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)
1) [V Notice of References Cited (PTO-892) 3) Interview Summary (PTO-413)
o Paper No(s)/Mail Date 6/13/19,
2) [J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 4) [ Other:
Paper No(s)/Mail Date ____. E—
U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20190721
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DETAILED ACTION
Continued Examination Under 37 CFR 1.114

1. A request for continued examination under 37 CFR 1.114, including the fee
set forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set forth
in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action has been
withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on filed on June 19,
2019. Claims 1-47 are pending. Claims 1-27 are cancelled by the applicant. At this time,
claims 28-47 are rejected.

Notice of Pre-AlA or AlIA Status

2 The present application is being examined under the pre-AlA first to invent

provisions.
Double Patenting

2. The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory obviousness-
type double patenting rejection is appropriate where the conflicting claims are not
identical, but at least one examined application claim is not patentably distinct from the
reference claim(s) because the examined application claim is either anticipated by, or
would have been obvious over, the reference claim(s). See, e.qg., In re Berg, 140 F.3d
1428, 46 USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d
2010 (Fed. Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); In re
Van Ornum, 686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164
USPQ 619 (CCPA 1970); and In re Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA
1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or

1.321(d) may be used to overcome an actual or provisional rejection based on a
nonstatutory double patenting ground provided the conflicting application or patent either
is shown to be commonly owned with this application, or claims an invention made as a

result of activities undertaken within the scope of a joint research agreement.
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Effective January 1, 1994, a registered attorney or agent of record may sign
a terminal disclaimer. A terminal disclaimer signed by the assignee must fully comply with
37 CFR 3.73(b).

Claims 28-47 are rejected on the ground of nonstatutory obviousness-type
double patenting as being unpatentable over claims 1-23 of U.S. Patent No. 9, 942, 198
B2. Although the conflicting claims are not identical, they are not patentably distinct from
each other because the two inventions have similar subject matter.

Allowable Subject Matter
3. Claims 28-47 would be allowable if a terminal disclaimer will be filed within
the next amendment.
Conclusion

4. The prior art made of record and not relied upon is considered pertinent to
applicant's disclosure.

a. Vega; Rene Antonio et al (US 20060005188 A1) discloses Systems
and methods for initializing multiple virtual processors within a single virtual machine (see
Title).

b. WEI;, COACH (US 20100251329 A1) discloses SYSTEM AND
METHOD FOR ACCESS MANAGEMENT AND SECURITY PROTECTION FOR
NETWORK ACCESSIBLE COMPUTER SERVICES (see Title).

C. Musiri; Sriram Srivathsan et al (US 20100174811 A1) discloses
NETWORK ISOLATION AND IDENTITY MANAGEMENT OF CLONED VIRTUAL
MACHINES (see Title).

d. Tock; Theron et al (US 8185642 B1) discloses Communication policy
enforcement in a data network (see Title).

Any inquiry concerning this communication or earlier
communications from the examiner should be directed to Thanhnga B. Truong whose
telephone number is 571-272-3858.

If attempts to reach the examiner by telephone are unsuccessful, the
examiner’s supervisor, Yin-Chen Shaw can be reached at 571-272-8593. The fax and
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phone numbers for the organization where this application or proceeding is assigned is
571-273-8300.

Any inquiry of a general nature or relating to the status of this
application or proceeding should be directed to the receptionist whose telephone number
is 571-272-2100.

/THANHNGA B TRUONG/
Primary Examiner, Art Unit 2498

July 21, 2019
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Application No. Applicant(s)

15/910,734 Hoy et al.
Applicant-Initiated Interview Summary Examiner ArtUnit | AIA (FITF) Status

THANHNGA B 2498 No

TRUONG

All participants (applicant, applicants representative, PTO personnel):

(1) THANHNGA B. TRUONG. (3) Mr. Joseph Klinicki.

(2) Mr. Ryan A. Peddle. (4)

Date of Interview: 13 June 2019.

Type: Telephonic  (J Video Conference
(J Personal [copy given to: (3 applicant (J applicant's representative]

Exhibit shown or demonstration conducted:  [J Yes No.
If Yes, brief description:
Issues Discussed (J101 (J112 ([(J102 ©103 OOthers
(For each of the checked box(es) above, please describe below the issue and detailed description of the discussion)

Claim(s) discussed: 28.

Identification of prior art discussed: See Continuation Sheet.

Substance of Interview

(For each issue discussed, provide a detailed description and indicate if agreement was reached. Some topics may include: identification or clarification of a
reference or a portion thereof, claim interpretation, proposed amendments, arguments of any applied references etc...)

Applicant's Representatives, Mr. Ryan A. Peddle and Mr. Joseph Klinicki, and Examiner discussed claimed invention.
The application was reassigned to Examiner and more time needed to review and conduct a new search. Therefore,
Mr. Peddle and Mr. Klinicki have decided that it was fair to file an RCE to give Examiner more time to work with the
application. No agreement was reached..

Applicant recordation instructions: The formal written reply to the last Office action must include the substance of the interview. (See MPEP
section 713.04). If a reply to the last Office action has already been filed, applicant is given a non-extendable period ofthe longer of one month or
thirty days from this interview date, or the mailing date of this interview summary form, whichever is later, to file a statement of the substance of the
interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete and proper recordation of
the substance of an interview should include the items listed in MPEP 713.04 for complete and proper recordation including the identification of the
general thrust of each argument or issue discussed, a general indication of any other pertinent matters discussed regarding patentability and the
general results or outcome of the interview, to include an indication as to whether or not agreement was reached on the issues raised.

OJ Attachment

ITHANHNGA B TRUONG/
Primary Examiner, Art Unit 2498

U.S. Patent and Trademark Office
PTOL-413 (Rev. 8/11/2010) Interview Summary Paper No. 20190721
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Summary of Record of Interview Requirements

Manual of Patent Examining Procedure (MPEP), Section 713.04, Substance of Interview Must be Made of Record
A complete written statement as to the substance of any face-to-face, video conference, or telephone interview with regard to an application must be made of record in the
application whether or not an agreement with the examiner was reached at the interview.

Title 37 Code of Federal Regulations (CFR) 1.133 Interviews
Paragraph (b)

In every instance where reconsideration is requested in view of an interview with an examiner, a complete written statement of the reasons presented at the interview as
warranting favorable action must be filed by the applicant. An interview does not remove the necessity for reply to Office action as specified in §§ 1.111, 1.135. (35 U.S.C.
132)

37 CFR §1.2 Business to be transacted in writing.
All business with the Patent or Trademark Office should be transacted in writing. The personal attendance of applicants or their attorneys or agents at the Patent and
Trademark Office is unnecessary. The action of the Patent and Trademark Office will be based exclusively on the written record in the Office. No attention will be paid to any
alleged oral promise, stipulation, or understanding in relation to which there is disagreement or doubt.

The action of the Patent and Trademark Office cannot be based exclusively on the written record in the Office if that record is itself
incomplete through the failure to record the substance of interviews.

It is the responsibility of the applicant or the attorney or agent to make the substance of an interview of record in the application file, unless
the examiner indicates he or she will do so. It is the examiners responsibility to see that such a record is made and to correct material inaccuracies
which bear directly on the question of patentability.

Examiners must complete an Interview Summary Form for each interview held where a matter of substance has been discussed during the
interview by checking the appropriate boxes and filling in the blanks. Discussions regarding only procedural matters, directed solely to restriction
requirements for which interview recordation is otherwise provided for in Section 812.01 of the Manual of Patent Examining Procedure, or pointing out
typographical errors or unreadable script in Office actions or the like, are excluded from the interview recordation procedures below. Where the
substance of an interview is completely recorded in an Examiners Amendment, no separate Interview Summary Record is required.

The Interview Summary Form shall be given an appropriate Paper No., placed in the right hand portion of the file, and listed on the
"Contents" section of the file wrapper. In a personal interview, a duplicate of the Form is given to the applicant (or attorney or agent) at the conclusion of
the interview. In the case of a telephone or video-conference interview, the copy is mailed to the applicants correspondence address either with or prior
to the next official communication. If additional correspondence from the examiner is not likely before an allowance or if other circumstances dictate, the
Form should be mailed promptly after the interview rather than with the next official communication.

The Form provides for recordation of the following information:

- Application Number (Series Code and Serial Number)

- Name of applicant

- Name of examiner

- Date of interview

- Type of interview (telephonic, video-conference, or personal)

- Name of participant(s) (applicant, attorney or agent, examiner, other PTO personnel, etc.)

- An indication whether or not an exhibit was shown or a demonstration conducted

- An identification of the specific prior art discussed

- Anindication whether an agreement was reached and if so, a description of the general nature of the agreement (may be by
attachment of a copy of amendments or claims agreed as being allowable). Note: Agreement as to allowability is tentative and does
not restrict further action by the examiner to the contrary.

- The signature of the examiner who conducted the interview (if Form is not an attachment to a signed Office action)

It is desirable that the examiner orally remind the applicant of his or her obligation to record the substance of the interview of each case. It
should be noted, however, that the Interview Summary Form will not normally be considered a complete and proper recordation of the interview unless
it includes, or is supplemented by the applicant or the examiner to include, all of the applicable items required below concerning the substance of the
interview.

A complete and proper recordation of the substance of any interview should include at least the following applicable items:
1) A brief description of the nature of any exhibit shown or any demonstration conducted,-
) an identification of the claims discussed,
) an identification of the specific prior art discussed,
) an identification of the principal proposed amendments of a substantive nature discussed, unless these are already described on
the Interview Summary Form completed by the Examiner,
5) a brief identification of the general thrust of the principal arguments presented to the examiner,
(The identification of arguments need not be lengthy or elaborate. A verbatim or highly detailed description of the arguments is not
required. The identification of the arguments is sufficient if the general nature or thrust of the principal arguments made to the
examiner can be understood in the context of the application file. Of course, the applicant may desire to emphasize and fully
describe those arguments which he or she feels were or might be persuasive to the examiner.)
6) a general indication of any other pertinent matters discussed, and
7) if appropriate, the general results or outcome of the interview unless already described in the Interview Summary Form completed
by the examiner.

Examiners are expected to carefully review the applicants record of the substance of an interview. If the record is not complete and accurate,

the examiner will give the applicant an extendable one month time period to correct the record.

2
3
4

Examiner to Check for Accuracy

If the claims are allowable for other reasons of record, the examiner should send a letter setting forth the examiners version of the statement
attributed to him or her. If the record is complete and accurate, the examiner should place the indication, Interview Record OK on the paper recording
the substance of the interview along with the date and the examiners initials.
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Continuation Sheet (PTOL-413) Application No. 15/810,734

Continuation of Identification of prior art discussed: IDS - Hatfalvi (US2007/0260873) and Reuben ("A
Survey on Virtual Machine Security")
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Application/Control No. Applicant(s)/Patent Under Reexamination
Search Notes 15/910.734 Hoy etal.
HlMHH“ “H“H ‘lH“‘ o o

THANHNGA B TRUONG 2498
CPC - Searched*
Symbol Date Examiner
H04L63/0272,101; GO6F9/45558; GO6F21/52; GO6F2009/45587 4/30/2018 WA
H04L63/0272,101; GO6F9/45558; GO6F21/52; GO6F2009/45587 03/15/2019 WA
GO06F9/46; GO6F21/00; GO6F15/173; H04L9/00; GO6F21/53; GO6F9/455 TBT
: GOBF15/16; HO4L9/32; H04L63/0272; GO6F9/45558; GO6F21/53; 07/22/2019
HO04L63/101
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner
718/726/709/ | 718/1; 726/1,15; 709/223; 709/229; 709/235; 709/245; 07/22/2019 TBT
713 726/24; 709/225; 713/170

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of the

search.

Search Notes

Examiner, Art Unit 2498

Search Notes Date Examiner
Inventor and assignee search 4/30/2018 WA
Limited text search using EAST and Google Scholar 4/30/2018 WA
Inventor and assignee search 03/15/2019 WA
Limited text search using EAST and Google Scholar 03/15/2019 WA
Inventor Name Searched; Assignee Searched 07/22/2019 TBT
TEXT Searched; EAST Searched; NPL Searched - Google/Patents and TBT
Scholar; STIC 07/22/2019

/Wayne An/

U.S. Patent and Trademark Office
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Application/Control No. Applicant(s)/Patent Under Reexamination

Search Notes 15/910,734 Hoy et al.

H“HHH“ ‘”H“H H“W Examiner Art Unit
THANHNGA B TRUONG 2498

Interference Search

US Class/CPC US Subclass/CPC Group Date Examiner
Symbol
/Wayne An/
Examiner, Art Unit 2498
U.S. Patent and Trademark Office Part of Paper No.: 20190721
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EAST Search History

EAST Search History

EAST Search History (Prior Art)

Ref {Hits {Search Query DBs Default {Plurals {{Time

# - . I Operator Stamp

L1 21805 {{(GO6F9/46; GO6F21/00; GO6F15/173; {USPAT OR OFF 2019/07/22
H04L9/00; GO6F21/53; GO6F9/455; 08:23
GO6F15/16; H04L9/32;

HO04L63/0272; GO6F9/45558;
GO6F21/53; H04L63/101).cpc.

L2 2456 {l1 and ((computer with system) with {USPAT OR OFF 2019/07/22
((host with system) and (virtual with 08:23
system)))

L3 1 12 and ((internal with firewall) with USPAT OR OFF 2019/07/22
((configur$3 with separat$3) with 08:23
((host with system) and (virtual with
system)))) g

L4 0 12 and (((host-based with firewall) USPAT OR OFF 2019/07/22
with (execut$3 with (computer with 08:24
system))) with ((configur$3 with
implement$3) with (network with
isolation) with ((computer with
system) with network)))

L5 0 12 and ((device with configur$3) with {{USPAT OR OFF 2019/07/22
(implement$3 with ((network with 08:24
firewall) or (web with proxy)))) | A |

L6 0 12 and (((device with configur$3) USPAT JOR OFF 2019/07/22}
with (implement$3 with (network 08:24
with isolation))) with ((untrust$3 with
network with destination) and
(network$3 with computer with
system)))

S162 {5 "9942198".pn. US-PGPUB; OR OFF 2019/07/21

USPAT; 13:25
USOCR; FPRS;

EPO; JPO;

DERWENT;

IBM_TDB

S163 {70 ("HOY, ROBERT" or "FENKNER, USPAT OR OFF 2019/07/22
MARK" or "FARREN, SEAN").inv. 06:47

S164 |1 S163 and ((computer with system) USPAT OR OFF 2019/07/22
with ((host with system) and (virtual 06:48
with system)))

S165 §|1 S163 and ((internal with firewall) USPAT OR OFF 2019/07/22
with ((configur$3 with separat$3) 06:50
with ((host with system) and (virtual
with system))))

S166 {0 S163 and (((host-based with firewall) §USPAT OR OFF 2019/07/22
with (execut$3 with (computer with 06:54
system))) with ((configur$3 with
implement$3) with (network with
isolation) with ((computer with
system) with network)))

S167 {0 5163 and ((device with configur$3) {USPAT {OR | OFF 2019/07/22}

file:///C/Users/ttruong4/Documents/e-Red%20Folder/15910734/EASTSearchHistory.15910734_AccessibleVersion.htm[7/22/2019 8:24:54 AM]
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EAST Search History

with (implement$3 with ((network 06:55
with firewall) or (web with proxy)))) i

S168 {0 S163 and (((device with configur$3) {USPAT OR OFF 2019/07/22
with (implement$3 with (network 06:58
with isolation))) with ((untrust$3 with
network with destination) and
(network$3 with computer with
system)))

S169 {121 "L-3 COMMUNI CATIONS CORP" USPAT OR OFF 2019/07/22

06:59
S170 {0 S169 and ((computer with system) USPAT OR OFF 2019/07/22
with ((host with system) and (virtual 06:59
with system)))
S171 {0 S169 and ((internal with firewall) USPAT OR OFF 2019/07/22
with ((configur$3 with separat$3) 06:59
with ((host with system) and (virtual
with system))))
S172 {0 S169 and (((host-based with firewall) USPAT OR OFF 2019/07/22
with (execut$3 with (computer with 07:00
system))) with ((configur$3 with
implement$3) with (network with
isolation) with ((computer with
system) with network)))
§173 {0 S169 and ((device with configur$3) {|USPAT J{OR |OFF 2019/07/22
with (implement$3 with ((network 07:00
with firewall) or (web with proxy))))
S174 {0 S169 and (((device with configur$3) {USPAT OR OFF 2019/07/22
with (implement$3 with (network 07:00
with isolation))) with ((untrust$3 with
network with destination) and
(network$3 with computer with
system)))
S175 {3 "20060005188".pn. US-PGPUB; OR OFF 2019/07/22
USPAT; 07:35
USQOCR; FPRS;
EPO; JPO;
{ DERWENT;
IBM_TDB

S176 §2 "20100251329".pn. US-PGPUB; OR OFF 2019/07/22
USPAT; 07:42
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

177 2 "20100174811".pn. US-PGPUB;  {{OR OFF  [2019/07/22;
USPAT; 07:50
USOCR; FPRS;
EPO; JPO;
DERWENT;
IBM_TDB

S178 {3 "8185642".pn. US-PGPUB; OR OFF 2019/07/22
USPAT; 08:11
USOCR; FPRS;
EPC; JPO;
DERWENT;
IBM_TDB

S179 {95023 i(718/1; 726/1,15; 709/223; 709/229; jUS-PGPUB; OR OFF 2019/07/22
709/235; 709/245; 726/24; 709/225; §USPAT; 08:16
713/170).ccls. USOCR; FPRS;

EPG; JPO;

file:///C/Users/ttruong4/Documents/e-Red%20Folder/15910734/EASTSearchHistory.15910734_AccessibleVersion.htm[7/22/2019 8:24:54 AM]
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EAST Search History

DERWENT;
IBM_TDB [

S180 {{1093 {{S179 and ((computer with system) USPAT OR OFF ]2019/07/22
with ((host with system) and (virtual 08:16

. - with system)))

S181 {0 S179 and ((internal with firewall) USPAT OR OFF 2019/07/22
with ((configur$3 with separat$3) 08:16
with ((host with system) and (virtual
with system)))) .

S182 {0 S179 and (((host-based with firewall) jUSPAT OR OFF 2019/07/22
with (execut$3 with (computer with 08:16
system))) with ((configur$3 with
implement$3) with (network with
isolation) with ((computer with
system) with network)))

S183 {25 S179 and ((device with configur$3) {|USPAT OR OFF 2019/07/22
with (implement$3 with ((network 08:16
with firewall) or (web with proxy))))

S184 {0 S179 and (((device with configur$3) {JUSPAT OR OFF 2019/07/22
with (implement$3 with (network 08:17
with isolation))) with ((untrust$3 with
network with destination) and
(network$3 with computer with
system)))

EAST Search History (I nterference)

< This search history is empty>

7/22/2019 8:24:50 AM

C:\ Users\ ttruong4\ Documents\ EAST\ Workspaces\ Case-15910734-030218.wsp
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Result List: an internal firewall is configured to separate the host system...: Discover N...

@ - 7 i
& w W i~ & sm
£ =383 = e
foma g s -
=253 2
o= 5 2 &
w o - 9 C.
e o Z =
=25 g
gt 8 g =
- g &g g
T = n = ©
6 = E 2 w 2
E 4 & 8 w =
& 87 g 7 )
B N o oo
F Q8 o .. © 9
® g 8 2 # 7 5 o
[ R =R R 2 o -
oS T 2 w mn: =
ST o . A ©
&0 F “ e o
. ] o =
[ T ) ” -
¥ S W oot cect e =
z 9 Q @ s — G o2
fen ot e B
Z 7.5 3 % o P
& B2 L, 5y v o=
& = m. Mm [} £ = @
; o 20 & Pt \sw & v
- 22w & & %3
. - o) i o
4 = = % P AR
% 2 8 8 E B = w3
ot = 5 et o
w e 8§ 95 £ E
i 2 L co ‘ i Z 8
T fors poon g
“ w - 2 = %3 Seres () m..w
] & = % iy .
’ m I w P Mwm & 2
ke o % ]
& a8 i ¥ ®
= 50 . . z 3
o oax O % ko “ors? s o
3 8% & % et i
nn u b~ m s oy ne 44
T - 743 oo
OB D e = " - b
@& D 3 <7 Ge @ o
¢ T 5 & & L, o @ T
2= . .
& 35 85 E B . =
S 5 om BOo :mu, o 3 2
WBon o= W 2 gz L2 I
o
o
ot
0
prrd MN\\
L Gk
. ol
Ty
pudd

Ex.1002

7/22/2019
CISCO SYSTEMS, INC. / Page 194 of 517

9475723c-0f14-44c4-bd6d-2904f42ceb. ..

0&si1

1

http://eds.a.ebscohost.com/eds/results?v



Page 14 of 25

N

1SCOver

an internal firewall is configured to separate the host system...: Di

Result List

puter
ation systems

{(Com
Cordless

d networking {

ine

Sofiware-def

\

Virtual networks;

cts

Subje

Comimunic

fe

Computer security; Mobi

3

)

technoiogy

etwork
Wireless Tel

telephones

n

te);

{except Sateil

er

ions Carri

{

ecommuiica

5G networks

7/22/2019

9475723c-0f14-44c4-bd6d-2904f42ceb ...

=0&si

i

http://eds.a.ebscohost.com/eds/results?v

Ex.1002

CISCO SYSTEMS, INC. / Page 195 of 517



Page 15 of 25

Result List: an internal firewall is configured to separate the host system...: Discover N...
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Result List: an internal firewall is configured to separate the host system...: Discover N...
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20.  Encyciopedia of Virtual Communities amd

Technologies

N R T et AT T
3§ and Behngiogie

WIS

Subiects: COMPUTERS / Data Transmission Systems / General;
COMPUTERS / Networking / Vendor Specific; Electronic villages (Computer
networks)-~-Encyciopedias; Telecommunication--Encyclopedias; Yirtual
reglity--Encyclopedias

http://eds.a.ebscohost.com/eds/results?vid=0&sid=9475723c-0f14-44c4-bd6d-£2904f42¢ceb... 7/22/2019

Ex.1002
CISCO SYSTEMS, INC. / Page 199 of 517



Page 19 of 25

N...

1scover

an internal firewall is configured to separate the host system...: D

Result List

1

3]

10

iy); MALICIOUS accusat

i

FIREWALLS (Computer secu

Subjects

COMPUTER network

e attacks;

5

NIAL of servi

DE

INFORMATION theory;

eourity

S

7/22/2019

9475723c-0f14-44c4-bd6d-2904f42ceb. ..

=0&si

7vi

http://eds.a.ebscohost.com/eds/results

Ex.1002

CISCO SYSTEMS, INC. / Page 200 of 517



Page 20 of 25

Result List: an internal firewall is configured to separate the host system...: Discover N...
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COMPUTERS / Networking / General; COMPUTERS / Security /

General, Computer networks--Security measures

Subjects

7/22/2019

9475723c-0f14-44c4-bd6d-2904f42ceb ...

=0&si

i

http://eds.a.ebscohost.com/eds/results?v

Ex.1002

CISCO SYSTEMS, INC. / Page 202 of 517



Page 22 of 25

Result List: an internal firewall is configured to separate the host system...: Discover N...

development); Computer Systems

Computer input-oulput equipment; Computer security,
Computer systems; Computing platforms; Vectors (Caloulus), Computers;

Computer Terminal and Other Computer Peripheral Eguipment

Computer, computer peripheral and pre-packaged software merchant
wholesalers; Computer and Computer Feripheral Equipment and Software
Merchant Wholesalers; Eleclronics Stores; Computer and soflware stores:
Electronic Computer Manufacturing, Computer systems design and related

Manufaciuring, Computer and peripheral equipment manufacturing,

sepvices {except video game design and

Design Services

Subjects

7/22/2019

9475723c-0f14-44c4-bd6d-2904f42ceb ...

=0&sid

http://eds.a.ebscohost.com/eds/results?vid

Ex.1002

CISCO SYSTEMS, INC. / Page 203 of 517



Page 23 of 25

Result List: an internal firewall is configured to separate the host system...: Discover N...
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predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest
comprises primarily a browser program that is allowed to contact the Internet freely via an
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the 90 terabytes of data; Building designs,; Builet-resistant glass; Bulletproof
glass; Bullycide; Bullying, Bumper stickers; Bumps; Burglar, Burglar
resistant; Bus accidents; Calling 911; Capital letters; Carelessness; CEQ;
Certlification; Changing attiludes; Changing of climate control; Charley bar;
Check criminal and credit histories; Chemical storage; Clear horder;
Communication; Communications and video surveillance; Community;
Community awareness,; Conducting investigations; Confident; Conflici;
Consider intagrity surveys: Construction sites; Contracts; Copper drains;
CORS; CORI chack; Corporate executives, CPR; CPTED; CPTED design;
CPTED for 2017 and beyond; CPTED landscape principles, CPTED
principies; CPTED principles and concepts; CRTED principies and strategies;
CPTED, the second generation; CPTED, the third generation; Credentials;
Crime analysis; Crime displacement; Crime pattern analysis; Crime
problems; Crime rate; Crime risk; Criminal and civil law; Criminal assets;
Cross-examination; Crowding; Crying; C-TPAT, Customs Trade Partnership
Against Terrorism; Cybercrime; Data breach; Data center; Data security;
Dedicaied security personnel; Defensible space; Defensible space
principies and concepts, Delay time; Deletion; Deposition; Depression,
Designing for security; Deter; Deterrents; Developing security points; Digital
closed-circuit television; Digital recording; Disabilities; Disaster response;
Displacement of crime; Documentation; Doors; Drunk driver; Duty; Dynamic
alarm management; Dynamic risk; Emergency command center; Emergency
evacuation planning; Emergency light; Emergency management; Emergency
planning/procedures; Encryption; Enirance; Entrapment; Environment;
Environmental ciues; Environmental security; Equipment reguirements;
Ethnic background and race; Evacuation; Evidence preservation; Excessive
postage {(usually postage stamps); Exit doors,; Exterior physical
charactaristics; Exterior windows; Extortion; Extremely hazardous; Fear of
crime; Federal information center; Fea-based training services; Felony;
FEMA; Fences; Financial printouts; Fire; Fire alarm system; Fire and safety
reguiations and codes; Fire detection and suppression eguipment; Fire drilis:
Fire prevention; Fire prevention plan; Fire safety; Fire suppression; Firearms;
First aid; First aid training; Flashing yeliow signs/lights; Floor safe; Floors;
Formulation of partnerships; Fraud; Gates; Geographical juxtaposition;
Geaographical juxdaposition {wider environment); Glare; Glass; Goals; Good
security; Good visibility; Grafiiti; Guard house; Guard shack; Guards;
Guidelines; Halicrest report; Hand geometry; Handouts; Hazardous material;
Hazardous materials substances and wastes, HD; Heaith; HIPPA; Holiday
season; Halistic; Hospital residential treatment; HVAC systems; identify
assets; ldentity fraud and credit/debit card fraud; Identity theft; IESNA; IFPO;
fmage and/or maintenance; image management; Informat organization;
informant; Infrastructure protection; inge Sebyan Biack; Ingestion; inhalation;
injection; Inland regional center; Installation services,; Insufficient information;
insurance coverage; Insurance forms and reporis; Integrated security
systems design; Intent; Interior; Interiorfexierior layout; Internet-connecied;

http://eds.b.ebscohost.com/eds/results?vid=0&sid=8705f564-4659-4e18-9eaa-b13a621920... 7/22/2019
Ex.1002
CISCO SYSTEMS, INC. / Page 272 of 517



Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 16 of 31

intervention; Intrusion; intrusion alarm system; intrusion alarms and signage
of alarms; Intrusion detection systems; intuitive; Investigations; I cameras;
ISO; Key controf; Lack of awareness; Laminated glass,; Land use; Landscape
security principles; Laptop computers; Larceny; Layout; Legal aspects;
Legal authority; Letter bombs; Liability; Liaison; Life safety and fire
prevention; Lighting; Lighting that meets standards and design by increased
visibility; Lights; Lights burnt out; Limits; Local emergency management;
l.ocks; Loss of seif-esteen; Lower-case ietters; Lows power; Magnetic stripe
cards; Maintenance; Malicious desiruction of property; Management systems
reguirements; Marn-made disasters; Marketing and sales data; Mentally
chaillenged; Mentoring programs; Merchandise; Mergers; Metal on roof tops;
Methods of operation [typically called standard operating procedures {(SOPs)
and post orders}; Michael Fagel; Minimum standards; Misdemeanaor; Missing
or exploited children; Misspellings of common words; Monitoring eguipment;
Digital recording equipment; Multi-screen; Mutual aid association; Name-
calling; Natural access; Natural access control; Natural barriers; Natural
disasters; Natural surveillance; Neighborhood watch concepts and
community involvement; Networks; NFPA; NFPA 181; NFPA $08; NFPA
codes; NIMS; Non-random; Non-value-adding work; Numbering system;
Numbers; OiP; Ongoing maintenance; On-site probation officers; Open
hands; Openings; Order maintenarnce; Organization; Organizational
resilience; OSHA standards; Overhead doors; Padiocks and door focks and
peepholes; Pan and tilt; Pandernics; Panic and barrier alarms; Parking
garages, Parking lots; Passive security; Passwords; People; Perimeter;
Perimeter security; Perimeter walls; Personnel records and files; Physical
deterrence; Physically challenged; Places of worship; Planners; Planning;
Plastic glazing; Plexiglas; Police oificer; Police powers; Policies; Palicies and
procedures; Poor/low moraie; Portable alarms; Post orders; PowerPoints,
Practice; Preparedness and continuity; Pre-recorded messages; President;
Prevention; Prioritize; Probable cause; Procedures; Process error; Product
failure; Product segurity, Production schedules; Professionalism; Proper
protection to works on display; Proprietary information; Protection of depth;
Protection of sensitive information; Protection officer; Protective clothing;
Protective coverings; Protective fighting; PSIM stands for physical segurity
information management; Purchases; Pure risk; Qualifications; Random;
Rape; Reasonableness of the privacy expectation; Recognition;
Recordkeeping; Reduce crime; Regutations; Relations with faw enforcement;
Religion; Remaote starters; Repoiting: Residential security; Risk; Risk
assessment; Risk manager; Robbery; ROL Roli-up windoew shutters; Roof
access; Roofs; SSN; Sabotage; Safe; Safe areas; Safe schools; Safety;
Safety glass; Safety issues; Sarbanes-Oxiey; Saturday detention; Schoaol
administrator/employer ratified; Schools; Secret information; Securities and
Exchange Comwnission; Security; Security assessments; Security
awareness; Security management; Security officer; Security officers
checklist; Security threats; Server room; Setting specifications and getting

http://eds.b.ebscohost.com/eds/results?vid=0&sid=8705f564-4659-4e18-9eaa-b13a621920... 7/22/2019
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bids; Sexual harassmeni, Shutiers; Signage; Sinkholes; Situational crime
prevention; Situational crime prevention principles and concepts; Skilled,
smart cards; Siash and grab attackers; Social media; Soft targets hardening
101; Soft targets versus hard targets, Software; Solutions,; Space; Space
design; Span of control, Spin the dial; Stan Carter, Standards; Standby;
Siate department; Stop and think; Storms; Strategies; Strategy,; Streetlight;
Streetiighting; Stress; Siress on the job; Structural barriers; Student courts;
Subcontractors; Suicide; Suppori; Survey, Suspicion of a crime; Symbols;
Systems; Target hardening; Target hardening strategies; Target hardening
versus soft targets: Taunting; Technoiogy, Tempered glass; Territorial
reinforcement; Terrorism; Terrorist atiacks: Testifying; The concept, The
environment; The initiation of an action; The Montreux Document; The
operational security plan; Theft of supplies; There are seven overlapping
strategies in CPTED; Thomas Norman; Threats; Threats of layoifs are all
additional contributors to siress; Tires; Training; Transportation security;
Trapped; Types oftasksiwork; UL; UL codes; Undercover; Uniforms; Unsafe
activities; Urban problems; US Depariment of dustice; Use of badges; Use of
Force; Vacation: Value-adding work; Vendors,; Verbal de-escalation; Victim
suilen and isolated; Video; Video analytics; Video analytics and thermal
cameras; Video surveillance; Violation of law; Visitors; Visual aids; Voice
daia; Wall safe; Walls; Waste, Weigand cards; Windows; Wired giass
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: July 25, 2019

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re App llcatl'on of: Confirmation No.: 2365
L3 Technologies, Inc.

Application No.: 15/910,734 Group Art Unit: 2498
Filing Date: March 2, 2018 Examiner: Truong, Thanhnga B.
For: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated July 25, 2019, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page N/A of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 2 of this paper.

XX 0O OO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.

Page 1 of 2

Ex.1002
CISCO SYSTEMS, INC. / Page 331 of 517



Doc Code: DISQ.E.FILE
Document Description: Electronic Terminal Disclaimer — Approved

Application No.: 15910734
Filing Date: 02-Mar-2018

Applicant/Patent under Reexamination: Hoy

Electronic Terminal Disclaimer filedon  August 30,2019

X APPROVED

This patent is subject to a terminal disclaimer

] DISAPPROVED

Approved/Disapproved by: Electronic Terminal Disclaimer automatically approved by EFS-Web

U.S. Patent and Trademark Office

Ex.1002
CISCO SYSTEMS, INC. / Page 332 of 517



PTO/SB/26

Doc Code: DIST.E.FILE U.S. Patent and Trademark Office

Document Description: Electronic Terminal Disclaimer - Filed Department of Commerce
Electronic Petition Request TERMINAL DISCLAIMER TO OBVIATE A DOUBLE PATENTING REJECTION OVER A

“PRIOR” PATENT

Application Number 15910734

Filing Date 02-Mar-2018
First Named Inventor Robert Hoy
Attorney Docket Number LCOM_ISO_US02

Title of Invention

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

|Z| Filing of terminal disclaimer does not obviate requirement for response under 37 CFR 1.111 to outstanding
Office Action

X] This electronic Terminal Disclaimer is not being used for a Joint Research Agreement.

Owner Percent Interest

L3 Technologies, Inc. 100%

The owner(s) with percent interest listed above in the instant application hereby disclaims, except as provided below, the
terminal part of the statutory term of any patent granted on the instant application which would extend beyond the expiration
date of the full statutory term of prior patent number(s)

9942198

as the term of said prior patent is presently shortened by any terminal disclaimer. The owner hereby agrees that any patent so
granted on the instant application shall be enforceable only for and during such period that it and the prior patent are commonly
owned. This agreement runs with any patent granted on the instant application and is binding upon the grantee, its successors
or assigns.

In making the above disclaimer, the owner does not disclaim the terminal part of the term of any patent granted on the instant
application that would extend to the expiration date of the full statutory term of the prior patent, "as the term of said prior patent
is presently shortened by any terminal disclaimer,” in the event that said prior patent later:

- expires for failure to pay a maintenance fee;

- is held unenforceable;

- is found invalid by a court of competent jurisdiction;

- is statutorily disclaimed in whole or terminally disclaimed under 37 CFR 1.321;

- has all claims canceled by a reexamination certificate;

- is reissued; or

- is in any manner terminated prior to the expiration of its full statutory term as presently shortened by any terminal disclaimer.

(® Terminal disclaimer fee under 37 CFR 1.20(d) is included with Electronic Terminal Disclaimer request.
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| certify, in accordance with 37 CFR 1.4(d)(4), that the terminal disclaimer fee under 37 CFR 1.20(d)
required for this terminal disclaimer has already been paid in the above-identified application.

O

Applicant claims the following fee status:

(O Small Entity
(O Micro Entity

(® Regular Undiscounted

| hereby declare that all statements made herein of my own knowledge are true and that all statements made on information and
belief are believed to be true; and further that these statements were made with the knowledge that willful false statements and
the like so made are punishable by fine or imprisonment, or both, under Section 1001 of Title 18 of the United States Code and
that such willful false statements may jeopardize the validity of the application or any patent issued thereon.

THIS PORTION MUST BE COMPLETED BY THE SIGNATORY OR SIGNATORIES

| certify, in accordance with 37 CFR 1.4(d)(4) that | am:

® An attorney or agent registered to practice before the Patent and Trademark Office who is of record in
this application

Registration Number 77970

(O Asoleinventor

O A joint inventor; | certify that | am authorized to sign this submission on behalf of all of the inventors as evidenced by the
power of attorney in the application

(O Ajoint inventor; all of whom are signing this request

Signat
ignature /Ryan A. Peddle/

Name Ryan A.Peddle

*Statement under 37 CFR 3.73(b) is required if terminal disclaimer is signed by the assignee (owner).
Form PTO/SB/96 may be used for making this certification. See MPEP § 324.
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Electronic Acknowledgement Receipt

EFS ID: 37027301
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Ryan A. Peddle/Melissa Inzaris

Filer Authorized By:

Ryan A. Peddle

Attorney Docket Number:

LCOM_ISO_US02

Receipt Date: 30-AUG-2019
Filing Date: 02-MAR-2018
Time Stamp: 11:00:55

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment

no

File Listing:

Document

Number Document Description

File Size(Bytes)/ Multi

File Name Message Digest

109662

LCOM_ISO_US02_AS_FILED_Rej

ply_to_NFOA pdf yes

3080775be73ac43876550871bc3e38df6ec|
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Multipart Description/PDF files in .zip description
Document Description Start End
Amendment/Req. Reconsideration-After Non-Final Reject 1 1
Applicant Arguments/Remarks Made in an Amendment 2 2
Warnings:
Information:
Total Files Size (in bytes); 109662

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C.371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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Electronic Acknowledgement Receipt

EFS ID: 37027257
Application Number: 15910734
International Application Number:
Confirmation Number: 2365

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Customer Number:

158266

Filer:

Ryan A. Peddle/Melissa Inzaris

Filer Authorized By:

Ryan A. Peddle

Attorney Docket Number:

LCOM_ISO_UsS02

Receipt Date: 30-AUG-2019
Filing Date: 02-MAR-2018
Time Stamp: 10:58:36

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $160

RAM confirmation Number E20198TA58334955

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document i . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
33441
1 Terminal Disclaimer-Filed (Electronic) eTerminal-Disclaimer.pdf no 2
7740ad9eb138b727da80d73c2613b669ac
db1of4
Warnings:
Information:
30458
2 Fee Worksheet (SB06) fee-info.pdf no 2
7bb06829bb2de4237ca8700e26488cfb6dal
15ded
Warnings:
Information:
Total Files Size (in bytes); 63899

This Acknowledgement Receipt evidencesreceipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ISO_USe2 PATENT
Application No.: 15/910,734
Office Action Dated: July 25,2019

REMARKS

Claims 28-47 of the present application are pending. No claims have been amended

herein. No claims have been added or canceled herein. No new matter has been added.

Double Patenting Rejection

Claims 28-47 stand rejected under the judicially created doctrine of non-statutory
obviousness-type double patenting as allegedly being unpatentable over claims 1-23 of U.S.
Patent No. 9,942,198. As a proper terminal disclaimer is being filed herewith, the double

patenting rejection is moot and withdrawal thereof is respectfully requested.

CONCLUSION
Insofar as the Office Action’s rejections having been adequately addressed, it is believed

that the present application is in condition for allowance and such action is respectfully

requested.
Date: August 30, 2019 Ryan A_Peddle/
Ryan A. Peddle
Registration No. 77,970
Condo Roccia Koptiw LLP

1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676

Page?2 of 2
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Electronic Patent Application Fee Transmittal

Application Number:

15910734

Filing Date:

02-Mar-2018

Title of Invention:

INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

First Named Inventor/Applicant Name:

Robert B. Hoy

Filer:

Ryan A. Peddle/Melissa Inzaris

Attorney Docket Number:

LCOM_ISO_UsS02

Filed as Large Entity

Filing Fees for Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sulla.’-;'g (t sa)l in
Basic Filing:
STATUTORY OR TERMINAL DISCLAIMER 1814 1 160 160
Pages:
Claims:
Miscellaneous-Filing:
Petition:
Patent-Appeals-and-Interference:
Post-Allowance-and-Post-Issuance:
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Sub-Total in

Description Fee Code Quantity Amount USD($)
Extension-of-Time:
Miscellaneous:
Total in USD ($) 160
Ex.1002

CISCO SYSTEMS, INC. / Page 341 of 517




Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims | 5910734 Hoy etal.

H“m H H“ H"HH H‘“ — o
THANHNGA B TRUONG 2498

v Rejected - | Cancelled N | Non-Elected A Appeal

Allowed + | Restricted | | Interference O | Objected

CLAIMS

(J Claims renumbered in the same order as presented by applicant O cpPA T.D. J R.1.47

CLAIM DATE
Final Original | 04/30/2018 | 03/15/2019 | 07/22/2019 | 11/07/2019

[{e] [eo] LN] [ep] [4,] BN (V] | 0] EEN
w
N

g
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U.S. Patent and Trademark Office Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Claims 15/910.734 Hoy et al.
H“m H“HH Hm ““ - o
THANHNGA B TRUONG 2498
CLAIM DATE
Final Original | 04/30/2018 | 03/15/2019 | 07/22/2019 | 11/07/2019

16 43 v v v =

17 44 v v v =

18 45 v v v =

19 46 v v v =

20 47 v v v =

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification 5910734 Hoy etal.
H HH“ Examiner Art Unit
THANHNGA B TRUONG 2498
CPC
Symbol Type Version
HOA4L 0272 F 2013-01-01
GO6F 53 | 20130101
HO4L 101 | 2013-01-01
GO6F 45558 | 2013-01-01
GO6F 45587 A 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 20
/THANHNGA B TRUONG/ 07 November 2019 . . -
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |59 734 Hoy etal.

llm II ‘I Examiner Art Unit
THANHNGA B TRUONG 2498

INTERNATIONAL CLASSIFICATION
CLAIMED

HO4L

NON-CLAIMED

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

CROSS REFERENCES(S)

CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)
NONE
Total Claims Allowed:

(Assistant Examiner) (Date) 20

/THANHNGA B TRUONG/ 07 November 2019 . . -
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107

Page 2 of 3
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |si910 734 Hoy etal.

H ‘m‘ “‘ Examiner Art Unit
THANHNGA B TRUONG 2498

(J Claims renumbered in the same order as presented by applicant (J CPA T.D. (J R.1.47
CLAIMS

Final |Original|Final |Original|Final |Original|Final |Original|Final |Original|Final |[Original]Final |Original|Final |Original

1 10 19 1 28 10 37 19 46

2 11 20 2 29 11 38 20 47

3 12 21 3 30 12 39

4 13 22 4 31 13 40 |

5 14 23 5 32 14 41

6 15 24 6 33 15 42

7 16 25 7 34 16 43

8 17 26 8 35 17 44

9 18 27 9 36 18 45
NONE

Total Claims Allowed:
(Assistant Examiner) (Date) 20
/ITHANHNGA B TRUONG/ 07 November 2019 . . . .
Primary Examiner, Art Unit 2498 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 28 1
U.S. Patent and Trademark Office Part of Paper No.: 20191107
Page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.@. Box 1450

Alexandria, Virginia 22313-1450

WWW.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
158266 7508 11/08/2019
Condo Roccia Koptiw LLP TRUONG, THANHNGA B
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2498
DATE MAILED: 11/08/2019
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. |  CONFIRMATION NO.
15/910,734 03/02/2018 Robert B. Hoy LCOM_ISO_US02 2365

TITLE OF INVENTION: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE

nonprovisional UNDISCOUNTED $1000 $0.00 $0.00 $1000 02/10/2020

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

I1. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an exwa copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

IIL. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3
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