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Notice of Allowability 

Application No. 
1 5/9 1 0 ,734 
Examiner 
THAN H NGA B TRUONG 

Applicant(s) 
Hoy et a l .  
Art Unit 
2498 I AIA (FITF) Status 

No 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being al lowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application .  I f  not i ncluded 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative 
of the Office or upon petition by the applicant. See 37 CFR 1 .3 1 3  and MPEP 1 308. 

1 .� This communication is responsive to communications fi led on 8/30/1 9. 
D A declaration (s)/affidavit(s) under 37 CFR 1 .1 30(b) was/were filed on  __ . 

2.0 An election was made by the applicant in response to a restriction  requirement set forth during the interview on __ ; the 
restriction requirement and election have been incorporated into this action .  

3 .� The al lowed claim(s) is/are 1 -27 . As a result of the al lowed claim(s), you may be el igible to benefit from the Patent Prosecution 
Highway program at a participating intel lectual property office for the corresponding application. For more information, please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an i nquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C.  § 1 1 9 (a)-(d) or (f). 
Certified copies: 

a) □All b) 0 Some *c) D None of the: 
1 .  D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 
3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

I nternational Bureau (PCT Rule 1 7.2(a)). 

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to fi le a reply complying with the requirements 
noted below. Failure to timely comply wil l  result in ABAN DONMENT of this application. 
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 
D including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date __ . 
Identifying indicia such as the application number {see 37 CFR 1 .84{c)) should be written on the drawings in the front {not the back) of each 
sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1 .121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of B IOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQU I REMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1 .  D Notice of References Cited (PTO-892) 
2 .0 I nformation Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date . 

5. D Examiner's Amendment/Comment 
6. � Examiner's Statement of Reasons for Allowance 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4. 0 I nterview Summary (PTO-41 3) ,  
Paper No./Mail Date. __ . 

U.S. Patent and Trademark Office 
PTOL-37 (Rev. 08-1 3) 

/THAN HNGA B TRUONG/ 
Primary Examiner, Art Unit 2498 

Notice of Allowabil ity Part of Paper No./Mail Date 201 9 1 1 07 
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Applicat ion/Control Num ber : 1 5/91 0,734 
Art Unit: 2498 

DETAILED ACTION 

Page 2 

1 .  Applicant's amendment fi led on August 30, 201 9 has been entered. Claims 

1 -47 are pending. Claims 1 -27 are cancelled by the applicant. 

Notice of Pre-A/A or A/A Status 

2. The present application is being exam ined under the pre-AIA first to invent  

provisions. 

Response to Argument 

3. Applicant's argum ents fi led August 30, 201 9  have been fully cons idered and 

are persuasive. 

Allowable Subject Matter 

4. Claims 28-47 are allowed for the reasons argued by Applicants on page 2 

of Remarks , filed August 30, 201 9. None of the prior art of record, either taken by itself 

or in any com bination, would have antic ipated or made obvious the claimed invention of 

the present application at or before the date it was effectively fi led. 

In addition, the prior arts of record Vega; Rene Antonio et al (US 

200600051 88 A1 ) ,  WE I; COACH (US 201 00251 329 A1 ) ) ,  Musiri ; Sriram Srivathsan et al 

(US 201 001 7481 1 A1 ) ,  and Tock; Theron et al (US 81 85642 B 1 ) do not disclose these 

specific l im itations of separating the host svstem from the virtual svstem using an internal 

firewall executed on the computer svstem; implementing netwrk isolation bet1MJen the 

computer svstem and the netwrk using a host-based firewall executed on the computer 

svstem; providing at least one device configured to implement a netwrk firewall or a web 

proxv; and implementing netwrk isolation, bet1MJen one or more untrusted netwrk 

destinations and the netwrked computer svstem, via the at least one device (emphasis 

added), as set forth in claim 38 and s im i lar to claims 28 and 1 8 . 

Any comments considered necessary by applicant m ust be subm itted no 

later than the payment of the issue fee and, to avoid processing delays , should preferab ly 

accompany the issue fee. Such submiss ions should be clearly labeled "Comments on 

Statement of Reasons for Allowance." 

Conclusion 
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Applicat ion/Control Num ber : 1 5/91 0,734 
Art Unit: 2498 

Page 3 

5. Any inquiry concerning this communication or earlier com munications from 

the exam iner should be directed to THANHNGA B TRUONG whose telephone num ber is 

571 -272-3858. 

If attempts to reach the exam iner by telephone are unsuccessful, the 

exam iner's supervisor, Yin-Chen Shaw can be reached on 571 -272-8593. The central 

fax number for the organization where this application or proceeding is ass igned is 571 -

273-8300. 

Any inquiry of a general nature or relating to the status of this application or 

proceeding should be directed to the receptionist whose telephone num ber is 571 -272-

21 00. 

/THANHNGA B TRUONG/ 

Primary Exam iner, Art Unit 2438 

Novem ber 7, 201 9  
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1 1 /7/201 9  one device configured to implement at least one of. . .  - Google Scholar 

Method and apparatus for implementing security pol icies in a network 

. . .  1 ) connected to another interface 21 0 of network control point device 200 b and corresponding 
to . . .  A single instance of th is bubble type might contain  the authoritative DNS servers for a . . .  One 
advantage of the above-described arch itecture is that the infrastructure may comprise a . . .  * £1£1 Cited by '; 02 Related articles Al l  2 versions �� 

System and method for implementing a virtual backbone on a common network 
infrastructure 

. . .  first and second known networks have unrestricted network connectivity to a l l  other network 
devices within the same known network . . .  system as defined in claim 25. , wherein the first and 
second virtual backbones are implemented using one or more . . .  WO (1), WO2002069597A2 (en . . .  * �.HI C ited by 1 1  Re!ated a:ticles All 2 vers,ons �� 

System and method for implementing network security pol icies on a common network 
infrastructure 

. . .  network control point interconnects bubble partitions, network control point devices within the 
same network control point . . .  1 and 2 . Campus 1 ,  2 ,  and 3 can be organ ized as four separate real . . .  
enterprise wi l l  have one virtual backbone, and service providers may have one o r  more . . .  * £1 £1  c,ted by 44 Related articles All 4 versions Si-� 

Method and system for test ing intemet software 

. . .  However, steps 604 and 606 can be repeated for add itional tests on the same software, or, new 
software can be tested instead . . .  configuring said at least one test client mach ine to use said test 
web proxy to access said at least one test web server via . . .  US (1 ) .  US7925692B2 (en) . . .  * £1 £1  c,ted by 7 Related artic,es All 4 versions �� 

External access to protected device on private network 

. . .  This can create two problems: [0039] . 1 .  Race conditions . . .  A server that associates cookie data 
with a URL is thus not guaranteed that it wi l l  receive the same data back . . .  One way of doing this 
is to pre pend the unique identity of the private network to each cookie name (that is, place . . .  * £1£1 c,ted by 5 9  Related articles All 2 versions Si-� 

Method , apparatus and system for virtual ized peer-to-peer proxy services 

. . .  1 i l lustrates an example of a typical virtual mach ine host device ("Host 1 00 . . .  Thus, for example, 
in one embod iment,  if Host 420 desires to download the same OS patch previously . . .  One or more 
of these elements may be integrated together with the processor on a single package . . .  * £1£1 c,ted by ': 04 Related articles Al l  4 versions �� 

Network session wal l  passively l istening to communicat ion session, with use of access 
ru les, stops further communication between network devices by emu lating . . .  

. . . device stops performing the other devices wil l  automatical ly replace it, assuming that they have 
access to the same network segment . . .  of session wall devices located on a common network 
segment, further comprising the step of, when one of said . . .  WO (1 ) ,  WO1 99801 9250A1 (en . . .  * gg C ited by 1 55 Related a:ticles All 2 vers,ons $>� 

System and method for increasing host vis ib i l ity in network address translation 
environments 

. . .  at least one i nternal host located i nside a firewal l  for the network; a dynamic Domain Name Service 
(DNS) server for creating a . . .  US (1 ) .  US7684394B1 (en . . .  Corporation ,  Internet server system, method 
of creating virtual machine of the internet server and method of start ing the same . . .  * !ii !ii  C,ted by , 2 0  Related a,Uc:les Al l  2 versions �� 

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =one+d evice+config ured +to+implement+at+least+on e+of+a +n etwork+firewall+or+a +we . . .  1 /2 
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1 1 /7/201 9  one device configured to implement at least one of. . .  - Google Scholar 

System and method for implementing a bubble pol icy to ach ieve host and network 
security 

. . .  inter-bubble device and the network control point device implement the same network security 
pol icy . . .  Alternatively, each bubble might have one structured access l ist template d ivided into four  
ru le . . .  1 .  action=permit protocol=ip; source=1 0 . 1 .0 .0 source_mask=255 .255 .0 .0 ;  2 .  action . . .  * !i.i !i.i  C,ted by 5 3  Related articles All 4 ve,sions �� 

Enforcing network security pol icies with packet labels 

. . .  29. A network control point device as claimed i n  claim 28 arranged to apply the network security 
pol icy of at least one network bubble to i ncoming . . .  Cited By (1 ) . . .  en), 2002-03-05, 2003-09- 1 2, 
Mitsubishi Electric Corp, Network pol icy control system and pol icy server used in the same . . .  * !i.i !i.i  c,ted by 4 Related artic,es All 2 versions �� 

https://scholar.google.com/scholar?hl=en&as_sdt=0%2C47&q=one+device+configured+to+implement+at+least+one+of+a+network+firewall+or+a+we . . .  2/2 
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1 1 /7/201 9  Internet isolation for avoiding internet security threats - Google Scholar 

I nternet isolation for avoiding internet security threats 

A host computer supports a virtual guest system runn ing thereon . The host system has a 
firewall that prevents it from communicating d irectly with the I nternet, except with 
predetermined trusted sites. The virtual guest runs on a hypervisor, and the virtual guest 
comprises primarily a browser program that is al lowed to contact the I nternet freely via an 
I nternet access connection that is completely separate from the host computer connection ,  
such as a ded icated network termination point with its specific I nternet I P  address, or by . . .  * gg Related arfa;les A H  4 versions �� 

I nternet isolation for avoiding internet security threats 

A host computer supports a virtual guest system runn ing thereon . The host system has a 
firewall that prevents it from communicating d irectly with the I nternet, except with 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 1 of 26 
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Subjects : COMPUTERS / General ;  Embedded computer systems 
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Subjects: CLOUD cornputin�1 ;  VIRTUAL mach ine systems ; INTRUSION 
detection systems (Computer security) ; FIREWALLS (Computer security) : 
COMPUTER network security: Data Processing , Hosting , and Related 
Services 
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3. 

4. 

Subjects : COMPUTERS / System Admin istration i VVindows Admin istration :  
COMPUTERS / System Admin istration / Genera l ;  COMPUTERS i C loud 
Cornputin�1 ;  Cloud computin�1 ;  Confi�1uration management; Virtual computer 
systems 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Dig ita l ;  
TECHNOLOGY & ENG INEERING / Electron ics / Microelectronics; Electron ic 
data processing departments; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation ;  
Telecommun ication--Energy conservation ;  Green technology; Electron ic data 
processing--Ener�w conservation 
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Subjects: Criminal Justice Terrorism and Security Issues Evidence 
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6. 

Subjects : Computer secu rity; Firewalls (Computer security) ; Cyber 
pt1ysical systems; Cloud cornputin�r I nternet service providers ;  All OU1er 
Telecommunications; OU1er telecommunications; Wired Telecommunications 
Carriers: Data Processing , Hosting,  and Related Services 
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Subjects: INTERNET domain narnin�1 system; COMPUTER operating 
systems; PHYSICAL sciences; APPLIED mathematics; COMPUTER 
simulation ;  Software Publ ishers;  Software publishers (except video game 
publ ishers) ; Research and Development in the Physica l ,  Engineering ,  and 
Life Sciences (except Biotectrnology) 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 7 of 26 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover NPL Page 8 of 26 

9. 

1 0. 

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 

Subjects : Computer network protocols ; Computer network security; 
I nformation techno lo�w security measures; Firewal ls (Computer security) ; 
Prnis (Electron ic computer system) 
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1 1 .  

Subjects: SECURITY systems -- Management; VIRTUAL mach ine 
systems; COMPUTER software; ALGORITHMS; CONTROLLERSHIP ;  
Computer and soilware stores; Computer, computer peripheral and pre­
packaged software merchant wholesalers ;  Software publ ishers (except video 
game publ istrnrs) ; Computer and Computer Peript1eral Equ iprnent and 
Soilware Merchant Wholesalers ;  Security Systems Services {except 
Locksmiths) 
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1 2 . 

Subjects: Linux operating systems; Computer access control ;  Computer 
security; F irewalls (Computer security) ; Data packeting 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 1  of 26 

1 3. 

Subjects : FIREWALLS (Computer security) ; COMPUTER network security; 
WEBSITE secu rity measures; DATA protection ;  DATA security; RECORDS 
management; Other business support services; I nternet Publ ishing and 
Broadcasting and Web Searcl1 Portals; Computer systems design and 
related services (except video game design and development) ;  Other 
Computer Related Services 
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Subjects : COMPUTERS / Data Transmission Systems / General ;  
COMPUTERS / Networking / Vendor Specific; Electronic vi l la9es (Computer 
networks)--Encycloped ias; Telecornmunication--Encycloped ias; Virtual 
real ity--Encycloped ias 

·Table of c:ontents 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 378 of 517



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 3  of 26 

Subjects : Virtual networks: Software-defined networking (Computer 
network technology) ; Computer security; Mobi le communication systems; 
Wireless Telecommunications Carriers (except Sate l l ite) ; Cordless 
telephones; 5G networks 
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Subjects: Automatic control :systems ; Cyberterrorism; Computer network 
protocols; Wireless communications; Computer security; Other printing;  
Wireless Telecommunications Carriers (except Sate l l ite) ; Radio and 
Television Broadcasting and Wireless Communications Equ ipment 
Manufactu ring:  Road maps 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 1 5  of 26 

1 7. 

Subjects: I nternet; Computer secu rity; Intrusion detection systems 
(Computer secu rity) ; Computer performance :  Internet Publ ishing and 
Broadcasting and Web Searct1 Portals; Wired Telecommunications Carriers ;  
Honeypots (Network security) 
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1 8. 

Subjects: Massachusetts; Data storage device; Computer storage devices 
-- I ntellectual property 
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1 9. 

Subjects : COMPUTER network arc!litectures; COMPUTER systems ; 
CYBERINFRASTRUCTURE; BIT rate; INTERNET security; WORKFLOW; 
I nternet Publ ishing and Broadcasting and Web Search Portals; Wired 
Telecornrnun ications Carriers; Computer systems design and related 
services (except video game design and development) ; Computer Systems 
Design Services 
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20. 

Subjects : COMPUTERS / Networking / Genera l ;  COMPUTERS i Security / 
Genera l ;  Computer networks--Security measures 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 19  of 26 

2 1 .  

Subjects: Virus; Virtual private network; Data security issue ;  Computer 
viruses -- Control :  Virtual private networks -- Methods; Data secu rity -~ 
Methods; Honeypots (Data security) -- Mett1ods 
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Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 20 of 26 

22. 

Subjects : Computer input-output equ ipment: Computer security: 
Computer systems; Computing platforms; Vectors (Calcu lus) ;  Computers ;  
Computer Terminal and  OH1er Computer Peripheral Equ ipment 
Manufacturing ;  Computer and peripheral equipment manufacturing ;  
Computer, computer periphera l  and pre-packaged software merchant 
wt10 lesalers ;  Computer and Computer Periphera l  Equipment and Software 
Merchant Wtrnlesalers ;  E lectron ics Stores; Computer and software stores: 
Electron ic Computer Manufacturing :  Computer :systems design and related 
services (except video game design and development) ; Computer Systems 
Design Services 
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24. 

Subjects : COMPUTERS / Networking i Loca l Area Networks (LANs) : 
COMPUTERS / Data Transmission Systems / Broadband ; COMPUTERS / 
Data Transmission Systems / Wire less; Loca l area networks (Computer 
networks)--Computer programs; Virtual computer systems 

Subjects : COMPUTERS / Operating Systems / VVindows Desktop ;  
Operating systems (Computers) 
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26. 

Subjects : COMPUTERS / System Admin istration / Linux & UN IX 
Admin istration ;  Operating systems {Computers) 

Subjects: Cal iforn ia; Health and Safety Computers/Tec!1nology Publ ic Law 
and Pol icy Technology/Computers 
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27. 

Subjects: Un ited States; Telecommunications equ ipment industry; Internet 
security; Laptop/prniable computer; L3 Technologies, I nc. -- Inte l lectual 
property; Telecommun ications equ ipment industry -- Intel lectual prope1iy; 
I nternet -- Safety and security measures; Laptop computers; Notebook 
computers 
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Subjects : FIREWALLS (Computer security) ; MALICIOUS accusation ;  
INFORMATION theory; DEN IAL of service attacks ; COMPUTER network 
security 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=986c5e6a-2ad9-4fab-becf-0978b34ec3c. . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 390 of 517



Result List: an internal firewall is configured to separate the host system . . .  : Discover N. . .  Page 2 5  of 26 

30. 
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Subjects: Appl ication programm ing interface ; Application Pro�1rarnming 
I nterface -- Methods 
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3.  

4 .  

Subjects: Appl ication prograrnmin�1 interface; Appl ication Programming 
I nterface -- Methods; Application Programming Interface -- Reports ; 
Periodical publ ishing 
Periodical publist1 ing 

Intel lectual prope1iy; Period ica l publ ish ing -- Methods; 
Reports 

Subjects: Appl ication programming interface; Patenticopyright issue;  
Appl ication Prograrnmin�1 I nterface -- Methods ;  Patents -- Methods 
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5.  

6 .  

7 .  

Subjects: Bridge/router; l ntemeiworking device; ISDN router; Bridge/routers 
-- I ntellectual property; Bridge/routers -- Metl1ods 

Subjects: New York; General  
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Subjects: Oh io ;  General  

9.  

Subjects: Wasl1 ington :  Genera l  
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1 0. 

1 1 .  

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Remote access; Computer 
networks--Security measures 

Subjects: COMPUTERS / Web i Genera l ;  COMPUTERS / Networkin9 / 
l ntranets & Exiranets; Cloud computing 
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1 2 . 

Subjects: COMPUTERS / Computerized Home & Entertainment; Web 
services 

Subjects: TECHNOLOGY & ENGINEERING / Materia ls Science i Genera l ;  
NATURE / Environmental Conservation & Protection ;  Materials-­
Environmental aspects 

·Table of c:ontents 
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1 5. 

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS i Security / 
Genera l ;  Computer networks--Security measures 

Subjects: TECHNOLOGY & ENGINEERING / Power Resources / Genera l :  
Renewable energy sou rces--Congresses; Environmental protection-­
Congresses 
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Subjects: COMPUTERS / Data Processing;  Appl ication software ; Web site 
deve lopment--Computer programs 
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1 7. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects: COMPUTERS i Cl ient-Server Computing;  Midd leware : 
Cl ient/server computing 
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20. 

Subjects: BUSINESS & ECONOMICS / I ndustries / Transportation ;  
TRANSPORTATION / Publ ic Transportat ion; Intel l igent transportation 
systems 

·Table of c:ontents 

Subjects: TECHNOLOGY & ENG INEERING / Electron ics / Digita l ;  
TECHNOLOGY & ENG INEERING / Electron ics / Microelectron ics; Electron ic 
data processing departrnents; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation ;  
Telecommun ication--Energy conservation ;  Green technology; Electron ic data 
processing--Ener�w conservation 
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2 1 .  

Subjects: COMPUTERS i Security ! Genera l ;  COMPUTERS / Security / 
Networking;  COMPUTERS i Security / Onl ine Safety & Privacy; Computer 
security; Data protection ;  Business enterprises--Computer 
networks--Security measures; I nformation technology--Securiiy measures 

Subjects: COMPUTERS i Security / Genera l ;  Computer networks--Security 
measures;  Computers--Access control ;  Firewalls (Computer security) 

·Table of c:ontents 
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23. 

Subjects: TECHNOLOGY & ENGINEERING / I ndustrial Health & Safety; 
Human-computer interaction--Handbooks ,  manuals. etc; Computer 
sirnu lation--Handbooks, manuals, etc; Virtual reality--Handbooks, manuals,  
eic 
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24. 

25. 

[)atabase: e8ook c:o! !ect!on (E8SC:c)t1ost) 

Subjects: COMPUTERS i System Admin istration / Storage & Retrieva l ;  
COMPUTERS / Onl ine Services / Resource Directories ; Web portals-­
Encycloped ias; World Wide Web--Encycloped ias; Knowledge management-­
Encycloped ias; Onl ine information services--Encycloped ias; Computer 
network resources--Encyclopedias 

Subjects: COMPUTERS / Data Transmission Systems / Genera l ;  
COMPUTERS / Networking / Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 
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26. 

Subjects : FIREWALLS (Computer security) ; COMPUTER network security; 
INTERNET protocols;  COMPUTER security: INTERNET: COMPUTER 
systems 
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Subjects: TECHNOLOGY & ENGINEERING / Mobile & Wireless 
Communications; TECHNOLOGY & ENGINEERING / Radio; \/'fi reless 
commun ication systems; Telecommun ication 

Subjects: COMPUTERS / Networking i l ntranets & Extranets; 
COMPUTERS / Web / Genera l ;  lnternet-~Encycloped ias 
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29. 

cornunkiades pueden desarro ! !ar sus propias infraestructuras df:! red con10 
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Subjects: Arees ternatiques d e  l a  UPC : : l nforrnatica 
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30. 

Subjects: COMPUTERS / H istory; SOCIAL SCIENCE i Worne 
[a-zA-Z]'[a-zA-Z] Stud ies: Computer industry; Women in computer science 

Tab!e of c:ontents 
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device comprises a processor and a memory configured to implement ni 

About 8,700 resu!ts (0.76 seconds) 

Probabi l istic F low Management 
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App - Filed .Jun 5, 2013 - Published Dec 1 1 ,  2IJ'I 4 - Clinton Grant - Cisco Technology, Inc. 
:f -..:he n�p·;ber ot' u:1tn1sted fie;..-.; obie•::t::; e>:•::eeds t�1•,: lo'-l/•,:r !jr�it t.1nd prior to . . , d€:stination . .  
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Overview - Related · Discuss 

System for packet fi ltering of data packet at a computer - - ·  

Grant - Filed Feb 4, 1 997 ·· Issued Mar 1 6, 1 999 - Geoffrey G .  Baehr - Sun Microsystems, Inc. 
Ti:<; p:-:Jxy N!!'E"wur'k �s �$U!Qt'.!:d fr-om th,r; pdv;jt<; :�t":tv-.:ork, se ::. e:�:-:ntn b-= u�,t:d ;j:'.";: a Jurr:pl:·:9 
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,::Haqrar:1 of G gystem ,::onnectin9 two c-:,mput€:r networks v:t.1 i:.� . .  
Overvle1,,v · Related · Discuss 

Method, apparatus and computer prograrn product for a network . . .  
Vi1Nw. (J•J•Js1le. ,._:,J;n/pa t-::rns/US �rg2_3-1 95 

Grorrt - Fi led ,l\ug 20, 2007 - issued Oct 26, 201 Cl - Ken Xie - Juniper Netvvorks, inc . 
.i':.. ::, i:.�c.ket s•:vitct, c.omm:..inici:.�t;on sy:ft€:m :nc;udes i:.� network .-:,f --=•�€: or more routers 
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Overview · Related · Discuss 

MultHevel security network system 

Grant - Filed Aug 22, 2ocn - !ssued Jun 27, 2006 - Tlrnothy C .  VVil!iarilS - Cryptek, !nc. 
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�- ccmf;gure ::.1:d 3udit tt:e aperntk:i:1 of tt:e seuire :�eWlorK 1 0. 
Overview Related · Discuss 

Apparatus and method for secu ring and isolating operational · - -

App. - Filed Nov 1 1 , 201 0 ·· Publ,shed May 1 2, 201 1 - Darnel Kaminsky - Daniel Kammsky 
:::: c� ·bcc:. data h:. :.i:<;n t·f:quc�:::t<;d 'frcm !�1�: eper;:::.:cn:�: n:..1d-:" :n:J:ht:t·bc:arcl 8_;:d j$ m!>rn . . .  :3 
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poni•:i ;;�; fr1erecf, rr;8y be �;·t::Ked i;; a :·er-:-:cte m,en;,vry sto:·2..qe d,;;-vic,e 
Overview · Rela::ed · Discuss 

Systerns and methods for transparent configu ration . . .  
Vi1Nw.y•J•JS1le.•_:,J;n/pat-::;ns/US2004GG33369 

,l\pp. - F:led .Jul 25, 2003 - Published Apr 29, 2004 - LHfar Edlngsson - Ulfor Erllngsson 
.i�t th•,: t1·;:ff':sm:-::-:::ns1 d-::vice, 3 �;t�e;:,;p·; of \11;atenr:t.1d'. bits is qer:erated . . . .  fvieth-:..-i-::L ar:d 
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Overview · Related · Discuss 

Network Virtual ization 

App - Filed Aug 3, 2005 - Published Dec 6, 2007 - Michael VI/ray - Hewlett-Packard 
Development Company, LP. 
:n 8.�1t�;�,p�fr:q ·::"J �t$t1 v·in:j�:.! ;�i;::ch:nc�:::. !G  b::i!d G'."J:-r1p::'�:ng S}"$tt1m�. nnt1 cf :.i:<; p:-:"Jb:c�:11:::. j� 
�)E;:. e��:- re:-:·t vinu8.: machl�•:..t:, te::-:htwlogy \.foe�; :-:ct v=P.�:Q!ize :.�;!:' :1etwork 
Overview · Rela::ed · Discuss 

Systerns and methods for efficient memory access 

Grorrt - Filed ,l\ug 27, 20·12 - issued Jul 7, 2!YI 5 - Alexander I. Tomlinson - Breakingpolnt 
Systems, Inc. 

.-----------------� . . 
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on th•-: first proces:."!nq c,:.ve a tks-:: insti·u,::tion referencing memory at a '.!fftu;:.;; . .  of G 
ce:r::r:u:i:e.:-fnc:ns nGtwnrk 8_;:d/;__1 : u:::e '.J: m!>rG nt":twcrk rfovk'.!:s u:::.:nq a i:!u:::tr;:::_-:":'.";: an 
•,:x.3r�pl•-: configuration of ;:,; netY-Jork t•-:::;tinq system, i:.�c.cord:n�1 t,::, u:1 
Overvle1,,v · Related · Discuss 

Rernote rnon itor ing for networked fluid i nfusion systems 

Grorrt - Filed Apr 2!l, 2006 - Issued May 1 7, 21J'I ·1 - Sheldon B. Moberg - Medtronic Minimed, 
Inc. 
Ti:<; bocly nGtwurk devk:t":� e�:.n b-= !:nnfcgun-":d �'-1 :-;::jppc:t·t u::r::r:u:i :c.:-fnon uf :::;:_;;::_:_:;;: ... Mo�l-": 
p;_=wdculi:.�r;y, erribodkn•-:i·;t::; ot' the p�eserr.: :nverrdon �elute -..:a systems t.1nd . .  
Overview Related · Discuss 

Partition i ng in d istributed computer systern 

Grant - Filed May ;•11_ 2000 - issued Sep 5, 2006 - Renato .J. Recio - Hewlen-Packard 
Development, LP. 
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Overview Related · Discuss 
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1 1 /7/201 9  computer system comprising a host system and a virtual system - Google Search 

computer system comprising a host system and a virtual system 

About 1 ,1 00,000 resuits (0.31 seconds) 

Memory transforrnation in v i rtual rnachine l ive migration 
W"..JV\/i. �lOOQ!e.co::i/pate::ts/US9563ti69 

Grant - Filed j3n 28, 21YI 4 - Issued Feb 7, 20'17 - Michael Tsirkin - Red Hot Israel, Ltd. 
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Overview · Related · Discuss 

A method and system for virtua l  machine rnigration 
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Corporation 
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Overvievv - Related - Discuss 

Systems and methods for development of emu lated devices in a . . .  

App. · Filed J u n  30, 2004 · Published Jan 5 ,  2006 · Rene Vega ·· Microsoft Corpoi-ation 
:m H:u:'.";:-::a l�!S 8_;: a:'�t:r:·:afrH: t:tr:b:Jdir�:<:;:J": o f �:. vk:.:_; ;jHl.ed !:ornput�ng �y$tt"':m crimf.H'"�s�ng 8. 
virtual machi�€: mo:---:itcr runnw: g a!cng::;ide �, host ope�t.nii·;q sy-st-c?.m:. 
Overvlew - Related · Discuss 

System and method to enhance memory protection for programs . . .  
•,t,rii1-.:''JV. goog!e co:i1/pote:its/U��S�1�"":7QS9 

Grant - Filed Sep 30, 2009 ·- Issued Dec 4, 201 2 - Xiaoxm Chen · Vmware, Inc. 
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t-:::i a!:C'N EJ. progrorr. tc ,:�!rec...:!y L!t:f�:---:e tt1 (: El.CCf::"';S en host C, compdse , 
Overview - Related · Discuss 

A computer system and method for contro l l ing and/or _ _  _ 
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Overview Related · Discuss 

Memory dupl ication by destination host in virtual mach ine · - -

Grant - Filed Aug 1 6, 2013 - issued Oct 4, 201 6 ·· Karen Neel - Red Hat israe!, Ltd. 
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Overview Related · Discuss 

Systems and methods for providing seamless software . . .  

Grant - Filed j u n  30, 2004 - Issued Mar 3 ,  201 5 •· Mike t,eil - Microsoft Technology Licensing, 
Uc 
'38 H:u�;t�t.n•,:::; a:--: G;t•,:ri·;utive ernbod:tiient ,::, f i:.� \..+...::..:;_=d;zed c-:,mput�nq syst€:m compri-slng a 
i.drtusl machi:�e m-:::i:�dh!r ai1:nlr.r� r�k1ngsid(: a hoB! ,::1pe:·ati:---:g syst�m;. 
Overview Related · Discuss 

Providing security for a virtua l  machine by selectiveiy - - ·  

Grant - Filed Oct 1 4, 201 0 - Issued Oct 29, 2013 · Constantine P. Sapuntzakis · Moka5, Inc. 

sy-�t€:m c<.1u::;es G secudty sc<.1n t,::, be ped·crrried •:.Fi the ho-st gystem to . . .  comput-c?.r ;,,.-,,;j...:h G 
(x1n:p8.tlbk! v��t:m! m;H;hh'tt1 ;�icr: !i:J: (alse ;eter:t:d tc ,:-�s 8. . . . .  A n:t:thod for pro:.-:"ci!:·:g c1;: 
Qppl:c8.�JGP frorr: ma:\o't'Qrl:' :):-: c1 host syst-?m, con;,pds!ng .. 
Overview - Rela::ed - Discuss 

.-----------------� . . 
I __ :S;:�.::: _::: -- ! 
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1 1 /7/201 9  computer system comprising a host system and a virtual system - Google Search 

Virtual operat ing systern device commun ication relying on . . .  

App - Filed May 1 2, 2005 - Published Nov 1 6. 2006 - Andrew Solonion - Microsoft 
Corporation 
HG',:Vt:v<::. H.1 -=r:ab:c: -=rr:ul�:.,�:en of :_i:<; ho$t h8.rdv .. 1�:.t·f:, c!>mp:�te-":r ga:r:c: S}"$tt1m�. .. r-:-'.J:'fl a 
,::onceptu;:.;; perspe,:: th,e. computer systems g•,:pera:!y compris-c?. one er , 
Overvle1,,v · Related - Discuss 

Computer system comprising a plura l ity of termina l  computers . . .  
1N\r-;>,:•.i. (�oo��l�:. co:n;p,:t€:nt 3/US f..if..:3319  ·i 

Grant - Filed May 4, 1 99c; - issued Jul 2, 1 996 - Tadayoshi Nakano - Nee Corporation 
;p a complH:-::r :tystem -:ompdsing � host comp\.3t-::r i:.�Prl 3 pk;mn·::y ,::.f t•-:1·n1wial complH:-::rn 
cGn:1t:e1c:d tc 1�1�: hn�t crimp:�t!!r. 1he hri�t enmµ:.n.t1�· ccrr:pd�,c:s tj . . .  

Overview - Related · Discuss 

2 3 6 8 9 1 8  Next 
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1 1 /7/201 9  one device configured to implement at least one of a network firewall or a web proxy - Google Search 

one device configured to implement at least one of a network firewall or 

About 67,1 00 results (0.45 seconds} 

Method and system for testing internet software 

Grant - Filed Jon 1 5, 2007 - Issued Apr 1 2, 201 1 - Stephen Dunagan - Microsoft Corporation 
. , ,  ;p terpe-:: ha�; c.ar:1:--:-1:..:nicutions p;:.;tt1w3y::; bet'-l/•,:en i..?l•::, fir-c:-:\\•aii d€:¥ic-c:-::f., G web proJty , , _  On-c?. 
ot· t"':":(:t·f: 1c�:::.:. eHc�;:� r�:;jehine:� o:-: the� C'."J:pG:a !,r; �u-11.wrirk :�:-�: co::::'igi .. H·ed tr; . . . .  (d) crinfr[�tsrh�g 
i:.�t !east on-:: tes-:: d;en-..: tiiact11ne -::c ms€: said tes-..: Vi€:b proxy t,::, . .  
Overvle1,,v · Related · Discuss 

System and method for i mplementing a private virtual  . . .  
\/i1NW.(J•J•JS1le . .. _':,Jf11/pat-::rns/US2006G23Q43'] 

App. - Filed Mar 31 ,  2005 - Published Oct 1 2, 2006 - Brian .Jernes - Jernes Bdan L 
Each cf the pl�.ira: ity of network ,::ontro! pcints is c,::, i·;pec-::ed to at !east -:•�€: at the pli.ffi:.�n-..:y ,::.f 
:::'.!:twnrk bubb!-;:s. f.;::ch �u-11.wrirk '._(:ntt·o! po in! f.h-":VkG :s crifff!g1.srGd '�(: . 
Overview - Related · Discuss 

Systems, methods, and apparatus to monitor rnobi le internet . . .  
'lt .... vvi. �1oog!e.co::i/pate::ts/C,'-\2lR1 en UC?C::;:en 

Grant - Filed Jun 27, 2!ll 2 - Issued Dec 22, 20·1 5 - ,l\rchilleas Papakostas - The i'He!sen 
Company (Us), Uc 
.t,n �;x;::r�:ph-: tr:t��hod eo:·:1pt·:se::: �:.s:::.lq:1:ng v .. 1i'�h c1 proc,r;�,s;._1; ;:: Fl::'.";:-: pc:n . . .  �K'J;t nu;r1b<;: !G b�: 
;_jSed by the rr:cb;!e devk-e \<Vher: <.1cc.es�;;pg 3 ;,,•,,;ire:ess :1etv;.-:,rk v:t.1 i:.� . .  
Overvle1,,v · Related - Discuss 

Transparent proxy of encrypted sessions 
\/i1NW.(J•J•JS1le . .. _':,Jf11/pat-::rns/USH504322 

Grorrt - Filed Jul 3, 2012 - Issued Jq;g 6, 20·1 3  - .Jionxin \A/ong - Cisco Technology, !nc 
;p one ;_;-i·T1t,ocHment, ct proxy d€:>tdc-c?. located bet\11;e•-:-1·; a f-irst -cfo�iice i:.�Prl 3 �;•-:-cand -cfo�iice . . .  
Cif:�!:\ :_i:<; f!rnwa!ls t":-:ay :� :s;..1 b<; ennfigun-1d to pGrfon11 d-:"f:fJ pc1;..-:k�!,� . .  
Overview · Related · Discuss 

Creati ng a web proxy inside a browser 
'-t't,NVi. �1oog!e.co::i/pate::ts/V¥02Cl"1 :�t 1 sn utn ;\·1 ?d�en 

App - Filed Jun '.1, 201 3 - Published Dec 27, 21J'l 3 - Ri1a H. Wouhaybi - Intel C:o,po,ation 
:n on-:: ex;:.;1·T1 ::, ;e, th•-: 11:-st rer:1me -cfo�iice ;s :..:n<..1ut�K, 1·;zed ;,,•,,;h:h resp.:-:-c.t ta -..:he . .  1 :�; ct b:cc� 
diRfF8.;r1 Gf rw t:x;jrr:ph-: ;..1f i:1 prhta1t: µruxy m-1twrirk �:.e:eordinq ·:o an <;rr:L/'J'.fo:-:t::i�: . r-:G . . . . .  Ti:<; 
i·T1•-:-thorl !.'.:-0 ni;:,;y be lmplemented ;:,;s 3 s-::-t of bq:c i:.�Prl/,::, i· f11·1·T1ware , .. ·r he prcce:;sor cc�e 
'.!00 :n:�y b-;; �:. �h�t�!!!-'�ht·t:c1ded :_ot·t: ;..1 : ,  fGr al h---:a�t cnG . . .  
Overview Related · Discuss 

Efficient transmission of IP data using muitich a n nel SOCKS . . .  

App. - Filed Mar 1 4, 2002 ·· Published Sep 1 8, 2003 ·· Douglas Jones - international Business 
Machines Corporotion 
A8STR.i�CT In  ct da-..:3 c,::, i·TFTi;_jPication::; nett1.-:,rk, 3 �;::, nt proxy can ii·;c.l:..:de i:.� . .  in the d;ent 
cernpu�h:g rle---:vkG. 8_;:d ,:-� sp:i1 f.H·rixy :�-;;:·v·t:: h::.-:"r1i:1Cf: ·:o c-11 !e;;Ss"S° ont-: No�i:1.bly i:1dv�:.n1age:� '.Jf 
i:.� SOC:KS pro>:y imp!em-c?.�tutlon jnclurle -..:rans�H1·•-:-Pt  network . . .  proxy ser'1--:-1· .-:onfiqurat!o:1 
c;:➔ (1 1·(:duce t:-1.1ffic tla;.,\1 ;-:1etvve-r::�: a:� lnter:�et br�:;ed C 
Overview Related · Discuss 

Device authentication using device-specific proxy addresses 

Grant - Filed Oct 23, 201 3 - Issued Nov 1 8, 2014 ·· Paul Michael Martini - !boss, Inc. 
O�u-1 -=x�:.rnp!-= rr:,;;·:hod h:cbclt:=::. a�,_s;..1dan:·:9 i:1 pa:-:.:c:j:ar pn1-:q.- :�t-:tv-.:crk ad:fr�!SS vvi1h ;� ... !n 
such an impl€:mentatio:1, t;·;e !nternet 1 50 nHy be publ:c, prj';;:,;t•-:-, or a . .  
Overview Related · Discuss 

Distri buted firewa l l  implementation a n d  control 

App. · Filed May 5, 2006 ·· Published Nov 8, 2007 - David Roberts - Microsoft Corporation 
OnG ot· n·:(: t·t: devk:t1� G:-1 a net�Nork n·:ay b�! co::::'igured !G pt·ovid<; f!r'.!:wa!I � .. t:t'\.' k:-;;s fer . ! f  
�)1>:- network i�; the i�;;�-?rn-?�. the cnta.;.;:.-:�; mer{ jnck.:de a ;8_;;gl:' of  2..c1s f;.:,Fn 
Overview · Rela::ed · Discuss 

.-----------------� . . 
I __ :S;:�.::: _::: -- ! 
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1 1 /7/201 9  one device configured to implement at least one of a network firewall or a web proxy - Google Search 

Transparent proxy of encrypted sessions 

Grant - Filed Nov 28 ,  2006 - !ssued Jul :3, 201 2 - Jianxin \'Vang - Cisco Technology, Inc. 
:n on-:: e rribcdinl'-:· Pt, a server and a d;•,:n t  are co�figi.3red to trus-:: 3 cert;fic.cr::e cf , . .  fir-::-waijg 
�:xt: devk:t1� !:·: e;._1;r1pu:.<:r n�!·:w:..1: k::: !h r{� art: crinfr[�tsrnrl to apply o�u-1 o; . ·:ht: p;::yk:c1.d:::. '.J f  
::, uckets f.::, 1· \/,::, ;ce ever internet Protoco: (Vo!P) or Vjdec ,::, ver !P  , , .  least ,. .  ·r he network 
in t<;:f;::c�!S ;r1;::y be: crmfsgi.sn:d h: uan:::.r�:lt :� :-:cl/Gr r<;'._c; i·,,r,r; C:mc1 
Overview - Related · Discuss 

Procedure and configuration in order to transmit data 

Grant - Filed Aug 1 2, 2002 - issued Apr 3, 2007 ·· Peter Bruegger - lninet Solutions Gmbh 
. �:. 1L:n:i-=! frJ: :L:.'��:. 1n:-1n:::.fer b,r; !v1:c:er: �.y:�t<;rr: �:.nd W!!b s-=r·,,r�!t·, 8.� !'.!:r��t nnt� ;j:frfa:rnrn: . . .  via 

sp•-:--::itkt.1l;y c.-:,�f;g11r-::-d proxy ::;erve��;, ro: . .r-.:ers, sv1_1itc;·;es t.1nd fir-c:-:waib. 
Overview Related · Discuss 
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1 1 /7/201 9  Internet isolation for avoiding internet security threats - Google Search 

Internet isolation for avoiding internet security threats 

About 6,31 0 resu!ts (0.35 seconds) 

I nternet isolation for avoiding internet security th reats 

App - Filed Jan 27, 201 ;• - F'ublished /q;g 2, 20·1 2  - Robert B. Hoy - L-3 Communicotions 
Corporation 
Tht: ·,,rl:·tual gue:-:;! �.y::;t<;rr: :s ::;,r;p�:.n:-11t:d ;::r:d (x1:r:p!-:"t<:dy �s!>!ate-":d by �:.n !N'S'!!rn!!'S' :-:1�:.!icl:"J:ff-; 
::;oftw3xe threats by it�; �so!aticm of t;·;e hcst systen1. 
Overvle1,,v · Related · Discuss 

Code domai n isolation 

Grant - Filed Sep 26, 201 4 - Issued Nov 1 ,  201 6 - Phi !np John Sobolewski - lso!ated 
rechnologies, Lie 
;\ ;r1-:":.f:cd fGr a:_hiev:ng cGd�! de:1rnir: h-1n!�Uon . . . .  :..fa:_;:: fro;�-, ',:Vt:b :::l·:�!S 1trn:. ;j !k:1,,..,,•:-:: ·:ht: u:::.<;: 
-::a s;yf the !nt€:r�-::-t \11;hi;e re:-TJ3in;pg '!FU:; ci.r:d ni;:,;;\'\'3re fre•-:-. . . . .  prnv€:nt .. 
Overview Related · Discuss 

System and methodology for protecting new com puters by . . .  

Grant - Fi!ed Aug 2 ,  200,i - Issued t ... 1ay 26, 2009 - Gregor P. Freund - Check Point Software 
_i Tec!·,nologies, Inc. 

cc1:1 :-:;,:-�b(:'��:.9c1 :_i:<; :-:-1�:.e:hfr:,r;, 1hu::; f):"�!\1-:"r:tlnq '�ht: :_: ;:;�! :- frGrr: gc:E:ng ;;_-,qulr,r;d dt1�•vnk:c1tfa lr1 .. 
i:.� preccnf;9;__i1·•,:rl secur;ty upd;:.;t•,: policy tar pre'1•-:-Ptinq !nte�n•-:-t-t, ,::, 1·1·;e jnfect;,::, ps cc,:_;;_j1·1·;;·;q . . 
l:�ternet �s!>!atkrn fnr a".Jriif.Bng i:�t:.1n1:.1t �G!:W'�fy thrc-:ats 
Overview · Related · Discuss 

Preventi ng computer worms from attacking a private computer " "  

Grant - Filed Au9 25, 2014 · issued Dec 29, 20 1 5  - C!-,ien-Wei Hung · Trend Micro 
incorporated 
A system tar pre-i.H?.nting a ccrnputF worm trorn 3-::-::ack1Pg 3 p�ivate lXVilp;__it•,:1· ... er net;,•,,;ork 
u1rnrnu:1:e:f:k:n p;;__n;._1:._x)!� .. fot· nc11vvGrk �:.1�udty· fGr 1fo·:�!e:H:1g Gr . . . . .  by w;:;y ef 1hc1 VP�d 
,::onnecti,::, ;·; ove� th•-: Internet to -::he VP�� ser'1F 240-1 . .  , . . .  architeGt;__i 1·•,: for entarC:n�1 :."ecudty 
pG!ide:-:; ::sh:g :�:-: l$ch�tGrl subr:,r;! ... thrc-:ats 
Overview · Related · Discuss 

Mobi le payment secu rity system with wireless data private " "  
•,t,rii1-.:''JV. goog!e co:i1/pote:its/\rVG2Q·t f.\C:8��80·��- 1 ?c!:.:en 

App. · Filed Sep 24, 2014 - Published Jun '1 8, 20 15  - 3H�cX: - "slG1i:lr!:fflii!iJ!1.i it\ & iii  tH� c·> ciJ 
. d�:.1c-1 :::.<:e:: t·t":!y :� :-:cl : c1:lab:y, dee::; :-:(/� affr:e:1 hn:.1n1:.1t ;:;c:.c:s::; :� :-:cl ;__;;:;n pr!!v:.1:�t ;:;n 3:� .. 1 . . . k1 a 

rriobik payi·r1•,:pt sec;,.;r-c?. i::lata r:et\<vor� -::h3-:: is !so!-Gte<l f�cn1 tt1•,: internet_, the ... i �; ct s in.-fe 
:'°A""":L:nd p�1:J:1c: :i:_:;�ib<;: '.J f  fk:.y;�i-=r:t � .. c:t"\,' k:,r;s fFe;:;:_<;r se-"":t�udty d�k�. 
Overview · Related · Discuss 

Method and system for preventmg and detecting security th reats 

Grant • Filed Mar 30, 201 2  • !ssued .!ul n ,  20 17  • Ron Vandergeest • lrdeto 8.V. 
!:1ternet-bas>:-d ret::.i.:! =P l!:'rfQce prcv:des � �;ys�_,err: by ·l.:h:c�1 �.�:!:' fr1:n .. i-pc1;ty .. .. . to plQ�.fon1� 
gecudty, there i �; ct prab:en1 t;·;ctt is c,::, p· ;p· ;c,p ta pmce::;s isolation, . .  risks . 
Overvle1,,v · Related · Discuss 

l nternal-and-extema! network safety iso lation system based . . .  
',t,11i1-.:''JV. goog!e co:i1/pote:its/C:'J2C:2 ] 7978Dlr'c! :.:en 

Grant - Filed .A.ug 31 ,  201 1 - issued Mar 28, 2012 - :�� t\!fr - -:C�·Sz:£fSJt:L:�_Wf �t[�Fi 
Ti:<; :n1c:rnc1!- ;:;nd-ei<.�er;:;:;! :-:c:1vvGri•: �afc-:ty �so!afo:m ::;y'srn;�i ba�,t:d or: '.J:'1c:-v,;;:;y thr'.!:r�ts . . . I r : 
-::h:�; v�'3Y., the ct!re3dy fr;:_;qik Internet b•,:carrie F!c.reasin,;ily ;y;sate. , . . .  rea:·tin�e proc.es�;;nq cf 
pad,:,r;·: k:s::; :� :-:cl ;__nher ;:;dv·a:Kx;d -:�!e:h;:ok;qy, ·::J m:c�d d�:.,�a 
Overview · Related · Discuss 

Structural data ferry system for prevention of penetration • o •  

App. · F!led .Jun 25, 201 5 · F'ublished Feb 23, 201 7 Michael Lynn Froelich - Mich,,el Lynn 
Froelich 
8y cret..nin,;i a one-way secure -:foti:.� i:nk fron1 ct pdr:13.ry ,::ornp:.i-::er r:c-:: , .. A;t;·;ough it's always 
b<;,r;:-: p;._1:::;:-:;ib!c1 :.o rNnid �nt'.!:rn'.!:t dsk$ �'-1 cG:np::'�c:t·s by si:11p:y k-=,r:p:ng 

.-----------------� . . 
I __ :S;:�.::: _::: -- ! 
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1 1 /7/201 9  Internet isolation for avoiding internet security threats - Google Search 
Overvle1,,v · Related · Discuss 

Network device for secure packet dispatching via port isolation 
1/-.r\11;\>'.t. (�oo��l�:.co:n;p,1t€:nt3/Cr,n GG4} 1 1  �-QC?d:.:en - Translate th!s page 

Grant - Filed May 22 .. 2006 - issued Mar 1 8, 2009 - l)':�[Jijt - ;';-l\/J l,ft3i,�ifc'1'HK :2- ill 

rt!}�lff f:"f- 1:::: �:=:TMSS ( rr>:Pd � ... 1:c:c :- iorr:e ��e1'lt'•Jr :< Security Se;-,n::-:e), L�lf: 
Overview - Related · Discuss 

Virtual security appl iance 

Grant - Filed May 1 7, 2007 - rssued Jan 8, 201 3 - Archana S. Rajan - Syniantec Corporation 
Securlt'f frcrr. mr�ndc:J:; mtack :s prov:c:!ed fo:-- o u�,e:· e:--:v: 1·,::11:11:en'.: r:...::--:r.i(1 �� i:--: 1.1 ••• ;.,\1t1 :!e 
avo�'.HNg '�ht: CG:'."/::'.", c1:1d eo:-r1p!c:xl·nt:s cf tj phy:�j:_a! sGew·�ty 8.ppH�:.n,::-:" . . . .  fl.Jv .. 1chc1;1 sf:c ',:i,.fog tj 
i·r1•,:thorl ot rnte�in9 security threat:." fr,::, p· ;  ne-::?.1-: .. vk t1·i:.�fnc en . . . .  ccn1put•,:r:; ar:d st,::, i·i:.�qe 
d<:v·k:-:":'.";: C:V-:'r a :·:t�w,;cd•:. :::;:_;ch as th,r; ! :�te--:rNe-":t. 
Overview · Related · Discuss 
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1 1 /7/201 9  computer system comprising a host system and a virtual . . .  - Google Scholar 

Systems and methods for voluntary m igration of a virtual machine between hosts 'vVith 
common storage connectivity 

. . .  exemplary and other means of establ ishing a commun ications l ink between the computers may 
be . . .  mach ine ,"  via a standard network connection between computer hardware 1 02 and computer 
hardware 1 02 . . .  With host OS 1 04 in it ial ly having exclusive access to file system 1 28 of . . .  * �.HI C ited by 25 1 Related a :ticles All 4 vers,ons �:e:,-

Apparatus and method for providing private and shared access to host address and data 
spaces by guest programs in a virtual mach ine computer system 

. . .  The interpretive-execution facil ity of Enterprise Systems Arch itecture/370(TM) (ESA/370(TM)) 
provides . . .  of the virtual mach ine guests ; receiving a private-space signal from the host computer 
system;  and . . .  selecting , from with in a host access l ist comprising a plural ity of entries, the . . .  * !iJ!iJ c,ted by ': 66 Related articles Al l  2 versions S>� 

Method for establ ishing a virtual hard drive for an emu lated computer system running on 
a host computer system 

. . .  that are un ique to each client computer and are stored at the cl ient computers or at . . .  in the 
d ifferencing drive at client computer systems 502 , a l lowing the cl ient computer systems to access . . .  
comprising the steps of: establ ishing i n  a hard drive of a host computer system a plural ity . . .  * gg C ited by 42 R.elated articles All 4 versions �� 

Adjusting avai lable persistent storage during execution in a virtual computer system 

. . .  hand-held devices, microprocessor systems, microprocessor-based or programmable consumer 
electronics, min icomputers, mainframe computers, and the . . .  Everyth ing in the host system 1 00 
may be substantial ly the same as in existing virtual computer systems, except as . . .  * gg C ited by 1 08 Related a,ticles All 4 vers,ons �Si, 

Method and system for virtual port commun ications 

. . .  G06F1 5/1 6-Combinations of two or more dig ital computers each having at least an arithmetic 
un it . . .  a laptop computer, a notebook computer, a terminal ,  a workstation ,  a server computer, a 
personal . . .  or may be implemented by, for example, VM host and edge switch system 1 00 of . . .  * gg C ited by 398 Related a,ticles All 4 vers,ons �Si, 

Distributed computer system including a virtual d isk subsystem and method for 
providing a virtual local drive 

. . .  For example, some appl ications for testing and admin istering computers must be executed before 
an . . .  The d isk commands may include commands from ATA and Smal l Computer System I nterface 
(SCSI . . .  Data processing system wil l  then continue to operate as if virtual local floppy . . .  * !iJ!iJ C,ted by 6 1  Related articles All 4 ve,sions S>S> 

Virtual mach ine computer system for running guest operat ing system on a central 
processing means virtual ized by a host system using reg ion ID virtual memory option 

. . .  1 wh ich shows a system block d iagram of a virtual machine system realized by a host . . .  Further 
on the host computer 3 comprises a memory un it with common read-only- and random-access . . .  
virtual address spaces 1 1 ,  1 2  of two processes # 1  and #2 of the virtual ized systems 1 and . . .  * g g  Cited by 2 5  R.elated a iiicles All 2 versions �� 

Systems and methods for stack-jumping between a virtual mach ine and a host 
environment 

. . .  exemplary and other means of establ ishing a commun ications l ink between the computers may 
be . . .  system,  (b) a host operating system,  and (c) a physical hardware computer system comprising 
at least . . .  4B is a block d iagram that represents log ical portions of the system of FIG . . .  * !iJ!iJ C,tecl by 46 Related articles .A.I I  4 ve,sions Si,t, 

https://scholar.g oogle. com/sch olar?hl=en&as _ sdt=0%2C4 7 &q =computer+system+comprising +a +h ost+system+and+a+virtu al+system&btnG= 1 /2 

Ex.1002 
CISCO SYSTEMS, INC. / Page 419 of 517



1 1 /7/201 9  computer system comprising a host system and a virtual . . .  - Google Scholar 

Method, apparatus and system for dynam ical ly reassigning a physical device from one 
virtual mach ine to another 

. . .  1 3 . A host computer system for dynamical ly reassigning physical devices, comprising: a monitoring 
modu le ;  a fi rst computer . . .  Company, LP, Method and system for dynamical ly real locating a resource 
among operating systems without rebooting of the computer system . . .  * !i.i !i.i  C,ted by 42 Related a rticles All 4 ve,sions �� 

Systems and methods for exposing processor topology for virtual machines 

. . .  data is read by the VM scheduler 6 1 4  and used by the VM scheduler 6 1 4  to more efficiently assign 
(and/or request) current processor resources to said guest operation system . . .  In the case of program 
code execution on programmable computers, the computer will generally . . .  * !i.i !i.i  c,ted by 94 Related a rticles All 4 versions �� 
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3 .  

tf1e author's ovvr: !ab, th is book covers a un ique rnix of  topics not founf..i ir: 

Subjects : COMPUTERS / Programrnin9 / Open Source ; COMPUTERS / 
Human-Computer I nteraction (HCI) ; Blockc!1a ins (Databases) 

Subjects : COMPUTERS / Networking / Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Security measures 
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4 .  

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 
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5 .  

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signa l  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals ,  etc; Telecommunication--Environmental aspects--Handbooks, 
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 
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Subjects: TECHNOLOGY & ENGINEERING / Mobile & \/\fire less 
Communications; TECHNOLOGY & ENGINEERING / Radio; Wireless 
commun ication systems; Telecommun ication 
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8 .  

Subjects : COMPUTERS i Secu rity / Genera l ;  COMPUTERS / Security I 
Networking;  COMPUTERS / Security / Onl ine Safety & Privacy; Computer 
security; Data protection ;  Business enterprises--Computer 
networks--Security measures; I nformation technology--Securiiy measures 

Subjects : COMPUTERS / Networking i Genera l ;  COMPUTERS / Security / 
Genera l ;  Computer networks--Remote access; Computer 
networks--Security measures 
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1 0. 

Subjects: TECHNOLOGY & ENGINEERING / Telecommunications;  
Wireless communication systems--Congresses ; Mobi le communication 
systems--Congresses 

3rc.i 

Subjects : COMPUTERS i Operating Systems ! UN IX; COMPUTERS / 
System Admin istration / Linux & UN IX Admin istration 
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1 1 .  

Subjects : COMPUTERS / Microprocessors; COMPUTERS / Intel l igence (Al) 
& Semantics; TECHNOLOGY & ENG INEERING i Robotics; Fau lt~tolerant 
computing ;  Computers--Reliabi l ity 
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1 2 . 

Subjects: CLOUD computing security measures; COMPUTER networks in 
business enterprises ; ELASTICITY (Economics) ; WEB services; CLOUD 
computin9;  MANAGEMENT 
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Subjects : COMPUTERS / Networking / General 

Subjects : COMPUTERS / I nformation Technology; COMPUTERS I 
Computer Literacy; COMPUTERS I Computer Science ; COMPUTERS / 
Data Processin�1 ;  COMPUTERS / Mact1 ine Theory ;  COMPUTERS / 
Reference; COMPUTERS / Hardware / Genera l ;  Computer networks 
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1 6. 

Subjects : COMPUTERS i Operating Systems ! Apple {Mac OS & iOS) ; 
COMPUTERS i Operating Systems / \Nindows Desktop; COMPUTERS / 
Operating Systems / Windows Server; COMPUTERS / Operating Systems / 
DOS; COMPUTERS / System Admin istration / Windows Admin istration ;  
Operating systems (Computers) 

�rab!e of c:ontents 

Subjects : COMPUTERS / Microprocessors: Computer systems: System 
design 
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1 7. 

Subjects: LANGUAGE ARTS & DISCIPLINES / Commun ication Stud ies; 
Telecomrnun icaiion--Dictionaries; Digital rned ia--Dictionaries 

Subjects : COMPUTERS / Networking / General ;  Computer networks 
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Subjects: TECHNOLOGY & ENG INEERING / Telecommunications; 
Mu ltimedia communications 

Subjects : COMPUTERS / System Admin istration / Linux & UN IX 
Admin istration ;  Operating systems (Computers) 
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22. 

23. 

Subjects : COMPUTERS / Operating Systems / Genera l ;  Operating 
systems (Computers) 

Subjects: TECHNOLOGY & ENG INEERING / Telecommunications; 
BUSINESS & ECONOMICS / Industries / Media & Communications: I nternet­
-Security measures; Telecommunication pol icy--Un ited States ;  Computer 
networks--Security measures 

Subjects : COMPUTERS / System Admin istration / VVindows Admin istration :  
Operating systems {Computers) 
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25. 

26. 

Subjects : COMPUTERS / Operating Systems / Apple (Mac OS & iOS) ; 
COMPUTERS / Operat.in�1 Systems i Windows Desktop ;  COMPUTERS / 
Operating Systems I Windows Server; COMPUTERS / Operating Systems / 
DOS; COMPUTERS / System Admin istration / Windows Admin istration ;  
Operating systems 

Subjects : COMPUTERS / Operat.in�i Systems / Virtual ization ;  
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems (Computers) 

.2-4Bt30) , [)atabase: eBook C�o! !ect!on (EBSC:()host) 

Subjects : COMPUTERS / Security / Genera l ;  COMPUTERS / Operating 
Systems / UN IX; Operating systems (Computers) ; Computer security ; 
l ntemet--Congresses 
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Subjects : COMPUTERS / Operating Systems / Virtualization; 
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems (Computers) 

·Table of c:ontents 

Subjects : COMPUTERS / Operating Systems / Virtua l ization ;  
COMPUTERS / Uti l ities; COMPUTERS / System Admin istration / Genera l ;  
Operating systems {Computers) 

Subjects : COMPUTERS / Operating Systems / Apple (Mac OS & iOS) ; 
COMPUTERS / Operating Systems / VVindows Desktop ;  COMPUTERS / 
Operating Systems I Windows Server; COMPUTERS / Operating Systems / 
DOS; COMPUTERS / System Administration / Windows Admin istration ;  
Operating systems (Computers) 
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30. 

Subjects : COMPUTERS / Operating Systems / Genera l ;  Operating 
systems (Computers) ; C l ient/server computing 
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Subjects: Taiwan ;  Virtual computer systems -- Met!1ods; Virtual 
computer systems -- I nte l lectual property: Cloud computing -- Methods 
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Subjects: SCIENCE / Life Sciences / Molecu lar Biology; COMPUTERS I 
Bioinforrnatics; MATHEMATICS I Applied ; Systems biology--Handbooks , 
manuals, etc; Bioinformatics--Handbooks ,  manuals ,  etc 

Subjects: Japan ;  Electronics industry; H itachi Ltd . -- Inte l lectual property; 
Electronics industry -- Intel lectual property; Period ica l publ ishing -­
I nte l lectua l  property 
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4.  

r.:roposed !ntnJsion detection technique on a r.:rivate c!outi vvith open nebula 

Subjects: CLOUD computing;  \NEB hosting ; CYBERTERRORISM;  
MALWARE; NEBULA (Computer program language) 
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5.  

optiff1!ze task schedu ! inq anf..i irnprove o,lera! ! c!oud cornputir:Q perforrnance 

Subjects: CLOUD cornputin�1 ;  COMPUTER algorittnns ;  VIRTUAL rnad1 ine 
systems; PARTICLE swarm optimization ;  COMPUTER programming 
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7.  

Subjects: SCIENCE i Space Science 

Subjects: Database rnidd leware ;  Midd leware : Fi le servers -- Repoits ; Fi le 
servers -- I ntellectua l  property : Fi le servers -- Methods; Midd leware -­
Reports; Middleware -- MeH10ds 
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8.  

Subjects: I nformation technology management; Virtual mach ine systems; 
Computer input-output equ ipment; Computer software industry -­
Management; Computer arc!liieciure ;  Computer security; Computer and 
periphera l  equ ipment manufacturing ; Computer Terminal and Other 
Computer Periphera l  Equ ipment Manufactu ring;  Software Publishers; 
Computer, computer peripheral and pre-packaged software rnerctrnnt 
wholesa lers :  Computer and Computer Periphera l  Equipment and Software 
Merchant VVho lesalers ;  Computer and software stores; Software publ ishers 
(except video game publ ishers) ; Management 

,· · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · · ·, 
: �'':-':--':--":,,,':--':-":--':-':-':--':--':--':-':-':-.. ':--':-':-':--':--':-':-':-":,,,':--":,,,":,,,":,,,� : 

(f/f· . . . . .  j( 
· -- >> 
: �·,·.·.·.·.·.·.·.·,·.·.·.·.·.·.·.·,·,·,·.·.·.·. 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=Oe4f9dad-3 80f-4beb-a464-82ff5adfl be9 . . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 442 of 517



Result List: computer system comprising a host system and a virtual system: Discover NPL Page 7 of 23 

9.  

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Circu its / 
Genera l ;  COMPUTERS / CAD-CAM; COMPUTERS / Computer Science ;  
TECHNOLOGY & ENG INEERING / Electrica l ;  Embedded computer 
systems--Design 

·Table of c:ontents 
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Subjects: Garbage col lection (Computer science) ; Computer programming; 
Memory management (Computer science): Computer algorithms; Virtual 
storage (Computer science) ; List processing (Elect.ron ic computers); 
Computer systems design and related services (except video game design 
and development) ; Custom Computer Programming Services; Other 
Computer Related Services 
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1 1 .  
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Subjects : Computer security; Computer networks ; Computer Systems 
Design Services; Honeypots (Network security) 
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r�::search accounts for contextuH! i nnuences in tt1e forn1ation of !S  

c:ornputer Source 

Subjects: SOCIAL informatics; INFORMATION storage & retrieva l systems; 
METHODOLOGY; SOCIOMATER IALITY; CONTEXTUAL ana lysis 
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1 3. 

Subjects : COMPUTERS / Data Transmission Systems / Genera l :  
COMPUTERS / Networking i Vendor Specific; Computer networks; 
Electronic data processing--Distributed processing 
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1 4. 

Subjects: Commun ication ,  Networking and Broadcast Technologies; 
Components , Circuits , Devices and Systems ; Computing and Processing; 
Robotics and Control Systems ; Signal  Processing and Ana lysis; Cloud 
computing;  Crypto�v-apt1y; Virtual mact1 in ing ;  Databases; Computer 
security; Image color ana lysis; Avai labi l ity; Cloud: Data Fragments ; 
Redundancy; Repl ication ;  Security; T � coloring 

http ://eds.a .ebscohost. com/eds/resu1ts?vid=O&sid=Oe4f9dad-3 80f-4beb-a464-82ff5adfl be9 . . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 447 of 517



Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 12 of 23 

1 5. 

Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Digita l ;  
TECHNOLOGY & ENGINEERING / Electron ics / Microelectronics ; Electron ic 
data processing departments; Electronic apparatus and appliances-­
Environmental aspects ; Computer networks--Energy conservation; 
Telecornmun ication--Ener�w conservation ;  Green t.ectmology; Electron ic data 
processing--Energy conservation 
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1 6. 

Subjects: MEDICAL simulation ;  BRAIN research ; NEURAL conduct.ion ;  
S IMULATION methods & models; REALISM 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 14 of 23 

1 7. 

Subjects: User-centered system design ;  Cybetierrorism;  Mobile agent 
systems; Computer security; System ana lysis 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 5  of 23 

Subjects : COMPUTERS / l ntel l i�1ence (Al) & Semantics; lntel l i�1ent agents 
(Computer software) ; D istributed artificial intel l igence 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 16  of 23 

1 9. 

Subjects : COMPUTER network protocols; ROBUST contro l ;  LOAD 
balancing (Computer networks) ; PEER-to-peer arch itecture (Computer 
networks) ; COMPUTER networks; SCALABILITY (Systems engineering); 
D ISTR IBUTED computing ; QUERYING (Computer science) ; DATA 
repl ication 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 17  of 23 

20. 

2 1 .  

Subjects: General 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 1 8  of 23 

22. 

Subjects: SWARM intel l igence ;  COMPUTER schedul ing ;  CLOUD 
computin9;  VIRTUAL mact1 ine systems; COMPUTER simu lation 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 19  of 23 

23. 

24. 

Subjects: TECHNOLOGY & ENG INEERING / Signals & Signal  Processing ; 
SCIENCE / Environmental Science: Sustainable engineering--Handbooks. 
manuals, etc; Telecommunication--Environmental aspects--Handbooks ,  
manuals, etc; Telecornmun ication--Ener�w conservation--Handbooks, 
manuals, etc 

Subjects : Taxation Austral ian Law 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 20 of 23 

26. 

Subjects: INFORMATION storage & retrieval :systems; INFORMATION 
science; EMPIRICAL research ; CREATIVE abi l ity; ORGANIZATIONAL 
ctrnnge 

Subjects: MATHEMATICS / Algebra / Intermed iate ; Algebra--Data 
processin�i 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 2 1  of 23 

Subjects: DIGITAL technology; ELECTRONIC services; D IG ITAL Object 
Identifiers; ASSOCIATION of ideas; INFORMATION resources; 
INFORMATION storage & retrieval systems 

.. · •·•·•·•·•·•· · .. 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 22 of 23 
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29. 
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Subjects: TECHNOLOGY & ENGINEERING / Electron ics / Circu its / 
I ntegrated ; TECHNOLOGY & ENG INEERING / Electronics / C ircuits / 
Genera l :  Networks on a chip--Testing: Systems on a ch ip--Design and 
construction ;  Networks on a ct1 ip--Design and construction ;  Systems on a 
ct1 i p--Testing 

Subjects: COMPUTERS / Systems Architecture / General ;  COMPUTERS / 
Software Development & Engineering / General ;  COMPUTERS / Computer 
Engineering ;  Computer soflware--Reusabi l ity; Computer software-­
Development; Systems engineering--Computer programs 
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Result List: computer system comprising a host system and a virtual system: Discover . .  . Page 23 of 23 

30. 

Hdt1resse(i are tnrt::a ts and attack techn iques, fundarnenta!�-; or intrusion 

Subjects: Un ited States ;  Air Force Researcl1 Laboratory (Edwards Air Force 
Base, Cal if.) ;  Computer software ; Computer access control software; 
Testing;  I ntrusion detection systems (Computer security) : I n formation 
warfare ;  Computer networks; Computer security; Computer hackers; Local 
area networks (Computer networks) ; I nformation networks ; Data 
transmission systems; I nternet 

powered by E8SCOhost 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

5::i&ntific �tJt.i Tec:'"1n.i::�l 
fnfl.�� ... aiiition lf!trt�t 

Page 1 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 2 of 28 

expresset1 son-1t:: of the n1ost fi:1 rnous and pri:1ctica! attacks 'faced acro�-;s the 

Subjects: Internet of U1 ings; Wireless sensor networks; Traffic monitoring ; 
Horne automation ;  Waste management; Computer systems security 
vu lnerabi l it ies: Horne security measures; Home wireless techno logy; 
Architectural Services; Residential bui ld in�1 construction ;  Other Bui lding 
Finishing Contractors; OU1er Waste Col lection ;  Waste treatment and 
d isposal : Solid Waste Landfi l l ;  Waste collection ;  Other Support Activities for 
Road Transpo1iation 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 3 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 
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ttirec,ts 

flctions is pE.: r rnitted . 

Page 4 of 28 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 5 of 28 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=a908b9f9-2570-499d-9578-960 1 cfa4 l 4 . . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 464 of 517



Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 6 of 28 

5.  

�3ource 

Subjects : INTERNET security ; ORGANIZATIONAL behavior; ICE she lves; 

QUALITATIVE researcl1 metl1odology: SYSTEMIC risk (Finance) ; R ISK 

assessrnent; COMPUTER crime prevention 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL 

Subjects: Cloud computing: Internet service providers :  Client/server 
comput ing;  Computer network architects; Data warehousing; Wired 
Telecommunications Carriers; Al l  Other Telecommun ications; Ottrnr 
telecommunications; Data Processing,  Hosting,  and Related Services 

Page 7 of 28 

t3y: C)ruz!n .  t3ryan ;  c;ordon . C3re�1ory S . .  ! n .: Lavv & Soc.;a! ! nqu ! ry 1 \/o! .  4:3 ,  

Subjects: I l l inois; Psychology/Sociology 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 8 of 28 

8.  

Subjects: Computer security; I nstructional systems design ;  Passwords 
(Computers) ; Antivirus software ;  Internet security; Security management; 
Wired Te lecommun ications Carriers; Internet Publish ing and Broadcasting 
and Web Search Porta ls; Persuasive technology; Internet privacy 

lli�
1
lf' 

• It\� lfi!f. 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 9 of 28 

9.  

Subjects: COMPUTERS / Networking / Genera l ;  COMPUTERS i Security i 
Genera l ;  Computer networks--Security measures 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 10  of 28 

irnportant thr��ats . Lessons learnt ca!! for the i rnp!ernentation of a specific 

r::nviron 1T1ent c:,ornp!ete 

Subjects: I ndustria l  safety; Ct1emical industry; Risk assessment; ct1emica l  
(except agricu ltural) and  a l l ied product merchant wholesalers ;  Other 
Chemical and Al lied Products Merchant Wholesalers ;  Al l  Other Basic 
Organ ic Chemica l Manufacturing;  Cyclic Crude, I ntermediate , and Gurn and 
Wood Chemical Manufacturing ;  Wired Telecommunications Carriers; 
Internet Publ ishing and Broadcasting and Web Searcl1 Porta ls; 
Cyberterrorism; Internet security 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 1  of 28 

1 1 .  

Subjects: COMPUTERS / Security I Genera l ;  COMPUTERS / Operating 
Systems / UN IX; Operating systems {Computers) ; Computer security; 
!nternet--Congresses 

·Table of c:ontents 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 12 of 28 
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Subjects: Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Wired Telecornrnun ications Carriers; Data Processing,  Hosting , and Related 
Services; INTERNET security; COMPUTER security; INFORMATION 
tecl1nology: CYBERTERRORISM; CLOUD computing : DATA protection 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 3  of 28 
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exercise restraint aqainst corr:p!ex tart1ets in order to avoid con1proff1ises 

Subjects: INTERNET security ; CYBERTERRORISM; 
COUNTERTERRORISM:  DECEPTION ; D IS INFORMATION ; !ntemet 
Publ ishin9 and Broadcastin�i and Web Searct1 Portals; Wired 
Telecommunications Carriers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 14 of 28 

1 4. 

Subjects: I nvestment risk; Disclosure of info rmation ;  I nvestor confidence; 
Publ ic companies; Good faith (Law) ; Un ited States. Securities & Exchange 
Commission;  Regu lation ,  Licensing , and I nspection of Miscel laneous 
Commercia l Sectors ;  Internet security laws; Securities -- Un ited States 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 5  of 28 

1 5. 

Subjects: Telerned icine ;  Computer access contro l ;  Radio frequency 
identification systems: Internet protoco ls ; !ntemet security ; I nformation 
storage & retrieval system security measures; Wired Telecommunications 
Carriers; Internet Publ ishing and Broadcasting and Web Search Porta ls; 
Electronic components, navigational  and commun ications equ ipment and 
supplies merchant wholesalers 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 16  of 28 

1 6. 

Subjects: Computer network :security; Cybe1ierrorisrn: Internet Publisl1 ing 
and Broadcasting and Web Search Porta ls; Wired Telecommunications 
Carriers ;  Internet security ; Counterterrorism; l nforrnation techno logy 
security measures; Cyber inte l l igence {Computer security) 
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Subjects: COMPUTERS / Computer Science; Electronic commerce-­
Security measures; !ntemet--Security measures; Business enterprises-­
Computer networks--Security measures 

http ://eds.a .ebscohost. com/eds/results?vid=O&sid=a908b9f9-2570-499d-9578-960 1 cfa4 l 4 . . .  1 1/7/20 19  
Ex.1002 

CISCO SYSTEMS, INC. / Page 476 of 517



Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 8  of 28 

{"'\/ �,, ,� r,� �--:� r.: � � ri t\t r.: �-1 �� i i <.:S r) {1 Cl � ;�_.i r1, r--s_j i,·�- .• , \.,/ �-::�.� �- � --� ;�_.i t,· i_' C"'_.� �- ·1.· i."'."� t,·� t. f.1, i-.:-.:-._.� i,- �- " -..... .. ,:, _
� �-• 'i\.. ...... � ......... , ...... � .... L.� � \ ....... Y � .... \ � {.. .. -. � � �-- � � t:S '·•· -.....• 1 .. ..  , .. -.. .. , .... ,.. ,,._  .... ...... .. ..  , ,,.. ., .... � ..... .. -.. � 

i r1t�;rciet1f; r1cif:r1c:�t1s .. , 

Subjects: \/'fired Telecommun ications Carriers; Internet Publishing and 
Broadcasting and Web Search Portals; Computer systems design and 
related services (except video game design and development) ;  Other  
Computer Related Services; DATA quality; INTERNET security; 
SITUATIONAL awareness ; DATA security; PHASOR measurement; CYBER 
intel l igence (Computer security) 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 1 9  of 28 

1 9. 

Subjects: Network routing protocols; Ad hoc computer networks; Mobile 
computing; Mobile communication systems; Internet; Internet Publ ist1 ing 
and Broadcasting and Web Search Po1ia ls; Wired Telecommunications 
Carriers; Wireless Telecommunications Carriers (except Satel l ite) ; 
I nformation society 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 20 of 28 

Subjects: Ohio; Genera l  

Subjects: Cyberterrorism; Counterterrorism; Data security : Internet 
security; Routing (Computer network management) ; C ryptography; Internet 
Publ ishing and Broadcastin�i and Web Searct1 Portals; Wired 
Telecommunications Carriers; Ot!1er Computer Related Services; Computer 
systems design and related services (except video game design and 
development) 
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22. 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 22 of 28 
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ft.Jtt� rt1 

effort to provich:f a n-:ore systernatic and quantitatl\le treatrnent of the area in 

Subjects: Computer network security; Computer privacy; Ubiqu itous 
computing ;  Internet security: Wired Telecommunications Carriers: Internet 
Publ ishing and Broadcasting and Web Search Prntals; Apoca lypse; 
Quantitative research 
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Result List: Internet isolation for avoiding internet security threats: Discover NPL Page 23 of 28 

Subjects: INTERNET security: GOVERNMENT regu lation ;  STATE power; 
COMPUTER network security; ADM IN ISTRATIVE law; internet Publ ishing 
and Broadcasting and Web Search Portals; Wired Telecommunications 
Carriers 
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med ium on the cl ient and server systems, such as mass storage devices 627 and . . .  Examples of 
program instructions include machine code ,  such as produced by a compiler, and . .  . * �-Jg C ited by 1 1 5  Re,ated art,cles AH 4 versions Si-� 

System and method for providing network and computer firewal l  protection with dynam ic 
address isolation to a device 

. . .  and computer firewal l  protection with dynamic address isolation to a device. Download PDF . . .  
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Unknown or uncertain packets can be sent to a machine learning H PC blade o n  . . .  executed with in 
the proactive security mechanism 1 08 or any other security device described here in  . . .  * £1£1 c,ted by 84 Related a rticles All 4 versions $>-� 

Systems and methods for suppressing denial of service attacks 

. . .  may also be stored as contents (eg , as executable or other machine-readable software . . .  
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Electronic Acknowledgement Receipt 

EFS ID: 38526868 

Application Number: 1 591 0734 

International Application Number: 

Confirmation Number: 2365 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Customer Number: 1 58266 

Filer: Michael T. Ghobrial/Darleen Yacovone 

Filer Authorized By: Michael T. Ghobrial 

Attorney Docket Number: LCOM_ISO_US02 

Receipt Date: 07-FEB-2020 

Filing Date: 02-MAR-201 8  

Time Stamp: 1 4:38: 1 3  

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 1 000 

RAM confi rmation Number E202027E38303478 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 
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File Listing: 

Document 
Document Description File Name 

File Size(Bytes}/ Multi Pages 

Number Message Digest Part /.zip (if appl.) 

1 754956 

1 Issue Fee Payment (PTO-85B) LCOM_ISO_US02_Issue_Fee_ Tr no 1 
ansmittal_as_fi led.pdf 

cf5a4496ce9c545cc54c1 a9df1 9ee490379c 

d31f 

Warnings: 
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2 Fee Worksheet (5B06) fee-info.pdf no 2 
83f0d7a5405 30fc6c 16e63 c2 46d 3 d04c88ed 

d8f8 

Warnings: 

Information: 

Total Files Size (in bytes) 1 78531 1 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 

characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 

Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 

1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 

Acknowledgement Receipt will establish the filing date of the application. 

National Stage of an International Agglication under 35 U.S.C. 371 

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 

U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 

national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 

New International Agglication Filed with the USPTO as a Receiving Office 

If a new international application is being filed and the international application includes the necessary components for 

an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 

and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 

national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 

the application. 
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Electronic Patent Appl ication Fee Transmittal 

Application Number: 1 591 0734 

Filing Date: 02-Mar-201 8 

Title of Invention: INTERNET ISOLATION FOR AVOIDING INTERNET SECURITY THREATS 

First Named Inventor/Applicant Name: Robert B. Hoy 

Filer: Michael T. Ghobrial/Darleen Yacovone 

Attorney Docket Number: LCOM_ISO_US02 

Fi led as Large Entity 

Filing Fees for Util ity under 35 USC 1 1 1  (a) 

Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-Issuance: 

UTILITY APPL ISSUE FEE 1 50 1  1 1 000 1 000 
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Description Fee Code Quantity Amount 
Sub-Total in 

USO($) 

Extension-of-Time: 

Miscellaneous: 

Total in USO ($) 1 000 
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UNITED STATES PA TENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 

Address: COMMISSIONER FOR PATENTS 

APPLICATION NO. 

1 5/910,734 

158266 7590 

Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

ISSUE DATE 

03/24/2020 

03/04/2020 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

PATENT NO. ATTORNEY DOCKET NO. 

10601780 LCOM_ISO _ US02 

ISSUE NOTIFICATION 

The projected patent number and issue date are specified above. 

Determination of Patent Term Adjustment under 35 U .S.C. 154 (b) 
(application filed on or after May 29, 2000) 

CONFIRMATION NO. 

2365 

The Patent Term Adjustment is O day(s) . Any patent to issue from the above-identified application will include 
an indication of the adjustment on the front page. 

If a Continued Prosecution Application (CPA) was filed in the above-identified application, the filing date that 
determines Patent Term Adjustment is the filing date of the most recent CPA. 

Applicant will be able to obtain more detailed information by accessing the Patent Application Information 
Retrieval (PAIR) WEB site (http://pair.uspto.gov) . 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office 
of Patent Legal Administration at (57 1 )-272-7702. Questions relating to issue and publication fee payments 
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at 
(57 1 )-272-4200. 

APPLICANT(s) (Please see PAIR WEB site http://pair.uspto.gov for additional applicants): 

Robert B. Hoy, Sewell, NJ; 
L3 Technologies, Inc. , New York, NY; 
Mark Fenkner, Marlton, NJ; 
Sean W. Farren, Newburyport, MA; 

The United States represents the largest, most dynamic marketplace in the world and is an unparalleled location 
for business investment, innovation, and commercialization of new technologies .  The USA offers tremendous 
resources and advantages for those who invest and manufacture goods here. Through SelectUSA, our nation 
works to encourage and facilitate business investment. To learn more about why the USA is the best country in 
the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov. 
IR103 (Rev. 10/09) 
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