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(57) ABSTRACT

An apparatus for providing a secure transaction is disclosed.
The apparatus includes an image capture device contigured
to capture an image. the image bavin Infomtation embed-
ded therein, a memory configured to store prcdcternuncd
lllforlllatlrlll, all lllptlt ullrl cirllllgurctl to I'ci:elva lllput llllol-
matron provided by a user, a processor configured to verify
the user based on the input information to ensure that the
user Is authorized to use the apparatus, and genemste an
output based on the information embedded in the image and
the predetermined information. and an output unit confi-
urcd to forward Ihc output gcncrated by the processor.
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1

METHOD AND APPARATUS FOR
PROVIDIN('E('URE IDENTIFICATION,
VERIIHCATION AND AUTIIORI/ATION

BACKCIROUND

1. Field
lhc present uivmilion rclalcs gcncrally to secure transac-

tions, and more specifically. to methods and devices filr
pmviding secure identification, verification and authorim-
tion using a portable secure device

2. Back~lund
There are many applications where authentication can be

usclul uicluduig, lor cxamplc, c-commerce lrmisaclions,
scclirc sy'su:lu access, clc. Aufllcllnctiuiiu tcchlliiio Ics dlc
generally implemented to verify the identify of a user prior
to allowing the user to have ability to pertilnn certain tasks,
such as. accessmg confidential information or conducting
authorized transactions. Many authentication systems are
known in the att and the methodologies associated with
fllcsc svslclus cover B wide Itillgc of lcchluqucs.

lhc use of credit mid debit curds to conduct paymeut
transactions is very populm ('redit and debit cards can be
used for paying telephone charges and purchase transac-
tions Vi'ith the burgeoning gnlw:th of online ore-comnlerce,
the use of credit and debit cards to pay for online uansac-
tious is also increasing. Such increase use of credit and debit
cards also results in increase ui idenuly Ihef1 comes ulclud-
ing cnxlit card 1)aud. In rcsponsc, card issuers are employing
various different nleasures in order to minimize and/or
prevent such crimes I'or example, in order to pmvide
suflicient authentication, a user may be required to pmvide
additional information durin the card approval process,
such as. certain numbers printed on the back of the card. the
postal zip code lor thc bilhng address associated wilh the
card. or a persona idcntiiication munbcr (PIN) linked lo the
card. Because such Inl'onnation Is suitic, it may be of
nominal effectiveness

In one existing system, an apparatus is provided filr
identifying an individual. The apparatus employs a static
value and a dynamic variable to generate passu:ords. For
every Irmlstmlion lo bc completed, a lixixl code is cntcred
into Ihe card by thc user at thestari of lhc access rcsluesl
procixlurc. Tins lixed code constitutes lhc slalic value. Thc
dynamic variable is produced which varies dynamically as a
function of time 'I'he static value and the dynamic variable
are next used as Input pamsmeters of a secret encryption
algoritlun implemented in order to produce a password in
thc card. Tlus password I ~ displayed on thc card and lhc user
is imilcd to tramfi:r Il to a scrvcr. The lixed code is also
uansfcrrcxl Io llm scrvcr. Thc server then calculates the
password by using the same encryption algorithm and the
dynamic variable 1 he password generated by the password
is conlpared with the password transmitted to the server by
the user. In the event of matching, authorization for access
lo Ihc lunction cau be dclivcrcd. It will be noted lhal thc
dyruunic variable Is a time-dependent dynmum value. Suicc
this vdnablc ls ncccssanly produced uldepcndcntly. both in
the card and in the server. the clocks of these two facilities
used to pmduce the dynaniic variable on each ~ ide nnist be
synchronized with a given accuracy. As a result. the appa-
ratus requires time-dependent syncluonization and shared
secrct keys.

Auofllcl cxlstlllg svstclll discloses B lllclhod Blld appaldnls
lol secure credit card Irallsdcllolls. This appdliitils ciiulpnscs
an authorization coniputer and a credit card that work in
conjunction with each other to enhance the security of credit

card transactions. Morespccllically. thc systmu includes B

smart credit card tlmt has a microprocessor. associated
menlories and a liquid crystal display I'he credit card is used
to produce a unique verification mimber by processing a
trmisaction sequence number with an encryption algoritlun.
The verification number is then displayed in the display
dcvicc. Bnd can be lransmltlixl lo Ihc mithonzalion compuler
along with B customer ulcntifying account number. The
cmnputer, ivhich is used for authorizing the credit card

Io transactions for the customers of the credit card issuer, uses
the accoiuit number to access an account hie filr the credit
cardholder. The account file contains a de-encryption algo-
rithm, wluch is complementary to the encryption al oritlun
of the credit card. such that Ihc computer cmi usc thc
dc-micryp lion Blgorillun togclhcr with thc venlicdtion mun-
ber to produce a computed transaction sequence nuniber
l3oth transaction sequence numbers. the one in the card and
the one in the computer, are changed by increment after the
authorized transaction so that a difierent verihcation number

le is generated and used in the authorization in each subsequent
credit card transaction. Synduonization bctwccn thc card
and the computer ls rcquircd.

In another existing systenl. a portable information and
transaction processin system and method utilizing biomet-
ric authorization and digital certiticate security is discklsed
The system uses a portable client PDA v ith touch screen,
microphone. and CPU for processing voice commands, and
processing biomclnc data lo I eril'y a user. In fach the system
rcquircs thc use ol' PDA ui which the user stores lus

lc financial and personal information A digital certificate is
downloaded fmm a central server of a service pmvider 'I he
digital certificate accomplishes the goal of identification
verification by checking whether the digital certificate is
expired before providing any credit card information. Tlfls

ls system is ullended for mmiaging linancial dale Thc Rire-
going system rcquircs use of shared secrct keys between Ihe
user Bnd Ihc vcnlicr. II also requires time-dependent syn-
chronization filr user verification purposes

Another prior art system discloses a token issuuig system,
do a mobile conununication nleans. a token verification system

and tokens. A user of the mobile communication means can
use llus system by ordering a certain token 1)om thc token
issuing system. winch produces a token and trmismils thc
tokmi to the mobile commumcauon mcam. Thc user of thc
mobile cominunication means can then later use the token
by effecting the transfer of the token to the token verification
system. which receives and processes the token, and allows
the user to obtain the benefit„ri+t. or product associated
with the token. In onc cmbodunmlt, thc user ol'hc mobile

O conumuucalion means types Ihe tokmi ou B kcypad of Ihe
verifying system. Thc vcnfyuig system can uicludc a scan-
ning or image capture device for reading information on a
display of the mobile communication means The verifying
system can comprise a digital camera for obtaining images.

ss ln another embodiment. the mobile conmuuucatlon means
displays thc token as d bar code on a display of thc mobile
conunuiucatlon means. Thc verifying system uses a shared
kcy lo diurypt thc encoded suing rcccivcxi 1)om thc mobile
colunlilnlcatlou ltle;lus

ic Another prior art system discloses an mithentication and
verification method and apparatus employing tokens. The
token. ivlfich can be a credit-card sized chp or carried as part
of B kcy chain, works in conjunction with lmrdwarc or
soflw Brc running on a supphcr's scrvcr system lo gcncralea

ss ncw, unpredictable code every 60 seconds that is known Io
the supplier server lior instance, each user may receive a
personal token bavin a hidden 6-di it numencal string The
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user lhrther selects a 4 thgrur1 personal rdmitrlicauon number
(PIN I that is appended to the hidden numerical string m the
token 1he user's password rs therefiire the combination of
the 4-digit PIN plus the hidden 61-digit numerical string 'I he
6-digit numerical string in the token automatically changes
every 60 seconds. A security server compares rhe user-
cntcrtxl password with its knowledge of what password
should have bccn eulcrcd for that 60-second penod. The
fore oing system requires time-dependent synchronization.
liurther, the passwords change every 610 seconds.

lienee, rt would be desinsble to provide methods and
devices that are capable of providing secure transactions in
a ntore efficient manner.

SDMMAIRY

An apparatus for pmviding a secure transaction is dis-
closed. In one embodiment, thc apparatus mcludes mi unagc
cdpniic ilt:vlcc coilfigiti'cd lo cdpltlrc Bii 1111Bgc hBviiig Irrlor-
mauon cmbcddcd llmrmn, a memory contigurcd lo store
predeterniined inforniatron. an input unit configured to
receive input inforniatron provided by a user, a processor
configured to: verify the user based on the input infomtation
to ensure that the user is authorized to use the apparatus, and
generate dn output based ou Ihc infonnalron cmbcddcd rn
thc rnuigc mid the prcdctermuicd inliinndlion, rmd an output
unit conligurcd lo forward the output gencralcd by the
PIOCCSSOI'.

1he processor may be further configured to generate the
output usin the input infomtation. The input infomtarion
may include one of a personal identification number and
biometnc uiformauou. The processor may also be coniig-
urcd lo dccodc the urlomralron embedded in Ihc image for
usc ui gcncranng thc output by usuig an encryption. decryp-
tion or message authentication code algorithm

In one aspect, the information embedded in the image
may include information relating to a transaction. The output
may represent an authentication code to be used to authen-
ticate the user with rcspcct to Ihe transaction. The output
Iutly'lso iilclUilc B digitBI sigilalurc lo be usctl lo srgnrty
authorization by thc user with rcspccl lo thc lrmisaclion. The
transaction includes an online transaction

In another aspect, the infiirmation embedded in the image
may include information relating to a set of items and the
information embedded in the device may include payment
card account information. The output may fiuther include
stiruc or illl of lire iiiloriliBliorl rclBliilg lo lhc payiucrll card
account lo bc used for paymcnl with respect lo Ihc transac-
tion along with the signature or authorization code to be used
as proof that the user of the device has authorized the
transaction.

In yet another aspect, the information embedded in the
image may include information relating to a password to be
used to unlocl a srxured document. The oulpul nuiy mclude
thc password to be used to unlock thc secured docummil.

In a further aspect, the information embedded rn the
image niay include information provided by a vendor relat-
ing to a pending transaction. The output may include some
or all of the information provided by the vendor to be used
to alert the user with respect to the pending transaction.

1he apparatus may include one of a mobile device. a
smartcard. a card, a badge or a token. 'I'he nxibile device
may further include one of a ceil phone and a personal
digital assistant.

Ii is understood tlrdt other embodimcnls of lhe present
invention v ill become readily apparent to those skilled in
the art from the fiillowing detailed description, v herein

venous cmbodrmcnls of thc uivcntron are shown and
described by tvay of illustmtion As will be realized, the
invention is capable of other and differen embodiments and
its several details are capable of ntodihcation in various
other respects, all without departing from the spirit and
scope of the present invention. Accordingly. the dmswings
and detailed dcscnplion arc lo bc regarded as illustrative in
nature and nol as rcslricnic.

io BRIEF DESCRIPTION OF THE DRAWINCiS

Aspects ol thc presmti uivcnlion arc illustrated bv wav of
example, and not by way of linulanon, rn the accompanyuig
drawings, wherein

lil(i I is a simplitied schematic diagrant illustntting a
secure der ice according to one embodiment of the present
invention:

FICi 2 rs a fiow diagram illusu sting gcncral operations of
thc secure devrcc according to onc embodiment ol'hc

IO present uivcntion;
lil(i 5 is a simplified schematic diagram illustrating one

authentication application of the secure device according to
one embodiment of the present invention„

FICi. 4 is a simplitied schematic diagram illustratin
another aulhcnucauon application of the secure device
according to one cmbodimmtt of the present rnvenuon.

FICi 5 rs a simplriicd schenuitic diagram illustrating one
mrthorization application of the secure device according to
one embodiment of the present im ention,

ic FICi 6 is a simplified schematic diagmsm illustrating
another authorization application of the secure device
according to onc cmbodimcnl ol'hc present utvcntion,

FICi 7 rs a sunphlitxl scicmatm diagram illustrating onc
iligildl sigiliitiirc Bppliciilitirr of Ihc sccUIC device dccordliig

Is to one embodiment of the present invention:
lil(i g is a tints dit rani illustrating general operations of

a document distribution application using the secure device
according to one embodiment of the present invention;

FICi 9 rs a simplriicd schenuitic diagram illustrating one
do online c-conuucrcc Bpphcauon of thesecurc dcvrcc accord-

ing to onc embodiment of Ihc present invcntrou:
lil(i 10 is a simplified scheniatic diagrant illustnsting one

check-out application of the secure device according to one
embodiment of the present invention:

FICi 11 is a simplified schematic diagram illustrating
another check-out application of the secure device according
to onc mnbodrmenl ol'he present invention, and

lil(i 12 is a simplified scheniatic diagrant illustnsting one
phishing-prevention application of the secure device accord-

o ing to one embodiment of the present invention:

DETAILED DESCRIPTION

'I'he detailed description set forth below in connection
s v ith the appended dmivings is intended as a descnptioo of

various embodiments of the present invention and is not
intended to represent the only embodiments in which the
prcscul uivcnlron may bc practiced. Thc detmlcd dcscnplron
includes spccilic dermis for thc purpose of providuig a

sti liioroUgh ltiulclslarnliiig ol lhl: ptcsctil iilvcilliorl. Howcvcr;
it will be apparent to those skilled in the art that the present
invention may be practiced ivi thout these specific details. In
some instances. Ivell-known structures and components are
shown in block diagrant foun in order to avoid obscuring the

ss concepts of the present invention.
I'he present iiwention may be used fiir a number of

ditferent purposes including, for example, mrthentication,
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i

authorize(ion, secure document d&stnbu(ion and guarding
against phishing attacks. as will be further described below.
'I'he present invention may be used in both the ofiline and
online environnlents and provide on-demand input capabil-
IIV.

One or more embodiments of the present invention w&ll

now bc descnbcd. FIG. I Illustrates one secure dcv&cc 100
according to oue cmboduncut of thc prcscnt invent&on. The
secure device (UU may include a pmcessor lt)t). an &mage
capture device or circu&t 120. an input unit 130, an output
unit 140 and a men&cry 150 'I'he secure device lt)0 nlay be
incorporated as part of a token, card, badge, key fob,
personal digital ass&stunt (PDA), and cellphone. etc.

lite processor 110 may Include control logic configured to
control operat&ons of thc sccurc dev&cc 100 ulcludulg. for
example. managing decrypt&on and encryption functions In
sonle emlxldinlents, the processor I I 0 may be implenlented
in the form of a sn&artcard. 11&e smartcard may include a
ciphering unit and a secure memory for storing, public keys,
private keys and/or shared keys.

lite unage capture c&rcuit 120 may ulclude a d&gita(

cmnera or other types ol'image capturm devices. The uuage
capture circuit 120 is used to capture in&sac and/or v&deo
information. I'he captured image and/or video infornlation
nlay include a barcode including an one-dimensional bar-
code. such as a linear barcode, or n multi-dimensional
barcode. such as a 2D barcode. multiple barcodes in a single
image or muluplc barcodcs ul muliiplc unages whcrc mul-
uplc unages Ihm& a stream of unages or a vnleo. As w&11 bc
further described below, the captured image and/or v&deo
information is used and pmcessed for a number of different
pl&fptlses

The input device 130 may include a keypad. a touch
sensitive screen„a biometric input unit or other types of
devices that arc capable of allow ul a user (o provnle Input
inionnation. Thc b&omc(nc input u&ut may ulclutlc a( least
ouc t&I a fiugt:rprhlt I'ct:ogtutlou ulotlulc'. Bail a lite&Bi recog-
nition module. As will be fmther described belotv. the input
information may be used for identification purposes to allow
the secure device 100 to be activated by the user. as well as
other purposes.

lite ou(put utut 140 may &ncludc a LCD (Ltqunl Crystal
Display). The d&splay 140 &s usixl (o display &uihnuanon to

user of thc secure dcv&ce 100.
'Ihe memory 150 may include any type of stonsae dev&ces

that can be used to store information.
The secure device 100 generally operates in the foliov. ing

manner„as shown in FILI. 2. At block 200. the secure dev&ce
100 via the image capture c&rcui( 120 captures mfi&nnat&on
on a still or mov&ng &mage or a s(ream of unages. The stremn
ol uuttgtv a&ay coustlttttc B vltlco. Thc uuagc tu viol&:0 ula)'nclude.for example, a linear or 2D barcode Multiple
barcodes may be embedded m the same image, or alterna-
tively. mult&pie barcodes may be tmsnsmitted in multiple
frames or images The image or stream of images contain
I:ulbedded information Ihat &s relevant (o (hc tr&msactton (0
bc conducted. The &nformat&on embcddcd in (he &mage or
stream 01'mages may bc created usulg any onc of a number
of well-knotvn declyption/enci)ption algorithms. Such as, a
synlmetric system using shared keys an asymmetric systenl
using public/private I ey pairs For example. the infomtation
embedded in an image may be encrypted using, n public key
or signed by a pnvate key. Based on (IIC disclosure and
tcdclungs provided hcrcu&. a person ol'rdinary siull tn the
art w&11 know how to sclcct thc appropriate decryp(iou/
encryption algorith&ll for use according to the present i&lven-
tlol'I

At block 210, thc sccurc dcvicc 100 also prompts a user
to provide identification information via the input unit 130
'I'he Identificatio intbrnlation nlay include a personal iden-
tification number (PIN). a password. and/or biometric inftlr-
mat&on. The identification information is used to identify the
user to ensure that the user is mtthonzed to use the secure
dcvicc 100.

At block 220, Ihc secure det ice 100 v&a the processor 110
decodes the captured ims e or video and extracts the rel-

&0 event embedded information. I'he processor l(0 has knowl-
edge of the encryption algoritlml that is used to create the
ima e and thus is able to use the correspondin decryption
algontlml to decode the captured image The decryption
algonthm nuiy usc one or morc Input parameters for tfccod-
iug. For example, &f thc unage &s crcatcd us&ng a public kcy.
the corresponding private key (as well as other information,
such as, predetem&ined infonuation stored in the memory
15U mid the input information provided by the user) may be
used to decrypt or decode the captured image. The prede-

Io teunined infomtation may include„ for example, address
hlloruldtlou, pclsoual profilt: la(cia&at&on Bail pavulcu(
account infi&rmat&on. Thc sccurc dev&cc 100 also clnvks the
identification information provided by the user to verify or
m&thenticate the user's identity 'lhe identificatiim informa-
tion provided by the user is checked aga&nst information
previously supplied by the user during registration.

At block 230. upon successful verification of the user's
iden(ily and dccodulg of the captured &mage. thc secure
dcv&ce 100 genera(cs thc appropnatc &nstrucuous or ullbr-

io mat&on for the user 'I'he instn&ctions or information &nay

then be provided via the output unit 140 filr further action by
the user. 'I'he user nlay act on the Instructions or information
in a number of v:ays. For example„ the Instructions or
information may be transmitted in the form of a radio or

li son&c signal. Thc trtmsnnucd signal may then bc reccivcd by
another par(y. such as. a mcrchanz scllcr. vendor or Ih&rd-

part)'crvtcc prov&tier, for tlsc ul count:calcu with vttllotls
purposes, as &vill be fiirther described below

I'he secure device 100 can be deployed in a number of
do applications. In one illustrative appl&cat&on. the secure

device 100 is used to effect authentication, as shov n in FILI.
3. Autlmnt&cat&on is necdcd for any system whcrc thc itfcn-
t&ty of a user has to bc ascertained. As shown in FIG. 3, a
user vis&ts a wcbsitc and &s prese&I&ox( with a log-on scrccn
3UU 'I'he user is required to enter certain correct information
(such as, company ID 310. user ID 320 and password 330)
before further access to the tvebsite is panted. In addition,
the log-on screen 300 further d&splays an image or video
340 Thc &mage or tidco 340. such as a linear barcode, or

o mult&pie barcodcs in moving images coute&n ccrtaul embed-
dtxl &nfomlat&on that w&ll bc used to denvc thc correspond-
ing authentication code 350 I'he correct authent&cat&on code
350 has to be entered in order to allow the user to contim&e
to access the tvebsite.

11 The user activates the secure device 100 and uses the
secure dev&cc 100 to scan thc unage or vnleo 340. As part of
thc

active (ion

process. &hc user may nccd to enter a password
or other types ol'dcntilicdiion Information ul(o thc secure
device 100 to ensure that the user is authorized to use the

io secure device 100 The secure device llfi) then derives the
authent&cation code 350 and other relevant information 360
based on the embedded infomlation stored in the scmuled
image or video 340 and, opuonally. other types ol'nforma-
tion htcltttiulg, for cxdulplt) prctlctcruuuctl hlfonuauou

si stored &n thc sccurc dcv&ct: 100 and &dcntilicat&on informa-
tion provided by the user. 'I he derivation process may be
performed using an encryption, a decryption or a message
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duthenncauon algoritlun. Il'hc image 340 lws been gcncr-
ated using an encryption or decryption algorithm, the deri-
vation process may correspond to the encryption or decryp-
tion algoritlmi used to create the information embedded in
the image or video 340. The authentication code 350 and
other relevant information 360 are displayed on secure
device 100 for viewing by thc user. Thc user may then kcy
in thc authentication code 350 as weil as other required
information (such as, company ID 310, user ID 320 and
password 330) to obtain further access to the v ebsite. Since
the website initially provides the image or video 340, the
ivebsite also has knowledge regarding the correct authenti-
cation code 350 correspondin to the information embedded
in the image or video 340. Tlm fiiregoing method may also
bc used 10 idcnufy users or Buthcnucate users to computer
terminals. servers, and devices, etc

If the output of the secure device 100 is transmitted in the
fiirm of a radio or sonic signal, a corresponding reception
device at a station (such as, a computer. temtinal or server)
receiving the tmnsmltted si nal may deem the user identified
11 lilt: Slgllai COIVCsponds 10 Bll CxpCC(Cd VBIUC Bt tllC 9!Blloll
for a spccitic user and secure device 100 previously regis-
tered fiir that station

1hc secure device 100 may also be used to identify ill'ithenticatepersons for physical access to structures and/or
vehicles througihentry points. such as. doors and gates. If the
output of the secure device 100 is tmsnsmitted in the fomi of
d Itidlo iir 90111C Slglltll. 9 Sltillon (C.g., 9 IUCICEBllt, SCIICI,

Vendor. (turd part service provnlcr, uard) rcwclvuig thc
transmitted signal may deem the user identified if the signal
corresponds to an expected value at the statiiuu fora specihc
user and secure device 100 If, on the other hand, the output
is in the form of a visual display displayed on the secure
device 100„ the user can enter the displayed infomtation on
d kCV'ptid Btliu:hCd 10 tilt: S(Blloll. ThC USCI Call BISO ICad 111C

inlonnalion to a maclune or a person over the tclephonc at
thc stauon. Thc user can also write down the displayed
information on paper for imniediate or later procewsing 1 he
display may display an iniage that can be captured v ith a
camera at the station, thereby eliminating the need for user
to enter, read or write dov n the information.

Ill llli: IUClltlllctitlon lllixlC. 1hC Oiitpiit lroln lhi: Si:CUIC

dcvicc 100 rccmvcd at n stauon may be compared to all thc
Ii:glslcrcd Usi:rs Slid ili:vlci:9 10 lilt:llulv thc iiscr dlld thc
secure device 1(H) that would generate the expected output.
%pith suitable selection of the encryption protocols, the
output can be rendered deterministically or probabilistically
unique for each user and device combination.

lite image or video captured by thc secure dcvlcc 100
Illtly'1190 lnchidi: Bikhtlontil llllollllaniin, 91ich ils, llllomla-
tion relating to a wcbsitc, server, terminal. device. structure
or vehicle which the user is gaining access to. 'I'he iniage or
video capnired by the secure device 100 inay further include
a description of the action. such as. Iogin to a server or
terminal or access to a structure. In addition. the inm e or
Video captured by thc secure device 100 may ulcludc a

umquc number, nonce, a tmnsaction number or a random
number. d number that the secure device 100 will use to
derive the authentication code. Iiurthennore. the image or
video captured by the device may include a digital signature

enerated by a tnisted party.
The authentication pmcess can also be accomplished in

two steps to improve thc security. Thc user may provide lus
or her inl'onnatlon such as company ID, user ID. and a
password in Ihc tire( step of thc mnhcnllcallon. The 1crnunal,
server, or website receiving the infiinnation may generate an
image in the second step of the mithentication process. 1 he

lllldgi: gCBCI'ii(Cd ln IIIC 9CCOIli! Sli:p Of tilt: BiflllCII(ICdtlon
pmcess may contain information specific for the user. Such
infornlation may include the identity of the user as estab-
lished by the first step and a piece of information that can be
used to prevent replay attacks. The piece of information that
cmi be used to prevent repLay attacks include, for example,
time of the last logui, d scxtucncc number assigned at the last
authentication process, or a scqucncc number greater limn a
munber embedded in the imane at the last authentication

io pmcess. Iiurthemiore. such intiirnlation niay be digitally
signed to prevent other parties trom generating such intilr-
matlon The secure device 100 can be used to capture such
information and the secure device 100 may verify the
validity of such information by veul'ylng thc sigimturc and
thc piccc of inl'omiation added to prcvcnt replay a(nicks. For
exaniple, the secure device I UU may verify that the sequence
nunlber used by the site is larger than the last sequence
nunlber tlmt the secure device 100 has captuicd.

The speed of the authentication process can be increased
Io by establishing a secret key shared by the secure device 100

and thc wcbsitc, scrvcr or terminal rcquinng authentication.
Such shared scmrct kcy c;m bc sclccted by thc website, server
or ternnnal requiring, mithentication and sent to the secure
device I 00 through the images that enlbed such information
The shared secret key nlay be encrypted by the public key
of the secure device 100 and signed by the pnvate key of the
webslte, server or terminal requiring information. The
secure device 100, upon rccmi ing thc Information related to
thc shared secret kcy, may conlinn thc validity by vcril'yuig

io the digital signature associated v ith the information. Upon
verification, the secure device 100 may stoic the shared
secret key in a secure fashion. Any interaction with the
v ebslte, server or terminal requinng authentication can use
the shared secret key to create shorter stytatures Further-

)i more, such signatures can be created and vcniicd faster than
111C illgltiil slgllatlili:9 CICd(Cd U91llg d9)'lllllli:trlC CIICD'plica
dlgolltlllllS.

In another illustrative application, the secure device 100
can be used to effect mithentication in an alternative manner,

do as shown in FICI. 4. Similarly, the user uses the secure device
100 to derii e the authentication code 410 and other relevant
infiirmation 420 Ibom thc sctnuicd image or video 400. Thc
secure dcvicc 100 then further prompts thc user to enter
his/hcr personal idcntiiication number (PIN) 430 miiffor
other identification infiimlation 'I'he PIN 430 and/or iden-
tification infomiation may then be forwarded by the secure
device 100 in the foun of a message to the website server
440 via. for example, a wide area networl (such as, a cellular
or wirclcss network). SMS (Short Message Service), EMS

o (Extcndcd Message Scil ice), or other types of message
dchvcry scrviccs or protocols. Thc messngc may include
identity of the user and secure device 100, a unique value
generated by the secure device 100, and a unique number,
nonce. a transaction nunlber or a random number embedded

s. in the image. The message migtt be digitally si ned and
micryptcd to protect and prove thc ldcnuty of the user and
thc secure device 100 and also to prevent cavesdmpping. If
a shared secrct kcy luis bccn cstablishcd previously. thc
shared secret key can also be used to increase the speed of

io the encryption and signature generation and shorten the
message length.

The server 440, by using the unique number. the nonce,
the transaction number or thc random number tnmsmtttcxt
with the message, may identify the session that thc user is

ss using 10 authcnticatc his or her ldcnuty Bnd may then ihwm
the session as authenticated, thereby allowing the user to
cmiduct any desired transactions on the website. In one
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mubodimcnt. thc secure device 100 may be nuplcmcntcd as
part of a cell phone or a personal digital assistant

In another illustmstive application, the secure device 100
can be used to effect authorization, as slxnvn in lil(i. 5.
Initially. the user may be authenticated for permission to
enter a website. terminal, server or device using the secure
device 100 as dcscnbcd above or Iluou h other mcchiuusms.
11 is also possible that no prior auihenucauon look place.
After the user successfully logs in to the website, terminal,
server or device, the user niay perf0rin a desired transaction,
such as, transferring nioney between accounts. Such desired
transaction may need to be hirther mithorized ro provide
additional security. For example, as shown in FICrk 5. the
user may complctc a form 500 to cfii:ct transli:r ol'money
bciwomi accounts. Upon hittuig Ihe '*Iransler" bu110n 510,
the website, terminal, server or device displays an in(age or
stream of images 52U and a blank designated entry 530 for
a confinnation signature The image or stream of images 520
include embedded Information relating to the transfer rmns-
action and possibly a unique tmsnsaction number. The
cmbcdded inlbmiation might bc cncryptcd mid digitally
signed for autlmnucauou purposes to prcvcnt eavesdrop-
pin 1 he correct conhrniation signature has to be provided
in order to efi'ect the transfer I'he correct confirniation
signature can be derived fmm the information embedded in
the image or stream of images 520 using the secure device
100. More specifically. the user may use the secure device
100 Io scan the unage or stream of unages 520. Thc sccurc
dcvicc 100 may tlmn dccodc thc scanned uuage or strwun of
images 520 and denve the embedded information. 'the
derived information relating to the tmnsfer transaction may
then be shown on a display 540 by the secure device 100 for
viewing by the user. The user may then verify rhe infomia-
tion. The user may optionally be asked to enter his or ber
pCSSoiliil idCiitiliCB(1011 UUillbCI 101 BiilhcilliCB(lou.

Upon completion of the authentication process, Ihc secure
device 100 may gcncrate thc corresponduig con(irma(ion
signature 550 The confirniation signature may be a digital
signature Benemsted based on embedded information con-
tained in the ima e or stream of ima es 520 and, optionally,
other types of information. such as, an identification code
that uiuqucly idcnti(ies the user and the secure device 100.
If a shared scmrct key has bimn establishixl bclbrchand. thc
gcncrated conlinnauon signature may also bc an authenti-
cation code denved from the identity of the user and secure
device 100, the transaction information and the shared secret
key. The user may then input the enerated confimtation
signature or authorization code into the designated entry
530. The w ebs itc, terminal. scrvcr or device may then check
IhC gC11CI'it(Cd Coilliriilatioii SigiliiIUrc 01 BUtl1011ZB(lou COUC

relaiivc io Ihc uiformatiou cmbcddcd ui Ihe unage or strewn
of images 520. If the generated confirmation signature is
correct for a specific user and/or secure device 100, the
transfer transaction v ill be completed. Furthermore, the
genemsted confirmation signature may be used ns undisputed
proof ilrat the user has au(housed thc Iransli:r Iransimtion,
thereby preventing thc user lyom denying having performed
the uansaction.

In a similar illustrative application, the secure device 100
can be used to etfect authorization in an alternative manner,
as shown in FICi. 6 The authorization process is similar to
that described in connection with FICi. 5 above. Alterna-
ni cly. upon the secure device 100 gencraimg thc con(imia-
non st~taturc or authonzauon code, Ihe secure device 100
may transmit the gcncratcd conlirnmtion sigmiIurc or autho-
rization code to a transaction server 600 handling the
transaction The genensted confirmatio signature or autho-

nzation code may bc trmismittcd in the form of a massa c
in a number of ways including. for example. a wide area
network (such as, a cellular or wireless network). einail,
SMS and EMS. I'he message may also include the unique
trmisaction number embedded in the image or stream of
images. In response. upon receiving the generated confir-
maIiou signature or authonzation code, Ihc Irmisaction
scrvcr 600 may then usc thc (ransaction number to idcntily
the session and check the enerated confirmation signature

io or mithorizatioi1 code relative to the information embedded
in the image or stream of ima es and, if appropnate. effect
the transaction and display the confirmation Information 610
to the user.

Authonzution uivoh ing muluplc parties, such as creih1
and debit card trmisnctions. can also bc achieved. For
exaniple, the authorization can be achieved by embedding,
values derived from the transaction with secret information
shared by the user of the secure device IUU and the other
parties. The secrets shared by the user of the secure device

zo 100 md the other parties can be credit card numbers, the
expiration date ol the card, Ihc registcrcd address ol Ihe user,
and a password cstabhshcd by the user. The other parties cmi
be merchants, hanks, credit card issuers. and service pni-
viders that may need to be involved with the transaction A
party receiving a user response can fom ard the response to
any of the other parties for verification purposes. Such
authorization may be used in connection with an online
c-commerce transaction. as will be I'urthcr dcscribcd below.

In another illustrative application, thc secure device 100
so can be used to provide 0(fiine digital signature to effect

authorization, as shown in I'It). 7. A sender seeking autho-
rization for a transaction forwards a printed form 700 to a
user. The printed form 700 includes certain transaction
information as well as an image 710, such as a barcode. or

is a sct of unages, such as a sct of barcodcs. The image 710
includes cmbcddcxI uifomiation rclaung Io the tranxaction.
The user usuig thc sccurc device 100 scans the image 710.
The secure device 100 niay then prompt the user to enter
his/her personal identification number (PIN) 720 for authen-

so tication purposes. Once the correct PIN 720 is entered. the
secure device 100 decodes the scanned image 710 and
dcnvcs Ihc cmbcddcd trmisacuon information. Tlm trmisac-
tion inlbrmation is then shown vui a ihsplay 730 on thc
secure dcvicc 100 io (hc user. The user may limn pmvidc
approval of the transaction by entering the corresponding,
command into the secure device 100 1he secure device (00
may then generate the corresponding confirmation signature
or authorization code 740 based on the information embed-
dixl ui thc image 710 and opuomilly thc PIN 720 of the user

o and display Ihc gciwratcd confirmation signature or autho-
rization code 740 Io Ihc user. In response, thc user may then
pmvide the genentted confirmation signature or authoriza-
tion code 740 to the sender to confirm authorization via, for
example. a telephone. a wide area network (such as, cellular

s. or v ireless network). an email„SMS message. EMS mes-
sage or facsimile 750. Suicc thc scndcr iruually provules thc
image 710. the smidcr also has know lcdgc with respect to thc
corrcspoiidiiig coilli1111atioii sigri;i(tire or authorization code.
As a result, by receiving the generated coiifirniation sigtta-

io ture or authorization code 740 fmm the user, the sender inay
verify v:hether the user is authorized to provide approval for
the transaction.

In another illus(rntivc application, thc sccurc dcvicc 100
can bc used to provide secure document dwtnbution. FIG. 8

ss illusIrates Ihc logic fiow with respect Io using thc secure
device (UU to pmvide secure document distribution. At
block 800, a document is created and secured using a
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password. Thc password can be viewed as the correct
answer to a challenge 'I he challenge is presented to some-
one ivho attempts to access the secured document At block
8)0. a message, such as an email, instant message (IM),
SMS or EMS message. is created for a recipient with the
secured document being included as an attachment. At block
820. an unage or a stre&un of images is crmitcd. 11tc uuage
or stream ol unagcs uicludcs cmbcddcd mfi&mullion rclatuig
to the password used to secure the document. 'I'he informa-
tion embedded in the in&age or stream of images can be
created usin public keys that are stored locally or centrally
managed. In one unplementation, creation of the inm e or
streanl of images may be automated. For example. usin the
Microsoft Ofiicc application, a plug-in cml be added to allow
Ihe image or slrcam ol images contauun Ihe password to bc
inserted automatically mto a message, such as an entail,
alternatively. the image or stream of iinages may also be
created for S,'MIMI& conipatibility on an automated basis by
enerating a one-time certificate and attaching the certificate

to the image or stream of images or encrypting the certificate
willi d I'illldoinly gci&C&dtcil paSsword, Sli&11ng thC CC&1&IICII&C

at a scrvcr and providing thc password and the locat&on of
the certificate to the user thmugh the image or stream of
11'IlageS

At block 830. the image or stream of images is also
included as part of the message. At block 840. the message
including the secured document and the ima. e or stream of
images is delivered to thc recipient. At block 850, upon
opcnmg Ihc message, Ihc recipient mdy usc thc sccurc
device )00 to scan the image or stream of images At block
860. upon retrieving the images or stream of images. the
secure device I UU n&ay then derive the embedded informa-
tion from the images or stream of images including infor-
mation relating to the pass»ord. Such in)i&rmation is then
displayed to thc user. At block 870, thc user uses such
inl'onnation to access thc secured document. For cx unplc, a
cluillenge may bc prcsentcd to the user when &hc user
attenlpts to access the secured docuinent. Upon providiag
the password. the challenge is satisfied and the secured
document can be accessed by the user. It can be seen that the
secure device 100 provides a number of benefits with respect
to secure document distnbution. Fur cxamplc, thc sccurc
dcvicc 100 cirdbles sccurc documeiu dislribution witlx&ut
l&ICUmllg tlllv Bikhtl out& 1 sofiw Bl 0 ICSi&UICCS Oil tllC ICC&p&C&11.

liurthermore. the recipient does not have to manage any
digital certificates, nor does the recipient have to install any
drivers for hardware tokens. Finally. the recipient may use
distrusted terminals to retrieve secured documents.

In a sunilar &llustrat&veapphcdt&on, thc secure dcvmc 100
Call bC i&SCd lo cfiCC& ihgltdl rlghm illa&luge&UC&lt. 1110 UUCII-

men& may contain an across conlrol list lo linul thc users 10

certain operations I or exalt&pie, only certain users might be
alloived to open, modify, change. copy and,'or print the
information embedded in a document or media. such as,
music or video. Furthermore, the digital certificates of the
users might be embcddcd in the documcn( or mod&a directly.
When a user tries to opmi. modify, chtm c, print a&Id&or copy
IEC iloCUU&C&lt Or lllixhB tlltoilgll B pit&grain. IEC plug&dill
might enerate a challenge fi&r a specific user dynaniically.
'I'he challen e might be embedded in an i&nage or stream of
images which. for example. contain barcodes. In response to
the challen e. the user scans the image or stream of images
using &hc sccurc device 100. Thc user m&ght be optionally
Baled to prov&dc a password to cithcr the secure dcvwc 100
or &hc program. Thc six ure device 100 might use &hc private
key of the certificate associated with the user or secure
device I UU to enerate an authentication code in response to

thc challenge. Thc user may then provide thc mithcnt&cat&on
code by entering it nlanually on a terminal qhe secure
device IUU &night also generate radio or sonic signals that
nag)tt be captured by the terminal 'I'he secure device IUU

might also send a message„such as email. SMS or EMS
message. to a server to provide the authentication code. The
progralu ilptill &CCC&vlllg lht: ilillllcllnCB&lot& COUC CotlfimlS lhC

ideu1&ty Uf thc user by comparing Ihc response race&vcd. If
the identity of the user is conhnned and the operation that

lo the user is trying to accomplish is alloived, the program
performs the operation

In a further illustrative application. the secure device 1 00
can be used to conduct transactions usin images displayed
ou pnntcd matcnals, such ds books, s&gns, aud catalogs, or

1 trill&SUIIHCd (0 Coll&pit&C&S 01 1&:b'1 Alon Sc&CC&ls, Bs Shown ill
l&I(i. 9 An image 900 or streanl of images can be displayed
on a catalog, book or si n. '11&e image 9UU or stream of
lilt:lgcs univ also bc shoiv&1 oo B tclivlsloll or colllpuic&'creen.

The image 900 or stream of images may include
Io embedded information relating to a pa&ticu)ar product or

scrvicc )such as, product or service dcscnption mid trans-
action idmltilicdtion), inlonnation rclatcd to B merchant
pmviding the pmduct or service. a public key assigned to the
merchant, a digital signature of the public key, a digital
sigaature for the transaction. the Internet address of the
merchant. etc. IJsin the secure device 100. a user may scan
the image 900 or stream of images The secure device 100
may Ihen denvc thc rclcvmlt infonnauon relating to thc
product or service and display such &ni'onnanon to Ihc user

10 as shown in block 9)0 I'he secure device )00 may further
allow the user to conduct a transaction as shown in blocks
92U-960 I'or example, as shown in block 920. the user &nay

use the secure device 100 to enter selection and purchase
information. Upon receiving the selection and purchase

li iufi&rmat&on, thc a&cure device 100 may then display thc
Sil&UBIB11ZCU tl&IIISBC&loll lilfilrlllalioll to ti&C &ISO&, Bs Show&1 In
block 930. Il'hc user agrees with thc sununanzed transac-
tion information. the user may then authorize the transac-
tion. As shown in block 940, the secure device IUU may

do require the user to provide a PIN to ensure that the user is
authorized to order the transaction. Upon venfymg the PIN
provided by thc user, the sccurc dev&cc 100 may then
procccd»tth thc transaction. for example, by allow ui thc
user to select a shipping address mid displaying thc Iiual
transaction inti&rmation to the user, as shown in block
95U-960 in addition, the secure device )00 may also allow
the user to designate how the transaction is to be paid for. as
shown in blocks 970-980. The secure device 100 may then
for»ard thc rclcvant transactiomil uilonnauon to a server

0 assoc&a&cd with thc merchant fi&r further processui, as
sholvu ui block 990. Such ullbnnauou may bc forwarded to
the merchant using a number of ditferent methods mcludiog„
for exanlple, a v,ide area nenvork (such as, a cellular or
wireless netv orkJ, SMS, EMS or other types of message

&1 delivery services. The information may be encrypted. In
add&tion, thc secure dcvwc 100 may ulso Ibrward a dig&tal
signalurc or authorization code assoc&atcd with the trmlsac-
tion mid generated by thc secure dev&cc 100 to thc scr& cr.
'I'he di ital signature or authorization code niay be used to

io pmve that the tnsnsaction ives legitimately ordered by the
secure device 100. Upon the server completing the transac-
tion. confirmation information can be sent by the merchant
to thc sccurc dcvicc 100 for vicwin by the user, as sho»n
iu block 992.

si Altcmativcly, thc transaction can be handled v&a a third
party service pmvider I be image or stree&it of in&ages can be
generated by the third party service provider. In this case, the
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pubic key and thc scrvcr address of the liard party service
pmvider can be embedded in the secure device 100 'the
server of the third party service pnlvider can conduct the
transaction on behalf of the user of the secure device 100.
The secure device 100 upon deciphering the image or stream
of images can send a confirmation to the third parry service

provider tllrou gh, for example. a w idc sroi nc(v ork (such as,
a cellular or wirclcss network). Thc llurd party service
pmvider can then cooperate w:ith the server associated v ith
the nlerchant to complete the tnlnsaction including. filr
example, transfernng the information required to conlplete
the transaction„such as payment and shipping infomtntion,
to the server associated with the merchant. The third party
service provider may also bill thc user of the secure device
100 directly for the trmlsactlon amoun(.

In the si nmtion where there is no conununication channel
betiveen the secure device 100 and the third party service
pmvider or the merchant, the secure device 1 00 and the third
party service provider or merchant can utilize a shared secret
key and identiiication lnfomiation assi ned to the secure
device 100 or io thc user of the siwurc devwc 100. The
allured secrct kcy and thc idcntllicatlon mformation are
previously provided to the secure device 100 and the service
pmvider lite secure device 100 can capture the image or
stream of iml es and decode its embedded information. The
secure device 100 can then combine the decoded infomla-
tion and the identification information and encode the com-
bmdtion using thc sharixl simret kcy. The mlcoded value,
including a portion ol Ihc alen(dies(ion inionnalion, can bc
displayed on the secure device 100 'I'he user may then
pmvide the encoded value to the terminal, device, or website
or may cail the merchant or third party service pmvider to
provide the encoded information. The third parry service
provider. upon receiving the encoded value. can send the
ini'onnation to the mcrchimt for idcntilication and ven(ica-
non purposes. Tile merchant, upon recco ing thc micodcd
1 Blue, c;m dcnve Ihc idmltlty of thc user and verii'y tha! the
secure device 1(NI has been in legitiinate possession of the
user.

In another illustmtive application. the secure device 100
can be used in a checkout proces~. as shown in FIG. 10 At
block 1000. upon checkout, a rcglsier cncra(es im image or
d sncam of images Ihr a transaction. The unagc or s(rwun of
images includes mnbcddcd information relating lo lhc trans-
action 'I'he image or stream of images is presented to the
user. The user then uses the secure device 100 to scan the
image or stream of images. The secure device 100 then
derives the relevant information relating to the transaction
from thc barcode and displays such information to the user,
as shown in block 1010. Thc user may then authonze the
transac(ion. Thc simurc device 100 may further require the
user to pmvide a PIN, as shown in block 1020, to ensure that
the user is indeed mithorized to appmve the transaction If
the correct PIN is provided. the secure device 100 generates
its own image or stream of images, as shown in block 1030.
Thc inuigc or stream of unagcs gcncratcd by thc sccurc
dcvicc 100 may include rclcvmit transacnon and paymml(
information including, for cximiple. Crcxht card or other
payment account Inforniation 'lite image or stream of
images is then provided to the register, as shown in block
1040. The re ister may include a scmmin. device capable of
scaiuung the image or stream of images displayed on the
secure device 100. Upon retncvulg ihc image or s(reiun of
images from the sccurc device 100, lhc rcgislcr may then
derive ihe relevant lnl'orms (ion and use such information 10

contact a payment server to obtain payment for the trans-
action. as shown in block 1050. I)ependina on the infonna-

tloll lccclvcd fionl lhc legis(el; thc pd)'lllcllt set vcl UIBv thon
pmvide the appropriate response to the register accordingly,
as shown in block 1060

In a further illustmtive application, the secure device 100
cmi be used in a checkout process in Bn alternative manner,
as slmv n in FIG. 11. At block 1100, upon checkout, B

regis(el gcncrates dn nniigc ol B stl'Ldnl of llilagcs fiir B

transaction. Thc image or stream ol'unages includes embed-
ded information relating to the transaction The image or

la stream of images is presented to the user 'lite user tlmn uses
the secure device 100 to scan the image or stream of images
The secure device 100 then derives the relevant infomlation
relating to the transaction from the image or stream of
images mid displays such information to tlm user, as shown
in block 1110. Tllc user may then further provnle any
,'lddttio lad lllfolllultiol'I. SIIC11 Bg 111C tl dflSBC (loll Blnoilflt. Boil
authorize the transaction. as shown in block 1120 'lhe
secure device 100 may further require the user to provide a
PIN, as shown in block 1130„ to ensure that the user is indeed

Ic authorized to order the transaction. If the correct PIN is
provnlcd, the sccurc dcvicc 100 may then contact a payment
set vcl (0 conlplctc pdvlllcllt for thc Irallwictloll, Bs sllowll 111

block 1140 Upon snccessfidly completing payment filr the
transaction, the payment server may then foiward the appnl-
priate confirmatio intilrmation to the secure device 100, as
shown in block 1150. The confirmatio information may be
forwarded to the secure device 100 in a number of ways
including, Ihr example, d wide arcs network (such as. a
cellular or wirelcss nctworl j, SMS, EMS and other types of

3(i illcss;lgc dclivciy scrvlccs Upon. I'ccclvlng, thc coilfil'ill'ltlilil
infornlation, the secure device 100 may then generate its
own image or stream 0 f inlaaes. as shown in block 1160. 'I he
image or stream of images generated by the secure device
100 may include relevant information relating to the trans-

li dCtloll hlChnhng. for CxdnlplC, thc Conflrnldtlon Ullolllldtnill.
The inuigc or stream ol'images may thml bc prcscntcd to (he
regis(el fol scilninng. Upoll rctncvhlg thc lnlagc ol stlciinl ol
inlages fmm the secure device 100, the register may then
derive the relevant information and contirni that the trans-

do action has been paid for and proceed to conclude the
transaction. as shown in block 1170.

In yct another illusudtivc application, thc secure device
100 can bc used to deli:nd against real-time pluslung a(nicks.
as shown ui FIG. 12. Pluslung attacks involve fraudulently
capturing information fmm a user. for exaniple, via a fake
v ebsite, and then using such information to conduct unau-
thorized transactions. At 1230. B user 1200 unknowingly
provides information to a fake website 1210, thinking that
3/hc is dealing w 1th Ihc legitimate w cbsltc 1220. At 1240, (he

c fake wcbslte 1210, upon captunng thc uilhrmauon, (hen
uses such inlhmianon to contact thc lcgiumatc wcbslte 1220
Slid Bttclllpw to conflict Bn lillalllhot'ized tl"lllsactlon At
1250, in order to confirm the transaction. the legitiinate
webslte 1220 generates an image or B stream of images that

i. requires conhrmation by the secure device 100. The image
or strciinl of uniigcs Iniiv'llclUilc collilrnlatlon nllornld(1011
rclatulg (0 the transaction. If thc image or stream of images
is forwarded to thc secure dcvicc 100, Bs shown in 1260, thc
secure device 100 nlay then denve the coiifirniation infilr-

ic mation and display such information to the user, thereby
allowln the user to detect that an unauthonzed transaction
has been attempted. The user may then temiinate any
connimtion (o (hc fake wcbslte 1210. Alternatively. (he

legi (i
matc w eb site 1220 nui y ulcl udc w ariung informs non in

Si thc nnagc Ul stmdnl of llndgcs. sUch Bs, nllornld(1011 dict(Big
the user to disconnect from the ivebsite 1210 and re-connect
to the legitimate w ebs i le I 220 directly. 'I 0 guarantee only the
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legitmiatc user visits lhc legitimate wcbsitc 1220. thc infor-
mation embedded in the image or streain of images may
include a unique but randomly generated number Such a
number may be combined with the URI of the website to
foun a unique URL for a specific user I'or a specific period
of time. Upon denving the relevant information from the
image or stream of images, the sccurc device 100 may lien
display such uiformation to lhe user, thcrcbv alcrtuig the
user to potential fraud and unauthorized transactions and
also providin the user the unique URI. that the user has to
enter in a browser

The legitnnate website 1220 may also detect a legitimate
user by using a cookie stored at the computer associated v ith
the user. A cooloc w a message storrxl in a text file and given
lo a Wcb brow ser by a Wcb scrvcr. The message is then smil
back to the server each time the bn&wser requests a page
fmm the ser& er 1 he niain purpose of cookies is to ideiitify
users and possibly prepare customized Web pages for such
users. A website can detect that a user has never used a
particuLsr computer to visit that website by requesting
cookies stored in a browser assocuiled with thai computer.
Thc cookie stored by llm browser can uniquely identify a
user. In the absence of the cookie, the website may request
the user to visit the ui&ique URI, as described above.

In addition to the applications described above, the
present invention can also be deployed in various other types
of applications includin . for example. digital signanue,
micrypuon, secure ATM cards and simure crcxht cards, etc.
Based on thc disclosure and tcachuigs provnlcd hcrcui, a
person ofordinary skill in the art should knoiv hoiv to deploy
the preseiit inventioi& ii& many other types of applications

'flic various illustrative logical blocks. modules, circuits,
elenients. and/or components described in connection with
the embodiments disclosed herein may be implemented or
pcrformcxl with a gcncral purpose processor, a di ital sigiml
processor (DSP), an apphcation specilic mlegrated circuit
(ASIC). a Iield progranunable gale array (FPGA) or other
pmgmmmable logic component, discrete gate or transistor
logic, discrete hardware components. or any combination
thereof designed to perform the functions described herein.
A general purpose processor may be a microprocessor, but
in thc altemativc. llm processor nmy be any conventional
processor, controller. microcontrollcr, or slate machine. A
processor may also bc implcmenlcd as a combination ol
computin components, e.g, a combination of a DSP and a
microprocessor, a nuinber of micropmcessors, one or nmre
microprocessors in conjunction with a DSP core, or any
i&tllcl'ilch collflgUratii111.

lite methods or algontluns dcscnbcil ui coiuiection with
thc mnbodimcnts ihsclosed hcrcin may bc embodied directly
in hardware. In a sol'tw are module execu(able by a processor,
or in a combmation of both. in the forin of control logic,
pmgmmming instnictions. or other directions, and niay be
contained in a single device or distributed across multiple
devices. A software module may reside in RAM memory,
flash memory, ROM memory. EPROM memory. EEPROM
memory. rcgistcrs, hard disk, a removable disk. a CD-ROM,
or any other foriil of sloriigc IllixliUUI kilowii ln lllc ills A
slomge medium may be coupled to the processor such that
the processor can read information from and write infor-
mation to„ the storage medium. In the alternative. the atom&ge

medium may be integral to the processor.
lite prc& ious description ol'he disclosed embodimmits is

provided lo miablc any person skilled in die art lo make or
usc lhc present invention. Various moddicauons lo lhcse
embodiments will be readily apparent to those skilled in the
art. and Ihe generic principles defined herein inay be applied
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to olhcr cmbodimcnm without dcpartuig from llm spirit of
scope of the invention 'llnig the present mvention is not
intended to be limited to the embodiments shown herein, but
is to be accorded the full scope consistent with the claims,
v herein reference to an element in the singular is not
intended to mean "one and only one" unless specifically so
stated, but m ther "onc or more". Al I structural mid functional
equivalents to thc clcmcnls of lhc venous embodiments
described throughout Ibis disclosure that are I oov:n or later

io cmne to be knoivn to those of ordinary skill in the art are
expressly incorporated herein by reference and are intended
to be encompassed by the claims. Moreover, nothing dis-
closed herein is intended to be dedicated to the public
rcgdrillcss ol wllcthcl sUc11 IhsvliIsUrc ls explicitly recited in
thc claims. No claim clement is lo bc constructed under thc
pmvisions of 35 U S (2 (1112, sixth paragraph. unless the
element is expressly recited using the phrase "means for'* or,
in the case of a method claini. the element is recited using
the pluase "step for".

IC
What is cL&imed is
I An apparatus for providing a secure tmnsaction, the

dppdl'linis Coillprisiilg.
an inmge capture device conhgured to capture an image,

the image bavin infi&rmation embedded therein
including information reLstin to a tmnsaction;

a memory conligurcd to store prcdelcrmincd information,
an input unit configured to receive input information

provided by a user; a processor configured to
verify the user based on Ihe input informatiim to ensure

that the user is milhorized to use the appamtus; and
generate an output based on the infomiation embedded in

thc image mid the predelcnnined information: mid
an output unit configured to foi ward tbe output generated

&I by the pmcessor, ivherein
lhe output includes a digital signature lo bc used to signily

aulhonimtion by lhc user with respect to lhe transac-
tion.

2 The apparatus of claim 1 wherein the processor is
do further configured to generate the output usin the input

ink&rmation.
3 lhe apparatus of claim I ivherem the processor is

further confi ured to decode the information embedded in
the image fi&r use in generating the output by using a
dioryption algonllun.

4 The apparatus of claim I ivherein the input information
includes one of a personal identification muiiber and bio-
metric information.

5 Thc apparatus of claim 1 wherein thc output unit is a

display.
6 The apparatus of cLaim 1 wherein the output is provided

to a verifier. the verifier having access to the infomiation
mubcddcd in the image.

7 The apparatus of cLsim 1 wherein the image includes a
barcode.

8 The apparatus of claim 7 wherein the barcode includes
a nudti-dimensional barcode.

9 1'he apparatus of claini I wherein the image includes a
set of barcodes.

I I). 'I'he apparatus of claim 9 wherein the set of barcodes
includes a set of multi-dimensional barcodes

11. Tile apparatus of claim I wherein the output includes
an authentication code Io be used to authenticate the user

ss v ith respect to the transaction.
12. 1he apparatus of claim I whereii& the tn&nsaction

includes an online transaction.
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13. The apparatus ol'claim 1 wherein ihe predetcrmu&ed

information includes infi&rn&ation reLsting to a payment card
account; and

wherein the output fi&rther includes some or all of the
information relating to the payment card account to be
used fi&r payment w&th respect to the tmnsaction.

14. Thc apparatus of claun 1 wherein Ihc mfi&nnal&on
cmbcddcd in Ilm unagc Includes inii&rmahon relatm to a
password to be used to unlock a secured document; and

&vherein the output includes the password to be used to
unlock the secured document

15. The apparatus of claim 1 wherein the infomtation
en&bedded in the ima e includes information relating to a
Chdll cage, Bllil

wherein Ihc output u&cludcs a password to be usu! Io
satisfy the challenge and unk&ck a secured document.

16. 1he apparatus of clain& I wherein the infornlation
embedded in the in&age includes inti&rmation provfd&xt by a
vendor reLstin to a pending tmsnsaction; and

wherein the output includes some or all of the infomtation
provided by thc vendor to be used to alert Ihc user w&lh

Ii:spec& Ii& Ihi: pi:ndnlg litinsachLBI.
17. '11&e apparatus of clain& I, wherein the apparatus is a

cL'llphone
Ig. 1he apparatus of claim I, wherein the apparatus

includes a smartcard claim 1.
19. An apparatus for pmv&ding a secure transaction. the

dppdldn&s conlpr&snlg.
Iin nnBgc cdpt&ll'L di:vice i:onfigilrcil to capture Bn nniigc,

the ims e having information embedded therein;
a memory configured to store predeterinined location,
m& input unit configumd to receive input infornlation

provided by a user; a processor configured to;
verih'he user based on the input infohnation to ensure

that the user &s mithorizcd to use thc apparatus: and
generate m& output based on the information embedded &n

Ihc nntigi: Bnd thi: prixlctcnnnlcil nlforn&Buon. Bnd
an omput unit configured to forward the output generated

by the pmcessor, wherein
the output unit includes control lo ic configured to for-

ward the output using a messs e delivery protocol.
20. The apparatus of clmm 19 &shercin thc message

dcl&very protocol includes thc Shoit Mcswdge Servwc.
21. The apparatus of clmm 19 &shercin thc message

delivery pmtocol mcludes email.
22. 'I'he apparatus of claim 19 wherein the message

delivery protocol includes the Extended Message Service.
23. A method of provid&ng secure transaction, the method

compris&ng:
conliguring a po&table dcv&cc to:

cdpnnc Bn &lunge, thc BBBgL'dvnlg nlfiun&Bfioll
embedded therein, the information embedded in the
ims e including iilfilrmation relating to a tra&lsac-
t&on:

store predetermined &nfomtation;
rcccive input u&lbrmat&on pmv&dcd by a user.
1 erily Ilu: user based on the u&put mfi&m&anon to m&sure

Il&al Ihc user &s authonzed to usc thc portable device,
enerate an output based on the information embedded

in the image and the predetermined information, and
forward the genemted output to the user.

wherein the output includes a di ital signature to be used
Io signil'y au&hor&Sano&& by Ihe user w&th respcmt 10 the
IIdnmlCnon

24. Thc method of cia&m 23 further comphsing:
configuring the portable device to genenste the output

using the input information.

25. Thc method of claun 23 I'urthcr compns&ng.
configuring the portable device to decode the information

en&bedded in the image ti&r use in generating the output
by using a decryption algorithm

26. The method ofclaim 23 wherein the input infi&rmation
includes one of a personal identitication number and bio-
melhc inli&rmahon.

27. The method of claun 23 further compnsu&g.
configuring the portable device to display the output.

Io 20. I he method of claim 23 wherein the output is pro-
vided to a verifier, the verifier having access to the inti&r-

mat&on embedded in the in&age
29. The method of cLsim 23 wherein the ima e includes

a barcodc.
30. Thc method ol'clmm 29 where&n the barcodc includes

a mutt&-dimensional barcode.
31 'I'he method of claim 23 &vherem the image includes

a set of barcodes
32. The method of claim 31 &&herein the set of barcodes

Io includes a set of multi-dinlensional barcodes.
33. Thc method of'laim 23 0hereu& the output rcprc sents

an authentication code Io be used to authcnhcdtc Ihc user
with respect to the transaction.

34. The method of clainl 23 wherein the transaction
includes an online transaction.

35 'I'he inethod of claim 23 &vherein the predetermined
infornlation includes information relating to a payment card
account, and

whc&L'hl thc oil&pi&I fur&bc& hli:in&les son&i: 0& dll ol Ihi:
inlbrmahon relating io Ihc payment card accounl to bc
used for payment &vith respect to the tnlnsaction.

36. The method of claim 23 where&n the infom&ation
embedded in the image includes information relating to a
password to bc used to unlock a scmurcd document,

and wherein the output includes the password to be used
to unlock the secured document.

37. The method ol'laim 23 where&n thc u&fonnanon
cmbcddcd ul the image Includes u&format&on prov&dcd by a
vendor relating to a pending transaction: and

wherein the output includes some or all of the information
provulcd by Ihe vmxlor Io bc used to alert thc user w&th

respect 10 Ihe pendu&g transaction.
30 'I'he method of claim 23 wherein the information

embedded in the ima e includes information relating to a
challenge;

wherein the output includes a password to be used to
sat&sfy the cl&allenge and unlock a secured document

39. A method of providing secure transaction, the method
conlpr&snlg:

0
configuring a portable device to

cBph&IL. &in in&&gin Ihc inldgc hBvulg nlfonnanon
cmbcddcd Ihcrmn;

store predeternlined information;
rccc&vc input ufihm&ation prov&dcd by a user,
verify the user based on the input information to ensure

that the user is authorized to use the portable device;
gcncrate an output based on thc informsuon cmbcxtdcxt

in the image nnd Ihc prcdctchn&ncd &nformahon, and
forward the generated output to the user using a mes-

sage delivery protocol.
40. Thc method of cia un 30 0 herc&n the message delivery

pmtocol includes the Short Message Service
41. The method of claim 39 wherein the messa e delivery

ss protocol includes email.
42. I he method of claim 39 wherein the n&essage delivery

pmtocol includes the 5 lixtended Message )erv&ce.
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43. s, method ot'provtdutg sccurc transaction, lhc method

Coltlprhsltlfp
conhguring a portable device to:

c;tpture;ttl tnsage, tile tltlage ltavllta ltlfol'tllatlotl
embedded therein:

store predetermined information:
rccctvc input uttbnnauon provuied by a user.
t crify Ihc user based on thc tnpul tnfonnalton lo ensure

that the user is authorised to use the portabte device,

generate an output based on thc utformauon cmbisidcsi
in the image and the predetermined information; and

fonvard the generated output to the user. uherein
the portabie device includes one of a cell phone, a

pcrsonai dtgttai asststanl. and a smartcard.
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