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ABSTRACT

A portable olectronic authorization device for approving a
transaction request originated from an electronic transaction
system. Thc portable electronic authorization dcvicc
includes first logic circuit conligured to receive lira( digital
data reprcscntative of thc transaction rcqucst. There is
further inclucled seconci logic circuit conligurecl to I'orm
second digital data responsive to the transaction rcqucst
receiveclby the first logic circuit if the transaction request is
approved by a user of thc portable electronic transaction
clevice. The secoml digital cata represents encrypted data
signifying an approval by the user of the transaction request.
Additionally, the portable electronic authorization device
includes transmission circuitry coupled to the second logic
circuit. The transmission circuitry is configurecl to transmit
the second digital data from the portable electronic autho-
rization apparatus to the electronic transaction system if the
user approves the transaction request

82 Claims, 11 Drawing Sheets
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PORTABLE FI.FCTRONIC
AUTHORIZATION DEVICES AND METHODS

THFRFFOR

BACKGROUND OF THE INVENTION

The present invention relates to methods and apparatus
for conducting electronic transactions. More particularly, the
present invention refutes to portable electronic authorization
devices (PEADs) which advantageously and substantially
eliminate the secunty risks associated with prior art tech-
niques of approving transactions lietwccn a user and an
electronic transaction system.

Electronic transaction systems are known. An electronic
transaction system typically permits a user to conduct des-
ignated transactions electronically, which substantially
improves efiiciency aml convenience to the user. Examples
of electronic transactions mclude transactions conducted via
computer networks, automate&i teller machines (ATM*a),
automated point-of-sale systems, automated library systems,
and thc like. Transactions conducted via computer networks
may encompass a wide range of transactions, mcluding
exchanging information and data via a computer network
popularly kn&ovn as the Internet, e g., to mal&e a purchase
from a vendor on thc network ATM's typically permit users
to conduct iinancial transactions (such as withdrawals,
transfers, deposits, and the like) vis-a-vis a financial insti-
tutxin in an ekctronic manner. Automatod point-ol'-sale
systems may be employed by merchants to permit users to
purchase products or services using thc users'lectronic
account, andi automated library systems may be employed to
permit lilirary users to check out and return library materials.
Other examples of electronic transaction systems are readily
available in popular litcraturc and arc not enumerated hermn
I'or brevity sake

To enhance security to the user*s account, electronic
transaction systems typically request the user to provide
identification data to authenticate himself as the user autho-
rized to approve tho proposed transaction or transactions. If
the user fails to provide the requested identiticat ion data, the
proposed transaction or transactions arc not authorized and
will not lie processed. The identification data may be
rcquircd with each transaction. By way of cxamplc, an
automated point-of-sale system may require the user to
approve a purchase transaction and will accept an approval
message only if it is satisfied that the person approving the
transaction has furnished adequate idcntifyin data authcn-
ucating himself as the person authorized to perform the
approval. Altcrnativcly, thc identificatio data may bc
entered liy the user at the start of a session to authenticate
himself and cnablc that user to subscqucntly perform any
number of. transactions without further authentication.

In the poor art, users are typically required to manually
enter the identification data into the electronic transaction
system for authentication Typically, the entry of identiiica-
tion data involves typing in a password on a numeric kcypad
or on a keyboard The. idenulication data is then compared
with data previously stored withiri the electronic transaction
system, and authentication is satistied when there is a match
As mentioned previously, the transaction or transactions
proposed will not be allo&vert to proceed if there is no match

Although prior art electronic transaction systems provide
some protection from unauthorized access and usc of the
user*a account, there are disadvantages. I'n illustrate certain
disa&lvantagcs associamd with prior art electronic transac-
uon systems, reference may be made to FIG I herein. FIG
1 shows an automated teller machine (A1M) 100, rcprescnt-

ing the requesting device of an electronic transaction system
102. Electromc transacuon system 102 may include, for
example, a central database 104 which contains previously-
stored identitication data and account data of user 106.

To iniuate a typical transaction with ATM 100, user 106
first inserts a data card 107, such as a hank card or a credit
card, into a card reader 109 Data card 107 typically includes
a magnetic stripe that contains thc account number and other
information rclatcd to thc user, which may then be read by

,o card reader 109. The data stored in data card 107 enables
electronic transaction systom 102 to asc&,rtain which account
in database. 104 user 106 wishes to transact business.

Via a keypad 108 on ATM 100, user 106 may then be able
to enter his identification data, e.g., his personal identilica-
tion number (PIN), to authenticate himself. If the entered
ulentilication data matches the identilication data attired with
the account in database 104 that is identiiied by data card
107, the user is authenticated and granted access to his
account. If there is no match, authentication fails. After
authentication, user 106 may bc able to, for example,
employ a combinauon of keypad 108 and a screen 110 to
withdraw cash from his account, which results in cash bein
dispensed from AI'M 100 aml the balance in his account
withm database 104 correspondingly reduced.

Theoretically, the identitication data entered into ATM
zs 100 should be secure. In reality, there are many potential

security risks to the identification data in prior art authen-
tication techniques Since the identification data is not
encrypted bel'ore being entered into ATM 100, the non-
encrypted identification data is vulnerable to unauthorized

in access and procurement.. Encryption ol'he identilication
data is not practical m the poor art sioce it would have been
too complicated and/or inconvenient for the user to perform
encryptmn or memonze the encrypted identification data
Unauthorized procurcmcnt of thc identification data in thc
poor art may occur, for example, upon entry if it is inad-
vcrtcntly scen by another party, c.g., by another person
behmd user 106, either on screen 110 or more likely at
keypad 108.

Even if encryption is cmploycd on the identification data
4o in the poor art, e g., prior to transmisston lrom ATM 100 to

database 104, the encryption typically occurs within AfM
l(0) and still requires the entry of'on-encrypted identilica-
tion data from user 106 and the existence of the identifica-
tion data for some duration of time in ATM 100. Unautho-

4 rized access to the identification data may then occur if an
unauthorized party is alilc to gain entry into ATM 100 and
intercepts, e.g, via softivare or bard&vare implemented in
ATM 100, thc non-encrypted identificatio data therein.

Furthormorc, if public kcy cryptography is cmploycd
su within Al'M 100, the storage of the user's private key &vithm

Al'M 100 rcndcrs this private kcy vulncrablc to theft, further
exposing the user's account to risk The stolen password
and&or private kcy may then bc cmploycd to allow unau-
thorized persons to access the user's account to the user's
dctrimcnt.

In view of the foregoing, there are desired apparatus and
methods for conducting transactions with the electronic
transaction system while substantially eliminate thc risk of
unauthorized access to ihe user's account and unauthowzed

ec procuremcnt of thc user identification data. Preferably, such
an apparatus shoukl be easily portable to permit the user to
conveniently and conifortably perform transaction authen-
tication anvwhcrc.

SUMMARY Ol'I'flL INVL'N'11ON

The present invention relates, in onc embodiment, to a
method in a portable electronic authorization device Rir
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approving a transaction request originated from an elec-
tronic transaction system. The method includes receiving at
thc portalilc electronic authorization device first &tigital data,
the first digital data representing the transacuon request. The
method further inchidcs transmitting a second di ital data to
the electronic transactuin system if the transaction request is
approved by a user of the portalilc clcctronic authorization
device. The second digital data is encrypted by circuitries
within thc portable clcctronic authorization dcvicc and sig-
niiies the user*a approval of the transaction request.

In another cmliodimcnt, thc invention rclatcs to a portable
electronic authorization device for approvmg a transaction
rcqucst originated from an clcctronic transaction system.
The inventive portable electronic authorization device
includes first Io~c circuit conflgurcd to rcccivc firs digital
data representaflve of the transaction request. There is
further included second logic circuit configure to form
second digital data responsive to the transaction request
received by thc first logic circuit if thc transaction rcqucst is
approved by a user of the portable electronic transaction
device. 'I'he second digital data represents encrypted data
signifying an approval by thc user of the transaction request.
Additionally, the mventive portable. electronic authorization
device includes transmission circuitry coupled to the second
logic circuit The. &ransmission circuitry is conligured to
transmit thc second digital data from thc portable electronic
authonzation apparatus to the electromc transacuon system
if the user approves the transaction request.

These and other advantages of the. present mvenuon will
become apparent upon reading the followin detailed
descnptions and studymg the various figures of the draw-
lilgs.

BRIEF DESCRIPTION OF THE DRAWINGS

To facilitate discussion,
FIG. 3 shows a prior art electronic iransaction system,

including an automated teller machine CAMT).

llCi. 2 illustrates, in accordance ivith one embodiment of
thc present invention, a portable electronic authorization
device (PEAII), representing the apparatus for securely
approving transactions conducted vis-a-vis an electronic
transaction system.

I'IG. 3A shows, in one embodiment of thc present
mvention, a simplified schematic of the PL&AD of Iil(i. 2

FIG. 3B shows, in one embodimeni, the format of repre-
sentative transaction approval data.

FICi. 4 illustrates, in accordance with one embodiment of
thc prcscnt invention, a logic lilock schematic of thc PEAD.

11(i. 5A represents, in accordance with one embodiment
of thc prcscnt invention, a high level hardware implcmcn-
tation of the PEAI3

FIG. 5B illustrates one implementation of a PEAD
wherein the PLAD circuitries are implemented on an I(:

FICi. 5G represents an external view ol'he PEAG of FIG
SB after bein ~ cmbcdded in a card-like package.

FICi. 6A illustrates an external view of the PEAD m
accordance with a preferred embodiment of the present
invention.

I l(i. 613 illustrates, in a simplihed manner and in accor-
dance with onc aspect of thc present invention, thc hardware
for implementing the PL'AD of I'IG 6A

FIG. 7 is a flowchart ilhistratin, in accordance with onc
aspect of the present invention, the approval technique
cmpkiying thc invcntivc PEAD.

FIG. 8 is a flowchart illustrating, in accordance with one
aspect of the present invention, steps involved in encrypting
transaction approval data using a public kcy cryptography
technique.

DETAILED DESCRIPTION OF THE
PRLI'ERREI) L'M13ODIML(N'I'S

FI(r. 2 illustrates, in accordance with one embodiment of
the present invention, a portable electronic authorization
device (PEAD) 200, representing the apparatus for securely
approving tran~actions conducted vis-a-vis an electronic
transaction system. With rcfcrcncc to FIG. 2, rcqucsting
device 202 may mitiate a transacflon approval process wnh
PEAD 200 by transmitting to PEAD 200, via communica-
uon port 204, a transaction request pertaining to a proposed
transaction. Rcqucsting device 202 may represent, for
example, an ATM machine, a computer terminal in a

network, an automated library check-out terminal, or similar
devices for permitting the user to transact business with the

cn electronic transaction system. I'he proposed transaction may
be, for exampl&, a sale transaction of a particular item for a
certam amount of money 'I'be transaction request itself may
include, for example, thc tran~action ID, the merchant's
name, the merchant's ID, the time of the proposed purchase,

zs and the like. In onc embodiment, the transaction request
from requestmg device 202 may be encrypted for enhanced
security but this is not required. Data pertaining to the
proposed transacuon reaches PEAD 200 via path 206 in
I'IG. 2.

a(i
Port 204 may represent an infrared port to facilitate

infrared communication with PEAD 200. Altcrnativcly, port
204 may represent a wireless port for I'acihtating wireless
communication. Port 204 may even represent a contact-type
connecuon port, such as a magnetic read'write. mechamsm
or a plug having electrical contacts for directly plugging
PEAD 200 mto port 204 &o facihtate communication. Other
techniques to facilitate communication between requesting
device 202 and PEAD 200 are readily apprecialile to those
skilled

The data pcrtainin ~ to proposed transaction(s) may then
be reviewed by the user, either on a screen 208 of requesting
device 202 or optionally on a display scrccn provided with
PLAI) 200 (not shown in I ICL 2). If the user approves the

4s transaction, c.g., a purchase of an item t'or a given amount
ol money, the user may then signify his approval by acti-
vating a switch 210 on PEAD 200, which causes an approval
message to be created with the user*a identification data,
encrypted and transmitted back to requesting dcvicc 202 via

;,3 path 212. Il'he transaction is not approved, the user may
simply do nothing and lct thc transaction request times out
after an elapsed flme or may activate another switch on
PL&AD 200 (not shown in 11(3 I), which causes a reiect
message, either encrypted or non-encrypted, to be transmit-
ted hack to the requesting device 202 via path 212

Thc prcscnt invention is diifcrcnt from thc prior art
technique of Iil(l( I in that the user is required in the prior
art to enter his identihcation data into the electronic trans-
action system, e..g, mto ATM 100, to authenticate himself.

ec In contrast, the present invention keeps the identification
data related to the user secure ivithm PEAD 200 at all times.
I'ransaction approval occurs within PL(AD 200, and the data
rcprcscntin ~ such approval is cncryptcd, again within PEAD
200, prior to heing transmitted to the electronic transaction
system, c.g., to rcqucsting dcvicc 202 in FIG. 2.

Accordin ly, even il the approval data is mtercepted, its
encryption would prevent unauthorized users from cmploy-
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ing thc identification data for illicit purposes. If public kcy
cryptography is employed to encrypt the approval &hits, the
user's private I ey is also always I ept within PEAD 200.
Since the user's private key is required for encryption and is
unknown to others, even to the electronic transaction system
in onc embodiment, the encrypted approval data, if
intercepted, would bc useless to unauthorized third parties
even if the approval data can be deciphered using the user's
public key. Again, this is diiferent from prior art authenti-
cation techniques whcrcin encryptiori takes place within thc
electronic transaction system and requires th&, entry of the
identification data and/or reading the user's pnvate key from
thc ID card such as an ATM card, a credit card, and the like.
As mentioned earlier, the. fact that the prior art electronic
transaction system requires this idcntitication data an&For
user's private I ey exposes these data to nskg e.g., ii'he
requesting device is not sccurc or open to data interception
via software or hardware

As another digerence, the present mvenuon employs the
circuitries within thc portable electronic authorization
device (PEAD) to perform the approval and encrypuon of
thc transaction approval data with in thc PEAD itself. In
contrast, prior art data cards are essenfially passive devices.
I'or example, poor art A'I'M cards or credit cards only has a
magnetic stripe for storing account information and do not
have any facility to perform approval and&or encryptsm of
the transaction approval data. While smart cards or IC cards,
which are &currently bemg developed, may contain electronic
circuitries, current standards for their implementation still
requires a reader associated with the requesting device to
read out the identificatio data and/or user's private kcy in
order for the requesting device to perform any approval
and/or encryption. As mentioned carlicr, the traosmission of
these data to the requesung device unnecessawly exposes
these data to risks of theft and/or unauthorized interception
once transmitted.

It should be. horne m mind at this point that although
public key cryptography is discussed throughout this dis-
closure to facihtate ease ol'understandmg and to highhght a
particular aspect of the invention, the overall invention is not
limited to any particular cryptography algorithm aml may be
implemented using any conventional cryptography
tcchniquc, includin public kcy cryptography algorithms
such as IFSA, Difiie-I lellman, other discrete logarithm
systems, elliptic curve systems, or the like. For additional
information on some of the difigrent public key cryptogra-
phy techniques, rcfcrcncc may bc made to, for cxamplc, thc
IEEE P1363 Working Draf«lated Aug. 22, 1996, available
from IL'L'L'tandards Dept. 345 L'ast 7th Street, Ncw York,
N.Y. 10017-2349.

As mentioned, transacti&m approval in the poor art occurs
within the electronic transaction system. In contrast, thc
present invention allows transaction approvals to occur
within PLAD 200. Thc fact that transaction approvals occur
entirely within PEAD 200 provides many advantage~. By
way of example, this feature climinatcs thc nccd to have, in
one emliodiment, the identification data and/or the user*s
private key in the, requesting device. I'he fact that transaction
approvals occur cntiroly within PEAD 200 (using thc user
identification data and/or the user's private encryption key
that arc always kept secure within PEAD 200) sulistantially
enhances the confidentiality of the user tdenuiication data
and thc user*a pnvato kcy, as well as the intcgnty of tho
transacuon approval process.

Since approval occurs enurely within PEAD 200, the user
identification data that is employed to authcnticatc transac-
tions may be more complicated an&1 elaborate to ensure

greater secunty. By way of example, the user identilication
data may be more elaborate than a simple password and may
include any of the user's name, his birth date, his social
security number, or other umque biometrics or unique
identifymg data such as fingerpont, DNA coding sequence,
voice print, or the like. In contrast, prior art authentication
tcchniqucs limit thc user identificatio data to simple
patterns, e.g., simple password of few characters, that are
easily memonzed by tho user since more elaborate identi-

io
fication data may be too difficult to remember or too
cumbersome to manually enter Furthermore., even il the
complicated ID data may be stored in the prior art data card,
it is still required to be read into the requestin device of the
electronic transaction system, again exposing this data to
intcrccption or theft once read.

Additional safe mards, which will be dcscrilicd in detail
herein, may also bc provided to prevent access, whether
electronically or by physical means, to the user identilication
data and/or the user's private key within PEAD 200. Since
the identification data amlior the user's private key are never

o&i exposed, secunty wsks to the these data are substantially
minimized.

Fl(i. 3A shows, in one embodiment of the present
mvenuon, a simphlied schematic ol'EAD 200 of Fiifl. 2,
including switch 210. Data path 206 is provided for receiv-

s ing transaction requests from the electronic transaction
system, and data path 212 is provided for transmitting
transaction approval data back to the clcctronic transaction
system. It shoukl be borne in mind that although two data
paths are discussed herein for ease of understanding, these
data paths and other data paths herein may, in one
embodiment, reprcscnt logical data paths and may bc imple-
mented via a single physical data connection I.ikewise, the
diifcrcnt ports herein may represent, in onc embodiment,
logical data ports for ease of understanding and may in fact

„- be implemented using a single physical port
When a transaction request, e.g., a withrlrawal transaction

from an ATM machine in the amount of 3200 00, is trans-
mitted via data path 206 to Pi&AD 200, this transaction is
received by encrypuon logic 300. At this point, the user may

4o review the proposed transaction, e g., via the display screen
provided with the elec&rome transaction system and,'or
PFAD 200, and has a choice to either approve or disapprove
thc proposed transaction. If thc user approves thc
transaction, he may, in one embodiment, activate a switch

46 210, v hich causes thc transaction approval data to Iic crcatcd
and then encrypted by encryption logic 300 pnor to being
transmitted back to thc electronic transaction system via
path 212.

Note that the user identification data block 302, which is
so employed in the transaction approval process, is not directly

coupled to paths 206 and 212 ln other words, the memory
portion storin thc user identification data is intentionally
decoupled from the input and output poris of PEAD 200 to
prcvcnt direct access thereto.

If access to user identificatio data 302 is dcsircd, c.g., to
approve a transaction, the access can only lie made by
encryption lo ic block 300. Likcwisc, it is not possible to
directly access thc memory portion 304, which stores the
user's private key. If access to user*a private kcy 304 is

eo desired, e.g., to encrypt the transaction approval data, the
access can only bc made by encryption logic lilock 300 It
should bc borne in mind that although user identification 302
and user*a private key 304 are shou n stored in different
memory portions, such illustration is made for ease of
understandmg anal both of these may in fact be stored, in one
embodiment, at different addrosscs on thc same memory
module.
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In some cases, the transaction approval data requires the
inclusion of certain pieces of identification data 302. I.'or

example, a transaction embodied in thc transaction request
Irom the electronic transaction system may be appended
with data representative of an "clcctronic signature'" prior to
being encrypted and retransmiued hack to the electronic
transaction system. FIG. 3B shows, in onc cmbodimcnt, thc
format of representative transaction approval data 350. With
reference to FIG. 3B, transaction data 352, rcprcsenting a
portion of or the entire transaction request received from the
electronic transaction system, is appended with certain user
identification &lata 354 and optionally a time stamp 356. The
formation of transaction appr&ival data 350 only occurs if the
transaction request has already been approved by the user.
Once appended, transaction approval data 350 is then
encrypted prior to being retransmitted hack to the electronic
transaction system.

In some cases, ii may be desirable to encrypt the trans-
action rcqucst prior to transmission to thc PLAD to further
enhance security. For example, certain transaction partners,
e.g, vendors or other users on the computer network, may
wish to keep the ini'ormation within a Iransaction request
conlidenlial and may prefer Io encrypt Ihe transaction
request before furnishin it to the PEAD. Data encryption is
also desirable when, for example, the user identilicatnln data
and the user's private kcy is written into a blank PEAD for
the first lime to configure a PEAD that is unique to a given
user The conhguration data pertaining the user identifica-
tion data and the user's pnvate key, while must be wutten
only once into PL'AD 200 by the issuer of PL'AD 200, is
prel'erably encrypted Io render them less vulnerable to theft.
Issue ra of PL'AD 200 may represent, for example, credit card
issucrs, thc govcrnmcnt, or any other institution v, ith whom
the user maintains an account.

FIG. 4 illustrates, in accordance with one embodiment of
the present invention, a schematic of PL'AD 200 of lqG 2
The PEAD 200 ol'IG 4 further employs decrypuon logic
for receiving the encrypted coniiguration data and optionally
the encrypted transaction requests. In FIG 4, encryption
logic 300, user's private key 304, and data paths 206 and 212
are arranged and function substanfially as discussed in
connection with 11() 3A

Transaction requests are normally non-encrypted, i.e,
they arc received and proccsscd in the manner discussed in
connection with FIG 3A. For highly sensitive transactions,
however, the transaction requests may be encrypted and
transmitted to PEAD 200 via dais path 206 and input into
decryption logic 402 to be decrypted. Ii a public key
cryptography is employed, Ihe encrypted transaction
requests may be decrypted with a transaction partner public
key 404.

Once decrypted, thc transaction request is then displayed
to the user for approval. Thc transaction approval data may
be furmshed to encryption logic 300 via path 406 to be
encrypted if approved, e.g., responsive to the activation of
switch 210. The encryption is pre f'erably performed with the
user's private key 304 if a public key cryptography tech-
nique is employed, and the encrypted transaction approval
data is then transmitted back to thc electronic transaction
system via data path 212

As configuration data typically includes sensitive user
identification data and user's private key, it is often
encrypted prior to being transmitted to PEAD 200 via data
path 400. The encrypted conliguration data is received by
decryption logic 402 and docryptcd therein prior to being
wuuen mto user identification data block 410 and user's

private key block 304. If public key cryptography is
muployed, the encrypted configuration data may be
oncrypted by thc issuer's private kcy in thc electronic
transacuon system prior Io transmission and decrypied once

I rcccivod by PEAD 200 with an issuer public kcy 412.
Note that once the configuration data is decrypted and

written into user identification data block 410 and user's
private key block 304, the user identification data and user's
private key can only bc acccsscd subsequently by encryption

'o logic 300. Also note that there is no direct connection from
any of thc I 0 data paths, c.g., data path 206, 212, or 405,
to user identification data block 410 as well to user*a private
kcy block 304. Advantageously, thc scnsitivc user identifi-
cation dais and user*a puvate key therein are noi susceptible
to access from outside once written into rcspcctivc blocks
410 and 304 (which may, in one implementation, simply
rcprcscnt memory blocks in PEAD 200*s memory).

Additionally, the user identification data and the user's
private kcy cannot bc updated by those not having thc

"0 issuer's private key As represented in I'IO 4, data can only
bc written into user's private key block 304 and user
identification block 410 after it is decrypted via decryption
logic 402 with issuer public kcy 412. Accordingly, unless thc
updated configuration dais has been &ncrypied usin&g the

as issuer*s private kcy (which is presumably highly sccurc), thc
updated configuration data will noi be decrypted and written
into respective blocks 304 and 410. Of course if the con-
figuration dais within blocks 304 and 410 cannot be updated
physically, e.g., they are stored using memory that can be

3(l written only once such:is PROM (programmablc read-only
memory), WORM (wute once, read many), or the like, the
security consideration associated with unauthorized alter-
ation of conliguration data is substantially eliminated

If a greater level of security is desired, the user's private
key may be optionally be scrambled or randomized prior to
boin ~ written into user*a private kcy block 304 by optional
scrambler;descrambler lo ic 413. Bcramhler/descramhler
logic 413 may, in onc embodiment, receive thc uscr*s private
key, v,hich is turn&shed by Ihe inslitution that issues PEAD
200 to thc user, and scrambles andlor randomizes it to
generate yei another user*a puvate key and a correspondmg
user's public kcy. This scrambled/randomized uscr*s private
key is then stored in user's private key block 304, which is
now unknown cvcn to thc issuer of PL'AD 200, and thc
corresponding user's public key may be made known to the
issuer an&For the transaction partners to facilitate transac-
tions. Advantageously, there is no other copy of the
scrambled,'randomized user's private key anywhere else
beside within user's private I ey block 304.

In an altcrnativc embodiment, thcrc may bc employed an
optional key generation logic 414 which, responsive Io a
request from thc issuing institution, gcncratcs the user's
private key and the user's public key on its own, i.e., wilhout
lirst requlrmg the receipt oi' user's pnvate key from the
issuing insfitution and randomizing it. The generated user's
pnvate I ey is then stored in puvale key block 304 and the
public key is made known to the issuing institution and&or
the. transaction partners to facilttate transactions In this

so manner, no version of thc user's private key, whcthcr
randomized or not, axis&a outside the PEAD itsell's can be
appreciated by those skilled in the art, the use of key
generation logic 414 further enhances the conlidentiahty of
the user's pnvate key.

FIG. 5A represents, in accordance with one embodiment
of thc present invention, a high level hardware implemcn-
tauon of PEAD 200. As shown in FIG 5A, PEAD 200
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inclurlcs logic circuitry 502, which may reprcscnt a central
processing unit such as a microprocessor or a
microcontroller, discrete logic, programmable logic, an
application-specific integrated circuit (ASIC), or the like, for
implementing encryption logic 300 of I'IG 2 and optionally
decryption logic 402 of FIG. 4.

Program/data memory 504 stores, among others, the
codes which operate PEAD 200 as well as thc user identi-
ficatio elate and thc user's private kcy. Pro ram/data
memory 504 is preferably implemented using some form of
non-volatile memory (NVM) such as tlash memory, electri-
cally programmable read-only memnry (LPROM), electri-
cally crasalilc, pro rammable read-only memory
(L'LPROM), or the hke. 'I'emporary memory 506 serves as a
scratch pad for calculation purposes and for temporary
storage of data, and may be implementetl using some form
of random access memory (RAM) such as static RAM or
dynamic RAM, which are kniiwn in the art Alternatively,
either optical memory, magnetic memory, or other types of
memory may be employed to»implement program/&late
memory 504 and(or temporary memory 506

A bus 508 couples program/data memory 504 anil tem-
porary memory 506 with logic circuitry 502. Communica-
tion port 510 represents the communication gateway
between PEAD 200 and the electronic transacnon system
and may be implemented usmg uifrared technology, wireless
RF technology, a magnetic read/write head, a contact-type
plug for facihtating serial or parallel clara transmission, or
the lite. Communication port may also represent, in one
embodmient, a P('ard port (popularly known to those
skilled as a PCM('.IA card). Data path 206 inputs transaction
requests into logic circuitry 502 while data path 212 outputs
transaction approval data from logic circuitry 502 to thc
electronm transaction system. Optional data path 408, which
has been describerl in irIG. 4, inputs configuration data into
PLAD 200 to write the user itlentdication data and the user s
private key into program,'data memory 504 to uniquely
configure PEAD 200 to a particular user.

Again, note that access to program,'data memory 504 and
the data therein (e, the user identification tlata and the
user's pnvate key) can only be made by logic circuitry 502.
I'or example, the user identification data and the user's
private kcy can only bc written into program elate memory
504 if this data has been properly encrypted with the issuer's
private key. Access to these memory blocl s for writing
thereto may also be restricted by logic circuitry 502 under
appropriate software and/or firmivarc control.

Similarly, reading thc user identification data and access-
ing the user's private key can only be accomplished via the
encryption logic of logic circuitry 502. Thc advantages to
secunty of this aspect has been discussed in connection ivith
FIGS. 3A anil 4, thc most important point being thcrc is
preferably no iiiret t access to the sensitive user iiientification
data and user*a private kcy from thc outside. (.'onsequently,
the confidentiality and security of these tlata items are
greatly enhanced with thc inventive design

Some type of power source, such as a battery, may bc
providerl as well. If PEAD 200 is implemented as a single-
chip design, i.e., sulistantially all components shown in FIG.
SA are fabricated on a single tlie, then power is external to
the die itself. If contact-type communication is employerl,
c.g., if PEAD 200 must bc pluggcri into thc electronic
transaction system to conduct transactions, power external
to thc cntirc PEAD may bc employed for transaction approv-
als when plugged in, thereby eliminating the size, weight,
and cost penalties associated with having a battery onboard
the portable transaction apparatus

10
In one emliodimcnt, PEAD 200 may be implcmcntcd

using a general purpose portable computmg tievice, such as
any of the mimatunzed portable computers or personal
digital assistants (Pl«A*s) that are currently popular. A VDA
such as the Apple Newton , for example, may be employed
to impkmcnt PEAD 200.

IrIG. SB illustrates one implementation of a VLAD
wherein the circuitries are impleniented on an IC. In FIG.
SB, components bavin ~ like rcfcrcncc numbers to compo-

,«nents in FIG. 5A have similar functions. Data paths 408,
206, anti 212, which have boon descnbed in connection with
14IG. 5A, is coupled to a serial I/O circuit 520, which
facilitates data transmission and receipt in a serial manner on
rlata path 522 between PEAD 200 anr! the clcctronic trans-
action systeni. Vcc pin 524 and grountl pin 526, which
provide power to PEAD 200 of FIG. SB, arc also shown.

FIG. 5C represen(s an external view of the PEAD ol'FIG.
513 after heing embedded in a card-like package for ease of
carrying and insertion into a serial I/O port of the clcctronic

„« transaction system. Card 550, ivhich embeds the integrated
circuit implcmcnting thc inventive PEAD, inclutlcs, in onc
embodiment, four external contacts Lxternal serial contacts
552 and 554 carry data and „round rcspcctively to facilitate
serial communicatioil with a serial el«vice ot an electronic
transaction system. External Vcc contact 524 and external
grounti contact 526, which supply power to the PEAD as
discussed in connection with I IG. SA, are also shown. When
cartl 550 is insertetl into an electronic transaction system, it
is powered through cxtcrnal contacts 524 and 526, thereby
enabling the PEAD circuitries thcrcin to receive transaction
requests via external serial contacts 552 and 554, approve
the requosts within the PEAD if appropriate, encrypt trans-
action approval data within the PL'AD circuitries, and seri-
ally communicate the encrypted transaction approval data to
the electronic transaction svstem via external serial contacts
552 and 554.

FIG. 6A represents an external vieiv of a PEAD in
accordance with a preferred embixiiment of the present
invention. PEAD 200 of FIG. 6A is prcfcrably implcmcntcd

4«as a small, self-contaimng package that is sutliciently rug-
godizcd for daily usc in thc fit;ld. Prcfcralily, PEAD 200 of
FIG. 6A is small enough to be comfortably carried with the
user at all times, e g., as a key chain attachment or a small
package that can easily fit inside a purse or a wallet. The

43 physical enclnsure of VL'AD 200 is preferably arranged such
that Ihe content will be tamper-proof (i.e, if it is opened in
an unauthorized manner then the user's pnvate key and/or
the user identification data will be destroyeil or Ihe PEAD
will no longer be able to approve transactions). By way of

;,I example, thc enclosure may be arranged such that if it is
opened, there is a change in the fioiv of current m a current
path, c.g., cithcr the existing current flow is interrupt«el or a
current path that has been itile starts to fiow The change m

the flow of current may then force RESET.
'I'herc is shov n an infrared communication port 602 for

receiving and transmitting &late vis-a-vis Ihe i,lectronic trans-
action system. A small on,'off switch 604 permits thc user to
turn ofl'he PEAD to conserve power when not in use.
Approve button 606 permits the user to signify approval of

e«a proposed transaction. Optional stop button 608 permits the
user to mdicate rejection of a particular transaction Slop
button 608 may be onuttcrl since a transaction request may
be understood, m some embodiment, as not being approved
if approvo button 606 is not activated within a given period
of time after receiving the request.

Opuonal display 610 may be implemented using any type
of display technology such as liquid crystal technology.
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Displays 610 d&splays, among oihers, the transaction being
proposed for approval. Display 610 may be omittetl if
dcsircd, in which case the transaction may be vicwcd, for
example, at a display associateil with Ihe electronic trans-
action system itself. Optional user authentication mecha-
nism 612 prevents PEAG 200 I'rom being used for approving
transactions unless thc user is able to identify himself to
PEAD 200 as the nghtful and authorized user. Optional user
authentication mechanism 612 may rcquirc thc user to cntcr
a password, to furnish a fingerpnnt or a voice print, or other
biometrics and/or identifying charactenstics specific to the
au&boozed user before PEAD 200 can be activated anil
employed for approving transactions

FIG. 6B illustrates, in a simplified manner and m accor-
dance with onc aspect of thc present invention, thc harrlivarc
for implementing PEAD 200 of FIG. 6A Battery 652
provides power to thc circuitry of PEAD 200. A microcon-
troller 654 executes codes stored in flash memory 656 and
employs random access memory 658 for thc cxccution. In
one embothment, microcontroller 654, flash memory 656,
atxl even random access memory 658 may be implemented
on a single chip, e, a NC68H('05SCXX family chip from
Motorola Inc of Schaumburg, 111 such as the
NC68HCOSSC28. Approve button 606 anil optional skip
button 608 are coupled to microcontroller 654 to permit the
user to indicate approval or rejection of a particular trans-
acuon displayed using display circuitry 660. Commumca-
tion to and from the electronic transaction system is acconi-
plished umler control of microcontroller 654 via an inlraretl
transceiver 662. Pov'er switch 664 permits the user to pc&ver
olf PEAD 200 when not in use to conserve power and to
prevent accidental approval.

FIG. 7 is a flowchart illustrating, in accordance with one
aspect of thc prcscnt invention, thc approval tcchniquc
employmg the inventive PEAD In step 702, a transacuon
request is received at the PEAII from the requesting device
associated with the electromc Iransaction system. In step
704, the user has the option whether to approve or disap-
prove the transacuon proposed. If not approved, e.g., either
hy activatmg the skq& button of the PL'AD or snnply allow-
ing the request to time out, nothing will be done.

On thc other hand, if thc user approves thc proposed
transaction, the user may activate the approve buuon to
crcatc transaction approval data. Thc transaction approval
data is then encrypted in step 708 within the PEAD. In step
7HI, the encrypted transaction approval data &s transmittetl
to the requesting device of Ihe electronic Iransaction system
alter bemg encrypted.

FIG. 8 is a flowchart illustrating, in accordance with one
aspect of thc prcscnt invention, thc steps involved in
encrypting transaction approval data using public I ey cryp-
tography. In step 802, thc transaction approval data package
is created. As rliscussed earlier in connection with FIG. 3B,
the transact&on approval &hits may be created by appendmg
any necessary user irlentilication data to a porta&n of or the
enflre transaction request. Oplionallv, a time stamp may also
bc appentlcd thereto. In step 804, the transaction approval
data is encrypted using the user's pwvate key, which is
preferably kept sccurcd at all times within thc PEAD.
Thereat'ter, the encryptetl transactx&n approval data is trans-
mitterl hack to the electronic transaction system.

In accortlancc with one aspect of the present invention, it
is recognized that even if thc encrypted transaction approval
data ts intercepted and tlecrypted I'or analysis by a thirtl
party, it is not possible to bypass thc security fcaturcs of thc
invention xs long as the user's pnvate key or the user

12
identification data is secure. As mentioned earlier, since the
user identitication rlata is not accessible externally, it is
always sccurc within thc PEAD. This is unlike thc prior art
v,herein the user is required to enter the identtlication data,

I o.g., password, at thc electronic transaction system and risks
exposure of this sensitive data.

Even if thc user identification data is compromised,
transaction approval still cannot take place unless there is
possession of thc user's private kcy. It woultl bc usclcss to
intercept the encrypterl transact&on approval data even if one
can tlccrypt it using thc user's public kcy since thc transac-
tion partner, e.g, the merchant requestin approval of the
transaction, will not accept any transaction approval data not
encrypted using the user's pi&vate key. Ag~in, since the

" private kcy is not acccssiblc cxtcrnally, it is always secure
within the PEAD. This aspect of the invention has great
advanta cs in pcrformin ~ on-linc transactions since thc
user's private key no longer has to be stored in a vulnerable
computer filc in a workstation, which may bc accessible by
other parties aml may be dillicult Io o&nvenientty Iota along
I'or other authentication tasks.

The fact that ihe PEAD is implemented in a small,
portable packs c makes it convcnicnt and comfortable for
the user to maintain the PEAD within his possession at all

zs times. L'vcn if thc PEAD is physically stolen, however, thc
optional user authentication mechanism, e.g., user authen-
tication niechanism 612 of I IG. 6A, provides an adtlitional
level of protection and renders Ihe PEAD useless to all but
the. properly authenucated user. OI course the use&'an

an always notify thc issuer of thc PEAD if the PEAD is stolen
or lost, and the issuer can &nt'orm transacti(m partners to
rcfusc any transaction approval data encrypted with the
user's private I ey of the stolen PEAG.

The fact that thc transaction approval data includes the
time stamp, the merchant's name, the amount approved, anil
other rclcvant data also cnhanccs thc integrity of the trans-
action approval process. If the merchant inadvertently or
intentionally submits multiple transaction approvals to thc
issuer, the issuer may be able to recognize from these data
items that thc submissions arc duplicates and i nore any
duplicate transaction approval data For example, the issuer
may rccognizc that is it unlikely for a user to purchase
multiple identical tlinners at the same restaurant at a given
time and date.

While this invention has been described in terms of
scvcral prcfcrrcd embodiments, thcrc are alterations,
permutations, and equivalents which fall within the scope of
this invention. It shoultl also bc notctl that thcrc are many

;,& alternative ways of implementing Ihe methotls anil appara-
tuses of the prcscnt invention. By way of cxamplc, while thc
discussion herein has focusetl on transaction approvals, it
should bc apparent to those skilkd that thc PEAD may bc
employed to contluct any kind of transaction vis-a-vis an
electronic transaction system any time secured &late trans-
mission from thc user to the clcctronic transaction system is
pretbrred. I&or example, the PL'AD may be. employed I'or

logging into highly sensitive computer systems or facilities.
When so implemented, the ct&mputer terminal with ivhich

ee the PEAI3 communicates may be equipped with an infrared
port, a magnetic reader port, or a contact-type. plug I'or

comniunication with the PL'AD. The user may then employ
thc PEAD to perform any type of authentication tasks
online

As a further example, thc PEAD may bc cmploycd to
"sign" any computer tile for authenucation purposes (e g., to
authcnticatc thc date or thc user). Thc transaction approval
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rlata may then lic saved along with thc file to be authenti-
cated for I'uture reference. Note that the transaction authen-
tication data is again tamper-priiof since any transaction
authentication &late not encrypted using the user*a pnvate
key &vill not be accepted as authentic. Also, it shoukl be
apparent that if the PEAD is cmploycd to approve only
predefined transactions, thc transaction data may bc stored
in aiivance within the PEAD and do not need to lie received
from cxtcrnally by thc PEAD. It is thcrcfore intendcri that
the followmg appended claims be interpreted as mcluding
all such alterations, permutationb and equivalents as I'all
ivithin the true spirit and scope of the present invention

What is claimed is:
1. In a portalilc clcctronic authorization dcvicc, a method

for approving a transaction request originated from an
electronic transaction system, comprising

receiving at said portalile electronic authorization device
iirst digital data, said lirst &hgital data representing said
transacuon request; anni

if said transaction rcqucst is approved by a user of said
portable electronic authorization ilevice, transmitting a
seconri di ital &tata to sairl olcctronic transaction
system, said second digital data heing encrypted by
circuitries withm saul portable. electronic authorization
device and signifies said user*s approval of said trans-
act&0&1 request

2. The method of claim 1 whcrcin said second digital data
includes at least a portion of said transaction request

3. The method of claim 1 wherein said second digital data
is encrypted with a user's private key using public key
cryptography, said user's private kcy bein ~ kept within said
portable electronic authorizanon device thereliy eliminating
a need to cxchan c said user's private kcy bctwccn said
portalile electronic authorization device and said electronic
transaction system I'or approvmg said transaction request.

4. The method of claim 3 wherein sairi user's pnvate key
is generated by a key generation logic withm said portable
electronic authorization device.

5. The method of claim I lurther comprising
authenticating said user poor to permitting sairi user to

approve sairi transaction request usin said portalilc
electromc authorization device, said authenticating
requires one of a passworri, a Iin er print, a voice print
at a user authenticauon mechanism assoctated with said
portable electronic authorization device.

6. The method of claim I wherein said transmiuing said
secon&l digital data is performed via an infrared communi-
catton port associated with saul portalile elec&rome authon-
zation device.

7. The method of claim I wherein said transmitting said
second digital data is performed via a contact-type serial
communication port associated with said portalile clcctronic
authonzation device.

8. Thc method of claim 1 further comprising displayin
said transaction request for viewing by said user on a display
scrccn associated with said portable clcctronic authorization
device.

9. The method of claim 1 whcrcin said transaction request
represents a request for authenticating an electronic file, sai&i

sccon&l digital data inclurlcs an clcctronic signature for
authenticating said electronic file.

10. I'he method of claim I further comprising activating
an approval switch associated with sairl portable electronic
authorization device if said transaction request is approved
by said user, said activating said approval switch causing
said second digital device to be transmitted I'rom sai&l

porta(ale electronic authorization device to said electronic
transaction system.
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ll. Thc method of claim 1 wherein said first digital rlata

represents an encrypted version of said transacuon request
encrypted using public key cryptography with a pnvate key
associated with a transaction partner, wherein said receiving
f~rther comprising decryptmg, using decryption logic asso-
ciated with said portable electronic authorization rlcvice,
said first digital data using a public kcy associated with said
transaction partner

12. The method of claim 1 whcrcin sairl portalilc clcc-

,o tronic authorization device is unclose&i in a tamper-proof
cnclosurc, said tamper-proof enclosure being configure to
prevent said user's pnvate key from being extracted from
said portal&le electronic authorization device if said tamper-
proof enclosure has been tampered with.

13. 'I'he method of claim 1 wherein sairl portable elec-
tronic authorization device is implcmcntcrl on a sin k chip.

14. The method ol claim I wherein sai&l transmittmg said
scconri digital data is pcrformcd via a PC card communica-
uon port associated with said portable elec&rome authorize-

s(i tloil rlcvlcc.
15. The meth&xi of claim 14 wherein semi transaction

request rcprcscnts a transaction rcqucst for a transaction
conducted via a compuier network, said electronic transac-
tion system mcludes a computer coupled to said computer
network, said portable elec&rome authonzation device con-
figured for plugging into a P(.'ard slot of said computer to
facilitate said receiving said iirst digital data.

16. The method of claim 13 wherein said portable elec-
tronic authonzation device is conligureil for portability and
includes a power source.

17. Thc method of claim I ivhcrcin said second digital
data compnses at least a pornon of said transaction request,
said transaction approval data further comprisirig ideritifi-
cation data pertaming saul user and a time stamp.

18. I'he method of claini I further comprising configuring
said portable electromc authorization device for said user by
receiving configuration data from an issuer of an account
capable of transaction via said portable electronic authori-
zation device, said configuration data includes at least one of

4o identification data pertaining said user and said private kcy.
19. The method of claim I wherein sairl transmitting said

second digital data is pcrformcd via a wirclcss RF commu-
nication port associated with said portable electronic autho-
rization dcvicc.

44 20. The method of claim 1 wherein said transmitting said
second digital data is performed via a contact-type parallel
communication port associated with said portable electronic
authorization dcvicc.

21. A portable electronic authorization device lbr approv-
ing a transaction request onginated from an electronic
transaction system, comprising.

means for receiving at saiii portable electronic authoriza-
tion dcvicc first digital data, said first digital data
representing said transaction request;

means within said portalile electronic authorizanon
dcvicc for formin second digital data responsive to a
receipt of said transaction request if a user oi'aid
portable electronic authorization device approves said
transaction request, said seconri digital &late reprcscnt-

so ing encrypted data signing said user's approval of'aid
transaction request, and

means, couple&i to sairi forming means, for transmitting
said second digital data to said electronic transaction
system.

22. The portable electromc authonzation device of claim
21 whcrcin said second digital data includes at least a
pornon of said transaction request.
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23. The portable electronic authorization device of claim

21 further including lirst memory means coupled to said
forming means for storing a user's p»vate key for use m
forming said second digital data in accordance with a public
key cryptography technique, wherein said f&irming means
includes encrypting means coupled to said firs memory
means for creating said cncryptcd data with said user's
private key using said public key crypt((graphy technique,
whereby said presence of said user's pnvate key in said first
memory means elimmates a need to exchange said user's

ioprivate l ey between said portable electromc authonzation
device and said electronic transaction system for approving
said transaction request.

24. Thc portable electronic authorization dcvicc of claim
23 further comprising kcy gcncration logic coupled to said
fir~& memory means for generating said u)er*s pnvate key
w»hin said portable electromc authorizatuin device.

25. '1'he portable electronic authorization device of claim
23 further comprising means, coupled to said first memory
means, for configuring said portalik c kctronic authorization
device for said user, said conhguring means receives con- co
liguration data from an issuer of an account capable of
transaction via said portable olcctronic authorization dcvicc,
said configuration data include) at least one of identiiicauon
data pertaining saul user and said p»vate key, and

means for wnting said configuration data to memory of
said portable clcctronic authorization dcvicc.

26. The portable electronic authorization device of claim
21 further comprising:

means coupled to said forming means for authenticating
said user prior to permitting said user to approve said s(i

transaction rcqucst using said portable electronic
authorization device, said authenticating means
requires one of a password, a finger print, and a voice
print.

27. 1'hc portable electronic authorization device of claim
21 wherein said means for transmitting said second digital
data includes means for communicatmg with said electronic
transaction system using infrared signals.

28. The portable electronic authorization device of claim
21 wherein said means for transmitting said second digital &c

data includes means lor communica»ng with said electronic
transaction system using wireless RF signals.

29. The portable electronic authonzation device of claim
21 wherein said means for transinitting )aid second digital
data includes a contact-type senal port for &ximmumcating 4

ivith )aid electronic transaction system
30. The portable electronic authonzation device of claim

21 wherein said means for transmitting )aid second digital
data includes a contact-type parallel port for commumcating
with said electronic transaction system so

31. Thc portable clcctronic authorization dcvicc of claim
21 further comprismg means, coupled to said receiving
means, for displaying said transaction rcqucst for vicwin
liy said ll)er.

32. I'hc portable clcctronic authorization dcvicc of claim
21 further comprismg means, coupled to said formmg
means, for said user to indicate that said transaction request
is approved, said means for said user to indicate that said
transaction rcquc)t is approved causes said second digital
data to be transmitted from said portable electronic autho- ec
rization device to said electronic transaction system.

33. The portable electronic authorization device of claim
32 wherein said means for said user to indicate that said
transaction request is approved reprcscnts a switch config-
ured for activation by said user. ls

34. Thc portable clcctronic authorization dcvicc of claim
21 wherein )aid lira& digital data represents an encrypted

version of said transaction request, said first digital data
being encrypted using public key cryptography vnth a
pnvate l ey associated v,ith 4 transaction partner, wherein
said means for receiving further comp»sing means for
decrypting said tirst digital data using a public key associ-
ated with said transaction partner.

35. Thc portable clcctronic authorization device of claim
21 further comprising tamper-proof enclosure means for
enclosing said rccciving means, said forming means, and
said transmitting means therein, said tamper-proof enclosure
means being confi ured to prcvcnt said user*a private kcy
from being extracted from said portable electronic authori-
zation dcvicc if said tamper-proof enclosure means has been
tampered with.

36. The portable electronic authorization device of claim
21 wherein said means for receivin, means for forming, and
means 1'or transmuting are implemented on a single chip.

37. Thc portalilc clcctronic authorization device of claim
21 ivherein said means for transmitting )aid second digital
data includes a first PC card communication port associated
with said portable electronic authorization device.

38. Thc portable clcctronic authorization dcvicc of claim
37 wherein said transaction request represents a transaction
request for a transaction conducted via a computer network,
said electroruc transaction system includes a computer
coupled to said computer network, said portable electronic
au&ho»zation device being coniigured for plugging into a
second PC card communication port of said computer to
facilitate receiving said first digital dais.

39. The portable electronic auth»»zation device of claim
21 further including a power source for providin power to
send formmg means.

40. Thc portable clcctroriic authorization dcvicc of claim
21 ivherein said second digital data compri)es at least a
portion of said transaction request, said second digital data
lurther compn)ing identiiication data pertainmg said user
and a time stamp

41. Thc portalile clcctronic authorization device of claim
21 ivherein said transaction request represents a request for
authenticating an electronic file, said second digital data
includes an electronic signature for authenticatnig said elec-
tronic fil.

42. A portalile electronic authorization device for approv-
ing a transaction rcqucst originated from an clcctronic
transaction system, composing.

tirst logic circuit contigured to receive first digital data
rcprcsontativc of said transaction rcqucst;

second logic circuit conflgurcd to form second digital data
responsive to said transaction request received by said
first logic circuit if said transaction request is approved
by a user of said portable electromc transaction device,
said second digital data reprcscntin encrypted data
signifying an approval by said user of said transaction
rcqucst; and

transmission circuitry coupled to said second logic circuit,
said transit»ssion circuitry bemg conflgured to transmit
said second digital data from said portable clcctronic
authorization apparatus to said electronic transaction
system if said user approves said transaction request.

43. The portable electronic rnithonzation device of claim
42 whcrcin said )ccond digital data includes at least a
portion of said transaction request.

44. '1'he portable electronic authorization device of chaim
42 whcrcin said first di ital data rcprescnts an encrypted
version of said transaction reque)t, )aid lira& digital data
boing cncryptcd using pulilic kcy cryptography with a
private 1 ey associated wnh a transaction partner, wherein
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said first logic circuit comprises decrypting circuitry con-
figure&I t&i decrypt said lirst digital data using a public key
associated with said transacuon partner.

45. 'I'he portable electronic authorization device of claim
44 further includmg tirst memory circuit coupled to sa«l
decrypting circuitry, said first memory circuit being config-
ured for storing a uscr*s private kcy for usc in forming said
second digital data in accordance, with a pulilic key cryp-
tography technique, wherein said second logic circuit
includes encrypting logic coupled to said Iirst memory
circuit lor creaung said encrypted data with said user's
private key using said public key

cryptography

technique,
tvheretiy said presence of said user's private key in said first
memory circuit climinatcs a need to cxchangc said user's
private kcy lictwcen said portable electronic authorization
device and said electronic transaction system for approving
said trail«ac&toil r&'.quest.

46. 'I'he portable electronic authorization device of claim
45 further comprising key generation loafe coupled to said
first memory means for generating said uscr*s private key
within said portable electronic authorization device.

47. The portalilc electronic authorization device of claim
46 wherein said first logic circuit comprises receiving circuit
coupled to said decrypting logic, said receiving circuit heing
configure to receive said first digital data from said clcc-
tronic transaction system poor to passing said first digital
data to said dccryptin logic for decryption, said rcccivin
circuit being decoupled from said first memory circuit,
wherein said usor's private kcy stored in said first memory
circuit is inaccessible directly by said receiving logic,
thcrcby prcvcntin said user*a private kcy from being
accessed from externally without traversing said decrypting
logic.

48. The portable electronic authorization device of claim
47 wherem said transmission circuitry is decoupled from
said first memory circuit, wherein said user's private key
stored in said tirst memory circuit is inaccessible directly by
said transmission circuit, thereby preventing said user's
private key from bemg accessed from externally ivithout
traversing one of said decrypling logic an&I said encrypting
logic.

49. The portable electronic authorization device of claim
42 further compnsmg

user authenucation mechamsm coupled to said second
logic circuit, said user authentication mechanism heing
conligured to authenticate said user prior to perm&ning
said user to approve said transaction request using said
portable electronic authonzation device, said authenu-
cation mechanism requires one of a password, a tinger
pont, and a voice pont.

50. 'I'he portable electronic authorization device of claim
42 wherein said transmission circuitry includes circuitry
contlgured for commumcating with said electromc transac-
tion system using infrared signals.

5I. The portable electronic authorization device of claim
42 whcrcin said transmission circuitry includes circuitry
contigured for commumcating with said electromc transac-
tion system using wirclcss RI signals.

52. The portable electronic authorization device of claim
42 wherein said transmission circuitry includes a contact-
type senal port for communicating with said electronic
transaction system.

53. The portable electronic authorization device of claim
42 wherein said transmission circuitry includes a contact-
type parallel port for communicating with said electronic
transaction system.

54. Thc portable clcctronic authorization dcvicc of claim
42 further composing a display coupled to said lirst logic

60

circuit, said display being confi urcd to display said trans-
action request for viewing by said user.

55. The portable electronic authonzation device of claim
42 further comprising a switch coupled to said second logic
circuit, said sivitch permitting said user to indicate through
activating said switch that said transaction request is
approved by said user.

56. The portable electronic authonzation device of claim
42 further comprising tamper-proof cnclosurc for enclosing

io said first logic circuit, said second logic circuit, and said
transmission circuitry therein, said tamper-proof enclosure
heing configured to prevent said user's private. key from
being extracted from said portable clcctronic authorization
device if said tamper-proof'nclosure has fieen tampered
with.

57. The portable electronic authonzation device of claim
42 whcrcin said first logic circuit, said second logic circuit,
and said transmission circuitry are implemented &m a smgle
chip

co
58. The portalile electronic authonzation device of. claim

42 ivherein said transmission circuitry includes a P('. card
communication port associated with sai&l portable electronic
authorization device.

59. The portalile electronic authonzation device of claim
58 wherein said transaction request represents a transaction
rcqucst for a transaction conducted via a computer network,
said electronic transaction system includes a computer
coupled to said computer nctivork, said portable clcctronic
authonzation device heing configured for plugging into a YC

io card slot of said computer to facilitate rcccivin said first
digital data.

60. The portable electroriic authorization device of cLaim
42 further including a power source to facilitaie portability.

61. 'I'he portable electronic authorization device of cLaim
42 wherein said second di ital data comprises at least a
portion of said transaction request, said second digital data
further comprising idontitication data pcrtainin ~ said user
and a time stamp

62. Thc portable electronic authorization dcvicc of claim
42 wherein said transaction request represenis a requesi for
authenticating an electronic file, said second digital data
includes an electronic signature for authenticating sai&l elec-
tronic fil.

63. In a port able electronic authorize non device, a method
for approving a transaction request originated from an
electr&inic transaction system, composing.

receiving at said portalileelectronic authorizauon device
first di ital data, said first digital data representing said
transacuon request,

if said transaction request is approved by a user of said
portalile clcctronic authorization dcvicc, gcncrating
second digital data, said second digital &hna represent-
ing transaction approval data signifying said user's
approval of said transaction request;

cncrypting witlun said portable electronic authorization
dcvicc said second digital data, thcrcby creating third
digital data representing an encrypted version of said
second di ital data; aod

transmitting, said third digital data from said portalilc
electronic authorization device to said electronic trans-
action systein, thereby permitting said electronic trans-
action system to ascertain whether said transaction
request is approved hy said user.

64. Thc method of claim 63 wherein said cncrypting is
performed using a publ«: key cryptography technique, said
portalilc electronic authorization dovicc containing a user's
private I ey lor encryptmg said second digital data to I'orm
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said third digital data, thereby eliminating a need to transmit
said user*a private key from said portable electronic autho-
rization device to said clcctronic transaction system, said
third &hgital data being c&mligured for being decrypted at
said clcctronic transaction system usin ~ a user's pulilic kcy.

65. The method of claim 64 wherein said user's pnvate
kcy is generated by a key generation logic within said
portable electronic authonzation device.

66. Thc method of claim 63 further comprising:
authenticating said user prior to permitting said user to

approve said transaction rcqucst using said portable
electrons: authorization device, said authenticating
rcquircs onc of a password, a flngcr print, a voice print
at a user authentication mechanism associated with said
portalilc clcctronic authorization dcvicc.

67. The method ol claim 63 wherein said user's private
kcy is gcncratcd using a kcy gcncration logic within said
portalile electronic authorizauon device, thereby eliminating
a nccd to transmit said user's private kcy from said clcc-
tronic transaction system to said portable electronic autho-
wzation device

68. The method of claim 63 wherein said transnutting said
third digital data is performed via an infrared commumca-
tion port associated with said portable electronic authoriza-
tion device

69. Thc method of claim 63 whcrcin said transnutting said
third digital data is performed via a wireless RF commum-
cation port associated &vith said portable electronic authori-
zauon device

70. 'I'he method of claim 63 v herein said transmitting said
third digital data is perlormed via a contact-type parallel
communication port associated with said portabk electronic
authorization device.

71. '1'he method of claim 63 v'herein said transmitting saul
third digital data is performed via a contact-type serial
communication port associated with said portable electronic
authorization device.

72. The method of claim 63 further comprismg displaying
said transaction request for viewing by said user on a display
semen associated with said portable electronic authorization
d&'vlcc.

73. Thc method of claim 63 further comprising activating
an approval switch associated v"ith said portable clcctronic
authorization device if said transaction r&qucst is approved
by said user.

74. Thc method of claim 63 whcrcin said first digital data
represents an encrypted version of sat&I transacuon request
encrypted using public key cryptography, wherein said
receiving further comprising decrypting, using decryption
logic associated &vith saul portable electronic authorization
device, said first digital data using a transaction partner's
public kcy.

75. The method of claim 63 wherein said portable elec-
tronic authorization device is enclosed in a tamper-proof

in
enclosure, said tamper-proof enclosure. heing configure&t to
prevent said user's pnvate key from being extracted from
said portable electronic authorization device if said tamper-
proof enclosure has been tampered with.

76. The method of claim 63 whcrcin said portable elec-
tronic authorization device is implcmcnted on a sin Ic chip.

77. The method of claim 63 wherein said transmitting sai&l

third digital data is performed via a PC card communication
port associated with said portable clcctronic authorization
device.

78. The method of claim 77 whcrcin said transaction
request represents a tran~action request for a transaction
conducted via a computer net&vork, said electronic transac-
tion system includes a computer coupled to said computer
network, said portable elec&rome authonzation device con-
ligured for plugging into a PC card slot of said computer to
teeth&ate. said receiving said lirst digital data.

79. Thc method of claim 63 whcrcin said portable elec-
tronic authowzation device is conligured for portabihty and
includes a power source.

8U. The method of claim 63 wherein saul transacuon
sin approval data comprises at least a portion of said transaction

request, said transactuin approval data further comprismg
identification data pertaining said user and a time stamp

81. The method of claim 63 further comprising config-
uring said portable electronic authorization device f&ir said

-'-'ser by receiving configuration data from an issuer of an
account capable of transaction via said portable electronic
authorization device, said configuration data includes at
least one of identihcation data pertainmg said user and said
private kcy.

4D 82. The method of claim 63 wherein said transaction
rcqucst rcprcscnts a rcqucst for authenticating an clcctronic
lilc, said transaction approval data includes an electronic
signature attached to said ckctronic file.
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