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ABSTRACT

We present an authenticable graphical barcode
symbology, and describe a system for its reliable encoding
and decading. The graphical barcode is generaled by
modulating halftone patterns according to the message to
be embedded in the barcode during the rendering of a
base image. The generated barcode has the appearance of
the base image, and when it is printed and scanned back
in, the message can be retrieved. A graphical indicium is a
graphical barcode embedded with a digitally signed
message such that the integrity and authenticity of the
message can be verified.

1. INTRODUCTION

Barcodes are information-carrying patterns designed for
easy and reliable automatic retrieval. The most common
barcodes are known as one-dimensional barcodes. These
patierns vary in a single dimension (e.g. horizontal), and
ar¢ redundant in the other (vertical) dimension. In order to
convey more information on the same surface area, the
redundancy in the vertical dimension has to be abandoned
0 create more intricate pattems, known as two-
dimensional barcodes. An overview of barcodes can be
found in [1] while a good coverage of two-dimensional
barcode symbologies can be found i [2]. Data Glyph, a
two-dimensional symbology (usually not classified as
suchy), is described in [3].

One-dimensional barcodes are employed mn low
information content applications such as product index
registrics (e.g. automatic price tagging and inventory
management). or serial number regisiries {(e.g. test-tube
tagging in automated medical tests). Two-dimensional
barcodes are used in applications that require more
information to be embedded, including electronic postal
indicia, mail addresses (for automated mail reading and
distribution  systems), or embedding the compressed
content of a printed page (e.g.. to avoid the need for
optical character recognition).

The main drawback of traditional two-dimensional
barcodes is that their visual appearance precludes them
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from being used prevasively. In this paper we propose a
new, visually significant, two-dimensional barcode
symbology [4], which extends the usability and
seamlesness of data carrying patterns. Visueal significance
is achieved for some compromise in data capacity.

A graphical indicium is an authenticable graphical

barcode. The embedded information includes a digital
signature that can be used to verify the integrity and the
authenticity of the indicium. There are a wide variety of
potential applications for graphical indicia. Any e-
commerce iransaction that requires paymeni evidence
such as concert tickets and electzonic stamps, for instance,
can leverage this technology. For example, a concert
ticket may include the performer’s porirait on the ticket as
a graphical indicium; an electronic stamp may include
acronyms, company logos, or even personalized graphical
icons. Graphical indicia could also be used as verifiable
Photo ID’s.
" Graphical barcodes may also be included in a printed
docurnent as icons embedding information aboutl the
document. such as a link to its digital source or copyright
information. Other. different approaches to graphical
information embedding include data glyphs applied in an
icon as a link to the digital source with a pictorial
appearance of the thumbnail image of the document [5],
the concealogram, which conceals an image in a different
halftone image (61, and a data glyph based graphical
interface {7].

To enable this, we propose a two-dimensional
graphical barcode symbology, namely, a binary dot
pattern  incorporating fiducial marks, which has a
graphical content. Thus, in contrast to (raditional
symbologies, the proposed symbology uses patterns that
have meaning as graphical entities. For ¢xample:

* Logos, such as a company, application, or action logo,

® Graphics, including frames, button, or backgrounds.

® Acronyms. for instance. a text box reading “This box
contains important data!” containing. naturally, the

important data itself (see Figure 1(c)).

e Images.
Figure 1 shows scanned examples of symbologies.
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Figure 1: Scanned examples of barcode symbologies: (a) one-
dimensional barcode, (b) PDF417 two-dimensional barcode,
(¢) graphical barcode: acronym, (d) graphical barcede: logo.

In this paper we present a system for embedding and
decoding these barcodes. The system enables automated
identification, and accurate registration of the barcode,
which might be read-in in arbitrary orientations. It
employs error-correcting codes for reliable retrieval of the
¢mbedded information. The decoding processes makes the
barcode robust to common office document degradations
like copying, folds, stains, marks, and staples. The
barcode can be printed and read by standard office
imaging equipment like printers, scanners, copiers, and
multi-functional equipment.

In contrast to image watermarking methods, the
proposed symbology is not imperceptible. In retumn the
data capacity is much higher, and the error rate much
lower than what can be achieved in image watermarking.
Furthermore, since barcodes are already printed, image
deformations and digital attacks are a non issue in our
case.

2. GRAPHICAL BARCODES

The proposed graphical barcode system is composed of
two sub-systems. The barcode-generating sub-system
processes a message and a base image (containing, for
example, a logo, or any other graphical object), and
renders the image as a specific pattern, called the
graphical barcode, on a hardcopy. Altematively, it
produces a digital representation of the graphical barcode,
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which may be incorporated in a document and
subsequently printed. The graphical barcode appears
similar to the base image. However, embedded within it is
a retrievable version of the message. If the hardcopy
bearing the barcode pattern is scanned and processed by
the barcode-reading sub-system, the original message will
be decoded. The two sub-systems and the expected
hardcapy -handling path are detailed in Figure 2.
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Figure 2: A high-level block diagram of the proposed
graphical barcode system.

2.1, Barcode-Generating Sub-System

The graphical barcode is a binary image {black and white
dot pattemn) produced by the barcode-generating sub-
system as follows: '

1. The message may first be compressed if necessary into
a more compact representation by applying any source
comypression algorithm.

2. Optionally the input message may be digitally signed
using a public key based digital signature algorithm
such as RSA [8]. The original message and its digital
signature are concatenated to form the digitally signed
message.

3. The message is coded using an error-correcting code.
The error-correcting code provides resilience to the
degradations introduced in the channel. At the end of
this encoding stage, the message is turned into a binary
bit stream.

4. The base image is partitioned to a rectangular array of

blocks (for simplicity we assume that the dimensions -

of the base image are multiples of the block size).
5. Some blocks are reserved for fiducial marks.
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6. The remaining blocks are ordered in a sequence. Each
block in that sequence encodes a sequence of the
message bits. The praphical modulation maps each
block to a binary image block, using one of a
predefined set of distinct halftone patters. The choice
of the halftone pattern is arbitrated by the
corresponding sequence in the message bit stream. For
illustration only, Figure 3 shows a 2x2 pixel block, 2-
bit encading scheme. a simplistic graphic modulation
scheme that maps each block according to whether it is
dark or light, and the corresponding bit sequence. For
example, if the average intensity of the current block is
below S0% and the next input string sequence is 00,
then a binary 2x2 image block wilt be produced where
only the upper left pixel is marked.

7. The graphical barcode is composed of the fiducial
marks and the binary image blocks placed at their
corresponding Jocations.

4. Tt is next partitioned 10 a rectangolar array of sub-
images, each corresponding to a single binary image
block.

5. Each sub-image is compared against the set of possible
binary image block patterns (e.g., 2x2 patterns shown
in Figure 3). The binary code of the best match
represents the sub-image in the output binary
sequence. At the end of this demodulation stage, the
output is a binary bit stream.

6. The (possibly erroneous) output bit stream is decoded
with the original error-correciing code algorithm,
thereby eliminating the effect of possible errors due to
the degradations introduced by the channel.

7. If the message is digitally signed, then the message and
ity digital sigpawwre are recovered. The digital
signature of the retrieved message is decrypted using
the sender’s public key to reveal the original message
digest, This is compared against a new message digest

8. generated from the retrieved message. If the message

essage digests are equal, the authenticity and integrity of the
Block™~gits | © ot 10 i message s verified.

Color 8. If needed the retrieved message is decompressed to
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Figure 3: A simplistic graphical modulation scheme.

2.2. Barcode-Reading Sub-System

The image acquired by the scanner and introduced to the
barcode-reading sub-system is a degraded version of the
barcode image. The degradations are attributed to the
channel, namely. the printing and scanning processes, and
potential office type degradations like copying. stains,
folds. staples, and marks. The scanned image is processed
as follows:

1. Initially the barcode image has to be identified within
the scanned image (which may contain a full page). It
is then cropped, rotated (only in multiples of 90
degrees) and scaled if necessary.

2. The fiducial marks are detected. The configoration of
these fiducial marks indicates the type of global
deformation introduced by the channel (usually
translation, rotation, and skew). The detected global
transformation is subsequenily corrected to provide for
an aligned image.

3. The aligned image is processed 1o correct for some
degradations due to the printing and scanning channel.

give the original message.
3. RESULTS

We have implemented a graphical barcode system
comprising the barcode-generating and the barcode-
reading sub-systerns. Figure 4 shows an example of a
graphical indicium simulating the IBIP (Information
Based Indicia Program [9]) postal indicia for electronic
stamps. The indicium embeds postage information,
including the date, time of printing. zip codes of both the
source and destination cities, postage amount and account
number, etc. The embedded information includes a digital
signature that can be used to verify the integrity and the
authenticity of the indicium.

Figure 4: An example of Graphical Indicia.

Currently we use RSA as the digital signature
algorithm [8]. However, the efficiency of the system may
be improved by using Elliptic Curve algorithms such as
ECDSA [10], which provide equivalent cryptographic
strength with a smaller key size.
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The primary emphasis in tuning the system parameters
was fidelity. Performance data cited below refers 10 an
accuraie decoding probability of more than 99% for non-
deformed graphical indicia. Fidelity is independent of the
type of printer and scanner (office type quality). It is also
independent of the base image, as long as it is less than
1.5” in dimentions. lLarger indicia may contain non-
separable deformations, whose correction is out of the
scope of this paper.

Robusiness to deformations is hard to quantify, and is
heavily dependent on the implemented error correction.
Thin stripes, for example pen lines across the indicium
such as depicted in Figure 5, will usually not cause
decoding failures, unless the stripe covers one of the
fiducial marks located at the comners of the indicinm.
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Figure 5: A deformed graphical indicium (decoded
correctly).

The typical capacity of a graphical barcode is roughly
a quarter of the dot density. For example, in 10 dots-per-
inch (dpi) printing, each square inch of the barcode
contains 10,000 dots. capable of encoding a theoretical
maximum of 10,000 bits of information. In the above
example we employed a 16 1o 31-bit BCH [11] code
correcting for 3 errors, and a 5 bii for 9 pixel graphical
modulation scheme 14], resuling in a capacity of
10.000+(16/31)*(5/9) = 2,867 bits, or about 350 Bytes per
square inch. Improved performance is expected for higher
dpi, better error correction codes, and larger modulation
templates.

5. DISCUSSION AND SUMMARY

The basic trade-off in graphical information embedding is
a three-way trade-off made between fidelity, capacity and
aesthetics. Graphical barcodes differ from image
watermarking in the sense that maintaining aesthetics
{image quality) is the priority in watermarking whereas
capacity (the number of information bits per square inch)
is the main goal of graphical barcodes. Nevertheless, in
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the system described above we have placed message
fidelity as the first priority.

The proposed system decodes graphical barcodes
printed in 100dpi at a capacity of 350 Byies per square
inch. Graphical barcedes prinied at 85dpi (capacity of 250
Bytes per square inch) are robust o two consecutive
copying cycles by a standard office copier.

Future work will include integrating halftone
alporithms (e.g., efror diffusion [12]) o improve the
appearance of the graphical barcode to make it look more
like a grayscale image.
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