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(57) Abstract: A method for computing a backup path for
protecting a first working path in a data transport network that
includes a plurality of working paths. The method includes
determining a route of the backup path by selecting individual
backup path segments from a set of possible segments in the
data transport network. In the case of a segment that is shared
between the first working path and one or more other working
paths, the selection process takes into account the existence
of a potential point of failure common to the working paths
sharing the segment.
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TITLE: Method for computing a backup path for protecting a

working path in a data transport network

FIELD OF THE INVENTION

The invention relates to a method and to a program element
for execution on a computer, to determine a backup path for

protecting a working path in a data transport network.
j

'BACKGROUND OF THE INVENTION
10

It is common in ‘the art of networking to protect a working)
path in a data transport network with a backup path. There
are several approaches to backup path design. In the most
common and reliable form, the backup path is fully
15 established at all times and carries a copy of the data on
the working path. A less expensive solution is to have the
backup path established at all times but not carrying any
data. The data is switched from the working path to the
backup path in the event of a failure-oﬁ the working path.
20 An'even less expensive solution is to havé the resources for
the backup path in a standby mode during the noxmal
operation of the working path. The backup path is allocated
and the data switched from the working path only in the
_ event of failure of the working path. Allowing different
25 working paths to use different‘segments of the backup path
can reduce the cost of the backup path even further. Such a
solution is often referred to as “backup path with shared

segmerits” .

30 The adoption of a backup path with a shared segment
introduces a risk of inadvertently creating contention

between two or more working paths, for the same segment of
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the backup path, in the event the working paths also share a
common ‘' potential point of failure. Accordingly, if a
failure indeed occurs at that common point, the shared
segment on the backup path will not be able to protect the
data on all the failed wo;:king paths.

Against this background it clearly appears that a need
exists to develop a routing method for a backup path with
one or more shared segments such as to reduce or eliminate
the risk of contention for a segment between two working

paths that also share a common potential point of failure.

SUMMARY OF THE INVENTION

In a first broad aspect, the invention provides a method
for computing a backup path for protecting a first working
path in a data transport network that includes a plurality
of working paths. The method includes determining a route
of- the backup path by selecting individual backup path
segments from a set of possible segments in the data
transport network. In the case of a segment that is shared
between the first working path and one or more other
working paths, the selection process takes into account
the existence of a potential point of failure common to

the working paths sharing the segment.

The advantage of this method is to provide. backup path
solutions in which the possibility of contention for a
shared segment is reduced between the working paths

sharing the segment.

This method can be implemented on a computer.
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A ‘common potential point of failure shared by two or more
working paths can be any resource, either hardware or
software of the data transport network thaﬁ)will cause the
5 working paths to cease functioning if an actual failure
occurs at that point. Such resource can be transporting
or managing data, such as a port on a network node, a
length of optical fiber, electrical conductor or
amplifier, among.many other possibilities. The resource
10 can also involve‘ components that do not tranéport or
manage data, such as a power supply shared by components
via which are established two or more working paths. A
failure of the power supply will cause a failure of both
working paths.
15
In one example of implementation of the method, during the
selection of the individual segments, any segment shared
by two or more working paths that also share a common
potential point of failure, is rejected. A more flexible
20 approach is to consider the probability of failure at that
common boint. If the probability is fairly low, it might
be acceptable for some applications to allow the two
working paths to share a common segment on a backup path.
In a second broad aspect, the invention provides a
25 computer readable storage medium for holding a program
element for execution by a computer to iﬁplement the above

method.

In a third broad aspect, the invention provides a method
30 for computing a backup path for protecting a working path
in a data transport network that includes a plurality of
working paths. The method includes computing a tentative

backup path through the data transport network, the
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tentative backup path including a plurality of segments,
and. ascertaining for one or more segments if the segment
is shared by working paths having a common potential point

of'failure.

5 BRIEF DESCRIPTION OF THE DRAWINGS

A detailed description of examples of implementation of
the present invention is provided hereinbelow with
reference to the following drawings, in which:

10

Figure .1 is an example of a data transport network;

Figure 2 shows the data transport network of Figure 1 in
which a first backup path has been established to protect
15 a first working path;

Figure 3 shows the data transport ﬁetwork of Figure 2,
illustrating a second backup path for protecting a .second
working path, sharing several segments with the £first
20 backup path, where the two wofking paths also share a

potential point of failure;

Figure 4 shows the data transport network of Figure 3,
where the second backup‘path has been re-routed such that

25 it contains no segments shared with the first backup path;

Figure 5 is a flow chart of the method for computing the

backup path; and

30 Figure 6 shows the data transport network of Figure 4, -in
which is .identified a further working path and a backup

path.
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In the drawings, embodiments of the invention are
illustrated by way of example. It is to be expressly
understood that the description and drawings are only‘for
5 purposes of illustration and as an aid to understanding,
and are not intended to be a definition of the limits of

the invention.

DETAILED DESCRIPTION

10
Figure 1 shows a data transport network in which the
present invention can be used. The network includes a
plufality of mnodes A, B, C, D, E, F, G, H and I connected
to one another by links. The links can be of wireless

15 nature or of non-wireless nature. Examples of non-
wireless nature links include optical fibers or electrical
conductors. Links of wireless mnature include Radio
Frequency (RF) or Infrared (IR) communication paths, among
others. (

20
Figure 2 shows the netWork of Figure 1 in which has been
established a backup path designed to protect the working
path including end node A, link 10, intermediate node B,
link 12 and end node C. The backup path shown in stippled

25 lines includes end node A, lihk 14, node I, link 16, node
G, link Isiand end node C. In the event of a failure of
the working path A-10-B-12-C, the data will be switched to
the Dbackup path A-14-I-16-G-18-C. For clarity, the
working path A-10-B-12-C has been identified in Figure 2

30 with thickér lines.

Arista Networks, Inc., Ex. 1037, Page 7
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It might be desirable to design the protection scheme of
the data transport network at Figure 2 such that one or
more segments of the backup path A-14-I-16-G-18-C protect
one or more working paths other than the working path A-
5 10-B-12-C. This backup path, therefore, becomes a backup
path with shared segments. Note that a backup path with a
shared segment is different from a backup path solution in
which the backup path is shared in its entirety by other
working paths originating and terminating on the same end
10 nodes. A backup path with shared segments includes one or
more segments shared by two or moré working paths and one
or more segments that are not shared by the same group of

working paths.

15 For the purpose of this specification, a segment of a path
in the aata transport network, either a working path or a
backup path, refers to a resource of the data transport
network that is wused in establishing the path. The
resource can be a hardware resource, such as a link of the

20 data transport network between two nodes, a node or
components of a node. The resource can also be a software

resource.

Figure 3 shows the data transport network of Figure 1,
25 illustrating in stippled 1lines a Dbackup path for
protécting a different working path, which has an end
point at node D, link 20, node B, link 22 and node E. The
working path D-20-B-22-E has different endpoints than the
working path A-10-B-12-C, however the invention is mnot
30 limited to this elemeﬁt. In other words, the method can
also be used in instances where the working paths sharing
one or more segments of the backup path have also common

endpoints. The routing of the béckup path for protecting
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the working path D-20-B-22-E is D-24-F-26-I-16-G-18-C-28-
E. As discussed in the introductory part of this
specification, this protection solution may not be best in
light of the fact that both working paths A-10-B-12-C and

5 D-20-B-22-E share a common potential point of failure,
which is node B and at the same time both backup paths A-
14-I-16-G-18-C and D-24-F-26-I-16-G-18-C-28-E have
segments shared by both working paths A-10-B-12-C and D-
20-B-22-E. More specifically, the segments I, 16, G, 18

10 and C are shared segments. In case of failure of node B,
a contention will be created between the working paths A-
10-B-12-C and D-20-B-22-E for the common segments I, 16,
G, 18 and C.

15 The present invention provides a method for computing a
backup path, which has one or more segments shared between
different working paths, where the computation takes into
account whether the working paths share one or more common
potential points of failure, such as to reduce the

20 possibility of contention for the one or more shared
segments of the backup path. The method can be
implemented on a computer, as it will be described later. -
A flowchart of one example of implementation of the method
is shown at Figure 5.

25
The method starts at 30. At the next step 32, a working
path is calculated. For the sake of this example, assume
that the working path D-20-B-22-E is the path for which a
backup path is being sought. Therefore, at step 32 the

30 ‘routing of the working path is calculated. At step 34 the
Shared-Risk (SR) values for the working path D-20-B-22-E
are gathered. The concept of SRs in data transport

networks is known in the area of data transport networks.
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Generally, an SR is an identifier that is unique in the

" data transport network. The SRs are assigned to network
resources such that if two resources share a single
potential point of failure they are marked with the same

5 SR. For example, 1if two ports have optical fibers
attached to them that use the same amplifier chain, then
the SR designating the amplifier chain is added to the set

of SRg associated with both ports A and B. The concept of

SR is commonly used in the art to avoid setting up working

10 and backup paths that share one or more potential points

of failure. ,

Once the SRs of the working path D-20-B-22-E have been
gathered, a tentative backup path is computed at step 36.
15 As indicated earlier, the tentative backup path is
computed such that it does not share‘ any SRs of the
working path D-20-B-22-E by any of a number of different
algorithms available in the literature, such as a Dikjstra
type computation algorithm over colored graphs. For the
20 sake of this example, assume that the tentative backup
path D-24-F-26-I-16-G-18-C-28-E (shown at Figure (3) 1is

computed.

At step 38, the SRs of the working path D-20-B-22-E are
25 added to the set of SRs of each segment of the tentative
backup path D-24-F-26-I-16-G-18-C-28-E. At step 40, the
method tests the tentative backup path D-24-F-26-I-16-G-
18-C-28-E to determine if it contain§ any segments shared .
by working paths that also share one or more potential
30 point of failure. This is effected by intersecting the SRs
of the working path D-20-B-22-E with the SRs of each
segment of the tentative backup path D-24-F-26-I-16-G-18-

C-28-E. For each segment, this is equivalent of

Arista Networks, Inc., Ex. 1037, Page 10
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intersecting the SRs of the working path with the SRs of
every other working path that may also be sharing the
segmént. If the result of this intersection is empty
(answer “yes” to conditional step 42), then one can

5 conclude that working paths that also share a poténtial
point of failure do not share this particular segment of
the tentative backup path. . If the &zresult of the
intersection is empty, the tentative Dbackup path is
confirmed at step 44 and at step 46 the backup path is

10 actually implemented by setting the necessary hardware and
software resources of the data transport network such that
if the working path fails, the data from the working path
will be switched to the backup path.

15 In the specific example of working path D-20-B-22-E and
tentative backup - path D-24-F-26-I-16-G-18-C-28-E the
result of the test at step 42 will not be empty. The SRs
of any one of the segments I, 16, G, 18 and C will all
positively intersect with the SRs of the working path D-

20 20-B-22-E since they 'all contain a common risk which is
the node B. Accordingly, the conditional step 42 will be
answered in the negative for each segment I, 16, G, 18 and
C. The method then branches to step 48 at which a
crankback process is implemented to correct the conflict.

25 The crankba;k process goes back to a segment preceding the
segment at which the intersection was positive and a new
tentative backup path is computed from that point by
excluding any one of the conflict segments. The process
is repeated if needed in the case the newly computed

30 tentative backup path still contains conflict segments.

Figure 4 illustrates the crankback process in connection

with working path D-20-B-22-E. The first conflict segment

Arista Networks, Inc., Ex. 1037, Page 11
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on old tentative backup path D-24-F-26-I-16-G-18-C-28-E is
segment I. The crankback process then attempts to compute
a new tentative backup path starting at segment F while
excluding segments I, 16, G, 18 and C. A new tentative
5 backup path D-50-F-52-H-54-E is computed and tested again
by returning to step 40.
Figure 6 illustrates the situation where another working
path, path I-16-G-18-C uses backup path I-26-F-52-H-53-C.
10 The backup path I-26-F-52-H-53-C and the tentative backup
path D-50-F-52-H-54-E share segmentsr F, 52 and H but the
working paths corresponding to those backup paths share no

potential point of failure.

15 Therefore, since no conflict segments exist in the
tentative backup path D-50-F-52-H-54-E, that backup path

is confirmed at step 42 and then implemented at step 46.

The method described above éims to avoid implementation of
20 backup paths with segments shared among working paths that
have a common potential point of failure. A possible
refinement to this process is to take into account the
actual probability of failure at a common pdint shared by
two or more working paths in deciding if it is acceptable
25 to deploy a backup path with a segment shared between
these two or more working paths. Since the probability of
failure at a certain common point may vary depending on
the type of hardware or software used at that location,
the risk of contention for, a shared segment between two
30 working paths also sharing that same point, will be
related to the common point probabililty of failure. If
the common point is highly unlikely to fail, it may be

acceptable to allow working paths ‘sharing that common
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point to also share a common segment on a backup path. A
possible approach to implement this variant is to consider
each time a positive intersection between sets of SRs is
observed (step 42 answered in the affirmative) a
probability of failure at the common point (allocated by
the data transport network operator or otherwise) and
accept the segment if the probability is below a certain
level or reject the segment if the probability is above

the level.

The method described above can be implemented on a
computer. More specifically, a program element with
functional blocks corresponding to the various steps of
the process 1is stored on a computer readable storage
mediuﬁ. The program element is executable by a processor

of the computer to implement the method.

Although varipus embodiments have been illustrated, this
was for the purpose of describing, but not limiting, the
invention. Various modifications will become apparent to
those skilled in the art and are within the scope of this
invention, which -is defined more particularly by the

attached claims.

Arista Networks, Inc., Ex. 1037, Page 13
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

12

CLAIMS:

1) A method for computing a backup path for protecting a
first working path in a data transport network that
5 includes a plurality of working paths, the 'method
comprising:
a) determining a backup path through the data transport
network by selecting segments of the backup path from
a set of available segments in the data transport
10 network, where at 1east one of the selected segments
“is a shared segment part of a backup path protecting
a second working path other than the £first working
path;
b) the selecting of the shared segment including
15 determining if the first and second working paths

have a common potential point of failure.

2fA method as defined in claim 1, wherein the point of
failure includes a component of  the data transport

20 ‘network conveying data.
3) A method as defined in claim 2, wherein at least one of
the selected segments is for protection of the first
working path but not for the protection of the second

25 working path.

4) A method as defined in c¢laim 3, wherein the first
working path and the second working path have different
endpoints.

30

5) A method as defined in claim 4, including selecting a

given segment‘from the set of available segments in the

data transport network as part of the backup path if

Arista Networks, Inc., Ex. 1037, Page 14
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7)

13

working paths éharing the given segment are free of a

common potential point of failure.

A method as defined in claim 4, wherein if the first and
second working paths include a common potential point of
failure, the selecting includes assessing a probability

of failure at the common potential point of failure.

A method for computing a backup path for protecting a

first working path in a data transport network that

includes a plurality of working paths, the method

comprising: |

computing a tentative backup path through the data
transport network the tentative Dbackup path

‘ including a plurality of segments;

b) ascertaining for one or more segments 1f the segment
is shared by working paths having a common potential

point of failure.

A method as defined in claim 7, wherein the point of
failure includes a component of the data transport

network conveying data.

A method as defined in claim 8, wherein if a segment is
identified in the tentative backup bath. as shared by
working paths having' a <ommon potential point of
failure, the method includes computing a new btentative

backup path.

10) A method as defined in claim 9, wherein the method

includes ascertaining for each segment of the new

tentative backup path if the segment 1is shared by

Arista Networks, Inc., Ex. 1037, Page 15
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working paths having a common potential point of

failure.

11) A method as defined in claim io, wherein if no
segment is found in the mnew tentative backup path that
is shared by working paths having a common potential

point of fai;ure,.implementing the backup path.

12) A computer readable storage medium containing a
program element for execution by a computer to implement
a method for éomputing a backup path for protecting a
first working path in a. data transport network that
includes a plurality of working paths, the method
comprising:

a) determining a‘backup path through the data Fraﬁsport
network by selecting segments of the backup path from
a set of available segments in the data transport
network, where at least one of the selected segments’
is a shared segment part of a backup path protecting
a second working path other than the first working .
path;

b)fhe selecting = of the shared segment including
determining if the first and second working paths

have a common potential point of failure.

13) A computer readable storage medium as defined in
claim 12, wherein - the point of failure includes a

component of the data transport network conveying data.

14) A computer readable storage medium as defined in
claim 13, wherein at least one of the selected segments
is for protection of the first working path but not for

the protection of the second working path.
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15) A computer readable storage medium as defined in
claim ‘14, wherein the first working path and the second

working path have different endpoints.

16) A computer readable storage medium as defined in
claim 15, including selecting a given segment from the
set of available segments in the data transport network
as part of the backup path if working paths sharing the
given segment are free of a common potential point of

failure.

17) A computer readable storage medium as defined in
claim 16, wherein if the first and second working paths
include a common potential péint of failure, the
selecting includes assessing a probability of failure at

the common potential point of failure.

18) A computer readable storage medium as defined in
claim 16, including:
a) computing a tentative backup péth including a
plurality of segments;
b) ascertaining for each segment if the segment is
shared by working paths having a common potential

point of failure.

19) A computer readable storage medium as defined in
claim 18, wherein if a segment is identified in the
tentative backup path shared by working paths having a
common potential point of failure, the method includes

computing a new tentative backup path.
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20) A computer readable storage medium as defined in
claim 19, wherein the method includes ascertaining for
each segment of the new tentative backup path if the
segment if the segment is shared by working paths having

5 a common potential point of failure.

21) A computer readable storage medium as defined in
claim 20, wherein if no segment is found in the new
tentative backup path that is shared by working paths

10 having a common potential point of failure, implementing

the backup path.

Arista Networks, Inc., Ex. 1037, Page 18
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

1/6

Arista Networks, Inc., Ex. 1037, Page 19
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799

PCT/CA2004/000130

2/6

Arista Networks, Inc., Ex. 1037, Page 20
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

3/6

Arista Networks, Inc., Ex. 1037, Page 21
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

v
&
-
=

Arista Networks, Inc., Ex. 1037, Page 22
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

5/6

START
30

A

CALCULATE \g!gRKING. PATH

A

GATHER SRs
34

A

COMPUTE B3%CKUP PATH

PROPAGATE SRs ALONG
BACK%% PATH

.
-

A
- TEST SEGMENTS OF BACKUP PATH
} WIT4HUSRs

RECALCULATE BACKUP PATH USING
CRAI\LKSBACK

RESULT =EMPTY?

CONFIRM BZ{A4CKUP PATH

IMPLEMENTEéxCKUP PATH

FIG. 5

Arista Networks, Inc., Ex. 1037, Page 23
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



WO 2004/068799 PCT/CA2004/000130

6/6

/ 4

Arista Networks, Inc., Ex. 1037, Page 24
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



INTERNATIONAL SEARCH REPORT intYggfional Application No

PCT/CA2004/000130

CLASSIFICATION OF SUBJECT MATTER

TP T HOAL12/86

According to International Patent Classification (IPC) or to both national classification and IPC

B. FIELDS SEARCHED

Minimum documentation searched (classification system followed by classification symbols)

IPC 7 HO4L

Documentation searched other than minimum documentation to the extent that such documents are included in the fields searched

Electronic data base consulted during the international search (name of data base and, where practical, search terms used)

EPO-Internal, WPI Data

C. DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages

Relevant to claim No.

X US 2002/172149 A1l (KINOSHITA HIROSHI ET 1-4,7,8,
AL) 21 November 2002 (2002-11-21) 12-15

Y abstract 5,6,
page 1, column 1, line 1 -column 2, Tline 9-11,
48 16-21

15

page 15, column 2, 1ine 51 -page 17,
column 2, line 44; figures 1-22,39
page 2, column 1, line 30 -column 2, line

Ry

Further documents are listed in the continuation of box C.

Patent family members are listed in annex.

° Special categories of cited documents :

*A* document defining the general state of the art which is not
considered to be of particular relevance

‘E* earlier document but published on or after the international
filing date

'L* document which may throw doubts on priority claim(s) or
which is cited to establish the publication date of another
citation or other special reason (as specified)

‘0" document referring to an oral disclosure, use, exhibition or
other means

'P* document published prior to the international filing date but
later than the priority date claimed

“T* later document published after the international filing date
or priority date and not in conflict with the application but
cited to understand the principle or theory underlying the
invention

*X" document of particular relevance; the claimed invention
cannot be considered novel or cannot be considered to
involve an inventive step when the document is taken alone

'Y* document of particular relevance; the claimed invention
cannot be considered to involve an inventive step when the
document is combined with one or more other such docu-
m?nis, such combination being obvious to a person skilled
inthe art.

'&" document member of the same patent family

Date of the actual completion of the international search

1 June 2004

Date of mailing of the intemational search report

09/06/2004

Name and mailing address of the ISA

European Patent Office, P.B. 5818 Patentlaan 2
NL ~ 2280 HV Rijswijk

Tel. (+31-70) 340-2040, TX. 31 651 epo nl,
Fax: (+31-70) 340-3016

Authorized officer

Plata—-Andres, I

Form PCT/ISA/210 (second sheet) (January 2004)

Arista Networlagnd., &x 21037, Page 25

Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238




INTERNATIONAL SEARCH REPORT .nteinal Application No
PCT/CA2004/000130

C.(Continuation) DOCUMENTS CONSIDERED TO BE RELEVANT

Category ° | Citation of document, with indication, where appropriate, of the relevant passages Relevant to claim No.

Y US 2003/005149 Al (HAAS ZYGMUNT 3 ET AL) 5,6,
2 January 2003 (2003-01-02) 9-11

abstract
page 2, column 1, 1ine 12 -column 2, 1line
19

page 7, column 1, 1ine 1 -page 8, column
1, line 22; figures 1-5

page 3, column 1, line 41 -column 2, Tine
47

A US 2002/112072 Al (JAIN SUDHANSHU) 1,7,12
15 August 2002 (2002-08-15)

abstract

page 1, column 1, Tine 1 -page 2, column
1, line 42; figures 1,4

A WO 98/51045 A (CINKLER TIBOR ;ERICSSON 1,7,12
TELEFON AB L M (SE))

12 November 1998 (1998-11-12)
abstract

page 12, Tine 18 -page 19, Tine 1
A US 2003/021222 Al (BETTS MALCOLM ET AL) 1,7,12
30 January 2003 (2003-01-30)

abstract

page 1, column 1, 1ine 1 -page 2, column
2, Tine b2; figures 1,2

Form PCT/ISA/210 (continuation of second sheet) (January 2004)

Arista Netwopkgelric.9EX. 1037, Page 26
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238



INTERNATIONAL SEARCH REPORT ﬁ .
Intel nal Application No
" Information on patent family members
PCT/CA2004/000130
Patent document Publication Patent family Publication
cited in search report date member(s) date
US 2002172149 Al 21-11-2002 JP 2002344491 A 29-11-2002
US 2003005149 Al 02-01-2003  NONE
US 2002112072 Al 15-08-2002 WO 02065607 Al 22-08-2002
WO 02065306 Al 22-08-2002
WO 02065661 Al 22-08-2002
US 2002133756 Al 19-09-2002
US 2002116669 Al 22-08-2002
WO 9851045 A 12-11-1998 DE 19719170 Al 12-11-1998
AU 7652498 A 27-11-1998
WO 9851045 Al 12-11-1998
us 6628618 Bl 30-09-2003
US 2003021222 Al 30-01-2003  NONE

Form PCT/ISA/210 (patent family annex) (January 2004)

Arista Networks, Inc., Ex. 1037, Page 27
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01238




	Abstract
	Bibliographic
	Description
	Claims
	Drawings
	Search_Report

