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CERTIFICATION STATEMENT

Please see 37 CFR 1.97 and 1.98 to make the appropriate selection(s):

That each item of information contained in the information disclosure statement was first cited in any communication
from a foreign patent office in a counterpart foreign application not more than three months prior to the filing of the
information disclosure statement. See 37 CFR 1.97(e)(1).

OR

That ne item of information contained in the information disclosure statement was cited in a communication from a
foreign patent office in a counterpart foreign application, and, to the knowledge of the person signing the certification
after making reasonable inquiry, no item of information contained in the information disclosure statement was known to

[ ] any individual designated in 37 CFR 1.56(c) more than three months prior to the filing of the information disclosure
statement. See 37 CFR 1.97(e)(2).

See attached certification statement.
The fee set forth in 37 CFR 1.17 (p) has been submitted herewith.

X A certification statement is not submitted herewith.
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form of the signature.

Signature [Yehuda Binder/ Date (YYYY-MM-DD) 2017-11-19

Name/Print Yehuda Binder Registration Number |73612

This collection of information is required by 37 CFR 1.97 and 1.98. The information is required to obtain or retain a benefit by the
public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.5.C. 122 and 37 CFR
1.14. This collection is estimated to take 1 hour to complete, including gathering, preparing and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S.
Patent and Trademark Office, U.S. Department of Commerce, P.O. Box 1430, Alexandria, VA 22313-1450. DO NOT SEND
FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be advised
that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited
is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office is to
process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process ancd/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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ATTY.'S DOCKET: ORCKIT-001-US

In re Application of: Confirmation No. 9263

Ronen Solomon Art Unit: 2466

Appln. No.: 15/126,288 Examiner: Voltaire, Jean F.

Filed: September 15, 2016 Washington, D.C.

— e e e

For: A METHOD AND SYSTEM FOR
DEEP PACKET INSPECTION .. ) December 9, 2018

AMENDMENT

Customer Service Window, Mail Stop Amendment
Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, 401 Dulany Street
Alexandria, Virginia 22314

Sir:

This is in response to the examiner’s action of

September 12, 2018 (“Action”).

Remarks / Arguments begin on page 2 of this paper.

Arista Networks, Inc., Ex. 1003, Page 322
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Appln. No. 15/126,288
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REMARKS / ARGUMENTS
The Examiner’s Action dated September 12, 2018, has

been received, and its content carefully noted.

Office action, Section 12, pages 4-22

Claims 20-73 are rejected under 35 U.S.C. 103(a) as

being unpatentable over Dolganow et al. (US 2010/0208590 -
“Dolganow”) 1in view of Nguyen et al. (US 2014/0052836 -
“Nguyen”) .

Combining Dolganow and Nguyen.

a. The Action contends that the Dolganow and Nguyen are
combined being in a ‘similar field of endeavor’. The applicant
respectfully request a clear definition of the ‘field of
endeavor’ as required by the rules. (MPEP 2141.01(a) (I) - 1‘The
examiner must determine what 1is “analogous prior art” for the
purpose of analyzing the obviousness of the subject matter at

issue’) .

b. Applicant submits that the Dolganow and Nguyen references
are directed towards respectively different purposes and are
based on respectively different structures, and thus are not
analogous to one another and cannot logically be combined. The
Dolganow reference 1involves DPI, where packets are handled
based on their content, while the Nguyen reference involves
SDN, where packets are handled based on externally received
instructions. For example, the Dolganow reference involves OSI
Layer 3 or above analysis, while the Nguyen reference involves
local routing (OSI Layer 2) without any analysis of the packet
content.

Further, while the Dolagnow reference is directed to

network traffic handling or routing devices, such as routers
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or switches (Figure 1 and paragraphs 25 and 27), the Nguyen
reference is directed to HIS which is an end dewvices, intended
to generate of received information, such as ‘personal
computer, a PDA, a consumer electronic device, a display
device’ as described in Figure 1 and paragraph 0015.

Hence, the two references are directed to
different devices having different functionalities and
differently handling traffic, and thus cannot be combined. It
is respectfully submitted that it is simply not appropriate to
select a secondary reference that happens to disclose, 1in
isolation, a single feature, and conclude, without a proper
basis, that it would be obvious to add that feature to another

device in a different field.

c. It is further noted that MPEP §808.02(A) explicitly recites
that different classes “.. shows that each invention has
attained recognition 1in the art as a separate subject for
inventive effort, and also a separate field of search.™
(Emphasis added) . Furthermore, there 1is no suggestion or
motivation to combine:

[W]hen art is directed to a different
purpose then a claimed invention, an
inventor would have less motivation or
occasion to consider it.

In re QOetiker, 977 F.2d 1443 (Fed. Cir. 1992).

The Dolganow reference 1is classified under U.S.
Class 370/235 associated with “MULTIPLEX COMMUNICATIONS - DATA
FLOW CONGESTION PREVENTION OR CONTROL”, mainly focusing on
regulating the amount of information transmitted through the
network, while the Nguyen reference 1is classified under U.S.
Class 709/223 associated with “ELECTRICAL COMPUTERS AND
DIGITAL PROCESSING SYSTEMS: MULTICOMPUTER DATA TRANSFERRING -
COMPUTER NETWORK MANAGING” - relating mainly to the managing

_3_
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the resources of the computers connected by a computer

network. Thus, the two reference are in different fields.

d. Further, it would not be appropriate to base this rejection
on a combination of these references because the devices and
networks described in the Dolganow and Nguyen references are
each self-contained and independently operate effectively.

Because each device 1independently operates
effectively, a person having ordinary skill
in the art, who was merely seeking to create
a better device to drain fluids from a
wound, would have no reason to combine the
features of both devices 1into a single

device.
[Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369
(CAFC, 2012).] — See MPEP §2143.01.

e. The Action fails to explain HOW the device described in the
Dolganow reference is being modified to include the
limitations taught by the Nguyen reference. The Action only
states that the missing limitations are disclosed by the
Nguyen reference and as such may be combined. A clear

explanation is required according to the rules.

Rationale for Combining Dolganow and Nguyen.

a. The rationale for combining is stated on page 6 as “.. to
build a SDN application that provides all of the desired SDN
functionality 1in a system 1in order to implement a new SDN
functionality”. Assuming arguendo that such combination 1is
properly made in accordance with prevailing U.S. patent law,
it 1s respectfully submitted that SDN functionality 1s a
technical functionality per se, and the Action fails to
explain WHY such feature is required or is beneficial, and as
such the rationale fails to explain why one of ordinary skill

in the art at the time the invention was made would see any
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reason to combine the references in an attempt to arrive at
the claimed invention. It is noted that “Absent some
articulated rationale for doing so, the Examiner’s conclusory
assertion is inadequate to support a conclusion of
obviousness.” See KSR Int’l Co. v. Teleflex 1Inc., 550 U.S.
398, 418 (2007); see also In re Warner, 379 F.24d 1011, 1017

(Ccpa 1967) (“"The 1legal conclusion of obviousness must be
supported by facts. Where the legal conclusion is not
supported by facts it cannot stand.”). Further, even if the

SDN 1is kind of advantage, none of the «c¢ited prior art
references suggested that the primary reference could benefit
from that advantage or was in need of that advantage. [See,
e.g., Ex parte Saiki, No. 2000-0373, 2002 WL 32102452, at *3
(B.P.A.I. Jan. 17, 2002); Ex parte Burak, No. 2004-0823, 2004
WL 4981768, at *4 (Dec. 8, 2004)].

b. It is trivial, inherent, and self-evident that always
adding a feature A to any device results in a device having a
capability of feature A. Similarly, it is trivial, inherent,
and self-evident that always adding the functionality of SDN
to ANY system results in “a SDN application that provides all
of the desired SDN functionality 1in a system 1in order to
implement a new SDN functionality”. Hence, the rationale
provides no 1link to the specific present application, as
required in MPEP 2143 that clearly states that “Any rationale
employed must provide a 1link between the factual findings and
the legal conclusion of obviousness.” (Emphasis added), and ™.
there must be “some articulated reasoning with some rational
underpinning” to support the Examiner’s findings and
conclusion of obviousness”. See KSR Inti Co. v. Teleflex Inc.,

550 U.S. 401, 418 (2007).
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c. The Dolganow reference focuses on DPI of received packets,
and acting upon the DPI analysis. However, the Dolganow
reference 1is silent regarding any receiving any instruction of
how to deal with received packet as known in SDN, and 1is in
particular silent regarding routing any packet based on any
received instruction or criteria. Adding such SDN
functionalities inherently changes the scheme from DPI scheme,
thus such modifications would change the principle of
operation of the system described in the Dolganow reference,
see 2143.01:

If the proposed modification or combination
of the prior art would change the principle
of operation of the prior art invention
being modified, then the teachings of the
references are not sufficient to render the
claims prima facie obvious.

In re Ratti, 270 F.2d 810, 123 USPQ 349 (CCPA 1959).

d. In particular, such modification of the router or switch
described in the Dolganow reference redquires massive change of
the device, to include means for receiving instruction via an
additional port, storing these instructions and criteria,
applying dedicated SDN software (such as OpenFlow) requiring
massive hardware, processing power and software, and
forwarding packets based on this criteria. Such modifications
fundamentally and inherently change the conventional routing /
switching functionalities described in the Dolganow reference,
and would require a substantial reconstruction and redesign of
the elements shown 1in the Dolganow reference as well as a
change in the Dbasic principles under which the Dolganow
reference construction was designed to operate. (In re Ratti,
270 F.2d 810, 813 (CCPA 1959)): “a change 1in the basic
principles” refers to change that 1is fundamental 1in scope so

as to relate to scientific or technical principles under which
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the invention 1is designed to operate.”. Further, such changes
would render the Dolganow reference inoperable for its
intended purpose since it could only operate 1in an SDN

supported network.

Regarding claim 1.

a. Claim 1 explicitly recites the limitation of: ™. sending,
by the controller to the network node over the packet network,
an instruction and a packet-applicable criterion”. This
limitation is not addressed by the Action. A prima facie case
for obviousness “requires a suggestion of all limitations 1in a
claim,” CFMT, Inc. v. Yieldup Int’1l Corp., 349 F.3d 1333, 1342
(Fed. Cir. 2003). It 1is noted that the Dolganow reference
fails to disclose any controller 1in general or any “an
instruction and a packet—-applicable criterion”, and in
particular fails to disclose the recited “.. sending, by the
controller to the network node over the packet network, an

instruction and a packet-applicable criterion”.

b. Claim 1 explicitly recites the limitation of: “.. receiving,
by the network node from the controller, the instruction and
the criterion”. The Action relies upon paragraphs 12, 30, and
81 of the Dolganow reference. HOWEVER, the Dolganow reference
in general, and the c¢ited paragraphs 1in particular, ONLY
described receiving packets as part of the regular traffic to
be analyzed, and are silent regarding any receiving from a
controller in general, and receiving of ‘the instruction and

the criterion’ 1in particular.
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Regarding claims 21-26, 28-30, 36, 44, 49-56, 59, 67, 72-73.

While these claims clearly define different features
and functionalities, the Action improperly use the SAME
rationale for combining with the Nguyen reference. First, the
stated rationale 1is defective as described above. Second,
using the SAME rationale clearly violates the fact that the
Office must “make the necessary findings and have an adequate
‘evidentiary basis for its findings.” [Quoting In re Nuvasive
(Fed. Cir. 2016), internally guoting In re Lee (Fed. Cir.
2002)1, and that the 0Office “must examine the relevant data
and articulate a satisfactory explanation for 1its actions
including a rational connection between the facts found and
the choice made.” Id. (Emphasis added). Further, In Broadcom
Corp. v. Emulex Corp., 732 F.3d 1325, 1335 (Fed. Cir. 2013),
the Court held that “/faln invention 1is not obvious just
‘because all of the elements that comprise the invention were
known 1in the prior art;’ rather, a finding of obviousness at
the time of the invention requires a ‘plausible rational [sic]
as to why the prior art references would have worked
together.”. It is noted that “Absent some articulated
rationale for doing so, the Examiner’s conclusory assertion is
inadequate to support a conclusion of obviousness.” See KSR
Int’l Co. v. Teleflex Inc., 550 U.S. 398, 418 (2007); see also
In re Warner, 379 F.2d 1011, 1017 (CCPA 1967) (“"The legal
conclusion of obviousness must be supported by facts. Where
the 1legal conclusion 1s not supported by facts it cannot

stand.”) .
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The absence of a reply to a specific rejection,
issue, or comment, does not signify agreement with that
rejection, issue, or comment . In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing in this reply should be understood as
conceding any issue with regard to any c¢laim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability to the claim before its amendment. It should
further be understood that any filing of a terminal disclaimer
to obviate a rejection based on nonstatutory double patenting
is not an admission of the propriety of the rejection.

If the above arguments should not now place the
application in the condition for allowance, the examiner 1is
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-9-7409241
Mobile: +972-54-4444577
e—-mail:yehuda@maypatents.com

Arista Networks, Inc., Ex. 1003, Page 330
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.O. Box 1450

Alexandria, Virginia 22313-1450

www.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKETNO. |  CONFIRMATION NO.
15/126,288 09/15/2016 Yossi BARSHESHET ORCKIT-001-US 9263
131926 7590 ‘ 04/15/2019 | EXAMINER
May Patents Ltd. c/o Dorit Shem-Tov
P.O.B 7230 VOLTAIRE, JEAN F
Ramat-Gan, 5217102
ISRAEL | ART UNIT | PAPER NUMBER
2466
| MAIL DATE | DELIVERY MODE
04/15/2019 PAPER

Please find below and/or attached an Office communication concerning this application or proceeding.

The time period for reply, if any, is set in the attached communication.

PTOL-90A (Rev. 04/07)

Arista Networks, Inc., Ex. 1003, Page 331
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Application No. Applicant(s)

15/126,288 BARSHESHET et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
JEAN F VOLTAIRE 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)} Responsive to communication(s) filed on 12/10/2018.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)l¥ This action is FINAL. 2b) [J This action is non-final.

3)(0 An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5) Claim(s) 20-73 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.

6) [J Claim(s) ___is/are allowed.

7) Claim(s) 20-73 is/are rejected.

8) [ Claim(s) ____is/are objected to.

9) [ Claim(s) ____are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) fledon _____ is/are: a)(C] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)[(J Some**  ¢)[3J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date

4) [ Other: _.

2) [J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date .

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20190326

Arista Networks, Inc., Ex. 1003, Page 332
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Application/Control Number: 15/126,288 Page 2
Art Unit: 2466

DETAILED ACTION
Notice of Pre-AlA or AlIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Response to amendment

2. This is a Final Office action in response to applicant's remarks/arguments filed on
12/10/2018.
3. Status of the claims:

+ (Claims 20-73 have not been amended.

» (Claims 20-73 are currently pending and have been examined.

Response to remarks/arguments
4. Applicant’s remarks/arguments filed on 12/10/2018 with respect to the
rejection of claims 20-73 have been fully considered but they are not persuasive.
5. On pages 2-7 of Applicant’s remarks dated 12/10/2018, Applicant submits that
the Dolganow and Nguyen references are directed towards respectively different

purposes and are based on respectively different structures, and thus are

not analogous to one another and cannot logically be combined.

6. In response to applicant's argument that Dolganow and Nguyen references are
nonanalogous arts, it has been held that a prior art reference must either be in the field
of applicant’s endeavor or, if not, then be reasonably pertinent to the particular problem

with which the applicant was concerned, in order to be relied upon as a basis for
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rejection of the claimed invention. See In re Oetiker, 977 F.2d 1443, 24 USPQ2d 1443
(Fed. Cir. 1992). In this case, the combination of Dolganow and Nguyen allows for
efficient deep packet inspection of traffic in cloud-based networks utilizing software
defined networks (SDN).

7. In response to applicant's argument that Dolganow and Nguyen references are
directed towards respectively different structures, a recitation of the intended use of the
claimed invention must result in a structural difference between the claimed invention
and the prior art in order to patentably distinguish the claimed invention from the prior
art. If the prior art structure is capable of performing the intended use, then it meets the
claim. Moreover, the test for obviousness is not whether the features of a secondary
reference may be bodily incorporated into the structure of the primary reference; nor is it
that the claimed invention must be expressly suggested in any one or all of the
references. Rather, the test is what the combined teachings of the references would
have suggested to those of ordinary skill in the art. See In re Keller, 642 F.2d 413, 208
USPQ 871 (CCPA 1981).

8. In response to applicant's argument that there is no teaching, suggestion, or
motivation to combine the references, the examiner recognizes that obviousness may
be established by combining or modifying the teachings of the prior art to produce the
claimed invention where there is some teaching, suggestion, or motivation to do so
found either in the references themselves or in the knowledge generally available to one
of ordinary skill in the art. See In re Fine, 837 F.2d 1071, 5 USPQ2d 1596 (Fed. Cir.
1988), In re Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992), and KSR

International Co. v. Teleflex, Inc., 550 U.S. 398, 82 USPQ2d 1385 (2007). In this case,
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the motivation to do so is found in Nguyen’s reference, such that to build a SDN
application that provides all of the desired SDN functionality in a system in order to
implement a new SDN functionality. Such an advantage would include a flow-based
handler receiving a packet, and determining that the packet is associated with a flow
session and associating the rules with the packet.

9. Regarding claim 1, it is noted that claim 1 has been canceled by an Applicant
preliminary amendment. The limitations agued by Applicant are disclosed in claim 20.
On pages 7-9 of Applicants’ remarks dated 12/10/2018, Applicant states that the office
action has not addressed the limitation of: “... sending, by the controller to the network
node the packet network, an instruction and a packet-applicable criterion”, and “...
receiving, by the network node from the controller, the instruction and the criterion”, in
particular fails to disclose any controller in general or any “an instruction and a packet-
applicable criterion”, as explicitly recited in claim 20.

10. In response to applicants’ remarks, the Examiner respectfully disagrees because
by virtue of performing sending and/or receiving implicitly implies the use of a controller.
Although the Dolganow’s reference does not explicitly disclose the controller, however,
a machine-readable medium does inherently comprise a controller in order for it to
function (i.e., sending and/or receiving). Moreover, Dolganow further discloses a
method of sending/or receiving instructions encoded on a machine-readable medium, or
a combination thereof, such that DPI devices 134, 136 may be configured to examine
data packets sent to router/switch 132 to identify information associated with the

packets, see at least paragraphs 12, 13, 28-31.
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11. For at least the reasons provided above, applicants’ remarks

regarding independent claim 20 is not persuasive. Then independent claim 20 is not
allowable over the cited prior art of record. Therefore, its dependent claims directly or
indirectly are also not allowable based at least for the reasons provided above.

Please see the rejection below.

Claim Rejections - 35 USC § 103
12.  In the event the determination of the status of the application as subject to AIA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any
correction of the statutory basis for the rejection will not be considered a new ground of
rejection if the prior art relied upon, and the rationale supporting the rejection, would be

the same under either status.

13.  The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

14.  The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

Arista Networks, Inc., Ex. 1003, Page 336
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Application/Control Number: 15/126,288 Page 6
Art Unit: 2466

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.
15.  This application currently names joint inventors. In considering patentability of the
claims the examiner presumes that the subject matter of the various claims was
commonly owned as of the effective filing date of the claimed invention(s) absent any
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to
point out the inventor and effective filing dates of each claim that was not commonly
owned as of the effective filing date of the later invention in order for the examiner to
consider the applicability of 35 U.S.C. 102(b)(2)(C) for any potential 35 U.S.C. 102(a)(2)

prior art against the later invention.

16.  Claims 20-73 is/are rejected under 35 U.S.C. 103 as being unpatentable over

Dolganow et al. (US 2010/0208590 A1) in view of Nguyen et al. (US 2014/0052836 A1).

Regarding claim 20, Dolganow discloses a method for use with a packet
network including a network node for transporting packets between first and
second entities under control of a controller, the method comprising: sending, by the
controller to the network node over the packet network, an instruction and a packet-
applicable criterion (Dolganow, para. 30; DPI devices 134, 136 may include
hardware, instructions encoded on a machine-readable medium, or a combination
thereof, such that DPI devices 134, 136 may be configured to examine data

packets sent to router/switch 132 to identify information associated with the
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packets); receiving, by the network node from the controller, the instruction and the
criterion (Dolganow, para. 12, 30, 81; receiving all relevant information associated
with the packets); receiving, by the network node from the first entity over the packet
network, a packet addressed to the second entity (Dolganow, para. 59: network
element 130a, 130b may receive a number of packets belonging to an IP flow
between a P2P client 110 and a P2P central entity 150).

Dolganow does not appear to explicitly disclose checking, by the network node, if
the packet satisfies the criterion; responsive to the packet not satisfying the criterion,
sending, by the network node over the packet network, the packet to the second entity;
and responsive to the packet satisfying the criterion, sending the packet, by the network
node over the packet network, in response to the instruction.

Nguyen from similar field of endeavor discloses checking, by the network node, if
the packet satisfies the criterion (Nguyen, para. 32: determining if the packet
satisfies the criterion); responsive to the packet not satisfying the criterion, sending,
by the network node over the packet network, the packet to the second entity (Nguyen,
Fig. 3, para. 21: sending the packet to the next table for processing, and/or a
variety of other flow processing actions if not satisfying the criterion); and
responsive to the packet satisfying the criterion, sending the packet, by the network
node over the packet network, in response to the instruction (Nguyen, para. 21:
Nguyen, Fig. 3, para. 21: sending the packet to the next table for processing if the
packet that satisfies the criteria in the matching filter).

Therefore, it would have been obvious to one of ordinary skill in the art before the

effective filling date of the claimed invention to combine the teaching of Dolganow
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with the teaching of Nguyen by using the above features into the system of Dolganow
such as checking, by the network node, if the packet satisfies the criterion; responsive
to the packet not satisfying the criterion, sending, by the network node over the packet
network, the packet to the second entity; and responsive to the packet satisfying the
criterion, sending the packet, by the network node over the packet network, in response
to the instruction as taught by Nguyen. The motivation for doing so would have been to
build a SDN application that provides all of the desired SDN functionality in a system in

order to implement a new SDN functionality.

Regarding claims 21 and 52, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the instruction is 'probe’, 'mirror', or 'terminate’
instruction, and upon receiving by the network node the 'terminate’ instruction, the
method further comprising blocking, by the network node, the packet from being sent to
the second entity and to the controller (Dolganow, para. 50: this transmission may
be accomplished by mirroring (i.e., duplicating) the packets in the IP flow that
contain the key from DPI A 134 to DPI B 136. Alternatively, this transmission may
be accomplished by redirecting (i.e., rerouting) the packets in the IP flow that
contain the key from DPI A 134 to DPI B 136. As another alternative, DPI A 134
may build and send a message including the required information to DPI B 136).

Dolganow does not appear to disclose the packet is being sent to the controller.

Nguyen discloses the packet is being sent to the controller (Nguyen, Fig. 2,

para. 19: controller APl 210 to receive and manage the packet).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.

Regarding claims 22 and 53, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the instruction is a 'probe’, a 'mirror’, or a
'terminate’ instruction, and upon receiving by the network node the 'mirror' instruction
and responsive to the packet satisfying the criterion, the method further comprising
sending the packet, by the network node, to the second entity and to the controller
(Dolganow, para. 50, 59: Alternatively, this transmission may be accomplished by
redirecting (i.e., rerouting) the packets in the IP flow that contain the key from DPI
A 134 to DPI B 136. As another alternative, DPI A 134 may build and send a
message including the required information to DPI B 136).

Dolganow does not appear to disclose the packet is being sent to the controller.

Nguyen discloses the packet is being sent to the controller (Nguyen, Fig. 2,
para. 19: controller APl 210 to receive and manage the packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow

such as sending the packet to the controller as taught by Nguyen. The motivation for
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doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.

Regarding claims 23 and 54, Dolganow as modified by Nguyen discloses the
method according to claim 20, however, Nguyen further discloses wherein
the instruction is 'probe’ , 'mirror', or 'terminate’ instruction, and upon receiving by the
network node the 'probe’ instruction and responsive to the packet satisfying the
criterion, the method further comprising: sending the packet, by the network node, to the
controller (Nguyen, Fig. 2, para. 19: controller APl 210 to receive and manage the
packet); responsive to receiving the packet, analyzing the packet, by the controller
(Nguyen, Fig. 2, para. 19: controller APl 210 to receive and manage the packet);
sending the packet, by the controller, to the network node; and responsive to receiving
the packet, sending the packet, by the network node, to the second entity (Nguyen,
para. 21: Nguyen, Fig. 3, para. 21: sending the packet to the next table for
processing if the packet that satisfies the criteria in the matching filter).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.
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Regarding claims 24, 25 and 55, Dolganow as modified by Nguyen discloses
the method according to claim 20, further comprising responsive to the packet satisfying
the criterion and to the instruction, sending the packet or a portion thereof, by
the network node, to the controller (Nguyen, Fig. 2, para. 19: controller APl 210 to
receive and manage the packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.

Regarding claims 26 and 56, Dolganow as modified by Nguyen discloses the
method according to claim 24, however, Nguyen further comprising responsive to the
packet satisfying the criterion and to the instruction, sending a portion of the packet, by
the network node, to the controller (Nguyen, Fig. 2, para. 19: controller APl 210 to
receive and manage the packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.
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Regarding claims 27 and 57, Dolganow as modified by Nguyen discloses the
method according to claim 26, wherein the portion of the packet consists of multiple
consecutive bytes, and wherein the instruction comprises identification of
the consecutive bytes in the packet (Dolganow, para. 69: DPI B 136 performs deep
packet inspection on the packets relating to the request to attempt to extract a
key identifying the P2P content transmitted in the flow. For example, when the
protocol is BitTorrent, DPI B 136 may perform deep packet inspection to

determine whether an info_hash field is present in the packets of the flow).

Regarding claim 28, Dolganow as modified by Nguyen discloses the method
according to claim 24, however, Nguyen further comprising responsive to receiving the
packet, analyzing the packet, by the controller (Nguyen, Fig. 2, para. 19: controller
API 210 to receive and manage the packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as analyzing the packet, by the controller as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.

Regarding claim 29, Dolganow as modified by Nguyen discloses the method

according to claim 28, However, Nguyen further for use with an application server that
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communicates with the controller, wherein the analyzing comprising sending the packet,
by the controller, to the application server, and analyzing the packet by the application
server (Nguyen, Fig. 2, para. 19: controller APl 210 to receive and manage the
packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet, by the controller, to the application server, and analyzing
the packet by the application server as taught by Nguyen. The motivation for doing so
would have been to build a SDN application that provides all of the desired SDN

functionality in a system in order to implement a new SDN functionality.

Regarding claim 30, Dolganow as modified by Nguyen discloses the method
according to claim 29, however, Nguyen wherein the analyzing further comprising
sending the packet after analyzing by the application server to the controller, and
sending the packet, after receiving from the controller by the network node, to the
second entity (Nguyen, Fig. 2, para. 19: controller APl 210 to receive and manage
the packet).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as sending the packet, by the controller, to the application server, and analyzing

the packet by the application server as taught by Nguyen. The motivation for doing so
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would have been to build a SDN application that provides all of the desired SDN

functionality in a system in order to implement a new SDN functionality.

Regarding claim 31, Dolganow as modified by Nguyen discloses the method
according to claim 28, wherein the analyzing comprises applying security or data
analytic application (Dolganow, Fig. 4A, para. 60: DPI A 134 identifies an application
protocol associated with the IP flow using one or more packets belonging to the
IP flow or any other related information, such as packets belonging to other

flows).

Regarding claim 32, Dolganow as modified by Nguyen discloses the method
according to claim 28, wherein the analyzing comprises applying security application
that comprises firewall or intrusion detection functionality (Dolganow, Fig. 4A, para. 60:
DPI A 134 identifies an application protocol associated with the IP flow using one
or more packets belonging to the IP flow or any other related information, such as

packets belonging to other flows).

Regarding claim 33, Dolganow as modified by Nguyen discloses the method
according to claim 28, wherein the analyzing comprises performing Deep Packet
Inspection (DPI) or using a DPI engine on the packet (Dolganow, para. 12: performing

DPI to extract a key from one or more of the first plurality of packets).
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Regarding claim 34, Dolganow as modified by Nguyen discloses the method
according to claim 28, wherein the packet comprises distinct header and payload fields,
and wherein the analyzing comprises checking part of, or whole of, the payload field
(Dolganow, para. 52-54, 57: Key field 210 may indicate the value of a key used to
uniquely identify a P2P content item. This field 210 may be populated when
extracted from a request sent from P2P client 110 to P2P central entity 150,

provided that the request includes the key).

Regarding claims 35 and 58, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the packet comprises distinct header and
payload fields, the header comprises one or more flag bits, and wherein the packet-
applicable criterion is that one or more of the flag bits is set (Dolganow, para. 34, 43:
P2P central entity 150 may be a BitTorrent tracker configured to receive a request
including an info_hash from P2P client 110 and respond with a list containing
location information of P2P client peers 160 that maintain the requested P2P

content).

Regarding claims 36 and 59, Dolganow as modified by Nguyen discloses the
method according to claim 35, wherein the packet is an Transmission Control Protocol
(TCP) packet, and wherein the one or more flag bits comprises comprise a SYN flag bit,
an ACK flag bit, a FIN flag bit, a RST flag bit, or any combination thereof Nguyen, para.
17, 30: control packets typically carry device control information or

communication protocol data that allows devices to communicate packet
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forwarding logic with each other, routing and discovery protocol, data packets
that requirement additional attention, processing configurations, device
configurations, and/or a variety of other control packet information known in the
art).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as the packet is an Transmission Control Protocol (TCP) packet, and wherein the
one or more flag bits comprises comprise a SYN flag bit, an ACK flag bit, a FIN flag bit,
a RST flag bit, or any combination thereof as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.

Regarding claims 37 and 60, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the packet comprises distinct header and
payload fields, the header comprises at least the first and second entities addresses
in the packet network, and wherein the packet-applicable criterion is that the first entity
address, the second entity address, or both match a predetermined address or
addresses (Dolganow, para. 39, 55, 62: DPI A 134 may determine whether the
source or destination address of the packets is the address of a system known to
operate as a P2P central entity 150, such as a BitTorrent tracker. Suitable
alternatives for determining whether the exchange is between a P2P client 110

and a P2P central entity 150 will be apparent to those of skill in the art).
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Regarding claims 38 and 61, Dolganow as modified by Nguyen discloses the
method according to claim 37, wherein the addresses are Internet Protocol (IP)

addresses (Dolganow, para. 39, 55, 62: addresses are IP addresses).

Regarding claims 39 and 62, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the packet is an Transmission Control Protocol
(TCP) packet that comprises source and destination TCP ports, a TCP sequence
number, and a TCP sequence mask fields, and wherein the packet-applicable criterion
is that the source TCP port, the destination TCP port, the TCP sequence number, the
TCP sequence mask, or any combination thereof, matches a predetermined value or
values (Dolganow, para. 39, 55, 62: It should be apparent that an IP flow may be
any IP flow between P2P client 110 and P2P central entity 150 or P2P client 110
and a P2P client peer 160, as identifiable by IP 5-tuple information, which includes
the source IP address, source port, destination IP address, destination port, and
protocol of the IP flow. This IP flow may be further tunneled inside another

networking layer, such as IP, Ethernet, ATM, and the like).

Regarding claims 40 and 63, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the packet network comprises a Wide Area
Network (WAN), Local Area Network (LAN), the Internet, Metropolitan Area Network
(MAN), Internet Service Provider (ISP) backbone, datacenter network, or inter-

datacenter network (Dolganow, Figs 1, 2, para. 28: Network element 130a may be
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an entity containing components configured to receive, process, and forward
packets belonging to an IP flow received from packet-switched network 120. As
an example, network element 130a may be owned and/or operated by an Internet
Service Provider (ISP) providing services to P2P client 110. Network element 130a
may include a router/switch 132, DPI A 134, DPI B 136, and key storage module

138).

Regarding claims 41 and 64, Dolganow as modified by Nguyen discloses
the (New) The method according to claim 20, wherein the first entity is a server device
and the second entity is a client device, or wherein the first entity is a client device and
the second entity is a server device (Dolganow, Fig. 1: entity 150 is a central entity

(such as a server) and entity 160 is a client device).

Regarding claims 42 and 65, Dolganow as modified by Nguyen discloses the
method according to claim 41, wherein the server device comprises a web server, and
wherein the client device comprises a smartphone, a tablet computer, a personal
computer, a laptop computer, or a wearable computing device (Dolganow, para. 34:
P2P central entity 150 may store a database of information maintained within a
particular P2P network, such that a user may search P2P central entity 150 to

determine the location of desired content based on the file key).

Regarding claims 43 and 66, Dolganow as modified by Nguyen discloses the

method according to claim 41, wherein the communication between the network node
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and the controller is based on, or uses, a standard protocol (Dolganow, Fig. 2, para.
18: the OpenFlow communications protocol, separate the data plane and the
control plane, with the data plane remaining on the networking device and the
control plane (containing the routing protocol and forwarding logic) moved to a

controller platform typically running on an IHS coupled to the networking device).

Regarding claims 44 and 67, Dolganow as modified by Nguyen discloses the
method according to claim 43, Nguyen further discloses wherein the standard protocol
is according to, based on, or compatible with, an OpenFlow protocol version 1.3.3 or
1.4.0 (Nguyen, para. 19, 30: standard protocol is according to an OpenFlow
protocol).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as the standard protocol is according to, based on, or compatible with, an
OpenFlow protocol as taught by Nguyen. The motivation for doing so would have been
to build a SDN application that provides all of the desired SDN functionality in a system

in order to implement a new SDN functionality.

Regarding claims 45 and 68, Dolganow as modified by Nguyen discloses the
method according to claim 44, wherein the instruction comprises a Type-Length-Value
(TLV) structure (Dolganow, para. 53: Key field 210 may indicate the value of a key

used to uniquely identify a P2P content item. This field 210 may be populated
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when extracted from a request sent from P2P client 110 to P2P central entity 150,

provided that the request includes the key).

Regarding claims 46 and 69, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the network node comprises a router, a switch,
or a bridge (Dolganow, Fig. 1, para. 25, 27: network element 130a may include a

router, a switch, or a bridge).

Regarding claims 47 and 70, Dolganow as modified by Nguyen discloses the
method according to claim 20, wherein the packet network is an Internet Protocol (IP)
network, and the packet is an IP packet (Dolganow, para. 60, 62: DPI A 134 identifies
an application protocol associated with the IP flow using one or more packets
belonging to the IP flow or any other related information, such as packets

belonging to other flows).

Regarding claims 48 and 71, Dolganow as modified by Nguyen discloses the
method according to claim 47, wherein the packet network is an Transmission Control
Protocol (TCP) network, and the packet is an TCP packet (Dolganow, para. 39, 55, 62:
It should be apparent that an IP flow may be any IP flow between P2P client 110
and P2P central entity 150 or P2P client 110 and a P2P client peer 160, as
identifiable by IP 5-tuple information, which includes the source IP address,

source port, destination IP address, destination port, and protocol of the IP flow.
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This IP flow may be further tunneled inside another networking layer, such as IP,

Ethernet, ATM, and the like).

Regarding claims 49 and 72, Dolganow as modified by Nguyen discloses the
method according to claim 20, further comprising: receiving, by the network node from
the first entity over the packet network, one or more additional packets (Dolganow,
para. 12: a network element may receive a first and second plurality of packets
transmitted between a peer-to-peer (P2P) client and a P2P central entity).

Dolganow does not appear to explicitly disclose checking, by the network node, if
any one of the one or more additional packets satisfies the criterion; responsive to an
additional packet not satisfying the criterion, sending, by the network node over the
packet network, the additional packet to the second entity; and responsive to the
additional packet satisfying the criterion, sending the additional packet, by the network
node over the packet network, in response to the instruction.

Nguyen from similar field of endeavor discloses checking, by the network node, if
any one of the one or more additional packets satisfies the criterion (Nguyen, para. 32:
determining if more packets satisfy the criterion); responsive to an additional packet
not satisfying the criterion, sending, by the network node over the packet network, the
additional packet to the second entity (Nguyen, Fig. 3, para. 21: sending the packet
to the next table for processing, and/or a variety of other flow processing actions
if not satisfying the criterion); and responsive to the additional packet satisfying the
criterion, sending the additional packet, by the network node over the packet network, in

response to the instruction (Nguyen, para. 21: Nguyen, Fig. 3, para. 21: sending the
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additional packets to the next table for processing if the packet that satisfies the
criteria in the matching filter).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as checking, by the network node, if any one of the one or more additional packets
satisfies the criterion; responsive to an additional packet not satisfying the criterion,
sending, by the network node over the packet network, the additional packet to the
second entity; and responsive to the additional packet satisfying the criterion, sending
the additional packet, by the network node over the packet network, in response to the
instruction as taught by Nguyen. The motivation for doing so would have been to build a
SDN application that provides all of the desired SDN functionality in a system in order to

implement a new SDN functionality.

Regarding claims 50 and 73, Dolganow as modified by Nguyen discloses the
method according to claim 20, Nguyen further discloses wherein the packet network is a
Software Defined Network (SDN), the packet is routed as part of a data plane and the
network node communication with the controller serves as a control plane (Nguyen,
para. 17, 18: a data plane or fast processing path where data packets are
received, queued, processed, and then forwarded to the appropriate destination,
and a control plane or slow processing path where communication protocols,

configuration, and administration takes place).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as the packet network is a Software Defined Network (SDN), the packet is routed
as part of a data plane and the network node communication with the controller serves
as a control plane as taught by Nguyen. The motivation for doing so would have been to
build a SDN application that provides all of the desired SDN functionality in a system in

order to implement a new SDN functionality.

Regarding claim 51, Dolganow discloses a method for use with a packet
network including a network node for transporting packets between first and
second entities under control of a controller, the method by the network node
comprising: receiving, from the controller, the instruction and the criterion (Dolganow,
para. 30; DPI devices 134, 136 may include hardware, instructions encoded on a
machine-readable medium, or a combination thereof, such that DPI devices 134,
136 may be configured to examine data packets sent to router/switch 132 to
identify information associated with the packets); receiving, from the first entity over
the packet network, a packet addressed to the second entity (Dolganow, para. 59;
network element 130a, 130b may receive a humber of packets belonging to an IP
flow between a P2P client 110 and a P2P central entity 150).

Dolganow does not appear to explicitly disclose checking if the packet satisfies

the criterion; responsive to the packet not satisfying the criterion, sending over the
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packet network, the packet to the second entity; and responsive to the packet satisfying
the criterion, sending the packet over the packet network, in response to the instruction.

Nguyen from similar field of endeavor discloses checking if the packet satisfies
the criterion (Nguyen, para. 32: determining if the packet satisfies the criterion);
responsive to the packet not satisfying the criterion, sending over the packet network,
the packet to the second entity (Nguyen, Fig. 3, para. 21: sending the packet to the
next table for processing, and/or a variety of other flow processing actions if not
satisfying the criterion); and responsive to the packet satisfying the criterion, sending
the packet over the packet network, in response to the instruction (Nguyen, para. 21:
Nguyen, Fig. 3, para. 21: sending the packet to the next table for processing if the
packet that satisfies the criteria in the matching filter).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Nguyen by using the above features into the system of Dolganow
such as checking if the packet satisfies the criterion; responsive to the packet not
satisfying the criterion, sending over the packet network, the packet to the second
entity; and responsive to the packet satisfying the criterion, sending the packet over the
packet network, in response to the instruction as taught by Nguyen. The motivation for
doing so would have been to build a SDN application that provides all of the desired

SDN functionality in a system in order to implement a new SDN functionality.
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Conclusion
17.  THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later
than SIX MONTHS from the mailing date of this final action.

18.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JEAN F VOLTAIRE whose telephone number is
(671)272-3953. The examiner can normally be reached on M-F 9:00-6:45 PM.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, FARUK HAMZA can be reached on (571)272-7969. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the

Patent Application Information Retrieval (PAIR) system. Status information for
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published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JEAN F VOLTAIRE/
Examiner, Art Unit 2466

/FARUK HAMZA/
Supervisory Patent Examiner, Art Unit 2466
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EAST Search History

EAST Search History
EAST Search History (Prior Art)

Ref {Hits {Search Query \DBs Default {Plurals iTime
# Operator Stamp
L1 {7 "L6" and (OpenFLow near5 (control$4)) §US—PGPUB; OR OFF 2019/03/27
same(match$3 near3 (sequence near2 EUSPAT; 22:42
(number$1)) rule$1 polic$3) §JUSOCR,;
\FPRS;
{EPO; JPO;
ADERWENT;
{IBM_TDB
L2 4 "L17" and (SDN) same (packet PDU near2 US-PGPUB; {{OR OFF 2019/03/27
(flow$1 stream$1)) JUSPAT; 22:42
JUSOCR;
\FPRS;
EEPO;JPO;
UDERWENT;
{IBM_TDB
L3 4 L2 and (SDN) same (packet PDU near2 §US—PGPUB; OR OFF 2019/03/27
(flow$1 stream$1)) HUSPAT; 22:42
HUSOCR;
\FPRS
{EPO; JPO;
\IDERWENT;
:IBM_TDB
L4 {1524 §"20170099196" "20020009053" \lUS-PGPUB; {iOR OFF 2019/03/27
"20150117313" "20180102976" EUSPAT; 22:42
"20130315237" "20080263424" HUSOCR;
"9391912" "20120020301" "9871734" \FPRS;
"7417948" "8031593" "9178661" HEPO; JPO;
"20150350048" "20140181282" UDERWENT;
"9112807" "20170171085" "9853903" IBM_TDB

"20060153204" "20150289159"
"9503365" "20040090923" "7242668"
"8036107" "20130152187"
"20130121298" "9220110" "8677489"
"8577363" "20080049619"
"20020196789" "20130198805"
"20120142341" "20180167337"
"6965666" "9277538" "10027559"
"20160127223" "20170331750"
"7852767" "20170104692" "6400681"
"20150089048" "20150207724"
"20140304776" "7917471"
"20150085655" "7116661" "9894694"

"20140194068"
"20180167987"
"20130100797"
"20150295808"

"20150305006"
"20080052387"
"20120201140"
"20150207677"

"9667556" "20150365879"
"20150304209" "20140297847"
"9485185" "20110116405" "9100285"
"20160278140" "20170317933"
"20170063660" "20080049624"
"5282270" "20080049769"
"20180091388" "9088581" "8780721"
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EAST Search History

"20100085887"

"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"20140064086"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"
"20080049776"
"20140071977"
"20080049615"
"20120230214"
"20160344611"
"20120230328"
"20030108030"
"20080049777"
"20140064100"
"20160112896"
"20080049630"

"7933214" "20130003538" "7203190"

"20120127881"
"20140092723"
"20130135993"

"9596169" "20140321273" "8687614"

"20080052206"
"20080049649"

"8670313"

"20140043999"
"20110289578"
"20170257319"
"20160134502"
"9979595"

"20150365846"
"20080049628"
"20120314573"
"20080049746"
"20120257617"
"20160080272"
"20070076653"
"20130033984"

"20080049748"
"20110032821"
"20080052393"

"20090067399"
"20170324674"

"9479341" "20110317580"

"20080049640"
"20170310600"
"20130322249"
"20160057062"

"20120236729"
"9014204"

"20080049753"
"20160044095"

"7684332" "20150295998"

"20120082161"
"20170339217"
"20150110097"
"20120182864"
"20080049632"
"20120321052"

"20130294243"
"8015294"

"20080049775"
"20140226485"

"8194555" "8223654"

"20080049637"

L5

370

"20070076653"
"20130033984"
"20130003538"
"20120127881"
"20140092723"
"20130135993"

"9596169" "20140321273" "8687614"

"20080052206"
"20080049649"

"20080049630"
"7933214"
"7203190"
"20080049748"
"20110032821"
"20080052393"

"20090067399"
"20170324674"

"9479341" "20110317580"

"20080049640"
"20170310600"
"20130322249"
"20160057062"

"20120236729"
"9014204"

"20080049753"
"20160044095"

"7684332" "20150295998"

"20120082161"
"20170339217"
"20150110097"
"20120182864"
"20080049632"
"20120321052"

"20130294243"
"8015294"

"20080049775"
"20140226485"

"8194555" "8223654"

"20080049637"

JUS-PGPUB;
JUSPAT;
USOCR;
\FPRS
\EPO; JPO;
\IDERWENT;
IBM_TDB

OR

OFF

2019/03/27
22:42

L6

1264

(OpenFLow near5 (control$4))

same(match$3 near3 (sequence near2

(number$1)) rule$1 polic$3)

{US-PGPUB;
HUSPAT;
{USOCR;
JFPRS;
EPO; JPO;
UDERWENT;
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EAST Search History

l

yiBm_TDB

{
{

L7

104

L6 and (SDN) same (packet PDU near2
(flow$1 stream$1)) same(check$3
match$3 near2 (criteria criterion rule$1
polic$3))

JUS-PGPUB;
HUSPAT;
USOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:42

L8

1264

(OpenFLow near5 (control$4))
same(match$3 near3 (sequence near2
(number$1)) rule$1 polic$3)

{US-PGPUB;
JUSPAT;
YUSOCR;
\FPRS;
\EPO; JPO;
ADERWENT;
\IBM_TDB

OR

OFF

2019/03/27
22:43

L9

478

DPI and (SDN) same (packet PDU near2
(flow$1 stream$1))

{US-PGPUB;
HUSPAT;
JUSOCR;
\FPRS;
\EPO; JPO;
\DERWENT;
IBM_TDB

OR

OFF

2019/03/27
22:43

370/389.ccls. and DPI and (SDN) same
(packet PDU near2 (flow$1 stream$1))

{US-PGPUB;
YUSPAT;
YUSOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:44

L11

17590

370/389.ccls.

US-PGPUB;
JUSPAT;
JUSOCR;
YFPRS;
EPO; JPO;
\IDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:44

St

10

"15126288"

{US-PGPUB;
JUSPAT;
USOCR;
\FPRS;
JEPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2018/08/14
19:58

S2

((Barsheshet)NEAR3(Yossi)).INV.

JUS-PGPUB;
JUSPAT;
JUSOCR;
\FPRS;
EPO; JPO;
\DERWENT;
\{IBM_TDB

ADJ

OFF

2018/08/14
19:59

((Doctori)NEAR3(Simhon)).INV.

{US-PGPUB;
MUSPAT;
JUSOCR;
JFPRS;
JEPO; JPO;
ADERWENT;
IBM_TDB

ADJ

OFF

2018/08/14
20:00

91

((Solomon)NEAR3(Ronen)).INV.

US-PGPUB;
USPAT;
USOCR;
FPRS;
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OFF

2018/08/14
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EAST Search History

JEPO; JPO;
DERWENT;
{1BV_TDB

S5 {18764 {{(H04L43/028 H04L49/70 JUS-PGPUB; {OR OFF 2018/08/14

HO04L69/161).CPC. JUSPAT; 20:02
HUSOCR;
{FPRS
{EPO; JPO;

YDERWENT;

§IBM_TDB

S6 1139906 {{(H04L43/026 H04L12/6418 H04L43/028  §US-PGPUB; JOR OFF 2018/08/14

HO04L49/70 HO4L69/161).CPC. JUSPAT; 20:04
JUSOCR;
JFPRS;
JEPO; JPO;
\DERWENT;
{IBM_TDB

S7 {3 "20130329734" {US-PGPUB; {{OR OFF 2018/08/14
MUSPAT; 20:05
USOCR;
{FPRS;
EPO; JPO;
JDERWENT;
jIBM_TDB

"20100208590" HUS-PGPUB; {OR OFF 2018/08/14
JUSPAT; 20:07
YUSOCR;
\FPRS;
\EPO; JPO;
\DERWENT;
{IBM_TDB

s9 2 "20110264802" ¥US-PGPUB; JOR OFF 2018/08/14
JUSPAT; 20:07
JUSOCR;
JFPRS;
{EPO; JPO;
\DERWENT;
\IBM_TDB

S10 §2 "20100212006" YUS-PGPUB; OR OFF 2018/08/14
JUSPAT; 20:08
YUSOCR;
\FPRS;
{EPO; JPO;
YDERWENT;
{IBM_TDB

S11 37 "2672668" JUS-PGPUB; JOR OFF 2018/08/14
JUSPAT; 20:08
YUSOCR;
\FPRS;
{EPO; JPO;
ADERWENT;
IBM_TDB

512 §1819 {"20170099196" "20020009053" #US-PGPUB; {{OR OFF 2018/08/14
"20150117313" "20180102976" USPAT; 20:12
"20130315237" "20080263424" USOCR;
"9391912" "20120020301" "9871734" EFPRS;
"7417948" "8031593" "9178661" EEPO; JPO;
"20150350048" "20140181282" HWDERWENT;
"9112807" "20170171085" "9853903" EIBM_TDB
"20060153204" "20150289159"

"9503365" "20040090923" "7242668"

N
N
y

H
H
H
H
H
H
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EAST Search History

"8036107" "20130152187"
"20130121298" "9220110" "8677489"
"8577363" "20080049619"
"20020196789" "20130198805"
"20120142341" "20180167337"
"6965666" "9277538" "10027559"
"20160127223" "20170331750"
"7852767" "20170104692" "6400681"
"20150089048" "20150207724"
"20140304776" "7917471"
"20150085655" "7116661" "9894694"

"20140194068"
"20180167987"
"20130100797"
"20150295808"

"20150305006"
"20080052387"
"20120201140"
"20150207677"

"9667556" "20150365879"
"20150304209" "20140297847"
"9485185" "20110116405" "9100285"
"20160278140" "20170317933"
"20170063660" "20080049624"
"5282270" "20080049769"
"20180091388" "9088581" "8780721"
"20100085887" "20140064086"
"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"
"20080049776"
"20140071977"
"20080049615"
"20120230214"
"20160344611"
"20120230328"
"20030108030"
"20080049777"
"20140064100"
"20160112896"
"20080049630"

"7933214" "20130003538" "7203190"

"20120127881"
"20140092723"
"20130135993"

"9596169" "20140321273" "8687614"

"20080052206"
"20080049649"

"8670313"

"20140043999"
"20110289578"
"20170257319"
"20160134502"
"9979595"

"20150365846"
"20080049628"
"20120314573"
"20080049746"
"20120257617"
"20160080272"
"20070076653"
"20130033984"

"20080049748"
"20110032821"
"20080052393"

"20090067399"
"20170324674"

"9479341" "20110317580"

"20080049640"
"20170310600"
"20130322249"
"20160057062"

"20120236729"
"9014204"

"20080049753"
"20160044095"

"7684332" "20150295998"

"20120082161"
"20170339217"
"20150110097"
"20120182864"
"20080049632"
"20120321052"
"20160113006"

"20130294243"
"8015294"

"20080049775"
"20140226485"

"8194555" "8223654"

"20080049637"

"8358580" "9602265"

"8520603" "20180077229"

"20080049626"
"20150138955"
"20160380878"

"9253661"
"20120327816"
"20080002677"
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EAST Search History

"20120236750" "9240906" "8576722"
"9621361" "20080049745"
"20080049747" "9473985"
"20170201979" "20120127882"
"20170142165" "8787303" "9042370"
"8619596" "20120201139"
"20080002676" "7808918"
"20150312283" "9231820"
"20130322432" "8307065"
"20080002716" "9054986"
"20140043977" "8619820" "9241277"
"20120330804" "20160249248"
"20150373061" "8064391" "8948036"

S13 {1255 {{"20170099196" "20020009053" HUS-PGPUB; {{OR OFF 2018/08/14
"20150117313" "20180102976" EUSPAT; 20:13
"20130315237" "20080263424" USOCR;

"9391912" "20120020301" "9871734" \FPRS;
"7417948" "8031593" "9178661" EEPO;JPO;
"20150350048" "20140181282" YDERWENT;
"9112807" "20170171085" "9853903" IBM_TDB

"20060153204" "20150289159"
"9503365" "20040090923" "7242668"
"8036107" "20130152187"
"20130121298" "9220110" "8677489"
"8577363" "20080049619"
"20020196789" "20130198805"
"20120142341" "20180167337"
"6965666" "9277538" "10027559"
"20160127223" "20170331750"
"7852767" "20170104692" "6400681"
"20150089048" "20150207724"
"20140304776" "7917471"
"20150085655" "7116661" "9894694"

"20140194068"
"20180167987"
"20130100797"
"20150295808"

"20150305006"
"20080052387"
"20120201140"
"20150207677"

"9667556" "20150365879"
"20150304209" "20140297847"
"9485185" "20110116405" "9100285"
"20160278140" "20170317933"
"20170063660" "20080049624"
"5282270" "20080049769"
"20180091388" "9088581" "8780721"
"20100085887" "20140064086"
"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"
"20080049776"
"20140071977"
"20080049615"
"20120230214"
"20160344611"
"20120230328"
"20030108030"
"20080049777"
"20140064100"
"20160112896"
"20080049630"

"7933214" "20130003538" "7203190"

"20120127881"

"8670313"

"20140043999"
"20110289578"
"20170257319"
"20160134502"
"9979595"

"20150365846"
"20080049628"
"20120314573"
"20080049746"
"20120257617"
"20160080272"
"20070076653"
"20130033984"

"20080049748"
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EAST Search History

"20140092723" "20110032821"
"20130135993"

\
A

N
{

S14

1178

"20060153204" "20150289159"
"9503365" "20040090923" "7242668"
"8036107" "20130152187"
"20130121298" "9220110" "8677489"
"8577363" "20080049619"
"20020196789" "20130198805"
"20120142341" "20180167337"
"6965666" "9277538" "10027559"
"20160127223" "20170331750"
"7852767" "20170104692" "6400681"
"20150089048" "20150207724"
"20140304776" "7917471"
"20150085655" "7116661" "9894694"

"20140194068"
"20180167987"
"20130100797"
"20150295808"

"20150305006"
"20080052387"
"20120201140"
"20150207677"

"9667556" "20150365879"
"20150304209" "20140297847"
"9485185" "20110116405" "9100285"
"20160278140" "20170317933"
"20170063660" "20080049624"
"5282270" "20080049769"
"20180091388" "9088581" "8780721"
"20100085887" "20140064086"
"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"
"20080049776"
"20140071977"
"20080049615"
"20120230214"
"20160344611"
"20120230328"
"20030108030"
"20080049777"
"20140064100"
"20160112896"
"20080049630"

"7933214" "20130003538" "7203190"

"20120127881"
"20140092723"
"20130135993"

"8670313"

"20140043999"
"20110289578"
"20170257319"
"20160134502"
"9979595"

"20150365846"
"20080049628"
"20120314573"
"20080049746"
"20120257617"
"20160080272"
"20070076653"
"20130033984"

"20080049748"
"20110032821"

HUS-PGPUB;
JUSPAT;
JUSOCR;
\FPRS;
\EPO; JPO;
IDERWENT;
IBM_TDB

OR

OFF

2018/08/14
20:14

S15

982

"20060153204"

"9503365" "20040090923"

"20150289159"

"8036107" "20130152187"

"20130121298"

"9220110" "8677489"

"8577363" "20080049619"

"20020196789"
"20120142341"

"6965666" "9277538" "10027559"

"20160127223"

"7852767" "20170104692" "6400681"

"20150089048"
"20140304776"
"20150085655"
"20140194068"
"20180167987"
"20130100797"

"20130198805"
"20180167337"

"20170331750"

"20150207724"
"7917471"

"7116661" "9894694"

"20150305006"
"20080052387"
"20120201140"

"7242668"

{US-PGPUB;
MUSPAT;
YUSOCR;
\FPRS;
\EPO; JPO;
UDERWENT;
IBM_TDB
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OR

OFF

2018/08/14
20:14




EAST Search History

"20150295808"

"20150207677"

"9667556" "20150365879"

"20150304209"

"9485185" "20110116405" "9100285"

"20160278140"
"20170063660"

"20140297847"

"20170317933"
"20080049624"

"5282270" "20080049769"

"20180091388" "9088581" "8780721"

"20100085887"

"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"20140064086"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"

"8670313"
"20140043999"
"20110289578"

S16

808

"20080049619"
"20130198805"
"20180167337"

"20020196789"
"20120142341"

"6965666" "9277538"

"10027559" "20160127223"

"20170331750"
"20170104692"
"20150089048"
"20140304776"
"20150085655"
"20140194068"
"20180167987"
"20130100797"
"20150295808"

"7852767"
"6400681"
"20150207724"
"7917471"

"7116661" "9894694"

"20150305006"
"20080052387"
"20120201140"
"20150207677"

"9667556" "20150365879"

"20150304209"

"9485185" "20110116405" "9100285"

"20160278140"
"20170063660"

"20140297847"

"20170317933"
"20080049624"

"5282270" "20080049769"

"20180091388" "9088581" "8780721"

"20100085887"

"9479506" "9661514" "20100054 140"
"9872185" "8743703" "20130322265"

"20140064086"

"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"

"8670313"
"20140043999"
"20110289578"

JUS-PGPUB;
YUSPAT;
HUSOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
IBM_TDB

OR

OFF

2018/08/14
20:14

S18

740

"20170099196"
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Previously submitted. If a final Office action is outstanding, any amendments filed after the final Office action may be considered as a

N
X submission even if this box is not checked.

|:| Consider the arguments in the Appeal Brief or Reply Brief previously filed on

[ ] Other

X Enclosed

X] Amendment/Reply
|:| Information Disclosure Statement (IDS)

|:| Affidavit(s)/ Declaration{s)

[] Other

MISCELLANEOUS

|:| Suspension of action on the above-identified application is requested under 37 CFR 1.103(c) for a period of months
{Period of suspension shall not exceed 3 months; Fee under 37 CFR 1.17(i) required)

[] Other

FEES

The RCE fee under 37 CFR 1.17(e) is required by 37 CFR 1.114 when the RCE is filed.
|Z| The Director is hereby authorized to charge any underpayment of fees, or credit any overpayments, to
Deposit Account No Fi()m 17

SIGNATURE OF APPLICANT, ATTORNEY, OR AGENT REQUIRED

X Patent Practitioner Signature

Applicant Signature

EFS - Web 2.1.16

Arista Networks, Inc., Ex. 1003, Page 390
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Doc code: RCEX PTO/SB/30EFS (02-18)
Doc description: Request for Continued Examination (RCE)

Approved for use through 11/30/2020. OMB 0651-0031
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Signature of Registered U.S. Patent Practitioner

Signature

'Yehuda Binder/

Date (YYYY-MM-DD) EO19—05-07 I

Name

BINDER Yehuda

Registration Number F361 2

This collection of information is required by 37 CFR 1.114. The informaticn is required to obtain or retain a benefit by the public which is to
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Privacy Act Statement

The Privacy Act of 1974 {(P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1.

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information
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court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.
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request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application cpen to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE
ATTY.'S DOCKET: ORCKIT-001-US

In re Application of: Confirmation No. 9263
Ronen Solomon Art Unit: 2466
Appln. No.: 15/126,288 Examiner: Voltaire, Jean F.
Filed: September 15, 2016 Washington, D.C.

For: A METHOD AND SYSTEM FOR
DEEP PACKET INSPECTION .. ) May 7, 2019

AMENDMENT

Customer Service Window, Mail Stop Amendment
Honorable Commissioner for Patents

U.S. Patent and Trademark Office

Randolph Building, 401 Dulany Street
Alexandria, Virginia 22314

Sir:

This is in response to the examiner’s action of

April 15, 2019 (M“Action”).

Amendments to the Claims appear in the Listing of

Claims that begins on page 2 of this paper.

Remarks / Arguments begin on page 12 of this paper.
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Appln. No. 15/126,288
Response to Office Action of April 15, 2019

Amendments to the claims

This listing of claims will replace all prior

versions, and listings, of claims in the application.

Listing of claims:

1-19. (canceled)

20. (Currently amended) A method for use with a packet network
including a network node for transporting packets between
first and second entities under control of a controller that

is external to the network node, the method comprising:

sending, by the controller to the network node over the
packet network, an instruction and a packet-applicable
criterion;

receiving, by the network node from the controller, the
instruction and the criterion; receiving, by the network node
from the first entity over the packet network, a packet
addressed to the second entity;

checking, by the network node, 1f the packet satisfies
the criterion;

responsive to the packet not satisfying the criterion,
sending, by the network node over the packet network, the
packet to the second entity; and

responsive to the packet satisfying the criterion,

sending the packet, by the network node over the packet

network, imn—respense—to—theFnastruetion= Lo an entity that is

included in the instruction and is other than the second

entity.

21. (Previously presented) The method according to claim 20,
wherein the instruction is "probe’, "mirror , or "terminate’
instruction, and upon receiving by the network node the

"terminate” instruction, the method further comprising
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blocking, by the network node, the packet from being sent to
the second entity and to the controller.

22. (Previously presented) The method according to claim 20,
wherein the instruction is a “probe , a "mirror , or a
‘terminate’ instruction, and upon receiving by the network
node the "mirror® instruction and responsive to the packet
satisfying the criterion, the method further comprising
sending the packet, by the network node, to the second entity
and to the controller.

23. (Previously presented) The method according to claim 20,
wherein the instruction is " probe’, "mirror , or “terminate’
instruction, and upon receiving by the network node the
‘probe’ instruction and responsive to the packet satisfying
the criterion, the method further comprising: sending the
pracket, by the network node, to the controller; responsive to
receiving the packet, analyzing the packet, by the controller;
sending the packet, by the controller, to the network node;
and responsive to receiving the packet, sending the packet, by
the network node, to the second entity.

24. (Previously presented) The method according to claim 20,
further comprising responsive to the packet satisfying the
criterion and to the instruction, sending the packet or a
portion thereof, by the network node, to the controller.

25. (Previously presented) The method according to claim 24,
further comprising storing the received packet or a portion
thereof, by the controller, in a memory.

26. (Previously presented) The method according to claim 24,
further comprising responsive to the packet satisfying the
criterion and to the instruction, sending a portion of the
packet, by the network node, to the controller.

27. (Previously presented) The method according to claim 26,

wherein the portion of the packet consists of multiple
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consecutive bytes, and wherein the instruction comprises
identification of the consecutive bytes in the packet.

28. (Previously presented) The method according to claim 24,
further comprising responsive to receiving the packet,
analyzing the packet, by the controller.

29. (Previously presented) The method according to claim 28,
further for use with an application server that communicates
with the controller, wherein the analyzing comprising sending
the packet, by the controller, to the application server, and
analyzing the packet by the application server.

30. (Previously presented) The method according to claim 29,
wherein the analyzing further comprising sending the packet
after analyzing by the application server to the controller,
and sending the packet, after receiving from the controller by
the network node, to the second entity.

31. (Previously presented) The method according to claim 28,
wherein the analyzing comprises applying security or data
analytic application.

32. (Previously presented) The method according to claim 28,
wherein the analyzing comprises applying security application
that comprises firewall or intrusion detection functionality.
33. (Previously presented) The method according to claim 28,
wherein the analyzing comprises performing Deep Packet
Inspection (DPI) or using a DPI engine on the packet.

34. (Previously presented) The method according to claim 28,
wherein the packet comprises distinct header and payload
fields, and wherein the analyzing comprises checking part of,
or whole of, the payload field.

35. (Previously presented) The method according to claim 20,
wherein the packet comprises distinct header and payload
fields, the header comprises one or more flag bits, and

wherein the packet—applicable criterion is that one or more of
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the flag bits is set.

36. (Previously presented) The method according to claim 35,
wherein the packet is an Transmission Control Protocol (TCP)
packet, and wherein the one or more flag bits comprises
comprise a SYN flag bit, an ACK flag bit, a FIN flag bit, a
RST flag bit, or any combination thereof.

37. (Previously presented) The method according to claim 20,
wherein the packet comprises distinct header and payload
fields, the header comprises at least the first and second
entities addresses in the packet network, and wherein the
packet—-applicable criterion is that the first entity address,
the second entity address, or both match a predetermined
address or addresses.

38. (Previously presented) The method according to claim 37,
wherein the addresses are Internet Protocol (IP) addresses.
39. (Previously presented) The method according to claim 20,
wherein the packet is an Transmission Control Protocol (TCP)
packet that comprises source and destination TCP ports, a TCP
sequence number, and a TCP sequence mask fields, and wherein
the packet-applicable criterion is that the source TCP port,
the destination TCP port, the TCP sequence number, the TCP
sequence mask, or any combination thereof, matches a
predetermined value or values.

40. (Previously presented) The method according to claim 20,
wherein the packet network comprises a Wide Area Network
(WAN), Local Area Network (LAN), the Internet, Metropolitan
Area Network (MAN), Internet Service Provider (ISP) backbone,
datacenter network, or inter—-datacenter network.

41. (Previously presented) The method according to claim 20,
wherein the first entity is a server device and the second
entity is a client device, or wherein the first entity is a

client device and the second entity is a server device.
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42 . (Previously presented) The method according to claim 41,
wherein the server device comprises a web server, and wherein
the client device comprises a smartphone, a tablet computer, a
personal computer, a laptop computer, or a wearable computing
device.
43, (Previously presented) The method according to claim 41,
wherein the communication between the network node and the
controller is based on, or uses, a standard protocol.
44. (Previously presented) The method according to claim 43,
wherein the standard protocol is according to, based on, or
compatible with, an OpenFlow protocol version 1.3.3 or 1.4.0.
45. (Previously presented) The method according to claim 44,
wherein the instruction comprises a Type-Length-Value (TLV)
structure.
46. (Previously presented) The method according to claim 20,
wherein the network node comprises a router, a switch, or a
bridge.
47. (Previously presented) The method according to claim 20,
wherein the packet network is an Internet Protocol (IP)
network, and the packet is an IP packet.
48. (Previously presented) The method according to claim 47,
wherein the packet network is an Transmission Control Protocol
(TCP) network, and the packet is an TCP packet.
49. (Previously presented) The method according to claim 20,
further comprising:

receiving, by the network node from the first entity over
the packet network, one or more additional packets; checking,
by the network node, if any one of the one or more additional
packets satisfies the criterion;

responsive to an additional packet not satisfying the
criterion, sending, by the network node over the packet

network, the additional packet to the second entity; and
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responsive to the additional packet satisfying the criterion,
sending the additional packet, by the network node over the
packet network, in response to the instruction.

50. (Previously presented) The method according to claim 20,
wherein the packet network is a Software Defined Network
(SDN), the packet is routed as part of a data plane and the
network node communication with the controller serves as a

control plane.
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51. (Currently amended) A method for use with a packet network
including a network node for transporting packets between
first and second entities under control of a controller that

is external to the network node, the method by the network

node comprising:

receiving, from the controller, the instruction and the
criterion;

receiving, from the first entity over the packet network,
a packet addressed to the second entity;

checking if the packet satisfies the criterion;
responsive to the packet not satisfying the criterion, sending
over the packet network, the packet to the second entity; and

responsive to the packet satisfying the criterion,

sending the packet over the packet network, iwnrespeonse+to—+th

+astrgetieon— Lo an entity that is included in the instruction

and is other than the second entity.

52. (Previously presented) The method according to claim 51,
wherein the instruction is "probe’, "mirror , or “terminate’
instruction, and upon receiving the "terminate” instruction,
the method further comprising blocking, the packet from being
sent to the second entity and to the controller.

53. (Previously presented) The method according to claim 51,
wherein the instruction is a “probe , a "mirror , or a
“terminate’ instruction, and upon receiving the "mirror"
instruction and responsive to the packet satisfying the
criterion, the method further comprising sending the packet to
the second entity and to the controller.

54. (Previously presented) The method according to claim 51,
wherein the instruction is "probe’, "mirror , or “terminate’
instruction, and upon receiving the “probe’ instruction and
responsive to the packet satisfying the criterion, the method

further comprising: sending the packet to the controller;
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receiving the packet, from the controller; and responsive to
receiving the packet, sending the packet, to the second
entity.

55. (Previously presented) The method according to claim 51,
further comprising responsive to the packet satisfying the
criterion and to the instruction, sending the packet or a
portion thereof to the controller.

56. (Previously presented) The method according to claim 55,
further comprising responsive to the packet satisfying the
criterion and to the instruction, sending a portion of the
pracket to the controller.

57. (Previously presented) The method according to claim 56,
wherein the portion of the packet consists of multiple
consecutive bytes, and wherein the instruction comprises
identification of the consecutive bytes in the packet.

58. (Previously presented) The method according to claim 51,
wherein the packet comprises distinct header and payload
fields, the header comprises one or more flag bits, and
wherein the packet—applicable criterion is that one or more of
the flag bits 1is set.

59. (Previously presented) The method according to claim 58,
wherein the packet is an Transmission Control Protocol (TCP)
pracket, and wherein the one or more flag bits comprises
comprise a SYN flag bit, an ACK flag bit, a FIN flag bit, a
RST flag bit, or any combination thereof.

60. (Previously presented) The method according to claim 51,
wherein the packet comprises distinct header and payload
fields, the header comprises at least the first and second
entities addresses in the packet network, and wherein the
packet—-applicable criterion is that the first entity address,
the second entity address, or both match a predetermined

address or addresses.
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61. (Previously presented) The method according to claim 60,
wherein the addresses are Internet Protocol (IP) addresses.
62. (Previously presented) The method according to claim 51,
wherein the packet is an Transmission Control Protocol (TCP)
packet that comprises source and destination TCP ports, a TCP
sequence number, and a TCP sequence mask fields, and wherein
the packet-applicable criterion is that the source TCP port,
the destination TCP port, the TCP sequence number, the TCP
sequence mask, or any combination thereof, matches a
predetermined value or values.

63. (Previously presented) The method according to claim 51,
wherein the packet network comprises a Wide Area Network
(WAN), Local Area Network (LAN), the Internet, Metropolitan
Area Network (MAN), Internet Service Provider (ISP) backbone,
datacenter network, or inter—-datacenter network.

64. (Previously presented) The method according to claim 51,
wherein the first entity is a server device and the second
entity is a client device, or wherein the first entity is a
client device and the second entity is a server device.

65. (Previously presented) The method according to claim 64,
wherein the server device comprises a web server, and wherein
the client device comprises a smartphone, a tablet computer, a
personal computer, a laptop computer, or a wearable computing
device.

66. (Previously presented) The method according to claim 64,
wherein the communication with the controller is based on, or
uses, a standard protocol.

67. (Previously presented) The method according to claim 66,
wherein the standard protocol is according to, based on, or
compatible with, an OpenFlow protocol version 1.3.3 or 1.4.0.
68. (Previously presented) The method according to claim 67,

wherein the instruction comprises a Type-Length-Value (TLV)
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structure.

69. (Previously presented) The method according to claim 51,
wherein the network node comprises a router, a switch, or a
bridge.

70. (Previously presented) The method according to claim 51,
wherein the packet network is an Internet Protocol (IP)
network, and the packet is an IP packet.

71. (Previously presented) The method according to claim 70,
wherein the packet network is a Transmission Control Protocol
(TCP) network, and the packet is an TCP packet.

72. (Previously presented) The method according to claim 51,
further comprising: receiving, from the first entity over the
packet network, one or more additional packets; checking, if
any one of the one or more additional packets satisfies the
criterion; responsive to an additional packet not satisfying
the criterion, sending over the packet network, the additional
packet to the second entity; and responsive to the additional
packet satisfying the criterion, sending the additional packet
over the packet network, in response to the instruction.

73. (Previously presented) The method according to claim 51,
wherein the packet network is a Software Defined Network
(SDN), the packet is routed as part of a data plane and the

communication with the controller serves as a control plane.
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REMARKS / ARGUMENTS
The Examiner’s Action dated April 15, 2019, has been

received, and its content carefully noted.

Without agreeing with the Action, for the sake of
furtherance of the prosecution, c¢laim 20 is amended to recite
that responsive to satisfying the c¢riterion, the packet is
sent to an entity other than the second entity to which the
packet 1s addressed. It 1is noted that neither the Dolganow
reference nor the Nguyen reference teach any sending of the

packet to an entity or node that is not addressed to.

Office action, Section 12, pages 4-22

Claims 20-73 are rejected under 35 U.S.C. 103 (a) as

being unpatentable over Dolganow et al. (US 2010/0208590 -
“Dolganow”) 1in view of Nguyen et al. (Us 2014/0052836 -
“Nguyen”) .

Combining Dolganow and Nguyen.

a. The former Action clearly stated that the references are
being in a ‘similar field of endeavor’. However, the current
Action seems to state that the references are analogous as
solving the same problem of " efficient deep packet
inspection of traffic in cloud-based networks utilizing
software defined networks (SDN)” (Section 6 of the Action).
The Action is <c¢learly 1improperly shifting i1ts position’
resulting 1in ‘moving target rejections for [applicant] to
traverse’. [See In re Durance, No. 2017-1486, 2018 (Fed. Cir.
June 1, 2018)].

b. It is noted that the Dolganow reference is silent regarding

any ‘cloud-based networks’ or regarding any ‘software defined
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networks (SDN)’. Similarly, the Nguyen reference does not
mention or involves any ‘cloud-based networks’ as stated in
the problem definition. Hence, the stated problem is rendered

moot regarding both references.

c. Further, claim 20 is clearly silent regarding any ‘cloud-
based networks’ or regarding any ‘software defined networks
(SDN) 7, rendering the stated problem moot regarding the

present application.

d. Further, it would not be appropriate to base this rejection
on a combination of these references because the devices and
networks described in the Dolganow and Nguyen references are
each self-contained and independently operate effectively to
solve the stated problem of DPI of traffic, and:

Because each device 1independently operates
effectively, a person having ordinary skill
in the art, who was merely seeking to create
a better device to drain fluids from a
wound, would have no reason to combine the
features of both devices 1into a single

device.
[Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369
(CAFC, 2012).] - See MPEP §2143.01.

e. Applicant submits that the Dolganow and Nguyen references
are directed towards respectively different purposes and are
based on respectively different structures, and thus are not
analogous to one another and cannot logically be combined. The
Dolganow reference involves DPI, where packets are handled
based on their content, while the Nguyen reference involves
SDN, where packets are handled based on externally received
instructions. For example, the Dolganow reference involves OSI

Layer 3 or above analysis, while the Nguyen reference involves
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local routing (OSI Layer 2) without any analysis of the packet
content.

Further, while the Dolagnow reference 1is directed to
network traffic handling or routing devices, such as routers
or switches (Figure 1 and paragraphs 25 and 27), the Nguyen
reference is directed to HIS which is an end dewvices, intended
to generate of received information, such as ‘personal
computer, a PDA, a consumer electronic device, a display
device’ as described in Figure 1 and paragraph 0015.

Hence, the two references are directed to
different devices having different functionalities and
differently handling traffic, and thus cannot be combined. It
is respectfully submitted that it is simply not appropriate to
select a secondary reference that happens to disclose, in
isolation, a single feature, and conclude, without a proper
basis, that it would be obvious to add that feature to another

device in a different field.

f. It is further noted that MPEP §808.02(A) explicitly recites
that different classes “.. shows that each invention has
attained recognition in the art as a separate subject for
inventive effort, and also a separate field of search.™
(Emphasis added) . Furthermore, there 1is no suggestion or
motivation to combine:

[W]hen art is directed to a different
purpose then a claimed invention, an
inventor would have less motivation or
occasion to consider 1it.

In re Oetiker, 977 F.2d 1443 (Fed. Cir. 1992).

The Dolganow reference 1is classified under U.S.
Class 370/235 associated with “MULTIPLEX COMMUNICATIONS - DATA
FLOW CONGESTION PREVENTION OR CONTROL”, mainly focusing on

regulating the amount of information transmitted through the
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network, while the Nguyen reference 1is classified under U.S.
Class 709/223 associated with “ELECTRICAL COMPUTERS AND
DIGITAL PROCESSING SYSTEMS: MULTICOMPUTER DATA TRANSFERRING -
COMPUTER NETWORK MANAGING” - relating mainly to the managing
the resources of the computers connected by a computer

network. Thus, the two reference are in different fields.

g. The Action fails to explain HOW the device described in the
Dolganow reference is being modified to include the
limitations taught by the Nguyen reference. The Action only
states that the missing limitations are disclosed by the
Nguyen reference and as such may be combined. A clear

explanation is required according to the rules.

Rationale for Combining Dolganow and Nguyen.

a. The rationale for combining is stated on page 6 as “.. to
build a SDN application that provides all of the desired SDN
functionality 1in a system 1in order to Iimplement a new SDN
functionality”. Assuming arguendo that such combination 1is
properly made in accordance with prevailing U.S. patent law,
it 1s respectfully submitted that SDN functionality i1is a
technical functionality per se, and the Action fails to
explain WHY such feature is required or is beneficial, and as
such the rationale fails to explain why one of ordinary skill
in the art at the time the invention was made would see any
reason to combine the references in an attempt to arrive at
the claimed invention. It is noted that “Absent some
articulated rationale for doing so, the Examiner’s conclusory
assertion is inadequate to support a conclusion of
obviousness.” See KSR Int’l Co. v. Teleflex 1Inc., 550 U.S.
398, 418 (2007); see also In re Warner, 379 F.2d 1011, 1017

(CCPA 1967) (“"The 1legal conclusion of obviousness must be
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supported by facts. Where the legal conclusion is not
supported by facts it cannot stand.”). Further, even if the
SDN 1s kind of advantage, none of the c¢ited prior art
references suggested that the primary reference could benefit
from that advantage or was 1in need of that advantage. [See,
e.g., Ex parte Saiki, No. 2000-0373, 2002 WL 32102452, at *3
(B.P.A.I. Jan. 17, 2002); Ex parte Burak, No. 2004-0823, 2004
WL 4981768, at *4 (Dec. 8, 2004)71.

b. It is trivial, inherent, and self-evident that always
adding a feature A to any device results in a device having a
capability of feature A. Similarly, it is trivial, inherent,
and self-evident that always adding the functionality of SDN
to ANY system results in “a SDN application that provides all
of the desired SDN functionality 1in a system 1in order to
implement a new SDN functionality”. Hence, the rationale
provides no 1link to the specific present application, as
required in MPEP 2143 that clearly states that “Any rationale
employed must provide a link between the factual findings and
the legal conclusion of obviousness.” (Emphasis added), and "“.
there must be "“some articulated reasoning with some rational
underpinning” to support the Examiner’s findings and
conclusion of obviousness”. See KSR Inti Co. v. Teleflex Inc.,

550 U.S. 401, 418 (2007).

c. The Dolganow reference focuses on DPI of received packets,
and acting wupon the DPI analysis. However, the Dolganow
reference 1s silent regarding any receiving any instruction of
how to deal with received packet as known in SDN, and is in
particular silent regarding routing any packet based on any
received instruction or criteria. Adding such SDN

functionalities inherently changes the scheme from DPI scheme,
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thus such modifications would change the 9principle of
operation of the system described in the Dolganow reference,
see 2143.01:

If the proposed modification or combination
of the prior art would change the principle
of operation of the prior art invention
being modified, then the teachings of the
references are not sufficient to render the
claims prima facie obvious.

In re Ratti, 270 F.2d 810, 123 USPQ 349 (CCPA 1959).

d. In particular, such modification of the router or switch
described in the Dolganow reference redquires massive change of
the device, to include means for receiving instruction via an
additional port, storing these instructions and criteria,
applying dedicated SDN software (such as OpenFlow) requiring
massive hardware, processing power and software, and
forwarding packets based on this criteria. Such modifications
fundamentally and inherently change the conventional routing /
switching functionalities described in the Dolganow reference,
and would require a substantial reconstruction and redesign of
the elements shown 1in the Dolganow reference as well as a
change 1in the Dbasic principles under which the Dolganow
reference construction was designed to operate. (In re Ratti,
270 F.2d 810, 813 (CCpPA 1959)): “a change 1in the basic
principles” refers to change that is fundamental 1in scope so
as to relate to scientific or technical principles under which
the invention is designed to operate.”. Further, such changes
would render the Dolganow reference inoperable for its
intended purpose since it could only operate 1in an SDN

supported network.

Regarding claim 20.
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a. Single vs. multiple networks. Claim 20 clearly recites a

single packet network. In contrast, the Dolganow reference
expressly teaches two different networks, namely 120 and 140,

connected via the node 130a. Hence the

b. Missing limitations. Claim 20 explicitly recites the

w

limitation of: sending, by the controller to the network
node over the packet network, an Iinstruction and a packet-
applicable criterion”. This limitation i1s not addressed by the
Action. A prima facie <case for obviousness “requires a
suggestion of all 1imitations in a c¢laim,” CFMT, Inc. V.
Yieldup Int’1l Corp., 349 F.3d 1333, 1342 (Fed. Cir. 2003). It
is noted that the Dolganow reference fails to disclose any

AN

controller in general or any an 1instruction and a packet-

applicable criterion”, and in particular fails to disclose the

W

recited sending, by the controller to the network node over
the packet network, an instruction and a packet-applicable
criterion”. Further, claim 20 explicitly recites the

AN

limitation of: receiving, by the network node from the
controller, the instruction and the criterion”. The Action
relies upon paragraphs 12, 30, and 81 of the Dolganow
reference. HOWEVER, the Dolganow reference in general, and the
cited paragraphs in particular, ONLY described receiving
packets as part of the regular traffic to be analyzed, and are
silent regarding any receiving from a controller in general,
and receiving of ‘the 1instruction and the c¢riterion’ in

particular.

Section 10 of the Action seems to state that

controller is inherent. First, such statement is improper
since " 'The mere "Inherency, however, may not be established
by probabilities or possibilities. The mere fact that a

certain thing may result from a given set of circumstances 1is
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not sufficient." In re Robertson, 169 F.3d 743, 745 (Fed. Cir.
1999) (citations omitted). Further, “To rely upon a theory of
inherency, there must be "a basis 1in fact and/or technical
reasoning to reasonably support the determination that the
allegedly inherent characteristic necessarily flows from the
teachings of the applied prior art." Ex-parte Levy, 17 USPQ2d
1461, 1464 (BPAI 1990).

Second, even if such controller is arguendo
available, this does NOT teach the recited steps of sending
and receiving. However, in order to further differentiate over
the prior art claim 20 is amended to recite that the

controller is external to the network node, which is NOT the

case in the Dolganow reference.

Regarding claims 21-26, 28-30, 36, 44, 49-56, 59, 67, 72-73.

On section 11 of the Action, it is stated that “Then
claim 20 is not allowable over the cited prior art of record.
Therefore, its dependent claim directly or indirectly are also
not allowable based on at least for the reasons provided
above.” (Emphasis added).

First, it is noted that this statement is improper,
since non-patentable independent c¢laim DOES NOT render its
dependent claims as not-allowable.

Second, the MPEP requires a full response and

patentability analysis for EACH claim MPEP 2103 (C) states
that: “WUSPTO  personnel should begin claim analysis by
identifying and evaluating each c¢laim Ilimitation ... USPTO
personnel are to correlate each claim I1imitation to all

portions of the disclosure that describe the claim

limitation.”

Improper rationale.
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The rationale for combining for ALL these claims is
stated as “.. to build a SDN application that provides all of
the desired SDN functionality in a system in order to
implement a new SDN functionality”.

First, it 1is noted that the Dolganow reference 1is
silent regarding any ‘software defined networks (SDN)’ or any
SDN functionality. Second, this rationale amounts to nothing
more than a conclusory statement, while tt is the Office prima
facie burden to provide a “satisfactory explanation” for the
motivation finding that includes an express and “rational”
connection with the evidence presented. Third, the fact that
the SAME rationale 1is used provides no link to the present
application, as required in MPEP 2143 that clearly states that
“Any rationale employed must provide a 1link between the
factual findings and the legal conclusion of obviousness.”
(Emphasis added), and “.. there must be “some articulated
reasoning with some rational underpinning” to support the
Examiner’s findings and conclusion of obviousness”. See KSR

Inti Co. v. Teleflex Inc., 550 U.S. 401, 418 (2007).
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Appln. No. 15/126,288
Response to Office Action of April 15, 2019

The absence of a reply to a specific rejection,
issue, or comment, does not signify agreement with that
rejection, issue, or comment . In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing in this reply should be understood as
conceding any issue with regard to any claim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability to the claim before its amendment. It should
further be understood that any filing of a terminal disclaimer
to obviate a rejection based on nonstatutory double patenting
is not an admission of the propriety of the rejection.

If the above arguments should not now place the
application in the condition for allowance, the examiner 1is
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-9-7409241
Mobile: +972-54-4444577
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15/126,288 BARSHESHET et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
JEAN F VOLTAIRE 2466 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions of 37 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)} Responsive to communication(s) filed on 12/10/2018.
[J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon .
2a)(] This action is FINAL. 2b) v] This action is non-final.

3)(0 An election was made by the applicant in response to a restriction requirement set forth during the interview on
; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11, 453 O.G. 218.

Disposition of Claims*
5) Claim(s) 20-73 is/are pending in the application.

5a) Of the above claim(s) _____is/are withdrawn from consideration.

6) [J Claim(s) ___is/are allowed.

7) Claim(s) 20-73 is/are rejected.

8) [ Claim(s) ____is/are objected to.

9) [ Claim(s) ____are subject to restriction and/or election requirement
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) fledon _____ is/are: a)(C] accepted or b)[] objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)[d All b)[(J Some**  ¢)[3J None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) Notice of References Cited (PTO-892) 3) [ Interview Summary (PTO-413)
Paper No(s)/Mail Date

4) [ Other: _.

2) [J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date .

U.S. Patent and Trademark Office
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Application/Control Number: 15/126,288 Page 2
Art Unit: 2466

DETAILED ACTION
Notice of Pre-AlA or AlIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Response to amendment
2. This is a Non-Final Office action in response to applicant's remarks/arguments
filed on 05/07/2019.
3. Status of the claims:
» Claims 20 and 51 have been amended.

» (Claims 20-73 are currently pending and have been examined.

Response to remarks/arguments
4. Applicant’s remarks/arguments filed on 05/07/2019 with respect to the
rejection of claims 20-73 have been fully considered but they are moot in view of the
new ground(s) of rejection. Upon further search and consideration a new ground(s) of
rejection is made in view of Huang et al. (US 20160219080 A1).

Please see the rejection below.

Claim Rejections - 35 USC § 103
5. In the event the determination of the status of the application as subject to AlA 35
U.S.C. 102 and 103 (or as subject to pre-AlA 35 U.S.C. 102 and 103) is incorrect, any

correction of the statutory basis for the rejection will not be considered a new ground of
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Application/Control Number: 15/126,288 Page 3
Art Unit: 2466

rejection if the prior art relied upon, and the rationale supporting the rejection, would be

the same under either status.

6. The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinary skill in the art to which the claimed invention pertains. Patentability shall not be
negated by the manner in which the invention was made.

7. The factual inquiries set forth in Graham v. John Deere Co., 383 U.S. 1, 148
USPQ 459 (1966), that are applied for establishing a background for determining
obviousness under 35 U.S.C. 103 are summarized as follows:

1. Determining the scope and contents of the prior art.

2. Ascertaining the differences between the prior art and the claims at issue.

3. Resolving the level of ordinary skill in the pertinent art.

4. Considering objective evidence present in the application indicating
obviousness or nonobviousness.
8. This application currently names joint inventors. In considering patentability of the
claims the examiner presumes that the subject matter of the various claims was
commonly owned as of the effective filing date of the claimed invention(s) absent any
evidence to the contrary. Applicant is advised of the obligation under 37 CFR 1.56 to
point out the inventor and effective filing dates of each claim that was not commonly

owned as of the effective filing date of the later invention in order for the examiner to
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Application/Control Number: 15/126,288 Page 4
Art Unit: 2466

consider the applicability of 35 U.S.C. 102(b)(2)(C) for any potential 35 U.S.C. 102(a)(2)

prior art against the later invention.

9. Claims 20-73 is/are rejected under 35 U.S.C. 103 as being unpatentable over

Dolganow et al. (US 2010/0208590 A1) in view of Huang et al. (US 20160219080 A1).

Regarding claim 20, Dolganow discloses a method for use with a packet
network including a network node for transporting packets between first and

second entities under control of a controller that is external to the network node, the

method comprising: sending, by the controller to the network node over the packet
network, an instruction and a packet-applicable criterion (Dolganow, para. 30; DPI
devices 134, 136 may include hardware, instructions encoded on a machine-
readable medium, or a combination thereof, such that DPI devices 134, 136 may
be configured to examine data packets sent to router/switch 132 to identify
information associated with the packets); receiving, by the network node from the
controller, the instruction and the criterion (Dolganow, para. 12, 30, 81; receiving all
relevant information associated with the packets); receiving, by the network node
from the first entity over the packet network, a packet addressed to the second entity
(Dolganow, para. 59: network element 130a, 130b may receive a number of
packets belonging to an IP flow between a P2P client 110 and a P2P central entity
150).

Dolganow does not appear to explicitly disclose checking, by the network node, if

the packet satisfies the criterion; responsive to the packet not satisfying the criterion,
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sending, by the network node over the packet network, the packet to the second entity;
and responsive to the packet satisfying the criterion, sending the packet, by the network

node over the packet network, to an entity that is included in the instruction and is other

than the second entity.

Huang from similar field of endeavor discloses checking, by the network node, if
the packet satisfies the criterion (Huang, Fig. 2, para. 52, 54: a traffic collection
request is sent to an SDN controller via a network capacity control device
according to a pre-set collection policy. The traffic collection request focuses on
describing the application layer requirements, and the level of abstraction is
relatively high); responsive to the packet not satistying the criterion, sending, by the
network node over the packet network, the packet to the second entity (Huang, Fig. 2,
para. 102: the traffic collection request is sent to the network controller via a
network capacity control device according to the pre-set collection policy,
wherein the traffic collection request is used for allowing the network controller
to send the request for traffic collection to the one or more network devices to be
analyzed and processed); responsive to the packet satisfying the criterion, sending the

packet, by the network node over the packet network, to an entity that is included in the

instruction and is other than the second entity (Huang, Fig. 2, para. 54, 62, 69: after

the network capacity control device receives the traffic collection request,
parsing and processing are performed to form a traffic collection request which
can be recognized by the SDN controller, and the traffic collection request which
is parsed and processed is transmitted to the SDN controller via a northbound

interface of the SDN controller).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as checking, by the network node, if the packet satisfies the criterion; responsive
to the packet not satisfying the criterion, sending, by the network node over the packet
network, the packet to the second entity; and responsive to the packet satisfying the
criterion, sending the packet, by the network node over the packet network, to an entity
that is included in the instruction and is other than the second entity as taught by
Huang. The motivation for doing so would have been to realize data collection and

transmission of a control policy for one end-to-multiple ends.

Regarding claims 21 and 52, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the instruction is 'probe’, 'mirror', or 'terminate’
instruction, and upon receiving by the network node the 'terminate’ instruction, the
method further comprising blocking, by the network node, the packet from being sent to
the second entity and to the controller (Dolganow, para. 50: this transmission may
be accomplished by mirroring (i.e., duplicating) the packets in the IP flow that
contain the key from DPI A 134 to DPI B 136. Alternatively, this transmission may
be accomplished by redirecting (i.e., rerouting) the packets in the IP flow that
contain the key from DPI A 134 to DPI B 136. As another alternative, DPI A 134
may build and send a message including the required information to DPI B 136).

Dolganow does not appear to disclose the packet is being sent to the controller.

Arista Networks, Inc., Ex. 1003, Page 431
Arista Networks, Inc. v. Orckit Corporation, IPR2024-01239



Application/Control Number: 15/126,288 Page 7
Art Unit: 2466

Huang, from similar of endeavor, discloses the packet is being sent to the
controller (Huang, Fig. 1, 2, para. 36: the traffic collection request is sent to the
SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claims 22 and 53, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the instruction is a 'probe’, a 'mirror', or a
'terminate’ instruction, and upon receiving by the network node the 'mirror" instruction
and responsive to the packet satisfying the criterion, the method further comprising
sending the packet, by the network node, to the second entity and to the controller
(Dolganow, para. 50, 59: Alternatively, this transmission may be accomplished by
redirecting (i.e., rerouting) the packets in the IP flow that contain the key from DPI
A 134 to DPI B 136. As another alternative, DPI A 134 may build and send a
message including the required information to DPI B 136).

Dolganow does not appear to disclose the packet is being sent to the controller.

Huang, from similar of endeavor, discloses the packet is being sent to the
controller (Huang, Fig. 1, 2, para. 36: the traffic collection request is sent to the

SDN controller).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claims 23 and 54, Dolganow as modified by Huang discloses the
method according to claim 20, however, Huang further discloses wherein the instruction
is 'probe’, 'mirror', or 'terminate’ instruction, and upon receiving by the network node the
'probe’ instruction and responsive to the packet satisfying the criterion, the method
further comprising: sending the packet, by the network node, to the controller (Huang,
Fig. 1, 2, para. 36: the traffic collection request is sent to the SDN controller);
responsive to receiving the packet, analyzing the packet, by the controller (Huang, Fig.
2, para. 41: the received traffic data are analyzed and processed by the SDN
controller); sending the packet, by the controller, to the network node (Huang, Fig. 2,
para. 102: the traffic collection request is sent to the network controller via a
network capacity control device according to the pre-set collection policy,
wherein the traffic collection request is used for allowing the network controller
to send the request for traffic collection to the one or more network devices to be
analyzed and processed); and responsive to receiving the packet, sending the packet,
by the network node, to the second entity (Huang, Fig. 2, para. 54, 62, 69: after the

network capacity control device receives the traffic collection request, parsing
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and processing are performed to form a traffic collection request which can be
recognized by the SDN controller, and the traffic collection request which is
parsed and processed is transmitted to the SDN controller via a northbound
interface of the SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claims 24, 25 and 55, Dolganow as modified by Huang discloses the
method according to claim 20, further comprising responsive to the packet satisfying the
criterion and to the instruction, sending the packet or a portion thereof, by the network
node, to the controller (Huang, Fig. 2, para. 54, 62, 69: after the network capacity
control device receives the traffic collection request, parsing and processing are
performed to form a traffic collection request which can be recognized by the
SDN controller, and the traffic collection request which is parsed and processed
is transmitted to the SDN controller via a northbound interface of the SDN
controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow

with the teaching of Huang by using the above features into the system of Dolganow
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such as sending the packet to the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claims 26 and 56, Dolganow as modified by Huang discloses the
method according to claim 24, however, Huang further comprising responsive to the
packet satisfying the criterion and to the instruction, sending a portion of the packet, by
the network node, to the controller (Huang, Fig. 2, para. 54, 62, 69: after the network
capacity control device receives the traffic collection request, parsing and
processing are performed to form a traffic collection request which can be
recognized by the SDN controller, and the traffic collection request which is
parsed and processed is transmitted to the SDN controller via a northbound
interface of the SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet to the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claims 27 and 57, Dolganow as modified by Huang discloses the
method according to claim 26, wherein the portion of the packet consists of multiple

consecutive bytes, and wherein the instruction comprises identification of
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the consecutive bytes in the packet (Dolganow, para. 69: DPI B 136 performs deep
packet inspection on the packets relating to the request to attempt to extract a
key identifying the P2P content transmitted in the flow. For example, when the
protocol is BitTorrent, DPI B 136 may perform deep packet inspection to

determine whether an info_hash field is present in the packets of the flow).

Regarding claim 28, Dolganow as modified by Huang discloses the method
according to claim 24, however, Huang further comprising responsive to receiving the
packet, analyzing the packet, by the controller (Huang, Fig. 2, para. 41: the received
traffic data are analyzed and processed by the SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as analyzing the packet, by the controller as taught by Huang. The motivation for
doing so would have been to realize data collection and transmission of a control policy

for one end-to-multiple ends.

Regarding claim 29, Dolganow as modified by Huang discloses the method
according to claim 28, However, Huang further for use with an application server that
communicates with the controller, wherein the analyzing comprising sending the packet,
by the controller, to the application server, and analyzing the packet by the application
server (Huang, para. 98, 99: the network device can be an independent server, and

can also be a server used for realizing a network controller).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet, by the controller, to the application server, and analyzing
the packet by the application server as taught by Huang. The motivation for doing so
would have been to realize data collection and transmission of a control policy for one

end-to-multiple ends.

Regarding claim 30, Dolganow as modified by Huang discloses the method
according to claim 29, however, Huang wherein the analyzing further comprising
sending the packet after analyzing by the application server to the controller, and
sending the packet, after receiving from the controller by the network node, to the
second entity (Huang, para. 98, 99: the network device can be an independent
server, and can also be a server used for realizing a network controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as sending the packet, by the controller, to the application server, and analyzing
the packet by the application server as taught by Huang. The motivation for doing so
would have been to realize data collection and transmission of a control policy for one

end-to-multiple ends.
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Regarding claim 31, Dolganow as modified by Huang discloses the method
according to claim 28, wherein the analyzing comprises applying security or data
analytic application (Dolganow, Fig. 4A, para. 60: DPI A 134 identifies an application
protocol associated with the IP flow using one or more packets belonging to the
IP flow or any other related information, such as packets belonging to other

flows).

Regarding claim 32, Dolganow as modified by Huang discloses the method
according to claim 28, wherein the analyzing comprises applying security application
that comprises firewall or intrusion detection functionality (Dolganow, Fig. 4A, para. 60:
DPI A 134 identifies an application protocol associated with the IP flow using one
or more packets belonging to the IP flow or any other related information, such as

packets belonging to other flows).

Regarding claim 33, Dolganow as modified by Huang discloses the method
according to claim 28, wherein the analyzing comprises performing Deep Packet
Inspection (DPI) or using a DPI engine on the packet (Dolganow, para. 12: performing

DPI to extract a key from one or more of the first plurality of packets).

Regarding claim 34, Dolganow as modified by Huang discloses the method
according to claim 28, wherein the packet comprises distinct header and payload fields,
and wherein the analyzing comprises checking part of, or whole of, the payload field

(Dolganow, para. 52-54, 57: Key field 210 may indicate the value of a key used to
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uniquely identify a P2P content item. This field 210 may be populated when
extracted from a request sent from P2P client 110 to P2P central entity 150,

provided that the request includes the key).

Regarding claims 35 and 58, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the packet comprises distinct header and
payload fields, the header comprises one or more flag bits, and wherein the packet-
applicable criterion is that one or more of the flag bits is set (Dolganow, para. 34, 43:
P2P central entity 150 may be a BitTorrent tracker configured to receive a request
including an info_hash from P2P client 110 and respond with a list containing
location information of P2P client peers 160 that maintain the requested P2P

content).

Regarding claims 36 and 59, Dolganow as modified by Huang discloses the
method according to claim 35, wherein the packet is an Transmission Control Protocol
(TCP) packet, and wherein the one or more flag bits comprises comprise a SYN flag bit,
an ACK flag bit, a FIN flag bit, a RST flag bit, or any combination thereof Huang, para.
36: the traffic collection request contains some parameters for assigning
contents to be collected, such as service flows from regular users,
interconnection Internet Protocol (IP) flows between regular networks and traffics
from regular ports. After the SDN controller receives the traffic collection request,
the SDN controller parses and processes the same to determine one or more

network devices which need the traffic collection request).
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Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as the packet is an Transmission Control Protocol (TCP) packet, and wherein the
one or more flag bits comprises comprise a SYN flag bit, an ACK flag bit, a FIN flag bit,
a RST flag bit, or any combination thereof as taught by Huang. The motivation for doing
so would have been to realize data collection and transmission of a control policy for

one end-to-multiple ends.

Regarding claims 37 and 60, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the packet comprises distinct header and
payload fields, the header comprises at least the first and second entities addresses
in the packet network, and wherein the packet-applicable criterion is that the first entity
address, the second entity address, or both match a predetermined address or
addresses (Dolganow, para. 39, 55, 62: DPI A 134 may determine whether the
source or destination address of the packets is the address of a system known to
operate as a P2P central entity 150, such as a BitTorrent tracker. Suitable
alternatives for determining whether the exchange is between a P2P client 110

and a P2P central entity 150 will be apparent to those of skill in the art).

Regarding claims 38 and 61, Dolganow as modified by Huang discloses the
method according to claim 37, wherein the addresses are Internet Protocol (IP)

addresses (Dolganow, para. 39, 55, 62: addresses are IP addresses).
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Regarding claims 39 and 62, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the packet is an Transmission Control Protocol
(TCP) packet that comprises source and destination TCP ports, a TCP sequence
number, and a TCP sequence mask fields, and wherein the packet-applicable criterion
is that the source TCP port, the destination TCP port, the TCP sequence number, the
TCP sequence mask, or any combination thereof, matches a predetermined value or
values (Dolganow, para. 39, 55, 62: It should be apparent that an IP flow may be
any IP flow between P2P client 110 and P2P central entity 150 or P2P client 110
and a P2P client peer 160, as identifiable by IP 5-tuple information, which includes
the source IP address, source port, destination IP address, destination port, and
protocol of the IP flow. This IP flow may be further tunneled inside another

networking layer, such as IP, Ethernet, ATM, and the like).

Regarding claims 40 and 63, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the packet network comprises a Wide Area
Network (WAN), Local Area Network (LAN), the Internet, Metropolitan Area Network
(MAN), Internet Service Provider (ISP) backbone, datacenter network, or inter-
datacenter network (Dolganow, Figs 1, 2, para. 28: Network element 130a may be
an entity containing components configured to receive, process, and forward
packets belonging to an IP flow received from packet-switched network 120. As
an example, network element 130a may be owned and/or operated by an Internet

Service Provider (ISP) providing services to P2P client 110. Network element 130a
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may include a router/switch 132, DPI A 134, DPI B 136, and key storage module

138).

Regarding claims 41 and 64, Dolganow as modified by Huang discloses
the (New) The method according to claim 20, wherein the first entity is a server device
and the second entity is a client device, or wherein the first entity is a client device and
the second entity is a server device (Dolganow, Fig. 1: entity 150 is a central entity

(such as a server) and entity 160 is a client device).

Regarding claims 42 and 65, Dolganow as modified by Huang discloses the
method according to claim 41, wherein the server device comprises a web server, and
wherein the client device comprises a smartphone, a tablet computer, a personal
computer, a laptop computer, or a wearable computing device (Dolganow, para. 34:
P2P central entity 150 may store a database of information maintained within a
particular P2P network, such that a user may search P2P central entity 150 to

determine the location of desired content based on the file key).

Regarding claims 43 and 66, Dolganow as modified by Huang discloses the
method according to claim 41, wherein the communication between the network node
and the controller is based on, or uses, a standard protocol (Dolganow, Fig. 2, para.
18: the OpenFlow communications protocol, separate the data plane and the

control plane, with the data plane remaining on the networking device and the
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control plane (containing the routing protocol and forwarding logic) moved to a

controller platform typically running on an IHS coupled to the networking device).

Regarding claims 44 and 67, Dolganow as modified by Huang discloses the
method according to claim 43, Huang further discloses wherein the standard protocol is
according to, based on, or compatible with, an OpenFlow protocol version 1.3.3 or 1.4.0
(Huang, para. 36: the traffic collection request is sent to the SDN controller
according to the pre-set collection policy. The traffic collection request contains
some parameters for assigning contents to be collected, such as service flows
from regular users, interconnection Internet Protocol (IP) flows between regular
networks and traffics from regular ports. After the SDN controller receives the
traffic collection request, the SDN controller parses and processes the same to
determine one or more network devices which need the traffic collection request).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as the standard protocol is according to, based on, or compatible with, an
OpenFlow protocol as taught by Huang. The motivation for doing so would have been to

realize data collection and transmission of a control policy for one end-to-multiple ends.

Regarding claims 45 and 68, Dolganow as modified by Huang discloses the
method according to claim 44, wherein the instruction comprises a Type-Length-Value

(TLV) structure (Dolganow, para. 53: Key field 210 may indicate the value of a key
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used to uniquely identify a P2P content item. This field 210 may be populated
when extracted from a request sent from P2P client 110 to P2P central entity 150,

provided that the request includes the key).

Regarding claims 46 and 69, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the network node comprises a router, a switch,
or a bridge (Dolganow, Fig. 1, para. 25, 27: network element 130a may include a

router, a switch, or a bridge).

Regarding claims 47 and 70, Dolganow as modified by Huang discloses the
method according to claim 20, wherein the packet network is an Internet Protocol (IP)
network, and the packet is an IP packet (Dolganow, para. 60, 62: DPI A 134 identifies
an application protocol associated with the IP flow using one or more packets
belonging to the IP flow or any other related information, such as packets

belonging to other flows).

Regarding claims 48 and 71, Dolganow as modified by Huang discloses the
method according to claim 47, wherein the packet network is an Transmission Control
Protocol (TCP) network, and the packet is an TCP packet (Dolganow, para. 39, 55, 62:
It should be apparent that an IP flow may be any IP flow between P2P client 110
and P2P central entity 150 or P2P client 110 and a P2P client peer 160, as
identifiable by IP 5-tuple information, which includes the source IP address,

source port, destination IP address, destination port, and protocol of the IP flow.
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This IP flow may be further tunneled inside another networking layer, such as IP,

Ethernet, ATM, and the like).

Regarding claims 49 and 72, Dolganow as modified by Huang discloses the
method according to claim 20, further comprising: receiving, by the network node from
the first entity over the packet network, one or more additional packets (Dolganow,
para. 12: a network element may receive a first and second plurality of packets
transmitted between a peer-to-peer (P2P) client and a P2P central entity).

Dolganow does not appear to explicitly disclose checking, by the network node, if
any one of the one or more additional packets satisfies the criterion; responsive to an
additional packet not satisfying the criterion, sending, by the network node over the
packet network, the additional packet to the second entity; and responsive to the
additional packet satisfying the criterion, sending the additional packet, by the network
node over the packet network, in response to the instruction.

Huang from similar field of endeavor discloses checking, by the network node, if
any one of the one or more additional packets satisfies the criterion (Huang, Fig. 2,
para. 52, 54: a traffic collection request is sent to an SDN controller via a network
capacity control device according to a pre-set collection policy. The traffic
collection request focuses on describing the application layer requirements, and
the level of abstraction is relatively high); responsive to an additional packet not
satisfying the criterion, sending, by the network node over the packet network, the
additional packet to the second entity (Huang, Fig. 2, para. 102: the traffic collection

request is sent to the network controller via a network capacity control device
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according to the pre-set collection policy, wherein the traffic collection request is
used for allowing the network controller to send the request for traffic collection
to the one or more network devices to be analyzed and processed); and
responsive to the additional packet satisfying the criterion, sending the additional
packet, by the network node over the packet network, in response to the instruction
(Huang, Fig. 2, para. 54, 62, 69: after the network capacity control device receives
the traffic collection request, parsing and processing are performed to form a
traffic collection request which can be recognized by the SDN controller, and the
traffic collection request which is parsed and processed is transmitted to the SDN
controller via a northbound interface of the SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as checking, by the network node, if any one of the one or more additional packets
satisfies the criterion; responsive to an additional packet not satisfying the criterion,
sending, by the network node over the packet network, the additional packet to the
second entity; and responsive to the additional packet satisfying the criterion, sending
the additional packet, by the network node over the packet network, in response to the
instruction as taught by Huang. The motivation for doing so would have been to realize

data collection and transmission of a control policy for one end-to-multiple ends.

Regarding claims 50 and 73, Dolganow as modified by Huang discloses the

method according to claim 20, Huang further discloses wherein the packet network is a
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Software Defined Network (SDN), the packet is routed as part of a data plane and the
network node communication with the controller serves as a control plane (Huang,
para. 43: each of the network control policies is sent to the SDN controller. After
the SDN controller receives the network control policies, parsing and processing
are performed to determine one or more network devices which need the network
control policies. Each of the network control policies is converted into an
instruction capable of being transmitted via the southbound interface of the SDN
controller, and the converted network control policy is further sent to the
corresponding network device via the southbound interface of the SDN
controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as the packet network is a Software Defined Network (SDN), the packet is routed
as part of a data plane and the network node communication with the controller serves
as a control plane as taught by Huang. The motivation for doing so would have been to

realize data collection and transmission of a control policy for one end-to-multiple ends.

Regarding claim 51, Dolganow discloses a method for use with a packet
network including a network node for transporting packets between first and

second entities under control of a controller that is external to the network node, the

method by the network node comprising: receiving, from the controller, the instruction

and the criterion (Dolganow, para. 30; DPI devices 134, 136 may include hardware,
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instructions encoded on a machine-readable medium, or a combination thereof,
such that DPI devices 134, 136 may be configured to examine data packets sent
to router/switch 132 to identify information associated with the packets); receiving,
from the first entity over the packet network, a packet addressed to the second entity
(Dolganow, para. 59; network element 130a, 130b may receive a number of
packets belonging to an IP flow between a P2P client 110 and a P2P central entity
150).

Dolganow does not appear to explicitly disclose checking if the packet satisfies
the criterion; responsive to the packet not satisfying the criterion, sending over the
packet network, the packet to the second entity; and responsive to the packet satisfying

the criterion, sending the packet over the packet network, to an entity that is included in

the instruction and is other than the second entity.

Huang from similar field of endeavor discloses checking, by the network node, if
the packet satisfies the criterion (Huang, Fig. 2, para. 52, 54: a traffic collection
request is sent to an SDN controller via a network capacity control device
according to a pre-set collection policy. The traffic collection request focuses on
describing the application layer requirements, and the level of abstraction is
relatively high); responsive to the packet not satisfying the criterion, sending, by the
network node over the packet network, the packet to the second entity (Huang, Fig. 2,
para. 102: the traffic collection request is sent to the network controller via a
network capacity control device according to the pre-set collection policy,
wherein the traffic collection request is used for allowing the network controller

to send the request for traffic collection to the one or more network devices to be
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analyzed and processed); responsive to the packet satisfying the criterion, sending the

packet, by the network node over the packet network, to an entity that is included in the

instruction and is other than the second entity (Huang, Fig. 2, para. 54, 62, 69: after

the network capacity control device receives the traffic collection request,
parsing and processing are performed to form a traffic collection request which
can be recognized by the SDN controller, and the traffic collection request which
is parsed and processed is transmitted to the SDN controller via a northbound
interface of the SDN controller).

Therefore, it would have been obvious to one of ordinary skill in the art before the
effective filling date of the claimed invention to combine the teaching of Dolganow
with the teaching of Huang by using the above features into the system of Dolganow
such as checking, by the network node, if the packet satisfies the criterion; responsive
to the packet not satisfying the criterion, sending, by the network node over the packet
network, the packet to the second entity; and responsive to the packet satisfying the
criterion, sending the packet, by the network node over the packet network, to an entity
that is included in the instruction and is other than the second entity as taught by
Huang. The motivation for doing so would have been to realize data collection and

transmission of a control policy for one end-to-multiple ends.

Conclusion
10.  Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JEAN F VOLTAIRE whose telephone number is

(571)272-3953. The examiner can normally be reached on M-F 9:00-6:45 PM.
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Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, FARUK HAMZA can be reached on (571)272-7969. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http:/pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/JEAN F VOLTAIRE/

Examiner, Art Unit 2466

/IJAEY LEE/

Primary Examiner, Art Unit 2466
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Appln. No. 15/126,288
Response to Office Action of July 8, 2019

REMARKS / ARGUMENTS
The Examiner’s Action dated July 8, 2019, has been

received, and its content carefully noted.

Office action, Section 9, pages 4-24

Claims 20-73 are rejected under 35 U.S.C. 103 (a) as

being unpatentable over Dolganow et al. (US 2010/0208590 -
“Dolganow”) in wview of Huang et al. (UsS 2016/0219080 -
“Huang”) .

a. Improper rationale.

1l. Same rationale for different limitations

The Action relies on the Huang reference for the
missing limitations of c¢laims 1, 21, 52, 22, 53, 23, 54, 24,
25, 55, 26, 56, 28, 29, 30, 49, 72, 50, 73, and 51. In all
these cases, the same rationale of ™. to realize data
collection and transmission of a control policy for one end-
to—multiple ends.” is stated. First, this rationale amounts to
nothing more than a conclusory statement, while is the 0Office
prima facie burden to provide a “satisfactory explanation” for
the motivation finding that includes an express and “rational”
connection with the evidence presented. Second, the missing
limitations are different and distinct, and thus the SAME
rationale is 1improper, since the SAME rationale provides no
link to the present application, as required in MPEP 2143 that
clearly states that “Any rationale employed must provide a
link between the factual findings and the legal conclusion of
obviousness.” (Emphasis added), and “.. there must be “some
articulated reasoning with some rational underpinning” to
support the Examiner’s findings and conclusion of

obviousness”. See KSR Inti Co. v. Teleflex Inc., 550 U.S. 401,
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418 (2007). Further, it is noted that “Absent some articulated
rationale for doing so, the Examiner’s conclusory assertion is
inadequate to support a conclusion of obviousness.” See KSR
Int’l Co. v. Teleflex Inc., 550 U.S. 398, 418 (2007); see also
In re Warner, 379 F.2d 1011, 1017 (CCPA 1967) (“"The legal
conclusion of obviousness must be supported by facts. Where
the 1legal conclusion 1s not supported by facts it cannot

stand.”) .

2. Changing operation principle.

The rationale 1s stated as “.. to realize data
collection and transmission of a control policy for one end-
to—multiple ends.’ (Emphasis added). However, as implied by
its title and described throughout the disclosure, the
Dolganow reference is directed to ‘peer-to-peer’
communication, and NOT to any ‘one end-to-multiple ends. As
stated by the rationale. Modifying the Dolganow reference to
support point-to-multipoint clearly changes its principle of
operation, while MPEP 2143.01 states:

If the proposed modification or combination
of the prior art would change the principle
of operation of the prior art invention
being modified, then the teachings of the
references are not sufficient to render the
claims prima facie obvious.

In re Ratti, 270 F.2d 810, 123 USPQ 349 (CCPA 1959).

Further, such changes would render the Dolganow
reference inoperable for its intended purpose since it could

only operate in an SDN supported network.

3. Not required feature

Claims 21, 52, 22, 53, 23, 54, 24, 25, 55, 26, 56,
28, 29, 30, 49, 72, 50, 73, and 51 are rejected under the
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w

rationale of to realize data collection and transmission of
a control policy for one end-to-multiple ends”, which is the
SAME rationale stated for claim 1. Since claim 1 is already
admitted in the Action to provide this motivation, the added
features in these claims are unneeded and redundant - Unneeded
advantage: Where the secondary reference disclosed an
advantage, but where none of the cited prior art references
suggested that the primary reference could benefit from that
advantage or was 1in need of that advantage. [See, e.g., Ex
parte Saiki, No. 2000-0373, 2002 WL 32102452, at *3 (B.P.A.T.
Jan. 17, 2002) ; Ex parte Burak, No. 2004-0823, 2004 WL
4981768, at *4 (Dec. 8, 2004)]. Redundant advantage - Where
the secondary reference disclosed an advantage, and where the
primary reference already possessed that advantage. See, e.g.,
Ex parte Anttila & Jung, No. 2010-006328, 2012 WL 4718520, at
*3 (B.P.A.I. Sept. 27, 2012); Kastelewicz, 2009 WL 1719394, at
*5-7; Ex parte Levine, No. 2010-001240, 2012 WL 4483329, at *3
(B.P.A.I. Sept. 25, 2012).

4. Unclear rationale

w

The rationale 1s stated as - .. to realize data
collection and transmission of a control policy for one end-
to-multiple ends”. The Examiner's articulated reasoning
namely, to 1s conclusory, as it 1s not clear how the stated
limitations are relevant technically and logically to the
stated rationale, See In re Nuvasive, 842 F.3d 1376, 1383
(Fed. Cir. 2016) (noting that "'conclusory statements' alone
are 1nsufficient and, instead, the finding must be supported
by a 'reasoned explanation™?') (quoting In re Lee, 277 F.3d
1338, 1342, 1345 (Fed. Cir. 2002)); see also Active Video

Networks, Inc., v. Verizon Communications, Inc., 694 F.3d
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1312, 1328 (Fed. Cir. 2012) (noting that "[t]lhe testimony is
generic and bears no relation to any specific combination of

prior art elements").

b. Combining the Dolganow and Huang references.

1. The Action contends that the Dolganow and Huang are

combined being in a ‘similar field of endeavor’. The applicant

respectfully request a clear definition of the ‘field of

endeavor’ as required by the rules. (MPEP 2141.01(a) (I) - 1‘The

examiner must determine what is “analogous prior art” for the
purpose of analyzing the obviousness of the subject matter at

issue’) .

2. Applicant submits that the Dolganow and Huang references
are directed towards respectively different purposes and are
based on respectively different structures, and thus are not
analogous to one another and cannot logically be combined. The
Dolganow reference 1involves DPI, where packets are handled
based on their content, while the Huang reference involves
SDN, where packets are handled based on externally received
instructions. For example, the Dolganow reference involves OSI
Layer 3 or above analysis, while the Huang reference involves
local routing (OSI Layer 2) without any analysis of the packet
content.

Hence, the two references are directed to different
devices having different functionalities and differently
handling traffic, and thus cannot be combined. It is
respectfully submitted that it is simply not appropriate to
select a secondary reference that happens to disclose, 1in

isolation, a single feature, and conclude, without a proper
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basis, that it would be obvious to add that feature to another

device in a different field.

3. The Action 1is clearly improperly shifting its position to
relying on the Huang reference, resulting in ‘moving target
rejections for [applicant] to traverse’. [See In re Durance,

No. 2017-1486, 2018 (Fed. Cir. June 1, 2018)].

4., Further, it would not be appropriate to base this rejection
on a combination of these references because the devices and
networks described in the Dolganow and Huang references are
each self-contained and independently operate effectively to
solve the stated problem of DPI of traffic, and:

Because each device independently operates
effectively, a person having ordinary skill
in the art, who was merely seeking to create
a better device to drain fluids from a
wound, would have no reason to combine the
features of both devices 1into a single
device.
[Kinetic Concepts v. Smith and Nephew, 688 F.3d 1342, at 1369

(CAFC, 2012).] - See MPEP §2143.01.

5. It is further noted that MPEP §808.02 (A) explicitly recites
that different classes “.. shows that each 1invention has
attained recognition in the art as a separate subject for
inventive effort, and also a separate field of search.™
(Emphasis added) . Furthermore, there 1is no suggestion or
motivation to combine:

[W]hen art is directed to a different
purpose then a claimed invention, an
inventor would have less motivation or
occasion to consider it.

In re Oetiker, 977 F.2d 1443 (Fed. Cir. 1992).
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The Dolganow reference 1s classified wunder U.S.
Class 370/235 associated with “MULTIPLEX COMMUNICATIONS — DATA
FLOW CONGESTION PREVENTION OR CONTROL”, mainly focusing on
regulating the amount of information transmitted through the
network, while the Huang reference 1is classified under U.S.
Class HO04L 63/20 associated with “Network architectures or
network communication protocols for network security for
managing network securityy network security policies in
general” — relating mainly to the DPI for security purposes.

Thus, the two reference are in different fields.

6. The Action fails to explain HOW the device described in the
Dolganow reference is being modified to include the
limitations taught by the Huang reference. The Action only
states that the missing limitations are disclosed by the Huang
reference and as such may be combined. A clear explanation is

required according to the rules.

c. Non-consistent rejections.

Claim 20 recites communication between first and
second entities. The rejection of c¢laim 20 equates these
entities to ‘P2P client 110 and a PZP central entity 150" (see
at the bottom of page 4). However, in the rejection of claims
21, 52, 22, 53, 27, 57, 37, 60, 47, 70 and other claims, the
entities are improperly equated to DPI A 134 and DPI B 136.

Regarding claim 20.

a. Single vs. multiple networks. Claim 20 clearly recites a

single packet network. In contrast, the Dolganow reference
expressly teaches two different networks, namely 120 and 140,

connected via the node 130a.
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b. Missing limitations. Claim 20 explicitly recites the

AN

limitation of: sending, by the controller to the network
node over the packet network, an instruction and a packet-
applicable criterion”. This limitation is not addressed by the
Action. A prima facie <case for obviousness “requires a
suggestion of all 1imitations in a c¢laim,” CFMT, Inc. V.
Yieldup Int’l Corp., 349 F.3d 1333, 1342 (Fed. Cir. 2003). It
is noted that the Dolganow reference fails to disclose any

w

controller in general or any an instruction and a packet-—
applicable criterion”, and in particular fails to disclose the
recited “.. sending, by the controller to the network node over

the packet network, an Iinstruction and a packet-applicable

criterion”. Further, claim 20 explicitly recites the
limitation of: “.. receiving, by the network node from the
controller, the instruction and the criterion”. The Action

relies upon paragraphs 12, 30, and 81 of the Dolganow
reference. HOWEVER, the Dolganow reference in general, and the
cited paragraphs in particular, ONLY described receiving
packets as part of the regular traffic to be analyzed, and are
silent regarding any receiving from a controller in general,
and receiving of ‘the instruction and the c¢criterion’ in
particular.

Section 10 of the Action seems to state that

controller 1s inherent. First, such statement is improper
since " 'The mere "Inherency, however, may not be established
by probabilities or possibilities. The mere fact that a

certain thing may result from a given set of circumstances 1is
not sufficient." In re Robertson, 169 F.3d 743, 745 (Fed. Cir.
1999) (citations omitted). Further, “To rely upon a theory of
inherency, there must be "a basis 1in fact and/or technical

reasoning to reasonably support the determination that the
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allegedly inherent characteristic necessarily flows from the
teachings of the applied prior art." Ex-parte Levy, 17 USPQ2d
1461, 1464 (BPAI 1990).

Second, even if such controller is arguendo
available, this does NOT teach the recited steps of sending
and receiving. However, 1in order to further differentiate over
the prior art claim 20 1is amended to recite that the

controller 1is external to the network node, which is NOT the

case in the Dolganow reference.

c. In particular, such modification of the router or switch
described in the Dolganow reference requires massive change of
the device, to include means for receiving instruction via an
additional port, storing these instructions and criteria,
applying dedicated SDN software (such as OpenFlow) requiring
massive hardware, processing power and software, and
forwarding packets based on this criteria. Such modifications
fundamentally and inherently change the conventional routing /
switching functionalities described in the Dolganow reference,
and would require a substantial reconstruction and redesign of
the elements shown 1in the Dolganow reference as well as a
change 1in the Dbasic principles under which the Dolganow
reference construction was designed to operate. (In re Ratti,
270 F.2d 810, 813 (CCpA 1959)): “a change 1in the basic
principles” refers to change that 1is fundamental in scope SO
as to relate to scientific or technical principles under which
the invention 1is designed to operate.”. Further, such changes
would render the Dolganow reference inoperable for its
intended purpose since it could only operate 1in an SDN

supported network.
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The absence of a reply to a specific rejection,
issue, or comment, does not signify agreement with that
rejection, issue, or comment . In addition, because the
arguments made above may not be exhaustive, there may be
reasons for patentability of any or all pending claims that
have not been expressed.

Nothing in this reply should be understood as
conceding any issue with regard to any claim, except as
specifically stated in this reply, and the amendment of any
claims does not necessarily signify concession of
unpatentability to the claim before its amendment. It should
further be understood that any filing of a terminal disclaimer
to obviate a rejection based on nonstatutory double patenting
is not an admission of the propriety of the rejection.

If the above arguments should not now place the
application in the condition for allowance, the examiner 1is
invited to call undersigned counsel to resolve any remaining

issues.

Respectfully submitted,

By /Yehuda Binder/
Yehuda Binder
Registration No. 73,612

Tel: +972-9-7409241
Mobile: +972-54-4444577
e—-mail:yehuda@maypatents.com
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National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).
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2.[J An election was made by the applicant in response to a restriction requirement set forth during the interview on ; the
restriction requirement and election have been incorporated into this action.

3.} The allowed claim(s) is/are 20-73 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4.[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).

Certified copies:
a) LJAIl b) (JSome  *c) [J None of the:
1. [0 Certified copies of the priority documents have been received.
2. [J Certified copies of the priority documents have been received in Application No. ___
3. [J Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(O including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front {(not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.(] DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.
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1.4} Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2. Information Disclosure Statements (PTO/SB/08), 6. ¥} Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0 Examiner's Comment Regarding Requirement for Deposit 7. (J Other .

of Biological Material
4.0 Interview Summary (PTO-413),
Paper No./Mail Date.
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Examiner, Art Unit 2466 Primary Examiner, Art Unit 2466

U.S. Patent and Trademark Office .
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 20191223
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DETAILED ACTION
Notice of Pre-AlA or AlIA Status
1. The present application, filed on or after March 16, 2013, is being examined

under the first inventor to file provisions of the AlA.

Allowable Subject Matter

2. Claims 20-73 are allowed.
3. The following is an examiner’s statement of reasons for allowance: Claims 20-73
are allowed for the reasons as set forth in Applicant’'s amendment and
remarks/arguments filed 10/02/2019.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion
4. Any inquiry concerning this communication or earlier communications from the
examiner should be directed to JEAN F VOLTAIRE whose telephone number is
(671)272-3953. The examiner can normally be reached on M-F 9:00-6:45 PM.
Examiner interviews are available via telephone, in-person, and video

conferencing using a USPTO supplied web-based collaboration tool. To schedule an
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Art Unit: 2466

interview, applicant is encouraged to use the USPTO Automated Interview Request
(AIR) at http://www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’'s
supervisor, FARUK HAMZA can be reached on (571)272-7969. The fax phone number
for the organization where this application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see https://ppair-
my.uspto.gov/pair/PrivatePair. Should you have questions on access to the Private
PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197 (toll-free).
If you would like assistance from a USPTO Customer Service Representative or access
to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-

272-1000.

/JEAN F VOLTAIRE/

Examiner, Art Unit 2466

/JAE'Y LEE/

Primary Examiner, Art Unit 2466
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The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act
(5 U.8.C. 552) and the Privacy Act (5 U.5.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these record s.

A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a
request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for
the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization, pursuant
to the Patent Cooperation Treaty.

A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review {35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or
his/her desighee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in
an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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2018/08/14
20:22

S34

"20130121298"

§US-PGPUB;
JUSPAT;
JUSOCR;
FPRS;
JEPO; JPO;
UDERWENT;
IBM_TDB

OR

OFF

2018/08/14
20:22

S35

10

"15126288"

{US-PGPUB;
JUSPAT;
USOCR;
\FPRS;
EPO; JPO;
JDERWENT;
¥IBM_TDB

ADJ

OFF

2018/08/24
11:07

S36

"20140052836"

JUS-PGPUB;
JUSPAT;
JUSOCR;
\IFPRS;
\EPO; JPO;
\DERWENT;
\WIBM_TDB

ADJ

OFF

2018/08/24
11:22

S37

1140

(OpenFLow near5 (control$4))
same(match$3 near3 (sequence near2
(number$1)) rule$1 polic$3)

{US-PGPUB;
MUSPAT;
JUSOCR;
FPRS;
\EPO; JPO;
ADERWENT;
\IBM_TDB

OR

OFF

2018/08/24
11:26

S38

340

S37 and (SDN) same (packet PDU near2 §US—PGPUB;§
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OR

OFF

2018/08/24i




EAST Search History

(flow$1 stream$1))

JUSPAT;
JUSOCR;
{FPRS;
HEPO; JPO;
UDERWENT;
IBM_TDB

382

(SDN) same (packet PDU near2 (flow$1

stream$1)) same(check$3 match$3

{US-PGPUB;
JUSPAT;

near2 (criteria criterion rule$1 polic$3)) EUSOCR;

JFPRS;
AEPO; JPO;
\DERWENT;
{IBM_TDB

OR

OFF

11:26

2018/08/24

11:26

$40

91

S37 and (SDN) same (packet PDU near2 {US-PGPUB;

(flow$1 stream$1)) same(check$3

match$3 near2 (criteria criterion rule$1

polic$3))

MUSPAT;
YUSOCR;
\FPRS;
\EPO; JPO;
YDERWENT;

{IBM_TDB

OR

OFF

2018/08/24
11:27

"L12" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

{US-PGPUB;
JUSPAT;
JUSOCR;
JFPRS
JEPO; JPO;
IDERWENT;
§IBM_TDB

OR

OFF

2018/08/27
07:45

S42

"L13" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

US-PGPUB;
HUSPAT;
YUSOCR;
JFPRS;
\EPO; JPO;
UDERWENT;
IBM_TDB

OR

OFF

2018/08/27
07:45

S43

"L14" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

JUS-PGPUB;
JUSPAT;
YUSOCR;
\FPRS
\{EPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2018/08/27
07:45

S44

"L15" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

\US-PGPUB;
JUSPAT;
JUSOCR;
FPRS;
AEPO; JPO;
\IDERWENT;
{IBM_TDB

OR

OFF

2018/08/27
07:46

S45

"L16" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

JUS-PGPUB;
JUSPAT;
JUSOCR;
{FPRS
EPO; JPO;
YDERWENT;
§IBM_TDB

OR

OFF

2018/08/27
07:46

S46

"L17" and (SDN) same (packet PDU
near2 (flow$1 stream$1))

{US-PGPUB;
JUSPAT;
JUSOCR;
\FPRS;
EPO; JPO
\DERWENT;

y
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OR

OFF

2018/08/27
07:46




EAST Search History

| JiBM_TDB |

S47 14 "L18" and (SDN) same (packet PDU {US-PGPUB; {{OR OFF 2018/08/27

near2 (flow$1 stream$1)) EUSPAT; 07:46
JUSOCR;
\IFPRS;
MEPO; JPO;
\DERWENT;
{/BM_TDB

S48 43 "L19" and (SDN) same (packet PDU EUS—PGPUB; OR OFF 2018/08/27

near2 (flow$1 stream$1)) §USPAT; 07:46
USOCR;
JFPRS
EPO; JPO;
EDERWENT;
§IBM_TDB

S49 39979 i{(H04L43/026 H04L12/6418 HO4L43/028 {US-PGPUB;{OR OFF 2018/08/27

H04L49/70 H04L69/161).CPC. JUSPAT; 07:46
YUSOCR;
FPRS;
\EPO; JPO;
\DERWENT;
\IBM_TDB

S50 #416 $49 and (SDN) same (packet PDU near2 {{US-PGPUB;{{OR OFF 2018/08/27

(flow$1 stream$1)) §USPAT; 07:46
JUSOCR;
{FPRS;
\EPO; JPO;
UDERWENT;

\IBM_TDB

S51 {4 $46 and (SDN) same (packet PDU near2 EUS—PGPUB; OR OFF 2018/08/27

(flow$1 stream$1)) EUSPAT; 07:47
YUSOCR;
§FPRS;
\EPO; JPO;
§DERWENT;
\iIBM_TDB

S53 {7 "L6" and (OpenFLow near5 (control$4)) EUS-PGPUB; OR OFF 2018/08/27

same(match$3 near3 (sequence near2 EUSPAT; 07:48

(number$1)) rule$1 polic$3) JUSOCR,;
\FPRS;
\EPO; JPO;
\IDERWENT;
{IBM_TDB

S54 i1 "L12" and (OpenFLow near5 (control$4)) US-PGPUB; {jOR OFF 2018/08/27

same(match$3 near3 (sequence near2 §USPAT; 07:49

(number$1)) rule$1 polic$3) HUSOCR;
{FPRS;
AEPO; JPO;
\DERWENT;
{IBM_TDB

S55 404  YDPI and (SDN) same (packet PDU near2 {US-PGPUB;{|OR OFF  {2018/09/03

(flow$1 stream$1)) JUSPAT; 20:14
§USOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
JIBM_TDB

556 {1 "20170099196" EEDERWENT OR OFF 2019/03/27
! 16:32

S57 i1 "20100208590" §EDERWENT OR OFF 2019/03/27

N
A
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EAST Search History
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\ ‘ 16:33 _
S58 i1 "20140052836" §DERWENT OR OFF 2019/03/27
16:33
S59 i3 "20100208590" {US-PGPUB; {{OR OFF 2019/03/27
JUSPAT; 16:59
USOCR;
\IFPRS;
EPO; JPO;
\DERWENT;
\IBM_TDB
S60 7 "20140052836" {US-PGPUB; {OR OFF 2019/03/27
MUSPAT; 17:04
JUSOCR;
\FPRS;
EPO; JPO;
UDERWENT;
\IBM_TDB
S61 {7 "L6" and (OpenFLow near5 (control$4)) §US—PGPUB; OR OFF 2019/03/27
same(match$3 near3 (sequence near2 EUSPAT; 22:42
(number$1)) rule$1 polic$3) HUSOCR;
\FPRS;
EEPO; JPO;
ADERWENT;
§IBM_TDB
S62 4 "L17" and (SDN) same (packet PDU US-PGPUB; {|OR OFF 2019/03/27
near2 (flow$1 stream$1)) EUSPAT; 22:42
JUSOCR;
\FPRS;
HEPO; JPO;
\IDERWENT;
IBM_TDB
S63 {4 S62 and (SDN) same (packet PDU near2 {{US-PGPUB;{{OR OFF 2019/03/27
(flow$1 stream$1)) EUSPAT; 22:42
HUSOCR;
\FPRS
EPO; JPO;
WDERWENT;
IBM_TDB
S64 #1524 {{"20170099196" "20020009053" {jUS-PGPUB; {OR OFF 2019/03/27
"20150117313" "20180102976" JUSPAT; 22:42
"20130315237" "20080263424" JUSOCR,;
"9391912" "20120020301" "9871734"  {FPRS;
"7417948" "8031593" "9178661" MEPO; JPO;
"20150350048" "20140181282" DERWENT;
"9112807" "20170171085" "9853903" IBM_TDB
"20060153204" "20150289159"
"9503365" "20040090923" "7242668"
"8036107" "20130152187"
"20130121298" "9220110" "8677489"
"8577363" "20080049619"
"20020196789" "20130198805"
"20120142341" "20180167337"
"6965666" "9277538" "10027559"
"20160127223" "20170331750"
"7852767" "20170104692" "6400681"
"20150089048" "20150207724"
"20140304776" "7917471"
"20150085655" "7116661" "9894694"
"20140194068" "20150305006"
"20180167987" "20080052387"
"20130100797" "20120201140"
"20150295808" "20150207677"



EAST Search History

"9667556" "20150365879"
"20150304209" "20140297847"
"9485185" "20110116405" "9100285"
"20160278140" "20170317933"
"20170063660" "20080049624"

"5282270" "20080049769"

"20180091388"
"20100085887"

"9088581" "8780721"
"20140064086"

"9479506" "9661514" "20100054140"
"9872185" "8743703" "20130322265"
"9112729" "20110238985"

"20080052401"
"20140050106"
"20080052394"
"20080049776"
"20140071977"
"20080049615"
"20120230214"
"20160344611"
"20120230328"
"20030108030"
"20080049777"
"20140064100"
"20160112896"
"20080049630"

"8670313"

"20140043999"
"20110289578"
"20170257319"
"20160134502"
"9979595"

"20150365846"
"20080049628"
"20120314573"
"20080049746"
"20120257617"
"20160080272"
"20070076653"
"20130033984"

"7933214" "20130003538" "7203190"

"20120127881" "20080049748"
"20140092723" "20110032821"
"20130135993" "20080052393"
"9596169" "20140321273" "8687614"
"20080052206" "20090067399"
"20080049649" "20170324674"
"9479341" "20110317580"
"20080049640" "20120236729"
"20170310600" "9014204"
"20130322249" "20080049753"
"20160057062" "20160044095"

"7684332" "20150295998"

"20120082161"
"20170339217"
"20150110097"
"20120182864"
"20080049632"
"20120321052"

"20130294243"
"8015294"
"20080049775"
"20140226485"
"8194555" "8223654"
"20080049637"

S65

370

"20070076653"
"20130033984"
"20130003538"
"20120127881"
"20140092723"
"20130135993"

"20080049630"
"7933214"
"7203190"
"20080049748"
"20110032821"
"20080052393"

"9596169" "20140321273" "8687614"

"20080052206"
"20080049649"

"20090067399"
"20170324674"

"9479341" "20110317580"

"20080049640"
"20170310600"
"20130322249"
"20160057062"

"20120236729"
"9014204"

"20080049753"
"20160044095"

"7684332" "20150295998"

"20120082161"
"20170339217"
"20150110097"
"20120182864"
"20080049632"

"20130294243"
"8015294"
"20080049775"
"20140226485"
"8194555" "8223654"

{US-PGPUB;
MUSPAT;
JUSOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
IBM_TDB
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OR

OFF

2019/03/27
22:42




EAST Search History

S66

"20120321052" "20080049637"

\
A

N
N
N

1264

(OpenFLow near5 (control$4))
same(match$3 near3 (sequence near2
(number$1)) rule$ polic$3)

\lUS-PGPUB;
JUSPAT;
JUSOCR;
\IFPRS;
MEPO; JPO;
\DERWENT;
{/BM_TDB

OR

OFF

2019/03/27
22:42

S67

104

S66 and (SDN) same (packet PDU near2 EUS-PGPUB;

(flow$1 stream$1)) same(check$3
match$3 near2 (criteria criterion rule$1
polic$3))

HUSPAT;
JUSOCR;
yFPRS
EPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:42

S68

1264

(OpenFLow near5 (control$4))
same(match$3 near3 (sequence near2
(number$1)) rule$1 polic$3)

JUS-PGPUB;
MUSPAT;
YUSOCR;
FPRS;
\EPO; JPO;
\DERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:43

S69

478

DPI and (SDN) same (packet PDU near2 {US-PGPUB;

(flow$1 stream$1))

YUSPAT;
JUSOCR;
FPRS;
\EPO; JPO;
YDERWENT;
\IBM_TDB

OR

OFF

2019/03/27
22:43

S70

370/389.ccls. and DPI and (SDN) same
(packet PDU near2 (flow$1 stream$1))

US-PGPUB;
JUSPAT;
YUSOCR;
FPRS;
\EPO; JPO;
YDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:44

S71

17590

370/389.ccls.

§US-PGPUB;
JUSPAT;
{JUSOCR;
\FPRS;
\EPO; JPO;
\IDERWENT;
{IBM_TDB

OR

OFF

2019/03/27
22:44

S72

"15497119"

{US-PGPUB;
JUSPAT;
JUSOCR;
JFPRS;
AEPO; JPO;
\DERWENT;
{IBM_TDB

OR

OFF

2019/03/28
10:50

S73

"156769777"

JUS-PGPUB;
MUSPAT;
§USOCR;
\FPRS;
\EPO; JPO;
YDERWENT;
JIBM_TDB

OR

OFF

370/389.ccls. and DPI and (SDN) and
(packet PDU near2 (flow$1 stream$1))

{US-PGPUB;
JUSPAT;
JUSOCR;
JFPRS;
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OR

OFF
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2019/04/12
21:18




EAST Search History
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JEPO; JPO;
UDERWENT;
{IBM_TDB
S75 {776 DPI and (SDN) and (packet PDU near2 §US—PGPUB; OR OFF 2019/04/12
(flow$1 stream$1)) HUSPAT; 21:18
HUSOCR;
\FPRS
EPO; JPO;
\IDERWENT;
{IBM_TDB

S78 {815 DPI and ((software defined network$3) §US—PGPUB; ADJ OFF 2019/04/12
or(SDN)) and (packet or PDU near2 EUSPAT; 21:25
(flow$1 or stream$1)) HUSOCR;

\FPRS;
JEPO; JPO;
\DERWENT;
{IBM_TDB

S79 249 DPI same (SDN) and (packet PDU near2 §US-PGPUB; {OR OFF 2019/04/12

(flow$1 stream$1)) EUSPAT; 21:27
JUSOCR;
{FPRS;
MEPO; JPO;
ADERWENT;
IBMTTDB

S80 {460 (SDN) same (packet PDU near2 (flow$1 EUS—PGPUB; OR OFF 2019/04/12
stream$1)) same(check$3 match$3 §USPAT; 21:29
near2 (criteria criterion rule$1 polic$3)) {§USOCR;

\FPRS;

\EPO; JPO
\DERWENT;
§{IBM_TDB

S81 4 "L17" and (SDN) same (packet PDU JUS-PGPUB; {{OR OFF 2019/04/12

near2 (flow$1 stream$1)) EUSPAT; 21:29
JUSOCR;
\FPRS;
MEPO; JPO;
DERWENT;
\IBM_TDB

S82 1403 "7852767" "20080052394" US-PGPUB; {IOR OFF 2019/04/12
"20110289578" "20080049776" JUSPAT; 21:30
"20170257319" "20140071977" YUSOCR;

"20080049628" "20120230328" \FPRS;
"20120314573" "20030108030" EPO; JPO;
"8015294" "20150110097" UDERWENT;
"20080049775" "20120182864" IBM_TDB
"20140226485" "20080049632"

"8194555" "8223654" "20120321052"
"20080049637" "20160113006"

"8358580" "9602265" "8520603"

"20080049626" "9253661"

"20150138955" "20120327816"

"20160380878" "20080002677"

S83 73 "9088581" "8780721" "20100085887"  {{US-PGPUB; jOR OFF 2019/04/12
"20140064086" "9479506" "9661514"  HUSPAT; 21:31
"20100054140" "9872185" "8743703"  {USOCR;

"20130322265" "9112729" FPRS;
"20110238985" "20080052401" EPO; JPO;
"8670313" DERWENT;

““““““““ §1BM_TDB N

S84 12104 §"20170099196" "20020009053" US-PGPUB; {iOR OFF 2019/05/28
"7417948" "20080263424" USPAT; 12:26




EAST Search History

"20150117313" "20120020301"
"9112807" "9391912" "20140181282"
"8031593" "9178661" "20170171085"
"6965666" "20090067399"
"20180102976" "201303156237"
"9871734" "20050232222" "6944150"
"9503365" "7471653" "20040090923"
"7242668" "10165492" "20160036673"
"20170104692" "20150305006"
"10027559" "20180109565" "9479506"
"8224371" "20130121298"
"20180262924" "20060153204"
"9220110" "9832092" "20060190612"
"8045515" "20140194068" "9853903"
"9584387" "20070058545" "9277538"
"7492728" "20130100797" "9661514"
"10193941" "9112729" "20160127223"
"8036107" "20170331750"

"20080052387"
"20150195185"
"20110116405"
"20080049769"

"7055174"
"20110238985"
"8913596" "10069736"
"20170317933"

"9872185" "20080049624"

"20150089048"
"20190089587"
"20150085655"
"20100085887"
"20140297847"
"20170364702"

"20150254303"
"10095878"
"20080049776"
"8670313"
"20120230214"
"20080049775"

"8880115" "20140050106" "8743703"
"20150207724" "20130322265"
"20140064086" "8565805" "9374281"
"8687614" "20140071977" "9667556"
"20080049619" "20190037383"
"20080052394" "9842135"
"20190036888" "20190095478"
"20140043999" "20190018975"
"8520603" "20130152187"
"20120127881" "20140064100"
"10298476" "9485185" "20080049630"
"20080049628" "20160080272"
"8223654" "20150289159"
"20120230328" "9014204"
"20130135993" "20130033984"
"20080049746" "20080049615"

"7684332" "20160134502"

"20110289578"
"20140321273"
"20080052401"
"20110317580"

"20180084475"
"20080049649"
"9479341"

"20080052393"

"8358580" "20120269071" "8619596"

"20150127783"
"20110032821"
"20150207677"
"20120314573"

"9253661"
"20080049777"
"20080049748"
"8102770" "9602265"

"9241277" "9100285" "20130294243"

"20170366395"
"20180365040"
"20150304209"
"20120236750"
"20150295998"
"20150110097"
"20020152315"
"20120257617"

"20080052206"
"8194555" "8677489"
"9042370"
"8015294"
"20080049637"
"8576722" "7852767"
"20150373061"
"9054986" "8619820"

Jusocr;
JFPRS;
EPO; JPO;
IDERWENT;
|BM_TDB
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EAST Search History

"8307065" "20130322249"
"20180097853" "20080049745"
"20170339217" "6614784" "8107366"
"20160057062" "20080002677"
"20120236729" "8064391"
"20150138955" "20170324652"
"8811160" "20130198805" "9979595"
"20150149631" "8213366"
"20160380878" "20120321052"
"20120127882" "20080002676"
"9240906" "20080049747"
"20080049640" "7940735"
"20080317032" "20080049632"
"20080049650" "8948036"
"20140226485" "20030169688"
"10002011" "7808918" "20080049626"
"9832090" "9621361" "20060018318"
"20180248788" "20160043940"
"7089027" "20150312283"
"20130322432" "9794855"
"20190090172" "20120201139"
"20140043977" "20120327816"
"20080049753" "9225609"
"20150350048" "20180048549"
"9225646" "8577363" "20080002716"
"20080049641" "8374090" "9118717"
"10084642"

"6944150" "9503365" "7471653"
"20040090923" "7242668" "10165492"
"20160036673" "20170104692"
"20150305006" "10027559"
"20180109565" "9479506" "8224371"
"20130121298" "20180262924"
"20060153204" "9220110" "9832092"
"20060190612" "8045515"
"20140194068" "9853903" "9584387"
"20070058545" "9277538" "7492728"
"20130100797" "9661514" "10193941"
"9112729" "20160127223" "8036107"
"20170331750" "20080052387"
"7055174" "20150195185"
"20110238985" "20110116405"
"8913596" "10069736" "20080049769"
"20170317933" "9872185"
"20080049624" "20150089048"
"20150254303" "20190089587"
"10095878" "20150085655"
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Trialsduspto gov Paper 8
571-272-7822 Date: September 20, 2023

UNITED STATES PATENT AND TRADEMARK OFFICE

BEFORE THE PATENT TRIAL AND APPEAL BOARD

CISCOSYSTEMS, INC.,
Petitioner,

V.

ORCKIT CORPORATION,
Patent Owner.

IPR2023-00554
Patent 10,652,111 B2

Before KRISTEN L. DROESCH, NATHAN A. ENGELS, and
BRENT M. DOUGAL, Administrative Patent Judges.

DOUGAL, Administrative Patent Judge.

DECISION
Granting Institution of /nter Partes Review
3IJ5US.C. 9314
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[. INTRODUCTION
A. Background and Summary

Petitioner, Cisco Systems, Inc., requests that we institute an infer
partes review challenging the patentability of claims 1-9, 12-24, and 27-31
(the “challenged claims™) of U.S. Patent 10,652,111 B2 (Ex. 1001, “the *111
patent”). Paper 1 (“Petition” or “Pet.”). Patent Owner, Orckit Corp., argues
that Petitioner’s request is deficient and should not be granted. Paper 6
(“Preliminary Response” or “Prelim. Resp.”).

Applying the standard set forthin 35 U.S.C. § 314(a), which requires
demonstration of a reasonable likelihood that Petitioner would prevail with
respect to at least one challenged claim, we institute an inter partes review. !

B. Related Matters

The parties identify the following related district court litigation:
Orckit Corp. v. Cisco Systems, Inc., No. 2:22-cv-00276 (E.D. Tex.)
(“parallel district court proceeding”). Pet. 78; Paper 7, 2.

C. The ’111 Patent

The 111 patent is titled “Method and System for Deep Packet
Inspection in Software Defined Networks.” Ex. 1001, code (54). Deep
Packet Inspection (“DPI”) is a technique for examining network
communications that can be used to extract data patterns from a data
communication channel. /d. at 1:21-25. The extracted data patterns are
useful for a variety of purposes, including network security and data

analytics. /d.

I Our findings and conclusions at this stage are preliminary, and thus, no
final determinations are made.
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A software defined network (“SDN”)1s a networking architecture that
provides for centralized management of the nodes in a network, as opposed
to the distributed architecture utilized by conventional networks. /d.
at 1:30-38. For example,a SDN may utilize a controller to manage network
nodes such as vSwitches. /d. SDN-based architectures typically decouple the
data forwarding (e.g., data plane) from control decisions (e. g., control
plane), such as routing, resources, and other management functionalities. /d.
at 1:39-49. The decoupling may allow the dataplane and the control plane
to operate on different hardware, in different runtime environments, and/or
operate using different models. /d.

Figure 1 shows a method for DPI in an SDN.

Appization Applicatin Arplivation
servers SRIVErs SEIVEFS
140 130 130
3 . A
v ¥
0 e
\\ Cental Contoter

G 1

In the embodiment of Figure 1, above, anetwork system 100 includes
a controller 111 “configured to perform deep packet inspection on
designated packets from designated flows or TCP sessions” by “instruct[ing]
each ofthe networknodes 112 which of the packets and/or sessions should

be directed to the controller 111 for packet inspections.” /d. at 4:5—11. The
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network node may be instructed to either redirect the packet to
controller 111 or send the packet to the destination server 140. /d. For
example, the controller may send a “probe” instruction to a network node
such that, when the network node receives a packet that matches a “packet-
applicable criterion,” the network node will “mirror” (i.e., send) some or all
of the packet to a security component for inspection. /d. at 2:3—44.

D. llustrative Claim(s)

Of the challenged claims, claim 1 is the only independent:

1. A method for use with a packet network including a network
node for transporting packets between first and second entities
under control of a controller that is extemal to the network node,
the method comprising;

sending, by the controller to the network node over the
packet network, an instruction and a packet-applicable
criterion;

receiving, by the network node from the controller, the
instruction andthe criterion;

receiving, by the network node from the first entity over
the packet network, a packet addressed to the second
entity;

checking, by the network node, if the packet satisfies the
criterion;

responsive to the packet not satisfying the criterion,
sending, by the network node over the packet network, the
packet to thesecondentity;and

responsive to the packet satisfying the criterion, sending
the packet, by the network node over the packet network,
to an entity that is included in the instruction and is other
than the second entity.

Ex. 1001, 10:52-11:4.
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E. Evidence

Petitioner’s grounds of unpatentability rely on the following evidence:

Lin US 9,264,400 BI (Feb. 16,2016) 1005
Swenson US 2013/0322242 Al (Dec. 5, 2013) 1007
Shich US 2013/0291088 Al (Oct. 31, 2013) 1006

I, Prior Art and Asserted Grounds
Petitioner asserts the following grounds of unpatentability (Pet. 4-5),
supported by the declaration of Samrat Bhattacharjee, Ph.D. (Ex. 1004):

1-9, 1224, 27-31 103 Lin, Swenson
1.5

-9,12-24,27-30 103 Shieh, Swenson

2

II. DISCRETION UNDER 35U.S.C. §314(A)

Patent Owner contends the Board should exercise its discretion to
deny institution under 35 U.S.C. § 314, citing the discretionary-denial
factors articulated in Apple Inc. v. Fintiv, Inc., IPR2020-00019, Paper 11
(PTAB Mar. 20, 2020) (precedential ) (“Fintiv”). See Prelim. Resp. 23-36.
More specifically, Patent Owner contends that consideration of the Fintiv
factors weigh in favor of discretionary denial. /d. Petitioner disagrees. Pet.
74-77.

Under § 314(a), the Director has discretion to deny institution of an
inter partes review, and that discretion has been delegated to the Board. See
37 C.F.R. §42.4(a) (“The Board institutes the trial on behalf of the
Director.”); SAS Inst. v. lancu, 138 S. Ct. 1348, 1356 (2018) (““[Section]
314(a) invests the Director with discretion on the question whether to

institutereview . . . .” (emphasis omitted)).
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In Fintiv, the Board articulated the following factors for consideration
when determining whether to exercise discretion to deny institution in view
of a parallel proceeding:

1. whether the court granted a stay or evidence exists that one
may be granted if a proceeding is instituted;

2. proximity of the court’s trial date to the Board’s projected
statutory deadline for a final written decision;

]

3. investment in the parallel proceeding by the court and the
parties;

4. overlap between issues raised in the petition and in the parallel
proceeding;

5. whether the petitioner and the defendant in the parallel
proceeding are the same party; and

6. other circumstances that impact the Board’s exercise of
discretion, including the merits.

Fintiv at 5-6. “These factors relate to whether efficiency, fairness, and the
merits support the exercise of authority to deny institution in view of an
earlier trial date in the parallel proceeding.” Id. at 6. In evaluating these
factors, we take “aholistic view of whether efficiency and integrity of the
system are best served by denying or instituting review.” /d. (citing Patent
Trial and Appeal Board Consolidated Trial Practice Guide November 2019,
58).

Subsequently, the Director issued additional guidance on the
application of Fintiv. See Vidal, Interim Procedure for Discretionary Denials
in AIA Post-Grant Proceedings with Parallel District Court Litigation (June
21,2022) (“FintivMemo™). Theapplication of this guidance is further
guided by the precedential decisions of the Director in OpenSky Indus., LLC
v. VLSI Tech. LLC,1PR2021-01064, Paper 102, 49-50 (Oct. 4, 2022)
(precedential) and CommScope Techs. LLC v. Dali Wireless, Inc., IPR2022-
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01242, Paper 23 (Feb. 27, 2023) (precedential ) (“CommScope™).
Accordingly, we are instructed to consider compelling merits under the sixth
Fintiv factor only after a determination that the first five Fintiv factors favor
discretionary denial. CommScope,4-5. “Compelling, meritorious challenges
are those in which the evidence, if unrebutted in trial, would plainly lead to a
conclusion that one or more claims are unpatentable by a preponderance of
the evidence.” Fintiv Memo4.

For the reasons that follow, although we find that the considerations
of the first five Fintiv factors weigh in favor of denying institution in this
case, we determine that the Petition presents compelling merits as to the
challenged claims, and thus, we declineto exercise our discretion to deny
the Petition.

A. Factor 1: Whether the Court Granted a Stay

Patent Owner contends that Petitioner’s motion to stay filed in the
parallel district court proceeding was promptly denied, which strongly
favors discretionary denial. See Prelim. Resp. 25-26; Ex. 2005, 3.

According to Fintiv, the existence of a district court stay pending Board
resolution of an inter partes review has weighed strongly against
discretionary denial, although a denial of such a request sometimes weighs
in favor of discretionary denial. Fintiv at 6-8. Dueto the denial of
Petitioner’s motion to stay in the parallel district court proceeding, we
determine that the considerations of the first Fintiv factor weigh in favor of
discretionary denial.

B. Factor 2: Proximity of Trial Date

Patent Owner asserts that the second /intiv factor weighs heavily in
favor of discretionary denial becausetrial in the parallel district court

proceeding is scheduled to begin March 4, 2024 and a final written decision
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is expected no later than September 262, 2024. See Prelim. Resp. 26-27
(citing Ex. 2001, 1). Patent Owner further indicates that the most recent
statistics indicate a time-to-trial in the Eastern District of Texas of 19
months, and using these statistics, the projectedtrial date would be around
February 2024, which is roughly 7 months before an expected final written
decision. See id. at 27-29.

Dueto the projected trial date based on time-to-trial statistics and the
actual trial date being morethan six months before an expected final written
decision, we determine that the considerations of the second Fintiv factor
weigh in favor of discretionary denial.

C. Factor 3: Investment inthe Parallel Proceeding

Petitioner contends that the third Fintiv factor favors institution
because the parallel district court proceedingis in its very early stages and
the investment in it hasbeen minimal. See Pet. 76. Petitioner also asserts that
it filed preliminary invalidity contentions on February 2, 2023 and that the
claim construction hearing is not scheduled until September 7, 2023. See id.

Patent Owner asserts that the third /intiv factor favors denial of
institution because significant work in the parallel district court proceeding
has already taken place, noting that the parties have produced over 2.4
million pages of discovery and, that infringement and invalidity contentions
have been served and supplemented several times. See Prelim. Resp. 30
(citing Exs. 2002,2003, 2007, 2011, 2012,2014, 2015-2020). Patent Owner
contends that by thetime of institution, discovery will be nearly complete,
and the Markman hearingis scheduled for September 7, 2023. See id. at 30—
31 (citing Ex. 2001, 3-4).

? Patent Owner mistakenly lists September 13 instead of September 26.

8
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After consideration of the substantial investment in the parallel district
court proceeding by the parties anddistrict court, we determine that the
considerations of the third /intiv factor weigh in favor of discretionary
denial.

D. Factor 4: Overlap Between the Issues Raised in the Petition and in
the Parallel Proceeding

Patent Owner contends that the fourth Fintiv factor weighs in favor of
denyinginstitution because each claim at issue in the parallel district court
proceeding is at issue in the Petition, and same references (Lin, Shieh, and
Swenson) are identified in Petitioner’s invalidity contentions. Prelim.

Resp. 32.
The Petition includes the following stipulation:

if the Board institutes trial, Petitioner will cease asserting in the
parallel litigation the combination of references on which trial is
instituted for the claims on which trial is instituted.

Pet. 77.

Patent Owner correctly contends that this stipulation is a Sand
Revolution— style stipulation, which the Board has routinely found to weigh
only marginally in favor of not exercising discretion to deny institution.
Prelim. Resp. 33 (case citations omitted). Accordingly, we determine the
considerations of the fourth Fintiv factor weigh only marginally against
discretionary denial. See Sand Revolution Il LLC v. Continental Intermodal
Group—Trucking LLC,IPR2019 01393, Paper 24 at 12 (PTAB June 16,
2020) (informative)).

E. Factor 5: Whether Petitioner and Defendant are the Same Party

There is no dispute that Petitioner and the defendantin the parallel
district court proceeding are the same. Pet. 77; Prelim. Resp. 35. Thus, we

determine that the fifth /intiv factor weighs in favor of discretionary denial.
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F. Factor 6: Other Circumstances, Including the Merits

In view of the above, we determine that the first five /intiv factors
favor discretionary denial. Thus, under the sixth factor we must consider
whetherthe Petition presents compelling merits. CommScope, 4-5.

Neither party addresses the compelling merits standard in any detail.
Petitioner asserts that “the analysis in Grounds 1-2 provides a compelling
unpatentability challenge.” Pet. 77. Patent Owner argues that the grounds are
not compelling because they do not show howthe combination of prior art
teachesall of the elements of the claims. Prelim. Resp. 35-36.

We agree with Petitionerthat the Petition presents compelling merits
at least as to unpatentability of claim 1 over Lin and Swenson. As part of our
analysis below in Section II1.D, we discuss the merits of the Petition under
the standard required for institution and then discuss our conclusion that the
merits are compelling.

G. Conclusion

Under the Director’s guidance, we cannot “discretionarily deny
institution in view of parallel district court litigation where a petition
presents compelling evidence of unpatentability.” Fintiv Memo 2. Because
thatisthe case here, as explained below in Section I1I1.D .4, we determine
that we should not exercise discretion to deny institution in this proceeding

under35U.S.C. §314(a).

1. ANALYSIS
A. Legal Standards
Petitioner bears the burden to demonstrate unpatentability. Dynamic
Drinkware, LLCv. Nat’l Graphics, Inc., 800 F.3d 1375, 1378 (Fed. Cir.

2015). At this preliminary stage, we determine whether the information
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presented in the Petition shows a reasonable likelihood that Petitioner would
prevail in establishing that at least one of the challenged claims wouldhave
been obvious over the proposed combinations of prior art. See 35 U.S.C.

§ 314(a).

A claim 1s unpatentable as obviousif “the differences between the
subject matter sought to be patented and the prior art are such that the
subject matter as a whole would havebeen obvious at the time the invention
was made to a person having ordinary skill in the art to which said subject
matter pertains.” KSR Int’l Co. v. Teleflex Inc., 550 U.S. 398, 406 (2007)
(quoting35 U.S.C. § 103(a)). We resolve the question of obviousness based
on underlying factual determinations, including: (1) the scope and content of
the prior art; (2) any differences between the prior art and the claims; (3) the
level of skill in the art; and (4) when in evidence, objective indicia of
nonobviousness. See Graham v. John Deere Co.,383 U.S. 1,17-18(1966).

We apply these principles to the Petition’s challenges.

B. Level of Ordinary Skill in the Art

We review the grounds of unpatentability in view of the
understanding of a person of ordinary skill in the art at the time of the
invention. /d. at 13, 17. Petitioner asserts that a person of ordinary skill in
the art (POSA)

would have had a bachelor’s degree in computer science,
computer engineering, or an equivalent, and two years of
professional experience, and a POSA would have hada working
knowledge of hardware and software for packet-switched
networking. EX1004, 9948-49. Lack of work experience can be
remedied by additional education and vice versa. /d., 948.

Pet. 5.
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“Patent Owner does not dispute Petitioner’s definition, except noting
that other majors, such as electrical engineering and other similar majors
could be equivalent to computer science or computer engineering.” Prelim.
Resp. 14.

We are persuaded, on the present record, that Petitioner’s proposal is
consistent with the problems and solutions in the 111 patent and prior art of
record. We adopt Petitioner’s definition of the level of skill for the purposes
of this Decision.

C. Claim Construction

In inter partes review, we construe claims using the same claim
construction standard that would be used to construe the claim in a civil
action under 35 U.S.C. § 282(b), including construing the claim in
accordance with the ordinary and customary meaning of such claim as
understood by one of ordinary skill in the art and the prosecution history
pertaining to the patent. 37 C.F.R. § 42.100(b) (2022).

Petitioner provides constructions of “controller” and “instruction.”
Pet. 5-8. Patent Owner “takes no positions regarding these constructions,”
and does not offer any other constructions. Prelim. Resp. 13.

We determine that no termsneed to be construed at this time. See
Realtime Data, LLC v. lancu, 912 F.3d 1368, 1375 (Fed. Cir. 2019) (“The
Board is required to construe ‘only those temms . . . thatare in controversy,
and only to theextent necessary to resolve the controversy.”” (quoting Vivid
Techs., Inc. v. Am. Sci. & Eng’g, Inc., 200 F.3d 795, 803 (Fed. Cir. 1999)).

D. 35 US.C. §103— Lin and Swenson

Petitioner argues that the combination of Lin and Swenson renders

obvious the subject matter of claims 1-9, 12-24, and27-31. Pet. 13-54.

Patent Owner argues Petitioner has not demonstrated a reasonable likelthood
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of success in showing that at least claim 1 is unpatentable. Prelim.
Resp. 14-17.

For the reasons expressed below, we determine that Petitioner has
established a reasonable likelihood of succeeding in showing that at least
claim 1 1s unpatentable over the combination of Lin and Swenson.

In the below analysis, we first review the cited prior art of Lin and
Swenson, and then address the parties’ arguments with respect to the claims.

l. Lin

Lin 1s titled “Software Defined Networking Pipe for Network Traffic
Inspection.” Ex. 1005, code (54). Lin teaches an “SDN controller inserts
flow rules in a flow table of [an] SDN switch to create an SDN pipe between
a sender component and a security component.” /d. at 1:60—62. “The SDN
pipe allows outgoing packets sent by the sender component to be received
by the security component” for inspection. /d. at 1:64-2:2. Further the SDN
controller includes a flow policy database with flow policies that are
enforced by the controller on network traffic transmitted over the SDN
computer network. /d. at 4:12-16.

2. Swenson

Swenson discloses a system and method for “selectively monitoring
traffic in a service provider network.” Ex. 1007, Abstr. Swenson teaches
“[t]he network 120 1s a communication network that transmits data between
the user devices 110, the steeringdevices 130 and the origin server 160
and/or thevideo optimizer 150.” /d. §23. In one embodiment, “the network
controller 140 interfaces with the steering device 130 to coordinate the
monitoring and characterization of network traffic.” /d. 426. “[T]he steering

device 130 receives instructions from the network controller 140 based on
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the desired criteria for characterizing flows of interest for further
mspection.” /d.

3. Claim 1

Petitioner argues that independent claim 1 is taught by the
combination of Lin and Swenson. Pet. 13-33.

The preamble of claim 1 defines the physical components of claim 1,
namely “a packet network including a network node for transporting packets
between first and second entities under control of a controller that is external
tothe network node.” Ex. 1001, 10:52—-55. We determinethat Petitioner has
shown by a reasonable basis that both Lin and Swenson disclose the physical
components of claim 1. Pet. 13-23. For example, Petitioner identifies Lin as
teachinga software defined network that transmits packets over the network
with the use of an SDN controller (610) and an SDN switch (620) (i.e., the
network node), where the packets pass between twoentities (sender 622 and
Next hop). /d. at 13—-17 (citinge.g., Ex. 1005, 1:7-9, 4:8-31,4:33-67,

Figs. 1, 6; Ex. 1004 99 75-78); see also id. at 20-22 (discussing similar
teachings in Swenson). Petitioner further argues that Lin and Swenson have
“substantially similar . . . architecture” and function in similar ways. /d.

at 19-22.

The first method step of claim 1 requires “sending, by the controller to
the network node over the packet network, an instruction and a packet-
applicable criterion.” Ex. 1001, 10:56-58. Conceming this limitation, Patent
Owner argues that that “[t]he Petition . . . fails to explain how Lin’s SDN
controller 610 and SDN switch 620 are discrete elements on a packet
network such that controller 610 sends the instruction and criterion to switch
620 over the packet network as claimed.” Prelim. Resp. 15. In makingthis

argument, Patent Owner cites to page 25 of the Petition which states: “Lin
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explains thata controller (1.e., the SDN controller) controls network nodes
(1.e., the SDN switches) in a packet network for the reasons stated above for
Element [1.0].” Pet. 25. Patent Owner does not address the discussion of the
packet networkin the prior section (e.g., Pet. 13—17 (discussing Lin)

and 20-25 (discussing Lin in combination with Swenson)). Thus, Patent
Owner’s argument amounts to an assertion that does not address the
positions outlined in the Petition.

The Petition identifies that Lin teaches that in its system, “[t]he SDN
controller 610 and the SDN switch 620 are logically separate components.”
Pet. 17 (quoting Ex. 1005, 3:51-52). The Petition identifies that Lin teaches
the “transmission of packets over the SDN computer network 600.” /d. at 14
(quotingEx. 1005, 4:19-21). And thePetition provides evidence that one of
skill in the art “would have known that [Lin’s] computer network is a packet
network.” Id. (citing Ex. 1004 99 75-76). The Petition further specifies how
the controller provides instructions and criterion to the switch (id. at 25-27),
which are separate components connected over the network (id. at 14, 17). In
view of these arguments and evidence, we determine that the Petition
provides a reasonable basis to find that the prior art teaches a packet network
where the controller sends the instruction and criterion to a network node
over the packet network as claimed.

Patent Owner does not otherwise contest Petitioner’s arguments that
independent claim 1 is taught by the combination of Lin and Swenson.

We also determine that Petitioner has shown by areasonable basis
that the combination of Lin and Swenson discloses the remaining method
steps of claim 1. See Pet. 25-33 (citinge.g., Ex. 1005, 1:58-2:4, 4:14-31,
4:33-67,7:24-8:18,Figs. 6-9; Ex 1004 49 88—114). For example, for the

first “receiving” step, the Petition relies on the same teachings of Lin
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discussed above with respect to the “sending” step. /d. at 27-28. Conceming
the second “receiving” step, the Petition discusses how both Lin and
Swenson receive packets in accordance with the claim language. /d.

at 28-29; see also id. at 14-24 (discussing Lin and Swenson with respect to
similar language in the preamble, addressed above). Finally, concerning the
“checking” andtwo “responsive” steps, the Petition identifies how Lin
teachesthat the SDN switch implements flow rules which check if therules
are met and then “responsive” to the answer, controls the flow of packets
accordingly. /d. at 29-33.

We have reviewed the Petition and supporting evidence and determine
that the Petition demonstrates a reasonable likelihood that Petitioner would
prevail in showingclaim 1 unpatentable over the combination of Lin and
Swenson.

4. Compelling Merits

Having determined that Petitioner is likely to succeed in its challenge
to claim 1, and that the first five Fintiv factors favor discretionary denial, we
now consider whether the Petition presents compelling merits. CommScope,
4-5.

“Compelling, meritorious challenges are those in which the evidence,
if unrebutted in trial, would plainly lead to a conclusion that one or more
claims are unpatentable by a preponderance of theevidence.” Fintiv
Memo, 4. We determine that Petitioner’s challenge as to claim 1 based on
Lin and Swenson meets thisstandard. As set forth in the previous section,
Petitioner demonstrates that at this stageall elements of claim 1 are
disclosed, taught, or suggested by the combination of Lin and Swenson. If

unrebutted at trial, we would conclude by a preponderance of theevidence
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thatat least claim 1 is unpatentable over the combination of Lin and
Swenson.

Petitioner relies on various portions of Lin and Swenson for
disclosing, teaching, or suggesting the limitations of claim 1. See Pet. 13-33;
see also infra § 111.D.3 (detailing Petitioner’s arguments). At this stage,
Patent Owner hasnot produced persuasive rebuttal evidence. For most of the
claim limitations, Patent Owner provides no rebuttal to Petitioner’s analysis.
Patent Owner’s arguments addressed above do not even address the full
arguments made in the Petition. Further, most, if not all, of the positions set
forth in the Petition for claim 1 are based on the explicit teachings in the
prior art. In short, we determine that, on this preliminary record, Petitioner’s
challenge to claim 1 meets the “compelling merits” standard as set forth in
the Fintiv Memo.

5. Claims 2-9, 12-24, 27-31

Claims 2-9, 12-24, and 27-31 all depend from claim 1. The Petition
provides argument and supporting evidence to support its position that these
claims are also unpatentable over the combination of Lin and Swenson.

Pet. 33-54. Patent Owner does not separately address these claims. See
generally, Prelim. Resp.

We have reviewed the Petition and supporting evidence and determine
that the Petition demonstrates a reasonable likelihood that Petitioner would
prevail in showingthese claims unpatentable over the combination of Lin
and Swenson.

E. 35 US.C. § 103— Shieh and Swenson
Petitioner argues that the combination of Shieh and Swenson renders

obvious the subject matter of claims 1, 5-9, 12-24, and 27-30. Pet. 54-73.
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Patent Owner argues Petitioner has not demonstrated a reasonable likelihood
of success showing that at least claim 1 is unpatentable. Prelim. Resp 17-23.

For the reasons expressedbelow, we determine that Petitioner has not
established areasonable likelihood of succeeding in showing that at least
claim 1 is unpatentable over the combination of Shieh and Swenson.

In the below analysis, we first review Shieh, and then address the
parties’ arguments with respect to the claims.

1. Shieh

Shieh is titled “Cooperative Network Security Inspection.” Ex. 1006,
code (54). Shieh relates to a network security system where a network access
device inspectsa packet received from a source node which is destined to a
destination node. /d. at Abstr. If the network access device determines the
packet needs to “undergo security processing” it “is transmitted to a security
device. . . to perform content inspection.” /d. Alteratively, “[t]he packet is
routed to the destination node without forwarding . . . to the security device.”
1d.

2. Claiml

Petitioner argues that independent claim 1 is taught by the
combination of Shieh and Swenson. Pet. 54—66. Similar to the ground based
on Lin and Swenson, Petitioner argues that Shieh and Swenson have similar
architecture and function in similar ways. /d. at 55-62.

Concerning the “packet-applicable criterion,” which is relevant to
almost all of the method steps, the Petition relies on Shieh for “disclos[ing]
separate packet-applicable criterion to determine which packets should be
forwarded to the security device pursuant to the filtering rules.” /d. at 62
(citing Ex. 1004 9/224). The Petition then states that specific examplesin
Shieh include the identification of ““TCP FIN or TCP RST packets™ and that
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“These correspond to the claimed packet-applicable criterion.” /d. at 63
(citing Ex. 10067 9935, 36, 49) (emphasis omitted).

Petitioner’s position conceming the “packet-applicable criterion1s
unclear. For example, it is unclear how identification of “TCP FIN or TCP
RST packets” corresponds to theteachings surrounding filtering rules in
Shieh. Further, Shieh does not appear to teach what happensto a packet in a
special event such asa TCP FIN or TCP RST packet 1s identified. See
Ex. 1006 § 36. As discussed by Patent Owner, “Shieh discloses that packet
destinations are determined by the bypass flag—which is separate from the
TCP FIN or TCP RST packet.” Prelim. Resp. 19 (citing Ex. 1006 §436-37);
see also id. at 19-21. The Petition asserts that they are related, but does not
explain how. See e.g., Pet. 6263, 65.

As the Petition relies on identification of TCP FIN and TCP RST
packets in Shieh for the “packet-applicable criterion,” we cannot say that
Petitioner at this time has provided a reasonable basis for us to determine
that claim 1 is unpatentable over the combination of Shieh and Swenson.

3. Claims 5-9, 12-24, 27-30

Claims 5-9, 12-24, and 27-30 all depend from claim 1. Thus, the
Petition does not providea reasonable basis for us to determine that these
claims are unpatentable over Shieh and Swenson for the same reasons as

claim 1.

3 The citation in the Petition uses “id.” in error, pointing to Ex. 1004 instead
of listing Ex. 1006.
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IV. CONCLUSION
For the foregoingreasons, we have determined that there is a
reasonable likelihood that the Petitioner would prevail with respect to at
least one claim challenged in the Petition. We, therefore, institute trial as to

all challenged claims on all grounds stated in the Petition.

V. ORDER
In consideration of the foregoing, it is hereby:
ORDERED that, inter partes review as to claims 1-9, 12-24,
and27-31 of U.S. Patent 10,652,111 B2 is instituted; and
FURTHER ORDERED that pursuantto 35 U.S.C. § 314(c)and
37 C.F.R. §42.4, notice is hereby given of the institution of a trial; thetrial

will commenceon the entry date of this decision.
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