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Chapter 1
Essential Networking Concepts

This chapter introduces concepts that are essential to understanding the specific subfield
of computer networking that includes bridges and routers. It covers the OSI reference
model, including layering and service models, because this model is a useful basis for
some vocabulary. It also discusses various dimensions along which network designs can
differ, such as scope, scalability, robustness, and autoconfigurability. Chapter 1 also
describes the typical techniques involved in providing reliable two-party communication
because some of the techniques used by routers can interact with techniques used by
other layers. :

1.1 Layers

Understanding, designing, and building a computer network would be too difficult a task
unless the problem were partitioned into smaller subtasks, traditionally by dividing the
problem into layers. The idea behind layering is that each layer is responsible for provid-
ing a service to the layer above by using the services of the layer below.

Each layer communicates with its peer layer in another node through the use of a
protocol. This communication is accomplished through direct communication with
the layer below. The communication between layer n and layer n—1 is known as an
interface.

The OSI (Open Systems Interconnection) Reference Model defines seven layers, as
shown in Figure 1.1. There is nothing magic about the number seven or the functionality
in the layers. The reference model was designed before the protocols themselves, and
then committees were set up to design each of the layers. Many of the layers were subse-
quently subdivided into further layers. The distinction between the layers is not always |
clear. Bridges and routers are a good example of a case in which people should rightfully
be confused about which layers are which. But semantic arguments about layers are not |
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2 ESSENTIAL NETWORKING CONCEPTS

very productive. Instead, the layering should be viewed as a useful framework for discus-
sion and not as a bible.

. rotocol o
. application < P > application
1 interface i
! rotocol )
presentation < P —b presentation

1 interface 1

) protocol .
session < > session
I interface i
protocol
transport < B transport
I interface 1
rotocol
network <+ PEGORD > network
1 interface $

g protocol ;
data link <+ > data link
1 interface i
] protocol i
physical < S physical
Figure 1.1 The OSI Reference Model
Layers defined by ISO:

1. Physical layer: The physical layer transmits bits of information across a link. It
deals with such problems as size and shape of connectors, assignment of func-
tions to pins, conversion of bits to electrical signals, and bit-level synchroniza-

tion. It is usual for several different types of physical layers to exist within a

network and even for multiple different types of physical layers to exist within

a node, because each technology requires its own physical layer.
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LAYERS 3

2. Data link layer: The data link layer (sometimes called the link layer) transmits
chunks of information across a link. It deals with such problems as checksum-
ming to detect data corruption; coordinating the use of shared media, as in a
LAN (local area network); and addressing (when multiple systems are reach-
able, as in a LAN). Again, it is common for different links to implement different
data link layers and for a node to support several data link layer protocols, one
for each of the types of links to which the node is attached.

3. Network layer: The network layer enables any pair of systems in the network to
communicate with each other. A fully connected network is one in which every
pair of nodes has a direct link between its nodes, but this kind of topology does
not scale beyond a few nodes. In the more typical case, the network layer must
find a path through a series of connected nodes, and nodes along the path must
forward packets in the appropriate direction. The network layer deals with such
problems as route calculation, packet fragmentation and reassembly (when dif-
ferent links in the network have different maximum packet sizes), and conges-
tion control.

4. Transport layer: The transport layer establishes a reliable communication stream
between a pair of systems. It deals with errors that can be introduced by the net-
work layer, such as lost packets, duplicated packets, packet reordering, and frag-
mentation and reassembly (so that the user of the transport layer can deal with
larger-size messages and so that less-efficient network layer fragmentation and
reassembly might be avoided). It is also nice if the transport layer reacts to con-
gestion in the network by sending data more slowly in response.

5. Session layer: ISO had something in mind for this layer that doesn’t seem useful
to the Internet community. ISO’s session layer offers services beyond the simple
full-duplex reliable communication stream provided by transport, such as dia-
logue control (enforcing a particular pattern of communication between sys-
tems) and chaining (combining groups of packets so that either all or none of the
packets in the group gets delivered). Whatever this layer is, it’s irrelevant for
bridges and routers.

6. Presentation layer: The goal of this layer is to agree on representations for data
so that people defining structures don’t have to worry about bit/byte order or
what a floating point number looks like. ISO standardized on ASN.1 (Abstract
Syntax Notation 1). Although I have yet to meet anyone who actually likes
ASN.1—because it is complex and inefficient in both space and processing—a
lot of the IETF (Internet Engineering Task Force) standards use it.
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4 ESSENTIAL NETWORKING CONCEPTS

7. Application layer: As fascinating as bridging and routing is, it’s actually because
of applications that people want any of this stuff. Applications include file trans-
fer, virtual terminal, Web browsing, and so on. It is common for multiple appli-
cations to be running concurrently in a node.

In this book, the data link layer is relevant because bridges operate within it and because
the service provided by it is relevant to routers, which operate at the network layer,
thereby making the network layer also relevant. The transport layer is somewhat relevant
because it is a user of the network layer and because certain decisions that the network
layer might make (such as whether to allow traffic to be split among several equivalent
paths) affect the transport layer. The layers above transport are largely irrelevant to the
study of bridges and routers.

Typically, the way layer n works is that it receives a chunk of data from layer n+1
along with additional information (such as the destination address) that might be
required. Layer n must transmit the data to the layer n process in the destination node,
which delivers it to the layer n+1 process in the destination node. Layer n often needs
to include with the data certain information—for example, the address of the destina-
tion—that will be interpreted by other layer n entities. To get the information to the des-
tination node, layer n hands down a buffer to layer n—1, including the data received from
layer n+1 and the control information added by layer n. Additionally, layer n might pass
other information in the layer n/n—1 interface along with the buffer.

Let’s look at an example of how layering works. Assume that the physical layer
allows a stream of bits to pass from one machine to another. The data link layer marks
the bit stream so that the beginning and end of a packet can be found; it also adds a
checksum to the packet so that the receiving machine can detect whether noise on the
line introduced errors.

There are various interesting techniques to ensure that the marker indicating the
beginning or end of the packet does not appear inside the data. In one technique, known
as bit stuffing, the marker is a sequence of six 1’s. To ensure that six consecutive 1’s do
not appear in the data portion of a packet, the transmitter adds an extra O after five
consecutive 1’s. The receiver knows that if the next bit after five consecutive 1’s is a 0, then
the O should be removed and ignored. If the next bit after five consecutive 1’s is a 1,
then it is a signal for the beginning or end of a packet. Another technique involves using
different physical signals for data bits (1’s and 0’s) than for markers.

The network layer allows communication across multiple hops by cooperating with
the network layers in all the connected machines to compute routes.

When the network layer receives a packet from the transport layer for transmission,
the network layer adds an envelope, which consists of information glued onto the begin-
ning (known as a header) and/or onto the end (known as a trailer). The envelope
includes information such as the source and destination addresses. The network layer
chooses an appropriate link on which to dispatch the packet and then hands the packet
plus the network layer envelope to the data link layer process responsible for the outgo-
ing link.
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LAYERS 5

When the packet is received by an intermediate node, it is processed by the data link
layer. Then the data link layer envelope is removed and the packet is passed up to the net-
work layer, where the packet looks exactly the way it did when the previous network
layer handed the packet to the data link layer—that is, it has everything transport sent
down plus the network layer envelope. The network layer process at the receiving node
looks at the network layer envelope, makes a decision as to the direction in which the
packet should go based on that envelope, modifies the envelope as necessary (for exam-
ple, incrementing a hop count to indicate how many nodes the packet has passed
through), and gives the modified packet to the data link layer process responsible for the
outgoing link (see Figure 1.2).

F application application ]:]

F presentation presentation [5

[SH] ]| session session [SH] ]

[TH]SH] | | transport transport [TH]SH] |
'

[NH[TH[SH] | | network network [NH]TH[SH]

[DH]NH]TH]SH] | | datalink datalink | [DH]NH|TH]SH]

.

[DH[NH]TH]SH] | | physical physical | [DH|NH|TH[SH ]| ]

< —

SH = session header
TH = transport header
NH = network header
DH = data link header

Figure 1.2 Envelopes added by lower layers

In the preceding description, words such as packet can be confusing. ISO has ’
invented terminology that makes everything precise. Each layer communicates with its
peer layer through a protocol data unit, or PDU. To make it clear which layer is being
discussed, a single-letter prefix is added to PDU. The data link layer communicates with
a peer data link layer by transmitting LPDUs. The network layer communicates with other
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6 ESSENTIAL NETWORKING CONCEPTS

network layers through NPDUs. The transport layer communicates with other transport
layers through TPDUs.

When layer n+1 gives information to layer n for transmission, the information is
known as an SDU, or service data unit. As with PDUs, a single-letter prefix is added to
eliminate ambiguity. When the transport layer wishes to transmit a TPDU to another
transport layer, it must do so by giving the network layer an NSDU. The network layer
takes the NSDU, adds an envelope, and transmits it (through the data link layer) as an
NPDU (see Figure 1.3).

o APDU s
application < B application
i PSDU
presentation < A > presentation
I SSDU
. SPDU :
session < » session
I TSDU
transport < TRoU — > transport
1 NSDU
NPDU

network

network

I LSDU

data link

1 PhSDU

physical

data link

PhPDU

physical

Figure 1.3 PDUs and SDUs
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SERVICE MODELS ”
As a rule, the ISO terminology is not used in this book because it is wordy and hard

to translate “in real time” until one has attended at least three standards meetings. How-
ever, the ISO terminology is used occasionally when it is necessary to be very precise.

1.2 Service Models

In general, the service provided by layer n—1 for layer n consists of transmitting data.
Layer n provides layer n—1 with data (an SDU) plus extra information, such as
the address of the destination. Layer n must also be able to receive data from a peer layer
n, which it does by having layer n—1 inform it that data is available.

Layer n—1 can provide either connectionless or connection-oriented service. A con-
nectionless service offers layer n two functions: it accepts packets for transmission from
layer n, or it delivers packets to layer n.

With a connection-oriented service, a connection must be established before data
can be transferred. Communication consists of three phases:

1. Connection setup
2. Data transfer (transmission or receipt of data)
3. Connection release

Associated with each of these phases are two functions: one in which layer # initiates the
function and another in which layer n—1 informs layer n that its peer has initiated
the function.
For connection setup, either layer n requests that a connection be set up to some des-
tination address, or layer n—1 informs layer n that some layer n process in some other
node is requesting a connection.
For connection release, either layer n requests that a connection be released, or layer
n—1 informs layer n that the layer n process in the other node (or some other condition)
requires release of the connection.
Various interfaces might provide other functions, but the preceding are the basic
ones.
Services can also vary in their degree of reliability. A service that is purely datagram
(also known as best-effort) accepts data but makes no guarantees as to delivery. Data may
be lost, duplicated, delivered out of order, or mangled. A reliable service guarantees (or
claims to guarantee) that data will be delivered in the order transmitted, without corrup-
tion (mangling of the bits), duplication, or loss. It is possible to build a connection- 1
oriented network that is reliable (for example, X.25) or datagram (for example, ATM, \
Asynchronous Transfer Mode). A connectionless network layer only makes sense offer- |
ing a datagram service because by definition nothing is keeping track of what gets deliv-
ered. IP, IPX, DECnet, CLNP, and AppleTalk are examples of connectionless network
layers. Figure 1.4 shows examples of types of network layers. I
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