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PACKET PROCESSOR AND PACKET PROCESSOR 
SYSTEM 

BACKGROUND OF THE INVENTION 

0001) 1. Field of the Invention 
0002 The present invention relates to a packet processor 
and a packet processor System, and in particular to a packet 
processor and a packet processor System for performing 
predetermined packet processing to an inputted packet in a 
packet relaying apparatus or the like. 

0003. With a recent development of communication tech 
nology, a global network System has been constructed where 
private networks such as LAN (Local Area Network) are 
mutually connected for exchanging data between computers 
and various information processing hardware (terminals). 
0004 Communications in the global network system are 
performed according to various communication protocols 
for each layer in e.g. an OSI (Open Systems Interconnec 
tion) model. Presently, mainstream communication proto 
colS in a layer corresponding to a transport layer/network 
layer of the OSI model are respectively TCP/IP (Transport 
Control Protocol/Internet Protocol) protocols. 
0005 Communications between terminals by the TCP/IP 
protocols are performed with a packet composed of data and 
header information. The IP protocol is of a connection-less 
type, and the packet relaying apparatus Such as a router 
mutually connecting the LAN's routes the packet to a 
destination terminal. For this reason, it is required to per 
form packet processing Such as retrieval processing of a 
destination table and header rewrite processing based on the 
header information of the packet. 

0006 2. Description of the Related Art 
0007 For the packet processing in the IP protocol, in 
addition to the above-mentioned destination table retrieval 
processing and the header rewrite processing, there are 
mentioned processing necessary for relaying a packet Such 
as a checkSum calculation of a header of an inputted packet 
or the like, and packet filtering processing for limiting the 
communication of the network, or the like. Also, the packet 
processing depends on the various protocols for layers. 

0008 If a special circuit for the packet processing cor 
responding to the various protocols for layerS is composed 
of only hardwares, the circuit composition is complicated. In 
addition, it is extremely difficult to accommodate to a 
change of a processing procedure associated with a revision 
of a protocol itself. 

0009. Therefore, in order to accommodate to the various 
protocols and the revision of the protocol itself, the packet 
processing has been generally Subject to Software processing 
by a general-purpose processor. 

0010 1 Packet Processor 
0.011 FIG. 12 shows an arrangement of a prior art 
general-purpose processor 102, which is composed of an 
arithmetic unit 10, an internal general-purpose register 11, 
an internal State holder 12, a controller 13, and an external 
bus buffer 14. Also, an external memory 120 is connected to 
the processor 102 by a bus 110. 

Mar. 20, 2003 

0012. An input packet 201 is temporarily stored in the 
memory 120. The processor 102 reads the packet 201 or the 
part of the packet 201 from the memory 120 into the internal 
general-purpose register 11, executeS predetermined packet 
processing in the form of Software, and writes the processed 
data in the external memory from the internal general 
purpose register 11, So that a packet 202 is reconstructed 
from the packet 201. This packet 202 is outputted to e.g. a 
Switch fabric (not shown) at a next stage included in the 
packet relaying apparatus through the buS 110. 
0013 In Such packet processing composed of the general 
purpose processor 102, the external memory 120, and the 
bus 110, an overhead is caused by an access (write/read) of 
the input packet 201/output packet 202 for the memory 120 
through the bus 110, and an access (read/write) of the input 
packet 201/output packet 202 stored in the memory 120 
from the processor 102 through the same bus 110. 
0014. In addition to the overhead, there has been a 
problem that Speedup of the packet processing is difficult 
due to limitation of an access bandwidth of the memory 120 
itself. 

0015. In order to solve this problem, a packet processor 
101 in Japanese Patent Application Laid-open No. 2000 
3498.16 shown in FIG. 13 is provided with a packet data 
access register (included in a packet data holder 70; not 
shown) for directly capturing the input packet 201 instead of 
the above-mentioned memory 120. 
0016 Namely, the processor 101 is composed of the 
arithmetic unit 10, the internal general-purpose register 11, 
an execution program holder 20, a program Start-up unit 
30a, a controller 40a, an internal state holder 50, a packet 
data input unit 60, the packet data holder 70, a packet data 
output unit 80, and an intermediate data holder 90. 
0017. Hereinafter, the operation of each component will 
be described. 

0018. The packet data input unit 60 detects the arrival of 
the receiving packet 201 by an external packet arrival Signal 
221, and synchronizes the packet 201 with a transfer clock 
from the head of the packet to be sequentially and directly 
Stored in a packet data access register group (not shown) 
within the packet data holder 70. 
0019. The program start-up unit 30a synchronizes with a 
receiving packet transfer timing Signal 222 from the packet 
data input unit 60 to Start up the program. 
0020. The packet data holder 70 stores a part or all of the 
packet data inputted from the packet data input unit 60 in the 
register. The intermediate data holder 90 is provided with a 
register group (not shown) for Storing a processing result for 
the packet data. 

0021) Any of these registers with which the holders 70 
and 90 are provided can be accessed from the program. The 
data held by the registers of the packet data holder 70 and the 
intermediate data holder 90 are sequentially shifted to the 
next register within the register group in Synchronization 
with the transfer clock, and are outputted to the packet data 
output unit 80. 
0022. The packet data output unit 80 sequentially trans 
mits the packet 202 forming a processing result for the input 
packet 201 to the outside of the processor 101. 
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0023 The arithmetic unit 10 performs various operations 
Such as four operations of arithmetic. The internal general 
purpose register 11 works with the program. The arithmetic 
unit 10 can use the internal general-purpose register 11, and 
the registers of the holders 70 and 90. The result (carry flag 
etc.) of the operations is sequentially held in the internal 
state holder 50 as an internal state. 

0024. The execution program holder 20 holds a program 
composed of commands to be executed (e.g. microcode 
etc.). 
0.025 The controller 40a starts the acquisition of com 
mands from the execution program holder 20 by a start-up 
instruction Signal 233 from the program Start-up unit 30a, 
decodes the acquired commands, and determines the pro 
cessing. For example, a program bank value is Switched 
over, and an arithmetic for a predetermined register and the 
processing of the data transfer are executed, So that the 
following State is determined according to the internal State 
of each unit. The internal State is held in the internal State 
holder 50. 

0026. The controller 4.0a increments a program counter 
by “1”, acquires the next command, and repeats the execu 
tion of the processing corresponding to the command. The 
controller 40a eXecutes a predetermined number of com 
mands, ends the operation, and waits for the Start-up instruc 
tion Signal 233 for the next packet. 
0.027 FIG. 14 shows an example of a program execution 
control for acquiring a command in more detail. This 
program execution control is performed by a +1 adder 35 
and a program counter 33 included in the controller 40. A 
memory 21 included in the execution program holder 20 is 
composed of L number of banks 0, 1, . . . , L-1, and the 
Switchover of the banks is performed by a bank Switchover 
signal 224 from the controller 40a. 
0028. The executable maximum command number N of 
microcodes for a single packet can be Stored in the banks 
0-(L-1) in the processor 101. The microcodes are composed 
of conditions and commands, and can be acquired by 
providing a memory address 225 and the bank Switchover 
Signal 224 to the memory 21. 
0029. The program counter 33 which outputs the memory 
address 225 is initialized to an address 0, is incremented by 
“1” for every command execution clock at the +1 adder 35 
after the Start of the command execution, and Sequentially 
designates an address 1, an address 2, ..., an address N-1. 
0.030. Also, the bank Switchover signal 224 outputs the 
bank 0 at the initial State, and Switches over Signals respec 
tively designating the bank 1, the bank L-1, . . . e.g. at the 
time when the program counter 33 indicates the address 4, 
the address 6, . . . after the Start of the command execution. 
AS a result, the command is Selected in the order of 
microcodes MCO, MC1, ..., MC4, ..., MC6, MC7, . . . 
to be executed. 

0031. The input packet 201 is stored in the register of the 
packet data holder 70 through the input unit 60, so that the 
packet processing is performed to the data and the header 
information of the packet based on the microcodes MCO, 
MC1, . . . . 

0032. At this time, the header information and the data of 
the packet 201 are accessed by the arithmetic unit 10 and the 
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internal general-purpose register 11 at a high Speed, thereby 
resolving the overhead of read/write processing for packet 
data between the processor 102 and the memory 120 shown 
in FIG. 12. 

0033. The packet processor 101 has a flexibility of not 
only realizing high-Speed packet processing but also 
enabling a description of a packet processing procedure by 
the microcodes held in the execution program holder. 
0034) (2) Packet Processor System 
0035) In a packet processor system of Japanese Patent 
Application No. 2000-373732 shown in FIG. 15, the packet 
processors 1011, 101. 2, . . . (hereinafter, occasionally 
represented by a reference numeral 101) shown in FIG. 13 
are connected in Series, where the packet processing result 
outputs (packet 202, intermediate data, internal State 234, 
etc.) of the packet processor 101 at a present stage are made 
a data input of the packet processor 101 at a preceding Stage. 
0036) The “preceding stage” and “following stage” of the 
packet processor in the packet processor System are defined, 
based on FIGS. 8A and 8B, as follows: When a certain 
packet 201 receives attention in a group of a plurality of 
packet processors 100 Sequentially Started up for the packet 
201 shifting within the packet data holder (packet register) 
70, the packet processor 100 driven to the head of the packet 
at present is made reference (a present stage), the packet 
processor at the following Stage indicates the packet pro 
cessor 100 started up in the past on a time-base, and the 
packet processor at the preceding Stage indicates the packet 
processor 100 driven in the future on a time-base. 
0037. In this packet processor system, pipelining is 
achieved that the packet processing is divided and the 
command Steps of the divided processing are allocated to the 
packet processor 101 when the command step number of the 
program is large Since predetermined packet processing is 
complicated, for example. 
0038. Thus, the command step number for a single packet 
processor 101 is kept equal to or less than a predetermined 
value, thereby enabling a high-speed and programmable 
packet processing with a highly required throughput being 
maintained. 

0039) 1 Packet Processor 
0040. An executable command number N by the prior art 
packet processor 101 for a single packet is a limited value 
determined by a request throughput, a command execution 
clock rate, a data transfer width in the packet data holder 70, 
and its transfer clock rate. 

0041. This value becomes Smaller as e.g. the request 
throughput becomes faster, So that the packet processing 
contents executed by the processor 101 are limited. 
0042. Also, since the packet processor 101 starts up the 
program in Synchronization with the packet arrival Signal 
221 indicating the arrival of the packet 201, the packet data 
range accessible is also limited by the command execution 
clock rate, the data transfer width in the packet data holder 
70, and the transfer clock rate. 
0043 Namely, the packet data from its head to the 
position which can be stored in the packet data holder 70 
while the executable Step number of commands are executed 
form the accessible range. Accordingly, the larger the data 

Ex.1035 / IPR2024-01281 / Page 20 of 32
Cisco Systems, Inc. v. Lionra Technologies, Ltd.

Ex.1035 / IPR2024-01281 / Page 20 of 32
Cisco Systems, Inc. v. Lionra Technologies, Ltd.



US 2003/0053481 A1 

transfer width/transfer clock rate/register (included in the 
packet data holder 70) stage number of the packet data 
holding mechanism is, the wider the accessible packet range 
becomes. However, the register width/stage number is a 
limited value finally determined in consideration of the 
hardware Scale or the like. 

0044 Accordingly, there has been a problem that when 
upper protocols or data contents are required to be accessed 
in e.g. a network model having a hierarchical Structure, the 
executable command number and the accessible packet 
range are limited. 
0045 (2) Packet Processor System 
0046) Therefore, when the command number necessary 
for the packet processing exceeds the executable command 
number, the packet processor system shown in FIG. 15 has 
been composed as a Second prior art Such that the executable 
command number for a Single packet is increased by the 
pipelining method. 
0047. However, there are problems that the executable 
command number (command step number) per packet pro 
ceSSor 101 is finite in the packet processor System shown in 
FIG. 15, so that the executable command number and the 
accessible packet range are restricted. 
0.048. Accordingly, the processing amount of whole the 
packet processor System where the packet processors 101 
are connected in Series has a limited command Step number 
in a physical device level. Only the processing executable 
within redundant Steps can accommodate to a functional 
addition after hardware manufacturing, Shipment of prod 
ucts, or the like. 
0049. In consideration of the functional addition in the 
future, in the presence of a possibility that processing 
exceeding the executable command Step number is required 
in a mounted hardware, it is necessary to connect devices in 
a multi-stage on a device-basis in order to Secure a Sufficient 
command Step number. 
0050. However, much of the packet processing is suffi 
cient with basic processing. Additionally mounting the hard 
ware (device) for option processing and the functional 
addition in the future is not expedient in aspect of the 
hardware Scale and the cost. 

0051 AS mentioned above, each protocol of the network 
has a hierarchical Structure, So that packets transmitting data 
have the hierarchical Structure. Furthermore, Some packets 
of a Specific protocol have a variable length header Structure. 
0.052 There are protocols such as an IPv6 (Internet 
Protocol version6) protocol and an MPLS (Multi-Protocol 
Label Switching) protocol in addition to an IPv4 (Internet 
Protocol version4) protocol which is the mainstream at 
present. 

0053 FIG. 16A shows a header of the IPv4 protocol, 
which is composed of fields of a version, an Internet header 
length, a type of Service, a total length, an identification, 
flags, a fragment offset, a time to live, a protocol, a header 
checksum, a Source address, a destination address, options 
(variable), and a padding. 
0054) In the Internet header length (IHI) field, informa 
tion indicating the length of the IP header itself is set. By this 
information, the header length of the IPv4 can be recog 
nized. 
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0055 FIG. 16B shows a header of the IPv6 protocol, 
which is composed of fields of a version, a priority, a flow 
label, a payload length, a next header, a hop limit, a Source 
address, and a destination address. Its length is fixed 40 
bytes. 

0056. When an extension header is used, information 
indicating the type of the extension header following the 
IPv6 header is set in the next header field. 

0057 FIG. 16C shows an extension header example of 
the IPv6 protocol, which is composed of fields of a next 
header, a header extension length, and the like. The length 
of the extension header is an arbitrary byte length of 8 
bytesx'n', and its length is set in the field of the header 
extension length. 

0058 When the extension header is further used, infor 
mation indicating the type of the extension header following 
its own header is Set in the next header field, and when the 
extension header is not used, an upper protocol No. is Set. 

0059. In order to recognize the length of the IPv6 header 
including the IPv6 extension header, whether or not the IPv6 
extension header follows the IPv6 header, and what type of 
IPv6 extension header follows when it follows are identified 
referring to the “next header field” of the IPv6 extension 
header shown in FIG. 16B. Also, the length of the present 
extension header is recognized by the value of the "header 
extension length field”. 

0060) Furthermore, referring to the next header field of 
the extension header shown in FIG.16C, whether or not the 
IPv6 extension header further follows, and what type of IPv6 
extension header follows when it follows are identified. 
Until the time when no extension header follows, the iden 
tification is repeated, thereby enabling the length of the IP 
header including the extension header to be recognized. 

0061 Similarly, it becomes possible to access the data in 
a predetermined field of a packet having a fixed or variable 
length header. 

0062 FIG. 17A shows a shim header of an MPLS. The 
shim header is composed of fields of a label, reserved for 
experiment, an S bit, and a time to live (TTL). In this shim 
header, whether the shim header further follows or a payload 
follows is identified referring to the S bit, so that the whole 
length of a Sequential Shim header can be recognized. 

0063 FIG. 17B shows a header of the TCP protocol. This 
header is composed of fields of a Source port No, a desti 
nation port No, a Sequence No, a reception acknowledge 
ment No, a data offset, a reserved, a control flag, a window, 
a checksum, an urgent pointer, options, and a padding. 

0064 FIG. 18 shows an example of a hierarchized 
packet. In this example, the TCP packet at the upper layer is 
accommodated in the data (payload) field of the IPv6 packet. 
Also, the IPv6 header is composed of an IPv6 basic header 
(fixed length, see FIG. 16B) and the IPv6 extension header 
(arbitrary length, see FIG. 16C) of an arbitrary number of 
Stages. 

0065. In order to recognize the start position of the packet 
at the upper layer and its type (while the type is a TCP packet 
in FIG. 18, there is a case where the type is a UDP (User 
Datagram Protocol) packet, or the like) from the head 
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position of the IPv6 packet thus hierarchized, it is necessary 
to recognize the header length by the above-mentioned 
procedure. 
0.066 Therefore, it is generally required for the packet 
processor 101 to perform processing according to the format 
of the packet determined by each protocol. In a case that the 
above-mentioned extension header is repeated, for example, 
it is required to repeat typical processing. 
0067 FIG. 19 shows a program counter 33 and a pro 
gram adder 34 included in the controller 4.0a of the packet 
processor 101, and a memory 21 included in the execution 
program holder 20. 
0068 A command (microcode) set of the packet proces 
Sor 101 can be made a function Set necessary for performing 
the packet processing at a high Speed by the composition of 
the hardware. For example, it is possible to make e.g. the 
microcode, which designates a jump, “con” (execution con 
dition of jump command)+"imp’ (mnemonic indicating 
jump command)+"r (i)' (operand designating the position of 
jumping destination). It is possible to designate the position 
of the jumping destination by a relative position or absolute 
position. 
0069. When the operand r (i) of the microcode="positive 
increment value (relative position)”, the adder 34 sets the 
value, obtained by adding the increment value to the present 
value of the program counter 33, to the program counter 33. 
Namely, the program jumps back to the command position 
by the increment value before the present execution posi 
tion. 

0070 This means that the commands are not executed 
from the present execution position to the command position 
after the jump execution. 
0071. On the other hand, the case where the operand r (i) 
of the microcode="negative increment value (relative posi 
tion)” means that the commands are repeated from the 
position of the jump command execution to the position 
before the execution. 

0072 FIGS. 20A and 20B respectively show a flow 
example in which the same command is repeated. FIG. 20A 
shows a flow in which the jump command at step T13 is 
con=“No”, and the relative position=“negative". FIG. 20B 
shows a flow in which the jump command at step T23 is 
con="unconditioned', and the relative position="negative'. 
0073. In a general processor, repeat processing is realized 
by combining the jump commands. 
0.074. However, in the prior art packet processor system, 
the packet processor 101 after executing a predetermined 
command number Starts the processing only by the arrival of 
the next packet. This means that the packet processors 101 
at the “preceding Stage' and “following Stage' of the packet 
processor 101 executing processing for a Single packet at 
present are in a State where the processing for the packet is 
Stopped. 
0075 Accordingly, there has been a problem that a 
branch command of a program Spanning a plurality of 
packet processorS 101 can be neither described nor executed. 

SUMMARY OF THE INVENTION 

0.076 It is accordingly an object of the present invention 
to provide a packet processor and a packet processor System 
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which perform predetermined packet processing for an 
inputted packet, wherein an executable command number is 
increased, an accessible packet range is enlarged, branch 
processing is made easy, and a programming of packet 
processing is flexibly described. 
0077. In order to achieve the above-mentioned object, the 
packet processor of the present invention comprises: a 
packet register for Sequentially receiving a packet from its 
head; an execution program holder for holding a program in 
which a processing procedure of the packet is described; and 
a program execution controller for determining a command 
number of a program to be executed based on a provided 
packet length and the program, and for controlling an 
execution of the program. (claim 1) 
0078 Firstly, the principle of the present invention will 
be described. The time when a packet passes through one 
point of a packet register elongates in proportion to a packet 
length. Namely, the time when the packet processor can 
access the packet elongates. 
0079 Accordingly, depending on processing contents of 
a program and the position within the packet accessed by 
this processing, it becomes possible to increase the execut 
able command number and enlarge the accessible packet 
range. 

0080. Therefore, the packet processor of the present 
invention is provided with not only an arithmetic unit, an 
internal general-purpose register, and a command eXecuting 
unit which a general processor has, but also a packet register 
which can be directly accessed, an eXecution program 
holder, and a program execution controller. The execution 
program holder holds a program in which a processing 
procedure of the packet is described. The packet register 
Sequentially receives the packet from its head. The program 
execution controller determines a command number to be 
executed based on the packet length provided from the 
inside or outside and the program to control the execution of 
the program. 
0081. Thus, it becomes possible to increase the execut 
able command number and to enlarge the accessible packet 
range. 

0082 Also, the packet processor system of the present 
invention comprises: at least two packet processors con 
nected in cascade; each of the processors including a packet 
register for Sequentially receiving a packet from its head, an 
execution program holder for holding a program in which a 
processing procedure of the packet is described, a program 
execution controller for determining a command number to 
be executed, based on a provided packet length and the 
program, and for controlling an execution of the program, 
and an internal State holder for holding an internal State; the 
internal State of the packet processor at a present Stage and 
an output packet being provided to the packet processor at 
a preceding stage. (claim 2) 
0083 Namely, the packet processor is provided with not 
only an arithmetic unit, an internal general-purpose register, 
and a command executing unit which a general processor 
has, but also a packet register, an execution program holder, 
and a program execution controller, and further an internal 
State holder for holding an internal State. 
0084. At least two packet processors are connected in 
cascade to compose the packet processor System, whereby 
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the internal State of the packet processor at a present Stage 
and the output packet are provided to the packet processor 
at a preceding Stage, which executes the packet processing 
of the output packet inputted based on the internal State. 
0085 Thus, it becomes possible to increase the execut 
able command number for a Single packet and enlarge the 
accessible range as the whole of the packet processor 
System. 

0.086 Also, the packet processor system of the present 
invention comprises: at least two packet processors con 
nected in cascade So that an output packet of the packet 
processor at a present Stage is provided to the packet 
processor at a preceding Stage; each of the processors 
including a packet register for Sequentially receiving a 
packet from its head, an execution program holder for 
holding a program in which a processing procedure of the 
packet is described, and a program execution controller for 
controlling an execution of the program; the program execu 
tion controller of the packet processor at the present Stage 
instructing the program execution controller of at least one 
of the packet processors at the preceding Stage and a 
following Stage of a command acquisition timing and a 
command acquisition position. (claim 3) 
0.087 Namely, the packet processor is provided with not 
only an arithmetic unit, an internal general-purpose register, 
and a command executing unit which a general processor 
has, but also a packet register, an execution program holder, 
and a program execution controller. 
0.088 At least two packet processors are connected in 
cascade to compose the packet processor System. In this 
System, there are cases where only a packet processor at a 
preceding Stage is connected to a packet processor at a 
present Stage, the packet processors at both of the preceding 
and the following Stages are connected to the packet pro 
ceSSor at the present Stage, and only the packet processor at 
the following Stage is connected to the packet processor at 
the present Stage. 
0089. The program execution controller of the packet 
processor at the present Stage instructs the program execu 
tion controller of the connected packet processor of a 
command acquisition timing and a command acquisition 
position. 

0090 Thus, it becomes possible to describe and execute 
the branch command of the program Spanning the packet 
processors, thereby enabling the programming of the packet 
processing to be flexibly performed. 
0.091 Also, in the packet processor system of the present 
invention according to the above-mentioned invention, the 
program execution controller may determine a command 
number of a program to be executed based on a provided 
packet length and the program. (claim 4) 
0092. Thus, it becomes possible to increase the execut 
able command number, to enlarge the accessible packet 
range, and to decrease e.g. the packet processing Stage 
number, based on the packet length and the program con 
tentS. 

0093. Also, in the packet processor system of the present 
invention according to the above-mentioned invention, the 
packet processor may further include an internal State holder 
for holding an internal State, and the internal State of the 
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packet processor at the present Stage may be provided to the 
packet processor at the preceding stage. (claim 5) 
0094. Thus, it becomes easy to connect the packet pro 
CCSSOS. 

0095 Also, in the packet processor system of the present 
invention according to the above-mentioned invention, the 
execution program holder may be capable of Switching over 
a bank, and the internal State may comprise a bank value. 
(claims 6 and 19) 
0096 Namely, the execution program holder can switch 
over the bank. For example, the execution program holders 
at the present and the preceding Stages hold a Series of 
program Spanning the same bank. The packet process at the 
present Stage notifies the bank value Stored in the program 
executed presently to the packet processor at the preceding 
Stage. 

0097 Thus, the packet processors at the present/preced 
ing Stages can Select and execute the Series of program based 
on the bank value. 

0098. Also, in the present invention according to the 
above-mentioned invention, by a finish of a packet in 
processing or an input of a new packet, the program execu 
tion controller may stop acquiring a next command for the 
packet. (claims 7, 8, and 20) 
0099 Namely, when a packet in processing finishes in the 
packet register, the processing to the packet can not be 
executed. Also, when a new packet is inputted, the process 
ing to the new packet has to be started. Therefore, the 
program execution controller Stops acquiring the command 
for the packet in processing at present. 

0100 Thus, it becomes possible to eliminate an insignifi 
cant packet processing operation and to reliably start the 
packet processing for the next new packet. 

0101 Also, in the present invention according to the 
above-mentioned invention, the program execution control 
ler may not execute a command acquisition for predeter 
mined command execution clocks. (claims 9, 10, and 21) 
0102 Namely, the program execution controller does not 
execute the command acquisition for predetermined com 
mand execution clocks between the present command acqui 
Sition and the next command acquisition. For these prede 
termined command execution clocks, the packet Shifts 
within the packet register. 

0103) Thus, when the field of the packet to be processed 
by the next command comes to the position of the packet 
register to be processed within the packet register, the 
program execution controller can execute the command 
acquisition So that the next command may be executed. 
0104. As a result, the command which performs nothing 
except shifting the packet within the packet register becomes 
unnecessary, So that the command number decreases. It 
becomes possible to flexibly perform the programming of 
the packet processing. 

0105. Also, in the present invention according to the 
above-mentioned invention, the program execution control 
ler may not execute a command acquisition for predeter 
mined command execution clocks after a transfer timing 
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Signal indicating a timing when the packet is inputted is 
received. (claims 11, 12, and 13) 
0106 Thus, it becomes unnecessary to make the program 
Start position the head of the program, thereby enabling the 
packet processing program to be flexibly described. 
0107. It is to be noted that the predetermined command 
execution clocks may comprise a command acquisition 
position. (claim 14) 
0108 Thus, it becomes easy to describe the branched 
program Spanning the packet processors. 
0109) Also, in the present invention according to the 
above-mentioned invention, the program execution control 
ler may determine a command acquisition position based on 
an internal State of the packet processor itself and the 
program. (claims 15, 16, and 22) 
0110. Furthermore, in the present invention according to 
the above-mentioned invention, the internal State may com 
prise an allowable command number or an executable 
command number. (claims 17 and 18) 
0111. By these inventions, it becomes possible to flexibly 
describe the packet processing program. 

BRIEF DESCRIPTION OF THE DRAWINGS 

0112 FIG. 1 is a block diagram showing an embodiment 
of a packet processor according to the present invention; 
0113 FIG. 2 is a block diagram showing in more detail 
an execution program holder, a packet data holder, and a 
program execution controller in a packet processor accord 
ing to the present invention; 
0114 FIG. 3 is a diagram showing an example of a 
program execution control in a packet processor according 
to the present invention; 
0115 FIGS. 4A and 4B are diagrams showing an 
example of a command execution timing (bank Switchover 
and command acquisition (1)) in a packet processor accord 
ing to the present invention; 
0116 FIG. 5 is a block diagram showing an embodiment 
(1) of a packet processor System according to the present 
invention; 
0117 FIG. 6 is a block diagram showing an embodiment 
(2) of a packet processor System according to the present 
invention; 
0118 FIG. 7 is a block diagram showing an arrangement 
of a program execution controller in a packet processor 
System according to the present invention; 
0119 FIGS. 8A and 8B are diagrams showing an 
example of a command execution order based on a branch 
command in a packet processor System according to the 
present invention; 
0120 FIGS. 9A and 9B are diagrams showing an 
example of a command execution timing (command acqui 
Sition (2)) in a packet processor System according to the 
present invention; 
0121 FIGS. 10A and 10B are diagrams showing an 
example of a TCP port No. acquisition algorithm included in 
an IPv6 packet in a packet processor according to the present 
invention; 
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0.122 FIGS. 11A-11D are diagrams showing an example 
of a TCP port No. acquisition included in an IPv6 packet in 
a packet processor according to the present invention; 
0123 FIG. 12 is a block diagram showing an arrange 
ment (1) of a prior art packet processor; 
0.124 FIG. 13 is a block diagram showing an arrange 
ment (2) of a prior art packet processor; 
0.125 FIG. 14 is a diagram showing a program execution 
control of a prior art packet processor, 
0.126 FIG. 15 is a block diagram showing an arrange 
ment of a prior art packet processor System; 
0127 FIGS. 16A-16C are format diagrams of a general 
IP header; 
0128 FIGS. 17A and 17B are format diagrams of gen 
eral shim header and TCP header; 
0.129 FIG. 18 is a diagram showing an arrangement of an 
IPv6 header including a general TCP packet; 
0.130 FIG. 19 is a schematic diagram showing a branch 
command of a general packet processor, and 
0131 FIGS. 20A and 20B are flow charts showing a flow 
of general repetition processing. 

0132) Throughout the figures, like reference numerals 
indicate like or corresponding components. 

DESCRIPTION OF THE EMBODIMENTS 

0133 1. Embodiment of Packet Processor 
0.134 FIG. 1 shows an embodiment of a packet processor 
100 according to the present invention. This processor 100 
is different from the prior art processor 101 shown in FIG. 
13 in that a program execution controller 30 and a command 
executing unit 40 are Substituted for the prior art program 
start-up unit 30a and the controller 40a. 
0135) In addition, the processor 100 is different from the 
processor 101 in that the program execution controller 30 
receives a receiving packet length Signal 223 from the 
packet data input unit 60. 
0.136 The basic operation in which the program execu 
tion controller 30 and the command executing unit 40 are 
combined is the same as the operation in which the program 
start-up unit 30a and the controller 4.0a are combined. 
However, the processor 100 is different from the prior art 
processor 101 in that the program execution controller 30 
can change the command number of the execution program 
based on the receiving packet length signal 223, the receiv 
ing packet transfer timing Signal 222 of the packet, or the 
like. 

0.137 FIG. 2 shows an arrangement of the above-men 
tioned execution program holder 20, program execution 
controller 30, and packet data holder 70. A microcode 
memory 21 of the execution program holder 20 includes 
extension command storages 21 2-214 in addition to a 
basic command storage 211 corresponding to the memory 
21 of the prior art memory shown in FIG. 14. 
0138. In the basic command storage 211, executable 
number N="10" commands (microcodes) with a predeter 
mined throughput being maintained are Stored in the same 
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way as the prior art memory 21. In the extension command 
Storages 21 2-214, extension commands (microcodes) are 
stored. Whether or not the extension commands in the 
Storages 21 2-214 are executed depends on the instructions 
from the program execution controller 30. 
0.139. The program execution controller 30 is provided 
with a decoder 312. The packet data holder 70 is provided 
with packet data acceSS registers p0-p9. 
0140. The packet data input unit 60, in the same way as 
the prior art input unit 60, detects the arrival of the receiving 
packet 201 by the external packet arrival Signal 221, and 
Synchronizes the receiving packet 201 with a clock from the 
head of the packet to be sequentially and directly Stored in 
the registers p9-p0. 

0141 Furthermore, the input unit 60, different from the 
prior art input unit 60, outputs the receiving packet length 
Signal 223 besides the receiving packet transfer timing 
signal 222 to the program execution controller 30. This 
receiving packet length signal 223 is held until new packet 
data are outputted to the packet data holder 70. 
0142. It is to be noted that the receiving packet length 
Signal 223 may be measured and obtained at the packet data 
input unit 60, or may be directly provided to the program 
execution controller 30 from the outside in synchronization 
with the input of the packet. 
0143 FIG. 3 shows a control example for executing the 
program Stored in the execution program holder 20 shown in 
FIG. 2. In this holder 20, the extended command storages 
213 and 21 4 shown in FIG. 2 are omitted for the sake of 
Simplifying the figure. 

0144). In FIG. 3, the command number N="10” in the 
basic command Storage 211, and the command number 
M="30” in the extension command storage 21 2. 
0145 The program execution controller 30, as shown in 
FIG. 7 described later, includes the program counter 33 and 
the +1 adder 35 which are the same as those shown in FIG. 
14. 

0146 Being triggered by receiving the receiving packet 
transfer timing Signal 222, the controller 30 provides as 
outputs the bank Switchover signal 224="bank 0' and the 
memory address 225="address 0” to the execution program 
holder 20, and acquires as an input the head command= 
“microcode MC0” in the basic command storage 211 by 
command data 226. 

0147 Then, the controller 30 repeats the operation of 
incrementing the program counter 33 (not shown) by “1” 
and acquiring the next command up to the final command 
stored in the basic command storage 211. The controller 30 
executes only the program control command Such as a bank 
Switchover. The command executing unit 40 executes other 
commands. 

0148 When the acquired command is a bank Switchover 
command, the program execution controller 30 provides the 
bank value designated by the operand of the bank Switcho 
ver command to the holder 20 by the bank Switchover signal 
224 to execute the Switchover. This bank value is held until 
the value is changed by the next bank Switchover command 
or a new receiving packet transfer timing Signal 222 is 
inputted. 
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0149. After the processing of the command stored in the 
basic command storage 211 is finished, the program execu 
tion controller 30 determines whether or not the extension 
command storage 21 2 is executed according to an allow 
able command number obtained by the request throughput, 
the command execution clock rate, the data transfer width of 
the packet data holder 70, the transfer clock rate, and the 
target packet length (minimum value), and the executable 
command number obtained by the receiving packet length 
signal 223 from the packet data input unit 60. 
0150. When the request throughput is 2.5 Gbps, the data 
transfer width of the packet data holder 70 and the transfer 
clock rate are respectively 32 bits and 100 MHz, and the 
command execution rate is also 100 MHz, the allowable 
command number for a 40 bytes packet assumes “12. 
0151. Also, supposing that N="12" in the basic command 
storage 211, and M="36” in the extension command stor 
age 212, the executable and command number is “24” 
when the packet length=80 bytes indicated by the receiving 
packet length signal 223 from the packet data input unit 60, 
So that “12 commands of the extension command Storage 
become executable. 

0152. Furthermore, when the packet length is 160 bytes, 
the executable command number="48”. Therefore, “36” 
commands of the extension command storage 212 become 
executable. 

0153 FIG. 4A shows a command acquisition enable 
Signal generator 311 included in the program execution 
controller 30. This generator 311 generates a command 
acquisition enable signal 229 based on the receiving packet 
transfer timing Signal 222, an allowable command number 
227, and an executable command number 228 obtained from 
the received packet length. 

0154) The allowable command number 227 is set to “12”. 
The command acquisition enable signal generator 311 out 
puts the command acquisition enable Signal 229 of the clock 
number according to the executable command number 228, 
So that whether or not the extension command storage 212 
is executed is determined. 

O155 FIG. 4B shows a timing example and a bank 
Switchover example when the program execution controller 
30 and the command executing unit 40 change the command 
number to be executed based on the command acquisition 
enable signal 229. 

0156 A clock 220 serves as a command execution clock 
and a transfer clock, So that the program execution controller 
30 and the command executing unit 40 operate in synchro 
nization with the clock 220. Being triggered by the rise of 
the receiving packet transfer timing Signal 222, the registers 
p9-p0 (see FIG. 2) synchronize data D0-D9 of the packet 
201 with the clock 220 to be sequentially transferred 
(shifted). 
0157. The controller 30 outputs the memory address 
225="memory address 0” and the memory bank Switchover 
signal 224="bank 0”. 

0158. The program execution controller 30 and the com 
mand executing unit 40 execute the microcode MC0 stored 
in a “memory address Adr0” and the “bank 0'. Hereafter, the 
microcodes MC1 and MC2 are executed in the same way. 
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0159. When the microcode MC2 is a conditional branch 
command (bank switchover command), the controller 30 
outputs the memory address 225="address Adra” and the 
memory bank Switchover signal 224="bank 1' according to 
the condition to acquire the microcode MC4. 
0160 It is to be noted that when the condition does not 
require the bank Switchover, the controller 30 does not 
change the memory bank Switchover signal 224="bank 0” 
but outputs the memory address 225="address Adr4” to 
acquire the microcode “address Adra” of the “bank 0' and 
the following microcodes (see FIG. 3). 
0.161 Hereafter, the command executing unit 40 sequen 
tially executes the branched commands MC4, MC5, . . . . 
Then, the controller 30 executes the designated bank 
Switchover every time the bank Switchover is commanded, 
and the command executing unit 40 executes the command 
selected by the bank Switchover in the same way. 
0162 All of the microcodes MC0-MC9 set in the basic 
command Storage 211 are executed. When the command 
acquisition enable Signal 229, as shown by dashed lines, 
further indicates “command acquisition enable', for 
example, the processing from the microcode MC10 to the 
microcode MC11 after a single clock from the fall of the 
command acquisition enable Signal 229 is Sequentially 
executed. 

0163 Namely, when the executable command number is 
equal to or less than the allowable command number, the 
program execution controller 30 executes only the basic 
command storage 211 to end the command, otherwise 
further executes the (executable command number-allow 
able command number) commands of the extension com 
mand storage 21 2. 
0164. Thus, the processor 101 of the present invention 
changes the command number which the program execution 
controller 30 executes according to the receiving packet 
length signal 223 and the processing contents of the pro 
gram, thereby enabling the executable command number to 
be increased. Also, this enables the access to the data located 
in a rearward position in the packet. 
01.65 While the executable command number is changed 
by the command acquisition enable signal 229 in FIGS. 4A 
and 4B, the executable command number 228 can be 
changed by e.g. describing the command for rewriting the 
allowable command number 227 in the program within the 
basic command storage 211. 
0166 Hereinafter, this will be described in the case where 
the packet 201 including the IPv6 header is processed. 
0167 As shown in FIG. 12, the length of the IPv6 basic 
header of the packet 201 is fixed 40 bytes. Accordingly, 
supposing that the width of the registers p0-p9="32 bits”, 
t="transfer clock width'="command execution clock 
width”, the packet processing for 10 t commands (i.e. 10 
commands; this number is equivalent to the executable 
command number by the command Stored in the basic 
command storage 211) is enabled in the IPv6 basic header. 
0168 After the packet processing of the IPv6 basic 
header and all of the commands Stored in the basic command 
Storage 211 are executed, the headers of the IPv6 extension 
header or the upper layer (TCP/UDP, etc.) follow the basic 
header. 
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0169. In order to determine which header of these head 
ers follows, preliminarily the processing of the IPv6 basic 
header is described in the basic command Storage 211, and 
the value of the “next header field” is extracted, so that the 
commands Stored in e.g. the general-purpose register 11 (see 
FIG. 1) are described. 
0170 According to this method, it is not necessary to 
determine whether or not the processing for the extension 
header is executed by the program (command) in the basic 
command Storage 211. The programming has only to be 
performed in the extension command storage 211 based on 
the premise that the value of the next header field is set in 
the above-mentioned general-purpose register 11. 
0171 AS a programming example, the packet processing 
programs corresponding to the IPv6 extension header, the 
TCP header, and the UDP header are respectively stored in 
the banks 0-2 of the extension command storage 21 2. 
0172 The program execution controller 30 has only to 
determine whether or not the IPv6 extension header, the TCP 
header, or the UDP header follows based on the value of the 
"next header field' Stored in the general-purpose register 11 
to Select the packet processing program corresponding to the 
determined header by the bank Switchover to be acquired. 
0173 AS described above, the overhead of the processing 
in the programming is Suppressed, and the mounting of 
optional processing becomes possible with a predetermined 
throughput being maintained. 

0.174 (2-1) Embodiment (1) of Packet Processor System 
0175 FIG. 5 shows an embodiment (1) of a packet 
processor System according to the present invention, in 
which the packet processors 100 1,100 2, ... (hereinafter, 
occasionally represented by a reference numeral 100) shown 
in FIG. 1 are connected in Series to compose a packet 
processor System. 

0176) The internal state 234 of the program execution 
controller 30 in each packet processor 100 is held in the 
internal state holder 50 to be taken over to the packet 
processor 100 at a preceding Stage. 

0177. The internal state 234 comprises an allowable 
command number, an executable command number, and a 
bank value. It is to be noted that the allowable command 
number and the executable command number are not taken 
over by the internal State, but the result determined accord 
ing to the algorithm described in the embodiment 1 indi 
cates whether or not the next command is acquired. There 
fore, the allowable command number and the executable 
command number may be passed over as intermediate data 
235 from the packet processor 100 to the packet processor 
100 at the preceding stage in synchronization with the 
packet 201 (202). 
0.178 Also, the allowable command number and the 
executable command number to be passed over from the 
packet processor at the present Stage to the packet processor 
100 at the preceding Stage may be set by the program within 
the packet processor 100 at the preceding Stage. 
0179 According to the packet processor system of the 
present invention, it becomes possible to increase the 
executable command number and enlarge the accessible 
range for the packets 201 in each of the packet processor 
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100, and also to increase the executable command number 
and enlarge the accessible range as the whole System. 

0180 Thus, it becomes possible to reduce the stage 
number of the packet processor System. 

0181 (2-2) Embodiment (2) of Packet Processor System 
0182 FIG. 6 shows an embodiment (2) of the packet 
processor System according to the present invention. In this 
System, in the same way as the System of the embodiment (1) 
shown in FIG. 5, a plurality of packet processors 100 1, 
100 2, (hereinafter, occasionally represented by a reference 
numeral 100) are connected in series. 
0183) The system of the embodiment (2) is different from 
that of the embodiment (1) in that each of the packet 
processors 100 provides a “start-up instruction signal 
230 1" and a “program counter value 2311” to the pro 
ceSSor 100 at the following Stage, and provides a “start-up 
instruction signal 230 2 and a “program counter value 
2312” to the processor 100 at the preceding stage. 

0184. It is to be noted that the packet processor 100 1 at 
the last Stage has no following processor 100, and only 
provides the “start-up instruction signal 230 2” and the 
“program counter value 2312” to the processor 100 at the 
preceding Stage. Similarly, the first packet processor 100 
only provides the “start-up instruction signal 230 1" and the 
“program counter value 2311” to the processor 100 at the 
following Stage. 

0185 FIG. 7 shows an arrangement of the execution 
program holder 20 and the program execution controller 30 
of each packet processor 100 in the system of the embodi 
ment (2). The arrangement of the holder 20 is the same as 
that shown in FIG. 2 and is provided with the memory 21 
Storing the microcode. 
0186 The program execution controller 30 is composed 
of a controller 31, a memory controller 32, the program 
counter 33, the adder 34, the +1 adder 35, selectors 36 and 
37, and a register 38. 

0187. The controller 31 is provided with the command 
acquisition enable Signal generator 311 and the decoder 312, 
for inputting the timing Signal 222, the Start-up instruction 
Signal 230 1 from the preceding Stage, the start-up instruc 
tion signal 230 2 from the following signal, a delay clock 
number 232, and the command data 226, and for outputting 
the start-up instruction signal 2301 to the following Stage, 
the program counter value 2321 to the following Stage, the 
Start-up instruction signal 230 2 to the preceding Stage, the 
program counter value 2312 to the preceding stage, and the 
command acquisition enable Signal 229. 

0188 The memory controller 32 inputs the command 
acquisition enable Signal 229 and outputs the Signal for 
controlling the bank Switchover Signal 224 and the program 
counter 33. The program counter 33 outputs the memory 
address 225. 

0189 When the start-up instruction signal 2301, the 
Start-up instruction signal 230 2, or the timing Signal 222 is 
inputted, the controller 31 provides a signal for instructing 
to select the “predetermined initial value”, the “counter 
value 2311” or the “counter value 2312” as the next value 
of the program counter 33 to the selector 36. 

Mar. 20, 2003 

0190. When neither of the start-up instruction signals 
230 1, 230 2, nor the timing signal 222 is inputted, the 
controller 31 decodes the command data 226 within the 
memory 21 designated by the memory address 225 and the 
bank Switchover Signal 224, and determines to Select, as the 
next value of the program counter 33, any one of the “value, 
obtained by incrementing the value of the program counter 
33 by “1” at the +1 adder', the “absolute position designated 
by the operand of the command data 226', and the “relative 
position designated by the operand of the command data 
226. 

0191 In the prior art packet processor system shown in 
FIG. 15, the packet processor 101 after executing a prede 
termined command number Starts the processing only with 
the next packet arrival Signal 221. 
0.192 As a result, when a certain packet 201 receives 
attention in a plurality of packet processorS 101 Sequentially 
started-up for the packet 201 shifting within the packet data 
holder 70, the packet processors 101 at the preceding and the 
following Stages are in the Stop State for the packet processor 
101 driven at present. 
0193 Accordingly, it is impossible to describe the pro 
cessing spanning the packet processorS 101 and to continue 
the processing repeatedly. 
0194 In order to solve this problem, the program execu 
tion controller 30 of the packet processor 100 in the packet 
processor System of the embodiment (2) enables the start-up 
instructions from the packet processors 100 at the preceding 
and the following stages in addition to the start-up instruc 
tions by the general receiving packet transfer timing Signal 
222 which immediately Starts the command acquisition from 
the execution program holder 20. 
0.195 Namely, in case of the start-up instructions by the 
receiving packet transfer timing Signal 222, the controller 30 
Starts the command acquisition from the head position of the 
basic command storage 211. When the start-up instruction 
signals 230 1 and 230 2 are received from the packet 
processors 100 at the preceding and the following Stages, the 
command acquisition is started from the position of the 
program counter values 2311 and the 2312 provided with 
the Signals. 
0196. The controller 30 decodes the acquired command 
data 226 at the decoder 312, and determines the processing 
only relating to the program control command Such as a 
bank Switchover. The processing of other command data 226 
is determined by the command executing unit 40 (see FIG. 
6). 
0.197 Namely, if the command data 226 are not the 
program control command, the controller 30 outputs the 
acquired command data 226 to the command executing unit 
40, and increments the program counter 33 by “1” to acquire 
the next command data 226. 

0198 Also, if the acquired command data 226 are the 
bank Switchover commands, the controller 30 acquires, 
according to the operand (bank value) designated by the 
command, the next command data from the bank. This bank 
value is held until the value is changed by the command or 
a new packet is inputted. 

0199 The command data 226 can designate an increment 
value () of the program counter 33. When the command data 
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226 are acquired in which a positive or a negative increment 
value “” is designated, the controller 30 determines whether 
or not the branch spans the packet processors 100 from the 
inclement value (), an arrangement position (i) of the 
command, and the stored command number (N) of the 
packet processor. 

0200 When the branch does not span the packet proces 
sors 100, the controller 30 updates the program counter 33 
with a value in which the increment value () including the 
designated positive or negative sign and the present counter 
value of the program counter 33 are added, So that the next 
command data 226 are acquired. 
0201 FIGS. 8A and 8B show an example of the com 
mand execution order based on the branch command. FIG. 
8A shows an example of a backward branch. In the proces 
Sor at the present Stage, the command data at the arrange 
ment position “i' indicate a negative increment value 'i'. 
FIG. 8B shows an example of a forward branch. In the 
processor at the present Stage, the command data at the 
arrangement position “i' indicate a positive increment value 
s". 
0202) When the branch spans the packet processors 100 
and the negative inclement value 'i' is designated, the 
controller 30 outputs the start-up instruction signal 2301 
and the program counter value 2311 to the packet processor 
100 at the following stage. 

0203 The program counter value 2311 (="x") transmit 
ted to the packet processor 100 at the following stage is 
obtained from the designated increment value “”, the 
arrangement portion “i’ of this command, and the execut 
able command number N of the packet processor 100 (see 
FIG. 8A). 
0204. When the branch spans the packet processors 100 
and the positive increment value “” is designated, the 
controller 30 outputs the start-up instruction signal 230 2 
and the program counter value 2312 to the packet processor 
100 at the preceding stage. 

0205 The program counter value 2312 (="x") transmit 
ted to the packet processor at the preceding Stage is obtained 
from the designated increment value j', the arrangement 
portion “i' of this command, and the executable command 
number N of the packet processor (see FIG. 8B). 
0206. It is to be noted that the packet processor 100 at the 
preceding stage uses the program counter value 2312 as a 
delay time until the program acquisition Start. 

0207. The procedure by which the controller 30 obtains 
the program counter values 2311 and 2312 will be 
described referring to FIGS. 8A and 8B. 

0208 (1) If the increment value “” designated by the 
command is negative, the controller 30 compares "i 
with “j” (absolute values) (see FIG. 8A). 

0209 (1-1) When i-j, the controller 30 determines that 
the branch spans the packet processors 100, and outputs 
the start-up instruction signal 2301, and the program 
counter value 2311="x'="N-(j-i)” to the packet pro 
cessor 100 at the following stage. 

0210 (1-2) When i>j, the controller 30 determines that 
the branch does not span the packet processors 100, and 
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Subtracts “j” from the present program counter value 
“i” to make the new program counter value="i-j'. 

0211 (2) If the increment value “” designated by the 
command is positive, the controller 30 compares “i+” 
with N (see FIG. 8B). 

0212 (2-1) When i-j>N, the controller 30 determines 
that the branch spans the packet processors 100, and 
outputs the start-up instruction signal 230 2, and the 
program counter value 231, 2="x'="i-j-N” to the 
packet processor 100 at the preceding Stage. 

0213) (2-2) When i-j<N, the controller 30 determines 
that the branch does not span the packet processors 100, 
and adds “” to the present program counter value "i’ 
to make a new program counter value="i-j'. 

0214. The controller 30 repeats the above-mentioned 
branch procedure until the command of the final address of 
the program in the command Storage is acquired. 
0215. When recognizing the receiving packet transfer 
timing signal 222, the controller 30 basically starts the 
execution from the head of the basic command storage 211 
in the same way as the embodiment of FIG. 1 as mentioned 
above. However, when the start-up instruction signal 2301 
is received from the packet processor 100 at the preceding 
Stage, the controller 30 acquires the command of the address 
of the program counter value 2311 provided simulta 
neously with the start-up instruction signal 230 1. 
0216. On the other hand, when receiving the start-up 
instruction signal 230 2 from the packet processor 100 at 
the following Stage, the controller 30 recognizes the input of 
the receiving packet transfer timing Signal 222, and acquires 
the command of the address of the program counter value 
2312 after a delay time for the same command execution 
clocks as the program counter value 2312 provided simul 
taneously with the start-up instruction signal 230 2. 
0217 Thus, it becomes possible for the packet processor 
System of the present invention to execute the branch 
command Spanning the packet processors 100. 
0218 FIGS. 9A and 9B show a timing example of the 
command execution when the program execution controller 
30 receives the start-up instruction signal 230 2 from the 
packet processor 100 at the following stage. The controller 
30 is provided with the controller 31 as shown in FIG. 7, 
which includes the command acquisition enable Signal gen 
erator 311. 

0219 FIG.9Ashows the generator 311, which inputs the 
receiving packet transfer timing Signal 222 and the delay 
clock number 232 from the register 38 (see FIG. 7), and 
outputs the command acquisition enable Signal 229. 
0220. The controller 30 is composed so that the program 
counter value 2312 from the packet processor 100 at the 
following Stage may be set in the register 38 as the delay 
clock number (command execution clock number) 232. 
Namely, as shown in FIG. 7, the controller 30 is composed 
So that the program counter value 2312 may be stored in the 
register 38 through the selector 37. 

0221) In FIG.9B, a timing (Dindicates the case where the 
delay clock number-"0", and a timing (2indicates the case 
where the delay clock number="3”. 
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0222. It is to be noted that the generator 311 synchronizes 
with the clock 220. 

0223) At the timing (D, the generator 311 makes the 
command acquisition enable signal 229"active” with 1 clock 
being delayed from the rise of the receiving packet transfer 
timing Signal 222. As a result, the memory address 225= 
“Adr0” is outputted, and the command data 226="micro 
code MC0” is outputted with 1 clock being delayed. 
0224. Hereafter, the memory addresses 225="Adr1, ... 

, “Adr4” are Sequentially outputted, and corresponding 
command data 226="MC1', ..., “MC4' are outputted with 
1 clock being delayed in the same way. 
0225. At the timing (2) the generator 311 makes the 
command acquisition enable Signal 229"active' in Synchro 
nization with the rise of the clock 220 which is further 
delayed by “delay clock number'-'3' clocks stored in the 
register 38 from the rise of the clock 220 which is delayed 
by one clock from the rise of the receiving packet transfer 
timing Signal 222. 
0226. As a result, the memory addresses 225="Adr0”, 
“Adr1, . . . are Sequentially outputted, So that the corre 
sponding command data 226="MC0”, “MC1', . . . are 
outputted with only 1 clock being delayed. 
0227 Thus, it becomes possible to provide a section 
where a command is not executed for predetermined com 
mand execution clocks after the receiving packet transfer 
timing Signal 222. 

0228. It is to be noted that when the time for a required 
transfer clock number obtained from the data transfer width, 
the transfer clock rate, and the receiving packet length of the 
packet data holder 70 has elapsed after the input of the 
packet head, the controller 30 ends the acquisition of the 
next command and waits for the receiving packet transfer 
timing Signal 222 (i.e. the input of the next packet) or the 
start-up instruction signal 2301 or 230 2. 
0229. Thus, a malfunction can be avoided so that useless 
packet processing is performed although a packet in pro 
cessing does not exist in the packet data holder 70 of a Single 
processor 100. 
0230 FIG. 10A shows an algorithm example by which 
repeat processing is performed in the same packet processor 
100. In this algorithm example, considering that an arbitrary 
length extension header is assigned in the IPv6 packet, an 
upper protocol TCP Source/destination port No is acquired. 
0231. In order to simplify the description, the command 
execution clock rate is Supposed to be twice as fast as the 
transfer clock rate of the packet 201 in the packet holder 70, 
and the register p0-p9 width within the packet data holder 70 
is supposed to be 32 bits. 

0232. As shown in FIG. 18, the IPv6 header has a 
composition in which various extension headers having the 
length of integral multiple of 8 bytes are chained to the fixed 
length (40 bytes) basic header. 
0233 Accordingly, in order to acquire the upper protocol 
UDP/TCP source/destination port No. from the IPv6 packet, 
the controller 30 is required to sequentially repeat the 
processing of determining whether the extension header 
follows or the upper protocol follows by a “type value” set 
to the “next header field” in the basic header or the extension 
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header, with the “next header field” in the basic header being 
made a base point, and of acquiring the next header field by 
the value of the “header extension length field”. 
0234. It is to be noted that the “header type value” 
inserted into the “next header field” is determined by the 
RFC 1700. In case of the TCP, for example, the header type 
value is “6 (Decimal)', and in case of the UDP, the header 
type value is “17 (Decimal)'. Accordingly, when the value 
of the “next header field'-'6'' or “ 17”, the controller 30 can 
determine that the header of the upper TCP or UDP packet 
COmeS neXt. 

0235 While each of the packet processors 100 sequen 
tially executes the command by the command execution 
clock, the data of the object packet 201 are Sequentially 
transferred within the packet data access registers p0-p9 of 
the packet data holder 70 by the transfer clock. In consid 
eration of the fact, the controller 30 is required to extract the 
next header of the IPv6 extension header and the next header 
extension length field. 
0236. This extraction is performed by an arithmetic com 
mand which makes an operand “the reference position (e.g. 
register p9) of the packet data access registers p0-p9. 
0237 Similarly, the “source/destination port No. field” of 
the TCP header is transferred to the “transferring destination 
register' by the data transfer command which makes an 
operand the “reference position of the registers p0-p9” and 
the “transferring destination register name'. 
0238. In order to repeatedly execute the arithmetic com 
mand and the data transfer command by the algorithm, the 
reference position (register p9) described as an operand is 
fixed. 

0239 Accordingly, the program is required to be com 
posed So that the timing may be adjusted before the execu 
tion of the arithmetic command and the data transfer com 
mand in order that the object field “next header field” and the 
“header extension length field” within the extension header, 
or “source/destination port No. field” of the TCP header may 
exist at the reference position within the registers p0-p9 at 
the timing when the arithmetic command and the data 
transfer command are executed. 

0240 Also, the packet processor 100 executes the regis 
ter update command which makes operand the “register 38” 
and the “arbitrary delay clock number, thereby enabling the 
register 38 to be updated by the “arbitrary delay clock 
number”. Namely, as shown in FIG. 7, the operand (delay 
clock number) of the command data 226 (=register update 
command) is Stored in the register 38 through the Selector 
37. 

0241 When the register update command in which the 
“register 38” and the “delay clock number” are set in the 
operand is executed, the next command of the register 
update command is executed after Stopping the execution of 
the “delay clock number” commands. 
0242. After executing the register update command, the 
controller 30 has only to increment the program counter 33 
(see FIG. 7) by “1” and to wait for the next command 
acquisition Start. 

0243 Thus, it becomes possible to stop the command 
execution for an arbitrary command execution clock. 
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0244 FIG. 10B shows an example of the command 
arrangement on the program memory 21. Hereinafter, the 
algorithm and the command will be described referring to 
FIGS. 10A and 10B. It is to be noted that the above 
mentioned reference position is Supposed to be the register 
p9. 

0245 Step S1: The command executing unit 40 com 
pares the next header field value of the basic header 
within the packet data acceSS register with the "6 
(Decimal)” indicating the TCP value by the arithmetic 
command, and sets the result in the internal State (flag). 

0246 Step S2: The register update command updates 
the register 38 by the “delay clock number”, defers the 
data of the packet 201 within the registers p0-p9 by 
“delay clock number, and performs an adjustment So 
that the “next header field” of the IPv6 header may 
come to the register p9 to be accessed at step S4. The 
“delay clock number” referred heretofore is a value= 
“16” fixedly obtained from the size of the IPv6 basic 
header. 

0247 Step S3: The process branches according to the 
flag state of the arithmetic result at step S1 or step S4. 
When the flags are coincident with each other, the 
process proceeds to Step S7, otherwise proceeds to next 
step S4. 

0248 Step S4: The arithmetic command compares the 
value of the “next header field” of the extension header 
within the register p9 with the "6 (Decimal)” indicating 
the TCP, and sets the result in the flag. 

0249 Step S5: The register update command updates 
the register 38 by the “delay clock number”, and defers 
the data of the packet 201 within the packet data acceSS 
registers p0-p9 by the “delay clock number”. 

0250) The “delay clock number” referred heretofore is a 
variable value obtained from the “header length field” of the 
extension header. For example, the value is “0” in case the 
header length="8", and the value is “4” in case the header 
length="16”. As a result, the wait is to be performed for the 
extension header size. 

0251 Step S6: By the unconditional brunch command, 
the proceSS jumps to Step S3. 

0252 Step S7: By the data transfer command, the 
“source/destination port No.” of the TCP header is 
transferred to the designated register. 

0253) Thus, the “source/destination port No.' is acquired. 
0254 FIGS. 11A-11D show examples of operation steps 
obtaining, according to the algorithm shown in FIG. 10A, 
the source/destination port No. of the TCP packet included 
in the IPv6 packet. 
0255 FIGS. 11A-11D respectively show cases where the 
IPv6 header is only the basic header, the basic header+8 
bytes extension header, the basic header+16 bytes extension 
header, and the basic header+16 bytes extension header+8 
bytes extension header. 
0256 The reference numerals S0-S7, and w1-w16 in 
FIGS. 11A-11D respectively indicate the step Nos. (step 
Nos. S0-S9 in FIG. 10A) of the program executed when the 
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fields of the packet are stored in the first register p9 (see 
FIG. 2) of the packet data access register, and the waiting 
StateS. 

0257 Hereinafter, an operation example of FIG. 11D 
will be described. 

0258 <Basic headers: 
0259 Step S1: The value of the “next header field” of 
the basic header is compared with a predetermined 
value by the arithmetic command, So that it is con 
firmed that the extension header follows. 

0260 Step S2: By the register update command, the 
waiting states w1-w16 for the fixed length of the basic 
header are inserted. 

0261 Step S3: Since it is confirmed that the next 
header is not a TCP header at step S1, the process 
proceeds to Step S4 by the branch command. 

0262 <The first extension headers: 
0263 Steps S4 and S5: It is confirmed that the next 
header is the extension header by the arithmetic com 
mand, and the waiting States W1-W4 are inserted based 
on the value of the header length field by the register 
update command. 

0264 Step S6: By the unconditional branch command, 
the proceSS returns to Step S3. 

0265 Step S3: Since it is confirmed that the next 
header is not a TCP header at step S4, the process 
proceeds to Step S4 by the branch command. 

0266 <The second extension headers: 
0267 Steps S4 and S5: It is confirmed that the next 
header is a TCP header by the arithmetic command, so 
that the proceSS proceeds to Step S6 without inserting 
the waiting States based on the value of the header 
length field by the register update command. 

0268 Step S6: By the unconditional branch command, 
the proceSS returns to Step S3. 

0269 Step S3: Since it is confirmed that the next 
header is a TCP header at step S4, the process proceeds 
to step S7 by the branch command. 

0270 <TCP headers: 
0271 Step S7: The “source/destination port No.” is 
Stored in a predetermined register by the data transfer 
command. 

0272. Similarly, in the operation examples of FIGS. 11A 
11C, the source/destination port No. of the TCP header can 
be recognized by the execution of the command of the Step 
No. Shown in the operation examples and the insertion of the 
waiting State based on the command. 
0273 Namely, the program shown in FIG. 10B indicates 
that it is possible to extract the Source/destination port No. 
of the upper TCP header included in the IPv6 packet having 
various types of headers. 
0274. In the algorithm example including the branch 
command shown in FIGS. 10A and 10B, and FIGS. 11A 
11D, only the branch within the same packet processor 100 
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has been described above. Namely, it has been described 
above that the branch within the same packet processor 100 
is possible. 

0275) When the executable command number="5" in a 
Single packet processor 100 because of the high-speed 
request throughput, for example, the microcodes of Steps 
S0-S7 shown in FIG. 10B have to be dispersedly arranged 
in the memories 21 of a plurality of packet processors 100. 
0276 Therefore, the microcodes of steps S0-S4 are 
arranged in the memory 21 of the packet processor 100 at the 
following stage shown in FIG. 8A, and the microcodes of 
steps S5-S7 are arranged in the memory 21 at the present 
stage. If this shown in FIG. 8B, the microcodes of steps 
S0-S4 are arranged in the memory 21 at the present Stage, 
and the microcodes of steps S5-S7 are arranged in the 
memory 21 at the preceding Stage. 
0277. While the branch to step S3 by the unconditional 
branch command (see FIG. 10A) at step S6 corresponds to 
the backward branch shown in FIG. 8A, the branch to step 
S7 by the conditional branch command at step S3 corre 
sponds to the forward branch shown in FIG. 8B. 
0278 When acquiring the branch command, the program 
execution controller 30 (see FIG. 7) of the packet processor 
100 at each stage has only to execute the branch command 
by the procedure shown in FIGS. 8A and 8B, and transmit 
the Start-up instruction Signal and the program counter value 
to the program execution controller 30 of the corresponding 
packet processor 100. 
0279. As described above, in the prior art packet proces 
Sor System, it was possible to describe the processing of a 
fixed range from the packet head, namely, only the packet 
data transferred within the packet data holder in the com 
mand execution time of the allowable command number. 
However, in the packet processor System of the present 
invention, it becomes possible to describe branch processing 
and repeat processing as long as the object packet is trans 
ferred within the packet data holder 70. 
0280. It is to be noted that in the above-mentioned 
embodiments of the present invention, the packet processing 
for the packet of the TCP/IP protocol has been described. 
However, the packet processor and the packet processor 
System of the present invention can be applied to the 
processing of other protocols, other hierarchy packets (cell, 
datagram, frame), or the like. 
0281 For example, by the same operation as the opera 
tion example shown in FIGS. 11A-11D, the packet processor 
System of the present invention can describe the extraction 
processing of data Such as an FCS (Frame Check Sequence) 
at the end of the packet and the checksum, and the proceSS 
ing extending over whole of the packet. 

0282. It is to be noted that in the above-mentioned 
embodiments of the processor and the processor System, it 
is arranged that the Substance of the packet data shifts within 
the packet access register. However, what is actually Stored 
in the packet data acceSS register is not limited to the 
Substance of the packet data, but may be data extracted from 
the packet data for the recomposition. 

0283. Furthermore, as described in “Packet data process 
ing apparatus of Japanese Patent Application No. 
12-240829, if the total stage number of the packet data 
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holder 70 in each packet processor 100 within the packet 
processor System is Sufficiently larger than the maximum 
length of the processed packet, the above-mentioned pro 
cessing result can be used at the packet processor at the 
preceding Stage by combining information communicating 
mechanisms between the FIFO (First-In-First-Out) type of 
packet processors 100. 
0284. As described above, a packet processor and a 
packet processor System according to the present invention 
is arranged Such that a packet register Sequentially receives 
a packet from its head; an execution program holder holds 
a program in which a processing procedure of the packet is 
described; and a program execution controller determines a 
command number of a program to be executed based on a 
provided packet length and the program, and controls an 
execution of the program. Therefore, it becomes possible to 
increase an executable command number and to enlarge an 
accessible packet range. 
0285) Especially in the packet processor system, since the 
executable command number and the accessible range for a 
Single packet as the whole System can be increased, a stage 
number in the System can be decreased. As a result, hard 
ware resources can be effectively used. 
0286 Also, the program execution controller instructs the 
program execution controller of at least one of the packet 
processors at a preceding Stage and a following Stage of a 
command acquisition timing and a command acquisition 
position. Thus, it becomes possible to describe and execute 
a branch command of a program spanning the packet 
processors, and to flexibly perform programming of packet 
processing. 

0287 Also, it becomes possible for the program execu 
tion controller not to perform a command acquisition for a 
predetermined command execution clock, not to perform a 
command acquisition for predetermined command execu 
tion clocks after receiving a transfer timing Signal, and to 
flexibly describe a packet processing program. 

0288 Thus, the present invention enables a command 
execution delay mechanism within the packet processors, a 
branch command within the Same bank, and a mutual 
Start-up control between the packet processors, thereby 
enabling the programming of the packet processing to be 
flexibly performed. 

What we claim is: 
1. A packet processor comprising: 
a packet register for Sequentially receiving a packet from 

its head; 
an execution program holder for holding a program in 
which a processing procedure of the packet is 
described; and 

a program execution controller for determining a com 
mand number of a program to be executed based on a 
provided packet length and the program, and for con 
trolling an execution of the program. 

2. A packet processor System comprising: 

at least two packet processors connected in cascade; 
each of the processors including, a packet register for 

Sequentially receiving a packet from its head; 
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an execution program holder for holding a program in 
which a processing procedure of the packet is 
described; 

a program execution controller for determining a com 
mand number to be executed based on a provided 
packet length and the program, and for controlling an 
execution of the program; and 

an internal State holder for holding an internal State, 
the internal State of the packet processor at a present Stage 

and an output packet being provided to the packet 
processor at a preceding Stage. 

3. A packet processor System comprising: 
at least two packet processors connected in cascade So 

that an output packet of the packet processor at a 
present Stage is provided to the packet processor at a 
preceding Stage; 

each of the processors including, a packet register for 
Sequentially receiving a packet from its head; 

an execution program holder for holding a program in 
which a processing procedure of the packet is 
described; and 

a program execution controller for controlling an execu 
tion of the program; 

the program execution controller of the packet processor 
at the present Stage instructing the program execution 
controller of at least one of the packet processors at the 
preceding Stage and a following stage of a command 
acquisition timing and a command acquisition position. 

4. The packet processor System as claimed in claim 3 
wherein the program execution controller determines a 
command number of a program to be executed based on a 
provided packet length and the program. 

5. The packet processor System as claimed in claim 3 
wherein the packet processor further includes an internal 
State holder for holding an internal State, and 

the internal State of the packet processor at the present 
Stage is provided to the packet processor at the preced 
ing Stage. 

6. The packet processor System as claimed in claim 2 
wherein the execution program holder is capable of Switch 
ing over a bank, and the internal State comprises a bank 
value. 

7. The packet processor as claimed in claim 1 wherein by 
a finish of a packet in processing or an input of a new packet, 
the program execution controller Stops acquiring a next 
command for the packet. 

8. The packet processor System as claimed in claim 2 
wherein by a finish of a packet in processing or an input of 
a new packet, the program execution controller Stops acquir 
ing a next command for the packet. 

9. The packet processor as claimed in claim 1 wherein the 
program execution controller does not execute a command 
acquisition for predetermined command execution clockS. 
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10. The packet processor System as claimed in claim 2 
wherein the program execution controller does not execute 
a command acquisition for predetermined command execu 
tion clockS. 

11. The packet processor as claimed in claim 1 wherein 
the program execution controller does not execute a com 
mand acquisition for predetermined command execution 
clocks after a transfer timing Signal indicating a timing when 
the packet is inputted is received. 

12. The packet processor System as claimed in claim 2 
wherein the program execution controller does not execute 
a command acquisition for predetermined command execu 
tion clocks after a transfer timing Signal indicating a timing 
when the packet is inputted is received. 

13. The packet processor System as claimed in claim 3 
wherein the program execution controller does not execute 
a command acquisition for predetermined command execu 
tion clocks after a transfer timing Signal indicating a timing 
when the packet is inputted is received. 

14. The packet processor System as claimed in claim 13 
wherein the predetermined command execution clocks com 
prise a command acquisition position. 

15. The packet processor as claimed in claim 1 wherein 
the program execution controller determines a command 
acquisition position based on an internal State of the packet 
processor itself and the program. 

16. The packet processor System as claimed in claim 2 
wherein the program execution controller determines a 
command acquisition position based on an internal State of 
the packet processor itself and the program. 

17. The packet processor as claimed in claim 15 wherein 
the internal State comprises an allowable command number 
or an executable command number. 

18. The packet processor System as claimed in claim 16 
wherein the internal State comprises an allowable command 
number or an executable command number. 

19. The packet processor System as claimed in claim 5 
wherein the execution program holder is capable of Switch 
ing over a bank, and the internal State comprises a bank 
value. 

20. The packet processor System as claimed in claim 3 
wherein by a finish of a packet in processing or an input of 
a new packet, the program execution controller Stops acquir 
ing a next command for the packet. 

21. The packet processor System as claimed in claim 3 
wherein the program execution controller does not execute 
a command acquisition for predetermined command execu 
tion clockS. 

22. The packet processor System as claimed in claim 5 
wherein the program execution controller determines a 
command acquisition position based on an internal State of 
the packet processor itself and the program. 
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