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U.S. Patent No. 7,738,471

EGRESS END USER NODE 110

DECODER o 13. An egress end user node (HEUN) of a packet based
m— DMA DEVICE 120 communications system, comprising:
PHY LAYER A / a deceder configured for decoding a packet having a plu-
ME;AZZRY ® rality of headers: and
a direct memory access (DMA) device coupled to said
decoder and configured for concurrently writing (1)
MAC LAYER - . :
MEMORY 126 |< PACKET BUFFER each of said pluraht}-r o_f _headers to a Packet b_uffer
MEMORY memory and (2) each individual one of said plurality of
LLC LAYER > 122 headers to a respective protocol stack layer memory
MEMORY 128 |~ where it is available for immediate processing within a
NETWORK LAYER | _ protocol stack layer.
MEMORY 130 (<] —o—"
TRANSPORT ‘
LAYER MEMORY [«——>; A EMORY 1aa Ex.1001, Claim 1.

Ex.1001, Fig. 1 (partial).
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Key Points

1. Claim construction of “concurrently writing...”
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“concurrently writing...”

The Parties agreed to the construction of the following claim term:

Claim Term/Phrase Agreed Construction

“concurrently writing (1) each of said Plain meaning, 1.e., “concurrently writing (1)

plurality of headers to a packet buffer each of said plurality of headers to a packet butfer

memory and (2) each individual one of memory and (2) each individual one of said

said plurality of headers to a respective plurality of headers (each concurrently with each

protocol stack layer memory” other) to a respective protocol stack layer
memory.”

’471 Patent, Claims 1, 13

(Dkt. No. 45-1 at 2 (P.R. 4-5(d) Joint Claim Construction Chart).) In view of the Parties’ agreement

on the proper construction of the identified terms, the Court hereby ADOPTS the Parties’ agreed

construction.

Ex.2002, 8 (annotated).
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Key Points

2. Prior art discloses “concurrently writing...” headers to their respective
memories

N
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“concurrently writing” headers to respective memories

Petition

The Cornett-Paatela-Nelson combination is based on the teachings of the

references themselves and does not require physical incorporation of elements
from Paatela and Nelson into Cornett. Ex.1003, 967. A physical incorporation of

the teachings would nevertheless be possible for a POSITA and result in the

claimed invention. Ex.1003, 967. The physical incorporation would use Paatela’s
iput controller and packet classification engine to “determine[] where one
networking layer header ends and the next networking layer header begins.”
Ex.1007, [0077]. It would then use Cornett’s DMA engine to move each individual
packet header into a respective memory segment, per Paatela. Ex.1005, [0074],
[0097]. The move operation would be performed m parallel, per Nelson, to further
accelerate packet processing. Ex.1006, 7:1-4. It would have been obvious to

incorporate Paatela’s and Nelson’s teachings into Cornett’s solution. Ex.1003, 67.

Paper 2, 31-32.
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“concurrently writing” headers to respective memories

Dr. Mir

Then, based on this
information, using Cornett’s data movement module (e.g., DMA engine) to move
each individual encapsulated header into a respective memory segment, per Paatela.
Cornett, [0074], [0097]. Per Nelson, the write operations would be performed in
parallel to accelerate packet processing. Nelson, 7:1-4. It would have been obvious

to incorporate Paatela’s and Nelson’s teachings into Cornett’s technique.

135. As I explain above in my Section IX.D, the combination of Cornett,
Paatela, and Nelson processes packets and uses a DMA engine to save each
individual encapsulated header of a packet into a respective memory segment, per

Paatela, in parallel, 1.e., concurrently, per Nelson.

N
cisco

Ex.1003, {67 (cited at
Paper 2, 31-32; Paper
15, 14).

Ex.1003, 135 (cited at
Paper 2, 64; Paper 15,
14-15).
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“concurrently writing” headers to respective memories

10
SEARCH
RESULTS

MEMDRY |- 1703

| POLICER | m

'
780

MACRO
SEQUENCER

INSTRUCTION | | 704 700

MEMORY || /

Paatela

776 ; m

[0078] The memory 716 in one embodiment of the inven-
tion is a dwval-port memory. A dual-port memory can be
simultaneously read and/or written by two different data
sources, or more generally, a shared memory accessible by
two processes. In one embodiment, the data stream is a
64-bit data stream, and the memory 716 1s a 32-bit wide,
128-word deep, dual-port memory. In this manner, two
32-bit words may be simultancously written to the memory
716 to write the 64-bit data. Alternatively, data can be

| POLICING + ("MODIFIED
E 710 -3 : 52 :
o ) A 1S ‘
Tl oo i— mm ||
' CONTROLLER | | — '
: N I _7 :
" 740 l | 172 :
i \ |
| I =
: m\ Multiple memory
: OVERFLOW locations for
T Lo distinct packet
Ex.1007, Fig. 7 (annotated) L pac
header portions
Paper 2, 23; see also id. 39-40.
alualn ) ” )
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“concurrently writing” headers reduces packet latency

(.e., increases speed)

Nelson

One or more of the problems outlined above may be
solved by the various embodiments of the present invention
which, broadly speaking, comprises a system and method
for storing header information in parallel with corresponding
packets or frames of data, wherein the frames of data are
stored in a first-in-first-out buffer and wherein the header
information is accessed to make routing decisions in order to
avoid having to read the frames out of the buffer.

Ex.1006, 2:2-10 (cited at Paper 2, 43).
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Combination motivated by desire for speed

Paatela

Cornett

[0041] Because of the colossal bandwidth demands
required of routcrs, a continual emphasis 1s placed on
alleviating data throughput botilenecks at routers, gateways,
bridges, and other intermediate nodes along the network.
Because routers take on the task of intercepting, analyzing,
and moving on millions of packets per second along the best
possible route, the processing occurring at these routers
must be extremely efficient to avoid bogging down the
system. The present invention may be used in connection
with such routing systems, increasing speed and efficiencies
of network data throughput.

Ex.1007, [0041] (cited at Paper 2, 22-23).
Dr. Mir

[0097] Embodiments of the invention may significantly
reduce TCP/IP processing overhead that may result from
using the core processing module of a host processor.
TCP/IP processing may be accelerated by using a data
movement module, such as a DMA engine, to move data
from one buffer to another buffer. Since the core processing
module of a host processor may be bypassed using a DMA
engine, slow memory access speeds may be avoided. Fur-
thermore, TCP/IP processing performed on the host proces-
sor may scale better than TOE processing because the
number of contexts is not limited by TOE memory.

Ex.1005, [0097] (cited at Paper 13, 15).

Cornett and Paatela.

A POSITA would thus have been motivated to combine Cornett
and Paatela with Nelson because Nelson’s parallel writing of headers and frames

would further accelerate packet/header processing, which is a stated goal of both

Ex.1003, 90 (cited at Paper 2, 43-44).
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The bridge to possible
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