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REAL-TIME PROTOCOL (RTP) FLOW ANALYSIS
USING NETWORK PROCESSOR

BACKGROUND OF THE INVENTION
[0001] 1. Field of the Invention

[0002] The present invention relates to a network proces-
sor and a host system which operate together to capture all
Internet Protocol (IP) communications on a link of a high-
speed packet network and provide, for example, a quality of
service analysis or flow analysis of the captured communi-
cations. The communications might be, for example, voice
over Internet Protocol (VOIP) telephone calls.

[0003] 2. Description of the Related Art

[0004] Communications are often transmitted over a high-
speed, packet network. For example, a communication
might be a voice over Internet Protocol (VOIP) telephone
call comprised of signaling packets and corresponding Inter-
net Protocol (IP) packet media streams. The signaling pack-
ets include information indicating, for example, when the
VOIP telephone call is initiated, when the VOIP telephone
call ends, what parties are participating in the VOIP tele-
phone call, etc. The signaling packets would typically be
based on a signaling protocol such as, for example, SIP. SIP
is a well-known protocol used for signaling packets of a
VOIP telephone call. However, many other signaling pro-
tocols are available.

[0005] The packet media streams (often referred to as
“flows”) are formed of media packets which carry data. If
the communication is a VOIP telephone call, the media
packets would typically be real-time protocol (RTP) packets.
RTP is a well-known protocol used for media packets of a
VOIP telephone call.

[0006] FIG. 1 is a diagram illustrating the use of a call
signaling analyzer to monitor a VOIP telephone call. Refer-
ring now to FIG. 1, a call signaling analyzer 4 is directly
connected to a network link 6 of a network under test. Call
signal analyzer 4 can detect the signaling packets (i.e., the
SIP packets) for a respective VOIP telephone call transmit-
ted over network link 6.

[0007] However, call signaling analyzer 4 cannot detect
the packet media streams (i.e., the RTP packets). Therefore,
with call signaling analyzer 4 in FIG. 1, only information
conveyed by the signaling packets can be monitored. For
example, from the signaling packets, it can be determined
when the VOIP telephone call is initiated, when the VOIP
telephone call ends, what parties are participating in the
VOIP telephone call, etc.

[0008] Unfortunately, since call signaling analyzer 4 can-
not detect the packet media streams, call signaling analyzer
4 cannot analyze or monitor information conveyed by the
packet media streams.

[0009] Further, since the processing power of call signal-
ing analyzer 4 is relatively limited, call signaling analyzer 4
can be overwhelmed by all the packets traveling on network
link 6. For this reason, call signaling analyzer is typically
used to detect and monitor the signaling packets for only a
single, respective VOIP telephone call at one time, and
cannot simultaneously detect and monitor the signaling
packets for all the VOIP telephone calls being transmitted
through network link 6.
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SUMMARY OF THE INVENTION

[0010] Accordingly, the present invention captures all
packets on a network link to thereby capture all communi-
cations transmitted via packets on the network link, detects
packet media streams of the communications from the
captured packets, and provides an analysis, such as a quality
of service analysis or flow analysis, which takes into con-
sideration the detected packet media streams.

[0011] Additional aspects of the invention will be set forth
in part in the description which follows, and, in part, will be
obvious from the description, or may be learned by practice
of the invention.

[0012] The present invention provides a method including
(a) capturing substantially all packets on a link of a packet
network in real-time to thereby capture communications
transmitted via packets on the link, each communication
having at least one corresponding packet media stream; (b)
detecting the packet media streams from the captured pack-
ets; and (¢) analyzing the detected packet media streams.

[0013] The present invention also provides a method
including (a) capturing substantially all packets on a link of
a packet network in real-time to thereby capture communi-
cations transmitted via packets on the link, each communi-
cation having corresponding signaling packets and at least
one corresponding packet media stream; (b) filtering the
captured packets to separate the signaling packets from the
packet media streams; (¢) analyzing the separated signaling
packets to identify the communications; (d) obtaining the
packet media streams corresponding to the captured com-
munications from the separated packet media streams, in
accordance with the identified communications; (e) produc-
ing flow information records for the obtained packet media
streams; and (f) analyzing the flow information records.

[0014] The present invention also provides an apparatus
including (a) a network processor capturing substantially all
packets on a link of a packet network in real-time to thereby
capture communications transmitted via packets on the link,
each communication having at least one corresponding
packet media stream; and (b) a host system communicating
with the network processor to detect the packet media
streams from the captured packets and to analyze the
detected packet media streams.

[0015] Moreover, the present invention provides an appa-
ratus including (a) a network processor capturing substan-
tially all packets on a link of a packet network in real-time
to thereby capture communications transmitted via packets
on the link, each communication having corresponding
signaling packets and at least one corresponding packet
media stream; and (b) a host system communicating with the
network processor to filter the captured packets to thereby
separate the signaling packets from the packet media
streams, analyze the separated signaling packets to identify
the communications, identify the packet media streams
corresponding to the captured communications from the
separated packet media streams in accordance with the
identified communications, produce flow information
records for the obtained packet media streams, and analyze
the flow information records.

[0016] In addition, the present invention provides an appa-
ratus including (a) a signaling analyzer; and (b) a network
processor capturing substantially all packets on a link of a
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packet network in real-time to thereby capture communica-
tions transmitted via packets on the link, each communica-
tion having corresponding signaling packets and at least one
corresponding packet media stream. The network processor
includes (i) a filter filtering the captured packets to separate
the signaling packets from the packet media streams, the
separated signaling packets being provided to the signaling
analyzer so that the signaling analyzer analyzes the sepa-
rated signaling packets to identify the communications, and
(i) a flow engine obtaining the packet media streams
corresponding to the captured communications from the
separated packet media streams in accordance with the
communications as identified by the signaling analyzer, and
producing flow information records for the obtained packet
media streams. An application analyzes the flow information
records produced by the flow engine.

[0017] Further, the present invention provides an appara-
tus for capturing packets on a link of a packet network to
thereby capture communications transmitted via packets on
the link, each communication having corresponding signal-
ing packets and at least one corresponding packet media
stream. The apparatus includes () a signaling analyzer; (b)
a filter capturing substantially all the packets in real-time
and filtering the captured packets to separate the signaling
packets from the packet media streams, the separated sig-
naling packets being provided to the signaling analyzer so
that the signaling analyzer analyzes the separated signaling
packets to identify the communications; (c) a flow engine
obtaining the packet media streams corresponding to the
captured communications from the separated packet media
streams, in accordance with the communications as identi-
fied by the signaling analyzer, and producing flow informa-
tion records for the obtained packet media streams; and (d)
an application analyzing the flow information records pro-
duced by the flow engine.

[0018] The present invention provides an apparatus for
capturing packets on a link of a packet network to thereby
capture communications transmitted via packets on the link,
each communication having corresponding signaling pack-
ets and at least one corresponding packet media stream. The
apparatus includes (a) a signaling analyzer; (b) a filter
capturing substantially all the packets on said at least one
link in real-time and filtering the captured packets to sepa-
rate the signaling packets from the packet media streams, the
separated signaling packets being provided to the signaling
analyzer so that the signaling analyzer analyzes the sepa-
rated signaling packets and thereby produces call flow
records; (c) call flow logic which produces control signals
from the call flow records; (d) a flow engine obtaining the
packet media streams corresponding to the captured com-
munications from the separated packet media streams, in
accordance with the control signals, and producing flow
information records for the obtained packet media streams;
and (e) an application analyzing the flow information
records produced by the flow engine.

[0019] In addition, the present invention provides a
method including (a) capturing packets on at least one link
of a packet network in real-time to thereby capture commu-
nications transmitted via packets on said at least one link,
each communication having corresponding signaling pack-
ets and at least one corresponding packet media stream; (b)
filtering the captured packets to separate the signaling pack-
ets from the packet media streams; (¢) analyzing the sepa-
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rated signaling packets to identify the communications; (d)
obtaining the packet media streams corresponding to the
captured communications from the separated packet media
streams, in accordance with the identified communications;
(e) producing flow information records for the obtained
packet media streams; and (f) analyzing the flow informa-
tion records.

BRIEF DESCRIPTION OF THE DRAWINGS

[0020] Aspects of the invention will become apparent and
more readily appreciated from the following description of
the preferred embodiments, taken in conjunction with the
accompanying drawings of which:

[0021] FIG. 1 (prior art) is a diagram illustrating the use
of a call signaling analyzer to monitor a VOIP telephone
call.

[0022] FIG. 2 is a diagram illustrating the use of a
network processor and host system to monitor all commu-
nications on a network link, according to an embodiment of
the present invention.

DETAILED DESCRIPTION OF THE
PREFERRED EMBODIMENTS

[0023] Reference will now be made in detail to the present
preferred embodiments of the present invention, examples
of which are illustrated in the accompanying drawings,
wherein like reference numerals refer to like elements
throughout.

[0024] FIG. 2 is a diagram illustrating the use of a
network processor and host system to monitor all commu-
nications on a network link, according to an embodiment of
the present invention. Referring now to FIG. 2, a host
system 10 communicates with a network processor 12 via
communication links 14 to monitor communications trans-
mitted through at least one network link 16 of a packet
network under test.

[0025] The packet network is not limited to being based on
any particular network protocol. Moreover, the packet net-
work is not limited to being based on any particular tech-
nology, and might be based, for example, on wired technol-
ogy, wireless technology, electrical technology, optical
technology, local area network (LAN) technology, wide arca
network (WAN) technology, or any combination of these. As
an example, the network under test might be the Internet or
a private packet network.

[0026] Communications transmitted through network link
16 are packet communications which include signaling
packets and media packets. Signaling packets include infor-
mation indicating, for example, when a communication is
initiated, when the communication ends, etc. The signaling
packets are based on a signaling protocol. Signaling proto-
cols include, for example, SIP, MGCP, H.323, RADIUS,
NCS, etc. There are many different signaling protocols that
can be used. However, the present invention is not limited to
any particular signaling protocol, or any particular informa-
tion being conveyed by the signaling packets. The use of
signaling packets and signaling protocols is well-known.

[0027] The media packets carry the data of the commu-
nications. In various embodiments of the present invention,
the media packets might typically include any type or
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protocol of streaming media such as, for example, video,
voice, email, stock price information, etc. As an example,
the present invention is useful for analyzing communica-
tions which are voice over Internet Protocol (VOIP) tele-
phone calls. Real-time protocol (RTP) is a protocol used for
VOIP phone calls, but there are many other protocols which
can be used. Therefore, various embodiments of the present
invention relate to the analysis of communications which are
VOIP telephone calls with RTP media packets. However, the
present invention is not limited to media packets carrying
any particular type of data or being based on any particular
protocol.

[0028] Host system 10 includes, for example, a call sig-
naling analyzer 18, call flow record (CFR) logic 20 and an
application 22.

[0029] Network processor 12 includes, for example, a
filter 24, a flow engine 26 and an application 28. Generally,
a network processor is a known device specialized for
handling packets. As an example, network processor 12 can
be based on the Intel IXP 1200 series network processor.
Other manufacturers, such as Motorola and IBM, also
produce various types of network processors.

[0030] Filter 24 captures substantially all the packets on
network link 16 in real-time to thereby capture the commu-
nications transmitted via packets on network link 16, and
filters the captured packets to separate the signaling packets
from the packet media streams. That is, filter 24 separates
the signaling packets from the media packets forming the
packet media streams. Unmatched packets 25 would, for
example, typically be discarded. For example, filter 24
checks every packet captured from network link 16 to
determine if the packet is a signaling packet, a media (data)
packet, or some other type of packet which should be
discarded.

[0031] The separated signaling packets are provided to
call signaling analyzer 18 via communication link 30 so that
call signaling analyzer 18 analyzes the separated signaling
packets to thereby identify the communications transmitted
on network link 16. Call signaling analyzer 18 produces call
flow records (CFRs) which, generally, are condensed sum-
mary records of the communications identified by call
signaling analyzer 18.

[0032] For example, if the communications are VOIP
telephone calls, call signaling analyzer 18 analyzes the
separated signaling packets to identify VOIP telephone calls.
For example, as part of the identification of a VOIP tele-
phone call, call signaling analyzer 18 might identify when a
VOIP telephone call is initiated or discontinued. Call sig-
naling analyzer 18 would then produce corresponding CFRs.

[0033] There are many different ways that call signaling
analyzer 18 can identify a communication. For example, to
identify a communication, a call signaling analyzer 18 might
analyze, for example, starts/stops, the IP addresses and/or
ports that the media will be on for that call. Accordingly,
there are many different ways in which call signaling ana-
lyzer 18 can identify a communication from signaling pack-
ets, and the present invention is not limited to any particular
manner. Moreover, the identification of a call from analyzing
signaling packets is known. Further, call signal analyzers,
such as call signal analyzer 18 are known devices for
analyzing signaling packets.
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[0034] CFR logic 20 produces control signals from the
CFRs produced by call signaling analyzer 18. Generally, the
control signals are for controlling flow engine 26 in accor-
dance with the communications as identified by call signal-
ing analyzer 18. The control signals can be provided to flow
engine 26 by, for example, communication link 32. Gener-
ally, CRF logic 20 obtains information in the form of CFRs
from call signaling analyzer 18 and transmits appropriate
commands to network processor 12 to capture flows corre-
sponding to identified communications. Generally, CFR
logic 20 is a translator between call signaling analyzer 18
and network processor 12. For example, if call signaling
analyzer 18 identifies a communication as a conference call
between a plurality of participants, CFR logic 20 would send
appropriate control signals to flow engine 26 to capture all
the packet media streams corresponding to the conference
call. The control signals might be, for example, signals that
provide direct instructions to flow engine 26, or might
simply be information regarding the communications and
which is used by flow engine 26 to formulate it’s own
instructions or commands. Therefore, the control signals are
not limited to including any specific information or being
any specific type of command.

[0035] Accordingly, from the media packets separated by
filter 24, flow engine 26 obtains the packet media streams
corresponding to the captured communications in accor-
dance with the control signals, and produces flow informa-
tion records (FIRs) for the obtained packet media streams.
Generally, FIRs are summaries of the packets that arrived on
a respective packet media stream corresponding to a respec-
tive communication. Typically, a FIR might include an
identifier for the respective communication. Moreover, typi-
cally, a FIR might indicate what computer is the originator
of the packet media stream, what computer is the destination
of the packet media stream, etc. However, there are many
different types of information that could be included in a
FIR, and the present invention is not limited to a FIR
including any specific information.

[0036] If flow engine 26 does not receive appropriate
control signals indicating that a respective packet media
stream should be monitored or analyzed, in some embodi-
ments of the present invention flow engine 26 might simply
discard the FIRs for the respective packet media stream. By
discarding FIRs for packet media streams which do not
appear to be relevant, the workload of flow engine 26 can be
reduced.

[0037] Applications 28 and 22 are software-based appli-
cation which analyze the FIRs to produce useful informa-
tion, such as, for example, a quality of service analysis, a
flow analysis, management alarms, statistics, data records
for subsequent applications, etc. Such information might be
useful, for example, to a network administrator accessing
host system 10 through management network 40. Commu-
nication link 34 can be used to forward FIRs from flow
engine 26 to application 22. Communication link 36 can be
used to send flow results to host system 10.

[0038] FIG. 2 shows the use of applications 22 and 28. In
various embodiments of the present invention, applications
22 and 28 might be, for example, the same application,
different applications, serial components of the same appli-
cation, or non-serial components of the same application.
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Therefore, a respective application can reside on host system
10 and/or network processor 12. In this manner, if desired,
application processing can be shared between host system
10 and network processor 28, or scaling can be easily
accomplished.

[0039] In embodiments of the present invention, a com-
munication link 38 might also be provided to allow host
system 10 to dynamically reconfigure network processor 12
to capture the necessary signaling protocols, send the appro-
priate signaling packets to call signaling analyzer 18 and/or
send appropriate media packets to flow engine 26. For
example, in such embodiments, CFR logic 20 produces filter
control signals for dynamically reconfiguring filter 24 in
accordance with the analysis of the separated signaling
packets by call signaling analyzer 18. In this manner, as an
example, as communication protocols change, filter 24 can
be dynamically reconfigured and appropriate media packets
can be relayed to flow engine 26.

[0040] Generally, the present invention recognizes that a
very large number of packets can travel over a high-speed
network link, where the packets correspond to a plurality of
communications transmitted over the network link. Of these
packets, only a very small percentage are signaling packets.
For example, in a typical network, approximately 5% or less
of the packets traveling over the network might be signaling
packets. Therefore, the present invention combines the use
of network processor 12 with host system 10 to capture
preferably all the packets on network link 16, separate the
signaling packets from the remaining packets, identify the
communications from the signaling packets, detect the
packet media streams of the captured communication in
accordance with the identified communications, and analyze
the detected packet media streams.

[0041] More specifically, network processors are opti-
mized devices for handling packets. Therefore, in embodi-
ments of the present invention, network processor 12 is
responsible for passively capturing, for example, 100% of
the packets on network link 16 and classifying the packets
into FIRs. Packet classification is accomplished, for
example, by first discarding any packets that are not poten-
tially useful, such as, for example, non-signaling. For
example, if the communications are VOIP telephone calls,
non-signaling packets and non-RTP packets may be dis-
carded. Network processor 12 then forwards the signaling
packets to call signaling analyzer 18 of host system 10 and
waits for host system 10 to indicate the start and completion
of packet media streams (i.e., RTP flows). Meanwhile,
network processor 12 continues to capture all media packets
(such as RTP packets for VOIP telephone calls) and pro-
duces corresponding FIRs. Network processor 12 stores the
FIRs until host system 10 identifies communications to
which the packet media streams correspond. When a com-
munication is identified, network processor 12 can begin
forwarding FIRs for the packet media streams corresponding
to the identified communication to application 28 and/or
application 22. If FIRs are being stored, and a respective
communication is not identified for a packet media stream to
which the stored FIRs correspond, then the stored FIRs
would typically be discarded after a specific amount of time.
In various embodiments of the present invention, network
processor 12 can either forward the FIRs to host system 10
or can compute high-level results from the FIRs and forward
the high-level results to host computer 10.
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[0042] Accordingly, network processor 12 can, for
example, process substantially all packets on network link
16 and produce comprehensive results in, for example,
real-time. Network processor 12 accomplishes this with
hardware specialized for processing packets, and by com-
municating to host system 10 in real-time and dynamically
reconfiguring itself to handle high traffic levels. Network
processor 12 can, for example, produce comprehensive FIRs
in real-time for all packet media streams (i.c., flows) on a
high-speed packet network link. Accordingly, for example,
all packet media streams found on network link 16 can be
captured and condensed into FIRs which can then be pro-
cessed by host system 10 and/or network processor 12. This
allows host system 10 and/or network processor 12 to
perform high level computations on the packet media
streams and to produce, for example, a quality of service
analysis and/or additional flow analysis.

[0043] By appropriately using applications 22 and 22 and
the processing power of host system 10 and/or network
processor 12, scalability and load balancing can be
improved.

[0044] Although processing is described above as being
performed in real-time, the present invention is not limited
to such performance in real-time. For example, FIRs might
be analyzed in non-real-time. Also, flow engine 26 might
produce the FIRs in non-real-time.

[0045] The following is an example of the operation of
host system 10 and network processor 12 in FIG. 2, accord-
ing to an embodiment of the present invention. Assume that
10,000 VOIP telephone calls are traveling over network link
16, and that it is desired to monitor the quality of service of
the telephone calls. Each VOIP telephone call includes
signaling packets and media packets. For this example, it
will be assumed that the signaling packets are based on the
SIP protocol, and the media packets are real-time protocol
(RTP) packets. Other packets, such as those relating to
email, http, etc., also travel over network link 16. For this
example, it will be assumed that CFR logic 20 has initially
configured filter 24 to send SIP packets to call signaling
analyzer 18 and to send RTP packets to flow engine 26.

[0046] Therefore, in this example, filter 24 captures all
packets traveling over network link 16, and filters the
captured packets to separate the signaling packets (e.g., the
SIP packets) from the media packets (e.g., the RTP packets).
Filter 24 sends the signaling packets to call signaling ana-
lyzer 18, and sends the RTP packets to flow engine 26. Filter
25 discards the other packets, such as those relating to email,
http, etc.

[0047] Flow engine 26 stores all the RTP packets until it
knows what to do with them. Call signaling analyzer 18
collects the SIP packets, analyzes the collected SIP packets
to identify respective VOIP telephone calls, and produces
corresponding CFRs. CFR logic 20 analyzes the CFRs and
determines what packet media streams correspond to each
identified VOIP telephone call. For example, with a VOIP
telephone call, there would typically be two packet media
streams corresponding to each VOIP telephone call—one
packet media stream from the originating party to the
destination party, and one packet media stream from the
destination party to the originating party. In a conference
call, there might be a plurality of packet media streams
corresponding to the respective conference call. CFR logic
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20 then sends appropriate control signals to flow engine 26
so that flow engine 26 can obtain the packet media streams
corresponding to the identified VOIP telephone calls. For
example, flow engine 26 might check a buffer (not illus-
trated) and retrieve the RTP packets in the buffer that pertain
to the two packet media streams corresponding to a respec-
tive, identified VOIP telephone call. For this respective
VOIP telephone call, flow engine 26 will keep collecting
new RTP packets until it receives an indication from call
signaling analyzer 18 that the VOIP telephone call has
ended.

[0048] Eventually, SIP packets for the respective VOIP
telephone call will be captured to indicate that the VOIP
telephone call will end. Filter 24 sends these packets to call
signaling analyzer 18. Call signaling analyzer 18 then sends
CFRs to CFR logic 20 which indicate that the VOIP tele-
phone call will end. CFR logic 20 then sends control signals
to flow engine 26 to indicate that the packet media streams
for that VOIP telephone call are finished. Accordingly, flow
engine 26 stops collecting RTP packets for the respective
VOIP telephone call, and sends appropriate FIRs to appli-
cation 22 and/or application 28, so that a quality of service
analysis or additional flow analysis can be performed. Flow
engine 26 might send FIRs simultaneously to RTP applica-
tion 22 and/or application 28 as the VOIP telephone call is
in progress, or flow engine 26 might wait for the VOIP
telephone call to end, depending on the embodiment.

[0049] Therefore, for example, by analyzing the signaling
packets, call signaling analyzer 18 recognizes when a new
VOIP telephone call is being set up. Call signaling analyzer
18 then causes network processor 12 to be controlled to
capture the RTP packets for the respective VOIP telephone
call. In this manner, call signaling analyzer 18 operates
together with network processor 12 to capture and analyze
the RTP packet media streams for all the VOIP telephone
calls transmitted on network link 16.

[0050] Therefore, in embodiments of the present inven-
tion, call signaling analyzer 18 can dynamically configure
network processor 12 so that network processor 12 captures
the right packets at the right time. More specifically, by
analyzing the signaling packets, call signaling analyzer 18
directs network processor 12 to, for example, capture, cat-
egorize, correlate and analyze the different packet media
streams. For example, if 10,000 VOIP telephone calls are
being transmitted over network link 16, call signalizing
analyzer 18 helps network processor 12 handle this full load
of work as the VOIP telephone calls are being set up and
ended. In this manner, call signaling analyzer 18 and net-
work processor can capture 100% of the VOIP telephone
calls transmitted over network link 16.

[0051] Moreover, as described above, in various embodi-
ments of the present invention, filter 24 discards packets
which are not related to the communications which are to be
monitored. Similarly, as described above, in various
embodiments of the present invention, if flow engine 26
does not receive appropriate control signals indicating that a
respective packet media stream should be monitored or
analyzed, flow engine 26 discards the FIRs for the respective
packet media stream. Such discarding of packets and FIRs
allows network processor 12 to keep up with a high speed
network link 16 through which a very large number of
packets are being transmitted.
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[0052] The present invention is not limited to any particu-
lar location of host system 10 and network processor 12 in
relation to each other. For example, host system 10 and
network processor 12 might be physically located in the
same room of the same building, or might be located
remotely (for example, in different rooms of the same
building, in different buildings, in different cities or in
different countries) from each other. Host system 10 and
network processor 12 might even be connected to each other
from remote locations via an appropriate communication
link such as, for example, the Internet. Moreover, applica-
tions 22 and 28 are not limited to being in any specific
location, or to being on host system 10 or network processor
12. For example, application 22 and/or 28 might be located
remotely from host system 10 and/or network processor 12,
and be appropriately connected to host system 10 and/or
network processor 12 via an appropriate communication
link, such as via, for example, the Internet.

[0053] FIG. 2 shows communications links 14 (which
includes respective communication links 32, 34, 36 and 38)
to communication between various devices in host system
10 and network processor 12. However, the specific arrange-
ment of communication links in FIG. 2 is only intended as
an example, and there are many possible variations of
communication links which can be used to allow commu-
nication between the various devices in host 10 and network
processor 12. Moreover, communication links 14 are not
limited to any particular technology and might be based, for
example, wired technology, wireless technology, electrical
technology, optical technology, local area network (LAN)
technology, wide area network (WAN) technology, or any
combination of these. Moreover, communication links 14
are not limited to any communication protocol. As an
example, communication links 14 might be the Internet.
Therefore, the present invention is not limited to any specific
arrangement of communication links.

[0054] The network under test, which includes network
link 16, might be a high-speed network. The present inven-
tion is especially useful with a high-speed network, as
network processor 12 has the ability to capture and filter all
packets traveling on network link 16. Generally, a high-
speed network would have a clock rate greater than 10
megabits/s. However, the present invention is not limited for
use with a high-speed network.

[0055] Moreover, network link 16 in FIG. 2 could repre-
sent multiple links in a network under test. For example,
network processor 12 could be used to capture packets at
multiple points in a network under test. In FIG. 2, network
link 16 would represent such multiple points.

[0056] Here, a “link”, such as network link 16, is simply
intended to indicate some type of communication line on the
network. Thus, network link 16 might represent, for
example, a point at the output of a switch, router or other
device on a network. Or, as an example, network link might
be a point along a communication line connecting two nodes
of the network under test.

[0057] Various examples described herein relate to com-
munications which are Internet Protocol (IP), or real-time
protocol (RTP) voice communications (i.e., voice over inter-
net (VOIP) telephone calls). However, the present invention
is not limited to such communications, or to any particular
protocols.
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[0058] Therefore, according to embodiments of the
present invention, all packets on a link of a packet network
are captured in real-time, to thereby capture all communi-
cations transmitted via packets on the link. The packet media
streams of all the captured communications are detected an
analyzed. The communications are, for example, VOIP
telephone calls. The packet media streams are comprised of,
for example, RTP packets.

[0059] According to embodiments of the present inven-
tion, all packets on a link of a packet network are captured
in real-time, to thereby capture communications transmitted
via packets on the link. The captured packets are filtered to
separate the signaling packets from the packet media
streams. The separated signaling packets are analyzed to
identify the communications. The packet media streams
corresponding to the captured communications are then
obtained in accordance with the identified communications.
For example, in above embodiments of the present inven-
tion, call signaling analyzer 18 identifies communications by
analyzing the signaling packets. Flow engine 26 then obtains
the packet media streams corresponding to the captured
communications in accordance with the communications as
identified by call signaling analyzer 18. FIRs for the
obtained packet media streams are then produced and ana-
lyzed to provide, for example, a quality of service analysis
or additional flow analysis.

[0060] As indicated above, separated signaling packets are
analyzed to identify the communications. The present inven-
tion is not limited to any particular information being
required to identify a communication, or to any particular
information being communicated to indicate that a commu-
nication has been identified. Similarly, as indicated above,
packet media streams corresponding to the communications
are obtained. The present invention is not limited to any
particular information being required to obtain a packet
media stream, or to any particular information being
required to indicate that a packet media stream has been
obtained.

[0061] As shown in FIG. 2, host system 10 includes, for
example, a call signaling analyzer 18, call flow record (CFR)
logic 20 and an application 22. However, the present inven-
tion is not limited to a host system including these specific
elements in the specific configuration shown in FIG. 2.
Instead, various modifications are possible.

[0062] Similarly, as shown in FIG. 2, network processor
12 includes, for example, a filter 24, a flow engine 26 and an
application 28. However, the present invention is not limited
to a network processor including these specific elements in
the specific configuration shown in FIG. 2. Instead, various
modifications are possible.

[0063] As indicated above, applications 22 and 28 can be
used to provide, for example, a quality of service analysis or
flow analysis. However, applications 22 and 28 are not
limited to providing any particular type of analysis. Instead,
applications 22 and 28 simply provide desired, useful infor-
mation.

[0064] In various of the above embodiments of the present
invention, a network processor is described as capturing
“all” packets transmitted through at least one network link.
In many embodiments, it may be possible to capture 100%
of the packets. However, the present invention is not limited
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to capturing 100% of the packets. For example, it is often
difficult or unnecessary to capture 100% of the packets.
Therefore, in embodiments of the present invention, a net-
work processor might capture “substantially all” the packets.
Here, “substantially all” the packets indicates that, for
example, at least 90%, and more preferably at least 95%, of
the packets are captured.

[0065] Although a few preferred embodiments of the
present invention have been shown and described, it would
be appreciated by those skilled in the art that changes may
be made in these embodiments without departing from the
principles and spirit of the invention, the scope of which is
defined in the claims and their equivalents.

What is claimed is:
1. A method comprising:

capturing substantially all packets on at least one link of
a packet network in real-time to thereby capture com-
munications transmitted via packets on said at least one
link, each communication having at least one corre-
sponding packet media stream;

detecting the packet media streams from the captured
packets; and

analyzing the detected packet media streams.
2. A method as in claim 1, wherein

said detecting comprises filtering the captured packets to
detect the packet media streams from the captured
packets, and producing flow information records from
the detected packet media streams; and

said analyzing analyzes the flow information records to
provide information related to the communications.

3. A method as in claim 1, wherein the network link has
a clock rate greater than or equal to 10 megabits/s.

4. A method as in claim 1, wherein the communications
are real-time protocol (RTP) communications.

5. A method as in claim 2, wherein the communications
are real-time protocol (RTP) communications.

6. A method comprising:

means for capturing substantially all packets on at least
one link of a packet network in real-time to thereby
capture communications transmitted via packets on
said at least one link, each communication having at
least one corresponding packet media stream;

means for detecting the packet media streams from the
captured packets; and

means for analyzing the detected packet media streams.
7. A method comprising:

capturing substantially all packets on at least one link of
a packet network in real-time to thereby capture com-
munications transmitted via packets on said at least one
link, each communication having corresponding sig-
naling packets and at least one corresponding packet
media stream,;

filtering the captured packets to separate the signaling
packets from the packet media streams;

analyzing the separated signaling packets to identify the
communications;

Ex.1080 / Page 8 of 10
Cisco Systems, Inc.



US 2004/0071129 Al

obtaining the packet media streams corresponding to the
captured communications from the separated packet
media streams, in accordance with the identified com-
munications;

producing flow information records for the obtained
packet media streams; and

analyzing the flow information records.

8. Amethod as in claim 7, wherein said capturing and said
obtaining the packet media streams are performed by a
network processor, and said analyzing the separated signal-
ing packets is performed by a call signaling analyzer.

9. A method as in claim 8, wherein the network processor
is at a remote location from the call signaling analyzer, and
the network processor and the call signaling analyzer com-
municate with each other via communication links.

10. A method as in claim 7, wherein the communications
are real-time protocol (RTP) communications.

11. An apparatus comprising:

a network processor capturing substantially all packets on
at least one link of a packet network in real-time to
thereby capture communications transmitted via pack-
ets on said at least one link, each communication
having at least one corresponding packet media stream;
and

a host system communicating with the network processor
to detect the packet media streams from the captured
packets and to analyze the detected packet media
streams.

12. An apparatus as in claim 11, wherein the network

processor is at a remote location from the host system.

13. Amethod as in claim 11, wherein the communications

are real-time protocol (RTP) communications.

14. An apparatus comprising:

a network processor capturing substantially all packets on
at least one link of a packet network in real-time to
thereby capture communications transmitted via pack-
ets on said at least one link, each communication
having corresponding signaling packets and at least one
corresponding packet media stream; and

a host system communicating with the network processor
to filter the captured packets to thereby separate the
signaling packets from the packet media streams, ana-
lyze the separated signaling packets to identify the
communications, identify the packet media streams
corresponding to the captured communications from
the separated packet media streams in accordance with
the identified communications, produce flow informa-
tion records for the obtained packet media streams, and
analyze the flow information records.

15. An apparatus as in claim 14, wherein the network

processor is at a remote location from the host system.

16. An apparatus as in claim 14, wherein the communi-

cations are real-time protocol (RTP) communications.

17. An apparatus as in claim 15, wherein the communi-

cations are real-time protocol (RTP) communications.

18. An apparatus comprising:

a signaling analyzer; and

a network processor capturing substantially all packets on
at least one link of a packet network in real-time to
thereby capture communications transmitted via pack-
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ets on said at least one link, each communication
having corresponding signaling packets and at least one
corresponding packet media stream, the network pro-
cessor including:

a filter filtering the captured packets to separate the
signaling packets from the packet media streams, the
separated signaling packets being provided to the
signaling analyzer so that the signaling analyzer
analyzes the separated signaling packets to identify
the communications, and

a flow engine obtaining the packet media streams
corresponding to the captured communications from
the separated packet media streams in accordance
with the communications as identified by the signal-
ing analyzer, and producing flow information
records for the obtained packet media streams; and

an application analyzing the flow information records

produced by the flow engine.

19. An apparatus as in claim 18, wherein the signaling
analyzer is located remotely from the network processor and
communicates with the network processor via communica-
tion lines.

20. An apparatus as in claim 18, further comprising:

a host system which includes the signaling analyzer.

21. An apparatus as in claim 18, wherein the filter is
dynamically reconfigured in accordance the analysis of the
separated signaling packets by the signaling analyzer to filter
the captured communications.

22. An apparatus as in claim 18, further comprising:

a host system which includes the signaling analyzer and
is located remotely from the network processor, the
host system communicating with the network processor
via communication lines.

23. An apparatus as in claim 18, wherein the application
resides on at least one of the group consisting of the network
processor and a host system which includes the signaling
analyzer.

24. An apparatus as in claim 18, wherein the communi-
cations are real-time protocol (RTP) communications.

25. An apparatus as in claim 19, wherein the communi-
cations are real-time protocol (RTP) communications.

26. An apparatus for capturing packets on at least one link
of a packet network to thereby capture communications
transmitted via packets on said at least one link, each
communication having corresponding signaling packets and
at least one corresponding packet media stream, the appa-
ratus comprising:

a signaling analyzer;

a filter capturing substantially all the packets in real-time
and filtering the captured packets to separate the sig-
naling packets from the packet media streams, the
separated signaling packets being provided to the sig-
naling analyzer so that the signaling analyzer analyzes
the separated signaling packets to identify the commu-
nications;

a flow engine obtaining the packet media streams corre-
sponding to the captured communications from the
separated packet media streams, in accordance with the
communications as identified by the signaling analyzer,
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and producing flow information records for the
obtained packet media streams; and

an application analyzing the flow information records
produced by the flow engine.
27. An apparatus as in claim 26, further comprising:

a network processor which includes the filter and the flow
engine; and

a host system which includes the signaling analyzer.

28. An apparatus as in claim 27, wherein the network
processor is located remotely from the host system and
communicates with the host system via communication
lines.

29. An apparatus as in claim 26, further comprising:

a network processor which includes the filter and the flow
engine; and

a host system which includes the signaling analyzer and

the application.

30. An apparatus as in claim 29, wherein the network
processor is located remotely from the host system and
communicates with the host system via communication
lines.

31. An apparatus as in claim 26, wherein the application
is included on at least one of the group consisting of the
network processor and the host system.

32. An apparatus as in claim 26, wherein the communi-
cations are real-time protocol (RTP) communications.

33. An apparatus as in claim 27, wherein the communi-
cations are real-time protocol (RTP) communications.

34. An apparatus as in claim 27, wherein the host system
dynamically reconfigures the filter of the network processor
in accordance the analysis of the separated signaling packets
by the signaling analyzer to capture and filter the commu-
nications.

35. An apparatus for capturing packets on at least one link
of a packet network to thereby capture communications
transmitted via packets on said at least one link, each
communication having corresponding signaling packets and
at least one corresponding packet media stream, the appa-
ratus comprising:

a signaling analyzer;

a filter capturing substantially all the packets on said at
least one link in real-time and filtering the captured
packets to separate the signaling packets from the
packet media streams, the separated signaling packets
being provided to the signaling analyzer so that the
signaling analyzer analyzes the separated signaling
packets and thereby produces call flow records;

call flow logic which produces control signals from the
call flow records;

a flow engine obtaining the packet media streams corre-
sponding to the captured communications from the
separated packet media streams, in accordance with the
control signals, and producing flow information records
for the obtained packet media streams; and

an application analyzing the flow information records
produced by the flow engine.
36. An apparatus as in claim 35, further comprising:

a network processor which includes the filter and the flow
engine; and
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a host system which includes the signaling analyzer and

the call flow logic.

37. An apparatus as in claim 36, wherein the network
processor is located remotely from the host system and
communicates with the host system via communication
lines.

38. An apparatus as in claim 35, further comprising:

a network processor which includes the filter and the flow
engine; and

a host system which includes the signaling analyzer, the

call flow logic and the application.

39. An apparatus as in claim 38, wherein the network
processor is located remotely from the host system and
communicates with the host system via communication
lines.

40. An apparatus as in claim 36, wherein the application
is included on at least one of the group consisting of the
network processor and the host system.

41. An apparatus as in claim 35, wherein the communi-
cations are real-time protocol (RTP) communications.

42. An apparatus as in claim 35, wherein call flow logic
produces filter control signals to dynamically reconfigure the
filter in accordance the analysis of the separated signaling
packets by the signaling analyzer to capture and filter the
communications.

43. An apparatus as in claim 36, wherein call flow logic
produces filter control signals to dynamically reconfigure the
filter in accordance the analysis of the separated signaling
packets by the signaling analyzer to capture and filter the
communications.

44. A method comprising:

capturing packets on at least one link of a packet network
in real-time to thereby capture communications trans-
mitted via packets on said at least one link, each
communication having corresponding signaling pack-
ets and at least one corresponding packet media stream;

filtering the captured packets to separate the signaling
packets from the packet media streams;

analyzing the separated signaling packets to identify the
communications;

obtaining the packet media streams corresponding to the
captured communications from the separated packet
media streams, in accordance with the identified com-
munications;

producing flow information records for the obtained
packet media streams; and

analyzing the flow information records.

45. A method as in claim 44, wherein said capturing and
said obtaining the packet media streams are performed by a
network processor, and said analyzing the separated signal-
ing packets is performed by a call signaling analyzer.

46. A method as in claim 45, wherein the network
processor is at a remote location from the call signaling
analyzer, and the network processor and the call signaling
analyzer communicate with each other via communication
links.

47. A method as in claim 44, wherein the communications
are real-time protocol (RTP) communications.
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