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NETWORK ISOLATION FOR COLLABORATION SOFTWARE

CROSS-REFERENCE TO RELATED APPLICATION

[0001] This application claims the benefit of U.S. Provisional Application Serial No.
62/564,371, filed September 28, 2017, the contents of which are incorporated by reference

herein.

BACKGROUND

[0002] The Internet provides access to a large number of systems from which beneficial
and/or harmful data may be retrieved by a host computer system attached to and communicating
over the Internet. Harmful data that can be accessed through the Internet includes a variety of
viral software constructs, generally referred to as malicious software or malware. Malware may
be downloaded to a host computer system unintentionally, for example, by and/or without the
knowledge of the user of the host computer system.

[0003] A host computer system that has downloaded malware may be referred to as an
infected host computer system. An infected host computer system may result in possible
security losses, reduction of efficiency, and/or malfunctions. Security losses may include, but
are not limited to, the loss of some or all data that is accessible by the infected host computer
system, the installation of additional malware onto the infected host computer system, and/or the
loss of command and control of the infected host computer system. Reduction of efficiency may
be incurred from, but not limited to, additional processor demand, additional memory usage,
and/or additional network access by the executing malware

[0004] The security and privacy of the user of the infected host computer system may be
compromised by malware. Both information located on the infected host computer system
and/or information stored on or communicated via a local area network may be susceptible to
attack by the malware. In many instances, an infected host computer may be used by the

malware as a vehicle to stage an attack on other network resources that are accessible from the
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infected host computer system. Such an attack method is often undetected by the user of the host
computer system and/or network administrators.

[0005] An infected host computer system may lose command and control. The loss of
command and control of the infected host computer system may include performing one or more
actions the author of the downloaded malware may desire. For example, the malware may
perform a reconnaissance of the infected host computer system, determine system privileges,
access local files, access security tokens, and/or attempt infection or access of other network

resources accessible from the infected computer system

SUMMARY OF THE INVENTION

[0006] Methods and systems are disclosed for isolation of multi-user interactive software
(e.g., collaboration software) on a host computer system. A host computer system may include a
processor and a memory. The host computer system may include a workspace. One or more
applications may run in the workspace via a first memory space (e.g., a trusted memory space).
The host computer system may include an isolated computing environment. The isolated
computing environment may be isolated from the workspace by an internal isolation firewall.
The internal isolation firewall may prevent communication between the isolated computing
environment and the workspace. The internal isolation firewall may allow communication
between the isolated computing environment and the workspace if, for example, the user of the
host computer system allows the communication. The host computer system may prompt the
user to allow the communication.

[0007] One or more isolated applications may run in the isolated computing environment via
a second memory space. The isolated applications may have access to one or more Internet
destinations (e.g., untrusted Internet destinations), The isolated applications may communicate
with the Internet destinations via an authentication device. For example, the authentication
device may prevent the multi-user interactive software application from communicating with the
Internet destinations until after the isolated computing environment has authenticated with the
authentication device.

[0008] The isolated applications may include a multi-user interactive software application. A
multi-user interactive software application may be an application that allows one or more remote
machines to control (e.g., access, view, interact with, download from, upload to, and/or modify)
an application running on the host computer system. For example, the multi-user interactive

software application may allow the remote machines to view a display of the host computer
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system (e.g., for a presentation or screen-sharing). The multi-user interactive software
application may allow the remote machine to control the host computer system by allowing the
remote machines to control a pointer device, a keyboard input, and/or a display of the host
computer system.

[0009] The host computer system may be configured to connect to a network. For example,
the network may be a local area network (LAN), a wide area network (a WAN), a cellular
network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network,
a data center, and/or a satellite network. The host computer system may be connected to multiple
networks at the same time. For example, the host computer system may be simultaneously
connected to a Wi-Fi network and a LAN. The host computer system may run one or more
trusted applications in the workspace. The trusted applications may be configured to
communicate with one or more trusted machines via the network.

[0010] The host computer system may include a host-based firewall. The host-based firewall
may be configured to isolate the host computer system from communicating with one or more
devices on the network. The host-based firewall may allow the host computer system to
communicate with, for example, one or more predetermined network devices using one or more
predetermined ports. The host-based firewall may block incoming communications that are sent
to the workspace from the network.

[0011] A networked computer system may include a network, a first host computer system, a
border firewall and/or a web proxy. The host computer system may include a processor and
memory. The network may include one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a
cloud computing network, a data center, an ad-hoc network, a satellite network, a cable modem
network, and/or the like. The networked computer system may be configured to implement
network isolation between one or more untrusted network destinations and the first host
computer system. The network isolation may be implemented via one or more of a host-based
firewall on the first host computer system, a border firewall around a portion of the network that
includes the first host computer system, a web proxy, an internal isolation firewall on the host
computer system, and/or a segregation of a trusted memory space and an untrusted memory
space.

[0012] The first host computer system may be configured to run a collaboration software
application or process that enables interaction with one or more other host computer systems.
The collaboration software application or process may be run within the untrusted memory

space. The collaboration software application or process may enable interaction between a
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second host computer system and the untrusted memory space such that the second host
computer system may access meeting data within a sandboxed computing environment operating
within the untrusted memory space. The collaboration software application or process may
allow the second host computer system to control the pointer device within the sandboxed
computing environment of the first host computer system.

[0013] The collaboration software application or process may be configured to allow the
second host computer system to control a keyboard input within the sandboxed computing
environment of the first host computer system. The collaboration software application or process
may be configured to allow the second host computer system to cut and paste data within the
sandboxed computing environment of the first host computer system. The collaboration
software application or process may be configured to allow the second host computer system to
transfer one or more files to and/or from the sandboxed computing environment of the first host
computer system.

[0014] The host-based firewall may be configured to prevent lateral communication and
movement of malware between the first host computer system and other devices on the
networked computer system. The web proxy may be configured to prevent unauthorized
communication between the first host computer system and the one or more untrusted network
destinations. The segregation of the trusted memory space and the untrusted memory space may
be enforced by the internal isolation firewall. The first host computer system may be configured
to run one or more applications or processes in the trusted memory space that are configured to
communicate with one or more trusted devices. The trusted memory space may be a first
memory space.

[0015] The first host computer system may be configured to enable a plurality of sandboxed
computing environments and/or untrusted memory spaces. For example, a first sandboxed
computing environment may be configured to enable operation of a collaboration software
application. The first sandboxed computing environment may operate within a second memory
space. A second sandboxed computing environment may be configured to enable operation of a
browser program. The second sandboxed computing environment may operate within a third
memory space. The second memory space and the third memory space may be separate

untrusted memory spaces.

BRIEF DESCRIPTION OF THE DRAWINGS
[0016] FIG. 1 depicts an example host computer system.
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[0017] FIG. 2 depicts an example host computer system configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system using a sandbox based network isolation system.

[0018] FIG. 3 depicts another example host computer system configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system using a sandbox based network isolation system.

[0019] FIG. 4 depicts an example host computer system configured to enable separate
sandboxed computing environments, the example host computer system using a sandbox based

network isolation system.

DETAILED DESCRIPTION

[0020] Systems and methods are disclosed for isolation of collaboration software on a host
computer system. Isolation of collaboration software may protect the host computer system from
collaboration software-based interactions that may bypass other network security controls. For
example, isolation of collaboration software may protect the host computer system from one or
more of command and control infection, data exfiltration, or general automated infection that can
occur from communicating with one or more trusted or untrusted devices via collaboration
software. A host computer system may initiate collaboration software to securely browse,
access, share data, and/or communicate with untrusted network destinations, including but not
limited to resources accessible via the Internet. The host computer system may be a laptop
computer, a mobile phone, a tablet, efc. The host computer system may be connected to a
network (e.g., alocal area network (LAN), a wide area network (WAN), a cellular network, a
Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network, a data
center, an ad-hoc network, a satellite network, a cable modem network, etc.). The host computer
system may be a physical machine, a virtual machine, or a combination thereof. The isolation
may be enforced via the host computer system itself and/or via one or more network entities
located within the network.

[0021] Systems and methods are described to provide a layer of communication isolation
between collaboration software applications and untrusted network destinations in order to
prevent malware from effectively exfiltrating data from the host computer system and/or
establishing command and control channels with an attacker resources in order to attempt to gain
control of the host computer system. The host computer system may isolate the collaboration

software from other applications and/or processes operating on the computer system. The
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collaboration software may be implemented using software that is commercially available, for
example, such as WebEx, GoToMeeting, etc.

[0022] The terms “collaboration software” and “multi-user interactive software” may be used
interchangeably herein. For example, they may refer to software that, when run in an application
on a host machine, allows a remote machine to control the host machine via a network (e.g., the
Internet). Multi-user interactive software applications may allow information (e.g., files, data
objects, etc.) to be transferred from the remote machine to the host machine and vice versa.
Examples of collaboration or multi-user software may include screen sharing applications,
collaborative meeting applications, remote desktop applications, gaming applications, shared
document application, file sharing applications, and/or the like.

[0023] Internet isolation, or also known herein as communication isolation may be provided
via untrusted memory space segregation. The host computer system may have a sandbox
protected application or process and/or an internal isolation firewall running thereon. For
example, collaboration software may wholly or partially be contained in a sandboxed computing
environment (e.g., an isolated computing environment). As another example, a collaboration
software application may instantiate its own sandboxed computing environment, firewall, and/or
untrusted memory space. The host computer system may enable use of collaboration software
via a web browser and/or a specific collaboration software application. For example, one or
more plugins may installed in a web browser to enable use of the collaboration software and/or
features. Other isolation methods such as operating the collaboration software applications
within a virtual machine may be used.

[0024] The sandbox protected application or process may operate within a sandboxed
computing environment. The sandboxed computing environment may include resources (e.g., a
limited set of resources) allocated for operation of a sandbox container process. The sandboxed
computing environment may be enforced via the sandbox container process. The sandbox
container process may be a security mechanism used to separate the sandboxed computing
environment from other applications and/or processes that may be running on a workspace of the
host computer system. The sandboxed container process may be configured to enable one or
more applications and/or processes (e.g., such as a collaboration software application and/or
process) being executed within the sandboxed computing environment to access the resources
allocated for operation of the sandbox container process. For example, the one or more
applications and/or processes being operated within the sandboxed computing environment may

be allowed to access memory associated with the sandboxed computing environment. The
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memory associated with the sandboxed computing environment may be separate from memory
that is configured to enable storage and operation of the workspace.

[0025] The terms “sandboxed computing environment™ and “isolated computing
environment” may be used interchangeably herein. For example, they may refer to a memory
space that is isolated (e.g., by use of an internal isolation firewall) from another memory space
(e.g., a workspace). Applications running in the isolated computing environment may be able to
interact with one or more Internet resources, for example via one or more proxy servers and/or
authentication devices. An isolated computing environment may be implemented using a
sandbox container and/or other isolation techniques such as a virtual machine.

[0026] The workspace may include one or more processes operating within the operating
system that are not restricted by the sandbox container process. The operating system of the host
computer system may include a set of resources configured to enable operation of the workspace
and the sandbox container process.

[0027] The sandbox container process may have access to one or more operating system
and/or kernel processes in order to enforce isolation between the workspace associated with the
first memory space and the sandboxed computing environment associated with the second
memory space. For example, the isolation of the workspace from the sandboxed computing
environment may be enforced by an internal isolation firewall. The sandbox container process
may enforce the segregation using techniques such as namespace isolation such that processes
running in the sandboxed computing environment in the second memory space are restricted
from accessing the first memory space including the workspace (e.g., and vice versa). The
sandbox container process may restrict access to certain resources by processes running in the
sandboxed computing environment. The sandboxed container process may allow the workspace
and the sandboxed computing environment to share access to the host operating system and host
operating resources (e.g., including the kernel and libraries) while enforcing the segregation of
the memory spaces access by the workspace and the sandboxed computing environment. In this
manner, the sandbox container process may permit isolation of the sandboxed computing
environment without requiring the sandboxed computing environment to boot a separate
operating system, load separate libraries, efc., which would require separate private memory for
those files.

[0028] The one or more processes or applications operating within the sandboxed computing
environment may be permitted to access untrusted network destinations via an intermediate
connection device. The intermediate connection device may be a web proxy and/or an

authentication device, for example. The isolated computing environment may be required to
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authenticate with the intermediate connection device in order for applications running in the
isolated computing environment to communicate with the untrusted network destinations. For
example, the multi-user interactive software application may be unable to communicate data
until after the isolated computing environment has authenticated with the intermediate
connection device.

[0029] The one or more processes or applications operating within the sandboxed computing
environment may connect to the untrusted network destinations as a dedicated network interface
device with using a specific Internet Protocol (IP) address. The one or more processes or
applications operating within the sandboxed computing environment may be referred to as
sandboxed processes or applications. The host computer system may maintain a list of untrusted
network destinations and/or a list of trusted network destinations. The list of trusted network
destinations may be a whitelist. The list of untrusted network destinations may be a blacklist.
The whitelist and the blacklist may be refined based on username and/or machine identification
(ID). For example, the lists of trusted and untrusted network destinations may be different for
different users and/or machines associated with a respective network. The whitelist and/or the
blacklist may be associated with one or more access levels. For example, a first whitelist and a
first blacklist may be assigned to a first access level. An untrusted network destination may be
an untrusted resource, an untrusted device, an untrusted website, and/or the like. Since the
untrusted network destinations may be sources of malware, the one or more processes or
applications operating within the sandboxed computing environment may be allowed to
communicate with the untrusted network destination(s), but other communication from the host
computer system (e.g., communications originating from outside the sandboxed computing
environment such as from within the workspace) to the untrusted network destination(s) may be
prevented.

[0030] Communication isolation may be provided via a host-based firewall. The host-based
firewall may be configured to prevent unauthorized communication between applications and/or
processes operating in the workspace of the host computer system to other devices on the
network over which the host computer is communicating. The host-based firewall may be
configured to block incoming communications to the workspace of the host computer system,
except for predetermined trusted devices and/or predetermined network ports. The host-based
firewall may allow outgoing communications to be sent from a process in the workspace to a
non-web-based (e.g., LAN destination).

[0031] Communication isolation may be provided via an internal isolation firewall. The

internal isolation firewall may enable separation between the sandboxed computing environment
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and the workspace. The applications and/or processes operating within the sandboxed
computing environment may be prevented from access any additional resources of the host
computer system or may be prevented from access any additional resources of the host computer
system without explicit user action. For example, the internal isolation firewall may generate a
command prompt that enables a user selection if an application and/or process operating within
the sandboxed computing environment is requesting access to resources outside of the sandbox
memory space. By prompting the user to confirm that the applications and/or processes
operating within the sandboxed computing environment are permitted to access additional
resources outside the sandbox memory space, malware that is designed to attempt to remain
transparent to the user may be limited to operation within the sandboxed computing
environment. Thus, the malware within the sandboxed computing environment may be unable to
access other resources available to the host system generally, such as local area networks and
secure memory regions.

[0032] The internal isolation firewall may allow certain actions to be performed with
approval of the user of the host system. For example, the internal isolation firewall may prompt
the user to allow communication between the workspace and the isolated computing
environment. For example, an application and/or process operating within the sandboxed
computing environment may be allowed access to the host system to perform one or more of a
cut or copy of data, a paste of data, a printing of data to a local printer, a file transfer, and/or the
like. The host computer system may prevent one or more other transfers of data between the
sandboxed computing environment and the workspace except those user initiated actions
described herein. For example, the sandbox container process may prevent unauthorized data
transfers between the sandboxed computing environment and the workspace.

[0033] FIG. 1 illustrates an example of a host computer system that may implement one or
more applications in a sandboxed environment. For example, a Host Computer System 10 may
include one or more Processor(s) 12, Memory 14, one or more Input and/or Output (I/O) Devices
16, and one or more Network Interface Adapter(s) 18. Generally, the Host Computer System 10
may be any computing device capable of communicating over a network and/or performing
processing tasks. Although the examples set forth herein may be described in terms general
purpose computing workstations, the systems and methods disclosed herein may be equally
applicable to any computing device or communication device for which intemet isolation is
desired. For example, the systems and methods disclosed herein may be applicable for providing

sandbox based internet isolation for cell phones, pagers, personal computers (PCs), laptops,
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vehicles, kiosks, facilities, servers, workstations, tablets, smartphones, routers, controllers,
microcontrollers, and/or any other processing and/or communication device.

[0034] Processor(s) 12 may include one or more of a general purpose processor, a special
purpose processor, a conventional processor, a digital signal processor (DSP), a plurality of
MiCTOprocessors, one or more microprocessors in association with a DSP core, a controller, a
microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate
Array (FPGA) circuits, any other type of integrated circuit (IC), a state machine, and/or the like.
The Processor(s) 12 may perform data processing, input/output processing, instantiate operating
system(s), execute application(s), and/or any other functionality that enables the use of sandbox
isolation of one or more applications and/or processes.

[0035] Memory 14 may include volatile and/or non-volatile memory. Memory 14 may
include read-only memory (ROM), random access memory (RAM), a register, cache memory,
semiconductor memory devices, magnetic media such as, but not limited to, internal hard disks
and removable disks, magneto-optical media, and/or optical media such as CD-ROM disks,
and/or digital versatile disks (DVDs), and/or the like. Memory 14 may be configured to store
computer readable instructions that when implemented by Processor(s) 12 may cause
Processor(s) 12 to implement one or more of the functions or procedures described herein. For
example, Memory 14 may be configured to store software code implemented by Processor(s) 12
that instantiate a restricted operating system environment for operation of the sandboxed browser
and/or other sandboxed applications(s) and/or process(es). The software may restrict sandbox-
based access to one more file descriptors, memory, file system space, etc. For example, the
applications and/or processes operating within the sandboxed computing environment may be
permitted to certain portions of Memory 14 but may not be allowed access to other portions of
Memory 14. As an example, Memory 14 may be partitioned into a first memory space and a
second memory space. The first memory space may be configured to enable storage and/or
operation of a workspace configured to execute a first set of one or more applications and/or
processes running on the operating system of the Host Computer System 10. The second
memory space may be configured to enable storage and/or operation of a second set of one or
more applications and/or processes running within the sandboxed computing environment. The
sandboxed computing environment may be enforced via a sandbox container process. The
sandbox container process may segregate the workspace associated with the first memory space
from the sandboxed computing environment associated with the second memory space. For
example, the sandbox container process may include an internal isolation firewall. The internal

isolation firewall may enforce the segregation of the first and second memory spaces.
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[0036] The Host Computer System 10 may include I/O Device(s) 16. The I/O Devices 16
may include one or more of a monitor, keyboard, mouse, touchscreen interface, digital camera, a
digital display, a graphical user interface, and/or the like. The I/0O Device(s) 16 can allow user
interaction with the Host Computer System 10, for example to allow certain interactions between
an application or a process operating within the sandboxed computing environment and non-
sandboxed resources.

[0037] The Network Interface Adapter(s) 18 may be configured to allow communication
between the Host Computer System 10 and other devices. The Network Interface Adapter(s) 18
may include one or more wired and/or wireless communication devices.

[0038] The sandbox container process may be configured to protect the host computer
system from one or more malware toolsets. For example, the Network Interface Adapter(s) 18
may include one or more of a modem, Ethemet adapter, radio, wired and/or wireless transceiver,
computer port, network socket, network interface controller, and/or the like. The Processor(s) 12
may maintain rules related to access to the Network Interface Adapter(s) 18 for both access via
the sandboxed computing environment and via the workspace. Further, the Processor(s) 12 may
enforce a host-based firewall that implements additional rules related to access to the Network
Interface Adapter(s) 18.

[0039] As described herein, a sandbox protected application or process may be used for
communicating with untrusted sources, such as Internet based resources. In this manner, if
malware is transferred back to the host computer system due to interactions with the untrusted
source, the malware may be isolated to the sandboxed computing environment, which may make
it difficult for the malware to infect the workspace of the host computer system. For example,
the sandbox container process may prevent the malware toolset from performing a
reconnaissance of the host computer system to assess what data is available from the host
computer system, such as computing resources, files, network information, additional network
connectivity, efc. The sandbox container process (e.g., the internal isolation firewall) may
prevent the data on the host computer system from being reported back to the remote device that
sent the malware to the host computer and/or any other remote devices.

[0040] The sandbox container process may prevent the malware toolset from determining
user system privileges of the host computer system, which can be used to access data on any
associated network or local area network. For example, applications and/or processes operating
within the sandboxed computing environment may not have access and/or authorization to such

host computer configurations.
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[0041] The sandbox container process may prevent the malware toolset from accessing local
files stored on the host computer system. For example, the sandbox container process may
isolate the first memory space from the second memory space. Such isolation can help prevent
the malware from attempting to transmit such information back to the remote device that is the
source of the malware. For example, the malware toolset may attempt to transmit a local
security database from which additional user credentials can be derived, including potential
privileged user credentials. These user credentials may be used by the malware to attempt to
gain access to other resources on any associated network or the local area network. Where the
user credentials are for a privileged user account, these credentials may be used to gain
privileged access to other resources on any associated network or local area network.

[0042] The sandbox container process may prevent the malware toolset from accessing a
security token and/or hash of the host computer user from the memory of the host computer
system and/or a network data stream. This security token or hash can be used to gain access to
other resources on any associated network or the local area network. Where the security token or
hash is for a privileged user account, this security token or hash may be used to gain privileged
access to other resources on any associated network or local area network.

[0043] The sandbox container process may prevent the malware toolset from enabling
remote control and/or access of the host computer system by a remote device that is unknown to
the user. When malware enables remote control and/or access, the remote device may be able to
control one or more (e.g., all) operations of an infected host computer system and perform
whatever alternative uses that an enslaved, infected host computer system can perform. For
example, a remote device may download additional data to an infected host computer system,
access other websites for denial of service attacks, and/or convert the infected host computer
system into a source of malicious software from which toolsets or secondary payloads are
downloaded to other, subsequently infected, host computer systems.

[0044] FIG. 2 depicts an example host computer system 212 configured to participate in a
software based meeting with one or more other host computer systems, the example host
computer system 212 using a sandbox based network isolation system. The host computer
system 212 may include a host-based firewall 214, an operating system 226, a sandboxed
computing environment (e.g., an isolated computing environment) 220, an internal isolation
firewall 218, and a workspace 216. The host computer system 212 may be any host computer
system, such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer
system, a kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a

controller, a microcontroller, and/or any other processing and/or communication device. The

-12-

Ex.1002 / Page 12 of 293
Cisco Systems, Inc.



Docket No.. LCOM_ENT Collab_USO01

host computer system 212 may be operatively connected with one or more user-accessible data
entry devices, a display device viewable by a user, and/or a computer-accessible data storage.
One or more application programs may run on the operating system 226.

[0045] As an example, the trusted host computer system 212 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 226 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g., computer-readable instructions) stored on the trusted host computer system 212 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0046] The host computer system 212 may be configured to isolate communication with
untrusted network destinations. The host computer system 212 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 214, a border
firewall (not shown), a web proxy (not shown), an internal isolation firewall 218, or a
segregation of untrusted memory space.

[0047] The sandboxed computing environment 220 may include resources (e.g., a limited set
of resources) allocated to operation of a sandbox container process. The sandboxed computing
environment 220 may be enforced via the sandbox container process. The sandbox container
process may be a security mechanism used to separate resources associated with the sandboxed
computing environment 220 from other applications and/or processes that may be running on the
workspace 216 of the host computer system 212. The sandboxed container process may be
configured to enable one or more applications and/or processes (e.g., such as collaboration
software application 222) being executed within the sandboxed computing environment 220 to
access the resources allocated for operation of the sandbox container process. For example, the
one or more applications and/or processes being operated within the sandboxed computing
environment 220 may be allowed to access memory associated with the sandboxed computing
environment 220. The memory associated with the sandboxed computing environment 220 may
be separate from memory that is configured to enable storage and operation of the workspace
216.

[0048] The workspace 216 may include one or more processes operating within the operating
system 226 that are not restricted by the sandbox container process. The operating system 226 of
the host computer system 212 may include a set of resources configured to enable operation of
the workspace 216 and the sandbox container process. One or more applications and/or processes

(e.g., trusted applications) may be configured to run in the workspace 216.
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[0049] The host computer system 212 may enable the host-based firewall 214. The host-
based firewall 214 may prohibit and/or prevent communication (e.g., direct communication)
between the host computer system 212 and other devices on the network 230. Each device on
the network 230 may include a host-based firewall (e.g., such as the host-based firewall 214).
The host-based firewall 214 may prohibit and/or prevent communication (e.g., direct
communication) between the host computer system 212 and other devices within the network
230. For example, the host-based firewall 214 may be configured to block incoming traffic from
the other devices within the network 230. The host-based firewall 214 may allow traffic
received by the host computer system 212 via one or more predetermined devices and/or ports.
For example, one or more devices (e.g., predetermined devices) on the network 230 may bypass
the host-based firewall 214, for example, using a predetermined set of protocols and/or ports.
The host-based firewall 214 may be configured to allow certain communication between the
workspace 216 (e.g., via the trusted applications) and the network.

[0050] The host-based firewall 214 may be implemented using software and/or hardware.
For example, the host-based firewall 214 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 214 may be implemented using software
inherent in the operating system 226 of the trusted host computer system 212, for example the
Windows operating system firewall. The host-based firewall 214 may be implemented using
software for configuring and/or implementing restrictive ingress and/or egress policies on the
host computer system 212.

[0051] The host computer system 212 may run the sandboxed computing environment 220.
The sandboxed computing environment 220 may run within the operating system 226 of the host
computer system 212. For example, the sandboxed computing environment 220 may be
configured to run within a second memory space of the host computer system 212. A first
memory space may be configured to enable storage and operation of a workspace configured to
execute a first set of one or more applications and/or processes running on the operating system
226 of the host computer system 212. For example, the collaboration software application 222
may operate within the sandboxed computing environment 220. The sandboxed computing
environment 220 may be prohibited from communicating with other devices within the network
230.

[0052] The collaboration software application 222 may enable the host computer system 212
to participate in a software and/or web-based meeting. The collaboration software application

222 may be configured to enable a device (e.g., a trusted device or an untrusted device) to view,
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via web protocols or other protocols, meeting data associated with the host computer system 212.
The collaboration software application 222 may be configured to enable an untrusted device to
present, via web protocols or other protocols, meeting data to the host computer system 212
and/or any other host computer systems (e.g., trusted or untrusted) that may be participating in a
meeting via web traffic and/or other protocols. The collaboration software application 222 may
be configured to permit an untrusted device to interact with the host computer system 212 via
web protocols or other protocols. For example, the untrusted device may use the collaboration
software application 222 to control a pointer device, a keyboard input, a cut/paste capability,
and/or a file transfer capability on the host computer system 212. Controlling the host computer
system may include, for example, viewing a display of, modifying, interacting with, uploading
data to, and/or downloading data from the host computer system. Operating the collaboration
software application 222 within the sandboxed computing environment 220 may restrict
command and control between the host computing system 212 and the untrusted device to the
sandboxed computing environment 220 and/or the untrusted memory space of the host
computing device 212.

[0053] For example, host computer system 234 may be configured to interact with the host
computer system 212 via the collaboration software application (e.g., multi-user interactive
software application) 222. The host computer system 234 may execute an instance of a
collaboration software application (e.g., such as the collaboration software application 222). The
host computer system 234 may be connected to a disparate network 232. The disparate network
232 may be trusted or untrusted. The host computer system 234 may access the Internet 242 via
the disparate network 232. The host computer system 212 and the host computer system 234
may communicate via the respective collaboration software applications running thereon. The
host computer system 212 may allow the host computer system 234 to access the sandboxed
computing environment 220. For example, the host computer system 212 may allow the host
computer system 234 to access meeting data within the sandboxed computing environment 220.
The host computer system 212 (e.g., the internal isolation firewall 218) may be configured to
prevent the host computer system 234 from accessing the workspace 216.

[0054] If malware is transferred to the host computer system 212 due to interactions with the
host computer system 234, the malware may be isolated to the sandboxed computing
environment 220, which may make it difficult for the malware to infect the workspace 216 of the
host computer system 212 and/or other devices on the network 230. For example, the sandbox
container process may prevent the malware toolset from performing a reconnaissance of the host

computer system 212 to assess what data is available from the host computer system 212, such as
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computing resources, files, network information, additional network connectivity, efc. The
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the network 230, via the host computing device 212. A reconnaissance may be used, for
example, to assess what data is available from the network 230, such as computing resources,
files, network information, additional network connectivity, efc. The sandbox container process
(e.g., the internal isolation firewall 218) may prevent the data on the host computer system 212
and/or the network 230 from being reported back to the host computer system 234, another
device that may have sent the malware to the host computer system 212, and/or any other remote
devices.

[0055] Browser solutions running within the workspace 216 of the host computer system 212
may be utilized for communication between the host computer system 212 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 216 of the host computer system 212 may enable access to the trusted network
destinations.

[0056] The sandboxed computing environment 220 and/or the sandbox container process
may be implemented using software and/or hardware. For example, the sandboxed computing
environment 220 and/or the sandbox container process may be implemented using software that
i1s commercially available, for example, such as Invincea Endpoint Protection, Tanium Endpoint
Platform, Bromium Advanced Endpoint Security, etc.

[0057] The sandboxed computing environment 220 may provide separate and/or isolated
memory space from the workspace 216 of the host computer system 212. For example, the
sandboxed computing environment 220 may be enforced using a sandbox container process. The
sandbox container process may segregate the workspace 216 from the sandboxed computing
environment 220. The first memory space (e.g., the workspace memory) may enable storage
and/or operation of the workspace 216. The operating system 226 may enable operation of the
sandboxed computing environment 220. The second memory space may enable storage and/or
operation of one or more applications and/or processes associated with the sandboxed computing
environment 220. For example, the second memory space may be reserved for storage and/or
operation of the applications and/or processes running within the sandboxed computing
environment 220. The sandbox container process may isolate the first memory space and the
second memory space. For example, the sandbox container process may enable the internal
isolation firewall 218. The internal isolation firewall 218 may enforce a separation of the first
and second memory spaces. For example, the intemal isolation firewall 218 may allow a

predefined set of processes to be executed within the sandboxed computing environment 220.
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The internal isolation firewall 218 may prevent execution, in the sandboxed computing
environment 220, of any processes outside of the predefined set of processes. The second
memory space may be referred to as a separate and/or isolated memory space. The sandbox
container process may segregate the second memory space, any additional processes and/or
memory usage required for usage of untrusted network destination related content during an
established communication session. Separation and/or isolation of computer resources may be
referred to as a virtual air gapped solution. The first memory space and the second memory
space may be separate physical memory locations. The first memory space and the second
memory space may be collocated on a physical memory.

[0058] If malware in a sandboxed computing environment 220 is able to access the
resources, assets, and/or files of the operating system 226, the host computer system 212 may be
considered infected and untrusted. For example, the malware may bypass the internal isolation
firewall 218 via explicit user input. The host-based firewall 214 may prohibit the introduced
malware from communicating with any other device on the network 230. For example, the host-
based firewall 214 may be configured to block incoming traffic from the network 230.

[0059] Malware may be introduced to the operating system 226 from a source other than
communication with the Internet 242. For example, malware may be introduced to the operating
system 226 via an infected email, an infected USB memory stick, and/or another infected
hardware device.

[0060] An infected and/or untrusted host computer system (e.g., regardless of the introduced
malware’s vector) may have no communication (e.g., direct communication) with the Internet
242. For example, the border firewall (not shown) may prevent the infected and/or untrusted
host computer system from communicating with the Internet 242. Without a connection to (e.g.,
communication with) the Internet 242, the introduced malware may be prevented from
performing many toolset functions described herein or any other function that an enslaved,
infected and/or untrusted host computer system may perform. Without a connection to the
Internet 242, the introduced malware may not be able to transfer any data from the infected
and/or untrusted host computer system to the Internet 242.

[0061] The host computer system 212 and/or the network 230 may limit the adverse effects
associated with a received malware. For example, the host computer system 212 and/or the
network 230 may prevent the received malware from using its vector to communicate data from
the host computer system 212.

[0062] Malware introduced to the operating system 226 of the host computer system 212

may be prevented from accessing one or more other participants of a meeting associated with the
-17 -

Ex.1002 / Page 17 of 293
Cisco Systems, Inc.



Docket No.: LCOM_ENT Collab_USO01

collaboration software application 222. For example, the internal isolation firewall 218 may
prevent malware in the trusted memory space of the host computer system 212 from infecting the
host computer system 234. The internal isolation firewall 218 may prevent malware in the
trusted memory space of the host computer system 212 from initiating a data transfer to and/or
from the host computer system 234 and/or another remote device. The internal isolation firewall
218 may be configured to prevent establishment of a communication channel for malware to
interact with an untrusted device (e.g., such as the host computer system 234).

[0063] An author of the malware may not be aware of any level of efficacy of the introduced
malware and/or its successful attack vector. The host computer system 212 and/or the network
230 may prevent data of an infected and/or untrusted host computer system that may have been
compromised and/or collected by the malware from being communicated to the author of the
malware. For example, the host computer system 212 may prevent communication between an
infected and/or untrusted host computer system and the Internet 242 (e.g., the author of the
malware via the Internet 242).

[0064] FIG. 3 depicts an example host computer system 312 (e.g., such as the host computer
system 212 shown in FIG. 2) configured to participate in a software based meeting with one or
more other host computer systems, the example host computer system 312 using a sandbox
based network isolation system. The host computer system 312 may be configured to connect to
anetwork 330. The network 330 may be a local area network (LAN), a wide area network
(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud
computing network, a data center, an ad-hoc network, a satellite network, a cable modem
network, efc. The network 330 may include a plurality of physical and/or virtual devices. The
network 330 may include a plurality of host computer systems. Each of the host computer
systems may transmit electrical data signals to one or more other host computer systems on the
network 330. The network 330 may send web traffic and/or other protocols (e.g., to support
remote meeting software applications) to one or more untrusted network destinations using one
or more of a border firewall 338 or a web proxy 336. For example, the network 330 may access
the internet 342 and/or another host computer system 310 via the network 330, the border
firewall 338, and/or the web proxy 336.

[0065] The host computer system 312 may include a host-based firewall 314, an operating
system 326, a sandboxed computing environment 320, an internal isolation firewall 318, and a
workspace 316. The host computer system 312 may be any host computer system, such as a cell
phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a kiosk computer

system, a server, a workstation, a tablet, a smartphone, a router, a controller, a microcontroller,
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and/or any other processing and/or communication device. The host computer system 312 may
be operatively connected with one or more user-accessible data entry devices, a display device
viewable by a user, and/or a computer-accessible data storage. One or more application
programs may run on the operating system 326.

[0066] As an example, the trusted host computer system 312 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 326 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g., computer-readable instructions) stored on the trusted host computer system 312 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0067] The host computer system 312 may be configured to isolate communication with
untrusted network destinations. The host computer system 312 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 314, a border
firewall 338, a web proxy 336, an internal isolation firewall 318, or a segregation of untrusted
memory space.

[0068] The host computer system 312 may enable a host-based firewall 314. The host-based
firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 312 and other devices connected to the network 330. The host-based
firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 312 and other devices within the network 330. For example, the host-
based firewall 314 may be configured to block incoming traffic from the other devices within the
network 330. The host-based firewall 314 may allow traffic to be received by the host computer
system 312 via one or more predetermined devices and/or ports. For example, one or more
devices (e.g., predetermined devices) on the network 330 may bypass the host-based firewall
314, for example, using a predetermined set of protocols and/or ports.

[0069] The host-based firewall 314 may be implemented using software and/or hardware.
For example, the host-based firewall 314 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 314 may be implemented using software
inherent in the operating system 326 of the host computer system 312, for example the Windows
operating system firewall. The host-based firewall 314 may be implemented using software for
configuring and/or implementing restrictive ingress and/or egress policies on the host computer

system 312.
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[0070] The sandboxed computing environment 320 may include resources (e.g., a limited set
of resources) allocated to operation of a sandbox container process. The sandboxed computing
environment 320 may be enforced via the sandbox container process. The sandbox container
process may be a security mechanism used to separate resources associated with the sandboxed
computing environment 320 from other applications and/or processes that may be running on the
workspace 316 of the host computer system 312. The sandboxed container process may be
configured to enable one or more applications and/or processes (e.g., such as collaboration
software application 322) being executed within the sandboxed computing environment 320 to
access the resources allocated for operation of the sandbox container process. For example, the
one or more applications and/or processes being operated within the sandboxed computing
environment 320 may be allowed to access memory associated with the sandboxed computing
environment 320. The memory associated with the sandboxed computing environment 320 may
be separate from memory that is configured to enable storage and operation of the workspace
316.

[0071] The workspace 316 may include one or more processes operating within the operating
system 326 that are not restricted by the sandbox container process. The operating system 326 of
the host computer system 312 may include a set of resources configured to enable operation of
the workspace 316 and the sandbox container process.

[0072] The host computer system 312 may run the sandboxed computing environment 320.
The sandboxed computing environment 320 may run within the operating system 326 of the host
computer system 312. For example, the sandboxed computing environment 320 may be
configured to run within a second memory space of the host computer system 312. A first
memory space may be configured to enable storage and operation of a workspace configured to
execute a first set of one or more applications and/or processes running on the operating system
326 of the host computer system 312. For example, the collaboration software application 322
may operate within the sandboxed computing environment 320. The sandboxed computing
environment 320 may be prohibited from communicating with other devices within the network
330.

[0073] The collaboration software application 322 may be configured to enable a device
(e.g., atrusted device or an untrusted device) to view, via web protocols or other protocols,
meeting data associated with the host computer system 312. The collaboration software
application 322 may be configured to enable an untrusted device to present, via web protocols or
other protocols, meeting data to the host computer system 312 and/or any other host computer

systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or
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other protocols. The collaboration software application 322 may be configured to permit an
untrusted device to interact with the host computer system 312 via web protocols or other
protocols. For example, the untrusted device may use the collaboration software application 322
to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer
capability on the host computer system 312. Controlling the host computer system may include,
for example, viewing a display of, modifying, interacting with, uploading data to, and/or
downloading data from the host computer system. Operating the collaboration software
application 322 within the sandboxed computing environment 320 may restrict command and
control between the host computing system 312 and the untrusted device to the sandboxed
computing environment 320 and/or the untrusted memory space of the host computing device
312.

[0074] For example, host computer system 310 may be configured to interact with the host
computer system 312 via the collaboration software application 322. The host computer system
310 may execute an instance of a collaboration software application (e.g., such as the
collaboration software application 322). The host computer system 310 may be connected to a
disparate network 332. The disparate network 332 may be trusted or untrusted. The host
computer system 310 may access the Internet 342 via the disparate network 332. The host
computer system 312 and the host computer system 310 may communicate via the respective
collaboration software applications running thereon. The host computer system 312 may allow
the host computer system 310 to access the sandboxed computing environment 320. For
example, the host computer system 312 may allow the host computer system 310 to access
meeting data within the sandboxed computing environment 320. The host computer system 312
(e.g., the internal isolation firewall 318) may be configured to prevent the host computer system
310 from accessing the workspace 316.

[0075] If malware is transferred to the host computer system 312 due to interactions with the
host computer system 310, the malware may be isolated to the sandboxed computing
environment 320, which may make it difficult for the malware to infect the workspace 316 of the
host computer system 312 and/or other devices on the network 330. For example, the sandbox
container process may prevent the malware toolset from performing a reconnaissance of the host
computer system 312 to assess what data is available from the host computer system 312, such as
computing resources, files, network information, additional network connectivity, etc. The
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the network 330, for example, via the host computing device 312. A reconnaissance of the

network 330 may be used to assess what data is available from the network 330, such as
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computing resources, files, network information, additional network connectivity, efc The
sandbox container process (e.g., the internal isolation firewall 318) may prevent the data on the
host computer system 312 and/or the network 330 from being reported back to the host computer
system 310, another device that may have sent the malware to the host computer system 312,
and/or any other remote devices.

[0076] Browser solutions running within the workspace 316 of the host computer system 312
may be utilized for communication between the host computer system 312 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 316 of the host computer system 312 may enable access to the trusted network
destinations.

[0077] The border firewall 338 may enable isolation of the host computer system 312 (e.g.,
the workspace 316) from one or more untrusted network destinations. The border firewall 338
may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 242)
from the web proxy 336 and/or the network 330. The host computer systems 312 may access a
whitelisted web server and/or an untrusted web server via a web proxy device 336, for example,
via the border firewall 338. The border firewall 338 may be configured to block communication
between the host computer system 312 and one or more untrusted network destinations, for
example, the Internet 342. For example, the border firewall 338 may be configured to block
untrusted traffic that is not routed through the web proxy 336. The border firewall 338 may be
configured to block untrusted traffic that is not received from one or more predetermined
devices. The border firewall 338 may be configured to block untrusted traffic that is not
received via one or more predetermined network ports.

[0078] FIG. 4 depicts an example host computer system 412 (e.g., such as the host computer
system 212 shown in FIG. 2 and/or the host computer system 312 shown in FIG. 3) configured to
enable separate sandboxed computing environments 4204, 420B, the example host computer
system 412 using a sandbox based network isolation system. The host computer system 412 may
be configured to connect to a network 430. The network 430 may be a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers
line (DSL) network, a cloud computing network, a data center, an ad-hoc network, a satellite
network, a cable modem network, efc. The network 430 may include a plurality of physical
and/or virtual devices. The network 430 may include a plurality of host computer systems. Each
of the host computer systems may transmit electrical data signals to one or more other host
computer systems on the network 430. The network 430 may send web traffic to one or more

untrusted network destinations using one or more of a border firewall 438, a web proxy 436, or a
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termination device 440. For example, the network 430 may access the internet 442 and/or
another host computer system 410 via the network 430, the border firewall 438, the web proxy
436, and/or the termination device 440.

[0079] The host computer system 412 may include a host-based firewall 414, an operating
system 426, a first sandboxed computing environment 420A, a second sandboxed computing
environment 420B, a first internal isolation firewall 418A, a second internal isolation firewall
418B, and a workspace 416. The host computer system 412 may be any host computer system,
such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a
kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a controller, a
microcontroller, and/or any other processing and/or communication device. The host computer
system 412 may be operatively connected with one or more user-accessible data entry devices, a
display device viewable by a user, and/or a computer-accessible data storage. One or more
application programs may run on the operating system 426.

[0080] As an example, the trusted host computer system 412 may be a PC, with 4 GB RAM
and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The
operating system 426 may be Windows-based, Linux-Based, Macintosh-based, and/or the like.
The computer-accessible storage may store data corresponding to one or more software programs
(e.g., computer-readable instructions) stored on the trusted host computer system 412 for
common operation. The software programs may include word processing programs, accounting
programs, remote connectivity programs, and/or other types of applications.

[0081] The host computer system 412 may be configured to isolate communication with
untrusted network destinations. The host computer system 412 may isolate communication with
untrusted network destinations using one or more of the host-based firewall 414, the border
firewall 438, the web proxy 436, the termination device 440, the first internal isolation firewall
418A, the second internal isolation firewall 418B, or a segregation of untrusted memory space.
[0082] The host computer system 412 may enable a host-based firewall 414. The host-based
firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 412 and other devices connected to the network 430. The host-based
firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between
the host computer system 412 and other devices within the network 430. For example, the host-
based firewall 414 may be configured to block incoming traffic from the other devices within the
network 430. The host-based firewall 414 may allow traffic to be received by the host computer

system 412 via one or more predetermined devices and/or ports. For example, one or more
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devices (e.g., predetermined devices) on the network 430 may bypass the host-based firewall
414, for example, using a predetermined set of protocols and/or ports.

[0083] The host-based firewall 414 may be implemented using software and/or hardware.
For example, the host-based firewall 414 may be implemented using software that is
commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host
Based Security Systems, efc. The host-based firewall 414 may be implemented using software
inherent in the operating system 426 of the host computer system 412, for example the Windows
operating system firewall. The host-based firewall 414 may be implemented using software for
configuring and/or implementing restrictive ingress and/or egress policies on the host computer
system 412.

[0084] The workspace 416 may include one or more processes operating within the operating
system 426 that are not restricted by the sandbox container process. The operating system 426 of
the host computer system 412 may include a set of resources configured to enable operation of
the workspace 416 and the sandbox container processes. A first memory space may be
configured to enable storage and operation of a workspace configured to execute a first set of one
or more applications and/or processes running on the operating system 426 of the host computer
system 412.

[0085] The host computer system 412 may enable a plurality of sandboxed computing
environments, for example, such as sandboxed computing environments 420A, 420B. For
example, the host computer system 412 may run a first sandboxed computing environment 420A
and a second sandboxed computing environment 420B. The host computer system may enable
an untrusted memory space for each respective sandboxed computing environment. For
example, the first sandboxed computing environment 420A may be configured to run within a
second memory space of the host computer system 412 and the second sandboxed computing
environment 420B may be configured to run within a third memory space of the host computer
system 412. Each of the plurality of sandboxed computing environments may be configured for
a different type of application. For example, the first sandboxed computing environment 420A
may be configured to enable a browser application 422 A to operate therein. As another example,
the second sandboxed computing environment 420B may be configured to enable a collaboration
software application 422B to operate therein.

[0086] The first sandboxed computing environment 420A may include resources (e.g., a
limited set of resources) allocated to operation of a first sandbox container process. The first
sandboxed computing environment 420A may be enforced via the first sandbox container

process. The sandbox container process may be a security mechanism used to separate resources
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associated with the first sandboxed computing environment 420A from other applications and/or
processes that may be running on any other memory space, for example the workspace 416 of
the host computer system 412. The sandboxed container process may be configured to enable
one or more applications and/or processes (e.g., such as a browser application 422A) being
executed within the first sandboxed computing environment 420A to access the resources
allocated for operation of the first sandbox container process. For example, the one or more
applications and/or processes being operated within the first sandboxed computing environment
420A may be allowed to access memory associated with the first sandboxed computing
environment 420A. The memory associated with the first sandboxed computing environment
420A may be separate from memory that is configured to enable storage and operation of the
workspace 416 and/or any other sandbox computing environments, for example 420B.
Separation of the first sandboxed computing environment 420A and the workspace 416 and/or
any other sandbox computing environments, for example 420B may be enforced by a first
internal isolation firewall 418A.

[0087] The second sandboxed computing environment 420B may include resources (e.g., a
limited set of resources) allocated to operation of a second sandbox container process. The
second sandboxed computing environment 420B may be enforced via the second sandbox
container process. The second sandbox container process may be a security mechanism used to
separate resources associated with the second sandboxed computing environment 420B from
other applications and/or processes that may be running on any other memory space, for example
the workspace 416 of the host computer system 412. The second sandboxed container process
may be configured to enable one or more applications and/or processes (e.g., such as a
collaboration software application 422B) being executed within the second sandboxed
computing environment 420B to access the resources allocated for operation of the second
sandbox container process. For example, the one or more applications and/or processes being
operated within the second sandboxed computing environment 420B may be allowed to access
memory associated with the second sandboxed computing environment 420B. The memory
associated with the second sandboxed computing environment 420B may be separate from
memory that is configured to enable storage and operation of the workspace 416 and/or any other
sandbox computing environments, for example 420A. Separation of the second sandboxed
computing environment 420B and the workspace 416 and/or any other sandbox computing
environments, for example 420A may be enforced by a second internal isolation firewall 418B.
[0088] The first internal isolation firewall 418 A and/or the second internal isolation firewall

418B may enforce separation of the first sandboxed computing environment 420A and the
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second sandboxed computing environment 420B. For example, the first internal isolation
firewall 418 A and/or the second internal isolation firewall 418B may prevent first sandboxed
computing environment 420A and the second sandboxed computing environment 420B from
exchanging data.

[0089] The collaboration software application 422B may be configured to enable a device
(e.g., atrusted device or an untrusted device) to view, via web protocols or other protocols,
meeting data associated with the host computer system 412. The collaboration software
application 422B may be configured to enable an untrusted device to present, via web protocols
or other protocols, meeting data to the host computer system 412 and/or any other host computer
systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or
other protocols. The collaboration software application 422B may be configured to permit an
untrusted device to interact with the host computer system 412 via web protocols or other
protocols. For example, the untrusted device may use the collaboration software application
422B to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer
capability on the host computer system 412. Operating the collaboration software application
422B within the second sandboxed computing environment 420B may restrict command and
control between the host computing system 412 and the untrusted device to the sandboxed
computing environment 420B and/or the untrusted memory space of the host computing device
412.

[0090] For example, host computer system 410 may be configured to interact with the host
computer system 412 via the collaboration software application 422B. The host computer
system 410 may execute an instance of a collaboration software application (e.g., such as the
collaboration software application 422B). The host computer system 410 may be connected to a
disparate network 432. The disparate network 432 may be trusted or untrusted. The host
computer system 410 may access the Internet 442 via the disparate network 432. The host
computer system 412 and the host computer system 410 may communicate via the respective
collaboration software applications running thereon. The host computer system 412 may allow
the host computer system 410 to access the second sandboxed computing environment 420B.
For example, the host computer system 412 may allow the host computer system 410 to access
meeting data within the second sandboxed computing environment 420B. The host computer
system 412 (e.g., the second internal isolation firewall 418B) may be configured to prevent the
host computer system 410 from accessing the workspace 416. The host computer system 412
may be configured to prevent the host computer system 410 from accessing any other sandbox

computing environment operating on the host computer system 412. Each sandboxed computing
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environment operation on the host computer system 412 may be protected by a respective
internal isolation firewall. For example, the respective internal isolation firewalls may prevent
the host computer system 410 from accessing any of the sandboxed computing environments
operating on the host computer system 412.

[0091] The termination device 440 may enable access to a public or private network. The
termination device 440 may be associated with the collaboration software application 422B. The
termination device 440 may be located at the edge of the public or private network and may
enable remote access to the public or private network. The termination device 440 may provide
authentication associated with the collaboration software application 422B. The termination
device 440 may enable access to the second sandboxed computing environment 420B. For
example, the second sandboxed computing environment 420B may authenticate with the
termination device. The host computer system 412 may communicate with the host computer
system 410 via the termination device 440, the border firewall 438, the Internet 442, and/or the
disparate network 432.

[0092] If malware is transferred to the host computer system 412 due to interactions with the
host computer system 410, the malware may be isolated to the second sandboxed computing
environment 420B, which may make it difficult for the malware to infect the workspace 416 of
the host computer system 412 and/or other devices on the network 430. For example, the second
sandbox container process may prevent the malware toolset from performing a reconnaissance of
the host computer system 412 to assess what data is available from the host computer system
412, such as computing resources, files, network information, additional network connectivity,
etc. The second sandbox container process (e.g., the second internal isolation firewall 418B)
may prevent the data on the host computer system 412 and/or the network 430 from being
reported back to the host computer system 410, another device that may have sent the malware to
the host computer system 412, and/or any other remote devices. The sandbox container process
may prevent the malware toolset from performing a reconnaissance of the network 430, for
example, via host computing device 412. A reconnaissance of the network 430 may be used to
assess what data is available from the network 430, such as computing resources, files, network
information, additional network connectivity, etc

[0093] Browser solutions running within the workspace 416 of the host computer system 412
may be utilized for communication between the host computer system 412 and trusted network
destinations. For example, the one or more applications or processes running within the
workspace 416 of the host computer system 412 may enable access to the trusted network

destinations.
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[0094] The border firewall 438 may enable isolation of the host computer system 412 (e.g.,
the workspace 416) from one or more untrusted network destinations. The border firewall 438
may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 442)
from the web proxy 436 and/or the network 430. The host computer systems 412 may access a
whitelisted web server and/or an untrusted web server via a web proxy device 436, for example,
via the border firewall 438. The border firewall 438 may be configured to block communication
between the host computer system 412 and one or more untrusted network destinations, for
example, the Internet 442. For example, the border firewall 438 may be configured to block
untrusted traffic that is not routed through the web proxy 436. The border firewall 438 may be
configured to block untrusted traffic that is not received from one or more predetermined
devices. The border firewall 438 may be configured to block untrusted traffic that is not
received via one or more predetermined network ports.

[0095] The terms used herein should be seen to be terms of description rather than of
limitation. It is understood that those of skill in the art with this disclosure may devise
alternatives, modifications, or variations of the principles of the invention. It is intended that all
such alternatives, modifications, or variations be considered as within the spirit and scope of this
invention, as defined by the following claims.

[0096] Embodiments may take the form of a tangible computer-usable or computer-readable
medium providing program code for use by or in connection with a computer or any instruction
execution system. Examples of a computer-usable or computer-readable medium include
tangible computer media such as semiconductor or solid state memory, magnetic tape, a
removable comnputer diskette, a random access mernory {RAM), a read-only memory (ROM]}, a
nigid magnetic disk and an optical disk. Current examples of optical disks include compact disk-
read only memory (CDB-ROM), compact disk-read/write (CD-R/'W) and DV D, A processor may
be configured (o execute instructions stored in mernory to perform the various functions and/or

functional modules described herem.
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CLAIMS

What Is Claimed:
1. A host computer system comprising a processor and memory, the processor configured
to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; and

communicate data associated with the multi-user interactive software application with at
least one untrusted destination via a proxy device, wherein the multi-user interactive software
application is unable to communicate the data until the isolated computing environment has

authenticated with an authentication device.

2. The system of claim 1, wherein the multi-user interactive software application is
configured to allow a remote machine to control one or more of the second set of one or more
applications or processes running in the isolated computing environment, wherein controlling the
one or more application or process comprises at least one of viewing, interacting with,
modifying, uploading data to, or downloading data from the application or process.

3. The system of claim 1, wherein the multi-user interactive software application is
configured to allow a remote device to control one or more of a pointer device, a keyboard input,

or a display of the host computer system.

4, The system of claim 1, wherein the host computer system is connected to a network, the
network corresponding to one or more of a local area network (LAN), a wide area network
(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud

computing network, a data center, or a satellite network.
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5. The system of claim 4, wherein the processor is further configured to implement a host-
based firewall, the host based-firewall being configured to isolate the host computer system from

communicating with one or more other devices on the network.

6. The system of claim S, wherein the host-based firewall is configured to block incoming

communications from the network that are sent to the workspace.

7. The system of claim 4, wherein the processor is further configured to run one or more
trusted applications in the first memory space, and wherein the trusted applications are

configured to communicate with one or more trusted machines via the network.

8. The system of claim 1, wherein the internal isolation firewall is further configured to
prompt a user of the host computer system to allow communication between the first memory

space and the second memory space.

9. A method comprising:

implementing a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implementing an isolated computed environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
1solation firewall; and

communicating data associated with the multi-user interactive software application with
at least one untrusted destination via a proxy device, wherein the multi-user interactive software
application is unable to communicate the data until the isolated computing environment has

authenticated with an authentication device.

10.  The method of claim 9, wherein the multi-user interactive software application is
configured to allow a remote machine to control one or more of the second set of one or more
applications or processes running in the isolated computing environment, wherein controlling the
one or more application or process comprises at least one of viewing, interacting with,

modifying, uploading data to, or downloading data from the application or process.
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11. The method of claim 9, wherein the multi-user interactive software application is
configured to allow a remote device to control one or more of a pointer device, a keyboard input,

or a display of the isolated computing environment.

12. The method of claim 9, further comprising connecting to a network, the network
corresponding to one or more of a local area network (LAN), a wide area network (WAN), a
cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing

network, a data center, or a satellite network.

13. The method of claim 12, further comprising implementing a host-based firewall, the host
based-firewall being configured to isolate the first memory space and the second memory space

from communicating with one or more devices on the network.

14.  The method of claim 13, wherein the host-based firewall is configured to block incoming

communications from the network that are sent to the workspace.

15.  The method of claim 12, further comprising running one or more trusted applications in
the first memory space, wherein the trusted applications are configured to communicate with one

or more trusted machines via the network.

16. The method of claim 9, wherein the internal isolation firewall is further configured to
prompt a user of the workspace to allow communication between the first memory space and the

second memory space.

17. A system comprising:
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to
enable operation of a first set of one or more applications or processes via a first
memory space;
implement a first isolated computing environment, the first isolated

computing environment being configured to enable operation of a second set of
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one or more applications or processes via a second memory space, wherein the
second set of one or more applications or processes comprises a multi-user
interactive software application; and
isolate the first isolated computing environment from the first workspace
using a first internal isolation firewall; and
a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:
implement a second workspace, wherein the second workspace is
configured to enable operation of a third set of one or more applications or
processes via a third memory space;
implement a second isolated computing environment, the second isolated
computing environment being configured to enable operation of a fourth set of
one or more applications or processes via a fourth memory space, wherein the
fourth set of one or more applications or processes comprises a multi-user
interactive software application; and
isolate the second isolated computing environment from the second
workspace using a second internal isolation firewall;
wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
1solated computing environment and the second isolated computing environment have

authenticated with the authentication device.
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ABSTRACT

Methods and systems are disclosed for isolation of collaboration software on a host
computer system. A networked computer system may include a network, a first host computer
system, a border firewall and/or a web proxy. The host computer system may be configured to
run a collaboration software application or process that enables interaction with one or more
other host computer systems. The collaboration software application or process may be run
within an untrusted memory space. The collaboration software application or process may
enable interaction between a second host computer system and the untrusted memory space such
that the second host computer system may access meeting data within a sandboxed computing

environment operating within the untrusted memory space.
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If applicant is the legal representative, indicate the authority to file the patent application, the inventor is:

Name of the Deceased or Legally Incapacitated Inventor:

If the Applicant is an Organization check here. X

Organization Name | | 3 1¢cnnglogies, Inc.

Mailing Address Information For Applicant:

Address 1 600 Third Avenue

Address 2

City New York State/Province NY
Countr)) | us Postal Code 10016
Phone Number Fax Number

Email Address

Additional Applicant Data may be generated within this form by selecting the Add button.

Assignee Information including Non-Applicant Assignee Information:

Providing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title
37 of CFR to have an assignment recorded by the Office.
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

. . Attorney Docket Number | LCOM_ENT_Collab_US01
Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Assignee 1

Complete this section if assignee information, including non-applicant assignee information, is desired to be included on the patent
application publication. An assignee-applicant identified in the "Applicant Information" section will appear on the patent application

publication as an applicant. For an assignee-applicant, complete this section only if identification as an assignee is also desired on the
patent application publication.

If the Assignee or Non-Applicant Assignee is an Organization check here. X
Organization Name

L3 Technologies, Inc.

Mailing Address Information For Assignee including Non-Applicant Assignee:

Address 1 600 Third Avenue

Address 2

City New York State/Province NY
Countryi us Postal Code 10016
Phone Number Fax Number

Email Address

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by
selecting the Add button.

Signature:

NOTE: This Application Data Sheet must be signed in accordance with 37 CFR 1.33(b). However, if this Application
Data Sheet is submitted with the INITIAL filing of the application and either box A or B is not checked in
subsection 2 of the “Authorization or Opt-Out of Authorization to Permit Access” section, then this form must
also be signed in accordance with 37 CFR 1.14(c).

This Application Data Sheet must be signed by a patent practitioner if one or more of the applicants is a juristic
entity (e.g., corporation or association). If the applicant is two or more joint inventors, this form must be signed by a
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-applicants who have been given
power of attorney (e.g., see USPTO Form PTO/AIA/81) on behalf of all joint inventor-applicants.

See 37 CFR 1.4(d) for the manner of making signatures and certifications.

Signature |/Benjamin Chalfin/ Date (YYYY-MM-DD)| 2018-09-25

First Name | Benjamin Last Name | Chalfin Registration Number ‘74181

Additional Signature may be generated within this form by selecting the Add button.

EFS Web 2.2.13
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PTO/AIA/14 (02-18)

Approved for use through 11/30/2020. OMB 0651-0032

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE

Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it contains a valid OMB control number.

Attorney Docket Number | LCOM_ENT_Collab_US01

Application Data Sheet 37 CFR 1.76

Application Number

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE

This collection of information is required by 37 CFR 1.76. The information is required to obtain or retain a benefit by the public which
is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This
collection is estimated to take 23 minutes to complete, including gathering, preparing, and submitting the completed application data
sheet form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require to
complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent
application or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: (1) the general authority for the collection of this information
is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and
Trademark Office is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested information, the U.S.
Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of
the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1

The information on this form will be treated confidentially to the extent allowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy
Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of
Information Act requires disclosure of these records.

Arecord from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative
tribunal, including disclosures to opposing counsel in the course of settlement negotiations.

Arecord in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom
the record pertains, when the individual has requested assistance from the Member withrespect to the subject matter of the record.

Arecordin this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform
a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C.
552a(m).

A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use,
to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent CooperationTreaty.

Arecordin this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 181)
and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an
inspection of records conducted by GSA as part of that agency's responsibility to recommend improvements in records management practices and
programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of
records for this purpose, and any other relevant (i.e.,, GSA or Commerce) directive. Such disclosure shall not be used to make determinations about
individuals.

Arecordfrom this system of records may be disclosed, as a routine use, to the public after either publication of the application pursuant to 35 U.S.C.
122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, arecord may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use,
to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or anissued patent.

Arecordfrom this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the USPTO becomes
aware of a violation or potential violation of law or regulation.

EFS Web 2.2.13
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Electronic Acknowledgement Receipt

EFS ID: 33824771
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

15027

Filer:

Benjamin S. Chalfin/MELISSA OVERLINE

Filer Authorized By:

Benjamin S. Chalfin

Attorney Docket Number:

LCOM_ENT_Collab_US01

Receipt Date: 25-SEP-2018
Filing Date:
Time Stamp: 17:12:56

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes
Payment Type CARD
Payment was successfully received in RAM $1720

RAM confirmation Number

092618INTEFSW17135700

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document A . File Size(Bytes)/ Multi Pages
Document Description File Name . . .
Number Message Digest | Part/.zip| (ifappl.)
215221
LCOM_ENT_Collab_USO1_AS
: e yes 33
ILED_SPECIfIcatIon'pdf dc5544670a1708078017beee315daS52c2b7|
8efaS
Multipart Description/PDF files in .zip description
Document Description Start End
Abstract 33 33
Claims 29 32
Specification 1 28
Warnings:
Information:
294925
Drawings-only black and white line LCOM_ENT_Collab_US01_AS_|
2 ) ) no 4
dranngS ILED_DranngS.pdf dce1500510fdb7c45597e7dcbS5a82c0262e]|
60127
Warnings:
Information:
102708
S LCOM_ENT_Collab_US01_AS
e e o 9
3 Application Data Sheet ILED_ADS pdf no
cdb8a027e0fadfec6a86f8ec1513d78e71bd
19f8
Warnings:
Information:
This is not an USPTO supplied ADS fillable form
329544
LCOM_ENT_Collab_USO1_AS_H
4 Oath or Declaration filed ILED_Executed_Declarations. no 3
pdf 62a3e49df25fe928a38aee0d2fd1444d8354
dcb6
Warnings:
Information:
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240491
LCOM_ENT_Collab_US01_AS
5 Power of Attorney s - - no 2
|LED_POApdf S9bfafd8f2470bad69bff20385f44db7a170f]
fo6
Warnings:
Information:
69722
6 Authorization for Extension of Time all | LCOM_ENT_Collab_US01_AS_ no 1
rEplles |LED_EOT_AUthOr|Zat|0n.pdf 0317539bf60bc9bb917¢5f1550f Sa210ebad]|
37d7
Warnings:
Information:
34897
7 Fee Worksheet (SB06) fee-info.pdf no 2
a292da715¢26361059664ffb0692dfe8a1df|
be67
Warnings:
Information:
Total Files Size (in bytes): 1287508

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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LCOM_ENT_Collab_USO1L

Substilute Form for PTQ/AIAIR

f‘f DECLARA;TEQN (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN ‘\}
’\\ APPLICATION DATA SHEET (37 CFR 1.76) ;

g
4“\3

Title of NETWORK ISOLATION FOR COLLABORATION SOFTWARE
invention

As the below named inventor, | hereby declars that:

This declaration
is directed to: = The aitached application, or

[ United States apptication or PCT internationatl application number .

The above-identified application was made or authorized to be made by me.

t believe that { am the original inventor or an originai joint inventor of a ciaimed invention in the appiication.
{ have reviewed and understand the contents of the above-identified application, inciuding the claims.

{ acknowledge the duty to disciose to the United States Faient and Trademark Office all infarmation known to me to be material
to patentabifity as defined in 37 CFR 1.58; inciuding for continuation-in-part applications, material information which became
. available between the filing date of the prior application and the nationat or PCT International filing date of the continuation-in-

- part application.

{ hereby acknowledge that any wiliful false statement made in this deciaration is punishable under 18 U.8.C. 1001
by fine or imprisonment of not more than five (8} years, or both.

WARNING:

Petitionerfapplicant is cautioned to avoid submitting personal information in documents filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers. bank account numbers, or credit card numbers |
{other than a check or credit card authorization form PT0-2038 submitted for payment purposes} is never required by the
USPTO to support a petition or an application. [f this type of personal infarmation is included in documents subrnitted to the
USPTQ, petitioners/applicants should consider redacting such personal information fram the documents before submitting them
to the USPTQ. Petitioner/applicant is advised that the racord of a patent appfication is available to the pubtic after publication of
the application (uniess a non-publication request in compliance with 37 CFR 1.213(a) is made in the application} or issuance of a
patent. Furthermore, the record from an abandoned application may also be available {o the pubiic if the application is
referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and ¢redit card authorization forms
PTO-2038 submitied for payment purposes are not ratained in the application fiie and therefore are not publicly avaitable.

LEGAL NAME OF INVENTOR

Date :

invenior: Glenn Hoisman .

Signature: .. .~

Noie: An application data sheet PTO/AIAN4 or equivalent), including naming the entire inventive entity, must accompany this form.
Usa an additional Substitute Form for PTO/SB/AIADT for each additional inventor.

This coliection of information is required by 35 11.5.C. 115 and 37 CFR 1.83. The informaticon is required o obtain or refain a benefit by the public which is o Tile
{and by the USPTO io process) an application. Sonfidentiality is governed by 35 U.S.C. 122 ané 37 CFR 1.11 and 1.14.
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LEOM_ENT_Coflab_US01

Substitute Form for PTO/AIRMNY

/" DECLARATION (37 CFR 1.63) FOR UTILITY OR DESIGN APPLICATION USING AN
§ APPLICATION DATA SHEET (37 CFR 1.76) }

.

- Tite of  INETWORK ISOLATION FOR COLLABORATION SOFTWARE
invention

As the below named inventor, { hereby declare that:

This declaration
is directed to: The attached application, or

1 United States application or PCT inlernational application number

filed on

The above-~identified appiicaiion was made or authorized to be made by me.

| believe that | am the original inventor or an original joint inventor of a claimed invention in the application.
| have reviewed and understand the contents of the above-identified application, including the claims.

- | acknowledge the duty to disclose to the United States Patent and Trademark Office all information known to me to be material
to patentability as defined in 37 CFR 1.88, including for continuation-in-part applications, material information which became
available between the filing date of the prior application and the national or PCT International filing daie of the continuation-in~
part application.

{ hereby acknowiedge that any wilifui false statement made in this declaration is punishable under 18 U.8.C. 1031
by fine or imprisonment of not more than five (5} years, or both.

WARNING:

Petitionesfapplicant i s cautioned to avoid submitting personal information in documenis filed in a patent application that may
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PT(-2038 submitied for payment purposes;} is never required by the
USPTO to support a petition or an application. If this type of personai information is included in documents submitted to the
USPTQ, petitioners/applicants shouid consider redacting such personal information from the documents before submitting them
to the USPFTQ, Petitioner/applicant is advised that the record of a patent application is available to the public after publication of
the application {unless a non-publication request in compliance with 37 CFR 1.213(a) is made in the application} or issuance ofa
: patent. Furthermore, the record from an abandoned application may also be available to the public if the application is

: referenced in a published application or an issued patent {see 37 CFR 1.14). Checks and credit card authorization forms
PT-2038 submitted for payment purposes are not retained in the appiication file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Date: %45

inventor: Pater Mariz .

Signature:

Note: An application data sheet (PFTO/AIAMS or equivalent), including naming the entire inventive entity, must accompany this form,
Use an additional Substitute Form for PTO/SB/AIADT for each additional inventor.

This collection of information is required by 25 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain a benefit by the public which is to file
{and'by the USPTO fo process) an application. Confidentiality is govemned by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14.
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LCOM_ENT Collab_USO1
Substitute Form for FTO/AIAIG

{f DECLARATION (37 CFR 1.83) FOR UTILITY OR DESIGN APPLICATION USING AN \W
J

APPLICATION DATA SHEET (37 CFR 1.76}

A —

Title of  INETWORK ISOLATION FOR COLLABORATION SOFTWARE
{nvention

As the below named inventor, | hereby declare that:

This declaration
is directed to: & The attached application, or

1 United States appfication or PCT international application number

filad on

The above-identified application was made or authorized to be made by me.

{ believe that { am the original inventor or an original joint inventor of a claimed invention in the application.
{ have reviewed and understand the contents of the above-identified application, including the claims.

{ acknowiedge the duty to disclose to the United States Patent and Trademark Office all information known to me o be material
. to patentability as defined in 37 CFR 1.88, including for continuation-in-part applications, material information which became
= availabie between the filing date of the prior application and the national or PCT international filing date of the continuation-in-

part application.

i hereby acknowledge that any wiliful false statement made in this declaration is punishable under 18 U.8.C. 1001
by fine orimprisonment of not more than five {8} years, or both.

WARNING:

Petitioner/applicant i s cautioned to avoid submitting personal information in documents filed in a patent application that may
coniribuie to identity theft. Personal information such as social secusity numbers, bank account numbers, or credit card numbers
{other than a check or credit card authorization form PT0O-2038 submitted for payment purposes}) is never reguired by the
USPTQO to suppori a pelition or an application. if this type of personat information is inciuded in documents submitied io the
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them
to the USPTQO. Petitionerfapplicant is advised that the record of a patent application is available to the pubiic alier publication of
the apptication {unless a non-publication request in compliance with 37 CFR 1.213{a} is made in the application} or issuance of a
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is
referenced in a published application or an issued paient {see 37 CFR 1.14}. Checks and credit card authorization forms
PT(-2038 submitied for payment purposes are not refained in the application file and therefore are not publicly available.

LEGAL NAME OF INVENTOR

Data:  Neif—3%

inventor:. Keoneth Morits

R

Signature: e

Mote; An application data sheet (FTO/AIA/14 or equivalent), including naming the entire Rventive entity, must ascompany this form.
Use an additional Substitute Form for FTO/SB/AIAD for each additional nventor.

This collestion of information is required by 25 U.S.C. 115 and 37 CFR 1.63. The information is required to obtain or retain 3 benefit by the public which is to fie
{mnd by the USPTO o process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14.
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Doc Code: PA.. PTO/AIA/82A (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number.

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE
REGISTERED PRACTITIONERS

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to which the
Power of Attorney is directed, in accordance with 37 CFR 1.5, unless the application number and filing date are identified in the Power of
Attorney by Applicant form. If neither form PTO/AIA/82A nor form PTO/AIA82B identifies the application to which the Power of Attorney is
directed, the Power of Attorney will not be recognized in the application.

Application Number Not Yet Assigned

Filing Date Herewith

First Named Inventor Glenn Coleman

Title NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Art Unit Not Yet Assigned

Examiner Name Not Yet Assigned

Attorney Docket Number | LCOM_ENT _Collab_USO01

SIGNATURE of Applicant or Patent Practitioner

Signature /Benjamin Chalfin/ pete (optonah 12018-09-25

Name Benjamin Chalfin Eeﬁﬁ)ﬁ;?ﬁm 74,181
u

Title (if Applicantis a | Patent Practitioner
juristic entity)

Applicant Name (if Applicant is a juristic entity) L3 TeChnOIOg|eS InC

NOTE: This form must be signed in accordance with 37 CFR 1.33. See 37 CFR 1.4(d) for signature requirements and certifications. If
more than one applicant, use multiple forms.

I/ I *Total of 1 forms are submitted.

This collection of information is required by 37 CFR 1.131, 1.32, and 1.33. The information is required to obtain or retain a benefit by
the public which is to file (and by the USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR
1.11 and 1.14. This collection is estimated to take 3 minutes to complete, including gathering, preparing, and submitting the completed
application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you require
to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and
Trademark Office, U.S. Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

Ifyou need assistance in completing the form, call 1-800-PT0-9199 and select option 2.
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Doc Code: PA..

R PTO/AIA/82B (07-13)
Document Description: Power of Attorney Approved for use through 11/30/2014. OMB 0651-0051

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE
Underthe Paperwork Reduction Act of 1995, no persons are required to respond to a collection of information unless it displays a valid OMB control number

\ POWER OF ATTORNEY BY APPLICANT

| hereby revoke all previous powers of attorney given in the application identified in either the attached transmittal letter or
the boxes below.

Application Number Filing Date

(Note: The boxes above may be left blank if information is provided on form PTO/AIA/82A.)

| hereby appoint the Patent Practitioner(s) associated with the following Customer Number as my/our attorney(s) or agent(s), and

to transact all business in the United States Patent and Trademark Office COnneCted therewlth for the application referenced in
the attached transmittal letter (form PTO/AIA/82A) or identified above: [ - H

oR 15027

l:l | hereby appoint Practitioner(s) named in the attached list (form PTO/AIA/82C) as my/our attorney(s) or agent(s), and to transact
all business in the United States Patent and Trademark Office connected therewith for the patent application referenced in the
attached transmittal letter (form PTO/AIA/82A) or identified above. (Note: Complete form PTO/AIA/82C.)

Please recognize or change the correspondence address for the application identified in the attached transmittal
letter or the boxes above to:

The address associated with the above-mentioned Customer Number
OR
l:l The address associated with Customer Number:

OR
Firm or
Individual Name

Address

City [ state | |zp |
Country

Telephone | Email [

| am the Applicant (if the Applicant is a juristic entity, list the Applicant name in the box):

L3 Technologies, Inc.

D Inventor or Joint Inventor (title not required below)

|:| Legal Representative of a Deceased or Legally Incapacitated Inventor (title not required below)
Assignee or Person to Whom the Inventor is Under an Obligation to Assign (provide signer'’s title if applicant is a juristic entity)
|:| Person Who Otherwise Shows Sufficient Proprietary Interest (e.g., a petition under 37 CFR 1.46(b)(2) was granted in the
application or is concurrently being filed with this document) (provide signer’s title if applicant is a juristic entity)
SIGNATURE of Applicant for Patent

The undersigned (whose title is supplied below) is authorized to act on behalf of the applicant (e.g., where the applicant is a juristic entity).
Signature s S~ | Date (Optional) | 7-29-/7
Name Donald L. Letizia

Title VP, Cenoral Cenee [ CSé&

NOTE: Signature - This form must be signed by the applicant in accordance with 37 CFR 1.33. See 37 CFR 1.4 for signature requirements
and certifications. If more than one applicant, use multiple forms.

-Total of forms are submitted

Thls collection of infomation is required by 37 CFR 1.131,1.32, and 1.33. The information is required to obtain or retain a benefit by the public which is to file (and by the
USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.11 and 1.14, This collection is estimated to take 3 minutes to complete,
including gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount
of time you require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner
for Patents, P.O. Box 1450, Alexandria, VA 22313-14560.

Ifyou need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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DocCode — SCORE

SCORE Placeholder Sheet for IFW Content

Application Number: 16141535 Document Date: 09/25/2018

The presence of this form in the IFW record indicates that the following document type was received
in electronic format on the date identified above. This content is stored in the SCORE database.

Since this was an electronic submission, there is no physical artifact folder, no artifact folder is
recorded in PALM, and no paper documents or physical media exist. The TIFF images in the IFW
record were created from the original documents that are stored in SCORE.

Drawing

At the time of document entry (noted above):

e USPTO employees may access SCORE content via eDAN using the Supplemental Content
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,
complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or
financial decisions, should not be based on machine-translation output.

DESCRIPTION RU2406138
SYSTEM OF SECURITY OF THE VIRTUALIZED COMPUTER SYSTEM

The invention relates to the security of computer systems, namely, to the security systems of
virtualized computer systems, and can be used in computer devices of various types with different
architectural and operating systems that support virtualization capabilities.

The approach to virtualization capabilities associated with a virtual machine monitor (VMM) is in
fact a typical way to create multiple virtual machines on a single real hardware platform. A virtual
machine monitor is a computer program that performs full or partial monitoring of the resources of
a real computer system. It provides an isolated environment by virtualizing hardware resource
data. A virtualized environment is called a virtual machine (VM). A virtual machine can access
virtual resources. Attempts to access virtual resources for virtual machines are controlled by the
security subsystem. At the same time, from the point of view of the security subsystem, the virtual
machine is the subject of the operation of circulation, and the resource to which it refers, the
object. The security subsystem contains several (one or more) different elements, called security
modules. When a virtual machine monitor organizes access to system resources, security
modules decide to access subjects to objects based on the loaded security policy.

The security subsystem receives these decisions in a certain sequence and takes the final
decision on their basis. In existing virtualization systems, the security module interrogation
sequence is hard-coded. The performance aspect is not taken into account or it is determined
empirically in determining this sequence. Since decisions can be made very often and the
sequence of interrogation of security modules may not be optimal, this can lead to a significant
deterioration in the system's performance: a reduction in overall performance and response time.
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The Xen virtualization system with the sHype security subsystem, developed by IBM, is well
known (cf. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez, R.Perez, S.Berger, JL Griffin,
L. van Doorn: Building a MAC-based Security Architecture for the Xen Opensource Hypervisor [1]
and the Research Report RC23511: R.Sailer, E.VValdez, T.Jaeger, R.Perez, L. van Doorn,
JLGriffin, S.Berger: sHype: Secure Hypervisor Approach to Trusted Virtualized Systems [2]). The
sHype architecture (IBM) supports the implementation of various security modules (Chinese Wall,
Biba, Bell-LaPadula, etc.).

The closest to the claimed invention is the security system of a virtualized computer system
described in patent EP 2,037,657 [3], comprising a hardware associated with at least one virtual
machine via a virtual machine monitor, wherein the virtual machine is configured to forward an
access request to a virtual machine monitor configured to process the access request. This
system was chosen as a prototype of the claimed invention.

The architecture of the analog and prototype systems described above assumes that the
sequence of obtaining solutions from the security modules is based on the required security and is
hard-coded. The performance aspect is not taken into account or it is determined empirically,
which may not correspond to the real state. In systems with this architecture, overall system
performance and system response time may deteriorate, especially if several complex security
modules are used. In addition, this architecture does not provide functionality for recording events
that occur in the security system.

The aim of the claimed invention is to create a security system for a virtualized computer system
with increased performance and reduced response time.

The task is solved by creating an optimized sequence of polling the security modules and
interrogating the modules in this sequence, and all modules are not required to be polled, if, after
polling some modules, the information received is sufficient to make a decision. In addition, the
subsystem of security added the ability to register events occurring in it. Event logging functions
facilitate the administration of the security subsystem.

The technical result is achieved by creating a security system of a virtualized computer system
comprising a hardware associated with at least one virtual machine through a virtual machine
monitor that includes a security policy management module connected to a security subsystem

27-07-2018 2
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comprising a tuning module connected to each other and, at least one security module connected
to the virtual machine, wherein the virtual machine is configured to forward the request access to
the virtual machine monitor configured to process the access request, wherein the security
subsystem is configured to interrogate the security modules, obtain permission from them and,
based on the received decisions on the admission of the final approval decision, and the tuning
module is executed with the ability to implement the function to configure the collection of
information on the number of polls of each security module and the time spent on each of the
polls, and with the possibility of determining on

For a better understanding of the claimed invention, a detailed description thereof will now be
given with the corresponding drawings.

1. General scheme of the security system of the virtualized computer system according to the
invention.

Fig. 2. Detailed scheme of the security system of the virtualized computer system according to the
invention.

FIG. 3. The algorithm of the security system operation of the virtualized computer system
according to the invention.

Let us consider the principle of functioning of the claimed invention. The claimed security system
of the virtualized computer system (FIGS. 1-3) comprises a hardware part 1 associated with at
least one virtual machine 2 via a virtual machine monitor 3 that contains a security policy
management module 4 connected to a security subsystem 5 comprising connected to each other
by the tuning module 6 and at least one security module 7 connected to the virtual machine 2. The
tuning module 6 provides functions for setting up and recording events. The functions of both
types can be independently activated or deactivated by the security policy management module 4.
The configuration functions have several modes.

Disabled - the security subsystem 5 operates in the normal mode (as if there were no
configuration functions in the system).

Enabled - the security subsystem 5 constantly performs self-tuning (described later in this section).

27-07-2018 3
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Automatic mode - self-tuning of the subsystem 5 is initially enabled. The tuning module 6 checks
the overhead for performing self-tuning. If the overhead of self-tuning exceeds its benefit (that is,
determine the appropriateness of using self-tuning), self-tuning is turned off altogether or for a
certain period of time.

For each access request, security modules 7 return an access decision. When the building
function is enabled, the tuning module 6 collects information about the access decision requests.
For each returned access decision, this information contains the number of polls of the security
modules and the time spent by each module to determine its solution. Then, on demand or after a
certain time interval (i.e., periodically), the tuning module determines the optimal polling sequence
of the security modules 7, which has the minimum expected execution time. Thus, the frequently
called security modules 7 and modules, for which time is wasted, will be called among the first in
the security module polling sequence. At the same time, restrictions on the permutation of security
modules 7 in the polling sequence can be imposed.

The event logging functions of the security subsystem 5 can be turned on or off depending on the
needs. This makes it possible to collect some information: subjects, objects, module solutions and
final solutions. This information can be used for profiling and tracing the security subsystem, as
well as for determining the correct configuration of the security subsystem and its verification.

Let us consider a preferred embodiment of the claimed invention. The virtualization system (FIG.

1) is a set of virtual machines 2 operating on any equipment with any architecture 1 and in any
operating system. Each virtual machine 2 is independent and protected from the rest. The virtual
machine monitor 3 ensures that this set of virtual machines 2 works correctly. All security
information for virtual machines 2 and other resources is located inside the virtual machine monitor
3 and is protected from virtual machines 2.

Each virtual machine 2 can access various objects (virtual resources) that correspond to the real
resources of the hardware part 1 of the system. When the virtual machine 2 tries to access the
object, the access request is sent to the security subsystem 5 of the virtual machine monitor 3
(FIG. 2). The security subsystem 5 polls the security modules 7 and makes the final decision.
Interrogation of all security modules 7 in a certain sequence may not be required - the final
decision is available from the moment when the information received from the interrogated
security modules 7 becomes sufficient to make a final decision.
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Security subsystem 5 contains a configuration module 6 that performs setup functions (for self-
tuning of the security subsystem) and event logging functions (for profiling / tracing the security
subsystem). The functions of both types can be independently activated or deactivated by the
policy management module.

For each access request, security modules 7 return an access decision. When the tuning functions
are turned on, the tuning module 6 collects information about the access decision requests. For
each returned access decision, this information contains the number of polls of the security
modules 7 and the time taken by each module to generate the solution. Then, on demand or after
a time interval (i.e., periodically), the tuning module determines the optimal polling sequence of the
security modules 7, which has the minimum expected execution time. Thus, frequently called
modules 7 and modules 7, which are spent time consuming, will be interrogated among the first in
the sequence of polling the security modules. At the same time, restrictions on the permutation of
security modules 7 in the polling sequence can be imposed.

Thus, tuning functions increase the performance of the security subsystem.

If the registration of events is activated, it enables you to collect information: subjects, objects,
module solutions and final decisions. This information can be used for profiling and tracing the
security subsystem, and can also help in creating the correct configuration of the security
subsystem.

The proposed system provides high performance of the security subsystem. In addition, it offers
additional functionality - the ability to log events of the security subsystem. This information can be
very useful for properly configuring the security subsystem in a virtualization system.

While the foregoing embodiment has been set forth to illustrate the present invention, it will be
appreciated by those skilled in the art that various modifications, additions and substitutions are
possible without departing from the scope and spirit of the present invention disclosed in the
appended claims.
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Notice

This translation is machine-generated. It cannot be guaranteed that it is intelligible, accurate,

complete, reliable or fit for specific purposes. Critical decisions, such as commercially relevant or

financial decisions, should not be based on machine-translation output.

CLAIMS RU2406138

A security system of a virtualized computer system comprising a hardware associated with at least
one virtual machine through a virtual machine monitor that includes a security policy management
module connected to a security subsystem comprising a connected setup module and at least one

a security module coupled to the virtual machine, wherein the virtual machine is configured to

direct the access request to the virtual machine monitor configured with the ability to process an
access request, while the security subsystem is configured to interrogate security modules, obtain
permission from them and, on the basis of decisions obtained, allow the final approval decision,

and the configuration module is configured to: configure information gathering the number of polls

of each security module and the time spent on each of the surveys, and the ability to determine,

on the basis of the information collected, the optimal follower
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H300peTeHue OTHOCUTCS K 00J1aCTH 0€3011aCHOCTH KOMITBIOTEPHBIX CUCTEM, & HMEHHO K
cucTeMaM Oe3011aCHOCTH BUPTYAJIM30BAHHBIX KOMITBIOTEPHBIX CUCTEM, U MOJKET
TIPUMEHSATBCSA B KOMITBIOTEPHBIX YCTPOMCTBAX pa3JIMYHOTO THUIIA ¢ pa3HBIMU
APXUTEKTYPHBIMH H OTIEPAHOHHBIMH CUCTEMAMH, KOTOPbIE TI0AAEPIKUBAIOT BO3MOYKHOCTH
BUPTYyaJTH3ALH.

TToaxo/ kK BO3MOXKHOCTSM BHPTYAITM3AlWMH, CBI3aHHbIH C MOHUTOPOM BUPTYAJTbHOM
MairHbl (VMM - virtual machine monitor), (pakTHUECKH SABJISETCS TUITHYHBIM IIYTEM IS
CO3JaHUS HECKOJTBKUX BUPTYAJIBHBIX MAIIIMH HA €IUHON peaibHOI annapaTHOM 1aThopme.
MOHUTOpP BUPTYaJIbHON MAILIMHBI - 3TO KOMITBIOTEpHAS MPOrpamMMa, KoTopas
OCYILECTBJISIET 110JIHBII MJIM YACTHYHBII KOHTPOJIb PECYPCOB pealibHON KOMITBIOTEPHOM
chcTeMbl. OHa TIPEAOCTABIISIET H30JMPOBAHHOE OKPYIKEHHE ITyTeEM BUPTYaIH3AIMA JaHHbBIX
anmnapaTHbIX PeCypcoB. BUPTyallH30BaHHOE OKPY KEHHE HAa3bIBaeTCA BUPTYAIbHOM
MarwHoM (VM - virtual machine). BupTyajibHast MauiMHa MOkeT oOpaiiaThes K
BUPTYaIbHBIM pecypcaM. ITonbITki oOpalieHns BUPTYAJIbHbIX MAIlIMH K BUPTYaJIbHBIM
pecypcaM KOHTPOIUPYIOTCS IOACUCTeMOI Oe3o1tacHOCTH. [Ipu 3TOM, ¢ TOUKH 3peHust
IOACUCTEMbI 0€30MaCHOCTH, BUPTYAJIbHAS MallLIMHA SBJIAETCS CYOBEKTOM ONEePALHMU
obpallleHHs, a pecypc, K KOTopoMy oHa oOpalaetcs, o0bexToM. [ToacucteMa Oe3011acHOCTH
COZIEPIKHT HECKOJTBKO (OMH HIIH OoJiee) pa3/IMuHbIX 3JIeMEHTOB, Ha3bIBAEMbIX MOIY.IIMH
Oe3ortacHocTH. Koraa MOHUTOP BUPTYaIbHOM MAIlIHHBI OPTaHHU30BBIBAET JOCTYII K
pecypcam CHCTEMbI, MOYJIH Oe30MaCHOCTH TPUHUMAIOT peLlEHHE O OCTYTIe CYOBEKTOB K
00BEKTaM Ha OCHOBE 3aTPY>KEHHOI IOJIMTUKH Oe3o11acHOCTH. IloacucTema Ge301macHOCTH
MOJIYYaET 3TH PELICHUS B ONPEACIEHHOMN 110C/IEA0BATEIBHOCTH U ITPUHUMAET HA UX OCHOBE
OKOHYA4TE/IbHOE pellleHUe, B CyIeCTBYIOLIMX CUCTEMAX BUPTYAJIU3AINH
11OCJTeI0BATE/TBHOCTD OTIpoca MOAYIIel Oe30TIaCHOCTH JKEeCTKO 3aKOAUpOBaHa. ACTIeKT
MPOH3BOIUTEJIBHOCTH HE YUUTBIBAECTCS HIIM OHA OTPEIeIIIeTCS SMITUPHIECKH MTPU
onpedelieHnH JaHHOM 110cjIeA0BaTe/IbHOCTH. I10CKOJIBKY pellieHUus MOTY T IIPHHUMATbCS
OYeHb YaCTO M MOCIIEI0BATE]IbHOCTh OTIpOoca MOAYJIeH 0e30MacHOCTH MOXKET OBbITh
HEOTITUMAJTBHOM, TO 3TO MOXKET MPUBECTH K 3HAYUTEIIBHOMY YXYIIMIEHUIO XapPaKTEPUCTUK
CHUCTEMbIL: YMEHBIIIEHUIO OOl POU3BOIUTEILHOCTH ¥ BPEMEHH OTKJIMKA.

H3BecTHa cucTeMa BUpTyau3anuu Xen ¢ sHype noacucteMoit 6e30nacHOCTH,
paspaboTtanHoii ¢pupmMoii IBM (cM. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez,
R.Perez, S.Berger, J.LL Griffin, L. van Doorn: Building a MAC-based Security Architecture for
the Xen Opensource Hypervisor [1] 1 Research Report RC23511: R.Sailer, E.Valdez, T.Jaeger,
R.Perez, L. van Doorn, J.L.Griffin, S.Berger: sHype: Secure Hypervisor Approach to Trusted
Virtualized Systems [2]). ApxutekTypa sHype (brpmbl IBM) HoaaepkuBaeT peatHannio
pa3JmyHbIX MoayJieit 6esomacHocTu (Chinese Wall, Biba, Bell-LaPadula u T.71.).

Haubouiee 0J1M3KOM K 3451 BJISHHOMY H300PETEHHIO SIBJISETCS CHCTEMd Oe3011aCHOCTH
BHPTYAJIU30BAHHON KOMITBIOTEPHOI CHCTEMBI, ollucaHHas B nmateHTe EP 2037657 [3],
coepyKalllas anrapaTHYIO YacTb, CBA3aHHYIO, 110 MEHBIIIEH, ¢ OJHONH BUPTYaJIbHOM
MAIIIMHOM Yepe3 MOHUTOD BUPTYaJbHOI MaIlIMHBI, TIPH 3TOM BHPTYya/IbHAS MalllliHA
BBITIOJIHEHA C BO3MOXHOCTBIO HamlpaBJIEHUS 3aMpoca JOCTYNAa B MOHUTOP BUPTYaJIbHOMI
MaIIMHBI, BBIIIOJIHEHHBIN ¢ BO3MOKHOCTBIO 00paboTkH 3anpoca aocTtyna. JlanHas cucteMa
BbIOpaHa B KAYeCTBE NPOTOTHIIA 3aIBJIEHHOTO N300pETEHMSI.

OnucaHHas Bblille APXUTEKTYPA CUCTEM aHAJIOrd U NPOTOTHIIA NIPEAIIOJIATAET, YTO
110CJ1eI0BATETBHOCTD TIOTYYEHHS pellieH i OT MOy el 0e3011aCHOCTH OCHOBAaHA Ha
TpeOyeMoil 0e3011aCHOCTH H KECTKO 3aKOTHpOBaHA. ACTIEKT TTPOU3BOIUTESIBHOCTH He
YUUTBIBAETCS UJTU OHA OTIPENIEIAETCS IMMUPUUYECKH, UTO MOXKET HE COOTBETCTBOBATH
peaJIbHOMY COCTOSIHMIO. B crcTeMax ¢ Takoil apXUTEKTYPOIl MOKET MPOU30MTH YXYAIIIEHHE
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o011eil NPOH3BOAUTESTBHOCTH CHCTEMBI H BPEMEHU OTKJIHKA CUCTEMbI, OCOOEHHO eCJIH
HCTOJIB3YETCS HECKOJIBKO CIIOKHBIX MoayJielt OGesonacHocTH. KpoMe Toro, naHHas
APXUTEKTYpa He obecrieyrBaeT QyHKIHOHAJIBHOCTH AJIs1 PETHCTPALHH COOBITHIA,
NPOUCXOAAILUX B CHCTeMe Oe30TTaCHOCTH.

3amauelt 3a9BJIEHHOTO H300PETEHUS SIBJIIETCS CO3JaHIHe CHCTEMBI Oe30MacHOCTH
BUPTYaJU30BAHHON KOMTIBIOTEPHOI CUCTEMBI C YBEJIMUEHHON MPOU3BOANTEIBHOCTHIO H
YMEHBIIIEHHbIM BPEMEHEM OTKJIMKA.

[TocTaBsieHHast 3amaya perieHa 3a cueT GOPMHUPOBAHHUSI ONTHMHU3HPOBAHHOI
NOCIIeA0BATEIBHOCTH OMTpoca Moy Jiel O€30TIaCHOCTH H ONpoca MOAYJIel B daHHOM
NOCIeIOBATETBHOCTH, TIPH 3TOM OINPOC BCeX MOAyJIel He TpeOyeTcsl, ecli nocJje onpoca
HEKOTOPbIX MOAyJell NOJIyUeHHOH HHPOPMALHH JOCTATOUHO AJISl TIPUHSATHS PEIlleHHUS.
Kpome Toro, B noacrcteMy 6e30macHOCTH JoOaBlieHa BO3MOXHOCTb PerHcTpalyiH
MPOUCXOASIIMX B Hell coObITHI. DYHKIIMU PETUCTPAIMK COOBITUH OONIEryaroT
AIMUHHCTPUPOBAHUE NMOJACUCTEMbI O€30MAaCHOCTH.

TexHu4eckHil pe3y IbTaT JocTUraeTcs Oarogapst CO3JaHUIO CHCTEMbI O€30MaCHOCTH
BUPTYAJIH30BAHHOH KOMI1bIOTEPHOI CUCTEMBIL, COAEPXKALLEH ANMAPATHYIO YdCTh, CBI3dHHYIO
C, IO MEHBIIIEH Mepe, OAHOHN BUPTya/IbHON MAIIIMHOI Yepe3 MOHHTOP BHPTYyaIbHOM
MallIMHbI, KOTOPBII COOEPIKUT MOAYJIb YIIPABJIEHHS NOJMTHKAMH Oe30TIaCHOCTH,
COEIHHEHHBIH ¢ IOACHCTEMOMN 0€30N1aCHOCTH, colepkallell coeUHEHHbIe MeX Iy cOOOI
HACTPOEYHBIH MOTYJIb U, TTO MEHBIIIEH Mepe, OTMH MOAYJIb 0e30NacCHOCTH, COeTMHEHHBIH C
BAPTYyaJIbHON MAIIIMHOM, TPUYEM BHUPTYyaJIbHAS MAIIIMHA BBIITOJIHEHA ¢ BO3MOKHOCTBIO
HaIpaBJIEHHUs 3aIIpoca JOCTYNAa B MOHUTOP BUPTYaJIbHON MAIlIMHbI, BBIITOJTHEHHBII C
BO3MOXHOCTb0 OOpA0OTKH 34TIpoca A0CTYNd, IPU 3TOM NOACUCTEMA Oe30TIACHOCTH
BBIIIOJIHEHA ¢ BO3MOXHOCTBIO ONpoca MOAyJeil 0e30MacHOCTH, NOMYYEeHHs OT HHX pellleHMi
0 JOTYCKE H C BO3MOXHOCTBIO IMPHHATHA HA OCHOBE MOJIyYEHHBIX PEIIIEHHI O J0TyCKe
OKOHYATEJILHOTO PEIIEHHS O JOIMYCKE, & HaCTPOEUHbIH MOAYJIb BBIIIOJIHEH C BOZMOYKHOCTBIO
peam3anuu GyHKIUKA HACTPOHKK cOopa MH(MDOPMAIIHH O KOJIUYECTBE OTIPOCOB KAk TOTO
MOZyJIst 0E30MACHOCTH H BPEMEHH, H3PACXOIOBAHHOM Ha KaAbIH H3 OMPOCOB, H C
BO3MOYHOCTBIO OTIPEIe/IeHHsI HA OCHOBE COOpaHHOM HHpOpMANHY OTTTHMAJIBHON
110CJ1€J0BATEJIbHOCTH OMpoca MOAyJiei Oe30114CHOCTH, IPH KOTOPOM YACTO Bbl3bIBAEMbIE
MOZYJIM H MOIYJIH, HA KOTOPBIE TPATHTCA MAJIO BPEMEHH, BbI3bIBAIOT B YHCIJIE NEPBbIX.

151 imydinero noHHMMaHHs 3asBIEHHOTO H300pETeHHs Janee IPUBOAUTCS ero noapoOHoe
OIUCAHHE C COOTBETCTBYIOILUMI YePTEKAMH.

®ur.1. O0was cxema CHCTEMbI 0E30TACHOCTH BHPTYaJIM30BAHHON KOMTIBFOTEPHOM
CHCTEMBI COTJIACHO N300PETEHUIO.

@ur.2. IToapobHas cxeMa cHCTEMbI O€30MAaCHOCTH BUPTYaJIM30BAHHON KOMIIBIOTEPHOM
CHCTEMbI COI'JIaCHO U300PETEHMUIO.

@ur.3. ATropuT™ paboThI CHCTEMbBI OE30MACHOCTH BUPTYAIH30BAHHONW KOMIIbIOTEPHON
CHCTEMBI COTJIACHO U300PETEHHIO.

PaccMoTpuM MpHHIKTT GYHKIHOHHPOBAHHUS 3asBJICHHOTO H300peTeHHS. 3asiBJIeHHAS
cucteMa 0e30MaCHOCTH BUPTYAIM30BAHHON KOMITBIOTEPHON cucTeMbl (Dur.1-3) comepkut
annapaTHYIO 4YacTh 1, CBSI3aHHYIO C, TTO MEHBIIIEIl Mepe, OAHON BUPTyaJIbHON MAIIHHOM 2
4Yepe3 MOHUTOP 3 BUPTYAJIbHON MAIMHbBIL, KOTOPBIA COIEPKHUT MOAYJIb 4 YIIPABJIEHHS
HOJIUTHKaMH Oe3011aCHOCTH, COEAMHEHHbI € T110CHCTEMOI S OE30ITACHOCTH, coaepKalllei
COeIMHEHHbIE MeXIY co00li HaCTPOEUHBII MOAYIIb 6 U, TIO MEHBIIIeil Mepe, OJHH MOLYJIb 7
0e30MacHOCTH, COeAMHEHHBII1 ¢ BUPTYasibHOI MaliHol 2. HacTpoeunslilt Moayib 6
obecrieunBaeT GYHKIWH HACTPOMKH M perucTpanun coobITHil. DYHKIK 000UX TUTIOB MOTYT
OBITH HE3ABUCHMO aKTHBUPOBAHBI WJIM 1€AKTHBHPOBAHBI MOAYJIEM 4 yTIpaBJIeHUS
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HOJIMTUKAMU 6e3011aCHOCTH. (DYHKIMU HACTPOMKH UMEIOT HECKOJIBKO PEXHMOB.

BrikJitoueH - moacucTeMa S 6€30I1aCHOCTH pabOTaeT B OOBIYHOM pexkuMe (KakK eciid Obl B
CHCTEME He CYILECTBOBAJIO (PYHKUMI HACTPONKH).

BritioueH - 11oacucteMa 5 6e3011aCHOCTH [TOCTOSIHHO BBIITOJTHSIET CAMOHACTPOHKY
(ollMCaHHYIO HUXKE B 3TOM pas;elie).

ABTOMATHYECKUI PEKUM - W3HAUAJIBHO BKITFOYEHA CaMOHACTPOHKaA TOICUCTEMBI 5.
Hactpoeunbrit MoayJib 6 mpoBepsieT HaKJIaIHbIE PACXOAbl HAa BBIIIOJIHEHUE CAMOHACTPOMKHU.
Ecnu HakiiagHble pacxoabl CAMOHACTPOHKH NPEBBINIAIOT €€ BBITOAY ( TO €CTh ONPEAEIISIOT
1eJiecooOpasHOCTh UCIOJIB30BAHUS CAMOHACTPONKH), TO CAMOHACTPOMKY BBIKJIIOYAIOT
COBCEM WM Ha ONpeeJIEHHbIH MepUoI BPEMEHH.

Ha xasxaslit 3anpoc 10cTyna MoayJid 7 6e30MacHOCTH BO3BpALIAIOT pellleHHe O JOCTYTIE.
Koraa dyHkius 3acTpoiiku BKJIIOUeHA, HACTPOEUHBINH MOy Tb 6 coOUpaeT HHpOopMaIuio o
3ampocax pelleHus o 1ocTtyne. [Tt Kaxaoro BO3BpallleHHOTO pellieHus O JOCTYTE JaHHas
HHPOPMAUMS COOEPIKUT KOJIUYECTBO OTPOCOB MOAYJIel Oe30I11acHOCTH U BpeMs,
U3PACXOJ0BAHHOE KaXIbIM MOYJIEM Ha BBIPAOOTKY €ro pelieHus. 3aTeM MO 3anpocy WK
4epe3 ONPEACIIEHHbIA BPEMEHHON HHTEPBAIL (TO €CTh NEPUOANHECKH) HACTPOCUHbLI MOAY./1b
omnpeaelisieT OITHMAJIBHYIO [0C/IEAOBATEJIbHOCTh ONpoca MOAYJiel 7 6e30MacHOCTH,
KoTopas MMeeT MHUHHMAJIbHOE OXKUIAEMOE BpeMd BbIIoJIHEHUS. TakuM oOpa3oM, yacTo
BbI3bIBa€MbIE MOAYJIH 7 G€30TACHOCTU M MOAYJIH, Ha BBIIIOJHEHHE KOTOPBIX TPATUTCS MajIo
BpeMeHH, OyTyT BbI3BAHBI B YHCJIE TIEPBBIX B MOCEI0BATESTBHOCTH OTIPOCca MOy el
Oe3omacHocTH. IIpH 3TOM Ha mepecTaHOBKY MoayJieil 7 0e30TaCHOCTH B
110CJIEA0BATEIEHOCTH OTIpOCca MOTYT HaKJIaAbIBaThCs ONIPEIEJIEHHEBIE OTPaHHUEHUSI.

DYHKUUU PErUCTPALMH COObITHI ITOACHCTEMbL 5 GE30IIACHOCTH MOI'YT ObITh BKJIHOUEHbL
WIH BBIKJIIOUEHBI B 3aBUCUMOCTH OT ITOTpeOHOCTEH. ITO JaeT BOZMOXKHOCTb COOMPATh
HEKOTOPYIO HH(pOpMALUIO: CyO'bEKTbI, OOBEKTBI, PellleHHsI MOAYJIeH i OKOHYATE/IbHbIE
pentenust. JlaHHas uHdopMalys MoxeT ObITh HCIIOJIb30BaHA 1S TPOGUINPOBAaHHUS H
TPACCUPOBKH TOJCUCTEMBI OE30TACHOCTH, A TAKXKe JJIS OTIpee/IeHns TTPaBUJTbHOMN
KOH(UTypauHH IOACHCTEMBI O€30MaCHOCTHU H e¢ TIPOBEPKH.

PaccMOTpUM NpeAnoUTUTEIBHBIN BAPUAHT BBIIIOJIHEHHS 3asIBJIEHHOT O H300 peTEHHSL
Cuctema BupTyanusauuu (dur.1) npeactasiisier coboit HA00P BUPTYAIbHbIX MALIIUH 2,
paboTarolKX Ha JIEI0OOM 000y AOBAaHHH C JIIOOOH apXUTEKTYpoii 1 U B JTIOOBIX
OnepalHMOHHBIX cucTeMax. Kajkaad BUpTyalibHasi MalllMHA 2 He3aBHCUMa U 3allHIleHa OT
OCTAJIbHBIX. MOHUTOP 3 BUPTYaJIbHOI MaIllMHbI 0OecnieunBaeT PABUIIBHYIO PaboTy
JaHHOTO Habopa BHPTYaJbHBIX MalIuH 2. Bes nHbopmalus 1o 6e30macHoCTH,
NpeJHa3HauYeHHas! [Tl BUPTYaJIbHBIX MAIlIMH 2 M APYTHX PECYPCOB, HAXOAUTCS BHYTpPH
MOHHTOpa 3 BUPTYya IbHON MallIMHbI U 3aLIUILEHA OT BUPTYaJIbHbIX MAIIIUH 2.

Kaxkaas BUpTya/ibHAsI MallIMHA 2 MOXET IOJIYYHTb AOCTYII K PA3JIUUHBbIM OObEKTAM
(BUpTYaJIbHBIM pecypcaM), KOTOpble COOTBETCTBYIOT peajIbHBIM pecypcaM anmnapaTHOH
vacTH | cucteMbl. Koraa BUpTyatbHast MallldHa 2 ITbITAeTCS HOIYUUTE JOCTYI K OOBEKTY,
3anpoc JOCTyNa IIOChUTAIOT B HIOACUCTEMY 5 0e30MacHOCTH MOHHTOpA 3 BUPTYaJIbHOMN
MantuHbl (Dur.2). IToacuctema 5 6e30MacHOCTH OMpaIliuBaeT MOAYJIH 7 0€3011aCHOCTH H
MPUHUMAET OKOHYATeJbHOE pellieHre. Onpoc Beex MoayJielt 7 0e30MacHOCTH B
ONpeJeJIEHHOM MOCIeI0BATEIBHOCTH MOXKET He TpeOOBaThCs - OKOHYATEJIBHOE PellIeHHe
JOCTYITHO C TOrO MOMEHTA, KOI'1d HHPOpMALKH, TIOJIyUeHHO! OT OnpoLleHHbIX MOAYJIeH 7
0€3011aCHOCTH, CTAHOBHTCS TOCTATOYHO JJIs IPUHATHA OKOHYATEJILHOTO PEILIeHHS.

IToacucTeMa 5 0e30MaCHOCTH COAEPIKHUT HACTPOEUHBIN MOAYJIb 6, KOTOPBIN BBIITOJIHSIET
HacTpoeuHble QYHKITHHU (IS CAaMOHACTPOHKU MOACHCTEMBI O€30MaCHOCTH) H (PYHKITHU
pErHCTpaly COObITHH (151 NPOGUIMPOBAHUSY TPACCHPOBKH TOICHCTEMBI OE30IIACHOCTH).
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(®YHKI[HH OOOHX THITOB MOTYT OBITH HE3aBHCHMO aKTHBHPOBAHBI HITH JEAKTHBHPOBAHBI
MOAYJIEM YIIPABJIEHHS TTOJMTHKAMH Oe3011aCHOCTH.

Ha kaxap1it 3a11poc A0cTyIa MOIyJIM 7 Ge30I1aCHOCTH BO3BPAILIAIOT PEIIEHHE O JOCTYIIE.
Koraa HacTpoetHsle GyHKIMH BKIIOUEHbL, HACTPOEHUHBINH MOAYJIb 6 cOOHpaeT HHPOPMALUIO
0 3aIIpocax pelleHHs o AocTyIle. [ KakI0ro BO3BpallleHHOTO PELIeHHS O AOCTYIIe 3Ta
vUHDOpMALNS COTEPKUT KONHUYSCTBO OPOCOB MOAYJel 7 Ge30NMacHOCTH U BpeMms,
3aTpadeHHOE KaXXIbIM MOIYJIEM Ha BbIpaOOTKY pelueHHs. 3aTeM 110 3aI1poCcy HIIH Uepes3
BPEMEHHOI UHTepBaJI (TO €CTh IIEPHOAHUYECKH) HACTPOSYHbIH MOYJIb OITpee)IseT
ONITHMAJTBHYIO TIOCJIeIOBATEJIBHOCTE OIpoca MoAyJielt 7 6e3011acHOCTH, KOTOpasi HMeeT
MHHHUMAJIBHOE OXKUAaeMOe BpeMsl BBITIOJIHEHHS. TakuM oOpa3oM, 4acTO BbI3bIBAEMbIE
MOJyJIH 7 ¥ MOAYJIM 7, Ha BBITIOJHEHHE KOTOPBIX TPATHUTCSA MaJIo BpeMeHH, Oy ayT
OITpallBaThCs B UHCIE IIEPBBIX B 110CJIEI0BATEJBHOCTH OIpoca MOAYJIel Ge3011aCHOCTH.
ITp 3TOM Ha TIepecTaHOBKY Moy et 7 6e30MacHOCTH B TOC/IEIOBATENBHOCTH OMpoca
MOT'YT HaKJ1aJbIBaThCsl OITPEAENIEHHbIE OTPAHUYEHHS.

TakuM 0O6pa3oM, HACTpoeUHbIE (PYHKI[HH ITOBBITIAIOT TIPOH3BOIUTENIBHOCTD ITOCHCTEMBI
0E3011ACHOCTH.

Ecnu peructpauusi coObITHI aKTHBUPOBAaHA, TO OHA AaeT BO3MOXHOCTh COOHpATh
HH(OPMALUIO: CYOBEKThL, OObEKThI, PellieHHs MOy el U OKoHYaTe IbHbIe perleHus. Jlannas
HHpOpMaIs MOKeET OBbITh UCIIOJIb30BaHA AT IPOGHIMPOBAHUS H TPACCHUPOBKH
NOICHCTEMBI O€30TIACHOCTH, & TAKKE MOXET TIOMOUb TIPH CO3TaHHH MPaBHIbHON
KOH(MHUTYpaIHH 110ICHCTEMbI Oe30T1aCHOCTH.

IIpeniokeHHast cHcTeMa OOeclieuHBaeT BBICOKYIO 1TPOM3BOIHTENbHOCTD 110CHCTEMbI
Ge3ortacHocT. KpoMe Toro, oHa 1peaiardeT A0NOJIHUTEIbHYI0 QYHKIHOHAILHOCTD -
BO3MOKHOCTb PETHCTPAIMH COOBITHI ITOACHCTEMBI Oe3o11acHOCTH. JlaHHas HHbopMaIs
MO>KeT OBITh OUE€Hb 110JIe3HA WISl IIPAaBHIILHOTO KOH(MUTYPUPOBaHHS [TOACUCTEMBI
0€3011aCHOCTH B CHCTEME BHUPTYaIU3AI[1H.

XoTs yKa3aHHbIU BbIIIE BAPHAHT BBITIOJHEHHS H300PETeHHS OBLIT U3TOKEH C TEJTBIO
WLITIOCTpALHH HACTOSIIETO H300PETeH s, CTIELHAIUCTAM SICHO, YTO BO3MOXKHBI pa3HbIe
MoaHduKamiH, J00aBJIEHHS U 3aMEHBI, HE BBIXOJALIME U3 00beMa H CMbICJIa HACTOSIIIETO
H300PETEHHS, PACKPBITOrO B NpUJIaraeMoii popmylie H300peTeHHs.

®opmya u3o0peTeHUs

CricteMa Ge3011aCHOCTH BUPTYATM30BAHHOM KOMITBIOTEPHOM CHCTEMBI, COIepKalIast
amnmapaTHYIO YacTh, CBSI3aHHYIO C, IO MEHBIIIeN Mepe, O THOH BUPTYAJIbHON MATITHHON Yepe3
MOHHTOP BHPTYAJbHON MAIIIMHBI, KOTOPBINA COAEPIKHT MOAYJIb YIIPABJICHHS MOJIMTHKAMH
6e3011acHOCTH, COeAUHEHHBIN ¢ TIOACHCTEMOI O€30ITaCHOCTH, CoAepIKalllell coeTHHEHHbIE
Mexay coOOM HACTPOEUHbL MOAYIIb H, [10 MEHbILEH Mepe, OAMH MOAYJ1b Oe3011aCHOCTH,
COeZIHHEHHBIN ¢ BUPTYaIbHON MAIlIMHOM, IpUYeM BHPTyalibHasl MaIllMHA BBITIOJIHEHA C
BO3MOYHOCTBIO HallpaBJIeHHs 3alipoca JOCTyIla B MOHMTOP BHPTYaIbHOM MallliHb,
BBITIOJIHEHHBII ¢ BO3MOKHOCTBIO 00pabOTKIM 3a11poca JOCTYIIA, IIPH 3TOM IT0ACHCTEMA
6e3011aCHOCTH BBITIOJIHEHA ¢ BO3MOKHOCTBIO OTIpOca MOY.J1ei Ge3011aCHOCTH, TTI0JIyYeHHS OT
HHX peLUeHui O AOTIYCKE U ¢ BO3MOMKHOCTBIO IIPHHSTHS HA OCHOBE 1TOJIYYEHHBIX PELIeHUN O
JOIYCKE OKOHYATEJILHOTO pellieHUst O JOITyCKe, a HACTPOEUHbBINH MOYJTb BBITIOJIHEH C
BO3MOXHOCTbIO PEATH3ALHH QYHKLUHH HACTPOMKH: cOOpa HHPOPMALHH O KOJIHYECTBE
OTIPOCOB KaXJIO0TO MOIYJIS 0e3011aCHOCTH U BPEMEHH, U3PACXOIOBAHHOM Ha KasKIbIii U3
OITPOCOB, H ¢ BO3MOKHOCTBIO OITpeae/ieHUs Ha OCHOBe cOOpaHHON HHOpMAIIMU
ONTUMAJTEHOI TIOCNEAOBATEILHOCTH ONIPOca MOAYJel 0e30MacHOCTH, TIPH KOTOPOM YacTo
BBI3BIBA€MbIEe MOIYJIH H MOIYJIH, HA KOTOPbIE TPATHTCSA MAJIO BPEMEHH, BbI3bIBAIOT B UHCJIE

Crp.: 7
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In Re Application of:

L3 Technologies, Inc. Confirmation No.: 7622
Application No.: 16/141,535 Group Art Unit: 2491
Filing Date: September 25,2018 Examiner: PATEL, ASHOKKUMAR B

For: NETWORKISOLATION FOR COLLABORATION SOFTWARE

Filed Via EFS
INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §¢§ 1.97-1.98, information relating to

the above-identified application is hereby disclosed. Inclusion of information in this statement is not to

be construed as an admission that this information is material as that term is defined in 37 CFR § 1.56(b).

X IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either

within three months of the filing date of the above-identified application, within three months
of the date of entry into the national stage of the above identified application as set forth in §
1.491, before the mailing date of a first Office Action on the merits of the above-identified
application, or before the mailing date of a first Office Action after the filing of request for

continued examination under § 1.114, no additional fee is required.

O IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the

period set forth in § 1.97(b) above but before the mailing date of either a Final Action under §
1.116 or a Notice of Allowance under § 1.311, or before an action that otherwise closes
prosecution in the application, therefore:

[] Certification in Accordance with § 1.97(c) is attached; or

[l The fee of $240.00 as set forth in § 1.17(p) is attached.
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[

IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the
mailing date of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311
but before, or simultaneously with, the payment of the Issue Fee, therefore included are:

Certification in Accordance with § 1.97(e); and the submission fee of $240.00 as set forth in
§ L17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X

Copies of reference numbers 01-17 listed on the attached Form PTO-1449 are not required to
be submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

Copies of reference numbers 18-35 listed on the attached Form PTO-1449 are enclosed

herewith.

Copies of reference numbers are not being submitted because they were previously
cited by or submitted to the U.S. Patent and Trademark Office in patent application number
, filed for which a claim for priority under 35 U.S.C. § 120 has been made in the

instant application.

The month of publication for reference numbers 1s not available. However, the year of
publication for these references is sufficiently earlier than the effective US filing date and any
foreign priority date so that the particular month of publication is not in issue pursuant to 37

CFR § 1.98(b).

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

[

The following documents are not in the English language. Accordingly, a concise explanation
of the relevance of the document was incorporated in the specification passages identified
below, the document was identified in a foreign communication as identified below or an

English language counterpart application has been provided as indicated below.

Foreign Language

Cite No. Pages of Reference in Specification or

Document

Relevance of Document
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Foreign Language Document | Cite No. English Language Counterpart Cite No.

O CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

I hereby certify that:

] Each item of information contained in this information disclosure statement was first cited in
any communication from a foreign patent office in a counterpart foreign application not more

than three months prior to the filing of this information disclosure statement.

] No item of information contained in this information disclosure statement was cited in a
communication from a foreign patent office in a counterpart foreign application, and, to the
knowledge of the person signing the certification after making reasonable inquiry, no item of
information contained in this information disclosure statement was known to any individual
designated in § 1.56(c) more than three months prior to the filing of this information disclo-

sure statement.

Please charge any deficiency or creditany overpayment to Deposit Account No. 50-5519.

Date: November 30, 2018 /Benjamin Chalfin/
Benjamin Chalfin
Registration No. 74,181

CONDO ROCCIA KOPTIW LLP
1800 JFK BOULEVARD

SUITE 1700
PHILADELPHIA, PA 19103
Telephone:  (215) 558-5740

Ex.1002 / Page 91 of 293
Cisco Systems, Inc.



UNITED STATES PATENT AND TRADEMARK OFFICE

UNTTED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

PQ. Box 1450

Alexandnia, Virginia 22313-1450

WWW.USpto.gov

[ APPLICATIONNUMBER | FILING OR 371(C) DATE | FIRST NAMED APPLICANT | ATTY. DOCKET NO./TITLE |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_US01
CONFIRMATION NO. 7622
158266 PUBLICATION NOTICE
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Suite 1700 000000106952467

Philadelphia, PA 19103

Title:NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Publication No.US-2019-0097971-A1
Publication Date:03/28/2019

NOTICE OF PUBLICATION OF APPLICATION

The above-identified application will be electronically published as a patent application publication pursuant to 37
CFR 1.211, et seq. The patent application publication number and publication date are set forth above.

The publication may be accessed through the USPTO's publically available Searchable Databases via the
Internet at www.uspto.gov. The direct link to access the publication is currently http://www.uspto.gov/patft/.

The publication process established by the Office does not provide for mailing a copy of the publication to
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set
forth in 37 CFR 1.19(a)(1). Orders for copies of patent application publications are handled by the USPTO's
Public Records Division. The Public Records Division can be reached by telephone at (571) 272-3150 or (800)
972-6382, by facsimile at (571) 273-3250, by mail addressed to the United States Patent and Trademark Office,
Public Records Division, Alexandria, VA 22313-1450 or via the Internet.

In addition, information on the status of the application, including the mailing date of Office actions and

the dates of receipt of correspondence filed in the Office, may also be accessed via the Internet through

the Patent Electronic Business Center at www.uspto.gov using the public side of the Patent Application
Information and Retrieval (PAIR) system. The direct link to access this status information is currently
https://portal.uspto.gov/pair/PublicPair. Prior to publication, such status information is confidential and may only
be obtained by applicant using the private side of PAIR.

Further assistance in electronically accessing the publication, or about PAIR, is available by calling the Patent
Electronic Business Center at 1-866-217-9197.

Office of Data Managment, Application Assistance Unit (571) 272-4000, or (571) 272-4200, or 1-888-786-0101
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Notice of Pre-AlA or AlIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.
DETAILED ACTION
Election/Restrictions
Restriction to one of the following inventions is required under 35 U.S.C. 121:
l Claims 1-16, drawn to method and system for computer having an
separate space for first set of applications and second space for
collaborative applications , classified in CPC class GO6F 21/74.
Il. Claims 17, drawn to system for first computer and second to interact over

the network for multi-user interactive software, classified in CPC class

GO6T 2219/024.

The inventions are distinct(related as operation or design but can be patentable
alone), each from the other because: Group | invention is related to computer having
space for shared application and local trusted application and the dependent claims
further refine the features of the computer like blocking/allowing communication(claim 2,
5-8, 10, 13-16) , while Group Il inventions is related to first computer and second
computer connecting over the network and enabling the communication between the

two computers.

Inventions Group | and Group |l are related as subcombinations disclosed as

usable together in a single combination. The subcombinations are distinct if they do not
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overlap in scope and are not obvious variants, and if it is shown that at least one
subcombination is separately usable. In the instant case, subcombination Group Il has
separate utility such as first and second computer being located with the same
corporate network, i.e. not like an untrusted remote computer in Group |, having two
functions for communications over the corporate/enterprise network with trusted

devices. See MPEP § 806.05(d).

The examiner has required restriction between subcombinations usable together.
Where applicant elects a subcombination and claims thereto are subsequently found
allowable, any claim(s) depending from or otherwise requiring all the limitations of the
allowable subcombination will be examined for patentability in accordance with 37 CFR
1.104. See MPEP § 821.04(a). Applicant is advised that if any claim presented in a
continuation or divisional application is anticipated by, or includes all the limitations of, a
claim that is allowable in the present application, such claim may be subject to
provisional statutory and/or nonstatutory double patenting rejections over the claims of

the instant application.

Restriction for examination purposes as indicated is proper because all these
inventions listed in this action are independent or distinct for the reasons given above
and there would be a serious search and/or examination burden if restriction were not

required because at least the following reason(s) apply:
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e the inventions have acquired a separate status in the art in view of their different
classification

e the inventions have acquired a separate status in the art due to their recognized
divergent subject matter

e the inventions require a different field of search (e.g., searching different classes
/subclasses or electronic resources, or employing different search strategies or

search queries).

In summary, the instant claims are restricted on the grounds of being distinctas

combination/subcombination.

Applicant is advised that the reply to this requirement to be complete must
include (i) an election of a invention to be examined even though the requirement
may be traversed (37 CFR 1.143) and (ii) identification of the claims encompassing
the elected invention.

The election of an invention may be made with or without traverse. To reserve a
right to petition, the election must be made with traverse. If the reply does not distinctly
and specifically point out supposed errors in the restriction requirement, the election
shall be treated as an election without traverse. Traversal must be presented at the time
of election in order to be considered timely. Failure to timely traverse the requirement
will result in the loss of right to petition under 37 CFR 1.144. If claims are added after
the election, applicant must indicate which of these claims are readable upon the

elected invention.
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Should applicant traverse on the ground that the inventions are not patentably
distinct, applicant should submit evidence or identify such evidence now of record
showing the inventions to be obvious variants or clearly admit on the record that this is
the case. In either instance, if the examiner finds one of the inventions unpatentable
over the prior art, the evidence or admission may be used in a rejection under 35 U.S.C.

103(a) of the other invention.

The applicant is further reminded that evidence showing obvious variants or
claiming restriction is not proper with statements that show groupings are not different

on the record may be used as admission in upcoming Non-Final Rejection.

During a telephone conversation with Mr. Jeung Huh on 5/4/2020 a
provisional election was made without traverse to prosecute the invention of Group |,
claims 1-16. Affirmation of this election must be made by applicant in replying to this
Office action. Claim 17 is withdrawn from further consideration by the examiner, 37

CFR 1.142(b), as being drawn to a non-elected invention.

Applicant is reminded that upon the cancellation of claims to a non-elected
invention, the inventorship must be amended in compliance with 37 CFR 1.48(b) if one

or more of the currently named inventors is no longer an inventor of at least one claim
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remaining in the application. Any amendment of inventorship must be accompanied by

a request under 37 CFR 1.48(b) and by the fee required under 37 CFR 1.17(i).

Double Patenting

The nonstatutory double patenting rejection is based on a judicially created
doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the
unjustified or improper timewise extension of the “right to exclude” granted by a patent
and to prevent possible harassment by multiple assignees. A nonstatutory double
patenting rejection is appropriate where the conflicting claims are not identical, but at
least one examined application claim is not patentably distinct from the reference
claim(s) because the examined application claim is either anticipated by, or would have
been obvious over, the reference claim(s). See, e.g., Inre Berg, 140 F.3d 1428, 46
USPQ2d 1226 (Fed. Cir. 1998); In re Goodman, 11 F.3d 1046, 29 USPQ2d 2010 (Fed.
Cir. 1993); In re Longi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir. 1985); Inre Van Ornum,
686 F.2d 937, 214 USPQ 761 (CCPA 1982); In re Vogel, 422 F.2d 438, 164 USPQ 619
(CCPA 1970); Inre Thorington, 418 F.2d 528, 163 USPQ 644 (CCPA 1969).

A timely filed terminal disclaimer in compliance with 37 CFR 1.321(c) or 1.321(d)
may be used to overcome an actual or provisional rejection based on nonstatutory
double patenting provided the reference application or patent either is shown to be
commonly owned with the examined application, or claims an invention made as a
result of activities undertaken within the scope of a joint research agreement. See

MPEP § 717.02 for applications subject to examination under the first inventor to file
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provisions of the AIA as explained in MPEP § 2159. See MPEP §§ 706.02(1)(1) -
706.02(1)(3) for applications not subject to examination under the first inventor to file
provisions of the AIA. A terminal disclaimer must be signed in compliance with 37 CFR
1.321(b).

The USPTO Internet website contains terminal disclaimer forms which may be
used. Please visit www.uspto.gov/patent/patents-forms. The filing date of the application
in which the form is filed determines what form (e.g., PTO/SB/25, PTO/SB/26,
PTO/AIA/25, or PTO/AIA/26) should be used. A web-based eTerminal Disclaimer may
be filled out completely online using web-screens. An eTerminal Disclaimer that meets
all requirements is auto-processed and approved immediately upon submission. For

more information about eTerminal Disclaimers, refer to

N : N § o F Y e F 8 FtT R S ¥ s
TASAANAT i rdsy savvasmnatamte fmwwava oo fiaiato frraatansmaio b o et ooy
SEARIVAS b § H AFSENETVESITIN S, oY SO SV YN M N a5 HESE R L)
R AR e O I U e T L N e e T U O e O e R L R e

Claims 1-16 provisionally rejected on the ground of nonstatutory double patenting
as being unpatentable over claims 1-22 of copending Application No. 16/163884
(reference application). Although the claims at issue are not identical, they are not
patentably distinct from each other because the instant claims are host computer
having isolated space for executing untrusted applications, while claims of ‘884
application has an mobile device having isolated space for untrusted applications as
taught in Design and Implementations of Sandbox Technique for Isolated Applications

to Haq et al.
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This is a provisional nonstatutory double patenting rejection because the

patentably indistinct claims have not in fact been patented.

US App 16/141535

US App 16/163884

Comments

1. A host computer system
Comprisinga processor and
memory, the processor
configured to: implementa
workspace, wherein the
waorkspace is configuredto
enabite operation of a first set
of one or more applications
or progessasvia a first
memory space; implement
an isclated computing
environment, the isolated
computing envirerimant
heingconfiguredio enahle
operation of a second setof
one or more applicationsor
processesvia a second
memeory space, whereinthe

second setof one or more

1. A mobile device
comprising a processor and a
memaory, the processor
configured to: implement a
workspace, whereinthe
workspace is configurad to
enable operation of a first set
of gne ormore applications
via a first memory space;
implementanisolated
computing environment, the
isolated computing
environment being
configuredtoenable
operation of a2 second setof
one or more applications or
processes via a second
memaory space, whereinat

feastone application of the

The instant claim 1 and
claim 1 + claim 4 of ‘884
application recites
providing two different
workspace, whereby
isolated workspace is
provided for trusted and
untrusted application,
including multi-user
interactive software.
However, the instant
claims is an obvious
variation of claims of ‘884
applications. It would have
been obvious to modify the
mobile device to host
computer in order to
provide an virtual machine
environment for executing

untrusted applications as
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applications or processes
comprises a multi-user
interactive software
application; isolate the
isolated computing
erwironment from the
workspacs using an internal
isolation firewall; and
commuricate data
associated with the multi-
usar intaractive software
application with at leastona
unitrusted destinationviaa
proxy device, whergin the
multi-userintaractive
software applicationis
unable to communicate the
data untii the isolated
computing environmenthas
authenticated with an

authentication device.

second setof one or more
applications or processes is
configured to communicate
with one or more untrusted
network destinations; isolate
the isolated computing
environment fromthe
workspace using an internal
isolationfirewall; andisolate
the workspace and the
isolated computing
environment from at least
one network using a host-

hasad firewall.

4. The deviceofclaim 4,
whereinthe processoris
further configuredto run one
or more trusted applications
in the workspace, and
wharein tha host-based

firewali is configured to allow

taught in Haq see |I.

Introduction.
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the trusted applicationsto
communicate with one or
more destinationsviathe
network based on
determiningthat the
destinations are trusted

destinations.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention maynot be obtained, notwithstanding that the claimed
invention is not identicallydisclosed as setforthinsection 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as awhole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinaryskill in the art to which the claimed invention pertains. Patentabilityshall notbe
negated by the manner in which the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
US Patent 8966464 to Christopher in viewof US Patent Pub 2014/0040979 to

Barton.

Regarding Claim 1, 9, Christopher discloses a host compuler aystem comprising a
procassor and memaory, the procassor configured o) implement a workspace, wherein
the workspace is configured 1o enable operation of a first set of one or more
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applications or processes via a first memaory space(Fig. 1 item 102, 112 & Fig. 4A ilem
4068); implement an isolated computing environment, the isclated computing
environment being configured o enable operation of 3 second sat ot one or more
applications or processes via a second memaory space, wherein the second get of one
or more applications or processes comprises a multi-user interactive software
application(Col 24 Ln 16-33, the virtual machine has defined memory threshold
separate from host maemaory) | isolate the isolated computing environment from the
workspace using an internal isclation frewall{Col 23 Ln 20-49, multi-tenant container &
Col 21 Ln 49-65, the security isolation for multi-tenant container); the scltware
application is unable o communicate the data untit the isclated computing envircniment
has authenticaled with an authentication device{Gol 22 LN 55-67, trusted identily is

alfowed access).

But Christopher does not disclose the multi-user interactive software. Mowsver, Barton
discloses communicate dala associated with the multi-user interactive sofiware

application with at least one untrusted destination via a proxy device{Fig. 25 tem 2510,
2515 & Fig. 31 item 3106 & Par. 0535, applications that are managed and un-managed

& Fig. 27 Corferencing app).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an

multi-tenant container to include multi-user interactive software in order to provide for
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 2, 10, Christopher does not disclose the multi-inferactive software.
However, Barton discloses The system of ¢laim 1, wherein the multi-user interactive
software application s configured 1o allow a remote maching to conirol ong or mare of
the second set of one or mare applications or procasses running o the isolated
computing environment, wherein controliing the one or more application o process
comprises atleast one of viewing, ineracting with, modifying, uploading data io, or
downioading data from the application or process(Fig. 333 item 3304, 3308, global

clipboard has the uploaded content).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 3, 11, Christopher does not disclose the multi-user interactive
softwarse, However, Barion discloses The system of claim 1, wherein the mulli-user
interactive software application is configured o allow a remute device 1o control one or
more of a pointer device, a keyboard input, or a display of the hast computer

system{Fig. 23 * Access the Remole Computerized Resource...”.
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It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 4, 12, Christopher discloses the host computer system s connected
to a naetwork, the network corresponding o one or mare of g ocal area netwark (LAN), a
wide area network (WAN), a cellular network, a Wi-Fi network, a digital subsaoribers line
(DSL) network, a cloud computing network, a data center, or a satglite network{Fig. 12

item 1218,

Reqarding Claim 5, 13, Christopher discloses the pracessor is turther configured to
implement a host- based firewall, the host based-irewall Deing configured {o isolale the
host computey system from communicating with ane or maore other devices on the
network(Fig. 4A item "Container Logic”, Host File systemn is spate from Container
Logic).

Hegarding Claim 6, 14, Christopher discloses the host-based firewal is contigured 1o
block incoming communications from the network that are sent to the workspace(Fig.

11, the pravent and intercept tenants).
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Regarding Claim 7, 15, Christopher discloses the processor is further configured (o run
one or more trusted applications in the first memory space, and wherein the trusted
applications are configured to communicate with one or mare trusted machines via the

network{Col 45-63, the multi-tenant set up for communicalions).

Regarding Claim 8, 16, Christopher discloses the internal isolation firewall is further
configured to prompt a user of the host compuier system 1o allow communication
betweaen the first mamory space and the second memory apace{Fig. 2A item

“Interceptar”, the operating system and container interface).

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the

examiner by telephone are unsuccessful, the examiner’s supervisor, Saleh Najjar can
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be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov
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Filing Date: September 25,2018

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111

In response to the Official Action dated May 7, 2020, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/.A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX O XQO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-55109.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Current Amended) A hest-computer-system comprising a processor and
memory, the processor configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; and

send eommunteate-data to an untrusted destination from asseeiated-with-the multi-user

interactive software application associated with the isolated computing environment at-least-ene

untrasted-destination-via a proxy device, wherein the multi-user interactive software application
is unable to send eemmunieate-the data until the isolated computing environment has

authenticated with an authentication device.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive

software application is configured to allow a remote machine to control an application or process

ene-or-meore-of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the ere-er#ere application or process comprises at
least one of viewing, interacting with, modifying, uploading data to, or downloading data from

the application or process.
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3. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application is configured to allow a remote device to control one or more of a pointer

device, a keyboard input, or a display of the hest-computer-system.

4. (Currently Amended) The system of claim 1, wherein the hest-computer-system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Currently Amended) The system of claim 4, wherein the processor is further
configured to implement a host-based firewall, the host-based firewall hest-based-firewall-being

configured to isolate the hest-eemputer-system from communicating with one or more other

devices on the network.

0. (Original) The system of claim 5, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

7. (Original) The system of claim 4, wherein the processor is further configured
to run one or more trusted applications in the first memory space, and wherein the trusted

applications are configured to communicate with one or more trusted machines via the network.

8. (Currently Amended) The system of claim 1, wherein the internal isolation
firewall is further configured to prompt a user of the hest-comptter-system to allow

communication between the first memory space and the second memory space.
0. (Currently Amended) A method comprising;

implementing a workspace, wherein the workspace is configured to enable operation of a

first set of one or more applications or processes via a first memory space;
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implementing an isolated computing eemputed-environment, the isolated computing

environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or
processes comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall; and

send eommunteating-data to an untrusted destination from asseetated-with-the multi-user

interactive software application associated with the isolated computing environment at-least-ene

untrusted-destination-via a proxy device, wherein the multi-user interactive software application
is unable to send eemmrunteate-the data until the isolated computing environment has

authenticated with an authentication device.

10. (Currently Amended) The method of claim 9, wherein the multi-user interactive

software application is configured to allow a remote machine to control an application or process

ene-or-more-of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the ere-ermere-application or process comprises at
least one of viewing, interacting with, modifying, uploading data to, or downloading data from

the application or process.

11. (Original) The method of claim 9, wherein the multi-user interactive software
application is configured to allow a remote device to control one or more of a pointer device, a

keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.
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13 (Currently Amended) The method of claim 12, further comprising implementing
a host-based firewall, the host-based firewall hest-based-firewal-being configured to isolate the

first memory space and the second memory space from communicating with one or more devices

on the network.

14. (Original) The method of claim 13, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

15. (Original) The method of claim 12, further comprising running one or more
trusted applications in the first memory space, wherein the trusted applications are configured to

communicate with one or more trusted machines via the network.

16. (Original) The method of claim 9, wherein the internal isolation firewall is
further configured to prompt a user of the workspace to allow communication between the first

memory space and the second memory space.

17. (Withdrawn) A system comprising;
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;
implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or

processes comprises a multi-user interactive software application; and
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isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.
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REMARKS

Claims 1-16 will be pending in the application. Claims 1-5, 8-10, and 13 have been
amended. No claims have been canceled or added. Claim 17 has been withdrawn without
prejudice. Support for the amendments can be found throughout the Specification and Figures,

such as at paragraphs [0025]-[0030], for example. No new matter has been added.

Election/Restrictions

The Office Action dated May 7, 2020, restricts the claim of the application into the
following groups:

Group I — Claims 1-16; and

Group IT - claim 17.

In an effort to further prosecution and as previously discussed with Examiner
Perungavoor on May 4% 2020, Applicant elects Group I without traversal. Applicant
understands that this election is being made to aid the Examiner in conducting a search and
examination of the claimed subject matter, and, is not to be construed as limiting the scope of

Applicant’s claims.

Double Patenting Rejections

Claims 1-16 are provisionally rejected under the judicially created doctrine of
obviousness-type double patenting as allegedly being obvious over claims 1-22 of U.S. Patent
Application No. 16/163,884.

Applicant requests that the Examiner hold the rejection of the pending claims in abeyance
until the pending claims of the present application are allowed, as the pending claims may have
been or may be amended in such a way as to render this rejection meaningless. Applicant asserts
that the present request is fully responsive to the non-statutory type double patenting rejection.

And Applicant retains the right to file a terminal disclaimer at a later stage of prosecution.

Page 7 of 10

Ex.1002 / Page 139 of 293
Cisco Systems, Inc.



DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: May 7, 2020

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Christopher! in view of Barton.? Applicant disagrees with the rejections.

Christopher and Barton, whether alone or in combination, fail to teach or suggest sending
“data to an untrusted destination from the multi-user interactive software application associated
with the isolated computing environment via a proxy device...,” as recited in amended claim 1.

First, Christopher does not teach or suggest this feature. As admitted in the Office
Action, Christopher does not teach or suggest communicating “data associated with the multi-
user interactive software application with at least one untrusted destination via a proxy
device....”® So it follows that Christopher cannot be said to teach or suggest sending “data to an
untrusted destination from the multi-user interactive software application associated with the
isolated computing environment via a proxy device...,” as recited in amended claim 1.

Second, Barton also does not teach or suggest this feature. For example, the system in
Barton cannot send data to an untrusted destination. Rather, Barton prevents data from being
sent to an unmanaged application.

Figure 35 of Barton demonstrates that the Barton system prevents data from being sent to
an unmanaged application.* The unmanaged application in Figure 35 is a personal application.
The personal application is separated from the from a managed set of applications. The managed
set of applications are managed using a policy from an enterprise mobility management (EMM)
server. The policy from the EMM server allows the managed set of applications to share data.
But the policy prevents the managed set of applications from sharing the data with the personal
application.® That is, the Barton system prevents data from being sent from the managed set of

applications to an unmanaged application.®

1 U.S. Patent No. 8,966,464.

2U.S. Publication No. 2014/0040979.

3 Office Action dated 05/07/2020, at pages 11-12.

4 Barton at paras. [0535]-[0538], and [0549]; FIG. 35.
Sd.

6 See Id.
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And preventing data from being sent to an unmanaged application is not the equivalent of
sending “data to an untrusted destination from the multi-user interactive software application
associated with the isolated computing environment via a proxy device...,” as recited in
amended claim 1. The system in Barton simply cannot send data to an untrusted destination.
Barton explicitly states that the “managed set of applications... are selectively prohibited from
sharing files and/or data with applications that are not part of the managed set.”” That is, the
“data are prevented from leaking out of the managed set....”® Further, Barton states that
unmanaged application “may not access secure data” or “may not communicate with a secure
server.”? That is, Barton does not allow the data to be sent to an untrusted destination. So,
Barton does not teach or suggest sending “data to an untrusted destination from the multi-user
interactive software application associated with the isolated computing environment via a proxy
device,” as claim 1 recites.

Accordingly, claim 1 is patentable over Christopher and Barton for at least the reasons
above. Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable
over Christopher and Barton. Further, atleast due to their respective dependence on independent

claims 1 and 9, dependent claims 2-8 and 10-16 are also patentable over Christopher and Barton.

7 Barton at paras. [0535].
8.
% I at para. [0549].
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CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution.

Date: August 7, 2020 [Ieung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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ired to respond to a collection of information unless it displays a valid OMB control number.

APPLICATION AS FILED - PARTI

Application or Docket Number Filing Date
PATENT APPLIC%EgD}IngOFFCI)DrE'IF"EggI;\IATION RECORD 16/141 53¢ 09/9512015 7o be Maied
ENTITY: LARGE (J smALL (I mIcRO

(Column 1) (Column 2)
FOR NUMBER FILED NUMBER EXTRA RATE ($) FEE ($)
(J BASIC FEE N/A N/A N/A
(37 CFR 1.16(a), (b), or (c))
(J SEARCH FEE N/A N/A N/A
(37 CFR 1.16(k), (i), or (m))
LJ EXAMINATION FEE
(37 CFR 1.16(0), (p), 01 (q)) N/A N/A N/A
TOTAL CLAIMS ) R
(37 GFR 1.16(i)) minus 20 = x $100 -
INDEPENDENT CLAIMS . .
(37 CFR 1.16(h)) minus 3 = x $460 -
If the specification and drawings exceed 100 sheets
of paper, the application size fee due is $310 ($155
DglP:;LIS:EIO;\)I SIZE FEE (37 for small entity) for each additional 50 sheets or
16(s fraction thereof. See 35 U.S.C. 41(a)(1)(G) and 37
CFR 1.16(s).
() MULTIPLE DEPENDENT CLAIM PRESENT (37 CFR 1.16(j))
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CLAIMS HIGHEST
- 08/07/2020 EE#AEAF'{N'NG gggﬁéﬁsm PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
Total * - *x - —
E | o7 crn 16 17 Minus 20 =0 x $100 = 0
Z | Independent B : oxx
g (37 CFpR 1.16(h) 3 Minus 3 =0 x $460 - 0
< | UJ Application Size Fee (37 CFR 1.16(s))
C] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE 0
(Column 1) (Column 2) (Column 3)
CLAIMS HIGHEST
REXAFAT'E';{NG PRNEL\'/“IA&EIQLY PRESENT EXTRA RATE ($) ADDITIONAL FEE ($)
E AMENDMENT PAID FOR
LU | Total * ; *x - -
= | ©7cFR1.16() Minus B X $ 0 -
A [ independent * ; rax -
E (37 GFpR 1.16(h)) Minus ~ x 30 -
E (] Application Size Fee (37 CFR 1.16(s))
[:] FIRST PRESENTATION OF MULTIPLE DEPENDENT CLAIM (37 CFR
1.16(j))
TOTAL ADD'L FEE
* |f the entry in column 1 is lessthan the entry in column 2, write "0" in column 3. LIE
**|fthe "Highest Number Previously Paid For" IN THIS SPACE is less than 20, enter "20". /TRACEY M YOUNG/
*** If the "Highest Number Previously Paid For" IN THIS SPACE is less than 3, enter "3".

The "Highest Number Previously Paid For" (Total or Independent) is the highest number found in the appropriate box in column 1.

This collection of information is required by 37 CFR 1.16. The information is required to obtain or retain a benefit by the public which is to file (and by the USPTO to
process) an application. Confidentiality is governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 12 minutes to complete, including gathering,
preparing, and submitting the completed application form to the USPTO. Time will vary depending upon the individual case. Any comments on the amount of time you
require to complete this form and/or suggestions for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, U.S.
Department of Commerce, P.O. Box 1450, Alexandria, VA 22313-1450. DO NOT SEND FEES OR COMPLETED FORMS TO THIS
ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, VA 22313-1450.

If you need assistance in completing the form, call 1-800-PT0O-9199 and select option 2.
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Application No. Applicant(s)

16/141,535 Coleman et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MA/LING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions 037 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.

- If NO period for reply is specified above, the maximum statutory period will apply and will expire SIX (6) MONTHS from the mailing date of this communication.

- Failure to reply within the set or extended period for reply will, by statute, cause the application to become ABANDONED (35 U.S.C. § 133).
Any reply received by the Office later than three months after the mailing date of this communication, even if timely filed, may reduce any earned patent term
adjustment. See 37 CFR 1.704(b).

Status
1)v Responsive to communication(s) filed on 9/25/2018.
OJ A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on
2a)¥ This action is FINAL. 2b) (J This action is non-final.

3)™ An election was made by the applicant in response to a restriction requirement set forth during the interview
on 04 May 2020; the restriction requirement and election have been incorporated into this action.

4)(J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parfe Quayle, 1935 C.D. 11, 453 O.G. 213.

Disposition of Claims*
5) Claim(s) 1-17 is/are pending in the application.
5a) Of the above claim(s) 17 is/are withdrawn from consideration.

6) (J Claim(s) ____ is/are allowed.

7) Claim(s) 1-16 is/are rejected.

8) (O Claim(s) _____is/are objected to.

9) Claim(s) 1-17 are subject to restriction and/or election requirement

* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

hitp//www.uspto.gov/patents/init events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.qov.
Application Papers
10)0 The specification is objected to by the Examiner.
11)J The drawing(s) fledon _____is/are: a)(] accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)d All b)(OJ Some** c)(J None of the:
1.0 Certified copies of the priority documents have been received.
2.[] Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.

Attachment(s)

1) () Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)

Paper No(s)/Mail Date
4) [ Other:

2) [J Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b)
Paper No(s)/Mail Date

U.S. Patent and Trademark Office
PTOL-326 (Rev. 11-13) Office Action Summary Part of Paper No./Mail Date 20200904
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Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

DETAILED ACTION

Response to Arguments

The applicant request to hold the double patenting rejection in abeyance is granted.

The applicant election of Group | without traverse is acknowledged in reply filed.

Applicant's arguments filed 5/7/2020 have been fully considered but they are not

persuasive.

The applicant arguments relating to managed application not communicating with

unmanaged application is not persuasive.

As Barton discloses permitting applications to run in an untrusted environment based
on being containerized see Par. 0095 & Par. 0097.And further preventing access to
highly classified data, i.e isolated environment see Par. 0095. And further Barton also
discloses the managed data applications interacting with other applications that are not

managed see Par. 0170. The clipboard data is sent to an second untrusted application

Ex.1002 / Page 146 of 293
Cisco Systems, Inc.



Application/Control Number: 16/141,535 Page 3
Art Unit: 2492

via an copy-paste operation see Par. 0157. The remote application access is also

sending data to an untrusted destination see Par. 0076.

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention maynot be obtained, notwithstanding that the claimed
invention is not identicallydisclosed as setforth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as awhole would have
been obvious before the effective filing date of the claimed invention to a person having
ordinaryskill in the art to which the claimed invention pertains. Patentabilityshall not be
negated by the manner in which the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
US Patent 8966464 to Christopher in viewof US Patent Pub 2014/0040979 to

Barton.

Hegarding Claim 1, 8, Christopher discloses a host computer system comprising a
processor and memory, the processor contigured 10: implement a workspace, wherein
the workspace s configured (o enable operation of & first set of one or more
applications or processes via a first memary space(Fig. 1 item 102, 112 & Fig. 44 item
406B); implement an isglated computing environment, the isolated computing
erwironment being conligured 1o enable aperation of a second sat of one o Mmore

applicalions or processes via a second memory space, wherein the second sat of one
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or more applications of processes comprises a multi-user interaclive seftware
applicatiordCol 24 Ln 16-33, the virtual machine has defined memary threshold
separate from host memory) | isclate the isclated computing environment from the
workspace using an internal isolation firewall{Col 28 Ln 20-48, mulii-lenant container &
Col 21 Ln 49-65, the security isolation for multi-tenant comntainer); the software
application i unable to communicate the data untit the isolated computing environment
has authenticated with an authentication device{Col 22 LN 55-67, trusted identity is

allowed access).

But Christopher does not disclose the multi-user interactive software. However, Barton
disclozes send data to an untrusted destination from the multi-user interactive software
application assaciated with the isolated computing environment with via a proxy
device(Fig. 25 ftem 2510, 2515 & Fig. 31 item 3106 & Par. 0535, applications that are

managed and ur-managed & Fig. 27 Conferencing app).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Hegarding Claim 2, 10, Christopher dges not disclose the multi-interactive software.

However, Barton discioses The system of claim 1, wherein the multi-user interactive
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software application s configured (o allow a remote maching 1o contral one or maore of
the second set of one o more applications o processes running in the isolated
computing environment, wherein conirelling the one or more apglication or process
comprises atleast one of viewing, interacting with, modifying, uploading data o, or
downioading data rom the application or process(Fig. 333 item 3304, 3308, global

clipboard has the uploaded content).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an
multi-tenant container to include multi-user interactive software in order to provide for

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 3, 11, Christopher does rot disclose the multi-user interactive
scoftware, However, Barion discloses The system of claim 1, wherein the multi-usey
iteractive software application is configured to allow a remote device to control one or
more of a pointer device, a keyboard input, or a display of the host computer

system{Fig. 23  Access the Remuote Computerized Resource. .,

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Christopher invention of generating an

multi-tenant container to include multi-user interactive software in order to provide for
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 4, 12, Christopher discloses the host compuier system s connecied
to a netwark, the network corresponding 1o ane or more of a local area network (LAN), a
wide area network (WAN), a cellular netwark, a Wi-Fi netwaork, a digital subscribers line
(DSL) netwark, a cloud computing netwaork, a data center, or a sateliite netwaork{(Fig. 12

ftesm 1218).

Hegarding Claim 5, 13, Christopher discloses the processor is further condigured 1o
implement a host- based firewall, the host based-trewall being cortigured 1o isolate the
host computer systern from communicating with one or more other devices on the
network(Fig., 44 item “Container Logic”, Host File system is spate from Container

Logic).

Regarding Claim 6, 14, Christopher discloses the hast-based tHrewall is configured to
Block incoming communications from the network that are sent 1o the workspace(Fig.

i1, the prevent and intercept tenants).

Hegarding Claim 7, 15, Christapher discloses the processor is further contigured to run
one of maore trusted applications in the first memaory space, and wherein the trusted
applications are configured [0 communicate with one or more trusted machines via the
network(Col 45-83, the mulli-tenant set up for communications).
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Regarding Claim 8, 16, Christopher discloses the internal isolation frewall s further
contigured to prompt a user of the host computer system o allow communication
belween the trst memary space and the second memory space{Fig. 248 item

“Inferceptor”, the operaling systam and comtainer interface).

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. In the event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any

extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
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the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(671)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the
examiner by telephone are unsuccessful, the examiner’s supervisor, Saleh Najjar can
be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.
Status information for unpublished applications is available through Private PAIR only.
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Confirmation No.: 7622
L3 Technologies, Inc. ontirmation o
Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop RCE
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.114
In response to the Official Action dated September 9, 2020, reconsideration is
respectfully requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX O XO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and
Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A system comprising a processor and memory, the
processor configured to:

implement a workspace, wherein the workspace is configured to enable operation of a
first set of one or more applications or processes via a first memory space;

implement an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticate the isolated computing environment with an authentication device: and

send data to an untrusted destination from the multi-user interactive software application
assectated-with-the-isolated-computing-environment via a proxy device when —wherein-the-muki-
Hser-thteractive-seftware-application-s-unable-to-send-the-data-until the isolated computing
environment has been authenticated-with-an-authentication-deviee.

2. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application is configured to allow a remote machine to control an application
or process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.
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3. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application is configured to allow a remote device to control one or more of

a pointer device, a keyboard input, or a display of the system.

4. (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Previously Presented) The system of claim 4, wherein the processor is
further configured to implement a host-based firewall, the host-based firewall being configured

to isolate the system from communicating with one or more other devices on the network.

6. (Original) The system of claim 5, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

7. (Original) The system of claim 4, wherein the processor is further configured
to run one or more trusted applications in the first memory space, and wherein the trusted

applications are configured to communicate with one or more trusted machines via the network.

8. (Previously Presented) The system of claim 1, wherein the internal
isolation firewall is further configured to prompt a user of the system to allow communication

between the first memory space and the second memory space.
9. (Currently Amended) A method comprising;

implementing a workspace, wherein the workspace is configured to enable operation of a

first set of one or more applications or processes via a first memory space;
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implementing an isolated computing environment, the isolated computing environment
being configured to enable operation of a second set of one or more applications or processes via
a second memory space, wherein the second set of one or more applications or processes
comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall; [[and]]

authenticating the isolated computing environment with an authentication device: and

sending data to an untrusted destination from the multi-user interactive software
application assectated-with-the-isolated-computing-environment-via a proxy device when;
whereti-the-multi-user-interactive-seftware-appheation-tstnableto-send-the-data-until the

isolated computing environment has been authenticated-with-an-anthentication-deviee.

10. (Previously Presented) The method of claim 9, wherein the multi-user
interactive software application is configured to allow a remote machine to control an application
or process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.

11.  (Original) The method of claim 9, wherein the multi-user interactive software
application is configured to allow a remote device to control one or more of a pointer device, a

keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.
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13.  (Previously Presented) The method of claim 12, further comprising
implementing a host-based firewall, the host-based firewall being configured to isolate the first
memory space and the second memory space from communicating with one or more devices on

the network.

14. (Original) The method of claim 13, wherein the host-based firewall is

configured to block incoming communications from the network that are sent to the workspace.

15.  (Original) The method of claim 12, further comprising running one or more
trusted applications in the first memory space, wherein the trusted applications are configured to

communicate with one or more trusted machines via the network.

16.  (Original) The method of claim 9, wherein the internal isolation firewall is
further configured to prompt a user of the workspace to allow communication between the first

memory space and the second memory space.

17. (Withdrawn) A system comprising;
a network;
an authentication device;
a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:
implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;
implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or

processes comprises a multi-user interactive software application; and
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isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.
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P.O. Box 1450, Alexandria, VA 22313-1450.
Ifyou need assistance in completing the form, call 1-800-PTO-9199 and select option 2.

EFS - Web2.1.16
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Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the
attached form related to a patent application or patent. Accordingly, pursuant to the requirements of the Act, please be
advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)(2); (2) furnishing of the information
solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and Trademark Office
is to process and/or examine your submission related to a patent application or patent. If you do not furnish the requested
information, the U.S. Patent and Trademark Office may not be able to process and/or examine your submission, which may
result in termination of proceedings or abandonment of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:
1. The information on this form will be treated confidentially to the extent allowed under the Freedom of Information

Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the
Department of Justice to determine whether the Freedom of Information Act requires disclosure of these records.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a
court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of settlement
negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a

request involving an individual, to whom the record pertains, when the individual has requested assistance from the
Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need
for the information in order to perform a contract. Recipients of information shall be required to comply with the
requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records
may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property Organization,
pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and for review pursuant to the Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility to
recommend improvements in records management practices and programs, under authority of 44 U.S.C. 2904 and
2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of records for this
purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make
determinations about individuals.

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record may
be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed in an
application which became abandoned or in which the proceedings were terminated and which application is
referenced by either a published application, an application open to public inspections or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.

EFS - Web 2.1.16
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

REMARKS

Claims 1-16 are pending in the application. Claims 1 and 9 have been amended. No
claims have been canceled or added. Support for the amendments to the claims can be found
throughout the as-filed specification, such as in paragraphs [0007], [0008], and [0027]-[0029],

for example. No new matter has been added.

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Christopher! in view of Barton.? Applicant disagrees with the rejections.

Independent claim 1 has been amended to recite sending “data to an untrusted destination
from the multi-user interactive software application via a proxy device when the isolated
computing environment has been authenticated.” But Christopher and Barton, whether alone or
in combination, do not teach or suggest these features.

Christopher does not teach or suggest this feature. As admitted in the Office Action,
Christopher does not teach or suggest sending “data to an untrusted destination from the multi-
user interactive software application associated with the isolated computing environment ...
So, it follows that Christopher cannot be said to teach or suggest sending “data to an untrusted
destination from the multi-user interactive software application via a proxy device when the
isolated computing environment has been authenticated,” as recited in amended claim 1.

Barton also does not teach or suggest this feature. In Barton, a managed application
cannot send data to an unmanaged application.

Figure 35 of Barton shows that the Barton managed application cannot send data to the
unmanaged application.* The unmanaged application in Figure 35 is separate from the managed

application.’ The managed application is “restricted to only be able to communicate with other

1 U.S. Patent No. 8,966,464.

2 U.S. Publication No. 2014/0040979.

3 Office Action dated 09/€9/2020, at page 4.
4 Barton at paras. [0535]-[0538]; FIG. 35.
Sd.

Page 7 of 9
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

managed apps....”® Thatis, the managed application can only communicate with another
managed application. But the managed application cannot send data to an unmanaged
application.’

Barton even further clarifies that the managed application cannot send data to the
unmanaged application. Specifically, Barton states that the “managed set of applications... are
selectively prohibited from sharing files and/or data with applications that are not part of the
managed set.”® In this way, “data are prevented from leaking out of the managed set...,” as the
managed set of applications are “blocked from exporting data to unmanaged applications.” That
is, the Barton managed application cannot send data to an unmanaged application.'® So Barton
cannot be said to teach or suggest sending “data to an untrusted destination from the multi-user
interactive software application via a proxy device when the isolated computing environment has
been authenticated,” as recited in amended claim 1.

Accordingly, claim 1 is patentable over Christopher and Barton for at least the reasons
above. Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable
over Christopher and Barton. Further, at least due to their respective dependence on independent

claims 1 and 9, dependent claims 2-8 and 10-16 are also patentable over Christopher and Barton.

® Barton at para. [0075].

7 See Id. at paras. [0535]-[0538]; FIG. 35.
8 Jd. at para. [0535].

9 Id. at paras. [0170] and [0535].

10 /4.
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: September 9, 2020

CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution.

Date: March 8, 2021 [Ieung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676

Page 9 of 9
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16/141,535 Coleman et al.
Office Action Summary Examiner ArtUnit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MA/LING DATE of this communication appears on the cover sheet with the correspondence address --
Period for Reply

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING
DATE OF THIS COMMUNICATION.

Extensions of time may be available under the provisions 037 CFR 1.136(a). In no event, however, may a reply be timely filed after SIX (6) MONTHS from the mailing
date of this communication.
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adjustment. See 37 CFR 1.704(b).

Status
1)v Responsive to communication(s) filed on 3/8/2021.
U A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filedon
2a)(J This action is FINAL. 2b) @ This action is non-final.

3)O An election was made by the applicant in response to a restriction requirement set forth during the interview
on ____ ;therestriction requirement and election have been incorporated into this action.

4)[]J Since this application is in condition for allowance except for formal matters, prosecution as to the merits is
closed in accordance with the practice under £x parte Quayle, 1935 C.D. 11,453 O.G. 213.

Disposition of Claims*
5) Claim(s)  1-17 is/are pending in the application.
5a) Of the above claim(s) 17 is/are withdrawn from consideration.

6) O Claim(s) ____ is/are allowed.

7) Claim(s) 1-16 is/are rejected.

8) (O Claim(s) _____is/are objected to.

9) O Claim(s) _____are subject to restriction and/or election requirement

* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

hitp//www.uspto.gov/patents/init _events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.qov.
Application Papers
10)(J The specification is objected to by the Examiner.
11)(J The drawing(s) filedon ___ is/are: a)(] accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119

12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)ld All b)O Some**  ¢)d None of the:
1.0 Certified copies of the priority documents have been received.
2.1 Certified copies of the priority documents have been received in Application No.

3.0 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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1) Notice of References Cited (PTO-892) 3) (J Interview Summary (PTO-413)
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Application/Control Number: 16/141,535 Page 2
Art Unit: 2492

Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

DETAILED ACTION

Continued Examination Under 37 CFR 1.114
A request for continued examination under 37 CFR 1.114, including the fee set
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this
application is eligible for continued examination under 37 CFR 1.114, and the fee set
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on

3/8/2021 has been entered.

Response to Arguments

Applicant’s arguments with respect to claim(s) 116 have been considered but are
moot because the new ground of rejection does not rely on any reference applied in the
prior rejection of record for any teaching or matter specifically challenged in the
argument.

Claim Rejections - 35 USC § 112

The following is a quotation of 35 U.S.C. 112(b):

(b) CONCLUSION.—The specification shall conclude with one or more claims particularly
pointing out and distinctly claiming the subject matter which the inventor or a joint inventor
regards as the invention.

The following is a quotation of 35 U.S.C. 112 (pre-AlA), second paragraph:
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The specification shall conclude with one or more claims particularly pointing out and distinctly
claiming the subject matter which the applicant regards as his invention.

Claims 1-8 are rejected under 35 U.S.C. 112(b) or 35 U.S.C. 112 (pre-AlA),
second paragraph, as being indefinite for failing to particularly point out and distinctly
claim the subject matter which the inventor or a joint inventor (or for applications subject

to pre-AlA 35 U.S.C. 112, the applicant), regards as the invention.

” 13

Claim limitation “workspace configured to”, “isolated computing environment
configured to” , “multi-user interactive software application is configured to”(Claim 2 and
Claim 3), “host-based firewall is configured to” (Claim 5 and Claim 6) , “ trusted
applications are configured to”(Claim 7), invokes 35 U.S.C. 112(f) or pre-AlA 35 U.S.C.
112, sixth paragraph. However, the written description fails to disclose the
corresponding structure, material, or acts for performing the entire claimed function and
to clearly link the structure, material, or acts to the function. Therefore, the claim is
indefinite and is rejected under 35 U.S.C. 112(b) or pre-AlA 35 U.S.C. 112, second
paragraph.

Applicant may:

(a) Amend the claim so that the claim limitation will no longer be interpreted as a
limitation under 35 U.S.C. 112(f) or pre-AlA 35 U.S.C. 112, sixth paragraph;

(b) Amend the written description of the specification such that it expressly recites
what structure, material, or acts perform the entire claimed function, without

introducing any new matter (35 U.S.C. 132(a)); or
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() Amend the written description of the specification such that it clearly links the
structure, material, or acts disclosed therein to the function recited in the claim,
without introducing any new matter (35 U.S.C. 132(a)).

If applicant is of the opinion that the written description of the specification
already implicitly or inherently discloses the corresponding structure, material, or acts
and clearly links them to the function so that one of ordinary skill in the art would
recognize what structure, material, or acts perform the claimed function, applicant
should clarity the record by either:

(a) Amending the written description of the specification such that it expressly
recites the corresponding structure, material, or acts for performing the claimed
function and clearly links or associates the structure, material, or acts to the
claimed function, without introducing any new matter (35 U.S.C. 132(a)); or

(b) Stating on the record what the corresponding structure, material, or acts, which
are implicitly or inherently set forth in the written description of the specification,
perform the claimed function. For more information, see 37 CFR 1.75(d) and

MPEP §§ 608.01(0) and 2181.

The Diebold Nixdorf v. ITC case illustrates the black box implementation of the
structure is not sufficient to overcome the 35 USC §112(f). The case involved an
cheque standby unit being understood to be not sufficiently described to have structure
in the disclosure and a black box disclosure of this unit in the drawings was deemed

insufficient.
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And in the case of generic computer being the structure then an algorithm for the
generic computer must be disclosed is specifications. See MPEP 2181, Il, B[R-10.2019]

see citation below with underline for emphasis.

Il. DESCRIPTION NECESSARY TO SUPPORT A CLAIM LIMITATION WHICH INVOKES 35 U.S.C.

112(f) or Pre-AlA 35 U.S.C. 112, SIXTH PARAGRAPH

B. Computer-Implemented Means-Plus-Function Limitations

The Federal Circuit case law regarding special purpese compuler-impiementad means-pius-
function claims is divided into two distinct groups. The first group includes cases in which the specification
discloses ne algorithm, and the second group includes cases in which the specification dees disclose an
algorithm, but an issue exists as to whether the disclosure is adsquats 1o perform the entire claimed
function(s}. The sufficiency of the algorithm is determined in view of what one of ordinary skill i1 the art
would undersiand as suificient to defing the structire and make the boundaries ot the claim
understandable. See Noafh, 875 F.3d at 1313, 102 USPQZ2d at 1417,

Mera reference (¢ g general purpese compuler with appropriaie prograniming withoul previding an
axpdanation of the aporeprigie programming, or simply reciting "sefiware” withoul providing detad about
the means t¢ accomplish a specific software function, would nctbe an adeguate disclosurs cf the
corresponding_siructure 1o satisfy ths requiremenis of 33 WE.O, 1130} or pva-AlS 38 LS .8,
1S second paragraph. Aristocral, 521 F.3d at 1334, 88 USPQ2d at 1239; Finisar, 523 F.3d at 1340-41,
86 USPQ2d at 1623, In addition, merely referencing a speciaiized computer {e.q., a "bank compuier”),
some undefited componant of a computer system {e.g., "access control manager™), "lagic.” "code.” or
elernents that are essentially a black box designed 1¢ periorm the recited function, wili not be sufficient
because thers must e some explanation of how the computer or the computer compaonent performs the
olaimed function. Biackboard, inc. v. DasfreZisarn, inc., 574 F.3d4 1371, 1383-85, 91 USPQ2d 1481,
1481-33 {Fed. Cir. 2009); Net MoneyIN, Inc. v. VariSign, inc., 545 F .34 1359, 1366-87, 88 USPO2d 1751,

1756-57 (Fed. Cir. 2008): Fodrigues, 92 USPO2d at 1405-08. L%

Claim Rejections - 35 USC § 103
The following is a quotation of 35 U.S.C. 103 which forms the basis for all

obviousness rejections set forth in this Office action:

A patent for a claimed invention may not be obtained, notwithstanding that the claimed
invention is not identically disclosed as set forth in section 102, if the differences between the
claimed invention and the prior art are such that the claimed invention as a whole would have
been obvious before the effective filing date of the claimed invention to a person having
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ordinary skill in the art to which the claimed invention pertains. Patentability shall notbe
negated by the manner in which the invention was made.

Claims 1-16 is/are rejected under 35 U.S.C. 103 as being unpatentable over
SICE : A Hardware-Level Strongly Isolated Computing Environment for x86 Multi-

core Platforms to Azab in view of US Patent 8566398 to Barnier.

Regarding Claim 1, 8, Azab discloses a hast computer system comprising a procassct
and memory, the processor contigured 1o implemeant a workspace, wherein the
workspace is configured 1o enable operation of a first set of one or more applications or
processes via a tirst memory space(Fig. 1 item Protected Memaory SMRAM), implement
an isclated compuling enviromment, the isclaled computing environment being
configured {o enable operalion of a second set of one or more apphcalions or processes
vig a second memaory apace, wherein the second set of one or more applications or
processes comprises a multi-user interactive software application{Fig. 1 item isolated
Environment} ; isolale the isolated computing environment from the workspace using an
internal isolation firewall{Fig. 1 Security Manager); authenticate the isolated computing
environment with an authentication device(4.3 Attestation and Secure Communication,
attesting to integrity of isclated workload}; and send data to an unirusted destination
from the multi-user interactive software application vig a proxy device when |, the
isolated computing environmernt has been authenticated(5. 1. Preparing and Initializing

the VM),
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But Azab does not disclose the mulli-user inleractive scftware. Moweaver, Bamier
discloses send data to an unirusted destination from the multi-uger interactive scftware
application associated with the isolated computing environment with via a proxy

device{Col 5 Ln 18-43, the collaborate the emails, documentations and exchanges).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of a secure execution in
isolated environment to include multi-user interactive software in order to provide for

collaboration as taught in Barnier see Col 5 Ln 18-43.

Regarding Claim 2, 10, Azab does nat disclose the multi-inferactive software.
Mowever, Barnier discloses The system of claim 1, wherein the multi-user interactive
software application is configured to allow a remote machine to contred one o more of
the second sat of one o more applications o processes running in the isolated
computing environment, wherein controfiing the one or more applicalion or process
comprises ai leasi one of viewing, interacting with, modifying, uploading data to, or
downlnading data from the applicaiion or process{Col 5 Ln 18-43, the collaborate the

emails, documentations and exchangas ).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of a secure execution in
isolated environment to include multi-user interactive software in order to provide for
collaboration as taught in Barnier see Col 5 Ln 18-43.
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Regarding Claim 3, 11, Azab does not disclose the multi-user interactive software.

However, Barnier discloses The system of claim {, wherein the multi-user interactive
software application is configured to allow a remote device to control one or more of a
pointer device, a keyboard input, o a display of the host computer system{Col 3 Ln 1-

11, the plurality of participants pariicipating in workgroup application).

It would have been obvious before the effective filing date of the claimed invention to a
person having ordinary skill in the art to modify Azab invention of generating an multi-
tenant container to include multi-user interactive software in order to provide for
enterprise software for conferencing and resources as taught in Barton see Fig. 23 item

“Construct the application specific tunnel...”

Regarding Claim 4, 12, Azab discloses the host computer systemn is connected io a
network, the network corresponding to one or more of g focal area network (LAN), a
wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line
(DSL) network, a cloud computing network, a data center, or a satellite network{1.

introduction, hardware, BIOS and cloud service provider).

Regarding Claim 5, 13, Arzab discloses the procassor is further condigured 1o
implement a host- based tirewall, the host based-tirewall being configured to isclate the
host computer system from communicating with one or moere other devices on the
network{1.3 SICE Overview, the isolated workload).
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Regarding Claim 8, 14, Azab discloses the host-based firawall is contigured 1o block
Hicoming communications from the network that are sent to the workspace{1.3 SICE

overview, the isolation between environments),

Regarding Claim 7, 15, Azab discloses the processor is further configured to run one
or more irusted applications in the firsi memory space, and wherein the trusted
applications are configured to communicate with one or more trusted machings vig the

network{1.3 SICE Cverview, the communication channel with multi-core systems).

Regarding Claim 8, 186, Azab discloses the internal isolation firewall is further
configured to prompt g user of the host computer system 1o aliow communication
betwesn the first memory space and the second memory space{1.3 SICE Overview, the

memaory range communications with VMs)

Conclusion

The Examiner notes that communication through email is permitted only
after authorization with submission of PTO/SB/439 form. Please file this form in
EFS or thorough central fax before proceeding to communicate via email with the
examiner. The submission of the PTO/SB/439 form via email will NOT be

accepted.
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THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time
policy as set forth in 37 CFR 1.136(a).

A shortened statutory period for reply to this final action is set to expire THREE
MONTHS from the mailing date of this action. Inthe event a first reply is filed within
TWO MONTHS of the mailing date of this final action and the advisory action is not
mailed until after the end of the THREE-MONTH shortened statutory period, then the
shortened statutory period will expire on the date the advisory action is mailed, and any
extension fee pursuant to 37 CFR 1.136(a) will be calculated from the mailing date of
the advisory action. In no event, however, will the statutory period for reply expire later

than SIX MONTHS from the mailing date of this final action.

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(571)272-7213. The examiner can normally be reached on 9-5. If attempts to reach the
examiner by telephone are unsuccessful, the examiner’s supervisor, Saleh Najjar can
be reached on 571-272-4006. The fax phone number for the organization where this

application or proceeding is assigned is 571-273-8300.

Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.
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For more information about the PAIR system, see http://pair-direct.uspto.gov. Should
you have questions on access to the Private PAIR system, contact the Electronic
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a
USPTO Customer Service Representative or access to the automated information

system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov
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Application No. Applicant(s)
16/141,535 Coleman et al.
. ey r . i AlA (First | t P
Examiner-Initiated Interview Summary 5’;1";:? ' ot e iy stame | 7208
PERUNGAVOOR |[2492 | Yes 1of1

VENKAT PERUNGAVOOR Primary Examiner Telephonic
N/A Attorney

Date of Interview: 22 March 2021

Issues Discussed:

Other

The attorney contacted the examiner and mentioned that page 10 of last office action sent on 3/18/2021
says it is an Final Rejection. The examiner pointed out that the last office action is an Non-Final
Rejection and not an Final Rejection. And the conclusion section is wrong, and it is an mistake in drafting
the office action. The first page of the office action and the coding within the PAIR correctly identifies the
action as an Non-Final. The applicant requested an interview summary to make the record clear, this
interview summary is being sent for that purpose.

NENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

Applicant is reminded that a complete written statement as to the substance of the interview must be made of record in
the application file. It is the applicants responsibility to provide the written statement, unless the interview was initiated
by the Examiner and the Examiner has indicated that a written summary will be provided. See MPEP 713.04

Please further see:

MPEP 713.04

Title 37 Code of Federal Regulations (CFR) § 1.133 Interviews, paragraph (b)

37 CFR § 1.2 Business to be transacted in writing

Applicant recordation instructions:|t is not necessary for applicant to provide a separate record of the substance of interview.

Examiner recordation instructions: Examiners must summarize the substance of any interview of record. A complete
and proper recordation of the substance of an interview should include the items listed in MPEP 713.04 for complete
and proper recordation including the identification of the general thrust of each argument or issue discussed, a general
indication of any other pertinent matters discussed regarding patentability and the general results or outcome of the
interview, to include an indication as to whether or not agreement was reached on the issues raised.

U.S. Patent and Trademark Office
PTOL-413/413b (Rev. Oct. 2019) Interview Summary Paper No. 202103221
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DOCKET NO.: LCOM_ENT _ Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: March 18, 2021

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of: . .
Conf tion No.: 7622
L3 Technologies, Inc. onfirmation To

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated March 18, 2021, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 7 of this paper.

XX O XQO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Currently Amended) A system comprising a-precesse+-and-memorythe
proeesser-confisuredte;
a memory: and

a processor configured to:

implement a workspace that uses a host operating system, wherein the workspace

enables is-confisured-to-enable-operation of a first set of one or more applications or
processes via a first memory space;

implement an isolated computing environment that uses the host operating

system, wherein the isolated computing environment enables being-conficured-to-enable

operation of a second set of one or more applications or processes via a second memory
space, and wherein the second set of one or more applications or processes comprises a
multi-user interactive software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall,

authenticate the isolated computing environment with an authentication device;
and

send data to an untrusted destination from the multi-user interactive software
application via a proxy device when the isolated computing environment has been

authenticated.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows is-cenfigured-te-aHew-a remote machine to control an application or
process of the second set of one or more applications or processes running in the isolated

computing environment, wherein controlling the application or process comprises at least one of

Page 2 of 9
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viewing, interacting with, modifying, uploading data to, or downloading data from the
application or process.

3. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows is-cenfigured-te-aHew-a remote device to control one or more of a

pointer device, a keyboard input, or a display of the system.

4. (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Currently Amended) The system of claim 4, wherein the processor is further
configured to:

implement a host-based firewall, wherein the host-based firewall isolates being
configured-to-iselate-the system from communicating with one or more other devices on the

network.

6. (Currently Amended) The system of claim 5, wherein the host-based firewall
blocks is-eenfigured-te-bleek-incoming communications from the network that are sent to the

workspace.

7. (Currently Amended) The system of claim 4, wherein the processor is further
configured to;

run one or more trusted applications in the first memory space, and wherein the one or
more trusted applications are-eenfisured-te-communicate with one or more trusted machines via

the network.
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8. (Currently Amended) The system of claim 1, wherein the internal isolation
firewall prompts is-further-confisured-to-prompt-a user of the system to allow communication

between the first memory space and the second memory space.

0. (Currently Amended) A method comprising;

implementing a workspace that uses a host operating system, wherein the workspace

enables is-confisured-to-enable-operation of a first set of one or more applications or processes
via a first memory space;

implementing an isolated computing environment that uses the host operating system,

wherein the isolated computing environment enables betng-configtured-te-enable-operation of a
second set of one or more applications or processes via a second memory space, wherein the
second set of one or more applications or processes comprises a multi-user interactive software
application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall,

authenticating the isolated computing environment with an authentication device; and

sending data to an untrusted destination from the multi-user interactive software

application via a proxy device when the isolated computing environment has been authenticated.

10.  (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows ts-eenfiguredte-alew-a remote machine to control an application or
process of the second set of one or more applications or processes running in the isolated
computing environment, wherein controlling the application or process comprises at least one of
viewing, interacting with, modifying, uploading data to, or downloading data from the

application or process.
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11. (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows is-eenfreured-to-aHow-a remote device to control one or more of a

pointer device, a keyboard input, or a display of the isolated computing environment.

12.  (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.

13. (Currently Amended) The method of claim 12, further comprising;
implementing a host-based firewall, wherein the host-based firewall isolates betng
configured-to-iselate-the first memory space and the second memory space from communicating

with one or more devices on the network.

14. (Currently Amended) The method of claim 13, wherein the host-based firewall
blocks is-eenfisnred-te-bleek-incoming communications from the network that are sent to the

workspace.

15.  (Currently Amended) The method of claim 12, further comprising;
running one or more trusted applications in the first memory space, wherein the one or
more trusted applications are-eenfisuredte-communicate with one or more trusted machines via

the network.

16.  (Currently Amended) The method of claim 9, wherein the internal isolation
firewall prompts is-further-eonficured-to-prempt-a user of the workspace to allow communication

between the first memory space and the second memory space.

17. (Withdrawn) A system comprising;
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a network;
an authentication device;

a first computer configured to connect to the network, the first computer comprising a
first processor and a first memory, wherein the first processor is configured to:

implement a first workspace, wherein the first workspace is configured to enable
operation of a first set of one or more applications or processes via a first memory space;

implement a first isolated computing environment, the first isolated computing
environment being configured to enable operation of a second set of one or more applications or
processes via a second memory space, wherein the second set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the first isolated computing environment from the first workspace using a first
internal isolation firewall; and

a second computer configured to connect to the first computer via the network, the
second computer comprising a second processor and a second memory, wherein the second
processor is configured to:

implement a second workspace, wherein the second workspace is configured to enable
operation of a third set of one or more applications or processes via a third memory space;

implement a second isolated computing environment, the second isolated computing
environment being configured to enable operation of a fourth set of one or more applications or
processes via a fourth memory space, wherein the fourth set of one or more applications or
processes comprises a multi-user interactive software application; and

isolate the second isolated computing environment from the second workspace using a
second internal isolation firewall;

wherein the first computer and the second computer are configured to communicate data
associated with the multi-user interactive software application via a proxy device, and wherein
the multi-user interactive software application is unable to communicate the data until the first
isolated computing environment and the second isolated computing environment have

authenticated with the authentication device.
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: March 18, 2021

REMARKS

Claims 1-16 are pending in the application. Claims 1-3, 5-11, and 13-16 have been
amended. No claims have been canceled or added. Support for the claim amendments can be
found throughout the as-filed application, such as in paragraphs [0026], [0027], [0048], and

[0051] of the specification and Figures 2-4, for example. No new matter has been added.

Claim Interpretation under 35 U.S.C. § 112
The Office Action rejects claims 1-8 under 35 U.S.C. § 112(b) and § 112(f) as indefinite
for allegedly reciting functional language that is not tied to a structure.' Specially, it appears

9% Ccy

that the Office Action takes issue with the terms “workspace configured to enable,” “isolated

2% <

computing environment configured to enable,” “multi-user interactive software application is
configured to allow,” “host-based firewall is configured to isolate,” “host-based firewall is
configured to block,” and “trusted applications are configured to communicate.” Claims 1-8
have been amended to recite “workspace enables,” “isolated computing environment enables,”
“multi-user interactive software application allows,” “host-based firewall isolates,” “host-based
firewall blocks,” and “trusted applications communicate.” Accordingly, Applicant requests

withdrawal and reconsideration of the rejections.

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103

Claims 1-16 were rejected under 35 U.S.C. § 103 for allegedly being unpatentable over
Azab? in view of Barnier.> Applicant disagrees with the rejections.

Independent claim 1 has been amended to recite, in part, implementing “an isolated
computing environment that uses the host operating system ....” But Azab and Barnier do not

teach or suggest these features.

! Office Action dated 03-18-2021, pp. 2-5.

2 A. Azhab, etel. “Azab: A hardware-level strongly isolated computing environment for x86 multi-core platforms”
17 Oct. 2011.

3U.S. Patent No. 8566398.
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Azab does not teach or suggest this feature. For example, Azab does not implement an
isolated computing system using a host operating system. Rather, Azab does isolates an
environment without using the host operating system (OS).

Figure 2 of Azab shows that Azab’s isolated environment does not use a host operating
system.? Specifically, the isolated environment in Figure 2 is separate and independent from the
host. And the isolated environment does not use any software component in the host
environment to execute an isolated environment. Azab even states that Azabit “does not rely on
any software component in the host environment (i.e., an OS or a hypervisor).”> Thus, Azab
merely isolates an environment without using the host OS.

But isolating an environment without using a host OS is not equivalent to implementing
“an isolated computing environment that uses the host operating system ...,” as recited in
amended claim 1 (emphasis added). For one thing, the isolated environment in Azab does
intentionally avoids using the host operating. Specifically, Azab states that when “the legacy
host requires the isolated workload to run,” Azab triggers system management interrupt (SMI) to
switch the processor’s execution environment from the host OS to the isolated environment.®
That is, using the host OS, the security manager for the isolated environment runs.” And the
security manager for the isolated environment is separate and independent from the host OS. So,
Azab does not teach or suggest implementing “an isolated computing environment that uses the
host operating system ....” as claim 1 recites.

Further, Barnier does not teach or suggest implementing “an isolated computing
environment that uses the host operating system ...,” as claim 1 recites. Barnier is directed
towards an extranet that includes a network.® And there is no discussion of Barnier of operating
systems, let alone a host operating system. In fact, the term “operating system” does not even
appear in Barnier. So, Barnier does not teach or suggest implementing “an isolated computing

environment that uses the host operating system ....” as claim 1 recites.

4 See Azab FIG 2; see also FIG. 1.
>1d atp. 375.

6 Id. at pp. 379-380; see also FIG. 2.
7]d.

® Barnier at_4bstract.

Page 8 of 9

Ex.1002 / Page 217 of 293
Cisco Systems, Inc.



DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Office Action Dated: March 18, 2021

Accordingly, claim 1 is patentable over Azab and Barnier for at least the reasons above.
Because claim 9 recites features that are similar to claim 1, claim 9 is also patentable over Azab
and Barnier. Further, at least due to their respective dependence on independent claims 1 and 9,

dependent claims 2-8 and 10-16 are also patentable over Azab and Barnier.

CONCLUSION
Applicant submits that the present application is in condition for allowance and a Notice
of Allowance is requested. Examiner Perungavoor is invited to call Applicant’s undersigned
representative to discuss the application should the Examiner determine that such a discussion

may advance prosecution

Date: September 13, 2021 Oeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

[X] The fee of $260.00 as set forth in § 1.17(p) is attached.
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L] IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X Copies of reference numbers 36-120 listed on the attached Form PTO-1449 are not required to be
submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

X Copies of reference numbers 121-128 listed on the attached Form PTO-1449 are enclosed herewith.

] Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

] The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).
REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

] The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.
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L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: September 13, 2021 Lleung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

ConboRocciaKopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103

Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Electronic Patent Application Fee Transmittal

Application Number:

16141535

Filing Date:

25-Sep-2018

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Filer:

Jeung Huh/Melissa Inzaris

Attorney Docket Number:

LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Feesfor Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:,-;'g(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sul:j—;’g (t:)l in
Extension - 3 months with $0 paid 1253 1 1480 1480
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 260 260
Total in USD ($) 1740
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Substitute for 1449/PTO

Application Number

16/141,535

Filing Date Sep 25, 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2490
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name ?
xami VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT Collab USO1
U.S. PATENTS
Pages,
Columns,
) ) ) ) Lines, Where
E:i(t?g*mer ﬁ'(t)e Publication Number 221381 Publication Date S?QED%LE?;SE:EE or Applicant of ?:Lz‘;ag;rzs or
Relevant
Figures
Appear
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite e Kind e Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code' Publication Date cited Document Passages or
Relevant
Figures
Appear
129 | 9560081 B1 2017-01-31 Woolward, Marc
130 | 10375111 B2 | 2019-08.06 | SoMtz Benamini, et
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or Relevant
Applicant of cited Passages
Examiner Cite Foreign Document Country | Kind Publication Date D’t))gument or
Initials* No Number® Code? Code* Relevant
Figures
Appear
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Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number 16/141,535

Filing Date Sep 25, 2018

First Named Inventor | Peter Martz

Art Unit 2492

Examiner Name PERUNGAVOOR,
VENKATANARAY

Sheet 2 of 2

Attorney Docket Number

LCOM_ENT Collab US01

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
Initials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.

EXAMINER SIGNATURE

Examiner Signature

Date Considered

applicant.

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to
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Electronic Acknowledgement Receipt

EFS ID: 43982895
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

158266

Filer:

Jeung Huh/melissa overline

Filer Authorized By:

Jeung Huh

Attorney Docket Number:

LCOM_ENT_Collab_US01

Receipt Date: 08-0CT-2021
Filing Date: 25-SEP-2018
Time Stamp: 11:46:03

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $260

RAM confirmation Number E202108B46120089

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

93748

LCOM_ENT Collab_US01_AS_F
: _ENT_Collab_US01_AS _ 3
! Transmittal Letter ILED_ SIDS_Transmittalpdf no

50a1c501ef6c8637e86f08eSbaseff744e835|

Warnings:

Information:

163001
) Information Disclosure Statement (IDS) | LCOM_ENT_Collab_US01_AS_ no 2
Form (5808) ILED_S'DS_1 449pdf 7dc44779d0b0ef19cf7bfa058d 1ae118f1fd 3|
%e8
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
38212
3 Fee Worksheet (SB06) fee-info.pdf no 2
e467bf31202251ed8023cf1c22027fa9ddcf|
Warnings:
Information:
Total Files Size (in bytes): 294961

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Confirmation No.: 7622

Filing Date: September 25, 2018

Filed Via EFS
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to the above-

identified application is hereby disclosed. Inclusion of information in this statement is not to be construed as an

admission that this information is material as that term is defined in 37 CFR § 1.56(b).

L] IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either within three

months of the filing date of the above-identified application, within three months of the date of entry into
the national stage of the above identified application as set forth in § 1.491, before the mailing date of a
first Office Action on the merits of the above-identified application, or before the mailing date of a first
Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

[X] The fee of $260.00 as set forth in § 1.17(p) is attached.
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L] IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X Copies of reference numbers 129-130 listed on the attached Form PTO-1449 are not required to be
submitted pursuant to 37 CFR § 1.98(a)(2)(ii).

[] Copies of reference numbers listed on the attached Form PTO-1449 are enclosed herewith.
] Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

] The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).
REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

] The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.
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L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: October 7th, 2021 LJeung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

ConboRocciaKopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676
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Electronic Patent Application Fee Transmittal

Application Number:

16141535

Filing Date:

25-Sep-2018

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Filer:

Jeung Huh/melissa overline

Attorney Docket Number:

LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Feesfor Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:,-;'g(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:
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Description Fee Code Quantity Amount Sul:j—;’g(tsa)l in
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 260 260
Total in USD ($) 260
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MNotice of Referernces Cited

Application/Control No.

Applicant(s)/Patent Under

16/141,535 Reexamination
Coleman et al.
Examiner Art Unit
VENKAT PERUNGAVOOR 2492 Page 1 of 1

U.S. PATENT DOCUMENTS

* Coumgogsdrfﬁ:gbf:x; Code MI\?— a\l(t;e(YY Name CPC Classification US Classification
* [ A [US-20140380403-A1 12-2014 Pearson; Adrian GO6F21/57 726/1
* | B | US-20120266149-A1 10-2012 Lebert; Berthold M. GO06F9/44563 717/166
* | ¢ [Us-20170293432-A1 10-2017 Oldcorn; David GO6F3/064 11
* | D | US-20150248554-A1 09-2015 DUMITRU; Bogdan C. GO06F9/45558 726/1
* E | US-20150106822-A1 04-2015 LEI; Xiaosong GO06F9/4405 718/104
* F | US-20100217916-A1 08-2010 Gao; Zhi Guo G06F12/1036 711/6

G

H

|

J

K

L

M

FOREIGN PATENT DOCUMENTS

* countzog:dnfr\:]:rr,:lbf:jl?ﬁ; Code Ml\?— a\l(tleY Country Name CPG Classification

N

(6]

P

Q

R

S

T

NON-PATENT DOCUMENTS

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages)

U | Shreds: Fine-grained Execution Units with Private Memory. Chen. IEEE. (Year: 2016)

V | Trellis: Privilege Separation for Multi-user Applications Made Easy. Mambretti. Springer. (Year: 2016)

W | Iso-X: A Flexible Architecture for Hardware-Managed Isolated Execution. Evtyushkin. IEEE. (Year: 2014)

X

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).)
Dates in MM-YYYY format are publication dates. Classifications may be US or foreign.

U.S. Patent and Trademark Office
PTO-892 (Rev. 01-2001)

Notice of References Cited

Part of Paper No. 202109291
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Receipt date: 08/14/20231

16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 2018

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray

Sheet 1 of 10 Attorney Docket Number LCOM_ENT Collab_USO01
U.S. PATENTS
Pages,
Columns,
) _ ) ) Lines, Where
E)i(t?e;r*mer ﬁge Publication Number 'ég](? o Publication Date :f;;%%gﬂﬁ::mee or Applicant of s:!c,es\;znet s or

Relevant
Figures
Appear

36 7150040 B2 2006-12-12 Brownell, David

37 7467408 B1 2008-12-16 O'Toole Jr., James W.

38 7716720 B1 2010-05-11 Marek et al.

39 7870153 B2 2011-01-11 Croft et al.

40 7926086 B1 2011-04-12 Violleau et al.

41 8090797 B2 2012-01-03 Chinta et al.

42 8539561 B2 2013-09-17 Gupta et al.

43 8613070 B1 2013-12-17 Borzycki et al.

44 8769268 B2 2014-07-01 Morozov et al.

45 9294492 B1 2016-03-22 Martini et al.

46 9386021 B1 2016-07-05 Pratt, lan

ALL REFERENCES CONSIDERED EXCERPT WHERE

LINED THROUGH. /V.p/
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Receipt date:

0s8/14/2021

16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 201

8

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray

Sheet 2 of 10 Attorney Docket Number LCOM_ENT Collab_USO01
U.S. PATENTS
Pages,
Columns,
) _ ) ) Lines, Where
E)i(t?e;r*mer ﬁge Publication Number 'ég](? o Publication Date :f;;%%gﬂﬁ::mee or Applicant of s:!c,es\;znet s or

Relevant
Figures
Appear

47 9438634 B1 2016-09-06 Ross et al.

48 9465734 B1 2016-10-11 Myrick et al.

49 9531715 B1 2016-12-27 Rodgers et al.

50 9609026 B2 2017-03-28 Ross et al.

51 9680873 B1 2017-06-13 Halls et al.

52 9729579 B1 2017-08-08 Marino et al.

53 9787639 B1 2017-10-10 Sun et al.

54 9942198 B2 2018-04-10 Hoy et al.

55 10037199 B2 2018-07-31 Hung et al.

56 10055231 B1 2018-08-21 Lietal

57 10122703 B2 2018-11-06 Innes et al.
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D
)

/v.p/
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16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 2018

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray
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Sheet 3 of 10 Attorney Docket Number LCOM_ENT Collab_USO01
U.S. PATENTS
Pages,
Columns,
) ) ) ) Lines, Where
E)i(t?z;r*mer ﬁge Publication Number 'é'gg o Publication Date Z?QED%LE;‘:R:EB or Applicant of s:!c,es\gnet s or
Relevant
Figures
Appear
58 10397273 B1 2019-08-27 Stickle et al.
59 10521612 B2 2019-12-31 Arad et al.
60 10554475 B2 2020-02-04 Weinstein et al.
61 10558798 B2 2020-02-11 Weinstein et al.
62 10931669 B2 2021-02-23 Coleman et al.
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
) ) ) ] Lines, Where
E])i(t?E;?Jner ﬁlée Publication Number '8:2361 Publication Date gf:;eozfcﬁsmee or Applicant of g:!;es‘;znets or
Relevant
Figures
Appear
63 20020023212 A1 2002-02-21 Proudler, Graeme John
64 20020040439 A1 2002-04-04 Kellum, Charles W.
65 20020069366 A1 2002-06-06 Schoettger, Chad
ALL, REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH. /V.Pp/
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Receipt date: 08/14/20231

16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 2018

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray

Sheet 4 of 10

Attorney Docket Number LCOM_ENT Collab_USO01

U.S. PATENT APPLICATION PUBLICATIONS

Examiner Cite

Initial* No Publication Number

Kind

Code! Publication Date

Pages,
Columns,
Lines, Where
Name of Patentee or Applicant of Relevant
cited Document Passages or
Relevant
Figures
Appear

66 20050144467

A1 2005-06-30

Yamazaki, Takeshi

67 20060282795

A1 2006-12-14

Clark et al.

68 20070136579

A1 2007-06-14

Levy et al.

69 20080016313

A1 2008-01-17

Murotake et al.

70 20090055924

A1 2009-02-26

Trotter, Douglas H.

7 20090164994

A1 2009-06-25

Vasilevsky et al.

72 20090249472 A1 2009-10-01 Litvin et al.
73 20090265760 A1 10-22-2009 Zhu, et al.
74 20110154431 A1 2011-06-23 Walsh, Daniel J.

75 20110299515

A1 2011-12-08

Robertson et al.

76 20120017213

A1 2012-01-19

Hunt et al.

ALL REFERENCES CONSIDERED EXCERPT WHERE

LINED THROUGH. /V.p/
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Receipt date: 08/14/20231

16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 2018

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray

Sheet 5 of 10

Attorney Docket Number LCOM_ENT Collab_USO01

U.S. PATENT APPLICATION PUBLICATIONS

Pages,
Columns,
) ) ) ) Lines, Where
E)i(t?e;r*mer ﬁge Publication Number 'ég](? o Publication Date :f;;%%gﬂﬁ::mee or Applicant of s:!c,es\;znet s or
Relevant
Figures
Appear
77 20120054744 A1 2012-03-01 Singh et al.
78 20120265976 A1 2012-10-18 Spiers et al.
79 20130132948 A1 05-23-2013 Hari, et al.
80 20130145463 A1 2013-06-06 Ghosh et al.
81 20130318594 A1 2013-11-28 Hoy et al.
82 20140059642 A1 2014-02-27 Deasy et al.
83 20140075535 A1 2014-03-13 Soffer et al.

84 20140115646

A1 2014-04-24

Rajgopal et al.

85 20140282890

A1 2014-09-18

Li et al.

86 20140344912

A1 2014-11-20

Chapman et al.

87 20150156203

A1 2015-06-04

Giura et al.

ALL REFERENCES CONSIDERED EXCERPT WHERE

LINED THROUGH. /V.p/
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Receipt date: 08/14/20231

16/141,535 ~ GAU:

Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number

16/141,535

Filing Date

Sep 25, 2018

First Named Inventor | Glenn Coleman

Art Unit

| 2492

Examiner Name

| Perungavoor, Venkatanaray

Sheet 6 of 10

Attorney Docket Number LCOM_ENT Collab_USO01

U.S. PATENT APPLICATION PUBLICATIONS

Examiner Cite

Initial* No Publication Number

Kind

Code! Publication Date

Pages,
Columns,
Lines, Where
Name of Patentee or Applicant of Relevant
cited Document Passages or
Relevant
Figures
Appear

88 20150281176

A1 2015-10-01

Banfield, Bret

89 20160057167
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DOCKET NO.: LCOM_ENT _ Collab_US01 PATENT
Application No.: 16/141,535
Ex Parte Quayle Action Dated: October 12, 2021

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:

Confirmation No.: 7622
L3 Technologies, Inc. onfirmation o
Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Filing Date: September 25,2018

Mail Stop Amendment
Commissioner for Patents
P.O. Box 1450

Alexandria, VA 22313-1450

Sir:
REPLY PURSUANT TO 37 CFR § 1.111
In response to the Official Action dated October 12, 2021, reconsideration is respectfully
requested in view of the amendments and/or remarks as indicated below:
Amendments to the Specification begin on page N/A of this paper.

Amendments to the Claims are reflected in the listing of the claims which begins
on page 2 of this paper.

Amendments to the Drawings begin on page N/A of this paper and include an
attached replacement sheet.

Remarks begin on page 6 of this paper.

XX O KO

The Commissioner is hereby authorized to charge any fee deficiency, charge any
additional fees, or credit any overpayment of fees, associated with this application
in connection with this filing, or any future filing, submitted to the U.S. Patent and

Trademark Office during the pendency of this application, to Deposit Account No.
50-5519.
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This listing of claims will replace all prior versions, and listings, of claims in the application.

Listing of Claims:

1. (Previously Presented) A system comprising;
a memory; and
a processor configured to:

implement a workspace that uses a host operating system, wherein the workspace
enables operation of a first set of one or more applications or processes via a first
memory space;

implement an isolated computing environment that uses the host operating
system, wherein the isolated computing environment enables operation of a second set of
one or more applications or processes via a second memory space, and wherein the
second set of one or more applications or processes comprises a multi-user interactive
software application;

isolate the isolated computing environment from the workspace using an internal
isolation firewall;

authenticate the isolated computing environment with an authentication device;
and

send data to an untrusted destination from the multi-user interactive software
application via a proxy device when the isolated computing environment has been

authenticated.

2. (Currently Amended) The system of claim 1, wherein the multi-user interactive
software application allows a remote machine to control an application or a process of the second
set of one or more applications or processes running in the isolated computing environment,
wherein controlling the application or process comprises at least one of viewing, interacting

with, modifying, uploading data to, or downloading data from the application or the process.
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3. (Previously Presented) The system of claim 1, wherein the multi-user
interactive software application allows a remote device to control one or more of a pointer

device, a keyboard input, or a display of the system.

4, (Previously Presented) The system of claim 1, wherein the system is
connected to a network, the network corresponding to one or more of a local area network
(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers

line (DSL) network, a cloud computing network, a data center, or a satellite network.

5. (Previously Presented) The system of claim 4, wherein the processor is
further configured to:
implement a host-based firewall, wherein the host-based firewall isolates the system from

communicating with one or more other devices on the network.

6. (Previously Presented) The system of claim 5, wherein the host-based

firewall blocks incoming communications from the network that are sent to the workspace.

7. (Previously Presented) The system of claim 4, wherein the processor is
further configured to:
run one or more trusted applications in the first memory space, and wherein the one or

more trusted applications communicate with one or more trusted machines via the network.

8. (Previously Presented) The system of claim 1, wherein the internal
isolation firewall prompts a user of the system to allow communication between the first memory

space and the second memory space.

0. (Previously Presented) A method comprising;
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implementing a workspace that uses a host operating system, wherein the workspace
enables operation of a first set of one or more applications or processes via a first memory space;

implementing an isolated computing environment that uses the host operating system,
wherein the isolated computing environment enables operation of a second set of one or more
applications or processes via a second memory space, wherein the second set of one or more
applications or processes comprises a multi-user interactive software application;

isolating the isolated computing environment from the workspace using an internal
isolation firewall;

authenticating the isolated computing environment with an authentication device; and

sending data to an untrusted destination from the multi-user interactive software

application via a proxy device when the isolated computing environment has been authenticated.

10. (Currently Amended) The method of claim 9, wherein the multi-user interactive
software application allows a remote machine to control an application or a process of the second
set of one or more applications or processes running in the isolated computing environment,
wherein controlling the application or process comprises at least one of viewing, interacting

with, modifying, uploading data to, or downloading data from the application or the process.

11. (Previously Presented) The method of claim 9, wherein the multi-user
interactive software application allows a remote device to control one or more of a pointer

device, a keyboard input, or a display of the isolated computing environment.

12. (Original) The method of claim 9, further comprising connecting to a
network, the network corresponding to one or more of a local area network (LAN), a wide area
network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a

cloud computing network, a data center, or a satellite network.

13. (Previously Presented) The method of claim 12, further comprising;
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implementing a host-based firewall, wherein the host-based firewall isolates the first
memory space and the second memory space from communicating with one or more devices on

the network.

14. (Previously Presented) The method of claim 13, wherein the host-based

firewall blocks incoming communications from the network that are sent to the workspace.

15. (Previously Presented) The method of claim 12, further comprising;
running one or more trusted applications in the first memory space, wherein the one or

more trusted applications communicate with one or more trusted machines via the network.

16. (Previously Presented) The method of claim 9, wherein the internal
isolation firewall prompts a user of the workspace to allow communication between the first

memory space and the second memory space.

17. (Canceled)
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3)O An election was made by the applicant in response to a restriction requirement set forth during the interview
on ____ ;therestriction requirement and election have been incorporated into this action.
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Disposition of Claims*
5) Claim(s)  1-17 is/are pending in the application.
5a) Of the above claim(s) 17 is/are withdrawn from consideration.

6) Claim(s) 1-16 is/are allowed.

7) (O Claim(s) ____ is/are rejected.

8) (O Claim(s) _____ is/are objected to.

9) O Claim(s) _____are subject to restriction and/or election requirement

* If any claims have been determined allowable. you may be eligible to benefit from the Patent Prosecution Highway program at a
participating intellectual property office for the corresponding application. For more information, please see

hitp//www.uspto.gov/patents/init _events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.qov.
Application Papers
10)(D The specification is objected to by the Examiner.
11)(J The drawing(s) filedon ___ is/are: a)(] accepted or b)(J objected to by the Examiner.
Applicant may not request that any objection to the drawing(s) be held in abeyance. See 37 CFR 1.85(a).
Replacement drawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1.121(d).

Priority under 35 U.S.C. § 119
12)(J Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:

a)0d All b)(J Some** ¢)d None of the:
1.0 Certified copies of the priority documents have been received.
2.0 Certified copies of the priority documents have been received in Application No.

3.00 Copies of the certified copies of the priority documents have been received in this National Stage
application from the International Bureau (PCT Rule 17.2(a)).

** See the attached detailed Office action for a list of the certified copies not received.
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And Notice of Pre-AlA or AIA Status
The present application, filed on or after March 16, 2013, is being examined
under the first inventor to file provisions of the AlA.

DETAILED ACTION

Quayle Action
This application is in condition for allowance except for the following formal

matters:

Claim 17 which is in withdrawn status needs to be cancelled when it is passed to

allowance.

Prosecution on the merits is closed in accordance with the practice under Ex
parte Quayle, 25 USPQ 74, 453 O.G. 213, (Comm’r Pat. 1935).

A shortened statutory period for reply to this action is set to expire TWO (2)
MONTHS from the mailing date of this letter. Extensions of time may be granted under
37 CFR 1.136 but in no case can any extension carry the date for reply to this Office

action beyond the maximum period of SIX MONTHS set by statute (35 U.S.C. 133).

Allowable Subject Matter

Claims 1-16 are allowed.
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The following is a statement of reasons for the indication of allowable subject

matter:

The applicant’s amendments to claims 1-8 overcomes the 35 USC 112(b) rejection and

thus withdrawn.

The Applicant argument(s) regarding “ an isolated computing environment that uses the

host aperating system” is persuasive. See Reply filed on 9/14/2021 Page 8-9.

The primary reason for the allowance of the claims is the inclusion of the limitation in all

the claims which s not found i the prior art references.

The closest prior art found is Shreds: Fine-grained Execution Units with Private Memory
to Chen which discloses an privale memory baing usad for execution of threads see
Fig. 2 & Abstract & C. S-complier: automatic toolchain for shred verification and
nstrumentation. However, Chen doeas not disclose * an isolated computing environment

that uses the host aperating system”,

The nex! closest prior art found is US Patent Pub 2015/0106822 to Lei which discloses
the memary segment isolalion and inter-processing cores 08 isolation Absiract & Par.
016 & Par. 0075 & Fig. Ta. However, Let doas not disclose “ an isolated computing

envirenment that uses the host operating system’”.
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The next clasest prior art found is LS Patent Pub 2010/70217918 to Gao which discloses
the allocating of shared memary for VMs using Guest U5 see Absiract & Par. (044~
0046 & Fig. 3. Mowever, Ggo does not disclose  an isclated computing environment

that uses the host operating system”.

Any comments considered necessary by applicant must be submitted no later
than the payment of the issue fee and, to avoid processing delays, should preferably
accompany the issue fee. Such submissions should be clearly labeled “Comments on

Statement of Reasons for Allowance.”

Conclusion

Any inquiry concerning this communication or earlier communications from the
examiner should be directed to Venkat Perungavoor whose telephone number is
(5671)272-7213. The examiner can normally be reached on 9-5.

Examiner interviews are available via telephone, in-person, and video
conferencing using a USPTO supplied web-based collaboration tool. To schedule an
interview, applicant is encouraged to use the USPTO Automated Interview Request

(AIR) at http//www.uspto.gov/interviewpractice.

If attempts to reach the examiner by telephone are unsuccessful, the examiner’s
supervisor, Saleh Najjar can be reached on 571-272-4006. The fax phone number for

the organization where this application or proceeding is assigned is 571-273-8300.
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Information regarding the status of an application may be obtained from the
Patent Application Information Retrieval (PAIR) system. Status information for
published applications may be obtained from either Private PAIR or Public PAIR.

Status information for unpublished applications is available through Private PAIR only.

For more information about the PAIR system, see
https://ppairmy.uspto.gov/pair/PrivatePair. Should you have questions on access to the
Private PAIR system, contact the Electronic Business Center (EBC) at 866-217-9197
(toll-free). If you would like assistance from a USPTO Customer Service Representative
or access to the automated information system, call 800-786-9199 (IN USA OR

CANADA) or 571-272-1000.

/VENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492
Email: venkatanarayan.perungavoor@uspto.gov

Ex.1002 / Page 254 of 293
Cisco Systems, Inc.



Application/Control No. Applicant(s)/Patent Under Reexamination
Index of Clairns 16/141.535 Coleman et al.
H““Hm” H“ ““W H“I H“‘ o s
VENKAT PERUNGAVOOR 2492
v | Rejected - | Cancelled N | Non-Elected A Appeal
= Allowed = | Restricted | | Interference O | Objected
CLAIMS
(J Claims renumbered in the same order as presented by applicant O cpPa O T.D. O R.1.47
CLAIM DATE
Final Original | 05/05/2020 | 09/04/2020 | 03/11/2021 | 10/04/2021 I
1 v v v =
2 v v v =
3 v v v =
4 v v v =
5 v 4 v =
6 4 v v =
7 v v v =
8 4 4 v =
9 v 4 v =
10 v v v =
11 v 4 v =
12 v v v =
13 v v v =
14 v v V4 =
15 4 v v =
16 v v v =
17 N N N N
U.S. Patent and Trademark Office Part of Paper No.: 202109291
Page 1 of 1

Ex.1002 / Page 255 of 293
Cisco Systems, Inc.



Electronic Acknowledgement Receipt

EFS ID: 44009739
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

158266

Filer:

Jeung Huh/melissa overline

Filer Authorized By:

Jeung Huh

Attorney Docket Number:

LCOM_ENT_Collab_US01

Receipt Date: 12-0CT-2021
Filing Date: 25-SEP-2018
Time Stamp: 16:00:37

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment no
File Listing:
Document . . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

137923

LCOM_ENT_Collab_US01_AS_H
ILED_Reply_to_Ex_Parte_Quayl
e_Action.pdf

4dd7d2fda3ad9069d7d4405fd828fcac268¢|

yes 6

asc2

Ex.1002 / Page 256 of 293
Cisco Systems, Inc.




Multipart Description/PDF files in .zip description
Document Description Start End
Response after Ex Parte Quayle Action 1 1
Claims 2 5
Applicant Arguments/Remarks Made in an Amendment 6 6
Warnings:
Information:
Total Files Size (in bytes); 137923

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ENT_Collab_US01 PATENT
Application No.: 16/141,535
Ex Parte Quayle Action Dated: October 12, 2021

REMARKS

Claims 1-16 are pending in the application. Claims 2 and 10 have been amended to
address minor antecedent basis issues. Claim 17 has been canceled. No claims have been added.

No new matter has been added.

Allowable Subject Matter
Applicant thanks Examiner Perungavoor for the indication that Claims 1-16 are

allowable.!

Ex Parte Quayle

In the Ex Parte Quale dated October 12, 2021, Examiner Perungavoor stated that this
application is in condition for allowance except claim 17, which is in withdrawn status, needs to
be canceled for allowance.? Applicant has canceled claim 17. Applicant believes that the

current application is in condition for allowance and such action is respectfully requested

CONCLUSION
Applicant believes the present application is in condition for allowance and respectfully

requests Examiner Perungavoor to allow the application.

Date: October 12, 2021 [leung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Condo Roccia Koptiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676

L Ex Parte Quale dated 10/12/2021 at pages 2-4
2 Jd., atpage 2.

Page 6 of 6
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Application/Control No.
Search Nofes

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
VENKAT PERUNGAVOOR 2492
CPC - Searched*
Symbol Date Examiner
H04L69/329 , HO4L67/10, H04L63/10, H04L63/0281 , H04L63/08 VP
, HO4L63/104 , HO4L67/14 , HO04L12/1818 , GO6F2009/45587 , 05/06/2020
GO06F2009/45583 , GO6F2216/15, GO6F9/452 , GO6Q50/01 limited
by text and date
GO06F21/53, GO6F2221/2149, GO6F21/604, GO6F2009/45587 limited VP
by text and date 09/04/2020
GO06F2009/45583 , GO6F21/53 , GO6F21/62 , GO6F2009/45587 VP
G06F2212/1052 , GO6F9/45516 , GO6F9/5077 limited by text and 03/11/2021
date
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

U.S. Patent and Trademark Office
Page 1 of 2

Part of Paper No.: 202109291
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Search Nofes

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
LT
VENKAT PERUNGAVOOR 2492

Search Notes
Search Notes Date Examiner
Google Scholar 05/06/2020 VP
DERWENT limited by text and date 05/06/2020 VP
Inventor Name Search 05/06/2020 VP
Assignee Search 05/06/2020 VP
Global Dossier 05/06/2020 VP
InnovaQ 05/06/2020 VP
see EAST Notes 05/06/2020 VP
Google Patents(Find Similar, Prior Art Citations) 05/06/2020 VP
see EAST Notes 09/04/2020 VP
see EAST Notes 03/11/2021 VP
Google Scholar 03/11/2021 VP
see EAST Notes 09/29/2021 VP
Google Scholar 09/29/2021 VP
Interference Search
ga:;ifs/cpc US Subclass/CPC Group Date Examiner

Sgg%%&rggr)ference search of claims (USPAT, 09/29/2021 VP

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 202109291
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Web Search History

date, time web site search string

9/29/2021 3:21:08 PM  Google multi-user AND interactive AND software AND ~isolate AND
Scholar memory AND OS

9/29/2021 3:21:54 PM  Google multi-user AND interactive AND software AND ~isolate AND
Scholar memory AND OS [before:2017]

9/29/2021 3:28:05 PM  Google [before:2017] multi-user AND software AND ~isolate AND memory
Scholar AND OS

9/29/2021 3:28:11 PM  Google multi-user AND software AND ~isolate AND memory AND OS
Scholar [before:2017]

9/29/2021 3:28:53 PM  Google [before:2017] "collaboration software" AND ~isolate AND memory
Scholar AND OS

9/29/2021 3:29:10 PM  Google "collaboration software" AND ~isolate AND memory AND OS
Scholar [before:2017]

9/29/2021 3:29:26 PM  Google [before:2017] collaboration AND software AND ~isolate AND
Scholar memory AND OS

9/29/2021 3:30:15PM  Google collaboration AND software AND ~isolate AND memory AND OS
Scholar [before:2017]

9/29/2021 3:31:149 PM  Google [before:2017] collaboration AND program AND ~isolate AND
Scholar memory AND OS

9/29/2021 3:32:08 PM  Google collaboration AND program AND ~isolate AND memory AND OS
Scholar [before:2017]

9/29/2021 3:33:23 PM  Google [before:2017] ~program AND ~isolate AND memory AND OS AND
Scholar mutli-user

9/29/2021 3:33:30 PM  Google [before:2017] ~program AND ~isolate AND memory AND OS
Scholar

9/29/2021 3:34:40 PM  Google [before:2017] special AND ~program AND ~isolate AND memory
Scholar AND OS

9/29/2021 3:34:43 PM  Google special AND ~program AND ~isolate AND memory AND OS
Scholar [before:2017]

9/29/2021 3:45:02 PM  Google [before:2017] special AND ~program AND ~isolate AND "memory
Scholar space" AND OS

9/29/2021 3:50:31 PM  Google special AND ~program AND ~isolate AND "memory space" AND
Scholar OS [before:2017]
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EAST Search History

EAST Search History (Prior Art)

Ref Hits
R

.22 (multi-user shared collaborat$3) same
? - (isolat$3 segerat$3 seperat$3) with
:(memory space disk) with (prox$3
‘intermediar$3)

1S111 and (@rlad<"20170928"
. @ad<"20170928")

(multi-user adj workspace).ab.

: (multi-user shared collaborat$3) same
: (isolat$3 segerat$3 seperat$3) with
:(memory adj space) with (prox$3
‘intermediar$3)

(multi-user shared collaborat$3) same
 (isolat$3 segerat$3 seperat$3) with
.(memory adj space)

Sl 15 same ((operating adj system) OS)

15116 and (@rlad<"20170928"
- @ad<"20170928")

- US-PGPUB;
_USPAT; :
_USOCR; FPRS; |
. EPO; JPO; 5
. DERWENT;
'IBM_TDB

12021/09/29
1511

US-PGPUB;
USPAT; 5
_USOCR; FPRS; |
EPO; JPC; 5
 DERWENT;
IBM_TDB

12021/09/29
15:14 '

. US-PGPUB;
- USPAT; ;
_USOCR; FPRS;
.EPO; JPO; :
. DERWENT;

' IBM_TDB

12021/09/29
1515

US-PGPUB;
_USPAT; ;
_USOCR; FPRS; -
.EPO; JPO; 5
 DERWENT;
IBM_TDB

12021/09/29
115:15 5

. US-PGPUB;
. USPAT; :
_USOCR; FPRS;
.EPO; JPG; 5
. DERWENT;

' IBM_TDB

12021/09/29
1517

 US-PGPUB;
USPAT; 5
_USOCR; FPRS; .
_EPO; JPO; 5
 DERWENT;
IBM_TDB

12021/09/29
15:17 f

US-PGPUB;
. USPAT; ;
_USOCR; FPRS;
.EPO; JPG; '
. DERWENT,;

' IBM_TDB

12021/09/29
15:08 :
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5118 85 ("10037199" | "10055231" | "10122703" US-PGPUB; ~ OR OFF  2021/09/29
. ]"10397273" | "10521612" | "10554475" USPAT | | 15:51

1] "10558798" | "10931669" |
"20020023212" | "20020040439" |
"20020069366" | "20050144467" |
"20060282795" | "20070136579" |
"20080016313" | "20090055924" |
"20090164994" | "20090249472" |
"20090265760" | "20110154431" |
1"20110299515" | "20120017213" |
"20120054744" | "20120265976" |
"20130132948" | "20130145463" |
"20130318594" | "20140059642" |
"20140075535" | "20140115646" |
"20140282890" | "20140344912" |
"20150156203" | "20150281176" |
1"20160057167" | "20160134549" |
"20160226834" | "20160246974" |
"20160248754" | "20160292694" |
"20170034174" | "20170076092" |
"20170142144" | "20170180413" |
"20170206351" | "20170208067" |
"20170250997" | "20170317978" |
1"20170359309" | "20180027006" |
"20180115519" | "20180139178" |
"20180196945" | "20180198824" |
"20180203995" | "20180234422" |
"20180276396" | "20180330257" |
"20180367528" | "20190097970" |
"20190097972" | "20190098007" |
"20190098020" | "20190121961" |
"20190121962" | "20190213325" |
"7150040" | "7467408" | "7716720" |
"7870153" | "7926086" | "8090797" |
"8539561" | "8613070" | "8769268" |
"9294492" | "9386021" | "9438634" |
"9465734" | "9531715" | "9609026" |
"9680873" | "9729579" | "9787639" |
"9942198").PN.

S119 71 5118 and ((operating adj system) OS)

S120 5 S118andS115

US-PGPUB;  OR OFF  2021/09/29
USPAT; § : 15:52 1
 USOCR; FPRS; ! : ?
_EPO; JPO;,
DERWENT;
. IBM_TDB :
US-PGPUB;  OR OFF  2021/09/29 :
. USPAT; 115:52
_USOCR; FPRS; % %
_EPO; JPO;
DERWENT;
IBM_TDB
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'S121:14 S119 and (isolat$3 segerat$3 seperat$3) : US-PGPUB;  OR ‘OFF  2021/09/29
‘and (memory adj space)  USPAT; 115:53 :
? . USOCR; FPRS; : :
.EPO; JPQ; 5
%DERWENT;
IBM_TDB

'$122°9 15121 and (@rlad<"20170928" US-PGPUB;  OR OFF  2021/09/29 °
‘@ad<"20170928") _USPAT; 15:53 1
- USOCR; FPRS; 5
EPO; JPO;

 DERWENT;
IBM_TDB

§Ref§Hits§ Search Query ~ DBs  Default Plurals Time
g : f - Operator . Stamp

'S§123 2 ((multi-user shared collaborat$3) and -US- ‘OR "OFF  :2021/09/29
‘ (isolat$3 segerat$3 seperat$3) and ‘PGPUB; :15:38 f
:(memory space disk) with (prox$3 ‘USPAT
‘intermediar$3) and (authenticat$4 5
‘author$3 verfis)).clm.

10/4/2021 12:39:18 PM
C:\Users\vperungavoor\Documents\EAST\Workspaces\September2021.wsp
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Substitute for 1449/PTO

Application Number 16/141,535

Filing Date Sep 25, 2018
INFORMATION DISCLOSURE First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit 2492
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name ’
VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT_Collab_USO01
U.S. PATENTS
Pages,
Columns,
Lines, Where
Examiner Cite g Kind e Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code'’ Publication Date cited Document Passages or
Relevant
Figures
Appear
131 | 8832833 B2 2014-09-09 Demopoulos, et al.
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite S Kind S Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code'’ Publication Date cited Document Passages or
Relevant
Figures
Appear
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Relevant
Nam_e of Pate_ntee or Passages
. . . . Applicant of cited
Examiner Cite Foreign Document Country | Kind Publication Date Document or
Initials* No Number® Code? Code* c ¢ Relevant
Figures
Appear
NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS)), title of the article (when appropriate), title of the T
Initials™ No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.
EXAMINER SIGNATURE
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Substitute for 1449/PTO

INFORMATION DISCLOSURE
STATEMENT BY APPLICANT

(use as many sheets as necessary)

Application Number 16/141,535

Filing Date Sep 25, 2018

First Named Inventor | Peter Martz

Art Unit 2492

Examiner Name PERUNGAVOOR,
VENKATANARAY

Sheet 2 of 2

Attorney Docket Number

LCOM_ENT Collab US01

Examiner Signature

Date Considered

applicant.

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to
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Electronic Acknowledgement Receipt

EFS ID: 44132835
Application Number: 16141535
International Application Number:
Confirmation Number: 7622

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Customer Number:

158266

Filer:

Jeung Huh/melissa overline

Filer Authorized By:

Jeung Huh

Attorney Docket Number:

LCOM_ENT_Collab_US01

Receipt Date: 27-0CT-2021
Filing Date: 25-SEP-2018
Time Stamp: 09:52:14

Application Type:

Utility under 35 USC 111(a)

Payment information:

Submitted with Payment yes

Payment Type CARD

Payment was successfully received in RAM $260

RAM confirmation Number E20210Q052312872

Deposit Account

Authorized User

The Director of the USPTO is hereby authorized to charge indicated fees and credit any overpayment as follows:
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File Listing:

Document e . File Size(Bytes)/ Multi Pages
Number Document Description File Name Message Digest | Part/.zip| (if appl.)

93724

LCOM_ENT Collab_US01_AS_F
: _ENT_Collab_US01_AS _ 3
! Transmittal Letter ILED_ SIDS_Transmittalpdf no

bdase11cc6b060a2cf5594d4401a69e33f91

Warnings:

Information:

160597
) Information Disclosure Statement (IDS) | LCOM_ENT_Collab_US01_AS_ no 2
Form (5808) ILED_S'DS_1 449pdf 8a29e4014bd d42fd4bfb94960cf9fod0988
4185
Warnings:
Information:
This is not an USPTO supplied IDS fillable form
38212
3 Fee Worksheet (SB06) fee-info.pdf no 2
54cf372119990c069782ae6644eb226e3de
Warnings:
Information:
Total Files Size (in bytes): 292533

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents,
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a
Post Card, as described in MPEP 503.

New Applications Under 35 U.S.C. 111

If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR
1.53(b)-(d) and MPEP 506), a Filing Receipt (37 CFR 1.54) will be issued in due course and the date shown on this
Acknowledgement Receipt will establish the filing date of the application.

National Stage of an International Application under 35 U.S.C. 371

If a timely submission to enter the national stage of an international application is compliant with the conditions of 35
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application asa
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course.

New International Application Filed with the USPTO as a Receiving Office

If a new international application is being filed and the international application includes the necessary components for
an international filing date (see PCT Article 11 and MPEP 1810), a Notification of the International Application Number
and of the International Filing Date (Form PCT/RO/105) will be issued in due course, subject to prescriptions concerning
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of
the application.
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DOCKET NO.: LCOM_ENT _Collab_US01 PATENT

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE

In re Application of:
L3 Technologies, Inc.

Application No.: 16/141,535 Group Art Unit: 2492

Examiner: PERUNGAVOOR,
VENKATANARAY

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

Confirmation No.: 7622

Filing Date: September 25, 2018

Filed Via EFS
SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT
Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§ 1.97-1.98, information relating to the above-

identified application is hereby disclosed. Inclusion of information in this statement is not to be construed as an

admission that this information is material as that term is defined in 37 CFR § 1.56(b).

L] IDS Filed Under 37 CFR 1.97(b)

In accordance with § 1.97(b), since this Information Disclosure Statement is being filed either within three

months of the filing date of the above-identified application, within three months of the date of entry into
the national stage of the above identified application as set forth in § 1.491, before the mailing date of a
first Office Action on the merits of the above-identified application, or before the mailing date of a first
Office Action after the filing of request for continued examination under § 1.114, no additional fee is

required.

X IDS filed Under 37 CFR 1.97(c)

In accordance with § 1.97(c), this Information Disclosure Statement is being filed after the period set forth

in § 1.97(b) above but before the mailing date of either a Final Action under § 1.116 or a Notice of
Allowance under § 1.311, or before an action that otherwise closes prosecution in the application,
therefore:

[] Certification in Accordance with § 1.97(e) is attached; or

[X] The fee of $260.00 as set forth in § 1.17(p) is attached.

Page 1 of 3
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DOCKET NO.: LCOM_ENT _Collab_US01 PATENT

L] IDS filed Under 37 CFR 1.97(d)

In accordance with § 1.97(d), this Information Disclosure Statement is being filed after the mailing date

of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 but before, or simultaneously
with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1.97(e);
and the submission fee of $240.00 as set forth in § 1.17(p).

CONTENT OF IDS PURSUANT TO 37 CFR 1.98

X Copy of reference number 131 listed on the attached Form PTO-1449 is not required to be submitted
pursuant to 37 CFR § 1.98(a)(2)(ii).

[] Copies of reference numbers listed on the attached Form PTO-1449 are enclosed herewith.
] Copy of reference number is not being submitted because it was previously cited by or submitted
to the U.S. Patent and Trademark Office in patent application number , filed for which aclaim

for priority under 35 U.S.C. § 120 has been made in the instant application.

] The month of publication for reference numbers is not available. However, the year of publication
for these references is sufficiently earlier than the effective US filing date and any foreign priority date so

that the particular month of publication is not in issue pursuant to 37 CFR § 1.98(b).
REFERENCES IN A LANGUAGE OTHER THAN ENGLISH

] The following documents are not in the English language. Accordingly, a concise explanation of the
relevance of the document was incorporated in the specification passages identified below, the document
was identified in a foreign communication as identified below or an English language counterpart

application has been provided as indicated below.

Foreign Language . Pages of Reference in Specification or
Cite No.
Document Relevance of Document
Foreign Language Document Cite No. English Language Counterpart Cite No.

Page 2 0f3
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DOCKET NO.: LCOM_ENT _Collab_US01 PATENT

L] CERTIFICATION IN ACCORDANCE WITH § 1.97(e)

| hereby certify that:

[] Each item of information contained in this information disclosure statement was first cited in any
communication from a foreign patent office in a counterpart foreign application not more than three

months prior to the filing of this information disclosure statement.

[] No item of information contained in this information disclosure statement was cited in a communication
from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person
signing the certification after making reasonable inquiry, no item of information contained in this
information disclosure statement was known to any individual designated in § 1.56(c) more than three

months prior to the filing of this information disclosure statement.

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519.

Date: October 26, 2021 Lleung Huh/
Jeung (Jacob) Huh
Registration No. 76,913

Conbo Roccia KopTiw LLP
1800 JFK Blvd., Suite 1700
Philadelphia, PA 19103
Telephone: (215) 558-5740
Facsimile: (215) 558-5676

Page 3 of 3
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Electronic Patent Application Fee Transmittal

Application Number:

16141535

Filing Date:

25-Sep-2018

Title of Invention:

NETWORK ISOLATION FOR COLLABORATION SOFTWARE

First Named Inventor/Applicant Name:

Glenn Coleman

Filer:

Jeung Huh/melissa overline

Attorney Docket Number:

LCOM_ENT_Collab_US01

Filed as Large Entity

Filing Feesfor Utility under 35 USC 111(a)

Description Fee Code Quantity Amount Sul:,-;'g(tsa)l in
Basic Filing:
Pages:
Claims:

Miscellaneous-Filing:

Petition:

Patent-Appeals-and-Interference:

Post-Allowance-and-Post-Issuance:

Extension-of-Time:

Ex.1002 / Page 272 of 293
Cisco Systems, Inc.




Description Fee Code Quantity Amount Sul:j—;’g(tsa)l in
Miscellaneous:
SUBMISSION- INFORMATION DISCLOSURE STMT 1806 1 260 260
Total in USD ($) 260
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Receipt date: 10/08/2021 16/141,535 ~ GAU:

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25’ 2018
INFORMATION DISCLOSURE | First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit ‘ 2492
(use as many sheets as necessary) PERUNGAVOOR
Examiner Name >
xami VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT _Collab_USO01
U.S. PATENTS
Pages,
Columns,
Lines, Where
Examiner Cite . Kind e Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code' Publication Date cited Document Passages or
Relevant
Figures
| Appear
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
Examiner Cite e Kind . Name of Patentee or Applicant of Relevant
Initial* No Publication Number Code!' Publication Date cited Document Passages or
Relevant
Figures
Appear
129 | 9560081 B1 2017-01-31 Woolward, Marc
130 | 10375111 B2 | 20190806 | Sconitz BeriaminM. et
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or Relevant
Examiner Cite Foreign Document Country | Kind . Applicant of cited Erassages
Initials* No Number® Code? Code* Publication Date Document Relevant
Figures
Appear

ALI, REFERENCES CONSIDERED EXCEPT WHERE LINED THROUGH. /V.P/
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Receipt date: 10/08/2021

16/141,535 ~ GAU:

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25,2018
INFORMATION DISCLOSURE | First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit ‘ 2492
(use as many sheets as necessary) . PERUNGAVOOR
Examiner Name VENKATANARAY
Sheet 2 of 2 Attorney Docket Number LCOM_ENT _Collab_USO01

NON-PATENT LITERATURE DOCUMENTS

Examiner Cite
Initials* No

Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.

EXAMINER SIGNATURE

Examiner Signature

/VENKAT PERUNGAVOOR/| Date Considered 10/27/2021

applicant.

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to

ALL REFERENCES CONSIDERED EXCERT WHERE LINED THROUGH. /V.P/
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Receipt date: 10/27/2021

16/141,535 ~ GAU:

Substitute for 1449/PTO

STATEMENT BY APPLICANT

Application Number 16/141,535
Filing Date Sep 25, 2018
INFORMATION DISCLOSURE | First Named Inventor | Peter Martz
Art Unit | 2492
PERUNGAVOOR,

(use as many sheets as necessary)

Examiner Name

VENKATANARAY
Sheet 1 of 2 Attorney Docket Number LCOM_ENT Collab_USO01
U.S. PATENTS
Pages,
Columns,
Lines, Where
E)_(gm*lner Cite Publication Number Kind ‘ Publication Date N_ame of Patentee or Applicant of Relevant
Initial No Code cited Document Passages or
Relevant
Figures
Appear
131 8832833 B2 2014-09-09 Demopoulos, et al.
U.S. PATENT APPLICATION PUBLICATIONS
Pages,
Columns,
Lines, Where
E>_<e_am*|ner Cite Publication Number Kind 1 Publication Date Name of Patentee or Applicant of Relevant
Initial No Code cited Document Passages or
Relevant
Figures
Appear
FOREIGN PATENT DOCUMENTS
Pages, T
Columns,
Lines
where
Name of Patentee or E:Ises‘;agrgs
Examiner Cite Foreign Document Country | Kind Publication Date gggtﬁgﬁff cited or
Initials* No Number® Code? Code* Relevant
Figures
Appear
NON-PATENT LITERATURE DOCUMENTS
Examiner Cite Include name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T
Initials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue
number(s), publisher, city and/or country where published.
EXAMINER SIGNATURE

ALI REFERENCES CONSIDERED EXCERT WHERE IINED THROUGH. /V.P/
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Receipt date: 10/27/2021

16/141,535 ~ GAU:

Application Number 16/141,535
Substitute for 1449/PTO Filing Date Sep 25,2018
INFORMATION DISCLOSURE | First Named Inventor | Peter Martz
STATEMENT BY APPLICANT Art Unit ‘ 2492
(use as many sheets as necessary) . PERUNGAVOOR
Examiner Name VENKATANARA\’(
Sheet 2 of 2 Attorney Docket Number LCOM_ENT_Collab_USO01
Examiner Signature /VENKAT PERUNGAVOOR/ | Date Considered 10/27/2021

applicant.

*EXAMINER: Initial if reference considered, whether or not citation is in conformance with MPEP 609. Draw line
through a citation if not in conformance and not considered. Include copy of this form with next communication to

ALL REFERENCES CONSIDERED EXCEPT WHERE

LINED THROUGH. /V.P/
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Application/Control No. Applicant(s)/Patent Under Reexamination
Issue Classification |ie141 535 Coleman et al.
H I‘ “Hm “‘ Examiner Art Unit
VENKAT PERUNGAVOOR 2492
CPC
Symbol Type Version
Ho4L F 2013-01-01
Ho4L I 2013-01-01
HO4L | 2013-01-01
GO6F I 2013-01-01
GO6F | 2013-01-01
GO6F | 2013-01-01
CPC Combination Sets
Symbol Type Set Ranking Version
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16

NENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

(Primary Examiner)

27 October 2021

(Date) 1

O.G. Print Claim(s)

O.G. Print Figure
3

U.S. Patent and Trademark Office

Page 1 of 3

Part of Paper No.: 202110271
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |s/141 535 Coleman et al.

VENKAT PERUNGAVOOR 2492

INTERNATIONAL CLASSIFICATION
CLAIMED

GO6F21/53

GO6F

NON-CLAIMED
GO6F

US ORIGINAL CLASSIFICATION
CLASS SUBCLASS

CROSS REFERENCES(S)
CLASS SUBCLASS (ONE SUBCLASS PER BLOCK)

NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16
NENKAT PERUNGAVOOR/ 27 October 2021 , , L
Primary Examiner, Art Unit 2492 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 202110271

Page 2 of 3
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Application/Control No. Applicant(s)/Patent Under Reexamination

Issue Classification |g/141 535 Coleman et al.

H “”” Examiner Art Unit
VENKAT PERUNGAVOOR 2492

Claims renumbered in the same order as presented by applicant (O CPA (O T.D. (O R.1.47
CLAIMS

Final |Original|Final OriginallFinaI Original|Final |Original|Final |Original|Final |Original|Final |Original|Final [Original
1 10
2 11
3 12
4 13 |
5 14 |
6 15 |
7 16 |
8
9
NONE
Total Claims Allowed:
(Assistant Examiner) (Date) 16
NENKAT PERUNGAVOOR/ 27 October 2021 ) ) ) )
Primary Examiner, Art Unit 2492 O.G. Print Claim(s) | O.G. Print Figure
(Primary Examiner) (Date) 1 3
U.S. Patent and Trademark Office Part of Paper No.: 202110271

Page 3 of 3
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.@. Box 1450

Alexandria, Virginia 22313-1450

WWw.uspto.gov

NOTICE OF ALLOWANCE AND FEE(S) DUE

| EXAMINER |
158266 7590 11/18/2021
Condo Roccia Koptiw LLP PERUNGAVOOR, VENKATANARAY
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2492
DATE MAILED: 11/18/2021
APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NO. | CONFIRMATION NO.
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_US01 7622

TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE PUBLICATION FEE DUE | PREV. PAID ISSUE FEE TOTAL FEE(S) DUE DATEDUE

nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 02/18/2022

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT.
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS.
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308.

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE.

HOW TO REPLY TO THIS NOTICE:

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that
entity status still applies.

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above.

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled
"Change in Entity Status (from status indicated above)".

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity
fees.

I1. PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b"
of Part B - Fee(s) Transmittal should be completed and an exwa copy of the form should be submitted. If an equivalent of Part B is filed, a
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing
the paper as an equivalent of Part B.

III. All communications regarding this application must give the application number. Please direct all communications prior to issuance to Mail
Stop ISSUE FEE unless advised to the contrary.

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980.
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at

www.uspto.gov/PatentMaintenanceFees.
Page 1 of 3

PTOL-85 (Rev. 02/11)
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PART B - FEE(S) TRANSMITTAL
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web.

By mail,sendto: ~ Mail Stop ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia 22313-1450

By fax, send to:  (571)-273-2885

INSTRUCTIONS: This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All
further correspondence including the Patent, advance orders and notification of maintenance fees will be mailed to the current correspondence address as indicated unless corrected
below or directed otherwise in Block 1, by (a) specifying a new correspondence address; and/or (b) indicating a separate "FEE ADDRESS" for maintenance fee notifications.

CURRENT CORRESPONDENCE ADDRESS (Note: Use Block 1 for any change of address)

158266 7508 11/18/2021
Condo Roccia Koptiw LLP

1800 JFK Boulevard

Suite 1700

Philadelphia, PA 19103

Note: A certificate of mailing can only be used for domestic mailings of the
Fee(s) Transmittal. This certificate cannot be used for any other accompanying
papers. Each additional paper, such as an assignment or formal drawing, must
have its own certificate of mailing or transmission.

Certificate of Mailing or Transmission
I hereby certify that this Fee(s) Transmittal is being deposited with the United
States Postal Service with sufficient postage for first class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being transmitted to
the USPTO via EFS-Web or by facsimile to (571) 273-2885, on the date below.

(Typed or printed name)|

(Signature)

(Date)|
| APPLICATION NO. | FILING DATE | FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. | CONFIRMATION NO. |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_USO01 7622
TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE
| APPLN. TYPE | ENTITY STATUS | ISSUE FEE DUE | PUBLICATION FEE DUE | PREV. PAID ISSUE FEE | TOTAL FEE(S) DUE | DATE DUE |
nonprovisional UNDISCOUNTED $1200 $0.00 $0.00 $1200 02/18/2022
| EXAMINER | ART UNIT | CLASS-SUBCLASS |
PERUNGAVOOR, VENKATANARAY 2492 726-012000

1. Change of correspondence address or indication of "Fee Address” (37
CFR 1.363).

M| Change of correspondence address (or Change of Correspondence
Address form PTO/SB/122) attached.

(] "Fee Address" indication (or "Fee Address" Indication form PTO/
SB/47; Rev 03-09 or more recent) attached. Use of a Customer
Number is required.

2. For printing on the patent front page, list

(1) The names of up to 3 registered patent attorneys
or agents OR, alternatively, 1
(2) The name of a single firm (having as a member a
registered attorney or agent) and the names of up to 2
2 registered patent attorneys or agents. If no name is
listed, no name will be printed.

3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type)

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously
recorded, or filed for recordation, as set forth in 37 CFR 3.11 and 37 CFR 3.81(a). Completion of this form is NOT a substitute for filing an assignment.

(B) RESIDENCE: (CITY and STATE OR COUNTRY)

(A) NAME OF ASSIGNEE

Please check the appropriate assignee category or categories (will not be printed on the patent) : (] Individual [ Corporation or other private group entity () Government

4a. Fees submitted: (Jissue Fee (Jpublication Fee (if required)

(JAdvance Order - # of Copies

4b. Method of Payment: (Please first reapply any previeusly paid fee shewn abeve)

() Electronic Payment via EFS-Web () Enclosed check () Non-electronic payment by credit card (Attach form PTO-2038)

() The Director is hereby authorized to charge the required fee(s), any deficiency, or creditany overpayment to Deposit Account No.

5. Change in Entity Status (from status indicated above)

M| Applicant certif ying micro entity status. See 37 CFR 1.29
| Applicant asserting small entity status. See 37 CFR 1.27

M| Applicant changing to regular undiscounted fee status.

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue
fee payment in the micro entity amount will not be accepted at the risk of application abandonment.
NOTE: If the application was previously under micro entity status, checking this box will be taken
to be a notification of loss of entitlement to micro entity status.

NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro
entity status, as applicable.

NOTE: This form must be signed in accordance with 37 CFR 1.31 and 1.33. See 37 CFR 1.4 forsignature requirements and certifications.

Authorized Signature

Typed or printed name

Date

Registration No.

PTOL-85 Part B (08-18) Approved for use through 01/31/2020

Page 2 of 3
OMB 0651-0033
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UNITED STATES PATENT AND TRADEMARK OFFICE

UNITED STATES DEPARTMENT OF COMMERCE
United States Patent and Trademark Office
Address: COMMISSIONER FOR PATENTS

P.@. Box 1450

Alexandria, Virginia 22313-1450

WWWw.uspto.gov

| APPLICATION NO. | FILING DATE FIRST NAMED INVENTOR | ATTORNEY DOCKET NO. |  CONFIRMATION NO. |
16/141,535 09/25/2018 Glenn Coleman LCOM_ENT_Collab_USO1 7622
| EXAMINER |
158266 7590 11/18/2021
Condo Roccia Koptiw LLP PERUNGAVOOR, VENKATANARAY
1800 JFK Boulevard
Suite 1700 | ART UNIT PAPER NUMBER |
Philadelphia, PA 19103 2492

DATE MAILED: 11/18/2021

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b)
(Applications filed on or after May 29, 2000)

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance.

Section 1(h)(2) of the AIA Technical Corrections Act amended 35 U.S.C. 154(b)(3)(B)(i) to eliminate the requirement
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent
Term Adjustment, 78 Fed. Reg. 19416, 19417 (Apr. 1, 2013). Therefore, the Office is no longer providing an initial
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process
outlined in 37 CFR 1.705.

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of
Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments should be
directed to the Customer Service Center of the Office of Patent Publication at 1-(888)-786-0101 or (571)-272-4200.

Page 3 of 3
PTOL-85 (Rev. 02/11)
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OMB Clearance and PRA Burden Statement for PTOL-85 Part B

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget
approval before requesting most types of information from the public. When OMB approves an agency request to
collect information from the public, OMB (i) provides a valid OMB Control Number and expiration date for the
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform
the public about the OMB Control Number's legal significance in accordance with S CFR 1320.5(b).

The information collected by PTOL-85 Part B is required by 37 CFR 1.311. The information is required to obtain
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is
governed by 35 U.S.C. 122 and 37 CFR 1.14. This collection is estimated to take 30 minutes to complete, including
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office,
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 22313-1450. DO NOT SEND FEES OR
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria,
Virginia 22313-1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection
of information unless it displays a valid OMB control number.

Privacy Act Statement

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements
of the Act, please be advised that: (1) the general authority for the collection of this information is 35 U.S.C. 2(b)
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment
of the application or expiration of the patent.

The information provided by you in this form will be subject to the following routine uses:

1. The information on this form will be treated confidentially to the extent allowed under the Freedom of
Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the
Freedom of Information Act.

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of
settlement negotiations.

3. A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting
a request involving an individual, to whom the record pertains, when the individual has requested assistance
from the Member with respect to the subject matter of the record.

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having
need for the information in order to perform a contract. Recipients of information shall be required to comply
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m).

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property
Organization, pursuant to the Patent Cooperation Treaty.

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of
National Security review (35 U.S.C. 181) and forreview pursuanttothe Atomic Energy Act (42 U.S.C. 218(c)).

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services,
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility
to recommend improvements in records management practices and programs, under authority of 44 U.S.C.
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall
not be used to make determinations about individuals.

8. Arecord from this system of records may be disclosed, as a routine use, to the public after either publication of
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 151. Further, a record
may be disclosed, subject to the limitations of 37 CFR 1.14, as a routine use, to the public if the record was filed
in an application which became abandoned or in which the proceedings were terminated and which application
is referenced by either a published application, an application open to public inspection or an issued patent.

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation.
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Application No. Applicant(s)
. . 16/141,535 Coleman et al.
Notice of Allowability Examiner Art Unit | AIA (FITF) Status
VENKAT PERUNGAVOOR 2492 Yes

-- The MAILING DATE of this communication appears on the cover sheet with the correspondence address--
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in this application. If not included
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in due course. THIS
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the initiative
of the Office or upon petition by the applicant. See 37 CFR 1.313 and MPEP 1308.

1.[¥) This communication is responsive to the reply of 10/27/2021.
(J A declaration(s)/affidavit(s) under 37 CFR 1.130(b) was/were filed on .

2. An election was made by the applicant in response to a restriction requirement set forth during the interview on I
restriction requirement and election have been incorporated into this action.

3.M The allowed claim(s) is/are 1-16 . As a result of the allowed claim(s), you may be eligible to benefit from the Patent Prosecution
Highway program at a participating intellectual property office for the corresponding application. For more information, please see
httpz//www.uspto.gov/patents/init_events/pph/index.jsp or send an inquiry to PPHfeedback@uspto.gov.

4[] Acknowledgment is made of a claim for foreign priority under 35 U.S.C. § 119(a)-(d) or (f).
Certified copies:
a) JAIl b) (J Some* c) 1J None of the:
1. (J Certified copies of the priority documents have been received.
2. (J Certified copies of the priority documents have been received in Application No. o
3.0 Copies of the certified copies of the priority documents have been received in this national stage application from the
International Bureau (PCT Rule 17.2(a)).

* Certified copies not received:

Applicant has THREE MONTHS FROM THE "MAILING DATE" of this communication to file a reply complying with the requirements
noted below. Failure to timely comply will result in ABANDONMENT of this application.
THIS THREE-MONTH PERIODISNOT EXTENDABLE.

5] CORRECTED DRAWINGS (as "replacement sheets") must be submitted.

(J including changes required by the attached Examiner's Amendment / Comment or in the Office action of
Paper No./Mail Date .

Identifying indicia such as the application number (see 37 CFR 1.84(c)) should be written on the drawings in the front (not the back) of each
sheet. Replacement sheet(s) should be labeled as such in the header according to 37 CFR 1.121(d).

6.0J DEPOSIT OF and/or INFORMATION about the deposit of BIOLOGICAL MATERIAL must be submitted. Note the
attached Examiner's comment regarding REQUIREMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL.

Attachment(s)

1.0 Notice of References Cited (PTO-892) 5. (J Examiner's Amendment/Comment

2.[V] Information Disclosure Statements (PTO/SB/08), 6. (] Examiner's Statement of Reasons for Allowance
Paper No./Mail Date .

3.0J Examiner's Comment Regarding Requirement for Deposit 7. [J Other .

of Biological Material
4.(] Interview Summary (PTO-413),
Paper No./Mail Date.

IVENKAT PERUNGAVOOR/
Primary Examiner, Art Unit 2492

U.S. Patent and Trademark Office ]
PTOL-37 (Rev. 08-13) Notice of Allowability Part of Paper No./Mail Date 202110271
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Application/Control No.
Search Noftes

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
VENKAT PERUNGAVOOR 2492
CPC - Searched*
Symbol Date Examiner
H04L69/329 , HO4L67/10, H04L63/10, H04L63/0281 , H04L63/08 VP
, HO4L63/104 , HO4L67/14 , H04L12/1818 , GO6F2009/45587 , 05/06/2020
GO06F2009/45583 , GO6F2216/15, GO6F9/452 , GO6Q50/01 limited
by text and date
GO06F21/53, GO6F2221/2149, GO6F21/604, GO6F2009/45587 limited VP
by text and date 09/04/2020
GO06F2009/45583 , GO6F21/53 , GO6F21/62 , GO6F2009/45587 VP
G06F2212/1052 , GO6F9/45516 , GO6F9/5077 limited by text and 03/11/2021
date
CPC Combination Sets - Searched*
Symbol Date Examiner
US Classification - Searched*
Class Subclass Date Examiner

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of

the search.

U.S. Patent and Trademark Office
Page 1 of 2

Part of Paper No.: 202110271
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Search Nofes

Application/Control No.

Applicant(s)/Patent Under Reexamination

16/141,535 Coleman et al.
LT
VENKAT PERUNGAVOOR 2492

Search Notes
Search Notes Date Examiner
Google Scholar 05/06/2020 VP
DERWENT limited by text and date 05/06/2020 VP
Inventor Name Search 05/06/2020 VP
Assignee Search 05/06/2020 VP
Global Dossier 05/06/2020 VP
InnovaQ 05/06/2020 VP
see EAST Notes 05/06/2020 VP
Google Patents(Find Similar, Prior Art Citations) 05/06/2020 VP
see EAST Notes 09/04/2020 VP
see EAST Notes 03/11/2021 VP
Google Scholar 03/11/2021 VP
see EAST Notes 09/29/2021 VP
Google Scholar 09/29/2021 VP
Interference Search
g%:;ifs/cpc US Subclass/CPC Group Date Examiner

Sgg%i!&rggr)ference search of claims (USPAT, 09/29/2021 VP

U.S. Patent and Trademark Office

Page 2 of 2

Part of Paper No.: 202110271
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PART B - FEES) TRANSMITTAL
Comaplete and send this form, together with applicable fee(s). by mail or fax, or via EFS-Web.

Mail \t(\p ISSUE FEE
Commissioner for Patents
P.O. Box 1450
Alexandria, Virginia

By mail, send to:

"i')fl"

-1450

dcrs and netific atu‘n of maintenance fees \m‘.‘. b(. m
by {a) specifving & new correspondence addre

A..\,dtoth‘* unre“' cor '\pm« ence ad
andior (b} indicating a rate "FEE ADDRESS" for

10nS.

Transmittal. Thi\

d for any other accompanying
2 ach addm(m

mem or formal drawing. must

ENT CORRESPONDENCE ADDRESS (Note: Use Block

ny chiange of address)

{38266

7590 BHE
Condo Roecia Koptiw LLFP i
1800 K Boulevard
Suite 1700
Philadelphia. PA 19103

Certificate of "vi.uimg or Tmnsmissiim
hereby certify that this Feefs) Ifanwmra. is being depowed with the United
i i : rst class mail in an envelope
addressed to the Mail Stop ISSUE FEE address above, or being transmitied to
the USPTO via BFS-Web ot by facsimile to {(371) 273-2883. on the date below.

{I'yped or prinied saine)

(Segnatue)

{Date)|

APPLICATION NO. FILING DATE FIRST NAMED INVENTOR ATTORNEY DOCKET NG. | CONFIRMATION NO.
16/141,535 09/25/2018 i Coleman LCOM_ENT _Collab_tJS01 76722
TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORA TION SOTTW ARE
E APPLN. TYPE ENTITY STATUS | 18SUE FEE DUE E PUBLICATIINFEE DUE I PREV. PAIDISSUE FEE | TOTAL FEE(S) DUE DATE DUE
nonprovisional UNDISCOUNTED $1200 $0.00 S0.00 $1200 02/1%/2022
E ENAMINER | ART UNIT g CLASS-SURCLASS I
PERUNGAVOOR, VENKATANARAY 2492 726-012000

i.Change of correspondence address or wdication of

CFR $.363).

1 hange of correspon

"I'ee Address” (37

e address (or Change o

2. For printing on the patent tront page, Lis
(1) The names of up to 3 registered p
or agents OR, alternatively,

i attorneys

f Correspondence

Condo Roccia Koptiw LLP

- asingle firm {havin

Address form PTO/SB/ atached. & a1 . 4 5
/ and the names of up ¢ i
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determines Patent Term Adjustment is the filing date of the most recent CPA.
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Retrieval (PAIR) WEB site (http://pair.uspto.gov).

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office
of Patent Legal Administration at (571)-272-7702. Questions relating to issue and publication fee payments
should be directed to the Application Assistance Unit (AAU) of the Office of Data Management (ODM) at
(571)-272-4200.
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the world to develop technology, manufacture products, and grow your business, visit SelectUSA.gov.,
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