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NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

CROSS-REFERENCE TO RELATED APPLICATION 

[0001] This application claims the benefit of U.S. Provisional Application Serial No.

62/564,371, filed September 28, 2017, the contents of which are incorporated by reference 

herein. 

BACKGROUND 

[0002] The Internet provides access to a large number of systems from which beneficial

and/or harmful data may be retrieved by a host computer system attached to and communicating 

over the Internet. Harmful data that can be accessed through the Internet includes a variety of 

viral software constructs, generally referred to as malicious software or malware. Mal ware may 

be downloaded to a host computer system unintentionally, for example, by and/or without the 

knowledge of the user of the host computer system 

[0003] A host computer system that has downloaded malware may be referred to as an

infected host computer system An infected host computer system may result in possible 

security losses, reduction of efficiency, and/or malfunctions. Security losses may include, but 

are not limited to, the loss of some or all data that is accessible by the infected host computer 

system, the installation of additional malware onto the infected host computer system, and/or the 

loss of command and control of the infected host computer system Reduction of efficiency may 

be incurred from, but not limited to, additional processor demand, additional memory usage, 

and/or additional network access by the executing malware 

[0004] The security and privacy of the user of the infected host computer system may be

compromised by malware. Both information located on the infected host computer system 

and/or information stored on or communicated via a local area network may be susceptible to 

attack by the malware. In many instances, an infected host computer may be used by the 

malware as a vehicle to stage an attack on other network resources that are accessible from the 
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infected host computer system Such an attack method is often undetected by the user of the host 

computer system and/or network administrators. 

[0005] An infected host computer system may lose command and control. The loss of 

command and control of the infected host computer system may include performing one or more 

actions the author of the downloaded malware may desire. For example, the malware may 

perform a reconnaissance of the infected host computer system, determine system privileges, 

access local files, access security tokens, and/or attempt infection or access of other network 

resources accessible from the infected computer system 

SUMMARY OF THE INVENTION 

[0006] Methods and systems are disclosed for isolation of multi-user interactive software 

(e.g., collaboration software) on a host computer system A host computer system may include a 

processor and a memory. The host computer system may include a workspace. One or more 

applications may run in the workspace via a first memory space (e.g., a trusted memory space). 

The host computer system may include an isolated computing environment. The isolated 

computing environment may be isolated from the workspace by an internal isolation firewall. 

The internal isolation firewall may prevent communication between the isolated computing 

environment and the workspace. The internal isolation firewall may allow communication 

between the isolated computing environment and the workspace if, for example, the user of the 

host computer system allows the communication. The host computer system may prompt the 

user to allow the communication. 

[0007] One or more isolated applications may run in the isolated computing environment via 

a second memory space. The isolated applications may have access to one or more Internet 

destinations (e.g., untrusted Internet destinations), The isolated applications may communicate 

with the Internet destinations via an authentication device. For example, the authentication 

device may prevent the multi-user interactive software application from communicating with the 

Internet destinations until after the isolated computing environment has authenticated with the 

authentication device. 

[0008] The isolated applications may include a multi-user interactive software application. A 

multi-user interactive software application may be an application that allows one or more remote 

machines to control (e.g., access, view, interact with, download from, upload to, and/or modify) 

an application running on the host computer system For example, the multi-user interactive 

software application may allow the remote machines to view a display of the host computer 

- 2 -



Docket No.: LCOM ENT Collab US0l 

system (e.g., for a presentation or screen-sharing). The multi-user interactive software 

application may allow the remote machine to control the host computer system by allowing the 

remote machines to control a pointer device, a keyboard input, and/or a display of the host 

computer system 

[0009] The host computer system may be configured to connect to a network. For example, 

the network may be a local area network (LAN), a wide area network (a WAN), a cellular 

network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network, 

a data center, and/or a satellite network. The host computer system may be connected to multiple 

networks at the same time. For example, the host computer system may be simultaneously 

connected to a Wi-Fi network and a LAN. The host computer system may run one or more 

trusted applications in the workspace. The trusted applications may be configured to 

communicate with one or more trusted machines via the network. 

[0010] The host computer system may include a host-based firewall. The host-based firewall 

may be configured to isolate the host computer system from communicating with one or more 

devices on the network. The host-based firewall may allow the host computer system to 

communicate with, for example, one or more predetermined network devices using one or more 

predetermined ports. The host-based firewall may block incoming communications that are sent 

to the workspace from the network. 

[0011] A networked computer system may include a network, a first host computer system, a 

border firewall and/or a web proxy. The host computer system may include a processor and 

memory. The network may include one or more of a local area network (LAN), a wide area 

network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a 

cloud computing network, a data center, an ad-hoc network, a satellite network, a cable modem 

network, and/or the like. The networked computer system may be configured to implement 

network isolation between one or more untrusted network destinations and the first host 

computer system The network isolation may be implemented via one or more of a host-based 

firewall on the first host computer system, a border firewall around a portion of the network that 

includes the first host computer system, a web proxy, an internal isolation firewall on the host 

computer system, and/or a segregation of a trusted memory space and an untrusted memory 

space. 

[0012] The first host computer system may be configured to run a collaboration software 

application or process that enables interaction with one or more other host computer systems. 

The collaboration software application or process may be run within the untrusted memory 

space. The collaboration software application or process may enable interaction between a 
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second host computer system and the untrusted memory space such that the second host 

computer system may access meeting data within a sandboxed computing environment operating 

within the untrusted memory space. The collaboration software application or process may 

allow the second host computer system to control the pointer device within the sandboxed 

computing environment of the first host computer system 

The collaboration software application or process may be configured to allow the 

second host computer system to control a keyboard input within the sandboxed computing 

environment of the first host computer system The collaboration software application or process 

may be configured to allow the second host computer system to cut and paste data within the 

sandboxed computing environment of the first host computer system The collaboration 

software application or process may be configured to allow the second host computer system to 

transfer one or more files to and/or from the sand boxed computing environment of the first host 

computer system 

[0014] The host-based firewall may be configured to prevent lateral communication and 

movement of malware between the first host computer system and other devices on the 

networked computer system The web proxy may be configured to prevent unauthorized 

communication between the first host computer system and the one or more untrusted network 

destinations. The segregation of the trusted memory space and the untrusted memory space may 

be enforced by the internal isolation firewall. The first host computer system may be configured 

to run one or more applications or processes in the trusted memory space that are configured to 

communicate with one or more trusted devices. The trusted memory space may be a first 

memory space. 

[0015] The first host computer system may be configured to enable a plurality of sandboxed 

computing environments and/or untrusted memory spaces. For example, a first sandboxed 

computing environment may be configured to enable operation of a collaboration software 

application. The first sandboxed computing environment may operate within a second memory 

space. A second sandboxed computing environment may be configured to enable operation of a 

browser program The second sandboxed computing environment may operate within a third 

memory space. The second memory space and the third memory space may be separate 

untrusted memory spaces. 

BRIEF DESCRIPTION OF THE DRAWINGS 

[0016] FIG. 1 depicts an example host computer system 
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[0017] FIG. 2 depicts an example host computer system configured to participate in a 

software based meeting with one or more other host computer systems, the example host 

computer system using a sandbox based network isolation system 

[0018] FIG. 3 depicts another example host computer system configured to participate in a 

software based meeting with one or more other host computer systems, the example host 

computer system using a sandbox based network isolation system 

[0019] FIG. 4 depicts an example host computer system configured to enable separate 

sandboxed computing environments, the example host computer system using a sandbox based 

network isolation system 

DETAILED DESCRIPTION 

[0020] Systems and methods are disclosed for isolation of collaboration software on a host 

computer system Isolation of collaboration software may protect the host computer system from 

collaboration software-based interactions that may bypass other network security controls. For 

example, isolation of collaboration software may protect the host computer system from one or 

more of command and control infection, data exfiltration, or general automated infection that can 

occur from communicating with one or more trusted or untrusted devices via collaboration 

software. A host computer system may initiate collaboration software to securely browse, 

access, share data, and/or communicate with untrusted network destinations, including but not 

limited to resources accessible via the Internet. The host computer system may be a laptop 

computer, a mobile phone, a tablet, etc. The host computer system may be connected to a 

network (e.g., a local area network (LAN), a wide area network (WAN), a cellular network, a 

Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing network, a data 

center, an ad-hoc network, a satellite network, a cable modem network, etc.). The host computer 

system may be a physical machine, a virtual machine, or a combination thereof. The isolation 

may be enforced via the host computer system itself and/or via one or more network entities 

located within the network. 

[0021] Systems and methods are described to provide a layer of communication isolation 

between collaboration software applications and untrusted network destinations in order to 

prevent malware from effectively exfiltrating data from the host computer system and/or 

establishing command and control channels with an attacker resources in order to attempt to gain 

control of the host computer system The host computer system may isolate the collaboration 

software from other applications and/or processes operating on the computer system The 
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collaboration software may be implemented using software that is commercially available, for 

example, such as WebEx, GoToMeeting, etc. 

[0022] The terms "collaboration software" and "multi-user interactive software" may be used 

interchangeably herein. For example, they may refer to software that, when run in an application 

on a host machine, allows a remote machine to control the host machine via a network (e.g., the 

Internet). Multi-user interactive software applications may allow information (e.g., files, data 

objects, etc.) to be transferred from the remote machine to the host machine and vice versa. 

Examples of collaboration or multi-user software may include screen sharing applications, 

collaborative meeting applications, remote desktop applications, gaming applications, shared 

document application, file sharing applications, and/or the like. 

[0023] Internet isolation, or also known herein as communication isolation may be provided 

via untrusted memory space segregation. The host computer system may have a sandbox 

protected application or process and/or an internal isolation firewall running thereon. For 

example, collaboration software may wholly or partially be contained in a sandboxed computing 

environment (e.g., an isolated computing environment). As another example, a collaboration 

software application may instantiate its own sandboxed computing environment, firewall, and/or 

untrusted memory space. The host computer system may enable use of collaboration software 

via a web browser and/or a specific collaboration software application. For example, one or 

more plugins may installed in a web browser to enable use of the collaboration software and/or 

features. Other isolation methods such as operating the collaboration software applications 

within a virtual machine may be used. 

[0024] The sandbox protected application or process may operate within a sandboxed 

computing environment. The sandboxed computing environment may include resources (e.g., a 

limited set of resources) allocated for operation of a sandbox container process. The sandboxed 

computing environment may be enforced via the sandbox container process. The sandbox 

container process may be a security mechanism used to separate the sandboxed computing 

environment from other applications and/or processes that may be running on a workspace of the 

host computer system The sandboxed container process may be configured to enable one or 

more applications and/or processes (e.g., such as a collaboration software application and/or 

process) being executed within the sandboxed computing environment to access the resources 

allocated for operation of the sandbox container process. For example, the one or more 

applications and/or processes being operated within the sandboxed computing environment may 

be allowed to access memory associated with the sandboxed computing environment. The 
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memory associated with the sandboxed computing environment may be separate from memory 

that is configured to enable storage and operation of the workspace. 

[0025] The terms "sandboxed computing environment" and "isolated computing 

environment" may be used interchangeably herein. For example, they may refer to a memory 

space that is isolated (e.g., by use of an internal isolation firewall) from another memory space 

(e.g., a workspace). Applications running in the isolated computing environment may be able to 

interact with one or more Internet resources, for example via one or more proxy servers and/or 

authentication devices. An isolated computing environment may be implemented using a 

sandbox container and/or other isolation techniques such as a virtual machine. 

[0026] The workspace may include one or more processes operating within the operating 

system that are not restricted by the sandbox container process. The operating system of the host 

computer system may include a set of resources configured to enable operation of the workspace 

and the sandbox container process. 

[0027] The sandbox container process may have access to one or more operating system 

and/or kernel processes in order to enforce isolation between the workspace associated with the 

first memory space and the sandboxed computing environment associated with the second 

memory space. For example, the isolation of the workspace from the sandboxed computing 

environment may be enforced by an internal isolation firewall. The sandbox container process 

may enforce the segregation using techniques such as namespace isolation such that processes 

running in the sandboxed computing environment in the second memory space are restricted 

from accessing the first memory space including the workspace (e.g., and vice versa). The 

sandbox container process may restrict access to certain resources by processes running in the 

sandboxed computing environment. The sandboxed container process may allow the workspace 

and the sandboxed computing environment to share access to the host operating system and host 

operating resources (e.g., including the kernel and libraries) while enforcing the segregation of 

the memory spaces access by the workspace and the sandboxed computing environment. In this 

manner, the sandbox container process may permit isolation of the sand boxed computing 

environment without requiring the sandboxed computing environment to boot a separate 

operating system, load separate libraries, etc., which would require separate private memory for 

those files. 

[0028] The one or more processes or applications operating within the sandboxed computing 

environment may be permitted to access untrusted network destinations via an intermediate 

connection device. The intermediate connection device may be a web proxy and/or an 

authentication device, for example. The isolated computing environment may be required to 
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authenticate with the intermediate connection device in order for applications running in the 

isolated computing environment to communicate with the untrusted network destinations. For 

example, the multi-user interactive software application may be unable to communicate data 

until after the isolated computing environment has authenticated with the intermediate 

connection device. 

[0029] The one or more processes or applications operating within the sandboxed computing 

environment may connect to the untrusted network destinations as a dedicated network interface 

device with using a specific Internet Protocol (IP) address. The one or more processes or 

applications operating within the sandboxed computing environment may be referred to as 

sandboxed processes or applications. The host computer system may maintain a list of untrusted 

network destinations and/or a list of trusted network destinations. The list of trusted network 

destinations may be a whitelist. The list of untrusted network destinations may be a blacklist. 

The whitelist and the blacklist may be refined based on username and/or machine identification 

(ID). For example, the lists of trusted and untrusted network destinations may be different for 

different users and/or machines associated with a respective network. The whitelist and/or the 

blacklist may be associated with one or more access levels. For example, a first whitelist and a 

first blacklist may be assigned to a first access level. An untrusted network destination may be 

an untrusted resource, an untrusted device, an untrusted website, and/or the like. Since the 

untrusted network destinations may be sources of malware, the one or more processes or 

applications operating within the sandboxed computing environment may be allowed to 

communicate with the untrusted network destination(s), but other communication from the host 

computer system (e.g., communications originating from outside the sandboxed computing 

environment such as from within the workspace) to the untrusted network destination(s) may be 

prevented. 

[0030] Communication isolation may be provided via a host-based firewall. The host-based 

firewall may be configured to prevent unauthorized communication between applications and/or 

processes operating in the workspace of the host computer system to other devices on the 

network over which the host computer is communicating. The host-based firewall may be 

configured to block incoming communications to the workspace of the host computer system, 

except for predetermined trusted devices and/or predetermined network ports. The host-based 

firewall may allow outgoing communications to be sent from a process in the workspace to a 

non-web-based (e.g., LAN destination). 

[0031] Communication isolation may be provided via an internal isolation firewall. The 

internal isolation firewall may enable separation between the sandboxed computing environment 
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and the workspace. The applications and/or processes operating within the sandboxed 

computing environment may be prevented from access any additional resources of the host 

computer system or may be prevented from access any additional resources of the host computer 

system without explicit user action. For example, the internal isolation firewall may generate a 

command prompt that enables a user selection if an application and/or process operating within 

the sand boxed computing environment is requesting access to resources outside of the sandbox 

memory space. By prompting the user to confirm that the applications and/or processes 

operating within the sandboxed computing environment are permitted to access additional 

resources outside the sandbox memory space, malware that is designed to attempt to remain 

transparent to the user may be limited to operation within the sandboxed computing 

environment. Thus, the malware within the sandboxed computing environment may be unable to 

access other resources available to the host system generally, such as local area networks and 

secure memory reg10ns. 

[0032] The internal isolation firewall may allow certain actions to be performed with 

approval of the user of the host system For example, the internal isolation firewall may prompt 

the user to allow communication between the workspace and the isolated computing 

environment. For example, an application and/or process operating within the sandboxed 

computing environment may be allowed access to the host system to perform one or more of a 

cut or copy of data, a paste of data, a printing of data to a local printer, a file transfer, and/or the 

like. The host computer system may prevent one or more other transfers of data between the 

sandboxed computing environment and the workspace except those user initiated actions 

described herein. For example, the sandbox container process may prevent unauthorized data 

transfers between the sandboxed computing environment and the workspace. 

[0033] FIG. 1 illustrates an example of a host computer system that may implement one or 

more applications in a sandboxed environment. For example, a Host Computer System 10 may 

include one or more Processor(s) 12, Memory 14, one or more Input and/or Output (I/0) Devices 

16, and one or more Network Interface Adapter(s) 18. Generally, the Host Computer System 10 

may be any computing device capable of communicating over a network and/or performing 

processing tasks. Although the examples set forth herein may be described in terms general 

purpose computing workstations, the systems and methods disclosed herein may be equally 

applicable to any computing device or communication device for which internet isolation is 

desired. For example, the systems and methods disclosed herein may be applicable for providing 

sandbox based internet isolation for cell phones, pagers, personal computers (PCs), laptops, 
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vehicles, kiosks, facilities, servers, workstations, tablets, smartphones, routers, controllers, 

microcontrollers, and/or any other processing and/or communication device. 

[0034] Processor(s) 12 may include one or more of a general purpose processor, a special 

purpose processor, a conventional processor, a digital signal processor (DSP), a plurality of 

microprocessors, one or more microprocessors in association with a DSP core, a controller, a 

microcontroller, Application Specific Integrated Circuits (ASICs), Field Programmable Gate 

Array (FPGA) circuits, any other type of integrated circuit (IC), a state machine, and/or the like. 

The Processor(s) 12 may perform data processing, input/output processing, instantiate operating 

system(s), execute application(s), and/or any other functionality that enables the use of sandbox 

isolation of one or more applications and/or processes. 

[0035] Memory 14 may include volatile and/or non-volatile memory. Memory 14 may 

include read-only memory (ROM), random access memory (RAM), a register, cache memory, 

semiconductor memory devices, magnetic media such as, but not limited to, internal hard disks 

and removable disks, magneto-optical media, and/or optical media such as CD-ROM disks, 

and/or digital versatile disks (DVDs), and/or the like. Memory 14 may be configured to store 

computer readable instructions that when implemented by Processor(s) 12 may cause 

Processor(s) 12 to implement one or more of the functions or procedures described herein. For 

example, Memory 14 may be configured to store software code implemented by Processor(s) 12 

that instantiate a restricted operating system environment for operation of the sand boxed browser 

and/or other sandboxed applications(s) and/or process(es). The software may restrict sandbox­

based access to one more file descriptors, memory, file system space, etc. For example, the 

applications and/or processes operating within the sandboxed computing environment may be 

permitted to certain portions of Memory 14 but may not be allowed access to other portions of 

Memory 14. As an example, Memory 14 may be partitioned into a first memory space and a 

second memory space. The first memory space may be configured to enable storage and/or 

operation of a workspace configured to execute a first set of one or more applications and/or 

processes running on the operating system of the Host Computer System 10. The second 

memory space may be configured to enable storage and/or operation of a second set of one or 

more applications and/or processes running within the sandboxed computing environment. The 

sandboxed computing environment may be enforced via a sandbox container process. The 

sandbox container process may segregate the workspace associated with the first memory space 

from the sandboxed computing environment associated with the second memory space. For 

example, the sandbox container process may include an internal isolation firewall. The internal 

isolation firewall may enforce the segregation of the first and second memory spaces. 
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[0036] The Host Computer System 10 may include 1/0 Device(s) 16. The 1/0 Devices 16 

may include one or more of a monitor, keyboard, mouse, touchscreen interface, digital camera, a 

digital display, a graphical user interface, and/or the like. The 1/0 Device(s) 16 can allow user 

interaction with the Host Computer System 10, for example to allow certain interactions between 

an application or a process operating within the sandboxed computing environment and non­

sandboxed resources. 

[0037] The Network Interface Adapter(s) 18 may be configured to allow communication 

between the Host Computer System 10 and other devices. The Network Interface Adapter(s) 18 

may include one or more wired and/or wireless communication devices. 

[0038] The sandbox container process may be configured to protect the host computer 

system from one or more malware toolsets. For example, the Network Interface Adapter(s) 18 

may include one or more of a modem, Ethernet adapter, radio, wired and/or wireless transceiver, 

computer port, network socket, network interface controller, and/or the like. The Processor(s) 12 

may maintain rules related to access to the Network Interface Adapter(s) 18 for both access via 

the sandboxed computing environment and via the workspace. Further, the Processor(s) 12 may 

enforce a host-based firewall that implements additional rules related to access to the Network 

Interface Adapter(s) 18. 

[0039] As described herein, a sandbox protected application or process may be used for 

communicating with untrusted sources, such as Internet based resources. In this manner, if 

malware is transferred back to the host computer system due to interactions with the untrusted 

source, the malware may be isolated to the sandboxed computing environment, which may make 

it difficult for the malware to infect the workspace of the host computer system For example, 

the sandbox container process may prevent the malware toolset from performing a 

reconnaissance of the host computer system to assess what data is available from the host 

computer system, such as computing resources, files, network information, additional network 

connectivity, etc. The sandbox container process (e.g., the internal isolation firewall) may 

prevent the data on the host computer system from being reported back to the remote device that 

sent the malware to the host computer and/or any other remote devices. 

[0040] The sandbox container process may prevent the malware toolset from determining 

user system privileges of the host computer system, which can be used to access data on any 

associated network or local area network. For example, applications and/or processes operating 

within the sandboxed computing environment may not have access and/or authorization to such 

host computer configurations. 
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[0041] The sandbox container process may prevent the malware toolset from accessing local 

files stored on the host computer system For example, the sandbox container process may 

isolate the first memory space from the second memory space. Such isolation can help prevent 

the malware from attempting to transmit such information back to the remote device that is the 

source of the malware. For example, the malware toolset may attempt to transmit a local 

security database from which additional user credentials can be derived, including potential 

privileged user credentials. These user credentials may be used by the malware to attempt to 

gain access to other resources on any associated network or the local area network. Where the 

user credentials are for a privileged user account, these credentials may be used to gain 

privileged access to other resources on any associated network or local area network. 

[0042] The sandbox container process may prevent the malware toolset from accessing a 

security token and/or hash of the host computer user from the memory of the host computer 

system and/or a network data stream This security token or hash can be used to gain access to 

other resources on any associated network or the local area network. Where the security token or 

hash is for a privileged user account, this security token or hash may be used to gain privileged 

access to other resources on any associated network or local area network. 

[0043] The sandbox container process may prevent the malware toolset from enabling 

remote control and/or access of the host computer system by a remote device that is unknown to 

the user. When malware enables remote control and/or access, the remote device may be able to 

control one or more (e.g., all) operations of an infected host computer system and perform 

whatever alternative uses that an enslaved, infected host computer system can perform For 

example, a remote device may download additional data to an infected host computer system, 

access other websites for denial of service attacks, and/or convert the infected host computer 

system into a source of malicious software from which toolsets or secondary payloads are 

downloaded to other, subsequently infected, host computer systems. 

[0044] FIG. 2 depicts an example host computer system 212 configured to participate in a 

software based meeting with one or more other host computer systems, the example host 

computer system 212 using a sandbox based network isolation system The host computer 

system 212 may include a host-based firewall 214, an operating system 226, a sandboxed 

computing environment (e.g., an isolated computing environment) 220, an internal isolation 

firewall 218, and a workspace 216. The host computer system 212 may be any host computer 

system, such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer 

system, a kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a 

controller, a microcontroller, and/or any other processing and/or communication device. The 
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host computer system 212 may be operatively connected with one or more user-accessible data 

entry devices, a display device viewable by a user, and/or a computer-accessible data storage. 

One or more application programs may run on the operating system 226. 

[0045] As an example, the trusted host computer system 212 may be a PC, with 4 GB RAM 

and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The 

operating system 226 may be Windows-based, Linux-Based, Macintosh-based, and/or the like. 

The computer-accessible storage may store data corresponding to one or more software programs 

(e.g., computer-readable instructions) stored on the trusted host computer system 212 for 

common operation. The software programs may include word processing programs, accounting 

programs, remote connectivity programs, and/or other types of applications. 

[0046] The host computer system 212 may be configured to isolate communication with 

untrusted network destinations. The host computer system 212 may isolate communication with 

untrusted network destinations using one or more of the host-based firewall 214, a border 

firewall (not shown), a web proxy (not shown), an internal isolation firewall 218, or a 

segregation of untrusted memory space. 

[0047] The sandboxed computing environment 220 may include resources (e.g., a limited set 

of resources) allocated to operation of a sandbox container process. The sand boxed computing 

environment 220 may be enforced via the sandbox container process. The sandbox container 

process may be a security mechanism used to separate resources associated with the sandboxed 

computing environment 220 from other applications and/or processes that may be running on the 

workspace 216 of the host computer system 212. The sandboxed container process may be 

configured to enable one or more applications and/or processes (e.g., such as collaboration 

software application 222) being executed within the sandboxed computing environment 220 to 

access the resources allocated for operation of the sandbox container process. For example, the 

one or more applications and/or processes being operated within the sandboxed computing 

environment 220 may be allowed to access memory associated with the sandboxed computing 

environment 220. The memory associated with the sandboxed computing environment 220 may 

be separate from memory that is configured to enable storage and operation of the workspace 

216. 

[0048] The workspace 216 may include one or more processes operating within the operating 

system 226 that are not restricted by the sandbox container process. The operating system 226 of 

the host computer system 212 may include a set of resources configured to enable operation of 

the workspace 216 and the sandbox container process. One or more applications and/or processes 

(e.g., trusted applications) may be configured to run in the workspace 216. 
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[0049] 

- - -

The host computer system 212 may enable the host-based firewall 214. The host-

based firewall 214 may prohibit and/or prevent communication (e.g., direct communication) 

between the host computer system 212 and other devices on the network 230. Each device on 

the network 230 may include a host-based firewall (e.g., such as the host-based firewall 214). 

The host-based firewall 214 may prohibit and/or prevent communication (e.g., direct 

communication) between the host computer system 212 and other devices within the network 

230. For example, the host-based firewall 214 may be configured to block incoming traffic from 

the other devices within the network 230. The host-based firewall 214 may allow traffic 

received by the host computer system 212 via one or more predetermined devices and/or ports. 

For example, one or more devices (e.g., predetermined devices) on the network 230 may bypass 

the host-based firewall 214, for example, using a predetermined set of protocols and/or ports. 

The host-based firewall 214 may be configured to allow certain communication between the 

workspace 216 (e.g., via the trusted applications) and the network. 

[0050] The host-based firewall 214 may be implemented using software and/or hardware. 

For example, the host-based firewall 214 may be implemented using software that is 

commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host 

Based Security Systems, etc. The host-based firewall 214 may be implemented using software 

inherent in the operating system 226 of the trusted host computer system 212, for example the 

Windows operating system firewall. The host-based firewall 214 may be implemented using 

software for configuring and/or implementing restrictive ingress and/or egress policies on the 

host computer system 212. 

[0051] The host computer system 212 may run the sandboxed computing environment 220. 

The sandboxed computing environment 220 may run within the operating system 226 of the host 

computer system 212. For example, the sandboxed computing environment 220 may be 

configured to run within a second memory space of the host computer system 212. A first 

memory space may be configured to enable storage and operation of a workspace configured to 

execute a first set of one or more applications and/or processes running on the operating system 

226 of the host computer system 212. For example, the collaboration software application 222 

may operate within the sandboxed computing environment 220. The sandboxed computing 

environment 220 may be prohibited from communicating with other devices within the network 

230. 

[0052] The collaboration software application 222 may enable the host computer system 212 

to participate in a software and/or web-based meeting. The collaboration software application 

222 may be configured to enable a device (e.g., a trusted device or an untrusted device) to view, 
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via web protocols or other protocols, meeting data associated with the host computer system 212. 

The collaboration software application 222 may be configured to enable an untrusted device to 

present, via web protocols or other protocols, meeting data to the host computer system 212 

and/or any other host computer systems (e.g., trusted or untrusted) that may be participating in a 

meeting via web traffic and/or other protocols. The collaboration software application 222 may 

be configured to permit an untrusted device to interact with the host computer system 212 via 

web protocols or other protocols. For example, the untrusted device may use the collaboration 

software application 222 to control a pointer device, a keyboard input, a cut/paste capability, 

and/or a file transfer capability on the host computer system 212. Controlling the host computer 

system may include, for example, viewing a display of, modifying, interacting with, uploading 

data to, and/or downloading data from the host computer system Operating the collaboration 

software application 222 within the sandboxed computing environment 220 may restrict 

command and control between the host computing system 212 and the untrusted device to the 

sandboxed computing environment 220 and/or the untrusted memory space of the host 

computing device 212. 

[0053] For example, host computer system 234 may be configured to interact with the host 

computer system 212 via the collaboration software application (e.g., multi-user interactive 

software application) 222. The host computer system 234 may execute an instance of a 

collaboration software application (e.g., such as the collaboration software application 222). The 

host computer system 234 may be connected to a disparate network 232. The disparate network 

232 may be trusted or untrusted. The host computer system 234 may access the Internet 242 via 

the disparate network 232. The host computer system 212 and the host computer system 234 

may communicate via the respective collaboration software applications running thereon. The 

host computer system 212 may allow the host computer system 234 to access the sandboxed 

computing environment 220. For example, the host computer system 212 may allow the host 

computer system 234 to access meeting data within the sandboxed computing environment 220. 

The host computer system 212 (e.g., the internal isolation firewall 218) may be configured to 

prevent the host computer system 234 from accessing the workspace 216. 

[0054] If malware is transferred to the host computer system 212 due to interactions with the 

host computer system 234, the malware may be isolated to the sandboxed computing 

environment 220, which may make it difficult for the malware to infect the workspace 216 of the 

host computer system 212 and/or other devices on the network 230. For example, the sandbox 

container process may prevent the malware toolset from performing a reconnaissance of the host 

computer system 212 to assess what data is available from the host computer system 212, such as 

- 15 -



Docket No.: LCOM ENT Collab US0l 

computing resources, files, network information, additional network connectivity, etc. The 

sandbox container process may prevent the malware toolset from performing a reconnaissance of 

the network 230, via the host computing device 212. A reconnaissance may be used, for 

example, to assess what data is available from the network 230, such as computing resources, 

files, network information, additional network connectivity, etc. The sandbox container process 

(e.g., the internal isolation firewall 218) may prevent the data on the host computer system 212 

and/or the network 230 from being reported back to the host computer system 234, another 

device that may have sent the malware to the host computer system 212, and/or any other remote 

devices. 

[0055] Browser solutions running within the workspace 216 of the host computer system 212 

may be utilized for communication between the host computer system 212 and trusted network 

destinations. For example, the one or more applications or processes running within the 

workspace 216 of the host computer system 212 may enable access to the trusted network 

destinations. 

[0056] The sandboxed computing environment 220 and/or the sandbox container process 

may be implemented using software and/or hardware. For example, the sandboxed computing 

environment 220 and/or the sandbox container process may be implemented using software that 

is commercially available, for example, such as Invincea Endpoint Protection, Tani um Endpoint 

Platform, Bromium Advanced Endpoint Security, etc. 

[0057] The sandboxed computing environment 220 may provide separate and/or isolated 

memory space from the workspace 216 of the host computer system 212. For example, the 

sandboxed computing environment 220 may be enforced using a sandbox container process. The 

sandbox container process may segregate the workspace 216 from the sandboxed computing 

environment 220. The first memory space (e.g., the workspace memory) may enable storage 

and/or operation of the workspace 216. The operating system 226 may enable operation of the 

sandboxed computing environment 220. The second memory space may enable storage and/or 

operation of one or more applications and/or processes associated with the sandboxed computing 

environment 220. For example, the second memory space may be reserved for storage and/or 

operation of the applications and/or processes running within the sandboxed computing 

environment 220. The sandbox container process may isolate the first memory space and the 

second memory space. For example, the sandbox container process may enable the internal 

isolation firewall 218. The internal isolation firewall 218 may enforce a separation of the first 

and second memory spaces. For example, the internal isolation firewall 218 may allow a 

predefined set of processes to be executed within the sandboxed computing environment 220. 
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The internal isolation firewall 218 may prevent execution, in the sandboxed computing 

environment 220, of any processes outside of the predefined set of processes. The second 

memory space may be referred to as a separate and/or isolated memory space. The sandbox 

container process may segregate the second memory space, any additional processes and/or 

memory usage required for usage of untrusted network destination related content during an 

established communication session. Separation and/or isolation of computer resources may be 

referred to as a virtual air gapped solution. The first memory space and the second memory 

space may be separate physical memory locations. The first memory space and the second 

memory space may be collocated on a physical memory. 

[0058] If malware in a sandboxed computing environment 220 is able to access the 

resources, assets, and/or files of the operating system 226, the host computer system 212 may be 

considered infected and untrusted. For example, the malware may bypass the internal isolation 

firewall 218 via explicit user input. The host-based firewall 214 may prohibit the introduced 

malware from communicating with any other device on the network 230. For example, the host­

based firewall 214 may be configured to block incoming traffic from the network 230. 

[0059] Mal ware may be introduced to the operating system 226 from a source other than 

communication with the Internet 242. For example, malware may be introduced to the operating 

system 226 via an infected email, an infected USB memory stick, and/or another infected 

hardware device. 

[0060] An infected and/or untrusted host computer system (e.g., regardless of the introduced 

malware's  vector) may have no communication (e.g., direct communication) with the Internet 

242. For example, the border firewall (not shown) may prevent the infected and/or untrusted 

host computer system from communicating with the Internet 242. Without a connection to (e.g., 

communication with) the Internet 242, the introduced malware may be prevented from 

performing many toolset functions described herein or any other function that an enslaved, 

infected and/or untrusted host computer system may perform Without a connection to the 

Internet 242, the introduced malware may not be able to transfer any data from the infected 

and/or untrusted host computer system to the Internet 242. 

[0061] The host computer system 212 and/or the network 230 may limit the adverse effects 

associated with a received malware. For example, the host computer system 212 and/or the 

network 230 may prevent the received malware from using its vector to communicate data from 

the host computer system 212. 

[0062] Mal ware introduced to the operating system 226 of the host computer system 212 

may be prevented from accessing one or more other participants of a meeting associated with the 
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collaboration software application 222. For example, the internal isolation firewall 218 may 

prevent malware in the trusted memory space of the host computer system 212 from infecting the 

host computer system 234. The internal isolation firewall 218 may prevent malware in the 

trusted memory space of the host computer system 212 from initiating a data transfer to and/or 

from the host computer system 234 and/or another remote device. The internal isolation firewall 

218 may be configured to prevent establishment of a communication channel for malware to 

interact with an untrusted device (e.g., such as the host computer system 234). 

[0063] An author of the malware may not be aware of any level of efficacy of the introduced 

malware and/or its successful attack vector. The host computer system 212 and/or the network 

230 may prevent data of an infected and/or untrusted host computer system that may have been 

compromised and/or collected by the malware from being communicated to the author of the 

malware. For example, the host computer system 212 may prevent communication between an 

infected and/or untrusted host computer system and the Internet 242 (e.g., the author of the 

malware via the Internet 242). 

[0064] FIG. 3 depicts an example host computer system 312 (e.g., such as the host computer 

system 212 shown in FIG. 2) configured to participate in a software based meeting with one or 

more other host computer systems, the example host computer system 312 using a sandbox 

based network isolation system The host computer system 312 may be configured to connect to 

a network 330. The network 330 may be a local area network (LAN), a wide area network 

(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud 

computing network, a data center, an ad-hoc network, a satellite network, a cable modem 

network, etc. The network 330 may include a plurality of physical and/or virtual devices. The 

network 330 may include a plurality of host computer systems. Each of the host computer 

systems may transmit electrical data signals to one or more other host computer systems on the 

network 330. The network 330 may send web traffic and/or other protocols (e.g., to support 

remote meeting software applications) to one or more untrusted network destinations using one 

or more of a border firewall 338 or a web proxy 336. For example, the network 330 may access 

the internet 342 and/or another host computer system 310 via the network 330, the border 

firewall 338, and/or the web proxy 336. 

[0065] The host computer system 312 may include a host-based firewall 314, an operating 

system 326, a sandboxed computing environment 320, an internal isolation firewall 318, and a 

workspace 316. The host computer system 312 may be any host computer system, such as a cell 

phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a kiosk computer 

system, a server, a workstation, a tablet, a smartphone, a router, a controller, a microcontroller, 

- 18 -



Docket No.: LCOM ENT Collab US0l - - -

and/or any other processing and/or communication device. The host computer system 312 may 

be operatively connected with one or more user-accessible data entry devices, a display device 

viewable by a user, and/or a computer-accessible data storage. One or more application 

programs may run on the operating system 326. 

[0066] As an example, the trusted host computer system 312 may be a PC, with 4 GB RAM 

and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The 

operating system 326 may be Windows-based, Linux-Based, Macintosh-based, and/or the like. 

The computer-accessible storage may store data corresponding to one or more software programs 

(e.g., computer-readable instructions) stored on the trusted host computer system 312 for 

common operation. The software programs may include word processing programs, accounting 

programs, remote connectivity programs, and/or other types of applications. 

[0067] The host computer system 312 may be configured to isolate communication with 

untrusted network destinations. The host computer system 312 may isolate communication with 

untrusted network destinations using one or more of the host-based firewall 314, a border 

firewall 338, a web proxy 336, an internal isolation firewall 318, or a segregation of untrusted 

memory space. 

[0068] The host computer system 312 may enable a host-based firewall 314. The host-based 

firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between 

the host computer system 312 and other devices connected to the network 330. The host-based 

firewall 314 may prohibit and/or prevent communication (e.g., direct communication) between 

the host computer system 312 and other devices within the network 330. For example, the host­

based firewall 314 may be configured to block incoming traffic from the other devices within the 

network 330. The host-based firewall 314 may allow traffic to be received by the host computer 

system 312 via one or more predetermined devices and/or ports. For example, one or more 

devices (e.g., predetermined devices) on the network 330 may bypass the host-based firewall 

314, for example, using a predetermined set of protocols and/or ports. 

[0069] The host-based firewall 314 may be implemented using software and/or hardware. 

For example, the host-based firewall 314 may be implemented using software that is 

commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host 

Based Security Systems, etc. The host-based firewall 314 may be implemented using software 

inherent in the operating system 326 of the host computer system 312, for example the Windows 

operating system firewall. The host-based firewall 314 may be implemented using software for 

configuring and/or implementing restrictive ingress and/or egress policies on the host computer 

system 312. 
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[0070] The sandboxed computing environment 320 may include resources (e.g., a limited set 

of resources) allocated to operation of a sandbox container process. The sand boxed computing 

environment 320 may be enforced via the sandbox container process. The sandbox container 

process may be a security mechanism used to separate resources associated with the sandboxed 

computing environment 320 from other applications and/or processes that may be running on the 

workspace 316 of the host computer system 312. The sandboxed container process may be 

configured to enable one or more applications and/or processes (e.g., such as collaboration 

software application 322) being executed within the sandboxed computing environment 320 to 

access the resources allocated for operation of the sandbox container process. For example, the 

one or more applications and/or processes being operated within the sandboxed computing 

environment 320 may be allowed to access memory associated with the sandboxed computing 

environment 320. The memory associated with the sandboxed computing environment 320 may 

be separate from memory that is configured to enable storage and operation of the workspace 

316. 

[0071] The workspace 316 may include one or more processes operating within the operating 

system 326 that are not restricted by the sandbox container process. The operating system 326 of 

the host computer system 312 may include a set of resources configured to enable operation of 

the workspace 316 and the sandbox container process. 

[0072] The host computer system 312 may run the sandboxed computing environment 320. 

The sandboxed computing environment 320 may run within the operating system 326 of the host 

computer system 312. For example, the sandboxed computing environment 320 may be 

configured to run within a second memory space of the host computer system 312. A first 

memory space may be configured to enable storage and operation of a workspace configured to 

execute a first set of one or more applications and/or processes running on the operating system 

326 of the host computer system 312. For example, the collaboration software application 322 

may operate within the sandboxed computing environment 320. The sandboxed computing 

environment 320 may be prohibited from communicating with other devices within the network 

330. 

[0073] The collaboration software application 322 may be configured to enable a device 

(e.g., a trusted device or an untrusted device) to view, via web protocols or other protocols, 

meeting data associated with the host computer system 312. The collaboration software 

application 322 may be configured to enable an untrusted device to present, via web protocols or 

other protocols, meeting data to the host computer system 312 and/or any other host computer 

systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or 
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other protocols. The collaboration software application 322 may be configured to permit an 

untrusted device to interact with the host computer system 312 via web protocols or other 

protocols. For example, the untrusted device may use the collaboration software application 322 

to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer 

capability on the host computer system 312. Controlling the host computer system may include, 

for example, viewing a display of, modifying, interacting with, uploading data to, and/or 

downloading data from the host computer system. Operating the collaboration software 

application 322 within the sandboxed computing environment 320 may restrict command and 

control between the host computing system 312 and the untrusted device to the sandboxed 

computing environment 320 and/or the untrusted memory space of the host computing device 

312. 

[0074] For example, host computer system 310 may be configured to interact with the host 

computer system 312 via the collaboration software application 322. The host computer system 

310 may execute an instance of a collaboration software application (e.g., such as the 

collaboration software application 322). The host computer system 310 may be connected to a 

disparate network 332. The disparate network 332 may be trusted or untrusted. The host 

computer system 310 may access the Internet 342 via the disparate network 332. The host 

computer system 312 and the host computer system 310 may communicate via the respective 

collaboration software applications running thereon. The host computer system 312 may allow 

the host computer system 310 to access the sandboxed computing environment 320. For 

example, the host computer system 312 may allow the host computer system 310 to access 

meeting data within the sandboxed computing environment 320. The host computer system 312 

(e.g., the internal isolation firewall 318) may be configured to prevent the host computer system 

310 from accessing the workspace 316. 

[0075] If malware is transferred to the host computer system 312 due to interactions with the 

host computer system 310, the malware may be isolated to the sandboxed computing 

environment 320, which may make it difficult for the malware to infect the workspace 316 of the 

host computer system 312 and/or other devices on the network 330. For example, the sandbox 

container process may prevent the malware toolset from performing a reconnaissance of the host 

computer system 312 to assess what data is available from the host computer system 312, such as 

computing resources, files, network information, additional network connectivity, etc. The 

sandbox container process may prevent the malware toolset from performing a reconnaissance of 

the network 330, for example, via the host computing device 312. A reconnaissance of the 

network 330 may be used to assess what data is available from the network 330, such as 
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computing resources, files, network information, additional network connectivity, etc The 

sandbox container process (e.g., the internal isolation firewall 318) may prevent the data on the 

host computer system 312 and/or the network 330 from being reported back to the host computer 

system 310, another device that may have sent the malware to the host computer system 312, 

and/or any other remote devices. 

[0076] Browser solutions running within the workspace 316 of the host computer system 312 

may be utilized for communication between the host computer system 312 and trusted network 

destinations. For example, the one or more applications or processes running within the 

workspace 316 of the host computer system 312 may enable access to the trusted network 

destinations. 

[0077] The border firewall 338 may enable isolation of the host computer system 312 (e.g., 

the workspace 316) from one or more untrusted network destinations. The border firewall 33 8 

may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 242) 

from the web proxy 336 and/or the network 330. The host computer systems 312 may access a 

whitelisted web server and/or an untrusted web server via a web proxy device 336, for example, 

via the border firewall 338. The border firewall 338 may be configured to block communication 

between the host computer system 312 and one or more untrusted network destinations, for 

example, the Internet 342. For example, the border firewall 338 may be configured to block 

untrusted traffic that is not routed through the web proxy 336. The border firewall 338 may be 

configured to block untrusted traffic that is not received from one or more predetermined 

devices. The border firewall 338 may be configured to block untrusted traffic that is not 

received via one or more predetermined network ports. 

[0078] FIG. 4 depicts an example host computer system 412 (e.g., such as the host computer 

system 212 shown in FIG. 2 and/or the host computer system 312 shown in FIG. 3) configured to 

enable separate sandboxed computing environments 420A, 420B, the example host computer 

system 412 using a sandbox based network isolation system The host computer system 412 may 

be configured to connect to a network 430. The network 430 may be a local area network 

(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers 

line (DSL) network, a cloud computing network, a data center, an ad-hoc network, a satellite 

network, a cable modem network, etc. The network 430 may include a plurality of physical 

and/or virtual devices. The network 430 may include a plurality of host computer systems. Each 

of the host computer systems may transmit electrical data signals to one or more other host 

computer systems on the network 430. The network 430 may send web traffic to one or more 

untrusted network destinations using one or more of a border firewall 438, a web proxy 436, or a 
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termination device 440. For example, the network 430 may access the internet 442 and/or 

another host computer system 410 via the network 430, the border firewall 438, the web proxy 

436, and/or the termination device 440. 

[0079] The host computer system 412 may include a host-based firewall 414, an operating 

system 426, a first sandboxed computing environment 420A, a second sandboxed computing 

environment 420B, a first internal isolation firewall 418A, a second internal isolation firewall 

418B, and a workspace 416. The host computer system 412 may be any host computer system, 

such as a cell phone, a pager, a personal computer (PC), a laptop, a vehicle computer system, a 

kiosk computer system, a server, a workstation, a tablet, a smartphone, a router, a controller, a 

microcontroller, and/or any other processing and/or communication device. The host computer 

system 412 may be operatively connected with one or more user-accessible data entry devices, a 

display device viewable by a user, and/or a computer-accessible data storage. One or more 

application programs may run on the operating system 426. 

[0080] As an example, the trusted host computer system 412 may be a PC, with 4 GB RAM 

and 146 GB hard disk computer-accessible storage, a monitor, a keyboard, and a mouse. The 

operating system 426 may be Windows-based, Linux-Based, Macintosh-based, and/or the like. 

The computer-accessible storage may store data corresponding to one or more software programs 

(e.g., computer-readable instructions) stored on the trusted host computer system 412 for 

common operation. The software programs may include word processing programs, accounting 

programs, remote connectivity programs, and/or other types of applications. 

[0081] The host computer system 412 may be configured to isolate communication with 

untrusted network destinations. The host computer system 412 may isolate communication with 

untrusted network destinations using one or more of the host-based firewall 414, the border 

firewall 438, the web proxy 436, the termination device 440, the first internal isolation firewall 

418A, the second internal isolation firewall 418B, or a segregation of untrusted memory space. 

[0082] The host computer system 412 may enable a host-based firewall 414. The host-based 

firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between 

the host computer system 412 and other devices connected to the network 430. The host-based 

firewall 414 may prohibit and/or prevent communication (e.g., direct communication) between 

the host computer system 412 and other devices within the network 430. For example, the host­

based firewall 414 may be configured to block incoming traffic from the other devices within the 

network 430. The host-based firewall 414 may allow traffic to be received by the host computer 

system 412 via one or more predetermined devices and/or ports. For example, one or more 
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devices (e.g., predetermined devices) on the network 430 may bypass the host-based firewall 

414, for example, using a predetermined set of protocols and/or ports. 

[0083] The host-based firewall 414 may be implemented using software and/or hardware. 

For example, the host-based firewall 414 may be implemented using software that is 

commercially available, for example, such as Symantec Endpoint Protection, MacAfee Host 

Based Security Systems, etc. The host-based firewall 414 may be implemented using software 

inherent in the operating system 426 of the host computer system 412, for example the Windows 

operating system firewall. The host-based firewall 414 may be implemented using software for 

configuring and/or implementing restrictive ingress and/or egress policies on the host computer 

system 412. 

[0084] The workspace 416 may include one or more processes operating within the operating 

system 426 that are not restricted by the sandbox container process. The operating system 426 of 

the host computer system 412 may include a set of resources configured to enable operation of 

the workspace 416 and the sandbox container processes. A first memory space may be 

configured to enable storage and operation of a workspace configured to execute a first set of one 

or more applications and/or processes running on the operating system 426 of the host computer 

system 412. 

[0085] The host computer system 412 may enable a plurality of sandboxed computing 

environments, for example, such as sandboxed computing environments 420A, 420B. For 

example, the host computer system 412 may run a first sandboxed computing environment 420A 

and a second sandboxed computing environment 420B. The host computer system may enable 

an untrusted memory space for each respective sandboxed computing environment. For 

example, the first sandboxed computing environment 420A may be configured to run within a 

second memory space of the host computer system 412 and the second sandboxed computing 

environment 420B may be configured to run within a third memory space of the host computer 

system 412. Each of the plurality of sandboxed computing environments may be configured for 

a different type of application. For example, the first sandboxed computing environment 420A 

may be configured to enable a browser application 422A to operate therein. As another example, 

the second sandboxed computing environment 420B may be configured to enable a collaboration 

software application 422B to operate therein. 

[0086] The first sandboxed computing environment 420A may include resources (e.g., a 

limited set of resources) allocated to operation of a first sandbox container process. The first 

sandboxed computing environment 420A may be enforced via the first sandbox container 

process. The sandbox container process may be a security mechanism used to separate resources 
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associated with the first sandboxed computing environment 420A from other applications and/or 

processes that may be running on any other memory space, for example the workspace 416 of 

the host computer system 412. The sandboxed container process may be configured to enable 

one or more applications and/or processes (e.g., such as a browser application 422A) being 

executed within the first sandboxed computing environment 420A to access the resources 

allocated for operation of the first sandbox container process. For example, the one or more 

applications and/or processes being operated within the first sandboxed computing environment 

420A may be allowed to access memory associated with the first sandboxed computing 

environment 420A. The memory associated with the first sandboxed computing environment 

420A may be separate from memory that is configured to enable storage and operation of the 

workspace 416 and/or any other sandbox computing environments, for example 420B. 

Separation of the first sandboxed computing environment 420A and the workspace 416 and/or 

any other sandbox computing environments, for example 420B may be enforced by a first 

internal isolation firewall 418A. 

[0087] The second sandboxed computing environment 420B may include resources (e.g., a 

limited set of resources) allocated to operation of a second sandbox container process. The 

second sandboxed computing environment 420B may be enforced via the second sandbox 

container process. The second sandbox container process may be a security mechanism used to 

separate resources associated with the second sandboxed computing environment 420B from 

other applications and/or processes that may be running on any other memory space, for example 

the workspace 416 of the host computer system 412. The second sandboxed container process 

may be configured to enable one or more applications and/or processes (e.g., such as a 

collaboration software application 422B) being executed within the second sandboxed 

computing environment 420B to access the resources allocated for operation of the second 

sandbox container process. For example, the one or more applications and/or processes being 

operated within the second sandboxed computing environment 420B may be allowed to access 

memory associated with the second sandboxed computing environment 420B. The memory 

associated with the second sandboxed computing environment 420B may be separate from 

memory that is configured to enable storage and operation of the workspace 416 and/or any other 

sandbox computing environments, for example 420A. Separation of the second sandboxed 

computing environment 420B and the workspace 416 and/or any other sandbox computing 

environments, for example 420A may be enforced by a second internal isolation firewall 4188. 

[0088] The first internal isolation firewall 418A and/ or the second internal isolation firewall 

418B may enforce separation of the first sandboxed computing environment 420A and the 
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second sandboxed computing environment 420B. For example, the first internal isolation 

firewall 418A and/or the second internal isolation firewall 418B may prevent first sandboxed 

computing environment 420A and the second sandboxed computing environment 420B from 

exchanging data. 

[0089] The collaboration software application 422B may be configured to enable a device 

(e.g., a trusted device or an untrusted device) to view, via web protocols or other protocols, 

meeting data associated with the host computer system 412. The collaboration software 

application 422B may be configured to enable an untrusted device to present, via web protocols 

or other protocols, meeting data to the host computer system 412 and/or any other host computer 

systems (e.g., trusted or untrusted) that may be participating in a meeting via web traffic and/or 

other protocols. The collaboration software application 422B may be configured to permit an 

untrusted device to interact with the host computer system 412 via web protocols or other 

protocols. For example, the untrusted device may use the collaboration software application 

422B to control a pointer device, a keyboard input, a cut/paste capability, and/or a file transfer 

capability on the host computer system 412. Operating the collaboration software application 

422B within the second sandboxed computing environment 420B may restrict command and 

control between the host computing system 412 and the untrusted device to the sandboxed 

computing environment 420B and/or the untrusted memory space of the host computing device 

412. 

[0090] For example, host computer system 410 may be configured to interact with the host 

computer system 412 via the collaboration software application 422B. The host computer 

system 410 may execute an instance of a collaboration software application (e.g., such as the 

collaboration software application 422B). The host computer system 410 may be connected to a 

disparate network 432. The disparate network 432 may be trusted or untrusted. The host 

computer system 410 may access the Internet 442 via the disparate network 432. The host 

computer system 412 and the host computer system 410 may communicate via the respective 

collaboration software applications running thereon. The host computer system 412 may allow 

the host computer system 410 to access the second sandboxed computing environment 420B. 

For example, the host computer system 412 may allow the host computer system 410 to access 

meeting data within the second sandboxed computing environment 420B. The host computer 

system 412 (e.g., the second internal isolation firewall 418B) may be configured to prevent the 

host computer system 410 from accessing the workspace 416. The host computer system 412 

may be configured to prevent the host computer system 410 from accessing any other sandbox 

computing environment operating on the host computer system 412. Each sandboxed computing 
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environment operation on the host computer system 412 may be protected by a respective 

internal isolation firewall. For example, the respective internal isolation firewalls may prevent 

the host computer system 410 from accessing any of the sandboxed computing environments 

operating on the host computer system 412. 

[0091] The termination device 440 may enable access to a public or private network. The 

termination device 440 may be associated with the collaboration software application 422B. The 

termination device 440 may be located at the edge of the public or private network and may 

enable remote access to the public or private network. The termination device 440 may provide 

authentication associated with the collaboration software application 422B. The termination 

device 440 may enable access to the second sandboxed computing environment 420B. For 

example, the second sandboxed computing environment 420B may authenticate with the 

termination device. The host computer system 412 may communicate with the host computer 

system 410 via the termination device 440, the border firewall 438, the Internet 442, and/or the 

disparate network 432. 

[0092] If malware is transferred to the host computer system 412 due to interactions with the 

host computer system 410, the malware may be isolated to the second sandboxed computing 

environment 420B, which may make it difficult for the malware to infect the workspace 416 of 

the host computer system 412 and/or other devices on the network 430. For example, the second 

sandbox container process may prevent the malware toolset from performing a reconnaissance of 

the host computer system 412 to assess what data is available from the host computer system 

412, such as computing resources, files, network information, additional network connectivity, 

etc. The second sandbox container process (e.g., the second internal isolation firewall 418B) 

may prevent the data on the host computer system 412 and/or the network 430 from being 

reported back to the host computer system 410, another device that may have sent the malware to 

the host computer system 412, and/or any other remote devices. The sandbox container process 

may prevent the malware toolset from performing a reconnaissance of the network 430, for 

example, via host computing device 412. A reconnaissance of the network 430 may be used to 

assess what data is available from the network 430, such as computing resources, files, network 

information, additional network connectivity, etc 

[0093] Browser solutions running within the workspace 416 of the host computer system 412 

may be utilized for communication between the host computer system 412 and trusted network 

destinations. For example, the one or more applications or processes running within the 

workspace 416 of the host computer system 412 may enable access to the trusted network 

destinations. 
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[0094] The border firewall 438 may enable isolation of the host computer system 412 (e.g., 

the workspace 416) from one or more untrusted network destinations. The border firewall 438 

may be configured to restrict traffic to the untrusted network destinations (e.g., the Internet 442) 

from the web proxy 436 and/or the network 430. The host computer systems 412 may access a 

whitelisted web server and/or an untrusted web server via a web proxy device 436, for example, 

via the border firewall 438. The border firewall 438 may be configured to block communication 

between the host computer system 412 and one or more untrusted network destinations, for 

example, the Internet 442. For example, the border firewall 438 may be configured to block 

untrusted traffic that is not routed through the web proxy 436. The border firewall 438 may be 

configured to block untrusted traffic that is not received from one or more predetermined 

devices. The border firewall 438 may be configured to block untrusted traffic that is not 

received via one or more predetermined network ports. 

[0095] The terms used herein should be seen to be terms of description rather than of 

limitation. It is understood that those of skill in the art with this disclosure may devise 

alternatives, modifications, or variations of the principles of the invention. It is intended that all 

such alternatives, modifications, or variations be considered as within the spirit and scope of this 

invention, as defined by the following claims. 

[0096] Embodiments may take the form of a tangible computer-usable or computer-readable 

medium providing program code for use by or in connection with a computer or any instruction 

execution system Examples of a computer-usable or computer-readable medium include 

tangible computer media such as semiconductor or solid state memory, magnetic tape, a 

removable computer diskette, a nmdom access mernory (RAM), a read-only memory (ROM), a 

rigid magnetic disk and an optical di sk. Current examples of opti cal disks include compact disk­

read only memory (CD-ROM), compact disk-read/write (CD-R/\V) and DVD. A processor may 

be configured to execute instructions stored in memory to perform the various functions and/or 

functional modules described herein. 
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CLAIMS 

What Is Claimed: 

1. A host computer system comprising a processor and memory, the processor configured 

to: 

implement a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 

implement an isolated computing environment, the isolated computing environment 

being configured to enable operation of a second set of one or more applications or processes via 

a second memory space, wherein the second set of one or more applications or processes 

comprises a multi-user interactive software application; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; and 

communicate data associated with the multi-user interactive software application with at 

least one untrusted destination via a proxy device, wherein the multi-user interactive software 

application is unable to communicate the data until the isolated computing environment has 

authenticated with an authentication device. 

2. The system of claim 1, wherein the multi-user interactive software application is 

configured to allow a remote machine to control one or more of the second set of one or more 

applications or processes running in the isolated computing environment, wherein controlling the 

one or more application or process comprises at least one of viewing, interacting with, 

modifying, uploading data to, or downloading data from the application or process. 

3. The system of claim 1, wherein the multi-user interactive software application is 

configured to allow a remote device to control one or more of a pointer device, a keyboard input, 

or a display of the host computer system 

4. The system of claim 1, wherein the host computer system is connected to a network, the 

network corresponding to one or more of a local area network (LAN), a wide area network 

(WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud 

computing network, a data center, or a satellite network. 
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5. The system of claim 4, wherein the processor is further configured to implement a host-

based firewall, the host based-firewall being configured to isolate the host computer system from 

communicating with one or more other devices on the network. 

6. The system of claim 5, wherein the host-based firewall is configured to block incoming 

communications from the network that are sent to the workspace. 

7. The system of claim 4, wherein the processor is further configured to run one or more 

trusted applications in the first memory space, and wherein the trusted applications are 

configured to communicate with one or more trusted machines via the network. 

8. The system of claim 1, wherein the internal isolation firewall is further configured to 

prompt a user of the host computer system to allow communication between the first memory 

space and the second memory space. 

9. A method comprising: 

implementing a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 

implementing an isolated computed environment, the isolated computing environment 

being configured to enable operation of a second set of one or more applications or processes via 

a second memory space, wherein the second set of one or more applications or processes 

comprises a multi-user interactive software application; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; and 

communicating data associated with the multi-user interactive software application with 

at least one untrusted destination via a proxy device, wherein the multi-user interactive software 

application is unable to communicate the data until the isolated computing environment has 

authenticated with an authentication device. 

10. The method of claim 9, wherein the multi-user interactive software application is 

configured to allow a remote machine to control one or more of the second set of one or more 

applications or processes running in the isolated computing environment, wherein controlling the 

one or more application or process comprises at least one of viewing, interacting with, 

modifying, uploading data to, or downloading data from the application or process. 
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11. The method of claim 9, wherein the multi-user interactive software application is 

configured to allow a remote device to control one or more of a pointer device, a keyboard input, 

or a display of the isolated computing environment. 

12. The method of claim 9, further comprising connecting to a network, the network 

corresponding to one or more of a local area network (LAN), a wide area network (WAN), a 

cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a cloud computing 

network, a data center, or a satellite network. 

13. The method of claim 12, further comprising implementing a host-based firewall, the host 

based-firewall being configured to isolate the first memory space and the second memory space 

from communicating with one or more devices on the network. 

14. The method of claim 13, wherein the host-based firewall is configured to block incoming 

communications from the network that are sent to the workspace. 

15. The method of claim 12, further comprising running one or more trusted applications in 

the first memory space, wherein the trusted applications are configured to communicate with one 

or more trusted machines via the network. 

16. The method of claim 9, wherein the internal isolation firewall is further configured to 

prompt a user of the workspace to allow communication between the first memory space and the 

second memory space. 

1 7. A system comprising: 

a network; 

an authentication device; 

a first computer configured to connect to the network, the first computer comprising a 

first processor and a first memory, wherein the first processor is configured to: 

implement a first workspace, wherein the first workspace is configured to 

enable operation of a first set of one or more applications or processes via a first 

memory space; 

implement a first isolated computing environment, the first isolated 

computing environment being configured to enable operation of a second set of 
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one or more applications or processes via a second memory space, wherein the 

second set of one or more applications or processes comprises a multi-user 

interactive software application; and 

isolate the first isolated computing environment from the first workspace 

using a first internal isolation firewall; and 

a second computer configured to connect to the first computer via the network, the 

second computer comprising a second processor and a second memory, wherein the second 

processor is configured to: 

implement a second workspace, wherein the second workspace is 

configured to enable operation of a third set of one or more applications or 

processes via a third memory space; 

implement a second isolated computing environment, the second isolated 

computing environment being configured to enable operation of a fourth set of 

one or more applications or processes via a fourth memory space, wherein the 

fourth set of one or more applications or processes comprises a multi-user 

interactive software application; and 

isolate the second isolated computing environment from the second 

workspace using a second internal isolation firewall; 

wherein the first computer and the second computer are configured to communicate data 

associated with the multi-user interactive software application via a proxy device, and wherein 

the multi-user interactive software application is unable to communicate the data until the first 

isolated computing environment and the second isolated computing environment have 

authenticated with the authentication device. 
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ABSTRACT 

Methods and systems are disclosed for isolation of collaboration software on a host 

computer system A networked computer system may include a network, a first host computer 

system, a border firewall and/or a web proxy. The host computer system may be configured to 

run a collaboration software application or process that enables interaction with one or more 

other host computer systems. The collaboration software application or process may be run 

within an untrusted memory space. The collaboration software application or process may 

enable interaction between a second host computer system and the untrusted memory space such 

that the second host computer system may access meeting data within a sandboxed computing 

environment operating within the untrusted memory space. 
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appl ication (see paragraph B in subsection 1 below) . 

Should appl icant choose not to provide an authorization identified in subsection 1 below, appl icant must opt-out of the 
authorization by checking the correspond ing box A or B or both in subsection 2 below. 

NOTE: This section of the Application Data Sheet is ONLY reviewed and processed with the IN ITIAL fi l ing of an 
appl ication .  After the in itial fi l ing of an appl ication ,  an Application Data Sheet cannot be used to provide or  rescind 
authorization for access by a foreign IP office(s) . Instead , Form PTO/SB/39 or PTO/SB/69 must be used as appropriate. 

1 .  Authorization to Permit Access by a Foreign Intellectual Property Office(s) 

A. Priority Document Exchange (PDX) - Un less box A in subsection 2 (opt-out of authorization) is checked , the 
undersigned hereby grants the USPTO authority to provide the European Patent Office (EPO) , the Japan Patent Office 
(JPO) , the Korean I ntellectual Property Office (KIPO) , the State I ntellectual Property Office of the People's Republic of 
China (S IPO) , the World Intellectual Property Organization (WIPO) , and any other foreign intellectual property office 
participating with the USPTO in a bi lateral or multilateral priority document exchange agreement in which a foreign 
appl ication claiming priority to the instant patent appl ication is fi led , access to: (1 ) the instant patent appl ication-as-filed 
and its related bibliog raphic data , (2) any foreign or domestic appl ication to wh ich priority or benefit is claimed by the 
instant appl ication and its related bibliog raphic data , and (3) the date of fi l ing of this Authorization .  See 37 CFR 1 . 1 4(h) 
(1 ) .  

B. Search Results from U .S.  Appl ication to EPO - Un less box B in subsection 2 (opt-out o f  authorization) i s  checked , 
the undersigned hereby grants the USPTO authority to provide the EPO access to the bibl iographic data and search 
resu lts from the instant patent appl ication when a European patent application cla iming priority to the instant patent 
appl ication is fi led . See 37 CFR 1 . 1 4(h)(2) . 

The appl icant is reminded that the EPO's Rule 1 41 (1 ) EPC (European Patent Convention) requires applicants to submit a 
copy of search resu lts from the instant appl ication without delay in a European patent appl ication that claims priority to 
the instant application .  

2. Opt-Out of Authorizations to Permit Access by a Foreign Intellectual Property Office(s) 

A. Applicant DOES NOT authorize the USPTO to permit a participating foreign IP office access to the instant 
D appl ication-as-fi led . If this box is checked , the USPTO wil l  not be providing a participating foreign IP office with 

any documents and information identified in subsection 1 A  above. 

B. Appl icant DOES NOT authorize the USPTO to transmit to the EPO any search resu lts from the instant patent 
D appl ication .  If this box is checked , the USPTO wil l  not be provid ing the EPO with search resu lts from the instant 

appl ication .  
NOTE: Once the appl ication has publ ished o r  i s  otherwise publ icly avai lable, the USPTO may provide access to the 
appl ication in accordance with 37 CFR 1 . 1 4 . 
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Approved for use through 1 1 /30/2020. 0MB 0651 -0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 
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Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ENT _Collab_US01 

Application Nu mber 

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Appl icant Information : 

Provid ing assignment information in this section does not substitute for compliance with any requirement of part 3 of Title 37 of CFR 
to have an assignment recorded by the Office. 

Appl icant 1 
If the appl icant is the inventor (or the remaining joint inventor or inventors under 37 CFR 1 .45) , this section should not be completed . 
The information to be provided in this section is the name and address of the legal representative who is the applicant under 37 CFR 
1 .43; or the name and address of the assignee, person to whom the inventor is under an obligation to assign the invention ,  or person 
who otherwise shows sufficient proprietary interest in the matter who is the applicant under 37 CFR 1 .46. If the applicant is an 
applicant under 37 CFR 1 .46 (assignee, person to whom the inventor is obligated to assign ,  or person who otherwise shows sufficient 
proprietary interest) together with one or more joint inventors, then the joint inventor or inventors who are also the applicant should be 
identified in this section .  It @jij@ t i 
0 Assignee l o  Legal Representative under 35 U .S .C .  1 1 7  lo Joint Inventor 

@ Person to whom the i nventor is obl igated to assign. 10 Person who shows sufficient proprietary interest 

If appl icant is the legal representative, ind icate the authority to file the patent appl ication,  the inventor is: 

I 
Name of the Deceased or Legal ly Incapacitated I nventor: I 

If the Appl icant is an Organ ization check here .  � 
Organ ization Name I L3 Technologies, Inc. 

Mailing Address Information For Applicant: 

Address 1 600 Third Avenue 

Address 2 

City New York State/Province NY 

Country I us Postal Code 1 00 1 6  

Phone Number Fax Number 

Email Address 

Additional Appl icant Data may be generated with in  this form by selecting the Add button .  

Assignee I nformation i nc luding Non-Appl icant Assignee I nformation : 

Providing assign ment information in this section does not substitute for compliance with any requ irement of part 3 of Title 
37 of CFR to have an assignment recorded by the Office. 
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PTO/AIA/1 4 (02-1 8) 

Approved for use through 1 1 /30/2020. 0MB 0651 -0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information un less it contains a valid 0MB control number. 

Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ENT _Col lab_US01 

Application Number 

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Assignee 1 

Complete this section if assignee information ,  including non-appl icant assignee information ,  is desired to be included on the patent 
appl ication publ ication.  An assignee-applicant identified in the "Applicant I nformation" section wi l l  appear on the patent appl ication 
publ ication as an appl icant. For an assignee-applicant, complete th is section on ly if identification as an assignee is also desired on the 
patent application publ ication .  

If the Assignee or Non-Applicant Assignee is an Organ ization check here .  � 
Organ ization Name I L3 Technologies, I nc. 

Mailing Address Information For Assignee including Non-Appl icant Assignee: 

Address 1 600 Third Avenue 

Address 2 
City I New York State/Province NY 

Country i I us Postal Code 1 00 1 6  

Phone Number Fax Number 

Email Address 

Additional Assignee or Non-Applicant Assignee Data may be generated within this form by 
selecting the Add button .  

Signature : 
NOTE: This Appl ication Data Sheet must be signed in accordance with 37 CFR 1 .33(b) . However, if this Application 
Data Sheet is submitted with the INITIAL fi l ing of the appl ication and either box A or B is not checked in 
subsection 2 of the "Authorization or Opt-Out of Authorization to Permit Access" section, then this form must 
also be signed in accordance with 37 CFR 1 .1 4(c). 

This Appl ication Data Sheet must be signed by a patent practitioner if one or more of the appl icants is a juristic 
entity (e .g . ,  corporation or association) . If the applicant is two or more joint inventors, this form must be signed by a 
patent practitioner, all joint inventors who are the applicant, or one or more joint inventor-appl icants who have been g iven 
power of attorney (e .g . ,  see USPTO Form PTO/AIA/81 )  on behalf of all joint inventor-applicants. 

See 37 CFR 1 .4(d) for the manner of making signatures and certifications. 

Signature /Benjamin Chalfin/ Date (YYYY-MM-DD) 201 8-09-25 

First Name Benjamin I Last Name I Chalfin Reg istration Number 741 81 

Additional Signature may be generated within this form by selecting the Add button .  
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Approved for use through 1 1 /30/2020. 0MB 0651 -0032 

U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information un less it contains a valid 0MB control number. 

Appl ication Data Sheet 37 CFR 1 .  76 
Attorney Docket Number LCOM_ENT _Collab_US01 

Application Nu mber 

Title of Invention NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

This collection of information is required by 37 CFR 1 .  76. The information is requ i red to obtain or retain a benefit by the publ ic wh ich 
is to file (and by the USPTO to process) an application .  Confidential ity is governed by 35 U .S .C .  1 22 and 37 CFR 1 . 1 4 .  This 
collection is estimated to take 23 minutes to complete, including gathering,  preparing,  and submitting the completed application data 
sheet form to the USPTO. Time wil l vary depending upon the ind ividual case. Any comments on the amount of time you require to 
complete this form and/or suggestions for reducing this burden ,  should be sent to the Ch ief I nformation Officer, U .S .  Patent and 
Trademark Office, U .S .  Department of Commerce, P .O .  Box 1 450, Alexandria, VA 2231 3- 1 450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1 450, Alexandria, VA 2231 3-1 450. 
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Privacy Act Statement 

The Privacy Act of 1 974 (P.L. 93-579) requires that you be given certain information in connection with your submission of the attached form related to a patent 

appl ication or patent. Accordingly, pursuant to the requirements of the Act, please be advised that: ( 1 )  the general authority for the collection of this information 

is 35 U.S.C. 2(b)(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information is used by the U.S. Patent and 

Trademark Office is to process and/or examine your submission related to a patent appl ication or patent. If you do not furnish the requested information, the U.S. 

Patent and Trademark Office may not be able to process and/or examine your submission, which may result in termination of proceedings or abandonment of 

the appl ication or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 

The information on this form will be treated confidentially to the extent al lowed under the Freedom of Information Act (5 U.S.C. 552) and the Privacy 

Act (5 U.S.C. 552a). Records from this system of records may be disclosed to the Department of Justice to determine whether the Freedom of 

Information Act requires disclosure of these records. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence to a court, magistrate, or administrative 

tribunal, including disclosures to opposing counsel in the course of settlement negotiations. 

3 A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting a request involving an individual, to whom 

the record pertains, when the individual has requested assistance from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having need for the information in order to perform 

a contract. Recipients of information shall be required to comply with the requirements of the Privacy Act of 1 974, as amended, pursuant to 5 U.S.C. 

552a(m). 

5. A record related to an International Application filed under the Patent Cooperation Treaty in this system of records may be disclosed, as a routine use, 

to the International Bureau of the World Intellectual Property Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of National Security review (35 U.S.C. 1 8 1 )  

and for review pursuant to the Atomic Energy Act (42 U.S.C. 2 1 8(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, or his/her designee, during an 

inspection of records conducted by GSA as part of that agency's responsibil ity to recommend improvements in records management practices and 

programs, under authority of 44 U.S.C. 2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection of 

records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall not be used to make determinations about 

individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of the appl ication pursuant to 35 U.S.C. 

1 22(b) or issuance of a patent pursuant to 35 U.S.C. 1 5 1 .  Further, a record may be disclosed, subject to the limitations of 37 CFR 1 . 1 4, as a routine use, 

to the public if the record was filed in an application which became abandoned or in which the proceedings were terminated and which appl ication is 

referenced by either a published application, an appl ication open to public inspections or an issued patent. 

9. A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law enforcement agency, if the US PTO becomes 

aware of a violation or potential violation of law or regulation. 

EFS Web 2.2. 1 3  



Electronic Acknowledgement Receipt 

EFS ID: 33824771 

Application Number: 1 61 41 535 

International Application Number: 

Confirmation Number: 7622 

Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

First Named Inventor/Applicant Name: Glenn Coleman 

Customer Number: 1 5027 

Filer: Benjamin S. Chalfin/MELISSA OVERLINE 

Filer Authorized By: Benjamin S. Chalfin 

Attorney Docket Number: LCOM_ENT_Collab_US0l 

Receipt Date: 25-SEP-201 8  

Filing Date: 

Time Stamp: 1 7: 1 2:56 

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 1 720 

RAM confirmation Number 09261 SINTEFSWl 7 1 35700 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge indicated fees and credit any overpayment as fol lows: 



File Listing: 

Document Document Description File Name File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

2 1 5221 

1 
LCOM_ENT _ Col lab_ USO 1 -AS_F 

yes 33 
I LED_Specification.pdf 

dc5544670a 1 708078017beee31 Sda52c2b 

SefaS 

Multipart Description/PDF files in .zip description 

Document Description Start End 

Abstract 33 33 

Claims  29 32  

Specification 1 28 

Warnings: 

Information: 

294925 

2 
Drawings-on ly black and white l i ne LCOM_ENT _ Col lab_ USO 1 -AS_F 

no 4 
drawings I LED _Drawi ngs.pdf 

dce1 SOOS 1 Ofdb7c45597e 7dcb5a82c0262e 

60127 

Warnings: 

Information: 

1 02708 

3 Application Data Sheet 
LCOM_ENT _ Col lab_ USO 1 -AS_F 

no 9 
I LED _ADS.pdf 

cdb8a027e0fadfec6a86f8ec1 51 3d78e71 bd 

1 9f8 

Warnings: 

Information: 

This is not an USPTO suppl ied ADS fi l lable form 

329544 

LCOM_ENT _ Col lab_ USO 1 -AS_F 
4 Oath or Declaration fi led I LED_Executed_Declarations. no 3 

pdf 62a3e49df25fe928a3 SaeeOd 2fd 1444d 83 5 a 

dcb6 

Warnings: 

Information: 



240491 

5 Power of Attorney LCOM_ENT _Col lab_US0l _AS_F no 2 I LED _POA.pdf 
59bfafd8f24 70bad69bff2038Sf44db7a 1 70f 

196 

Warnings: 

Information: 

69722 

6 Authorization for Extension of Time a l l  LCOM_ENT _Col lab_US0l _AS_F 1 replies I LED_EOT _Authorization.pdf no 
0317539bf60bc9bb917c5f1 550f5a21 0ebad 

37d7 

Warnings: 

Information: 

34897 

7 Fee Worksheet (5B06) fee-info.pdf no 2 
a292da71 Sc26361 059664ffb0692dfe8a 1 df 

be67 

Warnings: 

Information: 

Total Files Size (in bytes) 1 287508 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Agglications Under 35 U.S.C. 1 1 1  
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the application. 



LCOM_ENT_Co!!ab_US01 

Substitute Form for PTO/AIA/01 

L
/- DECLARATION (37 CFR 1 .63) FOR UTIUTY OR DESIGN APPLICATION USING AN 

APPUCATION DATA SHEET (37 CFR 1 .  76) 1 .� _ ................................... ....._ ____ www�--------------t"o..'-� nn,.Nn»»»»� 

Title of NETWORK ISOLATION FOR COLLABORATION SOFTWARE 
I nvention 

As the below named inventor, I hereby declare that: 

This declaration 
is directed to: � The attached application, or 

□ United States application or PCT international application number .................. ___________ ____________________________ _ 

filed on ____ _ 

The above-identified application was made or authorized to be made by me. 

I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. 

! I have reviewed and understand the contents of the above-identified application, including the claims. 
! ! 

� I acknowledge the duty to disclose to the United States Patent and Trademark Office ail information known to me to be material 
j to patentabi!lty as defined in 37 CFR 1 .56, including for continuation-in-part applications, material information which became 
l available between the filing date of the prior application and the national or PCT International filing date of the continuation-in­

part application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 1 8  U .S.C. 1 001 
by fine or imprisonment of not more than five (5} years, or both. 

l ! ! 
WARNING: I ! 

Petitioner/applicant is cautioned to avoid submitting personal information in documents filed in a patent application that may j 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers [ 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes} is never required by the 
US PTO to support a petition or an application. If this type of personal information is included in documents submitted to the 
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them 
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of 
the application (unless a non-publication request in compliance with 37 CFR 1 .2 13(a} is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent {see 37 CFR 1 . 14). Checks and credit card authorization forms 

! PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. ! 1-----------------... �,,,,,,,,,,�-------------------------�--� 
LEGAL NAME OF INVENTOR 

Inventor Glenn i"' ,"''sm·m Date : /----·s; .. .. -{'' :zd8 • � 
��--� :f" 

. 
' -- -

.• 

''�$''if�

,:.,;

-,,,,,,,,,,,,,,,,,,,,,,,,,,,,, , , . .  ---------

Signature: .,.,.---··S"":�Z:�:: .
. ( ___ .. ,-· i::::�:�:::·�: __ ..

.. ·z;;�;�::::::::::::::::::::::.-_:.-.-____ .---------�--------------········································· ...... ________ _ 

Note: An application data sheet {PTO/AiN14 or equivalent), inciuding naming the entire inventive entity\ must accompany this form. I 
Use an additional Substitute Fom'! for PTO/SB/A�A01 for each additional inventor. I ! ! _____________________ _,,,,,.,.,.,_,.. ................................ ,,,,..,._,w 
This collection of information is required by 35 U,S.C. 1 1 5  and 37 CFR 1 .63. The information is required to obtain or retain a benefit by the public which is to file 
(and by 1l1e USPTO to precess) an application. Confidentiality is governed by 35 U.S,C. 1 22 and 37 CFR 1 . 1 1  and 1 .1 4. 



lCOM_ENT_Co!lab_U501 

Substitute Form for PTO/AIA/01 

/'� DECLARATION (37 CFR 1 .63) FOR UTILITY OR DESIGN APPLICATION USING AN '"") 

l. APPLICATION DATA SHEET (37 CFR 1 .  76) l '·-------------------------------------·------.,,,,,,..,..,/ 
"rffie"ot }NETWORK ISOLATION FOR COllABORATiON SOFTWARE 

I nvention 

1----,.. ........................ -.:.:... ............ ""'�--------------------

As the below named inventor, I hereby declare that 

This declaration 
is directed to: t:8l The attached application, or 

The above-identified application was made or authorized to be made by me. 
! ! 
! I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. ! ! 
f I have reviewed and understand the contents of the above-identified application, including the claims. 

l acknowledge the duty to disclose to the United States Patent and Tmdemark Office all information known to me to be material 
to patentability as defined in 37 CFR 1 .56, including for continuation-in-part applications, material information which became 
available betll'✓een the filing date of the prior application and the national or PCT International filing date of the continuation-in­
part application. 

I hereby acknowledge that any wiiiful false statement made in this declaration is punishable under 18 U.S.C. 1001 
by fine or imprisonment of not more than five (5) years, or both. 

WARNI NG:  
Petitioner/applicant i s  cautioned to avoid submitting personal information in documents filed i n  a patent application that may 
contribute to identity theft. Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the 

! US PTO to support a petition or an application. If this type of personal information is included in documents submitted to the 
! USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them ! to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of 
' the application {unless a non-publication request in compliance with 37 CFR 1 .213(a) is made in the application) or issuance of a 
patent. Furthermore, the record from an abandoned application may also be available to the public if the application is 
referenced in a published application or an issued patent {see 37 CFR 1 . 1 4). Checks and credit card authorization forms 
PTO-2038 submitted for payment purposes are not retained in the application file and therefore are not publicly available. 

LEGAL NAME OF INVENTOR 

This collection of information is required by 35 U.S.C. 1 1 5  and 37 CFR 1 .63. The information is required to obtain or retai11 a benefit by the public which is to file 
(and by tha USPTO to process) an application. Confidentiality is governed by 35 U.S.C. 1 22 and 37 CFR 1 .1 1 and 1 .14. 
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Substitute Form for PTOiAIAi01 

(,,,.- DECLARATION (37 CFR 1 .63) FOR UTILITY OR DESIGN APPLICATION USING AN 

��----"""_, 
APPUCATION DATA SHEET (37 CFR 1 .76} 

Title of NETWORK ISOLATION FOR COLLABORATION SOFTWARE 
Invention 

/ ,.. .................. .... ....... 

i,-..,-,---""""'------------wwwwwwwwwwww-=>=>»=»>=>»=>»=>»=>»••w--www----wwwwwwwwwwwwwwwwwwwwwwwwwwwwww--

AS the below named inventor, I hereby dedare that 

This declaration 
is directed to: � The attached application, or 

D United States application or PCT international appl ication number ...................... ,,," _____ _ 

The above-identified application was made or authorized to be made by me. 

I I believe that I am the original inventor or an original joint inventor of a claimed invention in the application. ! ! 
! I have reviewed and understand the contents of the above-identified application, including the claims. 

I acknowledge the duty to disclose to the United States Patent and Trademark Office all information known to me to be material 
to patentability as defined in 37 CFR 1 .56, Including for continuation-in-part applications, material information which became 
available between the filing date of the prior application and the national or PCT International filing date of the continuation-in­
part application. 

I hereby acknowledge that any willful false statement made in this declaration is punishable under 18 U.S.C. 1 001 
by fine or imprisonment of not more than five {5) years, or both. 

WARNING:  
Petitioner/applicant i s  cautioned to avoid submitting personal information i n  documents filed i n  a patent application that may 
contribute to identity theft Personal information such as social security numbers, bank account numbers, or credit card numbers 
(other than a check or credit card authorization form PTO-2038 submitted for payment purposes) is never required by the 
USPTO to support a petition or an application. If this type of persona! infom1ation is included in documents submitted to the 1 
USPTO, petitioners/applicants should consider redacting such personal information from the documents before submitting them ) 
to the USPTO. Petitioner/applicant is advised that the record of a patent application is available to the public after publication of ! 

1 the application (unless a non-publication request in compliance with 37 CFR 1 ,2 13{a) is made in the application) or issuance of a ! 
l patent. Furthermore, the record from an abandoned application may also be avaHable to the public if the application is � ! referenced in a published application or an issued patent (see 37 CFR 1 . 1 4  ). Checks and credit card authorization forms ! 

I 

PT0-2038 submitted for paymerrt purposes a,e nol retained in the application file and theralom are not pui.iciy available. 

LEGAL NAME OF INVENTOR 

Inventor: _Kenneth.Moritz_""- - ------....................................... �------

Note: An application data sheet (PTO/AIN1 4 or equivalent), including naming the entire Inventive entity, must accompany this form. 
Use an additional Substitute Form for PTO/SB/AIA01 for each additional inventor. 

,___ ____________ ,._...._...._...._...._...._...._...._...._...._,,,,,,,,,,,,.'.>'.> ................... --------------,.. ..................................... ,,,,, .. '.>..-.:'. __ _ ________ ___, 

This collection of information Is required by 35 U.S.C. 1 1 5  and 37 CFR 1 .63. The information is required to obtain or retain a berieiit by the public which is to fl!e 
(and by the USPTO lo process) an app!ication. Conlidentia!ity is governed by 35 U.S.C. 1 22 and 37 CFR 1 . 1 'i and 1 . 1 4. 
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Doc Code: PA. .  
Document Description :  Power o f  Attorney PTO/AIA/82A (07-1 3) 

Approved for use through 1 1 /30/201 4. 0MB 0651-0051 
U.S. Patent and Trademark Office; U.S. DEPARTMENT OF COMMERCE 

Under the Paperwork Reduction Act of 1 995, no persons are required to respond to a collection of information unless it displays a valid 0MB control number. 

TRANSMITTAL FOR POWER OF ATTORNEY TO ONE OR MORE 
REGISTERED PRACTITIONERS 

NOTE: This form is to be submitted with the Power of Attorney by Applicant form (PTO/AIA/82B) to identify the application to wh ich the 
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Notice 
This translation is machine-generated. It cannot be guaranteed that it is i nte l l ig ib le ,  accurate, 

com plete , rel iable or fit for specific purposes. Critica l  decisions, such as commercial ly relevant or 

fi nancial decisions, should not be based on machine-translation output. 

DESCRI PTION RU2406 1 38 

SYSTEM OF SECURITY OF THE VI RTUALIZED COM PUTER SYSTEM 

The invention relates to the security of com puter systems, namely ,  to the security systems of 

virtual ized computer systems, and can be used in  computer devices of various types with d ifferent 

architectural and operating systems that support virtual ization capabi l it ies. 

The approach to vi rtual ization capabi l ities associated with a virtual machine mon itor (VM M) is i n  

fact a typical way to  create m ulti p le virtual machines on a single real hardware platform . A virtual 

machine mon itor is a com puter program that performs fu l l  or partia l  monitoring of the resources of 

a real computer system .  It provides an isolated envi ronment by vi rtual iz ing hardware resource 

data. A vi rtual ized environment is cal led a virtual machine (VM) .  A vi rtual  machine can access 

virtual resources.  Attempts to access vi rtual  resources for vi rtual  mach ines are contro l led by the 

security subsystem.  At the same t ime, from the point of view of the security subsystem , the vi rtual  

machine is the subject of the operation of ci rcu lation ,  and the resource to which it refers, the 

object. The security subsystem contains several (one or more) different elements , cal led security 

modu les. When a vi rtual  machine monitor organ izes access to system resources, security 

modu les decide to access subjects to objects based on the loaded security pol icy. 

The security subsystem receives these decisions in a certain  sequence and takes the final 

decision on their basis. In existi ng vi rtual ization systems, the security module i nterrogation 

sequence is hard-coded. The performance aspect is not taken into account or it is determ ined 

empirical ly i n  determ in ing th is sequence. Since decisions can be made very often and the 

sequence of interrogation of security modules may not be optima l ,  this can lead to a s ignificant 

deterioration in the system's performance: a reduction in overal l  performance and response time .  
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The Xen vi rtual ization system with the sHype security subsystem,  developed by I B M ,  is wel l 

known (cf. Research Report RC23629: R .Sai ler, T .Jaeger, E .Valdez, R . Perez, S . Berger, JL Griffi n ,  

L. van Doorn : Bui ld ing a MAC-based Security Arch itecture for the Xen Opensource Hypervisor [1 ] 

and the Research Report RC2351 1 :  R .Sai ler, E .Valdez, T .Jaeger, R . Perez, L. van Doorn ,  

J LGriffin ,  S . Berger: sHype: Secure Hypervisor Approach to Trusted Virtual ized Systems [2]) .  The 

sHype architecture ( IBM)  supports the implementation of various security modules (Chinese Wal l ,  

B iba, Bel l-LaPadula ,  etc. ) .  

The closest to the cla imed invention is the security system of a virtual ized computer system 

described in patent E P  2 ,037,657 [3] , com prising a hardware associated with at least one virtual  

machine via a virtual machine mon itor, wherein the vi rtual  mach ine is configured to forward an 

access request to a vi rtual  mach ine monitor configured to process the access request. This 

system was chosen as a prototype of the cla imed invention .  

The architecture of the analog and prototype systems described above assumes that the 

sequence of obtain ing solutions from the security modu les is based on the requ ired security and is 

hard-coded. The performance aspect is not taken into account or it is determ ined empirical ly ,  

wh ich may not correspond to the real state. In systems with th is arch itecture,  overal l  system 

performance and system response time may deteriorate , especial ly if several com plex security 

modu les are used. I n  addition ,  th is architecture does not provide functional ity for recording events 

that occur in the security system . 

The aim of the cla imed invention is to create a security system for a vi rtual ized computer system 

with increased performance and reduced response time .  

The task is solved by creating an optim ized sequence of po l l i ng the security modu les and 

interrogating the modu les in th is sequence ,  and a l l  modu les are not requ ired to be pol led , if, after 

pol l ing some modules ,  the i nformation received is sufficient to make a decision . I n  addition ,  the 

subsystem of security added the abi l ity to reg ister events occurring in it. Event logging functions 

faci l i tate the admin istration of the security subsystem . 

The technical  result is ach ieved by creating a security system of a virtual ized computer system 

com pris ing a hardware associated with at least one vi rtual  mach ine through a virtual  machine 

monitor that includes a security pol icy management module connected to a security subsystem 
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com pris ing a tun ing module connected to each other and,  at least one security module connected 

to the virtual machine ,  wherein the virtual machine is configured to forward the request access to 

the virtual machine mon itor configured to process the access request, wherein the security 

subsystem is configured to i nterrogate the security modu les, obta in perm ission from them and,  

based on the received decisions on the adm ission of the fi nal approval decision , and the tun ing 

modu le is executed with the abi l ity to implement the function to configure the col lection of 

information on the number of pol ls of each security module and the time spent on each of the 

pol ls , and with the possib i l ity of determ in ing on 

For a better understanding of the cla imed invention ,  a detai led description thereof wi l l  now be 

g iven with the correspond ing drawings. 

1 .  General scheme of the security system of the vi rtual ized com puter system according to the 

invention . 

Fig . 2 .  Detai led scheme of the security system of the vi rtual ized computer system accord ing to the 

invention . 

F IG .  3 .  The algorithm of the security system operation of the vi rtual ized computer system 

according to the invention .  

Let us consider the principle of functioning of the cla imed invention .  The cla imed security system 

of the virtual ized computer system (F IGS.  1 -3) com prises a hardware part 1 associated with at 

least one vi rtual  mach ine 2 via a virtual machine mon itor 3 that contains a security pol icy 

management module 4 connected to a security subsystem 5 compris ing connected to each other 

by the tuning module 6 and at least one security module 7 connected to the vi rtual  mach ine 2 .  The 

tun ing module 6 provides functions for sett ing up  and recording events. The functions of both 

types can be independently activated or deactivated by the security pol icy management module 4 .  

The configuration functions have several modes. 

Disabled - the security subsystem 5 operates in  the normal mode (as if there were no 

configuration functions i n  the system) .  

Enabled - the security subsystem 5 constantly performs self-tun ing (described later in th is section) .  
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Automatic mode - self-tun ing of the subsystem 5 is in itia l ly enabled . The tun ing module 6 checks 

the overhead for perform ing self-tun ing .  If the overhead of self-tuning exceeds its benefit (that is ,  

determ ine the appropriateness of using self-tun ing) ,  se lf-tun ing is turned off altogether or for a 

certain  period of t ime. 

For each access request, security modules 7 return an access decision. When the bui ld ing 

function is enabled , the tun ing module 6 col lects information about the access decision requests . 

For each returned access decision, th is information contains the number of pol ls of the security 

modu les and the time spent by each module to determ ine its solution . Then, on demand or after a 

certain  time interval (i .e . , periodical ly) , the tun ing module determ ines the optimal pol l ing sequence 

of the security modules 7 ,  wh ich has the m in imum expected execution t ime. Thus, the frequently 

cal led security modu les 7 and modules, for which time is wasted,  wi l l  be cal led among the fi rst in 

the security module pol l ing sequence .  At the same time ,  restrictions on the perm utation of security 

modu les 7 i n  the pol l ing sequence can be imposed . 

The event logging functions of the security subsystem 5 can be turned on or off depending on the 

needs. This makes it possible to col lect some information :  subjects , objects , module solutions and 

fi nal solutions. This information can be used for profi l ing and tracing the security subsystem,  as 

wel l  as for determ in ing the correct configuration of the security subsystem and its verification .  

Let us consider a preferred embodiment of the cla imed invention .  The virtual ization system (F IG .  

1 )  is a set of vi rtual  machines 2 operating on any equ ipment with any arch itecture 1 and in  any 

operating system .  Each virtual machine 2 is i ndependent and protected from the rest. The vi rtual 

machine mon itor 3 ensures that th is set of vi rtual machines 2 works correctly. All security 

information for vi rtual machines 2 and other resources is located inside the vi rtual  mach ine monitor 

3 and is protected from vi rtual  machines 2 .  

Each vi rtual machine 2 can access various objects (virtual resources) that correspond to the real 

resources of the hardware part 1 of the system .  When the virtual machine 2 tries to access the 

object, the access request is sent to the security subsystem 5 of the virtual machine mon itor 3 

(F IG .  2) .  The security subsystem 5 pol ls the security modu les 7 and makes the final decision . 

I nterrogation of a l l  security modules 7 in a certain  sequence may not be requ ired - the fi nal 

decision is avai lable from the moment when the information received from the interrogated 

security modules 7 becomes sufficient to make a final decis ion.  
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Security subsystem 5 contains a configuration module 6 that performs setup functions (for self­

tun ing of the security subsystem) and event logging functions (for profi l ing / tracing the security 

subsystem) .  The functions of both types can be independently activated or deactivated by the 

pol icy management module .  

For each access request, security modules 7 return an access decision. When the tun ing functions 

are turned on ,  the tun ing module 6 col lects i nformation about the access decision requests . For 

each returned access decis ion,  this i nformation contains the number of pol ls of the security 

modu les 7 and the time taken by each module to generate the solution .  Then , on demand or after 

a t ime interval (i .e . , periodical ly) , the tun ing module determ ines the optimal pol l ing sequence of the 

security modules 7, wh ich has the m in imum expected execution time .  Thus, frequently cal led 

modu les 7 and modules 7 ,  which are spent t ime consuming ,  wi l l  be i nterrogated among the first in 

the sequence of pol l ing the security modu les. At the same time, restrictions on the permutation of 

security modules 7 in the pol l ing sequence can be imposed . 

Thus, tun ing functions increase the performance of the security subsystem.  

If the registration of events is activated , it enables you to col lect information :  subjects , objects, 

module solutions and final decisions. This information can be used for profi l ing and tracing the 

security subsystem,  and can also help in creating the correct configuration of the security 

subsystem . 

The proposed system provides h igh performance of the security subsystem.  I n  addition ,  it offers 

addit ional functional ity - the abi l ity to log events of the security subsystem . This information can be 

very usefu l for properly configuring the security subsystem in  a virtual ization system .  

Whi le the foregoing embodiment has been set forth to i l l ustrate the present invention ,  i t  wi l l  be 

appreciated by those ski l led in the art that various modifications, addit ions and substitutions are 

possib le without departi ng from the scope and spirit of the present i nvention d isclosed in the 

appended cla ims .  
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Notice 
This translation is machine-generated. It cannot be guaranteed that it is i nte l l ig ib le ,  accurate, 

com plete , rel iable or fit for specific purposes. Critica l  decisions, such as commercial ly relevant or 

fi nancial decisions, should not be based on machine-translation output. 

CLAI MS RU2406 1 38 

A security system of a vi rtual ized com puter system comprising a hardware associated with at least 

one vi rtual machine through a vi rtual machine monitor that includes a security pol icy management 

module connected to a security subsystem com prising a connected setup module and at least one 

a security module coupled to the vi rtual machine ,  wherein the vi rtual  mach ine is configured to 

d i rect the access request to the vi rtual  mach ine monitor configured with the abi l ity to process an 

access request, whi le the security subsystem is configured to i nterrogate security modu les, obtain 

perm ission from them and, on the basis of decisions obtained, a l low the fi nal approval decision ,  

and the configuration modu le is configured to : configure information gathering the number of pol ls 

of each security module and the time spent on each of the surveys, and the abi l ity to determ ine,  

on the basis of the i nformation col lected,  the optimal fo l lower 
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lbo6peTemie OTHOCMTC51 K o6rraCTl1 6e30IIaCHOCTl1 KOMIIbIOTepHbIX CMCTeM, a 11lvieHHO K 

CMCTeMaM 6e30IIaCHOCTl1 BMPTYaJIM30BaHHbIX KOMIIbIOTepHbIX CMCTeM, 11 MO)l(eT 

rrp11MeH51TbC51 B KOMIIbIOTepHbIX ycTpOHCTBax pa3JIIfqHoro TMIIa C pa3HbIMII 

apXIITer<TypHbIMII II orrepaU:IIOHHbIMII CIICTeMaMII, KOTOpbie IIO,J.[(ep)KIIDaIOT D03MO)KHOCTII 

BIIpTyarrlI3aD;IIII . 

Tlo)],XO)], K B03MO)I{HOCT5IM mipTyamnau;irn, CB513aHHbfH C MOHHTOpOM BHpTyaJTbHOH 

ManmHbI (VMM - virtual machine monitor), cpaKTwqecKH 5IBJI5IeTC51 THrrwqHbIM rryTeM AJI51 

C03)],aHH51 HeCKOJibKHX mipTyaJibHbIX MaIIIHH Ha e)],MHOH peaJibHOH arrrrapaTHOH IIJiaTq:>OpMe. 

10 MomITop BHPTYaJibHOH MaIIIHHbI - 3TO KOMIIbIOTepHa51 rrporpaMMa, KOTOpa51 

ocyru:ecTBJrneT IIOJIHbIH IIJIII qacTIIqHbIH KOHTpOJib pecypcoB peaJibHOH KOMIIbIOTepHOH 

CIICTeMbI. OHa rrpe)],OCTanmreT II30JIIIponaHHOe OKPY)KeHIIe rryTeM DIIpTyaJIII3al(lIII )],aHHbIX 

arrrrapaTHbIX pecypcoB. BIIpTyaJIII30BaHHOe OKpy)I{eHIIe Ha3bIBaeTC51 BIIpTyaJibHOH 

Manmttot'r (VM - virtual machine). BwpTyarrhHa51 ManmHa MO)I{eT o6paIIIaTbC51 K 
15 

BHpTyarrhHbIM pecypcaM . IIorrbITKM o6paru:eHH51 BHPTYaJibHbIX MaIIIHH K BMPTYaJibHbIM 

pecypcaM KOHTporr11pyIOTC51 IIO)],CMCTeMOH 6e30IIaCHOCTH. IlpH 3TOM, C ToqKH 3peHH51 

ITOACMCTeMbl 6e:mnacHOCTH, B11pTyaJihHa51 MalllMHa 5IBJl5IeTC51 cy6beKTOM onepau:1111 

o6paru:eHII51, a pecypc, I{ KOTOpOMY OHa o6paru:aeTC51, o6beKTOM. Ilo)].CIICTeMa 6e30IIaCHOCTII 

20 CO)],ep)KIIT HeCKOJibKO (O.IJ.IIH IIJIII 6orree) pa3JIWIHbIX 3JieMeHTOD, Ha3bIDaeMbIX MO.IJ.YJI5IMII 

6e30IIaCHOCTII. Kor)],a MOHIITOp BIIpTyaJibHOH MaIIIIIHbI opraHII30BbIBaeT )],OCTYII K 

pecypcaM CHCTeMbf, MO.IJ.YJTH 6e30TTaCHOCTH npHHHMalOT perneHHe O )],OCTyne cy6neKTOB K 

o6beKTaM Ha OCHOBe 3arpy)l(eHHOH IIOJIHTMKM 6e30IIaCHOCTH. Ilo,IJ,CHCTeMa 6e30IIaCHOCTH 

rrorryqaeT 3TH peIIIeHH51 B orrpe)],eJieHHOH IIOCJie)],OBaTeJibHOCTH H rr pHHHMaeT Ha HX OCHOBe 
25 OKOH'-laTeJlbHOe pellleHMe. B cyIIIeCTBYJ:OIIIl1X Cl1CTeMax BlipTyaJIM3al_\MlI 

IIOCJie)],OBaTeJibHOCTb orrpoca MO)].yrreti 6e30IIaCHOCTlI )I{eCTKO 3aKO.IJ.lIPOBaHa. AcrreKT 

30 

rrpOII3DO)],IITeJibHOCTlI He Y'IlITbmaeTC51 IIJIII OHa orrpe)],eJI5IeTC5I 3MIIIIpwrecrrn rrpM 

orrpe;J.eJieHMlI )],aHHOH IIOCJie)],OBaTeJibHOCTII. IIocKOJibKY perneHM5I MoryT rrpIIHIIMaTbC5I 

oqeHb qacTO lI TTOCJTe)],OBaTeJTbHOCTb onpoca MO)],yrret'r 6e30TTaCHOCTlI MO)I{eT 6bTTb 

HeOIITMMaJibHOH, TO 3TO MO)I{eT rrpMBeCTH K 3HaqwTeJibHOMY yxy)],IIIeHHIO xapaKTepMCTMK 

CMCTeMbI: yMeHbIIIeHMIO o6ru:eti rrp0113BO,IJ,MTeJibHOCTH H BpeMeHH OTKJIMKa. 

lfaBeCTHa c11cTe1Via BI1pTyaJI11Jal_\1111 Xen c sHype no!],c11cTeM011 6eJorracHocTM, 

pa3pa6oTaHHoti cpIIpMoti IBM (cM. Research Report RC23629: R.Sailer, T.Jaeger, E.Valdez, 
35 R.Perez, S.Berger, J.L Griffin, L. van Doom: Building a MAC-based Security Architecture for 

the Xen Opensource Hypervisor [ l ]  II Research Report RC235 1 1 :  R.Sailer, E.Valdez, T.Jaeger, 

R.Perez, L. van Doorn, J.L.Griffin, S .Berger: sHype: Secure Hypervisor Approach to Trusted 

Virtualized Systems [2]) .  ApxwTeKTypa sHype ( cp11pMbI IBM) IIO.IJ..IJ.ep)I{HBaeT pearrlI3aD;HIO 

40 pa3JIMqHbIX MO.IJ.yrreti 6e3orrarnocTM (Chinese Wall, Biba, Bell-LaPadula M T . .IJ..) .  

Ha1160J1ee 6Jll13K011 K 3a5IBJleHHOMY lI306peTeHl11:0 5IBJl5IeTC51 Cl1CTeMa 6e30IIaCHOCTlI 

BIIpTyaJIII30BaHHOH KOMIIbIOTepHOH CIICTeMbI, OIIMCaHHa5I B rraTeHTe EP 2037657 [3] ,  

CO)],ep)KaIIIa5I arrrrapaTHYIO 'IaCTb, CD5I3aHHYIO, ITO MeHbIIIeti, C 0)],HOH DIIpTyaJibHOH 

MaIIIMHOH qepe3 MOHIITOp BlIPTYaJibHOH MaIIIMHbI, rrpII 3TOM BlipTyaJibHa5I MaIIIIIHa 
45 BbIIIOJIHeHa C B03MO)I{HOCTbIO HarrpaBJieHH51 3arrpoca )],OCTyrra B MOHHTOp BMPTYaJibHOM 

MaIIIMHbI, BbIIIOJIHeHHbIM C B03MO)I{HOCTbIO o6pa6oTKl1 3arrpoca )],OCTyrra. ,IJ:aHHa5I CMCTeMa 

BbI6paHa B KaqecTBe rr pOTOTHIIa 3a5IBJieHHOro H306peTeHH5I. 

OnMCaHHa51 Bblllle apx11TeKTypa ClICTeM aHaJiora 11 rrpOTOTl1IIa rrpe!],IIOJiaraeT, 1-lTO 

50 
IIOCJie)],OBaTeJibHOCTb rrorryqeHII5I peIIIeHIIH OT MO)].yrreti 6e30IIaCHOCTlI OCHOBaHa Ha 

Tpe6yeMOH 6e30IIaCHOCTlI lI )KeCTKO JaKO)],IIponaHa. AcrreKT rrpOM3DO)],IITeJibHOCTII He 

yqHTbrnaeTC51 HJTH OHa onpe)],eJT5IeTC51 3MTTHpwqecKM, qTo MO)I{eT He COOTBeTCTBOBaTb 

peaJibHOMY COCT05IHHIO. B CMCTeMax C TaKOH apXMTeKTypoM MO)I{eT rrp0113011Tl1 yxy,IJ,IIIeHHe 

Crp.: 4 
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061.QeM npOlI3BO,Il;I1TeJihHOCTlI ClICTeMhI l I  BpeMeHlI OTKJilIKa ClICTeMhI, oco6eHHO eCJilI 

lICnOJih3yeTC5I HeCKOJihKO CJIO)l(HhIX Mo,z:i;yrrett 6e3onacHOCTlI. KpoMe Toro, ,z:i;aHHa5I 

apXIITeKTypa He o6ecneqIIBaeT cpyHK[J;IIOHaJihHOCTII ,Il,JI5I perIICTpau;IIII co6hITIIH, 

npOIICX0)],5II.QIIX B CIICTeMe 6e3onacHOCTII. 

3a,IJ,aqett 3a5IBJieHHOro II306peTeHII5I 5IBJI5IeTC5I C03,IJ,aHIIe CIICTeMhI 6e3onacHOCTII 

BHpTyaJTH30BaHHOH KOMTThJOTepHot'r CHCTeMbl C yBeJIHqeHHOH npOH3BO,L(HTeJTbHOCTblO H 

yMeHhIIIeHHhIM BpeMeHeM OTKJilIKa.  

IlocTaBJieHHa5I 3a,z:i;aqa peIIIeHa 3a cqeT cpopMHpOBaHlI5I onTlIMH3lipOBaHHOH 

nocrre,IJ,oBaTeJihHOCTH onpoca Mo,z:i;yrrett 6e3onacHOCTH lI onpoca Mo,IJ,yrrett B ;i:aHHOH 

nocrre,IJ,oBaTem,HocTH, npH 3TOM onpoc Bcex Mo,IJ,yrrett He Tpe6yeTC5I, ecmr nocrre onpoca 

HeKOTOphIX MO,IJ,yrrett norry1IeHHOH IIHcpopMa[J;HII )],OCTaTOl.IHO )],JI5I npIIH5ITII5I peIIIeHII5I. 

KpoMe Toro, B no,IJ,CIICTeMy 6e3onacHOCTII ,IJ,o6aBJieHa B03MO)l(HOCTh perIICTpau;IIII 

npoHCX0)],5£1.QHX B Hett co6bTTHH. <DyttK[J;HH perHCTpa[J;HH co6bTTHH o6rrerqaJOT 

a,IJ;MIIHIICTpHpOBaHHe nO)],CHCTeMhI 6e3onacHOCTlI. 

TexHHqecKIIH pe3yJihTaT )],OCTHraeTC5I 6rraro,IJ,ap5I C03)],aHIIIO ClICTeMhI 6e3onacHOCTH 

BHpTyaJIII30BaHHOl1. KOMilhlOTepHOH CHCTeMhl, co,o,ep)l(aI.QeH annapaTHYlO 'laCTh, CB5I3aHHYlO 

c, no MeHhIIIett Mepe, O,IJ,Hott BIIpTyarrhHOH MaIIIIIHott qepe3 MOHIITop BIIpTyarrhHOH 

MaIIIIIHhI, KOTOphIH CO,Il,ep)KIIT MO,IJ,YJih ynpanrreHII5I noJIIITIIKaMII 6e3onacHOCTII, 

coe,IJ,IIHeHHhIH C no,IJ,CIICTeMOH 6e3onacHOCTII, CO,Il,ep)l{aI.Qett coe)],IIHeHHhie Me)l{gy co6ott 

HaCTpoeqHbTH MO)],YJTb H, no MeHbIIIet'r Mepe, O)],HH MO)],YJTb 6e30TTaCHOCTH, coe,IJ;HHeHHbTH C 

BHPTYaJihHOH MaIIIHHOH, npHqeM BIIPTYaJihHa5I MaIIIHHa BhIITOJIHeHa c B03MO)l{HOCThIO 

HanpaBJieHII5I 3anpoca )],OCTyna B MOHlITOp BHPTYaJihHOH MaIIIHHhI, BhIITOJIHeHHhIH C 

B03MO)KHOCThlO o6pa6oTKH 3anpoca )],OCTyna, npH 3TOM 110)],CHCTeMa 6e30ilaCHOCTH 

BhIITOJIHeHa C B03MO)l{HOCThIO onpoca Mo,z:i;yrrett 6e3onacHOCTII, norryqeHII5I OT HIIX peIIIeHIIH 

0 ,IJ,onycKe II C B03MO)KHOCThIO npIIH5ITII5I Ha OCHOBe norry1.reHHhIX peIIIeHIIH O ,IJ,onycKe 

OKOHqaTeJihHOro peIIIeHII5I O ,IJ,onycKe, a H aCTpoeqHhIH MO,IJ,YJih BhIITOJIHeH C B03MO)l{HOCThIO 

peaJTH3a[J;HH cpyttK[J;HH HaCTpot'rKH c6opa HHqJOpMa[J;lilI O KOJIHqecTBe onpocoB Ka)l()],Oro 

MO)],YJI5I 6e3onacHOCTlI lI BpeMeHlI, lI3paCXO)],OBaHHOM Ha Ka)l{)],hIH lI3 onpocoB, H C 

B03MO)l{HOCThIO onpe,IJ,eJieHH5I Ha OCHOBe co6paHHOl1. lIHq:>OpMa[J;IIH onTlIMaJihHOM 

IlOCJle,D,OBaTeJlhHOCTH onpoca Mo,o,yne11. 6e30ilaCHOCTlI, nplI KOTOp011 '-IaCTO Bhl3hIBaeMhle 

MO,IJ;YJIII II MO,IJ,YJIII, Ha KOTOphie TpaTIITC5I Marro BpeMeHII, BhI3hIBaIOT B qIIcJie nepBhIX. 

,[(JI5I JlY'-IIIIero noHIIMaHII5I 3a5IBJieHHOro II306peTeHII5I ,IJ,arree npIIBO)],IITC5I ero no,z:i;po6Hoe 

onIICaHIIe C COOTBeTCTBYIOI.QIIMII qepTe)l{aMII. 

<DHr. 1 .  O6rn:asr cxeMa ClICTeMbl 6e30TTaCHOCTH BlIPTYaJTII30BaHHOH KOMTTbJOTepHot'r 

ClICTeMhI corrracHO H306peTeHHIO. 

<DHr.2. Ilo,z:i;po6Ha5I cxeMa ClICTeMhI 6e3onacHOCTII BHpTyaJIII30BaHHOl1. KOMnhIOTepHOM 

ClICTeMhl cornacHO H306peTeHHlO. 

<DIIr.3.  ArrropIITM pa60ThI CIICTeMhI 6e3onacHOCTII BIIPTYaJIII30BaHHOH KOMnhIOTepHOH 

CIICTeMhI corrracHO II306peTeHIIIO. 

PacCMOTpIIM npIIH[J;IIn cpyHK[J;IIOHIIpOBaHII5I 3a5IBJieHHOro II306peTeHII5I. 3a5IBJieHHa5I 

ClICTeMa 6e3onacHOCTlI BHPTYaJIII30BaHHOH KOMnhIOTepHot'r CHCTeMhI (<DHr. 1-3) CO,Il,ep)l{HT 

annapaTHYIO qacTh 1, CB5I3aHHYIO c, no MeHhIIIett Mepe, o,z:i;Hott BIIPTYaJihHOH MaIIIIIHOH 2 

qepe3 MOHHTOp 3 BHPTYaJihHOH MaIIIIIHhI, KOTOphIH CO,Il,ep)l{IIT MO,IJ,YJih 4 ynpaBJieHII5I 

IlOJlHTMKaMM 6e30ilaCHOCTI1, coe,o,11HeHHhll1. C I10;'],Cl1CTeMOl1. 5 6e30ilaCHOCTI1, co,o,ep)KaI.QeH 

coe,IJ,IIHeHHhie Me)l{)],y co6ott HaCTpoeqHhIH MO,IJ,YJih 6 II, no MeHhIIIeH Mepe, 0)],IIH MO,IJ;YJih 7 
6e3onacHocTII, coe;i:IIHeHHhIH c BIIpTyarrhHott MaIIIIIHott 2. HacTpoe1.rnhrtt MOAYJih 6 

o6ecneqMBaeT cpyHK[J;MM HaCTpOHKH H perHCTpa[J;HH co6bTTMH. <DyHK[J;HM o6oMX THTTOB MoryT 

6hITh He3aBHClIMO aKTIIBHpOBaHhI HJIM ,z:i;eaKTlIBIIpOBaHhI Mo;i:yrreM 4 ynpaBJieHH5I 
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II0JIMTMKaMM 6e30IIaCHOCTM. C!>yHKl.\lIM HaCTpOHKM MMeIOT HeCK0JibK0 pe)l{MM0B. 

BbIKJIIOqeH - II0,,J;ClICTeMa 5 6e30IIaCHOCTM pa6oTaeT B 061,1qHoM pe)l{MMe (KaK eCJIM 6hl B 

ClICTeMe He cyrn:ecTB0BaJI0 cpyHKu;MM HaCTpOHKM). 

BKJII01IeH - II0ACMCTeMa 5 6e30IIaCHOCTM II0CT05IHH0 BbIII0JIH5IeT caMOHaCTpOHKY 

(OIIMCaHHYIO HM)l{e B 3T0M pa3,r:i:erre) . 

ABTOMaTWieCKMH pe)KMM - H3HaqaJThH0 BKmoqeHa caMOHaCTpOHKa TTO,Il,ClICTeMhT 5 .  

HacTpoeqHI,IM MO,IJ;YJib 6 rrpoBep5IeT HaKJia,IJ;Hhie paCXO,,J;bl Ha BbIIIOJIHeHMe caMOHaCTpOHKM. 

EcrrM HaKJia,[(Hhie paCXO,Il;bl caMOHaCTpOHKM rrpeBhilllaIOT ee BbffOAY ( TO eCTb orrpe,n;eJI5IIOT 

10 u;errecoo6pa3HOCTb lICIIOJib30BaHM5I caMOHaCTpOHKH), TO caMOHaCTpOHKY BbIKJIIOqaIOT 

COBCeM MITH Ha onpe,r:i:eJieHHbIM nepMOA BpeMeHII. 

15 

Ha Ka)I<,Il;bIM 3anpoc ,Il;OCTyna MOAYJIII 7 6e3onacHOCTII B03Bparn:aIOT pellleHIIe O AOCTyne. 

Kor,n;a cpyttKl.\lI5I 3aCTpOHKM BKJIIOqeHa, HaCTpoeqHI,IM MOAYJib 6 co6MpaeT lIH<pOpMal.\MIO 0 

3anpocax pellleHH51 0 AOCTyne. )],JUI Ka)K,[(Oro B03BpallleHHOro pellleHM51 0 ,Il;OCTyne ,r:i:aHHa51 

lIH<pOpMau;1rn co,n;ep)l{HT KOJIMqecTBO onpocoB Mo,r:i:yrreM 6e30IIaCHOCTM lI BpeM5I, 

M3pacxo,n;oBaHHoe Ka)l{,[(hIM Mo,n;yrreM Ha Bb1pa60TKY ero pellleHH5I. 3aTeM no 3anpocy MITH 

'-lepe3 onpe!],eJieHHblM BpeMeHHOM lIHTepBaJI (TO eCTb rrepMO,J,H'-leCKH) HaCTpOe'-lHblM MOAYJib 

onpe;:i;eJI5IeT 0TITIIMaJihHYIO TIOCJie,IJ;OBaTeJihH0CTb onpoca MOAyJieM 7 6e3onacHOCTII, 

20 K0TOpa5I IIMeeT MIIHIIMaJibHOe O)I{lI,IJ;aeMoe npeM5I BbIIIOJIHeHII5I. TaKIIM o6pa30M, l.JaCTO 

BbI3hIBaeMhie MO,,J;YJIII 7 6e3onacHOCTM II MO,IJ,YJIII, Ha BbIIIOJIHeHMe KOT0pbIX TpaTMTC5I MaJIO 

BpeMeHH, 6y,r:i:yT BbT3BaHbT B qMcJTe nepBbTX B nocrre,,::i;oBaTeJTbHOCTH onpoca Mo,r:i:yrren 

6e30IIaCHOCTM. IlpII 3TOM Ha nepecTaHOBKY Mo,r:i:yrreM 7 6e3onacHOCTII B 

25 

II0CJie,[(0BaTeJihHOCTM onpoca MoryT HaKJia,[(hIBaThC5I onpe,IJ,eJieHHhie orpaHIIqeHM5I. 

<PyHKl.\Mll perMCTpau;1111 co6hlTHM IIO!],CllCTeMhl 5 6e30IIaCHOCTl1 MoryT 6h1Tb BKJIIO'-leHhl 

MITII BbIKJIJOqeHJ,I B 3aBIICIIMOCTII OT TIOTpe6HOCTeM. 3To ,n;aeT B03MO)I{HOCTb co6IIpaTh 

HeKOTopym IIH<pOpMau;mo: cy6'neKTbI, 061,eKTbI, pellleHII5I MO,IJ;yJieM II OKOHl.IaTeJihHhie 

pellleHM5I. )],aHHa5I lIH<pOpMal.\M5I MO)I{eT 6hITb lICTIOJib30BaHa AJI5I npo<pMITMpOBaHM5I lI 

30 TpaccMpOBKH TTO,[(CHCTeMbT 6e30TTaCHOCTM, a TaK)Ke ,[(JT51 onpe,n;erreHH51 npaBHJTbHOH 

KOHqmrypau;IIII IIO,[(CIICTeMhl 6e3onacHOCTM lI ee npoBepKII. 

PacCMOTpIIM npe,n;noqTMTeJihHbIM BapMaHT BbIII0JIHeHII5I 3a5IBJieHHOro II306peTeHII5I. 

C11cTeMa BHpTyan113au;1111 (<P11r. l )  rrpe!],cTaBJI5IeT co6ott Ha6op BHPTYaJihHhlX MalllHH 2,  

pa60TaIOrn:IIx Ha JII060M o6opy,n;oBaHIIII C JII060M apxIITeKTypoH 1 II B JII06hrx 
35 onepau;IIOHHbIX CIICTeMax. Ka)K,[(a5I BIIpTyaJihHa5I MallIIIHa 2 He3aBIICIIMa II Jarn:mueHa OT 

OCTaJibHbIX. MoHMTOp 3 BMpTyaJihHOM MallIMHbI o6ecneqMBaeT npaBMJibHYIO pa6oTy 

,r:i:aHHOro Ha6opa BlIPTYaJTbHbTX MallIHH 2. Bc51 HH<pOpMal.\M51 no 6e30TTaCHOCTH, 

rrpe,,::i;Ha3HaqeHHa5I AJI5I BIIpTyaJihHbIX MallIMH 2 II ,r:i:pyrIIX pecypcoB, HaX0,[(lITC5I BHYTPII 

40 MOHIITOpa 3 BIIPTYaJibHOM MallIIIHbI lI 3arn:Mrn:eHa OT BMpTyaJihHbIX MallIIIH 2 .  

Ka)K!],a5I BllpTyaJihHa5I MalllHHa 2 MO)KeT IIOJIY'-lllTb A0CTYII K pa3JIM'-lHblM 061,eKTaM 

(BIIPTYaJibHbIM pecypcaM), KOTOpbie COOTBeTCTBYIOT peaJihHbIM pecypcaM annapaTHOM 

qacTII 1 CIICTeMhI . Kor,r:i:a BIIpTyaJihHa5I MallIIIHa 2 TibITaeTC5I TIOJIY,-IIITb ,l]OCTYTI I{ 061,e1<Ty, 

3anpoc AOCTyna TI0ChIDaIOT B TIOACMCTeMy 5 6e3onacHOCTM MOHIIT0pa 3 BlIPTYaJibHOM 
45 MallIIIHbI (<PMr.2). Ilo,r:i:CMCTeMa 5 6e3onacHOCTM onpallIMBaeT MOAYJIII 7 6e30IIaCHOCTM lI 

rrpMHMMaeT OKOHqaTeJihHOe pellleHMe. Onpoc Bcex Mo,r:i:yrreM 7 6e3onacHOCTM B 

orrpe,r:i:erreHHOM nocrre,,::i;oBaTeJihHOCTII MO)l{eT He Tpe6oBaThC5I - OKOHqaTeJihHOe pellleHIIe 

AOCTYIIHO c Toro MOMeHTa, KOr!],a llH<pOpMal_\Hll, IIOJiy'-leHHOM OT onpollleHHblX MO!J,yJieM 7 

50 
6e30IIaCHOCTII, CTaHOBIITC5I ,Il;OCTaToqHo AJI5I rrpIIH5ITII5I OKOHqaTeJihHOro pellleHII5I. 

IIo,n;CIICTeMa 5 6eJonacHOCTII co,r:i:ep)I<IIT HaCTpoe1.rnhIM MO,IJ,YJib 6, KOTOpbIM BbIIIOJIH5IeT 

HaCTpoeqHbTe cpyHKl.\lIM (JJ,JT51 caMOHaCTpOHKM TTO,[(CHCTeMbT 6e30TTaCHOCTM) lI cpyHKl.\lIM 

perIICTpau;MM co6hITIIM (,,J;JI5I rrpo<pIIJIIIpOBaHmr/TpaccIIpOBKM IIO)],CIICTeMhI 6e30IIaCHOCTM) . 
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<DyHKI.J;IIII o6oIIX TIIITOB MoryT 6bITh He3aBIICIIMO aKTIIBIIpOBaHhI IIJIII ,IJ;eaKTIIBIIpOBaHhI 

MO,IJ;yrreM yITpaBJieHII5I ITOJIIITIIKaMII 6e30ITaCHOCTII. 

Ha Ka)l{,Il;hIH 3aITpoc ,Il;OCTyITa MO,IJ;YJIII 7 6e30ITaCHOCTII B03Bpall(aIOT peIIIeHIIe O ,Il;OCTyITe. 

Kor,IJ;a HaCTpOe'IHhie cpyHKl.\IIII mmroqeHhI, HaCTpOe'IHhIH MO,IJ;YJih 6 co6IIpaeT IIHq>OpMau;mo 

o 3aITpocax perneHII5I o ,IJ;OcTyITe. ,IJ:rr5I Ka)K,IJ;Oro B03BpameHHoro perneHII5I o ,IJ;OcTyITe 3Ta 

IIHq>OpMau;mr CO,Il;ep)KHT KOJIIIqecTBO OITpOCOB MO,IJ;yrret'r 7 6e30TTaCHOCTH H BpeMH, 

3aTpaqeHHOe Ka)K,Il;bIM MO,IJ;yrreM Ha Bhipa6oTKY perneHH5I. 3aTeM ITO 3aITpocy IIJIII qepe3 

BpeMeHHOM IIHTepBaJI (TO eCTh ITepIIO,Il;IIqecKII) HaCTpoeqHhIM MO,IJ;YJih OITpe,IJ;eJI5IeT 

OITTIIMaJihHYIO ITOCJie,IJ;OBaTeJihHOCTh OITpoca MO,IJ;yrrett 7 6e30ITaCHOCTII, KOTOpa5I IIMeeT 

MIIHIIMaJihHOe O)l{II,IJ;aeIVIOe BpeM5I BhITIOJIHeHII5I. TaKIIM o6pa30M, qacTO BhI3hIBaeMhie 

MO,IJ;YJIII 7 H MO,IJ;YJIH 7, Ha DhITIOJIHeHIIe KOTOphIX TpaTIITC5I Marro npeMeHII, 6y,IJ;yT 

OITpaIIIIIBaThC5I B qIIcJie ITepBhIX B ITOCJie,IJ;OBaTeJihHOCTII OITpoca MO,IJ;yJieH 6e30ITaCHOCTlI. 

TTpII 3TOM Ha nepecTaHOBKY MO,IJ;yrrett 7 6e30TTaCHOCTII B TTOCJTe,IJ;OBaTeJThHOCTH onpoca 

MoryT HaKJia,IJ;hIBaThC5I oITpe,IJ;erreHHhre orpamiqeHII5I. 

TaKIIM o6pa30M, HaCTpoeqHhie cpyHKI.J;IIII ITOBhIIIIaIOT ITpOlI3BO,Il;lITeJihHOCTh ITO,Il;CIICTeMhI 

6e30ITaCHOCTII. 

EcJIII perIICTpau;II5I co6hITIIH aKTIIBIIpOBaHa, TO OHa ,IJ;aeT B03MO)l{HOCTh co6IIpaTh 

20 IIHq>OpMau;mo: cy6'heKThI, o6'heKTbI, peIIIeHII5I Mo,ri:ynett II OKOWiaTeJihHhie peIIIeHII5I. ,IJ:aHHa5I 

IIHq>OpMaI.J;lI5I MO)KeT 6hITh lICITOJih30BaHa ,Il;JI5I ITpO<plIJilipOBaHII5I lI TpaccIIpOBKlI 

TTO.JJ:CIICTeMbT 6e30TTaCHOCTII, a TaK)Ke MO)KeT TTOMOqb npII C03.JJ:aHIIII npaBIIJTbHOH 

KOHq>IIrypau;IIII ITO.JJ:ClICTeMhI 6e30ITaCHOCTII. 
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II pe.JJ:JIO)KeHHa5I CIICTeMa 06ecITeqIIBaeT BhICOKYIO ITpOII3BO.JJ:IITeJihHOCTh ITO.JJ:CIICTeMhI 

6e30ITaCHOCTII. KpoMe Toro, OHa ITpeP,JiaraeT AOTTOJIHIITeJihHYJ-O q>yHKl.\lIOHaJlbHOCTb -

B03MO)l{HOCTh perncTpau;IIII co6hITIIH ITOACIICTeMhI 6e30ITaCHOCTII. ,IJ:aHHa5I IIHq>OpMaI.J;II5I 

MO)KeT 6hITh 01.reHh ITOJieJHa ,Il;JI5I ITpaDIIJihHOro KOHq>IIrypIIponaHII5I ITOACIICTeMhI 

6eJOITaCHOCTII B CIICTeMe BlipTyarrMJal.\MlI. 

XoTH yKa3aHHbTH BbTIIIe BapIIaHT BbTTTOJTHeHII5f II306peTeHII5f 6bTJT II3JTO)KeH C u;eJTbfO 

IIJTJIIOCTpau;IIII HaCT05Ill(ero II306peTeHII5I, CITeu;IIaJIMCTaM 5ICHO, qTo B03lVIO)l{HhI pa3Hhie 

MO,Il;IIQ)lIKau;IIII, ,ri:o6aBJieHII5I II 3aMeHhI, He BhIXO,I:(5Ill(IIe II3 o6'heMa II CMhICJia HaCT05Ill(ero 

II306peTeHII5I, pacKpbITOro B npMJiaraeMOH q>opMyJie lI306peTeHII5I. 

<DopMyna IIJo6peTeHII5I 

CIICTeMa 6e30ITaCHOCTlI BlipTyaJIIIJOBaHHOM KOMIThIOTepHOH ClICTeMhI, co.n:ep)Kall(a5I 

annapaTHYfO qacTb, cmf3aHHYfO c, no MeHbIIIet'r Mepe, O.JJ:HOH BIIPTYaJTbHOH MaIIIIIHot'r qepe3 

MOHIITOp BIIpTyaJihHOH MaIIIIIHhI, KOTOphIM co.n:ep)l{IIT MOAYJih yITpaBJieHII5I ITOJIIITIIKaMII 

6e30ITaCHOCTII, coe,,::i;IIHeHHhIH C ITO,Il;CIICTeMOH 6e30ITaCHOCTII, co.n:ep)l(all(eM COe.JJ:IIHeHHhie 

Me)KAY co6ott HacTpoe'-lHhlH MOAYJih II, ITO MeHhrne11 Mepe, OAIIH MOAYJih 6e3oITacHOCTII, 

COeAIIHeHHhIH C BIIpTyaJihHOH MaIIIIIHOH, ITpIIqeM BIIpTyaJihHa5I MaIIIIIHa BhITIOJIHeHa C 

DOJMO)KHOCThIO HaITpanJieHII5I JaITpoca ;:J;OCTyITa D MOHIITOp DIIpTyarrhHOH MaIIIMHbI, 

BhITIOJIHeHHhIH C B03MO)KHOCThIO o6pa60TKII 3aITpoca AOCTyITa, ITPII 3TOM ITO;:J;CIICTeMa 

6e30ITaCHOCTII BhIIIOJIHeHa C B03lVIO)KHOCThlO OITpoca MOAYJiet'r 6e30ITaCHOCTII, ITOJiyqeHII5I OT 

HIIX perneHIIM O ,Il;OITYCKe II C B03lVIO)l{HOCThIO ITPIIH5ITII5I Ha OCHOBe ITorryqeHHhIX perneHMM 0 

.JJ:OITYCKe OKOHqaTeJihHOro perneHII5I O ,I:(OITYCKe, a HaCTpoeqHhIM MO,IJ;YJih BhIIIOJIHeH C 

B03MO)KHOCTbJ-O peaJIII3al.\IIII q>yHKl.\IIII HaCTpOHKII: c6opa IIHq>OpMal.\lIII O KOJIII'-leCTBe 

OITpOCOB Ka)l{,I:(Oro MOAYJI5I 6e30ITaCHOCTII II BpeMeHII, II3paCXOAOBaHHOM Ha Ka)K.JJ:hIH II3 

OITpOCOD, tt c DOJMO)KHOCThIO OITpe.n:eJieHII5I Ha OCHODe co6paHHOl1 IIHq>OpMaI.J;IIII 

OTTTIIMaJTbHOH nocrre,,::i;oBaTeJTbHOCTII onpoca MO.JJ:yrretr 6e30TTaCHOCTII, npII KOTOpotr qacTO 

BhI3hIBaeMhie MO;:J;YJIII II MO,IJ;YJIII, Ha KOTOphre TpaTIITC5I Marro BpeMeHII, BhI3hIBaIOT B qIIcJie 
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Mo,riym, Mo;i:tyJJb Mo,ttym, 
6e30IIaCHOCTH � 6e3onacsocTH _,.. 6e3on acsocTH . . .  

� 2 N 
Enforcement Chinese Wall Bell-�£� 

.'-. 
� 

IlepecTaHOBKa MO,ttyneii 6e:oonacHOCTH a 
nocne,ttoea-re.ntHOCTH onpoca 

Jr 
Hac-rpoe"!HE,IH Mo,ttym, �- - - - - - - - -- - ---- . I 

I q>yHKI(HH Hac-rpoHKH I 
I 

i:t>yHI<I(HH 3aDHCH ;i:taHBW!: 

Pa6o'iafI KOH(j)Hrypan:Hsi 
6e30IIaCHOCTH 

Crp.: 9 

I 
2 

I 
BHp-ryam,Hrui 

MamHHa 
(cy61,e1cr) 

7 

pemeHHe 
-

6 

BHp-ryMhKhIH 
pecypc 

(ofo,eKT) 



Her 

Kotteu 

RU 2 406 138 Cl 

HaqaJio 

na 

Co6Hp8IOT CTaTHCTm<y ( KaK •1acro Bhl3I,IBaJJHCI, 
MO)cy.Jlll 6e3onacttocTH H cpe,!Uiee upeMSI, 

3a'Ipaqelffioe B HHX Ha BLipa6orxy perneHHl£ o 
,!I.OC1)'Ile Ka.JK,!l,Oro THIIa) 

HeT 

PerHCTPHpYJOT ,nfilCHble 
( cyfo,eKT, ofo,eKT, pemeIDUI 

MO)cyJ1eH, OKOH'laTeJ11,HOe 
pemeHHe) 

(()ur. 3 

Crp.: 1 0  

ITepeCTa.BmuoT MO)cyJIH 
6e3orraCHOCTH, KOTOpLie 

,n;onycKaIOT nepeCTaHOBKy 



Substitute for 1 449/PTO 
Complete if Known 

Application Number 1 6/1 41 ,535 

INFORMATION DISCLOSURE Fil ing Date September 25, 201 8 

STATEMENT BY APPLICANT First Named Inventor Coleman ,  Glenn 

Sheet 

Examiner 
In itials 

Examiner 
In itials 

I Examiner 
Signature 

Art Unit 2491 

(use as many sheets as necessary) Examiner Name PATEL, ASHOKKUMAR B 

I 

Cite No. 

1 

2 

3 

4 

5 

6 

7 

8 

9 

1 0  

1 1  

1 2  

1 3  

1 4  

1 5  

1 6  

1 7  

Cite No. 

1 8  

1 I of I 2 Attorney Docket Number LCOM_ENT _Collab_US01 

U. S. PUBLICATION AND PATENT DOCU M ENTS 
Document Number Publication or 

Grant Date Name of Patentee or Applicant of Cited Document 
Number - Kind Code (if known) MM-DD-YYYY 

7,478,330 B1 01 -1 3-2009 Branson et a l .  

7 ,698 ,442 B1 04-1 3-201 0 Krishnamurthy et a l .  

7 ,805 ,51 6 B2 09-28-201 0 Kettler et a l .  

2002/0069369 A 1 06-06-2002 Tremain et a l .  

2006/0070066 A 1 03-30-2006 Grobman ,  Steven L. 

2007/02201 87 A1 09-20-2007 Kates, Lawrence 

2007/0260873 A1 1 1 -08-2007 Hatfa lvi et a l .  

2008/0028401 A 1 0 1 -3 1 -2008 Geisinger, Ni le Josiah 

2008/0201 71 1 A 1 08-21 -2008 Amir Husa in ,  Syed M .  

2008/0256536 A 1 1 0-1 6-2008 Zhao et a l .  

2009/01 72781 A 1 07-02-2009 Masuoka et a l .  

2009/0328038 A 1 1 2-31 -2009 Yamada et a l .  

201 0/01 38829 A 1 06-03-201 0 Hanquez et a l .  

201 0/01 38830 A 1 06-03-201 0 Astete et a l .  

201 0/022361 3  A 1 09-02-201 0 Schneider, James P .  

201 0/0251 329 A 1 09-30-201 0 Wei ,  Coach 

201 2/0023593 A 1 01 -26-201 2  Puder et a l .  

FOREIGN PATENT DOCU M ENTS 
Foreign Patent Document 

Country Code- Number -
Kind Code /if known) 

RU 24061 38 C1 

Publication Date 
MM-DD-YYYY 

1 2-1 0-20 1 0  

Name of Patentee or Applicant of Cited Document 

Samsung Electron ics Co. ,  Ltd . 

I 
Date 
�onsidered 

T 

X 



Substitute for 1 449/PTO 
Complete if Known 

Application Number 1 6/1 41 ,535 

INFORMATION DISCLOSURE Fil ing Date September 25, 201 8 

STATEMENT BY APPLICANT First Named Inventor Coleman ,  Glenn 

Sheet 

Examiner 

In itials 

I Examiner 
Signature 

Art Unit 2491 

(use as many sheets as necessary) Examiner Name PATEL, ASHOKKUMAR B 

I 

Cite No. 

1 9  

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

2 I of I 2 Attorney Docket Number LCOM_ENT _Collab_US01 

NON PATENT LITERATURE DOCU M ENTS 

Include name of the author, title of the article (when appropriate) , title of the item (book, magazine, journal, serial, 
symposium, catalog, etc.), date, page(s), Volume-issue Number(s) , publisher, city and/or country where published. 

BARNET, MARK, "Praktikum Po Zasch ite Seti Kompani i" ,  Windows IT Pro/RE, November-
December 2006 , pp. 79-81 
BURNETT, MARK, "How I Secured One Company's Network", Using Log Parser, 
Virtual ization ,  and A Little Psychology, September 1 7 , 2006, 4 pages 
LAVERICK, M IKE, "Hypervisor Management and Optimization for Advanced Virtual ization" ,  
E-book, Tech Target, 201 0 ,  1 3  pages 
LI et a l . ,  "VSITE: A Scalable and Secure Arch itectu re for Seamless L2 Enterprise 
Extension in the Cloud" ,  6th IEEE Workshop on Secure Network Protocols (NPSec) ,  
October 201 0 ,  DD. 3 1 -36 
REUBEN, JENNI  SUSAN , "A Survey on Virtual Mach ine Security" ,  TKK T-1 1 0 .5290 
Seminar on Network Security, October 1 1 - 1 2 , 2007, 5 pages 
VILLENEUVE, NART, "Command and Control in the Cloud", Malware Explorer, October 
22, 201 0 ,  3 pages 
WIKIPEDIA, "Computer Networking" ,  Avai lable at 
https :!/en .wikiQ.edia .org/wiki/Computer network, December 201 0 ,  1 9  pages 
WIKIPEDIA, "Computer Security", Avai lable at 
httQs ://en .1NikiQedia.org/wiki/Comguter security, retrieved on December 20 1 0 , 27 pages 
WIKIPEDIA, "Cyber Security Standards", Avai lable at 
httQs ://en .wikiQed ia .org/wiki/Cyber security standards, retrieved on December 201 0 ,  9 
paqes 
WIKIPEDIA, "HTTP Secure", Available at https:!/en .wikiped ia .org/wiki/HTTPS, retrieved on 
December 201 0 ,  9 pages 
WIKIPEDIA, "Hypervisor" ,  Avai lable at <https://en .wikiped ia.org/wiki/Hypervisor> , retrieved 
on December 201 0 ,  6 pages 
WIKIPEDIA, " I nternet Protoco l" ,  Avai lable at httQ.s :i/eruvikiQedia.or_g/1Niki/lnternet Protoco l ,  
retrieved on December 201 0 ,  5 pages 
WIKIPEDIA, "Multiprotocol Label Switch ing", Available at 
<https://en .wikiped ia.org/wiki/Mu ltiprotocol_Label_Switch ing> , retrieved on December 
201 0 ,  8 pages 
WIKIPEDIA, "Network Address Translation" ,  Avai lable at 
httQs ://en .wikiQecl ia .orq/wiki/Network address translation ,  December 201 0 ,  1 2  pages 
WIKIPEDIA, "Security-Focused Operating System", Avai lable at 
https :!/en .wikiQ.edia .org/wiki/Securitl{-focused ogeratin_g sv_stem,  retrieved on December 
201 0 ,  9 pages 
WIKIPEDIA, "Virtual Desktop", Avai lable at httgs://en .wikiped ia.orq/vviki/Virtual desktog, 
retrieved on December 201 0 ,  5 pages 
WIKIPEDIA, "Virtual Private Network", Avai lable at 
httQs ://en .wikiQed ia .org/wiki/Viriual Qrivate network, retrieved on December 201 0 ,  9 pages 

I 
Date 
�onsidered 

T 



Electronic Acknowledgement Receipt 

EFS ID: 34448299 

Application Number: 1 61 41 535 

International Application Number: 

Confirmation Number: 7622 

Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

First Named Inventor/Applicant Name: Glenn Coleman 

Customer Number: 1 58266 

Filer: Benjamin S. Chalfin/MEISSA OVERLINE  

Filer Authorized By: Benjamin S. Chalfin 

Attorney Docket Number: LCOM_ENT_Collab_US0l 

Receipt Date: 30-NOV-20 1 8  

Filing Date: 25-SEP-201 8  

Time Stamp: 1 3: 1 1 : 1 0  

Application Type: Utility under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment I no 

File Listing: 

Document Document Description File Name File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

1 04096 

1 Transmittal Letter LCOM_ENT _Col lab_US0l _AS_F no 3 I LED_IDS_ Trans.pdf 
OfO b 17 3 92cbb34d5 a3 32f54 99704ad 6a 640 

4f03c 

Warnings: 



Information: 

1 34958 

2 I nformation Disclosure Statement (IDS) LCOM_ENT _ Col lab_ USO 1 -AS_F no 2 Form (SB08) ILED_IDS_ 1 449.pdf 
3730de211 f8f296d2cf998e88f68f2d27ccb1 

209 

Warnings: 

Information: 

This is  not an USPTO supplied IDS fi l lable form 

1 463807 

3 Non Patent Literature Barnet_PraktikumPoZaschiteSe no 4 ti_2006_ 4pp.pdf 
06a8f6293780f99f5b20e846b 1 2afb 1 a817a 

15 13  

Warnings: 

Information: 

3 1 0 1 446 

4 Non Patent Literature Bu rnett_Howl Secu red_Septem no 4 ber2006_ 4pp.pdf 
09f01614389f06083818eb98d 1 dfadaa7e6 

aObb 

Warnings: 

Information: 

1 756069 

Laverick_HypervisorManagem� 
5 Non Patent Literature ntandOptimization_201 0_ 1 3p� no 1 3  

.pdf 6f30c9897fb3e8cc61 accbf5bc9d9b28092b 

3d57 

Warnings: 

Information: 

36262 1 5  

6 Non Patent Literature Li_AScalableandSecureArchitec no 6 tu re_October201 0_6pp.pdf 
740340bd021 e5096e2c0450b450362b775 

2757ef 

Warnings: 

Information: 

1 66324 

7 Non Patent Literature Reu ben_ASu rveyOnVi rtual_ Oct no 5 ober2007 _Spp.pdf 
2e25bae99cc76806ec9Sd0a838768294b77 

6dfc0 

Warnings: 

Information: 

61 0079 

8 Foreign  Reference RU_24061 38.pdf no 1 7  
f49a 1 d801 e96e03b3c5f9bd46ef54a2fdc9d 

389f 

Warnings: 

Information: 



568743 

Vi l leneuve_CommandAndCont no 3 9 Non Patent Literature rol_October201 0_3pp.pdf 
0ddSaScc485426b990fe8fa4d32f6c866c84 

088a 

Warnings: 

Information: 

3389 14  

Wikipedia_ComputerNetwork_ no 1 9  1 0  Non Patent Literature December201 0_ 1 9pp.pdf 
efee4gdfae56aa0b62dbb4e921 040f66e35 

fb01 

Warnings: 

Information: 

1 1 1 44077 

Wikipedia_ComputerSecurity_ no 27 1 1  Non Patent Literature December201 0_27pp.pdf 
67537602ss95267e34c7f5ec69cb66f74c49 

f508 

Warnings: 

Information: 

33572 1 4  

Wikipedia_CyberSecurityStand no 9 1 2  Non Patent Literature ards_December201 0_9pp.pdf 
3aaS?2lS 1 Off7788c1783b5d4959fcb0561 e 

e/44 

Warnings: 

Information: 

34625 19  

Wikipedia_HTTPSecure_Decem no 9 1 3  Non Patent Literature ber201 0_9pp.pdf 
91 fcl4ddl23f426a04b2dfe5a 1 66caf2022b 

9519 

Warnings: 

Information: 

2644963 

Wikipedia_Hypervisor_Decemt no 6 1 4  Non Patent Literature er201 0_6pp.pdf 
c8488a9c0Sb021 59ce31 bbaab4546c4c168 

b80e1 

Warnings: 

Information: 

1 722989 

Wikipedia_lnternetProtocol_DE no 5 1 5  Non Patent Literature cember201 0_Spp.pdf 
4e3 35 148d 0f22 707 bc6fb 77e 2cf0660c3 3ce 

57ab 

Warnings: 

Information: 



3623978 

Wikipedia_Multiprotocollabel_ no 8 1 6  Non Patent Literature December201 0_8pp.pdf 
gsosssc6659b 1 c0b07f81ff64bddffd6a44d 

673 

Warnings: 

Information: 

4552887 

Wikipedia_NetworkAddress_D no 1 2  1 7  Non Patent Literature ecember201 0_ 1 2pp.pdf 
e30c024a04a3be41 b6d9142d77b 1 2fad61 J: 

bbb2f 

Warnings: 

Information: 

292414 1  

Wikipedia_SecurityFocused_DE no 9 1 8  Non Patent Literature cember201 0_9pp.pdf 
843daSSfbe967faee5a2990d591 54a07921 

1da32 

Warnings: 

Information: 

1 734750 

Wikipedia_VirtualDesktop_Dec no 5 1 9  Non Patent Literature ember201 0_5pp.pdf 
703a?S0edb76d6eSe40f3939e30d463ce9b 

684f5 

Warnings: 

Information: 

301 7235 

Wikipedia_ Vi rtualPrivate_Dece no 9 20 Non Patent Literature mber201 0_9pp.pdf 
aS l l3ca641 ac98777f0c9ed4eaa485Sa20c9 

26de 

Warnings: 

Information: 

Total Files Size (in bytes)� 50055404 



This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New Applications Under 35 U.S.C. 1 1 1  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International Application under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT /DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International Application Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 
and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



DOCKET NO. : LCOM ENT Collab US0l PATENT 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In Re Application of: 

L3 Technologies, Inc. 

Application No. : 16/141,535 

Filing Date: September 25, 2018 

Confirmation No.: 7622 

Group Art Unit: 2491 

Examiner: PATEL, ASHOKKUMAR B 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Filed Via EFS 

INFORMATION DISCLOSURE STATEMENT 

Pursuant to 37 CFR § 1.56 and in accordance with 37 CFR §§  1.97-1.98, information relating to 

the above-identified application is hereby disclosed. Inclusion of information in this statement is not to 

be construed as an admission that this information is material as that term is defined in 37 CFR § l .56(b). 

IZI IDS Filed Under 37 CFR 1.97(b) 

In accordance with § l .97(b), since this Information Disclosure Statement is being filed either 

within three months of the filing date of the above-identified application, within three months 

of the date of entry into the national stage of the above identified application as set forth in § 

1.491, before the mailing date of a first Office Action on the merits of the above-identified 

application, or before the mailing date of a first Office Action after the filing of request for 

continued examination under § 1.114, no additional fee is required. 

0 IDS filed Under 37 CFR 1.97(c) 

In accordance with § l .97(c), this Information Disclosure Statement is being filed after the 

period set forth in § l .97(b) above but before the mailing date of either a Final Action under § 

1.116 or a Notice of Allowance under § 1. 311, or before an action that otherwise closes 

prosecution in the application, therefore: 

D Certification in Accordance with § l .97(e) is attached; or 

D The fee of $240.00 as set forth in § l .  l 7(p) is attached. 

1 



DOCKET NO. : LCOM ENT Collab USOl PATENT 

0 IDS filed Under 37 CFR 1.97(d) 

In accordance with § l .97(d), this Information Disclosure Statement is being filed after the 

mailing date of either a Final Action under § 1.113 or a Notice of Allowance under § 1.311 

but before, or simultaneously with, the payment of the Issue Fee, therefore included are : 

Certification in Accordance with § l .97(e ); and the submission fee of $240.00 as set forth in 

§ 1.17(p). 

CONTENT OF IDS PURSUANT TO 37 CFR 1.98 

� Copies of reference numbers O 1-17 listed on the attached Form PTO-1449 are not required to 

be submitted pursuant to 37 CFR § l .98(a)(2)(ii). 

□ 

□ 

Copies of reference numbers 18-35 listed on the attached Form PTO-1449 are enclosed 

herewith. 

Copies of reference numbers are not being submitted because they were previously 

cited by or submitted to the U.S .  Patent and Trademark Office in patent application number 

, filed 

instant application. 

for which a claim for priority under 35 U.S .C.  § 120 has been made in the 

The month of publication for reference numbers is not available . However, the year of 

publication for these references is sufficiently earlier than the effective US filing date and any 

foreign priority date so that the particular month of publication is not in issue pursuant to 3 7 

CFR § 1.98(b). 

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH 

D The following documents are not in the English language. Accordingly, a concise explanation 

of the relevance of the document was incorporated in the specification passages identified 

below, the document was identified in a foreign communication as identified below or an 

English language counterpart application has been provided as indicated below. 

Foreign Language Cite No. Pages of Reference in Specification or 
Document Relevance of Document 

2 



DOCKET NO. : LCOM ENT Collab USOl 

Foreign Language Document Cite No. Engl ish Language Counterpart 

0 CERTIFICATION IN ACCORDANCE WITH § 1.97(e) 

I hereby certify that: 

PATENT 

Cite No.  

D Each item of information contained in this information disclosure statement was first cited in 

any communication from a foreign patent office in a counterpart foreign application not more 

than three months prior to the filing of this information disclosure statement. 

D No item of information contained in this information disclosure statement was cited in a 

communication from a foreign patent office in a counterpart foreign application, and, to the 

knowledge of the person signing the certification after making reasonable inquiry, no item of 

information contained in this information disclosure statement was known to any individual 

designated in § 1. 5 6( c) more than three months prior to the filing of this information disclo­

sure statement. 

Please charge any deficiency or credit any overpayment to Deposit Account No. 5 0-5 519. 

Date: November 30, 20 1 8  

CONDO ROCCIA KOPTIW LLP 
1 800 JFK BOULEY ARD 
SUITE 1700 

PHILADELPHIA, PA 19 103 
Telephone: (2 1 5) 558-5740 

3 

/Benjamin Chalfin/ 
Benjamin Chalfin 
Registration No. 74, 1 8 1  



UNITED STATES PATENT AND TRADEMARK OFFICE 
Ul\TfED STATES DEPA RTME'IT OF COMMERCE 
United States Patent and Trademark Office 
Adiliess. COMMISSIO'JER FOR PATENTS 

PO Box 1450 
Alexandria, Virgmia 22313-1450 
\VVi\V.USpto.gov 

APPLICATION NUMBER FILING OR 3 71 (C) DATE FIRST NAMED APPLICANT ATTY. DOCKET NO./TITLE 

16/141 ,535 

1 58266 

09/25/2018  Glenn Coleman LCOM_ENT _ Collab _ US0 1 
CONFIRMATION NO. 7622 

PUBLICATION NOTICE 
Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Su ite 1 700 
Phi ladelphia, PA 1 9 1 03 

Title :NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Publication No.US-20 1 9-0097971 -A 1 
Publication Date:03/28/20 1 9  

1 11111111 1111 1111 lllll ll]�!l]!�l!�IU!IHUUll lllll lllll lllll llll 1111 

NOTICE OF PUBLICATION OF APPLICATION 

The above-identified application wi l l  be electronically published as a patent application publ ication pursuant to 37 
CFR 1 .2 1 1 ,  et seq. The patent application publ ication number and publication date are set forth above. 

The publication may be accessed through the USPTO's publically available Searchable Databases via the 
I nternet at www.uspto .gov. The di rect link to access the publ ication is currently http://www.uspto .gov/patft/. 

The publication process establ ished by the Office does not provide for mail ing a copy of the publ ication to 
applicant. A copy of the publication may be obtained from the Office upon payment of the appropriate fee set 
forth in 37 CFR 1 . 1 9(a) ( 1  ). Orders for copies of patent application publ ications are handled by the USPTO's 
Public Records Division .  The Public Records Division can be reached by telephone at (57 1 )  272-3 1 50 or (800) 
972-6382, by facsimi le at (571 ) 273-3250 , by mail addressed to the United States Patent and Trademark Office, 
Public Records Division ,  Alexandria, VA 223 1 3- 1 450 or via the Internet. 

In addition ,  information on the status of the appl ication ,  including the mail ing date of Office actions and 
the dates of receipt of correspondence filed in the Office, may also be accessed via the I nternet through 
the Patent Electronic Business Center at www.uspto .gov using the public side of the Patent Application 
I nformation and Retrieval (PAI R) system .  The direct link to access this status information is currently 
https ://portal .uspto .gov/pair/PublicPair. Prior to publication ,  such status information is confidential and may only 
be obtained by applicant using the private side of PAI R .  

Fu rther assistance in  electronically accessing the publ ication, or about PAI R ,  is  available by cal l ing the Patent 
Electronic Business Center at 1 -866-2 1 7-9 1 97. 

Office of Data Managment, Application Assistance Unit (57 1)  272-4000, or (57 1)  272-4200, or 1 -888-786-0101  

page 1 o f  1 



Application/Control No. Applicant(s)/Patent Under 
1 6/1 41 ,535 Reexamination 

Notice of References Cited 
Coleman et al . 

Examiner Art Unit 
VEN KAT PERUNGAVOOR 2492 Page 1 of 1 

U.S. PATENT DOCUMENTS 

* Document Number Date 
Name CPC Classification US Classification Country Code-Number-Kind Code MM-YYYY 

* A U S-20 1 70353496-A 1 1 2-20 1 7  Pai ; Navin Narayan H04L 1 2/4641 1 /1 

* B US-20 1 40 1 08558-A 1 04-20 1 4  Borzycki ; Andrew H04L9/14  709/205 

* C US-20 1 40040979-A 1 02-20 1 4  Barton ;  Gary G06F2 1/604 726/1 

* D U S-9921 860-B 1 03-20 1 8  Banga; Gaurav G06F9/445 1 /1 

* E U S-9602524-B2 03-20 1 7  Ghosh;  Anup G06F9/45545 1 /1 

* F US-7694328-B2 04-20 1 0  Joshi ;  Amit G06F2 1 /5 1  726/2 

* G US-20 1 4035 1 51 6-A 1 1 1 -20 1 4  Larimore; Stefan I .  G06F9/455 7 1 1 /1 2 1  

* H US-8966464-B1 02-20 1 5  Christopher; Keian G06F1 1 /07 1 2  7 1 7/1 66 

* I US-8931 054-B2 0 1 -20 1 5  Huynh ;  Khoa D G06F3/0622 380/44 

* J U S-9864600-B2 0 1 -20 1 8  Larimore; Stefan I .  G06F9/455 1 /1 

K 

L 

M 

FOREIGN PATENT DOCUMENTS 

* Document Number Date Country Name CPC Classification Country Code-Number-Kind Code MM-YYYY 

N 

0 

p 

Q 

R 

s 

T 

NON-PATENT DOCUMENTS 

* Include as applicable: Author, Title Date, Publisher, Edition or Volume, Pertinent Pages) 

u A secure architecture design based on application isolation , code minimization and randomization . Gupta et a l .  I EEE .  (Year: 20 1 3) 

V Impact & Analysis of Virtual Workspace on Grid Computing.  Yadav et a l .  IJST. (Year: 201 1 )  

w Design and Implementation of Sandbox Technique for Isolated Applications. Haq et a l .  I EEE .  (Year: 20 1 6) 

X 

*A copy of this reference is not being furnished with this Office action. (See MPEP § 707.05(a).) 
Dates in MM-YYYY format are publ ication dates. Classifications may be US or foreign. 

U.S. Patent and Trademark Office 
PTO-892 (Rev. 01 -2001 ) Notice of References Cited Part of Paper No. 202004295 



Receipt date : 1 1 /30/2018  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Substitute for 1 449/PTO 
Complete if Known 

Application Number 1 6/1 41 ,535 

INFORMATION DISCLOSURE Fil ing Date September 25, 201 8 

STATEMENT BY APPLICANT First Named Inventor Coleman ,  Glenn 

Sheet 

Examiner 
In itials 

Examiner 
In itials 

Examiner 
Si nature 

Art Unit 2491 

(use as many sheets as necessary) Examiner Name PATEL, ASHOKKUMAR B 

I 1 I of I 2 Attorney Docket Number LCOM_ENT _Collab_US01 

U. S. PUBLICATION AND PATENT DOCU M ENTS 
Document Number Publication or 

Cite No. Grant Date Name of Patentee or Applicant of Cited Document 
Number - Kind Code (if known) MM-DD-YYYY 

1 7,478,330 B1 01 -1 3-2009 Branson et a l .  

2 7,698 ,442 B1 04-1 3-201 0 Krishnamurthy et a l .  

3 7,805 ,51 6 B2 09-28-201 0 Kettler et a l .  

4 2002/0069369 A 1 06-06-2002 Tremain et a l .  

5 2006/0070066 A 1 03-30-2006 Grobman ,  Steven L. 

6 2007/02201 87 A1 09-20-2007 Kates, Lawrence 

7 2007/0260873 A1 1 1 -08-2007 Hatfa lvi et a l .  

8 2008/0028401 A 1 0 1 -3 1 -2008 Geisinger, Ni le Josiah 

9 2008/0201 71 1 A 1 08-21 -2008 Amir Husa in ,  Syed M .  

10  2008/0256536 A 1 1 0-1 6-2008 Zhao et a l .  

1 1  2009/01 72781 A 1 07-02-2009 Masuoka et a l .  

1 2  2009/0328038 A 1 1 2-31 -2009 Yamada et a l .  

1 3  201 0/01 38829 A 1 06-03-201 0 Hanquez et a l .  

1 4  201 0/01 38830 A 1 06-03-201 0 Astete et a l .  

1 5  201 0/022361 3  A 1 09-02-201 0 Schneider, James P .  

1 6  201 0/0251 329 A 1 09-30-201 0 Wei ,  Coach 

1 7  201 2/0023593 A 1 01 -26-201 2  Puder et a l .  

FOREIGN PATENT DOCU M ENTS 
Foreign Patent Document 

Cite No. Country Code- Number -
Kind Code /if known) 

1 8  RU 24061 38 C1 

/VENKAT PERUNGAVOOR/ 

Publication Date 
MM-DD-YYYY 

1 2-1 0-20 1 0  

Name of Patentee or Applicant of Cited Document 

Samsung Electron ics Co. ,  Ltd . 

Date 
Considered 05/05/2020  

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 

T 

X 



Receipt date : 1 1 /30/2018  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Substitute for 1 449/PTO 
Complete if Known 

Application Number 1 6/1 41 ,535 

INFORMATION DISCLOSURE Fil ing Date September 25, 201 8 

STATEMENT BY APPLICANT First Named Inventor Coleman ,  Glenn 

Sheet 

Examiner 

In itials 

Examiner 
Si nature 

Art Unit 2491 

(use as many sheets as necessary) Examiner Name PATEL, ASHOKKUMAR B 

I 2 I of I 2 Attorney Docket Number LCOM_ENT _Collab_US01 

NON PATENT LITERATURE DOCU M ENTS 

Cite No. 
Include name of the author, title of the article (when appropriate) , title of the item (book, magazine, journal, serial, 

symposium, catalog, etc.), date, page(s), Volume-issue Number(s) , publisher, city and/or country where published. 

1 9  

20 

21 

22 

23 

24 

25 

26 

27 

28 

29 

30 

31 

32 

33 

34 

35 

BARNET, MARK, "Praktikum Po Zasch ite Seti Kompani i" ,  Windows IT Pro/RE, November-
December 2006 , pp. 79-81 
BURNETT, MARK, "How I Secured One Company's Network", Using Log Parser, 
Virtual ization ,  and A Little Psychology, September 1 7 , 2006, 4 pages 
LAVERICK, M IKE, "Hypervisor Management and Optimization for Advanced Virtual ization" ,  
E-book, Tech Target, 201 0 ,  1 3  pages 
LI et a l . ,  "VSITE: A Scalable and Secure Arch itectu re for Seamless L2 Enterprise 
Extension in the Cloud" ,  6th IEEE Workshop on Secure Network Protocols (NPSec) ,  
October 201 0 ,  DD. 3 1 -36 
REUBEN, JENNI  SUSAN , "A Survey on Virtual Mach ine Security" ,  TKK T-1 1 0 .5290 
Seminar on Network Security, October 1 1 - 1 2 , 2007, 5 pages 
VILLENEUVE, NART, "Command and Control in the Cloud", Malware Explorer, October 
22, 201 0 ,  3 pages 
WIKIPEDIA, "Computer Networking" ,  Avai lable at 
https :!/en .wikiQ.edia .org/wiki/Computer network, December 201 0 ,  1 9  pages 
WIKIPEDIA, "Computer Security", Avai lable at 
httQs ://en .1NikiQedia.org/wiki/Comguter security, retrieved on December 20 1 0 , 27 pages 
WIKIPEDIA, "Cyber Security Standards", Avai lable at 
httQs ://en .wikiQed ia .org/wiki/Cyber security standards, retrieved on December 201 0 ,  9 
paqes 
WIKIPEDIA, "HTTP Secure", Available at https:!/en .wikiped ia .org/wiki/HTTPS, retrieved on 
December 201 0 ,  9 pages 
WIKIPEDIA, "Hypervisor" ,  Avai lable at <https://en .wikiped ia.org/wiki/Hypervisor> , retrieved 
on December 201 0 ,  6 pages 
WIKIPEDIA, " I nternet Protoco l" ,  Avai lable at httQ.s :i/eruvikiQedia.or_g/1Niki/lnternet Protoco l ,  
retrieved on December 201 0 ,  5 pages 
WIKIPEDIA, "Multiprotocol Label Switch ing", Available at 
<https://en .wikiped ia.org/wiki/Mu ltiprotocol_Label_Switch ing> , retrieved on December 
201 0 ,  8 pages 
WIKIPEDIA, "Network Address Translation" ,  Avai lable at 
httQs ://en .wikiQecl ia .orq/wiki/Network address translation ,  December 201 0 ,  1 2  pages 
WIKIPEDIA, "Security-Focused Operating System", Avai lable at 
https :!/en .wikiQ.edia .org/wiki/Securitl{-focused ogeratin_g sv_stem,  retrieved on December 
201 0 ,  9 pages 
WIKIPEDIA, "Virtual Desktop", Avai lable at httgs://en .wikiped ia.orq/vviki/Virtual desktog, 
retrieved on December 201 0 ,  5 pages 
WIKIPEDIA, "Virtual Private Network", Avai lable at 
httQs ://en .wikiQed ia .org/wiki/Viriual Qrivate network, retrieved on December 201 0 ,  9 pages 

/VENKAT PERUNGAVOOR/ 
Date 
Considered 05/05/2020  

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 

T 



Bibliographic Data 
Application No: 1 6/141 ,535 
Foreign Priority claimed: 0 Yes 

35 USC 119 (a-d) conditions met: 0 Yes 

Verified and Acknowledged: INENKAT 
PER UNGA VOOR/ 
Examiner's Signature 

D Met After Allowance 

Initials 

Title: I NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

FILING or 371(c) DATE CLASS GROUP ART UNIT 

09/25/2018 726 2492 

RULE 

APPLICANTS 

L3 Technologies, Inc. ,  New York, NY, UNITED STATES 

INVENTORS 

Glenn Coleman Berwyn, PA, UNITED ST ATES 

Peter Martz Marlton, NJ, UNITED STATES 

Kenneth Moritz Lansdowne, PA, UNITED STATES 

CONTINUING DATA 

This application has PRO of 62564371 09/28/2017 

FOREIGN APPLICATIONS 

IF REQUIRED, FOREIGN LICENSE GRANTED** 

10/16/2018 

STATE OR COUNTRY 

UNITED STATES 

ADDRESS 

Condo Roccia Koptiw LLP 
1800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19103 
UNITED STATES 

FILING FEE RECEIVED 

$1,720 

ATTORNEY DOCKET NO. 

LCOM_ENT_Collab_USOl 



UNITED STATES PATENT AND TRADEMARK OFFICE 

APPLICATION NO. FILING DATE 

16/141,535 09/25/2018  

158266 7590 05/07/2020 

Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19103 

FIRST NAMED INVENTOR 

Glenn Coleman 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 22313-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LCOM_ENT_Collab_US0l 7622 

EXAMINER 

PERUNGAVOOR, VENKATANARAY 

ART UNIT PAPER NUMBER 

2492 

MAIL DATE DELIVERY MODE 

05/07/2020 PAPER 

Please find below and/or attached an Office communication concerning this application or proceeding. 

The time period for reply, if any, is set in the attached communication. 

PTOL-90A (Rev. 04/07) 



Office Action Summary 

Application No. 
1 6/ 141 ,535 

Examiner 
VENKAT PERU NGAVOOR 

Applicant(s) 
Coleman et a l .  

Art Unit 
2492 

AIA (FITF) Status 
Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address -­
Period for Reply 

A SHORTENED STATUTORY PERIOD FOR REPLY IS SET TO EXPIRE 3 MONTHS FROM THE MAILING 
DATE OF THIS COMMUN ICATION. 

Extensions of  time may be available under the provisions of  37  CFR 1 . 1 36(a). In no  event, however, may a reply be  timely filed after S IX (6) MONTHS from the mailing 
date of this communication. 
If NO period for reply is specified above, the maximum statutory period wil l  apply and wil l  expire SIX (6) MONTHS from the mailing date of this communication. 
Failure to reply within the set or extended period for reply wi l l ,  by statute, cause the application to become ABANDONED (35 U.S.C. § 1 33). 
Any reply received by the Office later than three months after the mailing date of this commun ication, even if timely filed, may reduce any earned patent term 
adjustment. See 37 CFR 1 .704(b). 

Status 

1 )� Responsive to communication(s) fi led on 9/25/201 8 . 
□ A declaration(s)/affidavit(s) under 37 CFR 1 .1 30(b) was/were fi led on __ . 

2a)D This action is FINAL. 2b) � This action is non-final . 

3)� An election was made by the applicant in response to a restriction requ i rement set forth during the interview 
on 04 May 2020 ; the restriction requ irement and election have been incorporated into this action .  

4)□ Since th is  application is in condition for  allowance except for formal matters, prosecution as to  the merits is 
closed in accordance with the practice under Ex parte Quayle, 1 935 C .D .  1 1 ,  453 O.G.  21 3 .  

Disposition of Claims* 

5) � Claim(s) 1 -1 7  is/are pending in the application .  

5a) Of the above claim(s) .!Z. is/are withdrawn from consideration .  

6 )  D Claim(s) is/are allowed. 

7) � Claim(s) 1 - 1 6  is/are rejected . 

8) □ Claim(s) __ is/are objected to . 

9) � Claim(s) 1 - 1 7  are subject to restriction and/or election requ i rement 
* If any claims have been determined allowable, you may be eligible to benefit from the Patent Prosecution Highway program at a 
participating intel lectual property office for the corresponding application .  For more information,  please see 
http://www.uspto.gov/patents/in it events/pph/index.jsp or  send an inquiry to PPHfeedback@uspto.gov. 

Application Papers 

1 0)□ The specification is objected to by the Examiner. 

1 1  )□ The drawing(s) fi led on __ is/are: a)□ accepted or b)D objected to by the Examiner. 
Applicant may not request that any objection to the drawing(s) be held i n  abeyance. See 37 CFR 1 .85(a). 
Replacement d rawing sheet(s) including the correction is required if the drawing(s) is objected to. See 37 CFR 1 . 1 21 (d) .  

Priority under 35 U .S.C. § 1 1 9  

1 2)□ Acknowledgment i s  made of a claim for foreign priority under 3 5  U .S .C.  § 1 1 9(a)-(d) o r  (f) . 
Certified copies : 

a)□ All b)D Some** c)□ None of the: 

1 .□ Certified copies of the priority documents have been received. 

2 .□ Certified copies of the priority documents have been received in Application No.  __ . 

3 .□ Copies of the certified copies of the priority documents have been received in this National Stage 
application from the International Bureau (PCT Rule 1 7 .2(a) ) .  

* *  See the attached detailed Office action for a list o f  the certified copies not received. 

Attachment{s) 

1 )  � Notice of References Cited (PTO-892) 

2) � Information Disclosure Statement(s) (PTO/SB/08a and/or PTO/SB/08b) 
Paper No(s)/Mail Date __ . 

U.S. Patent and Trademark Office 
PTOL-326 (Rev. 1 1 - 1 3) Office Action Summary 

3) D Interview Summary (PTO-41 3) 
Paper No(s)/Mail Date __ . 

4) D Other: __ . 

Part of Paper No./Mail Date 202004295 



Applicat ion/Control Num ber : 1 6/ 1 41 ,535 
Art Unit:2492 

Notice of Pre-A/A or A/A Status 

The present application, filed on or after March 1 6, 201 3, is being exam ined 

under the first inventor to file provisions of the AIA. 

DETAILED ACTION 

Election/Restrictions 

Page2 

Restriction to one of the following inventions is required under 35 U.S.C.  1 2 1 : 

I. Claims 1 - 1 6, drawn to method and system for computer having an 

separate space for first set of applications and second space for 

collaborative applications , c lass ified in C PC class G06F 21 /74. 

II . Claims 1 7, drawn to system for first computer and second to interact over 

the network for mu lti -user interactive software, class ified in C PC class 

G06T 221 9/024. 

The inventions are distinct(related as operation or des ign but can be patentable 

alone) , each from the other because: Group I invention is related to computer having 

space for shared application and local trusted application and the dependent claims 

further refine the features of the com puter l ike blocking/allowing com munication(claim 2, 

5-8, 1 0, 1 3- 1 6) , whi le Group I I inventions is related to first computer and second 

computer connecting over the network and enabling the com munication between the 

two computers . 

Inventions Group I and Group II are related as subcombinations disclosed as 

usable together in a s ingle combination. The subcom binations are distinct if they do not 
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overlap in scope and are not obvious variants , and if it is shown that at least one 

Page3 

subcombination is separately usable. In the instant case, subcom bination Group I I has 

separate util ity such as f irst and second computer being located with the same 

corporate network, i .e .  not l ike an untrusted remote com puter i n  Group I ,  having two 

functions for com munications over the corporate/enterprise network with trusted 

devices . See MPEP § 806.05(d) . 

The exam iner has required restriction between subcom binations usable together. 

Where applicant elects a subcom bination and claims thereto are subsequently found 

allowable, any claim (s) depending from or otherwise requiring all the l im itations of the 

allowable subcom bination will be exam ined for patentabil ity in accordance with 37 CFR 

1 . 1 04. See MPE P  § 821 .04(a) . Applicant is advised that i f  any claim presented in a 

continuation or divis ional application is anticipated by, or includes all the l im itations of, a 

claim that is allowable in the present application, such claim may be subject to 

provisional statutory and/or nonstatutory double patenting rejections over the claims of 

the instant application. 

Restriction for exam ination purposes as indicated is proper because al l these 

inventions l isted in this action are independent or distinct for the reasons given above 

and there would be a serious search and/or exam ination burden if restriction were not 

required because at least the following reason(s) apply: 
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• the inventions have acquired a separate status in the art in view of their different 

class ification 

• the inventions have acquired a separate status in the art due to their recognized 

divergent subject matter 

• the inventions require a different field of search (e. g . ,  searching different c lasses 

/subclasses or electronic resources , or employing different search strategies or 

search queries) .  

I n  sum mary, the instant claims are restricted on the grounds of  being distinctas 

com bination/s ubcom bi nation . 

Applicant is advised that the reply to this requirement to be complete must 

include (i) an election of a invention to be examined even though the requirement 

may be traversed (37 CFR 1 . 1 43) and (ii) identification of the claims encompassing 

the elected invention.  

The election of  an invention may be made with or without traverse. To reserve a 

right to petition, the election must be made with traverse. If the reply does not distinctly 

and specifically point out supposed errors in the restriction requirement, the election 

shall be treated as an election without traverse. Traversal m ust be presented at the time 

of  election in order to be considered timely. Fai lure to timely traverse the requirement 

will result in the loss of right to petition under 37 CFR 1 . 1 44. If claims are added after 

the election, applicant must indicate which of these claims are readable upon the 

elected invention. 
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Should applicant traverse on the ground that the inventions are not patentably 

distinct, applicant should subm it evidence or identify such evidence now of record 

showing the inventions to be obvious variants or c learly adm it on the record that this is 

the case. In either instance, if the exam iner finds one of the inventions unpatentable 

over the prior art, the evidence or adm iss ion may be used in a rejection under 35 U.S.C.  

1 03(a) of the other invention. 

The applicant is further rem inded that evidence showing obvious variants or 

claim ing restriction is not proper with statements that show groupings are not different 

on the record may be used as adm iss ion in upcoming Non-Final Rejection . 

During a telephone conversation with Mr. Jeung Huh on 5/4/2020 a 

provisional election was made without traverse to prosecute the invention of Group I, 

claims 1 - 1 6. Affi rmation of this election must be made by applicant in replying to this 

Office action.  Claim 1 7  is withdrawn from further cons ideration by the exam iner, 37 

CFR 1 . 1 42(b) ,  as being drawn to a non-elected invention. 

Applicant is rem inded that upon the cancellation of claims to a non -elected 

invention, the inventorship m ust be amended in com pliance with 37 CFR 1 .48(b) if one 

or more of the currently named inventors is no longer an inventor of at least one claim 
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remaining in the application . Any amendment of inventorship must be accompanied by 

a request under 37 CFR 1 .48(b) and by the fee required under 37 CFR 1 . 1 7( i ) .  

Double Patenting 

The nonstatutory double patenting rejection is based on a judicially created 

doctrine grounded in public policy (a policy reflected in the statute) so as to prevent the 

unjustified or im proper timewise extens ion of the " right to exclude" granted by a patent 

and to prevent possible harassment by mu ltiple assignees . A nonstatutory double 

patenting rejection is appropriate where the conflicting claims are not identical ,  but at 

least one exam ined application claim is not patentably distinct from the reference 

claim (s) because the exam ined application claim is either antic ipated by, or would have 

been obvious over, the reference claim (s) .  See, e .g . ,  In re Berg, 1 40 F.3d 1 428, 46 

USPQ2d 1 226 (Fed. Cir . 1 998) ; In re Goodman, 1 1  F.3d 1 046, 29 USPQ2d 201 0 (Fed. 

Cir .  1 993) ; In re Langi, 759 F.2d 887, 225 USPQ 645 (Fed. Cir . 1 985) ; In re Van Omum, 

686 F.2d 937, 21 4 USPQ 761 (CCPA 1 982) ; In re Vogel, 422 F.2d 438, 1 64 USPQ 61 9 

(CCPA 1 970) ; In re Thorington, 41 8 F.2d 528, 1 63 USPQ 644 (CC PA 1 969) . 

A timely filed term inal disclaimer in com pliance with 37 CFR 1 .321 (c) or 1 .321 (d) 

may be used to overcome an actual or provis ional rejection based on nonstatutory 

double patenting provided the reference application or patent either is shown to be 

commonly owned with the exam ined application, or claims an invention made as a 

result of activities undertaken within the scope of a joint research agreement. See 

MPE P  § 71 7.02 for applications subject to exam ination under the first inventor to file 
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provisions of the AIA as explained in MPEP § 21 59. See MPEP §§ 706.02(1) ( 1 )  -

Page? 

706.02( 1) (3) for applications not subject to exam ination under the first inventor to file 

provisions of the AIA. A term i nal disclaimer m ust be signed in compliance with 37 CFR 

1 .321 (b). 

The USPTO Internet webs ite contains term inal disclaimer forms which may be 

used. Please visit www.uspto.gov/patenVpatents-forms .  The fi l ing date of the application 

in which the form is fi led determ ines what form (e.g . ,  PTO/SB/25, PTO/SB/26, 

PTO/AIN25, or PTO/AIN26) should be used. A web-based eTerm inal Disclaimer may 

be fi l led out com pletely onl ine using web-screens . An eTerm inal Disclaimer that meets 

all requirements is auto-processed and approved immediately upon subm ission. For 

more information about eTerm inal Disclaimers , refer to 

Claims 1 - 1 6  provisionally rejected on the ground of nonstatutory double patenting 

as being unpatentable over claims 1 -22 of copending Application No. 1 6/1 63884 

(reference application) . Although the claims at issue are not identical, they are not 

patentably distinct from each other because the instant claims are host computer 

having isolated space for executing untrusted appl ications , whi le claims of '884 

application has an mobile device having isolated s pace for untrusted applications as 

taught in Design and Im plementations of Sandbox Technique for Isolated Applications 

to Haq et al. 
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This is a provisional nonstatutory double patenting rejection because the 

patentably indistinct claims have not in fact been patented. 

US App 1 6/1 41 535 US App 1 6/1 63884 Comments 

L A  host compute r syste m 1. A mobi l e  device The instant claim 1 and 

compri s i ng a p rocessor a nd compri s i ng a p rocessor a nd a c laim 1 + c laim 4 of '884 

memory, the processor rnemory, the processor application recites 

conf igured to: imp l ement a configured to: i mp lement  a 
providing two different 

workspace, where i n  the workspace, vvhe re i n the 
workspace, whereby 

vvorkspace is configured to workspace i s  configured to 
isolated workspace is 

enab le  ope rat ion of a fi rst set enab le  ope rati on of a fi rst set 
provided for trusted and 

untrusted application, 
of one or  more app l i cations of one or  more app l i cations 

inc luding m ulti-user 
or processes via a fi rst via a fi rst memo;y space ;  

interactive software. 

memory space ;  imp l ement i m pl ement an  i so l ated 
However, the instant 

an i so l ated computi ng computi ng envi ronme nt, the 
claims is an obvious 

envi ronment .. the i so l ated iso l ated computi ng 
variation of c laim s of '884 

computi ng e nvi ronment e nvi ronment be i ng 
applications . It would have 

be i ng configured to e nab l e  configured to  e nab le  been obvious to modify the 

ope ration  of a second set of operati on  of a second set of mobile device to host 

one or more app l i cat ions o r  one  or more app l i cati ons or  computer in order to 

proces:;es v ia  a second processes v ia a :;econd provide an virtual machine 

memory space, where i n  the rnemory space ,  where i n  at environment for executing 

second set of one or  more l east one app l i cation  of the untrusted applications as 
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app l i cations or processes second set of one o r  more 

compri ses a mu lt i ~ use r app l i cat ions or  processes i s  

i nte ractive softwa re configured  to commun icate 

app l i cation ;  i so l ate the with one or  more untrusted 

i so lated computi ng network desti nations; i so late 

e nvi ronrnen t. fmrn the the iso lated cornput.i ng 

workspace usi ng an  i nterna l  e nv i ronment from the 

iso lat ion fi rewa l l ;  and workspace usi ng an  i n terna l  

commun i cate data iso lat ion fi rewa l l .: and i so l ate 

associated with the mu lt i · the workspace and the 

use r i nte ract ive software iso l ated computi ng 

app l i cat ion with at. l east one envi ronment from at l east 

untrusted des ti nat ion v ia  a one network usi ng a host-

proxy devi ce, where i n  the based fi rewa l L  

mu l ti ~ use r i nte racti ve 

softwa re app l i cation  i s  4 .  The devi ce of  cl a im  1, 

unab le  to commun icate the where i n  the processor is 

data u nti l the iso l ated fu rther  configured to run one 

computi ng e nvi ronment has or  more trusted app l i cat ions 

authe nticated with a n  i n  the workspace, and 

authe nt ication  device .  where i n  the hos t.~based 

fi rewa l l  is configured to a l l ovv 

Page9 

taught in Haq see I. 

Introduction. 
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the trusted app l i cations to 

commun i cate with one or  

more desti nations v ia the  

network based on  

dete rm i n i ng that the 

desti nati ons a re trusted 

desti nati ons .  

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C.  1 03 which forms the bas is for all 

obviousness rejections set forth in this Office action : 

A patent fo r a claim ed i nvention  may not be obtai ned, notwithstanding that the claim ed 
i nvention is not identica l lydisclosed as set forth i n  section 1 02, if the differences between the 
claimed i nvention and the pr ior art are such that the cla imed invention as a whole wou ld have 
been obvious before the effective fi l i ng date of the cla imed invention to a person havi ng 
ord inaryski l l  in the art to which the claim ed invention pertai ns. Patentabi litys ha l l  not be 
negated by the m anner in which the invention was m ade. 

Page1 0  

Claims 1 - 16  is/are rejected under 35 U.S.C. 1 03 as being unpatentable over 

US Patent 8966464 to Christopher in view of US Patent Pub 201 4/0040979 to 

Barton. 

Regarding C lain1 1 ,  9 ,  Christopher discloses a host com puter systern com pris ing a 

processor and memory, the processor configured to : im plement a workspace, wherein 

the workspace is contigured to enable operation of a first set of one or more 
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applications or processes via a fi rs t rnemory space(Fig. 1 item 1 02, 1 i 2 & Fig .  4A itern 

4066) ; implement an isolated com puting environment, the isolated computing 

environment being configured to enable operation ot a second set of one or more 

applications or processes via a second rnemory space, \Nherein the second set of one 

or more applications or processes comprises a m ulti-user interactive software 

app!ication (Col 24 Ln 1 6-33, the virtual machine has defined memory t!1res!1old 

separate from host memory) ; isolate t11e isolated computing environment from the 

workspace using an internal isolation firewal ! (Co! 23 Ln 20-49, mu lti-tenant container & 

Co! 2i Ln 49-65, the security isolation for mu!tHenant container) ; the software 

application is unable to communicate t!1e data unti! the isolated computing environment 

has authenticated with an authentication device(Co! 22 LN 55-67, trusted identity is 

allowed access) .  

But Christopher does not disc lose the mu lti-user interactive softvvare. However, Barton 

discloses comm unicate data associated with the mu lti-user in teractive software 

application with at !east one untrusted destination via a proxy device(Fig. 25 item 251 0, 

25i 5 & Fig, 31 item 31 06 & Par, 0535, applications that are managed and un-managed 

& Fig. 27 Conferencing app) , 

It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include mu lti-user interactive software in order to provide for 
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the application specific tunnel . . .  " 

Regarding Claim 2, i 0, Christopher does not disclose the mu lti-interactive software. 

However, Barton discloses The system of c laim ·1 , wherein t11e mu lti-user interactive 

soft\Nare application is conrigured to allow a remote machine to control one or m ore of 

the second set of one or more applications or processes running in the isolated 

computing environment, wherein controll ing the one or more application or process 

comprises at least one of viewing, interacting wiH1 ,  modifying, uploading data to, or 

downloading data rrom the application or process (Fig. 333 i tem 3304, 3308, global 

c l ipboard has the uploaded content) . 

It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include mu lti-user interactive software in order to provide for 

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the application specific tunnel . . .  " 

Regarding Claim 3, 1 1 ,  Christopher does not disclose the mu lti-user interactive 

software. However, Barton discloses The systern of c !airn 1 ,  wherein the mu lti-user 

interactive software application is conrigured to allow a remote device to control one or 

more of a pointer device, a keyboard input, or a display ot the host computer 

system (Fig. 23 " Access the Remote Computerized Resource . . .  " .  
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It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include mu lti-user interactive software in order to provide for 

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the application specific tunnel . . .  " 

Regarding C lain1 4, i 2, Christopher disc loses the host computer system is connected 

to a network, the netvvork corresponding to one or more of a local area network (LAN) , a 

wide area netvvork (WAN) , a cellu lar network, a W i-Fi network, a dig ital subscribers l ine 

(DSL) network, a c loud computing network, a data center, or a satellite netvvork(Fig, 1 2  

item 1 21 8) .  

Regarding C laim 5, 1 3 , Christopher discloses the processor i s  further configured to 

im plement a host- based firmva!I, the host based-ri revva!! being configured to isolate the 

host computer system from comm unicating with one or more other devices on the 

network(Fig. 4A item "Container Logic" ,  Host File system is spate from Container 

Logic ) .  

Regarding Claim 6, i 4, Christopher discloses the host-based firewall is configured to 

block incom ing com munications from the network that are sent to the workspace(Fig. 

"1 1 ,  the prevent and intercept tenants) .  
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Regarding C laim 7, i 5 ,  Christopher discloses the processor is further conrigured to run 

one or m orn trusted applications in the first memory space, and wherein the trusted 

applications are configured to com municate with one or more trusted machines via the 

network(Col 45-63, the mu lti-tenant set up for comrnunications) .  

Regarding Claim 8, i 6,  Christopher discloses the internal isolation firewall is turt!1er 

configured to prom pt a user of the host com puter system to a!!ow communication 

betvveen the fi rst memory space and the second memory space(Fig. 2A item 

" Interceptor" , the operating system and container interface) . 

Conclusion 

The Examiner notes that communication through email is permitted only 

after authorization with submission of PTO/SB/439 form. Please file this form in 

EFS or thorough central fax before proceeding to communicate via email with the 

examiner. The submission of the PTO/SB/439 form via email will NOT be 

accepted. 

Any inquiry concerning this com munication or earlier com munications from the 

exam iner should be directed to Venkat Perungavoor whose telephone number is 

(571 )272-721 3. The exam iner can normally be reached on 9-5.  If attem pts to reach the 

exam iner by telephone are unsuccessful ,  the exam iner's supervisor, Saleh Najjar can 
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be reached on 571 -272-4006. The fax phone number for the organization where this 

application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system . Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system , see http://pair-direct.uspto.gov. Should 

you have questions on access to the Private PAIR system , contact the Electronic 

Bus iness Center (EBC) at 866-21 7-91 97 (toll-free) . If you would l ike ass istance from a 

USPTO Customer Service Representative or access to the automated info rmation 

system , call 800-786-91 99 ( IN USA OR CANADA) or 571 -272- 1 000. 

/VENKAT PERUNGAVOO R/ 
Primary Exam iner, Art Unit 2492 
Emai l :  venkatanarayan.perungavoor@uspto.gov 
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DOCKET NO.: LCOM ENT Collab USOl PATENT - - -
Application No.: 16/141,535 
Office Action Dated: May 7, 2020 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re Application of: Confirmation No. : 7622 
L3 Technologies, Inc. 

Application No.: 16/141,535 Group Art Unit: 2492 

Examiner: PERUN GA VOOR, 
VENKATANARAY 

Filing Date: September 25, 2018 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13 - 1450 

Sir: 
REPLY PURSUANT TO 37 CFR § 1.1 1 1  

In response to the Official Action dated May 7 ,  2020, reconsideration i s  respectfully 

requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI.A of this paper. 

r8J Amendments to the Claims are reflected in the listing of the claims which begins 
on page 2 of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

r8J Remarks begin on page 7 of this paper. 

1:8'.1 The Commissioner is hereby authorized to charge any fee deficiency, charge any 
additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-5519. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims :  

1 .  (Current Amended) A host eomputef ::;ystem comprising a processor and 

memory, the processor configured to: 

implement a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 

implement an isolated computing environment, the isolated computing environment 

being configured to enable operation of a second set of one or more applications or processes via 

a second memory space, wherein the second set of one or more applications or processes 

comprises a multi-user interactive software application; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; and 

send eommunieate data to an untrusted destination from assoeiated with the multi-user 

interactive software application associated with the isolated computing environment at least one 

untrusted destination via a proxy device, wherein the multi-user interactive software application 

is unable to send eommunieate the data until the isolated computing environment has 

authenticated with an authentication device. 

2 .  (Currently Amended) The system of claim 1, wherein the multi-user interactive 

software application is configured to allow a remote machine to control an application or process 

one Of more of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the one Of more application or process comprises at 

least one of viewing, interacting with, modifying, uploading data to, or downloading data from 

the application or process. 

Page 2 of 1 0  
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3 .  (Currently Amended) The system of claim 1 ,  wherein the multi-user interactive 

software application is configured to allow a remote device to control one or more of a pointer 

device, a keyboard input, or a display of the host computer system. 

4. (Currently Amended) The system of claim 1 ,  wherein the host computer system is 

connected to a network, the network corresponding to one or more of a local area network 

(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers 

line (DSL) network, a cloud computing network, a data center, or a satellite network. 

5 .  (Currently Amended) The system of claim 4, wherein the processor is further 

configured to implement a host-based firewall, the host-based firewall host based firewall being 

configured to isolate the host computer system from communicating with one or more other 

devices on the network. 

6. (Original) The system of claim 5, wherein the host-based firewall is 

configured to block incoming communications from the network that are sent to the workspace. 

7. (Original) The system of claim 4, wherein the processor is further configured 

to run one or more trusted applications in the first memory space, and wherein the trusted 

applications are configured to communicate with one or more trusted machines via the network. 

8 .  (Currently Amended) The system of claim 1 ,  wherein the internal isolation 

firewall is further configured to prompt a user of the host computer system to allow 

communication between the first memory space and the second memory space. 

9. (Currently Amended) A method comprising: 

implementing a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 
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implementing an isolated computing eomputed environment, the isolated computing 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space, wherein the second set of one or more applications or 

processes comprises a multi-user interactive software application; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; and 

send eommunieating data to an untrusted destination from assoeiated with the multi-user 

interactive software application associated with the isolated computing environment at least one 

untrusted destination via a proxy device, wherein the multi-user interactive software application 

is unable to send eommunieate the data until the isolated computing environment has 

authenticated with an authentication device. 

10 .  (Currently Amended) The method of claim 9, wherein the multi-user interactive 

software application is configured to allow a remote machine to control an application or process 

one or more of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the one or more application or process comprises at 

least one of viewing, interacting with, modifying, uploading data to, or downloading data from 

the application or process. 

1 1 .  (Original) The method of claim 9, wherein the multi-user interactive software 

application is configured to allow a remote device to control one or more of a pointer device, a 

keyboard input, or a display of the isolated computing environment. 

12 .  (Original) The method of claim 9, further comprising connecting to a 

network, the network corresponding to one or more of a local area network (LAN), a wide area 

network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a 

cloud computing network, a data center, or a satellite network. 
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1 3  (Currently Amended) The method of claim 12, further comprising implementing 

a host-based firewall, the host-based firewall host based firewall being configured to isolate the 

first memory space and the second memory space from communicating with one or more devices 

on the network. 

14 .  (Original) The method of claim 13 ,  wherein the host-based firewall is 

configured to block incoming communications from the network that are sent to the workspace. 

1 5 .  (Original) The method of claim 12, further comprising running one or more 

trusted applications in the first memory space, wherein the trusted applications are configured to 

communicate with one or more trusted machines via the network. 

16 .  (Original) The method of claim 9, wherein the internal isolation firewall is 

further configured to prompt a user of the workspace to allow communication between the first 

memory space and the second memory space. 

17 .  (Withdrawn) A system comprising: 

a network; 

an authentication device; 

a first computer configured to connect to the network, the first computer comprising a 

first processor and a first memory, wherein the first processor is configured to : 

implement a first workspace, wherein the first workspace is configured to enable 

operation of a first set of one or more applications or processes via a first memory space; 

implement a first isolated computing environment, the first isolated computing 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space, wherein the second set of one or more applications or 

processes comprises a multi-user interactive software application; and 
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isolate the first isolated computing environment from the first workspace using a first 

internal isolation firewall; and 

a second computer configured to connect to the first computer via the network, the 

second computer comprising a second processor and a second memory, wherein the second 

processor is configured to : 

implement a second workspace, wherein the second workspace is configured to enable 

operation of a third set of one or more applications or processes via a third memory space; 

implement a second isolated computing environment, the second isolated computing 

environment being configured to enable operation of a fourth set of one or more applications or 

processes via a fourth memory space, wherein the fourth set of one or more applications or 

processes comprises a multi-user interactive software application; and 

isolate the second isolated computing environment from the second workspace using a 

second internal isolation firewall; 

wherein the first computer and the second computer are configured to communicate data 

associated with the multi-user interactive software application via a proxy device, and wherein 

the multi-user interactive software application is unable to communicate the data until the first 

isolated computing environment and the second isolated computing environment have 

authenticated with the authentication device. 
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REMARKS 

Claims 1 - 1 6  will be pending in the application. Claims 1 -5,  8- 1 0, and 1 3  have been 

amended. No claims have been canceled or added. Claim 17  has been withdrawn without 

prejudice. Support for the amendments can be found throughout the Specification and Figures, 

such as at paragraphs [0025]-[0030], for example. No new matter has been added. 

Election/Restrictions 

The Office Action dated May 7, 2020, restricts the claim of the application into the 

following groups :  

Group I - Claims 1 - 1 6; and 

Group II - claim 17 .  

In an effort to further prosecution and as  previously discussed with Examiner 

Perungavoor on May 4th, 2020, Applicant elects Group I without traversal . Applicant 

understands that this election is being made to aid the Examiner in conducting a search and 

examination of the claimed subj ect matter, and, is not to be construed as limiting the scope of 

Applicant' s claims. 

Double Patenting Rejections 

Claims 1 - 1 6  are provisionally rej ected under the judicially created doctrine of 

obviousness-type double patenting as allegedly being obvious over claims 1 -22 of U. S .  Patent 

Application No. 1 6/ 163 ,884. 

Applicant requests that the Examiner hold the rej ection of the pending claims in abeyance 

until the pending claims of the present application are allowed, as the pending claims may have 

been or may be amended in such a way as to render this rejection meaningless. Applicant asserts 

that the present request is fully responsive to the non-statutory type double patenting rej ection. 

And Applicant retains the right to file a terminal disclaimer at a later stage of prosecution. 
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Claims 1 - 1 6  were rej ected under 3 5  U. S .C .  § 1 03 for allegedly being unpatentable over 

Christopher1 in view of Barton.2 Applicant disagrees with the rej ections. 

Christopher and Barton, whether alone or in combination, fail to teach or suggest sending 

"data to an untrusted destination from the multi-user interactive software application associated 

with the isolated computing environment via a proxy device . . .  ," as recited in amended claim 1 .  

First, Christopher does not teach or suggest this feature. As admitted in the Office 

Action, Christopher does not teach or suggest communicating "data associated with the multi­

user interactive software application with at least one untrusted destination via a proxy 

device . . . .  "3 So it follows that Christopher cannot be said to teach or suggest sending "data to an 

untrusted destination from the multi-user interactive software application associated with the 

isolated computing environment via a proxy device . . .  ," as recited in amended claim 1 .  

Second, Barton also does not teach or suggest this feature. For example, the system in 

Barton cannot send data to an untrusted destination. Rather, Barton prevents data from being 

sent to an unmanaged application. 

Figure 35 of Barton demonstrates that the Barton system prevents data from being sent to 

an unmanaged application.4 The unmanaged application in Figure 35 is a personal application. 

The personal application is separated from the from a managed set of applications. The managed 

set of applications are managed using a policy from an enterprise mobility management (EMM) 

server. The policy from the EMM server allows the managed set of applications to share data. 

But the policy prevents the managed set of applications from sharing the data with the personal 

application.5 That is, the Barton system prevents data from being sent from the managed set of 

applications to an unmanaged application.6 

1 U.S. Patent No. 8,966,464. 
2 U.S. Publication No. 20 14/0040979. 
3 Office Action dated 05/07/2020, at pages 1 1 -12. 
4 Barton at paras. [0535]-[0538], and [0549] ; FIG. 35. 
s Id. 
6 See Id. 

Page 8 of 1 0  
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And preventing data from being sent to an unmanaged application is not the equivalent of 

sending "data to an untrusted destination from the multi-user interactive software application 

associated with the isolated computing environment via a proxy device . . .  ," as recited in 

amended claim 1 .  The system in Barton simply cannot send data to an untrusted destination. 

Barton explicitly states that the "managed set of applications . . .  are selectively prohibited from 

sharing files and/or data with applications that are not part of the managed set."7 That is, the 

"data are prevented from leaking out of the managed set . . . .  "8 Further, Barton states that 

unmanaged application "may not access secure data" or "may not communicate with a secure 

server."9 That is, Barton does not allow the data to be sent to an untrusted destination. So, 

Barton does not teach or suggest sending "data to an untrusted destination from the multi-user 

interactive software application associated with the isolated computing environment via a proxy 

device," as claim 1 recites. 

Accordingly, claim 1 is patentable over Christopher and Barton for at least the reasons 

above. Because claim 9 recites features that are similar to claim 1 ,  claim 9 is also patentable 

over Christopher and Barton. Further, at least due to their respective dependence on independent 

claims 1 and 9, dependent claims 2-8 and 1 0- 1 6  are also patentable over Christopher and Barton. 

7 Barton at paras. [0535] .  
s Id. 
9 Id.at para. [0549] . 
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CONCLUSION 

Applicant submits that the present application is in condition for allowance and a Notice 

of Allowance is requested. Examiner Perungavoor is invited to call Applicant' s undersigned 

representative to discuss the application should the Examiner determine that such a discussion 

may advance prosecution. 

Date : August 7, 2020 

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1 700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 

Page 10 of 1 0  
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Notice of Pre-A/A or A/A Status 

The present application, filed on or after March 1 6, 201 3, is being exam ined 

under the first inventor to file provisions of the AIA. 

DETAILED ACTION 

Response to Arguments 

Page 2 

The applicant request to hold the double patenting rejection in abeyance is granted. 

The applicant election of Group I without traverse is acknowledged in reply fi led .  

Applicant's arguments filed 5/7/2020 have been fully cons idered but they are not 

persuas ive. 

The applicant arguments relating to managed application not comm unicating with 

unmanaged application is not persuas ive . 

As Barton discloses perm itting applications to run in an untrusted environment based 

on being containerized see Par. 0095 & Par. 0097.And further preventing access to 

highly classified data, i .e  isolated environment see Par. 0095. And further Barton also 

discloses the managed data applications interacting with other applications that are not 

managed see Par. 0 1 70. The cl ipboard data is sent to an second untrusted application 
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via an copy-paste operation see Par. 01 57. The remote application access is also 

sending data to an untrusted destination see Par. 0076. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C.  1 03 which forms the bas is for all 

obviousness rejections set forth in this Office action: 

A patent fo r a claim ed i nvention m ay not be obta i ned, notwithstanding that the claim ed 
i nvention is not identica l lydisclosed as set forth i n  section 1 02, if the differences between the 
claimed i nvention and the pr ior art are such that the claim ed i nvention as a whole wou ld have 
been obvious before the effective fi l i ng date of the cla imed invention to a person havi ng 
ord inaryski l l  in the art to which the claim ed invention pertai ns. Patentabi litys ha l l  not be 
negated by the m anner in wh ich the i nvention  was made. 

Page 3 

Claims 1 - 16  is/are rejected under 35 U.S.C. 1 03 as being unpatentable over 

US Patent 8966464 to Christopher in view of US Patent Pub 201 4/0040979 to 

Barton. 

Regarding Claim 1 ,  9,  Christopher discloses a host com puter system com pris ing a 

processor and memory, the processor configured to : im plement a workspace, wherein 

the workspace is configured to enable operation of a first set of one or rnore 

applications or processes via a tirst memory space(Fig. i item i 02, i i  2 & Fig .  4A item 

406B) ; implement an isolated com puting environment, the isolated computing 

envi ronment being conrigured to enable operation of a second set of one or rnore 

applications or processes via a second memory space, wherein the second set of one 
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or more applications or processes cornprises a multi-user interactive software 

app!ication(Co! 24 Ln 1 6-33, the virtual machine has defined memory threshold 

separate from !1ost memory) ; isolate the isolated computing environment from the 

Page 4 

\Norkspace using an internal isolation firewal! (Col 23 Ln 20-49, multi-tenant container & 

Co! 2i Ln 49-65, the security isolation for mu lti-tenant container) ; the software 

application is unable to communicate the data until the isolated computing environment 

!ias aut!1enticated with an aut!1entication device(Co! 22 LN 55-67, trusted identity is 

allowed access) .  

But Christopher does not disclose the mu lti-user interactive software. However, Barton 

discloses send data to an untrusted destination from the multi-user interactive software 

application associated with the isolated computing environment with via a proxy 

device(Fig. 25 item 251 0, 25i 5 & Fig. 3i item 3i  06 & Par. 0535, applications that are 

managed and un-managed & Fig. 27 Conferencing app) . 

It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include mu lti -user interactive software in order to provide for 

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the appl ication specific tunnel . . .  " 

Regarding Claim 2, i 0, Christopher does not disclose the mu lti-interactive software. 

However, Barton discloses The system of c laim ·1 , wherein t11e mu lti-user interactive 
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soft\Nare application is conrigured to allow a remote machine to control one or more of 

the second set of one or more applications or processes running in the isolated 

computing environment, wherein controll ing the one or more application or process 

comprises at least one of vievving, interacting with, modifying, uploading data to, or 

downloading data from the application or process (Fig. 333 item 3304, 3308, global 

cl ipboard has t!1e uploaded content) . 

It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include m ulti -user interactive software in order to provide for 

enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the appl ication specific tunnel . . .  " 

Regarding C laim 3, 1 1 ,  C !1r istopher does not disclose Hie mu lti-user interactive 

software. However, Barton discloses The systern of c !airn 1 ,  wherein the mu lti-user 

interactive software application is configured to allow a remote device to control one or 

more ot a pointer device, a keyboard input, or a display ot the host computer 

system (Fig. 23 " Access t11e Remote Computerized Resource . . .  " .  

It would have been obvious before the effective fi l ing date of the claimed invention to a 

person having ordinary ski l l  in the art to modify Christopher invention of generating an 

m ulti-tenant container to include m ulti -user interactive software in order to provide for 
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enterprise software for conferencing and resources as taught in Barton see Fig. 23 item 

"Construct the appl ication specific tunnel . . .  " 

Regarding C laim 4, i 2, Christopher discloses the host computer systern is connected 

to a network, the network corresponding to one or more of a local area netvvork (LA[\]) ,  a 

wide area network (WAN) , a cellu lar network, a W i+i netvvork, a dig ital subscribers l ine 

(DSL) network, a cloud computing network, a data center, or a satellite network(Fig. 1 2  

item i 2i  8) . 

Regarding Claim 5, 1 3, Christopher discloses the processor is further configured to 

im plement a host- based firewall ,  the !1ost based-firewall being configured to isolate the 

host computer system from comm unicating with one or more other devices on the 

network(Fig. 4A item "Container Logic" , Host File system is spate from Container 

Logic) . 

Regarding C laim 6, i 4, Christopher discloses the host~based firewall is configured to 

block incom ing com munications from U1e netvvork that are sent to the workspace(Fig. 

1 1 ,  t11e prevent and intercept tenants) . 

Regarding Claim 7, 1 5, Christopher discloses the processor is further configured to run 

one or more trusted applications in the first memory space, and w!1erein the trusted 

applications are conrigured to com municate with one or more trusted machines via the 

network(Co! 45~63, the multi-tenant set up for communications) . 
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Regarding Claim 8, i 6, Christopher discloses the internal isolation firewall is further 

configured to prom pt a user ot the host com puter system to allow communication 

between the first mernory space and the second rnemory space(Fig. 2A item 

'' Interceptor", the operating system and container interface) . 

Conclusion 

The Examiner notes that communication through email is permitted only 

after authorization with submission of PTO/SB/439 form. Please file this form in 

EFS or thorough central fax before proceeding to communicate via email with the 

examiner. The submission of the PTO/SB/439 form via email will NOT be 

accepted. 

THIS ACTION IS MADE FINAL. Applicant is rem inded of the extension of time  

policy as set forth in 37 CFR 1 . 1 36(a) . 

A shortened statutory period for reply to this final action is set to expire THREE 

MONTHS from the mail ing date of  this action . I n  the event a first reply is filed within 

TWO MONTHS of the mail ing date of this final action and the advisory action is not 

mai led until after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period will expire on the date the advisory action is mai led, and any 

extension fee pursuant to 37 CFR 1 . 1 36(a) wil l be calculated from the mail ing date of 
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the advisory action. In no event, however, wil l  the statutory period for reply expire later 

than S IX MONTHS from the mai l ing date of this final action.  

Any inquiry concerning th is com munication or earlier com munications from the 

exam iner should be directed to Venkat Perungavoor whose telephone number is 

(571 )272-721 3. The exam iner can normally be reached on 9-5.  If attem pts to reach the 

exam iner by telephone are unsuccessful ,  the exam iner's supervisor, Saleh Najjar can 

be reached on 571 -272-4006. The fax phone number for the organization where this 

application or proceeding is assigned is 571 -273-8300. 

Information regarding the status of an application may be obtained from the 

Patent Application Information Retrieval (PAIR) system . Status information for 

published applications may be obtained from either Private PAIR or Public PAIR. 

Status information for unpublished applications is available through Private PAIR only. 

For more information about the PAIR system , see http://pair-direct .uspto.gov. Should 

you have questions on access to the Private PAIR system , contact the Electronic 

Bus iness Center (EBC) at 866-21 7-91 97 (toll-free) . If you would l ike ass istance from a 

US PTO Customer Service Representative or access to the autom ated information 

system , call 800-786-91 99 ( IN USA OR CANADA) or 571 -272- 1 000. 

/VENKAT PERUNGAVOO R/ 
Primary Exam iner, Art Unit 2492 
Emai l :  venkatanarayan.perungavoor@uspto.gov 
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Office Action Dated: September 9, 2020 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 
In re Application of: Confirmation No. : 7622 
L3 Technologies, Inc. 

Application No.: 16/141,535 Group Art Unit: 2492 

Examiner: PERUN GA VOOR, 
VENKATANARAY 

Filing Date: September 25, 2018 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Mail Stop RCE 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13 - 1450 

Sir: 
REPLY PURSUANT TO 37 CFR § 1 .114 

In response to the Official Action dated September 9,  2020, reconsideration is 

respectfully requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI A of this paper. 

l:8J Amendments to the Claims are reflected in the listing of the claims which begins 
on page 2 of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

l:8J Remarks begin on page 7 of this paper. 

l:8J The Commissioner is hereby authorized to charge any fee deficiency, charge any 
additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-5519. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims :  

1 .  (Currently Amended) A system comprising a processor and memory, the 

processor configured to : 

implement a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 

implement an isolated computing environment, the isolated computing environment 

being configured to enable operation of a second set of one or more applications or processes via 

a second memory space, wherein the second set of one or more applications or processes 

comprises a multi-user interactive software application; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; [[and]] 

authenticate the isolated computing environment with an authentication device; and 

send data to an untrusted destination from the multi-user interactive software application 

assoeiated with the isolated eom:putiH:g eH:viroH:m:eH:t via a proxy device when , whereiH: the multi 

user iHteraetive software applieatioH: is uH:able to seH:d the data uH:til the isolated computing 

environment has been authenticated with aH: autheH:tieatioH: deviee. 

2 .  (Previously Presented) The system of claim 1 ,  wherein the multi-user 

interactive software application is configured to allow a remote machine to control an application 

or process of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the application or process comprises at least one of 

viewing, interacting with, modifying, uploading data to, or downloading data from the 

application or process. 
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3 .  (Previously Presented) 

PATENT 

The system of claim 1 ,  wherein the multi-user 

interactive software application is configured to allow a remote device to control one or more of 

a pointer device, a keyboard input, or a display of the system. 

4. (Previously Presented) The system of claim 1 ,  wherein the system is 

connected to a network, the network corresponding to one or more of a local area network 

(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers 

line (DSL) network, a cloud computing network, a data center, or a satellite network. 

5 .  (Previously Presented) The system of claim 4, wherein the processor is 

further configured to implement a host-based firewall, the host-based firewall being configured 

to isolate the system from communicating with one or more other devices on the network. 

6. (Original) The system of claim 5, wherein the host-based firewall is 

configured to block incoming communications from the network that are sent to the workspace. 

7. (Original) The system of claim 4, wherein the processor is further configured 

to run one or more trusted applications in the first memory space, and wherein the trusted 

applications are configured to communicate with one or more trusted machines via the network. 

8. (Previously Presented) The system of claim 1 ,  wherein the internal 

isolation firewall is further configured to prompt a user of the system to allow communication 

between the first memory space and the second memory space. 

9. (Currently Amended) A method comprising: 

implementing a workspace, wherein the workspace is configured to enable operation of a 

first set of one or more applications or processes via a first memory space; 
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implementing an isolated computing environment, the isolated computing environment 

being configured to enable operation of a second set of one or more applications or processes via 

a second memory space, wherein the second set of one or more applications or processes 

comprises a multi-user interactive software application; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; [[and]] 

authenticating the isolated computing environment with an authentication device; and 

sending data to an untrusted destination from the multi-user interactive software 

application associated vlith the isolated computing environment via a proxy device when, 

wherein the multi user interncti1re software application is una-ble to send the data until the 

isolated computing environment has been authenticated with an authentication device. 

10 .  (Previously Presented) The method of claim 9, wherein the multi-user 

interactive software application is configured to allow a remote machine to control an application 

or process of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the application or process comprises at least one of 

viewing, interacting with, modifying, uploading data to, or downloading data from the 

application or process. 

1 1 .  (Original) The method of claim 9, wherein the multi-user interactive software 

application is configured to allow a remote device to control one or more of a pointer device, a 

keyboard input, or a display of the isolated computing environment. 

12 .  (Original) The method of claim 9, further comprising connecting to a 

network, the network corresponding to one or more of a local area network (LAN), a wide area 

network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a 

cloud computing network, a data center, or a satellite network. 

Page 4 of 9 



DOCKET NO.: LCOM ENT Collab US0l - - -
Application No.: 16/141,535 
Office Action Dated: September 9, 2020 

PATENT 

1 3 .  (Previously Presented) The method of claim 12, further comprising 

implementing a host-based firewall, the host-based firewall being configured to isolate the first 

memory space and the second memory space from communicating with one or more devices on 

the network. 

14 .  (Original) The method of claim 13 ,  wherein the host-based firewall is 

configured to block incoming communications from the network that are sent to the workspace. 

1 5 .  (Original) The method of claim 12, further comprising running one or more 

trusted applications in the first memory space, wherein the trusted applications are configured to 

communicate with one or more trusted machines via the network. 

16 .  (Original) The method of claim 9, wherein the internal isolation firewall is 

further configured to prompt a user of the workspace to allow communication between the first 

memory space and the second memory space. 

17 .  (Withdrawn) A system comprising: 

a network; 

an authentication device; 

a first computer configured to connect to the network, the first computer comprising a 

first processor and a first memory, wherein the first processor is configured to : 

implement a first workspace, wherein the first workspace is configured to enable 

operation of a first set of one or more applications or processes via a first memory space; 

implement a first isolated computing environment, the first isolated computing 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space, wherein the second set of one or more applications or 

processes comprises a multi-user interactive software application; and 

Page 5 of 9 



DOCKET NO.: LCOM ENT Collab US0l - - -
Application No.: 16/141,535 
Office Action Dated: September 9, 2020 

PATENT 

isolate the first isolated computing environment from the first workspace using a first 

internal isolation firewall; and 

a second computer configured to connect to the first computer via the network, the 

second computer comprising a second processor and a second memory, wherein the second 

processor is configured to : 

implement a second workspace, wherein the second workspace is configured to enable 

operation of a third set of one or more applications or processes via a third memory space; 

implement a second isolated computing environment, the second isolated computing 

environment being configured to enable operation of a fourth set of one or more applications or 

processes via a fourth memory space, wherein the fourth set of one or more applications or 

processes comprises a multi-user interactive software application; and 

isolate the second isolated computing environment from the second workspace using a 

second internal isolation firewall; 

wherein the first computer and the second computer are configured to communicate data 

associated with the multi-user interactive software application via a proxy device, and wherein 

the multi-user interactive software application is unable to communicate the data until the first 

isolated computing environment and the second isolated computing environment have 

authenticated with the authentication device. 
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REMARKS 

Claims 1 - 1 6  are pending in the application. Claims 1 and 9 have been amended. No 

claims have been canceled or added. Support for the amendments to the claims can be found 

throughout the as-filed specification, such as in paragraphs [0007], [0008], and [0027]-[0029], 

for example. No new matter has been added. 

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103 

Claims 1 - 1 6  were rej ected under 3 5  U. S .C .  § 1 03 for allegedly being unpatentable over 

Christopher1 in view of Barton.2 Applicant disagrees with the rej ections. 

Independent claim 1 has been amended to recite sending "data to an untrusted destination 

from the multi-user interactive software application via a proxy device when the isolated 

computing environment has been authenticated." But Christopher and Barton, whether alone or 

in combination, do not teach or suggest these features. 

Christopher does not teach or suggest this feature. As admitted in the Office Action, 

Christopher does not teach or suggest sending "data to an untrusted destination from the multi­

user interactive software application associated with the isolated computing environment . . . .  "3 

So, it follows that Christopher cannot be said to teach or suggest sending "data to an untrusted 

destination from the multi-user interactive software application via a proxy device when the 

isolated computing environment has been authenticated," as recited in amended claim 1 .  

Barton also does not teach or suggest this feature. In Barton, a managed application 

cannot send data to an unmanaged application. 

Figure 3 5  of Barton shows that the Barton managed application cannot send data to the 

unmanaged application.4 The unmanaged application in Figure 3 5  is separate from the managed 

application.5 The managed application is "restricted to only be able to communicate with other 

1 U.S. Patent No. 8,966,464. 
2 U.S. Publication No. 20 14/0040979. 
3 Office Action dated 09/09/2020, at page 4. 
4 Barton at paras. [0535]-[0538] ; FIG. 35. 
5 Id. 
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managed apps . . . .  "6 That is, the managed application can only communicate with another 

managed application. But the managed application cannot send data to an unmanaged 

application.7 

Barton even further clarifies that the managed application cannot send data to the 

unmanaged application. Specifically, Barton states that the "managed set of applications . . .  are 

selectively prohibited from sharing files and/or data with applications that are not part of the 

managed set."8 In this way, "data are prevented from leaking out of the managed set . . .  ," as the 

managed set of applications are "blocked from exporting data to unmanaged applications."9 That 

is, the Barton managed application cannot send data to an unmanaged application. 10 So Barton 

cannot be said to teach or suggest sending "data to an untrusted destination from the multi-user 

interactive software application via a proxy device when the isolated computing environment has 

been authenticated," as recited in amended claim 1 .  

Accordingly, claim 1 i s  patentable over Christopher and Barton for at least the reasons 

above. Because claim 9 recites features that are similar to claim 1 ,  claim 9 is also patentable 

over Christopher and Barton. Further, at least due to their respective dependence on independent 

claims 1 and 9, dependent claims 2-8 and 1 0- 1 6  are also patentable over Christopher and Barton. 

6 Barton at para. [0075] .  
7 See Id. at paras. [0535]-[0538];  FIG. 35 .  
8 Id. at para. [0535] .  
9 Id. at paras. [0 170] and [0535] .  
10 Id. 
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CONCLUSION 

Applicant submits that the present application is in condition for allowance and a Notice 

of Allowance is requested. Examiner Perungavoor is invited to call Applicant' s undersigned 

representative to discuss the application should the Examiner determine that such a discussion 

may advance prosecution. 

Date : March 8, 202 1 

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1 700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 
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Notice of Pre-A/A or A/A Status 

The present appl ication , f i led on or after March 1 6 , 20 1 3, is being  examined 

under the fi rst i nventor to f i le provisions of the AIA. 

DETAILED ACTION 

Continued Examination Under 37 CFR 1. 1 14 
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A request for conti nued examination under 37 CFR 1 . 1 1 4, i ncluding the fee set 

forth in  37 CFR 1 . 1 7( e), was f i led in this appl icat ion after f inal rejection .  Since this 

application is el ig ible for cont inued examination under 37 CFR 1 . 1 1 4, and the fee set 

forth in  37 CFR 1 . 1 7( e) has been timely paid, the f inal i ty of the previous Office action 

has been withdrawn pursuant to 37 CFR 1 . 1 1 4. Applicant's submission f i led on 

3/8/202 1 has been entered . 

Response to Arguments 

Applicant's arguments with respect to claim (s) 1 1 6  have been considered but are 

moot because the new ground of reject ion does not rely on any reference appl ied in the 

prior reject ion of record for any teach ing or matter specifical ly chal lenged in the 

argument. 

Claim Rejections - 35 USC § 1 12 

The fol lowi ng is a quotat ion of 35 U .S .C .  1 1 2(b) : 
(b) CONCLU S ION.-The specification shall conc lude with one or more c laims particularly 
pointi ng out and d isti nctly claim ing the subject matter which the inventor or a joi nt i nventor 
regards as the i nvention. 

The fol lowi ng is a quotation of 35 U .S .C .  1 1 2 (pre-A IA) , second paragraph : 
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claim ing the subject matter which the appl icant regards as his invention. 
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Claims 1 -8 are rejected under 35 U .S .C .  1 1 2(b) or 35 U .S .C .  1 1 2  (pre-AIA) , 

second paragraph,  as being indef in ite for fai l i ng to particularly point out and disti nctly 

claim  the subject matter which the inventor or a jo int i nventor ( or for appl ications subject 

to pre-AIA 35 U .S .C .  1 1 2, the appl icant) , regards as the i nvention . 

C laim l im i tation "workspace configured to" , " isolated computi ng envi ronment 

configured to" , "mu l ti -user interactive software app l ication is configured to" (C laim 2 and 

C laim 3), "host-based fi rewal l is configured to" (C laim 5 and Claim  6) , " trusted 

applications are configured to" (C la im 7), i nvokes 35 U .S .C .  1 1 2(f) or pre-AIA 35 U .S .C .  

1 1 2, sixth paragraph. However, the written descri ption fai ls to  disclose the 

corresponding structu re, material, or acts for performing the entire claimed function and 

to clearly l i n k  the structure, material , or acts to the function . Therefore, the claim is 

indef in ite and is rejected under 35 U .S .C .  1 1 2(b) or pre-AIA 35 U .S.C .  1 1 2,  second 

paragraph. 

Appl icant may: 

(a) Amend the claim so that the claim l imitat ion wi l l no longer be interpreted as a 

l imitation under 35 U .S .C .  1 1 2(f) or pre-AIA 35 U .S .C .  1 1 2, sixth paragraph ; 

(b) Amend the written descript ion of the specification such that it expressly recites 

what structure, material , or acts perform the entire claimed function , without 

introduci ng any new matter (35 U .S .C .  1 32(a) ) ;  or 
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(c) Amend the written description of the specification such that it clearly l i n ks the 

structure, material ,  or acts disclosed therei n to the function recited i n  the claim ,  

without i ntroducing any new matter (35 U .S .C .  1 32(a) ) .  

I f  appl icant i s  of the  opin ion that the  written description of the specification 

already impl icit ly or i nherently discloses the correspondi ng structure, mater ial ,  or acts 

and clearly l inks them to the function so that one of ord inary ski l l  i n  the art would 

recognize what structure, material , or acts perform the claimed function, appl icant 

shou ld clarify the record by either: 

(a) Amend ing the written descri ption of the specificat ion such that it express ly 

recites the correspondi ng structure, material, or acts for performing the claimed 

function and clearly l inks or associates the structure, material , or acts to the 

claimed funct ion, without introduci ng any new matter (35 U .S.C .  1 32(a) ) ;  or 

(b) Stati ng on the record what the corresponding structure, mater ial ,  or acts, which 

are impl icitly or inherently set forth in the written descri ption of the specif ication, 

perform the claimed function .  For more information ,  see 37 CFR 1 .75 (d) and 

MPEP §§ 608.0 1 (0) and 2 1 8 1 . 

The Diebold Nixdorf v. ITC case i l lustrates the black box implementation of the 

structure is not sufficient to overcome the 35 USC § 1 1 2(f) . The case i nvolved an 

cheque standby unit being understood to be not sufficiently descri bed to have structure 

in the d isclosure and a black box disclosure of this unit  in the drawings was deemed 

insuff icient. 
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And i n  the case of generic computer being the structu re then an algorithm for the 

generic computer must be d isclosed is specif ications. See MPE P 2 1 8 1 , I I , B [R - 1 0 .20 1 9] 

see citat ion below with underl ine for emphasis. 

I I .  DESCRIPTION NECESSARY TO SUPPORT A CLAIM LIMITATION WHICH INVOKES 35 U.S.C. 

1 1 2(f) or Pre-AIA 35 U.S.C. 1 1 2, SIXTH PARAGRAPH 

B. Computer-Implemented Means-Plus-Function Limitations 

The Federal Circuit case lavv regard ing special purpose computer-- imp!emented means -plus-­
function claims is d ivided into two d istinct g roups .  The fi rst g roup includes cases in wh ich the specification 
d iscloses no algoriti1m,  and the second g roup includes cases in v,1!1 ich the specification does d isclose an 
algorith 1,1 , but an issue exists as to whether the d isclosure is adequate to perform tr1e entire claimed 
function(s) . The sufficiency of the algorithm is determ ined in view of what one of ord inary ski ! !  in the art 
wou ld understand as sufficient to defne the structure and make the boundaries ot the claim 
understandable. See Noah. 675 F.Jd at n13 ,  1 02 USPQ2d at 14 1 7 .  

Mere reference to a qeneral pu rpose computer with appropriate proqramming without providing an 
expianat ion of the appropr iate proqrarnrnina, or s imply recit ing "software" withnul provid ing detai l  abou t  
t he  means to  accompl isi1 a specific softvvare function, wou ld not be  an  adequate d isclosure o f  the 
G()r,·ea• iJ ·)"(� -l"C ,:"•• r· J ·' t" J "e !(' Sat··1�·f11 ·t�l 0 ..-o·1 · J ' rerr1°�� • ,:"• ('❖ �i� � � R.� t·" .. � ·i ·'�}l � .. )) ('r � .. ,�•�n,..�� �  � :-1�� � � � f� , ,">� l " . .l " ,l ,">, , l, ., • V ,, JC .I -, ' "';J' : ,· "" '•"> v :  '-h,• __ '-.,,o >,.,, o'-.,< , __ } ,> "-•\;'''/�'• > <.:, •y",, ,'�,'-''"-'--''' - '-,<,'lc"' '. 

·q ��, second _pmaq raph . Aristocrat, 52 1 F .3d at 1 334, 86 USPQ2d at 1 239 ; Finisar, 523 F .3d at 1 340-41 , 
86 USPQ2d at 1 62:l In add itinn , rnereiy referencing a speciaHzed computer (e.rJ . ,  a "banh. compu ter") , 
some undefin ed component of a computer system (e .g . ,  "access control manager") , " log ic," "code," or 
elements that are essential ly a black box des igned to perform the recited function ,  wi l i  not be sufficient 
because there must be some explanation of !1ow the computer or the computer component performs the 
claimed function . Blackboarc!, Inc. v. Desire2Leam, Inc ,  574 F.3d 1 37 1 , 1 383-85, 9 1  USPQ2d 1 481 , 
1 49 1 -93 (Fed.  Cir .  2009) ; Net Money!N, Inc. v. VeriSign, Inc. , 545 F.3d 1 359, 1 366-67, 88 USPQ2d 1 75 1 , 
1 756--57 (Fed. Cir .  2008) ; Rodriguez, 92 USPQ2d at 1405-06 .  Ll";> 

Claim Rejections - 35 USC § 103 

The fol lowi ng is a quotation of 35 U .S .C .  1 03 wh ich forms the bas is for all 

obviousness rejections set forth in th is Office act ion:  

A patent for a claimed i nvention may not be  obtai ned , notwi thstand ing that the  claimed 
invent ion is not id entical ly  d isclosed as set forth in section 1 02, if the d ifferences between the 
claimed i nvention and the pr ior art are such that the claimed invention as a whol e would have 
been obvious before the effective fi l i ng date of the claimed invention to a person having 



App l icat ion/Control N u m ber :  16/141,535 

Art U n it: 2492 

ordinary ski l l  i n  the art to which the claimed i nvention pertai ns. Patentab i l ity shall not be 
neg ated by the m anner in  which the i nvention was mad e. 

Page 6 

Claims 1 - 1 6  is/are rejected under 35 U.S.C. 1 03 as being unpatentable over 

SICE : A Hardware-Level Strongly Isolated Computing Environment for x86 Multi­

core Platforms to Azab in  view of US Patent 8566398 to Barnier. 

Regard ing C laim i ,  9, Azab discloses a host computer system compris ing a processor 

and memory, the processor configured to: implement a workspace, where in the 

workspace is configured to enable operation ot a f i rst set ot one or more appl ications or 

processes via a f i rst memory space(Fig ,  i item Protected Memory SMRAiv1) ;  implement 

an isolated computing envi ronment, the isolated computing environment being 

configured to enable operation of a second set of one or more appl ications or processes 

via a second memory space, wherein ti1e second set of one or more applications or 

processes comprises a multi -user i nteractive software app! ication(Fig .  i item Isolated 

Environment) ; isolate the isolated computi ng envi rnnrnent from the workspace using an 

internal isolat ion fi rewa! ! (F ig .  1 Secu rity Manager) ; auti1enticate ti1e isolated computi ng 

environment with an authentication device(4 ,3 Attestation and Secure Communication ,  

attesting to integrity ot isolated workload) ; and send data to an untrusted desti nat ion 

frorn the mult i -user i n teract ive sortware applicat ion via a proxy device vvhen , the 

isolated computing envi ronment has been auti1enticated(5. 1 .  Prepar ing and I n it ial iz ing 

the VM). 
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discloses send data to an untrusted desti nat ion from the mult i -user interactive software 

appl ication associated with the isolated computi ng envi ronment with via a proxy 

device(Col 5 Ln 1 8-43, the collaborate t!1e emai ls, documentations and exchanges) . 

It would have been obvious before the effective f i l ing date of the claimed i nvention to a 

person havi ng ord inary ski l l  in the art to modify Azab i nvention of a secure execution in 

isolated envi ronment to i nclude mult i-user interactive software i n  order to provide for 

collaboration as taught i n  Barn ier see Col 5 Ln 1 8-43. 

Regarding C laim 2, 1 0, Azab does not disclose the mult i- i nteractive software. 

However ,  Barn ier d iscloses The system of c laim 1 ,  wi1erein Hie mult i-user i nteractive 

software appl ication is conf igured to a! !ow a remote mach ine to control one or more of 

the second set ot one or more applications or processes runni ng i n  t!1e isolated 

comput ing environment ,  \Nhere in controll ing the one or more appl ication or process 

comprises at least one of viewing ,  i nteracti ng with, modifying ,  upload ing data to, or 

download ing data from the appl ication or process(Col 5 Ln 1 8-43 , the collaborate the 

emai ls, documentations and exchanges) .  

It would have been obvious before the effective f i l ing date of the claimed invention to  a 

person havi ng ord inary ski l l  in the art to modify Azab invention of a secure execution in 

isolated envi ronment to i nclude mult i-user interactive software i n  order to provide for 

collaboration as taught i n  Barn ier see Col 5 Ln 1 8-43. 
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Regarding C laim 3, i i , Azab does not disclose the mult i-user interactive software. 

However, Barn ier d iscloses The system of claim 1 ,  where in the multi -user interactive 

software appl ication is configured to a!!ow a remote device to control one or more of a 

poi nter device, a keyboard input or a d isplay ot ti1e  host computer system(Col 3 Ln 1 -

1 i ,  the plurality of partici pants part icipat ing i n  vvorkgrnup application) .  

It would have been obvious before the effective f i l ing date of the claimed invention to a 

person havi ng ord inary ski l l  in the art to modify Azab i nvention of generati ng an mult i­

tenant container to include mult i-user i nteractive software in order to provide for 

enterprise software for conferencing and resources as taught i n  Barton see Fig .  23 item 

"Construct the app l icat ion specific tunnel . . .  " 

Regarding C laim 4 ,  1 2, Azab d iscloses the host computer system is connected to a 

network, t i1e  network corresponding to one or more of a local area network ( LAf\J) ,  a 

wide area network (WAN),  a cel lu lar network, a W i+i network, a dig ital subscribers l ine 

(DSL) network, a cloud computing network, a data center, or  a sate!! ite network( "1 . 

l ntroduction, hardware, B IOS and cloud service provider) . 

Regarding C laim 5 ,  i 3, Azab d iscloses the processor is further conf igured to 

implement a host- based fi rewal l ,  the host based-f irewal l being configured to isolate the 

host computer system from communicati ng with one or more other devices on the 

network( i .3  S !CE Overview, the isolated workload) .  
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Regarding C laim 6 ,  i 4, Azab d iscloses the host~based fi rewal l is conf igured to block 

incoming commun ications from Hie network t11at are sent to the workspace( i .3  SICE 

overview, the isolat ion between envi ronments), 

Regard ing C lairn 7 ,  1 5, Azab d iscloses the processor is further configured to run one 

or more trusted appl icat ions in the f irst rnemory space, and vvhere in the trusted 

applications are configured to communicate with one or more trusted machines via Hie 

network( 1 .3 SICE Overview, the commun ication channel with mu!ti ~core systems) ,  

Regard ing C lairn 8 ,  1 6, Azab d iscloses the i nternal isolation fi rewal l is further 

configured to prompt a user of the host computer system to allow communication 

between the f i rst memory space and the second memory space( i .3 S!CE Overview, the 

memory range communications with VMs) . 

Conclusion 

The Examiner notes that communication through email is permitted only 

after authorization with submission of PTO/SB/439 form. Please file this form in 

EFS or thorough central fax before proceeding to communicate via email with the 

examiner. The submission of the PTO/SB/439 form via email will NOT be 

accepted. 
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THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 

pol icy as set forth i n  37 CFR 1 . 1 36(a) . 

A shortened statutory period for reply to this f inal action is set to expire THREE 

MONTHS from the mai l ing date of this action .  I n  the  event a fi rst reply is f i led with in 

TWO MONTHS of the mai l ing date of th is f inal act ion and the advisory action is not 

mai led unti l after the end of the THREE-MONTH shortened statutory period, then the 

shortened statutory period wi l l  expire on the date the advisory action is mai led, and any 

extension fee pursuant to 37 CFR 1 . 1 36(a) wi l l  be calculated from the mai l i ng date of 

the advisory act ion.  In no event, however, wi l l  the statutory period for reply expi re later 

than S IX MONTHS from the mai l ing date of th is f inal act ion.  

Any i nqu iry concerning th is commun ication or earl ier communications from the 

examiner should be directed to Venkat Perungavoor whose telephone number is 

(571 )272-721 3. The examiner can normally be reached on 9-5. If attempts to reach the 

exam iner by telephone are unsuccessful ,  the exam iner's supervisor, Saleh Najjar can 

be reached on 571 -272-4006. The fax phone number for the organ ization where th is 

application or proceedi ng is assigned is 57 1 -273-8300. 

Information regard ing the status of an appl ication may be obtained from the 

Patent Applicat ion I nformation Retrieval (PAI R) system . Status i nformation for 

publ ished appl ications may be obtai ned from either Private PAI R  or Publ ic PAIR .  

Status information for unpubl ished applications i s  avai lable through Private PAI R  only. 
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For more information about the PA I R  system , see http://pai r-di rect .uspto.gov. Should 

you have questions on access to the Private PAI R  system, contact the Electronic 

Business Center (EBC) at 866-2 1 7-91 97 (tol l-free) . If you wou ld l i ke assistance from a 

USPTO Customer Service Representative or access to the automated i nformation 

system, call 800-786-91 99 ( IN  USA OR CANADA) or 57 1 -272- 1 000. 

/VENKAT PERUNGAVOOR/ 
Primary Examiner, Art Unit 2492 
Emai l :  venkatanarayan.perungavoor@uspto.gov 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Confirmation No. : 7622 
L3 Technologies, Inc. 

Application No.: 16/141,535 Group Art Unit: 2492 

Examiner: PERUN GA VOOR, 
VENKATANARAY 

Filing Date: September 25, 2018 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13 - 1450 

Sir: 
REPLY PURSUANT TO 37 CFR § 1.1 1 1  

In response to the Official Action dated March 18, 2021,  reconsideration i s  respectfully 

requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI A of this paper. 

l:8J Amendments to the Claims are reflected in the listing of the claims which begins 
on page 2 of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

l:8J Remarks begin on page 7 of this paper. 

l:8J The Commissioner is hereby authorized to charge any fee deficiency, charge any 
additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-5519. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims :  

1 .  (Currently Amended) A system comprising a processor and memory, the 

processor configured to: 

a memory; and 

a processor configured to : 

implement a workspace that uses a host operating system, wherein the workspace 

enables is configured to enable operation of a first set of one or more applications or 

processes via a first memory space; 

implement an isolated computing environment that uses the host operating 

system, wherein the isolated computing environment enables being configured to enable 

operation of a second set of one or more applications or processes via a second memory 

space, and wherein the second set of one or more applications or processes comprises a 

multi-user interactive software application; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; 

authenticate the isolated computing environment with an authentication device; 

and 

send data to an untrusted destination from the multi-user interactive software 

application via a proxy device when the isolated computing environment has been 

authenticated. 

2 .  (Currently Amended) The system of claim 1, wherein the multi-user interactive 

software application allows is configured to allow a remote machine to control an application or 

process of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the application or process comprises at least one of 
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viewing, interacting with, modifying, uploading data to, or downloading data from the 

application or process. 

3 .  (Currently Amended) The system of claim 1, wherein the multi-user interactive 

software application allows is configured to allmv a remote device to control one or more of a 

pointer device, a keyboard input, or a display of the system. 

4 .  (Previously Presented) The system of claim 1 ,  wherein the system is 

connected to a network, the network corresponding to one or more of a local area network 

(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers 

line (DSL) network, a cloud computing network, a data center, or a satellite network. 

5 .  (Currently Amended) The system of claim 4, wherein the processor is further 

configured to� 

implement a host-based firewall, wherein the host-based firewall isolates bei-Rg 

configured to isolate the system from communicating with one or more other devices on the 

network. 

6. (Currently Amended) The system of claim 5, wherein the host-based firewall 

blocks is configured to block incoming communications from the network that are sent to the 

workspace. 

7. (Currently Amended) The system of claim 4, wherein the processor is further 

configured to� 

run one or more trusted applications in the first memory space, and wherein the one or 

more trusted applications are configured to communicate with one or more trusted machines via 

the network. 
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8 .  (Currently Amended) The system of claim 1 ,  wherein the internal isolation 

firewall prompts is further eonfigured to prompt a user of the system to allow communication 

between the first memory space and the second memory space. 

9. (Currently Amended) A method comprising: 

implementing a workspace that uses a host operating system, wherein the workspace 

enables is eonfigured to enable operation of a first set of one or more applications or processes 

via a first memory space; 

implementing an isolated computing environment that uses the host operating system, 

wherein the isolated computing environment enableG being eonfigured to enable operation of a 

second set of one or more applications or processes via a second memory space, wherein the 

second set of one or more applications or processes comprises a multi-user interactive software 

application; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; 

authenticating the isolated computing environment with an authentication device; and 

sending data to an untrusted destination from the multi-user interactive software 

application via a proxy device when the isolated computing environment has been authenticated. 

10 .  (Currently Amended) The method of claim 9, wherein the multi-user interactive 

software application allows is eonfigured to allow a remote machine to control an application or 

process of the second set of one or more applications or processes running in the isolated 

computing environment, wherein controlling the application or process comprises at least one of 

viewing, interacting with, modifying, uploading data to, or downloading data from the 

application or process. 
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1 1 .  (Currently Amended) The method of claim 9, wherein the multi-user interactive 

software application allows is eoHfigured to allow a remote device to control one or more of a 

pointer device, a keyboard input, or a display of the isolated computing environment. 

12 .  (Original) The method of claim 9, further comprising connecting to a 

network, the network corresponding to one or more of a local area network (LAN), a wide area 

network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a 

cloud computing network, a data center, or a satellite network. 

1 3 .  (Currently Amended) The method of claim 12, further comprisinK 

implementing a host-based firewall, wherein the host-based firewall isolates bei-Rg 

eoHfigured to isolate the first memory space and the second memory space from communicating 

with one or more devices on the network. 

14 .  (Currently Amended) The method of claim 13 ,  wherein the host-based firewall 

blocks is eoHfigured to bloek incoming communications from the network that are sent to the 

workspace. 

1 5 .  (Currently Amended) The method of claim 12, further comprisinK 

running one or more trusted applications in the first memory space, wherein the one or 

more trusted applications are eoHfigured to communicate with one or more trusted machines via 

the network. 

16 .  (Currently Amended) The method of claim 9, wherein the internal isolation 

firewall prompts is further eoHfigured to prompt a user of the workspace to allow communication 

between the first memory space and the second memory space. 

17 .  (Withdrawn) A system comprising: 
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a first computer configured to connect to the network, the first computer comprising a 

first processor and a first memory, wherein the first processor is configured to : 

implement a first workspace, wherein the first workspace is configured to enable 

operation of a first set of one or more applications or processes via a first memory space; 

implement a first isolated computing environment, the first isolated computing 

environment being configured to enable operation of a second set of one or more applications or 

processes via a second memory space, wherein the second set of one or more applications or 

processes comprises a multi-user interactive software application; and 

isolate the first isolated computing environment from the first workspace using a first 

internal isolation firewall; and 

a second computer configured to connect to the first computer via the network, the 

second computer comprising a second processor and a second memory, wherein the second 

processor is configured to : 

implement a second workspace, wherein the second workspace is configured to enable 

operation of a third set of one or more applications or processes via a third memory space; 

implement a second isolated computing environment, the second isolated computing 

environment being configured to enable operation of a fourth set of one or more applications or 

processes via a fourth memory space, wherein the fourth set of one or more applications or 

processes comprises a multi-user interactive software application; and 

isolate the second isolated computing environment from the second workspace using a 

second internal isolation firewall; 

wherein the first computer and the second computer are configured to communicate data 

associated with the multi-user interactive software application via a proxy device, and wherein 

the multi-user interactive software application is unable to communicate the data until the first 

isolated computing environment and the second isolated computing environment have 

authenticated with the authentication device. 
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REMARKS 

Claims 1 - 1 6  are pending in the application. Claims 1 -3 ,  5 - 1 1 ,  and 1 3 - 16  have been 

amended. No claims have been canceled or added. Support for the claim amendments can be 

found throughout the as-filed application, such as in paragraphs [0026], [0027], [0048], and 

[005 1 ]  of the specification and Figures 2-4, for example. No new matter has been added. 

Claim Interpretation under 35 U.S.C. § 1 12 

The Office Action rej ects claims 1 -8 under 3 5  U. S .C .  § l 12(b) and § 1 12(±) as indefinite 

for allegedly reciting functional language that is not tied to a structure . 1 Specially, it appears 

that the Office Action takes issue with the terms "workspace configured to enable," "isolated 

computing environment configured to enable," "multi-user interactive software application is 

configured to allow," "host-based firewall is configured to isolate," "host-based firewall is 

configured to block," and "trusted applications are configured to communicate." Claims 1 -8 

have been amended to recite "workspace enables," "isolated computing environment enables," 

"multi-user interactive software application allows," "host-based firewall isolates," "host-based 

firewall blocks," and "trusted applications communicate ." Accordingly, Applicant requests 

withdrawal and reconsideration of the rej ections. 

Rejections of independent claims 1 and 9 under 35 U.S.C. § 103 

Claims 1 - 1 6  were rej ected under 3 5  U. S .C .  § 1 03 for allegedly being unpatentable over 

Azab2 in view ofBamier. 3 Applicant disagrees with the rej ections. 

Independent claim 1 has been amended to recite, in part, implementing "an isolated 

computing environment that uses the host operating system . . . .  " But Azab and Bamier do not 

teach or suggest these features. 

1 Office Action dated 03- 18-202 1 ,  pp. 2-5. 
2 A. Azhab, et el . "Azab : A hardware-level strongly isolated computing environment for x86 multi-core platforms" 
17 Oct. 20 1 1 . 
3 U.S. Patent No. 8566398. 
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Azab does not teach or suggest this feature. For example, Azab does not implement an 

isolated computing system using a host operating system. Rather, Azab does isolates an 

environment without using the host operating system (OS). 

Figure 2 of Azab shows that Azab ' s  isolated environment does not use a host operating 

system.4 Specifically, the isolated environment in Figure 2 is separate and independent from the 

host. And the isolated environment does not use any software component in the host 

environment to execute an isolated environment. Azab even states that Azabit "does not rely on 

any software component in the host environment (i .e . ,  an OS or a hypervisor)."5 Thus, Azab 

merely isolates an environment without using the host OS .  

But isolating an environment without using a host OS is not equivalent to implementing 

"an isolated computing environment that uses the host operating system . . .  ," as recited in 

amended claim I (emphasis added). For one thing, the isolated environment in Azab does 

intentionally avoids using the host operating. Specifically, Azab states that when "the legacy 

host requires the isolated workload to run," Azab triggers system management interrupt (SMI) to 

switch the processor' s execution environment from the host OS to the isolated environment.6 

That is, using the host OS, the security manager for the isolated environment runs.7 And the 

security manager for the isolated environment is separate and independent from the host OS .  So, 

Azab does not teach or suggest implementing "an isolated computing environment that uses the 

host operating system . . .  ," as claim I recites. 

Further, Bamier does not teach or suggest implementing "an isolated computing 

environment that uses the host operating system . . .  ," as claim I recites. Bamier is directed 

towards an extranet that includes a network. 8 And there is no discussion ofBamier of operating 

systems, let alone a host operating system. In fact, the term "operating system" does not even 

appear in Bamier. So, Bamier does not teach or suggest implementing "an isolated computing 

environment that uses the host operating system . . .  ," as claim I recites .  

4 See Azab FIG 2; see also FIG. 1 .  
5 Id. at p. 375. 
6 Id. at pp. 379-380; see also FIG. 2. 
7 Id. 
8 Bamier at Abstract. 
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Accordingly, claim 1 is patentable over Azab and Bamier for at least the reasons above. 

Because claim 9 recites features that are similar to claim 1 ,  claim 9 is also patentable over Azab 

and Bamier. Further, at least due to their respective dependence on independent claims 1 and 9, 

dependent claims 2-8 and 1 0- 1 6  are also patentable over Azab and Bamier. 

CONCLUSION 

Applicant submits that the present application is in condition for allowance and a Notice 

of Allowance is requested. Examiner Perungavoor is invited to call Applicant' s undersigned 

representative to discuss the application should the Examiner determine that such a discussion 

may advance prosecution 

Date : September 1 3 ,  202 1 

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1 700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 
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Filed Via EFS 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

PATENT 

Pursuant to 37 CFR § 1 .56 and in accordance with 37 CFR §§ 1 .97- 1 .98, information relating to the above­

identified application is hereby disclosed. I nclusion of information in this statement is not to be construed as an 

admission that this information is material as that term is defined in 37 CFR § 1 .56(b). 

□ IDS Filed Under 37 CFR 1 .97(b) 

In accordance with § 1 .97(b), since this Information Disclosure Statement is being filed either with in three 

months of the fi l ing date of the above-identified application, with in three months of the date of entry into 

the national stage of the above identified application as set forth in § 1 .491 ,  before the mail ing date of a 

first Office Action on the merits of the above-identified application, or before the mai l ing date of a first 

Office Action after the fi l ing of request for continued examination under § 1 . 1 1 4, no additional fee is 

required . 

IDS filed Under 37 CFR 1 .97(c) 

I n  accordance with § 1 .97(c), this Information Disclosure Statement is being filed after the period set forth 

in § 1 .97(b) above but before the mai l ing date of either a Final Action under § 1 . 1 1 6 or a Notice of 

Al lowance under § 1 .31 1 ,  or before an action that otherwise closes prosecution in the application, 

therefore: 

D Certification in Accordance with § 1 .97(e) is attached; or 

[8] The fee of $260.00 as set forth in § 1 . 1 7  (p) is attached . 
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□ IDS filed Under 37 CFR 1 .97(d) 

In accordance with § 1 .97(d), this I nformation Disclosure Statement is being filed after the mai l ing date 

of either a Final Action under § 1 .  1 1 3 or a Notice of Allowance under § 1 .31 1 but before, or simultaneously 

with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1 .97(e); 

and the submission fee of $240.00 as set forth in § 1 .  1 7  (p ) .  

CONTENT OF IDS PURSUANT TO 37 CFR 1 .98 

Copies of reference numbers 36-1 20 l isted on the attached Form PTO-1 449 are not required to be 

submitted pursuant to 37 CFR § 1 .98(a)(2) (i i) . 

IZI Copies of reference numbers 1 2 1 - 1 28 l isted on the attached Form PTO-1 449 are enclosed herewith. 

D Copy of reference number is not being submitted because it was previously cited by or submitted 

□ 

to the U .S .  Patent and Trademark Office in patent application number , filed for which a claim 

for priority under 35 U.S .C .  § 1 20 has been made in  the instant application. 

The month of publ ication for reference numbers is not avai lable. However, the year of publ ication 

for these references is sufficiently earlier than the effective US fi l ing date and any foreign priority date so 

that the particular month of publ ication is not in issue pursuant to 37 CFR § 1 .98(b). 

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH 

D The following documents are not in the Engl ish language. Accordingly, a concise explanation of the 

relevance of the document was incorporated in the specification passages identified below, the document 

was identified in a foreign communication as identified below or an Engl ish language counterpart 

application has been provided as indicated below. 

Foreign Language 
Cite No. 

Pages of Reference in Specification or 
Document Relevance of Document 

Foreign Language Document Cite No. Engl ish Language Counterpart Cite No. 
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□ CERTIFICATION IN  ACCORDANCE WITH § 1 .97(e) 

I hereby certify that: 

PATENT 

D Each item of information contained in this information disclosure statement was first cited in  any 

communication from a foreign patent office in a counterpart foreign appl ication not more than three 

months prior to the fi l ing of this information disclosure statement. 

D No item of information contained in this information disclosure statement was cited in a communication 

from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person 

signing the certification after making reasonable inquiry, no item of information contained in this 

information disclosure statement was known to any individual designated in § 1 .56(c) more than three 

months prior to the fi l ing of this information disclosure statement. 

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519 .  

Date: September 1 3, 2021 

CONDO ROCCIA KOPTIW LLP 
1 800 JFK Blvd . ,  Suite 1 700 
Phi ladelphia, PA 1 91 03 
Telephone: (21 5) 558-5740 
Facsimile: (21 5) 558-5676 

/. lei mg H11b/ 
Jeung (Jacob) Huh 
Registration No. 76,91 3 
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IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: Confirmation No. : 7622 
L3 Technologies, Inc. 

Application No.: 16/141,535 Group Art Unit: 2492 

Examiner: PERUN GA VOOR, 
VENKATANARAY 

Filing Date: September 25, 2018 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Mail Stop Amendment 
Commissioner for Patents 
P.O. Box 1450 
Alexandria, VA 223 13 - 1450 

Sir: 
REPLY PURSUANT TO 37 CFR § 1.1 1 1  

In response to the Official Action dated October 12, 2021,  reconsideration is respectfully 

requested in view of the amendments and/or remarks as indicated below: 

D Amendments to the Specification begin on page NI A of this paper. 

l:8J Amendments to the Claims are reflected in the listing of the claims which begins 
on page 2 of this paper. 

D Amendments to the Drawings begin on page NI A of this paper and include an 
attached replacement sheet. 

l:8J Remarks begin on page 6 of this paper. 

l:8J The Commissioner is hereby authorized to charge any fee deficiency, charge any 
additional fees, or credit any overpayment of fees, associated with this application 
in connection with this filing, or any future filing, submitted to the U. S .  Patent and 
Trademark Office during the pendency of this application, to Deposit Account No. 
50-5519. 
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This listing of claims will replace all prior versions, and listings, of claims in the application. 

Listing of Claims :  

1 .  (Previously Presented) A system comprising: 

a memory; and 

a processor configured to : 

implement a workspace that uses a host operating system, wherein the workspace 

enables operation of a first set of one or more applications or processes via a first 

memory space; 

implement an isolated computing environment that uses the host operating 

system, wherein the isolated computing environment enables operation of a second set of 

one or more applications or processes via a second memory space, and wherein the 

second set of one or more applications or processes comprises a multi-user interactive 

software application; 

isolate the isolated computing environment from the workspace using an internal 

isolation firewall; 

authenticate the isolated computing environment with an authentication device; 

and 

send data to an untrusted destination from the multi-user interactive software 

application via a proxy device when the isolated computing environment has been 

authenticated. 

2 .  (Currently Amended) The system of claim 1, wherein the multi-user interactive 

software application allows a remote machine to control an application or �process of the second 

set of one or more applications or processes running in the isolated computing environment, 

wherein controlling the application or process comprises at least one of viewing, interacting 

with, modifying, uploading data to, or downloading data from the application or the process. 
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3 .  (Previously Presented) 

PATENT 

The system of claim 1 ,  wherein the multi-user 

interactive software application allows a remote device to control one or more of a pointer 

device, a keyboard input, or a display of the system. 

4. (Previously Presented) The system of claim 1 ,  wherein the system is 

connected to a network, the network corresponding to one or more of a local area network 

(LAN), a wide area network (WAN), a cellular network, a Wi-Fi network, a digital subscribers 

line (DSL) network, a cloud computing network, a data center, or a satellite network. 

5 .  (Previously Presented) The system of claim 4, wherein the processor is 

further configured to : 

implement a host-based firewall, wherein the host-based firewall isolates the system from 

communicating with one or more other devices on the network. 

6. (Previously Presented) The system of claim 5, wherein the host-based 

firewall blocks incoming communications from the network that are sent to the workspace. 

7. (Previously Presented) The system of claim 4, wherein the processor is 

further configured to: 

run one or more trusted applications in the first memory space, and wherein the one or 

more trusted applications communicate with one or more trusted machines via the network. 

8. (Previously Presented) The system of claim 1 ,  wherein the internal 

isolation firewall prompts a user of the system to allow communication between the first memory 

space and the second memory space. 

9. (Previously Presented) A method comprising: 
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implementing a workspace that uses a host operating system, wherein the workspace 

enables operation of a first set of one or more applications or processes via a first memory space; 

implementing an isolated computing environment that uses the host operating system, 

wherein the isolated computing environment enables operation of a second set of one or more 

applications or processes via a second memory space, wherein the second set of one or more 

applications or processes comprises a multi-user interactive software application; 

isolating the isolated computing environment from the workspace using an internal 

isolation firewall; 

authenticating the isolated computing environment with an authentication device; and 

sending data to an untrusted destination from the multi-user interactive software 

application via a proxy device when the isolated computing environment has been authenticated. 

10 .  (Currently Amended) The method of claim 9, wherein the multi-user interactive 

software application allows a remote machine to control an application or g process of the second 

set of one or more applications or processes running in the isolated computing environment, 

wherein controlling the application or process comprises at least one of viewing, interacting 

with, modifying, uploading data to, or downloading data from the application or the process. 

1 1 .  (Previously Presented) The method of claim 9, wherein the multi-user 

interactive software application allows a remote device to control one or more of a pointer 

device, a keyboard input, or a display of the isolated computing environment. 

12 .  (Original) The method of claim 9, further comprising connecting to a 

network, the network corresponding to one or more of a local area network (LAN), a wide area 

network (WAN), a cellular network, a Wi-Fi network, a digital subscribers line (DSL) network, a 

cloud computing network, a data center, or a satellite network. 

1 3 .  (Previously Presented) The method of claim 12, further comprising: 
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implementing a host-based firewall, wherein the host-based firewall isolates the first 

memory space and the second memory space from communicating with one or more devices on 

the network. 

14 .  (Previously Presented) The method of claim 13 ,  wherein the host-based 

firewall blocks incoming communications from the network that are sent to the workspace. 

1 5 .  (Previously Presented) The method of claim 12, further comprising: 

running one or more trusted applications in the first memory space, wherein the one or 

more trusted applications communicate with one or more trusted machines via the network. 

16 .  (Previously Presented) The method of claim 9, wherein the internal 

isolation firewall prompts a user of the workspace to allow communication between the first 

memory space and the second memory space. 

17 .  (Canceled) 
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DETAILED ACTION 

Quayle Action 

This applicat ion is in condit ion for al lowance except for the fol lowing formal 

matters : 

Claim  1 7  wh ich is i n  withdrawn status needs to be cancelled when it i s  passed to 

allowance. 

Prosecution on the merits is closed in accordance with the practice under Ex 

parte Quayle, 25 USPQ 74, 453 O.G.  2 1 3, (Comm'r Pat. 1 935) . 

A shortened statutory per iod for reply to this action is set to expire TWO (2) 

MONTHS from the mai l ing date of this letter. Extensions of time may be granted under 

37 CFR 1 . 1 36 but in no case can any extension carry the date for reply to this Office 

action beyond the maximum per iod of S IX MONTHS set by statute (35 U .S .C .  1 33) . 
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The fol lowi ng is a statement of reasons for the i ndication of al lowable subject 

matter : 

The appl icant's amendments to claims 1 -8 overcomes the 35 USC 1 1 2(b) rejection and 

thus withdrawn . 

The Appl icant argument(s) regard ing " an isolated comput ing envi ronment that uses the 

host operati ng system" is persuas ive. See Reply f i led on 9/1 4/2021 Page 8 -9. 

The primary reason for the al lowance of the claims is the i nclusion of the ! im itation in al l 

the claims which is not found in the prior art references. 

The closest prior art tound is S hreds : F ine~grai ned Execution Un its wit!1 Private iv1emory 

to Chen which discloses an private memory being used for execution of threads see 

Fig .  2 & Abstract & C, S-comp! ier :  automatic too!c!1ai n  for shred verif icat ion and 

instrumentat ion,  However, C i1en does not disclose " an isolated computing environment 

that uses the host operati ng system". 

The next c losest pr ior art found is US Patent Pub 201 5/01 06822 to Lei which discloses 

the memory segrnent isolat ion and i nter-processi ng cores OS isolation Abstract & Par. 

00 1 6  & Par. 0075 & Fig .  1 a. However, Lei does not disclose " an isolated comput ing 

environment that uses the host operat ing system".  
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The next c losest prior art found is US Patent Pub 201 0/02 1 791 6 to Gao which discloses 
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0046 & Fig .  3. However, Gao does not disclose " an isolated computi ng envi ronment 

that uses the host operati ng system'' . 

Any comments considered necessary by appl icant must be submitted no later 

than the payment of the issue fee and, to avoid processing de lays , should preferably 

accompany the issue fee. Such subm issions should be clearly labeled "Comments on 

Statement of Reasons for A l lowance." 
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examiner should be di rected to Venkat Perungavoor whose telephone number is 

(571 )272-721 3. The examiner can normally be reached on 9-5. 

Examiner interviews are avai lable via telephone, in -person , and video 

conferencing using a USPTO suppl ied web-based col laboration too l .  To schedule an 

interview, applicant is encouraged to use the USPTO Automated Interview Request 

(AIR) at http://www.uspto.gov/i nterviewpractice. 

If attempts to reach the examiner by telephone are unsuccessful ,  the exam iner's 

supervisor, Saleh Najjar can be reached on 571 -272-4006. The fax phone number for 

the organization where this appl icat ion or proceeding is assigned is 571 -273-8300. 
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REMARKS 

PATENT 

Claims 1 - 1 6  are pending in the application. Claims 2 and 1 0  have been amended to 

address minor antecedent basis issues. Claim 17  has been canceled. No claims have been added. 

No new matter has been added. 

Allowable Subject Matter 

Applicant thanks Examiner Perungavoor for the indication that Claims 1 - 1 6  are 

allowable. 1 

Ex Parte Quayle 

In the Ex Parte Quale dated October 12, 202 1 ,  Examiner Perungavoor stated that this 

application is in condition for allowance except claim 17, which is in withdrawn status, needs to 

be canceled for allowance.2 Applicant has canceled claim 17 .  Applicant believes that the 

current application is in condition for allowance and such action is respectfully requested 

CONCLUSION 

Applicant believes the present application is in condition for allowance and respectfully 

requests Examiner Perungavoor to allow the application. 

Date : October 12, 202 1 

Condo Roccia Koptiw LLP 
1 800 JFK Blvd., Suite 1 700 
Philadelphia, PA 19 103 
Telephone: (2 1 5) 558-5740 
Facsimile: (2 1 5) 558-5676 

1 Ex Parte Quale dated 10/12/2021 at pages 2-4 
2 Id., at page 2. 

Page 6 of 6 

/Jeuug Hub/ 
J eung (Jacob) Huh 
Registration No. 76,9 13  



Search Notes 

CPC - Searched* 

Symbol 

Application/Control No. 

1 6/141 ,535 

Examiner 

VEN KAT PERUNGAVOOR 

H04L69/329 , H04L67 /1 0 , H04L63/1 0 , H04L63/0281  , H04L63/08 
, H04L63/1 04 , H04L67/ 14 , H04L 1 2/1 8 1 8 , G06F2009/45587 , 
G06F2009/45583 , G06F221 6/1 5 ,  G06F9/452 , G06Q50/0 1 l imited 
by text and date 

G06F2 1 /53,  G06F2221 /2 149,  G06F21 /604, G06F2009/45587 l imited 
by text and date 

G06F2009/45583 , G06F2 1 /53 , G06F2 1 /62 , G06F2009/45587 , 
G06F221 2/1 052 , G06F9/4551 6 , G06F9/5077 l imited by text and 
date 

CPC Combination Sets - Searched* 

Symbol 

US Classification - Searched* 

Class Subclass 

Applicant(s)/Patent Under Reexamination 

Coleman et a l .  

Art Unit 

2492 

Date Examiner 

VP 

05/06/2020 

09/04/2020 VP 

VP 
03/1 1 /202 1 

Date Examiner 

Date Examiner 

* See search history printout included with this form or the SEARCH NOTES box below to determine the scope of 
the search . 

U.S. Patent and Trademark Office 
Page 1 of 2 

Part of Paper No.: 202109291 



Search Notes 

Search Notes 

Search Notes 

Google Scholar 

Application/Control No. 

1 6/1 41 ,535 

Examiner 

VEN KAT PERUNGAVOOR 

DERWENT l imited by text and date 

Inventor Name Search 

Assignee Search 

Global Dossier 

lnnovaQ 

see EAST Notes 

Google Patents (Find Similar, Prior Art Citations) 

see EAST Notes 

see EAST Notes 

Google Scholar 

see EAST Notes 

Google Scholar 

Interference Search 

US Class/CPC US Subclass/CPC Group Symbol 

General interference search of claims (USPAT, 
USPGPUBS) 

U.S .  Patent and Trademark Office 
Page 2 of 2 

Applicant(s)/Patent Under Reexamination 

Coleman et al .  

Art Unit 

2492 

Date Examiner 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

05/06/2020 VP 

09/04/2020 VP 

03/1 1 /2021 VP 

03/1 1 /2021 VP 

09/29/2021 VP 

09/29/2021 VP 

Date Examiner 

09/29/2021 VP 

Part of Paper No.: 202109291 



Web Search History 

date, time web site search string 

9/29/202 1 3:2 1 :08 PM Goog le mu lti-user AND i nteractive AND software AN D ~ isolate AN D 

Scholar memory AND OS 

9/29/202 1 3:2 1 :54 PM Goog le mu lti-user AND i nteractive AND software AN D ~ isolate AN D 

Scholar memory AND OS [before:20 1 7] 

9/29/202 1 3:28:05 PM Goog le [before:20 1 7] mu lti-user AN D software AND ~ iso late AND memory 

Scholar AN D OS 

9/29/202 1 3:28: 1 1 PM Goog le mu lti-user AND software AND ~ isolate AND memory AND OS 

Scholar [before:20 1 7] 

9/29/202 1 3:28:53 PM Goog le [before:20 1 7] "col laboration softwa re" AND ~ isolate AN D memory 

Scholar AN D OS 

9/29/202 1 3 :29: 1 0  PM Goog le "col laboration softwa re" AND ~ isolate AN D memory AN D OS 

Scholar [before:20 1 7] 

9/29/202 1 3 :29:26 PM Goog le [before:20 1 7] col laboration AND software AN D ~ isolate AND 

Scholar memory AND OS 

9/29/202 1 3:30: 1 5  PM Goog le col laboration AND software AN D ~ isolate AND memory AND OS 

Scholar [before:20 1 7] 

9/29/202 1 3:3 1 :49 PM Goog le [before:20 1 7] col laboration AND program AN D ~ isolate AND 

Scholar memory AND OS 

9/29/202 1 3:32:08 PM Goog le col laboration AND progra m AN D ~ i so late AND memory AND OS 

Scholar [before:20 1 7] 

9/29/202 1 3:33:23 PM Goog le [before:20 1 7] ~ progra m  AN D ~ isolate AN D memory AND OS AND 

Scholar mut l i-user 

9/29/202 1 3:33:30 PM Goog le [before:20 1 7] ~ progra m  AN D ~ isolate AN D memory AND OS 

Scholar 

9/29/202 1 3 :34:40 PM Goog le [before:20 1 7] specia l AND ~ progra m  AN D ~ isolate AN D memory 

Scholar AN D OS 

9/29/202 1 3 :34:43 PM Goog le specia l AND ~ progra m  AND ~ isolate AN D memory AN D OS 

Scholar [before:20 1 7] 

9/29/202 1 3 :45:02 PM Goog le [before:20 1 7] specia l AND ~ progra m  AN D ~ isolate AN D " memory 

Scholar space" AND OS 

9/29/202 1 3 :50:3 1 PM Goog le specia l AND ~ progra m  AND ~ isolate AN D " memory space" AN D 

Scholar OS [before:201 7] 



EAST Search History 

EAST Search History (Prior Art) 

(mu lti-user shared collaborat$3) same 
( isolat$3 segerat$3 seperat$3) with 
(memory space disk) with (prox$3 
intermedia r$3) 

S111 and (@rlad<"20170928" 
@ad<"20170928") 

(mu lti-user shared collaborat$3) same 
( isolat$3 segerat$3 seperat$3) with 
(memory adj space) with (prox$3 
intermedia r$3) 

(mu lti-user shared collaborat$3) same 
( isolat$3 segerat$3 seperat$3) with 
(memory adj space) 

S116 and (@rlad<"20170928" 
@ad<"20170928") 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 



("10037199" I "10055231" I "10122703" 
I "10397273" I "10521612" I "10554475" 
I "10558798" I "10931669" I 
"20020023212" "20020040439" 
"20020069366" "20050144467" 
"20060282795" "20070136579" 
"20080016313" "20090055924" 
"20090164994" "20090249472" 
"20090265760" "201 10154431" 
"20110299515" "20120017213" 
"20120054 744" "20120265976" 
"20130132948" "20130145463" 
"20130318594" "20140059642" 
"20140075535" "20140115646" 
"20140282890" "20140344912" 
"20150156203" "20150281 176" 
"20160057167" "20160134549" 
"20160226834" "20160246974" 
"20160248754" "20160292694" 
"20170034174" "20170076092" 
"20170142144" "20170180413" 
"20170206351" "20170208067" 
"20170250997" "20170317978" 
"20170359309" "20180027006" 
"201801 15519" "20180139178" 
"20180196945" "20180198824" 
"20180203995" "20180234422" 
"20180276396" "20180330257" 
"20180367528" "20190097970" 
"20190097972" "20190098007" 
"20190098020" "20190121961" 
"20190121962" "20190213325" 
"7150040" I "7467408" I "7716720" I 
"7870153" I "7926086" I "8090797" I 
"8539561" I "8613070" I "8769268" I 
"9294492" I "9386021" I "9438634" I 
"9465734" I "9531715" I "9609026" I 
"9680873" I "9729579" I "9787639" I 
"9942198") .PN .  

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 
US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 



S119 and ( isolat$3 segerat$3 seperat$3) 
and (memory adj space) 

S121 and (@rlad<"20170928" 
@ad<"20170928") 

EAST Search History (Interference) 

((mu lti-user sha red collaborat$3) and 
( isolat$3 segerat$3 seperat$3) and 
(memory space disk) with (prox$3 
intermedia r$3) and (authenticat$4 
author$3 verfi$5)) .c lm. 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

US-PG PUB; 
USPAT; 
USOCR; FPRS; 
EPO; JPO; 
DERWENT; 
IBM_TDB 

10/4/2021 12 :39 : 18  PM 
C :\Users\vperungavoor\Documents\EAST\Workspaces\September2021 .wsp 



Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 1 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

U.S. PA TENTS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

1 31 8832833 B2 201 4-09-09 Demopoulos, et al . 

U.S. PA TENT APPLICATION PUBLICATIONS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

FOREIGN PATENT DOCU M ENTS 
Pages, T 
Columns, 
Lines 
where 

Name of Patentee or 
Relevant 

Applicant of cited 
Passages 

Examiner Cite Foreign Document Country Kind or 
In itials* No Number3 Code2 Code4 Publication Date Document 

Relevant 
Figures 
Appear 

NON-PATENT LITERATURE DOCU M ENTS 

Examiner Cite I nclude name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T 

In itials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

EXAMINER SIGNATURE 



Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 2 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

Examiner Signature Date Considered 

* EXAM INER :  I n it ial if reference considered, whether or not citation is in conformance with M PEP  609. Draw l ine 
through a citation if not in  conformance and not considered. I nclude copy of this form with next commun ication to 
appl icant. 



Electronic Acknowledgement Receipt 

EFS ID: 441 32835 

Application Number: 1 61 41 535 

International Application Number: 

Confirmation Number: 7622 

Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

First Named Inventor/Applicant Name: Glenn Coleman 

Customer Number: 1 58266 

Filer: Jeung Huh/melissa overl ine 

Filer Authorized By: Jeung Huh 

Attorney Docket Number: LCOM_ENT_Collab_US0l 

Receipt Date: 27-OCT-2021 

Fil ing Date: 25-SEP-201 8  

Time Stamp: 09:52: 1 4  

Application Type: Util ity under 35 USC 1 1 1  (a) 

Payment information: 

Submitted with Payment yes 

Payment Type CARD 

Payment was successfu l ly received in RAM $ 260 

RAM confi rmation Num ber E202 1 0Q05231 2872 

Deposit Account 

Authorized User 

The Di rector of the USPTO is hereby a uthorized to charge ind icated fees and credit any overpayment as follows: 



File Listing: 

Document Document Description File Name File Size(Bytes}/ Multi Pages 
Number Message Digest Part /.zip (if appl.) 

93724 

1 Transmittal Letter LCOM_ENT_Col lab_US0l _AS_F no 3 
ILED_SIDS_ Transmittal.pdf 

bda5e1 1 cc6b060a2cf5594d4401 a69e33f91 

646b 

Warnings: 

Information: 

1 60597 

2 I nformation Disclosure Statement (IDS) LCOM_ENT_Col lab_US0l _AS_F no 2 Form (SB08) I LED_SIDS_ 1 449.pdf 
c8a29e4014bd d42fd4 bfb94 960cf9f9d0988 

4185 

Warnings: 

Information: 

This is  not an USPTO supplied IDS fi l lable form 

382 1 2  

3 Fee Worksheet (SB06) fee-info.pdf no 2 
54cf37211 9990c069782ae6644eb226e3de 

928d0 

Warnings: 

Information: 

Total Files Size (in bytes) 292533 

This Acknowledgement Receipt evidences receipt on the noted date by the USPTO of the indicated documents, 
characterized by the applicant, and including page counts, where applicable. It serves as evidence of receipt similar to a 
Post Card, as described in MPEP 503. 

New AQQlications Under 35 U.S.C. 1 1 1  
If a new application is being filed and the application includes the necessary components for a filing date (see 37 CFR 
1 .53(b)-(d) and MPEP 506), a Fi ling Receipt (37 CFR 1 .54) wi l l  be issued in due course and the date shown on this 
Acknowledgement Receipt will establish the filing date of the application. 
National Stage of an International AQQlication under 35 U.S.C. 371 
If a timely submission to enter the national stage of an international application is compliant with the conditions of 35 
U.S.C. 371 and other applicable requirements a Form PCT/DO/EO/903 indicating acceptance of the application as a 
national stage submission under 35 U.S.C. 371 will be issued in addition to the Filing Receipt, in due course. 
New International AQQlication Filed with the USPTO as a Receiving Office 
If a new international application is being filed and the international application includes the necessary components for 
an international filing date (see PCT Article 1 1  and MPEP 1 81 O), a Notification of the International Application Number 
and of the International Fi ling Date (Form PCT/RO/1 OS) will be issued in due course, subject to prescriptions concerning 
national security, and the date shown on this Acknowledgement Receipt will establish the international filing date of 
the application. 



DOCKET NO. :  LCOM_ENT_Collab_US01 

IN THE UNITED STATES PATENT AND TRADEMARK OFFICE 

In re Application of: 
L3 Technologies, Inc. 

Application No.: 1 6/1 41 ,535 

Fil ing Date: September 25, 201 8 

Confirmation No.: 7622 

Group Art Unit: 2492 

Examiner: PERUNGAVOOR, 
VENKATANARAY 

For: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

Filed Via EFS 

SUPPLEMENTAL INFORMATION DISCLOSURE STATEMENT 

PATENT 

Pursuant to 37 CFR § 1 .56 and in accordance with 37 CFR §§ 1 .97- 1 .98, information relating to the above­

identified application is hereby disclosed. I nclusion of information in this statement is not to be construed as an 

admission that this information is material as that term is defined in 37 CFR § 1 .56(b). 

□ IDS Filed Under 37 CFR 1 .97(b) 

In accordance with § 1 .97(b), since this Information Disclosure Statement is being filed either with in three 

months of the fi l ing date of the above-identified application, with in three months of the date of entry into 

the national stage of the above identified application as set forth in § 1 .491 ,  before the mail ing date of a 

first Office Action on the merits of the above-identified application, or before the mai l ing date of a first 

Office Action after the fi l ing of request for continued examination under § 1 . 1 1 4, no additional fee is 

required . 

IDS filed Under 37 CFR 1 .97(c) 

I n  accordance with § 1 .97(c), this Information Disclosure Statement is being filed after the period set forth 

in § 1 .97(b) above but before the mai l ing date of either a Final Action under § 1 . 1 1 6 or a Notice of 

Al lowance under § 1 .31 1 ,  or before an action that otherwise closes prosecution in the application, 

therefore: 

D Certification in Accordance with § 1 .97(e) is attached; or 

[8] The fee of $260.00 as set forth in § 1 . 1 7  (p) is attached . 

Page 1 of 3 



DOCKET NO. :  LCOM_ENT_Collab_US01 PATENT 

□ IDS filed Under 37 CFR 1 .97(d) 

In accordance with § 1 .97(d), this I nformation Disclosure Statement is being filed after the mai l ing date 

of either a Final Action under § 1 .  1 1 3 or a Notice of Allowance under § 1 .31 1 but before, or simultaneously 

with, the payment of the Issue Fee, therefore included are: Certification in Accordance with § 1 .97(e); 

and the submission fee of $240.00 as set forth in § 1 .  1 7  (p ) .  

CONTENT OF IDS PURSUANT TO 37 CFR 1 .98 

□ 

Copy of reference number 1 31 l isted on the attached Form PTO-1 449 is not required to be submitted 

pursuant to 37 CFR § 1 .98(a)(2) (i i ) .  

Copies of reference numbers l isted on the attached Form PTO-1 449 are enclosed herewith. 

D Copy of reference number is not being submitted because it was previously cited by or submitted 

□ 

to the U .S .  Patent and Trademark Office in patent application number , filed for which a claim 

for priority under 35 U.S .C .  § 1 20 has been made in  the instant application. 

The month of publ ication for reference numbers is not avai lable. However, the year of publ ication 

for these references is sufficiently earlier than the effective US fi l ing date and any foreign priority date so 

that the particular month of publ ication is not in issue pursuant to 37 CFR § 1 .98(b). 

REFERENCES IN A LANGUAGE OTHER THAN ENGLISH 

D The following documents are not in the Engl ish language. Accordingly, a concise explanation of the 

relevance of the document was incorporated in the specification passages identified below, the document 

was identified in a foreign communication as identified below or an Engl ish language counterpart 

application has been provided as indicated below. 

Foreign Language 
Cite No. 

Pages of Reference in Specification or 
Document Relevance of Document 

Foreign Language Document Cite No. Engl ish Language Counterpart Cite No. 

Page 2 of 3 



DOCKET NO. :  LCOM_ENT_Collab_US01 

□ CERTIFICATION IN  ACCORDANCE WITH § 1 .97(e) 

I hereby certify that: 

PATENT 

D Each item of information contained in this information disclosure statement was first cited in  any 

communication from a foreign patent office in a counterpart foreign appl ication not more than three 

months prior to the fi l ing of this information disclosure statement. 

D No item of information contained in this information disclosure statement was cited in a communication 

from a foreign patent office in a counterpart foreign application, and, to the knowledge of the person 

signing the certification after making reasonable inquiry, no item of information contained in this 

information disclosure statement was known to any individual designated in § 1 .56(c) more than three 

months prior to the fi l ing of this information disclosure statement. 

Please charge any deficiency or credit any overpayment to Deposit Account No. 50-5519 .  

Date: October 26, 2021 

CONDO ROCCIA KOPTIW LLP 
1 800 JFK Blvd . ,  Suite 1 700 
Phi ladelphia, PA 1 91 03 
Telephone: (21 5) 558-5740 
Facsimile: (21 5) 558-5676 

/,le11□g H11b/ 
Jeung (Jacob) Huh 
Registration No. 76,91 3 

Page 3 of 3 



Electronic Patent Appl ication Fee Transmittal 

Application Number: 1 61 41 535 

Filing Date: 25-Sep-201 8  

Title of Invention: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

First Named Inventor/Applicant Name: Glenn Coleman 

Filer: Jeung Huh/melissa overl ine 

Attorney Docket Number: LCOM_ENT_Collab_US0l 

Fi led as Large Entity 

Filing Fees for Util ity under 35 USC 1 1 1  (a) 

Description Fee Code Quantity Amount Sub-Total in 
USO($) 

Basic Filing: 

Pages: 

Claims: 

Miscellaneous-Filing: 

Petition: 

Patent-Appeals-and-Interference: 

Post-Al lowance-and-Post-Issuance: 

Extension-of-Time: 



Description Fee Code Quantity Amount Sub-Total in 
USO($) 

Miscellaneous: 

SUBMISSION- INFORMATION DISCLOSURE STMT 1 806 1 260 260 

Total in USO ($) 260 



Receipt date : 1 0 /0 8 /2021  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 1 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

U.S. PA TENTS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

U.S. PA TENT APPLICATION PUBLICATIONS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

1 29 9560081 B1 201 7-01 -31 Woolward, Marc 

1 30 1 03751 1 1  B2 201 9-08-06 Schultz, Benjamin M . ,  et 
a l .  

FOREIGN PATENT DOCU M ENTS 
Pages, T 

Columns, 
Lines 
where 

Name of Patentee or 
Relevant 

Applicant of cited 
Passages 

Examiner Cite Foreign Document Country Kind or 
In itials* No Number3 Code2 Code4 Publication Date Document 

Relevant 
Figures 
Appear 

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 



Receipt date : 1 0 /0 8 /2021  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 2 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

NON-PATENT LITERATURE DOCU M ENTS 

Examiner Cite I nclude name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T 

In itials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

EXAMINER SIGNATURE 

Examiner Signature /VEN.KAT PERUNGAVOOR/ Date Considered 1 0 /2 7 /2021  

* EXAM INER :  I n it ial i f  reference considered, whether or not citation is in  conformance with M PEP  609. Draw l ine 
through a citation if not in  conformance and not considered. I nclude copy of this form with next commun ication to 
appl icant. 

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 



Receipt date : 1 0 /2 7 /2021  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 1 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

U.S. PA TENTS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

1 31 8832833 B2 201 4-09-09 Demopoulos, et al . 

U.S. PA TENT APPLICATION PUBLICATIONS 
Pages, 
Columns, 
Lines, Where 

Examiner Cite 
Publication Number 

Kind 
Publication Date 

Name of Patentee or Applicant of Relevant 
In itial* No Code1 cited Document Passages or 

Relevant 
Figures 
Appear 

FOREIGN PATENT DOCU M ENTS 
Pages, T 
Columns, 
Lines 
where 

Name of Patentee or 
Relevant 

Applicant of cited 
Passages 

Examiner Cite Foreign Document Country Kind or 
In itials* No Number3 Code2 Code4 Publication Date Document 

Relevant 
Figures 
Appear 

NON-PATENT LITERATURE DOCU M ENTS 

Examiner Cite I nclude name of the author (in CAPITAL LETTERS), title of the article (when appropriate), title of the T 

In itials* No item (book, magazine, journal, serial, symposium, catalog, etc.), date, page(s), volume-issue 
number(s), publisher, city and/or country where published. 

EXAMINER SIGNATURE 

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 



Receipt date : 1 0 /2 7 /2021  1 6 / 1 4 1 , 535 - GAU : 2 4 92 

Application Number 1 6/14 1 , 535  
Substitute for 1 449/PTO Fil ing Date Sep 25, 20 1 8  

INFORMATION DISCLOSURE First Named Inventor I Peter Martz 
STATEMENT BY APPLICANT Art Unit 2492 

(use as many sheets as necessary) 

I PERUNGA VOOR, Examiner Name VENKATANARAY 
Sheet I 2 I of I 2 Attorney Docket Number LCOM ENT Coll ab USO 1 - - -

Examiner Signature /VEN.KAT PERUNGAVOOR/ Date Considered 1 0 /2 7 /2021  

* EXAM INER :  I n it ial i f  reference considered, whether or not citation is in  conformance with M PEP  609. Draw l ine 
through a citation if not in  conformance and not considered. I nclude copy of this form with next commun ication to 
appl icant. 

ALL REFERENCES CONS IDERED EXCEPT WHERE LINED THROUGH . /V . P/ 



Issue Classification 

CPC 
Symbol 

H04L rn I  63 rn I 
H04L rnr 63 rn I 
H04L rn I 63 rnr 
G06F rn 21  m t  
G06F rnr 21  rn I 
G06F rn I  21  rnr 

CPC Combination Sets 
Symbol 

Application/Control No. 

1 6/1 41 ,535 

Examiner 

VENKAT PERU NGAVOOR 

0209 
0876 
0281 
606 
629 
53 

I l I I l I 

NONE 

(Assistant Examiner) 
NEN KAT PERU NGAVOOR/ 
Primary Examiner, Art Unit 2492 
(Primary Examiner) 

U.S. Patent and Trademark Office 

Page 1 of 3 

Applicant(s)/Patent Under Reexamination 

Coleman et a l .  

Art Unit 

2492 

Type Version 

F 201 3-0 1 -01 
I 201 3-01 -0 1  
I 2013-01 -0 1  
I 201 3-0 1 -01 
I 2013-01 -0 1  
I 201 3-01 -0 1  

Type Set Ranking Version 

Total Claims Allowed : 

(Date) 1 6  
27 October 2021 

O.G. Pri nt Claim(s) O.G. Print Figure 

(Date) 1 3 

Part of Paper No.: 2021 1 0271 



Issue Classification 

INTERNATIONAL CLASSIFICATION 

CLAIMED 

G06F21/53 

G06F 

I 
NON-CLAIMED 

G06F 

US ORIGINAL CLASSIFICATION 

CLASS 

CROSS REFERENCES(S) 

CLASS 

NONE 

(Assistant Examiner) 
NEN KAT PERU NGAVOOR/ 
Primary Examiner, Art Unit 2492 
(Primary Examiner) 

U.S. Patent and Trademark Office 

Application/Control No. 

1 6/1 41 ,535 

Examiner 

VENKAT PERU NGAVOOR 

I rn I 21  

I rn I 21  

Applicant(s)/Patent Under Reexamination 

Coleman et a l .  

Art Unit 

2492 

It 53 

m t  51  

SUBCLASS 

SUBCLASS (ONE SUBCLASS PER BLOCK) 

I I I I I 

Total Claims Allowed : 

(Date) 1 6  
27 October 2021 

O.G. Pri nt Claim(s) O.G. Print Figure 

(Date) 1 3 

Part of Paper No.: 2021 1 0271 

Page 2 of 3 



Issue Classification 

Application/Control No. 

1 6/1 41 ,535 

Examiner 

VENKAT PERU NGAVOOR 

Applicant(s)/Patent Under Reexamination 

Coleman et a l .  
Art Unit 

2492 

� Claims renumbered in the same order as presented by appl icant □ CPA □ T.D .  □ R. 1 .47 
CLAIMS 
Final Original Final Original Final Original Final Original Final Original Final Original Final Original Final Original 

1 10  
2 1 1  

3 1 2  

4 1 3  

5 1 4  

6 1 5  

7 1 6  

8 
9 

NONE 
Total Claims Allowed : 

(Assistant Examiner) (Date) 1 6  
NEN KAT PERU NGAVOOR/ 27 October 2021 

O.G. Pri nt Claim(s) O.G. Print Figure Primary Examiner, Art Unit 2492 
(Primary Examiner) (Date) 1 3 

U.S. Patent and Trademark Office Part of Paper No.: 2021 1 0271 

Page 3 of 3 



UNITED STATES PATENT AND TRADEMARK OFFICE 
UNITED STATES DEPARTMENT OF COMMERCE 
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NOTICE OF ALLOWANCE AND FEE(S) DUE 
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Condo Roccia Koptiw LLP 
1 800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

APPLICATION NO. FILING DATE 

16/141,535 09/25/2018 

FIRST NAMED INVENTOR 

Glenn Coleman 

EXAMINER 

PERUNGAVOOR, VENKATANARAY 

ART UNIT PAPER NUMBER 

2492 

DA TE MAILED: 1 1/1 8/2021 

ATTORNEY DOCKET NO. CONFIRMATION NO. 
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TITLE OF INVENTION: NETWORK ISOLATION FOR COLLABORATION SOFTWARE 

APPLN. TYPE ENTITY STATUS ISSUE FEE DUE 

nonprovisional UNDISCOUNTED $1200 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE 

$0.00 $0.00 $1200 

DATE DUE 

02/18/2022 

THE APPLICATION IDENTIFIED ABOVE HAS BEEN EXAMINED AND IS ALLOWED FOR ISSUANCE AS A PATENT. 
PROSECUTION ON THE MERITS IS CLOSED. THIS NOTICE OF ALLOWANCE IS NOT A GRANT OF PATENT RIGHTS. 
THIS APPLICATION IS SUBJECT TO WITHDRAWAL FROM ISSUE AT THE INITIATIVE OF THE OFFICE OR UPON 
PETITION BY THE APPLICANT. SEE 37 CFR 1.313 AND MPEP 1308. 

THE ISSUE FEE AND PUBLICATION FEE (IF REQUIRED) MUST BE PAID WITHIN THREE MONTHS FROM THE MAILING 
DATE OF THIS NOTICE OR THIS APPLICATION SHALL BE REGARDED AS ABANDONED. THIS STATUTORY PERIOD 
CANNOT BE EXTENDED. SEE 35 U.S.C. 151. THE ISSUE FEE DUE INDICATED ABOVE DOES NOT REFLECT A CREDIT 
FOR ANY PREVIOUSLY PAID ISSUE FEE IN THIS APPLICATION. IF AN ISSUE FEE HAS PREVIOUSLY BEEN PAID IN 
THIS APPLICATION (AS SHOWN ABOVE), THE RETURN OF PART B OF THIS FORM WILL BE CONSIDERED A REQUEST 
TO REAPPLY THE PREVIOUSLY PAID ISSUE FEE TOWARD THE ISSUE FEE NOW DUE. 

HOW TO REPLY TO THIS NOTICE: 

I. Review the ENTITY STATUS shown above. If the ENTITY STATUS is shown as SMALL or MICRO, verify whether entitlement to that 
entity status still applies. 

If the ENTITY STATUS is the same as shown above, pay the TOTAL FEE(S) DUE shown above. 

If the ENTITY STATUS is changed from that shown above, on PART B - FEE(S) TRANSMITTAL, complete section number 5 titled 
"Change in Entity Status (from status indicated above)" .  

For purposes of this notice, small entity fees are 1/2 the amount of undiscounted fees, and micro entity fees are 1/2 the amount of small entity 
fees. 

II .  PART B - FEE(S) TRANSMITTAL, or its equivalent, must be completed and returned to the United States Patent and Trademark Office 
(USPTO) with your ISSUE FEE and PUBLICATION FEE (if required). If you are charging the fee(s) to your deposit account, section "4b" 
of Part B - Fee(s) Transmittal should be completed and an extra copy of the form should be submitted. If an equivalent of Part B is filed, a 
request to reapply a previously paid issue fee must be clearly made, and delays in processing may occur due to the difficulty in recognizing 
the paper as an equivalent of Part B .  

III. All communications regarding this application must give the application number. Please direct all communications prior to  issuance to  Mail 
Stop ISSUE FEE unless advised to the contrary. 

IMPORTANT REMINDER: Maintenance fees are due in utility patents issuing on applications filed on or after Dec. 12, 1980. 
It is patentee's responsibility to ensure timely payment of maintenance fees when due. More information is available at 
www .uspto.gov/PatentMaintenanceFees. 
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PART B - FEE(S) TRANSMITTAL 
Complete and send this form, together with applicable fee(s), by mail or fax, or via EFS-Web. 
By mail, send to: Mail Stop ISSUE FEE 

Commissioner for Patents 
P.O. Box 1450 
Alexandria, Virginia 223 13- 1450 

By fax, send to: (57 1)-273-2885 

INSTRUCTIONS : This form should be used for transmitting the ISSUE FEE and PUBLICATION FEE (if required). Blocks 1 through 5 should be completed where appropriate. All 
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the USPTO via EFS-Web or by facsimile to (571)  273-2885, on the date below. 
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CFR 1 .363). 

0 Change of correspondence address ( or Change of Correspondence 
Address form PTO/SB/122) attached. 

0 "Fee Address" indication (or "Fee Address" Indication form PTO/ 
SB/47; Rev 03-09 or more recent) attached. Use of a Customer 
Number is required. 

PUBLICATION FEE DUE PREY. PAID ISSUE FEE TOTAL FEE(S) DUE DATE DUE 

$0.00 $0.00 

CLASS-SUBCLASS 
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2. For printing on the patent front page, list 
( 1) The names of up to 3 registered patent attorneys 
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registered attorney or agent) and the names of up to 
2 registered patent attorneys or agents. If no name is 
listed, no name will be printed. 
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2 ______________ _ 

3 ______________ _ 
3. ASSIGNEE NAME AND RESIDENCE DATA TO BE PRINTED ON THE PATENT (print or type) 

PLEASE NOTE: Unless an assignee is identified below, no assignee data will appear on the patent. If an assignee is identified below, the document must have been previously 
recorded, or filed for recordation, as set forth in 37 CFR 3 . 1 1  and 37 CFR 3 .8l (a). Completion of this form is NOT a substitute for filing an assignment. 

(A) NAME OF ASSIGNEE (B) RESIDENCE: (CITY and STATE OR COUNTRY) 

Please check the appropriate assignee category or categories (will not be printed on the patent) : 0 Individual O Corporation or other private group entity O Government 

4a. Fees submitted: □Issue Fee □Publication Fee (if required) □Advance Order - # of Copies _________ _ 
4b. Method of Payment: (Please first reapply any previously paid fee shown above) 

0 Electronic Payment via EFS-Web 0 Enclosed check 0 Non-electronic payment by credit card (Attach form PTO-2038) 

0 The Director is hereby authorized to charge the required fee(s), any deficiency, or credit any overpayment to Deposit Account No. ____ _ 

5. Change in Entity Status (from status indicated above) 

0 Applicant certifying micro entity status. See 37 CFR 1 .29 

0 Applicant asserting small entity status. See 37 CFR 1.27 

0 Applicant changing to regular undiscounted fee status. 

NOTE: Absent a valid certification of Micro Entity Status (see forms PTO/SB/15A and 15B), issue 
fee payment in the micro entity amount will not be accepted at the risk of application abandonment. NOTE: If the application was previously under micro entity status, checking this box will be taken 
to be a notification of loss of entitlement to micro entity status. NOTE: Checking this box will be taken to be a notification of loss of entitlement to small or micro 
entity status, as applicable. 

NOTE: This form must be signed in accordance with 37 CFR 1 .31  and 1.33. See 37 CFR 1 .4 for signature requirements and certifications. 

Authorized Signature _______________________ _ 
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1 800 JFK Boulevard 
Suite 1700 
Philadelphia, PA 19 103 

FIRST NAMED INVENTOR 

Glenn Coleman 

UNITED STATES DEPARTMENT OF COMMERCE 
United States Patent and Trademark Office 
Address: COMMISSIONER FOR PATENTS 

P.O. Box 1450 
Alexandria, Virginia 223 13-1450 
www.uspto.gov 

ATTORNEY DOCKET NO. CONFIRMATION NO. 

LCOM_ENT_Collab_US0l  7622 

EXAMINER 

PERUNGAVOOR, VENKATANARAY 

ART UNIT PAPER NUMBER 

2492 

DA TE MAILED: 1 1/1 8/2021 

Determination of Patent Term Adjustment under 35 U.S.C. 154 (b) 
(Applications filed on or after May 29, 2000) 

The Office has discontinued providing a Patent Term Adjustment (PTA) calculation with the Notice of Allowance. 

Section l (h)(2) of the AIA Technical Corrections Act amended 35  U.S .C .  1 54(b)(3)(B)(i) to eliminate the requirement 
that the Office provide a patent term adjustment determination with the notice of allowance. See Revisions to Patent 
Term Adjustment, 78 Fed. Reg. 1 94 16, 1 94 17 (Apr. 1 ,  2013 ) .  Therefore, the Office is no longer providing an initial 
patent term adjustment determination with the notice of allowance. The Office will continue to provide a patent term 
adjustment determination with the Issue Notification Letter that is mailed to applicant approximately three weeks prior 
to the issue date of the patent, and will include the patent term adjustment on the patent. Any request for reconsideration 
of the patent term adjustment determination (or reinstatement of patent term adjustment) should follow the process 
outlined in 37 CFR 1 .705 . 

Any questions regarding the Patent Term Extension or Adjustment determination should be directed to the Office of 
Patent Legal Administration at (57 1 )-272-7702. Questions relating to issue and publication fee payments should be 
directed to the Customer Service Center of the Office of Patent Publication at 1 -(888)-786-01 0 1  or (57 1 )-272-4200. 
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0MB Clearance and PRA Burden Statement for PTOL-85 Part B 

The Paperwork Reduction Act (PRA) of 1995 requires Federal agencies to obtain Office of Management and Budget 
approval before requesting most types of information from the public. When 0MB approves an agency request to 
collect information from the public, 0MB (i) provides a valid 0MB Control Number and expiration date for the 
agency to display on the instrument that will be used to collect the information and (ii) requires the agency to inform 
the public about the 0MB Control Number' s legal significance in accordance with 5 CFR 1320.5(b) . 

The information collected by PTOL-85 Part B is required by 37 CFR 1 .3 1 1 .  The information is required to obtain 
or retain a benefit by the public which is to file (and by the USPTO to process) an application. Confidentiality is 
governed by 35 U.S.C. 122 and 37 CFR 1 . 14. This collection is estimated to take 30 minutes to complete, including 
gathering, preparing, and submitting the completed application form to the USPTO. Time will vary depending upon 
the individual case. Any comments on the amount of time you require to complete this form and/or suggestions 
for reducing this burden, should be sent to the Chief Information Officer, U.S. Patent and Trademark Office, 
U.S. Department of Commerce, P.O. Box 1450, Alexandria, Virginia 223 13- 1450. DO NOT SEND FEES OR 
COMPLETED FORMS TO THIS ADDRESS. SEND TO: Commissioner for Patents, P.O. Box 1450, Alexandria, 
Virginia 223 13- 1450. Under the Paperwork Reduction Act of 1995, no persons are required to respond to a collection 
of information unless it displays a valid 0MB control number. 

Privacy Act Statement 

The Privacy Act of 1974 (P.L. 93-579) requires that you be given certain information in connection with your 
submission of the attached form related to a patent application or patent. Accordingly, pursuant to the requirements 
of the Act, please be advised that: ( 1 )  the general authority for the collection of this information is 35 U.S.C. 2(b) 
(2); (2) furnishing of the information solicited is voluntary; and (3) the principal purpose for which the information 
is used by the U.S. Patent and Trademark Office is to process and/or examine your submission related to a patent 
application or patent. If you do not furnish the requested information, the U.S. Patent and Trademark Office may not 
be able to process and/or examine your submission, which may result in termination of proceedings or abandonment 
of the application or expiration of the patent. 

The information provided by you in this form will be subject to the following routine uses: 
1 .  The information on this form will be treated confidentially to the extent allowed under the Freedom of 

Information Act (5 U.S.C. 552) and the Privacy Act (5 U.S.C 552a). Records from this system of records may 
be disclosed to the Department of Justice to determine whether disclosure of these records is required by the 
Freedom of Information Act. 

2. A record from this system of records may be disclosed, as a routine use, in the course of presenting evidence 
to a court, magistrate, or administrative tribunal, including disclosures to opposing counsel in the course of 
settlement negotiations. 

3 .  A record in this system of records may be disclosed, as a routine use, to a Member of Congress submitting 
a request involving an individual, to whom the record pertains, when the individual has requested assistance 
from the Member with respect to the subject matter of the record. 

4. A record in this system of records may be disclosed, as a routine use, to a contractor of the Agency having 
need for the information in order to perform a contract. Recipients of information shall be required to comply 
with the requirements of the Privacy Act of 1974, as amended, pursuant to 5 U.S.C. 552a(m). 

5 .  A record related to an International Application filed under the Patent Cooperation Treaty in this system of 
records may be disclosed, as a routine use, to the International Bureau of the World Intellectual Property 
Organization, pursuant to the Patent Cooperation Treaty. 

6. A record in this system of records may be disclosed, as a routine use, to another federal agency for purposes of 
National Security review (35 U.S.C. 1 8 1) and for review pursuant to the Atomic Energy Act (42 U.S.C. 2 18(c)). 

7. A record from this system of records may be disclosed, as a routine use, to the Administrator, General Services, 
or his/her designee, during an inspection of records conducted by GSA as part of that agency's responsibility 
to recommend improvements in records management practices and programs, under authority of 44 U.S.C. 
2904 and 2906. Such disclosure shall be made in accordance with the GSA regulations governing inspection 
of records for this purpose, and any other relevant (i.e., GSA or Commerce) directive. Such disclosure shall 
not be used to make determinations about individuals. 

8. A record from this system of records may be disclosed, as a routine use, to the public after either publication of 
the application pursuant to 35 U.S.C. 122(b) or issuance of a patent pursuant to 35 U.S.C. 1 5 1 .  Further, a record 
may be disclosed, subject to the limitations of 37 CFR 1 . 14, as a routine use, to the public if the record was filed 
in an application which became abandoned or in which the proceedings were terminated and which application 
is referenced by either a published application, an application open to public inspection or an issued patent. 

9 .  A record from this system of records may be disclosed, as a routine use, to a Federal, State, or local law 
enforcement agency, if the USPTO becomes aware of a violation or potential violation of law or regulation. 



Notice of Allowability 

Application No. 
1 6/ 141 ,535 
Examiner 
VENKAT PERU NGAVOOR 

Applicant(s) 
Coleman et a l .  
Art Unit I AIA (FITF) Status 
2492 Yes 

-- The MAILING DA TE of this communication appears on the cover sheet with the correspondence address-­
All claims being allowable, PROSECUTION ON THE MERITS IS (OR REMAINS) CLOSED in  this application.  If not i ncluded 
herewith (or previously mailed), a Notice of Allowance (PTOL-85) or other appropriate communication will be mailed in  due course. THIS 
NOTICE OF ALLOWABILITY IS NOT A GRANT OF PATENT RIGHTS. This application is subject to withdrawal from issue at the in itiative 
of the Office or upon petition by the applicant. See 37 CFR 1 .3 1 3  and MPEP 1 308. 

1 .� This communication is responsive to the reply o f  1 0/27/2021 .  
D A declaration (s)/affidavit(s) under 37 CFR 1 .1 30(b) was/were filed on  __ . 

2.0 An election was made by the applicant in response to a restriction  requirement set forth during the interview on __ ; the 
restriction  requi rement and election have been incorporated into this action .  

3.� The al lowed claim(s) is/are 1 - 1 6  . As a result of the al lowed claim(s), you may be el igible to benefit from the Patent Prosecution 
Highway program at a participating intel lectual property office for the corresponding application.  For more information,  please see 
http://www.uspto.gov/patents/init_events/pph/index.jsp or send an i nquiry to PPHfeedback@uspto.gov. 

4.0 Acknowledgment is made of a claim for foreign priority under 35 U.S.C.  § 1 1 9 (a)-(d) or (f) . 
Certified copies: 

a) □All b) 0 Some* c) D None of the: 
1 .  D Certified copies of the priority documents have been received. 
2. D Certified copies of the priority documents have been received in Application No. __ . 
3. D Copies of the certified copies of the priority documents have been received in this national stage application from the 

International Bureau (PCT Rule 1 7.2(a) ) .  

* Certified copies not received: __ . 

Applicant has THREE MONTHS FROM THE "MAIL ING DATE" of this communication  to fi le a reply complying with the requirements 
noted below. Failure to timely comply wil l result in ABAN DONMENT of this application .  
THIS THREE-MONTH PERIOD IS NOT EXTENDABLE. 

5.0 CORRECTED DRAWINGS (as "replacement sheets") must be submitted. 
D including changes required by the attached Examiner's Amendment / Comment or in the Office action of 

Paper No./Mail Date __ . 
Identifying indicia such as the application number {see 37 CFR 1 .84{c)) should be written on the drawings in the front {not the back) of each 

sheet. Replacement sheet{s) should be labeled as such in the header according to 37 CFR 1 .121{d). 

6.0 DEPOSIT OF and/or INFORMATION about the deposit of B IOLOGICAL MATERIAL must be submitted. Note the 
attached Examiner's comment regarding REQU I REMENT FOR THE DEPOSIT OF BIOLOGICAL MATERIAL. 

Attachment(s) 
1 .  D Notice of References Cited (PTO-892) 
2 .� I nformation Disclosure Statements (PTO/SB/08), 

Paper No./Mail Date . 

5. D Examiner's Amendment/Comment 
6. D Examiner's Statement of Reasons for Allowance 

3. D Examiner's Comment Regarding Requirement for Deposit 7. □ Other __ 
of Biological Material . 

4. 0 I nterview Summary (PTO-41 3) ,  
Paper No./Mail Date. __ . 

/VENKAT PERU NGAVOOR/ 
Primary Examiner, Art Unit 2492 

U.S. Patent and Trademark Office 
PTOL-37 (Rev. 08-1 3) Notice of Allowabil ity Part of Paper No./Mail Date 2021 1 0271 
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