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(57) ABSTRACT 

A host operating system running on a computing device 
monitors resource access by an application running in a 
container that is isolated from the host operating system. In 
response to detecting resource access by the application, a 
security event is generated describing malicious activity that 
occurs from the accessing the resource. This security event 
is analyzed to determine a threat level of the malicious 
activity. If the threat level does not satisfy a threat level 
threshold, the host operating system allows the application 
to continue accessing resources and continues to monitor 
resource access. When the threat level satisfies the threat 
level threshold, the operating system takes corrective action 
to prevent the malicious activity from spreading beyond the 
isolated container. Through the use of security events, the 
host operating system is protected from even kernel-level 
attacks without using resources required to run anti-virus 
software in the isolated container. 

20 Claims, 6 Drawing Sheets 
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ISOLATED CONTAINER EVENT 
MONITORING 

BACKGROUND 

2 
response to determining that that threat level associated with 
the generated security event satisfies the threat level thresh­
old, the device takes corrective action to mitigate the poten­
tially malicious activity in the container. 

Computing devices are frequently exposed to attacks from 
malicious software that can compromise functionality of 
information stored on the computing devices as well as the 
devices themselves. For example, malicious software can 
attempt to write illicit information to a computing device's 10 

operating system or access privileged memory locations. 
Often, malicious software does not include sufficient privi­
leges to perform these operations, which results in system 
errors and system event messages. Identifying and protect­
ing against these attacks is a continuing struggle, and failure 15 

to protect against such attacks can lead to user frustration 
with their computing devices. 

BRIEF DESCRIPTION OF THE DRAWINGS 

The detailed description is described with reference to the 
accompanying figures. In the figures, the left-most digit(s) of 
a reference number identifies the figure in which the refer­
ence number first appears. The use of the same reference 
numbers in different instances in the description and the 
figures may indicate similar or identical items. Entities 
represented in the figures may be indicative of one or more 
entities and thus reference may be made interchangeably to 
single or plural forms of the entities in the discussion. 

FIG. 1 illustrates an example system implementing iso­
lated container event monitoring in accordance with one or 
more embodiments. SUMMARY 

This Summary is provided to introduce a selection of 
concepts in a simplified form that are further described 
below in the Detailed Description. This Summary is not 
intended to identify key features or essential features of the 
claimed subject matter, nor is it intended to be used to limit 
the scope of the claimed subject matter. 

In accordance with one or more aspects, an application 
rumiing in a container that is isolated from a host operating 
system accesses a resource. In response to detecting that the 
application is accessing the resource, the host operating 
system monitors application activity in the container while 
the application is accessing the resource. In response to 
detecting potentially malicious activity in the container that 
occurs while the application is accessing the resource, the 
host operating system generates a security event that 
includes information describing the potentially malicious 
activity. The host operating system then analyzes the secu­
rity event to determine a threat level associated with the 
potentially malicious activity. 

20 FIG. 2 illustrates an example system architecture for 
isolated container event monitoring in accordance with one 
or more embodiments. 

FIG. 3 is a flowchart illustrating an example process for 
implementing isolated container event monitoring in accor-

25 dance with one or more embodiments. 
FIG. 4 is a flowchart illustrating an example process for 

managing a container based on event monitoring in accor­
dance with one or more embodiments. 

FIG. 5 is a flowchart illustrating an example process for 
30 monitoring events in an isolated container in accordance 

with one or more embodiments. 
FIG. 6 illustrates an example system that includes an 

example computing device that is representative of one or 
more systems and/or devices that may implement the vari-

35 ous techniques described herein. 

DETAILED DESCRIPTION 

In accordance with one or more aspects, a security event 40 

is received. The received security event includes informa­
tion describing potentially malicious activity that results 
from an application accessing a resource in a container that 

Event monitoring for isolated containers is discussed 
herein. An operating system rumiing on a computing device, 
also referred to herein as a host operating system running on 
a host device, uses containers for resource partitioning. In 
contrast to many virtual machine-based or sandbox 
approaches, using containers in conjunction with the event is isolated from a host operating system. In response to 

receiving the security event, the host operating system 45 

determines that a threat level associated with the received 
monitoring techniques described herein protects the com­
puting device from attacks by isolating web browsers, 

security event satisfies a threat level threshold. In response 
to determining that the threat level associated with the 
received security event satisfies the threat level threshold, 
the host operating system takes corrective action to mitigate 
the potentially malicious activity in the container. 

In accordance with one or more aspects, an application is 
rumiing in a container that is isolated from a host operating 
system of a device. As discussed herein, an application 
rumiing in the isolated container is configured to access one 
or more resources stored at the device implementing the 
container or stored remotely from the device implementing 
the container. In response to detecting that the application is 
accessing the resource, the device monitors application 
activity in the container while the application is accessing 
the resource. In response to detecting potentially malicious 
activity occurring in the container, the device generates a 
security event that includes information describing the 
potentially malicious activity. The device then analyzes the 
security event to determine a threat level associated with the 
potentially malicious activity. The device then determines 
whether the threat level satisfies a threat level threshold. In 

related applications, and operating system components such 
as the kernel, the file system, and the network from untrusted 
resources. In accordance with one or more embodiments, the 

50 host operating system treats every resource, whether local or 
network resources, as untrusted in an effort to protect the 
host operating system. In this manner, when the host device 
requests access to a resource, the host device contains the 
resource within one or more containers that provide full 

55 kernel isolation from the host operating system. As 
described herein, a resource refers to locations (e.g., of 
devices or where data resides) that the host device can access 
locally, access via a network, as well as one or more of data, 
executables, or network connections provided by different 

60 network locations. 
In order to protect the computing device implementing the 

host operating system, the host operating system receives 
policy to define a list of acceptable container activity. In 
accordance with one or more embodiments, a list of accept-

65 able container activity includes a "whitelist" that enumerates 
one or more activities that are considered to be acceptable 
within a container. Alternatively or additionally, a list of 
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acceptable container activity is inferred from a "blacklist" 
that enumerates one or more container activities that are 
considered to satisfy a threat level threshold. For instance, a 
container policy blacklist may specify unauthorized changes 
made to a container registry, to a container configuration file, 

4 
or entity that created the resource. Similarly, example infor­
mation describing the application used to access the resource 
includes a name of the application, a version number of the 
application, and a manufacturer of the application. Example 

5 information describing commands invoked by an applica­
tion include a read or write request to a file system cache, a 
request to access a certain memory location, an instruction 
to terminate a running process, and so on. Example infor­
mation describing attempted communications by the appli-

to a container file system, may specify unauthorized 
memory access or kernel activity in either the container or 
the host operating system, may specify unauthorized process 
creations or injections, may specify a range of normal 
network activity generated from historical analysis of moni­
tored container activity, and so on. Alternatively or addi­
tionally, there may be other examples of policy including use 
patterns, or characteristics of usage such as a range of 
acceptable values (e.g., acceptable values for disk usage, 
memory usage, and so forth). Thus, the host operating 15 

system is made aware of acceptable threat level thresholds 
for various container activities that may occur when a 
resource is accessed within the container. 

10 cation include an identification of a network location that the 
application attempts to access, a description of the network 
location, a copy of data or code that the application 
attempted to communicate outside the container, and so on. 
Accordingly, the information included in a security event is 
useable to describe behavior of an application that accesses 
a resource while running in an isolated container. 

The container event manager is configured to securely 
pass these security events to a security event collector of the 
host operating system for analysis. For example, a security In an enterprise environment where multiple users of the 

enterprise are connected and share access to common enter­
prise data and/or networks, this policy may be defined by an 
administrator of the enterprise to ensure that individual users 
as well as the shared data and networks of the enterprise 
remain protected. Alternatively or additionally, in a cloud 
computing environment where multiple computing devices 
are connected and share access to common resources, this 
policy may be defined to protect all connected devices. In 
some embodiments, the policy is locally calculated based on 
applications that are currently installed on a computing 
device, as well as resources that are expected to be used by 
the installed applications. Expectations ofresources that are 
to be used by certain applications can be determined in any 
manner. For example, expected resources to be used by an 
application can be user-specified, specified by an application 
developer, gleaned from historical application resource 
usage, and so on. In some embodiments, the policy is 
learned based on telemetry or other available existing usage 
statistics. Accordingly, the isolated container event monitor­
ing techniques can be used to protect a wide range of 
computing devices as well as a single computing device 
implementing the host operating system. 

When an application accesses a resource in a container, a 
container event manager implemented in the container 
monitors container activity that occurs from accessing the 
resource. The container event manager is configured to 
generate a security event in response to detecting malicious 
activity within the container occurring from resource access. 
In accordance with one or more embodiments, the host 
operating system considers every resource to be untrusted 
and forces resources to be accessed within an isolated 
container. Thus, the container event manager is configured 
to treat all container activity as malicious activity and 
constantly generate security events that describe container 
activity as it occurs in real-time. 

As described herein, a security event includes information 
describing activity that results from an application accessing 
a resource in a container. Information describing container 
activity can include any category of details describing 
behavior of a container. For example, a security event can 
include information describing an accessed resource, infor­
mation describing the application used to access the 
resource, information describing commands invoked by the 
application, information describing attempted communica­
tions by the application, and so forth. 

20 event collector can collect security events from one or more 
containers in order to log security events describing con­
tainer activity as it occurs in real-time. In some embodi­
ments, the host operating system monitors container activity 
for host resource usage by the container. As described 

25 herein, host resources include any type of resource, such as 
computational resources, storage resources, network con­
nectivity resources, and so on. Accordingly, the host oper­
ating system is configured to monitor container activity such 
as data exhaust, network connectivity, communications 

30 within the container, communications attempting to leave 
the container, and so on. Thus, the host operating system is 
configured to generate its own security events and transmit 
the generated security events to the security event collector. 
As such, the host operating system is able to monitor 

35 container activity when a container manager is non-acces­
sible, non-responsive, not implemented, partially imple­
mented, or otherwise inactive. Alternatively, when the con­
tainer event manager is trusted, security events generated by 
the host operating system can be compared against security 

40 events generated by the container event manager to verify 
correct resource usage reporting for an isolated container. 

In order to increase system security, the host operating 
system generally treats all data received from a container as 
malicious data. Thus, in order to preserve the integrity of 

45 information included in a security event, the host operating 
system implements a secure kernel in a communication 
channel communicatively coupling the host operating sys­
tem with the isolated container. In embodiments, the secure 
kernel is configured to protect the host operating system by 

50 claiming data or code related to the security event collector 
or the host operating system as off-limit memory. Thus, 
when malicious software attempts to access off-limit 
memory, the secure kernel generates an exception or system 
interrupt that is included in the security event to be analyzed 

55 in determining a corresponding threat level. Accordingly, the 
security events described herein provide secure memory 
snapshots and kernel snapshots that describe activity occur­
ring within a container. In some embodiments, a full or 
partial snapshot of the container can be used in forensic 

60 analysis to better understand aspects of an attack, a breach, 
and so forth. 

Example information describing an accessed resource 65 

includes a resource name, a location from where the 
resource was accessed, and an identification of an individual 

The host operating system is configured to determine a 
threat level associated with each received security event. As 
described herein, a security event describes activity per­
formed by an application, performed by an operating sys­
tem, performed over a network, and so on. Thus, a security 
event as described herein includes information whether any 
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component of a computing device is engaged in potentially 
malicious activity. For example, the host operating system 
compares information describing a received security event 
with policy in order to determine whether the security event 
describes malicious activity. The host operating system can 5 

log the security events in order to construct a repository of 
information describing container activity that can be lever­
aged to determine whether subsequent container activity is 
malicious to the point of satisfying a threat level threshold. 

In some embodiments, a threat level for container activity 10 

is determined using two or more security events. In these 
embodiments, information from multiple security events is 
aggregated and analyzed to ascertain a current threat level. 
Accordingly, as additional security events are received, the 

15 
additional security events are aggregated with logged secu­
rity events to determine a current threat level for a container. 

ing of these poorly written applications as malicious, 
enabling them to be efficiently terminated. 

In this manner, the host operating system is made aware 
of all potentially malicious container activity as it occurs in 
real-time with sufficient visibility to identify malicious 
activity that satisfies a threat level threshold. From this 
visibility, the host operating system can take corrective 
action to protect both itself as well as other operating 
systems on different devices. Furthermore, in contrast to 
systems in which containers and virtual machines are used 
to isolate and contain malicious software, with anti-virus 
software running in the container or virtual machine, the 
techniques discussed herein alleviate device resource usage 
that results from multiple instances of anti-virus software 
running in a container or virtual machine. By alleviating 
such device resource usage the device performance can be 
improved, such as faster start times, lower memory usage, 
lower disk usage, and so forth. 

Container Isolation System for Event Monitoring 
FIG. 1 illustrates an example system 100 implementing 

isolated container event monitoring in accordance with one 
or more embodiments. System 100 is implemented at least 
in part by a host device. Any of a variety of different types 
of computing devices can be used to implement the system 
100, such as a server computer, a desktop computer, a laptop 
or netbook computer, a mobile device (e.g., a tablet or 
phablet device, a cellular or other wireless phone ( e.g., a 
smartphone), a notepad computer, a mobile station), a wear­
able device (e.g., eyeglasses, head-mounted display, watch, 

In some embodiments, behavioral analytics are used to 
identify a threat level threshold based on an application in 
use or a user of the computing device. For example, a single 20 

user typically browses to a generally predictable set of 
websites and uses a generally predictable set of applications, 
with a minimal standard deviation of behaviors. Application 
behavior when accessing a resource is similarly predictable. 
Accordingly, if a user starts visiting numerous websites that 25 

the user has not previously visited, this behavior is logged as 
one or more security events and compared against a threat 
level threshold to determine whether corrective action is 
needed. Similarly, if an application begins downloading and 
installing software that the application has not previously 
downloaded and installed, this activity is logged in one or 
more security events and compared against a threat level 
threshold to determine whether corrective action is needed. 

30 bracelet, virtual reality (VR) glasses or headset, augmented 
reality (AR) headset or glasses), an entertainment device 
(e.g., an entertainment appliance, a set-top box communi­
catively coupled to a display device, a game console), an 
Internet of Things (IoT) device (e.g., objects or things with In a distributed computing environment, monitoring con­

tainer activity can be performed at the host operating system, 
in a different container that is isolated from the host oper­
ating system, at a different device than a device implement­
ing the host operating system, at a central server connected 
to multiple devices, at a cloud service, and so on. Thus, the 
techniques described herein enable analysis of container 
activity at various locations without comprising the security 
of these various locations. 

In response to determining that a threat level of malicious 
activity described by a received security event does not 
satisfy a threat level threshold, the host operating system 
permits an application running in the container to continue 
accessing resources. However, in response to determining 
that a threat level of malicious activity described by a 
received security event satisfies a threat level threshold, the 
host operating system takes corrective action to mitigate a 
negative effect of the malicious activity. For instance, the 
host operating system may quarantine the container to 
prevent the container from accessing any resources or data 
outside the container. Alternatively or additionally, the host 
operating system may identify a resource causing the mali­
cious activity and add the identified resource to a list of 
untrusted resources so that other computing devices are 
aware of possible negative effects. Additionally or alterna­
tively, the host operating system can use the techniques 
described herein to monitor and enforce poorly written 
applications. For example, in some cloud environments, 
hastily written applications may encounter bugs or design 
flaws that result in high, inefficient resource usage, uninten­
tional privilege escalations, or writing data to inappropriate 
places such as system files, configuration files, and so on. By 
monitoring activity of these poorly written applications, the 
techniques described herein enable identification and label-

35 software, firmware, and/or hardware to allow communica­
tion with other devices), a television or other display device, 
an automotive computer, and so forth. Thus, the computing 
device implementing system 100 may range from a full 
resource device with substantial memory and processor 

40 resources (e.g., personal computers, game consoles) to a 
low-resource device with limited memory and/or processing 
resources (e.g., traditional set-top boxes, hand-held game 
consoles). 

The system 100 includes a host operating system 102, a 
45 management and monitoring service 104, and a web proxy 

106. The management and monitoring service 104 is repre­
sentative of a service that provides one or more administra­
tive policies for the computing device implementing the host 
operating system 102, as discussed herein. The web proxy 

50 106 is representative of functionality that controls access to 
one or more network resources 120(1), . .. , 120(m) accessed 
remotely from the computing device implementing the host 
operating system 102. For example, in one or more embodi­
ments web proxy 106 controls access to one or more 

55 resources accessed from network 108 by requiring authen­
tication from host operating system 102 before granting 
access to the one or more resources. Alternatively, in one or 
more embodiments the computing device implementing host 
operating system 102 accesses network resources 120(1), .. 

60 . , 120(m) via network 108 independent of a web proxy. 
Network 108 represents functionality of a data network, 
such as the Internet, a local area network (LAN), a public 
telephone network, an intranet, other public and/or propri­
etary networks, combinations thereof, and so forth. As such, 

65 network resources 120(1), ... , 120(m) accessed via network 
108 may include web sites, web applications, emails, docu­
ments, and so on. 
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the host operating system 102. Additionally or alternatively, 
this compiled report may be propagated from the manage­
ment and monitoring service 104 or the host operating 
system 102 to at least one different computing device or 

In one or more embodiments, the host operating system 
102, management and monitoring service 104, and web 
proxy 106 are implemented as part of the same computing 
device. Alternatively, at least part of the management and 
monitoring service 104 and/or web proxy 106 can be imple­
mented on a device that is separate and remote from the 
device implementing the host operating system 102. For 
example, in one or more embodiments the management and 
monitoring service 104 is implemented as a mobile device 
management (MDM) service located remotely from a com­
puting device implementing host operating system 102. 
Alternatively or additionally, the management and monitor­
ing service 104 may be implemented as a lightweight 
directory access protocol (LDAP) server located remotely 
from a computing device implementing host operating sys­
tem 102. Similarly, the web proxy 106 may be implemented 
remotely from the device implementing the host operating 
system 102. 

5 cloud service implemented remotely from a computing 
device implementing the host operating system 102. In this 
manner, feedback from event monitoring in an isolated 
container can be used by others to protect multiple devices, 
such as devices of an enterprise, devices connected via the 

10 cloud, and so on. In some embodiments, the management 
and monitoring service 104 is configured to perform its own 
analysis on feedback from the host operating system 102 
regarding monitored resource activity, using the techniques 
described herein. The management and monitoring service 

15 104 is thus configured to further monitor for malicious 
activity on the host operating system 102 or in any of 
containers 122(1), ... , 122(n). 

The management and monitoring service 104 may be 
configured to receive policy configuration data from an 

20 administrator of the device that implements the host oper­
ating system 102. As discussed herein, policy describes 
information pertaining to trusted network resources such as 
trusted websites, trusted network locations, trusted net­
works, and so on. Additionally or alternatively, policy 

The management and monitoring service 104 is config­
ured to provide (e.g., push) policy to the host operating 
system 102. In one or more embodiments, the management 
and monitoring service 104 is configured to push policy to 
the host operating system 102 at regular or irregular inter­
vals, such as at system startup, daily, and so on. Alterna­
tively, the management and monitoring service 104 may be 
configured to push policy to the host operating system 102 
whenever there is an update to policy for the host operating 
system. Although reference is made herein to policy being 
pushed to the host operating system 102, management and 
monitoring service 104 is configured to provide policy to 
host operating system via any suitable data transmission 
methods (e.g., streaming). Alternatively, in one or more 
embodiments host operating system 102 is configured to 
obtain (e.g., pull) policy from the management and moni­
toring service 104. The management and monitoring service 35 

104 has two roles. First, the management and monitoring 
service 104 receives an administrative configuration for 
individual network resources 120(1), ... , 120(m) that are 
generally accessible to a user of the host operating system 
102. In one or more embodiments, these network resources 40 

are associated with individual levels of trust. For example, 

25 describes acceptable threat levels for potentially malicious 
activity. When the management and monitoring service 104 
receives policy from an administrator, the management and 
monitoring service 104 is configured to send a policy update 
to a target set of computing devices. The target set of 

30 computing devices to which the management and monitor­
ing service 104 sends policy updates is defined by an 
administrator in accordance with one or more embodiments. 
For example, in an enterprise environment as discussed 

an employer may define any network resource that is asso­
ciated with the employer's website as having a high level of 
trust. Accordingly, policy for the host operating system 102 
indicates that any network resources associated with the 45 

employer's website are trusted network resources. 
Additionally, the administrative configuration policy pro­

vided by the management and monitoring service 104 can 
specify acceptable threat levels for various resource activity. 
In one or more embodiments, this policy provided by the 50 

management and monitoring service 104 specifies an accept­
able threat level threshold for various activities that occur 
from accessing individual network resources 120(1), ... , 
120(m) in a container 122(1), ... , 122(n). As described in 
further detail below, this policy can be provided to the 55 

security subsystem 112 in order to enable the security 
subsystem 112 to analyze a threat level associated with 
potentially malicious container activity and to determine 
whether the threat level satisfies a threat level threshold. 

above, the management and monitoring service 104 is 
configured to send policy updates to each computing device 
associated with the enterprise. Each computing device that 
receives a policy update is configured to locally store the 
policy for use when attempting to access resources. 

As discussed in further detail below, the computing device 
that implements host operating system 102 is configured to 
dynamically monitor activity associated with accessed net­
work resources 120(1), ... , 120(m) and to dynamically 
monitor activity with local resources, such as one or more 
resources stored locally on a computing device implement-
ing host operating system 102. Monitored activity associated 
with network resources is received via the security event 
collector 116, analyzed via the security subsystem 112, and 
updated locally at the host operating system 102 and com­
municated back to the management and monitoring service 
104. In this manner, the management and monitoring service 
104 may be continuously updated to provide a user of the 
host operating system 102 with an accurate list of trusted 
network resources and an accurate list of threat level thresh­
olds for various security events. 

The host operating system 102 also includes an isolated 
container subsystem 110, a security subsystem 112, one or 
more applications 114, a security event collector 116, and a 
container manager 118. The host operating system 102 also 
manages one or more containers, illustrated as multiple (n) 

The second role of the management and monitoring 
service 104 is to receive feedback from the host operating 
system 102 regarding monitored activity associated with 
individual network resources and to compile that monitored 
information into a report for an administrator. This compiled 
report may be used by an administrator to update policy 
pertaining to trusted network resources or to update policy 
pertaining to threat levels for various resource activity for 

60 containers 122(1), ... , 122(n). 
The isolated container subsystem 110 is representative of 

functionality for calling network isolation query application 
programming interfaces (APis) to determine if a requested 
resource is trusted. If the isolated container subsystem 110 

65 determines that a requested resource is trusted, the isolated 
container subsystem 110 allows the requested resource to be 
accessed by the host operating system 102. Alternatively, if 
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vating one or more containers 122(1), ... , 122(n) for an 
individual user of the system 100 and for ensuring that other 
users of the system 100 cannot access the one or more 
containers 122(1), ... , 122(n) created for the individual 

the isolated container subsystem 110 determines that a 
requested resource is not trusted, the isolated container 
subsystem 110 causes the host operating system 102 to 
activate one or more of containers 122(1), ... , 122(n) and 
allow the one or more activated containers to access the 
untrusted network resource. 

The security subsystem 112 is representative of function­
ality for analyzing information describing potentially mali­
cious activity that occurs from accessing a resource in one 
or more of containers 122(1), ... , 122(n) in order to 
determine a threat level associated with the potentially 
malicious activity. For example, the security subsystem 112 
can receive security events from the security event collector 
116 that describe container activity resulting from resource 
access in one or more of containers 122(1), ... , 122(n ). The 
security subsystem 112 compares a received security event 
against policy, such as policy received from management 
and monitoring service 104, to determine a threat level of the 
potentially malicious activity. For example, the security 
subsystem 112 can compare security event information 
describing the potentially malicious activity against a list of 
acceptable and/or unacceptable container behavior to deter­
mine whether a threat level associated with the malicious 
activity satisfies a threat level threshold. Functionality of the 
security subsystem 112 is described in further detail below. 

5 user. Depending on the number of physical processors 
and/or processor cores in the computing device running the 
host operating system 102, a single container 122(1), ... , 
122(n) can be run at a time (e.g., in the case of a single 
processor with a single core) or alternatively multiple con-

10 tainers 122(1), .. . , 122(n) can be run concurrently (e.g., in 
the case of multiple processors and/or multiple processor 
cores). Additionally, in one or more embodiments container 
manager 118 is configured to monitor user configuration 
changes that are performed within one or more of containers 

15 122(1), ... , 122(n). For example, container manager 118 is 
configured to detect changes to user preferences associated 
with a web site accessed in one of containers 122(1), ... , 
122(n). Host operating system 102 is configured to use these 
detected changes in the container and apply them to one or 

20 more related resources that are accessed in the host operat­
ing system. 

Each container 122(1), ... , 122(n) can be implemented 
in different manners. One type of container that a container 
122 can be implemented as is referred to as a process 

Applications 114 include one or more applications that are 
executable by one or more processors of the computing 
device implementing the host operating system 102. For 
example, applications 114 may include a web browser 
application. Alternatively or additionally, applications 114 
may include applications such as e-mail applications, word 
processing applications, spreadsheet applications, visual 
presentation applications, and the like. 

25 container. For a process container, the application processes 
within the container run as if they were operating on their 
own individual system ( e.g., computing device), which is 
accomplished using namespace isolation. Host operation 
system 102 implements namespace isolation. Namespace 

The security event collector 116 is representative of 
functionality for collecting security events that are securely 
communicated from one or more of containers 122(1), ... 

30 isolation provides processes in a container a composed view 
consisting of the shared parts of host operating system 102 
and the isolated parts of the operating system that are 
specific to each container such as filesystem, configuration, 
network, and so forth. As described herein, isolated parts of 

35 the operating system that are specific to each container may 
also be referred to as container subsystems, which are 
discussed in further detail below. , 122(n). The security event collector 116 is configured to 

subscribe to one or more container event managers 126(1), 
... , 126(n) in order to be aware of all container activity 
occurring in the one or more containers 120(1), ... , 120(n). 40 

For example, the security event collector 116 may "pull" 
security events from one or more container event managers 
126(1), ... , 126(n) or establish a connection for the one or 
more container event managers 126(1), ... , 126(n) to 
"push" security events to the security event collector 116 as 45 

security events are generated. Upon receiving a security 
event, the security event collector 116 forwards the security 
event with information describing potentially malicious con­
tainer activity for analysis, such as to security subsystem 
112. Communication between the security event collector 50 

116 and the one or more containers 122(1), ... , 122(n) is 
protected through implementation of a secure kernel in a 
communication channel that couples the security event 
collector 116 with the one or more containers 122(1), ... , 
122(n). In this manner, the host operating system 102 is 55 

made aware of all potentially malicious activity occurring 
within one or more containers 122(1), ... , 122(n) without 
compromising security of operating system data or hardware 
aspects of a device implementing the host operating system 
102. Functionality of the security event collector 116 is 60 

described in greater detail below. 
The host operating system 102 additionally includes a 

container manager 118. The container manager 118 manages 
the scheduling of containers 122(1), ... , 122(n) in the 
system 100 and determines which containers 122(1), ... , 65 

122(n) are run on the host operating system 102 at what 
times. Container manager 118 is also responsible for acti-

Another type of container that a container 122 can be 
implemented as is referred to as a virtualized container. For 
a virtualized container, the virtualized container is run in a 
lightweight virtual machine that, rather than having specific 
host physical memory assigned to the virtual machine, has 
virtual address backed memory pages. Thus, the memory 
pages assigned to the virtual machine can be swapped out to 
a page file. The use of a lightweight virtual machine provides 
additional security and isolation between processes running 
in a container. Thus, whereas process containers use process 
isolation or silo-based process isolation to achieve their 
containment, virtualized containers use virtual machine 
based protection to achieve a higher level of isolation 
beyond what a normal process boundary can provide. A 
container may also be run in a virtual machine using 
physical memory. 

In one or more embodiments, each container 122(1), .. . 
, 122(n) includes one or more applications 124(1), ... , 
124(n). Individual ones of the one or more applications 
124(1), ... , 124(n) correspond to instances of individual 
ones of the applications 114 on host operating system 102. 
Applications 124(1), ... , 124(n) are thus useable to access 
untrusted resources in one or more of containers 122(1), .. 
. , 122(n) in a similar manner to how one of applications 114 
would access a trusted resource on the host operating system 
102. 

In one or more embodiments, each container 122(1), .. . 
, 122(n) includes a container event manager 126(1), ... , 
126(n). Each container event manager 126(1), ... , 126(n) 
is configured to monitor activity that occurs within a con-
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tainer 122(1), ... , 122(n). For example, each container 
event manager 126(1), .. . , 126(n) is configured to monitor 
activity that occurs when one or more applications 124(1), 
... , 124(n) access a resource within a respective container. 
Each container event manager 126(1), ... , 126(n) is 5 

additionally configured to generate a security event in 
response to detecting malicious activity within a container 
122(1), ... , 122(n). As described herein, a security event 
includes information describing container activity that can 
be analyzed in order to determine whether malicious activity 10 

occurring within a container satisfies a threat level threshold. 
For example, a security event generated by a container event 
manager 126(1), ... , 126(n) can be securely transferred to 
the security event collector 116 and to the security subsys­
tem 112 in order for the security subsystem 112 to compare 15 

information in the security event against security policy for 
the management and monitoring service. As is described in 
further detail below, a determination of whether potentially 
malicious activity indicated by the security event satisfies a 
threat level threshold is used by the container manager 118 20 

to either allow an application 124(1), ... , 124(n) to continue 
accessing resources or take corrective action to mitigate the 
malicious activity. 

Having considered an example system for implementing 
isolated container event monitoring, consider now an 25 

example architecture for the system implementing isolated 
container event monitoring in accordance with one or more 
embodiments. 

System Architecture 
FIG. 2 illustrates an example system architecture 200 for 30 

isolated container event monitoring in accordance with one 
or more embodiments. System architecture 200 is imple­
mented at least in part by a computing device. Any of a 
variety of different types of computing devices can be used 
to implement the system architecture 200, analogous to the 35 

discussion above regarding types of that can be used to 
implement the system 100 of FIG. 1. 

In the illustrated example, the computing device imple­
menting the system architecture 200 includes two separate 
and isolated portions: the host operating system 102 and the 40 

container 122. Although illustrated as only including a 
single container 122, the system architecture 200 is config­
ured to include any number of different containers 122. The 
host operating system 102 is isolated from any one or more 
containers 122 to protect the host operating system 102 from 45 

attacks or infections that may result from untrusted network 
resources, as illustrated by the dashed line in FIG. 2. 

The host operating system 102 is illustrated as including 
security subsystem 112, security event collector 116, and 
container manager 118. Additionally, the host operating 50 

system 102 includes application 202, which may be one of 
applications 114 illustrated in FIG. 1. 

The container 120 includes application 204, which is 
representative of an instance of application 202 included in 
host operating system 102. The container 122 additionally 55 

includes container subsystems 206, the functionality of 
which is discussed in further detail below. Additionally, the 
container 130 includes a container event manager 126, 
which is representative of functionality to monitor container 
activity and to generate a security event describing activity 60 

within the container 122, such as activity that occurs when 
the application 204 accesses a resource. Functionality of the 
container event manager 126 is discussed in further detail 
below. 

12 
machine bus 208 is a communication channel that allows the 
host and container portions to communicate with one 
another. Additionally or alternatively, the host operating 
system 102 and the container 122 are communicatively 
connected via other means such as a physical network, a 
virtual network, simple message block (SMB) protocol, or 
remote procedure call (RPC) interconnections. The commu­
nicative connection between the host operating system 102 
and the container 122 implements a secure kernel to main­
tain integrity of information passed from the container 122 
to the host operating system 102. For example, in one or 
more embodiments the VMBUS 208 implements a secure 
kernel that specifies any data or memory locations associ­
ated with the container event manager 126, the security 
event collector 116, the container manager 118, or any other 
component of host operating system 102 as off-limits. 
Accordingly, when malicious software attempts to access 
off-limit data or memory locations, the secure kernel causes 
an exception or interrupt to occur, which is monitored by the 
container event manager 126 and included in a security 
event passed to the security event collector for determining 
a threat level associated with the off-limit access attempt. 

Having considered a system architecture for a system 
implementing isolated container event monitoring, consider 
now functionality of individual components illustrated in the 
host portion and the container portion of system architecture 
200. 

Security Subsystem 
Security subsystem 112 is representative of functionality 

for analyzing information included in security events 
describing potentially malicious activity that occurs from 
application 204 running in container 120. In order to imple­
ment isolated container event monitoring, security subsys­
tem 112 is configured to communicate with the security 
event collector 116 and the container manager 118. In one or 
more embodiments, security subsystem 112 is automatically 
launched upon startup of the computing device implement­
ing system architecture 200. Alternatively, security subsys­
tem 112 is launched at other times, such as by the host 
operating system 102 upon creation of the container 122. 

When security subsystem 112 is launched, it establishes a 
connection with security event collector 116 to receive 
security events passed from the container event manager 
126. At launch, security subsystem 112 is additionally 
configured to establish a connection with a service, such as 
management and monitoring service 104 of FIG. 1, to 
receive updated policy information describing threat level 
thresholds for various container activities. In this manner, 
security subsystem 112 includes current information 
describing acceptable threat level thresholds for potentially 
malicious container activity. 

Upon receiving a security event from the security event 
collector 116, the security subsystem 112 determines a threat 
level of malicious activity associated with the security event 
by comparing information included in the security event 
against policy. In accordance with one or more embodi-
ments, policy is configured as a whitelist of information 
describing acceptable container activity. Alternatively or 
additionally, policy is configured as a blacklist of informa­
tion describing prohibited network activity. In accordance 
with one or more embodiments, policy received by security 
subsystem 112 is formed from previously analyzed security 
events that describe a range of normal network activity 
resulting from container operations. For example, normal 

The host operating system 102 and the container 122, 
although isolated from one another, are communicatively 
connected via virtual machine bus (VMBUS) 208. Virtual 

65 network activity as described herein includes information 
describing application 204's access to one or more known 
trusted resources. 
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Security event collector 116 is representative of function­
ality for implementing isolated container event monitoring 
in the computing device implementing system architecture 
200. In order to implement the event monitoring, security 

Thus, by monitoring container activity with resources that 
are known to be trusted, policy can be generated to account 
for unknown malicious activity that falls outside a range of 
normal network activity. As described herein, normal net­
work activity includes any activity between the container 
122 and an isolated location, such as a different container, 
host operating system 102, a different computing device, and 
so on. As such, the security subsystem 112 is configured to 
determine a threat level of a potentially malicious activity by 
comparing information included in the form of security 
events against policy describing acceptable threat level 
thresholds for potentially malicious activity. Additionally, 
the security subsystem 112 is configured to analyze security 
events to learn malicious patterns over time. Patterns of 
logged security events can be analyzed to identify certain 
patterns that repeatedly generate a threat level that satisfies 

5 event collector 116 is configured to communicate with the 
container event manager 126 in a secure manner via the 
virtual machine bus 208. In one or more embodiments, 
security event collector 116 is automatically launched upon 
startup of the computing device implementing system archi-

10 tecture 200. Alternatively, security event collector 116 is 
launched upon creation of the container 122. 

Although system architecture 200 is illustrated as only 
including a single container 122, security event collector 116 
is configured to subscribe to different container event man-

a given threat level threshold. For example if a pattern of 
security events describing application 204's access to a 
specific website repeatedly results in satisfying a threat level 
threshold, security subsystem 112 can learn that the specific 
website is not to be trusted. As the security subsystem 112 
identifies malicious patterns of security events, the security 
subsystem 112 is configured to update policy describing 
potentially malicious activity, such as policy local to host 
operating system 104 or remote policy stored at the man­
agement and monitoring service 104 of FIG. 1. 

15 agers implemented in different containers. Upon establish­
ing a connection with container event manager 126, the 
security event collector 116 subscribes to security events 
published by the container event manager 126. For example, 
the security event collector 116 may "pull" security events 

20 from container event manager 126. Alternatively or addi­
tionally, the security event collector 116 may receive secu­
rity events from the container event manager 126 as they are 
pushed by the container event manager 126. 

Upon receiving a security event, the security event col-

In response to determining a threat level of a potentially 
malicious activity occurring in container 122, security sub­
system interacts with container manage 118 to control the 
container 122. For example, in response to determining that 

25 lector forwards the security event with information describ­
ing potentially malicious container activity for analysis, 
such as to security subsystem 112. In accordance with one 
or more embodiments, security event collector 116 forwards 
the security event anonymously to the security subsystem 

30 112. This anonymous forwarding is useful in implementa­
tions where the security event collector 116 and the security 
subsystem 112 are implemented on different devices, or 
where the security subsystem 112 is implemented as a 
cloud-based service. 

a threat level associated with the malicious activity does not 
satisfy a threat level threshold for a particular security event, 
security subsystem 112 permits the application 204 to con­
tinue accessing one or more resources without intervention. 35 

However, in response to determining that a threat level 
associated with the malicious activity satisfies a threat level 
for a particular security event, security subsystem 112 
causes the container manager 118 to take corrective action to 
mitigate the malicious activity. Functionality of the con- 40 

tainer manager 118 and corrective action is described in 
further detail below. 

Although security subsystem 112 is illustrated as imple­
mented by host operating system 102, security subsystem 
112 is configured to perform the functionality described 45 

herein at a myriad of locations. For instance, security 
subsystem 112 can be implemented in a container that is 
isolated from both the host operating system 102 as well as 
the container 122. Alternatively or additionally, the security 
subsystem 112 can be implemented by an operating system 50 

of a device that is implemented remotely from a device 
implementing host operating system 102. Alternatively or 
additionally, the security subsystem 112 can be implemented 
as a cloud-based service in a distributed computing envi­
ronment, as described in further detail with respect to FIG. 55 

6. Accordingly, because security subsystem 112 can be 
implemented at a variety of locations, security subsystem 
112 is configured to determine whether malicious container 
activity satisfies a threat level threshold simultaneously for 
multiple containers and multiple devices implementing the 60 

isolated container event monitoring techniques described 
herein. 

This security event information received from the security 
event collector 116 is then useable by the security subsystem 
112 to instruct a container manager, such as container 
manager 118, how to manage the container 122. 

Container Manager 
Container manager 118 is responsible for activating one 

or more containers 122 that are isolated from host operating 
system 102 to access resources and to take corrective action 
in response to determining that malicious activity resulting 
from resource access satisfies a threat level threshold. As 
discussed herein, activating a container such as container 
122 includes creating one or more new containers or resum­
ing running of one or more suspended containers. Container 
manager 118 is additionally configured to activate one or 
more containers for an individual user logged into host 
operating system 102 and ensure that any other users of the 
host operating system are restricted from accessing the 
activated one or more containers for the individual user. 
Container manager 118 ensures a mapping of the user 
logged into host operating system 102 to the container 122. 
In some embodiments in which there are multiple users of 
host operating system 102 and multiple containers, the 
container manager 118 is configured to see a logged-on 
user's identity and directly associate that with one or more 
corresponding containers. This restriction prevents other 
users from viewing or otherwise interacting with the con­
tainers and further prevents the spread of potentially mali-
cious container activity. 

In order to receive security events that include informa­
tion describing potentially malicious container activity, 
security subsystem 112 employs a security event collector, 
such as security event collector 116. 

Security Event Collector 

When host operating system 102 starts up, container 
manager 118 determines whether policy is present. In one or 

65 more embodiments, container manager 118 determines 
whether policy is present by communicating with security 
subsystem 112, as discussed herein. If container manager 
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118 determines that policy is present on host operating 
system 102, container manager 118 is configured to activate 
container 122 to handle any resources that are requested by 
the host operating system 102. Container manager 118 is 
configured to activate container 122 by communicating with 5 

host operating system 102 to determine if a container base 
image exists. If container manager 118 determines that a 
container base image does not exist, container manager 118 
is configured to create a container base image. If container 
manager 118 determines that a container base image does 10 

exist, or after container manager 118 creates a container base 
image, container manager 118 waits for a user to log onto 
host operating system 102. 

A container base image contains information required to 
create and activate an isolated container that includes its 15 

own operating system, such as container 122. For example, 
in one or more embodiments a container base image con­
tains information describing how host operating system 102 

16 
system 102' s application prograniming interfaces (APis) are 
available to manage isolated container lifecycles and asso­
ciated network stacks. 

In addition to creating container 122, container manager 
118 is configured to take corrective action in response to 
receiving an indication from the security subsystem 112 that 
a threat level of malicious activity within the container 122 
satisfies a threat level threshold. For example, container 
manager 118 is configured to quarantine the accessed 
resource associated with the malicious activity in order to 
prevent the resource from executing. Alternatively or addi-
tionally, container manager 118 is configured to identify the 
accessed resource associated with the malicious activity, add 
the identified resource to a blacklist enumerating malicious 
resources, and propagate the blacklist to other connected 
computing devices. For example, if a device implementing 
system architecture 200 is a central server of an enterprise, 
container manager 118 is configured to broadcast the black­
list to all connected devices in the enterprise to mitigate is to set registry settings for a container. Information regard­

ing registry settings is required because some applications 
that are opened inside container 122 behave differently than 

20 effects of the malicious activity. Because security event 
collector 116 is configured to receive security events from 
container event manager 126 in real-time as the application 
204 is rumiing, the container manager can broadcast black-

a version of the application that would be opened on host 
operating system 102. Additionally or alternatively, a con­
tainer base image includes information describing how to 
create a user account within an application executed in 25 

container 122. Additionally or alternatively, the container 
base image includes information regarding an amount of 
allocated resources that may be required by container sub­
systems 206, such as memory, processors, disks, or net­
works, when container 122 is active. 

lists in real-time to effectively prevent the spread of mali­
cious activity. 

Alternatively or additionally, in response to receiving an 
indication from the security subsystem 112 that a threat level 
of malicious activity within the container 122 satisfies a 
threat level threshold, container manager 118 is configured 

30 to quarantine the container 122 and prevent the container 
122 from further accessing resources. By blocking the 
container 122 from further accessing resources, the con­
tainer manager 118 prevents malicious activity occurring in 

When a user logs onto host operating system 102, con­
tainer manager 118 determines whether a container corre­
sponding to the container base image exists. If container 
manager 118 determines that a container does not exist for 
the container base image, container manager 118 may create 35 

a container, such as container 122. In this manner, container 
manager 118 ensures that a container base image includes 
any updated host operating system binaries, thereby keeping 
containers created from the container base image up to date 
with the host operating system 102. In the event of a host 40 

operating system 102 update, container manager 118 is 
configured to either force close any open containers or wait 
until user activity in the container has ceased to delete the 
container base image and create a new container base image. 
In a scenario where a container is hosted on a different 45 

the container from gaining file system access, access to 
shared resources hosted by the device implementing system 
architecture 200, and shared network resources, such as 
network resources 120(1), ... , 120(m) of FIG. 1. Addi­
tionally or alternatively, the container manager 118 is con­
figured to take corrective action in response to determining 
that malicious activity satisfies a threat level threshold by 
terminating the container 122 and rebuilding a new con-
tainer. For example, the container manager 118 is configured 
to rebuild a new container that is free of both unwanted 
resources associated with the malicious activity, as well as 
any changes that may have occurred in the terminated 
container 122 as a result of the malicious activity. computing device, container manager 118 is configured to 

communicate with the different computing device to manage 
and monitor the remote containers. 

In response to determining that host operating system 102 

Having considered a system architecture for a system 
implementing isolated container event monitoring, consider 
now functionality of a container event manager for moni-

50 taring resource access in the container portion of system 
architecture 200. 

is requesting access to one or more resources, container 
manager 118 is configured to identify an application on the 
host operating system that is requesting the untrusted net­
work resource. Container manager 118 is configured to 
launch a version of the application, such as application 204, 
within container 122 to handle the requested resource. After 55 

container manager 118 activates a version of the application 
within container 122, container manager 118 is configured to 
remote into container 122 to display an interface of the 
application at a display of the device implementing host 
operating system 102. 

Container Event Manager 
As discussed herein, container event manager 126 is 

representative of functionality for detecting access to a 
resource by a virtual application running in a container, such 
as application 204 running in container 122. Additionally, 
container event manager 126 is representative of function­
ality for monitoring activity in the container while the 
application is accessing the resource and for generating a 

60 security event including information describing potentially 
malicious activity when the container event manager 126 
determines container activity to be potentially malicious. 

Container manager 118 is configured to communicate 
with the isolated container subsystem 110 of FIG. 1 to 
ensure that appropriate hardware virtualization technology 
exists on host operating system 102, and in container 122, if 
the container is hosted by a remote computing device. For 65 

container manager 118 to function properly, the container 
manager 118 is configured to verify that host operating 

In accordance with one or more embodiments, a device 
implementing system architecture 200 assumes that every 
resource accessed in the container 120 is associated with 
potentially malicious activity. Thus, the container event 
manager 126 is configured to constantly generate security 
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events during resource access by the application 204. Each 
security event generated by container event manager 126 
includes information describing container activity and, 
based on the constant nature of generating security events, 
provides a real-time overview of container activity to an 5 

external entity, such as security event collector 116. 
The container event manager 126 is configured to monitor 

both activity in the container 122 as well as activity in the 
host operating system 102, via its connection to the host 
operating system 102 though virtual machine bus 208. For 10 

instance, when monitoring container activity, container 
event manager 126 may monitor access, changes, or activity 
in container subsystems 206. Container subsystems 206 are 
representative of instances of systems activated upon cre­
ation of the container 122 in order for the application 204 to 15 

operate in a similar manner as application 202 operates on 
host operating system 102. For example, container subsys­
tems 206 can include a container registry, container con­
figuration files, a container process manager, a container file 
system cache, a container memory manager, and so on. 20 

In accordance with one or more embodiments, the con­
tainer event manager 126 is configured to constantly monitor 
the container subsystems 206 in order to identify anomalous 
behavior that may occur due to malicious activity. For 
example, the container event manager 126 is configured to 25 

generate a security event upon identifying anomalous behav-
ior that would otherwise not occur during normal container 
activity. Anomalous behavior can include, unauthorized 
changes to the container registry, unauthorized changes to 
the container configuration files, unauthorized changes to 30 

the container file systems, creation or injection of an unau­
thorized process into container activity, unauthorized 
memory access, unauthorized kernel activity, abnormal net­
work activity, and so on. 

As discussed herein, because the security subsystem 112 35 

of the host operating system 102 is updated with policy 
describing acceptable threat level thresholds for various 
types of container activity, container event manager 126 
does not need to be aware of policy describing what types of 
access are authorized or unauthorized. Accordingly, con- 40 

tainer event manager 126 regards all container activity as 
potentially malicious and generates security events that 
include information describing all container activity. Alter­
natively or additionally, policy from the security subsystem 
112 can be communicated to the container event manager 45 

126 to make the container event manager 126 aware of what 
container activity is regarded as potentially malicious activ­
ity. 

The container event manager 126 is configured to 
securely communicate security events to the security event 50 

collector 116 of the host operating system using a secure 
kernel in a communication channel that couples the host 
operating system 102 with the isolated container 122, such 
as in virtual machine bus 208. By implementing this secure 
kernel in the communication channel, container event man- 55 

ager 126 is additionally configured to monitor activity in the 
host operating system 102 that may be attempted by mali­
cious activity occurring in the container 122. For example, 
when application 204 accesses a malicious resource, the 
malicious resource may attempt to access a network, such as 60 

network 108 of FIG. 1, through the host operating system 
102. 

18 
shared resources hosted by a device implementing system 
architecture 200 as well as network resources that are 
located remotely from the device implementing system 
architecture 200. Using the techniques described herein, the 
container event manager 126 is configured to monitor poten­
tially malicious activity in both an isolated container as well 
as a host operating system of a device running the isolated 
container. By aggregating information describing potentially 
malicious activities in both the host operating system 102 
and the container 122, the container event manager 126 is 
configured to provide comprehensive information to the 
security event collector 116 that can be used by the security 
subsystem 112 to analyze malicious activity and take cor­
rective action in real time to mitigate the malicious activity. 

Having considered a system architecture for a system 
implementing isolated container event monitoring to protect 
one or more computing devices from attacks or infections 
associated with malicious resources, consider now example 
procedures in accordance with one or more embodiments. 

Example Procedures 
FIG. 3 is a flowchart illustrating an example process 300 

for implementing isolated container event monitoring in 
accordance with one or more embodiments. Process 300 is 
carried out by a system, such as system 100 of FIG. 1, and 
can be implemented in software, firmware, hardware, or 
combinations thereof. Process 300 is shown as a set of acts 
and is not limited to the order shown for performing the 
operations of various acts. Process 300 is an example 
process for implementing isolated container event monitor­
ing; additional discussions of implementing isolated con­
tainer event monitoring are included herein with reference to 
different figures. 

In process 300, access to a resource by an application 
running in a container is detected (act 302). Access is 
detected when a user, administrator, program, application, or 
other entity of the system requests one or more resources. 
The one or more resources accessed by an application 
running in a container can include network resources from 
one or more locations that are located remotely from the 
system and/or resources that are locally hosted by the 
system. For example, access to a resource is detected when 
a user of the system navigates to a webpage using a web 
application running in a container or when a user of the 
system uses an application running in a container to open a 
file stored in local memory of the system. 

In response to detecting access to a resource by the 
application running in the container, process 300 monitors 
activity in the container while the application accesses the 
resource (act 304). Alternatively or additionally, process 300 
monitors activity in the container upon creation of the 
container and continues monitoring activity in the container 
until termination of the container. In one or more embodi­
ments, the monitoring is performed by a container event 
manager, such as container event manager 126 of FIG. 1. 
The container event manager may be implemented in the 
same container as the application or may be implemented in 
a container that is separate from the container running the 
application. In instances where the container event manager 
is implemented in a container that is separate from the 
container running the application, the separate containers are 
communicatively coupled in order to facilitate inter-con-
tainer activity, such as via VMBUS 208 of FIG. 2. 

Because this access is prohibited by the secure kernel of 
the communication channel, the secure kernel causes an 
exception or interrupt to be generated, which is detectable by 
the container event manager 126. As such, the container 
event manager 126 is configured to monitor access to both 

In response to detecting malicious activity within the 
container, process 300 generates a security event (act 306). 

65 In order to protect the system running the container, it is 
assumed that all activity occurring within a container is 
malicious activity. Accordingly, in one or more embodi-
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level associated with the security event by comparing infor­
mation included in the security event against policy infor­
mation describing acceptable container activity. Alterna­
tively or additionally, the security event collector is 

5 configured to analyze multiple security events in order to 
determine a threat level associated malicious activity from 
aggregated security events. 

ments security events are constantly generated while the 
virtual application accesses the resource. Thus, the security 
events provide real-time information describing container 
activity that can be analyzed in order to determine a threat 
level of the container activity. In accordance with one or 
more embodiments, the security events are generated by a 
container event manager, such as container event manager 
126 of FIG. 1. Alternatively or additionally, the security 
events are generated by a host operating system, such as host 
operating system 102 of FIG. 1. The container event man- 10 

ager may be implemented in the same container as the 
application or may be implemented in a container that is 
separate from the container running the application. Simi­
larly, the container event manager may be implemented at a 
computing device that is remote from the computing device 15 

implementing the container. 
Upon receiving a security event, process 300 analyzes the 

security event to determine a threat level of the malicious 
activity (act 308). The analysis can be performed at a 
computing device implementing the container or can be 20 

performed at a computing device that is remote from the 
computing device implementing the container. In accor­
dance with one or more embodiments, analyzing the security 
event is performed by a security event collector, such as 
security event collector 116 of FIG. 1. The security event 25 

collector is configured to analyze the security event to 
determine a threat level of the malicious activity by com­
paring the security event to policy specifying acceptable 
container activity. Alternatively or additionally, the security 
event collector is configured to analyze multiple security 30 

events in order to determine a threat level of the malicious 

This determination of a threat level associated with the 
security event is then used by the host operating system to 
determine whether the threat level satisfies a threat level 
threshold for the malicious activity (act 408). As discussed 
herein, the host operating system is configured to determine 
that the threat level associated with at least one security 
event satisfies a threat level threshold if the threat level 
corresponds to policy defining prohibited container activity. 
Additionally or alternatively, the host operating system is 
configured to determine that the threat level associated with 
at least one security event satisfies a threat level threshold if 
the threat level does not correspond to policy defining 
permitted container activity. 

In response to determining that the threat level does not 
satisfy a threat level threshold, the host operating system 
allows the application to continue accessing resources (act 
410). In this manner, the host operating system does not 
interfere with container activity that is not determined to 
pose a threat based on its failure to satisfy a threat level 
threshold. 

In response to determining that the threat level satisfies a 
threat level threshold for the malicious activity, the host 
operating system takes corrective action (act 412). In accor­
dance with one or more embodiments, taking corrective 
action comprises quarantining the container or the resource 
to prevent the host operating system from potentially mali­
cious activity. Alternatively or additionally, taking correc-

activity. For example, the security event collector can per­
form a new analysis for an aggregated group of security 
events each time a new security event is received. Alterna­
tively, the security event collector can perform a periodic 
analysis for a group of aggregated security events at inter­
vals based on a number of received security events, timer­
based intervals, intervals based on power consumption met­
rics, and so forth. 

35 tive action comprises notifying at least one different com­
puting device of the malicious activity to prevent the 
different computing device from the potentially malicious 
activity. As such, the host operating system is configured to 
protect both itself and other operating systems and/or com-

Having considered an example procedure for implement­
ing isolated container event monitoring at a host operating 
system to protect a device implementing the host operating 
system from attacks or infections associated with malicious 
network resources, consider now an example procedure that 
can be utilized to manage a container based on event 
monitoring in accordance with one or more embodiments. 

40 puting devices from succumbing to similar malicious activ­
ity. In accordance with one or more embodiments, process 
400 is implemented in a host operating system of a central 
computing device in an enterprise or a cloud service to 
protect large numbers of computing devices from malicious 

45 activity. 

FIG. 4 is a flowchart illustrating an example process 400 
managing a container based on event monitoring in accor­
dance with one or more embodiments. 

Having considered an example process for managing a 
container based on event monitoring, consider now an 
example procedure for monitoring events in isolated con­
tainers in accordance with one or more embodiments. 

FIG. 5 is a flowchart illustrating an example process 500 
for monitoring events in isolated containers accordance with 
one or more embodiments. 

Process 400 is carried out by a host operating system, 50 

such as host operating system 102 of FIG. 1, and can be 
implemented in software, firmware, hardware, or combina­
tions thereof. Process 400 is shown as a set of acts and is not 
limited to the order shown for performing the operations of 
various acts. Process 400 is an example process for manag­
ing a container based on event monitoring; additional dis­
cussions of managing a container based on event monitoring 
are included herein with reference to different figures. 

Process 500 is carried out by a host operating system, 
such as host operating system 102 of FIG. 1, and can be 

55 implemented in software, firmware, hardware, or combina­
tions thereof. Process 500 is shown as a set of acts and is not 

In process 400, the host operating system monitors activ-
ity describing resource access by an application within a 60 

container (act 402). From this monitoring, the host operating 
system receives a security event indicating that malicious 
activity is occurring within the container (act 404). 

In response to receiving the security event, the host 
operating system proceeds to determine a threat level asso- 65 

ciated with the security event ( act 406). As discussed herein, 
the host operating system is configured to determine a threat 

limited to the order shown for performing the operations of 
various acts. Process 500 is an example process for moni­
toring events in isolated containers; additional discussions of 
monitoring events in isolated containers are included herein 
with reference to different figures. 

In process 500, the host operating system runs an appli­
cation in a container that is isolated from the host operating 
system (act 502). By running the application in the con­
tainer, the host operating system isolates itself from any 
potential malicious activity that occurs within the container. 
While the application is running in the container, the host 
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operating system monitors container activity (act 504). As 
described herein, container activity refers to any process or 
operation that occurs from the running of the application. 
For example, container activity can include access to a 
container file system cache, access to a container registry, 5 

access to a kernel of the container, access to container 
memory, running another process in the container, accessing 
resources, and so on. 

From the monitored container activity, the host operating 
system detects access by the application to a resource (act 10 

506). As described herein, access by the application to a 
resource can include access to a network resource that is 
stored remote from a computing device implementing the 
host operating system or access to a resource stored locally 
at a computing device implementing the host operating 15 

system. 
In response to detecting access by the application to a 

resource, a security event describing malicious activity 
occurring from the application's access to the resource is 
generated (act 508). In accordance with one or more 20 

embodiments, the host operating system treats all container 
activity as malicious activity, thus security events are con­
stantly generated for all activity occurring from the appli­
cation's access to a resource. In accordance with one or 
more implementations, the security event is generated by a 25 

container event manager running in the container with the 
application. Alternatively, the security event may be gener­
ated by a container event manager running in a different 
container than the container running the application. This 
enables consistent generation of security events in real-time 30 

that describe all activity resulting from the application 
accessing a resource. 

22 
threshold. For example if a pattern of security events 
describing an application's access to a specific website 
results in satisfying a threat level threshold, it can be learned 
that the specific website is not to be trusted. 

In response to determining that the threat level of the 
malicious activity satisfies a threat level threshold, correc­
tive action is taken to mitigate the malicious activity (act 
514). In accordance with one or more embodiments, taking 
corrective action comprises quarantining the container or the 
resource to prevent the host operating system from poten­
tially malicious activity. Alternatively or additionally, taking 
corrective action comprises notifying at least one different 
computing device of the malicious activity to prevent the 
different computing device from the potentially malicious 
activity. As such, the host operating system is configured to 
protect both itself and other operating systems and/or com-
puting devices from succumbing to similar malicious activ­
ity. In accordance with one or more embodiments, process 
500 is implemented in a host operating system of a central 
computing device in an enterprise or a cloud service to 
protect large numbers of computing devices from malicious 
activity. 

Example System 
Although particular functionality is discussed herein with 

reference to particular modules, it should be noted that the 
functionality of individual modules discussed herein can be 
separated into multiple modules, and/or at least some func­
tionality of multiple modules can be combined into a single 
module. Additionally, a particular module discussed herein 
as performing an action includes that particular module itself 
performing the action, or alternatively that particular module 
invoking or otherwise accessing another component or mod­
ule that performs the action ( or performs the action in 
conjunction with that particular module). Thus, a particular 

The generated security event is then logged (act 510). In 
accordance with one or more embodiments, the host oper­
ating system logs the security event in a security event 
collector implemented locally on the host operating system. 
Alternatively or additionally, the host operating system is 
configured to log the security event at a location imple­
mented remotely from the host operating system, such as in 
another isolated container, in a cloud service, in a device 
located remotely from a device implementing the host 
operating system, and so on. By logging the security event, 
the host operating system is configured to generate or 
supplement a repository of information describing container 
activity. This information can then be used by one or more 
devices to protect software and hardware from compromise 
by otherwise unrecognizable malicious activity. 

35 module performing an action includes that particular module 
itself performing the action and/or another module invoked 
or otherwise accessed by that particular module performing 
the action. 

After logging the security event, the logged security event 
is analyzed to determine a threat level of the malicious 
activity (act 512). Analyzing the logged security event can 
be performed by any suitable device, such as by a device 
storing the logged security event, a device implemented 
remotely from a storage location of the logged security 
event, a container isolated from the container running the 
application, a cloud service, and so on. In accordance with 
one or more embodiments, the analysis of a logged security 
event can be performed by comparing the logged security 
event to other similar logged security events to determine 
whether the security event corresponds to operations outside 

FIG. 6 illustrates an example system generally at 600 that 
40 includes an example computing device 602 that is represen­

tative of one or more systems and/or devices that may 
implement the various techniques described herein. The 
computing device 602 may be, for example, a server of a 
service provider, a device associated with a client (e.g., a 

45 client device), an on-chip system, and/or any other suitable 
computing device or computing system. 

The example computing device 602 as illustrated includes 
a processing system 604, one or more computer-readable 
media 606, and one or more I/O Interfaces 608 that are 

50 communicatively coupled, one to another. Although not 
shown, the computing device 602 may further include a 
system bus or other data and command transfer system that 
couples the various components, one to another. A system 
bus can include any one or combination of different bus 

55 structures, such as a memory bus or memory controller, a 
peripheral bus, a universal serial bus, and/or a processor or 
local bus that utilizes any of a variety of bus architectures. 
A variety of other examples are also contemplated, such as 
control and data lines. 

a range of expected behavior for the application. Thus, with 60 

the addition of more logged security events, analysis can be 
improved to more accurately determine a threat level of 
malicious activity occurring within the container. Addition­
ally, logged security events can be analyzed to learn mali­
cious patterns over time. Patterns of logged security events 65 

can be analyzed to identify certain patterns that repeatedly 
generate a threat level that satisfies a given threat level 

The processing system 604 is representative of function­
ality to perform one or more operations using hardware. 
Accordingly, the processing system 604 is illustrated as 
including hardware elements 610 that may be configured as 
processors, functional blocks, and so forth. This may include 
implementation in hardware as an application specific inte­
grated circuit or other logic device formed using one or more 
semiconductors. The hardware elements 610 are not limited 
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by the materials from which they are formed or the process­
ing mechanisms employed therein. For example, processors 
may be comprised of semiconductor(s) and/or transistors 
(e.g., electronic integrated circuits (ICs)). In such a context, 
processor-executable instructions may be electronically-ex- 5 

ecutable instructions. 
The computer-readable media 606 is illustrated as includ­

ing memory/storage 612. The memory/storage 612 repre­
sents memory/storage capacity associated with one or more 
computer-readable media. The memory/storage 612 may 10 

include volatile media (such as random access memory 
(RAM)) and/or nonvolatile media (such as read only 
memory (ROM), resistive RAM (ReRAM), Flash memory, 
optical disks, magnetic disks, and so forth). The memory/ 
storage 612 may include fixed media (e.g., RAM, ROM, a 15 

fixed hard drive, and so on) as well as removable media 
( e.g., Flash memory, a removable hard drive, an optical disc, 
and so forth). The computer-readable media 606 may be 
configured in a variety of other ways as further described 
below. 20 

24 
and/or storage that is tangible, in contrast to mere signal 
transmission, carrier waves, or signals per se. Thus, com­
puter-readable storage media refers to non-signal bearing 
media. The computer-readable storage media includes hard­
ware such as volatile and non-volatile, removable and non­
removable media and/or storage devices implemented in a 
method or technology suitable for storage of information 
such as computer readable instructions, data structures, 
program modules, logic elements/circuits, or other data. 
Examples of computer-readable storage media may include, 
but are not limited to, RAM, ROM, EEPROM, flash 
memory or other memory technology, CD-ROM, digital 
versatile disks (DVD) or other optical storage, hard disks, 
magnetic cassettes, magnetic tape, magnetic disk storage or 
other magnetic storage devices, or other storage device, 
tangible media, or article of manufacture suitable to store the 
desired information and which may be accessed by a com­
puter. 

"Computer-readable signal media" refers to a signal-
bearing medium that is configured to transmit instructions to 
the hardware of the computing device 602, such as via a 
network. Signal media typically may embody computer 
readable instructions, data structures, program modules, or 

The one or more input/output interface(s) 608 are repre­
sentative of functionality to allow a user to enter commands 
and information to computing device 602, and also allow 
information to be presented to the user and/or other com­
ponents or devices using various input/output devices. 
Examples of input devices include a keyboard, a cursor 
control device ( e.g., a mouse), a microphone ( e.g., for voice 
inputs), a scanner, touch functionality (e.g., capacitive or 
other sensors that are configured to detect physical touch), a 
camera (e.g., which may employ visible or non-visible 
wavelengths such as infrared frequencies to detect move­
ment that does not involve touch as gestures), a sensor (e.g. 

25 other data in a modulated data signal, such as carrier waves, 
data signals, or other transport mechanism. Signal media 
also include any information delivery media. The term 
"modulated data signal" means a signal that has one or more 
of its characteristics set or changed in such a manner as to 

30 encode information in the signal. By way of example, and 
not limitation, communication media include wired media 
such as a wired network or direct-wired connection, and 
wireless media such as acoustic, RF, infrared, and other 
wireless media. 

an ambient light sensor or a motion sensor), and so forth. 
Examples of output devices include a display device ( e.g., a 
monitor or projector), speakers, a printer, a network card, 35 

tactile-response device, and so forth. Thus, the computing 
device 602 may be configured in a variety of ways as further 
described below to support user interaction. 

As previously described, the hardware elements 610 and 
computer-readable media 606 are representative of instruc­
tions, modules, programmable device logic and/or fixed 
device logic implemented in a hardware form that may be 
employed in some embodiments to implement at least some The computing device 602 also includes a host operating 

system supporting isolated container event monitoring 614. 
The host operating system supporting isolated container 
event monitoring 614 provides various management of event 
monitoring for isolated containers, as discussed above. The 
host operating system supporting isolated container event 
monitoring 614 can implement, for example, the host oper­
ating system 102 of FIG. 1. 

40 aspects of the techniques described herein. Hardware ele­
ments may include components of an integrated circuit or 
on-chip system, an application-specific integrated circuit 
(ASIC), a field-programmable gate array (FPGA), a com­
plex progranimable logic device (CPLD), and other imple-

45 mentations in silicon or other hardware devices. In this 

Various techniques may be described herein in the general 
context of software, hardware elements, or program mod­
ules. Generally, such modules include routines, programs, 
objects, elements, components, data structures, and so forth 50 

that perform particular tasks or implement particular abstract 
data types. The terms "module," "functionality," and "com­
ponent" as used herein generally represent software, firm­
ware, hardware, or a combination thereof. The features of 
the techniques described herein are platform-independent, 55 

meaning that the techniques may be implemented on a 
variety of computing platforms having a variety of proces­
sors. 

context, a hardware element may operate as a processing 
device that performs program tasks defined by instructions, 
modules, and/or logic embodied by the hardware element as 
well as a hardware device utilized to store instructions for 
execution, e.g., the computer-readable storage media 
described previously. 

Combinations of the foregoing may also be employed to 
implement various techniques and modules described 
herein. Accordingly, software, hardware, or program mod­
ules and other program modules may be implemented as one 
or more instructions and/or logic embodied on some form of 
computer-readable storage media and/or by one or more 
hardware elements 610. The computing device 602 may be 
configured to implement particular instructions and/or func-An implementation of the described modules and tech­

niques may be stored on or transmitted across some form of 
computer-readable media. The computer-readable media 
may include a variety of media that may be accessed by the 
computing device 602. By way of example, and not limita­
tion, computer-readable media may include "computer-read­
able storage media" and "computer-readable signal media." 

"Computer-readable storage media" refers to media and/ 
or devices that enable persistent storage of information 

60 tions corresponding to the software and/or hardware mod­
ules. Accordingly, implementation of modules as a module 
that is executable by the computing device 602 as software 
may be achieved at least partially in hardware, e.g., through 
use of computer-readable storage media and/or hardware 

65 elements 610 of the processing system. The instructions 
and/or functions may be executable/operable by one or more 
articles of manufacture (for example, one or more comput-
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ing devices 602 and/or processing systems 604) to imple­
ment techniques, modules, and examples described herein. 

As further illustrated in FIG. 6, the example system 600 
enables ubiquitous environments for a seamless user expe­
rience when running applications on a personal computer 
(PC), a television device, and/or a mobile device. Services 
and applications run substantially similar in all three envi­
ronments for a common user experience when transitioning 
from one device to the next while utilizing an application, 
playing a video game, watching a video, and so on. 

In the example system 600, multiple devices are inter­
connected through a central computing device. The central 
computing device may be local to the multiple devices or 
may be located remotely from the multiple devices. In one 
or more embodiments, the central computing device may be 
a cloud of one or more server computers that are connected 
to the multiple devices through a network, the Internet, or 
other data communication link. 

26 
The platform 624 may abstract resources and functions to 

connect the computing device 602 with other computing 
devices. The platform 624 may also serve to abstract scaling 
of resources to provide a corresponding level of scale to 

5 encountered demand for the resources 626 that are imple­
mented via the platform 624. Accordingly, in an intercon­
nected device embodiment, implementation of functionality 
described herein may be distributed throughout the system 
600. For example, the functionality may be implemented in 

10 part on the computing device 602 as well as via the platform 
624 that abstracts the functionality of the cloud 622. It 
should be noted that the cloud 622 can be arranged in a 
myriad of configurations. For example, the cloud 622 can be 
implemented as a single cloud, as multiple instances of 

15 cloud 622 all behaving as a single cloud, or with one or more 
instances of platform 624 implemented behind the cloud 622 
and behaving as if the one or more instances of platform 624 
were implemented in the cloud. 

In the discussions herein, various different embodiments 
20 are described. It is to be appreciated and understood that 

each embodiment described herein can be used on its own or 
In one or more embodiments, this interconnection archi­

tecture enables functionality to be delivered across multiple 
devices to provide a common and seamless experience to a 
user of the multiple devices. Each of the multiple devices 
may have different physical requirements and capabilities, 
and the central computing device uses a platform to enable 25 

the delivery of an experience to the device that is both 
tailored to the device and yet common to all devices. In one 

in connection with one or more other embodiments 
described herein. Further aspects of the techniques discussed 
herein relate to one or more of the following embodiments. 

A method comprising: detecting an access to a resource 
by an application running in a container that is isolated from 
a host operating system; monitoring application activity in 
the container while the application is accessing the resource; 
responsive to detecting potentially malicious activity in the 
container, generating a security event that includes informa­
tion describing the potentially malicious activity; and ana-

or more embodiments, a class of target devices is created and 
experiences are tailored to the generic class of devices. A 
class of devices may be defined by physical features, types 30 

of usage, or other common characteristics of the devices. 
In various implementations, the computing device 602 

may assume a variety of different configurations, such as for 
computer 616, mobile 618, and television 620 uses. Each of 
these configurations includes devices that may have gener- 35 

ally different constructs and capabilities, and thus the com­
puting device 602 may be configured according to one or 
more of the different device classes. For instance, the 
computing device 602 may be implemented as the computer 
616 class of a device that includes a personal computer, 40 

desktop computer, a multi-screen computer, laptop com­
puter, netbook, and so on. 

lyzing the security event to determine a threat level associ­
ated with the potentially malicious activity. 

Alternatively or in addition to any of the above described 
methods, any one or combination of: the method further 
comprising transmitting the generated security event to a 
computing device that is remote from a host computing 
device implementing the container; wherein the host com­
puting device is a computing device within an enterprise of 
computing devices and the remote computing device is a 
central server for the enterprise of computing devices; 
wherein the potentially malicious activity comprises an 
unauthorized change made to a registry of the container, an 
unauthorized change made to a configuration file for the 
container, an unauthorized change made to a file system of 
a computing device implementing the container, or an 
unauthorized initiation of an application process within the 
container; wherein the security event is generated by a 
container event manager running in the container and the 

The computing device 602 may also be implemented as 
the mobile 618 class of device that includes mobile devices, 
such as a mobile phone, portable music player, portable 45 

gaming device, a tablet computer, a multi-screen computer, 
and so on. The computing device 602 may also be imple­
mented as the television 620 class of device that includes 
devices having or connected to generally larger screens in 
casual viewing environments. These devices include televi­
sions, set-top boxes, gaming consoles, and so on. 

50 host operating system is configured to generate a separate 
security event that describes the potentially malicious activ­
ity and compare the security event with the separate security 
event to determine whether the container event manager is 
functioning correctly; the method further comprising gen-

The techniques described herein may be supported by 
these various configurations of the computing device 602 
and are not limited to the specific examples of the techniques 
described herein. This functionality may also be imple­
mented all or in part through use of a distributed system, 
such as over a "cloud" 622 via a platform 624 as described 
below. 

The cloud 622 includes and/or is representative of a 
platform 624 for resources 626. The platform 624 abstracts 
underlying functionality of hardware ( e.g., servers) and 
software resources of the cloud 622. The resources 626 may 
include applications and/or data that can be utilized while 
computer processing is executed on servers that are remote 
from the computing device 602. Resources 626 can also 
include services provided over the Internet and/or through a 
subscriber network, such as a cellular or Wi-Fi network. 

55 erating multiple security events that include information 
describing application activity in the container while the 
application accesses the resource and analyzing the multiple 
security events together to determine a threat level associ­
ated with the application activity in the container while the 

60 application accesses the resource; wherein the potentially 
malicious activity comprises an unauthorized attempt to 
access memory of a computing device implementing the 
container; wherein the potentially malicious activity com­
prises an unauthorized kernel activity in the container or a 

65 computing device implementing the container; wherein the 
potentially malicious activity comprises network activity 
within the container that is outside a range of normal 
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network activity for the application running in the container; 
wherein the resource is a network resource or a shared 
resource hosted by a device implementing the container; the 
method further comprising preventing the application from 
accessing the resource in response to determining that a 
threat level associated with the potentially malicious activity 
satisfies a threat level threshold; wherein the application 
comprises an operating system or a web browser. 

A method comprising: receiving a security event that 
includes information describing potentially malicious activ­
ity resulting from an application accessing a resource in a 
container that is isolated from a host operating system; 
determining that a threat level associated with the received 
security event satisfies a threat level threshold; and; respon­
sive to determining that the threat level associated with the 
received security event satisfies the threat level threshold, 
taking corrective action to mitigate the potentially malicious 
activity in the container. 

Alternatively or in addition to any of the above described 
methods, any one or combination of: wherein the received 
security event is received as a pattern of security events and 
determining that the threat level associated with the received 
security event satisfies the threat level threshold comprises 
comparing the pattern of security events against policy 
describing malicious patterns of security events; wherein 
taking corrective action comprises quarantining the con­
tainer to prevent access to any resources or data stores that 
are implemented outside the container; wherein taking cor­
rective action comprises adding the resource to a blacklist 
and sending the blacklist to at least one computing device to 
protect the at least one computing device from the poten­
tially malicious activity; wherein taking corrective action 
comprises quarantining the resource so that the application 
is prevented from further accessing the resource; wherein 
taking corrective action comprises terminating the container, 
generating a second container that is isolated from the host 
operating system, and running a second instance of the 
application in the second container; wherein taking correc­
tive action comprises generating a snapshot of the container 
that describes a current state of the application and the 
resource in the container, prior to terminating the container. 

28 
malicious activity comprises an unauthorized change made 
to a registry of the container, an unauthorized change made 
to a configuration file for the container, an unauthorized 
change made to a file system of the device implementing the 

5 container, or an unauthorized initiation of an application 
process within the container; wherein the security event is 
generated by a container event manager running in the 
container and the host operating system is configured to 
generate a separate security event that describes the poten-

10 tially malicious activity and compare the security event with 
the separate security event to determine whether the con­
tainer event manager is functioning correctly; the operations 
further comprising generating multiple security events that 
include information describing application activity in the 

15 container while the application accesses the resource and 
analyzing the multiple security events together to determine 
a threat level associated with the application activity in the 
container while the application accesses the resource; 
wherein the potentially malicious activity comprises an 

20 unauthorized attempt to access memory of the device imple­
menting the container; wherein the potentially malicious 
activity comprises an unauthorized kernel activity in the 
container or the device implementing the container; wherein 
the potentially malicious activity comprises network activity 

25 within the container that is outside a range of normal 
network activity for the application running in the container; 
wherein the resource is a network resource or a shared 
resource hosted by the device implementing the container; 
wherein the application comprises an operating system or a 

30 web browser. 
Although the subject matter has been described in lan­

guage specific to structural features and/or methodological 
acts, it is to be understood that the subject matter defined in 
the appended claims is not necessarily limited to the specific 

35 features or acts described above. Rather, the specific features 
and acts described above are disclosed as example forms of 
implementing the claims. 

What is claimed is: 
1. A method for determining a threat level of a potentially 

40 malicious activity by an application running in a container 
isolated from a host operating system, the method compris-

A device comprising: one or more processors; and one or 
more computer-readable storage media storing computer­
readable instructions that are executable by the one or more 
processors to perform operations comprising: detecting an 45 

access to a resource by an application running in a container 
that is isolated from a host operating system; monitoring 
activity in the container while the application is accessing 
the resource; responsive to detecting potentially malicious 
activity in the container, generating a security event that 50 

includes information describing the potentially malicious 
activity; analyzing the security event to determine a threat 
level associated with the potentially malicious activity; 
determining that the threat level associated with the gener­
ated security event satisfies a threat level threshold; and 55 

responsive to determining that the threat level associated 
with the received security threat satisfies the threat level 
threshold, taking corrective action to mitigate the potentially 
malicious activity in the container. 

ing: 
performing by a container event manager running in the 

container: 
detecting an access to a resource by the application; 
detecting the potentially malicious activity by monitor-

ing application activity in the container while the 
application is accessing the resource; 

responsive to detecting the potentially malicious activ­
ity in the container, generating a security event that 
includes information describing the potentially mali­
cious activity; and 

communicating the security event to the host operating 
system via a secure communication channel; and 

performing by the host operating system: 
analyzing the security event to determine the threat 

level associated with the potentially malicious activ­
ity; 

generating a separate security event that describes the 
potentially malicious activity; and Alternatively or in addition to any of the above described 60 

computing devices, any one or combination of: the opera­
tions further comprising transmitting the generated security 
event to a computing device that is remote from the device 
implementing the container; wherein the device is a com­
puting device within an enterprise of computing devices and 65 

the remote computing device is a central server for the 
enterprise of computing devices; wherein the potentially 

comparing the security event with the separate security 
event to determine whether the container event man­
ager is functioning correctly. 

2. The method as recited in claim 1, further comprising 
transmitting the security event to a remote computing device 
that is remote from a host computing device implementing 
the container. 
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3. The method as recited in claim 2, wherein the host 
computing device is a computing device within an enterprise 
of computing devices and the remote computing device is a 
central server for the enterprise of computing devices. 

4. The method as recited in claim 1, wherein the paten- 5 

tially malicious activity comprises an unauthorized change 
made to a registry of the container, an unauthorized change 
made to a configuration file for the container an unauthor­
ized change made to a file system of a com'puting device 
implementing the container, or an unauthorized initiation of 10 

an application process within the container. 
5. The method as recited in claim 1, further comprising 

generating multiple security events that include information 
describing multiple application activities in the container 
while the application accesses one or more resources and 15 

analyzing the multiple security events together to determine 

30 
security event satisfies the threat level threshold comprises 
comparing the pattern of security events against policy 
describing malicious patterns of security events. 

14. The method as recited in claim 12, wherein taking 
corrective action comprises quarantining the container to 
prevent access to any resources or data stores that are 
implemented outside the container. 

15. The method as recited in claim 12, wherein taking 
corrective action comprises adding the resource to a black­
list and sending the blacklist to at least one computing 
device to protect the at least one computing device from the 
potentially malicious activity. 

16. !he m~thod as recited in claim 12, wherein taking 
corrective act10n comprises quarantining the resource so that 
the application is prevented from further accessing the 
resource. a threat level associated with the multiple application activi­

ties. 
6. The method as recited in claim 1, wherein the poten­

tially malicious activity comprises an unauthorized attempt 
to ac~ess memory of a computing device implementing the 
contamer. 

17. The method as recited in claim 12, wherein taking 
corr_ective action comprises terminating the container, gen-

20 eratmg a second container that is isolated from the host 
operating system, and running a second instance of the 
application in the second container. 

7. The method as recited in claim 1, wherein the poten­
tially malicious activity comprises an unauthorized kernel 
~ctivity in_ the container or in the host operating system 
1mplementmg the container. 

8. The method as recited in claim 1, wherein the poten­
tially malicious activity comprises network activity within 
the container that is outside a range of normal network 
activity for the application running in the container. 

18. The method as recited in claim 17, wherein taking 
corrective action comprises generating a snapshot of the 

25 
container that describes a current state of the application and 
th~ resource in the container, prior to terminating the con­
tamer. 

9. The method as recited in claim 1, wherein the resource 
)s a networ~ resource or a shared resource hosted by a device 
1mplementmg the container. 

1?·. The m~t~od of claim 12 wherein the potentially 
mahc10us activity comprises an unauthorized attempt to 

30 
acces~ memory of a computing device implementing the 
contamer. 

20. A computer-readable memory device having program 
code recorded thereon that when executed by at least one 
processor of a computing device causes the at least one 10. The method as recited in claim 1, further comprising 

preventing the application from accessing the resource in 
response to determining that the threat level associated with 
the potentially malicious activity satisfies a threat level 
threshold. 

35 
processor to perform operations for determining a threat 
level of potentially malicious activity by an application 
running in a container isolated from a host operating system, 
the operations comprising: 

~1. The m~thod as recited in claim 1, wherein the appli­
cat10n compnses an operating system or a web browser. 40 

12. ~ ~eth?d in a host operating system comprising: 
rece1vmg vrn a secure communication chamiel a security 

event that includes information describing potentially 
malicious activity detected by a container event man­
ager running in a container that is isolated from the host 45 

operating system and resulting from an application 
running in the container accessing a resource in the 
container; 

determining whether a threat level associated with the 
security event satisfies a threat level threshold and if so 50 

taking corrective action to mitigate the potentially mali~ 
cious activity in the container; 

generating a separate security event that describes the 
potentially malicious activity; and 

comparing the security event with the separate security 55 

event to determine whether the container event man­
ager is functioning correctly. 

13. The method as recited in claim 12, wherein the 
security event is received as a pattern of security events and 
determining that the threat level associated with the received 

generating by a container event manager running in the 
container a security event that includes information 
describing the potentially malicious activity, said gen­
erating comprising: 
detecting an access to a resource by the application; 
monitoring application activity in the container while 

the application is accessing the resource to detect the 
potentially malicious activity; and 

responsive to detecting the potentially malicious activ­
ity in the container, generating the security event; 

communica~ing the security event to the host operating 
system vrn a secure communication channel· and 

performing by the host operating system: ' 
analyzing by the host operating system the security 

event to determine a threat level associated with the 
potentially malicious activity; 

generating a separate security event that describes the 
potentially malicious activity; and 

comparing the security event with the separate security 
event to determine whether the container event man­
ager is functioning correctly. 

* * * * * 
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