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DESKTOP SHARING METHOD AND SYSTEM
FIELD OF THE INVENTION

[0001] The present invention relates generally to data shar-
ing among different computers and in particular to a method
and system for enabling remote control of a host computer
having a display region that is to be shared with at least one
other computer.

BACKGROUND OF THE INVENTION

[0002] Networked computer systems including computers
executing desktop sharing applications to permit the comput-
ers to share displayed information are widely known and
used. In these computer systems, one computer (the host
computer) transmits images of its desktop to a plurality of
remote computers using such a desktop sharing application.
The remote computers may use a variety of strategies to
display the host computer desktop images depending on the
operating environments of the remote computers.

[0003] Windows is a well-known operating environment
for computers. In this operating environment, information to
be presented to a user is displayed by a desktop graphical user
interface in one or more windows. In computer systems that
share displayed information and operate in the Windows envi-
ronment, when images of the host computer desktop are
transmitted to the remote computers via a conferencing
server, each remote computer displays the host computer
desktop image within a window. Such desktop sharing
requires a large, stable network connection between each of
the personal computers and the conferencing server, espe-
cially where other applications, such as video conferencing,
are run at the same time.

[0004] In some instances, it is desirable to permit remote
control by a remote computer of a particular host computer
having a shared display region. Web conferencing software
such as Bridgit™ provided by SMART Technologies ULC of
Calgary, Alberta, Canada enable a user during a conference
to, while sharing a desktop, permit contributions via remote
control to the desktop via other client computers during the
conference. Typically this is done by a remote user manually
requesting remote control of the shared desktop via menu
selection. In response, the user of the host computer receives
a pop-up or other notification, and the user of the host com-
puter then chooses whether to grant or deny the request for
remote control of the desktop. Upon grant of remote control,
keyboard and mouse commands are routed from the remote
controller computer via the computer network to the host
computer.

[0005] It has been found that the manual request and
explicit grant/deny process is cumbersome for users, as it can
interrupt and thereby frustrate the collaborative process sup-
ported by the computer network. This disadvantage is
encountered in other systems such as those provided by
Microsoft, WebEx, Adobe and VNC, to name a few.

[0006] As will be appreciated, improvements in graphical
user interfaces in environments where computers share dis-
played information are desired. It is therefore an object of the
present invention to provide a novel method and system for
enabling remote control of a first computer having a display
region that is to be shared with at least one other computer.

SUMMARY OF THE INVENTION

[0007] According to one aspect there is provided, in a dis-
tributed computer network where displayed information is
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shared between at least two computers, a method of enabling
remote control of a host computer having a display region that
is to be shared with at least one client computer, comprising:
[0008] while the host computer is under local control,
tracking time lapsed since a local user input event has
occurred;

[0009] inthe event that the time lapsed exceeds a threshold,
enabling remote control of the host computer by a client
computer.

[0010] According to another aspect, there is provided a
desktop sharing application, comprising:

[0011] a shared display region;

[0012] said desktop sharing application being dynamically
conditionable between a host mode, wherein said shared dis-
play region displays a shared region of the desktop of a host
computer upon which the desktop sharing application is
executing, and a client mode, wherein said shared display
region displays a shared region of the desktop of a client
computer executing the desktop sharing application condi-
tioned in host mode with which said desktop sharing appli-
cation is in communication;

[0013] said desktop sharing application in said host mode
tracking time lapsed since a local user input event on said host
computer and in the event that time lapsed exceeds a thresh-
old, enabling remote control of said host computer by a client
computer.

[0014] According to yet another aspect, there is provided,
in a distributed computer network where displayed informa-
tion is shared between at least two computers, a method of
remotely controlling a shared desktop comprising:

[0015] sharing a region of a desktop on a host computer
with a client computer;

[0016] receiving a request from the client computer to
remotely control the host computer’s desktop; and

[0017] inthe event that atime lapsed since a local user input
activity on the host computer has exceeded a threshold,
enabling remote control of the host computer by the client
computer.

[0018] The time lapse mechanism for enabling remote con-
trol is advantageous in that it mimics the natural pause in
conversation that occurs after someone speaks that indicates
the floor is open for other speakers/contributors. The time
lapse mechanism is more intuitive for users collaborating in a
conferencing or other environment than previously-known
mechanisms that require the local user of the host computer to
click on a dialog box to grant permission to another user to
remotely control to host computer. Even with this useful
mechanism, according to embodiments the local user of the
host computer retains ultimate control over the host computer
by being able to adjust conference settings to specify whether
remote control of the host computer is enabled at all, and to
resume control of the host computer from a remote controller
at any time.

BRIEF DESCRIPTION OF THE DRAWINGS

[0019] Embodiments of the present invention will now be
described, by way of example only, with reference to the
attached drawings in which:

[0020] FIG. 1 shows a schematic representation of a typical
network topology in which the present invention is employed.
[0021] FIG. 2 shows a presenter’s graphical user interface
(“GUI”) of a desktop sharing application in accordance with
the present invention.
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[0022] FIG. 3 shows a viewer’s GUI corresponding to the
presenter’s GUI of FIG. 2.

[0023] FIG. 4 shows the viewer’s GUI, wherein the pre-
senter has revealed a conference participant list.

[0024] FIG. 5 shows the viewer’s GUI, wherein the pre-
senter has invited another participant to the conference via
selection of an invite button shown in FIG. 4.

[0025] FIG. 6 shows the viewer’s GUI wherein web camera
(“webcam”) video is being displayed in a frame and a sub-
frame.

[0026] FIG. 7 shows the presenter’s GUI includes the web-
cam video and a webcam menu.

[0027] FIG. 8 shows the presenter’s GUI with the Tools
sub-menu of the main menu revealed.

[0028] FIG. 9 shows the viewer’s GUI corresponding to the
presenter’s GUI of FIG. 8.

[0029] FIG. 10 shows the presenter’s GUI wherein two
participants are drawing.

[0030] FIG. 11 shows the viewer’s GUI corresponding to
the presenter’s GUI of FIG. 10.

[0031] FIG. 12 shows the presenter’s GUI after resizing.
[0032] FIG. 13 shows the viewer’s GUI corresponding to
the resized presenter’s GUI of FIG. 12.

[0033] FIG. 14 shows the viewer’s GUI, wherein the viewer
is waiting to share his desktop.

[0034] FIG. 15 shows the presenter’s GUI of FIG. 2
wherein a dialog box appears to grant permission to the
viewer to share his desktop.

[0035] FIG. 16 shows the new presenter’s GUI while wait-
ing for desktop sharing to commence.

[0036] FIG. 17 shows the new presenter’s GUI after desk-
top sharing is assumed.

[0037] FIG. 18 shows the old presenter’s GUI after desktop
sharing is assumed.

[0038] FIG.19is a flowchart showing steps in a method for
enabling remote control of a host computer by a client com-
puter.

[0039] FIG. 20 shows a viewers’ GUI during a session in
which remote control may be enabled.

[0040] FIG. 21 shows a dropdown menu available on the
presenter’s GUI with an option for disabling remote control.
[0041] FIGS. 22 to 24 show the GUI available to a viewer
that has remote control of a presenter’s shared desktop.
[0042] FIG.25 shows the GUI available to a viewer that has
been denied remote control of a host computer.

DETAILED DESCRIPTION OF THE INVENTION

[0043] Turning to FIG. 1, an exemplary computing envi-
ronment 20 is shown and includes a pair of computers 24a,
24b communicating over a communication network 28. The
computers 24a, 24h communicate with touch screens 32a,
32b of the type described in U.S. patent application Ser. No.
10/312,983 to Morrison, etal. and U.S. patent application Ser.
No. 10/354,168 to Akift, et al., the contents of which are
incorporated herein by reference. The computers 24a, 245
also communicate with web cameras 36a, 365 (referred to
hereinafter as “webcams™), keyboards 40a, 405 and mice
44a, 44b. Each of the computers 24a, 245 is also in commu-
nication with a conferencing server 48 via the communication
network 28. Those of skill in the art will appreciate that two
computers are shown for ease of illustration. In a typical
conferencing environment, many computers will communi-
cate over the communication network 28.
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[0044] Each of the personal computers 24a and 245 oper-
ates in a Windows environment and includes a desktop. As
used herein, “desktop” means the graphical user interface of
an operating system and applications displayed on a monitor.
This includes, but is not limited to, the “desktop” of an oper-
ating system, controls such as taskbars and scroll bars, any
icons and application windows.

[0045] The desktop allows information to be presented to a
user in windows. Each personal computer runs a desktop
sharing application that permits the personal computers 24a
and 24b to share displayed information. In this particular
example, the personal computers 24a and 245 run SMART
Bridgit Conferencing Software. This desktop sharing appli-
cation allows a conference to be set up between personal
computers with one personal computer at a time being des-
ignated as a host, or “presenter” computer and the remaining
personal computers being designated as client, or “partici-
pant” computers. Images of the host computer desktop are
transmitted to the client computers in the conference via the
conferencing server 48 and are displayed on the monitors of
the client computers full screen. In the environment of FIG. 1,
the host computer desktop is presented on the touch screens
32a and 325. The client computers can be enabled to control
the host computer to a degree, as will be described.

[0046] Both the host and client computers are in commu-
nication with the conferencing server 48 via SSL connections
to provide security for any sensitive information being trans-
mitted.

[0047] FIG. 2 shows the graphical user interface (“GUI”)
100 of the desktop sharing application running on the host
computer. The GUI 100 comprises a window on the desktop
of'the operating system. The desktop of the operating system
includes a taskbar 104 providing access to a set of function-
ality through a program menu button 108 and a notification
area 112. The GUI 100 is shown having a shared region 116
defined by a frame 120. A toolbar 124 is shown anchored to
the top of the frame and includes a set of buttons, including a
main menu button 128, a pointer option button 132, a drawing
option button 136, a webcam menu button 140 and a partici-
pants list button 144.

[0048] The frame 120 of the GUI 100 can be adjusted as
desired to select the initial shared region 116 of the desktop
for the conference. In this manner, the host or presenter can
control the portions of the host computer’s desktop that are
transmitted to client computers and presented to viewers. It
can be desirable in some circumstances to manipulate the
frame 120 to exclude sensitive controls from the shared
region, thereby ensuring that other participants are not
granted access to them. Only one of the pointer option button
132 and the drawing option button 136 can be selected at one
time. In this example, the pointer option button 132 is
selected, indicating that pointer input will be interpreted as
mouse pointer events. When the drawing option button 136 is
selected, pointer input is interpreted as drawing events. The
participants list button 144 can be toggled to display or hide a
list of participants in the conference. In this list, the presenter
is identified with the word “presenter” appearing below his
name.

[0049] FIG. 3 shows the GUI 100 as it appears to a non-
presenting participant or viewer. The GUI 100 takes the form
of a window overlying the client computer’s desktop. The
GUI 100 shows the shared region 116 of the presenter’s
desktop, and has the same toolbar 124 shown. In this example,
the presenter has elected not to allow viewers to control
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remotely the presenter’s desktop. As a result, certain areas of
the shared region 116, such as the taskbar 104, are hatched to
indicate to the viewer that the taskbar is that of the presenter
and not that on his desktop, and that interaction with the
taskbar is not possible.

[0050] The presenter can optionally select to hatch or
entirely hide windows associated with particular programs.
For example, where an instant messaging client is installed on
the presenter’s computer, it can be desirable to hide message
windows as sensitive and/or personal information may be
contained in these windows. Also, where an application pro-
vides a distracting or erratic interface, it can be desirable to
hide the application’s window. A further example of an appli-
cation to be hidden is the task manager that can appear in a
window on the desktop as the task manager generally pro-
vides administrative control over the computer. The presenter
can select to open a dialog box (not shown) that presents a list
of applications presently executing and select to hide specific
applications by clicking on the application name. These set-
tings for each application can be retained until the presenter
elects to modify them. While this window may not contain
sensitive information, it can be desirable to hatch the window
in order to prevent providing viewers potentially with remote
administrative privileges on the presenter’s computer in situ-
ations where remote viewers are given remote control access.
[0051] The viewers can elect to display the shared region
116 in a window or full screen. In either case, the shared
region can be scaled accordingly or can be displayed in its
original size. In this situation, scroll bars and other like navi-
gational controls are provided to enable the viewers to view
hidden portions of the shared region.

[0052] The color of the frame 120 of the GUI 100 changes
for both the presenter and the viewers to reflect the control
state of the presentation. When the presenter has selected to
deny remote control access to viewers, the frame 120 appears
in blue to the presenter and in green to the viewers. When the
presenter has selected to grant remote control access to view-
ers, the frame 120 appears in red to the presenter and to the
viewers.

[0053] The presenter can manually position the toolbar 124
atany point along the interior edge of the frame 120. When the
presenter moves the toolbar 124, the toolbar 124 displayed to
the viewers tracks the presenter’s toolbar’s movement. This
allows the presenter to control what the viewers see to ensure
that important information is not hidden.

[0054] Various balloon tips stemming from the toolbar 124
are provided during the course of a conference. The balloon
tips announce when a participant has joined or left the con-
ference as well as other important events. The participant has
the option to turn off these balloon tips. In addition, audio
cues can be optionally used in a similar manner, either alone
or in conjunction with the balloon tips.

[0055] FIG. 4 shows the GUI 100 of the desktop sharing
application presented to a viewer, wherein the presenter has
opened a participants list 148 by clicking on the participants
list button 144 in order to invite another participant to the
conference. The participants list 148 lists the participants of
the conference by name, indicating who is presenting, and
includes a “send invite” button 152 for inviting other partici-
pants to the conference.

[0056] FIG.5 shows a dialog box 156 that appears when the
“send invite” button 152 is selected. The dialog box 156
displays a conference URL link 160 that includes the confer-
encing server’s address 164, a conference ID 168, and a file

Nov. 26, 2009

reference link 172 to a loader application. The conference 1D
168 is a unique identifier that is generated for the conference.
Further, the dialog box 156 includes a checkbox 176 and an
“E-mail” button 180. The checkbox 176 can be selected to
include the password for the conference with an email that is
sent to the invited participant, where a conference is pass-
word-protected. When the “E-mail” button 180 is selected, an
email form is opened with the appropriate instructions. The
conference URL 160 and the password for the conference, if
appropriate, are inserted into the message body of the email
form. As a result, in order to complete the invitation, a user
only needs to insert the email address(es) of the conference
invitee(s). The invitation is then ready to be sent.

[0057] When an invitee receives an emailed invitation, in
order to join the conference, the invitee, after opening the
email, simply needs to click on the conference URL link 160
presented in the email message. The conference URL link
160 refers to a file that is to be accessed via HyperText
Transport Protocol (“HTTP”). As a result, the default Web
browser is launched on the invitee’s computer to download
the specified file. When the Web browser connects to the
conferencing server specified by the fully-qualified address
164, the conferencing server retrieves a browser cookie from
the invitee’s computer and inserts into it the address of the
conferencing server 48 and the conference ID 168. The name
of the browser cookie itself corresponds to the Internet
address, either a fully-qualified domain name or an IP
address, of the conferencing server. If the invitee’s computer
has never visited the conferencing server, the conferencing
server will not find a corresponding browser cookie. As a
result, the conferencing server creates a browser cookie and
inserts into it a header identifying the cookie as storing the
conferencing server’s address and the conference 1D, along
with the address of the presenter’s computer. The conferenc-
ing server then returns the browser cookie to the invitee’s
computer for storage in a browser cookie directory.

[0058] In addition, the conferencing server 48 returns a
small loader application. When the loader application has
been received by the invitee’s computer and executed, it
determines if the desktop sharing application has been
installed on the invitee’s computer. When the desktop sharing
application is downloaded to a computer, it is stored by the
loader application in a specific system directory. If the desk-
top sharing application is not detected in this system directory
by the loader application, the loader application downloads
the desktop sharing application from the conferencing server
48 and saves it to the specific system directory.

[0059] Once the desktop sharing application is located in
the system directory, the loader application searches the
directory in which browser cookies are maintained by the
Web browser for the browser cookie associated with the con-
ferencing server. As more than one conferencing server can
exist, and each conferencing server is associated with a
unique Internet address that is not known a priori, the loader
application examines the browser cookies in the browser
cookie directory in descending date order based on the modi-
fied date field until a browser cookie having a header identi-
fying it as storing the conferencing server’s address and the
conference ID is located. While a Web site with which a Web
browser is communicating can only retrieve its own browser
cookie from the browser cookie directory of a computer, the
loader application is able to access all of the cookies as it is
executed locally on the invitee’s computer.
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[0060] When the most recently modified browser cookie
that contains the conferencing server’s address and the con-
ference ID is located, the loader application reads and regis-
ters this information.

[0061] The loader application then launches the desktop
sharing application via a command line command that
includes the conferencing server’s address and the conference
1D as parameters. The desktop sharing application then uses
this information to immediately connect to the conference
specified by the parameters. As a result, the conference is
connected to without requiring user input, such as manual
entry of the conferencing server name and selection of the
conference.

[0062] As the conference ID 168 is unique to the confer-
ence for which it was generated, subsequent attempts to use
the information stored in the browser cookie to connect to the
conference results in the desktop sharing application simply
being connected to the conferencing server specified.

[0063] FIG. 6 shows the GUI 100, wherein a viewer has
elected to view webcam video. A video frame 184 at least
initially shows webcam video from a webcam beside the
touch screen of the presenter. A sub-frame 188 initially shows
webcam video from a webcam beside a viewer’s personal
computer. By selecting the sub-frame 188, the viewer can
cause the source of webcam video for the sub-frame 188 to be
switched with that of the video frame 184. This results in the
display of webcam video from the presenter in the sub-frame
188 and the display of webcam video from the viewer in the
frame 184. Where there are a number of participants with
webcams, a number of sub-frames 188 are provided.

[0064] FIG. 7 shows the viewer’s GUI 100 when the web-
cam menu button 140 has been selected to reveal a webcam
menu 192. The webcam menu allows a participant to select
whether to share his webcam video feed with other partici-
pants of the conference and whether to show or hide the video
frame 184.

[0065] FIG. 8 shows the GUI 100 displayed to the presenter
when the presenter has selected the “Tools” menu item from
the main menu button 128. The sub-menu 196 revealed allows
the presenter to select how the pointer input should be inter-
preted by the desktop sharing application. As illustrated,
pointer input can be interpreted as mouse pointer movement,
as one of a number of pens or markers, as an eraser, as a large
arrowhead pointer or as a spotlight.

[0066] FIG. 9 shows the GUI 100 of FIG. 8 as seen by a
viewer. As with the taskbar in FIGS. 3 to 6, the menu and
submenu opened by the presenter are hatched to indicate that
they are objects with which interaction is not possible.

[0067] FIG. 10 shows the GUI 100 displayed to the pre-
senter wherein the drawing option button 136 has been
selected. In this example, an option to permit remote annota-
tion by viewers under the “Sharing Options” sub-menu (not
shown) of the main menu has been enabled. The desktop
sharing application provides a transparent virtual acetate
layer atop the shared region of the desktop that can be drawn
on. As the presenter and the viewers annotate, the annotations
are received and collectively drawn on the acetate layer. Both
drawing 200 made by the presenter and drawing 204 made by
aviewer appear on the shared region 116 at the same time, and
can permit simultaneous contribution by the presenter and the
viewer thus providing a shared area for annotation. Each user
is, by default, assigned a distinct color for such drawing. The

Nov. 26, 2009

colors assigned to the participants are identified in the par-
ticipants list, which can be exposed by selecting the partici-
pants list button 144.

[0068] In addition, in this example, both the presenter and
the viewer have selected “Screen Pointer” from the “Tools”
sub-menu of the main menu. As a result, a labeled arrowhead
pointer 208 appears in the shared region 116, the position and
orientation of which correspond to the position and last move-
ment direction of the mouse pointer of the presenter. Also, a
labeled arrowhead pointer 212 appears in the shared region
116, the position and orientation of which correspond to the
position and last movement direction of the mouse pointer of
the viewer. Any drawing made in the shared region is scaled
accordingly if a participant is viewing the shared region in a
reduced-size window.

[0069] FIG. 11 showsthe GUI 100 of FIG.10 as seen by the
viewer. FIG. 12 shows the GUI 100 displayed to the presenter
after having been resized by dragging the right portion of the
frame left partially across the screen and the bottom portion of
the frame up partially up the screen. The resulting shared
region 116 no longer includes the taskbar 104. In some cases,
it may be desirable to only display a portion of the desktop in
order to maintain participant focus on a key area of the screen,
to hide a portion of the screen which may contain sensitive
information, or to reduce the network resource requirements
of'the desktop sharing application (by reducing the amount of
information that is required to be transmitted to each partici-
pant). Further, sensitive controls can be hidden or made inac-
cessible to other participants.

[0070] FIG. 13 showsthe GUI 100 of FIG.12 as seen by the
viewer. As a result of the resize of the shared region, the
shared region 116 of the GUI 100 does not include the pre-
senter’s taskbar and, thus, is not visible to the viewer.

[0071] The desktop sharing application allows the role of
presenter to shift to another participant in the conference.
FIG. 14 shows the GUI 100 displayed to a viewer immedi-
ately after the viewer has requested to share his desktop. FIG.
15 shows the resulting GUI 100 displayed to the presenter. As
can be seen, a dialog box appears to enable the presenter to
permit or deny, either temporarily or for the duration of the
conference, the viewer’s request to share his desktop.

[0072] FIG. 16 shows the GUI 100 displayed to the viewer
after the presenter has accepted the viewer’s offer to share his
desktop. A notification message 220 is displayed in the shared
region 116. FIG. 17 shows the GUI 100 displayed to the
viewer, now the presenter as a result of the transfer of control
of the conference. The resulting GUI 100 displayed to the
previous presenter, now a viewer, is shown in FIG. 18.

[0073] As network bandwidth is typically the most limited
resource in the field of Internet conferencing, the desktop
sharing application relies on a number of methods to reduce
the amount of data transmitted to and from the conferencing
server 48 by the computers 24a, 245. U.S. patent application
Ser. No. 10/888,793, assigned to SMART Technologies Inc.
of Calgary, Alberta, Canada discloses methods of reducing
data transmissions, and is incorporated by reference in its
entirety herein.

[0074] A method for enabling remote control of a host
computer will now be described. Where a viewer on a client
computer has been given remote control access to the host
computer, the viewer can interact with the shared region of the
presenter’s desktop on the host computer. The viewer’s
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mouse events, including button clicking and movement, are
handled as if they occurred locally on the presenters com-
puter.

[0075] FIG. 19 is a flowchart showing steps in the method
300 for enabling remote control of a host computer by a client
computer. The method 300 begins with the host computer
under local control (step 310). This is the state of the confer-
ence session when first initiated. Upon sharing of the local
desktop on host computer, remote control is enabled when the
host computer automatically transmits a PAUSE (false) mes-
sage, when its desktop is shared, to the conferencing server
48. It will be understood that the presenter on host computer
can select whether to permit remote control and thereby con-
trol whether host computer ever sends a PAUSE (false) mes-
sage to conferencing server. FIG. 21 shows a dropdown menu
available on the presenter’s GUI with an option for disabling
remote control. If remote control has been permitted, then the
PAUSE (false) message sent by the host computer enables
any client computer during the conference to be granted
remote control of the host computer according to certain
conditions as will be described hereinafter.

[0076] FIG. 20 shows a viewers’ GUI on a client computer
during a session in which remote control may be enabled. The
local user of the host computer has written “User A writes
some text!” by virtue of local control of the host computer.
[0077] Returning to FIG. 19, while under local control,
time lapsed since a last local user input event such as a mouse
click, keyboard entry or pen entry on the host computer is
tracked (step 312) by the host computer. If the time lapsed
does not exceed a threshold (step 314), which for the purposes
of'the following is three (3) seconds but can be another value
as appropriate, then tracking of time lapsed continues at step
312. It will be understood that upon the occurrence of a local
user input event at the host computer, the time lapsed is reset
to zero (0) and a PAUSE (true) message is transmitted by the
host computer to the conferencing server 48 to prevent client
computers from gaining remote control of the host computer,
if the PAUSE (true) message was not just previously sent.
Otherwise, if time lapsed has exceeded the threshold, then the
host computer informs the conferencing server 48 that remote
control is enabled by transmitting a PAUSE (false) messageto
conferencing server 48.

[0078] In the meantime, the conferencing server 48 has
been listening fora REMOTE CONTROL request from client
computers, which is transmitted when a user clicks with
his/her mouse on the shared display region of a client com-
puter.

[0079] If a PAUSE (true) message has been received from
the host computer, then a REMOTE CONTROL request from
a client computer is returned with a DENY message. The
client computer is response displays a message to its user that
remote control is not currently enabled. For example, the
client computer could display a message such as “! Please
wait for the presenter to resume the remote control session” as
shown in FIG. 25.

[0080] Ifa PAUSE (false) message has been received from
the host computer, then upon receipt of the REMOTE CON-
TROL request, conferencing server 48 sends a REMOTE
CONTROL PENDING message to the other client computers
in the conference in order to temporarily stop additional
REMOTE CONTROL requests. The conferencing server 48
then forwards the REMOTE CONTROL request to the host
computer. The host computer immediately approves the
request by changing an internal permission ID, and transmit-
ting both a REMOTE CONTROL RESPONSE and a
REMOTE CONTROL PERMISSION CHANGE message to
the conferencing server 48.
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[0081] Upon receipt of the REMOTE CONTROL
RESPONSE and REMOTE CONTROL PERMISSION
CHANGE messages, the conferencing server updates its
internal remote control 1D, forwards the REMOTE CON-
TROL PERMISSION CHANGE message to all client com-
puters, and forwards the REMOTE CONTROL RESPONSE
message to the requesting client computer to complete the
enablement of remote control by the requesting client com-
puter. The REMOTE CONTROL PENDING message is then
rescinded in order to allow subsequent requests for and grant-
ing of remote control to be completed (step 318). Host com-
puter displays to its user a cursor label with the name of the
user on the client computer than has remote control and/or a
bubble window adjacent its toolbar interface indicating that a
client computer has remote control. FIGS. 22 to 24 show the
GUI available to a viewer that has remote control of a pre-
senter’s shared desktop. In FIG. 22, there are two indications
to indicate to the viewer “User B” that that user has control of
the host or presenter’s desktop. The two indications are shown
isolated and magnified in FIGS. 23 and 24.

[0082] The time lapse mechanism for enabling remote con-
trol is advantageous in that it mimics the natural 2-5 second
pause in conversation that occurs after someone speaks that
indicates the floor is open for other speakers/contributors.
The time lapse mechanism is more intuitive for users collabo-
rating in a conferencing or other environment than previ-
ously-known mechanisms that require the local user of the
host computer to click on a dialog box to grant permission to
another user to remotely control to host computer. Even with
this useful mechanism, the local user of the host computer
retains ultimate control over the host computer by being able
to adjust conference settings to specify whether remote con-
trol of the host computer is enabled at all, and to resume
control of the host computer from a remote controller at any
time as will be described.

[0083] Granting control to only one computer at a time
reduces confusion as to what changes are being made on the
host computer, and granting remote control automatically to
subsequent requestors is done also to better track the natural
conversational style of meetings. This is the opposite of other
systems that grant control to a first requestor that cannot be
transferred simply upon request to a second requester, and in
theory enables any conference participant to disrupt any
remote user during their contribution. However, in practice it
has been found that with the above mechanisms, users follow
a natural order of turn-taking, and do not persist in disrupting
each other for very long.

[0084] Returning to FIG. 19, with control having been
granted to the requestor at step 318, remote user input events
on the client computer having remote control, such as mouse,
keyboard and pen input events, are received at the conferenc-
ing server 48 from the remote controller and routed to the host
computer. Host computer 48 treats the remote user input
events as though they were input locally. During remote con-
trol, the host computer continues to listen for local user input
events (step 320). It will be understood that, while listening
for local user input events has been shown as a serial process
for ease of understanding, hardware interrupts may be
employed to break the remote control process at any time so
as to enable the host computer to resume local control.

[0085] Inthe eventthat a local user input event occurs, then
the host computer resumes local control immediately (step
310) by transmitting a Permission Change message and a
PAUSE (true) message. The Permission Change message is
transmitted by the conferencing server 48 to all of the client
computers in the conference, so as to prevent all clients from
remotely controlling the host computer. As can be seen, the
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user of the host computer is able to resume local control of the
host computer at any time, and does not have to request
control from the remote user. If at step 320 no local user input
event has occurred, then it is determined whether requests for
remote control have been received from other client comput-
ers (step 322). If requests for remote control have been
received from other client computers, then remote control is
immediately granted as described above (step 318), and key-
board, mouse and pen input events are routed from the new
remote controller to the host computer via the conference
server 48. This mechanism enables remote control of the host
computer to be transferred rapidly between meeting partici-
pants, so as to enable participants to make changes on the host
computer at the speed of the meeting and with little overhead.
If no requests for remote control have been received, then
remote control is maintained by the current remote controller
(step 324). It will be understood that at any time during
remote control, should a local user input event be received at
the host computer, then local control of the host computer is
resumed as described above.

[0086] While the transfer of remote control from one client
computer to a requesting client computer has been described
above as generally immediate upon request, alternatives are
possible. For example, transfer of remote control may only be
enabled in the event that time tracked since a remote user
input event on the current remote controller has exceeded the
three (3) second threshold, or another appropriate threshold.
This is similar to the enabling of remote control as described
above when the host computer has not received any local user
input event for a threshold time.

[0087] The above has been described for use with a confer-
encing system including routing remote control commands
via a central conferencing server 48 such as that provided by
the Bridgit technology offered by SMART Technologies Inc.
of Calgary, Alberta, Canada. It will be understood that the
method described is also applicable to other network archi-
tectures, such as peer-to-peer or similar.

[0088] The method described above for establishing a com-
munications session and described methods may be imple-
mented in whole or in part by program modules including but
not limited to routines, programs, object components, data
structures etc., and may be embodied as computer readable
program code stored on a computer readable medium. The
computer readable medium is any data storage device that can
store data, which can thereafter be read by a computer system.
Examples of computer readable medium include for example
read-only memory, random-access memory, USB keys, Flash
Memory (such as SD cards), CD-ROMs, DVR-ROMS, mag-
netic tape and optical data storage devices. The computer
readable program code can also be distributed over a network
including coupled computer systems so that the computer
readable program code is stored and executed in a distributed
fashion.

[0089] The above-described embodiments of the invention
are intended to be examples of the present invention and
alterations and modifications may be effected thereto, by
those of skill in the art, without departing from the scope of
the invention which is defined solely by the claims appended
hereto.

What is claimed is:

1. In a distributed computer network where displayed
information is shared between at least two computers, a
method of enabling remote control of a host computer having
a display region that is to be shared with at least one client
computer, comprising:

while the host computer is under local control, tracking

time lapsed since a local user input event has occurred;
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in the event that the time lapsed exceeds a threshold,
enabling remote control of the host computer by a client
computer.

2. The method of claim 1, comprising:

resuming local control of the host computer upon the

occurrence of a local user input event.

3. The method of claim 1, comprising:

transferring remote control to another client computer.

4. The method of claim 3, wherein transferring remote
control to another client computer is enabled only in the event
that time lapsed since a remote user input event exceeds the
threshold.

5. The method of claim 4, wherein transferring of remote
control occurs immediately upon the occurrence of a request
from the other client computer.

6. The method of claim 1, comprising:

in the event that remote control is not enabled, displaying a

message at a requesting client computer indicating that
remote control is not currently enabled.

7. The method of claim 1, wherein a request for remote
control is provided by mouse clicking on the shared display
region being displayed on a client computer.

8. The method of claim 1, comprising:

displaying a notification message at the host computer that

another computer is remotely controlling the host com-
puter.

9. The method of claim 1, wherein the local user input event
is a mouse activity event, keyboard activity event, or pen
activity event.

10. The method of claim 8, wherein the notification mes-
sage is at least one of a cursor label and a bubble window
adjacent the toolbar interface on the host computer.

11. The method of claim 1, further comprising enabling a
user on the host computer to pause and unpause remote con-
trol of the host computer.

12. The method of claim 1, wherein the threshold is three
(3) seconds.

13. A desktop sharing application, comprising:

a shared display region;

said desktop sharing application being dynamically condi-

tionable between a host mode, wherein said shared dis-
play region displays a shared region of the desktop of a
host computer upon which the desktop sharing applica-
tion is executing, and a client mode, wherein said shared
display region displays a shared region of the desktop of
a client computer executing the desktop sharing appli-
cation conditioned in host mode with which said desktop
sharing application is in communication;

said desktop sharing application in said host mode tracking

time lapsed since a local user input event on said host
computer and in the event that time lapsed exceeds a
threshold, enabling remote control of said host computer
by a client computer.

14. In a distributed computer network where displayed
information is shared between at least two computers, a
method of remotely controlling a shared desktop comprising:

sharing a region of a desktop on a host computer with a

client computer;

receiving a request from the client computer to remotely

control the host computer’s desktop; and

in the event that a time lapsed since a local user input

activity on the host computer has exceeded a threshold,
enabling remote control of the host computer by the
client computer.
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