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DOCUMENT COMMUNICATION RUNTIME
INTERFACES

BACKGROUND

[0001] With the proliferation of computing and networking
technologies an increasing number of applications such as
productivity applications providing word processing, spread-
sheet, presentation, communication, and similar services are
provided in browser based form in addition or in place of
locally installed versions.

[0002] Browser-based applications can be categorized as
mashup web applications, where a web page combines con-
tent from multiple sources. For example, in a productivity
application scenario, the hosting page may be coming from a
collaborative service server with an embedded web access
component coming from a web access server and a business
service extension component coming from a business service
or a third party’s extension component server. In this context,
the hosting page is the integrator and the web access and
extension components are gadgets in mashup terms. In such a
model, the gadgets may not be fully trusted. A widely adapted
solution is to use iframe to sandbox the component(s) and rely
on the browser’s Same Origin Policy (SOP) scripting policy
to prevent one gadget from harming others’ data.

[0003] However, with iframe as sandbox and SOP as secu-
rity guard, interactions between trusted extension compo-
nents and web access components may be limited. Thus,
communication channels established between trusted frames
may not be both secure and reliable for application isolation
in browser-based systems.

SUMMARY

[0004] This summary is provided to introduce a selection of
concepts in a simplified form that are further described below
in the Detailed Description. This summary is not intended to
exclusively identify key features or essential features of the
claimed subject matter, nor is it intended as an aid in deter-
mining the scope of the claimed subject matter.

[0005] Embodiments are directed to a set of protocols to
support a common script object model for document interac-
tion that crosses document types and runtime environments.
According to some embodiments, a cross frame browser-
based protocol may provide a secure, scalable, and asynchro-
nous mechanism for transmitting script object model requests
to document hosts and managing responses to developer code
in standards-compliant browsers. According to other embodi-
ments, a hostable runtime Application Programming Inter-
face (API) may provide a secure, scalable, and asynchronous
protocol to transmit script object model requests across pro-
cess boundaries to document hosts back to developer code
with minimum performance impact on the document host.
[0006] These and other features and advantages will be
apparent from a reading of the following detailed description
and a review of the associated drawings. It is to be understood
that both the foregoing general description and the following
detailed description are explanatory and do not restrict
aspects as claimed.

BRIEF DESCRIPTION OF THE DRAWINGS

[0007] FIG. 1 illustrates a networked environment, where
document communication interfaces according to some
embodiments may be implemented;
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[0008] FIG. 2 illustrates a top level overview of an example
system;

[0009] FIG. 3 illustrates example interactions between pro-
cesses for arich clientin a system according to embodiments;
[0010] FIG. 4 illustrates an example of facilitating cross-
domain access through to document data in a browser-based
implementation;

[0011] FIG. 5 illustrates example browser and rich client
implementations of document communication runtime inter-
faces according to embodiments;

[0012] FIG. 6 illustrates example component relationships
in a rich client implementation;

[0013] FIG. 7 is a networked environment, where a system
according to embodiments may be implemented;

[0014] FIG. 8 is a block diagram of an example computing
operating environment, where embodiments may be imple-
mented; and

[0015] FIG. 9 illustrates a logic flow diagram for a process
facilitating document communication through runtime inter-
faces according to embodiments.

DETAILED DESCRIPTION

[0016] As briefly described above document interaction
across different document types and runtime environments
for browser-based and rich client applications may be facili-
tated through a cross frame browser-based protocol and a
hostable runtime Application Programming Interface (API)
providing a secure, scalable, and asynchronous mechanism
for transmitting script object model requests to document
hosts and managing responses to developer code in standards-
compliant browsers. In the following detailed description,
references are made to the accompanying drawings that form
a part hereof, and in which are shown by way of illustrations
specific embodiments or examples. These aspects may be
combined, other aspects may be utilized, and structural
changes may be made without departing from the spirit or
scope of the present disclosure. The following detailed
description is therefore not to be taken in a limiting sense, and
the scope of the present disclosure is defined by the appended
claims and their equivalents.

[0017] Inthe following detailed description, references are
made to the accompanying drawings that form a part hereof,
and in which are shown by way of illustrations specific
embodiments or examples. These aspects may be combined,
other aspects may be utilized, and structural changes may be
made without departing from the spirit or scope of the present
disclosure. The following detailed description is therefore not
to be taken in a limiting sense, and the scope of the present
disclosure is defined by the appended claims and their equiva-
lents.

[0018] While the embodiments will be described in the
general context of program modules that execute in conjunc-
tion with an application program that runs on an operating
system on a computing device, those skilled in the art will
recognize that aspects may also be implemented in combina-
tion with other program modules.

[0019] Generally, program modules include routines, pro-
grams, components, data structures, and other types of struc-
tures that perform particular tasks or implement particular
abstract data types. Moreover, those skilled in the art will
appreciate that embodiments may be practiced with other
computer system configurations, including hand-held
devices, multiprocessor systems, microprocessor-based or
programmable consumer electronics, minicomputers, main-
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frame computers, and comparable computing devices.
Embodiments may also be practiced in distributed computing
environments where tasks are performed by remote process-
ing devices that are linked through a communications net-
work. In a distributed computing environment, program mod-
ules may be located in both local and remote memory storage
devices.

[0020] Embodiments may be implemented as a computer-
implemented process (method), a computing system, or as an
article of manufacture, such as a computer program product
or computer readable media. The computer program product
may be a computer storage medium readable by a computer
system and encoding a computer program that comprises
instructions for causing a computer or computing system to
perform example process(es). The computer-readable storage
medium is a non-transitory computer-readable memory
device. The computer-readable storage medium can for
example be implemented via one or more of a volatile com-
puter memory, a non-volatile memory, a hard drive, a flash
drive, a floppy disk, or a compact disk, and comparable
media.

[0021] Throughout this specification, the term “platform”
may be a combination of software and hardware components
for providing web-based services such as productivity appli-
cations or similar ones. Examples of platforms include, but
are not limited to, a hosted service executed over a plurality of
servers, an application executed on a single computing
device, and comparable systems. The term “server” generally
refers to a computing device executing one or more software
programs typically in a networked environment. However, a
server may also be implemented as a virtual server (software
programs) executed on one or more computing devices (hard-
ware) viewed as a server on the network. More detail on these
technologies and example operations is provided below.

[0022] Referring to FIG. 1, diagram 100 illustrates a net-
worked environment, where document communication inter-
faces according to some embodiments may be implemented.
The computing devices and computing environments shown
in diagram 100 are for illustration purposes. Embodiments
may be implemented in various local, networked, and similar
computing environments employing a variety of computing
devices and systems.

[0023] In an example environment illustrated in diagram
100, service 102 (e.g., a cloud-based service) may provide
one or more applications and associated services to a plurality
of clients over one or more networks 108. Users may access
the services (and applications) through thin client applica-
tions such as browser application 106 executed on a comput-
ing device 104 or through rich client applications such as rich
client application 116 executed on computing device 114.
Thin client applications are typically generic applications that
enable access to a plurality of services through communica-
tion with a service and rendering service-provided elements
through a client interface 108. While thin client applications
may store some data locally and have some user specific or
service specific configurations, they are generally not dedi-
cated to a particular service or client. For example, a user may
access the same services through any thin client application
on any computing device (implementing suitable security
measures). On the other hand, rich client applications typi-
cally involve locally installed applications that have user spe-
cific and/or service specific configurations. A portion of the
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data and configurations may be stored locally. A rich client is
also commonly device specific (due to installation and con-
figuration aspects).

[0024] An example of service 102 is a productivity service
providing functionality such as word processing, spread-
sheet, presentation, email/text message communication,
scheduling, contact management, and similar tasks.
Microsoft Office® by Microsoft Corporation of Redmond,
Wash. is one example productivity suite. Embodiments are
not limited to productivity services. Other service such as
business services, testing services, and comparable ones may
also be implemented using the principles described herein.
[0025] In web-based services, developers write code
against a public interface called a script object model. A
system according to embodiments addresses the performant
translation and secure transmission of requests from this
interface to the application hosting a document. Some appli-
cations implement “in process” and are tightly coupled to the
application leading to difficulty in providing a common pro-
gramming model as well as process isolation issues and secu-
rity issues. Moreover, isolation may be employed, where one
channel is not aware of another channel and cannot access/
interfere with its data, to prevent elevation of privilege by a
web extension with limited privileges running with a high
privilege extension.

[0026] Embodiments may be implemented withrich clients
or browsers (employing iframe and cross-document messag-
ing technologies). Both support script object model with a
secure, performant, asynchronous, and isolated protocol for
retrieving and updating data. In rich client applications, a
IDispatch based Application Programming Interface (API)
that marshals data between the runtime environment (where
the script object model is executed) and the rich client appli-
cation (where the data is managed and presented to the user).
Thus, the cross-process transfer of data to and from the script
runtime environment and the rich client application is man-
aged.

[0027] A background thread in the rich client application
that manages the interaction with the runtime environment
(queuing requests and interacting with a foreground user
interface thread) may be provided. This architecture may
ensure that the extensibility runtime environment has man-
aged performance impact on the rich client application. Thus,
the rich client application’s implementation of the API
applies instructions from extensibility code to the document
data.

[0028] Also in rich client application implementations, a
runtime environment may be provided that implements the
IDispatch API connecting the runtime environment to a web
browser control hosted inside a browser application. Thus,
process isolation (“sandboxing”) and thread management (to
support multiple concurrently active extensions) may be pro-
vided. While references are made to IDisptach API in the
example descriptions throughout this disclosure, that particu-
lar interface is not required to be used in embodiments. Any
explicitly defined interface may be employed as well. For
example, a proprietary sandboxing process may be defined
and the web browser control hosted internal to it. Alterna-
tively, a standard web browser may host the control as a
custom protocol handler.

[0029] Browser-based applications (e.g., Excel Web Ser-
vices® and Outlook Web Access® by Microsoft Corporation
of Redmond, Wash.) may be constrained by the capabilities of
the browser. When running extension code, there may be
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access restrictions applied when the code does not originate
from the same domain as the data. When the code originates
from the same domain, there may still be issues with enforc-
ing access controls. Embodiments implementing browser-
based services may provide a secure and performant protocol
to enable these constraints to be removed delivering a cross-
document messaging based API that securely marshals
requests between the iframe hosting the runtime environment
(the script object model) and the iframe/page hosting the
document. Iframe communication is a managed type of intra-
process communication within the browser object. There is a
cross-process boundary that goes from the browser “Exten-
sion Web Component” to the host via COM or via another
marshaling process, or from the browser to the WAC server in
server embodiments via network protocols.

[0030] Browser-based implementation may include a
requestor (the part of the runtime hosted by the extension
developer’s iframe) and a listener (the part of the runtime
hosted in the document container that services requestor
requests. There may also be a queuing system that is designed
to ensure that the extension is serviced fairly with other exten-
sions.

[0031] Browser-based applications can be categorized as
mashup web applications, where a web page combines con-
tent from multiple sources with the hosting page being the
integrator and the web access and extension components
being the gadgets in mashup terms. A mashup web page or
application that uses and combines data, presentation, or
functionality from two or more sources to create new services
aims for easy, fast integration, in producing enriched results
that are not necessarily the original reason for producing the
raw source data. The main characteristics of the mashup are
combination, visualization, and aggregation.

[0032] FIG.2illustrates a top level overview of an example
system.
[0033] As shown in diagram 200 a hosted service 220 (e.g.,

a cloud-based service) may combine manifest 222 (for
example, in extensible markup language “XML”) and web
page 224. Manifest file 222 may provide information associ-
ated with an instance of the application, document content
type, and document content. An extension component 228
hosted by productivity application 226 may provide web
object control, a browser environment that is coupled to the
data and event layers to provide developers with a mechanism
to interact with the productivity client. Data calls from the
service 220 may be actually data calls in a sandbox where
they are filtered via a policy and translated into productivity
client data calls via a host integration manager. In a system
according to embodiments, there are two distinct APIs. First
is the script API that the solution script sees. The second is the
actual cross-process API the host exposes that the script
wraps for the developer. The script API that the solution sees
may be optional, and the policy may be enforced in the
cross-process API as discussed in more detail below.

[0034] Thus, embodiments are directed to secure, scalable,
and document-centric inter-frame communications. A policy
checking mechanism is also provided over Remote Procedure
Call (RPC) based messaging, where the recipient checks if
the sender is allowed to make a call. Frame-to-frame commu-
nication may use multiple channels without interference.
Thus, different calls may be made simultaneously. A user
interface component enables HTML code to be rendered to a
user. RPC is specifically inter-process and not intra-process.
The RPC calls may be considered as the calls from framework
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iframe via networking APIs to the server or marshaled calls
made via COM or other marshaling technology from the
browser to the host.

[0035] FIG. 3 illustrates example interactions between pro-
cesses for arich client in a system according to embodiments.
A browser implementation may leverage iframes.

[0036] Diagram 300 shows an example architecture, where
third party web services 340 provide extension content (script
language, HTML, etc.) to a browser sandbox host process
334. According to some embodiments, a runtime environ-
ment may implement an API connecting it to a control hosted
inside the browser and providing process isolation (“sand-
boxing”) and thread management to support multiple concur-
rently active extensions. The browser sandbox host process
334 may be a low integrity level (IL) process and submit
requests needing medium IL access to a medium IL browser
broker process 332.

[0037] Integrity levels (ILs) are part of a core security fea-
ture implemented in operating systems that add IL-based
isolation to processes running in a login session. ILs are used
to selectively restrict access permissions of certain programs
or software components in contexts that are considered to be
potentially less trustworthy, compared with other contexts
running under the same user account that are more trusted. A
subject IL may be assigned to a security access token when an
object is initialized. The integrity level in the access token is
compared against the integrity level in the security descriptor
when the security reference monitor performs authorization
before granting access to objects. The operating system (or
host process) may restrict allowed access rights depending on
whether the subject’s integrity level is higher or lower than
the object and depending on the integrity policy flags.
[0038] An IDispatch based API may manage data traffic
between the runtime environment and the productivity host
application 330 where the data is managed and presented to
the user. Document Data Access (DDA )/traffic manager 336
may manage the cross-process transfer of data to and from the
script runtime environment (extension web components 338)
and the productivity application.

[0039] FIG. 4 illustrates an example of facilitating cross-
domain access through to document data in a browser-based
implementation. The example components interacting in dia-
gram 400 include page 442 with custom script 444, script
object model 446, and web access component client 448,
which may include an extension component 450 with its
script object model 452. Other components represented in
diagram 400 include web access component server domain
454, page host domain 456, third party domain 458, and
extension component host domain 460.

[0040] Extension document access (1) is the key flow for
the extension developer—e.g., their code is loaded onto the
page, “into” the web access component (WAC) that hosts the
extensions document and they want to read (and potentially
write) to the document. In a conventional system, the devel-
oper cannot call WAC web services and because they are
hosted in an HTML iframe and the browser same origin
policy (SOP) prevents direct interaction with the rest of the
page. Access is controlled by the WAC server control which
can enforce policy-based controls. Interaction (2) represents
extension access to own extension component host domain.
The extension is loaded from this domain and can interact
with this domain without restriction, for example to load
pictures, update forms and interact with web services. The
extension user may be made aware that any data they enter
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into the extension, or allow to flow to the extension through
the API can be sent to this domain.

[0041] Interaction (3) represents extension access to WAC
server domain. The document page content is loaded from
this domain through the WAC control, which includes the
iframe that hosts the extension. The extension code has no
direct access to this domain and cannot invoke its web ser-
vices, which may only be accessed by the hosting WAC
iframe on its behalf. Extension access to other domains (4)
may be possible through a proxy. Examples of proxy models
may include a page proxy, an extension component domain
proxy, or a document domain proxy. In the page proxy, any
iframe on the page may host an xdm-based proxy that
responds to authorized messages. The developer may also
build and leverage a proxy on their own domain to provide
onward access to other domains as they require, providing
service for their application. The document domain proxy
may be accessed using xdm services on the page and can
provide controlled and authenticated access to third party
domains.

[0042] The web access component code may interact (5)
with the document through WAC access to WAC domain. The
WAC code is not directly extensible and controls may be
provided to prevent unsafe hosting (frame-busting).

[0043] Because of Same Origin rule, browser-side code
running on the page that is hosting the WAC controls may not
be able to access the WAC services directly, however they can
leverage the API to interact (6) with the document. The API
may be callable from both inner and outer frames. Page access
to other domains (7) may be facilitated as in (4), where the
page is restricted in the domains it can access directly and has
to leverage similar proxy technologies to invoke web ser-
vices. Page access to own page host domain (8) may be
enabled as a means of building rich collaborative applica-
tions.

[0044] FIG. 5 illustrates example browser and rich client
implementations of document communication runtime inter-
faces according to embodiments. The browser (xdm) and rich
client (IDispatch) implementations interact across domain
boundaries.

[0045] Developer script 561 is translated through produc-
tivity service object model 562 and dynamic loading 563 by a
solution framework provider manager forming the productiv-
ity script. Application specific script code may be provided by
individual application script providers or web application
script providers (563 through 568). Application script provid-
ers and web application script providers are optional layers
that may be provided as a convenience to developers. The
individual applications in a productivity service example may
include spreadsheet applications, word processing applica-
tions, presentation applications, and so on. Interaction
between the application specific scripts of the web applica-
tion providers and web access component 583 may be facili-
tated through xdm interfaces 569 and 580 on either side of the
cross-domain boundary. The components on the runtime
environment side (within web access component 583) include
application script object models 578-579, an activation com-
ponent 580, and a context manager component 581.

[0046] On the rich client (572) side, the IDispatch AP1 570
facilitates marshaling of messages through the sandbox pro-
cess boundary 571 to activation component 573, context man-
ager component 574, and native application object models
575-5717.
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[0047] FIG. 6 illustrates example component relationships
in a rich client implementation.

[0048] Rich client application 610 may include market-
place user interface components 611, which may interact
directly with an extension manager 614 in solution frame-
work runtime environment 617 and through client object
model 612 with a solution framework manager 615. At solu-
tion framework runtime, a sandbox manager 616 may also be
executed in addition to the other manager modules interacting
with a script object model library at browser 620. Service
providers 628 may interact with sandbox manager 616
through provider proxies 619 at remote proxy 618 within the
solution framework runtime environment 617. Rich client
610 may also include remote extension component user inter-
face 613 interacting with web browser instance 624 at the
browser 620.

[0049] The browser may be divided into two layers: a
medium IL layer (620) and a low IL layer 621. Remoter 629
with service providers 628 may be within an Active X layer
622 along with process host 623. The process host 623 may
include web browser instance 624 with an extension compo-
nent 625 (application specific) and script object model library
626 that includes APIs and events 627.

[0050] In a system according to embodiments, each appli-
cation may have a separate process host 623. This avoids
complexity when starting/stopping the host as it can check the
process list and shutdown if its “owner” has gone away. A
single process host can cope with the number of extensions
that may be open at one time per application. Each extension
may be served by a dedicated web object control and a num-
ber of communication protocols may be employed.

[0051] A set of layered components with clear interfaces
may be established within each process host and between the
owning application host and the sandbox process to enable
managed delivery and clear debugging of the infrastructure.
Within the application, persistence may be achieved by a per
extension instantiation property group containing instance
specific state that may be persisted inline to the document. A
host integration manager may contain the code specific to
each application mapping the application capabilities to the
sandbox. A context and activation manager may bridge solu-
tions to the host data and manage each extension’s context.
This layer may handle application event translation and for-
warding as well as servicing requests for data from exten-
sions. Embodiments also provide for rule-based activation.
Rules may be specified for activation that control when an
extension is made available and provide information via that
evaluation to the extension for data that matches the specified
rules. Embodiments also provide for the governance of the
sandboxed process as far as resource consumption (processor,
memory, etc.) are concerned. Aspects of the external process
may be monitored and the extension stopped or restarted
based on violations of predefined metrics in client implemen-
tations.

[0052] A solution manager may determine which exten-
sions relate to the instance of the application, document con-
tent type, and document content, and obtain configuration and
policy information from the manifest files cached on the user
machine. A sandbox manager may be the governing code for
the sandbox process host periodically checking that the appli-
cation is still active and controlling the web browsers hosting
extensions.

[0053] The code in the application may handle host sand-
box process and extension activation leveraging multiple
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communication protocols. The protocols allow communica-
tion between the application and the sandbox host. The flow
may start with activation in the application host, flow back
with data requests from the extensions in the web object
controls and returns on events fired within the application.
[0054] The sandbox host process may be similarly layered.
A policy manager may receive the policy information read
from the extension manifest by the solution manager when
starting an extension and use this to control access to service
providers. The scrip object model API may be an endpoint
that services data requests from extensions. The implemen-
tation may remote those requests through the service provid-
ers and proxies as discussed above. An events layer may fan
out framework events that have been sent from the host inte-
gration manager enabling event payload without marshaling
duplication. Web object control(s) are the instances of each
extension, a browser environment that is coupled to the data
and event layers to provide developers with a mechanism to
interact with the document (and the application).

[0055] The example scenarios, architectures, and schemas
in FIG. 1 through 6 are shown with specific components, data
types, and configurations. Embodiments are not limited to
systems according to these example configurations. Docu-
ment communication runtime interfaces may be implemented
in configurations employing fewer or additional components
in applications and user interfaces. Furthermore, the example
schema and components shown in FIG. 1 through 6 and their
subcomponents may be implemented in a similar manner
with other values using the principles described herein.
[0056] FIG.7 is a networked environment, where a system
according to embodiments may be implemented. A system
employing a cross frame browser-based protocol and a hos-
table runtime API providing a secure, scalable, and asynchro-
nous cross-frame browser-based mechanism for transmitting
script object model requests across process boundaries to
document hosts, managing responses to developer code in
standards-compliant browsers with minimum performance
impact on the document host may be implemented over one or
more servers 714 or a single server (e.g. web server) 716 such
as a hosted service. Such a service may communicate with
client interfaces on individual computing devices such as a
smart phone 713, alaptop computer 712, or desktop computer
711 (’client devices’) through network(s) 710.

[0057] As discussed above, the service may enable secure
and scalable document-centric communication across frames
for browser-based applications such as productivity applica-
tions. Client devices 711-713 may enable access to applica-
tions executed on remote server(s) (e.g. one of servers 714) as
discussed previously. The server(s) may retrieve or store rel-
evant data from/to data store(s) 719 directly or through data-
base server 718.

[0058] Network(s)710 may comprise any topology of serv-
ers, clients, Internet service providers, and communication
media. A system according to embodiments may have a static
or dynamic topology. Network(s) 710 may include secure
networks such as an enterprise network, an unsecure network
such as a wireless open network, or the Internet. Network(s)
710 may also coordinate communication over other networks
such as Public Switched Telephone Network (PSTN) or cel-
lular networks. Furthermore, network(s) 710 may include
short range wireless networks such as Bluetooth or similar
ones. Network(s) 710 provide communication between the
nodes described herein. By way of example, and not limita-
tion, network(s) 710 may include wireless media such as
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acoustic, RF, infrared and other wireless media. The service
executed over one or more servers may also be a cloud-based
service.

[0059] Many other configurations of computing devices,
applications, data sources, and data distribution systems may
be employed to manage document communication runtime
interfaces. Furthermore, the networked environments dis-
cussed in FIG. 7 are for illustration purposes only. Embodi-
ments are not limited to the example applications, modules, or
processes.

[0060] FIG. 8 and the associated discussion are intended to
provide a brief, general description of a suitable computing
environment in which embodiments may be implemented.
With reference to FIG. 8, a block diagram of an example
computing operating environment for an application accord-
ing to embodiments is illustrated, such as computing device
800. In a basic configuration, computing device 800 may
include at least one processing unit 802 and system memory
804. Computing device 800 may also include a plurality of
processing units that cooperate in executing programs.
Depending on the exact configuration and type of computing
device, the system memory 804 may be volatile (such as
RAM), non-volatile (such as ROM, flash memory, etc.) or
some combination of the two. System memory 804 typically
includes an operating system 805 suitable for controlling the
operation of the platform, such as the WINDOWS® operat-
ing systems from MICROSOFT CORPORATION of Red-
mond, Wash. The system memory 804 may also include one
or more software applications such as program modules 806,
browser application 822, and user interface component 824.
[0061] Browser application 822 may provide access to a
hosted service such as a productivity service with multiple
services such as word processing, spreadsheet, presentation,
communication, and comparable ones. User interface com-
ponent 824 may enable rendering of HTML code to a user
from different sources. Inrendering documents and providing
document related services, multiple secure channels may be
used between frames for cross-domain messaging. This basic
configuration is illustrated in FIG. 8 by those components
within dashed line 808.

[0062] Computing device 800 may have additional features
or functionality. For example, the computing device 800 may
also include additional data storage devices (removable and/
or non-removable) such as, for example, magnetic disks,
optical disks, or tape. Such additional storage is illustrated in
FIG. 8 by removable storage 809 and non-removable storage
810. Computer readable storage media may include volatile
and nonvolatile, removable and non-removable media imple-
mented in any method or technology for storage of informa-
tion, such as computer readable instructions, data structures,
program modules, or other data. Computer readable storage
media is a non-transitory computer readable memory device.
System memory 804, removable storage 809 and non-remov-
able storage 810 are all examples of computer readable stor-
age media. Computer readable storage media includes, but is
not limited to, RAM, ROM, EEPROM, flash memory or other
memory technology, CD-ROM, digital versatile disks (DVD)
or other optical storage, magnetic cassettes, magnetic tape,
magnetic disk storage or other magnetic storage devices, or
any other medium which can be used to store the desired
information and which can be accessed by computing device
800. Any such computer readable storage media may be part
of computing device 800. Computing device 800 may also
have input device(s) 812 such as keyboard, mouse, pen, voice
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input device, touch input device, and comparable input
devices. Output device(s) 814 such as a display, speakers,
printer, and other types of output devices may also be
included. These devices are well known in the art and need not
be discussed at length here.

[0063] Computing device 800 may also contain communi-
cation connections 816 that allow the device to communicate
with other devices 818, such as over a wireless network in a
distributed computing environment, a satellite link, a cellular
link, and comparable mechanisms. Other devices 818 may
include computer device(s) that execute communication
applications, storage servers, and comparable devices. Com-
munication connection(s) 816 is one example of communi-
cation media. Communication media can include therein
computer readable instructions, data structures, program
modules, or other data in a modulated data signal, such as a
carrier wave or other transport mechanism, and includes any
information delivery media. The term “modulated data sig-
nal” means a signal that has one or more of its characteristics
set or changed in such a manner as to encode information in
the signal. By way of example, and not limitation, communi-
cation media includes wired media such as a wired network or
direct-wired connection, and wireless media such as acoustic,
RF, infrared and other wireless media.

[0064] Example embodiments also include methods. These
methods can be implemented in any number of ways, includ-
ing the structures described in this document. One such way
is by machine operations, of devices of the type described in
this document.

[0065] Another optional way is for one or more of the
individual operations of the methods to be performed in con-
junction with one or more human operators performing some.
These human operators need not be co-located with each
other, but each can be only with a machine that performs a
portion of the program.

[0066] FIG.9 illustrates a logic flow diagram for a process
facilitating document communication through runtime inter-
faces according to embodiments. Process 900 may be imple-
mented by a hosted service in some examples.

[0067] Process 900 may begin with operation 910, where
document-centric messaging is facilitated for transmitting
calls supporting a script object model. Messaging may be
cross-frame for browser implementations and through an
IDispatch interface for rich client implementations. At opera-
tion 920, security may be provided through a policy checking
mechanism over the cross-frame messaging, where a receiv-
ing entity confirms whether a transmitting entity is allowed to
transmit a call, and/or through employing a sandbox process
to manage extension content traffic between an application
hosting a document and third party web services providing
the extension content.

[0068] At operation 930, a background thread may be pro-
vided in a rich client application for managing an interaction
with a runtime environment by queuing requests and inter-
acting with a foreground user interface thread. At operation
940, a cross-document messaging based APl may be provided
in a browser-based application that securely exchanges
requests between an iframe hosting the runtime environment
and an iframe or a page hosting a document.

[0069] Some embodiments may be implemented in a com-
puting device that includes a communication module, a
memory, and a processor, where the processor executes a
method as described above or comparable ones in conjunc-
tion with instructions stored in the memory. Other embodi-
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ments may be implemented as a computer readable storage
medium with instructions stored thereon for executing a
method as described above or similar ones. In some embodi-
ments, two-way error handling may be enabled across the
mechanism. For example, a host application may signal an
error back to a runtime instance (such as a permissions issue)
and the runtime instance may send an error to the host appli-
cation (such as a resource exhaustion message).

[0070] The operations included in process 900 are for illus-
tration purposes. Document communication runtime inter-
faces may be implemented by similar processes with fewer or
additional steps, as well as in different order of operations
using the principles described herein.

[0071] The above specification, examples and data provide
a complete description of the manufacture and use of the
composition of the embodiments. Although the subject mat-
ter has been described in language specific to structural fea-
tures and/or methodological acts, it is to be understood that
the subject matter defined in the appended claims is not nec-
essarily limited to the specific features or acts described
above. Rather, the specific features and acts described above
are disclosed as example forms of implementing the claims
and embodiments.

What is claimed is:

1. A method executed on a computing device for providing
document communication runtime interfaces, the method
comprising;

facilitating document-centric messaging for transmitting

calls supporting a script object model; and

providing security through a policy checking mechanism

over the messaging, wherein a receiving entity confirms
whether a transmitting entity is allowed to transmit a
call.

2. The method of claim 1, further comprising:

employing Remote Procedure Call (RPC) protocol for the

messaging; and

enabling use of a plurality of channels for the communica-

tion such that multiple cross-domain calls can be trans-
mitted simultaneously.

3. The method of claim 1, further comprising:

enabling two-way error handling between a host applica-

tion and a runtime environment.

4. The method of claim 1, further comprising:

providing a hostable runtime Application Programming

Interface (API) for secure, scalable, and asynchronous
transmission of script object model requests across pro-
cess boundaries.

5. The method of claim 4, wherein the script object model
requests are transmitted between a document host and devel-
oper code with a substantially reduced performance impact
on the document host, and the API applies instructions from
extensibility code to document data.

6. The method of claim 1, further comprising:

enabling specification of one or more rules for controlling

when an extension is to be made available and for pro-
viding information via evaluation to the extension for
data that matches the specified rules.

7. The method of claim 1, further comprising:

providing a background thread in a rich client application

for managing an interaction with a runtime environment
by queuing requests and interacting with a foreground
user interface thread.

8. The method of claim 7, wherein thread management is
employed to support multiple concurrently active extensions.
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9. The method of claim 7, further comprising:

providing an API connecting the runtime environment to a

browser control.

10. The method of claim 1, further comprising:

in a browser-based application, providing a cross-docu-

ment messaging based API that securely exchanges
requests between an iframe hosting the runtime environ-
ment and one of an iframe and a page hosting a docu-
ment.

11. A server for providing document communication runt-
ime interfaces, the server comprising:

a memory storing instructions; and

a processor coupled to the memory, the processor execut-

ing a hosted service in conjunction with the instructions

stored in the memory, wherein the processor is adapted

to:

facilitate document-centric messaging for transmitting
calls supporting a script object model;

provide security through a policy checking mechanism
over the messaging, wherein a receiving entity con-
firms whether a transmitting entity is allowed to trans-
mit a call;

provide a background thread in a rich client application
for managing an interaction with a runtime environ-
ment by queuing requests and interacting with a fore-
ground user interface thread; and

provide a cross-document messaging based API in a
browser-based application that securely exchanges
requests between an iframe hosting the runtime envi-
ronment and one of an iframe and a page hosting a
document.

12. The server of claim 11, wherein the browser-based
application includes a requestor that is a part of a runtime
environment hosted by an extension developer’s iframe and a
listener that is a part of a runtime environment hosted in a
document container that services requestor requests.

13. The server of claim 11, wherein the browser-based
application further includes a queuing system to ensure that
extensions are serviced fairly.

14. The server of claim 13, wherein each extension is
served by a dedicated web object control and at least one
communication protocol is employed to exchange the
requests.

15. The server of claim 11, wherein the processor is further
adapted to:

employ a sandbox process to manage extension content

traffic between an application hosting a document and
third party web services providing the extension content.
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16. A computer-readable memory device with instructions
stored thereon for providing document communication runt-
ime interfaces, the instructions comprising:

facilitating document-centric messaging for transmitting

calls supporting a script object model;

providing security through a policy checking mechanism

over the messaging, wherein a receiving entity confirms
whether a transmitting entity is allowed to transmit a
call;

providing requests through a process to a rich client appli-

cation for managing an interaction with a runtime envi-
ronment without impacting a user experience;

providing a cross-document messaging based API in a

browser-based application that securely exchanges
requests between an iframe hosting the runtime environ-
ment and one of an iframe and a page hosting a docu-
ment; and

employing a sandbox process to manage extension content

traffic between an application hosting a document and
third party web services providing the extension content.

17. The computer-readable memory device of claim 16,
wherein the sandbox is an object in a host process marshaled
via a proxy into a browser application facilitating calls from
the browser application to the host process.

18. The computer-readable memory device of claim 16,
wherein the instructions further comprise:

achieving persistence through a per extension instantiation

property group containing instance specific state that is
persisted in line with the document.

19. The computer-readable memory device of claim 16,
wherein the instructions further comprise:

providing a host integration manager that includes code

specific to each application mapping application capa-
bilities to the sandbox process; and

providing a context manager and an activation manager to

bridge solutions to host data and to manage each exten-
sion’s context.

20. The computer-readable memory device of claim 16,
wherein the instructions further comprise:

providing a solution manager to determine which exten-

sions relate to an instance of the application, a document
content type, and document content, and to obtain con-
figuration and policy information from manifest files
cached on a user machine;

monitoring aspects of the extensions; and

one of stopping and restarting the extensions based on

violations of predefined metrics.
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