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CREATING AN OPTIMIZED DISTRIBUTION
NETWORK FOR THE EFFICIENT TRANSFER
OF DATA BETWEEN ENDPOINTS

BACKGROUND
[0001] 1. Technical Field
[0002] This disclosure relates generally to distributed com-

puter networks and in particular to techniques for maintaining
the contents of selected objects (e.g., directories, files, and the
like) in synchronization (“sync”) across multiple participat-
ing computers (a “sync network™).

[0003] 2. Background of the Related Art

[0004] Remote access technologies, products and systems
enable a user of a remote computer to access and control a
host computer over a network. Internet-accessible architec-
tures that provide their users with remote access capabilities
(e.g., remote control, file transfer, display screen sharing,
chat, computer management and the like) also are well-
known in the prior art. Typically, these architectures are
implemented as a Web-based “service,” such as LogMeln,
GoToMyPC, WebEx, Adobe Connect, and others. An indi-
vidual (or subscriber) who uses the service has a host com-
puter that he or she desires to access from a remote location.
Using the LogMeln service, for example, the individual can
access his or her host computer using a client computer that
runs web browser software.

[0005] Peer-to-peer (P2P) computing or networking is a
distributed application architecture that partitions tasks or
workloads among peers. Peers are equally privileged, equi-
potent participants in the application. They form a peer-to-
peer network of nodes. Peers make a portion of their
resources, such as processing power, disk storage or network
bandwidth, directly available to other network participants,
without the need for central coordination.

[0006] A real-time file synchronization application that
ensures selected storage objects (e.g., folders or files) always
have identical content on all participating computers gener-
ates significant network traffic, and keeping such a highly-
volatile network connected demands substantial computa-
tional power and bandwidth.

BRIEF SUMMARY

[0007] This disclosure describes a technique to build an
optimal network that is capable of transferring a virtually
unlimited amount of data between a virtually unlimited num-
ber of computers using a de-centralized approach to minimize
operating and computational costs.

[0008] According to this disclosure, one or more synchro-
nization networks are constructed, preferably by arranging an
ordered list of resource identifiers (e.g., IP addresses and/or
other parameters) into connected circle graphs, ensuring geo-
graphic optimization where nearby computers can commu-
nicate with each other efficiently. This approach minimizes
bandwidth usage, increases response time and distributes the
computational load across participating computers.

[0009] According to a more specific aspect, a method is
operated at a coordinating entity to organize a set of hosts into
a synchronization network. The coordinating entity main-
tains information that a particular host is online and available
to be organized into the synchronization network. To that end,
the coordinating entity assigns an identifier (a node identifier)
to each host that is online, and that identifier is unique within
the particular synchronization network. The coordinating

May 2, 2013

entity then orders the node identifiers for the set of hosts
(based on a given characteristic ofthe node identifiers). In one
embodiment, the ordering organizes the synchronization net-
work in a particular topography, such as a circle. Based on the
ordering, the coordinating entity provides each host that is
online with a list of K online hosts to enable each host to
establish and maintain connections with K of its neighbor
hosts. In this scheme, K is a value that is the same for all hosts
within the synchronization network.

[0010] The foregoing has outlined some of the more perti-
nent features of the subject matter. These features should be
construed to be merely illustrative. Many other beneficial
results can be attained by applying the disclosed invention in
a different manner or by modifying the invention as will be
described.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] For a more complete understanding of the present
invention and the advantages thereof, reference is now made
to the following descriptions taken in conjunction with the
accompanying drawings, in which:

[0012] FIG. 1 depicts an extensible Web-based remote
access architecture in which exemplary aspects of the syn-
chronization method of this disclosure may be implemented;
[0013] FIG. 2 is an illustrative synchronization network
according to this disclosure;

[0014] FIG. 3 is a simple connected circle graph compris-
ing a synchronization network;

[0015] FIG. 4 illustrates how selected nodes in the con-
nected circle graph are connected to one another according to
the techniques of this disclosure; and

[0016] FIG. 5 illustrates a technique for implementing a
crossover connection according to a variant of the disclosed
scheme.

DETAILED DESCRIPTION OF AN
ILLUSTRATIVE EMBODIMENT

[0017] FIG. 1 illustrates a high level view of a remote
access architecture 100 in which the disclosed technique may
be practiced. This architecture is merely representative, and it
should not be taken as limiting. Preferably, the architecture
comprises “n-tiers” that include a web server tier 102, a
database tier 104, and a gateway tier 106. The web server tier
102 comprises a plurality of machines that each executes web
server software. The web server tier provides an Internet-
accessible web site. Preferably, the web site associated with a
site domain (however designated) is available from multiple
locations that collectively comprise the web server tier 102.
The database tier 104 comprises a plurality of machines that
each executes database server software. The database tier
provides a network-accessible data storage service for gener-
ating and storing data associated with end user sessions to the
remote access service. The gateway tier 106 comprises a
plurality of machines that each executes application server
software. The gateway tier provides a network-accessible
connection service for establishing and maintaining connec-
tions between and among the participating end user comput-
ers. Although not shown, preferably end user computers con-
nect to the gateway servers over secure connections, e.g., over
SSL, TLS, or the like. A representative machine on which the
web server, database server or gateway server executes com-
prises commodity hardware (e.g., one or more processors)
running an operating system kernel, applications, and utili-

Ex.1036 / Page 5 of 9
Cisco Systems, Inc.



US 2013/0110999 Al

ties. In the remote access architecture, a computer or other
device 101 uses the illustrated infrastructure to access or
remotely control a host computer or device 103. In a repre-
sentative embodiment, the architecture provides a Web-based
remote access service, such as LogMeln®.

Building/Managing Synchronization Networks

[0018] The following describes a technique to build a net-
work capable of transferring virtually unlimited amount of
data between virtually unlimited amount of computers, with
low operating and computational costs. For convenience of
description, the network is sometimes referred to herein as a
“synchronization network™ (or a “sync network™). Using the
remote access architecture of FIG. 1 as representative, a syn-
chronization network 200 according to this disclosure is rep-
resented in FIG. 2. Network 200 comprises hosts 202, 204,
206 and 208, gateway 210, and database 212. A host is some-
times referred to herein as a “client” or a “node.” In this
example scenario, which is not meant to be limiting, the hosts
correspond to the computers (such as 101 or 103) that use the
service infrastructure. The web tier is omitted for conve-
nience. For scalability, the gateway 210 and database 212 may
comprise components of a tiered infrastructure, as previously
described. Thus, as used herein, a “gateway” may refer to one
or more such gateways, and a “database” may refer to one or
more such databases. Generalizing, a gateway, a database, a
host, or the like is a computing entity that is typically a
network-accessible computing machine or device with suit-
able hardware, software, storage, and input/output devices.
[0019] In this architecture, the gateway 210 coordinates
hosts 202, 204, 206 and/or 208 using a control connection
(dotted line 214), and the gateway 210 also relays data
between hosts that are not capable of communication in a
non-relayed manner (solid line 216). The database (DB) 212
holds host details (e.g., name, ID, online status, description,
1P address, geo-location, and the like), assignments of hosts
and synchronization network, and other information as nec-
essary to build up and optimize networks, as will be described
in more detail below. Together, the gateway 210 and its asso-
ciated database 212 comprise a coordinating entity that orga-
nizes and maintains a synchronization network. The data
connection (the solid line 216) is a connection that transfers
application data between hosts. The control connection (the
dotted line 214) is a connection that hosts use to communicate
with the gateway 210. Preferably, no application data is trans-
ferred over the control connection, although this is not a
limitation.

[0020] According to this disclosure, a plurality or set of
hosts are organized by the coordinating entity into one or
more synchronization network(s), and (as noted above) there
may be multiple gateways/databases. The number of hosts
that comprise a particular synchronization network at any
time may vary, as one or more hosts “leave” the network or
“join” the network. Thus, the synchronization network (as an
overall entity) is a dynamic construct that may be changing
randomly or deterministically.

[0021] For convenience, a host is sometimes referred to
herein as a participating machine (typically, e.g., hardware
and software components supported thereon). For discussion
purposes, a machine is referred to sometimes as a “computer”
but this is not a limitation in that it implies a fixed computing
resource. A participating machine may be a handheld or
mobile device, such as any wireless client device, e.g., a
cellphone, pager, a personal digital assistant (PDA, e.g., with
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GPRS NIC), a mobile computer with a smartphone client, or
the like. More generally, a host is an endpoint of a commu-
nication. According to this disclosure, with respect to a par-
ticular synchronization network, endpoints are first assigned
a unique ID (NodelD) (or, more generally, a “node identi-
fier”) and ordered into a graph, such as a “circle” graph. Each
node is then responsible for ensuring it is always connected to
its nearest K neighbors where K=2. By selecting the NodelD
prudently, this approach guarantees that related computers
are close to each other in a circle graph. Preferably, the logic
for creating the NodelD is maintained in the coordinating
entity database 212; as a consequence, an optimization can be
changed at any time without endpoint deployment. As will
also be described in more detail below, this circle graph can be
further optimized by introducing so-called “crossover” con-
nections between distant nodes.

[0022] Thus, according to an embodiment, a unique ID
(NodelD) is created and assigned to each endpoint in a syn-
chronization endpoint. As noted above, a particular machine
may be (and often is) an endpoint in more than one synchro-
nization network. In one embodiment, tndpoints form a circle
(or circular) network in which they are ordered by their
NodelD. NodelDs are configured such that related computers
are near each other. For example, to organize computers by
their geographical distance (which is not a limitation), a
NodelD utilizes an IP address with some additional network
related parameters. This embodiment is described in more
detail below.

[0023] The following provides additional details regarding
this technique. By way of background, the problem of making
sure that a network (graph) with arbitrary topology is con-
nected requires that the coordinating entity be aware when
computers are added to the network, computers are removed
from the network, computers come online, and computers go
off-line. According to a feature of this disclosure, the com-
putational cost for keeping the network “connected” is dra-
matically reduced by using a graph topology, such as a circle
graph. This is because a circle graph always stays connected
if all nodes have at least K=2 neighbors, where K is the
degree of a node. FIG. 3 represents an example circle graph
300, where K=2. The graph in this example includes eight (8)
nodes, which are typically hosts that, together with the coor-
dinating entity (not shown) comprise the synchronization
network. Connectivity by and among the participating nodes
is managed by a management routine (e.g., as a set of com-
puter program instructions executed in a processor) executing
within (or by) the coordinating entity. This routine, referred to
as GetClosestOnlineHost for convenience, works generally
as follows. The routine marks all connections that are needed
to build up a particular circle graph (a synchronization net-
work) as “mandatory”” Certain connections are marked as
optional. These include so-called “crossover” connections,
which are used for optimization purposes, as will be
described. When a client node comes online, it receives (from
the coordinating entity) a list of “K” connections that are
marked as “mandatory.” The host also calls the gateway Get-
ClosestOnlineHost routine when one of its mandatory con-
nections is lost.

[0024] According to this disclosure, the above network is
sustained (for connectivity purposes) by enforcing a pair of
rules: (1) nodes within the network are ordered, and (2) each
host is always connected with exactly K of their nearest
online neighbors.
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[0025] Thus, according to this technique, when some par-
ticular set of hosts need to communicate among each other, a
circle network is created. The following algorithm may be
used to build up such a network.

Presumptions

[0026] Preferably, each host knows the following:

[0027] List of sync networks to which it has access;
this information is provided to the host by the gate-
way/database.

[0028] List of hosts for each network, to where the
host should be connected; this information is sent by
the gateway/database.

[0029] Flag for each connection, e.g., whether the
connection is mandatory, or optional (which is the
case for a “crossover” connection).

[0030] Flag to determine the type of connection (e.g.,
TCP/XTCP/Relayed).

[0031] The host need not know (and does not know)
the online status of the other hosts

[0032] Preferably, the gateway knows the following
information:
[0033] The online status of each host, which informa-

tion is supplied by the database

[0034] The node identifier (NodelD) of each host,
which information is supplied from the database. The
NodelD is unique for a particular synchronization
network and may be calculated based on a host iden-
tifier, an IP address and one or more other flags asso-
ciated with the host. The NodelDs are used to sort the
hosts in a sync network.

[0035] The associations of hosts and sync networks,
also supplied from the database.

Algorithm

[0036] With the above as the preferred constraints, the fol-
lowing algorithm is then used to create and maintain a syn-
chronization network:

[0037] a) Each host gets a list from the gateway of the K
nearest online hosts. The gateway (GW) queries the
database (DB) for the list and returns it to the host.

[0038] b) The host initiates a connection to each host
returned in this list. If any of the connection attempts
fail, the host downloads the list from the gateway again.

[0039] c) If there are peer-to-peer or direct TCP connec-
tions that are not in the list, the host leaves those con-
nections active; relayed connections, however, are
closed by the host.

[0040] Thus, according to the disclosed technique, each
synchronization networks forms a graph, such as a circle
graph. Within the circle graph, hosts are ordered by the
NodelID. Each host maintains connections with K of its clos-
est neighbors. By default, K is the same for all hosts within a
sync network but, preferably, its value depends on the number
ot’hosts (N) in the network. FIG. 4 represents such a synchro-
nization network, which implements a P2P topology (N=8,
K=4).

[0041] According to the algorithm, a host is responsible for
ensuing it is always connected with exactly K of its nearest
online neighbors. Preferably, a host initiates a connection in
two steps, which are now described. First, the host indicates to
the gateway that a new connection is needed, forwarding a
host identifier. This communication also requests that the
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gateway provide the requesting host with the host’s closest
online hosts. The gateway executes a “get closest online
hosts” routine for this purpose. The gateway responds to the
communication and the request by obtaining (from the data-
base) the “K” nearest online neighbors of the node of net-
work. The gateway provides this “list” to the requesting host.
Thehost, having received the list from the gateway, then starts
connecting one by one to the nodes identified in the list. If any
such connection attempt returns an error, preferably the host
calls the gateway and again requests the lists of its closest
online neighbors.

[0042] Whenahostloses any of’its mandatory connections,
preferably it calls the gateway’s “get closest online hosts”
routine to attempt to maintain the circle graph. The host need
not call this function when an extra connection builds up from
another host, however.

[0043] The technique provides numerous advantages. It
provides a highly scalable and optimized network enabling
the efficient transfer of data while minimizing operating cost.
The technique is much more scalable and cost effective than
current approaches, based on the non-centralized architecture
and unique use and assignment of NodelD’s resulting in an
efficient and optimized network. The technique enables hosts
to create a peer-to-peer network that spares server and data-
base resources by eliminating the need for centrally main-
tained connections. The technique optimizes the network
from an arbitrary perspective, and the connection logic can be
changed in a central database without any need to deploy or
change the endpoint software. The technique also is advanta-
geous as it favors P2P connections and limits the number of
relayed connections. It also ensures that the nodes that are
physically closer are likely to be connected, which provides
geographic balancing. In addition, the technique provides a
degree of bandwidth balancing, as hosts with stronger band-
width/capacity typically have more connections.

[0044] The “ordering” of the NodelDs may be based on one
or more characteristic(s) of the identifiers. In one non-limit-
ing embodiment, the ordering is based on byte order for the IP
addresses of the hosts. In an alternative, the ordering is based
on the values generated by concatenating a host IP address
with an additional value, where the additional value is one of:
a flag representing a P2P capability associated with the host,
a load associated with the host, an amount of storage or
processing capability associated with the host, a latency asso-
ciated with the host, geo-data associated with the host, other
physical, network and/or content characteristics, or some
combination thereof.

[0045] Preferably, the NodelD is unique within a particular
synchronization network. Preferably, and as noted above, the
NodelD is numerical, which facilitates the defining of an
ordering amongst the hosts that are participating in the sync
network. As noted above, each host maintains connections
with K of its closest neighbors, where K is the same for all
hosts within a given sync network. The value K may be
dynamically configurable. By selecting the NodeID pru-
dently, the technique described herein ensures that related
computers are close to each other in a circle graph. By main-
taining the logic for creating the NodeID only in the gateway
and/or database, the logic can be changed at any time without
host deployment changes.

[0046] As described above, preferably the NodelD is cre-
ated such that the most significant bytes are comprised of the
public IP address of the host. This approach provides several
benefits. First, nodes that are on the same physical local area
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network (LAN) typically share the same public IP address.
Therefore, if two nodes (from the same [LAN) are next to each
other in the graph, they can easily connect to each other, e.g.,
by using a P2P connection library that is capable of establish-
ing a direct LAN (or hairpin NAT) connection, and this con-
nection may be made without leaving the LAN (thus resulting
in no Internet traffic). Further, nodes that are on the same ISP
likely have the same class C or class B subnet; therefore, they
will connect to each other as well, thereby minimizing the
amount of traffic that has to leave the ISP’s network.

Crossover Connections for Synchronization Networks

[0047] As a particular circle graph becomes large, commu-
nications between distant points can become slow as the
number of hops between the hosts increases. To address this
issue, a particular circle node can be optimized by creating
additional crossover connections between particular (distant)
endpoints. These are so-called “crossover” connections, such
as connection 502, as indicated in the example network 500
shown in FIG. 5.

[0048] One technique for implementing such crossover
connections is extending the circle graph buildup algorithm
(get closest online hosts) to include an arbitrary number (L,
where L=0) of distant hosts, in addition to the ‘K’ nearest
online hosts. These connections are not mandatory so if they
fail to build up, the host does not necessarily have go back to
the GW for a new list. By creating crossover connections
between distant nodes that are capable of communicating in a
non-relayed manner reduces the amount of relayed traffic,
which results in a more cost-efficient and better performance
network.

[0049] Although not meant to be limiting, the controlling
entity may select the one or more optimization connections
randomly, deterministically, or a combination thereof. In one
approach, the controlling entity selects the furthest host
across the diameter of the circle graph.

[0050] While the above describes a particular order of
operations performed by certain embodiments of the inven-
tion, it should be understood that such order is exemplary, as
alternative embodiments may perform the operations in a
different order, combine certain operations, overlap certain
operations, or the like. References in the specification to a
given embodiment indicate that the embodiment described
may include a particular feature, structure, or characteristic,
but every embodiment may not necessarily include the par-
ticular feature, structure, or characteristic.

[0051] While the disclosed subject matter has been
described in the context of a method or process, the subject
disclosure also relates to apparatus for performing the opera-
tions herein. This apparatus may be specially constructed for
the required purposes, or it may comprise a general-purpose
computer selectively activated or reconfigured by a computer
program stored in the computer. Such a computer program
may be stored in a computer readable storage medium, such
as, but is not limited to, any type of disk including an optical
disk, a CD-ROM, and a magnetic-optical disk, a read-only
memory (ROM), a random access memory (RAM), a mag-
netic or optical card, or any type of media suitable for storing
electronic instructions, and each coupled to a computer sys-
tem bus.

[0052] While given components of the system have been
described separately, one of ordinary skill will appreciate that
some of the functions may be combined or shared in given
instructions, program sequences, code portions, and the like.
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[0053] Having described our invention, what we now claim
is as follows.

1. A method, operating at a coordinating entity, of organiz-
ing a set of hosts into a synchronization network, comprising:

maintaining information indicating that a host is online and

available to be organized into the synchronization net-
work;

assigning a node identifier to each host that is online, the

node identifier being unique within the synchronization
network;

ordering the node identifiers for the set of hosts; and

based on the ordering, providing each host that is online

with a list of K online hosts to enable each host to
establish and maintain connections with K of its neigh-
bor hosts, where K is a value that is the same for all hosts
within the synchronization network.

2. The method as described in claim 1 wherein, as a result
of'the ordering, the synchronization network is organized as a
circle.

3. The method as described in claim 1 wherein node iden-
tifier is assigned based on one of: an IP address of the host,
and geo-data associated with the host.

4. The method as described in claim 3 wherein the node
identifier is assigned based on an IP address of the host and an
additional value.

5. The method as described in claim 4 wherein the addi-
tional value identifies one of: a P2P capability associated with
the host, a load associated with the host, a latency associated
with the host, and a combination thereof.

6. The method as described in claim 1 wherein the node
identifiers are ordered according to a predetermined criterion.

7. The method as described in claim 1 wherein the infor-
mation also includes an identification of a one or more other
synchronization networks in which a particular host is
already connected.

8. The method as described in claim 1 wherein each host is
responsible for maintaining connections with K of its neigh-
bor hosts.

9. The method as described in claim 1, further including
receiving, from a host, an indication that a new connection is
required and, in response, providing a new ordering.

10. The method as described in claim 1, further including
providing the ordering in response to receipt of an indication
from a host that a connection attempt has failed.

11. The method as described in claim 1 wherein a host
operates a remote access client.

12. The method as described in claim 1 wherein the coor-
dinating entity is a gateway having a database associated
therewith.

13. Apparatus for organizing a set of hosts into a synchro-
nization network, comprising:

a processor;

computer memory holding computer program instructions

executed by the processor to perform a method, com-

prising:

maintaining information indicating that a host is online
and available to be organized into the synchronization
network;

assigning a node identifier to each host that is online, the
node identifier being unique within the synchroniza-
tion network;

ordering the node identifiers for the set of hosts; and

based on the ordering, providing each host that is online
with a list of K online hosts to enable each host to
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establish and maintain connections with K of its
neighbor hosts, where K is a value that is the same for
all hosts within the synchronization network.

14. The apparatus as described in claim 13 wherein the
node identifier is assigned based on one of: an IP address of
the host, and geo-data associated with the host.

15. The apparatus as described in claim 13 wherein the
node identifier is assigned based on an IP address of the host
and an additional value.

16. The apparatus as described in claim 15 wherein the
additional value identifies one of: a P2P capability associated
with the host, a load associated with the host, a latency asso-
ciated with the host, and a combination thereof.

17. The apparatus as described in claim 13 wherein the
node identifiers are ordered according to a predetermined
criterion.

18. The apparatus as described in claim 13 wherein the
information also includes an identification of a one or more
other synchronization networks in which a particular host is
already connected.

19. The apparatus as described in claim 13, wherein the
method further includes receiving, from a host, an indication
that a new connection is required and, in response, providing
a new ordering.

20. The apparatus as described in claim 13, wherein the
method further includes providing the ordering in response to
receipt of an indication from a host that a connection attempt
has failed.
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