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Connection Table for VM1 and VM2 on Host node 1
Source [Paddr Destination Destination Destination
Paddr Source port port Protocol Source ID D
1606
VM1 IP address | Dest. Address A 33 65 TCP VM1 -—
1602
Source address X | VM2 IP address 4 2 TCP VM2 -+
1604
VM2 IP address | Dest. Address B 2 997 TCP VM2 -——
Sourcc address Y | VML IP address 623 22 TCP VM1 <ﬂ) 8
@ 1600
Conncction table for VM1 on Host nodc 1 after VM2 is moved to Host nodc 2
Source [Paddr Destination Source port Deslination Protocol Source ID Destination
[Paddr ce o port 0lOCO. ource D
1606
VMI IP address | Dest. Address A 33 65 TCP VMI -
Sourcc address Y | VM1 IP address 623 22 TCP VM1 <ﬂ) 8

1610
Connection table for VM2 on Host node 2 after VM2 is moved to Host node 2
Sourcc 1Paddr Destination Destination Destination
TPaddr Source port port Protocol Source 1D D
1602
Source address X | VM2 IP address 4 2 TCP VM2 -
1604
VM2 IP address | Dest. Address B 2 997 TCP VM2 -

Figure 16
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Conncction Table for VM1 and VM2 on Host nodc 1
Source [Paddr Destination Destination Destination
Paddr Source port port Protocol Source ID D
2414
VM1 IP address | VM2 IP address 53 42 TCP VMI VM2 -—
2406
VMI IP address | Dest. Address A 33 65 TCP VM1 -+
2402
Source address X [ VM2 TP address 4 2 TCP VM2 -+
2404
VM2 IP address | Dest. Address B 2 997 TCP VM2 -+
2408
Source address Y | VM1 IP address 623 22 TCP VM1
2
VM2 IP address | VMI IP address 21 934 TCP VM2 VM1 42_41

Connection table for VM1 on Host node 1 afler VM2 is moved o Host node 2

Source [Paddr Destination Source port Destination Protocol Source ID Destination
IPaddr port ID

2422

VMI IP address | VM2 IP address 53 42 TCP VM1 -+
2406

VMI IP address | Dest. Address A 33 65 TCP VM1 -+
2408

Source address Y | VM1 IP address 623 22 TCP VM1 -+

2426

VM2 IP address | VM1 IP address 21 934 TCP VM1 -

2410
Conncction table for VM2 on Host nodc 2 atter VM2 is moved to Host nodc 2
Source [Paddr Destination Source port Destination Protocol Source ID Destination
IPaddr port ID

2424

VMI IP address | VM2 IP address 53 42 TCP VM2 -+
2402

Source address X | VM2 IP address 4 2 TCP VM2 -
2404

VM2 IP address | Dest. Address B 2 997 TCP VM2 -+
2428

VM2 IP address | VM1 IP addrcss 21 934 TCP VM2 -

Figure 24
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Source IPaddr Destination Destination Destination
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HIERARCHICAL FIREWALLS

CLAIM OF BENEFIT TO PRIOR APPLICATIONS

[0001] This application claims the benefit of U.S. Provi-
sional Application 61/040,133 entitled “NETWORK FIRE-
WALLS” filed Mar. 27, 2008, U.S. Provisional Application
61/101,111 entitled “NETWORK FIREWALLS” filed Sep.
29, 2008, U.S. Provisional Application 61/109,915 entitled
“NETWORK FIREWALLS” filed Oct. 30, 2008, and U.S.
Provisional Application 61/120,376 entitled “MOVING
SECURITY FOR VIRTUAL MACHINES” filed Dec. 5,
2008, all of which U.S. Provisional Applications are hereby
incorporated by reference.

FIELD OF THE INVENTION

[0002] This application concerns computer security. In par-
ticular firewalls for hosting systems with virtual machines.

BACKGROUND OF THE INVENTION

[0003] Inrecent years it has become increasingly common
for corporations and individuals to run computer programs on
virtual machines on servers. Virtual machines are simulated
computers that are simulated by other computers. The physi-
cal computers on which the virtual machines run are also
referred to as “hosts” or “host computers”. To the programs
running on the virtual machines, there is little or no discern-
able difference between running on a virtual machine and
running on a whole computer.

[0004] Virtual machines have several advantages. When a
user wants to run multiple applications that each work best on
a different operating system (e.g., Windows 95® or Windows
XP®), then the user can implement two virtual machines on
a single computer. That is, one virtual machine running the
Windows 95® operating system and one virtual machine
running the Windows XP® operating system.

[0005] Another advantage of using a virtual machine is that
the operating system and application or applications running
on the virtual machine may require only a fraction of the full
resources of the physical computer on which the virtual
machine is running. Thus, multiple virtual machines can run
on the same physical computer, saving hardware costs.
[0006] Still another advantage is that virtual machines can
be instantiated as needed, then shut down when no longer
needed, freeing the resources of the physical computer to run
other virtual machines. Therefore, a system with multiple
virtual machines that are needed at different times saves more
resources by running each virtual machine only when that
virtual machine is needed.

[0007] One popular application of virtual machines is run-
ning them on a hosting system. A hosting system runs mul-
tiple physical computers (also referred to as “servers” or “host
nodes”) that each run multiple virtual machines (also referred
to as “hosting” the virtual machines). Some hosting systems
can move virtual machines among the host nodes. For
example, a hosting system may host four virtual machines on
one host node while the four virtual machines have low
resource requirements. Later, if the resource requirements of
one of the virtual machines increase, the hosting system can
move one of the virtual machines to another host node.
[0008] As virtual machines are intended to accurately
simulate individual computers, they often have the same
security vulnerabilities as individual computers. For
example, virtual machines can be infected with computer
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worms and can suffer from other unauthorized accesses. The
problems of infected machines are magnified as some prior
art hosting systems do not protect virtual machines from
unauthorized access by other virtual machines on the same
host node. In such a hosting system, worm-infected virtual
machines can infect other virtual machines on the same host
node. When any of the infected virtual machines are moved to
other host nodes, they may carry the infection with them. In
time, the infection of one virtual machine in such a hosting
system can result in an infection spreading to all the virtual
machines on the hosting system.

[0009] In order to protect virtual machines from unautho-
rized access and to protect the hosting system itself and indi-
vidual host nodes from unauthorized access and infection,
firewalls are implemented. A firewall is computer software
running on a particular machine or stored on a computer
readable medium, hardware, or a combination of hardware
and software that checks incoming and/or outgoing packets
of data against an existing list of characteristics that deter-
mine whether the packets should be allowed to continue to
their destination or should be blocked.

[0010] In systems hosting virtual machines, firewalls can
be run on the hosting system itself and on individual virtual
machines. The firewalls of prior-art hosting systems were not
efficiently coordinated; accordingly there is a need in the art
for a coordinated firewall for a hosting system.

SUMMARY OF THE INVENTION

[0011] Some embodiments provide security for virtual
machines that run on a plurality of host nodes of a hosting
system. The security includes firewalls for the virtual
machines on the hosting system. Some embodiments imple-
ment one firewall on each host node. A firewall is computer
software running on a particular machine or stored on a com-
puter readable medium, hardware, or a combination of hard-
ware and software that checks incoming and outgoing packets
of data against an existing list of characteristics that deter-
mine whether the packets should be allowed to continue to
their destination or should be blocked. Users of the hosting
system, including the system administrators, and in some
embodiments other users, set security policies for the fire-
walls. The policies of some embodiments are conditional
statements that indicate conditions under which packets of
data should be allowed to pass through the firewall of a host
node or should be blocked. Some embodiments store connec-
tion data with information about packets previously allowed
to pass according to the policies enforced by the firewall.

[0012] Some embodiments provide a system for moving
firewall policies and connection data that pertain to individual
virtual machines from one host node to another. When a
virtual machine is moved to a new host node, the firewall
policies and connection data pertaining to that virtual
machine are moved to the firewall of the new host node. In
some embodiments, the connection data relating to virtual
machines on a host node is grouped together as a single
connection table in the firewall of the host node. In some such
embodiments, the connection table is split when a virtual
machine moves and connection data relating to the moved
virtual machine is moved to the firewall of that virtual
machines new host node. The moved connection data is then
merged with the existing connection table of the firewall of
the new node. Some embodiments provide different policies
for an initial packet than for a reply packet. Some embodi-
ments provide firewalls that enforce multi-layered policies. In
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some such embodiments, policies of different layers may be
set by users with different levels of authority over the firewall
system. The environment in which some embodiments oper-
ate, and further details of the various embodiments are
described below.

[0013] Insomeembodiments, firewalls intercept packets of
data on their way to and from virtual machines on host nodes
of the hosting system. In some embodiments, each virtual
machine has a set of policies associated with that virtual
machine. The firewall policies and connection tables for all
virtual machines on a given host node are implemented by a
firewall for that host node (the firewall of a host node is
sometimes referred to herein as a “virtual network firewall”).
The virtual network firewall allows packets of data to pass to
or from a particular virtual machine only if those packets are
permissible according to the policies applicable to that par-
ticular virtual machine. For example, a virtual network fire-
wall might allow all packets from one particular computer
address (i.e., an IP address) and deny all packets from another
particular IP address.

[0014] The information about the source address, destina-
tion address, source port, destination port, and the protocol of
a packet is sometimes referred to as “connection data” or “a
connection”. The firewalls of some embodiments store con-
nection data for allowed packets. That is, when a firewall
allows a packet to pass, the connection data for that packet is
stored in a connection table of the firewall. The connection
tables of some embodiments include identifiers of the virtual
machine that is the source or destination of that connection. In
some embodiments, a single connection table on each host
node includes the connection data for all virtual machines on
that host node.

[0015] The firewall policies and connection data relating to
a given virtual machine are needed on the host node that is
hosting that virtual machine. In some embodiments, the poli-
cies and connection data relating to a virtual machine are not
needed on any other host node in the system. In order to make
sure that the firewall policies and connection data for a par-
ticular virtual machine are available to the host node of that
virtual machine and are not using up resources on other host
nodes, some embodiments provide a firewall coordinator
(also referred to as a “central controller” or a “management
console”) to coordinate firewall policies and track the loca-
tions of the virtual machines on the hosting system. In some
embodiments, the firewall coordinator is implemented as a
dedicated hardware device. In some embodiments, the fire-
wall coordinator is entirely implemented as software running
on a particular machine, such as a computer (or stored in a
computer readable medium). In some embodiments, the fire-
wall coordinator is a piece of software, running on a particular
machine, such as a computer, that receives new firewall poli-
cies and updates the policies of individual software firewalls
running on virtual machines on the particular machines of the
host nodes. In some embodiments, the firewall coordinator
coordinates the transfer of firewall policies and connection
data (e.g., the firewall policies and connection tables for the
firewalls) to the host nodes on which the virtual machines are
running.

[0016] When a virtual machine is moved to a new host
node, the virtual network firewall ofthe new host node detects
the arrival of a virtual machine that had not been running on
that host node. When the virtual network firewall detects a
new virtual machine, the virtual network firewall contacts the
firewall coordinator to determine on which host node, if any,
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the new virtual machine had previously been running. When
the virtual machine had previously been running on another
host node, the virtual network firewall contacts the virtual
network firewall of that other host node to retrieve the firewall
policies and connection table data for the new virtual
machine. When the virtual machine was not previously run-
ning on another host node, the virtual network firewall
receives the firewall policies for the virtual machine from the
firewall coordinator.

[0017] As mentioned above, some embodiments store
tables of connection data that include source and destination
address information of allowed packets and identifiers of the
virtual machines that are the sources or destinations of the
allowed packets. In some embodiments, both the source and
the destination of allowed packets are virtual machines on the
same node. That is, in some embodiments, virtual network
firewalls apply policies to packets going between two virtual
machines on a host node. Such a firewall may be referred to as
an “intra-node firewall”. When a virtual machine on a host
node sends a packet addressed to another virtual machine on
the same host node, the intra-node firewall determines both
whether the source virtual machine is allowed to send the
packet to the destination virtual machine and also whether the
destination virtual machine is allowed to receive the packet
from the source virtual machine. When the source virtual
machine is allowed to send the packet and the destination
virtual machine is allowed to receive the packet, the virtual
network firewall stores connection data for the packet as a
combined entry in the connection table. Like a regular entry in
a connection table, a combined entry includes the address
information for a connection. However, where a non-com-
bined entry only identifies the source virtual machine or the
destination virtual machine, a combined entry identifies both
the source virtual machine and the destination virtual
machine.

[0018] A combined entry in a connection table indicates
that both the source virtual machine and the destination vir-
tual machine of an allowed packet are running on the same
host node as each other and the firewall with the connection
table. When a virtual machine referred to in a combined
connection is moved to another node, the combined entry no
longer accurately reflects the situation. That is, the combined
entry incorrectly indicates that the moved virtual machine is
on the same node as the other virtual machine in the entry.
[0019] As mentioned above, in some embodiments, con-
nection data for all the virtual machines on a host node are
stored in a single table. When a virtual machine moves from
one host node to another host node, the connection table data
is sent to the new host node, entries relating to the moved
virtual machine are added to the connection table of the new
host node, and then deleted from the connection table of the
old host node.

[0020] In some embodiments with combined entries, the
virtual network firewall of the original host node splits a
connection table by 1) sending copies of the entries relating to
the moved virtual machine to the virtual network firewall of
the new host node, 2) deleting the entries solely relating to the
moved virtual machine, and 3) editing combined entries that
relate to both the moved virtual machine and to virtual
machines that are remaining on the original host node. In
some embodiments, editing the entries removes the portion of
the entries that relate to the moving virtual machine and keeps
the portion relating to virtual machines that remain on the host
node. In some embodiments, the old host node edits the
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copied connection data that it is sending to remove references
to the other virtual machines on the old host node. In other
embodiments, the new host node edits the copied connection
data to remove references to the other virtual machines on the
old host node.

[0021] In some embodiments, when a virtual machine is
moved to a new node, that node may be hosting another
virtual machine that the moved virtual machine had previ-
ously contacted. The connection table of the new host node
would include an entry for that contact, indicating that the
firewall of the new node had allowed the other virtual
machine to receive packets from the moved virtual machine
(before the moved virtual machine was moved). Similarly, the
connection data for the moved virtual machine would include
an entry indicating that the firewall of the previous host node
had allowed the moved virtual machine to send packets to the
other virtual machine (on the new host node). The two entries
would have identical address information. To store the infor-
mation in the entries in the same connection table, the firewall
of the new host node merges the entries into a single entry
indicating that the firewall policies had allowed both the
moved virtual machine to send the packets and the other
virtual machine to receive the packets.

[0022] Insome embodiments that split and merge connec-
tion tables, as described above, the connection table entries
relating to the various virtual machines do not reflect whether
the allowed connections happened while the virtual machines
were on the same node, or on different nodes. Instead the
connection table entries for connections between two virtual
machines indicate whether the allowed connections are
between virtual machines currently on the same node or cur-
rently on different nodes.

[0023] Some embodiments use connection table entries to
determine which of two different sets of policies should be
applied to a packet. For example, in some embodiments, the
firewall checks the connection table to determine whether a
packet is a reply to a previously allowed packet. The firewalls
of such embodiments apply a different set of policies when a
packet is a reply packet than when a packet is an original
packet. When an original packet passes through the virtual
network firewall (i.e. is allowed to pass by the firewall poli-
cies), addresses of the source and destination of the packet are
stored in the connection table. When the virtual network
firewall subsequently receives a “reply packet” (e.g., a packet
with source and destination addresses that are the reverse of
an original packet whose connection data is stored in the
connection table), then the virtual network firewall uses a set
of policies (also referred to as “reverse policies”) that apply
only to reply packets to determine whether the reply packet is
to be allowed to pass. The reverse policies are a set of policies
that are different from the policies that would be applied if a
packet with the source and destination addresses of the reply
packet had arrived at the virtual network firewall when an the
original connection is not stored in the connection table.
[0024] As discussed above, the firewalls of the host nodes
apply various policies to determine whether to allow a packet
to pass. In some embodiments, such policies are set using the
firewall coordinator. Because many entities (e.g., companies,
administrators, users, user accounts of a single user, etc.) may
have valid interests in what packets a particular virtual
machine can send or receive, the firewall coordinators of
some embodiments allow users of various levels of authority
to provide different layers of firewall policies for a virtual
machine. These various layers allow the higher level users
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(e.g., systems administrators and office supervisors) to deter-
mine whether access will be granted or denied for a particular
packet or whether the decision to grant access or deny access
will be delegated to a lower level set of firewall policies. The
firewall coordinator then provides the layers of policies per-
taining to each virtual machine to the virtual network firewall
of the host node that hosts that virtual machine. The virtual
network firewall determines whether packets will be allowed
based on those policies. In embodiments where policies move
from host node to host node, the layered policies move as
well.

[0025] Insome embodiments, the virtual network firewall,
the firewall coordinator, and other parts of the system
described above include multiple modules that perform the
various different functions disclosed herein. Further details of
the modules of some embodiments are provided below. The
modules described are provided as examples. One of ordinary
skill in the art will realize that some embodiments can be
implemented with details that differ from those described
below while remaining within the scope of the invention.
Accordingly, the scope of the claimed inventions will be
provided in the claims.

BRIEF DESCRIPTION OF THE DRAWINGS

[0026] FIG. 1 conceptually illustrates a hosting system of
some embodiments.

[0027] FIG. 2 illustrates a hosting system of some embodi-
ments with multiple host nodes.

[0028] FIG. 3 illustrates a prior art system of firewalls on
host nodes.
[0029] FIG. 4 illustrates a firewall coordinator connected to

multiple host nodes that each has its own virtual network
firewall.

[0030] FIG. 5 illustrates virtual network firewalls of some
embodiments securing virtual machines on host nodes.
[0031] FIG. 6 illustrates a virtual network firewall of some
embodiments on a host node.

[0032] FIG. 7 illustrates a virtual network firewall of some
alternate embodiments on a host node.

[0033] FIG. 8 illustrates a virtual network firewall of some
embodiments.

[0034] FIG. 9 illustrates a packet filter of some embodi-
ments.

[0035] FIG. 10 conceptually illustrates a process of some

embodiments of checking a packet with a packet filter.

[0036] FIG. 11 illustrates a daemon of some embodiments.
[0037] FIG. 12A illustrates a firewall coordinator of some
embodiments.

[0038] FIG. 12B illustrates a daemon coordination module

of some embodiments.

[0039] FIG. 12C illustrates a virtual machine tracker of
some embodiments.

[0040] FIG. 13 conceptually illustrates a process of updat-
ing a firewall policy.

[0041] FIGS. 14A and 14B illustrate examples of policies
stored in the policy database of some embodiments.

[0042] FIG. 15 illustrates a data structure of a connections
list of some embodiments.

[0043] FIG. 16 illustrates movement of data tuples from
one host node to another.

[0044] FIG. 17A conceptually illustrates a process of some
embodiments for implementing security for a virtual machine
that is new to a host node.
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[0045] FIG. 17B conceptually illustrates a process of some
embodiments for sending security data of a virtual machine
from a host node that a virtual machine has departed to a new
host node of the virtual machine.

[0046] FIG. 17C conceptually illustrates a process of some
embodiments for a firewall coordinator to control the addition
or movement of security data to a host node.

[0047] FIG. 18 illustrates the movement of a virtual
machine and related security data from one host node to
another.

[0048] FIG. 19 illustrates the movement of individual poli-
cies and connection table tuples from one host node to
another.

[0049] FIG. 20 conceptually illustrates a process of some
embodiments for determining when a new firewall has been
added to a host node.

[0050] FIG. 21 conceptually illustrates a process of some
embodiments of implementing an intra-node firewall.
[0051] FIG. 22 conceptually illustrates intra-node firewalls
of some embodiments.

[0052] FIG. 23 conceptually illustrates a prior art system
with multiple independent firewalls.

[0053] FIG. 24 conceptually illustrates the movement of
data tuples from one host node to another in some embodi-
ments.

[0054] FIG.25A conceptually illustrates a process of some
embodiments of splitting connection tables.

[0055] FIG. 25B conceptually illustrates a process for
merging a connection table of a virtual machine with existing
connection tables.

[0056] FIG. 26 conceptually illustrates a process of some
embodiments for applying different policies for initial con-
nections than for reverse connections.

[0057] FIG. 27 illustrates connection data tuples of original
and reverse connections.

[0058] FIG. 28 illustrates a packet filter of some embodi-
ments with reversible policies.

[0059] FIG. 29 illustrates a packet filter with reversible
policies of some other embodiments.

[0060] FIG. 30 conceptually illustrates a process of some
embodiments for applying the policies of a hierarchical fire-
wall.

[0061] FIG. 31 illustrates a graphical representation of a
three layered hierarchy for a firewall implemented by a packet
processor.

[0062] FIG. 32 illustrates some examples of policies of a
two layer hierarchical firewall.

[0063] FIG. 33 illustrates a computer system with which
some embodiments of the invention are implemented.

DETAILED DESCRIPTION OF THE INVENTION

[0064] In the following description, numerous details are
set forth for purpose of explanation. However, one of ordinary
skill in the art will realize that the invention may be practiced
without the use of these specific details.

1. Overview

[0065] Virtual machines are simulated computers that are
simulated by other computers (e.g., particular, physical
machines). Virtual machines are often run on large systems of
physical computers (e.g., servers) that are networked
together. Such a networked system is sometimes referred to as
a “server farm” or a “hosting system”. In a hosting system,
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multiple physical computers each simulate one or more vir-
tual computers. The physical servers that virtual machines
run on are sometimes referred to as “host nodes” or “nodes”.
[0066] FIG. 1 conceptually illustrates a hosting system 100
of some embodiments. The hosting system 100 includes host
nodes 105, 110, and 115 and control server 120. Host node
105 hosts virtual machines 125, 130, 135, and 140, though
hostnode 140 is being moved to host node 110. Hostnode 110
hosts virtual machine 145. Host node 110 hosts virtual
machines 145 and 150. Control server 120 runs controller
program 165.

[0067] The controller program 165 of some embodiments
tracks the resource usage of the virtual machines 125-160 on
the host nodes. When the controller program 165 determines
that a virtual machine should be moved, the controller pro-
gram 165 commands the host node on which the virtual
machine is running to send the virtual machine to a designated
host node. For example, host node 105 is hosting four virtual
machines while host node 110 is only hosting one. Therefore,
as indicated by arrow 180, the controller program 165 has
commanded host node 105 to send virtual machine 140 to
host node 110 as indicated by arrow 185. In some embodi-
ments, a system administrator 190 can also command the
controller program 165 to move virtual machines from one
host node to another.

[0068] Insome embodiments, each virtual machine has an
IP address. When a packet is sent from a computer (or other
device) on the Internet to one of those IP addresses, the packet
will arrive at a router 195 of the hosting system (e.g., a
physical router). The router 195 of some embodiments for-
wards the packet to the host node on which the virtual
machine with that IP address is running. In some embodi-
ments, the controller program 165 directly notifies the router
195 which host node each virtual machine is on. In other
embodiments, a host node that receives a virtual machine
sends a packet that reveals the new location of the virtual
machine on the hosting system to the router 195. In some
embodiments, the packet that the host node sends to the router
195 includes a Media Access Control (MAC) address of the
virtual machine.

[0069] FIG. 2 conceptually illustrates multiple host nodes
of a hosting system 200. Each host node has multiple virtual
machines running on it. Different host nodes run virtual
machines that take up different amounts of resources, as
conceptually indicated by the assortment of sizes for the
virtual machines on the host nodes. For example, host node
210 is acomputer server on which virtual machines (VM) 212
and 214 are running, with more resources used by virtual
machine 212 than virtual machine 214. Different host
machines can run different numbers of virtual machines, such
as host node 220 on which three virtual machines 222 and 224
and 226 are running rather than two virtual machines as on
host node 210. It is also possible that a given host node may
have no virtual machines running on it at a given time, such as
host node 230. In the host systems of some embodiments, the
host system can be set up (e.g., programmed, configured) to
pass packets of data addressed to the virtual machines to
whatever host node a virtual machine happens to be on at the
time. Similarly, the hosting systems of some embodiments
can be set up to pass all packets of data to or from a virtual
machine on a host node through a firewall.

[0070] The firewalls are implemented to protect virtual
machines of a hosting system from unauthorized access. The
firewalls of some embodiments are computer applications
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that check the characteristics of incoming and/or outgoing
packets of data against a list of pre-set security policies
(sometimes simply called “policies”) that determine whether
the packets should be allowed to pass or blocked from pass-
ing. The data packets that come in are stored on computer
readable media before the firewalls determine whether they
should be allowed to pass. The firewalls transform sets of data
packets, stored on computer readable media, into other sets of
data packets, stored on computer readable media, with the
blocked packets removed from the transformed set. In some
embodiments, the data packets comprise computer code. In
some embodiments, the data packets comprise images or
other representations of real world items (e.g., digitized
x-rays of bones, photographs, video camera footage etc.).
Firewalls of some embodiments record various characteris-
tics of allowed packets on computer readable media. In some
embodiments, the recorded characteristics include an IP
address and port number of the source and destination of the
packet and a protocol of the packet.

[0071] In some embodiments, multiple virtual machines
are part of a virtual local area network (VLAN). Virtual
machines that are part of a VLAN add tags to the packets that
they send that identify the packets as coming from a virtual
machine in the VLAN. Some embodiments use policies that
evaluate the presence of a VL AN tag in determining whether
or not to allow a packet.

[0072] As mentioned above, in a hosting system, virtual
machines can be moved from one host node to another. In
prior art hosting systems, each host node had to be prepared at
all times to provide a firewall for each and every virtual
machine that could potentially be started on the host node or
moved to the host node.

[0073] FIG. 3 illustrates an example of a prior art system
which stores firewall policies on each host node for all virtual
machines that could run on the host node. As shown, the
firewall 310 of host node 312 includes all the policies for over
four hundred virtual machines (i.e. VM1 to VM407) that
could be run on that host node. The number of policies on the
host node is very large, despite the fact that only three virtual
machines 314,316, and 318 are actually running on host node
312 in FIG. 3.

[0074] The use of a firewall with all the policies of every
virtual machine that might run on the host node allows virtual
machines to move to new host nodes, but uses a large amount
of memory and computer resources of each host node. For
example, the firewall policies for a virtual machine may
include thousands of policies. In the prior art system, the
firewall of each host node might have to keep hundreds of
thousands of policies available just in case one of the virtual
machines arrived on the node. Similarly, some prior art fire-
walls would have to evaluate each packet against all of those
hundreds of thousands of policies.

[0075] Some embodiments provide firewalls, with various
novel features, for securing virtual machines on host nodes. In
some embodiments, multiple elements described below can
be implemented in the same system. However, some embodi-
ments may separately employ various elements described
below. For example, some embodiments enforce firewall
policies and store connection data for all the virtual machines
on a host node, and can move those firewall policies and
connection data between firewalls on different host nodes.
These elements can be used with or without the later
described “intra-node firewalls” that in some embodiments
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provide additional refinements for providing security
between two virtual machines on the same host node.

[0076] However, elements of embodiments described for
moving firewall policies can also be implemented in systems
that do not provide firewall protection between two virtual
machines on the same host node. Similarly, elements of the
below described combined firewalls and hierarchical fire-
walls may be implemented in systems that use some or none
of'the other elements described in various embodiments. ps I1.
Moving Firewall Policies and Connection Table Data

A. Introduction

[0077] Insomeembodiments, each host node implements a
separate firewall. A firewall coordinator coordinates the fire-
walls on the various host nodes. FIG. 4 illustrates a firewall
system of such embodiments. In the figure, each of the host
nodes 410, 412, and 414 of hosting system 100 has its own
virtual network firewall, firewalls 420, 422, and 424 respec-
tively. The firewalls 420, 422, and 424 are controlled by
firewall coordinator 400. The virtual machines are controlled
by control program 165 on control server 120. In some
embodiments, the firewalls or firewall coordinator are dedi-
cated pieces of hardware, or are software running on dedi-
cated pieces of hardware (e.g., particular machines).

[0078] However, in other embodiments, the firewalls, the
firewall coordinators, and the virtual machines are all imple-
mented entirely as software on particular machines. In some
embodiments, these particular machines are general purpose
computers that implement the specific functions of the fire-
walls when the firewall software is run on the machines. In
some embodiments, some or all of the software runs on com-
puters with one processor per computer and in some other
embodiments, some or all of the software runs on computers
with more than one processor per computer. In some embodi-
ments, the firewall coordinator has no dedicated hardware. In
some embodiments, the firewalls coordinated by the firewall
coordinator have no dedicated hardware. In some embodi-
ments, the virtual machines protected by the firewalls and the
firewall system coordinated by the firewall coordinator have
no dedicated hardware. The firewalls and firewall coordina-
tors of some embodiments are described below.

[0079] FIG. 5 illustrates host node 500, host node 505,
firewall 507, and firewall 510, of some embodiments. Host
node 500 includes three virtual machines 314-318 and the
virtual network firewall 510. The term “virtual network fire-
wall” indicates that the firewall is for a network that hosts
virtual machines (e.g., for a hosting system). Virtual network
firewalls in some embodiments are implemented as software
stored on a computer readable medium. When executed, the
firewall software runs on a virtual machine that runs on a host
node. The firewall software performs its functions in combi-
nation with the hardware on which the virtual machine (and
thus the firewall software) is running. In some embodiments,
this virtual machine is never moved by the host system. In
some embodiments, the virtual machine is potentially mov-
able by the host system but the host system is commanded not
to move the virtual machines that the firewalls run on. How-
ever, other embodiments may implement such firewalls as
hardware. Still other embodiments may implement such fire-
walls as combinations of hardware and software.

[0080] Virtual network firewall 510 protects all three vir-
tual machines 314-318. The firewall 510 includes security
data 512, 514, and 516 for each virtual machine 314, 316, and
318 currently on the host node 500. The security data for each
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virtual machine includes lists of policies that allow the fire-
wall 510 to determine whether to allow access to that virtual
machine. In some embodiments, the security data for each
virtual machine also includes data about previously accepted
packets sent to or from that virtual machine. Unlike the prior
art system illustrated in FIG. 3, the security data in firewall
510 does not include security data for all virtual machines of
the hosting system, just the virtual machines currently run-
ning on host node 500. Similarly, firewall 507 includes secu-
rity data only for the virtual machines on host node 505.
[0081] When a virtual machine is moved to a new host node
by the hosting system 200, the security data for that virtual
machine is moved from the virtual network firewall of the
previous host node to the virtual network firewall of the new
hostnode. In some embodiments, the firewall system does not
need to be informed by the hosting system that a virtual
machine is moving. Such embodiments automatically deter-
mine that a virtual machine has moved to a new host node and
move the security data for that virtual machine to the new host
node automatically.

[0082] Inorder to protect the virtual machines and the host
node, the virtual network firewalls of some embodiments are
“positioned” to intercept any packets passing to or from vir-
tual machines. That is, the hosting system 200 is programmed
to send any incoming or outgoing packets through the virtual
network firewall. FIG. 6 illustrates a host node 600 with a
virtual network firewall 630 of some embodiments. The host
node 600 includes several virtual machines, for example vir-
tual machines 610, 612, and 614, virtual switches 620 and
640, and virtual network firewall 630. Virtual switches route
packets among virtual machines. In some embodiments, vir-
tual switches route packets based on MAC addresses in the
packets. In some embodiments, the virtual switches route
packets based on other characteristics of the packets. In some
embodiments, there are three reasons for a packet to be on a
host node. First, the packet could be an incoming packet from
outside the host node to a virtual machine on the host node.
Second, the packet could be an outgoing packet from a virtual
machine on the host node to an address outside the host node.
Third, the packet could be an internal packet from one virtual
machine on the host node to another.

[0083] Incoming packets from outside the host node 600
and addressed to one of the virtual machines 610-614 enter
the host node through virtual switch 620. Virtual switch 620 s
sometimes referred to herein as the “outer switch”. Virtual
switch 620 passes the packets on to the virtual network fire-
wall 630. The virtual network firewall 630 applies a set of
policies to the packet. For example, the virtual network fire-
wall could apply policies based on the source and destination
addresses of the packet and the protocol of the packet (e.g.,
TCP, HTTP, etc.). Packets permitted by the firewall policies
are sent through to virtual switch 640 for distribution to the
appropriate virtual machine. Virtual switch 640 is sometimes
referred to herein as the “inner switch”.

[0084] Similarly, outgoing packets from one of the virtual
machines 610-614 to addresses outside of the host node 600
pass through virtual switch 640, then through virtual network
firewall 630 (if allowed by the policies of the virtual firewall),
then through the virtual switch 620.

[0085] Insome embodiments, packets from one of the vir-
tual machines 610-614 to another virtual machine on the
same host node pass through the virtual switch 640 to the
virtual network firewall 630. Packets that are allowed are sent
back to virtual switch 640 to be sent to the destination virtual
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machine 610, 612, or 614, as addressed. Packets that are not
allowed by the policies applicable to a source or destination
virtual machine are dropped by the virtual network firewall.
[0086] Insome other embodiments, packets sent from one
virtual machine on a host node to another virtual machine on
the host node pass from the source virtual machine (e.g.,
virtual machine 610), through virtual switch 640 to the des-
tination virtual machine (e.g., virtual machine 612) without
passing through the virtual network firewall 630. In some
such embodiments, copies of any packets sent from one vir-
tual machine to another on the same host node are sent to the
virtual network firewall 630 for evaluation. In some embodi-
ments, if the virtual network firewall 630 determines that
packets should not be allowed to pass from the source virtual
machine to the destination virtual machines, the virtual net-
work firewall sends a reset packet (e.g., a TCP reset packet) to
the virtual switch 640.

[0087] Instill other embodiments, packets from one virtual
machine to another virtual machine on the same host node are
not evaluated by the virtual network firewall. In some such
embodiments, the virtual network firewall does not receive
copies of intra-node packets. The virtual network firewalls of
some such embodiments do not block any packets sent from
one virtual machine to another virtual machine on the same
hostnode and do not send reset packets in response to a packet
sent from one virtual machine to another on the same host
node.

[0088] FIG. 7 illustrates a host node of some alternative
embodiments. As shown, the host node 790 includes virtual
machines 760, 762, and 764, virtual switch 770, and virtual
network firewall 750. In this embodiment, the virtual network
firewall 750 controls access to the virtual machines 760, 762
and 764 by controlling the virtual switch 770. In some such
embodiments, the virtual switch 770 provides an application
programming interface (API) to the virtual network firewall
750. The virtual network firewall 750 uses the API to request
(or command) that the virtual switch 770 provide some or all
packets to the virtual network firewall 750 so that the virtual
network firewall 750 can command the virtual switch to allow
or block the packets.

B. Virtual Network Firewall

[0089] FIG. 8 illustrates the virtual network firewall 630 of
some embodiments. In some embodiments, the virtual net-
work firewall 630 runs on its own virtual machine that runs on
the host node. The virtual network firewall 630 includes mul-
tiple software modules (implemented on a particular
machine) such as a daemon 810, network interface cards 820
and 825, network stack 830, and packet filter module 840.
Some of the software modules, such as daemon 810 operate in
the user space 850 of the virtual machine running the virtual
network firewall. Other software modules, such as the net-
work interface cards 820 and 825, the networking stack 830,
and packet filter module 840, operate in the kernel 860 of the
virtual machine. In some embodiments, the network interface
cards 820 and 825 are software simulations of network inter-
face cards. That is, the network interface cards of such
embodiments are virtual hardware on the virtual machine.
[0090] Packets enter the virtual network firewall 630
through the network interface cards 820 and 825. The packets
are either from a virtual machine on the host node to the
outside, to a virtual machine on the host node from outside the
host node, or from a virtual machine on the host node to
another virtual machine on the host node.
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[0091] From the network interface cards 820 and 825, the
packets are sent to the network stack 830. The network stack
830 implements different layers of the network protocol (e.g.,
transport, network, and data link layers of a TCP protocol). To
determine whether the packets are allowed to proceed farther,
they pass through the packet filter 840. The packet filter 840
evaluates the packets in view of the policies of the firewall.
Each virtual machine on the host node is associated with a set
ofpolicies that apply to that virtual machine. The policies that
the packet filter uses to determine whether a given packet is
allowed to proceed are the policies relevant to the virtual
machine, on that packet filter’s host node, that is the source or
destination of the packet. The policies that a packet filter on a
host node uses are provided by the daemon 810, which
receives those policies from a firewall coordinator or from a
daemon of another virtual network firewall on another node
of the hosting system. The firewall coordinator and the dae-
mon are described further below. When a packet is allowed
under the policies of the firewall, the packet filter sends the
packet though one of the network interface cards 820 and 825
to the inner or outer virtual switch (depending on the desti-
nation address of the packet). The virtual switch sends the
packet on toward its destination address.

[0092] Many of the figures are described herein with refer-
ence to actions performed by certain software modules. In
some embodiments, the described modules perform the
described functions. However, in other embodiments within
the scope of the invention, individual modules may perform
some or all of the functions of several of the described mod-
ules. Likewise in other embodiments, multiple modules may
perform functions described herein with respect to single
modules.

[0093] 1. Packet Filter

[0094] FIG. 9illustrates a packet filter 840 of some embodi-
ments. The packet filter includes a packet processor 910, a
policy table 920, a connection table 930, and a daemon inter-
face module 940. In some embodiments, when the daemon
810 updates the policies, adds security data for a new virtual
machine, or deletes security data for a virtual machine that is
no longer on its host node, the packet filter 840 receives that
data through the daemon interface module 940. For example,
if a policy for a virtual machine is added, the daemon 810
sends the new policy to the policy table 920 through the
daemon interface module 940.

[0095] The packet filter 840 receives packets from the net-
work interface card driver 820 at the packet processor 910.
The packet processor checks characteristics of the packets
(e.g., the addresses, ports, and protocols of the packets)
against the policies in the policy table 920 to determine
whether the packets should be allowed or rejected. When a
packet is allowed, the connection information about the
packet is saved in the connection table 930. In some embodi-
ments, when the packet processor does not find any policies
for the virtual machine to (or from) which the packet is
addressed, the packet processor sends data to the daemon
through the daemon interface module 940 to inform the dae-
mon that a new virtual machine is on the host node. In some
embodiments, the packet filter does not have a separate dae-
mon interface module 940. In some such embodiments, the
daemon interacts directly with the policy table 920 and con-
nection table 930 of the packet filter. In other such embodi-
ments, the daemon manipulates the connection table and
policy table through the packet processor.
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[0096] In some embodiments, the daemon determines
when a new virtual machine is on the node. In some embodi-
ments, a new virtual machine on a node is also referred to as
a “previously undetected virtual machine”. In some embodi-
ments, a “previously undetected” virtual machine on a host
node is a virtual machine that does not have policies on that
host node. For example, a virtual machine that has previously
been detected on another host node is a “previously undetec-
ted virtual machine” to the host node to which it is moved.
Similarly, a virtual machine that once ran on a particular host
node, but had been moved off that host node or otherwise
identified as no longer running on that host node, would be a
“previously undetected virtual machine” for that host node
the next time a packet to or from that virtual machine was
detected on that host node.

[0097] FIG. 10 conceptually illustrates a process 1000 for
determining whether a packet should be allowed to proceed
by the packet filter in some embodiments. As shown, the
process 1000 receives (at 1010) a packet. Next, the process
1000 determines (at 1020) whether the packet is allowed. In
some embodiments, the process 1000 uses the policies from
the policy table 920 to determine whether the packet is
allowed. When the process 1000 determines that the packet is
not allowed, the process 1000 blocks (at 1025) the packet. The
process 1000 then ends.

[0098] On the other hand, when the process 1000 deter-
mines (at 1020) that the packet is allowed according to the
policy table, the process 1000 allows (at 1030) the packet to
pass. Next, the process 1000 determines (at 1040) whether the
packet represents a known connection. When the process
1000 determines that the packet represents a known connec-
tion, the process 1000 ends. On the other hand, when the
process 1000 determines that the packet represents a previ-
ously unknown connection, the process 1000 adds (at 1050)
the connection to the connection table. The process 1000 then
ends.

[0099] In the embodiments described with respect to FIG.
10, each packet that arrives at the packet filter is evaluated
according to the policies of the firewall. However, in some
embodiments, packets are allowed to pass through the fire-
wall without being evaluated against the firewall policies if
those packets represent connections that have previously
been allowed under the firewall policies. That is, if the con-
nection table indicates that a connection is allowed, then
future packets from that connection are also allowed. Some
embodiments also provide a middle ground, for example
allowing packets from a previously allowed connection for
some length of time before the packets from that connection
need to be re-evaluated.

[0100] In some embodiments, packets representing previ-
ously allowed connections are allowed to pass until the virtual
machine policies that allowed the connection are updated. In
some embodiments, when a policy is updated, connections
that were allowed by the previous policy are marked in the
connection table as being old connections. In some embodi-
ments that use previously allowed connections to bypass the
policies, packets representing connections that are marked as
being old are evaluated under the new policies. Some embodi-
ments mark all connections related to a virtual machine as old
when any of its policies are updated. In other embodiments,
when policies for a virtual machine are updated, connections
that relate to new or changed policies are marked old while
connections not related to a new or changed policy are not
marked as old.
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[0101] In some embodiments, a packet that represents a
previously allowed connection can be blocked by the policies.
For instance when a policy has been updated, or when cir-
cumstances change a variable that the policy uses to deter-
mine whether a packet is allowed. When a packet from a
previously allowed connection is blocked, the firewalls of
some embodiments remove the connection data for that con-
nection from the connection table.

[0102] 2. Daemon

[0103] FIG. 11 illustrates the daemon 810 of some embodi-
ments. A daemon is a program that runs in the background in
a computer and is usually not directly accessed by the user. A
daemon is referred to as a service in the Windows® operating
system or a faceless background application in the MAC
OS®. In some embodiments, the daemon 810 acts as an
interface between the packet filter, the firewall coordinator
that serves as a firewall coordinator for the firewalls on all the
host nodes, and daemons on other host nodes. The daemon
810 includes several modules, a packet filter control module
1110, a policy editor 1120, a connection table editor 1130,
and a virtual machine migration and update coordinator 1140.
The packet filter control module 1110 communicates with the
packet filter 840.

[0104] When a host system moves a virtual machine to a
new host node, the host system starts sending packets that are
addressed to that virtual machine to the new host node. Simi-
larly, the virtual machine starts sending out packets from its
new location (the new host node). When the packet filter 840
on the new host node starts receiving such packets, the packet
filter 840 does not yet have policies relating to the new virtual
machine. Therefore the packet filter 840 notifies the virtual
machine migration and update coordinator 1140 of the dae-
mon 810 that a new virtual machine is on the host node.
[0105] The daemon 810 then retrieves the policies and con-
nection data (if any) from the previous node or from the
firewall coordinator (described below). In some embodi-
ments, the migration and update coordinator 1140 contacts
the firewall coordinator to determine whether the new virtual
machine had been running on another host node. When the
virtual machine had not been running on another host node,
the firewall coordinator itself provides the policies pertaining
to that virtual machine.

[0106] When the virtual machine had been running on
another host node, the firewall coordinator identifies the host
node on which the virtual machine had been running and
sends that identification to the virtual machine migration and
update coordinator 1140. The virtual machine migration and
update coordinator 1140 then contacts the daemon on the host
node on which the virtual machine had previously been run-
ning to retrieve the policies and connection data for the virtual
machine from the other host node.

[0107] The virtual machine migration and update coordi-
nator 1140 then passes the retrieved policies to the policy
editor 1120, and the connection data to the connection table
editor 1130. The policy editor 1120 updates the policy table
920 and the connection table editor 1130 updates the connec-
tion table 930. Once the policy table 920 has been updated,
the packet filter 840 has the information it needs to evaluate
packets to and from the new virtual machine. In some
embodiments, the policy editor 1120 translates the policies
from one computer protocol to another computer protocol or
from one computer language to another computer language,
before sending the translated policies to the policy table of the
packet filter. That is, the policy editor 1120 translates the
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policies from a form that the daemon and the firewall coor-
dinator use, to a form that the packet filter uses. In some
embodiments, the policy editor 1120 stores a copy of the
policies that it receives in a policy table 1135. In some
embodiments, the copy of the policies stored in the policy
table 1135 are not translated from the language and protocol
that the daemon and the firewall coordinator use for the poli-
cies. Some embodiments provide two policy tables 920 and
1135 with different languages and/or protocols so that the
packet filter can use protocols and/or languages native to the
packet filter and the daemons can send policies to other dae-
mons in the languages and/or protocols used by the daemons
and the firewall coordinator.

[0108] Whena policy for a virtual machine on the host node
is updated, or when a virtual machine arrives on the host node
or leaves the host node, the policy editor 1120 sends policy
information to the policy table 920 through the packet filter
control module 1110. In some embodiments, when a virtual
machine leaves a host node, the policy editor removes the
policies relating to that virtual machine from the policy table
920. Likewise, when a virtual machine arrives on or leaves the
host node or when logs of the connections need to be sent to
the firewall coordinator, the connection table editor 1130
sends and retrieves connection data to and from the connec-
tion table 930 through the packet filter control module 1110.
[0109] When a virtual machine has been moved to a new
host node from a previous host node and the daemon of the
new host node has retrieved the policies and connections for
the virtual machine, the daemon acknowledges to the firewall
coordinator that the policies and connections (if any) for that
virtual machine have been received. The firewall coordinator
then sends a command to the virtual machine migration and
update coordinator 1140 of the daemon of the previous node
of the virtual machine. The command prompts the policy
editor 1120 and the connection table editor 1130 to delete the
policies and connections, respectively, pertaining to the
moved virtual machine. In some embodiments, the command
to delete the policies and connection table is sent to the
daemon of the previous node by the daemon of the new node
rather than by the firewall coordinator.

[0110] When a virtual machine has shut down, it does not
send or receive packets. Accordingly, in some embodiments,
when a virtual machine on a node has not sent or received a
packet for some length of time, the daemon 810 of that node
identifies that virtual machine as shut down. In some embodi-
ments, the packet filter control module 1110 determines that
the virtual machine has not sent or received packets for that
length of time and classifies the virtual machine as shut down.
In some embodiments, the policy editor 1120 and the con-
nection table editor 1130, respectively, cause the packet filter
to delete policies and connections pertaining to a virtual
machine that has been classified as shut down.

C. Firewall Coordinator

[0111] As previously indicated, the firewalls of the firewall
system are controlled and coordinated by a firewall coordi-
nator, the firewall coordinator. FIG. 12A illustrates a firewall
coordinator 1200 of some embodiments. As shown, the fire-
wall coordinator 1200 includes a policy receiving module
1204 (also referred to as a “policy manager”), a policy data-
base 1206, a virtual machine tracker 1208 (also referred to as
a “virtual machine location coordinator”), a virtual machine
tracker database 1210, a daemon coordination module 1212
(also referred to as a “coordination manager”), and a database
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ofcollected logs 1214. The firewall coordinator 1200 receives
policies from various levels of users 1201, 1202 and 1203 at
the policy receiving module 1204. The firewall coordinator
communicates with daemons on the host nodes through the
daemon coordination module 1212.

[0112] 1. Updating Policies

[0113] In some embodiments, the policies pertaining to a
virtual machine can be changed by authorized people. For
example, when a policy, which blocks a certain type of
packet, blocks packets that a user wants to allow, an autho-
rized user can add or change a policy to allow the desired
packets. In some embodiments, updates to policies are imple-
mented by the firewall coordinator 1200. In some embodi-
ments, a policy receiving module 1204 of the console receives
policy changes for a virtual machine from a user 1201-1203
(e.g., receives an identification of the virtual machine and the
policy for that machine). The policy receiving module 1204
updates the policies for that virtual machine in policy data-
base 1206. In some embodiments, a policy update can include
adding a new policy, deleting an existing policy, and/or
changing an existing policy.

[0114] Incases where the virtual machine is not running on
any host node when a policy update is received, updating the
policy database 1206 is sufficient to ensure that the next time
the virtual machine is activated, it will be protected using the
updated policies. As described above, when a new virtual
machine on a node was not previously running on another
node, the daemon retrieves the policies for that virtual
machine from the firewall coordinator.

[0115] However, in some embodiments, if the virtual
machine is running when the policy is updated, the updated
policies are sent to the firewall of the host node on which the
virtual machine is running. Sending the updated policies both
allows the firewall of the host node to implement the updated
policies, and ensures that when the virtual machine moves,
the daemon of the host node will be retrieving the updated
policies, rather than the previous policies.

[0116] Accordingly, when a policy update for a virtual
machine is received by the policy receiving module 1204, it
sets off a chain of exchanges of data. The policy receiving
module 1204 sends an identifier (e.g.,a MAC address or other
identifier) of the virtual machine for which the policies have
been updated to the virtual machine tracker 1208.

[0117] When the virtual machine tracker 1208 receives the
virtual machine identifier from the policy receiving module
1204, the virtual machine tracker 1208 checks the virtual
machine tracker database 1210 to determine whether and
where (i.e., on what host node) the virtual machine is running.
When the virtual machine is running on a host node, the
virtual machine tracker 1208 sends the virtual machine iden-
tifier and the location (host node) of the virtual machine to the
daemon coordination module 1212. The daemon coordina-
tion module 1212 then retrieves the policies for that virtual
machine from the policy database 1206 and sends the updated
policies to the daemon of the host node on which the virtual
machine is running.

[0118] 2. Coordinating Movement of Security Data
[0119] Inaddition to updating policies when a user changes
policies, the firewall coordinator also coordinates the move-
ment of firewall policies and connection tables from the fire-
walls of previous host nodes of the virtual machines to the
firewall of the new host nodes of the virtual machines.
[0120] As previously described, when a new virtual
machine appears on a host node, the daemon of that host node
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sends a query including an identifier of the new virtual
machine to the firewall coordinator 1200. The query seeks the
source of the virtual machine (i.e., another host node or a new
instantiation of the virtual machine). The daemon coordina-
tion module 1212 receives such queries and passes them on to
the virtual machine tracker 1208. The virtual machine tracker
1208 then checks the virtual machine tracker database 1210 to
determine whether the virtual machine is a new instantiation
of the virtual machine or has been moved from another host
node. When the virtual machine is a new instantiation, the
virtual machine tracker 1208 informs the daemon coordina-
tion module 1212 and the daemon coordination module 1212
retrieves the policies for that virtual machine from the policy
database 1206 and sends them to the daemon where the new
virtual machine has been instantiated.

[0121] However, when the virtual machine has been moved
from a previous host node, the virtual machine tracker 1208
sends the identifier of the virtual machine and the location of
that previous host node to the daemon coordination module
1212. The daemon coordination module 1212 sends the iden-
tifier and the location to the daemon of the new host node.
Sending this information tells the daemon of the host node
which daemon to contact in order to retrieve the policies and
connection table entries relating to the virtual machine.
[0122] Once the daemon of the new host node has retrieved
the security data from the daemon of the old host node, the
daemon of the new host node sends an identifier of the virtual
machine to the virtual machine tracker 1208 through the
daemon coordination module 1212. The virtual machine
tracker 1208 then stores the virtual machine identifier and the
host node location in the virtual machine tracker database
1210. In some embodiments, daemons send periodic updates
to the virtual machine tracker 1208 that include a list of virtual
machines running on the respective host nodes of the dae-
mons.

[0123] Periodic updates allow the firewall coordinators of
some embodiments keep track of the movements of the vir-
tual machines. Similarly, the firewall coordinators of some
embodiments maintain logs of connections to the virtual
machines. In some such embodiments, when daemons send
logs of their connections to the firewall coordinator 1200, the
daemon coordination module 1212 stores the logs in col-
lected log database 1214.

[0124] 3. Daemon Coordination Module

[0125] In some embodiments, the various types of data
being passed through the daemon coordination module 1212
are handled by various modules in the daemon coordination
module 1212. FIG. 12B illustrates the daemon coordination
module 1212 of some embodiments. The daemon coordina-
tion module 1212 includes daemon communication control
1220, new virtual machine reporter 1222, virtual machine
policy updater 1224, virtual machine policy retriever 1226,
virtual machine log recorder 1228, and virtual machine data
received reporter 1229.

[0126] Communications from and to daemons of various
host nodes are controlled by the daemon communication
control 1220. The daemon communication control 1220
receives identifiers of new virtual machines from daemons on
host nodes and passes those identifiers to the virtual machine
tracker 1208 through the new virtual machine reporter 1222.
When a virtual machine was not previously running on
another host node, the virtual machine policy updater 1224
receives notification from the virtual machine tracker 1208
that the virtual machine is a new instance of the virtual
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machine. The virtual machine policy updater 1224 passes this
information to the daemon communication control 1220,
which retrieves the policies of the virtual machine through the
virtual machine policy retriever 1226, which in turn retrieves
the policies from the policy database 1206. The daemon com-
munication control 1220 then sends the policies to the dae-
mon of the host node on which the virtual machine resides.
[0127] When a virtual machine has been moved from one
host node to another host node, the virtual machine policy
updater 1224 sends an identifier of the virtual machine and the
location of the host node (from which the virtual machine has
moved) to the daemon communication control 1220. The
daemon communication control sends this data to the daemon
of'the virtual machine’s new host node so that the daemon can
contact the daemon of the previous host node to retrieve the
policies and connection tables. Once a daemon has received
the security data for a virtual machine, the packet filter control
module 1110 sends an identifier of the virtual machine and an
acknowledgment that the security data has been received to
the firewall coordinator. The daemon communication control
1220 passes that information to the virtual machine data
received reporter 1229, which passes the information to the
virtual machine tracker 1208.

[0128] The virtual machine policy updater 1224 also
receives notice (e.g., identifiers of virtual machines and the
host nodes on which they are running) from the virtual
machine tracker 1208 when policies for a running virtual
machine are updated. The virtual machine policy updater
1224 informs the daemon communication control 1220,
which retrieves the policies of the virtual machine through the
virtual machine policy retriever 1226, which in turn retrieves
the policies from the policy database 1206 and sends them to
the daemon of the host node on which the virtual machine, for
which policies have been updated, resides. When the dae-
mons send logs of their connection tables to the firewall
coordinator 1200, the daemon communication control 1220
receives the communication data and passes them on to the
virtual machine log recorder 1228, which stores the logs in
the collected logs database 1214.

[0129] 4. Virtual Machine Tracker

[0130] The firewall coordinator 1200 of some embodi-
ments keeps track of the locations where the virtual machines
are running in order to let daemons know where virtual
machines were previously running. Some embodiments use a
virtual machine tracker 1208 to keep track of the locations of
the virtual machines. FIG. 12C illustrates the virtual machine
tracker 1208 of some embodiments. The virtual machine
tracker 1208 includes a daemon communication module
1230, a virtual machine tracking module 1232, and an update
module 1234 (also referred to as a policy update controller).
[0131] The daemon communication module 1230 receives
and sends data from and to the daemon coordination module
1212. When the daemon communication module 1230
receives a query with an identifier of a new virtual machine
from the daemon coordination module 1212, the daemon
communication module 1230 passes the query to the virtual
machine tracking module 1232.

[0132] The virtual machine tracking module 1232 checks
the virtual machine tracking database 1210 to determine on
what host node, if any, the virtual machine is running. When
the virtual machine was running on another host node, the
virtual machine tracking module 1232 identifies the previous
host node. The virtual machine tracking module sends this
identification through the daemon communication module
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1230 to the virtual machine policy updater 1224 of the dae-
mon coordination module 1212. When the virtual machine
was not previously running, then the virtual machine tracking
module 1232 sends that information to the daemon coordina-
tion module 1212.

[0133] When a policy of a firewall for a virtual machine is
updated, the policy receiving module 1204 sends an identifier
ofthat virtual machine to the update module 1234. The update
module passes this information on to the virtual machine
tracking module 1232. When the virtual machine is not active
at the time, then there is no firewall using the policies for that
virtual machine, so the virtual machine tracker 1208 does not
need to send an order to update a firewall. In some embodi-
ments, when the virtual machine is active, then the virtual
machine tracking module 1232 supplies data to the virtual
machine policy updater 1224 of the daemon coordination
module 1212 through the daemon communication module
1230 about which host node the virtual machine is on and
which virtual machine needs updating. In other embodi-
ments, when the virtual machine is active, then the virtual
machine tracking module 1232 identifies the host node of the
virtual machine to the update module 1234, which in turn
commands the daemon coordination module 1212 to send a
policy update to the firewall of the identified host node.
[0134] FIG. 13 conceptually illustrates a process 1300 for
updating a firewall policy by the firewall coordinator in some
embodiments. As shown, the process 1300 receives (at 1310)
apolicy update. For example, a policy may be added to block
packets from a particular IP address from reaching a particu-
lar virtual machine on the hosting system. The process 1300
then adds (at 1320) the policy to a policy database 1206. Next,
the process 1300 determines (at 1330) whether the virtual
machine is running on a host node. In some embodiments, the
virtual machine tracker 1208 uses the virtual machine tracker
database 1210 to determine whether the virtual machine is
running on a host node. When the virtual machine is not
running on a host node, the process 1300 ends. When the
virtual machine is running on a host node, the process 1300
sends (at 1340) the updated policies for the virtual machine to
the daemon of the host node on which the virtual machine is
running. The process 1300 then ends.

D. Examples of Security Data Structures

[0135] As described above, virtual machines on a hosting
system can be moved from one host node to another by the
hosting system with the firewall coordinator and the virtual
network firewalls moving the security data along with them.
The security data of some embodiments include both policies
that a firewall uses to determine whether or not a given packet
is allowed and connection tables that store a list of the previ-
ously allowed connections. FIGS. 14A, 14B, and 15 illustrate
the policies and connections that the virtual network firewalls
and the firewall coordinator move in some embodiments.
[0136] 1. Policy Data

[0137] Policies are evaluated by firewalls to determine
whether a packet is allowed or blocked. In some embodi-
ments, the policies for all virtual machines are stored in a
policy database 1206 of the firewall coordinator 1200. FIGS.
14A and 14B illustrate examples of policies stored in the
policy database 1206 of some embodiments. In FIG. 14A, the
policy database 1206 includes policy sets 1410, 1411, and
1412, one set for each of the virtual machines that the system
hosts. FIG. 14B illustrates some examples of a set of policies
1420, 1421, 1422, 1423, and 1424 for a virtual machine. In
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some embodiments, policies can be conceptually represented
as conditional statements. That is, “if A then B.” More spe-
cifically, a policy includes a set of conditions for a firewall to
recognize, and instructions to the firewall about what to do
when those conditions are recognized. For example, a policy
may specify “if the packet is from IP address 123.45.6.7 then
allow the packet”. In some embodiments, policies such as
policy 1420 can depend on a destination port address and
destination virtual machine. Similarly, in some embodiments,
policies such as policy 1424 can also depend on when the
packet is received.

[0138] 2. Connection Data

[0139] Some embodiments keep track of various data about
the packets that have previously been allowed. Some embodi-
ments store this data as connection tables. FIG. 15 illustrates
the data structure of data in connection tables of some
embodiments. Connection data includes both a set of infor-
mation that uniquely identifies a connection, a memory loca-
tion for storing the identity of the virtual machine on the host
node (if any) that is the source of the packet, and a memory
location for storing the identity of the virtual machine on the
host node (if any) that is the destination of the packet.
[0140] The identifiers and the virtual machine identities are
stored as a data tuple 1500 including the IP of the source
address 1510, the IP of the destination address 1520, the
source port 1530, the destination port 1540 and the protocol
of the connection 1550. Those five pieces of data uniquely
identify the connection. In some embodiments, the fields
1510-1550 comprise the key to a hash table storing the con-
nection data.

[0141] The data tuple 1500 also includes the source ID
1560 (e.g., the virtual machine on the host node, if any, that is
the source of the connection), and the destination ID 1570
(e.g., the virtual machine on the host node, if any, that is the
destination of the connection). In some embodiments, the
values of the source ID 1560 and destination ID 1570 are
index values for an index of MAC addresses of the virtual
machines on the hosting system. In some embodiments, such
an index is stored in the firewall coordinator. In some embodi-
ments, the fields 1560 and 1570 are the values of a hash table,
the keys of which are fields 1510-1550. In some embodi-
ments, the source ID field of a connection, in a connection
table on a particular host node is blank (e.g., no entry, a null
entry, etc.) when the source is not a virtual machine on that
particular host node. Similarly, in such embodiments, the
destination ID field is blank when the destination is not a
virtual machine on that particular host node.

[0142] Insomeembodiments, the connection data stored in
the tuples allow the packet filter to determine whether a
packet with the same source and destination addresses, ports,
and protocol has been received for or from a virtual machine
before. In some embodiments, the firewalls allow packets that
match connection data tuples in the connection table (e.g.,
packets of previously allowed connections) to pass. In other
embodiments, the connection tables are not used to bypass the
policies.

[0143] As described above, when a virtual machine is
moved to a new node, the firewall of the new node retrieves a
copy of the connection table data relating to that virtual
machine from the firewall of the previous node. Once the
connection data has been copied successfully, the firewall
coordinator commands the old firewall to delete the connec-
tion data, completing the movement of the connection data
tuples to the new host node. FIG. 16 illustrates the movement
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of data tuples from one host node to another in some embodi-
ments. In this example, the connection table 1600 of host
node 1 originally includes four tuples (1602, 1604, 1606, and
1608) that describe connections for the two virtual machines
VM1 and VM2 that are currently running on host node 1.
When VM2 is moved from host node 1 to host node 2, the
connections that include VM2 information (tuples 1602 and
1604) are deleted from the connection table 1610 of host node
1 and are added to the connection table 1620 of host node 2.

E. Moving Security Data to a Host Node

[0144] As previously described, when a virtual machine is
moved to a new host node, the firewall system moves the
policies and connection data relating to that virtual machine
to the new host node. FIGS. 17A-17C conceptually illustrate
several processes of some embodiments for moving security
data (e.g., policies and connection data) to a host node when
a previously unknown virtual machine begins to run on that
hostnode. FIG. 17A conceptually illustrates a process under-
taken by the host node where the virtual machine starts run-
ning. FIG. 17B conceptually illustrates a process undertaken
by a host node where the virtual machine was previously
running. FIG. 17C conceptually illustrates a process per-
formed by a firewall coordinator.

[0145] FIG. 17A conceptually illustrates a process 1700 of
some embodiments for implementing security for a virtual
machine that is new to a host node (which will be referred to
below as host node 2). As shown, the process 1700 receives (at
1705) packets for or from a new virtual machine on host node
2. In some embodiments, a packet processor of a packet filter
of host node 2 identifies packets to or from a virtual machine
that is not identified in the policy table of host node 2.
[0146] Invarious embodiments, there are multiple circum-
stances in which a virtual machine would be identified as new
to the host node. In some embodiments, a new virtual
machine on the node could be detected (at 1705) by a host
node without coming from another host node if the virtual
machine is initially activated on the host node that detects it.
In some embodiments, a virtual machine that had been moved
from one node to another, but had not sent or received packets
on a previous node would not be identified as coming from
another node. The virtual network firewalls of some embodi-
ments identify virtual machines on their nodes as shut down
when the virtual machines have not sent or received a packet
for some length of time. In such embodiments, a virtual
machine that had not sent or received a packet would be
reported to the firewall coordinator as having been shut down.
In some such embodiments, the daemon would delete the
policies and connection table data relating to such a virtual
machine. Accordingly, if a virtual machine had not sent or
received a packet for an extended period, the next time that
virtual machine sent or received a packet, the virtual network
firewall of the host node would identify the virtual machine as
a new virtual machine on the node.

[0147] Next, the process 1700 requests (at 1710) informa-
tion about the new virtual machine from a firewall coordina-
tor 1200. In some embodiments, the daemon of host node 2
contacts the firewall coordinator 1200 about the new virtual
machine. The process 1700 determines (at 1715) whether the
virtual machine was previously running on another host node.
In some embodiments, the daemon of host node 2 receives
data from a virtual machine tracker 1208 of the firewall coor-
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dinator 1200 that informs the daemon whether the virtual
machine is from another host node (and if so which host
node).

[0148] When the virtual machine is not from another host
node, the process 1700 receives (at 1717) the policies relating
to that virtual machine from the firewall coordinator 1200. In
some embodiments, the daemon communication control
1220 of the daemon coordination module 1212 of firewall
coordinator 1200 sends the policies to the daemon of the host
node. When the virtual machine has been moved from another
host node (which will be referred to here as host node 1), the
process 1700 contacts (at 1720) the daemon of host node 1 to
retrieve the policies and connection data for the virtual
machine from host node 1. Whether the virtual machine was
a new instantiation or was moved from host node 1, the
process 1700 sends (at 1725) a confirmation message to the
firewall coordinator 1200 to confirm that the virtual machine
security data has been received. In some embodiments, the
confirmation message includes a list of all virtual machines
operating on the host node of that firewall at the time.
[0149] FIG. 17B conceptually illustrates a process 1730 of
some embodiments for sending the security data of a virtual
machine from a host node (which will be referred to below as
host node 1) that the virtual machine has departed to the new
host node (which will be referred to below as host node 2) of
the virtual machine. As shown, the process 1730 receives (at
1735) notice from the daemon of host node 2 that a virtual
machine that had been on host node 1 is now on host node 2
(e.g., the contact made at 1720 of process 1700). The process
1730 then sends (at 1740) the policies and connection table
data of the moved virtual machine to the daemon of host node
2. In some embodiments, the policies are retrieved from the
policy table 1135 by the policy editor 1120 of the daemon 810
of host node 1. In some embodiments, the policies are sent to
the daemon 810 of host node 2 by the virtual machine migra-
tion and update coordinator 1140 of the daemon 810 of host
node 1.

[0150] When the process 1730 receives (at 1745) a com-
mand from the firewall coordinator to delete the security data
(e.g., policies and connection table data) relating to the
moved virtual machine from the firewall of host node 1, the
process 1730 deletes (at 1750) the copies of the policies and
connection table data from the firewall ofhost node 1. In some
embodiments, the firewall coordinator sends such a command
after the daemon of host node 2 notifies the firewall coordi-
nator that the policies and connection table data have been
received by the firewall of host node 2.

[0151] As long as a command to delete the security data is
not received (at 1745), the process 1730 keeps (at 1747) the
copy of the security data on the firewall of host node 1 until
the process 1730 does receive such a command. In some
embodiments, the loop shown in FIG. 17B is not aloop inthe
programming, but an indication that the daemon of host node
1 does not delete its copy of the policies unless and until the
firewall coordinator indicates that it should. Once the firewall
coordinator indicates that the daemon should delete the poli-
cies and connections, the process 1730 deletes (at 1750) the
security data pertaining to the moved virtual machine.
[0152] FIG. 17C conceptually illustrates a process 1755 of
some embodiments for the firewall coordinator 1200 to con-
trol the addition or movement of security data to a host node.
As shown, the process 1755 receives (at 1760) notice from the
daemon of a host node that packets to or from a virtual
machine that the daemon doesn’t recognize are trying to get
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through on the host node. In some embodiments, the daemon
coordination module 1212 of the firewall coordinator 1200
receives a message that a virtual machine has appeared on a
host node (referred to here as host node 2).

[0153] The process 1755 determines (at 1770) whether the
virtual machine that the daemon identified was previously
running on another host node of the hosting system. In some
embodiments, the virtual machine tracker 1208 of the firewall
coordinator 1200 checks the virtual machine tracker database
1210 to determine whether the virtual machine had been
running on another host node.

[0154] When the process determines (at 1770) that the vir-
tual machine was not already running on another host node,
the process 1755 retrieves (at 1772) the policies for the virtual
machine from the policy database and sends them to the
daemon of host node 2 and receives notice that the policies
have been received. In some embodiments, the daemon coor-
dination module 1212 of the firewall coordinator 1200 gets
the policies for that virtual machine from the policy database
1206 and sends the policies to the daemon of host node 2.
When the virtual machine (at 1770) was already running on
another host node, the process 1755 informs (at 1775) the
daemon of host node 2 on which host node the virtual
machine was previously running. In some embodiments, the
daemon coordination module 1212 of the firewall coordinator
1200 tells the daemon of host node 2 on which host node the
virtual machine had been running.

[0155] The process 1755 is informed (at 1780) that the
daemon of host node 2 has retrieved the security data from the
other host node. Upon receiving the notice, the process 1755
sends (also at 1780) a command to the previous host node of
the virtual machine to delete the security data pertaining to
that virtual machine. The process 1755 updates (at 1785) the
records of the locations of the virtual machines to indicate that
the virtual machine is now on host node 2. In some embodi-
ments, the virtual machine tracker 1208 of the firewall coor-
dinator 1200 updates the virtual machine tracker database
1210 to indicate the presence of the virtual machine on host
node 2.

[0156] The processes described above result in the move-
ment of policies and security data from the old host node of a
virtual machine to the new host node of a virtual machine. The
effects of the processes described above are conceptually
illustrated in FIG. 18. FIG. 18 illustrates the movement of a
virtual machine from one host node to another. In stage 1, host
node 1800 includes virtual machine 1810, firewall policies
1815 and connection table data 1820, in a virtual network
firewall (not shown) for virtual machine 1810. Host node
1800 also includes virtual machine 1825, firewall policies
1830 and connection table data 1835, in the same virtual
network firewall as the firewall policies 1815 and connection
table data 1820 for virtual machine 1825. In stage 1, host node
1840 does not contain any firewall policies, connection table
data, or virtual machines.

[0157] In stage 2, the hosting system has moved virtual
machine 1825 to host node 1840. As described with respect to
FIG. 17A, the firewall of host node 1840 (not shown) would
begin to detect packets to or from virtual machine 1825. The
daemon of node 1840 (not shown) would find out that virtual
machine 1825 came from node 1800 and would ask for and
receive a copy of the firewall policies 1830 and connection
table data 1835 for virtual machine 1825 from the daemon
(not shown) of host node 1800. This is shown in stage 3. The
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daemon of host node 2 has a copy of the policies 1830 and
connection table data 1835 for virtual machine 1825 from
host node 1800.

[0158] As described above with respect to FIGS. 17A-17C,
the daemon of host node 1840 would inform the firewall
coordinator 1200 that the daemon of host node 1840 had
received the firewall policies 1830 and connection table data
1835. The firewall coordinator 1200 would then send a com-
mand to the daemon of host node 1800 to delete the firewall
policies 1830 and connection table data 1835. The results of
such a command are shown in stage 4. The daemon of host
node 1800 has received the delete command from the firewall
coordinator 1200 and has deleted its copy of the security data
of host node 1.

[0159] While FIG. 18 illustrates the sequence of events for
moving security data in some embodiments, it shows the
connection tables and policies only as monolithic blocks. In
contrast, FIG. 19 illustrates the movement of individual poli-
cies and connection table tuples from one host node to
another. Though for reasons of space, FIG. 19 illustrates the
starting and ending stages of the move, without the interme-
diate stages.

[0160] Instage 1, hostnode 1910 includes virtual machines
1912, 1914, and 1916. Virtual machine 1912 is associated
with firewall policies 1918 and connection table data tuples
1919. Virtual machine 1914 is associated with firewall poli-
cies 1920 and connection table data tuples 1921. Host node
1940 includes virtual machine 1942, which is associated with
firewall policies 1948 and connection table data tuples 1949.
Arrow 1950 indicates that virtual machine 1914 is being
moved to host node 1940. Arrow 1952 indicates that the
policies 1920 relating to virtual machine 1914 are being
moved to the policy table for host node 1940. Arrow 1952
indicates that data tuples 1921 that refer to virtual machine
1914 are being moved to the connection table for host node
1940.

[0161] Instage 2, the virtual machine 1914 has been moved
to host node 1940, the policies 1920 have been moved the
policy table for host node 1940, and the data tuples 1921 have
been moved to the connection table for host node 1940.

F. Identification of a New Virtual Machine

[0162] As described inrelation to FIGS. 17A-17C, the fire-
wall of some embodiments determines when a new virtual
machine has been added to the host node that the firewall
protects. FIG. 20 conceptually illustrates a process 2000 of
some embodiments for determining when a new firewall has
been added to a host node.

[0163] The process 2000 receives (at 2005) a packet at a
firewall. The process 2000 determines (at 2010) whether the
packet has come into the host node from outside the host
node. In some embodiments, the firewall 630 determines that
a packet has come from outside when it receives the packet
from virtual switch 620 that leads outside of the host node.
[0164] When the packet is from outside, the process 2000
recognizes (at 2015) that the destination MAC address is to a
virtual machine on the node. That is, the process assumes that
the destination MAC address is to a virtual machine on the
node. This assumption is based on the fact that the packet has
been sent to that host node, which implies that the virtual
machine to which that packet is addressed is on that host node.
The process 2000 determines (at 2020) whether it has policies
for a virtual machine with that destination MAC address.
When the packet is for a virtual machine with an unknown
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destination MAC address, the process 2000 gets (at 2025) the
policies for that destination MAC address (e.g., by the pro-
cesses described above for retrieving policies).

[0165] As mentioned in above, the fact that a packet has
been sent to a host node implies that the virtual machine to
which the packet has been sent is on the host node. However,
in some embodiments, rather than assuming that the virtual
machine is on the host node based on the packet, the firewall
630 verifies whether the virtual machine to which the packet
is addressed packet is actually on the host node. In some
embodiments, the firewall 630 verifies the presence of the
virtual machine on the host node by sending a probe packet
with that destination address into the node (e.g., to virtual
switch 640). If the destination MAC address is to a virtual
machine on the node then the virtual machine will reply to the
probe packet. Such a reply indicates to the firewall 630 that
the destination address is to a virtual machine on the node.
Once the firewall has the policies, whether it just retrieved the
policies or not, the process 2000 applies the policies (at 2030).
[0166] When the process 2000 determines (at 2010) that a
packet comes to a packet filter from inside the host node. The
fact that the packet is from inside the host node implies that
the packet is from a virtual machine on that host node. The
process 2000 recognizes (at 2035) that the source of the
packet is a virtual machine on the node. In some embodi-
ments, the firewall 630 determines that a packet has come
from inside when it receives a packet, or a copy of a packet,
from virtual switch 640 that leads into the host node.

[0167] The process 2000 determines (at 2040) whether it
has policies for a virtual machine with that source MAC
address. When the packet is for a virtual machine with an
unknown source MAC address, the process 2000 gets (at
2045) the policies for that destination MAC address (e.g., by
the processes described above for retrieving policies).
[0168] Whether the packet is from a known MAC address
or not, the process 2050 determines (at 2050) whether the
packet was being sent outside. In some embodiments, when
packets are sent from one virtual machine to another virtual
machine on the same node, the virtual switch 640 sends a
copy of the packet to the firewall 630 rather than passing the
packet through the firewall (as described below). When the
packets are being sent out of the node, then the process 2000
recognizes (at 2055) that the destination MAC is not a virtual
machine on the host node. The process 2000 then applies (at
2030) the policies (for the source virtual machine).

[0169] Whenthe process 2000 determines (at 2050) that the
packets are not going out of the node, the process 2000
recognizes (at 2015) that the destination MAC address is also
to a virtual machine on the node. The process 2000 deter-
mines (at 2020) whether it has policies for a virtual machine
with that destination MAC address. When the packet is for a
virtual machine with an unknown destination MAC address,
the process 2000 gets (at 2025) the policies for that destina-
tion MAC address (e.g., by the processes described above for
retrieving policies). Once the firewall has the policies,
whether it just retrieved the policies or not, the process 2000
applies (at 2030) the policies for both the source and destina-
tion virtual machines.

II1. Combined Connection Tables
A. Intra-Node Firewalls

[0170] The virtual network firewall of some embodiments
acts as an intra-node firewall. The term “intra-node firewall”

Croga Innovations Ltd.
Ex. 2007 - Page 51



US 2009/0249472 A1

refers to the fact that the virtual network firewall of such
embodiments is a firewall that checks whether a packet is
allowed to be sent by a virtual machine on a node and whether
it is allowed to be received by a virtual machine on the same
node. Some firewalls described below are referred to as
“intra-node firewalls” to indicate that they check packets sent
to and from virtual machines on the same node, however this
does not indicate that the firewalls only check packets sent to
and from virtual machines on the same node.

[0171] One of ordinary skill in the art will realize that the
question of whether computer A is allowed to send a packet to
computer B is a separate question from the question of
whether computer B is allowed to receive a packet from
computer B. One question is “can A send to B” the other is
“can B receive from A”. For a packet to be sent from A and
received by B requires that both of these questions be
answered “yes”. If computer A is not allowed to send the
packet to computer B then the packet will not reach computer
B (i.e., A cannot send to B). If computer A is allowed to send
to computer B but computer B is not allowed to receive from
computer A (i.e., A can send, but B can’t receive), then the
packet will not reach computer B.

[0172] When two virtual machines on the same host node
are the source and destination addresses of a packet, the
intra-node firewall of some embodiments determines the
answer to both of these questions. That is, the intra-node
firewall checks whether the policies for the source virtual
machine allow the source virtual machine to send the packet
to the destination machine and whether the policies for the
destination virtual machine allow the destination virtual
machine to receive the packet from the source machine.
[0173] As described above with respect to FIG. 16, the
firewalls of some embodiments store connection data that
includes an identifier of whether the source or the destination
of a packet is a virtual machine on the host node of the
firewall. In some embodiments, any packet received by the
intra-node firewall will either be: 1) from a virtual machine on
its host node to an address outside the host node, 2) to a virtual
machine on its host node from an address outside the host
node, or 3) from one virtual machine on the host node to
another virtual machine on the host node.

[0174] Inthe third case, where a packet both comes from a
virtual machine on a node and is also addressed to a virtual
machine on the same node, a connection table that included
all the connections for all the virtual machines on that host
node would require two entries with identical address data,
one entry indicating that the source virtual machine was
allowed to send the packet and one entry indicating that the
destination virtual machine was allowed to receive the packet.
Having two entries with identical address information would
cause errors in a system that relied on the connection table
having no redundant entries. Accordingly, some embodi-
ments use combined connection tables that indicate that the
firewall of the host node both allowed the source virtual
machine to send the packet and allowed the destination virtual
machine to receive the packet.

[0175] FIG. 21 conceptually illustrates a process 2100 of
some embodiments for applying firewall policies. In some
embodiments, the process 2100 is implemented by an intra-
node firewall. In some embodiments, the process 2100 is
implemented by a packet processor of an intra-node firewall.
As shown, the process 2100 receives (at 2105) a packet at the
intra-node firewall. The process 2100 determines (at 2110)
whether the packet is from a virtual machine on its host node.
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When the packet is from a virtual machine on the host node of
the intra-node firewall, then the process 2100 applies (at
2115) the policies relating to the source virtual machine to
determine (at 2120) whether that source virtual machine is
allowed to send the packet to the destination of the packet.
[0176] When the source virtual machine is not allowed to
send the packet, the process 2100 discards the packet (at
2122). The process 2100 then ends. When the source virtual
machine is allowed to send a packet with those characteris-
tics, the process 2100 adds (at 2123) that connection to the
connection table with the source virtual machine indicated in
the source ID field of the connection data tuple. In some
embodiments, the connection is only added to the connection
table if connection representing a packet with those charac-
teristics has not previously been added to the connection
table. In other embodiments, the previous connection in the
table is updated when a new packet representing that connec-
tion is allowed.

[0177] Theprocess2100then determines (at 2125) whether
the destination of the packet is on the host node of the intra-
node firewall. When the destination of the packet is not a
virtual machine on the host node, the process 2100 allows (at
2145) the packet to pass the firewall to continue toward its
destination (outside the host node). At this point, the firewall
has already determined that the source virtual machine is
allowed to send the packet to the destination. Because the
destination of the packet is not a virtual machine on the host
node, the firewall of the host node does not determine whether
the destination computer or virtual machine is allowed to
receive the packet. Whether or not the destination computer
or virtual machine is allowed to receive the packet is deter-
mined by the firewall (if any) protecting that computer or
virtual machine. The process 2100 then ends.

[0178] When the destination is a virtual machine on the
process 2100 host node, the process 2100 applies (at 2130)
the policies relating to the destination virtual machine to
determine (at 2135) whether the virtual machine is allowed to
receive a packet with those characteristics. When not, the
packet is discarded (at 2137). The process 2100 the ends. On
the other hand, when the virtual machine is allowed to receive
a packet with those characteristics, the connection that the
packet represents is added (at 2140) to the connection table.
In some embodiments, the connection is only added to the
connection table if connection representing a packet with
those characteristics has not previously been added to the
connection table. In other embodiments, the previous connec-
tion in the table is updated when a new packet representing
that connection is allowed.

[0179] Insome embodiments, when the connection that the
packet represents was also from a virtual machine on the same
host node, there will already be a connection table entry for
that connection (added at 2123). When there is already a
connection table entry for that connection, the process 2100
adds (at 2140) the ID of the destination virtual machine to the
existing connection table entry in the destination ID field. In
some embodiments, the operations at 2123 and 2140 are
combined so that the connection is not added to the connec-
tion table until the full determination of whether to allow the
packet to pass the firewall is complete. In such embodiments,
once the determination is made, the source (if any) and des-
tination (if any) IDs are recorded in the connection table entry
at the same time.

[0180] Theprocess 2100 then allows (at 2145) the packet to
proceed and the process 2100 ends. In some embodiments,
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the determinations at 2110 and 2125 represent determinations
of which virtual machines (if any) are the source and/or
destination of the packet. The illustration has been simplified
for clarity to show determinations 2110 and 2125 as merely
“yes/no” determinations.

[0181] Some advantages in some embodiments of having
an intra-node firewall for a host node and the multiple virtual
machines of the host node are illustrated in FIGS. 22 and 23.
FIG. 22 illustrates the intra-node firewalls of some embodi-
ments. Packets 2210, 2220, and 2230 each have to pass
through only one firewall, firewall 2240, to reach virtual
machines 2250 and 2260. In contrast, in the prior art system
illustrated in FIG. 23, there is no intra-node firewall. There-
fore, in order to be protected from other virtual machines on
the same host node, each virtual machine has its own internal
firewall 2310 and 2320 running on that virtual machine. The
hosting system has its own firewall 2330 to protect it from
security risks from the virtual machines on thathost node, and
to protect the virtual machines on the host node from
unwanted external packets. In order for a packet such as 2340,
2350, or 2360 to reach a virtual machine it passes through two
separate firewalls. For example, packet 2360 passes through
both the internal firewalls of the virtual machines, firewall
2310 and firewall 2320. Packet 2350 passes through the host
node’s firewall 2330 and internal firewall 2310 of the virtual
machine.

B. Combined Connection Tables

[0182] In some embodiments, connections of packets that
have been allowed to leave the virtual machines on a host
node and connections of packets that have been allowed to
enter the virtual machines on that host node are both stored in
the same connection table. As described previously, when the
source of an allowed packet is outside the host node and the
destination is on the host node, the connection table has an
entry to indicate that a virtual machine on the host node was
allowed to receive the packet. The destination ID of that entry
is the virtual machine that received the packet, the source ID
would be blank. Although, if the source is on another host
node, the firewall of that other host node may have an entry
identifying the same connection, with the source ID indicat-
ing a virtual machine on that other host node and a blank
destination ID. Therefore, when only one virtual machine is
on a particular host node, a single connection table entry with
that virtual machine’s ID accurately reflects that the firewall
allowed that packet to pass the firewall.

[0183] Insome cases both the source and destination of the
packet are on the same host node. In such cases, rather than
have a connection table that includes redundant entries for the
same connection (one with the source ID blank and one with
the destination ID blank), or separate connection tables for
each virtual machine, some embodiments provide combined
entries for both the source and destination of the packet. In
some embodiments, having a single connection table on each
node improves performance and resource utilization. For
example, inembodiments that use fields 1510-1550 as keys of
a hash table, redundant entries are not possible. Accordingly,
merging the connection table entries with identical values
1510-1550 allows one entry in the table to represent both
previous tuples.

C. Splitting Combined Connection Tables

[0184] When a virtual machine leaves a host node, a com-
bined tuple, which represents a connection between two vir-
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tual machines on the same host node, is no longer accurate. As
one of the virtual machines identified in that connection tuple
is no longer on that host node, the tuple will be automatically
edited to reflect the change. Similarly, when two virtual
machines on different host nodes send packets to each other,
the connection table on each host node records a separate
entry for the connection. When one of those virtual machines
is moved to the same host node as the other, the entries
become redundant, and a combined tuple is a more accurate
reflection of the connection than two redundant tuples (one in
each direction). Thus, the movement of virtual machines in
such embodiments leads to a requirement for new methods
and systems to split and merge connection tables when a
virtual machine moves.

[0185] FIG. 24 illustrates the movement of data tuples from
one host node to another in some embodiments. FIG. 24
shows connection tables 2400, 2410, and 2420. Connection
table 2400 is the connection table of host node 1 when host
node 1 is hosting virtual machines 1 and 2. Connection table
2400 includes data tuples 2402, 2404, 2408, 2412, and 2414.
Data tuple 2402 describes a connection with a source IP
address from outside the host node (e.g., 121.23.44.22). Data
tuple 2402 has a destination IP address that is the IP address
of virtual machine 2 (e.g., 54.23.144.2). Accordingly, data
tuple 2402 indicates in its destination ID that virtual machine
2 is the destination of packets from that connection. The blank
entry for the source ID in tuple 2402 indicates that the source
of'the packets from that connection is not a virtual machine on
the same host node as the connection table. Data tuples 2404,
2406, and 2408 all follow this pattern. Only one of the IP
addresses of each of them is the address of a virtual machine
on the node.

[0186] In contrast, the connection tuples 2412 and 2414
each represent a connection from a virtual machine on the
host node of the connection table and to a virtual machine on
the same host node. As described in relation to FIG. 21, in
some embodiments such a tuple is the result of an intra-node
firewall determining that the firewall policies for the source
virtual machine allow the source virtual machine to send the
packet and that the firewall policies for the destination virtual
machine allow the destination virtual machine to receive the
packet.

[0187] Like connection table 1600 in FIG. 16, connection
table 2400 is automatically edited when a virtual machine
listed in the connection table is moved to another host node.
Connection table 2400 is automatically edited to have the
entries shown in connection table 2410. Connection 2410 is
the connection table of host node 1 after the hosting system
has moved virtual machine 2 to host node 2. The tuples 2406
and 2408 that identify connections from or to VM1 are in
connection table 2410. The tuples 2412 has been automati-
cally edited to remove virtual machine 2 from the source ID
field, becoming tuple 2426. The removal of virtual machine 2
from the source ID removes the indication that the firewall
policies of that host node allowed virtual machine 2 to send
the packet identified by the connection table entry. The
removal of that indicator accurately reflects that the firewall
policies relating to virtual machine 2 have been removed from
the firewall of host node 1.

[0188] However, even though the firewall policies of host
node 1 no longer determine whether virtual machine 2 should
be allowed to send a packet to virtual machine 1, the firewall
policies of host node 1 still determine whether virtual
machine 1 should be allowed to receive a packet sent from
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virtual machine 2. Therefore, the full description of the con-
nection (source IP address, destination IP address, source
port, destination port, and protocol) is still relevant to virtual
machine 1. Accordingly, splitting the connection table does
not remove the IP address of virtual machine 2 from the
source IP address field of tuple 2412.

[0189] Similarly, a copy of tuple 2412 has been sent to the
connection table 2420 of host node 2 as tuple 2428. The tuple
2428 includes the same source TP address, destination IP
address, source port, destination port, and protocol as tuples
2426 and 2412, but in tuple 2428, the destination ID (i.e.,
‘VM1) has been removed. As the firewall policies relating to
virtual machine 2 have been moved to host node 2, the source
1D field of tuple 2428 accurately reflects that the firewall
policies that have been moved to host node 2 allowed the
connection from VM2, as indicated in tuple 2428.

[0190] Similarly, in some embodiments, packets sent
between a virtual machine on one node and a virtual machine
on another node would result in connection tables on those
nodes with entries similar to tuples 2426 and 2428. That is,
tuples with the same source IP address, destination IP
address, source port, destination port, and protocol, but with
different entries in the source and destination ID fields. The
connection table of the host node of the source virtual
machine would indicate that the firewall policies of that host
node had allowed the source virtual machine to send the
packet, while the connection table of the host node of the
destination virtual machine would indicate that the firewall
policies of that host node had allowed the destination virtual
machine to send the packet. Since the connection tables on
each host node are separate from each other, the separate
entries would not be redundant entries in the same connection
table.

[0191] However, if the virtual machines were subsequently
moved to the same node, simple combination of the connec-
tion data for the moved virtual machine and the connection
table of the new host node would contain redundant entries.
Therefore, when two virtual machines on separate nodes that
have been in contact are moved to the same node, some
embodiments edit the connection table entries for the merged
connection table so that a combined tuple such as 2412, with
entries for both source and destination IDs is made for the
merged connection table. In some embodiments, splitting and
merging connection tables results in connection tables with
the same data in them whether the virtual machines had
always been on the host nodes of the connection tables or had
been moved to the host nodes later.1

[0192] FIG. 25A conceptually illustrates a process 2500 of
splitting connection tables in some embodiments. As shown,
the process 2500 receives (at 2502) a request from a daemon
on a host node (referred to below as host node 2) to send
connection table data relating to a particular virtual machine
(referred to below as virtual machine 1) to the daemon. In
some embodiments, the daemon of a host node (referred to
below as host node 1) receives a request to send a connection
table for a virtual machine to the daemon of host node 2.

[0193] Next, the process 2500 copies (at 2504) all the
entries of the connection table of node 1 that relate to virtual
machine 1 (e.g., that have virtual machine 1 as the source or
destination ID). In some embodiments, the daemon of host
node 1 copies the entries from the connection table of host
node 1 that relate to virtual machine 1. As illustrated in FIG.
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24, there may be tuples that have virtual machine 1 as the
source or destination ID, that also have other virtual machines
in the other ID field.

[0194] Accordingly, the process 2500 deletes the source
and destination IDs of other virtual machines from the copies
of'the data tuple entries relating to virtual machine 1. In some
embodiments, the daemon of host node 1 deletes the extra-
neous source and destination IDs. The process 2500 sends (at
2508) the connection table message to the daemon of host
node 2. In some embodiments, the daemon of host node 1
sends the edited connection table data to the daemon of host
node 2.

[0195] The process 2500 receives (at 2510) a command
from a firewall coordinator 1200 to delete the connection
table data for virtual machine 1 from the connection table of
host node 1. In some embodiments, the firewall coordinator
1200 sends the command after it receives notice from the
daemon of host node 2 that the connection table data and the
firewall policies relating to virtual machine 1 have been
received.

[0196] The process 2500 then deletes (at 2512) virtual
machine 1 from all source and destination ID fields of the
connection table and deletes any tuples with no other source
or destination IDs (i.e. tuples that don’t refer to any other
virtual machine on host node 1). In some embodiments, the
daemon of host node 1 deletes the source and destination ID
fields and tuples of virtual machine 1.

D. Merging Combined Connection Tables

[0197] Asdescribed above, in some embodiments, splitting
up two virtual machines that have been in contact results in
editing the combined tuples of each so that each connection
table has the data relevant to the remaining virtual machines.
Similarly, in some embodiments, two virtual machines of
different host nodes can be in contact. When the virtual
machines are moved to the same host node, a combined
connection table would have redundant entries. To prevent
this, some embodiments provide a process for merging con-
nection table entries.

[0198] FIG.25B conceptually illustrates a process 2520 for
merging connection table data of a virtual machine with an
existing connection table in some embodiments. As shown,
the process 2520 receives (at 2522) a set of connection table
data for a virtual machine. In some embodiments, the daemon
of host node 1 receives connection table data for a virtual
machine from the daemon of host node 2. The process 2520
compares (at 2524) a connection tuple in the received set of
connection table data (described below as the “new tuple”)
with the tuples in its existing connection table. In some
embodiments, the daemon of host node 1 compares the new
tuple to the data tuples in the existing connection table of the
packet filter of host node 1.

[0199] Next, the process 2520 determines whether the
address data of the new tuple is the same as the address data
of'a connection tuple already in the connection table. In some
embodiments, having the same address data means having the
same source [P address, destination IP address, source port,
destination port, and protocol. In some embodiments, the new
tuple has the same address as an existing tuple in the connec-
tion table of the host node if the virtual machines to which the
tuples refer have previously had one or more packets sent
from one virtual machine to the other.

[0200] When the new tuple does not have the same address
data as an existing tuple, the process 2520 moves (at 2528) the
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new tuple to the connection table of the host node. When the
new data tuple does have the same address data as a tuple in
the connection table of' host node 1, the process 2520 edits (at
2530) the tuple of the connection table of host node 1 to add
the virtual machine referred to in the source or destination ID
field of the new tuple to the source or destination ID of the
tuple in the connection table. The process 2520 then deletes
the new tuple.

[0201] For example, referring to FIG. 24, if VM1 were
moved to host node 2, the connection data for VM1 would
also be moved to host node 2. In that case, tuple 2424 would
be a tuple in the connection table of host node 2 and tuple
2422 would be a tuple in the connection table data sent to host
node 2 from host node 1. Tuples 2422 and 2424 have the same
IP addresses and port addresses, so the source ID of tuple
2422 (e.g., the MAC address of VM1, an index value or hash
value of that MAC address, etc.) would be added to the source
1D field of tuple 2424 to produce tuple 2414. In some embodi-
ments, tuple 2414 would be created even if the virtual
machines had not previously been in contact while they were
on the same host node. That is, if VM 1 and VM2 had been in
contact while on different host nodes, then moved to the same
host node as each other, the result would be the generation of
tuple 2414.

[0202] Next, the process 2520 determines (at 2532)
whether there are any other new tuples. When there are more
new tuples, the process 2520 evaluates (at 2524) the next
tuple. When there are no more new tuples (i.e. all new tuples
have either been moved to the connection table, or deleted
after their source or destination ID was added to an existing
tuple in the connection table) the process 2520 informs the
firewall coordinator 1200 that the connection data for the
virtual machine referenced in the tuples has been received.

IV. Reversible Policies

[0203] Communication between computers, including vir-
tual machines, is often two-way. One machine sends a packet,
and the other machine replies. In some cases, a user may want
to have different policies for replies than for original packets.
For example, in prior art firewalls, if a firewall is set to block
all external packets from reaching a virtual machine, then
replies to packets sent from that machine would also be
blocked. In some embodiments of the present invention, dif-
ferent sets of policies apply to packets that come from sources
that were the destinations of previous packets. The question
of whether a computer can receive (or send) a reply is distinct
from the earlier questions of whether one computer can send
and another computer can receive. Colloquially, the questions
here are “if A was already allowed to listen to B, can A talk to
B?”, or “if A was already allowed to talk to B, can A listen to
B?””

[0204] For example, in some embodiments, when com-
puter A sends an original packet from IP address 122.123.1.5
to virtual machine B and virtual machine B has a policy to
block all packets that come in from IP addresses starting with
“122”, the packet will be blocked under policies for an origi-
nal packet. In this context, “original” means that there is no
record in the connection table of the firewall protecting com-
puter B that computer B sent an allowed packet to computer
A. In some embodiments, because the packet is blocked, it
will not be recorded in the connection table.

[0205] When virtual machine B sends an original packet to
computer A, the connection table of the host node of virtual
machine B will keep a record that the sent packet was allowed
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to be sent from virtual machine B to computer A. After an
allowed packet from virtual machine B to computer A, when
a packet comes in from computer A with the reverse address
information from the packet sent from virtual machine B, the
presence in the connection table of the record of the original
connection (from virtual machine B to computer A) triggers
the firewall of some embodiments to apply a separate set of
policies from the policies for incoming packets that do not
have the reverse address of an allowed packet. The separate
set of policies may simply say “allow all packets”. In which
case, the reply packets from computer A will be allowed
under the set of policies for reply packets.

[0206] As a concrete example, a virtual machine on a host
node might have a general policy to reject incoming packets,
but allow web browsing by using a reverse policy that allows
packets with the HTML protocol that come from computers
that the virtual machine has contacted (e.g., to request a web
page). Another example would be a virtual machine that is
only allowed to send outgoing packets in response to an
outside query in order to prevent someone who gains unau-
thorized access to the virtual machine (e.g. by infecting it with
aworm) from exporting data. Policies for original packets for
such a virtual machine might be to block all outgoing packets,
while the reverse policies might be to allow outgoing packets
that are a reply to incoming packets.

[0207] One of ordinary skill in the art will realize that while
the reversed address packets may be referred to as “reply”
packets, the separate set of policies applies whether the
reversed packets are actually replies to the initial packets, or
are simply packets sent later that are not in direct response to
the original connection. In order to reduce confusion, rather
than referring to original packets and reverse packets, the
description below sometimes refers to initial connections and
reverse connections.

[0208] FIG. 26 conceptually illustrates a process 2600 of
some embodiments for applying different policies for initial
connections than for reverse connections. As shown, the pro-
cess 2600 receives (at 2610) a packet. In some embodiments,
the packet is received by a firewall. In some embodiments, the
packet is received by a packet filter of a firewall. In other
embodiments, the packet is received by a packet processor of
a packet filter. The process 2600 checks the connection table
to determine (at 2620) whether the connection that the packet
represents is already in the connection table. When the con-
nection is not in the connection table, the process 2600 evalu-
ates (at 2640) the connection using policies for original con-
nections. When the connection is allowed under the set of
policies that the process 2600 is using to evaluate it, the
connection is saved (at 2645) in the connection table.

[0209] When the process determines (at 2620) that the con-
nection is in the connection table, the process 2600 deter-
mines (at 2630) whether the connection in the table is in the
same direction as the packet. When the connection is in the
same direction as the packet, the process 2600 evaluates (at
2632) the connection using policies for original connections.
The process then ends.

[0210] When the packet is in the reverse direction from the
connection in the table, then the process 2600 evaluates (at
2635) the connection according to a set of policies for reply
packets. The process then ends. The illustrated process 2600
does not save connections of reply packets, however in some
embodiments, when a packet is allowed under the policies for
reply packets, the connection for that packet is saved in the
connection table. In some embodiments, the connection is

Croga Innovations Ltd.
Ex. 2007 - Page 55



US 2009/0249472 A1

saved in the connection table with an indicator that it is a
connection of a reply packet. In some embodiments, a con-
nection for an allowed reply packet is saved in a separate
connection table for reverse policies. In some embodiments,
a connection for an allowed reply packet is stored as a differ-
ent lookup in the normal connection table.

[0211] FIG. 27 illustrates connection data tuples of original
and reverse connections. Tuple 2710 illustrates a connection
for a packet from virtual machine 2. In process 2600, if
another packet arrives with the same address information as
tuple 2710, then the process 2600 uses the policies for origi-
nal packets to evaluate the new packet. When a packet arrives
with the address information shown in tuple 2720, (i.e., the
source and destination IP addresses swapped and the source
and destination ports swapped, with the same protocol) then
the firewall uses the policies for reply packets to evaluate the
new packet. Packets with the source and destination addresses
reversed are also referred to as “reply packets”, “reversed
address data packets” or “packets with opposite addresses”.
Packets with the reverse addresses of an original packet are
also referred to as “reply packets” of that original whether or
not they are actually sent in reply to original packets. In some
embodiments, a packet is treated as reversed address data
packet of an original packet only when it has reversed
addresses and uses the same protocol as the original packet. In
other embodiments, the packet is treated as a reversed address
data packet of an original packet when it has reversed
addresses and regardless of whether it uses the same protocol
as the original packet.

[0212] In FIG. 27, the destination of tuple 2710 and the
source of tuple 2720 are the same (as indicated by the IP
addresses and port addresses of the tuples). However, the
destination of tuple 2710 and source of tuple 2720 is not a
virtual machine on the same host node as virtual machine 2,
therefore the destination ID of tuple 2710 and the source ID of
tuple 2720 are blank.

[0213] FIG. 28 illustrates a packet filter 2800 of some
embodiments that evaluates reply packets using a different set
of policies from original packets. Packet filter 2800 includes
an initial packet evaluator 2810, a connection table 2811, a
forward packet evaluator 2812, a reverse packet evaluator
2814, and a policy table 2820.

[0214] In some embodiments, packets arrive at the initial
packet evaluator 2810 that determines from the connection
table 2811 whether the packet is an original packet or a reply
packet. When the packet is an original packet, then the initial
packet evaluator 2810 sends the packet to a forward packet
evaluator 2812. When the packet is a reply packet, then the
initial packet evaluator 2810 sends the packet to a reverse
packet evaluator 2814. The forward packet evaluator 2812
applies the policies from policy table 2820 to determine
whether to allow the packet or reject the packet. When the
policies indicate that the packet is allowed, then the forward
packet evaluator 2812 sends the packet on to the virtual
switch and adds the connection in the connection table 2811.
The reverse packet evaluator 2814 applies the reply policies
from policy table 2820 to determine whether to allow the
packet or reject the packet. In some embodiments, the reverse
packet evaluator 2814 stores a list of allowed reverse connec-
tions in the connection table, while in other embodiments, the
allowed reverse connections are not stored.

[0215] In some embodiments, the packet filter does not
have separate modules for evaluating forward and reverse
policies, but instead use a single packet processor module for
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evaluating all policies. In some such embodiments, the poli-
cies for reply packets include conditions that determine
whether a packet is a reverse packet as part of a conditional
statement for allowing a packet. The following pseudo-code
provides an example of what a policy for reply packets might
state:

[0216] Ifthe source IP address of the packet being evalu-
ated is the destination IP address of any connection table
entry AND the destination IP address of the packet is the
source IP of that entry AND <other conditions> then
allow the packet.

[0217] FIG. 29 illustrates a packet filter 2900 of some other
embodiments. The packet filter 2900 is similar to packet filter
2800; however packet filter 2900 includes a forward policy
table 2910 and a reverse policy table 2920. Similarly, packet
filter 2900 includes a forward connection table 2930 and a
reverse connection table 2940. In some embodiments, packet
filter 2900 stores the policies for reverse packets in reverse
policy table 2920 and the policies for original packets in the
forward policy table 2910. Similarly, in some embodiments,
packet filter 2900 stores original connections in forward con-
nection table 2910 and reply connections in reverse connec-
tion table 2920. As described above, some embodiments do
not have separate modules for evaluating forward and reply
packets. Similarly, in some embodiments, packet filter #2900
does not have separate modules for evaluating forward and
reply packets.

V. Hierarchical Firewalls

[0218] Policy Layers

[0219] In some circumstances, multiple people all have
authority over a single virtual machine. In the prior art, mul-
tiple firewalls could be set up with the output of one firewall
feeding to the input of the next firewall. Each individual
firewall could block a packet, or allow the packet to pass
through that individual firewall. Such an arrangement of fire-
walls (e.g., multiple hardware firewalls) allowed multiple
people to have veto authority over whether a packet was
allowed to pass through the group of firewalls. When any one
of those prior art firewalls said to block a packet, the packet
would be blocked. Only when all of the firewalls allowed a
packet would it pass through the group of firewalls.

[0220] Thepriorart group of firewalls grants equal power to
each person who controls one of the firewalls. However, in
some cases, not all the people with authority over a virtual
machine have the same level of authority. For example, a
virtual machine for employee use may be used by an
employee who is allowed to run various applications on the
virtual machine. The employee may have sufficient authority
within his company to be allowed to block connections from
coming in, but lack the authority to block connections from
the technicians at the company that need access to the virtual
machine.

[0221] Similarly, the technicians from the employee’s com-
pany may have sufficient authority within the company to
access any virtual machine owned by that company, whether
the employees who user of those virtual machines want them
to have access or not. The virtual machines of the first com-
pany may be on a hosting system run by a second company, so
all the virtual machines of the first company are merely a
subset of the virtual machines on the hosting system. The
technicians of the first company are not authorized to access
virtual machines owned by other companies.
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[0222] The system administrators of the hosting system
want to protect the hosting system from unauthorized access
by the virtual machines running on that same system. The
system administrators may also need access to the virtual
machines on the system that are owned by their customers in
order to keep the system running smoothly. Accordingly, the
firewall policies of some embodiments allow multiple layers
of firewalls, with each layer having different amounts of
authority, to reflect the multiple layers of authority that vari-
ous people or companies may have over a single virtual
machine.

[0223] Some embodiments provide firewall policies with
hierarchical layers. The policies of someone with higher
authority override the policies of anyone with lower authority
if their respective policies conflict. For example, some
embodiments allow a system administrator of the hosting site
to set policies for a virtual machine that can allow a connec-
tion, block a connection, or delegate the decision of whether
to allow or block the connection to the next highest authority
over the firewall of that virtual machine.

[0224] Similarly, the next highest authority over the fire-
wall can set policies that allow, deny or delegate the decision
of whether to allow access to another layer of the hierarchy
and so on until the lowest layer, which can allow or deny a
connection, but has no further policy layers to which it can
delegate the decision. In some embodiments, all the policy
layers for a virtual machine are implemented by a packet
processor of the host node on which the virtual machine is
running.

[0225] FIG. 30 conceptually illustrates a process 3000 of
some embodiments for applying the policies of a hierarchical
firewall. In some embodiments, the process 3000 is per-
formed by the virtual network firewall. In some embodi-
ments, a packet filter of the virtual network firewall performs
the process 3000. In some embodiments, a packet processor
of the packet filter performs the process 3000.

[0226] As shown, the process 3000 receives (at 3005) a
packet. Next, the process 3000 applies (at 3010) the policies
of'the top layer of the hierarchy to determine whether to reject
(at 3020) the packet, accept (at 3030) the packet, or delegate
the decision to the next layer. When the policies of the top
layer call for rejecting (at 3020) the packet, the packet is
dropped (at 3025). When the policies of the top layer call for
accepting (at 3030) the packet, the packet is allowed (at
3070). In either case, the process 3000 for allowing or block-
ing then ends. However, as described in relation to FIG. 10,
the process 3000 of some embodiments stores the connection
data for allowed connections in a connection table.

[0227] When the packet is neither rejected (at 3020) nor
allowed (at 3030) then the process 3000 applies (at 3040) the
policies of the next layer of the firewall. Again, the process
3000 determines whether to reject (at 3050) the packet. When
the packet has to be rejected, the process 3000 proceeds to
3025 which was described above. Otherwise, the process
3000 determines (at 3060) whether to accept the packet.
When the packet is accepted, the process 3000 proceeds to
3070 which was described above. Otherwise, the process
3000 proceeds to 3040 to delegate the decision to the next
firewall layer. The process 3000 continues until the packet is
either: 1) rejected, in which case the process 3000 drops (at
3025) the packet; or 2) accepted, in which case the process
3000 allows (at 3025) the packet to pass. The lowest layer of
policies has no lower layer to which it can delegate the deci-
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sion. Therefore, if no higher layer decides, the lowest layer
determines whether to accepted or rejected the packet, but
does not delegate.

[0228] In some embodiments, there may be users of a vir-
tual machine who do not have the authority to set any firewall
policies. For example, a virtual machine that contains a web
site for a professor in a department of a university may have
firewall policies set by (in order of authority) a system admin-
istrator, a department administrator, and the professor. Such a
web site can be accessible to students, or other people with no
authority to set any firewall policies for the virtual machine on
which the web site is running.

[0229] FIG. 31 conceptually illustrates a graphical repre-
sentation of a three layered hierarchy for a firewall of virtual
machine 3100 that is implemented in some embodiments by
packet processor 3105. The highest layer of policies is repre-
sented by “wall” 3110. Wall 3110 includes gates 3112 and
3114, which are “opened” or “closed” to allow, block, or
delegate the decision to the next layer, according to the poli-
cies of the highest layer of the firewall (as implemented by the
packet processor 3105. Gate 3112 represents policies that
allow a packet to reach the virtual machine 3100. Gate 3114
represents a delegated decision. Packets that are not allowed
by gate 3112 or delegated by gate 3114 are rejected by wall
3110. In some embodiments, when a layer allows or rejects a
packet, the policies of the lower layers are not evaluated.

[0230] When the policy of the highest layer delegates the
decision to the next layer, then the policies represented by
wall 3120 are checked by the packet processor 3105. Again,
the policies can deny the packet, allow the packet (repre-
sented by gate 3122), or delegate the decision (represented by
gate 3124). When the policies of both higher levels (walls
3110 and 3120) delegate the decision (gates 3114 and 3124),
then the policies represented by wall 3130 (with gate 3132)
determine whether to allow or block the packet.

[0231] FIG. 32 conceptually illustrates some examples of
policies of a two layer hierarchical firewall. Virtual machine
3200 is protected by a firewall 3205 that has two layers.
Arrows 3210, 3220, 3230, and 3240 represent packets
addressed to or from virtual machine 3200. Packet 3210 rep-
resents an attempt by virtual machine 3200 to send a packet to
affect the command functions of the host computer 3250. The
firewall policies of the lowest layer 3260 of firewall 3205
allow this, however, the firewall of the highest layer 3270 of
the firewall block the connection. Since a non-delegated deci-
sion dictated by policies of the highest policy layer takes
precedence over the policies of a lower layer policy, the
packet 3210 is blocked.

[0232] Thepolicies of the highest layer 3270 are illustrated
in chart 3280 as policies 3282-3288. Policies 3282 and 3284
result in an immediate decision to allow a packet to pass the
firewall or block the packet. Policies 3286 and 3288 delegate
the decision of whether to allow those packets to the next
layer of policies 3260, as illustrated in chart 3290 as policies
3292-3298. For easy identification, the charts 3280 and 3290
are illustrated in FIG. 32 as separate from each other. How-
ever in some embodiments, the policies shown in the charts
are part of the same policy table. The charts 3280 and 3290
show that the system administrator has the highest authority
over policy while the virtual machine administrator has the
lowest. In different embodiments, different entities represent
the highest and lowest levels of authority over the policies.
For example, in some embodiments there may be default
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policies with higher authority than any user of the firewall
system or with lower authority than any user of the firewall
system.

[0233] Policies 3292 and 3294 are moot because the deci-
sion of whether to pass any packets that would be allowed or
blocked based on policies 3292 and 3294 will be made under
policies 3282 and 3292 rather than being delegated to policy
layer 3260.

[0234] Whether policy layer 3260 would allow or block a
packet (and even whether policy layer 3260 has a policy about
the packet) does not determine whether the packet will be
allowed or blocked unless the decision is delegated to policy
layer 3260 by a policy of policy layer 3270. Policies 3296 and
3298 determine whether to allow or block packets because the
decision of whether to allow or block the packets that they
referto is delegated to their policy layer 3260 by policies 3296
and 3298.

[0235] One of ordinary skill in the art will understand that
in some embodiments in which all layers of the firewall are
implemented by a packet processor, a packet would not get
part way to the destination, as the conceptual illustration of
FIG. 32 suggests. In such embodiments, the packet would be
evaluated in view of the highest layer of policies first and
because it would be rejected by the packet processor at the
higher policy level, the packet processor would never have to
determine whether the lower policy level of firewall 3205
would allow or reject the packet 3210.

[0236] Packet 3220 is allowed by the highest layer 3270.
Therefore the policies of the lowest layer 3260 are ignored.
Packet 3230 is delegated by the highest layer 3270, and
blocked by the lowest layer 3260; therefore the packet pro-
cessor blocks the packet. Packet 3240 is delegated by the
highest layer 3270, and allowed by the lowest layer 3260,
therefore the packet processor allows the packet to pass.

VI. Computer System

[0237] Computer programs for implementing some
embodiments are executed on particular machines, such as
computer systems. FIG. 33 illustrates a computer system with
which some embodiments of the invention are implemented,
such a computer system includes various types of computer
readable media and interfaces for various other types of com-
puter readable media. Computer system 3300 includes a bus
3305, a processor 3310, a graphics processing unit (GPU)
3320, a system memory 3325, a read-only memory 3330, a
permanent storage device 3335, input devices 3340, and out-
put devices 3345.

[0238] The bus 3305 collectively represents all system,
peripheral, and chipset buses that communicatively connect
the numerous internal devices of the computer system 3300.
For instance, the bus 3305 communicatively connects the
processor 3310 with the read-only memory 3330, the GPU
3320, the system memory 3325, and the permanent storage
device 3335.

[0239] From these various memory units, the processor
3310 retrieves instructions to execute and data to process in
order to execute the processes of the invention. Some instruc-
tions are passed to and executed by the GPU 3320. The GPU
3320 can offload various computations or complement the
image processing provided by the processor 3310.

[0240] The read-only-memory (ROM) 3330 stores static
data and instructions that are needed by the processor 3310
and other modules of the computer system. The permanent
storage device 3335, on the other hand, is a read-and-write
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memory device. This device is a non-volatile memory unit
that stores instructions and data even when the computer
system 3300 is off. Some embodiments of the invention use a
mass-storage device (such as a magnetic or optical disk and
its corresponding disk drive) as the permanent storage device
3335.

[0241] Other embodiments use a removable storage device
(such as a floppy disk, flash drive, or ZIP® disk, and its
corresponding disk drive) as the permanent storage device.
Like the permanent storage device 3335, the system memory
3325 is a read-and-write memory device. However, unlike
storage device 3335, the system memory is a volatile read-
and-write memory, such a random access memory. The sys-
tem memory stores some of the instructions and data that the
processor needs at runtime. In some embodiments, the inven-
tion’s processes are stored in the system memory 3325, the
permanent storage device 3335, and/or the read-only memory
3330.

[0242] The bus 3305 also connects to the input and output
devices 3340 and 3345. The input devices enable the user to
communicate information and select commands to the com-
puter system. The input devices 3340 include alphanumeric
keyboards and pointing devices (also called “cursor control
devices”). The output devices 3345 display images generated
by the computer system. For instance, these devices display a
GUI. The output devices include printers and display devices,
such as cathode ray tubes (CRT) or liquid crystal displays
(LCD).

[0243] Finally, as shown in FIG. 33, bus 3305 also couples
computer 3300 to a network 3365 through a network adapter
(not shown). In this manner, the computer can be a part of a
network of computers (such as a local area network (“LAN"),
a wide area network (“WAN”), or an intranet, or a network of
networks, such as the Internet. For example, the computer
3300 may be coupled to a web server (network 3365) so that
a web browser executing on the computer 3300 can interact
with the web server as a user interacts with a GUI that oper-
ates in the web browser.

[0244] Any or all components of computer system 3300
may be used in conjunction with some embodiments. As
mentioned above, the computer system 3300 may include any
one or more of a variety of different machine-readable or
computer-readable media. Some examples of such computer-
readable media include RAM, ROM, read-only compact
discs (CD-ROM), recordable compact discs (CD-R), rewrit-
able compact discs (CD-RW), read-only digital versatile
discs (DVD-ROM), a variety of recordable/rewritable DVDs
(e.g., DVD-RAM, DVD-RW, DVD+RW, etc.), flash memory
(e.g., SD cards, mini-SD cards, micro-SD cards, etc.), mag-
netic and/or solid state hard drives, ZIP® disks, and floppy
disks.

[0245] Machine-readable or computer-readable media are
capable of storing computer programs or computer code that
can be run on particular machines. Examples of computer
programs or computer code include machine code, such as
produced by a compiler, and files including higher-level code
that are executed by a computer, an electronic component, or
a microprocessor using an interpreter. In some embodiments,
the firewall coordinator is a software program or a set of
software programs stored on computer readable media. In
some embodiments, firewalls (sometimes referred to herein
as “virtual network firewalls”) are software programs or sets
of software programs stored on computer readable media. In
some embodiments, other components are software programs
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or sets of software programs stored on computer readable
media. When executed on one or more processors, such soft-
ware programs implement the previously described features
of some embodiments.

[0246] While the invention has been described with refer-
ence to numerous specific details, one of ordinary skill in the
art will recognize that the invention can be embodied in other
specific forms without departing from the spirit of the inven-
tion. For example, while the elements of the various embodi-
ments can be used in conjunction, many of the features
described herein can be used as independent, novel inven-
tions.

We claim:

1 A method of implementing a firewall, the method com-
prising:

a) receiving a layer of policies from each of a plurality of

entities with different levels of authority; and

b) evaluating received packets based on the received layers
of policies, wherein a layer of policies of a higher level
of authority can accept a received packet, block the
received packet, or delegate a decision of whether to
accept or block the received packet to a layer of policies
of a lower level of authority.

2. The method of claim 1, wherein policies of a first layer of
policies are for determining whether to allow the packet
through the firewall, block the packet, or delegate the decision
of whether to allow or block the packet to a second layer of
policies.

3. The method of claim 2, wherein policies of the second
layer of policies are for determining whether to allow the
packet through the firewall or block the packet.

4. The method of claim 1, wherein a plurality of the layers
of policies are for determining whether to allow the received
packet through the firewall, block the packet, or delegate the
decision of whether to allow or block the packet to anext layer
of policies.

5. The method of claim 4, wherein the policies of a layer of
policies of a lowest level of authority are for determining
whether to allow the packet through the firewall or block the
packet, but the policies of the layer of policies of the lowest
level of authority are not for determining whether to delegate
the decision of whether to allow or block the packet to a next
layer of policies.

6. The method of claim 1, wherein the firewall is imple-
mented to protect virtual machines on a host node of a hosting
system.

7. The method of claim 6, wherein the firewall is imple-
mented to pass packets from outside the host node to a plu-
rality of virtual machines on the host node.

8. The method of claim 6, wherein each virtual machine is
associated with multiple layers of policies that apply to that
virtual machine.

9. The method of claim 1, wherein the plurality of entities
comprise a system administrator and a virtual machine
administrator.

10. The method of claim 1, wherein the plurality of entities
comprises a user of the virtual machine.

11. A method comprising:

a) providing a firewall coordinator for coordinating fire-
wall policies for each of a plurality of virtual machines
running on a plurality of host nodes, wherein the firewall
coordinator comprises a policy manager for accepting
policies for a particular virtual machine from a plurality
of users with multiple authority levels; and

Oct. 1, 2009

b) providing a plurality of firewalls implemented on the
plurality of host nodes, wherein the firewalls are for
implementing the firewall policies of the users, wherein
implementing the policies comprises implementing
policies of a user of a higher authority level that contra-
dict policies of a user with a lower authority level.

12. A security system for controlling passage of data pack-
ets to and from a plurality of virtual machines on a plurality of
host nodes, the security system comprising:

a) a firewall coordinator for coordinating firewall policies
for each of the plurality of virtual machines running on
a plurality of host nodes, wherein the firewall coordina-
tor comprises a policy manager for accepting policies
for a particular virtual machine from a plurality of users
with different authority levels; and

b) a plurality of firewalls implemented on the plurality of
host nodes, wherein the firewalls are for implementing
the firewall policies, wherein implementing the policies
comprises implementing policies of a user of a higher
authority level that contradict policies of a user of a
lower authority level.

13. The firewall system of claim 12, wherein the firewall
coordinator is further for sending updated policies to said
firewalls.

14. The firewall system of claim 12, wherein the firewall
system is for blocking a packet sent to a particular virtual
machine when a first policy of the user of the higher authority
level comprises a policy to block the packet and a second
policy of the user of the lower authority level comprises a
policy to allow the packet.

15. The firewall system of claim 12, wherein the firewall
system is for allowing a packet sent to a particular virtual
machine when a first policy of the user of the higher authority
level comprises a policy to allow the packet and a second
policy of the user of the lower authority level comprises a
policy to block the packet.

16. The firewall system of claim 12, wherein the firewall
system is for allowing a packet sent to a particular virtual
machine when a first policy of the user of the higher authority
level comprises a policy to delegate the decision of whether to
allow the packet to a set of policies of the user of the lower
authority level and a second policy of the user of the lower
authority level comprises a policy to allow the packet.

17. The firewall system of claim 12, wherein the firewall
system is for blocking a packet sent to a particular virtual
machine when a first policy of the user of the higher authority
level comprises a policy to delegate the decision of whether to
allow the packet to a set of policies of the user of the lower
authority level and a second policy of the user of the lower
authority level comprises a policy to block the packet.

18. The firewall system of claim 17, wherein the packet has
a particular source IP address, the first policy comprises a
policy that delegates decisions of whether to allow packets
from the particular source IP address and the second policy
comprises a policy to block packets from the particular source
IP address.

19. The firewall system of claim 17, wherein the packet has
a particular destination port address, the first policy com-
prises a policy that delegates decisions of whether to allow
packets to the particular destination port address and the
second policy comprises a policy to block packets from the
particular destination port address.
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20. A computer readable storage medium storing a com-
puter program which when executed by at least one processor
implements a firewall, the computer program comprising:

a) a set of instruction for receiving a multiple layer set of
policies, wherein each of at least two of the multiple
layers were set by entities with different levels of author-
ity; and

b) a set of instruction for evaluating received packets based
on the received multiple layer set of policies, wherein a
layer of policies of a higher level of authority can accept
areceived packet, block the received packet, or delegate
a decision of whether to accept or block the received
packet to a layer of policies of a lower level of authority.

21. The computer readable storage medium of claim 20,
wherein policies of a first layer of policies are for determining
whether to allow the packet through the firewall, block the
packet, or delegate the decision of whether to allow or block
the packet to a second layer of policies.

22. The computer readable storage medium of claim 21,
wherein policies of the second layer of policies are for deter-
mining whether to allow the packet through the firewall or
block the packet.
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23. The computer readable storage medium of claim 20,
wherein a plurality of the layers of policies are for determin-
ing whether to allow the packet through the firewall, block the
packet, or delegate the decision of whether to allow or block
the packet to a next layer of policies.

24. For a system that applies a set of policies with different
hierarchical levels to determine whether to allow a packet to
pass a firewall, a method comprising:

a) receiving a first packet and determining at a first hierar-

chical level to allow the first packet to pass the firewall;

b) receiving a second packet and determining at the first

hierarchical level to block the first packet;

¢) receiving a third packet, determining at the first hierar-

chical level to delegate the determination of whether to
allow the third packet to pass to a second hierarchical
level; and

d) determining at the second hierarchical level to allow the

third packet to pass the firewall.
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