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(57) ABSTRACT 

A method for encrypting multicast services in a passive opti­
cal network system is provided in the present invention, and 
the method includes: an Optical Line Terminal (OLT) gener­
ating a public key, and using the public key to encrypt the 
multicast service data in a bearer channel and then transmit­
ting the encrypted data, the multicast service data in the same 
one bearer channel being encrypted using the same public 
key; and said OLT sending the public key ,which is used to 
encrypt the multicast service data, via a management control 
channel to an Optical Network Unit (ONU) which is activated 
successfully and requests to receive said multicast service 
data. A device for encrypting multicast services in a passive 
optical network system is also provided in the present inven­
tion. 

13 Claims, 4 Drawing Sheets 
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METHOD AND DEVICE FOR ENCRYPTING 
MULTICAST SERVICE IN PASSIVE OPTICAL 

NETWORK SYSTEM 

TECHNICAL FIELD 

2 
bearer channel and then sending encrypted data, the multicast 
service data in a same one bearer channel using a same public 
key to carry out encryption; and 

said OLT sending the public key applied in encrypting the 
multicast service data via a management control channel to an 
optical network unit (ONU) that is activated successfully and 
applies to receive said multicast service data. 

Said method also comprises: 
The present invention relates to the field of optical com­

munication, and more especially, to a method and device for 
encrypting multicast service data in passive optical network 
(PON) system. 

after said ONU obtains the public key, using said public 
10 key to decrypt the multicast service data that the ONU applies 

to receive in the bearer channel. 
BACKGROUND OF THE RELATED ART Said method also comprises: 

said OLT generating the public key and setting an aging 
The structure of a PON is that one PON port corresponds to 

a plurality of optical network units (ONU) that are the PON 
terminal users, moreover, in the downlink, each ONU is able 
to receive all the data sent from the Optical Line Terminal 
(OLT) of office side, and "each ONU" mentioned here might 
be a legal user or a malicious user: 

15 
time for the public key, and after the aging time arrives, it 
regenerating a new public key, and using the new public key 
to encrypt the multicast service data in the bearer channel, and 
sending the new public key to the ONU that is activated 
successfully and applies for the multicast service data. 

A user who has legal registration information, and can be 20 

activated by interacting messages with the OLT after physi­
cally connecting to a certain branch optical fiber of the PON 
is called a legal user; 

The step of said OLT sending the public key applied in 
encrypting the multicast service data to the ONU that is 
activated successfully and applies to receive said multicast 
service data comprises: 

A user who doesn't have legal registration information, and 
neglects the registration request sent from the OLT after 
physically connecting to a certain branch optical fiber of the 
PON, but only receives the downlink information is called a 
malicious user. 

the OLT judging that the ONU is activated successfully and 
25 applies to receive the multicast service data and actively 

sending the public key applied in encrypting the multicast 
service data to said ONU; alternatively 

the ONU sending a key request to the OLT, and said OLT 
detecting that the ONU is activated successfully and applies 

30 to receive the multicast service data, then the OLT sending the 
public key applied in encrypting said multicast service data to 
theONU. 

If it is a legal user, after connecting physically to one 
branch optical fiber and before being activated successfully, it 
still can receive various plaintext data packets sent from the 
OLT PON port. To date, the PON techniques define some 
encryption mechanisms, such as the Advanced Encryption 
Standard (AES) encryption mechanism in the Gigabit-Ca­
pable Passive Optical Network (GPON) system or the stirring 35 

encryption mechanism and the triple stirring encryption 
mechanism in the Ethernet Passive Optical Network (EPON) 
system and so on, these encryption mechanisms, however, are 
unicast encryption mechanisms. For multicast data (that is, 
only one service data is sent from the OLT PON port, and all 40 

users or part of users who meet the requirements receive and 
use the service data), there is no effective encryption mecha­
nism right now. Generally, the operators set a universal key in 
the overall network range to encrypt the services, whose 
disadvantage is that once the key is acquired by a malicious 45 

user, all service content in the overall network will be 
decrypted and stolen. 

The method applied by the operators in the PON right now 

The multicast service data in different bearer channels 
might use different public keys or the same public key. 

In the step of said OLT sending the public key to the ONU 
that is activated successfully and applies to receive said mul­
ticast service data, said OLT also sends the ONU a bearer 
channel identification of the bearer channel where the multi­
cast service data is encrypted with the public key. 

In order to solve the abovementioned technical problem, 
the present invention also provides a device for encrypting 
multicast service in a passive optical network (PON) system, 
and the device comprises a key generation unit, an encryption 
unit and a sending unit, wherein: 

said key generation unit is configured to: generate a public 
key; 

is to duplicate the multicast service data packets to each PON 
port and the unicast channel of the ONU, and the unicast 50 

mechanism is applied to carry out encryption so as to protect 
the multicast service data from being stolen by malicious 
users. This method, however, needs to send the key to each 
ONU, which increases the burden of the OLT. 

said encryption unit is configured to: encrypt multicast 
service data born in a same one bearer channel with a same 
public key; 

said sending unit is configured to: send the encrypted mul­
ticast service data, and send the public key used in encrypting 
the multicast service data via a management control channel 
to an optical network unit (ONU) that is activated success­
fully and applies to receive the multicast service data. 

SUMMARY OF THE INVENTION 

The technical problem to be solved by the present invention 
is to provide a method and device for encrypting multicast 
service in a passive optical network (PON) system to increase 
the security and reduce the complexity of OLT encryption 
mechanism and the burden of the OLT. 

In order to solve the above technical problem, the present 
invention provides a method for encrypting multicast service 
in a PON system, and the method comprises: 

an optical line terminal (OLT) generating a public key, and 
using the public key to encrypt multicast service data in a 

55 said device also comprises an aging time setting unit, and 
said aging time setting unit is configured to: set an aging time 
for the public key, and when the aging time arrives, notify said 
key generation unit to regenerate a public key. 

said sending unit is configured to apply a following method 
60 to send the public key applied in encrypting the multicast 

service data to the ONU that is activated successfully and 
applies to receive the multicast service data: after judging that 
the ONU is activated successfully and applies to receive the 
multicast service data, actively sending the public key applied 

65 in encrypting the multicast service data to said ONU; alter­
natively, after receiving a key request from the ONU, judging 
that the ONU is activated successfully and applies to receive 
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the multicast service data, and then sending the public key 
applied in encrypting the multicast service data to the ONU. 

Said sending unit is also configured to: at the same time 
when sending the public key to the ONU which is activated 
successfully and applies to receive the multicast service data, 5 

send the ONU a bearer channel identification of the bearer 
channel where the multicast service data is encrypted with the 
public key. 

4 
time for a plurality of public keys can be the same or different. 
Alternatively, the OLT can update the public key at anytime if 
needed. 

Said bearer channel is a logical channel of the PON, and it 
can be the general encapsulation model (GEM) channel born 
by the GPON port or the logical link identification (LLID) 
channel of the EPON port, and it is maintained and updated 
by the OLT. 

With the bearer channel encryption mechanism, the 
present invention reduces the complexities of the OLT 
encryption mechanism and the ONU decryption mechanism 
on the premise of guaranteeing the encryption of the multicast 
service. Compared with the multicast service encryption 
mechanism in the prior art, it limits the range affected by 
disclosing the key from the whole network to a certain PON 
port, thus improve the security of the multicast service con­
tent. 

Said management control channel might also be a logical 
10 channel of the PON, such as a physical layeroperationadmin­

istration maintenance (PLOAM) channel or an OMCI chan­
nel in the GPON system, or an extended OAM channel in the 
EPON system. Alternatively, a digital channel can be applied 

15 
to send the public key. 

The OLT can generate a plurality of public keys at the same 
time to encrypt the data in different bearer channels respec­
tively. Preferably, the public keys of the bearer channels at the 
same one PON port might be the same or different, for In addition, since the multicast service data born in the 

PON is transmitted after encrypted, and the key is only sent to 
the users that are activated successfully, the malicious users 
cannot acquire the key, nor the legal users before registration, 
thus it prevents illegal behaviors of the malicious users such 
as stealing the multicast service content, meanwhile, it does 
not affect the legal users normally using the encrypted mul­
ticast service after being activated. 

20 example, a different public key can be set in each bearer 
channel, or the same public key can be used in part of the 
bearer channels. 

When the OLT encrypts the multicast data in a plurality of 
bearer channels, and these bearer channels might send data to 

BRIEF DESCRIPTION OF DRAWINGS 

25 the same ONU, the OLT can send the ONU the bearer channel 
identification of the bearer channel where the multicast ser­
vice data is encrypted with the public key at the same time 
when sending the ONU the public key, that is, sending the 
bearer channel identification of the bearer channel that bears 

The accompanying figures here are used to further illus­
trate the present invention and are a part of the application, 
and the illustrative embodiments of the present invention are 
used to illustrate the present invention rather than limit the 
present invention improperly. In the accompanying figures: 

30 the multicast service data to the ONU so that the ONU can 

FIG. 1 is a flow chart of a first embodiment of the present 35 

invention; 
FIG. 2 is a flow chart of a second embodiment of the 

present invention; 
FIG. 3 is a flow chart of a third embodiment of the present 

invention; 
FIG. 4 is a flow chart of a fourth embodiment of the present 

invention. 

40 

decrypt the data. This does not exclude the case that the ONU 
finds out the bearer channel that uses this public key by 
carrying out decryption one by one. 

The embodiments of the present invention will be illus­
trated in detail in combination with the accompanying fig­
ures. It should be noted that, without confliction, the embodi­
ments in this application and the characteristics of the 
embodiments could be randomly combined. 

The First Embodiment 
The present embodiment is an embodiment of transmitting 

the public key in the GPON system, and the application range 
is the overall GPON physical port, and as shown in FIG.1, the 
procedure comprises: 

PREFERRED EMBODIMENTS OF THE 
PRESENT INVENTION 

Step 110. The OLT generates a public key to be used in the 
45 multicast service; 

The inventive concept of the present invention is that: the 
OLT generates a public key and uses the public key to encrypt 
the multicast service data in the bearer channel and then sends 
the encrypted data, the data in the same one bearer channel is 50 

encrypted with the same public key; said OLT sends the 
public key applied in encrypting the multicast service data to 
the ONU that is activated successfully and applies to receive 
said multicast service data via a management control channel 
(such as the optical network terminal (ONT) management 55 

control interface (OMCI) or the operation administration 
maintenance (OAM)). 

After the ONU acquires the public key, it uses the key to 
decrypt the multicast service data that the ONU applies to 
receive in the bearer channel. 60 

Preferably, the OLT regularly maintains the public key, and 
generates the public key and sets an aging time (with a timer) 
for the public key, and after the aging time arrives, regenerates 
a public key and use the new public key to encrypt the mul­
ticast service data in the bearer channel, and sends the newly 65 

generated public key to the ONU that is activated successfully 
and applies to receive the multicast service data. The aging 

Step 120. The OLT encrypts the multicast data to be sent at 
the PON port and transmits the encrypted data; 

Step 130. The ONU powers on, accesses the GPON, and 
initiates a registration to the OLT and applies for the multicast 
service; 

the specific procedure of registration and multicast service 
application has been defined relevantly in the GPON protocol 
and will be omitted here. 

Step 140. The OLT detects that the ONU is activated suc­
cessfully and applies for multicast service, and sends the 
generated public key to the ONU; 

there is a record in the OLT no matter whether the ONU is 
activated successful or not as well as no matter which kind of 
multicast service the ONU applies for. 

According to its own policy, the OLT sends the public key 
to the ONU after it detects that the ONU successfully applies 
for the multicast service or as long as it detects that the ONU 
applies for the multicast service. 

The OLT can use the PLOAM channel in the GPON pro­
tocol, the OMCI channel or other channel (such as a digital 
channel) to send the multicast public key to the ONU that is 
activated successfully. 
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Step 150. After the ONU receives the public key for mul­
ticast encryption, it carries out decryption on all downlink 
multicast services with this key. 

The Second Embodiment 
The present embodiment is an embodiment of transmitting 5 

the public key and updating the key in the EPON system, and 
the application range is the overall EPON physical port, and 
as shown in FIG. 2, the procedure comprises: 

6 
The Fourth Embodiment 
The present embodiment is an embodiment of transmitting 

the public key in the GPON system, and the application range 
is one GEM chamiel corresponding to a certain multicast 
service in the GPON physical port, and the ONU in this 
embodiment only applies for the multicast service in the first 
GEM channel, and as shown in FIG. 4, the procedure com­
prises: 

Step 210. The OLT generates a public key to be used in the 
multicast service, and sets a timer Tl for this public key; 

the timer is used to control the aging time of the public key. 
Step 220. The OLT encrypts the multicast data to be sent at 

the PON port and transmits the encrypted data; 

Step 410. The OLT generates a multicast public key A to be 
10 used in the first GEM channel and generates a multicast 

public key B to be used in the second GEM channel; 

Step 230. The ONU powers on, accesses the EPON, and 
initiates a registration to the OLT and applies for the multicast 15 

service; 
the specific procedure of registration and multicast service 

application has been defined relevantly in the EPON protocol 
and will be omitted here. 

Step 240. The ONU requests the OLT to send a public key 20 

of multicast service; 
Step 250. After the O LT receives the request of the ONU, if 

Step 420. The OLT uses the public key A to encrypt the 
multicast service data born in the first GEM chamiel and 
transmits the encrypted data, and all the ONU sin this channel 
share the public key A; 

Step 430. The OLT uses the public key B to encrypt the 
multicast service data born in the second GEM chamiel and 
transmits the encrypted data, and all the ONU sin this channel 
share the public key B; 

The executing order of the abovementioned steps 420 and 
430 is not fixed. 

Step 440. The ONU powers on, accesses the GPON, and 
initiates a registration to the OLT and applies for the multicast 

it searches out that the ONU is in the state of successful 
registration and applies for the multicast service, then the 
OLT sends the generated public key to the ONU; 25 service; 

according to its own policy, the OLT sends a public key to 
the ONU after it detects that the ONU successfully applies for 
the multicast service or as long as it detects that the ONU 
applies for the multicast service. 

Step 260. After the ONU receives the public key for mu!- 30 

ticast encryption, it carries out decryption on all downlink 
multicast services with this key. 

Step 270. When the time set in the timer Tl arrives, the OLT 
regenerates a new public key and resets the timer Tl (so as to 
update the key after the time set in the timer Tl arrives again). 35 

Step 450. The OLT detects that the ONU is activated suc­
cessfully and applies to receive the multicast service in the 
first GEM channel, then the OLT sends the public key A and 
the corresponding first GEM channel identification to the 
ONU; 

in other embodiments, the ONU might also actively initiate 
a key request. 

According to its own policy, the OLT might send the public 
key to the ONU after it detects that the ONU successfully 
applies for the multicast service or as long as it detects that the 
ONU applies for the multicast service. When there is anotherONU requesting the OLT to send the 

public key of the multicast service, the OLT sends the newly 
generated public key to the ONU that requests the public key. 
Moreover, the OLT also needs to update the public key for the 
ONU to which the public key has been sent. 

Step 460. After the ONU receives the public key A and the 
corresponding first GEM chamiel identification, it decrypts 
the multicast service data transmitted in the first GEM chan-

40 nel. 
The O LT can use the management control chamiel ( such as 

the extended OAM chamiel) in the EPON system or a digital 
channel to transmit the generated multicast public key to the 
ONU that is activated successfully. 

Since ONUl does not receive the public key B, it cannot 
decrypt the downlink data in the second GEM channel. It can 
be seen that when the same one ONU receives a plurality of 
multicast services that are born in different bearer channels, 

The Third Embodiment 45 the OLT needs to send the ONU the bearer chamiel identifi-
The present embodiment is an embodiment of rejecting a 

malicious user trying to access the service in the GPON 
system, and the application range is the overall GPON physi­
cal port, and as shown in FIG. 3, the procedure comprises: 

Step 310. The OLT generates a public key to be used in the 50 

multicast service; 
Step 320. The OLT encrypts the multicast data to be sent at 

the PON port and transmits the encrypted data; 
Step 330. A malicious user ONU accesses the GPON; 
The malicious user might not initiate a registration after 55 

accessing the GPON, and once it does, the registration must 
be unsuccessful and the malicious user cannot apply for the 
multicast service. 

Step 340: the malicious userONU requests the OLT to send 
the public key of the multicast service; 60 

Step 350: after the OLT receives the request, it searches out 
that the ONU is not activated successfully and rejects to send 
the public key of the multicast. 

Right now, the malicious ONU camiot acquire the public 
key of the multicast, thus it cannot decrypt the multicast 65 

service content, and the operators prevent the malicious users 
from stealing the content. 

cation corresponding to the public key at the same time when 
sending the public key. 

The OLT can use the PLOAM maintenance channel in the 
GPON protocol, the OMCI management chamiel or other 
channel to send the multicast public key to the ONU s that are 
activated successfully. 

One public key can be used in one GEM channel or a 
plurality of GEM chamiels, that is, several GEM chamiels 
share one key. 

The OLT for implementing the abovementioned method 
comprises a key generation unit, an encryption unit and a 
sending unit, wherein: 

said key generation unit is configured to: generate a public 
key; 

said encryption unit is configured to: encrypt the multicast 
service data born in the same one bearer channel with the 
same public key; 

said sending unit is configured to: send the encrypted mul­
ticast service data, and send the public key used in encrypting 
the multicast service data to the ONU that is activated suc­
cessfully and applies to receive the multicast service data via 
the management control channel. 
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Preferably, the device also comprises: 
an aging time setting unit, which is configured to: set an 

aging time for the public key generated by the key generation 
unit, and when the aging time arrives, notifying the key gen­
eration unit to regenerate a public key. 

Said sending unit is also configured to: at the same time 
when sending the public key to the ONU that is activated 
successfully and applies to receive the multicast service data, 
send the ONU the bearer channel identification of the bearer 
channel where the multicast service data is encrypted with the 10 

public key. 
Said sending unit is also configured to: after judging that 

the ONU is activated successfully and applies to receive the 
multicast service data, actively send the public key applied in 
encrypting the multicast service data to said ONU; alterna- 15 

tively, after receiving a key request from the ONU, judge that 
the ONU is activated successfully and applies to receive the 
multicast service data, and then send the ONU the public key 
applied in encrypting the multicast service data. 

It is understood by those skilled in the field that some or all 20 

steps in the above-mentioned method can be implemented by 
instructing the relevant hardware by program, and said pro­
gram can be stored in the computer readable storage media, 
such as read only memory, a magnetic disk or an optical disk. 
Optionally, some or all steps in the abovementioned embodi- 25 

ment can be implemented with one or more integrated cir­
cuits. Correspondingly, each module/unit in the abovemen­
tioned embodiments can be implemented in the form of 
hardware or software function modules. The present inven­
tion is not limited to any combination of hardware and soft- 30 

ware in any special form. 
The above description is the preferred embodiments of the 

present invention rather than restriction of the present inven­
tion, and for those skilled in the field, there are various modi­
fications and variations in the present invention. Without 35 

departing from the spirit and essence of the present invention, 
all these types of modification, equivalent replacement or 
variations should belong to the protection scope of the present 
invention. 
Industrial Applicability 

With the bearer channel encryption mechanism, the 
present invention reduces the complexities of the OLT 
encryption mechanism and the ONU decryption mechanism 

40 

on the premise of ensuring the encryption of the multicast 
service. Compared with the multicast service encryption 45 

mechanism in the prior art, it limits the range affected by 
disclosing the key from the whole network to a certain PON 
port, thus improve the security of the multicast service con­
tent. 

In addition, since the multicast service data born by the 50 

PON is transmitted after encrypted, and the key is only sent to 
the users that are activated successfully, the malicious users 
cannot acquire the key, nor the legal users before the regis­
tration, thus it prevents illegal behaviors of the malicious 
users, such as stealing the multicast service content, and it 55 

does not affect the legal users normally using the encrypted 
multicast service after being activated successfully at the 
same time. 

8 
in the same one bearer channel use a same common key 
to carry out encryption; and 

said OLT sending the common key applied in encrypting 
the multicast service data via a management control 
channel to an optical network unit (ONU) that is acti­
vated successfully and applies to receive said multicast 
service data. 

2. The method of claim 1, further comprising: 
after obtaining the common key, said ONU using said 

common key to decrypt all the multicast service data, 
which the ONU applies to receive, in the bearer channel. 

3. The method of claim 2, further comprising: 
said OLT generating the common key and setting an aging 

time for the common key, and after the aging time 
arrives, it regenerating a new common key, and using the 
new common key to encrypt the multicast service data in 
the bearer channel, and sending the new common key to 
the ONU that is activated successfully and applies for 
the multicast service data. 

4. The method of claim 2, wherein: 
in the step of said OLT sending the common key to the 

ONU that is activated successfully and applies to receive 
said multicast service data, said OLT also sends the 
ONU a bearer channel identification of the bearer chan-
nel where all multicast service data are encrypted with 
the common key. 

5. The method of claim 1, further comprising: 
said OLT generating the common key and setting an aging 

time for the common key, and after the aging time 
arrives, it regenerating a new common key, and using the 
new common key to encrypt the multicast service data in 
the bearer channel, and sending the new common key to 
the ONU that is activated successfully and applies for 
the multicast service data. 

6. The method of claim 1, wherein: 
the step of said OLT sending the common key applied in 

encrypting the multicast service data to the ONU that is 
activated successfully and applies to receive said multi­
cast service data comprises: 

the OLT judging that the ONU is activated successfully and 
applies to receive the multicast service data, and actively 
sending the common key applied in encrypting the mul­
ticast service data to said ONU; or 

the ONU sending a key request to the OLT, and said OLT 
detecting that the ONU is activated successfully and 
applies to receive the multicast service data, then the 
OLT sending the common key applied in encrypting said 
multicast service data to the ONU. 

7. The method of claim 1, wherein: 
the multicast service data in different bearer channels use 

different common keys or the same common key. 
8. The method of claim 1, wherein: 
in the step of said OLT sending the common key to the 

ONU that is activated successfully and applies to receive 
said multicast service data, said OLT also sends the 
ONU a bearer channel identification of the bearer chan-
nel where all multicast service data are encrypted with 
the common key. 

What is claimed is: 
1. A method for encrypting multicast service in a passive 

optical network system, the method comprising: 

9. A device for encrypting multicast service in a passive 
60 optical network system, and the device comprising a key 

generation unit, an encryption unit and a sending unit, 
wherein: 

an optical line terminal (OLT) generating a common key, 
and using the common key to encrypt multicast service 
data of all different multicast services in a same bearer 65 

channel and then sending encrypted data, wherein the 
multicast service data of all different multicast services 

said key generation unit is configured to: generate a com­
mon key; 

said encryption unit is configured to: encrypt multicast 
service data of all different multicast services born in a 
same one bearer channel with a same common key; 
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said sending unit is configured to: send the encrypted mul­
ticast service data, and send the common key applied in 
encrypting the multicast service data via a management 
control channel to an optical network unit (ONU) that is 
activated successfully and applies to receive the multi­
cast service data. 

10. The device of claim 9, wherein, 
said device also comprises an aging time setting unit, and 

said aging time setting unit is configured to: set an aging 
time for the common key, and when the aging time 10 

arrives, notifying said key generation unit to regenerate 
a common key. 

11. The device of claim 9, wherein: 
said sending unit is configured to apply following methods 

to send the common key applied in encrypting the mu!- 15 

ticast service data to the ONU that is activated success­
fully and applies to receive the multicast service data: 
after judging that the ONU is activated successfully and 
applies to receive the multicast service data, actively 
sending the common key applied in encrypting the mu!-

10 
ticast service data to said ONU; or, after receiving a key 
request from the ONU,judging that the ONU is activated 
successfully and applies to receive the multicast service 
data, and then sending the common key applied in 
encrypting the multicast service data to the ONU. 

12. The device of claim 9, wherein, 
said sending unit is also configured to: send the common 

key to the ONU which is activated successfully and 
applies to receive the multicast service data, and also 
send the ONU a bearer channel identification of the 
bearer channel where all multicast service data are 
encrypted with the common key. 

13. The device of claim 11, wherein, 
said sending unit is also configured to: send the common 

key to the ONU which is activated successfully and 
applies to receive the multicast service data, and also 
send the ONU a bearer channel identification of the 
bearer channel where all multicast service data are 
encrypted with the common key. 

* * * * * 
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