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PORTABLE RADIO DEVICE HAVING
EMERGENCY NOTIFYING FUNCTION,
EMERGENCY NOTIFICATION APPARATUS,
AND EMERGENCY NOTIFICATION SYSTEM

TECHNICAL FIELD

[0001] The present invention relates to a portable radio
device having an emergency notifying function, an emer-
gency notification apparatus, and an emergency notification
system. More particularly, the invention relates to a portable
radio device, an emergency notification apparatus, and an
emergency notification system, which make it possible to
notify quickly and easily a state of emergency such as a crime,
accident, and disaster to desired persons or institutions using
a function (i.e., GPS receiving function) of receiving the radio
wave emitted from a GPS (Global Positioning System) satel-
lite and a function of picking up images with digital cameras
or the like, and which are effective to crime prevention.
[0002] Here, the wording “portable radio device” has a
meaning of a portable device capable of speech communica-
tion and/or data transmission by radio, which includes vari-
ous types of portable radio devices, such as portable tele-
phones, PHS (Personal Handyphone System) telephones,
portable communication devices, PDAs (Personal Digital
Assistants), portable-type computers, portable-type data ter-
minals, automobile telephones, marine radio, and aviation
radio.

BACKGROUND ART

[0003] Conventionally, portable telephones connectable to
the Internet and digital cameras for picking up images of
objects and recording them in the form of digital data have
already been extensively popularized. Moreover, recently,
portable telephones with the Internet connecting function,
electronic mail transmitting/receiving function, and digital
camera function have been developed and placed on the mar-
ket, and are now being popularized. As a result, transmission
of'image data obtained by an incorporated digital camera into
a portable telephone or a stand-alone digital camera to a
desired information terminal (e.g., a portable telephone, per-
sonal computer, or PDA) by way of the Internet has become
comparatively easy. Furthermore, PDAs having the GPS
receiving function incorporated therein or the like have come
onto the market also.

[0004] On the other hand, recently, in our country also,
crimes such as robbery, stoking, and kidnapping have often
occurred and thus, there is the need for crime prevention
systems that cope with these crimes. Taking such the circum-
stances as above into consideration, conventionally, various
types of crime prevention apparatuses/systems and crime
notification apparatuses/systems which utilize portable tele-
phones each having a built-in digital camera function have
been proposed.

[0005] For example, Patent Document 1 discloses a por-
table telephone which comprises image signal processing
means for capturing image data from the camera section and
processing the image data, memory means for storing the
image data, image comparing means for comparing the image
data thus obtained. Moreover, Patent Document 1 further
discloses a crime prevention apparatus (crime prevention sys-
tem) wherein a monitoring camera for photographing a moni-
toring area is installed, and image information obtained by the
monitoring camera or judgment information based on the
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image information is transmitted to a monitor side, charac-
terizing in that the above-identified portable telephone is used
as the monitoring camera. With this crime prevention appa-
ratus (crime prevention system), crimes can be prevented or
notified by transmitting the images of the monitoring area
photographed with the portable telephone to the monitor side.
As a result, a highly reliable crime prevention apparatus is
obtainable extremely easily at low cost.

[0006] Patent Document 2 discloses a crime prevention
apparatus as follows. When a sensor section installed in a
home detects a housebreaker, a controller section dials auto-
matically a predetermined telephone number of a next-gen-
eration type portable telephone (which is connectable to the
Internet and which is able to reproduce moving images) with
an automatic dialing device, thereby transmitting a telephone
warning to the next-generation type portable telephone pos-
sessed by an owner of the home by way of telephone lines.
The owner of the home acquires moving images from a cam-
era section, which are delivered by the controller section, by
way of the Internet with the next-generation type portable
telephone. Then, the owner judges the presence or absence of
ahousebreaker from the moving images thus acquired. When
the owner judges that a housebreaker is present, he or she
gives a telephone notification to the police or a private secu-
rity company by using the next-generation type portable tele-
phone. With this crime prevention apparatus, a housebreaker
into someone’s home can be surely detected from a remote
place and false reports can be reduced, thereby raising the
reliability of the apparatus.

[0007] Patent Document 3 discloses a vehicle-mounted
crime prevention apparatus comprising an interface section
for making communication with a portable telephone having
a built-in digital camera, a trigger signal inputting section for
inputting a value of a door open/close switch, an illumination
control means for controlling a turn-on time of an illumina-
tion device for illuminating the inside of a car, a shutter
control means for outputting an ON signal of a shutter of the
digital camera to the portable telephone, and an image data
transmission instruction means for instructing the portable
telephone to transmit image data of photograph of a face.
Patent Document 3 further discloses a vehicle-mounted crime
prevention system comprising a portable telephone with a
built-in digital camera for making a photograph of a passen-
ger’s face and for making communication with the outside, a
car, a vehicle-mounted crime prevention apparatus for con-
trolling the photographing of the passenger’s face, an illumi-
nation device for illuminating the inside of the car, a door
open/close switch for rear riding doors, an emergency switch,
a fare mater, an emergency indicator light for notifying a state
ofemergency to the outside in synchronization with the emer-
gency switch, an image management server device for receiv-
ing and storing image data from the crime prevention appa-
ratus, and a public telephone network.

[0008] Withthe vehicle-mounted crime prevention appara-
tus and system, an inexpensive crime prevention system can
be provided.

[0009] Patent Document 1: Japanese Non-Examined Patent
Publication No. 2002-152341

[0010] Patent Document 2: Japanese Non-Examined Patent
Publication No. 2003-319094

[0011] Patent Document 3: Japanese Non-Examined Patent
Publication No. 2002-342860
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DISCLOSURE OF THE INVENTION
Problems to be Solved by the Invention

[0012] By the way, when a person encounters a crime such
as robbery, stoking, and kidnapping, it is preferred that the
fact that the person has encountered a crime or is in a danger-
ous state is notified quickly to his/her family and/or acquain-
tances, the police, a private security company and so on. In
addition, it is very convenient if the information about the
place of the crime, the appearance of the criminal or the like
can be notified together at that time. This is because accurate
investigation can be performed on the basis of such the infor-
mation and as a result, there is a high possibility that the
criminal is arrested quickly. Moreover, to make the notifica-
tion accurately at the scene of the crime, the operation nec-
essary for the notification must be very simple. However, the
above-described prior-art crime prevention apparatuses or
systems are unable to fulfill such the requirements.

[0013] Specifically, with the prior-art crime prevention
apparatus disclosed in Patent Document 1, the image data is
created by the portable telephone and stored therein and then,
they are merely transmitted to the monitor side. Therefore, the
use in an emergency such as the scene where the owner (user)
of the portable telephone encounters a crime is not consid-
ered.

[0014] With the prior-art crime prevention apparatus dis-
closed in Patent Document 2, when a housebreaker is
detected, the predetermined telephone number of the next-
generation type portable telephone is dialed automatically
and a telephone warning is transmitted to the next-generation
type portable telephone which the owner of the house pos-
sesses by way of telephone lines. The owner acquires the
moving images from the camera section at the next-genera-
tion type portable telephone and judges the presence or
absence of a housebreaker. Therefore, with this apparatus
also, the use in an emergency such as the scene where the
owner (user) of the portable telephone encounters a crime is
not considered.

[0015] With the prior-art vehicle-mounted crime preven-
tion apparatus disclosed in Patent Document 3, it is config-
ured in such a way that the image data of the photograph of'a
face obtained by photographing is transmitted to the portable
telephone. However, not only this apparatus is of the vehicle-
mounted type but also the portable telephone merely receives
the image data. Therefore, with this apparatus also, the use in
an emergency such as the scene where the owner (user) of the
portable telephone encounters a crime is not considered.
[0016] With the prior-art vehicle-mounted crime preven-
tion system disclosed in Patent Document 3, the photograph
of'a passenger’s face photographed by the portable telephone
is stored in the image management server device. Thus, even
if a crime actually occurs and the criminal destroys the
vehicle-mounted crime prevention apparatus, effective evi-
dence that may be used as a montage picture can be provided.
However, the portable telephone merely receives the image
data. Therefore, the above explanation about the prior-art
vehicle-mounted crime prevention apparatus of Patent Docu-
ment 3 is applicable to this system.

[0017] Inaddition, considering the situations where people
encountered crimes, it is often that some sign or foretaste
appears before a crime, although a person may encounter a
crime without any signs and foretastes, such as the case that a
man who wantonly knifes a passer-by. For example, with a
stoking crime, a sufferer is followed by a suspicious man,
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mischievous calls are made many times, and so on. Even if
there seems to be a high possibility that a person is implicated
in a crime in the near future based on such the sign or foretaste
as shown above, the police is unable to start its investigation
activities before a crime occurs due to the nature of the police.
Therefore, even if a concerned party senses some kind of
danger and complains about his/her real picture and the dan-
ger to the police to demand police protection, it is usual that
the police do not give their concrete protection activity to the
party. For this reason, the words of condemnation or compas-
sion that the crime might have been prevented if the police
had coped with the complaint of the party, or the injury might
have been suppressed even if the crime had not been pre-
vented, may be sent to the police after a crime occurred.
[0018] In these cases, it is convenient for the concerned
party and beneficial for the crime prevention that the infor-
mation about the place where the he/she was followed by the
suspicious man and the information about the picture and
voice of the man who has been suspected as the stoker can be
acquired and stored. This is because most of such the infor-
mation as above is likely to contain the information leading to
the criminal and therefore, it seems that influential evidence is
able to be given to the investigation (arrest of the criminal)
after a criminal occurred.

[0019] The above-described difficulties and demands are
applicable in not only the cases where people encounter
crimes but also the cases where people encounters accidents
(e.g., traffic accident) or disasters (e.g., fire)

[0020] The present invention was created in consideration
of the above-described difficulties and demands. An object of
the invention is to provide a portable radio device, an emer-
gency notification apparatus, and an emergency notification
system that make it possible to notify quickly and surely the
concerned persons and the related organs of a person who
encounters a crime, accident or disaster (e.g., his/her family
and/or acquaintances, the police, a private security company,
a firehouse and so on) that the said person is in a dangerous
state (a state of emergency) with a simple operation.

[0021] Another object of the present invention is to provide
a portable radio device, an emergency notification apparatus,
and an emergency notification system that contribute to quick
arrest of a criminal and quick diagnosis of the cause when a
person who encounters a crime, accident or disaster, by
acquiring useful information for the investigation of the
crime, accident or disaster.

[0022] Still another object of the present invention is to
provide a portable radio device, an emergency notification
apparatus, and an emergency notification system that enable
a person who senses a danger that he/she will encounter a
crime, accident or disaster to acquire and store the informa-
tion that seems to be useful for the investigation of the crime,
accident or disaster before he/she encounters it, and to utilize
the said information for quick arrest of the criminal (solution
of the case) and/or quick diagnosis of the cause if the person
encounters it later.

[0023] The other objects not specifically mentioned here
will become clear from the following description and
attached drawings.

Means for Solving the Problems

[0024] (1) A portable radio device according to the present
invention comprises:

[0025] emergency operation starting means provided to be
operable by a user in an emergency;
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[0026] date and time data generating means for generating
date and time data;

[0027] position measuring means for measuring a position
of the portable radio device to generate position data;

[0028] photographing means for photographing an object
to generate image data;

[0029] emergency processing means for performing a pre-
determined emergency notification process when the emer-
gency operation starting means is operated, thereby generat-
ing emergency notification data; and

[0030] communication means for transmitting by radio the
emergency notification data toward an external emergency
notification apparatus along with a predetermined emergency
notification signal;

[0031] wherein the emergency notification process com-
prises a step of generating date and time data indicating a date
and time when the emergency operation starting means is
operated by the date and time data generating means, a step of
generating position data by measuring a position of the device
when the emergency operation starting means is operated by
the position measuring means, a step of generating image data
by photographing an object by the photographing means
when the emergency operation starting means is operated,
and a step of generating the emergency notification data by
adding a predetermined identification data of the device to the
date

[0032] and time data, the position data, and the image data;
and wherein the emergency notification signal is a signal that
instructs the emergency notification apparatus to make a noti-
fication that an owner of the device is in a state of emergency
to predetermined contact addresses.

(2) With the portable radio device according to the present
invention, the emergency operation starting means operable
by the user of the device in an emergency is provided, and
when the emergency operation starting means is operated, the
emergency processing means performs the predetermined
emergency notification process to thereby generate the emer-
gency notification data. Thus, if the said user operates the
emergency operation starting means, the predetermined
emergency notification process is immediately performed to
generate the emergency notification data.

[0033] Moreover, the emergency notification process com-
prises the step of generating the date and time data indicating
the date and time when the emergency operation starting
means is operated by the date and time data generating means,
the step of generating the position data by measuring the
position of the device when the emergency operation starting
means is operated by the position measuring means, the step
of generating the image data by photographing the object by
the photographing means when the emergency operation
starting means is operated, and the step of generating the
emergency notification data by adding the predetermined
identification data to the date and time data, the position data,
and the image data thus generated. Therefore, the emergency
notification data contains the date and time data, the position
data, and the image data, when the emergency operation
starting means is operated. Then, the emergency notification
data thus generated is transmitted by radio toward the external
emergency notification apparatus along with the emergency
notification signal that instructs the external emergency noti-
fication apparatus to make the notification that the owner of
the device is in a state of emergency to the predetermined
contact addresses.
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[0034] For this reason, the date and time data, the position
data, and the image data are delivered quickly and automati-
cally to the external emergency notification apparatus by
simply operating the emergency operation starting means by
the user of the said portable radio device. Thereafter, the fact
that the user of the device is in a state of emergency is notified
to the predetermined contact addresses by the emergency
notification apparatus.

[0035] Accordingly, if desired addresses to which an emer-
gency notification is delivered are registered as the “contact
addresses” in advance, when a person (i.e., the user of the said
portable radio device) encounters a crime, accident or disas-
ter, the fact that the person is in a dangerous state (a state of
emergency) can be quickly and surely notified to the con-
cerned persons and the related organs of the said person, such
as his/her family and/or acquaintances, the police, a private
security company, a firechouse and so on, with a simple opera-
tion.

[0036] Moreover, the date and time data, the position data,
and the image data when the emergency operation starting
means is operated are transmitted automatically to the emer-
gency notification apparatus from the device along with the
identification data of the device. Therefore, even if the por-
table radio device is abandoned or destroyed by the evidence
destruction activities or is missing due to an incidental factor,
the concerned persons and/or the related organs such as the
police, a firehouse, and an accident investigation agency
acquire surely the date and time data, the position data, and
the image data that are effective for the investigation for the
crime, accident or disaster. Accordingly, when a person
encounters a crime, accident or disaster, quick arrest of the
criminal and quick diagnosis of the cause can be expected by
acquiring the information that are effective for the investiga-
tion for the crime, accident or disaster.

[0037] Furthermore, the portable radio device comprises
the date and time data generating means, the position mea-
suring means, and the photographing means. Therefore, even
if the emergency operation starting means is not operated, the
date and time data, the position data, and the image data can
be generated according to the necessity and at the same time,
the data thus generated may be transmitted toward the emer-
gency notification apparatus along with the identification data
of the device by the communication means. Accordingly,
when the person (i.e., the user of the device) senses a danger
that he/she will encounter a crime, accident or disaster, he/she
can acquire the information that seems to be useful for the
investigation of the crime, accident or disaster before he/she
encounters it and can store the information thus acquired in
the emergency notification apparatus. In addition, if the per-
son encounters it later, the concerned persons and the related
organs such as the police, a firehouse, and an accident inves-
tigation agency can utilize the stored information for quick
arrest of the criminal (solution of the case) and/or quick
diagnosis of the cause.

(3) With the portable radio device according to the present
invention, the “emergency operation starting means” may
have any configuration if the user of the device can operate it
in a state of emergency. However, it is preferred that the
emergency operation starting means is in the form of button or
switch formed in such a way as to be exposed (or protruded)
to the outside of the device. As such the switch, a mechanical
switch designed to be mechanically turned on and off, or a
touch switch designed to be turned on or off by a touch of a

IPR2024-01300 Page 00015



US 2008/0132199 A1

finger onto a predetermined position (which is often provided
in the display screen of the device or on the outer surface
thereof) may be used.

[0038] As the “date and time data generating means”, any
means (which may be hardware or software or the combina-
tion of hardware and software) may be used if it can generate
data that indicates a date and time.

[0039] Typically, a known circuit or electronic device that
receives radio wave emitted from a GPS satellite and mea-
sures the position thereof is conveniently used as the “posi-
tion measuring means”. However, the position measuring
means is not limited to this. The position measuring means
may have any configuration (which may be hardware or soft-
ware or the combination of hardware and software) if it can
generate the position data by measuring the position of the
portable radio device.

[0040] As the “photographing means”, typically, a known
digital camera built in a portable telephone may be conve-
niently used. However, the photographing means is not lim-
ited to this. The photographing means may have any configu-
ration (which may be hardware or software or the
combination of hardware and software) if it can generate the
image data by photographing an object.

[0041] Tt is sufficient that the “emergency processing
means” performs a predetermined emergency notification
process to generate the emergency notification data when the
emergency operation starting means is operated. Since the
emergency notification process includes the above-described
steps, it may be presumed that the emergency processing
means is easily realized with software. However, the emer-
gency processing means is not limited to this. The emergency
processing means may be realized with hardware or the com-
bination of hardware and software.

[0042] As the “communication means”, any configuration
(which may be hardware or software or the combination of
hardware and software) may be used if it can transmit by radio
the emergency notification data toward the external emer-
gency notification apparatus along with the predetermined
emergency notification signal. Typically, known radio com-
munication device or known software for radio communica-
tion may be used for the communication means.

[0043] As the “emergency notification signal”, any signal
may be used if it instructs the emergency notification appa-
ratus to make a notification that the owner of the portable
radio device is in a state of emergency to the predetermined
contact addresses. For example, the emergency notification
signal can be easily realized by defining a specific code as the
“emergency notification signal” in advance and by transmit-
ting the said code along with the emergency notification data.
(4) In a preferred embodiment of the portable radio device
according to the present invention, a sound collecting micro-
phone, and a sound processing means for processing sound
collected by the microphone to generate sound data are fur-
ther provided, wherein when the emergency operation start-
ing means is operated, sound is collected by the microphone
and sound data is generated, and wherein the sound data is
included in the emergency notification data. In this case, since
the sound data from the neighborhood of the portable radio
device at which the emergency operation starting means is
operated are further obtained, the quantity of the information
available for the investigation of the crime, accident or disas-
ter is increased. As a result, there is an additional advantage
that the expectation for quick arrest of the criminal and quick
diagnosis of the cause becomes higher.
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[0044] In another preferred embodiment of the portable
radio device according to the present invention, a sound col-
lecting microphone, and a sound processing means for pro-
cessing sound collected by the microphone to generate sound
data are further provided, wherein the sound processing
means performs voice or speech recognition using the sound
data to judge whether the emergency notification process is
necessary or not, and wherein if the sound processing means
judges that the emergency notification process is necessary,
the sound processing means causes the emergency processing
means to perform the emergency notification process. In this
case, there is an additional advantage that emergency notifi-
cation is surely performed even if the user of the portable
radio device is unable to operate the emergency operation
starting means despite the user being in a dangerous situation.
[0045] In still another preferred embodiment of the por-
table radio device according to the present invention, contact
address storing means for storing contact address data indi-
cating the contact addresses is further provided, wherein in
the emergency notification process, the contact address data
stored in the contact address storing means is read out and
then, included in the emergency notification data. In this case,
there is an additional advantage that emergency notification
can be performed to desired contact addresses even if the
contact addresses are not designated in the emergency noti-
fication apparatus in advance.

[0046] In a further preferred embodiment of the portable
radio device according to the present invention, the contact
address data indicating the contact addresses is not included
in the emergency notification data. In this case, the contact
address data is stored in the emergency notification apparatus,
and the notification is carried out by reading out the contact
address data from the emergency notification apparatus. As a
result, there is an additional advantage that communication
speed is raised and communication error is decreased because
the total quantity of the emergency notification data is
decreased.

[0047] 1In a still further preferred embodiment of the por-
table radio device according to the present invention, the
emergency processing section has a function of generating an
accumulation data by adding the identification data of the
portable radio device to the date and time data generated by
the date and time data generating means, the position data
generated by the position measuring means, and the image
data generated by the photographing means, and of transmit-
ting the accumulation data thus generated toward the emer-
gency notification apparatus by the communication means. In
this case, when the user of the portable radio device senses a
danger that he/she will encounter some crime, accident or
disaster, he/she can photographs an object by the photograph-
ing means to generate image data before encountering with it
and then, links the image data thus generated with the date and
time data and the position data obtained at the time of photo-
graphing, thereby generating the accumulation data. As a
result, there is an additional advantage that the said user can
acquire the information that seems to be useful for the inves-
tigation of the crime, accident or disaster and store the infor-
mation thus acquired in the emergency notification apparatus,
which is realizable without providing dedicated means sepa-
rately.

[0048] In a still further preferred embodiment of the por-
table radio device according to the present invention, the
communication means transmits the emergency notification
data and the emergency notification signal toward the emer-
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gency notification apparatus by way of a plurality of paths. In
this case, since the situation (transmission error) where the
emergency notification apparatus is unable to receive the
emergency notification data and the emergency notification
signal is difficult to occur, there is an additional advantage
that the certainty that the notification is performed by the
emergency notification apparatus raised furthermore.

(5) An emergency notification apparatus according to the
present invention, which is designed to receive and store
emergency notification data transmitted from outside and to
receive an emergency notification signal transmitted with the
emergency notification data and perform a predetermined
emergency notification process, comprises:

[0049] authentication means for judging whether a sender
of the emergency notification data is an authorized person or
not by extracting identification data from the emergency noti-
fication data and verifying the identification data thus
extracted;

[0050] signal detection means for judging whether the
emergency notification signal is received or not along with the
emergency notification data;

[0051] database management means for extracting, from
the emergency notification data, date and time data, and posi-
tion data and image data linked with the date and time data,
and for storing the date and time data, the position data, and
the image data thus extracted in a database in such a way as to
have a relation with the identification data; and

[0052] notification means for performing a notification that
the sender of the emergency notification data is in a state of
emergency to predetermined contact addresses by perform-
ing the emergency notification process when the signal detec-
tion means judges the emergency notification signal is
received.

(6) With the emergency notification apparatus according to
the present invention, after receiving the emergency notifica-
tion data transmitted from the outside, the identification data
is extracted from the emergency notification data thus
received and verified it by the authentication means, thereby
judging whether the sender of the emergency notification data
is an authorized person for the use of the emergency notifi-
cation apparatus or not. As a result, if it is judged that the
sender is an authorized person, the date and time data, and the
position data and the image data linked with the date and time
data are extracted from the emergency notification data and
then, the date and time data, the position data, and the image
data thus extracted are stored in the database in such a way as
to have the relation with the identification data by the data-
base management means.

[0053] On the other hand, whether the emergency notifica-
tion signal is received or not along with the emergency noti-
fication data is judged by the signal detection means. As a
result, if it is judged that the emergency notification signal is
received, the predetermined emergency notification process
is performed by the notification means. Thus, a notification
that the sender of the emergency notification data is in a state
of emergency is performed to the predetermined contact
addresses

[0054] Ifitis judged that the emergency notification signal
is not received by the signal detection means, the emergency
notification process is not performed. In this case, it is pre-
ferred that the date and time data, the position data, and the
image data are extracted from the emergency notification data
and then, the date and time data, the position data, the and
image data thus extracted are stored in the database in such a
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way as to have the relation with the identification data by the
database management means. However, such the data storing
operation may be cancelled.

(7) With the emergency notification apparatus according to
the present invention, it is sufficient that the “emergency
notification data” includes the identification data for judging
whether the sender of the emergency notification data is the
authorized person for the use of the said apparatus or not, the
date and time data that indicates the date and time at which the
state of emergency has occurred to the sender, and the posi-
tion and image data linked with the date and time data.

[0055] As the “emergency notification signal”, any signal
may be used if it instructs that a notification that the sender of
the emergency notification signal is in a state of emergency is
performed to predetermined contact addresses. For example,
the “emergency notification signal” can be easily realized by
defining a specific code as the “emergency notification sig-
nal” in advance and by receiving the said code along with the
emergency notification data.

[0056] As the “emergency notification process”, any pro-
cess may be used if it can make a notification that the sender
of the emergency notification data is in a state of emergency
is performed to predetermined contact addresses. For
example, a process of sending a predetermined message
orally or by documents or by text data to previously desig-
nated telephone numbers, facsimile numbers, electronic mail
addresses and so on may be used for this purpose.

[0057] It is sufficient that the “authentication means” can
judge whether the sender of the emergency notification data is
the authorized person for the use of the emergency notifica-
tion apparatus or not by extracting the identification data from
the emergency notification data and verifying the identifica-
tion data thus extracted. If it satisfies this condition, the
authentication means may be realized by hardware or the
combination of hardware and software.

[0058] Typically, the authentication means may be realized
by software. For example, the authentication means may be
realized easily by designating a specific code as the “identi-
fication data” in advance and examining whether the said
codeis included in the emergency notification data or not with
software.

[0059] Itis sufficient that the “signal detection means” can
judge whether the emergency notification signal is received
or not along with the emergency notification data. If it satis-
fies this condition, the signal detection means may be realized
by hardware or the combination of hardware and software.
Typically, the signal detection means may be realized by
software. For example, the signal detection means may be
realized easily by designating a specific code as the “emer-
gency notification signal” in advance and examining whether
the said code is received or not by software.

[0060] It is sufficient that the “database management
means” can extracts the date and time data, and the position
data and image data linked with the date and time data from
the emergency notification data, and can store the date and
time data, the position data, and the image data thus extracted
in the database in such a way as to have a relation with the
identification data. If it satisfies this condition, the database
management means may be realized by hardware, software,
or the combination of hardware and software. Typically, the
database management means may be easily realized by com-
bining a known database management software with a known
computer.
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[0061] It is sufficient that the “notification means” per-
forms a notification that the sender of the emergency notifi-
cation data is in a state of emergency to the predetermined
contact addresses by performing the emergency notification
process. If it satisfies this condition, the notification means
may be realized by hardware, software, or the combination of
hardware and software. For example, when telephone or fac-
simile numbers are designated as the contact addresses, a
predetermined message can be transmitted to the contact
addresses orally or by document by a known communication
software. When electronic addresses are designated as the
contact addresses, a predetermined message can be transmit-
ted in the form of text data to the contact addresses if aknown
mail server and other electronic mail management software is
used.

(8) In a preferred embodiment of the emergency notification
apparatus according to the present invention, the emergency
notification data includes sound data. In this case, since the
sound data is obtained in addition to the date and time data,
the position data, and the image data, the quantity of the
information available for investigation of the crime, accident
or disaster is increased. As a result, there is an additional
advantage that the expectation for quick arrest of the criminal
and quick diagnosis of the cause becomes higher.

[0062] In another preferred embodiment of the emergency
notification apparatus according to the present invention, the
emergency notification data includes contact address data
indicating the contact addresses. In this case, there is an
additional advantage that emergency notification to desired
contact addresses can be performed without designating the
contact addresses in the said apparatus in advance.

[0063] In still another preferred embodiment of the emer-
gency notification apparatus according to the present inven-
tion, the contact address data indicating the contact addresses
is stored in the database in such a way as to have a relation
with the identification data, and the notification is performed
after reading out the contact address data from the database.
In this case, there is an additional advantage that communi-
cation speed is raised and communication error is decreased
because the total quantity of the emergency notification data
is decreased

[0064] Ina further preferred embodiment of the emergency
notification apparatus according to the present invention,
when it is judged by the signal detection means that the
emergency notification signal is received, a callback is per-
formed to the sender of the emergency notification data. In
this case, there is an additional advantage that if the sender of
the emergency notification data is in a state where he/she can
make a response, the situation can be confirmed on the spot,
and that if no response is received from the sender of the
emergency notification data, it may be presumed that the
sender of the emergency notification data is in a situation
where he/she is unable to make a response.

[0065] In a still further preferred embodiment of the emer-
gency notification apparatus according to the present inven-
tion, when a predetermined period passes from a time when
the date and time data, the position data, and the image data
extracted from the emergency notification data are stored in
the database in such a way as to have the relation with the
identification data, the database management means elimi-
nates from the database the date and time data, the position
data, and the image data thus extracted and moves them to a
data storage file. In this case, there is an additional advantage
that the total quantity of the stored data in the database is
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decreased and the retrieval speed is improved. On the other
hand, since the data thus eliminated from the database is
stored in the data storage file, the said data can be utilized by
retrieving the data storage file when they are required in the
future.

(9) An emergency notification system according to the
present invention comprises the above-described portable
radio device according to the invention and the above-de-
scribed emergency notification apparatus according to the
invention.

ADVANTAGEOUS EFFECTS OF THE INVENTION

[0066] With the portable radio device, the emergency noti-
fication apparatus, and the emergency notification system
according to the present invention, when a person encounters
a crime, accident or disaster, the concerned persons and/or the
related organs of the said person such as his/her family and/or
acquaintances, the police, a private security company, and a
firehouse can be notified quickly and surely that the said
person is in a dangerous state (a state of emergency) with a
simple operation. Moreover, when a person encounters a
crime, accident or disaster, the information that are useful for
the investigation of the crime, accident or disaster can be
acquired to thereby give contribution to quick arrest of the
criminal and/or quick diagnosis of the cause. Furthermore,
when a person senses a danger that he/she will encounter a
crime, accident or disaster, the information that seems to be
useful for the investigation of the crime, accident or disaster
can be acquired and stored before he/she encounters it, and
the information thus stored can be used for quick arrest of'the
criminal (solution of the case) and/or quick diagnosis of the
cause if the person encounters it later.

BRIEF DESCRIPTION OF THE DRAWINGS

[0067] FIG.1isaconceptual diagram showing the configu-
ration of an emergency notification system according to a first
embodiment of the invention.

[0068] FIG. 2 is a view showing the appearance of a por-
table radio device used in the emergency notification system
according to the first embodiment of the invention.

[0069] FIG. 3 is a functional block diagram showing the
internal structure of the portable radio device used in the
emergency notification system according to the first embodi-
ment of the invention.

[0070] FIG. 4 is an explanatory diagram showing the pro-
cessing status of the respective data, signals, and messages
used in the emergency notification system according to the
first embodiment of the invention.

[0071] FIG. 5 is a functional block diagram showing the
internal structure of the emergency notification system
according to the first embodiment of the invention and the
emergency notification apparatus used in the said system.
[0072] FIG. 6 is a flowchart showing the operation of the
portable radio device used in the emergency notification sys-
tem according to the first embodiment of the invention.
[0073] FIG. 7 is a flowchart showing the operation of the
emergency notification apparatus used in the emergency noti-
fication system according to the first embodiment of the
invention.

[0074] FIG. 8 is an explanatory diagram showing the pro-
cessing status of the respective data, signals, and messages
used in the emergency notification system according to the
first embodiment of the invention.
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[0075] FIG. 9 is an explanatory diagram showing an
example of the emergency notification file and the authenti-
cation data used in the emergency notification system accord-
ing to the first embodiment of the invention.

[0076] FIG. 10 is a view showing the appearance of a por-
table radio device used in an emergency notification system
according to a second embodiment of the invention.

[0077] FIG. 11 is a view showing the appearance of a por-
table radio device used in an emergency notification system
according to a third embodiment of the invention.

DESCRIPTION OF THE REFERENCE SYMBOLS

[0078] 10,10',10A, 10B portable radio device
[0079] 11 body

[0080] 12 screen

[0081] 13 antenna

[0082] 14 operation button

[0083] 15 emergency button

[0084] 16 GPS activation button

[0085] 17 microphone

[0086] 18 camera standby button

[0087] 19 shutter

[0088] 20 cancellation button

[0089] 21 camera lens

[0090] 31 clock section

[0091] 32 digital camera section

[0092] 33 display section

[0093] 34 current position measuring section
[0094] 35 position data storing section
[0095] 36 contact address data storing section
[0096] 37 image data storing section
[0097] 38 image processing section

[0098] 39 communication section

[0099] 40 sound processing section

[0100] 41 control section

[0101] 42 sound data storing section
[0102] 43 emergency processing section
[0103] 50, 50A, 50B base station

[0104] 60 Internet

[0105] 70 emergency notification apparatus
[0106] 80 GPS satellite

[0107] 101 firewall

[0108] 102 remote access server (RAS)
[0109] 103 router

[0110] 104 authentication server

[0111] 105 authentication database

[0112] 106 database server

[0113] 107 notification data storing database
[0114] 108 mail server

[0115] 109 computer

[0116] 110 data storage file

[0117] 200 public telephone line

[0118] 201 portable radio device

[0119] 202 fixed telephone

[0120] 203 facsimile

[0121] 204 computer

[0122] C image of a criminal

[0123] M map

[0124] P pointer
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BEST MODE FOR CARRYING OUT THE
INVENTION

[0125] Preferred embodiments of the present invention will
be described in detail below while referring to the drawings
attached.

Entire Configuration of Emergency Notification
System According to First Embodiment

[0126] FIG.1isaconceptual diagram showing the configu-
ration of an emergency notification system using a portable
radio device according to a first embodiment of the invention,
FIG. 2 is a view showing the appearance of the portable radio
device, and FIG. 3 is a functional block diagram showing the
internal structure of the portable radio device.

[0127] As shown in FIG. 1, the emergency notification
system according to the first embodiment of the invention
comprises a portable radio device 10, and an emergency
notification apparatus 70 installed in the building of a private
security company.

[0128] When an emergency notification signal and an
emergency notification file are transmitted from the portable
radio device 10, the emergency notification signal and the
emergency notification file are delivered to the emergency
notification apparatus 70 by way of a base station 50 consti-
tuting a portable or mobile telephone network, and the Inter-
net 60. The apparatus 70 responds immediately to the emer-
gency notification signal to send predetermined danger
massages to the contact address 1 to the contact address n (n
is an integer equal to or greater than 2) registered in advance,
thereby quickly notifying that a dangerous situation (a state of
emergency) has occurred for the user (owner) of the device
10. The apparatus 70 stores the respective data contained in
the emergency notification file thus delivered in a built-in
database 107 for storing the notification data. In this way, the
respective data stored in the database 107 become available
for the investigation of crime, accident or disaster as neces-
sary.

[0129] The emergency notification signal and the emer-
gency notification file transmitted from the portable radio
device 10 may be reached the emergency notification appa-
ratus 70 by way of the portable telephone network including
the base station 50 and a base station 50A without routing
through the Internet 60. In this case also, the apparatus 70
stores the respective data in the emergency notification file in
the notification data storing database 107.

Portable Radio Device Used in Emergency
Notification System According to First Embodiment

[0130] Next, the detailed configuration of the portable radio
device 10 according to the first embodiment of the invention
will be explained with reference to FIGS. 2 and 3.

[0131] As shown in FIG. 2, the portable radio device 10 is
structured as a portable or mobile telephone and has a well-
known formation and functions. Thus, as shown in FIG. 1, the
device 10 can make speech communication with another por-
table radio device 10' with a similar structure or a fixed
telephone (not shown) by way of the base station 50. In
addition, the device 10 can be connected to the Internet 60 by
radio with the built-in electronic circuit (not shown) for Inter-
net connection and then, view the websites placed on the
Internet 60 and transmit or receive electronic mails via the
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Internet 60. This means that the device 10 comprises the
Internet connection function and the electronic mail transmis-
sion/reception function in addition to the ordinary speech
communication function. These functions and the means for
realizing them are well known and therefore, detailed expla-
nations for them are omitted here.

[0132] Theportable radio device 10 shown in FIG. 2 has the
following additional functions.

[0133] First, there are provided with the functions of pho-
tographing a desired object with a built-in digital camera (not
shown) and storing the image data thus obtained, of transmit-
ting the said image data to the outside through the Internet 60
(or, not through the Internet 60), and of receiving image data
from the outside through the Internet 60 (or, not through the
Internet 60).

[0134] Second, there is provided with the function of
receiving radio wave emitted from a GPS satellite 80 (see
FIG. 1) to obtain the position information, and of measuring
the current position of the portable radio device 10 based on
the position information thus obtained to display the current
position.

[0135] Third, there is provided with the function of collect-
ing sound with a built-in microphone 17 for speech commu-
nication, perceiving whether the sound thus collected is the
same as a predetermined sound (e.g., the scream or voice for
help of the owner of the portable radio device 10 stored
previously) or not, and performing a predetermined emer-
gency notification operation if the collected sound is judged
the same as the predetermined sound. For example, if it is
perceived that the collected sound is a voice for help or a
scream of a person, it is judged that a state of emergency has
occurred to the person and a predetermined emergency noti-
fication operation is started.

[0136] The first “photographing function” can be easily
realized by using the same means as that of a portable tele-
phone having a digital camera that is actually put on the
market and used. The second “position measuring function”
can be easily realized by using the same means as that of a
PDA, portable data terminal or the like having a GPS position
measuring function that is actually put on the market and
used. The third “voice recognition function” can be easily
realized by using the same software as known voice recogni-
tion software that is actually put on the market and used or
hardware that realizes the equivalent function thereto.
Accordingly, detailed explanations for these means are omit-
ted here.

[0137] The portable radio device 10 comprises a thin box-
shaped body 11. On the surface of the body 11, as shown in
FIG. 2, an approximately rectangular screen 12 is provided,
which is formed by a liquid-crystal display device. On the
screen 12, various characters and images, such as the menu
images for operation, texts for electronic mail that are to be
transmitted or that have been received, characters and pic-
tures in the websites, images of objects that are to be photo-
graphed or that have been photographed, maps based on the
GPS function and the pointer indicating the current position
of the portable radio device 10 can be displayed as necessary.
[0138] At thetop ofthe body 11, an antenna 13 is mounted.
The antenna 13 is chiefly used for speech communication;
however, it is used for connection to the Internet 60, data
communication (e.g. transmission/reception of data, or trans-
mission/reception of electronic mail) by way of the Internet
60, and reception of radio wave emitted from the GPS satellite
80.

Jun. 5, 2008

[0139] At the approximately center of the back of the body
11, a lens 21 of the built-in digital camera is attached in such
a way as to be exposed from the body 11. If the lens 21 is
pointed at an object to be photographed, the image of the
object is displayed on the screen 12. Therefore, the object can
be photographed while verifying the position and size of the
object. Since the image of the object thus photographed is
stored in the built-in memory and displayed immediately on
the screen 12, whether the photographing is good or not can
be checked on the spot.

[0140] On the surface of the body 11, a group of buttons 14
for telephone operation (i.e., power on/off button, numeric
character buttons of 0 to 9, and other buttons for additional
functions), an emergency button 15, a GPS activation button
16, a microphone 17, a camera standby button 18, a shutter 19
for the built-in digital camera, and a reset button 20 are
provided. In addition, although a speaker for speech commu-
nication is provided on the surface of the body 11, it is not
shown. This is because this speaker does not relate to the
present invention.

[0141] The group of buttons 14 is the same as that provided
on a well-known portable or mobile telephone.

[0142] The emergency button 15 is provided to instruct the
start of the emergency notification operation explained later
to the emergency notification apparatus 70. It is configured
that the predetermined emergency notification operation (the
details are to be described later) will be started if the button 70
is pressed.

[0143] The GPS activation button 16 is provided to set the
built-in GPS reception circuit (not shown) active or inactive.
If'this button 16 is pressed, the GPS reception circuit is turned
into the active state. In this state, the radio wave (which
includes the position information) emitted from the GPS sat-
ellite 80 is received by the antenna 13 and then, the current
position is measured based on the position information
received and displayed on the screen 12. To turn the GPS
reception circuit into the inactive state, it is sufficient to press
the button 16 again.

[0144] The microphone 17 is a device for picking up the
sound in its neighborhood and for converting it to electric
signal. Although the microphone 17 is chiefly used for speech
communication, it is used for sound collection as necessary
even if speech communication is not performed. For example,
the microphone 17 is used for voice recognition to judge
whether the emergency notification is necessary or not, or for
picking up the sound in the neighborhood in a state of emer-
gency.

[0145] The camera standby button 18 is provided to set the
built-in digital camera active or inactive. If this button 18 is
pressed, the built-in digital camera is activated to be capable
of photographing, where an object can be photographed by
pressing (operating) the shutter 19. The image of the object
thus photographed is stored in the memory (not shown)
mounted in the portable radio device 10 as digital image data.
The image data thus stored can be transmitted to the outside
through the Internet 60 (or not through the Internet 60) as
necessary, and image data can be received from the outside
through the Internet 60 (or not through the Internet 60) and
stored in the said memory. To turn the digital camera into the
inactive state, it is sufficient to press the button 18 again.
[0146] The cancellation button 20 is provided to cancel a
false operation generated by operating the emergency button
15 in error. Specifically, this button 20 is to instruct the stop or
interruption of the emergency notification operation which
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will start upon the operation of the emergency button 15. This
is based on the consideration for the following situation.
There is a possibility that although the user of the portable
telephone device 10 presses the emergency button 15 because
of'some kind of danger, he/she finds it misunderstanding later
and has a desire to cancel the emergency notification opera-
tion.

[0147] FIG. 2(a) shows the waiting state of the portable
radio device 10. At this time, it is usual that a predetermined
waiting image or initial menu is displayed on the screen 12;
however, it is omitted here. FIG. 2(b) shows the operating
state of the built-in digital camera. In FIG. 2(4), an image C of
the criminal, which was photographed by the said digital
camera, is displayed on the screen 12. FIG. 2(c) shows the
operating state of the GPS function. In FIG. 2(¢), amap M and
apointer P indicating the current position of the device 10 are
displayed on the screen 12. In this way, a variety of images is
displayed on the screen 12 as necessary.

[0148] FIG. 3 is a functional block diagram showing the
configuration of the internal circuits of the body 11 of the
portable radio device 10.

[0149] As shown in FIG. 3, there is provided with a clock
section 31, a digital camera section 32, a display section 33, a
current position measuring section 34, a position data storing
section 35, a contact address storing section 36, an image data
storing section 37, an image processing section 38, a commu-
nication section 39, a sound processing section 40, a control
section 41, a sound data storing section 42, and an emergency
processing section 43 in the body 11. The control section 41
controls the entire internal circuits of the body 11. The posi-
tion data storing section 35, the contact address storing sec-
tion 36, the image data storing section 37, and the sound data
storing section 42 are formed by partitioning a single piece of
hardware (memory) for the respective sections; however,
needless to say, these sections 35, 36, 37 and 42 may be
formed by separate pieces of hardware (memories).

[0150] Theclocksection31 supplies a predetermined clock
signal to the control section 41 and necessary time data to the
emergency processing section 43.

[0151] While the built-in digital camera is in the active state
by pressing the camera standby button 18, the digital camera
section 32 photographs an object via the camera lens 21 in
response to the operation of the shutter 19, generates digital
image data corresponding to the object thus photographed,
and sends the image data to the image processing section 38.
The image processing section 38 applies predetermined data
processes such as data compression to the image data thus
sent and stores it in the image data storing section 37.
Although the digital camera section 32 and the image pro-
cessing section 38 perform respectively the same operations
as those explained here when the emergency button 15 is
pressed also, this is independent of whether the camera
standby button 18 has been pressed or not when the emer-
gency button 15 is pressed. These operations are carried out
under the control of the control section 41.

[0152] The display section 33, which is a section for con-
trolling the images displayed on the screen 12, displays any
image such as the above-described menu and waiting image
on the screen 12 as necessary.

[0153] Under the control of the control section 41, the
current position measuring section 34 receives the GPS radio
wave emitted from the GPS satellite 80 by the antenna 13,
measures the current position of the portable radio device 10
using the position information included in the GPS radio
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wave, and generates the position data indicating the current
position of the device 10. The position data thus generated is
stored in the position data storing section 35. The current
position measuring section 34 performs the same operations
as those described here when the emergency button 15 is
pressed also.

[0154] The contact address storing section 36 is a section
for storing the data indicating the contact addresses (e.g.,
fixed telephone number, portable telephone number, elec-
tronic mail address, facsimile number and so on) to which a
predetermined “danger message” (e.g., Mr./Ms. AA is in dan-
ger, or Mr./Ms. BB is in a dangerous state) is to be sent. The
contact address stored in the section 36 is termed the “regis-
tered contact address™ here. M contact addresses can be reg-
istered or stored in the section 36, where m is a positive
integer equal to or greater than 2 and m>n.

[0155] The contact address data is usually inputted (or reg-
istered) by manipulating the operation buttons 14 by the user
ofthe portable radio device 10. However, the contact address
data may be brought in for registration by using an electronic
mail, a portable memory device or the like from the outside.
Moreover, the registered contact address data can be changed
or deleted in the same way. These operations are performed
under the control of the control section 41.

[0156] Itis preferred that the contact address data stored in
the contact address storing section 36 is transmitted to the
emergency notification apparatus 70 and stored in the notifi-
cation data storing database 107 every time the input or reg-
istration of the said data is completed. Moreover, it is pre-
ferred that when the contact address is changed or deleted, it
is immediately transmitted to the emergency notification
apparatus 70 to reflect the change or deletion in the content of
the database 107. If so, transmission of the contact address
data to the apparatus 70 is unnecessary when an emergency
notification is made and therefore, the quantity of the data to
be transmitted is decreased. As a result, there is an advantage
that the transmission speed and the certainty of transmission
are raised. In addition, it is unnecessary that the contact
address data is stored in the database 107 in advance. In this
case, it is necessary that the contact address data also is
transmitted to the apparatus 70 when an emergency notifica-
tion is made.

[0157] Under the control of the control section 41, the
sound processing section 40 data-processes the sound that
was collected by the microphone 17 and converted to an
electric signal, and stores the sound data thus generated in the
sound data storing section 42. Moreover, this section 40 rec-
ognizes whether the sound data thus obtained is the same as
the previously registered voice for help of the owner (user) of
the portable radio device 10 or not, or the previously regis-
tered scream of the said owner (user) or not. If the section 40
judges that the sound data is the same as the registered voice
or scream, the section 40 sends a predetermined activation
signal to the emergency processing section 43, thereby acti-
vating the section 43. As a result, the emergency processing
section 43 performs the predetermined emergency notifica-
tion process in the same way as that in the case where the
emergency button 15 is pressed.

[0158] When the emergency button 15 is pressed or the
activation signal is sent from the sound processing section 40
(which is termed the “emergent time”), the emergency pro-
cessing section 43 detects it and performs the predetermined
“emergency notification process”. The “emergency notifica-
tion process” means the following sub-processes (1) to (8).
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(See FIG. 4). In addition, since each of these sub-processes
(1) to (8) can be easily realized by using the known prior-art
techniques, for example, by adjusting the control program in
the control section 41, explanation about them in more detail
than presented below is omitted here.

(1) To receive the date and time data indicating the date and
time of the “emergent time” sent from the clock section 31.

(2) To measure the current position at the “emergent time” by
the current position measuring section 34, to store the posi-
tion data thus obtained in the position data storing section 35,
and to read out the position data from the section 35.

(3) To obtain the image of the object at the “emergent time” by
photographing with the digital camera section 32, to store the
image data thus obtained in the image data storing section 37,
and to read out the image data from the section 37.

[0159] (4) To collect the sound at the “emergent time” by
the microphone 17, to data-process the sound data thus
obtained by the sound processing section 40, to store the
sound data thus obtained in the sound data storing section 42,
and to read out the sound data from the section 42.

(5) To read out the contact address data from the contact
address data storing section 36. (If it is set in such a way that
the contact address data is transmitted to the emergency noti-
fication apparatus 70 and stored in the notification data stor-
ing database 107 in advance, and the stored contact address is
read out from the database 107 and used in an emergency, this
operation is unnecessary.)

(6) To generate the “emergency notification file” by combin-
ing the “ID (Identification) number” of the owner (user) of the
portable radio device 10 with the date and time data, the
position data, the image data, the sound data, and the contact
address data obtained in the sub-processes (1) to (5). At this
time, the position data, image data, sound data and contact
address data are linked with the date and time data. This is to
designate that the position data, image data, sound data and
contact address data were obtained at the date and time indi-
cated by the data and time data. In addition, it is preferred that
these data are compressed by a known appropriate method to
decrease the total data amount in this sub-process. In this
case, this data compression operation is carried out by the
emergency notification section 43.

(7) To add the predetermined “emergency notification signal”
to the “emergency notification file” generated in (6) and send
the said “emergency notification file” to the communication
section 39.

[0160] The “emergency notification signal” added to the
“emergency notification file” is a signal that instructs the
emergency notification apparatus 70 to perform the predeter-
mined emergency notification operation. Concretely speak-
ing, the “emergency notification signal” instructs the appara-
tus 70 placed in the private security company to send the
predetermined “danger message” (e.g., Mr./Ms. AA is in dan-
ger, or Mr./Ms. BB is in a dangerous state) to the previously
registered contact addresses 1 to n by the means such as
telephone, electronic mail, facsimile or the like.

[0161] The “ID number” included in the “emergency noti-
fication file”, which is the peculiar discrimination number
that the owner (user) of the portable radio device 10 pos-
sesses, is given by the private security company where the
emergency notification apparatus 70 is placed. After receiv-
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ing the “ID number” from the company, the owner (user) of
the device 10 can utilize the emergency notification service
using the apparatus 70.

(8) To transmit by radio the “emergency notification file” and
the “emergency notification signal” sent in (7) to the outside
by the communication section 39. The “emergency notifica-
tion file” and the “emergency notification signal” thus trans-
mitted will arrive at the emergency notification apparatus 70
by way of the base station 50 and the Internet 60 on one hand.
On the other hand, the “emergency notification file” and the
“emergency notification signal” will arrive at the apparatus
70 by way of only the base stations 50 and 50A (i.e., the
portable telephone network) (not through the Internet 60).
This is to raise the certainty of arrival (safety) of the “emer-
gency notification file” and the “emergency notification sig-
nal”. However, needless to say, if desired certainty of arrival
(safety) is obtainable, it may be configured such that they
arrive at the apparatus 70 through one of these two paths.
Moreover, it may be configured such that they arrive at the
apparatus 70 through three or more paths.

[0162] As explained above, if the emergency notification
file is generated from the group of the inputted data, the
emergency notification signal is added to the emergency noti-
fication file, and the emergency notification file and the emer-
gency notification signal added thereto are transmitted to the
emergency notification apparatus 70, the predetermined dan-
ger message is transmitted to the registered contact addresses
1 to n. The data flow in these processes is shown in FIGS. 4 to
8.

[0163] In an example of the emergency notification file
shown in FIG. 8, this file contains the date and time data of
“2004/9/15 and “10:30”, the position data of “Tokyo M-G”
(where M-G means the previously designated regional code
of Tokyo), the ID number of “XXXX-YYYYY-ZZZ2777",
the image data of the picture of a person’s face, the sound data
indicated by waveforms, and the contact address data. These
data are arranged from the upper left to lower right of the file
between the top of the file (Start Of File, SOF) and the end
thereof (End Of File, EOF). In addition, the position data is
not limited to such the regional code representation as shown
here and it may be represented by latitude and longitude, or
domicile notation. The position data may be represented any
form if it can designate desired positions.

[0164] The “transmission flag” in the emergency transmis-
sion file shown in FIG. 8 is a code for verifying whether the
danger message has been sent to each of the n registered
contact addresses 1 to n. The initial value is “0”, and “1” is
added thereto every time the danger message has been sent to
each of the registered contact addresses 1 to n. If the value of
the “transmission flag” is equal to “n”, it is found that the
danger message has been sent to all the registered contact
addresses 1 to n. In this way, by using the “transmission flag”,
there is an advantage that the state of the danger message
being successively sent to the respective contact addresses 1
to n can be monitored.

[0165] Taking the emergent time into consideration, the
above-described sub-processes (1) to (4) are always per-
formed at the emergent time regardless of whether the digital
camera section 32, the current position measuring section 34,
and/or the sound processing section 40 is/are in the active
state or not. For this reason, the position, image, and sound
data at the emergent time can be acquired with reliability.
[0166] FIG. 6 is a flowchart showing the operation of the
portable radio device 10. The operation of the device 10 will
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be explained below with reference to FIG. 6. In the following
operations, if the subject of an operation is not shown explic-
itly, the said operation is performed by the emergency notifi-
cation section 43.

[0167] In the step S1, whether the emergency button 15 is
pressed or not is judged. If the result is “Yes”, the flow
advances to the step S3. If the result is “No”, the flow goes to
the step S2, where the predetermined scream (or voice) is
recognized or not is judged by the sound processing section
40. If the result of the step S2 is “No”, the flow returns to the
Step S1, where the above-described judgment is judged
again. If the result of the step S2 is “Yes”, the flow advances
to the Step S3. In this way, with the portable radio device 10,
whether the “emergency notification process” should be
started or not is always monitored in the steps S1 and S2.
Therefore, the “emergency notification process” is started
immediately and surely after the judgment of the “emergent
time”. The step S3 and later indicate the “emergency notifi-
cation process”.

[0168] In the step S3, the date and time data sent from the
clock section 31 is received. When the emergency button 15 is
pressed or the predetermined scream (or voice) is recognized
by the sound processing section 40, in other words, at the
“emergent time”, the date and time data indicating the date
and time of the “emergent time” is sent from the clock section
31. Then, the date and time data is received and stored tem-
porarily.

[0169] In the step S4, the current position of the portable
radio device 10 at the “emergent time” is measured by the
current position measuring section 34 and then, the position
data thus obtained is stored in the position data storing section
35. Thereafter, the position data is read out from the section
35.

[0170] In the step S5, the image of an object at the “emer-
gent time” is photographed by the digital camera section 32
and then, the image data thus obtained is stored in the image
data storing section 37. Thereafter, the image data is read out
from the section 37. If there is a time to spare for directing the
lens 21 against the criminal at the “emergent time”, an image
of the face or the like of the criminal will be obtained by
photographing. However, according to the orientation of the
lens 21 at the “emergent time”, there is a possibility that an
image other than the person’s image, such as a landscape of
the scene, is obtained instead of the face of the criminal. In
this case, because the orientation of the lens 21 was unable to
be controlled at the “emergent time”, itis no use talking about
it. However, even in that case, it seems to be often that the
image of a landscape of the scene is useful for crime investi-
gation. Thus, such the image is not always useless.

[0171] In the step S6, the sound at the “emergent time” is
collected by the microphone 17 and then, the sound data
obtained through the data processing is stored in the sound
data storing section 42. Thereafter, the sound data is read out
from the section 42. Since the sound data thus obtained might
include the voice of the criminal, the sound of the car and/or
tool (e.g., a gun) that was/were used by the criminal, or the
sound that occurred in the scene, it seems to be often that the
said sound data is helpful for the crime investigation.

[0172] In the step S7, the contact address data is read out
from the contact address storing section 36. In addition, if it is
set in such a way that the contact address data is not transmit-
ted to the emergency notification apparatus 70 at the “emer-
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gent time”, the execution of the step S7 is omitted. In other
words, the step S7 is skipped and the flow is jumped from the
step S6 to the step S8.

[0173] Inthe step S8, the “ID number” of the owner (user)
of'the portable radio device 10 is combined with the date and
time data, position data, image data, sound data and contact
address data obtained in the steps S3 to S7, thereby generating
the “emergency notification file” (see FI1G. 4). At this time, the
position data, image data, sound data and contact address data
are linked with the date and time data, as explained previ-
ously.

[0174] Inthe step S9, the predetermined “emergency noti-
fication signal” is added to the “emergency notification file”
generated in the step S8 and then, the “emergency notification
file” is sent to the communication section 39. At this time, it
is preferred that the “emergency notification file” is data-
compressed to reduce the transmission volume.

[0175] In the step S10, the “emergency notification file”
sent to the communication section 39 is transmitted to the
outside along with the “ID number” and the “emergency
notification signal”.

[0176] The “emergency notification file” and the “emer-
gency notification signal” thus transmitted will arrive at the
emergency notification apparatus 70 mounted in the private
security company by way of the Internet 60. At the same time
as this, they will arrive at the apparatus 70 by way of the
portable telephone network. If both of the “emergency noti-
fication file” and the “emergency notification signal” have not
been broken and can be used as they are, the “emergency
notification file” and the “emergency notification signal”
transmitted through the Internet 60 or those transmitted
through the portable telephone network are utilized.

[0177] The emergency notification apparatus 70 extracts
the date and time data, position data, image data, sound data,
and contact address data from the “emergency notification
file” thus arrived, link these data with the ID number of the
user of the portable radio device 100, and stores the data thus
linked in the notification data storing database 107. This point
will be explained in detail later.

Emergency Notification Apparatus Used in
Emergency Notification System According to First
Embodiment

[0178] FIG. 5 is a functional block diagram showing the
internal configuration of the emergency notification appara-
tus 70 placed in the private security company and the con-
figuration of the related equipment thereto.

[0179] Theemergency notification apparatus 70 is installed
in the local area network (LAN) (not shown) formed in the
private security company, as shown in FIG. 5. The LAN (and
therefore, the apparatus 70) in the company is constantly
connected to the Internet 60 by way of a firewall 101, aremote
access server (RAS) 102, and a router 103. The apparatus 70
comprises an authentication database 105, an authentication
server 104 for performing the authentication operation using
the server 104, a notification data storing database 107, a
database server 106 for managing the database 107, a mail
server 108 for controlling the transmission and reception of
electronic mail, and a computer 109 for controlling the serv-
ers 104, 106, and 108 and for making a call (calling out) to the
external telephones, facsimiles or computers as the registered
contact addresses.

[0180] The firewall 101 has a function of preventing some-
one from trespassing on the LAN (i.e., ensuring the security
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of the LAN) in the security company from the Internet 60.
Only authorized persons by the said security company can get
access to the LAN. The access to the Internet 60 from the
inside of the LAN is possible optionally.

[0181] The RAS 102 achieves the access to the LAN in the
security company from the Internet 60 using the wired or
wireless telephone lines. In FIG. 5, the portable radio device
10 and the said LAN (i.e., the respective servers 104, 106 and
108 and the computer 109 in the LAN) can be accessed to
each other by way of the base stations 50 and 50A and the
RAS 102. Only the authorized persons by the security com-
pany (i.e., the persons who were allowed to use the emergency
notification apparatus 70) can access the LAN through the
RAS 102. In addition, the RAS 102 has a function of auto-
matically calling back the device 10 that has called the RAS
102, i.e., the callback function.

[0182] The router 103 connects the Internet 60 and the
LAN (and therefore, the emergency notification apparatus
70) in the security company to each other. Electronic mail and
data can be transmitted and received between the Internet 60,
and the respective servers 104,106, and 108 and the computer
109 in the LAN by way of the router 103.

[0183] Next, the functions of the respective servers 104,
106, and 108 and the computer 109 provided in the emer-
gency notification apparatus 70 will be explained below.
[0184] The emergency notification service rendered by the
private security company using the emergency notification
apparatus 70 can be utilized by making a contract between the
owner (user) of the portable radio device 10 and the said
company. Therefore, a person who wants to receive the said
service needs to make a contract to receive it with the said
company in advance. After making the contract, a unique ID
(identification) number is given to the person who has con-
cluded the contract. At this time, the personal data of the said
person, such as the ID number, the name, the (contact
address) telephone number, the picture of the face, the voice,
the fingerprint and so on, are registered in the authentication
database 105 in advance. Here, it is supposed that the owner
(user) of the above-described device 10 has already made
such the contract as above.

[0185] The authentication server 104 judges whether the
access to the LAN (and therefore, the emergency notification
apparatus 70) in the security company, i.e., the “emergency
notification file” and the “emergency notification signal” sent
through the Internet 60, is transmitted by the authorized per-
son (i.e., the contracted user) or not. This means that if the
access is made by the contracted person to receive the emer-
gency notification service (i.e., the contracted user), the said
access is permitted; on the other hand, if the access is not
made by such the person, the said access is rejected. This
judgment can be easily performed by extracting the “ID num-
ber” from the “emergency notification file” and retrieving the
said “ID number” in the authentication database 105. In other
words, if an ID number that meets the said “ID number” is
found in the database 105, it is immediately found that the
person is the contracted user. If not, it is found that the person
is not the contracted user.

[0186] A concrete example of the content of the “emer-
gency notification file” is shown in the upper table in FIG. 9.
The authentication server 104 collates the “emergency noti-
fication file” of FIG. 9 with the authentication data stored in
the authentication database 105 (see the lower table in FIG. 9)
and judges whether the person is the registered user or not by
examining the accordance or discordance of the ID number.
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[0187] The database server 106 is provided to store the data
available for the investigation of the crime, accident, or disas-
ter in the database 107 after the classification by data type is
completed. Specifically, if the access to the emergency noti-
fication apparatus 70 is permitted by the authentication server
104, the date and time data, position data, image data, sound
data, and contact address data are extracted by the database
server 106 from the transmitted “emergency notification file”.
Then, the extracted data are linked with the ID number
extracted previously and stored in the notification data storing
database 107 of the database server 106. As a result, the date
and time indicated by the date and time data (i.e., the date and
time at which the state of emergency occurred), the position
of the portable radio device 10 at that time, the image photo-
graphed at that time, and the sound collected at that time are
linked with the ID number and thereafter, stored in the data-
base 107. For this reason, the data available for the investiga-
tion of the crime, accident or disaster are automatically clas-
sified and stored.

[0188] In response to the “emergency notification signal”,
the mail server 108 serves to automatically transmit elec-
tronic mail including the predetermined “danger message” to
the contact addresses to which electronic mail is to be sent
(i.e., the contact addresses where electronic mail addresses
were registered) out of the registered contact addresses 1 to n.
The content of the “danger message” may be simply set as
“Mr./Ms. AA (the owner of the portable radio device 10) is in
a dangerous state”. The time and position data at which the
owner fell into the dangerous state may be or may not be
included in the “danger message”. In the example of FIG. 5,
an electronic mail is transmitted to the external computer 204
(i.e., the registered contact address n) through the Internet 60.

[0189] In response to the “emergency notification signal”,
the computer 109 is installed to deliver a message including
the “danger message” by voice to the contact addresses to
which telephoning (call up) is to be made (i.e., the contact
addresses where telephone numbers for portable or fixed
telephones were registered) out of the registered contact
addresses 1 to n. Moreover, the computer 109 serves to deliver
a message including the “danger message” in writing to the
contact addresses to which transmission is to be made by
facsimile (i.e., the contact addresses where facsimile numbers
were registered) out of the registered contact addresses 1 to n.
In the example of FIG. 5, the computer 109 gives a call to the
portable radio device 201 (registered contact address 1) by
radio by way of the base station 50B and then, communicates
orally the “danger message” to the user of the device 201 or
communicates it to the said user by reproducing the previ-
ously recorded voice. Alternately, the computer 109 gives a
call to the fixed telephone 202 (registered contact address 2)
by way of the public telephone network 200 and then, com-
municates orally the “danger message” to the user of the
telephone 202 or communicates it to the said user by repro-
ducing the previously recorded voice. Alternately, the com-
puter 109 gives a call to the facsimile 232 (registered contact
address 3) by way of the public telephone network 200 and
then, transmits a document on which the “danger message”
was written to the facsimile 232.

[0190] Needless to say, the operation of transmitting elec-
tronic mail to the contact addresses to which electronic mail
is to be sent out of the registered contact addresses 1 to n may
be performed by the computer 109, instead of the mail server
108.
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[0191] The “danger message” communicated by voice at
the telephone may be the same as that transmitted by elec-
tronic mail. However, it may be different while taking the fact
that it is communicated by voice into consideration. In this
case, it is preferred that when the registered contact address
receives the telephone call, the “danger message” previously
produced and recorded in a recording medium is reproduced
by sound. However, a person may communicate it orally. The
“danger message” communicated in writing by facsimile may
be the same as that transmitted by electronic mail.

[0192] TItis preferred that the time and position data and so
on at which the person fell into the dangerous state are
included in the “danger message”. This is because the person
or organ that receives the “danger message” can find the
outline of the state of emergency immediately. However, if
some difficulty such as the complication of the processes
occurs, they need not be included. In this case, the receiver
makes an inquiry to the private security company by tele-
phone, electronic mail or the like to know the time and posi-
tion at which the person fell into the dangerous state.

[0193] FIG. 7 is a flowchart showing the operation of the
emergency notification apparatus 70.

[0194] Inthe step S11, the “emergency notification file” or
an “accumulation file” transmitted from the portable radio
device 10 is received and then, the ID number is extracted
from it.

[0195] Here, the “accumulation file” is a file including the
date and time data, position data, image data, sound data and
registered contact address data similar to the “emergency
notification file”. However, the “accumulation file”, which is
transmitted at the time other than the emergent time, does not
include the emergency notification signal. The “accumulation
file” is prepared for enabling the owner of the portable radio
device 10 to generate image data, position data, or sound data
and to transmit these data thus generated to the emergency
notification apparatus 70, thereby accumulating the said
image, position, or sound data in the database 107 along with
the date and time data, when the said owner of the device 10
senses an omen of stoking or other some danger excluding the
emergent time. This is because these data accumulated
(stored) in the database 107 can be used as the evidence when
a crime occurs later.

[0196] Inthestep S12,itisjudged whether the transmission
is performed by the person who made the contract for pro-
viding the emergency notification service with the private
security company (contracted user) or not. If the result is
“No”, the flow is jumped to the step S20, where the reception
is rejected and the said process is ended immediately. If the
result is “Yes”, the flow advances to the step S13, where
whether “emergency notification signal” is sent or not is
judged. If the result is “Yes”, the flow advances to the step
S14. If the result is “No”, the flow is jumped to the step S18.
[0197] In the step S14, the predetermined “danger mes-
sage” is transmitted to the respective registered contact
addresses 1 to n by telephone, facsimile, electronic mail or the
like.

[0198] Inthe step S15,the date and time data, position data,
image data, sound data, and registered contact address data
are extracted from the “emergency notification file” thus
transmitted.

[0199] Inthestep S16,the date and time data, position data,
image data, sound data, and registered contact address data
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thus extracted are linked with the ID number extracted pre-
viously and then, they stored in the notification data storing
database 107.

[0200] Inthe step S17, the portable radio device 10, which
has transmitted the emergency notification signal to the appa-
ratus 70, is called back with the RAS 102. Thus, if the owner
ofthe said device 10 is in a state where he/she can respond to
the said telephone call, the situation can be confirmed on the
spot. If the owner of the said device 10 cannot respond to the
said call, it can be presumed that he/she is in a situation where
he/she cannot respond to the call. After the call back is com-
pleted, the operation is ended.

[0201] If the result in the step S13 is “No”, the flow
advances to the step S17. In the step S17, similar to the step
S15, the date and time data, position data, image data, sound
data, and registered contact address data are extracted from
the “accumulation file” thus transmitted. Then, in the next
step S19, similar to the step S16, the date and time data,
position data, image data, sound data, and registered contact
address data thus extracted are linked with the ID number
extracted previously and then, they are stored in the notifica-
tion data storing database 107. Thereafter, the operation is
ended.

[0202] When a predetermined period has passed after the
storing of the date and time data, position data, image data,
sound data, and registered contact address data in the data-
base 107 along with the linkage with the ID number by the
database server 106, these data are deleted from the database
107 and moved to the data storage file 110. In this case, there
is an advantage that the total data quantity of the database 107
is decreased due to the deletion of the said data and the
retrieving speed is improved. On the other hand, since the data
thus deleted are stored in the data storage file 110, they can be
utilized by retrieving the file 110 if they are required in the
future. Thus, no problem occurs.

[0203] With the portable radio device 10, when the cancel-
lation button 20 is pressed immediately after the emergency
button 15 is pressed, a message such as “the emergency
notification process is stopped because the cancellation but-
ton is pressed” is displayed on the screen 12 of the device 10.
At approximately the same time as this, a “stop signal” indi-
cating the stop of the immediately preceding emergency noti-
fication signal is transmitted to the emergency notification
apparatus 70 through approximately the same path as the
emergency notification signal. When the apparatus 70
receives the “stop signal”, it stops its operation immediately
and displays a message such as “the emergency notification
process was cancelled” on the display device (not shown)
connected to the computer 109 for giving a notice to the
administrator of the apparatus 70.

State of Use of the Emergency Notification System
According to First Embodiment

[0204] Next, the state of use of the emergency notification
system having the above-described configuration and func-
tion according to the first embodiment will be explained
below.

[0205] Inthe ordinary time, the owner (user) of the portable
radio device 10 may utilize the device 10 as a portable tele-
phone having the photographing function with the digital
camera and the position measuring function using the GPS.
Moreover, recording of sound or voice is possible. Since these
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states of use are the same as those of known portable tele-
phone, PDA, or portable data terminal, the explanation is
omitted here.

[0206] When the user of the device 10 judges that he/she is
in a state of danger, it is sufficient that he/she merely presses
the emergency button 15. Only by that operation, the fact that
the said user is in a dangerous state can be quickly notified to
the registered contact addresses, i.e., the concerned persons
and the related organs of the said user, such as the police, the
private security company, and his/her family and friends, with
reliability. Here, explanation is made while taking the stoking
crime as an example.

[0207] When the owner (user) of the portable radio device
10 is likely to be damaged or has been damaged actually by a
stoker, the said user presses the emergency button 15 imme-
diately. In response to this, in the device 10, the emergency
notification processing section 43 is activated at once and the
predetermined “emergency notification process” (the sub-
processes (1) to (8) explained above) is executed immedi-
ately. Thereafter, the “emergency notification file” and the
“emergency notification signal” are promptly transmitted to
the emergency notification apparatus 70. As a result, the
apparatus 70 transmits the danger message to the contact
addresses 1 to n immediately, thereby notifying the occur-
rence of the state of emergency.

[0208] When the emergency button 15 is unable to be
pressed for some reason, it is sufficient that the said user secks
someone’s help by giving a scream “augh” or uttering some
words such as “help me”. In response, the voice or sound is
taken into the sound processing section 40 by way of the
microphone 17 and voice recognition is performed therein. If
it is judged that the voice is the registered one, the sound
processing section 40 sends the activation signal to the emer-
gency processing section 43 and as a result, the predeter-
mined “emergency notification process” is executed at once.
Therefore, even if the said user is in such the dangerous scene
that he/she is unable to press the emergency button 15, the
danger message is notified with reliability.

[0209] As explained above, in principle, the position data,
image data, and sound data transmitted from the portable
radio device 10 are those generated at the time the emergency
button 15 was pressed, which are transmitted to the emer-
gency notification apparatus 70. If these data were not gen-
erated at the time the button 15 was pressed due to some
reason, the data stored immediately before that time are trans-
mitted to the apparatus 70.

[0210] However, in the case that the user of the device 10
thinks that he/she had better store data such as the image data,
sound data and so on about the criminal to consider the
occurrence of a crime in the future although imminent danger
does not exist, he/she can photograph the figure of the stoker
or the scene where followed by the stoker by operating the
digital camera section 32, and store the image data thus
obtained in the device 10 along with the date and time data
and the position data. Moreover, the said user can transmit
these data to the emergency notification apparatus 70 as the
“accumulation file”, and store the said data in the apparatus
70. Alternately, if telephone harassment is given to the por-
table radio device 10, the said user may record the voice of the
person who speaks to the user of the said device 10, the time
of such the call, or the telephone number of the sending
telephone and then, store the data thus obtained in the device
10 or transmit the said data to the apparatus 70 as the “accu-
mulation file” and store them in the apparatus 70.
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[0211] 1If so, when a crime occurs later, the user himself/
herself of the portable radio device 10 or the authorized
person by the said user, or a policeman, fireman or an inves-
tigator can acquire the data stored in the device 10 or the
emergency notification apparatus 70 to thereby obtain the
information advantageous for arrest of the criminal or diag-
nosis of the cause. This is very beneficial. In principal, the
access to the stored data in the apparatus 70 is prohibited.
However, if there is a warrant for permitting the access to the
said data in a case such as criminal investigation, the said
access should be permitted. Therefore, it is preferred that the
authentication means for controlling the said access is
designed to be releasable intentionally in such the case.

[0212] In addition, with the above-described first embodi-
ment, considering the fact that the security guard or officer on
standby can take an action immediately upon reception of the
emergency notification, the emergency notification apparatus
70 is located in the private security company. However, the
present invention is not limited to this. The apparatus 70 may
be placed in, for example, a police office, a building or site of
a civil or public enterprise, or a building possessed by an
Internet Service Provider (IPS). The apparatus 70 may be
placed in someone’s home.

[0213] Moreover, with the above-described first embodi-
ment, the “emergency notification signal” to be transmitted
from the portable radio device 10 in a state of emergency may
be omitted. In this case, whether the arrived file is the prede-
termined “emergency notification file” or not is judged and
then, if the arrived file is judged the “emergency notification
file”, the emergency notification process is executed at once.

Second Embodiment

[0214] FIG. 10 is a drawing showing the appearance of a
portable radio device 10A according to a second embodiment
ofthe invention. This device 10A has the same configuration
as that of the device 10 according to the above-described first
embodiment except that the device 10A is foldable. There-
fore, the detailed explanation about the device 10A is omitted
here.

[0215] 1If the portable radio device 10A is used instead of
the portable radio device 10 of the first embodiment and
combined with the emergency notification apparatus 70, a
system similar to the emergency notification system of the
firstembodiment can be configured. In this case, it is apparent
that the same advantages as those in the first embodiment are
obtainable.

Third Embodiment

[0216] FIG. 3 is a drawing showing the appearance of a
portable radio device 10B according to a third embodiment of
the invention. This device 10B has the same configuration as
that of the device 10 according to the above-described first
embodiment except that the device 10B is configured in the
form of watch. Therefore, the detailed explanation about the
device 10B is omitted here.

[0217] If the portable radio device 10B is used instead of
the portable radio device 10 of the first embodiment and
combined with the emergency notification apparatus 70, a
system similar to the emergency notification system of the
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first embodiment can be configured. In this case, it is apparent
that the same advantages as those in the first embodiment are
obtainable.

VARIATIONS

[0218] The above-described first to third embodiments are
concrete examples of the present invention. Therefore, need-
less to say, the present invention is not limited to these
embodiments and any modification is applicable to them.
[0219] For example, in the above-described first embodi-
ment, the emergency notification signal and the emergency
notification file are transmitted to the emergency notification
apparatus 70 placed in the private security company, and the
apparatus 70 notifies it to the registered contact addresses 1 to
n by making a call or sending electronic mail or the like.
However, the invention is not limited to this. For example, the
portable radio device 10 itself may transmit successively the
emergency notification signal to the registered contact
addresses 1 to n while transmitting the emergency notification
signal and the emergency notification file to the apparatus 70.
[0220] Moreover, it is preferred that the contact address
data indicating the registered contact addresses 1 to n are
stored in the apparatus 70 in advance by, for example, trans-
mitting the contact address data from the portable radio
device 10. This is because the notification can be immediately
performed to the registered contact addresses 1 to n by simply
receiving the emergency notification signal. However, the
invention is not limited to this. For example, it may examine
whether the “contact address data” is included in the emer-
gency notification file or not upon receipt of the emergency
notification file transmitted from the device 10. If the “contact
address data” is included, notification may be performed to
the contact addresses corresponding to the contact address
data; on the other hand, if the “contact address data” is not
included, notification may be performed using the contact
addresses data stored in the apparatus 70. In this case, such the
examination function as above needs to be add to the authen-
tication server 104; however, there is an advantage that if the
contact address data are included in the emergency notifica-
tion file, the storing operation of the contact address data in
the database 107 is unnecessary, thereby raising the notifica-
tion speed.

[0221] Inthe authentication operation to know whether the
user of the device is the contracted user or not with the
authentication server 104 in the apparatus 70, virus checking
may be performed.

INDUSTRIAL APPLICABILITY

[0222] The present invention is applicable to the uses
necessitating the notification that a person is in a dangerous
state (a state of emergency) quickly and surely to the con-
cerned persons and the related organs of the said person, such
as his/her family and/or acquaintances, the police, a private
security company, and a firehouse by using a portable com-
munication device having a GPS reception function, a pho-
tographing function with a digital camera and so on, when the
said person encounters a crime, accident or disaster.

1. A portable radio device comprising:

emergency operation starting means provided to be oper-
able by a user in an emergency;

date and time data generating means for generating date
and time data;
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position measuring means for measuring a position of the
portable radio device to generate position data;

photographing means for photographing an object to gen-
erate image data;
emergency processing means for executing a predeter-
mined emergency notification process when the emer-
gency operation starting means is operated, thereby gen-
erating emergency notification data; and

communication means for transmitting by radio the emer-
gency notification data toward an external emergency
notification apparatus along with a predetermined emer-
gency notification signal;
wherein the emergency notification process comprises a
step of generating date and time data indicating a date
and time when the emergency operation starting means
is operated with the date and time data generating
means, a step of generating position data by measuring a
position of the device when the emergency operation
starting means is operated with the position measuring
means, a step of generating image data by photograph-
ing an object with the photographing means when the
emergency operation starting means is operated, and a
step of generating the emergency notification data by
adding a predetermined identification data to the date
and time data, the position data, and the image data;

and wherein the emergency notification signal is a signal
that instructs the emergency notification apparatus to
make a notification that the user of the device is in a state
of emergency to predetermined contact addresses.

2. The device according to claim 1, further comprising a
sound collecting microphone and a sound processing means
for processing sound collected by the microphone to generate
sound data;

wherein when the emergency operation starting means is

operated, sound is collected by the microphone and
sound data is generated, and the sound data is included in
the emergency notification data.

3. The device according to claim 1, further comprising a
sound collecting microphone, and a sound processing means
for processing sound collected by the microphone to generate
sound data;

wherein the sound processing means conducts voice or

speech recognition using the sound data to judge
whether the emergency notification process is necessary
or not; and

if the sound processing means judges that the emergency

notification process is necessary, the sound processing
means causes the emergency processing means to
execute the emergency notification process.

4. The device according to claim 1, further comprising
contact address storing means for storing contact address data
indicating the contact addresses;

wherein the contact address data stored in the contact

address storing means is read out and then, included in
the emergency notification data in the emergency noti-
fication process.

5. The device according to claim 1, wherein the contact
address data indicating the contact addresses is not included
in the emergency notification data.

6. The device according to claim 1, wherein the emergency
processing section has a function of adding an identification
code of the portable radio device to the date and time data
generated by the date and time data generating means, the
position data generated by the position measuring means, and
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the image data generated by the photographing means to
generate an accumulation data, and of transmitting the accu-
mulation data toward the emergency notification apparatus by
the communication means.

7. The device according to claim 1, wherein the communi-
cation means transmits the emergency notification data and
the emergency notification signal toward the emergency noti-
fication apparatus by way of a plurality of paths.

8. An emergency notification apparatus, which is designed
to receive and store emergency notification data transmitted
from outside and that receives an emergency notification
signal transmitted with the emergency notification data to
perform a predetermined emergency notification process;

the apparatus comprising:
authentication means for judging whether a transmitter of
emergency notification data is an authorized person or
not by extracting identification data from the emergency
notification data and verifying the identification data;

signal detection means for judging whether the emergency
notification signal is received or not along with the emer-
gency notification data;
database management means for extracting date and time
data, and position data and image data linked with the
date and time data from the emergency notification data,
and for storing the date and time data, the position data,
and the image data thus extracted in a database in such a
way as to have a relation with the identification data; and

notification means for performing a notification that the
transmitter of the emergency notification data is in a
state of emergency to predetermined contact addresses
by performing the emergency notification process, when
the signal detection means judges the emergency notifi-
cation signal is received.

9. The apparatus according to claim 8, wherein the emer-
gency notification data includes sound data.

10. The apparatus according to claim 8, wherein the emer-
gency notification data includes contact address data indicat-
ing the contact addresses.

11. The apparatus according to claim 8, wherein the contact
address data indicating the contact addresses is stored in the
database in such a way as to have a relation with the identi-
fication data, and the notification is performed after reading
out the contact address data from the database.

12. The apparatus according to claim 8, wherein when the
signal detection means judges that the emergency notification
signal is received, a callback to the transmitter of the emer-
gency notification data is performed.

13. The apparatus according to claim 8, wherein when a
predetermined period passes from at a time when the date and
time data, the position data, and the image data extracted from
the emergency notification data are stored in the database in
such a way as to have the relation with the identification data,
the database management means eliminates from the data-
base the date and time data, the position data, and the image
data thus extracted and moves them to a data storage file.

14. An emergency notification system comprising:

(a) a portable radio device comprising

1. emergency operation starting means provided to be
operable by a user in an emergency:

ii. date and time data generating means for generating
date and time data;
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iii. position measuring means for measuring a position
of'the portable radio device to generate position data:

iv. photographing means for photographing an object to
generate image data;

v. emergency processing means for executing a prede-
termined emergency notification process when the
emergency operation starting means is operated,
thereby generating emergency notification data; and

vi. communication means for transmitting by radio the
emergency notification data toward an external emer-
gency notification apparatus along with a predeter-
mined emergency notification signal;

wherein the emergency notification process comprises a
step of generating date and time data indicating a date
and time when the emergency operation starting
means is operated with the date and time data gener-
ating means, a step of generating position data by
measuring a position of the device when the emer-
gency operation starting means is operated with the
position measuring means, a step of generating image
data by photographing an object with the photograph-
ing means when the emergency operation starting
means is operated, and a step of generating the emer-
gency notification data by adding a predetermined
identification data to the date and time data, the posi-
tion data, and the image data;

and wherein the emergency notification signal is a signal
that instructs the emergency notification apparatus to
make (execute) a notification that the user of the
device is in a state of emergency to predetermined
contact addresses; and

(b) an emergency notification apparatus, which is designed
to receive and store emergency notification data trans-
mitted from outside and that receives an emergency
notification signal transmitted with the emergency noti-
fication data to perform a predetermined emergency
notification process,

the apparatus comprising

i. authentication means for judging whether a transmit-
ter of emergency notification data is an authorized
person or not by extracting identification data from
the emergency notification data and verifying the
identification data;

ii. signal detection means for judging whether the emer-
gency notification signal is received or not along with
the emergency notification data;

iii. database management means for extracting date and
time data, and position data and image data linked
with the date and time data from the emergency noti-
fication data, and for storing the date and time data,
the position data, and the image data thus extracted in
a database in such a way as to have a relation with the
identification data; and

iv. notification means for performing a notification that
the transmitter of the emergency notification data is in
a state of emergency to predetermined contact
addresses by performing the emergency notification
process when the signal detection means judges the
emergency notification signal is received.
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